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1 Introduction

In this chapter you find the following information:
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1 Introduction

1.1 About this User Manual

Conventions

VN4610 Manual

In the two following charts you will find the conventions used in the user manual
regarding utilized spellings and symbols.

Style
bold

Source Code
Hyperlink
<CTRL>+<S>

X[\ [z-[= ] 8 ]=]—)

Utilization

Blocks, surface elements, window- and dialog names of the soft-
ware. Accentuation of warnings and advices.

[OK] Push buttons in brackets

File|Save Notation for menus and menu entries

File name and source code.
Hyperlinks and references.
Notation for shortcuts.

Utilization

This symbol calls your attention to warnings.

Here you can obtain supplemental information.

Here you can find additional information.

Here is an example that has been prepared for you.

Step-by-step instructions provide assistance at these points.

Instructions on editing files are found at these points.

This symbol warns you not to edit the specified file.

Version 1.3 7
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1.1.1 Warranty

Restriction
of warranty

1 Introduction

We reserve the right to change the contents of the documentation and the software
without notice. Vector Informatik GmbH assumes no liability for correct contents or
damages which are resulted from the usage of the documentation. We are grateful for
references to mistakes or for suggestions forimprovement to be able to offer you
even more efficient products in the future.

1.1.2 Registered Trademarks

Registered
trademarks

VN4610 Manual

All trademarks mentioned in this documentation and if necessary third party
registered are absolutely subject to the conditions of each valid label right and the
rights of particular registered proprietor. All trademarks, trade names or company
names are or can be trademarks or registered trademarks of their particular pro-
prietors. All rights which are not expressly allowed are reserved. If an explicit label of
trademarks, which are used in this documentation, fails, should not mean that a name
is free of third party rights.

» Windows, Windows 7, Windows 8.1, Windows 10
are trademarks of the Microsoft Corporation.

Version 1.3 8
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1 Introduction

1.2 Important Notes

1.2.1 Safety Instructions and Hazard Warnings

Caution!

In order to avoid personal injuries and damage to property, you have to read and
understand the following safety instructions and hazard warnings prior to instal-
lation and use of this interface. Keep this documentation (manual) always near the
interface.

Caution!
Do not operate the device without antennas! To avoid physical damage to the
device, please attach the provided antennas to the device before operation!

1.2.1.1 Proper Use and Intended Purpose

VN4610 Manual

Caution!

The interface is designed for analyzing, controlling and otherwise influencing con-
trol systems and electronic control units. This includes, inter alia, bus systems like
CAN, LIN, K-Line, MOST, FlexRay, Ethernet, BroadR-Reach and/or ARINC 429.

The interface may only be operated in a closed state. In particular, printed circuits
must not be visible. The interface may only be operated (i) according to the instruc-
tions and descriptions of this manual; (ii) with the electric power supply designed
for the interface, e.g. USB-powered power supply; and (iii) with accessories man-
ufactured or approved by Vector.

The interface is exclusively designed for use by skilled personnel as its operation
may result in serious personal injuries and damage to property. Therefore, only
those persons may operate the interface who (i) have understood the possible
effects of the actions which may be caused by the interface; (ii) are specifically
trained in the handling with the interface, bus systems and the system intended to
be influenced; and (iii) have sufficient experience in using the interface safely.

The knowledge necessary for the operation of the interface can be acquired in
work-shops and internal or external seminars offered by Vector. Additional and
interface specific information, such as ,Known Issues®, are available in the ,Vector
KnowledgeBase" on Vector's website at www.vector.com. Please consult the
~Vector KnowledgeBase* for updated information prior to the operation of the inter-
face.

Version 1.3 9
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1.2.1.2 Hazards

1.2.2 Disclaimer

VN4610 Manual

1 Introduction

Caution!

The interface may control and/or otherwise influence the behavior of control sys-
tems and electronic control units. Serious hazards for life, body and property may
arise, in particular, without limitation, by interventions in safety relevant systems
(e.g. by deactivating or otherwise manipulating the engine management, steering,
airbag and/or braking system) and/or if the interface is operated in public areas
(e.g. public traffic, airspace). Therefore, you must always ensure that the interface
is used in a safe manner. This includes, inter alia, the ability to put the systemin
which the interface is used into a safe state at any time (e.g. by ,emergency shut-
down*), in particular, without limitation, in the event of errors or hazards.

Comply with all safety standards and public regulations which are relevant for the
operation of the system. Before you operate the system in public areas, it should

be tested on a site which is not accessible to the public and specifically prepared

for performing test drives in order to reduce hazards.

Caution!

Claims based on defects and liability claims against Vector are excluded to the
extent damages or errors are caused by improper use of the interface or use not
according to its intended purpose. The same applies to damages or errors arising
from insufficient training or lack of experience of personnel using the interface.

Version 1.3 10
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2 VN4610 802.11p/CAN/GNSS Interface

In this chapter you find the following information:

2.1 Scope of DeliVery . il 12
2.2 IntrodUCHiON i 12
2.3 ACCESSOM S . oo 13
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2 VN4610 802.11p/CAN/GNSS Interface

2.1 Scope of Delivery

Contents

The delivery includes:

> 1x VN4610 802.11p/CAN/GNSS Interface
» 2x 5.9 GHz DSRC antenna (part no. 07204)
» 1x GNSS antenna (part no. 07205)

» 1x Power supply (part no. 05024)

> 1x USB 2.0 cable (part no. 05011)

2.2 Introduction

About the VN4610

VN4610 Manual

The VN4610 is a powerful interface with USB PC connection for accessing IEEE
802.11p and CAN FD networks. The dedicated short range communication (DSRC) is
based on the IEEE802.11p standard, which transmits/receives frames in the 5.9 GHz
frequency range. The VN4610 supports the unfiltered receiving and sending of IEEE
802.11p frames used for the implementation of Car2x/VV2x applications. It is possible
to synchronize the received radio frames with CAN FD messages. The built-in GNSS
receiver supplies the absolute UTC time and current position.

Figure 1: VN4610 802.11p/CAN Interface (bus side)

Overview of Advantages

» Sending/receiving frames according to IEEE 802.11p

» Two configurable IEEE 802.11p WLAN channels

» Unfiltered forwarding of IEEE 802.11p data packets to the application

» Adjustable communication parameters such as radio channel selection, band-
width, transmission power, modulation type and protocol format LPD/EPD

Version 1.3 12
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Two CAN high-speed channels CAN (FD) capable

GNSS receiver provides current position and time

Precise time stamp based on GNSS time

Time synchronisation with PTP according to IEEE 1588 standard (future Release)

VN4610 and CANoe.Car2x/CANalyzer.Car2x are optimally matched to each
other

vV vy vy yVvYyy

v

Synchronization with several interfaces and with other bus systems (Ethernet,
CAN, LIN, FlexRay, ...)

v

Robust housing, power supply and temperature range ideal for automotive and
industrial applications

10 port with digital/analog in/out
Ethernet with IEEE802.3: 100BASE-TX and 1000BASE-T
Support of customer CAN/DAIO applications via XL-Driver Library (XL-API)

vV vyVvYyy

Multi-application support (simultaneous operation of different applications on one
channel, e. g. CANoe and CANape)

v

High time stamp accuracy

v

Time synchronization of multiple devices and with other bus systems (CAN, LIN,
FlexRay, MOST, Ethernet)

Software time synchronization
Hardware time synchronization

GNSS time synchronization to absolute UTC time

Connection to host PC via USB 2.0

>
>
| 2
» Time synchronization with PTP according to IEEE 1588 standard
>
» LEDs indicating status and activities

| 2

External power supply, galvanically isolated

2.3 Accessories

Reference
Information on available accessories can be found in the separate accessories

manual on our website.

VN4610 Manual Version 1.3 13


https://www.vector.com/d/en/manual/accessories/

VECTOR > 3 Examples of Usage

3 Examples of Usage

In this chapter you find the following information:

3.1 General Use Cases ... .. 15
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3 Examples of Usage

3.1 General Use Cases

Analysis

Simulation/
Stimulation

GNSS Receiver

Time
synchronization

VN4610 Manual

The VN4610 forwards all received radio frames of the two radio channels unfiltered to
the test tool for analysis. Therefore, frames can also be analyzed which would bere-
jected by a ECU due to timing, geo information orprotocol errors caused by
Car2x/V2x. Since the time stampsof the messages on the bus channels are syn-
chronized intime, latency measurements can also be carried out.

“~o Car2X
Oq/o Y V2x CANoe.Car2X
R\ DSRC CANalyzer.Car2X

~ P d . O
~= Application
GNSS A
V2
s SE23
W'SZZ
D:Hjéﬂ-')

) Data transfer USB/Ethernet

) IEEE 802.11p

VNXXXX

Interfaces HW Sync
------ —yO D SyNC 10

L nd

L nd

- CAN(FD)

Figure 2: General use cases

CANoe.Car2x together with the VN4610 offers a perfectly coordinated solution for cre-
ating an environment stimulation for testing Car2x/V2x applications. The VN4610
sends the transmitted frames, whereby the communication parameters can be easily
and individually configured for the different tests.

The VN4610 provides precise position, time and speed information that can be used
by the application as test stimulus or for documentation. In addition, the absolute
GNSS timestamps can be used to synchronize recordings of distributed meas-
urements for subsequent analysis. Additionally, the VN4610 can act as IEEE 1588
time master and provide the GNSS time in a network (in a future release).

The VN4610 enables precise time synchronization with PTP according to IEEE 1588

standard. The device can be configured e. g. as PTP master with UTC time base,
which is provided by the built-in GNSS receiver.

Version 1.3 15



VECTOR > 4 Device Description

4 Device Description

In this chapter you find the following information:

4.1 Connectors Bus Side ... ... .. L 17
4.2 Connectors USB Side ... ... .. ... L 18
4.3 LEDS 21
4.4 Technical Data 22
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4.1 Connectors Bus Side

Device connectors

CH5-GNSS

D -&D-

CH3-CAN CH4-CAN

Figure 3: Connectors on the bus side

» Antenna 1/2 (CH1/CH2)
The VN4610 has two 802.11p channels which can be used to transmit and receive
data packages. Please attach the provided antennas before using these channels.

» GNSS (CH5)
This channel can be used to receive GNSS time and position.

> D-SUB9 (CH3/CH4)

The VN4610 has two D-SUB9 connectors for CAN/CAN FD. The channels are
electrically isolated. The pin assignment is as follows:

Pin Assignment

2 | 1057G CAN Low
3 | GND

7 | 1057G CAN High

VN4610 Manual Version 1.3 17
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4.2 Connectors USB Side

Device connectors

Figure 4: Connectors on the USB side

> USB

4 Device Description

Connect your PC and the VN4610 over USB to install and to use the device with

measurement applications (CANoe, CANalyzer). Use the USB 2.0 compliant
cable found in the delivery (USB extension cables may generate faults between
the PC and the device). Connect the device directly to a USB port at your PC or
use a USB hub with its own power supply (self-powered).

» D-SUB9 (CH6)

The VN4610 has a D-SUB9 connector for dedicated digital input/output tasks. The
pin assignment is as follows:

Pin Assignment « Analog In
1 | Analog input

« Digital In 0 4
<« Digital In 1 5
4 | Digital input 0
5 | Digital input 1
6 | Analog GND
7 | 5V digital output
8 | Digital output
9 | Digital GND
Internal e e 1
interconnection of | : : vee
digital input 0/1 : o - —
11
: 11 E 33V
I Qur 370 pF
I H Digital GND Digital GND
I I IN+
| !
: 11 Digital GND
11
: ¥ N

Figure 5: Digital input 0/1

VN4610 Manual

Version 1.3
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-
I
I
|
I
|
|
|
|
|
|
|
I
|
|
I
I
I
I
|
|
I
|
|
|
|
|
|
|
I
I
I
|
I
I

Internal Isolation
interconnection of " |

|

I 0 ? Digital Output
digital output , " — :;:

|

|

|

|I<—| 33V |
[From Processor » : : I 370 pF |
I

Internal r~ " stes Tttt TTTTTT T
interconnection of
analog input

Lour  apc  INHN out

1

1

1

1

; IN- Analog GND
1

1

1 Analog GND

1

1

15k

I Analog GND

Internal :' ————————————————————————————————— .
interconnection of | :
5V digital output | From Processor > ool oo >
I 5VISO 10 I
1 L 100 nF I
I I
. | .
I Digital GND Digital GND Digital GND
—————————————————————————————————— =

Figure 8: 5 V digital output

Extended measuring In normal operation, voltages up to 18 V can be applied and measured at the analog

range of the analog input. The cutoff frequency f. (-3 dB) for AC voltages is approx. 7.2 kHz.

input
For measurements above 18 V (max. 50 V), an external series resistor has to be
applied to the analog input. The series resistor R, depends on the input voltage
Uinput @nd can be calculated as follows:

Regt [KORm] = [(Uinpu * 0.61111) — 11] * 100
with 18V < Ujppur < 50V

VN4610 Manual Version 1.3 19
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Examples

Device connectors
(continued)

4 Device Description

The cutoff frequency for AC voltages is also affected by the external series resistor:

_ 1
fe [Hz] " 2.33*107%* Ryt [kOhm]

24V 32V 36V 48 V
Reoxt 367 kQ 856 kQ 1100 kQ 1833kQ
Reoxt (E96) 374kQ 866 kQ 1100 kQ 1870 kQ
(24.12V) (32.17V) (36.00 V) (48.60 V)
f, (-3 dB) 1148 Hz 496 Hz 390 Hz 230 Hz

» Ethernet (RJ45)
Connect your PC and the VN4610 via this Ethernet port to install the device and
use it together with measurement applications (CANoe, CANalyzer).

» Power/Sync (Binder connector)
The VN4610 has two power/sync connectors (Binder type 711) which can be used
for time synchronization of different Vector devices (see section Time Syn-
chronization on page 35) or for power. It does not matter which connector is used
to supply the device. For proper operation of the VN4610, an external power sup-
ply is required.

1 Power D

5 Sync

3 GND

———>vcc
Power/Sync
Power

1 D+

2 | 2yne »SYNC

3 |- GND » GND
Power/Sync

Figure 9: Internal wiring of the power/sync connector

Pin Assignment
1 Power supply (typ. 12V)
2 | Synchronization line /
3 | Ground s

VN4610 Manual
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4.3 LEDs

VN4610 Manual

4 Device Description

@ @ @ @
CH1 CH2 CH3 CH4

Figure 10: LEDs of the VN4610

» CH1/CH2
Multicolored channel LEDs indicating the WiFi activity.

Color  Description
Green | Dataframes have been sent or receicved correctly.

Red Transmission errors during sending or receiving.
WiFi: The flashing frequency depends on the bus load.

» CH3/CHA4
Multicolored channel LED indicating the bus activity.

Color  Description
Green | Dataframes have been sent or received correctly.
Orange | CAN: Error frames have been sent or received.

Red CAN: Bus off.
CAN: The flashing frequency depends on the bus load.

> GNSS
Multicolored channel LED indicating the GNSS activity.

Color  Description
Green | » On: SAT fix within the specified accuracy settings achieved.

» Flashing: SAT fix without reaching the specified accuracy settings.
Red » On: No Satellite signal.

» Flashing: Satellite signal too weak.

» Status
Multicolored channel LED indicating the status..

Color  Description

Green | Device is ready for operation/running measurement.
Orange | Initializing driver. Please wait.

Red Error. Device not working.

Version 1.3 21
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4.4 Technical Data

802.11p channels

GNSS channel

CAN/CAN FD channel

Ethernet channel
Analog input

Digital input

Digital output

5V digital output

Time stamps

PC interface

Time synchronization
Average response time
Input voltage

Power consumption

Temperature range
(ambient temp. of the device)

Relative humidity
of ambient air

Dimensions (LxWxH)

Weight

Housing
Operating system
requirements

Version 1.3

4 Device Description

NXP SAF5100

depending on modulation type up to 27 Mbit/s
uBlox NEO-M8U, supports GPS, GLONASS,
Beidou, Galileo; up to 3 systems at the same
time

2x NXP TJA1057G

CAN up to 2 Mbit/s.

CAN FD up to 8 Mbit/s.

IEEE 100BASE-TX/1000Base-T

10 bit

Input0V...18 V (Ri= 1.1 MQ)

Voltage tolerance up to 30 V
Range0V...32V

Schmitt trigger high 2.8 V, low 2.3V

Input frequencies up to 1 kHz

Open Drain

External supply upto 32V

Output frequency up to 1 kHz

Current max. 500 mA

Short circuit / over voltage protected

5V TTL output signal on D-SUB9 connector,
pin 7. GND reference of the signal is digital
GND on pin 9.

Accuracy (within one device): 1 us
Accuracy software sync: typ. 50 us
Accuracy hardware sync: typ. 1 us

USB 2.0/

Ethernet IEEE 100Base-TX/1000Base-T
PTP according to IEEE1588-2008 standard
250 ys

6V..50VDC

Approx. 7W

Operation: -40 °C ... +60 °C

Storage: -40°C ... +85°C

15 %...95 %, non-condensing

Approx. 111 mm x 157 mm x 45 mm
without antennas

Approx. 610 g
Robust aluminium housing

Windows 7 SP1 (32 bit / 64 bit)
Windows 8.1 (32 bit / 64 bit)
Windows 10 (64 bit)

22
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5 Getting Started

In this chapter you find the following information:

5.1 Driver Installation ... . 24
5.2 Loop TeStS ... 26
5.2 CAN 27
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5.1 Driver Installation

Caution!
Do not operate the device without antennas! To avoid physical damage to the
device, please attach the provided antennas to the device before operation!

General The Vector Driver Disk offers a driver setup which allows the installation or the
information removal of Vector devices.

Note
ﬂ Please note that you will need Administrator Rights for the following steps.

m Step by Step Procedure
1. Execute the driver setup from the autostart menu or directly from

\Drivers\Setup.exe before the device is connected to the PC with the
included USB cable.

If you have already connected the device to the PC, the Windows found new
Hardware wizard appears. Close this wizard and then execute the driver setup.

> Vector Informatik GmbH Driver Setup b

VECTOR >

Welcome to Vector Driver Setup!

This program will install Vector Drivers on your
computer,

Click 'Mext’ to continue with the setup

Flease close all open applications before proceeding!

2. Click [Next] in the driver setup dialog. The initialization process starts.

VN4610 Manual Version 1.3 24
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3.

5 Getting Started

Device

CAN/LIN Interface Family

Installed driver

Driver in installation packet

In the driver selection dialog, select your devices to be installed (or to be unin-

stalled).
Driver Selection YVECTOR >
The setup will install or uninstall the selected devices.
A

WN1530 / VN1531 - not installed - 10.9.14
WM1610 / VN1611 / VN1630 / VN1840 - not installed - 10.9.12
VMN1630 log - not installed - 10.4.16
FlexRay Interface Family
WVMN3300 - not installed - 8.2.26
WM3E00 -not installed - 2.2.26
VNT570 - not installed - 10.3.18
WN7572 -not installed - 11.0.12
WVNTE00 - not installed - 9.59.26
VNT&10 -not installed - 10.6.14
WMNTE40 - not installed - 10.8.20
Vector Tool Platform
Vector Platform Manager - not installed - 2.4.43
WVMES00 Interface Family - not installed - 10.2.136
WME300 Interface Family - not installed - 9.3.18
Ethernet Interface Family
WMN3610 / VNSE10A -not installed - 11.2.10
VMN5620 - not installed - 11.2.10
WMN5640 -not installed - 11.2.10
WN3430 - not installed - 11.2.10
MOST Interface Family
WN2600 / VMNZE10 - not installed - 8.8.22
WMH2640 -not installed - 8.4.36
XL Interface Family v
—
[«]iselect/deselect all devices:
Remove all driver components
Uninstall Cancel

2

4. Click [Install] to execute the driver installation, or [Uninstall] to remove exist-

5.

ing drivers.

Version 1.3

A confirmation dialog appears. Click [Close] to exit. After successful instal-
lation, the device is ready for operation and can be connected to the PC with the
included USB cable and powered by supplying external voltage (e. g. with an
appropriate cable offered by Vector).

25
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5.2 Loop Tests

Operation test The test described here can be performed to check the functional integrity of the driver
and the device. This test is identical for Windows 7 / Windows 8.1 / Windows 10 and
independent of the used application.

VN4610 Manual Version 1.3 26
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5.2.1 CAN

Device test The operating test for CAN requires either two high-speed or two low-speed trans-
ceivers and can be executed as follows:

Step by Step Procedure

1. Connect two CAN channels with a suitable cable.
If two high-speed transceivers are being used, we recommend our
CANCcable1 (CANcable0 for low-speed transceivers).

2. Start \Drivers\Common\Loop3.exe from the Vector Driver Disk.
This program accesses the Vector devices and transmits CAN messages.

=7 Laap3 - CAN Benchmark utility = i
Settings — Esit
- * | ™ Req statisics | Stress pricity Tirne limit [Sé =
el ) 3 [ white logs SR

[ 15t CANcard<Le Channel 4 W Timer events Burst size V@CWD

[ 15t CANcasexL log Charinel 1 = 16

[ 15t CANcasexL log Chatinel 2 ’—_I T
1.000000Bd  + Save statish

15t WN1610 Chaninel 1 Loave sl Start

1 15t ¥N1E10 Charnel 2 ~ | |Random D~ Dump eS| || T g |

3. Select the connected CAN channels of the device(s) to be tested.

VN4610 Manual Version 1.3
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5 Getting Started

4. Set the appropriate baudrate depending on the transceiver being used (high-

speed max. 1,000,000 Bd, low-speed max. 125,000 Bd).

5. Click [Start].

6. You will see statistical data in the lower part of the window if the system has

been configured properly.

= Loop3 - CAN Benchmark utility = 5
- SClfiEs . ime lirnil Exxit
Selected channels ¥ Req statistics I Timne limnit [2]
i a

: I~ wiite logs e
[ 15t CANcard<Le Channel 4 ~ Burst size r

D 13t CaNcaseXL log Channel 1

[T 15t CaNoaseL log Chanrel 2 1,000,000 S S

15t YNTE10 Channel 1

[T 15t WNTE10 Chiannel 2 ~ ||RandomiDs  ~ Dump events

Channeld = 0«10 -
Channeld = 0x100

Setting bit rate to 1000000 Bitds, t1=5, t2=2, sampling point 75%

bitr0=00,btr1=14

Fuwiversion=0703001E, Hwifersion=00000000, S erialMumber=164

Fwiversion=0800000E, Hwifersion=00000000, 5 erialMumber=4939317

m

m

Setting timer rate ta 1
Started at Mon Mar 19 12:07:38 2012

Time synchronization dizabled. =

(0:00:06.453 ClkDiff=-2.188ms Tim=5492 Stats=30/30 M=g=b0859/1 071596 1/0=10197/2137Emsa/s

04 Delay[hs] AvFcy=24B716 Av=31232, Min=10000, Max=20000, Global [&w=0, Min=0, M a==0, Last=0]

08 Delay[hs] AvFcw=264817 Aw=0, Min=0, Max=0, Global [&w=33522, Min=10000, M ax=20000, Last=10000]
Total global delays(ns]: Average=16761. Min=0, Max=20000, &verage ClkDiff=-2248.27us, BusLoad=100%

7. The test procedure can be terminated with the [Stop] button.
An OK should appear in the upper part of the window.

=T Laop3 - CAN Benchmark utility = et S

Settings — Esit
Selected channels Sl Flom, seliles [~ Stress priority Time limit [] L

1st CANcard=Le Channel 2 Wi D
wirite logz —

[ 15t CANeard<Le Channel 4 | T crets Eurst gize VECWD

[T 1t CaNoaseL lag Channel 1 = 16

7] 15t CaMcasexL log Channel 2 (10000008 <] —
1.000000Bd - Save statist
15t ¥N1E10 Channel 1 [2ave St ) Start

[ 15t VM1E10 Channel 2 - | [RandomiDs  ~] | D R | Clear

Futersion=0709001E, Hw\/ersion=00000000, SenalMumber=164 -
Fuiersion=0800000E ., Hw\ersion=00000000, SenalMumber=333917

Setting timer rate to 1
Started at Mon Mar 13712:07:38 2012

Time synchronization dizabled.
Test finished with resulk:

m

R KRR

0:00:22.092 CIkDiff=-2.188ms Tim=21092 Stats=120/120 Msg=209823/440823 1/0=10233/21450msa/s
04 Delayns] AvBov=203431 Aw=31839, Min=0, Max=50000, Global [4w=0, Min=0, M ax=0, Last=0]

08 Delay[ns]: AvRoy=218295 Aw=0, Min=0, Max=0. Global [£+=34229, Min=0, Max=50000. Last=10000]
Total global delays[ns]: Average=17114, Min=0, Max=50000. &verage ClkDiff=-2247 3us. BusLoad=100%
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6 Vector Hardware Configuration

In this chapter you find the following information:

6.1 General Information ... .. 30
6.2 Tool DesCription . . 31
B.2.1 INtrodUCHION . 31
B.2.2 TrEE VW 32
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6 Vector Hardware Configuration

6.1 General Information

Executing Vector
Hardware Config

Control Panel
Windows 7

Control Panel
Windows 8.1

Control Panel
Windows 10

VN4610 Manual

After the successful driver installation, you will find the configuration application
Vector Hardware in the Control Panel (see below). The tool gives you information
about the connected and installed Vector devices. There are also several settings that
can be changed.

ﬁ. Vector Hardware

Figure 11: Icon in Control Panel

» Category view
Windows Start | Control Panel | Hardware and Sound,
click Vector Hardware in the list.

» Symbols view
Windows Start | Control Panel,
click Vector Hardware in the list.

» Category view
<Windows key>+<X> | Control Panel | Hardware and Sound,
click Vector Hardware in the list.

» Symbols view
<Windows key>+<X> | Control Panel,
click Vector Hardware in the list.

» Category view
<Windows key>+<X> | Control Panel | Hardware and Sound,
click Vector Hardware in the list.

» Symbols view
<Windows key>+<X> | Control Panel,
click Vector Hardware in the list.
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6 Vector Hardware Configuration

6.2 Tool Description

6.2.1 Introduction

Vector
Hardware Config

Logical and physical
channels

VN4610 Manual

&, Vector Hardware Config E@ﬂ
Application License Support  Help
92 Hardware: Dretails
"'@ Virtuial CAN Bus 1 &2 Device VN1610 1 (000145)
EDT) (U051, Type USE 2.0, conrected with Hi-5peed 430 MBit/s
Al On board CAN 1051 cap(Highspeed) - E Serial number 145
AR On board CAN 1051 cap(Highspeed] Diriver version 9.3.24
%" WN16304 1 [000020] Firmysare version 9.3.24
Q WHTETO 1 [000304) Hardware revision 1.0
Q WHEE40 1 Capabilities CAN
i&b YNEET04 1 [000005)
-53 Application & Multiple device mode OFF
_____ m Global Settings & Receive latency Fast
----- @] Diriver status
[]---l% Licenze
4 m | +

Figure 12: General view of Vector Hardware Config

Vector Hardware Config enables the channel configuration between installed Vector
devices and applications. Applications use so-called logical channels which are hard-
ware independent and have to be assigned to real hardware channels.

Application

logical channel logical channel logical channel logical channel
CAN 1 LIN 1 FlexRay 1 CAN 2
A A A L
not assigned
v v v T
physical CH1 physical CH2 physical CH1 physical CH2
CAN LIN FlexRay CAN

Vector Device 1 | Vector Device 2

Figure 13: Concept of channel assignments

&, Vector Hardware Config EIM
Application License Support Help
? Hardware Details Interface Device Channel Description -
=53 Application CAN
2 CAMNalyzer
B Chbape CANT NG04 1 (000020) Channel 1
L CAMoe CAN 2 Not assioned
T My XL_AFI_App CENZ N Virtual CAN Bus ,
§ Global Setiings CaN4 N VN1610 3
] Diver status LIN VNI1630A ’ VNI1630A 1 (000020) Channel 1
|y Lieenss N4 N VNT610 » VNI630A 1 (000020) Channel 2
LIN 2 N VMNSG40 3 VN1630A 1 (000020) Channel 3
VMS610A 3 VN1630A1 (000020) Channel 4
FlexRay
Rermnove assignment
FlexRay 1 W1
Refresh s
«| | »

Figure 14: Channel assignmentin Vector Hardware Config
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6.2.2 Tree View

Accessing
Vector devices

Hardware

Application

VN4610 Manual

6 Vector Hardware Configuration

The tool is split into two windows. The left window has a tree view and lets you
access the installed Vector devices, the right window displays the details of the selec-
tion. The following nodes are available in the tree view:

The Hardware section lists the installed Vector devices. Each device item has phys-
ical channels which can be assigned to any number of logical channels (e. g.
CANalyzer CAN 1). A logical channel can be assigned to only one physical channel.

%. Vector Hardware Config =NRCN X |
Application  License Support  Help
-5 Hardware Details
- Virtual CAN Bus 1 & Device VN1610 1 (000145)
-8 YN1E10 1 (000145) Channel 1
On board CAN 1051 cap[Highspesdy 2 — : = e
AR Onboard CAN 105Tcap(Highspesd  CANalyzer ' AN,
[ﬂ% WN16304 1 [000020) CANape » CAN 2 051 cap[Highspeed)
-5 YNTE10 1 (000804) CANoe > A
E}Q WNEE40 1 My_XL_APLApp » CANE
-8 YNGE104 1 (000005)
(-8 Application Default CAN baud rate
Eﬂ Global Settings
@ Driver status [y § CH1/2
- Lonnectar
;_j--@ License FIN 1 ;
PIN 2 CAN Low
PIN 3 GND
FIM 4 -
FIN & Shield
PIN & -
PIN 7 CaAM High
FIN & -
FIN 3

Figure 15: Hardware

In Application, all available applications are displayed in a tree view. According to
each application, the assignments of logical and physical channels are displayed in
the right part of the window. If no assignment exists, the information Not assigned
appears. The assignment can be edited via a right-click.

2. Vector Hardware Config

Application  License Support  Help

(- T Hardware Details Interfface Device Channel Description
Application CAN
CaM 1 WN1E304 1 (000020) Channel 1
CAN 2 Mot azsigned
I My_XL_API_tpp CAN 3 Mat ass?gned
E@ Global Settings CAN 4 Mot azsigned
@ D.nver shatus LIN
‘gl% License
LIM 1 Mot azsigned
LIM 2 Mot azsigned
FlexRay
FlexRay 1 %MN7E101 [000804) Channel 1
« | ;I_‘
Figure 16: Application
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Global settings Global settings contains global device configuration possibilities, e. g. software time
synchronization, GNSS time synchronization, transmit queue size, configuration
flags or the number of virtual CAN devices.
%. Vector Hardware Config =RRCER X
Application  License Support  Help
- 8 WN1E304 1 (000020) ~  Detals
+EE> YN1E404 1 [00B473) e 5 oftware time synchronization YES
8 WNTET01 (D00804) EGMSS time spnchrorization (VM4G1D)  NO
£3 Application g Tranzmit Queue size 256 messages
I E e Configuration flags 0=0
= B Diiver status g Mumber of Virtual CAM Devices 1
+|% Lizenze +  [EEYitual channels connected TES
Figure 17: Global settings
Driver status Driver status offers an overall status information of devices and applications cur-

rently in use. You can see whether the channels are connected to the bus (online/off-

line) and whether the time synchronization is activated or not (Time-Sync-On/Time-

Sync-Off).
2. Vector Hardware Config = | B |
Application License Support  Help

+- W Hardware
: &2 Application
m Global Setting:
2 8
+|§ License

Details

QVNSB‘I 04 1 (000005) Charnel 2
QVNSB'I 041 (000005) Channel 3
QVNSB‘I 04 1 (000005) Charnel 4
QVNSB‘I 04 1 (000005) Charnel 5

ES CaMalyzer:

e CANoe:

Offline, Time-Sync-On
Qffline, Time-Sync-0n
Offline, Time-Sync-On
Offline, Time-Sync-On

WN1E10 1 [000145] Channel 1, Init, Activated
%M16101 (000145) Channel 2, Init, Activated
WN1E304 1 [000020) Channel 1. Init, Activated
WN1E304 1 [000020) Channel 2, Init, Activated
WNSET0A 1 (000005) Channel 1, Init, Activated
WNEE40 1 Channel 17, Init, Activated

WNEE40 1 Channel 18, Init, Activated

WNTE10 1 [000804] Channel 1, Init, Activated

Figure 18: Driver status

VN4610 Manual
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License

VN4610 Manual

6 Vector Hardware Configuration

The License section contains information on all current available licenses (Vector bus

devices, Vector License USB dongle devices).

&. Vector Hardware Config

L Hardware
{22 Application
m Global Settings

Application  License Support Help

Details
= CAloe

T CANape

CANoe

CAMoe RUM [Werzion < 4.0)

CaMNoe PEX

CAMoe CAMNopen / ProCaMopen
CAMoe RUM [Wergsion »= 4.0]
Application DEMoe PRO

CAM for DEMoe PRO

CaMoe J1587 /1708

MOST for DENoe PRO

FLE<RAY for DEMoe PRO

LIM for DEMoe PRO

DEMoe Carzs

BEAN for DEMoe PRO

AMD for DEMoe PRO

DEMoe Ethernet

#CP for DEMoe PRO

SCOPE for DEMoe/DEMalyzer
J1939 for CAMoe/CaM alyzer
15011783 for CANoe

CAM aero for CAMoe/CaMalyzer
CAMoe/CaMalyzer Standalone basic
CaMoe/CAaNalyzer Standalone extended
CAMoe/CAM alyzer Standalone professional

CAMape < 5.6

CaMape »=56

CAMape Server

CANape »= 8.0/ CANdito »= 4.0

CiMape RCP ~|

Figure 19: License

Reference

You will find a detailed description of Vector Hardware Config in the online help

(Help | Contents).
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7

Time Synchronization

In this chapter you find the following information:

7.1

7.2

7.3

7.4

7.5

7.6

7.7

7.8

7.9

General Information ... 36
Software SYNC .. 38
7.2.1 General Information .. 38
7.2.2 ConfigUIratioN il 39
Hardware SynC ... .. . L 40
7.3.1 General Information .. 40
7.3.2 ConfigUratioN i 42
Precision Time Protocol Sync ... il 43
7.4.1 General Information .. 43
7.4.2 Supported Features 43
7.4.3 Network TopologY . ... oo 44
7.4 4 ConfigUIAtiON 45
GN S S SYNC il 46
7.5.1 General Information .. 46
7.5.2 CoNfigUIratioN il 47
Protocol Combinations ... . 48
Use Cases and Configuration Examples ... ... 49
7.7.1 GNSS Synchronization ... ... .. . 49
7.7.2 4 21EEE1588 Synchronization . .. 50
7.7.3 Hardware Synchronization ... ... 51
Compatibility . . 52
7.8.1 Vector Software ... 52
7.8.2 DeVICE DIIVEIS ... 52
Troubleshooting ... il 53
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7 Time Synchronization

7.1 General Information

Time stamps

and events

Generating
time stamps

VN4610 Manual

Time stamps are useful when analyzing incoming or outgoing data or event
sequences on a specific bus.

% Trace EI@
o BEEFE M R at B[ -8 8 |0 .
S Time Chn 1D Name Dir  DLC Data (2
8a — & 0.100376 2 100 Rk 8 2319054779345282

18 i & 0.100378 1 100 Tx B 23190547 79 34 52 82 H

P |- 4 0.200382 2 100 Rk B 0304069506075 74 |

""" = 0.200334 1 100 Tx g 0304069505 07 56 74
H I - 0300372 1 102 Rk 8 7402317394 12 04 93
o (g [ 0.300374 2 102 Tx g 7402317394120483 _
""" [i=1 0.400406 2 100 Rl g 23 19 05 47 79 34 52 82
----- el N Annans 1 1nn T Q 723 10 NE A7 7m0 34 £ /}7 E]
P 1 | r

Figure 20: Time stamps of two CAN channels in CANalyzer
Each event which is sent or received by a Vector network interface has an accurate

time stamp. Time stamps are generated for each channel in the Vector network inter-
face. The base for these time stamps is a common hardware clock in the device.

PC

CANalyzer/CANoe

uUSB

Vector
CAN Interface

Time Stamp Clock

CH1 CH2

CAN

Figure 21: Common time stamp clock for each channel

If the measurement setup requires more than one Vector network interface, a syn-
chronization of all connected interfaces and their hardware clocks is needed.

Due to manufacturing and temperature tolerances, the hardware clocks may vary in
speed, so time stamps of various Vector devices drift over time.
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PC

CANalyzer/CANoe
IUSB IUSB

Vector 0.000000  0.000000 Vector
0.100376  0.1003

CAN Interface 0.200382  0.200 Ethernet Interface

0.300372  0.30
0.400406  0.40
CH1 CH2 |0 500593 050 Port 1 Port 2

Time Stamp Clock 0.600242 0.60 Time Stamp Clock

| | can
Ethernet |

Figure 22: Example of unsynchronized network interfaces. Independent time stamps drift apart

To compensate for these time stamp deviations between the Vector network inter-
faces, the time stamps can be either synchronized by software, hardware, PTP or
GNSS (see next section).

Note

ﬂ The accuracy of the software, hardware, PTP or GNSS sync depends on the inter-
face. Further information on specific values can be found in the technical data of
the respective devices.
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7 Time Synchronization

7.2 Software Sync

7.2.1 General Information

Synchronization
by software

VN4610 Manual

The software time synchronization is driver-based and available for all applications
without any restrictions. The time stamp deviations from different Vector network inter-
faces are calculated and synchronized to the common PC clock. For this purpose no
further hardware setup is required.

PC

synchronization
UsSB by software (PC clock) UsSB

sec sec

Vector 0.00000 0.000000 Vector
1.100 1.100

CAN Interface |1.200 1.200 Ethernet Interface

2.300 2.300
230062 R0
CH1 CH2 |3.500 JA t3.5oo Port 1 Port 2

Time Stamp Clock 3.600 3.600 Time Stamp Clock

| | can
Ethernet

Figure 23: Time stamps of devices are synchronized to the PC clock

Note

Software time synchronization may lead to an increased latency for all connected
Vector network interfaces. If a use case requires low latency, deactivate this
option and use another synchronization mechanism.
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7.2.2 Configuration

Vector Use the software synchronization if at least one device has no hardware sync con-
Hardware Config nector and to configure all devices to legacy software synchronization.

The setting of the software time synchronization can be changed in the Vector Hard-
ware Config tool via a right-clicking on the device and by selecting Time sync
device configuration.

Software sync In section Protocol Mode | Software, select the required mode:
modes > Off
Synchronization mechanism is turned off.
> Legacy

Device is synchronized to PC performance counter. This setting is compatible
with the previous synchronization mechanism Software time synchronization.
Can be used in conjunction with device drivers older than 11.2.

> Master
Device operates as software synchronization time master.

> Slave
Device operates as software synchronization time slave.

@ [WN4610] - Time sync device configuration EI@

2 M B

Reload | Write Factory
Default Reset

4 Device Type
Device VN4610

4 Protocol Mode

GMSS Synchronization Off A
Hardware Synchronization Off A
PTP Off -
Software Synchronization o &

4 PTP Synchronization

Physical Port

Software Synchronization
Set the SW-sync protocol mode.,

Modified 11.2.20.0

Figure 24: Configuring software synchronization
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7.3 Hardware Sync

7.3.1 General Information

Synchronization A more accurate time synchronization of multiple devices is provided by the hardware
by hardware synchronization. Two Vector network interfaces can therefore be connected with the
SYNCcableXL (see accessories manual, part number 05018).
In order to synchronize up to five devices at the same time, a distribution box is avail-
able (see accessories manual, part number 05085).

VN5610A

SYNCcable XL

VN7570
SYNCcable Muiti uss

PC
Sl SYNCbox
VN1640A SYNCcable \ external ,,2,
Ve-cto; De-vic;,s
SYNCcable XL
Figure 25: Example of a time synchronization with multiple devices
VN8914
Power .
P
SYNCcable XL
<
>
o
z
> VN5610A
8
= O
SYNCcable XL O “sn\l(]::lc:b
[O
SYNCcable XL O external

Figure 26: Example of a time synchronization with VN8914 and additional devices

At each falling edge on the sync line which is initiated by the driver, the Vector net-
work interface generates a time stamp that is provided to the driver. This allows the
driver to calculate the deviations between the network interfaces and to synchronize

VN4610 Manual Version 1.3 40



VECTOR > 7 Time Synchronization

the time stamps to a common time base (master clock) which can be defined by the
user.

PC

CANalyzer/CANoe

we-.....SYynchronization _______
USB !""byhardware (SYNCcable) usB
: sec sec H
0.000000— 0.000000
Vector 1.1003751 1.100376 Vector
CAN Interface |1200381 Y 1.200382| Ethernet Interface

2.300371£772.300372F - --—-___
2.4004052;40040@
CH1 CH2 3.5005924T 3.500593| Port 1. < Port 2

Time Stamp Clock 3.600241 3.600242 Master Time Stamp Clock

| | caAN
Ethernet

Figure 27: Time stamps are synchronized to the master clock
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7.3.2 Configuration

Vector Use hardware synchronization if at least one device is connected with USB or PCle

Hardware Config to the PC and all devices are hardware sync capable. One device should be con-
figured as master and all other devices as slaves. Therefore, all devices must be inter-
connected with SYNCcableXL and Multi SYNCbox external or SYNCbox active.

The setting of the hardware time synchronization can be changed in the Vector Hard-
ware Config tool via a right-clicking on the device and by selecting Time sync
device configuration.

Hardware sync In section Protocol Mode | Hardware, select the required mode:
modes > Off
Synchronization mechanism is turned off.
> Master
Device operates as synchronization master, sending sync pulses on the sync line.
> Slave

Device operates as synchronization slave, awaiting sync pulses on the sync line.

@ [WN4610] - Time sync device configuration EI@

D M B

Reload | Write Factory
Default Reset

4 Device Type
Device VMN4610

4 Protocol Mode

GMSS Synchronization Off -
Hardware Synchronization Off
PTP
o I Master
Software Synchrenization Slave
4 PTP Synchronization
Physical Port ETH Hest

Hardware Synchronization
Set the HW-sync protocol mode,

Maodified 11.2.200

Figure 28: Configuring hardware synchronization
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7.4 Precision Time Protocol Sync

7.4.1 General Information

Overview The Precision Time Protocol (PTP) is a protocol used to synchronize clocks through a
computer network. On a local area network, it achieves a synchronization accuracy in
the sub-microsecond range, making it suitable for measurement and control systems.

Vector network interfaces support time synchronization with IEEE 1588-2008 stand-
ard. The following IEEE1588 features are supported.

Note
ﬂ The PTP feature can only be used on the Ethernet host ports of these devices.
Therefore, it can only be used, if the device is connected via Ethemnet host port to

the PC.
: """"""" Switch [ :
VN5640 PC VN5640

Ethernet Host

Slave
Ordinary Clock

Ethernet Host

Grandmaster
Ordinary Clock

Figure 29: Setup example

7.4.2 Supported Features

IEEE1588 Features VN Device Support
Clock Types
Ordinary Clock Master X
Ordinary Clock Slave X
Synchronization
2-step clock X
E2E X
BMCA X
Transport
PTP over UDP with IPv4 X
PTP over UDP with IPv6 -
Multicast Master/Slave X

Unicast Master/Slave -
Synchronization accuracy
1us X
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7 Time Synchronization

7.4.3 Network Topology

Network switches

VN4610 Manual

To achieve a maximum accuracy, PTP needs transparent clock support in network

equipment. Therefore, a PTP transparent clock capable network switch is strongly
suggested.

If no such network switch is available, we have experienced good results with the fol-
lowing network switches. Keep in mind that these switches do not support PTP trans-
parent clocks and thus do not guarantee the promised synchronization accuracy.

» NETGEAR GS108Ev3
> TP-Link TL-SG105

» LogiLink NS0051A2.0
» Cisco SG110D-08
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7.4.4 Configuration

Vector Use the PTP synchronization if all devices are connected via Ethernet host port to
Hardware Config the PC and one device is configured as master and all other devices are configured
as slaves.

The setting of the PTP synchronization can be changed in the Vector Hardware Con-
fig tool via a right-clicking on the device and by selecting Time sync device con-

figuration.
PTP sync In section Protocol Mode | PTP, select the required mode:
modes > Off
Synchronization mechanism is turned off.
> Master
Device operates as fixed IEEE1588 master.
> Slave
Device operates as fixed IEEE1588 slave.
> Auto
Devices uses the Best Master Clock Algorithm (BMCA) to determine operation
mode.

Repeat the steps above to configure each Vector network interface. Keep in mind that
only one IEEE 1588 Master should be used at the same time and that IEEE1588
Slaves need at least one IEEE1588 Master.

@ [WN4610] - Time sync device configuration EI@

D M B

Reload | Write Factory
Default Reset

4 Device Type
Device VN4610
4 Protocol Mode
GMSS Synchronization Off A
Hardware Synchronization Off -

PTP

Software Synchronization
el

L. Master
4 PTP Synchronization Slave
Physical Port Auto

PTP
Set the port specific PTP protocol mode,

Maodified 11.2.200

Figure 30: Configuring PTP synchronization
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7.5 GNSS Sync

7.5.1 General Information

Synchronization This device supports time synchronization via GNSS, i. e. the internal time stamp
by GNSS clock of the device is synchronized to the GNSS master time.

Vector %'
802.11p Interface| & %

—~ GNSS
| | Master Time

Time Stamp Clock

Figure 31: Time stamps are synchronized to GNSS master time

You can use this GNSS synchronization to provide the time to other Vector devices
by using PTP time synchronization, hardware time synchronization or software time
synchronization. In this case, the GNSS synchronized device has to be configured as

time master.
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7.5.2 Configuration

Vector
Hardware Config

GNSS sync
modes

VN4610 Manual

The setting of the GNSS time synchronization can be changed in the Vector Hard-
ware Config tool via a right-clicking on the device and by selecting Time sync
device configuration.

In section Protocol Mode | GNSS, select the required mode:
» Off
Synchronization mechanism is turned off.

> Slave
Device synchronizes to GNSS.

@ [WMN4610] - Time sync device configuration EI@

D
Reload | Write Factory
Default Reset

4 Device Type
Device VN4610

4 Protocol Mode

GMSS Synchronization Off -
Hardware Synchronization O
Slave
PTP T ol
Software Synchronization Off =
4 PTP Synchronization
Physical Port ETH Hest
GMNSS Synchronization

Enable or disable Global Navigation Satellite System (GNSS)
synchronization,

Maodified 11.2.20.0

Figure 32: Configuring GNSS synchronization
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7.6 Protocol Combinations

General information  All described time synchronization protocols can be combined in several ways to sup-

port different use cases. The following example illustrates this in a generic way:

Setup AN

2nd 2nd 2nd
Device Level Device Level Device Level

Figure 33: Combination example

Legend Symbol  Description
IEI Active Slave protocol on first device,
i. e. protocol which corrects the time on the device.
E Possible active Slave protocols on second device,
i. e. protocol which corrects the time on the device
m Possible active Master protocol on first device,
i. e. protocol which distributes the time to other devices.
Possible The following table outlines the possible protocol combinations. See legend above.

combinations For example, if the first device is synced to GNSS the second device can be synced

to the same time using PTP synchronization

VN4610 Manual

Root Device 2nd Device Level
Sync Role Slave Master Slave
Hardware Sync
None Software Sync
PTP
Time Hardware Sync
Synchronization GNSS Software Sync
Protocol PTP
PTP* Hardware Sync
HW Sync Software Sync
SW Sync -

*with external master or Vector device

Note

Only one slave protocol can be active on a device but a device can drive multiple

master protocols.
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7.7 Use Cases and Configuration Examples

7.7.1 GNSS Synchronization

TAI/UTC time

Setup

Configuration

VN4610 Manual

Synchronizing Vector network interfaces to GNSS (TAI/UTC) time.

GNSS ((I))

uTC

VN5640

uTC

VN5640 *

uTC

Figure 34: GNSS example

In this use-case the devices shall be configured in the following way:

Devices GNSS PTP Software Sync = Hardware Sync
VN4610 Slave Master Off Off
VN5640 Off Slave Off Off

Check the synchronization status of all devices. Configuration shall be ok and all
devices shall be In-Sync.
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7.7.2 4.2 IEEE1588 Synchronization

PTP master

Setup

Configuration

VN4610 Manual

Synchronizing Vector network interfaces to a PTP master.

PTP Network PTP
e mm—————— A - - - - == = = == = = - \

VN5640 PC VN5640

Ethernet Host Ethernet Host

Grandmaster Slave
Ordinary Clock Ordinary Clock

Figure 35: IEEE1588 example

In this use-case the devices shall be configured in the following way:

Devices GNSS PTP Software Sync = Hardware Sync
VN5640 (1) Off Master Off Off
VN5640 (2) Off Slave Off Off

Check the synchronization status of all devices. Configuration shall be ok and all
devices shall be In-Sync.
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7.7.3 Hardware Synchronization

Active sync Synchronizing more than five Vector network interfaces via Multi SYNCbox active.

PC

Setup

Power

i @ SYNCcable XL (in)
S o ®
e S e e B
g active
o ©
‘0w

SYNCcable XL (Out)
SYNCcable XL

SYNCcable XL (Out

Multi
SYNCbox
external

O - WS STS K
N o Yo § 7 i

€ v Wl A ATA &

D o

SYNCcable XL (Out)

Vector Devices

Figure 36: Active sync example

Note

The hardware synchronization topology should be evenly balanced to achieve the
best synchronization results. This means all synchronization participants (except
the master) shall be interconnected on the same topology level.

Configuration In this use-case the devices shall be configured in the following way:
Devices GNSS PTP Software Sync = Hardware Sync
VN7572 Off Off Off Master
all others Off Off Off Slave

Check the synchronization status of all devices. Configuration shall be ok and all
devices shall be In-Sync.
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7.8 Compatibility

7.8.1 Vector Software

» CANoe 12.0 SP3 or higher
» CANape 18.0 or higher

7.8.2 Device Drivers

» Forbackwards compatibility, use software synchronization Legacy for all
devices.

» Fordevices with driver versions < 11.2, activate Global Settings | Software
time synchronization in Vector Hardware Config tool.

2. Vector Hardware Config = | B )
Application  License  Suppert  Help
+é9 Wh1E304 1 (000020) +  Details
+£’ WHTE408 1 [00E473) & Software time synchronization YES
| & VNTE101 (000804) Bt GNSS time synchronizstion (MN4E10) MO
+Q Application E&A Tranzmit Queue size 286 meszages
% M Global Selings E| gt Configuration flags %]
----- @ Diriver status e Mumber of Wirtual CAM Devices 1
+|% License - E&'Virtual channels connected YES

Figure 37: Global settings

Alternatively, disable all synchronization mechanisms and use application hardware
synchronization.

Note
The hardware synchronization must be supported by the application. For further

information please refer to the relevant application manual. Please note that the
software synchronization must be disabled, if application hardware syn-
chronization is used.

VN4610 Manual Version 1.3 52



VECTOR >

7.9 Troubleshooting

Problem
Vector Hardware Configuration does
not show the context menu to con-
figure timesync on the device.
Error messages:
IEEE1588 sync not supported
(only with ETH connection)

Software sync not supported
(only with USB connection).

Synchronization cannot be established.

Red icon in Vector Hardware Con-
figuration Tool (Status: Out of sync).

VN4610 Manual

Possible Reason
Old driver.

» |IEEE1588 Synchronization is only
available if the used Host Interface
is Ethernet.

» A device which uses USB con-
nection for Host Interface cannot
be configured for [IEEE1588 syn-
chronization (although the Ethernet
cable is connected physically in
addition to the USB cable).

» Software synchronization is only
available if the host interface used
is USB or PCle.

» A device that uses an Ethernet
port for the host interface cannot
be configured for software syn-
chronization (although the Ethernet
cable is physically connected in
addition to the USB cable).

» Sync cluster not properly con-
figured.

» Slave configured but no Master
available.

» Hw Sync cable not properly con-
nected.

» No GNSS satellite signal available
(check GNSS LED).

» Used Ethernet Switch for
IEEE 1588 introduces too much jit-
ter.

Version 1.3
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Solution

Update device driver to
most recent driver.

>

>

>

| 2

Disconnect the USB
cable from the device.

Connect the Ethernet
Host cable to the
device.

Power cycle the
device.

Use another syn-
chronization protocol if
you want to keep the
USB Host connection.
Disconnect the Eth-
ernet Host cable from
the device.

Connect the USB cable
to the device.

Power cycle the
device.

Use another syn-
chronization protocol if
you want to keep the
Ethemet Host con-
nection.
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8 Ethernet Host Connections

In this chapter you find the following information:

8.1 General Hints il 55
8.2 Getting Started .. . 56
8.2.1 Connectingthe DeVICe . ... 56
8.2.2 Changingthe IP AdAress ... ... o 58
8.3 Windows Network Throttling ... ... .. 60
8.3 ISSUE . . 60
8.3.2 SOlULION 60
8.4 Jumbo Frames il 61
B4 ISSUE il 61
B.4.2 SOIULION 61
8.5 Interrupt Moderation Rate ... ... . . 62
8. 5.1 ISSUE 62
8.5.2 SOIULION . 62
8.6 Known Issues with 3rd Party Hardware ... il 63
8.6.1 Intel 1218/ 1219 Network Cards ... ... il 63
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8.1 General Hints

Network switches It is best to avoid network switches between your Vector network interface and your
PC. Best throughput and performance can be achieved by directly connecting your
Vector network interface to your PC.
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8.2 Getting Started

8.2.1 Connecting the Device

Step by Step Procedure

If you want to connect your device to the PC via Ethernet, the device and the PC
have to be configured first.

1. InWindows, first check your TCP/IPv4 settings.

Internet Protocol Version 4 (TCP/IPv4) Properties s

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

Subnet mask: 255,255,255, 0

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: I:I

Alternate DNS server:

[ validate settings upon exit Advanced. ..

Conce

Note

» Default subnet of device:
The devices are initially configured to the subnet 192.168.0.0\24.

The default IP address of the devices is 192.168.0.5

> Firewall settings:

The firewall may block the communication. The firewall requires exceptions
for the following ports:

- UDP 42600 (used by Scan network in Vector Hardware Config)
- TCP 4200, 4201 (necessary for establishing a connection to device)
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2. Connect the device to your PC via Ethernet. Ensure that no USB cable is con-

nected.

3. Open Vector Hardware Config.

Vector Hardware Config

Network Devices
@2 Application

m Global Settings
g Driver status
% License

4]

Application License Support Help

Hardware Details
13 Virtal CAM B & Device
WAEET 04, 1 Type

Article rumber
Serial rumber
Driver version
Firmware version
Hardware: resvision
Capabilities
Features

Time sync info
Status

Time scale

Active master protocol
Active slave protocal

VN5610A 1 (000925)
USE 2.0, connected with Hi-Speed 480 MBil
007167

000925

1.216

11.218

1.0

CaM, DAA 10, Activation Line, ETHERNET
Wector License-M anagement

In sunc, Cfg. OK
Ferformance Counter
Mo active protocol(s)

Legacy =
- | _>|_I

4. Click on Network

Devices.

Vector Hardware Config

Application  License Support
- F& Hardware

T @. Wirtual CAN Bus 1
S WNEEIDA 1

Application
Eﬂ Global Settings

@ Diriver status

% License

Help

Dietails

¥ Mo new device found

& 5can network

[click here ta start)

5. Click [Scan network]. The Ethernet device interface will be listed.

" Vector Hardware Config

Application  License Support

- F& Hardware

= @. “irtual CAN Bus 1
e WNEETI0A 1

25 Network Devices
3\3 Application

Eﬂ Global Settings

@ Diriver status

% License

Help

Details

13 \NGE1 04 (D00925) [172.31.31.5) Status: Available Connect
‘Scan Retwark, [click here to start)

Hardware change detected
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6. Click [Connect]. Now, the Ethernet interface is available via your network.

= Vector Hardware Config

Application

= Hardware
: B irtual CAN Bus 1

= Netwark Devices
[-J22 Application

; m Global Settings
@] Driver status
-2y Licenss

< >

License Support  Help

Details

= Device
Type
Article number
Serial number
Drriver version
Firmwsare version
Hardware revision
Capabilities

) Time sync info

# Status
Time scale
Active master protocal
Active slave protocal

s E—

8 Ethernet Host Connections

= m} X

VN5610A 1 (000925) (172.31.31.5)

P

007167

000525

11.216

11.216

1.0

CaN, DA 10, Activation Line, ETHERNET

Off, Cfg. not OK > Software sync not supported [|_
Aibitrary

Mo active protocal(s)

Mo active protocol(z)

| o

Hardware change detected,

8.2.2 Changing the IP Address

Step by Step Procedure
1. Connect the device to your PC via Ethernet (see section Connecting the
Device on page 56) or via USB.

2. InVector Hardware Config, select an installed Ethernet interface with a right-
click and select Change IP address in the context menu.

= Vector Hardware Config - O X

Application  License Support Help

=2 L Hardware Details =
H ) irtual CAN Bus 1 % Device VN5610A 1 (000925)

Ethernet device configuration 0, connected with Hi-Speed 480 MBIl

[}
Network Devices -
-2 Application ]
Eﬁ Global Settings
Driver status

- @ License

Time sync device configuration

Ethernet access mede configuration

Change IP address
Remove assignment #8410, Activation Line, ETHERMET

Licenze-t anagement

Refresh

) Time sync info

# Status In sync, Chg. OK
Time scale Performance Counter

Active master pratocal Mo active protocol(z)
Active slave protocal Legacy

¢ ~ &
< ] ®

|H ardware change detected

3. Enter asuitable IP address according to your network settings and click [OK].

ETH Host Properties X

o~/

IP Version 4

Change IF address of
VN5610A (000925}

Mode: Static ~

IP V4 Address:| 172 . 31 . 31 . 5
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Please follow the extra steps below if your device is connected via USB:

4. Remove the USB cable from your host and the device. Otherwise, the USB
connection is always preferred to the Ethernet connection.

5. Connect your host and the device via an Ethernet cable. The device will be lis-
ted as not available (red icon).

6. Connect the power supply to your device.
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8.3 Windows Network Throttling

8.3.1 Issue

Throttled network

traffic

8.3.2 Solution

Disabling

Network Throttling

Index

VN4610 Manual

8 Ethernet Host Connections

Ethemet network traffic is throttled on Windows PC when running a multimedia appli-
cation like Windows Media Player or an internet browser. This results in increased
latency and less data throughput for Vector network interfaces, connected to the PC

via Ethernet.

In Windows operating systems, a network throttling mechanism has been existing
since 2007 which is activated as soon as the Multimedia Class Scheduler Service is

active.

In order to reduce CPU utilization by the network driver, the Network Driver Interface
Specification (NDIS) framework passes along a maximum number of packets per mil-
liseconds. This number of packets is defined by the following registry key:

HKEY LOCAL MACHINE\SOFTWARE\
Microsoft\Windows NT\CurrentVersion\Multimedia\

SystemProfile\NetworkThrottlingIndex

Step by Step Procedure
Follow the steps below to disable the Network Throttling Index:

1. Open Registry Editor and navigate to the key SystemProfile.

ﬁ’ Registry Editor

File Edit View Favorites Help

- a X

McCi32
MiniDumpAuiliaryDlls
MsiCeorruptedFileRecov

v. | Multimedia

. w.  SystemProfile

: ) Tasks
MNetworkCards
MetworkList

Malmebdndelmes

<

W

~ || Name

g_l_r] (Default)

Type Data

REG_SZ (value not set)

iz etworkT hrottlinglndex

REG DWORD h0D00000a (10)

‘.'.'5] SystemResponsiveness

<

REG_DWORD 0x00000014 (20)

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion'Multimedia'SystemProfile

2. Changethe value NetworkThrottlingIndextoOxffffffff.

Edit DWORD (32-bit) Value

Value name:

X

| Metwork ThrottlingIndex

Value data:
i |

Base
(®) Hexadecimal
() Decimal

Cancel

3. Reboot your PC.
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8.4 Jumbo Frames

8.4.1 Issue

Jumbo Frames not For Vector network interfaces connected to a PC via Ethernet, Jumbo Frames must
supported be supported to achieve maximum data throughput.

8.4.2 Solution

Activating Jumbo Frames allow larger Ethermnet frame sizes compared to standard Ethernet

Jumbo Frames frames. Thus more user data can be transferred with a single Jumbo Frame. The data
throughput is improved by a smaller proportion of header data relative to the entire
packet.

If the data throughput should be maximized, activate Jumbo Frames. This is achieved

by directly connecting the Vector network interface to the PC or by using the correct
network switches.

Step by Step Procedure
Follow the steps below to enable Jumbo Frames:

1. Open Device Manager.
2. Inthe tree view, open node Network Adapters.

3. Select the NIC that is connected to the Vector network interface with a right-
lick and select Properties.

4. Select tab Advanced.

5. Select the property Jumbo Packet and choose the highest possible option.

Intel(R) 82574L Gigabit Metwork Connection Properties *
Everts Resources Power Management
General Advanced Driver Details

The following properties are available for this networkc adapter. Click
the property you want to change on the left, and then select its value
on the right

Property: Value:

Adaptive Inter-Frame Spacing A -
Flow Control

Gigabit Master Slave Mode

Intermupt Moderation

Interupt Moderation Rate
|Pv4 Checksum Offlioad
Packet

Large Send Cffload V2 (IPv4)

Large Send Cffload W2 (IPvE)
Locally Administered Address

Log Link State Event

Maximum Mumber of RSS Queues
Packet Priority & VLAN

Receive Buffers o

Cancel
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8.5 Interrupt Moderation Rate

8.5.1 Issue
Increased latency Some network interface cards (NIC) have a property called Interrupt Moderation Rate

(IMR). If this property is enabled, the latency is increased while the data throughput is
improved.

8.5.2 Solution

Disabling IMR If latency should be low, disable Interrupt Moderation Rate.

Step by Step Procedure
Follow the steps below to enable Jumbo Frames:
1. Open Device Manager.

2. Inthe tree view, open node Network Adapters.

3. Select the NIC that is connected to the Vector network interface with a right-
lick and select Properties.

4. Select tab Advanced.

5. Select the property Interrupt Moderation Rate and choose Disable.

Note
ﬂ Depending on the network interface, this option may no be available.
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8.6 Known Issues with 3rd Party Hardware

8.6.1 Intel 1218 / 1219 Network Cards

Issue Intel 1218 and 1219 network cards have issues with jumbo frames.

Solution Disable Jumbo Frames.
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