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With CX assessments, our 
Operational Technology (OT) 
security experts analyze your 
ICS network using Cisco® 
Cyber Vision from a holistic 
view and get you ready for 
your OT security journey, no 
matter what stage you are in.

Asset discovery: Create an inventory of connected assets in an 
Industrial Control Systems (ICS) environment, including detailed 
information on their configurations and vulnerabilities, down to the 
component level.

Communication maps: Identify asset relationships and their 
communication patterns so you can start segmenting your network 
and build an effective monitoring strategy.

Threat detection: Put together a normal behavior baseline to ensure 
that your ICS is secure from external threats that could hinder 
productivity and be detrimental to your company.

Actionable insights: Identify configuration changes and record 
control system events, and provide recommendations and best 
practices that are relevant to the integrity of your system.
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Benefits
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Connect a Cisco ICS 3000 sensor 
and capture network properties 
on a USB memory drive.

Connect an ICS 3000 sensor 
to your industrial network and 
to the mobile kit laptop.

Upload sensor files to the mobile 
kit laptop.
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Options for gathering network data
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Provide a 
comprehensive 
picture of 
your industrial 
security posture

Understand and protect your 
industrial network 
Cisco provides two options for customers to choose from. These assessments are carried out using 
Cisco Cyber Vision Mobile Kits as applicable.

Asset discovery Anomaly detection and POV*

Asset mapping findings

Communication flow map

Operational insights

Vulnerability findings

Proof of real-time threat 
detection and process

Recommendations

Detailed report

*POV: Proof of Value
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Protecting your industrial network requires 
visibility into equipment. This comprehensive 
test service is the first step to build an OT 
security strategy, and to fine-tune asset 
configurations and improve the overall 
performance of your industrial OT network. 
Our OT security experts powered with Cisco 
Cyber Vision will lay out a step-by-step 
roadmap with a wealth of information that is 
critical for the continuity and integrity your 
industrial process.
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Make OT 
security your  
top priority


