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Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes can-
not guarantee accuracy of printed material after the Date Published nor can it accept
responsibility for errors or omissions. Updates to this document can be downloaded from
https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.
Date Published: January-28-2020

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of with
unsorted waste. Please contact your local recycling authority for disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for AudioCodes
products and for contact information, please visit our  website at
https://www.audiocodes.com/services-support/maintenance-and-support.

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any comments
(suggestions or errors) regarding this document, please fill out the Documentation Feedback form
on our website at https://online.audiocodes.com/documentation-feedback.

Stay in the Loop with AudioCodes
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LTRT Description

Update to the upgrade procedure with tar file. Replaced the “OVOC Maximum
Security Implementation” diagram. Updated several old OVOC Server
Managerscreens containing string “‘EMS” to “OVOC”. Replaced OVOC server:
Triple Ethernet Interfaces and Physical Ethernet Interfaces Redundancy screens.

94158 Updates for patch version 7.4.2000:

Update for the memory for Low Profile Virtual Machine. Update to the upgrade
procedure with tar file. Replaced the “OVOC Maximum Security Implementation”
diagram. Updated the Firewall table with new ports for alarm forwarding and alarm
resync and corrected description for SNMP port 1161. New Appendix added for
enhanced Service Provider specifications.

94159 Updates for patch version 7.4.3000:

Updates for the Amazon profile, updates to the Service Provider profile for
enhanced capabilities. New OVOC Server Manageroptions for managing TLS
version and cipher strings. New OVOC Server Managermenu “Apache Security
Settings”. Update for the OVOC Web Client minimum requirements. Update to the
Performance and Data Storage table. Updates to the Service Provider Enhanced
Specifications appendix.

94160 Updates including new procedure for installation of OVOC on the AWS platform,
updates to the pre-installation information for AWS and removal of references to the
Geo HA configuration.

94161 Update for support for HP DL360p G10 dedicated hardware; correction to the Per-
formance and Data Storage table; update for installing DVD1 without a CD-ROM;
correction to the DB Password requirements and removed the HA for dedicated hard-
ware section.

94162 m  Updated to Software Version 7.6.125

m  Update to Managed VolP Equipment table for new phone version 445HD;
Update to Hardware and Software Requirements table (ESXi version) and
browser version support; Firewall table

m  Section added: Proxy Settings option; IPP HTTPS Authentication Mode option;
Trust Configuration Store; Server Logger Levels

94163 Update to sections "Upgrading the OVOC server-DVD" and "Proxy Settings"

94164 Correction to Table Caption and Heading for Enhanced Service Providers
Specifications Appendix.

94165 Added Sections: Installation and Upgrade Troubleshooting of the Operational
Environment; Network Traffic Capture

Updated Sections: Managed VolP Equipment; OVOC server Requirements;
Performance and Data Storage; Installing OVOC on the Amazon AWS Platform;
Installing OVOC on Microsoft Hyper-V Platform; Installing OVOC on the VMware
Platform; Viewing Process Statuses; IPP HTTPS Authentication Mode; Manage
IPP Files Service Port (8080); Manage IPPs HTTP Port (8081); Manage IPPs
HTTPS Port (8082); Upgrading OVOC on a Virtual Platform; Upgrading the OVOC
server on Dedicated Hardware; Upgrading OVOC on a Virtual Platform; Updated
Firewall table and diagram; Updated HTTPS diagram.

94166 Added Sections: Installing the OVOC Server from the Microsoft Azure
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LTRT

94167

94169

94170

94171

Description
Marketplace; Managing Devices Behind a NAT; License.

Added Section: Deploying OVOC Image with VMware vSphere Hypervisor (ESXi)
6.5

Updated Sections: Hardware and Software requirements; Firewall table for
Websocket server; Websocket server status description; update to License screen
and new Floating License Service parameters

New Sections: Floating License (Port 912); OVOC WebSocket (Port 915)

New Sections: Configuring Email Forwarding on Microsoft Azure using Microsoft
Office 365; Configuring Email Forwarding on Microsoft Azure using SNMP Relay.

Updated Section: HTTPS/SSL/TLS Security (clarification of TLS version support)

New Section: Connecting Mediant Cloud Edition (CE) SBC Devices in Azure
Deployment; Firewall table text editing; miscellaneous updates

Removed Section; "Testing Install Requirements"; Section "Files Verification"
promoted to Chapter.
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1 Overview

The One Voice Operations Center (OVOC) provides customers with the capability to easily and
rapidly provision, deploy and manage AudioCodes devices and endpoints. Provisioning, deploying
and managing these devices and endpoints with the OVOC are performed from a user-friendly Web
Graphic User Interface (GUI). This document describes the installation of the OVOC server and its
components. It is intended for anyone responsible for installing and maintaining AudioCodes’
OVOC server and the OVOC server database.
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Pre-installation Information

This part describes the OVOC server components, requirements and deliverables.
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2 Managed VolP Equipment

The following products (and product versions) can be managed by this OVOC release:

Table 2-1: Managed VolP Equipment

Product
Gateway, SBC and MSBR Devices

Mediant 9000 SBC

Mediant 4000 SBC

Mediant 4000B SBC

Mediant 2600 E-SBC

Mediant 2600B E-SBC

Mediant Software (Server Edition) SBC

Mediant Software(Virtual Edition) SBC

Mediant3000 (TP-8410 and TP-6310)

Mediant Cloud Edition

Mediant 2000 Media Gateways
TMediant 1000 Gateway

Mediant 1000B Gateway and E-SBC
Mediant 800B Gateway and E-SBC
Mediant 800C

Mediant 1000B MSBR

Mediant800 MSBR

Mediant500 MSBR

Mediant 500L MSBR

Mediant 500 E-SBC

Mediant 500L E-SBC

2Mediant 600

Supported Software Version

Versions 7.2 (including support
forMTC ), 7.0, 6.8

Versions 7.2, 7.0 and 6.8
Version 7.2, 7.0
Versions 7.2, 7.0 and 6.8
Version7.2and 7.0
Versions 7.2, 7.0 and 6.8

Versions 7.2 (including support
forMTC), 7.0and 6.8

Versions 7.0 (SIP), Version 6.8
(SIP)and Version 6.6 (SIP)

Version 7.2

Version 6.6

Version 6.6 (SIP)

Versions 7.2, 7.0, 6.8 and 6.6
Versions 7.2, 7.0, 6.8 and 6.6
Version 7.2

Version 6.6

Versions 7.2, 6.8 and 6.6
Version 7.2 and 6.8

Versions 7.2 and 6.8

Version 7.2

Version 7.2

Version 6.6

1This product does not support Voice Quality Management.
2As above
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Product

MediaPack MP-11x series

MediaPack MP-124

Supported Software Version
Version 6.6 (SIP)

Rev. D and E —version 6.6

(SIP)
MP-202D, MP-202R
MP-204R
MP-1288 Version 7.2
SBA1

SBA version 1.1.12.x and later
and gateway Version 7.2

Mediant 800B SBA Skype for Business

SBA version 1.1.12.x and later
and gateway Version 7.2

Mediant 800C SBA Skype for Business

SBA version 1.1.12.x and later
and gateway Version 7.2

Mediant 1000B SBA Skype for Business

SBA version 1.1.12.x and later
and gateway Version 7.0

Mediant 2600B SBA Skype for Business

SBA version 1.1.12.x and later
and gateway Version 6.8

Mediant800B SBA Lync Server

SBA version 1.1.12.x and later
and gateway Version 6.8

Mediant 1000B SBA Lync Server

SBA version 1.1.12.x and later
and gateway Version 6.8

Mediant 2000B SBA devices Lync Server

CloudBond?

CloudBond 365 Pro Edition Version 7.6 with MediantServer
version 7.2.100 and later

Version 7.6 with MediantServer
version 7.2.100 and later

CloudBond 365 Enterprise Edition

Version 7.6 with Mediant800B
version 7.2.100 and later

CloudBond 365 Standard+ Edition

Version 7.6 with Mediant 800B
version 7.2.100 and later

CloudBond 365 Standard Edition

User Management Pack 365 Version 7.8

1As above

270 support Voice Quality Management for these devices, customers must add the SBC/Media
Gateway platform of these products as standalone devices to OVOC. Once this is done, the
SBC/Gateway calls passing through the CloudBond 365 /CCE Appliances can be monitored.

-4 -
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Product
CCE Appliance’
Mediant 800 CCE Appliance
Mediant Server CCE Appliance
Other Applications

SmartTAP 360° Recording

IP Phones

400HD Series Lync server

400HD Series Non-Lync server

400HD Series Skype for Business

400HD Series Skype for Business

Third-party Vendor Devices

Spectralink

Polycom

Jabra Headset Support

Supported Software Version

Version 2.1 with Mediant 800B

Version 2.1 with Mediant Server

Version 4.3

Supported Software
Versions/Models

Version 2.0.13 with models
420HD, 430HD 440HD

From version 2.2.2 with models
420HD, 430HD 440HD and 405

From version 3.0.0 with models
420HD, 430HD 440HD and
405HD

From version 3.0.1 with models
420HD, 430HD 440HD, 405HD
and 450HD

From version 3.0.2 with models
HRS (with Jabra firmware
support)

From version 3.1.0 with model
445HD

Spectralink 8440

Polycom Trio 8800

Polycom VVX 410

Jabra BlZ, Jabra Coach, Jabra
DIAL, Jabra Eclipse, Jabra Elite,
Jabra Engage, Jabra Evolve,
Jabra Handset, Jabra LINK, Jabra
Motion, Jabra Pro, Jabra Pulse,
Jabra SPEAK, Jabra Sport, Jabra
STEALTH, Jabra Steel, Jabra
SUPREME. For a complete list of
supported Jabra phones, see
document Device Manager for
Third-Party Vendor Products
Administrator's Manual.

1As above.
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e Allversions VolP equipment work with the SIP control protocol.
e Bold refers to new product support and version support.
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Hardware and Software Specifications

This section describes the hardware and software specifications of the OVOC server.

OVOC Server Requirements

This table below lists the minimum requirements for running the different OVOC server platforms.

For enhanced service provider specifications, refer to Appendix Service Provider -
Enhanced Specifications for VMware Virtual Platform on page 207

Table 3-1: OVOC Server Minimum Requirements

Dedicated
Resource OVOC server-
Linux OS

Hardware m G8:HP
DL360p

= G10:HP
DL360p

Operating G8: Linux

System CentOS
Version 7.3-
1611 64-bit,
Rev.18

m  G10: Linux
CentOS
Version 7.3-
1611 64-bit,
Rev.19

Virtualization
platform

AWS

Linux CentOS

Azure

Version 7.3-1611 64-bit, Rev.19

AWS EC2
Instance
Type:
c4.4xlarge

High
Profile: VM Size: F16s

Low Profile: VM Size
D4s_v3

Virtual
ovocC

Linux CentOS
Version 7.3-
1611 64-bit,
Rev.19

m  VMware:
ESXi6.7

= VMware
HA
cluster:
VMware
ESXi6.5

= Microsoft
Hyper-V
Server
2012 R2

= Microsoft
Hyper-V
Server
HA
cluster:
2012 R2

= Microsoft
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Dedicated Virtual
Resource OVOC server- AWS Azure
. ovocC
Linux OS
Hyper-V
Server
2016
m  Microsoft
Hyper-V
Server
2016 HA
cluster
Memory = G8:32GB 30GiB m  High Profile: 32 GB m Low
RAM (c4.4xlarge) (F16s) Profile:
= G10:64GB = Low Profile: 16 GB 16
RAM (D4s_v3) GB RAM
= High
Profile:
32GB
RAM
Disk space | m G8: Disk: 2 AWS EBS: | m HighProfile: 2 TB = Low
X1.2TB General SSD Profile:
SAS 10K Purpose = Low Profile: 500 GB 500 GB
RPMin SSD (GP2) sSSD = High
RAID 0 2TB Profile:
= G10: Disk: 1.27TB
2x1.92TB
SSD
configured in
RAID 0
Processor = G8:CPU: 16 vCPUs m  High Profile:16 = Low
Intel Xeon (c4.4xlarge) vCPUs (F16s) Profile: 1
E5-2690 (8 = Low Profile: 4 vCPUs core with
cores 2.9 (D4s_v3) at least
GHz each) B 2.5GHz
= G10: CPU: = Low
Intel (R) Profile: 2
Xeon(R) core with
Gold 6126 at least
(12 cores 2.0GHz
2.60 GHz = High
each) Profile: 6
cores
with at
least 2
GHz
DVD-ROM Local (G8 only)

m  The OVOC server works with the Java Development Kit (JDK) version 1.8 (JDK 1.8 for

Linux™).

m The Oracle database used is version 12.1.0.2.

-8-
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m Flash Version 11 is required for generating Statistics Reports.

& e The JDK and Oracle database component versions mentioned above are provided

as part of the OVOC installation image.
e The HP ProLiant DL360 G8 server is now End-of-Sale due to Hewlett-Packard's

(HP) End-of-Life announcement for this server. AudioCodes will continue
supporting the HP ProLiant DL360 G8 server for OVOC Versions 7.4 and 7.6.
However, the HP ProLiant DL360 G8 server will no longer be supported from
Version 7.8 (expected around Q3/2019). For Versions 7.4 and 7.6, Description
Documents relating to patches and Release Notes associated with major releases
will include separate capacity information for the HP ProLiant DL360 Gen8 and HP
DL360 Gen10 servers.

OVOC Client Requirements

The table below lists the minimum requirements for running an OVOC web client.
Table 3-2: OVOC Client Minimum Requirements

Resource OVOC Client
Hardware PC Resolution 1280 x 1024
Operating Windows™ 10; Windows 8; Windows 8.1; Windows 7; Windows 7
System Enterprise
Memory 8 GB RAM
Disk Space -
Processor -

Internet Explorer version 11 and higher
Mozilla Firefox version 39 and higher

Web Browsers

Google Chrome version 79 and higher

DVD-ROM -

Bandwidth Requirements

This section lists the OVOC bandwidth requirements.

OVOC Bandwidth Requirements

The bandwidth requirement is for OVOC server <-> Device communication. The network
bandwidth requirements per device is 500 Kb/sec for faults, performance monitoring and
maintenance actions.

Voice Quality Bandwidth Requirements

The following table describes the upload bandwidth speed requirements for Voice Quality for the
different devices. The bandwidth requirement is for OVOC server <-> Device communication.
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Table 3-3: Voice Quality Bandwidth Requirements

SBC Sessions

Device Required Kbits/sec or Mbit/sec
(each session has two legs)

SBC
MP-118 _ -
MP-124 _ —
Mediant 800 Mediant 60 135 Kbits/sec
850
Mediant 1000 150 330 Kbits / sec
Mediant 2000 _ _
Mediant 2600 600 1.3 Mbit/sec
Mediant 3000 1024 2.2 Mbit/sec
Mediant 4000 4,000 8.6 Mbit/sec
Gateway
MP-118 8 15 Kbits/sec
MP-124 24 45 Kbits/sec
Mediant 800 Mediant 60 110 Kbits/sec
850
Mediant 1000 120 220 Kbits/sec
Mediant 2000 480 880 Kbits/sec
Mediant 2600 _ _
Mediant 3000 2048 3.6 Mbit/sec
Mediant 4000 _ -
Endpoints _ 56 Kbits/sec

Fault Management - Alarms History

The table below describes the capacities for the history alarms and journal logs.

Figure 3-1: Alarm and Journal Capacity

Resource Capacity

History Alarms Up to 12 months or ten million alarms
Journal Logs Up to 12 months

Alarm Forwarding Aggregation in a single email. Up to 1000 alarms

-10 -
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Performance and Data Storage

The following table shows the performance and data storage capabilities for the OVOC managed
devices for Voice Quality.

Table 3-4: Performance and Data Storage

VMware/Microsoft VMware/Microsoft

Machine Specifications Al I Hyper-V — High Hyper-V - Low
Gen10
Profile Profile

OVOC Managed Devices 5,000 5,000 100
Maximum number of managed | 10,000 = 30,000 (Device 1,000
devices by OVOC (Device Manager only)?
Manager Pro only). = 5,000 —including

SBC/gateway

management and

monitoring

RFC 6035 Quality Monitoring for OVOC Managed Devices

Maximum Number of CAPS 160 120 30

(calls attempts per second) per

device.

Maximum number of CAPS per = 300 120 30

server (SBC and Skype for

Business).

Maximum concurrent sessions 30,000 12,000 3,000

Maximum number of devices 500 300 100

per region

Maximum number of managed 3,000 1,200 100

devices.

Maximum number of links 6,000 2,400 200

between devices.

Call Details Storage - Detailed Up toone Up to one year or 80 Up to one year or 6

information per Call year or 80 million rows. million rows.
million calls.

Calls Statistics Storage - Uptoone Uptooneyearor150 | Uptoone yearor

Statistic information storage. year or 150 million rows. 12 million rows.
million
intervals.

T1n normal operation (when devices are remotely managed) 30,000 devices send Keep-alive
messages at five minute intervals; however, when managing devices behind a firewall or NAT
using the Device Manager agent, a 10% factor (3,000 devices) is deducted for the allocation for
these devices. In this case, 90% of the configuration (27,000) is checked every 15 minutes (for
remotely managed devices)and 10% is checked every five minutes (for devices managed behind a
firewall or NAT).

11 -
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. . . HP DL360
Machine Specifications Gen10
Performance Monitoring
Maximum number of polled para- = 100,000
meters per polling interval per
OVOC managed device.
Maximum number of polled para- = 500,000

meters per polling interval per
OVOC server.

RFC 6035 Quality Monitoring for Endpoints
Maximum number of CAPS 10

SIP Call Flow (for SBC calls only)

Maximum Number of CAPS 100
(calls attempts per second) per
server.
Maximum number of stored Up toone
calls with SIP Call Flow Data year or one
million calls.
Maximum number of devices 100

Capacity with SBC Floating License Capability

Maximum Number of CAPS 90
(calls attempts per second) per
server with SIP Call Flow.

Maximum Number of CAPS 270
(calls attempts per second) per
server without SIP Call Flow.

Maximum number of devices
supported with floating license.

1,000

Skype for Business Monitoring SQL Server

Prerequisites

The following are the Skype for Business Monitoring SQL Server prerequisites:

VMware/Microsoft
Hyper-V — High
Profile

100,000

500,000

25

Up to one year or one

million calls.

100

22

108

500

The server must be defined to accept login in 'Mix Authentication' mode.
m  The server must be configured to collect calls before the OVOC can connect to it and retrieve

Skype for Business calls.

VMware/Microsoft

Hyper-V - Low
Profile

50,000

50,000

Up to one year or
one million calls.

10

27

100

m  Call Detail Records (CDRs) and Quality of Experience (QoE) Data policies must be configured

to capture data.

= Network administrators must be provisioned with the correct database permissions (refer to
the One Voice Operations Center User's Manual).

-12 -
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Excel macros must be enabled so that the SQL queries and reports can be run; tested with

|
Excel 2010.

m  Detailed minimum requirements for Skype for Business SQL Server can be found in the
following link:

http://technet.microsoft.com/en-us/library/gg412952.aspx

-13-
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4 OVOC Software Deliverables

This section describes the OVOC software deliverables.

Dedicated Hardware Installation — DVDs 1-3

This section describes the DVDs supplied in the OVOC software delivery.
m  DVD1: Operating System DVD for Linux (OVOC Server Requirements on page 7):
m  DVD2: Oracle Installation: Oracle installation version 12.1.0.2 DVD for the Linux platform.
= DVD3: Software Installation and Documentation DVD for Linux:
The DVD ‘SW Installation and Documentation’ DVD comprises the following folders:

e 'EmsServerlnstall' — OVOC server software, to install on the dedicated Linux based
OVOC server machine.

e 'Private_Labeling' folder —includes all the information required for the OEM to create a new
private labeling DVD.

e Documentation — All documentation related to the present OVOC version. The
documentation folder includes the following documents and sub-folders:

¢ OVOC Release Notes Document —includes the list of the new features introduced in
the current software version as well as version restrictions and limitations.

OVOC Server IOM Manual — Installation, Operation and Maintenance Guide.
OVOC Product Description Document

OVOC User's Manual Document

¢ OVOC Integration with Northbound Interfaces

Installation files can also be downloaded from the Website by registered customers at
https://www.audiocodes.com/services-support/maintenance-and-support.

* o o

Virtual Appliance and Cloud Options

The OVOC DVD software delivery for the clean installation includes the following folders:
m  Cleaninstall
= Documentation

For Amazon Web Services, see Instaling OVOC Server on the Amazon Web Services
(AWS) Platform on page 16

For Microsoft Azure, see Installing OVOC Server on the Microsoft Azure Platform on page 22

Virtual Machine and Cloud Deployments Upgrade
Media

The Virtual Machine and Cloud deployments software delivery for upgrades (TAR file) and the doc-
umentation set are provided on DVD3 for the VMware, Hyper- V, Amazon Web Services and
Microsoft Azure platforms.

Installation files can also be downloaded from the AudioCodes Website by registered customers at
https://www.audiocodes.com/services-support/maintenance-and-support
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OVOC Server Installation

This part describes the testing of the installation requirements and the installation of the
OVOC server.
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5 Installing OVOC Server on the Amazon Web
Services (AWS) Platform

This section describes how to install the OVOC server on the AWS platform.

‘& e Ensure that the minimum platform requirements are met (see Hardware and

Software Specifications on page 7). Failure to meet these requirements will lead to
the aborting of the installation.
e You should verify the installation files (seeFiles Verification on page 72

> To install OVOC on the AWS platform:
1. Log into your AWS account.
2. Choose one of the following regions:

us-west-1 (N. California)
us-west-2 (Oregon)
us-east-1 (N. Virginia)
eu-west-1 (Ireland)
eu-central-1 (Frankfurt)

& For verifying AMI IDs, referto https://services.AudioCodes.com. .
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Figure 5-1: Select Region

Support ~

Helpful tips

% Manage your costs
M Meoniter your AWS costs, usage, and
reservations using AWS Budgets. Start now

Create an organization

Use AWS Organizations for policy-based
management of multiple AWS accounts. Start

now

Explore AWS

Amazon Relational Database Service (RDS)

RDS manages and scales your database for you. RDS
supports Aurora, MySQL, PostgreSQL, MariaDB, Oracle,
and SQL Server. Learn more.

Real-Time Analytics with Amazon Kinesis

Stream and analyze real-time data, so you can get timely
insights and react quickly. Learn mare. &'

3. Inthe “Services” menu, choose EC2.

US East (M. Virginia)
US East (Ohio)

US West (N. California)
US West (Oregon)
Asia Pacific (Mumbai)
Asia Pacific (Seoul)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tekyo)
Canada (Central)

EU (Frankfurt)

EU (Ireland)

EU {London)

EU (Paris)

South America (S0 Paulo)

Figure 5-2: Services Menu - EC2
%

History [ |

Console Home

EC2 {:@} Compute

Billing EC2

1AM Lightsail &
Elastic Container Service
Lambda
Batch

Elastic Beanstalk

Storage
53

EFS
Glacier

Storane Gatewav

4. Inthe Dashboard, navigate to IMAGES > AMIs.

17 -

Management Tools

CloudWatch
AVWS Auto Scaling

CloudFormation

CloudTrail

Caonfig

CpsWorks

Service Catalog

Systems Manager

Trusted Advisor

Managed Services

[ Media Services
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Figure 5-3: Images

‘?EE Services Resource Groups ~ *
EC2 Dashboard Resources
Events 4
You are using the following Amazon Ef

Tags
Reports 0 Running Instances
Limite 0 Dedicated Hosts

0 Volumes

=] INSTANCES :

0 Key Pairs

Instances

0 Placement Groups
Launch TEI'ﬂplEIT.EE

Spot Requests

Reserved Instances Learn more about the latest in AW

Dedicated Hosts

Create Instance

= IMAGES

AMis To start using Amazon EC2 you will we
Bundle Tasks

Launch Instance
ELASTIC BLOCK

5. Inthe search bar, choose Public images and apply the following filter:

AMI ID : ami-00000000000 replacing ami-00000000000 with the AMI ID you received from
AudioCodes according to the region you have chosen.

6. Right-click the AMI and choose Launch.
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Figure 5-4: Launch Public Images

|

Public images ~ Q AMI 1D : ami-05c84d75ac42949d8 Add filter

[ ] Name AMI Name - AMIID Source (

[ ] OVOC_7.4 3081 et 945d5 952166219867/ . 5

Spot Request
Deregister
Register New AMI
Copy AMI

Modify Image Permissions
Add/Edit Tags
Modify Boot Volume Setiing

7. Choose an Instance type. We recommend General purpose or Compute optimized for heavier
loads. The Minimum memory requirement for a virtual OVOC instance is 8GB.

8. Configure Instance (Optional). Using this option, you can edit network settings, for example,
placement.

9. Configure Security Group. You should select an existing security group or create a new one
according to OVOC firewall requirements (see Chapter Configuring the Firewall on page 167).

10. Click Review and Launch > Review > Launch.

11. In the dialog shown in the figure below, from the drop-down list, choose Proceed without a key
pair, check the “l acknowledge ...” check box, then click Launch Instances.

Figure 5-5: Select an Existing Key Pair

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Mote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about remaving existing key pairs from a public AMI.

Proceed without a key pair v
#| | acknowledge that | will not be able to connect to this instance unless | already know the
password built into this AMI.

Cancel Launch Instances

12. Click View Instances and wait for the instance to change the state to “running” and the status
checks to complete. In the description, note the Public IP address of the instance as
highlighted in the figure below.
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Figure 5-6: Instance State and Status Checks

@ Name Instance ID Instance Type Availability Zone Instance State Status Checks ~ Alarm Status Public DNS (IPvd) IPv4 Public IP

a i-0bed82bb34c0221a8  md xlarge eu-central-1b @ running & 212 checks None Y&  ec2-35-156-251-238 eu 35.156.251.238

Instance: || i-0bed82bb94c0221a8 Public DNS: ec2-35-156-251-238.eu-central-1.compute.amazonaws.com

Description Status Checks Monitoring Tags
Instance D i-0bed82bb34c0221a8 Public DNS {IPv4)  ec2-35-156-251-238 eu-central-1.compute amazonaws con
Instance state  running IPvd Public P 35.156.251.238
Instance type ~ m4.xlarge IPv6 IPs
Elastic IPs Private DNS  ip-172-31-43-55 eu-central-1.compute.internal
Availability zone  eu-central-1b Private IPs~ 172.31.43.55
Security groups ~ ovoc nbound rules Secondary private IPs
Scheduled events  No scheduled events VPCID  vpc-9044cbib
AMIID  OVOC_7.4.3081 (ami-05c84d75acd29494d8) Subnet D subnet-aé6befdb

Platform - Network interfaces  eth0

13. Login into the OVOC server by SSH, as ‘acems’ user and enter password acems.
14. Switch to 'root' user and provide root password (default password is root):

Su - root

Figure 5-7: Login to OVOC server

E root@0OVOC-AWSL:~

15. Type the following command:

# EmsServerManager

16. Inthe OVOC Server Manager, change the following default passwords:
e acems OS user (see OS Users Passwords on page 142)
e root OS user (see OS Users Passwords on page 142)
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Unless you have made special configurations, the AWS instance is in the public cloud
and therefore is accessible over the Internet. Consequently, it is highly recommended
to change theses default passwords to mitigate against security risks.

17. Load OVOC license (see License on page 112).

18. From the Network Configuration menu, choose NAT, and then press Enter.
19. Setthe OVOC Server's Public IP address.

20. Typey to confirm the changes.

This step is necessary when SBC devices are deployed outside the cloud. In this case,
Single Sign-on to the SBC devices is not supported from OVOC.

21. Stop and start the OVOC server for the changes to take effect.
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6 Installing OVOC Server on the Microsoft
Azure Platform

This chapter describes how to install OVOC on the Microsoft Azure platform from the Microsoft
Azure Marketplace.

A e Ensure that the minimum platform requirements are met (see Hardware and
Software Specifications on page 7). Failure to meet these requirements will lead to
the aborting of the installation.

e You should verify the installation files (seeFiles Verification on page 72

> To install OVOC from the Microsoft Azure Marketplace:
1. Inthe Azure Marketplace, search for "AudioCodes One Voice Operations Center (OVOC)" and
click Get It Now.

Figure 6-1: Get it Now

Products > AudioCodes One Voice Operations Center

AudioCodes One Voice Operations Center

m AudioCodes

audiocodes i )
Overview Plans Reviews

Web-based lifecycle management and monitoring for cloud or

GET IT NOW premises-based VoIP deployments

AudioCodes One Voice Operations Center (OVOC) is 3 voice network management solution

C) SAVE FOR LAT.. that combines management of voice network devices and quality of experience monitoring

into a single, intuitive web-based ion. OVOC enables ini to adopt a holistic
Categories approach to network lifecycle management by simplifying everyday tasks and assisting in
rsmlrcing troubleshooting all the way from detection to correction. Thanks to OVOC's clear GUI design,
Security system administrators can manage the full lifecycle of VoIP devices and elements from a single
Management Tools centralized location, saving time and costs. Tasks that would normally be complex and time-
Support consuming, such as perfarming root cause analysis, adding new devices to the VoIP network
Support and initiating bulk software updates, can now be carried out quickly and easily.
Legal
L::inse Agreement Learn more
Privacy Policy

AudioCodes One Voice Operations Center product page
AudioCodes One Voice Operations Center Device Manager

2. Click Continue.
Figure 6-2: Create this App in Azure

Create this app in Azure

By clicking "Continue”. T grant
§ . . Microsoft permission to share my
AudioCodes One Voice Operations Center supplied contact information with the
By AudioCodes provider so that they can contact me
regarding this product and related
products, The shared information will
be handled in accordance with the
Software plan provider's terms and privacy
statement.

cudozodes

AudioCodes One Voice Operations Center (Staged)

Details: Web-based lifecycle management and monitoring for cloud
or premises-based VoIP deployments

This app requires some basic profile information. You have provided the information
already so you're good to gol Edit

3. You are now logged in to the Azure portal; click Create.
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Figure 6-3: Create Virtual Machine

Dashboard > AudioCodes One Voice Operations Center (preview)

Create a resource Codes One Voice Operations Center (preview)

Home

¥ Dashboard AudioCodes One Voice Operations Center (preview)

Al services aC At

audiocodes
* FAVORITES

D Save for later

y programmatically? Get started -

£ All resources

8 virtual machines

‘AudioCodes One Voice Operations Center (OVOC) is a voice network management solution that combines management
B 1mages of oice network devices and quality of experience manitoring into a single, intuitive web-based application. OVOT B
- enables administrators to adopt a holistic approach to network lifecycle management by simplifying everyday tasks and = — o
& Disks assisting in troubleshooting all the w .
administrators can manage the full
and costs. Tasks that would normally be complex and time-consuming, such as performing root cause analysis, adding [ S
new devices to the VoIP network and initiating bulk software updates, can now be carried out quickly and easily. o

om detection te correction. Thanks to OVOC's clear GUI design, system [—
le of VoIP devices and elements from a single centralized location, saving time o

& snapshots

IS Storage accounts

° | -
) Resource groups Useful Links == o ra
X AudioCodes One Voice Operations Center product page el o
SIS AudioCodes One Voice Operations Center Device Manager = o ¢ mm_m e
@ wonitor o

@ cost Management + Billing

4. Configure the following:

Choose your Subscription.

Choose your Resource Group or create a new one

Enter the name of the new Virtual Machine.

Choose the Region.

Choose the VM Size (F16s is the VM size that is recommended for High performance).

"m0 Q00T O

Choose Authentication Type "Password" and enter username "acovoc" and user-defined
password. This user is used for accessing the OVOC server via SSH.
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Microsoft Azure

Create a resource
Home
Dashboard
All services
FAVORITES
All resources
8 Virtual machines
1] Images
& Disks
& Snapshots
B Siorage accounts
w# Resource groups

Virtual networks

e Monitor

() Cost Management + Billing

Figure 6-4: Virtual Machine Details

Dashboard » AudioCodes One Voice Operations Center (preview) > Create a virtual machine

Create a virtual machine

Basics Disks  MNetworking

Management  Advanced Tags Review + create

2 Search resources, services, an

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized

image.

Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab for full

customization.

Looking for classic VMs? Create VM from Azure Marketplace

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

YOUr resources,

* Subscription @ MNewwave AZURE LAB w
* Resource group @ AUDC h
Create new
INSTANCE DETAILS
* Virtual machine name @ OVOC-7-6-1000 W
* Region @ West Europe e
Availability options @ Mo infrastructure redundancy required ~
* Image @ AudioCodes One Vioice Operations Center ~
Browse all images
* Size @ Standard F16s
16 vcpus, 32 GB memory
Change size
A
ADMINISTRATOR ACCOUNT

Authentication type @
* Usemame @

* Password @

* Confirm password @

I:E] Password \: ) S5H public key

5. Click Next until Networking section to configure the network settings, including the Private
and Public IP addresses and Firewall rules (Network Security Group). By default, only ports 22
and 443 are open for inbound traffic (open other ports for managing devices behind a NAT
(outside the Azure environment) as required . For more information, see Managing Devices
Behind an Enterprise Firewall or NAT on page 27
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Microsoft Azure

Create a resource
#+ Home
IR Dashboard

Al services

*  FAVORITES

B virtual machines
2] Images

& Disks

& Snapshots

B Storage accounts
w#| Resource groups

Virtual networks

e Monitor

() Cost Management + Billing

Figure 6-5: Network Settings

2 Search resources, services, ¢

Dashboard > AudioCodes One Voice Operations Center (preview) > Create a virtual machine

Create a virtual machine

Basics Disks | Networking | Management Advanced Tags Review + create

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control
ports, inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution. Learn
more

METWORK INTERFACE

When creating a virtual machine, a network interface will be created for you.

CONFIGURE VIRTUAL NETWORKS

* Virtual network @ AUDCvnet295 v
Create new

* Subnet @ default {10.0 v
B subnet configuration

Public IP @ (new) OVOC-7-6-1000-ip v
Create new

NIC netwaork security Advanced
) This VM image nhas preconfigured NSG rules

w) OVOC-7-6-1000-nsg v

Create new

ted image does not support accelerated networking

LOAD BALANCING

ou can place this virtual machine in the backend poaol of an existing Azure load balancing solution. Learn more

Place t irtual machine
existing load balancing

+ areate | Previous || Next : Management > |

6. Click Next until Review+Create tab, make sure all the settings are correct and click Create.
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Figure 6-6: Review and Create

Microsoft Azure P Search resources, services, and docs l

Dashboard > AudioCodes One Voice Operations Center (preview) > Create a virtual machine
Create a resource Create a virtual machine

#+ Home

&/ Validation passed

E=| Dashboard
A= Basics Disks MNetworking Management Advanced Tags Review + create

FAVORITES

PRODUCT DETAILS

HE Al resources
Pricing not available for this offering

B Virtual machines
B Im:

-
& Disks Pricing not available for this offering

= Snapshots

B Storage accounts

%#/ Resource groups

sage and transactional infarmaf e provider(s) of the offering(s) for

Virtual networks Microsoft doss not provide rights for third-party offerings, See the Azure

support, billing and oth

& Monitor Marketplace Terms for additional details

) Cost Management + Billing Name Mark Keme
* Preferred e-mail address MaricKeme|@audiocodes.com “] @ Match foune.
* Preferred phone number +97238764373
BASICS

Newwave AZURE LA
AUDC

OVOC-7-6-1000

West Europe

No Infrastructure redundancy required
Password

acovoc

Premium SSD

Yes

Virtual network AUDCvnet295

Create Download a template for automation

7. Navigate to the "Virtual machines" section, where you can, for example, monitor the Virtual
Machine creation process and find the Public IP address to access the Virtual Machine.

& After the Deployment process has completed, the Virtual Machine may not be access-
ible via SSH for the configured IP address, or its status may appear as hanging in the
"Creating" state for a long time. Consequently, you should stop the Virtual Machine and
restart , after which time it should be accessible.

Figure 6-7: Azure Deployment Process Complete

markk@audiocodesc.. (o
s

Microsoft Azure

Create a resource: >

# Home

18 Dashboard

2 Overview

B Actitylog

48 Acces conrol gAM)
@ s

X diagnose and solve problems

Settings

Networking

= Disks

9 size
O Security

CPU (average)

@ Wonitor 2 Extensions ra Network (total) 2

© cost Management + Billng

Properties
& Locks

£ Bxport template

Operations

Autoshutdown Disk bytes (total) P Disk operations/sec (average) »

® Backup

& Disaster recovery

& Update management
& inventory

tpsi/portalazure. e tracking
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Managing Devices Behind an Enterprise Firewall or
NAT

If you are managing devices behind an Enterprise firewall or NAT in a remote enterprise network
(deployed remotely outside of the Microsoft Azure Network), then these devices should be
deployed using the following methods:

= OVOC Managed Devices: Automatically with full automatic detection. Refer to Section
"Adding AudioCodes Devices Automatically" in the OVOC User's Manual.

= Device Manager Managed Devices (AudioCodes and Jabra devices): Using the Device
Manager Agent which is deployed locally in the enterprise network. The Agent application
enables secured two-way communication between OVOC and devices. Refer to Device
Manager Agent Installation and Configuration Guide. .

Firewall rules should be configured in the remote Enterprise network to open the

following ports:

e SNMP UDP port 1161 used for listening to incoming Keep-alive messages from
OVOC Managed devices.

e HTTPS Port 443 used for listening to incoming Keep-alive messages from Device
Manager Managed devices in the Device Manager Agent deployment.

Configuring OVOC as the Email Server on Microsoft
Azure

This section describes how to configure OVOC to forward alarms by email on Microsoft Azure.
These steps are necessary in order to overcome Microsoft Azure security restrictions for sending
emails outside of the Microsoft Azure domain. The following options can be configured:

m  Configuring OVOC to Forward Alarms by Email on Microsoft Azure using Microsoft Office 365
below

m  Configuring OVOC as Email Server on Microsoft Azure using SMTP Relay on the next page

Configuring OVOC to Forward Alarms by Email on Microsoft
Azure using Microsoft Office 365

This section describes how to configure OVOC to forward alarms by email on Microsoft Azure
through the configuration of a user account on the Microsoft Office 365 platform. Replace
OFFICE365_USERNAME and PASSWORD with an existing customer's Office 365 username
and password.

& The Office 365 user name is not necessarily the email address.

> Do the following:
1. Configure the Exim service on the OVOC server:
a. Loginintothe OVOC server by SSH, as ‘acems’ user and enter password acems.
b. Switch to 'root' user and provide root password (default password is root):

Su - root

c. Backup the exim configuration file:
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h.

A

cp /etc/exim/exim.conf /etc/exim/exim.conf.bak

Edit the exim configuration file:

vim /etc/exim/exim.conf

After the line "begin routers:" add the following configuration:

begin routers
send_via_outlook:
driver = manualroute
domains = ! +local_domains
transport = outlook_smtp
route_list = "* smtp.office365.com::587 byname"
host_find_failed = defer
no_more

After the line "begin transports”, add the following configuration:

begin transports

outlook_smtp:
driver = smtp
hosts = smtp.office365.com
hosts_require_auth = <; $host_address
hosts_require_tls = <; $host_address

After the line "begin authenticators", replace Username and Password with your Office
365 username and password:

begin authenticators
outlook_login:
driver = plaintext
public_name = LOGIN
client_send = : OFFICE365 USERNAME : PASSWORD

Restart the exim service:

systemctl restart exim

If following the restart, the alarm forwarding is still not working, edit /root/.muttrc,
and replace the default email address set from = OVOCRaudiocodes.com
with the proper email address of the owner of the OFFICE365 USERNAME
account, because the Outlook SMTP server may block this default address if it
verifies that the sender email does not match the specified mailbox user name.

Configuring OVOC as Email Server on Microsoft Azure using
SMTP Relay

This section describes how to configure OVOC to forward alarms by email on Microsoft Azure
using SMTP Relay. This setup is recommended by Microsoft, and SendGrid is one of the available
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options. SendGrid service can be easily configured in the Azure Portal and in addition, includes a
free tier subscription, supporting up to 25,000 emails per month.

> Do the following:
1. Create SendGrid service on the Azure platform:
a. Open portal.azure.com

b. Goto"SendGrid Accounts" section, ( via Search orin "All services" section).
c. Click Add.

d. Fillin the following fields:

Name: Choose a name

Password

Subscription

Resource Group (create a new one or choose existing)

Pricing tier: choose Free or one of the other plans

Contact Information

® & 6 6 6 o o

Read legal terms

Click Create.

Wait for the service to be created.

Go back to "SendGrid Accounts", click on the new account name

S@ ™o

Click the"Configurations" section in the Settings tab.

Copy the Username — it will be used in the next step along with the password (format
azure_XXXXXXXX@azure.com)

2. Configure the Exim service on the OVOC server:
a. Loginintothe OVOC server by SSH, as ‘acems’ user and enter password acems.
b. Switch to 'root' user and provide root password (default password is root):

Su - root

c. Backup the exim configuration file:

cp /etc/exim/exim.conf /etc/exim/exim.conf.bak

d. Edit the exim configuration file:

vim /etc/exim/exim.conf
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e. Afterthe line "begin transports", add the following configuration:

begin transports

sendgrid_smtp:
driver = smtp
hosts = smtp.sendgrid.net
hosts_require_auth = <; $host_address
hosts_require_tls = <; $host_address

f.  Afterthe line "begin routers", add the following configuration:

begin routers
send_via_sendgrid:
driver = manualroute
domains =! +local_domains
transport = sendgrid_smtp
route_list = "* smtp.sendgrid.net::587 byname"
host_find_failed = defer
no_more

g. Afterthe line "begin authenticators", add the following configuration, replacing Username
and Password with your SendGrid User/Pass:

begin authenticators
sendgrid_login:
driver = plaintext
public_name = LOGIN
client_send = : Username : Password

h. Save the file and exit back to the command line.
i. Restart the Exim service.

systemctl restart exim

j-  Check that the alarm forwarding by email functions correctly.

& You can access the SendGrid Web interface using the same username/password,
where among other features you can find an Activity log, which may be useful for
verifying issues such as when emails are sent correctly; however, are blocked by a
destination email server.

Connecting Mediant Cloud Edition (CE) SBC Devices in
Azure Deployment

This section describes the procedure for establishing a secure connection between the OVOC
server which is installed in the Azure Cloud and Mediant Cloud Edition (CE) SBC devices which
are also deployed in the Azure Cloud. The figure below illustrates this topology. Note that com-
munication between OVOC and Mediant CE SBC devices is carried over the public IP addresses
on both sides, requiring NAT translation from internal to public IP addresses. The Mediant CE SBC
devices must be added to OVOC using Automatic Detection.
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Figure 6-8: Microsoft Azure Topology
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This procedure includes the following steps:

Step 1: Configuring the OVOC Virtual Machine on Azure Cloud below

Step 2: Configuring the OVOC Server (EMS Server Manager) on Azure Cloud on the next page

Step 3: Configuring Mediant Cloud Edition (CE) Device on the next page

Step 1: Configuring the OVOC Virtual Machine on Azure Cloud

This section describes how to configure the inbound port rules for the OVOC virtual machine
deployed in the Azure Cloud.

>

Eal N

To configure the OVOC Virtual Machine on the Azure platform:
Open the Azure portal (http://portal.azure.com)
Navigate to Virtual Machines screen.
Locate the OVOC virtual machine.
In the Networking screen, configure the following inbound port rules (for Network Security):
Protocol Port Description
UDP 162 SNMP trap listening port on the OVOC server.
UDP 1161 = Keep-alive - SNMP trap listening port on the OVOC server used for NAT
traversal.
TCP 5000 | Communication for control, media data reports and SIP call flow mes-
sages sent from Mediant Cloud Edition (CE) SBC.
TCP 5001 | TLS secured communication for control, media data reports and SIP call
(TLS) flow messages sent from Mediant Cloud Edition (CE) SBC.
NTP 123 NTP server port (configure the OVOC server's Public IP address as the

NTP server-see Step 2: Configuring the OVOC Server (EMS Server Man-

ager) on Azure Cloud on the next page)

The screen below shows an example of the configured Security Group.
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Figure 6-9: OVOC Network Security Group
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Step 2: Configuring the OVOC Server (EMS Server Manager) on
Azure Cloud

This section describes how to configure the OVOC Server's Public IP address as the OVOC
NAT IP address for the OVOC virtual machine deployed in the Azure Cloud.

> To configure the OVOC Server's NAT:

1. Login to the EMS Server Manager (see Connecting to the OVOC Server Manager on
page 101).

From the Network Configuration menu, choose NAT, and then press Enter.

Set the OVOC Server's Public IP address.

Type y to confirm the changes.

I

Stop and start the OVOC server for the changes to take effect.

Step 3: Configuring Mediant Cloud Edition (CE) Device

This step describes how the configure actions required on the Mediant CE to connect to the OVOC
server that is deployed in the Azure Cloud.

m  Configure the SNMP connection between the Mediant CE and the OVOC Server using the
Stack Manager (Step 3-1: Configuring Mediant CE SNMP Connection with OVOC in Cloud
using Stack Manager below

m  Configure Mediant CE and OVOC communication settings using the Mediant CE Web
interface (Step 3-2: Configuring Mediant CE OVOC Communication Settings using Web
Interface on the next page)

Step 3-1: Configuring Mediant CE SNMP Connection with OVOC in Cloud
using Stack Manager

This step describes how to configure the SNMP communication between the OVOC server
deployed in the Azure Cloud and the Mediant CE using the Stack Manager.

> To configure the Stack Manager:

1. Login to the Web interface of the Stack Manager that was used to create Mediant Cloud Edition
(CE) SBC. Refer to Stack Manager for Mediant CE SBC User's Manual.

2. Click the "Mediant CE stack".

3. Click the Modify button and append 161/udp port (for SNMP traffic) to "Management Ports"
parameter.

4. Click Update to apply the new configuration.
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Figure 6-10: Modify Stack
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Step 3-2: Configuring Mediant CE OVOC Communication Settings using
Web Interface

This section describes how to configure the communication settings between the Mediant CE
device and the OVOC server deployed in the Azure Cloud.

> To configure the Mediant Cloud Edition (CE) SBC for Azure:

1.

6.
7.

Login to the Mediant Cloud Edition (CE) SBC Web interface or connect from the Devices page
in the OVOC Web interface.

Open the Quality of Experience Settings screen (Setup Menu > Signaling & Media tab
> Media folder > Quality of Experience > Quality of ExperienceSettings).

Click Edit and configure the Keep-Alive Time Interval to 1.
Click Apply to apply the changes.

Open the TIME & DATE page (Setup menu > Administration tab ) and set the OVOC server
Public IP address (for the Microsoft Azure site where the OVOC server is installed) as the NTP
server.

Configure the same OVOC Public IP address as the NAT IP address in the EMS Server
Manager (see below).

Click Apply to apply the changes.

Open the Mediant Cloud Edition (CE) SBC AdminPage (devicelPaddress/AdminPage) and
configure the following ini parameters:
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SendKeepAliveTrap = 1
KeepAliveTrapPort = 1161

8. Reset the device for your settings to take effect (Setup menu > Administration tab
> Maintenance folder > Maintenance Actions).

-34 -



CHAPTER 7 Installing OVOC Server on the Microsoft Hyper-V Virtual Machine

OVOC | IOM

Hyper-V Virtual Machine

The Microsoft Hyper-V Virtual Machine installation package is provided on DVD 5 (Virtual
Appliance and Cloud Options on page 14).

Installing OVOC Server on the Microsoft

A\ ¢ TheOVOC server supports the VMware vSphere High Availability (HA) feature.

e Ensure that the minimum platform requirements are met (see .Hardware and
Software Specifications on page 7). Failure to meet these requirements will lead to
the aborting of the installation.

e Forobtaining the installation files, see OVOC Software Deliverables on page 14.
Note that you should also verify these files (seeFiles Verification on page 72)

> To install the OVOC server on Microsoft Hyper-V:

1. Transfer the ZIP file containing the Microsoft Hyper-V Virtual Machine installation package
from the AudioCodes DVD 5 to your PC (see Appendix Transferring Files on page 200 for
instructions on how to transfer files).

2. Open Hyper-V Manager by clicking Start > Administrative Tools > Hyper-V Manager; the
following screen opens:

Figure 7-1:

Installing the OVOC server on Hyper-V — Hyper-V Manager
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3. Start the Import Virtual Machine wizard: click the Action tab, and then select Import Virtual
Machine from the menu; the Import Virtual Machine screen shown below opens:
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Figure 7-2: Installing OVOC server on Hyper-V — Import Virtual Machine Wizard
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4. Click Next; the Locate Folder screen opens:

Figure 7-3: Installing OVOC server on Hyper-V — Locate Folder
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5. Enter the location of the VM installation folder (extracted from the zip file), and then click Next;
the Select Virtual Machine screen opens.

6. Select the virtual machine to import, and then click Next; the Choose Import Type screen
opens:

Figure 7-4: Installing OVOC server on Hyper-V — Choose Import Type
Import Yirtual Machine -

_;f-f Choose Import Type

Before You Beqgin Choose the type of import to perform:

Locabe Folder () Register the virtual maching in-place (use the existing unique I0)

Select Wirtual Machine () Restore the virtual machine (use the existing unique 107

Choose Import Type (®) Copy the virtual machine (create a new unique ID)

Choose Deskination

Choose Storage Folders

Surnrnaty

[ ] [ ]

7. Select the option "Copy the virtual machine (create a new unique ID)", and then click Next; the
Choose Folders for Virtual Machine Files screen opens:
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Figure 7-5: Installing OVOC server on Hyper-V — Choose Destination
Import Wirtual Machine -

ﬂ Choose Folders for Virtual Machine Files

Before You Beqgin ou can specify new o existing Folders to store the wirtual machine files, Otherwise, the wizard

I imports the files ko default Hyper-¥ folders on this computer, or to Folders specified in the virtual
Locate Folder machine configuration,

Select Wirkual Machine

[Cli5tore the virtoal machine. in.a difterent location;

Choose Impart Type

[ akion
Ci\ProgramDatalMicrosoft) windows | Hyper-yh,
Choose Storage Folders

Surnrnaty
Ci\ProgramDatalMicrosoft) windows| Hyper-4h,

C:\ProgramDatalMicrosoft) windoves| Hyper-yh,

(e ] [ ]

8. Select the location of the virtual hard disk, and then click Next; the Choose Storage Folders
screen opens:

Figure 7-6: Installing OVOC server on Hyper-V — Choose Storage Folders
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9. Select the Storage Folder for the Virtual Hard Disk, and then click Next; the Summary screen
opens.

10. Click Finish to start the creation of the VM; a similar installation progress indicator is shown:

Figure 7-7: File Copy Progress Bar
This process may take approximately 30 minutes to complete.

Copying file 1 of 1 {OVOC_test vhdx)...

11. Proceed to Configuring the Virtual Machine Hardware Settings below.

Configuring the Virtual Machine Hardware Settings

This section shows how to configure the Virtual Machine’s hardware settings.

Before starting this procedure, select the required values for your type of installation (high or low
profile) and note them in the following table for reference. For the required VMware Disk Space
allocation, CPU, and memory, see Hardware and Software Specifications on page 7.

Table 7-1: Virtual Machine Configuration
Required Parameter Value
Disk size
Memory size

CPU cores

> To configure the VM for OVOC server:

1. Locate the new OVOC server VM in the tree in the Hyper-V Manager, right-click it, and then
select Settings; the Virtual Machine Settings screen opens:
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Figure 7-8: Adjusting VM for OVOC server — Settings - Memory
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1P Automatic Start Action
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2. Inthe Hardware pane, select Memory, as shown above, enter the 'Startup RAM’ parameter as
required, and then click Apply.

3. Inthe Hardware pane, select Processor; the Processor screen shown in the figure below
opens.
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Figure 799: Adjusting VM for OVOC server - Settings - Processor
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4. Set the '"Number of virtual processors' parameters as required.
5. Set the 'Virtual machine reserve (percentage)' parameter to 100%, and then click Apply.
e Once the hard disk space allocation is increased, it cannot be reduced.

e |f youwish to create OVOC VMs in a Cluster environment that supports High Availability
and you are using shared network storage, then ensure you provision a VM hard drive on
the shared network storage on the cluster (Configuring OVOC Virtual Machines in a
Microsoft Hyper-V Cluster on page 45).

Expanding Disk Capacity

The OVOC server virtual disk is provisioned by default with a minimum volume. In case a higher
capacity is required for the target OVOC server then the disk can be expanded.

> To expand the disk size:
1. Make sure that the target OVOC server VM is not running - Off state.
2. Select the Hard Drive, and then click Edit.
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Figure 7-10: Expanding Disk Capacity
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(—a Hard Drive

You can change how this virtual hard disk is attached to the virtual machine. If an
operating system is installed on this disk, changing the attachment might prevent the
virtual machine from starting.

Controller:
IDE Controller 0

Location:
w | |0 (in use)

Media

You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the assodated file. Spedfy the full path to the fille.

® virtual hard disk:

|C:‘l,leers‘PubIic\Dommentﬂ\Hyper—Wl,h‘irmal Hard Disks\0woc_test.vhdx |

| New || Edt || Inspect || Browse.. |

O Physical hard disk:

| Disk 1 1.00 GB Bus 0 Lun 0 Target 0 |

o If the physical hard disk you want to use is not listed, make sure that the
disk is offline. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, dick Remowve. This disconnects the disk but does not

delete the assodated file.

The Edit Virtual Disk Wizard is displayed as shown below.
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Figure 7-11: Edit Virtual Hard Disk Wizard
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3. Click Next; the Choose Action screen is displayed:
Figure 7-12: Edit Virtual Hard Disk Wizard-Choose Action
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virtual hard disk can use a different type and format than the original virtual hard disk.
(® Expand
This option expands the capacity of the virtual hard disk.

|<Previous||Ne1¢t>|| Finish ||Cancel |

4. Select the Expand option, and then click Next; the Expand Virtual Hard Disk screen opens.
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Figure 7-13: Edit Virtual Hard Disk Wizard-Expand Virtual Hard Disk
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5. Enterthe required size for the disk, and then click Next; the Summary screen is displayed.
Figure 7-14: Edit Virtual Hard Disk Wizard-Completion
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6. Verify that all of the parameters have been configured, and then click Finish. The settings
window will be displayed.

7. Click OK to close.

Changing MAC Addresses from ‘Dynamic' to 'Static'

By default, the MAC addresses of the OVOC server Virtual Machine are set dynamically by the
hypervisor. Consequently, they might be changed under certain circumstances, for example, after
moving the VM between Hyper-V hosts. Changing the MAC address may lead to an invalid license.

To prevent this from occurring, MAC Addresses should be changed from 'Dynamic' to 'Static'.

> To change the MAC address to 'Static' in Microsoft Hyper-V:
Shutdown the OVOC server ( Shutdown the OVOC Server Machine on page 115).

2. Inthe Hardware pane, select Network Adapter and then Advanced Features.
3. Select the MAC address 'Static’ option.
4. Repeat steps 2 and 3 for each network adapter.
Figure 7-15: Advanced Features - Network Adapter — Static MAC Address
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1-? oM 2 unauthorized virtual machines pretending to be routers.

None [] Enable router advertisement guard

[ Diskette Drive
None

Protected network
% Management Move this virtual machine to another duster node if a network disconnection is
L] Mame detected.

OYOCQA
| Integration Services
Some services offered
13| Checkpoint File Location Port mirroring
C:\ClusterStorage\Volume1iovoc Part mirroring allows the network traffic of a virtual machine to be monitored by
'aé Smart Paging File Location oppying inm_ming and outgoing packeis and forwarding the copies to another
. e . wirtual machine configured for monitoring.
C:\ClusterStorage\Wolume1iovoc

§) Automatic Start Action w Mirroring mode: |None W | w

Protected network

Configuring OVOC Virtual Machines in a Microsoft
Hyper-V Cluster

This section describes how to configure OVOC VMs in a Microsoft Hyper-V cluster for HA.
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Hyper-V Cluster Site Requirements

Ensure that your Hyper-V cluster site meets the following requirements:

| |
Windows nodes

The configuration process assumes that your Hyper-V failover cluster contains at least two

with installed Hyper-V service.

The cluster should be connected to a shared network storage of iSCSI type or any other

supported type. For example, “QAHyperv” contains two nodes.

ﬂﬁ Failower Cluster Manage
4 3] QAHypers-Cl.corp.a
7 Roles
;_5 Nudesi
4 4 Storage
4 Disks
B Pools
(43 Networks
El Cluster Events

storage.

Figure 7-16: Hyper-V-Failover Cluster Manager Nodes

Eile Action Miew Help

* | z(m

Nodes (2)
[ Guers [kl v

Mame Status Assigned Vote Cumrent Vote Information

. QAHyperV1 ® U 1 1

T QAHypen2 ®w 1 1
< (L] >
v

The OVOC VM should be created with a hard drive which is situated on a shared cluster

Add the OVOC VM in Failover Cluster Manager

After you create the new OVOC VM, you should add the VM to a cluster role in the Failover Cluster

Manager.

> To add the OVOC VM in Failover Cluster Manager:

1.

File fAction View Help
«= »m Bm

B2 Failover Cluster Manage o0

« B3 QAl-brperlv—Cl.curp.al %

Right-click “Roles” and in the pop up menu, choose Configure Role:

Figure 7-17: Configure Role

I
2,

7 Role
_E Modg Configure Role... Status Type Cwmer Node Pricrity Information
4 .j:‘;tjm Vil Machinesee  * | (® Funning Vitual Machine QAHyperV] Medum
=] Create Empty Role ® - Z
5 Nety View »
4] Cu
Refresh
Help

In the Select Role window, select the Virtual Machine option and then click Next.
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Figure 7-18: Choose Virtual Machine
-] Failover Cluster Manager
Eile  Action  Miew Help
e 2
21 Failover Cluster Manage [
a B3] Oibyperv-Cloorp.a S o S
I3 Roles Sl Queries w || | w
"3 Nodes
4 |4 Srorage
3 Disks
g Pools
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Belfore You Begin Select the role that you want to corfigure for high avalability:
Select Role
Select Vitual Machine L} Generic Service ~ | Desciiplion;
. i Hyper Replica Broker 4 vittual machine is a vihaslized
Confimation 5051 Target Serves cotputer system tunning on 3 physical
Configure: High G BNS Server computer. Mubiple vitual machines can
Avalability I ;“ Que T O one computer.
Summary Other Server = 2
- Virtual Machine |
MW‘INS Server [
| cPrevious ||  Mewt> || Cancel | v
<[ m >

A list of available VMs are displayed; you should find the your new created OVOC VM:

&

Figure 7-19: Confirm Virtual Machine

Failowver Cluster Manager

File  Action

Wiew  Help

«= »[= 0=

E Failower Cluster Manage
P -i;‘J Q&Hyperv-Cl.corp.a
@ Roles
:% MNodes
4 [} Storage
2 Disks
E Poals
% Metwarks
Cluster Events

Roles (2)
i
Mame Type Cwner Node Priority Information

Status

= Select Virtual Machine

Before You Begin Select the virtual machine(z] that you want ta configure for high availability.

Select Role

Status Host Server

Select Virtual Machine

GAHpper1.

corp.audioco
Conifirmation

Configure High
Auvailability

Surmmary

Shutdown Save Eefresh

< Previous | | Mest » Cancel

3. Select the check box, and then click Next.
At the end of configuration process you should see the following:
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Figure 7-20: Virtual Machine Successfully Added

;;F—ffl Summary

i
Eefore Y'ou Begin

Select Role
Select Virtual Machine

Confirmation

Configure High
Auvailability

Summary

High Availability Wizard [

High availability was successfully configured for the role.

_I

S Y : A
< Virtual Machine
All of the virtual machine configurations chosen were successfully made highly
available.
LE Result Description

vl
O%0C "__f_l Success
v

To view the report created by the wizard, click View Report,

To close this wizard, chck Finish.

4. Click Finish to confirm your choice.
Now your OVOC VM is protected by the Windows High Availability Cluster mechanism.

If you wish to manually move the OVOC VMs to another cluster node, see Appendix
Managing Clusters on page 184.

Cluster Host Node Failure on Hyper-V

In case a host node where the VM is running fails, then the VM is restarted on the redundant cluster
host node automatically.

& When one of the cluster hosts fails, the OVOC VM is automatically moved to the
redundant server host node. During this process, the OVOC VM is restarted and
consequently any running OVOC process are dropped. The move process may take
several minutes.

Connecting OVOC Server to Network on HyperV

After installation, the OVOC server is assigned, a default IP address that will most likely be
inaccessible from the customer's network. This address is assigned to the first virtual network
interface card connected to the 'trusted' virtual network switch during the OVOC server installation.
You need to change this IP address to suit your IP addressing scheme.

> To reconfigure the OVOC server IP address:

1. Start the OVOC server virtual machine, on the Hyper-V tree, right-click the OVOC server, and
then in the drop-down menu, choose Start.
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Figure 7-21: Power On Virtual Machine

Virtual Machines

Mame v State CPU Usage Assigned Memory |
g Stress_tool Running 0% 2048 MB i
5 SSBC_AlexR3_HAI Off
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3 ESBC_alexrl Running 0% 2048 MB
3 Connect... .
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Settings...
Start
Checkpoint
< | n
| Maove.., —

2. Connect to the console of the running server by right-clicking the OVOC server virtual
machine, and then in the drop-down menu, choose Connect.

Figure 7-22: Connect to OVOC server Console

CPU Usage Assigned Memory Uptime
0% 2042 MB 1.04:34:22
0% 2048 MB 1.04:10:48

Connect...

Virtual Machines

Mame - State

ﬁ Stress_tool Running
S SSBC_AlexR3_HAT Off

S 5SBC_AlexR2_HAZ off

3 SSBC_AlexR2_HAT Off

ﬁ ESBC_alexrl Running
5 OVOC_QA Off
Flovoc_HA_HIGH

| m

Settings...

Turn Off...
Shut Down...

3. Logininto the OVOC server by SSH, as ‘acems’ user and enter password acems.
4. Switchto 'root' user and provide root password (default password is root):

Su - root

5. Start the OVOC Server Manager utility by specifying the following command:

# EmsServerManager

6. Setthe OVOC server network IP address to suit your IP addressing scheme (Server IP

Address on page 117).
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7. Perform other configuration actions as required using the OVOC Server Manager (Getting
Started on page 101).
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8 Installing OVOC Server on a VMware Virtual
Machine

This section describes how to install the OVOC server on the VMware vSphere platform. This
procedure takes approximately 30 minutes. This time is estimated on the HP DL 360 G8 platform
(with CPU, disk and memory as specified inConfiguring the Virtual Machine Hardware Settings on
page 39). The upgrade time depends on the hardware machine where the VMware vSphere platform
is installed. The VMware Virtual Machine installation package is provided on DVD 5 (Virtual
Appliance and Cloud Options on page 14).

& e Ensure that the minimum platform requirements are met (see .Hardware and
Software Specifications on page 7). Failure to meet these requirements will lead to

the aborting of the installation.
e Forobtaining the installation files, see OVOC Software Deliverables on page 14.
Note that you should verify the installation files (seeFiles Verification on page 72

Deploying OVOC Image with VMware vSphere
Hypervisor (ESXi) 6.5

This section describes how to deploy the OVOC image with the VMware ESXi 6.5 Web client. The
procedure described below is necessary due a limitation on the VMware ESXi 6.5 WEB client for
decompressing OVA images . This procedure is run using the VMware OVF tool that can be
installed on any Linux machine.

The cause of this limitation is attributed solely to the VMware ESXi 6.5 platform. Down-
load the OVF tool software and documentation from
https://www.vmware.com/support/developer/ovf/

> To run VMware OVF tool:
Open the VMware OVF tool.
2. Enter the following commands and press Enter:

-—

ovftool --disableVerification --noSSLVerify --name=$VMname --datastore=datastore2 -
dm=thin --acceptAllEulas --powerOn $ovaFilePath
vi://$user:$password@$VMwareHOSTIPAddress

Where:

$VMname is the name of the VMware Host machine

Suser:$password is the user and password of the VMware Host machine
$VMwareHOSTIPAddress is the IP address of the VMware Host machine

Example

ovftool --disableVerification --noSSLVerify --name=0VOC --datastore=datastore1 -dm=thin -
-acceptAllEulas --powerOn /tmp/ovoc_server_7.6.1116.ova vi://root:blabla@172.17.135.9

The following progress is displayed:
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Opening OVA source: /data1/7.4/DVD5/7.4.2094/0VOC-VMware-7.4.2094.ova
Opening VI target: vi://root@172.17.135.9:443/

Deploying to VI: vi://root@172.17.135.9:443/

Disk progress: 10%

Transfer Completed

The manifest validates

Powering on VM: FirstDeploy

Task Completed

Warning:

- No manifest entry found for: 'OVOC-VMware-7.4.2094-disk 1.vmdk'.
Completed successfully

Configuring the Virtual Machine Hardware Settings

This section shows how to configure the Virtual Machine’s hardware settings.

Before starting this procedure, select the required values for your type of installation (high or low
profile) and note them in the following table for reference. For the required VMware Disk Space
allocation, CPU, and memory, see Hardware and Software Specifications on page 7.

Table 8-1: Virtual Machine Configuration
Required Parameter Value
Disk size
Memory size
CPU cores

> To configure the virtual machine hardware settings:
1. Before powering up the machine, go to the virtual machine Edit Settings option.
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Figure 8-1: Edit Settings option
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2. Inthe CPU, Memory and Hardware tabs set the required values accordingly to the desired
OVOC server VMware Disk Space allocation. ( Hardware and Software Specifications on
page 7), and then click OK.

Figure 8-2: CPU, Memory and Hard Disk Settings
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Wirksnl Hamheans | 0 Opoons | SDAS Rubkes viep Do
v [ CPU i I = i
v Il ey ﬂli‘ﬂ! = | | . ! -
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—
= | B Conmmct
= | ] Connact
G I il -
v G VIS Brvice
(R e Pt ]
» Liporace Soradule gl 304
Wl |00 —— Salgsl —— -
Compasaty ESX 5 [ ane it (VW viesaon B) oK I Cance

e Once the hard disk space allocation is increased, it cannot be reduced to a lower amount.

e If youwish to create OVOC VMs in a cluster environment supporting High Availability and
you are using shared network storage, then ensure you provision a VM hard drive on the
shared network storage on the cluster (Configuring OVOC Virtual Machines (VMs)in a
VMware Cluster on the next page).

3. Wait until the machine reconfiguration process has completed.
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Figure 8-3: Recent Tasks

Recent Tasks

Name
@ Reconfigure virtual machine @Audiocodesovoc & Completed 21/05/2012 11:03:39 21/05/2012 11:03:3%

| Target | Status | Requested Start Time < | Start Time

| Completed Time
21/05/2012 11:03:41

Configuring OVOC Virtual Machines (VMs) in a VMware
Cluster

This section describes how to configure OVOC VMs in a VMware cluster.

VMware Cluster Site Requirements

Ensure that your VMware cluster site meets the following requirements:
The configuration process assumes that you have a VMware cluster that contains at least two

ESXi servers controlled by vCenter server.

The clustered VM servers should be connected to a shared network storage of type iSCSI or

any other types supported by VMware ESXi.

For example, a datastore “QASWDatacenter” which contains a cluster named “gaswCluster01”

and is combined of two ESXi servers ( figure below).
Verify that Shared Storage is defined and mounted for all cluster members:
Figure 8-4: Storage Adapters

B 103080211 | Asons -

Summacy  Moaior | Mamage | Relawesd Objects

satworiny [EREROR| Aarm Detnisons | Tags | Permessions | Scheduied Tasks | Updam Manager

Oniina Ign. 199801 com vmware:10.3.180 211 1 2 2

Ensure that the "Turn On vSphere HA' check box is selected:
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Figure 8-5: Turn On vSphere HA
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m  Ensure that HA is activated on each cluster node:
Figure 8-6: Activate HA on each Cluster Node
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m  Ensure that the networking configuration is identical on each cluster node:

Figure 8-7: Networking
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Ensure that the vMotion is enabled on each cluster node. The recommended method is to use a
separate virtual switch for vMotion network (this should be defined in all cluster nodes and

interconnected):

[ wa0002m | Aescns -

¢ | Manage | Retaed C

5 [IawONng | Sicrage | Aam

Virt s

[ scuvers— A

D 8§ ManagementNetwork  $ vBwitchd

Figure 8-8: Switch Properties
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A VM will be movable and HA protected only when its hard disk is located on shared network
storage on a cluster. You should choose an appropriate location for the VM hard disk when you
deploy the OVOC VM. If your configuration is performed correctly, a VM should be marked as
“protected” as is shown in the figure below:

Figure 8-9: Protected VM

Navigator
4 Hosts and Clusters b0
g |ad 8 &

vjqas‘wvcemeru’.carp audiocode...
v [fg QASWDatacenter
«[[J qaswCluster1
@ 103180211
[§10.3.180212
B 722123
(1 Cent0ST-ems-218
ﬁ‘DEMS 203722123
EDH\gh—FZZDEE
{ High217-yDS-7.22110
5;,358C_01
[ 5SBC_02
55,588C_03
{pvCenter
i vEMS
EDVEI-IS 721000

X | (5 Low-7.2.2055

Actions

Related Objects

Getling Started | Summary | Monitor Manage

Low-7.4.268
Guest 0S:

Compativity

VM are Tools: Runnir

DNS Name:

IPAddresses: 1

Launch Remote Console Host 1

Download Remote Console @ A m G,_

» VM Hardware 0| | = VM Storage Policies

VM e Policie -
» Advanced Configuration o (EIERRER

VM Storage Policy Compliance -
» Notes o

Last Checked Date -
* VM Failure Response [m]
Failure Failure response
Hostfailure Restart ! Tags

Host network isolation Leave powered on » Related Objects

Datastore under PDL Disabled ~ vApD Details

Datastore under APD Disabled Product

Guest not heartbeating Ignore heartbeats Version
[vthere HAProtection: Protected @) ] Vendor

Check Compliance

~ Update Manager Compliance

Stas €% Non-Compliant
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v3phere will attempt ta restart the WM after supported failure.

Scan . Detailed Status

If you wish to manually migrate the OVOC VMs to another cluster node, see Managing Clusters on
page 184.

Cluster Host Node Failure on VMware

In case a host node where the VM is running fails, the VM is restarted on the redundant cluster node
automatically.
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A When one of the cluster nodes fail, the OVOC VM is automatically migrated to the
redundant host node. During this process, the OVOC VM is restarted and consequently
any active OVOC process is dropped. The migration process may take several
minutes.

Connecting OVOC Server to Network on VMware

After installation, the OVOC server is assigned a default IP address that will most likely be
inaccessible from the customer's network. This address is assigned to the first virtual network
interface card connected to the 'trusted' virtual network switch during the OVOC server installation.
You need to change this IP address to suit your IP addressing scheme.

> To assign OVOC server IP address to network:

1. Power on the machine; in the vCenter tree, right-click the AudioCodes One Voice Operations
Center node (vOC) and in the drop-down menu, choose Power > Power On. Upon the initial
boot up after reconfiguring the disk space, the internal mechanism configures the server
installation accordingly to version specifications (Hardware and Software Specifications on

page 7).
Figure 8-10: Power On
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2. Wait until the boot process has completed, and then connect the running server through the
vSphere client console.

3. Logininto the OVOC server by SSH, as ‘acems’ user and enter acems password.
4. Switchto 'root' user and provide root password (default password is root):

Su - root

5. Proceed to the network configuration using the OVOC Server Manager. To run the manager
type ‘EmsServerManager’, and then press Enter.

6. Setthe OVOC server network IP address as described inServer IP Address on page 117 .

7. Perform configuration actions as required using the OVOC Server Manager (Getting Started on
page 101).
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9 Installing OVOC Server on Dedicated
Hardware

The OVOC server installation process supports the Linux platform. The installation includes four
separate components, where each component is supplied on a separate DVD:

m  DVD1: OS installation: OS installation DVD
m  DVD2: Oracle Installation: Oracle installation DVD platform
m  DVD3: OVOC application: OVOC server application installation DVD

& e  Ensure that the minimum platform requirements are met (see .Hardware and
Software Specifications on page 7). Failure to meet these requirements will lead to
the aborting of the installation.

e For obtaining the installation files, see OVOC Software Deliverables on page 14.
Note that you should verify the installation files (seeFiles Verification on page 72

DVD1: Linux CentOS 7.3

The procedure below describes how to install Linux CentOS 7.3. This procedure takes
approximately 20 minutes.

Before commencing the installation, you must configure RAID-0 (see Appendix
Configuring RAID-0 for AudioCodes OVOC on HP ProLiant DL360p Servers on
page 177).

> To perform DVD1 installation:
1. Insert the DVD1-CentOS 7.3 Rev 18 into the DVD ROM.

2. Connect the OVOC server through the serial port with a terminal application and login with
'root’ user. Default password is root.

3. Perform OVOC server machine reboot by specifying the following command:

reboot

4. Press Enter; you are prompted whether you which to start the installation through the RS-232
console or through the regular display.

5. Press Enter to start the installation from the RS-232 serial console or type vga, and then press
Enter to start the installation from a regular display.

-59 -



CHAPTER 9 Installing OVOC Server on Dedicated Hardware

OVOC | IOM

Figure 9-1: Linux CentOS Installation
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6. Wait for the installation to complete.
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Figure 9-3: CentOS Installation
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7. Reboot your machine by pressing Enter.

Do not forget to remove the Linux installation DVD from the DVD-ROM before rebooting
your machine.

Figure 94: Linux CentOS Installation Complete
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File Edit Setup Control Window Help

Congratulations, your Cent0S installation is complete.

Remove any media used during the installation process
and press <Enter> to reboot your system.

T +
| Reboot |
I +
T +
<Tab>/<Alt-Tabh> between elements | <Space= selects |  <Fl2= next scr
ee <Enter> to reboot

8. Login as 'root' user with password root.
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9.

10
11
12
13

Type network-config, and then press Enter; the current configuration is displayed:

Figure 9-5: Linux CentOS Network Configuration

[acems@VOC-7 ~]% su -

Password:

Last login: Thu Dec 14 12:08:24 GMT 20817 on pts/0
[root@VOC-7 ~]& TMOUT=06

| root@VOL-7 ~]# network-config

Hos tname : OVOC-7

IP Address : 10.3.180.7
Prefix : 16

Default Gateway :

Do you wish to change it?

Hos tname : OvVOC-
IP Address : 18.3.
Prefix : 16
Default Gateway - 18.3.0.

Apply new configuration? ([y]/n)

Activate the network configuration.

This script can only be used during the server installation process. Any additional
Network configuration should later be performed using the OVOC Server Manager.

. You are prompted to change the configuration; entery.

. Enteryour Hostname, IP Address, Subnet Mask and Default Gateway.
. Confirm the changes; entery.

. You are prompted to reboot; entery.

Installing DVD1 without a CD-ROM

This section describes how to install DVD1 without a CD-ROM.

>
1.
2,

To install DVD1 without a CD-ROM:
Login to ILO 5 with “Administrator” privileges.
Launch the Integrated Remote Console.

-62 -



CHAPTER 9

Installing OVOC Server on Dedicated Hardware

OVOC | IOM

Figure 9-6: Information-iLO Overview
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ILO Hostname

Information - iLO Overview

Information

ProLiant DL360 Gen10

Integrated Management Log

Active Hi

39373638-3935-5A43-4A38-313531443851

CZJ8151D8Q

867959-B21

U32 v1 36 (02/14/2018)
02/14/2018

02/14/2018

HTMLS _NET Java Web Start
ILO Advanced

1.20 Feb 02 2018

10.3.181.9
FES0::EEEB:B8FF.FE93.CB08
ILOCZJ8151D8Q.

Onyour PC insert the OVOC DVD1 to the drive and note the drive letter.
From Integrated Remote Console, click Virtual Drives and select the appropriate drive letter.

Figure 9-7: iLO Integrated Remote Console

Folder

. Image File Removable Media

[ LRL Removable Media

From Integrated Remote Console, click Power Switch > Momentary Press, the serveris
shutdown. Click Momentary Press to power the server back on.
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Figure 9-8:

Momentary Press

T

2] iLO Integrated Remote Console - Server: ProLiant D

Power Switch | Virtual Drives Keyboard Help
Momentary Press
Press and Hold

Cold Boot

Reset

Last |||||'|||. ed Jun 1
[acemsEONIC-9 15
Pas

a0 rd

After server boot process has commenced, press F11 to enter the boot menu.

Figure 9-9: Boot Menu

HPE ProLiant

C) Copyright 1982-2018 Hewlett Packard Enterprise
HPE ProLiant DL3G60 Genl0
ystem ROM Uersion: U32 v1.36 (02/14/2018
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Development LP

Installed System Memory: 64 GB. fwailable S
1 Processor (s) detected 12 total cor '
Proc 1: Intel (R) Heon(R) Gold 6126 CPU B 2.60GH
Workload Profile: General Power Efficient Compute
Pouer Regulator Mode
Advanced Memory Prote
Boot Mode: UEFI

mory a

Dynamic Power

tion Mode: Advance Support

ithen pulated DIMH slots

ilD 5 TPu4:

ilD S TPub: F:FE93:CBo8

F? | System Utilities

1024 x 768

HPE RESTHl

Hewlett Packard
Enterprise

4

Secure Start  Smart Storage

Battery
4 v

HPE

L4

Inrelligent

v v

30

L4

200

6. On boot menu, scroll down by mouse or arrows keys and select the “iLO Virtual USB 3 : iLO

Virtual CD-ROM” to start the boot sequence.
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Figure 9-10: Boot Sequence

O Integrated Remote
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HewlettPackara 300t Menu
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HPE Ethernet 1Gb 4-port 331i Adapter - NIC (PXE IPv6)
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7. Thefollowing screen appears, select “Install CentOS ...”
Install CentOS

Figure 9-11:

and press Enter.

iLO Integrated Remote Console - Server: ProLiant DL360 Gen10 | iLO: ILOCZIZ151D8Q.

jer Switch  Virtual Drives Keyboard Help

nstall Cent0S Linux 7 for OUOC Server (Rev. 19)

8. After a while the CentOS installation commences:
Figure 9-12: Start CentOS

LO Integrated Remote Console - Server: ProLiant DL360 Gen10 | iLO: ILOCZIZ151D8Q.

ch  Virtual Drives Keyboard Help

.6..5..6..5..5,.6..5..6..5..5..5.
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ice-Happer

|“u Dpen— iSC .
ted Open—iSC
Aracut

ad CTR while initializing iB042
Multipath Device Controller

ting hook

initgueue

Plymouth Boot Screen
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9. Wait for the installation to finish, from “Virtual Drives” menu deselect the selected drive and
press Enter, the serveris rebooted.

Figure 9-13: Server Rebooted

¥ i . 1D00

Installing libstdc++.ib686
Installing compat-1ibstdc++-33
Performing post-installation setup
Installing boot loader

Performing post-installation setup task

Conf iguring installed system
Writing network conf iguration
l.:|-1-.|| ing users
l.||||r iguring addons:
Generating initramf:
Runming post-installation scripts
Use of this product is subject to the license agreement found ¢ -usr-sharescentos-release~EULA

Instal lation complete. Press return to gquit

1024 x 768 Weju|b|o
10. After server has restarted, press F11 to enter boot menu.

Figure 9-14: Boot Menu

iLO Integrated Remote Console - Server: ProLiant DL360 Gen10 | iLO: ILOCZI8151D8Q.

HPE ProLiant I;Iewien Packard

Enterprise

€) Copyright 1982-2018 Hewlett Packard Enterprise Development LP
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1: Intel () Keon(R) Gold 6126 CPU @ 2.60GH

Workload Profile: General Power Efficient Compute
Power Regulator Mode: Dynamic Power Sauings

fdvanced Memory Protection Mode: Advanced ECC Support
Boot Mode: UEFI

HPE SmartMemory authenticated in all populated DIMM slots

jtarting required devices. Please wait, this may take a few moments

Smart Storage
Battery

Smart Array

il 5 TPud: 4
ilD S TPub: ) A8FF : FE93 :CBO8 NPF::‘inu

F9 | System Utilities F10| Intelligent Provisioning m Boot Menu F12 | Metwork Boot

1024 x 768 W u[p]e & AES 200

DVD2: Oracle DB Installation

The procedure below describes how to install the Oracle database. This procedure takes
approximately 30 minutes.

Before starting the installation, it is highly recommended to configure the SSH client
(e.g. Putty application) to save the session output into a log file.
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> To perform DVD2 installation:
1. Insert DVD2-Oracle DB installation into the DVD ROM.
2. Loginintothe OVOC server by SSH, as ‘acems’ user, and enter password acems.
3. Switch to ‘root’ user and provide root password (default password is root):

Su - root

4. Mount the CDROM to make it available:

mount -t is09660 /dev/sr0 /mnt
cd /mnt

5. Runthe installation script from its location:
Jinstall

Figure 9-15: Oracle DB Installation

[rootREMS-Linuxl45 /1§

[rootPEMS-Linuxl45S /]# cd /misc/cd

[rootREMS-Linuxl4d5 cdl# ./install

Start installValues

Use of uninitialized value in concatenation (.) or string at installVelues.pm line 279.

la: /misc/cd/ac_ems deploy/: No such file or directory

"my" wvariable %date masks earlier declaration in same scope at AllSystemChecks.pm line 1302.
Found = in conditional, should be = at . /FastOraclelnstall.pl line 120.

Start executing User Login Check seript at Sun Oct 3 12:00:1% BST 2010

Login Check Successfully Passed.

»>»> Verifying 05 version - Sun Oct

SOFTHARE EVALUATION LICENSE AGEEEMENT

¥OU SHOULD READ THE TERMS AND CONDITIONS OF THIS SOFTWARE
EVALUATION AGREEMENT CAREFULLY BEFORE CLICKING "I ACCEPT™
CONVEYING YOUR ACCEFTANCE OF THE TEEMS OF THIS LICENSE
AGREEMENT FOR THE AUDIOCODES SOFTWARE (THE "PROGRAM™) AND
THE ACCOMPANYING USER DOCUMENTATION (COLLECTIVELY, THE

6. Entery, and then press Enter to accept the License agreement.

Figure 9-16: Oracle DB Installation - License Agreement

8. NO WAIVER. The failure of either party to enforce any rights granted
hereunder or to take action against the other party in the event of any
breach hereunder shall not be deemed a waiver by that party as to
subsequent enforcement of rights or subsequent actions in the event of
future breaches.

Do you accept this agreement? :y{n}yl

7. Typethe'SYS' user password, type sys and then press Enter.
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Figure 9-17: Oracle DB Installation (cont)

.SQL> Connected to an idle instance.
5QL> ORACLE instance started.

Total System Global Area 321601536
Fized Siz 2102168
Variable Size 251661416
Database Buffers 62914560
Redo Buffers 4523352
SQL>

File created.

5QL> Disconnected from Oracle Database 1lg Enterprise Edition Release 11.1.0.7.0 - &4bit Production
>>> Restoring database File using RMAN...

EMAN> RMAN> RMAN> BMAN> EMAN> RMAN> RMAN> BMAN> RMAN> RMAN> RMAN> RMAN> RMAN> RMAN:
Restore has finished successfully...

>> Please enter a password for the S¥S5 user:

8. Wait for the installation to complete; reboot is not required at this stage.

Figure 9-18: Oracle DB Installation (cont)

>>> Start executing Create DB Listener Startup Scripts at - Thu Sep 16 18:59:07 IST 2010

chown: /ACEMS/orahome/network/log/listener.log: No such file or directory
>»» »>»> PASSED

>>> Remove Qracle demo directory: /ACEMS/orahome/xdk/demo/java
SBCEMS forahome /xdk/demn/java: Ho such file or directory

>»> Remove Oracle demo directory: /ACEMS/orahome/rdbms/demo

> 1101111 111 ORACLE INSTALL SUCCESSFULLY FINISHED !!
|EM5-Server40# I

DVD3: OVOC server Application Installation

The procedure below describes how to install the OVOC server application. This procedure takes
approximately 20 minutes.

> To perform DVD3 installation:
1. Insert DVD3-OVOC Server Application Installation into the DVD ROM.
2. Loginintothe OVOC server by SSH, as 'acems' user, and enter the password acems.
3. Switch to 'root' user and provide root password (default password is root):

Su - root

4. Mount the CDROM to make it available:

mount -t is09660 /dev/sr0 /mnt
cd /mnt/EmsServerinstall/

5. Run the installation script from its location:

Jinstall
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Figure 9-19: OVOC server Application Installation

erInstall

in Check script

Wed Jun 12 12:24:42
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OF THIS LIC AGREEMENT. IF ARE WILLING TO BE
! FOR A FULL EEFUND. THIS LICENSE AGREEMENT REFRESENTS THE ENTIRE A{
G BETWEEN THE FARTIES IN RELATION TO THE SUBJECT MATTER OF THIS LI(

6. Entery, and then press Enter to accept the License agreement.

Figure 9-20: OVOC server Application Installation — License Agreement
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imited only so far as it is nec ry to allow conformance to
rom the A but the remaining prowvisi
: or any of
r and any attempt to d
the Licensee being me m3clidated with
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11 A== 3 the lete and exc i g ment b
ated hereto. Any Licensee purchase order ue for the tware, documenta

punterparts This Agreement may be executed in multiple or

ing an autho ed signature Licensor and Licensee.

Do you accept this

7. When you are prompted to change the acems and root passwords, enter new passwords or
enter existing passwords. You are then prompted to reboot the OVOC server machine; press
Enter.
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Figure 9-21: OVOC server Application Installation (cont)

udev.x86_ 64 09! L ems-local
woget.x86_ 64 L ems-local
wireshark.x86_ 64 5 5.1 ems-local

Hardening Linux 0S for Dol STIG compliancy

»>»» Enter new password for user "acems'

Changing password for user acems.

New UNIX password:

BAD PASSWORD: it is too short

Betype new UNIX password:

passwd: all authentication tokens updated successfully.

»»» Enter new password for user "root'

Changing password for user root.

New UNIX password:

BAD PASSWORD: it is too short

Betype new UNIX password:

passwd: all authentication tokens updated successfully.
s L B i e B L o o
EMS Server must be rebooted to proceed with the installation.

After the reboot completes, re-login to the EMS Server and
re—run the installation script to complete the installation.

o B L O

Press Enter to reboot...

8. Theinstallation process verifies whether CentOS 7.3 that you installed from DVD1 includes
the latest OS patch updates; do one of the following:

If OS patches are installed, press Enter to reboot the server.

If there are no OS patches to install, proceed to step Wait for the installation to complete

and reboot the OVOC server by typing reboot. below

& After the OVOC server has rebooted, repeat steps Login into the OVOC server by SSH,
as ‘acems’ user and enter password acems (or customer defined password). on
page 74 to Entery, and then press Enter to accept the License agreement. on page 75.

>

[rootBEMS-Linux145 EmsServerInatall]# I

9. Wait for the installation to complete and reboot the OVOC server by typing reboot.

Figure 9-22: OVOC server Installation Complete

Installacion Completed, Oracle is How Secured ...

Remove /tmp/EmaServerlnstall ...

10. When the OVOC server has successfully restarted, login into the OVOC server by SSH, as
‘acems’ user and enter password acems.

11. Switch to 'root' user and provide root password (default password is root):

Su - root

12. Type the following command:

# EmsServerManager
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13. Verify that all processes are up and running (Viewing Process Statuses on page 104) and verify
login to the OVOC Web client is successful.

14. Verify that the Date and Time are set correctly (Date and Time Settings on page 131) to set the
date and time).

15. Configure other settings as required (Getting Started on page 101).
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10

Files Verification

You need to verify the contents of the ISO file received from AudioCodes using an MD5 checksum.
As an Internet standard (RFC 1321), MD5 has been used in a wide variety of security applications,
and is also commonly used to check the integrity of file, and verify download. Perform the following
verifications on the relevant platform:

= Windows (seeWindows below)
= Linux (Linux below)

Windows

Use the WinMD5 tool to calculate md5 hash or checksum for the file:
m  Verify the checksum with WinMD5 (see www.WinMD5.com)

Linux
Copy the checksum and the files to a Linux machine, and then run the following command:
mdSsum -c filename.md5

The “OK” result should be displayed on the screen (see figure below).

Figure 10-1: ISO File Integrity Verification

tor VHWare] # 11

1 root root | v 1 10:459 OVOC-VMrare-7.4.3283.mdAs

OVOC Server Users

OVOC server OS user permissions vary according to the specific application task. This feature is
designed to prevent security breaches and to ensure that a specific OS user is authorized to
perform a subset of tasks on a subset of machine directories. The OVOC server includes the
following OS user permissions:

= 'root' user: User permissions for installation, upgrade, maintenance using OVOC Server
Managerand OVOC application execution.

m acems user: The only available user for login through SSH/SFTP tasks.

m ovocadmin user: User with permissions for mainly the OVOC Server Managerand OVOC
application for data manipulation and database access.

m oracle user: User permissions for the Oracle database access for maintenance such as
installation, patches upgrade, backups and other Oracle database tasks.

m oralsnruser: Userin charge of oracle listener startup.
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11  Upgrading OVOC Server on Dedicated
Hardware

This section describes the upgrade of the OVOC server on dedicated hardware. You can perform
the upgrade using AudioCodes supplied DVD3.

& e Priorto performing the upgrade, it is highly recommended to perform a complete
backup of the OVOC server (OVOC Server Backup on page 98).

e |f you are upgrading from Version 7.2.3000, you can optionally migrate topology to
Version 7.4 and later (see document Migration from EMS and SEM Version
7.2.3000 to One Voice Operations Center).

e Ensure that the minimum platform requirements are met before proceeding with the
upgrade (see Hardware and Software Specifications on page 7). Failure to meet
these requirements will lead to the aborting of the upgrade.

e Forobtaining the installation files, see OVOC Software Deliverables on page 14.
Note that you should verify the upgrade files (seeFiles Verification on page 72

Upgrading the OVOC Server-DVD

This section describes how to upgrade the OVOC server from the AudioCodes supplied installation
DVD on the Linux platform.

To upgrade the OVOC server, only DVD3 is required. Verify in the EMS Manager ‘General Info’
screen that you have installed the latest Linux revision (Hardware and Software Specifications on
page 7). If you have an older OS revision, a clean installation must be performed using all three
DVDs (Installing the OVOC server on Dedicated Hardware).

Before starting the installation, it is highly recommended to configure the SSH client
(e.g. Putty application) to save the session output into a log file.

> To upgrade the OVOC server:
Insert DVD3-OVOC Server Application Installation into the DVD ROM.

2. Loginintothe OVOC server by SSH, as ‘acems’ user and enter password acems (or customer
defined password).

-—

3. Switchto 'root' user and provide root password (default password is root):

Su - root

4. Mount the CDROM to make it available (if required):

mount -t is09660 /dev/sr0 /misc/cd/

5. Runthe installation script from its location:

cd /misc/cd/EmsServerlinstall/

Jinstall
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Figure 11-1: OVOC server Upgrade (Linux)

erverlnstall/
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at Wed Jun 12 12:24:42 BST 2013

Wed Jun 12 12:24:42 BST 2013
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6. Entery, and then press Enter to accept the License agreement.

Figure 11-2: OVOC server Upgrade (Linux) — License Agreement
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7. The upgrade process verifies whether CentOS 7.3 that you installed from DVD1 includes the
latest OS patch updates; do one of the following:

e If OS patches are installed, press Enter to reboot the server.
& After the OVOC server has rebooted, repeat steps 2-7 (inclusive).

e If OS patches are not installed, proceed to step Wait for the installation to complete and
reboot the OVOC server by typing reboot. on the next page
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Figure 11-3: OVOC server Installation Complete

Done

S

>»> Remove /tmp/EmaServerlnstall .
[rootBEMS-Linux145 EmsServerInatall]# I

8. Wait for the installation to complete and reboot the OVOC server by typing reboot.

When the OVOC server has successfully restarted, login into the OVOC server by SSH, as
‘acems’ user and enter password acems.

10. Switch to 'root' user and provide root password (default password is root):

Su - root

11. Type the following command:

# EmsServerManager

12. Verify that all processes are up and running (Viewing Process Statuses on page 104) and verify
login to OVOC Web client is successful.

13. Verify that the Date and Time are set correctly (see Date and Time on page 133 to set the date
and time).

14. Set the OVOC server network IP address as described in Server IP Address on page 117.
15. Configure other settings as required (Getting Started on page 101).

For Statistics Reports: each time the OVOC server version is upgraded, the operator
should perform CTRL — F5 (refresh) action on the Statistics Report Page, and then re-
login to the application.

Upgrading the OVOC Server using an ISO File

This section describes how to upgrade the OVOC server using an ISO file. Before performing this
procedure, you need to verify the ISO file contents (Linux on page 72).

> To upgrade using an ISO file:

1. Logininto the OVOC server by SSH, as ‘acems’ user and enter password acems (or customer
defined password).

2. Use SFTP or SCP to copy the ISO file to /home/acems in the server.
Replace "7.6.xxx" in the filename with the relevant version in two of the following commands.

mkdir /ins
cp “acems/DVD3_EMS_7.6.xxx.iso /ins
mkdir /tmp/cd
4. Switchto 'root' user and provide root password (default password is root):

Su - root

5. Specify the following commands:
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umount -l /tmp/cd
mount -t is09660 -0 loop,ro /ins/DVD3_EMS_7.6.xxx.iso /tmp/cd
cd /tmp/cd/EmsServerinstall

6. Runtheinstallation script from its location:

Jinstall

Figure 11-4: OVOC server Upgrade (Linux)
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7. Entery, and then press Enter to accept the License agreement.

Figure 11-5: OVOC server Upgrade (Linux) — License Agreement
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8. The upgrade process verifies whether CentOS 7.3 that you installed from DVD1 includes the
latest OS patch updates; do one of the following:

e If OS patches are installed, press Enter to reboot the server.

& After the OVOC server has rebooted, repeat steps 4-8 (inclusive).
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e If OS patches are not installed, proceed to step Wait for the installation to complete and
reboot the OVOC server by typing reboot. below.

Figure 11-6: OVOC server Installation Complete
Done

ko
>

>z

>>> Remove /tmp/EmaServerInatall ...
[rootBEMS-Linux145 EmsServerInatall]# I

9. Wait for the installation to complete and reboot the OVOC server by typing reboot.

10. When the OVOC server has successfully restarted, login into the OVOC server by SSH, as
‘acems’ user and enter password acems.

11. Switch to 'root' user and provide root password (default password is root):

Su - root

12. Type the following command:

# EmsServerManager

13. Verify that all processes are up and running (Viewing Process Statuses on page 104) and verify
login to OVOC Web client is successful.

14. Verify that the Date and Time are set correctly (see Date and Time on page 133 to set the date
and time).

15. Set the OVOC server network IP address as described in Server IP Address on page 117.
16. Configure other settings as required (Getting Started on page 101).

For Statistics Reports: each time the OVOC server version is upgraded, the operator
should perform CTRL — F5 (refresh) action on the Statistics Report Page, and then re-
login to the application.
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12

Upgrading OVOC Server on a Virtual
Platform

The upgrade of the OVOC server involves the following steps:

m  Step 1: Setup the Virtual Machine ( Step 1: Setup the Virtual Machine below)

m  Step 2: Run the upgrade script ( Step 2: Run the Upgrade Script on page 90)

m  Step 3: Connect the OVOC server to the network ( Step 3: Connect the OVOC Server to
Network on page 91)

You can perform the upgrade using AudioCodes supplied DVD3.

& e  Prior to performing the upgrade, it is highly recommended to perform a complete
backup of the OVOC server (OVOC Server Backup on page 98).

e If you are upgrading from Version 7.2.3000, you can optionally migrate topology to
Version 7.4 and later (see document Migration from EMS and SEM Version
7.2.3000 to One Voice Operations Center).

e Ensure that the minimum platform requirements are met (see Hardware and
Software Specifications on page 7). Failure to meet these requirements will lead to
the aborting of the upgrade.

e For obtaining the installation files, see OVOC Software Deliverables on page 14.
Note that you should verify the upgrade files (seeFiles Verification on page 72

Step 1: Setup the Virtual Machine

This section describes how to setup the virtual machine before you run the upgrade script.
m  Setting up Using VMware Server Host for Upgrade on page 85
m  Setting Up Microsoft Hyper-V Platform for Upgrade on page 86

Setting up VMware Platform for Upgrade

The upgrade on the VMware platform can be run using either the Upgrade media CD/DVD or ISO
file using either the VMware Remote Console Application (VMRC) or the VMware Server Host.

& e Aremote connection to the VMware host is established using the VMware Remote
Console application (VMRC). You must download this application or use a pre-
installed remote connection client to connect to the remote host.

e The procedures below show screen examples of the vSphere Web Client.
However, refer to the VMware documentation for more information.

> To setup the VMware machine:

1. Transfer the OVA file containing the VMware Virtual Machine installation package from DVD3-
OVOC server Application Installation to your PC (see Appendix Transferring Files on
page 200 for instructions on how to transfer files).

2. Logintothe VMware vSphere Web client.
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Figure 12-1: VMware vSphere Web Client
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< i »

My Tasks ~ Tasks Filter More Tasks

3. Inthe vCenter Navigator, select Hosts and Clusters. A list of Hosts and Clusters is
displayed.

Figure 12-2: Hosts and Clusters
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[ uaswClustero1 | Actions ~ ) Alarms XX
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{y888C_02_HA Related Objects =) This list is empty.
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4. Right-click the AudioCodes OVOC node that you wish to upgrade and choose the Edit
Settings option.
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Figure 12-3: Edit Settings Option
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The vCenter Edit Settings screen is displayed.
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Figure 12-4: Connection Options

1 vCenter - Edit Settings ) M

| Yirtual Hardweare | WM Options | SDRE Rules | wipp Options |
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Host Device
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b2 WM device
¢ Other Devices
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Mew device: | ------- Select------- |v|

Compatibility: ESXi 5.0 and later {0 version &) il Cancel

5. Inthe Virtual Hardware tab, select the CD/DVD drive item, and from the drop-down list,
select the relevant option according to where you placed the Upgrade Media (CD/DVD or ISO
image file):

e Client Device: This option enables you to run the upgrade from the PC running the remote
console (Setting up Using VMware Remote Console Application (VMRC) below).

e Host Device: This option enables you to run the upgrade from the CD/DVD drive of the
VMware server host ( 13.1.1.2 Setting up Using VMware Server Host).

e Datastore ISO file: This option enables you to run the upgrade from the image file on the
storage device of the VMware server host. When you choose this option, browse to the
location of the ISO file on the VMware storage device ( 13.1.1.2 Setting up Using VMware
Server Host).

Setting up Using VMware Remote Console Application (VMRC)

This section describes how to run the upgrade from the VMware host. This procedure requires
connecting to the VMware host using the VMware Remote Console application (VMRC).
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> To run the upgrade using VMRC:

1. Inthe Manage tab under Settings> VM Hardware, select the Help icon adjacent to the
CD/DVD drive item and then from the pop-up, click the Launch Remote Console to launch
the VMware Remote Console application (VMRC). If necessary, click the Download Remote
Console link to download this application.

& If you already have a remote console application installed on your machine, you can use
your pre-installed application.

Figure 12-5: Help Link to Launch Remote Console

vmware: vSphere Web Client  #= MTERD1 Help ~ Q Search

Navigator X | (f vEMS.7.2.3030-10.3.180.218 | Actions ~ = {3 nlarms X x
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| o | B &
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‘ i O
My Tasks = Tasks Filter = Mare Tasks

Figure 12-6: VMware Web Client
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The remote console application is displayed.
Figure 12-7: Remote Console Application
allola| ®

() viphereWeb Client % ) Untitied x
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1 Vsl Machine Setings., Cv1sD

W 00RE

s

Bl © ele @il ] ]
2. Inthe toolbar, from the VMRC drop-down list, choose Manage > Virtual Machine Settings.
The Virtual Machine Settings screen is displayed:
Figure 12-8: Virtual Machine Settings

¥irtual Machine Settings x|
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| [ Device status
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I Mermory 10 GE I Connected
[ Processars 4 I~ Connect at powEr on
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~ Conneckion
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IE: j

" Use 150 image File:

I j Browvse, ., |
advanced. .. |

Hy) Add, . | Remaove

(84 I Cancel Help

3. From the Location drop-down list, select Local Client.
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4. Select the CD/DVD drive item and then choose one of the following:

e Use physical drive: from the drop-down list, select the CD/DVD drive where you placed
the Upgrade media.

e UseISOimage file: browse to the location of the ISO image file.
5. Click OK.

Setting up Using VMware Server Host for Upgrade

This section describes how to run the upgrade using the VMware server host.

> To run the upgrade using the VMware Server host:
1. Select the Manage tab, right-click the Connect icon and select one of the following options:
e Connect to host CD device
e Connect to CD/DVD image on a datastore

Figure 12-9: Connect to Host CD Device/ Datastore I1SO file

l (®) CD/DVD drive 1 Disconnected -—b e |,
ETTarE Disconnacted Connect to host CD device... [
b Video card 4.00 MB Connect to CD/DVD image on a datastore. .
+ Other Additional Hardware
Compatibility ESXi 5.0 and later (WM version 8)

2. Wait until the machine reconfiguration has completed, and then verify that the ‘Connected’
status is displayed:

Figure 12-10: CD/DVD Drive - Connected Status
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@ 103100212 RO M D 2192 MB, 1064 MB 1 p
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@S 1 vEMS - Edi
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4
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Setting Up Microsoft Hyper-V Platform for Upgrade

This section describes how to upgrade the OVOC server on the Microsoft Hyper-V Server 2012 R2
platform. This procedure takes approximately 30 minutes and predominantly depends on the
hardware machine where the Microsoft Hyper-V platform is installed.

The upgrade of the OVOC server on Microsoft Hyper-V includes the following procedures:

Upgrade the Virtual Machine (VM) (Installing the Microsoft Hyper-V Virtual Machine).

Configure the Virtual machine hardware settings (Configuring the Virtual Machine Hardware
Settings on page 39).

Change MAC addresses from 'Dynamic' to 'Static' (Changing MAC Addresses from 'Dynamic’
to 'Static' on page 45).

To setup the Microsoft Hyper-V machine:

Transfer the ZIP file containing the Microsoft Hyper-V Virtual Machine installation package
from the AudioCodes DVD3-OVOC server Application Installation to your PC (see
AppendixTransferring Files on page 200 for instructions on how to transfer files).

Open Hyper-V Manager by clicking Start > Administrative Tools > Hyper-V Manager; the
following screen opens:

Figure 12-11: Installing the OVOC server on Hyper-V — Hyper-V Manager

2a Hyper-¥ Manager [= o]
Eile  Action  View Help
«= 2= B
55 Hyper-V Manager Actions
8 WIN-VOOIREZETOM Virtual Machines
i - WIN-YOO1RETE 70K =
Narme - State CPU Usage Assigned Memory  Uptime Status Hew
é SSBC_AlexR3 HA1 Funning 7% 4128 MB 20:17.00
(& Irportvirtual Machine...
% Hyper-V Settings...
1 virtual Switch Manager...
&) Wirtual SAM Manager..
o4 Edit Disk..
< mn >
El Inspect Disk...
Checkpoints @ (W) Stop Service
7< Remowve Server
Mo vitual machine selected.
i Refresh

Wiew 4

[ Help

Details

Moitem selected.

3.

Start the Import Virtual Machine wizard: click the Action tab, and then select Import Virtual
Machine from the menu; the Import Virtual Machine screen shown below opens:
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Figure 12-12: Installing OVOC server on Hyper-V — Import Virtual Machine Wizard

Before You Begin

Before 'You Begin This wizard helps wou impart a virtual machine From a set of configaration files, It guides you through
resolving configuration problems to prepare the virtual machine For use on this computer.

Locate Folder

Select Wirtual Machine
Choose Impart Type

Surnrnaty

[ Do not shaw this page again

| < Previous | | Mext = | | Finish | | Cancel

4. Click Next; the Locate Folder screen opens:

Figure 12-13: Installing OVOC server on Hyper-V — Locate Folder

Locate Folder

Befare You Begin Specify the folder containing the virtual machine to import.
Locate Folder
Select Virtual Machine

xport 115V0%W0C test

Choose Import Type

Summary

< Previous | | Mext = | | Finish | | Cancel
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5. Enter the location of the VM installation folder, which was previously extracted, from the zip file
as shown in the figure above, and then click Next; the Select Virtual Machine screen opens.

6. Select the virtual machine to import, and then click Next; the Choose Import Type screen
opens:

Figure 12-14: Installing OVOC server on Hyper-V — Choose Import Type
| Import Yirtual Machine -

__ff-f Choose Import Type

Before You Beqgin Choose the type of import to perform:

Locabe Folder () Register the virtual machine in-place (use the existing unique 1070

Select Wirkual Machine

() Restore the virtual machine (use the existing unique 107

Choose Import Type (®) Copy the virtual machine (create a new unique ID)
Choose Deskination

Choose Storage Folders

Surnrnaty

[ ] [ ]

7. Select the option "Copy the virtual machine (create a new unique ID)", and then click Next; the
Choose Folders for Virtual Machine Files screen opens:
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Figure 12-15: Installing OVOC server on Hyper-V — Choose Destination
Import Wirtual Machine -

ﬁ Choose Folders for Virtual Machine Files

Before You Beqgin ou can specify new o existing Folders to store the wirtual machine files, Otherwise, the wizard
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(e ] [ ]

8. Select the location of the virtual hard disk, and then click Next; the Choose Storage Folders
screen opens:

Figure 12-16: Installing OVOC server on Hyper-V — Choose Storage Folders
Import Yirtual Machine -

ﬁ Choose Folders to Store Virtual Hard Disks

Before You Beqgin Where do you want to store the imported virtual hard disks For this virtual machine?
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[Male=1ule I P ! Ik st Publict Do curnent st Hy per -4 Virkual Hard Disks' || Browse..,

Select Wirkual Machine
Choose Impart Type

Choose Deskination

: Folders

Surnrmaty
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9. Select the Storage Folder for the Virtual Hard Disk, and then click Next; the Summary screen
opens.

10. Click Finish to start the creation of the VM; a similar installation progress indicator is shown:

Figure 12-17: File Copy Progress Bar

Copying file 1 of 1 {OVOC_test vhcx)...
]

This step may take approximately 30 minutes to complete.

Step 2: Run the Upgrade Script

Once you have setup the virtual machines, you can run the upgrade script.

Before starting the installation, it is highly recommended to configure the SSH client
(e.g. Putty application) to save the session output into a log file.

> To run the upgrade:
1. Open an SSH connection or the VM console.

2. Loginintothe OVOC server as ‘acems’ user with password acems (or customer defined
password).

3. Switch to 'root' user and provide root password (default password is root):

Su - root

4. Mount the CDROM to make it available:

mount -t is09660 /dev/sr0 /mnt
cd /mnt/EmsServerinstall/

5. Runtheinstallation script from its location:

Jinstall

Figure 12-18: OVOC server Installation Script

6. Entery, and then press Enter to accept the License agreement.
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Figure 12-19: OVOC server Upgrade (Linux) — License Agreement
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7. The upgrade process verifies whether CentOS 7.3 that you installed from DVD1 includes the
latest OS patch updates; do one of the following:

e |f OS patches are installed, press Enter to reboot the server.

e If OS patches are not installed, proceed to step Wait for the installation to complete and
reboot the OVOC server by typing reboot. below.

A After the OVOC server has rebooted, repeat steps Login into the OVOC server as
‘acems’ user with password acems (or customer defined password). on the previous
page to Enter y, and then press Enter to accept the License agreement. on the previous

page.

Figure 12-20: OVOC server Installation Complete

Done

B e S ===

>>> Installacion C

>>> Remove /tmp/EmaServerlnstall ...
[rootBEMS-Linux145 EmsServerInatall]# ]

8. Wait for the installation to complete and reboot the OVOC server by
typing reboot.

Step 3: Connect the OVOC Server to Network

After installation, the OVOC server is assigned a default IP address that will most likely be
inaccessible from the customer's network. This address is assigned to the first virtual network
interface card connected to the 'trusted' virtual network switch during the OVOC server installation.
You need to change this IP address to suit your IP addressing scheme.

VMware Platform

This section describes how to assign the OVOC server IP address to the network on the VMware
platform.
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> To assign the OVOC server IP address:

1. Power on the machine; in the vCenter tree, right-click the AudioCodes One Voice Operations
Center node (vOC) and in the drop-down menu, choose Power > Power On. Upon the initial
boot up after reconfiguring the disk space, the internal mechanism configures the server
installation accordingly to version specifications (Hardware and Software Specifications on

page 7).
Figure 12-21: Power On
E‘f)Law—M.zEB & A t'H o Floppy drive 1 FPowero
ALTONS - v
& SSBC_01
(5, SSBC_02 Fower
E‘f)SSEC_EIE Guest 05
G, vCenter Snapshots » d

W Cpen Console

B VOO 741000 | (8 Migrate...
Clone [

Template 3 4

2. Wait until the boot process has completed, and then connect the running server through the
vSphere client console.

3. Logininto the OVOC server by SSH, as ‘acems’ user and enter acems password.

4. Switchto 'root' user and provide root password (default password is root):

Su - root

5. Type the following command:

# EmsServerManager

6. Verify that all processes are up and running (Viewing Process Statuses on page 104) and verify
login to OVOC Web client is successful.

7. Verify that the Date and Time are set correctly (Date and Time on page 133 to set the date and
time).

8. Setthe OVOC server network IP address as describedin Server IP Address on page 117.
9. Configure other settings as required (see Getting Started on page 101).

Hyper-V Platform

This section describes how to assign the OVOC server IP address to the network on the Hyper-V
platform.

> To assign the OVOC server IP address:

1. Start the OVOC server virtual machine, on the Hyper-V tree, right-click the OVOC server, and
then in the drop-down menu, choose Start.
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Figure 12-22: Power On Virtual Machine
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2. Connect to the console of the running server by right-clicking the OVOC server virtual
machine, and then in the drop-down menu, choose Connect.

Figure 12-23: Connect to OVOC server Console

CPU Usage Assigned Memory Uptime
0% 2042 MB 1.04:34:22
0% 2048 MB 1.04:10:48

Connect...

Virtual Machines

Mame - State

ﬁ Stress_tool Running
S SSBC_AlexR3_HAT Off

S 5SBC_AlexR2_HAZ off

3 SSBC_AlexR2_HAT Off

ﬁ ESBC_alexrl Running
5 OVOC_QA Off
Flovoc_HA_HIGH

| m

Settings...

Turn Off...
Shut Down...

3. Logininto the OVOC server by SSH, as ‘acems’ user and enter password acems.
4. Switchto 'root' user and provide root password (default password is root):

Su - root

5. Type the following command:

# EmsServerManager

6. Verify that all processes are up and running (Viewing Process Statuses on page 104) and verify

login to OVOC Web client is successful.
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7. Verify that the Date and Time are set correctly (see Date and Time on page 133 to set the date
and time).

8. Setthe OVOC server network IP address as described in Server IP Address on page 117.

9.

Configure other settings as required (Getting Started on page 101).
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13 Installation and Upgrade Troubleshooting of
the Operational Environment

This section describes the different scenarios for troubleshooting the operational environment.

= If you attempted to upgrade and your system did not meet the minimum hardware
requirements, the following message is displayed:

Figure 13-1: Minimum Hardware Requirements Upgrade

Checking the operational environment

hecking hardware spec - Tue Feb 5 13:14:36 IST 2019

not meet the minimal requirements for WM
Minimal requirements: CPU: 2.50 GHz 1 core, RAM: 16 GB,
Actual setup: : 1 core, RAM:

R
FATAL ERROR: Could not install the application - the em does not meet minimal hardware requirements
bbb bbb R R R

m Ifthe OVOC server hardware configuration is changed and then the server is restarted, the
following message is displayed in the /var/log/ems/nohup.out file.

Figure 13-2: Minimum Hardware Requirements System Error

not meet the minimal requirements for VM
Minimal requirements: CPU: 2.58 GHz 1 core, RAM: 16 GB,
Actual setup: CPU: 1 core, RAM:

Unable to start application
O

= Whenever an upgrade or clean installation is performed and the user then later changes the
hardware settings, which results in the minimum requirements not being met, the following
message is displayed in the OVOC Server ManagerStatus screen :

Figure 13-3: Status Screen Error

---Status---

Floating License Se
Pref Monitoring Server
Tomcat Ser
Apache HTTP Server
Oracle DB
Oracle Listener
ndra
SNMP Agent
NTP Daemon

Minimal requirement : 2.50 GHz 1 core, RAM: 16 GB, D1
Actual setup: CPU: 1 core, RAM:

Press 'Enter' key to go back to the main menu...J]
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= Whenever an upgrade or clean installation is performed and the user then later changes the
hardware settings, which results in the minimum requirements not being met, the following is
displayed in the OVOC Server ManagerGeneral Info screen:

Figure 134: General Info Minimum Requirements

Collecting information...

Machine information

|Environment: Virtual(Manufacturer: VMware, Inc.)

|Product MName: VMware Virtual Platform

|Spec: Minimal em requirements not me See Status screen for more details.
|CPU: Intel(R) ¥eon(R) CPU E5-2640 v4 @ 2.40GHz, 5 1

|[Memory: 14877 MB

|Network:

VMware VMXNET3 Ethernet Controller (rev 01)

MOUNTPOINT SIZE FSTYPE STATE  VENDOR
AK
5806 running VMware
26 xfs
4986 LVMZ_member
|-wvg-root / 206 xfs running
|-vg-swap [SWAP] 7.86 swap running
|-wvg-data /data 2546 xfs running
|-vg-meta /meta 512M xfs running
| -vg-opt fopt 206 xfs running
| -wg-oracle foracle 256 xfs running
| -wg-var Jvar 206 xfs running
“=vg-home /home 1506 xfs running
sr@ 16824M running NECVMWar
Loop® /misc/cd 2.16 iso09660 Loop
|Data usage:
/dev/mapper/vg-data 2546 1796 766 71% /data
16.3.180.50: /datal/7.6.1000/DVD3,/7.6.1082 4596 2816 1556 65% /ins

: 7.6.1075
)¢ : Linux 3.18.8-957.1.3.el7.x86_64 x86 64
|05 Revisi : Cent0S 7 for EMS Server (Rev. 18)
|Java Ver : java full version "1.8.0_201-bo9"
|Apache version  : Apache/2.4.6 (Cent0S) Server built: Mov 5 2018 81:47:89
|Cassandra version: 3.11.2
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OVOC Server Machine
Backup and Restore

This part describes how to restore the OVOC server machine from a backup.
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OVOC Server Backup

There are two main backup processes that run on the OVOC server:

= Weekly backup: runs once a week at a pre-configured date & time (default is Saturday 02:00).
In this process, the whole database is backed up into several “RMAN?” files that are located in
/data/NBIF/EMSBackup/RmanBackup directory. In addition, many other configuration and
software files are backed up to a TAR file in the /data/NBIF/EMSBackup/RmanBackup
directory. In general, this TAR file contains the entire /data/NBIF directory’s content (except
'EMSBackup' directory), OVOC Software Manager content and server_xxx directory’s
content.

To change the weekly backup’s time and date, see Change Schedule Backup Time.

= Daily backup: runs daily except on the scheduled week day (see above). The daily backup
process backs up the last 24 hours. There are no changes in the TAR file in this process.

m  Cassandra backup: runs daily (runs prior to the above) and backs up the last 24 hours.

Daily and weekly backups run one hour after Cassandra. For example, if the backup time is 2:00,
Cassandra runs at 2:00 and the Weekly/Daily backup runs at 3:00.

e The Backup process does not backup configurations performed using EMS Server
Manager, such as networking and security.

e RmanBackup files are deleted during OVOC upgrade.

It is highly recommended to maintain all backup files on an external machine.

These files can be transferred outside the server directly from their default location by SCP or
SFTP client using 'acems’ user.

> Do the following:

1. Copy the backup tar files: /data/NBIF/EMSBackup/emsSServerBackup_<time&date>
<version>.tar file directory and /data/NBIF/EMSBackup/Cassandra<time&date>
<version>.tar file to an external machine.

Where:
e <time&date> is only an example; replace this path with your filename.
e <version> is the version number of the server release

2. Copy allfiles in /data/NBIF/EMSBackup/RmanBackup directory (including control.ctl and
init.ora files) to an external machine.

Change Schedule Backup Time
This step describes how to reschedule the backup time.

> To schedule backup time:
1. From the Application Maintenance menu, choose Change Schedule Backup Time.
2. Choose the day of the week that you wish to perform the backup.
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OVOC Server Restore

This section describes how to restore the OVOC server. This can be done on the original machine
that the backup files were created from or on any other machine.

© ® N o

& e |f you're running the restore process on a different machine, its disk size should be

the same as the original machine from which the backup files were taken.

e Restore actions can be performed only with backup files which were previously
created in the same OVOC version.

e |f you are restoring to a new machine, make sure that you have purchased a new
license file machine ID. AudioCodes customer support will assist you to obtain a
new license prior to the restore process.

To restore the OVOC server:

Install (or upgrade) OVOC to the same version from which the backup files were created. The
Linux version must also be identical between the source and target machines.

Use the OVOC server Management utility to perform all the required configurations, such as
Networking and Security, as was previously configured on the source machine.

For more details, see Getting Started on page 101.

Make sure all server processes are up in EMS Server Manager / Status menu and the server
functions properly.

Copy all the files you backed up in Chapter OVOC Server Backup on page 98 to /data/NBIF
directory by SCP or SFTP client using the 'acems' user. Overwrite existing files if required.

In OVOC Server Manager, from the Application Maintenance menu, select the Restore option.
Follow the instructions during the process; you might need to press Enter a few times.
After the restore operation has completed, you are prompted to reboot the OVOC server.

If you installed custom certificates prior to the restore, you must reinstall these certificates
(see Appendix Supplementary Security Procedures on page 189).
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Part V

OVOC Server Manager

This part describes the OVOC server machine maintenance using the OVOC server
Management utility. The OVOC server Management utility is a CLI interface that is used
to configure networking parameters and security settings and to perform various
maintenance actions on the OVOC server.

Warning: Do not perform OVOC Server Manageractions directly through the Linux OS
shell. If you perform such actions, OVOC application functionality may be harmed.

Note: To exit the OVOC Server Managerto Linux OS shell level, press q.
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Getting Started

This section describes how to get started using the OVOC Server Manager.

Connecting to the OVOC Server Manager

You can either run the OVOC Server Manager utility locally or remotely:
= If youwishto runit remotely, then connect to the OVOC server using Secure Shell (SSH).

= If youwishtorunitlocally, then connect using the management serial port or keyboard and
monitor.

> Do the following:

-—

Login into the OVOC server by SSH, as ‘acems’ user and enter password acems.
2. Switchto 'root' user and provide root password (default password is root):

Su - root
3. Type the following command:
# EmsServerManager

The OVOC Server Managermenu is displayed:

Figure 16-1: OVOC Server ManagerMenu
oUOC Server 7.6.125 Management

.General Information
.Collect Logs
.Application Maintenance
.Metwork Configuration
.Date & Time

.Security

Diagnostics

Exit

& e Whenever prompted to enter Host Name, provide letters or numbers.

e Ensure IP addresses contain all correct digits.

e For menu options where reboot is required, the OVOC server automatically reboots
after changes confirmation.

e For some of the configuration options, you are prompted to authorize the changes.
There are three options: Yes, No, Quit (y,n,q). Yes implements the changes, No
cancels the changes and returns you to the initial prompt for the selected menu
option and Quit returns you to the previous menu.

The following describes the full menu options for the OVOC Management utility:

m  Status — Shows the status of current OVOC processes (Viewing Process Statuses on
page 104)
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General Information — Provides the general OVOC server current information from the Linux
operating system, including OVOC Version, OVOC server Process Status, Oracle Server
Status, Apache Server Status, Java Version, Memory size and Time Zone ( Viewing General
Information on page 106).

Collect Logs — Collates all important logs into a single compressed file (Collecting Logs on
page 108):

e General Info

e Collect Logs

Application Maintenance — Manages system maintenance actions ( Application Maintenance
on page 110):

e Start/ Restart the Application

e Stop Application

e Web Servers

e Change Schedule Backup Time

e Restore

e License

e  Shutdown the machine

e Reboot the machine

Network Configuration — Provides all basic, advanced network management and interface
updates (Network Configuration on page 117):

e Server|P Address (The server will be rebooted)

e Ethemet Interfaces (The server will be rebooted)

e Ethernet Redundancy (The server will be rebooted)

e DNS Client

o NAT

e Static Routes

e SNMP Agent

e SNMPv3 Engine ID

Date & Time — Configures time and date settings (Date and Time Settings on page 131):
e NTP

e Timezone Settings

e Date and Time Settings

Security — Manages all the relevant security configurations (Security on page 134):
e AddOVOC user

e SSH

e Oracle DB Password (OVOC server will be stopped)

e Cassandra DB Password (OVOC server will be stopped)
e OS Users Passwords

e HTTP Security Settings:

TLS Version 1.0

TLS Version 1.1

Show Allowed SSL Cipher Suites

Edit SSL Cipher Suites Configuration String

Restore SSL Cipher Suites Configuration Default
Manage HTTP Service (Port 80)

Manage IPP Files Service (Port 8080)

® 6 6 6 6 O o
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Manage IPPs HTTP (Port 8081)

Manage IPPs HTTPS (Port 8082)

OVOC REST (Port 911)

Floating License REST (Port 912)

OVOC WebSocket (Port 915)

SBC HTTPS Authentication

Enable Device Manager client secured communication (Apache will be restarted)
Change HTTP/S Authentication Password for NBIF Directory
File Integrity Checker

Software Integrity Checker (AIDE) and Prelinking

USB Storage

Network Options

® ¢ 6 6 6 0 0 o

Audit Agent Options (the server will be rebooted)

Enable Statistics Report Web Page Secured Connection (OVOC application will be
restarted).

Server Certificates Update
SEM-AudioCodes devices communication

Diagnostics — Manages system debugging and troubleshooting (Diagnostics on page 160):

Server Syslog

Devices Syslog
Devices Debug

Server Logger Levels
Network Traffic Capture

Using the EMS Server Manager

The following describes basic user hints for using the EMS Server Manager:

The screens displaying the Main menu options in the procedures described in this section are
based on a Linux installation with 'root' user permissions.

The current navigation command path is displayed at the top of the screen to indicate your
current submenu location in the CLI menu. For example, Main Menu > Network
Configuration > Ethernet Redundancy.

You can easily navigate between menu options using the keyboard arrow keys or by typing the
menu option number.

Each of the menu options includes an option to return to the main Menu "Back to Main Menu"
and in some cases there is an option to go back to the previous menu level by specifying either
"Back" or "Quit".
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Viewing Process Statuses

You can view the statuses of the currently running OVOC applications.

>

1.

To view the statuses of the current OVOC applications:

From the OVOC server Management root menu, choose Status, and then press Enter; the
following is displayed:

Figure 17-1: Application Status

Application
Watchdog
_DU[J[: Server

SEM M8 Lyn
SEHM Endpoin
Floating Lic Servep
Perf Monitoring Server
Webhsocket Server
Tomcat Server
Apache HITP Server

Oracle DB
zle Listener

(En::: ra
SHHMP Agent
HTFP Dasmon

Press 'Enter’ key to go hack to the main menu...[H

The following table describes the application statuses.

Table 17-1: Application Statuses

Application Status

Watchdog Indicates the status of the OVOC Watchdog process.

ovoC Indicates the status of the OVOC server process.

server

SEM CPEs Indicates the status of the XML based SEM communication between the
Server devices and the SEM CPEs Server.

SEM MS Indicates the status of the Skype for Business Server MS-SQL Server HTTP/S
Lync Server | connection.

SEM Indicates the status of the Endpoint Server, which manages the UDP
Endpoints connection with the Endpoints (IP Phones) for SIP Publish RFC 6035
Server messages.

Floating Indicates the status of the connection between the OVOC server and the
License Floating License service.

Server

Performance | Indicates the status of the internal SNMP connection used by the OVOC
Monitoring server for polling managed devices.

Server

WebSocket Indicates the status of the internal connection between the WebSocket client
Server and the OVOC server. This connection is used for managing the alarm and
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Application

Tomcat
Server

Apache
Server

Oracle DB

Oracle
Listener

Cassandra

SNMP
Agent

NTP
Daemon

Status
task notification mechanism in the OVOC Web.

Indicates the status of the Tomcat server, which manages the connection to
the browser’s statistics page.

Indicates the status of the Apache server, which manages the following
connections:

HTTP/S connection with the AudioCodes device,
The OVOC server-Client connection.

The HTTP connection that is used by Endpoints for downloading firmware and
configuration files from the OVOC server.

Indicates the status of the Oracle Database process.

Indicates the status of the Oracle Listener process.

Indicates the status of the Cassandra database that manages Call Details and
SIP Ladder messages.

Indicates the status of the Linux SNMP Agent process. This agent is not
responsible for the SNMPv2/SNMPv3 connection with the AudioCodes
devices.

Indicates the status of the NTP Daemon process.
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18 Viewing General Information

This section describes the General Information and Logs collection options. The General
Information option provides detailed information about the OVOC server configuration and current
status variables. The following information is provided:

m  Components versions: OVOC, Linux, Java, Apache

m Components Statuses: OVOC server process and security, Watchdog, Apache, Oracle,
SNMP agent, Tomcat and SEM.

= Memory size and disk usage

= Network configuration

m  Time Zone and NTP configuration
m Userlogged in and session type

> To view General Information:

1. From the OVOC Server Managerroot menu, choose General Information, and then press
Enter; the following is displayed:

Figure 18-1: General Information

disk running UHware

part

part
i—vg—root ’ i lvm running
i—vg—swap [SWarl lvm running
i—vg—data sdata 384 lvm running
i—vgmeta smeta lvm running
i—vgopt sopt lvm running
ivgoracle soracle lvm running
I—vg—var svar lvm running
*—wg—home home lvm running

=rf rom running

iData usage:

IiG 498G 265G 13x sdata

i0UOC Uersion

108 Uersion Linux 3_18_.8-957_1_3_el7_xB6_64 x8B6_1

108 Revizion CentDS 7 for FME Server (Hev. 18)

iJava Uersion Java full version "1.8.8 281 -ha9"

iApache version Apaches2 _4_6 (Cent05) Server built: 5 2818 E1-47:-97
iCassandra version: 3.11.2

[l

2. Press <more> to view more information; the following is displayed:

Figure 18-2: General Information

Server’s Network:
Interface
Host MHame
IP Address
Sulnet Hask
Hetwork Address

enz168
vEMS -84
172.17.148_84
255.255.255.8
172.17.148.8

Date & Time Information
iDate & Time 13822817 18:-13:-161
iTime Zone Israel (IST, +HZ28H)>

Hetwork Time FProtocol
Server H1
Peer:

Sync source

+ac lads#S _corp_a
52_166_.128_77
3

Unicast

853 zeconds ago
Polling interval: 1824 seconds

Reach = 377 <all attempts successfull
Delay = 13.842 m=.

5.534 m=s.

48 _481 ns.
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Sync source

Lazt response H
Polling interval:

32-166-123-??

Unicast
853 zeconds ago
1824 seconds

Reach : 377 (all attempts successful)

Suync source
Stratum:

Laszt responsze
Polling interval

*aclads#l .corp.-a
i8_1.1._18
4

Unicast
875 seconds ago
1824 seconds

= 377 (all attempts successfuld

—7_824 ns.
16422 ms.

Press 'Enter’ key to back to main menu...[]

Figure 18-3:
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Collecting Logs

This option enables you to collect important log files. All log files are collected in a single file log.tar

that is created under the user home directory. The following log files are collected:
m  OVOC server Application logs

m  General Info logs

m  Apache logs and configuration files

m Cassandra DB logs

m  OSlogs

m  Oracle DB logs

m  Hardware information (including disk)
m  OS Configuration

= Rmanlogs

m  Tomcat logs

m Installation logs

m  Oracle Database logs

m  Server's Syslog Messages
= Yafic scanfiles

= Topology file

m  Topology export file

m Licensefile

= Relevant network configuration files (including static routes)

> To collect logs:

m  Fromthe OVOC server Management root menu, choose Collect Logs, and then press Enter;

the OVOC server commences the log collection process:

Figure 19-1: OVOC Server Manager — Collect Logs

Eile Edit Setup Control Window Help

pllecting logs

ollecting OUOC Server logs...
i Generallnfo logs...

Apache logs + configuration files...
Cassandra DB logs...
05 logs...
Oracle DB logs...
hardware configuration...
08 configuration...
Rman Log Files
Tomcat Log Files
Installation Log Files
Yafic Scan Files
Topology File
Topology Export file
Licensze File

acking TAR file...

This process can take a few minutes. Once the file generation has completed, a message is
displayed on the screen informing you that a Diagnostic tar file has been created and the location of

the tarfile:
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Figure 19-2: TAR File Location
|Ei|e Edit Setup Control Window Help

logs

oUOC Server logs...
Generallnfo logs...
Apache logs + configuration files...
Cassandra DB logs...

0% logs...

Oracle DB logs...
hardware configuration...
08 configuration...

Rman Log Files

Tomcat Log Files
Installation Log Files
Yafic Scan Files
Topology File

Topology Export file
License File

adding: logs.tar <deflated 93x>

Logs can be found in Yhomesacemsz/logs _tar_zip

Press Enter to continue

-109 -




CHAPTER 20 Application Maintenance OVvOC | IOM

20 Application Maintenance

This section describes the application maintenance.

> To configure application maintenance:

m  From the OVOC Server Manager root menu, choose Application Maintenance; the following
is displayed:

Figure 20-1: Application Maintenance

Nitart/Restart Application|
.Stop Application

llebh Servers

.Change Schedule Backup Time
.Restore

.License

.Shutdown the Machine
.Reboot the Machine

-Quit to main Menu

This menu includes the following options:

e Start/Restart Application .(Start or Restart the Application below

e Stop Application (Stop the Application on the next page)

e Web Servers (Web Servers on the next page)

e Change Schedule Backup Time (Change Schedule Backup Time)

e Restore (Restore on page 112)

e License (License on page 112)

e  Shutdown the Machine ( Shutdown the OVOC Server Machine on page 115)
e Reboot the Machine (Reboot the OVOC Server Machine on page 116)

Start or Restart the Application
This section describes how to start or restart the application.
> To start/restart the application:

1. From the Application Maintenance menu, choose Start/Restart the Application, and then
press Enter; the following is displayed:
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Figure 20-2: Start or Restart the OVOC server
QUOC Server 7.6.125 Management

OUOC Server is started. Restart OUOC Server?
b Ve 5|
2.No

2. Do one of the following:
e Select Yes to start/restart the OVOC server
e Select No to start/restart the OVOC server

Stop the Application

1. Inthe Application menu, choose option Stop Application.
2. You are prompted whether you wish to stop the OVOC server.

Figure 20-3: Stop OVOC server

Stop OUOC Server?
1.
2.No

Web Servers

m  From the Application maintenance menu, choose Web Servers, and then press Enter; the
following is displayed:
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Figure 20-4: Web Servers

iThe Apache Server Proce

iThe Tomcat Server’s Processes are:
1Port CHTTP>:
Port (IPP=z FILES>»:

iPort CIPP= HTTP):
iPort CIPPs HITPS>:

pStop the Apache Serve

.8top the Tomcat Server

.Cloze HTTP Service <(Port BB

.Close IPP Files service (Port 3088)>
.GClose IPPs HTTP <(Port BO81>

.Clozse IPPz HITPE (Port BABZ)>

.Back

Quit to main Menu

== =y g VR LY L]

Apache and Tomcat Server Processes

This section describes how to open and close the Apache and Tomcat Web server connections.

> To stop the Apache server:
= Inthe Web Servers menu, choose option Stop/Start Apache Server, and then press Enter.

> To stop the Tomcat server:
= Inthe Web Servers menu, choose option Stop/Start Tomcat Server, and then press Enter.

Change Schedule Backup Time

This option enables you to reschedule the time that you wish to back up the OVOC server (OVOC
Server Backup on page 98).

Restore

This option enables you to restore the OVOC server to the latest backed up version (OVOC Server
Restore on page 99).

License

The License menu enables you to view the details of the existing license or upload a new license.

The OVOC server License (SBC License pool, IP Phones and Voice Quality) should have a valid
license loaded to the server in order for it to be fully operational.

To obtain a valid license for your OVOC server License you should activate your product through
License Activation tool at htttp://www.AudioCodes.com/swactivation. .

You will need your Product Key (see below) and the Server Machine ID (see below) for this
activation process:

= ProductKey: the Product Key string is used in the customer order for upgrading the OVOC
product. For more information, contact your AudioCodes partner.

m  Machine ID: indicates the OVOC Machine ID that should be taken from the server as shown in
the screen below (enter this ID in the Fingerprint field in the Activation form). This ID is also
used in the customer order process when the product key is not known (for more information
contact your AudioCodes representative).

m License Status: indicates whether the OVOC license is enabled (OVOC Time License on the
next page below).

-112 -



CHAPTER 20 Application Maintenance OVvOC | IOM

m  OVOC Advanced: indicates whether the SEM license is enabled (default-no). When this
parameter is set to default, the following licenses are available for the SEM:

e Devices Number=2

e |P Phones Number =10
e SEM Sessions =10

e SEMUsers=10

When set to Yes, the above parameters can be configured according to the number of
purchased licenses

= Expiration Date: indicates the expiration date of the OVOC time license. By default, this field
displays 'Unlimited' ( below).
The time zone is determined by the configured date and time in the Date & Time menu
(Timezone Settings on page 132).

& e  When you order AudioCodes devices (MediantSBC and MediantGateway
AudioCodes products), ensure that a valid feature key is enabled with the "OVOC"
parameter for those devices that you wish to manage. Note that this feature key is
a separate license to the OVOC server license.

e Licenses can be allocated to Tenants in the OVOC Web according to the license
parameters displayed in the License screen (see example inOVOC Time License
below).

OVOC Time License

The OVOC time license sets the time period for product use. When the time license is enabled and
the configured license time expires, the connection to the OVOC server is denied. The time based
license affects all the features in the OVOC including the SBC License Pool, Devices (entities
managed by the Device Manager) and Voice Quality Management. When the OVOC server time
license approaches or reaches its expiration date, the ‘License alarm’ is raised (Refer to the One
Voice Operations Center Alarms Guide).

> To view the license details or upload a new license:

1. Copy the license file that you have obtained from AudioCodes to the following path on the
OVOC server machine:

/home/acems/<License_File>

2. From the Application Maintenance menu, choose License option, and then press Enter; the
current License details are displayed:
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Figure 20-5: License Manager

License CGConfiguration MHanager:
Server Machine ID: B?CBB237BADF
Product Key: B?CBB237VBBADF
License Status:

QUOC Advanced:

Expiration Date: B2-06-2022

Status:

SBC Sessions:

SBC Registrations:

SBC Transcoding:
Signaling:

Managed Devices: 1,088,880
SBC Sessions: 100,066,884
SBC Registrations: 18,800,088
SBC Transcoding: 1.6068. 884
SBC Signaling: 168.6888.8608
CB Uzers:- 1_008d. 000
CB PBX Users: 1. 06060.8808
CB Analog Devices: 186,884
CB Uoicemail Accounts: 188,884

Total Devices: 18.06808,.880
Total Endpoints: 106,866 884
Total Sessions: Z2.0600.000.H008
Total Users: 1088.0808,.0860

b Wload Licensel
b.Back

g-Quit to main Menu

Table 20-1: License Pool Parameters

License Type License Parameter
Floating License

SBC Sessions The number of concurrent floating license call sessions supported by the
SBCs in your deployment

SBC The number of floating license SIP endpoints that can register with the
Registrations SBCs allowed by your license.

SBC The number of floating license transcoding sessions supported by the
Transcoding SBCs in your deployment.

SBC Signaling The number of floating license signaling sessions supported by the SBCs
in your deployment.

Fixed License Pool

SBC Managed The total number of devices (SBCs, gateways and MSBRs) that can be
Devices managed by the License Pool.
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License Type

SBC
Registrations

SBC Sessions

SBC Signaling

SBC
Transcoding

CB Analog
Devices

CB PBX Users
CB Users

CB Voicemail
Accounts

Endpoints
Devices
Voice Quality

OVOC Managed
Devices

Devices
Sessions

Users

License Parameter

The number of SIP endpoints that can register with the SBCs allowed by
your license.

The number of concurrent call sessions supported by the SBCs in your
deployment.

The number of SBC signaling sessions supported by the SBCs in your
deployment.

The number of SBC transcoding sessions supported by the SBCs in your
deployment.

Currently not supported.

Currently not supported.
The supported number of CloudBond 365 users

Currently not supported.

The number of endpoints supported by the Device Manager Pro application.

The number of Voice Quality monitored devices (SBCs, gateways and
MSBRs).

The number of Voice Quality monitored endpoints.

The number of concurrent Voice Quality monitored call SBC sessions.

The number of Voice Quality monitored users supported by the SBC.
The minimum number of Voice Quality user licenses is 10. If

less than 10 user licenses are purchased, then Skype for
Business devices cannot be added in the OVOC Web interface.

3. Toload anew license, choose option 1.
4. Enterthe license file path and name.
5. Restart the OVOC server.

Shutdown the OVOC Server Machine

This section describes how to shut down the OVOC server machine.

> To shut down the OVOC server machine:

1. From the Application Maintenance menu, choose Shutdown the Machine, and then press
Enter.

2. Typey to confirm the shutdown; the OVOC server machine is shutdown.
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Reboot the OVOC Server Machine

This section describes how to reboot the OVOC server machine.

> To reboot the OVOC server machine:
1. From the Application Maintenance menu, choose Reboot the Machine, and then press Enter.
2. Typey to confirm the reboot; the OVOC server machine is rebooted.
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21 Network Configuration

This section describes the networking options in the EMS Server Manager.

> To run the network configuration:
m  From the OVOC Server Managerroot menu, choose Network Configuration; the following is
displayed:

Figure 21-1: Network Configuration

.Ethernet Interfaces
.Ethernet Redundancy
.DHNE Client

-NAT

.Etatic Houtes
Proxy Settings
.SHMP Agent

Quit to main Menu

This menu includes the following options:

m  Server IP Address (the server will be rebooted) ( Server IP Address below).

m  Ethernet Interfaces (the server will be rebooted) (Ethernet Interfaces on the next page).
m Ethermet Redundancy (the server will be rebooted) (Ethernet Redundancy on page 121).
m  DNS Client (DNS Client on page 125).

NAT (NAT on page 126).

m  Static Routes (Static Routes on page 126).

m  OVOC Proxy Settings (Proxy Settings on page 127)
= SNMP Agent (SNMP Agent on page 128).
Server IP Address

This option enables you to update the OVOC server's IP address. This option also enables you to
modify the OVOC server host name.

When this operation has completed, the OVOC automatically reboots for the changes
to take effect.

> To change Server’s IP address:

1. From the Network Configuration menu, choose Server IP Address, and then press Enter; the
following is displayed:
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Figure 21-2: EMS Server Manager — Change Server's IP Address

File Edit Setup Control Window Help

rent OUOC Server IF Configuration (Server Hetwork?:-
Host Hame:= OQUOC-4
IF: 16.3.188._4
Subnet Hask:- B.8.8.8
NHetwork Address: B.8.8.8
Default Gateway: 18.3_8.1

Do you want to change the server’s network configuration 7 (yp/n)>

2. Configure IP configuration parameters as desired.

Each time you press Enter, the different IP configuration parameters of the OVOC server are
displayed. These parameters include the Server Host Name, IP address, Subnet Mask,
Network Address and Default Gateway.

3. Typey to confirm the changes, and then press Enter.

Figure 21-3: IP Configuration Complete
Eile Edit Setup Control Window Help

rent QUOE Server IP Configuration (Server MHetwork):
Host Hame:= OUOC—4
IP- 18.3.188_4
Subnet Mask:- 8.8.8.8
MHetwork fAddress- @.8.8.0
Default Gateway:- 18.3_ 8.1

o you want to change the server’'s network configuration 7 <ysn2> vy

ostname [OUOC-41:

P Address [18.3.188_41:
ubnet Maszk [B.8.8.61]1:

ef ault Gateway [18.3.8_11:

pw OUOE Server IF Configuration (Server MHetwork):
Hostname:= QUOC-4
IP- 18.3.188_4
Subnet Hask:- 8.8.08.
MHetwork fAddress:
Defanlt Gateway:

Upon confirmation, the OVOC automatically reboots for the changes to take effect.

Ethernet Interfaces

This section describes how to configure Ethernet interfaces.

OVOC Client Login on all OVOC Server Network Interfaces

The OVOC server can be configured with up to four network interfaces (connected to different
subnets) as described above. You can connect to any one of the above interfaces directly from the
OVOC client login dialog. The “Server IP” field in OVOC client login dialog is set to the desired
OVOC server network interface IP address.
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Figure 21-4: OVOC server: Triple Ethernet Interfaces

One Voice Operations
Center Server Platform

®«[T] +LIITPCITTITLT *
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Devices
uthbound N

Backup Server

In case gateways are located in different subnets, static routes should be provisioned to allow the
connection from 'Southbound Network' to each one of the subnets. For Static Routes configuration,
Static Routes on page 126.

To ensure that the network configuration is performed successfully, test that the OVOC is suc-
cessfully connected to each one of the gateways by running the following basic tests:

= Adding the gateway to the OVOC application
m  Reviewingits status screen

m  Performing basic configuration action (set of ‘MG Location’ in Media Gateways Provisioning
Frame / General Setting tab)

m  Ensuring that the OVOC receives traps from the gateway by adding TP boards in one of the
empty slots and ensuring that the ‘Operational Info’ Event is received.

> To configure Ethernet Interfaces:

1. From the Network Configuration menu, choose Ethernet Interfaces, and then press Enter; the
following is displayed:
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Figure 21-5: EMS Server Manager — Configure Ethernet Interfaces

Nidd Interface
2_Remove Interface
3.MHodify Interface
b.Back
g-Quit to main Menu

2. Choose from one of the following options:
e Add Interface — Adds a new interface to the OVOC server ( Add Interface below).

e Remove Interface — Removes an existing interface from the OVOC server ( Remove
Interface on the next page).

e Modify Interface — Modifies an existing interface from the OVOC server ( Type y to
confirm the changes; the OVOC server automatically reboots for the changes to take
effect. on the next page).

Add Interface

This section describes how to add a new interface.

> To add a New Interface:

1. From the Ethernet Interfaces menu, choose option 1; a list of currently available interfaces (not
yet configured) is displayed.

2. Choose an interface (on HP machines the interfaces are called 'eno1', 'eno2', etc).
Choose the Network Type.
Enter values for the following interface parameters and confirm:
e |P Address
e Hostname
e  Subnet Mask
The new interface parameters are displayed.

Type y to confirm the changes; the OVOC server automatically reboots for the changes to take
effect.

o
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Figure 21-6: Add Interface Parameters

Add Interfa

Choose Interf
ethl

Hetwork Type:
1) Hetwork 1 (MG's Network)

Are you sure that you want to continue? (v/n/q) I

Remove Interface

This section describes how to remove an interface.
> To remove an existing interface:

1. From the Ethernet Interfaces menu, choose option 2; the following is displayed:

2. Choose the interface to remove.

3. Typey to confirm the changes; the OVOC server automatically reboots for the changes to take
effect.

Modify Interface

This section describes how to modify an existing interface.

> To modify an existing interface:

1. From the Ethernet Interfaces menu, choose option 3.

2. Choose the interface to modify; the following is displayed:

3. Change the interface parameters.

4. Typey to confirm the changes; the OVOC server automatically reboots for the changes to take

effect.

Ethernet Redundancy

This section describes how to configure Ethernet Redundancy. Physical Ethernet Interfaces
Redundancy provides failover when you have multiple network interface cards that are connected
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to the same IP link. The OVOC server supports up to four Ethernet interfaces. For enhanced
network security, it is recommended to use two interfaces and to define Ethernet ports redundancy
on both of them. For example, OVOC Clients [Northbound] and Gateways [Southbound]). This
option enables you to configure Ethernet ports redundancy.

When the operation is finished, the OVOC server automatically reboots for the changes
to take effect.

Figure 21-7: Physical Ethernet Interfaces Redundancy

i. OVOC Clients
. ] Morthbound Network
=

One Voice Operations
Center Server Platiorm

Devices
Southbound Network

> To configure Ethernet Redundancy:

1. From the Network Configuration menu, choose Ethernet Redundancy option, and then press
Enter; the following is displayed:

Figure 21-8: Ethernet Redundancy Configuration

Interface: eth@
Metwork: Server’s Netuwork
IPF Address: 18_.3_188_.7
Interface:- ethl
Mot configured
Interface:- eth2
Mot configured
Interface:z eth3

Mot configured
>1-
2.Remove BRedundant Interface
3.Modify Redundant Interface
b.Back
g-Quit to main Menu

2. This menuincludes the following options:
e Add Redundant Interface (Add Redundant Interface on the next page ).
e Remove Redundant Interface (Remove Ethernet Redundancy on the next page).
e Modify Redundant Interface (Modify Redundant Interface on page 124 ).

-122 -



CHAPTER 21 Network Configuration ovOoC | IOM

Add Redundant Interface

Remove a redundant interface under the following circumstances:
= You have configured an Ethernet interface (Add Redundant Interface above).

= Yourdefault router can respond to a ‘ping’ command, due to a heartbeat procedure between
interfaces and the default router (to verify activity).

> To add a redundant interface:
From the Ethernet Redundancy menu, choose option 1.

2. Choose the network type for which to create a new redundant interface (for example, 'OVOC
Client-Server Network').

3. Choose the interface in the selected network that you wish to make redundant (for example,
'ena’, 'enot’, 'eno2").
Choose the redundancy mode (for example, 'balance-rr', 'active-backup').

5. Typey to confirm the changes; the OVOC server automatically reboots for changes to take
effect.

—

Figure 21-9: Add Redundant Interface

Remove Ethernet Redundancy

This section describes how to remove an Ethermnet redundancy interface.
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> To remove the Ethernet Redundancy interface:
From the Ethernet Redundancy menu, choose option 2.
2. Choose the network redundancy to remove.
The current Ethernet redundancy configuration is displayed.

3. Typey to confirm the changes; the OVOC server automatically reboots for the changes to take
effect.

—

Figure 21-10: Ethernet Redundancy Interface to Disable

dancy Configuration

Modify Redundant Interface

This section describes how to modify a redundant interface.

> To modify redundant interface and change redundancy settings:

1. From the Ethernet Redundancy, choose option 3.

2. Choose the Ethemet redundancy interface to modify.

3. Change the redundancy settings.

4. Typey to confirm the changes; the OVOC server automatically reboots for the changes to take

effect.
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Figure 21-11: Modify Redundant Interface

Ethernet Redundancy Configuration

Interface:

DNS Client

Domain Name System (DNS) is a database system that translates a computer's fully qualified
domain name into an |P address. If a DNS server cannot fulfill your request, it refers the request to
another DNS server - and the request is passed along until the domain-name-to-IP-address match

is made.

This option enables you to configure the client side (Resolver). If there is no existing DNS
configuration, the option Configure DNS is displayed. If already configured, the option Modify
DNS is displayed.

> To Configure the DNS Client:

1. From the Network Configuration menu, choose DNS Client, press Enter, and then in the sub-
menu, choose Configure DNS; the following is displayed:
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Figure 21-12: DNS Setup

Do pou want to specify the local domain name 7 Cusniy
Local Domain Name: Brad

want to specify a search list 7 <(ysniy

List Cuse "." between domains names)>: Brad

Address 1: 18.1.1.18
Address 2: 18.1.1.11
Address 3: 168.1.1.12

Conf iguration:
Domain Hame:= Brad
Search List: Brad
DHE IP 1:- 18.1.1.18
DHS IPF 2:- 18.1.1.11
DHS IPF 3:- 18.1.1.12

sure that you want to continue? <{y-n-g> B

Specify the location domain. Type y to specify the local domain name or type n, and then press
Enter.

Specify a search list; type y to specify alist of domains (use a comma delimiter to separate
search entries in the list) or type n, and then press Enter.

Specify DNS IP addresses 1, 2 and 3.
Type y to confirm your configuration; the new configuration is displayed.

NAT

NAT is the process of modifying network address information in datagram packet headers
traversing a traffic routing device for the purpose of remapping a given address space to another.

>

P DN =

>
1.
2
3

To configure NAT:

From the Network Configuration menu, choose NAT, and then press Enter.
Enable the OVOC Server's NAT address.

Type y to confirm the changes.

Stop and start the OVOC server for the changes to take effect.

To remove NAT configuration:

Enter the value 1.

Type y to confirm the changes.

Stop and start the OVOC server for the changes to take effect.

Static Routes

This option enables you to add or remove static route rules. Static routes are usually only used in
conjunction with /etc/defaultrouter. Static routes may be required for network topology, where you
don’t want to traverse your default Gateway/Router. In this case, you will probably wish to make
the routes permanent by adding the static routing rules.

>

1.

To configure static routes:

From the Network Configuration menu, choose Static Routes, and then press Enter; the Static
Routes Configuration is displayed:
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Figure 21-13: Routing Table and Menu

Static Routes Configuration

ernel IP routing tahle
Genmask M55 Window
255.255.8.8
255.255.8.8
A.8.8.08 255.255.8.8
iA.3.8.1 8.8.8.8

WAdd Static Route

2 _Remove Static Route
b.Back
g-Quit to main Menu

2. From the Static Routes configuration screen, choose one of the following options:
e Add a Static Route
e Remove a Static Route

To add a static route:

From the Static Routes menu, choose option 1.
Enter the Destination Network Address.

Enter the router’s IP address.

N

Type y to confirm the changes.

To remove a static route:

From the Static Routes menu, choose option 2.

Enter the Destination Network Address for the static route you wish to remove.
Enter the router's IP address.

N

Type y to confirm the changes.

Proxy Settings

This option enables the configuration of a proxy server connection that is used to connect to
between OVOC and a remote platform such as AudioCodes Floating License. The connection is
configured over HTTP/HTTP/FTP .

> To configure proxy settings:
1. From the Network Configuration menu, choose Proxy Settings.

2. Select Configure Proxy, and confirm that you wish to configure the HTTP/HTTPS/FTP Proxy
server.

3. Enterthe IP address and port of the proxy server.
Enter the Proxy username and password.

5. Enter"No Proxy" addresses (a list of IP addresses for connecting directly from OVOC and not
through a proxy server).
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Figure 21-14: Proxy Settings

arc
for URL=:

hlank to disable

& HTTPS Proxy server is currently not supported.

SNMP Agent

The SNMP Management agent enables access to system inventory and monitoring and provides
support for alarms using the industry standard management protocol: Simple Network Management
Protocol (SNMP). This agent serves OVOC, NMS, or higher level management system
synchronization. This menu includes the following options:

= Stop and start the SNMP agent
m  Configure the SNMP agent including:
e Configure the SNMP agent listening port (SNMP Agent Listening Port on the next page)

e Configure the northbound destination for linux system traps forwarding (Linux Trap
Forwarding Configuration on the next page).

e Configure the SNMPv3 Engine ID (Server SNMPv3 Engine ID on page 130)

> To configure SNMP Agent:
1. From the Network Configuration menu, choose SNMP Agent, and then press Enter.

Figure 21-15: SNMP Agent

SMMP Agent Status:

b Conf ig e SNMFP Agent
2.5tart SNMP Agent
b.Back

g-Quit to main Menu

The SNMP Agent status is displayed.

> To start the SNMP Agent:
m  Choose option 2.
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> To configure SNMP Agent:
1. Choose option 1.

Figure 21-16: Configure SNMP Agent

BRRCHNE figent Listening FPort

2_Linux System Traps Forwarding Configuration
3.5NMPu3 Engine ID

bh.Back

g.Quit to main Menu

SNMP Agent Listening Port

The SNMP Agent Listening port is a bi-directional UDP port used by the SNMP agent for listening
for traps from managed devices. You can change this listening port according to your network

traffic management setup.

> To configure SNMP Agent Listening port
1. Choose option 1.

Figure 21-17: SNMP Agent Listening Port

RCHAF fAgent Listening Port

2.Linux System Traps Forwarding Configuration
3.EHMPuv2? Engine ID

h.Back

g-Quit to main Menu

2. Configure the desired listening port (default 161).

Linux Trap Forwarding Configuration

This option enables you to configure the northbound interface for forwarding Linux system traps.

> To configure the Linux System Traps Forwarding Configuration:

1. Choose option 2.
2. Configure the NMS IP address.
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3. Enter the Community string; the new configuration is applied.

Server SNMPv3 Engine ID

The OVOC server Engine ID is used by the SNMPv3 protocol when alarms are forwarded from the
OVOC to an NMS. By default, the OVOC server SNMPv3 Engine ID is automatically created from
the OVOC server IP address. This option enables the user to customize the OVOC server Engine
ID according to their NMS configuration.

> To configure the SNMPv3 Engine ID:

1. From the Network Configuration menu, choose SNMPv3 Engine ID, and then press Enter; the
following is displayed:

Figure 21-18: EMS Server Manager — Configure SNMPv3 Engine ID

SHMPv3 Engine ID Configuration

{0 in all walues return to default configuration)
e[0] {walid range -128 .. 12.,:.

2. Enter'12' separate bytes ranges of the Engine ID (each valid range from between -128 to 127).
In each case, press Enter to confirm the current value insertion and then proceed to the next
one.

3. Whenall Engine ID bytes are provided, type y to confirm the configuration. To return to the root
menu of the EMS Server Manager, press q.

Figure 21-19: SNMPv3 Engine ID Configuration — Complete Configuration

SNMPv3 Engine ID Configuration

Server's SHMPv3 Engine ID {0 in all walues return to default configuratiom)
Byte[0] {valid range -128 .. 127):21
Byte[l] {valid range -128 .. 127):23
{valid range -128 .. 127):
{valid range S [0 B Ji=
{valid range S [ B Y1
{valid range .- 127)
{valid range .. 127
{valid range -128 .. 127):
{valid range -128 .. 127):
{valid range -128 .. 127):
[10] {(valid range -128 .. 127):
[11] {valid range -128 .. 127):127

Engine ID: 21.23.2.5.3.78.-17.-56.121.117.-111.127
Are you sure that you want to continue? (y/n/q) I
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22 Date and Time Settings

This option enables you to change the system time and date.

> To change system time and date:

m  From the OVOC server Management root menu, choose Date & Time, and then press Enter;
the following is displayed:

Figure 22-1: EMS Server Manager - Change System Time & Date

This menu includes the following options:

e NTP NTP below

e Timezone Settings Timezone Settings on the next page
e Date & Time Settings Date and Time Settings above

NTP

Network Time Protocol (NTP) is used to synchronize the time and date of the OVOC server (and all
its components) with other devices in the IP network.

This option enables you to configure the OVOC server to obtain its clock from an external NTP
clock source and other devices that are connected to the OVOC server in the IP network can
synchronize with this clock source. These devices can be any device containing an NTP server or
client.

Alternatively, you can configure the NTP server to allow other devices in the IP network to
synchronize their clocks according to the OVOC server clock.

& e Itis recommended to configure the OVOC server to synchronize with an external
clock source because the OVOC server clock is less precise than other NTP
devices.

e Configure the same NTP server on both the OVOC server and the AudioCodes
device.

e When connecting the Skype for Business Front-End server, ensure that the same
NTP server clock is used on both the OVOC server and Skype for Business server.

e |f you configure NTP server on the device, it is recommended to configure the
same NTP server settings on the device and the OVOC server.

> To configure NTP:
1. From the Date & Time menu, choose NTP, and then press Enter; the following is displayed:
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Figure 22-2: EMS Server Manager - Configure NTP

2. Fromthe NTP menu, choose option 1 to configure NTP.
3. At the prompt, do one of the following:

e Typey forthe OVOC server to act as both the NTP server and NTP client. Enter the IP
addresses of the NTP servers to serve as the clock reference source for the NTP client
(Up to four NTP servers can be configured).

e Type nforthe OVOC server to act as the NTP server only. The OVOC server is
configured as a Stand-alone NTP server. The NTP process daemon starts and the NTP
status information is displayed on the screen.

Stopping and Starting the NTP Server
This section describes how to stop and start the NTP server.
> To start NTP services:
m  From the NTP menu, choose option 2, and then choose one of the following options:
e IfNTP Serviceis on: Stop NTP

e IfNTP Service is off: Start NTP
The NTP daemon process starts; when the process completes, you return to the NTP menu.

Restrict Access to NTP Clients
This section describes how to restrict access to NTP clients.
> To allow access to NTP clients:

m  From the NTP menu, choose option 3 to allow or restrict access to NTP clients; the screen is
updated accordingly.

Timezone Settings

This option enables you to change the timezone of the OVOC server.
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A The Apache server is automatically restarted after the timezone changes are confirmed.

> To change the system timezone:
1. From the Date & Time menu, choose Time Zone Settings, and then press Enter.
2. Enterthe required time zone.

3. Typey to confirm the changes; the OVOC server restarts the Apache server for the changes to
take effect.

Date and Time
This option enables you to set the date and time.

> To set the date and time:

1. From the Date & Time menu, choose Date & Time Settings, and then press Enter; the current
server time is displayed:

Figure 22-3: Change System Time and Date Prompt

Server's Time Is: [23-18-2013 B9:56:381
Hew Time <{mmddHHMMyyyy_ 85> [1: ]

2. Enterthe new time as shown in the following example:

mmddHHMMyyyy.SS : month(08),day(16),Hour(16),Minute(08),year(2007),”.” Second.
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23 Security

The OVOC Management security options enable you to perform security actions, such as
configuring the SSH Server Configuration Manager, and user’'s administration.

> To configure security settings:

m  Fromthe OVOC Server Managerroot menu, choose Security, and then press Enter, the
following is displayed:

Figure 23-1: Security Settings

This menu includes the following options:

e Add OVOC User (OVOC User below)

e SSH (SSH on the next page)

e Oracle DB Password (EMS and SEM applications will be stopped) (Oracle DB Password
on page 141)

e OS Users Password (OS Users Passwords on page 142)

e File Integrity Checker (File Integrity Checker on page 145)

e HTTP Security Settings (HTTP Security Settings on page 154

e Software Integrity Checker (AIDE) and Pre-linking (Software Integrity Checker (AIDE) and
Pre-linking on page 145)

e USB Storage (USB Storage on page 145)

e Network options (Network Options on page 146)

e Audit Agent Options (Auditd Options on page 147)

e HTTPS/SSL/TLS (HTTPS/SSL/TLS Security on page 147)

OVOC User

This option enables you to add a new administrator user to the OVOC server database. This user
can then log into the OVOC client. This option is advised to use for the operator's definition only in
cases where all the OVOC application users are blocked and there is no way to perform an
application login.
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To add an OVOC user:
From the Security menu, choose Add OVOC User, and then press Enter.

>
1
2. Enter the name of the user you wish to add.
3. Enterapassword for the user.
4

Type y to confirm your changes.

A Note and retain these passwords for future access.

SSH

This section describes how to configure the OVOC server SSH connection properties using the
SSH Server Configuration Manager.

> To configure SSH:
1. From the Security menu, choose SSH; the following is displayed:

Figure 23-2: SSH Configuration

MConf ig e 55H Log Leve
.Conf igure 55H Banner

.Configure 585H on Ethernet Interfaces
.Disable 58H Password Authentication
.Enabhle 58%H IgnorelserKnownHostsz parameter
.Configure 55H Allowed Hosts

-Back

-Quit to main Menu

This menu includes the following options:

e Configure SSH Log Level (SSH Log Level below).

e Configure SSH Banner (SSH Banner on the next page).

e Configure SSH on Ethernet Interfaces (SSH on Ethernet Interfaces on the next page).

e Disable SSH Password Authentication (Enable/Disable SSH Password Authentication on
page 138).

e Enable SSH Ignore User Known Hosts Parameter (Enable SSH IgnoreUserKnownHosts
Parameter on page 138).

e Configure SSH Allowed Hosts (SSH Allowed Hosts on page 139).

SSH Log Level

You can configure the log level of the SSH daemon server. The log files are found at the location
'/var/log/secure' (older records are stored in secure.1, secure.2 etc.).

> To configure the SSH Log Level:
1. From the SSH menu, choose option 1, and then press Enter; the following is displayed.

-135-



CHAPTER 23 Security OVvOC | IOM

Figure 23-3: SSH Log Level Manager
Main Menu> Security?> SS5H>» Configure 55H Log Level

LogLevel DEFAULT

Note: Changing LogLevel will restart 35H
-FA
.E

.DEBUG

.DEBUG1

.DEBUG2

.DEBUG3

18. DEFAULT

i ETH

g.Guit to main Menu

bl
2
3
4.
5.
b
7
8
?

2. To configure the desired log level, choose the number corresponding to the desired level from
the list, and then press Enter.

The SSH daemon restarts automatically.
The Log Level status is updated on the screen to the configured value.

SSH Banner

The SSH Banner displays a pre-defined text message each time the user connects to the OVOC
server using an SSH connection. You can customize this message. By default this option is
disabled.

> To configure the SSH banner:
1. From the SSH menu, choose option 2, and then press Enter; the following is displayed:

Figure 23-4: SSH Banner Manager

Curvent Banner State:
To change 55H Banner, please. change ~setc-/issue file.
Mote: Changing Banner state will restart S5S5H

MMEnabhle S5H Banne
b.Back

g.Quit to main Menu

2. Edit a'/etc/issue’ file with the desired text.

3. Choose option 1 to enable or disable the SSH banner.
Whenever you change the banner state, SSH is restarted.
The 'Current Banner State' is displayed in the screen.

SSH on Ethernet Interfaces

You can allow or deny SSH access separately for each network interface enabled on the OVOC
server.
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> To configure SSH on Ethernet interfaces:
m  From the SSH menu, choose option 3, and then press Enter; the following is displayed:

Figure 23-5: Configure SSH on Ethernet Interfaces

Ethernet Interfaces — 55H Hanager:
S55H Listener Statuses:
ALL — S55H enabhled on all the Interfaces
Yes — 55H enabled on specific Interface
Mo — S5H di=zabled on specific Interface

Interface [ $5H Listener Status [ IF Address
ethB ! ALL 1 1A.3.188.7 GB-—Linux?

paNdd S5H to A1l Ethernet Interfaces

2_Add S55H to Ethernet Interface
3.Remove SS5H from Ethernet Interface
b.Back

g.Quit to main Menu

This menu includes the following options:

e Add SSH to All Ethernet Interfaces (Add SSH to All Ethemet Interfaces below).

e Add SSH to Ethemet Interface (Add SSH to Ethernet Interface below).

e Remove SSH from Ethernet Interface (Remove SSH from Ethernet Interface below).

Add SSH to All Ethernet Interfaces

This option enables SSH access for all network interfaces currently enabled on the OVOC server.

> To add SSH to All Ethernet Interfaces:
m  From the Configure SSH on Ethernet Interfaces menu, choose option 1, and then press Enter.
The SSH daemon restarts automatically to update this configuration action.
The column 'SSH Listener Status' displays ALL for all interfaces.

Add SSH to Ethernet Interface

This option enables you to allow SSH access separately for each network interface.

> To add SSH to Ethernet Interfaces:
1. From the Configure SSH on Ethernet Interfaces menu, choose option 2, and then press Enter.

After entering the appropriate sub-menu, all the interfaces upon which SSH access is currently
disabled are displayed.
2. Enterthe appropriate interface number, and then press Enter.

The SSH daemon restarts automatically to update this configuration action.
The column 'SSH Listener Status' displays '"YES' for the configured interface.

Remove SSH from Ethernet Interface

This option enables you to deny SSH access separately for each network interface.

> To deny SSH from a specific Ethernet Interface:
1. From the Configure SSH on Ethernet Interfaces menu, choose option 3, and then press Enter.
All the interfaces to which SSH access is currently enabled are displayed.
2. Enterthe desired interface number, and then press Enter.

-137 -



CHAPTER 23 Security OVvOC | IOM

The SSH daemon restarts automatically to update this configuration action.
The column 'SSH Listener Status' displays 'No' for the denied interface.

If you attempt to deny SSH access for the only enabled interface, a message is
displayed informing you that such an action is not allowed.

Enable/Disable SSH Password Authentication

This option enables you to disable the username/password authentication method for all network
interfaces enabled on the OVOC server.

> To disable SSH Password Authentication:
1. From the SSH menu, choose option 4, and then press Enter; the following is displayed:

Figure 23-6: Disable Password Authentication

Dizable 355H Password Authentication:

Current 55H Pas rd Authentication is ENAELED.

Note: Changing Pasaword Authentication mode will reatart SSH
Lre you sure you want to Disable S5H Pasaword RAuthentication? (v/n) I

2. Typey todisable SSH password authentication or n to enable, and then press Enter.
The SSH daemon restarts automatically to update this configuration action.

& Once you perform this action, you cannot reconnect to the OVOC server using
User/Password authentication. Therefore, before you disable this authentication
method, ensure that you provision an alternative SSH connection method. For example,
using an RSA keys pair. For detailed instructions on how to perform such an action, see
WWW.junauza.com or search the internet for an alternative method.

Enable SSH IgnoreUserKnownHosts Parameter

This option enables you to disable the use of the 'SHOME/.ssh/known_host' file with stored remote
servers fingerprints.

> To enable SSH IgnoreUserKnowHosts parameter:
1. From the SSH menu, choose option 5, and then press Enter; the following is displayed:

Figure 23-7: SSH IgnoreUserKnowHosts Parameter - Confirm

Enable S55H IgnoreUserFhownHosts parameter:

S55H IgnorelUserEnowr 3 parameter value is NO.

u sure you want to Change 55H IgnoreUserKnownHosts value to YES? (v

2. Typey tochange this parameter value to either "YES' or 'NO' or type n to leave as is, and then
press Enter.
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SSH Allowed Hosts

This option enables you to define which hosts are allowed to connect to the OVOC server through
SSH.

> To Configure SSH Allowed Hosts:
m  From the SSH menu, choose option 6, and then press Enter; the following is displayed:

Figure 23-8: Configure SSH Allowed Hosts

S5H Allowed for ALL Hosts.

biDeny ALL Hosts)
2.Add Host-Subnet to Allowed Hosts

b.Back
g-Quit to main Menu

This menu includes the following options:

e Allow ALL Hosts (Allow ALL Hosts below).

e Deny ALL Hosts (Deny ALL Hosts below).

e Add Host/Subnet to Allowed Hosts ( Add Hosts to Allowed Hosts on the next page).

e Remove Host/Subnet from Allowed Hosts (Remove Host/Subnet from Allowed Hosts on
page 141).

Allow ALL Hosts

This option enables all remote hosts to access this OVOC server through the SSH connection
(default).

> To allow ALL Hosts:
1. From the Configure SSH Allowed Hosts menu, choose option 1, and then press Enter.
2. Typey toconfirm, and then press Enter.
The appropriate status is displayed in the screen.

Deny ALL Hosts

This option enables you to deny all remote hosts access to this OVOC server through the SSH
connection.

> To deny all remote hosts access:
1. From the Configure SSH Allowed Hosts menu, choose option 2, and then press Enter.
2. Typey toconfirm, and then press Enter.
The appropriate status is displayed in the screen.
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A When this action is performed, the OVOC server is disconnected and you cannot
reconnect to the OVOC server through SSH. Before you disable SSH access, ensure
that you have provisioned alternative connection methods, for example, serial
management connection or KVM connection.

Add Hosts to Allowed Hosts

This option enables you to allow different SSH access methods to different remote hosts. You can
provide the desired remote host IP, subnet or host name in order to connect to the OVOC server
through SSH.

> To add Hosts to Allowed Hosts:
1. From the Configure SSH Allowed Hosts menu, choose option 3, and then press Enter; the
following is displayed:

Figure 23-9: Add Host/Subnet to Allowed Hosts

Main Menu> Security?> S5H> Configure 55H Allowed Hosts> Add HostsSubnet to Allow

Add TP Address o w_x_x)

2_.Add Subnet {(n.n.n.ns/m.m.m.m — network/netmask>
3.Add Host Name <(without /" or ".' characters?
b.Back

g-Quit to main Menu

2. Choose the desired option, and then press Enter.
3. Enterthe desired IP address, subnet or host name, and then press Enter.

When adding a Host Name, ensure the following:

e Verify your remote host name appears in the DNS server database and your OVOC
server has an access to the DNS server.

e Provide the host name of the desired network interface defined in “/etc/hosts” file.

4. Typey to confirm the entry, and then press Enter again.

If the entry is already included in the list of allowed hosts, an appropriate notification is
displayed.

When the allowed hosts entry has been successfully added, it is displayed in the SSH
Allow/Deny Host Manager screen as shown in the figure below:
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Figure 23-10: Add Host/Subnet to Allowed Hosts-Configured Host

Hain Henu?* Security> SSH onf igure 55H Allowed Hosts
Current Allowed Hosts Subnets:

IP Addrezzes:
18.13.22.3

1.A1llow ALL Hosts
2.Deny ALL Hos

Remove Host/Subnet from Allowed Hosts

If you have already configured a list of allowed hosts IP addresses, you can then remove one or

more of these host addresses from the list.

> To remove an existing allowed host's IP address:

1. From the Configure SSH Allowed Hosts menu, choose option 1, and then press Enter; the

following is displayed:

2. Choose the desired entry to remove from the Allowed Hosts list, i.e. to deny access to the

OVOC server through SSH connection, and then press Enter again.
3. Typey to confirm the entry, and then press Enter again.

When the allowed hosts entry has been successfully removed, it is displayed in the SSH

Allow/Deny Host Manager screen as shown in the figure below:

When you remove either the only existing IP address, Subnet or Host Name in the
Allowed Hosts in the Allowed Hosts list, the configuration is automatically set to the

default state “Allow All Hosts”.

Oracle DB Password

This option enables you to change the default Oracle Database password "pass_1234". The OVOC

server shuts down automatically before changing the Oracle Database password.

> To change the DB Password:

1. From the Security menu, choose DB Password, and then press Enter; the OVOC server is

rebooted.
2. Press Enter until the New Password prompt is displayed.
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Figure 23-11: EMS Server Manager — Change DB Password

Do you really want to change DB passuword? Press Esc to guit or any key to continue...

User name:

hould be at least 15 characters long. contain at least two digits. two lowercase
pcase charactets, two punctuation characters and should differ by more than

New Password:

a. Enterthe new password, which should be at least 15 characters long, contain at least two
digits, two lowercase and two uppercase characters, two punctuation characters and
should differ by more than one character from the previous passwords.

& e The OVOC server is rebooted when you change the Oracle Database password.

e Note and retain these passwords for future access. It is not possible to restore
these passwords or to enter the OVOC Oracle Database without them.

3. Aftervalidation, a message is displayed indicating that the password was changed
successfully.

OS Users Passwords

This section describes how to change the OS password settings.

> To change OS passwords:
1. From the Security menu, choose OS Users Passwords, and then press Enter.
2. Do one of the following:
e Change General Password Settings (General Password Settings below).

e Change User Password: at the prompt, enter the user name whose password you wish to
change and follow the prompts

General Password Settings

This option enables you to change the OS general password settings, such as 'Minimum
Acceptable Password Length' and 'Enable User Block on Failed Login'. This feature also enables
you to modify settings for a specific user, such as 'User's Password' and 'Password Validity Max
Period'.

> To modify general password settings:
1. The Change General Password Settings prompt is displayed; type y, and then press Enter.
2. Do youwant to change general password settings? (y/n)y

3. The Minimum Acceptable Password Length prompt is displayed; type 10, and then press
Enter.

Minimum Acceptable Password Length [10]: 10

4. The Enable User Block on Failed Login prompt is displayed; type y, and then press Enter.

Enable User Block on Failed Login (y/n) [y] y

-142 -



CHAPTER 23  Security OVOC | IOM

5. The Maximum Login Retries prompt is displayed; type 3, and then press Enter.
Maximum Login Retries [3]: 3
6. The Failed Login Locking Timeout prompt is displayed; type 900, and then press Enter.

Failed Login Locking Timeout [900]:900

7. You are prompted if you wish to continue; type y, and then press Enter.

Are you sure that you want to continue? (y/n/q) y

Operating System User Security Extensions

This feature enables the administrator to configure the following additional user security
extensions:

= Maximum allowed numbers of simultaneous open sessions.
= Inactivity time period (days) before the OS user is locked.

To configure these parameters, in the OS Passwords Settings menu, configure parameters
according to the procedure below (see also green arrows indicating the relevant parameters to
configure ).

> To configure operating system users security extensions:
1. The Change General Password Settings prompt is displayed; type n, and then press Enter.

Do you want to change general password settings ? (y/n) n

2. The Change password for a specific user prompt is displayed; type y, and then press Enter.
Do you want to change password for specific user ? (y/n) y

3. Enterthe Username upon which you wish to configure, and then press Enter.

Enter Username [acems]:
4. The change User Password prompt is displayed; type n, and then press Enter.
Do you want to change its password ? (y/n) n
5. An additional Password prompt is displayed, type y, and then press Enter.
Do you want to change its login and password properties? (y/n) y
6. The Password Validity prompt is displayed; press Enter.
Password Validity Max Period (days) [90]:
7. The Password Update prompt is displayed; press Enter.

Password Update Min Period (days) [1]:

8. The Password Warning prompt is displayed; press Enter.
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Password Warning Max Period (days) [7]:

9. The Maximum number of Simultaneous Open Sessions prompt is displayed; enter the number
of simultaneous open SSH connections you wish to allow for this user.

Maximum allowed number of simultaneous open sessions [0]:

10. The Inactivity Days prompt is displayed; enter the number of inactivity days before the user is
locked. For example, if you'd like to suspend a specific user if they have not connected to the
OVOC server for a week, enter 7 days.

Days of inactivity before user is locked (days) [0]:

Figure 23-12: OS Passwords Settings with Security Extensions

05 Password

If the user attempts to open more than three SSH sessions simultaneously, they are prompted and
immediately disconnected from the fourth session as displayed in the figure below.

Figure 23-13: Maximum Active SSH Sessions

gaziopniiel The remote 5B

Connection closed by foreign host.

& By default you can connect through SSH to the OVOC server with user acems only. If
you configure an inactivity days limitation on this user, the situation may arise, for
example, where a user is away for an extended period and has no active user to access
the OVOC server. Therefore, we strongly recommend to use this limitation very
carefully and preferably to configure this option for each user to connect to the OVOC
server through SSH other than with the acems user.
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File Integrity Checker

The File Integrity checker tool periodically verifies whether file attributes were changed (per-
missions/mode, inode #, number of links, user id, group id, size, access time, modification time,
creation/inode modification time). File Integrity violation problems are reported through OVOC
Security Events. The File Integrity checker tool runs on the OVOC server machine.

m  From the Security menu, choose File Integrity Checker, and then press Enter; the File
Integrity Checker is started or stopped.

Software Integrity Checker (AIDE) and Pre-linking

AIDE (Advanced Intrusion Detection Environment) is a file and directory integrity checker. This
mechanism creates a database from the regular expression rules that it finds in its configuration
file. Once this database is initialized, it can be used to verify the integrity of the files.

Pre-linking is designed to decrease process startup time by loading each shared library into an
address for which the linking of needed symbols has already been performed. After a binary has
been pre-linked, the address where the shared libraries are loaded will no longer be random on a per-
process basis. This is undesirable because it provides a stable address for an attacker to use
during an exploitation attempt.

> To start AIDE and disable pre-linking:

1. From the Security menu, choose Software Integrity Checker (AIDE) and Pre-linking; the
current status of these two processes is displayed:

Figure 23-14: Software Integrity Checker (AIDE) and Pre-linking

Software Integrity Checker <AIDE> and Prelinking:

Software integrity checker (AIDE) is disabled and Prelinking iz enabled.

Enahle integrity checker, and disable prelinking? {y/n>J}

2. Do one of the following:
e Typeytoenable AIDE and disable pre-linking
e Type ntodisable AIDE and enable pre-linking.

USB Storage

This menu option allows enabling or disabling the OVOC server's USB storage access as required.

> To enable USB storage:
1. From the Security menu, choose USB Storage; the following prompt is displayed:
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Figure 23-15: USB Storage

Jtorage:

1z enabled.

Enable or disable USB storage as required.

Network Options

This menu option provides the following options to enhance network security:

Ignore Internet Control Message Protocol (ICMP) Echo requests:

This option ensures that the OVOC server does not respond to ICMP broadcasts, and therefore
such replies are always discarded. This prevents attempts to discover the system using ping
requests.

Ignore ICMP Echo and Timestamp requests:

This option ensures that the OVOC server does not respond to an ICMP timestamp request to
query for the current time. This reduces exposure to spoofing of the system time.

Send ICMP Redirect Messages:

This option disables the sending of ICMP Redirect Messages, which are generally sent only by
routers.

Ignore ICMP Redirect Messages:

This option ensures that the OVOC server does not respond to ICMP Redirect broadcasts, and
therefore such replies are always discarded.

This prevents an intruder from attempting to redirect traffic from the OVOC server to a different gate-
way or a non-existent gateway.

>
1.

To enable network options:
From the Security menu, choose Network Options; the following screen is displayed:

-146 -



CHAPTER 23 Security OVvOC | IOM

Figure 23-16: Network Options

1. Set the required network options.

Auditd Options

Auditd is the userspace component to the Linux Auditing System that is responsible for writing
audit records to the disk. Using the Auditd option, you can change the auditd tool settings to comply
with the Security Technical Information Guidelines (STIG) recommendations.

> To set Auditd options according to STIG:
1. From the Security menu, choose Auditd Options; the following screen is displayed:

Figure 23-17: Auditd Options

Bbuditd Options:

Mot using STIG recommendations for auditd

Change auditd settings according to STIG recommendations?

1. Enable or disable Auditd options as required.
Audit records are saved in the following /var/log/audit/ directory.

HTTPS/SSL/TLS Security

This section describes the configuration settings for the HTTPS/SSL/TLS connections. The figure
below shows the maximum security that can be implemented in the OVOC environment.
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Figure 23-18: OVOC Maximum Security Implementation
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& e The above figure shows all the HTTPS/SSL/TLS connections in the OVOC
network. Use this figure as an overview to the procedures described below. Note
that not all of the connections shown in the above figure have corresponding
procedures. For more information, refer to the OVOC Security Guidelines
document.

e This version supports TLS versions 1.0, 1.1, and 1.2.

Enable Statistics Report Web Page Secured Connection

This menu option enables you to secure the connection between the Statistics Report Web pages
and the Tomcat server over HTTPS. When this option is enabled, the connection is secured
through HTTPS port 9400 (instead of port 8400-HTTP).
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> To enable Statistics Report web pages over HTTPS:

m  From the Security menu, choose Statistics Report Web page Secured Communication;
the connection is secured.

Server Certificates Update

This menu option enables you to automatically generate custom SSL server certificates for
securing connections between OVOC server and client processes. See . for an illustration of these
connections.

& If you are using self-generated certificates and private key, you can skip to step 4.

The procedure for server certificates update consists of the following steps:
Step 1: Generate Server Private Key.

Step 2: Generate Server Certificate Signing Request (CSR).

Step 3: Transfer the generated CSR file to your PC and send to CA.

Step 4: Transfer certificates files received from CA back to OVOC server.
Step 5: Import new certificates on OVOC server.

Step 6: Verify the installed Server certificate.

Step 7: Verify the installed Root certificate.

Step 8: Perform Supplementary procedures to complete certificate update process (refer to
Appendix Supplementary Security Procedures on page 189 ).

©® No a bk~ wbd-=

> To generate server certificates:
1. From the Security menu, choose Server Certificates Update.

Figure 23-19: Server Certificate Updates

BGenerate Server Private Key
.Generate Server Certificate Signing Request (CSR>
.Import Server Certificates from Certificate Authority <CA>

.Display installed Server Certificate
.Display installed Root Certificate
.Back

.Quit to main Menu

Information on the currently installed certificate is displayed (the currently installed certificate is
the installation default).

> Step 1: Generate a server private key:
1. Select option 1. The following screen is displayed:
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Figure 23-20: Generate Server Private Key

MHain Menu?> Security’> Server Certificates Update’> Generate Server Private Key

Eelect Private Hey size (in hits):

3.4896
b.Back
g-Quit to main Menu

Select the number of bits required for the server private key.
3. Enter and reenter the server private key password and type Y to continue.
The private key is generated.
Figure 23-21: Server Private Key Generated

File Edit Setup Control Window Help
Generating a Server Private Key:

This will override the existing private key and render the existing certificates
invalid wuntil new certificates are imported.

Are you sure you want to generate a new private key? (MN-/yly

Select Humber Of hits for Private Key:

1. 1824

- quit and return to menu

Select number: 1

Enter private key password:

Re—enter private key passwvord:

Ready to generate server private key. Continue? <n-sY):
Generating RSA private key, 1824 hit long modulus

Done generating private key. Press Enter to go hack to the menul]

> Step 2: Generate a CSR for the server:
1. Select option 2.
2. Enterthe private key password (the password that you entered in the procedure above).

3. Enterthe Country Name code, state or province, locality, organization name, organization unit
name, common name (server host name) and email address.

4. Enter achallenge password and optionally a company name.

You are notified that a server Certificate Signing Request has successfully been generated and
saved to the specified location.
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Figure 23-22: Generating a Server Certificate Signing Request (CSR)
File Edit Setup Ceontrol Window Help

Generating a Server Certificate Signing Request <CSR)>:

Enter the passphrase used in the server private key:

You are about to he asked to enter information that will be incorporated
into your certificate reguest.

What you are about to enter is vhat is called a Distinguished NHame or a DN.
There are guite a few Fields but you can leave some hlank

For some fields there will he a default value,.

If you enter *.",. the field will bhe left blank.

Country Mame {2 letter code? [GB1:GB
State or Province Mame (full name)> [Berkshirel:Berkshire
Locality Mame (eg, city) [MNewburyl:Hewbury

Organization Mame {eg, company) [My Company Ltdl:-EAl
Organizational Unit Mame <eg, section? [l:Finance

Common Mame <eg, your name or your server’'s hostname? [J1:EA1l
Email Address L[l:Bradblenterprisef.com

Please enter the following ‘extra’ attributes
to be sent with your certificate request

A challenge password [1:

An optional company name [1:J]

OVOC | IOM

> Step 3: Transfer the CSR file to your PC and send to CA:

m  Transferthe CSR file from the /home/acems/server_cert/server.csr directory to your PC and
then sent it to the Certificate Authority (CA). For instructions on transferring files, see Appendix
Transferring Files on page 200.

Figure 23-23: Transfer CSR File to PC
Eile Edit 5Setup Contrel Window Help

Jhat you are about to enter iz what iz called a Distinguizhed Mame or a DN. -
There are gquite a few fields but you can leave some hlank
or some fields there will bhe a default value.

[f you enter *'.', the field will be left blank.

ountry Mame <2 letter code) [GBI:

Etate or Province Mame (full name)> [Berkshirel:

ocality Hame Ceg, city? [Hewburyl:

Drganization Mame (eg. company? [My Company Ltdl:
Drganizational Unit Mame (eg, section> [1:

ommon Mame f<eg. vour name or your server's hostname? [1:
mail Address L[1:

Pleaze enter the following 'extra’ attributes
o be sent with your certificate request
challenge password [1:

fin optional company name [1:

server certificate signing request was successfully generated and placed in ~home
ACEMS SEFVEr_CEerLS/SEePrVer.csp
Please transfer this file to gour PC. and send to the Certificate Authority C(CA>

reszs Enter to go back to the menun i

> Step 4: Transfer server certificates from the CA:

m  Transfer the files that you received from the CA to the /home/acems/server_certs directory.
The root certificate should have the name root.crt and that the server certificate should have
the name server.crt. If you received intermediate certificates, then rename them to ca1.crt and
ca2.crt. Make sure that all certificates are in PEM format.

For instructions on transferring files, see Appendix Transferring Files on page 200.

& Note: If your certificates are self-generated (you did not perform steps 1-3), the
/home/acems/server_certs directory does not exist; therefore you must create it using
the following commands:

mkdir /home/acems/server _certs
chmod 777 /home/acems/server_certs
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> Step 5: Import certificates:
m  Select option 3 and follow the prompts.
The certificate files are installed.

& e Theroot certificate should be named root.crt and that the server certificate should
be named server.crt. If you received intermediate certificates then rename them to
cal.crt and ca2.crt.

e Make sure that all certificates are in PEM format and appear as follows (see
Verifying and Converting Certificates on page 201 for information on converting
files):

----- BEGIN CERTIFICATE--—
MIIBUTCCASKgAwIBAgIFAKKIMbgwDQY JKoZIhveNAQEFBQAWFZEVMBMGATUEAX
MM

RU1TIFJPT1QgQOEyMB4XDTE 1MDUwMzA4NTEOMFoXDTI1MDUwMzA4NTEOMFow
KIET

TI6vgn51270g/24KbY 9g6EK2Y c3K2EAadL2IF 1jnb+yvREuewprOz6 TEEuxNJol0
L6V8IzUYOfH'Eig/6g==

----- END CERTIFICATE-—

> Step 6: Verify the installed server certificate:
m  Select option 4.
The installed server certificate is displayed:

Figure 23-24: Installed Server Certificate

File Edit Setup Control Window Help
Installed Server Certificate:

Uersion: 3 <Bx2>
Serial Number: 2416825747 (0x7001a8%3)>
Signature Algorithm: mdSWithREAEncryption
Issuer: CN=EMS ROOT CA2
Validity
Mot Before: Feb 28 19:15:13 2818 GHMT
Mot After - Feb 28 19:15:13 2828 GMT
Subject: 0O=AudioCodes,. CN=EMS Server
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1824 hit)
Modulus {10824 hit>:
AA:dZ2:45:h7:4 tBa:38:
te7:hf:3f:28:
HET H H H H=1
H T H H H H H
27:31:27:4df :64:dA:
H = H H H H

—HMore—
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> Step 7: Verify the installed root certificate:
m  Select Option 5. The installed root certificate is displayed:

Figure 23-25: Installed Root Certificate

.
& 10.3.180.7:22 - root@EMS-HA-T:~ VT I

File Edit S5etup Control Window Help
Installed Server Root Certificate Chain: -

Certificate:
Data:
Version: 3 (Bx2)
Zerial Number: 2416823367 (Bx70019747)>
Signature Algorithm: mdS5WithRSAEncryption
Issuer: CN=EMS ROOT CA
Validity
Mot Before: Feb 28 18:54:27 2818 GHMI
Not After : Febh 28 18:54:27 2828 GMT
Subject: CN=EMS ROOT CA2
Subject Public Key Info:
Fublic Key Algorithm: rsaEncryption
RSA Public Key: (1824 bit>
Modulus <1824 bhit)>:
Bl:bc:dd:d6:eb:P1:cB8:79:de=Ff4:12:31:51:21:eb
Z7h:e?:3a:a3d:?f:18:bc:4c:37:98:1d:da:4a:-48:58
36:hb:43:F7:hh:ch:8A:A2:%e:66:21:7F 28 cc:48
cd:4@:4a-ad:@7:3b:48:3c:31:Ya:dbh:%c:Yc:a?:3e
3
f
9

To:ifBie?d2ilaidBicl:Pdidb16:18:67 6023451
LB:74:0Bec:5b:3d:75:37:8a:d?:53:h2:5%:a%:f
a2:f2:23:2b:58:2c:bhB:-78:99:df :ca:3e:65:68:7

> Step 8: Install device certificates and perform supplementary procedures
m  See Supplementary Security Procedures on page 189.

OVOC Voice Quality Package - OVOC Managed Devices
Communication

This option allows you to configure the transport type for the XML based OVOC Voice Quality
Package communication from the OVOC managed devices to the OVOC server. You can enable
the TCP port (port 5000), the TLS port (port 5001) connections or both port connections.

> To configure the SEM - AudioCodes device communication:
1. From the Security menu, select SEM — AudioCodes device communication.

Figure 23-26: SEM - AudioCodes Device Communication

SEM — AudioCodes devices communication: TCP
>1 . Hy
2.TLS
3.TLS-TCP
h.Back
g-Quit to main Menu

2. Choose one of the following transport types:
e TCP (opens port 5000)
e TLS (opens port 5001)
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e TLS/TCP (this setting opens both ports 5000 and 5001).

HTTP Security Settings

From the OVOC Server Managerroot menu, choose HTTP Security Settings.

String: *EDH:tADH:*DSS:=*RC4A:HIGH:=*3DES:taMILL

ion String
ration Default

t 8

(Port 8888

681

8682>

911>

REST (Port 912>

nd NBIF Weh pages Secured Communication
passuord for NBIF directory

This menu allows you to configure the following Apache server security settings:

m  TLS Version 1.0 (TLS Version 1.0 below)

m  TLS Version 1.1 (TLS Version 1.1 on the next page)

m  Show Allowed SSL Cipher Suites (Show Allowed SSL Cipher Suites on the next page)

m  Edit SSL Cipher Suites Configuration String (Edit SSL Cipher Suites Configuration String on
the next page)

m  Restore SSL Cipher Suites Configuration Default (Restore SSL Cipher Suites Configuration
Default on page 156)

= Manage HTTP Service (Port 80) (Manage HTTP Service Port (80) on page 156)

m  Manage IPP Files Service (Port 8080) (Manage IPP Files Service Port (8080) on page 156)
= Manage IPPs HTTP (Port 8081) (Manage IPPs HTTP Port (8081) on page 157)

Manage IPPs HTTPS (Port 8082) (Manage IPPs HTTPS Port (8082) on page 157)

OVOC REST (Port 911) (OVOC Rest (Port 911) on page 157

Floating License REST (Port 912) (Floating License (Port 912) on page 157

OVOC WebSocket (Port 915) OVOC WebSocket (Port 915) on page 157

SBC HTTPS Authentication (SBC HTTPS Authentication Mode on page 158 )

= Enable Device Manager Pro and NBIF Web Pages Secured Communication ( Enable Device
Manager Pro and NBIF Web Pages Secured Communication on page 158)

m  Change HTTP/S Authentication Password for NBIF Directory (Change HTTP/S
Authentication Password for NBIF Directory on page 159)

TLS Version 1.0

This option enables/disables TLS Version 1.0 on port 443 (Apache server is restarted).

> To enable or disable TLS Version 1.0:
m  Fromthe HTTP Security Settings menu, select option Enable TLSv1.0 for Apache.

& When TLS Version 1.1 is disabled, TLS Version 1.0 is also disabled. Likewise, if
TLS Version1.0 is enabled, TLS Version 1.1 is also enabled.

Apache server is restarted. Default (enabled).
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TLS Version 1.1

This option enables/disables TLS Version 1.1 on port 443 (Apache server is restarted).

> To enable or disable TLS Version 1.1:
m  Fromthe HTTP Security Settings menu, select option Enable TLSv1.1 for Apache.
Default (enabled). Apache server is restarted.

e \When TLS Version 1.1 is disabled, TLS Version 1.0 is also disabled. Likewise, if
TLS Version 1.0 is enabled, TLS Version 1.1 is also enabled.

Show Allowed SSL Cipher Suites

This option allows you to view the currently configured SSL cipher suites.

> To show allowed SSL cipher suites:
1. Fromthe HTTP Security Settings menu, select option Show Allowed SSL Cipher Suites.
The currently configured SSL cipher suites are displayed. The overall figure indicates the total
number of entries.

Figure 23-27: Show Allowed SSL Cipher Suites
Eile Edit Setup Control Window Help

TLSwl.
TLSw1.
TLSw1.
TLSwl.
TLSw1.
TLSwl.
TLSwl.
TLSw1.
TLSw1.

2 J - T - O - N o R - BN U B - B -

SHA256
Ouverall: 28

pes ENTIER to continue ...

DH-RShA
DH-RSA
DH-DSS
ECDH~RSA
ECDH~ECDShA
ECDH~RSA
ECDH~ECDShA
RSA

RSA

Edit SSL Cipher Suites Configuration String

This option allows you to edit the SSL Cipher Suites configuration string.

> To edit the SSL cipher suites configuration string:

1. Fromthe HTTP Security Settings menu, select option Edit SSL Cipher Suites

Configuration String.
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Figure 23-28: Show SSL Cipher Suites Configuration
File Edit Setup Control Window Help
TLSvi.
TLSul.
TLSwi.
TLSw1.

DH-RSA AESGCHM<128
DH-RSA ARESC128>
DH-DSS AES (128>
ECDH-RSA

TL8w1. ECDH~-ECD2A

ECDH~RSA AESC128>
ECDH~-ECD2A RESC128>
RSA AESGCHM(128

RSA ARESC128>

TLSw1.
[ECDH-ECDSA-RES128-8HAZ56 TL8w1.
SHAZ256
AES128-GCH-SHA256 TLSw1.
AERD
AES128-SHAZ256 TLSwl.
SHAZ256

Overall: 28

|5 T - B - B - B - N - N - B -* B o

ew configuration: *EDH:z*ADH:*DSS:*RC4:HIGH: *3DES: *aNULL
Jould you like to apply this configuration? Cy n- gq> B

2. Edit the new configuration and select y to apply the changes.
3. Runthe Show Allowed SSL Cipher Suites command to display the new configuration.

Restore SSL Cipher Suites Configuration Default

This option allows you to restore the SSL Cipher Suites to the OVOC default values.

> To restore the SSL Cipher Suites Configuration default:

m  Fromthe HTTP Security Settings menu, select Restore SSL Cipher Suites Configuration
Default.

Manage HTTP Service Port (80)

> To open/close HTTP Service (Port 80):

m Inthe HTTP Security Settings menu, choose option Open/Close HTTP Service (Port 80),
and then press Enter.

This HTTP port is used for the connection between the OVOC server and all AudioCodes
devices with the Device Manager Pro Web browser

Manage IPP Files Service Port (8080)

> To open/close IPPs files service (port 8080):

m Inthe HTTP Security Settings menu, choose option Open/Close IPPs files(Port 8080), and
then press Enter.

This HTTP port is used for downloading firmware and configuration files from the OVOC server
to the endpoints.

A This option is reserved for backward compatibility with older device versions.
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Manage IPPs HTTP Port (8081)

> To open/close IPPs HTTP (Port 8081):

= Inthe HTTP Security Settings menu, choose option Open/Close IPPs HTTP (Port 8081),
and then press Enter.

This HTTP port is used for sending REST updates from the endpoints to the OVOC server,
such as alarms and statuses.

A This option is reserved for backward compatibility with older device versions.

Manage IPPs HTTPS Port (8082)

> To open/close IPPs HTTPS (Port 8082):

m Inthe HTTP Security Settings menu, choose option Open/Close IPPs HTTPS (Port 8082),
and then press Enter.

This HTTPS port is used for sending secure REST updates from the endpoints to the OVOC
server, such as alarms and statuses (HTTPS without certificate authentication).

& This option is reserved for backward compatibility with older device versions.

OVOC Rest (Port 911)

This option allows you to open and close the REST port connection for (internal) port and server
debugging.

> To configure OVOC REST:
1. From the HTTP Security Settings menu, choose option Open/Close OVOC REST (Port 911).

Floating License (Port 912)

This option allows you to open and close the Floating license REST service (internal) and Floating
license service debugging.

> To open/close the Floating License port:

1. From the HTTP Security Settings menu, choose option Open/Close Floating License REST
(Port 912).

OVOC WebSocket (Port 915)

This option allows you to open and close the OVOC WebSocket (Port 915) connection between the
Websocket client and OVOC server.

> To open/close the WebSocket port:

1. From the HTTP Security Settings menu, choose option Open/Close OVOC WebSocket (Port
915).
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SBC HTTPS Authentication Mode

This option enables you to configure whether certificates are used to authenticate the connection
between the OVOC server and the devices in one direction or in both directions:

>

1.

2,

Mutual Authentication: the OVOC authenticates the device connection request using
certificates and the device authenticates the OVOC connection request using certificates.
When this option is configured:

e The same root CA must sign the certificate that is loaded to the device and certificate that
is loaded to the OVOC server.

e Mutual authentication must also be enabled on the device ( Step 5: Configure HTTPS
Parameters on the Device on page 192).

One-way Authentication option: the OVOC does not authenticate the device connection
request using certificates; only the device authenticates the OVOC connection request.

You can use the procedure described in Server Certificates Update on page 149 to load
the certificate file to the OVOC server.

To enable HTTPS authentication:
Inthe HTTP Security Settings menu, choose the SBC HTTPS Authentication option.

Figure 23-29: SBC HTTPS Authentication

t to main Menu

Choose one of the following options:
e 1-Set Mutual Authentication
e 2. Set One-Way Authentication

Enable Device Manager Pro and NBIF Web Pages Secured
Communication

This menu option enables you to secure the connection between the Device Manager Server and
NBIF Web pages and the Apache server over HTTPS. When this option is enabled, the connection
is secured through HTTPS port 443 (instead of port 80-HTTP).
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> To secure connection the Device Manager Pro and NBIF Web pages connection:

m  Fromthe HTTP Security Settings menu, choose IP Phone Manager and NBIF Web pages
Secured Communication; the connection is secured.

Change HTTP/S Authentication Password for NBIF Directory

This option enables you to change the password for logging to the OVOC client from a NBIF client
over an HTTP/S connection. The default user name is “nbif” and default password is “pass_1234".

> To change the HTTP/S authentication password:
1. Fromthe HTTP Security Settings menu, select Change HTTP/S Authentication Password
for NBIF Directory.

You are prompted to change the HTTP/S authentication password. Enter y to change the
password.

Figure 23-30: Change HTTP/S Authentication Password for NBIF Directory

Eile Edit Setup Control Window Help

Would vou like to change HTTP-% authentication password for NBIF directory (User|h
name: nhif>? {(ysn>

2. Enterthe new password.
3. Reenter the new password.
A confirmation message is displayed and the Apache server is restarted.
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24 Diagnostics

This section describes the diagnostics procedures provided by the OVOC Server Manager.

> To run OVOC server diagnostics:

m  From the OVOC Server ManagerRoot menu, choose Diagnostics, and then press Enter, the
following is displayed:

Figure 24-1: Diagnostics

» Diagnostics

- Capture
LQuit to main Menu

This menu includes the following options:

e Server Syslog Configuration (Server Syslog Configuration below).

e Devices Syslog Configuration (Devices Syslog Configuration on page 162).
e Devices Debug Configuration (Devices Debug Configuration on page 162).
e ServerLogger Levels (Server Logger Levels on page 163)

e Network Traffic Capture (see Network Traffic Capture on page 164)

Server Syslog Configuration

This section describes how to send OVOC server Operating System (OS)-related syslog EMERG
events to the system console and other OVOC server OS related messages to a designated
external server.

> To send EMERG event to the syslog console and other events to an external server:
1. From the Diagnostics menu, choose Server Syslog, and then press Enter.
2. Tosend EMERG events to the system console, typey, press Enter, and then confirm by
typing y again.
Figure 24-2: Syslog Configuration
Syslog configuration

Send EMERG events to system console: n
Forward messages to external server: n

Send EMERG events to system console 7 (y/n) y

Logging of many events on console when R5-232 console is used may cause sSevere p
erformance degradation ¢(due to 7?6808 bhaud ratel.
Are you sure ? <y nd
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Figure 24-3: Forward Messages to an External Server

Forward me

rity (choose from this list):

: DEBUG

Hostname[] : I

You are prompted to forward messages to an external server, type y, and then press Enter. If
this is changed, the server is rebooted.

Type one of the following Facilities from the list (case-sensitive) or select the wildcard * to
select all facilities in the list, and then press Enter:

e auth and authpriv: for authentication;

e cron: comes from task scheduling services, cron and atd;

e daemon: affects a daemon without any special classification (DNS, NTP, etc.)
e ftp: concerns the FTP server;

e kern: message coming from the kernel;

e |pr: comes from the printing subsystem;

e mail: comes from the e-mail subsystem;

e news: Usenet subsystem message (especially from an NNTP — Network News Transfer
Protocol — server that manages newsgroups);

e syslog: messages from the syslogd server, itself;
e user: user messages (generic);

e uucp: messages from the UUCP server (Unix to Unix Copy Program, an old protocol
notably used to distribute e-mail messages);

e localOtolocal7: reserved for local use.

Each message is also associated with a Severity or priority level. Type one of the following
severities (in decreasing order) and then press Enter:

e emerg: “Help!” There's an emergency, the system is probably unusable.
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e alert: hurry up, any delay can be dangerous, action must be taken immediately;
e crit: conditions are critical;
e err: error;
e warn: warning (potential error);
e notice: conditions are normal, but the message is important;
e info: informative message;
e debug: debugging message.
6. Type the external server Hostname or IP address to which you wish to send the syslog.

Devices Syslog Configuration

The capture of the device's Syslog can be logged directly to the OVOC server without the need for
a third-party Syslog server in the same local network. The OVOC Server Manageris used to enable
this feature.

Syslog is captured according to the device's configured Syslog parameters. For more
information, see the relevant device User's manual.

The user needs to also enable the monitored device to send syslog messages to the standard
syslog port (UDP 514) on the OVOC server machine.

The syslog log file 'syslog' is located in the following OVOC server directory:
/data/NBIF/mgDebug/syslog

The syslog file is automatically rotated once a week or when it reaches 100 MB. Up to four syslog
files are stored.

> To enable device syslog logging:
1. From the Diagnostics menu, choose Devices Syslog, and then press Enter.
2. You are prompted whether you wish to send EMER events to system console; type Y or N.
3. You are prompted whether you wish to send events to an external server; type Y or N.

Devices Debug Configuration

Debug recordings packets from all managed machines can be logged directly to the OVOC server
without the need for a 3" party network sniffer in the same local network.

Debug recording packets are collected according to the AudioCodes device's
configured Debug parameters. For more information, see the relevant device User's
Manual.

The OVOC server runs the Wireshark network sniffer, which listens on a particular configured port.
The sniffer records the packets to a network capture file in the Debug Recording (DR) directory.
You can then access this file from your PC through FTP.

The OVOC Server Manageris used to enable this feature. The user should configure the monitored
device to send its debug record messages to a specific port (UDP 925) on the OVOC server IP.

The DR capture file is located in the following OVOC server directory:
/data/NBIF/mgDebug/DebugRecording

The file “TPDebugRec<DATE>.cap’ is saved for each session. The user is responsible for closing
(stopping) each debug recording session. In any case, each session (file) is limited to 10MB or one
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hour of recording (the first rule which is met causes the file to close i.e. if the file reaches 10MB in
less than an hour of recording, it is closed). A cleanup process is run daily, deleting capture files
that are 5 days old.

The user is able to retrieve this file from the OVOC server and open it locally on their own PC using
Wireshark with the debug recording plug-in installed (Wireshark version 1.6.2 supports the Debug
Recording plug-in).

> To enable or disable devices debug:
1. From the Diagnostics menu, choose Devices Debug, and then press Enter.
A message is displayed indicating that debug recording is either enabled or disabled.
2. Typey, and then press Enter.
Recording files are saved in /data/NBIF/mgDebug directory on the server.

It is highly recommended to disable the 'TP Debug Recording' feature when you have
completed recording because this feature heavily utilizes system resources.

Server Logger Levels

This option allows you to change the log level for the different OVOC server log directories.

After completing the debugging, revert to the previous configuration to prevent over util-
ization of CPU resources.

> To change the <tc> server logger level:

1. From the Diagnostics menu, choose Logger Levels.

2. Enterthe name of the log whose level you wish to change.
3. Enterthe desired logger level.

4. Select Yes at the prompt to confirm the change.

Figure 24-4: Server Logger Name and Level

File Edit Setup Control Window Help
w52

ezl
vgServer
H lyncServer
endPointsServer H rmifSocket
thttp H addRemove
addUer=ion H refresh
refreshClientServer = pm
H dc
minilds
clilsersSync
uszersCache
org.hibhernate
adintegration
mgBackup
sipferverTestRunner
sites
ovocClient
aszyncActions
HITPRefresher

ALL < DEBUG < INFO < WiRN { ERROR < FATAL < OFF
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Eile Edit Setup Control Window Help

endPointsServer
http
addUerzion

ssl
vgServer
luncferver
rmiSocket
addHemove
refresh
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refreshClientServer pm

dc

minilds
clilsersSync
uszersCache
org.hibhernate
adintegration
mgBackup
sipferverTestRunner
sites
ovocClient
aszyncActions
HITPRefresher

ALL < DEBIG < INFO < WIRN < ERROR < FATAL < OFF

alarmRule
alarmzHReSunc
kaf ka

Levels:

Enter logqger name: nhif
Enter logger level: info

Network Traffic Capture

Network traffic can be captured to a PCAP capture file according to a list of IP addresses and ports
and a specified time period. The PCAP files can later be opened with a network sniffer program
such as Wireshark.

> To capture TCP traffic:
1. From the Diagnostics menu, choose option Network Traffic Capture.
Figure 24-5: Network Traffic Capture
oUOC Server 7.6.1875% Management
Main Menu?» Diagnostics?» Metwork Traffic Capture
iTepdump =
bilCtart tcpdunp

bh.Back
g-Quit to main Menu

2. Select option 1 Start tcpdump.
3. Selecty to start the tcpdump.
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Figure 24-6: TCP Dump

lould you like to start tepdump capture? <{uysnk y
it any stage, enter ‘q° to abort and exit

IP(s) (comma—separated. or anyl: any

Port(s>» {comma—separated,. or any): BB 443,162.1161
Capture time (minutes, 1-68>: 18]

4. Enter comma separated |P address (es) or accept the default "any" IP address.
5. Enter comma separated port (s) or accept the default "any".

6. Enterthe capture time (in minutes). Default: network traffic for the last ten minutes is captured.

Starting tcpdump capture with the following paraneters:
IP: any

Port : BB 443,162,1161

Time: 18 min

Proceed? {y-/n-q} []

7. Selecty to proceed.

Figure 24-7: TCP Dump Running

iTcpdump:

iPID:

iStart time: @9:57:80 13.82.19

iBun timeout: 18 minutes

iPort Filter: 80 or 443 or 162 or 1161

iOutput file: Avar/logrensscapture-198213095700_capture.pcaplID

W top tcpdumpl
b.Back

g-Quit to main Menu

-165 -



Part Vi

Configuring the Firewall

This part describes how to configure the OVOC firewall.
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25

Configuring the Firewall

The OVOC interoperates with firewalls, protecting against unauthorized access by crackers and
hackers, thereby securing regular communications. You need to define firewall rules to secure
communications for the OVOC client-server processes. Each of these processes use different
communication ports. By default, all ports are open on the OVOC server side. When installing the
OVOC server, you need to configure its network and open the ports in your Enterprise LAN
according to your site requirements; based on the firewall configuration rules (representing these

port connections) that are described in the table and figure below.

Table 25-1: Firewall Configuration Rules

Connection Gl S o Purpose
Type Connection Number P

OVOC Clients and OVOC server

TCP/IP client TCP v 22 SSH

«— 0OVOC communication

server between OVOC
serverand TCP/IP
client.

Initiator: client PC

HTTPS/NBIF TCP v 443 Connection for
Clients < (HTTPS) OVOC/ NBIF
OVOC server clients.

Initiator: Client

REST client TCP x 911 Connection for
OVvOC Com- (HTTP) OVOC server
munication REST (internal) port
and server
debugging.
Initiator
(internal): OVOC
server
Initiator
(debugging): REST
client

TCP x 912 Floating license
HTTP REST service
(
(internal) com-

munication and Float-

ing license service
debugging.
Initiator

(internal): OVOC
server

Initiator
(debugging): REST
client
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Port side /

Flow
Direction

ovoC
server side /
Bi-
directional.

ovocC
server side /
Bi-directional

ovocC
server side /
Bi-directional

ovocC
server side /
Bi-directional



CHAPTER 25 Configuring the Firewall OVvOC | IOM
Port side /
Connection Port Secured Port Purpose FI
Type  Connection Number 2K
Direction
WebSocket TCP v 915 WebSocket Client ovoC
Client & (HTTP) and OVOC Server server side /
OVOC Server communication Bi-directional
Communication (internal) according
to RFC 6455, used
for managing the
alarm and task
notification
mechanism in the
OVOC Web.
Initiator (internal):
WebSocket Client
OVOC serverand OVOC Managed Devices
Device < UDP v 1161 Keep-alive - SNMP ovocC
OVOC server trap listening port server side /
(SNMP) (used Receive only
predominantly for
devices located
behind a NAT).
Initiator:
AudioCodes
OVOC managed
device
UDP v 162 SNMP trap listening | OVOC
port on the OVOC server side /
server. Receive only
Initiator:
AudioCodes OVOC
managed device
UDP v 161 SNMP Trap AudioCodes
Manager portonthe = OVOC
device that is used managed
to send traps to the device side /
OVOC server. Bi-directional
Initiator: OVOC
server
Device— UDP x 123 NTP server Both sides /
OVOC server (NTP synchronization. Bi-directional
(NTP Server) server) Initiator:
AudioCodes
OVOC managed
device (and OVOC
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Connection

Device <
OVOC server

Device—
OVOC server
Floating
License
Management

Port
Type

Secured Port
Connection Number

TCP x 80
(HTTP)

TCP v 443
(HTTPS)

TCP v 443
(HTTPS)

Device Manager Connections

OVOC server
< Device
Manager Pro

TCP x 80
(HTTP)

TCP v 443
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Purpose

HTTP connection
for files transfer and
REST
communication.

Initiator: OVOC
server

HTTPS connection
for files transfer
(upload and
download) and
REST
communication.

Initiator: OVOC
server

HTTPS connection
for files transfer
(upload and
download) and
REST
communication for
device Floating
License
Management.

Initiator:
AudioCodes OVOC
managed device

HTTP connection
between the OVOC
server and the
Device Manager
Pro Web browser.

Initiator: Client
browser

HTTP connection
that is used by
endpoints for
downloading
firmware and
configuration files
from the OVOC
server.

Initiator: Endpoint

HTTPS connection

Port side /

Flow
Direction

ovocC
server side /
Bi-directional

ovocC
server side /
Bi-directional

ovocC
server side /
Bi-directional

ovoC
server side /
Bi-
Directional.

ovoC
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Connection

OVOC server
< Endpoints
(used for
backward
compatibility)

Port
Type

Secured Port
Connection Number

(HTTPS)

TCP x
(HTTP)

8080

TCP x
(HTTP)

8081

TCP N
(HTTPS)

8082
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Purpose

between the OVOC
server and the
Device Manager
Pro Web browser.

Initiator: Client
browser

HTTPS connection
used by endpoints
for downloading
firmware and
configuration files
from the OVOC
server.

Initiator: Endpoint

HTTP connection
that is used by
endpoints for
downloading
firmware and
configuration files
from the OVOC
server.

Initiator: Endpoint

HTTP REST
updates
connection.

It is recommended
to use this
connection when
managing more
than 5000 IP
Phones. In this
case, you should
change the
provisioning URL
port from 80 to 8081
in the phone’s
configuration file.

Initiator: Endpoint

HTTPS REST
updates connection
(encryption only
without SSL
authentication).

It is recommended

Port side /

Flow
Direction

server side /
Bi-
Directional.

ovocC
server side /
Bi-directional

ovoC
server side /
Bi-directional

ovocC
server side /
Bi-directional
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Port Secured Port

Connection
Type

Connection Number

Purpose

to use this
connection when
managing more
than 5000 IP
Phones. In this
case, you should
change the
provisioning URL
port from 443 to
8082 in the phone’s
configuration file.

Initiator: Endpoint

OVOC Voice Quality Package Server and OVOC Managed Devices

Media
Gateways «—
Voice Quality
Package

TCP x 5000

TCP v 5001
(TLS)

Statistics Reports

Statistics TCP v
Reports client (HTTPS)
page<— Tomcat

server

9400

Skype for Business MS-SQL Server

OVOC Voice TCP v
Quality

1433
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XML-based
communication for
control, media data
reports and SIP call
flow messages.
Initiator:
AudioCodes OVOC
managed device

XML-based TLS
secured
communication for
control, media data
reports and SIP call
flow messages.
Initiator:
AudioCodes -
OVOC managed
device

HTTPS connection
that is used for
generating
Statistics Reports.
Initiator: Client’s
Web browser
(Statistics Report
page).

Connection
between the OVOC

Port side /

Flow
Direction

ovoC
server side /
Bi-directional

ovocC
server side /
Bi-directional

ovocC
server side /
Bi-directional

Skype for
Business
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LDAP server
(OVOC Users) with
SSL configured.
Initiator: OVOC
server

CHAPTER 25 Configuring the Firewall OVvOC | IOM
Port side /
Connection Port Secured Port Purpose FI
Type  Connection Number (e
Direction
Package server server and the MS- SQL server
< Skype for SQL Skype for side/
Business MS- Business Server. Bi-directional
SQL Server This port should be
configured with
SSL.
Initiator: OVOC
server
LDAP Active Directory Server
OVOC Voice TCP x 389 Connection Active
Quality between the SEM Directory
Package server server and the server side/
< Active Active Directory Bi-directional
Directory LDAP LDAP server.
server (Skype Initiator: OVOC
for Business server
user
authentication) TCP v 636 Connection Active
(TLS) between the SEM Directory
server and the server side/
Active Directory Bi-directional
LDAP server with
SSL configured.
Initiator: OVOC
server
OVOC server TCP x 389 Connection Active
< Active betweenthe OVOC | Directory
Directory LDAP server and the server side/
server (OVOC Active Directory Bi-directional
user LDAP server
authentication) (OVOC Users).
Initiator: OVOC
server
TCP v 636 Connection Active
(TLS) betweenthe OVOC | Directory
server and the server side/
Active Directory Bi-directional
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Port side /
Connection Port Secured Port Purpose
Type  Connection Number P Flow
Direction
OVOC server TCP x 1812 Direct connection ovoC
— RADIUS between the OVOC | serverside/
server server and the Bi-directional
RADIUS server
(when OVOC user
is authenticated
using RADIUS
server).
Initiator: OVOC
server
AudioCodes Floating License Service
OVOC server TCP v 443 HTTPS for OVOC/ ovocC
—AudioCodes Cloud Service REST client
Floating Initiator; OVOC side/ Bi-
License REST client directional
Service
Mail and Syslog Servers
OVOC server TCP x 25 Trap Forwarding to Mail server
< Mail Server Mail server side / Bi-
Initiator: OVOC directional
server
OVOC server TCP x 514 Trap Forwarding to Syslog
< Syslog Syslog server. server side
Server Initiator: OVOC /Bi-
server directional
RFC 6035
OVOC Voice UDP x 5060 SIP Publishreports = SEM server/
Quality sent to the SEM Bi-directional
Package server server from the
«— Endpoints endpoints, including
RFC 6035 SIP
PUBLISH for
reporting device
voice quality
metrics.
Initiator: Endpoint
Table 25-2: OAM Flows: NOC/OSS — OVOC
SR Destination IP SR llie) Destination
Address Protocol Port
Address Range Port Range
Range Range
NOC/OSS ovocC SFTP 1024 - 20
65535
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FTP 1024 - 21
65535
SSH 1024 - 22
65535
Telnet 1024 - 23
65535
NTP 123 123
HTTP/HTTPS N/A 80/443
SNMP (UDP) Set for the Act- N/A 161
ive alarms Resync feature.
Table 25-3: OAM Flows: OVOC — NOC/0OSS
Sl Destination IP SR Destination
Address Protocol Port
Address Range Port Range
Range Range
ovoC NOC/OSS NTP 123 123
SNMP (UDP) Trap 1024 — 162
65535
SNMP (UDP) port for the Act- 1164 - -
ive alarms Resync feature 1165
SNMP (UDP) port for alarm for- = 1180- -
warding 1220
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Figure 25-1: Firewall Configuration Schema

Primary OVOC Server

OVOC Web Clients
— — Ew‘ns
- = fme— e el e
— —_ Operatians Center (NOC
0 : e
oy e *
Secondary OVOC Server
"o
CP 25)
~_ SNMP (UDP)
- 1164-1165 /
Firewall 1180-1220
y
sctive

|

O

HTTP
SNMP- UDP 1161/ et
161/ 162 HTTRS
(443)

OVOC Managed Devices Device Manager Managed Devices =
WBHTLS 635)
; g g
- Device Manager E
@ W,Q
o ——
= R | T
MS-S0L Server
TP (TLS) 1433
[ —

The above figure displays images of devices. For the full list of supported products, see
Managed VolP Equipment on page 3.
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Appendix

This part describes additional OVOC server procedures.
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26 Configuring RAID-0 for AudioCodes OVOC
on HP ProLiant DL360p Servers

This appendix describes the required equipment and the steps for configuring the HP ProLiant
server to support RAID-0 Disk Array configuration for the OVOC server installation.

& This procedure erases any residual data on the designated disk drives.

Prerequisites

This procedure requires the following:
m  ProLiant DL360p Gen8 server pre-installed in a compatible rack and connected to power.
= Two 1.2TB SAS disk drives

= AVGA display, USB keyboard, and USB mouse must be connected to the server back 1/0
panel.

Hardware Preparation
Make sure that two 1.2TB SAS disk drives are installed on slot 1 and 2 of the server. If required,
refer to the HP Service Manual.

Figure 26-1: Hardware Preparation

Configuring RAID-0

This procedure describes how to configure RAID-0 using the HP Array Configuration Utility (ACU).

> To configure RAID-0:

1. Power up the server. If the server is already powered up and running, use the 'reboot’' command
(from system console as user root) to reboot the server.

2. While the server is powering up, monitor the server and wait for the following screen:
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Figure 26-2: HP Array Configuration Utility (ACU)

HP Proliant

P P ——

| Processor(s) detected, 6 total cores enabled, Hyperthreadi enabled
Proc 1: Intel(R) Xeon(R) CPU E5-2620 0 @ 2.00GHz e

HP Power Profile Mode: Balanced Power and Performance
Power Regulator Mode: Dynamic Power Savings

Redundant ROM Detected - This system contains a valid backup System ROM.

Protection Mode: Advanced ECC Support
HP SmartMemory authenticated in all populated DIMM slots.

SATA ROM ver 2.00.C02

1982, 2011. Hewlett-Packard Development Company, LP.
DUBA4SH
iLO 4 ¥1.20 Feb 01 2013 <IP unknown>
Slot 0 HP Smart Array P420i Controller ﬂHl.vJA?) 1 Logical Drive
Press <F5> to run the HP Array

Configuration Utility (ACU)
P_-fﬂbbmhwmwmhAnmllﬁy
Press <ESC> to Skip Configuration and Continue

iLO 4 IP: Unknown
() sovp  (F10) iteligent Provisioning (1) Boot Menu

3. Press <F5> to run the HP Array Configuration Utility (ACU).
4. Wait forthe ACU to finish loading.
When the ACU is ready, the following screen is displayed:

k

| Rvailable Device(s)

Server

Figure 26-3: RAID-Latest Firmware Versions

i Storage

v

AR P TE T ST T L TR PR NPT

- 1
&5 Refresh |
|

HP ProLiant
esetupsystem2cad 67 B8O

Administrator

Welcome to HP Smart Storage

'X: Array Controller(s)

@

Smart Array P420]
Embadded Slor

The HP Smart Storage Administrator s an application that allows
you to configure, diagnose and manage Smart Storage devices:
attached to your server.

Ta begin, please selecta device from thie menu on the left

What's New?

H

The HP Smart Storage Administrator replaces the HP Array C
and Smart SSD Wear Gauge functions

Uity for

support for the following Smart Array controllers
0 P410i, P411, P711m, P712m, PE12

, P420, P420), P421, P721m), P822

mart Arr dyP 30, FJSJ 'P73lm

= HP SSD Smart Path configuration

5. Inthe left-hand pane, select Smart Array P420i; an Actions menu is displayed:
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Figure 26-4: Actions Menu

i
iy

6. Click Configure, and then click Clear Configuration to clear any previous configuration; the
following confirmation is displayed:

Figure 26-5: Clear Configuration

L

M]ﬂr‘l’l i

ol

7. Click Clear to confirm; a summary display appears:

Figure 26-6: Summary Screen

8. Click Finish to return to the main menu. The following screen is displayed:
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Figure 26-7: Main Screen

9. Intheleft-hand pane, select Unassigned Drives (2); make sure that both the drives are
selected, and then click Create Array.

10. Select RAID 0for RAID Level.
11. Select the 'Custom Size' check box, and then enter 2000 GiB.
12. At the bottom of the screen, click Create Logical Drive; the following screen is displayed:

Figure 26-8: Logical Drive

After the array is created, a logical drive should be created.
13. Click Create Logical Drive.
A summary screen is displayed:
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Figure 26-9: Summary Screen

14. Click Finish.
Figure 26-10: Set Bootable Logical Drive/Volume

ies the spare activation mode from the default behavior
(activate on failure onl) to prediictive spare activation and back |

Pesets the confroller's configuration to its default state. Any
logical !

ext jeted, wydataon |
~ the logical drives will be lost. Please confirm this is the desired
action before proceeding.

Click th rivelvolur
de:ﬁn.mnmtlnﬂtﬂ‘dmmi
P

The new logical volume needs to be set as a bootable volume.

15. Inthe left-hand pane, select Smart Array P420i, and then click Set Bootable Logical
Drive/Volume; the following screen is displayed:
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Figure 26-11: Set Bootable Logical Drive/Volume

' Smart Array P420i
Embedded Slot

> Set Bootable Logical Drive/Volume

Boot Logical Drive/Volume Precedence (whatsthis. 7)

Logical Drivej Volume Primary Boot Logical Drivej Volume ~ Secondary Boot LogicalDrive/Volume
@ Local- Logical Drive 1 ® (@)
@ none (3] ®

16. Select the "Local - Logical Drive 1" as Primary Boot Logical Drive/Volume, and then click
Save.

A summary window is displayed.
17. Click Finish.

18. Exit the ACU by clicking the X sign on the top right-hand side of the screen, and then confirm
the following dialog:

Figure 26-12: Exit Application

19. Click Exit ACU at the bottom left-hand comer of the screen; the following screen is displayed:

Figure 26-13: Power Button

ProLiant DL360p Gen8

HP Intelligent Provisioning

Use the icon on the top of the screen to reboot when done.

20. Click the Power icon in the upper right-hand corner of the screen.
The following screen is displayed:

-182-



CHAPTER 26 Configuring RAID-0 for AudioCodes OVOC on HP ProLiant DL360p Servers OVOC | IOM

Figure 26-14: Reboot Button

21. Click Reboot to reboot the server.
The Disk Array configuration is now complete.
22. Install the OVOC server installation (Installing the OVOC server on Dedicated Hardware).
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27 Managing Clusters

This appendix describes how to manually migrate or move OVOC VMs to another cluster node.

Migrating OVOC Virtual Machines in a VMware Cluster

This section describes how to migrate your OVOC Virtual Machine from one ESXi host to another.

> To migrate your OVOC VM:
1. Select the OVOC VM that you wish to migrate and then choose the Migrate option:

Figure 27-1: Migration

Navigator R Gpr22123 | Actions ~

<‘ Home r ] (o) J Getting Started | Summary M
o 8 8

G EMS 203&; Power

@y High-7.2.208 Guest0S

i High217-L {  Snapshots

G Low-7.2.209 ®f Open Console
G5 S88C_01 | = Migrate...

w [ qaswveenter01.corp.audiocode... Whatis a Virtual Machine?
w [l CASWDatacenter Anvirtual machine is a software
~ [J) gaswCluster01 like a physical computer, runs 2
103480211 system and applications. An op
(@ 10.3.180. system installed on a virtual ma
ﬁ 10.3.180.212 called a guest operating systen
[ EE— —
&h CentOST-e & Actions - 7.2.2123 }
;
I

v v w

Gy SS8C_02 Clone »
&SSBC—{B Template N
{5 vCenter

@ vEMS Fault Tolerance »
@vEMS 7.2.10 VM Policies »

2. Change a cluster host for migration:
Figure 27-2: Change Host

& rul-mwm

~ TSI S0 mmionspe
Change the virtual machines’ compute resource, storage, or both.

2 Selecta compute resource

3 Select network (#) Changa compute resourea only

4 SelactvWioson priorily Migrate the vifual machines to anather host or cluster.

5 Readyto completz O Chang storage only

Migrate the virual machines’ storage to a compatible datastore or datastore cluster.

() Change both compute resource and storage
Migrate the virtual machines to a specific host or cluster and their storage 1o a specific datastore or datastore cluster.

(L) Select compute resource first

() Select storage first

3. Choose the target host for migration:
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Figure 27-3: Target Host for Migration
5 7.2.2123 - Migrate QN
v 1 Selectthe migration type Selecta compute resource
Select a cluster, host, wipp or resource pool to run the virtual machines.
M scieca conpu resoure
3 Selectnetwork J‘m|
4 SelectvMotion priority
[Hos!s I Clusters I Resource Pools I vAppS l
5 Readyto complete
® % B (aFiter =
Name 1 a|Cluster
O @ 10.3.180211 P qaswCluster01
O} ﬂ 10.3.180.212 @ qaswCluster01
i 2 Objects
Compatibility:
© Compatibility checks succeeded.
Back ] | Next Finish | | Cancel ]
The migration process commences:
Figure 27-4: Migration Process Started
| Navigator 2| [10318020 | sesces - -
| {4 Hosts and Clusters | » | D) || summary | Montor Manage Reiawd Cejects
o2 B8 a

103000211

(5 qaswvcenterd ] comp audiccode

Trpe Ba

" voser HP Frodisn DL360p Gend
' Processar Type:

Lgesi Precemiens: 20
nce s
whual Mchinar: 6

e Haon(R) CPU E5-2880 v @ 2 800+

Sune Ceneactea
g 300ms
/-y
= Hardvare 0O = Configuration =]
Manutacturee HP ESNESN Version Viweare E500,6.0.0, 3620758
Model FroLiant DL160p Gend i & 12-i80-500.0.5.0.48
+ @cPu * vSphers HA State @ Running (Maser
. \emary » Faul Tolerance (Legacy) Unsuppcnied
+ (Gl Virtsal Flash Resource []] » Faut Toterance Unsupporied
» €3 Netwerking naudiocodes.com | | » EVE Mode Inei “Sandy Bricpe” Generation
+ [ sweage
= Related Objects =
v Togs O | Custer g gaswClusteant
b Update Manager Comphance = More Related Objects
= s ‘ ------ 4 14 Trra Compintion Trme Sarere
a . e mwace tms 105016 22505 FM Gavaveenten) Com. auB:00es.£0

After the migration has completed, the OVOC application will run seamlessly on the VM on the new

cluster’s host.

Moving OVOC VMs in a Hyper-V Cluster

Moving OVOC VMs in a Hyper-V Cluster

This section describes how to move a Virtual Machine to another host node in a Hyper-V cluster.

> To move a Virtual Machine to another node of the cluster:

1. Select the Virtual Machine, right-click and from the menu, choose Move > Live Migration >

Select Node.
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Figure 27-5: Hyper-V Live Migration

File Action View Help
e 2
H Failover Cluster Manage [J-FA P @ Actions
R Qe Cleor o ] E
8 Roles || Queries ¥ i *|(v)
"3 Nodes Bg Configur..
4 4 Storage Virtual M. B
& Disks EMS ol Machine QAHyperV1 Medam
8 Poots & s B CresteE..
3 Networks © |strt View ]
[] Cluster Events @ |save G, Refresh
@ | shut Down B Hep
®) | Tum OF | ;
g2 ; e E
S | Settings.. wi Connect..
2 S © stnt
H% | Replication » @ swe
:Im | #3 [Live Migration »| B | Best Possible Node ks
< =
88 | Cancel Live Migration #4 | Quick Migration »| [ |Select Node...
- % (%) | Change Startup Priority | St | Virtual Machine Storage 1)..-..: Anynode | | 5 Settings..
B | Information Details. 3 Manage...
Virtual Mac IE _ShowCriﬁc.ll Events m G0 Replication b
% | add Storage Runing | Move »
P Add Ressurce » (0% Up Time: 61t ?a Cancel Li..
B : 2 4056 MB Available Memory: O ME 0 =3
| Mote Actions 4056 MB Integration Services: o|| [ W Change.
< K | Remove | > B informati...
< " 5 || Summary ] & | properties [ showcCh. |~
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The following screen is displayed:
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Figure 27-6: Move Virtual Machine

Select the destination node for lve migration of "EMS_Low_1°
from ‘QAHypenv2',
Look for:

2. Select the relevant node and click OK.

The migration process starts.
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Figure 27-7: Hyper-V Migration Process Started

Eile  Action  View Help
e 2
%Fai]erlus&rManagﬂ R
A{;ﬁggﬁnw—tl.com, ‘Search £ I Queries v|id ~ K=
oles
(3l Nodes Name Status Type Owmer Node Prioety Infermation Configur..
4 [k Storage e EMS_High_1 (®) Running Virtual Machine QAHyper\1 Medium Virtual M... b
33 p; = =
RN SRS SIS S S gy a
"33 Networks View »
Cluster Event:
18] Cluster Events |G Refresh
ﬂ Help
i Connect.. =
O st
@ Save
@ Shut Down
<[ [ | > | @ Tum Off
- if Settings..
v EMS_Low_1 Prefemred Owners: Any node | |
& Manage..
~ || 49 Replication b
Virtual Machine EMS_Low_1 . r 1 Move 3
Status: Running = _
CPU Usage: 0% Up Time: 00006 _|[[#8 Cancelli.
Memory Demand: 4096 MB Available Memory: oMB i Change 5.
Assigned Memory: 4096 MB Integration Services: B Informati..
Heartbeat : oK -
[ showCri.
< m | > | Summary |Resources € Add Thar

|[Roles: EMS_Low_1

After the migration has completed, the OVOC application will run seamlessly on the VM on the new
cluster's node.

-188 -



CHAPTER 28 Supplementary Security Procedures OVvOC | IOM

28

Supplementary Security Procedures

The procedures in this appendix describe supplementary procedures for completing the setup of
X.509 Custom certificates.

For more information on the implementation of custom certificates, refer to the OVOC
Security Guidelines document.

This appendix describes the following procedures:

= Downloading certificates to the AudioCodes device (Installing Custom Certificates on
OVOC Managed Devices below)

m  Cleaning up Temporary files on the OVOC server ( Cleaning up Temporary Files on OVOC
Server on page 199)

Installing Custom Certificates on OVOC Managed
Devices

This section describes how to install Custom certificates on OVOC managed devices. These
certificates will be used to secure the connection between the device and OVOC server. This
procedure is performed using the device's embedded Web server. This section describes how to
install certificates for the following devices:

m  Enterprise gateways and SBC devices (Enterprise Gateways and SBC Devices below).
m  MP-1xx devices (MP-1xx Devices on page 194).

& e When securing the device connection over HTTPS, the certificate loaded to the
device must be signed by the same CA as the certificate loaded to the OVOC
server.

e The Single-Sign On mechanism is used to enable automatic login to the devices
embedded Web server tool from the device's status screen in the OVOC. This
connection is secured over port 443. OVOC logs into the OVOC managed device
using the credentials that you configure in the AudioCodes device details or Tenant
Details in the OVOC Web. You can also login to the AudioCodes device using the
RADIUS or LDAP credentials (for more information, refer to the OVOC User's
Manual).

Enterprise Gateways and SBC Devices

This section describes how to install custom certificates on Enterprise gateways and SBC
devices. The device uses TLS Context #0 to communicate with the OVOC server. Therefore, the
configuration described below should be performed for TLS Context #0.

Step 1: Generate a Certificate Signing Request (CSR)

This step describes how to generate a Certificate Signing Request (CSR).

> To generate certificate signing request:
1. Login to the device's Web server.

2. Openthe TLS Contexts page (Setup menu > IP Network tab > Security folder > TLS
Contexts).

-189 -



CHAPTER 28 Supplementary Security Procedures OVOC | IOM

3. Inthetable, select the TLS Context #0, and then click the TLS Context Certificate button,
located below the table; the Context Certificates page appears.

Figure 28-1: Context Certificates
@ TLS Context [#0] » Context Certificates

CERTIFICATE SIGMING REQUEST

Subject Name [CM]

Organizational Unit [OU] foptional) Headguarters

Company name [Q] foptional) Corporate

Locality or city name [L] foptiona)) Poughkeepsie

State [ST] foprional) Mew York

Country code [C] foptional) us

Signature Algorithm SHA-1 |Z|
Create CSR

4. Underthe Certificate Signing Request group, do the following:

a. Inthe'Subject Name [CN]' field, enter the device’s DNS name, if such exists, or device’s
IP address

Fill in the rest of the request fields according to your security provider's instructions.

Click the Create CSR button; a textual certificate signing request is displayed in the area
below the button:

Figure 28-2: Certificate Signing Request Group

£ @ AudioCodes ALY

IP NETWORK

® SRD Al

{at NETWORK VIEW w
@ TLS Context [#0] = Context Certificates

4 CORE ENTITIES

IP Interfaces (1) CERTIFICATE SIGNING REQUEST
Ethernet Devices (2)
Ethernet Groups (2} Subject Mame [CN] d
=
Physical Ports (2) Organizational Unit [OU] foprional) Headguarters
Static Routes (0)
NAT Translation (0) Company name [0] (oprions!) Corporate
4 SECURITY Locality or city name [L] foptionsl) Poughkeepsie
TLS Contexts (2) State [ST] foptionsf) Mew York —
Firewall (0) Country code [C] faptional) us
Security Sertings
Signature Algorithm SHA-1 E|
QUALITY
Create CSR

RADIUS & LDAP After creating the CSR, copy the text balow (including the BEGIN/END lines) and send it to your Certification Authority for signing,
ADVANCED
DNS ®

WEB SERVICES

HTTP PROXY

5. Copy the text and send it to the certificate authority (CA) to sign this request.
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Step 2: Receive the New Certificates from the CA

You will receive the following files from the Certificate Authority (CA):

= Your (device) certificate — rename this file to "device.crt"

= Root certificate — rename this file to "root.crt"

= Intermediate CA certificates (if such files exist) — rename these files to "cal.crt", "ca2.crt" etc.

Save the signed certificate to a file (e.g., device.crt). Make sure that all certificates are in PEM
format and appear as follows:

MIIBUTCCASKgAwIBAgIFAKKIMbgwDQY JKoZIhveNAQEFBQAWFZEVMBMGA1U
EAXMM

RUITTIFJPT1QgQOEYMB4XDTE1TMDUwWMzA4ANTEOMFoXDTITMDUwMzA4NTEOM
FowKJET

TI6vgn51270g/24KbY 9G6EK2Y c3K2EAadL2IF 1jnb+yvREuewprOz6 TEEuxNJol0
L6V8IzUYOfHIEig/6g==

e The above files are required in the following steps. Make sure that you obtain these
files before proceeding and save them to the desired location.
e Use the exact filenames as mentioned above

Step 3: Update Device with New Certificate

This step describes how to update the device with the new certificate.

> To update device with new certificate:
1.  Openthe TLS Contexts page (Configuration tab > System menu > TLS Contexts).

2. Inthetable, select the TLS Context #0, and then click the TLS Context Certificate button,
located below the table; the Context Certificates page appears.

3. Underthe Upload certificates files from your computer group, click the Browse button
corresponding to the 'Send Device Certificate...' field, navigate to the device.crt file, and then
click Send File.

Figure 28-3: Upload Certificate Files from your Computer Group

UPLOAD CERTIFICATE FILES FROM YOUR COMPUTER
Private key pass-phrase {options)) audc

Send Private Key file from your computer to the device.
The file must be in either PEM or PRX (PKCS#12) format.

Mo file selected. Send File

Mote: Replacing the private key is not recommended but if it's done, it should be over a physically-secure network link.

Send Device Certificate file from your computer to the device.
The file must be in textual PEM format.

No file selected. Send File
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Step 4: Update Device’s Trusted Certificate Store

This step describes how to update the device's Trusted Certificate Store.

> To update device’s trusted certificate store:
1. Open the TLS Contexts page (Configuration tab > System menu > TLS Contexts).

2. Inthetable, select the TLS Context #0, and then click the TLS Context Trusted Root
Certificates button, located below the table; the Trusted Certificates page appears.

3. Click the Import button, and then browse to the root.crt file. Click OK to import the root
certificate.

Figure 28-4: Importing Certificate into Trusted Certificates Store

Import New Certificate

Mo file selected.

4. If you received intermediary CA certificates — cal.crt, ca2.crt, etc. —import them in a similar
way.

Step 5: Configure HTTPS Parameters on the Device

This section describes how to configure HTTPS related parameters on the device.

& e You can optionally pre-stage the device with a pre-loaded ini file including this
configuration (for more information, contact your AudioCodes representative).
e If you have enabled the Interoperability Automatic Provisioning feature, ensure that
your template file is also configured as described in this procedure to maintain an
active HTTPS connection after the template file has been loaded to the device.

e When you setup an HTTPS connection on the device, you must also enable
HTTPS ("Enable HTTPS Connection") when adding the device to the OVOC (refer
to the OVOC User's manual).

> To configure HTTPS parameters on the device:
1. Create a new text file using a text-based editor (e.g., Notepad).
2. Include the following ini file parameters for server-side authentication:
e ForMedia Gateway and SBC devices:
AUPDVerifyCertificates=1
e For MP-1xx devices, the ini file should include the following two lines::
AUPDVerifyCertificates=1
ServerRespondTimeout=10000

e When working with SEM TLS ( OVOC Voice Quality Package - OVOC Managed Devices
Communication on page 153), add the following parameter.

QOEENABLETLS=1
3. Save and close the file.
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4. Load the generated file as “Incremental INI file” (Maintenance menu > Software Update > Load
Auxiliary Files > INI file (incremental).

5. Openthe TLS Contexts page (Setup menu > IP Network tab > Security folder > TLS

Contexts).

6. Inthetable, select the TLS Context #0, and then click Edit button. The following screen is

displayed:

Figure 28-5: TLS Contexts: Edit Record

GENERAL OCsP
Inde OCSP Server Disable r
Mame » | default Primary OCSP Server .
TLS Version Any - Including S5Lv3 ¥ Secondary OCSP Server .
DTLS Version Any v OCSP Port 2560
Cipher Server RC4AES128 OCSP Default Response Reject r
Cipher Client » | RCHDEFAULT
Strict Certificate Extension Validation Disable v
DH key Size 1024 v
Cancel

7. Setthe required 'TLS Version' (default TLS Version 1.0).

8. Set'HTTPS Cipher Server' to ALL.
9. Set'HTTPS Cipher Client' to ALL.

Step 6: Reset Device to Apply the New Configuration

This step describes how to reset the device to apply the new configuration.

> To reset the device:

1. Inthe top-level menu, click Device Actions > Reset. The following screen is displayed.
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Figure 28-6: Device Reset

2.

LS |
£ & AudioCodes AL

G LTS Actions ¥ . Admin ¥
SRD | All v

{a} TIME & DATE Maintenance Actions

WEB & CLI
!
SNMP RESET DEVICE LOCK / UNLOCK
A MAINTEMANCE Reset Device Rest Lock LoC
Configuration File Save To Flash Yes IZI Graceful Option No IZI
Ausdliary Files Graceful Option Mo IZI Gateway Operational State  UNLOCKED
License Key

Software Upgrade R . )
For Reset Device : If you choose not to save the device's configuration to flash memaory,
all changes made since the last time the configuration was saved will be lost after the device is reset.

For Save Configuration: Saving configuration to flash memory may cause some temporary degradation
in voice quality, therefore, itis recommended to perform this during low-traffic periods

From the Burn to FLASH drop-down list, select Yes, and then click Reset button.
The device will save the new configuration to non-volatile memory and reset itself.

OVOC | IOM

MP-1xx Devices

This section describes how to install Custom certificates on the MP 1xx devices.

Step 1: Generate a Certificate Signing Request (CSR)

This step describes how to generate a Certificate Signing Request (CSR).

> To generate a CSR:

1. Your network administrator should allocate a unique DNS name for the device (e.g., dns_
name.corp.customer.com). This DNS name is used to access the device and therefore, must
be listed in the server certificate.

2. Ifthe device is operating in HTTPS mode, then set the 'Secured Web Connection (HTTPS)'
parameter (HTTPSOnly) to HTTP and HTTPS (refer to the MP-11x and MP-124 User's
Manual). This ensures that you have a method for accessing the device in case the new
certificate does not work. Restore the previous setting after testing the configuration.

3. Logintothe MP-1xx Web server.

4. Open the Certificates page (Configuration tab > System menu > Certificates).

5. Under the Certificate Signing Request group, do the following:

a. Inthe'Subject Name [CN]' field, enter the DNS name.
b. Fillin the rest of the request fields according to your security provider's instructions.
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c. Click the Create CSR button; a textual certificate signing request is displayed in the area
below the button:

Figure 28-7: Certificate Signing Request Group

w Certificate Signing Request

Subject Name [CN] audio.com
Organizational Unit [OU] (eptional) Headquarters
Company name [O] (eptional) Comporate
Locality or city name [L] (eptional) Poughkeepsie
State [ST] (optional) Mew York
Country code [C] (eptional) s

Create CSR

After creating the CSR, copy the text below (including the BEGIN/EMND lines) and send it to your
Certification Authority for signing.

----- BEEIN CERTIFICATE REQUEST-----

MIIBLjCCARBCAQAwWA]ESMBAGA | UEAXMIYHVkaWiuY 2 9tMRUWEWY DVQQLEWRIEWEk
cHAVheonRl cnMxE jAQEgNVERACTCUNVenEwvemE ) ZTEVMEBMEA 1 UEEXMMUEE 1 Z2hr ZWVw
c2]l 1MREWDWY DVQQIEWhOZXogWWOva zELMA KGR 1 UEEhMCVVMwg E BWwDQY JHOZ Thwv el
AQEBBQADgY0AMIGIACGEAPHRE 2t 40LySFRkKSBw7 FLEZEFWCHQ TnvuocHtu THns07 1M
XL70f8YoL63eelK2eDodnmbrJ067 7 z /AHWIME G 5pAK 1 CbOI PgQOEZN30g6+5TAMIAR
11NUnogjEsKE7TCEF3 2uvoll/ /gFkhy5z1eNvobI+2 5Pni8aTzEXcBDkEwE 1 9 rROgQRZ
AgMBARCGgADANEgkghki G9wlBAQQFAACEgRDihdgbe 1 zkHALEFr+5ERuS cKygUHEME
g7FEjFRAfZk1MmgnEMe /MY £ 3GThawr QF7p6dNI6 0DivinuCPE6 Gz z Sm2ugC6Lgoli
nLngpvcmbdva /B 1 QvEpPoghZgpULIECSe3rrYyiru2 3AZeDUbY vho90IkRbap/ /+3
ZvnEZebMECESLg=—

----- END CERTIFICATE REQUE3T-----

6. Copy the text and send it to the certificate authority (CA) to sign this request.

Step 2: Receive the New Certificates from the CA

You will receive the following files from the Certificate Authority (CA):
m  Your (device) certificate — rename this file to “device.crt”
m  Root certificate — rename this file to “root.crt”

m Intermediate CA certificates (if such files exist) — rename these files to “cal.crt”, “ca2.crt” etc.

Save the signed certificate to a file (e.g., device.crt). Make sure that all certificates are in PEM

format and appear as follows:
-—-BEGIN CERTIFICATE-—-

MIIDkzCCAnugAwIBAgIEAgGAAADANBgkghkiGOwWOBAQQFADA/MQswCQYDVQQGEw
JGUJETMBEGA1UEChMKQ2VydGIwb3NOZTEbMBkKGATUEAXMSQ2VydGIwb3NOZSBT
ZXJ2ZXVyMB4XDTk4MDYyNDA4MDAwWMFoXDTE4MDYyNDA4MDAwMFowPzELMAk
GA1UEBhMCRIIXEzZARBgNVBAoTCkNIcnRpcG9zdGUxGzAZBgNVBAMTEKNIcnRpcG

9zdGUgU2VydmV1cjCCASEwDQYJKoZIhveNAQEBBQADggeEOADCCAQkCggEAPqd4
MziR4spWIdGRx8bQrhZkonWnNm'+Yhb7+4Q67ecf1janH7GcN/SXsfx7jJpreWULF7v7Cv
prdR7glJcmdHIntmf7JPM5n6cDBv 17uSW63er7/NkVnMFHwWK1QaGFLMybFkzaeGrvFm4

k3IRefiXDmuOe+FhJgHYezYHf44LvPRPwhSrzi9+Aq308pWDguJuZDIUP 1F 1jMa+LPwv

REXfFcUW+w==

----END CERTIFICATE----

-195 -



CHAPTER 28 Supplementary Security Procedures OVvOC | IOM

e The above files are required in the following steps. Make sure that you obtain these
files before proceeding.
e Use the exact filenames as mentioned above.

Step 3: Update Device with New Certificate

This step describes how to update the device with the new certificate.

> To update the device with the new certificate:

1.

In the Certificates page, scroll down to the Upload certificates files from your computer
group, click the Browse button corresponding to the 'Send Device Certificate...' field, navigate
to the device.crt file, and then click Send File.

After the certificate successfully loads to the device, save the configuration with a device reset
( Step 6: Reset Device to Apply the New Configuration on page 198 below).

Step 4: Update Device’s Trusted Certificate Store

For the device to trust a whole chain of certificates you need to combine the contents of the root.crt
and ca.crt certificates into a single text file (using a text editor).

> To update the device with the new certificate:

1.
2.
3.

Open the root.crt file (using a text-based editor, e.g., Notepad).
Open the ca.crt file (using a text-based editor, e.g., Notepad).
Copy the content of the ca.crt file and paste it into the root.crt file above the existing content.

Below is an example of two certificate files combined (the file "ca2.crt" and the "root.crt") where the
ca2.crt file contents are pasted above the root.crt file contents:

----- BEGIN CERTIFICATE-—---

MIIDNjCCAh6gAwIBAgIBBDANBgkghkiGOWOBAQUFADAhMQwwCgYDVQQKEw
NBQOwx

ETAPBgNVBAMUCEVNU19STOOUMB4XDTEWMDEWMTAWMDAWMFoXDTIwMD
EwMTAwWMDAw

MFowIDEMMAoGATUEChMDQUNMMRAwDgYDVQQDFAdFTVNfQOEyMIIBIJANB
gkghkiG

9wOBAQEFAAOCAQ8AMIIBCgKCAQEA4CmMsdZNpWo6Gg5UgxfIPjJeNggwnIQiUY
hOK
kPEvS6yWH7tr8+ TwnlzjT58kuuy+fFVLDyZzp117J53FIsgnCSxpVacYfMoBbCL/

OfmXKHWIPIIbovWpZddgz8U 1pEzD+5eGMUwCngw99rbUseAHdwkxs XtOquwqE4

yk

ihiWesMp54LwX5dUB46GWKUfT/pdQYgAuunM76ttLpUBc6yFYeqplLgj90gKkR4cu
5B6WYNPoTjJX50Xgd9Yf+0lQYB2EiP06uzLtlyWL3AENGwDVeOvIfZgppLEZPBKI
hfULeMjay4fzE4XnS9LDxZGjJ+nV90jA7WaRB5tI6nEJQ/7sLQIDAQABo3oweDAM

BgNVHRMEBTADAQH/MBOGA1UdDgQWBBRY2JQ1yZrvN4GifsXUB7AvctWvrTB
JBgNV
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HSMEQjBAgBThf6GbMQbO5b0CKLY8kW+RgOAAhgEIpCMwITEMMAOGATUEChM
DQUNM

MREwDwYDVQQDFAhFTVNfUk9PVIIBATANBgkghkiGOWOBAQUFAAOCAQEAdA
sYyfcg

TdkF/uDxIOGkOygXrRAXHG2WFOS6afrcJHoZC CH3PNsvftRrEAwroGwx7tsn1/o+
CNV5Yalstlz7BDIEIjTzCDrpO9sUsiHgxGuOnNhjLDUoLre1GDCO0QyiKb4BOhICq
hiemkXRe+eN7xcg0lfUo78VLTPuFMUhz0Bdn7TuE7QbiSayq2fY2ktHHOyDEKJGO

RUoslggVwSZIsCnRZFumkKJtrT4PtnNYluYJHej/SHcsOWtgtCQ8cPANJCZAWZ+
\Y
XoAhN6pH17PMXLPcImOL/MIkVkmfOtp1bPmefrEBIO+np/O8F+P551uH0IOYA6CCc
Cj6oHGLg8RINdA==

----- END CERTIFICATE-—

----- BEGIN CERTIFICATE-----

MIIDNzCCAh+gAwIBAgIBATANBgkghkiGOWOBAQUFADAhMQwwCgYDVQQKEw
NBQOwx

ETAPBgNVBAMUCEVNU19STOOUMB4XDTEWMDEWMTAWMDAWMFoXDTIwMD
EwMTAwWMDAw

MFowl TEMMAoGA1TUEChMDQUNMMREwWDwWYDVQQDFAhFTVNfUKkSPVDCCASI
wDQYJKoZI

hvceNAQEBBQADggEPADCCAQoCggEBANCsaGivTMMcSv57+j5Hya3t6A6FSFhn
uaQrS
667hVpbQ1Eaj02jaMh8hNvIx8SFDT52hvgVXNmLBmpZwy+To1VR4kgbAEols+7/q
ebESJyW8pTLTszGQns2E214+U18sKHItpUZvs 1dVUIX6xQiSYFDG1CDIPR5/70pq
zwtdblipSsKgYijosOyRV3roVgNi4e+hmLVZA9rOlp6LR72Ta9HMJFJ4gyxJPUQA

jV3Led2Y4JObvBTNIka18WI7KORJigMMp7T8ewRkBQIJM7nmeGDPUf1wRjDWgl4
G

BRw2MACYsu/M9z/H821UQOICtsZ4oKUJMgbwjQOIXI/HQkKRSTfSCAWEAAaN6MH
gw

DAYDVROTBAUwWAWEB/zAdBgNVHQ4EFgQU4X+hmzEGzuW9ApC 1fJFVKYNAAI
YwSQYD

VROBEIwQIAU4X+hmzEGzuW9ApC 1fJFvkYNAAlahJaQMCExDDAKBgNVBAoOTA
OFD

TDERMA8SGA1TUEAXQIRU1TX1JPT1SCAQEWDQYJKoZlhveNAQEFBQADggEBA
Hqgkg4F6

wYiHMAjjH3bgxUPHt2rrALaXA9eYWFCz1g4QVpQNYAwdBdEAKENznZttoP3aPZ
E

3EOx1C8Mw2wU4pOxD7B6pHOXO+0J4LrxLB3SAJA5ShW495X1RDF99BBA9%eGUZ2
nXJ

9pindPWbnfc8eppqg8T pl8jJMWO0ZI3prfPt012q93iEalk DEZX+wxkHGZEqS4ayBn
8bU3NHt5ghOEgpai8hB/nth1xnA1m841wxCbJW86AMRs2NznROyG695InAYaNIllo
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HU9zBRARRASV5vmBN/g5JnDhshZhL1Bm+M6QxOyGoNjL1DgE+aWZkmsw2k9S
TOpN
itSUgGYwEagnsMU=

The maximum supported size of the combined file of trusted chain of certificates is
100,000 bytes (including the certificate's headers).

4. Save the combined content to a file named "chain.pem" and close the file.

5. Open the Certificates page and upload chain.pem file using the 'Trusted Root Certificate Store
field.

Step 5: Configure HTTPS Parameters on Device

m  Configure HTTPS Parameters on the device (Step 5: Configure HTTPS Parameters on the
Device on page 192 above).

Step 6: Reset Device to Apply the New Configuration

This section describes how to apply the new configuration.

> To save the changes and reset the device:
1. Do one of the following:

e Onthetoolbar, click the Device Actions button, and then from the drop-down menu,
choose Reset.

e Onthe Navigation bar, click the Maintenance tab, and then in the Navigation tree, select
the Maintenance menu and choose Maintenance Actions.

Figure 28-8: Maintenance Actions Page

w+ Reset Configuration

Reset Board [ Reset
Burn To FLASH Vs v|
Graceful Option |N|:| v|

v LOCKE / UNLOCK

Lock | LOCK
Graceful Option | Mo W
Current Admin State UMLOCKED

+ Save Configuration
Burn To FLASH [ BURN

2. Click the Reset button; a confirmation message box appears, requesting you to confirm.

3. Click OK to confirm device reset; when the device begins to reset, a notification message is
displayed.
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Cleaning up Temporary Files on OVOC Server

It is highly recommended to cleanup temporary files on the OVOC server after certificates have
been successfully installed. This is necessary to prevent access to security-sensitive material
(certificates and private keys) by malicious users.

> To delete temporary certificate files:
1. Login to the OVOC server as user root.
2. Remove the temporary directories:

rm -rf /Thome/acems/server_certs
rm -rf /Thome/acems/client_certs
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29 Transferring Files

This appendix describes how to transfer files to and from the OVOC server using any SFTP/SCP
file transfer application.

& FTP by default is disabled on the OVOC server.

> To transfer files to and from the OVOC server:
Open your SFTP/SCP application, such as WinSCP or FileZilla.

2. Login with the acems/acems credential (all files transferred to the OVOC server host machine
are then by default saved to /home/acems directory).

-—

3. Copy the relevant file(s) from your PC to the host machine (or vice-versa). For example, using
the FileZilla program, you drag the relevant file from the left pane i.e. in your PC directory to the
right pane i.e. the /home/acems directory on the OVOC server host machine.
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30 Verifying and Converting Certificates

This appendix describes how to verify that certificates are in PEM format and describes how to
convert them from DER to PEM if necessary.

> To verify and convert certificates:

1.
2.
3.

Login to the OVOC server as user root.
Transfer the generated certificate to the OVOC server.

Execute the following command on the same directory that you transfer the certificate to verify
that the certificate file is in PEM format:

Openssl x509 -in certfilename. crt -text -noout

Do one of the following:

a. If the certificate is displayed in text format, then this implies that the file is in PEM format,
and therefore you can skip the steps below.

b. If you receive an error similar to the one displayed below, this implies that you are trying to
view a DER encoded certificate and therefore need to convert it to the PEM format.

unable to load certificate
12626:error:0906D06C: PEM routines:PEM_read_bio:no start line:pem_
lib.c:647:Expecting: TRUSTED CERTIFICATE

Convert the DER certificate to PEM format:

openssl x509 -inform der -in certfilename.crt -out certfilename.crt
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Self-Signed Certificates

When using self-signed certificates, use the following instructions for recognizing the secure

connection with the OVOC server from your OVOC client browsers.

Internet Explorer

When the following screen is displayed, select the “Continue to website (not recommended)”

option.

Figure 31-1: Continue to Website

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the

server.,

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

& Continue to this website (not recommended).

= More information

Using Mozilla Firefox

Do the following:
1. When the following screen is displayed, click the “l Understand the Risks” option.

2. Click the Add Exception button, and then click the Confirm Security Exception button.
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Figure 31-2: Mozilla Firefox Settings

This Connection is Untrusted
‘You have asked Firefox to connect securely to 10.4.2.60:9400, but we can't confirm that your

connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should 1 Do? Add Security Exception ==l
1f you usually connect to this site without problems, th o Youare about to override how Firefox identifies this site.
impersonate the site, and you shouldn't continue. Legitimate banks. stores, and other public sites will not ask you to do this.
Get me out of herel Server
(PPN i1p.//10.4.2.60:0400/EMS-VQ/Main him]
Technical Details
Certificate Status
IUnderstand the Risks This site attempts to identify itself with invalid information, [ iew.. ]
If you understand what's going on, you can tell Firefox| Wrong Site

you trust the site, this error could mean that someo(

Don't add an exception unless you know there's a goo The certificate hd?ngs to a different site, which could mean that someone is trying to
identification, impersonate this site.

Unknown Identity

[ Add Exception. ]
The certificate is not trusted because it hasn't been verified as issued by a trusted
authority using a secure signature.

[¥] Permanently store this exception

[LnMirmS::ulitybc:zptionJ { Cancel ]

Chrome
When the following screen is displayed, click Advanced and then click the “Proceed to <Server
IP> (unsafe)’ link.

Figure 31-3: Chrome Browser Settings

Your connection is not private

Attackers might be trying to steal your information from 10.1.8.23 (for example,
passwords, messages, or credit cards).

Hide advanced Back to safety

This server could not prove that it is 10.1.8.23; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker

intercepting your connection,

Proceed to 10.1.8.23 (unsafe)
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32

Datacenter Disaster Recovery

Introduction

This appendix describes the OVOC Disaster Recovery procedure for deployments where OVOC is
deployed in two separately geographically located datacenters with two different network spaces,
in which minimal impact on the SBC/Gateway and OVOC downtime is desired.

‘& Examples shown in this Appendix are for the VMware platform; however, these
procedures are also relevant for Hyper-V platform.

Solution Description

The Disaster Recovery solution is composed of two virtual machines answering today’s OVOC
system requirements. Virtual Low and Virtual High setups are supported.

It is recommended that each OVOC machine will have a VMware High Availability (HA) setup to
support local Data Center (DC) HA.

Both machines should have identical hardware configuration and installed with the exactly same
OVOC software version. One of the machines will work as ‘Active’ and will be constantly up and
running. The second machine will be defined as ‘Redundant’. It should not be tumed off and the
application should be stopped and always remain off.

The primary machine backup files should be saved and periodically transferred to the external
storage of the standby location.

If the primary machine fails, the user should run the Disaster Recovery procedure as shown below.

Figure 32-1: Disaster Recovery Between Two Datacenters with VMware HA
/ Active DC I @andbv DC N

vCenter vCenter

Vmware cluster Vmware cluster

ovocC | WiV || VIM ViV WM VM VM
\ Wi WiVl
. vy

External Storage
{e.g. Metapp)

—

External Storage
le.g. Netapp)

N /

N

Initial Requirements

The following initial requirements need to be adhered to before implementing the Disaster Recovery
procedure:

m  Both machines should have identical hardware (CPU, Memory, Disk, 10).

-204 -



CHAPTER 32 Datacenter Disaster Recovery ovOoC | IOM

= Anidentical Linux OS (the same DVD), database, and the OVOC software version should be
used.

= Identical database passwords need to be configured on both servers.

m Identical OVOC Server Managersettings must be configured on both servers (e.g.,
HTTP/HTTPS communication, etc.).

m If non-default certificates are used, they must be pre-installed on both servers.
= Both machines should have a valid license per each Machine ID with identical capabilities.

= When upgrading the OVOC server software, both machines should be upgraded. Make sure
that redundant machine is not rebooted after the upgrade process and the OVOC application
remains closed.

& When upgrading OVOC, the backup that was created before the upgrade cannot be
used anymore. You should only use the backups created after the upgrade process. For
more information on backing up the OVOC server, see OVOC Server Backup on
page 98.

m  Make sure that active server backups are not stored on the server machine.

New Customer Configuration

The procedure below describes the steps for a New Customer configuration.

> To perform a New Customer configuration:
1. Install and properly configure both servers.
2. Make sure the primary OVOC server is up and running.

3. Foreach device added and managed by the OVOC server, the following features should be
provisioned with both primary and secondary servers’ IP addresses:

e Trap Destination Server
e Session Experience Manager
e NTP Server Address

Data Synchronization Process

To save recovery time, it is advised that at the end of the daily / weekly backup, transfer the latest
backup files from the primary to the secondary server machine. The data transfer may be done
automatically using a script which can be defined by the customer. It is out of the OVOC scope to
copy the backup files from the primary to the secondary server.

Recovery Process

The procedure below describes the recovery process.

> To run the recovery process:

1. If the primary machine fails, use the Server Manager to make sure the OVOC application has
been closed, before starting the secondary machine recovery process.

2. Do not runthe OVOC software on the secondary machine at this stage. Just make sure the
machine is up and running.

3. Verify that server software version is the same as on the Primary server, by checking the
OVOC server Manager title.

4. Start the secondary server machine, making sure that all the processes are up and running.
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Make sure that all backup files are in the /data/NBIF directory.

In EMS Server Manager, go to the Application Maintenance menu and select the Restore
option (OVOC Server Restore on page 99).

Follow the instructions during the process; you might need to press Enter a few times.
After the restore operation has completed, you are prompted to reboot the OVOC server.
If you have installed custom certificates prior to the restore, you must re-install them.

10. Login to the OVOC Web client and verify that there is connectivity and the application is

1.

functioning correctly.

If you are using one or more features which are marked in the table below as ‘Not Supported’,
please provision all the managed devices with a new Management Server IP address.

12. For SBC Fixed and Floating License Pool customers, run the Update command for all the

managed devices .

See the table below summarizing the features affected byDisaster Recovery functionality.

Table 32-1: Features Affected by Disaster Recovery Functionality

Feature Status
Management
Alarms+ NAT communication based on Keepalive traps Supported
Fixed License Pool and Floating License Not Supported
IP Phones Manager Pro: Alarms / Status reports Not Supported
Advanced Quality Package -
SBC/GW Voice Quality Monitoring Supported
Endpoint Quality monitoring (RFC 6035) Not Supported
Server -
Server: Device NTP Server Supported
Server: Device Syslog Server Not Supported
Server: Device TP Debug recording server Not Supported
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Service Provider - Enhanced Specifications
for VMware Virtual Platform

This Appendix describes the specifications for supporting an enhanced customized platform for
service providers. Additional manual operations are required to be performed by customers to
support this enhancement (Required Updates ).

The following table describes the machine specifications for this platform.

Table 33-1: Service Provider Custom Specification for VMware Virtual Platform

Item Machine Specification
Memory 256GB
CPU 24 cores at 2.60 GHz
Disk SSD 6TB
Ethernet 1x10GB + 4x1 GB ports

The following table specifies the enhanced service provider capacities.

Table 33-2: Service Provider - Enhanced Capacity

Item
Topology
OVOC Managed Devices!
Tenants
Regions

Devices

Maximum number of managed endpoints in
OVOC (IP Phone Manager Pro only).

Voice Quality

Maximum Number of CAPS (calls attempts
per second) per device.

Maximum number of CAPS per server (SBC
and Skype for Business).

Maximum concurrent sessions
Maximum number of devices per region
Maximum number of managed devices.

Call Details Storage - Detailed information

Capacity

11000
100
100 (1 per Tenant)

10.000 MP 1xx devices or equivalent + 1000
SBCs (100 MPs + 10 SBCs per Region)

0.1

1000

100,000
100
10,000

Up to one year or 250 million calls.

11f OVOC links are not used, up to 10,000 devices are supported.
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Item Capacity
per Call (not including Trends)

Calls Statistics Storage - Statistic Up to one year or 500 million intervals.
information storage.

Device Manager Pro

Maximum number of devices managed by -
the Device Manager Pro

Maximum number of CAPS per IP Phone -
SIP Call Flow (for SBC calls only)

Maximum Number of CAPS (calls attempts -
per second) per device.

Maximum number of devices -

Alarms

Steady state 50 alarms per second

Burst rate 200,000 alarms per second
Accumulative alarm rate 5 alarms per second (apply filter if more)
Alarm Forwarding 1 rule per type (syslog, SNMP, mail)
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