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This product is required to comply with the European Union’s Waste Electrical & Electronic
Equipment (WEEE) Directive 2002/96/EC. It is marked with the following symbol:

Thermo Electron has contracted with one or more recycling/disposal companies in each EU
Member State, and this product should be disposed of or recycled through them. Further
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Preface

About This Guide  Welcome to Xcalibur® Xcalibur is the Thermo Scientific mass spectrometry

data system.

Re I ated In addition to this guide, Thermo Scientific provides the followin
g p g
Documentation documents for Xcalibur:

*  Getting Productive: Processing Setup and the Analysis of Quantitation Data

*  Getting Productive: Quantitative Analysis
*  Getting Productive: Qualitative Analysis

*  Getting Productive: Designing and Generating Custom Reports with
XReport

*  Gerting Productive: Creating and Searching Libraries

* Help available from within the software

Safety and SpECiaI Make sure you follow the precautionary statements presented in this guide.

Notices  The safety and other special notices appear in boxes.

Safety and special notices include the following:

CAUTION Highlights hazards to humans, property, or the environment.
Each CAUTION notice is accompanied by an appropriate CAUTION
symbol.

IMPORTANT Highlights information necessary to avoid damage to
software, loss of data, invalid test results, or information critical for
optimal performance of the system.

Note Highlights information of general interest.

Tip Helpful information that can make a task easier.

Thermo Scientific Xcalibur Administrator's Guide for 21 CFR Part 11
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Preface
Contacting Us

CO nta cting US There are several ways to contact Thermo Scientific.

Assistance  For new product updates, technical support, and ordering information,
contact us in one of the following ways:

Visit Us on the Web

www.thermo.com/finnigan
Contact Technical Support

Phone: 1-800-685-9535
Fax: 1-561-688-8736

E-mail:  techsupport.finnigan@thermofisher.com

Find software updates and utilities to download at
http://mssupport.thermo.com

Contact Customer Service

In the US and Canada for ordering information:
Phone: 1-800-532-4752

Fax: 1-561-688-8731

Web site:  www.thermo.com/finnigan

Changes to the Manual To suggest changes to this guide or to the online Help, use either of the
and Online Help  following methods:

 Fill out a reader survey online at www.thermo.com/lems-techpubs

* Send an e-mail message to the Technical Publications Editor at
techpubs.finnigan-lcms@thermofisher.com

viii Xcalibur Administrator's Guide for 21 CFR Part 11 Thermo Scientific
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chapter1 Introduction

Xcalibur®is the Thermo Scientific mass spectrometry data system. This
Administrator’s Guide discusses how to configure specific Xcalibur software
applications to help an organization become compliant with the Electronic
Records and Electronic Signatures Rule, published by the United States
Food and Drug Administration as 21 CFR Part 11.}

It must be stressed that compliance with 21 CFR Part 11 requires both
technical and procedural compliance. To achieve technical compliance, the
organization must use software that contains the required security features
and functions. To achieve procedural compliance, the organization must
establish standard operating procedures and policies that define how to use
processes and systems in a compliant manner.

This chapter contains the following sections:

*  Major Requirements of 21 CFR Part 11
e Xcalibur Software and Compliance with 21 CFR Part 11

e  How to Use This Administrator’s Guide

1Code of Federal Regulations, Title 21, Food and Drugs, Part 11 “Electronic Records: Electronic
Signature Final Rule”, Federal Register 62 (54) 1997, 13429-13466. The final rule is also available

electronically at http://www.fda.gov/ora/compliance_ref/part11/.

Thermo Scientific Xcalibur Administrator's Guide for 21 CFR Part 11 1



1 Introduction
Major Requirements of 21 CFR Part 11

2

Major Requirements
of 21 CFR Part 11

Prevention of Data
Falsification

Data Reconstruction

Xcalibur Administrator's Guide for 21 CFR Part 11

In August 1997, the United States Food and Drug Administration
published a rule for electronic records and electronic signatures under the
current good manufacturing practice (cGMP) regulations in the Code of
Federal Regulations (21 CFR Part 11). The rule provides criteria under
which electronic records and electronic signatures can be considered
equivalent to paper records and handwritten signatures. It also permits the
widest possible use of electronic technology.

An important implication in 21 CFR Part 11 is that organizations must
implement rules to confirm that proper methods, procedures, and controls
are in place. Therefore, certain issues must be addressed, such as the
following:

¢ DPrevention of Data Falsification
* Data Reconstruction

* System Security

Electronic data can be falsified in several ways: it can be modified directly; it
can be modified indirectly by deleting records; or it can be modified
indirectly by using readily available tools.

To prevent falsification, a number of controls must be implemented. These
controls can be procedural in nature or can be functionally implemented
within the system generating the electronic records. Normally, a system
combines both methods to achieve compliance.

To help prevent data falsification, Xcalibur software (designed for
compliance with 21 CFR Part 11) uses audit trails and system security.

Although it is important to demonstrate that data has not been falsified, it is
just as important to show how it has been generated. Raw data cannot be
reconstructed; however, it is possible to regenerate all other records derived
from the original raw data files.

An efficient and comprehensive audit trail can confirm that all electronic
records generated from the raw data can be regenerated. To do this, audit
trail entries must be made for all events and actions that are required to
regenerate the records. In addition, new audit trail entries must be added
only to existing records; they must not overwrite or obstruct other records.
Finally, the user must not have any control on the audit trail records or be
able to modify the configuration of the audit trail. The audit trails created
by Xcalibur software meet these requirements.

Thermo Scientific
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System Security

1 Introduction
Major Requirements of 21 CFR Part 11

Most organizations implement strict security procedures for their computer
networks to prevent unauthorized access to data. In this context,
unauthorized access means:

*  Access by an individual (external or internal to the organization) who
has not been granted the authority to use, manipulate, or interact with
the system.

*  Access through the use of the identity of another individual, for
example, by using a colleague’s username and password.

The 21 CFR Part 11 rule defines a number of controls to confirm that the
systems that generate electronic records can be accessed only by individuals
who have some level of responsibility towards those records. The rule
includes both procedural controls and functionality controls.

Xcalibur software (designed for compliance with 21 CFR Part 11)
implements some of these controls directly and relies on the security
functions in the Microsoft® Windows “XP Professional operating system for
other parts.

For example:

* The Finnigan Security Server controls secure file operations.

*  The administrator restricts user access through the Xcalibur
Authorization Manager (a Thermo Fisher-supplied administrative tool).

* The administrator controls software feature access through the Xcalibur
Authorization Manager.

*  Windows XP Professional security functions manage user
authentication.

* The Windows XP Professional security functions and, in particular, the
NTES permission rights maintain electronic record security.

Xcalibur Administrator's Guide for 21 CFR Part 11 3
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Xcalibur Software and Compliance with 21 CFR Part 11

Xcalibur Software
and Compliance with
21 CFR Part 11

Configuring Software
Applications

Configuring the Auditing
Database

Protecting Records

Setting Up User Access Controls

4 Xcalibur Administrator's Guide for 21 CFR Part 11

Xcalibur incorporates security features and functions to enable Xcalibur
software applications to comply with 21 CFR Part 11. It is crucial that the
laboratory administrator configures the software properly to fully
implement these security features.

This section contains the following topics:

* Configuring Software Applications

*  Security Features Within the Software

Configuring Xcalibur software applications for compliance with
21 CFR Part 11 involves three steps as follows:

* Configuring the Auditing Database
* Protecting Records

e Setting Up User Access Controls

The auditing database is critical in enabling Xcalibur applications to comply
with 21 CFR Part 11. The database confirms that data cannot be deleted or
altered without a record being kept, and keeps an audit log of parameter
changes made in Xcalibur applications.

See Chapter 2: Using the Database Configuration Manager for the
procedure for configuring the auditing database.

To establish secure file operations, the laboratory administrator must grant
access permissions for specific folders, files, and registry keys. The
permissions must be set so that only an administrator can delete or alter
security related records, such as the Authorization Manager and Database
Configuration settings. These settings ensure that unauthorized users
cannot alter the security settings for Xcalibur applications.

See Chapter 3: Establishing Secure File Operations for the procedure for
creating protected folders, files, and registry keys.

To control user access, the laboratory administrator must define secure user
groups and grant access permissions for each group. The administrator can
restrict defined groups of users from performing various functions within
the application software. This restriction can range from complete

Thermo Scientific
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Xcalibur Software and Compliance with 21 CFR Part 11

prohibition, through several levels of password-required access, to no
restrictions. User access controls are set through the Xcalibur Authorization
Manager.

After the security settings are defined for at least one group, users who are

not in a secure group are denied access to the application. However, when

no secure groups are defined, all features of the software are accessible by all
|

users!

See Chapter 4: Defining Secure User Groups and Adding Users for the

procedure for defining user groups and granting access permissions.

After the appropriate file protections and user access controls are in place,
Xcalibur applications use a number of built-in features to confirm the
security of the data and to meet 21 CFR Part 11 requirements.

Xcalibur includes a file tracking system that maintains a database of the files
created in or used by Xcalibur applications. The file tracking system uses the
file journaling features of the Windows XP operating system, recording all
changes or deletions made to files stored in the database, even if the changes
are made using a non-Xcalibur application such as Windows Explorer.

A comprehensive audit trail confirms that all electronic records generated
from the raw data can be regenerated. The audit trail consists of two parts:
the history log and the event log. The history log contains information
about every parameter change that a user has made within the application.
The event log contains information about all of the events that have
occurred within the application, such as the creation of a sequence or the
saving of a file.

Use the CRC Validator to perform Cyclic Redundancy Checks (CRCs) to
protect against malicious changes to data files. A CRC can detect file
corruption and attempted changes to data files outside of Xcalibur
applications. The CRC calculates checksums for sets of data using
mathematical formulas and stores the value in auditing database. When
data are modified or processed within the application, new checksums are
calculated and stored. The stored checksums can be compared with
checksums calculated from the files stored on the disk using the CRC
Validator application. A mismatch between the stored and computed
checksums might indicate file corruption or tampering.

Xcalibur Administrator's Guide for 21 CFR Part 11 5
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How to Use This
Administrator's Guide

Read this Administrator’s Guide carefully and complete the procedures that
are outlined in Table 1 and described in detail in the following chapters. If
you do not perform certain tasks, the software application might not be fully

6 Xcalibur Administrator's Guide for 21 CFR Part 11

compliant with 21 CFR Part 11.

This guide provides the following information:

* How to configure the auditing database

*  How to establish secure file operations

* How to define secure user groups and add users

The following checklist summarizes the major tasks that the laboratory
administrator must carry out to configure Xcalibur software applications for
compliance with 21 CFR Part 11.

Table 1.

compliance with 21 CFR Part 11

Task

Install the latest version of Xcalibur
core software.

See Topic

Checklist of tasks for configuring Xcalibur software applications for

Completed?

Install the layered software
applications.

If necessary, install the Oracle client
and server software on the
appropriate workstations. (Only
when Oracle is used for the auditing
database.)

Appendix A, “Installing an Oracle
Database”

Configure the auditing database.

“Using the Database Configuration
Manager” on page 7

Confirm that the Finnigan Security
Server is set up properly and is
running.

“Confirming the Properties of System
Services” on page 22

Restrict access to the folder that
contain security files.

“Configuring the Security Settings for
the Security Folder” on page 28

Restrict access to the registry key for
the auditing database.

“Configuring Security Settings for the
Database Registry Key” on page 39

Decide how many and what type of
user groups you need.

“Planning User Groups” on page 46

Define user groups in the
Authorization Manager.

“Defining User Groups” on page 48

Set permission levels for software
features for each user group.

“Setting Permissions” on page 51

Save the configuration settings.

“Saving the Security Settings” on
page 56

Thermo Scientific
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chapter2 Using the Database
Configuration Manager

This chapter describes how to use the Database Configuration Manager to
configure your compliance database. The compliance database keeps a
record of auditable events and changes made to files created by or managed
by Xcalibur. Until you run the Database Configuration manager, all
applications run without auditing, and the system is not 21 CFR Part 11
compliant.

Use the Database Configuration manager to configure either a Microsoft
Access database on your local computer or an Oracle database on a remote
computer. To use an Oracle database, confirm that the following tasks have
been completed:

¢ An Oracle database has been installed on an accessible remote server. See
Appendix A or consult your Oracle database administrator for more
information.

* The Oracle client software has been installed on your local computer.
See Appendix A or consult your Oracle database administrator for more
information.

*  Make sure that you know the User Name, Password, and Oracle Net
Service Name of your Oracle database. Obtain this information from
your Oracle database administrator.

Note Confirm that no other Xcalibur applications are running when
running the Database Configuration manager. Auditing of Xcalibur
applications cannot take place while the Database Configuration
manager is running.

Xcalibur Administrator's Guide for 21 CFR Part 11 7
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8 Xcalibur Administrator's Guide for 21 CFR Part 11

To use to Database Configuration manager to configure your auditing
database

1.

From the Windows taskbar, choose Start > All Programs > Xcalibur >
Database Configuration. The Auditing Database Configuration
Manager dialog box appears (see Figure 1).

Auditing Database Configuration Manager,

‘You are about to configure database support for auditing.
Flease select the new database type and enter any authentication information requested.
Below are your current databaze zettings:

Databaze Marme : MHAA,

Database Type : M

Databaze iz installed on Host: MAA
Database Service Mare MHiA,
UzerMame:  Mid

Select Databasze Type |

" Oracle on Network Server

+ Microsoft Access |

Figure 1. Auditing Database Configuration Manager dialog box

2. Select the database type in the Select Database Type area:

When using a Microsoft Access database, select the Microsoft Access
option and go on to step 4.

When using an Oracle database, select the Oracle on Network
Server option and go on to step 3.

3. When using an Oracle database, specify the Oracle database parameters:

Enter the database user name in the User Name box.
Enter the database password in the Password box.

Select the Oracle Net Service Name for your database in the Oracle
Net Service Name list.

IMPORTANT Be sure to use the Oracle user name and password
provided by your Oracle database administrator.

Thermo Scientific
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2 Using the Database Configuration Manager

4. Click Next. The DatabaseConfigManager dialog box appears (see
Figure 2).

DatabaseConfigManager P§|
Database Met Service Mame.: C:xcalibur3ystemiProgramstxCalibur Database.mdb
! '_l] Database T¥pe....ovovvvnnn.: DBE_ACCESS
Database Hosk Mame.........: M/&
st Mame. o MG
Database Mame. ... MG

Please confirm these settings or Cancel to select new settings,
CAUTION: By selecting the Ok butkon the database service will be shukdown,

Please close all ¥calibur applications and stop any acquisition in progress
before doing so.

Zancel

Figure 2. DatabaseConfigManager dialog box
5. Confirm that the settings are correct and click OK.

6. The appearance of the Auditing Database Configuration Manager
dialog box should be similar to that shown in Figure 3.

Auditing Database Configuration Manager

The auditing database has been configured on pour computer
“ou need to Reboot your computer to make these changes effective.
These are pour current settings, Please save and cloze all other applications.

Databaze Mame:  C:ecalibursSyaternyPrograms =< Calibur Databaze. mdb
Database Type: DE_ACCESS
Database is installed on Host:  MWAA
Database Service Mame MAS
UsgerMame:  MAA

& Restart compuber now

O 1 will resstart later.

Help |

Figure 3. Auditing Database Configuration Manager dialog box, showing
restart settings

Xcalibur Administrator's Guide for 21 CFR Part 11 9



2 Using the Database Configuration Manager

Click a restart option:

* Click the Restart Computer Now option to have the computer
restart automatically once you click Finish.

* Click the I Will Restart Later option to restart the computer
manually at a later time.

IMPORTANT The changes you make in the Database Manager

do not take effect until you restart the computer.

7. Click Finish to save your settings and close the Auditing Database
Configuration Manager dialog box.

10 Xcalibur Administrator's Guide for 21 CFR Part 11 Thermo Scientific
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chapter 3 Establishing Secure File
Operations

The 21 CFR Part 11 rule requires that previously recorded information
cannot be obscured by record changes. It also requires that records be
protected to enable their accurate and ready retrieval. To comply with these
requirements, standard operating procedures must be established for precise
and systematic record archiving.

This chapter describes required operating system security settings to
configure to confirm that the auditing database, authorization manager, and
other security features of Xcalibur operate correctly.

This chapter contains the following sections:

* Applying the Security Template

* Confirming the Properties of System Services

* Configuring Security Settings for Folders and Files

* Configuring Security Settings for the Database Registry Key

*  Specifying the Way Users Log On and Off

* Removing and Archiving Files

Xcalibur Administrator's Guide for 21 CFR Part 11 1"



3 Establishing Secure File Operations
Applying the Security Template

Applylng the Securlty The Security Template is a preconfigured set of security and permission
Template settings for a Windows XP computer. Applying the Security Template to a
Windows XP computer changes the status of normal users to enhanced
users so that they can access the registry and run Xcalibur. Without the
Security Template, all normal users would be unable to run Xcalibur.

We recommend applying this Security Template to all Windows XP
computers in a 21 CFR Part 11-compliant environment.
To apply the Security Template to a Windows XP computer

1. Logon to the computer as an Administrator.

2. From the Windows XP taskbar, choose Start > Run. The
Windows Run dialog box appears (see Figure 4).

Run @E|

- Type the name of a program, folder, document, or
q Inkernet resource, and Windows will open it Far yau,

open: v

[ (0] 4 H Cancel ][ Browse, ..

Figure 4. Windows Run dialog box

12 Xcalibur Administrator's Guide for 21 CFR Part 11 Thermo Scientific



3 Establishing Secure File Operations
Applying the Security Template

3. Type “mmc”, and click OK. The Windows Console menu appears (see
Figure 5).

‘i Console]

File Action Wiew Favorites  Window  Help

o mB @

‘i Console Root

There are no ikems to show in this view,

Figure 5. Windows Console menu

Thermo Scientific Xcalibur Administrator's Guide for 21 CFR Part 11 13



3 Establishing Secure File Operations
Applying the Security Template

4. Choose File > Add/Remove Snap-In. The Add/Remove Snap-in

window appears (see Figure 6).

Add/Remove Snap-in

Standalone | E:.:tengi.:.n3|
|1z& this page to add or remove a standalone Snap-in from the console,
Shap-ng added to: |a Conzole Root w
Dezcription
Add... Bemowve Abaut, .,
[ k. ] [ Cancel

Figure 6. Add/Remove Snap-In window

14 Xcalibur Administrator's Guide for 21 CFR Part 11 Thermo Scientific



3 Establishing Secure File Operations
Applying the Security Template

5. Click Add. The Add Standalone Snap-in window appears (see
Figure 7).

Add Standalone Snap-in

Ayvailable Standalone Snap-inz:

Shap-in Wendor -
@ Lirk to web &Address Microsoft Corporation
Q Local zers and Groups ticrozoft Corporation
ﬁ Perfarmance Logs and Alerts Micrazoft Carporation
é:' Removable Storage Management Microzoft Corporation
Rezultant Set of Policy icrozoft Corporation
a Secunity Configuration and &nalysiz S0 [Te (kD 8 Wy ata =1l
@ Security Templates icrozoft Corporation
% Services Microsoft Corporation
E_—,l Shared Folders Microsoft Corporation
% Wikl Contral Microzoft Carporation w
Dezcrption

Securty Configuration and Analvzis iz an MMC znap-in that provides
gecurnty configuration and analyzis for Windows computers ugsing security
template files.

Figure 7. Add Standalone Snap-In window

6. Choose the Security Configuration and Analysis option in the scroll
menu (see Figure 7).

Thermo Scientific Xcalibur Administrator's Guide for 21 CFR Part 11 15



3 Establishing Secure File Operations
Applying the Security Template

7. Click Add and click Close to close the Add Standalone Snap-in dialog
box. The Add/Remove Snap-in window appears, with Security
Configuration and Analysis in the console window (see Figure 8).

Add/Remove Snap-in

Standalone | E stersions

I1ze this page to add or remove a standalone Snap-in from the conzole,

Snap-ing added to: |a Corsale P oot b

a Secunty Configuration and Analysiz

Dezcrption
Securty Configuration and Analvziz iz an MMC snap-in that provides
gecurnty configuration and analvziz for Windows compubers using zecurity
template files.

Add... ] [ Bemove ] [ About. . ]

[ OF. H Cancel ]

Figure 8. Add/Remove Snap-In window, with Security Configuration and
Analysis option

16 Xcalibur Administrator's Guide for 21 CFR Part 11 Thermo Scientific
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3 Establishing Secure File Operations
Applying the Security Template

8. Click OK to return to the Console Root window (see Figure 9).

‘il Consoled

File Action Wiew Favorites  Window

Help

oo @B @

-
iti Console Root

Marne

@ Security Configuration and Analysis

Figure 9.  Console Root window, with Security Configuration and Analysis option

9. Double-click Security Configuration and Analysis. The
Security Configuration and Analysis information appears in the
right-hand side of the Console window (see Figure 10).

‘i Consoled

File  Action Yiew Favorites ‘Window

Help

&« - BmE @2

‘i Console RooBSecurity Configuration and| nalysis

figuration and Analysis

Security Configuration and
Analysis
To Open an Existing Database
1. Right-click the Securty Configuration and Analysis scope
itermn
2. Click Open Database

3. Select a database, and then click Open

To Create a New Database

1. Right-click the Securty Configuration and Analysis scope
itern

Click Open Database
Type a new database name, and then click Open
Select a security template to import, and then click Open

Figure 10. Console Root\Security Configuration and Analysis window
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10. Right-click Security Configuration and Analysis in the Console tree
in the left-hand side of the Console window, and choose

Open Database from the shortcut menu.

11. The Open Database dialog box appears (see Figure 11).

Open database

Laak ir: |b [atabaze V| ) ? 2 '
2 compatws sdb.
by Recent
Documents
€
Desktop

i

Iy Documents

tdy Computer

File hame: |tesl V| [ Open l

by Metwork, | Files of bype: | Secuity Database Files [".sdb) v | ’ Cancel ]

Figure 11. Open Database dialog box
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12. Type a name for the security database (the security database is
temporary) in the File name box and click Open. The
Import Template dialog box appears (see Figure 12).

Import Template

Laoak ir: | I3 termplates

~| - & ef E-

?‘}hisecdc.inf
~bhisecws.inf
brooksec.inf
b securede.inf
b securews.inf

L gcompatws,inf :—}'setup security . inf

File narme: |cnmpatws.inf

Filez af type: |Seu:urit_l,l Template [.inf]

ﬂ Cancel

I Clear this databaze before imparting

Figure 12. Import Template dialog box

13. Click the compatws.inf template (a template for low-level security

settings for Windows XP Professional) in the Import Template dialog

box to import it.
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14. Click Open. The Console Root\Security Configuration and Analysis
dialog box appears (see Figure 13).

‘i Consoled

File Action View Favorites ‘Window Help

& = | B(@E 2

j ‘il Console RooRSecurity Configuration and Analysis
Conscle Root

Security Configuration and Analysis il SR

ts and Settingsiell iegal\My
Documents\Security\Database'\compatws.sdb

You can now configure or analyze your cornputer by using the
security settings in this database.

To Configure Your Computer

1. Right-click the Secuniy Configuration and Analysis scope
item

2. Select Configure Computer Now
3

. In the dialog, type the name of the log file you wish to view,
and then rlick MK

Figure 13. Console Root\Security Configuration and Analysis dialog box

15. Right-click the Security Configuration and Analysis option in the
console tree to open the short cut menu, and choose Configure

Computer Now. The Configure System dialog box appears (see
Figure 14).

Configure System

Error log file path:

h.ziegal'My DocumentshS ecunityLogzh compatves. o

| [ Browze . ]

L k. ][ Cancel ]

Figure 14. Configure System dialog box

16. Click Browse. Select the directory for the error log file and click OK.
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17. The Configuring Computer Security status box tracks the progress of
configuring the system.

Your system settings are now configured to those recommended by the
template.

18. Choose File > Exit to close the Console menu. The
Microsoft Management Console window appears (see Figure 15).

Microsoft Management Console E'

L] E Save consale sekkings to Consalel?
L

Mo | Cancel |

Figure 15. Microsoft Management Console window

Click Yes to save the Console settings. The software saves Console settings
and adds the Security settings to the computer.
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Confirming the
Properties of System
Services

The authorization and auditing functions of Xcalibur applications rely on
two Finnigan system services: the Finnigan Security Server and the Finnigan
Database Server. These services are installed when the administrator installs
the application software. They are configured to start automatically every
time the workstation is restarted.

The main function of the Finnigan Security Server is user authentication. If
authentication is selected for certain events, user names and passwords are
verified by the Finnigan Security Server whenever they are entered.

The Finnigan Database Service permits Xcalibur applications to access the
auditing database and make auditing entries.

To confirm that the properties of the Finnigan Security Server and
Finnigan Database Service are set correctly

1. Open the Services window:

a. Choose Start > Settings > Control Panel from the Windows XP
taskbar.

b. Double-click Administrative Tools.

c. Double-click Services.
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2. Confirm properties for the Finnigan Security Server:

a.

Right-click Finnigan Security Server, and choose Properties from
the shortcut menu to open the Finnigan Security Server Properties
dialog box (see Figure 16).

Finnigan Security Server Properties (Local Computer) |E|[E|

Service name: Finnigan Security Server

Display mae: Finnigan Security Server

D ezcription:

Path to erecutable;
C:hcaliburhsystembprogramshfinsS_Server exe

Startup type: Avtornatic W

Service status: Started

Y'ou can specify the start parameters that apply when you start the service
from here.

[ Ok H Cancel ]

Figure 16.  Finnigan Security Server Properties dialog box — General
page

b. Confirm that Startup Type is set to Automatic on the General page.

C.

Confirm that the Service Status reads Started.
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d. Click the Log On tab to display the Log On page (see Figure 17).

Finnigan Security Server Properties (Local Computer) |E|[g|

General| Log On |Heu:u:u~.-'er_l,l Dependencies

Log on &z

(%) Local Syztem account
Allows zervice bo interact with desktop

) Thiz account: | |

'ou can enable or dizable thiz zervice for the hardware profiles listed belows:

Hardware Profile Semice
Prafile 1 Enabled

I Q. ][ Cancel ]

Figure 17.  Finnigan Security Server Properties dialog box, showing the
Log On page

e. Confirm that the Log On As: Local System Account option is

selected.

f.  Confirm that the Allow Service To Interact With Desktop check
box is checked.

g. Click OK to close the dialog box.
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3. Confirm properties for the Finnigan Database Service:
a. Right-click Database Service, and choose Properties from the

shortcut menu to open the Finnigan Database Service Properties
dialog box (see Figure 18).

Finnigan Database Service Properties [Local Computer) |E|E|

General |L|:|g On || Recovery || Dependencies

Service name; CFRDBService

Dizplay name:

Dezcription:

Fath to erxecutable:
C:\ecalibursawstem'programs\CFRDE Service. exe

Startup twpe: Automatic w

Service statuz Started

Y'ou can zpecify the start parameters that apply when pou start the zervice
from here.

[ Ok, H Cancel l

Figure 18. Finnigan Database Service Properties dialog box — General
page
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b. Confirm that Startup Type is set to Automatic on the General page.
c. Confirm that the Service Status Reads Starzed.

d. Click the Log On tab to display the Log On page (see Figure 19).

Finnigan Database Service Properties {Local Computer) |E|g|

General | Log On |Heu:u:u~.-'er_l,l Dependencies

Log on az:

{(®)iLocal Syztem account

[ Allows service to interact with desktap

() Thiz account: | |

Y'ou can enable or dizable thiz zervice for the hardware profiles listed below:

Hardware Profile Service

Profile 1 Enabled

I ak. ][ Cancel ]

Figure 19. Finnigan Database Service Properties dialog box — Log On page

e. Confirm that the Log On As: Local System Account option is
selected.

f.  Confirm that the Allow Service To Interact With Desktop check
box is not checked.

g. Click OK to close the dialog box.
4. Close the Services window and close the Administrative Tools window.

You have now confirmed that the services are set up properly.
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To confirm the security of your data, restrict access to the folder named
security (located by default in C:\Xcalibur\system) that contains the
configuration files. Because the Authorization Manager reads the controlled
feature information from the configuration files, prohibit access to these
files by non-administrators.

Set the access permissions for folders and files for specific user groups using
the NTFS file system (an advanced file system used within the Windows XP
operating system). When you set up permissions, specify the level of access

for user groups, for example:

*  Permit members of one user group to read the contents of a file
*  DPermit members of another user group to make changes to the file
* Prevent members of all other user groups from accessing the file

Folder permissions are inherited by new subfolders and files. Existing
subfolders and files can be made to inherit new permissions that are applied
to the parent folder by using the Properties dialog box for the folder. (See
“Configuring the Security Settings for the Security Folder” on page 28.)

After appropriate permissions are set, it is not possible for an unauthorized
user to maliciously or accidentally alter the contents of the folder using such
utilities as the Windows Explorer.

In the procedures that follow, add an administrative user (or administrative
group) and the Everyone group to the Security page Group Or User Names
list. Grant the administrator full access to the security folder and read-only
access to everyone else.

Tip When you require more restricted access to folders and files, grant
access to only specific user groups. To do this, set up appropriate user
groups, as described in the next chapter. Then, perform the procedures
that follow, but use your specific user groups instead of the Everyone group.

Continue with the following subtopics:

* Configuring the Security Settings for the Security Folder
* Adding Users

* Removing Users

*  Setting Permissions for Xcalibur Folders
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To configure settings for the security folder

Log on to the workstation as a user with administrative privileges.

Choose Start > Programs > Accessories > Windows Explorer to open

the Windows Explorer.

Choose Tools > Folder Options to open the Folder Options dialog box,

and click the View tab.

Use the scroll bar in the Advanced Settings box to scroll to the bottom

of the list.

Clear the Use Simple File Sharing check box (see Figure 20).

Folder Options

General | Wiew File Types | Offine Files

Folder wiews
i Y'ou can apply the view [zuch az Details or Tiles] that

wou are wzing for thiz folder to all folders.

[ Apply to All Folders ] [ Fezet All Folders

Advanced settings:

|5 Managing pairs of 'Web pages and folders
(#) Show and manage the pair as a single file
() Show both parts and manage them individually
() Show both parts but manage as a single file
Remember each folder's view setlings
[] Restare previous folder windows at logon
[1 Show Control Panel in My Computer
Show encrypted or compreszed MTFS files in color
Show pop-up dezcrption for folder and desktop items
R zc cimple file sharing [Fecommended)

[ Launch folder windows in a separate process A

[ Rezstore Defaults ]

Figure 20. Folder Options dialog box, showing setting for Use Simple File

Sharing check box.
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Click OK to save the change and close the dialog box.

Locate the security folder in the Windows Explorer. (The default path
for this folder is C:\Xcalibur\system\security.)

Right-click the security folder and choose Properties from the shortcut
menu to open the Properties dialog box for the folder.

Click the Security tab to display the Security page (see Figure 21).

security Properties

General | Sharing | Securty | wWeb Sharing | Customize

Group or uzer names:
Administrators MSHAFFER-PChAdminiztrators]
ﬁ Everyone
[ Add.. ] [ Bemove ]

Permizzionz for Administrators Allaw Dreny

Full Control ] 5

Modify O

Fead & Execute ]

Lizt Folder Contents ]

Fead ]

Wrike O
For zpecial permizzions or for advanced settings,
chok Advanced. =

[ k., H Cancel ] Apply

Figure 21. Properties dialog box — Security page
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IMPORTANT When you create a new folder, the permissions from
the parent folder automatically propagate to the new folder. This is
indicated by the following:

e The check boxes in the Permissions list are shaded

* In the Advanced Security Settings dialog box, the Inherit From
Parent The Permission Entries That Apply To Child Objects
check box is selected

Normally, do not permit your security folder to inherit permissions

from the parent folder. Prevent this inheritance by clearing the

Inherit From Parent The Permission Entries That Apply To Child

Objects check box in the next steps. Then correct the permissions in

the topic “Setting Permissions” on page 34.

10. Click Advanced to open the Advanced Security Settings dialog box for
the folder (see Figure 22).

Advanced Security Settings for security

Pemizsions | Auditing | Owner | Effective Permizsions

T o wiew more information about S pecial permizzions, select a permizzion entry, and then click Edit.

Permizsion enfries:

Type Mame Permizzion Inherited From Apply To

Allon Administrators fSH...  Full Control <not inherited: Thiz folder, subfolders...

Allons Everyone Read <not inherted: Thiz folder, subfolders. ..
| agd. ||  Edt. || Bemowe

dnkent from parent the permizzion entiies that apply to child objects. Include these with entries explicith
Edefined here,

[ ] Rieplace permission entriez on all child objects with enties shown here that apply to child objects

[ k. H Cancel H Apply

Figure 22. Advanced Security Settings dialog box
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11. Clear the Inherit From Parent The Permission Entries That Apply To

Child Objects check box. The Security dialog box appears
(see Figure 23).

Security E| |

&

Selecting thiz option means that the parent permizzion entries that apply o
child objectz will no longer be applied tao thiz object.

-Tocopy the permizzion entries that were previously applied from the
parent ta thiz object, click Capy.

-T o remove the permizzion entries that were previouzly applied from the
parent and keep only those permizzions explicitly defined here, click
Remove.

-Tao cancel thiz action, click Cancel.

[ Copy ][ Remove ] [ Cancel

Figure 23. Security dialog box

12. Click Copy to copy the inherited permissions to the new folder and

13.

click OK to close the Advanced Security Settings dialog box.

Correct the permission settings later (see “Setting Permissions” on

page 34).

Note After you clear the Inherit From Parent The Permission
Entries That Apply To Child Objects check box and copy the
inherited permissions to the new folder, the security folder no longer
inherits permissions from the parent folder. As a result of this action,
if someone changes the permission settings of the parent folder, the
permission settings of the security folder does not change.

However, any subfolders that are created under the security folder
still inherit the permissions from it.

Examine the Group Or User Names list in the Properties dialog box and
note what groups or users appear in the list. Only the Everyone group
and the name of the administrator (or the name of the administrator
group) should appear in this list.

If either is missing from the list, go to the next topic Adding Users.

If both appear in the list but additional groups or users also appear
in the list, go to “Removing Users” on page 34.

If both appear in the list and no additional groups or users appear,
go to “Setting Permissions” on page 34.
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Adding Users

To prepare for setting permission levels for a folder or registry key, you
might need to add users and groups to the Groups Or User Names list on
the Security page.

To add users and groups

1. Click Add in the Properties dialog box — Security page to open the
Select Users Or Groups dialog box (see Figure 24).

Select Users or, Groups

Select thiz object tupe:

|L|$ers, Groupz, or Built-in zecunty principals | [ Object Types... ]

Framm this location:
|SANJOSET [ Locations... |

Enter the object names to select [examples):

Figure 24. Select Users Or Groups dialog box

2. Confirm that the Select This Object Type box lists the object types that
you require (Users, Groups, Built-In Security Principals).

To change the list, click Object Types to open the Object Types dialog

box and add or remove object types as needed.

3. Confirm that the From This Location box lists the root location that
contains your users and groups.

To change where to search, click Locations to open the Locations dialog
box and specify a new location.

4. Enter the users or groups in the Enter The Object Names To Select box

to add:

 If the Everyone group was missing from the Group Or User Names
list on the Security page, type Everyone.
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e If the user name of the administrator (or the name of the
administrator group) was missing from the Group Or User Names
list on the Security page, type the appropriate user name or group
name.

Tip To enter multiple object names at the same time, separate the
names with a semicolon.

5. Click Check Names to search for users or groups with the names that
you specified in the box. All similar or matching object names that were
found appear underlined in the box (see Figure 25).

Select Users or, Groups

Select thiz object type:

|Llsers, Groups, or Buil-in security principals | [ Object Types... ]

Fram thiz location:
|SANJOSET [ Locations..._|

Enter the object names to select [examples]:

Everone Check Mames

% [ooea ]

Figure 25. Select Users Or Groups dialog box, showing the Everyone group

6. Confirm that only the correct object name (or names) is listed in the
box and click OK to close the dialog box and to return to the Properties
dialog box.

7. Examine the Group Or User Names list on the Security page of the
Properties dialog box again. The Everyone group and the name of the

administrator are now available in the list.

*  When additional groups or users appear in the Group Or User
Names list, go to the next topic, Removing Users.

* If no additional groups or users appear, go to “Setting Permissions”

on page 34.
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Removing Users To remove users or groups from the Group Or User Names list on the
Security page

1. Select the name of the user or group.

2. Click Remove to remove the selected user or group.

3. Repeat these steps to remove any other users or groups.

You are now ready to set the permission levels for your users and groups.
Setting Permissions  Afier the correct users and groups are in the Group Or User Names list on

the Security page of the Properties dialog box, set the permissions as follows:

1. Select the administrator (or the administrator group) in the Group Or
User Names list.

2. Select the Allow check box in the Permissions list for the Full Control
option. All of the other check boxes in the Allow column are
automatically selected (see Figure 26).

security Properties

General | Sharing | Secunty | web Sharing | Customize

Group or uger names:

ﬁ Adminiztrators MwSHAFFER-PChAdministrators)

ﬁ Ewerone
[ Add... ] l Remove ]
Permizsions for Administrators Allow Deny
Full Cantral
td adify
Read & Execute
Lizt Folder Contents
Read
ke

For special pemmizsions or for advanced settings, £
click Advanced. i

Advanced

[ ak. H Caniel ]

Figure 26. Properties dialog box — Security page, showing the correct settings
in the Permissions list for an administrator
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Note Groups or users granted Full Control for a folder can delete
files and subfolders within that folder regardless of the permissions
protecting the files and subfolders.

3. Select Everyone in the Group Or User Names list.

4. Select the Allow check box in the Permissions list for the Read option,
and clear the Allow check box for all other actions in the list.

Note Setting these permissions confirms that none of the files in the
folder can be deleted by using the Windows Explorer.

5. Confirm that the inheritance setting is correct:

a. Click Advanced to open the Advanced Security Settings dialog box.

b. Confirm that the Inherit From Parent The Permission Entries That

Apply To Child Objects check box is cleared.

c. Click OK to close the dialog box and to return to the Security page
of the Properties dialog box.

6. Click OK to close the Properties dialog box and to save the permission
assignments.

You have configured the security settings for the security folder.

When you are configuring a system with multiple users and those users
work with files created by other users, set the permissions for Xcalibur files
and folders so that all users who work with them have the necessary
permissions. If these permissions are not set correctly, users might not be
able to open or modify files created by other users.

In the procedure that follows, add the Everyone group to the Security page
Group or User Names list and grant appropriate access to that group.

Tip When you require more restricted access to folders and files, grant
access to only specific user groups. To do this, set up appropriate user
groups, as described in the next chapter. Then, perform the procedures
that follow, but use specific user groups instead of the Everyone group.

Xcalibur Administrator's Guide for 21 CFR Part 11 35



3 Establishing Secure File Operations
Configuring Security Settings for Folders and Files

36

To set permissions for Xcalibur folders

Locate the Xcalibur folder in the Windows Explorer. (The default path is

C:\Xcalibur.)

Right-click the Xcalibur folder and choose Properties from the shortcut
menu to open the Properties dialog box for the folder.

Click the Security tab to display the Security page (see Figure 27).

Acalibur, Properties

General Sharing| Security |'W'e|:| Sharing | Customize

Group or uzer names:

ﬁ Administrators P SHAFFE B-PChAdministratars]

€7 CREATOR OWNER

ﬂ SHAFFER, "WEMNDY 4. [wendy. shafferi@ithermo. com)
ﬁ SHAFFER. WEMDY A [wendy. zhaffer@thermo. com]

P oucTOum

£ | ¥

[ Add... H Bemove

Permizzionz for Administrators Allova Derm

Full Cantrol

b odify

Read & Execute
List Folder Contents
Read

Wirite

O
]
O
O
O
O

For gpecial permizzions or for advanced settings,
click Advanced.

[ Ok ][ Cancel ]

Figure 27. Properties dialog box — Security page
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4. Click Advanced to open the Advanced Security Settings dialog box for
the folder (see Figure 28).

Advanced Security Settings for Xcalibur

Pemmissions | Auditing | Owner | Effective Permizsions

To wiew more information about Special permizzions, select a permizzion entry, and then click Edit.

Permizzion entries:

|nherited From

<not inherited:
<ot inherited:
<ot inherited:
<ot inherited:
<ot inherited:
<nok inkherited:
<ot inherited:

Type M ame Permizgion

Al SHAFFER. "WEMDY . Full Contral

Al Administrators fw'SH...  Full Cantrol

Allow SYSTEM Full Caontral

Allow SHAFFER, WEMDY ... Full Cortral

Allow CREATOR OWHMNER Full Caontral

Al zers (WSHAFFER-P... Read & Execute
Al IJzerz PWSHAFFER-P...  Special

| add. ||  Edt. || Remowe

Apply To
Thiz falder only

Thiz folder, subfolders. ..
Thiz folder, subfolders. ..

Thisz folder anly

Subfolders and files only
Thiz folder, subfolders...
Thisz folder and zubfal...

D?_Inherit fram parent the permizzion entries that apply to child objects. Include theze with entries explicity
idefined here,

[] Replace permizsion entries on all child objects with entries shown here that apply to child objects

| ok

H Cancel ][

Apply

]

Figure 28. Advanced Security Settings dialog box — Permissions page

5. Clear the Inherit From Parent the Permission Entries That Apply to
Child Objects check box. The Security dialog box appears.

6. Click Copy to copy the inherited permissions to the new folder and
click OK to close the Advanced Security Settings dialog box.

Correct the permission settings later (see “Setting Permissions” on

page 34).

7. Examine the Group or User Names list in the Properties dialog box and
make sure that the Everyone group appears in the list. If it does not
appear in the list, add it. (See “Adding Users” on page 32.)

8. Select Everyone in the Group or User Names list.
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9. Confirm that the Allow check boxes are checked for the following

settings:

*  Modify

Read and Execute

List Folder Contents
e Read
o Write

10. Click OK to close the Properties dialog box and to save the permission
assignments.

11. Repeat steps 1 to 10 for any additional folders not in the Xcalibur folder
hierarchy used to store Xcalibur data.
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Configuring Security Settings for the Database Registry Key

When the administrator runs the Database Configuration tool for the first
time, the tool creates a Windows XP registry key that stores information
about the database. To confirm the security of the auditing database, the
security settings for this registry key must be set so that only the workstation
administrator can make changes to the key.

To configure the security settings for the database registry key

From the Windows XP taskbar, choose Start > Run to open the Run

dialog box.

Type regedit and click OK. The Registry Editor dialog box appears (see

Figure 29).

% Registry Editor
File Edit WYiew Favorites Help

[C1 Adobe Systems
(21 Apple Camputer, Inc,
[ Backweb
[27 Blue Sky Software
[C] covfsy
[Z] callas software gmbh
[ Classes
[ clients
[ EHELP
=23 Finnigan
= Healibur
[C3 1.00.000
3 authadmin

Ve | CFR_Database
(23 CurrentConfig

[ DatasetList

[C3 Defaults

L] Devices

(22 Global

([ 1s0tope viewer
3 Mulki-User

[Z] Proteomey

[Z] Target
[ #Report

[ ¥ealibur LC Devices
<

(27 BioworksBrowser

[ DatabaseManager

| Name Type
{Default) REG_SZ
CFR21_PART_11  REG_SZ
[aB]CBProvider REG_SZ
DESource REG_SZ
[2B]CETEMPSQUrCe REG_SZ
[28]Passward REG_EINARY
Size REG_DWORD
28] Usertame REG_SZ

it

> <

(=1

[raka

(walue naot set)

YES

DE_ACCESS

C:hwealiburlSystem’ Programs| < Calibur Database. mdk
C:hecaliburlSystem’ ProgramsixCalibur Database Bac
aazlddbl 22008021 8621 81 21 8521 87 21 85
0x00000022 {34

My ComputeriHKEY _LOCAL_MACHIMNE,SOFTWARE'Finnigantxcaliburl,CFR_Database

Figure 29. Registry Editor dialog box, showing CFR_Database key selected

3. Locate the My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\
Finnigan\Xcalibur\CFR_Database folder in the left-hand pane of the

Thermo Scientific

Registry Editor dialog box.
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4. Right-click the CFR_Database folder and choose Permissions from the
shortcut menu to open the Permissions dialog box for this registry key.

5. Click Advanced to open the Advanced Security Settings dialog box (see

Figure 30).

Advanced Security Settings for CER_Database

Fermizzions |.-'1‘-.u|:|iting Owner | Effective Permiszions

Permizzion entres:

To wiew mare information about Special permizsions, select a permiszion entry, and then click Edit.

Adminizgtrators PAYSH... Full Contral
Al Power Users fwfSHA...  Special

Type M ame Permizzion

|rherited From

<ot inherited:

Apply To
Thiz key only

defined here.

<nat inherited: Thiz key only
Al SHAFFER. \WEMDY ... Full Contral <nat inherited: Thiz key only
Allow SY'STEM Full Cantral <ot inherited: Thiz key only
Allow |Jzers PAWSHAFFER-F... Read <ot inherited: Thiz key only
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Figure 30. Advanced Security Settings dialog box
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6. Clear the Inherit From Parent the Permission Entries That Apply to
Child Objects check box. The Security dialog box appears (see
Figure 31).

Security PX|

Selecting this option means that the parent permission entries that apply o
<P child objects will no longer be applied to thiz object.

\.."J/

-Tocopy the permizsion entries that were previously applied from the
parent ta thiz object, click Copy.
-Ta remove the permizsion entries that were previouzly applied from the
parent and keep only thoge permizzions explicitly defined here, click,
Remove.
-To cancel this action, click Cancel,

m::py | [ Remove ] [ Cancel

Figure 31. Security dialog box

7. Click Copy to copy the inherited permissions to the CFR_Database
registry key and click OK to close the Advanced Security Settings dialog
box.

8. Examine the Group or User Name list in the Properties dialog box and
note what groups or users appear in the list. Only the name of the
administrator (or the administrator group) and the Everyone group
should appear in this list.

* If the administrator (or the administrator group) does not appear in
the list, add it (see “Adding Users” on page 32.)

* If the Everyone group does not appear in the list, add it (see “Adding
Users” on page 32.)

* If other users or groups appear in the list, remove them (see
“Removing Users” on page 34.)
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9. Set the permissions for the registry key:

a. Select the administrator (or the administrator group) in the Group
or User Name list.

b. Select the Allow check box in the Permissions list for the Full
Control option. The Read check box in the Allow column is
automatically selected (see Figure 32).

Permissions for CER_Database

Security

Group of uzer names;
.":".Ijrl'lir'li:E:tr-EltIIITZE: [w'SHAFFER-PChAdministratars]

m Everore

[ Add... ] [ Bemove ]
Permizzions for Administrators Ao Dery
Full Cantral ]
Read Il

Special Permizsions

For special permizzions or for advanced settings,
click Advanced. =

[ ] l[ Cancel ][ Apply ]

Figure 32. Permissions dialog box for CFR_Database, showing permission
settings for the Administrators group

c. Select Everyone in the Group or User Name list.

d. Select the Allow check box in the Permissions list for the Read
option. Clear the Allow check box for all other actions in the list.

10. Click OK to close the Permissions dialog box and save the permission
settings.

11. Choose File > Exit to close the Registry Editor.
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3 Establishing Secure File Operations
Specifying the Way Users Log On and Off

On computers that are not members of a network domain, the Windows XP
Professional operating system permits you to switch between users without
actually logging off from the computer. This feature, called Fast User
Switching, can be turned off so that the current user must log off before
another user logs on.

To maintain secure file operations, turn off Fast User Switching on
computers that are not members of a network domain as follows:

1. From the Windows XP taskbar, choose Start > Settings >
Control Panel to open the Control Panel.

2. Double-click User Accounts to open the User Accounts window.

3. Under Pick A Task, click Change The Way Users Log On And Off to
open the Select Logon And Logoff Options page.

4. Clear the Use Fast User Switching check box.
5. Click Apply Options.

6. Close the User Accounts page.

7. Close the Control Panel.

When a user logs off, the computer automatically shuts down any programs
that were running.
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RemO\"ng and Tobe fully compliant with 21 CFR Part 11, an organization must have
Archiving Files proper procedures in place for long-term archiving and retrieving of
electronic records, including raw data, processed data, and metadata. It is
also necessary to have a procedure for ensuring that retrieval records can be
read. Generally, this requires the organization to convert records to a new
format or to keep and maintain the tools for reading the records in their
current format.

To archive files, use third-party software designed for this purpose. In

addition, develop and implement standard operating procedures for
archiving files and security procedures to protect the archived data.
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chapter4 Defining Secure User Groups
and Adding Users

Control access to certain features of the Xcalibur software application by
defining secure user groups and granting these groups appropriate
permission levels. By design, every member of a secure user group holds the
same rights and permissions. Use the Xcalibur Authorization Manager to
create new groups and define permission levels.

After you define secure user groups and set permission levels, only those
users who are in a secure user group can access the application. All others are
prohibited access.

This chapter contains the following sections:

* DPlanning User Groups

*  Using the Authorization Manager
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Planning User Groups

Before you begin, decide how many user groups you require or, equivalently,
how many levels of access to grant to your users. For example, consider a
laboratory in which both scientists and technicians work. The standard
operating procedures for this laboratory state that technicians cannot
perform certain operations with the software. There are no restrictions on
what operations the scientists can perform. In this case, the laboratory
administrator needs to create at least two user groups—one for scientists and
one for technicians.

There is no limit to the number of user groups defined. For simplicity, if all
users are to have the same privileges, define a single user group.

IMPORTANT If there are no user groups in place, there is no security for
the software application!

A user group can be either a pre-existing Windows XP domain logon group
or a private group:

*  Windows XP domain logon groups must be created and managed by the
domain administrator. Contact your domain administrator for help
with domain logon groups.

* DPrivate groups can be created and managed by the workstation
administrator. However, before the workstation administrator can add a
user to a private group, the user must be a member of a domain group. If
an intended user is not a user on the domain, grant a domain account
for that person. Contact your domain administrator for help in
completing this task.

A single user can belong to more than one user group. If the groups have
different permission levels, the most lenient permission level applies to
the user.
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4 Defining Secure User Groups and Adding Users
Using the Authorization Manager

The topics contained in this section explain how to use the Authorization

Manager:

Defining User Groups
* Editing User Groups
*  Setting Permissions
*  Specifying Predefined Comments
* Viewing the Authorization Manager History Log
* Drinting the Security Settings

*  Saving the Security Settings

Note Shut down all Xcalibur applications before running the
Authorization Manager. If you make changes to permissions for an
application when the application is open, the changes might not take
effect until the program is shut down and restarted.
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Defining User Groups  To define user groups

1. From the Windows XP taskbar, choose Start > Programs > Xcalibur >
Authorization Manager to open the Authorization Manager (see
Figure 33).

Authorization Manager E]
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Figure 33. Xcalibur Authorization Manager

Note The Secure Template Folder, as shown in Figure 33, is only
available in LCQuan.
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Using the Authorization Manager

Click the appropriate Available Groups option to specify the type of

user group:

* Click the Domain/Workstation option to use pre-existing
Windows XP logon groups. Contact your domain administrator to
create or change logon groups.

Continue with step 3.

* Click the Private option to use (or to create) a local user group. The
administrator of the workstation can create private groups.

Skip to step 4.
Define secure domain/workstation logon groups:

a. Select a group in the Available Groups list to define as a secure
group and click the right arrow button. The group appears in the
Secure Groups list.

b. To define more groups as secure, repeat this process. When you have
created all needed groups, go to the next topic “Editing User
Groups” on page 50.

Define secure private groups:

a. Click Create in the Secure Groups area to open the Create Private
Group dialog box (see Figure 34).

b. Type a name in the Group Name box for the group.

c. Select a domain in the System Group list. The domain user
accounts appear in the Users Not In Private Group list.

d. Select a user account and click the left arrow button to add it to the
new private group. The user account appears in the Users In Private

Group list.

e. To add users in other domains to the private group, repeat steps c
and d. If not, click OK. The new private group appears in the
Secure Groups list.

f.  To create additional private groups, repeat steps a-e. If you have
created all needed private groups, continue with the next topic.
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Create private group

Group Mame: |#cal users System group ; (SRR RINES =y RY=TeT= T

Ilzerz in private group

IJzerz not in private group

Jean Hemerway

Andrew Olney
Tina Durnyach

Hanz Mylchreest
Julie Schweingruber
lain Horner

Rohan Guzzetta

4
- Temy Thakur

Cancel

Figure 34. Create Private Group dialog box, showing two users in the new
private group, Xcal Users

Editing User Groups

After defining a secure user group, view and (for private groups only) edit
the members of the group. To do this, right-click the user group in the
Secure Groups list and select Members from the shortcut menu.

e If the group is a private group, the Edit User List Of Private Group

dialog box appears. Add or remove names from the user group by using
the arrow keys.

If the group is a domain/workstation logon group, the Modify Users In
Group dialog box appears. Because membership in these groups is
controlled by the domain administrator, the lists in the Modify Users In

Group dialog box are read-only (see your domain administrator to make
changes to domain/workstation logon groups.
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4 Defining Secure User Groups and Adding Users
Using the Authorization Manager

For each secure user group, set the permission levels for certain features in
the software application. Set permissions in the Permission Level area.

The available permission levels are listed in Table 2. All new secure user
groups, whether domain/workstation groups or private groups, have all
features set to Disallowed.

Table 2. Permission levels and descriptions

Permission Level

Disallowed

Description

Not permitted. Specify whether the user interface control for the
disallowed operation is hidden or grayed out.

Signature List

The names and passwords of everyone on the signature list must
be entered to perform the action.

A series of dialog boxes (one for each signature) appears when a
user attempts to perform this action in the software application.

Supervisor Password

The supervisor name and password must be entered to perform
the action.

A dialog box for the supervisor signature appears when a user
attempts to perform this action in the software application.

Password The user password must be entered to perform the action.
A dialog box for the user password appears when a user attempts
to perform this action in the software application.

Allowed No restrictions.

Set permission levels in the following ways:

* By changing the permission level of an individual feature

* By setting all permissions to the same level

* By inheriting permissions from other secure user groups

* By importing permission lists from other workstations

To change the permission level of an individual feature

1. Select a user group in the Secure Groups list.

2. Select the name of your software application in the list in the lower left
of the Authorization Manager.

3. Click Expand Tree to show the entire list of controlled features for the

application.

4. From the list, select a feature to change the permission level.
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Note Set permissions only for individual features, not subgroups. After
selecting a feature, the Permission Level options are active. If they are
unavailable, you probably selected a subgroup, not a feature.

5. Select one of the Permission Level options:

Disallowed
* Signature List
* Supervisor Password

e Password Required

e Allowed

Tip To define the permission level of a feature, right-click the
feature and select the permission level from the shortcut menu.

6. Ifyou selected Permission Level: Disallowed, specify the appearance of
the user interface control for the disallowed state:

* Ifyou do not want the user interface control to appear at all, click

the Disallowed State: Hidden option.

* To gray out the user interface control, click the Disallowed State:
Grayed option.

7. When you selected Permission Level: Signature List, use the Signature
List Groups area to define the signature list groups:

Note When a feature with a permission level of Signature List is
chosen in the software application, a series of password dialog boxes
appear, one for each signature (name and password of a member of

the designated group).

The order of the groups shown in the Signature List Groups:
Available Groups list defines the order of appearance for the
password dialog boxes.

v a. Select a user group in the Available Groups list and click the right
arrow key. The group appears in the Signature Required list.

b. Add other groups to the signature list in the same manner as needed.
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To require that the current user of the software application be placed
on the signature list, select the Current User Must Sign check box.

If necessary, rearrange the order of the groups in the signature list by
selecting a group and clicking on the Move Group buttons: Up or
Down.

8. To permit the user to enter a comment after performing the action,
select the Comment check box. (This option is available for all
permission settings, except Disallowed.)

When a comment is entered, it appears in the audit log for the software
application.

9. Set the permission levels for any or all of the remaining features:

To set the permission level of an individual feature, repeat steps 4
to 8.

To set all of the other features for this application to the same
permission level that you just set, click the This Application option
and click Set To Same.

The Permission Level setting, the Disallowed State setting (if
applicable), and the Comment setting are copied to all of the other
features for the currently selected application.

To set all other features for all applications to the permission level
that you just set, click the All Applications option and click Set to
Same.

The software copies the Permission Level setting, the Disallowed
State setting (if applicable), and the Comment setting to all other
features for all application.

10. To set the permission levels for other user groups in the Secure Groups
list, repeat steps 1 to 9.

IMPORTANT DPermission level settings are retained when you move a
user group out of the Secure Groups list and into the Available Groups
list. When you move the group back into the Secure Groups list, the
permission settings remain intact.

However, when you delete a user group from the Secure Groups list, all
permission settings are lost.
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Setting All Permissions

Inheriting Permissions

Exporting and Importing
Permissions

Set every feature to the same permission level in either of two ways:

* After you set the permission level for one feature, click Set To Same (as
described in step 9 of the procedure above).

* Right-click the user group name in the Secure Groups list, and choose
Globally Set To > [Permission Level] from the shortcut menu.

Copy a complete set of permission levels from one secure user group to
another secure user group as follows:

1. Select the user group in the Secure Groups list that is to receive the set of
permission levels.

2. Right-click the selected group and choose Inherit From from the
shortcut menu.

The Choose Secure Group dialog box appears and displays a list of the

secure groups (minus the current one).
3. Select the group containing the permission levels to copy and click OK.

Both user groups now have the same set of permission levels.

Import the permission list that contains the user groups and permissions
from another workstation. This action saves time when you have more than
one workstation in your lab and plan to provide access to all stations to
users. Instead of setting up identical user groups on each workstation, copy
the permission list from a workstation that has the user groups and access
permissions that you require.

IMPORTANT To maintain the security of the permission list, export it to
a secure location. The security folder (with proper security settings) on
the current workstation is an ideal location.

To export and import the permission list

1. On the workstation where the correct users and permission levels are set,
start the Authorization Manager and click Export. The Save As dialog
box appears.
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2. Save the permission list in the security folder as a file with the .eperm
extension. (The default path for this folder is
C:\Xcalibur\system\security; the default file name is
permissions.eperm.)

3. Copy the file into the security folder on the new workstation.

4. On the new workstation, start the Authorization Manager and click

Import. The Open dialog box appears.

5. Locate the permission list file (.eperm file) and click Open. The user
groups and permission levels appear in the Authorization Manager.

6. Confirm that the user groups and permissions are correct and click OK

to save the settings and close the Authorization Manager.

As an option, require users to select comments from a predefined list rather
than typing in comments when they use features that require comment
entry. To do this, select the Predefined Comments check box in the Global
Security Features area. When predefined comments are active, a dialog box
appears whenever a user performs an action that requires a comment. The
user must select a comment from a drop down list before proceeding.

To define comments

1. Confirm that the Predefined Comments check box is selected.

2. Click Edit. The Edit Comment List dialog box appears.

3. Click Add New Comment. The New Comment dialog box appears.
4. Type comment text and click OK.

5. Repeat steps 3 and 4 to add each predefined comment.

6. Make any additional changes to the comment list:

¢ To delete a comment from the list, select the comment and click
Remove Comment.

* To move a comment up or down in the list, select it and click Move
Up or Move Down.

7. Click OK to save your changes and close the dialog box.
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Viewing the Authorization
Manager History Log

Printing the Security
Settings

Saving the Security
Settings

The Authorization Manager automatically maintains a history log to record
all changes made to the security settings. The following events are logged:

* The creation of a private group

e The addition or deletion of members from a group

* A change in group permissions

e A switch between private and domain/workstation groups
e The manipulation of the signature list

To display the history log for the Authorization Manager, click
History Log.

Each entry in the history log contains the time and date, the user ID and
full name, and a description of the event. Sort and filter the entries in the
history log by field (for example, sort and filter by date and time) or print
the log.

Print a report of the security settings for each secure user group by clicking
Print. The report contains a listing of the members of the group, the
controlled feature information for each application, and the names of any
secure folders for each application.

After you have defined your user groups, set the appropriate permission
levels, and specified the type of application auditing, click OK to save your
settings and exit the Authorization Manager.

The controlled feature information is saved in a configuration file in
system\security. (The default path for this file is C:\Xcalibur\
system\security.) Prohibit non-administrator access to this folder by properly
setting the security for this folder. If you have not already done this, see the
previous chapter, Establishing Secure File Operations.
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The CRC Validator compares the cyclic redundancy check (CRC) value
stored in the database for a file with the CRC value computed from the file
stored on the hard disk. If the stored CRC value and the computed CRC
value do not match, the file might have been corrupted or altered since an
Xcalibur application saved it.

This chapter describes how to use the CRC Validator to check your files.
It contains the following sections:

*  Checking Files With the CRC Validator
* Selecting Files Using Database Filters

* Selecting Files Using a Pattern

Note Close any open Xcalibur applications before running the CRC
Validator.
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Checking Files With 7o use the CRC Validator
the CRC Validator

1. From the Windows taskbar, Choose Start > All Programs > Xcalibur >
CRC Validation to launch the CRC Validator (see Figure 35).

1 CRC Validator 3
File Selection
" Files Matching D atabase Filker * Files Matching Pattern
g File: Path:

|C:\Xcalibur\examples\data ﬂ Brawse ...
File M ame:
|"." j [ Include Subfalders

Check Resuls

File Mame | Status | Folder Name

Filez Tested: i] Mot in Database: i] MNat on Dise: ] CRCs match: i] CRCs differ: ]

Figure 35. CRC Validator

2. Select a method for selecting files for validation in the File Selection
area:

* To select files matching a database filter, see “Selecting Files Using
Database Filters” on page 60.

* To select files matching a pattern, see “Selecting Files Using a
Pattern” on page 62.

3. C(lick Check to check the selected files.
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4. Examine the results displayed in the Check Results area. The status
column in the file list indicates the status of each file as described in

Table 3.
5. Click Exit to close the CRC Validator.

Table 3. Status values for CRC Validation

Status Description

CRCs Match The CRC stored in the database matches the CRC just calculated for the
file.

CRCs Do Not The CRC stored in the database does not match the CRC just calculated for
Match the file. Most likely, the file has been modified since the tracking record
was created.

File Not In The file was found on the hard disk, but not in the database. It might not be
Database a tracked file.

File Not On Disk  The file was found in the database, but not on the hard disk. The file might
have been archived or deleted.
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SEIECtlng Fl Ies USlng When you select files using database filters, select files for validation based
Database Filters on information about those files that is stored in the auditing database. For
example, select files created by a particular Xcalibur application or select files
created or modified at certain times.

Create two types of filters: non-date filters and date filters. Non-date filters
are based on fields from the auditing database. Use them to select files based
on characteristics such as the application used to create the file or the name
of the user who created the file. Use date filters to select files based on the
date when they were created or last modified.

Combine multiple non-date filters using the AND and OR operators. The
default filter is the most recently selected dataset name.
To select files using a database filter

1. Click the Files Matching Database Filter option in the File Selection

area.

2. Click Edit Filter to open the Filters dialog box (see Figure 30).

X

Filters

Add Mon-D ate Filker

-| | | equal: | Add

Add Date Filker
From: | 6/23/2004—= [1z0000aM = To [ 6292004 | [115859PM —  Add |

AMD "datazet_name' EQULALS V2"

| F, | Cancel Help

Figure 36. Filters dialog box
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To add a non-date filter, do the following:
a. Select AND or OR from the first list in the Add Non-Date Filter
area.

b. Select the database key to filter on from the second list.

c. Type the value for the database key in the Equals box. For example,
if you selected Application Name in the second list, you might enter
Home Page or Qual Browser in the Equals box.

d. Click Add to add this filter to the list of current filters.

e. Repeat steps a through d to add other non-date filters.
To add a date filter, do the following:

a. Enter the starting date and time for your filter in the Add Date
Filter area in the From combo boxes.

b. Enter the ending date and time for your filter in the To combo
boxes.

c. Click Add to add this filter to the list of current filters.
If necessary, remove unwanted filters from the filter list:

a. Select the filter to remove by clicking on the filter name in the list.

b. Click Remove Filter to remove the filter from the list.

When you have made all needed changes, click OK to close the dialog
box and save your changes.
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Selecting Files Using
a Pattern

When selecting files using a pattern, specify the folder containing the files
and the format type of the files (for example, a .raw file). To select files using
a pattern, do the following:

1. Click the Files Matching Pattern option in the File Selection area.

2. Enter the path in the File Path combo box to the folder containing the
files to check, or click Browse to browse to the folder.

3. Select the file extension of the files to check in the File Name list.

4. Select the Include Subfolders check box to have the CRC Validator
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Appendix A Installing an Oracle
Database

This chapter describes the procedure used by Thermo Scientific to install
the Oracle Server and Client software. Consult your Oracle database

administrator for advice and instructions on how to install this software for

your application.
The installation information in this chapter is a supplement to the

documentation provided by Oracle and does not replace it. See your
documentation from Oracle for installation and configuration details.

Note The procedures contained in this chapter describe the installation

of the Oracle9i Database. The installation procedures for other versions
or releases of the database might differ from those described here.

This chapter contains the following sections:

* Installing the Oracle Server

* Installing the Oracle Client
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Installing the Oracle Server

Instal |ing the Oracle Insall the Oracle Server as follows:
Server

1. Insert the Oracle Database compact disc. The Autorun installation
program should start automatically. If the installation program does not

start automatically, locate and double-click the setup.exe file.

2. Click Install/Deinstall Products in the installation program. The
Oracle Universal Installer: Welcome page appears (see Figure 37).

“# Oracle Universal Installer: Welcome

Welcome

The Oracle Universal Installer guides you through the installation and configuration of your
Cracle products,

Click "Installed Products.. " to see all installed products.

il

Deinstall Products...

i e »
Ahout Oracle Universal Installer...

" =

ORACLE

Figure 37. Oracle Universal Installer: Welcome page

IMPORTANT Do not install Oracle software into an existing Oracle
home that contains another installation of Oracle software. Deinstall any
previous versions before installing a new version. If you have data in the
other database, back up your data and migrate it to the new database
during or after the installation by using the Oracle Data Migration
Assistant. See your documentation from Oracle for more information
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A

Installing the Oracle Server

3. To remove a previous version of Oracle software before proceeding with
this installation, click Deinstall Products to open the Inventory dialog
box, select the previous version from the list, and click Remove.

4. Click Next in the Welcome page. The File Locations page appears (see
Figure 38).

“ Oracle Universal Installer; File Locations

File Locations

Source...

Enter the full path of the file representing the product(s) you want ta install:

Path: | caoracle\Disk 1istagelproducts jar b] Browse.. |

o
Destination...

Fath: | Caoracleloragn

- About Oracle Liniversal Installer...

% ; .
FPrevious

OoRACLE

Installed Products. ..

Figure 38. Oracle Universal Installer: File Locations page

IMPORTANT The Source Path combo box is filled in automatically
with the location of the installation files. Do not change the path.
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5. Enter the Oracle Home name and its full path:

Enter or select a name for the Oracle Home in the Destination
Name combo box.

Enter or select the location for the Oracle components in the
Destination Path combo box.

6. Click Next. The Available Products page appears (see Figure 39).

% Oracle Universal Installer: Available Products |:|

Available Products

Select a product to install.
® Oracledi Database 9.0.1.1.1

" Oracle9i Client 9.0.1.11

ORACLE

Installz an optional pre-configured statter database, product options, management tu:u:uls netwu:urklng zervices, uilities
and hasic client software for an Oracle databaze server. i

Installed Products ~ Previous

Figure 39. Oracle Universal Installer: Available Products page

7. Select the product to install.
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8. Click Next. The Installation Types page appears (see Figure 40).

“# Oracle Universal Installer: Installation Types

Installation Types

Oracle9i Database 9.0.1.1.1

What type of installation do you want?
® Enterprise Edition (1. 76GE)

Provides data management for high-end applications such as high volume on-line transaction proceszing (OLTPJ
enviranments, gquery-intensive data warehouse and demanding Internet applications. Delivers tools and ful
meet the availakility and scalabilty requirements of mission-critical applications.

" Standard Edition (1.72GB)

Targeted far wworkgroup ar department Ievel app .ﬁjudes an integrated
distribwution replu:atu:un weh features a: ines=-critica
( I

ORACLE

Installed Products.. _ Nexdt

Figure 40. Oracle Universal Installer: Installation Types page

9. Select the type of installation.
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10. Click Next. The Database Configuration page appears (see Figure 41).

& Oracle Universal Installer; Database Configuration

Database Configuration

Select a database suited to your needs.

® Seneral Purpose
Installs a pre-configured database optimized for general purpose uzage

T Transaction F'I’DEESSH‘IQ
Inztallz a pre-configured database optimized for transaction processing

T Data Warehouse
Inztallz & pre-confioured datak

ORACLE’

Figure 41. Oracle Universal Installer: Database Configuration page

11. Select a database.
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12. Click Next. The Database Identification page appears (see Figure 42).

“# Oracle Universal Installer: Database Identification |._| |£|

Database ldentification

An OracleSi database is unigquely identified by a Glohal Database Mame, typically of the farm "name. domai
Enter the Glohal Database Name for this database.

Global Database Name:|

ORACLE

Figure 42. Oracle Universal Installer: Database Identification page

13. Enter the global database name for the database and the Oracle System
Identifier (SID) name in the fields provided.
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14. Click Next. The Database File Location page appears (see Figure 43).

“# Oracle Universal Installer: Database File Location

Database File Location

For hest datahase arganization and performance, Cracle recommends installing database files an gjﬁ
software on separate disks. The database software should be installed in Oracle Horm

Directory for Database Files! |c-oracleloradata . Browse.

':"-instalIed"F!deucts.

ORACLE

Figure 43. Oracle Universal Installer: Database File Location page

15. Enter the directory location for the database files. The directory location
must be a mapped drive.
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16. Click Next. The Database Character Set page appears (see Figure 44).

w4 Oracle Universal Installer: Database Character Set

Database Character Set

The datahase character set is determined based on the number of language groups which will be stored in b
vour datahase. See "Help" far the definition of language groups. Ifyouwantto use a database character set i
wehich is not shown helow, vou must go back and select the "Custom” install type.

Which character set should he used invour database’?

® Use the default character set
or zet for this database

West European WEBMEWINT 252

Installed Products...

ORACLE

Figure 44. Oracle Universal Installer: Database Character Set page

17. Select the character set to use in your database.
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18. Click Next. The Summary page appears (see Figure 45).

¥ Oracle Universal Installer: Summary

Summary

OracleSi Database 9.0.1.1.1

=-Global Settings
Source : ClOracle\Disk Tstageiproducts jar

Destination : Cloraclelaradn
Installation Type : Standard Edition

=Product Languages
L English
Z-Space Requirements
L"-.-"D|LII"I"IE CAReguired 1.46GE : Available 20.30GH -

=-New Installations (189 products)
Advanced Queueing (ACY AP 9.0.1.1.1
Advanced Replication 9.0.1.1.1
Anent Required Support Files 9.0.1.0.1
Apache Configuration for EJB 9.0.1.0.1 u i

ORACLE

Figure 45. Oracle Universal Installer: Summary page

19. Review the space requirements in the Summary page to confirm that
you have enough disk space.
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20. Click Install to start the installation.

When the installation is complete, the Configuration Tools page appears
and a series of tools starts automatically to create and configure your
database and Oracle Net Services environments. The Configuration
Tools page displays the results of running these tools (see Figure 406).

“# Oracle Universal Installer: Configuration Tools

Configuration Tools

The following tools will he automatically started for you:

These tools are aptional.
ltis recommended, although not required, that these tools he run successiully,

Tool Mame Status
T Oracle Met Canfiguration Assistant in progress...
Starting Oracle HTTP service pending...
Dracle Datahase Configuration Assistant pending...
L Qracle Intelligent Agent pending...

v

Details for Qracle Met Configuration Assistant:.

Dane parsing command line arguments.
Oracle Met Services Configuration:Profile configuration complete.
|Cracle Met Listener Startup:
Running Listener Cantraol:
Choracleworadmbimlsnrctl start LISTERER

3 - 4

: _:}@

ORACLE

Figure 46. Oracle Universal Installer: Configuration Tools page

* If the Oracle Database Configuration Assistant tool runs, continue
with step 21.

* If the Oracle Database Configuration Assistant tool does not run, go
to step 22 on page /5.
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21. If the Oracle Database Configuration Assistant tool runs, change the
default passwords that it sets:

a. After the tool completes, the Oracle Database Configuration
Assistant dialog box opens (see Figure 47). Make of note of the
database information that is listed in this dialog box.

Bk Oracle Database Configunation Assistant

Database creation complete. Check the logfiles at
oracleladminunracleicreate for details.

Database Information:

Global Database Mame: aracle

System ldentifiert3100; aracle

S5 Password: change_on_install
) SYSTEM Password: manager

Mote: All database accounts except 535 and SYESTEM have been

locked. Click an the "Passward Management' button to unlaock the
accounts and change the default passwords. Cracle Corporation
strangly recammends that yau change the default passwards.

Password Management...)l

Exit

Figure 47. Oracle Database Configuration Assistant dialog box
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b. Click Password Management to open the Password Management
dialog box (see Figure 48).

B Password Management

Lock funlock database user accounts and for change the default passwiords:

Llser Mame

Lock Azcount? | Mew Password

Cunﬂrrﬁ FPassword

SR

SYSTEM

DBSNMP

AURORABISTUTILITYE

ALRORAFORBEUMALIT. .

SCOTT

OSEFHTTREADMIM

OUTLM

WILSYS

Q5_CBADM

Q5_05

Q5_ES

SISISISS

\% Cancel) . Helpj

c. Change the default passwords.
d. Lock or unlock the database user accounts as necessary.

e. Click OK to save the changes and close the dialog box.

Figure 48. Password Management dialog box

22. When all of the tools in the Configuration Tools page have finished,
click Next. The End Of Installation page appears.

23. Click Exit to exit from the Oracle Universal Installer. The database is

installed.
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Insta I I i n g the 0 rac I € Install the Oracle Client software as follows:
Client
1. Insert the Oracle Database Client compact disc. The Autorun
installation program should start automatically. If it does not, locate and
double-click the setup.exe file.

2. Click Install/Deinstall Products in the installation program. The
Oracle Universal Installer: Welcome page appears.

IMPORTANT Do not install Oracle software into an existing Oracle
home that contains another installation of Oracle software.
Deinstall any previous versions before installing a new version. See
your documentation from Oracle for more information.

3. To remove a previous version of Oracle software before proceeding with
this installation, click Deinstall Products to open the Inventory dialog
box, select the previous version from the list, and click Remove.
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4. Click Next in the Welcome page. The File Locations page appears (see
Figure 49).

w Oracle Universal Installer: File Locations

File Locations

Source...

Enter the full path of the file representing the productis) vou want to install:

Fath: | cioracle ClientiDisk1stagewyproducts jar

Destination...

Choracleworadn

ORACLE

Installed Products.. i _Ped

Figure 49. Oracle Universal Installer: File Locations page

IMPORTANT The Source Path combo box is filled in automatically
with the location of the installation files. Do not change the path.

5. Enter the Oracle Home name and its full path:

a. Enter or select a name for the Oracle Home in the Destination
Name combo box.

b. Enter or select the location for the Oracle components in the
Destination Path combo box.
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6. Click Next. The Installation Types page appears (see Figure 50) on
page 78.

¥ Oracle Universal Installer: Installation Types

Installation Types
Oracle9i Client9.0.1.1.1

What type of installation do you want?
® Administrator (64 TMB)

Inztallz the management console, management toolz, networking services, utilities

" Runtime [(486ME)

Installs tools for developin

ices and basic

ORACLE

Figure 50.  Oracle Universal Installer: Installation Types page

7. Select the type of installation.
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8. Click Next. The Summary page appears (see Figure 51).

3 Oracle Universal Installer: Summary

Summary

Oracle9i Client9.0.1.1.1

=-Global Settings ]
Source : ClOracle ClientiDisklstageiproducts jar

Destination : Choraclelorado

Installation Type : Administrator

=-Product Languages
L English
Z-Space Requirements
L"-.-"D|LII"I"IE CARequired 12MB : Available 17.45GH |
=-New Installations (29 products)
: Advanced Host Events 9.0.1.0.0
L Capacity Planner 9.0.1.0.0
' Cancurrent Processing Tuning Assistant 9.0.1.0.0
Expert9.0.1.0.0 ]

ORACLE

Figure 51. Oracle Universal Installer: Summary page

9. Review the space requirements in the Summary page to confirm that
you have enough disk space.
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10. Click Install to start the installation.

When the installation is complete, the Configuration Tools page appears
and a series of tools automatically starts to create and configure your
database and Oracle Net Services environments. The Configuration
Tools page displays the results of running these tools (see Figure 52).

“# Oracle Universal Installer: Configuration Tools

Configuration Tools

The following tools will be automatically started for yvou;

These tools are optional.
[tis recommended, although not required, that these tools be run successiully.

Tool Hame Status |

¥ Oracle Met Canfiguration Assistant inprogress... ‘

Dretails for Oracle Met Configuration Assistant:
Farameter "authadp” = NO_WALLIE
Parameter "nodeinfo" = NO_WALLIE

| Parameter"responsefile = Choracleloradnetworkiinstallinetca_cltrsp
|Done parsing command line arguments.

Oracle Met Services Caonfiguration:

ORACLE

P:. vt

L3 - |

Figure 52. Oracle Universal Installer: Configuration Tools page
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 If the Oracle Net Configuration Assistant runs (see Figure 53),
continue with step 11.

Oracle Het Configuration Assistant: Welcome

VWelcome to the Oracle Met Confiquration Assistant. To access a
database, or other service, across the network, you Use a net semvice
name. You can either create net service names yourself, ar you can
Use service names already available through a directory service.
Dracle recommends using a directory service if one is availahle for
this purpose

i~ Yes, Iwant o use a directory service. There is one available far
this purpose.

i o, |will create net service names myself. The Assistant will help
me create one now.

For maore information press Help.

Cancel ,-' Help ,J Hack Mext =

Figure 53. Oracle Net Configuration Assistant: Welcome page

* If the Oracle Net Configuration Assistant does not run, go to
step 24 on page 86.

11. Click the No, I Will Create Net Service Names Myself option.
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12. Click Next. The Net Service Name Configuration, Database Version
page appears (see Figure 54).

Oracle Net Configuration Assistant: Met Service Mame Configuration, Database ¥ersion

The QOracle Met Configuration Assistant will help
wou create your first net service name. [Tyou
need to create more, you can run the Oracle Met
Canfiguration Assistant again later.

Whatwersion of Oracle datahase or service do
wou wwantto access?

® Oracledior later database or service

" Oracled release 8.0 database or Service

Cancel ,-I Help )J £ Back

Figure 54. Oracle Net Configuration Assistant: Net Service Name Configuration,
Database Version page

13. Click the Oracle 8i Or Later Database Or Service option.
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14. Click Next. The Net Service Name Configuration, Service Name page
appears (see Figure 55).

Oracle Het Configuration Assistant: Met Service Hame Configuration, Service Hame E|

For an Oracle8i or later datahase or service you must
provide its service name. An QOracledi or later
database's service name is normally its global
database name.

Setvice Mame: |oracle

Cancel )J Help ) % Back | [ ext 1>|

Figure 55. Oracle Net Configuration Assistant: Net Service Name Configuration, Service
Name page

15. Enter the global database name.
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16. Click Next. The Net Service Name Configuration, Select Protocols page
appears (see Figure 56).

Oracle Het Configuration Assistant: Met Service Mame Configuration, Select Protocols E|

To communicate with the database across a
netwark, a netwoark protocol is used. Selectthe
protocol used for the database youwant to access.

TCPS
IPC
rMMP

Cancel J Help ,'I

Figure 56. Oracle Net Configuration Assistant: Net Service Name Configuration, Select Protocols page
17. Select the protocol used for the database.

18. Click Next. The next page that appears depends on what protocol you
selected.

For example, if you selected the TCP protocol, the Net Service Name
Configuration, TCP/IP Protocol page appears (see Figure 57).

19. Based on the choice of protocol, the software requests protocol
parameter information. Complete the specification of the protocol and

click Next.
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For example, on the Net Service Name Configuration, TCP/IP Protocol
page, type the host name for the computer where the database is located
and click the Use Standard Port Number option (see Figure 57).

Oracle Net Configuration Assistant: Met Service Hame Configuration, TCP/IP'Protocol @

To communicate with the database using the TCRIP
protocaol, the databhase computer's host name is required.
Enter the host narme far the computer where the datahase
is located.

Host name:

ATCHIP port humber is also required. [0 most cases the
standard port number should be used.

W |ze the standard port nurmber of 1521

" Use another port number: {1521

Cancel )l Help ,-I “  Back

Figure 57. Oracle Net Configuration Assistant: Net Service Name Configuration, TCP/IP Protocol page
The NCt SCI‘ViCC Name Conﬁguration test page appears.

20. On the Net Service Name Configuration, Test page, click the Yes,
Perform A Test option and click Next. The Net Service Name
Configuration, Connecting page appears and a connection test is
performed.

o If the test is successful, click Next. The Net Service Name
Configuration, Net Service Name page appears (see Figure 58).

* If the test fails, click Back to review the information that you
entered. Make any necessary changes and try the test again.

21. On the Net Service Name Configuration, Net Service Name page,

accept the default net service name or enter another net service name.
The name you enter should be unique to the client.
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22. Click Next. The Net Service Name Configuration, Another Net Service
Name? page appears.

Onacle Net Configuration Assistant: Met Service Name Configuration, Net Service Name E|

Choose a name forthis net serdice name. The Qracle
Met Configuration Assistant has defaulted the net
service name to be the same as the service name wou
entered earlier, hut you can change itto he any name
you choose.

Met Service Mame: |oracle

Cancel Jl Help Jl

Figure 58. Oracle Net Configuration Assistant: Net Service Name Configuration, Net Service Name
page

23. On the Net Service Name Configuration, Another Net Service Name?
page, specify whether or not to configure another net service name for
this client.

e When you select Yes and click Next, the Oracle Net Configuration
Assistant leads you through the process of configuring another net
service name.

e When you select No and click Next, the Net Service Name
Configuration Done page appears. Click Next again and click
Finish to complete the Oracle Net Configuration Assistant. You are

returned to the Oracle Universal Installer: Configuration Tools page.
(Figure 52)

24. On the Oracle Universal Installer: Configuration Tools page, click Next.
The installation is complete.
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