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In this Guide

This SonicWall™ SuperMassive™ 9200/9400/9600 Getting Started Guide provides instructions for basic installation and
configuration of SonicWall SuperMassive appliances in single-unit or High Availability deployments.

e (Contents on page 4
e Using this Getting Started Guide on page 7
These SonicWall SuperMassive appliances support:
e Up to 20 Gbps of high-performance business firewall throughput
e Up to 5 Gbps of malware protection and up to 11.5 Gbps of application inspection with intrusion prevention

e Gateway and client services, including Capture Advanced Threat Protection, application monitoring & control, deep packet
inspection over SSL, content filtering, anti-virus, anti-spyware, intrusion prevention, SSL VPN and IPsec VPN access, stateful
high availability and high availability clustering

For more product information, see https://www.sonicwall.com/products/sonicwall-supermassive-9000.
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Using this Getting Started Guide

The following flow chart illustrates the necessary steps in the process of getting started with your new SonicWall SuperMassive
appliance.

Configuration Process

Rl e Perform Initial
Pre-Configuration—»  Management ———»
. Setup
Requirements Computer
Registration, Licensing, and Deployment Process
Create a Register Complete
MySonicWall ——»  Appliancein —»  Deployment
Account SonicOS Configuration
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Hardware Overview

This section describes the items shipped with the SonicWall SuperMassive 9200/9400/9600 appliance and provides front and rear
illustrations of the SuperMassive.

e SuperMassive Package Contents on page 9
e SuperMassive Front Panel on page 11

e SuperMassive Back Panel on page 12

SuperMassive Package Contents

Before you begin the setup process, verify that your package contains the following items:
1 One SuperMassive appliance
2 One rack mounting kit
3 One serial CLI cable
4

One Ethernet cable
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5 Two power cords*
6 One Safety, Environmental, and Regulatory Information document
7 One SonicWall SuperMassive 9200/9400/9600 Getting Started Guide

*The included power cords are approved for use only in specific countries or regions. Before using a power cord, verify that it is
rated and approved for use in your location. The power cords are for AC mains installation only. Field conversion DC power cable is
different, see Installation Requirements on page 62 for more information.

SuperMassive Package Contents

SonicWall™ SuperMassive™ 9200/9400/9600
Getting Started Guide

SONICWALL

Missing ltems? If any items are missing from your package, contact SonicWall Support at:
https://support.sonicwall.com/contact-support
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SuperMassive Front Panel

Console Port
Access the SonicOS Command Line Interface
(CLI) using the serial CLI cable

SDHC Port
Control Buttons Secure Digital High-Capacity (SDHC) port for
Navigates the LCD screen; for future use Bypass Status
future use Turns on when fail-to-wire
bypass mode is active
LCD Screen
Display screen MGMT Port (1 GE)

1 Gigabit Ethernet Management Interface

SonicWall Super

USB Ports (2)
For 3G/4G/Analog modem adaptor support X0-X7 (1 GE)
SafeMode Button High-speed copper Gigabit

Press and hold until Test LED starts blinking to set the
appliance into SafeMode.

LED Indicators
Power: Blue: Indicates power supplies are operating correctly
Yellow: Indicates a disconnected power supply
Test: Quick Blinking Yellow: Initializing
Slow Blinking Yellow: SafeMode
Solid Yellow: Test mode
Alarm: Indicates alarm activity in Red LED
MO: Indicates Expansion Module 0 activity in Red LED

Ethernet ports

X8-X15 (1 GE SFP)

1 Gigabit Ethernet hot-pluggable SFP
interfaces for high-speed fiber or copper
Ethernet communication

X16-X19 (10 GE SFP+)

10 Gigabit Ethernet hot-pluggable ports

*X16, X18, and X19 are designated with a‘dot’to signify ports
with a direct uplink to the appliance CPU for maximum
throughput; X17 shares the CPU uplink with X0-X15.
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SuperMassive Back Panel

Fans (2)

Dual auto-throttling fans for system
temperature control

Power Supplies (2)

. Dual power supplies for redundant AC power and added reliability
Expan5|on Bay Field conversion is available to convert to DC mains
DC power supplies use different input connector and power cables

For SonicWall-approved
expansion modules

WARNING: Potential Hazard from Fan

This manual contains specific warning and caution statements where they apply. Please read the Safety Instructions
before use! See Product Safety and Regulatory Information on page 61.
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Initial Setup

This section provides an overview of available WAN types, a section to record configuration information, and initial setup
information and procedures.

Determining the WAN Type on page 14

System Requirements on page 14

Recording Configuration Information on page 15
Initial Configuration on page 17

Connecting to the Internet on page 20

Troubleshooting Connections on page 23
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Determining the WAN Type

Before configuring your SonicWall SuperMassive appliance,
you need to determine the type of WAN connection that your
setup will use. SonicWall supports the following types:

e Static—Configures the appliance for a network that uses
static IP addresses.

e DHCP—Configures the appliance to request IP settings
from a DHCP server on the Internet.

e PPPoE—Point-to-Point Protocol over Ethernet (PPPoE) is
typically used with a DSL modem. If your ISP requires
desktop software with a username and password, select
NAT with PPPoE mode.

e PPTP—Point-to-Point Tunneling Protocol (PPTP) is used to
connect to a remote server. PPTP typically supports older
Microsoft Windows implementations that require
tunneling connectivity.

e L2TP—Layer 2 Tunneling Protocol (L2TP) is used to transmit
Layer 2 data over IP or other Layer 3 routed networks.
Internet Service Providers (ISPs) often use it to enable
virtual private networks (VPNs) for customers over the
Internet. It does not encrypt network traffic itself. If L2TP is
not available in the Setup Wizard, you can configure it later
in the SonicOS management interface.

NOTE: For more information regarding other supported
WAN types such as Wire Mode or Tap Mode, refer to the
SonicOS Administration Guide.

System Requirements

Before beginning the setup process, verify that you have:
e An Internet connection
e A Web browser supporting Java Script and HTTP uploads

Supported Browsers

Accepted Browser  Browser Version Number

g Internet Explorer 9.0 and higher

e: Chrome 18.0 and higher

0 Firefox 16.0 and higher

@ Safari 5.0 and higher, running on

non-Windows machines
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Recording Configuration Networking Information

Information LAN IP Address:

Use this section to record your configuration information. Be
sure to keep it for future reference.

Select a static IP address for your
SuperMassive appliance that is
within the range of your local
network. (default for X0 is
192.168.168.168)

NOTE: The default MGMT interface IP address is
192.168.1.254. Subnet Mask:

Registration Information

Serial Number: Record the serial number found
on the bottom panel of your
SuperMassive appliance.

Authentication Code: Record the authentication code

Record the subnet mask for the
local network (default mask is
255.255.255.0). Client devices
connecting through the appliance
LAN interface are assigned IP
addresses in this network (default
client addresses assigned by the
SonicOS DHCP server are on the
192.168.168.0/24 subnet).

found on the bottom panel of WAN IP Address:

your SuperMassive appliance.

Select a static IP address for your
Ethernet WAN interface (X1). This
setting only applies if you are
using an Internet Service Provider
(ISP) that assigns a static IP
address.
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Administrator Information Internet Service Provider (ISP)

. N Information
Admin Name: Select an administrator account
name. (default is admin) Record the following information about your current Internet
Admin Password: Select an administrator password. service:
(default is password)
If you are No information is usually required. However,

connecting some providers may require a host name.
with DHCP Host Name:

If you are IP Address:

connecting gy hnet Mask:

with a Static

IP address Default Gateway:
Primary DNS:

DNS 2 (optional):
DNS 3 (optional):

16 | SonicWall SuperMassive 9200/9400/9600 Getting Started Guide



Initial Configuration

The diagram below illustrates how to connect your management computer to the SuperMassive appliance for initial setup.

SonicWall Appliance

g 3

o =, 120V AC
S JE : (US) g

Management Computer

Ethernet
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The following sections provide initial configuration information
and instructions for connecting your SonicWall SuperMassive
appliance for initial setup:

e Connecting to the MGMT Port on page 18

e Applying Power to the SuperMassive on page 18
e SuperMassive LED Activity on page 18

e Using the Setup Wizard on page 19

Connecting to the MGMT Port

The MGMT port is a dedicated 1 gigabit Ethernet interface for
appliance management and SafeMode access.

1 Using the provided Ethernet cable, connect one end of
the cable to the computer you are using to manage the
SuperMassive appliance.

2 Connect the other end of the Ethernet cable to the
MGMT port on your SuperMassive appliance.

Applying Power to the SuperMassive

Connect the AC power cords from the SonicWall SuperMassive
appliance into appropriate power outlets.

For further information regarding power requirements, refer
to Product Safety and Regulatory Information on page 61 of
this document.

SuperMassive LED Activity

The Power LEDs on the front panel illuminate blue when the
appliance is powered on.

The Test LED or Alarm LED may illuminate and blink while the
appliance performs a series of diagnostic tests. When these
LEDs are no longer illuminated and the Power LEDs remain
steadily lit, the SonicWall SuperMassive appliance is ready for
configuration. This typically occurs within a few minutes of
turning on the power.

If the Test or Alarm LEDs remain lit after the SuperMassive has
completed powering on, restart the appliance by
disconnecting the power, waiting 1 minute, and then
connecting the power again.

For a connected MGMT or X0 - X7 port, the Link LED for the
port illuminates green or amber depending on the link
throughput speed, indicating an active connection:

e Amber indicates 1 Gbps
e Green indicates 100 Mbps
e Anunlit left LED with the right LED lit indicates 10 Mbps
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Using the Setup Wizard

When you are ready to begin initial setup, configure your
management computer with a static IP address on the
192.168.1.0/24 subnet, such as 192.168.1.20. This allows your
computer to connect to SonicOS via the MGMT interface.

@ NOTE: Be sure to disable pop-up blocking software, or
set your web browser to allow pop-ups and cookies.

To configure initial settings using the Setup Wizard:

1 With your computer connected to the appliance MGMT
port, start your web browser and navigate to the
default MGMT interface IP address:
http://192.168.1.254

The initial screen displays the options to launch the
Setup Wizard or configure the appliance manually.

SONICWALL

SuperMassive

To launch the SonicWall Setup Wizard, dick here,

To configure the SonicWall manually, dick here,

2 Launch the SonicOS Setup Wizard by clicking the first
here link. This wizard helps you quickly configure the
SonicWall appliance to secure your Internet
connection.

3  Follow the on-screen prompts to configure the admin
password and network settings.

If a DHCP server is available on the network, the wizard
requests IP settings from it. You can click Next to accept
these or click Manual Config to enter a static IP address
and other network settings.

In the Manual Configuration screen, click Retry to
revert to DHCP, or enter your own settings and then
click Next.

Satup Complate!

IPC - Manual C

Selectihe memod used to connect 1o your ISP Flease configure manuallyor &% Retry

s L'_I
WAN B Adcress
WM Subnet gk 255.255.255.0

Cateway Router

prver Addess
DHS Sarver Address #2

{optional)

Click he Ned” bution fo procesd.

4= Back = Mext 3 Exit Gulde
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4 Once completed, click Done in the Setup Complete

screen. @ NOTE: Internet connectivity is needed for the
recommended product registration process. For initial
| #Weloome > 4Credentials 4 IEC Internet access, connect your computer to the LAN
subnet.
I Sornguration You cannot reach the Internet or other external
You have successfully completed the SonicWall Startup Guide with the following static WAN settings: . . . .
o i - : - destinations while connected to the MGMT interface
WAN IP Address: 10.203.28.196 ) ) . ) . .
e without first configuring a default gateway in its
Rl interface settings.
Automatic secure crash ana\ysis repnmng
Periodic secure diagnostic reporting for support purposes .
s OGRS B L i 0 B0 Wb Connectin gt he LAN Port

B.pone 1 Connect one end of an Ethernet cable to your local

network switch or other networking device, or to your

5 Continue to Connecting to the Internet on page 20 to computer.

connect the appliance for Internet access.
2 Connect the other end of the Ethernet cable to the X0

Then, refer to Registering, Licensing, and Upgrading on (LAN) port on your SonicWall SuperMassive appliance.

page 25 to begin the registration process.

Connecting the WAN Port

1 Connect one end of an Ethernet cable to your Internet

Connecting to the Internet

After initial setup is complete, physically connect the connection.

SuperMassive LAN and WAN interfaces to the appropriate If you have a router, DSL modem, or cable modem,
network devices in your environment to provide access to connect the Ethernet cable to a LAN port on the router
external networks or the Internet. or modem.

20 | SonicWall SuperMassive 9200/9400/9600 Getting Started Guide



2

Connect the other end of the Ethernet cable to the X1

(WAN) port on your SonicWall SuperMassive appliance.

Testing Your Internet Connection

To test your Internet connection:

1

After you exit the Setup Wizard, connect your
computer to the LAN subnet or directly to the X0 (LAN)
port.

Point your browser to the X0 IP address configured
during initial setup (default: 192.168.168.168).

When the login page appears, log into the SonicOS
management interface as admin, using the configured
password (default: password).

Open a command prompt window on your computer
and enter the command: ping sonicwall.com

Open another web browser and navigate to:
https://www.sonicwall.com

If you can view the SonicWall home page, you have configured
your SuperMassive appliance correctly.

If you cannot view the SonicWall home page, try one of these
solutions:

®

Verify that the Local Area Connection settings on your
computer are set to use either DHCP or a static IP on
the LAN subnet.

Renew your computer’s DHCP address or restart your
computer to accept new network settings from the
DHCP server in the SonicWall appliance.

Restart your Internet router to communicate with the
DHCP client in the SonicWall appliance.

Check Troubleshooting Connections on page 23 for
more suggestions.

NOTE: WAN connectivity issues are unrelated to
completion of the MySonicWall registration process.
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Internet Access

The diagram below illustrates how to connect your computer to the SonicWall SuperMassive appliance for Internet access.

SonicWall Appliance
pp an *@ - l

X1 (WAN)

Ethernet
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Troubleshooting Connections

Use the suggestions in this section to troubleshoot your MGMT
and LAN connections.

Troubleshooting Your MGMT
Connection

If you cannot connect to the SonicWall SuperMassive
appliance or the Setup Wizard does not display, consider the
following:

e Did you correctly enter the SuperMassive management IP
address beginning with “http://” or “https://” in your web
browser?

e Did you try restarting your management station while it is
connected to the SonicWall appliance?

e Are the Local Area Connection settings on your computer
set to a static IP address on the
192.168.1.0/24 subnet?

e |sthe Ethernet cable connected to your computer and to
the MGMT port on your appliance?

e |sthe connector clip on your network cable properly seated
in the port of the security appliance?

Troubleshooting Your LAN Connection

If you do not see the SonicOS login prompt when you point
your browser to the X0 (LAN) IP address, consider the
following:

e Did you correctly enter the IP address for the SonicWall
SuperMassive X0 interface into your web browser,
beginning with “http://” or “https://”?

e Did you try restarting your management station while it is
connected to the SonicWall appliance?

e Are the Local Area Connection settings on your computer
set to one of the following?:

e Obtain an IP address automatically using DHCP

e A static IP address on the default LAN subnet
(192.168.168.0/24)

e A static IP address on the configured LAN subnet, if you
changed it during initial setup

e Do you have the Ethernet cable connected to your
computer and to the X0 (LAN) port on your appliance?

e [sthe connector clip on your network cable properly seated
in the port of the security appliance?

SonicWall SuperMassive 9200/9400/9600 Getting Started Guide | 23



24 | SonicWall SuperMassive 9200/9400/9600 Getting Started Guide



Registering, Licensing, and Upgrading

This section provides instructions for registering on MySonicWall, licensing security services, and upgrading firmware on your
SonicWall SuperMassive appliance.

e Using MySonicWall on page 26

e (Creating a MySonicWall Account on page 26
e Registration Overview on page 27

e Registering in SonicOS on page 27

e Alternative Registration Options on page 27
e Llicensing Security Services on page 29

e Activating Licenses Using a Key on page 31
e Upgrading Firmware on page 31

Registration is an important part of the setup process and is necessary in order to receive the benefits of SonicWall security
services, firmware updates, and technical support.
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Using MySonicWall

SonicWall requires a MySonicWall account prior to configuring
your appliance. If you already have a MySonicWall account,
you can continue to Registration Overview on page 27.

MySonicWall is used during registration of your SonicWall
appliance and to activate or purchase licenses for security
services, support, or software specific to your SonicWall
device.

For a High Availability configuration, MySonicWall provides a
way to associate a secondary unit that can share security
service licenses with your primary appliance.

NOTE: MySonicWall registration information is not sold
or shared with any other company.

Creating a MySonicWall
Account

A MySonicWall account is required in order to register the
SonicWall SuperMassive appliance. You can create a new
MySonicWall account from any computer by navigating to:
https://www.mysonicwall.com

To create a MySonicWall account:

1 Inyour Web browser, navigate to:
https://www.mysonicwall.com

2 Inthe login screen, click the Register Now link.

SONICWALL | MySonicWall

Username/Email  Username/Email Forgot?
Password Password Forgot?

i Login

Mot a registered user? Register Now

Privacy Policy| Conditions for use| Feedback
Live Demo | SonicALERT | Document Library | Report Issues

3 Complete the Registration form, and then click Register.

4 Verify that the information is correct, and then click
Submit.

5 To confirm your account was created, click Continue.
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Registration Overview

Although there are several ways to register your new SonicWall
appliance, SonicWall recommends registering your appliance
through the SonicOS management interface.

This section describes how to register and license your
appliance through SonicQOS, as well as the alternate options
available on MySonicWall.

@ NOTE: If you haven’t created a MySonicWall account,
see Creating a MySonicWall Account on page 26.

Registering in SonicOS

After you have completed the Setup Wizard and can
successfully connect to your SonicWall SuperMassive
appliance, you are ready to register the security appliance.

1 Log into your SonicWall appliance. Use the LAN (X0)
defaults (https://192.168.168.168 and admin /
password), or if you changed these fields during the
initial setup process, use the new IP address and
credentials. Then, click Login.

2 Navigate to the System > Status page.

3 The screen displays a message that your SonicWall
appliance is not registered. Click the Register link.

4  Enter your MySonicWall username (your email address)
and password in the appropriate fields. Then, click
Submit.

If you haven’t created a MySonicWall account, see
Creating a MySonicWall Account on page 26.

5 The licensing server acquires the necessary information
directly from the appliance. If asked, optionally specify
a Friendly Name or Product Group for the SonicWall
appliance.

6 Acknowledge the registration completion notification
by clicking Continue. The Licenses > License
Management page now lists all the Security Services
associated to your appliance.

Alternative Registration Options

If you have registered your SonicWall appliance through the
SonicOS interface, you can continue to Licensing Security
Services on page 29.

Although SonicWall strongly recommends registering your
appliance using the SonicOS interface, you can optionally use
MySonicWall to register your appliance.
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Registering on MySonicWall

To register your appliance directly on MySonicWall:

1

Log into your MySonicWall account. If you do not have
an account, create one at:
https://www.mysonicwall.com

Type the SonicWall appliance serial number in the
Register a Product field. The serial number is displayed
in the System > Status page and is also on the bottom
panel of your appliance.

Click Next.
Type a Friendly Name for the appliance.

Select the Product Group from the drop-down list, if
available.

Enter the appliance Authentication Code. The
authentication code is displayed in the System > Status
page and is also on the bottom panel of your appliance.

Click Register.

Synchronizing Licenses Manually

To manually synchronize licenses with MySonicWall
from the SonicOS interface:

1 Loginto your appliance and navigate to the System >
Licenses page.

2 Scroll to the Manage Security Services Online section.

3 Click the Synchronize button to synchronize licenses
with MySonicWall.

Using the License Keyset

MySonicWall provides an encrypted license keyset for each
registered appliance. You can use the license keyset to
manually apply all active licenses to your SonicWall appliance.

To obtain and apply the license keyset:

1 Logintoyour MySonicWall account and click the link for
your appliance.

2 On the Services Management page, click the View
License Keyset link.

3 Click the encrypted text, then press Ctrl+A to select the
entire keyset, and then copy it to your clipboard.

28 |
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4 Loginto your appliance and navigate to the System >
Licenses page.

5 Scroll down to the Manual Upgrade section and paste
the keyset in the appropriate field.

6 When finished entering the keyset, click Submit.

Licensing Security Services

To license a security service, first access the Service
Management page in MySonicWall. The Service Management
page is specific to your product and lists security services,
support options, and software that you can purchase or try
with a free trial.

To access the Service Management page, do one of the
following:

e Log into your appliance, navigate to System > Licenses,
click the To Activate, Upgrade, or Renew services, click
here link, and then enter your MySonicWall credentials.

e Point your browser to https://www.mysonicwall.com and
enter your MySonicWall credentials, then navigate to My
Products > Product Management and click on your
appliance name or serial number.

Next, scroll down to the Applicable Services section to select a
free trial or purchase the service:

e Free Trial of Service—Click the Try icon in the Action
column for the security service you wish to try for a 30-day
free trial. The free trial immediately activates and notifies
you of the trial expiration date. The Service Management
page displays updated information about the free trial
service.

e Purchase a Service—Click the Cart icon to purchase a
security service. In the Buy Service page, specify the
desired quantity of licenses, then click Add to Cart. Once
the item(s) have been added, click the Checkout button.
Follow the instructions to complete your purchase.

Applicable Services and Software

On the Service Management page in MySonicWall, the
Applicable Services section lists the services available for your
product.

The Status column indicates whether the service is Licensed,
Not Licensed, or Expired. The Action column lets you purchase
or activate additional services.
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The following products and services are available for Sonicwall
SuperMassive appliances:

Service Bundles:

e Advanced Gateway Security Suite (AGSS)

e Comprehensive Gateway Security Suite (CGSS)

e McAfee: Client/Server Anti-Virus Suite

Gateway Services:

e Capture Advanced Threat Protection

e Gateway AV / Anti-Spyware / Intrusion Prevention
e Application Visualization and Control

e Deep Packet Inspection for SSL (DPI-SSL)

e Deep Packet Inspection for SSH (DPI-SSH)

e Content Filtering: Premium Edition

e Botnet Filter

e Stateful High Availability

e Active/Active Clustering Service

Desktop & Server Software:

e McAfee: Enforced Client Anti-Virus and Anti-Spyware

e Kaspersky: Enforced Client Anti-Virus and Anti-Spyware

e Global VPN Client

e Content Filtering Client

e Analyzer

e SSLVPN

e Virtual Assist

e WAN Acceleration Software
e WAN Acceleration Client
Support Services:

e 24x7 Support

e Premier Support

e Software and Firmware Updates

e Hardware Warranty

@ NOTE: Applicable services per platform sometimes

change. Please check on MySonicWall for the current list
of services available for your appliance.
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Activating Licenses Using a Key

If you registered your appliance through SonicOS, all licensed
services are already activated. You can continue to Upgrading
Firmware on page 31.

If you purchased a service subscription or upgrade from a sales
representative separately, you will have an Activation Key for
the service. This key is emailed to you after online purchases,
or is on the front of the certificate that was included with your
purchase.

To activate your service licenses using the key:
1 Loginto your MySonicWall account

2 Inthe My Products page, click the appliance name to
open the Service Management page. The Applicable
Services table displays a list of services that are already
licensed or are available to license on your SonicWall
appliance.

Note that your initial purchase may have included
security services or other software bundled with the
appliance. These licenses are enabled on MySonicWall
when the appliance is delivered to you.

3 Locate the service in the Applicable Services section
and click the key icon.

4 Type or paste your key into the Activation Key field, and
then click Submit.

After activating the service, the Status and Expiration
columns display updated information when you return
to the Service Management page.

Upgrading Firmware

SonicWall recommends that you run the latest available
firmware on your security appliance. You will need to upgrade
the factory-installed firmware to the latest version available on
MySonicWall.

See the following sections to upgrade an existing SonicOS
firmware image to a newer version:

e Saving a Backup and Exporting Settings on page 32
e Obtaining the Latest Firmware on page 32

e Upgrading the Firmware on page 33

e Using SafeMode to Upgrade Firmware on page 33
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Saving a Backup and Exporting
Settings

Before beginning the update process, make a system backup
on your SonicWall appliance. The backup feature saves a copy
of the current system state, firmware, and configuration
settings on your SonicWall security appliance, protecting all
your existing settings in the event that it becomes necessary to
return to a previous configuration state.

You can also export the configuration settings (preferences) to
a file on your local management station. This file serves as an
external backup of the configuration settings, and can be
imported back into the SonicWall security appliance if it is
necessary to reboot the firmware with factory default settings.

To save a system backup on your appliance and export
configuration settings:

1 On the System > Settings page, click Create Backup.
SonicOS takes a “snapshot” of your current system
state, firmware, and configuration settings, and makes
it the new System Backup firmware image. Creating a
new backup overwrites the existing System Backup
image, if any. The System Backup entry is displayed in
the Firmware Management table.

2 To export your settings to a local file, click Export
Settings. A popup window displays the name of the
saved file.

3 In the popup window, click Export.

Obtaining the Latest Firmware

To obtain a new SonicOS firmware image file:

1 Inabrowser on your management computer, log into
your MySonicWall account at:
https://www.mysonicwall.com

2 In MySonicWall, click Downloads in the left navigation
pane to display the Download Center screen.

3 Select SuperMassive 9x00 Firmware (where 9x00 is
either 9200, 9400, or 9600, depending on your
platform) in the Software Type drop-down list to
display available firmware versions.

4 Locate the firmware version you want, and click the link
to download it to a convenient location on your
computer. You can download the Release Notes and
other associated files in the same way.
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Upgrading the Firmware

The appliance must be properly registered before the firmware
can be upgraded. Refer to Registering in SonicOS on page 27
for more information.

To upload new firmware to your SonicWall appliance
and reboot with current configuration settings:

1 Download the SonicOS firmware image file from
MySonicWall and save it to a convenient location on
your local computer.

2 Point your browser to the appliance IP address, and log
in as an administrator.

3 On the System > Settings page, click Upload New
Firmware.

4 Browse to the location where you saved the SonicOS
firmware image file, select the file and click the Upload
button.

After the firmware finishes uploading, it is displayed in
the Firmware Management table.

5 Click the Boot icon in the row for Uploaded Firmware -
New! to restart the appliance with the new firmware
using your existing configuration settings.

6 Inthe confirmation dialog box, click OK. The appliance
restarts and then displays the login page.

7 Enter your user name and password. The new SonicOS
image version information is displayed on the System >
Status page.

Using SafeMode to Upgrade Firmware

If you are unable to connect to the SonicOS management
interface, you can restart the security appliance in SafeMode.
The SafeMode feature allows you to recover quickly from
uncertain configuration states with a simplified management
interface that includes the same settings available on the
System > Settings page.

The SafeMode procedure uses a recessed SafeMode button in
a small pinhole near the USB ports on the front of the
SonicWall appliance.

To use SafeMode to upgrade firmware on a SonicWall
security appliance:

1 Connect your computer to the MGMT port on the
appliance and configure your computer with an IP
address on the 192.168.1.0/24 subnet, such as
192.168.1.20.
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2 Use a narrow, straight object, like a straightened paper 6 In the confirmation dialog box, click OK to proceed.
clip or a toothpick, to press and hold the SafeMode

Do not power off the appliance while it is
button on the front of the SonicWall appliance for more

rebooting.
than 20 seconds (possibly in the range of 90 seconds).
The Test light begins blinking when the appliance has 7 After suc.cessfully booting the firmware, the login
rebooted into SafeMode. screen displays.
3 Point your browser to http://192.168.1.254 to access After a factory default, you will see the initial login
the SafeMode management interface. screen, which displays options to launch the Setup

Wizard or to log into SonicOS and configure the
appliance manually. If you choose the latter, enter the
default user name and password (admin / password) to
4 Click Upload New Firmware, and then browse to the access the SonicOS management interface.
location where you saved the SonicOS firmware image,
select the file and click Upload.

@ | NOTE: Use http rather than https in SafeMode.

8 You can continue to manage the appliance from the
MGMT interface at 192.168.1.254.

5 Click the Boot icon in the row for one of the following: .
If you prefer to connect to SonicOS through the WAN or

e Uploaded Firmware - New! LAN interface of the appliance:

Use this option to restart the appliance with a Disconnect your computer from the appliance.

your current configuration settings. . .
b Reconfigure your computer to automatically

e Uploaded Firmware with Factory Default obtain an IP address and DNS server address, or
Settings - New! reset it to its normal static values.
Use this option to restart the appliance with ¢ Connect the computer to your network or to the
factory default configuration settings. desired interface on the appliance.

d Point your browser to the WAN or LAN IP
address of the appliance.
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Deployment Scenarios

This section provides configuration overviews, as well as deployment scenarios for your SonicWall SuperMassive appliance.
e Advanced Deployment Scenarios on page 36
e Configuring NAT Mode Gateway on page 40
e Configuring a Stateful HA Pair on page 41
e Configuring L2 Bridged Mode on page 47

@ TIP: Wire Mode is another deployment option for the SuperMassive, not fully covered in this guide. See the SonicOS
Administration Guide for detailed information. There are four settings for Wire Mode:

e Bypass Mode—The firewall is inserted into the physical data path without turning on inspection. Bypass Mode can
easily be reconfigured later as Inspect Mode or Secure Mode.

* Inspect Mode—Packets pass through the firewall and are also mirrored to the SonicWall ReAssembly-Free Deep
Packet Inspection™ (RF-DPI) engine, providing passive inspection, classification, and flow reporting.

e Secure Mode—Provides full RF-DPI inspection and control of network traffic. Secure Mode affords the same level of
visibility and enforcement as conventional NAT or L2 Bridged Mode deployments, but without any L3/L4
transformations, and with no alterations of ARP or routing behavior.

e Tap Mode—A firewall interface that is configured in Tap Mode receives mirrored packets from an adjacent switch
SPAN port. Similar to Inspect Mode, but with a single port and not in the physical path of traffic.
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Advanced Deployment Scenarios

Select a deployment scenario that best fits your network environment. Refer to the table below and the diagrams here and on the
following pages for help in choosing a scenario.

Current Gateway Configuration

New Gateway Configuration

Use Scenario

No gateway appliance

Single SuperMassive appliance as a
primary gateway.

Scenario A: NAT Mode Gateway on page
37

No gateway appliance

Pair of SuperMassive appliances for high
availability.

Scenario B: Stateful HA Pair on page 38

Existing Internet gateway appliance

SuperMassive as replacement for an
existing gateway appliance.

Scenario A: NAT Mode Gateway on page
37

Existing Internet gateway appliance

SuperMassive in addition to an existing
gateway appliance.

Scenario C: L2 Bridged Mode on page 39

Existing SonicWall gateway appliance

SuperMassive appliance in addition to an
existing SonicWall gateway appliance.

Scenario B: Stateful HA Pair on page 38

(" )

-1l

Local Network
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Scenario A: NAT Mode Gateway - ~

A SonicWall SuperMassive
For new network installations or installations where the

SuperMassive appliance is replacing the existing network
gateway.

In this scenario, the SuperMassive appliance is configured in
NAT mode to operate as a single network gateway. Multiple
Internet connections may be routed through the SonicWall
appliance for load balancing and failover purposes. Because
only a single SonicWall appliance is deployed, the added
benefits of high availability with a stateful synchronized pair
are not available. o /

\Yd
LAY

DMZ Zone

To set up this scenario, follow the steps covered in:

e Configuring NAT Mode Gateway on page 40
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Scenario B: Stateful HA Pair

For network installations with two SonicWall SuperMassive
appliances configured as a stateful synchronized pair for
redundant High Availability (HA) networking.

In this scenario, one SuperMassive operates as the Primary
gateway device and the other SuperMassive is in Standby
mode. All network connection information is synchronized
between the two devices so that the Secondary appliance can
seamlessly switch to Active mode without dropping
connections if the Primary device loses connectivity.

To set up this scenario, follow the steps covered in:

e Configuring a Stateful HA Pair on page 41

-

B SonicWall

HA/Failover Pair

SonicWall SuperMassive 2

Internet
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Scenario C: L2 Bridged Mode - ~

Third Party Gateway
For network installations where the SonicWall SuperMassive C o
appliance is running in tandem with an existing network _ idgeLi LAN Segment 2
gateway.

In this scenario, the original gateway is maintained. The
SonicWall SuperMassive is integrated seamlessly into the
existing network, providing the benefits of deep packet
inspection and comprehensive security services on all network
traffic.

@ | NOTE: Wire Mode also provides this functionality. For \_
more information about Wire Mode, see the SonicOS
Administration Guide.

L2 Bridged Mode employs a secure learning bridge
architecture, enabling it to pass and inspect traffic types that
cannot be handled by many other methods of transparent
security appliance integration. Using L2 Bridged Mode, a
SonicWall security appliance can be non-disruptively added to
any Ethernet network to provide in-line deep-packet
inspection for TCP and UDP traffic.

To set up this scenario, follow the steps covered in:

e Configuring L2 Bridged Mode on page 47
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Configuring NAT Mode Gateway

This section provides an overview of a SonicWall SuperMassive
appliance operating as a single network gateway in NAT mode,
which is the default mode for a newly configured
SuperMassive appliance. This section is relevant to
administrators following deployment Scenario A.

NOTE: No additional configuration is necessary to
deploy your appliance as a single network gateway in
Many-to-One NAT mode.

Overview of NAT Mode

Network Address Translation (NAT) allows private IP addresses
on internal networks to be mapped to at least one public IP
address on the WAN interface of the SonicWall security
appliance. Outbound traffic from the internal network uses
many-to-one NAT address mappings for their LANs, WLANSs,
and other internal networks.

All traffic in SonicOS must go through both an access rule and a
NAT policy, a fundamental part of the NAT Mode architecture.
The NAT policy is even used for traffic that needs no IP address
translation, such as traffic traveling between two different LAN
interfaces, traffic on the simplest types of VPNs, or through
Layer 2 Bridged Mode / Transparent Mode configurations.

SonicWall SuperMassive

Internet
WAN Zone

LAY
N_
M. o
iii =l ! Q‘“‘ii
-
DMZ Zone WLAN Zone LAN Zone

The SonicWall SuperMassive ships with the internal DHCP
server active on the LAN port. However, if a DHCP server is
already active on your LAN, the SonicWall appliance will
disable its own DHCP server to prevent conflicts.

As shown in the illustration on this page, ports X1 and X0 are
preconfigured as WAN and LAN, respectively. The remaining
ports (X2-X17) can be configured to meet the needs of your

network.

In the example diagram, certain interfaces are configured for
specific zones:

e X1—WAN

e X0—LAN

e X8—Wireless LAN
e X16—DMZ
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NAT policies allow the flexibility to control Network Address
Translation based on matching combinations of Source IP
address, Destination IP address, and Destination Services.
Policy-based NAT allows you to deploy different types of NAT
simultaneously.

For configuration procedures and information regarding the
different types of NAT policies, such as Many-to-One, One-to-
One, or One-to-Many Load Balancing, refer to the SonicOS
Administration Guide.

Configuring a Stateful HA Pair

This section provides instructions for configuring a pair of
SonicWall SuperMassive appliances for Stateful High
Availability (HA). This section is relevant to administrators
following deployment Scenario B.

A Stateful HA pair operates in NAT mode by default, similar to
Scenario A, with the added benefit of high availability.

See the following sections:
e |nitial High Availability Setup on page 42
e Configuring High Availability Settings on page 42
e Configuring HA Monitoring Settings on page 43
e Configuring Optional HA Settings on page 44

e Configuring HA Advanced Settings on page 44
e HA License Configuration Overview on page 45
e Completing HA Pair Association on page 46

e Verifying High Availability Setup on page 46

NOTE: Both units in a High Availability pair must be the
same model running the same firmware version.

®

SonicWall SuperMassive 2

SonicWall
HA/Failover Pair ———»

SonicWall SuperMassive 1

Internet

Local Network
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Initial High Availability Setup

Before you begin the configuration of HA on the Primary
SonicWall security appliance, perform the following tasks:

e Determine which interfaces should be used as the HA
Control Link and the HA Data Link. Remember, they must
be the same ports on each appliance.

e Make a note of the serial number of the appliance that will
run as the Secondary device. You can find this on the
bottom of the appliance or in the System > Status page.
You need to enter this number in the High Availability >
Settings > HA Devices page.

e Verify that the Primary and Secondary appliances are
registered on MySonicWall and are running the same
SonicOS versions.

e Ensure that the Primary and Secondary security appliances’
LAN, WAN, and other interfaces are properly connected for
failover.

e Connect the HA Control and Data Links on the Primary and
Secondary appliances with appropriate cables.

e Turn on the Primary SonicWall security appliance first.
Then, turn on the Secondary SonicWall security appliance.

Configuring High Availability Settings

The first task in setting up HA after completing Initial Setup on
page 13 is configuring the High Availability > Settings page on
the Primary SonicWall security appliance. Once you configure
HA on the Primary appliance, it communicates the settings to
the Secondary appliance.

To configure HA settings on the Primary appliance:
1 Loginto your Primary appliance as an administrator.
2 Navigate to the High Availability > Settings page.

3 Onthe General tab, select Active / Standby from the
Mode drop-down list.

4 Click OK in the popup dialog about license and
signature updates.

5 Select the Enable Stateful Synchronization checkbox.

6 Click OK in the popup dialog about the recommended
settings for Heartbeat Interval and Probe Interval.

7 Click on the HA Devices tab and type in the serial
number for the Secondary appliance.

8 Click on the HA Interfaces tab and select interfaces for
HA Control Interface and HA Data Interface.

42 | SonicWall SuperMassive 9200/9400/9600 Getting Started Guide



9 Click Apply to save these settings. All settings are
synchronized to the Secondary appliance, and the
Secondary appliance reboots.

Configuring HA Monitoring Settings

After configuring the HA settings, you need to configure the
Monitoring settings for the LAN or WAN. This includes
configuring unique IP addresses for each appliance in the
Stateful HA pair. You will need to log into the appliances using
these IP addresses in order to complete the registration
process from within SonicOS, which will allow license sharing
and synchronization.

To configure HA monitoring on the Primary appliance:

1 Navigate to the High Availability > Monitoring page.

2 Click the Configure icon of the Interface for which you
want to edit settings. The Edit HA Monitoring dialog
box displays.

SONICWALL | SuperMassive

Interface X2 Monitoring Settings

Enable Physical/Link Monitoring

Primary IPv4 Address: 0.0.0.0

Secondary IPv4 Address: 0.0.0.0

Allow Management on Primary/Secondary IPv4 Address

Logical/Probe IPv4 Address: IU-U-U-U

Override Virtual MAC: ICZ:EB:E4:59:93:QD

CK Cancel

To enable physical/link monitoring, select the Enable
Physical / Link Monitoring checkbox.

In the Primary IP Address field, enter the unique LAN or
WAN management IP address of the Primary appliance.

In the Secondary IP Address field, enter the unique LAN
or WAN management IP address of the Secondary
appliance.

Select the Allow Management on Primary/Secondary
IP Address checkbox.

SonicWall SuperMassive 9200/9400/9600 Getting Started Guide | 43



7 To enable logical monitoring or probing, select the
Logical / Probe IP Address checkbox and enter the IP
address of the target host.

8 Click OK.

You can repeat these steps to configure monitoring on other
interfaces.

For more information regarding the optional settings, see the
SonicOS Administration Guide.

Configuring Optional HA Settings

The following settings are optional.

To configure optional settings on the High Availability >
Settings page, General tab:

1 To backup the firmware and settings when you upgrade
the firmware version, select the Generate/Overwrite
Backup Firmware and Settings When Upgrading
Firmware checkbox.

2 SonicWall does not recommend enabling the Enable
Preempt Mode checkbox when using Stateful High
Availability.

3 Select the Enable Virtual MAC checkbox to allow the
Primary and Secondary appliances to share a single

MAC address. This simplifies the process of updating
network ARP tables and caches when a failover occurs.
Only the WAN switch that the two appliances are
connected to needs to be notified. All outside devices
will continue to route to the single shared MAC address.

4 Click Apply to save any of the settings on this page.

Configuring HA Advanced Settings

The settings on the High Availability > Advanced page are
optional.

To configure optional settings on the High Availability >
Advanced page:

1 Adjust the Heartbeat Interval to control how often the
two units communicate. The default and recommended
minimum is 1000 milliseconds.

2 The Failover Trigger Level sets the number of
heartbeats that can be missed before failing over.
SonicWall recommends leaving this field at its default
setting, and tuning it later if needed.

3 Set the Probe Interval for the interval in seconds
between communication with upstream or
downstream systems. The recommended setting is an
interval of at least 5 seconds. You can set the Probe IP
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Address(es) on the High Availability > Monitoring
screen.

Set the Probe Count, which is the number of
consecutive probes before the appliance considers the
network path unreachable or broken. The default count
is 3.

The Election Delay Time is the number of seconds
allowed for internal processing between the two units
in the HA pair before one of them takes the primary
role. SonicWall recommends leaving this field at its
default setting (3), then tuning it later if needed.

Enable the Active / Standby Failover only when ALL
aggregate links are down checkbox to treat the
aggregated link as down (causing a failover) only if all
member links are down.

Select the Include Certificates/Keys checkbox to
synchronize all certificates and keys when the
Synchronize Settings button is clicked.

Click Synchronize Settings to synchronize the settings
between the Primary and Secondary appliances.

Click Synchronize Firmware if you previously uploaded
new firmware to your Primary appliance while the
Secondary appliance was offline.

Synchronize Firmware is useful after taking your

Secondary appliance offline while you test a new

firmware version on the Primary appliance before
upgrading both units.

10 Click Force Active / Standby Failover to force a failover
between your Primary and Secondary appliances.

11 Click Accept to apply the settings on this screen.

HA License Configuration Overview

You can configure HA license synchronization by associating
two SonicWall security appliances as HA Primary and HA
Secondary on MySonicWall.

You must purchase a single set of security service licenses for
the HA Primary appliance. To use Stateful HA, you must first
activate the Stateful High Availability license for the primary
unit in SonicOS. This is automatic if your appliance is
connected to the Internet. See Registering, Licensing, and
Upgrading on page 25.

License synchronization is used in a High Availability
configuration so that the Secondary appliance can maintain
the same level of network protection as the Primary, in case of
a failover.
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Completing HA Pair Association

The two appliances in an HA Pair must be associated on
MySonicWall. Once they are associated, the Secondary
appliance automatically shares the Security Services licenses of
the Primary appliance.

If the Secondary appliance has not yet been registered, follow
the steps listed in Registering in SonicOS on page 27 or
Registering on MySonicWall on page 28 to register it. This is
necessary to make it available for HA association with the
Primary.

To associate two SonicWall appliances on MySonicWall:
1 Loginto your MySonicWall account.

2 Click My Products.

3 Onthe My Products page, click the product Name or
Serial Number of the appliance that you want to use as
the Primary appliance.

4 On the Service Management page, scroll down to the
Associated Products section.

5 Under Associated Products, click HA Secondary.

6 On the My Product - Associated Products page, select
the appliance that you want to associate as the

Secondary appliance from the Serial Number drop-
down list.

7 Click Associate.

8 Loginto the SonicOS management interface of the
Primary appliance using the unique IP address assigned
on the High Availability > Monitoring page.

9 Navigate to the System > Licenses page and click the
Synchronize Licenses button. This allows the unit to
synchronize with the SonicWall license server.

10 Log into the SonicOS management interface of the
Secondary appliance using its unique IP address.

11 Navigate to the System > Licenses page and click the
Synchronize Licenses button. This ensures license
synchronization and sharing between the Primary and
Secondary appliances.

This completes the HA association on MySonicWall and
ensures that both appliances can share licenses.

Verifying High Availability Setup

Once you have configured the HA settings on the Primary
SonicWall appliance, log into the Primary appliance’s unique
LAN/WAN IP address. Note that the management interface
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displays Logged Into: Primary SonicWall Status: Active in the
upper right-hand corner.

To verify that the Primary and Secondary SonicWall security
appliances are functioning correctly, wait a few minutes, then
turn off the Primary device. The Secondary appliance should
quickly take over.

From your management workstation, test connectivity through
the Secondary appliance by accessing a site on the public
Internet — note that the Secondary appliance, when active,
assumes the complete identity of the Primary, including its IP
addresses and Ethernet MAC addresses.

Log into the Secondary SonicWall appliance’s unique LAN/
WAN IP address. The management interface should now
display Logged Into: Secondary SonicWall Status: Active in the
upper right-hand corner.

Now, turn the Primary appliance back on, wait a few minutes,
then log back into the management interface. If stateful
synchronization is enabled (automatically disabling preempt
mode), the management interface should still display Logged
Into: Secondary SonicWall Status: Active in the upper-right-
hand corner.

If you are using the Physical/Logical Monitoring feature,
experiment with disconnecting each monitored link to ensure
correct configuration.

Configuring L2 Bridged Mode

This section provides instructions to configure the SonicWall
SuperMassive appliance in tandem with an existing Internet
gateway device. This section is relevant to users following
deployment Scenario C.

Topics:
e Connection Overview on page 48
e Configuring the Primary Bridge Interface on page 48

e Configuring the Secondary Bridge Interface on page 49
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Connection Overview

Connect a WAN port (X8 shown here) on your SonicWall
SuperMassive appliance to the LAN port on your existing
Internet gateway device. Then connect the X0 port on your
SonicWall appliance to your LAN resources.

Network Gateway

SonicWall SuperMassive

Internet or
LAN Segment 2

L2 Bridge Link

igﬁ Q‘I.r

Network Resources

Configuring the Primary Bridge
Interface

The primary bridge interface is connected to your existing
Internet gateway device. The requirements for the primary
bridge interface are:

e The interface is in the WAN zone.
e The interface has a static IP address.

e The interface is not a member of a WAN Load Balancing
group, such as the Default LB Group.

@ | NOTE: The X1 WAN interface is automatically a member
of the Default LB Group. For best results, configure
another WAN interface for use as the primary bridge
interface.
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Configuring the Secondary Bridge
Interface

1 In SonicOS, navigate to the Network > Interfaces page.

2 Click the Configure icon for the X0 (LAN) interface.

| General |  Advanced | VLANFiterng |

Interface "X0" Settings

Zone: LAMN -
Mode / IP Assignment: Layer 2 Bridged Mode (IP Rout: ~
Bridged to: X8 -

Block all non-IP traffic
Mever route traffic on this bridge-pair
Only sniff traffic on this bridge-pair

Disable stateful-inspection on this bridge-pair

Comment: Default LAN
Management: Hrtes [ ping [ snmp [ ssH
User Login: HTTP HTTPS

Add rule to enable redirect from HTTP to HTTPS

3 Inthe Mode / IP Assignment drop-down list, select
Layer 2 Bridged Mode.

In the Bridged to drop-down list, select the WAN zone
interface that you configured as the primary bridge
interface.

Optionally enable the Block all non-IP traffic setting to
prevent the L2 bridge from passing non-IP traffic.

@ NOTE: Do not enable Never route traffic on this bridge-

pair unless your network topology requires that all
packets entering the L2 Bridge remain on the L2 Bridge
segments.

Enable the desired Management options (HTTPS, Ping,
SNMP, SSH).

Enable the desired User Login options (HTTP, HTTPS).

Optionally enable the Add rule to enable redirect from
HTTP to HTTPS option.
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Support and Training Options

This section provides overviews of customer support and training options for SonicWall SuperMassive appliances. SonicWall offers
a variety of online support and training options for your convenience.

Customer Support on page 52
Knowledge Base on page 52

User Forums on page 52

Training on page 53

Related Documentation on page 53

Additionally Supported Languages on page 53
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Customer Support

SonicWall offers telephone, email and web-based support to
customers who have a valid warranty or support contract.

Designed for business-critical environments, SonicWall 24x7
Support delivers the enterprise-class support features and
quality of service that enterprise companies require to keep
their networks running smoothly and efficiently. SonicWall
24x7 Support is an around-the-clock support service that
includes phone, email and web-based technical support,
ongoing software and firmware updates, direct access to a
team of highly trained senior support engineers, advance
exchange hardware replacement in the event of failure, and
access to electronic support tools.

SonicWall also offers Value-Add Support with these options:

e Customer Success Manager - provides enterprise
environments with a dedicated Customer Success Manager
who works with your staff to help minimize unplanned
downtime, optimize IT processes, and provide operational
reports to drive efficiencies.

e Designated Support Engineer (DSE) - provides a named
engineering resource to support your enterprise account.

For more information, visit:
https://support.sonicwall.com/essentials/support-offerings

Knowledge Base

The SonicWall Knowledge Base allows you to search by queries
containing unique keywords, symptoms or details, filter
results, view, rate, email and print articles.

For more information, visit:
https://support.sonicwall.com/kb-product-select

User Forums

The SonicWall User Forums provide a way for you to
collaborate with peers and connect with experts to discuss a
variety of security and appliance topics. To access the forums,
log in using your MySonicWall credentials.

For more information, visit: https://forum.sonicwall.com
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Training

SonicWall offers an extensive sales and technical training
curriculum. SonicWall Training provides E-Training, instructor-
led training, custom training, technical certifications, and uses
authorized training partners.

For more information, visit:
https://support.sonicwall.com/training-product-select

Related Documentation
SonicWall technical documentation is available on
MySonicWall and on the Support portal, including:

e SonicOS Administration Guides

e SonicOS Release Notes

e SonicOS Upgrade Guides

e SonicOS Configuration Guides

e SonicOS Deployment Guides

e SonicOS Reference Guides

For more information, visit:
https://support.sonicwall.com/sonicwall-supermassive-9000-
series/9600/release-notes-guides

Additionally Supported
Languages

SonicWall Getting Started Guides, Quick Start Guides, User
Guides, appliance firmware, and various end-user clients are
available in multiple languages.

After registering your product, you can check for applicable
firmware or end-user client software on MySonicWall. New
releases are posted as they become available, so please check
periodically for additional firmware, software, and documents.

2 AR JE] 4 A0 SO 8 K

SonicWall  (ATTHREE) « (PRENTTIERE) « (HF4E
FE) A T AN 22 b i P 25 P i AL 2 SRR 2 B

= . i& M https://support.sonicwall.com/zh-cn 2 $£ 0 FH
pS'E =P

IEIE CNTTHE™ D) B0 (PUENT 4R Ui, &
MySonicWall /X35 https://www.mysonicwall.com v it 45 (1) 5
%o VEMSERUGE, T LAZE MySonicWall 3t 25 & AH B 1)
W] A2 2 3 FH P 20 P i A o FRATT 2 AE 58 — I [B) A ] FH
IHTRRAS, 15 SR 7 DASR BT (0 [« 3R A SRS

SonicWall SuperMassive 9200/9400/9600 Getting Started Guide | 53


https://support.sonicwall.com/training-product-select
https://support.sonicwall.com/sonicwall-supermassive-9000-series/9600/release-notes-guides
https://support.sonicwall.com/zh-cn
https://www.mysonicwall.com/

A—ASARARI7—LIIT7H
FURFAVKMIZDONT

SonicWall EAH A K, V499 RA—k AHAF, 21—
YHAR, BEEAI77—LDT7. BLUEELEIVE
A IFATU I EROEETHATEDLLSITH
UERLT=, FIARREGBARER T2 A2 ME,
https://support.sonicwall.com/ja-jp Z & F & LY,

BATAREREFIAYD R2—bk HAFDOFIEI
B2 T. MySonicWall ( https://www.mysonicwall.com) T34
mEERLET, DEAOEFRIC, FIAATRELT 7—L4
DITFERIFIVRFA—Y U547 k% MySonicwall
LT CHRETEET. HLOWI Y —XIEFIATEEICES &
BDRASINDIDT, 77—LDxT7. VI+0xT7. B&
URFa AV M EFEHMICHEREL TS,

d o al] =2
HHlo] A ZA
SonicWall Getting Started 7}O| £ , Quick Start 7}0| E , AF2
XH 710l =, Of Z 20| 1A HYY O R Lot AERH St
O|HEZ} Ct=0{ E X| A LICH. CHEOM AL Tts
2Ol EAME HOFENMS ..

Getting Started 7}O| E EE = Quick Start 7}O| E0j|
Of| L2} https://www.mysonicwall.com Of| A X| & S

o232} otLy

ot ot

OEX—I I.

SES 0ot

N2 . HE S5 =, MySonicwall 0| M B & 7453t 5= 0f

BQIO| = ALS X 22L0|0IE AT EQIOE SOy +
UELICH M22 B AIg 7h52 i SSELICE. 1

202, F7bElE 20| HYof, AZEYojot 247t Y
=X F7|80 2 AN 2
https://support.sonicwall.com/ko-kr.

Notificacao de Firmware e
Documentac¢ao Localizada

As Guias de nogdes basicas, Guias de inicio rapido, Guias de
Usudrio, firmware de aplicagGes, e varios clientes de usuario
final de SonicWall estdo agora disponiveis em varias linguas.
Pode encontrar a documentacao disponivel em Portugués em
https://support.sonicwall.com/pt-br.

Siga as instrugdes da Guia de no¢des basicas ou Guia de inicio
rdpido para registrar seu produto em MySonicWall no
https://www.mysonicwall.com. Depois de registrar o produto,
vocé pode procurar firmaware ou clientes de usuario final
aplicaveis em MySonicWall. Novos langamentos sao
publicados tdo pronto estejam disponiveis, assim que por favor
visite periodicamente esta pdgina para ver firmware, software
e documentos adicionais.
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Rack Mounting Instructions

This section provides illustrated rack mounting instructions for SonicWall SuperMassive appliances. For safety information related
to rack mounting and other aspects of product installation, see Product Safety and Regulatory Information on page 61.

e Rail Assembly and Rack Mounting on page 56
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Rail Assembly and Rack Mounting

Assemble the Slide Rail

G

WASHERS*8 M4 SCREW*8
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Assemble the Slide Rail

Fasten two-sided screws to the rail.

\C

M5 SCREW*8
M5 Nut*8
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Assemble Inner Rail to Chassis

Fasten 6 screws to attach the inner channel onto the chassis.

r((((/
M4 SCREW*6

58 | SonicWall SuperMassive 9200/9400/9600 Getting Started Guide



Insert Chassis to Frame

Slide inner channel into rails.

Push hook down to separate.
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Product Safety and Regulatory Information

This section provides product safety, regulatory, and warranty information.

Safety Instructions on page 62
Sicherheitsanweisungen on page 64
- 4=55i] on page 67

Declaration of Conformity on page 69

Warranty Information on page 69

578 RoHS)/ [RAIY/E & HIE R EER on page 70

Regulatory Model/Type Product Name

1RK28-0A6 SuperMassive 9200
1RK28-0A7 SuperMassive 9400
1RK28-0A8 SuperMassive 9600
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Safety Instructions

e Installation Requirements on page 62
e Lithium Battery Warning on page 64

e Cable Connections on page 64

Installation Requirements

WARNING:
The following conditions are required for proper installation:

e The SonicWall appliance is designed to be mounted in a
standard 19-inch rack mount cabinet.

e Use the mounting hardware recommended by the rack
manufacturer and ensure that the rack is adequate for the
application.

e Ensure that no water or excessive moisture can enter the
unit.

e Allow unrestricted airflow around the unit and through the
vents on the side of the unit. A minimum of 1 inch
(25.44mm) clearance is recommended.

Route cables away from power lines, fluorescent lighting
fixtures, and sources of noise such as radios, transmitters,
and broadband amplifiers.

This product is not intended to be installed and used in a
home or public area accessible to the general population.
When installed in schools, this equipment must be installed
in a secure location accessible only by trained personnel.

The following statement applies only to rack-installed
products that are GS-Marked: This equipment is not
intended for use at workplaces with visual display units, in
accordance with §2 of the German ordinance for
workplaces with visual display units.

Mount in a location away from direct sunlight and sources
of heat. A maximum ambient temperature of 1042 F (402 C)
is recommended.

If installed in a closed or multi-rack assembly, the operating
ambient temperature of the rack environment may be
greater than the room ambient. Therefore, consideration
should be given to installing the equipment in an
environment compatible with the maximum recommended
ambient temperature.

Mount the SonicWall appliances evenly in the rack in order
to prevent a hazardous condition caused by uneven
mechanical loading.
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Four mounting screws, compatible with the rack design,
must be used and hand-tightened to ensure secure
installation. Choose a mounting location where all four
mounting holes line up with those of the mounting bars of
the 19-inch rack mount cabinet.

A suitably rated and approved branch circuit breaker shall
be provided as part of the building installation. Follow local
code when purchasing materials or components.

Consideration must be given to the connection of the
equipment to the supply circuit. Appropriate consideration
of equipment nameplate ratings must be used when
addressing this concern. Do not overload the circuit.

Reliable grounding of rack-mounted equipment must be
maintained. Particular attention must be given to power
supply connections other than direct connections to the
branch circuits, such as power strips.

As shipped from the factory this SonicWall product includes
two power supplies for redundant AC power and added
reliability. A field conversion is available to convert to DC
mains.

To disconnect AC power, both power cords must be
removed.

The included power cord(s) are approved for use only in
specific countries or regions. Before using a power cord,
verify that it is rated and approved for use in your location.

This model is shipped as AC mains configuration using
standard 3 conductor appliance couplers. A field
conversion is available to change to DC mains. The DC
mains connector uses terminal posts with the polarity
marked.

To disconnect DC power, an external properly-related
disconnect device must be provided by building or rack
installation.

Do not connect AC configured products to DC mains, and
do not connect DC configured products to AC. Detailed
instructions are provided with the DC conversion kit.
Product must be configured as all DC or all AC.

DC rating includes tolerances. Do not operate product
outside of range shown on product label.

DC configuration includes input cable with protective
earthing conductor (Green and Yellow wire). This
conductor is required to be connected to safety earth
ground of circuit.

Thumbscrews should be tightened with a tool after both
installation and subsequent access to the rear of the
product.
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A‘ Warning—Potential Hazard from Fan

e Before replacing the fan unit, carefully read and follow the
instructions provided with the unit.

Lithium Battery Warning

The Lithium Battery used in the SonicWall internet security
appliance may not be replaced by the user. The appliance must
be returned to a SonicWall authorized service center for
replacement with the same or equivalent type recommended
by the manufacturer. If, for any reason, the battery or
SonicWall security appliance must be disposed of, do so
following the battery manufacturer's instructions.

Cable Connections

All Ethernet and RS232 (Console) cables are designed for intra-
building connection to other equipment. Do not connect these
ports directly to communication wiring or other wiring that
exits the building where the SonicWall appliance is located.

Sicherheitsanweisungen

e Anforderungen an die Installation on page 64
e Hinweis zur Lithiumbatterie on page 67

e Kabelverbindungen on page 67

Anforderungen an die Installation

Verwarnung:

Fiir eine ordnungsgemale Montage sollten die folgenden
Hinweise beachtet werden:

e Das SonicWall Modell ist fiir eine Montage in einem
standardmaligen 19-Zoll-Rack konzipiert.

e Vergewissern Sie sich, dass das Rack fiir dieses Gerat
geeignet ist und verwenden Sie das vom Rack-Hersteller
empfohlene Montagezubehor.

e Stellen Sie sicher, dass das Gerat vor Wasser und hoher
Luftfeuchtigkeit geschiitzt ist.

e Stellen Sie sicher, dass die Luft um das Gerat herum
zirkulieren kann und die Liftungsschlitze an der Seite des
Gehauses frei sind. Hier ist ein Belliftungsabstand von
mindestens 26 mm einzuhalten.
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Achten Sie darauf, das sich die Netzwerkkabel nicht in der
unmittelbaren Ndhe von Stromleitungen,
Leuchtstoffrohren und Stérquellen wie Funksendern oder
Breitbandverstarkern befinden

Dieses Produkt ist nicht daftir entwickelt, um in Bereichen

mit o6ffentlichem Zugang betrieben zu werden. Wenn es in
Schulen betrieben wird, stellen Sie sicher, dass das Gerét in
einem abgeschlossenen Raum installiert wird, der nur von

speziell ausgebildetem Personal betreten werden kann.

Der folgende Hinweis gilt nur fiir rackmontierte Produkte
mit GS-Kennzeichen: Dieses Gerét ist nicht zur Verwendung
an Arbeitsplatzen mit visuellen Anzeigegeraten gemaR § 2
der deutschen Verordnung fir Arbeitsplatze mit visuellen
Anzeigegerdten vorgesehen.

Wihlen Sie fiir die Montage einen Ort, der keinem direkten
Sonnenlicht ausgesetzt ist und sich nicht in der Ndhe von
Warmegquellen befindet. Die Umgebungstemperatur darf
nicht mehr als 40 °C betragen.

Wenn das Gerat in einem geschlossenen 19"-Gehé&use oder
mit mehreren anderen Geraten eingesetzt ist, wird die
Temperatur in der Gehduse hoher sein als die
Umgebungstemperatur. Achten Sie darauf, daR die
Umgebungstemperatur nicht mehr als 40° C betragt.

e Bringen Sie die SonicWall waagerecht im Rack an, um
mogliche Gefahren durch ungleiche mechanische
Belastung zu vermeiden.

e \Verwenden Sie fiir eine sichere Montage vier passende
Befestigungsschrauben, und ziehen Sie diese mit der Hand
an. Wahlen Sie einen Ort im 19-Zoll-Rack, wo alle vier
Befestigungen der Montageschien verwendet werden.

e Ein angemessen dimensionierter und geprifte Sicherung,
sollte Bestandteil der Haus-Installation sein. Bitte folgen
die den lokalen Richtlinien beim Einkauf von Material oder
Komponenten.

e Prufen Sie den Anschluss des Gerats an die
Stromversorgung, damit der Uberstromschutz sowie die
elektrische Leitung nicht von einer eventuellen
Uberlastung der Stromversorgung beeinflusst werden.
Prifen Sie dabei sorgféltig die Angaben auf dem Aufkleber
des Gerits. Uberlasten Sie nicht den Stromkreis.

e Eine sichere Erdung der Gerate im Rack muss gewahrleistet
sein. Insbesondere muss auf nicht direkte Anschliisse an
Stromquellen geachtet werden wie z. B. bei Verwendung
von Mehrfachsteckdosen.

e Dieses Produkt wird mit zwei Wechselstrom-Netzteilen zur
redundanten Stromversorgung fuer erhéhte Verfu“gbarkeit
ausgeliefert. Ein Umbaukit in Gleichstromversorgung ist
verfu“gbar
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Um den Wechselstrom (AC) zu unterbrechen muessen
beide Stromkabel entfernt werden.

Das im Lieferumfang enthaltene bzw. die im Lieferumfang
enthaltenen Netzkabel sind nur fir die Verwendung in
bestimmten Lindern und Regionen zugelassen. Uberpriifen
Sie bitte vor der Verwendung eines Netzkabels, ob es fir
die Verwendung in lhrem Land oder lhrer Region
zugelassen ist und den geforderten Normen entspricht.

Die Wechselstrom Konfiguration verwendet standardisierte
Kaltgeratekabel. Sie konnen einem Umbaukit fr
Gleichstrom bestellen. Der Gleichstrom (DC) Netzanschluss
verwendet Polklemmen, bei denen die Polaritat
gekennzeichnet ist.

Um den Gleichstrom (DC) zu unterbrechen, muss ein
externes, ordnungsgemaess bewertetes
Unterbrechungsgeraet durch die Stromzufuhr im
Gebaeude oder das Rack zur Verfuegung gestellt werden.

SchlieRen Sie kein Wechselstrom konfiguriertes Produkt an
Gleichstrom an. Und schlielRen Sie kein Gleichstrom
konfiguriertes Produkt an Wechselstrom an. Das Umbaukit
beinhaltet eine detaillierte Beschreibung. Das Gerat muss
komplett mit Gleichstrom oder Wechselstrom konfiguriert
sein.

Gleichstrom akzeptiert Toleranzen. Betreiben Sie das Gerat
nicht auRerhalb des Bereiches, der auf dem Aufkleber des
Gerates angegeben ist.

Die Gleichstrom Konfiguration beinhaltet einen
Anschlusskabel mit Erdung (Griin-Gelbes Kabel). Diese
Kabel muss an den Erdungsschaltkreis angeschlossen
werden.

Vergewissern Sie sich, dass die Schrauben nach dem
Austausch mit entsprechendem Werkzeug fest angezogen
werden.

A‘ Achtung—Liifter Potentielle Gefahrenquelle

Lesen Sie vor dem Austausch der Liftereinheit die
Anleitung, die mit dem Gerat geliefert wurde und befolgen
Sie die Anweisungen.
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Hinweis zur Lithiumbatterie

Die in der Internet Security Appliance von SonicWall
verwendete Lithiumbatterie darf nicht vom Benutzer
ausgetauscht werden. Zum Austauschen der Batterie muss die
SonicWall in ein von SonicWall autorisiertes Service-Center
gebracht werden. Dort wird die Batterie durch denselben oder
entsprechenden, vom Hersteller empfohlenen Batterietyp
ersetzt. Beachten Sie bei einer Entsorgung der Batterie oder
der SonicWall Security Appliance die diesbeziglichen
Anweisungen des Herstellers.

Kabelverbindungen

Alle Ethernet- und RS232-C-Kabel eignen sich fiir die
Verbindung von Gerédten in Innenrdumen. SchlieRen Sie an die
Anschlisse der SonicWall Appliance keine Kabel an, die aus
dem Gebdude in dem sich das Gerat befindet herausgefiihrt
werden.

2t
o HETISK on page 67

o GHEEMEE on page 69
o ZELIIH

LEEOR

R S e DU R DU T IR 22K -

ii on page 69

o SonicWall B #easa Tl 2245 —(EfEAERY 19 N2 %7
ZEAE o

o (HRMZLELEPGHEBE Y ASHERG - MESDIRZR B4 E
Frds

* EE%““?EWK/%/VK PEBZHER -

BERFORFFEE > Fral B mECM - EsiE
EE@H BEfHI /DI 1 50 (25.44 A ) HYHZE

o it

o SRRHVESTEEBEEEIRLR - HOUE - DU E LR
HYARIR > ANRAREE ~ SFASSHLRARBURES

o AEMAVERET HHA R AR ER AR
TR RN N SR, o AR LR > A A

REZEAEZ A BRI L2 B -

SonicWall SuperMassive 9200/9400/9600 Getting Started Guide | 67



R B/ B C AT BEVR - R AR AR
iR HEEAE 104°F (40°C)

WIRE L B AR B AR I - PRARERIRE A
BRI ERE M RE S = A = N o [RE > FEEL EACHE
e < B ey [ B FE A 2R BB rh 2 S s > MEREILE
SIAER -

i SonicWall 2B PHEIN AR AERIR T > QLA RERE
DRI 25 A B S AT A P BBk

WDMA(E P IR BLAR IR S A Y 22 SRS T » A T35
THRST - HEE L HEAE ] o B (E A E > I (E
HEHOFAFLETR 19 N 2R AR 227 -

JEE S At — (B &R E (E 1 H CAEl rTHy 7 S B s

BB E Ry 2 BN — By » AEMEE AR BN -

P15 5 22 1R -
B AP L - B
TR R ST ES AR B B I - R
B RSB - B -
DR SRR R - DR IR
TSR - 117 A EL PR AR 2 JE 5
W -

FETRUBHIN » 5(E Sonicwall LIS By O
R AT SEPE TR EAR - TR
AR ED R -

BEFAZOM IR > W REIRARET R AR -

W B AR (PR R E Y B 2 st & (E Y - (AT
i e EE AR Y BEE (H H E MR FI AR IRyt B (e -

(BB IR RS R A
EEBIRCE - 7 PR S AR D
W -

T EDAER » WV —(ER SRS R
SRR LN B A E TR S

TR B E S EAER (e
BNV SBERISOR AL » 12 EL TR 2
A - PR ERE By LR -
ECTRI IS A - R R R TR L
HR{EEED -

ERREE AT (R I AT (4
B ) - PRSI 2 B T -
YR R BB 2 - AV LA
T -

B ERE S

o SEREVREAT > SHFUIRE - BT AU -

68 |

SonicWall SuperMassive 9200/9400/9600 Getting Started Guide



SHET LS

H R FE ARG E T E# SonicWall 484 S 22 M AL b (g
AISHER A © WAZHRF SonicWall 25 72 [0] SonicWall FZFER AR

ooty » DU $60hE 5] 0 $E B A Sic ot e 1y [ SR U S B

A o FEREAE R R VA EZEE A SonicWall YFE4ERS 444
MHEE - SRS ESFE A B PEE R

BGHEGE

FTE ZOK4ERR B RS232 ( £ ) SRESHVE R BLHMICE
TTP R REFTaRaTHY © 35N S Ch i R R R 22
GRS > BHEAMELY SonicWall ZE B FTfE i SRAVARES -

Declaration of Conformity

A “Declaration of Conformity” in accordance with the
directives and standards has been made and is on file at:
SonicWall International Limited, City Gate Park, Mahon, Cork,
Ireland.

CE declarations can be found online at:
https://support.sonicwall.com

@ NOTE: Additional regulatory notifications and
information for this product can be found online at:
https://support.sonicwall.com

Warranty Information

All SonicWall appliances come with a 1-year Limited Hardware
Warranty which provides delivery of critical replacement parts
for defective parts under warranty. Visit the Warranty
Information page details on your product’s warranty:
https://support.sonicwall.com
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SonicWall Support

Technical support is available to customers who have purchased SonicWall products with a valid maintenance contract and to
customers who have trial versions.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a day, 365 days a
year. To access the Support Portal, go to https://support.sonicwall.com/.

The Support Portal enables you to:
e View knowledge base articles and technical documentation
e Download software
e View video tutorials
e Collaborate with peers and experts in user forums
e Get licensing assistance
e Access MySonicWall
e Learn about SonicWall professional services
e Register for training and certification

To contact SonicWall Support, refer to https://support.sonicwall.com/contact-support.
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