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About this document

Purpose

Welcome to VitalQIP Appliance Management Software (AMS) (AMS). The centralized
AMS maintains an inventory of software packages and appliances. A secure token-based
appliance authentication process keeps the network secure. Configuration of services can
be done on the AMS GUI before deployment to the remote machines. Appliances can be
logically grouped for ease of upgrades and maintenance. Remote services such as DNS
and DHCP can be quickly upgraded to the latest software version across many appliances.
A record of upgrades is maintained in the AMS for each appliance. At any time, an
administrator can roll back to a previous version of the service. The monitoring section of
AMS gives an administrator a centralized view of the health of the entire appliance
network.

All log files and configuration files are centrally accessible to aid in quick and easy
debugging. Services on the appliances can be remotely started and stopped. An appliance
can be quickly taken offline if suspicious behavior is observed. In addition, any appliance
can be rebooted from the centralized AMS.

This User’s Guide describes how to use the features in the AMS GUI. Refer to this preface
for the audience, organization, and typographical conventions used in the manual. The
preface also describes the package contents, how to order additional manuals, and how to
obtain technical support.

Reason for reissue

The following table lists the changes to the AMS User’s Guide.

Issue Feature name  Description Feature impact
1 Package New package command icon |« “Use qddns package
command has been introduced. commands” (p. 2-96)
support
190-40908RL6 xiii
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Issue Feature name | Description

1 Status dashboard = The Nagios dashboard
displays the status of
appliances and appliance
packages.

1 User permissions | User permissions allow the
administrator to control
activities on appliances in
AMS. Permissions ensure
that AMS is more secure.

Intended audience

Feature impact

“Status Dashboard” (p. 6-1)

«  “Appliance permission
management” (p. 2-71)

«  “Appliance pair permission
management” (p. 2-143)

«  “Appliance cluster permission
management” (p. 2-164)

«  “Appliance group permission
management” (p. 2-224)

This manual is intended for Appliance Management Software (AMS) users who plan to
manage and administer an IP network address infrastructure. The reader is expected to
understand basic networking concepts and have a working knowledge of the operating
system that Appliance Management Software (AMS) is running on. Two types of groups

interact with Appliance Management Software (AMS):

* Appliance Management Software (AMS) administrators - The Information
Technology (IT) professionals who install, configure, and administer the Appliance

Management Software (AMS) product.

» Appliance Management Software (AMS) users - The IT professionals who use
Appliance Management Software (AMS) as a service-level monitoring and capacity

tool.

How to use this information product

This manual is organized as follows:

Chapter 1, “AMS overview”

This chapter provides an overview of the Appliance Management Software (AMS) and
describes how the Appliance Management Software (AMS) works.

Chapter 2, “Appliances™

This chapter describes how to manage appliances, appliance groups, appliance pairs, and

appliance clusters.
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Chapter 3, “Packages”

This chapter describes how to manage packages.

Chapter 4, ““File groups”

This chapter describes how to manage file groups.

Chapter 5, ““System”

This chapter describes how to manage users, user groups, system logs, and system
parameters.

Chapter 6, ““Status Dashboard”

This chapter describes how to view the status of appliances, appliance groups, packages,

and package groups from the Status dashboard.

Conventions used

The following table lists the typographical conventions used throughout this manual.

Convention

Trebuchet bold

Courier

Courier bold

Courier bold italic

Times bold

Meaning
Names of items on screens.

Names of buttons you should click on the
screen, or names of keys on the keyboard
to be pressed.

Output from commands, code listings, and
log files

Input that you should enter from your
keyboard.

Names of commands and routines

Input variable for which you must
substitute another value. The angle
brackets also indicate the value is a
variable.

Uniform Resource Locators (URLSs)

Example
Select the Client check box.

Click OK.

# Name: Share shared-network
~200_200_200_0

Run the following command:
c:\setup.exe

The qip_getappllst routine returns
the entire list of existing applications.

isql -U sa -P <sa password>

The VitalQIP product site can be found at

http://www.alcatel-
lucent.com/wps/portal/products/.
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Convention Meaning Example
Times italics Manual and book titles. Refer to the VitalQIP User’s Guide.
Directories, paths, file names, and e-mail = A symbolic link must be created from
addresses. /etc/ named.conf that points to
named.conf.
Times bold italic Emphasis Read-only. The name of the service
element.

Related information

The following documents are referenced in this manual:
o VitalQIP Administrator Reference Manual (part number: 190-409-042R7.2 PR2)

This guide describes planning and configuring your network, information about the
Vital QIP interface, advanced DNS and DHCP configurations, and troubleshooting.

o VitalQIP User’s Guide (part number: 190-409-068R7.2 PR2)

This guide describes how to set up and use the VitalQIP user interface on Windows
and UNIX platforms.

o VitalQIP AMM 1000 Quick Start Guide (part number: 190-409-088)

This quick start guide describes how to set up an AMM 1000 appliance and connect it
to the network.

o VitalQIP AMM 5000 Quick Start Guide (part number: 190-409-117)

This quick start guide describes how to set up an AMM 5000 appliance and connect it
to the network.

o VitalQIP ESM 1000 Quick Start Guide (part number: 190-409-118)

This quick start guide describes how to set up an ESM 1000 appliance and connect it
to the network.

o VitalQIP ESM 5000 Quick Start Guide (part number: 190-409-119)

This quick start guide describes how to set up an ESM 5000 appliance and connect it
to the network.

o VitalQIP AMS 1000 Quick Start Guide (part number: 190-409-093)

This quick start guide describes how to configure an AMS 1000 appliance on which
the appliance vendor has preinstalled AMS.

» VitalQIP Appliance Management Software (AMS) Installation & Configuration Guide
(part number: 190-409-094)

This guide describes how to install and configure the VitalQIP Appliance Management
Software.

o VitalQIP Appliance Packages Configuration Guide (part number: 190-409-116)
This guide describes the package configurations for appliances maintained in AMS.
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Product Training Support

Alcatel-Lucent University offers cost-effective educational programs that support the
Vital QIP product. Our offerings also include courses on the underlying technology for the
VitalQIP products (for example, DNS and DHCP). Our classes blend presentation,
discussion, and hands-on exercises to reinforce learning. Students acquire in-depth
knowledge and gain expertise by practicing with our products in a controlled, instructor-
facilitated setting. If you have any questions, please contact us at 1 888 LUCENTS, option
2, option 2.

Technical support

If you need assistance with (AMS), you can contact the Welcome Center for your region.
Contact information is provided in the following table.

Region

North,
Central, and
South
America

Europe,
Middle East,
Africa, and
China

Central and
South
America

Asia Pacific

Address

Alcatel-Lucent

400 Lapp Road
Malvern, PA 19355
USA

Alcatel-Lucent
Voyager Place
Shoppenhangers Road
Maidenhead
Berkshire SL6 2PJ
UK

Alcatel-Lucent
Calle 10, No. 145

San Pedro de los Pinos, 01180

Ciudad de Mexico

Mexico

Alcatel-Lucent Australia

280 Botany Road
Alexandria NSW 2015

Australia

Contact information

Phone: 1-866-LUCENTS (582-3688) Option 1, Option 2

Web: www.alcatel-lucent.com/support

Phone: 00 800 00 LUCENT or +353 1 692 4579
E-mail: emeacallcenter @ alcatel-lucent.com

Web: www.alcatel-lucent.com/support

Mexico 01 800 123 8705 or (52) 55 5278 7005
Brazil 0800 89 19325 or (55) 193707 7900
Argentina 0800 666 1687

Venezuela 0 800 1004136

Costa Rica 0800-012-2222 or 1800 58 58877

For other local CALA numbers, consult the web site
www.alcatel-lucent.com/support or contact your local
sales representative.

Phone: 1800-458-236 (toll free from within Australia)

(IDD) 800-5823-6888 (toll free from Asia Pacific - Hong
Kong, Indonesia, South Korea, Malaysia, New Zealand,
Philippines, Singapore, Taiwan, and Thailand)

(613) 9614-8530 (toll call from any country)

E-mail: apactss @alcatel-lucent.com
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About this document
How to order

Customers can access additional VitalQIP manuals online at www.alcatel-
lucent.com/support. Select Documentation from the Customer Support menu and click
the Product index link. Click the V link to access VitalQIP and VitalQIP add-on products.

How to comment

To comment on this document, go to the Online Comment Form or e-mail your comments
to the Comments Hotline (comments @alcatel-lucent.com).
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1 AMS overview

Overview

Purpose

This chapter provides an overview of AMS, information on how to access and quit the
application, a brief summary of how it works, and ends with a description of the user

interface.
Contents
This chapter covers these topics.
Getting started with Appliance Management Software (AMS) 1-2
The VitalQIP Appliance Manager solution 1-2
Log in to AMS 1-8
Access the AMS interface from VitalQIP 1-11
Exit AMS 1-13
User interface 1-14
User interface components 1-14
Miscellaneous features 1-20
190400.08RL6 1-1
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The VitalQIP Appliance Manager solution

Getting started with Appliance
Management Software (AMS)

The VitalQIP Appliance Manager solution

Overview

Components

The VitalQIP Appliance Manager (AM) solution helps service providers and enterprises
efficiently configure, automate, integrate and administer IP services across an entire
network, locally or globally. The Appliance solution enables a single point of software
upgrade and monitoring management across geographically distributed appliances,
including monitoring of remote server software. By default, the solution is delivered with
VitalQIP and other services. The VitalQIP services include VitalQIP DNS and DHCP
services.

The use of VitalQIP Appliances (AMM, ESM, and AMS) instead of general purpose
servers reduces security vulnerabilities through a hardened appliance operating system
(based on Red Hat Linux). It simplifies software upgrades and centralizes deployment and
monitoring of DNS, DHCP, and other services. In addition, a secure “secret key” based
handshake between the appliances and the management station protects against
unauthorized activity.

In general, the VitalQIP Appliance Manager solution greatly reduces capital and operating
costs associated with managing VitalQIP, and provides a complete solution, including
support, through a single vendor.

The VitalQIP Appliance Manager solution provides the following components:

» VitalQIP Appliance Management Module (AMM). The VitalQIP Appliance
Management Module is an Alcatel-Lucent supplied Intel-based machine that is pre-
loaded with the Red Hat Linux operating system. It is also loaded with basic system
tools to configure, authenticate, reboot, and shut down the appliance.

» VitalQIP Enterprise Server Module (ESM). The VitalQIP Enterprise Server Module
is an Alcatel-Lucent supplied Intel-based machine that is pre-loaded with the Red Hat
Linux operating system, the Sybase database, and the VitalQIP Enterprise server
software. It is also loaded with basic system tools to configure, authenticate, reboot,
and shut down the appliance.

190-409-089R1.6
Issue 1 June 2010



AMS overview

Architecture
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The VitalQIP Appliance Manager solution

» Appliance Management Software (AMS) (AMS). AMS is accessed through a web-
based Ul and can be installed on any Intel-based hardware running the Red Hat Linux
5 operating system. AMS also uses the MySQL database that is included with Red Hat
Linux. AMS may also be co-located with VitalQIP if VitalQIP Enterprise is running
on a Red Hat 5 Linux server. AMS is also available as an appliance (AMS 1000).

« AMS 1000. AMS can also be purchased as an appliance. All required software for
AMS operations is installed before shipment. Users only need to configure the system
with network information to make AMS operational. To receive Redhat OS updates,
customers need to procure a license from Redhat and configure it. For more
information on the setup of an AMS 1000, refer to the AMS 1000 Quick Start Guide.

» Service Packages. Alcatel-Lucent provides the following service packages that permit
same time delivery of service fixes/patches between VitalQIP and AMS. The packages
include:

* VitalQIP Enterprise Server
* VitalQIP Sybase Server

* VitalQIP DNS Server

e VitalQIP DHCP Server

« VitalQIP SNMP

» VitalQIP Remote Services
* Linux OS upgrades

e Java Runtime Environment (JRE)
* AutoDiscovery

» TFTP Server

* NTP Server

* SNMP Server

The VitalQIP Appliance Manager solution offers the following features, as shown in the
following illustration:

» Centralized appliance management data store

* Secure communication model between AMS and AMMSs/ESMs: token and Secure
Shell (SSH)

» User-friendly, web-based AMS UI, with similar look and feel as VitalQIP web client
» Full appliance package and version history maintained in the AMS database

» Individual “secret key” generation for each appliance to authenticate with AMS
» DNS High Availability.
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The VitalQIP Appliance Manager solution

Figure 1-1 VitalQIP Appliance Manager architecture
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Appliance Management Software

The AMS component allows you to manage VitalQIP appliances from one central
location. The AMS UI divides the management of appliances into discrete functional areas
that are identified by tabs, as shown in the following illustration:

* Appliances — manage individual appliances, appliance groups, appliance pairs, and
appliance clusters

» Packages — manage packages
* File Groups — manage VitalQIP file groups

« System — manage system logs and parameters, users, and user groups
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The VitalQIP Appliance Manager solution

Figure 1-2 Standalone AMS user interface

AIcateI-Lucent@ 'Wimm;ﬁ"‘“ » | Help >

SFe=EgEF | 8 D0E | %

fell2d
Appliances
| Actions v VitalQIP Appliance
1 Appliances

Management Software
# ] Appliance Pairs
& Appliance Clusters
# ] Appliance Groups

& Copynght 20072009 Alcatel-Lucent. All rights resered.

| appliance ~ |[Find]

Figure 1-3 AMS user interface integrated with VitalQIP

VitalQIP A | Fils - "
Alcatel-Lucent @ e e L L T L
© 2FeEeEEFZE | & | D7hE | X
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Staging

Deploying

The VitalQIP Appliance Manager solution

Your work in AMS will likely follow a phased approach in which you add new appliances
to the network, authenticate them in AMS, and then import and configure packages for
deployment. Lastly, when appliances are set up and packages are deployed, you will
monitor their status. These phases are staging, deployment, and monitoring status.

Your initial work with AMS typically involves the following setup tasks.

1. Setup AMS users and their passwords. Assign them to either the Administrators or
Monitors user group. For more information on user groups, refer to “Users” (p. 5-24).

2. Access the Appliances tab and create appliance groups based on how you want your
organization to separate the administration of remotes. For more information on
creating Appliance Groups, refer to “Add an appliance group” (p. 2-174).

3. Download the desired service packages from the Alcatel-Lucent ALED site to your
local PC. For more information accessing the site and downloading files, refer to
“Download Appliance Manager files” (p. 3-4).

4. Access the Packages tab and import the available service packages into AMS. For
more information on importing packages, refer to “Import a package” (p. 3-6).

5. Access the Appliances tab and create Appliances, assigning them to Appliance
Groups, Appliance Pairs, and Appliance Clusters as necessary. For more information
on creating Appliances, refer to “Add an appliance” (p. 2-8).

6. In the Appliance Properties page for each appliance, click Setup Info and either print
and give to a field technician to configure manually, or save onto a USB flash drive so
the field technician can configure the appliance automatically.

7. Have field technicians set up and configure appliances (using the information provided
in step 6) at the appropriate locations. They should access the appliance console menu,
enter privileged mode, enable the appliance, and then use the verify and
authenticate commands to check the connection with AMS. For further
information on configuring appliances, refer to the VitalQIP AMM/ESM Quick Start
Guides.

Note: For maximum security, the appliance should be installed in a limited access
closet or lab.

8. Access the Appliance Properties page for each appliance and click Verify
Communication to validate that communication exists with that appliance from the
management station. For further information, refer to “Verify communication with an
appliance” (p. 2-16).

Once appliances have been set up in AMS and authenticated, the next set of tasks involves
package configuration and deployment:
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1. Access the Appliance Properties page for each appliance (or appliance group if you
choose to batch package deployments), expand the Package Associations section, and
configure packages for that appliance or appliance group. Configuration of an
appliance consists of two steps:

a. Associate the package. For further information, refer to “Associate packages with
an appliance” (p. 2-27). If you are working with appliance groups, refer to
“Associate packages with an appliance group” (p. 2-194).

b. Update the configuration files, as necessary. For further information, refer to
“Configure packages for an appliance” (p. 2-30). If you are working with
appliance groups, refer to “Configure packages for an appliance group” (p. 2-198).

2. Deploy packages to each appliance. For further information, refer to “Review pending
deployments and deploy packages” (p. 2-40). If you are working with appliance
groups, refer to “Deploy packages to an appliance group” (p. 2-203).

Monitoring
After packages have been deployed, you may need to monitor their status:
Review deployment history and check log files and system logs, as needed.
» For appliance monitoring, refer to “Appliance monitoring” (p. 2-47).
» For log files, refer to “Retrieve a log file” (p. 2-55).

» For system logs and notifications, refer to “Search status messages” (p. 5-5) and
“Search notification messages” (p. 5-9).

Login message

You can define customized messages that will appear whenever you log into AMS. Open
the file SAMSHOME/web/dynamic_templates/login_message and add a message that will
appear in the login screen, whenever you log into AMS.

Note: However, you cannot customize field names, template directives, script tags,
and so on.
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Log in to AMS

Log in to AMS

Purpose

To log into the AMS UI. The (AMS) Ul is web-based and launched by entering a URL for
(AMS) into the web browser, which opens directly to the Appliance Management
Software (AMS) Login page.

Note: Do not use this procedure to log in, if AMS is integrated with the VitalQIP
web client. Follow the instructions in Chapter 1 of the VitalQIP Web Client User’s
Guide instead.

Before you begin

Procedure
1
2
1-8

Ensure the following are true before you begin.

» If you use proxies, make sure your proxy configuration is correct for accessing the
appliance web page. If your AMS is on a local network, you can exclude the AMS IP
address from the proxy to speed up communication with the AMS server.

» Be sure that pop-ups are enabled for the (AMS) URL, because the application uses this
function to provide messages to the user

» JavaScript is enabled
» Cookies are enabled
» Style sheets enabled
» User accepts certificate when presented by browser.

* The first time you log in after an AMS upgrade, you should clear your browser cache
to ensure that no signs remain of the previous version of AMS. Refer to “Clear
browser cache” in the AMS Installation & Configuration Guide.

To log into AMS, follow these steps:

In the web browser, enter the AMS URL in the following format:

http://<IP address>:<tomcat web server port>/ams/manage

If the user selects default port 80 as the Tomcat web server port, the AMS URL is
http://<IP address>/ams/manage
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Result: The VitalQIP Appliance Management Software (AMS) Login page opens.

VltalQ IP Appliance Alcatel-Lucent @
Management Software

Release 1.4 BS

UserID

e —

Password

[ [Engiish =

& Copyright 2007-2008 Alcatel-Lucent, All rights reserved,

3 Enter your user ID in the User ID field and password in the Password field.

» To access the full functionality of AMS, use the default administrator user ID, which is
amsadmin. The default password is amsadmin. For information on changing the
default password (which is recommended), refer to “Change a user password”

(p- 5-32).

» To access read-only operations on package staging/history and to search appliances,

use the default monitor user ID, which is amsuser. The default password is amsuser.

For information on changing the default password (which is recommended), refer to
“Change a user password” (p. 5-32).

User IDs in AMS are set up with the Users function. Refer to “Add a new user” (p. 5-25)
for information on adding a user.
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Log in to AMS

Result: The VitalQIP Appliance Management Software (AMS) main page opens.

Applianeas ruhpmﬁm System "'"lll' *
Alcatel-Lucent {}) e

]2
Appliances
| Actions ‘| VitalQIP Appliance
%1 Appliances Management Software
#® ] Appliance Pairs
# ] Appliance Clusters
=] Appliance Groups
& Copynght 2007-200% Alcatel: Lucent. All rights reserved,
| Appliance v

For further information on the AMS UI, refer to “User interface” (p. 1-14).

END OF STEPS
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Access the AMS interface from VitalQIP

Access the AMS interface from VitalQIP

Purpose

VitalQIP supports add-ons that have been pre-defined by Alcatel-Lucent, such as
Appliance Manager. When a VitalQIP license key is enabled for the AMS application,
AMS can be integrated with the VitalQIP web client (usually during AMS installation, as
described in the AMS Installation & Configuration Guide), and can be accessed from the

Links menu.

Procedure

After logging in to the VitalQIP web client (instructions are provided in Chapter 1 of the
VitalQIP Web Client User’s Guide), follow these steps.

1 Mouse over the Links menu.

Result: The Links sub-menu opens.

MyWiew - | Address Management = DNS » DHCP » | Addmss Allocation = mﬁm»nm-mm--
B sEmA | SAD2ED (=L@ | TEAS | TRASYE & &5 (1 AveDissorery | = Appliance Manager &

MyView Hierarchy <]
[ _Actions. IV|
(0 Personal View
= f Shared Views
< >

VitalQIP” Software Alcatel-Lucent @
IP Management

2  Click on the Appliance Manager sub-menu.
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Access the AMS interface from VitalQIP

Result: The VitalQIP Appliance Management Software main page opens with the
focus on the Appliances menu.

VitalQdP Appliances | Packages File Groups  System = Help =

Alcatel-Lucent () — , <
€ SFEEEFEE | & DThE | X

Appliances -
I VitalQIP Appliance
(=1 Applisnces Management Software
¥ ] Appliance Pairs
] Appliance Clusters
= ;j Appliance Groups

Actions

& Copynght 2007 -2009 lcatel: Lucent. Al rights reserved

Appliance

v |[Find]

END OF STEPS

AMS Ul timeout

Whenever the AMS UI times out when it is integrated with the VitalQIP web client, you

see the message Administrator is not logged in and taken back to the VitalQIP screen. To
display the AMS login screen, follow these steps.

1  Mouse over Links and click on the Appliance Manager sub-menu.

Result: The VitalQIP Appliance Management Software main page opens.
END OF STEPS
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Exit AMS

Purpose
Use this procedure to log out of AMS.

Procedure
To exit AMS, follow these steps.

1  Click the Logout icon ( ¥) at the right end of the (AMS) toolbar.

Result: A confirmation dialog box opens with the message Are you sure you want to
exit VitalQIP Appliance Management Software? Note that if AMS is integrated with
the VitalQIP web client, this message reads:

Are you sure you want to exit VitalQIP Appliance Management Software?
Note: You will be redirected to VitalQIP software.

2  Click OK at the confirmation prompt.

END OF STEPS
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User interface

Overview

Purpose

This section provides a detailed description of the AMS user interface. It describes the
different icons used, as well as how the hierarchy page works.

User interface components

This section describes the AMS interface components, as well as the buttons and icons
that appear in the content frame.

AMS page frames

The AMS pages are comprised of a navigation frame at the top, a menu frame on the left,
and a content frame on the right.

Figure 1-4 AMS page frames

Alcatel-Lucent @ [ pptnces  Pakages | Pl Gongs | Sytom | ol Navigation Frame

22 EPEe | & BhE | ®

[=1l2]
Appliances
Actions v VitalQIP Appliance

o] Appliances ' Management Software

] Appliance Pairs

¥ ] Appliance Clusters

B Appliance Groups

Menn Frame
& Capyright 2007-200% Alestel-Lucent. Al rights reserced
Content Frame
Appiance v
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Main menu

Appll-ln:es_ Pachages File Groups System » Help -

The main menu is shown at the top of the navigation frame and provides access to all the
application’s features. The selected menu item is shown in a light shade of blue. When you
mouse over other menus, the sub-menus are displayed.

Sub-menus

s s em | -

S - 2 Logs [D Parameters @2 Cument User

Sub-menus appear beneath each expandable main menu item when it is selected. They
represent the sub-sections of functionality for that main menu item. The selected sub-
menu is shown in a lighter shade of blue.

Toolbar

Sre=deEd | & e | X

The toolbar appears underneath the main menu bar and contains icons that duplicate the
commands on the main menu and sub-menus, so you can invoke the same functions with a
single mouse click. When icons that represent commands on the Help menu are invoked,
separate browser windows open. In addition to shortcuts for menu items, the Logout icon
enables you to exit the product, and the ALED site icon permits quick access to AMS
software downloads.

Content frame tabs

Properties Packages File Groups Configuration History Services Recent Activity Permissions

Content frame tabs are shown when more functions are available than can reasonably be
displayed in a single screen. To change the content of a content frame, mouse over the
desired function and click when an underscore appears.

Online Documentation

]
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The Online Documentation icon launches the VitalQIP Products Library. The library
contains both HTML and PDF versions of the Appliance Manager documentation. The
Library also contains a useful Search function that allows you to locate matches for exact
phrase or word instances across all or a user-specified set of HTML documents in the
library.

Figure 1-5 Online Documentation screen

" Usar's Guide Search - Windows Internet Explorer.

Search Bl AlcatEI’Lucent @

Hemisi 1o seaich:
|\-'rta!DiP Appliance Management Software Uisers Guide

Enter the text to fiml I =
| (% Exuct Frrags Saarch LJ Pl’ll'lt PDF

™ ‘word Search

Search Opinns Help are User's Guide AR SUser.pdf (3. 24MB)

| Search

ILibrlry Leg|
| Comment
IHI'.WH To Pri

| Library He
Copyright &

Al |-Luoe
Al rights resresed

Online Help

Tn

The Online Help icon launches a list of help screens that are available for the function that
is currently open in the web client UI. For example, if Users and User Groups screen is
open, the Online Help icon launches a help screen containing a list of tasks related to using
that feature.
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User interface components

About AMS

Figure 1-6 Online Help screen

help

Tasks

To add a new user group

To add a new user

To change a user password

To delete a user group

To delete a user

To display user group properties
To display user properties

To modify a user group

To modify a user

|m Library

| Description

The About icon launches the VitalQIP Appliance Management Software screen, where

you can determine which version of the product you have installed, how many appliances
exist in AMS, and whether SNMP is supported. This information may be useful whenever
you need to contact Technical Support.

Figure 1-7 About screen

VitalQIP Appliance Management Software

Varsion 164

Build Diate 20100420-072049
License Expiration Date &,

Mumber of defined appliances G629

Madmum number of defined appliances: unlimiled

SNMP support VES

ES HAa suppaont Yes

ES HA limit 10

Content frame icons

The following table describes buttons and icons that commonly occur in the Appliance
Management Software content frames.
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Ilcon name

Expand /
contract
buttons

Hierarchy
folders

Appliance
status

Package status

User interface components

Table 1-1 Content frame icons

Description

el ey

||

[ 1 - -

Select expand/contract buttons to maximize or collapse a frame within the Appliance
Management Software (AMS) web UI. To restore the prior configuration, select the icon
again.

Note: You can also drag the edge of a frame to resize it.
The AMS hierarchy is organized into folders and subfolders that may contain the following
icons:
Appliance pair
Fl Appliance group
‘:"\ZAppliance cluster
Configuration file
E Appliance or system log (status messages and notifications received from AMM)
E¥ System parameter
(@ User
2 User group
Appliance and package status is also indicated in the AMS hierarchy, as described following.
Appliance status is indicated in the AMS hierarchy by the following:
Bl oftline
B Disabled
ElNew
ElUp

Appliance package deployment status is indicated by the following:
Not associated yet
[ Associated in the AMS database but not deployed yet
ECurrently deployed but no longer associated in the AMS database
ERunning/Deployment in progress
Deployment error
Note: This is displayed only for appliances and not for appliance groups.
Edsuccessful deployment
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Ilcon name

File group
status

List scrolling
arrows

Paged list
drop-down

List refresh

Appliance
refresh

190-409-089R1.6
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User interface components

Description

File group status is indicated by the following:
Not associated yet
% Associated in the AMS database but not deployed yet
Deployment in progress
Successful deployment
% Deployment failed
Note: This is displayed only for appliances and not for appliance groups.

The appliance and AMS content are not synchronized.

19 mpsmn oy

If data is displayed in a paged list, the % and “< arrows allow the user to view the next or
previous page of data. The drop-down list allows you to jump directly to a different page of
data without viewing the intervening ones.

Page Size: 20 w

If data is displayed in a paged list, this drop-down list allows you to specify how many items
to display on a page.

S

Refreshes the status of a list from the AMS database, such as the services list in
Configuration History and appliance status in Services.

et

Refreshes the status of a service daemon on an appliance, such as in the Services tab.



AMS overview Miscellaneous features

Miscellaneous features

Utility dialog boxes

Dialog boxes may be for user input as well as for displaying confirmation and error
messages. User input is case-sensitive in dialog boxes.

There are three types of message dialog boxes. These are shown in the illustrations below:

Figure 1-8 Information dialog box

| Added the ogplance successfuly

Figure 1-9 Confirmation dialog box

e Are you sure you want o delebs the sppliance Docl?

=0

o | [ comesl |

Figure 1-10 Error dialog box

Delete User Group failed.
Y ey 2

Details | OK

Wildcard character in searches

The wildcard character is an asterisk (*). The wildcard can be used in place of zero or
more characters when performing a search. It can be the first or only character in a search
string.
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Required fields

Miscellaneous features

An asterisk (*) preceding a field name indicates that data must be entered or a value must
be selected for that field. Required fields are also boldfaced in the (AMS) Ul

Expand/Contract icon description

Expand and Contract icons appear to the left of a hierarchy or tree item. Click on the icons
to toggle between displaying and hiding information.

Expand icon  Displays information associated with a specific value on the page.

Contract icon Hides fields that have been previously displayed with the Expand icon.

B

Actions menu

The following functions are available from the Actions menu:

B Add Appliance

B Add Appliance Pair

., Adid Appliance Cluster

Add Appliance Group

53 Refresh Hierarchy

@4 Refresh Selection

|=| Collapse All

ﬂﬁ Search Appliances

ﬂﬁ Search IP Addresses

4 Import Package

190-409-089R1.6
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In the Appliances tab, opens the Add Appliance page where
you can create a new appliance.

In the Appliances tab, opens the Add Appliance Pair page
where you can create a new appliance pair.

In the Appliances tab, opens the Add Appliance Cluster page
where you can create a new appliance cluster.

In the Appliances tab, opens the Add Appliance Group page
where you can define a new appliance group.

The Refresh Hierarchy function retrieves the current data
from the database and displays it in the hierarchy.

The Refresh Selection function refreshes the selected item.
with current data from the database and displays it in the
hierarchy.

The Collapse All function changes the hierarchy display so
only the top-level items are visible in the hierarchy.

In the Appliances tab, opens the Search Appliances page
where you can enter search criteria to locate an appliance
record.

In the Appliances tab, opens the Search IP Addresses page
where you can enter search criteria to locate an an IP address.

In the Packages tab, opens the Import Package page where you
can locate the package you wish to download.



AMS overview Miscellaneous features

In the File Groups tab, opens the Add File Group page where
% Add File Group you can add a new file group.

In the Users sub-tab under Administration, opens the Add
User page where you can create a new user record.

A AddUser

M Add User Group In the Users sub-tab under Administration, opens the Add
User Group page where you can create a new user group record.
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2 Appliances

Overview

Purpose

This chapter describes how to use the functions in the AMS Appliances tab.

Contents

This chapter covers these topics.

Appliances overview
New appliance setup
Add an appliance
Find an appliance, appliance pair, appliance cluster, or appliance group
Display appliance properties on a new appliance
View appliance setup information
Verify communication with an appliance
Appliance staging
Display appliance properties on an authenticated appliance
Modify appliance properties
Associate packages with an appliance
Configure packages for an appliance
Edit an appliance configuration file
Appliance Package deployment
Review pending deployments and deploy packages

Manage services on an appliance

2-5

2-8

2-10

2-14

2-16

2-18

2-19

2-25

2-27

2-30

2-35

2-39

2-40

2-44
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Overview

Appliance monitoring

Search for appliances

Search for IP address

Retrieve a log file

Retrieve a file from an appliance

Review or modify a configuration file
Appliance permission management

Adding permissions

Modifying permissions

Mapping of user permissions
Appliance package management

Review package properties

Disassociate a package from an appliance

Withhold a package from an appliance

Restore a package to an appliance
Use qddns package commands
Roll back to a previous configuration
Manage configuration history
Appliance file group management
Associate file groups to an appliance
Deploy file groups
View file group properties
Appliance management
Define interfaces

Manage console account password

Managing the system log configuration

Enable a user account login
Lock a user account
Disable an appliance

Enable a disabled appliance

2-47

2-48

2-53

2-55

2-59

2-63

2-71

2-74

2-77

2-79

2-81

2-82

2-87

2-92

2-94

2-96

2-100

2-103

2-105

2-106

2-109

2-111

2-113

2-114

2-118

2-120

2-122

2-124

2-126

2-128
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Reboot an appliance 2-130
Delete an appliance 2-131
Appliance pair management 2-132
Add a new appliance pair 2-133
Modify an appliance pair 2-136
Updating additional interfaces in the appliance pair 2-138
Querying the currently active appliance in the appliance pair 2-139
Performing forced HA switch-over 2-140
Delete an appliance pair 2-141
Appliance pair permission management 2-143
Adding permissions 2-144
Modifying permissions 2-147
Mapping of user permissions 2-149
Appliance cluster management 2-150
Add appliance cluster 2-152
Add appliance to cluster 2-154
Modify appliance cluster 2-158
Delete an appliance cluster 2-162
Appliance cluster permission management 2-164
Adding permissions 2-165
Modifying permissions 2-168
Mapping of user permissions 2-170
Appliance group management 2-171
Appliance groups overview 2-172
Add an appliance group 2-174
Display appliance properties 2-177
Display appliance group properties 2-182
Manage appliances in an appliance group 2-186
Modify an appliance group 2-190
Delete an appliance group 2-192
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Appliance group package management
Configure packages for an appliance group
Deploy packages to an appliance group
Review package properties
Roll back to a previous configuration

Appliance group file group management
Associate file groups to an appliance group
Deploy file groups
View file group properties

Appliance group permission management
Adding permissions
Modifying permissions

Mapping of user permissions

Overview

2-193

2-198

2-203

2-207

2-213

2-216

2-217

2-220

2-222

2-224

2-225

2-228

2-230
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Appliances overview

Appliances overview

Purpose
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The AMS Appliances tab allows you to manage the VitalQIP appliances that you are
setting up as VitalQIP remotes on your network. It provides the following features:

Appliance management

* Add/modify/delete appliance records

» Add/modify/delete an appliance pair

» Add/modify/delete an appliance cluster

* Add/modify/delete appliance group records

* Remote login setup

» Remote appliance reboot

* Remote start/stop of VitalQIP services on appliances
* Verification of secure communication between AMS and appliance
» NIC interface definition

* Log file retrieval

» Configuration file management and retrieval

+ Status monitoring

» Disable/enable appliances

» Redirect system log on appliance configuration
Package management

» Customization of configuration files

» Addition/removal from appliances

» Withhold package from and restore package to appliance
» Configuration history

* Version management and rollback

File group management

» Associate file groups to an appliance

» Deploy file groups

Permission management

* Mentor permissions on appliances in AMS
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Appliance hierarchy folders

AMS groups appliances into folders when the number of appliances in the hierarchy is
greater than the setting for the foldersize property in the ams-manage.properties file.
The default is 25. The folder name is determined by the first appliance in each folder.

Appliance status in hierarchy

You can configure the appliance status information that appears in the hierarchy in ams-
manage.properties. The property displayTreeNodeStatus is used to control the
appliance configuration. If this property is enabled, the latest status information is
displayed on the appliance nodes in the hierarchy; else the latest status information is not
displayed. By default, this property is enabled. If you disable
displayTreeNodeStatus, the performance of the appliance hierarchy improves
marginally. Ensure that you restart the AMS web server.
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New appliance setup

Overview

Purpose

New appliance setup describes how to set up a new appliance in AMS. It describes how to
create an appliance record in the database, provide information to a field technician so the
actual VitalQIP appliance can be authenticated, and verify communication with that
appliance.
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Add an appliance

Purpose

To create a new appliance object in the AMS database.

Before you begin
Packages can be assigned on an appliance by appliance basis and through the appliance
group.

Procedure

To add a new appliance, follow these steps.

1 Inthe Appliances tab, mouse over the Actions menu and select Add Appliance.

Result: The Add Appliance page appears.

». Add Appliance
Propetties
' Appliance Hame:
Host Marme:
'IPvd Address: Format. nnnnnn.non.non
[P¥d Netrmask Fiof it ARLARA.FAR A0
IPvd Gateway Address; Fonrat: nnnnnn.nan.nnn
IPyE Address
IP Preferance: .Ei";rl
Appllance Group: >
Wodel Number w

Comment

Siubmit | Cancel

2  Enter values in the fields, as described in the following table.

Table 2-1 Appliance Properties fields

Field Description
Appliance Name | Required. Enter a name of up to 50 alphanumeric characters for the
appliance.
2.8 190-409-089R1.6
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Field

Host Name

IPv4 Address
IPv4 Netmask

IPv4 Gateway
Address

IPv6 Address

IP Preference

Appliance Group

Model Number

Comment

Add an appliance

Description

Enter a non-qualified hostname of up to 24 characters for the appliance.
This field is required if you are entering an appliance pair.

Regquired. Enter the IP address of the appliance in IPv4 format.
Enter the network mask for the appliance in IPv4 format.

Enter the gateway address in IPv4 format. This field is required if you are
entering an appliance pair.

Enter the IPv6 address of the appliance (if applicable)

Defaults to IPv4. If an IPv6 Address is entered, select whether the IP
preference should be IPv4 or IPv6 from the drop-down.

Select an existing appliance group from the list or leave blank if preferred
(or if none have been defined). To create an appliance group, refer to “Add
an appliance group” (p. 3-6).

Select the model number from the list (currently, AMM500, AMM1000,
AMMS5000, ESM1000, and ESM5000).

Enter a comment of up to 255 alphanumeric characters if desired.

3  To save the new appliance information, click Submit.

Result: A confirmation dialog box opens with the message Added the appliance

successfully.

4 Click OK to continue.

Result: The new appliance appears in the Appliances hierarchy and the Properties

page opens.

END OF STEPS
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Appliances Find an appliance, appliance pair, appliance cluster, or
appliance group

Find an appliance, appliance pair, appliance cluster, or
appliance group

Purpose

To use the Find function to locate an appliance, appliance pair, appliance cluster, or
appliance group in the Appliance hierarchy. This function only searches by the appliance,
appliance pair, appliance cluster, or appliance group displayed in the hierarchy.

Before you begin

You can use the asterisk (*) as a wild card.

Procedure

To use the Find function, follow these steps.

1 Inthe Appliances tab, select Appliance, Appliance Pair, Appliance Cluster, or Appliance
Group in the [ Appliance v _Find | field below the appliance hierarchy.

2  Type the name of the appliance/appliance pair/appliance cluster/appliance group or the
appliance/appliance pair/appliance cluster/appliance group IP address.

3 Click Find or press Enter.

Result: If an appliance/appliance pair/appliance cluster/appliance group matches your
search, the appliance name, appliance pair, appliance cluster, or appliance group is
highlighted in the hierarchy, and the Appliance Properties, Appliance Pair Properties,
Appliance Cluster Properties, or Appliance Group page opens. If you used a wild card
that matches several names or addresses, click Find again until the appliance,
appliance pair, appliance cluster, or appliance group you want to review or modify is
highlighted.

END OF STEPS
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Display appliance properties on a new appliance

Purpose

To query and display the properties of a newly added appliance.

Procedure

To display appliance properties, follow these steps.

1 Inthe Appliances tab, expand the Appliances folder and click on an appliance in the
appliance hierarchy, or use the Find function to locate it. For information on the Find
function, refer to “Find an appliance, appliance pair, appliance cluster, or appliance group”
(p- 2-10).

Result: The Appliance Properties for the selected appliance opens.

File Configuration Recent

»| Properties Packages Grouna Histary Services Activity Permissions
Properties
Appliance Hame: [Rrea1000-01
Farmat nnm. i nnnnnm
|Pv4 Matmask: [255.255. 0.0 Farmai: nnn. manonanoana
Format, nna,naronannmn
IP Praference
Appliance Growp;
Model Mumber:
Raboot Required: [
Applianca Version: [2.0 | Get version
Created By [amasd=in [apr-15-2008 1s:33:08
Madified By: [a=sas=in fear—23-2010 D4:iil:49
Cimmeant
Status [ werify Communication || Disable Appliance
-S'-l.-_.tup Info ” Retriewve File |I- Mul-i.iﬁr | | Interfaces ]
Reboot ] Delete |[ vser Account || Console Account |

System Config |

Note: Some of the buttons are displayed on this page only for authenticated
appliances.

The Appliance Pair field is displayed only if the selected appliance is part of an appliance
pair.
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The Appliance Cluster field is displayed, only if the selected appliance is part of an
appliance cluster.

File Configuration Recent

Groups History Services Activity Permissions

> Properties Packages

Properties

Applianca Hame: |dussy-spp-428

Host Mame: jdurmy—aspplianes

IPv4 Address: |10

Eprmat non.ann.mnnnnn
1Py Metmasic Format nna.nna.nan.nAn

Format nna.ans.pannnn

IPvd Gateway Address: |10

IPvi Address: |
IP Preference:
Appliance Cluster, Clugtar
Appliance Group:
Kaodel Number
Reboot Required:

Appliance Yersion: | |

Created By, jams

Wedified By, =:—_=u:r_.'

Cnmmem';‘
Status: | Verify Communication |
|  setupinfo || | Maodify |[  iInterfaces |
|' Reboot ” Delete H User Account H Console Account |

System Config

Note that since the appliance was added, the following additional fields are now displayed
in the Basic Properties section.

Table 2-2 Additional Basic Properties fields

Field Description
Reboot Required | Displays the indication to reboot the appliance.

Note: If any of the package that required reboot is deployed, this field is
set automatically.

Created By Displays the user name of the administrator who created the appliance
record, as well as the time at which the record was created.

Modified By Displays the user name of the administrator who modified the appliance
record, as well as the time at which the record was modified.

Status Describes the current status of the appliance. The initial status is New.
This indicates that an appliance record has been created but that no
authentication has occurred yet.
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Display appliance properties on a new appliance

2

Choose from any of the following actions.

If you want to ...

Verify communication with the appliance

Configure packages for the appliance

Redirect system log on appliance
configuration

View setup information

Modify the appliance

Define NIC interfaces on the appliance

Delete the appliance

END OF STEPS

Then ...

Click Verify Communication. For further
information, refer to “Verify communication
with an appliance” (p. 2-16).

Click the Packages tab. For further information,
refer to “Configure packages for an appliance”
(p- 2-30).

Click System Config. For further information,
refer to “Managing the system log
configuration” (p. 2-120).

Click Setup Info. For further information, refer
to “View appliance setup information” (p. 2-14).

Click Modify. For further information, refer to
“Modify appliance properties” (p. 2-25).

Click Interfaces. For further information, refer
to “Define interfaces” (p. 2-114)

Click Delete. For further information, refer to
“Delete an appliance” (p. 2-131).
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View appliance setup information

Purpose

View appliance setup information

To view setup information for an appliance so that an administrator can authenticate it. For
further information on appliance setup, refer to the VitalQIP AMM/ESM Quick Start

Guides.

Procedure

To view setup information for an appliance, follow these steps.

1 Inthe Appliances tab, expand the Appliances folder and click on the appliance in the
appliance hierarchy, or use the Find function to locate it. For information on the Find
function, refer to “Find an appliance, appliance pair, appliance cluster, or appliance group”

(p. 2-10).

Result: The Appliance Properties for the selected appliance opens.

2  Click Setup Info.

Result: The Appliance Details page opens.

©

—-—— Appliance Details for DocTest0l ———

Host Hame: DocumentTest

IP Address: 10.4.0.112

Netmask: 235.2353.235.0

Gateway: 10.4.0.1

IPve ALddress:

AMS URI: http://10.4.0.31:8080/ams/amsrpc
Secret Eey: MQ860YSJS5DL3

3 Communicate the appliance details to the administrator who is responsible for configuring

and authenticating the VitalQIP appliance.
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4  Choose from the following actions.

If you want to ... Then ...

Provide a printout that can be faxed 1. Click Print.
Result: A Print dialog box opens.

2. Select the printer and number of copies you
wish to print and click OK.

Save the data in a USB flash drive tousein | 1. Click Generate File.

the “Auto Config” se'tup of ar? Appliance Result: In Internet Explorer, a File Download
Module. For further information on Auto dialog box opens with the message Do you
Config setup, refer to the Quick Start Guide | ant to open or save this file? In Firefox,
for your appliance. Enter name of File to save to dialog box opens.

2. Choose the Save option.

Result: In Internet Explorer, a Save As dialog
box opens where you can select the flash drive
and save the file.

In Firefox, the file is automatically saved to your
default file download directory, where you can
later copy it to the flash drive. If you wish to
modify this behavior, choose Options from the
Firefox Tools menu and choose the Always ask
me where to save files option.

Note: Only one set of appliance config data
can be saved and used at a time. You cannot store
data for multiple appliances and try to use them.

Note: When you change the appliance
authentication data and use a USB key to
automatically configure an appliance module,
other parameter values will be reset to their
default. You need to set the other parameter
values again.

Close the Appliance Details page Click Back.
Result: The Appliance Properties page
reappears.
L T
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Verify communication with an appliance

Verify communication with an appliance

Purpose

To verify that a new appliance has been authenticated successfully and is communicating
with the AMS database. For further information on appliance authentication, refer to the
VitalQIP AMM/ESM Quick Start Guides.

Before you begin

Procedure
1
2
3
2-16

The Generate File function validates the following fields, in addition to the required
Appliance Name and IPv4 Address fields (that are validated when the appliance is added).
If one of these fields is not populated, a file cannot be generated.

* Host Name
+ [IPv4 NetMask
» [IPv4 Gateway Address

To verify that a new appliance has authenticated successfully, follow these steps.

In the Appliances tab, expand the Appliances folder and click on the appliance in the
appliance hierarchy, or use the Find function to locate it. For information on the Find
function, refer to “Find an appliance, appliance pair, appliance cluster, or appliance group”
(p- 2-10).

Result: The Appliance Properties for the selected appliance opens.
Click Verify Communication.

Result: A dialog box opens with the message Communication with <appliance
name> verified.

Note: If the appliance has not been authenticated, a dialog box opens with the
message Unable to communicate to <appliance name>.

Click OK to close the dialog box.
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Result: The dialog box closes and the Status field in the Appliance Properties page
reads Up.

END OF STEPS

190-409-089R1.6 2-17
Issue 1 June 2010



Appliances Overview

Appliance staging
Overview

Purpose

Appliance staging describes how to prepare an appliance in the AMS database for
successful deployment of packages to the VitalQIP appliance itself out on the network. It
describes how to modify an appliance record by making package associations and then
configuring the files that comprise the various DHCP, DNS and VitalQIP remote
packages.
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appliance

Display appliance properties on an authenticated appliance

Purpose

To display appliance properties on authenticated appliances.

Procedure

To display appliance properties on authenticated appliances, follow these steps.

1 Inthe Appliances tab, expand the Appliances folder and click on an appliance in the
appliance hierarchy, or use the Find or Search Appliances functions to locate it. For
information on the Find function, refer to “Find an appliance, appliance pair, appliance
cluster, or appliance group” (p. 2-10). For information on the Search Appliances function,
refer to “Search for appliances” (p. 2-48).

Result: The Appliance Properties for the selected appliance opens.

Properties

Appliance Name: [Mareanzonn

Host Name: [ua?

Pvd Address: |10.20.0.44
P4 Netmaek |23

Py Gateway Address: |10.10.0.1

IPvE Address
IP Preferance
Appliance Group
Medel Number.
Rebost Requirad: [
Appliznce Version [:_._5?3. '.- -

Crested By: jamsadmin

Iodified By E.T.:adr..;.‘:

Comment

Status | Verify Communication || Disable Appliance |

| Setup Info | ][ Modify | Interfaces

| | Delete || user Account || Console Account |

System Config

Note that since the appliance was authenticated, the page has changed as follows:
» A Disable Appliance function appears.

» The Retrieve File, User Account, Console Account, Reboot, and System Config
functions are enabled.
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Display appliance properties on an authenticated
appliance

+ If the appliance has been added to an appliance pair and/or an appliance cluster, the
Appliance Pair and/or Appliance Cluster fields appear. Click on the link to open the
Properties page for the pair and/or cluster.

» The Status field describes the current status of the appliance. The status conditions

are:

New

Offline

Disabled

Up

Indicates that an appliance record has been created but that no authentication has
occurred yet.

Indicates that the last time the AMS server attempted to communicate with the
appliance (using Verify Communication function), that communication could not
be completed. This could be for any number of reasons, for example:

« A network interruption between the AMS server and the appliance
« The appliance is turned off
« The appliance is booting up

« The OS on the appliance is failing in some way that affects the
communication.

Because communication with an appliance is initiated from the AMS server, the
Offline status may remain in effect temporarily after the capability for
communication with the appliance is restored (for example, the appliance is turned
on, or rebooted, or the network is repaired, and so on). Alcatel-Lucent
recommends that you search appliances with an Offline status and repeat the
Verify Communication operation. Refer to “Verify communication with an
appliance” (p. 2-16).

Indicates appliances that are going to be decommissioned or are not going to be
managed by the AMS for some time. It is a step short of actually deleting the
appliance information from the AMS database since AMS does not shut down any
services that may be running on the appliance. This status is activated by Disable
Appliance in the Basic Properties section. Refer to “Disable an appliance”

(p- 2-126).

Indicates that the connectivity from the appliance to the AMS server is normal and
both ends are suitably configured, and that the appliance is functioning at a basic
level. This occurs when the following appliance initialization sequence has
completed successfully.

1. Appliance record created in AMS UI (at this point, it has New status).

2. Appliance is physically installed and configured and the authenticate
command is successful.

The Verify Communication operation is successful.
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Display appliance properties on an authenticated
appliance

2  Choose from any of the following functions.

If you want to ...
Basic Properties

Verify communication with the appliance

Disable the appliance

Enable the appliance

Appliance Pair Details

Review an appliance pair

Appliance Cluster Details

Review an appliance cluster

Package Associations

Associate packages for an appliance

Configure packages for an appliance

Review pending deployments
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Then ...

Click Verify Communication. For further
information, refer to “Verify communication
with an appliance” (p. 2-16).

Click Disable Appliance. For further
information, refer to “Disable an appliance”
(p. 2-126).

Available only if an appliance is disabled. Click
Enable Appliance. For further information,
refer to “Enable a disabled appliance” (p. 2-128).

Click the Appliance Pair link. The Appliance
Pair Properties page opens.

Click the Appliance Cluster link. The
Appliance Cluster Properties page opens.

Click the Packages tab. For further information,
refer to “Associate packages with an appliance”
(p. 2-27).

Click the Packages tab and click Configure
beside one of the packages in the Direct
Packages list. For further information, refer to
“Configure packages for an appliance” (p. 2-30).

Click the Packages tab and click Deploy. For
further information, refer to “Review pending
deployments and deploy packages” (p. 2-40).
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Display appliance properties on an authenticated
appliance

If you want to ...

Deploy packages

File Groups

Associate file groups for an appliance

Deploy file groups

View file group properties

Configuration History

Review configuration history

Review package properties

Roll back a package deployment

Then ...

1. Click the Packages tab.
2. Click Deploy.

Result: The Pending Deployments for Appliance

page opens.

3. Click Proceed. For further information,
refer to “Review pending deployments and
deploy packages” (p. 2-40).

Click the File Groups tab. For further
information, refer to “Associate file groups to an
appliance” (p. 2-106).

1. Click the File Groups tab.
2. Click Deploy.

Result: The Pending Deployments for Appliance

page opens.

3. Click Proceed. For further information,
refer to “Deploy file groups” (p. 2-109).

For more information, see “View file group
properties” (p. 2-111).

Click the Configuration History tab. Click the
Refresh icon (i_'F‘.—.; ) as needed. For more
information, refer to “Manage configuration
history” (p. 2-103) and “Roll back to a previous
configuration” (p. 2-100).

Click the Configuration History tab and click
on the package you wish to review. For more
information, refer to “Review package
properties” (p. 2-82).

Note: You can also review package properties
by expanding an appliance in the appliance
hierarchy and clicking on a package.

Expand the Configuration History section.
Select a previous deployment and click Roll
Back. For information on rolling back a package
deployment, refer to “Roll back to a previous
configuration” (p. 2-100).
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Display appliance properties on an authenticated
appliance

If you want to ...
Services

Check status of VitalQIP services

Appliance management functions

View setup information

Modify the appliance

Retrieve a configuration file or log file from
the appliance

Define NIC interfaces on the appliance

Set up an administrative login on the
appliance or change the administrative login
password

Set up a password for access to the

appliance console

Redirect system log on appliance
configuration

Reboot the appliance

Delete the appliance

Appliance Pair Details

Review an appliance pair

Click the Services tab. Click the Refresh icon
(=) as needed. For information on managing
VitalQIP services on an appliance, refer to
“Manage services on an appliance” (p. 2-44).

Click Setup Info. For further information, refer
to “View appliance setup information” (p. 2-14).

Click Modify. For further information, refer to
“Modify appliance properties” (p. 2-25).

Click Retrieve File. For further information,
refer to “Retrieve a file from an appliance”

(p. 2-59). Additional procedures for retrieving
log files and configuration files that do not
involve data entry are described in “Retrieve a
log file” (p. 2-55) and “Review or modify a
configuration file” (p. 2-63).

Click Interfaces. For further information, refer
to “Define interfaces” (p. 2-114).

Click User Account. For further information,
refer to “Enable a user account login” (p. 2-122).

Click Console Account. For further
information, refer to “Manage console account
password” (p. 2-118).

Click System Config. For further information,
refer to “Managing the system log
configuration” (p. 2-120).

Click Reboot. For further information, refer to
“Reboot an appliance” (p. 2-130).

Click Delete. For further information, refer to
“Delete an appliance” (p. 2-131).

Click the Appliance Pair link. The Appliance
Pair Properties page opens.
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Appliance Cluster Details

Review an appliance cluster Click the Appliance Cluster link. The
Appliance Cluster Properties page opens.

Permissions

Review permissions on the appliance Click the Permissions tab. The Permissions

Properties page opens. For further information,
refer to “Appliance permission management”
(p. 2-71).

END OF STEPS
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Modify appliance properties

Purpose

Procedure

190-409-089R1.6
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To modify appliance properties.

In the Appliances tab, expand the Appliances folder and click on the appliance in the
appliance hierarchy that you wish to modify, or use the Find function to locate it. For
information on the Find function, refer to “Find an appliance, appliance pair, appliance
cluster, or appliance group” (p. 2-10).

Result: The Appliance Properties for the selected appliance opens, with fields greyed
out.

Click Modify.

Result: The Appliance Properties page refreshes, with fields activated.

»| Propeiies
Properties
" Appliancd Mame: AMR1000-0L
Host Mame: AMR1000-01
* Pvd Address: 10.10.0.10 Formak: rer non nrn.nnn
IPv4 Metmask: 255.255.0.0 Formak: rnnnon nnnonnn
P4 Galeway Addrags: 10,10.0.1 Farmak: Fnr nnn AR
IPvE Address; 3ffe: £EEE:0:0:0:0:0:10
IF Prefarence: 1P
Appliance Group: b

Model Mumber. AMMA00D

Reboot Required

Appliance Version: [2.0

Created By [ansaduin |Apr=15-2009 15:32:05

Madified By: [snsadnin [Apz-24-2000 15:55:19

Comrment

Submit | Cancel




Appliances

Modify appliance properties

Revise field entries in this section as needed. Refer to Table 2-1, “Appliance Properties
fields” (p. 2-8) for information on the fields.

To save the new appliance information, click Submit.
Result: The confirmation dialog Modified the appliance properties appears.
Click OK to continue.

Result: The Appliance Properties page reappears.

END OF STEPS
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Associate packages with an appliance

Purpose

To associate packages with a new or existing appliance.

Before you begin

» Valid packages must exist in the AMS database before they can be associated with an
appliance. For more information, refer to “Import a package” (p. 3-6).

* A package associated directly with an appliance has precedence over the same
package (be it a higher or lower version or the same version number) inherited from
the appliance group.

* Normally, all the appliances in an appliance group receive a copy of the same
configuration file for a package when it is associated with that appliance group. If you
need the configuration file of one appliance in the appliance group to be different (that
is, specific to that appliance), you may associate that package directly with that
appliance and then configure the package configuration file for just that appliance.

Procedure

To associate one or more packages with a new or existing appliance, follow these steps.

1 In the Appliance Properties page, click the Packages tab.

Result: The Packages page opens.

Properties

Appliance Name: [Aaiz0Ev-2

Inherited Package(s) from appliance group: AG1

Associated Package Hame Varsion Action
~ B jre-1.6.0-3un 1601241
- i italgip7.2-remaole 723822 Withhaold

Direct Packages

Associated Package Hame Version

B jra-1.6.0-8un

¥ np-server
gddns
gddns-anycast

gddns-userexis

qdhcp

e e e e e

gdhcp-userexits

Modify || Deploy

W
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Associate packages with an appliance

Packages that have been associated with the appliance within an appliance group are
displayed in the Inherited Package(s) from group section. Packages that have been
downloaded from the Alcatel-Lucent ALED site and imported into AMS with the

Packages function [described in “Import a package” (p. 3-6)] are displayed in the Direct

Packages section.

2  To associate packages with the appliance, click Modify.

Result: The Direct Packages list is activated.

Select
All Mone

[

o

OO00&EE

Package Nadie

" jre-1.6.0-5un
Y gddns

qdhicp

B gip-znmp
% SnIMp-Sansar

vitalgip? . 2-remote
ad-rermote
ad-server

|ra=1.4. F-5un

el sion

1.60.04-1 % o
41111 =
5591+

2.3.4.6 =

201

T.2.592.2 =
2.3.5-2 =

2.3.5-2 =
142161 =

3 Choose one of the following actions in the Direct Packages list.

If you want to ...

Select a specific package

Change a package version

Select all packages in the list

Deselect all the packages in the list

Note:

Configuration Guide.

Then ...

Place a check mark in the Associated checkbox
beside the Package Name you wish to associate

with the appliance.

Select the specific Version from the drop-down

list for each selected package.
Click All.
Click None.

Result: A dialog box opens with the message

Are you sure that you want to remove all

the package associations?
Click OK to continue. Click Cancel to abort.

Packages such as gip-enterprise and sybase cannot be downgraded. If you
try to downgrade those packages, a message opens. For information on how to
downgrade the enterprise and sybase packages, refer to the Appliance Packages



Appliances Associate packages with an appliance

4 When you have finished making your package association selections, click Save.

Result: The Modify Package Associations Confirmation page opens.

Modify Package Associations Confirmation

Are you Sure Ihat you want o make following changes to the package assoclations of the
appliance AMKMZDEY-2 7

Addad
Packages
‘ntp-server-1.0-2
Removed
Fackages
validation Error
OK || Cancel

5 Click OK to continue.

Result: The Direct Packages list is refreshed. The Associated package icon appears
beside the package name in the Appliance Hierarchy. Additionally, a Configure button
is displayed alongside each associated package.

END OF STEPS
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Configure packages for an appliance

Purpose

To configure the files that comprise a package to be deployed on an appliance.

Before you begin
+ The maximum size of a config file that can be uploaded/saved (binary or text) is 64K.
» Two types of config files are supported:
— ASCII text: The content of the config file is displayed in the Config File Details

page or the Config File Viewer/Editor page. You can use the Download button to
save a copy of a particular version to your PC.

— Binary: In this case, the content is not displayed, but the BINARY FILE message is
displayed in the text area in the Config File Details or Config File Viewer page.
Since you cannot view the binary config file, you can download and test or verify
the file locally on your PC.

» For further information on DNS and DHCP user exits, refer to the “Network services”
chapter in the VitalQIP User’s Guide. For further information on the gip.pcy file, refer
to the VitalQIP Administrator Reference Manual.

Procedure

To configure a file to be part of a package for deployment on an appliance, follow these
steps:

1 In the appliance hierarchy, select the appliance you wish to configure. If you have just
added an appliance, its properties are already displayed.
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Result: The Appliance Properties page for the selected appliance opens.

Properties
Appliance Name: [Maneaniinn
Host Mame: prateanawn
P4 Address: [10.10.0.44 Format pan anm Ann.Ane
IPvd Netmasic T
IPv4 Galeway Adoress: [10.10.0.1 Format nan nen anmnnn
IPvE Address
IP Preferance
Appliance Group
lodel Number.
Rebast Requirad:
Appliance Version: [1.3.2.1 1
Creatzd By [smasdmin |Fun-17-2009 10:42:08
lodified By |smeadmin |7un-17-2008 10:45:23
Comment
Status Verify C _ntiun_” Disable Appliance ]
[ Setuwpinfo |[ & v ] Modify [ Interfaces |
| hopt | Delete || user Account || Console Account |

System Config

Note: For a new appliance, the Get Version, Retrieve File, and Reboot functions
are not allowed. The User Account, Console Account, and System Config functions
are used only for viewing. You cannot modify these values, but can perform the
Update Config and Get Status functions on interfaces.

2  Click the Packages tab.

190-409-089R1.6 2-31
Issue 1 June 2010



Appliances Configure packages for an appliance
Result: The Packages page opens.
clliieu St = =
Appliance Mame: |RaL0EV-3

Inherited Package(s) from appliance group: AG1
Associated Package Name Varsion Action

¥ BB jre-1.6.0-5un 1.6.0.12-1

3 B8 yitalgip7 2-remote 7.2.592-2
Direct Packages
Assoclated Package Name Version Action & Legena 1

Hot agsccaates

P 0 jra-15.0-50n il &ssocates '

I~ gddns - Successiully :

r deployen |

gddns-anycast Wl Depioyment faiked

r- gddns-userexits Qut af syne wih [

r~ qdhep apalance I

I~ ndhcp-usereits &

3  Locate the package you want to configure and click the Configure button that appears
beside it in the Action column.
Result: The Configure Files for Appliance <appliancename> page opens.
Configure Files for Appliance: RaffiAMM2
Package Name: I::,rbuué-!
Package Vergion|L5.0.2.6-5
et sion Daprloyimant Start Dagloyanent End Config File Modifisd?  Action
16.0.2.6-5 Hext Deployinent faleiarnniconLehase Deploy File |
160265 Jun-16-2000 16:51:29 Jun-16-2008 170725 fetwammiconidisybase Retrieve Curent
1602 65 Jun-16-2000 15:28:52 Jun-16-2008 16:31:34  jetclammiconfdisybaze
1602 6-5 Jun-16-2008 14:23:39 Jun-16-2008 144747 aluammicon]disvbass
150265 Jun12-20080152508  Jun-12-2009 1600059  lelclammicont disvbase
15602 6-5 Jun-12-2009 14:39:21 Jun-12-2000 1500005 felcammicontdisvbaze
1602 6-5 Jun-10-2008 114706 Jun-10-2008 12:49:38  fefclammiconfdisybase
150.26-5  Jun-10-200811:23:32  Jun-10-2008 114630 jeluammicontdisvbase
Close
Note: Packages such as sybase and gdhcp do not have configuration files despite the
Configure button appearing in the Action column. If you try to configure them, a
dialog box opens with the message The selected package contains no config files.
Click Close to close the dialog box.
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Configure packages for an appliance

4

Choose one of the following actions.

If you want to ...

Review or edit a file in
the next deployment

group

Review one of the
current configuration
files

Copy a previously
modified file to the next
deployment group

Deploy the modified file
immediately

Then ...

1. Click on a file link in the Config File column.

Result: The file opens in the Config File Editor (in another browser
window).

2. To work with one of the config editor options, refer to “Edit an
appliance configuration file” (p. 2-35).

Locate the configuration file you want to review and click Retrieve
Current.

Result: The file is read from the appliance and sent to your browser.
The browser pops up a dialog typically allowing you to save the file
on your PC and/or open the file using a helper application.

1. Click on a file link in the Config File column that has a check
mark (#) in the Modified? column.

Result: The file opens in review mode in the Config File Editor (in
another browser window).

Config File Editor: loptiqip/snmplconfigisnmpd.enf

# Entry type: syabeacr
# Entey formar: actetString
aysDescr "SNMPv3 agent from SWNP Research Inc, wl7.1”
# Entey type: sya0hjectID Find:
# Entry formar: 91D
sys0bjectlD ntEMANATEMastechgent Feplace
Match Case; O ExactMatch: [
# Entry type: sysLocation Find Replace
# Entey format: octetStiing Replacs/Eind Replace All
lsyslocation "The physical location of this systea” Replace/Find | eplace
# Entry type: sysConm
# Entry format: octetSt g
sysContact "Contact P Int
Comments:|
Copy to "Next Deployment” | Download | Cancel |

2. Click Copy to “Next Deployment”.

Result: The file replaces the file of the same name in the Next
Deployment group.
Note: If you wish to save a copy of the file on your local PC, click

Download and follow the prompts in your browser for saving the
file.

Click Deploy. Use the Deploy File Now function to bypass a queue
of changes if there are new packages, package updates, or other
configuration file changes pending to be deployed to the appliance.
This function sends the indicated file only without sending any of
the other pending changes.

190-409-089R1.6
Issue 1 June 2010



Appliances Configure packages for an appliance

5 Repeat steps 3 and 4 until all the configuration files are set up as you want them.
6  Click Close to continue.

Result: The Appliance Packages page reappears.

END OF STEPS
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Edit an appliance configuration file

Edit an appliance configuration file

Purpose

Procedure

4

To edit a configuration file for an appliance.

To edit a config file, follow these steps.

In the appliance hierarchy, select the appliance you wish to configure. If you have just
added an appliance, its properties are already displayed.

Result: The Appliance Properties page for the selected appliance opens.
Click the Packages tab.
Result: The Packages page opens.

Locate the package you want to configure and click the Configure button that appears
beside it in the Action column.

Result: The Configure Files for Appliance <appliancename> page opens.

Configure Files for Appliance: RaffiAMM2

Patkage Name: [sybasesd

Package Vergion|L5.0.2.6-5

Wersion Dagloymand Start Daplayient Endd Config File Modified?  Action

16.0.2 65 Mt Degloyinent Ieleiammicont disvhase Deploy File |
1602 6-5 Jun-16-2000 16:51:29 Jun-16-2008 170725 fetwammiconidisybase Ratrievs Curent |
16.0.2 6-5 Jun-16-2000 15:28:52 Jun-16-2008 16:31:34  jetclammiconfdisybaze

16.0.2 B-5 Jun-16-2008 14:23:39 Jun-16-2008 144747  luamimiconidisvbass

1650265  Jun12-200815:25:00  Jun-12-2008 16:00:58  feluarmicont disybase

15,0 2.6-5 Jun-12-2000 14:39°31 Jun-12-2000 1500005 felcammicontdisvbaze

15.026-5 Jun-10-2000 114706 Jun-10-2008 124338 felclammiconidisybase

15.0.2.6-5 Jun-10-200911:2332 Jun-10-2008 11:46:30  faiciammiconfdisvbase

Close

Click on the file in the Config File column that you wish to edit.
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Result: The Config File Editor page opens in another browser window.

Config File Editor: letc/ammiconf.d/sybase

() Use the package's default confla file
(& Editthis confi fils
" Edita copy of the previous conflg file

O Upload | (Bowmze
nams
BASE
rasavord
| 3R _ERSEWORD=2yidduln Eind:
Raplace:
Hatch Case: [] Exact Match: []

[Repioce/iind ] [_Reploce ]

Comments

| save | | cancel |
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Edit an appliance configuration file

5

Choose one of the following options.

If you want to ...

Review the current
configuration file only

Search for text in a
configuration file

Replace text in a
configuration file

Edit the current file

Then ...

Click the Use the package’s default config file option.

Enter the phrase for which you are searching in the Find field. Click
the Exact Match and Match Case options as needed.

Only available when a file is not read-only.

1. After you have entered text in the Find field, enter the text you
wish to replace in the Replace field. Click the Exact Match and
Match Case options as needed.

2. Choose one of the following:

»  To replace one instance, click Find and when a matching
instance is found, click Replace.

»  To replace one instance and find another match, click Find
and when the matching instance is found, click
Replace/Find.

»  To replace all matching instances, click Find and when a
matching instance is found, click Replace All.

3. To save your edits, click Save.

Result: A dialog box opens with the message Config file changes
saved.

4. Click OK.

Result: The dialog closes and a check mark (%" ) appears in the
Modified? column.

1. Click the Edit this config file option.
Make your edits. Use the Find/Replace functions as needed.

3. If you wish to enter a comment, enter up 255 alphanumeric
characters in the Comments field.

4. Choose one of the following options:
«  Click Save to write your changes to the file.
Result: A dialog box opens with the message Config file changes

saved. Click OK and the dialog closes. If the file was modified, a
check mark (#") appears in the Modified? column.

+  Click Cancel to close the editor without saving any edits.
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If you want to ... Then ...

Edit a copy of the most | 1. Click the Edit a copy of the previous config file option.

recent configuration 2. Make your edits. Use the Find/Replace functions as needed.
file 3. If you wish to enter a comment, enter up 255 alphanumeric
Note: Not available characters in the Comments field.

for a new appliance or | 4. Choose one of the following options:

when the previous «  Click Save to write your changes to the file.
configuration file is a ) ) ) )

binary file. Result: The Config File Editor window closes. If the file was

modified, a check mark (%) appears in the Modified? column.

+  Click Cancel to close the editor without saving any edits.

Use a local 1. Click the Upload option.

configuration file Result: The text view and the Find/Replace functions close.

2. Click Browse.

Result: A dialog box opens in your browser where you can select a
file.

3. Locate the file you want to upload.

4. If you wish to enter a comment, enter up 255 alphanumeric
characters in the Comments field.

5. Choose one of the following options:
»  Click Save to save the uploaded file.

Result: A dialog box opens with the message Selected config file
is saved. Click OK to close the confirmation dialog box.

»  Click Cancel to abort the upload of the file to the appliance.

END OF STEPS
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Appliance Package deployment

Overview

Purpose

Package deployment describes how to send appliance configuration files that have been
customized in the AMS database to the VitalQIP appliance out on the network. It
describes how to review pending deployments, deploy the packages and then manage the
VitalQIP services on each appliance to ensure that VitalQIP, DNS and DHCP are running.
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Review pending deployments and deploy packages

Purpose

To review pending deployments and to permit controlled introduction of packages onto an
appliance.

Before you begin

*  One or more packages should be associated with the appliance. For information on
associating packages, refer to “Associate packages with an appliance” (p. 2-27).

» The packages should be configured as necessary. For information on configuring
packages, refer to “Configure packages for an appliance” (p. 2-30).

Procedure

To review pending deployments, follow these steps.

1 In the Appliances tab, expand the Appliances folder and click on an appliance in the
appliance hierarchy, or use the Find or Search Appliances functions to locate it.

Result: The Appliance Properties for the selected appliance opens.
2  Click the Packages tab.
Result: A list of appliance packages opens.

3  Click Deploy.
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Result: The Pending Deployments for Appliance page opens.
Pending Deployments for Appliance

jre-1.6.0-5un-1.6.0.12-1

cuany | akaip?.2-remote-7.2.592-2

Packages

nitp-server-1.0.2

To Install
To Remave
To Upgrade

To Dawngrade

Lpdate Config Filas:)

Comments

4  The pending deployments are organized as described in the following table.
Table 2-3 Deployment categories

Category Description
Current Packages | Displays packages that are currently deployed.

To Install Displays packages that are associated with the appliance either directly or
indirectly through an appliance group. These are the packages to be
installed the next time the Deploy Packages function is performed.

To Remove Displays packages that are deployed on the appliance but have been
disassociated from the appliance directly or indirectly through an
appliance group.
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Category Description

To Upgrade Displays packages in the next deployment group that are more recent
versions than those currently deployed on the appliance.

To Downgrade Displays packages in the next deployment group that are older versions
than those currently deployed on the appliance.

Update Config Lists the configuration files that are known to have changed since the last
Files deployment.
Comments Optional. Enter up to 255 alphanumeric characters.
Pending File Lists the file groups that are pending deployment on the appliance. Scroll
Group down the Pending Deployments for Appliance page.
Deployments
= Pending File Group Deployments
Name Operation —
Dretails:
Doc Retaln File Group

Option: [#] Deploy pending file groups

[ Proceed ||  cancel |

Select the option Deploy pending file groups to deploy the file groups
that are pending deployment.

5  Click Proceed to continue with the deployment. Click Cancel to abort.

Result: The Pending Deployments for Appliance page closes and the Appliance
Packages Properties page reopens as the packages are pushed. The status indicator
changes to Running/In progress. You are notified when the deployment is complete.

6  Click OK.

Result: The confirmation dialog box closes.
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7  To verify that the deployment completed successfully, click the Configuration History tab.

Result: The deployment time is displayed with a start and end time stamp.

Configuration History 55

Selact ?fnfl"e""'"e“‘ Package{s) Config File(s) File Group(s)

(obt'gip g oy +

Note: It might take some time for the packages to be deployed. While the
deployment is in progress, only the start time stamp shows under Deployment Time.
Use the Refresh icon (=) to redraw the table until the end time stamp is also shown,
indicating that the deployment is completed.

Note: Associate packages to an appliance for customization of configuration files
during operations on appliance groups.

Failed deployments display an end time in underlined red text. Click the link to
determine the error. A transfer error could be caused by the appliance being down or a
network problem. Use the Verify Communication function to confirm that the network
connection is working and that the authentication information stored for the appliance
is correct. A network problem could be transitory, in which case a subsequent redeploy
should work.

END OF STEPS
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Manage services on an appliance

Purpose

Use the appliance services to control the VitalQIP services on an appliance.

Before you begin

* When the Services screen is refreshed, status information for each service is pulled
from the AMS database rather than the appliance. The Reported Time column
indicates the time when the daemon status in the AMS database was most recently
reported. Clicking the Appliance Refresh icon (%) for a specific service allows the
appliance itself to be contacted. The Reported Time is updated as well.

» The Server Clock indicates the local time on the AMS server.

Procedure

To manage the VitalQIP services on an appliance, follow these steps.

1 In the Appliances tab, expand the Appliances folder and click on an appliance in the
appliance hierarchy, or use the Find or Search Appliances functions to locate it.

Result: The Appliance Properties for the selected appliance opens.

2  Click the Services tab.

Result: A list of services and their current status is displayed.

»| Properties  Packages  File Groups  Configuration History ~ Semvices
Properties
Awli.‘ulceﬂ.lme:lwmﬂﬂ-m
Senvices 55 5
Startup
Package Select Sandce Status Type
[0 gip-msad Up & astomatic
[0 gipnetd Up = Automatic
[ witalgip? 2-rermgte-7 .2
[0 giprmtd Up = Automatic
[0 gipssid Up = Automatic
Start Stop | Kill | Reload | NF-'.lnﬂl Startup Type: | Antomatic Set |

Reported
Time
{Server Clock:
13:44:30)
Apr-24-2009
133833
Apr-24-2009
13383
Apr-24-2009
13383
Apr-24-2009
13383
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3 Place a check in the Select column of each service you wish to manage. To select all the
services in a package, select the package in the Package column.

4  Choose one of the following actions.

If you want to Action

Stop the service Click Stop. Use this function to shut down a service
gracefully.

Start the service Click Start. Use this function to start a service after a new
package deployment.

Kill the service Click Kill. Use this function sparingly, in circumstances

where the Stop function has no effect: for example when a
service is hung. A dialog box opens with the message Kill
operation should only be used when the stop
function is not working. Do you want to continue?
Click OK to continue if the Stop function has had no effect
on the service. If you selected the Kill function in error,
click Cancel.

Reload the service Click Reload. Use this function to make a service, such as
qddns and qdhcp, reread its configuration files.

Restart the service Click Restart. Use this function to stop a service and then
immediately start it again. This function requires the
service to be running.

Set the startup type From the Startup Type list, select one of the following:
+ Automatic

This is the default setting. Services are started
automatically when the appliance is rebooted.

- Disabled
The services are disabled.

The service will not be started on reboot and the user
cannot start from the AMS GUI as well.

«  Manual

You need to manually start the services from the AMS
GUIL. Click Start to start the service.

The service will not be started on reboot, but the user
can start it from the AMS GUI.

190-409-089R1.6 2-45
Issue 1 June 2010



Appliances Manage services on an appliance

6 To gain an up-to-date status in the database, click the Refresh icon (=2). To refresh the

status of a daemon on an appliance, click the Refresh appliance icon (3%) for the selected
service.

END OF STEPS
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Appliance monitoring

Overview

Purpose

Appliance monitoring describes how to gain up-to-date status information on appliances
in the AMS database. It describes how to search for an appliance record in the database,
retrieve log files, and review and/or modify the configuration files that comprise the
various DHCP, DNS, and VitalQIP remote packages.
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Search for appliances

Purpose

To search for appliances that meet your specified criteria.

Procedure

To search for appliances, follow these steps.

Method 1

1 Inthe Appliances tab, mouse over the Actions menu and select Search Appliances.

Result: The Search Appliances page opens.

+| Search Appliances
Refresh rate s G0 seconds. CHck hers for auto refresh.  »
Applance Stalistics
Blomine: 0§ Disabled: 2 H Hew: 1 [Fllug: s

=| Saarch Criteria
Mame; Widcard (*) alowed

FPv4 Address or IPVE Address,

P A 3
Odiugs wiklcard [*) alirerad

IF Freference:; b
Stale: b
Group: b
FPackage: o e
Has Ouldated Packages: [
Paired: []
Deploy Errar. [

search | Reset |

Saarch Rasults: {0 matcheas)
 statns  Appliance Mame P Address  Appliance Group  Sepdce Detailsss

b Fage Size:| 20 |»

2  Enter search criteria as needed, as described in the following table.
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Table 2-4 Appliances search criteria

Field Description

Name Enter an appliance name. The wildcard may be used to return a number of
appliances that have part of the appliance name in common.

IP Address Enter an IP address. The wildcard may be used to return a number of

IP Preference

appliances that share similar octets in the address.

Select the required type of IP address. Possible values are IPv4 and IPv6.

State Select an appliance state from the drop-down list. Possible values are:
« New - The appliance has not been authenticated yet.
« Normal - The appliance is either up or offline.
» Disabled - The appliance has been authenticated, but now it is

disabled.

Group Select a group from the drop-down list to return appliances in that group.

Package Select a package from the drop-down list to return appliances associated
with that package. Additionally, you may specify a version number.
Note: The list of appliances includes those whose association with the
package is indirect (associated via an appliance group). The appliance is
listed even if the package is in a “withheld” state. Refer to “Withhold a
package from an appliance” (p. 2-92).

Has Outdated Place a checkmark to return appliances that have outdated packages.

Packages

Paired Place a checkmark to return appliances that are paired with another
appliance.

Deploy Error Place a checkmark to return appliances that experienced errors during

deployment.

3 When you have entered your search criteria, click Search.
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Result: The Search Criteria section collapses and the Search Results section expands
to show the appliances that met the search criteria.

»| Search Appliances
Rafresh rate is G0 seconds. Click hera fof aulo refrash -

Appliance Statistics

BEomine:0  H Disablec: 0 [ New:z2 [ up: 1
+| Search Criteria

Search Results: (3 matches)

Status Appliance Hame P Address Appliance Group Service Details>> |
B Mew | 221 10.0.05 &
H Up Raffiaug 10.10.0.42 ‘ [+
B Mew | Isstdoc 10.0.0.1 +
1 Page Size:| 20 v

Service status is displayed as follows.

« All services are up - @

« Some services are up - @

« All services are down - @

» No services =

If there are no matches for your search criteria, a dialog box opens with the message The

search returned no results. Click OK and expand the Search Criteria section. You may
click Reset if you wish to clear all your search criteria and start afresh.

Note: Auto-refresh of searches is turned off by default . Click * to refresh the
search every minute. To turn off auto-refresh, click ® .

4  Choose one of the following actions.

If you want to ... Then ...

Display the properties of a Click on the appliance name.

specific appliance Result: The Appliance Properties page opens. Refer to

“Display appliance properties on an authenticated appliance”
(p. 2-19).
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If you want to ... Then ...
Review packages on an Expand the Details>> column for the appliance you wish to
appliance review.

Result: The package details for that appliance are displayed. If
the service is down, the service name appears in red.

Packages Sendces LopFies |

=
] Jre-1.6 0-sun-1.6 1 - Retrieve

WitalgipT. 2-enterprise-7 2. 7671 optgiplogaip-cachec ~ [ Retriewe |
sybases532-150 2 5-5 ;:E;:ZZZ— optisybasel SE-15_0. « | Retriewve

Retrieve a log file for a Expand the Details>> column for the appliance you wish to

specific package review. For further information, refer to Method 1 in “Retrieve

alog file” (p. 2-55).
Refresh the search results Auto refresh updates the appliance statistics and the search

results. It refreshes the following items:
«  Status of the appliance
- Status of the packages

«  Status of the services (if the service is down, the service
name appears in red).

The minimum refresh rate is 60 seconds and maximum refresh
rate is 3600 seconds (1 hour).

« To begin a refresh countdown, click * .
o To halt a refresh, click ¥ .
To set up a different refresh interval, follow these steps.

1. Click the interval numeric.

Result: A user prompt opens.

F e -. s w010 0. 36 BOBO saws: ﬂ

e Enter the refresh rate in seconds

&0

2. Enter a different interval at the user prompt.
3. Click OK to set the new refresh interval.
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Result: The Search Appliances page is replaced by the AMS splash screen.

Method 2

6 In the Appliances tab, click on the Appliances folder.

Result: The Search Appliances page opens, and in a few seconds displays all the
appliances in the AMS database.

\»| Search Appliances
Refresh rate is 80 seconds. Click here for auto refresh L

Appliance Statistics

[Floffine: 0§ Disabled: 0 [ Mew: 2 [Fjupc1
+| Search Criteria

Search Results: (3 matches)

Status Appliance Name [P Address Appliance Group Service Delails>>
H  New docl 10.0.0.5 +|
B up | Rafidiigg 10,10.0,42 @ =
B Mew Tesidos 10.0.0.1 +
1 %

Page Size: | 20w

7  To refine the search criteria, expand the Search Criteria section and enter search criteria

as needed, as described in Table 2-4, “Appliances search criteria” (p. 2-49).

END OF STEPS
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Search for IP address

Purpose

To search for appliances that meet your specified IP address criteria.

Procedure

To search for appliances that match an IP address string, follow these steps.

1 In the Appliances tab, mouse over the Actions menu and select Search IP Addresses.
Result: The Search IP Addresses page opens.

» Search IP Addresses
Search Criteria

P Ak PvE Ag
P AfReEE iress or PG Address,
wildcard (™) alowed

IP Yersion »

Search | Reset

Search Results: (0 matches)
IP Addiess Assigned To Olject Type

. Page Size: (20 w

2  Enter an IP address in the IP Address field. You can use the wildcard to return a number of
appliances that share similar octets in the address.

4  Click Search.
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Result: The Search Results section expands to show the results of the search.

Pvd Address or IPvE Adaress

If no IP addresses match the search criteria, a dialog box opens with the

message The search returned no results. Click OK to close.

Click on the appliance name.

Result: The Appliance Properties page opens. Refer to
“Display appliance properties on an authenticated appliance”

Click Reset.

Result: The Search Results list is reset to 0 matches.

Appliances
\»| Search IP Addresses
Search Criteria
IP Addréss
wildcard (*) alewad
P Yarsion b

Search Results: (5 matches)

[ 1P Address  AssignedTo  Object Type
10,000 Testing Appliance Cluster
10.0.0 Testdac Appliance
1 dogl ~ppliance
10.10.0.4 Tasidog Appliance Cluster
1010042  Raffialiig Appliance

1 Page Size:| 20w
Note:

5  Choose one of the following actions.
If you want to ... Then ...
Display the properties of a
specific appliance

(p. 2-19).
Clear the search results
END OF STEPS . ...
2-54
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Retrieve

Purpose

Procedure
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Retrieve a log file

a log file

To retrieve a log file from an appliance.

To retrieve a log file from an appliance, follow these steps.

Method 1

In the Appliances tab, mouse over the Actions menu and select Search Appliances.

Result: The Search Appliances page opens.

When the search results appear, expand the Service Details>> column for the appliance
you wish to review.

Result: The package details for that appliance appear.

Click Retrieve.
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Result: The Retrieve Log File window opens.

[>] Retrieve File from Appliance
|= By Associated Package

Package: Vialaip7.2remote.7.2.592-2 ¥ — Config File:| ~|
—  LogFile: | optigiplegaip-msadlog ~

= By Ditectory -

Direciory: % = File:| &

= By Name

File Mame I Showe File Info

File It
Fila Name: |/opT/qip/ log/qip-nagd. Log
File Type: i?‘;lc—
Size (in yles): [62250
Modiication Time: Em
Accass Time: [Apr-24-2009 15:54:59

File Retrieve Otions
&) Refrieve file
() Refrieve and offilg
Mumber of lines  |L10D
() Follow file
Retrieve | close |
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Retrieve a log file

6

Choose one of the following actions.

If you want to ...

Review other log file

information

View the log (or config) file

END OF STEPS

Then ...

Choose one of the following options.

By Associated Package

1.

3.

Expand the By Associated Package section (if
necessary) and select another package from the Package
drop-down list.

Select the file you want to review from either the Config
File or the Log File drop-down list.

Click Retrieve.

Result: Log file statistics are displayed.

By Directory

1.

3.

Expand the By Directory section (if necessary) and
select a log file directory from the Directory drop-down
list.

Select the file you want to review from the File drop-
down list.

Click Retrieve.

Result: Log file statistics are displayed.

By Name

1.

2.

Expand the By Name section (if necessary) and enter the
full path of the log file you wish to review in the File
Name field.

Click Show File Info.

Result: Log file statistics are displayed.

Click Retrieve. The file is read from the appliance and sent
to your browser. The browser pops up a dialog typically
allowing you to save the file on your PC and/or open the file
using a helper application.

In the Appliances tab, expand the appliance folder and select the package you want to

review.
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2  Expand the Log File folder and click on the log file you want to review.

Result: The Retrieve File from Appliance page opens.

\»| Retrieve File from Appliance
File Information

File Narng: | Jop/qip/nened naned. ron
File Type; ['.“1 le
_——

Size (in bytes): |26105
Modification Time; {Am-ZU-EUU‘) 14: 01:4;

Accass Time, Flpr—ZU—ZEICW 13:53:16

File Retrieve Options

(=) Retriave fle
(") Retriewa end of file

Mumber of lings (100

) Follow file

3 Select the required option to retrieve the file.

4  To view the log file, click Retrieve.

Result: The file is read from the appliance and sent to your browser. The browser pops
up a dialog typically allowing you to save the file on your PC and/or open the file

using a helper application.

B D O S T B P S bbbttt bbbt bbbttt
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Retrieve a file from an appliance

Retrieve a file from an appliance

Purpose

Procedure

To retrieve a file on an appliance for analysis in the case of some unexpected failure.

To retrieve a file from an appliance, follow these steps.

In the Appliances tab, expand the Appliances folder and click on an appliance in the

appliance hierarchy, or use the Find function to locate it.

Result: The Appliance Properties for the selected appliance opens.

Click Retrieve File.

>

Result: The Retrieve File from Appliance page opens.

| Retrieve File from Appliance

[=] By Associated Package

Package: * | — Caonfig File: hd
— Loo File: b

[=] By Directory

Directory: | — File: b

[=l By Name

File Marme:

File Information

File Marne: |

File Type:l

Size (in bytes): |

Modification Tirme: |

ACcess Time:l

File Retrieve Options

(& Retrieve file
() Retrieve end offile
Mumber of lines  |Lo0

) Follow file

Show File Info

190-409-089R1.6
Issue 1 June 2010



Appliances Retrieve a file from an appliance

3 Choose one of the following actions.

If youwantto ... Then ...

Review other log Choose one of the following options.

file information By Associated Package

1. Expand the By Associated Package section (if necessary) and
select another package from the Package drop-down list.

2. Select the file you want to review from either the Config File or
the Log File drop-down list.

Result: Log file statistics are displayed.
By Directory

1. Expand the By Directory section (if necessary) and select a log
file directory from the Directory drop-down list.

2. Select the file you want to review from the Log File drop-down
list.

Result: Log file statistics are displayed.
By Name

1. Expand the By Name section (if necessary) and enter the full path
of the log file you wish to review in the File Name field.

2. Click Show File Info.

Result: Log file statistics are displayed.
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If youwantto ... Then ...

Retrieve the file 1. Select the Retrieve File option to read the file from the appliance
and send the output to the browser or save the file on your machine.
By default, this option is selected.

2. Select the Retrieve end of file option and specify the number of
lines to be retrieved. E.g. A value “10” in this field would display
the last 10 lines of the file in the browser. You can also use options
such as “Find” in the browser. The number of lines should be in the
range 1- 10000.

3. Select the Follow file option to display the file contents
continuously in the browser. You can also use options such as
“Find” in the browser.

Result: The Following file page opens.

Stop  |[ Close

4. Do one of the following:
+  Click Stop to stop following the file.
+  Click Close to close the page.

Note: The Follow File times out after 10 minutes. The default polling
interval between requests to the server that a Follow File window
makes to fetch file contents, is set to 5 seconds. This value is controlled
by the followFile.interval property in the ams-manage.properties
file. To limit the usage of resources, the system limits the total number
of running requests in AMS to 20.

4  Click Back to close the Retrieve File from Appliance page.
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Result: The Appliance Properties page opens.

END OF STEPS
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Review or modify a configuration file

Review or modify a configuration file

Purpose

To review or modify an appliance configuration file.

Before you begin

Procedure
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If an appliance is part of a group but has a particular package associated directly with it,
that package takes precedence over the group’s package and you can modify its
configuration files. On the other hand, you cannot modify any package that is inherited
from the group.

To view or modify a configuration file on an appliance, follow these steps.

Method 1

In the Appliances tab, expand the Appliances folder and then expand the appliance you
want to review.

Result: A list of packages associated with or deployed on that appliance opens.
Expand the package that contains the configuration file you want to review or modify.

Result: The Appliance Config Files and Log Files folders are displayed.

Expand the Config Files folder and click on the configuration file you want to review.



Appliances Review or modify a configuration file

Result: The Config File Properties page opens.

[<] Config File Properties
Properties

File Hame: ||"E'|:ﬂr' amm/conf.d/ntpd

Package: |n:c— server-1.0-2

Appliance; [R020EV-3

i
~ “This is & defaut config fis.”

§ Cosmand Iins opcions for cha HIE server.  For most inacallacions, cthe
# defaulc values should be acceptable.
L

#NIFD_OFTIS="-g -p /var/run/ntpd.pid -u atpincp™

Cummenls:|

Find; Match Case; [ ExactMaich: [

| Modify || DeployFile || Download |
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Review or modify a configuration file

4

Choose from the following actions.

If you want to ...

Review the
configuration file

Modify the current
configuration file

Deploy the
configuration file

Roll back the
configuration file to a
previously deployed
version

Then ...

Scroll through the file contents. To search for specific text in a
configuration file, follow these steps.

1. Enter the phrase for which you are searching in the Find field.
2. Click the Exact Match and Match Case options as needed.

3. Click Next to search forward in the file. Click Prev to search
backward in the file.

1. Click Modify.

Result: The Config File Editor page opens. For more information on
editing a configuration file, refer to “Edit an appliance configuration
file” (p. 2-35).
2. In the Comments field, enter comments for the config file
properties.
3.  You have the following options.
« To save your changes, click Save.
+  To push the file you modified, click Push.

Result: The Config File Properties page opens.
1. Click Deploy File.

Result: A confirmation dialog opens.
2. Click OK.

Result: The configuration file is deployed to the appliance
immediately.

1. Click the Select option button beside the timestamp that
indicates the version you want and click Roll Back.

Result: The previous version is deployed to the appliance and the
Config File Properties page opens. The rollback copies the previously
deployed file, saves it to AMS, and deploys it to the appliance.

2. You have the following options.
+  Click Modify to edit the file.

« Search for text. Enter the text string you wish to locate in the
Find field and click Next. Check the Match Case and
Exact Match check boxes as needed.

«  Download to file from the appliance to your local PC. Click
Download and follow the prompts in your browser for
saving the file.
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If you want to ... Then ...

Use the default version = 1. Click Revert.

of the file that was Result: The message Are you sure you want to revert to the
imported with the default config file? displays.

package 2. Click OK.
Result: The message Reverted to the default config displays.
3. Click OK.
Result: The message closes.

View a previously 1. Click on a file link in the Config File column.

deployed version Result: The file opens in review mode in the Config File Editor (in

another browser window).

Config File Editor: loptigiplsnmp/configlsnmpd.cnf

# Entry type: syabescr
# Entry format: octetString
"SNMPv3 sgent from SHNP Research Inc. wiT.1”

# Entry type: sys0bjectiD Find
# Entey format: 0ID
sysibjectID ntEMANATEMasterhgent Feplaca

Match Case: [ Exact Match: []
# Entey type: syslocarion Find Replace
4 Entey format: octet3tring o Eod | | m |
syslocation “The physical location of thiz system" Beploce/Fiad | .Beplacat

# Entry type: sysContact
4 Entry format: octetString
sysContact “Contact Person Information: ™

Cormments: |

Copy to "Next Deployment” Dowenload Cancel

2. You have the following options.

+  Click Copy to “Next Deployment” to replace the file of
the same name in the Next Deployment group.

Result: A dialog box opens with the message Successfully copied
to the next deployment. Click OK to continue.

«  Search for text. Enter the text string you wish to locate in the
Find field and click Next. Check the Match Case and
Exact Match check boxes as needed.

« Download the file from the appliance to your local PC. Click
Download and follow the prompts in your browser for
saving the file.

3. Click Cancel to return to the Config File Properties page.

END OF STEPS

2-66 190-409-089R1.6
Issue 1 June 2010



Appliances Review or modify a configuration file

1 Inthe Appliances tab, expand the Appliances folder and click on an appliance in the
appliance hierarchy, or use the Find function to locate it.

Result: The Appliance Properties for the selected appliance opens.
2  Click the Configuration History tab.

Result: A history of package deployments opens, with configuration file links shown
in the Custom Config Files and Config Files columns.

Configuration History 55

Selact #lg'ew'"e“' Package{s) Config File(s) File Group(s)

optigipgip oo v
‘optigip/gipkerstore

‘gotigipigipkegvsiorgd
lopbigiphits|qip Cef

Note: The + icon indicates that the configuration file was deployed via the Deploy
File function on the Configure Files for Appliance page. If the configuration file was
modified, a check mark (%" ) appears beside the config file name.

3 Click on the Config File link for the configuration file you wish to review (there is no edit
mode in this method).
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Result: The Config File Properties page opens.

Config File Editor: letc/amm/conf.digip-snmp

#

d if set £o yes, a runrming DHCP or DNS server will he rescarced

# when the SHNP daemon status is changed

L]

#RESTART DEPENTENTS=no Find

B ;

#0IF SHNP_PORT=1161 aplace: |

#0I7_TRAP PORT=162 Match Case: [ Exact Match: [
Find Replace |
Replace/Find | Replace All |

Cormments: |

Download | cancel |

Note: If you select a Custom Config file, the Copy to “Next Deployment” function
is also available, which allows you to replace the file of the same name in the Next
Deployment group.

4  Review the file as needed, and click Cancel to close the page.

Result: The Appliance Properties page opens.

END OF STEPS
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Viewing recent appliance activity

Purpose

To view the latest appliance activities.

Procedure

To review the latest appliance activities, follow these steps.

1 Inthe Appliances tab, expand the Appliances folder.
Result: The appliances appear in the hierarchy.

2  Click the Recent Activity tab.

Properties
Appliance Name: [asezev-3
Recent Appliance Activity
Refresh rate Is 60 secends. Click here for auto refresh "
Event Time

fypa Wakua Esmrum: 15:51:06)
STARTUF Jul-01-2008 1348252
SHUTDOWMN Jul-01-2002 12.48.08
DAEWMOM_STATLS optigipusetin/gip-msd STOPPED Jul-01-2009 122725
DAEMON_STATUS optigiplusrbinfnamed STARTED Jul-01-2008 1222724
COMMUNICATION_CHECK Jul-01-2009 122723
DAEMOM_STATLIS optigip/usrbin/gip-ssitd STOPPED Jul-01-2008 1217.27
DAEWMOMN_STATUS optalpiusnbinigip-mid STOPPED Jul-01-2009 1217.26
DAEKON_STATUS optigipusrbin'gip-megd STOFPED Jul-01-2002 1217
DAENMOM_STATUS optgiprusnbin'gip-netd-STORPPED Jul-01-2008 1217:25
DAEMOM_STATLIS optigip/usrbinnamed: STARTED Jul-09-2008 121724
COMMURICATION_CHECK Jul-01-2008 1217.23
DAEKON_STATUS optigip/usrbin’gip-ssitd STOPPED Jul-01-2008 1220728
DAENOMN_STATUS optgipiusnbintgip-nd: STOPPED Jul-01-2008 120727
DAEMOM_STATLIS optigiplusribinigip-msgd STOPPED Jul-01-2002 12:07.28
DAEMOM_STATLS optigipuseibinigip-netd STOPPED Jul-01-2008 120726

Result: The Recent Appliance Activity page opens. This page displays the activities
that occurred in the last 12 hours. A maximum of 30 records are displayed. To view
more activities, go to the Administration tab and check the system information.

3 Review the values in the fields, as described in the following table.
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Table 2-5 Recent Appliance Activity page fields

Field Description

Appliance Name The name of the appliance is displayed in a read-
only field.

Refresh the recent activity Auto refresh updates the recent activities. The

minimum refresh rate is 60 seconds and maximum
refresh rate is 3600 seconds (1 hour).

+ To begin a refresh countdown, click * .
« To halt a refresh, click ¥ .

To set up a different refresh interval, follow these
steps.

1. Click the interval numeric.

Result: A user prompt opens.

F e page al hilp://10.10,0,36:8080 says: | X

e Enter the refresh rate in seconds

2. Enter a different interval at the user prompt.
3. Click OK to set the new refresh interval.

Type Indicates the message type. For more information,
see “Status message search fields” (p. 5-6) and
“Notification message search fields” (p. 5-10).

Value For more information, see “Status message search
fields” (p. 5-6) and “Notification message search
fields” (p. 5-10).

Event Time Indicates the date and time of occurrence of the
event.

END OF STEPS
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Appliance permission management

Overview

Purpose

User permissions in AMS support granular access control. This allows the administrator to

monitor user activity on appliances in AMS. A user has the required privileges needed in
AMS.

190-409-089R1.6 2-71
Issue 1 June 2010



Appliances User permissions and roles

User permissions and roles

AMS user permissions are based on the access control list model and use the role-based
access control mechanism. Access control is divided into two levels: the system level and
the entity level. System level access control specifies user permissions across the
application while entity level access control specifies user permissions on each entity in
AMS.

System level permissions allow users to perform certain operations on all the resources in
AMS or all the objects of a certain type in AMS, while entity level permissions allow users
to perform certain operations on objects of a specific type in AMS. An access control list
is a list of entity level permissions attached to an object of a specific type in AMS.

Table 2-6 lists the valid permissions on objects of those types associated with a normal
user group.

Table 2-6 AMS roles

Role name User group Built-in user group = Permissions
Readonly Monitors Yes View all the data in AMS
Normal Any user group | No A normal user group has

permissions for the following:

« logonto AMS

+ access to entities except
appliances, appliance
groups, appliance pairs,
and appliance clusters that
are not granted user group
permissions at entity level.

A normal user group does not

have permissions for the

following:

- add appliance, appliance
group, appliance pair, and
appliance cluster

«  grant permissions to itself
or other user groups

« revoke permissions from
itself or other user groups

+ add user and user groups

Administrator = Administrators Yes Access to all data and actions
in AMS with no restrictions
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Permission rules

The following rules govern AMS user permissions:

1.

A user may belong to none, one, or more user groups, but must belong to at least one
group to have any permissions.

A permission on an appliance group is applied to all appliances in that group.

If an appliance is in an appliance group and a user group has permissions on both the
appliance and its group, the user's permissions on the appliance are always the same or
less restricted than the permissions on the appliance group.

A permission on an appliance pair is applied to both the primary and secondary
appliances.

A permission on an appliance cluster is applied to all its member appliances.

The permissions a user has on an appliance are the sum of permissions of user groups
in which the user is present. The sum of permissions means the sum of appliances and
the least restricted permissions on the same appliance.

A normal user can add an appliance to the group with permissions for which
restriction is the same or less than the ones on the appliance group, if there are read,
write or read, write, and delete permissions on an appliance group.

For example, if you have read, write permissions on an appliance group, you can add
only those appliances for which you have the least of read or write permissions to the
appliance group. You cannot add an appliance that has read-only permission, but you
can add an appliance with read, write or read, write, and delete permissions.

A normal user can only add an appliance to the cluster with permissions for which
restriction is the same or less than the ones on the cluster, if there are read, write or
read, write, and delete permissions on an appliance cluster.

A normal user can set an appliance with permissions which either match or have less
restricted permissions on the pair as the pair’s primary or the secondary appliance, if
there are read, write or read, write, and delete permissions on that appliance pair.
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Adding permissions

Purpose

To add permissions to the appliance.

Procedure

To add permissions to the appliance, follow these steps:
1 Inthe Appliances tab, expand the Appliances folder.

Result: The appliances appear in the hierarchy.

2  Select an appliance.

Result: The appliance properties for the selected appliance opens.

3  Click the Permissions tab.

Result: The Permissions page opens.

[+] Properties Packages File Groups Configuration History Services Recent Activity Permissions
Properties
Appliance Name: |[;.I_: -:-_:;;_L_
Inharitted Permissions

HNumber OF Permissions: (4 Permissions)

User Group Name Parmission Ancestor Type  Ancestor Name
doc RW Appliance Group doc-team-1
doc RWD Appliance Pair doc-pairt
uG1 R AppHance Group docleam-1
uz1 R Appliance Pair  doc-pair

1 Page Size:| 20 &

Direct Permissions

Mumbser Of Permissions: (1 Parmission)

User Group Hame Permission
doc-permission R

1 Page Sge | 20 »
[_Add || Modify |

Permissions that are inherited from the appliance group, appliance pair, or appliance
cluster are displayed in the Inherited Permissions area.
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The following table describes information that is displayed in read-only fields in this page.

Permission properties Description
Appliance Name Displays the name of the appliance
User Group Name Displays the names of user groups to which permissions on

the appliance are granted

Permission Displays the permissions assigned to the user groups in the
appliance
Ancestor Type Displays the type of the ancestor (appliance group or

appliance cluster) from where the permissions are inherited

Ancestor Name Displays the name of the ancestor from where the
permissions are inherited

4  Click Add.

Result: The Permissions Properties page opens.

1> Permissions
Properties

Appliance Hame: [doc-app2
Add Hew Permissions

User Group Hame: | *
Search || Reset
Search Criteria: * Recently added user groups

Results for the search criteria: (2 User Groups) Salact

User Group NHame Parmission
Allitiong AlliHone
doc-permission I =] doc-permission AW
HARI GROUP
Parmission: FW |
18 Page Size:| 20 v
Submit || Cancel

5 Click Search.

Result: A list of user groups is displayed in the Results area.
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Select the required user group(s). Use the >> or << keys to move the selected user group(s)
into or away from the Recently added user groups area.

From the Permission: drop-down list, select one of R, RW, or RWD permissions to allocate
read, read/write, or read/write/delete permissions respectively for the selected user group.

In the Recently added user groups area, do one of the following:

» Select the required user group(s).

* Click All to select all the user groups.

* Click None to deselect the user groups in the list.

» From the Permission: drop-down list, select one of R, RW, or RWD permissions to
allocate read, read/write, or read/write/delete permissions respectively for the selected
user group.

Click Submit.

Result: The message Added the permissions successfully appears.

Click OK.

Result: The Permissions Properties page reappears and the newly added permissions
are displayed.

END OF STEPS

Appliances
6
7
8
9
10
2-76
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Modifying permissions

Purpose

To modify existing permissions on the appliance.

Procedure
To modify permissions on the appliance, follow these steps:
1 Inthe Appliances tab, expand the Appliances folder.
Result: The appliances appear in the hierarchy.

2  Select an appliance.

Result: The appliance properties for the selected appliance opens.

3  Click the Permissions tab.

Result: The Permissions page opens.

4  Click Modify.

Result: The Modify Existing Permissions page opens.

» | Permissions

Properties

Appliance Name: |[doc=-apg

Rodify Existing Permissions

Humber Of Permissions: (1 Permission)
Saelact
Al Hone User Group Hame

Permission
= dac-permission RW =
1~ Page Soe 20 |w
| Modify |iRemuve]: Cancel

5

Select the permission to be modified. Do one of the following:
» Click All to select all the user groups.
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6  From the Permission: drop-down list, select one of R, RW, or RWD permissions to allocate
read, read/write, or read/write/delete permissions respectively for the selected user

group(s).

8  To view results on other pages:

* Click * to view the next page or select a page number from the drop-down list. You
may also increase the list capacity to up to 200 lines in the Page Size field and scroll
through a larger list after the page refreshes. Click < to return to previous pages.

END OF STEPS
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Mapping of user permissions

Overview

Administrator

Monitor

Normal user

Appliance

190-409-089R1.6

Issue 1 June 2010

The section describes how user permissions impact a user in AMS.

An administrator is a user in the default Administrator user group. This user group has no
restrictions in AMS. Only an administrator can add or modify permissions on appliances
and appliance groups.

A monitor is a user in the default Monitors user group. This user group has read-only
permission in AMS. A monitor can only view permissions on appliances and appliance
groups. The Modify and Delete buttons are removed from all pages in AMS.

A normal user is a user in a user group with normal roles. A normal user group is created
by the AMS administrator. The administrator grants permissions on appliances, appliance
groups, and appliance pairs to normal user groups, so that its members can
read/write/delete appliances, appliance groups, appliance pairs, or appliance clusters in
AMS. Table 2-7 shows the status of buttons on an entity property page based on a user's
permissions on the entity.

Table 2-7 Mapping of user permissions

Permissions Modify button Delete button
R (readonly) disabled disabled
RW (read and write only) enabled disabled
RWD (read, write, and delete) enabled enabled

Table 2-8 shows what a user can view and perform, based on the permissions on an
appliance. Note that the Recent Activity and Permissions tabs are enabled and hidden
respectively for all these permissions.
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Permission Hierarchy

Table 2-8 Appliance permissions

Properties

All buttons
in the
Property
page except
Secondary
Interfaces
are
disabled.

All buttons
except
Delete are
enabled.

All buttons
are enabled.

Package

All
buttons
in the
Package
page are
disabled.

All
buttons

are
enabled.

All
buttons
are
enabled.

File
Groups

All
buttons
in the
File
Groups
page are
dis-
abled.

All
buttons
are

enabled.

All
buttons
are

enabled.

Configuration

History Service

All buttons in All

the buttons

Configuration are

History page disabled.

except Details

are disabled.

All buttons are | All

enabled. buttons
are
enabled.

All buttons are All

enabled. buttons
are
enabled.
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Appliance package management

Overview

Purpose

Package management describes how to work with packages after they are imported into
the AMS database and deployed to appliances. It describes how to review package
properties, disassociate a package from an appliance, withhold and restore a package from
an appliance in an appliance group, use package commands icon, and roll back to a
previous version of a package.
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Review package properties

Purpose

To review package properties.

Procedure

To review package properties, follow these steps.

Method 1
1 Inthe Appliances tab, expand the Appliances folder.

Result: The appliances appear in the hierarchy.

2  Expand the appliance you want to work with.

Result: The list of packages associated with or deployed on that appliance is
displayed. A colon and an appliance group name is appended to the package name if
the package is indirectly associated via an appliance group. The package name is
colored red if the package is being withheld from the appliance.

3 Click on the package with the properties you want to review.
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Result: The Package Properties page opens.

Properies Associations
Package Properties

Mame: |ze-1.6.0-sun

Verslon]l.6.0.12-1

Architecture 1388

Required System |
Supports Downgrade: [
Raquiras Reboot [T

Senices]

Config Files]

Prarequisites:

Conflicts:

Priovides]

4  Review the values in the fields, as described in the following table.
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Table 2-9 Package Properties fields

Field Description

Name Displays the name of the package.

Version Displays the package version.

Architecture Displays the platform type on which the package runs.
Required System Indicates the supported appliance platform. If this value is

Supports downgrade

Requires Reboot

empty, it indicates that the package can be deployed on all
appliance platforms.

Indicates whether the package can be downgraded or not. The
Sybase and VitalQIP Enterprise Server packages cannot be
downgraded, for example.

Indicates whether the appliance needs rebooting.

Services Displays the services contained in the package.
Config Files Displays the configuration files contained in the package.
Prerequisites Lists any other packages that must be deployed with this

Associated Appliance Groups

package in order for it to work properly. A prerequisite may be
satisfied by either a package name or a name from a package’s
Provides field.

Note: If a prerequisite package has not been imported into
AMS, the name appears in red.

Displays Appliance Groups to which the current package is
associated.

Provides Displays any supplementary names that the package has
declared. These names are equivalent to the package’s primary
name for validating that another package’s prerequisites are
satisfied.

Conflicts Displays other available packages with which the current

package is incompatible.

END OF STEPS

In the Appliances tab, expand the Appliances folder and click on an appliance in the
appliance hierarchy, or use the Find function to locate it.
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2  Click the Configuration History tab.
Result: A history of package deployments opens, with package links shown in the

Packages column.

Configuration History 55

Select

Deployment
Time

Package{s) Config File(s) File Group(s)

loobigipgip ooy +

(&)

0y

L
:El;|E ]| LY
‘optigip/gipkerstors
i vl e inkevstorgs
_:L 0 I1'_|;§ I'|:.;I-'I

A optigipgip oo v

L& o

‘gptigip/gipkevstore
pipgipkgvstorgd

lopbigiphits|qip Cef

2 bl B Pana Sirac |5

Packages listed in the Configuration History page have color status indicators, as
described in the following table.

Table 2-10 Package status indicators

Color Status

Blue Indicates that the package/version was actually downloaded and installed on
that deployment.

Grey Indicates that the package/version was already deployed to the appliance and

is being listed for completeness.

Black Indicates that the package has been deleted and is no longer deployed
anywhere. It is listed for historical completeness in case it needs to be re-
imported for a package rollback.

3 Click on the Package link you want to review.
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Result: The Package Properties page opens.

Properies Associations
Package Properties

Mame: |ze-1.6.0-sun

Version]1.6.0.12-1

Architecture 1388

Required System |
Supports Downgrade: [
Raquiras Reboot [T

Sendces.

Config Files]

Prarequisites: Priovides]

Conflicts:

4  Review the fields, as described in Table 2-9, “Package Properties fields” (p. 2-84).

END OF STEPS
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Disassociate a package from an appliance

Purpose

To disassociate a package from an appliance. This section also describes how to
upgrade/downgrade package versions.

Before you begin

Procedure

190-409-089R1.6
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After you disassociate a package from an appliance that is indirectly associated via an
appliance group, any package of the same type that is associated with that appliance group
is automatically associated with the currently selected appliance and appears in the
appliance hierarchy. A colon and an appliance group name is appended to the package
name. The package name is colored red if the package is being withheld from the
appliance.

To disassociate a package from an appliance, follow these steps.

In the Appliances tab, expand the Appliances folder and click on an appliance in the
appliance hierarchy, or use the Find function to locate it.

Result: The Appliance Properties for the selected appliance opens.
Click the Packages tab.
Result: The Packages page opens.

Click Modify.



Appliances Disassociate a package from an appliance

Result: The Direct Packages table is activated and the function buttons change.

+| Packages
Properties

Appliance Name: |[AMML000-01

Inherited Packageds) from gnoup:

Associated  Package Naine Visrsion
Direct Packages
rLegand
Mot sssocisted
Select
Package Name Version Bl Associled
AN Mone =i -
= " Deplayment iz in
1] B¥ jre-1.6.0-sun 1.6.0.04-1 ™ progress
o i gddns 41111 = " Successiully
ey deployed
vl B gdhep 5.5.9-1 »
= 0 18 WR Deploymant taied
I« . 346w
— = A Out of sync wih
& B8 =nmp-server 201 % applance
= BN witalgip T 2-remota T.2.502.2 » :
O ad-ramote 2.3.5-2 =
O] a-server 23.5.2 w
O jre-1.4.2-sun 1.4.2.16-1 »
Save | Cancel ]

4 Choose one of the following actions in the Direct Packages list.

If you want to ... Then ...

Deselect a package 1. Place a check mark in the Select checkbox
beside the Package Name you wish to
disassociate from the appliance.

2. Click OK to continue (or Cancel to abort).

Result: The Save button is enabled.
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If you want to ... Then ...
Select all the packages in the Direct 1. Click All in the Select column.
Packages list 2. Click Save.

The Modify Package Associations
Confirmation dialog opens.

Modity Package Associations Confirmation
Are you sure that you want to make following changes to the package associations of the
appliance AMMZOEV-3 7
(qddns 4.1.11-1
Added OOdns-anycast-1.0.2.1
Packapes:

Concel |

3. Click OK.

Change a package version Select a different version from the Version
drop-down list for the package you wish to
change.

Deselect all the packages in the Direct 1. Click None in the Select column.

Packages list . .
gesfis Result: A confirmation dialog opens.

2. Click OK to remove all the package
associations.

5  When you have finished making your package changes, click Save.

Result: A dialog box opens with the message Modified the appliance associations.

7  If you wish to push the package(s) to the appliance, click Deploy.
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Result: The Pending Deployments for Appliance page opens.

Pending Deployments for Appliance

jre-1.6.0-sun-1.6.0,12-1

curent | ¥ilalalp?.2-remote-7.2.592-2

Packages

nip-server-1.0.2

T Install

To Remdwe

To Upgrads

10  Click Proceed.

Result: A dialog box opens with the message Begin deploying the next set of
packages and config files to the appliance now?

11  Click OK.

Result: The Pending Deployments for Appliance page closes and the Appliance
Properties page reopens as the packages are pushed. The status indicator changes to
Deployment is in progress.
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12  Click OK when the dialog box opens with the message Package deployment on
<appliance name> has finished.

END OF STEPS
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Withhold a package from an appliance

Purpose

To withhold a package that is indirectly associated via an appliance group. This allows you
to prevent a specific package that was associated with an appliance group from being
deployed to a specific appliance in that group.

Before you begin

» In the appliance hierarchy, a colon and an appliance group name is appended to the
package name if the package is indirectly associated via an appliance group, for
example: qddns-userexits-1.0-1:<appliancegroup>.

» Packages can only be withheld in a specific sequence based on their prerequisites.
Only packages that do not actively satisfy a prerequisite of another package in an
appliance group may be withheld. For example, if vitalgip-remote, qddns, and
gddns-userexits are associated with a group, only qddns-userexits can be withheld
from an appliance in that group because the other packages satisfy prerequisites of
other packages. Once qddns-userexits is withheld, the qddns package no longer has
that constraint (for that appliance), at which point it can then be withheld.

Procedure

To withhold a package associated with an appliance group from a specific appliance,
follow these steps.

1 In the Appliances tab, expand the Appliances folder.

Result: The appliances appear in the hierarchy.

2  Locate the appliance you want to work with and expand it to check that the packages are
associated with an appliance group.

Result: The list of packages associated with or deployed on that appliance is
displayed.

=43 Appliances

- =JE AMmt000-01 [10.10.0.10]
[l AMI1000-02 [10.10.0.35]
[ Doct [100.100.100.100]

El ESM1000-01 [10.10.0.34]

| B-E ESM1000-01-0ld [2.2.2.2]

Note: The Withhold function is only available with packages associated from an
appliance group.
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3 Click on the appliance that contains the package you want to withhold.
Result: The Appliance Properties page opens.
4 Click the Packages tab.

Result: The Appliance Packages page opens with a list of inherited packages.

»| Propeities  Packages  File Gioups  Configuiation History  Services
Properties
Applance Name: |Docl
Inbvirited Packages) from growp: Docq
Asseciated Package Name Version Action
B system-patch 200903253 Withhald |
Direct Packages
Legend
Mot Ezzociated
Associated Package Mame Version Action
R Aszocisied
BN jre-1.4.2-5un 1.4.2.16-1 Configure | * g Dephyment is in
ad-remote 2352 ;:::::mh
ad-zaner 2.3.5-2 % degloyed
jre-1.5.0-3un 1.5.0.74-1 HR Deployment faled
Cut of synic with
jre-1.6.0-sun 1.6.0.04-1 s
nip-sander 1.0-2 = —
qddns [+294
qddns-ha 1.0.2-1
[ b
Modify | Deploy

5  Click Withhold beside the package you wish to withhold.

Result: A dialog box opens with the message Package withheld from Appliance.
Please perform Deploy Packages to reflect the changes in Appliance.

6  Click OK.

Result: The package appears in red in the appliance hierarchy and in the Inherited
Packages list. An appliance also appears in red in the Appliances Properties tab in
Appliance Groups. If all packages in an appliance are withheld, the appliance appears
in red in the appliance group tree.

END OF STEPS
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Restore a package to an appliance

Purpose

To restore an appliance that was previously withheld so that packages indirectly associated
with it via an appliance group can be deployed to it.

Procedure

To restore a package to an appliance, follow these steps.
1 Inthe Appliances tab, expand the Appliances folder.

Result: The appliances appear in the hierarchy.

2  Expand the appliance you want to work with.

Result: The list of packages associated with or deployed on that appliance is
displayed. Withheld packages appear in red.

=y Appliances
¥ [ ag2o? [45.23.23.21]
= Bl Armz0EY-3 [10.10.0.76)
= Packages
- 9 jredf0sun. 460424 : AGT
- g qddns.d,4.41.1 ; AGY
g vitalgip?. 2-remote.7.2.692.2 : AG1
7] File Groups

3 Click on the appliance that contains the withheld package.

Result: The Appliance Properties page opens.
4 Click the Packages tab.

Result: The Appliance Packages page opens with a list of inherited packages.
5  Click Restore beside the package you wish to restore.

Result: A dialog box opens with the message Package restored to Appliance. Please
perform Deploy Packages to reflect the changes in Appliance.

2-94 190-409-089R1.6
Issue 1 June 2010



Appliances Restore a package to an appliance

6  Click OK.

Result: The name of the package in the appliance hierarchy changes to white.

END OF STEPS
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Use gddns package commands

Purpose
Use the qddns package command icon to execute qddns package commands and view the
output.
Procedure
To use the qddns package command icon, follow these steps.
1 Inthe Appliances tab, expand the Appliances folder.
Result: The appliances appear in the hierarchy.
2  Expand the appliance you want to work with.
Result: The packages and file groups appear in the hierarchy.
3 Click Packages.
By default, the Properties page appears with the list of packages. The package commands
icon appears for all the packages that have predetermined commands in the Package Name
column.
|*| Properties Packages File Groups Configuration History Services Recent Activity Permissions
S ==
Appliance Name: [ﬁ.‘lﬂ-‘i‘-je‘.-l
NhsRad PackRdtinl flom ApoiaIch aug:
Associated Package Name Version acion &
H
Direct Packages
Associated Package Name Version Action j ~Legend
Hot associaled
F B8 jrg-1.5.0-5un 160941 7] [Configure] | mn associated
= 0 ggdns B [s084 =] Configure | m ?f:;;::""a"
F B gahcp [54.451 =] Configure gy Stccesshily
F B qahcp-userexis 101 7] [ Configure | " ;::mlu:f:eﬂl taied
H il sybasedd [150265 x| |Configure| | . Outofsync wim
F ] S_rEEE'm-g?al:hE | 201001 70.7 ;' Lcﬂﬂu_mj apphance
F B0 vitalgip? 2-remote | 7.2.1156-1 ;j Configure o
wodify
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If the package commands are invoked from other appliance groups, the package command
appears in the Inherited Package(s) from appliance group area.

»| Properties Packages File Groups Configuration History Services Recent Activity Permissions
Properties

Appliance Name: |RI=!:'12

Inherited Package(s) from appliance group: AG1

Associated Package Name Version Action ;l
¥ 8 jre-1.8.0-5un 160141
¥ i ggans B 42123
¥ B8 yitalgip7 2-remote 7211581

=l

4 Click Services.
Result: The Services page opens. All the packages are listed in Package column.

[>] Propenies Packages File Groups Configuration History Services Recent Activity Permissions

FIOpAIERS
Appliance Name: [amm2-20080715-12

Senvices 55 54

?‘:ENEED;;‘;"I?:-GQDT — = === = = — = =

Package Select Service Status %‘::“’ i
™ gip-cached Up &8 Aulomatic l;l:?[?:g.s:’-gmﬂ
T aip-magd Up &8 Automabc T:;:%:nm

I sitalgio? 2-remete-7.2 7921 r  glpnets Up 8 Automatic l:}a;z;;;!mﬂ
r gip-rmid Up &8 Aulomatic ';';Eg%;mn
T gip-ssid Up &2 Automabc l;'ga;é%:ﬂm

T oddns-4212-2 * [ aipnamed Up S8 Automabc ';‘;;Ef—’;j”m

[Start_][_Stop_][__kill_|[Reload |[Restart] Starup Type: [Automatic =] .|

5  Click the package command icon () for qddns.
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Result: The Package Commands screen opens.

»| Package Commands
Properties

Appliance Name: [ssm2-20030715-12

Package Name: [qddna-4.2.12-3

Commands

Command; | RNDC =

Oplion: |status =] | Run |

Command Output

6  The qddns command RNDC has multiple options. Select an option you wish to execute.
Refer to Table 2-11, “RNDC command options” (p. 2-98) for more information about
options.

Table 2-11 RNDC command options

Options Description

dumpdb Dumps the server’s caches to the named_dump.db
dump file in the named working directory.

Note: If there is a mismatch between the appliance
startup setting and the appliance group startup
setting, a warning icon is displayed in the startup

type cell.
flush Flushes the server’s cache.
notrace Sets the server’s debugging level to 0.
querylog Enables query logging.
recursing Writes the list of clients, for which the DNS server is

currently resolving queries through other DNS
servers (recursion), to a file (named.recursing) in the
named working directory. Clients requesting
authoritative queries are not included in this list.
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Options Description

stats Writes server statistics to the named. stats statistics
file in the named working directory.

status Displays the status of the server.

trace Increment the servers debugging level to the level
you specify (1 through 99).

7  Click Run.

Result: The output for the command appears in the command output box.

8  Click Back.

Result: The Package Properties page opens if you access the command icon screen
from Properties page or the Services page opens if you access the command icon
screen from Services page.

END OF STEPS
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Roll back to a previous configuration

Purpose

To roll back to a previously installed package.

Before you begin

Downgrade for packages such as vitalgip-enterprise and sybase is not supported.
Note: You cannot rollback file groups that are deployed along with packages.

Procedure
To roll back to a previously deployed configuration, follow these steps.

1 Inthe Appliances tab, expand the Appliances folder and click on an appliance in the
appliance hierarchy, or use the Find function to locate it.

Result: The Appliance Properties for the selected appliance opens.
2  Click the Configuration History tab.
Result: A history of package deployments opens.

Configuration History 55

Selact %enfl"e“"'"e“' Package{s) Config File(s) File Group(s)

lopligip/gip pey +

optigipgip oo o
‘pptigip/gipkevstore
opligipigipkeysiorsd
loptigiphitalgip.cer
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3 In the Select column, click the package to which you wish to roll back.

Result: The Roll Back and Details buttons are enabled.

4  To see more information about the package, click Details.

Result: The Details window opens.

Properties
Appliance Mame: [AMM1000-02
Revision Set
Deployment Start: [Nar-31-2009 06:17:08
Daplayiment End: |ns:-3.1-2nc|9 DE:17:20
Successiul: [‘l’c:
Deployad by: |ansadnin
Comments:
Package Deployineits
Packageis) Conffig Fileis)
Iré=1.6.0-5un-1.6.0.04-1
qddns-4.2.9-2 Jefcfammicont digip-named
system-patch-20080325-2
Taptigiplaip.pey ¥
ita 2 2 Saptigip/gipkeystors
IqipT 2= 7.2 -
witalqip?  2-remote 582-2 Toptigipigipkeystored
foptigiphdtalqip.cer
Fila Group Deplayments
Mone
0K Print

5 Review the revision set, and scroll down if necessary to see any appliance revision errors.

6  Click Print if you wish to obtain a printout. Click OK to close the Details window.

7  If you wish to continue with the roll back, click Roll Back.
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Result: The Rollback dialog box opens.

Rollback

Do you want to deploy the selected set of packages and config files to the appliance AMM1000-0Z now?

Comments:

proceed | Cancel |

Different warning messages are displayed in the Rollback dialog box, based on the
following:

» If the appliance is part of a appliance group.
» If there are withheld packages.

» If there are file groups in the selected revision.

8  Enter a comment of up to 255 alphanumeric characters in the Comments field if you want
to provide some explanation, and click Proceed to continue.

Result: When package deployment is complete, a dialog box opens with the message
Package deployment on <appliance name> has finished.

9  Click OK.

END OF STEPS
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Manage configuration history

Purpose

To manage the configuration history page.

Before you begin

» The most recent and the initial configuration history entry cannot be deleted.

» The query function is available to check packages on an appliance where the enterprise
server has been pre-installed. The appliance may have been customized for a particular
environment and used without initially being maintained by AMS. If AMS is later
used to manage the appliance, the query function allows AMS to determine the state of
the packages on that appliance.

Note: The + icon indicates that the configuration file was deployed via the Deploy
File function on the Configure Files for Appliance page. If the configuration file was
modified, a check mark (%" ) appears beside the config file name.

Delete a configuration

190-409-089R1.6
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To remove a specific configuration history entry from the list, follow these steps.

Click Delete.

Result: A confirmation dialog box opens with the message Are you sure you want to
delete the selected configuration history?

Click OK.

Result: A confirmation dialog box opens with the message Deleted the selected
configuration history successfully.

Click OK.

END OF STEPS
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Delete a page of configuration history entries

To remove multiple configuration history entries from the AMS database, follow these
steps.

1  Click Delete Page.

Result: A dialog box opens with the message Are you sure you want to delete the
configuration history page?

2  Click OK.

Result: A confirmation dialog box opens with the message Deleted the
configuration history page successfully.

Note: Initial and latest revisions cannot be deleted.

3  Click OK.

END OF STEPS

Query a configuration entry

The query function contacts an appliance and attempts to obtain status on the installed
packages, as well as any custom configuration files. However, data file groups are not
queried from the appliance.

To query a configuration, follow these steps.

1  Select a configuration history entry and click Query.

Result: A dialog box opens with the message Queried the revision details from the
appliance <appliance name> successfully. Packages that are installed on the
appliance will be associated with the appliance in the AMS database automatically. A
query would fail if a package installed on an appliance had not yet been imported into
AMS. A message opens with the details of the packages that must be imported before
the query can successfully complete.

2  Click OK.

END OF STEPS
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Appliance file group management

Overview

Purpose

Appliance file group management describes how to associate and deploy a file group to an
appliance.

Note: The content of the data file groups is dynamic in nature as it is created by the
user and deployed on the appliance. Thus, data file groups do not support queries from
the appliance.
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Associate file groups to an appliance

Purpose

To associate file groups to an appliance.

Before you begin

» File groups must exist in the AMS database before they can be associated with an
appliance. For more information, refer to “File groups” (p. 4-1).

» A file group associated directly with an appliance has precedence over the same file
group inherited from the appliance group.

Procedure

To associate one or more file groups with a new or existing appliance, follow these steps.

1 Inthe Appliance Properties page, click the File Groups tab.

Result: The File Groups page opens.

¢ |»| Properties Pachkages File Groups Configuration History Services Recent Activity Permissions
Properties

Appliance Mame: [doc-appl

Inherited File Group(s) from appliance group: doc-team-1

Associated File Group Hamea
F % rei1
= % Fa10
= % Fe100

Associated File Groups

Associated Fila Group Hame Legend
Hat
i % Foi FEERT
=
% associate
F % Fi0 Daproyme
F % Fa100 & &
0Gress
F % FG11 s Success
" deploye
Depioyme
‘ fale:

|m”_ll -3'-1=_C‘a=r:

File groups that are associated with an appliance group are displayed in the Inherited File
Group(s) from appliance group section. File groups that are associated to the appliance
are displayed in the Associated File Groups section.
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Associate file groups to an appliance

Result: The file groups are listed in the Available File Groups section.

Associated File Groups
:;Fe{ﬁlﬂ: File Groaup Hame
M % poe

Legend

Mt
associated

W Aszocisted
Deploymert

N isn
progress
Succezsiuly

- deployed
Cut of syne
wilh

FAvallable File Groups

Select

appliance

Al (B File Gaoaup Nastiee
O Daet
] harl
1 Page Size: 20 |w

Save Cancel |

3 Choose one of the following actions in the Available File Groups list.

If you want to ...

Select a specific file group

Select all file groups in the list

Deselect all the file groups in the list

Then ...

Place a check mark in the checkbox beside the
File Group Name you wish to associate with
the appliance.

Click All.
Click None.

Result: A dialog box opens with the message
Are you sure that you want to remove all
the file group associations?

Click OK to continue. Click Cancel to abort.

Note: If you attempt to disassociate a file group after it has been deployed, a warning
dialog box opens with the message Are you sure you want to remove the file group
association? This is because disassociating a file group might mean that the
functionality offered by that file group would be removed from the appliance (the next
time the Deploy File Groups is invoked), and may therefore disrupt a running service.
You may click OK to continue or Cancel to abort.

4  When you have finished making your file group association selections, click Save.

190-409-089R1.6
Issue 1 June 2010



Appliances Associate file groups to an appliance

Result: The Modify File Group Associations Confirmation page opens.

| Maodity File Group Associations Confiimation

| Areyou sure that you want bo make following changes fo the fle group
| associations ofthe group AMKM1000-01 7

hawi

| Added File Groups;

Femoved File Groups:

0K | cancel |

5 Click OK to continue.

Result: The confirmation dialog Modified the file group associations appears.

END OF STEPS
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Deploy file groups

Deploy file groups

Purpose

Procedure

To deploy file groups to an appliance.

To deploy file groups on an appliance, follow these steps.

In the Appliance Properties page, click the File Groups tab.

Result: The File Groups Properties page opens.

Click Deploy.

The Pending File Group Deployments for Appliance page opens.

Pending File Group Daployments for
Appliance

Ham

F1
F10
FG22

F11

Dretails:

Commants

| Proceed || Cancel |

Oparation

Retain File Group
Retain File Group
Ratain Fila Group
Retain File Group

File group names are populated automatically in the Name column. The Operation
column can have one of the following values:

» Retain File Group
* Deploy File Group

« Remove File
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4  Click Proceed.
Result: A confirmation dialog is displayed.

5  Click OK.

END OF STEPS
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View file group properties

Purpose

Procedure

190-409-089R1.6
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To view file group properties.

To view file group properties, follow these steps.

In the Appliance Properties page, click the File Groups tab.

Result: The File Groups Properties page opens.

Click the Files tab.

The File Group Properties page opens.
Properties
File Group Mame: _.

Files

Total number of flas: (3 files)

Filename Slpe Hash Owmer Group Permissions
272 byles 1chasfid 11831
36854 bytes | 63811408

opt'commenis bt 1356 bytes

1826292303780 root oot 544
3138470867 oot roat 644
root root 544

1 b Page Size. |20

The following table describes information that is displayed in read-only fields in this page.

File Group Properties Description

File Group Name Name of the file group

Filename Name of the file in the file group

Size File size (in bytes)

Hash Checksum to verify the integrity of the file
Owner Specifies the owner of the file
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File Group Properties Description
Group Specifies the group to which the file belongs
Permissions Specifies the permissions on the file

5  Click the Filename link.

Result: The File Properties page opens.

«|[»] File Group : F1 > File Properties
Properies

File Group Name: |E“.

F:Iename':| opc/2480. tat
Size: |272 bytea
Hash |E::n?:fd:li6‘."—+2‘-‘.'.E§-523:23u'¢.':-
Owner; [zoot
Group: [zoot
FEWESWHQEE

Comments

6  Click Back to go back to the File Group Properties page.

END OF STEPS
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Appliance management

Overview

Purpose

Appliance management describes how to manage passwords and work with appliances in
AMS if they develop problems. It describes how to disable and enable an appliance, reboot
an appliance, as well as how to delete an appliance record altogether.
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Define interfaces

Purpose

To define the NIC interfaces on an appliance for use with appliance clusters using Anycast
DNS.

Before you begin

« If an appliance has been set up as either the Primary or Secondary Appliance in an
appliance pair, NIC interface 1 has been automatically set to a default internal address
and the Comment field displays a value of Configured by the Appliance
Pair.

» Take care when you configure the interfaces because an error may cause a loss of
connectivity. AMS does not have knowledge of network topology and cannot verify
the configuration that you enter absolutely.

Procedure

To define the interfaces on an appliance, follow these steps.

1 Inthe Appliances tab, expand the Appliances folder and click on the appliance for which
you want to define interfaces, or use the Find function to locate it.

Result: The Appliance Properties page opens.
2  Click Interfaces.
Result: The Additional Interfaces page opens.

< »| Additional Interfaces
Additional Interfaces

Salact Intf 1Py Address  [Pv4 Netmask IFvE Address Status Comment
1 1723125411 2552552550 Configured by the Applianca Pair
2 1733225525 2852552550 Configured for testing

[ add ] Il || update Config || Getstatus |[ Back |

3  Click Add.
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Appliances
Result: The Add Appliance Interface page opens.
Add Appliance Interface
Interface Number:
B Address:
IPvil Hetimash:
|PvE Address:
Comment
_OK | _close
4  Enter values in the fields, as described in the following table.
Table 2-12 Add Appliance Interface fields
Field Description
Interface Number = Regquired. Enter the number of the interface. The maximum number is the
number of NIC interfaces on the appliance. For example, on the
AMMS5000, the interface numbers are 1, 2, and 3.
IPv4 Address Regquired. Enter the IP address of the appliance in IPv4 format.
IPv4 Netmask Enter the network mask for the appliance in IPv4 format.
IPv6 Address Enter the IPv6 address of the appliance (if applicable)
Comment Enter a comment of up to 255 alphanumeric characters if desired.
5  Click OK.
Result: A confirmation dialog box opens with the message Added the appliance
interface successfully.
6  Click OK.
Result: The Interfaces page is refreshed with the newly defined interface.
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7  Choose from the following actions.

If you want to ... Then ...
Define additional interface Click Add and repeat the steps above.
Modify an interface 1. Click the Select option button beside the interface you

want to modify.
2. Click Modify.

Result: The Modify Appliance Interface page opens.

Modify Appliance Interface

Interface Number: 1
1Pv4 Address: | 172.31. 254, 11
Pl Metmask: 255.255.255.0
Py Address

Configured by the Appliasnce Pair
Comment

oK | Close

3. Make changes as required.
4. Click OK.

Result: The Interfaces page is refreshed with your changes.

Update the configuration 1. Click Update Config.

Result: A confirmation dialog box opens with the message
Secondary interface config updated successfully.

2. Click OK.

Get interface status 1. Click the Select option button beside the interface you
want to check.

2. Click Get Status.

Result: AMS retrieves the status of the interface from the
appliance and the Status column is populated by one of the
following:

. Up

. Down

Delete an interface 1. Click the Select option button beside the interface you
want to delete.

2. Click Delete.

Result: A confirmation dialog box opens with the message
Appliance interface deleted successfully.

3. Click OK.
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Manage console account password

Purpose

To change or remove the console account password on an appliance.

Before you begin

Procedure
1
2

2-118

When you use AMS to change the console password, it updates the database and the
appliance at the same time: AMS sets the configuration change immediately. If you use
the password command on the console configuration menu to change the password,
however, the change is not reflected in the AMS database.

To change or remove the console account password, follow these steps.

In the Appliances tab, expand the Appliances folder and click on the appliance on which
you want to modify the console account password, or use the Find function to locate it.

Result: The Appliance Properties page opens.
Click Console Account.

Result: The Console Account page opens.

| Appliance Console Account
Appliance Console Account

Appliance Mame; [-ISU -0l

Current Fassword. |l-"ll-n Mask Fassword

Modify | Remowve Password | Back

Note: The Remove Password function is not available if there is no record of a
console password in the AMS database.
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3 Choose one of the following actions.

If you want to ... Then ...
Change a password 1. Click Modify.
[»] Appliance Console Account
Appliance Console Account
Appliance Name: |AMN1000-0L
Current Passwar o[ [ MaskPassword
* Hew Passwor d:
* Confinm Password:
Submit | Cancel |

Result: The New Password and Confirm
Password fields are enabled.

2. Enter a new password in the New
Password field. You should enter a
minimum of 6 alphanumeric characters.

Note: If a password is masked and you wish to
view it, uncheck the Mask Password check box.
Likewise, if you wish to mask a new password,
check this box.

3. Re-enter the password in the Confirm
Password field.

4. Click Submit.

Result: A confirmation dialog box opens with
the message Appliance console password
was changed.

5. Click OK.
Result: The Appliance Properties page opens.

Remove an existing console password 1. Click Remove Password.

Result: A confirmation dialog box opens with
the message Appliance console password
was removed.

2. Click OK.
Result: The Appliance Properties page opens.

Review a console password 1. Uncheck and recheck the Mask Password
check box if necessary.

2. Click Back.
Result: The Appliance Properties page opens.

END OF STEPS
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Managing the system log configuration

Purpose

Procedure

To manage the system log configuration on an appliance. You can modify the system log
configuration from AMS on an appliance and redirect the system log entries to another
host. Ensure that the host to which you are redirecting the system log entries is a valid
IPv4 address.

To manage the system log configuration on an appliance, follow these steps.

In the Appliances tab, expand the Appliances folder and click on the appliance for which
you need to manage the system log configuration, or use the Find function to locate it.

Result: The Appliance Properties page opens.

Click System Config.

Result: The Appliance System Configuration page opens.

i»] Appliance System Configuration
Appliance System Configur ation

Appliance Name: ([Raf 1 ANM] -anw?

Modify | Remove Syslog Host | Back |

Note: The System Config button is enabled only if the user has sufficient privileges
and the appliance is up.
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3 Do one of the following:

If you want to ...

Edit the appliance configuration.

Remove the syslog redirection on the
appliance.

Navigate to the Appliance Properties
page

END OF STEPS
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Then ...

a. Click Modify.

In the Syslog Redirect Host field, enter
a new value for the Syslog redirect host
configuration.

c. Click Submit.

The syslog redirection on the appliance
is updated and the Syslog Redirect Host
configuration is updated with the new
value in the AMS database. The
Appliance System Configuration page is
displayed with updated data.

Click Remove Syslog Host.

Note: This button is disabled, if syslog host
redirection is not currently configured in the AMS
database. Removing the syslog redirection will
remove the entry from the AMS database and also
from the appliance.

Click Back.
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Enable a user account login

Purpose

To enable (and maintain) the user account on an appliance.

Before you begin

Each VitalQIP appliance comes with a user account login called ammuser, although it is
disabled when delivered to the site. With this login, you can use a remote login tool (such
as putty) to perform low-level debugging on an appliance.

Procedure

To enable the user account (ammuser) on an appliance, follow these steps.

1 Inthe Appliances tab, expand the Appliances folder and click on the appliance you want
to set up with a user account login, or use the Find function to locate it.

Result: The Appliance Properties page opens.
2  Click User Account.

Result: The User Account page opens.

»| Appliance User Account
Applance User Account

Agpliance Mame !Em!mﬁn—m

Uger Narme: |assuzer

Lock Account
et Password
Cument Password Iunu- [¥] mask Password

Modify | Back |

3 Click Modify.
Result: The User Account fields are enabled.

4  Click the Set Password option button.
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Enter a new password in the New Password field. You can enter any number of
alphanumeric characters but the password cannot be null (empty).

Click Submit.

Result: A confirmation dialog box opens with the message Appliance password was
changed.

Click OK.

Result: The Appliance Properties page opens.

END OF STEPS
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Lock a user account

Purpose

To lock a user account and clear the user account password.

Procedure

To lock a user account that has been enabled, follow these steps.

1 Inthe Appliances tab, expand the Appliances folder and click on the appliance where you
want to lock a user account, or use the Find function to locate it.

Result: The Appliance Properties page opens.
2  Click User Account.
Result: The User Account page opens.

3 Click Modify.

\»| Appliance User Account
Appliance User Accownt

Appliance Mame: [ESMLOGO-01

Liser Mame: lassuaer
Lock Account ()
Set Password: (&

Current Password In L L L] Mask Password
' Hew Password:

* Confinm Password:

Submit | Cancel |

Result: The user account fields are enabled.
4  Click the Lock Account option button.
Result: The New Password and Confirm Password fields are disabled.

5  Click Submit.
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Result: A confirmation dialog box opens with the message Appliance user account
was locked.

6  Click OK.

Result: The Appliance Properties page opens.

END OF STEPS
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Disable an appliance

Purpose
You can disable an appliance if it is going to be decommissioned or is not going to be
managed by the AMS for some time. It is a step short of actually deleting the appliance
information from the AMS database since AMS does not shut down any services that may
be running on the appliance.

Procedure

To disable an appliance, follow these steps.

1 Inthe Appliances tab, expand the Appliances folder and click on the appliance you want
to disable, or use the Find function to locate it.

Result: The Appliance Properties page opens.

Properties

Appliance Mame: [Makesnman

Host Mame: [Manesnaen

P4 Address: [10.10.0.44 B R e HrL T

iPd Metmask [255.255.0.0 Format nannnn.nnm.nnn

IPvi Gateway Adaress” [10.10.0.1 Format: nan_nmn.nnn.pnn

IPvE Address

IP Preferance

Appliance Group

Kadel Number
Reboot Requirad: I

Appliance Version |: Bi80)

Created By |amsadmin

Iodified By |:.'r-:-:d.'-'.: o

Comment

Status | Verify Communication || Disable Appliance

[ Setup Info || 1 Maodify ] Interfaces

| | Delete || user Account || Console Account |

System Config

2  Click Disable Appliance.

Result: The Status field changes to Disabled and the status icon in the appliance
hierarchy also changes to disabled (. ). For a disabled appliance, the Get Version,
Verify Communication, Retrieve File, and Reboot functions are not allowed. The
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User Account, Console Account, and System Config functions are used only for
viewing. You cannot modify these values, but can perform the Update Config and Get
Status functions on interfaces.

END OF STEPS
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Enable a disabled appliance

Purpose

To enable an appliance that has previously been disabled.

Procedure

To enable an appliance, follow these steps.

1 Inthe Appliances tab, expand the Appliances folder and click on the disabled appliance
(indicated by the B icon in the appliance hierarchy), or use the Find or Search Appliances
functions to locate it. For information on the Find function, refer to “Find an appliance,
appliance pair, appliance cluster, or appliance group” (p. 2-10). For information on the
Search Appliances function, refer to “Search for appliances” (p. 2-48).

Result: The Appliance Properties for the disabled appliance opens.

[«l2| Properties Packages File Groups Configuration History Services Recent Activity Permissions

Properies
Appliance Hame: [A4SPer£-037
Host Hame: fI—:.—f -
Pvd Address: [10 SRR s
Pvd Metmash: ;ﬁﬁ Format nan.nna AnaRan
IFvad Gateway Address: *._"_1‘:4— Format NAnANALANALRR
IPvE Address: |
IF Prefersnce:
Appliance Group:
Madel Humber,
Reboot Required: [
sppliance Version: [2.0.2
Crealed By, lamsadmin
lodified By famsadnin [Maz-z2-2080 03:11:52
fr_E:: AMS GUI Ferformance Teat- ammh0f amm2=-0047
Comment
Status. I_ rify, Commu __H Enable Appliance
| Sewplnfo |[ = |[ Medify || Interfaces |
[ t || Delete || User Account || Console Account |
| System Config

2  Click Enable Appliance.
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Result: The Appliance Properties page refreshes, the appliance appears in the
appliance hierarchy with a different status icon, and the Enable Appliance button
changes to read Disable Appliance.

END OF STEPS
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Reboot an appliance

Purpose

To reboot an appliance remotely.

Procedure

To reboot an appliance, follow these steps.

1 Inthe Appliances tab, expand the Appliances folder and click on the appliance you want
to set up with an administrative login, or use the Find function to locate it.

Result: The Appliance Properties page opens.
2  Click Reboot.

Result: After a few minutes, a dialog box opens with the message Are you sure you
want to reboot the appliance <appliance name>? It may take a while.

3  Click OK to reboot.

Result: The Status field changes to Offline. Do not perform any operations on the
appliance until it comes back online.

4  When the message The appliance <appliance name> is back online is displayed, click
OK.

Result: The Status field changes to Up. You can begin operations on the appliance.

END OF STEPS
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Delete an appliance

Purpose

Procedure
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To delete an appliance from the AMS database.

To delete an appliance that is no longer in commission, follow these steps.

In the Appliances tab, expand the Appliances folder and click on the appliance you want
to delete, or use the Find function to locate it.

Result: The Appliance Properties page opens.

Click Delete Appliance.

Result: A dialog box opens with the message Are you sure you want to delete the
appliance <appliance name>? If the appliance is paired with another appliance, an
additional warning is displayed.

Click OK to delete.

Result: A confirmation dialog box opens with the message Deleted the appliance
successfully.

Click OK.

Result: The AMS splash screen opens.

END OF STEPS
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Appliance pair management

Overview

Purpose

AMS allows you to configure two appliances to act as high-availability DNS servers with
one acting as the primary and the other as the failover secondary. The appliances are
defined in both the AMS and VitalQIP databases and then configured according to
instructions provided in the AMS Installation & Configuration Guide (190-409-094).

Appliance pair hierarchy folders

AMS groups appliance pairs into folders when the number of appliance pairs in the
hierarchy is greater than the setting for the foldersize property in the ams-
manage.properties file. The default is 25. The folder name is determined by the first
appliance pair in each folder.

For information on changing the foldersize property, refer to the AMS Installation &
Configuration Guide.
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Add a new appliance pair

Purpose

To add an appliance pair. An appliance pair is intended for use with the DNS High
Availability feature.

Before you begin
* Another appliance must exist in the AMS database before you can add an appliance
pair.
» In both the appliance records, the Host Name and IPv4 Gateway Address must
already be defined.

» Additional setup of DNS High Availability is required after appliance pairs have been
defined. Refer to the AMS Installation & Configuration Guide.

» For DNS High Availability, the gddns and gddns-ha packages need to be deployed
to each appliance in the appliance pair.

*  Whenever the switch of the active appliance in a pair changes, some brief downtime
may be experienced. The DNS client retry mechanism should recover normally.

Procedure

To add an appliance pair, follow these steps.

1 In the Appliances tab, mouse over the Actions menu and select Add Appliance Pair.

Result: The Add Appliance Pair page opens.

Add Appliance Pair
Properties

* Pair Name: Doc2
* Pair IPv4 Address; 10.2.0.0 Eormat nan nAn AN mnn

* Pair Type: | ONS  ~

* Primary Appliance: i.‘—.."-:.‘-'.l::--:ﬁ'_ [10.10.0.5]

[ E]

* Secondary Appliance; [RM1000-02 [10.10.48.10]

Comment

_Submit__ || cancel |

2  Enter values in the fields, as described in the following table.
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Add a new appliance pair

Table 2-13 Appliance pair fields

Field
Pair Name

Pair IPv4
Address

Pair Type

Primary
Appliance

Description
Enter a name of up to 255 alphanumeric characters for the appliance pair.
Enter a high-availability IP address for the paired appliance in IPv4 format.

Note: This address is not the address of either paired appliance but a
distinctive IP address that the paired appliances will share. All three IP
addresses should be on the same network segment.

Select the required pair type. By default, DNS is selected. If the AMS
license has the Sybase replication support, the options ES-HA and ES-DR
are displayed.

Do the following:

1. Click ....
The Appliance Filter dialog opens.

Appliance Filter
Select Primary Appliance

AMIMA000-01 [10.10.0.5]
AMM1000-02 [10.10.0.10]
AMMS00-01 [192.168.0.106]
| AMSPert.001 [10.4.0.150]
: __|AMSPert-002 [10.4.0.151]
#PRISNCES: |y oy Spart.003 [10,4.0.152]
|AMSPert.004 [10.4.0.153]
| AMSPert.005 [10.4.0.154]
|AMSPer-006 [10.4.0.155]
|AMSPer.007 [10.4.0.156]

Hote: Disabled Mems are either due to insufficient permissions or
assigned to other appliance pairs

1 & 2 Page Siza 10 =
ok |[ cancel ]

2. From the Appliances area, select the required primary appliance.
3. Click OK.

Result: The selected appliance appears as the primary appliance.
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Field

Secondary
Appliance

Comment

3  Click Submit.

Add a new appliance pair

Description

Do the following:

1. Click....
The Appliance Filter dialog opens.

| Appliance Filter
Select Sacondary Appliance

[AMM1000.01 [10.10.0.5)

|AM1000.02 (10.10.0.10)

| AMME00.01 [192.168.0.196]

| AMSPer!-001 [10.4.0.150]
AMSPert.002 [10.4.0.151])

'msperr 003 [10.4.0.152]

[AMSPert-004 [10.4.0.153]

|AMSPer!-005 [10.4.0.154]

| AMSPerf.006 [10.4.0.155]

| AMSPerf.007 [10.4,0.156]

Appliances ||

Hote: Disabled items are either dus to insufficient permissions or
assigpned 1o ofher appliance pairs

1 ¥ 2 Page Size; |10 v

| ok _]comear ]

From the Appliances area, select the required primary appliance.

3. Click OK.

Result: The selected appliance appears as the secondary
appliance.

Enter a comment of up to 255 alphanumeric characters if desired.

Result: A confirmation dialog box opens with the message Appliance pair saved.

4  Click OK to continue.

END OF STEPS
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Modify an appliance pair

Purpose

To modify the properties of an appliance pair.

Procedure

To modify the properties of an appliance pair, follow these steps:

1 Inthe Appliances tab, expand the Appliance Pairs folder and click on the appliance pair
you want to modify.

Result: The Appliance Pair Properties page opens.

Properties

Pair Hame: |'.‘!:'.';=ic|:-!’..F.
Pair IPv4 Address: |10.10 .':".-:-E". Formab nanAAnaRt AR
Pair Type:

Primary Appliance: [1505000-01 [10.10.0.133] Crossover Address: [172.31.254.11

Secondary Appliance: |3535:.'":'—:E {10.10.0.200] Crosgover Address: [172.31.254.12

Active Noda Last Lipdated: |

Created By [azsadmen [Far-23-2010 23:355:34

[odifias By [amsadmin [ppr-z5—2010 oe:zo:0

Comment

[ mModify || Delete || Set Default Confio ||  Update Config |

Note: The internal crossover addresses are added automatically when the appliance
pair is created and correspond to NIC interface 1 on the Interfaces page for the primary
and secondary appliance. To modify the crossover address, refer to “Define interfaces”
(p. 2-114).

2 Click Modify.
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Result: The Appliance Pair Properties page opens.

Proparies
* Pair Name: | AFL
* Pair IPv4 Address:|2.2.2.2 Farmal nan Amn. anm.ane

* Pair Type: DN5 =

* Primary Applisnce: |;.:-3?4_~-::—:'_'_ [10.4.0.160] E
* Spcondary Appliance: [AMSFe=s_ 012 [10.4.0.181] [
Crealad By |ﬂ_-|b:|='_.". Mar—25-2010 01:05:30
Madified By: [amsadmin Ma=_26-2010 00:10:53
for parf mescing

Comment

| sSubmit [[ cancel |

3 Revise field entries in this section as needed. Refer to Table 2-13, “Appliance pair fields”
(p. 2-134) for information on the fields.

4  To save the modified appliance pair information, click Submit.

Result: The confirmation dialog Appliance Pair saved appears. If you modified either
the Primary Appliance or Secondary Appliance values, the dialog also suggests you
use the Set Default Config function.

5 Click OK to continue.

Result: The Appliance Pair Properties page reappears.

6 If you modified the Primary Appliance or Secondary Appliance values, click Set Default
Config.

Result: The confirmation dialog Appliance pair configuration was updated
successfully appears.

END OF STEPS
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Updating additional interfaces in the appliance pair

Purpose

You can update additional interfaces in the appliance pair as necessary.

Procedure

To update the additional interfaces in the appliance pair, follow these steps:
1 Inthe Appliances tab, expand the Appliance Pairs folder and click on an appliance pair.

Result: The Appliance Pair Properties page opens.

2  Click Update Config.

Result: A confirmation dialog box opens with the message Additional interfaces
were updated in the appliance successfully.

3  Click OK.

END OF STEPS
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pair

Querying the currently active appliance in the appliance pair

Purpose

Procedure

190-409-089R1.6
Issue 1 June 2010

A user can request and display which appliance in the DNS high-availability (HA) pair is
currently active. An appliance is in the “Currently Active” state if it is currently holding
the appliance pair IPv4 address.

To query the currently active appliance in an appliance pair, follow these steps:

In the Appliances tab, expand the Appliance Pairs folder and click on the appliance pair
for which you need to query the currently active appliance in the appliance pair.

Result: The Appliance Pair Properties page opens.
Click Get Active Node.

Result: This initiates a query to determine which appliance currently holds the pair's
IPv4 address. The Active Node status line is refreshed with new data.

END OF STEPS
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Performing forced HA switch-over

Performing forced HA switch-over

Purpose

Procedure

To force an immediate HA switchover from the AMS GUI. A user is required to first get
the active node before requesting a switch-over. The user will know what this switch-over
will accomplish and the switch-over request to AMS will specify which appliance needs to
be active.

To perform forced HA switch-over, follow these steps:

In the Appliances tab, expand the Appliance Pairs folder and click on the appliance pair
for which you need to perform the forced HA switch-over.

Result: The Appliance Pair Properties page opens.
Click Force Switch Over.

Result: The GUI generates an AMS request to switch-over to the specified standby
appliance. The Active HA Appliance field is refreshed with new data.

END OF STEPS
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Delete an appliance pair

Delete an appliance pair

Purpose

Procedure
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To delete an appliance pair.

To delete an appliance pair, follow these steps.

In the Appliances tab, expand the Appliance Pairs folder and click on the appliance pair
you want to delete, or use the Find function to locate it.

Result: The Appliance Pair Properties page opens.

Click Delete.

Result: A dialog box opens with the message Are you sure you want to delete
<appliance pair name>?

Delete Appliance Pair Confirmation
Are you sure that you want to delete doc-pairt 7
Clear pair configured additicnal interfaces from appliances ?
| OK || cancel |

The Clear pair configured additional interfaces from appliances? option is displayed.
Uncheck this option if you wish to retain the additional interfaces configured in the
appliance for the selected appliance pair.

Click OK to delete.
Result: A confirmation dialog box opens with the message Appliance Pair deleted.

Click OK.



Appliances Delete an appliance pair

Result: The AMS splash screen opens.

END OF STEPS
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Appliance pair permission management

Overview

Purpose

User permissions in AMS support granular access control. This allows the administrator to
monitor user activity on an appliance pair in AMS. A user has the required privileges
needed in AMS.

For information about user permissions and roles, see “User permissions and roles”
(p. 2-72).
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Adding permissions

Purpose

To add permissions to the appliance pair.

Procedure

To add permissions to the appliance pair, follow these steps:

1 Inthe Appliances tab, expand the Appliance Pairs folder.
Result: The appliance pairs appear in the hierarchy.
2 Select an appliance pair.
Result: The properties for the selected appliance pair opens.
3 Click the Permissions tab.

Result: The Permissions page opens.

Properties

Chilaka-Ha

Pair Hame:

Direct Parmissions

Humber Of Permissions: (1 P‘E'I'I"I'!Ilﬁﬁ.'ll:ll'l]

User Group Hame Permission
UG-RWD: =]

15 Page Size: | 40 »

| add || Modify |

The following table describes information that is displayed in read-only fields in this page.

Permission properties Description
Pair Name Displays the name of the appliance pair
User Group Name Displays the names of user groups to which permissions on

the appliance are granted

Permission Displays the permissions assigned to the user groups in the
appliance
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Adding permissions

Click Add.

Result: The Permissions Properties page opens.

Permissions

Properties

Pair Name: |Chilaka=-Ha
Add New Permissions

User Group Name: |*

i Search Reset

Search Criteria: * Recently added user groups

Results for the search criteria: (55 User Groups) Sel
o User Group Name Permission

AllNone

uGiz A =]
uG13 = =
UG14 E Ui
UG15 O] U314
UG16 Permission: R+ .I TR
uG17 E ik
uG1e

UG19 o

i -

uG2n

UGz

uGzz bt

UGz

=R - - -

18 Page Siza:| 20

 Submit || Cancel |

Click Search.
Result: A list of user groups is displayed in the Results area.

Select the required user group(s). Use the >> or << keys to move the selected user group(s)
into or away from the Recently added user groups area.

From the Permission: drop-down list, select one of R, RW, or RWD permissions to allocate
read, read/write, or read/write/delete permissions respectively for the selected user group.

In the Recently added user groups area, do one of the following:

» Select the required user group(s).
» Click All to select all the user groups.
* Click None to deselect the user groups in the list.
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» From the Permission: drop-down list, select one of R, RW, or RWD permissions to
allocate read, read/write, or read/write/delete permissions respectively for the selected
user group.

9  Click Submit.
Result: The message Added the permissions successfully appears.

10  Click OK.

Result: The Permissions Properties page reappears and the newly added permissions
are displayed.

END OF STEPS
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Modifying permissions

Purpose

To modify existing permissions on the appliance pair.
Procedure

To modify permissions on the appliance pair, follow these steps:

1 In the Appliances tab, expand the Appliance Pairs folder.
Result: The appliance pairs appear in the hierarchy.
2 Select an appliance pair.
Result: The properties for the selected appliance pair opens.
3

Click the Permissions tab.

Result: The Permissions page opens.

4  Click Modify.

Result: The Modify Existing Permissions page opens.

Properties

Pair Name: |RF1

Modify Existing Permissions

Humber Of Permissions: {3 Permissions)

Select <t

Al User Group Name Permission

O UG-R R w

O UG-RAN RW &

[ UG-RWD RWD »
1™

5  Select the permission to be modified. Do one of the following:

» Click All to select all the user groups.
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6  From the Permission drop-down list, select one of R, RW, or RWD permissions to allocate
read, read/write, or read/write/delete permissions respectively for the selected user

group(s).

8  To view results on other pages:

* Click * to view the next page or select a page number from the drop-down list. You
may also increase the list capacity to up to 200 lines in the Page Size field and scroll
through a larger list after the page refreshes. Click < to return to previous pages.

END OF STEPS
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Mapping of user permissions

Mapping

Overview

of user permissions

The section describes how user permissions impact a user in AMS. Table 2-8 shows what
a user can view and perform, based on the permissions on an appliance pair. The user's
permission on the appliance pair is the most restricted permission between the permission
on the pair's primary appliance and the one on the secondary appliance.

Table 2-14 User group permissions

Appliance Pair Permission Hierarchy

R Visible

RW

RWD

Properties = Permissions Tab

Enabled

All buttons
are
disabled.

Hidden

Enabled

Delete is
disabled.

Enabled

All buttons
are enabled.
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Appliance cluster management

Overview

Purpose

An appliance cluster joins multiple appliances for an anycast deployment. The cluster
requires an IPv4 address, which is not validated for uniqueness. This permits multiple
clusters to advertise the same end point.

Anycast addresses

A DNS server is typically given a unicast address. A unicast address is unique and only
one server will receive the message. By contrast, though an anycast address appears
unique to a client, multiple DNS servers may be assigned the address. The anycast address
is tied to a virtual interface, specifically /o: 1. Only a single copy of a message will be
received by a DNS server. The routing of the message to the appropriate server depends
upon the environment, but typically messages are routed to the closest server.

Consider the following example where two DNS servers are configured at two different
sites. It is assumed the DNS servers have the same anycast address and that all client
machines are configured with that address for resolution.

In the first diagram, a client request for each network is routed to the local server.

Network 2

Server 1

Network 1
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In the second diagram, DNS Server 1 is no longer available. Client requests on Network 1
are therefore routed to DNS Server 2. This is done invisibly to the requestor so that no
configuration changes are required on the client.

Network 2

Network 1

Anycast routing allows a DNS service to be more resilient to a single server failure and
potentially tolerate higher loads. This works well for DNS because a single DNS
transaction is usually encapsulated in two UDP messages: a request and response.
Additionally, most DNS transactions require no state, so any subsequent query by a client
may be safely directed to a different server.

Note: If a DNS environment currently provides many transactions over TCP, anycast
may not be a viable deployment option. This is because any packet in a transaction
stream may be routed to a different DNS server. If this happens during a multi-packet
request, none of the servers involved will likely be able to respond to the request. In
most environments, however, TCP is only used for zone transfers, but the DNS
protocol does allow any transaction to run over TCP.
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Add appliance cluster

Purpose

To create an appliance cluster.

Procedure

To create an appliance cluster, follow these steps.

1 In the Appliances tab, mouse over the Actions menu and select Add Appliance Cluster.

Result: The Add Appliance Cluster page opens.

»| Add Appliance Cluster
Pidjpeities

' Cluster Hams:

" Chuster IPvd Address: Farmak: fnnnnn A6 ann

Cornrent

Submit | _Cancel |

2  Enter values in the fields, as described in the following table.

Table 2-15 Appliance cluster fields

Field Description

Cluster Name Enter a name of up to 50 alphanumeric characters for the appliance pair.
Cluster IPv4 Enter an IP address for the paired appliance in IPv4 format.

Address

Note: This address is not the address of an appliance in the cluster but a
distinctive IP address that the associated appliances will share. All IP
addresses in a cluster should be on the same network segment.

Comment Enter a comment of up to 255 alphanumeric characters if desired.

3 Click Submit.

Result: A confirmation dialog box opens with the message Appliance Cluster saved.
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4 Click OK to continue.

Result: The Appliance Cluster Properties page opens.

[»] Properies Appliances Permissions
Properties

Cluster Name: |'.In-:-‘-;t=lt i

Cluster IPv4 Address: [10.10.20,101

Creaied By |amasdmin [Mar-29-2010 06:1%:42
HModiiad By: |
Comment

[ Modify || Delete |

B D O S T B P S ettt bbbttt

190-409-089R1.6
Issue 1 June 2010



Appliances Add appliance to cluster

Add appliance to cluster

Purpose

To add an appliance to an appliance cluster.

Procedure

To add an appliance to an appliance cluster, follow these steps.

1 Inthe Appliances tab, expand the Appliance Clusters folder and click on the appliance
cluster to which you want to add an appliance.

Result: The Appliance Cluster Properties page opens.

»| Properties Appliances Permissions
Properties

Cluster Hame: [doc-teatd

Cluster [Pv4 Address: [10.10.20,101

Created By |n.—..u:r.'.: Mar-29-2010 0&:1%:42

Modiied By [

Comment

[_Modify [[ Delete |

2  Click the Appliances tab.
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Result: The Appliances Properties page opens.

1»| Properties Appliances Permissions
Properties

Add appliance to cluster

Cluster Hame: [doc-teat2

Associated Appliances

Assoclated Applance Name Status “sw Clustar Name
F AMSPer-114 c) doc-testz

F AHSPart-115 il doc-test2
F dummy-apg-297 B doc-test2

{1 ] Page Se: |20 ¥

[ Maodify || Update Config | Get Anycast Status |

3 Click Modify.
Result: The Appliances list is activated.

[] appliances
Properies

Lagend —
B ooun |
E Dsabied
B tew
El ottee
B -

Cluster Name: imx -zestd

r Legend ——

Apphance Name Status  Cluster Hame [ Asycast Dawn
AMSPer-114 B coctes2 W Daatiec
a
-]

AUSPed118 doctest? 8 New

Qumm-200-297 dectest2 g j:“

5t
ve of

E

E
;nuunnunlu i
:
§

|<
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4  Choose one of the following actions in the Appliances list.

If you want to ... Then ...

Select a specific appliance In the Available Appliances area, place a
check mark in the Associated checkbox beside
the Appliance Name you wish to associate
with the appliance cluster.

Note: If you check an appliance that is already
associated with a different appliance cluster, the
association will be removed from that cluster and
added to the cluster you are currently working

on.
Select all appliances in the list Click All.
Deselect all the appliances in the list Click None.

Result: A dialog box opens with the message
Are you sure that you want to remove all
the appliance associations?

Click OK to continue. Click Cancel to abort.

5  When you have finished making your appliance association selections, click Save.

Result: The Modify Appliance Associations confirmation dialog appears.

Maodify Appliance Associations Confirmation

Ara you sure that you want o maka following changes to the appliance associations of the

chuster CI1 7
ag202

Added

Appliances

Removed

Appliances.

Validation Emor
ok |[ cancel |

Note: If you are removing appliance associations from a cluster, the Clear the
anycast cluster configuration from the removed appliances? check box is
displayed. Uncheck this if you want to retain the cluster configuration information on
the removed appliance.
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6  Click OK to continue.

Result: A confirmation dialog opens with the message Modified the appliance
associations. Please perform update config to apply the changes on the
appliances.

7  Click OK to continue.

Result: The Appliances list is refreshed. The appliance appears under the appliance
cluster in the Appliance Hierarchy.

8  To update the configuration files on the appliance, click Update Config.

Result: A confirmation dialog box opens with the message Anycast cluster
configuration was updated in appliances successfully.

Note: One of the following messages might be displayed, if updating the anycast
address of an appliance fails:

— There was a communication error with the appliance at <IP Address>.
— The appliance has not been authenticated.

— Appliance is disabled.

9  Click OK.

END OF STEPS
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Modify appliance cluster

Purpose

Procedure
1
2
3
4
5

2-158

To modify the properties of an appliance cluster.

To modify the properties of an appliance cluster, follow these steps.

In the Appliances tab, expand the Appliance Clusters folder and click on the appliance
cluster you want to modify.

Result: The Appliance Cluster Properties page opens.
Click Modify.

Result: The Modify Appliance Cluster Properties page opens.

[#| Properies
Profrsities
* Chuster Name: Docgroup

Chester IPvd Rddress: | 101,100,100, 102

Created By |ansadwin lhpE-14-2009 15:35:50

Modified By |

Comment

Submit | Cancel |

Make changes as necessary. For information on the fields, refer to Table 2-15, “Appliance
cluster fields” (p. 2-152).

Click Submit.
Result: A confirmation dialog opens with the message Appliance Cluster saved.
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Result: The appliance cluster properties are refreshed.

END OF STEPS
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Getting the anycast status

Purpose

To display the anycast status of an appliance cluster. For more information about anycast

addresses, see “Anycast addresses” (p. 2-150).

Procedure

To display the anycast status of an appliance cluster, follow these steps.

1 Inthe Appliances tab, expand the Appliance Clusters folder and select an appliance

cluster.

Result: The Appliance Cluster Properties page opens.

2  Click the Appliances tab.

Result: The Appliances Properties page opens.

»| Properties Appliances Permissions

Properties

Cluster Hame: [a":-'e:t.

Associated Appliances

Assoclated Appliance Name Status ';‘:?;?t Cluster Hame
= AMEPar-114 a doc-test2
AMISPat115 el doc-test?
F dummy-apg-297 B doc-tests
1 Fage Size: 20 W

3  Click Get Anycast Status.
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Result: The Appliance Filter page opens.

Appliance Filter

Select the appliances of the dusier T 1o guery the anycast status

2202
app201
App2z
app20d
Mahesharm 1

Appliances

| ok | cCancel |

None

Note: The appliances that have anycast packages that are associated are selectable in

this page.

4  Select the target appliances and click OK.

Result: The anycast status of the selected appliances of the appliance cluster is

displayed in the Appliances Properties page.

2] Properties  Appliances Permissions

Properties
Cluster Hame: |::Ie:-1:ee:2
Associated Appliances
Anycast n Legend
Associated Appliance Name Status o, Cluster Hame | g Anveas
7 AlISPar-114 ;] B | doctestz e
| H Dsabied
7 AlSPer-115 B doc-tast? | H haw
F dummi-3pp-237 B doc-testd ' Buﬂirg
| Elve
18 Pape Size:| 20 &
Modify || update Config || Get Anycast Status

END OF STEPS
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Delete an appliance cluster

Purpose

To delete an appliance cluster.

Procedure

To delete an appliance cluster, follow these steps.

1 Inthe Appliances tab, expand the Appliance Clusters folder and click on the appliance
cluster you want to delete.

Result: The Appliance Cluster Properties page opens.

»| Properties Appliances Permissions

Properties
Cluster Hame: [;:';-':_.-m i
Cluster [Pv4 Address: [10.10.20,101
Created By |s.-..:::r.'.: Mar-29-2010 0&:1%:42

Modiied By [

comment

2  Click Delete.

Result: The Delete Appliance Cluster confirmation dialog box opens.

Delete Appliance Cluster Confirmation
Are you sura that you want to delete Performance 7

¥l clear the anycast cluster configuration from the appliances 7
oK cancel |

The Clear the anycast cluster configuration from the appliances? check box is
displayed. Uncheck this if you want to retain the cluster configuration information on
the appliance.

3  Click OK.

Result: A confirmation dialog opens with the message Appliance Cluster deleted.
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4  Click OK.

Result: The AMS splash screen opens.

END OF STEPS
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Appliance cluster permission management

Overview

Purpose

User permissions in AMS support granular access control. This allows the administrator to
monitor user activity on an appliance cluster in AMS. A user has the required privileges

needed in AMS.
For information about user permissions and roles, see ‘“User permissions and roles”
(p. 2-72).
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Adding permissions

Purpose

To add permissions to the appliance cluster.

Procedure

To add permissions to the appliance cluster, follow these steps:

1 Inthe Appliances tab, expand the Appliance Clusters folder.
Result: The appliance clusters appear in the hierarchy.
2  Select an appliance cluster.
Result: The properties for the selected appliance cluster opens.
3 Click the Permissions tab.
Result: The Permissions page opens.

Propeies

Cluster Mamea: [RC1

Diract Parmissions

Number Of Permiasions: (3 Pemmissions)

User Group Name Permission
UG-R R
UG-RW RW
UE-RWD RWD

18 Page Siza: (20 &

Add Modify

The following table describes information that is displayed in read-only fields in this page.

Permission properties Description
Cluster Name Displays the name of the appliance cluster
User Group Name Displays the names of user groups to which permissions on

the appliance are granted

Permission Displays the permissions assigned to the user groups in the
appliance
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Click Add.

Result: The Permissions Properties page opens.

Properties
Cluster Hame: nC.
Add New Permissions

Usar Group Name; | *

Search | Reset

Search Criteria: ®
Results for the search criteria: (53 User Groups)

AlllNone

UG14 ~
UG15

UG18

uG17

UG1E

uG18

uG2

(L]

uG21

uG2z

UG23

UG -

18 » Page Size:|20 ~

Submit || Cancel |

Recently added user groups

SEITect User Group Name

UG18
|| G19

Permission: R ~

A
A

Parmission
R w
R »

Click Search.

Result: A list of user groups is displayed in the Results area.

Select the required user group(s). Use the >> or << keys to move the selected user group(s)
into or away from the Recently added user groups area.

From the Permission: drop-down list, select one of R, RW, or RWD permissions to allocate
read, read/write, or read/write/delete permissions respectively for the selected user group.

In the Recently added user groups area, do one of the following:

» Select the required user group(s).

» Click All to select all the user groups.

* Click None to deselect the user groups in the list.

190-409-089R1.6
Issue 1 June 2010



Appliances

10

190-409-089R1.6
Issue 1 June 2010

Adding permissions

* From the Permission drop-down list, select one of R, RW, or RWD permissions to
allocate read, read/write, or read/write/delete permissions respectively for the selected
user group.

Click Submit.
Result: The message Added the permissions successfully appears.
Click OK.

Result: The Permissions Properties page reappears and the newly added permissions
are displayed.

END OF STEPS



Appliances

Modifying permissions

Modifying permissions

Purpose
Procedure

1

2

3

4

5
2-168

To modify existing permissions on the appliance cluster.

To modify permissions on the appliance cluster, follow these steps:

In the Appliances tab, expand the Appliance Clusters folder.
Result: The appliance clusters appear in the hierarchy.
Select an appliance cluster.
Result: The properties for the selected appliance cluster opens.
Click the Permissions tab.
Result: The Permissions page opens.
Click Modify.
Result: The Modify Existing Permissions page opens.

Properties

Cluster Hame: [A01

Modify Existing Permissions

Humbar Of Permissions: (3 Parmissions)

Select

Al User Group Name Permission

Fl UG-R R w

[ UG-RW RW

O UG-RWD RWD v
1™ Page Size: |20 |

[adity J[Remoy ][ cancel |

Select the permission to be modified. Do one of the following:

» Click All to select all the user groups.
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From the Permission drop-down list, select one of R, RW, or RWD permissions to allocate
read, read/write, or read/write/delete permissions respectively for the selected user

group(s).

To view results on other pages:

* Click * to view the next page or select a page number from the drop-down list. You
may also increase the list capacity to up to 200 lines in the Page Size field and scroll
through a larger list after the page refreshes. Click << to return to previous pages.

END OF STEPS
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Mapping of user permissions

Overview

Appliance Cluster

Permission

R

RW

RWD

Table 2-16 User group permissions

Hierarchy

Visible

Properties

Enabled
All buttons
are
disabled.
Enabled
Modify is
disabled.

Enabled

All buttons
are enabled.

Appliances

Enabled

All the
buttons are
disabled.

Enabled

All the
buttons are
enabled.

Enabled

All the
buttons are
enabled.

The section describes how user permissions impact a user in AMS. Table 2-8 shows what
a user can view and perform, based on the permissions on an appliance cluster. The user's
permission on an appliance cluster is the most restricted permission among the

permissions of all the member appliances in the cluster.

Permissions Tab

Hidden
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Appliance group management

Overview

Purpose

Appliance group management describes how to set up a new appliance group in AMS. It
describes how to create/modify an appliance group record, make package and appliance
associations, and display appliance group properties. Additionally, it describes how to
delete appliance groups once they are no longer needed.
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Appliance groups overview

The AMS Appliance Groups tab allows you to manage the VitalQIP appliances in groups
as you deploy them on your network. When you assign appliances to groups, you have the
option to manage sets of appliances by groupings such as location or function.

The AMS Appliance Groups tab provides the following features:

Appliance group management

* Add/modify/delete appliance group records

Package management

» Customization of configuration files

* Deployment to appliance group

» Configuration history

» Version management and rollback

* Deletion of unused packages

Appliance management

* Modify/delete appliance records

» Disable/enable appliances

* Remote login support

» Remote appliance reboot

* Remote start/stop of VitalQIP services on appliances
» Verification of secure communication between AMS and appliance
* Log file retrieval

» Configuration file management and retrieval

» Status monitoring

File group management
* Associate file groups to an appliance group

» Deploy file groups

Appliance group hierarchy folders

AMS groups appliance groups into folders when the number of appliance groups in the
hierarchy is greater than the setting for the foldersize property in the ams-
manage.properties file. The default is 25. The folder name is determined by the first
appliance group in each folder.

2-172 190-409-089R1.6
Issue 1 June 2010



Appliances

Appliance groups overview

For information on changing the foldersize property, refer to the AMS Installation &
Configuration Guide.

Order of precedence for configuration files

The order of precedence of configuration files for an appliance that is part of an appliance
group is as follows:

4.
5.
6.
7.

Appliance custom configuration file
Default configuration file from appliance with different version of appliance group
Group custom configuration file

Package default configuration file

Packages are assigned (associated) to appliances or appliance groups. Packages may
include configuration files and these config files may be customized. Therefore, an
assignment may include config files. An assignment at the group level is inherited by any
appliance in the group. The above order of precedence exists because assignment can
happen at either (or both) levels.

A configuration file has a default version that is included with the package. This will
be delivered to an appliance in the default case. This is item 4 above.

A configuration file may be customized at the assignment level which includes the
appliance or appliance group. If the customization is done for an assignment to an
appliance, this is the ultimate version. This is item 1 above.

Assignments performed at the group level are logical since deployment to a group is
only tangible at the appliance level. The group serves as a template for multiple
appliances. This is item 3 above.

An appliance may have a different version of a package assigned to it than the version
assigned to the encompassing group. This different package version hides the version
assigned at the group level. If the assignment at the appliance level does not include
modified configuration files, the default configuration file version of the appliance
assignment is deployed. This is item 2. Note that if this configuration file were
modified, then item 1 would take precedence.

Inherited and direct package associations

Conflicts between different releases of inherited and direct package associations can be
resolved by withholding the inherited package and associating the direct package with the
appliance.
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Add an appliance group

Purpose

To add a new appliance group.

Before you begin

* A package associated directly with an appliance has precedence over the same kind of
package (be it a higher or lower version, or the same version number) inherited from
the appliance group.

» Normally, all the appliances in an appliance group receive a copy of the same
configuration file for a package when it is associated with that appliance group. If you
need the configuration file of one appliance in the appliance group to be different (that
is, specific to that appliance), you may associate that package directly with that
appliance and then configure the package configuration file for just that appliance.

Procedure

To create a new appliance group, follow these steps.

1 Inthe Appliances tab, mouse over the Actions menu and select Add Appliance Group.

Result: The Add Appliance Group page appears.

»| Add Appliance Group

Properties
* Appliance Group Name:
Comment
Appliances
Setect £ Legend
Al AppHance Name Status  Group Name K Daabied
El ANM1000-01 B Acas B e
0 " Bl office
O o] B
O SMSPart-001 E  aisPen-Group
| ALISPat002 B  wisPed-Group
] AMEPar-003 45Ped-Group
] AMBPert-004 B svsPed-Group
| _ AMSRad A0S Bl suepad.cemnn |0
1 & > Page Size:[ 20+
Submit i Cancel
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Note: If an appliance appears in red in the Appliance Name column, it indicates that
all its packages have been withheld. For further information, refer to “Withhold a
package from an appliance” (p. 2-92).

2  Enter values in the fields, as described in the following table.

Table 2-17 Appliance Group Basic Properties fields

Field Description

Appliance Group | Required. Enter a name of up to 50 alphanumeric characters for the
Name appliance group.

Comment Enter a comment of up to 255 alphanumeric characters if desired.

3 In the Appliances list, choose one of the following actions.

If you want to ... Then ...

Select an appliance Place a check mark in the Select checkbox
beside the Appliance Name you wish to
associate with the appliance group.

Select all the appliances in the Appliances Click All in the Select column.

list

Deselect an appliance Uncheck a Select checkbox beside the
Appliance Name you wish to disassociate with
the appliance group.

Deselect all the appliances in the Click None in the Select column.

Appliances list

Check properties of an appliance Click the appliance name and review the
properties. To return to the Add Appliance
Group page, click the Back button in your
browser.

4 When you have finished making your appliance selections, click Submit.

Result: A confirmation dialog box opens with the message Appliance Group saved.

5 Click OK to continue.
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Result: The Appliance Groups Properties page opens. Refer to “Display appliance
group properties” (p. 2-182) for more information.

END OF STEPS
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Display appliance properties

Purpose

Procedure

190-409-089R1.6
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To display appliance properties in an appliance group.

To display appliance properties in an appliance group, follow these steps.

In the Appliances tab, expand the Appliance Groups folder.

Result: The appliance groups appear in the tree.

Expand the appliance group you want to work with.
Result: An Appliances and a Packages folder appear in the tree.
Expand the Appliances folder.

Result: A list of appliances associated with or deployed throughout that appliance
group is displayed.

Click on the appliance whose properties you wish to review.
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Result: The Appliance Properties for the selected appliance opens.

Properties
Appliance Name: |three
HostName: |chree
Py Adidress: WS_ Format: nnnmnn.nnn.nean
IPvé Netmask |  Format ronnnnnnnnen
IPv4 Gateway Address: I_ Format: nonnnn.nnn ron
IPVE Address. |
P Preference: W
Appliance Cluster: |ewo
Appliance Group: W
Mode! Number| -
Reboot Required
Appliance 'u'erslun'l Get Yersion |
Created By [ansaduin |fun-05-z009 16:27:02
Modified By |aeaaduin |Tm-16-2009 12:47:34
Commant:
Status:[New _ Werify Communication |
Setup Info___ | Retrieve Fila_| Modify | Interfaces |
Rehoot | Delete ] User Account | Console Account |

For information on the fields in the appliance properties page, refer to Table 2-1,
“Appliance Properties fields” (p. 2-8) and Table 2-2, “Additional Basic Properties fields”
(p. 2-12).
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5

Choose from any of the following functions.

If you want to ...
Basic Properties

Verify communication with the appliance

Disable the appliance

Enable the appliance

Appliance Pair Details

Review an appliance pair

Appliance Cluster Details

Review an appliance cluster

Package Associations

Configure packages for an appliance and
override the package association in the
appliance group

Review pending deployments and deploy
packages on the appliance

File Groups

Associate file groups for an appliance group

Deploy file groups

Then ...

Click Verify Communication. For further
information, refer to “Verify communication
with an appliance” (p. 2-16).

Click Disable Appliance. For further
information, refer to “Disable an appliance”
(p. 2-126).

Available only if an appliance is disabled. Click
Enable Appliance. For further information,
refer to “Enable a disabled appliance” (p. 2-128).

Click the Appliance Pair link. The Appliance
Pair Properties page opens.

Click the Appliance Cluster link. The
Appliance Cluster Properties page opens.

Click Packages. For further information, refer
to “Configure packages for an appliance”
(p- 2-30).

Click Packages and click Deploy. For further
information, refer to “Review pending
deployments and deploy packages” (p. 2-40).

Click the File Groups tab. For further
information, refer to .

1. Click the File Groups tab.

2. Click Deploy.

Result: The Pending Deployments for Appliance
Group page opens.

3. Click Proceed. For further information,
refer to Chapter 4, “File groups”.
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If you want to ...
Configuration History

Review configuration history

Review package properties

Roll back a package deployment

Appliance Services

Check status of VitalQIP services

Appliance management functions

View setup information

Modify the appliance

Retrieve a configuration file or log file from
the appliance

Set up an administrative login on the
appliance or change the administrative login
password

Reboot the appliance

Expand the Configuration History section.
Click the Refresh icon (3-?‘7ll ) as needed.

Expand the Configuration History section and
click on the package you wish to review. For
more information, refer to “Review package
properties” (p. 2-82).

Note: You can also review package properties
by expanding an appliance in the appliance
hierarchy and clicking on a package.

Expand the Configuration History section.
Select a previous deployment and click Roll
Back. For information on rolling back a package
deployment, refer to “Roll back to a previous
configuration” (p. 2-100).

Click the Services tab. Click the Refresh icon
(=0) as needed. For information on managing
VitalQIP services on an appliance, refer to
“Manage services on an appliance” (p. 2-44).

Click Setup Info. For further information, refer
to “View appliance setup information” (p. 2-14).

Click Modify. For further information, refer to
“Modify appliance properties” (p. 2-25).

Click Retrieve File. For further information,
refer to “Retrieve a file from an appliance”

(p. 2-59). Additional procedures for retrieving
log files and configuration files that do not
involve data entry are described in “Retrieve a
log file” (p. 2-55) and “Review or modify a
configuration file” (p. 2-63).

Click User Account. For further information,
refer to “Enable a user account login” (p. 2-122).

Click Reboot. For further information, refer to
“Reboot an appliance” (p. 2-130).
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If you want to ... Then ...
Delete the appliance Click Delete. For further information, refer to

“Delete an appliance” (p. 2-131).

END OF STEPS
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Display appliance group properties

Purpose

To display the appliance group properties.

Procedure

To display appliance group properties, follow these steps.

2  Click on an appliance group in the Appliance Groups tree.
Result: The Appliance Group Properties for the selected appliance group opens.

File Configuration Service

»| Properties Appliances Packages Groups History Configuration

Permissions

Propertes

Appliance Group Hame: [RE1

Creatad By, [amsaain

Modified By, jamsadzin

|addmd £or AMT EOT Perf a

Comment |

Modify | [ Delete |

Note that since the appliance group was added, a Modified By field is now displayed. This
displays the user name of the administrator who modified the appliance record, as well as
the time at which the record was modified.
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Choose from any of the following actions.

If you want to ... Then ...
Appliance group management functions

Modify the appliance group Click Modify. For further information, refer to
“Modify an appliance group” (p. 2-190).

Delete the appliance group Click Delete. For further information, refer to
“Delete an appliance group” (p. 2-192).

Appliance management functions

Modify the appliance Click the Appliances tab and click Modify. For
further information, refer to “Manage appliances
in an appliance group” (p. 2-186).

Package management functions

Configure packages for an appliance group = Click the Packages tab and click Modify. For
further information, refer to “Configure
packages for an appliance group” (p. 2-198).

Review pending deployments for an Click the Packages tab and click Deploy. For
appliance group further information, refer to “Review pending
deployments and deploy packages” (p. 2-40).

Deploy packages for an appliance group Click the Packages tab and click Deploy. For
further information, refer to “Deploy packages to
an appliance group” (p. 2-203).

Associate file groups for an appliance group = Click the File Groups tab. For further
information, refer to “Associate file groups to an
appliance” (p. 2-106).

Deploy file groups 1. Click the File Groups tab.
2. Click Deploy.

Result: The Pending Deployments for Appliance
Group page opens.

3. Click Proceed. For further information,
refer to “Deploy file groups” (p. 2-109).

Review configuration history Click the Configuration History tab.
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If you want to ...

Review package properties

Roll back a package deployment

Set the startup type

Permissions

Then ...

Click the Configuration History tab and click
on the package you wish to review. For more
information, refer to “Review package
properties” (p. 2-207).

Note: You can also review package properties
by expanding an appliance in the appliance
hierarchy and clicking on a package.

Click the Configuration History tab. Select a
previous deployment and click Roll Back. For
information on rolling back a package
deployment, refer to “Roll back to a previous
configuration” (p. 2-213).

Click the Service Configuration tab. From the
Startup Type list, select one of the following:

+ Automatic

This is the default setting. Services are
started automatically when the appliance is
rebooted.

- Disabled

The services are disabled. The service will
not be started on reboot and the user cannot
start it from the AMS GUI as well.

« Manual

The service will not be started on reboot, but
the user can manually start it from the AMS
GUL

Note: Setting the startup type for an appliance
group overrides the settings for all the appliances
of the group.

Note: If the appliance's startup type is changed
later, a warning icon is displayed next to the
service name. When you mouse over the icon,
the message “Appliance startup configuration is
different from the Appliance group’s startup
configuration” is displayed.

Click the Permissions tab. For more
information about appliance group permissions,
refer to “Appliance group permission
management” (p. 2-224).
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Manage appliances in an appliance group
Purpose
To manage the appliances in an appliance group.

Procedure
To manage the appliances in an appliance group, follow these steps.

In the Appliances tab, expand the Appliance Groups folder and click on an appliance

1
group in the appliance group tree.

Result: The Appliance Group Properties page for the selected appliance group

opens.

Click the Appliances tab.

2
Result: The Appliances Properties page opens.

Properthes
Appliance Group Hame: [RS1

Associated Appliances
Associated Appliance Name Status  Group Name Legend
B Caabe
F dummiy-app-06d =] AG1 B tew
El orree

1 Page Size:| 20 |»

|_Modify
When an appliance name appears in red, it indicates that one or more packages

Note:
on that appliance are in a withheld state.

3 Click Modify.

190-409-089R1.6
Issue 1 June 2010



Appliances Manage appliances in an appliance group

Result: The Appliances list opens in Edit mode.

[>] Appliances

Properties
Appliance Group Name: [AG1
Associated Appliances
et N Status  Group N - e
All |Hone ppliance Name us Group Name B Disabled
I dummy-app-064 B AG1 B hew
[El orfine
&
|1 'I Page Size: |20 =
Available Appliances
Select 2 =
All | None Appliance Name Group Name
| AMM1000-01
| o} AMM1000-02
[l AMM500-01
| i} AMSPerf-001 AMSPer-Group
[ AMSPer-002 AMSPer-Group
| AMSPer-003 AMSPer-Group
O AMSPer-004 AMSPer-Group
im AMSPerf-005 AMSPer-Group
- AMSPef-ONA AMSPerd-Groun ﬂ

Note: Insufficient permissions for disabled items

|1 'I > Page Size: |20 =

The associated appliances and the available appliances are listed in the Associated
Appliances and Available Appliances areas respectively.

4  Choose one of the following actions.

If you want to ... Then ...

Select an appliance In the Available Appliances area, place a
check mark in the Select checkbox beside the
Appliance Name you wish to associate with
the appliance group.

Select all the appliances in the Appliances | Click All in the Select column.
list
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If you want to ... Then ...

Deselect an appliance Uncheck a Select checkbox beside the
Appliance Name you wish to disassociate with
the appliance group.

Deselect all the appliances in the 1. Click None in the Select column.

Appliances list A dialog box opens with the message Are
you sure you want to remove all the
package associations?

2. Click OK.

Check properties of an appliance Click the appliance name and review the
properties. To return to the Add Appliance
Group page, click the Back button in your
browser.

5  To save your changes, click Save.
Result: The Modify Appliance Associations Confirmation dialog box opens.
Mﬂ_:l'rfg.I Jl!.plul.ia.lnce nssn_ci.ll‘rju_l_rsl (.'U.IfITIII.!.ﬂmI

Areymou sure thal you wani to maks the following changes 1o the
appliance aseociabions of the group Chilaka 7

AMMA000-01

Added Appliances: bl

Remaoved Appllances:

0K | Cancel |

6  Click OK.

Result: A confirmation dialog box opens with the message Modified the appliance
associations, Please perform Deploy Packages to reflect the changes in
Appliance.
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Appliances

Note: If appliances you have selected have packages that conflict, a Package
Validation Error window opens. Click OK to close. Remove the association or update
the package on the appliance so that there is no package conflict.

Appliance Name Package Validation Errer

|80-02 The following packagas conflict vitalgip?_2-remole-7_2.592-2, vilalgip? 2-
g anferprise-7.2.592-4

. The following packages conflict vitalgip? . 2-remote-T 2 592-2, vitalgip? 2-

ES1000-01 anarpnee-7.2 5324

0K | Print
7  Click OK.
Result: The Appliances Properties page opens.
B D O S T B P S ettt ettt
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Modify an appliance group

Purpose

To modify an appliance group.

Procedure

1 In the Appliances tab, expand the Appliance Groups folder and click on an appliance
group in the appliance group tree.

Result: The Appliance Group Properties page for the selected appliance group
opens.

2 Click Modify.

Result: The Modify Appliance Group page opens.

»| Propenies

Propeities

* Appliance Group Mame: Chilaka

Crealed By |ansadnin [hpe-24-2000 13:37:04
Modifled By, |anaaduin |hpr-28-2008 10:52: 18
Comment:

Submit | cancel |

3 Revise field entries in this section as needed. Refer to Table 2-17, “Appliance Group Basic
Properties fields” (p. 2-175) for information on the fields.

4  To save the revised appliance group information, click Submit.
Result: The confirmation dialog Modified the appliance group appears.

5 C(Click OK to continue.
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Result: The full Appliance Group Properties page reappears.

END OF STEPS
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Delete an appliance group

Purpose

To delete an appliance group.

Before you begin

Procedure
1
2
3
4

2-192

All appliances in an appliance group must be disassociated before an appliance group can
be deleted. For information on disassociating appliances, refer to Step 3 in “Add an
appliance group” (p. 2-174).

To delete an appliance group, follow these steps.

In the Appliances tab, expand the Appliance Groups folder and click on an appliance
group in the appliance group tree.

Result: The Appliance Group Properties page for the selected appliance group
opens.

Click Delete.

Result: A dialog box opens with the message Are you sure you want to delete
<appliance group>?

Click OK to delete.
Result: A confirmation dialog box opens with the message Appliance Group deleted.

Click OK.

Result: The AMS splash screen opens.

END OF STEPS
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Appliance group package management

Overview

Purpose

Appliance group package management describes how to prepare an appliance group in the
AMS database for successful deployment of packages to VitalQIP appliances out on the
network. It describes how to configure the files that comprise the various DHCP, DNS and
Vital QIP remote packages, review package properties, and deploy those packages to
appliances in an appliance group. It also describes how to disassociate a package from an
appliance group, roll back to a previous version of a package, and delete a package once
there are no more appliances using it.
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Associate packages with an appliance group

Purpose

To associate packages with a new or existing appliance group.

Before you begin

Valid packages must exist in the AMS database before they can be associated with an
appliance group. For more information, refer to “Import a package” (p. 3-6).

Procedure

To associate packages with an appliance group, follow these steps.

1 Inthe appliance group tree, select the appliance group to which you wish to add packages.
If you have just added an appliance group, its properties are already displayed.

Result: The Appliance Group Properties page for the selected appliance group opens.

2  Click the Packages tab.
Result: The Packages page opens.

File Configuration Service

»| Properties Appliances Packages Groups History Configuration Permissions
Properties
Appliance Group Hame: |.F\E:
Packages
~ v
Associated Package Name Version Action L i
ot ase0caied
I+ 0 jre-16.0-5un Configura | El Assocaisd
= [ — | Degploymeant i in
08 italgipT 2-remate | Configure | B iiieis
r zd-remote - Sucomss fully
T deployed
RG-S Dut of syme with
r bootstrap ol
I dhepperf-client
H dnsped-client
r dnsperf-serer
! | | bre-14 2-50m 147901 .|
| Modify | | Deploy
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3  To associate packages with the appliance group, click Modify.

Result: The Packages list is activated.

! + Packages
Properties

Appliance Group Mame: [Chi Laka

i, ik
Legend —
Mot a=scriated

Salect BB Asszocisbed

AR Package Hame Version Action Depioyment i in

Hone [ 1] progrEss
M jra-1 B O-sin 1.6.0.04-1 Configure | = BN Successtully deploved
B8 yitalgip? 2-remote 725922 % _Configure | ut of 3ync win

Apphanca

& ad-rernote 2352
El ad-semver 2.35-2 +
El free1.4.2-5un 142,961 »
B jre-1.5 0-zun 150141 w
O ntp- server 102 v
£ qddns 4.294 w
£ qddns-ha 1.0.21 » i

Save | Cancel |

4  Choose one of the following actions in the Packages list.
If you want to ... Then ...
Select a specific package Place a check mark in the checkbox beside the

Package Name you wish to associate with the
appliance group.

The Modify Package Associations
confirmation dialog opens. Click OK to
continue or Cancel to abort.
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If you want to ... Then ...

Change a package version Select the specific Version from the drop-down
list for each selected package.

Packages such as gip-enterprise and sybase
cannot be easily downgraded. If you try to
downgrade those packages, a dialog box opens
with the message Could not downgrade the
package. For information on how to downgrade
the enterprise and sybase packages, refer to the
Appliance Packages Configuration Guide.

Select all packages in the list Click All.
Deselect all the packages in the list Click None.

Result: A dialog box opens with the message
Are you sure that you want to remove all
the package associations?

Disassociating a package might mean that
the functionality offered by that package
would be removed from the appliance (the
next time the Deploy Packages is invoked),
and may therefore disrupt a running service.

Click OK to continue or Cancel to abort.

Configure a package in the list Click the Configure button alongside the
package you want to configure. To configure a
package, refer to “Configure packages for an
appliance group” (p. 2-198)

5  When you have finished making your package association selections, click Save.

Result: The confirmation dialog Modified the package associations appears.
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6

Note: If you select a package that has dependencies on another package that is not
selected, a package validation error dialog box opens.

"} Package Validation Errors -

Maozilla Firafox

L | hktpedfi0,10,0. 368080/ smsfhtml_enjApplsnceGroupPackages himiznull g

Appliance Namne Package Validation Eror
The Tollowing packages conflict: vitalgipT-rarmots-7.0.520-4, vitalgips-

AMi 000-D1 remate-6,2 53-1 vitalgip? 1-remote-7 1.1 68-2, vitalgip? 2-remote-7 2 562-2,
sybasebd-1502.6-2, sybase-150.26-2, vitalgip? F-enterprise-7.2.592-4,
ad-ramote-2.3.5-2, gddns-ha-1.0,2-1, vitalgip? 1-anerprige-7 1,168-3
Thie Tollowing packages conlict vitalgipT-ramote-7.0.520-4, Wlalgips-

L ——— rermate-6.2 53-1, vitalgip? 1-remote-7 1.1 68-2, vitalgip7 2-remote-7 2 5823,
sybasebd-150.2 6-2, sybase-150.2 6-2, wialgip? Z-enterprise-7.2 592-4,
ad-remote-2.3.5-2, gddns-ha-1.0.2-1, vitalgip? 1-enterprise-7.1.168-3

0K Print
Dnoaie
Click OK to close or Print to retain a record of the error.

Click OK to continue.

Result: The Packages list is refreshed. The Associated package icon appears beside
the package name in the Appliance Group Hierarchy.

END OF STEPS
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Configure packages for an appliance group

Purpose

To configure packages for an appliance group.

Procedure

To configure packages for an appliance group, follow these steps.

1 Inthe appliance group hierarchy, select the appliance group you wish to configure. If you
have just added an appliance group, its properties are already displayed.

2  Click the Packages tab.
Result: The Packages page opens.

3  Locate the package you want to configure and click the Configure button that appears
beside it in the Action column.

Result: The Configure Files for Appliance Group: <appliance group name> page
opens.

Configure Files for Appliance Group: AG1

Package Name: [qddns

Package Version |d..‘l_ 11-1

Al configuration file changes may be deployed from the Appliance Group Packages screen using the Deploy batton.

el gion Deploynent Stat Deployinent End Confiyg File Maddified?
411141 Mo Deployinent L5205 T T T L (94 4 2 S5
41111 Jun-15-2009 13:40:27 Jun-15-2009 13:42:57 feteramrafcont digip-named

Close |

4  Select the configuration file in the Config File list that you wish to configure.

For further information on the gip.pcy file, refer to Appendix A, “VitalQIP policy files” in
the Appliance Packages Configuration Guide. For further information on DNS and DHCP
user exits, refer to the “Network services” chapter in the VitalQIP User’s Guide.

Note: Some packages do not have configuration files. If you select them, a dialog
box opens with the message The selected package contains no config files.
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Result: The Config File Editor opens in another browser window.

Config File Editor: loptiautedisclconfigladAgentServer properties
O Usethe package's dafault config file
&) Edit this config file
Edit a copy of the previous config file

) Upload Browse
# Lucent Autobiscovery Agent Properties File ~
L]
# AD_VERSION_STRING:0.0.0
¥
R B T s R P S PR P P S ) | Find ‘I
# Properties f£ile for the Agentervice. ! Replace:
# Changes to cthis file will KOT be reflected in the Service umntil it has been | i
restarted, | match case: [ Exact Match: [
¥ | __Find Replace
‘ Replace/ Find | Replaco All |
# Enable XML Server debug (currently sepecate from application debugging)
L
sml ServerDebugetrue
Comments:
save | cancel |
5  Choose one of the following options.
If you want to ... Then ...
Use the default 1. Click the Use the package’s default config file option.
configuration file 2. Click OK to use this file without changes.

Result: A dialog box opens with the message Config file changes
saved.

3. Click OK.

Result: The Config File Editor closes and the Configure Files for
Appliance Group: <appliance group name> page opens.

Search for text in a Enter the phrase for which you are searching in the Find field. Click
configuration file the Exact Match and Match Case options as needed.
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Replace text in a
configuration file
Edit the current file
2-200

Configure packages for an appliance group

Then ...

Only available when a file is not read-only.

1. After you have entered text in the Find field, enter the text you
wish to replace in the Replace field. Click the Exact Match and
Match Case options as needed.

2. Choose one of the following:

»  To replace one instance, click Find and when a matching
instance is found, click Replace.

«  To replace one instance and find another match, click Find
and when the matching instance is found, click
Replace/Find.

+  To replace all matching instances, click Find and when a
matching instance is found, click Replace All.

3. To save your edits, click Save.

Result: A dialog box opens with the message Config file changes
saved.

4. Click OK.

Result: The Config File Editor window closes and a check mark (+")
appears in the Modified? column.
1. Click the Edit this config file option.

Make your edits. Use the Find/Replace functions as needed.

3. If you wish to enter a comment, enter up 255 alphanumeric
characters in the Comments field.

4. Choose one of the following options:

»  Click Save to write your changes to the file.

Result: A dialog box opens with the message Config file changes
saved.

5. Click OK.

Result: The Config File Editor window closes. If the file was
modified, a check mark () appears in the Modified? column.

+  Click Cancel to close the editor without saving any edits.
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If you want to ... Then ...

Edit a copy of the most | 1. Click the Edit a copy of the previous config file option.

recent configuration 2. Make your edits. Use the Find/Replace functions as needed.
file. 3. If you wish to enter a comment, enter up 255 alphanumeric
Note: Not available characters in the Comments field.

for a new appliance 4. Choose one of the following options:

group or if the previous »  Click Save to write your changes to the file.

version is a binary file. ) ) L
Result: A dialog box opens with the message Config file changes

saved.
5. Click OK.

Result: The Config File Editor window closes. If the file was
modified, a check mark (") appears in the Modified? column.

+  Click Cancel to close the editor without saving any edits.
Use a local 1. Click the Upload option.
configuration file Result: The text view and the Find/Replace functions close.
2. Click Browse.

Result: A dialog box opens in your browser where you can select a
file.

3. Locate the file you want to upload.

4. If you wish to enter a comment, enter up 255 alphanumeric
characters in the Comments field.

5. Choose one of the following options:
+  Click Save to save the uploaded file.

Result: A dialog box opens with the message Config file changes
saved.

6. Click OK.

Result: The Config File Editor window closes. Click OK to close the
confirmation dialog box.

+  Click Cancel to abort the upload of the file to the appliance.

6  Repeat steps 3 to 5 until all the configuration files are set up as you want them.

7  Click Close.

Result: The Config File Editor window closes and the Packages tab opens.
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8  Choose from the following options.

To deploy the packages you just configured, click Deploy. For further information on
deploying packages, refer to “Deploy packages to an appliance group” (p. 2-203).

+ To modify the packages, click Modify. For further information on modifying packages,
refer to “Associate packages with an appliance” (p. 2-27).

END OF STEPS
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Deploy packages to an appliance group

Purpose

To permit controlled introduction of packages throughout an appliance group.

Before you begin

* One or more packages should be associated with the appliance group. For information
on associating packages, refer to “Add an appliance group” (p. 2-174).

» The packages should be configured as necessary. For information on configuring
packages, refer to “Configure packages for an appliance group” (p. 2-198).

Procedure

To deploy packages to an appliance group, follow these steps.

1 Inthe Appliances tab, expand the Appliance Groups folder and click on an appliance
group in the appliance group tree.

Result: The Appliance Group Properties for the selected appliance group opens.
2  Click the Packages tab.

Result: A list of packages opens.

" File Configuration Service
»| Properties Appliances Packages Groups History Configuration Permissions
Properties
Appliance Group NHame: |.'\$:
Packages
~ A
Associated Package Name Yersion Action Legend
Not associated
I+ B jre-1.6.0-5un Configure | El Assocated
i oy o | Deploymeant is in
B8 yitalqipT 2-remate | Configure | M oo
B ad-remote _ Successfully
A - deployed
ad-sernver Out of syne with
r bootstrap apphance
r dhepper-client
B dnsper-client
r dnsper:-sarer
sl jre1 4 2-sun UAAFAET .|
| Modify | | Deploy
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3  Click Deploy.
Result: The Pending Deployments for Appliance Group page opens.

[ http:/f10.10.0,36:8080)ams/html_en/PendingDeploymentDet ails, htmi?id=58fype=applianceGroup

Pending Deployments for Appliance Group

Current Packages

ad-remote-2.3.5-2 ~
ad-server-2.3.5-2

To Installjre-1.4.2-sun-1.4.2.16-1

jre-1.5.0-sun-1.5.0.14-1

Jjre-1.6.0-sun-1.6.0.04-1 v

To Remove:)

To Upgrade:

To Downgrade:

Update Config Files]

Comments|

Pending File Group Deployments 2

Done

4  The pending deployments are organized as described in the following table.
Table 2-18 Deployment categories

Category Description
Current Packages | Displays packages that are currently deployed.

To Install Displays packages that are associated indirectly through an appliance
group. These are the packages to be deployed the next time the Deploy
Packages function is performed.

To Remove Displays packages that are deployed on the appliance but have been
disassociated from the appliance directly or indirectly through an
appliance group.

To Upgrade Displays packages in the next deployment group that are more recent
versions than those currently deployed on the appliance.
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Category Description

To Downgrade Displays packages in the next deployment group that are older versions
than those currently deployed on the appliance.

Update Config Lists the configuration files that are known to have changed since the last
Files deployment.
Comments Optional. Enter up to 255 alphanumeric characters.
Pending File Lists the file groups that are pending deployment on the appliance. Scroll
Group down the Pending Deployments for Appliance page.
Deployments
= Pending File Group Deployments
Name Operation &
Details
Boc Retain File Group

Option: [#] Deploy pending file groups

[ Proceed ||  cancel |

Select the option Deploy pending file groups to deploy the file groups
that are pending deployment.

5  Click Proceed to continue with the deployment. Click Cancel to abort.

Result: The dialog box closes and the Packages page opens. The icons in the Package
Name list change to orange status while the deployment is in progress.

6  When the deployment is completed, a dialog box opens with the message Package
deployment on <appliance group name> has finished.
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Result: The deployment time is displayed with a start and end time stamp.

[«1[2] Properties Appliances Packages File Groups Configuration History Service Configuration Permissions
Properties

Configuration History 55

select DIOMMENE pacyageys) Config File(s) File Group(s)

o o
" Bieiammicont digip-gnigrprige-ha
4 " ateha daiinkes
lgig-enteipris e-dr- .
italgig-entemprise-dr-1.0.0-22 atoha dha d

varlibhesrtbest'crmicib install sml

All packages removed

Al packages removed

gybase-replicstion-serer-15.2-37 eiclammicont disybase-rg

etciammicon digip-enterprise-ha
o 8l BB AT 81 . 0-07 gt diauthk ey
atcha diha ol

arlibihe aibeaticrmicib install sml

4 Page Size |5 &

2| [ Delete Page

Note: It can take several minutes for the package(s) to be deployed. While the
deployment is in progress, only the start time stamp shows under Deployment Time.

Failed transfers display an end time in underlined red text. Click the link to determine
what the error was. A transfer error could be caused by an appliance being down or a
network problem. Use the Verify Communication function on an appliance’s property
page to confirm that the network connection is working and that the authentication
information stored for that appliance is correct. A network problem could be
transitory, in which a case a subsequent redeploy should work.

END OF STEPS
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Review package properties

Purpose

Procedure

190-409-089R1.6
Issue 1 June 2010

To review an appliance group’s package properties.

To review package properties in an appliance group, follow these steps.

Method 1
In the Appliances tab, expand the Appliance Groups folder.
Result: The appliance groups appear in the tree.
Expand the appliance group you want to work with.
Result: An Appliances and a Packages folder appear in the tree.
Expand the Packages folder.

Result: A list of packages associated with or deployed throughout that appliance
group is displayed.

Click on the package with the properties you want to review.



Appliances Review package properties

Result: The Package Properties page opens.

[+]] Propemnies Assoclations

Package Properties
hame: i'.'lta].qip—anr.e:p:l:c—h:.
versionf1.0.0-13
#«r:hdadura'!:& E_64d

Required System{z
Supports Downgrade:
Requires Rebook [
‘heartbeat

Sanices:

letclammiconf.d'gip-enterprise-ha
felcha.diauthkeys

Connfg Files ietcha.dha.cr
warlibheartbeat' leib.i ILxmi

‘sybase-replication server
Preraquisiles: system-patch2({>=20090819-2) Praovides:
| vitalgip7.2-enterprise [

(pdns-na
Cmmds_-ﬂlﬂnlp—mmas—dr

5 Review the values in the fields, as described in the following table.
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Table 2-19 Package Properties fields

Field

Name
Version
Architecture

Required System

Supports downgrade

Requires Reboot
Services
Config Files

Prerequisites

Provides

Conflicts

END OF STEPS

Description

Displays the name of the package.

Displays the package version.

Displays the platform type on which the package runs.

Indicates the supported appliance platform. If this value is
empty, it indicates that the package can be deployed on all
appliance platforms.

Indicates whether the package can be downgraded or not. The
Sybase and VitalQIP Enterprise Server packages cannot be
downgraded, for example.

Indicates whether the appliance needs rebooting.
Displays the services contained in the package.
Displays the configuration files contained in the package.

Lists any other packages that must be deployed with this
package in order for it to work properly. A prerequisite may be
satisfied by either a package name or a name from a package’s
Provides field. If a prerequisite package has not been imported
into AMS, the name appears in red.

Displays any supplementary names that the package has
declared. These names are equivalent to the package’s primary
name for validating that another package’s prerequisites are
satisfied.

Displays other available packages with which the current
package is incompatible.

In the Appliances tab, expand the Appliance Groups folder.

Result: The appliance groups appear in the tree.
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3 Click the Configuration History tab.

Result: A history of package deployments opens, with package links shown in the
Packages column.

[«]73] Propemies Appliances Packages File Groups Configuration History Service Configuration Permissions
Properties

Appliance Group Hame: |-."-|' ilaks-DR
Configuration History 55
Select mw“"”' Packageis) Config File(s) Fila Group(s)

sse-regplication-serer-15 2.7

Mar-11-2010 plication-utits-1.0 2-13

raplic -yl ol

~ 0256 £
E Mar-11-2010 etgigmmicont digip-enterprise-ha
03.00:18 aloha dlaythkeys

aichadha o
varlibheantneaticrmicin. install omi

All packages remaved

All packages remaved

sibase-replication-serer-15.2-27 stoammicont disibase-rs
cte/ammicont disibace-replication-ubls
2 ba SE-T8 licatign-utiis-1.0.2-1% optsybase-replication-utils'eic'sibase-

rgplicabon-ytils conf
gtoammicont digip-enferprise-ha

tcha dauthkes
atcha dha ol

varlibhearbesticrmicib installoml

188 Page Size; |5 =

| [ Details ][ |[Delete Page |

Packages listed in the Configuration History page have color status indicators, as
described in the following table.

Table 2-20 Package status indicators

Color Status

Blue Indicates that the package/version was actually downloaded and installed on
that deployment.

Grey Indicates that the package/version was already deployed to the appliance and

is being listed for completeness.

Black Indicates that the package has been deleted and is no longer deployed
anywhere. It is listed for historical completeness in case it needs to be
reimported for a package rollback.
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Result: The Package Properties page opens.

[<]] Propemies Associations

Package Properties
Mame: i'.':talqig:—en:e:p:'_se—h!.
varsionf1.0.0-13
M:hdedure‘f:& E_&d

Required System|z

Supports Downgrade:
Requires Reboot [

‘heartbeat

Sendces:

letciammiconf.d'gip-enterprise-ha
fetchad'authkeys

Config Fles: letcha.dha.cl
varfibmeartbeat'crmicib.install xmi

“sybase repiication server
Fraraguisites: system-patch2(>=20090819-2) Frovides:
witalgipT.2-emerprise |
‘qddns-ha
Contlics. Hakgip-enterprise-dr

5 Review the fields, as described in Table 2-19, “Package Properties fields” (p. 2-209).

END OF STEPS
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View deployed file group details

Purpose

To view the deployed file group details.

Procedure

To view the deployed file group details, follow these steps.

3 Click the file group that is displayed in the File Group(s) column.

The File Group Properties page opens.

Deployed File Group Details

Propertles
File Group Hame: |F1
Filanama Size Hash Owmer Group Permissions
optcomments tt 1366 bytes 2a5aSodabTaadfT4e83cbBadT25aedd roat oot 644
Close

The following table describes information that is displayed in read-only fields in this page.

File Group Properties Description

File Group Name Name of the file group

Filename Name of the file in the file group

Size File size (in bytes)

Hash Checksum to verify the integrity of the file
Owner Specifies the owner of the file

Group Specifies the group to which the file belongs
Permissions Specifies the permissions on the file

4  Click Close.

END OF STEPS
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Roll back to a previous configuration

Purpose

files.

Before you begin

Procedure

Some packages, such as vitalgip-enterprise and sybase, cannot be downgraded.

To roll back to a previously deployed package or set of packages and their configuration

To roll back an appliance group to a previously deployed package or set of packages,
follow these steps.

In the Appliances tab, expand the Appliance Groups folder and click on an appliance

group in the appliance group tree.

Result: The Appliance Group Properties for the selected appliance group opens.

Click the Configuration History tab.

Result: A history of package deployments opens.

Mar-03-2008 29 102
~ 041606
' Mar03-2009 system-paich-
041708 Z0080208-1
witalgips J-remote-
12592-2
z 21in.
qddns-4 2 4-1
Mar-03-2008 Sl
~ 04:11.02
' Mar03-2008  system-patch
04:12:33 ZO0E0206-1
vitalgip? . 2-remate-
r2093-3
Feb-24-2009
~ 0530033

=" Feb-24-2000

re-1 .6, 0-sun-1.6.0,04-1

qddns-4.2.4-1

053108

1 =

Holl Back |

ko Page Size: 5

Details |

Delete

All packages rermavad

L

TR O T

i i Nl
1]
fetciha diva of
pearflitvheatheatic o b sml

{optioipigip poy
loptoiplaipkevstore
[opbaipfQipkensstores
{optigiphitalgip.cer

fetclammicont digddns-ha

Letciha diauthkeys
feleha dia.cf

{optinipfgip poy
I'DEBQIE.‘QIE'KEE;ID[E‘
loptgipigipkevstored
I i ip car

| Delete Page
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3 Click the Select option beside the deployment to which you wish to roll back.

4 To see more information about the package, click Details.

Result: The Details window opens.

Properties

Appliance Group Mame: [Chi laka
Revision Set

Deployient Start: [Mar-03-2009 10:27: 49

Degloyiment End: [Mar-03-20098 10:28: 19

Deployed by: [amaaduin

Commmeent s:

Package Deploymnernts

Package{s}
Jre-1_6.0-gun-1_6.0.04-1
qodms-4.27.4-1

gddms-ha-1.0.2-1
systam-patch-20090209-1

wWilalgipT 2-remole-7 2. .582-2

File Group Deployinents
Mone
Applance Rewvision Errors

Mong

oK Print

Config File{s)

fetcfammiconf digddns-ha
fatcha diautivkeys

Jatcha diha.of
Nanfibheartbeaticrmicib xml

foptigipfakp. poy
Toplfgipfaipkeysions
JopligipfgipkeysioraZ
foptiqipivitalgip . cer

5 Review the revision set. Scroll down as needed to see any errors in the Appliance

Revision Errors area.

7  If you wish to continue with the roll back, click Roll Back.
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Result: The Rollback dialog box opens.

Rollback

Do you want to deploy che =elected ser of packages and config files co the applisnce group Chilaka nows

Comments

Procesd | Cancel |

8  Enter a comment of up to 255 alphanumeric characters and click Proceed to continue.

Result: The packages in the Appliance Group hierarchy change to an orange status (In
progress).

9  When the deployment is completed, a dialog box opens with the message Package
deployment on <appliance group name> has finished. The packages in the appliance
group hierarchy are no longer in an orange state.

10  Click OK to continue.

END OF STEPS
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Appliance group file group management

Overview

Purpose

Appliance group file group management describes how to associate and deploy a file
group to an appliance group.
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Associate file groups to an appliance group

Purpose

To associate file groups to an appliance group.

Before you begin

» File groups must exist in the AMS database before they can be associated with an
appliance group. For more information, refer to “File groups™ (p. 4-1).

Procedure

To associate one or more file groups with a new or existing appliance group, follow these
steps.

1 In the Appliance Group Properties page, click the File Groups tab.

Result: The Associated File Groups page opens.

Associmed File Groups

Assockated Hatne LT

ot assosisted
% Associsted
g Deploymert isin

prOgress
Succesziuly
" dephoyed
gt of sync with
appliance
Fi
Modify | _Deploy |

2  To associate file groups with the appliance group, click Modify.
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Result: The file groups are listed in the Available File Groups section.

{2 File Groups
Properties

Appliance Group Name: [Thileka-2a

Associated File Groups
Legen
1 Haoi
Select | assooated
Hame |
£l Hong | % Assocatec
= % Fooo | oepeyment
—e | & =
d % roe2 | oregress

| spplance

Available File Groups

O Fiz1

E] FG10

O FG100

[ Fa11

O FG12 i
18 > Page Size: |20 ¥

| Save || Cancel

3 Choose one of the following actions in the Available File Groups list.

If you want to ... Then ...

Select a specific file group Place a check mark in the checkbox beside the
File Group Name you wish to associate with
the appliance.

Select all file groups in the list Click All.

Deselect all the file groups in the list Click None.

Result: A dialog box opens with the message
Are you sure that you want to remove all
the file group associations?

Click OK to continue or Cancel to abort.

4 When you have finished making your file group association selections, click Save.
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Result: The Modify File Group Associations Confirmation page opens.

IMaalify File Group Associations Confinmation

Are you sure thal you wani o make followdng changes o the fle group
associations of the group AGT 7

F2

Added File Groups

Removed File Groups;

OK Cancel |

5 Click OK to continue.

Result: The confirmation dialog Modified the file group associations appears.

6  Click OK.

END OF STEPS
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Deploy file groups

Purpose

To deploy file groups to an appliance group.

Procedure

To deploy file groups on an appliance group, follow these steps.

1 In the Appliance Groups Properties page, click the File Groups tab.

Result: The File Groups Properties page opens.

2  Click Deploy.

Result: The Pending File Group Deployments for Appliance Group page opens.

Pending File Group Deployments for Appliance Group

Haime Chpper ation
Fi Retain File Group
Dretails:
F2 Deploy File Group
Cormrrents:

proceed |  cancel |

3  File group names are populated automatically in the Name column. The Operation
column can have one of the following values:

» Retain File Group
» Deploy File Group

« Remove File
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4  Click Proceed.
Result: A confirmation dialog is displayed.

5  Click OK.

END OF STEPS
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View file group properties

Purpose

Procedure

To view file group properties.

To view file group properties, follow these steps.

In the Appliance Group Properties page, click the File Groups tab.

Result: The File Groups Properties page opens.

Click the Files tab.

The File Group Properties page opens.
Properties
File Group Mame: _.

Files

Total number of flas: (3 files)

Filename Slpe Hash Owmer Group Permissions
272 byles 1c0adfid 11831774274 18e629230aTE0 root oot 544
36854 bytes | GABI114bBI4D 67 oot oot 644
1356 bytes 33fa8idabTaa T 4e83doEad725aead root root 644

1 b Page Size. |20

The following table describes information that is displayed in read-only fields in this page.

File Group Properties Description

File Group Name Name of the file group

Filename Name of the file in the file group

Size File size (in bytes)

Hash Checksum to verify the integrity of the file
Owner Specifies the owner of the file
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File Group Properties Description
Group Specifies the group to which the file belongs
Permissions Specifies the permissions on the file

5  Click the Filename link.

Result: The File Properties page opens.

«|[»] File Group : F1 > File Properties
Properies

File Group Name: |E“.

F:Iename':| opc/2480. tat
Size: |272 bytea
Hash |E::n?:fd:li6‘."—+2‘-‘.'.E§-523:23u'¢.':-
Owner; [zoot
Group: [zoot
FEWESWHQEE

Comments

6  Click Back to go back to the File Group Properties page.

END OF STEPS
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Appliance group permission management

Overview

Purpose

User permissions in AMS support granular access control. This allows the administrator to
monitor user activity on appliance groups in AMS. A user has the required privileges

needed in AMS.
For information about user permissions and roles, see ‘“User permissions and roles”
(p. 2-72).
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Adding permissions

Purpose
To add permissions to the appliance group.
Procedure
To add permissions to the appliance group, follow these steps:
1 Inthe Appliances tab, expand the Appliance Groups folder.
Result: The appliance groups appear in the hierarchy.
2  Select an appliance group.
Result: The properties for the selected appliance group opens.
3 Click the Permissions tab.
Result: The Permissions page opens.
Properies
Apphance Group Hame: RE1
Direct Permissions
Humber Of Permissions: (2 Permissions)
User Group Namex Parmission
uat R
1 Page Siza:| 20 &
| add || Modity |
The following table describes information that is displayed in read-only fields in this page.
Permission properties Description
Appliance Displays the name of the appliance group
Group Name
User Group Name Displays the names of user groups to which permissions on
the appliance group are granted
190-409-089R16 2225
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Permission properties Description

Permission Displays the permissions assigned to the user groups in the
appliance group

Click Add.
Result: The Permissions Properties page opens.

Properties

Appliance Group Name: |51
Add New Permissions

User Group Name: | *
| search || Reset
Search Criteria: ® Recently added user groups

Results for the search criteria: (54 User Groups)

Selact User Group Name Permission
Allllione Alldone
doc.permission ~ (v UG10 R s
HARI GROUP = s
UG-R ] UiG11 R -
UG-RW C uz1z
UG-RWD Permissions R v :
uG10
uG11
uG12 |:|{{
uG13
uG14

UG1s
UG16 e

188 » Page Size [ 20

Submit |[ Cancel |

Click Search.

Result: A list of user groups is displayed in the Results area.

Select the required user group(s). Use the >> or << keys to move the selected user group(s)
into or away from the Recently added user groups area.

From the Permission: drop-down list, select one of R, RW, or RWD permissions to allocate
read, read/write, or read/write/delete permissions respectively for the selected user group.

In the Recently added user groups area, do one of the following:

* Select the required user group(s).
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» Click All to select all the user groups.
* Click None to deselect the user groups in the list.

* From the Permission drop-down list, select one of R, RW, or RWD permissions to
allocate read, read/write, or read/write/delete permissions respectively for the selected
user group.

Click Submit.
Result: The message Added the permissions successfully appears.
Click OK.

Result: The Permissions Properties page reappears and the newly added permissions
are displayed.

END OF STEPS
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Modifying permissions

Purpose

To modify existing permissions on the appliance group.

Procedure

To modify permissions on the appliance group, follow these steps:

1 In the Appliances tab, expand the Appliance Groups folder.
Result: The appliance groups appear in the hierarchy.
2  Select an appliance group.
Result: The properties for the selected appliance group opens.
3 Click the Permissions tab.
Result: The Permissions page opens.
4  Click Modify.

Result: The Properties page opens.

Propenies

Appliance Group Name: |kavikta_groop
Mindiity Existing Permissions

Numbar O Permisajons: (1 Permission)

Select

User Group Hame Pammission
dll] Bor
= ddea_user_group RWD v
1 Fage Size: | 20 &

| Modify |[Remove | Cancel |

5  Select the permission to be modified. Do one of the following:
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» Click All to select all the user groups.

* Click None to deselect the user groups in the list.

From the Permission: drop-down list, select one of R, RW, or RWD permissions to allocate
read, read/write, or read/write/delete permissions respectively for the selected user

group(s).

To view results on other pages:

* Click * to view the next page or select a page number from the drop-down list. You
may also increase the list capacity to up to 200 lines in the Page Size field and scroll
through a larger list after the page refreshes. Click << to return to previous pages.

END OF STEPS
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Mapping of user permissions

The section describes how user permissions impact a user in AMS. Table 2-8 shows what
a user can view and perform, based on the permissions on an appliance group.

Appliances

Enabled

All the
buttons are
disabled.

Enabled

Modify is
enabled.

Enabled
Modify is
enabled.

Package

Enabled

All the
buttons

are
disabled.

Enabled

All the
buttons
are
enabled.

Enabled

All the
buttons

are
enabled.

File
Groups

Enabled

All the
buttons

are dis
abled.

Enabled

All the
buttons

are en
abled.

Enabled

All the
buttons

are en
abled.

Configuration
History

Enabled

All buttons
except Detail
are disabled.

Enabled

All the buttons
are enabled.

Enabled

All the buttons
are enabled.

Service
Configu
ration

Enabled

All the
buttons

are
disabled.

Enabled

All the
buttons
are
enabled.

Enabled

All the
buttons

are
enabled.

The Modify and Delete buttons are disabled on an appliance group on which the user has

Overview
Table 2-21 User group permissions
Permission Properties
R Enabled
All buttons
are
disabled.
RW Enabled
Delete is
disabled.
RWD Enabled
All buttons
are enabled.
only read permission.
2-230
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3 Packages

Overview
Purpose
This chapter describes how to work with Vital QIP appliance packages after you import
them into AMS.
Contents
This chapter covers these topics.
Packages overview 3-2
Download Appliance Manager files 3-4
Import a package 3-6
Display package properties 3-9
Delete a package 3-13
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Packages overview

Purpose

The AMS Packages tab allows you to import VitalQIP services packages that you have
downloaded from the Alcatel-Lucent electronic delivery site (ALED). It provides the
following features:

* Import packages

» Review package properties

» Delete packages that are no longer in use

Service Packages

Alcatel-Lucent provides the following service packages that permit delivery of service
fixes/patches between VitalQIP and AMS. Examples of the packages include:

« VitalQIP DNS Remotes

« VitalQIP DHCP Remotes

« VitalQIP Remote Services
¢ Linux OS upgrades

* VitalQIP Enterprise Server
* Sybase

« JRE

Service Packages are packaged in LPF files that are posted on the Alcatel-Lucent
Electronic Delivery (ALED) site. The LPF file includes a default set of configuration files
for the service (if applicable), which can be further configured for the customer’s network
by the Administrator. VitalQIP AMM understands the LPF file format, which allows for
the remote package administration feature.

LPF directory structure

LPF files are posted in a directory structure in which each major revision of AMS has a
top-level directory that contains both a server directory and a packages directory. The
server directory contains InstallShield executables, whereas the packages directory
contains LPF packages that are placed in directories based upon the package name. This
directory may contain multiple versions of a package. For example:

am-1.1/amm
am-1.1l/amm/packages
- gdhcp
- gdhcp-5.4.21-1.1386.1pf
- gqdhcp-5.4.28-1.1386.1pf
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- qgddns
- qddns-4.0.17-1.i386.1pf
- gqddns-4.0.19-1.i386.1pf

- vitalgip6-remote

am-1.1/ams

- amsSetupLinux-1.1B5.bin
- amsSetupLinux-1.1B6.bin

am-2.0/amm/packages

am-2.0/ams
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Download Appliance Manager files

Purpose

To access the Alcatel-Lucent ALED site and download files related to Appliance Manager.

Procedure

To download Appliance Manager files, follow these steps.

1  Click the ALED site icon ( & ) in the AMS toolbar.

Result: The ALED site login window opens.

Labulions Products & Services B v s Ry Support Contact Us Alsout Us My ACcmes

@ English ™ Worldwide Search n
UserCentric h.dbind For Husiness Critical Endd to End 1
Experience Al Communicatisns Tramsbarmatien

Alcatel-Lucent Customer and Business Partner Portals

About this Portal Registered User Login Related Links

This Portal iz for users who have User Hame ® Account Benefits

registeared as Customers or Busingss B Customers
Password

Partners, It is your gateway to resources
stch as Order Management, Customear & ® Reqistration FAQS
;u-: as '_d' apagament, Custome By clicking on the login button, you agree to the Bisirajin 5
Support, Training, Industry Analyst Tarere of U - ® Register for Access

rmE of USe
Ralations, and Colleboration tools, If you & Having Access Problems?
have not registered and need access to

these systems, we encourage you to .
If you agres ECEIE] ithersise
register today

Niote: Alcatal-Lucent employees, enter your CSL
username and FAFSWOIrD

Business Partners

If you already have a lagin to one of the
previous Alcatel or Lucent applicabions,
please use your email address as vour
User Name Forgotten Password | User Mame

2  Enter your user name and password, and click Login.
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Result: The Customer Center page for VitalQIP Appliance Manager (AM) opens.

s allalcatel-lucent m Prodwcts and serviced | Custamer support | Krvirwbedge retouites | MyLxtranet | Comlact us  Mebp

Customer Center Customer Support Search
Alcatel-Lucent welcome SREEKANTH ATHIKUNTE m
My profile | Log out Advancad search

* My Customer Support VitalQIP® Appliance Manager (AM)

* Alerts

* Alerts (PCH) WitalQIPm A-—Ilerct Manager (AM) helps service providers and enterprises sfficiently configure, automate, in niteqgrate and adrminister
*ask AL Knowledgebase ¥ ¥ d Lt

* AP APALC Program seslable up to millions of 1P addresses and thoussnds of domai

*@P CALA Program WitalQIP AM is prised of tha WitalQ1F Appliance Management Software (AMS) and one or more aLpl ances, aach of which is a
*BP China Program VitalQIP Applia Management Module (AMM), YitalQIP &M enables 4 single paint of sel oftware upgrade

* BP EMEA Program mansgement across geographically distributed appliances. Features ..L_uue VBRitg
* BP MAR Program software patch deployment. The solution is deliverad with various VitalQIP services

g of ware snd sutornation of

uding Vikal ':'I'P D N and VitalQIP DHCP

* 8P Solution Catalog The use af apphiances in liew of general purpose servers reduces security vulnerabilities through a hardened applance operating
* CARES systern (based on RedHat Linux), In addition, the solution has a secure “secret key® based handshake hatween the appliances and the
* Data Drop Box management station to protect from unauthorized entry into the natwark.
¥ Documentation In general, VitalQIP AM =i cantly reduces capital and operating costs sssocisbed with mansging VitalQIP and provides & complete
* YiealQIPE Apphance single-vandar solutic uding support
Manager (AM)
Downloads: ALED Enterprise Customers: For maintenance terms and cenditons, please see the Yital Enterprise Statement of Work
Downleads

Manuals and Guides

t n load
it Documentation and dewnloads

Release Information » Bownloads: Electronic Delivery Software, point releases, patches, and supporting materials and dacumerntation
Technical Motes » Downloads Software, point releases, patches, and supporting materials and decumentation

Product Training » Manuals and Guides User guides, CAKM manu
* pownloads » Product Alerts Link dirsctly to published slerts far this pro
* Maintenance Tracking * Release Information Documments on software relésces, festures,
*MAFS * Technical Motes Prodisct Information Bulletins (PIB), traublash,
*DSIA > Praduct Training Browse the course catalog and enroll in train
* Product Change

, and other technical documents.

upgrades
ng tps, FAQs, and mars

ng courses for this product

Under Documentation and downloads, click Downloads: Electronic Delivery.

Result: The Network Operations Software Products: VitalQIP® Appliance Manager
(AM) page opens.

Enter the download directory on your local machine and click Download.

END OF STEPS



Packages Import a package

Import a package

Purpose

To import a VitalQIP services package. Importing a package makes it known to the AMS
system. The package must be imported before the service can be deployed to appliances.

Before you begin

* You need to download the VitalQIP service package files from the ALED site. For
instructions on downloading from the ALED site, refer to the Appliance Management
Software (AMS) Release Notes.

» Make sure you use package files intended specifically for AMS, which use the .Ipf
extension. The ALED site also contains VitalQIP services software in other file
formats, but these are not compatible with AMS.

Procedure

To import a package into the AMS database, follow these steps.

1 In the Packages tab, mouse over the Actions menu and select Import Package.

The Import Packages page replaces the AMS splash screen.

[>] Import Package
Packages o

File Mame: Browsze..

Submit | Cancel |

2  Choose one of the following actions.

If you want to ... Then ...
Enter a package file 1. Click in the File Name field.
name 2. Enter the full path of the file downloaded from the ALED site.

3. Click the add package icon (& ) to enter another file to
download (if required).
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If you want to ... Then ...
Select a package file 1. Click Browse...
name 1
Result: The Choose file dialog box opens.
File Upload 63
Loakir: | [ Desktop ¢ OF B
y ity Doouments ﬁiuswu: “%gen
£) o SATHILN-C1 T8 bt & tegen. di
My Fecent | |y Network Places o Caleudator T keyetrl
Documents | |5 Adobe Acrcbat 7.0 Professional - demolxgn CJ OneDocTemg
— 34 Adiobe Capivate 3 Hove T POR boHTIL
i *’i’ Ecm e sble_list_cps Srermctil
Deskinp U TBM Ratianal ClearCase Explorer S Edthblist [E] Readme
L Microsoft Office Cutlook: 2008 [ enumfms Fremavet:
A} Cpera B epic T Report
_,J 4 POF to HTML | Eeet Fsetip
b Dociate: fEabe Bfreion S vakeforl
- (Unused Desktop Shortots = EMLHSS Liser_Guida T vakepart
; ) 10 2DocCharges (2) B Frameitaker P irclows M
i! Dacrobatrrar [ [ wiord
P TADUGTOC 1B iristal_flash_plaryes L TAPCRABZ
»
) e v
My Netwark | Files of pe AllFies v

2. Navigate to the folder where the AMS download files (with a
.Ipf suffix) are located.

3. Highlight the file you want to import and click Open.

Result: The full path of the file is displayed in the File Name
field.

4. Click the add package icon (9 ) to locate another file to
download (if required).

Remove a package from | Click the remove package icon (T ) next to the file you no longer
the file name list wish to import.

3  Click Submit.

Result: The import process begins. A progress indicator displays as the file is
imported. When the import is completed, the message Package(s) Imported appears.

4 Click OK.

Result: The Import Package page reappears and the Packages hierarchy refreshes with
the new imports.
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5  Click Cancel to close the Import Package page.

END OF STEPS
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Display package properties

Purpose

To display imported package properties.

Procedure

1 In the Packages tab, expand the Packages folder.

Result: The VitalQIP services folders open.

2  Expand the VitalQIP services folder that contains the package you want to review.
Result: A list of imported packages for the selected service opens.

3 Select the package you want to review.
Result: The Properties tab of the Package Properties page opens.

[2] Properies Associations
Package Properties

MName |1 talgip7.2-antarprisse

verston]7.2.5%2-4

Architecture 1328

Required Syste m'l
Supports Downgrade: [
Reguires Reboot [

iqlp-dnsmdal.ed ~
inlpmmd
Serdces; | Qip-misgd
iﬂ'ﬂ-l!ﬂl.ﬂ
|gip-gipupdated »

[lopraip.Lic -~
loptigip'conteliproperties
Canfig Files: | foptigip'conficli_logd).properties
| loptigipicont/UserExits.poy
| opraipiaip.pey -

i]rE-t-E.D-sun vitalgip-enterprise
Frarequisites: | sybasetd Frovides: |vitakgip-remole

|qddns-ha ~
[vitaigips-remote
| vitalain?-remote
|vitalgipT. 1-enterprise w

Conflicts:

Delete
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4  Review the values in the fields, as described in the following table.

Table 3-1 Package Properties fields

Field Description

Name Displays the name of the package.

Version Displays the package version.

Architecture Displays the platform type on which the package runs.
Required System Indicates the supported appliance platform. If this value is

Supports downgrade

Requires Reboot
Services
Config Files

Prerequisites

Provides

Conflicts

empty, it indicates that the package can be deployed on all
appliance platforms.

Indicates whether the package can be downgraded or not. The
Sybase and VitalQIP Enterprise Server packages cannot be
downgraded, for example.

Indicates whether the appliance needs rebooting.
Displays the services contained in the package.
Displays the configuration files contained in the package.

Lists any other packages that must be deployed with this
package in order for it to work properly. A prerequisite may be
satisfied by either a package name or a name from a package’s
Provides field. If a prerequisite package has not been
imported into AMS, the name appears in red.

Displays any supplementary names that the package has
declared. These names are equivalent to the package’s primary
name for validating that another package’s prerequisites are
satisfied.

Displays other available packages with which the current
package is incompatible.
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5 Click the Associations tab.

+| Properties  Assoclations

Package Properties

MNamea |J:=-l.é. J-mun

Display package properties

version: [1.6.0.08-1
Appliances

Total number of associalid appliances: (1 applianca)

Appliance Name IP Address Appliance Status
Raffialihl2 10.10.0.42 E-}‘I'Il'e
1 Page Size:| 20 %
Appliance Groups

Total number of associated appliance groups: (1 appliance group)

Appliance Group Name

1w Page Size; | 20

All Service Status

6  Review the values in the fields, as described in the following table.

Table 3-2 Package Properties fields

Field Description

Name Displays the name of the package.

Version Displays the package version.

Appliance Name Displays the name of the appliance.

IP Address Displays the IP address of the associated appliance.
Appliance Status Displays the status of the associated appliance.

Review results on other pages | Click #* to view the next page or select a page number from
the drop-down list. You may also increase the list capacity to
up to 200 lines in the Page Size field and scroll through a
larger list after the page refreshes.

Click << to return to previous pages.

All Service Status

Appliance Group Name Displays the name of the appliance group.
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7  If you wish to delete the package because it is no longer associated with any appliances,
use the Delete function. For further information, refer to “Delete a package” (p. 3-13).

END OF STEPS
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Delete a

Purpose

Delete a package

package

To delete a package that is no longer associated with any appliances.

Before you begin

Procedure

190-409-089R1.6
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* You cannot delete a package as long as there is an appliance or appliance group still
associated with it. Use the Search Appliances function to determine if any appliances
are still associated with the package you intend to delete. Refer to “Search for
appliances” (p. 2-48).

» After a package is deleted, it remains in the packages list in the Appliance and
Appliance Group Properties Configuration History although it is not selectable.
Should you need to roll back to a deployment that used a deleted package, you need to
import it again using the Import Packages function. Refer to “Import a package”

(p. 3-6).

In the Packages tab, expand the Packages folder.

Result: The VitalQIP services folders open.

Expand the VitalQIP services folder that contains the package you want to review.

Result: A list of imported packages for the selected service opens.

Select the package in the Packages column that is no longer in use.
Result: The Package Properties page opens.
Click Delete.

Result: A dialog box opens with the message Are you sure you want to delete
<package name>?
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Result: The Package deleted confirmation message opens.

END OF STEPS
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File groups

Overview

Purpose

Contents

This chapter describes how to work with VitalQIP file groups.

This chapter covers these topics.

File groups overview

Add a file group

Modify file group properties

Adding files to a file group

Removing files from a file group

Modity a file group

Delete a file group

Modify file properties

Delete a file from the file properties page

Viewing file group associations

4-2

43
4-4

4-6
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File groups overview

File groups overview

A file group contains numerous individual files. The AMS File Groups tab helps you do
the following:

» Define a file group

» Add files to a file group

» Delete files from a file group

» Update the file content and properties

» Update the file group properties

* Delete the file group

» Associate and deploy file groups to the appliance and appliance group

» Set the permissions and location for the files in the file group

An example usage of the data files feature is the IP phone deployment. Many IP phones
download a firmware image from a TFTP server. The appliance supports a TFTP server,
but placing the firmware images on the appliance is currently a manual process. With the
file groups feature, IP phone firmware images can be placed on the appliance very easily
from the AMS GUI. Each required firmware image can be uploaded to the AMS and
added as a data file to a data file group, which can be deployed on the appliance.

Each data file should be given the appropriate filename with a path of Jopt/tftp/tftpboot.
This data file group should then be assigned to the appropriate appliances along with the
tftp server package. A deployment will place the package and data files on the appliance.
The appliance should then be capable of handling the phone requests.
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Add a file group

Purpose

To add a new file group.

Procedure

To create a new file group, follow these steps.

1  In the File Groups tab, mouse over the Actions menu and select Add File Group.

Result: The Add File Group page opens.

» Add File Group

Properties
* File Group Name:
Comment
Submit | Cancel |

2  Inthe File Group Name field, enter the name of the file group.

Note: File group names can contain alphanumeric characters, underscores, blank
space, and hyphen characters; however they are not allowed as the first character of the
file group name.

4  Click Submit.
Result: The File Group saved dialog is displayed.

5  Click OK.

END OF STEPS

190-409-089R1.6 4-3
Issue 1 June 2010



File groups

Modify file group properties

Modify file group properties

Purpose

Procedure

To modify file group properties.

To display file group properties, follow these steps.

Click on a file group in the File Groups tree.

The File Group Properties for the selected file group opens.

[>] Properties  Files  Assoclations

Proparties
File Group Name: ['-_ — —— — —
Coemmant
[ Modify | [ Delete
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Modify file group properties

3

Choose from the following actions.

If you want to ...

Add files to a file group

Remove files from a file group

View file group associations

Modify the file group properties

Delete the file group

Modity file properties

Delete a file from the File Properties page

END OF STEPS

Then ...

Click the Add Files tab. Click Add Files. For
further information, refer to “Adding files to a
file group” (p. 4-6).

Click Remove Files. For further information,
refer to “Removing files from a file group”

(p. 4-8).

For further information, refer to “Viewing file
group associations” (p. 4-14).

Click Modify. For further information, refer to
“Modify a file group” (p. 4-9).

Click Delete. For further information, refer to
“Delete a file group” (p. 4-10).

For further information, refer to “Modify file
properties” (p. 4-11).

For further information, refer to “Delete a file
from the file properties page” (p. 4-13).
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Adding files to a file group

Purpose

To add files to a file group. You can add a maximum of ten files at a time. Each file can be
a maximum of 1Mb in size.

Procedure

To add files to a file group, follow these steps.

1 Select the Files tab.

|» Properties Files Associations

Properties

File Group Name: |.’1 [t}

Files

Total number of files: (0 files)

Salect Filename Sire Hash Creuner Group Parmissions

[Ladd Fites |[ peleie files |

2  Click Add Files.
Result: The Add Files dialog opens.

». File Group: Doe1 > Add Files
File Group Nam: [Dacl

Files: *

File to mport File Name

Browse_ | |foptd

Submit Cancel

3  Click Browse....
Result: The File Upload dialog opens.

4  Browse to the directory in which the file resides, select the required file, and click Open.
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Adding files to a file group

In the File Name field, the file you selected in the previous step is displayed with a prefix
/opt/.

Note: You cannot edit the value /opt/.

Click &l to add file rows to the file group.
To add more files to a file group, follow steps 4 through 6.

Note: You can upload a maximum of 10 files at a time. The file size of each file can
be a maximum of 1Mb.

Click Submit.

Result: The files added are displayed in the File Group Properties window.

END OF STEPS



File groups Removing files from a file group

Removing files from a file group

Purpose
To remove files from a file group.

Procedure

To remove files from a file group, follow these steps.

1 In the Files tab of the File Group Properties window, select the files to be removed from
the file group.

» To select all files in the file group, click All.

» To remove the selection of all files in the file group, click None.

2  Click Delete Files.
Result: You are prompted for confirmation.

3  Click OK.

Result: The selected files are removed from the file group.
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Modify a file group

Purpose

To modify a file group.

Procedure

To modify files in a file group, follow these steps.

4  Click Submit.
Result: The file group is modified.
5  Click OK.

END OF STEPS
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Delete a file group

Purpose

To delete a file group.

Procedure

To delete a file group, follow these steps.

1  In the File Group Properties window, click Delete.

Result: You are prompted for confirmation.

2  Click OK.

Result: The file group is deleted.

END OF STEPS

Delete a file group
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Modify file properties

Modify file properties

Purpose

Procedure

190-409-089R1.6
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To modify file properties.

To modify file properties, follow these steps.

In the Files tab of the File Group Properties window, click the FileName link.

Result: The File Properties window opens.

[»] File Group : Doc1> File Properties
Propeities

File Growgy Name; [Docl

Fillename: ;#upUEdthJ.ut. (=1

Size: |27648 bytes

Hash: [e0c27e£3510431dd]1 Ibda3Bi28356eda
Crwmer; root
Group ::cnt

Permissions: 644

Comments: |

Modify | Delete | Back |

In the Permissions field, modify the file permissions as required.

By default, the file permission is set to 644. You can set any value in the range 000 to 777
as required.



File groups Modify file properties

6  Click Submit.

END OF STEPS
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Delete a file from the file properties page

Purpose

To delete a file from the File Properties page.

Procedure

To delete a file from the File Properties page, follow these steps.

1  In the File Group Properties window, click the FileName link.
Result: The File Properties page opens.
2  Click Delete.

Result: You are prompted for confirmation.

3  Click OK.

END OF STEPS
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Viewing file group associations

Purpose

To view file group associations.

Procedure

To view file group associations, follow these steps.

1  In the File Groups Properties window, select the Associations tab.

»| Propertes  Flles  Associations
Properties

File Group Hame: |EL

Appliances

Total number of associated appliances: (7 appliances)

Appiiance Hama IP Address
agaiz
AMIMZDEV-3
app2i
App202
app203
App301

testd
1% Page Size: 20 ~
Appliance Groups

Total number of associated appliance groups: (7 appliance aroups)

Appliance Group Name
AG1

ag101

agil2

ag103

agidd

Ag108

1 Page Size; | 20 &

2  This page lists the appliances and appliance groups as follows:

Field Description

File Group Name Displays the name of the file group.

Appliance Name Displays the name of the appliance.

IP Address Displays the IP address of the appliance.

Appliance Group Name Displays the appliance group name.
414 190-409-089R1.6
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Field Description

Review results on other pages Click # to view the next page or select a page
number from the drop-down list. You may also
increase the list capacity to up to 200 lines in the
Page Size field and scroll through a larger list after
the page refreshes.

Click << to return to previous pages.

190-409-089R1.6 4-15
Issue 1 June 2010



File groups Viewing file group associations

4-16 190-409-089R1.6
Issue 1 June 2010



5 System

Overview

Purpose

This chapter describes how to use the functions in the System tab. It discusses how to
review system information, system logs, system parameters, manage users and user

groups.
Contents
This chapter covers these topics.
System overview 5-3
System Logs Information 5-4
Search status messages 5-5
Search notification messages 5-9
Search probe results 5-13
System Parameters Information 5-17
Modify the appliance polling interval 5-18
Modify the event retention period 5-20
Override the AMS IP address 5-22
Users 5-24
Add a new user 5-25
Display user properties 5-28
Modify a user 5-30
Change a user password 5-32
Delete a user 5-34
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Add a new user group 5-35
Display user group properties 5-38
Modify a user group 5-40
Delete a user group 5-42
Current user 5-44
Changing the password of the logged in user 5-45
Viewing permissions of the logged in user 5-47
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System overview

Purpose
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The AMS System tab allows you to review system logs and control system parameters, as
well as manage users and groups. It provides the following features:

Systems Logs Information

» Search status messages and notification messages
* Probe results

System Parameters Information

» Set or review appliance polling intervals
» Set or review event retention periods

» Set or review AMS IP Address override
Users

» Manage users

» Manage user groups

Current User Options

*  Modify password and view permissions for the current user



System Overview

System Logs Information

Overview

Purpose
System Logs Information describes how to check status messages, notifications, and probe
results in AMS.
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Purpose

To search status messages.

Procedure

To search system logs for status messages, follow these steps.

1 In the System tab, select the Logs sub-tab.

Result: The System Logs page opens.

3 Select Status Messages.

Result: The Status Messages page opens.

»| Status Messages
Search Crilaria

IF Address

Appliance Name
Type: All W

valig

Sutcesshl -

start] | v
End] |

[Search || Reset
Search Results: (11847 maiches)
Server Clock: 2002516

Type Value Event Time IP Address i

Appliance

Search status messages

Successful

4  Enter values in the fields as required. The fields are described in the following table.
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5

Table 5-1 Status message search fields

Field
IP Address

Appliance Name

Type

Value

Successful

Start

End

Click Search.

Description
Enter the IP address of the appliance for which you are searching.

Enter the appliance name for which you are searching. The wildcard
character (*) may be used.

Select the message types for which you wish to search.

«  All (default)
+ Communication Check
- Daemon Status

Enter a string for which you wish to search. The wildcard character (*)
may be used. For example, *stop* returns all messages containing the
word STOPPED.

Select Yes to view messages that established a connection with an
appliance. Select NO to view messages that failed to communicate with an
appliance.

To search for messages starting from a specific date, click the calendar icon
and select a date in the calendar. Click the forward and back arrows to
move to different months, as required. You may also specify a time in
hh:mm:ss format. The calendar control uses a 24-hour clock, so you would
enter 5:00 PM as 17:00:00.

To search for messages ending on a specific date, click the calendar icon
and select a date in the calendar. Click the forward and back arrows to
move to different months, as required. You may also specify a time in
hh:mm:ss format. The calendar control uses a 24-hour clock, so you would
enter 5:00 PM as 17:00:00.
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Result: The Status Messages page expands to display the results of the search.

[»] Status Messages
Search Criteria

P l.ddress._

Appliance Hama._
Tg.-pe; an w

'v'a]ua':_

successtul{ 1w

Stant| 5| b
Endt] =
Search Results: (11847 matches)
Server Clock: 20:26:15
Type Value Event Time IP Address :g’:.:m Successiul
Daemon Slatus  Joptgip/usebin/gip-ssitd 5T Mar-10-2010 19:5858:32 1010078 AMM2-Devd Yas
Daemon Status  foptgiplusrbiniglp-msgd STA Mar-10-2010 19:55:31  10.10.0.76 AMM2-Devd | Yes
Daemon Status  Joptigipusobintgip-netd STA Mar-10-2010 19:55:31 1010078 AWNM2-Dev3 Yas
Daemon Status  foptgipiusnbinigip-nmid . 3TA Mar-10-2010 19:55:31  10.10.0.76  AMM2-Devd | Yes
Daemon S1atus  /opUgiplusrbin/dhcpd STARTED  Mar-10-2010 19:55:30 1010078 AMMZ-Dievd Yas

1 w b3 Page Size; 5 w

If the search parameters produce no results, a dialog box opens with the message The
search returned no results opens.

Result: The dialog box closes.
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6  Choose from the following actions.

If you want to ...

Access the properties page of an appliance
in the Search Results list

Review search results on other pages

Conduct another search with different
parameters

END OF STEPS

Then ...

Locate the appliance that you want to access in
the Appliance Name column and click on the
link.

Result: The Appliance Properties page opens.

Click #* to view the next page or select a page
number from the drop-down list. You may also
increase the result list capacity to up to 200 lines
in the Page Size field and scroll through a larger
list after the page refreshes.

Click < to return to previous pages.

Click Reset.

Result: The search parameters used in the
previous search are cleared.
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Search notification messages

Purpose

To search notification messages.

Procedure

To search system logs for notification messages, follow these steps.

1 Inthe System tab, select the Parameters sub-tab.

Result: The System Logs page opens.

3 Select Notifications.

Result: The Notifications page opens.

|| Notifications
Search Criteria

Linknown Applianca: []
IP Address

Agpliance Mame

Type: AR w
Valug
Start = ¥
End i
Reset

Search Results: (0 matches)
Server Clogk

I — —
iT\'D& Value EvenlTime [P Address Appliance Name

w Page Size:| 20 »

4  Enter values in the fields as required. The fields are described in the following table.
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Table 5-2 Notification message search fields

Field Description
Unknown Check this field to search for unknown appliances. An appliance sends a
Appliance notification to AMS with a key and some data. The notification is regarded

as from an unknown source if:

»  The request’s IP address is unknown
« The key for an appliance at the request’s IP address is incorrect
An appliance sends notifications at startup, authentication, and so on. Any

of these notifications may be marked as unknown. A rogue appliance that
is sending notifies should have all requests marked as unknown.

Notification information may be most useful when an appliance is first
authenticated. The system log allows an AMS administrator (who may not
have physical access to the appliance) to determine that appliance requests
came in successfully or otherwise.

IP Address Enter the IP address of the appliance for which you are searching.

Appliance Name | Enter the appliance name for which you are searching. The wildcard
character (*) may be used.

Type Select the message types for which you wish to search.

«  All (default)

« Authenticate
- Startup

«  Shutdown

+ Daemon Start
- Daemon Stop
« Node Active

Value Enter a string for which you wish to search. The wildcard character (*)
may be used.

Start To search for messages starting from a specific date, click the calendar icon
and select a date in the calendar. Click the forward and back arrows to
move to different months, as required. You may also specify a time in
hh:mm:ss format. The calendar control uses a 24-hour clock, so you would
enter 5:00 PM as 17:00:00.

End To search for messages ending on a specific date, click the calendar icon
and select a date in the calendar. Click the forward and back arrows to
move to different months, as required. You may also specify a time in
hh:mm:ss format. The calendar control uses a 24-hour clock, so you would
enter 5:00 PM as 17:00:00.
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5 Click Search.

Result: The Notifications page expands to display the results of the search.

[>] Motifications

Search Criteria
Unknown Appliance: []
IP Address]
Appliance Mame .
Typa Al e
Value]
Start] = "
End] |
Search Results: (5 matches)
Server Clock: 20:44:45
Type Value Event Time IP Address Appliance Hame
authenticate ar-08-2010 20020012 1010216 | amm2-20080715-16
Authenticate Mar-08-2010 20:12:43 | 1010215 | amm2-20030715-15
Authenlicate ar-08-2010 2001212 1010214 ammZ-20080715-14
Authenticats WMar-08-2010 20:18:44 | 1010213 | amm2-20020715-13
Authenticate ar-08-2010 2001758 1010212 amm2-20080715-12
1 Page Size:| 20 |»

If the search parameters produce no results, a dialog box opens with the message The
search returned no results. Click OK.

Result: The dialog box closes.
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6  Choose from the following actions.

If you want to ...

Access the properties page of an appliance
in the Search Results list

Review search results on other pages

Conduct another search with different
parameters

END OF STEPS

Then ...

Locate the appliance that you want to access in
the Appliance Name column and click on the
link.

Result: The Appliance Properties page opens.

Click #* to view the next page or select a page
number from the drop-down list. You may also
increase the result list capacity to up to 200 lines
in the Page Size field and scroll through a larger
list after the page refreshes.

Click < to return to previous pages.

Click Reset.

Result: The search parameters used in the
previous search are cleared.
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Search probe results

Purpose

To search probe results.

Procedure
To search system logs for probe results, follow these steps.
1 In the System tab, select the Logs sub-tab.

Result: The System Logs page opens.

3  Select Probe Results.
Result: The Probe Results page opens.

»| Probe Results

Search Criteria

IP Address.
Appliance Name
Probe Name: ALL »

TestName:

Scheduled A4
Successhul w
Start] i v
End] A
| Search || Reset

Search Results: (0 matches)

Probe Hame TestName Scheduled Start Time End Time P Address Appliance Name Successful

~ Page Size;| 20 ¥

4  Enter values in the fields as required. The fields are described in the following table.
Table 5-3 Probe results search fields

Field Description
IP Address Enter the IP address of the appliance for which you are searching.

Appliance Name | Enter the appliance name for which you are searching. The wildcard
character (*) may be used.
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Field

Probe Name

Test Name

Scheduled

Successful

Start

End

5  Click Search.

Search probe results

Description

Select the probe names for which you wish to search:

. Al
. DHCP
. DNS

Enter the name of the test for which you are searching. The wildcard
character (*) may be used.

Select the tests that are scheduled to run. The valid values are:

« Yes
« No

Select the tests that are successful. The valid values are:

« Yes
« No

To search for probes starting from a specific date, click the calendar icon
and select a date in the calendar. Click the forward and back arrows to
move to different months, as required. You may also specify a time in
hh:mm:ss format. The calendar control uses a 24-hour clock, so you would
enter 5:00 PM as 17:00:00.

To search for probes ending on a specific date, click the calendar icon and
select a date in the calendar. Click the forward and back arrows to move to
different months, as required. You may also specify a time in hh:mm:ss
format. The calendar control uses a 24-hour clock, so you would enter 5:00
PM as 17:00:00.
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Result: The Probe Results page expands to display the results of the search.

Probe Results

Search Criteria
IF Address:
Appliance Mamae:
Piobe Name: ALL |+
Tesl Hame:
Bl:hc—dulc-d" w
Successful| w
Start| ! v
End; )
| search || Reset |
Search Results: (2 matches)
Probe P Appliance
HATS Tesl Name Scheduled Start Time Emnd Time ASKEEE | NAME Successiul
DHCP  graniease Yes

Har=-11-2010 001131 Kar-11-2070 0011232

10.10.0.10 AMEIDO0-02 Mo
Mar-11-2010 00:11:31  Klar-11-2010 00:11-31

1010010 AMMID0002 Yes

DS defaulDnsTest Yes

|1

Fage Sige: | 20 '~

If the search parameters produce no results, a dialog box opens with the message The
search returned no results. Click OK.

Result: The dialog box closes.
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6  Choose from the following actions.

If you want to ... Then ...

Access the Probe Results Details page of an | Locate the appliance that you want to access in
appliance in the Search Results list the Successful column and click on the link.

Result: The Probe Results Details page opens.

Paobe Fasist Dot

Proe Hame: B
Torst Namnes. [Geanciease
Scheduet

Start Teww:

e Tine:

® Addaas: :
Aplance Mame: [EsmEv-T
Successhi o

Detaits:

Review search results on other pages Click #* to view the next page or select a page
number from the drop-down list. You may also
increase the result list capacity to up to 200 lines
in the Page Size field and scroll through a larger
list after the page refreshes.

Click < to return to previous pages.

Conduct another search with different Click Reset.

arameters .
p Result: The search parameters used in the

previous search are cleared.

END OF STEPS
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System Parameters Information

Overview

Purpose

System Parameters Information describes how to set (or review) the appliance polling
intervals used to check communication status and the amount of time system log records
are stored.
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System Modify the appliance polling interval

Modify the appliance polling interval

Purpose

To modify (or review) the appliance polling interval, which establishes the frequency of
Communication Check status checks.

Before you begin

» The Reset to Default function changes the parameter value to the default value shown
(600 seconds). It is immediately saved after you click Reset to Default.

* A parameter update is noticed by default within two minutes. At that time, the
appliance monitor jobs are rescheduled as specified by the new parameter value.

Procedure

To modify (or review) the appliance polling interval, follow these steps.

1 Inthe System tab, select the Parameters sub-tab.

Result: The System Parameters page opens.

3  Select Appliance Polling Interval.

Result: The System Parameter Properties page opens.

» System Parameter Properties
Properiies

Mamea rlﬁ]:fbll&ﬂ.fp!‘ Folling Interval

Vabue: IEDU

Default Valus: j600

Modify | Reset |

4  To modity the appliance polling interval, click Modify.

Result: The button label changes to Submit.
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Modify the appliance polling interval

Enter a value in seconds. Alcalde-Lucent does not recommend a small value, especially if
there is a substantial number of appliances, since each appliance is checked during each
period.

Click Submit.
Result: A dialog box opens with the message System Parameter saved.

Click OK.
Result: The dialog box closes.

To reset the appliance polling interval to the default, click Reset.

Result: The polling interval changes to the default value and a dialog box opens with
the message System Parameter set to default.

Click OK.

Result: The dialog box closes.

END OF STEPS



System Modify the event retention period

Modify the event retention period

Purpose

To modify (or review) the amount of time system log records are retained before they are
cleared.

Before you begin

» The Reset to Default function changes the parameter value to the default value shown
(3 days).

Procedure

To modify (or review) the event retention period, follow these steps.

1 Inthe System tab, select the Parameters sub-tab.

Result: The System Parameters page opens.

3 Select Event Retention Period.

Result: The System Parameter Properties page opens.

» System Parameter Properties
Propeities

Mame: Event Recention Period

Wale: 3

E
Deafaull Value: B

Modify | Reset |

4  To modify the event retention period, click Modify.

Result: The button label changes to Submit.
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Modify the event retention period

Enter a value in days. Any number of days greater than 1 may be set. The limit depends on
available disk space. A retention parameter update is acted upon at the next clearing time.
The default time is daily at 6AM.

Click Submit.
Result: A dialog box opens with the message System Parameter saved.

Click OK.
Result: The dialog box closes.

To reset the appliance polling interval to the default, click Reset.

Result: The polling interval changes to the default value and a dialog box opens with
the message System Parameter set to default.

Click OK.

Result: The dialog box closes.

END OF STEPS



System Override the AMS IP address

Override the AMS IP address

Purpose

The AMS IP address is used when configuring appliances. The appliance uses the
information to contact the AMS for authentication and notification.

AMS uses the primary IP address of the machine on which the application resides. This
may not always be optimal. As an example, a machine may have multiple interfaces and
the default address may not be correct. The override allows the address to be configured
explicitly.

Procedure

To set an explicit address for the AMS IP address, follow these steps.

1 In the System tab, select the Parameters sub-tab.

Result: The System Parameters page opens.

3  Select AMS IP Address Override.

Result: The System Parameter Properties page opens.

»| System Parameter Properties
Proparties

Nﬂme'llﬂ?: IP Address Owerride

Value: |

Dafault Value: |

Modify | Reset |

4  To modify the AMS IP address, click Modify.

Result: The button label changes to Submit.

5  Enter the AMS IP address you wish to use in the Value field.
The Default Value field is displayed with a null value.
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6  Click Submit.
Result: A dialog box opens with the message System Parameter saved.

7  Click OK.
Result: The dialog box closes.

8  To reset the AMS IP address to the default, click Reset.

Result: The IP address changes to the default value and a dialog box opens with the
message System Parameter set to default.

9  Click OK.

Result: The dialog box closes.

END OF STEPS
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Overview

Purpose

Users describes how to set up and manage users and user groups in AMS. It describes how
to add, modify, and delete user and user group records in the database, as well as how to
change user passwords.

The following user IDs are supplied with AMS by default:

amsuser — provides access to read-only operations on package staging/history and the
ability to search appliances. For information on using this account to log in, refer to
“Log in to AMS” (p. 1-8).

amsadmin — provides full access to all the features and functions of AMS. For

information on using this account to log in, refer to “Log in to AMS” (p. 1-8).

system — a built-in account that is used for internal processing, such as rpe calls and
scheduling. The account cannot be used to log into the AMS UI, nor can it be deleted.
The password, however can be changed.

The following user group IDs are supplied with AMS by default:

Administrators — a built-in group that is used to group administrator user IDs by
default. The record may be modified but not deleted.

Monitors — a built-in group that is used to group regular user IDs by default. The
record may be modified but not deleted.
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Add a new user

Purpose

To add a new user record.

Before you begin

You may define two types of users: an Administrator type who can use the full
functionality of AMS, or a Monitor user type who can use AMS to monitor the following:

» Read-only operation on package staging/history

» Search Appliances to check the status of appliances and their services

Procedure

To add a new user, follow these steps.

2  Mouse over the Actions menu and select Add User.

Result: The Add User page opens.

[»] Add User
Propeities
* Lawgin I
MName:
" Passwornl
* Confirm Passwoernk

User Group Association

Salect

All Hone Grougp Name
] Administrators
O Moniors

Submit | Cancel |
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Enter values in the fields, as described in the following table.

Table 5-4 Add user fields

Field Description

Login ID Regquired. Enter the user’s login ID.

Name Enter the user’s name.

Password Regquired. Enter the user’s password. It can be comprised of any

alphanumeric characters but cannot be empty.

Confirm Password Required. Re-enter the user’s password.

User Groups

The following user groups are already defined in AMS (and may not be deleted):
* Administrators

* Monitors

Regular users may be assigned to Monitors although you may disassociate that user group
and add regular users only to your own user groups as you wish. Administrator users must
be assigned to the Administrators user group, however, if they are to have access to the
full functionality of AMS.

Choose one of the following actions in the User Group Association list.

If you want to ... Then ...

Assign user to one or more user groups Place a check mark in the Select checkbox
beside the Group Name you wish to associate
with the user.

Select all the user groups in the User Click All.

Group Association list Result: A check mark appears beside every

group name in the list.

Deselect all the user groups in the User 1. Click None.

Group Assoclation list Result: A dialog box opens with the message

Are you sure that you want to remove all
the user group associations?

2. Click OK.
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System Add a new user

6  To save the user record, click Submit.
Result: A dialog box opens with the message User saved.
7  Click OK.

Result: The Users and User Groups trees are refreshed with the new login ID.

END OF STEPS
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Display user properties

Purpose

To display user properties.

Procedure

To display user properties, follow these steps.

3 Click on the login ID of a user.

Result: The User Properties page opens.

[>] User Properties
Properties

Login ID: Ia.msad.min

Name:IAHS Adninistrator
Account Locked:
Built-In Account:

User Group Association

Associated Group Name
Administrators

Monitors

Modify |Passwurd| Delete |

Display user properties

Note that since the user record was added, the page has changed as follows:

» The Account Locked option allows you to prevent a login ID from being used to

access AMS.

» The Built-in Account option indicates that a record is supplied by AMS. For example,

system.
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4

Choose from any of the following functions.

If you want to ...
Basic Properties

Lock a user record

Modify a user record

Delete a user record

Change a user password

END OF STEPS

Then ...

Place a check in the Account Locked check
box.

Click Modify. For further information, refer to
“Modify a user” (p. 5-30).

Click Delete. For further information, refer to
“Delete a user” (p. 5-34).

Click Password. For further information, refer
to “Change a user password” (p. 5-32).
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Modify a user

Purpose

To modify a selected user.

Procedure

To modify a user record, follow these steps.

3 Click on the login ID of a user.

Result: The User Properties page opens.

4 Click Modify.

Result: The Modify User page opens.

[»] Modify User
Propeities
* Login |D: sasadnisn
Mame: AR5 Administrator

Aceount Locked: [
Bullt-In Azcaunt:

User Graup Association

Select

All Hone Garoup Haame
[+ Administrators
O Monitors

Submit | Cancel |
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5  Make changes as required.

If you change the user group association, a dialog box with the message Are you sure you
want to remove the user group association? Click OK to continue.

6  Click Submit.
Result: A dialog box opens with the message User saved.
7  Click OK.

Result: The User Properties page opens.

END OF STEPS
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Change a user password

Purpose

To change a user’s password. This method is used by an administrator to change the
password of any user, except users imported from VitalQIP in an integrated environment.

Procedure

To change a user’s password, follow these steps.

3 Click on the login ID of a user.

Result: The User Properties page opens.

4  Click Password.

Result: The Change Password page opens.

» Change Password

Passworid
' Mew Password:

* Confitm Password:

Submit | Cancel |

5  Enter a new password in the New Password field. You may enter any number of
alphanumeric characters but the password may not be null (empty).

7  Click Submit.

Result: A dialog box opens with the message User password changed.

5-32 190-409-089R1.6
Issue 1 June 2010



System Change a user password

8  Click OK.

Result: The AMS splash screen opens.

END OF STEPS
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Delete a user

Purpose

To delete a user record.

Before you begin

Procedure

You may delete any user record except those with a Built-In Account check mark.

To delete a user record, follow these steps.

Click on the login ID of the user record you wish to delete.

Result: The User Properties page opens.

Click OK to continue.

Result: The Users tree is refreshed as the record is deleted and a dialog box opens with
the message User deleted.

Click OK.

Result: The AMS splash screen opens.

END OF STEPS
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Add a new user group

Purpose

To add a new user group.

Before you begin

Procedure
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The following user groups are built into AMS (and may be modified but not be deleted):
* Administrators

 Monitors

Regular users may be assigned to Monitors although you may disassociate that user group
and add regular users only to your own user groups as you wish. Administrator users must
be assigned to the Administrators user group, however, if they are to have access to the
full functionality of AMS.

To add a new user group, follow these steps.

Mouse over the Actions menu and select Add User Group.



System Add a new user group

Result: The Add User Group page opens.

|» Add User Group

Properties
* Hame:
Comment
Usar Association
Select
User Name
Al [Hone
] amsadmin
O AMESUSES
(| hari
] hari2
|| qipman
El rad-master
|| rasindra
] sysiem

[ _submit || cancel |

3 Enter a user group name in the Name field.

4 Choose any of the following actions in the User Association list.

If you want to ... Then ...

Assign one or more users to the group Place a check mark in the Select checkbox
beside the User Name (login ID) you wish to
associate with the user.

Select all the users in the User Click All.

Association list to the group Result: A check mark appears beside every user

in the list.

Deselect all the users in the User 1. Click None.

Association list Result: A dialog box opens with the message

Are you sure you want to remove all the
user associations?

2. Click OK.

5  Click OK.

5-36 190-409-089R1.6
Issue 1 June 2010



System Add a new user group

6  When you are ready to save the user group, click Submit.

Result: A dialog box opens with the message User Group saved.

7  Click OK.

Result: The user group appears in the User Groups tree and the User Group Properties
page opens.

END OF STEPS
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Display user group properties

Purpose

To display User Group properties.

Procedure

To display user properties, follow these steps.

3 Click on a user group name.

Result: The User Group Properties page opens.

»| User Group Properties
Properties

Hame: .51'1'11'.2 O1FcIatory

Built-in Group: |

Comment |

User Association

Associated User Mame

= amsadmin
I Qpman

¥ ravi-masher
I+ ravindra

I sysiem

I AMSUIEr
B i1

I hari2

[ Modify || Delete

Note that since the user record was added, the page has changed as follows:

* A Built-in Group check box that is used to indicate that a record is supplied by AMS,
for example, Administrators.
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4  Choose from any of the following functions.

If you want to ... Then ...
Basic Properties

Modify a user group record Click Modify. For further information, refer to
“Modify a user group” (p. 5-40).

Delete a user group record Click Delete. For further information, refer to
“Delete a user group” (p. 5-42).

END OF STEPS
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Modify a user group

Purpose

To modify a user group.

Procedure

To modify a user record, follow these steps.

3 Click on a user group name.
Result: The User Group Properties page opens.
4  Click Modify.

Result: The Modify User Group page opens.

[*] Medify User Group
Properties

*Hame; |Adzinistzatozs

Bullt-in Group: 7

Comment
User Association
~
Select
User Name
All iHong
amsadmin
el gipman
[#] ravi-master
raindra
= System
El AMEUSEr
W
| Submit | | cancel
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6  Click Submit.
Result: A dialog box opens with the message User Group saved.
7  Click OK.

Result: The User Group Properties page opens.

END OF STEPS
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Delete a user group

Purpose

To delete a user group

Before you begin

* A user group cannot be deleted until all users have been disassociated from it and it is
empty.

* You may delete any user group record except those with a Built-In Group check mark.

Procedure

To delete a user group record, follow these steps.

3 Click on the user group record you wish to delete.
Result: The User Group Properties page opens.
4  Click Delete.

Result: A dialog box opens with the message Are you sure you want to delete
<user group name>?

5 Click OK to continue.

Result: The User Groups tree is refreshed as the record is deleted and a dialog box
opens with the message User Group deleted.
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Result: The AMS splash screen opens.

END OF STEPS
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Current user

Overview

Purpose

In the Current User screen, you can change the password and check the consolidated user
permissions only for the logged in user.
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Changing the password of the logged in user

Purpose

To change the password of the logged in user.

Procedure

Follow these steps.

1 Inthe System tab, select the Current User sub-tab.

Result: The Current User Properties page opens.

Current User
Properiles

User iD: amsuser

User Name ANS User

As5igned User Groups

I Change Password [ My Permissions

2  Click Change Password.

Result: The Change Password page opens.

Current User >> Change Password
Password

* Qi Passvwond:
* Newr Password:

* Confirm Password:

[ sSubmit || Cancel |

3 Do the following:
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a. Enter the existing password in the Old Password field.

Enter a new password in the New Password field. You may enter any number of
alphanumeric characters but the password may not be null (empty).

c. Re-enter the password you just entered in the Confirm Password field.

4 Click Submit.
Result: A dialog box opens with the message User Password changed.
5  Click OK.

END OF STEPS
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Viewing permissions of the logged in user

Purpose

To view the permissions of the logged in user.

Procedure

Follow these steps.
1 Inthe System tab, select the Current User sub-tab.
Result: The Current User Properties page opens.
2 Click My Permissions.

Result: The Consolidated User Permissions page opens.

Consolidated User Permissions
Properties
Lagin ID: amesadmin
Mame: AKS Administrator

print_ || Back |

AMS Administrator balongs to following User Groups:

User Group Mame

Administrators

dog
AMS Administrator has following permissions on appliancas:

Appliance Name Parmission
AKIE2-Da? RWD
AMNZ-Devd RWD

ARS Adminisiratior has following permissions on appliance palrs:
Appliance Pair Name Permission
AMS Administratlor has following permissions on appliance clusters:

Appliance Cluster Name Permission

AMS Administrator has following permissions an appliance groups:

Appliance Group Name Parmission

The consolidated permissions of the selected user are displayed in this page.
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4 Select the printer and number of copies you wish to print and click Print.
5  Click Back to navigate to the Current User Properties page.

END OF STEPS
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6 Status Dashboard

Overview

Purpose

This chapter describes how to view the status of appliances, appliance groups, packages,
and package groups.

Contents
This chapter covers these topics.
Status dashboard 6-2
Getting started with Nagios 6-3
Installing and Configuring Nagios with dashboard 6-4
Viewing the map of all hosts 6-6
Viewing the status of hosts 6-7
Viewing the status of services 6-8
Viewing the status of hosts groups 6-9
Viewing the status of service groups 6-10
190-40908RL6 6-1
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Status dashboard

Overview

The status dashboard monitors and displays the status of appliances with the support of a
third-party Network Monitoring Software (NMS). The supported Network Monitoring
Software is called Nagios. This is an open source product and supports SNMP based
monitoring.

Note: Nagios 3.2.1 is the version supported for AMS 1.6.
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Getting started with Nagios

Introduction

Install Nagios on the same box where AMS is installed. For more information about
installation of Nagios, refer to “Installing and Configuring Nagios with dashboard”

(p. 6-4). Nagios is not integrated with AMS and is delivered “as is” without any
customization or custom support. Nagios and AMS use different terminology to refer to
hosts and services. The following table explains how the Nagios terminology maps to
AMS.

Table 6-1 Nagios dashboard terminology

Nagios dashboard terminology AMS scenario
Hosts Appliances, appliance pairs and appliance clusters

Note: Appliance pair and appliance clusters are
modeled as "virtual" hosts with the pair/cluster IP
address associated to it.

Hostgroups Appliance groups

Services Appliance hardware (disk, memory, and so on) and
package services

Servicegroups Package-wise grouping of services

Requirements of Nagios
The following external softwares and libraries are required to run Nagios dashboard:
» Nagios Core
* Nagios plugins
» Apache web server
* Net-snmp (net-snmp, net-snmp-1ibs and net-snmp-utils rpms)
*  Mysql-Python library
* Perl
* Python
* Net::SNMP library for Perl

Note: The dashboard tools require Python, Mysql-Python library, and Net::SNMP
library for Perl. All other softwares are required by Nagios.

All dependencies are automatically installed during dashboard installation.
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Installing and Configuring Nagios with dashboard

You need to run the dashboard rpm installer to install the dashboard and other
dependencies including Nagios.

To install dashboard, do the following:
1. Install the dashboard rpm:

yum install dashboard-1.6.0-5.noarch.rpm --nogpgcheck

Note: Nagios can also be installed directly by following Nagios 3.x documentation.

After the installation of dashboard and Nagios, you need to configure Nagios with
dashboard.

To configure Nagios with dashboard, do the following:

1. Run the following command:

/opt/dashboard/bin/configure-nagios

2. Run the utility command to generate Nagios configuration:

/opt/dashboard/bin/nmsconfgen.py -u amsadmin -p

<AMSADMIN PASSWORD> -n /etc/nagios -v >/opt/dashboard/log.txt 2>&l
Note: Replace the <AMSADMIN_ PASSWORD> with your AMS password.

The nmsconfgen CLI is used to pull data from the AMS database. For more information

about CLI, refer to Table 6-2.

Table 6-2 The nmsconfgen CLI options

CLlIs Description

-h/--help Print help message
-u/--user=<DBUSER> AMS database admin username
-p/--password=<DBPASSWORD> AMS database admin password
-d/--dbname=<DBNAME> AMS database name

-n/--configdir=<CONFIG DIR> NMS configuration directory
-v/--verbose Print lots of log messages

-c¢/--clean Remove AMS specific configuration

You can schedule hourly Nagios file generation by updating /etc/cron.hourly/dashboard
file.
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Installing and Configuring Nagios with dashboard

1. Uncomment the following command line:

/opt/dashboard/bin/nmsconfgen -u amsadmin -p <AMSADMIN PASSWORD> -
n /etc/nagios -v >/opt/dashboard/log.txt 2>&l

2. Replace the <AMSADMIN_ PASSWORD> with your AMS password.
Nagios configuration files are automatically updated every hour with AMS changes.

Note: The AMS GUI is not integrated with Nagios and AMS specific configurations
are separate from existing Nagios configuration.

Accessing the Nagios web interface

After Nagios is installed and configured, you can access Nagios web interface using a web
browser (For example, http://<server ipaddress>/nagios). For login credentials, refer to
Nagios 3.x documentation.

You can change the Nagios web interface password.

To change the Nagios web interface password, do the following:

1. Run the following command.

htpasswd -c /etc/nagios/htpasswd.users nagiosadmin

2. Enter the new password.

3. Restart Apache to make the new settings to take effect, run the following command.

service httpd restart

Changing the community string

190-409-089R1.6
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Nagios uses SNMP commands to retrieve information from appliances, appliance pairs
and appliance clusters. By default, the community string for the SNMP commands is
public.You can change the community string by running the following commands on the
console.

To change the community string, do the following:

1. Change the directory to /opt/dashboard/bin.

2. Run the following command:
change-communitystring
3. Enter the new community string.

If required, the tool will prompt for additional steps to be followed for the new settings to
take effect.
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Viewing the map of all hosts

Purpose

Use the Map page to view the map of all the monitored hosts. Appliances with known
model information have icons of the appliance model.

Procedure

To view the Map page, perform the following steps:

1  Select Map from the left navigation pane.

Result: The Network Map For All Hosts page opens.
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For more information about the Map page, refer to Nagios 3.x documentation.

END OF STEPS
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Viewing the status of hosts

Purpose

Use the Host page to view the status of all the monitored hosts, including appliances.

Procedure

To view the Host page, perform the following steps:

1  Select Host from the left navigation pane.

Result: The Host Status Details For All Host Groups page opens.

Current Hetwork Status Host Status Totals Service Status Totals
Loat Updated: Thu Apr 15 09:41.32 5T 2010 |Uip] Down| Unreachabis]|Panding] loklw g| Unknown]Critical] Panding
Updated every 50 seconcs re —- i
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Logged in as magrossdmin (A1l Pre s 13 [ All Prot Al T, ]
j'm\. Service Statug Dg'.!n-' lLlrw_f‘: Grougs p— ‘ — 1 3 = = n — —
Wi Siadus O =1}
Wigve Slatus Summiry For
iew Status God For Al Hi
Host Status Details For All Host
Groups
AuMIOsY Y R 04152010 053522 842 18m 223 PING OK - Packet loss = 0%, ATA = 1.08 ms
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Ecahowl Eﬁ? =15-2010 083832 T1d 200 2m 2% PG 0K - Packet bas = 1%, ATA = 0.06 ms
4 Matching Host Entries Displayed

Note: The dashboard tool does not modify any non-AMS Nagios configuration. For
more information about the Host page, refer to Nagios 3.x documentation.

END OF STEPS

190-409-089R1.6 6-7
Issue 1 June 2010


http://www.nagios.org/documentation

Status Dashboard Viewing the status of services

Viewing the status of services

Purpose

Use the Services page to view the status of all monitored services of the hosts.

Procedure

To view the Services page, perform the following steps:

1  Select Services from the left navigation pane.

Result: The Service Status Details For All Hosts page opens.
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For more information about the services page, refer to Nagios 3.x documentation.

END OF STEPS
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Viewing the status of hosts groups

Purpose
Use the Host Groups page to view the status of all the monitored hosts, including
appliances arranged in groups.
Procedure
To view the Host Groups page, perform the following steps:
1  Select Host Groups from the left navigation pane.
Result: The Service Overview For All Host Groups page opens.
Current Hetwork Siatus Hosi Status Totals Service Status Tolals
Last Upamtest The dar 16 132438 ST 2018 | Ul el b -hablelPe | O] Waansing] Unknewn | Critical| Pend
e s | HEE . W e
Lagged n & - Y=y ST |"."'“."".'i ["—l_'.' STV T 'l"; -.':'—‘l
=l 1 Fr
Service Overview For All Host
Groups
For more information about Host Groups page, refer to Nagios 3.x documentation.
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Viewing the status of service groups

Viewing the status of service groups

Purpose

Procedure

Use the Service Groups page to view the status of all the monitored services arranged in
groups.

To view the Service Groups page, perform the following steps:

Select Service Groups from the left navigation pane.

Result: The Service Overview For All Service Groups page opens.
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For more information about the Service Groups page, refer to Nagios 3.x documentation.

END OF STEPS
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Glossary

ALED
Alcatel-Lucent Electronic Delivery

AM
Appliance Manager

AMM
Appliance Management Module

AMS
Appliance Management Software

DHCP
Dynamic Host Configuration Protocol

DNS
Domain Name System

ESM
Enterprise Server Module ,

HA
High Availability

JRE
Java Runtime Environment

SNMP
Simple Network Management Protocol

SSH
Secure Shell
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Glossary

SSL
Secure Socket Layer

TFTP
Trivial File Transfer Protocol

URL
Uniform Resource Locator
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access AMS, 1-8
Account Locked check box, 5-28
Action menu, 1-21

add
file group, 4-3

add appliance group, 2-174

add appliance pair
new appliance, 2-133

add file group, 4-3

add files
file group, 4-6

add files to a file group, 4-6

add permissions, 2-74, 2-144,
2-165, 2-225

add user, 5-25
add user group, 5-35

administrative login
ammuser, 2-122

Administrator is not logged in
message, 1-12

Administrators user group, 5-26,
5-35

ALED site, 3-6
ammuser, 2-122
ammuser login, 2-122
AMS download files, 3-7

AMS IP address
override, 5-22

AMS page frames, 1-14
AMS UI timeout, 1-12
amsadmin user ID, 1-9, 5-24
amsuser user 1D, 1-9

anycast appliance
create cluster, 2-152

delete cluster, 2-162
modify cluster, 2-158

anycast cluster
add appliance, 2-154

appliance
add to appliance group, 2-186

add to cluster, 2-154
associate file groups, 2-106
associate packages, 2-27
authenticate, 2-14

change password, 2-122
configure packages, 2-30
delete, 2-131

deploy packages, 2-40
disable, 2-126

disassociate package, 2-87

display properties, 2-11,
2-19, 2-177

edit configuration file, 2-35
enable, 2-128

find, 2-10

kill, 2-45

manage services, 2-44
modify, 2-25

properties, 2-8

reboot, 2-130

reload, 2-45

restart, 2-45

restore a withheld package,
2-94

retrieve file, 2-59
setup information, 2-14

start, 2-45

stop, 2-45
verify communication, 2-16
view polling interval, 5-18

appliance cluster
create, 2-152

delete, 2-162

find, 2-10

get anycast status, 2-160
modify, 2-158

Appliance cluster permission
management, 2-164

appliance communication
verify, 2-16

Appliance file group
management, 2-105

appliance group
add, 2-174

add appliance, 2-186
associate file groups, 2-217
associate packages, 2-194
basic properties, 2-175
configure packages, 2-198
delete, 2-192
deploy packages, 2-203
display properties, 2-182
modify, 2-190

Appliance Group field, 2-9

Appliance Group Name field,
2-175

Appliance group permission
management, 2-224

appliance management, 2-113

Appliance Name field, 2-8
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Appliance Name search field,
5-6, 5-10, 5-13

Appliance package deployment,
2-39

Appliance package management,
2-81

appliance pair
add new, 2-133

delete, 2-141
find, 2-10
modify, 2-136

querying for currently active
appliance in the appliance
pair, 2-139

set default config, 2-137

Appliance pair permission
management, 2-143

Appliance permission
management, 2-71

appliance polling interval
view or modify, 5-18

appliance setup, 2-7
appliance staging, 2-18
appliance status, 2-20
appliance status icons, 1-18

appliances
add, 2-8

search, 2-48

Architecture field, 2-84, 2-209,
3-10

Associated Appliance Groups
field, 2-84

asterisk
required field indicator, 1-21

usage, 2-10
authenticate appliance, 2-14
authenticate command, 2-20

Authenticate status message,
5-10

Auto refresh, 2-51
auto-refresh, 2-50

Basic Properties
appliance group fields, 2-175

Basic Properties section
field descriptions, 2-12

Built-in Account check box,
5-28

Built-In Account check mark,
5-34

Built-in Group check box, 5-38
Built-In Group check mark, 5-42

built-in user groups, 5-35

calendar icon, 5-6, 5-10, 5-14

change password
console account, 2-118,
2-119

change user password, 5-32

Cluster IPv4 Address field,
2-152

Cluster Name field, 2-152
Collapse All function, 1-21

Comment field, 2-9, 2-115,
2-135, 2-152, 2-175

Comments field, 2-37, 2-38,
2-200, 2-201

Communication Check status
message, 5-6

Config File column, 2-33

Config File Editor window,
2-33, 2-66

Config Files field, 2-84, 2-209,
3-10

configuration
roll back, 2-213

configuration file
modified icon, 2-67

modify/review, 2-63

configuration files
order of precedence, 2-173

configuration histor

delete entry, 2-103

configuration history
delete page, 2-103

manage, 2-103
query, 2-103

Configuration History section,
2-67, 2-85, 2-100

Configuration History tab,
2-205, 2-210, 2-213

configure packages
appliance group, 2-198

Confirm Password field, 2-119,
2-123

conflicts
package, 2-173

Conflicts field, 2-84, 2-209,
3-10

console account
change password, 2-119

remove password, 2-119

console account password
change, 2-118

remove, 2-118
Content frame tab, 1-15

Copy to “Next Deployment”
function, 2-33, 2-66, 2-68

create appliance, 2-8

Created By field, 2-12

Daemon Start status message,
5-10

Daemon Status status message,
5-6
Daemon Stop status message,
5-10
default config
appliance pair, 2-137
default user groups, 5-26

delete
file group, 4-10
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delete a file
file properties page, 4-13

delete a file group, 4-10
delete appliance, 2-131

delete appliance group, 2-192
delete appliance pair, 2-141
delete file properties, 4-13
delete package, 3-13

delete user, 5-34

delete user group, 5-42

deleted package
roll back, 3-13

deploy file groups, 2-109, 2-220
deploy file immediately, 2-33

Deploy function, 2-33, 2-40,
2-204

deploy package immediately,
2-33

deploy packages to appliance,
2-40

deploy packages to appliance
group, 2-203

deployment categories, 2-41,
2-204

Details window, 2-101

dialog boxes, 1-20

Direct Packages list, 2-88
disable appliance, 2-126
Disabled appliance status, 2-20
Disabled state, 2-49

Disabled status, 2-20, 2-126

disassociate a file group
warning message, 2-107

display appliance properties,
2-11, 2-19, 2-177

display user group properties,
5-38

display user properties, 5-28

DNS High Availability feature,
2-133

Edit a copy of the previous config
file option, 2-38, 2-201

Edit this config file option, 2-37,
2-200

enable
appliance, 2-128

user account login, 2-122
End search field, 5-6, 5-10, 5-14

error
package transfer, 2-43

event retention period
modify, 5-20

exit AMS, 1-13

file group
add, 4-3

add files, 4-6
delete, 4-10
modify, 4-9, 4-14
remove files, 4-8

file group associations
view, 4-14

file group properties
modify, 4-4

File groups
associate to an appliance,
2-106

associate to an appliance
group, 2-217

file groups
deploy, 2-109, 2-220

File Name field, 3-6, 3-7

file properties
delete, 4-13

modify, 4-11

file properties page
delete a file, 4-13

find an appliance, 2-10

find an appliance cluster, 2-10

find an appliance pair, 2-10

Group field, 2-49
Group Name field, 5-36

Has Outdated Packages field,
2-49

Host Name field, 2-9, 2-133

icons
appliance status, 1-18

import package, 3-6

Interface Number field, 2-115

IP Address field, 2-49, 5-10, 5-13
IP Address search field, 5-6

IP Preference field, 2-9, 2-49
IPv4 Address field, 2-9, 2-115

IPv4 Gateway Address field, 2-9,
2-133

IPv4 Netmask field, 2-9, 2-115
IPv6 Address field, 2-9, 2-115

list refresh icon, 1-19

lock
user account login, 2-124

Lock Account option, 2-124

log file
retrieve, 2-55

log in, 1-8

Login ID field, 5-26
Logout icon, 1-13

LPF directory structure, 3-2
Ipf suffix, 3-7
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Main menu, 1-15

manage
system log configuration,
2-120

manage services on appliance,
2-44

Mask Password check box,
2-119, 2-123

message dialog boxes, 1-20
Model Number field, 2-9
Modified By field, 2-12, 2-182

Modified? column, 2-37, 2-38,
2-200, 2-201

modify
appliance, 2-25

appliance group, 2-190

config file, 2-63

file group, 4-9

file group properties, 4-4

file properties, 4-11

user, 5-30

user group, 5-40
modify a file group, 4-9, 4-14
modify appliance pair, 2-136
modify file group properties, 4-4
modify file properties, 4-11

modify permissions, 2-77, 2-147,
2-168, 2-228

monitoring appliances
appliance

monitoring, 2-47

Monitors user group, 5-26, 5-35

Name field, 2-49, 2-84, 2-209,
3-10, 5-26
New appliance status, 2-20

New Password field, 2-119,
2-123

New state, 2-49
New status, 2-12, 2-20

Node Active status message,
5-10

Normal state, 2-49

notification messages
search, 5-9

Offline appliance status, 2-20
Offline status, 2-20

order of precedence
configuration files, 2-173

override AMS IP address, 5-22

package
delete, 3-13

disassociate from appliance,
2-87

display properties, 3-9

download, 3-4

failed transfer, 2-43

import, 3-6

qddns, 2-133

qddns-ha, 2-133

roll back, 2-100
package conflicts, 2-173
Package field, 2-49

package properties
review, 2-82, 2-207

package status indicators, 2-85,
2-210

packages
associate with appliance,
2-27

associate with appliance
group, 2-194

configure for appliance, 2-30
edit configuration file, 2-35
Packages list, 2-195

Page Size field, 5-8, 5-12, 5-16
Pair IPv4 Address field, 2-134
Pair Name field, 2-134

Paired field, 2-49

password
change on appliance, 2-122

remove console, 2-119
Password field, 5-26

pending deployments
review, 2-40

permissions
add, 2-74, 2-144, 2-165,
2-225

modify, 2-77, 2-147, 2-168,
2-228

polling interval
modify, 5-18

Prerequisites field, 2-84, 2-209,
3-10

Primary Appliance field, 2-134
Probe Name search field, 5-14

probe results
search, 5-13

properties
appliance

field descriptions, 2-8
appliance group, 2-182
package, 3-9

Provides field, 2-84, 2-209, 3-10

qddns package, 2-133
qddns-ha package, 2-133

reboot appliance, 2-130

Recent Appliance Activity
Auto refresh, 2-70

Event Time, 2-70
refresh interval, 2-70

Viewing, 2-69
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Refresh appliance icon, 1-19,
2-46

Refresh Hierarchy function, 1-21
Refresh icon, 2-46

refresh interval, 2-51

Refresh Selection function, 1-21
reload appliance, 2-45

remove files
file group, 4-8

remove files from a file group, 4-8

remove password
console account, 2-118

required fields, 1-21

Required System field, 2-84,
2-209, 3-10

Requires Reboot field, 2-84,
2-209, 3-10

restart appliance, 2-45

restore withheld package to
appliance, 2-94

retention period
events, 5-20

Retrieve Current config file
configuration file

Retrieve Current function,
2-33

retrieve file from appliance, 2-59
retrieve log file, 2-55

review
config file, 2-63

review package properties, 2-82,
2-207

review pending deployments,
2-40

Role of Paired Appliance field,
2-135

roll back configuration, 2-213
roll back package, 2-100
Rollback dialog, 2-102

Scheduled search field, 5-14

search
auto-refresh, 2-50

search appliances, 2-48, 3-13
search notification messages, 5-9
search probe results, 5-13

search results
refresh, 2-51

search status messages, 5-5

Service Package
description, 3-2

service status
icons, 2-50

Services field, 2-84, 2-209, 3-10
set startup type, 2-45

setup
new appliance, 2-7

setup information
appliance, 2-14

Shutdown status message, 5-10
staging an appliance, 2-18

start appliance, 2-45

Start field, 5-10, 5-14

Start search field, 5-6

Startup status message, 5-10

startup type
set, 2-45

State field, 2-49

Status Dashboard

Configuring Nagios, 6-4

Getting started, 6-3

Viewing the Appliance groups
status, 6-9

Viewing the Appliance status,
6-7

Viewing the service groups

status, 6-10

Viewing the Services status,
6-8

Status field, 2-12
Status field values, 2-20

status messages
search, 5-5

stop appliance, 2-45
Sub-menus, 1-15
Successful field, 5-6
Successful search field, 5-14

Supports downgrade field, 2-84,
2-209, 3-10
system log configuration
manage, 2-120
system user ID, 5-24, 5-28

Test Name search field, 5-14
Toolbar, 1-15
Type search field, 5-6, 5-10

Unknown Appliance search field,
5-10

Up appliance status, 2-20
Up status, 2-20

Upload config file option, 2-38,
2-201

Use the package’s default config
file option, 2-37, 2-199

user
add, 5-25

delete, 5-34
modify, 5-30

user account login
enable, 2-122

lock, 2-124
User Association list, 5-36

user group
add, 5-35

delete, 5-42
modify, 5-40
properties, 5-38
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User Group Association list, 5-26

user ID
amsadmin, 1-9, 5-24

amsuser, 1-9
system, 5-24, 5-28

user password
change, 5-32

user permissions and roles, 2-72
User permissions mapping, 2-79

user properties
display, 5-28

user record fields, 5-26

V  Value search field, 5-6, 5-10

verify appliance communication,
2-16, 2-43
Version field, 2-84, 2-209, 3-10
view
file group associations, 4-14

W wild card
Find function, 2-10

wildcard character, 1-20, 5-6,
5-10, 5-13, 5-14
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