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Document introduction

This document is intended for Building Automation System (BAS) and IT professionals. In addition
to this document, the Metasys IP Networks for BACnet/IP Controllers Technical Bulletin (LIT-12012458)
provides valuable guidance on the various IP networks that are available for deploying the Metasys
system into a facility. Also, for updated security and product support information from Johnson
Controls®, reference the following sites:

* Cyber Solutions website

+ Metasys Software Security and Support statement

» Important: Engage appropriate network security professionals to ensure that the computer
hosting the Site Director is a secure host for Internet access. Network security is an important
issue. Typically, the IT organization must approve configurations that expose networks to the
Internet. Be sure to fully read and understand IT Compliance documentation for your site.

Use care when performing steps on Metasys system components because restarts may be
required that conflict with compliance requirements. For example, upgrading a Metasys Server
requires the computer to be offline for a period of time. Similarly, installing new software on
the Metasys Server, or installing of some Windows operating system updates, may require a
computer restart.

In this document, Metasys Server refers in general terms to the following products (unless
otherwise noted):

+ Application and Data Server (ADS)

+ Extended Application and Data Server (ADX)
+ ADS-Lite

« Open Application Server (OAS)

+ Open Data Server (ODS)

In this document, network engine refers in general terms to the following engine models (unless
otherwise noted):

« Network Automation Engine (NAE): NAE35, NAE45, NAE55, and NAE85
+ Network Integration Engine (NIE): NIE55 and NIE85

® Note: NIE engines are no longer available since these integrations are now standard with
NAE's and SNx's at Release 10.1

« Network Control Engine (NCE): NCE25

« Series of Network Engines (SNEs): SNE1050x, SNE1100x, SNE110Lx, and SNE2200x (where x is
either0or 1)

+ Series of Network Controllers (SNCs): SNC1612x and SNC2515x (where x is either 0 or 1)
+ LonWorks® Control Server (LCS): LCS85

® Note: Some products in this document are available only to specific markets.

Summary of changes
The following information is new or revised:

+ Removed RADIUS user account information because RADIUS servers are no longer supported
at Metasys Release 11.0.
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+ Removed Windows 7 content because Windows 7 is no longer a supported operating system
at Metasys Release 11.0. Also updated the versions of Windows 10 and Windows 8.1 that are

supported.

« Removed information about BasicSysAgent (Basic Access) account as it is no longer supported
from Release 11.0 and later. All users with Basic Access are converted to Standard Access users
when you upgrade the archive with System Configuration Tool (SCT) Release 14.0.

+ Updated Protocols and ports tables and Advanced security enabled sections.

Related documentation

Table 1: Related information

For information on

See document

General background on Metasys system
features and components

Metasys System Product Bulletin (LIT-1201526)

Operations available to the Metasys system

Metasys Site Management Portal Help
(LIT-1201793)

Operations available to the Metasys UI

Metasys UI Help (LIT-12011953)

Software products and tool available to Metasys
system

Metasys System Software Purchase Options
Product Bulletin (LIT-12011703)

Setting up system access for users and
establishing user roles

Security Administrator System Technical Bulletin
(LIT-1201528)

Backing up and restoring Security databases

Metasys SCT Help (LIT-12011964)

Commissioning a Metasys Server for secure
communication

ADS/ADX Commissioning Guide (LIT-1201645)

OAS Commissioning Guide (LIT-12013243)

ODS Commissioning Guide (LIT-12011944)

Commissioning a network engine for secure
communication

NAE Commissioning Guide (LIT-1201519)

SNE Commissioning Guide (LIT-12013352)

SNC Commissioning Guide (LIT-12013295)

NIEx9 Commissioning Guide (LIT-12011922)

LCS85 Installation and Upgrade Instructions
(LIT-12011623)

Commissioning a secure NAE55 (NAE-S) with
embedded encryption technology (available to
Johnson Controls® employees only)

NAE-S Commissioning Guide (LIT-12012269)

Commissioning a Metasys for Validated
Environments site

Metasys for Validated Environments Extended
Architecture Technical Bulletin (LIT-12011327)

Interaction between an N1 network and the NIE
at Metasys Release 9.0 or earlier

N1 Migration with the NIE Technical Bulletin
(LIT-1201535)

Connecting a Mobile Access Portal (MAP)
Gateway to your network

Mobile Access Portal Gateway Network and IT
Guidance Technical Bulletin (LIT-12012015)

Interaction between a many-to-one wireless
network and the Metasys network using the
Wireless Room Temperature Sensing (WRS)
system

WRS Series Many-to-One Wireless Room
Temperature Sensing System Technical Bulletin
(LIT-12011095)

Planning your Metasys network and
implementing virtual networks (VLANSs)

Metasys IP Networks for BACnet/IP Controllers
Technical Bulletin (LIT-12012458)
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Table 1: Related information

For information on See document
BACnet network and a Metasys network BACnet® Controller Integration with NAE/NCE/ODS
interaction Technical Bulletin (LIT-1201531)
IP network planning and configuration as it Metasys IP Networks for BACnet/IP Controllers
applies to the Metasys system Technical Bulletin (LIT-12012458)

Metasys Site Management Portal Help
Monitoring SNMP for network (LIT-1201793)

Metasys Open Data Server Help (LIT-12011942)

Network and IT considerations

Computer hardware configuration requirements

Computer minimum hardware configurations are based upon experience and testing for both
client and server platforms and are published in the literature for each component of the Metasys
system. Follow these requirements.

Computers running Metasys software must perform simultaneous tasks that require both
hardware and network resources, and optional or advanced features require a large amount of
memory for proper performance. Examples of the optional features of the Metasys system include
advanced navigation and support for complex graphics, operation with the maximum number

of concurrent users, complex and extended queries with the Metasys Export Utility, support for
large network integrations, extensive use of trending, and large numbers of concurrent open
applications.

It is important to note that operating systems and computing capabilities change rapidly. A
computer that is adequate for today’s applications may be inadequate in a year if additional system
features and functions become required. Configuration requirements for computers running
Metasys software may be upgraded on a regular basis to reflect these changes. Refer to the Metasys
System Configuration Guide (LIT-12011832) for specific computer requirements for all Metasys
software products and tools.

Metasys device IP address assignment (DHCP or manual)

See Table 2 for IP address assignment rules in the Metasys system. In this table, the term Site
Director is introduced. The Site Director is the device designated to maintain the site information
by holding the Site object, which contains information about the logical organization of data about
your facility, user password administrative information, and overall master time and date. This
function resides in an engine or in a Metasys Server on large installations. Although an engine can
be a Site Director, if the site has a Metasys Server, then a Metasys Server must be the Site Director.
The Site Director provides a uniform point of entry and supports functions such as user login, user
administration, time synchronization, and traffic management.
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Table 2: IP address assignments

Device

Dynamic
addressing

Static addressing

Notes

SNE/SNC

Supported

Recommended when
the SNE/SNC is the
Site Director

The SNE/SNC is a supervisory device for
equipment controllers.

The SNE110Lx cannot be the Site
Director. It must reside under an ADS-
Lite Site Director.

NAE/NCE

Supported

Recommended when
the NAE/NCE is the
Site Director

The NAE/NCE is a supervisory device for
equipment controllers.

The NAESS is installed on a server-
class computer, but all other network
engines are stand-alone devices on the
IP network.

The NAE45-Lite cannot be the Site
Director. It must reside under an ADS-
Lite Site Director.

NIE

Not
supported

Required

A DHCP server can be configured to
assign a particular IP address to a
particular MAC address; therefore, DHCP
can be used to assign a static IP address
to a device.

The NIE55 is a supervisory device for
equipment controllers.

The NIES85 is installed on a server-class
computer, but the NIE55s and NIE59s
are stand-alone network engines on the
IP network.

NIEx9

Supported

Recommended when
the NIEX9 is the Site
Director

A DHCP server can be configured to
assign a particular IP address to a
particular MAC address; therefore, DHCP
can be used to assign a static IP address
to a device.

The NIEX9 is a supervisory controller.

NIE89s are installed on server-class
computers, but the NIE29s, NIE39s,
NIE49s, and NIE59s are stand-alone
devices on the IP network.

12
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Table 2: IP address assignments

Device

Dynamic
addressing

Static addressing

Notes

LCS

Supported

Recommended when
the LCS85 is the Site
Director

The LCS is a supervisory device for
equipment controllers.

The LCS85 is installed on a server-class
computer.

DHCP is supported as long as the same
address is assigned to the LCS85 after

a restart or shutdown for an extended
period of time. If a new address is
assigned, you must reconfigure the
LonWorks software driver and update
settings for the LCS85 designated as the
configuration server.
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Table 2: IP address assignments

Dynamic

secondary port

Device . Static addressing Notes
addressing
Recommended when The ADS is loaded on a desktop-class
ADS/ADX the ADS/ADX, OAS computer and the ADX is installed on a
Supported ; e server-class computer. The OAS or ODS is
OAS/ODS gr OI?CS Is the Site loaded on either a desktop-class or a server-
rector class computer.

* Enable DHCP only if your network has
one or more DHCP servers. Otherwise,
the TEC20-3C-2 Coordinator may
become unreachable over the network.

* Only the primary Ethernet connection
Primary Rate Interface (PRI), such as NET
and LANT, can be enabled to use DHCP.
The secondary Ethernet connection
(SEC), such as NET2 and LAN2) can only

Supported ?;c;;?%n;;dpe;t' use static IP addressing.
TEC20-3C-2 | for primary required for ' + The TEC20-3C-2 Coordinator is factory-
port only configured with an IP address of

192.168.1.12n and a submask of
255.255.255.0, where n equals the last
number in the TEC20-3C-2 Coordinator
serial number. When commissioning
the device with the TEC Wireless
Configuration Tool, do not assign your
computer with the same IP address as
the TEC20-3C-2 Coordinator’s factory-
assigned IP address.

14
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Table 2: IP address assignments

Dynamic

Devi h
evice addressing

Static addressing

Notes

WRS-RTN Supported

Recommended if
communication
issues arise

The WRS-RTN system is not supported at
Metasys Release 9.0.7 or later.

If your devices use Network Address
Translation (NAT) to communicate
across the Internet, the NATs must
provide static internal and external

IP addresses. If you are using DHCP
to assign addresses to devices that
communicate across networks that
use NATSs, your DHCP server should

be configured to always allocate the
exact same IP address as the Metasys
system devices' MAC addresses.

This configuration makes these
devices behave as if they have static IP
addresses, although they have DHCP
addresses. This behavior sometimes is
called Dynamically Assigned, Statically
Allocated addressing from a DHCP
server.

The data transmission over Ethernet
between a WRS-RTN and an engine
consumes very little bandwidth (less
than 1.5% of the usable bandwidth on
a 10 Mbps Ethernet network, based on
maximum device loading). Refer to the
WRS Series Many-to-One Wireless Room
Temperature Sensing System Technical
Bulletin (LIT-12011095) for details.
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Metasys device hostname resolution (DNS or hosts file)

If DHCP servers are available on the network and DHCP is enabled on the Metasys system devices,
a DHCP server can automatically assign the addresses of the DNS servers to some devices.
Alternatively, the DNS server addresses may be manually assigned. See Table 2 for specifics for
each device.

If the network does not support DNS, then the host's file or registry entries of the Site Director
must be updated with the host name/IP address pairs for all engines/servers on the Metasys site,
and each child device (non-Site Director engine/server) must be updated with the host name/IP
address pair of the Site Director (and any other Ethernet-based device with which it communicates).

Either DNS or local host file updates are necessary for successful communication between a Site
Director and all devices on the Metasys site.

We recommend using DNS scavenging to ensure that old host records are cleaned up properly. The
recommended scavenging interval is the same interval as the DHCP lease time.

For information on configuring DHCP and DNS on an engine, refer to the commissioning guide for
your network engine:

*  SNE Commissioning Guide (LIT-12013295)

*  SNC Commissioning Guide (LIT-12013352)

«  NAE Commissioning Guide (LIT-1201519)

«  NAE-S Commissioning Guide (LIT-12012269, company-internal document)
*  NIEx9 Commissioning Guide (LIT-12011922)

+ LCS85 Commissioning Guide (LIT-12011568)

For information on configuring DHCP and DNS for a Metasys server, refer to Microsoft® Windows
operating system literature. Also refer to the TEC Series Wireless Thermostat Controller System
Technical Bulletin (LIT-12011414) and WRS Series Many-to-One Wireless Room Temperature Sensing
System Technical Bulletin (LIT-12011095) for DHCP and DNS information on those respective devices.

DNS implementation considerations
The DNS infrastructure must be configured to do the following:
« The Metasys server and/or Metasys engine and Metasys DHCP supported devices (TEC20-3C-2
Coordinators, WRS-RTN Many-to-One Receivers) must be defined in the same DNS domain.

« The Metasys server and/or Metasys engine and Metasys DHCP supported devices (TEC20-3C-2
Coordinators, WRS-RTN Many-to-One Receivers) require that DNS servers be defined to resolve
hosts in the domain they are in.

« If the DNS server and the Metasys server and/or Metasys engine are in different networks
(VLANSs), routing must be available between networks.

DHCP implementation considerations

For Metasys devices to function properly in a DHCP implementation, the DHCP servers must
support dynamic DNS. The DHCP infrastructure must be configured to do the following:

* The DHCP server must create an A record in the defined DNS domain upon handing a lease to
a Metasys device. Optionally, you can configure the DHCP server to update the PTR (pointer)
record of the Metasys DHCP-supported device in the reverse zone DNS domain.

* The domain for DNS updates must be included in the DHCP server configuration. The Metasys
DHCP-supported device does not specify the domain.
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« The Metasys Server and/or network engine and the Metasys DHCP-supported devices
(TEC20-3C-2 Coordinators and WRS-RTN Many-to-One Receivers) all must be in the same DNS
domain.

«  We recommend that the Metasys Server and/or network engine and the Metasys DHCP
supported devices (TEC20-3C-2 Coordinators and WRS-RTN Many-to-One Receivers) be in a
separate VLAN from all other devices at the Metasys site.

« If the DNS server, Metasys Server, network engine, and/or Metasys DHCP supported devices
(TEC20-3C-2 Coordinators and WRS-RTN Many-to-One Receivers) are in different networks
(VLANS), ensure that routing is available between networks and that a proper router is passed
in the DHCP lease.

« If the DHCP server is not in the same VLAN as the Metasys devices, enable DHCP forwarding to
the proper DHCP server on the VLANs on which the Metasys devices are located.

Microsoft Active Directory service overview

This section provides an overview of Active Directory services as implemented in the Metasys
system. For more details, refer to the Security Administrator System Technical Bulletin (LIT-1201528).

The Active Directory service feature used by the Metasys system provides an IT standard
integration of the Metasys system into a customer’s existing Active Directory service infrastructure
for authentication purposes. This optional component provides the convenience of Single Sign-
On (SSO) access, a capability that permits users to log in to multiple, secured application User
Interfaces without reentering their user name and password.

The Metasys system works in conjunction with the Active Directory Service. It allows the Active
Directory Service to provide authentication for access to various Metasys software applications,
including the Metasys server, Metasys UI, Metasys UI Offline, and System Configuration Tool

(SCT) (but not the engines). Using the Security Administrator System menu option, you can add
Active Directory users and assign them various levels of access and permissions, from read-only to
administrator privileges. By using the Security Administrator System option, you can also grant SSO
or Single Sign-On access to all Active Directory users for a more convenient authentication process.
The Metasys UI and Metasys UI Offline does not support SSO.

The Metasys architecture uses Active Directory service for authentication. The user provides Active
Directory service credentials in one of two forms:

+ Active Directory service credentials that are cached by Windows when the user logs in to
the computer, and then automatically retrieved by the Metasys system during the Windows
Integrated Authentication with IIS process on the Metasys server, or SCT.

* Active Directory service credentials (user name, password, and domain) that are specified
directly on the Site Management Portal Ul login screen.

An Active Directory service user name includes the specification of a domain name with the user
name. For example, instead of a user name called John, the user name in Active Directory service
and the Metasys system could be John@my.corp.com, which includes the domain specifier required
by Active Directory service.

For releases prior to Metasys Release 8.1 and System Configuration Tool Release 11.1, Active
Directory implementation with the Metasys system allows a hybrid User Principal Name (UPN)
format for usernames and the Security Account Manager (SAM) format, which uses the username,
password, and domain selection. The hybrid UPN format uses the username in which the full
domain name is provided. The Metasys system does not support an exact or alternate match of the
UPN name and instead validates the prefix portion and the suffix portion of the Active Directory
username. The prefix is the username (myUser) and the suffix is the domain name (my.corp.com).
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The prefix and suffix are separated by the @ symbol. For example, myUser@my.corp.com is
specified instead of myUser@corp.com, where myUser@corp.com is the email UPN name.

Figure 1: Examples of Login Formats

Fully Qualified Domain Name
FGOR) my.corp.com

top-level
| | domain

.
hostname domain

Security Account Manager (SAM) myU ser@my_ CO rp .Com

format

network ID and username suffix and domain

Exact or alternate UPN format

myUser@corp.com

prefix and username suffix and domain

Metasys Release 8.1 or later, and SCT Release 11.1 or later allow exact or alternate UPN
authentication support for the Metasys system in compliance with Microsoft Office 365®
authentication. For example, myUser@corp.com is specified, where myUser@corp.com is the exact
or alternate UPN name. To enable exact or alternate UPN format user login to the Metasys system,
see Enabling exact or alternate UPN authentication for a Metasys Server and Enabling exact or
alternate UPN authentication for SCT.

SSO allows users to access the Metasys system without having to type in their credentials by using
Windows Active Directory authentication in conjunction with the Metasys software. This feature
relies on the following:

* The user has an active Windows Active Directory account.
* The user is logged into a domain computer using their Active Directory credentials.

* The user is added to the Active Directory users list in the Security Administrator System menu
option.

+ The SSO feature is enabled in the Security Administrator System menu option.

+ The Metasys application supports SSO.

® Note: The Metasys system does not require any particular Active Directory service structure.

Support for Active Directory service (including single sign-on capability)

Table 3 is a summary of which Metasys system application User Interfaces support Active Directory
logins and the SSO capability. If the application supports Active Directory logins, then the Metasys
system can be configured to use your existing IT Active Directory Service infrastructure for
authentication purposes. If the application supports SSO, then you can log in to multiple, secured
applications without reentering the same user name and password.
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Table 3: Products that support Active Directory logins and SSO

Active Director Exact or alternate
Application . y UPN format logins SSO supported

logins supported

supported

ADS/ADX Site
Management Portal UI ves ves ves
SCT Yes Yes Yes
Metasys UI and
Metasys UI Offline ves ves No
OAS Yes Yes Yes
ODS Yes Yes Yes
Metasys Advanced No No No'
Reporting System
Network Engine2 No No No
Met'asys for Validated Ves Ves No
Environments

1

If you are using Metasys Advanced Reporting System UI on an ADX/ODS, you still can use the SSO capability to log in

to the ADX Site Management Portal UL For example, if you have an ADX/ODS with the Metasys Advanced Reporting
System, you can use SSO to log in to the ADX Site Management Portal UL, but you must enter your Metasys system user
name and password pair to log in to the reporting system.

The engine Site Management Portal UI does not support authentication with Active Directory service. If you have an
ADS/ADX/OAS/ODS Site Director, however, you can log in to the ADS/ADX/OAS/ODS Site Management Portal UI using
SSO and access system information for the entire site, including details on the engine.

For more details on Active Directory and SSO interaction with Metasys system security, refer to the
Security Administrator System Technical Bulletin (LIT-1201528).

Implementation considerations

The Active Directory service feature as implemented on the Metasys system uses the existing Active
Directory service infrastructure at the customer site. The following are important considerations:

Active Directory service users in server-class operating system domains and read-only domains
are supported.

Use of a server-class operating system read-only domain controller is determined by the IT
department that is responsible for setting up accounts for authentication against the domain
controller. SSO and Active Directory service logins function with the server-class operating
system read-only domain controller, whether the primary read-only domain controller is
online, offline, or not accessible (as long as the Active Directory service user credentials are
cached in the read-only controller). If a trust relationship exists between the read-only domain
controller and another domain, the Active Directory service login functions properly as long as
the trusted domain is accessible. In this case, Kerberos manages the forwarding to the correct
domain. SSO does not work for an Active Directory service user in a trusted domain of a read-
only domain controller because SSO uses NTLM and the message is not forwarded.

The default Active Directory services schema is supported. For details, see Information
obtained from Active Directory services.

NTLMv2 is required to accomplish strict SSO login-free access to the Metasys system using

IIS Windows Integrated Authentication. All other authentication is performed using Kerberos,
which includes the Active Directory service user name, password, and domain selection at the
Metasys system login screen and authentication to Active Directory services for LDAP queries.
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The Metasys system does not store or manage the passwords of Active Directory service
users. Active Directory service users who are given access to the Metasys system (identified by
the security identifier [SID]) are not created or managed by the Metasys system. The system
maintains authorization permissions to the Metasys system only.

Active Directory service credentials that are provided at the Metasys system login screen are
strongly encrypted before they are sent over the network from the Site Management Portal UI
to the Metasys server and SCT.

To ensure that Metasys system SSO works properly, the Network Security: LAN Manager
authentication level security policy must be configured to compatible settings on the
Metasys server and SCT computer, any Site Management Portal UI client machines, and the
Active Directory service domain controller.

The Active Directory service structure may comprise one or more forests consisting of one or
more domains. The Metasys system requires an Active Directory service structure that allows
for the use of full domain UPN formatted names or exact or alternate UPN formatted names.
Single Label Domains are one example of a directory structure that is not compatible with the
Metasys system. Single Label Domains are domains that do not include .com, .edu, and so
on. Users from any domain may be given access privileges to the Metasys system, as long as
appropriate trust relationships and privileges exist within Active Directory services.

The Metasys server and SCT computer should be placed in an Active Directory service
organizational unit (OU) that is not affected by Group Policies (such as those typically applied
to a desktop) that download software to the machine. This software may adversely affect
Metasys system device operation.

A service account in Active Directory service consisting of an Active Directory user name,
password, and domain is required. For details, see Service account.

Trust relationships

Trust relationships and privileges are dictated by the customer's IT department and are a
fundamental part of a security policy. Active Directory service implementation on the Metasys
system does not dictate the trusts that are established. While Active Directory services provide
multiple domain support, the customer infrastructure determines whether this function is
used.

Metasys Server and SCT considerations

The Metasys Server or SCT computer that is handling user authentication and authorization must
follow these requirements to use the Active Directory services feature as implemented on the
Metasys system:

The Metasys Server and SCT computer must be joined to an Active Directory service domain.
This is necessary for SSO login-free access to the Metasys system using Windows Integrated
Authentication. If the Metasys Server and SCT are not joined to an Active Directory service
domain, the Active Directory service user cannot use the login-free access to the Metasys
Site Management Portal UI, but the Active Directory service user may still specify the Active
Directory service user name, password, and domain at the login screen.

The Metasys Server and SCT computer must be configured to use Windows Integrated
Authentication through IIS. Windows Integrated Authentication is configured by the Metasys
installation program and is necessary for SSO login-free access to the Metasys system.

The Metasys Server and SCT computer must be configured to allow network access to the
device and read/write access to the Metasys Single Sign-On web service to users of the Active
Directory service.

20
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* The hard disk on the Metasys Server or SCT computer must be formatted for the NTFS file
system, not the FAT file system.

* The Metasys Server and SCT computer must not be running other third-party applications that
compete with the Metasys system for computer resources.

Child device considerations

Child devices, which include network engines, do not use the Active Directory service; however, if
the user logs in to a Site Director with Active Directory service credentials, they may navigate to
child devices. The child devices:

« can be any combination of platforms illustrated in

* do not need to be at the same release as the Site Director
+ do not need to join an Active Directory service domain

Information obtained from Active Directory services

The Active Directory service used by the Metasys system reads a set of information from the Active
Directory service database, and populates and updates the user’s Properties based on those
values. The following information is read, with the actual Active Directory service attribute names in
parentheses:

« User name (samAccountName, userPrincipalName, CanonicalName)
« Description (Description)

« Full Name (displayName)

+  Email (mail)

« Phone Number (telephoneNumber)

+ Account Disabled (UserAccountControl)

In addition, the Security Identifier (ObjectSID) is obtained from the Active Directory service
database and used internally to uniquely identify the Metasys user.

Enabling exact or alternate UPN authentication for a Metasys Server

About this task:

Follow the steps below to enable exact or alternate UPN authentication for a Metasys Server,
including an ADS, ADX, ADS-Lite, OAS, or ODS. This procedure also enables exact or alternate UPN
authentication for all Metasys software installed on the Metasys Server.

1. On the Metasys Server, open Notepad by right-clicking and selecting Run as Administrator.
Click Yes if the User Account Control prompt appears.

2. In Notepad, click File > Open and browse to:
C:\Program Files (x86)\Johnson Controls\MetasysIII\ws\
® Note: By default, the Metasys software and databases are installed to the C: drive. If
you have customized the installation location, specify the location. For example, if you
installed on drive E, use E:\.
3. Right-click on the web.config file. Click Open.
4. Modify the following key under the <configuration><appSettings> section from false to
true:

<add key="enableOffice365StyleActiveDirectoryAuthentication" value="true"/
>
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5. Save and close the web.config file.
6. Restart the Metasys Server.

To enable alternate or exact UPN authentication for SCT Release 11.1, see Enabling
exact or alternate UPN authentication for SCT.

For more information on creating users in the Metasys system, refer to Security
Adminstrator System Technical Bulletin (LIT-1201528).

Enabling exact or alternate UPN authentication for SCT

About this task:

Follow the steps below to enable exact or alternate UPN authentication for SCT. This procedure
also enables exact or alternate UPN authentication for all Metasys software installed on the SCT
computer.

1. Onthe SCT computer, open Notepad by right-clicking and selecting Run as Administrator.
Click Yes if the User Account Control prompt appears.

2. In Notepad, click File > Open and browse to:
C:\Program Files (x86)\Johnson Controls\MetasysIII\Tool

® Note: By default, the Metasys software and databases are installed to the C: drive. If
you have customized the installation location, specify the location. For example, if you
installed on drive E, use E:\.

3. Right-click on the web.config file. Click Open.

4. Modify the following key under the <configuration><appSettings> section from false to
true:

<add key="enableOffice365StyleActiveDirectoryAuthentication" value="true"/
>

5. Save and close the web.config file.
6. Restart the SCT computer.

For more information on creating users in the Metasys system, refer to Security
Administrator System Technical Bulletin (LIT-1201528).

Service account

The Active Directory services, as implemented on the Metasys system, require a service account

in Active Directory service consisting of a user name, password, and domain. The feature uses

this service account when executing LDAP queries of Active Directory service. The Active Directory
service feature allows the use of one Service Account to access all domains, or one Service Account
per domain.

The service account in Active Directory service must have directory read privileges. These privileges
may be open to the entire directory or limited to only those organizational units and domains that
contain Metasys privileged Active Directory service users and groups. For some Active Directory
service configurations, the IT department may dictate that one service account is created per
domain.

The service account user name, password, and domain are defined by the customer IT department.
This user should be created with a non-expiring password. If the IT department requires the
modification of the Service Account password on a periodic basis, a Metasys system work process
must be defined to update the password in the Security Administrator System at the time it is
changed in Active Directory service. If the Service Account password in the Metasys system does
not match the Service Account password in Active Directory service, Metasys system access by
Active Directory service users is denied.
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Service account rules

When specifying a service account with the Metasys Security Administrator System, keep these
important rules in mind:

For releases prior to Metasys Release 8.1 and SCT Release 11.1, each service account must use
the full domain UPN format for the username. Provide the fully qualified domain name where
the domain specifier is at the domain level. For example, use metasys.service@my.corp.com
instead of metasys.service@corp.com, even though the latter is a valid form of the
username.

For Metasys Release 8.1 or later, and SCT Release 11.1 or later, each service account must

use the full domain UPN format or the exact or alternate UPN for the username. Provide

the full domain name where the domain specifier is at the domain level for the full domain
UPN format. Provide the prefix/username and suffix/domain for the exact or alternate UPN
format. For example, use metasys.service@my.corp.com for the full domain UPN format and
metasys.service@corp.com for the exact or alternate UPN format.

A blank password for a service account is prohibited.

The ability to specify more than one service account is available. You only need to specify more
than one service account if an Active Directory service trust does not exist between the domain
in which the service account is created and all other domains where Metasys users reside. In
this case, specify one service account per domain where the Metasys users reside.

The Service Account should be configured with a non-expiring password; however, if the
password is set to expire, you need to reset it in the Metasys Security Administrator System
each time you reset it on the Active Directory service domain.

Service account permissions

The Metasys system requires that the service account in Active Directory service allow a minimal
set of permissions. This section lists these permissions, but does not dictate how they should

be applied; the customer's IT department determines this at the time of creation. The required
permissions include the following:

Read access to the domain object of each domain that contains Active Directory service users
who are Metasys system users.

Read access to each organizational unit that contains Active Directory service users who are
also Metasys system users.

Read access to the attributes of each User Object in Active Directory service that relates to
Metasys system users or read access to only the following individual attributes on those user
objects (if full read access is not allowed):

- ObjectSID

- samAccountName

- displayName

- Description

- mail

- userPrincipalName
- telephoneNumber
- UserAccountControl
- CanonicalName

In addition, a non-expiring Service Account password is required. See Service account rules. Also,
the Service Account must be able to access all domains with Metasys system users to perform LDAP
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queries. For example, accounts cannot be denied access to the domain controller in the domain
security policy.

User account rules

The following rules apply to Active Directory service users who are added with the Metasys Security
Administrator System:

* For releases prior to Metasys Release 8.1 and SCT Release 11.1, the full domain UPN format
is used for the username, in which the fully qualified domain name is provided. For example,
myUser@my.corp.com is specified instead of myUser@corp.com, even though the latter is
a valid form of the user name. The fully qualified username appears on the main Metasys Site
Management Portal UI screen to identify the currently logged in user. It also appears as the
username on Metasys reports and logs.

For Metasys Release 8.1 or later, and SCT Release 11.1 or later, the full domain UPN

format or the exact or alternate UPN format is used for the username. For example,
myUser@my.corp.com or myUser@corp.com is specified. The fully qualified username or
exact or alternate username appears on the main Metasys Site Management Portal UI screen
to identify the currently logged in user. It also appears as the username on Metasys reports
and logs.

« Each specified user must exist and be enabled in Active Directory service. Properties of the
user (for example, phone number and email address) are read when the user is added to the
Metasys system. These items are displayed by the Metasys Site Management Portal Ul under
User Properties. For details, see Information obtained from Active Directory services.

+ If the username for an Active Directory service user changes, you do not need to specify the
new name with the Security Administrator System tool. The update of the new username
occurs within the Security Administrator System when you left-click the Active Directory service
user account.

« If an Active Directory service user is deleted from the Active Directory service database, delete
that user from the Metasys system as well. If, for any reason, an Active Directory service user
with the same username is later added to the Active Directory service database but you did
not delete this user from the Metasys system, the new user cannot be added to the Metasys
system until the original user is deleted.

+ If an Active Directory service user is disabled in the Active Directory service database, the
Metasys Access Suspended property check box under the user’s Properties window is selected.
Once the service user for Active Directory is re-enabled, a Metasys Administrator must
manually click to clear the Metasys Access Suspended property check box before the user can
log in again.

+ The Metasys system follows the text case format dictated by Active Directory services. In
other words, if you add a user called MYUSER@my.corp.com, and the Active Directory service
format uses all lowercase characters, the username adjusts to myuser@my.corp.com when
added.

+ At least one defined Service Account must have the privilege to read the user’s Active Directory
service attributes.

User creation and permissions

In many organizations, different people need to be involved in the process of defining and
maintaining Active Directory service users for the Metasys system.
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IT and Active Directory service Administrators create, delete, and update accounts in Active
Directory service, including the provision of a Service Account for use by the Metasys system. They
manage Active Directory service user account passwords, password policies, and account policies.

Metasys Administrators add existing Active Directory service users to the Metasys system, and
assign Metasys system privileges using the Security Administrator System.

Once you add an Active Directory service user to Metasys, the user is assigned privileges in the
same manner as a local Metasys user. In fact, a user’s local Metasys account can be disabled or
deleted once their Active Directory service user account is established, unless there is an important
reason for a user to have two accounts. An audit record is created whenever an Active Directory
service user is added to or removed from the Metasys system.

User management in Metasys Ul

The User Management feature in Metasys UI Online facilitates the creation and management of
users and their roles, category-based permissions, and privileges directly in Metasys UI Online,
without the need to install software on client machines. Administrators can create and manage
user details for Active Directory and Metasys local users. This feature is also available in the Metasys
Site Management Portal (SMP).

Only administrators can access the User Management feature. All users can view and edit certain
information that relates to their specific user details in My Profile. The My Profile feature shows
the user details, system privileges, and category access. The details shown in My Profile are based
on your Metasys user account settings. When you edit your profile information in My Profile, your
profile details automatically update in User Management.

Administrators can complete the following tasks with the User Management feature:

* Add, edit, and delete Metasys administrators.

+ Add, edit, and delete Active Directory Metasys users.

+ Create, edit, delete, and assign roles to Metasys users.

* Assign authorization category permissions and system privileges to users and roles.
+ Navigate to Space Authorization to authorize spaces for users.

*  Apply system configurations and account policies to any user.

+ Filter users based on role, type, last login, and status.

* Filter roles based on system privileges, access categories, and permissions.

For Active Directory Metasys users, the control over password management and account settings
remains with the respective parent portal. Also, a user will have access to the Building Network tree
in the Metasys UI only if the user has the User Can View the Item Navigation Tree (Default Tree)
property selected in the User Details tab in the User Management feature in Metasys UI, or in their
User Properties in SMP. For more information, refer to the Security Administrator System Technical
Bulletin (LIT-1201528).

Syslog overview

The Metasys Servers and network engines provide the optional capability of sending their
configured audit log entries and event notifications to an external, customer-provided industry-
standard Syslog server destination, conforming to published Internet document RFC 3164. Syslog
implements a client-server application structure where the server communicates to a port for
protocol requests from clients. Most commonly, the Transport Layer protocol for network logging is
User Datagram Protocol (UDP). The Metasys system Syslog message provides positive indication of
each field possible in the Metasys event and audit entries, replacing any blank field with the single
character dash (-). Individual fields of each Metasys entry are sent to the Syslog server in the Syslog
message field separated by the vertical bar symbol (|).
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The Metasys system creates and maintains independent local repositories for events and audits.
Existing documentation in the Metasys System Configuration Guide (LIT-12011832) describes their
configuration. Events and audit entries are sent to the Syslog server when the entries are recorded
in the servers and network engines.

When configuring the servers and network engines, confirm that the Enabled Audit Level is at the
recommended setting of 2.

When Metasys Audit messages are delivered to Syslog destinations from the Metasys SMP UI,

the fields are sent in the order shown in the Metasys Audit Viewer (Figure 2). The Audit Viewer
columns are labeled as follows: When | Item | Class Level | Origin Application | User | Action Type
| Description | Previous Value | Post Value | Status. The Metasys audit log shows the client's IPv4
address in the Post Value column for every successful and unsuccessful login attempt.

Figure 2: Metasys Audit Viewer - SMP UI

[ Audit Viewer
INAE-C4B8:NAE-C4B8
| When ‘ Item | Class Level Crigin Application User Action Type Description Previous Value Post Value Status

+* 712312013 12:28:00PM CDT  NAE User Action System Security Metasy... | Subsystem User Login S... 127.0.01
+* 712312013 12:2T:56 PM CDT  NAE User Action System Security testUser | Subsystem User Logout
¥ 712312013 12:26:51 PM CDT  NAE User Action System Security testUser | Subsystem User accepts ...
+ Ti23/2013 122645 PM CDT  NAE User Action System Security testUser | Subsystem User Login 5. 127.0.01
* Ti23/2013 1226142 PM CDT  NAE User Action System Security testUser  Subsystem User Passwo...
* TI23/2013 12:26:24 PM CDT  MNAE User Action System Security testUser  Subsystem User LoginF... 127.0.01
* TI23/2013 12:26:20 PM CDT  NAE User Action System Security Metasy...  Subsystem User Logout
# TI23/2013 1226113 PM CDT  NAE User Action System Security Metasy. Subsystem Add anew user testUser
# 712312013 12:25:46 PM CDT | NAE User Action System Security Metasy.. | Subsystem User Login S. 127.0.0.1
+* 712312013 12:2540 PM CDT  NAE User Action System Security Metasy... | Subsystem User Logout

When Metasys Event messages are delivered to Syslog destinations from the Metasys SMP UI,

the fields are sent in the order shown in the Metasys Event Viewer, excluding the icon column
(Figure 3). The Event Viewer columns are labeled as follows: Type | Priority | When | Item | Value |
Description | Alarm Message Text.

Figure 3: Metasys Event Viewer - SMP UI

|_- Event Viewer
MNAE-C4B8:NAE-C4BS
| Type | Pricrity | When | ltem | Value Description Alarm Message Text

* Low Alarm | 70 7/23/2013 121925 PM CDT | AV1 20

* F High Alarm | 70 T/2312013 12:18:19 PM CDT | AV 3.5e+0...

* 5 Alarm 70 712312013 1216:32PM CDT | B Active

b T Alarm 70 712312013 121338 PM CDT | B Active

* G Mormal 200 712312013 121836 PM CDT | AV1 18.0

* ¢ Mormal 200 712312013 1216:26 PM CDT | BV Inactive

* 7 Mormal 200 712312013 121332PM CDT | B Inactive

& Mormal 200 TI2212013 02:03:21PM CDT | AV1 10.0

i Mormal 200 72212013 01:38:36 PM CDT | AV 10.0

& Mormal 200 TI22/12013 01:36:119 PM CDT | AV1 10.0

0 Mormal 200 712212013 01:35:05 PM CDT | AV 10.0

When Metasys audit messages are delivered to Syslog destinations from Metasys UI Online, these
fields are sent in the following order: Item | User | Description | Post Value | Start Day Of Week |
Start Time | End Day Of Week | End Time | Spaces | Equipment.

When Metasys event messages are delivered to Syslog destinations from Metasys UI Online,

these fields are sent in the following order: Current Status | Priority | Authorization Category |
Acknowledge Required | Previous Status | Start Day Of Week | Start Time | End Day Of Week | End
Time | Spaces | Equipment. Some of these fields appear in the following Alarm Monitor example.
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Figure 4: Metasys UI Alarm Monitor

ALARM MONITOR
B

| | | FILTER» |

| STATUS | NEW | PRIORITY TYPE TRIGGER VALUE EQUIPMENT NAME & OCCURRED ~

v s 7 LOW ALARM 714DEGF HS-VAV-14 ZN-T 3 06/18/2019 11:11:35 AM .
o 70 LOW ALARM 714DEGF HS-VAV-23 IN-T 8 06/18/2019 11:11:35 AM
o 70 LOW ALARM 71.0DEGF AD-VAV12 IN-T ] 06/18/2019 11:11:35 AM

« 70 LOW ALARM 69.8 DEGF HS-VAV-01 INT 6 06/18/2019 4:11:33 AM
o 70 LOW ALARM 69.7TDEGF HS-VAV-02 ZN-T 6 06/18/2019 4:11:33 AM
o 7 LOW ALARM 69.9DEGF HS-VAV-2% ZN-T i 06/18/2019 4:11:33 AM
o 7 LOW ALARM E9.9DEGF HS-VAV-29 ZN-T i 06/18/2019 4:11:33 AM
o 70 LOW ALARM 69.9DEGF HS-VAV-32 IN-T 7 06/18/2019 4:11:33 AM
o 70 LOW ALARM 69.9DEGF AD-VAV-01 IN-T B8 06/18/2019 4:11:33 AM

-

For each message received from the Metasys system, the Syslog server displays three time stamps:

+ the time the Syslog server received the message

+ the time the Metasys system sent the message to the Syslog server (sent as part of the RFC
3164 Syslog Protocol Header)

+ the time the audit or event occurred in the Metasys system as recorded in the When field of an
Audit or Event entry

The time sent as part of the Syslog protocol header adheres to RFC 3164. The time the Metasys
audit action or event occurred is recorded in standard local time and is presented in 12-hour format
as part of the message field.

Metasys system use of Syslog packet format
A Syslog UPD packet contains three fields: PRI, Header, and Message.

PRI Field

The PRI field represents the two Syslog values named Facility and Severity. The Metasys system
maps its messages into Syslog Facility and Severity numeric values as described in this section.

All Metasys Audit entries are sent to Syslog setting Facility to 13 (log audit) and Severity 6
(Informational).

All Metasys Events are sent at Severity 4 (Warning).

Metasys Events sent to Syslog reflect the Event Priority in the Facility part of the Syslog packet PRI
field to align with the Event Notification Priority as described in Appendix M, Table M-1 of the ANSI/
ASHRAE Standard 135-2012 (BACnet®), and map as follows:
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Table 4: Syslog Event Facilities

:‘::;:st‘c’)ssi":;'; ":v'i't‘;")':ty Facility set to:
00 - 31 16 (Local use 0)
32-63 17 (Local use 1)
64 - 95 18 (Local use 2)
96 - 127 19 (Local use 3)
128 - 191 20 (Local use 4)
192 - 255 21 (Local use 5)

These BACnet ranges do not align with the Event Priority Tables 80-83 in Metasys SMP Help
(LIT-1201793). Metasys message groups conform to an earlier BACnet standard.

Event acknowledgments are sent to Syslog with Facility 1 (User-level messages), and Severity 5
(Notice).

Header Field

The header field sets the Hostname to the configured COMPUTER_NAME attribute of the NAE551S-2
device object.

Message Field

All Metasys system initiated Syslog messages set the Tag (first part) of the Message portion to
Metasys. The content of the audit and event follows the tag, and each is described in the preceding
section.

Refer to your Syslog server documentation for further information on how it displays information
compliant with RFC3164.

® Note: When events are locally discarded in the Metasys system, the Event is internally
acknowledged prior to being discarded. However, neither the discard nor the associated
acknowledgment are sent to the Syslog server. This is standard Metasys system operation.

Syslog configurations
You configure Syslog online with a Metasys system administrator using the SMP.

Web site caching

If you cache web pages to reduce bandwidth, you may experience problems with Metasys system
graphics and schedules. These features still function normally, but the User Interface may appear
distorted or dimmed. We recommend you do not use web page caching.

Microsoft Message Queuing (MSMQ) technology

Recovery

About this task:
We recommend that you set MSMQ to restart after first, second, and subsequent failures.
To set recovery action:

1. In Control Panel, select Administrative Tools.
2. Double-click Services.

3. Right-click Message Queuing and select Properties. The Message Queuing Properties dialog
box appears.
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4. On the Recovery Tab (in the First failure, Second failure, and Subsequent failures drop-down
list boxes), select Restart the Service.

5. Click OK.

® Note: RabbitMQ now replaces MSMQ. RabbitMQ is a service bus that sends notification
messages to other services and for inter-process communication messages on the
server.

Introduction

As implemented in the Metasys system, MSMQ supports trending and Site Management Portal UI

navigation tree features. The Site Director queue receives trend data and navigation tree changes

from other system devices. When the Site Director is busy, the messages remain in the queue until
the Site Director is available to process them. Using MSMQ allows the system to avoid bottlenecks
by separating the actions of receiving and processing data. All message queuing functions happen
within the server itself; no messages from MSMQ broadcast over the network between the server

and other devices.

MSMQ must be installed on all computers where ADS, ADX, OAS, or ODS software is installed. Once
installed, do not stop or disable MSMQ. If MSMQ is stopped or disabled, the Site Director does not
receive or process messages. Lost trending data may be irrecoverable. The queue fills at a rate
determined by your site configuration and system use; for example, trend frequency or number of
additions, changes, or deletions made to the navigation tree.

® Note: Each Site Director contains all the navigation information for an entire site in a cache.
This cache allows the Site Management Portal UI to display quickly without repeated requests
to system devices. Updates received through the MSMQ queue keep the information current.

An alarm is generated in the Metasys system when any trend or alarm sample remains in the
MSMQ for more than 10 minutes. This alarm usually indicates a problem with the Microsoft SQL
Server® or that a remote forwarding destination is offline. See Figure 5 for an example of the
Metasys alarm.

Figure 5: MSMQ Alarm

[[] Metasys - Events El_‘ﬂ

Mame: ADX-1
Status: Alarm

Cate: 852112 1:38:14 PM CDT Pricrity:
Walue:

Cescription:
MSMO Monitor Alarm

Alarm Message Text:
Warning - MSMQ not processing messages from
Private$Metasys_FventForward_test. Message Count: 1

At Release 6.5.5 and later, an alarm is generated in the Metasys system when trend samples remain
in the queue after failing two bulk inserts and then fall back to a single insert mode. An alarm is
generated for each trend sample that falls back to a single insert mode. XML files are created for
each trend object that has a sample that cannot be processed. The XML files are located in the
JCIHistorian database.
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Message queue troubleshooting

Under normal operation, Metasys message queues are empty or near zero. If there is a problem
with trend forwarding, the messages remain in the backlog queue and queue size increases. If this
occurs, and the queues become full, permanent data loss can result.

® Note: This procedure requires that you have Windows Administrator access on your
computer. Perform this procedure on all Metasys servers on your site. If you have a split ADX,
perform this procedure on the database server computer.

To see the size of your MSMQ queue:
1. Using Windows Explorer®, right-click My Computer and select Manage. Depending on your
operating system, the Computer Management tor Server Management screen appears.

2. Inthe treein the left pane, browse to Services and Applications > Message Queueing > Private
Queues.

3. If the Number of Messages column for the Metasys queues (particularly
metasys_trendbacklog) contains a number that is growing or not zero, you may have an issue
with trend forwarding that requires further investigation. You may need to resize the window if
this column is not visible.

Metasys system and virtual environments

Using software such as VMware® and Microsoft Hyper-V®, you can deploy the Metasys system in a
virtual environment. When you do so, consider the following important factors.

Table 5: Virtual Environment Considerations and Requirements

Topic Consideration or Requirement

The Metasys system supports the following virtual environment
platform minimum versions:

« VMware vSphere Hypervisor (ESXi) 5.0 or later
*  VMware Workstation 10.0

* Microsoft Hyper-V® Server
Allocate at least 16 Gb of memory to the virtual environment.

Supported Virtual
Environment Platforms

® Note: There is no support for dynamic memory.

Install Hyper-V Integration Services/VMware Tools on the guest

Virtual Environment virtual machine used to host the Metasys system.

Installation and Time

Ensure the VM does not receive its time setting from the host server
Management

—an option that is configurable on the VM host server under the VM
properties.

Use the same hardware specifications for the virtual machine as is
stated in the Metasys server hardware requirements. Refer to the
Metasys System Configuration Guide [LIT-12011832]).

Prerequisite Hardware Virtual machines share hard drives, processors, network cards, and
and Software other resources. Keep this in mind when you choose and configure
the server hardware for the Metasys virtual machine. If other virtual
machines consume resources, the Metasys server may experience
performance issues. Set the priority of the Metasys server hardware
resources at the highest level.
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Table 5: Virtual Environment Considerations and Requirements

Topic Consideration or Requirement

SQL Server performance is greatly affected by hard drive read/write
performance. Also, applications that compete with the Metasys
system for SQL Server resources may affect performance.

SQL Server Software
Performance

Use one dedicated network card that has a static IP address
assigned for a Metasys server (physical or virtual). The network card
should have a dedicated 100 Mbit/s or higher connection directly to
Dedicated Network Card |the network. The Metasys server may experience a large amount of
network traffic, depending on the size of the site. Sharing a network
card with other VMs may cause the server to lose communications
with connected devices such as NAEs.

Configure the virtual hard drive as a fixed-sized, non-expanding
drive. Make sure that the virtual environment has enough disk
space allocated. Do not attempt to run a system with the minimum
required space. Make sure that the disk space is fully allocated,
and do not configure the virtual environment to allow for drive
expansion. If you have C2 Audit Tracing enabled in SQL Server, be
aware that over time, the log files created can fill the hard disk. For
general hardware requirements, refer to the Application and Data
Server (ADS/ADX) Product Bulletin (LIT-1201525), Open Application Server
(OAS) Product Bulletin (LIT-12013309), and Open Data Server Product
Bulletin (LIT-12011943).

Hard Disk Space and
Configuration

Issues may occur if you configure the VM host server with failover
or clustering. Failover occurs when a physical component of the VM
server fails, causing the VM to move to another physical VM host
server. A change in hardware, specifically a change in the network
card or MAC Address, may cause communication issues. A reboot or
reinstallation may be required.

Fail-Over and Clustering

You can employ antivirus software in a virtual environment. For a
list of supported programs, see Antivirus software considerations
Antivirus Software (Metasys server, NxE85, NIE89, and LCS85 only). To understand
how to configure the antivirus software on a Metasys system, see
Appendix: Installing antivirus software.

Make sure that no other applications adversely affect the

computer that is running the virtual environment. Metasys system
performance degrades very quickly when other applications contend
for host operating system resources.

Other Applications

Monitoring and managing (SNMP)

Simple Network Management Protocol (SNMP) provides IP standard SNMP functionality in the
Metasys system, which enables network administrators to manage Metasys network performance,
find and resolve issues related to the Metasys network, and plan for future growth of the Metasys
system. SNMP uses standard SNMP Versions 1, 2C, and 3 (which excludes SNMP encryption and
authentication support). The Metasys system allows delivery of unsecured SNMP traps for Metasys
alarm events by using a Network Management System (NMS).

A custom Metasys system specific MIB is available and allows the NMS to monitor Metasys point
objects, display attributes, and control sequence objects. The MIB also defines explicit traps and

Network and IT Guidance Technical Bulletin 31



associated attributes that align with Metasys alarm messages, making data correlation (parsing/
sorting) at the NMS straightforward. Traps from the Metasys system are not encrypted.

The NMS operator can perform Gets and Get Nexts (SNMP Walks) against engines through an
NMS. Gets allow you to view object data but do not allow you to write to objects. To use Gets, you
must query the specific engine (NAE55, for example) on which the object appears. Site Directors

do not forward Get requests to other devices on the site, and you cannot perform Gets on Metasys
servers. Metasys system objects are specified as a string index in a table, so the NMS must have the
capability to specify an index as a string, or the NMS operator must encode the Object ID using the
decimal equivalents.

The Johnson Controls® MIB is included on the product media. SNMP is offered on all supervisory
devices (network engine and Metasys server).

For information on configuring SNMP traps, turning off SNMP or Gets capability, and other alarm
information, refer to the Alarm and Event Management section of the Metasys SMP Help (LIT-1201793).
For information about SNMP implementation in the Metasys system, see Appendix: SNMP agent
protocol implementation.

Time management (Simple Network Time Protocol [SNTP])

Three methods for network time synchronization are available in the Metasys system: Microsoft
Windows SNTP time synchronization, Multicast, and BACnet time synchronization.

You can use the Multicast and Microsoft Windows methods when an SNTP master time server
is available. If the Site Director has no access to SNTP time servers, you can use the BACnet
synchronization method.

® Note: The Multicast time synchronization is preferred over the Windows time synchronization.

Typically in the Metasys system, only the Site Director synchronizes its time with an SNTP time
server. The other devices on the Metasys network synchronize with the Site Director. As a
secondary method of time synchronization, configure the Metasys system to have all devices
synchronize time with the Site Director as an SNTP Time Server.

If critical changes occur to time zones or time change protocols, Johnson Controls issues patches
to update the Metasys system. For more details on time management, refer to the following
documents:

* ADS/ADX Commissioning Guide (LIT-1201645)
* OAS Commissioning Guide (LIT-12013243)

« ODS Commissioning Guide (LIT-12011944)

* NIEx9 Commissioning Guide (LIT-12011922)

« LCS85 Commissioning Guide (LIT-12011568)

« Time Zone, Date, and Time Management Appendix found in the NAE Commissioning Guide
(LIT-1201519), SNE Commissioning Guide (LIT-12013295), and SNC Commissioning Guide
(LIT-12013352)

Email (SMTP)

All email capable devices in the Metasys system use only Simple Mail Transfer Protocol (SMTP)

to communicate with the mail server. The Metasys system can be configured to use SMTP for
notification of system events and alarms. At Release 10.1 or later, network engines continue to
provide email as a notification method for alarms. For details, refer to the NAE Commissioning Guide
(LIT-1201519), NIEx9 Commissioning Guide (LIT-12011922), SNE Commissioning Guide (LIT-12013295),
SNC Commissioning Guide (LIT-12013352), or LCS85 Commissioning Guide (LIT-12011568).
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However, Metasys Servers at Release 10.1 or later no longer offer email notifications, unless MVE is
installed on the Metasys Server. The email functionality is now provided by the Remote Notifications
feature in Metasys UI Online. For details, refer to Metasys UI Help (LIT-12011953).

Notes:

« If Symantec Enterprise Protection Version 12 is installed on a client machine with the POP3/
SMTP Scanner option selected, the SMTP functions and email alerts for the Metasys server
software are disabled without notification. In order to use the SMTP and email alert features in
the Metasys server, do not select the POP3/SMTP Scanner option during Symantec Enterprise
Protection installation.

+ If McAfee® VirusScan® Enterprise version 8.8 with Patch 3 or Patch 5 is installed on a client
machine with the Prevent mass mailing worms from sending mail option selected, the
SMTP functions and email alerts for the Metasys server software are disabled without
notification. In order to use the SMTP and email alert functions in the Metasys server, do not
select this option during the McAfee VirusScan installation.

Encrypted email

Metasys software features an email encryption capability that encrypts user names and passwords
as they are entered into the SMP UI. Embedded and server machines can thereby send emails

to email servers over a secure channel (secure socket layer [SSL]). The entire email payload

is encrypted, and allows Metasys software to communicate to email servers that require SSL
connections.

Users can configure email encryption with no authentication required, including SMTP
authentication, and POP-Before-SMTP authentication.

Communication to pagers, email, printer, SNMP, or Syslog
destination

The system guarantees delivery of events from engines to a Metasys server, but this delivery
guarantee does not extend to the DDA destinations: pagers, email accounts, printers, or SNMP
destinations.

Consider the following:

 Pagers: (Telocator Alphanumeric Protocol) - Delivery to the service provider is guaranteed. The
service provider delivers to the final pager account as time permits. Pager functionality is not
available on network engines at Release 9.0.7 or later, nor with any Metasys Server at Release
10.1 or later.

« Email: (Simple Mail Transfer Protocol) - Delivery to the service provider is guaranteed. The
service provider delivers to the final email account as time permits. The delivery may not
be made for a number of reasons, including recipient mail server spam rules, or the service
provider’s inability to communicate to the recipient mail server. At Release 10.1 or later, email
functionality has been moved from the Metasys Server to the Remote Notifications feature in
Metasys UI Online, but is still available if MVE is installed on the Metasys Server.

+ Printers: Information sent to a printer may not be delivered in a timely manner for a number
of reasons, including printer offline or out-of-paper conditions. At Release 10.10r later, printer
functionality has been moved from the Metasys Server to the Remote Notifications feature in
Metasys UI Online, but is still available if MVE is installed on the Metasys Server.
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*  SNMP: This delivery system uses UDP, which does not guarantee delivery. At Release 10.1 or
later, SNMP functionality has been moved from the Metasys Server to the Remote Notifications
feature in Metasys UI Online, but is still available if MVE is installed on the Metasys Server.

« Syslog: The Syslog DDA implementation is UDP, not TCP. Therefore, any audits/events
generated while the Syslog server is offline are not recorded at the Syslog server, even though
the Metasys system, unable to determine the current status of the Syslog server, continues to
send out messages. A gap in time is present between events when the Syslog server comes
back online. At Release 10.1 or later, Syslog functionality has been moved from the Metasys
Server to the Remote Notifications feature in Metasys UI Online, but is still available if MVE is
installed on the Metasys Server.

Given the non-deterministic status of delivery, we recommended that physical fail-over measures
be implemented as the primary safety control for critical activities.

Remote access to the Metasys system using a VPN

The simplest method of remotely accessing the Metasys system is to use an existing VPN
infrastructure. If an existing VPN infrastructure is present on the site already, the risks and security
concerns have been established and addressed. Using a VPN, the Metasys system features are

the same as if remote users are on the company intranet. The one restriction is that the Metasys
system does not support Secure Socket Layer (SSL) VPN.

Figure 6: Metasys system Internet communication by using VPN

Computer with Site Management Portal
VPN client Client on a Laptop
e
&
VPN Router VPN Client
Ethernet / IP - @ =
Firewall Internet
Site
Director

Metasys system architecture

Figure 7 shows one example of the many ways you can design the Metasys system architecture.

® Note: Restrictions apply to the engines supported with an ADS-Lite Site Director. Refer to the
Metasys System Configuration Guide (LIT-12011832).
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Figure 7: Metasys System Architecture
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Protocols, ports, and connectivity for the Metasys system
Protocols and ports tables

® Note: The Metasys system uses Bluetooth technology only as an option to commission a
select number of devices. Bluetooth technology is not used for system communication in any
way after initial commissioning. The Metasys system also uses the MAP Gateway for device

commissioning. For details, refer to the Mobile Access Portal Gateway Network and IT Guidance
Technical Bulletin (LIT-12012015).

Table 6, Table 7 and Table 8 describe the various IP protocols and how they relate to the Metasys
system.

» Important: Johnson Controls cannot be responsible for a customer's decision to open or close
ports that we consider non-essential. Consult with your technical and security teams before
opening or closing a port. Ports or services not described in this table are not used by the
Metasys system and may be closed at the customer's discretion. Ports in this table that are not

required at a customer site may also be closed at the customer's discretion. To close a port,
see Closing ports.
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Table 6: Ethernet Protocols and Ports

Port’ Protocol Uses | Metasys Device Description
Used to remotely access
a network engine from
Network Engine | a laptop. This function is
22 SSH Tep (Linux OS only) |only available for use by
authorized personnel on
Johnson Controls laptops.
Telnet is no longer available
23 Telnet TCP Network Engine | for network engines at
Release 10.0 or later.
Provides remote access to
25 SMTP TCP NAE35/NAE3S/ device using the internet or
NCE25
local area network.
ADS/ADX/OAS/
25 SMTP TCP ODS Used for alarms and events.
Network Engine
Active Directory
Client Translates domain names
ADS/ADX/OAS/ |into numerical IP addresses.
53 DNS ubp  |ODS This port allows the server
Computer (Web | to receive responses to DNS
Browser) queries.
Network Engine
Agtlve Directory Assigns and keeps track of
Client -
dynamic IP addresses and
67 ADS/ADX/OAS/ | other network configuration
DHCP? upbp  |ODS parameters.
68 Computer (Web
Browser) Alternate Method: Use
Network Engine static IP addresses.
Metasys SCT Downloads new images to
NAEs.
69 TETP? UDP ® Note: This port is used
Network Engine only when the NAE is
provisioned and is not
used during system
runtime.
36 Network and IT Guidance Technical Bulletin




Table 6: Ethernet Protocols and Ports

Port1

Protocol

Uses

Metasys Device

Description

80

HTTP?

TCP

ADS/ADX/OAS/
ODS

Computer (Web
Browser)

Network Engine

SCT

Provides communication
between peer controllers,
computers, and other
Internet systems using
SOAP over HTTP. The ADS/
ADX/ODS requires that
only Port 80 be open to
receive communication
from client devices. Port 80
is the primary port used by
the World Wide Web.

® Note: For a higher
level of security,
at Metasys system
Release 8.1 or later,
you can close Port
80 (incoming and
outgoing). See Closing
ports.

80

HTTP

TCP

NAE Update
Tool

Used for file transfers
between the client
computer and the network
engine.
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Table 6: Ethernet Protocols and Ports

Port’ Protocol Uses | Metasys Device Description
ADS/ADX/OAS/ |Used by the Metasys
ODS (Member | system for Active Directory
of Domain X) service authentication at
ADX Split Web/ the Metasys system login
Application screen, and Service Account
Server (Member authentication prior to LDAP
of Domain X) queries.
Metasys System | karperos is a standard
Client (Member | hatwork authentication
of any Domain) | 5 otoc0l designed
TCP to provide strong
88 Kerberos authentication for client/
UDP server applications by using
secret-key cryptography.
Kerberos is the primary
security protocol for
SCT (Member of | authentication within
Domain X) an Active Directory
service Domain. Kerberos
authentication relies on
client functionality built
into the Windows operating
systems supported by
Metasys software.
Receives and holds email
for downloading from
your Internet server.
POP3 is allowed in the
Metasys system only for
authentication from a SMTP
110 | POP3 Tcp  Computer (Web | seryer,
Browser)

@® Note: Firewall rules are
not necessary to allow
access in most cases
because this server
should be behind the
firewall.
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Table 6: Ethernet Protocols and Ports

1

of any Domain)

SCT (Member of
Domain X)

Port Protocol Uses | Metasys Device | Description
ADS/ADX/OAS/
ODS (Member
of Domain X)
ADX Split Web/ | Used for time
Application synchronization across a
Server (Member | network between client
123 NTP UDP" 1 of Domain X) computers and server-
Metasys System | class operating system host
Client (Member |computers.
of any Domain)
SCT (Member of
Domain X)
ADS/ADX/OAS/ |Used to synchronize
ODS computer clocks over a
123 SNTP? uDP network between a server
Network Engine and its clients. SNTP is not
required for all systems.
ADS/ADX/OAS/ |Used by IIS on the ADS/
ODS (Member | ADX, OAS/ODS, and SCT
of Domain X) during the process of
ADX Split Web/ | authentication during
Application SSO (Windows Integrated
of Domain X) disabled in the Metasys
petas Syt | ST 0 gt
135 Remote Procedure Call (RPC) TCP Client (Member P

by the Metasys system;
however, if the ADS/ADX,
OAS/ODS, SCT, or Metasys
client, or any combination
are members of an Active
Directory service domain,
this port and protocol are
used for Active Directory
service functionality.
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Table 6: Ethernet Protocols and Ports

Port’ Protocol Uses |Metasys Device | Description

ADS/ADX/OAS/ |Provides network

ODS monitoring and

Metasys Ul maintenance.

Network Engine | 1ypically notifies IT
department personnel of
alarms that are of interest
to them, such as data center
environmental conditions.

161 SNMP? UDP The site must use a network
management system

SCT capable of receiving SNMP
Traps.

Alternate Method: If the
system allows, use email
destinations for remote
alarm notification instead of
SNMP.

ADS/ADX/OAS/ |Used by the Metasys system

ODS (Member | to access user objects and

of Domain X) attributes within Active

ADX Split Web/ | Directory service.

Application LDAP is a standard

Server (Member o

of Domain X) comr'numca.tlon protocol

389 LDAP TCP for directories located on

Metasys System
Client (Member

of any Domain)®

SCT (Member of
Domain X)

TCP/IP networks. LDAP
defines how a directory
client can access a directory
server and how the client
can perform directory
operations and share
directory data.
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Table 6: Ethernet Protocols and Ports

HTTPS

Computer (web
browser)

Port’ Protocol Uses | Metasys Device | Description
ADS/ADX/OAS/
ODS (Member
of Domain X) Required if you use SSL with
Metasys your reporting ADX.
Advanced
Reporting ADX
Network Engine |Required if you use TLS
SCT (Member of | with the Metasys Ul and the
Domain X) Metasys UI Offline for site
Metasys Ul security.
and Port 443 is used for
secure web browser
Metasys UI communication. Data
Offline transferred across such
Secure Sockets Layer (SSL) connections is highly
443 Transport Layer Security (TLS) | TCP resistant to eavesdropping

and interception. Moreover,
the identity of the remotely
connected server can be
verified with significant
confidence. Web servers
offering to accept

and establish secure
connections listen on this
port for connections from
web browsers desiring
strong communication
security.

Background File
Transfer (BFT) in
SCT

With BFT, file transfers occur
between the device and

SCT where the device is the
HTTPS client and SCT is the
HTTPS server.
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Table 6: Ethernet Protocols and Ports

Port’ Protocol Uses | Metasys Device Description
ADS/ADX/OAS/ |Used during Metasys
ODS (Member | system SSO authentication.
of Domain X) .
ADX Split Web)/ NTLMVZ.IS q network
Apolication authentication protocol
pplica .
. Server (Member developed by Microsoft .
445 NT LAN Manager Version 2 — of Domain X) and the secondary security
(NTLMv2) protocol for authentication
Metasys System | yithin an Active Directory
Client (Member | sayice domain. If a domain
of any Domain) | cjient or domain server
cannot use Kerberos
SCT (Member of authentication, then NTLM
Domain X) R
authentication is used.
ADS/ADX/OAS/
465 SMTP TCP ODS Used for alarms and events.
Network Engine
ADS/ADX/OAS/ | Provides capability of
ODS sending its configured
Network Engine |audit log entries and alarm
notifications to the central
514 Syslog UDP repository of an external,
industry-standard, Syslog
SCT server, conforming to
Internet published RFC
3164.
ADS/ADX/OAS/
587 SMTP TCP ODS Used for alarms and events.
Network Engine
Receives and holds email
for downloading from
your Internet server.
POP3 is allowed in the
Metasys system only for
authentication from a SMTP
server. The mail server uses
995 POP3 tcp | Computer (Web | 5t 995 for SSL connections
Browser) for POP3 access.

® Note: Firewall rules are
not necessary to allow
access in most cases
because this server
should be behind the
firewall.
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Table 6: Ethernet Protocols and Ports

1

Embedded OS
only)

Port Protocol Uses | Metasys Device | Description
ADS/ADX/OAS/ |Used by IIS on the ADS/
ODS (Member | ADX/OAS/ODS/SCT
of Domain X) during the process of
ADX Split Web/ | authentication during
Application SSO (Windows Integrated
Server (Member | Authentication). If SSO is
of Domain X) disabled in the Metasys
Metasys System system, this port and
1025 Remote Procedure Call (RPC) TCP Client (Member protocol are not used
of any Domain) by the Me-tasys system;
however, if the ADS/ADX/
OAS/ODS/SCT, or Metasys
client, or any combination,
SCT (Member of is @ member of an Active
Domain X) Directory service domain,
this port and protocol are
used for Active Directory
service functionality.
ADX Used between the web/
Metasys ADX application server and
1433 Microsoft SQL Server Database |TCP Split Database database server computers
Server (Member | when the ADX is split across
of Domain X) two devices.
Involved in generating PDF
3003 Phantomjs Tep ADS files in Metasys UI Reports.
Used to log in to the
operating system of a
device from a remote
computer.
NAE55/NIE
3389 Remote Desktop Protocol (RDP) |TCP (Windows The Remote Desktop

Protocol (RDP) Service

is usually disabled
unless enabled by the
NXxE Information and
Configuration Tool (NCT)
operation.
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Table 6: Ethernet Protocols and Ports

Port’ Protocol Uses | Metasys Device Description
Used for N2 tunneling over
NAES55 Ethernet on trunk 1. The N2
(Windows technology option provides
Embedded OS | a serial data port, allowing
only) variable speed drives (VSDs)
4096 to link and form a network.
N2 Protocol ubpP Used for N2 tunneling over
4097
NAESS Ethernet on tru.nk 2. Thg N2
: technology option provides
(Windows a serial data port, allowin
Embedded OS ; ok g
only) variable speed drives (VSDs)
to link and form a network
on the SA Bus.
Johnson Controls Licensing Software For Computer only; it may
9004 . TCP
Service Manager be closed.
Tcp Network Engine | ysed by NCT to get
9910 Microsoft Discovery Protocol’ and SCT dlagnostl.c information
UDP NCT and NAE from devices on the same
Update Tool network.
Used by SCT to broadcast
a message to the local
network segment when
a user selects the device
discovery menu item. Any
92911 Metasys Private Message’ UDP SCT Mgtasys node that receives
this broadcast message will
respond on UDP port 9911
with device configuration
information to be displayed
in the device discovery
window.
Involved in generating PDF
10000 | Phantom)s Tep ADS files in Metasys UI Reports.
Used during NAE Update
Tool operations such as
10050 TCP NAE Update updating an image to a
Tool .
network engine. Not used
with SNC and SNE engines.
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Table 6: Ethernet Protocols and Ports

Port1

Protocol

Uses

Metasys Device

Description

11001*

N1 Protocol

ubP

NCM

NIE5x

Provides N1 message
transmission (proprietary
packet encoded in UDP)

for devices at Release

9.0 or earlier. If you are
connecting to multiple

N1 networks, the port is
unique for each N1 network.
Network Control Modules
automatically configure
themselves to use Port
11001. Start numbering
other networks in the Multi-
network configuration

with 11003 and continue
sequentially. Do not use a
UDP Port Address (UDPPA)
of 11002. The value 11002
is used by the Metasys
Ethernet Router and should
be avoided even if Metasys
Ethernet Routers are

not in the system. The
recommended addressing
for five N1s is 11001, 11003,
11004, 11005, 11006.

12000

UberDebug Service

TCP

Metasys System

Used by Metasys software
for debugging and logging.

47808

BACnet/IP Protocol

ubP

NAE/NCE

Refer to the BACnet
Controller Integration with
NAE/NCE Technical Bulletin
(LIT-12071531). If you are
connecting to multiple
BACnet networks, the port
is unique for each BACnet
network. The default port
number is 47808. Choose
additional UDP ports that do
not conflict with a port that
is in use.

1 Generally recorded by the IANA.
Required for proper functionality of SCT features (for example, Device Discovery and Device Debug); this port is usually
closed and is only open during operation of certain SCT features.

3 LDAP is used by the Metasys system client only if Windows Active Directory service search tool is used (for example,
Start->Search->ForPeople).

4 This port number is registered to Johnson Controls.
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The ports listed in Table 7 are Internal-Only ports. These ports do not have to be closed by the ADX
server OS Firewall because the ports are open on the local device only.

Table 7: Internal-Only Ports

Port Number Protocol Uses Metasys Device |Description

Erlang Port
Mapping Daemon.

4369 TCP Rabbit MQ ADS/ADX

Action Queue
communication,
processing
events/audits.

5291 TCP Action Queue ADS/ADX

Listening port
for Message Bus,
5672 TCP Rabbit MQ/Erlang | ADS/ADX communication
between micro-
services.

Metasys Device
Manager
inter-process
communication.

5960 TCP Device Manager |ADS/ADX

Johnson Controls Port to query for

9003 TCP ADS/ADX Johnson Controls
Product Update Product Updates.
Website binding
Johnson Controls to process rate
9505 Tep Rate Limit Website ADS/ADX limiting for
requests.
Website binding
Johnson Controls to route API
9506 TCP Rewrite Website ADS/ADX requestst to
appropriate
micro-services.
Johnson Controls Main internal
9507 TCP ) ADS/ADX website binding
Website ;
hosting APIs.
Inter-node
25672 AMQP Rabbit MQ/Erlang | ADS/ADX and CLI tool

communication.
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Table 8: Wireless Ports and Protocols

Port Wireless Metasys .
Number1 Protocol Uses Protocol Device Description
Used to synchronize
Computer computer clocks over a
80 HTTP TCP 802.11b/802.11 (Web network between a server
g Browser) and its clients. SNTP is not
required for all systems.
Wireless Used for wireless
4050’ Many-to-One UDP 802.15.4 WRS-RTN supervisor integration;
.2 T recommended UDP port
Sensing
number.
Wireless Used for wireless
. . Network supervisor integration;
47808 Wireless ZigBee |UDP 802.15.4 Coordinator | recommended UDP port
(WNCQ) number.

1 If this portisin use, it can be reconfigured to another port.
2 Johnson Controls proprietary protocol.

Connectivity and protocol diagrams

Figure 8 through Figure 14 are example diagrams of the various types of connectivity and protocols
for the Metasys system. Not all protocols are used in all Metasys system configurations.

The configuration and network topology of the specific Metasys system installation must be
considered when opening firewall ports for communication. For example, considering Figure 8 and
Table 6, if the Metasys Server is not acting as a time server, then the SNTP protocol between callout
3 and callout 2 is not used. Similarly, if Metasys system alarms and events are not being monitored
by IT tools, then the SNMP Trap protocol between callout 2 and callout 4, and item callout 3 and
callout 4 is not used.

® Note: Restrictions apply to the engines supported with an ADS-Lite Site Director. Refer to the
Metasys System Configuration Guide (LIT-12011832) to discover which engines are supported for
systems using the ADS-Lite as Site Director.

Multiple engines with one ADX

The following figure is an example of the connectivity and protocols for a Metasys system using
multiple engines and an ADS. Table 9describes the protocols used in Figure 8.
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Figure 8: Metasys System with Multiple Engines and an ADS

ADS
(Ul, SCT, and
and Data Archive)

Site Management Portal Rel. 10 1

or Metasys Ul
Rel10. 4

VPN Router VPN Client
| =) ) ==
Printer Firewall Internet
IP Ethernet | !
NCE25  NAE35  gnex @
Rel.9.0.7 Rel.9.0.7 Ry 101 ® NAESS SNEx
ﬁ S —— Rel.10.1 Rel.10.1
NAES5 ®
Rel.10.1 e
NIE85 Customer Server Network Services
Rel. 10.0 (Network Management Workstation,

Mail/DNS/DHCP Server)

Table 9: Metasys System with Multiple Engines and an ADS

Interaction between Communication
Protocol . .
callouts direction
1 23,5 HTTP Unidirectional’
1 4 Customer standard configuration Custpmer §tandard
configuration
2 3,5 HTTP Bidirectional
235 4 DHCP, DNS, SMTP, SNMP, SNMP Trap, Unidirectional
SNTP
3,5 2 SNTP? Unidirectional
HTTP, BACnet:
3,5 3,5 HTTP, BACnet, DNS Bidirectional
DNS: Unidirectional

1 In Unidirectional communication, only the originating device initiates requests (assuming synchronous response is
allowed in the request).
2 Toensure proper performance, a Web browser should never use an engine for its SNTP server.

48 Network and IT Guidance Technical Bulletin



Active Directory network

The following figure is an example of the connectivity and additional protocols used in a Metasys
system that uses Active Directory service. Table 10 describes the protocols used in Figure 9.

Figure 9: Metasys system with Active Directory service

The DNS server functionality may
reside on dedicated servers, on
the same server, or on any server
Active Directory service server.

Active Directory

Service Domain Active
DNS Server Controller Directory ~ Other Active
(Active Directory (Domain X) Active Directory Service Directory
Metasys System Service Member  Optional Global ~ Service Domain Domain Service
Ul (Member of Metasys System Server or Catalog Controller Controller ~ Member
any Domain) Ul (Not a Domain Controller) (Domain X, Y) (Domain X) (DomainY)  Servers
Member of - - 1 - E
any Domain)
\ =
- -
&

IP Ethernet

®

SNExx
Rel.10.1 @

—_———— ]

Metasys | Metasys ADX Metasys ADX
ADS/ADX Split Web/ Split Database

NxE85 (Member of I Application ~ Computer
Rel.10.1 Metasys SCT  Domain X) | Computer ~ (Optional |
(Member of (Member of  Member of
Metasys Domain X) | Domain X)  Domain X)
ADS/ADX/ADX 7
Split (repository)
Represents the supported child devices of the Metasys site Represents the supported Metasys Site Director
for the Active Directory feature. A single Metasys site may not devices for the Active Directory Service feature. Only
have all types of devices. one Site Director is designated for the Metasys site.

Table 10: Metasys System with Active Directory Service

Interaction between Protocol Communication
Callouts Direction

3 4.5 6 | NO new protocols. See Figure 8 and 5
1 7' rer Table 6." Unidirectional

NTLMV23existing protocols already
1 8,9,10 |defined for Metasys system; no new Unidirectional®

protocols. See Figure 8 and Table 6.’

45 12, 13, Kerberos or NTLMv2®, DNS, LDAP, NTP,

T
14,15 RPC Unidirectional
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Table 10: Metasys System with Active Directory Service

Interaction between Communication
Protocol . R
Callouts Direction
3, 4,5, 6, Nonew protocols. See Figure 8 and Unidirectional?
2 7 Table 6.' nidirectiona
No new protocols. See Figure 8 and o ,
2 8,9, 10 1 Unidirectional
Table 6.
1678 12,13, 5 - . 2
8,9, 10" 1415 Kerberos or NTLMv2’, LDAP, NTP, RPC | Unidirectional

1 Metasys system client in is equivalent to web browser in Figure 9.

2 InUnidirectional communication, only the originating device initiates requests (assuming synchronous response is
allowed in the request).

3 NLTMv2 is the default and preferred version of the NTLM protocol.

4 DNS, NTP, Kerberos, NTLM, LDAP, and RPC are protocols required as a result of the device becoming a member of an
Active Directory service domain. These are standard Active Directory service protocols.

5 The LDAP protocol may be used between the Metasys system client and domain controller when the client is using
Active Directory service tools provided by the operating system and the particular domain controller is responding to
the LDAP query.

6  The Kerberos protocol is used between a Metasys Site Director and/or SCT and the Active Directory service
domain controller when the Site Director is authenticating against the Active Directory service domain. For domain
authentication, any domain controller within the domain may respond.

7  The LDAP protocol is used between a Metasys Site Director and/or SCT and Active Directory service domain controller
when the Site Director is querying the directory for object information.

8  RPCis used by IIS on the ADS/ADX/OAS/ODS/SCT during the process of authentication during SSO (Windows Integrated
Authentication). If SSO is disabled in the Metasys system, this port and protocol are not used by the Metasys system;
however, if the ADS/ADX/OAS/ODS/SCT or Metasys system client is a member of an Active Directory service domain,
this port and protocol are used for Active Directory service functionality.
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M3 Workstation with N30 Controllers

The following figure is an example of the connectivity and protocols for a Metasys system using the
M3 Workstation and N30 controllers. See Figure 8 with Table 6, and Figure 9 with Table 10, for the
full set of protocols used by the engine, Metasys Server, and Site Management Portal UL

Figure 10: Metasys System with N30 Controllers Using BACnet Protocol

ADS/ADX
Site Management Portal or B Printer
Metasys Ul I |

M3 Workstation

@ |t l |P Ethernet
e —— 4 - - - - - - _

N30 N3O |
(BACne: (BACnet o ," NIE55 NAES55
rotocol) Protocol) ) Rel. 9.0 Rel. 10.1 Customer Server

‘, Network Services
(Network Management
SNExx Workstation,
Rel. 10.1 Mail/DNS/DHCP Server)

Table 11: Metasys System with N30 Controllers Using BACnet Protocol

Interaction between Callouts Protocol Cc‘>mm.unication
Direction

1 2 BACnet’ Bidirectional®

1 3 BACnet' Bidirectional’

1 4 BACnet' Bidirectional’

1 5 POP3, SMTP, SNMP, SNMP Trap Unidirectional®

2 3 BACnet' Bidirectional®

3 4 BACnet' Bidirectional’

2 2 BACnet Bidirectional’

2 5 DHCP Unidirectional®

1 When using BACnet protocol with N30s, you must specify UDP Port 47808 as being used. For multiple BACnet networks,
use a different port number for each network.

2 Inbidirectional communications, both devices initiate requests.

3 Inunidirectional communication, only the originating device initiates requests (assuming synchronous response is
allowed in the request).

Network and IT Guidance Technical Bulletin 51



NCM legacy network

The following figure is an example of the connectivity and protocols used in a Metasys system using
the OWS or M5 Workstation and NCMs. See Figure 8 with Table 6, and Figure 9 with Table 10, for the
full set of protocols used by the engine, Metasys Server, and Site Management Portal UL

Figure 11: Metasys System with NCMs

M5 Workstation Site Management Portal ADS/ADX
OWS or Metays Ul

Printer

|P Ethernet

N1
Communication

NCM NCM SNOx - <
Rel. 12 NAE55 Rel. 9.0 Rel. 10.1 cystomer Server Network Services
el. 12.x Rel. 12.x Rel. 10.1 (Network Mgt Workstation, Mail,
DNS, DHCP Server)
Table 12: Metasys System with NCMs
. Communication
Interaction between Callouts Protocol . R
Direction
1 2 NER Bidirectional®
1 3 SNMP, SNMP Trap Unidirectional®
2 2 N1 Bidirectional
2 44 N1 Bidirectional

1 When using UDP protocol with NCMs, you must specify Port 11001 as being used. For multiple N1 networks, you must
use a different port number for each network.

2 In Bidirectional communications, both devices initiate requests.

3 In Unidirectional communication, only the originating device initiates requests (assuming synchronous response is
allowed in the request).

4 You can configure multiple N1 networks on the NIE. Refer to the N7 Migration with NIE Technical Bulletin (LIT-1201535) for
details.
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Many-to-one wireless network

The following figure is an example of the connectivity and protocols used in a Metasys network
using the Many-to-One Wireless Room Temperature Sensing (WRS) application. The WRS system is
supported at Metasys Release 9.0 or earlier.

Figure 12: Metasys System with Many-to-One Wireless Room Temperature Sensing
Application (Release 9.0 or earlier)

WRS
Sensor 2
® )‘
WRS ® 7
S’ WRS
ONI=-ls Sensor 3
Site Management Portal SNOITTDL ol
or Metasys Ul RN )
[ B Y
- ‘\ \\ \\ \‘\ ' @
e “=a L TS
e N N \‘~:-
WRS-RTN
Receiver
VPN Router ‘ IP Ethernet

VPN Client
=) U ==

Internet Firewall

Table 13: Metasys System with Many-to-One Wireless Room Temperature Sensing Application

Communication

Interaction between Callouts Protocol . .
Direction

1 2 Tunneling over Ethernet Bidirectional

Wireless Many-to-One Sensing Bidirectional (2.4 GHz

2 3 1 Channelized, 2.4 GHz
(802.15.4) DSSS Wireless Protocol)
4 2 HTTP Unidirectional®

1 Port 4050 is recommended for the WRS-RTN Receiver.
2 In Unidirectional communication, only the originating device initiates requests (assuming synchronous response is
allowed in the request).

The WRS Series sensors and WRS receivers operate on the 2.4 GHz Industrial, Scientific, Medical
(ISM) band and use multi-frequency DSSS technology. The receiver meets the IEEE 802.15.4
standard for low power, low duty-cycle wireless transmitting systems.

The 802.15.4 standard radio is used for employing control networks within a building. This
technology uses 16 different channels, allowing 802.15.4 devices, such as the WRS Series systems,
to coexist with 802.11 devices.

The Many-to-One system use two-millisecond multi-frequency redundant data transmissions. The
sensor transmits a rapid sequence of high-speed (two millisecond) redundant data bursts to an
associated receiver approximately every 60 seconds. The sensor transmits up to five redundant
data bursts in rapid sequence, and each burst is transmitted on a different ZigBee frequency.
When a single data burst is successfully received and acknowledged (or if all five redundant data
bursts fail), the sensor goes dormant for approximately 60 seconds and then repeats the rapid
transmission burst sequence.
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Multi-frequency, redundant data-transmission sequences greatly enhance the success of the
wireless sensing system data transmissions. Transmitting short, high-speed data bursts at 60-
second intervals also reduces wireless data transmission collisions and interference with other Wi-

Fi transmissions. The DSSS technology virtually eliminates accidental and unauthorized wireless
interference.

TEC Series Wireless Controller network

The following figure is an example of a Metasys network using the TEC Series Wireless Thermostat
Controller system.

Figure 13: Metasys Network with TEC Series Wireless Thermostat Controller System (BACnet
IP and BACnet MS/TP Versions Shown)

®
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® @ — (BACnet IP)

€

VPN Client VPN Router

-@JE

Internet Firewall

| IP Ethernet

Note: A system can use either a TEC20-3C-2 Coordinator (BACnet IP) or a TEC20-6C-2
coordinator (BACnet MS/TP), but cannot use both BACnet IP and BACnet MS/TP versions.

Table 14: Metasys Network with TEC Series Wireless Thermostat Controller System

Interaction between Callouts Protocol Cc‘>mm.un|cat|on
Direction

1 2 BACnet 1P’ Bidirectional

1 4 HTTP Unidirectional®
ZigBee Wireless Network B|d|rect|9nal (2.4 GHz

2 3 (802.15.4) Channelized, 2.4 GHz

T DSSS Wireless Protocol)
54
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Table 14: Metasys Network with TEC Series Wireless Thermostat Controller System

Interaction between Callouts Protocol Ct.amm-unlcatlon
Direction
4 2 HTTP Unidirectional
BACnet MS/TP Bidirectional

Bidirectional (2.4 GHz
Channelized, 2.4 GHz
DSSS Wireless Protocol)

ZigBee Wireless Network
(802.15.4)

1 When using BACnet protocol with TEC20-3C-2s, you must specify UDP Port 47808 as being used. For multiple BACnet
networks, use a different port number for each network.

2 In Unidirectional communication, only the originating device initiates requests (assuming synchronous response is
allowed in the request).

The TEC Wireless Thermostat Controller System provides a wireless interface between a network
engine and the TEC Wireless Thermostat Controllers, allowing the exchange of BACnhet IP
(TEC20-3C) or BACnet MS/TP (TEC20-6C) messages for the purpose of wireless monitoring and
temperature control of building HVAC equipment.

The system consists of at least one TEC20-3C-2 Coordinator and multiple TEC Wireless Thermostat
Controllers. The system uses DSSS wireless technology and operates on the 2.4 GHz ISM band.
The system meets the IEEE 802.15.4 standard for low power, low duty-cycle wireless transmitting
systems and are compatible with wireless mesh networks compliant with the ZigBee standard. The
TEC Thermostat Controllers use a transmission power of 10 dBm.

For general information on the TEC Series Wireless system, refer to the TEC Series Wireless
Thermostat Controller System Technical Bulletin (LIT-12011414).
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ZFR1800 Series Wireless Field Bus network

The following figure is an example of a Metasys network using the ZFR1800 Series Wireless Field
Bus system.

Figure 14: Metasys Network with ZFR1800 Series Wireless Field Bus System
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Table 15: Metasys Network with ZFR1800 Series Wireless System

Communication

Interaction between Callouts Protocol . .
Direction

1 4 HTTP Unidirectional’

1 2 BACnet MS/TP Bidirectional

ZigBee Wireless Network Bidirectional (2.4 GHz

2 3 ISM bands, 802.11 b/g/
(802.15.4) n, 11/22/54 Mbps)
i . Bidirectional (2.4 GHz
3 5 ZigBee Wireless Network ISM bands, 802.11 b/g/

(802.15.4) n, 11/22/54 Mbps)

1 In Unidirectional communication, only the originating device initiates requests (assuming synchronous response is
allowed in the request).

The ZFR1800 Series Wireless Field Bus System provides a wireless platform for Metasys field
controllers using Johnson Controls Metasys BACnet protocol. The system consists of at least one
ZFR1810 Wireless Field Bus Coordinator, connected to a network engine. It also has one or more
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ZFR1811 Wireless Field Bus Routers, each connected to any Metasys BACnet FEC 16, FEC26, FAC26,
or VMA16 Series Controller. And lastly, multiple WRZ Series Wireless Room Temperature Sensors
(WRZ-TTx) in the system communicate with the routers.

As with the TEC Wireless system, the ZFR1800 Wireless Field Bus system uses DSSS wireless
technology and operates on the 2.4 GHz ISM band. The system also meets the IEEE 802.15.4
standard for low power, low duty-cycle wireless transmitting systems and are compatible with
wireless mesh networks compliant with the ZigBee standard. For more details on the ZFR1800
Series Wireless system, refer to the ZFR1800 Series Wireless Field Bus System Technical Bulletin
(LIT-12011295).

ZigBee channels

A ZigBee network has 16 channels available for use. The TEC Series Wireless Thermostat Controller

system and ZFR1800 Series Wireless Field Bus system use only channels 15, 20, and 25. These

channels were selected because they do not overlap with channels used on a Wi-Fi network. Figure

15 is a diagram from the ZFR1800 Series Wireless Field Bus System Technical Bulletin (LIT-12011295)
illustrating that the ZigBee channels do not interfere with the Wi-Fi network.

Figure 15: Comparing Channel Spacing of the Systems Using ZigBee Technology Versus Wi-Fi
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non-overlapping, quiet channels (15, 20, 25).

Spanning trees

Improperly configured spanning trees cause excessive Spanning Tree Protocol (STP), Rapid
Spanning Tree Protocol (RSTP), or Bridge Protocol Data Unit (BPDU) traffic, which causes Metasys
network engines to reset. Be sure all spanning trees are properly configured.

Field bus considerations

Metasys system devices that connect to Ethernet networks use various field buses to interface with

the building control system. Field buses provide direct connections between field devices and the
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supervisory device that controls them. Field devices/buses do not interact directly with the Ethernet
network, but the supervisory devices do interact with the Ethernet network. Possible field buses
include the LonWorks network, MS/TP bus, and N2 Bus. For information on the buses supported by
specific Metasys system devices, refer to the product literature for each device.

Pre-boot Execution Environment (PXE)

Network engines (excluding the SNE, SNC, NxE85 and LCS85) implement a PXE client. If your
network uses a Pre-boot Execution Environment (PXE) server, exclude the MAC address for these
devices from the PXE server. If you do not exclude the MAC addresses, these devices may not start

up properly.

Network reliability requirement

Communication between the Metasys server and network engines requires a robust and reliable
network. If communication throughput is not sufficient or is unreliable, false online and offline
alarms from supervisory controllers may occur. In most cases, the controllers report online almost
immediately, which is an indication that there is no problem with the controllers.

If they do not report online within a few seconds, or this behavior persists, contact the Johnson
Controls technical support for assistance.

Metasys system security considerations

General security recommendations

For general recommendations based on the Best Practices for Enterprise Security document on
Microsoft TechNet, follow this link:

http://www.microsoft.com/technet/archive/security/bestprac/bpent/bpentsec.mspx

For the most up-to-date security recommendations, we recommend discussing your site security
with your local Johnson Controls field support team. High-level security recommendations include:

+ Do not allow cross-frame scripting by setting X-Frame values to Deny or SAMEORIGIN.

+ Ensure the appropriate cipher keys exist and are enabled.

+ Ensure client and server protocols keys exist are either disabled or enabled depending on
guidance from the field support team.

We recommend contacting your local field support to implement these security recommendations.

Metasys access security

Warning Banners

The Warning Banner is an optional feature of the Site Management Portal UI. The banneris a
specific warning statement that appears every time you launch the SMP UL To configure this
setting, navigate to the Site object of the Site Director and click the Site View tab. In the Warning
Banner section, select one of the following (Figure 16):

+ U.S. Department of Defense (DoD) Warning Banner

+ U.S. General Services Administration (GSA) Warning Banner

« U.S. Department of Transportation (DOT) Federal Aviation Administration (FAA) Warning
Banner
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Figure 16: Warning Banner Selection List on Site Object
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Once enabled, the Warning Banner you selected appears for all local and Active Directory service
users when they log in to the SMP UI of either a Metasys Server or network engine. All local and
Active Directory users must agree to the conditions on the warning statement before access is
granted.

Notes:

+ After you change the warning banner, the change can take up to five minutes to activate on
all network engines that report to the Site Director, because the Site Director needs time to
initiate the change to all its child devices.

+  Whenever an operator changes the Warning Banner selection, an entry is sent to the audit log
and appears in the Audit Viewer (Figure 17).

+ The Warning Banner does not appear before you log in to the Metasys Advanced Reporting
System, SCT UL, Metasys UI, Metasys UI Offline, or LonWorks® Control Server (LCS85).

* The only method for removing the Warning Banner from the login process is to set the
Warning Banner attribute on the Site object to None. The Warning Banner attribute is stored
in the device archive. If you download the Metasys Server from an archive that has been
uploaded with the banner option enabled, the banner appears.
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Figure 17: Warning Banner entry in Audit Viewer
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When the Metasys system login screen appears, you have up to 30 seconds to log in. If 30 seconds
passes with no user activity, the login screen closes and the Warning Banner screen returns. The
Warning Banner also reappears after you log out of the Metasys system or the system logs you out
because of user inactivity.

The Warning Banner remains on the screen until either you click OK, I AGREE, or you manually
close the banner window. The banner does not close on its own.

Figure 18 is a representation of the Warning Banner that appears if you have selected the U.S.
Department of Defense (DoD) Warning Banner.

Figure 18: United States DoD Warning Banner

rﬂl Metasys - -— lnlE' g-‘

US Department of Defense Warning Statement

You are accessing a U.S. Government (LUSG) Information System(13) that is provided for USG-authorized use only. By using this
15 (which includes any device attached to this IS), you consent to the following conditions:

# The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to,
penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct(PM), law
enforcement(LE), and counterintelligence(Cl) investigations.

® At any time, the USG may inspect and seize data stored on this 15,

# Communications using, or data stored on, this 1S are not private, are subject to routine monitoring, interception, and
search, and may be disclosed or used for any USG-authorized purpose.

# This IS includes security measures (e.g., authorization and access controls) to protect USG interests- -not for your
personal benefit or privacy.

# Motwithstanding the above, using this 1S does not consentto PM, LE, or Clinvestigative searching or monitoring of the
content of privileged communications, or work product, related to personal representation or services by attorneys,
psychotherapists, or clergy, and their assistants. Such communications and work product are private and confidential.
See User Agreement for details.

Figure 19 is a representation of the Warning Banner that appears if you have selected the U.S.
General Services Administration (GSA) Warning Banner.
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Figure 19: U.S. GSA Warning Banner
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WARNING

This is a U.8. General Services Administration Federal Government
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Figure 20 is a representation of the Warning Banner that appears if you have selected the U.S.
Department of Transportation (DOT) Federal Aviation Administration (FAA) Warning Banner.

Figure 20: U.S. DOT/FAA Warning Banner
Ll Metasys EE |

Y

WARNING ** WARNING ** WARNING

You are accessing a U.S. Government infermation system, which includes this computer, the
computer network on which it is connected, all other computers connected to this network, and all
storage media connected to this computer or other computers on this netwerk. This infermation
system is provided for U.S Government use only. Unauthorized or improper use of this information
may result in disciplinary action, as well as civil and criminal penalties.

By using this information system you consent to the following:

a. You have no reascnable expectation of privacy regarding any communications or data transiting
l this netwerk, stored on, or travelling to or from this information system;

b. At any time, and for any lawful govenment purpose, the government may monitor, intercept,
search and sieze any communication or data transiting this network, stored on, or traveling to or
from this information system; and,

c. Any communication or data transiting this network, stored on, or travelling to or from this
information system may be disclosed or used for any lawful government purpose.

Click "I AGREE" to consent to these terms of use.

WARNING ** WARNING ** WARNING
| AGREE

Users

The Metasys system has two types of users: local users and Active Directory service users. A local
user is defined in the Security Administrator system and is authenticated and authorized against
the Metasys Security database. An Active Directory service user is created and stored in an Active
Directory service domain and is added as a Metasys system user with the Security Administrator
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System. This user is authenticated against an Active Directory service domain and authorized
against the Metasys system.

Once logged in, the user is limited to actions that are permitted by the user’s assigned privileges.
Refer to the Security Administrator System Technical Bulletin (LIT-1201528) for specific details on
Metasys system access security.

Metasys system local user accounts and passwords

The user name and password are part of a Metasys local user account that controls which actions a
user can perform and which parts of the system a user can see, among other access controls.

Standard policy settings apply to a Metasys system local user account: password expiration/reset,
session timeout, lockout after failed attempts, and password uniqueness. You also can set the times
of day a user may access the system.

Active Directory service — user accounts

Actions of an Active Directory service user within the Metasys system are controlled in the same
manner as a Metasys local user, through assigned privileges. The data store for user privileges

is a SQL Server database on computer/server platforms (Metasys server and SCT). For Active
Directory service users, account policy settings - including maximum password age, account
lockout, password uniqueness, and password complexity - are controlled outside of the Metasys
system by the Active Directory service domain server. These settings are shaded when displayed in
the Security Administrator System window. The Session Timeout attribute is one exception.

Default Administrator accounts

The MetasysSysAgent and Standard Access accounts, both Metasys local accounts, are the default
Administrator accounts. These accounts cannot be renamed or deleted from the system. The
MetasysSysAgent account retains full administrative rights, and these rights cannot be changed.
The Standard Access account retains a subset of administrative rights, in that Standard Access
administrators can administer only user accounts that have been assigned the Standard Access
access type.

» Important: The first time you log in with the MetasysSysAgent account using the new default
password, or the Standard Access account with the original default password, the system
prompts you to change the password immediately. This new behavior enhances the overall
security of the Metasys system. For details about the new default password, contact your local
Johnson Controls representative.

Metasys system local user name and password pairs are stored only in the system proprietary
user store, with one exception. For engines, excluding the NxE85 and LCS85, the MetasysSysAgent
account is also mirrored in the operating system as a Windows account with full administrative
privileges. The password of the MetasysSysAgent operating system account is controlled by the
resetting of the MetasysSysAgent account through the Site Management Portal UL Changing the
account password in the Metasys system also changes the Windows operating system account
password in the supervisory controller.

For the server-based network engines at Release 4.0 or later, the NIE89, and the LCS85, the
MetasysSysAgent account on the Windows operating system is not linked to the MetasysSysAgent
account on the Site Management Portal UL. Changing the account password in the Metasys
system does not change the Windows operating system account password. The passwords are
independent.

® Note: The Windows operating system accounts and Metasys system local accounts never have
been linked on the Metasys server.

For information on hardware-based network engines operating system security, see Security on
hardware-based Network Engines.
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Password complexity

Complex passwords for Metasys local accounts at Release 7.0 and later are mandatory for all
Metasys IP devices and for all user accounts in accord with the language locale that is selected on
the computer. For details on complex passwords, refer to the Security Administrator System Technical

Bulletin (LIT-1201528).
The following table lists the password rules enforced by the Metasys system user's language_locale
setting.
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Table 16: Metasys System Password Rules

Supported
Language_Locale

Enforced Password Rules

English (en_us)

The password must include a minimum of 8 characters and a
maximum of 50 characters.

The password cannot include spaces or include a word or
phrase that is in the Blocked Words list.

The password and the username cannot share the same three
consecutive characters.

The password must meet the four following conditions:
- Include at least one number (0-9)
- Include at least one special character (-, ., @, #, !, ?, $, %)

® Note: Only the special characters listed above can be
used; all other special characters are invalid.

- Include at least one uppercase character
- Include at least one lowercase character

Czech (cs_cz)
German (de_de)

Spanish (es_es)
French (fr_fr)
Hungarian (hu_hu)
Italian (it_it)
Norwegian (nb_no)
Dutch (nl_nl)

Polish (pl_pl)
Portuguese (Brazilian)
(pt_br)

Russian (ru_ru)
Swedish (sv_se)
Turkish (tr_tr)

The password must include a minimum of 8 characters and a
maximum of 50 characters.

The password cannot include spaces or include a word or
phrase that is in the Blocked Words list.

The password and the username cannot share the same three
consecutive characters.
The password must meet three of the following conditions:
- Include at least one number (0-9)
- Include at least one special character (-, ., @, #, !, 2, $, %)
- Include at least one uppercase character
- Include at least one lowercase character

- Include at least one Unicode character that is categorized
as an alphabetic character but is not uppercase or
lowercase
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Table 16: Metasys System Password Rules

Supported
Language_Locale

Enforced Password Rules

Chinese Simplified (zh_cn)
Chinese Traditional (zh_tw)
Japanese (ja_jp)

Korean (ko_kr)

* The password must include a minimum of 8 characters and a
maximum of 50 characters.

* The password cannot include spaces or include a word or
phrase that is in the Blocked Words list.

* The password and the username cannot share the same three
consecutive characters.
* The password must meet two of the following conditions:
-Include at least one number (0-9)
-Include at least one special character (-, ., @, #, !, 2, $, %)
- Include at least one uppercase character
-Include at least one lowercase character

- Include at least one Unicode character that is categorized
as an alphabetic character but is not uppercase or
lowercase

Password rules are not applicable to Active Directory users. These users are handled by the domain
controller and not by the Metasys system.
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Last login

The main screen of the Metasys server or SCT user interface indicates the last time and date that
the user successfully logged in. For enhanced security, only the first three letters of the user's name
appear, followed by three asterisks (for example, Use***). If the user has never logged in, Never
appears in the Last Login field. (See Figure 21 and Figure 22.)

» Important:

To preserve the current configuration for all Metasys system users, including last login time,
always upload the device into the SCT before making changes and downloading a database.
User configuration information is stored in the Security database. The Security database is
restored during a device download. When an older archive is downloaded into the device, the
most recent user password, properties, and login time are lost.

Figure 21: User's last login
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Figure 22: User never logged in
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Auditing

The Metasys system offers user action auditing within the system. In other words, the software can
trace each action back to the logged in user who performed the action, and list that information in
the Audit Viewer. For Active Directory service users, the name recorded is the fully qualified user
name (for example, myuser@division.company.com).

Audits are written to a proprietary data store of the Metasys system, which is a SQL Server database
on computer/server platforms (Metasys Servers, including ADS/X, OAS, ODS, NxE85, and LCS85) and
an XML-based file on the other engine platforms. Audits may be viewed using the Audit Viewer in
the Site Management Portal UL

Device

Intra-computer Metasys system local accounts are used to perform authentication and
authorization among devices within the Metasys system. An intra-computer account is a Metasys
system site account, which means the account resides in the same proprietary user store as the
other Metasys users. The intra-computer account cannot be administered and cannot be used to
log in to the system through the Site Management Portal UL The intra-computer account uses

a generated password that is programmatically changed once a day. Active Directory service
accounts are not used for intra-computer accounts.

Network message security

Metasys software offers secured authentication challenges at login. After login, the Metasys
software authenticates each SOAP message at the receiving engine. Within each encrypted SOAP
message header, protection from message spoofing, message replay, and message tampering is
provided.

SQL database security
The Metasys server SQL Server databases are secured using SQL Server authentication.
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SQL Server software accounts used by Metasys software can be end-user defined on the Metasys
server platform. Added security is possible if you separate the database server function of the ADX
from the web/application server function of the ADX. In this scenario, the database server portion
of the ADX can reside in a different DMZ from the web/application server portion of the ADX.

SCT is configured to use virtual service account credentials to access the SQL Server databases.
The service accounts have been configured with the level of permissions required to perform

the actions used by the application. Windows authentication is more secure than database
authentication, as it uses a certificate based security mechanism. Windows authenticated

logins pass an access token, containing a unique security ID for the user, on login. Windows
authentication also means that there is no required maintenance of user passwords and accounts,
as all account maintenance is handed by the Windows operating system.

Security on hardware-based Network Engines

The operating system of the hardware-based network engines, such as NAEs, SNEs, and SNCs,

is secured using an account in the controller's embedded operating system. This account is the
MetasysSysAgent account and is the only Windows account located on these devices. The account
has administrative privileges and the password can be changed by logging in to the device directly
with the Site Management Portal Ul and resetting the password of the MetasysSysAgent user.

Many of the operating system features not required by Metasys software have been removed from
the network engines, rendering them less vulnerable to operating system attack.

Security updates management

A Johnson Controls engineering team regularly evaluates newly released Microsoft security updates
ranked Critical or Important for their effect on the Metasys system. The results of the update
analysis can be obtained from Johnson Controls technical support.

For Metasys system engines, we send out applicable security updates through our support
channels with instructions for applying them. For the computer-based components of the Metasys
system (Metasys server, NxE85, and LCS85), we recommend that you apply Microsoft security
updates and hotfixes as soon as they are released by the Microsoft Corporation.

To ensure higher security for the Site Management Portal, a private JRE is required at Release 6.0 or
later that provides isolation between Metasys software and the Internet. The public Java® Runtime
Environment (JRE) that was required at earlier Metasys software releases is no longer necessary

for Release 6.0 or later, but it is still a requirement for any older release of Metasys software. The
Launcher puts down the private JRE required by Release 6.0 or later. You install it when you first
browse to the Site Management Portal UI from a client computer or when you newly install Metasys
system software. Thereafter, you use the Launcher to access the Site Management Portal Ul Refer
to the Launcher Installation Guide (LIT-12011783) for instructions about how to install the Launcher
application.

® Note: If you use any applications from a release prior to Release 6.0 or later, you must
continue to use the public JRE required for that particular software release.

Changing Remote Desktop settings

About this task:

For sites requiring remote access to devices, including Metasys servers, we recommend changing
the Remote Settings on the device to allow connections only with Network Level Authentication.
Use the following steps to change the setting on the device.

1. On the host computer, go to Control Panel > System > Remote Settings. The System
Properties window appears.

2. Inthe Remote Desktop section, select Allow connections only from computers running
Remote Desktop with Network Level Authentication (more secure).

3. Click OK.
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Allow HTTP

A network engine at Metasys system Release 8.1 or later has an attribute called Allow Http located
under the Network tab of the engine in the SMP UL This attribute controls if the Windows Firewall
in the network engine blocks incoming network traffic over the HTTP port (port 80). By default,
the Allow Http attribute is set to True for all network engines upgraded to Release 8.1 or later.
Changing this attribute to False blocks all incoming network traffic over port 80 at the network
engine. Doing so does not interfere with NAE Update Tool operations.

Figure 23: Allow Http attribute for network engine
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The Allow Http attribute is set on each network engine independently. A schedule or other control
action can modify the value of this attribute. You can configure a tailored summary to view the
value of the Allow Http attribute on all network engines at the site. You can also use the mass
editing capability in SCT to modify the Allow Http attribute across multiple devices.

To provide the highest level of security, set Allow Http to False for every network engine upgraded
to Release 8.1 or later. However, if the network engine is a Site Director and if you have not
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upgraded the child engines reporting to it to Release 8.1 or later, set Allow Http to True. For
reference, the following table lists which Metasys tools, utilities, and features depend on Port 80. If
the network engine uses one or more of these items that require Port 80, set Allow Http to True.

Table 17: Port 80 requirements for tools, utilities, and features

Item

Does it require
Port 80

Notes

Advanced Graphics Application

Uses an older version of Metasys data

(AGA) ves access services that requires http.
Advanced Repprtmg and Yes Uses http for communication with engines.
Energy Essentials
Uses an older version of Metasys data
ccT Yes access services that requires http. However,
CCT only requires Port 80 for upload and
download operations.
Graphic Generation Tool (GGT) |Yes Uses an oId.er version of Metasys data
access services that requires http.
Uses https for communication with engines
upgraded to Release 8.1 or later, but must
Launcher 1.7 No be set for http to communicate with engines
prior to Release 8.1.
o Uses an older version of Metasys data
Metasys Export Utility ves access services that requires http.
Metasys for Validated No Uses https for communication with engines
Environments (MVE) upgraded to Release 8.1 or later.
Uses https for communication with engines
Metasys Ul No upgraded to Release 8.1 or later.
NAE Configuration and Requires port 80 for sending a file to an
: Yes . LT
Information Tool (NCT) engine from the commissioning laptop.
Allow Http is set to Requires port 80 to
successfully perform a code download to
the engine using the HTTP update method.
NAE Update Tool ves If False, the NAE Update Tool temporarily
opens port 80 for its operations, then closes
the port after the download completes.
Requires port 80 (inbound) to be open on
P2000 ves the Windows Firewall of the Metasys server.
Uses https between the Ready Access Portal
server and the client, but http between the
Ready Access Portal Yes Ready Access Portal server and the engines.
® Note: Ready Access Portal is no longer
supported at Release 9.0 or later.
Uses https for communication with engines
SMP No
upgraded to Release 8.1 or later.
Uses https for communication with field
SCT No controllers and engines upgraded to Release

8.1 or later.
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Advanced security enabled

The Advanced Security setting, only available to Site Directors devices at Release 10.0 or later,
indicates if the site uses the advanced security settings. This attribute provides an improved layer
of security between Metasys Site Directors and devices. With this attribute set to True, backward-
compatible methods of communication between the Site Director and its network engines are
disabled, which means a Site Director at Release 10.0 or later discards all communication attempts
from network engines prior to Release 10.0.

This setting applies to the entire site, so change this attribute from True (default) to False if you
have any network engines on the site that are running a Metasys release prior to Release 10.0.

When you change this attribute to True, a user message appears to indicate that all network
engines prior to Release 10.0 remain online, but are disconnected from the site because they no
longer communicate with the Site Director. If this message appears, click OK to continue and set
the attribute to True, or Cancel to keep the attribute set to False. An entry to the Audit Viewer
occurs whenever someone changes the Advanced security enabled attribute.

Software time bomb

Metasys software does not have a software time bomb to disable the system. Instead, a software
license manager controls access to Metasys software. Software registration is mandatory after you
install any Metasys application or tool. To register the software, you use a product called Software
Manager and a website called the Johnson Controls License Portal. On first use of the software,
the Software Manager opens for you to register the product. Log in is prevented until you have
successfully registered the product. For details, refer to Software Manager Help (LIT-12012389).

Antivirus software considerations (Metasys server, NXE85, NIE89, and LCS85 only)

Frequent virus scans of the Metasys server, NxE85, NIE89, and LCS85 are necessary to maintain the
integrity of your system. We support virus scans on computer-based and server platform-based
Metasys system components only (Metasys server, NxE85, NIE89, and LCS85). The hardware-based
network engines and other Metasys system components not running on a computer do not support
virus scans; however, many of the operating system features not required by Metasys software have
been removed from the engines, rendering them less vulnerable to operating system attacks.

We have tested the Metasys server, NxE85, NIE9, and LCS85 successfully with the following
antivirus software programs:

+ Symantec AntiVirus Corporate Edition 12.0 or later.

® Note: Symantec® Endpoint Protection software Corporate Edition version 12.0 or later is
recommended for the NxE85 and LCS85.

*  McAfee® VirusScan® Enterprise version 8.8 with Patch 9.

For details, see Appendix: Installing antivirus software.

Secure Sockets Layer (SSL)/Transport Layer Security (TLS)

The Metasys Advanced Reporting System, Metasys UI, and the Metasys UI Offline are the Metasys
system offerings that support security certificates. We recommend that you implement SSL security
for improved protection. SSL or TLS certificates may be used with the Metasys UI and Metasys UI
Offline.

Implementing SSL security for the Metasys Advanced Reporting System

® Note: Make sure that you enable and configure proper certificate revocation, such as Online
Certificate Status Protocol (OCSP) stapling. For more information about OCSP configuration
refer to https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-ocsp/5792b4c4-
cbba-439a-9c2a-52867d12fb66.
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To implement SSL security for the Metasys Advanced Reporting System:

1. Generate a certificate request and install the certificate.
1. For more information on these steps, see the following address:
http://technet.microsoft.com/en-us/library/cc771438(WS.10).aspx

2. Configure the Metasys software to use HTTPS (SSL) and HTTP protocols on the computer
where you plan to install the reporting system.

a. In Control Panel, select System and Security, then Administrative Tools. On
Administrative Tools, double-click Internet Information Services (IIS) Manager.

b. Inthe tree in the left pane, browse to and expand Sites or Web Sites.

In the right pane, right-click Default Web Site and select Edit Bindings. The Site Bindings
box appears.

d. Click Edit. Verify that the SSL port field contains 443 (Figure 24).

® Note: Port 80 must be open on the ADX for communication from other system
devices. Verify that the TCP port entry is 80.

Figure 24: SSL Port Field: 443

Type: IP address: Part:
Ihtu:us j I.ﬁ.ll Unassigned j |443

Host name:

S5L certificate:

| MAIN-ADX | vew..

Click OK.
Close the IIS Manager window.
Install the ADX/ODS software with Metasys Reporting.

Using Windows Explorer, browse to: C: \Program Files (x86)\Johnson Controls
\MetasysIII\UI\com\jci\framework

i. Using a text editor, open frameworkproperties.properties.

j.  Update the advancedReportingURL setting line to use https: instead of http: so it
appears like the following:

advancedReportingURL=https://SERVERNAME /MetasysReports

k. Save the file.

I.  Using Windows Explorer, browse to: C: \Program Files (x86)\Johnson Controls
\MetasysReports

m. Using a text editor, open services.config.

n. Delete the comment tags from the file. Comment markers appear as <! -- and -->
(Figure 25).

Sa ™o
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® Note: Do not delete the text between the comment tags. Delete all three sets of
comment tags that appear in the file.

Figure 25: Comment Tags

B services.config.original - Notepad
File Edit Format Yew Help

[t —- -
Remove the comments tags around the secure endpoints in order to use SsSL on the site.
> .

<servicess
<service name="JohnsonControls.Metasys.web. Reporting. Treeservice"s

<endpoint name=“TreeSvcHttpEndEDint”
ehaviorconfiguration="JohnsonZontrols.Metasys. web. Reporting. Treeserviceasphetad:
binding="webHTtpEinding"
bindingConfiguration="webBinding"
contract="lohnsonZontrols.metasys.web. Reporting. Treeservice” />

<!—=

<endpoint name="TreesvcsecureHttpEndpoint”

behaviorConfiguration="JchnsonControls.Metasys. web. Reporting. TreesServicedspietaj:
binding="webHTtpEinding"
bindingConfiguration="securewebginding"
contract="lohnsonZontrols.Metasys.web, Reporting. Treeservice" />

</services

<service name="JohnsonControls.Metasys.weh, Reporting. EnergyTreeservica’s
endnnint name="FnarnyTreasurHttnEindinn'

Save the file.

Close all Windows Explorer windows.

On the Start menu, in the Run text box, type regedit.
Click OK. The Registry Editor window appears.

In the tree on the left, browse to HKEY_ LOCAL_MACHINE > Software > Johnson Controls >
Metasys > ADS.

On the right side of the screen, double-click SSRSWebURL. The Edit String box appears.

u. Inthe Value data field, add an s after http. The value should be: https://(ADx Server
Name)/ReportServer (Figure 26).

w5 omDoO

o

Figure 26: Edit String Box

Edit String EEd

Walug name:
|35RSWebURL

Yalue data
IhﬂpﬁfﬁJMMﬂﬁHE-EETEST1EHepnﬂSava

ak I Cancel

v. Click OK.
w. Close the Registry Editor.

Restart the computer.
Log in to the Metasys Advanced Reporting System UL

5. The Ul should open correctly and the URL in the browser window should have the https:
prefix.

Metasys for Validated Environments (MVE)

Metasys for Validated Environments (MVE) is an enhanced feature of the Metasys system that
audits user management for critical environments to facilitate U.S. Food and Drug Administration
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(FDA) electronic records and signature requirements (Title 21 Code of Federal Regulation [CFR] Part
11). MVE is also compliant with other similar agencies around the world that deal with electronic
records and electronic signature requirements, such as Annex 11 of the European Union Good
Manufacturing Practice (EU GMP) regulations (European Medicines Agency [EMEA] 1998).

MVE provides secure data management and reporting capabilities, traceable electronic records and
signatures, and time-stamped audit trails for facilities subject to Part 11 compliance. Any action

or change initiated by the user on a validated device, such as alarm acknowledgment or setpoint
adjustment, requires user reauthentication and electronic signature with required annotation.

MVE can be used only on an ADX running Metasys system supported server-based operating
systems. The ADX software, MVE software, and network engines at the MVE site must each be at
the same Metasys release level, for example, Release 11.0. MVE supports access by Active Directory
service users of the Metasys system from the standard login screen. SSO access is not supported
because SSO is disabled for MVE installed on an ADX.

® Note: To use SQL Server 2014 with Metasys products, you must install Microsoft cumulative
update package 3 (KB2984923) for SQL Server 2014. To download the update package, visit
http://support.microsoft.com/kb/2984923/.

For more information, refer to the Metasys for Validated Environments, Extended Architecture Technical
Bulletin (LIT-12011327).

Metasys server considerations

ADX-specific features

See the Metasys for Validated Environments (MVE) and Metasys Advanced Reporting System
UI sections for information on these two features that are available only on ADXs with specific
components installed.

ADX split configuration

The ADX software and its associated database software are often installed on one computer

(a unified ADX). However, the ADX also can be installed in a split configuration, which involves
installing ADX-related software on two computers. Splitting provides enhanced security for
historical data. Using the ADX in a split configuration allows you to locate the Metasys system
databases behind a firewall, which reduces the risk of exposing Metasys system data to
unauthorized users on the Internet. The split configuration also allows you to locate Metasys
system databases on an existing SQL Server computer using existing resources (hardware,
software, and technical personnel), potentially lowering the cost of installing and monitoring the
Metasys system.

In an ADX split configuration, the computer running SQL Server software is known as the database
server computer, and it stores historical Metasys system data. The ADX software itself and all
required ADX prerequisites reside on a second computer, known as the web/application server
computer. In a split configuration, the SCT must reside on a third computer. Users browse to the
web/application server computer to see system data. The database server computer cannot be
used as a historical data repository by more than one web/application server computer.
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Metasys Network with an ADX

Figure 27: Metasys Network with an ADX in Split Configuration
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® Note: Cloud-based applications are not available for all sites.

ADSADX log folder

The ADSADX Log folder in the Windows Event Viewer on the Metasys Server contains information
related to specific Metasys server software failures or important events. The messages appear in
English only.

® Note: In a split ADX, this folder is on the web/application server computer.

The following events may appear in the ADSADX Log folder:

+ The Metasys server software has a failure initializing any subsystem during startup.

+ The Metasys server software has a failure during runtime when it tries to write to the Microsoft
SQL Server database.

* The Metasys server or SCT software has a failure during runtime for interactions with Active
Directory services. For example, an Active Directory service user was denied access to the
Metasys Server or SCT software, or an Active Directory service user could not be added as a
Metasys server or SCT user.

+ The ADSADX Log reports a message queue timeout has occurred. The message contains the
text System.Messaging.Message.QueueException: Timeout for the requested
operating has expired. This eventindicates that MSMQ encountered an exception while
reading an empty message queue. The sporadic appearance of this error in the ADSADX
Log is normal. Because the error only occurs when the message queue is empty, all Metasys
system messages have been processed successfully. However, if this error occurs constantly or
continually over brief periods of time, there may be a problem with message queuing. Report
this behavior to your Johnson Controls support representative.

The ADSADX Log folder defaults to Overwrite as Necessary. If you would like to save all events or
have a certain Event Log folder size, right-click the folder in the Windows Event Log and change this

property.
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® Note: A problem exists when viewing the properties of the ADSADX Log in the Windows
Event Viewer. Even though the folder defaults to Overwrite as Necessary when the folder is
created during the first startup of the Metasys server, it appears in the Windows Event Viewer
as Overwrite Events Older Than. The file is Overwrite as Necessary.

Additional errors write to the Windows Event Viewer Application folder. Any event in this folderis a
result of information generated by or an error in the Metasys III Device Manager service (MIIIDM
source).

The Windows Event Viewer is located in the Control Panel > Administrative Tools > Event Viewer.

Windows Internet Explorer web browser

» Important: We strongly advise that you do not browse to the Metasys UI, Metasys UI Offline,
or any website from a Metasys server computer. Using web browsers to access web sites
on the Metasys server could potentially expose your Metasys server to malicious software,
including ransomware. We recommend browsing to the Metasys UI, Metasys UI Offline, or
other websites on a client computer or device only.

Advanced security configuration

When the Metasys server is installed, Windows Internet Explorer Advanced Security Configuration
is enabled by default. You must add any website you want to navigate to from the Metasys server
Internet Explorer web browser to the list of trusted websites. This applies to all external websites.

We strongly advise that you do not browse to the Metasys Site Management Portal UI from
a computer running a server class operating system. By default, Windows Internet Explorer
Enhanced Security Configuration is enabled on server class operating systems and may block the
Launcher download page from which you install the Launcher application for access to the Site
Management Portal. Open the Site Management Portal UI from a computer that is not running a
server class operating system.

SmartScreen filter

If you are using a private network, we recommend you turn off the Internet Explorer SmartScreen
Filter feature. Failure to do so does not prevent Metasys software from running, but may launch
multiple user interface windows unnecessarily.

Anti-spyware considerations

Anti-spyware packages alert users when changes are made to their operating systems by
unidentified applications, programs, or services and may also allow the users to control these
changes to their operating systems. For example, changes may occur in Internet Explorer web
browser settings, running processes, or dial-up connections.

The anti-spyware software may also allow the user to designate which services can run on a
Metasys server. The Metasys Device Manager, Metasys Action Queue, and Metasys Report Cache
Refresh may appear on the list of services as unknown or unreliable. In these cases, in the anti-
spyware tool, the Publisher attribute of the process does not identify the process as a Johnson
Controls process, nor does the term Metasys appear in the name. Both of these services must be
allowed to run on the Metasys server.

Additionally, anti-spyware software may not allow the Metasys server software to write to the hosts
file. Some anti-spyware software warns the user that changes are to be made, and the user must
accept or reject the changes. Other anti-spyware packages do not allow the change to occur at all
until the software is configured.

For more information, refer to the ADS/ADX Commissioning Guide (LIT-1201645), Open Application
Server (OAS) Commissioning Guide (LIT-12013243) or ODS Commissioning Guide (LIT-12011944).

Network and IT Guidance Technical Bulletin 75



Backup considerations for the Metasys Server

If a backup program changes attributes in certain Metasys Server files, the Metasys Server may
shut down and then restart. To avoid this scenario, we recommend that you always avoid backing
up the following files and folders, and that you exclude them from any other programs that access
these directories in the Metasys Server:

« C:\Program Files (x86)\Johnson Controls\MetasysIII

+  C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG

« C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config

+  C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG
«  C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config

« C:\Program Files (x86)\Johnson Controls\MetasysReports\bin (Metasys Advanced Reporting
System only)

« C:\Program Files (x86)\Johnson Controls\MetasysReports\web.config (Metasys Advanced
Reporting System only)

Supported operating system, SQL Server software, and |IS
versions

Refer to the literature for the Metasys products you are installing for a list of supported operating
system and SQL Server software versions. For an overview of software supported by the Metasys
system, refer to the Metasys Server Installation and Upgrade Guide (LIT-12012162), SCT Installation
and Upgrade Instructions (LIT-12012067), Open Application Server Installation and Upgrade Instructions
(LIT-12013222), or the ODS Installation and Upgrade Guide (LIT-12011945).

As new software and service packs become available, Johnson Controls tests them for use with
Metasys software. Be aware that installing other software or updating the operating system with a
new service pack on a computer running Metasys software may adversely affect the system.

The following table lists the versions of IIS that can be used with Metasys products.
Table 18: Supported IIS Versions

Operating System Supported IIS Version

Windows® 8.1 Pro and Windows 8.1 Enterprise
Editions with Update (KB2919355) (64-bit)

Windows® 10 Pro and Windows 10 Enterprise
Editions versions 1903, 1909, and 2004 (64-bit).
For all future Windows 10 updates after version
2004, we will evaluate and certify that Metasys
software can support the updates before we
provide guidance on support.

11S 8.5

11S 10.0

Windows® Server® 2016 with Update
(KB4512495) (64-bit)

Windows® Server® 2019 (version 1803 or later)
(64-bit)
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Supported network engine models and releases with security
attributes

The following table lists the latest Metasys system software releases of each network engine model
along with the security attributes available for each. As the security features of the Metasys system
have improved with each new software release, the network engines have likewise been improved.

Table 19: Network engine release levels

NIE29,
NIE39,
NIE49

Release with NCE25 NAE35, | NAES5,
Security Attributes NAE45 | NAES85

NIE59, |NIE55, |SNC,
NIE89 |NIE85 |SNE

Release 9.0

« Site Security X X X X X X N/A
Level

+ Allow Http
Release 9.0.7

« Site Security X X N/A X N/A N/A N/A
Level

« Allow Http
Release 10.0

+ Site Security
Level

+ Allow Http

* Advanced
Security

Release 10.1

N/A N/A X N/A X X N/A

+ Site Security
Level

« Allow Http

* Advanced
Security

N/A N/A X N/A N/A N/A X

Release 11.0

+ Site Security
Level
+ Allow Http N/A N/A X N/A N/A N/A X

* Advanced
Security

* FIPS 140-2
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IS anonymous access considerations (Metasys Server and
SCT)

General information

For Metasys software to install successfully, you must provide anonymous access temporarily to the
Default Web Site folder in IIS. After installation, you can disable anonymous access to the Default
Web Site folder. Then, to facilitate Metasys software operations, you must enable anonymous
access to the following virtual folders that are created when you install the Metasys server, SCT,
Metasys Advanced Reporting feature, and the NAE Update Tool:

* Metasys

+ SCT

* MetasyslIII

* MetasysReports
+ NAEUpdateTool

When you configure IIS to use Anonymous Access for an item, IIS delegates all authentication
responsibilities for that item to the Metasys application. Anonymous access is required in order for
the user to log in and access Metasys using Java client software and the Metasys web services. See
Enabling and disabling anonymous access on the default web site.

® Note:

Before changing your customer’s IIS anonymous access settings, consult with your customer
and/or your customer’s IT department to make sure the changes do not violate network
security policies.

In addition, you must assign the following privileges to the Windows user account or Windows user
group that is permitted to log in to the Metasys system:

* network access to the Metasys server or SCT computer

* bypass traverse checking

+ batch job login capability
However, do not assign the privilege called deny access to this computer from the network to
this same Windows user account or Windows user group.
Enabling and disabling anonymous access on the default web site

Follow these steps to enable and disable anonymous access when installing and running the
Metasys server or SCT software.

1. Open Control Panel and click System and Security > Administrative Tools. Double-click
Internet Information Services (IIS) Manager. The Internet Information Services (IIS)
Manager window appears.

2. Expand the left pane to expose the Default Web Site.
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Figure 28: Enabling Anonymous Access to Default Web Site
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Select Default Web Site and double-click the Authentication icon in the middle pane. The
Authentication options appear.

Figure 29: Authentication Options for Default Web Site
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In the Actions pane, set Anonymous Access to Enabled.

Close the IIS Manager window.

Install the Metasys server or SCT software.

Edit...

o Help

Online Help

Reopen the IIS Manager window. Disable Anonymous Access on the Default Web site

(reversing Step 4 above).
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Expand the Default Web Site folder and enable Anonymous Access for each of the following
items that might be present: Metasys, MetasyslIl, SCT, MetasysReports, and NAEUpdateTool.
The following figure is an example of the anonymous access setting enabled for the Metasys
website.

Figure 30: Enabling Anonymous Access to Metasys Web Site
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9. Close the IIS Manager and all other windows.

Microsoft SQL database considerations

All versions of SQL Server software must be set up in Mixed Mode Authentication and configured
to use both the TCP/IP port 1433 and Named Pipes protocols. When upgrading to a new version of
SQL Server software, you must preserve this configuration because the upgrade process turns off
the network protocols.

Consider the following general database recommendations:

The unified Metasys server is incompatible with server clusters. For a split Metasys server
(ADX), the database server computer can be part of a server cluster.

Run SQL Server databases in Simple Recovery mode to reduce the risk of system failure due
to lack of disk space. Simple recovery mode allows you to restore from the previous night's
backup only. For point-in-time recovery, run the databases in Full Recovery mode and back up
your transaction log at least every 24 hours. Failure to perform Transaction log backups at this
interval eventually results in system failure due to lack of available disk space.

Confirm that SQL Server database backups are being performed correctly and consistently

to prevent data corruption. Check periodically to make sure the backups are present and
restorable. Create backups using the Metasys Database Manager or the tools listed in
Database management: SQL Server tools. Each backup should be saved in separate locations.

Check periodically to make sure your database indexes are healthy because fragmented
indexes greatly reduce database performance. Rebuild indexes as necessary using tools
available from the IT department or the Metasys Database Manager. See Database
management: Metasys Database Manager and Database management: SQL Server tools.

80

Network and IT Guidance Technical Bulletin



+ Do not use third-party backup programs to backup the Metasys databases. Instead, use the
tools provided by SQL Server software or use the Metasys Database Manager.

+ To create and manage the Metasys Server databases and SQL Server user accounts that
are used during Metasys Server runtime, the Metasys Server software installation program
requires a user account with administrator access to SQL Server databases during installation.
The account may be either a SQL Server user account or a Windows operating system user
account that has the required privileges. After the installation program creates the Metasys
Server databases and SQL Server user accounts, the administrator account is no longer used.
You may remove SQL Server database administrator rights from this user account.

+ During runtime, the Metasys Server software uses the SQL Server user accounts that were
created by the Metasys Server installation program. For information about managing the SQL
Server user accounts used by the Metasys Server (account rename and password changes),
contact Johnson Controls technical support.

« SCT uses virtual service accounts with integrated authentication. Windows authentication is
more secure than database authentication, as it uses a certificate based security mechanism.
With virtual service accounts, the management of account credentials is handled by the
Windows operating system so no manual management is required.

The default location for Metasys system databases is determined by database default locations
setting in SQL Server. The following table lists the databases that the Metasys system creates.

Table 20: System databases

Metasys Server Metasys Server non-historical | Metasys UI ccT
historical databases |databases databases
JCIEvents MetasyslIII JCIReportingDB CCT_DB
JCIAuditTrails XMS
JCIHistorianDB MetasysTranslationDictionary o
. SpacesAuthorization FDB_Control

JCIItemAnnotation )

. MetasysReporting
JCIReportingDB

In addition, the online archive, MetasysSCT, SCTTranslationDictionary, and any current Metasys SCT
archive databases also may be present. SCT archive database names are user configured.

For information on installing SQL Server software for use with a Metasys system, refer to the SQL
Server Installation and Upgrade Instructions (LIT-12012240), Metasys Server Installation and Upgrade
Instructions (LIT-12012162), Metasys Server Lite Installation and Upgrade Instructions (LIT-12012258), or
ODS Installation and Upgrade Guide (LIT-12011945).

Database management: Metasys Database Manager

The Metasys Database Manager allows you to purge, back up, restore, and monitor your Metasys
system SQL Server databases. This tool is included on all Metasys server media and is compatible
with all versions of SQL Server software supported by the installed release of Metasys software.
Refer to the Metasys Database Manager Help (LIT-12011202) for more information.

Database management: SQL Server tools

In addition to or instead of the Metasys Database Manager, you can use the following Microsoft
Corporation tools to maintain your SQL Server databases:
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Table 21: SQL Server Software Maintenance Tools

. Microsoft Corporation Included with SQL Server
SO BRI SRR T A2 Database Tool Software?1
SQL Server Software SQL Server Management Studio | Yes
Microsoft SQL Server
SQL Server Express Software Management Studio Express No?
(SSMSE)

1 Alltools are available on http://www.microsoft.com/downloads.
2 Available with versions that include Management Tools or Advanced Services.

For specific steps on how to back up and manage Metasys system databases using these tools,
go to http://www.microsoft.com. You do not need to stop Metasys system services to perform a
database backup.

Historical data storage

Network engines store a limited amount of alarm, trend, and audit trail information. After engines
collect data, you can forward the data to a Metasys Server and save the data on the hard disk for
long-term storage.

Historical data on engines and Metasys Servers can be copied to the clipboard and pasted
into a spreadsheet, word processor, or database program. You can use Metasys Export Utility
software to extract the historical data from the Metasys system to six different file formats
(.xls, .txt, .csv, .mdb, .htm, .xml) for easier viewing.

Data backup/restore
For information on SQL Server software backups, see Microsoft SQL database considerations.

Use the SCT to back up and restore Metasys user accounts/privileges and to back up, restore, and
create archives of Metasys configuration data. Refer to the Metasys SCT Help (LIT-12011964) for
details.

Site Management Portal Ul

The Site Management Portal Ul comprises a Java application, which runs with a private JRE. See Java
software and private JREs for a definition of private JREs. The Java security model allows only trusted
applications to perform certain activities such as printing, connecting to the network, retrieving
system information, and accessing your computer’s local file system. Trusted applications must be
digitally signed and must be granted permissions by the end user.

The Metasys Site Management Portal Ul is digitally signed with a certificate provided by the
VeriSign® Certificate Authority (CA). The certificate verifies that the Metasys system application has
not been tampered with and is distributed by Johnson Controls. A message appears stating that the
security certificate was issued by a company that is trusted and indicates whether your certificate is
expired.

Metasys Advanced Reporting System Ul

The Metasys Advanced Reporting System offers a separate HTML-based user interface in which

you can run reports on system configuration and performance. This system allows you to use a
restricted access user interface and avoid Java software downloads for users with limited report and
configuration needs.

The Metasys Advanced Reporting System can be used only on ADXs that are running a supported
SQL Server software version with SQL Server Reporting Services. Local Metasys system users with
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Standard Access access type privileges are authorized with the Advanced Reporting option in the
Security Administrator System.

For more information, refer to the Metasys Advanced Reporting System and Enerqy Essentials Help
(LIT-120113172).

Java software and private JREs

The Site Management Portal (SMP) and SCT are Java applications, requiring a JRE plug-in on the
local client computer. Security vulnerabilities were often discovered in the public version of the

JRE, which required the developer to release updated versions and for Johnson Controls to issue
patches to the SMP and SCT software. To alleviate this problem, the Metasys system no longer relies
on a public JRE plug-in for Release 6.0 or later. Instead, it uses an internal private JRE that is bundled
with the Metasys application and is installed locally on the computer for that application only. The
private JRE is not exposed to possible security risks and is compatible with IT department policies.

To support the use of the private JRE, an application called the Launcher was developed to allow
you to manage a list of all network engines, Metasys servers, SCT, LCS85, Metasys UI, Metasys UI
Offline, and Metasys Advanced Reporting, or any generic website links. The Launcher is a simple
software tool that launches the user interface for any Metasys release, but only manages the local
Java files for Release 6.0 or later systems.

If you need to configure your proxy settings, you must do so in the Launcher tool, not in the Java
control panel. For details, refer to Launcher Help (LIT-12011742).

Public JRE files are still required for older versions of the Metasys system. Public JREs are installed in
a public location (such as C:\Program Files\Java\) and are known by the operating system to allow
certain applications, such as Internet browsers, to access that JRE.

Web browser recommendations
A supported web browser is required for downloading the Launcher.

The Launcher is a software application that is installed on each client computer that logs in to

the Metasys Server, SCT, or supervisory engine. The Launcher lets you access any Metasys server
or supervisory engine on the building network, regardless of its software version. You use the
Launcher to reach the log in screen of the Metasys Server, SCT, or network engine. For details, refer
to Launcher Help (LIT-12011742).

» Important: We strongly advise that you do not browse to the Metasys Site Management Portal
UI, Metasys UI, Metasys UI Offline, or any website from a computer running a server class
operating system. By default, Windows Internet Explorer Enhanced Security Configuration
is enabled on server class operating systems, and may block the Launcher download page
from which you install the Launcher application for access to the Metasys system. In addition,
accessing websites on the Metasys Server could potentially expose your server to malicious
software, including ransomware. Alternatively, open the user interface from a computer that is
running a Desktop operating system.

Launcher download options and proxy settings

You can use an Internet browser to download the Launcher software that the SMP UI requires. To
do so, enter its URL in the address field using this format:

http://<Metasys Server or engine computer name>/metasys
One of the following Launcher Download screens appears (Figure 31).
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Figure 31: Windows Launcher Download

Metasys Server at Release 10.0 or later Network Engine at Release 9.0.7

Launcher Download Launcher Download

Launcher allows you access to SMP for any Launcher allows you access to SMP for any

Metasys server or engine on the building network, P ME TAS Ys Metasys server or engine on the building network, P META SYs

regardless of its software version_ It also provides regardless of its software version. It also provides
access to SCT. access to SCT.

To learn more, visit: To learn more, visit:
http:/johnsoncontrols com/launcher http:/fjohnsoncontrols.com/launcher

Metasys Host Information Full Launcher Installer Metasys Host Information Full Launcher Installer

Version: 10.1.0.1113 Version: 9.0.7.7937 . _ 5
Default Language: en_US Default Language: en_US Single Site Connection

Which version should | download?

il Ik
Johnson ’/))‘(' © Johnson Controls 2013 - 2016 Johnson }))‘0 © Johnson Controls 2013 - 2016
Controls Controls

At Release 10.0 or later, the Launcher Download screen provides one choice (Full Launcher Installer)
and at Release 9.0.7, the Launcher Download screen provides two choices (Full Launcher Installer
and Single Site Connection), but the Single Site Connection is no longer active.

When you click Full Launcher Installer for a network engine at Release 9.0.7 or later, the browser
routes you to the public Launcher download website. Refer to that website for instructions on how
to download the Launcher installation file to a location on your computer. When complete, run the
Launcher installation. For details, refer to the Launcher Installation Guide (LIT-12011783).

When you click Full Launcher Installer for a Metasys Server at Release 10.0 or later, a security
warning screen may appear (Figure 32). This screen gives you the option to Run or Save the
Launcher installation file.

Figure 32: File Download - Security Warning Screen

File Download - Security Warning @
Do you want to run or save this file?

MName: Launcher.msi

Type: Windows Installer Package

From: www. johnsoncontrols.com

Run ][ Save ] [ Cancel |

|--"“~| While files from the Intemet can be useful, this file type can
l F patentially ham your computer. f you do not trust the source, do not
= run or save this software. What s the risk?

Click Run on the File Download - Security Warning screen. The Internet Explorer - Security Warning
screen may appear (Figure 33).
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Figure 33: Internet Explorer - Security Warning Screen

Internet Explorer - Security Warning @

Do you want to run this software?
Iﬂ Mame: Launcher.msi
Publisher: Johnson Controls, Inc.

EMore options Run ] [ DomtRun

|"ﬁ| While files from the Internet can be useful, this file type can potentially harm
"%/ your computer. Only run software from publishers you trust., What’s the risk?

For this screen, click Run to allow local installation of the Launcher software. For more details, refer

to the Launcher Installation Guide (LIT-12011783).

Launcher Proxy Settings

The full version of the Launcher tool lets you update certain options, including proxy settings
(Figure 34).
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Figure 34: Application Options Screen

, Options U
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Security Protocol

| HTTPS Only

Downloaded Resource File Validation
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- S

[ Save Jl Cancel J

If the building network uses a proxy server for connection to the Internet, click Manual under Proxy
Selection and enter the IP address or host name and port number of the proxy server.

Pop-up add blockers

You do not need to disable third-party pop-up ad blockers on the computer you use to browse to
the Metasys Site Management Portal UI in order to ensure Metasys Site Management Portal UI
functionality. For previous releases, you must disable pop-up ad blockers or the Login screen may
not launch. To disable pop-up ad blockers, turn off the third-party pop-up ad blocker for all sites or
for the address of the Metasys system Site Director. If you cannot turn off or configure the third-
party pop-up ad blocker, uninstall it from the computer.
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Turning off the Internet Explorer Web Browser pop-up blocker

This procedure applies to the Internet Explorer pop-up blocker. If you have third-party pop-up
blockers, use the manufacturer’s instructions to disable them.

To turn off the pop-up blocker:

1.  Open Internet Explorer.
2. Onthe Tools menu, select Pop-up Blocker > Turn Off Pop-up Blocker.

® Note: Forinformation on allowing pop-ups from specific sites only, refer to the Internet
Explorer Help.

Sleep power option on Windows 8.1 and Windows 7 computers

If you use a computer with Windows 8.1 or Windows 7 to browse into the Metasys system, be
aware that the Site Management Portal Ul session information is lost if you are logged in when the
operating system goes to sleep. The session terminates at the time the operating system goes to
sleep, regardless of the Inactive Session Property setting that applies to your Metasys user account;
for example, if Never Terminate is set for your account, the Site Management Portal UI session still
terminates. The Sleep option is enabled for 2 hours by default, so you may wish to increase this
setting or disable it.

Disabling User Account Control

About this task:

® Note: This procedure is required if you want to use CCT software, HVAC PRO software, or
GX-9100 tool software in Passthru mode from SCT on a Windows 8.1 computer. If you do not
perform these steps, Passthru mode does not function. Also, follow this procedure if you need
to download resource files for a VND integration into a supervisory engine.

1. In Control Panel, click System and Security > Action Center. The Action Center window
appears.

2. Click Change User Account Control settings. The User Account Control window appears
(Figure 35).
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Figure 35: Disabling User Account Control
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5. Restart the computer to make the change effective.

Metasys dial-up networking

Point-to-Point (PPP) networking is used for all dial-up communication between the Metasys client
computer (web browser) and the Metasys server and engine. Newer models of network engines
and the latest release of Metasys Server software do not support communication over modems. If
you have an older system, refer to the Metasys System Extended Architecture Direct Connection and
Dial-Up Connection Application Note (LIT-1201639) for more information.

Metasys Application Programming Interface (API)

Additional enhancements to the Metasys Server software at Release 10.1 and later include a REST-
compliant Metasys Monitoring and Commanding Application Programming Interface (API)
that enables reading, writing, and commanding of one or more Metasys objects/properties to
provide a secure way to bi-directionally integrate with third-party applications. As a prerequisite,
you need to define a new user of type API Access under the Security Administrator system of

the Site Management Portal that provides access to the Metasys system. For details, refer to the
Security Administrator System Technical Bulletin (LIT-1201528).

This is the latest in a suite of APIs that include the REST-compliant API that enables data to be
securely extracted from the Metasys system and integrated with third-party data visualization
tools to meet robust data analysis and reporting needs and the Metasys API for the TeleHealth
Engagement Application that facilitates reliable two-way communication between the TeleHealth
patient engagement application and Metasys system to provide patients direct control over their
healthcare space for increased comfort and satisfaction.
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Network Interface Cards (NICs)

The Metasys software supports more than one NIC on a computer running Metasys software
(including Metasys server, SCT, NxE85, NIE89 and LCS85 software).

Follow the instructions in the appropriate Metasys installation literature to configure the NIC that
Metasys software uses. For example, the Interface Metric for the Metasys network card must be set
to 1, and all other NICs on the computer set to an Interface Metric higher than 1.

Appendix: Network and IT terminology

Active Directory Service

A network operating technology that enables IT administrators to manage enterprise-wide
information from a central repository. This information includes data center policy compliance

and identity management (user login accounts), which are used for both Microsoft Windows
authentication (login to the Windows operating system) as well as network resource authentication
(login to enterprise-wide secured applications, such as email). The Metasys system uses the LDAP
integration of Active Directory.

Active Directory Service Domain/Domain Controller

A collection of Domain Controllers that can be thought of as a security boundary for network
resources. A Domain Controller provides the Active Directory service to network users and
computers; stores directory data; and manages user and domain interactions including the login
process, authentication, and directory searches.

Active Directory Service Schema

The formal definition of all object and attribute data that can be stored in the directory; for
example, user is an object type with attribute data of name, first name, last name, email, and so on.
The schema is made up of object classes and attributes. The base (or default) schema contains a
rich set of object classes and attributes to meet the needs of most organizations, and is modeled
after the ISO X.500 standard for services.

Demilitarized Zone (DMZ)

A portion of the network located between the Internet and the intranet. It is a buffered area that is
usually protected by two or more firewalls.

Domain Name System (DNS)

The method by which host domain names are translated into IP addresses. A domain name is a
meaningful and easy-to-remember handle for an Internet address. DNS is the Internet standard for
naming host devices and mapping host names to IP addresses.

Dynamic Host Configuration Protocol (DHCP)

A communications protocol that lets network administrators centrally manage and automate the
assignment of IP addresses in an organization’s network.

DHCP lets a network administrator supervise and distribute IP addresses from a central point and
automatically sends a new IP address when a device is plugged into a different location on the
network. DHCP can also assign dial-up users an IP address automatically when they connect to the
network. Some DHCP servers can support fixed addresses for devices that need a static IP address.
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The Metasys server, network engine, TEC20 Coordinator, and Many-to-One Wireless Room
Temperature Sensing Receiver (WRS-RTN) can obtain their IP addresses and other network
information using DHCP. Each Metasys device that can connect to the Ethernet network needs a
unique IP address. Without DHCP, the IP address must be entered manually for each device; and,
if the devices are moved to another subnet on the network, you must enter a new IP address. The
Metasys system supports both dynamic and static IP address assignments.

Firewall

A firewall combines hardware and software to provide a security system that prevents unauthorized
access from the Internet to the intranet. When engines have access to the Internet, firewalls
typically are installed to prevent outsiders from accessing private data resources and to control
which outside resources its own users can access. The firewall on network engines is enabled by
default.

Forest

One or more domains that share a common schema and global catalog. Forests are normally
organized hierarchically. The hierarchy is determined by the IT organization.

Integrated Windows Authentication

An authentication method for directory security on a web server. Integrated Windows
authentication uses a cryptographic exchange with the user’s Windows Internet Explorer web
browser to confirm the identity of the user, and thus authenticate the user to access the web server
resource (such as a web service or a file).

Kerberos

A network authentication protocol designed to provide strong authentication for client/server
applications by using secret-key cryptography. Kerberos is the primary security protocol for
authentication within an Active Directory service domain.

Lightweight Directory Access Protocol (LDAP)

A standard communication protocol for directories located on TCP/IP networks. LDAP defines how
a directory client can access a directory server and how the client can perform directory operations
and share directory data.

Microsoft Message Queuing (MSMQ)

A technology that supports reliable, persistent storage of messages that require processing
when the recipient device is temporarily offline or busy. Refer to http://www.microsoft.com for
information on Microsoft Message Queuing (MSMQ).

Network Address Translation (NAT)

A protocol that enables a local area network to use one set of IP addresses for internal traffic and
registered IP addresses for external traffic.

NT LAN Manager (NTLM)

A network authentication protocol developed by Microsoft Corporation. NTLM is the secondary
protocol for authentication within an Active Directory service domain. If a domain client or domain
server cannot use Kerberos authentication, then NTLM authentication is used.
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Organizational Units (OU)

A container within Active Directory service that should be used to reflect the details of the
organization’s business structure or to delegate administrative control over smaller groups of
users, groups, and resources. An organizational unit (OU) inherits security policies from the parent
domain and parent OU unless it is specifically disabled.

Point-to-Point Protocol (PPP)

A protocol for communication between two computers using a serial interface, typically a computer
connected by phone line to a server. For example, your Internet service provider may provide you
with a Point-to-Point Protocol (PPP) connection so that the provider's server can respond to your
requests, pass them on to the Internet, and forward your requested Internet responses back to
you. PPP uses IP (and is designed to handle others). It is sometimes considered a member of the
TCP/IP suite of protocols. Relative to the OSI reference model, PPP provides layer 2 (data-link layer)
service. Essentially, it packages your computer TCP/IP packets and forwards them to the server
where they can be placed on the Internet.

Ransomware

Ransomware is a type of malware that infects computer systems, restricting access to the infected
systems. Ransomware variants have been observed for several years and often attempt to extort
money from victims by displaying an on-screen alert. Typically, these alerts state that the systems
are locked or that files are encrypted. Users are told that unless a ransom is paid, access cannot
be restored. The ransom varies but is frequently $200-$400 dollars and must be paid in virtual
currency, such as Bitcoin.

Ransomware is often spread through phishing emails that contain malicious attachments or
through drive-by downloading. Drive-by downloading occurs when a user unknowingly visits an
infected website and then malware is downloaded and installed without the user's knowledge.

Crypto ransomware, a malware variant that encrypts files, is spread through similar methods

and can be spread through social media, such as Web-based instant messaging applications.
Additionally, newer methods of ransomware infection were observed. For example, vulnerable Web
servers were exploited as an entry point to gain access into an organization's network.

Security Identification (SID)

An alphanumeric character string that uniquely identifies Active Directory service users and groups
within Active Directory service. Unlike a user name or group name, which may be renamed, the
Security Identification (SID) remains constant throughout the life of the user account or group.

Service Account in Active Directory Service

A login account assigned to an application to enable the application to perform privileged actions
within Active Directory service; the Metasys system requires one or more Service Accounts to be
assigned to allow the system to perform directory queries and request Active Directory service
authentication. Only one Service Account is allowed per domain.

Simple Mail Transfer Protocol (SMTP)

A protocol for sending email messages between servers. Most email systems that send mail
over the Internet use Simple Mail Transfer Protocol (SMTP) to send messages from one server to
another. The messages can then be retrieved with an email client using either POP or IMAP.
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Simple Network Management Protocol (SNMP)

The primary protocol governing IP network management and the monitoring of IP network devices
and their functions. It is not necessarily limited to TCP/IP networks.

Simple Network Time Protocol (SNTP)

A simplified version of NTP. These protocols allow one computer to ask another computer what
time it is across a TCP/IP network, then set its own clock accordingly. A number of public Simple
Network Time Protocol (SNTP) time servers keep track of time with a very high degree of accuracy
that can be used to ensure that the Site Director is synced to real time. You can find lists of public
SNTP time servers by performing a search on the Internet.

Syslog

Syslog is a standard for message logging. Syslog allows the separation of software that generates
messages for logging, the system that stores the messages, and the software that generates
reports. In the Metasys system, the servers and network engines provide the optional capability of
sending its configured audit log entries and event notifications to an external, customer-provided
Syslog server. A Syslog UPD packet contains three fields: PRI, Header, and Message. The Metasys
system implementation of Syslog conforms to published internet document Request for Comments
(RFC) 3164.

Transmission Control Protocol (TCP)

A set of rules (protocol) used along with IP to send data in the form of message units between
computers over the Internet and on other networks commonly referred to as intranets or
extranets. Whereas IP takes care of handling the actual delivery of the data, Transmission Control
Protocol (TCP) keeps track of the individual units of data (called packets) into which a message is
divided for efficient routing through the Internet.

Transport Layer Security (TLS) and Secure Sockets Layer (SSL)

Transport Layer Security (TLS) is the successor to the Secure Sockets Layer (SSL) protocol. Both
communication protocols provide network security to client-server applications.

For general information on how to implement TLS or SSL, refer to https://technet.microsoft.com/
en-us/library/cc784450(v=ws.10).aspx.

The Metasys software can use Secure Channel and built-in implementation of TLS or SSL included
with the Microsoft Windows operating system. For more information about Secure Channel, refer to
https://msdn.microsoft.com/en-us/library/windows/desktop/aa380123(v=vs.85).aspx.

User Account in Active Directory Service

Alogin account assigned to a user that is created, stored, and maintained only within Active
Directory service; this User Account provides access to Active Directory service Network Resources.
It may also provide access to the Metasys system when added and privileged using the Metasys
Security Administrator System.

User Datagram Protocol (UDP)

A communications protocol that offers a limited amount of service when messages are exchanged
between computers in a network that uses IP. User Datagram Protocol (UDP) is an alternative to
TCP. Like TCP, UDP uses the Internet Protocol to actually get a data unit (called a datagram) from
one computer to another. Unlike TCP, UDP does not divide a message into packets (datagrams) and
reassemble it at the other end. Specifically, UDP does not provide sequencing of the packets that
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the data arrives in; therefore, the application program that uses UDP must ensure that the entire
message has arrived and is in the right order.

Virtual Private Network (VPN)

A private data network that uses the public telecommunication infrastructure and the Internet,
maintaining privacy through the use of tunneling protocol and security procedures (encrypting
data before sending it through the public network and decrypting it at the receiving end).

Appendix: Microsoft Windows operating system
and SQL Server software license requirements

Windows operating system license requirements

To run SQL Server Standard Edition on the ADX you must choose from one of the following
Microsoft licensing models:

* Percore

+ Server + Client Access License (CAL)
For more information, refer to the Microsoft SQL Server 2019 Licensing Models section in the SQL

Server 2019 Licensing Datasheet https://download.microsoft.com/download/0/5/c/05c60185-
ebdd-4472-895a-3d8e8da55682/SQL_Server 2019 Licensing_Datasheet.pdf.

License requirements for servers and SQL Server
If you run SQL Server® Express on a physical or a virtual ADX, it does not require licensing. Note the
following features:

+ Limit of 15 connections, can be a combination of users and device connections.

+ Limit of 10 GB database size.

+ Install on a Window® 10 or Windows® 8 operating system.
If you run SQL Server® Standard edition, you must purchase a per core license or a server + CAL
license.

+ Install on a Windows Server® 2019 or Windows Server® 2016 operating system.

® Note: For the majority of Metasys customers, a per core license maximizes cost savings
and simplifies calculations. If you have a small ADX with very few users and a few devices,
CAL licensing might suit your requirements.

Core licensing
To find the amount of cores on your system, complete the following steps:

1. Right-click the desktop taskbar, and click Task Manager.
Click the Performance tab.

In the lower section of the window, view the amount of cores on the machine and purchase
core licenses accordingly.

® Note: When you purchase core licenses, you must license every core. Per core licenses are sold
in packs of two or four. Core licensing applies to SQL Server® 2012 to SQL Server® 2019.
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CAL licensing

* Purchase a server license for every server running SQL Server® software.

* You must calculate every potential user and every potential device that connects to the ADX,
which could range from 1 to 100 users and 15 to 1000 engines for the ADX.
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Table 22: Per core and server + CAL licensing

Type of license

License requirements

Usage example

Note

Per core: Physical
environment

License all physical
cores on the server.

Covers unlimited
devices and users that
connect to the server.

If the ADX computer
running SQL Server
software has multiple
cores in the processor,
purchase one license
for each physical core
in the process.

For a split ADX with
the Metasys Advanced
Reporting System.
Purchase one core
license for each
physical core in the
processor for both
the database server
computer and the
web application server
computer.

For information on
how to purchase CALs,
refer to the following
site:

http://
www.microsoft.com/
licensing/about-
licensing/client-access-
license.aspx.

For information on
how to calculate the
number of cores in
your system, refer to
the following site:

http://
download.microsoft.co
m/
download/4/4/5/44562
7B4-9AB0-4AED-BCCD-
C7AC5ADAF6B2/
CoreFactorTable 4 1 2
014.pdf

Microsoft assessment
and planning toolkit

https://
www.microsoft.com/
en-us/download/
details.aspx?id=7826

Per core: Virtual
environment

License all processing
cores of the VM
environment, not the
number of servers
installed on the VM.

Covers unlimited
devices and users that
connect to the server.

See the previous note
section.
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Table 22: Per core and server + CAL licensing

Type of license

License requirements

Usage example

Note

Server + CAL: Device

Purchase a server
license for every server
running SQL Server
software.

Purchase a CAL for
every device that
accesses the ADX
server.

If you have 15 NAEs,
SNCs, or SNEs
connected to the ADX,
you require 15 device
CALs.

A device CAL is the
best choice if your
organization has
users who access the
Metasys network by
sharing the same
computer during their
work shifts.

Device CALs are
independent of the
number of users who
access the ADX.

Server + CAL: User

Purchase a server
license for every server
running SQL Server
software.

Purchase a CAL
for every user who
accesses the ADX
server.

If you have two

users who access an
ADX from different
locations, you require
2 user CALs, regardless
of whether they use
SMP or Metasys UI for
access, and regardless
of the number of
computers they use for
that access.

A user CAL is the

best choice if your
organization has
Metasys users who
need roaming access
to the Metasys
network using multiple
computers.

User CALs are
independent of the
number of computers
users use for that
access.

Every site requires a combination of both device and user CALs.

Operating System - Device CALs: A device CAL is required for every device that accesses the ADX
server, regardless of the number of users who access the ADX. A device CAL is the best choice if
your organization has users who access the Metasys network by sharing the same computer during
their work shifts. Additionally, each Metasys network engine (SNEs, SNCs, NAEs) requires one device
CAL. For example, if 15 network engines are connected to the ADX, a total of 15 device CALs are
required, on for each engine. Similarly, if 100 network engines are connected to the ADX, a total of
100 device CALs are required. Devices that do not access the server directly, such as IP controllers,

do not require a CAL.

Operating System - User CALs: Every user who accesses the ADX server requires a user CAL,
regardless of whether they use SMP or Metasys Ul for access, and regardless of the number of
computers they use for that access. A user CAL is the best choice if your organization has users
who need roaming access to the Metasys network by logging into multiple Metasys Servers. For
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example, if two users log in to the ADX from different locations, two user CALs are required. Or if 10
users log in to the ADX, 10 user CALs are required.

Another example is a security guard station. During different shifts, security guards often use a
single workstation, which requires the use of only one device CAL. However, if the security guards
logs into multiple workstations throughout the facility, one user CAL per guard is required. In this
example, a single user CAL is more cost-effective, because a single ADX connection requires only
one user CAL.

Total Number of CALs: The total number of device and user CALs required equals the total number
of devices and users connected to the ADX.

* Example One: If you have 100 network engines and 10 users who use different workstations
to log in, you need 110 CALs (100 device CALs and 10 user CALs).

+ Example Two: If you have 100 network engines and 10 users who use the same workstation
to log in, you need 101 device CALs (100 device CALs for the SNCs and 1 device CAL for
workstation).

+ Example Three: If you have 10 network engines and 100 users who use different workstations
to log in, you need 110 CALs (10 device CALs and 100 user CALs).

Table 23 lists the ADX software components and examples of what CAL combinations are required.
Refer to the Metasys® System Configuration Guide (LIT-12011832) for the number of devices an ADX
supports.

Table 23: ADX License and CAL Examples

Recommended . .
ADX/MVE Offering Number of CALs to | "/ ndows Operating System CAL
Examples
Purchase
c 5 CALs = 2 user CALs + 3 device CALs
ADX10 and MVE 5 CALs = 3 user CALs + 2 device CALs
(up to 10 ADX/MVE users) 15 15 CALs = 10 user CALs + 5 device CALs
15 CALs = 8 user CALs + 7 device CALs
ADX25 and MVE 30 CALs = 25 user CALs + 5 device CALs
30
(up to 25 ADX/MVE users) 30 CALs = 10 user CALs + 20 device CALs
ADX50 and MVE 60 CALs =50 user CALs + 10 device CALs
60
(up to 50 ADX/MVE users) 60 CALs = 10 user CALs + 50 device CALs
ADX100 and MVE 110 CALs = 100 user CALs + 10 device CALs
110
(up to 100 ADX/MVE users) 110 CALs = 10 user CALs + 100 device CALs

If you purchase Metasys system software separately from the hardware, use Table 23 to determine
how many CALs you need to purchase from Microsoft. For more details, see Purchasing and
designating CALs.

Purchasing and designating CALs

You need to purchase one additional device CAL for every network engine added to your Metasys
system. You may also need to purchase additional user CALs as you expand the number of
authorized Metasys system users. If you currently have an ADS and you expand your system to
require more than 10 connections, you must upgrade to an ADX and purchase the appropriate
number of CALs.
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For CAL purchasing information, log in to the Johnson Controls employee portal website, go to the
Tools & Applications page, then click the Computer Price List link in the Procurement/Purchasing
section. This page contains the necessary information on how to access the Insight/Johnson
Controls website (http://www.insight.com/jci) that contains information about purchasing CALs.

When you purchase CALs, you receive a paper certificate from Microsoft. There is no method in the
operating system to designate or configure the number of device or user CALs. So make sure you
keep the Microsoft CALs certificate in safekeeping at the customer site in case of an audit. You may
be subject to a fine if a security audit reveals that your system is not correctly licensed.

If Metasys system software is purchased separately, the customer is responsible for purchasing the
correct number of CALs and for properly designating each CAL. A device CAL cannot be transferred
to a user CAL, or vice versa. If a Metasys ADS/ADX Ready computer is purchased, the proper
number of CALs come with the purchase, so no additional CALs are required. You must purchase
additional CALs if the number of devices exceeds 5 or 10, depending on the size of the purchased
Metasys system. Ultimately, the customer must determine how to split the total number of CALs
between device and user.

For additional information on CALs, licensing, and downgrading operating system CALs, refer to
http://www.microsoft.com/licensing/about-licensing/client-access-license.aspx.

Licensing modes and CAL examples
Figure 36 illustrates the use of CALs in a Metasys network.
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Figure 36: Example Network in Per Device or Per User Operating System Licensing Mode
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ADS/ADS-Lite and non-server based OAS requirements

The ADS/ADS-Lite or non-server based OAS software does not come with, and does not require,
device or user CALs. Only the server-based ADX or OAS requires CALs.

To avoid ADS/ADS-Lite or non-server based OAS connection and network communication
performance issues, the number of users and the number of network engines and ADS/ADS-
Lite or non-server based OAS computers that transfer trend data, event messages, and audit
messages should not exceed 10. If a Metasys site with a single ADS/ADS-Lite or non-server based
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OAS configured as the Site Director and default repository exceeds that number of connections,
consider one of the following options:

« Configure one ADS/ADS-Lite or non-server based OAS to be the Site Director. Install and
configure another ADS/ADS-Lite or non-server based OAS (or more) to provide the ADS
repository function. When you install a separate ADS/ADS-Lite or non-server based OAS to
provide the repository function, it allows you to dedicate five connections on the alternate
ADS/OAS for system users and another five connections on the alternate ADS/ADS-Lite or non-
server based OAS to network engines and ADS/ADS-Lite or non-server based OAS computers
for transferring trend data, event messages, or audit messages.

@® Note: The ADS/ADS-Lite or non-server based OAS cannot be the Site Director for another ADS/
ADS-Lite or non-server based OAS of any type.

« Upgrade to an ADX or server-based OAS. Configure the Windows Server of the ADX/OAS
computer with the number of CALs equal to the total number of users and devices accessing
the ADX/OAS.

Refer to the Metasys® System Configuration Guide (LIT-12011832) for performance guidelines and
limitations.

Microsoft SQL Server licensing requirements

All versions of Microsoft SQL Server Standard or Enterprise software use a per core licensing
model. The SQL Server Express versions, however, do not require licensing. To determine the
licensing needs for SQL Server Standard or Enterprise software that is installed on a Metasys
Server:

« count the number of cores in the processor
* purchase the adequate number of core licenses

To assist you in counting the number of processor cores, refer to the specifications provided by the
computer manufacturer or download the free Microsoft Assessment and Planning Toolkit (_https://
www.microsoft.com/en-us/download/details.aspx?id=7826). This toolkit may require the assistance
from an IT professional. You may also consult the Microsoft Core Factor Table available at http://
go.microsoft.com/fwlink/?LinkID=229882.

After you determine the number of processor cores, purchase the appropriate number of core
licenses to allow the ADX computer to access the SQL Server database. If the ADX computer
running SQL Server software has multiple cores in the processor, purchase one license for each
physical core in the processor. For example, if the computer has a single quad-core processor,
purchase four core licenses.

For a split ADX without the Metasys Advanced Reporting System, SQL Server software is installed
only on the database server. You must purchase one core license for each physical core in the
processor of the database server.

For a split ADX with the Metasys Advanced Reporting System, the database engine component of
SQL Server software is present on the database server, and the reporting services component of
SQL Server software is installed on the web/application server. You must purchase one core license
for each physical core in the processor for both the database server and the web/application
server.

Table 24 lists the number of core licenses required based on the number of physical cores in the
processor.
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Table 24: SQL Server license requirements

Core Licenses Required

(SQL Server Standard/Enterprise software
Physical Cores in the Processor requires a minimum of four core licenses,
even for processors with less than four
cores.)
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Appendix: SNMP agent protocol implementation

This appendix provides information for network managers to interpret the SNMP traps and Gets
received by the Metasys system and provides explanations related to available agent functionalities.
The Trap examples section includes several Trap message examples for your reference. The
information applies to Metasys systems at Release 3.0 and later.

Overview

The Metasys SNMP agent implementation provides IP standard SNMP functionality in the

Metasys system, enabling network administrators to manage Metasys network performance, find
and resolve issues related to the Metasys network, and plan for future growth of the Metasys
system. SNMP uses standard SNMP Versions 1, 2C, and 3 (which excludes SNMP encryption and
authentication support). The Metasys system allows delivery of unsecured SNMP traps for Metasys
alarm events by using a Network Management System (NMS). The Metasys SNMP agent also can
monitor Metasys system point objects, select diagnostic attributes, and control sequence objects.
You can configure the filter on the agent using the filtering capabilities of the DDA.

Limitations
The following are the limitations of NMS and Metasys SNMP agent functionality:
« NMS does not provide the ability to acknowledge and/or discard Alarms by using an SNMP Set
message.
+ NMS cannot modify the supervisory device by using an SNMP Set message.

+  Metasys SNMP Agent functionality does not allow the NMS to detect when the supervisory
device suffers a power failure or to initiate any action based on such detection.

*  SNMP Get requests are not proxied through the site; that is, you must query the device of
interest directly and not through the Site Director.

+ With the SNMP Version 3 implementation, user authentication, and data encryption are not
available for SNMP traps and Gets.

+ The Get Bulk request, which returns data from multiple objects with one request, is not
supported.
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Metasys SNMP MIB files

Three Johnson Controls® MIB files are provided on the product media and on the

Metasys system website for download https://my.jci.com/sites/BE/NABAS/Pages/

Metasys System_Extended_Architecture/Metasys_System Extended_Architecture Deployment/
deployment/5 2 MIB.aspx (Table 25). The NMS software can read these MIB files, as well as the
standard MIB files.

Table 25: List of Johnson Controls and Standard MIB Files

Johnson Controls MIB Files Standard MIB Files '
jcicontrolsgroup.mi2 SNMPV2_MIB.mib
johnsoncontrolsinc.mi2 SNMPV2_SMIL.mib
msea.mi2 SNMPV2_TC.mib

1 Standard MIB files are available on the Internet.

These MIB files define the data available from the Metasys SNMP feature. They provide the OIDs
that describe the traps and point types available in the Metasys system. For example, an OID

is available to describe the alarm state of a point. Loading the MIB files into the NMS provides
translation of the Metasys data.

Enterprise ID number

The assigned enterprise ID number for Johnson Controls is 4399. This number is part of all OIDs
used in the Metasys system.

SNMP traps

Trap format

When an object with an alarm extension generates an event in the Metasys system, the SNMP
service sends a trap to the NMS. No matter what type of event occurs, the Trap OID sends out the
same set of attributes. Table 26 lists the attributes.

Configuring trap filtering

Of the available attributes listed in Table 26, configure the NMS interface to filter the attributes

to be trapped. You also must select these attributes when you configure the SNMP DDA alarm
notifications and destinations in the device object. For details, refer to the NAE Commissioning Guide
(LIT-1201519), SNE Commissioning Guide (LIT-12013352), SNC Commissioning Guide (LIT-12013295),
Open Application Server (OAS) Commissioning Guide (LIT-12013243), ODS Commissioning Guide
(LIT-12011944), and the ADS/ADX Commissioning Guide (LIT-1201645). This list applies to Metasys
alarm events only.

Table 26: Available Attributes for Trap Filtering

Field Names

ackRequired eventValue itemName
eventDetectionTimestamp evPriority SiteName
eventMessage itemCategory units
eventPreviousStatus itemDescription

eventUniqueldentifier itemFullyQualifiedReference
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Agent restart trap

When an Agent Restart occurs, a coldstart trap is sent when the supervisory device (NAE, for
example) powers on. Table 27 lists the attributes that are sent.

Table 27: Attributes for Coldstart Trap
Attribute Names
hostName ipAddress macAddress ‘ subnetMask

Alarm raised trap

When an object with an alarm extension generates an event in the Metasys system, the SNMP Agent
sends the same Alarm Type that was raised in the system (Metasys Server or network engine).
Examples include High Warning and Low Alarm. Each Trap OID also sends the attribute values that
were selected for the trap (Table 26).

Alarm clear trap

When an alarm Return to Normal state occurs, the SNMP Agent reacts in the same manner as when
the alarm was raised. In this way, the Alarm situation is cleared with a NormalEvent message.

Alarm synchronization

The Metasys SNMP Agent does not support Alarm Synchronization, a function that indicates to

the NMS which Metasys objects went into alarm while the NMS was offline. The SNMP Agent
assumes that the NMS received the alarm and, therefore, does not rebroadcast it. Even though
alarm synchronization is not performed, the SNMP Agent allows the NMS to poll points and device
attributes to determine their statuses. From this information, the NMS can determine which points
are reporting Alarms and react accordingly.

Trap cases

Supervisory device offline/online

According to how the SNMP is configured, the Metasys Site Director sends an offline/online
notification when any of its children (network engines) are considered offline or online. These
events have a structure similar to the Alarm Raised structure, and reports the same set of attributes
(Table 26). The eventValue attribute indicates Offline or Online.

When a supervisory device is rebooted or restored after a power failure, the SNMP Agent on the
Site Director sends the offline/online notification, and the supervisory device sends the agent
coldstart information.

Field device offline/online

Field devices (for example, FECs and VMAs) are treated the same way as supervisory devices. If the
field device has the appropriate alarm extension defined, the controller generates online/offline
alarms (Traps) as they occur.

Field device disable/enable

When the user or a process disables communication to a field device, the SNMP Agent sends a
trap regarding the Disable command in a similar manner as the Alarm Raised trap. The eventValue
indicates Comm Disabled.

When a Comm Enabled command to the device occurs, the SNMP Agent sends a trap regarding the
Enable command as well as a separate alarm trap regarding the return to online status.
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SNMP Get requests

SNMP Get requests allow the NMS to request information for a specific variable. The SNMP agent,
upon receiving a Get message, issues a GET-RESPONSE message to the NMS with either the
information requested or an error indication as to why the request cannot be processed.

The Metasys SNMP Agent allows you to perform SNMP Gets on pre-defined OIDs of certain objects
(for example, Analog Value [AV], Binary Value [BV], and Multistate Value [MV] objects). For a list of
the attributes that are available for polling, see Table 28.

® Note: To use Gets, you must query the specific supervisory device (NAE55, NIE55, or NCE25,
for example) on which the object appears. Site Directors do not forward Get requests to other
devices on the site and you cannot perform Gets on ADSs/ADXs/ODSs.

The Metasys SNMP Agent also allows you to determine the health of the device by polling the OIDs
listed under Table 29. These attributes include data such as battery condition and object count.

You can poll all the points on the NAE, but realize there is a throttle on SNMP Gets, which is two
requests per second on an NAE55 and one request per second on an NAE45. For example, polling
500 points on a single NAE takes about five minutes.

Get request definition

The length of the OID for a Get request has one limitation relating to the SNMP protocol: the
maximum number of subidentifiers per message is 128 characters. The reference of the item or
object you are requesting is contained within these subidentifiers. To determine the item reference
you should use, log in to the Metasys user interface and open the Focus window of the item/object.
Locate the Item Reference field under the Advanced view of the Focus window. The format of the
fully qualified item reference is:

Site:Device/Item

The only part of this string that you need to specify is the Item section. Here is an example:
MyADS:NAE-1/N2-1/AHU-3/ZN-T

The only part of this item reference that is required is: N2-1/AHU-3/ZN-T.

Get request base OID

The Base OID for any Get Request is as follows:

1.3.6.1.4.1.4399.2.1.1.1.1.4.1.1.x.y

where X is an integer that represents the attribute of the point (Table 28) and y is an ASCII
representation for the name of the Metasys point.

Table 28: Point Attributes

X Description

.85 Present Value
103 Reliability

17 Units

.661 Display Precision
.1006 Alarm State
.32527 Item Reference

The two primary Get Requests are the Point Attribute Get Request and the Device Diagnostics Get
Request.

Point attribute Get request
This Get Request obtains point attribute information.
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Base OID
1.3.6.1.4.1.4399.2.1.1.1.1.4.1.1.x.y

where x is an integer that represents the attribute of the point and y is an ASCII representation for
the name of the Metasys point (Table 28).

Example #1

1.3.6.1.4.1.4399.2.1.1.1.1.4.1.1.85.3.65.86.49

Returned value: present value of Metasys object called AV1.

In this example, the Present Value attribute breaks out as:

1.3.6.1.4.1.4399.2.1.1.1.1.4.1.1.85

The name of the Metasys point breaks out as:

3.65.86.49

where the first digit (3) is the length, and the remaining digits are the ASCII representations of the
letters (AV1).

Example #2

1.3.6.1.4.1.4399.2.1.1.1.1.4.1.1.1006.10.69.110.101.114.103.121.46.66.86.49

Returned Value: point alarm state of a Metasys object called Energy.BV1.

In this example, the Alarm State attribute breaks out as:

1.3.6.1.4.1.4399.2.1.1.1.1.4.1.1.1006

The name of the Metasys point breaks out as:

10.69.110.101.114.103.121.46.66.86.49

where the first digit (10) is the length, and the remaining digits are the ASCII representations of the
letters (Energy.BV1).

Device diagnostic attributes
This Get Request obtains device diagnostic information.

Base OID
1.3.6.1.4.1.4399.2.1.1.1.1.3.x

where x is an integer that represents the attribute of the point (Table 29).

Table 29: Device Diagnostic Attributes

X Description

.647 Battery Condition

.650 Change of Value Receives Per Minute
.651 Change of Value Transmits Per Minute
.844 Object Count

.2395 Estimate Flash Available

.2579 CPU Temp (Not Available on NAE-45)
.2580 Board Temperature

.2581 Memory Usage

.2582 Object Memory
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Table 29: Device Diagnostic Attributes

X Description
.2583 CPU Usage

.2584 Flash Usage
.32565 Pager Dial Status
Example

1.3.6.1.4.1.4399.2.1.1.1.1.3.2580
Returned value: board temperature

In this example, the Board Temperature attribute breaks out as:

1.3.6.1.4.1.4399.2.1.1.1.1.3.2580

Translating attribute values

As highlighted in the Trap Examples section, each Trap OID sends the same set of attributes. You
can translate attributes values (evPreviousState) using the key values in the following table.

Table 30: Device Diagnostic Attributes

Key Text Key Text

0 Normal 68 Alarm

1 Fault 69 Trouble

2 Off Normal 70 Status

3 High Limit 71 Offline

4 Low Limit 72 Shutdown
64 Low Warning 73 Unreliable
65 High Warning 75 Online

66 Low Alarm 65535 Unknown Previous State
67 High Alarm

Example

The difference between the SNMP Trap generated for a binary point that goes into Alarm and one
whose status transitions to Return to Normal is outlined in the following table.

Table 31: SNMP Trap Attribute Example

SNMP Trap Attribute |Alarm Value

Normal Value

snmpTRAPOID.O alarmEvent normalEvent
EventValue Active Inactive
EventPreviousStatus |0 68

EventMessage

Alarm message defined in the
Metasys Site Management Portal UI

Return to Normal message defined
in Metasys Site Management Portal
Ul
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Trap examples
The following sections shows several trap example captured from a live system.

Binary point alarm

Figure 37: Binary Point Alarm Example

Beceived timestamp : 0Z2/11/2008 14.05.32.07%808
Trap Sewverity : UNASSIGNED

Trap Type = alarmEvent , OID = .1.3.6.1.4.1.4399.2.1.1.1.0.686
Beceived timsstamp : 0Z/11/2008 14.05.32.079808

Trap Sewverity : UNASSIGHNED

Trap Type = alarmBEvent , CID = .1.3.£.1.4.1.430849,2,1.1.1.0.68
Trap message : Trap from 10.142.18.225 (10.142.18.223) community

Uptime %2h:01lm:37s.00. Bindings evPricrity=70, eventMessage=Binary Value
Test — Rlarm Message, eventValue=Rective, siteName=MINAZE35-01,
itemDescription=Binary Values Test Descripticn,
itemFullyQualifiedReference=MINAE3IS-01 :MINAEIS-0]1/Programming.BV1,
itemCategory=3, eventPrevicusStatus=0, units=%3,
eventUniqueldentifier=dbladdde-44a1-%1a6-3£d0-£337kL33b31a85,
eventDetectionTimestamp=Hex: O0TDTOROFCEQ42300, itemMName=Binary Valus
Test, .,

Euxiliary Info

List of wariakle kindings

Count 14

Binding (cid=value) : sysUpTime.0 = 33128700

Binding (cid=wvalus) : snmpTrapfID.0 = alarmEvent

Binding (cid=wvalus) : evPricrity = 70

Binding (cid=wvalus) : ewventMsssags = Binary Value Test - Alarm Message
Binding (cid=wvalue) : ewventValus = Actiwve

Binding (cid=walus) : siteMNames = MINRE3S-01

Binding (cid=wvalue) : itemDescripticn = Bimary Value Test Description
Binding (cid=value) : itemFullyQualifiedBeference = MINAE3Z-01:MINRE35-
01/Programming.BV1

Binding (cid=value) : itemCategory = 3

Binding (cid=value) : eventPreviocusStatus = 0

Binding (cid=valus) : units = 85

Binding (cid=wvalus) : ewventUniqueldentifisr = dbladdde—44al-%1ac-3£d4d0-
£337k53bE1a8

Binding (cid=wvalus) : eventDetecticnTimestamp = Hex: O0T7DTOROFOEC4Z300
Binding (cid=wvalue) : itemMNams = Binary Valus Test

-—— (end) ---
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Binary point return to normal

Figure 38: Binary Point Return to Normal

Lgent name = 10.142.18.225 , Zgent address = 10.142.18.225
Received timestamp : 02/11/2008 14.10.01.7€2&817
Trap Severity : UNASSIGNED

.1.1.1.0.0

Trap Type = normalEvent , CID = .1.3.6.1.4.1.43%%9.2

Trap message : Trap from 10.142.18.225 (10.142.18.223) community
Uptime 9Zh:06m:06s.00. Bindings evPricrity=200, eventValus=Inactiwve,
giteName=MINRAE3S-01, itemDescription=Binary Value Test Description,
itemFullyfualifiedReference=MINAE35-01 :MINAE3I5-01/Programming.BV1,
itemCateqory=3, eventPreviousStatus=6E8, units=853,
eventUnigueldentifier=d537%7ccl-1dbi-ceEl-cibl-cdeaacfekbila,
eventhDetecticnTimestamp=Hex: 07DT0IACFIECS0400, itemName=Binary Value
T==t,

Puxiliary Info

List of wariable bindings

Count 13

Binding (oid=values) : sysUpTime.0 = 33136600

Binding (oid=valus) : sompTrapOID.) = normalEvent

Binding (ocid=walus) : evPricrity = Z00

Binding (ocid=walus) : eventValus = Inactive

Binding (ocid=wvalues) : siteName = MINAE3S-01

Binding (oid=value) : itemDescription = Binary WValus Test Descripticn
Binding (ocid=valus) : itemFullyfualifiedReference = MINAE3S-01:MINAE3S-
01l/Programming.BV1

Binding ({(oid=valus) : itemCategory = 3

Binding (oid=values) : eventPrevicusStatus = ©f

Binding {oid=valus) : units = 85

Binding (oid=valus) : eventUnigqueldentifier = d3797¢cl-1dkZ-cegl-cibl-
cdeaacfebiZa

Binding (ocid=walue) : ewventDetectionTimestamp = Hex: OT7DTOROFOEOSO400
Binding (ocid=walue) : itemName = Binary Values Test

-——= f{end) -—
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Analog point high warning

Figure 39: Analog Point High Warning

Agent name = 10.142.18.225 , RAgent
Beceived timsstamp
Trap Severity UHNAISIGHNED

Trap Type = highWarningEwent , OID
Trap message

Uptime 9Zh:08m:22s.00.

eventDetectionTimestamp=Hex:
Test, .,

Buxiliary Info

List of wariakle bkindings

01/Programming. AV1

22/11/2008 14,

Trap from 10.142.18.
Bindings evPriocrity=120,
Valuse Test - Alarm Msssage, sventValus=€3.0,

itemCategory=5, eventPrevicusStatus=0,
eventUniqueldentifier=cbbb9586-80£2-3£fkL1-8c88-dT7ac£62578£4,
07DTOROFOEOBL400D,

address = 10.142.18.225
12.17.3203¢7

= ,1.3.6.1.4.1.43%8.2.1.1.1.0.65
223 (10.142.18.2253) commuanity

eventMessage=Analog
siteName=MINLEZS-01,

itemDescription=RAnalog Value Test Descripticn,
itemFullyQualifisdReference=MINAE3S5-01 :MINAE3Z-01/Programming.avVl,

units=58,

itemMNams=Analcg Valus

Cocunt 14

Binding (cid=walus) sysUpTime. 0 33170200

Binding (cid=wvalue) snmpTrap0ID.0 = highWarningEwvent

Binding (cid=wvalue) evPricrity = 120

Binding (cid=wvalue) eventMessage = Bnalog Values Test - Rlarm Message
Binding (cid=wvalue) eventValus = £5.0

Binding (cid=value) siteMams = MINZE3IS-01

Binding (cid=value) itemDescripticn = Znalog Value Test Description
Binding (cid=valus) itemFullyQualifiedRefersnce = MINAEIS-01l:MINAEIS-

Binding (cid=wvalus) itemCategory = 3

Binding (cid=walus) eventPrevioussStatus = 0

Binding (cid=wvalue) units = 9§

Binding (cid=wvalue) eventUniqueldentifier = chbbh9586-80£2-3fb1-8c8B-
d7acfe25TEE4

Binding (cid=wvalue) eventDetectionTimestamp = Hex: 07D70AOFOECBL1400
Binding (cid=value) itemMams = Analog Values Test

-—— {end) ---
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Analog point high alarm

Figure 40: Analog Point High Alarm

Agent namse = 10.142.18.225 , Agent address = 10.142.18.225
Eeceived timestamp : 02/11/2008 14.12.53.271758
Trap Sesverity @ UNASSIGHED

Trap Type = highRlarmEwvent , OID = .1.23.6.1.4.1.43085,2.1.1.1.0.&7
Trap message : Trap from 10.142.18.225 (10.142.18.223) community

Uptims 92h:08m:58s5.00. Bindings evPricrity=70, esventMessage=Analog Valus
Test - Rlarm Message, sventValues=85.0, siteName=MINAE35-01,
itemDescripticon=Rnalocg Valus Test Description,
itemFullyfualifiedReference=MINAE35-01:MINZE35-01/Programming.EV1,
itemCategory=2, eventPreviousStatus=e3, units=8E,
eventUnigueldentifier=370d41%06-ke75-3T701-2cel-T15asakd9535a,
eventDetecticnTimestamp=Hex: O0T7DT0AOFOECB3IE00, itemName=RAnalog Value
Test, .,
Zuxiliary Info
List of wariabl

m
&)
H
=]
[
[
o
LEY
0]

Count 14

Binding (oid=valus) : sysUpTime.0 = 33173800
Binding (cid=valus) : sonmpTrapCID.0 = highflarmEvent

Binding (oid=valus) : evPricrity = 70

Binding (oid=valus) : eventMessage = Rnalcg Valus Test - Rlarm Message
Binding (oid=valus) : eventValue = 853.0

Binding {(oid=wvalus) : siteName = MINAE3SZ-01

Binding (oid=valus) : itemDescription = Analog Valus Test Descripticon

Binding (ocid=walus) : itemFullyfualifiedReference = MINARE3S-01:MINAE3S-
01/Programming.AvVl

Binding (oid=wvalues) : itemCategory = 5

Binding (ocid=valus) : eventPrevicus3tatus = &5
Binding {oid=wvalus) : units = 88

Binding ({oid=valus) : eventUnigqueldentifier
T1l5aecakd935a

Binding (oid=valus) : eventDetectionTimestamp = Hex: OTDT7OROFOEOB3ISO0O
Binding (oid=valus) : itemName = Znalcg Valus Test

--= {end) --—-

3T0d1%ke-beT5-3T01-Zcel-
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Analog point low warning

Figure 41: Analog Point Low Warning

Agent name = 10.142.18.225 , Agent address = 10.14Z2_.18.2Z25

Beceived timsstamp : 0Z/11/2008 14.14.33.70088¢

Trap Sewverity : UNASSIGHNED

Trap Type = lowWarning®Event , OID = .1.3.€.1.4.1.4396.2,1.1.1.0.64
Trap message : Trap from 10.142.18.225 (10.142.18.223) community

Uptime S2h:10m:38s5.00. Bindings evPriority=120, ewventMessage=RAnalocg
Valus Test - Rlarm Message, =ventValus=35.0, siteName=MINAE35-01,
itemDescription=Analog Valus Test Descripticn,
itemFullyQualifiedReference=MINAEIS- 01 :MINAEIS-01/Programming.AVl,
itemCategory=3, eventPrevicusStatus=c7, units=9§,
eventUniqueldentifier=deTekb32Z-alll-83ed-48b7-edf3dE80elele,
eventDetectionTimestamp=Hex: O0TDTOROFCEODZ400, itemMNamse=Rnalcg Valus
Test, .,

Euxiliary Info

List of wariakle kindings

Count 14

Binding (cid=values) : sysUpTime.0 = 331832800

Binding (cid=wvalus) : snmpTraplID.0 = lowWarningEvent

Binding (cid=wvalus) : evPricrity = 120

Binding (cid=wvalus) : ewventMsssags = BEnalog Value Test - Alarm Message
Binding (cid=wvalue) : ewentValues = 33.0

Binding (cid=walus) : siteMNames = MINRE3S-01

Binding (cid=walue) : itemDescripticn = Analog Value Test Description
Binding (cid=wvalues) : itemFullyQualifisdBeference = MINAE3Z-01:MINRE35-
01/Programming.AVl

Binding (cid=value) : itemCategory = 3

Binding (cid=value) : eventPreviousStatus = &7

Binding (cid=valus) : units = 98

Binding (cid=wvalues) : ewventUniqueldentifisr = de7¢k322-a011-83cd-4%kL7-
edf3d80elele

Binding (cid=wvalue) : ewventDetecticnTimestamp = Hex: O0TDTOROFOECDZE00
Binding (cid=walus) : itemMName = Analog Valus Test

-—— l{end) --—-
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Analog point low alarm

Figure 42: Analog Point Low Alarm

2o

address

.14.56.77

Lgent nams = 10.142.18 y Rgent
Received timestamp 0271172008 14
Trap Severity THASSIGHED
Trap Type = lowRlarmEvent

Trap message Trap from 10
Uptims 9Zh:11m:01s.00.
Test - Rlarm Message,

o.

= .1.3.6.1.

225

oID
.142.18

(17,
0, siteN
itembDescripticn=knalcg Valus Test Descripti
it=nFu'l“GualifiedReference=HIH;:3

eventValus=5.

Binding {oid=valus) eventUnigqueldentifier

Bindings evPricrity=T70

= 10.142.18.225

13256
4,1.43958,2,1.1.1.0.6¢
142.18.225 commun;tj

0, eventMessage=Rnalog Valus
amne=MINZE3IZ-01,

T
e

5-01:MINARE3S5-01l/Programming.2vl,

itemCategory=3, eventPrevicousStatus=ed, units=43,
eventUnigueldentifisr=41e=0743-d385-L28%-a%a=-4273536d5ack,
eventDetecticnTimestamp=Hex: 07DTOROFOEODIBOC, itemName=Analog Valus
T==t, .,

Luxiliary Info

List of wariable bindings

Count 14

Binding {oid=wvalue) sysUpTime.0 = 33186100

Binding ({(oid=wvalue) snmpTraplID.0 = lowlklarmEvent

Binding ({(oid=wvalus) evFrlurlt; = TD

Binding {oid=valus) eventMessage = Rnalcocg Value Test - Alarm Message
Binding ({oid=wvalus=) sventValus = 5.0

Binding {oid=valus) giteNams = MINAR3Z-01

Binding ({(oid=wvalue) itemDescription = A&nalog Valus Test Descripticn
Bi:dirg {oid=valus=s) itemFullyfualifiedReference = MINRE3S-01:MINAE3S-
01/Programming.hvl

Binding {oid=value) itemCategory = 5

Binding ({(oid=wvalue) eventPrevicusStatus = &4

Binding {oid=value) units = 88

4]1==0743-d385-bZ8%-a5a=-

4-73536d5ack
Binding {oid=valus) eventDetectionTimestamp = Hex: 0T7DT70ROFOEODIBOO
Binding ({(oid=wvalues) itemName = Analocg Valus Test
——= {end) --—-
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Analog point return to normal

Figure 43: Analog Point Return to Normal

Agent name = 10.142.18.225 , Agent address = 10.14Z2_.18.225
Beceived timsstamp : 0Z/11/2008 14.15.44.2374¢¢

Trap Sewverity : UNASSIGHNED

Trap Type = normalEvent , OID = .1.3.6.1.4.1.43968.2.1.1.1.0.0
Trap message : Trap from 10.142.18.225 (10.142.18.223) community

Uptime S2h:11m:4%s.00. Bindings evPriority=200, ewventValue=30.0,
siteNams=MINAE353-01, itemDescripticn=Analog Values Test Descripticn,
itemFullyQualifiedReference=MINAE3IS-01 :MINAEIS-01/Programming.AVl,
itemCategory=3, eventPrevicus3tatus=66, units=9E,
eventUniqueldentifier=4833fb3c-9192-53df-bd538-0adbabiblck2,
eventDetectionTimestamp=Hex: O0TDTOROFCEQCEZFO0, itemMName=Rnalcg Valus
Test, .,

Euxiliary Info

List of wariakle kindings

Count 13

Binding (cid=value) : sysUpTime.0 = 33190%00

Binding (cid=value) : snmpTrapClID.0 = ncrmalEvent

Binding (cid=wvalue) : evPricrity = 200

Binding (cid=wvalus) : ewventValus = 50.0

Binding (cid=wvalus) : siteMams = MINAE3S-01

Binding (cid=walue) : itemDescripticon = Analog Value Test Description
Binding (cid=walue) : itemFullyQualifisdRefersence = MINAE3IZ-01:MIHRE3S-
01/Programming. AV1

Binding (cid=wvalue) : itemCategory = 3

Binding (cid=wvalue) : eventPreviocusStatus = E&

Binding (cid=valus) : units = &8

Binding (cid=value) : eventUniqueIldentifier = 4833fk5c-91%2-53d4df-bd58-
Dasbabibick3

Binding (cid=wvalue) : ewventDetecticnTimestamp = Hex: O0T7DTORCFOECEZFOO
Binding (cid=wvalus) : itemMams = Analog Valus Test

-—— {end) ---
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Supervisory device agent restart (ColdStart)

Figure 44: Supervisory Device Agent Restart (ColdStart)

ID =1

Agent nams = 10.142.18.225 , Agent address = 10.142.18.225
Received timestamp : 22/10/2007 15.07.0Z2.416185

Trap Sesverity @ UNASSIGHED

Trap Type = ccld3tart , CID = .1.3.6.1.6.3.1.1.5.1

Trap message : Trap from 10.142.18.225 (10.142.18.225) community
Uptims O00h:00m:13s5.00. Bindings hostnams=MINZE3S-01,
ipaddress=10.142.13.225, sukbnetMask=2535.255.2534.0, machddress=Hex:
00108D01%26D, ,

Ruxiliary Info

List of wariable bindings

Count @

Binding (ocid=wvalus) : sysUpTim=.0 = 1300
Binding (oid=value) : smmpTrapCID.0 = coldStart
Binding (oid=wvalues) : hostname = MINAE3S-01

Fog

Binding (oid=wvalue) : iplddress = 10.142.18.225
Binding (ocid=valus) : subkbnetMask = 2535.2553.254.0
Binding {oid=wvalus) : maclddress = Hex: 0D0108D019Z&D
-—= f{end) -—-
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Field device offline

Figure 45: Field Device Offline

Agent name = 10.142.18.225 , Agent address = 10.142.18.225
Becsived timestamp : 0271172008 14.04.44.0171z21

Trap Severity : UNASSIGNED

Trap Type = alarmEvent , ©ID = .1.3.6.1.4.1.4399.2.1.1.1.0.65

Trap message : Trap from 10.142.18.223 (10.142.18.2253) community
Uptime %Zh:00m:45s.00. Bindings evPriocrity=10&, eventValus=0ffline,
siteNamse=MINAE3S-01, itemDescripticn=Training Rcom,
itemFullyQualifisdReference=MINAE3IS-01 :MINAE3Z-01/N2 Trunk 1.10TCO0L,
itemCategory=12, ewventPrewvicusStatus=0, units=085,
eventUniqueldentifier=6226%967d-08c0-ba55-0kLEf-=4c5328akbT4a,
eventDetectionTimestamp=Hex: O0T7DTOROFOEO3ZFO0, itemName==10TCO001, .,
Euxiliary Infc

List of wariakle kindings

Count 13

Binding (cid=wvalus) : sysUpTime.0 = 33124500

Binding (cid=wvalue) : snmpTrapOID.0 = alarmEvent

Binding (cid=walue) : ewPricrity = 10&

Binding (cid=wvalus) : eventValue = 0ffline

Binding (cid=values) : siteMame= = MINRE3IS-01

Binding (cid=values) : itemDescripticn = Training Rocm

Binding (cid=value) : itemFullyQualifiedBeference = MINAR3Z-01:MINAE35-
01/N2 Trunk 1.10TC001

Binding (cid=values) : itemCategory = 12

Binding (cid=value) : ewventPrevicusStatus = 0

Binding (cid=wvalus) : units = 95

Binding (cid=wvalue) : ewventUniqueldentifier = €226967d-%5c%-basS-S%bef-
e4c35328akT4a

Binding (cid=walue) : eventDetecticnTimestamp = Hex: O07DTO0RCOFOEOZZFOO
Binding (cid=value) : itemMame= = 10TCO01

-—— (end) --—-
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Field controller online

Figure 46: Field Controller Online

= ToE

Lgent nmame = 10.142.18.225 , Rgent address = 10.142.18.225
Beceived timestamp : 02/11/2008 14.08.23.713E880

Trap Severity @ UHASSIGHNED

Trap Type = normalEvent , ©ID = .1.3.6.1.4.1.43585.2.1.1.1.0.0
Trap message : Trap from 10.142.18.225 (10.142.18.225) community
Uptims %2h:04m:285.00. Bindings evPricrity=106, eventValus=0Onlins,
siteName=MINAE3IS-01, itemDescription=Training Room,
itemFullyQualifiedReference=MINARIE-01:MINAE3IS-0L/NZ Trunk 1.10TCO0L,
itemCategory=12, eventPrevicusStatus=6ld, units=E&3,
eventlUniqueldentifiser=84bllecd-d39£f-065%c—eZcb-aflelSesfc3d,
eventDetectionTimestamp=Hex: 07DT0ROFOEOTIRACDD, itemMame=10TCOOL1,
Luxiliary Info

List of wariable bindings

Count 13

Binding {oid=valus) : sysUpTim=.0 = 3314cE00

Binding {oid=value) : snmpTraplID.0 = normalEvent

Birnding ({oid=wvalue) : evPriority = 10&

Birnding {oid=wvalue) : eventWValus = Onlins

Binding {oid=value) : siteName = MINAE3S-01

Binding ({oid=wvalue) : itemDescription = Training Room

Birnding {oid=wvalue) : itemFullyQualifiedReference = MINAE3S5-01:MINAE3S-
01/N2 Trunk 1.10TC001

Birnding ({oid=wvalue) :@: itemCategory = 12

Birnding {oid=wvalue) : eventPrevicus3tatus = &8

Binding {oid=value) : umnits = 83

Binding {oid=wvalus) : sventUnigueldentifier = %4k0Zecd-d39f-Oe%6—esZch-
afleBS%e=8c23d

Binding ({oid=wvalue) : eventDetectionTimestamp = Hex: O07DTO0ROFOEOTIROO
Binding {oid=valus) : itemNams = 10TCO0L

—= (end) -——-
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Field controller disabled

Figure 47: Field Controller Disabled Example

Agent name = 10.142.18.225 , Agent address = 10.142.18.225
Recsived timestamp : 2271072007 15.43.25.6%8311

Trap Severity : UNASSIGNED

Trap Type = alarmEvent , ©ID = .1.3.6.1.4.1.4399.2.1.1.1.0.65
Trap message : Trap from 10.142.18.223 (10.142.18.2253) community
Uptime 00h:04m:45s.00. Bindings evPricrity=10&, eventValus=Comm

3

Disakled, siteName=MINARE3I5-01, itemDescripticn=Training Room,
itemFullyQualifisdReference=MINAE3IS-01 :MINAE3Z-01/N2 Trunk 1.10TCO0L,
itemCategory=12, ewventPrewvicusStatus=0, units=085,
eventUniqueldentifier=clcaaeT7-£3bd-£55c-1T4c-kLEf0akL7455101,
eventDetectionTimestamp=Hex: O0T7DTOR1E0FZRIFO0, itemName==10TCO01, .,
Euxiliary Infc

List of wariakle kindings

Count 13

Binding (cid=wvalus) : sysUpTime.0 = 23300

Binding (cid=wvalue) : snmpTrapOID.0 = alarmEvent

Binding (cid=walue) : ewPricrity = 10&

Binding (cid=wvalues) : eventValue = Comm Disabled

Binding (cid=values) : siteMame= = MINRE3IS-01

Binding (cid=values) : itemDescripticn = Training Rocm

Binding (cid=value) : itemFullyQualifiedBeference = MINAR3Z-01:MINAE35-
01/N2 Trunk 1.10TC001

Binding (cid=values) : itemCategory = 12

Binding (cid=value) : ewventPrevicusStatus = 0

Binding (cid=wvalus) : units = 95

Binding (cid=wvalue) : ewventUniqueldentifier = cY%caael7-f3bd-6533c-174c-
bBflak7d359101

Binding (cid=wvalue) : eventDetecticnTimestamp = Hex: 07D70RLe0FZRIFOO
Binding (cid=value) : itemMame= = 10TCO01

-—— {end) --—-
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Field controller enabled

Figure 48: Field Controller Enabled Example

Lgent name = 10.142_.18.225 , Agent address =
Beceived timestamp : 22,/10,/2007 15.44_43 8293872
Trap Sewverity : UMASSIGHNED

Trap Type = alarmEvent , OID = .1.3.¢.1.4.1.43%53.2.1.1.1.0_&8

Trap message : Trap from 10.142.18.225 (10.142.18.225) community . Uptime 00h:0&m:04s.00.
Bindings evPriority=10&, eventValue=Comm Enabled, siteName=MINAE3I5-01,
itemDescription=Training Foom, itemFullyQualifiedReference=MINAE3IS5-01:MINAE3S-01/MZ Trunk
1.10TC00L, itemCategory=12Z, sventPrewvicusStatus=0, units=935, ewventUnigueldentifier=aTbla3fd-
55%c2-4023-5alb-SeeaTceldedd, eventDetectionTimestamp=Hex: 0TDTOARl1e0FZBIZEQD,
itemName=10TCO01,
buxiliary Info
List of wariable bindings

[

sysUplime.0 =
snmpTrap0ID. 0
evPriority = 1l0&

eventWaluse = Comm Enabled

siteName = MINAE3S-01

itemDescription = Training Room

itemFullylualifiedReference = MINAE3S-01:HMIHNAE3S-0L/ N2 Trunk 1.10TC001
itemCategory = 12

eventPreviousStatus = 0

units = 85

eventlUnigueldentifier = aT7bla3dfd-5%c2-4023-5alb-HeeaToccbdedsd
eventletectionTimestamp = Hex: 07DTORLE0FZIBIEQND

itemfame = 10TCO0L

35400
= alarmEvent

Agent name = 10.142 . 18.225 , RAgent address = 10.142.18.225

Beceived timestamp : 22,/10,/2007 15.44_44 031732

Trap Sewverity : UMASSIGHED

Trap Type = normalEvent , OID = _1.3.6.1.4.1.435%.2.1.1.1.0.40

Trap message : Trap from 10.142.18.225 (10.142_.18.225) community . Uptime O00h:O0&m:04s.00.
Bindings evPriority=10&, eventValue=Online, siteName=MINAE35-01, itemDescription=Training
Boom, itemFullyQualifiedReference=MIHRE35-01:MIMAE35-01/H2 Trunk 1.10TCO0l, itemCategory=1Z,
eventPreviocusStatus=68, units=95, eventlUnigqueldentifier=4215%236l-dcde—-27al-5057-
S4g374gcBadd, eventDetectionTimestamp=Hex: O0T7DT0Al&0FZBZEQD, itemMNamse=10TC001, ,

buxiliary Infeo

List of wariable bindings

Count 13
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
=== [(end) ---

sysUpTime .0 = 36400

snmpTrap0ID. 0 = normalEwvent

evPriority = 108

eventWalus = Cnline

sitelame = MINAE3S-01

itemDescription = Training Room

itemFullyfualifisdReference = MINAEZE-01:MINAE3S-0L/HZ Trunk 1.10TZ2001
itemCategory = 12

eventPrevicusStatus = &8

units = 95

eventlUnigueldentifier = 4215e3dtl-dode-eTal-5057-546374cc8a44
eventDetectionTimestamp = Hex: O07DT0Al&0FZBZEQOD

itemMlame = 10TC0O01

Appendix: Windows Server OS considerations

This appendix covers important considerations regarding the use of Metasys system software on
Windows Server operating systems.
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Release 10.0 of the Metasys system supports the following server operating systems: Windows 2016
(64-bit), Windows Server 2012 R2 with Update 1 (64-bit), and Windows Server 2012 (64-bit).

» Important: We strongly advise that you do not use a computer running a Windows server
class operating system to manually browse to the Metasys Site Management Portal UL By
default, Windows Internet Explorer Enhanced Security Configuration is enabled on server class
operating systems and may block the Launcher download page from which you install the
Launcher application for access to the Site Management Portal. Open the Site Management
Portal UI from a computer that is not running a server-class operating system. See Internet
Explorer enhanced security configuration.

For information on firewall settings required for Metasys system communication, see Appendix:
Windows firewall.

Administrator rights

Depending on your operating system login privileges, you may need to perform the steps listed in
Table 32 to use Metasys software (including logs) or access Windows operating system features and
SQL Server software on your Windows Server operating system.

Table 32: Login Privileges and Steps
Login Privileges Steps to Run Software
To run the software:

1. Right-click the software icon on your
desktop or software name in a menu.

2. Select Properties.

Not Logged in as the Windows Account with 3. Select Run As Administrator.
username of Administrator. .
4. Click Allow.

Refer to the documentation for the specific
Metasys software you are using for more
information on how to perform tasks that
require Administrator privileges.

Logged in as the Windows Account with the user

- Run the software with itional .
name of Administrator. un the software without additional steps

Services

Metasys server software installs and uses the Metasys III Device Manager Service and Metasys III
Action Queue Service. Both Services must be run on the Local System account.

Internet Explorer enhanced security configuration

This section applies to the web browser on any computer running a supported server-class
operating system. By default, Internet Explorer Enhanced Security Configuration is enabled on this
operating system. When you start the Internet Explorer web browser, the Internet Explorer
Enhanced Security Configuration is enabled message appears (Figure 49).
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Figure 49: Internet Explorer Enhanced Security Configuration is Enabled Message
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The Internet Explorer Enhanced Security Configuration establishes a configuration for your
computer and for the Internet Explorer web browser. This configuration decreases the exposure of
your server to potential attacks that may occur through web content and application scripts. As a
result, some websites may not display or perform as expected. For example, the Enhanced Security
Configuration may prevent the download of the Launcher application.

To disable Enhanced Security Configuration, start Server Manager and select Local Server. Locate
the IE Enhanced Security Configuration setting. Click On to open the Internet Explorer Enhanced
Security Configuration window. Click Off for administrators and users, as recommended by the IT
administrator.

Software supported on Windows Server platforms

+ ADX
+ ODS
+ OAS

+ Metasys Advanced Reporting System

® Note: Metasys Advanced Reporting supports installation on a computer with SQL Server
software. However, Energy Essentials reports does not support installation on a computer with
SQL Server 2017 or SQL Server 2016.

+ Metasys Database Manager

* Metasys Export Utility

* Metasys System Secure Data Access
+ Metasys Ul

* Metasys Ul Offline

« SCT
+ Site Management Portal UI client computer (computer browsing to the Site Management
Portal UI)
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+ NAES85
+ LCS85

Software and technologies not listed here are not supported. Refer to the appropriate technical
literature for the technology that you are using to verify compatibility with Windows Server
operating systems.

Configuring computer as Application server for use as ADX

For information on configuring the computer as an application server, refer to the installation
instructions for the Metasys software that you are using (for example, Metasys server or SCT).

Appendix: Windows Desktop OS considerations

This appendix covers important considerations regarding the use of Metasys system software on
Windows desktop operating systems.

Release 11.0 of the Metasys system supports the following desktop operating systems: Windows®
10 Pro and Windows 10 Enterprise Editions (version 1903) (64-bit) and Windows 8.1 Pro and
Windows 8.1 Enterprise Editions with Update (KB2919355) (64-bit).

These Windows desktop operating systems offer increased network security that affects Internet
and intranet communication, including communication between Metasys system components.

For information on firewall settings required for Metasys system communication, see Appendix:
Windows firewall.

Administrator rights

Administrative privileges may function differently on Windows 10 and Windows 8.1. Depending on
your operating system login privileges, you may need to perform additional steps to use Metasys
software (including logs) or access Windows operating system features and SQL Server software.
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Table 33: Login Privileges and Steps

Login Privileges

Steps to Run Software

Not logged in as the Windows account named
Administrator

To run the software when the Windows
operating system is using the standard
interface:

1. Right-click the application icon on your
desktop or software name in a menu.

2. Select Run As Administrator or More >
Run As Administrator.

3. If prompted, enter your credentials.
4. Click Yes.

To run the software when the Windows
operating system is using the Tile interface:
1. Right-click the application tile on the Start
screen.

2. Select Run As Administrator on the
bottom of the screen.

3. If prompted, enter your credentials.
4. Click Yes.

Refer to the documentation for the specific
Metasys software you are using for more
information on how to perform tasks that
require Administrator privileges.

Logged in as the Windows account named
Administrator

Run the software without additional steps.

Services

Metasys server software installs and uses the Metasys III Device Manager Service, MetasysIII SCT
Action Queue Service, and Metasys III Action Queue Service. All three services must be run on the

local system account.

Internet Explorer web browser settings

ActiveX controls are not required to access sites, such as SMP and SCT.

Operating system administrator rights are required to download and install the Launcher Tool.

If you do not follow the Administrator guidelines here, you may not be able to adjust the Internet
Explorer web browser settings or you may not be able to save the changes you make for the next
browser session. If you experience problems similar to these, check your access rights.

® Note: In Internet Explorer 11, select the Use Microsoft compatibility lists option, found
under Tools > Compatibility View Settings, to ensure that websites appear and function

correctly.

Software supported

Supported desktop operating systems support the following Metasys software and technologies:

+ ADS
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+ ODS

+ OAS

« CCT

* Metasys Database Manager

* Metasys Export Utility

* Metasys System Secure Data Access
*  Metasys Ul

* Metasys UI Offline

+ Site Management Portal UI client computer (computer browsing to the Site Management
Portal UI)

« SCT

Software and technologies not listed here are not supported. Refer to the appropriate technical
literature for the technology you are using to verify compatibility with the operating system.

Windows features not supported by Metasys software
Metasys software does not support the following Windows features:

+ Sleep. If you install a Metasys server or SCT on Windows 10 or Windows 8.1, you must turn off
the Sleep feature. Failure to turn off this feature can result in communication problems when
the Metasys server or SCT goes to sleep.

+ Fast User Switching. Users must log off instead of switching users.

Windows scheduled features

Some features of Windows 10 or Windows 8.1 should be rescheduled depending on the load for
the Metasys server. By default, the Windows Defender security tool scans the operating system at 2
A.M. every day, and the Disk Defragmentation tool runs every Wednesday at 1 A.M. If the Metasys
server is busy at these times, you should reschedule the process for a time when the Metasys
server is less busy.

Appendix: Active Directory service

This appendix provides additional information to network managers for configuring the Active
Directory service for use with the Metasys system on a computer that has the Metasys server or SCT
software installed.

Overview

This appendix lists questions and actions that help facilitate the interaction with the customer’s
IT department for configuration of the Metasys system for use with Active Directory services. You
need to obtain this information and complete the configuration before the feature is enabled and
Active Directory service users are added to the Metasys system. Keep in mind that these actions
are most likely performed by the customer’s IT department. Furthermore, several IT teams may
need to be involved; for example, assistance from the Active Directory Service Team, IT Security
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Team, Infrastructure Team, and Network Team may be needed. Make sure you allow time for any
necessary team interaction. Also, keep in mind that:

* These questions focus only on the IT needs of the Active Directory service feature and not on
the Metasys system. The Metasys system should be properly configured with a version of the
Metasys server (and SCT) software that supports the Active Directory feature. Example logistics
that fall outside these questions include:

- administrative access to the Metasys server
- proper SQL Server rights to install or upgrade the Metasys server software
- firewalls between Metasys system devices

+ These questions assume that the person gathering the information is familiar with the Active

Directory service feature.

Infrastructure questions

Table 34 is a worksheet that outlines the questions that need to be answered as part of the Active
Directory service implementation on the Metasys system. For many of the actions listed in the table,
you must be using an Active Directory service user account with sufficient privileges to search for
users within Active Directory service. These privileges must span all domains that contain users
who have SSO access to the Metasys system. Also, Active Directory service groups are normally
managed by the IT department. A process must be enacted for managing the addition and removal
of Metasys system users who are also Active Directory service users.

Table 34: Active Directory Service Worksheet

Question

Answer

Action Steps

How many Active Directory
service domains contain
users who are to be added as
Metasys system users?

Join the Metasys server or SCT computer to the
domain. Create only one Service Account under
that domain. Specify the Service Account under
Metasys Security Administration. For details, see
Service account.

More than 1

If trusts exist between all domains that contain
Metasys system users, the Metasys server or SCT
can be in any domain. Use a single Service Account
within Active Directory service with access to all
domains with Metasys system users.

If trusts do not exist between all domains, the
Metasys server can still be joined to any domain.
However, if an Active Directory service user is in

a domain that does not trust the domain that the
Metasys server is in, the user is not able to take
advantage of SSO login-free access to the Metasys
system. The user can still use the Active Directory
service user name, password, and domain at the
Metasys login screen. Create one Service Account
per domain that contains Metasys system users.
For details, see Service account rules and Service
account permissions.
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Table 34: Active Directory Service Worksheet

Question Answer Action Steps

Firewalls must be correctly configured to allow
Active Directory service port and protocol access
between the Metasys server and domains. This is
a Microsoft prerequisite for joining a domain. For
details, see Protocols, ports, and connectivity for
the Metasys system.

Are there any firewalls
between the Metasys server |Yes
and the Active Directory
service domain?

No No action required.
Verify that the Active Directory service is configured
Yes to allow the user to log in to the Windows Desktop

with Active Directory service credentials.

Can the client computers be added to the domain
that the Metasys server is joined to or to some
other trusted domain?

Is every client computer that
can run the Site Management
Portal UI joined to an Active
Directory service domain
that is in the same domain .
as the Metasys server or in a
trusted domain?

Yes - SSO login-free access is available.

* No - SSO login-free access is unavailable,
but the user can still specify Active Directory
service credentials on the Metasys system
login screen.

Primary requirements

The following is a list of requirements for using Active Directory service with the Metasys system at
the customer’s site. The steps for setting up Active Directory service are primarily the responsibility
of the customer’s IT department. Installation of the Metasys software is usually performed by
others, but often supervised by IT personnel. These requirements are based on answers given for
the questions posed in Table 34, though not all requirements apply to every installation.

Metasys server computer
The computer with the Metasys server software (ADS, ADX, MVE, OAS, or ODS) must be:
+ joined to an Active Directory service domain (or trusted domain) where the Metasys system
users are located
+ added to an Active Directory service domain where the computer is not affected by group
policies

In addition, configure any firewalls to allow appropriate Active Directory service communication.

SCT computer

The computer with the SCT software must be joined to an Active Directory service domain (or
trusted domain) where the Metasys system users are located.

In addition, configure any firewalls to allow appropriate Active Directory service communication.

Client computer

The client computer used to run the Metasys server or SCT UI must be joined to an Active Directory
service domain where the Metasys server and SCT are located or to a trusted domain.
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Additional requirements
The following are additional requirements:

+ Obtain the fully qualified domain names for all domains that are to contain Metasys system
users. The name must be the domain level (and not the forest level or some other level).

® Note: This information is necessary at the time when Active Directory service users are added
to the Metasys system with the Security Administrator System tool. For details, see User
account rules.

+ Obtain the corresponding pre-Windows 2000 domain names (short format of the domain
name). This information is useful because the Metasys system user can specify this format at
the login screen of the Site Management Portal UL

For additional requirements, see Service account.

Appendix: Windows firewall

As a best practice, enable the Windows Firewall as indicated in this section, but always follow the
recommendation of the customer's local IT staff. Some customers may not require enabling the
Windows Firewall.

Configuring the Windows firewall

About this task:
As a best practice, enable the Windows Firewall as indicated in this section, but always follow the
recommendation of the customer's local IT staff.

1. In Control Panel, click System and Security, then click Windows Firewall. The Windows
Firewall window appears.

2. Inthe Windows Firewall window, make sure the firewall is On. If not, turn on the Windows
Firewall.

3. Click Advanced Settings. The Windows Firewall with Advanced Security window appears.
4. Inthe left pane, click Inbound Rules. The Inbound Rules pane appears.
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Figure 50: Windows Firewall - Inbound Rules
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5. Inthe Actions pane, select New Rule. The New Inbound Rule Wizard opens and the Rule Type
window appears.

6. Select Port and click Next. The Protocol and Ports window appears.

7. Select TCP, and in the Specific Local Ports field, enter the port numbers (25, 80, 88, 110, 135,
389, 443, 445, 465, 587, 995, 1025, 1433, 2103, 2105, 3389, 5291, 5960, 9910, 10050, 12000).

Table 35: Ports to Open for TCP Protocol

Protocol Port
SMTP 25
HTTP 80
Kerberos 88
POP3 110
Remote Procedure Call (RPC) 135
LDAP 389
HTTPS (TLS) 443
NT LAN Manager Version 2 (NTLMv2) 445
SMTP over TLS 465
SMTP 587
POP3 over TLS 995
Remote Procedure Call (RPC) 1025
Microsoft SQL Server Database 1433
RPC over TCP 2103
RPC over TCP 2105
Microsoft Terminal Server 3389
(Unassigned) 5291
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Table 35: Ports to Open for TCP Protocol

Protocol Port
(Unassigned) 5960
Microsoft Discovery Protocol 9910
Zabbix Agent 10050
(Unassigned) 12000
8. Click Next. The Action window appears.
9. Select Allow the connection. Click Next. The Profile window appears.
10. Keep all profile check boxes selected (default). Click Next. The Name window appears.
11. Specify Metasys (TCP Protocol) as the name. Optionally, you can add a description to identify
this new rule. Click Finish.
The Inbound Rules table refreshes to indicate the new rule called Metasys (TCP Protocol).
Ports 25, 80, 88, 110, 135, 389, 443, 445, 465, 587, 995, 1025, 1433, 2103, 2105, 3389, 5291, 5960,
9910, 10050, 12000 are now open and ready for use.
12. Repeat Step 5 through Step 11 to add a new Metasys inbound rule for the UDP protocol.

When the Protocol and Ports window appears, select UDP, and in the Specific Local Ports
field, enter the port numbers (25, 53, 67, 68, 69, 88, 123, 161, 162, 9910, 9911, 47808).

Table 36: Ports to Open for UDP Protocol

Protocol Port

SMTP 25

DNS 53

DHCP 67

DHCP 68

Trivial File Transfer Protocol (TFTP) 69

Kerberos 88

Network Time Protocol (NTP) 123

SNMP 161

SNMP Trap 162

Microsoft Discovery Protocol 9910

SYPE-Transport 9911

BACnet® 47808, Configured for each supervisory
device, including OAS, ODS and the NAE8500,
in the the Network Port Ethernet IP Datalink
object

13.

14.

Complete the steps to add the new inbound rule. Name the new rule Metasys (UDP
Protocol).
When finished, the Windows Firewall with Advanced Security window appears
and the Inbound Rules table refreshes to indicate the new rule called Metasys (UDP
Protocol). Ports 25, 67, 68, 69, 53, 88, 123, 161, 162, 9910, 9911, and 47808 are now open
and ready for use.

In the Windows Firewall with Advanced Security window, verify that the two new Metasys
inbound rules are defined and enabled.
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Figure 51: Metasys Inbound Rules Defined and Enabled
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15. Close the Windows Firewall with Advanced Security window.
16. Close all windows.

Closing ports

About this task:
This section provides an overview on how to close ports if desired. Note that closing ports can

have unforeseen effects on other parts of your system. The example in this section shows blocking
inbound Port 80; you can block outbound Port 80 as well by defining an outbound rule, although
the ADS/ADX/ODS and network engines do not communicate out of Port 80.

@® Note: The latest available version of the ODS is Release 10.1. The ODS is not available for
upgrade to Metasys Release 11.0.

1. In Control Panel, click System and Security, then click Windows Firewall. The Windows
Firewall window appears.

2. Inthe Windows Firewall window, make sure the firewall is On. If not, turn on the Windows
Firewall.
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Figure 52: Windows Firewall
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Click Advanced Settings in the left pane. The Windows Firewall with Advanced Security
window appears.

In the left pane, click Inbound Rules. The Inbound Rules pane appears.

In the Actions pane, select New Rule. The New Inbound Rule Wizard opens and the Rule Type
window appears.

Select Port and click Next. The Protocol and Ports window appears.

Select TCP, and in the Specific Local Ports field, enter the port numbers you want to close.
This example shows Port 80.
Click Next. The Action window appears.
Select Block the connection and click Next.
Complete the steps to add the new inbound rule. Name the new rule Metasys (TCP Protocol
Closed Ports), BCM (TCP Protocol Closed Ports).
When finished, the Windows Firewall with Advanced Security window appears and the
Inbound Rules table refreshes to indicate the new rule called Metasys (TCP Protocol

Closed Ports) BCM (TCP Protocol Closed Ports). The ports you specified in Step 7 are
now closed to inbound traffic.

In the Windows Firewall with Advanced Security window, verify that the new inbound rule is
defined and enabled.

If you also need to close UDP ports, select New Rule from the Actions menu and repeat
steps 5 through 11, substituting UDP for TCP in Step 7. You can also create a new outbound
rule if you want to block outgoing traffic over a particular port. In that case, select the
Outbound Rules option in Step 4.

Close the Windows Firewall with Advanced Security window.

Close any additional windows.
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Appendix: Certificate management and security

Follow the steps in this appendix for managing the trusted certificates on the Metasys Server or
SCT computer, and for selecting security levels for the site. The Metasys server, SCT computer,

and network engines are installed with self-signed certificates, which enables encrypted network
communication between the devices. Optionally, the customer can deploy trusted certificates at the
Metasys server or SCT computer and enable encrypted and trusted communication between the
Metasys server and network engines. Trusted certificates, installed on the client computer and the
Metasys SMP or SCT computer, are either provided by the customer's IT department or a Certificate
Authority (CA). A security shield icon on the Metasys server or SCT login and user interface screens
indicate the encryption state:

* Green Shield: the connection is encrypted and trusted
+ Orange Shield: the connection is encrypted, but not trusted
+ Red Shield: the connection is encrypted, but the security level cannot be verified

To deploy a trusted server certificate at the Metasys server or SCT computer, follow Steps 1-3
referenced below. Then, if the IT department or CA has provided separate files for the root and
intermediate certificates, follow Step 4. Also follow Step 4 if you need to establish a trusted
relationship between the client computer and the Metasys server and SCT computer. If you want
to establish encrypted and trusted communication between the Metasys server and network
engines, follow Step 5, which explains how to set the Site Security Level. Lastly, perform Step 6 if
you want to verify all certificates are in place.

1. Requesting a server certificate

Completing a server certificate request
Binding the secure certificate

Importing root and intermediate certificates

Setting the Site Security Level to Encrypted and Trusted

o v M W N

Verifying the server certificate chain

For details on how to remove or rebind a secure certificate, see Removing or rebinding the secure
certificate. For details about how to remove a self-signed certificate from the certificate store, see
Removing the self-signed certificates in the certificate store. For details about managing certificates
on network engines, refer to Metasys SCT Help (LIT-12011964).

Lastly, this appendix describes how to use two special security attributes that you set in the site
object of the Site Director: Site Security Level and Advanced Security Enabled. See the following
sections for details:

Setting the Site Security Level to Encrypted and Trusted
Changing Advanced Security Enabled to False

Requesting a server certificate

1. In Control Panel, select System and Security > Administrative Tools and double-click Internet
Information Services (IIS) Manager. The IIS main screen appears.

2. Under the IIS section in the middle pane, double-click Server Certificates. The Server
Certificates panel appears.

3. On the Actions pane, click Create Certificate Request. The Distinguished Name Properties
screen appears.

Network and IT Guidance Technical Bulletin 131



Fill out all the fields in the form. For Common name, specify the full computer name, which
you can determine from Control Panel > System and Security > System. The full name

may also include a domain name (for example, MAIN-ADX.mycorp.com). Click Next. The
Cryptographic Service Provider Properties screen appears.

Select an appropriate service provider and bit length. Click Next. The File Name screen
appears.

Click the Browse (...) button to select a location where to save the certificate request file. The
Specify Save as File Name window appears.

Type in a file name and click Open. The File Name window appears with the file name
specified.

Click Finish. The certificate request file with a .txt extension is created in the selected folder.
For example, the certificate request file for a server called MAIN-ADX would be MAIN-
ADX.txt.

Send the certificate request file to the IT department or CA to obtain your trusted certificate.
When you receive the file, go to Completing a server certificate request to import the
certificate into the server.

Completing a server certificate request

About this task:
To complete a certificate request for a Metasys server or SCT computer:

1.

5.

In Control Panel, select System and Security > Administrative Tools and double-click Internet
Information Services (IIS) Manager. The IIS main screen appears.

Under the IIS section in the middle pane, double-click Server Certificates. The Server
Certificates panel appears.

On the Actions pane, click Complete Certificate Request. The Specify Certificate Authority
Response screen appears.

Use the browse button to locate the certificate that your IT department provided. Specify

a friendly name for the server. Select Personal under Select a certificate store for the
new certificate if this field appears. Click OK to complete the certificate request. The Server
Certificates window appears indicating the new certificate has been imported.

Next, you need to bind the certificate. See Binding the secure certificate.

Binding the secure certificate

About this task:
To bind a secure certificate for a Metasys server or SCT computer:

1.

In Control Panel, select System and Security > Administrative Tools and double-click Internet
Information Services (IIS) Manager. The IIS main screen appears.

Expand the Connections in the left pane so that Default Web Site appears. Click Default Web
Site.

On the Actions pane, click Bindings under Edit Site. The Site Bindings screen appears.
Click Add. The Add Site Bindings screen appears.

Under Type, select https. Under SSL certificate, select the name of the server certificate you
imported in Completing a server certificate request. Click OK.
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® Note: Make sure that proper certificate revocation, such as Online Certificate Status
Protocol (OCSP) stapling, is enabled and configured. For more information about OCSP
configuration refer to https://docs.microsoft.com/en-us/openspecs/windows_protocols/
ms-ocsp/5792b4c4-c6ba-439a-9c2a-52867d12fb66

6. Ifyou need toimportroot and intermediate certificates of the Metasys Server or SCT
computer at a client computer, go to Importing root and intermediate certificates. This step is
necessary if you want the green shield icon to appear on Metasys SMP and SCT login and user
interface screens.

If you want to skip that step and you want to verify the certificate chain you created in
the previous sections, see Verifying the server certificate chain.

Importing root and intermediate certificates

About this task:

Follow these steps to import root and intermediate certificates of a Metasys server or SCT computer
at the client computer (that is, the computer that remotely logs in to SMP or SCT). Also perform
these steps to import certificates when the IT department or CA provided separate files for the root
and intermediate certificates.

1. Start the Microsoft Management Console at the client computer by typing mmc in the Search
bar and pressing Enter. The Microsoft Management Console screen appears.

2. Click File > Add/Remove Snap-ins. The Add or Remove Snap-ins screen appears.

3. Under the Available snap-ins list, select Certificates and click Add. The Certificate Snap-in
screen appears.

4. Select Computer account and click Next. The Select Computer screen appears.

5. Click Local computer and click Finish. The Add or Remove Snap-ins screen appears
indicating the Certificates addition.

6. Click OK. The Microsoft Management Console window appears with the Certificates snap-in.

7. Select Trusted Root Certification Authorities. Under More Actions, click All Tasks > Import.
The Certificate Import Wizard appears.

8. With Local Machine pre-selected, click Next. The next screen prompts you for the location of
the certificate file request. Select the certificate request file, using the Browse button to help
locate the file. Click Next.

9. Select Trusted Root Certificate Authorities as the location where to store the certificate.
Click Next.

10. Click Finish to complete the certificate import.

11. Under Trusted Root Certificate Authorities > Certificates, verify the root certificate has been
imported.

12. Repeat the steps in this section for importing any required intermediate server certificates as
necessary, but in Step 7, select the Intermediate Certification Authorities as the certificate

type.

Verifying the server certificate chain

About this task:
To verify a certificate chain for a Metasys server or SCT computer:

1. In Control Panel, select System and Security > Administrative Tools and double-click Internet
Information Services (IIS) Manager. The IIS main screen appears.

2. Highlight the name of the web server.
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3. Under the IIS section in the middle pane, double-click Server Certificates. The Server
Certificates panel appears.

4. On the Actions pane, click View. The Certificate screen appears.

5. Click the Certification Path tab. The certificate chain appears.

6. Click OK to close the certificate view.

Setting the Site Security Level to Encrypted and Trusted

About this task:
You can set the Site Security Level offline with SCT or online with the Site Management Portal UL

To use the online method to set the Site Security Level to Encrypted and Trusted, follow these
steps:

Log on the Site Management Portal of the Site Director.

Open the Site View for the Site Director.

With Advanced selected, click Edit.

Locate the Site Security Level attribute under the Operational Data section.
Click the down arrow and select Encrypted and Trusted.

® Note: When you set the Site Security Level attribute in the Site object to Encrypted and
Trusted, all network engines reporting to the Site Director are modified to change their
Site Security Level attribute to Encrypted and Trusted. If a network engine Site Security
Level attribute is set to Encrypted and Trusted but does not have a trusted certificate,
communication between the Site Director and the network engine is lost because the
Site Director now requires the engine to communication with a trusted certificate. Also,
if sometime later you want to change a network engine's Site Security Level back to
Encrypted Only, you need to log on the network engine directly.

vk W~

Before you set the Site object Site Security Level attribute to Encrypted and Trusted,
verify that all network engines reporting to the Site Director have trusted certificates.
If the network engines do not have trusted certificates, keep this attribute set to
Encrypted Only.

6. Click Save. The server and engines across the entire site now use encrypted and trusted
communication.

7. As an option, use SCT to upload the Site Director so that this change is reflected in the
database archive.

If you want to later change the site to use encrypted only communication, repeat these steps
but select Encrypted Only, then use SCT to upload the change to the archive.

Changing Advanced Security Enabled to False

About this task:

By default, the Advanced Security Enabled attribute on the Site object is set to True for the
Metasys system installed at or upgraded to Release 11.0. This attribute provides an improved layer
of security between Metasys Site Directors and devices. With this attribute set to true (default),
older methods of secure communication between the Site Director and its network engines are
disabled, which means a Site Director at Release 10.0 or later discards all communication attempts
from network engines prior to Release 10.0. This setting applies to the entire site, so if you have any
network engine on the site that is running a Metasys release prior to Release 10.0, use the steps in
this section to change this Site object attribute to False. You can use either SCT (offline method) or
the Site Management Portal UI (online method). To use the online method, follow these steps:

1. Log on the Site Management Portal of the Site Director.
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2. Open the Site View for the Site Director.
With Advanced selected, click Edit.
4. Locate the Advanced Security Enabled attribute under the Operational Data section (Figure
53).
5. Click the down arrow and select False.
Figure 53: Changing the Advanced Security Enabled attribute
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6. Click Save. The server and engines across the entire site no longer use advanced security.

7. As an option, use SCT to upload the Site Director so that this change is reflected in the
database archive.
® Note: If sometime later you change the Advanced Security Enabled attribute from
False to True, a user message appears to indicate that all network engines prior to
Release 10.0 are disconnected from the site because they can no longer communicate
with the Site Director using advanced security. Do not set Advanced Security Enabled
to True until all network engines are upgraded to Release 10.0 or later.

Removing or rebinding the secure certificate

About this task:

Follow these steps to remove a certificate binding from a Metasys server or SCT computer or to
change a certificate binding. If you are changing a binding, the binding must already exist on the
server from which to select.

1. In Control Panel, select System and Security > Administrative Tools and double-click Internet
Information Services (IIS) Manager. The IIS main screen appears.

2. Expand the Connections in the left pane so that Default Web Site appears. Click Default Web
Site.
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3. Onthe Actions pane, click Bindings under Edit Site. The Site Bindings screen appears.

4. Toremove the site binding, select it from the list and click Remove. A user prompt appears to
verify that you want to remove the selected binding. Click Yes to remove or No to cancel.

To rebind the certificate, select it from the list and click Edit. The Edit Site Binding
screen appears.
5. Click Select to open a table that lists all certificates available for binding.

6. Select the binding from the table and click OK. The Edit Site Binding screen appears with the
newly selected binding.

7. Click OK to save the binding change.

Removing the self-signed certificates in the certificate store

About this task:
Follow this procedure to manually remove self-signed certificates before upgrading Metasys server
software or SCT software for a computer that has been renamed as part of the upgrade.

1. Start the Microsoft Management Console at the Metasys server or SCT computer by typing
mmc in the Search bar and pressing Enter. The Microsoft Management Console screen
appears.

2. Click > File > Add/Remove Snap-ins. The Add or Remove Snap-ins screen appears.

3. Under the Available snap-ins list, select Certificates and click Add. The Certificate Snap-in
screen appears.

4. Select Computer account and click Next. The Select Computer screen appears.

5. Click Local computer and click Finish. The Add or Remove Snap-ins screen appears
indicating the Certificates.

6. Inthe Add or Remove Snap-ins window, click Add again. The Certificate Snap-in screen
appears again. This time, click My user account > Next > Finish. The Add or Remove Snap-ins
screen appears showing the two snap-ins you just added.

7. Click OK. The Microsoft Management Console window appears with the Certificates snap-in.

8. Expand Trusted Root Certification Authorities. Look for a certificate that matches the old
name of the computer. Several identical certificates may be listed. In this example, three
certificates for the computer called ADS-WIN10 are listed.
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Figure 54: Removing Certificate - Selecting Certificates to Delete
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9. Select trusted certificates with the old computer name and click the Delete button or select
Action > Delete. The trusted certificates are removed. The next step is to remove personal

certificates.

10. Expand Personal. Look for a certificate that matches the old name of the computer. Several
identical certificates may be listed.

11. Select personal certificates with the old computer name and click the Delete button or select

Action > Delete.

12. Close the Microsoft Management Console, optionally saving the Console settings.

Certificate management troubleshooting

The following table lists troubleshooting topics for certificate management.

Table 37: Certificate management troubleshooting

Error Message or Scenario

Solution or Workaround

When you set the Site object

Site Security Level attribute to
Encrypted and Trusted and then
download the Site Director, all
network engines reporting to

the Site Director are modified to
change their Site Security Level
attribute to Encrypted and Trusted.
If a network engine Site Security
Level attribute is set to Encrypted
and Trusted and does not have

a trusted certificate, the network
engine does not communicate to
the Site Director.

To resolve this issue:

1. Login to the network engine's Site Management Portal

in Expert mode.

Open the Focus tab of the network engine object.

Click Edit.

For the Site Security Level attribute, select Encrypted

Only.
Click Save.

6. Verify the network engine comes online at the Site

Director.
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Appendix: Installing antivirus software

To install antivirus software on computers that run Metasys software, complete the steps in this
appendix. Use one of the following antivirus software programs:

+ Symantec® Endpoint Protection software Corporate Edition version 12.x or later.
* McAfee® VirusScan® Enterprise version 8.8 with Patch 9 or later.

*  Windows® Defender Antivirus® built into Windows® 10, Windows® Server® 2016, and
Windows® Server® 2019.

Installing and configuring Symantec® Endpoint Protection
software

Symantec Endpoint Protection software at version 12.0 or later is permitted on computers that run
Metasys software.

However, within the SEP software configuration, select only the anti-virus and anti-spyware
features. The other two features, Proactive Threat Protection and Network Threat Protection,
can interfere with communication between Metasys software and supervisory devices. Follow the
steps in this section to properly install and configure this software.

During and after installation of the Symantec Endpoint Protection software on the Metasys, we
recommend the following settings and best practices:

+ Select Install an unmanaged client. A question box appears regarding installation as an
unmanaged client. Click Yes to continue.

The Symantec Endpoint Protection software at version 14.0 installation wizard no longer
has the option to install an unmanaged client. To do so with this version of software,
refer to Symantec's proprietary support here: http://support.symantec.com/en-us/
article. HOWTO101759.html.

+ Select Unmanaged client for the Client Type.

® Note: Do not select Managed client. If your network is managed by a Symantec server,
selecting the Managed Client option changes the custom settings and could prevent the
Metasys user interface from working correctly.

+ Select the Custom setup type.

+ Disable the installation of these options: Advanced Download Protection, Outlook Scanner,
Notes Scanner, POP3/SMTP Scanner, Proactive Threat Protection, and Network Threat
Protection. To disable, click the down arrow and select Entire feature will be unavailable.

+ Select Enable Auto-Protect, Run LiveUpdate, and Disable Windows Defender (if the option
is available) for Protection Options.

* Do not select the File Reputation Data Submission check box.
+ Do not select the check box under Data Collection -- Installation Options.

+ Allow the LiveUpdate process to complete after installation of the Symantec Endpoint
Protection software.

+ Double-click the Symantec Endpoint Protection icon in the Windows task bar. The Status
screen appears. Verify that the Proactive Threat Protection and Network Threat Protection
features are not installed. If they do not appear on the Status screen, they are not installed.
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If the Proactive Threat Protection and Network Threat Protection features are installed,
they appear on the Status screen. You must remove them from your computer.

a. In Control Panel, select Programs > Programs and Features. Click Symantec
Endpoint Protection in the list of installed programs.

b. Click Change to start the InstallShield Wizard for Symantec Endpoint Protection.

¢. When you reach the Program Maintenance screen, select Modify. Click Next. The
Custom Setup screen appears.

d. Click the feature icon and select Entire feature will be unavailable for both
Proactive Threat Protection and Network Threat Protection. An X appears in front of
those features. Click Next. Complete the steps in the installation wizard.

Installing and configuring McAfee VirusScan Enterprise
software

McAfee® VirusScan® Enterprise version 8.8 with Patch 9 is permitted on computers that run
Metasys software.

We recommend installing McAfee VirusScan Enterprise software using the recommendations cited
below. If you deviate from these recommendations, Metasys software may not work correctly. If
you must enable higher security settings from what is recommended, gradually add changes and
check for system reliability as you do so.

During and after installation of the McAfee VirusScan Enterprise software on the Metasys, we
recommend the following settings and best practices:

* Select the Typical or Custom setup type.
+ Select Standard Protection for the Access Protection Level.

+ Select Run On-Demand Scan when the installation is complete. We recommend that you take
the time now to run a full scan to ensure the computer is prepared for Metasys software. This
process can take from 30 to 60 minutes to complete.

+ Open the VirusScan Console, click Task > Properties. The Access Protection Properties
window appears. Under Categories, select Anti-virus Standard Protection. In the protection
rules table, remove the Block and Report check marks for Prevent Mass Mailing Worms
From Sending Mail. Leave all other category settings at their defaults.

* Right-click Full Scan in the VirusScan Console, and select Properties.
Click the Performance tab. Under System utilization, slide the bar pointer to the Low
setting.

Click Schedule, and with the assistance of your local IT staff, define a daily scan schedule.
Do not scan at midnight because the Metasys system performs a daily archive at that
time. Click OK to save the schedule. Click OK on the On-Demand Scan Properties-Full Scan
window.

+ Click Task > On-Access Scanner Properties in the VirusScan Console. The On-Access Scanner
Properties window appears.

Click the All Processes icon, then select Configure different scanning policies for high-
risk, low-risk, and default processes. The left pane refreshes to show additional icons.
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Click Low-Risk Processes. Click Add and add Sqlservr.exe and Sqlwriter.exe to the list of
low-risk processes. (If the files do not appear in the list box, click Browse and locate them
under the Microsoft SQL Server folder.) Click OK to save the changes.

Appendix: VPN with a Cisco Meraki MX Security
Appliance configuration

This appendix describes how to configure a virtual private network (VPN) with Cisco Meraki™
MX Security Appliance. A VPN is a private data network that uses the public telecommunication
infrastructure and the Internet, maintaining privacy through the use of a tunneling protocol and
security procedures. Data is encrypted before it is sent through the public network and then
decrypted at the receiving end.

To purchase a Meraki MX Security Appliance, use the Cisco Partner Locator to find a Cisco Meraki
distributor in your area. The use of the Cisco Meraki™ MX Security Appliance is a good choice for
customers who do not have an internal IT department.

All Meraki products require licensing to operate. Meraki licenses are available in one, three, five,
seven, or ten year increments. Refer to Meraki MX Security Appliance licensing options. Additional
information is available at this link.

Use the instructions in this appendix as an example. Consult your IT department and Cisco
proprietary documentation for detailed information. See https://meraki.cisco.com/ for more
information.

» Important: Engage appropriate network security professionals to ensure that the computer
hosting the BCPro Data Server (BDS) Site Director is a secure host for Internet access.
Network security is essential and of the highest importance. Typically, the IT organization
must approve configurations that expose networks to the Internet. Be sure to fully read and
understand the IT Compliance documentation for your site.

The Cisco Meraki MX Security Appliance supports provisioning and commissioning through the
cloud application only. The MX Security Appliance must be pre-provisioned using the device's
serial number through the Meraki dashboard. When the device is turned on and connected to the
internet, the configuration is retrieved from the cloud application. Configuring the MX Security
Appliance by directly connecting to the device is not supported.

To provision MX Security Appliances through the Meraki dashboard, you must first create a Meraki
dashboard account. One or more organizations can be associated with a Meraki dashboard account
(see Step 1 and Step 2 in Configuring a VPN Tunnel with a Cisco Meraki MX Security appliance).

To grant other users access to the Meraki MX Security Appliance owned or managed by the
organization, other members must be added to the organization in the Meraki dashboard (see Step
3 in Configuring a VPN Tunnel with a Cisco Meraki MX Security appliance).

Once an organization is created through the Meraki dashboard, the MX Security Appliance to be
provisioned must be added to the organization's inventory, and then the MX Security Appliance
must be added to a specific network within the organization (see Step 4 and Step 5 in Configuring a
VPN Tunnel with a Cisco Meraki MX Security appliance).

The MX Security Appliance must be physically deployed to the site and connected to the network
(see Step 6 in Configuring a VPN Tunnel with a Cisco Meraki MX Security appliance).

When the MX Security Appliance is added to a network, the configuration for the MX Security
Appliance can be created (see Step 7 in Configuring a VPN Tunnel with a Cisco Meraki MX Security
appliance).

After the MX Security Appliance is deployed to the network through the Meraki dashboard,
configure the MX Security Appliance, then the MX Security Appliance can provide VPN access.
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Generally, you must connect the Meraki MX Security Appliance to the network that the MX
Security Appliance is providing VPN access to and then connect the MX Security Appliance to the
modem providing internet access. Consult your IT department and network administrator for
further guidance. For more information about the Meraki MX Security Appliance, refer to https://
documentation.meraki.com/MX/Installation_Guides/Z3 Installation_Guide.

Once the MX Security Appliance is deployed on the network, a VPN connection can be established
to the MX Security Appliance using standard VPN client software that is included with supported
Windows® operating systems, Apple® operating systems, or Android™ operating systems (see Step
8 in Configuring a VPN Tunnel with a Cisco Meraki MX Security appliance).

Before adding the MX Security Appliance to the network, provision and commission the device
by completing the following steps. You can complete Steps 1-5 before physically adding the MX
Security Appliance to the site network.

Configuring a VPN Tunnel with a Cisco Meraki MX Security
appliance

About this task:
To configure the MX Security Applicance, complete the following steps:

1.
2.

In a web browser, go to https://dashboard.meraki.com. Create a portal user account.

In the Meraki dashboard, create and manage your Organization or Organizations. When

you first log in, an organization with your company's name is automatically created. You

can manage and rename this organization and create additional organizations in the
Organization menu.

In the Cisco Meraki user interface, a single dashboard administers one or more
organizations. An organization represents a customer or customer site. Each organization
contains one or more networks. A network typically consists of the MX Security Appliances on
that common network. For more information about creating and managing organizations,
refer to Meraki's Creating a Dashboard Account and Organization page.

Add portal users to your organization. In the Meraki dashboard, go to Organization >
Configure > Administrator. For more information about adding and managing portal users
and administrators, refer to this Meraki's Managing Dashboard Administrators and
Permissions page.

After you add a user to your organization, they receive an email with a dashboard access link.

Add Cisco Meraki MX Security Appliances to your organization. In the Meraki dashboard, go
to Organization > Configure > Inventory. For more information, refer to this Meraki's Using
the Organization Inventory page.

Create a new network and add the MX Security Appliance to the network. In the Meraki
dashboard, go to Organization > Configure > Create network. For more information, refer to
this Meraki reference: here.

Deploy the MX Security Appliance to the site. The MX Security Appliance is placed between
broadband router/modem providing connectivity to the internet and the IP-based devices.

a. Configure the router/modem into bridge mode. The user interface of the modem or
router is specific to the manufacturer and your Internet Service Provider (ISP). Consult
the modem/router and your ISP documentation for further details.

b. Connect an Ethernet cable from the Internet port of the MX Security Appliance to the
router/modem.
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c. Connect the IP devices to the LAN ports of the MX Security Appliance. If there are more
than four IP devices, they need to be connected to a separate switch and the switch
needs to be connected to one of the LAN ports of the MX Security Appliance.

d. Power on the MX Security Appliance. Verify that the front LED lights of the MX Security
Appliance are solid white.

7. Configure the client VPN by following these steps:

a. Inthe Meraki dashboard, hover over Network in the left pane. Select the desired
network.

b. Go to Teleworker > Monitor >Appliance Status. Record the public IP address that
appeared in the WAN field or the dynamic hostname in the Hostname field. You can
use the IP address or the hostname when configuring the VPN client.

c. Go to Teleworker Gateway > Configure > Addresses & VLANs. Configure the internal
BAS network. For a simple BAS network, enter the existing subnet information by
clicking on the default network entry under the Routing section.

® Note: The MX IP address should be an available static IP address within the
existing BAS network and the MX IP address should be used as the default
gateway for all MX Security Appliances, including the network engines and the /
ODS.

d. Go to Teleworker Gateway > Configure > Client VPN. Enable the Client VPN Server. In
a simple BAS network, ensure the Client VPN subnet used here is in a different subnet
range than the internal BAS network used previously. The Client VPN subnet should
be unique with respect to all other BAS network subnets. For more information about
the client VPN settings including VPN user management, refer to Meraki's Client VPN
Overview page.

8. Setup and configure user MX Security Appliances for VPN access using Meraki's Client VPN
0S Configuration page.
® Note: A VPN connection can be established to the MX Security Appliance using standard
VPNclient software that is included with supported Windows® operating systemes,
Apple® operating systems, or Android™ operating systems.

If you encounter the Windows 809 error in the Windows Event log on a Windows client
MX Security Appliance, you may need to add the following key to the Registry:

Key: Server:HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services
\PolicyAgentRegValue: AssumeUDPEncapsulationContextOnSendRule

Type: DWORD

Data Value: 2

After you create this key, you may need to reboot the Windows client MX Security
Appliance.

Configuring the Modem/Router into Bridge mode
To configure the modem/router into bridge mode, complete the following steps:

1. Log in to your modem/router. You must configure your modem or router into bridge mode.
The user interface of the modem or router is particular to the manufacturer documentation
and your Internet Service Provider (ISP). The steps included here are general. Consult the
modem/router and your ISP documentation for further details.

2. Select Home Network > Subnets & DHCP and record the DHCPv4 End Address.
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3. Select the Firewall >IP Passthrough and set the parameters as follows:

- Set the Allocation Mode to Default Server.
- Set the Default Server Internal Address to the DHCPv4 End Address recorded in Step 2.
- Set the Passthrough Mode to DHCP-fixed.

- Set the Passthrough Fixed MAC Address to the MAC Address on the MX Security
Appliance. The MAC Address is typically listed on the product label on the bottom panel of
the device.

Product warranty

This product is covered by a limited warranty, details of which can be found at
www.johnsoncontrols.com/buildingswarranty.

Software terms

Use of the software that is in (or constitutes) this product, or access to the cloud, or hosted
services applicable to this product, if any, is subject to applicable end-user license, open-
source software information, and other terms set forth at www.johnsoncontrols.com/
techterms. Your use of this product constitutes an agreement to such terms.

Patents

Patents: https://jcipat.com

Contact information

Contact your local branch office: www.johnsoncontrols.com/locations

Contact Johnson Controls: www.johnsoncontrols.com/contact-us
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