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Chapter

Overview

The Asure ID iCLASS SE Encoder is a smart card provisioning product that consolidates most of HID
Global’s existing encoding products including the CP400 iCLASS Programmer, CP600 DESFire
Encoder, iCL-ELITE programmer, and 1050 ProxProgrammer.

The following features are included:

m Encode HID Access Control Application with Standard, Elite, and Custom Security on to iCLASS’
and MIFARE Classic credentials

m Encode HID Secure Identity Objects (S10) with Elite Security on iCLASS, MIFARE Classic, MIFARE
DESFire EV1, and Seos’

m Encode HID Access Control Application on to HID Prox cards and fobs
m Encode Custom Data Objects on iCLASS, MIFARE Classic, MIFARE DESFire EV1, and Seos
= Roll keys on existing card populations from a revoked key set to a new active key set

m Migrate existing iCLASS and MIFARE Classic Standard Security (applications) card populations to
SE Security

m Configure encoders for various Security models and Custom Data model interpreters
Other Features and Use Cases:

m Create and manage custom media and application keys

m Export and Import custom keys

Import keys from HID Secure Key Management Platform

Manage all credential and reader transactions through work orders scripted from instruction sets

In-line personalization of credentials

Note: From this point, the /(CLASS SE CPIO00 Encoder is now referred to as the iCLASS SE Encoder.
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Page 1-2 Overview

1.1

1.1.1

1.1.2

Main Concepts

To get the most out of the iCLASS SE Encoder, there are several concepts that should be understood.

Key Management

iCLASS SE Encoder is an HID Global product that provides solution to encode user credentials and
reader configuration data. To provide a high level of security, the encoder device uses a smart card
chip (an ISO 7816 compliant device) to perform the key management as well run the encoding
applications. This component of the encoder device is called Secure Access Module (SAM).

A typical encoding operation requires knowledge of default/transport keys of the credential, your
credential or reader configuration data and the new keys to be used to protect the credential. The
keys that are involved in encoding operation could be ones that are managed by HID Global or ones
created by the customer and provisioned in SAM.

To do secure key management, we follow state of the art security practices and use cryptographic
algorithms and practices that have been validated by our industry to provide secure solutions for
our customers. The rest of the document describes different types of keys and their management.

Administration Keys

To load, update, and delete configuration data and keys used during encoding operations Simple
Network Management Protocol (SNMP) version 3 messages are used. SNMP is an Internet-standard
protocol for managing devices on IP networks and defined by RFC 3411-RFC 3418. Though the
protocol is intended for IP devices HID makes use of it over other transport and application
protocols such as ISO 7816-3 (APDU) for PC/SC readers.

A typical SNMP message is encrypted and signed using 16-byte keys and also contains metadata
about the cryptographic mechanism used to protect the message. The message defines its actions
using verbs, such as GET, SET etc. The keys that are used for encryption are called SNMP encryption
and SNMP privacy keys and the keys used for signing are called the SNMP signing and SNMP
authentication keys.

A device or a software application implementing the SNMP standard is called an SNMP endpoint or
engine and is identified using one or more engineld/username pairs.

The encoder SAM is an SNMP endpoint that has two identities: the HID Admin and the OEM Admin.
Each identity is recognized using an engineld and username pair as described in the SNMP
standard. Each identity includes two associated keys: SNMP encryption and signing.

The purpose of HID Admin identity is to manage the keys and configuration data that originate from
HID. The OEM Admin identity can be used to create custom keys and perform operations that do
not require high levels of security.

When a customer receives an encoder, it has OEM Admin SNMP keys that are set to default/public
values. When the host application is started for the first time, it prompts you to change the keys to
be managed. The host application then stores the changed OEM Admin keys in the local database
and the keys are encrypted using your password of the application.
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Media Keys

The keys that are used to authenticate a credential to perform read/write operations are called
media keys. For example, the debit and credit keys for a page in iCLASS credentials are the media
keys. In the case of MIFARE Classic, the Key A and Key B of a sector are the media keys and for
DESFire EV1the application keys as well as the PICC master key are examples of media keys.

The lengths of these types of keys as well as the cryptographic algorithms, such as authentication
algorithm, that makes use of these keys are dependent upon the credential/media technology.

A typical encoding operation uses the default/known media key to first authenticate to the blank
credential, create the application, write the credential, and change the value of the key to the one
specified by the user. It is important to make a note that the new value can be a diversified key to
reduce the surface area of attack. In other words, all the credentials/media have different values for
the media keys. For the newer and more secure credentials (for example: Secure Objects) we make
use of NIST 108 key diversification algorithm whereas the older/legacy credentials make use of
proprietary key diversification algorithms invented by HID Global and/or chip vendors such as NXP.

For all the credential/media, the keys could fall in one of these categories:

= HID Managed Standard Media Keys: These keys are managed securely by HID and are intended
for general customer base.

= HID Managed Elite Media Keys: These keys are managed securely by HID and are specific to
customers who participate in the Elite program. For example an Elite customer identified using
an ICEOOOO have a different set of media keys than the one identified using ICEO133.

m Customer Generated and Managed Keys: These keys are either generated using the encoder
solution and/or entered by the customer. The keys reside in the encoder SAM, and can be
exported in encrypted form to be archived. Once created, knowledge of the plain text key is the
responsibility of the administrator. Custom Keys are not archived by HID.

All the HID managed keys are delivered in the form of static SNMP messages targeted to the
encoder, for which they were requested. Typically, the customer reads the engineld of the encoder
device using the host application and orders from HID Global the appropriate key set (for example:
standard, ICEXXX etc.). The keys are delivered in the form of a file that contains the static messages,
and the host application provides necessary user interface to load them in the encoder SAM.

Custom keys can be exported from the encoder device. The export format is again an SNMP
message that is protected using OEM Admin keys.

Secure Object Keys

The newer and more secure credentials used by HID Global readers are based on the Secure Object
(SO) technology. While it is outside the scope of this document to describe SO technology in detail,
in simple words, a SO is a structured credential that is based on state of the art industry standards
to ensure extensibility of credential structure and use industry validated and approved security
algorithms and mechanisms. The most important aspect of a SO is that it provides an additional
security for the credential and therefore we do not only rely on the security mechanisms of the
chip/media silicon vendor.

Very much like an SNMP message a SO also has a notion of encryption and signature. To reduce the
size of a secure object credential we make use of an Authenticated Encryption with Associated
Data (AEAD) algorithm called EAX’ (read as EAX prime). In simple words, EAX’ one key can be used
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to perform both encryption and signing of the SO credential. This key is called the SO encryption
key.

Note: It is called an encryption key but it also performs signature verification.

The SO encryption key could be managed by HID as a standard key and/or an Elite key, which is
similar to the management of Media keys described earlier. We also provide the support to create a
customer managed SO encryption key, however a SO credential that is protected using such a key is
not managed via HID and also has an additional signature using HID Global’s license key.

Additional information about secure objects can be requested from HID Global.

1.1.5 Secure Channel Key

The messages that are exchanged between a host application and the encoder device are
transferred over a mandatory secure channel®. The secure channel ensures the confidentiality and
authenticity of the messages between the host application and the encoder device.

The encoder comes with a default value for the secure channel key, and very much like the OEM
Admin keys, the host application prompts you to provide a new value for the secure channel key.
This secure channel key is stored on a per user basis.

The secure channel mechanism is based on a slightly modified Global platform SCP secure channel
protocol. You can request more information about the secure channel from HID Global.

1.1.6 Credential Credit Management

All transactions with credentials are enabled by credential credits. These are discrete tokens that are
consumed with each transaction until none remain or until additional credits are ordered and
applied to the encoder.

The term Credential Credit, refers to the tokens purchased from HID that enable all credential write
transactions. The iCLASS SE Encoder is enabled until the authorized credits have been exhausted,
then you must request additional credits from HID Global.

The management of credits can be understood as a type of counter. When a customer orders “X”
credits, the counter is increased by “X” and the encoder is enabled until the counter is decremented
to O, or until more credits are ordered.

The following attributes, are the building blocks to define a transaction which is enabled by a
Credential Credit Token.

Technology Application Security Media
iCLASS HID Standard Genuine HID
MIFARE Classic SIO Elite Third Party
MIFARE DESFire EV1 Custom Custom Third Party
Prox HID Standard Genuine HID
Seos SIO Elite Genuine HID

For example: To encode iCLASS with HID Access Control application and Standard keys, this
transaction would require a different credential credit token than the same transaction using Elite
keys.
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Things to know about credential credits:

m Each credit token type is managed by its respective credit counter.

Credit top up messages are delivered in a secure SNMP message that is targeted for a specific
device by diversifying the keys with the device Engine ID.

Credit top up messages can be loaded only once.

A cap (10,000 credits) is placed on the number of credits that can be ordered at a time. This is
to limit the monetary value that can be loaded into a single encoder device which can be lost or
destroyed.

1.1.7 Formats

The iCLASS SE Encoder includes a format interpreter capable of parsing all open and custom
formats developed and maintained by HID Global.

Format fields are presented to you in the desktop Ul for the purpose of assigning data to each field.

Formats must be ordered from Customer Service. Most formats are custom to a specific OEM or
end user, and are not freely distributed.

The H10301 (SIA Wiegand 26-bit) is the default format delivered with the desktop application.

1.1.8 Plugin Architecture

The iCLASS SE Encoder includes a plugin architecture which makes it highly configurable with
minimal maintenance and few releases. There are two types of plugins:

m Technology
m Configuration

Technology plugins are a packaged bundle that includes an applet which is loaded to the encoder
device and a Ul plugin for the desktop application that is customized for the associated applet.

m Applets are small C# applications designed to run on the .NET framework that is native to the
encoder device. These applets manage the interface to the credential and provide an API to the
desktop application. Applets can be tailored for a specific use case.

m The Ul plugin manages the interface to the encoder device and provides you with inputs and
information specific to the applet loaded on the device. For example, each technology applet
comes with a unique set of wizard pages gathering user input for work order creation.

Configuration plugins expose a Ul for gathering inputs and creating reader configuration cards.
Reader configuration plugins are released as groups that organize parameters.

Things to know about plugins:

m Each applet is digitally signed by a key managed by HID Global and known by all encoder
devices (global key). This identifies the applet as Genuine HID. Only Genuine HID plugins are
recognized by the encoder device.

m Initially, one applet/plugin is created for each of the four supported technologies (iCLASS,
MIFARE Classic, MIFARE DESFire EV1, HID Prox, and Seos).

m Custom plugins can be created on a Custom Product Opportunity (CPO) basis.
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1.1.9 Work Orders

All credential encoding activity is managed through Work Orders. Each Work Order includes a set
of Work Instructions to be executed on every credential presented to the encoder.

m Work orders execute a work flow that you design
m Work Orders are technology independent

m Work Orders can be limited in scope or open-ended

1.1.10 Work Instructions

Each Work Instruction represents one step of an overall work flow that is executed on every
credential presented to the encoder.

m Work Instructions are analogous to scripts
m Work Instructions are technology specific
m Work Instructions are wholly independent operations

1.1.11  Custom Applications
Custom Applications can be written to credentials. The iCLASS SE Encoder supports two types of
custom applications; Custom Media and Data Mapper.

1.1.12 Custom Media Applications
m Manage keys for custom media applications.

m Read and Write custom data to and from custom media applications.

Examples: custom vending applications or HF migration media (not the Config cards).

1.1.13 Data Mapper Applications (HF Migration)

m Reader accesses custom credential application data autonomously and reports data on
communications ports.

m Reader is configured with necessary authentication and encryption keys to access the raw
credential data.

m Reader is configured with instructions for manipulating the raw data into a format that can be
managed by the host or access control system.
References
1ISO/IEC 7816: http://en.wikipedia.org/wiki/ISO/IEC_7816
2 SAM: http://en.wikipedia.org/wiki/Secure_access_module
3 SNMP: http://tools.ietf.org/html/rfc3411
4 510: Secure Identity Objects; request information from HID Global

5 HID Secure Channel version 0.87
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Chapter

Encoder Application Navigation

The iCLASS SE Encoder Desktop application has the following structure:
Application Modules, each with a subset of tabs.

» Work Order Manager (File tab, Home tab)
» Key Management (File tab, Home tab)
m Reader Configuration (File tab, Home tab)

m User Config (File tab, Home tab & View tab)

With the selection of an application module the window will display the specific module’s toolbar,
information and configuration panes, etc. The following is an overview of these windows.
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Page 2-2 Encoder Application Navigation

2.1 Work Order Manager Module

The Work Order Manager module allows the user to define and save an encoding profile for a
credential deployment. Each Work Order defines the number of data fields encoded, as well as the
data type and field size. These data fields are concatenated into a single data stream and encoded
into an application, and are defined by the selected format.

A Work Order is comprised of one or many Work Instructions. A Work Instructions is a single
command issued during work order execution. The single work instruction can either read or write
to a specific memory location.

[ Work Order Manager - iCLASS_SE_SO_ONLY - Asure ID = BT X

‘ @ l ‘g ::ame Egu E :'::r:stc csy B i E@ E@ @ |Jl |J3 S ‘
COpen

Close Priry Add Work Remove Add Record AddBatch Remove Exeoute Execute card Info
@ Delete i Export to PDF || [netruction F Records Records Selected Al @
: Pork Qe Maagamant Work Imtuction. || Wk Ordles Epmoation
| Drag a column header here to group by that column
e —— | ez s
i | Selected Encoder:
| © icLASS SE Encoder Il Card_Id_Mumber | Fadiity Code i CLASS Card Serial Mumber || .
|| e ol (9
j | | selected Technology:
Work Order Manager iCLASS -
Current Status:
Connected
Key Management SAM Version:

. 4.0.0.0

Credential Credits:
Reader Configuration

9 Genuine HID, iCLASS Elite al
& |25 =
| Geruine HID
User Cor1ﬁg : == =8 ..
[ (|
Waork Order Description

ICLASS: Write "H10301" (SE)

m « Record 10f1 + — [

Ready
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Encoder Application Navigation

2.2

Key Management Module

The Key Management module of the CP1000 Desktop Encoder allows the user to view and manage
the HID and Custom Keys.

T
Create Remove

Custom Key Custom Key

St NS

Applications

| ©@icasssEEncoder |

Key Management - Asure ID

o i -y
Import Keys o Remove @ 1 1 Edit Key Set
m = - -
#. ExportKeys LoadHID o peyoke Refresh  AddKey (@) pelete Key Set
Key(s) Set
HE RS Koy et
keys TS
Custom Keys
i 3
Description 0oID Key Length

HID Keys

Mame Configuration

OID
PY s GDF End User change key 260601040 181E4380 1010201 1801010204

Seos GDF Integrator change key Standard 28060104018 1E438010102011801010205
Seos 50 ADF Enc Privacy Key Standard 28060104018 1E4380101020118010102020101
Seos 50 ADF Mac Privacy Key Standard 28060104018 1E4380101020118010102020102
Seos ADF Read key Standard 28060104018 1E4380 101020 1180101020203
.Seos ADF Write key Standard 28060104018 1E43801010201130101020204

. Seos ADF Admin key Standard 2B0601040181F43801010201 180101020205
Seos 50 ADF OID Standard 280601040 13 1E4380 10102011501010202

. Seos 50 ADF OID ICED120 28050104018 1E4380101020118010 10405

Standard 28050104018 1E438010 1020 1050501

iClass Legacy HID App Encryption Key

- = x
* @

Selected Encoder:

HID OMNIKEY 5427 CKSCO - )

Encoder Engine ID:
280501040 18 1E4330 10 103050F3C9(

Enceder Authentication Status:
Not Authenticated
Available Key Slots:

108 of 256

Available Memory:

9205 of 155648 Bytes

Ready
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2.3 Reader Configuration Module

The Reader Configuration window is used to create the Reader Data configuration cards (for both
keys and reader limited settings) The application allows the user to change the keys or behavior of a

Reader.
iin Reader Configuration - Asure 1D - B X
i B |
Open Save Config ScanCard
Card for Credits
Reader Conﬁguratc-n
wm 18 Data Mapper
i Selected Encoder:
I @ ICLASS'SE Encader | Reader Auth Keys e
i HID OMMIKEY 5427 C... ~
: Encoder Engine ID:
‘Work Order Manager ” " " |
Create / Modify | | Delete | Create [ Modify | | Delete || | |280801040181E43801010%
—ar Data Map #1 Data Map #2 :
Key Management Ho map defined Ho map defined Selected Plugin:
l Data Mapper ]
Reader Configuration Remaining Credits: 36
~? & i =
& Credits to Transfer: i
LUser Config Credits on Card:
Ready
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2.4

User Config Module

m Encoder Application Navigation Page 2-5

The User Config module allows the administrator to create users for Asure ID and to set the functions
each user can access in the application. The Administrator can Add User, Remove User, Save Users
and Change Passwords.

-

e B User Config - Asure ID - B X
Y] B
d BE & & & |
; wdy ww
Cut Copy Paste  AddUser Remove Save Users Change
ser Paszword
Clipboard Asure ID Users Password
MainView
| © iCLASS SE Encoder
J Record 1of 2 R Mew User -
Work Order Manager User ID: admin User ID: IDoe
o Mame: Administrator EName: Jane Doe|
Use Windows Authentication: 0 Use Windows Authentication:
Key Management !
Card Design: W Card Design:
. Card Printing: & Card Printing:
User C : bl User C £
Reader Configuration Dl her Diniliy
Reports: W Reports:
g? -
Laser Engraving: e Laser Engraving:
[
Hser Canf Program Options: & Program Options:
Data Entry: Read/Write Access (with PACS) Data Entry: Mo Access
ICLASS SE: Administrator iCLASS SE: Operator
Template Group: Template Group:
m oA RECO(EI ZDf b ] o -
BlE] |
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2.5 Home Tab

The Home tab allows configuration and implementation of the iCLASS SE Desktop Encoder. See the
Work Order Manager, Key Management, Reader Configuration, and User Configuration chapters for
information on each of these Home tabs.

i Work Order Manager - iCLASS_SE_S50_ONLY - Asure ID - B X
() @
—1 3 = & ) —= —
‘ @ Chbe ot Y S D = Edit E@ @ @ | ; £ | £ Read Back
& Rename | Export to CSV
Open  Close Priry Add Work Remove | Add Record Add Batch Remove Execute Execute Card Info
@ Delete Hﬂ Export to PDF || instruction D Records Records Selected Al @
& Wark Order Management Work Instructions || Wark Order Execution
| Dirag a column header here to group by that column - -
! ; — -
I © icLASS SE Encoder ” Card_Id_Mumber | Fadiity_Cade i CLASS_Card_Serial_Mumber s asios -
I, - e srcco - [
; f | selected Technalogy:
Work Order Manager ICLASS -
Current Status:
Connected
Eey Management S5AM Yersion:
. 4.0.0.0
Credential Credits:
Reader Configuration s =y
[ Genuine HID, iCLASS Elite a
1 | |
- = |
| Genuine HID
User Config = __!
[ I
Work Order Description
ICLASS: Write "H10301" (SE)
Ready
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2.6 File Tab

The File tab contains specific options depending on which Application Module is selected. See the
Work Order Manager, Key Management, Reader Configuration, and User Configuration chapters for
information on each of these File tabs.

Install Plugin Package

Install Formats

Upload Encoder Configuration Package

Upload Credential Credits

Import Work Order From File

Export Work Order te File

ErEn0us[]

Open Log File

Recent ltems b

Options | | Exit Asure ID
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2.7 Options Window

The Options window is available on every File tab, and allows you to manage the iCLASS SE Encoder
Formats, Plugins, Database, Options and User Options.

I Pl i, e R,

Recent Ti e
MNew Template ek Youptaies

Open Temglate

&5

Close Template

Save Template

Save Template As

Manage Templates nﬂﬂm—]

Choose & Language

%
gl el il gl
Ceing (e replis)
Ligrsing Dettsch (Deusctland)
Expanl (Espara, lfsbefzacon niermacond]
Frangais France)
Bafiasa Indunesia (Indonesa)
: | Fortugués (Brasl)
[ optons )&t asure D e
1 ()
Tirkge (irkiye)
AR

Bind Template
Import/Export ¥ Resources
Preview Template

ICLASSSE Encader
Print Template

ER=E
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2.8 Language Options

Asure ID allows you to set the default language of the application. Available languages are:

e English e Indonesian e Spanish
e Arabic e [talian e Thai

e Chinese e Japanese e Turkish
e Czech e Korean

e French e Portuguese

e German e Russian

To set the default language of the application:

1. From the Language option, select a language from the list.
2. Click OK.

I

i Fgleh (Lnted States)

el g s )
Resoutcs (e (e remle)
Licensing Dyt Deutsland]

Eapafinl (Fspaa, affabetzacon ntermacore])
Frangais [Fance)

Banasa Indonesi (Indonesia)

Prrtugues Brasl)

Pycot Pocai)

e ()

Tirkge Tirdye)

Y e A R IE)

iCLASS 5 Encoder

i ok H Cancel ‘

3. An Information window is displayed with a message that the language change occurs after
Asure ID is restarted. Click OK.

Information @

Language change will take effect when Asure ID is restarted.

4. Restart the application.
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2.9 Skins Options

Asure ID allows you to customize the look of the Asure ID application by selecting a predefined skin.
1. From the Skins options, select a Skin from the list.

Note: The change is immediately visible.

2. Click OK.
Options
Language Skins
e i | Diidsibe
Resoyrces J " Black and White " Light Blue and White
Licensing 1 Blue and 'White ~ Light Brown
iCLASS SE Encoder ! Blue Gray Light Violt
"' Bright Blue "~ Pink
" Dark Blue ~ Silver
"1 Gray and Blue Teal Blus
Gray and White ~ violet and White
) Green
e 0K Cancel —
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2.10 Resources Options

Asure ID allows you to access resource information for the application.

Options =3
Language About
Skins
Asure ID
‘m|
Licensing Copyright @ 2009-2015 HID Global
iCLASS SE Encoder i 1
Applet Version
¥ Work Qrder Manager p_f'_"{f;_'(_u
Key Management 7.46.2,133
Reader Configuration 7.6.2,133
UUser Config 76.2.133
Mative Data Source Connection String:
Pravider =Microsoft. Jet. OLEDB. 4.0; Data Source=C:\ProgramData\HID Global'\Asure ID\AsureID mdb; Jet OLEDB:C
¥ iCheck for software updates on startup,
| : Ch_e; ;t;upd-ates now - I
PR | W ——
Field Description
About Displays the current applets loaded and their version.
Native Data Source This is the connection string used to connect to the native Data Source. It
Connection String contains location and connection information.
Check for software updates | This option directs the software to check for updates when launched.
This button checks for software updates immediately.
Check for updates now * If changes are requnred,_ follow the |nstr9ctfons. on the installation W|_zard.
« If changes are not required, a message indicating that the software is up
to date is displayed.
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2.11 Licensing Options

Asure ID allows you to view, modify and activate the licensing information of the Asure ID application.
To activate the License Key, enter the information listed below and click an activation button.

Options [52]
Language Activate License
Template First Name: Jahn
Skins Last Name: Doe
RESOE Email; jdoe@hidglobal, com
Printing
Company Mame: HID Glabal
Advanced Printing
State [ Province: co
Encoding
[ Licensing ) Eaesing i
Card Design Printer Make [ Model: HDP8500
Devices License Key:
iCLASS SE Encoder [¥] Subseribe to product newsletter
| Subscribe to anonymous surveys
Phone Activation [ | Activate Online
Asure ID
System License: LYBHR-IHKMMVPO
License Level: Exchange
Additional Licenses:
oK { | Cancel
Field Description

Activate License

First Name Enter the first name as it appears in the HID license.
Last Name Enter the Last Name as it appears in the HID license
Email Enter a valid email address that can obtain messages about licenses and accounts.

Company Name Enter the Company Name.

State/Province Enter the State or Province where the Company is located.

Country Enter the name of the Country where the Company is location.

Printer Make/Model

Enter the printer (or Encoder) make and model.

License Key Enter the License Key for Asure ID received from HID Global.

Subscribe to product
newsletter

PLT-01067, Version: A.7 July 2017
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Field Description

Subscribe to

Select the check box to subscribe to surveys.
anonymous surveys

This option displays an Activate Offline window that provides HID Global contact

information to activate the software. This window displays an Offline Request Key
that you submit to the HID Global contact. An Offline Response Key is given to you
to enter and Submit in the window.

This option requires an Internet connection and completely activates the license on

Phone Activation

Activate Online

this device.
Asure ID
System License Displays the License Key activated for your information listed above.
License Level Displays the license level for the activated license key.

Additional license keys can be viewable if HID Global support has directed you to

Additional Licenses install additional license keys.
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2.12 iCLASS SE Encoder Options

This option allows you to modify iCLASS SE Encoder options on the Asure ID application.

Note: This option has multiple tabs for configuration. See the following sections for details.

[ Options @
Language l Formats .Ewmmmﬁﬂmﬂﬁ'
Termnplate Installed Formats
Skins |II
Resources Em Remove Selected Format(s)
Printing
Advanced Printing
Encoding
Licensing
Card Design
Devices
ficLass sE Encoder )
If the format you are trying to read is not listed here, contact your HID representative for assistance.
0K | | Cancel

2.12.1 IiCLASS SE Encoder Formats Tab

The iCLASS SE Encoder includes a format interpreter capable of interpreting all open and custom
formats developed and maintained by HID Global. Formats must be ordered from Customer Service,
as formats are custom to a specific OEM or end user, and not freely distributed.

The Formats tab (see graphic above) lists the formats Installed on an Encoder. The default format,
delivered with Asure ID is HI0301. Contact a HID Global representative for assistance if additional

formats are required.

Field

Description

Installed Formats

Select the Install Format icon, to select and install an .EFI format file provided by
HID Global.

Remove Selected
Format(s)

This option removes the selected Format from the list of available formats.

Restore Default
Formats

This option allows you to restore a default Format that may have been removed
from the list.

PLT-01067, Version: A.7
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2.12.2 iCLASS SE Encoder Plugins Tab

Each plugin used by the iCLASS SE Encoder is digitally signed by a key managed by HID and known
by all encoders. Only Genuine HID plugins are recognized by the encoder. Initially, one plugin is
created for each supported card type (iCLASS, MIFARE Classic, MIFARE DESFire EVI, Prox and
Seos.

Plugins automatically install or refresh when Asure ID is started. Although additional plugins can be
installed, you can not delete the plugins installed by default. These plugins can only be Disabled or
Enabled.

Note: Disabling unused plugins may increase the overall performance of the Work Order Manager
and Reader Configurations within Asure ID.

The Plugins tab lists the plugins currently installed, the version number, the Applet version, and
whether the Applet is enabled or disabled.

Options @
Language: m@mmm
Template Installed Plugins
il [©) [©]
Resources [ Plugin Mame Actions 1
Printing > [iCLASS 7. d 4 | Disable
Advanced Printing Data Mapper 7.7.2.345 5.4.0.0 Disable
Encoding Elite Prep Card 7.7.2.345 5.4.0.0 Disable
Licensing Load HID Application Keys 7.7.2.345 5.4.0.0 Disable
Card Design Reader Options Config Card 7.7.2.345 5.4.0.0 Dizable
Do iCLASS Legacy Config Card 7.7.2.345 5.4.0.0 Dizable
(i e — ) MIFARE Classic 7.7.2.345 5.4.0.0 Disable
MIFARE DESFire EV1 7.7.2.345 5.4.0.0 Disable
Prox 7.7.2.345 5.4.0.0 Disable
Seos 7.7.2.345 5.4.0.0 Disable

Custom Key Store Plugins
Active Plugin:
Default Custom Key Store HR g

OK | | Cancel

Field Description

In addition to viewing the installed plugins, you can perform the following tasks:

Install Plugin. Browses for a plugin from HID Global and installs the file.

Delete Applet.
(e | Note: Clears all applet .dll files from the SAM.
[t

| These applets are uploaded automatically on an as-needed basis when required for an
encoding operation.
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Field Description
| Refresh Plugin View.
hd
Custom Key Active Plugin: Allows you to develop a module for encrypting custom keys and how
Store Plugins custom keys are imported and exported.

2.12.3 iCLASS SE Encoder Database Tab

The Database tab displays information stored in the Asure ID database for the iCLASS SE Encoder.
The Database window allows a user to view and manage records and keys.

Options @
Language
Template Database
Skins
Secured Encoder/User Records: 0 | Clear Encoders |
Resources
Printing
Adwanced Printing T | Clear HID Keys |
Encoding
Licensing Custom Keys: 0 | Clear Custom Keys |
Card Design
Devices
Key Set Items: 0 | Clear Key Set Items |
(lictass seEncoder )
Import secured encoder Admin keys from iCLASS SE Encoder desktop application
Import Work Orders from iCLASS 5E Encoder desktop application
Import Keys and Key Sets from iCLASS SE Encoder desktop application
Import Reader Configuration Profiles from iCLASS SE Encoder desktop application
OK | | Cancel
Field Description

Displays the number of iCLASS SE Encoder/User Records.

Clear Encoders: Removes all Encoders (and admin keys) from the
Secure Encoder/User Records database.

IMPORTANT: Admin Keys must be re-entered to retain access to
credentials and credits on the encoder.

Displays the number of known HID Keys loaded on the database.

Clear HID Keys: Deletes all HID Keys from the database. Keys require

Known HID Keys reloading in Key Management.

Note: These keys are not deleted from the currently active encoder.
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Field

Description

Custom Keys

Lists the number of custom keys that are on the database.
Clear Custom Keys: Deletes all Customer Keys from the database.

Note: These keys are not deleted from the currently active encoder.

Key Set Items

Lists the number of Key sets.
Clear Key Set Items: Deletes all Key Sets.

Import secured encoder Admin
keys from iCLASS SE desktop
application

The iCLASS SE Encoder is secured on a per user basis with Admin Keys.
This option allows these Secure Admin Keys to be imported to allow the
specific credential, keys, etc. to be moved from the original iCLASS SE
Encoder Desktop application (version 2.3.6.8 or 2.4.0.10) into Asure ID.

Note: The importer uses the current Asure ID user name and password to
decrypt the admin Keys. If the passwords are different, you are prompted
to enter the old password from the iCLASS SE Encoder Desktop software.

Import Work Orders from
iCLASS SE desktop application

HID Work Orders can be imported from the original iCLASS SE desktop
application (version 2.3.6.8 or 2.4.0.10). Asure ID automates the importing
of these (non-encrypted) items.

Import Keys and Key Sets from
iCLASS SE desktop application

Custom Keys and Key Sets can be imported from the original iCLASS SE
desktop application (version 2.3.6.8 or 2.4.0.10).

Import Reader Configuration
Profiles from iCLASS SE
Encoder desktop application

Import saved profiles created in the original iCLASS SE Encoder desktop
application Reader Configuration application.
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2.12.4 iCLASS SE Encoder Options Tab

The Options tab contains basic configuration options, along with the option of checking the SAM
Firmware compatibility.

Options @
Language mm"* -!mm‘ Options .:‘FWE‘
Template Options
Skins y
Load work order from last session at startup
Resources
Printing | Automatically focus next row in grid after executing a work order

Advanced Printing
Automatically add a new row after executing the last row in a work order

Encoding

liEzmsm | Prompt user between each card that is encoded during batch encoding
Card Design

Fevices Do not show firmware upgrade required dialog on startup

[iCL.ﬁ.SS SE Encoder ]

Dynamically store and load keys and credential counters for encoders not present when .ise or .xml configuration file is loaded.

Custom Key Access Code
A 4-9 digit code that must be entered to secure and access Custom Keys from a workstation.
Low Credential Credit Warning Threshold

25 z Credential Credits

-

Actions

Chedk SAM Firmware Compatibility

Load new Core Firmware to encoder

OK | | Cancel

Field Description

You can set several basic configuration options, select all that are needed:
¢ Load work order from last session at startup
¢ Automatically focus next row in grid after executing a work order
* Automatically add a new row after executing the last row in a work order
¢ Prompt user between each credential that is encoded during batch encoding
¢ Do not show firmware upgrade required dialog on startup

¢« Dynamically store and load keys and credential counters for encoders not present
when .ise or .xml configuration file is loaded.

Options

You must enter the 4-9 digit code to securely access the Custom Keys from a workstation.
This code should be the same across all workstations where custom keys are

Custom Key automatically synchronized.

Access Code ) )
Note: The SNMP encoder Admin keys must also match on all workstations where custom

keys are automatically synchronized.
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Field

Description

Low Credential
Credit Warning
Threshold

Sets the minimum threshold for consumed printing/encoding credits. A warning is issued
when the threshold is reached after an encoding operation is performed in the Work
Order Manager. The default minimum threshold is 25.

Actions

Check SAM Firmware Compatibility: Allows you to check and upgrade the SAM firmware
version.

When the desktop application is launched, it checks for the current SDK version of the
encoder device. If the SDK detected on the encoder is too old, the desktop application
boot loads the version of the SDK that is built into the assembly file to ensure
compatibility.

A message is displayed if the firmware is up to date.

Note: If the detected version is too new, you are directed to the HID support site to
download the latest version of the software. It cannot downgrade an encoder.

Load new Core Firmware to encoder: Allows you to upgrade the core firmware (.fw file)
on an iCLASS SE Encoder.

iCLASS SE Encoder About Tab

The About tab is displayed with the current application information.

Options
Language
Template
Skins
Resources
Printing
Advanced Printing
Encoding
Licensing
Card Design

Devices

{licLass sE Encader

)

About

(HID |

Product:

iCLASS SE Encoder
Software Version:
7.7.2.345

About

Sam 510 Firmware Version:
1117

Core Firmware Version:
01000024

View log file

(6,8

Cancel
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Chapter

Setup and Configuration

The following setup and configuration instructions are for the iCLASS SE Encoder Desktop
application.

3.1 System Requirements

Microsoft Windows 10 (32-bit and 64-bit)
Tvbe Microsoft Windows 8.1 (32-bit and 64-bit)
yp Microsoft Windows 8 (32-bit and 64-bit)
Microsoft Windows 7 (32-bit and 64-bit)
1 GHz or higher Pentium-compatible CPU
Computer/Processor
P / USB Ports
64-bit systems: 2 GB of RAM
Memory . .
32-bit systems: 1 GB of RAM or higher
Hard Disk 1 GB free space
Display VGA or higher resolution monitor
Software Environment Latest Operating System service pack
Local machine administrative rights for iCLASS installation and secure
User Permissions database administration
Internet access for license activation or phone for phone activation

3.2 Administrative Privileges

You must have Administrator privileges to complete the Installation and Startup procedures. To verify
you are an Administrator on your computer:

1. Go to Control Panel > User Accounts > Manage User Accounts.

2. Under Users for the computer, locate your User Name and verify the associated Group column
displays Administrators.
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3.3 Getting Started

Administrative Privileges

You must have Administrator privileges to complete the Installation and Startup procedures. To verify
you are an Administrator on the system:
1. Go to Control Panel > User Accounts > Manage User Accounts.
2. Under Users for this computer, locate your User Name and verify the associated Group column
displays Administrators.
Initial Setup

1. Plug in the CP1000 Desktop Encoder to a USB port on your PC.
2. Plug in the HID USB Flash Drive to a 2nd USB port on your PC.

3. From the USB flash drive, install the Asure_ID_Setup application file located in the Install
folder. Follow the Installation Wizard to install the application. If prompted, allow the
application to make changes to the computer.

4. Launch the Asure ID application and perform the configuration tasks.
Note: Log on credentials: Username: admin Password: admin.

Note: A Windows error may appear indicating that not all of the all drivers were installed
correctly. This is expected as the encoder has a chip that appears as a smart card and if Smart
Card PnP is enabled, Windows will try to locate a driver for this chip which cannot be located.
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Initial Configuration

Change Default Administrative Keys

It is important to change the default Administrative Keys during initial setup for security reasons.

1. During the initial installation, the Unsecured Encoder! window will appear, click Yes to change

Setup and Configuration Page 3-3

2. The Provide New Admin Keys for Encoder window is displayed. This window gives three
different options for changing the default Admin Keys:
m Manual Entry - this option allows you to move information from a previous encoder, or
enter customer created keys. Manually enter your Admin Keys in the Auth Key, Privacy Key,
and Secure Channel Key fields and click OK to confirm.

the keys.

Unsecured Encoder!
The current der has the default administrative keys
that ship from the factory.

For security reasons, these keys need to be overridden.

Change these keys now?

Mo |

Note: Admin Keys must contain 32 characters.

a5l Provide New Admin Keys for Encoder |£|E|i']

Auth Key: ‘VUIOYWSZQIMH6‘u’ZEOWgTLYCPGK}6U5UL ,
Privacy Key: (6F3K§3XEK3H3458YK4?‘64XX§023H5PRP )

Secure Channel Key: (2R)(C:SMIESE‘LRAQOCQZ}JHWESXEHAICI )

| Generate Random Keys |

Passphrase:

| Generate Keys From Passphrase |

( oK )| Cancel |

m Randomly Generated Keys - this option will generate random keys. Click Generate
Random Keys to have the software randomly generate keys. Click OK to confirm.

a5l Provide New Admin Keys for Encoder |£|E|i']

Auth Key: |661SPLBOXEQDVXLM1Q54NTLMTQNVPHPY

Privacy Key: |XFWTXVBWZIS)SHIGCIIHOGYZ2VXYE4N

Secure Channel Key:  3IQRNUHSEGESRWPEHTSINCITDUVZDWPW

( Generate Random Keys )

Passphrase:

| Generate Keys From Passphrase |

( oK )| Cancel |

m Passphrase Generated Keys - this option allows you to enter a memorable passphrase
(minimum of five characters). The software will then generate keys based on the
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passphrase. Enter your passphrase in the Passphrase field and click Generate Keys From
Passphrase. Click OK to confirm.

a5l Provide New Admin Keys for Encoder |£|E|éj

Auth Key: |FF1FBC34F86BA0E2466571BD2C7581A7

Privacy Key: |2DEBE6S7242DACEI0DB288AF372F9305C

Secure Channel Key: |071D8543E9CAGBSDBEACE3AE3B642049

| Generate Random Keys |

Passphrase: 'CP 1000passphrase '

3. A message is displayed prompting you to make a backup copy of your new Admin Keys. Click
Yes to copy the new Admin Keys to the clipboard.

IMPORTANT: Safely store the value of the admin keys for future reference as HID is unable to
recover these keys if lost. If the admin keys are lost, the encoder will need to be sent to HID to be

reset.

Securely Store Encoder Admin Keys
If these keys are lost, you will not be able to access your encoder!

Press Yes, to copy the keys to the dipboard to store them in a secure location.
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Enter the Asure ID CP1000 Edition License Key

The Asure ID CP1000 Edition License Key is AV352-YNRV6E6G. The Admin password should be
modified from the default values for security reasons.

1. Select Work Order Manager > File tab > Options.

2. Select the Licensing option.

3. Enter the License Key AV352-YNRVG6EG6G and click your activation option.

4. When the License Key is activated, the CP1000 Edition will display as shown below.

Options
Language Activate License
Skins First Name: John
Resources Last Mame: Doe
Email: jdoe @hidglobal. com
SR Company MName: HID Global
State | Province: o
Country: usa
( License Key: )

T | Subscribe to product newsletter

Subscribe to anonymous surveys

I Phone Activation | i Activate Online
Asure ID
System License: AV3I52-YNRVGEGG
License Level: CP1000 Edition

Additional Licenses:

oK | | Cancel

July 2017 PLT-01067, Version: A.7



Page 3-6 Setup and Configuration

Change Default Admin Password
The Admin password should be modified from the default values for security reasons.

1. Select User Config > Home tab > Change Password.
2. Enter new and confirm password. Click OK.

w |H User Config - Asure ID - =2 x Change User Password
= S Y .@ an Password: )
Y] :
| & | a"‘ ? 2 &g | Confirm Password:
Cut Copy Paste  AddUser Remove Save Users Change ( — )
User Password | | Cancsl |
Clipboard Asure ID Users Password | —_——
MainView
| © icLass sE Encoder
E Record 10f 1 3
o User ID: admin
Work Order Manager
~ Name: Administrator
=l Use Windows Authentication: 1
Card Design: [
Key Management ar S S
Card Printing: (W]
. User Config: [
Reader Configuration s L
2 Laser Engraving: [
€ £
Program Options: |
Lser Canfig Data Entry: Read/Write Access (with PACS)
ICLASS SE: Administrator

m dEAIR
44> Record 10f 1 whk=bberhre
BT
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Upload Encoder Configuration Package

The following steps will load the required files (on the USB flash drive) on the CP1000 Desktop
Encoder.
1. Go to Work Order Manager > File tab > Upload Encoder Configuration Package.

2. Locate the Credits and Keys folder, on the USB Flash drive. Load the .ise file included on the
USB Flash drive.

i Work Order Manager - Asure ID - 8 Xx
_____ « @
Install Plugin Package B 2 2k e
Add Work |7 Remove : Batch Re ecut @ card Info
Install F " Instruction SE
<
il L Work Instructions Wark Order Execution
Upload Encoder Configuration Package o group by that column
| Selectad Encoder:

Upload Credential Credits HID OMNIKEY 5427 CK 5C 0 - @

Selected Technology:
- .
Impert Work Order From File ICLASS g
4 b Current Status:

Export Work Order to File

Disconnected
. SAM Version:

Open Log File
MfA
Credential Credits:

Recent ltems 3

Options i Exit Asure ID

‘Work Order Description

Ready
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3.5 Change Default Admin Password

The Admin password must be modified from the default values immediately (Username: admin,
Password: admin). For security reasons, this access should not be left on the application.

Warning: When creating, a new Admin user, or changing an Admin password, it is important that
this password is saved in a secure location. At this time there is no password reset feature in place.

See Section 9.7: Change Password for detailed information on modifying the default Admin password.

3.6 Add System Users

See Section 9.4: Add a User for detailed information on User Management and adding users.

Warning: When creating, a new Admin user, or changing an Admin password, it is important that
this password is saved in a secure location. At this time there is no password reset feature in place.
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Initial Configuration (Startup)

This User Guide is specific to the iCLASS SE CP 1000 Desktop Encoder. The following sections cover
the initial configuration of the iCLASS SE Desktop Encoder.

4.1 Plugin Package

A plugin package configures both the iCLASS SE desktop software and the encoder for the type of
technology being used (for example iCLASS). This installation package contains all the counters,
configuration, format and key files necessary to execute work orders for various technologies.

Plugins initially provided include:

e iCLASS e MIFARE Classic

e Data Mapper e MIFARE DESFire EV1
e Elite Prep Card e Prox

e L oad HID Application Keys e Seos

e iCLASS Legacy Config Card

During initial installation, all required plugins are installed. By default, the iCLASS SE Encoder Kit ships
with standard keys and a small number of credits to get started. See Section 2.12.2: i(CLASS SE
Encoder Plugins Tab for more information on plugins.

Options
Language I%_.-_._.___-E = @05 Database if‘".':' ".."‘ﬁ'i'
S Installed Plugins
Resources il (BN Ul
Heenting Flugin Mame Plugin Version Applet Version Actions
iCLASS SE Encader » | icLAsS 2. : Unavailab Dig
Data Mapper 7.6.2.111 Unavailable Disable
Elite Prep Card 7.6.2.111 Unavailable Disable
Load HID Applicatio... 7.5.2.111 Unavailable Disable
iCLASS Legacy Conf.., 7.6.2.111 Unavailable Disable
MIFARE Classic 762,111 Unavailable Digable
MIFARE DESFire EV1  7.6.2,111 Unavailable Disable
Prox 76.2,111 Unavailable Dizahle
Seos 7.6.2.111 Unavailable Disable
oK | | Cancel

July 2017 PLT-01067, Version: A.7
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4.2 Formats

HID programs thousands of formats used in the Security business. Every format has a name and a
number. A format describes how a credential is to be constructed and deciphered (for example: the
number of data fields, size, legal value ranges, and how they are constructed when written to a card).

The application is provided with a default format of H10301. If an additional/different format is
required, contact an HIDGlobal representative for assistance. To install a format file, follow the steps
listed in see Section 2.12.1: iCLASS SE Encoder Formats Tab.

Options
Language 'Formats .;‘m L‘..:‘.:Eg..‘i.e:s:-l-!? lf‘?‘!ii

Installed Formats

skins
Resources |1 i |
Licensing H10301 Remove Selected Format(s)

If the format you are trying to read is not listed here, contact your HID representative for assistance,

OK | Cancel

4.3 Upload Encoder Configuration Package

The Credential Credits and Keys are delivered on the USB Flash drive in the Credits and Keys folder.
However, when additional credits are required they are ordered from HID Global.

Note: Credential Credits and/or Keys can be received as a single .ise from HID Global. See Section 7.7:
Load HID Key(s) for information on loading these files.

Open = B ==
@\_J'l » Computer » CENTONUSE (F) » Credits and Keys ~ | 43| | Search Credits and Keys o
Organize « Share with - Mew folder 1= » i 9

b Eantiies Name Date modified Type Size
' | SM_CP0414(5011101293771).ise 11/5/2014 2:26 PM ISE File 2 KB ]
* s Libraries 3
&> 18 Computer
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1. Select Work Order Manager > File tab > Upload Encoder Configuration Package.

!

Install Plugin Package

Install Formats

Upload Encoder Cenfiguration Package

Upload Credential Credits

Import Work Order From File

Export Work Order te File

Open Log File

E®*00HEe

Recent ltems »

| Options | |Ekit Asure L+ |

2. Browse to the iCLASS SE Encoder File (.ise file) provided by HID Global.
3. Double-click the file to be loaded or select the file and click Open.

4. The software updates the keys and key sets. A progress bar displays as the keys and credits are
loaded.

Installing plugin packa ge...

Uploaded Key 2 of 21 to SAM.
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5. When successfully loaded, the message Package has been successfully installed appears at
the bottom of the window.

[y Work Order Manager - Asure i - B X
[ New .. B savea B o T
| = e R S O 1= N e R |
i ’ T [ Il
g & o O B B B o =
pen  Close L Al : Add Work [ Remove ecord Add Bat : = Bxecut oLt Card Info
&) Delete 8] Export to POF || mnatruction L2 Record L
Work Order Management L Work Instructions W ark Drder Eweqution
#pphcatxx‘s Hagauimheadﬂ’hue to group by that column
| ©) icLass SE Encoder | Selected Encoder:
|| 'HID OMMIKEY 5427 CK 5C 0 - &
; Selected Technology:
Work Order Manager ICLASS W
J Current Status:
Connected
Key Management SAM Version:
l 4.0.0.0
Credential Credits:
Feader Configuration :
&
User Config
‘Work Order Description
Package has been successfully installed. ]
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After the upload is complete, the installed package contents are displayed on the Key
Management > Keys tab pane.

Key Management - Asure ID - B X
2@
i : . Import Keys s Remove @ Lis ™ Edit Key Set |
s cm = -
Create Remove 4. Expart Keys | L0ad HID o Revoke Refresh | Add Key @ Delete Key Set
Custom Key Custom Key Kev(s) Set
: c i HID Keys Key Sets
| @iciass sEEncoder | ol . | selected Encoder:
i Ll b i L HID OMMIKEY 5427 CKSCO  ~| &3
Enceder Engine ID:
28050104013 1E433010103050F8C9(
Encoder Authentication Status:
Hot Authenticated
. Available Key Slots:
- [, | 108 of 256
Reader Configuration HID Keys Available Memary:
2 3 9205 of 155648 Bytes
S Mame Configuration [aiis]
st o PY sc0s GOF End User change key 26060104018 1£438010 102011801010204
Seos GDF Integrator change key Standard 28060104018 1E438010 10201 1801010205
Seos 50 ADF Enc Privacy Key Standard 2B0601040181F43801010201183010102020101
5ens 50 ADF Mac Privacy Key Standard 28060104018 1E4380101020118010102020102
Seos ADF Read key Standard 2B0601040181E43801010201 180101020203
Seos ADF Write key Standard 2B0S01040181E43801010201 180101020204
Se0s ADF Admin key Standard 26060104018 1E43801010201 180101020205
Seos 50 ADF QID Standard 2B06010401531E438010102011801010202
Seos 50 ADF QID ICED120 2B0S01040181E438010102011801010405
m iClass Legacy HID App Encryption Key Standard 28060104018 1E43801010201090501
R 0 T P O e SR e g R gt
Ready
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4.4 Custom Keys

The initial package provided to the customer includes a limited number of credentials to get the user
started. Custom Keys are crated from the Key Management application.

i Key Management - Asure ID - 2%
Home 2 @
: o Import Keys o Remove @ Lis = Edit Key Set |
Create Remove 4 ExportKeys | LoadHID o Revoke Refresh || Add Key @ Delete Key Set
Custom Ke stom Key Key(s) Set
St REYS. HE RS Koy et
e - 53
Custom Keys BTt :
| ©@icassseEncoder |, L . .| select=d Encoder:
i e it B j e gt HID OMNIKEY 5427 CKSCO  ~ | &)
: Encoder Engine ID:
‘Work Order Manager
280501040 18 1E4330 10 103050F3C9(
Enceder Authentication Status:
et Tl b HNot Authenticated
. Available Key Slots:
+ — I, 108 of 256
Reader Configuration HID Keys Available Memary:
2 f ; 9205 of 155648 Bytes
S Mame Configuration oI
35 Gl PY =0 GDF End Uiser change key 28060104018 1E4380 10 102011801010204
Seos GDF Integrator change key Standard 28060104018 1E438010102011801010205
Seos 50 ADF Enc Privacy Key Standard 28050104018 1E4380101020118010102020101
Seos 50 ADF Mac Privacy Key Standard 28050104018 1E4380101020118010102020102
Seos ADF Read key Standard 28050104013 1E43801010201180101020203
Seos ADF Write key Standard 280501040 18 1E4380101020118010 1020204
Seos ADF Admin key Standard 2B0601040181F43801010201180101020205
Seos 50 ADF OID Standard 280601040 13 1E438010102011801010202
Seos 50 ADF OID ICED120 28050104018 1E438010102011801010405
iClass Legacy HID App Encryption Key Standard 28060104018 1E43801010201090501
S Y E . oo oo oo o o
m —
Ready

For information on Creating Custom Keys, see see Section 7.1.1: Key Management Toolbar.
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Chapter

Work Order Manager

The Work Order Manager module allows the user to create, manage and execute Work Orders.

5.1 Work Order Manager Home Tab

The Work Order Manager Home window contains the following areas.

] Waork Order Manager - ICLASS_SE_SO_ONLY - Asure ID = O x

T
|@ | g:.:ame @ E:;:r:smcsv B L E@ E_{é) m |B ‘3 Rmm‘

Open  Close Print Add Work Remove AddRecord AddBatch Remove Exeoute Execute Card Info
@ Delete 1| Export to POF || [nstruction 4 Records Records Selected Al ®
Sork Ovrler Marmgament ok BeSuctions. || Yook Ordes Epeoaton

| Drag a column header here to group by that calumn

I N
Il Card_ld_Mumber | Fadlity_Cade | CLASS_Card_Serial_Mumber |- S -
| I, oo ol 19
' | Selected Technology:

ICLASS -
Current Status:

Connected

SAM Yersion:

I 4004

Credential Credits:

Reader Configuration =
-’ Genuine HID, iCLASS Elite e
& |25 =]
| Genuine HID
Uzer Config e
| (|
Work Order Description

ICLASS: Write "H10301" (SE)

Ready
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5.1.1

Work Order Manager

Work Order Manager Toolbar

T ——
= =
= B

&, Rename

Open Close
&b Delete

Work Order Manager - ICLASS_test - Asure ID =
2 @
o Save As = e B
— ) o |j S B Ef B | % | l Read Back |
{#| Export to TSV e [="C = =
Print Add Work |—'|_ Remove Add Record Add Batch Remove Execute Execute @ Card Info

Work Order Management

| Export to POF || nstruction Records Records Selected Al

Work Instructions Wark Order Execution

Toolbar Function

Description

Open Opens an existing Work Order. See Section 5.3: Open a Work Order.
Close Closes the current Work Order. See Section 5.4: Close a Work Order.
New If you select New, any currently opened Work Order closes and the Work Instruction
Wizard opens to create a Work Order. See Section 5.5: Create a Work Order.
Select Rename to rename an existing Work Order. The Manage Work Orders window
Rename appears. Select the correct work order and click Rename Work Order. See Section
5.6: Rename a Work Order.
Select Delete to delete an existing Work Order. See Section 5.7: Delete a Work
Delete
Order.
Print Select Print to print the open Work Order. See Section 5.8: Print a Work Order.
Save As Select Save As to save the open Work Order with a new name. See Section 5.9: File

Save As a Work Order.

Export to CSV

Select Export to CSV to export the work order to a comma separated file. See
Section 5.10: Export Work Order Data to a CSV File.

Export to PDF

Select Export to PDF to export the work order to a Adobe PDF file. See Section 5.71:
Export Work Order Data to a PDF File.

Select Add Work Instruction and the Work Instruction Wizard will walk you through

Add quk the creation of a Work Instruction. See Section 5.12: Add a Work Instruction to a
Instruction
Work Order.
With a Work Order open, select the Edit option. Select a Work Instruction from the
Edit list, and modify in the Work Instruction Wizard as needed. See Section 5.13: Edit a
Work Instruction .
Remove With a Work Order open, select the Remove option. Select a Work Instruction from
the list to remove. See Section 5.14: Remove a Work Instruction .
Add a single record to the Work Order database. Each record added is a credential
Add Record to be encoded with the Work Order. See Section 5.71: Export Work Order Data to a

PDF File. See Section 5.15.1: Add a Credential Record.

Add Batch Records

Add a batch of records to be encoded with the Work Order database. See Section
5.15.2: To Add a Batch of Credential Records.

Remove Records

Delete Work Order records one or more records at a time. Shift + Click to select all
records or Ctrl + Click to select individual records for removal. See Section 5.15.3:
Remove Records.
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Toolbar Function

Description

Execute Selected

Execute Work Order on selected record. This allows the user to select a record, and
encode the work instruction(s). As each card is completed, the display for the
credential record is grayed out and the serial number of the card displays in the
column. With each encoding, the associated Credential Credits decreases by one.
See Section 5.15.4: Execute Work Order on Selected Credential Records.

Note: If there are not enough encoding credits for the process a message displays.
You need to contact HID Global and order more encoding credits.

Execute on all records in Work Order. The system selects all records and encode. The

Execute All process continues until all the credential records have been encoded. See Section
5.15.5: Execute a Work Order on All Credential Records.
Reads back the card currently on the encoder and attempts to read a card and
Read Back locate its corresponding record in the data of the current Work Order. An error
message displays if the card information does not match that in the Work Order. See
Section 5.15.1: Add a Credential Record.See Section 5.15.6: Read Back
Reads the UID and memory configuration of the presented card.
Place a card on the iCLASS SE Encoder, select the card technology type, then select
this option.
Card Info

Note: Not all cards display the same information. In general the information is:
CSN - Card Serial Number

Card Type (for example, SO Only)
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5.1.2 Work Order Manager Configuration Pane

Selected Encoder:

HID OMMIKEY 5427 CK.5C 0 = Ej
Selected Technology:

ICLASS -
Current Status:

Connected
SAM Version:

4.0.0.0
Credential Credits:

Genuine HID

30

Genuine HID, HID SI0

36

Genuine HID, Custom
36

Waork Order Description

ICLASS: Wirite "H10301" (SE)

Field Description

All available encoders are listed in the drop-down list. Click the Refresh to refresh

Selected Encoder the type of encoder.

Selected Technology Displays all card technologies loaded on the encoder.
Current Status Displays the status of the encoder.

SAM Version Displays the current SAM firmware version.
Credential Credits Displays all the credits loaded on the encoder.

Work Order Description | Displays each work instruction on the open Work Order.
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5.2 Work Order Manager File Tab

The Work Order Manager File tab contains specific options for this module.

/

Install Plugin Package

Install Formats

J M’

B[«

Open Log File

Recent lems

Upload Encoder Configuration Package

Upload Credential Credits

Import Work Qrder From File

Export Work Order to File

.3

Options : | Exit Asure ID :

Option Function

Description

Install Plugin
Package

The Install Plugin Package is a bundle of files that will install all the necessary
plugins for the encoder. See Section 4.3: Upload Encoder Configuration Package.

Install Formats

The Install Format imports an encrypted file determining how a PACS credential is
formatted. See Section 4.2: Formats.

Upload Encoder
Configuration
Package

The Upload Encoder Configuration Package uploads credential credits and HID
Keys on to the encoder. See Section 4.3: Upload Encoder Configuration Package.

Upload Credential
Credits

The Upload Credential Credits allows the upload of Credential Credits (.xml)
provided by HID Global.

Import Work Order
From File

The Import Work Order From File allows you to upload a Work Order Export file
(.xml) to Asure ID CP1000 Edition application.

Export Work Order
to File

The Export Work Order to File allows you to save a Work Order for backup and to
upload the file at a later time.

Open Log File

The Open Log File allows you to view the log file of events for the Asure ID CP1000
Edition application.

Recent Items

The Recent Items displays the Recent Work Orders, for quick reference. Work
Orders can quickly be opened by double-clicking a Work Order on the list

Options

See Chapter 2: Options Window for detailed information.

Exit Asure ID

The Exit Asure ID on the File menu, will log the current user out and exit the
application
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5.3 Open a Work Order

1. To Open an existing Work Order, select Work Order Manager.
2. Select Open from the toolbar.

fim Work Order Manager - ICLASS_test - Asure ID - B X
File: Haome 2 @
s 1 p— = _ . — =
@ @ [ New Ll [ save as B = et S ] ) : | E | I ——— |
%, pename i Export ta C5V & EE @
Open JClose Print Add Work [ pemove | Add Record Add Batch Remove Execute Execute Card Info
(&) Delete | Export to POF || [nstruction 2 Records Records Selected  All @
Wark Order Managsment Work Instructions Wark Order Execution

3. Select a Work Order from the list, and click OK.
x

ICLASS-SE-Config-2-H10301
MIFARE-Config-H10301
MIFARE-Config-standard-H10301

Item detail

[ oK J | Cancel

4

4. The Work Order information populates the Work Order Manager window.

| 2 [ Mew A= [ save — \ ) L — _—"
| @ m g:mme u‘-—-P ) SEiportAshc csy B . E@ @ |J-£ |J-£ T

e | work order Manager - icLass_wo_1 -asue> ]

Open Close Print Add Work [ pemove | Add Record Add Batch Remove Execute Execute Card Info
(&) Delete | Export to POF | Instruction E Records Records Selected Al ©
Wark Order Management | Work Instructions

Wk Celler Exem by

Dajaaimhaadﬂ'here to group by that column

| @ictass sEEncoder |

Card_Id_Mumber | Fadlity_Code i CLASS_Card_Serial_Mumber | Custom_Field S 5

> 1 HID OMNIKEY 5427 CK.5C 0 =)
j | 3 Selected Technology:
Work Order Manager 3 ICLASS »
4 Current Status:
5 Connected
Koy Moot 6 SAM Version:
. 4.0.0.0
8 Credential Credits:
Reader Configuration |
9 Genuine HID
2 |
- ; »
Genuine HID, HID 510
User Config I
35
Genuine HID, Custom
35

‘Work Order Description
ICLASS: Write "H10301" (SE
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5.4 Close a Work Order
1. When a Work Order is Open, select Close from the toolbar. See Section 5.3: Open a Work

Order.
i [ Work Order Manager - ICLASS-SE-Config-H10301 - Asure ID ] S
Home - @
‘ @ @ [ New —I:l A save as B ™ Edit h: , E@ @ |T} |=£ Read Back
. Rename :! %] Export to €5V .
Close Print

{#| Export to POF Records Selected Al

Wark Order Execution

Instruction Records

Weork Instructions

|| Drag a column header here to group by that column — it
| Selected Encoder:

Card_Id_MNumber Fadility_Code | CLASS_Card_Serial_Mumber

Add Waork L Remaove .ﬂdd Record Add Batch Remove Execute Execute @ card Info

2C)

| selectsd Technology:

Work Order Manager ICLASS

% I Current Status:

3 I 5 1 52244 Connected
Key Management SAM Version:
. 4.0.0.0
s ] Credential Credits:
s Con-ﬁ,gxamn .-Genu'me HID, iICLASS Elite
& |z
User Canfig | ‘Waork Order Description
ICLASS: Write "H10301" {SE)
Ready

2. The Work Order is closed.

Work Qrder Manager

Key Management

Reader Configuration
&l’

User Config

Selected Technology:
ICLASS

Current Status:
Connected

S5AM Version;

4.0.0.0

Credential Credits:
_-Genuiﬂe HID, iCLASS Elite
| 25

| ‘Work Order Description

Ready

S { work Order Manager - Asure D ) S
ﬁ Home 2 @
G o= B | [ cm —
‘ &Rﬂnﬂme 18| Export to C3 s l-“'ﬁ —""ﬁ
Open  Close © veete ] Exort to PO Iﬁ:gr‘:‘;:; [ Remave e ot @ cardInfo
Work Dedes Manadement Wokmswucions || Wbk Crdee Ecutn:
| ©@icLasssEEncoder ‘l | selectzd Encoder:
HID OMMIKEY 5427 CKSC 0 » tg

Page 5-7
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5.5 Create a Work Order

A Work Order is comprised of one or many Work Instructions. A Work Instruction is a single command
issued during Work Order execution. The single Work Instruction can either read or write to a specific
memory location.

1. Select Work Order Manager module. Select New from the toolbar

[ Work Order Manager - ICLASS-SE-Config-H10301 - Asure 1ID - B X
Home & '-1‘3'
—‘| = 1 \ 1 T — T— I
| @ @ o '_' B save s IE = Edit k@ @ @ | ﬁ ‘ i Read Back |
cl '& i m sals Add . 3 dd d Add Batch I
Open ose Print Wor Remave AddRecord AddBa Remove Execute Execute Card Infa
\k-j' Delete E| Export to FOF || nstruction L“ Records Records Selected  All @
Wark Order Management Wark Instructions | Wark Order Execution

_' Bﬁl; a column header here to group by that column [
I |
I

= I Card 3d ... | Fadity Code | (CLASS.Ca... | Fadity Co... | Card 3d ... || *ocoied crcoder:

I N T 0 o - O

| Selected Technology:
iCLASS -

| Current Status:

Connected
SAM Version:

. 4.0.0.0

| Credential Credits:

Reader Configuration ; o
Genuine HID, iCLASS Elite -
f-,
25
Genuine HID
User Config 95
I Py =, |
Work Order Description

ICLASS: Write "H10301" (SE

m ICLASS: Read "H10301" (5E)
vt 101+~

Ready

2. Select the required technology, and click OK.

Select a Plugin x|

MIFARE Classic
MIFARE DESFire EV1
Prox

Seos

[ oK ]| Cancel |

3. See Chapter 6: Work Instruction Wizard, for details on each technology wizard. When you have
completed the wizard, return to the following step.
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4. Select Yes to save the Work Order.

Save

IQ] The Work Order has been modified. Would you like to save the changes?

5. Enter a descriptive name for the Work Order, and click OK

Save Work Order B x|

Available Templates:

Template Name:
(icLass-sE-ConfigH10301 )

[ OK ]| Cancel |ﬁ

6. The Work Order information is now displayed on the Work Order Manager window, with the
Work Order name displayed across the top of the window.

i Work Order Manager - iCLASS_SE_SO_ONLY - Asure ID = e

ﬁ Home A @
| @ - g:ime @ E Zic:r:sto csv D e E@ EE@ @ ‘3 |‘3 o ‘
Open

Close i Add Work Remayve Add Record AddBatch Remove Ewecute Execute Card Info
&) Delete #| Export to POF || fnetruction 4 Records Records Selected Al o
: Work Order Management Work Instructions | Wark Order Execution
| Drag & column header here to group by that column
e ] Jou— .
| © icLASS SE Encoder Jl Card_Id_Mumber | Fadlity_Code {CLASS Card Serial pumber || Soeicd Encader; -
I | et oo - O
j | | selected Technology:
Work Qrder Manager iCLASS -
Current Status:
Connected
Key Management 54M Version:
. 4.0.0.0
Credential Credits:
Reader Configuration s =1
| Genuine HID, iCLASS Eiite a
» ] . .
& | 25 =
|| Genuine HID
User Conﬁg I = = _.
| I
Work Order Description

iCLASS: Write "H10301" (SE)

Ready

July 2017 PLT-01067, Version: A.7




Page 5-10 Work Order Manager

5.6 Rename a Work Order

1.

While in the Work Order Manager module, select Rename from the toolbar.

e [Work Order Manager - iICLASS-SE-Config-H10301 - Asure ID ] - o= ¥
E Home " é‘
- e @o= g e EE

| @ @ m:c::rtmcsv P E@ %—@ E@ | | Read Back |

Add Work [ remove Add Record Add Batch Remove Execute Execute @ Card Info

rint
&) Delete | Export to POF || Instruction Records Records Selected Al

Wark Order Management

FE -

‘Work Qrder Manager

Key Management

Reader Configuration
{'-,
[
User Config

|

Wark Instructions

Wark Order Execution

Ik.iﬁ: a column header here to grdup by that column

Selected Encoder:

HID OMMIKEY 5427 CK SC 0
Selected Technology:
iCLASS

Card_Id_MNumber Fadility_Code 1 CLASS_Card_Serial_Mumber

Current Status:
Connected
SAM Version:
4.0.0.0

Credential Credits:

Genuine HID , iICLASS Elite
1|25

‘Work Order Description

ICLASS: Write *H10301" (SE)

Ready

2. Select a Work Order from the Manage Work Order window, and click Rename Work Order.

3. Enter a new name of the Work Order on the New Work Order Name window, and click OK.
4. The Work Order name is updated on the list. Click OK.

Manage Work Orders

Available Work Orders:
_iFI!.ASS__SE S0 O!’_\_JLY

Actions

Rename Work Order

b oo

-

=l

New Work Order Name

=

| iCLASS-SR-Config|

Manage Work Orders

Ok

§ )| conel |

Available Work Orders:

jCLASS SE S0 OMLY

Actions

Rename Wark Order

ok o
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5.7 Delete a Work Order

1. While in the Work Order Manager module, select Delete from the toolbar.

- (| Work order Manager - iCLASS-SE-Corfig-H10301 - Asure 1D ) - = x
| w S =4 Save As — ] ! R —
DRI G5, B0 B B8 DD
3 %] Export to €5V = <
Cpen  Close Print Add Waork D Remove  AddRecord AddBatch Remove Execute Execute @ card Info
'*_| Export to PDF || instruction ; Records Records Selected Al
work Urder Management Wo_rl_c Instructions '_n".'or_k Order Execution
Ix.iﬁ: 3 column header here to grdup by that column
" I :
| 9 KlkSS_E Enmd_er J Card_Id_Mumber Fadlity_Code 1 CLASS_Card_Serial _Mumber S :
> DomE e axt 0
X 2 ilsg €0 Selected Technology:
Work Qrder Manager ICLASS -
4 Current Status:
Connected
Key Management SAM Version:
. 4.0.0.0
Credential Credits:
Reader Configuration : —
b Genuine HID, iICLASS Elite
£ |25
[ e
User Confi
etk ‘Waork Order Description
ICLASS: Write "H10301" {SE)
Ready

2. Select a Work Order from the Manage Work Order window, and click Delete Work Order.

3. The file is removed from the list.

4. Click OK.

Manage Work Orders

Available Work Orders:

Actions

Delete Work Order

ICLASS-SE-Config-H10301

OK
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5.8 Print a Work Order

Work Orders can be simply printed to a local printer.

™ Work Order Manager - iICLASS_test - Asure ID = B X

E Hame 7 g
' A =4 Save As D - | - ~ E —1
@ &? @-R:ame - Ll EZ:rtto Csv A5 0 EL@ @ | ‘ Read Back |

PO @ oakie ) comaror | 27 O LD Ry SRS PR @ o
Wark Order Managsment 'v‘;'orl_c Instructions fw‘.'curk Order Execution
1. Open the Work Order Manager module.
2. Open a Work Order. See Section 5.3: Open a Work Order.
3. Click Print from the toolbar.
4. Select your normal printer options from the Print manager.
5. Click Print.
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5.9 File Save As a Work Order

This process makes a copy of the Work Instruction to a new Work Order, where it can then be
modified, as needed. Note: The database is cleared for the new Work Order.

1. Open the Work Order Manager module.

2. Open a Work Order. See Section 5.3: Open a Work Order.

3. Click Save As from the toolbar.

i Work Order Manager - iICLASS_test - Asure ID = B X

@ &y [ New @ D ™ Edit E@ 'E:_@ .E“@ |__Ll |__l Read Back |
i

%, pename i Export ta C5V
e rint Add Work [Tl Remove | Add Record AddBatch Remove Execute Execute () card Info
(&) Delete ] Export to POF || Instruction [ Records Records Selected Al ®

qul_a Order Mana_gr:men_t 'v‘;'Drl_f. Instr_ucﬁc'ns f.r‘.'curk COrder Ex_ecuﬁon

Open  Close

4. Enter a new Template Name for the Work Order, and click OK.

Save Work Order ! x|

Available Templates:
ICLASS_WO_1
ICLASS_WO _ilg
iCLASS-5E-Config-3-14-H10301
MIFARE-Config-H10301
MIFARE-Config-standard-H10301

Template Mame:
(icLass_wo_1 )

( 0K ]| Cancel |ﬁ

5. The new Work Order is saved and opened with the new name ready to edit, if needed.

6. If the Work Order with this Template Name already exists, a Warning window appears.
To continue, click Yes to overwrite the current Work Order.

l ki Work Order already exists. Would you like to overwrite it?

[
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5.10 Export Work Order Data to a CSV File

Work Order Data can be exported to a Comma Separated Values file (CSV) file.
1. On the Work Order Manager toolbar click Export to CSV.

™y Work Order Manager - iICLASS_test - Asure ID - B X

l E EL B B OB |E |B Read Back |

Print Add Work [T g Add Record Add Batch Remove Execute Execute

- | Remove Card Info
i) Delete | Export to PDF || [nstruction L' Records Records Selected All @

Work Order Management Waork Instructions Waork Order Execution

2. Browse to a location to save the file, and click Save.

i Save As @
@ '\._./I v| . » Libraries » Documents » Work Order_Files yel |
Organize = New folder SEEEE 4 IZQ_.'

¢ Favorites Documents library A ik

Work_Order_Files

s H 1 -
e L tics MName Date modified Type Size
/M Computer Mo items match your search.

File name:  ICLAS5-5R-Config -
Save as type: | Comma Separated Files (*.csv) v]
“ Hide Folders ( Save ) | Cancel ‘

3. Below is an example of the CSV file.

|._—| 9~ = CLASS-SE-Config-H10301.csv - Microsoft Excel o B 2R
Home Insert Page Llayout Formulas Data Review View Acrobat =2 9 o e 22
Al - Je | Card_Id_Number v
A B E D =
il |Card Id Number |Fac:’ﬁty_C0de i CLASS Card_Serial_Number Custom_Field il
2 : 1 51244201F9FF12E0
3 2 1 52244201F9FF12E0
4 3 1 7AOGFCODFBFF12ED =
5 4 1 0102FCOCFBFF12ED
B 5 1 51244201F9FF12E0
7 6 1 52244201F9FF12E0
B 7 1 7AO6FCOOFBFF12ED T
i B8 1 0102FCOCFBFF12ED
10 8 1 51244201F9FF12E0
11 10 1 52244201F9FF12E0
12
an FI=FETTTTRTTIRITRITINECINTINTTRIIEINT . ARTORITIEN 2
M 4 » M| ICLASS-SE-Config-H10301 .~ CJ _ el w ] A0
Ready | |/l E E - 200% (=) [} (+)
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5.11 Export Work Order Data to a PDF File

Work Order data can be exported to a Portable Document Format (PDF) file.

1. Work Order Manager module click Export to PDF.

™y Work Order Manager - iICLASS_test - Asure ID - B X

E Home = '!’?"
@ @ g::ame S:'::r':u csv B __ - .‘@ E@ FE:QJ |J1 |J . |

pen  Close - Add Work Remove Add Record AddBatch Remove Execute Execute card Info
\SJ'DElEtE 'tl Export to POF J 1nstruction L“ Records Records Selected Al @

Work Order Managemenit Waork Instructions Waork Order Execution

2. Browse to a location to save the file, and click Save.

B Save As @
S

@u'| , v Libraries » Documents » Work_Order_Files earch Work Order Files yel |
Organize » New folder == = igl

¢ Favorites Documents library

) Arrange by:  Folder ~
Work_Order_Files

= liban -
el Libiaics Name Date modified Type Size
M Computer Mo items match your search.
File name: iCLAS5-SR-Cenfig -
Save as type: | Portable Document Format Files (*.pdf) v]
“ Hide Folders ( Save ) | Cancel ]

3. Below is an example of the PDF file:

iCLASS-SE-Config- .pdf - W=l —
File Edit View Window Help x

Roeee- | DD R | @B 6B R4
fl‘@‘ — ll“ TunlséCommentéShare

| Card_Id_Number | Fadility_Code | i CLASS_Card_Serial_Number |
256 1}o102FCo0FBFF12E0

7ADSFCODFBFF12ED

m

265
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5.12 Add a Work Instruction to a Work Order

A Work Instruction is a single routine issued during Work Order execution. The single Work Instruction

can either read or write to a specific memory location.
Note: This example is of a Custom Configuration.

1. Open a Work Order.

iin Work Order Manager - Asure ID - B X
N [ New o O o | | IE e (- [—
| ﬁ ; i Edit B Ty 0 fog | | : | -
&, Rename [l S L2 ipr) o =R s
Qpen | Clase ; Add Work [T pemove = : Executs Execute Card Info
& Delete Ll Instruction E ; : o
| Wark Drdg[ Management | 'u-‘a'q!'ln_{ Instructions 'v‘.'prk Drder Execution
_ || oraga column header here to group by that column i !
| @ iCLASS SE Ericoder | Selected Encoder:
— HID OMNIKEY 5427CKSCO - | )
j Selected Technology:
Work Crder Manager ICLASS -
Current 5tatus:
Connected
Key Management SAM Version:
l 4.0.0.0
Credential Credits:
Reader Configuration —
2 Genuine HID, iCLASS Elite =
& 25 =]
User Config Genuine HID
= 25
P ———— e ——— |
‘Work Order Description

Ready

2. Double-click a Work Order from the list to open.

Open Work Order i x|
(icLasSs SE-ConfigH10301 )
Ttem detail
o ' Cancel
| P
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3. The Work Order information is displayed on the Work Order Manager window.
Select Add Work Instruction.

im Work Order Manager - iICLASS_SE_SO_OMNLY - Asure ID - B X
B X
3 h. = = y = ——
‘ @ Cinen D B sevess = Edit @ E@ @ ‘ : E ‘ i Read Back
%, Rename {#| Export to CSV
Open  Close Print Remove AddRecord AddBatch Remove Execute Execute Card Info
@ Delste | Export to PDF 4 Records Records Selected Al @
¢ Work Ovder Management Work Instuctions || Wark Order Execution
— f = : = ; e
| Drag a column header here to group by that column -
——— e
l © icLASS SE Encoder ” Card_1d_Number | Fadiity_Code iCLASS, Card,_Serial umber || 2ot : -
I 2o oo - 1O
j I | selected Technology:
Work Order Manager iCLASS -
: Current Status:
Connected
Key Managemant SAM Version:
l 4.0.0.0
Credential Credits:
Reader Configuration s =
3 | Genuine HID, iCLASS Eite af
& |25 =
| Genuine HID
User Config v --l
Work Order Description
ICLASS: Write "H10301" (SE)
Ready

4. Select the technology type from the list and click OK.
|

ICLASS

MIFARE Classic
MIFARE DESFire EV1
Prox

Seos

[ 0K ]| Cancel |

5. See Chapter 6: Work Instruction Wizard, for details on each technology wizard. When you have
completed the wizard, return to the following step.
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6. Select Yes to save the Work Order.

Save
|9] The Work Order has been modified, Would you like to save the changes?

L

7. The new Work Instruction is now listed on the Work Order Description.

e Work Order Manager - ICLASS-SE-Config-H10301 - Asure ID - B X

ﬁ Home 2~ ,@
‘@ @ ’gl::uame Dgu gii:r:ocsv B _:‘;Edt @ E@ Eﬁ |B ‘J s

Open Close Print Add Work [ pemove | Add Record Add Batch Remove Execute Execute card Info
(i) Delete 1| Export to PDF || tnstruction E Records Records Selected Al ©
Wik Dvder Management Wk Rmwuctions. | | Wk Qnder Exprcton

T 1
|| Drag a column header here to group by that column |

i Encoder I | Selected Encoder:
IM_ A— I Card_Id_M... | Fadiity Code |iCLASS_Ca... | Fadlity_Co... | Card_Id M... || x s
I T N N " <0 O
- | | Selected Technology:
Work Order Manager ICLASS -
| Current Status:
| Cornzctsd
Koy Maragenent SAM Version:

l 4.0.0.0

| Credential Credits:
Reader Configuration : o
Genuine HID, iCLASS Elite -
2 _
& [ 25 =]
Genuine HID
User Config a5

Lmsim et m i mon it i eTo
Work Order Description
ICLASS: Write "H10301" {SE)

m [ {CLASS: Read "H10301" (SE) ]
|
P

Ready
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5.13 Edit a Work Instruction

The following describes the simple process of editing an existing Work Instruction.

1. Open a Work Order.
2. Click Edit in the Work Instructions section of the toolbar.

[ Work Order Manager - iCLASS_SE_SO_ONLY - Asure ID = B X

Home g@
D@ @0 EC=) B 88 E G

Close Print Add Work Remove Add Record AddBatch Remove Exeute Execute Card Info
@ Delete '&| Export to POF || nstruction D Records Records Selected Al @
= Wark Order Managsment Work Instructions || Wark Order Execution
| Drag a column header here to group by that column Configuratior
e | P — -
I T
I © icLASS SE Encoder Il Card_Id_Mumber | Faciity_Code HELAGE: i Sl Jhiober: || il Ecinder -
I T | eve scisco -[O
j | | selected Technalogy:
Work Order Manager ICLASS -
: Current Status:
Connected
Key Management SAM Version:
l 40040
Credential Credits:
Reader Configuration i =1
| Genuine HID, iCLASS Elite -
2 . sl
& s '
| Genuine HID
User Config [ | =]

Waork Order Description
ICLASS: Write "H10301" (SE)

Ready

3. Double-click a Work Instruction from the list to edit.

Select Work Instruction ]|

T e
Write Custom_Field (ASCII Text)

|| oK || | Cancel |

4. The Work Order Instruction wizard is opened. See Chapter 6: Work Instruction Wizard, for
details on each technology wizard.

5. When complete, the Work Instruction selected is modified.
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5.14 Remove a Work Instruction

The following describes the simple process of removing an existing Work Instruction.
1. Open a Work Order.

2. The Work Instruction is now displayed on the Work Order Manager page.
3. Click Remove in the Work Instructions section of the toolbar.

[} Work Order Manager - iICLASS_SE_S0O_OMNLY - Asure ID = B X

Home ﬁ.@
G @i Dom B B8 E L

Close Print Add Waork l Remave l Add Record Add Batch Remove Exeoute Execute Card Info
@ Delete 1] Export to POF || fnstruction 4 Records Records Selected Al L

. Work Order Management Work Instructions || Wark Order Execufion
U'?'ﬂamm?ﬁemgmun by that column Configuratiar
. | :
| Selected Encoder:
I © iCLASS SE Encoder Jl Card_Id_Mumber | Fadiity_Cade i CLASS_Card_Serial_Number || - -
I, e o - O
j I | selected Technology:
Work Qrder Manager ICLASS -
: . Current Status:
- Connected
Key Management SAM Version:
l 40,00
Credential Credits:
Reader Configuration i =0
2 | Genuine HID, iCLASS Elite -
& 25 =]
| Genuine HID
Uszer Config e -
| [

Waork Order Description
ICLASS: Write "H10301" (SE)

m ¢ Record 10f1 + — [

Ready

4. Double-click the Work Instruction from the list to remove.

Select Work Instruction x|

Write "H10301" (5E)
Write Custom_Field (ASCIL Text)

|| oK -| | Cancel |

5. When complete, the Work Instruction is removed.
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5.15 Work Order Execution

After the Work Instruction and Work Orders are created, you execute a work order. This section gives
an overview of the process to write SIO credentials to an iCLASS card(s), but is applicable to other

Use Cases.
5.15.1 Add a Credential Record
This section covers how to add a single credential record.

1. Open a Work Order.
2. From Work Order Manager click Add Record.

Home z @
| @ 5 ;:::ame @ E:::Emcsv B [ Edit E__@ k%:.j) \%ﬂ |Q Ll Read Back |

Open  Close Print Add'Work [ pemove ||Add Record JAdd Batch Remove Execute Execute ([ card Info
@DElEtE Iﬂﬂ Export ta PDF | instruction D Records Records Selected Al @ ‘

Wp_rk l:_lrder Management '\g“.'_o_rk_ll'lsp'pcﬁqns Work Orde_r_Execuhon

I Work Order Manager - iICLASS-5E-Config-H10301 - Asure ID = B X

= Drag a column header here to group by that column

[reunsssEcsder | " |, 14 . | Facity_Code |iCLASS Ca... | Faciity_Co... | Card_JdN... || SSocied Encader:

) - | I I T N et 9

Selected Technology:
Work Order Manager iCLASS -
Current Status:
Connected

Key Management SAM Version:

. 4.0.0.0

Credential Credits:
Reader Configuration =
Genuine HID, iCLASS Elite A
g? 75 =]
3 |
Genuine HID
User Config -

E-RENEPET, W WY.T-E - TEMN. .. ¥-1 -
Work Order Description

ICLASS: Write "H10301" (SE)

m {CLASS: Read *H10301" (SE

Ready

July 2017 PLT-01067, Version: A.7



Page 5-22 Work Order Manager

3. A single credential record is added.

i Work Order Manager - iICLASS-SE-Config-H10301 - Asure ID - B X

AR G0, D0 B B 8EE

& Rename | Export to C5V
Open Close Print Add Work 7] pemove | Add Record Add Batch Remove Execute Execute card Info
&) Delete 4| Export to POF || Instruction E Records Records Selected Al ®
Werk Order Maragemant Wark: T tions Yook Cndex Exnaiton
- — , : N
Fari - || Drag a column header here to group by that column |
i | Selected Encoder:
| @arssseencader |7 _Id_M... |Facility_Code |iCLASS Ca... |Faciity Co... |Card_Id_M... ~
. | 1 1 o o | HID OMNIKEY 5427 CK.5C O - (g
- 5 | Selected Technology:
Work Order Manager | ICLASS -
: ; | Current Status:
E | Cornectsd
Key Management SAM Version:
l 4.0.0.0
| Credential Credits:
Reader Configuration h e
b || Genuine HID, iCLASS Elite o
& [ 25 =|
|| Genuine HID
User Config |
| : 25
-
-, . - N =W TN = TR .- W=7 ]
Work Order Description

(CLASS: Write "H10301" (SE)

ICLASS: Read "H10301" (SE)

HID w rews 2062+~ [
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5.15.2 To Add a Batch of Credential Records

This section covers how to add a batch of credential records.

Note: A single credential record or a batch of credential records can be added by following these
steps.

1. Open a Work Order.
2. From Work Order Manager click Add Batch Records.

=

i Work Order Manager - iICLASS-SE-Config-H10301 - Asure ID - B X

GE@S G, B 8[E]E @G o

Open Close Print Add Work |71 pemove | Add Record] Add Batch |Remove Execute Execute Card Info
(&) Delete | Export to POF || instruction 4 Records JRecords Selected Al i

_ Waork Order Management Work Instructions Work Order Execution

|| Orag = column header here to group by that column

i Encoder Selected Encoder:
|9;m55_5&_ i | Card_Id_N... | Fadlity_Code |iCLASS_Ca... | Fadlity_Co... | Card_Id_M... 5

) > I I T Y O e 1O

Selected Technology:
Wark Order Manager ICLASS r
Current Status:
: Connectad

Key Management

SAM Version:
. 4,0.0.0

Credential Credits:
Reader Configuration —
- ] Genuine HID, iCLASS Elite =
& 25 =]
Genuine HID
User Config 25

-
TR T T I Wl o T T ot |

Waork Order Description
ICLASS: Write "H10301" [SE)

m {CLASS: Read H10301" (SE

3. Enter the number of credential records to add. Click OK.|

x

Mumber of Records: THE

[ 0K ] | Cancel |
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4. The credential records are added to the list.

™ Work Order Manager - iCLASS-SE-Config-H10301 - Asure ID - B X

Home ﬁl@
DRSO B 6 E e LD e

% Rename

Open Close Print Add Work [ pemave  Add Record Add Batch Remove Execute Execute Card Info
&Y Delete E' Expart to PDF || Instruction D Records Records Selected  All @
Work Ovder Management Work Msvwcions. | Wk Crdlex Evncutn

I Drag a column header here to group by that column

| Selected Encoder:

19 ICLASS SE Encoder J Card_Id_M... | Fadlity Code |iCLASS. Ca... | Fadiity_Co... |Card_Id_N... ~
' i i 8 ol HiDoMaKEY s427 cksc o - @
j ¥ 1 0 0 | Selected Technology:
Work Order Manager 3 1 0 ofl iCLASS -
4 1 i} ol Current Status:
5 1 i i] | Connected
Key Management > & 1 o il SAM Version:
. 4.0.0.0
| Credential Credits:
Reader Configuration : e
2 | Genuine HID|, iCLASS Elite -
3 [ 25 =]
& || Genuine HID
PV YT Y Y

Work Order Description
ICLASS: Write 'H10301" (SE)
ICLASS: Read "H10301" (SE)

HID s necats e -+~
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5.15.3 Remove Records
1. Open a Work Order.
2. Select one record, or a range of records.
3. Click Remove Records.

=

o Work Order Manager - ICLASS-SE-Config-H10301 - Asure ID - B X

Home | i % @
‘@ ggame -'t SSE::::;CSU B [ @ @) @ ‘3 |3 REadEackg‘

Open Close riry Add Work |71 pemove | Add Record Add Batch JRemove |Execute Execute card Info
@) Delete | Export to POF || 1nstruction ) Records (Records)selected Al i
_ Waork Order Management _ Work Instructions || Work Order Execution

Drag a column header here to group by that column onfiguration

l @ iCLASS SE Encoder | Selectad Em:o;:ler:

I Card_Id_N... |Fadlity Code |iCLAS5 Ca... | Fadlity _Co... | Card_Id M... ||
| | } || 'HID OMNIKEY 5427 CK.SC 0 - g
E 1 1 a 0|
2 1| | g| b Selected Technology:
Work Order Manager I ICLASS -
Current Status:
Connected
Key Management AN Version:

l 4.0.0.0

Credential Credits:
Reader Configuration —
Genuine HID, iCLASS Elite -
2 [
5 2 =]
Genuine HID
User Config —
(T ——— |
‘Work Qrder Description

ICLASS: Write "H10301" (SE]

ICLASS: Read 'H10301" (SE)

4. Click Yes to verify the deletion.

|g| s oo e sy bt e el ol i s e

_ €

No of
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5. The credential records are removed.

e Work Order Manager - iICLASS-SE-Config-H10301 - Asure ID - B X
’ — = = - — =
|@ Chen Oy B savess B - e - 3 ‘ I || i ‘
& Rename {#| Export to €5V © E@ m
Open Close Print Add Work |71 pemove | Add Record Add Batch Remove Execute Execute Card Info
&) Delete | Export to POF || Instruction E Records Records Selected Al ©
Werk Order Managemant Work Rk tions Yok Cndex Exnaation
| o - I
I | Drag & column header here to group by that column |
i | | Selected Encoder:
1_9 Rt J Card_Id_M... |Fadiity_Code |iCLASS Ca... | Fadiity_Co... | Card_Id_M... | ~
) > I I I Ny O cksce (O
= | | Selected Technology:
Work Ordsr Manager ICLASS -
: ; | Current Status:
3 | Connectsd
Key Management SAM Version:
l 4.0.0.0
| Credential Credits:
Reader Configuration h 5t
2 | Genuine HID!, ICLASS Elite -
& [ 25 =|
|| Genuine HID
User Config |
, (25
-
UPESUESEE, | ST W YN =TRE. . WL |
Work Order Description
ICLASS: Write 'H10301" (SE)
m {CLASS: Read "H10301" (SE)
w Reawd 1011 -+~ [N
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5.15.4 Execute Work Order on Selected Credential Records

This section covers how to execute a Work Order on a credential record.

1. Open a Work Order.
2. Place the correct card type on the CP1000 Desktop Encoder.

3. Select the records to encode (Ctrl+Click or Shift+Click) to select a range of records.
4. From Work Order Manager click Execute Selected.

i Work Order Manager - ICLASS_SO_Only - Asure ID - B x
Ly [ ne = Save As - | ) RER Y [—
‘ @ [ New 1 save ~ Edit E@ E@ ﬁ | ‘ | £ Read Back
&, Rename d 1| Export to C3V [ = =
Open Close Print Add Work | Remove || Add Record Add Batch Remove Execute Execute Card Info
@ Delete | Export to PDF || [nstruction [ Records Records Selectad Al Lid
\Wark Order Management Work Instructions Wark Order Exeation
I Drag a column header here to group by that column d
|9_ il E L _!_E - I Card_Id_Mumber Fadlity_Code | i CLASS_Card_Serial_Mumber | Fadiity_Code_1 Card_Id_Mumber_1 Saiii o )
HID OMMIKEY 5427 CK.SC O - g
g | Selected Technology:
Work Order Manager | licLass -
Current Status:
I Connected
Eey Management SAM Version:
. 4.0.0.0
Credential Credits:
Reader Configuration :; ——
] Genuine HID -
c s
™~ e a
Genuine HID, HID 510
User Config |
|| 38
I =il
‘Work Order Description
ICLASS: Read "H10301" (SE)
m {CLASS: Write "H10301" (SE
|+#- Record 5of 5 = |

5. A progress window displays.

6. When the first card is complete, and if more than one credential was selected, a notice displays,
asking to place the next card on the encoder.

Operation In Progress ll Operation In Progress ﬂ

Executing Work Instruction "Write "H10301 (SE)" Place next card to be encoded on reader,

Y RS Y

7. If prompted to do so, place the next card to be encoded on the reader.
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8. If encoding multiple cards, as each card is complete, the display for the credential record is
grayed out and the serial number of the card is read into the column. Note that the associated
Credential Credits decrements by 1 with each execution. Counter will be updated only after all
selected records have been encoded if encoding multiple records.

™ Work Order Manager - iCLASS-5E-Config-H10301 - Asure ID - B X

E Home 7 @
| @ E ‘g::ame @ m:;;':smcsv B F @ E@ @ ‘J |J3 Read Back |

Open Close Print Add Waork Remove | Add Record Add Batch Remove Execute Execute () card Info
&Y Delete {#h| Export to POF || [netruction [d Records Records Selected Al @

Work Order Management Work Instructions Work Order Execution.

; 2 | &?ﬁamm?ﬁe to gfuup by that column I
§ | | ”
| ©iuassseenender | g g .. Faclity Code | i CLASS Card Se...  Fadity ... |Card Jd... | Posa e g
; 1 1 m ; | HID OMNIKEY 5427CKSCO  ~| @)

Selected Technology:
Work Order Manager 3 1 o 0 .' iCLASS -
| 4 1 a 0 || Current Status:
| 5 i ) 0 | Connected
Key Management | s i a o || SAM Version:
. 4.0.0.0
| Credential Credits:
Reader Configuration =
Genuine HID, iCLASS Elite -
'!.‘-’ 24 =
[ I
Genuine HID
User Config 5E

| i 6%t M i xS
Work Order Description
ICLASS: Write 'H10301" (SE)

m iCLASS: Read "H10301" (SE
| .

Note: If there are not enough encoding credits for the process you are executing, a message
appears with a similar message as shown below. You need to contact HID Global and order more
Encoding Credits.

Error

4

Qut of Elite Legacy App encoding Credits
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5.15.5 Execute a Work Order on All Credential Records

This is the same process, as Section 5.15.4: Execute Work Order on Selected Credential Records
above. However, you do not need to select any credential records, and the process continues until
all the credential records have been executed.

o Work Order Manager - ICLASS-SE-Config-H10301 - Asure ID - B X

E Home = AI@
AR 90, Bo= 8 88 B[EE—-

Open Close Print Add Work ] pemove || Add Record Add Batch Remove Execute |Execute @ Card Trifs
(&) Delete 1] Export to POF | [nstruction E Records Records Selected] Al
Work Dedes Management Work ewustions. || Work Order Execution

[l Drag a column header here to group by that column |
I | Selected Encoder:

IM_ — I Card_Id_M... | Fadlity_Code |iCLASS_Ca... | Fadlity_Co... |Card_Id_M... || ~
> [ I T N e et - (©
g | 2 1 0 q | Selected Technaology:
Work Order Manager 3 1 0 o iCLASS -
| 4 1 0 0 | Current Status:
i 5 i i} o !' Connected
Key Management SAM Version:

. 4.0.0.0

| Credential Credits:
Reader Configuration =
Genuine HID, iCLASS Elite -
. | .
& 25 =]
Genuire HID
User Config || 25
I ;.*."-F.--=:.- L i are Chee tme cro S|
‘Work Order Description

ICLASS: Write "H10301" (SE)

m ICLASS: Read "H10301" (SE)
|
¢ Record 105+ — ([N
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5.15.6 Read Back

The Read Back functionality attempts to read a card and decipher/locate its corresponding record
in the data.

1. To read a card, open a Work Order with the correct technology type and format.

2. Place the card on the reader.

3. From Work Order Manager click Read Back.

4.

If successful, the Credential Record information on the card appears in the Card Info window if
a match is found.

F

E Home k-;g,
@E s G, B0 BB (Sl

Open Close Print Add Work | Remove | Add Record Add Batch Remove Execute Execute Card Info

@) Delete i Export to POF || instruction [ Records Records Selected Al @

Work Order Management Work Instructions Work Order Execution
Drag a column header here to group by that column

i ; i Selected Encoder:
| © icLass sk Encoder | Card_Id_Number Fadlity_Code I CLASS, Card_Serial .., s 3
= Py prsepeTy HID OMNIKEY 5427 CK 5C 0 -
j Read Back | Selected Technology:

Work Order Manager

ICLASS -
Read back unable to locate record with data:
Current Status:
Fadlity Code=1
Card Id Number =7 2 Connected
Key Management | SAM Version:
l 4.0.0.0
| Credential Credits:
Reader Configuration :
3 Genuine HID, iCLASS Elite |
& 25 =]
Genuine HID
User Config |
25
L i e = MR =TI W= =l o T PR Tt = |
Work Order Description

ICLASS: Write "H10301" (SE)

m |« Record 1of 5+~ [

LS-L.ICCEﬁJ"‘f' executed work instruction "Read "H10301" (SE)" .:EJ
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Chapter

Work Instruction Wizard

The Work Instruction Wizard appears any time you:
m Create a New Work Order
m Add a Work Instruction to a Work Order
= Edit a Work Instruction
There are currently five (5) technology types available, with a corresponding Work Instruction wizard.
m iCLASS
= MIFARE Classic
= MIFARE DESFire EV1
m Prox
m Seos

See the following sections for detailed information on each work instruction wizard.
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6.1 IiCLASS Work Instructions

6.1.1 iCLASS: HID Access Application

This section covers the Work Instruction wizard for iCLASS, with the HID Access Application
encoding.

1. Select the ICLASS technology type, and click OK.
x|

MIFARE Classic
MIFARE DESFire EV1
Prox

Seos

[ K ]| Cancel |

2. The Work Instruction Wizard opens to allows you to configure the Work Instruction for iCLASS.
Click Next.

iCLASS Encoding 1 o [=] B4

Welcome

This wizard will assist you in configuring a work order instruction for encoding to iICLASS

ICLASS

To continue, dick Mext
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3. Select Data Format: You

can make selections from the following. When complete click Next.

Field

Description

Instruction Type

Read, Write, or Roll Card Authentication Key

Data Type HID Access Application, or Custom
Overwrite Existing Credential: Allows the iCLASS SE Encoder to write over
Options an application that has already been recorded in the Work Order database.

Enable User PIN Entry (available with SR (HID Access Application and SO
only)

Credential Type

SE (SO only), SR (HID Access Application and SO), or HID Access
Application.
Format: Select a Format from the list.

Note: For this example a

_Inix]

Select data format

Select the format of the data that will be written to the card.

Instruction Type Credential Type
Read 2 SE (50 only)
SR {HID Access Application and 50)
" HID Accass Applcation
"' Roll Card Authentication Key Format:
H10301 Add
Data Type
[ ' HID Access Application ]
Custom
Options
If the format you are trying to read is not listed here,
| Overwrite Existing Credential contact your HID representative for assistance.

Write/HID Application/SE (SO only) configuration is selected.
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4. Define Format Parameters: You select, then customize each parameter defined for the selected
format. Select the line to modify. Each parameter is editable with text or from a drop-down

menu.
Field Description
Name The name is read from the Format file. It is recommended to not change this

name unless necessary.

This can be Auto Increment, Static, or Manual User Entry.

Parameter Type Note: Type is typically determined by the Format file.

Enforce Unique Check this box for a runtime check of manual value entered by user to
Numbers guarantee unigueness, prior to executing the Work Order.
Default Value The default Static value is used when auto-creating a new Credential record.
Increment Step The step value used to increment Auto Number sequences.
This field sets the Auto Number Sequences for the Work Instruction. The ranges
Auto Numbers are set by selecting the ellipses (...) and entering the ranges (see following
graphic).

il

Define Format Parameters
Define format parameter spedfics.

Mame Parameter Type Enforce Unigue Numbers | Default Value | Increment Step | Auto Mumber Ranges
Fadlity Code Static E i

= < Back |( Mext > ]| Cancel :

Auto Number Sequences window

Select Add Range and set the range in the editable fields. Click OK.

Auto Number Sequences o ] 4
[
&
Remowe Range
Start Mumber End Murnber
by 2564 1000 !

( OK ]| Cancel |

5. Click Next to continue with the Wizard.
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6. Memory Map Selection: Select card configuration and location where the data is written.

Click Next.

Field

Description

Expected Card Type

Configured or Unconfigured.

Note: If Unconfigured is selected, the Card Configuration field below must be
set.

Note: Unconfigured card are not supported on CP1000 encoders.

Card Configuration

Select the memory configuration from the drop-down list. Options are:
2K (default), 16k2, 16k16, 16k2+16k1, 16k16+16k1, 2K (SO Only), 16k2 (SO Only),
16k16 (SO Only), 16k2+16k1 (SO Only), 16k16+16k1 (SO Only).

Note: Memory Map is grayed out with the Data Type set to H/D Access Application, as the HID
Access Application is always encoded in the same place. However, if the Data Type is set to
Custom, the Memory Map is active.

Expected Card Type: Configured

Note: This is the default and recommended setting. All iCLASS cards shipped from the HID
factory are configured, unless specifically requested.

M=

Memory Map Configuration

Select card configuration and location where data will be written

Expected Card Type:

inconfigured

Card Configuration:
x

i < Back i[ Mext = ]i Cancel I
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Page 6-6 Work Instruction Wizard m

Expected Card Type: Unconfigured

Note: Not available on CP1000 encoders.

RI=E

Memory Map Configuration

Select card configuration and location where data will be written

Expected Card Type:
Configured -
Card Configuration:

i Cancel I

7. Key Selection: Select a key to lock the AppArea after the data is written, and click Next.

Field Description
Card Authentication Keys Custom or HID defined Key Sets may be selected.
SO Encryption Key Custom or HID defined SO Encryption Key Sets may be selected.

ol

Key Selection
Select a key which will be used to lodk the AppArea after the data is written,

Eeys
Card Authentication Key:
Standard -
50 Encryplion Key:
Standard l

i Cancel |

8. You have completed the wizard. Click Finish.
9. Return to Section 5.5: Create a Work Order, step 5 to save the Work Order.
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6.1.2 iCLASS: Custom Encoding

This section covers the Work Instruction wizard for iCLASS, with Custom Encoding.

1. Select the ICLASS technology type, and click OK.
ﬂ

MIFARE Classic
MIFARE DESFire EV1
Prox

Seos

[ oK ] | Cancel |

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for iCLASS.
Click Next.

3. Select Data Format: You can make selections from the following. When complete click Next.

Field Description

Instruction Type Read, Write, or Roll Card Authentication Key

Data Type For this example Custom must be selected.

Options Not available with Custom

Custom Data Plugin Type: ASCII Text, Hexadecimal Data, Unicode Text, and Integer.

Name: Modify the Name, if needed. Note: Name field constitutes column in Work
Order data view.

Note: For this example Write/Custom/ASCIl Text/Custom_Field configuration is selected.
_iaix]

Select data format
Select the format of the data that will be written to the card.

Instruction Type Custom Data
Read Plugin Type:
Mame:
" Roll Card Authentication Key
Custom_Field

Data Type
"1 HID Access Application

Options
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Page 6-8 Work Instruction Wizard

4. Memory Map Selection: Select card configuration and location where the data is written.
Click Next.

Field Description

Expected Card Type | Configured or Unconfigured.

Card Configuration Select the memory configuration from the drop-down list.

Options are: 2K, 16k2, 16k16, 16k2+16k1, 16k16+16k1, 2K (SO Only), 16k2 (SO Only),
16k16 (SO Only), 16k2+16k1 (SO Only), 16k16+16k1 (SO Only)

Default is 2K.

Memory Map Define (select) the AppArea/Block.
Note: This is a scrollable field.

ICLASS Encoding E@

Memory Map Configuration

Select card configuration and location where data will be written

Expected Card Type:

Memary Map -
[Cu:unﬁgured "] - Block_16
Card Configuration: - Blodk_17
[ZK. ,] - Block_18

- Blodk_24
- Block_25 —

< Badck |[ Mext = ]| Cancel
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5. Key Selection: Select a key to lock the AppArea after the data is written, and click Next.

Field

Description

Keys

Card Authentication Key: Custom or HID defined Key Sets may be selected. Select
the key used to authenticate to the key currently securing the AppArea to encode.

SO Encryption Key: Custom or Standard Key Sets may be selected.

New Card Authentication Key: None or Custom Key Sets may be selected. Select a
new key here only to change the key that is used to secure this AppArea.

Encryption

Encryption Type: None, or 3DES

Encryption Key: This field appears with the 3DES selection above. Select the
Encryption Keys loaded. This encrypts the data on the card. Data must be decrypted
accordingly, when read by 3rd-party applications.

M=

Key Selection

Select a key which will be used to lock the AppaArea after the data is written,

Keys

Card Authentication Key: Mew Card Authentication Key:

Standard
50 Encryplion Key:
Standard

Encryption
Encryplion Type:

MNone

- MNone v

6. You have completed the wizard. Click Finish.
7. Return to see Section 5.5: Create a Work Order, step 5 to save the Work Order.
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6.2 MIFARE Classic Work Instructions

6.2.1 MIFARE Classic: HID Access Application
This section covers the Work Instruction for MIFARE Classic, with HID Access Application encoding.

1. Select the MIFARE Classic technology type, and click OK.
x|

MIFARE DESFire EV1
Prox
Seos

[ OK ]l Cancel |

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for MIFARE
Classic. Click Next.

3. Select Data Format: You can make selections from the following. When complete click Next.

Field Description

Instruction Type Read, Write, Roll Card Authentication Key, or Move Genuine SO Sector

Data Type HID Access Application, or Custom

Options Overwrite Existing Credential: Allows the iCLASS SE Encoder to write over an

application that has already been recorded in the Work Order database.
Enable User PIN Entry (available with SR (HID Access Application and SO only)

Credential Type SE (SO only), SR (HID Access Application and SO), or HID Access Application.
Format: Select a Format from the list.

Note: For this example, a Write/HID Application/SE configuration is selected.

=

Select data format
Select the format of the data that will be written to the card.

Instruction Type Credential Type

" Read i ki
SR (HID Access Application and 507)
Cryen—

" Roll Card Authentication Key Format:

H10301 Add

~ Move Genuine S0 Sector

Data Type
[ 20 HID Access Application ]
Custam If the format you are trying to read is not listed here,
contact your HID representative for assistance.
Options

|C] Owerwrite Existing Cradential
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4. Define Format Parameters: Select, to define each parameter for the selected format. Select the
line to modify, each parameter is editable with text or from a drop-down menu.

Field

Description

Name

The name is read from the Format file. It is recommended to not change this
name unless necessary.

Parameter Type

This can be Auto Increment, Static, or Manual User Entry.

Enforce Unique
Numbers

Check this box for a runtime check of manual value entered by user to
guarantee unigueness, prior to executing the Work Order.

Default Value

The default Static value for Static and Manual parameters.

Increment Step

The step value used to increment Auto Number sequences.

Auto Numbers

This field sets the Auto Number Sequences for the Work Instruction. The ranges
are set by selecting the ellipses (...) and entering the ranges. See following
graphic.

L=IE

Define Format Parameters

Define format parameter spedfics,

Mame Parameter Type Enforce Unigue .., | Default Value Increment Step Auto Number Ra... 1

Fadlity Code

1 1

Static

« Back |[ Mext > ]| Cancel

Auto Number Sequences window

Select Add Range and set the range in the editable fields. Click OK.

Auto Number Sequences - 10| x|

| S| | =%
& S
Add Range Remove Rangs

Start Mumber

End Murnber
256 1000 3 :

L

QK

J | Cancel |

5. Click Next to continue with the Wizard.
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6. Key Selection: Select a key to lock the AppArea after the data is written, and click Next.

Field Description

Key Set: Standard, Custom or HID defined Key Sets may be selected.

Authentication Keys are the keys currently used to protect the Sector.
Select Default if working with a blank card or Sector.

Authentication Key A: Select an option from the drop-down menu.

Keys
y Authentication Key B: Select an option from the drop-down menu.
SO Encryption Key: Select an option from the drop-down menu.
Note: Only available when writing SE or SR cards.
MAD Write Key B: Select an option from the drop-down menu.
HrraREfacodiog _{olx|
Key Selection

Select a key which will be used to lock the Apparea after the data is written,

Keys
Key Set:
Custom o

Authentication Key A:

Auth Key 1 -
Authentication Key B:

Default Key B -
50 Encryption Key:

Default 50 Encryption Key -
MAD Write Key B:

Default HID MAD Key B -

i < Back |[ Mext = li Cancel

7. The wizard is complete. Click Finish.
8. Return to Section 5.5: Create a Work Order, step 5 to save the Work Order.
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6.2.2 MIFARE Classic: Custom Encoding

This section covers the Work Instruction wizard for MIFARE Classic, with Custom Encoding.

1. Select the MIFARE Classic technology type. Click OK.

Select a Plugin [ x|

LRI

MIFARE DESFire EV1
Prox
Seos

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for MIFARE

Classic. Click Next.
3. Select Data Format: You

can make selections from the following. When complete, click Next.

Field

Description

Instruction Type

Read, Write, Roll Card Authentication Key, or Roll Card Authentication Key.

Data Type

For this example Custom must be selected.

Options

Not available with Custom.

Custom Data

Plugin Type: ASCII Text, Hexadecimal Data, Unicode Text, or Integer.
Name: Modify the Name, if needed. Note: Name field constitutes column in
Work Order data view.

Note: For this example a

il

Select data format

Select the format of the data that will be written to the card.

Instruction Type

_ Read

£ Write

Roll Card Authentication Key

~ Move Genuine 50 Sector

Data Type

HID Access Application

Options

Write/Custom/ASCII Text/Custom_Field configuration s selected.

Custom Data

Plugin Type:
ASCII Text -
Mame:

Custom_Field

< Back |[ Next > ]| Cancel |
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4. Memory Map Selection: Select card configuration and location where the data is written.

Click Next.

Field Description

Configuration Card Type: 1K, or 4K
Sector Trailer Authentication Key: Key A, or Key B

Update MAD Select the check box to update the MIFARE Application Directory (MAD).
Note: This is an optional parameter (sector O is always reserved for this
purpose).
Application ID: Enter the Application ID your company has registered with NXP
to update.

Change access Select the check box to Change access conditions

conditions Sector Trailer Access: Select an option from the drop-down menu.
Note: See the NXP Datasheet for more detail on Sector Trailer.
Block Access: Select an option from the drop-down menu.

Memory Map Define (select) the MIFARE Sector/Block (scrollable field).
Note: The legacy HID application can be encoded on Sector 1. This is a fixed
location. The HID SIO application can be encoded in Sector 4 generally, but can
be moved.

il

Memory Map Configuration

Select card configuration and location where data will be written

Configuration [ Memory Map
Card Type:

1K - 2
Sector Trailer Authentication Key:

Key A L4
[ Update MAD

Application ID:

|| Change access conditions
Sector Trailer Access:

[D01) Key A (Write with Key A), Key B (Read ... - - Block_1
Block Access: - Blodk_2
(D00) Full Access using Key A or B b4 I:J S:Ector_4
- Block_0 - |

% < Back |[ Mext = l | Cancel :

PLT-01067, Version: A.7 July 2017



m Work Instruction Wizard Page 6-15

5. Key Selection: Select a key to lock the AppArea after the data is written. Click Next.

Field Description

Keys Key Set: Not an option.

Authentication Keys are the keys currently used to protect the Sector.
Select Default if working with a blank card or Sector.

Authentication Key A: Select an option from the drop-down menu.
Authentication Key B: Select an option from the drop-down menu.
SO Encryption Key: Not available with the Custom option.

MAD Write Key B: Select an option from the drop-down menu.

RL=IEY

Key Selection
Select a key which will be used to lod: the AppArea after the data is written,

Keys
Key Set:
|| Orverwrite Existing Keys

Authentication Key A:

Default Key A -
Authentication Key B:

Default Key B -
50 Encryption Key:

MAD Write Key B:
Default HID MAD Key B A

6. The wizard is complete. Click Finish.
7. Return to Section 5.5: Create a Work Order, step 5 to save the Work Order.
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6.2.3 MIFARE CLASSIC: Move Genuine SO Sector

This section covers the Work Instruction wizard for Move Genuine SO Sector process.

1. Select the MIFARE Classic technology type. Click OK.

Select a Plugin x|

ICLASS

MIFARE Classic
MIFARE DESFire EV1

Prox
Seos

[ oK ]| Cancel |

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox.
Click Next.

3. Select Data Format: Select the following. When complete click Next.

Field Description
Instruction Type Move Genuine SO Sector
1ol

Select data format
Select the format of the data that will be written to the card.

Instruction Type
" Read
~ \Write

_ Roll Card Authentication Key

£ Move Genuine 50 Sector

% < Badk |[ Mext = ]l | Cancel :
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4. Configure the HID Genuine SO to a new sector. Click Next.

Field Description

MIFARE Card Type Options are: 1K or 4K

SO Sector Number Auto Detect

New Sector Number Select new sector number from the drop-down menu. Range is 1-15

New Sector Auth Key Type | Options are: Key A or Key B.

New Sector Auth Key Options are Default Transport Key, or defined Authentication key.
1=

Genuine 50

Configure how to move the HID Genuine SO to a new sector

MIFARE Card Type:

S0 Sector Number:

Mew Sector Mumber:
4 i
Mew Sector Auth Key Type:
Key A
Mew Sector Auth Key:
Default Transport Key -

i_ < Back |[ Mext = ]' Cancel i

5. When the wizard is complete, click Finish.
6. Return to Section 5.5: Create a Work Order, step 5 to save the Work Order.
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6.3 MIFARE DESFire EV1 Work Instructions

6.3.1 MIFARE DESFire EV1: HID Access Application

This section covers the Work Instruction for MIFARE DESFire EV1, with HID Access Application
encoding.

1. Select the MIFARE DESFire EV1 technology type. Click OK.

Select a Plugin ] x|

ICLASS
MIFARE Classic

MIFARE DESFire EV1I
Prox
Seos

[ oK ] | Cancel |

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for MIFARE
DESFire EV1. Click Next.

3. Select Data Format: You can make selections from the following. When complete click Next.

Field Description

Instruction Type Read, Write, or Roll Card Authentication Key

Data Type HID Access Application, or Custom

Options Overwrite Existing Credential: Allows the iCLASS SE Encoder to write over an

application that has already been recorded in the Work Order database.
Enable User PIN Entry (available with SR (HID Access Application and SO only)

Credential Type SE (SO only), SR (HID Access Application and SO), or HID Access Application.
Format: Select a Format from the list.

Note: For this example, a Write/HID Access Application configuration is selected.

MIFARE DESFire EV1 Encoding =] 3]

Select data format
Select the format of the data that will be written to the card.

Instruction Type Credential Type
" Read
(2 re ] =
B Write
. Add
~ Roll Card Authentication Key
Data Type

['T‘ HID Access Application ]

Custom If the format you are trying to read is not listed here,
contact your HID representative for assistance,
Options

|| Owerwrite Existing Credential

Cancel |
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4. Define Format Parameters: Select to define each parameter for the chosen format. Select the
line to modify. Each parameter is editable with text or from a drop-down menu.

Field Description

Name The name is read from the Format file. It is recommended to not change this
name unless necessary.

Parameter Type This can be Auto Increment, Static, or Manual User Entry.

Enforce Unique Check this box for a runtime check of manual value entered by user to

Numbers guarantee unigueness, prior to executing the Work Order.

Default Value The default Static value for Static and Manual parameters.

Increment Step The step value used to increment Auto Number sequences.

Auto Numbers This field sets the Auto Number Sequences for the Work Instruction. The ranges
are set by selecting the ellipses (...) and entering the ranges. See following
graphic.

=loix]

Define Format Parameters
Define format parameter spedfics,

Mame Parameter Type Enforce Unigue ... | Default Value Increment Step Auto Number Ra...
Fadlity Code Static

I 1 1

< Badk |[ Mext > ]l Cancel

Auto Number Sequences window

Select Add Range and set the range in the editable fields. Click OK.

Auto Number Sequences ] i ] 4
| ] | ]
(5] 3
Add Range Remove Rangs
Start Mumber End Murber
> 256 1000 3

l oK J | Cancel |

5. Click Next to continue with the Wizard.
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6. Key Selection: Select a key to lock the AppArea after the data is written, and click Next.

Field Description

Key Set Key Set: Custom or HID defined key sets may be selected

Change Key Set: Standard (No option).

SO Encryption Key: Key set used to encrypt the SO credential. Standard,
Custom, or HID defined key sets may be selected.

Override default PICC Master Key: Allows you to override the HID
Standard or Elite PICC Master key on a DESFIRE card.

Application Keys

Key Type Displays the Key type.

Crypto Method Triple DES, AES, or 3 Key Triple DES (24 byte keys)

Key Diversifier Algorithm None, NIST SENC HMAC, NXP AV11 Key Triple DES, or NXP AV1 2 Key
Triple DES

Auth Key None, NXP Default Transport Key, or HID SO PICC Master Key. Also

custom Auth Key is listed.

MIFARE DESFire EV1 Encoding EIIEI

Key Selection
Select a key which will be used to lock the AppArea after the data is written,

Key Set
Key Set: Change Key Set:
- [&] Dverride default PICC Master Key:

Application Keys

Key Type Crypto Method Key Diversifier Algorithm

? | Pecaster

| < Back |[ Mext = ] | Cancel |

7. The wizard is complete. Click Finish.
8. Return to Section 5.5: Create a Work Order, step 5 to save the Work Order.
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6.3.2 MIFARE DESFire EV1: Custom Encoding
This section covers the Work Instruction wizard for MIFARE DESFire EV1, with Custom Encoding.

1. Select the MIFARE DESFire EV1 technology type. Click OK.

Select a Plugin i

ICLASS

e TaDe——

Prox
Seos

x|

[ oK ]l Cancel

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for MIFARE

DESFire EV1. Click Next.
3. Select Data Format: You

can make selections from the following. When complete click Next.

Field

Description

Instruction Type

Read, Write, Roll Card Authentication Key, or Move Genuine SO Sector

Data Type

For this example Custom must be selected.

Options

Not available with Custom.

Custom Data

Plugin Type: ASCII Text, Hexadecimal Data, Unicode Text
Name: Modify the Name, if needed. Note: Name field constitutes column in
Work Order data view.

Note: For this example, a Write/Custom/ASCII Text/Custom_Field configuration is selected.

MIFARE DESFire EV1 Encoding

Select data format

Instruction Type

) Read

Data Type

I HID Access Application

Options

Select the format of the data that will be written to the card.

" Roll Card Authentication Key

=N BB =

Custom Data
—_—

Plugin Type:
ASCII Text v
Mame:

Custom_Field

< Back |[ Mext = ]| Cancel
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4. Memory Map Selection: Select the card configuration and location where the data is to be
written. Click Next.

Field Description

Application ID Enter the 3-byte Application ID your company has registered with NXP, in
hexadecimal form.

File Number Select the file number (Range 0-31).

File Type Standard Data File is the only supported option.

File Size (bytes) Select the file size in bytes. Default is 16 bytes.

File Communication | Select Ciphered or Plain for this example.
Settings

Key Change Mode To change a key, requires authentication with the following: Master Key, Key 1-13,
Authenticate with key to be changed, or Do not allow keys to be changed

PICC Master Key Select the PICC Master Properties from the list.
Properties Note: These options can only be managed when working with a blank card.

Application Master Select the Application Properties from the list.
Key Properties

MIFARE DESFire EV1 Encoding [

Memory Map Configuration

Select card configuration and location where data will be written

Application I0: PICC Master Key Properties
000001 | Allow application create/delete without authentication
File Number:
oShheihid | Allow directory list access without authorization
0 2
V| Allow the PICC Master Key to be changed
File Type:
|&] Allow PICC Master configuration to be changed
File Size (bytes): Application Master Key Properties
16 = | Delete and Re-create Existing Application
File Communication Settings: [#] Allow Application configuration changes
Eeleren LT | Allow file creation and deletion without authorization
key Change Mode:
| Allow directory list access without authorization
Master Key -

| Allow changing of application master key

< Back |[ Mext = ]| Cancel
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5. Key Selection: Set the Application Key options in accordance with the NXP datasheets, and

click Next. All options can be set from the associated drop-down menu.
Note: Selections must abide by the rules you set up for the card.

Field

Description

Application Keys

Key Type

Displays the Key type.

Crypto Method

Triple DES, AES, or 3 Key Triple DES (24 byte keys)

Key Diversifier
Algorithm

None, NXP AV11 Key Triple DES, or NXP AV1 2 Key Triple DES

Auth Key

The key used to authenticate to the key specified by Key Type.

None: To signify the key is not used. None is only valid for optional Keys 1-13.
NXP Default Transport Key: For blank cards, typically NXP Default Transport key
is used.

Custom Keys: Custom Keys will be listed, if they are 16 bytes or larger and have
been loaded to the currently selected encoder using the Key Manager.

If the card contains non-default keys (either loaded at the factory or by 3rd party),
than the proper custom key must be selected that can authenticate for the
specified Key Type.

Change Key

The Change Key is used only if the user desires that the current key be changed
during the encoding operation.

None: To signify the key will not be changed.

NXP Default Transport Key: For blank cards, typically NXP Default Transport key
is used.

Custom Keys: Custom Keys will be listed, if they are 16 bytes or larger and have
been loaded to the currently selected encoder using the Key Manager.

File Keys Note: Keys selected in the following must be configured in the Application Keys section

above
Select Read Key number (Range 0-13). Default is O.
Read Key Note: O indicates that the Application’s Master Key will be used to provide access
to the file.
Select Write Key number (Range 0-13). Default is O.
Write Key Note: O indicates that the Application’'s Master Key will be used to provide access

to the file.

Read/Write Key

Select Read/Write Key number (Range 0-13). Default is O.

Note: O indicates that the Application’s Master Key will be used to provide access
to the file.
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MIFARE DESFire EV1 Encoding — e =10] x|

Key Selection
Select a key which will be used to lodk the AppArea after the data is written,

Application Keys
Key Type Crypto Method Key Diversifier Algorithm Auth Key Change Key

ApplicationMaster  Triple DES MNXP Default Transport ... Mone

Mone

Keyl T Mane Mone
Key2 Triple DES Mone Mone Mane
Key3 Triple DES MNans Mone Mane

File Keys
Read Key: Write Key: Read/Write Key:
| e 0

< Badk |[ Mext = ]| Cancel

6. When wizard is complete, click Finish.
7. Return to Section 5.5: Create a Work Order, step 5 to save the Work Order.
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6.4 Prox Work Instructions

6.4.1 Prox: HID Access Application

This section covers the Work Instruction wizard for Prox, with the HID Access Application encoding.

1. Select the Prox technology type. Click OK.

Select a Plugin I

ICLASS
MIFARE Classic

Eﬁgﬁ Eiiﬁire EVi

Seos

%]

[ oK ] | Cancel

2. The Work Instruction Wizard opens to allows you to configure the Work Instruction for Prox.

Click Next.
3. Select Data Format: You can make selections from the following. When complete click Next.
Field Description

Instruction Type

Read, or Write.

Options

Overwrite Existing Credential: Allows the iCLASS SE Encoder to write over
an application that has already been recorded in the Work Order database.

Credential Type

Format: Select a Format from the list.

Note: For this example, a Read/Format: H10301 configuration is selected.

Prox Encoding x|

Select data format

Select the format of the data that will be written to the card.

Instruction Type

£ Read

Write

Options

|| Overwrite Existing Credential

Credential Type

Format:

CEETH -

If the format you are trying to read is not listed here,
contact your HID representative for assistance.

< Back ;-[ Mext = ]| Cancel
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4. Define Format Parameters: Define each parameter for the selected format. Select the line to
modify, each parameter is editable with text or from a drop-down menu.

Field Description

Name The name is read from the Format file. It is recommended to not change this
name unless necessary.

Parameter Type This can be Auto Increment, Static, or Manual User Entry.
Note: Type is typically determined by the Format file.

Enforce Unique Check this box for a runtime check of manual value entered by user to

Numbers guarantee unigueness, prior to executing the Work Order.

Default Value The default Static value for Static and Manual parameters.

Increment Step The step value used to increment Auto Number sequences.

Auto Numbers This field sets the Auto Number Sequences for the Work Instruction. The ranges
are set by selecting the ellipses (...) and entering the ranges (see following
graphic).

Prox Encoding x|

Define Format Parameters
Define format parameter spedfics,

Mame Parameter Type Enforce Unigue ... | Default Value Increment Step Auto Number Ra... |
Fadlity Code Static B 1

: _

= Badk |[ Mext = ]| Cancel

Auto Number Sequences window
Select Add Range and set the range in the editable fields. Click OK.

=10/ x|
| | | ]
3] &

Add F-iange Femove Rangs

F 5

Start Number End Mumber
» 256 ; 1000 2

( oK ] | Cancel |

5. Click Next to continue with the Wizard.
6. When the wizard completes, click Finish.
7. Return to Section 5.5: Create a Work Order, step 5 to save the Work Order.
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6.5 Seos Work Instructions

6.5.1 Seos: HID Access Application
This section covers the Work Instruction wizard for Seos, with the HID Access Application encoding.
1. Select the Seos technology type. Click OK.

Select a Plugin o x|

ICLASS

MIFARE Classic
MIFARE DESFire EV1
Prox

se0s T
l QK l| Cancel |

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox.

Click Next.
3. Configure Seos Instruction Mode: You can make selections from the following. When complete
click Next.
Field Description
Data Type HID Access Application, Custom, or Read CSN.

Instruction Type Read, Write, Roll Card Authentication Key, or Delete

Options Overwrite Existing Credential: Allows the iCLASS SE Encoder to write over an
application that has already been recorded in the Work Order database.

Note: This is not recommended if the card number is already printed or engraved
onto the credential.

Credential Type Format: Select a Format from the list.

Note: For this example, a Write/HID Application configuration is selected.

Seos Encoding

Configure Seos Instruction Mode
Select if the work instruction will be used to read, write, roll keys, or delete a Custom or HID Access
Application

Data Type Credential Type

[ £ HID Access Application ]

Format:

(" Custom
H10301 ]@

Instruction Type

" Read
£ Write
" Roll Card Authentication Keys

Delete If the format you are trying to read is not listed here,
contact your HID representative for assistance.

Options

|| Overwrite Existing Credential

i < Back |[ Next = ]| Cancel i
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4. Define Format Parameters: You select, then customizes each parameter defined for the
selected format. Select the line to modify, each parameter is editable with text or from a drop-

down menu.

Field

Name

Description

The name is read from the Format file. It is recommended to not change this
name unless necessary.

This can be Auto Increment, Static, Manual User Entry, or Previous Work
Instruction.

Parameter Type

Note: Type is typically determined by the Format file.

Check this box for a runtime check of manual value entered by user to
guarantee unigueness, prior to executing the Work Order.

Enforce Unique
Numbers

Default Value The default Static value for Static and Manual parameters.

Increment Step The step value used to increment Auto Number sequences.

This field sets the Auto Number Sequences for the Work Instruction. The ranges
are set by selecting the ellipses (...) and entering the ranges. See following
graphic.

Auto Numbers

=X

Seos Encoding

Define Format Parameters
Define format parameter spedifics,

MName
» |Facility Code
Card Id Mumber

Parameter Type Enforce Unigue ... | Default Value

Auto Increment &

1

Increment Step Auto Number Ra... ]

1| 163535

[ MNext = ]| Cancel

Auto Number Sequences window

Select Add Range and set the range in the

editable fields. Click OK.

Auto Number Sequences i o ]
| e | | et
55 (50

Add Range Remove Range
Start Number End Number
» 256 § 1000 1
[ 0K ]l Cancel |
Y

5. Click Next to continue with the Wizard.
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6. Key Selection: Select a key to lock the AppArea after the data is written, and click Next.

Field

Description

GDF Key Sets

GDF Auth Key Set: Sets the key set to be used to authenticate to the GDF to
grant access to create the ADF for the HID Access Application. If the card
presented at the time of encoding has the factory default GDF keys, Asure ID
attempts to change the GDF keys.

ADF Key Sets

ADF Auth Key Set: Selects the authentication key set for accessing the ADF in
which HID Access Application credential is written.

Encryption Keys

SO Encryption Key: Standard, Custom or HID defined key sets may be
selected

Sees Enceding

Key Selection

Select the keys thatwill be used for the authantication and securing of data on the card.

GDF Key Sets

HID recommends users take ownership of their cards by using an Elite GDF keyset or creating a Custom GDF keysat.

GDF Auth Key Set:
Standard

ADF Key Sets

ADF Auth Key Set:
Standard

Enayption Keys
50 Encryption Key:
Standard

- | Mew GDF Key Set

Mew ADF Key Set

« | New 50 Key Set

I < Back m Mext = ]| Caneel i

7. The wizard is complete. Click Finish.
8. Return to Section 5.5: Create a Work Order, step 5 to save the Work Order.
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6.5.2 Seos: Custom Encoding (Basic Mode)

This section covers the Work Instruction wizard for Seos, with Custom Encoding/Basic Mode. The
Basic - Single Key Mode |Is designed to be the fastest way for users who are not familiar with the
Seos architecture to create a Custom Seos Application. Mainly, this is achieved by requiring the user
to define only one key, which will be used for the Privacy Encryption Key, Message Authentication
Code (MAC) and as the Administrator Authentication key used for reading, writing and modifying
itself (the authentication key required to change keys during Key Rolling operations).

Note: This mode provides a moderate level of security, but for high-security or complex operations,
the Standard Mode should be considered.

1. Select the Seos technology type. Click OK.

Select a Plugin . x|

ICLASS

MIFARE Classic
MIFARE DESFire EV1
Prox

s0s
[ QK ]'| Cancel |

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox.

Click Next.
3. Configure Seos Instruction Mode: You can make selections from the following. When complete
click Next.
Field Description
Data Type For this example Custom must be selected.
Instruction Type For this example Write must be selected.
Options Not available with Custom.
ADF Configuration ADF OID: A number (8 byte minimum) used to reference the application
after it is created.
Show OID using ASCII characters: Displays ASCII characters.
Custom Writer For this example Basic - Single Key Mode must be selected.
Operation Note: If the desired key is not defined, select <Create New Key> from the
drop-down menu.
Once the desired 16-byte Custom Key and description are entered, click
Create. The key will be uploaded to the encoder, after the wizard is
completed.
Note: Once this key is loaded to the encoder, it can only be referenced by
OID, therefore backup the key in a secure place, to configure the back-end
system at a later time.
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Seos Encoding @

Configure Seos Instruction Mode
Select if the work instruction will be used to read, write, roll keys, or delete a Custom or HID Access
Application

Data Type ADF Configuration

) HID Access Application ADF OID:

636F60 2EGB59646 70CAF626 16C2EF3656F 73
2 Custom

Instruction Type

" Read Custom Write Operation

0 Basic - Single Key Mode

Seos Basic Admin Ke [
" Roll Card Authentication Keys SR S Y ;

“ Delete Standard - Create ADF and Data Object(s)

"I Update Existing Data Object

Create a Key
Key Description: | Seos Basic Admin Key
Key: 55135BS7FADFE 1AFAPI5906643668 700D

Key Size: 16

I Generate Random Key Random Key Size (bytes):

Key OID:

Standard Key Sizes (bytes)

iCLASS a8

MIFARE Classic &

MIFARE DESFire EV1 & Seos 16

3Key TDES 24
Create | | Cancel
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4. Key Selection: Select the keys that are used for the authentication and securing of data on the
card. Click Next.

Field Description

GDF Key Sets GDF Auth Key Set: Sets the key set to be used to authenticate to the GDF to
grant access to create the ADF for the HID Access Application. If the card
presented at the time of encoding has the factory default GDF keys, Asure ID
attempts to change the GDF keys.

Seos Encoding =
Key Sslaction
Select the keys that will be used for the authentication and securing of data on the card.
GDF Key Sets

HID recommends users take ownership of their cards by using an Elte GDF keyset or creating a Custom GDF keyset.

GDF Auth Key Set:
Standard ~ | Mew GDF Key Set

i < Back i( MNext = ]i Cancel :

5. Data Object Mapping: Configure which Object Tag will be written by this Work Instruction and
how the data will be formatted, and click Next.

Field Description

Plugin Type This defines how the data will be entered by the user in the Work Order Manager, or in
Data Entry. Options are ASCII Text, Hexadecimal Data, Unicode Text, Signed 64-bit
Integer, or Lumidigm Fingerprint Data.

Name This defines the name of the data field in which the user will enter the custom data.

Object Tag The Object Tag in Basic Mode is always DO.
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Seos Encoding

Data Object Mapping
Configure which Object Tag will be written by this Work Instruction and how the data will be formatted.

Plugin Type:
ASCII Text -
Mame:
Custom_Field
Object Tag:
Do -

|= < Back |[ Mext = ]l Cancel |

6. Review the configuration summary and click Export (to a .txt file) if required. Click Finish.

Seos Encoding

=]
Work Instruction Complete

You have successfully created a Seos Work Instruction

ADF OID:
636F502E6869646 76C6F626 16C2E73656F 73

Objects and Roles Used:

D0: Admin (Key 1 -R M)

Defined Keys:

ADF Privacy Encryption Key: Value="80242503DDEB41C7CBC520768ACCI46A"

ADF Privacy MAC Key: Value="302425030DEE41C7CBC520768ACCa46A"
Admin (Key 1): Value="802425D3DDEB41CTCBCS20768ACCI46A™

Export

To dose this wizard, dick Finish

| < Back Cancel |

7. Return to Section 5.5: Create a Work Order, step 5 to save the Work Order.
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6.5.3 Seos: Custom Encoding (Standard Mode)

Standard Mode is designed to support advanced Custom Application Configurations. The user is not
required to have intimate knowledge of the Seos architecture for simpler configurations of Standard
Mode, but for more complex configurations it is helpful. Defaults are provided in this mode to create
a single key with read/write/change key access to a single object tag.

1. Select the Seos technology type. Click OK.
|

iCLASS

MIFARE Classic
MIFARE DESFire EV1
Prox

[ 0K ]| Cancel |

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox.
Click Next.
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3. Configure Seos Instruction Mode: You can make selections from the following. When complete

click Next.
Field Description
Data Type For this example Custom must be selected.

Instruction Type

For this example Write must be selected.

Options

Not available with Custom.

ADF Configuration

ADF OID: A number (8 byte min) used to reference the application after it is
created.
Show OID using ASCII characters: Displays ASCII characters.

Custom Writer
Operation

For this example Standard - Create ADF and Data Object(s) must be selected.

Seos Enceding

Application

Data Type

" Read

" Delete

Configure Seos Instruction Mode
Select if the work instruction will be used to read, write, roll keys, or delete a Custom or HID Access

" HID Access Application

Instruction Type

" Roll Card Authentication Keys

ADF Configuration
ADF OID:
636F60 2E6869640 70CoF6 26 16C 2E73656F 73

|| Show QID using ASCIT characters

Custom Write Operation

" Basic - Single Key Mode

[ 0 Standard - Create ADF and Data Object(s) ]

") Update Existing Data Object

< Back |[ Mext = ]| Cancel i
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4. Custom Privacy Keys: Select a custom key to use as the Privacy Encryption Key and Message
Authentication Code, which will be created when the ADF is created, and click Next.

Field Description

GDF Key Set Sets the key set that is used to authenticate to the GDF to grant access to
create the ADF for the HID Access Application. If the card presented at
the time of encoding has the factory default GDF keys, Asure ID attempts
to change the GDF keys.

Privacy Encryption Key The Privacy Encryption Key is used to encrypt the transactions between
the client and the ADF.

Note: If the desired key is not defined, select <Create New Key> from the
drop-down menu.

Message Authentication The Message Authentication Code (MACQC) is a 16 byte code appended to
Code (MAC) the end of encrypted data transmission to protect the integrity of
transaction.

Note: If the desired key is not defined, select <Create New Key> from the
drop-down menu.

Key ID Select the Key ID in which the Privacy Keys is stored.
The default Key 0O is the Privacy Key ID recommended by HID.
Advanced Options Advanced Options allows you
S Key Fl
to set the Seos Key Flags. e
Default settings are T
recommended for the Privacy ¥/ Use Random Numbers
Keys.
OK | | Cancel
Sees Encoding =
Custom Application Keys
Configura the keye and aptions for the Privacy Encryption Key and Meseage Authentication Cods (MAC)
CDF Key Set
HID recommends users take ownersnip of their cards Dy using an Elite GDF keyset or oreating a Custom GDF keyset.
Standard v| Mew Ksy Saf
#DF Configuration and Frivacy Keys
Privacy Encryption Key:
“Manz > - Advarced Cptions
Message Authentication Code MAC):
o : Create a Key
K:: I:: Key Desaiption:  Privacy Enaryption Kzy
¥
Key: |4C3E30DD1F03527F36B21355506C72870
Key Size: 16
Random Key Size (bytes):
Key OID:
Spedfy Key's OID
Standard Key Sizes (bytes)
iCLASS 8
MIFARE Classic 6
MIFARE DESFire EV1 & Seos 16
3 Key TDES 4
Create ! Cancel I
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5. Primary User Key Role: Define a User Key/Role for accessing the default Data Object, and click

Next.
Field Description
Role Name Rename the Role Name, if desired.

Custom Key

Assign a Custom Key that this Role will use.
Note: If the desired key is not defined, select <Create New Key> from the
drop-down menu.

Seos Key ID

Select the Key ID for the slot in the ADF this key will assume when the
ADF is created.

Role Access Rights

Modify the Role Access Rights as desired. It is recommended that the
Primary User Role has Read and Write access (Change Key access is
optional).

Read Key: Is used to authenticate to a Data Object prior to reading its
contents.

Write Key: Is used to authenticate to a Data Object prior to writing its
data to it.

Change Key: Is used to authenticate prior to a Key Roll operation. See
Section 6.5.8: Work Instruction: Roll Card Authentication Key for details.

Options

Modify the Options (default options)

Seos Encoding

Primary User Key Role

Role Name:
Admin

Custom Key:
Custom Seos Key

Seos Key ID:

Configure the primary user key role. At a minimum, this role should have write data access rights. If
reguired additional roles can be added on the next page of the wizard.

Role Access Rights
| Read Key

[&] Write Key

[#] Change Key
Options

| Secure Messaging

|| Use Random Mumbers

< Back |[ Mext > ]| Cancel
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6. ADF Configuration: Create and manager User Key Roles and Object Tags. Click Next.

Field Description

Available User | Add, Modify and delete User Key Roles.

Key Roles Note: At least one User Key Role must be defined and assigned to an Object Tag,
before you can continue.

' Pqi !_t‘? ||_f-§q| Drag and drop User Keys Roles onto an Object Tag in the ADF Configuration pane.
ADF Add and remove Object Tags.

Configuration Note: At lease one Object Tag must be defined in the ADF.

|é| |é| Action: Allows user to Edit or remove Roles from the ADF Configuration pane.

Note: By default the Object Tag DO is created and the Primary User Role is assigned access to
this Object Tag.

Seos Encoding @

ADF Configuration
Create and manage User Key Roles and Object Tags. Drag and drop Available User Key Roles to Object
Tags in the ADF Configuration area to define how objects will be accessed within the ADF.

3 e ey ee

Available User Key Roles: ADF Configuration:
Admin [ | Wame Action
=) ADF OID - 635F6D2E6859646 76CEF52616C 2E7365. .. Edit
»  E-ObjectTag-D0 o Edt
i L Admin (ReadWrite/Change - Key01) Remove
Operator (Read - Key02) Remove
- Object Tag -D2 Edit
L Admin (Read/Write/Change - Key01) Remove

< Back |[ Mext = ]| Cancel
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7. Data Object Mapping: Configure which Object Tag will be written by this Work Instruction and
how the data will be formatted, and click Next.

Field Description

Plugin Type This defines how the data will be entered by the user in the Work Order Manager, or in
Data Entry. Options are ASCII Text, Hexadecimal Data, Unicode Text, or Signed 64-bit

Integer.
Name This defines the name of the data field in which the user will enter the custom data.
Object Tag If more than one Object Tag is defined in the ADF, select which Object Tag this Work

Instruction should read or write. The default is DO.

Seos Encoding @

Data Object Mapping
Configure which Object Tag will be written by this Work Instruction and how the data wil be formatted.

Plugin Type:

ASCII Text -
Mame:

Custom_Field
Object Tag:

Do -

| < Back |[ Mext = ]| Cancel |

8. Review the configuration summary and click Export (to a .txt file) if required. Click Finish.

Seos Encoding @

Work Instruction Complete

You have successfully created a Seos Work Instruction

ADF OID:
636F60 2E6369646 76 C6F6 26 16C 2E73656F 73

0bjects and Roles Used:

D0: Admin (Key 1 -R/W, M), Operator (Key 2 -R)
D2: Admin (Key 1 - R\ M)

Defined Keys:

ADF Privacy Encryption Key: Value="4C3E3DD 1F03527F 3662 1355506C 72370
ADF Privacy MAC Key: Value="5B4997A5CF&07502AB8 2D8EBA 165DBTE"
Admin (Key 1): Value="4CEDD723DA51F03B731869A02CCC17CC"

Export

To dose this wizard, dick Finish

| < Back |I

] | Cancel |

9. Return to Section 5.5: Create a Work Order, step 5 to save the Work Order.
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6.5.4 Seos: Custom Encoding (Update Existing Data Object)

To update a card where the ADF already exists, or if the ADF has multiple objects and was created
in a previous Work Instruction, then a distinct type of write operation is required to update the data
object only and not modify any existing keys or data objects.

1. Select the Seos technology type. Click OK.

Select a Plugin x|

iCLASS

MIFARE Classic
MIFARE DESFire EV1
Prox

D
[ 0K ]l| Cancel |

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox.
Click Next.

3. Configure Seos Instruction Mode: You can make selections from the following. Click Next.
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Method 1 (Configure ADF using an existing Work Instruction)

Field

Description

Data Type

For this example Custom must be selected.

Instruction Type

For this example Write must be selected.

Options

Not available with Custom.

ADF Configuration

ADF OID: A number (8 byte minimum) used to reference the application
after it is created.

Show OID using ASCII characters: Displays ASCII characters.

Custom Writer
Operation

For this example Update Existing Data Object(s) must be selected.
Additionally select the Select ADF Configuration from an existing Work
Instruction option. Select the Work Instruction from the pull-down menu.
Note: This checkbox will only be present if there another Seos Custom Write
Work Instruction was created prior to this Work Instruction.

Seos Encoding

Application

Data Type

Instruction Type

) Read

" Delete

Configure Seos Instruction Mode
Select if the work instruction will be used to read, write, roll keys, or delete a Custom or HID Access

) HID Access Application

) Roll Card Authentication Keys

ADF Configuration
ADF OID:

[T Show QID using ASCII characters

Custom Write Operation

" Basic - Single Key Mode

" Standard - Create ADF and Data Object(s)

1 Update Existing Data Object:

7] Select ADF Configuration from an existing Work
= Instruction

Write Custom_Field (ASCII Text) -

< Back |l Mext = '| Cancel i
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4. Data Object Mapping: Configure which Object Tag will be written by this Work Instruction and
how the data will be formatted, and click Next.

Field

Description

Plugin Type

This defines how the data will be entered by the user in the Work Order Manager, or in
Data Entry. Options are ASCII Text, Hexadecimal Data, Unicode Text, or Signed 64-bit
Integer.

Name

This defines the name of the data field in which the user will enter the custom data.

Object Tag

Select desired Object Tag, if more than one has been defined in a Previous Work
Instruction. Otherwise type in the desired Object Tag, if the Select ADF Configuration
from an existing Work Instruction (on the Configure Seos Instruction Mode window)
option is not checked.

Seos Encoding

Plugin Type:
ASCII Text

Mame:

Object Tag:
Do

Data Object Mapping
Configure which Object Tag will be written by this Wark Instruction and how the data will be formatted.

Custom_Field

)

| < Back |[ Next = ]| Cancel |

5. Review the configuration summary and click Export (to a .txt file) if required. Click Finish.

Seos Encoding

5]

Work Instruction Complete

‘You have successfully created a Seos Work Instruction

ADF OID:
636F6D 2E6865646 7OCAF626 16C2ET3656F 73

Objects and Roles Used:
D0 Admin (Key 1 - R )
Defined Keys:

Export

To dose this wizard, dick Finish

| Cancel |

6. Return to Section 5.5: Create a Work Order, step 5 to save the Work Order.
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Method 2 (Configure ADF Manually)

Field Description

Data Type For this example Custom must be selected.

Instruction Type For this example Write must be selected.

Options Not available with Custom.

ADF Configuration ADF OID: A number (8 byte minimum) used to reference the application

after it is created.
Show OID using ASCII characters: Displays ASCII characters.

Custom Writer For this example Update Existing Data Object(s) must be selected.
Operation Additionally select the Select ADF Configuration from an existing Work
Instruction option. Select the Work Instruction from the pull-down menu.
Note: This checkbox will only be present if there another Seos Custom Write
Work Instruction was created prior to this Work Instruction.

Seos Encoding

Configure Seos Instruction Mode
Select if the work instruction will be used to read, write, roll keys, or delete a Custom or HID Access
Application

Data Type ADF Configuration

" HID Access Application ADF OID:

636FE0 2E68606496 TECEFE 26 16C2ET3656F 73
Custom

[C] Show OID using ASCII characte
- oW using aracters

" Read Custom Write Operation

" Basic - Single Key Mode

" Roll Card Authentication Keys
~ Standard - Create ADF and Data Object(s)

" Delete

& LUpdate Existing Data Object:

| < Back |[ MNext = ]| Cancel i

7. Go to Section 6.5.3: Seos: Custom Encoding (Standard Mode), steps 4 - 9.
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6.5.5 Seos: Custom Encoding (Rolling Custom Seos Keys)
This operation will change 1 or more keys present in an ADF.

1. Select the Seos technology type. Click OK.

Select a Plugin N x|

ICLASS

MIFARE Classic
MIFARE DESFire EV1
Prox

D
[ Ok ]| Cancel |

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox.
Click Next.

3. Configure Seos Instruction Mode: You can make selections from the following. Click Next.

Field Description

Data Type For this example Custom must be selected.

Instruction Type For this example Roll Card Authentication Keys must be selected.
Options Not available with Custom.

ADF Configuration ADF OID: A number (8 byte minimum) used to reference the application

after it is created.
Show OID using ASCII characters: Displays ASCII characters.

Custom Key Rolling For this example Roll Privacy Encryption and MAC Keys must be selected.
Options
Seos Encoding

Configure Seos Instruction Mode
Select if the work instruction will be used to read, write, roll keys, or delete a Custom or HID Access
Application

Data Type ADF Configuration

"1 HID Access Application ADF QID:

" 636F5D 2E6369646 76CHF526 16C2E7 3656F 73
2 Custom

[C1] Show QID using ASCII characte
Instruction Type = b S L

" Read Custom Key Rolling Options

_! Wirite 7 zRoII Privacy Encryption and MAC Keysé

[ = Roll Card Authentication Keys]

) Delete

| < Back |[ Mext = ]| Cancel |
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4. Custom Privacy Keys: Select a custom key to use as the Privacy Encryption Key and Message
Authentication Code, which will be created when the ADF is created, and click Next.

Field

Description

Privacy Encryption Key

The Privacy Encryption Key is used to encrypt the transactions between
the client and the ADF.

Note: If the desired key is not defined, select <Create New Key> from the
drop-down menu.

Message Authentication

The Message Authentication Code (MAC) is a 16 byte code appended to

Code (MAC) the end of encrypted data transmission to protect the integrity of
transaction.
Note: If the desired key is not defined, select <Create New Key> from the
drop-down menu.

Key ID Select the Key ID in which the Privacy Keys will be stored.

The default Key O is the Privacy Key ID recommended by HID.

Advanced Options

Advanced Options allows the
user to set the Seos Key Flags.
Default settings are
recommended for the Privacy
Keys.

Seos Key Flags

/| Use Random Numbers

OK. | | Cancel

Seos Enceding

Custom Privacy Keys

ADF Configuration and Privacy Keys
Privacy Encryption Key:

Privacy Encryption Key
Message Authentication Code (MAC):
Message Authentication Code
Key ID:

Key 0 -

Configure the keys and options for the Privacy Encryption Key and Message Authentication Code (MAC).

-

Create a Key
Key Description:  Privacy Encryplion Key
Key: 4C3E3DDIFD3527F36821355506C72870

Key Size: 16

l| Generate Random Key !

Random Key Size (bytes):

Key OID:
Specify Key's QID
Standard Key 5izes (bytes)
ICLASS
MIFARE Classic
MIFARE DESFire EV1 & Seos i6
JKey TDES 29

()

Cancel |
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5. Custom Privacy Change Keys: If the Roll Privacy Encryption and MAC Keys checkbox was
selected in step 3 above, the Custom Privacy Change Keys window will display. Define the new
Privacy Encryption Key and MAC, and click Next.

Field Description

Privacy Encryption Key The Privacy Encryption Key is used to encrypt the transactions between
the client and the ADF.

Note: If the desired key is not defined, select <Create New Key> from the
drop-down menu.

Message Authentication The Message Authentication Code (MAC) is a 16 byte code appended to
Code (MAC) the end of encrypted data transmission to protect the integrity of
transaction.

Note: If the desired key is not defined, select <Create New Key> from the
drop-down menu.

Key ID This option is not available on this window.
Advanced Options Advanced Options allows the
user to set the Seos Key Flags. | o K&/Flegs
Default settings are i
recommended for the Privacy ] Use Random Numbers
Keys.
oK | | Cancel
Seos Encoding

Custom Privacy Change Keys
Configure the keys and options for the new Privacy Encryption Key and Message Authentication Code
(MAC), to which the existing Privacy Keys will be changed.

ADF Configuration and Privacy Keys
Privacy Encryption Key:

Privacy Encryption Key - Roll = Advanced Options
Message Authentication Code (MAC):

Message Authentication Code (MAC) -Rall -
Key ID:

< Back |[ Next > ]l Cancel I
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6. Key Selection: Select the Keys that will be used for the authentication and securing of data on

the card, and click Next.

B

i

Seos Encoding

Key Selection
Select the keys that will be used for the authentication and securing of data on the card.

Custom Keys
_r Description Custom Key Seos Key ID Key Flags
Auth Change Key <Mone = Key O Secure Messaging | Contactless
cure Messaging | Contactiess

| < Back |[ Mext = ]| Cancel |

7. The wizard is complete. Click Finish.
8. Return to Section 5.5: Create a Work Order, step 5 to save the Work Order.
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6.5.6 Seos: Reading a Seos Data Object from a Custom ADF
1. Select the Seos technology type. Click OK.

Select a Plugin i x|

ICLASS

MIFARE Classic
MIFARE DESFire EV1
Prox

D ——
( QK ]| Cancel |

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox.
Click Next.

3. Configure Seos Instruction Mode: You can make selections from the following. Click Next.

Field Description

Data Type For this example Custom must be selected.

Instruction Type For this example Read must be selected.

Options Not available with Custom.

ADF Configuration ADF OID: A number (8 byte minimum) used to reference the application

after it is created.
Show OID using ASCII characters: Displays ASCII characters.

Read Configuration Custom Read Key: Specify the Custom Read Key which will be used to
authenticate to the ADF to read the Data Object.

Note: If the desired key is not defined, select <Create New Key> from the
drop-down menu.

Read Key ID: This Read Key is to be referenced in the ADF.

Seos Encoding

Configure Seos Instruction Mode
Select if the work instruction will be used to read, write, roll keys, or delete a Custom or HID Access
Application

Data Type ADF Configuration

| HID Access Application ADF OID:

636FED2EG369646 76CoFE26 16C2E73656F 73
4 Custom

[Tl Show OID using ASCII characte
Instruction Type [C] Show using aracters

Read Configuration

7 Wirite Custom Read Key:
"1 Roll Card Authentication Keys Custom Read Key i
") Delete Read Key ID:

Key 1 -

i < Back |[ Mext = ]l Cancel i
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4. Custom Privacy Keys: Select a custom key to use as the Privacy Encryption Key and Message
Authentication Code, which will be created when the ADF is created, and click Next.

Field Description

Privacy Encryption Key The Privacy Encryption Key is used to encrypt the transactions between
the client and the ADF.

Note: If the desired key is not defined, select <Create New Key> from the
drop-down menu.

Message Authentication The Message Authentication Code (MAC) is a 16 byte code appended to
Code (MAC) the end of encrypted data transmission to protect the integrity of
transaction.

Note: If the desired key is not defined, select <Create New Key> from the
drop-down menu.

Key ID Select the Key ID in which the Privacy Keys will be stored.

The default Key O is the Privacy Key ID recommended by HID.
Advanced Options Advanced Options allows the

user to set the Seos Key Flags. | o KerFlags

Default settings are 7

recommended for the Privacy /] Use Random Numbers

Keys.

OK || Cancel

Seos Enceding

Custom Privacy Keys
Configure the keys and options for the Privacy Encryption Key and Message Authentication Code (MAC).

ADF Configuration and Privacy Keys
Privacy Encryption Key:
Privacy Encryption Key -

Message Authentication Code (MAC):

Message Authentication Code x
Key ID: Create a Key
Key 0 -

Key Descaiption: Privacy Encryplion Key

Key: 4C3E3DDIFD3527F36821355506C7 2870

Random Key Size (bytes):

Specify Key's QID

Standard Key Sizes (bytes)

ICLASS 8

MIFARE Classic 1

MIFARE DESFire EV1 & Seos 16

3 Key TDES 24
[ Create ] | Cancel [
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5. Data Object Mapping: Configure which Object Tag will be written by this Work Instruction and
how the data will be formatted, and click Next.

Field Description

Plugin Type This defines how the data will be entered by the user in the Work Order Manager, or in
Data Entry. Options are ASCII Text, Hexadecimal Data, Unicode Text, or Signed 64-bit

Integer.
Name This defines the name of the data field in which the user will enter the custom data.
Object Tag Type in the Object Tag, from which the data will be read. Default is DO.
Seos Encoding

Data Object Mapping
Configure which Object Tag will be written by this Wark Instruction and how the data will be formatted.

Plugin Type:

ASCIT Text =,
MName:

Custom_Field

Object Tag:

Do o

|[ Next > ]! Cancel

6. When the wizard completes, click Finish.

7. Return to Section 5.5: Create a Work Order, step 5 to save the Work Order.
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6.5.7 Seos: Deleting a Custom ADF

Warning: This operation will delete any data associated with an ADF and the ADF itself and
should only be performed if the ADF and its data is no longer required.

1. Select the Seos technology type. Click OK.

select a Plugin J

iCLASS

MIFARE Classic
MIFARE DESFire EW1
Prox

X

[ oK ]'l Cancel

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox.

Click Next.
3. Configure Seos Instruction Mode: Make selections from the following. Click Next.
Field Description
Data Type For this example Custom must be selected.

Instruction Type

For this example Delete must be selected.

Options

Not available with Custom.

ADF Configuration

ADF OID: A number (8 byte minimum) used to reference the application
after it is created.
Show OID using ASCII characters: Displays ASCII characters.

Seos Encoding

Application

Data Type

Instruction Type
" Read

) Write

Configure Seos Instruction Mode
Select if the work instruction will be used to read, write, roll keys, or delete a Custom or HID Access

") HID Access Application

"I Roll Card Authentication Keys

ADF Configuration
ADF OID:

630F6D 2E6365646 7OCEF626 16C2E73658F 73

|| Showe QID using ASCII characters

« Badk |[ Mext = ]| Cancel
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4. Key Selection: Select the keys that are used for the authentication and securing of data on the
card. Click Next.

Field Description

GDF Key Sets GDF Auth Key Set: Select the key set to use to authenticate to the GDF to
grant access to delete the ADF containing the application.

5. When the wizard completes, click Finish.
6. Return to Section 5.5: Create a Work Order, step 5 to save the Work Order.

6.5.8 Work Instruction: Roll Card Authentication Key

This section covers the Work Instruction wizard for Roll Card Authentication Key Encoding for
iCLASS, MIFARE Classic, MIFARE DESFire EV1, and Seos.

1. Select the technology type. Click OK.
x|

MIFARE Classic
MIFARE DESFire EV1
Prox

Seos

[ oK ]| Cancel |

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox.
Click Next.

3. Select Data Format: You can make selections from the following. Click Next.

Field Description
Instruction Type Select Roll Card Authentication Key for this option.
Data Type Not available.

Seos - HID Access Application

Credential Type Not available
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Note: The screenshot below is using the iCLASS technology. This window is slightly different
with other technologies (MIFARE, Seos, etc.).

= F

Select data format
Select the format of the data that will be written to the card.

Instruction Type
Read

_ ) Wirite

& Roll Card Authentication Key |

Options

| <pack _|( Bext = ]|_ Cancel |

4. Key Selection: Select a key to lock the AppArea after the data is written. Click Next.
iCLASS Key Selection

The following section is the Key Selection window for iCLASS Encoding.

Field Description

Key Card Authentication Key: Standard, or HID defined Key Sets may be selected
New Card Authentication Key: Standard, or HID defined Key Sets may be selected
SO Encryption Key: Standard, or HID defined Key Sets may be selected
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RI=E

Key Selection
Select a key which will be used to lodk the AppArea after the data is written,

Keys
Card Authentication Key: Mew Card Authentication Key:
Standard - ICED120 -

50 Enayption Key:
Standard -

This only works with SE cards (SI0 Only). If an SR card is detected during key roll, the S0 keys will not be
rolled and the 30 Keys should not be changed on on the HID door reader.

< Back
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MIFARE Classic Key Selection

The following section is the Key Selection window for MIFARE Classic Encoding.

Field Description

Keys Key Set: Custom, Standard, or HID defined Key Sets may be selected.
Roll Key Set: Custom or HID defined Key Sets may be selected.

Authentication Key A: Select an option from the drop-down menu.
Change Key A: Select an option from the drop-down menu.

Authentication Key B: Select an option from the drop-down menu.
Change Key B: Select an option from the drop-down menu.

SO Encryption Key: Select an option from the drop-down menu.
Change SO Encryption Key: Select an option from the drop-down menu.
MAD Write Key A: Select an option from the drop-down menu.

MAD Write Key B: Select an option from the drop-down menu.

rararncoamg L=IEY

Key Selection
Select a key which will be used to lock the AppArea after the dats is written,

Keys
Key Set: Roll Key Set:

Custom - Custom P
Authentication Key A: Change EKey A:

Default Key 4 - Default Key A -
Authentication Key B: Change Key B:

Default Key B - Default Key B -
S0 Encryption Key: Change 50 Encyplion Key:

Default 50 Encryption Key - Default 50 Encryption Key -
MAD Write Key B: MAD Write Key B:

Default HID MAD Key B - Default HID MAD key B -

| <Back _|[ Mext = ]| Cancel 4
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MIFARE DESFire EV1 Key Selection
The following section is the Key Selection window for MIFARE DESFire EV1 Encoding.

Field Description
Key Set: Standard or HID defined Key Sets may be selected.

Keys
Change Key Set: Standard or HID defined Key Sets may be selected.
Custom PICC Master Key: Select to open the Application Keys section for

configuration (see section circled below).

MIFARE DESFire EV1 Encoding D =10 x|

Key Selection
Select a key which will be used to lodk the AppArea after the data is written,

Eey Set
Key Set: Change Key Set:
- || Custom PICC Master Key

Application Keys
Key Diversifier Algorithm

Key Type Crypto Method

% {PiccMaster
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Seos Key Selection

The following section is the Key Selection window for Seos Encoding.

Field Description
Key Sets Auth Key Set: Standard or HID defined Key Sets may be selected.
Change Key Set: Standard or Custom Key Sets may be selected.
Encryption Keys SO Encryption Key: Standard or HID Standard Key Sets may be selected.
|
Key Selection

Select the keys that will be used for the authentication and securing of data on the card.

Key Sets
Auth Key Set: Change Key Set:
Standard = | Standard -

Encaryption Keys

50 Encyption Key:
Standard -

< Badk |[ Mext = ]| Cancel

5. When the wizard is complete, click Finish.
6. Return to Section 5.5: Create a Work Order, step 5 to save the Work Order.
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6.6 Multi-Technology Card Support

To support multiple technology cards, a Work Order can contain multiple Work Instructions for
multiple encoding operations for a single technology. For instance, to read a multi-technology
Prox/iCLASS card you would first add a Prox Work Instruction and then add an iCLASS Work
Instruction. For more information on creating work instructions, see Work Instruction Wizard.

Note: A special feature exists to read the PACS credential from one technology (for instance Prox)
and write the same formatted credential into another technology supported by the card (for instance
iCLASS).

For example,

1. Open a Work Order then select Add Work Instruction.

2. Select the Prox technology type from the list and use the Work Instruction Wizard to create a
Prox Read instruction with the desired format. Save the Work Instruction.

3. Next, Select Add Work Instruction and use the Work Instruction Wizard to create another work
instruction.

4. Select the iCLASS technology type from the list and use the Work Instruction Wizard to create
an iCLASS Write - HID Access Application instruction.
Note: You must select the same format as in the Prox Read instruction in step 2 above.

5. On the Define Format Parameters page, select the Previous Work Instruction option for the
Parameter Type field. Do this for each parameter in the grid. This routes the PACS credential
data read from the Prox instruction into the iCLASS instruction.

iCLASS Encoding = R

Define Format Parameters

Configure format parameter data field names, value uniqueness, number ranges and auto-incrementing
behavior,

Name Parameter Type Enforce Unique ... | Default Value Increment Step Auto Number Ra... ]

Card Id Mumber | Auto Increment | & 1 1 165535

Previous Work Instruction -_

| < Back || Mext = || Cancel

6. Complete the Wizard selections and save the Work Order.

Note: These parameters are set to read-only in the Work Order Manager to prevent you from
manually entering data, which could be overwritten.

PLT-01067, Version: A.7 July 2017



Chapter

Key Management

The following section covers all aspects of the Key Management environment.

Limits on Key Storage

There is a limit to the number of and Keys (HID and Custom) that can be stored on the iCLASS SE
Encoder. The Available Key Slots and Memory is easily monitored on the Encoder Info panel.

It is recommended that this space be managed by:

m Loading only keys that are needed for your configuration.

m Exporting and/or Removing Custom and HID Keys that are not longer required.
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7.1 Key Management Home Tab

The Key Management Home tab contains the following areas.

s Key Management - Asure ID - B x
B : @
i i H Import Keys o Remove @ & ™ Edit Key Set |
T = @ O
Create Remove 4 ExportKeys | Load HID = Revoke Refresh || Add Key @ Delete Key Set
Custom Key Custom Key Key(s) Set
: St Khys HERREw i
| @icasssEEncoder |, ol : .| selected Encoder:
i e L j iy gk HID OMMIKEY 5427 CKSCO  ~| &
Encoder Engine ID:
Wark Order Man
280501040 181E4330 101030 50F8C9(
Encoder Authentication Status:
Kev Management Not Authenticated
. Available Key Slots:
+— [ | oo of 25
Reader Configuration HID Keys Available Memary:
2 f ; 9205 of 155648 Bytes
S Mame Configuration 0ID
oy || » T S| mcouora o o o0 wa
Seos GDF Integrator change key Standard 28060104018 1E4380101020 11801010205
Seos 50 ADF Enc Privacy Key Standard 2B0601040181E4380101020113010102020101
Seos 50 ADF Mac Privacy Key Standard 280501040181E4380101020113010102020102
Se0s ADF Read key Standard 280601040 18 1E4380 101020 1180101020203
Seos ADF Write key Standard 2B0601040181E4380101020113010 1020204
Seos ADF Admin key Standard 2B0601040181F43801010201180101020205
Seos 50 ADF QID Standard 2B0601040151E438010102011801010202
Seos 50 ADF QID ICED120 2B0601040181F438010102011801010405
iClass Legacy HID App Encryption Key Standard 28060104018 1E438010 1020 1090501
P RRTAE R " : P R R D =
m E—
Ready
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Key Management Toolbar

The Key Management module of the CP1000 Desktop Encoder allows the user to view and manage
the HID and Custom Keys.

111 Key Management - Asure ID - B X
e + 9
File Hame L
. e -
3 Import Keys - REMovE @ ¢ : Edit Key Set

P - o = e
Create Remove | ExportKeys | Load HID = Revoke Refresh | Add Key ;;. Delete Key Set

Custom Key Custom Key Key(s) Set

Custom Keys HID Keys Key Sets
Toolbar Function | Description

Create Custom Key

Allows the user to create or randomly generate a key. See Section 7.3: Create Key.

Remove Custom
Key

The general rule is keys are not removed or deleted. However, if the number of stored
keys reaches its limit (number/size), it may be required to remove keys that are not
required. See Section 7.4: Remove Selected Key.

Note: Custom Keys should be exported before removing them from the system.

Import Keys

Allows the user to Import Custom Key(s) experted from another file.

Note: The user must share the same Admin Keys and passwords to share Custom
Keys. See Section 7.5: Import Keys and Key Sets.

Export Keys

Allows the user to securely export (save) the Custom Keys and Admin Keys for
backup and recovery. See Section 7.6: Export Keys.

Load HID Key(s)

Allows you to load a file containing encrypted HID keys targeted to a specific encoder.
The names and locations of the files are required. Once loaded, the HID keys appear
on the HID Keys pane. See Section 7.7: Load HID Key(s).

Allows you to remove the selected HID key or keys from the selected encoder. See

Remove Section 7.8: Remove HID Key(s).
Allows the user to load the key revocation list to the encoder. See Section 7.9: Revoke
Revoke
HID Key(s).
Allows the user to reload keys from the encoder. See Section 7.10: Refresh HID Key
Refresh .
List.
Add Key Set Allows the user to add a Key Set to create a grouping of custom keys. See Section 7.71:
Add Key Set.
Edit Key Set Allows the user to edit a Key Set. See Section 7.12: Edit Key Set.

Delete Key Set

Allows you to delete a Key Set from the Key Set pane. See Section 7.13: Delete Key
Set.
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Encoder Info Panel

The Key Management Encoder Info panel displays information about the CP1000 Desktop Encoder
currently connected to the computer.

Selected Encoder:
HID OMMIKEY 5427 CK SC 0

Encoder Engine ID:

260601040 131E438010103050F3C3(

Encoder Authentication Status:

Mot Authenticated
Available Key Slots:

108 of 256

Available Memaory:

9205 of 155648 Bytes

Field

Description

Selected Encoder

All available encoders are listed in the drop-down list. Click the Refresh to refresh
the type of encoder.

Encoder Engine ID

The ID of the selected encoder displays. Credentials are linked to this Encoder
Engine ID.

Encoder
Authentication Status

The Authentication function is normally an automatic function. However, if Not
Authenticated is displayed, or if the encoders are changed, this process will allow
the authentication of the new iCLASS SE Encoder.

Available Key Slots

The number of HID and Custom keys stored on the encoder. As keys are loaded
and removed, the information is shown on the Encoder Info panel.

Available Memory

The amount of memory available on the encoder.
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7.2 Key Manager File Tab

The Key Manager File tab contains specific options for this module.

r
| I Upload Enceder Cenfiguration Package

Sync Enceder

l 4.» Change Encoder Admin Keys

@ Open Log File

| options | | €t Asure |

Option Function

Description

Upload Credential
Credits

The Upload Credential Credits allows the upload of Credential Credits provided by
HID Global. See Section 4.3: Upload Encoder Configuration Package.

Sync Encoder

See Section 7.9: Revoke HID Key(s) for detailed information.

Change Encoder
Admin Keys

See Section 7.15: Change Encoder Admin Keys for detailed information.

Open Log File

The Open Log File allows you to view the log file of events for the Asure ID CP1000
Edition application.
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7.3 Create Key

The Create Key process allows you to define and save a new Custom Key to the iCLASS SE Encoder.

Note: When a Custom Key is created, it is encrypted and stored in the Asure ID native database and
uploaded on demand in the following situations:

m A new Encoder is used to encode a credential

m An encoder which previously contained the key became full and the key was backed-up and
deleted to make room for a new key.

To Create a Key:

1. Select the Key Management module.
2. Click Create Custom Key from the toolbar.

i Key Management - Asure ID - B x
BN - - @
| = Vg e
I ; | Ke | o Remo m | EditKey Set {Eass 4
[(o] = <ooer gy e @ T T 2 =
Create Remove 4. ExportKeys | Load HID = Revoke Refresh || Add Key @ Delete Key 5et  Generate Import
Custom Key JCustom Key Key(s) Set Seed-To-Key Seed Keys
Sushom Feys HEaXeye - ey ek
Keys
|‘ﬁ | Custom Keys | selected En :
—— — Description QID Key Length - &
I = {CLASS SE Encod HID OMMIKEY 5127 CKSC 0 [5]
Encoder Engine ID:
j 250501040 18 1E4380 10 103050F8C9C
‘Work Order Manager
Encoder Authentication Status:
Authenticated
Key Management Available Key Slots:
-~ [ 101 0f 256
. HID Keys Available Memary:
: 8773 of 164864 es
Reader Configuration Mame Configuration | OID " Byt
| € Advanced R t=c= Leg=cy HD 400 Detit ey 28060104018 1E433010102010701
s iClass Default Transport Debit Key Standard 28060 1040 18 1E4380 1010201070301
iClass Default Transport Credit Key Standard 2B060 1040 18 1E4380 1010201070302
iClass Book 0 Page 0 Credit Key Standard 280601040 18 1F4380 10 1020 10704
iClass Book0 Page 1 Debit Key Standard 2B060 1040 18 1E4380 10 1020 10705
iClass Book Page 1 Credit Key Standard 280501040 18 1E4380 101020 10705
iClass BookO Page2 Debit Key Standard 280601040 18 1E438010 102010707
iClass BookD Page2 Credit Key Standard 280601040 18 1IE4380 101020 10708
iClass BookD Page3 Debit Key Standard 280601040 18 1E4380 10102010709
iClass BookO Page3 Credit Key Standard 280501040 18 1IE43580 10102010704
e Dl D m e inanioim anmnananon -
m +——
Ready
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3. Enter the following information on the Create a Key window and click Create.

— i'lf! o
Key Description:  Access_Key_1
Key: |355F94446064
Key Size; 6
Random Key Size (bytes): & -
Standard Key Sizes (bytes) ‘
iCLASS a ‘
MIFARE Classic g
MIFAREDESFre EV1 16
IKey TDES 24
=
Field Description

Key Description

Enter a description for the key.

Key

This can either be manually entered (hexadecimal) or click Generate
Random Key, which generates a key based on the Random Key Size field and
fills the field.

Random Key Size
(bytes)

From the drop-down menu set the key size value.
The following are technology and encoder key sizes:

¢ MIFARE = 6 bytes

« MIFARE DESFire = 16 bytes

¢ iCLASS Authentication = 8 bytes

¢ iCLASS Encryption =16 bytes

« DES = 8 bytes

e 2kTDES =16 bytes

e 3KkTDES = 24 bytes

e AES =16 bytes

¢« Encoder Configuration Keys = 16 bytes

¢ SO Keys =16 bytes
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4. The new Key is created and is displayed in the Custom Keys pane.
The Available Key Slots and Available Memory display the updated status.

Key Management - Asure ID - = X

i V. 4 - -
‘ s il . ImportKeys m o Remove @ L:ﬁ: _+ Edit Key Set "EL“,‘” :
Create Remove 4. ExportKeys | LoadHID o Revoks Refresh | Add Key @ Delete Key 5et Generate Import
Custom Key Custom Key Key(s) Set Seed-To+Hey Seed Keys
S ey HIDREYs: 1 ey SN

# 4 Custom Keys |/ sab g >
| Diikkinkinia s Key Length HID OMNIKEY 5127 CKSC0  ~ | &)
PN Access Key 1 |0z01070935cEE021 I &

Encoder Engine ID:
28060104018 1E438010103050F8CC

Encoder Authentication Status:

Authenticated
Key Management Available Key Slots:
+ — [ 1 99 of 256
. HID Keys - Available Memory:
Reader Canfiguration I MName Configuration | OID 4 SAT R ST O
— > e e T T |
e s e iClass Default Transport Debit Key Standard 28060 1040 18 1E4380 10 10201070301

iClass Default Transport Credit Key Standard 2B060 1040 18 1IE4380 10 1020 1070302
iClass Book 0 Page O Credit Key Standard 2B0S0 104018 1F438010 1020 10704
iClass BookD Page 1 Debit Key Standard 2B060 104018 1E438010 1020 10705
iClass BookD Page 1 Credit Key Standard 2B060 1040 18 1E4380 10 1020 10705
iClass BookD Page2 Debit Key Standard 2B0601040181E438010 102010707
iClass Book( Page2 Credit Key Standard 2B060 104018 1IE4380 10 1020 10708
iClass Bookd Page 3 Debit Key Standard 2B060 104018 1E438010 1020 10709
iClass Book( Page3 Credit Key Standard 2B060 104018 1E4380 101020 10704

Ready
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7.4 Remove Selected Key

The general rule is Keys are not removed or deleted. However, if the number of stored keys reaches its
limit (number/size), it may be required to remove keys that are not required.
Note: Custom Keys should be exported before removing them from the system. See Section 7.6:
Export Keys for more information.

1. Select the Key Management module.

2. Select the Key to be removed.

3. Click Remove Custom Key from the menu bar.

ImportKeys | coo ¥ me Remove @ i, | EditKey Set
mm = ¥ ;

Remove e Export Keys | Load HID % peyoke Refresh | AddKey (@) Delete Key set
Custom Kell Custom Key Key(s) Set

Custom Keys HID Keys Key Sets

Selected Encoder:

| © icuass st Encoder [Ir il =

Description ) Key Length HID OMNIKEY 5427 CKSCO  ~ | &)
; Access_Key_1 |03010705F 0608001 |

Encoder Engine ID:

‘Work Order Manager
26060104018 1E438010103050F3C9C
. Encoder Authentication Status:
Key Management Authenticated

. Available Key Slots:
+ — [T, | 106 of 256

Reader Configuration

HID Keys Available Memary:

e ] s 9145 of 155648 Bytes
& MName Configuration (s} (8]

Seos GDF Integrator change key Standard 2B0601040181F438010102011801010205
.SEUS 50 ADF Enc Privacy Key Standard 2B0601040161E4330101020113010102020101
.Seos S0 ADF Mac Privacy Key Standard 2B0601040181E4350101020118010102020102

Seos ADF Read key Standard 2B0501040181E433010102011230101020203
Seos ADF Write key Standard 2B0601040151E43501010201180101020204
.Seos ADF Admin key Standard 2B0601040161E43501010201180101020205
Seos S0 ADF QID Standard 2B0501040181E433010102011301010202
.SEOS 50 ADF QID ICE0120 2B0601040181E438010102011801010405
.iclass Legacy HID App Encryption Key Standard 26060104018 1E43801010201090501

Successfully Loaded 9 Keys

4. A Working progress bar displays.
N A

Searching for key dependencies...
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5. When complete, the Key is removed from the encoder and no longer appears on the list.

Note: The Available Key Slots and Available Memory displays the updated status.

™ Key Management - Asure ID - 8 x
. L
i ; H Import Keys | L® Remove @ & ™ Edit Key Set \
el cm =™ o
Create Remove 4. EyportKeys | LoadHID = Revoke Refresh || Add Key @ Delete Key Set
Custom Key Custom Key Key(s) Set
SRS KEVS HEDNE Vs REY e
| @cassseencoder | RS : Selected Encoder:
; S i R j By kaig i HID OMMIKEY 5427 CKSC0  +| &)
: Encoder Engine ID:
‘Work Order Manager
28050104015 1F4330 101030 50F8C0
Encoder Authentication Status:
SHE el e T nNot Authenticated
. Available Key Slots:
thimsind 108 of 256
Reader Configuration HID Keys Available Memary:
2 i - 9205 of 155648 Bytes
S Mame Configuration 0ID
st DR PY scos GOF End User change key 260601040181E4380 10102011801010204
Seos GDF Integrator change key Standard 28060 104018 1E438010 10201130 1010205
Seos S0 ADF Enc Privacy Key Standard 26050104018 1E4380101020118010102020101
Seos 50 ADF Mac Privacy Key Standard 28060104018 1E4380101020118010102020102
Seos ADF Read key Standard 26060104018 1E43501010201130101020203
Seos ADF Write key Standard 28060104018 1E43801010201180101020204
Seos ADF Admin key Standard 2B0601040181E43801010201130101020205
Seos 50 ADF QID Standard 26060104015 1E438010102011801010202
Seos 50 ADF OID ICED120 28060104018 1E4380 101020113010 10405
iClass Legacy HID App Encryption Ky Standard 28060 104018 1E438010 1020 1090501
PRI P V0 T " oo oo
m + -
Ready
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7.5 Import Keys and Key Sets

The Import Keys tool allows you to import Custom Key(s) and Key Sets exported from an iCLASS SE
Encoder. To import Custom Keys from a file on a computer or USB flash drive, use the following steps.

IMPORTANT: To import keys/key sets to another device, that device must have the same SNMP
Admin keys as the device from which the custom keys were originally exported and each
workstation must have the same PIN Code.

You must enter the 4-9 digit code to securely access the Custom Keys from a workstation. This code
should be the same across all workstations where custom keys are automatically synchronized.

Note: The SNMP encoder Admin keys must also match on all workstations where custom keys are
automatically synchronized.

1. Select Key Management.
2. Select Import Keys from the menu bar.

i Key Management - Asure ID = B X

il Lia =3 ICLASS. =
'%" — . Import Keys m = Remove @ l-:ﬂ-.n _+ Edit Key Set >3 =S |

L=
Create Remove 4. ExportKeys | Load HID =2 Revoks Refresh | Add Key ‘_‘;-, Delete Key Set  Generate Import
Custom Key Custom Key Key(s) et Seed-ToKey Seed Keys
Custom Keys HID Keys Key Sets
keys A
| ﬁ Home | . Byt Koy . | Selected Encoder:
Description oID Key Length

| %= icLasS SEEncoder u HID OMNIKEY 5127 CKSCD  ~ | &)

E Encoder Engine ID:
: 28050104018 1E438010103050F8C9C

Work Order Man,

Encoder Authentication Status:
Authenticated
Available Key Slots:
SRR 101 or256
HID Keys Available Memory:
B773 of 164864 Bytes

Key Management

Reader Configuration I Meune

Configuration | OID "
— e o : Stz
PR iClass Default Transport Debit Key Standard 28060 1040 18 LE4380 1010201070301
iClass Default Transport Credit Key Standard 2B060 1040 18 1F43801010201070302
iClass Book O Page 0 Credit Key Standard 28060 1040 18 1E4380101020 10704
iClass BookD Page 1 Debit Key Standard 28060 1040 18 1E438010 102010705
iClass Book Pagel Credit Key Standard 28060 1040 181E43801010 2010706
iClass Bookd Page2 Debit Key Standard 280601040 181E438010 102010707
iClass BookD Page2 Credit Key Standard 28060 1040 18 1E4330 10102010708
iClass BookD Page3 Debit Key Standard 28060 1040 18 1E4380 10102010709
m iClass Book( Page Credit Key Standard 28060 1040 18 1IE4380 101020 10704
T ’ " oo oo P -
+.—
Ready
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3. Locate the file previously saved in Section 7.6: Export Keys. Double-click the file to import.

= Open x|
\:;C) |~ Computer ~ CENTONUSE (G:) ~ ExportKeys + |23 [ searchExport keys \l._‘]‘
QOrganize > Mew folder Hes il @
Favaritas |Tvpe | o
B Desktop 3:42PM  ISXFie

4 Downloads
1=| Recent Places

B Desktop
4| [ B

File name: |Export_Keys_3 2014.isx x| |15 Files im0 =

4. Enter the password set for the keys, if required. Click OK.

EECE -l0/x]

Password ""‘"i
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July 2017

5. The Keys are displayed in the Custom Keys list.
Note: The Available Key Slots and Available Memory displays the updated status.

- @
| Import Ke ] L4y Edit Key Set
# | w ImportKeys ey o REMOVE [ _+ EditKey 5e

Create Remove 4. ExportKeys || Load HID o Revoke Refresh | AddKey & Delete Key Set
Custom Key Custom Key Key(s) Set

Custom Keys HID Keys Key Sets

[l Custom Keys
| ©@icuasssencoder | L | selected Encoder:
| Description | oD LSS HID OMNIKEY 5427 CKSCO  ~ | &)
; Access_Key 3 0301070962ATE034 8
Acces 030107092753FACE g | Encoder Engine ID:
Work Order Manager
260601040 18164380 10103050F8CS(
~
Encoder Authentication Status:
Key Management Authenticated

Available Key Slots:
102 of 256

E + — [

Reader Configuration HID Keys Available Memary:
;‘J [ MName Configuration QID = ALNGh Ea b e
| e N e R T S
Seos GDF Integrator change key Standard 2B0601040181E435010102011801010205
.Seos 50 ADF Enc Privacy Key Standard 2B0501040181E4350101020115010102020101
.Seos S0 ADF Mac Privacy Key Standard 2B0501040181E4380101020118010102020102
Seos ADF Read key Standard 2B0601040181F43801010201180101020203
.SEUS ADF Write key Standard 2B0501040181E43501010201130101020204
.Seos ADF Admin key Standard 2B0501040181E43801010201180101020205
Seos S0 ADF QID Standard 2B0501040181F438010102011301010202
Seos 50 ADF QID ICE0120 2B0501040181E438010102011801010405
.iclass Legacy HID App Encryption Key Standard 2B0601040181E43301010201090501

Ready
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7.6 EXxport Keys

The Export Keys tool allows you to securely export (save) the Custom Keys and Admin Keys for
backup and recovery.

Warning: If the PC hosting the application fails, you will lose access to ALL Credential Credits,
therefore it is important that you record these keys in a secure location for future reference.

Admin Keys are required if the PC running this application, is no longer functioning. These keys are
entered when this application is loaded on a new PC to reconnect to the encoder, otherwise credential

credits and other important information will be lost and the encoder will need to be returned to HID to
be restored to factory settings.

1. Select the Key Management > Export Keys.

= i) —
| %: —=y w ImportKeys e oy REMOVE @ ,“:frg' + EditKey Set

Create Remave I 4. ExportKeys [Load HID Imi:f Revoke Refresh | AddKey () Delete Key Set
Custom Key Custom Ke Keyls) Set

Custom Ke‘,_-'s H_I_D _Ke_ys : KE'\:' _Sets

Keys (M=

|| Custom Keys
| © icLass sE Encoder = ! : .| selectsd Encoder:
P eupny s R HID OMNIKEY 5427 CK 5C 0 -
; b8 Access Key_1 03010709DCF0FFAS
Access_Key_2 03010709F 7813247 FY | Encoder Engine ID:

Work Order Manager
2B060 104018 1E4380 10 1030 50F3C9(

Encoder Authentication Status:
Key Management

Authenticated
. Available Key Slots:
+ — [ 77 or 256
Reader Configuration HID Keys Available Memory:
9 T ; 9 | 9205 of 155648 Bytes
£ Mame Configuration (8] (8] E
User Config mlﬂﬂiﬂm
Seos GDF Integrator change key Standard 2B060104910205
Seos 50 ADF Enc Privacy Key Standard 2B060104)102020101
Seos 50 ADF Mac Privacy Key Standard 2B0601041102020102
Seos ADF Read key Standard 2B060104)1020203 =
+ J %
Ready
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2. Select any or all of the following: Export Custom Keys, Export Key Sets, Export Admin Keys
and click OK.

Export Keys 1

1 =101 ]

This tool will export the keys into a file which can be used to import into

another system. If the admin keys are exported they will be protected
with a passphrase which will be needed upon impart.

W] Export Custom Key

| Export Admin Keys

Cancel |

3. The Password window only appears when the Export Admin Keys is selected.
Enter a password (twice) to access the file, and click OK.

Note: Make note of this password for future access to this file.

o

Password esesss

Re-type Password essss

[ oK ] | Cancel |

4. Browse to a location to save the file. Note: It is recommended that this file be saved in a secure
location along with backup information.

5. Enter a name for the file, and click Save

IMPORTANT: The Admin Keys are encrypted and cannot be entered into Asure ID or any 3rd party

application in their encrypted form. Therefore, it is imperative that you have a secure backup (hard
copy) of the Admin keys, if the encoder is to be used in a 3rd party system.

iip Save As
@Qﬂ b Computer » CENTONUSE (F) » ExportKeys + [ 4 |[ Search Eport Keys ol
Organize = Mew folder == - I'E}ZI
» 5% Favorites Name Date modified Type Size
No itemns match your search.
» |l Libraries
> /8 Computer

File ﬂame:' Expert_Keys 1 2015 '

Save as type: |ISX Files

4 Hide Folders [ Save ] | Cancel |
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This file can now be used to Import Keys to an iCLASS SE Cp1000 Encoder. See Section 7.5:
Import Keys and Key Sets for information on this process.

<?xml version="1.0" encoding="utf-1&"?2?>
<iCLASS_SE_Export SoftwareVersion="2.3.6.6">
<CustomReys>
<Fey>
<OID>D3010708ETF0219B</0ID>
<Label>Authentication_ Key_ 2</Label>
<Length>16</Length>
<SNMP>
3082009E02010330820011020476D2184%02010004020300020201010482002E308200204040301070502010102
0107040403010704040C16ATVEF4205E2145BECIAO0S57604084EC76032063995B0C04820050A428B52A85CBE88B4BFED
TD004F466DDSF6BOCF1ESDERA0SABF7ICRA6T56632R2F2BDCB5532BE4EFAS3DC235065DBEGFF35520240486E2CCDF6
72583C13050CEE4C2FSE50A14B464A02FDSAE6TAOTFSLERS <,/ SHMP>
</Rey>
</CustomReys>
<AdminFeys>
<CheckHash>B3671576B16425327CAC05D591854CCBODC7D35ESADGECFECFTFB86E3CE0ABFD</ CheckHash>
<EncoderID>2B0601040181E438010103050F8CS088CDAZAZEB4E18093ABAFFFTF</EncoderID>
<AuthFey>TE471975D6FASES40F25FBDE2ZFD42F08</AuthRey>
<PrivacyRey>8DAT7B6BAG0196ASEFCBDABBBCB2606C</PrivacyRey>
L <8ecureChannelEey>CAF39CEELETOF3ESAEAD4002BE59C13D1</ SecureChannelEey>
</BdminKeys>
</iCLASS_SE Export>

100% (=) [
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7.7 Load HID Key(s)

The Load HID Key(s) feature allows you to securely upload the HID Keys by using and .xml file. The
following process loads the HID managed keys to the iCLASS SE CP1000 Encoder.

1. Select Home tab > Key Management > Load HID Key(s).

ii» Key Management - Asure ID = 8 x
. -9
| Vi -
' o - Keys © R Remove ' : Edit Key Set
| S ) oy [ © & T |
Create Remove 4. Export Keys [| Load HID Lo Revake Refresh || Add Key @ Delete Key Set
Custom Key Custom Key Key(s) Set
Custom Keys HID Keys Key Sets
| @ictasssEencoder | b e . .| select=d Encoder:
; D Ll L HID OMNIKEY 5427 CKSCO - | &
: Encoder Engine ID:
28050 1040 13 1E4380 1010 3050F3C9(
Encoder Authentication Status:
Key Management Not Authenticated
. Available Key Slots:
+ -~ TR - 08 of2ss
. e
Reader Configuration HID Keys Available Memary:
2 i ; 9205 of 155648 Bytes
3 MName Configuration oID
st B =05 GOF End User change key 25060109018 1E4380 1010201 180 1010204
Seos GDF Integrator change key Standard 28060 104018 1E438010 10201 180 1010205
Seos SO ADF Enc Privacy Key Standard 28060104018 1E4380101020118010102020101
Seons 50 ADF Mac Privacy Key Standard 28060104018 1E4380101020118010102020102
Seos ADF Read key Standard 28060104018 1F4380 1010201 180101020202
Seos ADF Write key Standard 28060 1040181E43801010201 180101020204
Seos ADF Admin key Standard 260601040181E43501010201 180101020205
Seos 50 ADF QID Standard 26060 1040 181E4380 1010201180 1010202
Seos S0 ADF QID ICED120 28060 1040181E43801010201 1801010405
iClass Legacy HID App Encryption Key Standard 28060 1040 18 1E4380101020 1090501
e = = R
m G-
Ready
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2. Browse to and select the Keys ordered from HID Global.
3. Select the file(s) to be loaded, and click Open.

"i—i_\' . | ..+ Computer » Removable Disk (F:) » Credits and Keys ? Search Credits and Keys pel

Organize « New folder =+ [ f@l |
A Favorites MName Date mcdifigd Type Size
B Desktop ™. UE_Seos_Counters.xml 9/27/2013 2:17 PM XML Docu... 4 KB
& Downloads ™. UE_iCLASS_Countersxml 9/27/2013 2:17 PM XML Docu... 4 KB
2| Recent Places " UE_DESFire_Counters.xml 9/27/2013 2:18 PM XML Docu... 4 KB
3# Dropbox . MIFARE_Counters.xml 9/27/2013 2:18 PM XML Docu... 5KB
" Prox_Countersxml 972772013 2:18 PM XML Docu... 1KB
Bl Desktop " ReaderConfig_Countersxml 9/27/2013 2:18 PM XML Docu... 1KB
UE_Seos_Keys.Standardml 9/27/2013 2:19 PM ¥ML Docu... 12K8|
| "% UE_Seos_KeysICED120.xml 9/27/2013 2:21 PM XML Docu... 12 KB|
|} UE_iClass_Keys.Standard.xml 972772013 2:24 PM XML Docu.., 25 KB
- UE_iClass_KeysICE0120 xml 9/27/2013 2:28 PM XML Docu... 25 KB|
UE_SO_Keys.5tandard xml 9/27/2013 2:29 PM XML Docu... 4 KB|
|™ UE_SO_KeysICE0120.xml 9/27/2013 2:29 PM XML Docu... 4 KB |
|™%. UE_DESFire_Keys.Standard.xml 9/27/2013 2:30 PM XML Docu.., & KB|
|™%. UE_DESFire_KeysICE0120.5xml 9/27/2013 2:31 PM AML Docu... BKB|
» MIFARE_Keys.5tandard.xml 9/27/2013 2:32 PM XML Docu.., 10 KB
| = MiFARE_KeysICED120.xml 9/27/2013 2:33 PM XML Docu... 10 KE |
|™. UE_SNMP_Keys.Standard.xml 9/27/2013 2:34 PM XML Docu... 3KB|
", UE_SNMP_KeysICE0120.xml 9/27/2013 2:35 PM XML Docu... 3 I{Bl
File name: "UE_SNMP_KeysICED120.xml" "UE_Seos_Keys.Standard.xml” = IXML Files (*aml) v‘
" Open I l Cancel ]

4. A progress bar displays as keys are loaded.

-
Operation In Progress A

4 of 8 Keys Loaded.

|
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5. When the Keys are successfully loaded, a message will appear on the bottom of the window.
6. After the upload is complete, the installed Keys are displayed on the HID Keys pane.

| % o D
- e w Import Keys == Remove @ i, - Edit Key Set
‘ * Lo -

Create Remove 4. Export Keys | Load HID n;—.r‘e Revoke Refresh || Add Key @ Delete Key Set
Custom Key Custom Key Keyl(s) Set

Ci Keys | il A Key Sets
Applications

= Custom Keys
| © icLass SE Encoder —

Selected Encoder:

- - =
Desaription Key Length HID OMNIKEY 5427 CKSCO  ~| &

) N

Encoder Engine ID:
‘Work Order Manager

2B0601040181E433010103050FBCI(
=]
Encoder Authentication Status:
Key Management Authenticated

. Available Key Slots:
106 of 256
Reader Configuration HID Keys Available Memary:

rl , 9145 of 155648 Bytes
S Mame Configuration QD

e
A Y e o v oty st aostisomicooowansonons 0
Seos GDF Integrator change key Standard 28060104018 1F438010102011801010205

.SEOS S0 ADF Enc Privacy Key Standard 2B0601040181F4330101020118010102020101

.SEOS 50 ADF Mac Privacy Key Standard 260601040151E4330101020113010102020102

Seos ADF Read key Standard 2B0501040181E43501010201180101020203

.Seos ADF Write key Standard 2B0501040181E43301010201180101020204

Seos ADF Admin key Standard 260601040151E43301010201130101020205

Seos 50 ADF QID Standard 2B0601040151E435010102011801010202

.Seos S0 ADF QID ICED120 2B0601040181E438010102011801010405

.|Class Legacy HID App Encryption Key Standard 2B0601040181E43301010201090501

Successfully Loaded 9 Keys
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7.8 Remove HID Key(s)

The Remove tool allows the user to remove specific HID Keys from the iCLASS SE CP1000 Encoder.
1. Select Home tab > Key Management.

2. Select the HID Key(s) to be removed from the HID Keys pane.
Note: This includes selecting the line that contains the arrow ().

3. Click Remove from the menu bar.

e l £y =
| tﬂ:' ey w Import Keys = - o | = Remove @ h;ﬁ_&, _+ Edit Key Set

Create Remove 4, Export Keys || Load HID Wv—‘: Revoke Refresh | Add Key @ Delete Key Set
Custom Key Custom Key Keyl: Set
sl EIR Ky - ey Sel
Keys - _
I [l Custom Keys |
| €©) ic1asS SE Encoder | ¥ _ | selected Encoder:
Desaription oD Key Length HID OMNIKEY 5427 CK 5C 0 -
j Encoder Engine ID:
Work Exreleneat 280601040 181E438010103050F3C9(
- Encoder Authentication Status:
Key Management Authenticated
. Available Key Slots:
+ — [, | 77 oF 256
: e e
Reader Configuration HID Keys Available Memary:
r ] f 7472 of 155648 Bytes
£ Configurat... | OID
e e Standard 28060104013 1E43801010201180101. ..
Standard 2B0601040181F43801010201180101...
m Standard 260601040 1814380 1010201180101...

Ready
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4. The selected keys are removed (in this example it was the last remaining keys).
Note: The Available Key Slots and Available Memory display the updated status.

= o —
':ﬁ:' g ' ImportKeys e’ oy REMOVE @ {h# + Edit Key Set

Create Remove 4 ExportKeys | Load HID mf; Revoke Refresh | Add Key @ Delete Key Set
Custom Key Custom Key Key(s) Set
SR fRie Y . e :
I || Custom Keys |
| © icLass sE Encoder - ;| Selected Encoder:
Description 0oID Key Length

HID OMMIKEY 5427 CK.5C 0 o

g Encoder Engine ID:

Work Qrder Manager 26060104018 1E438010 103050F8CSC

-

Encoder Authentication Status:

Key Management | Mot Authenticated
. -~ [ | (Caveiable tey Sots:
HID Keys 84 0f 256
Reader Configuration I 7 || Available Memory:
Iame Configurat... | QID
J ! ! ! I=| || 7727 of 155648 Bytes
& » | Seos GDF End User change key Standard 2B0601040181F43801010201180101. ..
User Canfig Seos GDF Integrator change key Standard 2B0601040181E43801010201180101....
Seos 50 ADF Enc Privacy Key Standard 2B0601040181E43301010201180101..,. |
m Seos 50 ADF Mac Privacy Key Standard  250601040181E43301010201180101... [ |

Ready
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7.9 Revoke HID Key(s)

The Revoke tool, allows the loading of a Key Revocation list. A user would receive this list from HID
Technical Support and is only used with their assistance.

If there is a need to revoke HID key(s), a request to HID Global is made and a Key Revocation List is
created, and delivered to the user. To perform a revocation, follow the steps below.

1. Select the Key Management module.
2. Select Revoke.

= & —
C i w Import Keys — == Remove @ s N + Edit Key Set
W = m = -

Create Remove 4. Export Keys || Load HI uﬁ Revoke [Refresh || Add Key (&3 Delete Key Set
Custom Key Custom Key Key(s) Set
Custom Keys HID Keys | Key Seis
Keys ;
I || Custom Keys |
| © icLass sk Encoder = Y . || Select=d Encoder:
Description {w)in] Key Length

HID OMNIKEY 5427 CK 5C 0 -

)

Encoder Engine ID:
Work Order Manager

28060104018 1E438010103050F8CS(

Encoder Authentication Status:
Key Management Authenticated
. Available Key Slots:
+~ [ | 77 of 256
Reader Configuration .HIDKeys—( Available Memory:
D T 7472 of 155648 Bytes
£ Mame Configurat... | OID
e Seos GDF Enc Privacy Key 26060 1040 18 IE43801010201180101...
Seos GDF Mac Privacy Key 26060104018 1E43801010201180101...
m % |Seos GDF HID Auth key Standard 28060104018 1E43801010201180101....
-

Ready

3. Once HID Keys have been revoked, they are not allowed to be reinstalled on the device.
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7.10 Refresh HID Key List

1. Oftentimes it is necessary to refresh the list of keys. This often occurs when after Custom Keys
have been added or deleted. When you select Refresh, all HID Keys and Keysets are updated
from the current database.

2. Select Home tab > Key Management.
3. Select Refresh.
4. The Keys are reloaded from the encoder.

ii» Key Management - Asure ID - B X
E Home 2 \a’
| & —wi e ImpotKers | o Removs @ 'f;*_ 7 EditKey Set |
Create Remove 4 ExportKeys | LoadHID o Revoke) Refresh | Add Key “:;‘. Delete Key Set
Custom Key Custom Key Key(s) Set
: Combn heVs HDKeys Koy see
| @iaasssEEncoder | ki i = . Selected Encoder:
B = e L R HID OMNIKEY 5427 CKSCO - | {5
j Encoder Engine ID:
280501040 131E4330 10 1030 50F8C9(
Encoder Authentication Status:
Key Management Not Authenticated
. Available Key Slots:
+— Y, 108 of 256
Reader Configuration HID Keys — Available Memory:
3-, [ Mame Configuration [0)18] Afs s eattyles
wieondiil |
Seos GDF Integrator change key Standard 26060104018 1E4380 10 1020118010 10205
Seos S0 ADF Enc Privacy Key Standard 2B0601040181E4380101020118010102020101
Seos 50 ADF Mac Privacy Key Standard 2B0501040181E4380101020118010102020102
Seos ADF Read key Standard 26060104018 1E4380 1010201 180101020203
.SEDS ADF Write key Standard 26060104018 1E4350 101020115010 1020204
Seos ADF Admin key Standard 2B0601040181E43801010201 180101020205
Seos S0 ADF OID Standard 2B0601040181F433010102011801010202
.Seos 50 ADF OID ICED120 28060 1040181E4380 1010201 1301010405
iClass Legacy HID App Encryption Key Standard 26060104018 1E4380 1010201090501
| e R
Ready
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7.11 Add Key Set

Key Sets are created as a means to group keys for the HID applications to simplify deployment.

1. Select Home tab > Key Management.
2. Select Add Key Set.

ii» Key Management - Asure ID - B X
N - X
i : o Import Keys 3 ' Remove @ Lis ™ EditKey Set |
iy I——— m = Ll
Create Remove  # . Exportkeys |Load HID o Revoke Refresh |§Add Key :p Delete Key Set
Custom Key Custom Key Key(s) Set
Custom Keys HID Keys y Sets
CE=m -
Custom Keys L
| @iaasssEEncoder |, f = || Selected Encoder:
Z Dl P j it HID OMNIKEY 5427 CKSCO  +| )
: Encoder Engine ID:
‘Work Order Manager
280501040 181E4380 10 1030 50F8CS0
Encoder Authentication Status:
et Not Authenticated
. Available Key Slots:
N e
Reader Configuration HID Keys Available Memary:
? f 9205 of 155648 Bytes
3 MName Configuration oD
ot BY scos GOF End Liser change key 80601040 181E4380 1010201180 1010204
Seos GDF Integrator change key Standard 280601040181E438010102011801010205
Seos SO ADF Enc Privacy Key Standard 2B0601040181E4350101020118010102020101
Seons 50 ADF Mac Privacy Key Standard 280601040181E4380101020118010102020102
Seos ADF Read key Standard 260601040 181E4380 1010201180 101020203
Seos ADF Write key Standard 2B060 104018164350 1010201130101020204
Seos ADF Admin key Standard 2B0601040181E43801010201180101020205
Seos 50 ADF QID Standard 260601040 1581E4380 10102011801010202
Seos 50 ADF QID ICED120 260601040 181E436010102011301010405
iClass Legacy HID App Encryption Key Standard JB060 104018 1F438010 10201090501
i o ocoinan - Sy
m -
Ready
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3. Define the Key Set. Click OK.

=] 3
Key Set Type: Key Set Name:
DESFire * DESFire Access Keyset
Key Type Custom Key
DESFIRE_S0_APPLICATION_KEY_D Access_Key_1
DESFIRE_SO_APPLICATION_KEY_1 Access_Key_1
DESFIRE_S0O_APPLICATION_KEY_2 Access_Level 2
| APPLICATION_KEY 3 Access_Level_2 -

[ g T
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Field Description

Key Set Type

Select the technology type: DESFire, iCLASS, MIFARE, Seos, or SO.

Key Set Name Enter a Name for this Key Set.

Key Type Select a Key Type from the list.

Custom Key

Select a Custom Key or HID Key from the drop-down menu.

. The Key Set created displays on the Key Sets tab.

(i3 Key Management - Asure ID

=

B} authentication_Key_2
Wark Order Manager ;

DESFire

DESFIRE_SO_APPLICATION_KEY_O
DESFIRE_SO_APPLICATION_KEY_1
DESFIRE_SO_APPLICATION_KEY_2

DESFIRE_SO_APPLICATION_KEY_3

key Management

Reader Configuration
=y
&
[
User Config

@ g =
'_I,..F- i Import Keys m- oy REmove @ '“ﬁ’ _+ EditKey Set
Create Remove 4 ExportKeys  LoadHID e Revoks Refresh | Add Key @ Delete Key Set
Custom Key Custom Key Key(s) Set
_Custum Keys HJ.D Kg ys Key Sets
—_—
S Key Sets
Key Sets
| © icLASS SE Encoder e
== Mame Key Type QI

Selected Encoder:
HID OMNIKEY 5427 CK SC 0

Encoder Engine ID:
280601040 183 1E433010 1030 50F8C9L

Encoder Authentication Status:
Avthenticated

availzble Key Slots:

102 of 256

Available Memory:

9019 of 155648 Bytes

Ready
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7.12 Edit Key Set

1. Select Key Management > Key Sets tab.
2. Select a Key Set to modify.
3. Click Edit Key Set from the menu bar

[i] Key Management - Asure ID - B X
| = o |
: ] . Impert Keys ‘| o' REmove @ il Edit Key Sat
i m = CA |
Create Remave & ExportKeys  LoadHID o Revoks Refresh  Add Key @ Delete Key Set
Custom Key Custom Key Key(s) Set
Sustm Keys M HID Keve . Key Sets.
Key Sets
©iaAssSEEncoder | 2 _ | Selected Encoder:
e = Mame Key Type o1 5
= [|| HID OMMIEY 5427 CKSCO - | D)
3 y R R Dl T ()
= Authentication_Key_2 DESFire Encoder Engine ID:
— FEEEANE. ) SPPLR TN REY. 1) 26060104018 16438010 103050FBCH
1 DESFIRE_SO_APPLICATION_KEY_1
DESFIRE_SO_APPLICATION_KEY 2 Encoder Authentication Status:
s DESFIRE_SO_APPLICATION_KEY_3 Authenticated
. Available Key Slots:
102 of 256
Reader Configuration Available Memary:
;" 9019 of 155648 Bytes
-
User Config

4. Edit the Key Set as needed. Click OK.

¥ Key Set : o [m] 3|
Key Set Type: Key Set Name:
DESFire - DESFire Access Keyset
Eey Type Custom Key

3| DESFIRE_SO_APPLICATION KEY 0 Access Key_i
DESFIRE_SO_APPLICATION KEY_1 | TestKey 1
DESFIRE_SO_APPLICATION_KEY_2
DESFIRE_SO_APPLICATION_KEY_3
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5. The Key Sets pane displays the changes.

Key Management - Asure ID =

i |
v

=
o
3
m
»

e Vi - |
[ ._IJP —— . Import Keys m- o Remove h# _1 EditKey Set |
Create Remave 4 ExportKeys | LoadHID o Revoks Refresh  Add Key @ Delete Key Set
Custom Key Custom Key Key(s) Set
_Custum_ I_-f'tn_z\:-'s HlD _Kg-,'_s | Key Sets
Key Sets
Key Sets
| © icLasS SE Encoder B < Selected Encoder:
fhae ey T — HID OMNIKEY 5427 CKSCO - | )
} | e |
2} Authentication_Key 2 DESFire Encoder Engine ID:
Work Order Man,
— BESSINE G SFPLECHTRN. REY. 1) 28050104018 1E4380 10 103050F8CH
DESFIRE_S0_APPLICATION_KEY_1
: DESFIRE_SO_APPLICATION_KEY 2 Encoder Authentication Status:
Key Management DESFIRE_SO_APPLICATION_KEY_3 Authenticated
l Available Key Slots:
102 of 256
Reader Configuration Available Memary:
C-, 9019 of 155648 Bytes
-
User Config
Ready
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7.13 Delete Key Set

1. Select Key Management > Key Sets tab.
2. Select a Key Set to delete.
3. Click Delete Key Set.

it Key Management - Asure ID =

B X
| a i = |
| =f|'= —— . Import Keys m- oy Remove @ '-:5:: _» Edit Key Set

Create Remave 4 ExportKeys | LoadHID o Revoks Refresh AddKe “:‘9 Delete Key Set
Custom Key Custom Key Key(s) Set
_Custurn I_-f.e‘\,-'s HlD _Kg-,'_s Key Sets
M Key Sets
Key Sets
| © icLass SE Encoder =X _ | Selected Encoder:
S Ky Tygm OI0 ||| |1ip oMNIEY 5427 CKsCo - | @)
; > L | e e

&- Authentication_Key_2 DESFire Encoder Engine ID:

Wark Order Manager

DESFIRE_SO_APPLICATION_KEY 0
DESFIRE_SO_APPLICATION_KEY_1

280601040 1816438010 103050F8C9(

DESFIRE_SO_APPLICATION_KEY_2 Encoder Authentication Status:
Key Manadement DESFIRE_SO_APPLICATION_KEY_3 Authenticated
. Available Key Slots:
102 of 256
Reader Configuration Available Memary:
C-, 9019 of 155648 Bytes
[ 2
User Config
Ready

4. Click OK to verify the deletion.

waming x|

I . Are you sure you want to delete this Key Set?

Cancel
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( | Key Management - As

A I o I——
# | wo Import Keys || o3 p= Re hove @ h# .+ Edit Key Set

®

Create Remove 4. ExportKeys || Load HID &‘a ReMigke Refresh || Add Key @ Delets Key Set
Custom Key Custom Key Key(s) Set
Custom Keys HID Kk ¢z Key Seis
A e
I | Key Sets | : :
| 9 ICLASS 5E Encoder | L 2/ . - { | Selected Encoder:
W £eilype o HID OMNIKEY 5427CKSCO - | &)
3 eeyses | | |
Encoder Engine ID:
Work Order Manager
2B0601040151E438010103050F8CS(
- Encoder Authentication Status:
Key Management Authenticated
. Available Key Slots:
102 of 256
Reader Configuration Available Memary:
5) 9019 of 155648 Bytes
User Config
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7.14 Sync Encoder

The following information describes how to synchronize the Database to the iCLASS SE CP1000
Desktop Encoder.

The need to synchronize the database to the encoder is required if you have connected a
new/different iCLASS SE encoder. The encoder configuration is stored on the encoder and only
copied on the database. This type of change would create a circumstance where the encoder and
the database on the PC are not in-sync.

The fact that the encoder and database are out-of-sync may not be apparent, as there is no
indicator that they are out-of-sync. Additionally the keys (custom and HID) from the first encoder
continues to display on the second encoder, as this information is coming from the database.

Note: The application allows the creation of a Work Order in this circumstance using the keys from
the first encoder. However, when you execute the Work Order you receive an error (authentication
or no key available). The following process synchronizes the database with the current encoder
attached to the PC.

1. Select Key Management > File tab.
2. Select the Sync Encoder option.

—— N—

i 1 Upload Encoder Configuration Package

$ Sync Encoder

l ,» Change Encoder Admin Keys

@ Open Log File

| Options I I Exit Asure IDv I
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3. Click Analyze. The current state of the Database and Encoder is analyzed.

Synchronize Database to Encoder LT

For performance reasans, this application caches the metadata of the keys that get loaded to the encoder. If the twa get out of sync, this
tool will bring the database in-sync with what is on the encoder,

Custom Keys to be removed Custom Keys to be added HID Keys to be removed

0 Custom Keys will be removed from the database
0 Custom Keys will be added to the database
0 HID Keys will be removed from the database

| Close |

4. The analysis displays what has been determined that is out-of-sync. Click Synchronize.

Synchronize Database to Encoder ) - 1O x|

For performance reasons, this application caches the metadata of the keys that get loaded to the encoder, If the two get out of sync, this
tool will bring the database in-sync with what is on the encoder,

Custom Keys to be removed Custom Keys to be added HID Keys to be removed
TestKey 1 Seos GDF Enc Privacy Key - ICED120

Auth_Key_1 Seos GDF Mac Privacy Key - ICE0120
Seps GDF HID Auth key - ICEQ120
Seos GDF End User change key - ICEQ 13
Seos GDF Integrator change key - ICEOL
Seos 50 ADF Enc Privacy Key - ICED120
Seos SO ADF Mac Privacy kKey - ICE0120
Seos ADF Read key - ICED120
DESFire S0 App Key 0 -ICED120
DESFire SO App Key 1 -ICE0120 i

2 Custom Keys will be removed from the database
0 Custom Keys will be added to the database
35 HID Eeys will be removed from the database

: &\mchronize ] I Close |

5. The custom keys in the database are now synchronized and the window returns to its original
state (before the analysis).

6. The HID keys need to be re-installed to complete the synchronization. For more information
Section 7.7: Load HID Key(s).
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7.15 Change Encoder Admin Keys

For security purposes the user should change the Administrative Keys on this device.

1. Select Key Management > File tab.
2. Select the Change Encoder Admin Keys option.

.

i 1 Upload Encoder Configuration Package

$ Sync Encoder

! ‘» Change Encoder Admin Keys

@ Open Log File

| Options I I Exit Asure IDv I

3. Enter the Admin Keys on the Provide New Admin Keys for Encoder window. This can be done
by entering (copy/past® keye ihashayadlser favkreearlier.
4. Optionally the user can generate random keys, click Generate Random Keys.

-

o Provide New Admin Keys for Encoder Elﬂli—hj

Auth Key: |BFF720DA0333E 187E4C5C IDF4DGAABFF
Privacy Key: 85682E3573E1828284/E604D5A0ECDAS

Secure Channel Key: | 1B9E4294AEFDF8327C6486EC013BCI01

o GenerateRandomKeys |

l 0K l | Cancel |

5. Click OK

Warning: It is important that you record these keys for future reference, in a secure location.
These keys are required if the PC hosting the application fails. These keys are entered when
this application is loaded on a new PC to reconnect to the iCLASS SE Encoder, otherwise
credential credits and other important information will be lost.
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Reader Configuration

The Reader Configuration module is used to create the Reader Data configuration cards (for both keys
and reader limited settings) The application allows the user to change the keys or behavior of a
Reader.

8.1 Reader Configuration Home Tab

The Reader Configuration main window contains the following areas.

Note: The center pane, changes dramatically with the selection of the Selected Plugin (Data Mapper,
Elite Prep Card, or Load HID Application Keys) field.

Reader Configuration - Asure ID - B X

i

T——— 1

File Home a2 g
—

&
= S
Open Save Config Scan Card

Card for Credits
Reader Configuration

Data Mapper

Selected Encoder:
| Reader Auth Keys pr oy
HID OMNIKEY 5427 C... ~

Q Encoder Engine ID:

| © iCLASS SE Encoder

Work QOrder Manager

|| Ereate { Modify || |- Delete | | Create { Modify || | Delete 2B0501040181E438010103
DataMap #1 Data Map =2 1
Ho map defined Ho map defined Selected Plugin:

Key Management

Data Mapper
Reader Configuration Remaining Credits: 35

‘."") Credits ta T e - Ep
- redi ransfer: 5
User Config Credits on Card:

Ready
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8.1.1 Reader Configuration Toolbar

The Reader Configuration toolbar of the CP1000 Desktop Encoder allows the user to create the
Reader Data configuration cards (for both keys and reader limited settings). The application allows
the user to change the keys or behavior of a Reader.

lip Reader Configuration - Asure ID - B8 X

E Home R\Eﬂ
-

Open Save Config Scan Card
Card for Credits

Reader Configuration

Field Description

Open Open a Reader configuration.

Save Save a Reader configuration.

Config Card Er_wcode a Configuration f:ard w_ith the information displayed in the window below,
with the number of credits designated to transfer.

Scan Card for Credits igfgs the card for the number of available (unused) credits on the configuration
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Reader Configuration Page 8-3

8.1.2 Encoder Info Panel

The Key Management Encoder Info panel displays information about the CP1000 Desktop Encoder
currently connected to the computer.

Selected Encoder:
HID OMMIKEY 5427 CK5C 0

Encoder Engine ID:

28060104018 1F438010103050F8C

Selected Plugin:
Data Mapper

Remaining Credits:
Credits to Transfer:

Credits on Card:

50

L]

Field

Description

Selected Encoder

Displays/selects the current Encoder to configure.

Encoder Engine ID

Displays the Engine ID of the current Encoder selected above.

Selected Plugin

Data Mapper: See Section 8.3: Data Mapper for detailed information.

Elite Prep Card: See Section 8.5: Elite Prep Card for detailed information.
Load HID Application Keys: See Section 8.8: Load HID Application Keys for
detailed information.

iCLASS Legacy Config Card: See Section 8.6: Reader Options Config Card for
detailed information.

Reader Options Config Card: See Section 8.7: iCLASS Legacy Config Card

Remaining Credits

Displays the number of available credits.

Note: These credits are loaded on to the iCLASS SE Encoder with the other credits
delivered with the encoder, or ordered from HID.

Credits to Transfer

Designates the number of credits to be loaded onto the configuration card.

Note: This is the number of times that the card can be used in the field to program
a door reader.

Credits on Card

The number of credits that are available (unused) on the card. This number is
displayed after the Config Card process is completed or after a Scan Card for
Credits process.
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8.2 Reader Configuration File Tab

The Reader Configuration File tab contains specific options for this module.

X Y
s

I i Upload Encoder Configuration Package

Sync Encoder
l <'l9 Change Enceder Admin Keys

@ Open Log File

|. Options | I_Em't Asure ID|

Option Function Description
Install Plugin The Install Plugin Package is a bundle of files that will install all the necessary
Package plugins for the encoder. See Section 4.3: Upload Encoder Configuration Package.

The Open Log File allows you to view the log file of events for the Asure ID CP1000

Open Log File Edition application.
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8.3 Data Mapper

Page 8-5

This process loads the Data Mapper information to the Reader Data Config Card.

1. Select Reader Configuration module.
2. Select Data Mapper from the Selected Plugin field.

s Reader Configuration -

il = IS
_ b=

Open Save Conmfig Scan Card
Card for Credits

Reader Configuration

| e ICLASS SE Encoder | Reader Auth Keys

2 .

Waork Order Manager

Create [ Modify i i Delete

Data Map 1
HNo map defined

User Config

iCreahE | Modify i| Delete |

Selected Encoder:
HID OMMIKEY 5427 C... =~

»

No map defined

Encoder Enging ID:
2B0501040181E438010103
Selected Plugin:

Diata Mapper

Remaining Credits: 35

Credits to Transfer: e

Credits on Card:

@...I >

Ready

3. Select the Reader Auth Keys. This is the key used by the reader to authenticate the

configuration card and read/apply the configuration to the reader.

4. Two Data Mapper configurations can be created (Data Map #1 and Data Map #2 shown above).
Click Create / Modify for each as needed. This will open the Data Mapper Wizard.
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8.4 Data Mapper Wizard

1. Click Next to continue.
Reader Data Map Wizard ) ] ] |

Data Mapper Wizard

This wizard will guide you through configuring the data map for the
reader,

To continue, dick Mext

Cancel
2. Select the Card Technology from the drop-down menu.
3. Click Next.
¥ Reader Data Map Wizard e 10| x|

Card Type
Select the card technology to use for this data map,

Card Technology
MIFARE 1k v

<gack ||
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4. Enter the Application Properties.
MIFARE 1k / MIFARE 4k Application Properties Window

The following window appears when the MIFARE (1k or 4k) Card Technology has been selected.

Field

Description

Application ID (HEX)

Enter an Application ID (3-byte Hex value).

Sector

The Sector number box sets the sector number where the application is
loaded.

Rangeis: 1k:0-15 4k: 0 - 39

Sectors to Read

Instructs the encoder on the number of consecutive sectors to be read.
Rangeis: 1k:0-15 4k: 0 - 39

Data Offset

Instructs the encoder on the number of bytes to ignore before applying
subsequent data manipulation operations.

MIFARE Key Type

Select from the drop-down menu. Options are: Key A or Key B.

Auth Key

Sets the actual custom key to be loaded to the encoder for authenticating
the read operation.

Note: The keys in this list are created in the Create a Key process. Only keys
created with the Key Size for that technology appears. For example a key
created with a 6 Byte size would appear for MIFARE.

MIFARE Application Properties
Applications location, size,

Application ID (HEX):
Sector:

Sectors to Read:
Data Offset:
MIFARE Key Type:

Auth Key:

Reader Data Map Wizard 1 o ] |
etc.
1122
L
S
g
Key A -
Auth_Key_ 1 -
< Back |[ Mext = ] | Cancel
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MIFARE DESFire 0.6 / MIFARE DESFire EV1 Application Properties Window

The following window appears when the MIFARE DESFire (.06 or EV1) Card Technology has
been selected.

Field Description

Application ID (HEX) Enter an Application ID (3-byte Hex value).

File Number Range is O - 31

File Size Range is O - 240 bytes

Data Offset Range is O - 256 bits

MIFARE DESFire Key Select from the drop-down menu. Options are Key O through Key 13 or select
Number Free File Access if authentication is not required.

Auth Key Select key from the drop-down field.

Note: The keys in this list are created in the Create a Key process. Only keys
created with the Key Size for that technology appears. For example a key
created with a 16 Byte size would appear for MIFARE DESFire.

Crypto Method Options are: None, DES, or AES (AES is available with MIFARE DESFire EV1
only).

Key Diversification Options are: None, NXP AV11KTDES, NXP AV1 2KTDES, or NXP AV1 AES128

Algorithm (AES 128 is available with MIFARE DESFire EV1 only).

File Transmission Type | Options are Plain or Cipher.

R=E

MIFARE DESFire Application Properties
Applications location, size, etc.

Application ID (HEX): 112233

File Mumber: -
File Size: g
Data Offszt: |
MIFARE DESFire Key Mumber: Key 0 -
Auth Key:  Authentication_gey_3 -
Crypto Method: DES "
Key Diversification Algorithm: MXP AW1 1KTDES -

[ Mext > ]| Cancel

5. When the Application Properties wizard is complete, click Next.
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The options on the Data Fields window determine the data manipulation operations performed
by the encoder prior to reporting the data to the access control system.

The data read from the card can be split into multiple fields, each with its own conversion

operation.

6. Click Add Field. A new field row is listed. Each field has the following options:

7. Click Next.

i x|

Data Felds

Configure the Data Fields {in bits) for this application,

Mumber of Fields: 2

Field Data Type Start Card Data Length Data Representation
Data Field 1 Binary Hex j Integer 0 32 MNone

Add Field (S|

< Back _ll Mext = ]i Cancel |

Field

Description

Field

Names the Data Field and is auto-incremented when selecting Add Field. It is
recommended this name be left at its default setting.

Data Type

Determines how the encoder is to interpret and convert the data in the field.
The following options are supported in the encoder:

Raw Data - no conversion
Binary Hex / Integer

BCD Nibble

BCD Byte

ASCIl Decimal

ABA Track Il as String

Start

Specifies the starting bit number in the data field. Combined with the Card Data
Length field (specified in bits), it defines the actual data in the data field that is
to be manipulated and reported to the access control system. This is not the
same as the Data Offset parameter set on the previous page.

Default value of O.

Card Data Length

See description above (Start). Default value of O.

Data Representation

Allows the reversal of the order of bytes before applying the conversion
specified in the Data Type field.

Options are: None, and ByteReversed.
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8. Set the Output Format. Click Next.

JT=TE
Output Format
Choose the way the reader should output the data,
Quiput Format
Wiegand -
Field Card Data Length Output Length
> Data Feldt I A
Data Field2 32 0
< Back |[ Mext = ] | Cancel |
Field Description
Output Format Determines the format. The following options are supported on the encoder:
* Wiegand

If the Data Type is set to Binary Hex/Integer on previous page, the least
significant bits are sent. The maximum Output Length is 32.
When the input data is Raw Data, the maximum Output Length is 255.

« ABA Track Il
If the Data Type is set to Binary Integer on previous page, Output Length
represents the number of BCD digits to send. Every digit is sent as a 5 bit
character (4 data bits and 1 parity bit) as defined in ABA Track Il. Output
Length is max 10 digits.
When the input data is raw data then Output Length represents the number
of bits to send. No conversion is done. The bits are sent as is. Output
Length is max 255 bits.

« ASCII Dec
If the Data Type is set to Binary Integer on previous page, the least
significant digits are sent. Output Length represents the number of digits to
send. Every digit is send as a character. Output Length is max 10 characters.
When the input data is raw data the data is sent as is. Output Length
represents the number of characters to send. The maximum number of
characters is 32.

Field This field is auto-filled from the previous window.
Card Data Length This field is auto-filled from the previous window.
Output Length Sets the length of the data transmission.
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9. Configure the Start and Stop bits for the Wiegand transmission. Click Next.

i® Reader Data Map Wizard O] x|
Transmission Bits
Configure the Start and Stop bits for the Wiegand transmission.
STX Bit: MNone
Bit Number: 0
ETX Bit: MNone id
Bit Mumber: 0
| < Back Cancel
Field Description
STX Bit Adds a bit at the start of the data transmission
Options are: None, Fixed Bit-Logic O, Fixed Bit-Logic 1, Even Parity, Odd Parity
Bit Number STX computed from bit O to Bit Number.
ETX Bit Adds a bit at the end of the data transmission
Options are: None, Fixed Bit-Logic O, Fixed Bit-Logic 1, Even Parity, Odd Parity
Bit Number ETX computed from bit number to end of data.

10. Data Map wizard is complete. Click Finish.

Reader Data Map Wizard } =] x|

Data Map Complete

You have successfully completed the configuration of your data map.

To dose this wizard, didk Finish
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1. The information will populate the Data Mapper pane.

Reader Configuration = Asure [0

i;i Home
&

E— E—2
Open Save [ Config |Scan Card
Card Jfor Credits

Reader Cnnﬁgl._lraﬁnn

Appﬁmtm:s i Data Mapper

Selected Encoder:

| ©) icLAss SE Encoder

. _| Reader Auth Keys
E Standard HID OMNIKEY 5427 C... ~

Encoder Engine ID:

Work QOrder Manager
2B0601040131F43301010%

~ MIFARE DESFire06 OF1 0 32
AppID: 112233 DF2 32 32 Selected Plugin:

File bum: 7 Data Mapper
. Key Type: KeyDD 5TX: None

Auth Key: Authentication_KeETX: None

Reader Configuration

P
& Credits to Transfer:

Key Management

Remaining Credits:

User Config Credits on Card:

12. Select the number of Credits in the Credits to Transfer field.
Note: Each Encoder configuration transaction is one credit. This is the number of Encoders that
can be configured using this configuration card.

13. Place a Reader Data Config card on the Encoder.
14. Click Config Card.
15. A Working status will display.

I ki
Working

—
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16. When complete, a message displays at the bottom of the window stating Programming of
configuration card complete.

The Remaining Credits are decreased by the number of credits that were transferred. Credits on
Card increases by the number of credits that were transferred to the card.

er Configuration = Asure IC

@ B =
_— b=

Open Save Config Scan Card
Card for Credits
Reader Configuration

Appﬁmtlu!s n Data Mapper

| © iCLASS SE Encoder Selected Encoder:

. _| Reader Auth Keys
; Standard HID OMMIKEY 5427 C... -

Encoder Engine ID:

Work Order Manager
2B0601040181FE4380101031
Data Map =1 Start Length

~7 MIFARE DESFire 0.6 [F 1 0 32

ID: 112233 OF2 32 32 Selected Plugin:
Key Management Aep

File hum: 7 Data Mapper
. Key Type: Ney00 STX: None

Auth Key: Authentication_KeETX: None

Reader Configuration

P
& Credits to Transfer:

Remaining Credits:

User Config Credits on Card:

(HID

Programming of configuration card complete,

July 2017 PLT-01067, Version: A.7



Page 8-14 Reader Configuration

8.5 Elite Prep Card

This Configuration Plugin sets the Reader Configuration Key used to authenticate future Configuration
cards. This is a means to privatize or localize Encoder configuration authorizations.

1. Select Reader Configuration module.

2. Select Elite Prep Card from the Selected Plugin drop-down menu.

3. Select the Keyset from the Current reader keys drop-down, that matches the encoder
configuration keys currently deployed in the reader.

4. Select the Keyset to be deployed from the New reader keys drop-down.

5. Select the number of Credits in the Credits to Transfer field.
Note: Each Reader configuration transaction is one credit. This is the number of Encoders that
can be configured using this configuration card.

6. Place an Elite Prep card on the Encoder (see Credential Programmer How to Order Guide).
7. Click Config Card.

Reader Configuration = Asure 1D

Home
& 8=

—_— | =

Open  Save | Config |Scan Card
Card Jfor Credits

Reader Conhguration

wﬁ’m n Elite Prep Card

| © icLASS SEEncoder Selected Encoder:

| Current reader keys

j Standard HID OMNIKEY 5427 CK5SC 0 -
Encoder Engine ID:

28060104018 1F433010103050F3

Work Qrder Manager Mew reader keys
Standard

Selected Flugin:
Key Management

. Elite Prep Card

Reader Configuration Remaining Credits:

!') di fe
- Credits to Transfer:

User Config Credits on Card:

8. A Working status displays.
N £
Working
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9. When complete, a message displays at the bottom of the window stating Programming of
configuration card complete.
The Remaining Credits decreases by the number of credits that were transferred.
Credits on Card increases by the number of credits that were transferred to the card.

Reader Configuration - Asure ID

Fl=lE
=3 =3

Open Save Config Scan Card
Card for Credits

Reader Configuration

Apph&:bms i Elite Prep Card

i Selected Encoder:
.QICLA§S SIEErlm_der - _| Current reader keys i e

Z ; HID OMMIKEY 5427 CK.SC 0 -

Standard

Encoder Engine ID:

Yok CenErpE Hew ey bk 28060104018 1E433010103050F8

Standard

Selected Plugin:

Key Management
Elite Prep Card

Reader Configuration

. ]
£ Credits to Transfer:

Remaining Credits:

User Config Credits on Card:

Programming of configuration card complete.
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8.6 Reader Options Config Card

This Configuration Plugin allows you to generate Config Cards for customer specific configuration
files.

1. Select Reader Configuration module.

2. Select Reader Options Config Card from the Selected Plugin drop-down menu.

3. Click Load Configuration File and browse to find the .ccxml or .eccxml file from HID Global.
Note: The file information populates the Configuration Items field.

4. Select the number of Credits in the Credits to Transfer field.

Note: Each Reader configuration transaction is one credit. This is the number of Readers that
can be configured using this configuration card.

5. Place an Reader Data Card on the Encoder. See Credential Programmer How to Order Guide.
6. Click Config Card from the menu bar.

iin Reader Configuration - Asure ID = =X

5
= |
S
Open Save | Config] Scan Card
Card J for Credits

Reader Configuration

Selected Encoder:

HID OMMIKEY 5127 CK.5C 0 ¥
Configuration File

. Encoder Engine 1D:
i e |
i |'=|!}l Load Configuration File | 2A050104018 16439010 103050F8

‘Work Order Manager
File Path:

Selected Plugin:

C:\Userstheriksen'Documents\Eden Prairie\AsureID_7. 7'\Reference Guide'Updates'\SSE

Reader Options Config Card

Key Management Configuration Items:
. ANTI PASSBACK CONFIGURATION-R3-RS.2 Clear Confiqurations
PICOPASS CONFIGURATION Remaining Credits: | 66
Rt Conlicusation KEY ROLLING COMFIGURATION S
OPTICAL TAMPER. CHECK CONFIGURATION
| &) Advanced DEFALILT LED COLORS Credits on Card:

VISUAL TEMPLATE MEDIA ACCEPTED
CONFIGURATION ID

'WIEGAMD CONFIGURATION-R3RS.2
VISUAL TEMPLATE SYSTEM-START
ALIVE MESSAGE CONFIGURATION

HOLD MODE Selected Ttem OID:
i 3R3
CLOCKANDDATA CONFIGURATION-R3R3 bl 0301070101

Ready

7. A Working status is displayed.

B ]
Working
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8. When completed a message is displayed at the bottom of the window stating Programming of

configuration card complete.

The Remaining Credits decreases by the number of credits that were transferred. Credits on
Card increases by the number of credits that were transferred to the card.

i Reader Configuration - Asure ID - 8 Xx
" Fie Home & Q-j‘
_——

i§ = JCERCE
it
Open Save Config Scan Card
Card  for Credits
Reader Configuration
Applicatt Reader Auth Keys
| -ﬁ Home [ = Selected Encoder:

£ HID OMMIKEY 5127 CK.5C 0 ¥
| *= ICLASS SE Encoder | Configuration File

: Encoder Engine ID:
3 | c‘i s ccianc i | 28050104013 164330 10 103050F8

‘Work Order Manager )
e fatr Selected Plugin:
C:\Userstheriksen'\Documents\Eden Prairie \AsureID_7. 7\Reference Guide{Updates\SSE Reader Optians Config Card

Key Management Configuration Items:
. ANTI PASSBACK CONFIGURATION-R3RS.2 Clear Confiqurations

PICOPASS CONFIGURATION Remaining Credits: &5

Rentier Confiquration KEY ROLLING CONFIGURATION % k| 1-
OPTICAL TAMPER. CHECK CONFIGURATION

| &) Advanced DEFALILT LED COLORS Credits on Card:
. . VISUAL TEMPLATE MEDIA ACCEPTED

CONFIGURATION ID

'WIEGAMD CONFIGURATION-R3RS.2
VISUAL TEMPLATE SYSTEM-START
ALIVE MESSAGE CONFIGURATION

HOLD MODE Selected Ttem OID:
1 3R3
CLOCKANDDATA CONFIGURATION-R3-R3 Bl vinani

[Programming of configuration card complehe]

8.7 ICLASS Legacy Config Card

This Configuration Plugin sets the Reader Configuration Key used to authenticate Legacy
Configuration cards. This is a means to privatize or localize Encoder configuration authorizations.

1.

2.
3.

Select Reader Configuration module.
Select ICLASS Legacy Config Card from the Selected Plugin drop-down menu.

Select the Keyset from the Card Authentication Key drop-down that matches the encoder
configuration keys currently deployed in the reader.

Select the Keyset from the Current Reader Authentication Key drop-down that matches the
encoder configuration keys currently deployed in the reader.
Select the Keyset to be deployed from the New Reader Authentication Keys drop-down.

Select the number of Credits in the Credits to Transfer field.
Note: Each Reader configuration transaction is one credit. This is the number of Encoders that
can be configured using this configuration card.

Place an iCLASS Legacy Card on the Encoder (see Credential Programmer How to Order
Guide).
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8. Click Config Card from the menu bar.

i n"r'“'E[' ration

Home
rIET
==

Open  Sawve | Config [can Card

Card r Credits
_Reader CUnﬁgL_lr@t'on

Applications n iCLASS Legacy Config Card

| © icLass SE Encoder Selected Encoder:

| Card Authentication Key:

i Standard = HID OMNIKEY 5427 CK.SC 0 -
Encoder Engine ID:
Work Order Manager Current Reader Authentication Key: NI s AT ATk
- Standard -
Selected Plugin:
ey Menadee R MNew Reader Authentication Key: iCLASS Legacy Config Card =
. ICE0120 B
Reader Configuration R s Gre i 3
P
; Credits to Transfer: 1 2
User Config Credits on Card:

9. A Working status displays.
N £
Working

r—y
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configuration card complete.
The Remaining Credits decreases by the number of credits that were transferred.
Credits on Card increases by the number of credits that were transferred to the card.

Asyre I0

Configuration

Home
[Ty
Fl=I=R= |

Open Save Config Scan Card

Card for Credits
Reader Configuration

mﬁm i iCLASS Legacy Config Card
| e iCLASS SE Encoder ) _| el Aurihenticaion Keys Selected Encoder:
j Etandard = HID OMNIKEY 5427 CK.SC O -
Encoder Engine ID:
Work Order Manager Current Reader Authentication Key: o e R a0 T e
Standard -

i)

Selected Flugin:
KEYMoneaemeRE MNew Reader Authentication Key: iCLASS Legacy Config Card =
. ICED120 iw
Reader Configuration Remaining Credits: P
b ]
£ Credits to Transfer: 1 2
User Config Credits on Card:

Programming of configuration card complete,
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10. When complete a message displays at the bottom of the window stating Programming of
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8.8 Load HID Application Keys

This Configuration Plugin is designed to load media and application keys to one or more Encoders.
1. Select Reader Configuration module.
2. Select Load HID Application Keys from the Selected Plugin drop-down menu.
3. Select the currently deployed Reader Configuration Keys from the drop-down menu.
4.

Select the desired keys from the Available Key Sets (left) panel, click the arrow which appears
in the Selected Key Sets (right) panel.

@ Reader Configuration = Asure ID E’E

B Bl=| = |

L—al e —

Open  Save | Config |Scan Card

Card Jfor Credits
Reader (_msg'on

N‘E;iﬁm B HID Access Application
| ©iaasssEEncoder | oo configuration Keys Selected Encoder:
E Standard - HID OMNIKEY 5427 CK. 5C 0 -
. Encoder Engine ID:
Work Order Manager Available Key Sets:

Selected Key Sets:
2B0601040181E438010103050F8CS

ICEN235 [iICLASS]

Standard [iCLASS]
Standard [MIFARE]

Selected Plugin:
Key Management ICE0120 [MIFARE]
ICE0235 [MIFARE] Load HID Application Keys -
. Standard [MIFARE DESFire]
ICE0120 [MIFARE DESFire]
Reader Configuration ICE0235 [MIFARE DESFire] Remaining Credits: 3
b ] Authentication_Key_2 [MIFARE DESFire]
£ Standard [50] [ Credits to Transfer: | 1 . ]
ICED120 [SO
User Config [50] Credits on Card:
Ready

5. Select the number of Credits in the Credits to Transfer field.

Note: Each Encoder configuration transaction is one credit. This is the number of Encoders that
can be configured using this configuration card.

6. When complete, place a Reader Configuration Config card on the Encoder.
7. Click Config Card.

8. A Working status displays.

B Y
Working
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9. When complete, a message displays at the bottom of the window stating Programming of
configuration card complete.
The Remaining Credits decreases by the number of credits that were transferred.
Credits on Card increases by the number of credits that were transferred to the card.

_onfiguration = Asure I0

Home k@
rl!'l'
==

Open Save Config Scan Card
Card  for Credits

Reader Configuration

Wﬁm i HID Access Application
R,

| © icLass sE Encoder Selected Encoder:

- _| Reader Configuration Keys

E Standard -

Work Order Manager Available Key Sets: Selected Key Sets:
ICED235 [iCLASS]

HID OMNIKEY 5427 CK 5C 0 b

Encoder Engine ID:
28060104018 1F433010103050F8CS

Standard [iCLASS]
Standard [MIFARE]

Selected Plugin:
Key Management ICE0120 [MIFARE]
ICEN235 [MIFARE] Load HID Application Keys -
. Standard [MIFARE DESFire]
ICE0120 [MIFARE DESFire]
Reader Configuration ICE0235 [MIFARE DESFire] Remaining Credits: 8
b | Authentication_Key_2 [MIFARE DESFire]
£ Standard [S0] | Credits to Transfer: : o
P
ICED120 [50] -

User Config Credits on Card:

(HID

Programming of configuration card complete,
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Chapter

User Config

The User Config module manages all the User Records, configuration and passwords.

9.1 User Config Home Tab

The User Config Home window contains the following areas.

-

w |EH User Config - Asure ID - B x
i 2 2 ]
: - Cd |
o D & & & |
Cut Copy Paste |AddUser Remove Save Users Change
User Password
Clipboard Asure ID Users Password
mm i} MainView
| © icuass SE Encoder |
j Record 10f 2 e Record 2of 2 =3
Wark Order Manager
Uger ID: admin Uger ID¢ IDoe
=il Mame: Administrator MName; Jane Doe
LUse Windows Authentication: =l Use Windows Authentication:
Key Management =
Card Design; W] Card Design:
. Card Printing: ) Card Printing:
Reader Configuration User Config: | User Config:
Repaorts: il Reports:
‘_', por o por
* Laser Engraving: W Laser Engraving:
User Config Program Options: [ Program Options: )
Data Entry: Read/\Write Access (with PACS) Data Entry: Mo Access
iCLASS SE: Administrator ICLASS SE: Operator
Template Group: Template Group:
m -4~ Record Lof 2 -k ko=
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9.1.1 User Config Home Toolbar

The User Config module of the CP1000 Desktop Encoder allows the user to manager the records
and passwords of the users.

ie B User Config - Asure ID - B8 X
E Home View = '!_5'
DD D & = |

L= ey w &H
Cut Copy Paste  AddUser Remove Save Users Change
User Password
Clipboard Asure 1D Users Pazsword

Toolbar Function

Description

This option will allow the user to copy the user record to the clipboard and delete the

Cut record.

Copy This option will copy the user record to the clipboard

Paste This option will paste a user record from the clipboard

Add User This option will add a user to the Asure ID application. See Section 9.4: Add a User.

Remove User

This option will remove a user from the Asure ID application. See Section 9.5: Remove
a User.

Save Users

This option will save all users to the Asure ID application. See Section 9.6: Edit a User.

Change Password

This option allows the user to change a password. See Section 9.7: Change Password.

9.2 User Config Fil

The User Config File
above.

ﬁ

w

Add User

&

Save Users

~)
|

2

Remove User

e Tab

tab allows the user to Add, Save, and Remove Users. See information listed

|+ Options

| | Exit Asure 1D
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9.3 User Config View Tab

To manage Users Records, users can select from a variety of options. To modify the View complete
the following tasks:

1. Select User Config > View tab.
2. Select the preferred viewing options.

w B User Config - Asure ID - = X
E Home & G
— T i_|
a | lﬂ & Carousel ;"I_:j'_‘r
Record Table || pO Single Row | Customize
View Record _\:‘iE'.\'s Layout
MainView
| © icLASS SE Encoder
Wark Qrder Manager Record 1of 2 2 Record 2 of 2 2
—ar User ID: admin User ID: IDoe
Key Management Mame: Administrator Mame: Jane Dos
Use Windows Authentication: =l Use Windows Authentication:
l Card Design: ] Card Design:
Reader Configuration Card Printing: 5] Card Printing:
‘,.', User Config: & User Configs
& Reparts: ] Reports:
Uzer Config Laser Engraving: I Laser Engraving:
Program Options: || Program Options: ]
Data Entry: Read/\Write Access {with PACS) Data Eniry: Mo Access
ICLASS SE: Administrator iCLASS 5E: Operator
Template Group: Template Group:
m W44 Record Lof 2 ~b Mo
Sl=]
Option Description
Record The Record view shows records individually, and the organization of the screenis in a
non-overlapping frame window. Combined with options from the Record Views group,
this option is the default view and remains combined with your last chosen Record
Views choice until you chose another view.
Table The Table view allows you to see all records in a grid view with columns and rows. Check
boxes appear to indicate User preferences.
Carousel The Carousel record view allows a user to display multiple images in a single area of the
Main View window. When selected, the record appears to be on a rotating carousel.
Navigate through the User Records by using the scroll bar at the bottom of the window.
Single Row | The Single Row record view allows the user to select records by using the scroll bar at
the bottom of the window.
Customize Layout Customize allows the user to customize the view of the User Records list. It offers
options to create a customized view by using drag-and-drop and customization menus.
Preview the custom view from the View Layout tab.

July 2017 PLT-01067, Version: A.7



Page 9-4 User Config

9.4 Add a User

The application is provided with an Admin level user configured. If a general operator level user, with
limited access is needed, use the following instructions.

1. Select User Config > Add User.
2. A blank New User record displays.

3. Enter the specific configuration for the new user.

i E

E Home View
b D0 &S &

Cut Copy Paste || AddUserjRemove Save Users Change
User Password

Clipboard Asure ID Users Pazsword

| © icLasS SE Encoder
‘Wark Order Manager

Record 10f 2

Key Management \User ID:

. Name:

Reader Configuration

Card Design:
Card Printing:
User Config:
Reports:

Laser Engraving:
Program Cptions:
Data Entry:
ICLASS SE:
Template Group:

m W4~ Record 2of 2 ~k— i+

Use Windows Authentication:

User Config - Asure ID S

MainView

® New User E3

atmin User ID:

Administrator Hame:

Use Windows Authentication:
Card Design:

Card Printing:

User Canfig:

Reports:

K EEE

Laser Engraving:
| Program Options: |
Read/\Write Access [with PACS) Data Entry: Mo Access
Administrator iCLASS SE: Mo Access
Template Group:

Field Description
User ID Enter a User ID (wand over User ID for the field to appear).
Name Enter a user Name (wand over Name for the field to appear).

Use Windows Authentication

This option enables Windows Authentication. If selected the
User ID must match the type of encoder Authentication.

Program Options

This option allows this user to have access to program options.

iCLASS SE

The iCLASS SE option allow you to select a Security Level (User
Role) for each user.

No Access - Does not allow access to the application.
Administrator - Sets the user access level at Administrator. There
is no restriction to this level.

Operator - Sets the user access level at Operator. This level
restricts configuration, but allows the user to execute Work
Orders and

PLT-01067, Version: A.7 July 2017




User Config Page 9-5

Field

Description

Card Design

Card Printing

User Config

Reports

Laser Engraving

Data Entry

Template Group

These options do not apply to the iCLASS SE Encoder users.

4. Select Save Users from the menu bar.

5. The new user is now listed on the Main View window. The Record identifier in the bottom of the

window updates to reflect the number of records created in the application.

-

w H User Corifig - Asure 1D - B X
y 2 al e
2 - -
& P & &| &
Cut Copy FPaste | AddUser Remove Save Users Change
User Password
Clipboard Asure ID Users Password
MainView
| © icLASS SE Encoder
3 Record 10f 2 *x Mew User 2
Ve Chler Mewages User ID: admin User ID: JDoe
= Mame: Administrator EName: Jane Doe|
Use Windows Authentication: Use Windows Authentication:
Key Managemeant

Card Design: W Card Design:

l Card Printing: ¥ Card Printing:

Reader Coshpuaien User Config: v‘ User Config:
Reports: i Reports:
e
é Laser Engraving: W Laser Engraving:
Eléer Cari Program Options: i Program Options:

Data Entry: Read,Write Access (with PACS) Data Entry: Mo Access
iCLASS 5E: Administrator ICLASS 5E: Operator
Template Group: Templats Group:

m 'm 4 RemrdZsz ' 1331

-+ -
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9.5 Remove a User

To remove/delete an existing user, complete the following steps:

1. Select User Config module.

2. Select a User Record to remove/delete. Depending on the view, and the number of Users, this
may require you to scroll through the list.

3. Select Remove User from the menu bar.

w | |H User Conifig - Asure ID - B %
d BB & |
Cut Copy Paste  Add Used Removel Save Users Change

Password
Clipboard Asure 1D Users Paszword
MainView
| © icLAsS SE Encoder
j Record 10f 2 & MNew User R
Wark Sder Mgty User ID: admin User ID: IDoe
- Name: Administrator Mame: Jane Doe|
Use Windows Authentication: Use Windows Authentication:
Key Management
Card Design: i Card Design:
. Card Printing: | Card Printing:
User Canfig: W User Caonfig:
Reader Configuration . .
Reports: 4 Reports:
- -,
é Laser Engraving: i Laser Engraving:
User Coifi Program Options: W Program Options:
Data Entry: Read/Write Access (with PACS) Data Entry: Mo Access
iCLASS SE: Administrator iCLASS SE: Operator
Template Group: Template Group:
m -4~ Record 2o0f 2 ~ki do=—
=] |

4. Click Yes to verify the deletion. The User’s Record is removed from the list.

Delete Asure ID User

! . Are you sure you want to delete 'JDoe’?
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9.6 Edit a User

To edit an existing user, complete the following steps:

1. Select the User Config module.

2. Select a User Record to modify. Depending on the view, and the number of Users, this may
require you to scroll through the list.

r

w |E User Conifig - Asure ID - B x
V) I
p 2D & |
&
& Q) & &|&a |
Cut  Copy Paste |AddUser Remove JGave Users Change
User Password
Clipboard Asure ID Users Password
MainView
L@ iCLASS SE Encoder
j Record 10of 2 A Mew User 2
Wk O dlex Mgy User ID: admir User ID: IDoe
= Name: Administrator Mame: Jane Dos|
Use Windows Authentication: | Use Windows Authentication:
Key Management i
Card Design: I Card Design:
l Card Printing: & Card Printing:
i Coiigu i User Config: V| User Config:
Reports: ) Reports:
. ? :
- Laser Engraving: " Laser Engraving:
%er Corfig Program Options: ] Program Options: [
Data Entry: Fead/Write Access (with PACS) Data Entry: Mo Access
iCLASS SE: Administrator iCLASS SE: Operator
Template Group: Template Group:
m o4 Remrd 2 Df 2 oM + -

3. Modify the record.
4. Select Save Users from the menu bar.
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9.7 Change Password
To modify a password complete the following steps:

1. Select the User Config module.

2. Select a User Record to modify the password. Depending on the view, and the number of Users,
this may require you to scroll through the list.

3. Select Change Password from the menu bar.

s H User Conifig - Asure ID - m X

E Home View k-@
dOD & | & |
Cut

Copy Paste  Add User Removel Save Users Change

User Password
Clipboard Asure 1D Users Paszword
MainView
| @© icLASS SE Encoder
3 Record 10f 2 % Meaw User R
Wark Sder Mgty User ID: admin User ID: IDoe
- Name: Administrator Mame: Jane Doe|
Use Windows Authentication: [ Use Windows Authentication:
Key Management : ;
Card Design: i Card Design:
. Card Printing: | Card Printing:
User Canfig: W User Caonfig:
Reader Configuration . .
Reports: d Reports:
- -,
* Laser Engraving: i Laser Engraving:

User Coifi Program Options: W Program Options:

e — Data Entry: Read/Write Access [with PACS) Data Entry: Mo Access
iCLASS SE: Administrator iCLASS SE: Operator
Template Group: Template Group:

m -4~ Record 2o0f 2 ~ki do=—

4. Enter the new password twice, and click OK.

Change User Password

MNew Password:

Confirm Password:

[ oK ]| Cancel |

Warning: When creating a new Admin user, or changing an Admin password, it is important
that this password is saved in a secure location. At this time there is no password reset
feature in place.
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9.7.0.1 Manage Groups

To add, save, or delete a user group, complete the following steps:

1. Select User Config module.
2. Select Manage Group from the menu bar.

w H User Config - Asure ID - 8 x
V] !
& & & & o | &= |
Cut Copy Paste | AddUser Remove Save Users Change Manage Jassign Template
User Password Group o Group
Clipboard Asure ID Users Password Group Management
Applications il MainView
| A tome !
| = i | Record 1of 2 x Record 2of 2 E3
Advanced
|\t')——-— J User ID: admin User ID: JDoe
c) Mame: Administrator Mame: Jane Dioe
- Use Windows Authentication: ] Use Windows Authentication: £
User Config Group ID: None Group ID: None
- Card Design: & Card Design: £l
Card Printing: & Card Printing: =]
Saser iy User Config: & User Config:
Reports: | Reports:
Laser Engraving: Laser Engraving:
Program Opfions: & Program Opfions: =]
Data Entry: Read frite Access (with PACS) Data Entry: Read frite Access (with PACS)
ICLASS SE: Administrator ICLASS SE: Administrator
Bl=] |
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3. A blank Manage Group window with the Add, Save, and Delete user group icons are displayed.
Select the Add Group icon.

4. A blank User Group window is displayed. Enter the specific configuration for the new group.

Manage Group @
(B

b3

Mame: Operator

Card Design:
Card Printing:
User Config:

Reports:

REEE

Laser Engraving:

i

Program Options: |
Data Entry: Read-Only Access (with PACS)
JCLASS SE: Operator - |

Field Description

Add User Group. Opens a blank User Group window.

Save User Group. Saves any changes made to the Add Group window.

Delete User Group. Deletes the selected User Group.

Name Enter a Name for this group (wand over Name for the field to appear).

Card Design These options allow this group to have access to program options.

Card Printing

User Config

Reports

Laser Engraving

Program Options
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Field Description

This option sets the Data Entry access level.
* No Access
» Read/Write Access (with PACS)

Data Entry * Read/Write Access (no PACS)
* Read-Only Access (with PACS)
* Read-Only Access (no PACS)
The iCLASS SE option allow you to select a Security Level (User Role) for each group.
* No Access - Does not allow access to the application.
iCLASS SE « Administrator - Sets the group access level at Administrator. There is no restriction

to this level.

* Operator - Sets the group access level at Operator. This level restricts
configuration, but allows the group to execute Work Orders and Encoding.

5. Click the Save icon. The group name is added to the list.

9.7.0.2 Assign a Template to a Group
To assign a card template or work order to a group, complete the following steps:

1. Select User Config module.
2. Select Assign Template to Group from the menu bar.

i |EH User Config - Asure ID - 8 x
=Y el AT |
- w =g -
Cut Copy Paste @ AddUser Remove Save Lisers Change Manage J4
User Password Group
Clipboard Asure ID Users Password Group Management
. .ﬂw.;mm n MainView
| 'ﬁ Home |
| *5 ICLASS SE Encode | Record 10f 2 = Record 2 of 2 #
Advanced
| A | U=er ID: admin U=er ID: IDoe
c., MNarms: Administrator MNarms: Jane Doe
- Use Windows Authentication: [ Use Windows Authentication:
Uzer Config Group ID: Mone Group 1D: Mone
Card Design: I Card Design:
G
Card Printing: ] Card Printing: ]
taserchelly User Config: W User Config: W
Reparts: il Reparts: il
Laser Enaraving: I Laser Enaraving: I
Program Options: 7l Program Optons: 7l
Data Entry: Read/Write Access [with PACS) Data Entry: Read/Write Access (with PACS)
iCLASS 5E: Administrator iCLASS 5E: Administrator
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The Assigh Template To Group window is displayed.

Assign Template To Group
Select Group: | Operator -
Filter: (Al -
Available Template Assign Template

MountainView_1

Template_1
ICLASS_SE_SO_OMLY
ICLASS-SE-Config-H10301 | =z |
>
<
<<
Field Description
Select Group Select the group to assign a template to.
Select the type of template to assign to this group.
Filter « All: Displays all Asure ID and SE Encoder Work Order templates.
« Asure ID Card Template: Shows only Asure ID templates.
¢ IClass SE Work Order: Shows only SE Encoder Work Order templates.
Select the name of the template to assign to this group and use the arrow keys to
Available move the name of the available template to the Assign Template field.
Template Template names can be moved one at a time or they can all be moved at the same
time by clicking the double arrow key.
Assign Template | The template assigned to this user group.
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Troubleshooting

Chapter 1 o

10.1 Backup and Recovery

HID Global recommends that you backup the iCLASS SE Encoder folder at the following location:

C:\ProgramData\HID Global\AsurelD

This folder contains all the essential files to recover from loss of the PC or other issues with th

application.

l C:\ProgramData\HID Global\Asure ID i | Dlil
‘9( j |~ Local Disk (C:) ~ ProgramData ~ HID Giobal ~ Asure ID » - lmjl Search Asure ID j,_ﬂ‘
File Edit View Tools Help
Organize v  Incudeinlbrary + Sharewith *  Burn  New folder = - ED .f:j.
e Favorites Name « Date modified | Type | Size: | |
B Deskiop . Custom Data Plugins 12/26/2014 8:03 AM File folder
& Downloads | Firmware 12/26/20148:03AM  File folder
TG . Format Files 8/6/2014 10:33AM  File folder
= Bl Desktop | Framewaork 12/26/2014 8:03 AM File folder
i3 Libraries . Plugins 12/26/20149:23 AM  Fille folder
2
B ; E'_] AsurelD 1/7(2015 7:51 PM Microsoft Access Database 4,238 KB
1% Computer
&l Local Disk (C:) || Asureldlog 12/26/2014 11:40 AM  Text Document 43 KB
- Local Disk (D3) %] iCLASS_SE_Work_Order Data  12/11/2014 12:52PM  Data Base File 12KB
2] L—_"J DVD RW Drive (E:) || LoggerConfig.logdnet 8/6/2014 10:09 AM LOGAMNET File 1KB
,&'-? Netwark " Settings 1/7/2015 7:51FM ¥ML Document 27KB
EILE Control Panel ™ UserLayoutviewLayout 12262014 1:41 PM XML Document 35KB
& Recyde Bin
11 items

Note: The Administration Keys should be kept in the same secure location. For instructions to export
(save) Administration and Custom Keys, See Section 7.6: Export Keys.
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Troubleshooting

10.2 Log Files

The log files are provided as a standard troubleshooting tool. The following procedure accesses the
log file through the application.

1.

Select Work Order Manager > File tab > Open Log File

e Work Order Manager - Asure ID TR

- @

T Edit b A L |
‘ @ Install Plugin Package E i ) a2} L =R )
Add Work E1 Remove | - E E -

& i & " || Instruction
il e, Work Instructions Work Order Execution

[ I! Upload Encoder Configuration Package =re to group by that column | ond
| Selected Encoder:

[ !! Upload Credential Credits - @

@ Card Info

Selected Technology:
i =
Import Waork Order From File icLass =
Current Status:
Export Wark Order to File
Disconnected

& i SAM Version:
Lo

Credential Credits:
Recent Ttems 3

Work Order Description

m #4-Record 0 of 0 v

Ready

2. The Log file displays.

Il i0LASS SE Encoder.log - Notepad __ . =100 x|
file Edit Format View Help

2014-03-19 01:27:12 PM | INF | HID.UniversalProgrammer.Core.SamManager | Number of available key entries in 5AM store - 61 |«
of 256

2014-03-19 01:27:12 PM | WAR | HID.UniversalProgrammer.cCore.Samauthentication | Secure Channel Authentication Failed
2014-03-19 03:12:03 PM | INF | HID.Un'iversa'lProgrammer.core.DataAccess.DbUpdate | verifying/updating Database at Data
Source=C:‘\Programbata‘\HID Global%iCLASS S5E Encoder’\iCLASS_SE_Encoder.db

2014-03-19 03:12:04 PM | INF | HID.universalProgrammer.Desktopapplication. DesktopapplicationForm, Text: CPl000 iCLASS SE
Encoder | Application starting up.
3:12:12 pM [I;
|

2014-03-19 0O WAR | HID.UniversalProgrammer.Core.SamAuthentication | Secure Channel Authentication Succeeded
2014-03-19 03:12:12 PM | WAR | HID.UniversalProgrammer.Core.Samauthentication | Secure Channel Authentication Succeeded
2014-03-19 03:12:14 PM | INF | HID.uUniversalProgrammer.Core.5amManager | Number of available key entries in sAM store - 61
of 256

2014-03-19 03:12:14 PMm
2014-03-19 03:12:52 PM

WAR | HID.UniversalProgrammer.Core.Samiuthentication | Secure Channe]l Authentication Failed
WAR | HID.UniversalProgrammer.Core.Samauthentication | Secure Channel Authentication Succeeded

3. The user can copy/save the log file, for reference or to send to HID Global Technical Support for

assistance.
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4. If you are not able to access the Asure ID Application, the log file can be found at the following
location:

C:\ProgramData\HID Global\Asure ID

1@

. = Local Disk (C:) - ProgramData - HID Global = Asure ID -

- [ﬂ_’j]] Search Asure ID

Flle Edit View Tools

Organize

- Favorites
Bl Desktop
& Downloads

2| Recent Places

=1 Bl Desktop
73 Libraries
a8
M Computer
£, Local Disk (C:)
&a Local Disk (D:)

) DVD RW Drive (E:)

'&‘ﬂ MNetwork
@ Control Panel
£ Recyde Bin

11 items

Indude in library «

Share with +  Burn  MNew folder 0l @&
Mame Date modified | Type

) Custom Data Plugins 12/26/2014 8:03 AM File folder

J Firmware 12/325/2014 8:03 AM File folder

) Format Files 8/6/2014 10:33 AM File folder

| Framework 12/25/2014 8:03 AM File folder

) Plugins 12/26/2014 9:28 AM File folder
@_] AsurelD 1/7/2015 7:51FM Microsoft Access Databaze 4,238 KB
[_. Asureldlog 12/26/2014 11:40 AM  Text Document 43 KB
%] ICLASS_SE_Work_Order_Data  12/11/2014 12:52PM  Data Base File 12 KB
|| LoggerConfig.logdnet 8/6/2014 10:05 AM LOGAMET File 1KB
I Settings 1/7/2015 7:51PM ¥ML Document 27 KB
" UserLayoutViewLayout 12/25/2014 1:41PM ¥ML Document 35KB
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10.3 Database

The database for this application can be found at the following location:

C:\ProgramData\HID Global\Asure ID

. C:\ProgramData\HID Global\Asure ID | | El|i|
Q( ;1 | . = Local Digk (C:) -~ ProgramData - HID Global ~ Asure ID - - [g_}] I Search Asure ID \QJ
File Edit WView Tools Help
Organize * Indudeinlibrary +  Sharewith + Burn  Mew folder = 5 ml .@’.
r Favorites MName = Date modified | Type | Size I |
Bl Desktop . Custom Data Plugins 12262014 8:03 AM File folder
& Downloads | Firmware 12/26/2014 8:03 AM File folder
i=| Recent Places | Format Files 8/6/2014 10:33 AM File folder
£ Bl Desktop | Framework 12/26/2014 8:03 AM File folder
il Libraries _ Pluging 12/26/20143:28 AM__File folder
i’ [ Z] asurelD 1/7/2015 7:51 PM Microsoft Access Database 4,788 KB ]
1™ Computer
a___,:' Local Disk (C:) AsureldLog 13{26!2[] 14 11:40 AM Te_xt DocuEnt 43 KB
o Ve RS [ || icLASS_SE_Work_Order Data  12/11/2014 12:52PM  Data Base File 12 KB
Léu DVD RW Drive (E:) || LoggerConfig.log4net 2/6/2014 10:09 AM LOGAMET File 1KB
ﬁh Network " settings 1/7/2015 7:51FM ¥ML Document 27KB
@ Control Panel = UserLayoutViewLayout 12/26/2014 1:41 PM XML Document 35 KB
£ Recydle Bin
11 items

Note: This database should be backed up and stored at a secure location. See Section 10.1: Backup and
Recovery.

10.3.1 Supported Databases

The native databases supported are:

= Microsoft Access, 2000 and 2002/2003

m Microsoft SQL Server 2000, 2005, 2008 and 2012

m Oracle 9i and T1g

s MySQL

s DVTEL

m SIF

m LADAP Provider (General-purpose LDAP connection
m Active Directory (Microsoft Active Directory

s ODBC
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10.3.2 Synchronize Database to Encoder

The need to synchronize the database to the encoder, is required if you have connected a
new/different iCLASS SE encoder. The encoder configuration is stored on the encoder and only
copied on the database. This type of change would create a circumstance where the encoder and
the database on the PC are not in-sync.

The fact that the encoder and database are out-of-sync may not be apparent, as there is no
indicator that they are out-of-sync. Additionally the keys (custom and HID) from the first encoder
continues to display on the second encoder, as this information is coming from the database.

Note: The application allows the creation of a Work Order in this circumstance using the keys from
the first encoder. However, when you execute the Work Order you receive an error (authentication
or no key available).

For more information on how to synchronize the database with the current encoder attached to the
PC, see Section 7.14: Sync Encoder.

10.4 Exceptions and Error Codes

The following are exceptions or error codes that may be presented with the Encoder product. An
action is provided to resolve the error, however if the error cannot be cleared, save the log file (see
Section 10.2: Log Files) and contact HID Technical Support.

Exception or Error

Message Action

Situation Meaning

Encoder is missing keys
and/or credential counters
to complete the operation.

Request keys or credits from
HID.

erlnvalidStoreOperation Encoding

Request keys or credits from HID
for specified encoder.

Key package was created
for an encoder with a
different engine ID.

Uploading Keys
or Credential
Counters

Failed to upload the
configuration file to the
SAM. See log file for
details.

Key package was created
for an encoder with a
different engine ID.

Request keys or credits from HID
for specified encoder.

Uploading Keys
or Credential
Counters

The Encoder Engine IDs do
not Match

1. Make sure correct encoder is
selected

2. Reset encoder

3. Restart desktop application

Encoder is unplugged or
malfunctioning.

Encoding/Manag
ing Keys

The specified encoder
name is not recognized.

N/A No encoders Encoder was not plugged Select refresh next to the drop-
listed in Selected | in when application was down list to request the system
Encoders list box | launched. search for active encoders.

N/A Current Status in | Applets have not been 1. Navigate to Options > Plugins.

Configuration
window reads
“Disconnected”
for a specified
technology.

uploaded or have been
cleared from SAM.

2. If the Applet Version for the
specified technology reads
“Unavailable”, click the hyperlink
to upload dlls for the plugin to
the SAM.
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Exception or Error

Situation Meaning Action
Message
The smart card cannot be Any activity Another application is Close any other applications
accessed because of other | involving accessing the encoder. that may be accessing the

connections outstanding

communication
with the encoder

encoder.

Configuration of
unconfigured iCLASS
cards not allowed by
encoder.

Encoding iCLASS

iCLASS Configuration file
was not configured to
allow configuration of
Unconfigured cards when
the encoder was flashed at
the factory.

Encoder must be shipped to HID
and SAMPrePersoTool must be
used to upload modified
UE_iClass_Configuration.xml to
encoder with the Value of the
“Allow Configuration of Blank
Cards” attribute set to “01”.

Error: target card has not
been configured

Encoding iCLASS

Configuration of
Unconfigured iCLASS
cards has not been
activated in the Work
Instruction

1. Open Work Instruction Wizard
and change the Expected Card
Type from Configured to
Unconfigured.

2. Select the desired Card
Configuration (2k, 16k/2, etc.)
3. Verify that encoder has been
configured to allow
configuration of Unconfigured
cards (see “Configuration of
unconfigured iCLASS cards not
allowed by encoder.” above for
details).

Error: target card has Encoding Work Instruction is not Open the Work Instruction
already been programmed configured to overwrite wizard and check the “Overwrite
cards that have already Existing Credential” checkbox.
been programmed.
Error: unable to Encoding Keys on the card do not 1. Go to Key Management and
authenticate match the authentication verify that required keys have
keys specified in the work | been installed.
order. 2. Open Work Order and verify
that proper authentication
key/keyset(s) are in use.
3. Verify correct card is on
encodetr.
Error: no credentials Encoding Credential counters have Contact Tech Support to

remain. Contact your HID
representative to purchase
additional credentials.

been exhausted for given
technology.

purchase additional credential
credits.

Error: data size is larger
than the size allocated to
be written to the card.

EncodingiCLASS
Custom Data

Not enough memory
blocks were selected in
the Work Instruction
Wizard to support the size
of the data the user is
attempting to write to the
card.

Open the iCLASS Work
Instruction Wizard and allocate
more memory blocks for the
custom data field, if not enough
blocks exist, consider reducing
the size of the data being
written to the card, or
purchasing cards with larger
memory size (16k vs. 2k, etc.).
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Exception or Error

Situation Meaning Action
Message
Unable to authenticate Encoding PICC Master key in Work A. If card uses Elite keys, add
Master Key to retrieve list DESFire SO Instruction does not match | Elite keys/keyset and select in
of app IDs. Credential the PICC Master Key on Work Order.
the card. B. If card uses Custom keys, add
Custom keys/keyset and select
in Work Order.
HID Access Application Encoding Work Instruction is not Open the Work Instruction
already exists. Cannot DESFire SO configured to overwrite wizard and check the Overwrite
overwrite without turning Credential cards that have already Existing Credential checkbox.

on Allow Overwrite
Existing in the Work
Instruction.

been programmed.

Error: unable to
authenticate the HID
Access Application.

Reading DESFire
SO Credential

Keys on the card do not
match the authentication
keys specified in the work
order. Card may be using
Elite or Custom keys or
card may be blank.

A. If card uses Elite keys, add
Elite keys/keyset and select in
Work Order.

B. If card uses Custom keys, add
Custom keys/keyset and select
in Work Order.

An error occurred creating | Encoding An error occurred 1. Verify the proper keys exist on
the Legacy HID Access MIFARE attempting prepare the the encoder.
Application. See log file for | Credential sector for the Legacy HID | 2. Verify the HID Access
details. Access App (setting the Application sector has not
keys and sector access already been written to by
bits). another application.
An error occurred creating | Encoding An error occurred 1. Verify the proper keys exist on
the SO HID Access MIFARE SO attempting prepare the the encoder (this includes the
Application. See log file for | Credential sector for the SO HID SO keys).
details. Access App (setting the 2. Verify the HID Access
keys and sector access Application sector has not
bits). already been written to by
another application.
Error: unable to modify Encoding An error occurred Verify that the sector trailer

sector trailer. See log file
for details.

MIFARE Custom
Data

attempting to modify the
sector trailer.

access currently on the card
allows the trailer bits to be
modified.

An error occurred writing
MAD. See log file for
details.

Encoding
MIFARE
Credential or
Custom Data

An error occurred
attempting to update the
MIFARE Application
Directory (MAD).

Verify that the MAD sector (O)
on the target card has not
already been written to by
another application with non-
MAD data.

An error occurred during
media personalization. See
log file for details.

Encoding an
iCLASS SR
custom data to
an iCLASS SE
card

An error occurred
attempting to write SR
data to an SE card

Present the correct iCLASS SE
card to the encoder.
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Glossary

Term Description

Advanced Encryption Standard

The Advanced Encryption Standard (AES) is a specification for the encryption of electronic data
established by the U.S. National Institute of Standards and Technology (NIST).

AES is based on a design principle known as a substitution-permutation network, and is fast in both
software and hardware. Unlike its predecessor DES, AES does not use a Feistel network. AES is a
variant of Rijndael which has a fixed block size of 128 bits,

The key size used for an AES cipher specifies tVersion: A.7he number of repetitions of transformation
rounds that convert the input, called the plaintext, into the final output, called the ciphertext. The
number of cycles of repetition are as follows:

10 cycles of repetition for 128-bit keys.
12 cycles of repetition for 192-bit keys.
14 cycles of repetition for 256-bit keys.

AES

APDU Application Protocol Data Unit

AEAD Authenticated Encryption with Associated Data

CPO Custom Product Offering

Data Encryption Standard

DES is a widely-used method of data encryption using a private (secret) key that was judged so
difficult to break by the U.S. government that it was restricted for exportation to other countries. For
each given message, the key is chosen at random from among this enormous number of keys. Like
DES other private key cryptographic methods, both the sender and the receiver must know and use the
same private key.

DES applies a 56-bit key to each 64-bit block of data. The process can run in several modes and
involves 16 rounds or operations. Although this is considered “strong” encryption, many companies use
“triple DES”, which applies three keys in succession.

NIST National Institute of Standards and Technology
OEM Original Equipment Manufacturer

MAD MIFARE Application Directory

PACS Physical Access Control Solutions

SAM Secure Application Module

SE SIO-Enabled or Secure Element

SIO Secure Identity Object

SNMP Simple Network Management Protocol

SO Secure Object - Can have more than one per SIO
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Glossary - 2

Term Description
Triple Data Encryption Standard
Triple DES is the common name for the Triple Data Encryption Algorithm (TDEA or Triple DEA) block
cipher, which applies the Data Encryption Standard (DES) cipher algorithm three times to each data

TDES block.
The original DES cipher's key size of 56 bits was generally sufficient when that algorithm was designed,
but the availability of increasing computational power made brute-force attacks feasible. Triple DES
provides a relatively simple method of increasing the key size of DES to protect against such attacks,
without the need to design a completely new block cipher algorithm.

Tob u An amount of credentials, credits, keys, etc., loaded on the encoder to raise or maintain a

pup desired/required level.
Ul User Interface
uUIiD Unique Identification Number
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