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Section

1 About this manual

1.1 Overview

This manual covers the installation and configuration of the following HID Global pivCLASS® solution software
applications:

= pivCLASS® Physical Access Control System (PACS) Service.
m  pivCLASS® Physical Access Control System (PACS) MultiPACS Service.

The document also provides PACS Service administration procedures and pivCLASS Authentication Module
(PAM) configuration procedures.

1.2 Intended audience

This document is intended for personnel who are responsible for installing the pivCLASS PACS Service or
pivCLASS MultiPACS Service applications and performing pivCLASS PACS Service administration tasks.

1.3 Information statements

The following information statements are used in this document to alert the reader to important information.

Important: This notice is used to highlight important information about hazards or actions that could
potentially impact service performance, application functionality or successful feature
configuration.

Note: This note is used to highlight information of interest that needs to be brought to the reader’s attention.
1.4 Conventions used

1.4.1 Vocabulary conventions

The following vocabulary conventions are used throughout this document:

Term Description/Meaning
PACS Service Used to refer to the pivCLASS PACS Service and/or the pivCLASS MultiPACS Service.

PACS Service application | Used to refer to the pivCLASS PACS Service software application and/or the pivCLASS
MultiPACS Service software application.
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1.4.2 Typographical conventions

Typographical conventions used in this document are described in the following table:

Appearance Description

Bold Used to highlight GUI items such as menus, menu selections, window and dialog names,
soft keys, file names, and directory names when they are involved in a procedure or
user action. For example:

File > Exit

..\pivCLASS PACS Service\templates\template.xml

[talics Used to refer to document titles and references, for example:

pivCLASS PACS Plug-in Template XML File Specification.

Courier Used for code fragments, for example:

<item>
<card>[ExistingBadge]</card>
</item>

<jtalics> Angle brackets surrounding user supplied required values, for example:

<Server name>

[text] Square brackets surrounding user supplied optional values, for example:

[your site location name]

1.5 Related material

pivCLASS PACS Service application help can be accessed by selecting Help > View Online Help from the
pivCLASS PACS Service Administration window. For contextual help select the keyboard key F1 while on a
specific PACS Service application form to access the associated application help information.

pivCLASS PACS Service application documentation can be accessed by selecting Help > View Documentation
from the pivCLASS PACS Service Administration window. You will be connected to the pivCLASS
documentation site where pivCLASS related documentation can be opened.
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2 pivCLASS PACS Service

2.1 Overview

This section provides a brief description of the pivCLASS PACS Service and the pivCLASS MultiPACS Service.
For more detailed information on each service solution, system requirements and deployment scenarios refer
to the pivCLASS Installation Overview Guide (PLT-02750).

2.2 pivCLASS PACS Service

The PACS Service bundle consists of multiple sub-components:
= PACS Service: a TCP-based service that receives data elements extracted from smart card credentials
®  PACS Plug-in: PACS-specific code that maps card data elements to PACS card and card holder fields

Available licensable options:

= pivCLASS Certificate Manager: an option that periodically re-validates the credentials that have been
registered with a PACS and will suspend the PACS card'’s access, if needed. In most PACS, the status of
a card or cardholder record changes, the access control panels are updated with this status. When a
suspended PIV credential is presented to the reader, access is immediately denied. No new equipment
or network drop is required at the reader.

= pivCLASS Reader Service: an option that provides a programmable interface to the pivCLASS PACS
Service, enabling IP-based readers to request information related to a given FASC-N. Based on
XML-RPC, the pivCLASS Reader Service module exposes a simple, secure API| for card holder
information requests, regardless of the PACS manufacturer.

= pivCLASS IDPublisher: this option obtains data from Human Resources Information Systems (HRIS),
Identity Management Systems (IDMS), and/or Card Management Systems (CMS). It automates the
provisioning and de-provisioning of users and credentials to over 25 different PACS, using a
standardized web service interface.

= Data Import: an option that provides the ability to extract card data, access rights, user-defined
cardholder information from the PACS so that it is available to pivCLASS Mobile Validator when a card
is presented. Allows the operator to verify that a card is registered in the PACS and has appropriate
access rights, which is ideal for use with proximity, MIFARE DESFire® and FIPS 201 cards.
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2.3 pivCLASS MultiPACS Service

The MultiPACS Service bundle consists of the following sub-components:

= Remote Communications Service: handles all communications between pivCLASS Workstation and
pivCLASS Mobile clients.

= pivCLASS MultiPACS Proxy Plug-in: communicates with a PACS (non-hosted) via a PACS Plug-in
installed at the PACS server. A PACS Plug-in is the PACS-specific code that maps credential data
elements to the PACS identity and credential fields.

= Native PACS Plug-in: a PACS Plug-in that is not shipped with the MultiPACS software, but is supplied to
the security integrator during installation. The MultiPACS Service communicates with a hosted PACS via
this PACS Plug-in.

=  Certificate Manager: periodic credential re-validation.
= Fixed Reader Services: cryptographic support for fixed readers.

= pivCLASS IDPublisher Service: support for credential provisioning and de-provisioning by third-party
applications.

The diagram below depicts the components of a MultiPACS system:

Remote Comms Service Fixed Reader Service IDPublisher Service Certificate Manager Data Import
(R) F) () ©) ()

MultiPACS Service

Type Y Plug-in Type Y Plug-in

Proxy Plug-in Proxy Plug-in Proxy Plug-in Type X Plug-in Account #1 Account #2

Remote Comms Remote Comms Remote Comms
Client Client Client

R B R B R =

PACS Service PACS Service PACS Service

Type A Plug-in Type B Plug-in Type C Plug-in

Type Y Plug-in  Type Y Plug-in
Account #1 Account #2

Type A PACS Type B PACS Type C PACS Type X PACS
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In the diagram the PACS servers designated Type A, Type B, and Type C are PACS configurations that require
local file system or database access in order to register or suspend credentials. These PACS require an
appropriate PACS Plug-in to be installed on the PACS server itself. The pivCLASS MultiPACS Proxy Plug-in
exchanges data with the PACS Service at the remote end.

Type X PACS is a PACS that does not require access to its local resources. Its PACS Plug-in can be installed on
the MultiPACS server.

Note: Native plug-ins are not shipped with the MultiPACS software installation package due to confidentiality
constraints, however they can be obtained from HID Global support team during installation.Type Y
PACS is a hosted system, typically partitioned by customer account or customer code. Like a Type X
PACS Plug-in, a Type Y PACS Plug-in should be installed on the MultiPACS server, and each plug-in
must be configured with a different customer account or code.

2.3.1 Data import task

In a MultiPACS configuration, Data Import collects assignable access rights and credential active-inactive
status information for credentials previously registered with each PACS, including those that were registered
manually, via an IDMS feed, or another registration software product. The complete credential information,
however, will only be present in MultiPACS if it was registered using pivCLASS Workstation, pivCLASS Mobile,
or IDPublisher. Data Import can be executed manually or scheduled to run at periodic intervals.
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2.4 MultiPACS deployment configurations

MultiPACS can be deployed in different configurations depending on the need of the customer.

2.4.1 pivCLASS Workstation/pivCLASS Mobile Client-to-MultiPACS

When using this configuration, pivCLASS Workstation or pivCLASS Mobile clients, or both, send credential
data to the MultiPACS server which in turn, pushes that data to the selected PACS.

" OCSP Responders
FeetEl Bkl CAs SCVP Responders TWIC cCL
LDAP Directory Servers (Canceled Card List)

[E—] [E—]]
[E=—==] |
[E—] [E—]]
1]
11 1]
1 1 |
IEmEms
Firewall
Internet
T A PACS
MultiPACS Server ype
©
g Type B PACS
pivCLASS® Mobile
Registration Terminal
Type X PACS
® i) pu— pum—
) L

pivCLASS” Type Z PACS

Registration Workstation

Certificate validation

Data extracted from credential

Registration with selected PACS
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2.4.2 pivCLASS Workstation/pivCLASS Mobile Client-to-PACS

Using the client-to-PACS configuration, pivCLASS Workstation or pivCLASS Mobile clients, or both, send
credential data to a specific PACS, which forwards it to the MultiPACS server. The MultiPACS server in turn,
broadcasts it to any other PACS configured to receive it.

. OCSP Responders
el Bitle Cs SCVP Responders TWIC CcCL
LDAP Directory Servers (Canceled Card List)

| —
| E—— )
| —|
11 |
11 1]
11 |
(11 ]]
Firewall
Internet
LAN
T A PACS
MUItiPACS Server ype
©
g Type B PACS
pivCLASS® Mobile
Registration Terminal > @
Type X PACS
[ ) D p— —
[
Ff—1° —

pivCLASS® Type Z PACS

Registration Workstation

Certificate validation

Data extracted from credential

Registration with selected PACS
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2.4.3 MuUltiPACS template file

In a MultiPACS environment, where the deployment uses the same Physical Access Control System (PACS) at
multiple different locations, the variables in each template.xml file must be modified so they are globally
unique. Therefore, Variable.1 for Location 1 cannot be the same as that used for Location 2.

In the example below, the table shows a list of template.xml file variables and a possible corresponding
modified variable for use at each different location where the same PACS is deployed.

XML Template Variable

Modified variable
Location 1

Modified variable
Location 2

Modified variable
Location 3

ExistingCardholder

ExistingCardholder.Locl

ExistingCardholder.Loc2

ExistingCardholder.Loc3

PIN

PIN.Locl

PIN.Loc2

PIN.Loc3

AccessRights.1

AccessRights.Locl.1

AccessRights.Loc2.1

AccessRights.Loc3.1

AccessRights.2

AccessRights.2.Locl.2

AccessRights.Loc2.2

AccessRights.Loc3.2

AccessRights.3

AccessRights.3.Locl.3

AccessRights.Loc2.3

AccessRights.Loc3.3

For information regarding modifying variables and the correct formatting, refer to the pivCLASS PACS
Plug-in Template XML File Specification (PLT-01629).
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3 Software install, uninstall, and upgrade

3.1 Installation overview

The following outlines the general process for installing the PACS Service application and upgrading the
application with the purchased options.

1. Download the PACS Service application files from HID Global HTTP site. See Section 3.2: Download files
via HTTP.

2. Install the application. See Section 3.3: Install application.
3. Initially configure the PACS service. See Section 3.4 PACS Service initial setup.
4. If required, upgrade the software license with purchased options. See Section 3.6: Upgrade the PACS
Service software.
3.1.1 Installation and operational requirements
m  The computer that hosts the PACS Service must support:
= Microsoft Windows 10, 8.1, 7
= Microsoft Windows Server 2016, 2012, 2008
m  The PACs service must remain on a static IP or static Hostname with proper DNS routing and resolution
if using panels (PAM or Embedded).
3.1.2 Security recommendations

The pivCASS PACS Service is initially installed to run as the Local System account, however the
recommended best practice is to create a user, or user group, with a more restrictive set of security
permissions that are sufficient to run the PACS Service. For information relating to the creation of a pivCASS
PACS Service user or user group, see Appendix C - Modify the PACS Service logon.
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3.2 Download files via HTTP

Perform the following steps to download the required application files:
1. Open a web browser.

2. Enter the address provided in the entitlement email from HID Global. This address usually takes the
form of:

m  For the PACS Service application: http://www.pivcheck.com/<pacs name>
m  For the MultiPACS Service application: http://www.pivcheck.com/multipacs

3. Enter the Username and Password provided in the entitlement email from HID Global.

Windows Security N ZI

The server www.pivcheck.com is asking for your user name and password, The
server reports that it is from HID Global pivCLASS Software for Database
Registration.

Warning: Your user name and passwaord will be sent using basic authentication on
a connection that isn't secure.

Password

B Remember my credentials

@ —

4. A directory of files will be displayed. Scroll through the list and download the PACS Service application
files listed in the email that apply to the configuration purchased.
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3.3 Install application
1. Double-click the downloaded PACS Service application executable file to start the Setup Wizard.
2. Click Next to begin the installation.

[ piVCLASS PACS Service Setup - =10 x|

m' Welcome to the pivCLASS PACS Service
Setup Wizard

pivCLASS The Setup Wizard wil install pivCLASS PACS Service on your

PACS Service [ ittt
Wizard.

3. Read the License Agreement. Select | accept the terms in the License Agreement, and click Next.

Note: If you do not accept the license agreement, click Cancel to end the installation.

[ prvciass PACS Service setup i
End-User License Agreement m

Please read the following license agreement carefully pivCLASS

PACS Service

pivCLASS® Software Suite Binary Code =

End User License Agreement

V.01302015

IMPORTANT-READ CAREFULLY: BY CLICKING THE "I
ACCEPT" BUTTON, YOU AS THE “LICENSEE" ON BEHALF
OF YOURSELF AND/OR AS AN AUTHORIZED
REPRESENTATIVE OF YOUR COMPANY AGREE TO ALL ~|

[[7 ;_goceptumemhmel.imwmmti]

pint | gk [ next ) cancel |
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4. Select the Installation Scope option defined by your site administrator, and click Next to continue.

(5[]

Installation Scope (HID |

Choose the installaton scope pivCLASS
PACS Servicey

& Install just for you [Windows User]

pivCLASS PACS Service will be available just for your user account. You still need
local Administrator privileges.

" Install for all users of this machine

pivCLASS PACS Service will be available for all users. You must have local
Administrator privileges.

5. Select the Create desktop shortcut option if you want to create a pivCLASS PACS Service shortcut on
your desktop. Click Next to continue.

i
Choose Additional Options (HID |

Choose additonal options to control what is installed. pivCLASS
PACS Service
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6. Set the install directory and click Next.

[ pivCLASS PACS Service Setup :

Destination Folder
Click Next to install to the default folder or dick Change to choose another. pivCLASS

PACS Service

Install pivCLASS PACS Service to:

lC:‘Pro-gfarn Files (x86)\HID Global'pivCLASS PACS Service\

7. Click Install.

{18 pivCLASS PACS Service Setup -

Ready to install pivCLASS PACS Service

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard,
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Software install, uninstall, and upgrade PLT-03416, Rev. D.2

8. Click Finish to exit the Setup Wizard.

E
m' Completed the pivCLASS PACS Service
Setup Wizard

pivCLASS . Click the Finish button to exit the Setup Wizard.

PACS Service

Back [ Finish || Cancel |
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3.4 PACS Service initial setup

After software installation has finished a PACS Service Guided Configuration wizard will launch. This will
guide you through basic pivCLASS configuration steps.

Note: To exit the Guided Configuration wizard you can select Cancel at any time during the configuration
setup process.

Follow the instructions presented within the Guided Configuration wizard to:

1. Configure Admin user password and SSO (Single Sign-On)

2. Carry out PACS Service license download or manually enter the PACS Service license key
3. Configure PACS headend connectivity

4. View recommendations to further customize your PACS Service

PACS Service Guided Configuration | x|
Welcome to pivCLASS Guided Configuration!
This tool will guide you through some basic configuration steps that you must
perform to use the pivCLASS software. Remember that you can always access
context sensitive online help within the pivCLASS software by pressing the F1 key.

You can always retum to pivCLASS Guided Configuration by selecting
Configuration > Guided Configuration from the main menu.

Select the Next button to get started!

To ensure your configuration options are valid, you will not be allowed to transition to the next step until the
current step is successfully completed.
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3.5 Install license key

The license key is bound to the computer it was initially generated from, therefore any changes to the
hardware configuration (for example, motherboard, CPU) will result in the need for a new license key. In the
scenario where the software is used in a VM and the VM hardware changes or the VM is moved to a different
machine, please contact Technical Support (see Contacts section) and request for the license to be moved to
the new configuration.

Note: A 30 day trial license can be installed if the system is unregistered. A trial license consists of a fully
functional pivCLASS Validation Workstation allowing the user to evaluate card validation and biometric
verification. However the trial version does not contain the license for the biometric matcher, and does
not support PACS integration.

3.5.1 Register the PACS Service application System ID

In order to install and activate a permanent application software license the System ID of the pivCLASS PACS
Service application firstly needs to be registered with HID Global. Once this has been done the license key can
be downloaded or manually entered (depending on Internet availability) for access to purchased options and
upgrades.

To register the System ID with HID Global:
1. Launch the PACS Service application.
2. On the login screen, enter the default User ID (admin) and Password (password).

Note: The default password should be changed as soon as possible for security reasons. See Section
3.9 Change password.

3. Click Login..

,i,PACS Service Administration Login

r— Credentials

User ID Iad’min

Password |uuuu

Configuration  Maintenance  Reports  Help

#8:  Service Control -
. S Conk 3 ! !:-u? Lé_nj

License Infarmation. .

B Exit Alt+F4 ry | rBackgrDundeb status |
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5. In the License Manager window, make a note of the System ID

—pivCLASS licanss
[ System I
pivCLASS license key |
Expiration date |
Licensad components

ok | Cancal | Dowrlosd

6. Email the following information to pivCLASSSupport@hidglobal.com
= Name
= Company
m System ID (from the License Manager window)
= Workstation System ID (if applicable)
= End User/Customer Site Name as identified in the fulfillment email
m End User/Customer location (city, state)
= PO/SO number (if applicable)
® PO/SO number of PAMs are on (if applicable for Reader Services)
Note: This information will be entered into the database with the System ID and License Key.

HID Global will send a confirmation email within a business day (although usually within a few hours),
including a permanent license key along with any program options your site may have purchased.
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3.5.2 Download and install license key

Once you have received the license confirmation email from HID Global, if an internet connection is available,
the license key can be downloaded and installed.

1. Launch the PACS Service application.

2. From the pivCLASS PACS Service application, select File > License Information.

“!“ HID Global pivCLASS PACS Service Administration {admin}

File |} Configuration  Maintenance  Reports  Help
ﬁ% Service Conkrol b ; . -
( +.  License Information. .. =] g j L_-\‘_,_\J E @
K3 Exit Alb+F4 ry | rBackgrDundjub status |

3. In the License Manager window, click Download.

License Manager I

—pivCLASS license
System ID Copy |
pvCLASS licsnse key |
Expiration date |
Licensed components

oK I Cancel | Download

4. In the License Key Download dialog, click Download license key.

License Key Download [

This application is not licensed. Please use the buttons
below download a license key. A permanent key will be
issued if this machine is registered, and a 30-day trial key
will be issued if the machine is not registered.

If you are not connected to the internet now, you can
manually install a license key later.

[ Download licensze key

Continue without a license
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5. When the license key has installed, click OK.

x

PACS Service Administration license successfully installed.

The full working version of the pivCLASS PACS Service and all the purchased option will be available.

License Manager I

 pivCLASS license
System 1D Copy |

pivCLASS licenze key | BRI — MMM — MMM - MO

Ewpiration date INever Eupiraz

Licensed components Certhlanager

Datalmport
1D Publisher
ReaderServices

i Fieader Services SDFE licenze
SOK license key |xxxxxxxxxxxxx Licensed |4 k]

— IDPublisher licenze
|DPublisher icenze key IXXXXXXXXXXXXX Licenzed |1DDDDDD

] I Cancel | Download |
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3.5.3 Manually enter license key

If no internet connection is available, you can manually enter the permanent license key contained in the
confirmation email form HID Global.

1. From the pivCLASS PACS Service application, select File > License Information.

,,.“, HID Global pivCLASS PACS Service Administration {admin}

' File: l Configuration  Maintemance  Repaorts  Help
§8:  Service Control 4 -I—
.. License Infarmation. .. 50 @ J L—';‘_,-J

Bl Exit Alk+F4

1 | rBackgroundjob status |

2. In the License Manager window, enter the permanent license keys provided by HID Global into the
appropriate fields and click OK.

— pivCLASS licensze

System ID HFSASDT Copy |
[ pivCLASS licenze key I BRI — BB — B - MMM l

E #piration date INever Enpiras

Lizenzed components Certhanager

Datalmport
1D Publizher

ReaderServices

— Reader Services SDF licenze
SDE license key |xxxxxxxxxxxxx Licenzed |4 ]

— |DPublisher licenze
IDPublizher licenze kep IXXXXXXXXXXXXX Licenzed |1IZIDIZIIZIDIZI

' Cancel | D ownload |

The full working version of the pivCLASS PACS Service and all the purchased option will be available.
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3.6 Upgrade the PACS Service software

There are multiple ways to upgrade to the latest release of the PACS Service application. The method the user
selects will depend upon network connectivity and whether the software is properly licensed. The user can:

m  Request the PACS Service application to upgrade the software, seeSection 3.6.7 Software download.

= Use a web browser to download the software installation files, seeSection 3.2 Download files via HTTP,
and install it manually.

= From a different machine with internet access, use a web browser to download the software installation
files, seeSection 3.2 Download files via HTTP. Copy the installation files onto a removable or network
drive accessible by the machine the PACS Service is installed on, see Section 3.6.2 Install an executable
file from a removable or network drive.

Note: The newest version of available pivCLASS PACS Service may not be FICAM approved for the system
installed. If there is a requirement to use only FICM approved versions please refer to PACS Approved
Product List to determine the correct version:

https://www.idmanagement.gov/approved-products-list-pacs-products/

3.6.1 Software download
This method, requires an Internet connection and a licensed copy of the software (revision 1.1.5.0 or later).

1. Select Help > Check for Software Updates.

M, HID Global pivCLASS PACS Service Administration {admin})

File  Configuration  Maintenance  Reports Help

Wigw Documentation. ., TT
i i’ D LEJ ’:.n?l E!—Vlew Online Help. .. E
i~ Credential database surmmany #Z0  Assisted Data Gathering... 1 Background job status
Active cards A3 check for Softwars Updates... Credential validation updates Scheduled to run =t 02/01 11:56
Inactive (suspended) cards 0 ahout .. Certificate Manager Scheduled torun at 02/02 00:00
Total cards q Credential database import Idle
Credential reregistration Idle
Data Import Scheduled to run at 02/02 01:00

2. Click Check for latest version.

Software Update |

& conneckion will be made to the site below to check,
for the latest version of the software, IF a newer
wersion is available it can optionally be downloaded
and installed For wou.

[ Check for latest version ]

Current: 5.7.0.0
Latest:  Unknown

[awnlaad | Cancel |
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3. If a newer version is available, it will be displayed. Click Download to begin the process.

Software Update |

A connection will be made ko the sike below to check
fFar the latest version of the software, IF a newer
version is available it can optionally be downloaded
and installed Far wou,

Iwww.pivcheck. Com

Check, for latest version

Current; 5.7.0.0
Latezt: 5800

l Download I Cancel

4. When the download is complete, click Yes to shutdown and restart the system.

Install latest?

In order to install the latest version,
! the application will need to be shutdown.
= ‘Would you like to continus?

5. The normal install will start, see Section 3.3: Install application.

3.6.2 Install an executable file from a removable or network drive
1. Copy the executable file onto the removable drive.
Insert the removable drive into one of the standard USB ports of your computer.
Double-click the Device icon within My Computer.
The removable drive will appear as a Hard Drive in this directory.
Double-click on the Hard Drive directory to reveal the pivCLASS PACS Service .msi file.
Copy the .msi file from the My Computer\Hard Disk directory to the My Computer\Temp directory.

N O oooN W

Double-click the .msi file and follow the installation wizard instructions to complete the installation.
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3.7 Apply saved configuration settings

The pivCLASS PACS Service allows the user to save and reuse configuration settings. The following
procedure outlines how to save all of the settings for backup/recovery purposes or in order to have a mirror
setup on another server.

1. Nav
Not

igate to the directory where the PACS Service application is installed.

e: The default directory will differ depending on the operating system.

2. Select the following highlighted folders in the installation directory:

config

db

keys

logs

pam
templates

3. Right-click and select Copy.

B pivCLASS PACS Service e =10 x|
(= -~ T — - — — -
@{: _J' . = Computer = OS (C:) ~ Program Fles (x86) - HID Global » pivCLASS PACS Service ~ - .Q!J [ Search pivCLASS PACS Service g)_l
Organize ¥ - Open  New folder =~ 0 @

Favorites = e ] Date modified 1 e I Size [ li
& Creative Cloud Files . config

[ Cesktop B

& OnelCrive

B Desktop | reports Send to 4
sck
[N
%] Application Framework Interfaces.dl Create shorbaut prsion 120K8
— %] Application Framewiork.dll Delate nsion 2528
[, BouncyCastie.Crypto.dl _R_ma'f Bnision 1,468 K8
(%] Compact Formatter.dil Properties prsion 104¥B
%] CookComputing. XmiRpcServery 2.dl 29/12/2014 15:36 Application extension ko v
73] CookComputing. XmiRpey2.di 20/12/2014 15:36 Application extension 12048
:J (%) CoreStreet.SDK.di 29/12/2014 15:35 Application extension 640 KB _:j

, doc
=, Recent Places
¥ Scan for threats... =
& Combine fles in Acrobat...

b 6 items selected Date modified: 23/08/2016 16:32 - 25/08/2016 08:36

4. Navigate to the new PACS Service application installation directory, and paste (Ctrl-V) the file(s).
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5. Click Yes to confirm folder replacement. When the PACS Service is run the configuration settings will be
applied.

Confirm Folder Replace i i]

This destination already contains a folder named 'config’.

— If any files have the same names, you will be asked if you want to replace
those files.

De you still want to merge this folder

config
Date created: 23/08/2016 16:32

with this one?

config
Date created: 26/08/2016 09:57

No
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3.8 Upgrading the PAM software from pre 5.x to 5.x

To upgrade the pivCLASS Authentication Module (PAM) software from pre 5.x to 5.x, there are two possible
methods:

m Create an SD Card Image (requires a PC and SD card reader/writer)

m  Order an upgrade kit from HID Global

3.8.1 Upgrade instructions
1. Power down the PAM
Remove the front panel
Remove the SD card from the PAM (located on the top right)
Update the firmware on the SD card. See Section 3.8.2: Creating a SD Card image for details
Replace the card in the PAM

SIS BN N

Power up the system

3.8.2 Creating a SD Card image

If your PC has a SD card reader/writer, you can create an SD card consisting of the latest release PAM
firmware by downloading the SD card image from the software distribution web site.

1. Install the following tools:

= 7-zip from:_http://7-zip.org/download.html

= HDD Raw Copy Tool from: http://hddguru.com/software/HDD-Raw-Copy-Tool
2. Open a web browser and enter the address of the pivCLASS software distribution site.
Note: This was provided in the entitlement email from HID Global and usually takes the form of:

http://www.pivcheck.com/<folder>/firmware

3. From the firmware directory download the desired SD card image file, for example:
firmware_A.B.C.D.dd.bz2 (where A.B.C.D is the release number).

Unzip the .bz2 file using 7-zip. The file size will be approximately 2 GB.

To create the SD Card Image, launch the HDD Guru HDD Raw Copy Tool.
Double-click on File to browse to the location containing the .dd file.

Double-click the file.

Click Continue.

© ©® N O oA

Select the SD card as the destination.
10.Click START to begin the sector copy.
1. When complete, the SD card can be removed and is available for use in a PAM.

Note: After booting, the PAM will be returned to factory defaults.
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3.9 Change password

The Admin password should be changed immediately for security reasons.
To change a password:

1. Launch the PACS Service application.

2. On the PACS Service Administration Login window, click Change password.

M, PACS Service Administration Login [ X
i~ Credentials

User ID ,admin

Password ]uuuu

logn | Ea |

3. Enter the Current Password, and New Password (twice to confirm).

Note: Password must be a minimum of 8 characters.
4. Click OK.

Change Password

Current password [e000ecse
New password [e00cccce
Retype new password |uu esoe

' oK ' Cancel
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3.9.1 Reset password

To reset your pivCLASS PACS Service password if it is lost or forgotten:
1. Try to log into the PACS Service application using the default User ID and Password:
= User ID: admin
= Password: password

2. If the default user User ID and Password does not work then delete the settings.bin file to return the
application to initial installation defaults.

WARNING

Deleting the settings.bin file will return the PACS Service application to initial
installation defaults. All previous stored settings will be lost.

1. Stop the PACS Service application.

2. Browse to the PACS Service application config folder, normally:
C:\Program Files (x86)\HID Global\pivCLASS PACS Service\config

3. Delete the settings.bin file (contains all pivCLASS PACS Service settings).

4. Log into the PACS Service application using the default User ID and Password:
= User ID: admin
m  Password: password

5. For security reasons change the default login password, seeSection 3.9 Change password.

3.10 Uninstall PACS Service software

To uninstall the PACS Service application:

—_

Select Start > Control Panel.
Double-click Programs and Features.

Right-click pivCLASS PACS Service, and select Uninstall.

AN

Click Yes to verify the uninstall.

g Programs and Features _i ;IQIEJ
‘ 6\_\) ﬁ = Control Panel ~ All Control Panel Items ~ Programs and Features

v K23 [ search Programs and Features Ql

Control Panel Home Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then dick Uninstall, Change, or Repar.
By Turn Windows features on or off

Install a program from the network L ¥ . = v 'Q'

HID Global

B oA 0 Uninstall HID Glgba 5 32.8M8 1.2.252.0
SidRealtek Audo COM Compon__RePo__| Realtek Semiconductor Corp, 12/05/2016 S59KB 1.0.2
5 Realtek High Definition Audio Driver Realtek Semiconductor Corp. 12/05/2016 211M8 6.0.1.6088 =l
7] Saxon+E 9.4.0.3 27/06/2016 18.8 MB |
B3|  HID Global Product version: 1.2.296.0 Support nk: hitp: {fwww hedglobal.com/
ﬁ Help link: htp: fwww.hidglobal .com/ Size: 47,6 MB
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Section

4 pivCLASS PACS Service administration

4.1 Overview

This section provides administration procedures used to run, configure and maintain the PACS Service. For
detailed information on the PACS Service application user interface, configuration screens and configuration
parameter groups refer to the PACS Service application help.

4.2 PACS Service Guided Configuration

Although the PACS Service Guided Configuration wizard will start when the PACS Service application is
initially started, you can access the Guided Configuration wizard at any point by selecting Configuration >
Guided Configuration from the PACS Service application main menu.

3, HID Global pivCLASS PACS Service Administration (admin) 10l =|
File Maintenance  Reports  Help
5 Edit Service Settings... = |
S ESenice eings.. z
=, Edit Client Profile Settings... ot
Cred Manage Clients... |~ Background job status
(l_; Guided Configuration. .. ) | Credential validation updates Mot scheduled
Restore from Database... ' Certificate Manager
Total cards 0 | Credential database import Idle

Tt Iella
Follow the instructions presented within the Guided Configuration wizard to guide you through the most
basic pivCLASS configuration steps:

1. Configure Admin user password and SSO (Single Sign-On)

2. Carry out PACS Service license download or manually enter the PACS Service license key

3. Configure PACS headend connectivity

4. View recommendations to further customize your PACS Service

To ensure your configuration options are valid, you will not be allowed to transition to the next step until the
current step is successfully completed.

Note: To exit the Guided Configuration wizard you can select Cancel at any time during the configuration
setup.
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4.3 Credential database configuration

4.3.1 Restore the PACS Service configuration from an existing database

The PACS Service automatically backs up all configuration files and stores them in the Credential Database
when changes are made. This includes the settings.bin file, template file, PAM configuration files, etc.

Important: Make a backup of the original working pivCLASS database before continuing with the
following procedure.

The following procedure assumes PACS Service application is installed on a new machine from scratch and
that an existing credential database has been configured at the host.

1. Launch the PACS Service application.

2. Go to File > License Information.

File:

Configuration

Maintenance

&

Service Cankral

&

License Information. ..

(x|

Exit

Alt+F4 ry

11 ation (ad i m] Pt

Reports  Help

| rBackgrDundeb status |

3. In the License Manager window click Download.

License Manager

— pivCLASS license

System ID

pivCLASS license key

Expitation date |Saturday. January 16, 2038
Licensed components Ayt Trail

CeartManager

Datalmport

DoorControl

IDPublisher

[r7irsi] Copy |

|cPEDU-QFYVH-TKDX7-95DPT

Mobile Registration
ReaderServices

Reqistration
Workstation
Reader Services SDK license
SDK license key |xIBRUL4TLHASY Licensed Jo/S
— IDPublisher license
|IDPublisher license key Isn&mese 72HX Licensed 1999

[ ok | cance | Download
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4. Click Download license key.

License Key Download [

This application is not licensed. Please use the buttons
below download a license key. A permanent key will be
issued if this machine is registered, and a 30-day trial key
will be issued if the machine is not registered.

If you are not connected to the internet now, you can
manually install a license key later.

ﬂ Download license key l

Continue without a license |

5. Once the License Key install is complete, the Success window will display. Click OK.

PACS Service Administration and Reader Services client and
IDPublisher and MUlEPACS license successfully installzd.

x|

6. In the License Manager window, click OK.

|
License Manager

— pivCLASS license

System ID Copy |

pivCLASS license key  |CPEDU-QFYVH-TKDX7-95DPT

Expiration date |Saturday, January 16, 2038
Licensed components [ auditTrail

CertManager
Datalmpont
DoorControl
IDPublisher

Mobile Registration
ReaderServices
Registration
Workstation

Reader Services SDK license
SDK license key I:-:J EKU44TLH3SU Licensed Iﬁ 15

r— IDPublisher license
IDPublisher license key  |SYRAKHQ9872HX Licensed [989

ok ) concel | Download
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7. Click Yes to restart PACS Service.

PALS Service Administration E

4% The server configuration parameters were successfully saved but
! ¥ For them to bake effect the PACS Service must be restarted.

Do wou wank o reskart the PACS service at this time?

8. To configure the PACS Service to point to an existing credential database, in the PACS Service
Administration window select, Configuration > Edit Service Settings.

9. On the Application tab, in the Credential database parameters section, select a Connection type from
the drop-down list and, if prompted, enter the settings associated with the connection type.

Note: For a full description of connection type settings, while on the Application tab, select the
keyboard key F1to access the relevant pivCLASS PACS Service Application Online Help. For more
information on database connection, see Section 4.3.2 Credential database connection.

10.Click Test to verify the connection.

If successful a message states that the database settings have been validated. Click OK.

— Credential database connection

Connection type

Provvider ISqIEIient [Data Provider ;I

Caonnection string ISewer=mySewerN amehmyl nstancet ame D atabase=mypD ataB azeUser [d=myllsername;Fazsword=ryFaz

Reparts connection zting IServer=m_l,lSewerN amemyl nstanceM ame D atabase=mypD ataB sze:Jzer |d=myUzername;Pazsword=rmyPas

' Test . I hiarate. .. I

1. In the Server Configuration window, click OK to accept the new settings.

12. Select Configuration > Restore from Database.

N HID Global pivCLASS PACS Service Administration (admin) [_ 3] x|

File | Configuration | Maintenance Reports Help
E Edit Service Settings. .. -‘j E
. Edit Client Profile Settings... L‘-.‘_.—J S

Cre Manage Clients... Background job status
.3 Guided Configuration... 0 Credential validation updates Not scheduled
Restore from Database. .. 1] Certificate Manager Mot Licensed
Total cards 0 Credential database import Idle

13. When prompted click Yes to restore the configuration files from the database.

The PACS Service will now be running with a previously working configuration.
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4.3.2 Credential database connection

Although the pivCLASS PACS Service is provided with a Firebird open source database installed this should
only be used for test and evaluation purposes and is not recommended for normal PACS Service operational
environments.

In order to setup a different database provider you must first, create an empty database, select an
appropriate data provider, and define a connection string to access that database. PACS Service access to
this database should include database administrative rights, since tables will need to be created, altered, and
dropped over the lifetime of the system.

Many PACS ship with a database server instance installed. pivCLASS has been certified to co-locate its
database on the PACS server instance. Simply create an empty pivclass database within the PACS database
server instance.

Note: If your PACS does not use Microsoft SQL Server, and you do not have access to Microsoft SQL Server
Standard or Enterprise Edition, we suggest that you download and install Microsoft SQL Server
Express with Management Studio. For download and installation instructions, see the following URL:

http://www.microsoft.com/express/database/

Credential database connection settings

For a full description of connection type settings, while on the Application tab, select the keyboard key F1 to
access the relevant pivCLASS PACS Service Application Online Help.

— Credential databaze connection

Connection type

Provider ISqIEIient [ata Provider LI

Connection string ISewer=m_l.JS ervert ametmylnzstanceM arme:D atabase=myD atab aze:Uzer ld=rmyl)zemanme Pazsword=ryPaz

Repaortz connection string ISewer=m_l.JS ervert ametmylnzstanceM ame D atabase=myD ataB aze;Uzer ld=rmyl)zemame Pazsword=myF az

Test... [digrate... |

Connection type:

= Firebird: The default Firebird database parameters are used. No additional configuration
information is required. The Firebird database should only be used for test and evaluation
purposes. It is not recommended for normal PACS Service operational environments.

= Microsoft SQL Server: This connection type prompts for basic connection information for SQL
Server connectivity. Separate authentication options are available for reports so the PACS Service
can execute reports under a different database user with restricted permissions.

m  User-Defined: This connection type prompts you to select the desired database provider and
enter your own database connection string and reporting database connection string.

Note: While on the Application tab select the keyboard key F1to access the relevant pivCLASS
PACS Service Application Online Help topic and a description of the settings for each
Connection type.

Provider: Serves as a bridge between and application and a data provider. Select a data provider from the
drop-down list to set up a database connection.
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Connection string: Enter the connection string for the selected provider. This contains the information that
the provider needs to know in order to establish a connection to the database. For example, connecting to a
SQL Server instance:

Server=myServerName\my InstanceName ; Database=myDataBase;User ld=myUsername;Password=myPassword;

For more information about connections strings and connection string examples, refer to:

https://www.connectionstrings.com/

Reports connection string: An additional reports database connection string can be entered for the specified
database provider. The the PACS Service will use this connection string to execute reports. A blank entry
configures the PACS Service to use the connection string specified in the Connection String field.

4.3.3 Modify the PACS Service log on

The PACS Service is initially installed to run as the Local System account. In some instances a temporary
administrative account is created for installations and may not have the appropriate access to the database.
To assure the correct access is used to connect to the database you can use the Window Services applet to
configure the PACS Service with the desired account logon credentials. See Appendix C - Change the PACS
Service user account logon.
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4.3.4 Configure PACS Service to point to an existing credential database

1. In the PACS Service Administration menu bar select the Configure PACS Service icon.

,a, HID Global pivCLASS PACS Service Administration {admin)

File  Configuration Maintenance Reports Help
W =™ = e e

In the Server Configuration window select the Application tab.

(NEEN

In the Credential database parameters section, select a Connection type from the drop-down list and,
if prompted, enter the settings associated with the connection type.

Note: For a full description of connection type settings, while on the Application tab, select the
keyboard key F1to access the relevant pivCLASS PACS Service Application Online Help. For more
information on database connection, see Section 4.3.2 Credential database connection.

4. Click Test to verify the connection. If successful a message will state that the database settings have
been validated.

5. Click OK to accept the new settings.

Application |Users I PALCS I PALCS [Cont.]ltertificate Validationl TwiIC CCL Validationl Certificate Managerl Azzurance F‘rofilesl Reader Servicesl IDPuinsherl
— PALCS Service p b

Server port number |1 o100

— PACS Service TLS p

I Encrypt communication using TLS

TLS key IE:\F‘rogram Filez [#8E\HID Global'pivCLASS PALCS Service'keysh\PACSService. pfx Browse,.. |
TLS key pazsword I [Generate.. |

— MuliPACS zerver parameters

" Enable MUPACS cannection

MUPACS server address I

MultiPACS server port I"U‘I oo Test Connectivity |

— General walidation p

V¥ Enable credential validation when a credential is registered
[¥ Check for certificate, CRL, and T'wIC CCL updates every |24 3: hiars)
[T Use FASCH as card identifier for federally issued IV credentialz

— Credential database connection

Connection ype

Server name ISqIEIient [ ata Provider ﬂ

[ atabase name |Server=my8 erverametmylnstanceM ame;D atabase=myD atab ase; U ser |d=myllsemame;Pazsword=myPassword

Reparts connection string |Server=myS ervari ametmylnstancem arme:D atabase=myD atab ase:U zer [d=ryl) samame P assword=ryFazamard
-

‘ Test.. ' I igrate... |

r— Other credential databaze p.
IV Stare biometics

| Encrypt databaze
|| Automatically add clients

( ak. ' Cancel | Apply |
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4.3.5 Migrate a Credential Database to another Database
To migrate existing deployments to another database provider carry out the following:
1. After entering all of the current credential database parameters, click Test.

2. If the test is successful, the Migrate button is enabled. Click Migrate.

Application |Users | PACS I F&CS [Conl.]l.Eertif\cate Validat\onl TwiC CCL Validationl Certificate Managerl Azzuance Prof\lesl Fieader Servicesl IDPuinsherl

-

[ PACS Service p =
Server port number |1 o100

— PACS Service TLS p

™ Enervpt communicatian using TLS
TLS key |C:\nglam Files [»8E\HID GlobalypivCLASS PACS Servicehcerts\WinceT est pfx Browse |

TLS key pazsword I [Tenerate,.. |

[ MuliPACS server p

I Enable MultPACS connection

MullPACS server address |1 0.2339.96.21
MUliPALCS zerver part |1 0100 Test Cannectivity |

i General validation p

[~ Enable credential validation when a credential i registered
[V Check for certiicate, CRL, and TwIC CCL updates every |241 3: hour(z]
™ Use FASC-M a3 card identifier for faderally issued PIV- credentials

— Credential databaze connection

Connection type

Frovider ISqICIient Data Provider j o

Connection sting IS erver=myS erverN ametmylnstanceM ame D atabase=mpD ataB azeUser ld=rmyUsemame Password=rmyPas

Feports connection sting IS erver=myS erver ame'mylnstanceM ame D atabase=rmyD atab aze; ser [d=myll zermame Password=myPas

— Other credential databaze p
¥ Store biometrics

[~ Enecrupt database

| Autarnatically add clients

=
Ok I Cancel | Apply |

3. Select the new database provider from the Provider drop-down menu.
4. Enter the Connection string for the selected provider.
5. Click Test Connection.

If the test is successful a Connection OK message will display.

Database Migration

Destination database parameters

Provider IDracIeCIienl Drata Provides ;I

Connection ztring |Server=< myServers Databaze=<myD atabazes User ID=¢mpllzemr

'ﬂ Connection JK '
Test Connection I Sitark Cloze
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6. Click on the Start button.

All data from the source pivCLASS credential database will be copied to the destination database.
During this time you will see messages displayed, indicating which tables are being created and the
number of rows that have been inserted in them.

Database Migration

Destination databasze parameters

Provider I OracleClient D ata Provider :l

Connection string |S erver=¢mySerer: [ atabaze=cmpDatabasze: User [D=<mpl) ser

| Connection QK

| Test Connection l( Start ' Clase

7. When complete, a message Completed copying tables to destination database is displayed. Click Finish.
Note: Messages displayed can be copied and pasted into a text editor.

The Credential database parameters fields on the Application tab, will now display the new provider
information.

Application |Users I FALCS I FALCS [Eont.]ltertificate Validationl TWiIC CCL Validationl Certificate Managerl Azsurance Profilesl Fieader Servicesl IDPuinsherI
—PALS Service p b 1=

Server port number |1 0100

— PALCS Service TLS p

- Encrypt communication using TLS
TLS key IE:\Program Filez [xB6]%HID Global\pivCLASS PACS Servicehcerts\WinceT est.pfs Browsze.,.. |

TLS key pazsword I [Generate. . |

— MuliPACS server p

™ Enable MuliPACS connection

MuliPACS server address |1 0.239.96.31
MuliPACS server port I"U‘I ] Tiest Cannectivity |

— General validation p

[™ Enable credential walidation when a credential is registered
[¥ Check for certificate, CRL, and TWIC CCL updates every |24 3: bz
[ Use FASC-N as card identifier for federally issued PIV- credentials

i Credential database connection

Connection ype

Fravider I OracleClient O ata Provider j o

Connection string IS erver=myServert ameimylnstanceM ame D atabaze=myD ataB aze ) zer |d=myll semame;Password=myFas

Reports connection sting IServer=myServerName\mylnstanceName;Database=myDataBase;User |d=rmyll zername;Pazsword=myPaz

Test... | Migrate. .. |

r— Other credential databaze p
¥ Store biometrics

r Encrypt databaze
r Automatically add clients

=l
ak. I Cancel | Apply |
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4.4 User and account administration
The User form is used to create and manage accounts for pivCASS operators and administrators.

Note: An administrative user account comes pre-installed (User ID = admin, Password = password).

4.4.1 Create a new user
1. Click Clear.
2. Enter the user information:

= Enter a unique user ID in the User ID field (must be at least two characters).

Note: pivCLASS supports Single Sign-On for Windows. If the Single Sign-On Enabled option is
selected the User ID will be matched against the Windows credential.

m  Enter the full name of the user in the Name field.

m  Select Administrator or Operator in the User Role field. HID Global recommends that users log
into the pivCLASS Workstation application as “Operator” for day to day use of the application
unless administration privileges are required.

m  Enter a secure password in the Password field (must be at least eight characters).
= Re-enter the same password in the Verify Password field.
3. Click Create.

A new user is added to the Configured users list.

'.t’-‘n.pplic:ation Users |F'.t’-‘n.l35 I PALCS [Eont.]lll:ertificate Validationl TWwIC CCL \-"alidationl Certificate Managerl Azzurance Profilesl Fieader Sewicesl IDF'uinsherI

— Configured users

Uger D | Idame | Role | Fingerprints |

admin Adrministrator Administrator Mo
Uger D Ipacs_admin Cl Sinale Sign:0n Enabled
I arne: IJnhn Smith
Uzer rale I.&dministrator j
Pazsword I ““““““““ v
Werify pazsword I ““““““““ v
Motes IHepIaces the default admin account

' Create I Clear |

0K I Cancel | Apply |
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4.4.2 Update user information
To update user information:
1. Select a User from the list
2. Edit the information in the fields below. All changes are added as they are made.

Sserver Configuration

-Application Users |F'ACS | PALCS [Cont.]ltertificate Validationl TwWiC CCL Validationl Certificate Managerl Aszurance F'rofilesl Reader Sewicesl IDF'uinsherl

r— Configured users

Uzer [0 | MHame | Fiole | Fingerprints |
adrnir Adminiztrator Adminiztrator Mo

Administrator

John Smith

Uzer D Ipacs_admin ™| Single Sign-0n Enabled
M ame IJohn Smith
Uzer role I»’-‘«dministrator j
Passward I v
Werify passward | o
Motes IHepIaces the default admin account

LCreate | Clear |

(u] I Cancel | Apply |
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4.4.3 Remove a user
1. To remove a client user account from the system, right-click on a User from the list.
2. Select Remove User from the drop-down menu.

The user is removed from the list.

Server Configuration

-Application Uzers IF'AES I PALCS [EDnt.]IIEertificate Validationl TWwIC CCL Validationl Certificate Managerl Azsurance F'mfilesl Fieader Sewicesl IDF'uinsherl

r— Configured users

Uzer 1D | Marne | Rale | Fingerprints |
adrnin Adrministrator Adrninistrator Mo
John Smiith

pacs_admin Adrminiztrator

Remowve User ]

Export Users...

Irnport Users. ..

User IO |pacs_admin Il Single Sign:0n Enabled
Mame |Jc-hn Stk

Uszer rale IAdministratol j
Pazsword |" 4
Werify passward I“"“’“‘""“ o

Hotez IHepIaces the admin account

[Ereate | Clear |

QK I Cancel | Apply
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4.4.4 Export users
Users configured in the PACS server can be exported to a Comma Separated Values (.CSV) file.
1. Right-click in the Configured users area.

2. Select Export Users from the drop-down menu.

Server Configuration

..&pplication Users IF'.t’-‘«ES I FPALCS [EDnt.]IIEertificate Validationl T'wIC CCL \-"alidationl Cerlificate Managerl Azsurance Profilesl Fieader Sewicesl IDPuinsherI

— Configured users
Uzer 1D | Marme | Rale | Fingerprints |
admin Adrministratar Adrministratar Mo
pacs_admin Johin Smith Administratar w
Remove Lser
Export Users..,
Impork Users...
User 1D |pacs_admin I Sinale Sian-Un Enabled
RELIE |Jc-hn Smith
szer role IAdministratDl j
Pagzzward |" o
Wernfy pazsword I’“"“‘“"“" g
Mates |F|ep|ac:es the admin account
LCreate | Clear |

QK I Cancel | Apply |
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3. Navigate to the folder to create the .CSV file.

Note: The passwords will be saved in encrypted form. If imported into another server, the passwords
will need to be reset.

savens x|

‘G(}ﬂ .~ Computer ~ S {C:) ~ Export Users + [ [ search Export Users @‘
Organize *  Mew folder EE .ﬁ,
8 Creative Cloud Fle ~|  pName - Dt modiicd | i | Size | |
B Desktop
#& OnzDrive Mo items match your search,

1=l Recent Places

8 Libraries
“=| Documents
J‘r Music
b=| Pictures

B videos

'ﬁ Computer
£, 0510
8 COMMON_DEVELG
S CENTRAL_DOC_CCx ]

[ Filz name: | PACS_Server_Users l j
Save as type: ICS\.‘ Files [*.czv) j
“ Hide Folders Save Cancel |
A
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4.4.5 Import users
Users can be imported from a Comma Separated Value (.CSV) file.
1. Right-click in the Configured users area.

2. Select Import Users from the drop-down menu.

Server Configuration

.Application Users IF'.-’-\ES I PALCS [EDnt.]IIEertificate Validationl TwIC CCL \-"alidationl Cerlificate Managerl Azzurance Profilesl Fieader Sewicesl IDPuinsherl

— Configured uzsers

Uzer D | Marne | Rale | Finaerprintz |
adrnir Adrinistrator Administrator Mo

pacs_admin John Smith Administratar

Remove Lser

Export Users...

Import Users., ..

Uzer 1D |pacs_admin [l Sinale SianUn Enabled
M ame |Jc-hn Smith

Uszer role IAdministrator j
Pazzwaord |"

\_/
Werify password o

Ixxxxxxxx

Mates |F|ep|ac:es the admin account

[Lreate | Clear |

Ok I Cancel | Spply
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3. Navigate to the .CSV file that contains the Users to import.
4. Select the file and click Open.

PLT-03416, Rev. D.2

Note: The passwords will be saved in encrypted form. If imported into another server, the passwords

will need to be reset.

: x|
’6\_)?| - Computer - O (C:) ~ Export Users - i_{z_jﬂ Search Export Users Mﬂ‘

Organize v Mew folder

-

Favorites =1 MName + Date modified | Type | Size

%! Creative Cloud File
Bl Deskiop
& OneDrive
=l Recent Places

7 Libraries
%) Documents
Ji Music
k= Pictures

B Videos

- Computer
&, 050
¥ COMMON_DEVELO
L# CENTRAL_DOC_CC

-
Lol MEVEL MDPMERTE

File name: |P.\'-\CS_Server_U5er5.csv j |CS'\-" Files (*.csv) j

' Qpen |v| Cancel |

4

Note: The file must include the following column headers in the first row:

Userld, Name, Description, Password, Role, SSO, Workstation, Mobile

The values in each column should correspond to the column header as illustrated in the example below:

admin, Administrator, Administrator, cGFzc3dvcmQ=, Administrator, FALSE,
Operator, Operator, Operator, b3BIcmFOb31=, Operator, FALSE, TRUE, TRUE

5. Click OK when complete.

10}

TRUE, TRUE,
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4.5 Credential administration

4.5.1 Reregister Credentials

Credential Reregistration allows the PACS Service to register existing credential information again. This may
be necessary if the credential information in the PACS has become stale. However this is most valuable when

a new PACS connector is added in a MultiPACS environment, with none of the previously registered credential
information.

To re-register existing credential information perform the following:

1. In the PACS Service Administration window, select Maintenance > Reregister Credentials.

0, HID Global pivCLASS PACS Service Administration (admin}

File  Configuration | Maintenance ' Reporks  Help
@ Wiew Log File. .. -
i i’ Enable Debug Logging E: @
-~ Credential dataha| 25 Card Operations. . 1  Background job status
Active card Sl B Credential validation updates Mot scheduled
. |#8  Reregister Credentials i
Inactive (su Cerificate Manager Mot scheduled
_‘_@] Stark Certificate Manager _ g
Total cards | Credential database import Idle
_‘__ﬁ Start Credential Validation Updates
Credential reregistration Idle
Import Credential Database. ..
Data Irmpoart Mot scheduled

2. The Credential Reregistration window will appear. Click OK.

Credential Reregistration

i Existing credential records are now being reregistered,
Please consulk the log For additional information.
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4.5.2 Import Credential Database

The Import Credential Database option allows the administrator to load the PACS Service with credential
records from another pivCLASS database.

To import a credential database:

1. In the PACS Service Administration window, select Maintenance > Import Credential Database.

0, HID Global pivCLASS PACS Service Administration (admin}

File  Configuration ' Maintenance ' Reports  Help
N
@ wiewLogFile. .. =
i i' Enable Debug Logaing E: @
— Credential databal (£ Card Operations. . — [ Background joh status
Active card Stark Data Impart Credential validation updates Mot scheduled
. : Reregister Credentials o
Inactive (su Cedificate Manager Mot scheduled
_Q_] Start Certificate Manager . g
Total cards |~ Credential database impart Idle
_‘__;"] Start Credential Validation Updates
Credential reregistration ldle
Import Credential Database. ..
Diata Irmpoart Mot scheduled
2. Enter the Source parameters.
Import Credentials [ x|
— Source parameters
[ ata provider ISqIEIient Drata Provider j

Connection sting

IS erver=pekws.Databaze=pivCLAS 52 Trusted_Co

Test connectivity... I

ok | Abort

Option

Description

Data provider

A data provider serves as a bridge between an application and a data source. To set up a

new database connection, select the data provider you will be using from the Data
Provider drop-down list.

Connection string

Enter the connection string parameters for the database listed above.
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3. Click Test connectivity to test whether the entered Data provider and Connection string parameters
can be used to open a database connection.

Import Credentials E
Source parameters
Data provider ISqIEIient Data Provider j
Cannection shing |Server=|:-2kws;Database=pivEL~’-\SS2;Trusted_D:
[ Test connectivity. .. ]
(]9 | Abart |

4. If the source parameters are validated, click OK.

Test Conneckivity E

l:o:' The source parameters have been validated,

5. Click OK to begin the import of credential information.

Import Credentials Ed

Source parameters
[rata provider ISqICIient Drata Provider j
Connection sting IServer=p2kws;D atabaze=pivCLASS 2 Trusted_Co
Test connectiviby. . I

' k. I Abart
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4.6 Client profile configuration

Client profiles are a set of configuration policies managed by the PACS Server. These policies are pushed out
to pivCLASS and pivCLASS Mobile clients whenever they synchronize with the server.

To access and configure client profile parameters select, Configuration > Edit Client Profile Settings.

1, HID Global pivCLASS PACS Service Administration (admin) =]
File Maintenance  Reports  Help
F Edit Service Settings... =1 =]
= Edt Client Profile Settings.. ) re Eﬂ
Cre{ @ Manage Clients... Background job status
L5 Guided Configuration... 0 Credential validation updates Mot scheduled
Restore from Database... ] Certificate Manager Mot Licensed
Total cards 0 Credential database import Idle
Cradantial raranistratinn Idle

The values entered in the set of Client Configuration dialogs control the behavior of all mobile and desktop
clients.

= Application: Configure general client parameters, fingerprint verification parameters, and the settings
that control the files sent from the PACS Service to pivCLASS clients.

= pivCLASS Mobile: Configure settings for pivCLASS Mobile clients.
m  Users: Create and edit accounts for pivCLASS operators and administrators.

= Certificate Validation: Configure general certificate validation parameters and the authentication
method for credential verification of authenticity and revocation status.

= TWIC CCL Validation: Configure general TWIC CCL parameters and the settings for TWIC CCL
download.

Note: For a detailed description of client profile parameters, while on any of the above Client Configuration
dialogs, select the keyboard key F1to access the relevant pivCLASS PACS Service Application Online
Help topic.

4.6.1 Upgrade Clients using Synchronize Data

To upgrade pivCLASS or pivCLASS Mobile clients connected to a particular PACS Plug-in, place the pivCLASS
Validation Workstation .msi files and/or pivCLASS Mobile Validator.exe install files in a directory named
clientsw (client software) within the PACS Plug-in installation directory.

Note: Create this directory if it does not exist.

When a client performs a synchronize data, the server will look for newer version of software in the client
software directory and send it back to the client. The client will behave similar to how the check for software
updates feature works.
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4.7 Reader Services administration

The Reader Services status area on the pivCLASS PACS Service application main window displays status
information about pivCLASS Authentication Modules (PAMs) and pivCLASS Embedded Authentication devices.

. HID Global pivCLASS PACS Service Administration {admin)

File  Configuration  Maintenance  Reports  Help

NN - lrere

 Credential database summary — Background job status
Active cards 4 Credential validation updates Mot scheduled
Inactive (suspended) cards 0 Certificate Manager Mot scheduled
Total cards 4 Credential database import Idle
Credential reregistration Iclle
Data Import Scheduled to run at ...

- Feader Services

3 of 16 readers. 0 of 0 embedded readers

Description I Type I Group I Firrnware I IP address I MAC address I Timestamp I
00D06%4.. PAMS <Discove.. Unknown 10.239.96.33 00D069465D92 2018-05-22 14:47.03

! 00D06%4.. PAMS <MNaones> 5520 10.239.96.36 00D0694E6ED1 2018-05-22 14:46:22

' 00D06%4.. PAMS <MNaones> 5520 10.239.96.47 00DO694EG3AD  2018-05-22 14:46:36

Status icon | Description

This panel icon indicates the device is a pivCLASS Embedded Authentication device.

. This panel icon indicates the device is a pivCLASS Authentication Module (PAM).

This symbol on a panel icon indicates that the panel has been flagged for firmware updates.

This symbol on a panel icon indicates the panel has not sent a ping message to the PACS Service

ﬁ within the number of seconds indicated by its configured ping interval. The PACS Service considers
this panel offline.

This symbol on a panel icon indicates the panel is sending ping messages to the PACS Service. The

v PACS Service considers this panel online.

This symbol on a panel icon indicates the panel is in discovery mode and waiting to be added to the
':2:' PACS Service.

This symbol on a panel icon indicates that a configuration change was made to the PAM but the PAM
{é} has yet to be made aware of it.
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4.7.1 Panel/Reader parameters

Double click on a displayed panel icon in the Reader Services status area to access general Panel and Reader
configuration parameters.

For detailed information on panel/reader configuration parameters select F1 while on the General form or the
Reader#1/Reader#t 2 form to access the relevant pivCLASS PACS Service Application Online Help topic.

General |Hardware| Reader #1 | Reader tt2| 'Generall Hardware Feader #1 | Feader 312'
— Panel p b — Reader p
Description IF'AM #1 |+ Enable reader port
Group I Description IHeader #1
Fanel type IpivCLASS Authentication Module 5.« j Fieader port |1
MaC addiess I Authentication type IAssurance Prafile j
1P eakilizss | Reader model [HID pivCLASS PKI + PIN Freader |
Last activity imestamp IDDD‘I-D‘I -01 00:00:00 Azzurance profile ICAK [PIY] j I:‘
Firrnware lewel |5.B.‘I? Feader stahus IDnIine
¥ Update parel fmware 5 - -
Reader version IEore “erzion:1.88; Care Firmware 1D:0x332F 36
Fing interval IBD d
M) iR sEeanss Feader timeout I‘ID— seconds
[ ti t |1D d
omim tmeo SISEERS Access denied timeout |1— seconds
— Panel Wiegand p
— Reader relay p
[ Serd Wiegand output
Trigger relay I On Tamper [Timed) j
FASC-N output | 1285t BCD M5B =l
Trigger duration ISDDD millizeconds
ULID / GUID output J128-bit ULID =l
— Reader tamper p ‘
PACS FIN output |Standard (4-bit] =l
W Detect reader tamper state
[ ochinae (i d reads while reader is |
gnore card reads while reader iz in tamper state
Cache size |1 0oaa cards
Cache time-ta-live |2SSUU ISecnnds j
Cache grace period |2SSDD ISeconds j
Ewent buffer size |1 0oaa events
— Debug p ters
[ Enable panel debug logging
View log file... |
Open log file directary... I
ak. I Cancel | Apply | ak. I Cancel | Apply |

For instructions on how to setup the PACS Service to PAM communication path and add a PAM within Reader
Services (manually or via auto discovery), refer to the pivCLASS Authentication Module Installation and
Configuration Guide (PLT-01628).

56 March 2019



PLT-03416, Rev. D.2 pivCLASS PACS Service administration

4.7.2 Hardware status information

Select the Hardware tab on the Panel form to set the options for power fail mode and tamper mode and to
view panel DIP switch status information (PAM 5 only).

pavet |
"General Hardware |F|eader # | Feader tt2|

 Hardware input parameters

Pover Fail mode Ilgnored

Tamper mode IIgnDled

—Hardware DIP switch information

AT e

DIP switch 1 state IDn— DIF switch 5 state ar
DIP switch 2 state [Bf " DIP switch B state aif
DIP switch 3 state [Bf " DIP switch 7 state Ot
DIF switch 4 state IW DIF switch 8 state ar

Ok I Cancel Apply
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4.7.3 Panel auto discovery

Double click on a displayed discovered panel icon [E] in the Reader Services status area to launch the Panel
form. On the General tab, enter the panel parameters and click OK to add the panel to the list of configured
panels.

Note: Select the Update panel firmware option (PAM 5 only) to indicate that the panel firmware should be
updated when the panel is connected. The option is disabled if the panel already has the latest
firmware level.

pavel |
General |Haldwale| Reader #1 I Reader ﬂ2|

— Panel parameters

Description [Pt #1

Group I

Panel type IinCLASS Authentication Maodule 5. j
WAL address |UDDUBS44DD92

|P address |1 0.239.96.48

Lazt activity timestamp |2D1 8-05-22 05:37.16

Firrware level |5.I3.1.7"x

v Update parel firmvware

Ping interval IBD zeconds
Comm timeout |1 0 seconds

— Panel‘wiegand parameters

™ send Wiegand output

FASC-N output | 128-bit BCD MSE =l
LD / GLID output | 123-6it LLID =l
PACS PIN output | Standard [4-kit =l
— Caching parameters
Cache size IW cards
Cache tirne-ta-live |288|JD ISeconds j
Cache giace period | 28800 ISeconds |
Event buffer size IW events
— Debug parameters
" Enable panel debug logging
Wiew log file... |

Open log file directary. .. |

' (0] 4 I Cancel | Apply |

58 March 2019



PLT-03416, Rev. D.2

pivCLASS PACS Service administration

4.7.4 Reader Services functions

Right click in the Reader Services status area on the pivCLASS PACS Service application main window to
access Reader Services related functions. Some functions are only available for certain panel types.

— Reader Services

1 of 16 readers. 0 of 0 embedded readers

Description | Twpe | Group | Firmware |IF address MAC address Timestamp
P #1 m'\“;::dit... bl A4.96 10.239.99.86 0000694958340 2018-04-13 05:18:02
G:D Clone...
[l Group.. 3
¢ New.. 3
#& Remove..

& i

> 0O

Change assurance profile...
Delete cached card data
Delete offline log files
Retrigve diagnostic logs
Retrieve firmware version
Update Firrmwmarea

View diagnostic logs...

View event report...

Import panels...

Export panels...

Menu option

Description

Edit

View or modify panel parameters for a selected panel.

Clone
(PAM 4, PAM5, Embedded)

Make a copy of the selected panel. The newly created panel record is assigned a unique
lock ID and description.

Group
(PAM 4, PAM5, Embedded)

Move a panel to a panel group.

New Create a new panel. The newly created panel record is assigned a unique lock ID and
description.
Remove Remove a selected panel.

Change assurance profile
(PAM 4, PAM5)

Change the assurance profile of a selected panel.

Delete cached card data
(PAM5, Embedded)

Instructs selected panels to remove any cached card information, including certificates,
TWIC privacy keys, and biometrics

Delete offline log files
(PAM5, Embedded)

Instructs selected panels to remove any logging information stored while the panel was
offline and pending upload to the PACS Service

Retrieve diagnostic logs
(PAM)

Download the diagnostic logs for a PAM (PAM 4 only). Diagnostic logs are located in a
directory named according to the selected PAM's lock ID in the \pam\debugfiles
directory beneath the PACS Service application directory.

Retrieve firmware version
(PAM 4)

Query a PAM for its current firmware version (PAM 4 only).

Update firmware
(PAM 4, PAM5)

Upload firmware update files to the selected PAM (PAM 4 and PAM 5). Firmware update
files are located in the \pam\firmware directory beneath the PACS Service application
directory.
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Menu option Description

View diagnostic logs Open the Log Viewer to view the log file in real-time (PAM 5 and Embedded PAM).
(PAM5, Embedded)

View event report Open a Reports window displaying a log of PAM events. There is a limit of 100 total

(PAM 4, PAMS5, Embedded) | records returned regardless of the number of selections made. Records are ordered by
timestamp, most recent first.

Import panel Load saved panels, panel groups, and readers from a .CSV file. The user is prompted to
select the name and filesystem location of the .CSV file.

Export panels Save configured panels, panel groups, and readers to a .CSV file. The user is prompted to
select the name and filesystem location of the .CSV file.
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4.8 Log file administration

By default, the PACS Service application and the pivCLASS Workstation application logs system messages to
the logs directory beneath their respective installation directories. It is sometimes useful to refer to this log
when attempting to troubleshoot system errors.

The scope of the system messages captured can be configured using the log4net.xml file in the install
directory. For more information, refer to the Log Viewer topic in the PACS Service Application Online Help.

To learn more about log4net refer to:

http://logging.apache.org/log4net/

4.8.1 View the PACS Service log

Select Maintenance > View Log File from the PACS Service Administration window to launch Log Viewer.

“.m HID Global pivCLASS PACS Service Administration {4 admin)

File  Corfiguration | Maintenance | Reports  Help

@ Wiew Log File. .. |
i i> Enable Debug Logging @
. Hide Sensitive Logging Data .
— Credential datakbsl Jana — Background job status
Active cardd [85]  <ard Operations. .. Credential walidation updates Mot scheduled
25 Start Data Import
Inactve (su L!‘_j Certificate Manager Mot scheduled
£ Reregister Credentials
Total cards | Credential database import ldlle
_@ Start Certificate Manager
[F  start Credential validation Updates Credential reregistration Iclle
Import Credential Daktabase. .. Data Import

The Log Viewer window displays the most recent pacsservice.log containing event information messages for
service events.

Note: The Log Viewer displays the logging in real time therefore the display is updated as log messages are
being generated. Right-click in the Log viewer window and select Freeze to pause real time updating
in order to review displayed log entries.

Log Yiewer {pacsservicelog) =] E3

2016=-09-05 09:10:43.079 [INFO (28) Retrieving status of card wich PACS number 70557008034045110007547162170552. d
2016=09=05 09:10:43.079 [INFO {28) Retrieving status of card with PACS nuwber 47000256001337111234567350199991 .,
2016-09-05 09:10:45.089 [INFO (28) Compleced data import from PACS

2016=-09=-05 05:10:43.08% [INFO (28) Completed data import.

2016-09-05 09:10:58.089 [INFO (258) Starving data import...

2016-05-05 09:10:55.083% [INFO (28) Imporving data from PACS...

2016=09=05 08:10:55.089 [INFO (28) Imporving access righos.

2016-09-05 059:10:55.089 [INFO (28) Importing cardholder credentials (since 3/5/2016 39:10:43 AN).

2016-09-05 09:10:55.093 [INFO (28) Rerrieving status of card with PACS nuwmber 705570080186867130

2016=09=05 09:10:58.099 [INFO ] {28) Retrieving status of card with PACS nuwber 70997008029943110 Find  Ctrl+F
2016-09-05 09:10:55.099 [INFO (28) Retrieving status of card with PACS nuwber 320102957529494116 Copy  CtrleC
2016-05-05 05:10:55.009 [INFO ] (28) Retrieving status of card with PACS nuwber 25264934886754090 - i5.
2016=09=05 09:10:55.099 [INFO {28) Retrieving status of card with FPACS nuwber 70987008034045110 Clear
2016-09-05 09:10:55.099 [INFO (28) Retrieving status of card with PACS number 4700025600133711
2016-09-05 05:10:55.108 [INFO ] (28) Completed data import from PACS Freeze )
2016-09-05 09:10:58,108 [INFO ] (28) Completed data import. Word wrap

Font is
4 | L4 73
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4.8.2 Turn on Debug Logging

By default event messages in the log file are informational only. If a card, registration, client, server or system
error is received, a prompt may appear to Enable Debug Logging. Enabling debug logging will assist
troubleshooting issues by recording advanced debugging messages.

Important: Enabling debug logging will cause a large increase in the size of the log file. Debug logging
should only be enabled for short troubleshooting periods and then turned off.

To enable debug logging:
1. In the PACS Service Administration window, select Maintenance > Enable Debug Logging

A check mark box will appear next to the Enable Debug Logging menu item to indicate that the option
is turned on.

“!" HID Global pivCLASS PALS Service Administration . admin}

File  Configuration | Maintenance ] Reports  Help

3 view Log File...

i i’ + | Enable Debug Logging @

. Hide Sensitive Logging Data .
i Credential databal  Background job status
Active cardg 22 Card Cperations.., Credential validation updates  Natscheduled
X Lg__\, Skart Daka Innport "

Inactive (sug Certificate Manager Mot scheduled
£ Rereqister Credentials

Total cards | _ Credential database impoart Idle
_Y_j! Skart Certificate Manager
3"] Start Credential Validation Updates Cradential reregistration Idle

Import Credential Database. .. Data Import

2. In the PACS Service Administration window, select Maintenance > View Log File.

The Log Viewer window displays debug messages and event information messages for service events.

Log Viewer {pacsservice.log) ==

2016-09-05 09:52:17.122 (DEBUG) (21) Old SQL: SELECT COUNT(*) FROM Cards WHERE Status = 1 _:_l
2016-09-05 09:52:17.122 [DEBUG) (21) Fixed SQL: SELECT COUNT(*)} FROH Cards WHERE Status = 1

2016-09-05 09:52:17.122 (DEBUG) (21) Old SQL: SELECT COUNT(*) FROM Certificates INNER JOIN Cards ON Cards.ID = Certificat
2016-09-05 09:52:17.122 [DEBUG) (21) Fixed SQL: SELECT COUNT(*) FROM Certificates INNER JOIN Cards ON Cards.ID = Cervific
2016-09-05 09:52:17.132 [DEBUG] ({21} Data import duration: O seconds, error: False

2016-09-05 09:52:17.132 [INFO ] (21) Completed data import from PACS

2016-09-05 09:52:17.132 [DEBUG] (21) Total data import duration: 0 seconds, error: False

2016-09-05 09:52:17.132 [DEBUG] (21) Updating last import scart: 09/05/2016 09:52:17, duracion: O.

2016-09-05 09:52:17.132 [DEBUG] ({21) ©Old SQL: SELECT LastImport3tart FRON DatalmportInfo

2016-09-05 09:52:17.132 [DEBUG) (21) Fixed 5QL: SELECT LastImportStart FRON DatalmportInfo

2016-09-05 09:52:17.132 [DEBUG] (21) Old SQL: UPDATE DatalmporrInfo SET LastImportScart = @LastImportScarr, LastImportDur
2016-09=-05 09:52:17.132 [DEBUG] (21) Fixed SQL: UPDATE DataImportInfo SET LastImportStart = BLastImportStart, LastImportD
2016-09-05 09:52:17.132 [DEBUG) (21) Added parameter LastImporuitart wich walue 09/05/2016 09:52:17.

2016-09-05 09:52:17.132 [DEBUG]) (21) Added parameter LastImportDurationSeconds with value 0.

2016-09=-05 09:52:17.132 [DEBUG] (21) Data import will run in 15 seconds (approx. at 09/05/2016 09:52:32).

2016-09-05 09:52:17.132 [INFO ] (21) Completed data import.

4 | L
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4.8.3 Redact Personal Information from log files

As an option certain sensitive Personally Identifiable Information (PIl) can be obfuscated in the log file. This is
useful when there is a need to share log files with others and there is a concern about PIl contained in the
files.

To enable this option, from the PACS Service Administration main window, select Maintenance > Hide
Sensitive Logging Data.

A check mark box will appear next to the Hide Sensitive Logging Data menu item to indicate that the option
is enabled.

“!" HID Global pivCLASS PACS Service Administration {.\admin)

File  Configuration | Maintenance § Reports  Help
Wiew Log File. ..

i ih Enable Debug Logaing

. ¥ | Hide Sensitive Logging Data .
 Credential databat o — Background job status
Acfive cardg [88]  Card Operations. .. Credential validation updates Mot scheduled
. 55| Start Data Import »

Inactive (su L""_‘# errned Certificate Manager Mot scheduled
|24 Reregister Credentials

Total cards| _ Credential database import Idle
_"(jl] Skart Certificate Manager
_‘__""] Start Credential Validation Updates Credential reregistration Iclle

Import Credential Database. .. Data Import
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4.8.4 Panel log file
Double click on a displayed panel icon in the Reader Services status area to access the Panel form.

The Debug parameters section provides options for debug logging, viewing panel logs, and opening the log
file directory.

parel |
General IHardwaleI Reader #1 I Reader ﬁ2|

— Panel parameterz

Description [P 1

Group I

Parel type IpivCLASS Authentication Module 5.x j
MAL address I

IF address I

Last activity timestamp IUUD1-U1 01 00:00: 00

Firmware level I5.B.1 7

v Update panel firmware

Fing interal IED zeconds
Cornm timeout |1 1} seconds

— Panel ‘Wiegand parameters

[~ Serd ‘wiggand output

FASC-N output | 128-bit BCD M5B =l

UUID / GUID output | 1286t ULID =l

PACS PIN cutput | standard [4-tit) |
— Caching parameters

Cache size IW cards

Cache time-to-live IZSSDD ISeconds j

Cache grace period |2EBDD ISeconds j

Ewent buffer size |1 0ooo events

— Debug parameters

[~ Enable panel debug logging

Visw log file.. |

Open log file directory... |

ak I Cancel | Apple |

4.8.4.1 Enable panel debug logging

By default message entries in the log file are informational only. However when a problem occurs selecting
the Enable panel debug logging option configures the PAM to write additional debugging messages to its
log. HID Technical Support may request the administrator to enable this option to assist with troubleshooting.

Important: Enabling debug logging will cause a large increase in the size of the log file. Debug logging
should only be enabled for short troubleshooting periods and then turned off.
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4.8.4.2 View log file

Select View log file to launch Log Viewer.

pivCLASS PACS Service administration

The Log Viewer window displays the PAM.log for the selected panel.

Note: The Log Viewer displays the logging in real time therefore the display is updated as log messages are
being generated. Right-click in the Log viewer window and select Freeze to pause real time updating
in order to review displayed log entries.

Log Yiewer {PAM #1.log) M= E3

Aug 21 14:25:23 Javelind:
Aug 21 14:25:23 Javelind:
Aug 21 14:25:23 Javelind:
Aug 21 14:25:23 Javelind:
Aug 21 14:25:23 Javelind:
Aug 21 14:25:23 Javelind:
Aug 21 14:25:23 Javelind:
Aug 21 14:25:23 Javelind:

Adug 21 14:25:23 javrdr-reader-0:
Adug 21 14:25:23 javrdr-reader-0:

Javnet.c: 1762
Javnet.c:203

dasrnet 1730

Adug 21 14:25:23 javrdr-reader-0:
Adug 21 14:25:23 javrdr-reader-0:
Adug 21 14:25:23 javrdr-reader-0:
Adug 21 14:25:23 javrdr-reader-0:

Find  Ctrl+F

Clear

Adug 21 14:25:23 javrdr-reader-0:
Adug 21 14:25:23 javrdr-reader-0:

Freeze

Adug 21 14:25:23 javrdr-reader-0:
Adug 21 14:25:23 javrdr-reader-0:

Word wrap
Font

Adug 21 14:25:23 javrdr-reader-0:

K —

frethod™: "oconnect'™,
rLypet: frpef,
foidt: 1,

fresult™: {

"success": true
}
}
[DEETG] javrdr->connect complete
[DEETG] growing input buffer to 2045

[DEEUG] javnet received: (55 hytes)
{
faction™: "javrdr™,
frethod™: "oconnect'™,
rLypet: frpef,
foidt: 1,
fresult™: {

"success": true

|

4.8.4.3 Open log file directory
Select Open log file directory to open the log file directory used by the selected panel.

w l“all Search logs

'k )k ) . = Computer + Local Disk (C:) = Program Files {x86) « HID Global = piviCLASS PACS Service + pam = logs
Organize *  Includein library Sharewith = Rew Folder -
" Favorites Mame Date modified « | Type | Size
Bl Desktop | 4502.lag B/22]2018 6:43 AM Text Docurment 1KB
& Downloads || 4502.20180821 log 82112018 11:59 PM Text Document 117 KE
_ PAM #1.log 8/21/2018 10:28 AM Texk Docurment 143,351 KB
. Libraries
= 4502, 20180320.log 8/21/2018 12:00 AM Texk Docurment 261 KB
j Documents —
rJ‘- Music . PAM #1.20180820.log 8/21/2018 12:00 AM Texk Docurment 664,401 KB
= Pictures | 4502,20180819.l0g 82072018 12:00 AM Text Document 3KE
E Wideos . PAM #1.20180818.log g/18/2018 11:59 PM Texk Docurment 332,201 KB
| 4502,20180818.l0g g/18/2018 11:59 PM Texk Docurment 3KB
1M Computer
- . PAM #1.20180817.log g/17/2018 11:59 PM Texk Docurment 332,217 KB
7y Local Disk (1)
| 4502,20180817.log g/17/2018 11:59 PM Texk Docurment 3KB
{;‘a [A— | 4502,20180816.l0g g/17/2018 12:00 AM Texk Docurment 7KE
. PAM #1.20180816.log g/16/2018 11:59 PM Texk Docurment 332,211 KB
. PAM #1.20180815.log g/16/2018 12:00 AM Texk Docurment 332,295 KB

2l

4507, M1 ANR15. Inn

AMSIANAR 11:59 FM

Text Dnriment

o5 kR T
| I»

S0 itemns
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4.9 Reports administration

4.9.1 Reports

The Audit Log is a record of PIV credential validation history. Every pivCLASS Workstation and pivCLASS
Mobile client records the outcome of all card validation sessions. These sessions can be uploaded to the PACS
server where they can be reviewed in the form of Audit Log Reports. Sessions can be sent in real-time or in
batch mode.

Note: For more information on exporting audit logs, see Exporting Audit Logs in the pivCLASS Validation

1.

Work Station or pivCLASS Mobile Validator User Manuals.

Select Reports > Reports. The Reports window is opened.

Reporks
File

i
[z

(=) &)l dudit Records

{2 &)l Revoked Cards
;‘i"; Configuration Everts
{7 Failed &wthentication
l‘_T‘j Pab Events

{j Fevoked Cards Last 24 Hours [ORACLE)]

!i”j Revoked Cards Last 24 Hours [FIREBIRD)
"j Revoked Cards Last 24 Hours (M5 SOL SERVER)

2. Double-click on a Report to display the report events log.

66

Note: Default reports are denoted with a lock icon.

Reports [All Audit Records] H=E3
File
|
)
—
(=) All Audit Records D | STARTTIME | TWICMODE | FASCN | MANIPLLATEDFASCN B
] evoked Lards 1 2014-08-01 12:55:25 550 i U
E”_Tff:'a::”f_"‘if“s 2 2014-08-01 12:58:25.930 | Mane 70997008018667130003271539170992 | 7095700801 86671300032715391 70992 _ |
alles Ltnentication
A Events 3 2014-08-27 10:54:59.563 | Mone 7093700801 86671 300032715391 70992 | 7095700801 8667130003271 5391 70992
evoked Cards Last 24 Hours (FIREBIRD) 4 2014-08-27 10:57:24.473 | Nore 709370080186671 300032715391 70992 | 7095700801 8667130003271 5391 70992
| Revaked Cards Last 24 Hours (M5 SOL SER' 5 2014-08-27 11:07:44.033 | Nore 709970080186571 30003271 533170992 | 7093700801 85671300032715331 70992
(71 Revoked Cards Last 24 Hours [ORACLE)]
3 2014-08-27 11:14:27.287 | None 7093700801 86671 300032715331 70992 | 7095700801 8667130003271 5391 70992
7 2014-08-27 11:15:37.523 | None 7093700801 86671 300032715391 70992 | 7095700801 8667130003271 5391 70992
8 2014-08-27 11:25:55.113 | None 709370080186671 300032715391 70992 | 7095700801 8667130003271 5391 70992
9 2014-08-27 12:40:02.000 | Mode1 7093700801 86671 300032715391 70992 | 7095700801 8667130003271 5391 70992
10| 2014-08-27 12:43:55.000 | Mode1 7093700801 86671 300032715331 70992 | 7095700801 8667130003271 5391 70992
11 2014-08-27 12:45:06.000 | Mode1 7093700801 86671 300032715391 70992 | 7095700801 8667130003271 5391 70992
12 |2014-08-27 12:55:57.273 | None 7093700802994 31 100066211431 70992 | 709570080299431 100066211451 70992
13| 2014-08-27 13:05:04.000 | Mode1 7093700802994 31 100066211431 70992 | 709570080299431 100066211431 70992 +
4] | it Kl | r
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3. Right-click on a selected Report to display additional options.

Reports [All Audit Records] =l
File
%
1D | STARTTIME | TwICMODE | FASCM | MANIPULATEDFASCH E
bew... i : 7099700801856 0 70937008 01565
Delteies) 2 2014-08-01 12:58:25.930 | None 709570080186671300032716391709592 | 7099700801 86671 30003271639170952 |
. &M Events Edt... 3 2014-08-27 10:54:59.563 | None 7039700801 8667130003271539170992 | 7099700801 86671 300032715391 70992
~1 Revoked Card Fun 4 2014-08-27 10:57:24.473 | None 70397008018667130003271539170992 | 709970080186671 300032715391 70992
L;\F!evoked Ean:! Export... 5 2014-08-27 11:07:44.033 | None 7039700801 8667130003271539170992 | 709970080186671 300032715391 70992
ke Caic ’ ’ g 2014-08-27 11:14:27.287 | None 70397008018667130003271539170992 | 709970080186671 300032715391 70992
7 2014-08-27 11:15:37.523 | None 7039700801 8667130003271539170992 | 7099700801 86671 300032715391 70992
g 2014-08-27 11:25:55.113 | None 70397008018667130003271539170992 | 709970080186671 300032715391 70992
| 2014-08-27 12:40:02.000 | Model 7039700801 8667130003271539170992 | 709970080186671 300032715391 70992
10 2014-08-27 12:43:55.000 | Model 70397008018667130003271539170992 | 709970080186671 300032715391 70992
11 2014-08-27 12:46:06.000 | Model 7039700801 8667130003271539170992 | 7099700801 86671 300032715391 70992
12 2014-08-27 12:55:57.273 | None 7039700802994 3110006621149170992 | 7099700802994 31 100066211491 70992
| [ J 13 2014-08-27 13:06:04.000 | Model 7039700802994 3110006621149170932 ?099?0080299431100088211491?09?
1 v« | 3

4.9.2 Edit option

The listed default Report queries can be edited.

Note: Any updates are saved as a new report query, as default report queries cannot be overwritten.
To edit an existing Report query and save the edited report to a new query report:

1. Right-click a report from the list, and select Edit.

Reports [All Audit Records] | _[Of =}
File
&
{ Recoidg D | STARTTIME | TWICMODE | FASCN | MANIFULATEDFASCN B
| &l Revoked Ca New... 1 2 None
o) E”_Tfijg:'a::fnf Leecellipe) 2 Nene 703970080196671300092715391 70032 | 70997008010867120000271539170992_|
E: b b | Ed... 3 | 20140827 105459.563 | None 7099700801 86671 300032715391 70992 | 709970080185671 300032715391 70392
= Revoked Card Run 4| 20140827 1057.24.473 | None 7099700801 86671 30003271539170992 | 709970060105671 30003271 530170392
f Fevoked Card Exportis R 5 | 20140827 11:07.44.033 | None 709970080186671 30003271539170992 | 709970080185671 300032715331 70332
Mo ook Lot e e s 5 20140827 11:14:27.207 | None 7099700801 0667130003271539170992 | 709970060105671 30003271 530170392
7| 20140827 11:15.37.523 | None 70997008018667130003271539170992 | 709970080185671 30003271 539170392
8| 20140827 11:25.55.113 | None 7099700801 8667130003271539170992 | 709970080185671 30003271 539170392
9| 20140827 12:40:02.000| Model 709970080186671 30003271539170992 | 709970080185671 300032715391 70332
10| 2014-08-27 12:43:55.000 | Modet 70997008018667130003271539170992 | 709970080185671 30003271 539170392
1| 20140827 12:46:06.000 | Model 70997008018667130003271539170992 | 709970080185671 30003271 539170392
12| 20140827 1255.57.273 | None 7099700802994311 0006621149170992 | 709970080299431 10006621 143170392
I I o 13| 20140827 13:06:04.000 | Model 7099700802994 311 00066211 49170992 ?099?0030299431100055211491?09?
1 v | 3
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In the Report Editor window, modify the query, enter a new Report title for the Report and click OK.

Report Editor

— Report title

IFaiIed Authentication by Fow 1D

— Repart SOL

ZELECT * FROM AuditLogs ORDER EY

=)

Cancel |

3. The new report will be added td hst pdigepsitdentionally left blank.

Note: A lock does not appear next to this new report (indicating it is not a default report).

68

Reports [All Audit Records]
File

|
[

J[=] B3

4 Al Audit Recards
| 4l Revoked Cards
| Configuration Events

4 |

| STARTTIME

| TwICMODE

| FASCH

| MANIPULATEDFASCN

|»

G e 2 2014-08-01 12:56:25.930 | None 7093700301 66671 300032715201 70332 | 7099700801 86671 300032715391 70932

W 3 20140827 10:54 53 563 | Nane 7095700801 86671 300032715391 70392 | 7099700801 85671 300032715351 70342

T 4 2014-08-27 10:57.24.473 | None 7099700801 86671300032715331 70992 | 709970060186571 300032715351 70392

=) Revoked Cards Last 2¢ Hous [FIREEIRD) 5 20140827 11:07.44.033 | None 7099700801 86571300032715291 70992 | 7099700801 86671 300032715351 70342

7 Revoked Cards Last 24 Hours [MS S0 SER & 2014-08-27 11:14:27.287 | None 7099700601 8667130003271 5391 70992 | 7099700801 86671 300032715391 70992

Bl oy o Laids et Hobrs (DR CLE) 7 20140827 11:15:37.523 | None 7099700801 86571200032715291 70992 | 7099700801 86671 200032715291 70992
8 2014-08-27 11:2555.113 | None 7099700801 86671300032715331 70992 | 709970060186571 300032715391 70392
3 20140827 12:40,02.000 | ModeT 7099700801 86571 300032715291 70992 | 7095700801 85671 300032715351 70342
10 | 20140827 12:43:55.000 | Mode 7099700801 86671300032715391 70992 | 709970060186671 300032715391 70342
11 | 20140827 12:45:06.000 | Model 7099700801 86571 300032715291 70992 | 7099700801 85671 300032715351 70342
12 | 20140827 12:55:57.273 | None 0997008029943 D00B6211491 70992 | 70997000293431 100056211 451 70942
13 | 20140827 12:06:04.000 | Model 7099700802934311 DO0GGZ1 1 431 70392

9970080233421 100066211451 ?Dﬂi‘j

3
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4.9.3 Export option
A listed Report can be exported to a Comma Separated Value (.CSV) file.

To export a report to a .CSV file:

pivCLASS PACS Service administration

1. Right-click a report from the list, and select Export.

Reports [All Audit Records]
File

idit B

=1 E3

| T'WICMODE

| FASCH

| MANIPULATEDFASCN

|

7 All Bevoked C4 e, Mone E )|

o E:i:‘;jg:'j:::nﬁ De_'Ete Be 2 Mone 70997008018667130003271539170992 | 7099700801 8667130003271539170992

S FAM Events Ed... 3| 20040827 10.54.59 553 | None 7099700801 86671300032715391 70992 | 7099700801 86671 300032715391 70932

Fievoked Card Run 4| 20040827 10.57.24. 473 | None 7099700801 866713000327 15391 70992 | 7099700801 86671300032715391 70392

BB Fevaked Card Evportes M 5 | 20040827 11:07-44.033 | None 7099700801 86671300032715391 70392 | 7099700801 86671300032715391 70932

e ke aid 5 2014-08:27 11:14:27.267 | None 7099700801 866713000327 1539170952 | 7099700801 86671300032715391 70332
7 |20040827 11:15:37.523 | None 7099700801 86671300032715391 70992 | 7099700801 86671 300032715391 70932
8| 20040827 11:25:55.113 | None 7099700801 866713000327 15391 70992 | 7099700801 86671300032715391 70392
3| 20040827 12.40.02.000 | Model 7099700801 86671300032715391 70392 | 7099700801 86671300032715391 70932
10| 20040827 12.43.55.000 | Model 7099700801 866713000327 1539170952 | 7099700801 86671300032715391 70332
11| 20040827 12.46:05.000 | Model 7099700801 86671300032715391 70992 | 7099700801 86671300032715391 70992
12 | 20040827 12.5557.273 | None 7099700B0299431 100066211491 70992 | 7099700802994311 00066211 491 70392
13| 20040827 13.05:04.000 | Model 7099700B02994311 00066211491 70332

3

7033700802334311 00066211431 ?DS?IL‘

2. In the Export to CSV file window, select the table columns to include in the output file from Columns to
include in output file. Click Export.

Export to CSY file

Calumns to include in output file )

Output file

Column name

D

StartTime
TwICkade
FASCH

b anipulatedFasCH
CardHolderM ame
CardE «piration
PIMALtermpts
WerificationT ime
CHUIDR ezult
BiormetricH esult
BiometricF ailures
td atchT ype

t atchs core
TWwICCCLResult
PEIRezult
Operatorlzert ame
t achinelD
SyztemlD
StopTime
AvthenticatedR esult
Description

IHEEEREEREEREEREEREERREE

=l

C:\Program Files [#B6)\HID Global\pivCLASS PACS

Serviceaudit. tat

Browse... |

— Separator

& Comma

" Semicolon

" Pipe

— Options

¥ Include column names

¥ Launch fie

Set Al |
Clear al |

' Export I

Cahcel
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The saved data will be rendered in Notepad, as shown in the example below.

B audit.txt - Notepad
File Edit Wigw  Help

"Ip", "startTime", "TwIcMode"”, "FASCH", "CardHoldername”, "CardExpiration”, "PINaAttempts ", "verificationTime", "CHUIDReSUIL", "Biome fj
tricResu1t”,“BiumetricFai1ures“,“MatchType“,“Matchscore“,“TWICCCLResu1t“,“PKIResu1t“,”O eratordserrame”, "MachineIn”, "stopTi
me“,;AuthenticatedResu1t“,“Description“,'Added“,“RFUl“,“RFU2“,”RFU3“,“SystemID“,“Manipu atedFASCN", "Passageoption”, "Passage
result"

”1”,”2?Apr2011 14:05:06", "Mone", "F0997008010993120000505370170992", "FONTANA, ROBERT A", "064pr2013 00:00:00", "1", "27Apr2011
14:05:21", "ok", "Not Configured", 0", "Identix", "-1", "Mot Configured", "Not Configured", "Administrator", "7Fe4ECQ", "27Apr2011
14:06:40", "Authenticated"”,"", "13May2011 08:421:21","","","","","","",""

"2","29Apr2011 00:54 18", "Mone", "47000000000336110001002324147001", "B11] MSOHSEVENTYOME", "08Jun20l5
0o:Q0:o0”, "1", "20Apr2011 00:54:34", "0k", "Not Configured”, 0", "Identix","-1", "NOT

Configured”, "Revoked", "administrator”, "7Fe4ECO", "20Apr2011 00:54:44", "Not Authenticated”, "Blacklist werification failed:
SCVP response indicates non-walid certificate: certPathConstructrFail, Motwvalid, Mo wvalid cCert Path","13mMay2011

QL ERu B I I I

"3","29Apr2011 01:16:41", "Mone", "47000000000336110001002324147001", "B11]1 MSOHSEVENTYOME", "08Jun201l5
Co:QQ:oo”, "1, "20Apr2011 01:16:56", "ok", "Not Configured”, 0", "Identix","-1", "Not

Configured", "Revoked", "administrator", "7FE4ECQ", "20Apr2011 01:16:59", "Not Authenticated", "Blacklist werification failed:
SCVP response indicates non-valid certificate: certPathConstructrFail, Motwvalid, Mo wvalid cCert Path", "13mMay2011

QF4lzzah, e,

"4","29Apr2011 01:22:55", "Mone", "47000000000336110001002324147001", "B11]1 MSOHSEVENMTYOME", "08Jun20l5
0o:QQ:oo”, 1", "20Apr2011 01:23:15", "ok", "Not Configured”, 0", "Identix","-1", "NOt

Configured"”, "Revoked", "administrator”, "7Fe4ECQ", "20Apr2011 01:46:41", "Not Authenticated", "Blacklist wverification failed:
SCVP response indicates non-valid certificate: certPathnotvalid, Motwvalid, Invalid Cert Policy", "13mMay2011

DEivdilan Pttt iat it b
et M2oapr20ll 0l:46:42

M=l E3

Farmat

Y "None”. "47000000000336110001002324147001" . "B4171 MSOHSEVENTYONE". "08IUn20L5 Rd

4.9.4 Export option #2
The following is another option to save report output data to a file:
1. Select a row(s) to copy.

2. Right-click and select Copy. This page is intentionally left blank.

Reports [All Audit Records] =]
File
@
= &l udit Records ID | STARTTIME | TWICMODE | FASCN | MANIPULATEDFASCN =
7 &l Revoked Cards BA0 | Mone 71997 oo F 01 3 2
u: E:F;ﬂ'j:::nﬁ::;otz 2 2014-08-01 12:58: 25,99 Copy  Crlc 018667130003271539170992 | 709970080186671300032715391 70992 _|
" Faled Authentication by Ro 1D 3 2014-08-27 10:54:59 563 | None 7099700501 8667130003271539170992 | 709970080186671300032715391 70992
) PAM Events 4 2014-08-27 10:57:24.473 | Nore 7099700801 8667130003271539170992 | 709970080186671300032715391 70992
=) Rievoked Cards Last 24 Hours [FIREEIRD) 5 2014-08-27 11:07:44.033 | None 7099700801 8667130003271539170992 | 709970080186671300032715391 70992
| Revoked Cards Last 24 Hours (M5 SOL SER 6 2014-08-27 11:14:27 287 | None 7099700801 86671300032715391 70992 | 709970080196671 30003271539170992
v oked s Lostind Ol IDhaCLE) 7 2014-08-27 11:15:37.523 | Mone 7099700801 86671 00032715331 70992 | 7099700801 8667130003271 5391 70992
8 2014-08-27 11:25:55.113 | None 7099700801 8667130003271539170992 | 709970080186671300032715391 70992
] 2014-08-27 12:40:02.000 | Made 7099700801 8667130003271539170992 | 709970080186671300032715391 70992
10 | 2014-08-27 12:43:55.000 | Made 7099700801 8667130003271539170992 | 709970080186671300032715391 70992
11 2014-08-27 12:46:06.000 | Made 7099700801 8667130003271539170992 | 709970080186671300032715391 70992
12 | 2014-08-27 12:5557.273 | None 70997008029943110006621149170992 | 7099700802359431100066211491 70992
I I . 13 | 2014-08-27 12:06:04.000 | Made 709970080299431 100066211431 70992 ?099?0080299431100088211491?093_4
1 KN | »

3. This will copy the selected rows to the Windows Clipboard. This information can be pasted into an
editor or spreadsheet.

Note: If pasting into Microsoft Excel, set the cell type to Text before the paste.
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pivCLASS PACS Service administration

4.9.5 Import Audit Logs
To import a previously exported audit log file from a pivCLASS Workstation or pivCLASS Mobile client.

1. From the PACS Service Administration window select Reports > Import Audit Logs.

B HID Global pivCLASS PACS Service Administration {admin)

File:

Mainkenance

Configuration

D Reports. ..
Import Audit Logs. ..

LAY

2. Click Browse to locate and select an audit log file to import.

3. Click Start to begin the import process.

Import Audit File

Impert file | C:43062.kt

Browse...

|
' Start '

Cloze |

4. The import may take several minutes. A message indicating a successful import should display.

Import Audit File

Impart file {43052 tat

Browsze...

llSucu:essfuII;r imparted sudit Iu:ngﬁle.J

Start |

Cloze |
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5 PACS events

Section

5.1 Overview

Events are triggered as a result of a specific action. By default, when such events occur, the event is logged in
the pivCLASS log file but not sent to the PACS. However events can be configured so that the corresponding

event is sent to the PACS. The PACS will then handle the event using its standard alarm or event system.

5.1.1 Configuring Events

The PACS Service configurable event options are located on the Configuration > Edit Service Settings >

PACS (Cont.) tab.

Sserver Configuration

-.t’-‘-.pplicationl |dzerz I pacs) PACS [Cont] |Certificate Validatinnl TwiC CCL Validationl Certificate Managerl Agzurance F'lofilesl Reader Servicesl IDF'uinsherI

— Data impart parameters

¥ Impart access right definitions
v Import credential information and assignments

v Import PACS credential status

— Data Import schedule parameters

& Fun every |3EI = IMinutes

" Schedule automatically

 User-defined time IUD:DD 3:

 Events

IV Send card validation everts
IV Send card validation failed events
v Send reader message events
¥ Send access granted meszage events
IV Send credential validation ermor events
IV Send credential revoked events

v Send credential activated events

[ o ]

Cahicel

Apply
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Option

Description

Send Card Validation
Events

Select this option to send events to the PACS when a credential passes validation

Send Card Validation
Failed Events

Select this option to send events to the PACS when a credential fails validation

Send Reader Message
Events

Select this option to allow PAMs and fixed readers to publish messages to the PACS
using Reader Services

Send Access Granted
Message Events

Select this option to send "Access Granted” messages from PAMs and fixed readers to
the PACS regardless of whether the PACS panel also sends its own PACS specific
access granted message.

Note: This option is not recommended for use with PAMs.

Send Credential
Validation Error Events

Select this option to send a message to the PACS that an error occurred when a
credential was checked by the Certificate Manager.

Send Credential Revoked
Events

Select this option to send a message to the PACS that a credential has been
determined to be revoked according to the Certificate Manager

Send Credential Activated
Events

Select this option to send a message to the PACS that a credential has been activated
after it was determined to be revoked by the Certificate Manager
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6 Assurance profiles

Pre-configured Assurance Profiles are available to assist sites in creating their own security policies.

Nid AjliaA

9jejdwa] jupdiabuld AJI49A

dainHD A3l

931211349 d4njeubls Bulbessa| 94n29S djepljeA

2125111490 Ald 23EpPleA

912141349 34njeubis alejdwa] julidiabuld arepijeA

93ed11349) 24njeubls dINHD 21eplleA

21221311490 VD 21epljeA

yoeqjied v buibessap] 94nd3S

JIML 24inbay

uolnjesisibay aiinbay

SOVd-01-Nid

uonesnuayIny buibessaly 94Nd3S WI0yIad

uonesnuayIny Ald wioiiad

uonEdUAYINY HVD WIoIdd

judiabuld yosyew

v

3517 pJed pajasued DIML %234d

CHUID (TWIC)

CAK (TWIC)

CHUID + BIO (TWIC)

CHUID + CAK + BIO (TWIC)

CHUID (PIV)

PKI + PIN (PIV)

PKI + PIN + BIO (PIV)

CAK (PIV)

CHUID + CAK (PIV)

Card ONLY (no PKI)

Card + PACS PIN (no PKI)

Secure Messaging (PIV)

1

2

3

4

5

6

7

8

9

10 | CAK + BIO (PIV)

n

12 | Card + PIN (no PKD

13

14 | Card + PIN + BIO (no PKI)

15
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Operational Mode

Description

Check TWIC Canceled
Card List

Indicates that the PAM must perform a local search of the TWIC Canceled Card List
(CCL) using the FASC-N of the presented card. Non-TWIC cards will never appear on
the TWIC CCL and will therefore, always pass this check.

Match Fingerprint

Indicates that readers assigned this assurance profile must prompt the cardholder for
a biometric sample and attempt to match it against the biometric templates stored on
the card.

Perform CAK
Authentication

Indicates that readers assigned this assurance profile must perform card
authentication by issuing a challenge to the credential using the public key associated
with its card authentication certificate and verifying the response that is returned.

Perform PIV
Authentication

Indicates that readers assigned this assurance profile must perform PKI authentication
by issuing a challenge to the credential using the public key associated with its PIV
authentication certificate and verifying the response that is returned.

Perform Secure Messaging
Authentication

Indicate that readers assigned this assurance profile must perform Secure Messaging
authentication. Secure Messaging is an optional feature and is not supported by all
smart card credentials.

PIN to PACS'

Indicates that readers assigned this assurance profile must prompt the cardholder for
their PACS PIN and submit this PIN to the PACS for verification.

Note: It is very important to recognize that the PIN the cardholder must enter is the
PIN they were assigned in the PACS and not the PIN used to access their smart card
credential. These two PINs are virtually guaranteed to differ in form and content.

Require Registration

Indicates that a credential must be registered with pivCLASS for access to be granted
at the door. If this option is unchecked, the PAM will attempt a basic Certificate Path
Validation (CPV) operation to validate the card’s certificates. For this to succeed, the
administrator must load the required trusted root CA and intermediate issuer CA
certificates into the pam\certs directory beneath in the pivCLASS PACS Service
directory.

Require TWIC

Indicates that readers assigned this assurance profile must reject credentials that do
not contain a TWIC applet.

Secure Messaging CAK
Fallback

Indicates that readers should fallback to CAK authentication if the credential does not
support the Secure Messaging feature. When this option is selected and a smart card
credential is presented that does not support Secure Messaging, the PAM will perform
the following translations before continuing:
¢ The selected state of the Perform Secure Messaging Authentication option is
temporarily assigned to the Perform PKI CAK option
¢ The selected state of the Validate Secure Messaging Signature Certificate option
is temporarily assigned to the Validate Card Authentication Certificate option.

Validate CAK Certificate

Indicates that readers assigned this assurance profile must validate the Secure
Messaging signature certificate and check its revocation status using OCSP, SCVP, or
up-to-date CRLs.

Validate CHUID Signature
Certificate

Indicates that readers assigned this assurance profile must validate the CHUID
signature certificate and check its revocation status using OCSP, SCVP, or up-to-date
CRLs.

Validate Fingerprint
Template Signature
Certificate

Indicates that readers assigned this assurance profile must validate the fingerprint
template signature certificate and check its revocation status using OCSP, SCVP, or
up-to-date CRLs.
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Operational Mode Description

Indicates that readers assigned this assurance profile must validate the PIV
authentication certificate and check its revocation status using OCSP, SCVP, or
up-to-date CRLs.

Validate PIV
Authentication Certificate

Indicates that readers assigned this assurance profile must validate the Secure
Messaging signature certificate and check its revocation status using OCSP, SCVP, or
up-to-date CRLs.

Validate Secure Messaging
Signature Certificate

Indicates that readers assigned this assurance profile must read the entire CHUID from
Verify CHUID the credential, verify its signature, and assert that the expiration date it contains has
not already passed.

Verify Fingerprint Indicates that readers assigned this assurance profile must verify the fingerprint
Template templates found on the credential.
Indicates that readers assigned this assurance profile should prompt the operator to
Verify PIN enter their PIN, preferably using SPE (Secure PIN Entry), and use this PIN to unlock the
card.

PIN to PACS Features/Requirements1
= Maximum PIN length: 15 digits
= PIN entry timeout: 15 seconds
= PACS PIN retries: Not supported
m  Termination character: Pound (#)
= P|V cards only (PIN to PACS will not work for legacy card pass through)

Note: If the PAM denies access, due to an authorization failure, the PAM may still prompt for PACS PIN.
If the card is left in the slot after the PAM denies access the LCD may continue to prompt for
PACS PIN.
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7 Troubleshooting

This section provides information related to viewing and collecting diagnostic messages that can assisting in
troubleshooting issues when pivCLASS® system problems occur. The section also provides lists of log
messages, PAM error codes definitions and, event messages.

7.1 Logs and events

The pivCLASS® system provides features for generating and viewing both informative and diagnostic
messaging through logs and events on the pivCLASS PACS server. These logs and events provide useful
information about patterns of use and system performance, and can assist when troubleshooting issues.

For detailed information about viewing logs, turning on debug logging, and omitting certain data, such as
Personally Identifiable Information (PII), from logs, see Section 4.8 Log file administration.

For information about configuring event options, see Section 5 PACS events.

7.2 Collect troubleshooting data

If error conditions occur in the pivCLASS System, and technical assistance is required, the pivCLASS PACS
Administration application allows the user to collect important debugging data from the pivCLASS
environment, via a data gathering wizard, and package the resulting information. The packaged debug
information can then be emailed (or uploaded) to pivCLASS Technical Support to assist with troubleshooting
issues.

To access the Assisted Data Gathering wizard select Help > Assisted Data Gathering from the pivCLASS
PACS Service application main menu and follow the instructions presented in the wizard to create, gather,
and package debugging information related to an issue or problem.

1 HID Global pivCLASS PACS Service Administration {admin)
File  Configuration  Maintenance  Reports ‘ Help I

i ib D L!_l El? ﬁr\u‘iew Doc.umentation...
; : € view Online Help. ..
Credential database summary iZ)  Assisted Data Gathering... Background johb status
Active cards 4| £F  Check For Software Updates. .. Credential validation updates Scheduled to run at 02/01 11:56
Inactive (suspended) cards 0 about... Certificate Manager Scheduled to run at 02/02 00:00
Total cards 4 Credential database impaort Idle
Credential reregistration Idle
Data Import Scheduled to run at 02/02 01:00
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7.3 Log/Event messages and error codes

The following tables list log messages, event messages, and PAM error codes.

7.3.1 Log messages for card validation errors

Each of the log messages listed below will occur during an access request transaction (for example, when a
card is presented to a reader).

Note: In cases where the Reader Display Message can have multiple causes the only way to identify which

failure occurred is to check the pivCLASS PAM debug logs, the pivCLASS Embedded Authentication

debug logs, or the PACS Service debug logs.

Log Message Reader Display Message
CHUID expiration date has passed Invalid Card
CHUID signature is invalid Invalid Card
Failed to decode challenge response Invalid Card
challenge and response length not equal Invalid Card
Decrypted challenge does NOT equal original challenge data Invalid Card
CHUID Card ID does not match Card Authentication Cert Invalid Card
CHUID Card ID does not match PIV Authentication Key Invalid Card
Failed to read Fingerprint Template from card Invalid Card
No TPK present in database Invalid Card
Could not decrypt TWIC fingerprint template Invalid Card
Fingerprint Not Before date has not been reached Invalid Card
Fingerprint Not After date has passed Invalid Card
Failed to read TPK from card Invalid Card
Failed to select PIV applet Invalid Card
Card does not support Secure Messaging Invalid Card
Card found on TWIC CCL Invalid Card
Certificate Not Before date has not been reached Invalid Card
Certificate Not After date has passed Invalid Card
Certificate status cannot be determined Invalid Card
Card not registered in Pacs Service Database Invalid Card
Card passed validation successfully Valid Card
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7.3.2 PAM/Embedded Authentication error codes

Value | Name Meaning

1001 JVR_ERROR_CARD_INIT Smart card failed to initialize

1002 JVR_ERROR_CARD_NOPIV Smart card does not support the PIV applet

1003 JVR_ERROR_CARD_CHUID_READ Failed to read CHUID from card

1004 JVR_ERROR_CERT_READ Failed to read certificate from card

1005 JVR_ERROR_FINGERPRINT_READ Failed to read fingerprint template from card

1006 JVR_ERROR_CARD_NOTWIC Card does not contain the TWIC applet but the
assurance profile requires it

1007 JVR_ERROR_TPK_READ Failed to read TPK element from TWIC card

1008 JVR_ERROR_CARD_NOT_REGISTERED Presented card is not registered in the PACS
Service database

2001 JVR_ERROR_CHUID_DECODE Failed to decode CHUID

2002 | JVR_ERROR_CHUID_DECODE_TLV Failed to decode CHUID BER TLV data

2003 JVR_ERROR_CHUID_DECODE_SIGNATURE Failed to decode CHUID signature

2004 JVR_ERROR_CHUID_EXPIRED CHUID has expired

2005 JVR_ERROR_CHUID_SIGNATURE_INVALID CHUID signature was not valid

3001 JVR_ERROR_CERT_VALIDATION Certificate was not valid

3002 JVR_ERROR_CERT_NOT_BEFORE Certificate “not before” time has not been reached

3003 JVR_ERROR_CERT_NOT_AFTER Certificate “not after” time has passed

3004 JVR_ERROR_CERT_STATUS_INVALID Certificate status is not valid

3005 JVR_ERROR_CERT_STATUS_EXPIRED Cached certificate status has expired

3006 JVR_ERROR_CERT_STATUS_UNKNOWN Certificate status cannot be determined from
cache or server

4001 JVR_ERROR_VERIFY_PIN PIN verification failed

4002 | JVR_ERROR_VERIFY_PIN_DIRECT PIN verification failed

5001 JVR_ERROR_INTERNAL_AUTHENTICATE Internal Authenticate process (cryptographic
challenge/response) failed

6001 JVR_ERROR_CARD_ID_CROSSCHECK Card ID numbers are not consistent across all
analyzed data elements

7001 JVR_ERROR_FINGERPRINT_DECODE_TLV Fingerprint template malformed

7002 JVR_ERROR_FINGERPRINT_DECODE_SIGNATURE Fingerprint template has missing or invalid
signature

7003 JVR_ERROR_FINGERPRINT_NOT_BEFORE Fingerprint template not before time has not been
reached

7004 JVR_ERROR_FINGERPRINT_NOT_AFTER Fingerprint template “not after” time has passed

7005 JVR_ERROR_FINGERPRINT_MISSING_FASCN Fingerprint signature is missing the FASC-N

7006 JVR_ERROR_FINGERPRINT_INVALID_FASCN Fingerprint template FASC-N does not match
signature FASC-N

March 2019 81




Troubleshooting PLT-03416, Rev. D.2

Value | Name Meaning

7007 JVR_ERROR_FINGERPRINT_MISSING_GUID Fingerprint signature is missing the GUID

7008 JVR_ERROR_FINGERPRINT_SIGNATURE_INVALID Fingerprint signature does not match template
data

7009 JVR_ERROR_FINGERPRINT_MATCH_FAILED Live biometric failed to match template

8001 JVR_ERROR_SECURE_MESSAGING_QUERY Secure Messaging query failed

8002 JVR_ERROR_SECURE_MESSAGING_DECODE Decoding of the SM reply failed

8003 JVR_ERROR_SECURE_MESSAGING_AUTH Authentication of the reply failed

9001 JVR_ERROR_TWIC_CCL_CHECK Either the card is on the TWIC CCL or there was a
problem processing the CCL

9002 JVR_ERROR_COMM_PACS_SERVICE There was an error communicating with the PACS
Service system

9003 JVR_ERROR_INTERNAL_PACS_SERVICE The PACS Service returned an unexpected error
code

9004 JVR_ERROR_COMM_READER There was an error communicating with the reader

9005 JVR_ERROR_COMM_CARD There was an error communicating with the card

7.3.3 Events associated with general operation

The following events are not associated with an access request transaction (for example, when a card is
presented to a reader). They occur at any time and will not result in a Reader Display Message.

PAM and Embedded Authentication:
EVENT_READER_ONLINE
EVENT_READER_OFFLINE
EVENT_PACS_SERVICE_ONLINE
EVENT_PACS_SERVICE_OFFLINE

PAM only:
EVENT_TAMPER_TRIGGERED
EVENT_TAMPER_RESET
EVENT_POWER_FAIL_TRIGGERED
EVENT_POWER_FAIL_RESET
EVENT_READER_TAMPER_TRIGGERED
EVENT_READER_TAMPER_RESET
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A User feedback at the reader

When available, the pivCLASS® system provides both informative and diagnostic messaging through the use

of a reader display.

A.1 Reader display messages

The following table lists the pivCLASS Authentication Module (PAM)/pivCLASS Embedded Authentication
device reader display messages currently implemented.

Text Message

Triggering Event

Notes

Card Detected

Card is detected by reader.

Configuring System

Indicates a change on the server side that affects the
PAM or reader configuration.

Insert Card

Reader requires card to be inserted in the contact
slot.

Present Card

Reader will accept a card to be read from the
contact or contactless interface.

Remove Card

Card has been processed. Remove card from the
reader.

Door Unlocked

Cardholder enrolled, card valid and cardholder
authorized for access.

Signal returned from the panel indicating the door
strike was triggered.

Enter PACS PIN

Prompt user to enter a PACS PIN.

Access Granted

Cardholder enrolled, card valid and cardholder
authorized for access.

Access Denied

Cardholder enrolled, card valid but cardholder NOT
authorized for access.

Check the PACS Service and PAM
debug logs for details of the
failure.

Valid Card

Cardholder enrolled, card valid but cardholder
authorized for access.

Invalid Card

Unsuccessful validation. Multiple reasons for this
message:

¢ Cardholder not enrolled
» Certificate revoked
* Signature validation check failed

Invalid PIN

Incorrect PIN
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Text Message Triggering Event Notes

Processing......... Validating the card.

Match Failed Fingerprint match failed.

Remove finger from sensor

Match Failed Fingerprint match failed.

Enter Card PIN Prompt user to enter a PACS PIN.

(n) finger (n) represents the FP template from the card. The display indicates which finger

to use

A.2 Reader beeper and LED states

= Green - door unlocked (If PACS configured and access granted). Reader not able to detect the state of
the door, just Green LED trigger.

m Red - door locked (or Standby/Idle). Reader not able to detect the state of the door, just Red LED
trigger.

= Yellow - processing card (Processing Card)
= ] beep - good (Compatible card was read)

= 3 beeps and flash Blue LED- card communication error indicated (If PACS configured and access denied
> Card Valid Access Denied)
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The following sections describe the different pivCLASS reader LED behavior.

LED PIN to PACS (No PKI)

Initial State
of Reader

Red LED

Assurance Profile

Card + PACS PIN?

Prompt:
‘Present Card’

Wait for Card

v

Card Detected

v

Prompt:
‘Processing

Turn on
Yellow LED

Prompt:
‘Enter PACS PIN’

Access Granted
(Green LED)

v

Door Unlocked

March 2019
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Access Denied
(Red LED)
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LED Initial State (PKI)

86

Initial State

Turn on
Red LED

PKI/PIN/BIO?

Prompt:
‘Present Card’

Prompt:
‘Insert Card’

Wait for Card

PLT-03416, Rev. D.2
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LED Card Detected

Card Detected

,

Prompt:
‘Card Detected’

Turn on
Yellow LED

Prompt:
‘Processing

Is PKI Mode?
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LED PIN Entry

‘Invalid PIN’ <«

88

‘Invalid PIN’

‘Invalid PIN’

Prompt: P Bad PIN

No

Is PKI Mode?

No

Prompt:
‘Enter PIN
Below’

Turn on
Yellow LED

PIN Entered

Turn off
LEDs

Prompt:
‘Verify PIN’

PIN Verified?

Card locked
or bad PIN.
No remaining
attempts

Prompt:

Unhandled
Error

Prompt:

Prompt:
‘Processing.......

Is BIO Mode?

User feedback at the reader PLT-03416, Rev. D.2
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User feedback at the reader

LED Biometrics Behavior

Is BIO Mode?

Prompt:
‘(n) finger’

Fingerprint
matched?

Prompt:
‘Valid Card’

Access Granted
(Beep once,
Green LED)

Prompt:
‘Invalid Card’

Access Denied
(Beep 3 times,
Red LED)
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B Optional configuration

B.1 SQL Server Database connection fails to connect

This applies to a PACS Service that is configured to use SQL as a database provider. During a system reboot,
the SQL Server may take too long to start causing the PACS Service to terminate. If the PACS Service
terminates, it does not automatically try to restart.

The following procedures will assist to determine the existing dependencies, how to obtain the SQL server
instance name, then how to construct the command line to add the dependency from this information.

Note: Reinstalling or updating the PACS Service will reset any existing dependencies. This following
procedure will have to be repeated after each install or upgrade.

B.2 How to determine the existing dependencies

1. On the computer running the PACS Service and SQL Server, launch a command window with
Administrator privileges. Select Start > Accessories.

2. Right-click on the Command Prompt menu option and select Run as administrator. The command
prompt console will open.

, Accessories s —_—
8 Bluetooth File Transfer Ml I
Calculator |
Command Prompt —
> Open
@2 Connect to a Network Projector

Run as administrator
B Connect to a Projector &mmmm

| Getting Started Open file location
& Math Input Panel [ Edit with Notepad ++

| Notepad
) Paint B Scan for threats...
'(-. Remote Desktop Connection T
13/ Run Pin to Start Menu =

%n Snipping Tool
t 5ound Recorder Restore previous versions
Sticky Motes Send to 3

ri) Sync Center

Cut
7 Windows Explorer

B Windows Mability Center Copy
5 wordpad Delete
. Easze of Access Rename
. System Toaols T
4 Back ‘

Search programs and files lﬂ Shut down 'l
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At the command line type, sc qc PACSService, then press Enter. The existing dependencies will be

displayed.

Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76011
Copyright <(c?> 2889 Microsoft Corporation.

LOoV) YUCI'YOTI'VLILELUINI 1Y 2ULVLLOO
SERVICE_NAME: PACSService
TYPE 18

STARI_TYPE =
ERROR_CONTIROL 1
BINARY_PATH_NAME
LOAD_ORDER_GROUP
IAG e

T OATAY AGE LA R A
AAEY A VNN N

DEPENDENCI ES

NORMAL

winmgmt
http

2ERVLILE _S1HKL_MHMNE Localsysten

C:\WindowsN\system3d2»_

"G:\Program Files

All »ights reserved.

WIN32_OWN_PROCESS
AUTO_START

(x86>N\HID Global\pivCLASS

PEvounoe—RACS Service

PACS Service“PACS Service.exe"
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®
Optional configuration m

B.2.1 How to obtain the SQL Server instance Service Name
1. Select Start > Control Panel > Administrative Tools > Services.

Qservices =10 x|
File  Action \View Help
¢ |ElozHE( > > o nw
C.:, Services (Local) Mame = | Description | Status | Startup Type | Log On As | ﬂ
L4 Server Supports fil...  Started Automatic Local System
% Shell Hardware Detection Provides n... Started Automatic Local System
L Smart Card Manages a... Started Automatic Local Service
5 Smart Card Remawal Policy Allows the ... Manual Local System
L SNMP Trap Receives fr... Manual Local Service
o Software Protection Enables th... Automatic (D... Metwork 5.
‘4 SPP Notification Service Provides ... Manual Local Service
54 5QL Active Directory Helper Service Enables int... Disabled Metwork 5.,
L5501 Server (MSSQLSERVER) Provides st... Started Automatic Jmark
S 50U Server (SQLEXPRESS) Provides st... Automatic Local System
L 5QL Server Agent (MSSQLSERVER) Executes j... Dizabled Metwork 5.
5450 Server Agent (SQLEXPRESS) Executes j... Disabled Metwork 5... J
L4 50QL Server Browser Provides S... Disabled Local Service
S SOL Server VSS Writer Provides th... Started Automatic Local System
‘.. 55DP Discovery Discovers ...  Started Manual Local Service
S Superfetch Maintains a... Started Automatic Local System
L4 System Event Notification Service Monitors 5...  Started Automatic Local System
% Tablet PC Input Service Enables Ta... Manual Local System LI
Extended >\ Standard
|
2. Right-click on the desired service, and select Properties.
Gsemces RI=I
File  Action View Help
e Flo|Bm > enn
", Services (Local) Mame = | Description | Status | startupType [ Logonas | ]
S Server Supports fil... Started Automatic Local System
% Shell Hardware Detection Providesn,.. Started Automatic Local System
S Smart Card Manages a... Started Automatic Local Service
L Smart Card Removal Policy Allows the ... Manual Local System
545 SNMP Trap Receives fr... Manual Local Service
o Software Protection Enables th... Automatic (D... MNetworkS...
' SPP Notification Service Provides 5... Manual Local Service
: i j Enables int... Disabled Metwork 5.,
' Server (] F— Automatic \mark
501 Server (SQLEXPRESS) Stop Automatic Local System
54 5QL Server Agent (MSSQLSERVER) Pause Dizabled MNetwork S...
L5501 Server Agent (SQLEXPRESS) Resume Disabled MNetwork 5... J
545 50L Server Browser Restart Disabled Local Service
o 5QL Server YSS Writer . Started Automatic Local System
‘. 55DP Discovery All Tasks b L. Started Manual Local Service
S Superfetch Refresh Started Automatic Local System
4 System Event Motification Service SR Started Automatic Local System
% Tablet PC Input Service | Properties | § Manual Local System ﬂ
Extended }\ Standard Help
QOpens the properties dialog box for the current selection. | |
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3. The Service name is displayed at the top on the General tab.

94

Service name:

Display name: SQL Server (M55QLSERVER)

Description: Provides storage, processing and controlled access ;l
data, and rapid transaction processing. j

Path to executable:
"C:\Program Files"Microsoft SQL Server\MSSQL11. MSSQLSERVERYMSS(

Startup type: IPq_rtomatic ﬂ

Help me configure service startup options.

Service status:  Started

Start | Stop | Pause Fesume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: I

QK I Cancel Al

PLT-03416, Rev. D.2
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B.2.2 How to construct the command line to add the dependency

The correct solution is to set the service dependencies properly such that the PACS Service is dependent
upon the database service. In the case where SQL Server is being used and SQL Server is installed on the
same machine as the PACS Service, the PACS Service should be dependent upon the SQL Server service.

1. On the computer running the PACS Service and SQL Server, launch a command window with
administrator privileges. Select Start > Accessories.

2. Right-click on the Command Prompt menu option and select Run as administrator. The command
prompt console will open.

. Accessories
a Bluetooth File Transfer
| Calculator

[z+.] Command Prompt

@=) Connect to & Network Projector
BS| Connect to a Projectar

| Getting Started

& Math Input Panel

L
OpeE

Hg/ Run as administrator
LN with graphics processar
Open file location
[ Edit with Motepad ++

m_w| MNotepad
&l Paint B Scan for threats. ..
&, Remote Desktop Connection Pin to Taskbar
L3/ Run Pin to Start Menu
% Snipping Tool
t Sound Recorder Restore previous versions
Sticky Notes Send to
@ Sync Center cut
Windows Explorer Y
= Copy
8 windows Mobility Center
E WordPad Delete
| Easze of Access Rename
| System Toaols Proper e
4 Back

Search programs and files

LE]J Shut down Pl
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3. At the command line type the following string and press Enter:

sc config PACSService depend= winmgmt/http/<SQL Server Instance Service Name>

where winmgmt and http are the existing dependencies separated by a /, and <SQL Server Instance
Service Name> is the name of the SQL Server instance obtained in the previous section.

Important: Each time you want to add a new dependency, the string must contain all of the existing
dependencies separated by a forward slash (/). If you fail to enter the existing dependencies,
they will be removed from the list.

Administrator: C\Windows\System32\cmid.exe

C:“\Windowsssystem32»sc config PACSService depend= winmgmt- http-M55QLSERUVER

4. If the command was successful then the following should display:
[SC] ChangeServiceConfig SUCCESS

Administrator: C\Windows\System32\cmd.exe

Cisllindoussous 22 res BEnCSService depend= winngmt - http/ME5QLSERVER
{[SC1 ChangeServiceConfig 85

C:sWindowsssystem32 >

5. Now the dependency on the SQL Server instance running in order for the PACS Service to run has been
set.
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B.2.3 Checking for the new dependency

1. On the computer running the PACS Service and SQL Server, launch a command window with
Administrator privileges. Select Start > Accessories.

2. Right-click on the Command Prompt menu option and select Run as administrator. The command
prompt console will open.

. Accessories &

B Bluetooth File Transfer | ‘ | I ‘

\J Calculator | w

—_—
@3 Connect to a Metwork Projector %

8y Run as administrator ]

B Connect to a Projector - -
. Run with graphics processor #
-l Getting Started .
Open file location

# Math Input Panel [ Edit with Notepad++

J Motepad

@l Paint B Scan for threats...

!‘E. Remote Desktop Connection Bin i Tasidenr

5] Run Pin to Start Menu -

%\, Snipping Tool
L Sound Recorder
e Sticky Motes Send to k

rg) Sync Center

Restore previous versions

Cut

7 Windows Explorer Cu

= 0
B windows Mobility Center atd
E WardPad Delete

, Ease of Access Rename

, System Tools Properhes

1 Back

-
I Search programs and files P2}  shutdown Dl

3. At the command line type, sc qc PACSService, then press Enter.

The <SQL Server Instance Service Name> previously added should be displayed against the list of
Dependencies.

rator: Command Prompt

M soft Windows [Uersion 6.1.76811
Copyright <(c> 2BA? Hicrosoft poration. All rights reserved.

Lob ]l WUEEYOEEV ILELGIL 1Y oUvulas

SERVICE_NAME: PACSService
TYPE 1@ WIN32_OUN_PROCESS
START_TYPE 2 AUTO_START
ERROR_CONTROL 1 NORMAL
BIMARY_PATH_MNAME "G:nProgram Files <x862>~HID Global»pivCLASS PACS Service~PACS Service.exe’
%EED_ORDER_GROUP

DISFLAY_NAME ivCLASE PACE Service
DEPENDENCIES

:{ MSSOLSERUER
SERUICE_START_NAME : Gocaisysten

C:sWindouwsssystemd2 >
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B.2.4 Connecting through a Web Proxy (no authentication)
1. Stop the PACS Service.

2. Copy the text from between the lines below specifying the proxy IP address and port:

<system.net>
<defaultProxy>

<proxy proxyaddress="http://192.168.1.10:3128" bypasslocal="false" />
</defaul tProxy>
</system._net>

3. Paste this portion of the XML into the <configuration> section of the following files in the PACS Service
installation directory:

= PACS Service Administration.exe.config
= PACS Service.exe.config
4. Save the files.

5. Restart the PACS Service.

B.2.5 Connecting through a Web Proxy (Windows user authentication)

Set the useDefaultCredentials="true" on the <defaultProxy> element if the Windows user account is to
be used to authenticate with the proxy.

1. Stop the PACS Service.

2. Copy the text from between the lines below specifying the proxy IP address and port:

<system.net>
<defaultProxy useDefaultCredentials=""true">

<proxy proxyaddress="http://192.168.1.10:3128" bypasslocal="false" />
</defaultProxy>
</system.net>

3. Paste this portion of the XML into the <configuration> section of the following files in the PACS Service
installation directory:

= PACS Service Administration.exe.config
= PACS Service.exe.config
4. Save the files.

5. Restart the PACS Service.

Note: If after completing the above steps a connection is failing through the web proxy configured at
the site. Contact the IT Department and request assistance.
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C Modify the PACS Service logon

The pivCASS PACS Service is initially installed to run as the Local System account, however the
recommended best practice is to create a user, or user group, with a more restrictive set of security
permissions that are sufficient to run the PACS Service. The following sections provide information and
recommended suggestions that will assist in creating a user or user group.

Note: The following procedures are intentionally generic due to the various Windows operating systems that
the PACS Service can run on and the different network configurations the system can be deployed on.

C.1 Configure user account to have "Log on as a service" permissions

Any user that is created to run the pivCLASS PACS Service (the service name is PACSService) must have the
ability to start and stop the service. One method to achieve this would be to add the user or user group to the
Log on as a service policy:

1. Log onto the computer with administrative privileges.

Open the Control Panel and select Administrative Tools.

Double click Local Security Policy to open the Management Console.
Expand the Local Policies option and click on User Rights Assignment.
In the right pane, right click on Log on as a service and select Properties.

On the Local Security Setting tab select Add User or Group.

N O o R N

In the Select Users, Computers, Service Accounts, or Groups dialog, find the user you wish to enter
and click OK.

8. In the Log on as a service Properties dialog, click OK to save changes.

C.2 Establish access control list url reservations for HTTP prefixes

As the PACS Service registers HTTP prefixes for the PAM, PACSServiceSDK and IDPublisher, a new user would
need to establish access control list (acl) url reservations for the HTTP prefixes. One method to achieve this
would be to use netsh (Network Shell) to run a http add urlacl command, for example:

http add urlacl url=http://*:8081/1DPublish user=Domain_or_Host_name\user_name

The default HTTP url prefixes are:
= http://*:8081/1DPublish
= http://*:10200/PAM
= http://*:8080/PACSServiceSDK
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C.3 Grant NTFS permissions

The PACS Service user or user group will need Windows standard NTFS modify permissions on the
installation directory of the PACS Service and all sub directories and files in the installation directory tree.

To set Windows standard NTFS permissions:
1. On your machine navigate to the PACS Service installation directory, normally:
C:\Program Files (x86)\HID Global\pivCLASS PACS Service

Right click on the installation directory and select Properties.

Select the Security tab.

Under Group or user names, select a group or user and click Edit.

Under Permissions or Administrators, select Allow or Deny for any of the available permissions.

S NG B NN

When the permission options are set click OK.

C.4 Configure DML, DDL, and TCL permissions

The PACS Service user account, or any account that is configured to connect to and use the credential
database, will need full database DML (Data Manipulation Language) permissions, DDL (Data Definition
Language) permissions, and TCL (Transactional Control Language) permissions.

The methods for configuring DML, DDL, and TCL permissions vary from platform to platform and you wiill
have to consult your DBMS specific documentation for the exact procedure.
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C.5 Change the PACS Service user account logon

Note: This applies to the Application tab and the PACS tab for plug-ins that use an ADO.NET database
connection.

In some instances a temporary administrative account is created for installations and therefore may not have
the appropriate access to the database. To assure the correct access is used to connect to the database use
the Window Services applet to configure the PACS Service with the desired account logon credentials.

1. In the PACS Service application configure the Application tab and/or the PACS tab with a connection
string that allows read access to the database when running as the desired service account.

2. At this point, the PACS Service is still configured to Log on as the local system account. On the PACS
Service Administration window click File > Service Control > Stop.

3. Exit the PACS Service application.

Use the Windows Services applet to configure the PACS Service with the desired account log on
credentials. Select the Start > Control Panel > Administrative Tools > Services.

5. Right-click on pivCLASS PACS Service and select Properties.

fhoemees i x|

File  Action  View Help

& EEe 2 HE > = 0

4, Services (Local) q Services (Local)
pivCLASS PACS Service MName =~ | Description | Status | Startup Type |:|
£ Net. Tep Port Sharing Service Provides ability to share TCP ports over the net.tc... Disabled
Start the service i Netlogon Maintains a secure channel between this computer ...  Started Automatic
Restart the service . Network Access Protection Agent The Network Access Protection (NAP) agent servic... Manual
Description: o Network Connections Manages objects in the Network and Dial-Up Conne... Started Manual
Core service used to validate credentials 0 Network List Service Identifies the networks to which the computer has ...  Started Manual
:ﬂg goAnérgsulnicahe with dients, readers, £ Network Location Awareness Collects and stores configuration information for th... Started Automatic
o Network Store Interface Service This service delivers network notifications (e.g. int...  Started Automatic
£ NVIDIA Display Container LS Container service for NVIDIA root features Started Automatic
£ NVIDIA WMI Provider Provides WMI objects for managing NVIDIA compo...  Started Automatic
4 Office Source Engine Saves installation files used for updates and repair... Manual
£ Office Software Protection Platform Enables the download, installation, and enforceme... Manual
£ Offline Files The Offline Files service performs maintenance acti...  Started Automatic
£ Parental Controls This service is a stub for Windows Parental Contral ... Manual
4 PDQInventory-Scanner-1 Manual
£ Peer Name Resolution Protocol Enables serverless peer name resolution over the I... Manual
£ Peer Networking Grouping Enables multi-party communication using Peer-to-P... Manual
£ Peer Networking Identity Manager Provides identity services for the Peer Mame Resal... Manual
£ Performance Counter DLL Host Enables remote users and 64-bit processes to quer... Manual
& Alerts Performance Logs and Alerts Collects performance ... Manual
[ : ralidate credentials and comm... Automatic
e Plug and Play t HET recognize and adapt to hard... Automatic
£ PnP-X IP Bus Enumerator T ator service manages the vir... Manual
4 PNRP Machine Name Publication Service Fause la machine name using the Pe... Manual
£ Portable Device Enumerator Service Resuns Ifor removable mass-storage ... Manual
L Power = and power policy notification...  Started Automatic
£ Print Spooler Il All Tasks ¥ |for later printing Started Automatic
£ Problem Reports and Solutions Control Panel ... = Bupport for viewing, sending ... Manual
£ Program Compatibility Assistant Service Refresh tupport for the Program Com...  Started Automatic
£ Protected Storage rage for sensitive data, suc... Manual _ILI
| | | »
Extended 4 Standard / He“j—.

Start service pivCLASS PACS Service on Local Computer |
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6. Select the Log On tab.
7. Select This account and enter the desired account’s credentials.
8. Click OK.

pivCLASS PACS Service Properties (Local Computer) x|

'Genefal Recoveryl Dependencies I

Log on as:

" Local System account
[T Allow semvice tointeract with desktop

(% This account: IcAccourd Name: Browse. .. |

Password: Iooooooooooooooo

Corfirm password: Iooooooooooooooo

Helo me configure user accourt log on options.

e

9. Click OK to stop and restart the Service.

l The new logon name will not take effect until you stop and restart

% the service.
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10.Right-click on pivCLASS PACS Service and select Start.

(Qservices ~lol x|

File  Action  View Help

& EEe 2 HE > = 0

4, Services (Local) oa Services (Local)

pivCLASS PACS Service MName =~ | Description | Status | Startup Type |:|
£ Net. Tep Port Sharing Service Provides ability to share TCP ports over the net.tc... Disabled

Start the service i Netlogon Maintains a secure channel between this computer ...  Started Automatic

Restart the service . Network Access Protection Agent The Network Access Protection (NAP) agent servic... Manual

Description: o Network Connections Manages objects in the Network and Dial-Up Conne... Started Manual

Core service used to validate credentials 0 Network List Service Identifies the networks to which the computer has ...  Started Manual

:ﬂg goAnégsulnicahe with dients, readers, £ Network Location Awareness Collects and stores configuration information for th... Started Automatic
o Network Store Interface Service This service delivers network notifications (e.g. int...  Started Automatic
£ NVIDIA Display Container LS Container service for NVIDIA root features Started Automatic
£ NVIDIA WMI Provider Provides WMI objects for managing NVIDIA compo...  Started Automatic
4 Office Source Engine Saves installation files used for updates and repair... Manual
£ Office Software Protection Platform Enables the download, installation, and enforceme... Manual
£ Offline Files The Offline Files service performs maintenance acti...  Started Automatic
£ Parental Controls This service is a stub for Windows Parental Contral ... Manual
4 PDQInventory-Scanner-1 Manual
£ Peer Name Resolution Protocol Enables serverless peer name resolution over the I... Manual
£ Peer Networking Grouping Enables multi-party communication using Peer-to-P... Manual
£ Peer Networking Identity Manager Provides identity services for the Peer Mame Resal... Manual
£ Performance Counter DLL Host Enables remote users and 64-bit processes to quer... Manual
. Performance Logs & Alerts Performance Logs and Alerts Collects performance ... Manual

v [7 g 2lidate credentials and comm. Automatic
L Plug a ay recognize and adapt to hard Started Automatic
£ PnP-X IP Bus Enumerator s ator service manages the vir... Manual
4 PNRP Machine Name Publication Service Fause 5 machine name using the Pe... Manual
£ Portable Device Enumerator Service f Resume ffor removable mass-storage ... Manual
L Power I = and power policy notification...  Started Automatic
£ Print Spooler Il All Tasks ¥ |for later printing Started Automatic
£ Problem Reports and Solutions Control Panel ... = Bupport for viewing, sending ... Manual
£ Program Compatibility Assistant Service - Refresh eupport for the Program Com...  Started Automatic
£ Protected Storage ' Properties rage for sensitive data, suc... Manual _ILI
| — | »
Extended 4 Standard / He“j—.

|Start service pivCLASS PACS Service on Local Computer | |

From this point forward, the PACS Service will be able to access the Credential and PACS databases,
including across reboots.

Note: Any account that accesses the pivCLASS PACS Service application will not be able to stop/start the
service, nor will it be able to configure connection strings.

Note: If connection strings are modified on the Application or PACS configuration tabs to a different
database, or to an incorrect location, there may be issues when restarted as the service itself is
configured using the log on credentials described above.

On a software upgrade the user will be prompted for the Windows account information for the service
account if it has been changed from the default (Local System).
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Document Title

Publisher

Date

Federal Information Processing Standard Publication 201-2
(FIPS 201-2)

Personal Identity Verification (PIV) of Federal Employees and
Contractors

NIST, US Department of Commerce

Sept. 2013

NIST PIV Program web site

http://csrc.nist.gov/groups/SNS/piv/

NIST Special Publication 800-63-1

Electronic Authentication Guideline: Recommendations of the
National Institute of Standards and Technology

NIST, US Department of Commerce

Dec. 20M

NIST Special Publication 800-73-3

Interfaces for Personal Identity Verification - Part 1: End-Point
PIV Card Application Namespace, Data Model, and
Representation

NIST, US Department of Commerce

Feb. 2010

NIST Special Publication 800-76-1
Biometric Data Specification for Personal Identity Verification

NIST, US Department of Commerce

Jan. 2007

NIST Special Publication 800-78-3

Cryptographic Algorithms and Key Sizes for Personal identity
Verification

NIST, US Department of Commerce

Dec. 2010

NIST Special Publication 800-79-1

Guidelines for the Accreditation of Personal Identity
Verification (PIV) Card Issuers (PCls)

NIST, US Department of Commerce

Jun. 2008

NIST Special Publication 800-85A-2
PIV Card Application and Middleware Interface Test Guidelines
(SP 800-73-2 Compliance)

NIST, US Department of Commerce

Jul. 2010

NIST Special Publication 800-85B
PIV Data Model Test Guidelines

NIST, US Department of Commerce

Jul. 2006

NIST Special Publication 800-85B-1
PIV Data Model Conformance Test Guidelines

NIST, US Department of Commerce

Sept. 2009

NIST Special Publication 800-87 Rev 1

Codes for Identification of Federal and Federally-Assisted
Organizations

NIST, US Department of Commerce

Apr .2008

NIST Special Publication 800-116

A Recommendation for the Use of PIV Credentials in Physical
Access Control Systems (PACS)

NIST, US Department of Commerce

Nov. 2008

TWIC Reader Hardware and Card Application Specification
Version 1.1.1

US Dept of Homeland Security,
Transportation Security Administration

May 2012
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Document Title Publisher Date
TWIC Technical Advisory TA-2008-TWICO001-V1.0 US Dept of Homeland Security, Sept. 2008
TWIC Reader Funct]ona“ty Augmentation Transportation Security Administration
TWIC Technical Advisory TA-2009-TWICO0OO01-V1.0 US Dept of Homeland Security, Mar. 2009
Format for a TWIC Card with no Fingerprint Biometric Data Transportation Security Administration
TWIC Technical Advisory TA-2011-TWIC0O01-V1.0 US Dept of Homeland Security, Feb. 2011
Name Change of “HOTLIST” to “CANCELED CARD LIST” Transportation Security Administration
TWIC Technical Advisory TA-2012-TWIC001-V1.0 US Dept of Homeland Security, May 2012
Clarification of the May 2008 Reader Hardware and Card Transportation Security Administration
Application Specification
TWIC Technical Advisory TA-2013-TWICO001-V1.0 US Dept of Homeland Security, Feb. 2013
Removing Expired TWIC Cards from the Canceled Card List Transportation Security Administration
(CCL)
TWIC Technical Advisory TA-2009-TWIC002-V1.0 US Dept of Homeland Security, Mar. 2008
Additional Error Code Definitions for TWIC Cards Transportation Security Administration
TWIC Technical Advisory TA-2011-TWIC002-V1.0 US Dept of Homeland Security, Jul. 20N
Release of new TWIC Card and Card Applications Transportation Security Administration
TWIC Technical Advisory TA-2012-TWIC002-V1.0 US Dept of Homeland Security, May 2012
Renewal of TWIC Intermediary Certificate Authority Transportation Security Administration
Certificates TWICCA1 and TWICCA2
TWIC Technical Advisory TA-2013-TWIC002-V1.0 US Dept of Homeland Security, Jul. 2013
Clarification of Fixed Reader Environmental Requirements Transportation Security Administration
TWIC Technical Advisory TA-2012-TWIC003-V1.0 US Dept of Homeland Security, May 2012
New Content Signing Certificate for TWIC Cards Transportation Security Administration
TWIC Technical Advisory TA-2013-TWIC003-V1.0 US Dept of Homeland Security, Jul. 2013
Clarification of TWIC Reader Safety Requirements Transportation Security Administration
TWIC Technical Advisory TA-2012-TWIC004-V1.0 US Dept of Homeland Security, Dec. 2012
Addition of TWIC Intermediary Certificate Authority TWICCA3 | Transportation Security Administration
TWIC Technical Advisory TA-2013-TWIC004-V1.0 US Dept of Homeland Security, Jul. 2013
Clarification of TWIC Reader PACS Interface Transportation Security Administration
TWIC Technical Advisory TA-2013-TWIC0O05-V1.0 US Dept of Homeland Security, Sept. 2013
New Location for the Canceled Card List (CCL) Transportation Security Administration
Physical Access Control System Migration Options for Using Smart Card Alliance Publication Number: | Sept. 2007
FIPS 201-1 Compliant Credentials PAC-07002
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Term

Description

Administrator

An administrator is an individual authorized to manage one or more desktop or mobile
biometric terminals. Administrators are provided additional functionality based on their
login credentials.

API Application Programming Interface

APL Approved Products List

BIO Biometric

CAK Card Authentication Key

Cardholder A cardholder is an individual who has been issued a credential.
CCL Canceled Card List

Certificate Authority (CA)

A CA is an entity that issues digital certificates to organizations or individuals. The CA is
usually well known and universally trusted. A CA may authorize other entities to issue
certificates on its behalf, thereby creating or extending a chain of trust. Certificates
contain a digital version of this chain so software can verify that each node on the chain
of trust is a valid CA. This process is known as Certificate Path Validation.

Certificate Revocation List
(CRL)

A CRL is a list of certificates that have been revoked before their expiration by a
Certificate Authority.

CHUID

Cardholder Unique Identifier

Desktop Biometric Terminal

A Desktop Biometric Terminal is a standard desktop PC, integrated with the following
components:

¢ FIPS 201 compliant smart card reader capable of reading PIV-Il compliant cards
over its contact interface

¢ FIPS 201 compliant fingerprint capture device

FASC-N Federal Agency Smart Credential Number
FIPS Federal Information Processing Standard
IDRC Intelligent Dual Reader Controller

Mobile Biometric Terminal

A Mobile Biometric Terminal is a mobile, hand-held reader configured with the following
components:

¢« FIPS 201 compliant smart card reader capable of reading PIV-Il compliant cards
over its contact or contactless smart card interface

¢ FIPS 201 compliant fingerprint capture device

Online Certificate Status
Protocol (OCSP)

The OCSP defines a series of messages between software applications that need to
verify whether the issuing CA has revoked an x.509 digital certificate. An OCSP server
does not check the validity of any of the certificates in the chain of certificates
associated with the end entity (certificate in question).
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Term

Description

Personal Identity
Verification (PIV)

FIPS 201 PIV is a two-part standard, referred to as PIV-1 and PIV-Il, respectively:

¢ Defines the processes and infrastructures that are used in establishing a person'’s
identity and issuing them a credential

« Defines technical interoperability requirements for those credentials to be used in a
variety of applications

Physical Access Control
System (PACS)

A PACS refers to an integrated unit of software, data, firmware, microcontrollers, and
ingress/egress devices that control human access to areas within a facility. A PACS
head-end usually consists of one or more servers that communicate with field devices
to which doors, turnstiles, and access readers are physically connected.

Pl Personal Identifying Information
PKI Public Key Infrastructure
RSA RSA is an algorithm for public-key cryptography that is based on the presumed

difficulty of factoring large integers, the factoring problem.

Server-based Certificate

Validation Protocol (SCVP)

SCVP defines a series of messages between software applications that need to verify
whether the issuing CA has revoked an x.509 digital certificate. An SCVP server checks
the validity of all of the certificates in the chain of certificates associated with the end-
entity and can return additional information to enable a relying party (client) to make
more intelligent decisions regarding the certificate.

SSO

Single Sign-On

TPK

TWIC Privacy Key

Transportation Worker
Identification Credential
(TWIC)

The TWIC is a standard that is intended to address the unique needs of transportation

workers, most notably within the maritime industry. TWIC breeder documents and

biometric data are gathered and processed by systems that comply with FIPS 201 PIV-I.

TWIC cards are required to be PIV-Il compliant and can be read by any PIV-Il compliant

smart card reader.

The TWIC standard diverges from the PIV-Il standard in that it provides for contactless

card-reader biometric data exchange, whereas the FIPS 201 PIV-Il standard states that

biometric data retrieval can only be performed while the card is in physical contact with

the reader. The two main factors that drive this are:

« TWIC cards are used in high traffic areas, where a mistyped or forgotten PIN

creates delays

¢ A corrosive maritime environment can impact contact-based readers

TWIC Privacy Key (TPK)
(TWIC cards only)

The TWIC privacy key is used to protect cardholder privacy when transmitting
biometric templates over a TWIC contactless interface. An application acquires the TPK
from the card’s magnetic stripe, the smart card’s TPK container, or from a server on a
network. pivCLASS Mobile Validator retrieves this key when the smart card is inserted
into the contact reader.

User (Operator)

A user is an individual that has been authorized to operate a mobile biometric terminal.
pivCLASS Validation Workstation and pivCLASS Mobile Validator enables its extraction
and data import functions after it determines the individual logging into the system is
authorized to perform user-level functions.
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Revision History

Date Description Revision

March 2019 Updates implemented: D.2
m  Section 4.7.4 Reader Services functions. Update for added functions.
m  Section 7 Troubleshooting. Added section for Assisted Data Gathering feature.

m  Section 1.5 Related material. Updated section to describe access to pivCLASS
documentation.

November 2018 Updates implemented: D.1

m  Section 2 pivCLASS PACS Service. Standardized graphics.

m  Section 3.1.2 Security recommendations. Added text for PACS Service user
login security recommendations.

m  Section 3.4 PACS Service initial setup and Section 4.2 PACS Service Guided
Configuration. Added new sections for Guided Configuration functionality.

m  Section 4.3 Credential database configuration. Updated sub-sections for the
more simplified presentation of PACS Service database connection settings.

m  Section 4.7.1 Panel/Reader parameters, Section 4.7.2 Hardware status
information, Section 4.7.3 Panel auto discovery, and Section 4.8.4 Panel log file.
Updated Panel dialog box screenshots.

m Appendix C - Modify the PACS Service logon. Updated section to provide
information and recommended suggestions relating to PACS Service user/user
group logon security.
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