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1. Introduction

1. Introduction

Thank you for purchasing the Wireless Presentation Box "Z-1". This manual provides
information on how to configure and use Z-1. Please read the 1-2. Safety Instructions
carefully before using Z-1.
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1-1. Introduction

About the notation

This manual uses the following symbols to indicate specific information for operating Z-1.
Be sure to carefully review before using Z-1.

‘g‘ : This symbol indicates important information that needs to be observed when
TIP operating Z-1. Make sure to read this information for safe and proper use.

@ : This symbol indicates information that is useful when using Z-1. If you

Note experience difficulties operating Z-1, please refer to this information first.

Disclaimers

+ The unauthorized transfer or copying of the content of this manual, in whole or in part,
without prior written consent is expressly prohibited by law.

« The content of this manual is subject to change without notice.

« This manual was prepared to accurately match the content of each OS, but the actual
information shown on the computer monitor may differ from the content of this manual
due to future OS version upgrades, modifications, and other changes.

+ Although every effort was made to prepare this manual with the utmost accuracy, Silex
Technology will not be held liable for any damages as a result of errors, setting examples,
or other content.

Trademarks

« AMC Manager® is a registered trademark of Silex Technology.

« Microsoft and Windows are registered trademarks of Microsoft Corporation in the United
States and/or other countries.

« Mac, Mac OS, AirPlay are registered trademarks of Apple Inc. in the United States and/or
other countries.

« i0S is a trademark or registered trademark of Cisco in the United States and other countries.

« Google, Google logo, Google Chrome, Android, Chromecast are trademarks or registered
trademarks of Google Inc.

- HDMI, HDMI logo and High-Definition Multimedia Interface are trademarks or registered
trademarks of HDMI Licensing,LLC.

« Ethernet is a registered trademark of Xerox Corporation.

« Wi-Fiis a registered trademark of Wi-Fi Alliance.

« WPA and WPA2 are trademarks or registered trademarks of Wi-Fi Alliance.

« Other company names and product names contained in this manual are trademarks or
registered trademarks of their respective companies.
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1-2. Safety Instructions

This page provides the safety instructions for safe use of Z-1.
To ensure safe and proper use, please read the following information carefully before
using Z-1.

<Indication of the warning>

"Warning" indicates the existence of a hazard that
Warni ng could result in death or serious injury if the safety
instruction is not observed.

"Caution" indicates the existence of a hazard that
Ca Ution |could resultin serious injury or material damage if
the safety instruction is not observed.

> P

<Meaning of the symbols>

This symbol indicates the warning and caution.
(Example: A "Danger of the electric shock")

This symbol indicates the prohibited actions.
(Example: ® "Disassembly is prohibited")

This symbol indicates the actions users are required to observe.
(Example: % "Remove the AC plug from an outlet")

1% b

<Installation>

/A Warning

« Do not place anything on top of the product. Also, do not place the
product on top of the other product. Failure to do so may cause fire,
electrical shock, malfunction or performance degradation.

« Do not cover up the product with a cloth such as blanket or table cloth.
The heat remains inside and it may cause fire or malfunction.

%
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/\ Caution

O

« Do not use or store the product under the following conditions. It may
cause malfunction.
- Locations subject to vibration or shock
- Shaky, uneven or tilted surfaces
- Locations exposed to direct sunlight
- Humid or dusty places
- Wet places (kitchen, bathroom, etc.)
- Near a heater or stove
- Locations subject to extreme changes in temperature
- Near strong electromagnetic sources (magnet, radio, wireless device, etc.)

« When installing the product to a high position, make sure that the product
is firmly fixed so it does not drop for weight of the cables.

<Safe handling>

/A Warning

« Do not move the product when the AC adaptor is connected to it. The
cable of AC adaptor may be damaged, and which may result in fire or
electric shock.

« For use of the devices connected to the product, please follow all
warnings, cautions and notices given by that manufacturer and carefully
use them in a proper manner. Failure to follow these instructions may
cause fire, electrical shock or malfunction.

« If a ground wire is supplied with your device to use with, connect it to the
ground terminal in order to prevent an electrical shock. Do not connect
the ground wire to gas pipe, water pipe, lighting rod or telephone ground
wire. It may cause malfunction.

/\ Caution

« The product may become hot when it is in use. Be careful of the heat when
moving or removing the product.
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<Handling of malfunctioned units>

/A Warning

« In the following cases, turn off the connected devices and unplug the
% AC plug of the product from a power outlet. Failure to follow these

instructions may cause fire or an electrical shock.
- When the product emits a strange smell, smoke or sound or becomes
too hot to touch.
- When foreign objects (metal, liquid, etc.) gets into the product.
- When the product is dropped or the case is broken or cracked.

<Ventilation>

A\ Warning

« Do not cover up the vents on the product. The temperature inside may rise
and cause fire or malfunction.

<Disassembly / Modification>

/A Warning

+ Do not disassemble or modify the product. It may cause fire, electrical

shock or malfunction.
« Do not disassemble or modify the AC adaptor that comes with the

product. It may cause fire, electrical shock or malfunction.

<Power supply>

A\ Warning

+ Use the correct power voltage. Improper voltage may cause fire or an
electrical shock.

/\ Caution

+ Always use the AC adaptor supplied with the product. Other AC adaptors

may cause malfunction.
« When the product will not be used for a long period of time, unplug the

power cables of the product and other devices.
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<Use of AC adaptor and AC cord>

A Warning

O

Do not place any objects on top of AC adaptor, and do not cover it up with
anything. Also, do not use the AC adaptor on top of the heat/moisture
retaining materials (carpet, sponge, cardboard, styrofoam, etc.). The
accumulated heat may result in fire or malfunction.

Do not roll up or wrap the AC cord. It may cause fire or an electrical shock.

Do not plug or unplug the AC adaptor or any other cables with wet hands.
It may cause an electrical shock or malfunction.

Keep the cords and cables away from children. It may cause an electrical
shock or serious injury.

/\ Caution

Do not place anything on top of the cables, and do not bend, twist and
stretch the cables by force.

Do not use the cables or AC cords at a place where someone may trip over
them. It may cause serious injury.

Do not pull on the cord to disconnect the plug from the power supply. The
code may be broken, which could result in fire or an electrical shock.

Verify all codes or cables are plugged correctly before using the product.

When removing the product, disconnect the AC plugs of both the product
and the other device you are using with.
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1-3. Product Information and Customer Services

Product Information

The services below are available from the Silex Technology website. For details, please visit
the Silex Technology website.

Silex Technology website
(URL) https://www.silextechnology.com/

« Latest firmware download  Latest manual download
+ Latest software download « Support information (FAQ)

Customer Support Center

Customer Support is available by e-mail or telephone for any problems that you may
encounter. If you cannot find the relevant problem in this manual or on our website, or if
the corrective procedure does not resolve the problem, please contact Silex Technology
Customer Support.

Contact Information

USA +1-657-218-5199 support@silexamerica.com
Europe +49-2154-88967-0 support@silexeurope.com
@ + Refer to the Silex Technology website ( https://www.silextechnology.com/ ) for the latest FAQ and product
information.

Note
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2. Product Specification
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2-1. Features

Z-1 is specialized for small to medium sized conference rooms, and shares presentations from not only
PC but also tablets and smartphones over a wireless LAN.

Wireless LAN standards IEEE802.11n/a/b/g/ac
« The wireless features support Access Point (AP) mode and Station (STA) mode.
« 802.1X authentication is supported for office networks.

Multiple OS (Windows, Android, iOS, Mac OS)
« The designated projection tool "AMC Meeting" allows the user to mirror Windows and transmit
audio. The tool does not require installation or the administrator authority.
« AirPlay, one of iOS and MacOS standard functions, is supported for mirroring and audio
transmission.
« Google Cast is supported for standard mirroring and audio transmission from Android OS.

Various projection modes
+ Single Presenter mode shows a presentation sent by one user in full screen.
+ Multi-Presenter mode can split the screen up to 4. (Only one of windows can play videos, and the
window can be changed with a drag-drop action.)
« Distribution mode sends a Z-1 main screen to up to 16 devices.
« Pair Display mode enables two units of Z-1 to send their screens each other to display them
together.

Device server function exclusive to HID (keyboards & mice)
« The user can draw images on the projected screen with a USB mouse connected to Z-1. Since Z-1
enables drawing when the image is not projected, Z-1 can be used as an interactive whiteboard.
« When a USB mouse and a USB keyboard are connected to Z-1 via a USB hub, Z-1's basic settings
can be updated on the OSD.

Comprehensive management software: AMC Manager® Free (free license) & AMC Manager® (non-free
license)
« AMC Manager® allows the user to remotely operate and monitor Z-1, change the settings, assign IP
addresses, and upgrade the firmware for multiple Z-1 at once.
+ For details of AMC Manager®, see silex technology's website.

10
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2-2. Parts and Functions

Function switch (SW2)
Push to:
» Change the projection modes
+ Apply Smart wireless setup (push button control)

Reset switch (SW1)
Push to reset Z-1 to the factory default settings.

g USB port
Connect a USB mouse or a USB keyboard.
Use a USB hub to connect them both.

LAN port
Connect a LAN cable.

HDMI port
Connect an HDMI cable.

DC jack
Connect the included AC adapter.

11



Z-1 User's Manual (Configuration Method)

yAl LINKLED
Shows the wired LAN connection status.
Color Light Description
Solid on The wired LAN is being connected.
Green
Blinking The wired LAN is not connected.
E STATUS LED

Shows the packet reception state of the LAN cable.

Color Light Description

It turns on when Z-1 receives a packet.

Yellow Blinking It turns off in 100 milliseconds.

| side IR

STATUS LED
Gives the operation information of Z-1.

Color Light Description
None Off Regular state

Solid on Smart wireless setup has been successfully done. (Turns off in three minutes)
Blue Blinking

(2-second cycle) Smart wireless setup is being applied.

Smart wireless setup has failed.

Solid on
I Timeout / Overlapping (Turns off in three minutes)

Blinking Smart wireless setup has failed.
(100-millisecond cycle) | Other errors (Turns off in one minute)

Red

Blinking

(2-second cycle) The firmware is being updated.

12
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DISPLAY LED
Shows the output state of videos.
Color Light Description
None Off A display (HDMI cable) is not connected.
Purple Solid on A 4K monitor (3840 x 2160) is connected and the video data is being sent.
Blue Solid on A 2K monitor (1920 x 1080) is connected and the video data is being sent.
. A 720p monitor (less than 2K) is connected and some functions are
Red Solid on o
limited.
WLAN LED
Shows the wireless LAN state.
Color Light Description
None Off Wired-only mode or Smart wireless setup is being applied.
Solid on Access point mode is operating.
Blue Blinkin Wireless packets are sent or received in Access point mode.
9 Turns off in 100 milliseconds.
Solid on Station mode is on and the wireless LAN has been connected.
Blinkin Wireless packets are sent or received in Station mode.
Purple 9 Turns off in 100 milliseconds.
Blinking

A specified access point is not connected in Station mode.
(2-second cycle)

Red Blinking DFS is working in Access point mode.

POWER LED

Shows the power state.

Color Light Description
Blue Solid on The power is on.
Red Blinking Power feeding has been suspended because of USB overcurrent detected.

13
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ing nteference that may cause ‘

inte

E/A : XXXXXXXXXXXX

S/N:YYYYYYYYY Fabriqué au Japon §

silex technology, Inc. Medeinsapan

Product label
Shows Ethernet address (E/A) of the Z-1.

14
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2-3. Specifications

2-3-1. Hardware Specifications

SDRAM 1 GByte
Memory

FlashROM 128 MBytes
USB USB2.0 Hi-Speed port (type A): 1 port
. Full-Speed mode, Low-Speed mode
interface

USB bus power: max. 500 mA

Display interface

HDMI terminal: 1 port

Reset switch 1 (front)
Display interface
Function switch 1 (front)
Link (green)
LAN port 2 lights
Status (yellow)
POWER (blue/red)
LED lamp
WLAN (blue/red)
Side 4 lights
DISPLAY (blue/red)
STATUS (blue/red)

Wired network
interface

T000BASE-T / TOOBASE-TX (auto-negotiation): 1 port

Wireless network
interface

IEEE802.11a Frequency 5 GHz band
Transmission |OFDM
Tx speed 6M, 9M, 12M, 18M, 24M, 36M, 48M, 54M
Channel [US]
W52 :36, 40, 44, 48
W53:52, 56,60, 64
W56:100, 104, 108,112,116, 132, 136, 140
W58:149, 153, 157, 161, 165
[EU]
W52 :36, 40, 44,48
W53 :52, 56,60, 64
W56:100, 104, 108,112,116, 120, 124, 128,
132,136, 140
IEEE802.11b Frequency 2.4 GHz band
Transmission | DS-SS
Tx speed 1M, 2M, 55M, 11M
Channel [US]:1-11Ch
[EU]: 1-13Ch

15
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Wireless network
interface

IEEEB02.119g Frequency 2.4 GHz band
Transmission |OFDM
Tx speed 6M, 9M, 12M, 18M, 24M, 36M, 48M, 54M
Channel [US]:1-11Ch
[EU]:1-13Ch
IEEE802.11ng Frequency 2.4 GHz band
HT20 Transmission | DSSS-OFDM
Tx speed MCSO, 1,2,3,4,5,6,7
Channel [US]:1-11Ch
[EU]:1-13Ch
IEEE802.11na Frequency 5 GHz band
ALY (R Transmission |[OFDM
Tx speed MCSO,1,2,3,4,5,6,7
Channel [US]
W52 : 36,40, 44,48
W53:52, 56,60, 64
W56:100, 104,108,112, 116,132,136, 140
W58:149, 153,157,161, 165
[EV]
W52 : 36,40, 44, 48
W53:52, 56,60, 64
W56:100, 104, 108,112,116, 120, 124, 128,
132,136, 140
IEEE802.11ac Frequency 5 GHz band
x:ﬁg; Transmission |OFDM
VHT80 Tx speed MCSO, 1,2,3,4,5,6,7,8,9
Channel [US]

W52 :36, 40, 44, 48

W53:52, 56, 60, 64

W56:100, 104, 108,112,116, 132, 136, 140
W58:149, 153,157,161, 165

(EU]

W52 : 36, 40, 44, 48

W53:52, 56, 60, 64

W56:100, 104, 108,112, 116, 120, 124, 128,
132,136, 140

Antenna

Built-in antenna

16




2. Product Specification

AC adapter 12V +/-5%
Power feeding AC adapter
Rated current consumption 1500mA
Temperature 0°Cto 35°C
Operation condition
Humidity 20% to 80%RH (No condensation)
Temperature -10°Cto 50°C
Storage condition
Humidity 20% to 90%RH (No condensation)
HDMI standard Version 1.4b
1280x 720 @ 60 Hz
HDMI video output | Resolutions 1920 x 1080 @ 60 Hz
3840x 2160 @ 30 Hz

Regulatory compliance |VCCIClass A/FCCClass A/ICES Class A/ CE

FCC/IC Notice

[C

FCCID : N6C-PCEACDB
IC:4908A-SXPCEACDB

Channel Selection
For product available in the USA/Canada market, only channel 1~11 can be operated. Selection of
other channels is not possible.

Fcc Rules Part 15

FCC CAUTION

Changes or modifications not expressly approved by the party responsible for compliance could void
the user’s authority to operate the equipment.

FCC Rules, Part 15 §15.19(a)(3) / IC RSS Gen §8.4

Below sentences must be indicated on the final product which contains this module inside.

This device complies with Part 15 of FCC Rules and Industry Canada licence-exempt RSS standard(s).
Operation is subject to the following two conditions: (1) this device may not cause interference, and (2)
this device must accept any interference, including interference that may cause undesired operation
of this device.

Le présent appareil est conforme a la partie 15 des regles de la FCC et CNR d'Industrie Canada
applicables aux appareils radio exempts de licence. Lexploitation est autorisée aux deux conditions
suivantes : (1) I'appareil ne doit pas produire de brouillage, et (2) I'appareil doit accepter tout brouillage
subi, méme si le brouillage est susceptible d'en compromettre le fonctionnement.

FCC Rules Part 15 Subpart C §15.247 and Subpart E / ICRSS-102 §2.6
This equipment complies with FCC/IC radiation exposure limits set forth for an uncontrolled

17
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environment and meets the FCC radio frequency (RF) Exposure Guidelines and RSS-102 of the IC radio
frequency (RF) Exposure rules. This equipment should be installed and operated keeping the radiator
at least 20cm or more away from person’s body.

Cet équipement est conforme aux limites d’exposition aux rayonnements énoncées pour un
environnement non contrélé et respecte les regles les radioélectriques (RF) de la FCC lignes directrices
d'exposition et d'exposition aux fréquences radioélectriques (RF) CNR-102 de I'lC. Cet équipement doit
étre installé et utilisé en gardant une distance de 20 cm ou plus entre le radiateur et le corps humain.

FCC Rules Part 15 Subpart E §15.407(c)

Compliance with FCC requirement 15.407(c)

Data transmission is always initiated by software, which is the passed down through the MAC, through
the digital and analog baseband, and finally to the RF chip. Several special packets are initiated by
the MAC. These are the only ways the digital baseband portion will turn on the RF transmitter, which
it then turns off at the end of the packet. Therefore, the transmitter will be on only while one of the
aforementioned packets is being transmitted.

In other words, this device automatically discontinue transmission in case of either absence of
information to transmit or operational failure.

FCC Rules Part 15 Subpart E §15.407(g)
Frequency Tolerance: +/-20 ppm

FCC Rules Part 15 Subpart C §15.247(g) / Subpart Etly prohibited for use with this device.

Le numéro IC du présent émetteur radio 4908A-PCEACDB a été approuvé par Industrie Canada pour
fonctionner avec les types d'antenne énumérés ci-dessous et ayant un gain admissible maximal et
I'impédance requise pour chaque type d'antenne. Les types d'antenne non inclus dans cette liste,
ou dont le gain est supérieur au gain maximal indiqué pour ce type, sont strictement interdits pour
I'exploitation avec cet appareil.

- Antenna type
Embedded Flex Antenna

- Model
AS-146153

- Antenna Gain
2.4GHz : +3.075dBi (Peak)
5GHz : +4.75 dBi (Peak)

RSS-210

5150-5250 MHz and 5250-5350 MHz bands are restricted to indoor operations only.

High-power radars are allocated as primary users (i.e. priority users) of the bands 5250-5350 MHz and
5650-5850 MHz and that these radars could cause interference and/or damage to LE-LAN devices.

La bandes 5150-5250 MHz et 5250-5350 MHz ont restreinte a une utilisation a l'intérieur seulement.
Les radars de haute puissance sont désignés comme utilisateurs principaux (c'est-a dire utilisateurs
prioritaires) pour les bandes 5250-5350 MHz et 5650-5850 MHz, et que ces radars peuvent provoquer
du brouillage et/ou des dommages aux dispositifs LAN-EL.

18
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WARNING

The FCC / The Industry Canadaregulations provide that changes or modifications not expressly

approved by the party responsible for compliance could void the user’sauthority to operate the
equipment.

CE Notice

C€

19
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2-3-2. Software Specifications

Wireless LAN

Mode

Access point
Station

Access point

Authentication

OPEN

Shared

WPA-PSK

WPA2-PSK
WPA/WPA2-PSK
802.1X
WPA-Enterprise
WPA2-Enterprise
WPA/WPA2-Enterprise

Encryption

WEP(64/128-bit)

Station

TKIP/AES/AUTO

Multi SSID 4

Max number of 100 units

connectable clients

. Push switch
Smart wireless
- PIN code
P External registrar

OPEN
Shared
WPA-PSK
WPA2-PSK

Authentication

WPA/WPA2-PSK
WPA-Enterprise
WPA2-Enterprise
WPA/WPA2-Enterprise

WEP(64/128-bit)

AN TKIP/AES
Smart wireless Push switch
setup PIN code

20




2. Product Specification

ARP
Network layer IP

ICMP

TCP
Transport layer UDP

SSH (TCP #22)

BOOTP (UDP #67-68)

DHCP (Client/Server) (UDP #67-68)
DNS (UDP #53) / mDNS (UDP #5353)
HTTP (TCP #80) / HTTPS (TCP #443)
NTP (UDP #123)

SMB (UDP #137 #138, TCP #139 #445)
SNMP (UDP #161)

Google Cast legacy discovery (UDP #1900)
AirPlay (TCP #7000)

AirPlay Video (TCP #7100)

Google Cast (TCP #8009)

DCNASP (UDP #19539)

Pair Display Session (TCP #19539)
SXUPTP (TCP/UDP #19540)

JCP (UDP #19541)

SXSMP (TCP/UDP #60000)

SXSMP (TCP/UDP #60001)

Standard protocols

Application layer

2-3-3. Others

HID keyboard

Supported USB device HID mouse
[Microsoft Windows]
« Windows 8.1 (32-bit/64-bit)
+ Windows 10 (32-bit/64-bit)
Supported OS (as of Jan. 2020) [Android] Android 6 or later

[iOS] iOS 11 or later

[MacOS] macOS 10.12 or later

‘\P + The software works as a desktop application on Windows 8 or later versions.
« Windows RT is not supported.

TiP « Windows 10 S mode is not supported.

- For the latest OS support, see silex technology's web site.
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2-3-4. Restrictions

This chapter describes restrictions on Z-1.

Android (Googlecast)
« Z-1 can be used only in Single Presenter mode.
+ Z-1 needs to get the correct time information. Enable NTP client for synchronizing Z-1's clock.
« When Z-1 is not connected to the Internet, the client device may not able to connect correctly.
Try the followings in case the connection fails.
- Restart the client device.
- Disable the mobile data communication on the client device.
- If these do not help, please try to use Z-1 in an environment where the Internet connection
is available.
« Z-1 does not support Streaming Playback mode (e.g. internal playback orders from Google Photo
or YouTube application) which receives content from the Internet.
« Since the size of images from Android is fixed to 1,280 x 720, a black border will appear around
projected images.
« Z-1 disconnects from Android devices every day at 0:00 UTC (9:00 JST) because of the update
process of electronic certificates used for the connection.

AirPlay (iOS)

« Z-1 can be used only in Single Presenter mode.

« Z-1 does not support Streaming Playback mode (e.g. internal playback orders from Google
Photo or YouTube application) which receives content from the Internet. Some applications use
Streaming Playback mode for playing videos saved in the device but the mode is not supported
by Z-1 either.

Distribution Master mode/Slave mode
+ Both Master-mode and Slave-mode Z-1 have to be in the same segment (broadcast domain).
Multiple Z-1 cannot be configured in Master mode in one segment.

Distribution mode for wireless communication
- Master-mode Z-1 has to be Access Point mode and Slave-mode Z-1 has to be Station mode. If
Master-mode Z-1 is set to Station mode, the transmission rate of multicast packets will decrease
and the video distribution will be unstable.

Exclusion from Device server function
« The OSD function or device server function of Z-1 is exclusively used. When the device server
function is enabled, the OSD function is disabled and cannot be used.

Display resolutions with limited functions
« When Z-1 is connected to a display device that has a resolution of 1,920 x 1,080 or less, Z-1 is
limited to Single Presenter mode for projection and cannot use the following functions:
- OSD function (disabled)
- Function switch (cannot switch the projection mode)

Resize screen function
« Since the resize screen function has fixed levels of magnification, a space appears in between the
screen and the transmitted images depending on the size.

22



2. Product Specification

2-4. Radio Waves

Usage Notes
Do not use Z-1 around the following devices:

- industrial, scientific, and medical equipment such as microwave ovens and pacemakers

« Premises radio stations (radio stations requiring licenses) for RFID used for factory production
lines

+ Specified low-power radio stations (radio stations not requiring licenses)

The above devices share a radio frequency band with the wireless LAN. If Z-1 is used around those
devices, it may create radio interference. Therefore, Z-1 may stop communicating or make slow
communication.

Refrain from using mobile phones, PHS, TV, and radio players around Z-1.

Mobile phones, PHS, TV, and radio players use radio frequency bands different from the wireless LAN's
radio. So, Z-1's and these devices' communications will not be interfered when these devices are used
in the immediate area. When these devices, however, get near to a wireless LAN device, radio waves
emitted by wireless LAN devices including Z-1 may generate noise on audio and movies.

Reinforcing bars, metal or concrete walls interrupt communications.

Z-1 can establish a communication through walls of wood and glass windows for ordinary houses.
When reinforcing bars, metal and concrete materials are used on the walls or floors, radio waves do
not pass through and Z-1 communication cannot be established through walls or floors.

Z-1 obtained the technical standard compliance certificate. Keep the following points in mind.

+ Do not disassemble or remodel Z-1 since they are prohibited by law.
« Do not remove the technical standard compliance label. The use of unlabeled Z-1 is prohibited.

Wireless Devices in 2.4 GHz Bands

Z-1 shares a frequency band with microwave ovens, industrial, scientific, and medical equipment,
premises radio stations (radio stations requiring licenses) and specified low-power radio stations (radio
stations not requiring licenses) for RFID used for factory production lines.

« Make sure that premise radio stations and specified low-power radio stations for RFID do not
operate nearby before Z-1 starts up.

+ In the event that Z-1 causes harmful interference to any premises radio station for RFID,
immediately change the frequency or halt radio wave emission, and contact silex technology, Inc.
for consultation on interference avoidance measures (e.g. partition installation).

- Contact silex technology, Inc. if Z-1 causes harmful interference to any specified low-power radio
stations for RFID or if other problems arise.
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. ____________________________________________________________________________________________________________________________________________|

*Indication of the following symbols on the back of Z-1:

24 DS/OF 4
N [ .

Represents radio equipment using the 2.4 GHz band.

24

DS/OF Means the use of DS-SS and OFDM as the modulation scheme.

4 Means that the estimated distance with interference is "40m or less".
Indicates that the equipment can use the entire band and is capable of

avoiding the band used by RFID systems.

Use of 5GHz Band
« Outside use of W52 and W53 is prohibited by Radio Act. To use Z-1 outside, use only W56
channels and do not use W52/W53 channels.
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2-5.DFS Function

Z-1 supports DFS (Dynamic Frequency Selection) function. When the configured channel is subject to
DFS and Z-1 detects radar waves, Z-1 switches the channel to avoid radio interference with weather or
other radar systems.

The user can set one alternate channel each in W53 and W56 for Z-1 to move the channel when
it detects radar waves. In case no alternate channel is set or Z-1 detects radar waves again on the
alternate channel, the next alternate channel will be decided with the following orders.

DFS channels (5 GHz bands)

Band bandSvri]jphnitting Channel switching order

HT20/VH20 52>56>60>64>36

W53 HT40/ + |52>60>36
VHT40 - |56>64>40
VHT80 36
HT20/VH20 100>104>108>112>116>120>124>128>132>136>140
HT40/ + |100>108>116>124>132

W56  |VHT40 - [104>112>120>128>136
VHT80 100>116, 104>120, 108>124>112>128,

116>100, 120>104, 124>108>128>112

‘\‘- - Radar waves are monitored for about one minute when Z-1 starts up or the channel is switched, and the
wireless communication cannot be made while radar waves are being monitored.
TP (*) The monitoring duration varies by country.
» When radar waves are detected by the DFS function on a channel, the channel cannot be used for about 30
minutes.
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3. Network Settings
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3-1. Settings from Web Page

The user can update and change Z-1's full settings using a web browser.

@ - The web pages enable useful functions such as remote restart and factory reset. For more details, see "6-7
Maintenance Function”

Note

3-1-1. Necessary Items

=3

Projector

Windows PC

(===

\_ Display -

Windows PC (Wireless PC)

HDMI compatible display or projector
« HDMI cable

- To use a wired connection or the Access Point feature of Z-1, a LAN cable is required.
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3-1-2. Connecting Display to Z-1
1. Connect the display to Z-1 using an HDMI cable and turn on the display.

2 Connect Z-1 to the PC via a wired LAN or wireless LAN.

For configuration using a wired LAN

( Ethernet HUB \

|oepeeeyw & |

For configuration using a wireless LAN

(o )

(2)

LAN Cable

HDMI Cable
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3-1-3. Turning on Z-1

Connect the AC adaptor and power code. Then, connect the AC adaptor to the DC jack of Z-1 and
the power plug to the outlet.

@? « Be sure to always use the AC adaptor that comes with Z-1.
TIP

2. The standby screen is displayed on the display connected to Z-1.
When the animation in the middle of the screen stops, the power-on process is completed.

CAMC

(e

The host name and the IP The product name (Z-1),
address of Z-1. the firmware version, and
the MAC address (for wired
communication).

@ - By default, Z-1 obtains an IP address using the DHCP client function. When there is no DHCP server in your
environment, Z-1 will automatically use the IP address "169.254.xxx.xxx".

Note

For configuration using a wireless LAN
Go to "3-1-4. Connecting Windows PC".

For configuration using a wired LAN
Go to "3-1-5. Web Pages".
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3-1-4. Connect Windows PC

This chapter explains how to connect a Windows PC to Z-1 as a wireless client.

@ + In the following explanation, Windows 10 is used as an example. If you are using an operating system other
than Windows 10, follow the appropriate procedure for that operating system.

Note

Click the network icon on the notification area (system tray)
to show the wireless connection screen.

2_ Select the SSID of Z-1(SXxxxxxx) from a list and click Connect.

@ « "xxxxxx" of the SSID(SXxxxxxx) is the lower 3 bytes of the Z-1's MAC Address.
. If Connect automatically is checked, the PC will automatically connect to Z-1 every time it is restarted.

Note

3 Press and hold the function switch of Z-1. When the STATUS LED blinks blue at 2 sec interval,
release the switch.

4. Z-1 starts to communicate with the Windows PC, and configures the same setting to the PC. When
the SETTING LED of Z-1 turns blue, the configuration is completed.

5 When a message "Do you want to allow your PC to be discoverable by other PCs and devices
on this network?" appears, click Yes.

Now, the PC has connected to Z-1.

@ « If you know the pre-shared key, it can also be used for wireless ST
connection setup. g Secured

Note Enter the network security key
Enter the pre-shared key of Z-1 in the Enter the

network security key box and click Next.

the router.

Cancel
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3-1-5. Web Pages

How to Access the Web Page

Start a Web browser on a computer. To the address bar of the Web browser, enter the IP address of
Z-1 (the one shown on the bottom left of the standby screen) and press the Enter key.

@ - Example) When the IP address of Z-1 is "192.254.0.10", enter it to the address bar as below.

Note
G Google x +

C (B 169.254.0.10 )

2. The Web browser will run and the login password configuration page will be displayed. Enter the
password to configure for Z-1 and click Submit.

Pleass set a password for this unit
Password [ ]
Confim Password [ ]
1-8 Character StrinzlPassword)
Zelect Language

@ - The login password configuration window is displayed only when Z-1 is configured for the first time.

Note

3. When the login page is displayed, enter the login password you have configured and click Login.

Enter the password, ard click [Login]
Pacsword [
Login
Select Language
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4. The web page (System Status) appears.

silex ||| :ssenss

S| [ __l_‘

Select Langwgs
Ermm— | Bt
¥ Stats
= System 9 Refresh [RHELP A
- Wireless LAN
— > System Status
eneral Configuration e
¥ Details silex
= Product Configuration z-1
- 110
84233013102
SX013102
160 25453.122
25525500
Defautt Gateway 0000
» Wireless LAN(AP)
Name Status
Wireless Mode 802.11ac
Channel Bardwidth 200z
Channel 36 ch.
Tx Power 100%
» Wireless LAN 1 Configuration
Name Status
Interface ENABLE
~Logout ) SX013102
# Network Authentication WPA2-PSK
Encryption Mode
» Wireless LAN 2 Configuration v
o Srarm

How to Log Out

1. Click Logout on the page menu. ¥ Wbinterance
- Restart

- Factory Default

- Firmware Update
- gilex Global Site

- Logout

2. Thelogout confirmation dialogue appears. Click Yes.

» DYTORLTELALLT S 7

AN [A1AY

L -

3. The login page will appear.

3-1-6. How to Update Settings from Web

The network settings can be updated from the basic or other settings page.
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General Configuration

s can be updated including settings for the TCP/IP, wireless LAN, and the DHCP server.

Detailed settings

The following items can be updated in detail from corresponding setting pages.

Item

Detail

Product Configuration

TCP/IP communication settings

Wireless LAN Configuration(AP)

For AP use in wireless LAN

Wireless LAN Configuration(STA)

For STA use in wireless LAN

Wired LAN Configuration

Wired LAN interface settings

VLAN Configuration

VLAN ID setting for Wireless LAN SSID

NTP Configuration

Settings to get the current time through a network.

Display Configuration

For video functions

Network Basic Settings

Go to the basic setting page and update the network settings.

1. Click General Configuration on the page menu.

Select Language
English 4

¥ Status
- System
- Wirzless LAMN

¥ General
- Genaersl Configuration

» Check "How to Access Web Page" in "3-1-5 Web Pages".

iy

Note

2. The basic setting page appears. Change the setting values if needed, and click Submit at the
bottom right.

e

General Configuration

» General Gonfiguration

Name Value

Network Mode

sx013102

[sxotatoe

Host Name

Display Name

» TCP/IP Configuration
Name Value
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‘\‘- « When the setting page is switch to another page from the page menu before Submit is clicked, all the
entered values will be cleared.
TIP

@ . See"A.Setting Items" for item details.

» Click Help at the top right and go to the help page to see the explanation for setting items.
Note

The restart page shows up. The update settings will be I . -
u tting 15 completed.
app|led after 2‘1 reStartS. CIle Restart. 'F:) take eifect of fhis setting, please restart.

=)
=

@ - To continue updating settings in other pages, wait restarting Z-1 until all updates are done.

Note

4. When the login page shows up, the basing settings are now updated.

Detailed Network Settings

1 Access the web page.

@ . Check "How to Access Web Page" in "3-1-5 Web Pages".

Note

2. Click the page link on the page menu to update settings. —

- General Configuration

¥ Details

- Product Configuration
- Wireless LAN[AP)

- Wireless LANISTA)

= Wired LAMN

= WLAN

- NTP

= Display Configuration
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When the setting page appears, change setting values if necessary, and click Submit at the
bottom right.

8 Product Genfiguration =
Product Gonfiguration
ELT N
» Gerersl Canfieuration
Narne. Vale
Hest Meme [SoTa102
Display Narre: [
» TOP/P Gorfieuration
Narne Vake
DHGF Glient ENABLE v
P Address 0000
Subret Mask 0000
Defauit Gateway 0000
P DNS Cenfisuration
Narne: Vake
DN Server (Primary) 0000
DNS Server (Secendary) 0000
b DHGP Server Confiuration
Narne Vaks
DHOP Server Furction
Start P Address 152168011
Erd P Address 1o2.1680254
Subret Mask 5255550
Default Gateway 0000
Lease Time 0 VDays [0 VHars [0 Vinbutes v

Copyright () 2019 sikx techroloey, bc.

@‘- « When the setting page is switch to another page from the page menu before Submit is clicked, all the
TI: entered values will be cleared. To access other pages, click Submit to save the entered values.

@ « See"A.Setting Items" for item details.

Note

The restart page shows up. The update settings will be |_’ — s
" . . ng 1= completasd.
applled after Z-1 restarts. Click Restart. To take effect of this setting, please restart

=)
=

@ » To continue changing settings in other pages, go to Step 2 and wait restarting Z-1 until all updates are
done.

Note

5 When the login page shows up, the settings are now updated.
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3-2. How to Change Wireless LAN (STA) Settings with Smart Wireless Setup

This chapter shows how easily wireless LAN (STA) settings can be changed using the smart wireless
setup in a network with a wired LAN router supporting WPS (Wi-Fi Protected Setup). When the network
mode is "Station", Z-1 works with the following methods under the smart wireless setup.

Push-button method
The wireless LAN settings can be updated with one of the following methods:
+ Press the function switch of Z-1.
« Go to the smart wireless setup page and click [Start].

PIN-code method
Go to the web page and enter the PIN code of the enrollee to change the wireless LAN settings.

3-2-1. Before Setup

In order to use the smart wireless setup function and change the wireless LAN settings, a wireless
LAN router supporting WPS is needed. Make sure that the WPS wireless LAN router is operating in the
user's network.

To check if the wireless LAN router supports WPS, see its instruction manual or contact the maker.

‘\; - Some wireless LAN routers need WPS function enabled. Check the instruction manual for more details.
TIP + When the wireless LAN router is used for security functions including Mac address filtering, change the setting
for Z-1 to be able to connect with the router.

3-2-2. Settings with Push-Button Method

Use the function switch or the web page to initiate the smart wireless setup for the wireless LAN (STA)
settings.
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Function Switch

1. Keepand hold the function switch until blue STATUS LED blinks every two seconds.

Z-1 (Front) Z-1 (Side)
e —

g#3IFO

[T

STATUS LED blinks in blue.
(Two-second interval)

Keep pressing the function switch.

. Push the WPS button of the wireless LAN router. Check that the wireless LAN router is in the
standby mode for a connection.

- WPS button's name, position, and form vary with a wireless LAN router in use. For details, see the router's
@ instruction manual.

Note -+ Useonly one wireless LAN router in this step. When multiple routers are on standby at once, Z-1 cannot
connect with a router.

3 When the settings is completely done, the steady blue STATUS LED turns on.

Z-1 (Side)
_

Steady blue STATUS LED

@ « Red STATUS LED turns on when the smart wireless setup fails due to the following events:
- No wireless LAN router was found in 120 seconds after the smart wireless setup started (time-out, WPS
Note specification).
- Two or more wireless LAN routers under WPS-PBC were found during the smart wireless (push-button)
setup (overwrapped, WPS specification)
+ Red STATUS LED turns on every 100 milliseconds when the smart wireless setup fails (other failure) due to
the following event:
- The smart wireless setup was initiated with a wireless LAN router (WPS 1.0 AP) that did not support WPS 2.0.
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1 . Click Wireless LAN (STA) on the page menu.

Wireless Settings from PC

¥ General
- Genersl Configuration

¥ Details
= Product Configuration

- Wireless LAN(STA)
__ \J\M;—J | D]

= WLAMN

- NTP

- Displav Confizuration

@ + Check "How to Access Web Page" in "3-1-5 Web Pages".

Note

2. The wireless LAN (STA) setting page appears. Click Smart Wireless Setup tab.

P HELP

» Smart Wireless Setup

Narme Walue

Smart Wireless Setup ENABLE v

PIN Gode 00780827 | Generate PIN
» Smart Wireless Setup Execute

Narme

Push Butten Execute

PIN Code 00780827 | Execute

Push the WPS button of the wireless LAN router. Check that the wireless LAN router is in the
standby mode for a connection.

@ « WPS button's name, position, and form vary with a wireless LAN router in use. For details, see the router's
instruction manual.
Note - Use only one wireless LAN router in this step. When multiple routers are on standby at once, Z-1 cannot
connect with a router.

4 Click Execute button of the Push Button method to initiate the smart wireless setup.

-

» Smart Wireless Setup Execute

‘ Push Button Eecouim ’

RS 00720327 Execute |

@ It may take some time to complete the setup in some environments (max two minutes).

Note
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5. 71 will get the same setting values of the wireless LAN
router after the setup.

1 Wireless LAM Conﬁguration(STA)

Giereral Confizuration [T lie=l ===y W)

p [t sucoeeded.
Plezse ermove a LAM cable ard reboot.

Unplug the LAN cable from Z-1 and from the network or the access point (1). Unplug and then
plug the power to the outlet (2), and restart Z-1.

Network

Ethernet Hub

AC Adapter

Now, the wireless LAN (STA) settings are completed.
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3-2-3. Settings with PIN-code Method

1 Click Wireless LAN (STA) on the page menu. ¥ Gororal
- General Configuration

¥ Details
- Product Configuration

- Wireless LAMSTA)

\ﬁ PR
= WLAN
- NTP
- Digplay Configuration

@ + Check "How to Access Web Page" in "3-1-5 Web Pages".

Note

2 The wireless LAN (STA) setting page appears. Click Smart Wireless Setup tab.

52 Wireless LAN Gonfiguration(STA) _‘ml
General Corfigurat. n [ESUEaR (= SEEg=E

» Smart Wireless Setup
Name Value
Smart Wireless Setup ENABLE Vv
PIN Code 00780827 | Generate PIN

» Smart Wirsless Setup Execute
Name
Push Button Execute
PIN Cede 00780827 Exectte

Check the PIN code on the page, and provide the access point with the PIN code. Do not close this
page for Step 5.

Sl Smart Wirsless Satup

P Smart Wirsless Setup

MName Value

Smart Wireless Satup
PIN Cade 00780827 = Generate PIN

@ - To change the PIN code, click Generate PIN to issue new PIN code.

Note
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4 Open another page to access the wireless LAN router's webpage. Enter Z-1's PIN code (see Step 3),
and start WPS connection from the router.

5. Go back to the Z-1's webpage and click Excute of PIN-code.
L

B Smart Wireless Setup Execute
MName
Push Butten

PIN Cade 00780827 Executs

6. 21 will get the same setting values of the wireless LAN router after the setup.

Srrert Wireless S=tup

» It succeeded
Please rermove a LAN cable ard reboot
Marne: Status
Enmllee FIN Code 4744260

7. Unplug the LAN cable from Z-1 and from the network or the access point (1). Unplug and then
plug the power to the outlet (2), and restart Z-1.

Network

Ethernet Hub

Ty

(M
LAN Cable

Z-1

AC Adapter

Now, the wireless LAN (STA) settings are completed.
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4. Projection on Display Devices
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4-1. How to Change Projection Mode

4-1-1. Projection Mode Type

Z-1 has the following five projection modes. Choose one of them, and then send videos and audio
data. Z-1 initially starts in Single Presenter mode (factory default).

+ Single Presenter mode

« Multi-Presenter mode

« Distribution Master mode
« Distribution Slave mode

+ Pair Display mode

Single Presenter mode

Single Presenter mode shows videos and images of one user in full screen.

Z-1 (AP Mode)
(e

silex
I technology
——

Presenters Display

« When a user connects to Z-1 during the other user's presentation, the current session will be
disconnected and the presenter will be switched to the newly-connected user.

« Display resolutions are up to 1,920 x 1,080 (iOS connection enables a resolution of 1,080 x 1,920:
portrait monitor). The screen will be enlarged when a 4K monitor is connected.

« The video frame rate is max 30 fps. The audio output is supported.

- For Windows devices, the dedicated tool is available. For Android, iOS and Mac OS, the OS-standard
function can be used for projection.

« When the size of sent images does not meet Z-1's resolutions, a black border will appear around the
images.
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Multi-Presenter Mode

Multi-Presenter mode splits the screen and shows images sent by two to four presenters.

Z-1 (AP Mode)
(((’ ,, ‘o e

G

Presenters Display Presenters

@ - One of presenters can become the primary session and Z-1 plays audio data of the primary device.
« The full-screen or split-screen display can be chosen on OSD menu.

4 users
A

QP « When four users are connecting and another user tries to connect to Z-1, the oldest session (the first
connection) will be disconnected and the new session will be established.

Note

When three or four users are connecting:
Four-split screen

3 users

TIP
When two users are connecting: When only one user is connecting:
Two-split screen Full screen: same as Single Presenter

mode
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Distribution Master Mode

Distribution Master mode works the same way as Single Presenter mode does.

Z-1 can transmit the received images to slave-mode Z-1 (up to 16 units) while it is showing the
images on the main monitor. It is useful for large conference venues which have multiple displays and
projectors in order to show the main-monitor images on them at the same time.

Master Mode Device Slave Mode Devices

Z-1 (AP Mode)
@

Z-1 (STA Mode)

. Displays
sliex
silex

I technology

A

silex

technology

)

I silex
technology

Display
(Main Monitor)

Presenter

‘\‘- + Make sure that the network mode for Master Z-1 has to be Access Point mode.
+ Both the Master and Slave Z-1 units have to be in the same segment (broadcast domain).
TIP + Do not set more than one Z-1 unit to Master mode in one segment.
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Distribution Slave Mode

Slave-mode devices are used together with the Master-mode device. These devices receive data from
the Master-mode device and show the same images as those on the main monitor.

Master Mode Device Slave Mode Devices

Z-1 (STA Mode)
(i |
. Displays
S
silex

I

silex
I technology

Z-1 (AP Mode)
(7

technology

silex

technology

G

Display
(Main Monitor)

Presenter

e; « Make sure that the network mode for Slave Z-1 has to be Station (STA) mode.
« Up to 16 units of Slave Z-1 can receive images at once.
TIP
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Pair Display Mode

Two units of Z-1 can connect each other in Pair Display mode and show presenters' screens (Local and
Remote screens) on a two-split-layout display.

+ Use OSD interface to connect two Z-1 units in Pair Display mode.

« One presenter's screen is shown on the left side of the screen (Local) while it is being sent to the
other Z-1.

« The received screen images are shown on the right side of the screen (Remote).
« The frame rate of Remote screen is max 1 fps, and the audio data is not transmitted.

Office A Office B

\\\2-1 (AP Mode) Z-1 (AP Mode) (((

A
=== ==
Presenter Display Display Presenter

4-1-2. Projection Mode Change

The projection mode can be changed with the function switch, OSD icon, or the web interface.

ﬂ; + When the projection mode is changed, the presenters and devices will be disconnected.
TIP
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Function Switch

Push the function switch once on the front side of Z-1. The display will show the mode-change
OSD menu and an arrow cursor appears next to the current projection mode.

Z-1 (Front)
’ Single Presenter

Function Switch
Multili Presenter
Distribution Master
Distribution Slave

Pair Display

2 Every time the function switch is pressed, the arrow cursor moves one menu down.

Move the arrow cursor to the new projection mode. Three seconds later, Z-1 will recognize the
mode and change the projection type.

‘\P « The connection sessions will be disconnected when the mode is changed.
TI: + Z-1 shows an OSD message and does not accept the control during the mode change.

@ - The current projection mode is shown in bold.

Note

OSD Icon

Click the projection-mode change icon on the tool bar, and the mode change menu will appear.
For more details, see "Z-1 User's Manual (Projection Control)".

‘g‘ « Need a USB mouse to click the icon on the tool bar.
TIP
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Web Page

1. Access the web page and click Display Configuration on the Y oo

Page menu. - General Configuration

¥ Details
= Product Configuration
- Wirsless LAM(AP)
- Wirsless LANSTA)
= Wired LAN
= WLAN
BT
- Display Confizuration

@ + Check "How to Access Web Page" in "3-1-5 Web Pages".

Note

2. Thedisplay setting page appears. Change Initial Presentation Mode and click Submit.

12 Display, Configuration _—ﬂ'
P HELP A
» Display Confizuration _l
Narne Value
—
Initial Presentation Mode )
———
Allow presenter interrupt
» Pair Display Config
MName Name IP Addrass
Pair 1 [Pairt | [o000 |
Pair 2 [Pair2 | [o000 |
Pair 3 |Paira | [o000 |
Pair 4 Psir4 | [0000 |
Pair 5 Pairs | [o000 |
Pair 8 [Pairs | [o000 |
Pair 7 [Pair7 | [o000 |
Pair 8 [Pairs | [o000 |
Pair 8 Psira | [0000 |
Pair 10 [Pairo | [0000 ]
v

‘\P « When the setting page is switch to another page from the page menu before Submit is clicked, all the
TIF? entered values will be cleared. To access other pages, click Submit to save the entered values.

3. The restart page shows up. The update settings will be [~

B Setting is completed.

applied after Z-1 restarts. Click Restart. To take effect of this setting, please restart

>

4_ After the restart, close the web browser.
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4-2. How to Show Screens on Display

4-2-1. Device Preparation

Prepare devices to send data to the display of Z-1.

C Devices to Project from ) ~N
Tablet Smartphone
L Windows / Mac OS iOS / Android / Windows iOS / Android
J

4-2-2. Projection

Send the device's screen to the Z-1 display.
For more details, see "Z-1 User's Manual (Projection Method)".
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5. Use of Wireless LAN Access Point Function
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5-1. How to Connect Wireless LAN Stations

5-1-1. Connecting Windows PC

This chapter shows how to connect Z-1 with Windows PC as a wireless LAN station.

@ « Check SSID and the security key (pre-shared key or WEP key) of Z-1 beforehand.
- Windows 10 is used for the following procedure. To connect PC with the other OS, follow the appropriate
Note procedure of the OS.

Click the network icon on the notification area (system

tray) to view wireless networks.

2 Select SSID of Z-1 and click Connect.

@ - Tick Connect automatically and your PC will automatically connect to Z-1 every time it restarts.

Note

Enter the pre-shared key or WEP key of Z-1 in the

. 7 SX013102
Enter the network security key box and click Next. " Se

red

Enter the network security key

o

Airplane mode
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4. When a message Do you want to allow your PC to be discoverable by other PCs and devices
on this network? appears, click Yes.

Now, the PC has connected to Z-1.

5-1-2. Use of Function Switch

This chapter shows how to use the function switch to connect Windows PC as a wireless LAN station.

e‘- + before going through the following procedure, make sure that the wireless LAN device supports Wi-Fi

- Protected Setup (WPS).
TIP

_ Go to the web page of Smart Wireless Setup under the wireless LAN (AP) settings before
the following steps, and make sure that Smart Wireless Setup is ENABLE.

12 Wireless LAN Gonfiguration(AP) = ‘
General G on  Extension Gonfiguration  Secu

Ul Smart Wireless Setup

» Smart Nirsless Setup
Smart Wireless Setup ENABLE Vv
L]
External Registrar DISABLE v
PIN Code 00730827 | Generate PIN |
* MAG Address Filter cannot be used, if the interface is enabled Smart Wireless Setup
‘‘‘‘‘‘‘ i

Blue blinking SETTING LED

Z-1 (Side)
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3 Press the wireless function switch on the wireless LAN station to connect.

4. Z-1 starts communicating and automatically provides the
same setting values to the station. When SETTING LED
turns steady blue, the setting has been done.

e —————

[ 1 [ T /T =] 1

F#L'FO

Steady blue SETTING  Z-1 (Side)
LED

Now, the wireless LAN station has connected to Z-1.

5-1-3. Use of Web Pages

This chapter shows how to connect a wireless LAN device by using web pages of Z-1.

@; « For the following procedure, make sure that the wireless LAN device supports Wi-Fi Protected Setup (WPS).
TIP

1. Access Z-1's web page and click Wireless LAN (AP) on the page ¥ Gereral

— General Confizuration
menu.

¥ [=tails
= Product Lontiguration

- Wirsless LAMAP)

= Wired LAMN

= WLAN

- MNTP

- Display Confizuration

@ + Check "How to Access Web Page" in "3-1-5 Web Pages".

Note

2 The wireless LAN (AP) setting page appears. Click the tab of Smart Wireless Setup.

1z Wireless LAN Configuration(AR) I g
General Configuration ension figuration ~ Securi Ul Smart Wireless Setup
_/ PHELP A

» Smart Wireless Setup

Name Value

Smart Wirsless Setup ENABLE W

Interface [Isx013102 v

External Registrar DISABLE v

PIN Code 00780827 | Generate PIN
* MAG Address Filter cannot be used, if the interface Is enabled Smart Wireless Setup

-Subm\t
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3 Check that the Smart Wireless Setup is ENABLE.

1 Wireless LAN Configuration(AP) I g
General Configuration )tension rfiguration  Security Configuratio

PO Smart Wireless Setup

il

[1] 5x013102

External Registrar DISABLE ¥
PIN Gode 00780227 | Generate PIN |

* MAC Address Filter cannot be used, if the interface is anabled Smart Wireless Setup.

|

The smart wireless setup page allows the following two methods to connect Z-1 and a wireless
LAN station.

« Push-button method
« PIN-code method

Use of Push-Button Method

1 Click Execute of the Push Button on the smart wireless setup page.

» Smart Wireless Setup Execute
Name
Push Button Execute
BIN Code — | [
L i

2 Press the wireless function switch on the wireless LAN station to connect.

3. Z-1starts communicating and automatically provides the
same setting values to the station. When SETTING LED [ =
turns steady blue, the setting has been done.

Steady blue SETTING ~ £°1(Side)
LED

Now, the wireless LAN station has connected to Z-1.
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Use of PIN Code

1. Goto the smart wireless setup page, and enter PIN code of the wireless LAN station in the PIN
Code. Click Register.

B Smart Wireless Setup Execute
Name:

‘g- « The PIN code has to be the one assigned to the wireless LAN station. See the device's instruction manual
for details.
TIP

2. Z-1 starts communicating and automatically provides the
same setting values to the station. When SETTING LED turns = o —— _,.,_=,!”,‘
steady blue, the setting has been done.

Steady blue SETTING Z-1 (Side)
LED

Now, the wireless LAN station has connected to Z-1.
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5-2. How to Accept/Block Specific Wireless LAN Station Devices

This chapter shows how to register MAC addresses of wireless LAN stations to accept or block
connections to Z-1.

@gy‘ - Before going to the step below, check MAC addresses of the target devices.
TIP

1 Access the web page and click Wireless LAN (AP) on the page ¥ General

— General Configuration
menu.

¥ Details
S ProdUCT LonTiguration

- Wireless LANLAP)

= Wired LAN

= WLAN

- NTP

= Display Configuration

@ + Check "How to Access Web Page" in "3-1-5 Web Pages".

Note

2. The wireless LAN (AP) setting page appears. Click the tab of Security Configuration.

22 Wireless LAN Configuration(AP) l =

Wiraless Interface [Wireless LAN 1 W

»_Security Configuration
MName Value

Privacy Separator

» MAC Address Filter Configuration

MName Value

Filter Type DISABLE Vv
MAC Address
00:00:00:0000:00 Add Delete

* MAC Address Filter cannot he used, if the interface is enabled Smart Wireless Setup.

Submit
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3 Select the filter type under MAC Address Filter Settings.

« ALLOW: Accepts only the registered wireless LAN stations to connect to Z-1.
- DENY: Blocks the registered wireless LAN stations to connect to Z-1.

» MAC Address Filter Configuration
Filter Type DISABLE V.
L -y
00:00:00:0000:00 Add Delete
* MAC Address Filter cannot be used, if the interface is enabled Smart Wireless Satup.
Submit

Enter the MAC address of the wireless LAN station in the MAC address input box, and click Add.
Repeat the step to register multiple devices. Click Submit after all MAC addresses have been

registered.

b MAC Address Filter Gonfiguration
Neme \alue
Filter Type
MAG Address 84253701 2045

5476 CE88.9999
( 8476.C5999999 Dekte | )
*#MAC Address Filter cannot be
L 71,

When the page is switch to another page from the page menu before Submit is clicked, all the entered
values will be cleared. To access other pages, click Submit to save the entered values.

@ « MAC addresses must be the form of "XX:XX:XX:XX:XX:XX".
- The vender code (the first 6 characters of MAC address) alone can be registered. In that case, wireless
Note devices having the vendor code will be accepted or blocked.
- To delete the registered MAC addresses, select them and click Delete.

The restart page shows up. The new settings will be applied
after Z-1 restarts. Click Restart. B Setting s completed.

To take effect of thiz setting, please restart.

A

@ « To continue updating settings in other pages, wait restarting Z-1 until all updates are done.

Note

6 After the restart, close the web browser.
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5-3. Ban on Wireless LAN Station Communications

This chapter describes a way to prohibit wireless LAN stations from establish communication each
other, and to allow communication of a device wired to Z-1.

1. Access the web page and click Wireless LAN (AP) on the page ¥ General

- Generml Configuration
menu.

¥ [etails
= Product LonTiguraton

- Wireless LANIAP)

= Wired LAN

= WLAN

- NTP

- Display Confizuration

@ « Check "How to Access Web Page" in "3-1-5 Web Pages".

Note

2. The wireless LAN (AP) setting page appears. Click the tab of Security Configuration.

12 Wireless LAN Configuration(AP) l

Wiraless Interface |Wireless LAN 1 W

» Security Configuration
MName Value

Privacy Separator
» MAC Address Fiker Configuration

Name Value

Filter Type DISABLE v

MAC Address

00:00:00:00:00:00 Add Delete

#* MAC Address Filter cannot be used, if the interface is enabled Smart Wireless Setup.

L v
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3 Choose ON for Privacy Separator, and click Submit.

Wireless Interface |Wireless LAN 1 W

» Security Configuration

‘ Privacy Separator '

MName Walue

Filter Type DISABLE v
MAC Address
00:00:00:0000:00 Add Delete

* MAC Address Filter cannot be used, if the interface is enabled Smart Wireless Setup -
L 7

e: « When the page is switch to another page from the page menu before Submit is clicked, all the entered
TIP values will be cleared. To access other pages, click Submit to save the entered values.

The restart page shows up. The new settings will be applied
after Z-1 restarts. Click Restart. B Setting s completed.

To take effect of thiz setting, nlease restart.

=)
=

@ + To continue updating settings in other pages, wait restarting Z-1 until all updates are done.

Note

5 After the restart, close the web browser.
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5-4. Disabling Smart Wireless Setup

This chapter shows how to disable the smart wireless setup functions (e.g. Push-switch method to
connect to a wireless LAN station).

1 Access the web page and click Wireless LAN (AP) on the page ¥ General

- General Configuration
menu.

¥ Details
= Product Lontigura ton

- Wireless LANCAP)

= Wired LAMN

= WLAN

- NTP

- Digplay Configuration

@ . Check "How to Access Web Page" in "3-1-5 Web Pages".

Note

2. The wireless LAN (AP) setting page appears. Click the tab of Smart Wireless Setup.

1 Wireless LAN Configuration(AP) _—ﬂl

Smart Wireless Setup

B Smart Wireless Setup

Name Value

Smart Wireless Sstup ENABLE v
Interface (] sxoraioe v
External Registrar DISABLE v

PIN Code 007280827 ~ Generate PIN

#* MAC Address Filter cannot be used, if the interface is enabled Smart Wireless Setup.

L

JdL

> Smart Wireless Setup Information
Name Status
Smart Wireless Setup ENABLE

Wireless LAN config status Gonfigured [JURCORTENS

JdL

» ireless LAN Information
Name Status
Interface ENABLE
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3. Select DISABLE for Smart Wireless Setup, and click Submit.

B Smart Wireless Setup

Name Walue

Smart Wireless Setup ENABLE WV

Extemal Registrar DISABLE v

PIN Gode 00780827 = Generate PIN
* MAC Address Filter cannot be used, if the interface is enabled Smart Wireless Setup.
» Smart Wireless Setup Information

Mame Status

Q‘- - When the setting page is switch to another page from the page menu before Submit is clicked, all the
TIP entered values will be cleared. To access other pages, click Submit to save the entered values.

4 The restart page shows up. The new settings will be applied [~
after Z-1 restarts. Click Restart. P Setting ks completed

To take effect of this setting, please restart.

A

@ - To continue updating settings in other pages, wait restarting Z-1 until all updates are done.

Note

5 After the restart, close the web browser.
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6. Other Functions
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6-1. Status Monitoring Function on Web Browser

6-1-1. System Status Check

The network status of Z-1 including TCP/IP can be checked on the web page.

1. Access Z-1 's web page and click System on the page menu.

@ « Check "How to Access Web Page" in "3-1-5 Web Pages".

Note

2. The system status page appears.

&2 System Status

System Status

e

» System Status
Name
Series Name
Preduct Name

Gl

» Wireless LAN 2 Configuration

Status
silex
Z-1
110

ion
MAC Addres 84:25:31.01:31.02
Host Name SX013102
IP Address 16825453122
Subnet Mask 25525500
Default Gateway 0.000

» Wirekess LAN(AP)
Name Status
Wireless Mode 802 11ac
Channel Bandwidth 40MHz
Channel 36 ch
T Power 100

B Wireless LAN 1 Configuration
Narme Status
Interface ENABLE
SsID SX013102
Netyork Authe ntication WPAZ-PEK
Encryption Mode AES

.

$ Refresh (R HELP A

_|

Copyright () 2019 silex technology, Ine.

66
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|

ltem Description
System status
Product name Name of the product, Z-1
Version Firmware version of the product
MAC address MAC address of the product
Host name Host name in use
IP address Currently assigned IP address
Subnet mask Subnet mask in use
Default gateway Gateway address in use

Address of the DHCP server that provided the IP address

DHCP server (This is shown only when the address is obtained from DHCP.)

Wireless LAN (AP) common settings

Wireless mode Wireless mode in use

Channel bandwidth Channel bandwidth in use

Channel Communication channel in use

Tx power Radio transmission strength of the wireless LAN

Wireless LAN settings 1 to 4

Interface Status of the wireless interface in use
SSID SSID in use

Network authentication Configured network authentication
Encryption mode Configured encryption method

Wireless LAN (STA) common settings

Current SSID SSID in use
Wireless LAN status Connection status of the radio
Current channel Channel in use
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6-1-2. How to Check Wireless LAN Status

The web page provides the status of wireless LAN stations connected to Z-1. The status includes MAC
address of devices and the radio strength.

1. Access Z-1's web page and click Wireless LAN on the page menu.

silex

technology

Select Language
[English v|

¥ Siotus
= oystem
- Wirsless LAN

¥ General
— General Configuration

@ + Check "How to Access Web Page" in "3-1-5 Web Pages".

Note

2 The wireless LAN status page appears.

12 Wireless Status __‘*l
P Refrech .* HELP
I_b Wireless LAN 1 —l
MAC Address Wireless Signal Strength(dBm) IF Address
S (1] ERNRMTTTI] Rk}
P Wireless LAM 2
MAG Address Wireless Signal Strength(dBrm) IP Address
e 0000000000000 1)
» Wireless LAN 3
MAC Address Wireless Signal Strength(dBm) IP Address
B Wirsless LAN 4
MAC Address Wireless Signal Strength(dBm) IP Address
Iltem Description
MAC Address Shows MAC addresses of wireless LAN station devices

connected to Z-1.

Wireless Signal Strength (dBm)  |Shows the radio strength of the devices.
IP Address Shows the IP addresses of the devices.
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6-2. Use of DHCP Server Functions

This chapter describes the DHCP server functions of Z-1. When there is no network device with DHCP
server functions in the user's environment, Z-1 can automatically assign IP addresses to PC and

network devices in the network.

@ + In order to allocate an IP address to PC automatically with the DHCP server functions, enable "Obtain an IP

address automatically" for the PC.

Note

6-2-1. Setup for DHCP Server Functions

1 Access Z-1's web page and click Product Configuration on the
page menu.

@ + Check "How to Access Web Page" in "3-1-5 Web Pages".

Note

¥ General

— Gerneml Configuration

= Product Configuration

— Wirsless LANIST

= Wired LAN

= WLAN

- NTP

— Display Configuration

2. The product setting page appears. Enable the DHCP server functions under DHCP Server
Configuration, change the following items, and click Submit at the right bottom of the page.

DHCP Server Configuration
Name

=

alue
DHCP Server Function ENABLE WV
Start IP Addrese 82168.0.11

End [P Address 02.162.0254
Subnet Mask

S =]=
o
fal
0
i
fal
o
i
@
=)

Default Gateway 000

Lease Time 0 Vpays [0 VHous [0 Viminutes

(=

-

es- « When the page is switch to another page from the page menu before Submit is clicked, all the entered
TIP values will be cleared. To access other pages, click Submit to save the entered values.

@ . See"A. Setting Items" for item details.

Note
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The restart page shows up. The new settings will be applied |—

after Z-1 restarts B Setting is completed
* To take effect of this setting, please restart.

A

@ - To continue updating settings in other pages, wait restarting Z-1 until all updates are done.

Note

4 After the restart, close the web browser.
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6-3. Use of VLAN Function

6-3-1.VLAN Function

Z-1's access point mode supports multiple SSIDs. Z-1 (one unit) can give VLAN ID to each SSID, and can
create up to four virtual network groups together with a switching hub supporting tagged VLAN (VLAN
Hub).

a N a N
SSID: KANRI SSID: GUEST
./ A /
Z-1
VLAN Hub
L=

VLAN ID: 1 VLAN ID: 100
- /) - /)

Group A Group B

Creating Virtual Network Groups

‘y « Tagged VLAN must be compliant with [EEE802.1Q.
« Dynamic VLAN is not included.
TIP

6-3-2. VLAN Function Setup

This chapter describes how to connect Z-1 to a network where network groups have been established
with a VLAN hub.
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Getting Information on Network VLAN
Check the following information of the network:

Location of the trunk port on the VLAN hub.
«  VLANID of the native VLAN

« VLAN ID of devices connected to the VLAN hub

Trunk Port

: VLAN Hub

VLANID: 1

VLAN ID: 200

VLANID: 100

@: - When there is no available trunk port, create a trunk port for the VLAN hub.
TIP « For details of the VLAN hub, check the instruction manual.

Updating VLAN Function on Z-1

1. Access Z-1's web page and click VLAN on the page menu.

¥ Gereral
— General Configuration

¥ Details

= Product Configuration
— hireless LANCAP)

— Mireless LANIST

= Wiire

= WLARN

LT

= Digplay Configuration

@ « Check "How to Access Web Page" in "3-1-5 Web Pages".

Note
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2. TheVLAN setting page appears. Enter the setting values and click Submit at the bottom right.

& System Status

e

» System Status
Name
Series Mame
Product Name
Version
MAG Address
Host Name
1P Add ress
Subret Mask
Default Gateway

» Wireless LAN(AP)
Name
Wireless Mode
Channel Bandwidth
Chanrel
T Power

w» Wirsless LAN 1 Configuration
Name

Interface
881D

Status

silex

1

110
84:253f:01:31:02
SX013102
16825453122
25525500
0000

Status
802 11ac
40MHz
36 ch
100%

Status
ENABLE
SX013102

ﬁﬁ/«

J

‘g‘

TIP

(<

Note

When the page is switch to another page from the page menu before Submit is clicked, all the entered
values will be cleared. To access other pages, click Submit to save the entered values.

« To change the network authentication to 802.1X, WPA-Enterprise, WPA2-Enterprise, or WPA/WPA2-

Enterprise in a network where VLAN function is enabled, provide the input box Management VLAN ID
with VLAN ID of the network group that includes RADIUS server.

See "A. Setting Items" for item details.

The Native VLAN ID input box should get the native VLAN ID of the VLAN hub.

The VLAN ID input boxes under wireless LAN 1 to 4 should get VLAN ID of devices connected to the hub.
After the VLAN function is enabled, settings of Z-1 can be updated from the network group only when its
VLAN ID is same as the management one.

When the VLAN function is enabled, VLAN ID can be updated on the basic wireless LAN setting page as
well.

When Native VLAN ID and Management VLAN ID have the same value and the VLAN function is enabled,
any hub can access Z-1 although the hub does not support VLAN. It is recommended that Native VLAN ID
and Management VLAN ID have the same value.

The restart page shows up. The new settings will be applied .

" after Z-1 restarts. Click Restart.

P Setting is completed
To take effect of thiz setting, please restart.

>

4 After the restart, close the web browser.
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Connecting Z-1 to Trunk Port of VLAN Hub

Connect the wired port of Z-1 with the trunk port of the VLAN hub.

VLAN Hub

[l

S

Trunk Port

LAN Cable

Now, the VLAN function setup is done, and Z-1 will operate with virtual network groups based on the

(@

SSID: KANRI SSID: GUEST SSID: EIGYOU
Z-1
VLAN Hub
VLAN ID: 100
[ ]
VLAN ID: 1 VLAN ID: 200

Group A

Creating Virtual Network Groups

@P « After the VLAN function is enabled, settings of Z-1 can be updated from the network group only when its VLAN
TIP ID is same as the management one. If the management VLAN ID cannot be given to a group, reset Z-1 to the
factory default settings and go through the VLAN function setting procedure again.
To use PC in a wireless LAN with VLAN function to update the settings, VLAN ID for the wireless LAN's SSID
needs to be same as management VLAN ID.
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6-4. Clock Sync with NTP Server

This chapter describes how to get the time from the NTP server.

6-4-1. NTP Function Overview

Z-1 can get the time information from the NTP server in the wired LAN network.
@ « When there is no NTP server in the network, the system time will start at "00:00:00 (hours: minutes: seconds)

on January 1, 1970"
Note - Z-1clockcan sync up with the time of Windows PC as well.

6-4-2. NTP Function Settings

1 Access the web page and click NTP on the page menu.

¥ General
— General Configuration

¥ Details

= Product Configuration
- Vireless LANCAR)

- Wirsless LANCSTA)

— Virad LAN

- NTP

Pmle Dl

@ + Check How to Access Web Page in 3-1-2 Web Pages.

Note

2. The NTP setting page appears. Enable NTP, update the following items, and click Submit.

&2 NTP, Configuration _——ﬂ "

NTP Corfiguration

P HELP

’ » NTP Configuration

Name Value

IR

NTP Server

. Local Time Zone 00 v

N8~ - When the setting page is switch to another page from the page menu before Submit is clicked, all the
TIP entered values will be cleared. To access other pages, click Submit to save the entered values

@ . See"A.Setting Items" for item details.

Note
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3. The restart page shows up. The update settings will be [~
applied after Z-1 restarts. Click Restart. Y g, esse restart

=D
L

4_ After the restart, close the web browser.
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6-5. Security Functions

6-5-1. Use of Security Functions

How to Change Administrator Password

4. Access Z-1's web page and click Password on the page menu.

" ey

— Password

¥ Device Managemeant
= Import Configuration
— Export Confizuration

¥ Maintsnance

— Restart

- Factory Default
= Firmware Update
- silex Glohal Site

@ + Check "How to Access Web Page" in "3-1-5 Web Pages".

Note

2. The password setting page appears. Enter the new password in New Password and Confirm New
Password, and then click Submit.

&2 Password Configuration l

Password Configuration

Set a password for accessing the configuration paze

Please handle the password carefully. If it is lost, you wor't be able to change the configuration without resetting this product to P HELP
factory defaults.
-
»_Please input the password
MNew Password
Confirm New Password
| |
e,- - You must memorize the password. If you forget it, you will not be able to change the settings unless Z-1 is
TI: restored to the factory default settings.

3. The restart page shows up. The update settings will be ™
applied after Z-1 restarts. Click Restart.

P Setting is completed.
To take effect of this setting, please restart

=
=

@ - To continue updating settings in other pages, wait restarting Z-1 until all updates are done.
Note

77



Z-1 User's Manual (Configuration Method)

4 . After the restart, the login page appears. The new administrator password is now working.

Access Control

The access control function limits specific protocols to access Z-1. The wired LAN and the wireless LAN
can have a separate access control setting.

1 Access Z-1's web page and click Access Control on the page :
menu. = Fasswo

- Access Control

¥ Davice Managsmeant
= Import Configuration

- Export Configuration

¥ hhintenance

- Restart

- Factory Default

= Firmware Update
- silex Glohal Site

@ « Check "How to Access Web Page" in "3-1-5 Web Pages".

Note

2. The access control page appears. Set Enable/Disable to the following items and click Submit.

R ___...l-‘

P HELP

) » Access Control
Name Wired LAN Wireless LAN

HiTP
HrTPS
swp
Device Server
Screen Projsction

» CIFS / SMB Server Configuration
Name

=

alue

|

User Name

Password

i

@ « To continue updating settings in other pages, wait restarting Z-1 until all updates are done.

Note

3. The restart page shows up. The update settings will be [~
applied after Z-1 restarts. Click Restart.

B Setting iz completed.
To take effect of this setting, please restart.

L

4 . After the restart, the login page appears. Now, the access control setting has been completed.
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6-5-2. How to Accept/Block Specific Wired LAN Devices

This chapter shows how to register MAC addresses of wired LAN devices to accept or block
connections to Z-1.

@3‘- - Before going to the step below, check MAC addresses of the target devices.
TIP

1 . Access the web page and click Wired LAN on the page menu.

¥ General

— General Configuration

¥ Details
= Product Configuration
= Wirzless

— Wirsd LAN

Lo o

- NTP
- Display Confizuration

@ « Check "How to Access Web Page" in "3-1-5 Web Pages".

Note

2. The wired LAN setting page appears. Click the tab of Security Configuration.

|
&2 Wired LAN Configuration _—ml‘
P HELP
» MAC Address Filter Configuration

Marme Value

Filter Type DISABLE Vv

MAC Address

0000:0000:0000 Add Delete ‘

3 Select the filter type under MAC Address Filter Settings.

+ ALLOW: Accepts only the registered wired LAN devices to connect to Z-1.
« DENY: Blocks the registered wired LAN devices to connect to Z-1.

i
» MAC Address Filter Gonfiguration
00:00:00:00:00:00 Add Delete
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4_ Enter the MAC address of the wired LAN device in the MAC address input box, and click Add.

Repeat adding MAC addresses to register multiple devices. Click Submit after all MAC addresses
have been registered.

oy
B MAC Address Filter Gonfiguration

Mame Value

Filter Type ALLOW ¥

MAG Address 8425 3F 012045

703EAD
( 2476 C5.99.09 99 Add ’\e(e
=)

‘\‘- « When the page is switch to another page from the page menu before Submit is clicked, all the entered
values will be cleared. To access other pages, click Submit to save the entered values.

@ « MAC addresses must be the form of "XX:XX:XX:XX:XX:XX".
- The vender code (the first 6 characters of MAC address) can be registered alone. In that case, wired devices
Note having the vendor code will be accepted or blocked.
« To delete the registered MAC addresses, select them and click Delete.

5 The restart page shows up. The new settings will be applied .
after Z-1 restarts. Click Restart. P Setting s completed.

To take effect of thiz setting, please restart.

L

@ » To continue updating settings in other pages, wait restarting Z-1 until all updates are done.

Note

6 After the restart, close the web browser.
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6-6. Administrative Functions

6-6-1. Export/Import of Setting Data

This chapter explains how to export/import the setting data. The export function saves Z-1's setting
information as a file (config.txt) in external hardware. The import function reads and applies the saved

setting data to Z-1. Since the import and export can be done from the web page, use a web browser for
the operation.

HOST_NAME=5X01310D

NETDA_DISPLAY_NAME=5X01310D
Export NETDA_SCREEN_SHARE=DISABLE
BOOTP_ENABLE=ENABLE
IPADDR=192.168.0.10
NETMASK=255.255.255.0
GATEWAY=00.0.0
DNS_PRIMARY=00.0.0
DNS_SECONDARY=0.0.0.0
STBSCRN_RESOLUTION=31
NETWORK_MODE=AccessPoint

LAN_INTERFACE=AUTO

silex

technology

JUMBOFRAME_ENABLE=OFF
WIRED_MAC_FILTER_TYPE=DISABLE
WIRED_MAC_FILTER_01=00:00:00:00:00:00

WIRED_MAC_FILTER_( :00:00:00:00:00
WIRED_MAC_FILTER_04=00:00:00:00:00:00

Import

Setting data file
(config.txt)

Q‘- « Only the exported setting data file should be imported.
Do not change the file name or the content of the exported setting data file, otherwise the file may not be
imported.

« If the firmware version is different from when Z-1 exported the setting data file, Z-1 may not be able to import
the file.

Export Setting from Web Page

1. Access Z-1's web page and click Export Configuration on the T
page menu. _ Lasswon

= Access Control

¥ Device Management
= Impo GRTIZUFETICN

— Export Confizuration

¥ Mhintenance

— Restart

- Factory Default

= Firmware Update
= silex Global Site

@ + Check "How to Access Web Page" in "3-1-5 Web Pages".

Note
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2.

3.

2,

The export setting page appears. Click Yes.

e — —

P HELP

1

» Do you want to export the configuration file?

The confirmation dialog appears and asks where to save the setting data file (config.txt). Click Save.

@ . Click[ W ] and "Save as" function will appear.

Note

Import Setting from Web Page

eg.- - When importing the setting that uses a certificate, the certificate needs to be imported beforehand.

TIP

Access Z-1's web page and click Import Configuration on ¥ Security
the page menu. - Fassword

- Access Control

T oevice @nagement

= Import Configuration
- = .

¥ Maintznance

- Restart

- Factory Default
= Firmware Update

@ « Check "How to Access Web Page" in "3-1-5 Web Pages".

Note

The import setting page appears. Click Browse, select the setting data file (config.txt) to import
from the file dialog, and click Open.

&2 Import Gonfiguration _-ﬂ'

RPHELP A
» Specify the configuration file to import 1o this product.
— -

@ . The importing setting data file has to be the one exported from Z-1.

Note
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click Submit.

3. Check the specified file is shown at New Configuration File, and ( )
it

_

‘\P « When the page is switch to another page from the page menu before Submit is clicked, all the entered
= values will be cleared. To access other pages, click Submit to save the entered values.

TIP

The check dialog for file import appears. Click OK and the
file import begins.

Message from webpage *

o Do you want to import the configuration file?

Import Certificate from Web Page

1. Access Z-1's web page and click Import Configuration on the ¥ Security
page menu. " hecass Gontrol

@ + Check "How to Access Web Page" in "3-1-5 Web Pages".

Note

“ Device Management
= Import Configuration
I = :

¥ Mainternance

- Restart

- Factory Default
= Firmware Update

2. Theimport setting page appears. Register the certificate to use for the IEEE802.1X authentication.

» Certificate import
Narme Value

Client Certificate Password |

Client Certification Browse.

CA Certification Brewse.

PAC File Distribution Browse. ‘

Certificate Name Registration Status
Client Ce rtification Not Regis tered

CA Certification Not Regis tered
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3. Click Submit. .
When the restart is completed, the login page appears. _I

‘\.- « When the page is switch to another page from the page menu before Submit is clicked, all the entered
TIP values will be cleared. To access other pages, click Submit to save the entered values.
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6-7. Maintenance Functions

6-7-1. Restart

The following options can restart Z-1.

- Hard reboot
+ Web page

‘\é‘ - Before restarting Z-1, make sure that there is no device connected to Z-1.
TIP

Hardware Reboot

4. Unplug the power code from the outlet.
2. Plug the power code into the outlet.

3 The standby screen appears on the display connected to Z-1. When the animation stops, Z-1 is
ready to operate.

Restart from Web Page

1 . Access the web page and click Restart on the page menu. ¥ Security

- Password
— Access Control

¥ Davice Managemant
= Import Configuration
— Export Configuration

" Maintenance
— Restart
L &

[

= Firmware Update
- silex Glohal Site

@ « Check "How to Access Web Page" in "3-1-5 Web Pages"

Note
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2. Therestart page appears. Click Yes to restart Z-1.

m Rostart - .l ®

P HELP

»_Are you sure to restart this product?

=

3. After the restart, the login page appears . Close the web browser.

6-7-2. Factory Reset

Here are some examples why the user should restore the factory default settings to Z-1:
- Will change the settings because the Z-1 was used for the other network.
- Cannot access the web page because the administration password is lost.

There are two ways for a factory reset:

- Factory reset switch

- Web page

Q‘- - After a factory reset, all the settings will be replaced with the factory default settings. Creating a backup of the
= current settings is recommended.

TiP Make sure that there is no device connected to Z-1 for a factory reset.

Do not unplug the power code during a factory reset.
Do not push the factory reset switch when Z-1 boots up after a factory reset.

How to Use Factory Reset Switch

4. Unplug the power code from the outlet.

2. Using a pen or something sharp, press and hold the factory reset switch and plug the power into the
outlet. The LINK LED and STATUS LED of the LAN port will turn on. Keep holding the switch.
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3. The factory reset procedure will start when the STATUS LED of the LAN port turns off. Then, release

the switch. When the WLAN LED on the side turns on or blinks, Z-1 has been restored to the factory
default settings.

Factory reset switch LINKLED

STATUS LED

| :': [ 1T 1T =T Il

Z-1 (Side) #2L0< 0

STATUS LED

How to Factory Reset from Web Page

1. Access the web page and click Factory Default on the page ¥ Security
menu. - Password

— Access Control

¥ Device Management
= Import Configuration
— Export Configuration

¥ hhintenance

RAGCEE]
- Factory Default
= Fin’nw | |n1~H+
= silex Global Site

@ « Check "How to Access Web Page" in "3-1-5 Web Pages"

Note
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2. The factory reset page appears. Click Yes.

R HELP
‘ o 1
» Are you surs to reset this product to the initial setting?
L _I
3. The confirm dialog appears. Click OK to initiate Message from webpage X

the factory reset.

o Are you sure to reset this product to the initial setting?

( ) o

4. Z-1 restarts after the factory reset.

5. When the factory reset is done, the login page will appear. Close the web browser.

‘\‘- + Since the IP address of Z-1 returns to the factory default setting, the PC will not be able to access the Z-1
TIP and cannot show the login page. If it happens, change the IP address of Z-1 or of the PC.
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6-7-3. Firmware Update

How to Download Latest Firmware

The latest firmware is published on silex technology's website. Before updating the firmware,
download the latest one from the website.

1 Access our website below.

URL: https://www.silextechnology.com/

2. Goto the support page and select the product model.

3 Download the latest firmware (Z-1.bin) on the PC.

Now, you have the latest firmware.
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How to Update Firmware

@,‘ « Make sure that there is no PC connected to Z-1 before updating the firmware.
Tlg + Do not unplug the power code from the outlet while the firmware is being updated.

1. Access the web page and click Firmware Update on the page ¥ Security
) menu. - Passwornd

- Access Control

¥ Davice Managemant
= Import Configuration
- Export Configuration

¥ Maintznance

- Restart

Rl Isacslara wlo) =111
= Firmware Update
sslacilobalois

@ » Check "How to Access Web Page" in "3-1-5 Web Pages".

Note

2. Click Browse, select the latest firmware (Z-1.bin) on the PC, and click Update.

@ Choose File to Upload X
‘ « © 1 B> ThisPC > Desktop v|©] | search Deskop »
22 Firmware Update Organize ~  Newfolder =- m @ |

.J s Quick access
Creative Cloud Fild
Firmware Update o Creative Clou

@ OneDrive

Specify a firmware update fls to upgrade the firmware gt Smrc
@ Network
B Click [Browse] and sslact the firmware updats fils saved on your PC
When finiched, click [Updte]

* It may take @ while to upgrade the firmware.
Please de not tum off this product while the firmware update is in progress

Mew firmware Browse,
File name:

\ ( o ) =
Update

3. The update confirm dialog appears. Click OK to update

I 1722572205 o
the firmware.

IP-LIITET T T-FLET.

(=)~

4. When the login page appears, check the latest version is displayed in the bottom left corner.
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5. Now, the firmware has been updated. Close the web browser and unplug the power code from the
outlet. Then, plug the power code again and reboot Z-1.
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A. Setting Items
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A-1. Basic Setting Items

To change setting items from a web browser, see "A-2. Detailed Setting Items".
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A-2. Detailed Setting Items

This chapter shows detailed setting items to be set from a web browser.

A-2-1. Z-1 Settings

Z-1 Settings

Product Configuration
Name Host Name
Description It sets the host name. Make sure the name is different from that of other devices.

Value/Range

1 to 15 alphanumeric characters and some symbols

Default value

SXxxxxxx (xxxxxx: Last 3 bytes of the MAC address)

Name

Display name

Description

It sets the name of Z-1 to be displayed on the dedicated application.

Value/Range

Character string (15 characters or less)

Default value

SXxxxxxx (xxxxxx: Last 3 bytes of the MAC address)

TCP/IP Configuration
Name DHCP Client
" It enables or disables DHCP protocol. For Z-1 to get IP addresses automatically from the DHCP server,
Description L
they should be operating in the same network.
Value/Range Enable/Disable
Default value Enable
Name IP Address
Descriotion It specifies the IP address. When DHCP client is enabled, an IP address obtained from DHCP server will
P be preferentially assigned.
Value/Range 0.0.0.0 to 255.255.255.255
Default value 0.0.0.0
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Name Subnet Mask
It specifies the subnet mask. When DHCP client is enabled, a subnet mask sent by DHCP server will be
preferentially assigned.

Description

When 0.0.0.0 is given, a subnet mask corresponding to the IP address's
class will be automatically applied.

Value/Range

0.0.0.0 to 255.255.255.255

Default value

0.0.0.0

Name

Default Gateway

Description

It specifies the default gateway. 0.0.0.0 (default value) disables the setting.

When DHCP client is enabled, a default gateway obtained from DHCP server will be preferentially
assigned.

Value/Range 0.0.0.0 to 255.255.255.255
Default value 0.0.0.0
DNS Configuration
Name DNS Server (Primary)
P It speciﬁfes DNS primar)./ server.address. When DHCP client is enabled, DNS server obtained from DHCP
server will be preferentially assigned.
Value/Range 0.0.0.0 to 255.255.255.255
Default value 0.0.0.0
Name DNS Server (Secondary)
Desataien It specifies DN§ secondary se.rver ad.dress. When DHCP client is enabled, DNS server obtained from
DHCP server will be preferentially assigned.
Value/Range 0.0.0.0 to 255.255.255.255
Default value 0.0.0.0

DHCP Server Configuration

Name DHCP Server Function

resaiistien It enables or disables DHCP server. When Z-1 is u:sed as DI.-|CP. server and automatically assiqns an IP
address to PC, choose Enable. When DHCP server is operating in the same network, choose Disable.

Value/Range Enable/Disable

Default value Disable
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Name Start IP Address

Description It specifies the start IP address when DHCP server function is enabled.

Value/Range 0.0.0.0 to 255.255.255.255

Default value 192.168.0.11

Name End IP Address

Description It specifies the end IP address when DHCP server function is enabled.

Value/Range 0.0.0.0 to 255.255.255.255

Default value 192.168.0.254

Name Subnet Mask

Description It specifies.the subnet .mask for the assigned. IP address. When 0.0.0.0 is given, a subnet mask
corresponding to the assigned start IP address will be automatically used.

Value/Range 0.0.0.0 to 255.255.255.255

Default value 255.255.255.0

Name Default Gateway

Description It specifies the default gateway. "0.0.0.0 (default value)" disables the setting.

Value/Range 0.0.0.0 to 255.255.255.255

Default value 0.0.0.0

Name Lease Time

Description It specifies the lease time. When 0 days 0 hours 0 minutes are given, the lease time period is 10 days.

Value/Range 0 days 0 hours 0 minutes to 44 days 23 hours 59 minutes

Default value 0 days 0 hours 0 minutes

A-2-2. Wireless LAN (AP) Setting Items

Basic Settings

Wireless LAN Common Configuration

Name Network Mode

Description It sets the network operation mode.

AccessPoint

Value/Range Station
Wired
Default value AccessPoint
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Name

Wireless Mode

Description

It sets the type of IEEE 802.11 wireless standards for Z-1.

Value/Range

[2.4 GHz]
802.11b:
Communication in IEEE 802.11b

802.11b/g:
Communication in IEEE 802.11b and IEEE 802.11g

802.11n/b/g:
Communication in IEEE 802.11n, [EEE 802.11b, and IEEE 802.11g

[5GHZ]
802.11a:
Communication in IEEE 802.11a

802.11n/a:
Communication in IEEE 802.11n and IEEE 802.11a

802.11ac:
Communication in IEEE 802.11ac

Default value

802.11ac

Name Channel Bandwidth
It specifies the frequency bandwidth when the wireless mode is 802.11n/b/g, 802.11n/a or 802.11ac.
Frequency bands are divided in a wireless LAN so that multiple wireless devices can communicate at
Description once. Segmented bands are called channels. The frequency bandwidth is 20 MHz per channel in the

wireless LAN. When the channel bandwidth is 40 MHz or 80 MHz, the data amount per traffic increases
and Z-1 can attain the high-speed communication. 80 MHz is only available when the wireless mode is
802.11ac.

Value/Range 20 MHz/40 MHz/80 MHz
Default value 40 MHz
Name Channel
It specifies a channel used in the wireless LAN.
Description

Channels are divided frequency bands. Frequency bands are divided in a wireless LAN so that multiple
wireless devices can communicate at once.

Value/Range

[24GHz] 1to13

[5 GHz] W52:36/40/44 /48
W53:52/56/60/64
W56:100/104/108/112/116/120/124/128/132/136/ 140
W58:149/153/157/161/ 165

[AUTO] AUTO

*When Z-1's communication becomes unstable due to radio interference from other wireless
products, change the channel.

* Channels for W53 and W56 cannot make communication in one minute after Z-1 starts up or when
Z-1 detects radar wave.

Default value

36
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Name

Ext Channel

Description

It shows an extended channel to use. This setting can be applied only when the channel bandwidth is
set to 40 MHz.

Value/Range

The extended channel setting depends on the communication channels.

Default value

40

Name DFS Primary Channel
It specifies a channel to be switched when the communication channel is subject to DFS and radar
St waves are detected. When the alternative channel is not specified or when radar waves are detected on

the switched channel, Z-1 will switch the channel in the certain order. This setting is applied only when
the communication channel is in W53 or W56 band.

Value/Range

When the communication channel is in:
W53: A channel in W53 band or NONE.
W56: A channel in W56 band or NONE.

Default value

NONE

Name Transmit Power Level
It specifies the strength of radio transmission in the wireless LAN.
Description When the strength is reduced, Z-1's radio communication range will be shortened and the area

where Z-1 can be searched will be narrowed. Narrowing down the search area may avoid causing
interference to other wireless networks.

Value/Range

5/10/15/20/25/30/35/40/45/50/55/60/65/70/75/80/85/90/95/100

Default value

100

Wireless LAN Basic Configuration

Name

Interface

Description

It enables or disables wireless interface settings (#1 to #4).

Value/Range

Enable/Disable

Default value

Wireless LAN 1: Enable
Wireless LAN 2: Disable
Wireless LAN 3: Disable
Wireless LAN 4: Disable

Name

SSID

Description

It specifies SSID of wireless LAN to connect to Z-1.

SSID is an identification for groups to communicate in a wireless LAN. Devices need to have the same
SSID to communicate in the same wireless LAN.

Value/Range

1 to 32 alphanumeric character(s)
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Wireless LANT: SXXXXXXX

Wireless LAN2: SXxxxxxx_2

Default value Wireless LAN3: SXxxxxxx_3

Wireless LAN4: SXXxxxxx_4

(xxxxxx: Last 3 bytes of the MAC address)

Name WirelessLAN VLANID 1to 4
Description It specifies VLAN ID for wireless interfaces.
Value/Range 1to 4094

Wireless LANT: 1
Wireless LAN2: 1
Wireless LAN3: 1
Wireless LAN4: 1

Default value

Name Stealth Mode
Description It enables or disables the stealth mode functions.
Value/Range Enable/Disable

Wireless LAN1: Disable
Wireless LAN2: Disable
Wireless LAN3: Disable
Wireless LAN4: Disable

Default value

Name Network Authentication

It specifies the authentication method used for communicating with wireless devices. WPA/WPA2 is

Description recommended for robust security. AES is only accepted for IEEE 802.11n.
Open (Open system):
Accepts all access without performing authentication. WEP is used for encryption of the
communication.
Shared (Shared key):
Uses WEP key for encryption as the authentication key, and allows access of devices having the
same key. WEP is used for encryption of the communication.
WPA-PSK:
Uses PSK for network authentication. The communication encryption method is chosen from TKIP/
AES/AUTO. The encryption key is generated with a wireless device based on the shared key. WEP
Value/Range key setting will not be used.

WPA2-PSK:
Uses PSK for network authentication. The communication encryption method is chosen from AES/
AUTO. The encryption key is generated with a wireless device based on the shared key. WEP key
setting will not be used.

WPA/WPA2-PSK:
Both WPA-PSK and WPA2-PSK can be used.

802.1X:
Provides IEEE 802.1X's user authentication and makes encrypted communications using dynamic
WEP.
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Value/Range

WPA-Enterprise:
Provides IEEE 802.1X's user authentication and makes encrypted communications using TKIP/AES/
AUTO.

WPA2-Enterprise:
Provides IEEE 802.1X's user authentication and makes encrypted communications using AES/AUTO.

WPA/WPA2-Enterprise:
Provides IEEE 802.1X's user authentication and makes encrypted communications using AES/AUTO.

Default value

Wireless LAN 1: WPA2-PSK
Wireless LAN 2: Open
Wireless LAN 3: Open
Wireless LAN 4: Open

WEP Configuration

Name

WEP

Description

It enables (ON) or disables (OFF) the WEP encryption functions when the network authentication is
Open.

When WEP encryption is used, transmit data will be encrypted in the wireless LAN based on the
settings of WEP keys (1 to 4) and Key index.

Value/Range

ON/OFF

Default value

Wireless LAN1: OFF
Wireless LAN2: OFF
Wireless LAN3: OFF
Wireless LAN4: OFF

Name

Key Index

Description

It specifies the WEP key numbers from 1 to 4. The key index has to be the same as that of
communicating devices.

Value/Range

Tto4

Default value

Wireless LAN1: 1
Wireless LAN2: 1
Wireless LAN3: 1
Wireless LAN4: 1

Name

WEP Key (1 to 4)

Description

It specifies the WEP key.

Value/Range

5 or 10-digit alphanumeric characters
10 or 26 hexadecimal digits

* Alphanumeric characters usually mean single-byte alphabets and numbers.

* When the size of key (key length) is 64 bits, enter 5 characters. When it is 128 bits, enter 13 characters.
* Hexadecimal digits should be a combination of numbers (0 to 9) and alphabets (A to F).

* When the key length is 64 bits, enter 10 hexadecimal digits. When it is 128 bits, enter 26 hexadecimal digits.
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Default value

Wireless LAN1: None
Wireless LAN2: None
Wireless LAN3: None
Wireless LAN4: None

WPA/WPA2 Configuration

Name Encryption Mode
The encryption algorithm has to be selected when the network authentication method is set to one of
the following:
WPA-PSK
s WPA2-PSK
Description

WPA/WPA2-PSK
WPA-Enterprise
WPA2-Enterprise
WPA/WPA 2-Enterprise

Value/Range

TKIP / AES / AUTO

Default value

Wireless LAN1: AES
Wireless LAN2: AES
Wireless LAN3: AES
Wireless LAN4: AES

Name Pre-Shared Key
The pre-shared key should be specified when the encryption algorithm is TKIP or AES because the
network authentication method is set to one of the following:
WPA-PSK
s WPA2-PSK
Description

WPA/WPA2-PSK

The pre-shared key is a key word to generate an encryption key. It is called a network key or password
for some wireless LAN devices.

Value/Range

8 to 63 alphanumeric characters
64 hexadecimal digits

Default value

Wireless LANT: SXXXXXXX

Wireless LAN2: SXXXXXXX_2

Wireless LAN3: SXxxxxxx_3

Wireless LAN4: SXxxxxxx_4

(xxxxxx: Generated from the MAC address)

Name

Group key renew interval

Description

It specifies the update interval for the encryption key in minutes. Zero (0) disables the setting.

Value/Range

0to 1440

Default value

Wireless LAN1: 60
Wireless LAN2: 60
Wireless LAN3: 60
Wireless LAN4: 60
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RADIUS Server Configuration

Name Server IP

Desateien !t specifies the IP addre.ss of RADIUS serv.er. It is only applied when .the network authentication method
is 802.1X, WPA-Enterprise, WPA2-Enterprise, or WPA/WPA2-Enterprise.

Value/Range 0.0.0.0 to 255.255.255.255

Default value 0.0.0.0

Name Port Number

Description It specifies the port number used for communication with RADIUS server.
Value/Range 0to 65535

Default value 1812

Name

Shared Secret

Description

It specifies the secret key used for communication with RADIUS server.

Value/Range

0 to 32 alphanumeric characters

Default value

None

Extended Settings

Extension Configuration

Name Beacon Interval(msec)

Description It sets the interval to send beacons in milliseconds.
Value/Range 20 to 1000

Default value 100

Name DTIM

Description It sets the DTIM interval for the wireless LAN.
Value/Range 1to 255

Default value 1

Name RTS Threshold

Description It sets the threshold value for RTS transmission.
Value/Range 1to 2346

Default value 2346
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Name A-MPDU
L It enables (ON) or disables (OFF) the A-MPDU setting. When ON is selected, the throughput may
Description . . L . . .
increase. This setting is applied only when the wireless mode is 802.11n/b/g, 802.11n/a or 802.11ac.
Value/Range ON/OFF
Default value ON

Name Short Guard Interval
It enables (ON) or disables (OFF) the Short Guard Interval setting. When ON is selected, the
Description throughput may increase. This setting is applied only when the wireless mode is 802.11n/b/g,

802.11n/a or 802.11ac.

Value/Range

ON/OFF

Default value

ON

QoS(WMM) Configuration(for AP)

Name ECWmin
Description It changes WMM-EDCA setting items of Z-1 (QoS settings for each access category).
Value/Range 1to 15
BE: 4
BK: 4
Default value VI3
VO: 2

(&

Abbreviations
- BE: Best Effort

Note . BK:Back Ground
+ VI:Video
+ VO:Voice
Name ECWmax
Description It changes WMM-EDCA setting items of Z-1 (QoS settings for each access category).
Value/Range 1to 15
BE: 6
BK: 10
Default value Vi 4
VO:3
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Name AIFSN
Description It changes WMM-EDCA setting items of Z-1 (QoS settings for each access category).
Value/Range 1to 15
BE:3
BK:7
Default value VI 1
VO: 1
Name TxOPLimit
Description It changes WMM-EDCA setting items of Z-1 (QoS settings for each access category).
Value/Range 0to 8192
BE: 0
BK: 0
Default value VI: 3008
VO: 1504

QoS(WMM) Configuration(for Station)

Name ECWmin
Description It changes WMM-EDCA setting items of stations (QoS settings for each access category).
Value/Range 1to15
BE: 4
BK: 4
Default value VI 3
VO: 2
Name ECWmax
Description It changes WMM-EDCA setting items of stations (QoS settings for each access category).
Value/Range 1to15
BE: 10
BK: 10
Default value Vi 4
VO: 3
Name AIFSN
Description It changes WMM-EDCA setting items of stations (QoS settings for each access category).
Value/Range 1to 15
BE:3
BK:7
Default value VI
VO: 2
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Name TxOPLimit
Description It changes WMM-EDCA setting items of stations (QoS settings for each access category).
Value/Range 0to 8192
BE: 0
BK: 0
Default value VI 3008
VO: 1504
Name ACM
Description It changes WMM-EDCA setting items of Z-1 and stations (QoS settings for each access category).
Value/Range ON/OFF
BE: OFF
BK: OFF
Default value VI: OFF
VO: OFF

Security Settings

Security Configuration

Name Privacy Separator

It allows (ON) or denies (OFF) communication between wireless LAN stations connected to Z-1.
Description A wireless interface with the enabled privacy separator forwards wireless frames not to the other
wireless interface but only to the wired LAN interface.

Value/Range ON/OFF

Default value OFF

MAC Address Filter Configuration

Name Filter Type
Description It specifies the security type of the MAC address filter.
DISABLE:

Enables all wireless stations to communicate with Z-1.

ALLOW:

Value/Range . . .
g Accepts only the registered wireless LAN stations to connect to Z-1.

DENY:
Blocks the registered wireless LAN stations to connect to Z-1.

Default value DISABLE
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Name

MAC Address

Description

MAC address or the vendor code of MAC addresses (1 to 50)

Value/Range

00:00:00:00:00:01 to FF:FF:FE:FF:FF:FF
or
00:00:00 to FF:FF:FE

Default value

00:00:00:00:00:00

Smart Wireless Setup

Smart Wireless Setup

Name Smart Wireless Setup

Description It enables or disables the smart wireless setup.

Value/Range Enable/Disable

Default value Enable

Name Interface

Description It selects the wireless interface to execute the smart wireless setup.

Value/Range

8 to 63 alphanumeric characters
64 hexadecimal digits

Default value

Wireless LANT: [1] SXXXXXXX

Wireless LAN2: [2] SXXxxxxx_2

Wireless LAN3: [3] SXXxxxxx_3

Wireless LAN4: [4] SXxxxxxx_4

(xxxxxx: Generated from the MAC address)

Name External Registrar

Description It enables or disables the external registrar.
Value/Range Enable/Disable

Default value Disable

Name PIN Code

Description It specifies the PIN code of Z-1.

Value/Range

8-digit number (decimal)

Default value

Unique to each Z-1.
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A-2-3. Wireless LAN (STA) Setting Items

Basic Settings

Wireless LAN Common Configuration

Name Network Mode

Description It sets the operation mode for the network.

AccessPoint

Value/Range Station
Wired
Default value AccessPoint

Wireless LAN Basic Configuration

Name SSID

It sets SSID of the wireless LAN to connect to Z-1.

Description . . . . . . . .
P SSID is an identification for groups to communicate in a wireless LAN. Devices need to have the same
SSID to communicate in the same wireless LAN.
Value/Range 1 to 32 alphanumeric character(s)

SXXXXXXX

fault val
D EMEEILE (xxxxxx: Last 3 bytes of the MAC address)

Name Network Authentication

Description It specifies the network authentication method for the wireless LAN.

Open (Open system):
Accepts all access without performing authentication. WEP is used for encryption of the
communication.

Shared (Shared key):
Uses WEP key for encryption as the authentication key, and allows access of devices having the
same key. WEP is used for encryption of the communication.

WPA-PSK:
Uses PSK for network authentication. The communication encryption method is chosen from TKIP/
AES/AUTO. The encryption key is generated with a wireless device based on the pre-shared key.

Value/Range WEP key setting will not be used.

WPA2-PSK:
Uses PSK for network authentication. The communication encryption method is chosen from AES/
AUTO. The encryption key is generated with a wireless device based on the shared key. WEP key
setting will not be used.

WPA/WPA2-PSK:
Both WPA-PSK and WPA2-PSK can be used.

WPA-Enterprise:
Provides IEEE 802.1X's user authentication and makes encrypted communications using TKIP/AES/
AUTO.
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WPA2-Enterprise:
Provides IEEE 802.1X's user authentication and makes encrypted communications using AES/AUTO.

WPA/WPA2-Enterprise:

Value/R
alue/Range Provides IEEE 802.1X's user authentication and makes encrypted communications using AES/AUTO.

* The following authentication methods and encryption communications are not available for
802.11n/802.11ac: Shared, 802.1X, WEP, and TKIP.

Default value Open

Name Encryption Mode

It selects the encryption algorithm (TKIP/AES/AUTO) for the following network authentication

methods:
. WPA-PSK
. WPA2-PSK

+ WPA/WPA2-PSK
+  WPA-Enterprise
+  WPA2-Enterprise

Description
+ WPA/WPA2-Enterprise
*When the network authentication method is one of the following, TKIP cannot be selected:
. WPA2-PSK
- WPA/WPA2-PSK
«  WPA2-Enterprise
+ WPA/WPA2-Enterprise
TKIP
Value/Range AES
AUTO
Default value AES
WEP Configuration
Name WEP
. It enables (ON) or disables (OFF) the WEP encryption communication function. It is only applied when
Description L .
the authentication method is Open.
Value/Range ON / OFF
Default value OFF
Name Key Index
. It sets the number (1 to 4) of WEP key to use. The key index has to be the same as that of
Description L .
communicating device.
Value/Range 1to4
Default value 1
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Name WEP Key (1 to 4)

It sets WEP key.

For hexadecimal key input:
When the key size is 64 bits, enter 10 hexadecimal digits. When it is 128 bits, enter 26 hexadecimal
digits.

For alphanumeric key input:
When the key size is 64 bits, enter 5 alphanumeric characters. When it is 128 bits, enter 13
characters.

Description

5 or 10-digit alphanumeric characters

Value/Range 10 or 26 hexadecimal digits

Default value None

WPA/WPA2 PSK Configuration

Name Pre-Shared Key
It needs to be specified when the authentication method is one of the following:
Description WPA-PSK
= WPA2-PSK

WPA/WPA2-PSK

8 to 63 alphanumeric characters

Value/Range 64 hexadecimal digits

Default value XXXXXXXX xxxxxx: Generated from the MAC address

WPA/WPA2 EAP Configuration

Name Authentication Method
Description It selects the authentication method (EAP-TLS/EAP-TTLS/PEAP/EAP-FAST/LEAP) for IEEE 802.1X
P authentication.
EAP-TLS
EAP-TTLS
Value/Range PEAP
EAP-FAST
LEAP
Default value EAP-TLS
Name EAP User Name
. It specifies the EAP user name used for IEEE 802.1X authentication. The server uses the EAP user name
Description . . .
to identify the client.
Value/Range Character string (64 characters or less)
Default value None
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Name

Client Certificate Password

Description

It sets the password of client certificate used for IEEE 802.1X's client authentication. It is needed when
the client certificate has a password setting.

Value/Range

Character string (32 characters or less)

Default value

None

Name

Client Certification

Description

It selects a client certificate used for IEEE 802.1X's client authentication. It is applied when the
authentication method is set to EAP-TLS.

Value/Range

Select a file.

Default value

Name EAP Password
It specifies an EAP password used for IEEE 802.1X authentication. The EAP password is used to check
Description the credibility of the client device.

This setting is applied when the authentication method is EAP-TTLS, PEAP, EAP-FAST or LEAP.

Value/Range

Character string (32 characters or less)

Default value

None

Name Inner Authentication Method
It sets the internal authentication method (PAP/CHAP/MSCHAP/MSCHAPvV2) that will be conducted
Description during TLS tunneling for IEEE 802.1X authentication. When the authentication method is PEAP, the

internal authentication is fixed to MS-CHAPv2.

PAP
CHAP

Value/Range MSCHAP
MSCHAPv2

Default value PAP

Name Auto PAC Provisioning
It enables (ON) or disables (OFF) automatic distribution of PAC (Protected Access Credential) for EAP-
Description FAST authentication method. When the setting is disabled, a PAC file generated by the server needs to

be registered.

Value/Range

ON/OFF

Default value

OFF

Name

PAC File Distribution

Description

It registers a PAC (Protected Access Credential) file generated by the server. The PAC file will be
manually distributed for EAP-FAST authentication method.

Value/Range

Select afile.

Default value
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Name PAC File Password
Description Itis a password sets to the PAC file.
Value/Range Character string (63 characters or less)
Default value None
Name Server authentication
Description It acce.pt.s or denies thfe credibility check of the.ser\./er un.der IEEE 802.1X authentication.
When it is ON, CA certificate for server authentication will be needed.
Value/Range ON/OFF
Default value OFF
Smart Wireless Setup
Name Smart Wireless Setup
Description It enables or disables the smart wireless setup.
Value/Range Enable/Disable
Default value Enable
Name PIN Code
Description It specifies Z-1's PIN code.
Value/Range 8-digit number (decimal)
Default value Unique to each Z-1.

A-2-4. Wired LAN Setting Items

Wired LAN Settings

Name Link Speed

It specifies the physical network type. Use AUTO for regular operation. When the connected hub's LINK
lamp does not turn on while Z-1 is booting up, change the setting to that of the connected hub.

AUTO
100BASE-TX-Half
T100BASE-TX-Full
1000BASE-T-Full

Description

Value/Range

Default value AUTO
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Security Settings

MAC Address Filter Configuration

Name Filter Type
DISABLE:
Enables communications from all the devices.
L DENY:
Description

Blocks communications from devices registered in the list of MAC address filter.

ALLOW:
Accepts communications from devices registered in the list of MAC address filter.
DISABLE
Value/Range ALLOW
DENY
Default value DISABLE
Name MAC Address
Description MAC address or the vendor code of MAC addresses (1 to 10)

Value/Range

00:00:00:00:00:01 to FF:FF:FE:FF:FF:FF
or
00:00:00 to FF:FF:FE

Default value

00:00:00:00:00:00

A-2-5.VLAN Setting Items

IEEE802.1Q VLAN Configuration

Name VLAN
It enables or disables the VLAN tagging function complaint with IEEE802.1Q.
. When it is set to Enable, the wired LAN port will be the trunk port and the wireless LAN will be the
Description

access port to build VLAN. To relay packets to the wired LAN from the wireless LAN, [EEE802.1Q tags
will be added to the packet frames. Meanwhile, packets from the wired LAN can be received only in
the wireless LAN which has the same VLAN ID as the frame tag.

Value/Range

Enable/Disable

Default value

Disable

Name

Native VLAN ID

Description

It sets the native VLAN ID of the wired LAN port. When a packet without VLAN tag is received from the
wired LAN, it will be handled as a packet of the specified VLAN ID.

Value/Range

1 to 4094

Default value

1
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Name Management VLAN ID
_ It sets the management VLAN ID to enable access to Z-1. When the VLAN function is enabled, network
Description )
groups without the management VLAN ID cannot access Z-1.
Value/Range 1to 4094
Default value 1
TCP/IP Configuration
Name WirelessLANVLAN ID 1 to 4
Description It sets VLAN ID used for wireless interfaces.
Value/Range 1to 4094
Default value 1
Name DHCP Client
. It enables or disables the DHCP client function. To set the IP address with DHCP, the DHCP server has
Description .
to be in the subnetwork.
Value/Range Enable/Disable
Default value Disable
Name IP Address
Desciption It specifies the IP address. When DHCP client is enabled, an IP address obtained from DHCP server will
P be preferentially assigned.
Value/Range 0.0.0.0 to 255.255.255.255
Default value 0.0.0.0
Name Subnet Mask
It specifies the subnet mask. When 0.0.0.0 is given (default setting), a subnet mask corresponding
Description to the IP address will be automatically applied. When DHCP client is enabled, a subnet mask sent by
DHCP server will be preferentially assigned.
Value/Range 0.0.0.0 to 255.255.255.255
Default value 0.0.0.0

A-2-6. NTP Setting Items

NTP Configuration

Name NTP

Description It enables or disables NTP protocol.
Value/Range Enable/Disable

Default value Disable
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Name NTP Server

Description It specifies the host name or the IP address of the NTP server.
Value/Range 0 to 128 alphanumeric characters

Default value None

Name Local Time Zone

Description It specifies the Local time zone.

Value/Range -12:00 to 12:00

Default value [US]+9:00 [EU]+01:00

A-2-7. Display Setting Items

Display Configuration

Name Initial Presentation Mode

Description It selects the projection mode used at startup.

Z-1 will operate in one of the following modes:
«  Single Presenter

. Multi Presenter

. Distribution Master

- Distribution Slave

Value/Range

«  Pair Display
Default value Single Presenter
Name Show Connection Info

It enables or disables the connection information (the host name, IP address, and SSID) to be displayed

Description on the OSD setting page.

Value/Range Enable/Disable

Default value Enable

Name Allow presenter interrupt

Description It allows switching to a new connection when the projection is being handled.
Value/Range Enable/Disable

Default value Enable
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Pair Display Config

Name

Pair 1 to 10 (Name)

Description

It registers communicating devices to be in pairs. 10 devices can be registered (Pair 1 to 10).

Value/Range

1to 15 alphanumeric characters

Default value

None

Name

Pair 1 to 10 (IP Address)

Description

It registers communicating devices to be in pairs. 10 devices can be registered (Pair 1 to 10).

Value/Range

0.0.0.0 to 255.255.255.255

Default value

0.0.0.0

Recent Pairing

Name Clear Recent Pairing

Description It deletes all the records of pair devices. Note that it clears everything.
Value/Range None

Default value None
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A-3. Security Setting Items

A-3-1. Password Setting Items

Please input the password.

Name New Password
It sets the administrator password with an ASCII character string (8 characters or less). The password is
Description used for authentication when the user tries to update settings from a web browser or to use the total

management software AMC Manager® (non-free license).

Value/Range

0 to 8 alphanumeric characters

Default value

None

A-3-2. Access Control Setting Items

Access Control
Name HTTP
. It controls access from the wired/wireless LAN via HTTP.
Description

Enable allows access whereas Disable denies access to Z-1.

Value/Range

Enable/Disable

Default value

Wired LAN: Enable
Wireless LAN: Enable

Name

HTTPS

Description

It controls access from the wired/wireless LAN via HTTPS.
Enable allows access whereas Disable denies access to Z-1.

Value/Range

Enable/Disable

Default value

Wired LAN: Enable
Wireless LAN: Enable

Name

SNMP

Description

It controls access from the wired/wireless LAN via SNMP.
Enable allows access whereas Disable denies access to Z-1.

Value/Range

Enable/Disable

Default value

Wired LAN: Enable
Wireless LAN: Enable
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Name

Device Server

Description

It controls access from the wired/wireless LAN when Z-1's device server function is used.
Enable allows access whereas Disable denies access to Z-1.

Value/Range

Enable/Disable

Default value

Wired LAN: Disable
Wireless LAN: Disable

Name

Screen Projection

Description

It controls access from the wired/wireless LAN when Z-1's display function is used.
Enable allows access whereas Disable denies access to Z-1.

Value/Range

Enable/Disable

Default value

Wired LAN: Enable
Wireless LAN: Enable

CIFS / SMB Server Configuration

Name User
Description It sets the user account. Guest allows all users' access. User requires the user authentication.
Value/Range Guest/User
Default value Guest
Name User Name

Itis a user name used for the file sharing function, and needed when the user setting is User.
Description

The user name is used to access the shared folder of Z-1. When no name is given, the operation will be
similar to when the user setting is Guest.

Value/Range

Character string (20 characters or less)

Default value None
Name Password
Description It is for user authentication when the user setting is User.

Value/Range

Character string (31 characters or less, password)

Default value

None
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A-4. Administrative Function Setting Items

A-4-1. Import Setting Information

Name

New Configuration File

Description

It imports a setting file to change settings of Z-1 at once.

Value/Range

Select a new setting file.

Default value

Certificate import

Name

Client Certificate Password

Description

It sets the password of client certificate used for IEEE 802.1X's client authentication. It is needed when
the client certificate has a password setting.

Value/Range

Character string (32 characters or less)

Default value

Name Client Certification

L It selects a client certificate used for IEEE 802.1X's client authentication. It is applied when the
Description s .

authentication method is set to EAP-TLS.

Value/Range Select afile.
Default value -
Name CA Certification
Description Select a CA certificate to use for server authentication on the IEEE 802.1X authentication.

Value/Range

Select a file.

Default value

Name

PAC File Distribution

Description

It registers a PAC (Protected Access Credential) file generated by the server. The PAC file will be
manually distributed for EAP-FAST authentication method.

Value/Range

Select a file.

Default value
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A-4-2. Export Setting Information

Name Setting file

Description It saves the setting information as a file.
Value/Range Yes/No

Default value
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