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Ready for big data with TwinCAT

Even an intelligent machine may sometimes experience malfunctions. At such 

times, true intelligence can be recognized in the methods provided by the 

machine for analyzing the problem. Naturally, malfunctions will always be 

costly and time-consuming. However, they are all the more annoying if vital 

machine data and production parameters are no longer available that could 

otherwise be used to analyze and avoid these problems in the future. The end 

result is often that problematic behavior cannot be analyzed, and additional 

data logging mechanisms must be implemented. Even then, analysis cannot 

proceed until the problem occurs again. Specifically positioned to solve this 

lack of information, TwinCAT Analytics collects all process-related data for 

every machine cycle. This produces a complete log of all machine procedures. 

Depending on your requirements, the data can be collected and analyzed lo-

cally on the machine’s computer or within a cloud-based solution in your own 

network or over the Internet. Cloud-based solutions are particularly suitable 

for developing new business models, because they not only enable users to 

analyze behaviors after the event, but they can also analyze the data itself in 

order to take preventive action on the appropriate machine. Here, the key idea 

is “predictive maintenance”, something that machine manufacturers can offer 

as a revenue-generating service to their end customers.

No data? No analysis.

The basis of effective analysis is seamless data acquisition; users can enable 

this functionality by running the TwinCAT Analytics Logger on the control 

computer. It can also be easily configured in the engineering environment of 

TwinCAT 3: in the configuration interface, users simply activate the checkboxes 

for the data to be cyclically collected from the process image or application. The 

user can also specify whether the data should be stored locally or transmitted 

using a communication protocol. For either case, one can set up a ring buffer, 

useful to help ensure that local storage does not exceed the maximum possible 

storage capacity. If the data is communicated directly, a ring buffer can also 

bridge a temporary loss of connection. 

IoT communication and cloud technology promote highly flexible 

analysis architectures  

Direct transfer of data with the TwinCAT Analytics Logger is particularly suitable 

for developing new business models. It relies on so-called “IoT communication 

protocols”, which offer outstanding features for using cloud services. IoT proto-

cols always set up an outgoing connection to a message broker. This decouples 

the communication so that the network nodes – unlike those using conventional 

client/server communication protocols – do not need to know one another. The 

communication participants all operate as the client. In this case, the TwinCAT 

Analytics Logger that runs on a control computer is an IoT client, “publishing” 

data to a message broker and storing it in what is called a “topic”. Note that 

topics can be hierarchical. 

For  example:  myCloud/CustomerA/WoodWorkingMachine9/PackagingModulB/Data

The message broker maintains a list of “interested parties” for corresponding 

topics, and other IoT clients can subscribe to these topics and their data. For 

example, an analysis server may be interested in the logger’s data or even a 

mobile application on a smartphone. Both of them are IoT clients, both subscribe 

to an appropriate topic and each receives a copy of the data. The beauty of IoT 

protocols is in their outgoing connections, because firewalls usually only block 

incoming connections. An elaborate opening of ports is no longer necessary. A 

further advantage of IoT technology is evidenced by the complete flexibility that 

can be achieved: users can leverage the identical mechanisms within a local 

network architecture and for communicating with Internet-based services. Cloud 

PC-based control and TwinCAT automation software together provide the technological foundation for the advanced Industrie 4.0 
and Internet of Things architectures that enable highly intelligent machines. TwinCAT Analytics, as a basis for comprehensive 
analysis functions, provides an important component of such architectures. It supports, for example, the ability to investigate the 
potential for machine optimizations, to facilitate both predictive maintenance and subsequent behavioral analyses and to manage 
a long-term data archive. TwinCAT Analytics also helps innovative machine builders create entirely new business models.

TwinCAT Analytics: Seamless acquisition and complete analysis of process and production data
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providers such as Amazon Web Services and Microsoft Azure have their own IoT 

message brokers that can be used for communication. The best-known protocols 

here are currently MQTT (MQ Telemetry Transport) and AMQP (Advanced Mes-

sage Queuing Protocol), which are both supported by TwinCAT.

The TwinCAT Analytics infrastructure

As previously stated, the IoT interface gives machine manufacturers and 

end users great freedom when setting up TwinCAT Analytics. Naturally, the 

TwinCAT Analytics PLC library can be used to analyze the recorded data locally 

on any machine. If a machine controller should not be powerful enough to 

carry out the analysis locally, IoT connectivity enables the analysis of data in 

a local cloud by the end user. This means that machine operators can analyze 

their machines in their own network environment. In this case, TwinCAT 

Analytics can run on a server and analyze a number of machines at this one 

production site. 

You can alternately install TwinCAT Analytics on a virtual machine. The obvious 

way of doing this is to use a public cloud. Here, you can flexibly lease and use 

processor power, storage space and IT infrastructure from vendors such as 

Microsoft Azure. This greatly simplifies the global connection of machines to 

the analytics system. Another variant is for machine manufacturers to operate 

as service providers for their machines and either analyze the generated data 

in the cloud, or use the cloud only as a “transmission medium” and perform 

the analysis on a server within their own IT infrastructure. If end users – who 

are of course interested in high machine availability, high productivity and high 

product quality – prefer to hire external analysts, they can provide them with 

the necessary access data for the message broker, the topic architecture and 

the data description. In this way, a third-party analyst can access the necessary 

data and offer its customers appropriate services.

Big data brings big benefits

TwinCAT Analytics not only provides data using the IoT protocol, it also answers 

the question of how to use the data. Simply generating enormous amounts of 

data is not enough, these data volumes also have to be managed. The core 

element, the TwinCAT Analytics Workbench, makes exactly that possible, pro-

viding the ability to analyze data directly online or offline. Online means that 

TwinCAT Analytics offers numerous application scenarios: data storage and analysis directly on the local controller, and in private networks 

or in public clouds. The Analytics Server can also analyze a number of machines in one factory. The relevant machine manufacturer or external 

analyst can access process data in a variety of file formats or fetch the data from TwinCAT Analytics Cloud Storage.
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the Analytics Workbench uses the IoT communication protocol to subscribe, on 

the message broker, to the topic corresponding to the machine that is to be 

analyzed. Offline is an option if the machine has previously stored its data using 

Beckhoff Cloud Storage. The Cloud Storage facility integrates itself seamlessly 

into all the variants of the previously described Analytics infrastructure, both 

in the cloud and in a local IT network environment. The Workbench can then 

access this historical data and analyze it.

The TwinCAT Analytics Workbench

TwinCAT Analytics Workbench is based on a TwinCAT runtime system that can 

be configured and programmed using the TwinCAT Engineering Environment. 

The big advantage is that machine manufacturers do not need to make any 

changes when switching between the programming environment for the con-

troller and the environment of the analysis software. They can directly apply 

their years of programming expertise when using the Workbench. This makes 

it very easy to implement their own analysis algorithms, reuse algorithms pre-

viously used for different machines, or alternatively, to use algorithms from the 

TwinCAT Analytics PLC library. This incorporates modules for counting flanks, 

analyzing maximum and minimum values, evaluating the timing of machine 

cycles, and calculating the energy consumption per unit time of a selected 

component. 

Particularly when evaluating the timing of machine cycles, it is useful to iden-

tify the shortest, longest and average runtimes. This enables you to recognize 

potential optimizations or to derive indicators for predictive maintenance. For 

example, a status analysis can easily determine whether a rotating milling head 

is frequently stationary, running with speed a, b or c, or is in an error state. 

Such results can be clearly displayed in a histogram, which is why the familiar 

TwinCAT Charting Tool, “TwinCAT Scope” is such a crucial feature of Analytics 

Workbench. This particularly applies to interactions with the Analytics Configu-

rator that is also embedded in the TwinCAT engineering environment. It means 

that you can compile a post-scope configuration for previously recorded data 

in order to get a fresh graphical display of the data curves. 

The Analytics Configurator

For viewing data, the Analytics Configurator already uses the same algorithms 

that are used in the Analytics library. The data streams from the selected peri-

ods are analyzed in the Configurator and displayed directly. Significant values 

obtained in this way can easily be dragged-and-dropped into the charting 

interface of TwinCAT Scope. Scope then automatically navigates to the corre-

sponding locations in order to graphically illustrate their relation to other sig-

nals. This makes it much easier to locate the needle in the “big data haystack”. 

It also markedly simplifies engineering using the Analytics Configurator. Since 

all algorithms come from the same source, you can take the configuration that 

was set up in the Configurator, together with all the selected variables and their 

corresponding limit values, and feed it into the PLC. This enables switching from 

offline analysis to online analysis using data streamed from the cloud.

Author: Pascal Dresselhaus,

TwinCAT Product Manager, Beckhoff

Significant points can be highlighted in the charting tool to make them easy to find. 
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The cloud dissolves the conventional hierarchy of communication architectures.

The TwinCAT Analytics Workbench Base

The functionality described here refers to the TwinCAT Analytics Workbench 

Base. This incorporates a TwinCAT PLC runtime system, the Analytics PLC 

library, an IoT connection for streaming data, the Analytics Configurator and 

ScopeView Professional. The Workbench can also be extended by installing 

packages for Condition Monitoring, C++ and MATLAB®/Simulink®. In par-

ticular, integrating MATLAB®/Simulink® into the TwinCAT runtime system 

offers comprehensive access to useful toolboxes that answer tough analytical 

questions. For example, one such toolbox deals with machine learning and 

optimization.

In addition to the dedicated extensions of TwinCAT Analytics, other TwinCAT 

standard tools can also be used. The TwinCAT Database Server can store online 

and offline data in a variety of databases. An Analytics system can also be 

supplied with data using the widely used automation protocol, OPC UA. In 

addition, Beckhoff provides converters from OPC UA to IoT protocols in order 

to give, for example, third-party controllers access to analysis functions. An-

other very important solution is TwinCAT 3 HMI, which enables you to design 

intuitive dashboards based on HTML5 for the Analytics Workbench. This creates 

an Analysis Cockpit that can then be used to display all the results for a given 

machine or a number of machines. A hierarchical structure makes it possible to 

display much deeper levels of detail.

Forward-looking automation with TwinCAT Analytics

Industrie 4.0 and IoT technologies, and particularly the use of clouds, are 

increasingly dissolving the hierarchies of conventional communication archi-

tectures. Allnetwork nodes, from real-time field devices to ERP systems, can 

now communicate with each other. TwinCAT Analytics suits this trend extremely 

well, by incorporating not just a single product, but a complete solution. The 

IoT communication protocols used handle the data transport and give the 

infrastructure maximum flexibility. The Analytics Workbench itself takes over 

machine-related evaluations, visualizations and pre-processing of data, as 

well as long-term database storage. Extended data analysis and machine 

learning for the purpose of machine optimization can be implemented in 

TwinCAT through the seamless integration of MATLAB®/Simulink® or other 

cloud services accessible via IoT protocols. Analytics Workbench makes all 

of these functions available and is itself directly integrated into the familiar 

TwinCAT environment in Microsoft Visual Studio®. This robust analysis of 

machine data serves as a key factor for numerous new business models, as well 

as for future-proof and efficiency-optimized automation.
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Further information:
www.beckhoff.com/iot
www.beckhoff.com/twincat-industrie40


