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Installing the Swann Security App

& Swann security @ Cancel

Swann Security SwannSecurity
? Complete security m... GET

m 4 S G Q

Today Games Apps Updates Search
Search and download the latest version of the After the Swann Security app is installed, tap the
Swann Security app from the App store. Swann Security icon on the Home screen to launch

the app.




Creating your Swann Security Account

Cancel Next
Let's get started.
Welcome to Swann
Signin or register
«
Remember me U
Forgot Password?
Not yet registered? Register
By using this app you agree with terms and services
Please read our privacy policy
Open the Swann Security app and tap Not yet Enter your first and last names, then tap Next.
registered? Register. This helps us verify your identity if you contact us for

assistance with your account or device.

< Back Next < Back

Is this where your Last step
devices are?

| accept the terms of service

704-744 Lorimer Street

fg Keep me updated with Swann r
Legal Learn how you can help make your local ( )
community safer
By using this app you agree with terms and services
Skip Please read our privacy policy
The app automatically determines your street Enter your email address, desired password (between
address based on your phone's current location. 8 - 32 characters), and confirm the password.

Your location allows us to personalize your
experience on Swann Security and other Swann
services.

Read the Terms of Service and Privacy Policy, then
tap Register to agree to the terms and create your
account.

If your location shown on the map is accurate, tap

Next. If not, tap Change to manually enter your

address, or tap Skip to do this later. )
(Continued on the next page)




Creating your Swann Security Account

Stay Secure

Please go to your email
and verify your address

Resend Email verification

Go to your email inbox and open the link in the
verification email from Swann Security to activate
your account. If you can’t find the verification email,
try checking the Junk folder.

Tap Login to return to the Sign In screen.

Welcome to Swann
Sign in or register

Your email address

johnsmith@swann.com

Your password

2N

Remember me O

Forgot Password?

Not yet registered? Register

By using this app you agree with terms and services

Please read our privacy policy

After verifying your email address, you can sign
into your Swann Security account. Enter the email
address and password you used to set up your
Swann Security account, then tap Sign In.

You can toggle the Remember Me option on
to save your login credentials so you don't have to
sign in every time you open the app.




Pairing Devices

© swann

Pair Device

O C

Notifications Playback Live View

Device Settings

O
)

John Smith

Profile

Pair Device
Recordings
User Manual
About
Support

Sign Out

If this is your first time pairing a Swann
device, tap the Pair Device @ button.

Cancel Pair Device Start

Let's Get Started

We will now guide you through the steps to pair & setup
your Swann device. This process may take up to 5 minutes.

Before you begin, please:

~CI Power the device

5 Know your Wi-Fi network name and password

Ensure your device is within Wi-Fi range or is plugged
into your network router

.))

0 Connect your smartphone to the Wi-Fi network which
you wish to pair your device to

Locate the device's QR code

G ®

Notifications Playback Live View

Device Settings

If you are pairing a second or
subsequent Swann device, open the
Menu —, and then tap Pair Device.

For specific instructions on how to pair

your Swann device, go to the following

pages:

e To pairyour CCTV system such as
the DVR or NVR, go to page 8.

e To pairyour Alert Indoor Camera
(SWIFI-ALERTCAM], go to page 10.

e To pair your Spotlight Outdoor
Camera (SWIFI-SPOTCAM], go to
page 14.




Pairing Devices - CCTV System

Start

Let's Get Started

We will now guide you through the steps to pair & setup
your Swann device. This process may take up to 5 minutes.

Before you begin, please:

- Power the device

=5 Know your Wi-Fi network name and password

0))

Ensure your device is within Wi-Firange or is plugged
into your network router

D Connect your smartphone to the Wi-Fi network which
you wish to pair your device to

1] Locate the device's QR code

® ¢ & ©

Pl Live View

Before you start the pairing process, make sure
your CCTV system is powered and connected to
the internet modem/router. Tap the Start button to
proceed.

If you need information on how to power and
connect your device to the internet, refer to the
quick start guides that came with your device.

Cancel Pair Device  Manual Entry

- U
1D30000000000060000000K

Scan Device's QR Code

Center the device's QR code in the above b...

Manual Entry

Scan the CCTV system's QR code. The QR code’s
location is generally found on the top of the device.

If your phone can’t scan the QR code, tap the
Manual Entry button at the bottom of the QR code
scanning screen. You can type in the device's ID
located below the QR code which looks something
like this:

ID:XE51FE4000AA12343210

(Continued on the next page)



Pairing Devices - CCTV System

Cancel Pair Device Next Cancel Pair Device Next

Device identifier XCPTSPACS005DF18223C Device identifier XCPTSPACS005DF18223C
CONNECTION CREDENTIALS ————— —————— CONNECTION CREDENTIALS
User name User name
admin admin
Password
Q LXYYY XS \Q

Compatible Devices Compatible Devices

In the Username field, enter "admin™. Tap Next at the top of the screen. The app will
In the Password field, enter the password of your establish a connection with your CCTV system and
CCTV system which is the same password you use link it to your Swann Security account.

to unlock the system menu locally. This is normally
the password that you created when setting up your
DVR or NVR for the first time using the integrated
Startup Wizard.

Toggle © to make sure that you have
entered the password correctly.

Pair Device Done

Once pairing is complete, tap the Done button.
The camera channels associated with your CCTV
system will be displayed on the Live View tab.

Congratulations
You have successfully linked your e Depending on the internet connection, it may take

camera to your account. a few moments for live feed from all of the camera
channels on your CCTV system to start streaming.

Depending on the internet connection, it may take a
few more moments for your camera to finish

initializing and be ready for Live View. e For more information about the Live View display,

You can check the status of your paired camera via see "Live View - CCTV System" on page 20.
the Device Settings tab in the app.

You can change your camera name and other
settings at any time via the Device Settings tab.




Pairing Devices - Alert Indoor Camera

Start

Let's Get Started

We will now guide you through the steps to pair & setup
your Swann device. This process may take up to 5 minutes.

Before you begin, please:

- Power the device

=5 Know your Wi-Fi network name and password

0))

Ensure your device is within Wi-Firange or is plugged
into your network router

D Connect your smartphone to the Wi-Fi network which
you wish to pair your device to

1] Locate the device's QR code

® ¢ & ©

Pl Live View

Before you start the pairing process, make sure
your camera is powered. If you need information on
how to power your camera, refer to the quick start
guide that came with it.

At this point, you should also make sure that your
phone is connected to a 2.4GHz Wi-Fi network and
you have your Wi-Fi network password handy.

Tap the Start button to proceed.

Cancel Pair Device  Manual Entry

- U
1D30000000000060000000K

Scan Device's QR Code

Center the device's QR code in the above b...

Manual Entry

Scan the camera's QR code. The QR code’'s location
is generally found on the base of the device.

If your phone can’t scan the QR code, tap the
Manual Entry button at the bottom of the QR code
scanning screen. You can type in the camera’s ID
(consists of 12 alphanumeric characters) located
on a sticker label which looks something like this:

|D:74eeladbabc

SN 000CO00CONMK

(Continued on the next page)



Pairing Devices - Alert Indoor Camera

Cancel Pair Device Next

Alert Indoor
Security Camera

Let's Get Connected

Before you begin pairing, please ensure:

-+ Your camera is plugged in and powered on
% Your camera is within Wi-Fi range

@ You know your Wi-Fi network name and password

Your phone is connected to the 2.4GHz Wi-Fi network
which you wish to pair the camera to

9)

Tap the Next button to continue.

Cancel Pair Device Next

Alert Indoor
Security Camera

a

Preferred Wi-Fi Network

This camera can only work with 2.4GHz Wi-Fi
networks. 5GHz networks are not supported.

Preferred Wi-Fi
MyHomeWiFi

If your Wi-Fi router is dual-band, please ensure you
connect the 2.4GHz network.

The Wi-Fi network name field is auto-filled with the
Wi-Fi network that your phone is currently using.
Your camera will join this Wi-Fi network by default.

e  Make sure the home Wi-Fi network your
camera will be joining is a 2.4GHz network.

e If you have multiple home Wi-Fi networks and
prefer to connect your camera to another Wi-Fi
network, simply tap the Wi-Fi name field and
enter the Wi-Fi network name manually.

e For best performance, use the Wi-Fi closest to
the final location of your camera.

(Continued on the next page]



Pairing Devices - Alert Indoor Camera

Cancel Pair Device Next

Alert Indoor
Security Camera

a

Preferred Wi-Fi Network

This camera can only work with 2.4GHz Wi-Fi
networks. 5GHz networks are not supported.

Preferred Wi-Fi

MyHomeWiFi
Wi-Fi password
o000000OOS Q
Confirm Wi-Fi password

®
(XYY YYY Y]

If your Wi-Fi router is dual-band, please ensure you
connect the 2.4GHz network.

Enter and confirm your Wi-Fi network password,
then tap the Next button and tap Yes on the
confirmation popup.

e Your Wi-Fi network password is case sensitive,
so enter it exactly the same as it was created
or as found on your Wi-Fi router/access point.

e Toggle © to make sure that you have entered
your Wi-Fi network password correctly.

{ Back Pair Device Cancel

Alert Indoor
Security Camera

[

Verify if Camera is already in
Pairing Mode

New cameras are in pairing mode when they are
first powered.

If the blue LED on the front of your camera is flashing
slowly, it is already in pairing mode.

Is the blue LED on your camera flashing?

Check if the LED indicator of your camera is
blinking blue slowly as shown. If so, your camera is
already in pairing mode [i.e., the camera's hotspot
is activated temporarily) and ready to pair.

Tap the Yes button.

If your camera is not in pairing mode

Press and hold the Reset button (as shown below)
on the back of your camera for 5 seconds until

the LED indicator starts blinking blue rapidly, and
wait for about 30 seconds. When the LED indicator
starts blinking blue slowly, your camerais in
pairing mode.

Location of Reset button

(Continued on the next page)



Pairing Devices - Alert Indoor Camera

{ Back Pair Device Cancel Pair Device Done

Alert Indoor
Security Camera

Alert Indoor
Security Camera

Congratulations

You have successfully linked your
camera to your account.

Depending on the internet connection, it may take a
few more moments for your camera to finish

Join Camera's Wi-Fi Network initializing and be ready for Live View.
You can check the status of your paired camera via
Swann-SWIFI-33df14 the Device Settings tab in the app.
Swann Security will now attempt to automatically connect You can change your camera name and other
to the camera's hotspot (Swann-SWIFI-33df14). settings at any time via the Device Settings tab.

Once connected, Swann Security will configure your
camera with the Wi-Fi details you have provided.

This may take a minute. m

Tap the Start button, then tap Join on the Once pairing is complete, tap the Done button.
confirmation popup. This allows the app to Your camera will be displayed on the Live View tab.
automatically connect to the camera’s hotspot
(e.g., Swann-SWIFI-xxxxxx) and pair your camera
to your home Wi-Fi as well as link to your Swann
Security account.

¢ Depending on the internet connection, it may
take a few moments for your camera'’s live
video to start streaming.

e To learn about the Live View display, see

If, for any reason, the app fails to connect “Live View - Alert Indoor Camera/Spotlight
automatically to the camera’s hotspot, you can Outdoor Camera" on page 22.

manually connect to the camera’s hotspot:
Go to the Wi-Fi settings on your phone and connect
to the camera’s hotspot (e.g., Swann-SWIF/I-xxxxxx).
Then, return to the app and continue setup.

e You can check the status of your camera,
change the camera name, and adjust various
camera settings such as the timezone and
motion detection via the Device Settings tab.
For more information, see "Camera Settings -
Alert Indoor Camera" on page 31.




Pairing Devices - Spotlight Outdoor Camera

Start

Let's Get Started

We will now guide you through the steps to pair & setup
your Swann device. This process may take up to 5 minutes.

Before you begin, please:

- Power the device

=5 Know your Wi-Fi network name and password

0))

Ensure your device is within Wi-Firange or is plugged
into your network router

D Connect your smartphone to the Wi-Fi network which
you wish to pair your device to

1] Locate the device's QR code

® ¢ & ©

Pl Live View

Before you start the pairing process, make sure
your camera is powered. If you need information on
how to power your camera, refer to the quick start
guide that came with it.

At this point, you should also make sure that your
phone is connected to a 2.4GHz Wi-Fi network and
you have your Wi-Fi network password handy.

Tap the Start button to proceed.

Cancel Pair Device  Manual Entry

- U
1D30000000000060000000K

Scan Device's QR Code

Center the device's QR code in the above b...

Manual Entry

Scan the camera's QR code. The QR code’'s location
is generally found on the base of the device.

If your phone can’t scan the QR code, tap the
Manual Entry button at the bottom of the QR code
scanning screen. You can type in the camera’s ID
(consists of 12 alphanumeric characters) located
on a sticker label which looks something like this:

|D:74eeladbabc

SN 000CO00CONMK

(Continued on the next page)



Pairing Devices - Spotlight Outdoor Camera

Cancel Pair Device Next Cancel Pair Device Next

Spotlight Outdoor Spotlight Outdoor

Security Camera Security Camera

Preferred Wi-Fi Network

1
Let's Get Connected This camera can only work with 2.4GHz Wi-Fi

Pap, networks. 5GHz networks are not supported.
Before you begin pairing, please ensure:

-+ Your camera is plugged in and powered on
Preferred Wi-Fi
MyHomeWiFi

You know your Wi-Fi network name and password
 J y P Dy

% Your camera is within Wi-Fi range

Your phone is connected to the 2.4GHz Wi-Fi network
hich ish t ir th t
which you wish to pair the camera to \Q

If your Wi-Fi router is dual-band, please ensure you
connect the 2.4GHz network.

9)

Tap the Next button to continue. The Wi-Fi network name field is auto-filled with the
Wi-Fi network that your phone is currently using.
Your camera will join this Wi-Fi network by default.

e  Make sure the home Wi-Fi network your
camera will be joining is a 2.4GHz network.

e If you have multiple home Wi-Fi networks and
prefer to connect your camera to another Wi-Fi
network, simply tap the Wi-Fi name field and
enter the Wi-Fi network name manually.

e For best performance, use the Wi-Fi closest to
the final location of your camera.

(Continued on the next page]




Pairing Devices - Spotlight Outdoor Camera

Cancel Pair Device Next

Spotlight Outdoor

Security Camera

Preferred Wi-Fi Network

This camera can only work with 2.4GHz Wi-Fi
networks. 5GHz networks are not supported.

Preferred Wi-Fi

MyHomeWiFi
Wi-Fi password
0000000OOS Q
Confirm Wi-Fi password

®
ececccccee

If your Wi-Fi router is dual-band, please ensure you
connect the 2.4GHz network.

Enter and confirm your Wi-Fi network password,
then tap the Next button and tap Yes on the
confirmation popup.

e Your Wi-Fi network password is case sensitive,
so enter it exactly the same as it was created
or as found on your Wi-Fi router/access point.

e Toggle © to make sure that you have entered
your Wi-Fi network password correctly.

{ Back Pair Device Cancel

Spotlight Outdoor
Security Camera

Verify if Camera is already in
Pairing Mode

New cameras are in pairing mode when they are
first powered.

If the blue LED on the front of your camera is flashing
slowly, it is already in pairing mode.

Is the blue LED on your camera flashing?

Check if the LED indicator of your camera is
blinking blue slowly as shown. If so, your camera is
already in pairing mode [i.e., the camera's hotspot
is activated temporarily) and ready to pair.

Tap the Yes button.

If your camera is not in pairing mode

Press and hold the Reset button on the camera
cable (as shown below) for 5 seconds until the LED
indicator starts blinking blue rapidly, and wait for
about 30 seconds. When the LED indicator starts
blinking blue slowly, your camera is in pairing mode.

Location of Reset button

[Continued on the next page)



Pairing Devices - Spotlight Outdoor Camera

{ Back Pair Device Cancel Pair Device Done

Spotlight Outdoor

Security Camera

-
Spotlight Outdoor
Security Camera

Congratulations

You have successfully linked your
camera to your account.

Depending on the internet connection, it may take a
few more moments for your camera to finish

Join Camera's Wi-Fi Network initializing and be ready for Live View.
You can check the status of your paired camera via
Swann-SWIF|-526763 the Device Settings tab in the app.
Swann Security will now attempt to automatically connect You can change your camera name and other
to the camera's hotspot (Swann-SWIFI-526763). settings at any time via the Device Settings tab.

Once connected, Swann Security will configure your
camera with the Wi-Fi details you have provided.

This may take a minute.

Tap the Start button, then tap Join on the Once pairing is complete, tap the Done button.
confirmation popup. This allows the app to Your camera will be displayed on the Live View tab.
automatically connect to the camera’s hotspot
(e.g., Swann-SWIFI-xxxxxx) and pair your camera
to your home Wi-Fi as well as link to your Swann
Security account.

¢ Depending on the internet connection, it may
take a few moments for your camera'’s live
video to start streaming.

e To learn about the Live View display, see

If, for any reason, the app fails to connect “Live View - Alert Indoor Camera/Spotlight
automatically to the camera’s hotspot, you can Outdoor Camera" on page 22.

manually connect to the camera’s hotspot:
Go to the Wi-Fi settings on your phone and connect
to the camera’s hotspot (e.g., Swann-SWIF/I-xxxxxx).
Then, return to the app and continue setup.

e You can check the status of your camera,
change the camera name, and adjust various
camera settings such as the timezone and
motion detection via the Device Settings tab.
For more information, see "Camera Settings -
Spotlight Outdoor Camera” on page 35.
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About the App Interface




Navigation Bar

COINC,

Notifications Playback Live View Device Settings

Tap to access the Notifications screen where you can view and manage push notifications from Swann
Security. For more information, see “Notifications" on page 25.

Tap to access the video activity timeline where you can search, view, and manage video clips of events
captured by your devices. For more information, see "Playback” on page 24.

Tap to access the Live View screen where you can view live video from your devices.

Tap to access the Device Settings screen where you can find detailed technical information as well as
configure various settings that are available for your devices.




Live View - CCTV System

Garden

Notifications Playback Live View Device Settings

Open the menu where you can edit your account profile, pair a new device, download the app manual, and
more. See "Menu" on page 26.

Toggle the layout of camera (channel] tiles in the viewing area between list and two-column grid views.

The viewing area.

e |fthe camera supports audio, you can tap the camera tile to select it and listen to live audio. A blue
border surrounds the camera tile and the audio icon appears.

e Scroll up or down to see more camera [channel] tiles.

e Double-tap a camera tile to watch live video in single view mode. In single view mode, you can access
additional camera options such as taking quick snapshots or video clips, enabling 2-way talk, and
controlling spotlights and siren, if available. See next page for details.

The camera [channel) name.

20




Live View - CCTV System

[
{ Live View Front Gate

Garden

Live View

Return to the main live view screen.

The name of the camera (channel] displaying live video.

The video window. Swipe left or right to display live video from the previous or next camera channel.

e You can turn your phone sideways for landscape view (fullscreen).

e You can zoom in or out on the video. Use two fingers to pinch and spread out to zoom in on an area, and
pinch back to zoom out.

Tap to take a snapshot with the camera. You can find your snapshots in the Photos app on your phone.

Tap to start recording a video clip with the camera. Tap again to stop the recording.
Each time you take a video clip, the clip is added to the Recordings section (Menu > Recordings) of the app.

Tap to turn on or off the camera’s spotlight.
Note: This icon will not be shown if the camera is not capable of this function.

Tap to activate or deactivate the camera’s 2-way audio mode. When activated, press and hold the Push to
talk @& button located below the video window to talk. Release the Push to talk §&¥ button to listen.
Note: This icon will not be shown if the camera is not capable of this function.

Tap to turn on or off the camera’s built-in siren.
Note: This icon will not be shown if the camera is not capable of this function.

21




Live View - Alert Indoor Camera/Spotlight Outdoor Camera

Live View

Notifications Device Settings

Open the menu where you can edit your account profile, pair another device, download the app manual, and
more. See "Menu" on page 26.

The number of bars indicates the Wi-Fi signal strength of the camera. The more bars that are filled, the
stronger the Wi-Fi connection. If showing only 1 or 2 bars, try moving the camera to a few different spots to
see if you can get a better signal for better streaming performance.

The viewing area.

e |fthe camera supports audio, you can tap the camera tile to select it and listen to live audio. A blue
border surrounds the camera tile and the audio icon appears next to the Wi-Fi signal strength icon.

e Scrollup or down to see more camera tiles.

e Double-tap a camera tile to watch live video in single view mode. In single view mode, you can access
additional camera options such as taking quick snapshots or video clips, enabling 2-way talk, and
controlling spotlights and siren, if available. See next page for details.

The camera name. By default, the camera is given the name “"Swann” when it is paired for the first time.
You can easily change the name of your camera via the Device Settings tab.

22




Live View - Alert Indoor Camera/Spotlight Outdoor Camera

|
£ Live View Entrance

Return to the main live view screen.

The name of the camera displaying live video.

The video window. Swipe left or right for live video from the previous or next camera, if available.

e  You can turn your phone sideways for landscape view (fullscreen).

e Youcanzoom in or out on the video. Use two fingers to pinch and spread out to zoom in on an area, and
pinch back to zoom out.

Tap to take a snapshot with the camera. You can find your snapshots in the Photos app on your phone.

Tap to start recording a video clip with the camera. Tap again to stop the recording.
Each time you take a video clip, the clip is added to the Recordings section (Menu > Recordings) of the app.

(Spotlight Outdoor Camera only) Tap to turn on or off the camera’s spotlights.

Tap to turn on the 2-way audio and talk to visitors through the camera’s speaker. Tap again to turn off.

Tap to turn on or off the camera’s built-in siren.
Note: If the camera’s built-in siren has been triggered automatically by a motion or sound event, you can
manually turn it off by tapping this icon twice.

23




Playback

aSwann, Y EEdit { Playback Entrance 1
<< < Tuesday, 12 November 2019 > }>

5:00 pm

12-11-2019 17:09:16 TUE

o

9:09:08 am 9:09:22 am

.—

9:09:16 am

Front Door

O C e

Playback Playback

Tap the left or right arrows to view the previous or following day or month's video timeline of events for all of
your devices currently online.

You can filter and sort events displayed on the video timeline to help you quickly find specific events that you
want to review by showing a smaller subset of events. Events can be filtered by device type and time period,
and sorted from oldest to newest (AM-PM] or newest to oldest (PM-AM).

Tap to manage the event clips for cameras that use cloud-based storage such as the SWIFI camera range.

*  You can quickly select individual or multiple event clips on the video timeline for saving/sharing or
deletion using the | seectar fj i toolbar that appears at the bottom of the screen.

e When an event clip is selected, a blue tick Qis displayed. You can deselect an event clip by tapping it.

e Deleting the event will also delete the video footage. Be sure to save the video clip first if you'd like to
keep it. Once an event has been deleted, it cannot be recovered.

Note: You cannot manage event clips that are retrieved from your CCTV system cameras using the app. This

can be done via the CCTV system menu locally.

Event clips are grouped according to hourly time periods. Scroll up or down to see more events.
Note: Certain devices may only display a generic thumbnail for the event clip.

Tap the event thumbnail to view the recording as shown on the right. You can also capture a snapshot from
the recording.
Note: For cameras with cloud-based storage, you can tap M or I at the top of the screen during

playback to save/share or delete this video clip. Please note that deleting this video clip will also delete the
corresponding event from the timeline.
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Notifications

[\

——

.

ol
&

Enabled L_)

CRENC,

Notifications Playback Live View Device Settings

Push Notifications Clear

Today at 11:39:17 am
Motion Detected
John's Swann DVR-Back Entrance

Today at 11:39:14 am
Motion Detected
John's Swann DVR-Garden

Today at 11:39:13 am
Motion Detected
Entrance

Today at 11:38:41am
Sound detected
Kitchen

Today at 11:38:29 am
Motion Detected
Entrance

Today at 11:37:58 am

Tap to clear all device activity history in the Notifications area below.

Tap to turn on or off push notifications from Swann Security. Depending on the type of device you have, you
can receive push notifications for:

e  Motion detection
e  Sound detection
e Human detection

e Device status (Online, Offline, Restart, Low Wi-Fi signal, Firmware upgrade)

Note: To receive push notifications from Swann Security, you must allow Swann Security to access
notifications on your phone (via Settings > Notifications > Swann Security > toggle Allow Notifications ONJ.

The Notifications area displays the history of device activity. Scroll up or down to view more notifications,

sorted by date and time.

25



QO
3

John Smith

Profile
Pair Device

Recordings

User Manual
About
Support

Sign Out

G

Notifications Playbad|

Update your profile name, account password, and location. See "Profile” on page 27.
Pair a new Swann device to your Swann Security account or re-pair an existing Swann device (to update the
Wi-Fi information).

View, share, and delete video clips that were captured manually during live view. See "Managing your App
Recordings” on page 38.

Download the app user manual (PDF file) to your phone. For best viewing experience, open the user manual
using Acrobat Reader (available on the App Store].

Display the application version information and access the terms of service and privacy policy relating to the
Swann Security app.

Open the Swann Support Center website on your phone’s web browser.

Sign out of the Swann Security app.



Cancel Save

Q
-

John Smith

First name
John

Last name

Smith

Change password

704-744 Lorimer Street,
Port Melbourne, 3207,
VIC, Australia

Delete my account

CRENC,

Notifications Playback Live View Device Settings

Tap » to change your Swann Security account login password.

Tap > to change your address.

Tap to delete your Swann Security account. A confirmation link will be sent to your registered email address.
Open the link to confirm that you want to permanently delete your account.

Tap to save any changes you've made to your Swann Security account password or address.
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Device Settings Overview - CCTV System

Done Overview Il

CCTV System
Front Gate

Name Front Gate

Is online

@ Technical details

Remove this device

CRENC,

Notifications Playback Live View Device Settings

The name of the camera channel on your CCTV system. Tap > to change it. If you rename the camera channel
on the app, it will also be automatically reflected on your CCTV system.

The current connection state of your CCTV system.

View technical information about your CCTV system such as the model name, software (firmware) version,
device ID, MAC address, and network IP address.

Note: The CCTV system’s MAC address—a unique 12-character hardware ID assigned to the device—can
be used to reset the password on your device locally (available for certain models only. Refer to your CCTV
system'’s instruction manual).

Tap to remove (unpair) the CCTV system from your Swann Security account. In some cases, you might need
to unpair your CCTV system. For example, if you want to use your camera with a different Swann Security
account or if you give away your CCTV system to a family member, you need to unpair first. Please note that
once the CCTV system is unpaired, all camera video activity related to the CCTV system will no longer be
accessible on the app.
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Device Settings Overview - Alert Indoor Camera

If

Overview Il

Name Kitchen
| Is online
‘ lime Zone +1000
| Wi-Fi SSID MyHomeWiFi
| WiFi signal .|||] 66%

Camera settings
@)) Motion settings

Check for updates
O, ®
Notifications Playback Live View Device Settings

The current name of your camera. Tap > to change it.

The current connection state of your camera.

The current timezone (GMT format) of your camera. The date and time stamp of camera recordings will be
based on the timezone you've selected. If this information is wrong, tap > to update it.

The name of the Wi-Fi network to which your camera is connected. If multiple networks are available in your
home, you can easily change the Wi-Fi connection the camera is using. Tap > to enter the new Wi-Fi details.
Note that, for best video performance, you should always connect your camera to the Wi-Fi access point or
extender nearest to it.

The Wi-Fi signal strength of the camera. In general, the closer the camera is to the home Wi-Fi router or
access point, the stronger the signal strength (higher % percentage), and the more reliable and faster the
wireless connection between devices.

(Continued on the next page)
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Device Settings Overview - Alert Indoor Camera

Overview Il

Camera settings

@)) Motion settings
[_0]
H Storage

@ Technical details

Remove this device

CRENC,

Notifications Playback Live View Device Settings

Adjust the camera’s settings such as the video stream quality, image flip, image mirror, microphone volume,
and speaker volume. See "Camera Settings - Alert Indoor Camera” on page 31.

Adjust the camera’s detection sensitivity settings for motion detection, human detection, and sound
detection. See "Motion Settings - Alert Indoor Camera" on page 32.

Access up to the last 2 days of event clips (space permitting) stored on the camera’s internal memory. When
the camera’s internal memory is full, the oldest clips will be overwritten.

Note: You can also clear the camera’s internal memory completely permanently deleting all local recordings.
To do this, scroll all the way to the bottom of the Storage screen and tap the Format storage button.

Check for camera firmware updates. Updated firmware may from time to time be available for your camera.
These updates improve the performance, security, and functionality of your camera.

Perform general maintenance such as rebooting the camera, restoring default settings, and factory reset.
Note: Factory resetting your camera is usually only necessary for troubleshooting. It isn't something to do
lightly as it will format the internal memory, wipe the current Wi-Fi information, and return all of the camera
settings to factory default.

View technical information about the camera such as the model name, firmware version, MAC address, and
Wi-Fi IP address.

Tap to remove (unpair) the camera from your Swann Security account. In some cases, you might need to
unpair your camera. For example, if you want to use your camera with a different Swann Security account or
if you give away your camera to a family member, you need to unpair first. Please note that once the camera
is unpaired, all event clips related to the camera will no longer be available in the app.

30




Camera Settings - Alert Indoor Camera

Cancel Camera settings Save Cancel Camera settings Save

VIDEO

High video image quality settings require a fast internet IMAGE
connection on both the device and smartphone. Use the
low setting where live video cannot be seen or where

movement is fragmented. Image mirror
Quality
Image flip
AUDIO
IMAGE
Speaker volume
Image mirror
Image flip 100%
Microphone volume
AUDIO
100%

Speaker volume

G ® CRENC,

Notifications Playback Live View Device Settings Notifications Playback Live View Device Settings

Adjust the quality of the live video stream. If you find that the camera is taking awhile to start streaming, this
may be caused by the slow internet speed on your phone (poor cellular coverage) or limited home internet
bandwidth (other video streaming activity running at the same time on your Wi-Fi network can result in
congestion affecting your internet upload and download speeds). Try using the Low setting which may help
improve loading times and provide smoother video streaming. The Low setting can also help limit data
consumption on your mobile device.

Note: This setting does not affect the video quality of event clips as they are always captured in highest
resolution.

Lets you horizontally reverse the orientation of the camera’s video display.
Lets you turn the camera’s video display upside down. This is useful if your camera has been mounted upside
down.

Adjust the camera’s speaker volume. You can also turn the camera’s speaker off by sliding the level all the
way to the left. Please note that decreasing the speaker volume level will also reduce the volume of the built-
in siren.

Adjust the camera’s microphone volume. You can also turn the camera’s microphone off by sliding the level
all the way to the left. Please note that decreasing the microphone volume level will also reduce the sound
detection sensitivity.

Apply any changes you've made to the settings.
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Motion Settings - Alert Indoor Camera

Cancel Motion settings Save

Cancel Motion settings Save

MOTION DETECTION

High motion settings will detect movement further away
from the camera but may reduce battery life and produce
more false triggers. Use the low setting for optimized

performance and fewer false triggers
Far Maximum

Off Close

Medium

HUMAN DETECTION

Lower values will only detect people that are nearby.
Higher values will trigger on people detected in the
distance and produce more false triggers.

(0] Close Medium Far Maximum]

SOUND DETECTION

Lower values will only detect loud sounds. Higher values
will trigger on quiet sounds and produce more false
triggers.

[ [

® G

Notifications Playback

]®._ I_.]

Live View Device Settings

Lower values will only detect people that are nearby.
Higher values will trigger on people detected in the
distance and produce more false triggers.

Off Close Medium Far Maximum

SOUND DETECTION

Lower values will only detect loud sounds. Higher values
will trigger on quiet sounds and produce more false
triggers.

Off Loud

Medium Quiet Maximum]

SIREN

When motion is detected, sound the siren for the specified
period of time

Off 30s. | 60s. | 90s.

120 s. ]

Notifications

S

Playback

®

Live View Device Settings

Select the motion sensitivity level to optimize motion detection recordings for your home environment.
Higher sensitivity settings will detect movement further away from the camera. Use the lower settings
to reduce detection range and minimize unwanted recordings. Selecting Off turns off motion detection

completely.

Receive alerts when the camera detects a person present in the motion event. The higher the human
detection sensitivity, the more sensitive the camera is in distinguishing between human silhouettes and
other motion objects further away. Selecting Off turns off human detection completely. Please note that, to
use this feature, the motion detection sensitivity setting (above) must not be Off.

Select the sound sensitivity level needed to trigger recordings. Higher sensitivity settings will detect

even the quietest of sounds like whispers or rustling leaves further away. Use the lower settings to only
detect loud noises like vacuums or alarm clocks. Every home environment is unique, so we recommend
experimenting with the sound detection sensitivity levels to find out which works best for yours. Selecting

Off turns off sound detection completely.

Select how long the siren will sound when the camera detects motion or sound activity.
Note: Please exercise discretion and good judgment when deciding to activate the siren. Make sure to

comply with all local noise regulations.

Apply any changes you've made to the camera’s detection settings.
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Device Settings Overview - Spotlight Outdoor Camera

Done Overview Il

Spotlight Outdoor
Security Camera

Entrance

Name Entrance
| Is online
‘ lime Zone +1100
| Wi-Fi SSID MyHomeWiFi
| WiFi signal .|||] 78%

Camera settings
@)) Motion settings

Check for updates
O, ®
Notifications Playback Live View Device Settings

The current name of your camera. Tap > to change it.

The current connection state of your camera.

The current timezone (GMT format) of your camera. The date and time stamp of camera recordings will be
based on the timezone you've selected. If this information is wrong, tap > to update it.

The name of the Wi-Fi network to which your camera is connected. If multiple networks are available in your
home, you can easily change the Wi-Fi connection the camera is using. Tap > to enter the new Wi-Fi details.
Note that, for best video performance, you should always connect your camera to the Wi-Fi access point or
extender nearest to it.

The Wi-Fi signal strength of the camera. In general, the closer the camera is to the home Wi-Fi router or
access point, the stronger the signal strength (higher % percentage), and the more reliable and faster the
wireless connection between devices.

(Continued on the next page)
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Device Settings Overview - Spotlight Outdoor Camera

Done Overview Il

Spotlight Outdoor
Security Camera

Entrance

Camera settings

@)) Motion settings
[_0]
H Storage

@ Technical details

Remove this device

CRENC,

Notifications Playback Live View Device Settings

Adjust the camera’s settings such as the video stream quality, image flip, image mirror, microphone volume,
and speaker volume. See "Camera Settings - Spotlight Outdoor Camera" on page 35.

Adjust the camera’s detection sensitivity settings for motion detection, human detection, and sound
detection. See "Motion Settings - Spotlight Outdoor Camera" on page 36.

Access up to the last 2 days of event clips (space permitting) stored on the camera’s internal memory. When
the camera’s internal memory is full, the oldest clips will be overwritten.

Note: You can also clear the camera’s internal memory permanently deleting all local recordings. To do this,
scroll all the way to the bottom of the Storage screen and tap the Format storage button.

Check for camera firmware updates. Updated firmware may from time to time be available for your camera.
These updates improve the performance, security, and functionality of your camera.

Perform general maintenance such as rebooting the camera, restoring default settings, and factory reset.
Note: Factory resetting your camera is usually only necessary for troubleshooting. It isn't something to do
lightly as it will format the internal memory, wipe the current Wi-Fi information, and return all of the camera
settings to factory default.

View technical information about the camera such as the model name, firmware version, MAC address, and
Wi-Fi IP address.

Tap to remove (unpair) the camera from your Swann Security account. In some cases, you might need to
unpair your camera. For example, if you want to use your camera with a different Swann Security account or
if you give away your camera to a family member, you need to unpair first. Please note that once the camera
is unpaired, all event clips related to the camera will no longer be available in the app.
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Camera Settings - Spotlight Outdoor Camera

Cancel Camera settings Save

Spotlight Outdoor
Security Camera

Entrance

VIDEO

High video image quality settings require a fast internet
connection on both the device and smartphone. Use the
low setting where live video cannot be seen or where
movement is fragmented.

Quality
Medium High ]
IMAGE
Image mirror
Image flip
AUDIO

Speaker volume

CRENC,

Notifications Playback Live View Device Settings

Cancel Camera settings Save

Spotlight Outdoor
Security Camera

Entrance

IMAGE

Image mirror

Image flip

AUDIO

Speaker volume

100%

Microphone volume

100%

CRENC,

Notifications Playback Live View Device Settings

Adjust the quality of the live video stream. If you find that the camera is taking awhile to start streaming, this
may be caused by the slow internet speed on your phone (poor cellular coverage) or limited home internet
bandwidth (other video streaming activity running at the same time on your Wi-Fi network can result in
congestion affecting your internet upload and download speeds). Try using the Low setting which may help
improve loading times and provide smoother video streaming. The Low setting can also help limit data

consumption on your mobile device.

Note: This setting does not affect the video quality of event recordings as they are always captured in the

highest resolution.

Lets you horizontally reverse the orientation of the camera’s video display.

Lets you turn the camera’s video display upside down. This is useful if your camera has been mounted upside

down.

Adjust the camera’s speaker volume. You can also turn the camera’s speaker off by sliding the level all the
way to the left. Please note that decreasing the speaker volume level will also reduce the volume of the built-

insiren.

Adjust the camera’s microphone volume. You can also turn the camera’s microphone off by sliding the level
all the way to the left. Please note that decreasing the microphone volume level will also reduce the sound

detection sensitivity.

Apply any changes you've made to the settings.
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Motion Settings - Spotlight Outdoor Camera

Cancel Motion settings Save Cancel Motion settings Save

Spotlight Outdoor
Security Camera

Spotlight Outdoor
Security Camera

Entrance Entrance

MOTION DETECTION SOUND DETECTION

High motion settings will detect movement further away

from the camera but may reduce battery life and produce L(:weri values "-.n”-,"\li only detect loud sounds. Higher values
more false triggers. Use the low setting for optimized w_\ll trigger on quiet sounds and produce more false
performance and fewer false triggers triggers.

Off Close Ear Max‘\mum] Off Loud Medium Quiet Maximum
PERSON DETECTION LIGHT

When motion is detected, turn the light on for the specified
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period of time

Higher values will trigger on people detected in the
distance and produce more false triggers.

Off 30s. | 60s. | 90s. | 120s.

Off Close Medium Far Maximum

SIREN
SOUND DETECTION

When motion is detected, sound the siren for the specified
Lower values will only detect loud sounds. Higher values period of time
will trigger on quiet sounds and produce more false

triggers off | 30s. 90s. | 120s.
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Notifications Playback Live View Device Settings Notifications Playback Live View Device Settings

Select the motion sensitivity level to optimize motion detection recordings for your home environment.
Higher sensitivity settings will detect movement further away from the camera. Use the lower settings
to reduce detection range and minimize unwanted recordings. Selecting Off turns off motion detection
completely.

Receive alerts when the camera detects a person present in the motion event. The higher the human
detection sensitivity, the more sensitive the camera is in distinguishing between human silhouettes and
other motion objects further away. Selecting Off turns off human detection completely. Please note that, to
use this feature, the motion detection sensitivity setting (above) must not be Off.

Select the sound sensitivity level needed to trigger recordings. Higher sensitivity settings will detect

even the quietest of sounds like whispers or rustling leaves further away. Use the lower settings to only
detect loud noises like vacuums or alarm clocks. Every home environment is unique, so we recommend
experimenting with the sound detection sensitivity levels to find out which works best for yours. Selecting
Off turns off sound detection completely.

Select how long the spotlights will stay on when triggered by motion or sound activity detection during night time.
Note: The camera’s built-in night detection sensor, which reads the ambient brightness levels, will
automatically keep the spotlights off during daytime to conserve electricity and make your spotlights last
longer. You can still manually turn on the spotlights during the day using the light control icon during live view.

Select how long the siren will sound when the camera detects motion or sound activity.
Note: Please exercise discretion and good judgment when deciding to activate the siren. Make sure to
comply with all local noise regulations.

Apply any changes you've made to the camera’s detection settings.
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Managing your App Recordings

{ Live View Recordings < Recordings Entrance Edit
18 Nov 2019
12:00:23 pm 12:00:35 pm
Backyard
~
Entrance @
Front Gate

®

Live View Device Settings

®

&

Playback

G

Playback

Notifications

Notifications Live View Device Settings

To view a recording, tap on the video thumbnail.
To manage your recordings, tap Edit.

From the Recordings (Menu > Recordings) screen,
select your camera.

Note: Only cameras which you had previously used
to capture video clips manually via the app’s live
view are listed.

< Recordings Entrance Cancel.—' Tap to cancel edit mode.

18 Nov 2019
12:00:23 pm °

12:00:35 pm

AirDrop. Share instantly with people nearby. If
they turn on AirDrop from Control Centre on iOS
or from Finder on the Mac, you'll see their
names here. Just tap to share.

Tap on a video thumbnail to
select the recording.

A blue tick 0 appears when
arecording is selected.

OE ™

Message Mail WhatsApp Gmail
ﬁi = voo ITapto select all recordings.
Copy Save to Files More
Select All [ﬁ e Tap to permanently delete
—— @ @ selected recordings. Once

Notifications

Playback

Live View

Device Settings

deleted, recordings cannot be

Tap to share selected recordings

via popular email/messaging
apps or save to your phone’s
cloud or local storage.
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FAQs - General

| have forgotten my Swann Security account password. How do | reset it?

Tap the “Forgot Password” link on the Sign In screen of the Swann Security app and submit the email address that you
used to create your account. You'll shortly receive an email with instructions on how to reset your account password.

Can |l access my devices with another phone?

Yes. Just install the Swann Security app on your other phone and sign in using the same Swann Security account
credentials. For privacy, make sure to sign out of the app on any secondary devices before switching back to your
primary phone.

Can | register my devices to another Swann Security account?

A device can be registered to a single Swann Security account only. If you want to register the device to a new
account (for example, if you want to give the device to a friend), you'll first need to remove the device (i.e., unpair]
from your account. Once removed, the camera can be registered to another Swann Security account.

Where can | find the snapshots and recordings taken using the app?

You can view your snapshots in the Photos app on your phone.
You can view your recordings in the app via Menu > Recordings. See "Managing your App Recordings” on page 38.

How do | get alerts on my phone?

To receive push notifications from Swann Security, simply turn on the Enabled toggle in the Notifications tab of the
Swann Security app.

Will | be able to stream live video if I'm travelling overseas?

As long as your mobile phone and the Swann Security devices are both connected to the internet, you can
conveniently check in on your devices via the Swann Security app from anywhere in the world.

Why is live video from my devices slow to load?

Poor internet connection is the most common reason. Test your internet speed using an online speed checker tool
or at speedtest.net. We recommend internet speeds of at least 2 Mbps for optimal streaming performance. As a
general rule, the more devices (e.g., cameras) you have connected, the more internet bandwidth you'll need.
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FAQs - Alert Indoor Camera/Spotlight Outdoor Camera

Can | use my camera without an internet connection?

No, your camera requires a Wi-Fi network connection with internet access (minimum 512Kbps upload speed) so you
can stream live video to your phone and manage the camera’s settings.

Why am | getting false motion events?

Moving cars, passersby, direct sunlight or reflection may cause unwanted motion detection. To minimize false
motion detections, adjust your camera angle slightly downward and ensure the field of view is focused only on

the immediate area of concern and excludes as much background activity as possible. If placed outdoors, avoid
locations where your camera will be directly exposed to sunlight during the day. Also, take note of shiny surfaces in
the vicinity, such as house or car windows, which can reflect sunlight and trigger your camera’s motion sensor. You
can also try lowering the motion detection sensitivity to suit the environment.

Is it possible to manually turn off the camera’s siren that has been triggered by motion or sound detection?

Yes, simply open the camera’s live view then tap the siren icon twice. If the duration of the automatic siren is too long,
you can reduce it to 30 seconds [minimum) or turn it off completely in the camera's settings (Motion Settings > Siren).

How long is a camera event clip?

Camera event clips can be as short as 10 seconds and up to 1 minute in length, depending on how long the sound
or motion lasts. The camera will begin recording an event when sound or motion is first detected, and continue
to record until there is completely no sound or motion. If your camera continues to detect sound or motion for
longer than a minute, a new video event will be created on the video activity timeline, and you will get a separate
notification for that event.

Why can’t | hear anything in the camera event clips?

Make sure that the microphone volume setting of the camera is not turned OFF or set too low—the camera will not
be able to pick up any sound in the background.

How far back can | review my camera's event history?

Swann Security provides free basic cloud storage for your camera. The video activity timeline (in the Playback tab)
will display up to the last 7 days of event clips that your camera has recorded.

| have installed a new home Wi-Fi router. How do | change the Wi-Fi network my camera connects to?

If the old Wi-Fi router has not been disconnected yet, go to your camera’s Settings > Wi-Fi SSID, then enter the new
Wi-Fi network details [i.e., Wi-Fi network name and password)]. This will immediately update the Wi-Fi information
on your camera. Make sure the new Wi-Fi network is available for devices to connect to.

If the old Wi-Fi router is no longer operating, go to Menu > Pair Device and perform the pairing procedure again.
You do not need to delete the camera from your account. You can also just re-pair your camera if the Wi-Fi network
name or password on the router has been changed.
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The content in this manual is for information purposes only and is subject to change without notice. While
every effort is made to ensure that this manual is accurate and complete at the time of publication, no liability
is assumed for any errors and omissions that may have occurred. For the latest version of this user manual,
please visit: www.swann.com

Apple and iPhone are trademarks of Apple Inc., registered in the U.S. and other countries.
© 2019 Swann Communications

Swann Security Application Version: 1.8.30
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