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Preface

This manual provides information related to the installation and operation of this
device. The individual reading this manual is presumed to have a basic
understanding of telecommunications terminology and concepts.

If you find the product to be inoperable or malfunctioning, please contact technical
support for immediate service by email at INT-support@comtrend.com

For product update, new product release, manual revision, or software upgrades,
please visit our website at http://www.comtrend.com

Important Safety I nstructions

With reference to unpacking, installation, use, and maintenance of your electronic
device, the following basic guidelines are recommended:

e Do not use or install this product near water, to avoid fire or shock hazard. For
example, near a bathtub, kitchen sink or laundry tub, or near a swimming pool.
Also, do not expose the equipment to rain or damp areas (e.g. a wet basement).

e Do not connect the power supply cord on elevated surfaces. Allow it to lie freely.
There should be no obstructions in its path and no heavy items should be placed
on the cord. In addition, do not walk on, step on, or mistreat the cord.

e Use only the power cord and adapter that are shipped with this device.

e Never install telephone wiring during stormy weather conditions.

CAUTION:

n Always disconnect all telephone lines from the wall outlet before servicing
or disassembling this equipment.

m  Changes or modifications to this unit not expressly approved by the party
responsible for compliance could void the user authority to operate the
equipment.

n Do not stack equipment or place equipment in tight spaces, in drawers, or
on carpets. Be sure that your equipment is surrounded by at least 2 inches
of air space.

m  To prevent interference with cordless phones, ensure that the gateway is
at least 5 feet ( 1.5m )from the cordless phone base station.

[ If you experience trouble with this equipment, disconnect it from the
network until the problem has been corrected or until you are sure that
equipment is not malfunctioning.
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A WARNING

Disconnect the power line from the device before servicing
For indoor use only

Do NOT open the casing

Do NOT use near water

Do NOT insert sharp objects into the RJ-11 jack

Keep away from the fire

For use in ventilated environment / space

Use 26 AWG or larger cable connect to RJ-11 port

Débranchez I'alimentation électrique avant I'entretien
Cet appareil est congu pour l'usage intérieur seulement
N'ouvrez pas le boitier

N'utilisez pas cet appareil prés de I'eau

N'insérez pas d'objets tranchants dans la prise RJ-11
N'approchez pas du feu

Veuillez utiliser dans un environnement aéré

Veuillez utiliser fil électrique de 26 AWG pour port RJ-11

Power Specifications ( Alimentation ) :
Input : 12Vdc, 3.0A or 2.0AE—&@

Output : USB3.0, === 900mA

User I nformation

Any changes or modifications not expressly approved by the party responsible for
compliance could void your authority to operate the equipment.

Aucune modification apportée a I'appareil par I'utilisateur, quelle qu’en soit la nature.
Tout changement ou modification peuvent annuler le droit d’utilisation de I'appareil
par l'utilisateur.

Note: This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one or more of the following measures:

—Reorient or relocate the receiving antenna.

—Increase the separation between the equipment and receiver.

—Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

—Consult the dealer or an experienced radio/ TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference, and (2)
this device must accept any interference received, including interference that may
cause undesired operation.
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This Class B digital apparatus complies with Canadian ICES-003.

To reduce potential radio interference to other users, the antenna type and
its gain should be so chosen that the equivalent isotropically radiated power
(e.i.r.p.) is not more than that permitted for successful communication.
This device complies with Part 15 of the FCC Rules and Industry Canada
licence-exempt RSS standard(s).

Operation is subject to the following two conditions:

1. This device may not cause interference, and

2. This device must accept any interference, including interference that may
cause undesired operation of the device.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 Canada.
Pour réduire le risque d’interférence aux autres utilisateurs, le type d’antenne

et son gain doivent étre choisies de fagon que la puissance isotrope

rayonnée équivalente (PIRE) ne dépasse pas ce qui est nécessaire pour une
communication réussie.

Cet appareil est conforme a la norme RSS Industrie Canada exempts de licence
norme(s).

Son fonctionnement est soumis aux deux conditions suivantes:

1. Cet appareil ne peut pas provoquer d’interférences et

2. Cet appareil doit accepter toute interférence, y compris les interférences
qui peuvent causer un mauvais fonctionnement du dispositif.

Radiation Exposure

FCC
1. This Transmitter must not be co-located or operating in conjunction with any
other antenna or transmitter.

2. This equipment complies with FCC RF radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with a
minimum distance of 23 cm between the radiator and your body.

| SED

This device complies with the ISED radiation exposure limit set forth for an
uncontrolled environment. This device should be installed and operated with
minimum distance 23 cm between the radiator & your body. This transmitter must
not be co-located or operating in conjunction with any other antenna or transmitter.

“This product meets the applicable Innovation, Science and Economic development
Canada technical specifications”.

The device for operation in the band 5150-5250 MHz is only for indoor use to reduce
the potential for harmful interference to co-channel mobile satellite systems.

This product meets the applicable Industry Canada technical specifications.

The Ringer Equivalence Number (REN) indicates the maximum number of devices
allowed to be connected to a telephone interface. The termination of an interface

may consist of any combination of devices subject only to the requirement that the
sum of the RENs of all the devices not exceed five.
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Cet équipement est conforme avec I'exposition aux radiations ISED définies pour un
environnement non contrélé. Cet équipement doit étre installé et utilisé a une
distance minimum de 23 cm entre le radiateur et votre corps. Cet émetteur ne doit
pas étre co-localisées ou opérant en conjonction avec une autre antenne ou
transmetteur.

«Ce produit est conforme aux spécifications techniques applicables d'Innovation,
Sciences et Développement économique Canada».

les dispositifs fonctionnant dans la bande 5150-5250 MHz sont réservés
uniquement pour une utilisation a l'intérieur afin de réduire les risques de
brouillage préjudiciable aux systémes de satellites mobiles utilisant les
mémes canaux.

Le présent matériel est conforme aux specifications techniques applicables
d’Industrie Canada.

Lindice d’équivalence de la sonnerie (IES) sert a indiquer le nombre maximal de
terminaux qui peuvent étre raccordés a une interface téléphonique. La terminaison
d’une interface peut consister en une combinaison quelconque de dispositifs, a la
seule condition que la somme d’indices d’équivalence de la sonnerie de tous les
dispositifs n’excéde pas cing.

Le numéro REN (Ringer Equivalence Number) indique le nombre maximal de
périphériques pouvant étre connectés a une interface téléphonique. La terminaison
d'une interface peut consister en une combinaison quelconque d'appareils, a la
condition que la somme des REN de tous les appareils ne dépasse pas cinqg.

Certification
@® FCC/ IC standard
Part 15B / ICES-003
Part 15C / RSS-247( 2.4GHz )
Part 15E/ RSS-247( 5GHz )
TIA-968 / IC-CS03
UL 62368-1 / CSA 62368-1

Copyright

Copyright© 2020 Comtrend Corporation. All rights reserved. The information
contained herein is proprietary to Comtrend Corporation. No part of this document
may be translated, transcribed, reproduced, in any form, or by any means without
prior written consent of Comtrend Corporation.

NOTE: This document is subject to change without notice.
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Open Source Software Notice

Comtrend’s products use open source software to fulfill their function.

Licenses for the open source software are granted under the GNU General Public
License in various versions. For further information on the GNU General Public
License see http://www.gnu.org/licenses/

You are allowed to modify all open source code (except for proprietary programs)
and to conduct reverse engineering for the purpose of debugging such modifications;
to the extent such programs are linked to libraries licensed under the GNU Lesser
General Public License. You are not allowed to distribute information resulting from
such reverse engineering or to distribute the modified proprietary programs.

The rights owners of the open source software require you to refer to the following
disclaimer which shall apply with regard to those rights owners:

Warranty Disclaimer

THE OPEN SOURCE SOFTWARE IN THIS PRODUCT IS DISTRIBUTED IN THE HOPE
THAT IT WILL BE USEFUL, BUT WITHOUT ANY WARRANTY, WITHOUT EVEN THE
IMPLIED WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE. SEE THE APPLICABLE LICENSES FOR MORE DETAILS. Comtrend's
products will strictly follow the market's standard requirements. It is not permitted
to modify any Wi-Fi parameters, including the Wi-Fi power setting.

Obtain Source Code
If you wish to download the open source code please see:
https://www.comtrend.com/gplcddl.html

If you do not see the required source code on our website link and wish to be
provided with the entire source code for that product, we will provide it to you and
any third party with the source code of the software licensed under an open source
software license. Please send us a written request by email or mail to one of the
following addresses:

Email: Comtrend support team - opensource@comtrend.com

Postal: Comtrend Corporation
3F-1, 10 Lane 609,
Chongxin Rd., Section 5,
Sanchong Dist,

New Taipei City 24159,
Taiwan
Tel: 886-2-2999-8261

In detail name the product and firmware version for which you request the source
code and indicate means to contact you and send you the source code.

PLEASE NOTE WE WILL CHARGE THE COSTS OF A DATA CARRIER AND THE POSTAL
CHARGES TO SEND THE DATA CARRIER TO YOU.THE AMOUNT WILL VARY
ACCORDING TO YOUR LOCATION AND THE COMTREND SUPPORT TEAM WILL
NOTIFY THE EXACT COSTS WHEN REVIEWING THE REQUEST.

THIS OFFER IS VALID FOR THREE YEARS FROM THE MOMENT WE DISTRIBUTED
THE PRODUCT. FOR MORE INFORMATION AND THE OPEN SOURCE LIST (&
RESPECTIVE LICENCES) FOR INDIVIDUAL PRODUCTS PLEASE SEE:
https://www.comtrend.com/gplcddl.html
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Protect Our Environment

©_7 This symbol indicates that when the equipment has reached the end of
I, '.' its useful life, it must be taken to a recycling centre and processed

B scparate from domestic waste.

The cardboard box, the plastic contained in the packaging, and the parts that make
up this router can be recycled in accordance with regionally established regulations.
Never dispose of this electronic equipment along with your household waste; you
may be subject to penalties or sanctions under the law. Instead, please be
responsible and ask for disposal instructions from your local government.
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SOMTREND
Chapter 1 I ntroduction

VR-3071 is a Multi-DSL router using the Intel solution and provides both ADSL and
35b VDSL. It integrates 5 Giga Ethernet ports, WLAN 802.11ax 2.4GHz (2T2R)
frequency band and 802.11ax 5GHz (4T4R) frequency band. VR-3071 is designed for
high speed applications and TR-069 allows for uncomplicated remote management.
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Chapter 2 I nstallation

2.1 Hardware Setup

DO NOT STACK

Non-stackable
This device is not stackable — do not place units on top of each other, otherwise

damage could occur.

Follow the instructions below to complete the hardware setup.

11
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2.1.1 Back Panel

The figure below shows the back panel of the device.

TR |

LT

LHLE

L1TE ]

WiFi On/ Off/ WPS Button 5G

Press the 5G button for less than 5 seconds to enable WPS which will allow 2
minutes for WiFi connection.

Press and hold the 5G button > 5 seconds and less than 10 seconds to
enable/disable the WiFi function.

WiFi On/ Off/ WPS Button 2.4G

Press the 2.4G button for less than 5 seconds to enable WPS which will allow 2
minutes for WiFi connection.

Press and hold the 2.4G button > 5 seconds and less than 10 seconds to
enable/disable the WiFi function.
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WPS Button
Press the WPS button less than 2 seconds to enable WPS which will allow 2 minutes
for WiFi connection.

DSL

Connect to the DSL port with the DSL RJ11 cable. The VR-3071 supports the
following DSL profiles -

ADSL : ADSL, ADSL 2, ADSL 2+.

VDSL : 8a, 8b, 8c, 8d, 12a, 12b, 17a, 30a and 35b.

USB Port

This port can be used to connect the router to a storage device. It can only be used
for SAMBA(storage) and for a Printer Server. Support for other devices may be
added in future firmware upgrades.

LAN (Ethernet) Ports
You can connect the router to up to four LAN devices using RJ45 cables. The ports
are auto-sensing MDI/X and either straight-through or crossover cable can be used.

ETH WAN PORT

This port is designated to be used for Ethernet WAN functionality only. Use
1000-BASE-T RJ-45 cables to connect to Gigabit WAN server, or 10/100BASE-T
RJ-45 cables for standard network usage. This ports is auto-sensing MDI/X; so
either straight-through or crossover cable can be used.

Power ON

Press the power button to the OFF position (OUT). Connect the power adapter to the
power port. Attach the power adapter to a wall outlet or other AC source. Press the
power button to the ON position (IN). If the Power LED displays as expected then
the device is ready for setup (see section — LED Indicators).

Caution 1: If the device fails to power up, or it malfunctions, first verify that the
power cords are connected securely and then power it on again. If the
problem persists, contact technical support.

Caution 2: Before servicing or disassembling this equipment, disconnect all power
cords and telephone lines from their outlets.

13
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2.1.2 Bottom Panel

Arsei Bufton H"""'-..._

/
A
[I
I]
J

Reset Button

Restore the default parameters of the device by pressing the Reset button for 10
seconds. After the device has rebooted successfully, the front panel should display
as expected (see section 2.1.3 Front Panel for details).

NOTE: If pressed down for more than 60 seconds, the VR-3071 will go into a
firmware update state (CFE boot mode). The firmware can then be
updated using an Internet browser pointed to the default IP address.

14
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2.1.3 Front Panel

The front panel LED indicators are shown below and explained in the following table.
This information can be used to check the status of the device and its connections.

¥

-
=

LED Color Mode

Function

On

IP connected and no traffic detected. If an IP or
PPPoE session is dropped due to an idle timeout,
the light will remain blue.

The light will turn red when it attempts to
reconnect and DHCP or PPPoE fails.

Off
INTERNET

Modem power off, modem in WDSd mode or WAN
connection not present.

Blink

IP connected and |IP Traffic is passing through the
device (either direction)

On

Device attempted to become IP connected and
failed (no DHCP response, no PPPoE response,
PPPoE authentication failed, no IP address from
IPCP, etc.)

15
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On xDSL Link is established.
DSL Off The device is powered down.
Blink | xDSL Link is training.
On Ethernet WAN is connected.
ETH WAN Off Ethernet WAN is not connected.
Blink | Ethernet WAN is transmitting/ receiving.
On Wi-Fi enabled.
5G WiFi Off Wi-Fi disabled.
Blink | Data transmitting or receiving over WLAN.
On Wi-Fi enabled.
2.4G WiFi Off Wi-Fi disabled.
Blink | Data transmitting or receiving over WLAN.
on WPS connection successful. The LED will stay on
for 3 minutes.
WPS - )
Off No WPS association process ongoing.
Blink | WPS connection in progress.
On An Ethernet Link is established.
ETH 1X-4X Off An Ethernet Link is not established.
Blink | Data transmitting or receiving over Ethernet.
On At least one device is connected to the USB port.
Off No device is connected to the USB port or a
uUSB device is connected to a USB port but not active.
. Data TX/RX passing through at least one of the
Blink
USB ports.
On The device is powered up.
Off The device is powered down.
POST (Power On Self Test) failure or other
POWER malfunction. A malfunction is any error of
On internal sequence or state that will prevent the
device from connecting to the DSLAM or passing
customer data.
Note:

A malfunction is any error of internal sequence or state that will prevent the device
from connecting to the DSLAM or passing customer data. This may be identified at
various times such after power on or during operation through the use of self testing
or in operations which result in a unit state that is not expected or should not occur.

IP connected (the device has a WAN IP address from IPCP or DHCP and DSL is up or
a static IP address is configured, PPP negotiation has successfully complete — if used
— and DSL is up ) and no traffic detected. If the IP or PPPoE session is dropped for
any other reason, the light is turned off. The light will turn red when it attempts to
reconnect and DHCP or PPPoE fails.
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Chapter 3 Web User I nterface

This section describes how to access the device via the web user interface (WUI)
using an Internet browser such as Internet Explorer (version 5.0 and later).

3.1 Default Settings

The factory default settings of this device are summarized below.

LAN IP address: 192.168.1.1

LAN subnet mask: 255.255.255.0

Administrative access (username: root, password: 12345)
WLAN access: enabled

Technical Note

During power on, the device initializes all settings to default values. It will then
read the configuration profile from the permanent storage section of flash memory.
The default attributes are overwritten when identical attributes with different values
are configured. The configuration profile in permanent storage can be created via
the web user interface or telnet user interface, or other management protocols.
The factory default configuration can be restored either by pushing the reset button
for more than ten seconds until the power indicates LED blinking or by clicking the
Restore Default Configuration option in the Restore Settings screen.
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3.2 IP Configuration

DHCP MODE

When the VR-3071 powers up, the onboard DHCP server will switch on. Basically,
the DHCP server issues and reserves | P addresses for LAN devices, such as your PC.

To obtain an IP address from the DCHP server, follow the steps provided below.

NOTE: The following procedure assumes you are running Windows. However,
the general steps involved are similar for most operating systems (OS).
Check your OS support documentation for further details.

STEP 1: From the Network Connections window, open Local Area Connection ( You
may also access this screen by double-clicking the Local Area Connection
icon on your taskbar). Click the Properties button.

STEP 2: Select Internet Protocol (TCP/IP) and click the Properties button.

STEP 3: Select Obtain an IP address automatically as shown below.

Internet Protocol Version 4 (TCP/IPvd) Properties |i|'-£+h]

General ! Alternate Configuration |

You can get IP settings assigned automatically if your network supports
| this capability. Otherwise, you need to ask your network administrator
| for the appropriate IP sethings.

| @ Obtain an IP address automatcally
(71 Use the following IP address:

@ Obtain DNS server address automatically

1 Use the following DNS server addresses:

iy A 3 o e

validate setings upon exit | T AU

L_oc || Ganced |

STEP 4: Click OK to submit these settings.

If you experience difficulty with DHCP mode, you can try static IP mode instead.
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STATICIP MODE
In static IP mode, you assign IP settings to your PC manually.

Follow these steps to configure your PC |P address to use subnet 192.168.1.x.

NOTE: The following procedure assumes you are running Windows. However,
the general steps involved are similar for most operating systems (OS).
Check your OS support documentation for further details.

STEP 1: From the Network Connections window, open Local Area Connection ( You
may also access this screen by double-clicking the Local Area Connection
icon on your taskbar). Click the Properties button.

STEP 2: Select Internet Protocol (TCP/IP) and click the Properties button.

STEP 3: Change the IPaddresstothe 192.168.1.x (1<x<255) subnet with subnet
mask of 255.255.255.0. The screen should now display as shown below.

o

Internet Protocol Version 4 (TCP/IPvd) Properties |il'i—:hj

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask yvour network administrator
for the appropriate IF settings.

(71 Obtain an IP address automatically
i@ Use the following [P address:

IF address: 192,168 .. 1 ,133
Subret mask: 255.,. 285 . 255, O
Default gateway:

Ohbtain DNG seriver address automatically

@ Use the following DNS server addresses;

Freferred DMNS server:

Alternate DNS server:

[ validate settings upon exit | P T .

o] [oma ]

STEP 4: Click OK to submit these settings.
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3.3 Login Procedure

Perform the following steps to login to the web user interface.

NOTE: The default settings can be found in section 3.1 Default Settings.

STEP 1: Start the Internet browser and enter the default |P address for the device
in the Web address field. For example, if the default IP address is
192.168.1.1, type http://192.168.1.1.

NOTE: For local administration (i.e. LAN access), the PC running the browser
must be attached to the Ethernet, and not necessarily to the device.
For remote access (i.e. WAN), use the |IP address shown on the Device
Information screen and login with remote username and password.

STEP 2: A dialog box will appear, such as the one below. Enter the default
username and password, as defined in section 3.1 Default Settings.

Windows Security @

The server 192.168.1.1 at Broadband Router requires a username and
password,

Warning: This server is requesting that your username and password be
zent in an insecure manner (basic authentication without a secure
connectionh

| fJ:Ef name |

[——]
|‘ﬂ' |l:'ass-.'-.r|:~ru:| |

["1 Remember my credentials

I K i | Cancel

. o

Click OK to continue.

NOTE: The login password can be changed later (see section 8.6.1 Accounts). \

20
Leading the Communication Trend



STEP 3:

After successfully logging in for the first time, you will reach this screen.
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You can also reach this page by clicking on the following icon located at the top of

the screen.

Device Info

21

Leading the Communication Trend



Chapter 4 Device I nformation

You can reach this page by clicking on the following icon located at the top of the
screen.

Device Info

The web user interface window is divided into two frames, the main menu (on the
left) and the display screen (on the right). The main menu has several options and
selecting each of these options opens a submenu with more selections.

NOTE: The menu items shown are based upon the configured connection(s) and
user account privileges. For example, user account has limited access to
configuration modification.

Device Info is the first selection on the main menu so it will be discussed first.
Subsequent chapters will introduce the other main menu options in sequence.

The Device Info Summary screen displays at startup.
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This screen shows hardware, software, |P settings and other related information.
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4.1 WAN

Select WAN from the Device Info submenu to display the configured PVC(s).

- -
COMTREND
il
Tewiee fnin Mty Erfup Palvrane w1l S lup T arprecest i w Fandzensan L sl
o
ST - . - -
Vi | B |= i - - |

AR = |_ _| | “11 __'|- | e -| |._...._I S _|” | -
St L .
Flaike
A

Refresh — Click this button to refresh the screen.
DHCP Release — Click this button to release the IP through IPoE service.

DHCP Renew - Click this button to refresh an IP through IPoE service.

Item Description
Interface Name of the interface for WAN
Description Name of the WAN connection
Type Shows the connection type
VlanMuxId Shows 802.1Q VLAN ID
IPv6 Shows WAN IPv6 status
Igmp Pxy Shows Internet Group Management Protocol

(IGMP) proxy status

Igmp Src Enbl Shows the status of WAN interface used as |IGMP
source

MLD Pxy Shows Multicast Listener Discovery (MLD) proxy
status

MLD Src Enbl Shows the status of WAN interface used as MLD
source

NAT Shows Network Address Translation (NAT) status

Firewall Shows the status of Firewall
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connect/disconnect

IPv4 Status Lists the status of IPv4 connection if WAN enabled
IPv4

IPv4 Address Shows WAN [Pv4 address

PPP Shows the PPP connection status

IPv6 Status Lists the status of IPv6 connection if WAN enabled
IPv6
IPv6 Address Shows WAN |Pv6 address

For your reference, if Manual Mode is enabled in PPP service as shown here.

|  Foed MTU

MTL:| 1442

E Enzble PP Marwual Mode

Enzblz PPP Debug Made

Bridge PPPoE Frames Between WAN and Loca! Ports

IGMP Multicast

=D

Enzble IGMP Multcast Procy

=MD

Enzble IGMIP Multicast Source

Back Mext

Manual PPP connect/disconnect option will become available on the WAN Info page
(as shown here).

COMTREND

B&Hd ak

L lids P Beliqs Fatyraaem rm i St g Tl b & Fla i & Ll
—

Seprmmia Ty A J i J
WEh e | 1 " i §

3 varmmai | e & - -
L FIETT | r | = -
gy I T = | T
Al
Lt 8
b
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4.2 Statistics

This selection provides LAN, WAN, ATM and xDSL statistics.

NOTE: These screens are updated automatically every 15 seconds.
Click Reset Statistics to perform a manual update.

4.2.1 LAN Statistics

This screen shows data traffic statistics for each LAN interface.

COMTREND
Erbin Ind o ek St Adlvanced Sefup et [EETE TR |
A
VN | [FgE— [
Lo ] 1 bl oo W o e o e Paimmma | A [T
P~ I-hul e e e e T Firn Bevmi | Fem e | Fers|Ers 1T
o i#i i ¥ ] 2= im 4
WAR Seigdlli :|u =TT e =l
ks : - i T L | (LN "
Fie.8 Ei== |
Hinil= R LT ¥ N L U r =
AR _I.-_“"il_' =T r = ! . |
U Tl | 3 |
HAT Rl
Mk i =
Item Description
Interface LAN interface(s)
Received/Transmitted: - Bytes Number of Bytes
- Pkts Number of Packets
- Errs Number of packets with errors
- Drops Number of dropped packets
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4.2.2 WAN Service

This screen shows data traffic statistics for each WAN interface.

COMTREND

SHmnary

@&é@ﬁlk

fasw Bitkup Autumnsced Semlup

Dagrmisbics

WA 1

Stptelics Tm = ki

Trwropr—t | reve—e———

|
Tiy= g | ==r e = iy gm = s rs == o ]
Hlflilll Cle= |-|t *wﬁ’l?;_ﬂ:l ﬂrl

AN

T

AR SErvioe [==—=="

ltem

Description

Interface

WAN interfaces

Description

WAN service label

Received/ Transmitted

Bytes
Pkts
Errs
Drops

Number of Bytes

Number of Packets

Number of packets with errors
Number of dropped packets
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4.2.3 XTM Statistics

The following figure shows ATM (Asynchronous Transfer Mode)/PTM (Packet
Transfer Mode) statistics.

COMTREND

M @ 3 8 a Kk
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T Ena
[ ™ st T Ol ju il Fa Argin i Py | [ Tl

uri
Wi ANFY
Bl L Cirmmesi | Meomis | Poclssss | Pwckars Tela B Call "

WA
Sateiics
Lan
AN Servce
uiM
allsl

SuNTATY |

XTM I nterface Statistics

ltem Description

Port Number ATM PORT (0-1)

In Octets Number of octets received over the interface

Out Octets Number of octets transmitted over the interface

In Packets Number of packets received over the interface

Qut Packets Number of packets transmitted over the interface
In OAM Cells Number of OAM Cells received over the interface
Out OAM Number of OAM Cells transmitted over the interface
Cells

In ASM Cells Number of ASM Cells received over the interface

Out ASM Cells Number of ASM Cells transmitted over the interface

In Packet Number of packets in Error
Errors
In Cell Errors Number of cells in Error
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4.2.4

xDSL Statistics

The xDSL Statistics screen displays information corresponding to the xDSL type.
The two examples below (VDSL & ADSL) show this variation.

VDSL2
<OMTREND
e & i& a KB
ol
L, il
Device Info  Basic Sefup Ad;:t[;?d Diagnostics Management Logout
Statistics — xDSL
Summary
WARN
Statistics Mode: VOS2
LAN [Traffic Type: PTM
WAN Sarvice Siatus: Lp
*xTM Link Power State; L
xDSL
Route Downstream|Upstream
ARP PhyR Status: it Dff
DHCP Line Codina{Trallis): on On
i ISNR Margin (0.1 dB): 240 384
Attenuation (0.1 dB): 43 1]
IGMP Info lOutput Power (0.1 dBm): 105 149
CPU & Memory  [ynainable Rate (Kbps): E7458 5651
Network Map
Wireless Path O |
Downstream|Upstream
Rate (Kbps): 79903 lLo47
B (# of bytes in Mux Data Frame): 31 11
M (# of Mux Data Frames in an RS codeword): 1 o
T {# of Mux Data Frames in an OH sub-frame): g 48
R (# of redundancy bytes in the RS codeword): 10 10
S {# of data symbols over which the RS code word spans):|0.0338 0.0339
L {# of bits transmitied in each data symbaol): 00064 335
D (interieaver depth): 1921 17
I (interleaver block size in bytes): 2 58
N (RS codewoid size): 42 58
Delay (misec): 16 5
IMP (DMT symbel): 7.50 2.00
IOH Frames: 15736309 3036021
IOH Frame Errors: 0 0
RS Words: 1748450939 (148555587
RS Correctable Errors: ] 0
RS Uncorreciable Errors: 0 0
HEC Errors: 0 1]
I0CD Errors: 0 0
LCD Erross: 0 1]
[Total Cells: JO6E014265 |0
Data Cells: 105357 0
Bit Errors: i [
[Total ES: i Lt
Total SES: ] ]
[Total UAS: 175 170

(5L Ben et [Rese Staies [ Dran Giagh
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ADSL2+

SOMTREND

¢ ¥ ¢ a Kk

Device Info  Basic Setup M;;tﬁfd Diagnostics Management Logout
Statistics -- xDSL
Summary
WAN
Statistics Maode: ADSL 2plug
LAN [Traffic Type: AT
WARN Service Siaius: Lp
xTM Link Power State: L
xDSL
Route |[Downstream|Upstream
ARD PhyR Status: Off off
DHCP Lina Cu-ding{{Tre[I:jE }3 Cn On
. ISMNR Margin (0.1 dB): a3 s
;‘;;psism" Attenuation (0.1 dB): 45 D
nfo ; -
CPU & Memory gt”:a’:.'“t;“‘;e"tm'élfﬂ“f]' i‘gm ?ch
Network Map inable Rate (Kbps): 29628 1450
Wireless [Path 0 |
|Downstream|Upstream
Rate (Kbps): J29523 l1387
MSGe (£ of bytes in overhead channel message):{51 18
B (# of bytes in Mux Data Frame): 243 111
M (# of Mux Data Frames in FEC Data Frame): |1 z
[T (Mux Data Frames over sync bytes): 4 1
R (£ of check bytes in FEC Data Frame): H ]
5 (ratio of FEC over PMD Data Frame length): 02847 5.5402
L {# of bits in PMD Data Frame): pE54 335
D (interleaver depth): 1 i
Delay (msec): [ 11
INP (DMT symbaol): 0.00 0,50
Super Frames: 24768 77
Super Frame Ermrors: 0 305
RS Words: ] BIS0B
RS Correctable Errors: 0 ]
RS Uncorrectable Errors: 0 0
HEC Errors: 1155 370
IDCD Errors: i i
LCD Errors: 0 L]
Total Cells: 7918539 393793
Data Cells: 142 0o
Bit Errors: 0 0
Total ES: 18 0
[Total SES: 18 0
[Total UAS: 197 187

| xDSL BER Test | | Reset Statistics | | Draw Graph |

Click the Reset Statistics button to refresh this screen.
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ltem

Description

Mode

VDSL, VDSL2

Traffic Type

ATM, PTM

Status

Lists the status of the DSL link

Link Power State

Link output power state

phyR Status

Shows the status of PhyR™ (Physical Layer
Re-Transmission) impulse noise protection

Line Coding (Trellis)

Trellis On/Off

SNR Margin (0.1 dB)

Signal to Noise Ratio (SNR) margin

Attenuation (0.1 dB)

Estimate of average loop attenuation in the
downstream direction

Output Power (0.1 dBm)

Total upstream output power

Attainable Rate (Kbps)

The sync rate you would obtain

Rate (Kbps)

Current sync rates downstream/upstream

n ADSL2/ VDSL mode, the following section is inserted.

ltem Description
MSGc Number of bytes in overhead channel message
B Number of bytes in Mux Data Frame
M Number of Mux Data Frames in a RS codeword
T Number of Mux Data Frames in an OH sub-frame
R Number of redundancy bytes in the RS codeword
S Number of data symbols the RS codeword spans
L Number of bits transmitted in each data symbol
D The interleaver depth
I The interleaver block size in bytes
N RS codeword size
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Delay

The delay in milliseconds (msec)

INP

DMT symbol

ltem

Description

Super Frames

Total number of super frames

Super Frame Errors

Number of super frames received with errors

RS Words

Total number of Reed-Solomon code errors

RS Correctable Errors

Total Number of RS with correctable errors

RS Uncorrectable Errors

Total Number of RS words with uncorrectable errors

ltem

Description

OH Frames

Total number of OH frames

OH Frame Errors

Number of OH frames received with errors

RS Words

Total number of Reed-Solomon code errors

RS Correctable Errors

Total Number of RS with correctable errors

RS Uncorrectable Errors

Total Number of RS words with uncorrectable errors

ltem Description
HEC Errors Total Number of Header Error Checksum errors
OCD Errors Total Number of Out-of-Cell Delineation errors
LCD Errors Total number of Loss of Cell Delineation
Total Cells Total number of ATM cells (including idle + data

cells)

Data Cells Total number of ATM data cells
Bit Errors Total number of bit errors
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Item Description
Total ES Total Number of Errored Seconds
Total SES Total Number of Severely Errored Seconds
Total UAS Total Number of Unavailable Seconds

xDSL BER TEST

Click xDSL BER Test on the xDSL Statistics screen to test the Bit Error Rate (BER).
A small pop-up window will open after the button is pressed, as shown below.

X g0 ¥2. V6.1 Peratart. niTherStale <0 - .., [ | 81

ALE UER [ - Bkart

L Dune i borrmt

Click Start to start the test or click Close to cancel the test. After the BER testing is
complete, the pop-up window will display as follows.

1 hirtp i #3680, Y arwtog, T herScaia =0 - i r... m

ADGE BER Test - ek

Pt Thmge | i ]

Foituld Jrprpdisrasil

Bty
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xDSL TONE GRAPH

Click Draw Graph on the xDSL Statistics screen and a pop-up window will display
the xDSL statistics graph, including SNR, Bits per tone, QLN and Hlog of the xDSL
line connection, as shown below.

DSL Line Statistics

i — al L
e .i'-'- r-r'i L I"F
61
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4.3 Route

Choose Route to display the routes that the VR-3071 has found.

"ﬂH"'IlEHII

3 & sa K

ewica Infio Hasic Sotup  Advanced Setup Diagnostics ML T | ot
"1-II.I'I1rTIil'y Dard Befi - Paog™
WAN
Satistics 2t
Hodite :‘.-ql.|r atiin | Gamesady | inilwan Mk | Flay | Mt | S Trela s
MAHP
HCP
ltem Description
Destination Destination network or destination host
Gateway Next hop IP address
Subnet Subnet Mask of Destination
Mask
Flag U: route is up
I: reject route
G: use gateway
H: target is a host
R: reinstate route for dynamic routing
D: dynamically installed by daemon or redirect
M: modified from routing daemon or redirect
Metric The 'distance' to the target (usually counted in hops). It is not
used by recent kernels, but may be needed by routing daemons.
Service Shows the WAN connection label
Interface Shows connection interfaces
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4.4 ARP

Click ARP to display the ARP information.

-
SOMTREND
Diewioe Info Basic Setiip  Advanced Setup  Diagnostics
Cewirr Lutu - AAR
Sunetiary Tast x
VAN WP vl | Flagn || o A Carsjin |
Statisties - |
Rt
ARP
Item Description
IP address Shows IP address of host PC
Flags Complete, Incomplete, Permanent, or Publish
HW Address Shows the MAC address of host PC
Device Shows the connection interface
36

Leading the Communication Trend



4.5 DHCP

Click DHCP to display all DHCP Leases.

COMTREND

=

[hevice Infio Basic Splup Achwanced Setup Diagnostics Manangrarest L ot
wrvwm Lrilm — [HELF Lassns
SHETRAry
VAN llllﬂlull“.”l.“l-i'l' ilhﬂl] | 1n
Slafisiics
Route
ARP
P
ltem Description
Hostname Shows the device/host/PC network name

MAC Address Shows the Ethernet MAC address of the device/host/PC

IP Address Shows IP address of device/host/PC
Expires In Shows how much time is left for each DHCP Lease
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4.6 NAT Session

This page displays all NAT connection session including both UPD/TCP protocols

passing through the device.
L "
{» & a K

COMTREND
Dk Infio Hasic Sotup  Advanced Sotup  Ddagnostics Madagoirent L isprat

HAT Sammuni
STy

WAN

MAEtistjos | Lul'.l-ll .F'-.lll ¥ Fer _'.unum-.l 12 " !l'ltll Tl Farr Fruuzm .'IlllnF
Rusirte

ARP

(i) L L

MAT Soscion

Click the “Show All” button to display the following.

NAT Session

Press "Show Less” will show MAT session information on WAN side onhy.

Source IP Source Port Destination IP Destination Port Protocol Timeout
192.168.1.2 SD&eE4 192.168.1.1 BD tcp B3
127.0.0.1 45000 127.0.0.1 45032 udp 27
192.168.1.2 80311 192.168.1.1 53 udp 13
152.168.1.2 50683 152.168.1.1 BD top B3
192.168.1.2 B3727 192.168.1.1 53 udp 28

152.168.1.2 50650 152.168.1.1 BD tcp B63599
192.168.1.2 SOEES 192.168.1.1 BD tcp B3

[ Refresh ][ Show Less

ltem Description
Source IP The source IP from which the NAT session is established
Source Port The source port from which the NAT session is established
Destination IP The IP which the NAT session was connected to

Destination Port The port which the NAT session was connected to

Protocol The Protocol used in establishing the particular NAT session
Timeout The time remaining for the TCP/UDP connection to be active
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4.7 | GMP | nfo

Click IGMP I nfo to display the list of IGMP entries broadcasting through the IGMP
proxy enabled WAN connection.
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MaMP info

ltem Description

Interface The Source interface from which the IGMP report was
received

WAN The WAN interface from which the multicast traffic is
received

Groups The destination IGMP group address

Member The Source IP from which the IGMP report was received

Timeout The time remaining before the IGMP report expires

Last Report Time The time of the last received |GMP report

Total Time(sec) Total

Total Joins Total IGMP join packets received for this IGMP address
for this client

Total Leaves Total IGMP leave packets received for this IGMP address
for this client
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4.8 CPU & Memory

Displays the system performance graphs. Shows the current loading of the CPU and
memory usage with dynamic updates.
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4.9 Network Map

The network map is a graphical representation of router’s wan status and LAN

devices.
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4.10 Wireless
4.10.1 Station I nfo

This page shows authenticated wireless stations and their status.
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Consult the table below for descriptions of each column heading.

ltem Description
Wireless Lists the 5GHz/2.4GHz interface that the station connects
Interface to

BSS-MAC (SSID) Lists which SSID of the modem that the stations connect
to

MAC Address Lists the MAC address of all the stations.

Association Time Lists all the stations that are associated with the Access

Point, along with the amount of time since packets were

transferred to and from each station. If a station is idle for
too long, it is removed from this list.

Authorized Lists those devices with authorized access

WMM Link Lists those devices that utilize WMM

Power Save Lists those devices that utilize the Power Save Feature
APSD Default Lists those devices that utilize the Automatic Power Save

Delivery Feature
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4.10.2 WiFi I nsight

This page allows you to configure the WiFi Insight system. The WiFi Insight system
allows the wireless interface to collect beacon data from nearby devices and analyze
traffic on the connected stations. This data collection requires memory storage
and therefore needs to be configured prior to use. To begin, click on the “Start Data
Collection” button if no change is needed.

[evecre ki B briup Adweniwal Sehug [Diagastis Hanagerrsti [T
ik Caodfifgiaa
—— e g e b able b onbgure e AT meght ppdiem
Fooaghe
LAmpde eyl
ARP
= P B Y B T T ; i
aki¥ b 81 e Fithe - arg i
1GHP irée e EEE T e s = — = il
L) E Mrmary EEar ey Diata © udfacinn
Rk Map
st Start Data Collection
i Brrsdghi
e Sy cart ooyt ey
Thenr-d Esiiafis
Frirws Soncay Lt | LE -=" Gl At B Teimada i Sl
1 nendigpers
Frem 12 05 iE - 1"
Cigtnliase §iidE—= -
diallin Digw 2 [Pk
Fause nore fai. forevanoee 2 27z cooreoed ueng ¢ 3 arconos oEmee e iy e 1 e [
S 1 M8 af Ca'd Dad el
=it CLREIO S B P Pl Il Ty st & Dpreeiy Ceowr Dota Sl LGS Sl
LT
& oo Teabins & ayriel SEmea
¥ Cegrem Satmecy # e USicason
& s CED CEhes - L LangTT P Prereganrce
o  Baz e # g Thiour
+ Bad FCE o Pruia A
¥ Fosew FauErss ¥ JATEFA
*  Patke S | Fmry One
o Forugr G & PSEW
" .
{ mpnn® Ciaial
Rrwiusiail Clgansee e Save Database to File
II

43
Leading the Communication Trend



4.10.2.1 Site Survey
The graph displays wireless APs found in your neighborhood by channel collected

under the WiFi insight system. Select the wireless interface, channel, bandwidth to
check the different display if desired.

2.4GHz

COMTREND
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5GHz
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4.10.2.2 Channel Statistics
This page allows you to see the WiFi and Non WiFi interference, and also the

available capacity. This page is broken down into individual parts below.

Click on the drop-down menu to select 2.4GHz or 5GHz interface.

2.4GHz
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Shows the bandwidth that is available for use in each channel.
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Shows interference level in each channel.
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Shows the highest RSSI on each adjacent channel. Adjacent AP and associated
stations are displayed for checking interference on those channels.
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5 GHz
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Shows the bandwidth that is available for use in each channel.
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Shows the highest RSSI on each adjacent channel. Adjacent AP and associated
stations are displayed for checking interference on those channels.

Bolm =t § s

[ T g p e e —— —— e T I s T

U S FEE T SR PR LN OSSN S NS TER B LR e CRAEE C A LA L Oy S P
® Bl @ 2wkl i

e s PO

e Bl B R R T (A T TR
[ T T S Him| 1 | Firileed |
il TLIY_ G | |

Fatsrimrdrid S I i foe | | == ped
LRI ED L] el
e LU
mrpnan B B

s Ealin §_slar
Tl v ML G
CorndwmdTHIR 3ma
CEmrEa_ W fiar

[ ST
smmpepradi gpn THI0T
iy S0
L]

ST T
P i | JH-LAE

MO A M M 160 L Y ILE PIE RS AL 12N R0 (M AAD kid . Al (AR 18P A WA
o

49
Leading the Communication Trend



4.10.2.3 Metrics (Advanced Troubleshooting)

In this page you will see most of the counters like AMPDU(if available), Glitch,
Chanim and Packet Queue Statistics. This page is broken down into individual parts
below.

Advanced Troubleshooting
In thiz page you will ses most of the counters fike AMPDU(F sveilable), Giich, Chanim snd Packet Queue Statistics

2.4 GHz - ComtrenddOnt_2 4GHz v

Click on the drop-down menu to select 2.4GHz or 5GHz interface.

Shows the rx glitch counters, bad frame check sequence counters received from air
over time.
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=

Select the counter of interest to monitor the statistics received over time in the

chanim statistics graph.
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List the associated station to the wireless interface.
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4.10.2.4 Configure

This page allows you to configure the WiFi insight system.
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Sample I nterval

Select the desired time interval to collect sampling data with the WiFi insight

system.

Start/ Stop Data Collection

Start/Stop the data collection

Database Size

process.

Define the dedicated database size to be used for the WiFi insight system.

Counters

Define the counters that would be collected by the WiFi insight system.

Export Database
Export and save the collected

database file.
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Chapter 5 Basic Setup

You can reach this page by clicking on the following icon located at the top of the
screen.

Basic Setup

This will bring you to the following screen.
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5.1 Wan Setup

Click WAN Setup on the on the left of your screen.
Add or remove ATM, PTM and ETH WAN interface connections here.
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Click Add to create a new Layer 2 Interface (see Appendix F - Connection Setup).

To remove a connection, click the Remove button.

54
Leading the Communication Trend



5.1.1 WAN Service Setup

This screen allows for the configuration of WAN interfaces.

S | _ll.—l'._'l. | ., |.Z'.__§:'.'."'!l'._._l"_'§[i e bt [rrvmma e .j - _ _I

Click the Add button to create a new connection. For connections on ATM or PTM or
ETH WAN interfaces see Appendix F - Connection Setup.

To remove a connection, select its Remove column radio button and click Remove.

=]
ltem Description
Interface Name of the interface for WAN
Description Name of the WAN connection
Type Shows the connection type
Vlian8021p VLAN ID is used for VLAN Tagging (IEEE 802.1Q)
VianMuxId Shows 802.1Q VLAN ID
VlanTpid VLAN Tag Protocol Identifier
IGMP Proxy Shows Internet Group Management Protocol (IGMP) Proxy
status
IGMP Source Shows the status of WAN interface used as |GMP source
NAT Shows Network Address Translation (NAT) status
Firewall Shows the Security status
IPv6 Shows the WAN IPv6 address
MLD Proxy Shows Multicast Listener Discovery (MLD) Proxy status
Mld Source Shows the status of WAN interface used as MLD source
Manual Mode Indicates the status of the PPP manual connect/disconnect
button
Remove Select interfaces to remove
Edit Click the Edit button to make changes to the WAN interface

To remove a connection, select its Remove column radio button and click Remove.
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NOTE: Up to 16 PVC profiles can be configured and saved in flash memory.
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5.2 NAT

For NAT features under this section to work, NAT must be enabled in at least one
PVC.

5.2.1 Virtual Servers

Virtual Servers allow you to direct incoming traffic from the WAN side (identified by
Protocol and External port) to the internal server with private |P addresses on the
LAN side. The Internal port is required only if the external port needs to be
converted to a different port number used by the server on the LAN side.

A maximum of 32 entries can be configured.

COMTREND

[ <@ O © ak

Oevioe Inlo Badde Setup  Aadhvance) Sefup [hiaapra=ics. Manapemenl

BT Wit Bsreery Samap

WAN Sctup g
NAT el T it Lo T v o 0 A Tl T Moot e v e 50 el ot e
Wirtusl SaFer e it bl i - i -l ol S Ehi H LI e i R i st R
Pl Triguering g T —
[ME Pt
LAN E Lxkarral mETa! Imimead | Swiwwr [P | WAN
- | \ |rum- e ot I ot ol Gl o L
To add a Virtual Server, click Add. The following will be displayed.
Beyre byl Bwni Selap  Adyanoes Selbup Lt
HAY - WS S
WA Siilup
ey o = W4 . e b Bl RlY - o= T AFTEE TR “HC BF ¥ NE
HAT Tha "1 s "\.ll‘-l Aad” crasar = mia ks -iJ-—ur o LR |'.|i.nu.n--|| Fra e T h." :--—I:: J
Tl Seraers i Bkl Tleteetal Padt e e Dalathael Bl bl ool b G 1 T wbSes wiler Be TLasssal Bt 0eT
M rrayg raasbe ol wicees a0 can b canlepee id
Port Trigperng
DT Host x| Bl ot i =
LA B femr p laeny et Cnp L
Parental Controd i
I Pt wuriong
Wi
N
e s d18 sl Ferr L i remal P arinre e 1=
i >
TP &
ie ] -
TR -
e o
T <

Click Apply/ Save to apply and save the settings.
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Consult the table below for field and header descriptions.

ltem Description

Use Interface Select a WAN interface from the drop-down menu. If
you choose All Interface, server rules will be created for
all WAN interfaces.

Select a Service User should select the service from the list.

Or Or

Custom Service User can enter the name of their choice.

Server |IP Address Enter the IP address for the server.

External Port Start Enter the starting external port number (when you

select Custom Server). When a service is selected, the
port ranges are automatically configured.

External Port End Enter the ending external port number (when you select
Custom Server). When a service is selected, the port
ranges are automatically configured.

Protocol TCP, TCP/UDP, or UDP.

Internal Port Start Enter the internal port starting number (when you
select Custom Server). When a service is selected the
port ranges are automatically configured

Internal Port End Enter the internal port ending number (when you select
Custom Server). When a service is selected, the port
ranges are automatically configured.
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5.2.2 Port Triggering

Some applications require that specific ports in the firewall be opened for access by
the remote parties. Port Triggers dynamically 'Open Ports' in the firewall when an
application on the LAN initiates a TCP/UDP connection to a remote party using the
'Triggering Ports'. The Router allows the remote party from the WAN side to
establish new connections back to the application on the LAN side using the 'Open
Ports'. A maximum 32 entries can be configured.
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To add a Trigger Port, click Add. The following will be displayed.
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Click Save/ Apply to save and apply the settings.
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Consult the table below for field and header descriptions.

ltem Description
Use Interface Select a WAN interface from the drop-down menu.
Select an Application User should select the application from the list.
Or Or
Custom Application User can enter the name of their choice.
Trigger Port Start Enter the starting trigger port number (when you select

custom application). When an application is selected,
the port ranges are automatically configured.

Trigger Port End Enter the ending trigger port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Trigger Protocol TCP, TCP/UDP, or UDP.

Open Port Start Enter the starting open port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Open Port End Enter the ending open port number (when you select
custom application). When an application is selected,
the port ranges are automatically configured.

Open Protocol TCP, TCP/UDP, or UDP.
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5.2.3 DMZ Host

The DSL router will forward |IP packets from the WAN that do not belong to any of
the applications configured in the Virtual Servers table to the DMZ host computer.
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To Activate the DMZ host, enter the DMZ host IP address and click Save/ Apply.

To Deactivate the DMZ host, clear the IP address field and click Save/ Apply.
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5.3 LAN

Configure the LAN interface settings and then click Apply/ Save.
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The settings shown above are described below.

GroupName: Select an Interface Group.

15' LAN INTERFACE

I P Address: Enter the IP address for the LAN port.
Subnet Mask: Enter the subnet mask for the LAN port.

Enable | GMP Snooping: Enable by ticking the checkbox M.

Standard Mode: In standard mode, multicast traffic will flood to all
WDS ports when no client subscribes to a multicast
group — even if IGMP snooping is enabled.

Blocking Mode: In blocking mode, the multicast data traffic will be
blocked and not flood to all WDS ports when there are
no client subscriptions to any multicast group.
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Enable | GMP LAN to LAN Multicast: Sel

ect Enable from the drop-down menu to

allow IGMP LAN to LAN Multicast forwarding.

Enable LAN side firewall: Enable by tick

DHCP Server:
End |P addresses and the

ing the checkbox M.

To enable DHCP, select Enable DHCP server and enter Start and

Leased Time. This setting configures the

router to automatically assign IP, default gateway and DNS server

addresses to every PC on

your LAN.

Setting TFTP Server: Enable by ticking the checkbox M. Then, input the TFTP
server address or an |P address.

Static I P Lease List: A maximum of 32

entries can be configured.

Remove

| MAC Address |IP Address

[ Remowve Enfries ]

To add an entry, enter MAC address and Static IP and then click Apply/ Save.

DHCP Static IP Lease

MAC Address:

IP Agoress:

Enter the Mac address and Static IP address then click "Apphy/Save™ .

1203400 7850 12
152.168.1.33

To remove an entry, tick the corresponding checkbox M in the Remove column and
then click the Remove Entries button, as shown below.

MAC Address

IP Address

Remove

12:34:56:73:90:12 | 152

.168.1.33

(AdaEnwes ] [ RemoveEnes )
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5.3.1 Lan VLAN Setting

The CPE will tag VLAN on specific LAN port(s) when this feature is used.
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Click the Add button to display the following.

Vlan 1d Phits Remowve

| Add || Remove || Apphy/Save

ltem Description
Vian ID The VLAN ID to be supported on the LAN port.
pbits The VLAN priority bit to be supported on the LAN port.
Remove Tick the checkbox and click the Remove button to delete
entries.
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5.3.2 LAN I Pv6 Autoconfig

Configure the LAN interface settings and then click Save/ Apply.
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The settings shown above are described below.

Static LAN I Pv6 Address Configuration

ltem Description

Interface Address Configure static LAN IPv6 address and subnet
(prefix length is required): prefix length
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IPv6 LAN Applications

Item Description
Stateless Use stateless configuration
Stateful Use stateful configuration

Start interface ID:

Start of interface ID to be assigned to dhcpv6
client

End interface ID:

End of interface ID to be assigned to dhcpv6 client

Leased Time (hour):

Lease time for dhcpv6 client to use the assigned IP
address

ltem

Description

Enable RADVD

Enable use of router advertisement daemon

Enable ULA Prefix
Advertisement

Allow RADVD to advertise Unique Local Address
Prefix

Randomly Generate

Use a Randomly Generated Prefix

Statically Configure Prefix

Specify the prefix to be used

Preferred Life Time (hour)

The preferred life time for this prefix

Valid Life Time (hour)

The valid life time for this prefix

Enable MLD Snooping

Enable/disable IPv6 multicast forward to LAN ports

Standard Mode

Blocking Mode

In standard mode, IPv6 multicast traffic will flood
to all WDS ports when no client subscribes to a
multicast group even if MLD snooping is enabled

In
blocking mode, IPv6 multicast data traffic will be
blocked and not flood to all WDS ports when there
are no client subscriptions to any multicast group

Enable MLD LAN
To LAN Multicast

Enable/disable IPv6 multicast between LAN ports
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5.3.3 UPnP

Select the checkbox M provided and click Apply/ Save to enable UPnP protocol.
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5.4 Parental Control

This selection provides WAN access control functionality.

5.4.1 Time Restriction

This feature restricts access from a LAN device to an outside network through the
device on selected days at certain times. Make sure to activate the Internet Time
server synchronization as described in section 8.5 Internet Time, so that the
scheduled times match your local time.

Clicking on the checkbox in the Enable field allows the user to select all / none
entries for Enabling/Disabling.
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Click Add to display the following screen.
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See below for field descriptions. Click Apply/ Save to add a time restriction.

User Name: A user-defined label for this restriction.

Browser's MAC Address: MAC address of the PC running the browser.
Other MAC Address: MAC address of another LAN device.

Days of the Week: The days the restrictions apply.

Start Blocking Time: The time the restrictions start.

End Blocking Time: The time the restrictions end.
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SOMTREND
5.4.2 URL Filter

This screen allows for the creation of a filter rule for access rights to websites based
on their URL address and port number.
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Select URL List Type: Exclude or Include.

Tick the Exclude radio button to deny access to the websites listed.

Tick the I nclude radio button to restrict access to only those listed websites.

Then click Add to display the following screen.

Parental Control -- URL Filter Add

Enter the URL address and port number then dick "ApphySave” to add the entry to the URL filter

URL Address I F.rm'.','af'm.n:-m I

Port Mumder: ) (Default BO will be applied if lzave blank.)

Apply/Save

Enter the URL address and port number then click Apply/ Save to add the entry to
the URL filter. URL Addresses begin with “www?”, as shown in this example.
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URL List Type:

Exchude

URL Filter -- Please select the list type first then configure the list entries. Maximum 100
entries can be configured.

@ Incdude

Address Port | Remove

wiwnwyahoo.com | BD |:|

A maximum of 100 entries can be added to the URL Filter list.
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5.5 Home Networking

5.5.1 Print Server

This page allows you to enable or disable printer support.
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Please reference Appendix E to see the procedure for enabling the Printer Server.

5.5.2 DLNA

Enabling DLNA allows users to share digital media, like pictures, music and video, to
other LAN devices from the digital media server.

Insert the USB drive into the USB host port on the back of the router.

Click Enable on-board digital media server, a dropdown list of directories found on
the USB driver will be available for selection. Select media path from the
drop-down list or manually modify the media library path and click Apply/ Save to
enable the DLNA media server.
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5.5.3 Storage Service

The Storage service allows you to use Storage devices with modem to be more
easily accessed.

5.5.3.1 Storage Device I nfo

This page also displays storage devices attached to the USB host.
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Display after storage device attached (for your reference).

Valumename | FileSystem | Total Space | Used Space
diski_1 fat 942 g
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5.5.3.2 Storage User Accounts

Add a storage account to access the USB device for the samba access system.
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Click the Add button to display the following. volumeName would be disk1_1 if only
1 USB has been plugged into the device.
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In the boxes provided, enter the user name, password and volume name on which

the home directory is to be created. Then click the Apply/ Save button.
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In any windows folder, enter the address \\192.168.1.1 to access the samba folder

created. A password prompt will show. Enter username password as configured.

Access \\192.168.1.1 again (or refresh the screen), the user folder will now be
available for access.
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5.5.3.2 Storage User Accounts
This page allows you to enable / disable USB 3.0 device support.

Note: Enabling USB 3.0 can cause interference with the built-in 2.4GHz wireless
radio. It is advised leaving the default value as USB 2.0
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5.6 Wireless

5.6.1 SSID

This page allows you to configure the Virtual interfaces for each Physical interface.
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Click the Apply button to apply your changes. The settings shown above are

described below.

ltem

Description

Wireless Interface

Select which wireless interface to configure

BSS-MAC (SSID)

Select desired BSS to configure

BSS Enabled

Enable or disable this SSID

Network Name
(SSID)

Sets the network name (also known as SSID) of this
network

Network Type

Selecting Closed hides the network from active scans.
Selecting Open reveals the network from active scans.

Associations Limit

AP Isolation Selecting On enables AP Isolation mode. When enabled,
STAs associated with the AP will not be able to
communicate with each other.

BSS Max Sets the maximum associations for this BSS
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WMM Advertise

When WMM is enabled for the radio, selecting On allows
WMM to be advertised in beacons and probes for this
BSS. Off disables advertisement of WMM in beacons and
probes.

WMF

Choose On to enable Wireless Multicast Forwarding on
this BSS. Off disables this feature.

5.6.2 Security

This page allows you to configure security for the wireless LAN interfaces.
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Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

Open
Selects 802.11 authentication :
method. Open or Shared. D!Eﬂble*j v
OSEN: Disabled v
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Chapter 6 Advanced Setup

You can reach this page by clicking on the following icon located at the top of the
screen.

Advanced Setup

6.1 Security

For detailed descriptions, with examples, please consult Appendix A - Firewall.

6.1.1 |IP Filtering

This screen sets filter rules that limit |P traffic (Outgoing/Incoming). Multiple filter
rules can be set and each applies at least one limiting condition. For individual IP
packets to pass the filter all conditions must be fulfilled.

NOTE: This function is not available when in WDS mode. Instead, MAC Filtering
performs a similar function.

OUTGOING IP FILTER

By default, all outgoing IP traffic is allowed, but IP traffic can be blocked with filters.
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To add a filter (to block some outgoing IP traffic), click the Add button.

On the following screen, enter your filter criteria and then click Apply/ Save.
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Security
IP Filtering
Outgoing
Incoming
MAC Filtering
Quality of Service
Routing
DHS
DSL
DHKS Proxy
Interface Grouping
IP Tunnel

Basic Setup Advanced Setup Diagnostics Management Logout

3 ¢ a K

Add IP Filter — Outgoing

I Yersaon) TP v.
Protoco v'
Sarisrme TP address] peafix length])

Sowce Port (par or portiport)

Destingtion 1P sddress]praf lenoth]:

Ceesrination Port (Do or port oty

| ApphySave

Consult the table below for field descriptions.

Item Description
Filter Name The filter rule label
IP Version Select from the drop down menu
Protocol TCP, TCP/UDP, UDP, or ICMP

Source IP address

Enter source |IP address

Source Port (port or port:port) Enter source port number or range

Destination |P address

Enter destination |IP address

Destination Port (port or port:port) Enter destination port number or range
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INCOMING IP FILTER

By default, all incoming IP traffic is blocked, but IP traffic can be allowed with filters.
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To add a filter (to allow incoming IP traffic), click the Add button.

On the following screen, enter your filter criteria and then click Apply/ Save.
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Consult the table below for field descriptions.

ltem Description
Filter Name The filter rule label
IP Version Select from the drop down menu
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Protocol TCP, TCP/UDP, UDP, or ICMP

Source |IP address Enter source IP address

Source Port (port or port:port) Enter source port number or range
Destination |IP address Enter destination |P address
Destination Port (port or port:port) Enter destination port number or range

At the bottom of this screen, select the WAN and LAN Interfaces to which the filter
rule will apply. You may select all or just a subset. WAN interfaces in WDS mode or
without firewall enabled are not available.
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6.1.2 MAC Filtering

NOTE: Thisoption isonly available in WDS mode. Other modes use IP Filtering to
perform a similar function.

Each network device has a unique 48-bit MAC address. This can be used to filter
(block or forward) packets based on the originating device. MAC filtering policy and
rules for the VR-3071 can be set according to the following procedure.

The MAC Filtering Global Policy is defined as follows. FORW ARDED means that all
MAC layer frames will be FORW ARDED except those matching the MAC filter rules.
BLOCKED means that all MAC layer frames will be BLOCKED except those
matching the MAC filter rules. The default MAC Filtering Global policy is

FORW ARDED. It can be changed by clicking the Change Policy button.
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Choose Add or Remove to configure MAC filtering rules. The following screen will
appear when you click Add. Create a filter to identify the MAC layer frames by
specifying at least one condition below. If multiple conditions are specified, all of
them must be met.
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Click Save/ Apply to save and activate the filter rule.

Consult the table below for detailed field descriptions.

ltem

Description

Protocol Type

PPPoE, IPv4, IPv6, AppleTalk, IPX, NetBEUI, IGMP

Destination MAC Address

Defines the destination MAC address

Source MAC Address

Defines the source MAC address

Frame Direction

Select the incoming/outgoing packet interface

WAN Interfaces

Applies the filter to the selected WDS interface
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6.2 Quality of Service (QoS)

NOTE: QoS must be enabled in at least one PVC to display this option.
(See Appendix F - Connection Setup for detailed PVC setup instructions).

To Enable QoS tick the checkbox 2 and select a Default DSCP Mark.

Click Apply/ Save to activate QoS.
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QoS and DSCP Mark are defined as follows:

Quality of Service (QoS): This provides different priority to different users or data
flows, or guarantees a certain level of performance to a data flow in accordance with
requests from Queue Prioritization.

Enable QoS

Select Default DSCP Mark Mo Change(-1) -

Default Differentiated Services Code Point (DSCP) Mark: This specifies the per hop
behavior for a given flow of packets in the Internet Protocol (IP) header that do not
match any other QoS rule.
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6.2.1 QoS Queue

6.2.1.1 QoS Queue Configuration

Configure queues with different priorities to be used for QoS setup.

In ATM mode, a maximum of 16 queues can be configured.

In PTM mode, a maximum of 8 queues can be configured.

For each Ethernet interface, a maximum of 8 queues can be configured.

For each Ethernet WAN interface, a maximum of 8 queues can be configured.

(Please see the screen on the following page).
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To remove queues, check their remove-checkboxes (for user created queues), then
click the Remove button.

The Enable button will scan through every queue in the table. Queues with the
enable-checkbox checked will be enabled. Queues with the enable-checkbox
un-checked will be disabled.

The enable-checkbox also shows status of the queue after page reload.

Note that if WMM function is disabled in the Wireless Page, queues related to
wireless will not take effect. This function follows the Differentiated Services rule of
IP QoS.

Enable and assign an interface and precedence on the next screen. Click
Apply/ Save on this screen to activate it.

To add a queue, click the Add button to display the following screen.
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Name: Identifier for this Queue entry.
Enable: Enable/Disable the Queue entry.
Interface: Assign the entry to a specific network interface (QoS enabled).

Drop Algorithm: Select the algorithm to be used to ensure that the QoS rule is
enforced if the traffic exceeds the configured limit.

Drop Tail: Packets are sent in first come first serve fashion, the tailing traffic would
be dropped if they exceed the handling limit.
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Random Early Detection: Packets are monitored by configured queue threshold
and serving proportion.

W RED: Weighted RED, the assigned monitoring queue would be given different
priority and threshold to ensure various priority queues would be served fairly.

After selecting an Interface the following will be displayed.
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The precedence list shows the scheduler algorithm for each precedence level.
Queues of equal precedence will be scheduled based on the algorithm.
Queues of unequal precedence will be scheduled based on SP.

Shaping Rate: Specify a shaping rate limit to the defined queue.

Click Apply/ Save to apply and save the settings.
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6.2.1.2 Wlan Queue

Displays the list of available wireless queues for WMM and wireless data transmit

priority.
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6.2.2 QoS Classification

The network traffic classes are listed in the following table.
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Click Add to configure a network traffic class rule and Enable to activate it. To
delete an entry from the list, click Remove.

This screen creates a traffic class rule to classify the upstream traffic, assign
queuing priority and optionally overwrite the IP header DSCP byte. A rule consists of
a class name and at least one logical condition. All the conditions specified in the
rule must be satisfied for it to take effect.

Badd Metwirk Traffic Clases Rube

Thiz zoreen oreates a bralfic dass nule to dassily the ingress traffic into a prionity quews and optionally mark the D30F or Bihemel prionly of the packel.
Ock "Apply/Save” to save and activate the mie.

Traffic O Mame:

Ruhe Owider: Last -

P Shaliem: Enable

Speify Classifacation Criberia (4 Diank oriterion inficates & = not weed for dessification.)

Ingre== Inter{aces: LAN

Bifer Type: -
Source MAC Addness:

Source MAC Mask:

Detiruation MAC Aciine:

Destination MAC Meask:
Spexify Classsification Resuls (4 Diank valos indicales no opsration.)

Specily Egres=s Inberface {Regquinsd): -
Specily Egress Chumwe (Requinsd): -
- Packets deamzified into a quewes that =t through an inberface for which e quewe

ot specified to est, will stesd sgress o the defaull quene on the nterfao=.

Mark: Differentiated Service Code Point (0S07):

Mark 302 1p pricnty: -

- O non-vian packels egress to a non-vian interfacs will be tagged with VID 0 and the dass nule p-hits.

- Oz vian packels egress o a nomvian inberface will have the packet phits re-marked by e dess nule piits. ko additional vian tag = added.
- = non-vian packels sgress: (o & vian inberfeos will De tagged wilh the inberfacs VID and e des nule p-hits.

- s vian packels egresx o a vian nberfacs will be afditionally Eagged with the packel VIO, and e dess nule p-hits.

Sed Rabe Limik: KRk =]

Click Apply/ Save to save and activate the rule.
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Field

Description

Traffic Class Name

Enter a name for the traffic class.

Rule Order

Last is the only option.

Rule Status

Disable or enable the rule.

Classification Criteria

Ingress Interface

Select an interface: (i.e. LAN, WAN, local, ETH1,
ETH2, ETH3, wl0)

Ether Type

Set the Ethernet type (e.g. IP, ARP, IPv6).

Source MAC Address

A packet belongs to SET-1, if a binary-AND of its
source MAC address with the Source MAC Mask is
equal to the binary-AND of the Source MAC Mask and
this field.

Source MAC Mask

This is the mask used to decide how many bits are
checked in Source MAC Address.

Destination MAC
Address

A packet belongs to SET-1 then the result that the
Destination MAC Address of its header binary-AND to
the Destination MAC Mask must equal to the result
that this field binary-AND to the Destination MAC
Mask.

Destination MAC Mask

This is the mask used to decide how many bits are
checked in the Destination MAC Address.

Classification Results

Specify Egress
Interface

Choose the egress interface from the available list.

Specify Egress Queue

Choose the egress queue from the list of available for
the specified egress interface.

Mark Differentiated
Service Code Point

The selected Code Point gives the corresponding
priority to packets that satisfy the rule.

Mark 802.1p Priority

Select between 0-7.

- Class non-vlan packets egress to a non-vlan
interface will be tagged with VID 0 and the class rule
p-bits.
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- Class vlan packets egress to a non-vlan interface
will have the packet p-bits re-marked by the class
rule p-bits. No additional vlan tag is added.

- Class non-vlan packets egress to a vlan interface
will be tagged with the interface VID and the class
rule p-bits.

- Class vlan packets egress to a vlan interface will be
additionally tagged with the packet VID, and the class
rule p-bits.

Set Rate Limit

The data transmission rate limit in kbps.
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6.2.3 QoS Port

Shaping

QoS port shaping supports traffic shaping of the Ethernet interface.
Input the shaping rate and burst size to enforce QoS rule on each interface.
If "Shaping Rate" is set to "-1", it means no shaping and "Burst Size" will be ignored.

F o
SOMTREND
Basic Setup Advanced Setup Diagnostics Hanagement
Securiby ey 9
2 GoS porl sheoang sugpords Braflic =fisong of Efemned efelace
Ql.l‘-aﬁt'f of Service I' "Shogng Aale” = =i o ™17, & mesm o sfhesing ool "Burst Sre? il e igeored
QoS Queue
Quene Configuration Interfaee | Type | Shaping Rate (Kbps) | Burst Sz (bytia) | Ensbie
Wian Queue =
005 Classification EES . 2 &
QoS Port Shaping D ol 3 F
Routing
DS ethd LM 1 a [F
DsL
DNS P et AN 0 [
Interface Grouping s o =
1P Tunnel =t
IPSec H
Certificate =

Click Apply/ Save to

apply and save the settings.
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6.3 Routing

The following routing functions are accessed from this menu:
Default Gateway, Static Route, Policy Routing and RIP.

NOTE: In WDS mode, the RIP menu option is hidden while the other menu
options are shown but ineffective.

6.3.1 Default Gateway

The default gateway interface list can have multiple WAN interfaces served as
system default gateways but only one will be used according to the priority with the
first being the highest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in
again.

oA o L
SOMTREND
Basic Setup  Advanced Setup Diagnostics Management Logout

Security Rowting — Default Gatewiay
Qllﬂl.l_t'f of Service i herem mailicle WAN nterface s=rve] s syaien defadll gal=vways bt only one
Routing Lty the: Tiemd fiemng e Tighest and Hi= b=t o= e bowe=] prondy =

Defaull:{;al:ewav by onder cmn be ciengs Ty removing 2220t addng e Lack magan

Sl ot Sejeched Default Gatéway Avaiahle Rowted WAN

Policy Routing Trterfaces Trterfaces

RIP
DNS 2 i
DsL —
DNS Proxy | =
Interface Grouping =
IP Tunnel S
IPSec . ~
Certificate
Multicast Feeied WAN Interece. NO) CONFIGURED INTERFACE
Wireless

Sgpryisens

Click Apply/ Save to apply and save the settings.
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6.3.2 Static Route

This option allows for the configuration of static routes by destination IP.
Click Add to create a static route or click Remove to delete a static route.

Q‘:é@uk

Basic Setup  Advanced Setup  Diagnostics Management

SOMTREND

Roarting — Skatic Roaste [ & maximum 3T entoes can be crnfigened)

Security
Qua rlt'f' of Service NOTE: For syshim crésted moate, the: ‘Remoave” cheécidbon B disabiled,
R[{;:;m!:tﬁat |IP'er:hon' |u=uwpmﬂ||mmlxmlmhtlnmel
u eway
Static Route [ 8a1] [ F=pem]
Policy Routing
RIP

After clicking Add the following will display.

SOMTREND

¢ B ak

Device Info  Basic Setup Advanced Setup Diagnostics Management Logout

Routing — Static Route Add

Security
i Enter the destnaben network 2doness, subnet mask aatewsy ANDIOR avaiable WaAN
Qua ﬁl:y of Service interface then dick " Appha/Save" 1o add the =rty to the routing I=bis,
Routing
Default Gateway 1P Version P -
Static Route 1
Policy Routing Hixslaoe s
Garsiway [P Address:
RIP Gateway [P Addres
DHS {optional meetric member shoold be grester than o equal bo zero)
DSL ."’up_.'.\l‘l.’."E—:'.'E |
DNS Proxy
® |IP Version: Select the |IP version to be IPv4 or |Pv6.
® Destination | P address/ prefix length: Enter the destination |P address.
® Interface: Select the proper interface for the rule.
® Gateway IP Address: The next-hop IP address.
® Metric: The metric value of routing.

After completing the settings, click Apply/ Save to add the entry to the routing
table.
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6.3.3 Policy Routing

This option allows for the configuration of static routes by policy.

Click Add to create a routing policy or Remove to delete one.

SOMTREND
A7),

% O sa

Device Info  Basic Setup Advanced Setup Diagnostics Management Logout
- Policy Routing Setting — A maximom 7 entries can be configured.

Security

uality of Service
Q E_tv Palicy Nam&l Soarce IP | LAN Port | WAN |ﬂefau|1: aw | Remmrel
Roufting

Default Gateway Add | [ Remave

Static Route

Policy Routing

RIP

On the following screen, complete the form and click Apply/Save to create a policy.

SOMTREND
- =
9 ﬁ,} g@
Device Info  Basic Setup Advanced Setup Diagnostics Management Logout
= Policy Routing Settup
SEEIJﬂtl," Entes the policy name, polices, ara WAN interdfaoe then ciick "Apphy/Save” to sdd the
= entry to the policy rooting table,
QMEW of Service MNote: If ssiected "IPoE" 25 WAN misfacs, cefauh gatewsy must be configonsd,
Routing
Default Gateway Poficy Name;
Siatic Route .
2 Prnysicsl LAN Portt -
Policy Routing
RIP
DHS Soarc= IR
DSL Lise Inteface
DNS Proxy Defaul Gateway IF:
Interface Grouping
IP Tunnel | ApehiiSave |
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lItem Description
Policy Name Name of the route policy
Physical LAN Port Specify the port to use this route policy
Source IP IP Address to be routed
Use Interface Interface that traffic will be directed to
Default Gateway IP IP Address of the default gateway
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6.3.4 RIP

To activate RIP, configure the RIP version/operation mode and select the Enabled
checkbox M for at least one WAN interface before clicking Save/ Apply.

SOMTREND

Xy

Device Info  Basic Setup Advanced Setup Diagnostics Management Logout

Routing — RIP Configuration

Security
5 NOTE: If selected interface has NAT anabled, only Passive mode is allowed.
Quality of Service 4
Routi To activate RIP for the WA N. rur-_f'rsce sele the desred RIP version &nd operstion and
ng place 3 check in the "Enabled” checkbox: To stop RIP on the WAN Interface, uncheck the
Default Gateway Enabled" checkbow. Click the 'Apphy/Save’ button to star/stop RIP and save the configuration;
Static Route
F'ﬂ'ﬁql' Routing [1ntertacelfersion)Dperation|Enabled]
RIP
DNS r
WAN Inteface not exst for RIP
DSl
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6.4 DNS

6.4.1 DNS Server

Select DNS Server Interface from available WAN interfaces OR enter static DNS
server |P addresses for the system. In ATM mode, if only a single PVC with I PoA or
static IPoE protocol is configured, Static DNS server |P addresses must be entered.
DNS Server I nterfaces can have multiple WAN interfaces served as system DNS
servers but only one will be used according to the priority with the first being the
highest and the last one the lowest priority if the WAN interface is connected.
Priority order can be changed by removing all and adding them back in again.

SOMTREND

e P ak

Device Info  Basic Setup Advanced Setup Diagnostics Management Logout

DNS Server Configuration

Security
Quality of Service
Rﬂuljng DS server 1P addresses must be entered,
DNS Server Interfaces czn have mekipls WAN nterfaces served a5 SIS NS SETVars
DNS but onhy one will be wsed acooeding to the piodny with the frst being the Rigest ot
one the lowest priodoy if the Ah nterface is connected, Priccity order can be charged by
DNS Server remoning 2l 3nd Ec'r_'-ra;- them back in agsin
Dynamic DNS
DSL Select DNS Server Interface from auaila ble WAHN interfaces:
p Selzcted DNS Server Inerfaces Avaziable WAN Interfzces
DNS Proxy
Interface Grouping
IP Tunnel I_
IPSec
Certificate =
Multicast
Wireless

@ yee the Following Static DNS TP address:
Primary DNS serven;

S=scondany DNE serven

WAN Inerfzos selected: | NO CONFIGURED INTERFACE

tzin [PvE DNS info from 3 WAN imtesface;

(%)

) Lis= the Sollowing Statc IPvE DN address:

Primary [PwE DMN5 serven

Serondzny [Pve DG serven

Apphyisave

Click Apply/ Save to save the new configuration.
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6.4.2 Dynamic DNS

The Dynamic DNS service allows you to map a dynamic |P address to a static
hostname in any of many domains, allowing the VR-3071 to be more easily accessed
from various locations on the Internet.

ﬁOM?REND@ g@ i... E{

Basic Setup Advanced Setup Diagnostics Management Logout

% Dynamic DNS
SECI.lﬂl"f
3 The Drynamc DMNS service sllows you 1o -afizs 3 aynami 1P sdoness to 2 statc hostneme m

QI.I-EIﬁt\F of Service 3ty of the mamy domai Howing your Brosdband Router o be more aasihy sccassad From
Rﬂul:ing wETIDUs loostons on the Internet,
DHS Choose Add or Remove to configuss Dynamic DNS,

DHNS Server

| Hastname | Uﬂrrr.arrvel SEmuel [rmzrfanel Ramowve |
Dynamic DNS

DSL Akl Rerawe |

To add a dynamic DNS service, click Add. The following screen will display.

SOMTREND
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Device Info  Basic Setup Advanced Setup Diagnostics Management Logout

Add Dynamic DNS

Security
Quait',r of Service This paoe alows you 1o 20d & Dynamic DNG address from DynDNSiomg, TZO0, oF no-puam,
Roufking d i ==
D-DNS provider DynDN5.0rg -
DHS
DHNS Server Hostnama e
Dvﬂaﬂl-": []"5 LReolE -
DSL DynDNS Settings
DHNS me Eserr-sr"e
STEWONT
Interface Grouping
1P Tunnel
AnphySave
PSec :

Click Apply/ Save to save your settings.

Consult the table below for field descriptions.

99
Leading the Communication Trend



Item

Description

D-DNS provider

Select a dynamic DNS provider from the list

Hostname Enter the name of the dynamic DNS server

Interface Select the interface from the list

Username Enter the username of the dynamic DNS
server

Password Enter the password of the dynamic DNS server
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6.5 DSL

The DSL Settings screen allows for the selection of DSL modulation modes.
For optimum performance, the modes selected should match those of your ISP.

SOMTREND

2)

Device Info  Basic Setup Advanced Setup Diagnostics Management Logout
7 D5L Settings

Security
Q‘ll'.'ElEtv of Service Select the modulation below, Salect the profils below,
Routing
DHS #| G DmeEnatied ] 82 Ensble
DSL EI Gilie Enabled El &b Enablec
DNS Proxy £ e

- (V] 71,413 Enzbled (¥ gc Enatied
Interface Grouping =
IP Tunnel iil ADSLY Enahled Lj_l Ed Enabled
IPSec [#] Annest Enzbled [#] 125 Ensbled
Certificate E| ADELT+ Enabied @ 17b Enzbied
Multicast e =
Werd O Anoei Ensblec W] 172 Ensbled

@ W52 Enahled 30z Ensbled

|i| 35h Enabl=d

Iﬂ Bitswap Enshis
El SRA Enzble

G597, 1 BECC 3T U-R Senzl Member {Raboot is required for EOC changes 1o t=ke effect)

@ Eouinment Sesial Number

) Eguipmen MAC Address

ApphyiSawva

Click Apply/ Save to save your settings.

Consult the table below for field descriptions.
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DSL Mode Data Transmission Rate - Mbps (Megabits per second)

G.Dmt Downstream: 12 Mbps Upstream: 1.3 Mbps

G.lite Downstream: 4 Mbps Upstream: 0.5 Mbps

T1.413 Downstream: 8 Mbps Upstream: 1.0 Mbps

ADSL2 Downstream: 12 Mbps Upstream: 1.0 Mbps

AnnexL Supports longer loops but with reduced transmission rates

ADSL2+ Downstream: 24 Mbps Upstream: 1.0 Mbps

AnnexM Downstream: 24 Mbps Upstream: 3.5 Mbps

VDSL2 Downstream: 100 Mbps Upstream: 60 Mbps

VDSL Profile Maximum Downstream Throughput- Mbps (Megabits
per second)

8a Downstream 50

8b Downstream 50

8c Downstream: 50

8d Downstream: 50

12a Downstream: 68

12b Downstream: 68

17a Downstream: 100

30a Downstream: 100 Mbps Upstream: 100 Mbps

35b Downstream: 300 Mbps Upstream: 100 Mbps

Options Description

uso Band between 20 and 138 kHz for long loops to upstream

Bitswap Enable

Enables adaptive handshaking functionality

SRA Enable

Enables Seamless Rate Adaptation (SRA)

G997.1 EOC

Select Equipment Serial Number or Equipment MAC
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xTU-R Serial Address to use router’s serial number or MAC address in
Number ADSL EOC messages

6.6 DNS Proxy

DNS proxy receives DNS queries and forwards DNS queries to the Internet. After the
CPE gets answers from the DNS server, it replies to the LAN clients. Configure DNS
proxy with the default setting, when the PC gets an IP via DHCP, the domain name,
Home, will be added to PC’s DNS Suffix Search List, and the PC can access route with
“Comtrend.Home".

= 5 3 3
s & & ;
i

Drevice Info Basic Setup Adwvanced Setup Dizgnostics Management Logout
Seanrity DS Frowy Configuration
Q.lah'tyuf!ierum I
DHS HoRE e of e Fnachend Roor: | ComEeng
D51 ThcrmEn R Of T LN Pt =
DS Proxy
Interface Grouping DS Rty Conmiguration
IP Tunpel This G ol e DS Samar 1 2esion e D8NS
[PSec D Enp s SHFE Sl
Certificate
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6.7 Interface Grouping

Interface Grouping supports multiple ports to PVC and bridging groups. Each group
performs as an independent network. To use this feature, you must create mapping
groups with appropriate LAN and WAN interfaces using the Add button.

The Remove button removes mapping groups, returning the ungrouped interfaces
to the Default group. Only the default group has an IP interface.

COMTREND 3, g@ i-.. ﬁ"

Device Info Basic Setup Advanced Setup Diagnostics  Management Logout
Setiaihy Interface Grouping — A maximum 16 entries can be configured
Quality of Service 5 :
Bt s e vegrtal estoes o e Defask i o
DHS
DsL
DHS Proxy Group Hame | Remove | WAN Interface | LAN Interfaces DHCP Vendor [Ds
Interface Grouping EFH1
IP Tunnel ETHZ
IPSec ETH3
Certificate Defanit ETH4
Multicast ETHWAN
Wireless ComtrandBCe3 74GHz

ComtrandBC59 BGHz

() (e

To add an Interface Group, click the Add button. The following screen will appear.
It lists the available and grouped interfaces. Follow the instructions shown
onscreen.
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SOMTREND

@5315

Device Info  Basic Setup Advanced Setup Diagnostics Management

Security

Quality of Service
Routing

DHS

DSL

DHS Proxy
Interface Grouping
IP Tunnel

IPSec

Certificate
Multicast
Wireless

Interface grouping Configuration

To oeate = new inteface groun
1. Enter the Group name 2nd the orolp name mast be uniges and selecr sither 2,
f{dhymarmac) or 3, (static) bedown

2. I you Bike 1o sutomatically zdd LAN dients 10 2 WAN Lvterface in the new group add
the DHCP vendor 1D string. By configuring 2 DHCP vendor [0 String any- DHCP client
request with the specified vendar I {DHCP option &) will be denisd an IP addness
from the local DHCP server,

3. Setet interfzoes fom the svailable interfzcs fer and acd It 1o the grouped inserface list
using the amow buttons 1o oeste the reguired mapping of the pors, Note that these
clients may obtain public IP addresses

4, Clor Apphy/Save button to make the changes effective mmediatehy
IMPORTANT If a vendor 1D is configured for a specific client device,

please REBDOT the dient device attached to the modem to allow it to
obtain an appropriate IP address.

Group Name:

Grouped WAN Interfaces Available WAN Interfaces

Grouped LAN Interfaces Ayailable LAN Interfaces

- Corntrend8C29_2 4GHz -
Comtrend8C9%_5GHz
ETHWAN

B ETH1
ETHZ

ETH3
ETH4

Avtomatically Add Clients
With the following DHCP
Vendor IDs

Apply|Save
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Automatically Add Clients With Following DHCP Vendor I Ds:

Add support to automatically map LAN interfaces to PVC's using DHCP vendor ID
(option 60). The local DHCP server will decline and send the requests to a remote
DHCP server by mapping the appropriate LAN interface. This will be turned on when
Interface Grouping is enabled.

For example, imagine there are 4 PVCs (0/33, 0/36, 0/37, 0/38). VPI/VCI=0/33 is
for PPPoE while the other PVCs are for |P set-top box (video). The LAN interfaces are
ETH1, ETH2, ETH3, and ETH4.

The Interface Grouping configuration will be:

1. Default: ETH1, ETH2, ETH3, and ETH4.
2. Video: nas_0_ 36, nas_0_37, and nas_0_38. The DHCP vendor ID is "Video".

If the onboard DHCP server is running on "Default” and the remote DHCP server is
running on PVC 0/36 (i.e. for set-top box use only). LAN side clients can get IP
addresses from the CPE's DHCP server and access the Internet via PPPoE (0/33).

If a set-top box is connected to ETH1 and sends a DHCP request with vendor 1D
"Video", the local DHCP server will forward this request to the remote DHCP server.
The Interface Grouping configuration will automatically change to the following:

1. Default: ETH2, ETH3, and ETH4
2. Video: nas_0_36, nas_0_37, nas_0_38, and ETH1.
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6.8 IP Tunnel
6.8.1 IPv6inl Pv4

Configure 6in4 tunneling to encapsulate IPv6 traffic over explicitly-configured 1Pv4
links.

COMTREND
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Disvice Tnfo lasic Setup  Advanced Setup  Disgnostics  Managensnt

Security EP Tirmmlieg — &insl T pareed Conhgerabam
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m L _I--=_ Rgmgaw |
IS

s Proxy

Interice Grouping

Click the Add button to display the following.

COMTREND
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Deeviioe Infdio Ba=ic Setup Advanond Setup  Dignostics Managoment Logout

IT Tiamalieg — s Tuans ConfEnireine

Serurity
Quality of Servioe — [T -

- i cncum! LAf i o LANbal =

Click Apply/ Save to apply and save the settings.

ltem Description
Tunnel Name Input a name for the tunnel
Mechanism Mechanism used by the tunnel deployment
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Associated WAN Interface Select the WAN interface to be used by the
tunnel

Associated LAN Interface Select the LAN interface to be included in the
tunnel

Manual/Automatic Select automatic for point-to-multipoint

tunneling / manual for point-to-point tunneling

IPv4 Mask Length The subnet mask length used for the IPv4
interface
6rd Prefix with Prefix Prefix and prefix length used for the IPv6
Length interface
Border Relay IPv4 Address Input the IPv4 address of the other device
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6.8.2 IPv4inl Pv6

Configure 4in6 tunneling to encapsulate | Pv4 traffic over an IPv6-only environment.

COMTREND
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Do Inlo Basic Setup  Advanced Sstup  Disgnostics Muarsgeinent Lol

TP Timmeling — 4inh Tl Cantigurations

Sacurity
Duality of Service e e I e el
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[NES Proay
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I Tuirmne

Tt [l
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HAR

Click the Add button to display the following.

COMTREND

4 @ 3 ¢ a B

Bask: Setup  Advanced Setup  Diagnostics Meanagrment Logoud

1P Tunnefimg — Qinh Tunes! Ceedigern b

=gy ooy [ad e gy T [CaE
S A e oy D54 Ke *
Lmprweed LA N Zriaen LAMBM] =
P Tonrmisl hETR
Eevetsin P 4 Lo
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Click Apply/ Save to apply and save the settings.

ltem Description
Tunnel Name Input a name for the tunnel
Mechanism Mechanism used by the tunnel deployment
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Associated WAN Interface Select the WAN interface to be used by the
tunnel

Associated LAN Interface Select the LAN interface to be included in the
tunnel

Manual/Automatic Select automatic for point-to-multipoint
tunneling / manual for point-to-point tunneling

AFTR Address of Address Family Translation Router

6.8.3 MAP

This page allows you to configure MAP-T and MAP-E entries.
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Click the Add button to display the following.
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SOMTREND
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Security HLAR - MAR-T | BUAR-L Canfigursnme
nality of Service MAR-T -
Rusirtinic . -t s =
S LAN/ED =
DL 2
S Proxy
Interface Erouping
1P Tunmesl

TFwdiimlPwd

TP dimIPwiE

MAP
IPSor

Click Apply/ Save to apply and save the settings. The settings shown above are
described below.

ltem Description

Mechanism Choose whether to encapsulate with MAP-E or
MAP-T to be used for NAT64 translation

Associated WAN Lists the LAN interfaces available to be used for IP

Interface MAP

Associated LAN Lists the LAN interfaces available to be used for IP

Interface MAP

Manual Configure the prefix and relative PSID settings
manually

Automatic The prefix settings will be configured automatically

from the mapping interfaces

BR IPv6 Prefix Configure the border relay IPv6 Prefix

BMR IPv6 Prefix Configure the basic mapping rule 1Pv6 Prefix
BMR IPv4 Prefix Configure the basic mapping rule 1Pv4 Prefix
PSID Offset Port Set ID offset assigned to the IP MAP
PSID Length Define the port set ID length

PSID Value Define the port set ID value
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LZOMTREND
6.9 I PSec
6.9.1 IPSec Tunnel Mode Connections

You can add, edit or remove |PSec tunnel mode connections from this page.
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Click Add New Connection to add a new |IPSec termination rule.

The following screen will display.
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COMTREND
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Heading Description

IPSec Connection
Name

User-defined label

IP Version

Select the corresponding IPv4 / IPv6 version for the
IPSEC connection

Tunnel Mode

Select tunnel protocol, AH (Authentication Header) or
ESP (Encapsulating Security Payload) for this tunnel.

Local Gateway
Interface

Select from the list of wan interface to be used as
gateway for the IPSEC connection

Remote |PSec
Gateway Address

The location of the Remote IPSec Gateway. IP address
or domain name can be used.
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Tunnel access from
local |P addresses

Specify the acceptable host IP on the local side.
Choose Single or Subnet.

IP Address/Subnet
Mask for VPN

If you chose Single, please enter the host IP address
for VPN. If you chose Subnet, please enter the subnet
information for VPN.

Tunnel access from
remote |P addresses

Specify the acceptable host IP on the remote side.
Choose Single or Subnet.

IP Address/Subnet
Mask for VPN

If you chose Single, please enter the host |P address
for VPN. If you chose Subnet, please enter the subnet
information for VPN.

Key Exchange

Method

Select from Auto(IKE) or Manual

For the Auto(IKE) key exchange method, select Pre-shared key or Certificate (X.509)

authentication.

For Pre-shared key authentication you must enter a key, while for

Certificate (X.509) authentication you must select a certificate from the list.

See the tables below for a summary of all available options.

Auto(IKE) Key Exchange Method

Pre-Shared Key / Certificate
(X.509)

Input Pre-shared key / Choose Certificate

Perfect Forward Secrecy

Enable or Disable

Advanced IKE Settings

Select Show Advanced Settings to reveal
the advanced settings options shown below.

Hide Adwanced Settings

Main v

AES - 128 (sw) ¥

SHAT (sw) v

1024bit »

ELi Seconds

AES - 128 (sw) v
SHAT (sw) ¥

1024bit

3200 Seconds

APPIT SaWe

Advanced IKE Settings

Select Hide Advanced Settings to hide the
advanced settings options shown above.

Phase 1 / Phase 2

Choose settings for each phase, the available
options are separated with a “/” character.
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Mode

Main / Aggressive

Encryption Algorithm

DES/ 3DES / AES 128,192,256

Integrity Algorithm

MD5 / SHA1

Select Diffie-Hellman Group

768 — 8192 bit

Key Life Time

Enter your own or use the default (1 hour)

The Manual key exchange method options are summarized in the table below.

Manual Key Exchange Method

Al
Encryption Key
= tom Alanrshm
Had = L Cuiglt
Authen ion Key
SPI

Manual r

AES v

Hex value: DES - 16 digit, 3DES - 48, AES 32, 48, &4 digit
SHAT v

Encryption Algorithm

DES / 3DES / AES (aes-cbc)

Encryption Key

DES: 16 digit Hex, 3DES: 48 digit Hex

Authentication Algorithm

MDS5 / SHA1

Authentication Key

MD5: 32 digit Hex, SHA1: 40 digit Hex

SPI (default is 101)

Enter a Hex value from 100-FFFFFFFF
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6.10 Certificate

A certificate is a public key, attached with its owner’s information (company name,
server name, personal real name, contact e-mail, postal address, etc) and digital
signatures. There will be one or more digital signatures attached to the certificate,
indicating that these entities have verified that this certificate is valid.

6.10.1 Local
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CREATE CERTIFI CATE REQUEST
Click Create Certificate Request to generate a certificate-signing request.

The certificate-signing request can be submitted to the vendor/1SP/ITSPto apply for
a certificate. Some information must be included in the certificate-signing request.
Your vendor/ISP/ITSP will ask you to provide the information they require and to
provide the information in the format they regulate. Enter the required information
and click Apply to generate a private key and a certificate-signing request. The
contents of this application form do not affect the basic parameter settings of the
product.

CGHTREHD

A <& & a bk

Basic Sotup  Advanced Sotup Disgeostics Manapement Logout

R T = Ty P

Security
Quality of Servics e, sin e Mol
Furi Uiy
s
it
S Praxy
Interface Groupng wir Feae U5 (United States) -
1P Tiprureed
IPSec
Certificate
Local
Trustes CA

The following table is provided for your reference.

Item Description
Certificate Name A user-defined name for the certificate.
Common Name Usually, the fully qualified domain name for the
machine.
Organization Name The exact legal name of your organization.

Do not abbreviate.

State/Province Name The state or province where your organization is
located. It cannot be abbreviated.

Country/Region Name The two-letter 1SO abbreviation for your country.
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IMPORT CERTI FI CATE

Click Import Certificate to paste the certificate content and the private key
provided by your vendor/ISP/ITSP into the corresponding boxes shown below.

COMTREND
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Security
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Imterfare: Grouging
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. b T

Certificotn
Lol
Trusdesd CA,
st BEGTH BSA PRIVATE EEY
Wirslnss LipsEst privale ey heres
--= -0 BS54 FRIVATE EET-----

Enter a certificate name and click the Apply button to import the certificate and its
private key.
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6.10.2 Trusted CA

CA is an abbreviation for Certificate Authority, which is a part of the X.509 system.
It is itself a certificate, attached with the owner information of this certificate
authority; but its purpose is not encryption/decryption. Its purpose is to sign and
issue certificates, in order to prove that these certificates are valid.

L'ﬁln“'ﬂ END

@&g@ﬁgﬂﬁ
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Interface Grouping
1P Tunmel
PSec
Coartilsrle
Lozl
Trusted CA

Click Import Certificate to paste the certificate content of your trusted CA. The
CA certificate content will be provided by your vendor/ISP/ITSP and is used to
authenticate the Auto-Configuration Server (ACS) that the CPE will connect to.
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Enter a certificate name and click Apply to import the CA certificate.
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6.11 Multicast

Input new IGMP or MLD protocol configuration fields if you want modify default
values shown. Then click Apply/ Save.
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Multicast Precedence: Select precedence of multicast packets.
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Multicast Strict Grouping Enforcement: Enable/Disable multicast strict
grouping.

ltem Description
Default Version Define IGMP using version with video server.
Query Interval The query interval is the amount of time in seconds

between IGMP General Query messages sent by the
router (if the router is the querier on this subnet).
The default query interval is 125 seconds.

Query Response Interval The query response interval is the maximum
amount of time in seconds that the IGMP router
waits to receive a response to a General Query
message. The query response interval is the
Maximum Response Time field in the IGMP v2 Host
Membership Query message header. The default
query response interval is 10 seconds and must be
less than the query interval.

Last Member Query The last member query interval is the amount of
Interval time in seconds that the IGMP router waits to
receive a response to a Group-Specific Query
message. The last member query interval is also the
amount of time in seconds between successive
Group-Specific Query messages. The default last
member query interval is 10 seconds.

Robustness Value The robustness variable is a way of indicating how
susceptible the subnet is to lost packets. IGMP can
recover from robustness variable minus 1 lost |GMP
packets. The robustness variable should be set to a
value of 2 or greater. The default robustness
variable value is 2.

Maximum Multicast Setting the maximum number of Multicast groups.
Groups

Maximum Multicast Data Define the maximum multicast video stream
Sources (for IGMPv3) number.

Maximum Multicast Setting the maximum number of groups that ports
Group Members can accept.

Fast Leave Enable When you enable IGMP fast-leave processing, the

switch immediately removes a port when it detects
an IGMP version 2 leave message on that port.

121

Leading the Communication T




| GMP Group Exception List / MLD Group Exception List

ltem

Description

Group Address

This is the delimited list of ignored multicast
addresses being queried when sending a
Group-Specific or Group-and-Source-Specific Query.

Mask/Mask Bits

This is the delimited list of ignored multicast mask
being queried when sending a Group-Specific or
Group-and-Source-Specific Query.

Remove

Allows a user to remove a specific item in the
exception list.
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6.12 Wireless

6.12.1 SSID

This page allows you to configure the Virtual interfaces for each Physical interface.

COMTREND
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Sty P
Quialily ol Serviie T e Bl = b T (D o Pgad® v Yl Rderisoes fiv ssat Prpgcil Ble feod
Risties (e AThE TR Comnand A00E T AdH L CEEPEITBO0A] -
LHi=
- BSS-MAD |50 LEAA 59 238094 { Comtierd BOFS_2.40HT erabled] -
I . A5G Frusbied Erabled =
FVER Praecy Fstwers Hars (550 Coneanan. 3 4GH
Inbertacs hroupsng P v Open =
1 Tisaabiad R pre— off =
1P % AL iy e g EnE Y | 128
Cartilcaks e LT Adverres =
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Click the Apply button to apply your changes. The settings shown above are
described below.

Item Description
Wireless Interface Select which wireless interface to configure
BSS-MAC (SSID) Select desired BSS to configure
BSS Enabled Enable or disable this SSID
Network Name Sets the network name (also known as SSID) of this
(SSID) network
Network Type Selecting Closed hides the network from active scans.

Selecting Open reveals the network from active scans.

AP Isolation Selecting On enables AP Isolation mode. When enabled,
STAs associated with the AP will not be able to
communicate with each other.

BSS Max Sets the maximum associations for this BSS
Associations Limit
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WMM Advertise When WMM is enabled for the radio, selecting On allows

WMM to be advertised in beacons and probes for this
BSS. Off disables advertisement of WMM in beacons
and probes.

WMF

Choose On to enable Wireless Multicast Forwarding on
this BSS. Off disables this feature.

6.12.2 Security

This page allows you to configure security for the wireless LAN interfaces.

Security
Quality of Service
Rowting
DS
DSL
DHS Proxy
Interface Grouping
I[P Tunnel
IPSec
Certificate
Multicast
Wireless
51D
Security
wpPs
MACL Filtering
Wireless Bridge
Advanced

Basic Setup Advanced Setup Diagnostics Management Logout
SECURITY
Triks page aliows you 10 configene Sacurty Tr e winsess LAN nmarEces
Wiriess nfertace: ComrerdBCo9_ 2 4GH1CE4E9:216C84) o [ Sekea |
B12 1 Acmerglcatio: Open o
302 1% Actheniieation Diszbled o
WEA Dozamizd
WRA-DEA Dissbled
WERZ Disabled o
WRRI-PEK Enzbled
WEHI-SAE Disabled ..
WEA Encirjgtion AES .,
RADWS Sener G.oa
RADILS Port 1z
RADILS Key e
e pazspnraze
Erotecied Management Srames Cap&ble o

% & s K

etk Kizy Fottion intensat

Painwise Key Rotion menat
ST Re-EuT FRengl | 25000

[ Apphy | [ Cancal |

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

Open
Selects 802.11 authentication :
method. Open or Shared. D!Eﬂble*j v
OSEN: Disabled v
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6.12.3 WPS

This page allows you to configure WPS.
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Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

WPS
Thig page allows you to configure WRPS.
Wireless Interface: | Comtrend0001_SGHz(02:10:18:01:00:02) v | Select |
WPS Current Mode: l} AP with Built-in Registrar
| weS current mode |
WPS Configuration: Enabled
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6.12.4 MAC Filtering

This page allows you to configure the MAC Filtering for each Physical interface.

Dracss Tinfin Bacelr Safup  Advanced Setup  Diagrostics Bl e it 1

Ay MAC Fitaring
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[ies

NSt WAL Banhel il Destded =

WAT ISy bamsd Prodvi s panss !

Dﬁm Bal Shdismman
Interface Grosping

1* Tumpesd

S
Carlilcabe
Multicost
Whrnbess

S50

Raourity

WP Apply || Cancw

AL Filtoring

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

MAC Restrict Mode: I} | Disabled * |
Selects whether dlients with the . IOn_'I_
specified MAC address are allowad or |

denied wirgless access. |
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6.12.5 Wireless WDS( Wireless Distribution System )

This page allows you to configure the Physical Wireless interfaces.

Derwic Info Basic Sctup Advamced Setisp  Diagostios
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Socurity Bridge Resincion Eratind

e Bradge Lk Detecinn miero 1

MAL Filterisg Aopke | Cancai

Wirnless Bridge

Aalwancail

Click the Apply button to apply your changes. For information on each parameter,
move the cursor over the parameter that you are interested in (as shown here).

Mode: Access Point v
Selecting Wireless Bridge diSahlEE% BSS ¥
acoess point functionality, Only
wireless bridge {alse known as CFF »
Wireless Distribution System or WDS)
functionality will be available. 5
Selecting Access Point enables
access point functionality. Wireless o .
bridge functionzlity will still be Faar MAC Andreee Link Statue
awailzble and wireless stations will be
zhle to zzsociate to the AP.

Note: With reference to the above setup, please ensure that the conditions below
are met, and both devices are rebooted afterwards:
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1. Ensure that the first Comtrend device (home router) does not use the same
IP address as the second Comtrend wireless device (wireless WDS). See
section 5.3 LAN, for details on how to change the IP address.
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2. Both devices need to have the same fixed channel.

Advanced for details.

See section 6.12.6
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This page aliows you bo configure the Physical Wireless inferfaces.
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3. Both devices need to have a (different) fixed access SSID (Network Name).
See section 6.12.1 SSID for details.

Daviac: Tife Basic Satup  Advanced Setup | Dingnostics u:m:gmr Lot
Security 5510
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4. Both devices need to have 802.11 Authentication Open and
WPA2-PSK/WPA3-SAE disabled. See section 6.12.2 Security for details.
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5. Both devices (A & B) need to have each other’s MAC address. See section
6.12.5 Wireless WDS for details.

Device Info Basic Setup  Advanced Setup  Diagnostics Managemean
Security Wiretess Bridge
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6. Now make sure to reboot both devices. See section 8.8 Reboot for details.
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Settings Click the button below 1o reboot the router,
System 1og =
SHMP Agent
TR-D&9 Chent
Internet Time
Access Control
Update Software
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6.12.6 Advanced

This page allows you to configure the Physical Wireless interfaces.
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Click the Apply button to apply your changes.

For information on each parameter, move the cursor over the parameter that you

are interested in (as shown here).
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Country:
Restricts the channel s=t based on
Reguld country requirements.
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Chapter 7 Diagnostics

You can reach this page by clicking on the following icon located at the top of the
screen.

Diagnostics

7.1 Diagnostics — Individual Tests

The first Diagnostics screen is a dashboard that shows overall connection status.
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Click the Diagnostics Menu item on the left side of the screen to display the

individual connections.
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7.2 Ethernet OAM

The Ethernet OAM (Operations, Administration, Management) page provides
settings to enable/disable 802.3ah, 802.1ag/Y1.731 OAM protocols.

EGHTHEHB

[ @ > & ak

D2 Info Bas Setup  Advanced Setup  Diagnostics Manademenl
FIhF]HI'II:-fI."E Eifisrmet Limk D500 | Bs02 lak |
tthamet 0AM
|"‘.|!_.F Erharnss Tavmyue (A (B3 Lag | ¥V, 1T3T
Tripce Rl e E-abed i@

To enable Ethernet Link OAM (802.3 ah), click Enabled to display the full
configuration list. At least one option must be enabled for 802.1ah.

Ethernet Link OAM (202.3ah)
#| Enzblec

WAM Intzrface v

OAM ID 1 [ positive integer)

Auto Event

Variable Retrigval

Link Events

Remote Loooback

AL lode

Item Description
WAN Interface Select layer 2 WAN interface for outgoing OAM packets
OAM ID OAM ldentification number
Auto Event Supports OAM auto event
Variable Retrieval Supports OAM variable retrieval
Link Events Supports OAM link events
Remote Loopback Supports OAM remove loopback
Active mode Supports OAM active mode
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To enable Ethernet Service OAM (802.1ag/Y1731), click Enabled to display the full

configuration list.

Ethernet Service OAM (802.1ag / ¥.1731)
Ensbled @ gp2.159 © v.1711

WAN Interfaos: -

MO Level: 0 - o7

ML Mame: Broadcom | [2.g. Broadoom]

MA ID: BRCM [e.. BRCM]

Local MEP 1D 1 [1-8191]

Loczl MEP WLAM ID: -1 [1-4054] (-1 means no YLAN tag)
|:| CCM Transmission

Riemate MEP 1D: -1 [1-8181] {-1 means no Remotz MER)

Loopback and Linktrace Test

Target MALC: [, 02:10:18:32:bhooc]

LinKira0a

TTL: -1 [1-255] {-1 means no max hop limit)

Loopback Result: NJ&

Linktrace Result: M/A

[ Send Loopback ][ Send Linktrace ]

Click Apply/ Save to implement new configuration settings.
Item Description
WAN Interface Select from the list of WAN Interfaces to send OAM
packets
MD Level Maintenance Domain Level
MD Name Maintenance Domain name
MA ID Maintenance Association ldentifier
Local MEP ID Local Maintenance association End Point Identifier
Local MEP VLAN ID VLAN IP used for Local Maintenance End point

138
Leading the Communication Trend



Click CCM Transmission to enable CPE sending Continuity Check Message (CCM)
continuously.

Remote MEP ID Maintenance association End Point Identifier for the remote
receiver

To perform Loopback/Linktrace OAM test, enter the Target MAC of the destination
and click “Send Loopback” or “Send Linktrace” button.

Target MAC MAC Address of the destination to send OAM
loopback/linktrace packet

Linktrace TTL Time to Live value for the loopback/linktrace packet

7.3 Ping

Input the IP address/hostname and click the Ping button to execute ping diagnostic
test to send the ICMP request to the specified host.
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7.4 Trace Route

Input the IP address/hostname and click the TraceRoute button to execute the
trace route diagnostic test to send the ICMP packets to the specified host.
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Chapter 8 Management

You can reach this page by clicking on the following icon located at the top of the

screen.

Management

The Management menu has the following maintenance functions and processes:

8.1 Settings

This includes Backup Settings, Update Settings, and Restore Default screens.

8.1.1 Backup Settings
To save the current configuration to a file on your PC, click Backup Settings. You

will be prompted for backup file location. This file can later be used to recover
settings on the Update Settings screen, as described below.
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8.1.2 Update Settings

This option recovers configuration files previously saved using Backup Settings.
Press Browse... to search for the file, or enter the file name (including folder path)
in the File Name box, and then click Update Settings to recover settings.
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¢ P ak

Device Info Baskc Setup . Advanced Sshup  Diagnosthcs

Tl  Updmes Gejtmg

= e

SHMP Agent
TH-D6S Clisnt

Irbisrmast Tirmes
Arcess Control

Lpstate Software
Rarkraal

8.1.3 Restore Default

Click Restore Default Settings to restore factory default settings.

<OMTREND

Device Info Basic Sefup Adbvamed Setup Diagoostics Blanaperrent Lopoa
flEI.‘th'lg!. Tgem - Esrarie Dol Semiigs
Racam B Bl e e e e R
Updata
Restore Defailt P g
Dystien Log

After Restore Default Settings is clicked, the following screen appears.

Broadband Router Restore

The Broadband Fouter configuration has been restored to defanlt settings and the
router is rebooting.

Close the Broadband Router Configuration window and wait for 2 minutes before
reopening vour web browser. If necessary, reconfigure vour PC's [P address to match
vour new configuration.
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Close the browser and wait for 2 minutes before reopening it. It may also be
necessary, to reconfigure your PC IP configuration to match any new settings.

NOTE:

This entry has the same effect as the Reset button. The VR-3071 board
hardware and the boot loader support the reset to default. If the Reset
button is continuously pressed for more than 10 seconds, the current
configuration data will be erased. If the Reset button is continuously
pressed for more than 60 seconds, the boot loader will erase all
configuration data saved in flash memory and enter bootloader mode.
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8.2 System Log

This function allows a system log to be kept and viewed upon request.
Follow the steps below to configure, enable, and view the system log.

STEP 1: Click Configure System Log, as shown below (circled in Red).
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STEP 2: Select desired options and click Apply/ Save.
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Consult the table below for detailed descriptions of each system log option.

Item Description

Log Indicates whether the system is currently recording events. The user
can enable or disable event logging. By default, it is disabled. To
enable it, select the Enable radio button and then click Apply/ Save.
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Log Allows you to configure the event level and filter out unwanted events
Level below this level. The events ranging from the highest critical level
“Emergency” down to this configured level will be recorded to the log
buffer on the VR-3071 SDRAM. When the log buffer is full, the newer
event will wrap up to the top of the log buffer and overwrite the old
event. By default, the log level is “Debugging”, which is the lowest
critical level.

The log levels are defined as follows:

e Emergency = system is unusable

e Alert = action must be taken immediately

e Critical = critical conditions

e Error = Error conditions

e Warning = normal but significant condition

e Notice= normal but insignificant condition

e Informational= provides information for reference
e Debugging = debug-level messages

Emergency is the most serious event level, whereas Debugging is the
least important. For instance, if the log level is set to Debugging, all
the events from the lowest Debugging level to the most critical level
Emergency level will be recorded. If the log level is set to Error, only
Error and the level above will be logged.

Display Allows the user to select the logged events and displays on the View
Level System Log window for events of this level and above to the highest
Emergency level.

Mode Allows you to specify whether events should be stored in the local
memory, or be sent to a remote system log server, or both
simultaneously. If remote mode is selected, view system log will not
be able to display events saved in the remote system log server.
When either Remote mode or Both mode is configured, the WEB Ul will
prompt the user to enter the Server |IP address and Server UDP port.

STEP 3: Click View System Log. The results are displayed as follows.

System Log
Date/Time |Facility |Severity rKMessage
Jan 1 00:00:12 |svslog  jemerg |BCMIG345 started: BusyBox w0604 (Z2004,09, 14-05,; 30+0000%
Jan 1 00:00:17 juser crit klogd: USBE Link UP.
Jan 1 00:00:19|user crit klogd: ethO Link UP,
Fefresh | Close |
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8.3 SNMP Agent

Simple Network Management Protocol (SNMP) allows a management application to
retrieve statistics and status from the SNMP agent in this device. Select the
Enable radio button, configure options, and click Save/ Apply to activate SNMP.
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8.4 TR-069 Client

WAN Management Protocol (TR-069) allows an Auto-Configuration Server (ACS) to
perform auto-configuration, provision, collection, and diagnostics to this device.
Select desired values and click Apply/ Save to configure TR-069 client options.
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The table below is provided for ease of reference.

Item Description
Enable TR-069 Tick the checkbox M to enable.
OUl-serial The serial number used to identify the CPE when making

a connection to the ACS using the CPE WAN
Management Protocol. Select MAC to use the router’s
MAC address as serial number to authenticate with the
ACS or select serial number to use the router’s serial
number.

Inform Disable/Enable TR-069 client on the CPE.
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Inform Interval The duration in seconds of the interval for which the CPE
MUST attempt to connect with the ACS and call the
Inform method.

ACS URL URL for the CPE to connect to the ACS using the CPE
WAN Management Protocol. This parameter MUST be in
the form of a valid HTTP or HTTPS URL. An HTTPS URL
indicates that the ACS supports SSL. The “host” portion
of this URL is used by the CPE for validating the
certificate from the ACS when using certificate-based
authentication.

ACS User Name Username used to authenticate the CPE when making a
connection to the ACS using the CPE WAN Management
Protocol. This username is used only for HTTP-based
authentication of the CPE.

ACS Password Password used to authenticate the CPE when making a
connection to the ACS using the CPE WAN Management
Protocol. This password is used only for HTTP-based
authentication of the CPE.

WAN Interface used Choose Any_WAN, LAN, Loopback or a configured
by TR-069 client connection.

Connection Request

Authentication Tick the checkbox M to enable.

User Name Username used to authenticate an ACS making a
Connection Request to the CPE.

Password Password used to authenticate an ACS making a
Connection Request to the CPE.

URL IP address and port the ACS uses to connect to the
router.

The Send I nform button forces the CPE to establish an immediate connection to
the ACS.
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8.5 Internet Time

This option automatically synchronizes the router time with Internet timeservers.
To enable time synchronization, tick the corresponding checkbox M, choose your
preferred time server(s), select the correct time zone offset, and click Apply/ Save.

Bevice Info Basic Setup  Advanced Setup  Diagncstics Management Lingout
mw Tt AT P
Systam Log g )
SHMP Agent (e «
TE-0GS Lot st HTF pe v Clod. fmi-ha.net =
IntErmsl Time - 1B o v Mg -
Arcess Control Thit] WTH s par=in e -
Upstate Solhware Fairth WTF Lem sy Nane =
Rebont Fimn FTF o e Nome -

__.::: C o (GMT-BA:00) Pachc Teme, Thiand e

NOTE: |Internet Time must be activated to use. See 5.4 Parental Control.
The internet time feature will not operate when the router is in WDSd mode, since
the router would not be able to connect to the NTP timeserver.
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8.6 Access Control

8.6.1 Accounts

This screen is used to configure the user account access passwords for the device.
Access to the VR-3071 is controlled through the following user accounts:

e The root account has unrestricted access to view and change the

configuration of your Broadband router.

Use the fields to update passwords for the accounts, add/remove accounts (max of
5 accounts) as well as adjust their specific privileges.
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Note: Passwords may be as long as 16 characters but must not contain a space.
Click Save/ Apply to continue.
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8.6.2 Services

The Services option limits or opens the access services over the LAN or WAN.
These access services available are: HTTP, SSH, TELNET, SNMP, HTTPS, FTP, TFTP
and ICMP. Enable a service by selecting its dropdown listbox. Click Apply/ Save
to activate.

( It unable to modify any Wi-Fi parameters, include Wi-Fi power setting. And
COMTREND's Product will follow Market's standard requirement )
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8.6.3 |P Address

The IP Address Access Control mode, if enabled, permits access to local
management services from |IP addresses contained in the Access Control List. If the
Access Control mode is disabled, the system will not validate IP addresses for
incoming packets. The services are the system applications listed in the Service
Control List beside 1 CMP.
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Click the Add button to display the following.
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Configure the address and subnet of the management station permitted to access
the local management services, and click Save/ Apply.
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IP Address — |P address of the management station.
Subnet Mask — Subnet address for the management station.

Interface — Access permission for the specified address, allowing the address to
access the local management service from none/lan/wan/lan&wan interfaces.
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8.7 Update Software

This option allows for firmware upgrades from a locally stored file.

( It unable to modify any Wi-Fi parameters, include Wi-Fi power setting. And
COMTREND's Product will follow Market's standard requirement )
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STEP 1: Obtain an updated software image file from your ISP.

STEP 2: Enter the path and filename of the firmware image file in the Software
File Name field or click the Browse button to locate the image file.

STEP 3: Click the Update Software button once to upload and install the file.

NOTE: The update process will take about 2 minutes to complete. The device
will reboot and the browser window will refresh to the default screen upon
successful installation. It is recommended that you compare the
Software Version on the Device Information screen with the firmware
version installed, to confirm the installation was successful.
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8.8 Reboot

To save the current configuration and reboot the router, click Reboot.
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NOTE: You may need to close the browser window and wait for 2 minutes before
reopening it. It may also be necessary, to reset your PC IP configuration.
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Chapter 9 Logout

To log out from the device simply click the following icon located at the top of your
screen.

U

Logout

When the following window pops up, click the OK button to exit the router.

192.168.1.1 says

Exit Broadband Router?

Upon successful exit, the following message will be displayed.

192.168.1.1 says

You have successfully exited Broadband Router,
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STATEFUL PACKET INSPECTION

Appendix A - Firewall

Refers to an architecture, where the firewall keeps track of packets on each
connection traversing all its interfaces and makes sure they are valid. This is in
contrast to static packet filtering which only examines a packet based on the

information in the packet header.

DENI AL OF SERVICE ATTACK

Is an incident in which a user or organization is deprived of the services of a
resource they would normally expect to have. Various DoS attacks the device can
withstand are ARP Attack, Ping Attack, Ping of Death, Land, SYN Attack, Smurf

Attack, and Tear Drop.

TCP/ 1P/ PORT/ INTERFACE FILTER

These rules help in the filtering of traffic at the Network layer (i.e. Layer 3).
When a Routing interface is created, Enable Firewall must be checked.
Navigate to Advanced Setup > Security = IP Filtering.

OUTGOING IP FILTER

Helps in setting rules to DROP packets from the LAN interface. By default, if the
Firewall is Enabled, all IP traffic from the LAN is allowed. By setting up one or more
filters, specific packet types coming from the LAN can be dropped.

Example 1: Filter Name : Out_Filter1
Protocol . TCP
Source IP address :192.168.1.45
Source Subnet Mask : 255.255.255.0
Source Port : 80
Dest. |P Address : NA
Dest. Subnet Mask : NA
Dest. Port : NA

This filter will Drop all TCP packets coming from the LAN with IP
Address/Subnet Mask of 192.168.1.45/24 having a source port of 80
irrespective of the destination. All other packets will be Accepted.

Example 2: Filter Name : Out_Filter2
Protocol : UDP
Source IP Address :192.168.1.45
Source Subnet Mask : 255.255.255.0
Source Port : 5060:6060
Dest. |P Address :172.16.13.4
Dest. Subnet Mask . 255.255.255.0
Dest. Port : 6060:7070

This filter will drop all UDP packets coming from the LAN with IP Address /
Subnet Mask of 192.168.1.45/24 and a source port range of 5060 to 6060,
destined to 172.16.13.4/24 and a destination port range of 6060 to 7070.

INCOMING IP FILTER

Helps in setting rules to Allow or Deny packets from the WAN interface. By default,
all incoming IP traffic from the WAN is Blocked, if the Firewall is Enabled. By setting
up one or more filters, specific packet types coming from the WAN can be Accepted.
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Example 1: Filter Name : In_Filter1
Protocol . TCP
Policy : Allow
Source IP Address :210.168.219.45
Source Subnet Mask : 255.255.0.0
Source Port : 80
Dest. IP Address : NA
Dest. Subnet Mask : NA
Dest. Port : NA

Selected WAN interface : br0

This filter will ACCEPT all TCP packets coming from WAN interface “br0” with IP
Address/Subnet Mask 210.168.219.45/16 with a source port of 80, irrespective
of the destination. All other incoming packets on this interface are DROPPED.

Example 2: Filter Name . In_Filter2
Protocol : UDP
Policy : Allow
Source IP Address :210.168.219.45
Source Subnet Mask : 255.255.0.0
Source Port : 5060:6060
Dest. |IP Address :192.168.1.45
Dest. Sub. Mask : 255.255.255.0
Dest. Port : 6060:7070

Selected WAN interface : br0

This rule will ACCEPT all UDP packets coming from WAN interface “br0” with IP
Address/Subnet Mask 210.168.219.45/16 and a source port in the range of
5060 to 6060, destined to 192.168.1.45/24 and a destination port in the range
of 6060 to 7070. All other incoming packets on this interface are DROPPED.

MAC LAYER FILTER

These rules help in the filtering of Layer 2 traffic. MAC Filtering is only effective in
WDS mode. After a WDS mode connection is created, navigate to Advanced Setup

- Security > MAC Filtering in the WUI.

Example 1: Global Policy : Forwarded
Protocol Type : PPPoE
Dest. MAC Address :00:12:34:56:78:90
Source MAC Address : NA
Src. Interface . etht
Dest. Interface : eth2

Addition of this rule drops all PPPoE frames going from eth1 to eth2 with a
Destination MAC Address of 00:12:34:56:78:90 irrespective of its Source MAC
Address. All other frames on this interface are forwarded.

Global Policy
Protocol Type

Dest. MAC Address
Source MAC Address
Src. Interface

Dest. Interface

Example 2:

: Blocked

. PPPoE
:00:12:34:56:78:90
: 00:34:12:78:90:56
. eth1

: eth2

Addition of this rule forwards all PPPoE frames going from eth1 to eth2 with a
Destination MAC Address of 00:12:34:56:78 and Source MAC Address of
00:34:12:78:90:56. All other frames on this interface are dropped.
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DAYTIME PARENTAL CONTROL
This feature restricts access of a selected LAN device to an outside Network through
the VR-3071, as per chosen days of the week and the chosen times.

Example: User Name . Filterdohn
Browser's MAC Address : 00:25:46:78:63:21
Days of the Week : Mon, Wed, Fri
Start Blocking Time : 14:00
End Blocking Time : 18:00

With this rule, a LAN device with MAC Address of 00:25:46:78:63:21 will have
no access to the WAN on Mondays, Wednesdays, and Fridays, from 2pm to 6pm.
On all other days and times, this device will have access to the outside
Network.
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Appendix B - Pin Assignments

Giga ETHERNET Ports (RJ45)

Pin Name Description

1 Bl_DA+ Bi-directional pair A +
2 BI_DA- Bi-directional pair A -
3 Bl_DB+ Bi-directional pair B +
4 BlI_DC+ Bi-directional pair C +
5 Bl_DC- Bi-directional pair C -
6 Bl _DB- Bi-directional pair B -
7 Bl_DD+ Bi-directional pair D +
8 Bl_DD- Bi-directional pair D -
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Appendix C — Specifications

Hardware
- RJ-11 X1 for VDSL2 (35b)/ADSL2+ (Annex A)
- RJ-45 X 4 for GELAN
- RJ-45 X 1 for GEWAN
- Reset button X 1
- 2.4G WiFi on/off, WPS button X 1
- 5G WiFi on/off, WPS button X 1
- Internal Antenna X 4
- Power switch X 1

ADSL
- G.994
- G.992.1 (G.dmt) Annexes A
- G.992.2 (G.lite) Annexes A
- ANSI T1.413
- G.992.3 (ADSL2) Annexes A
- G.992.5 (ADSL2+) Annexes A

VDSL
- G.993.2(VDSL2) 35b, 17a, 12a, 12b, 8a, 8b, 8c, 8d
- G.993.5 (G.vector)
- G.998.4 (G.INP)
- SRA (Seamless Rate Adaptation)
- UPBO (Upstream Power Back-off)

Ethernet
- |EEE 802.3, |IEEE 802.3u |EEE 802.3ab
- 10/100 /1000 BASE-T, auto-sense
- Support MDI/MDX

Networking Protocols

- RFC 2364 (PPPoA), RFC 2684 (RFC 1483) WDS/Router, RFC 2516 (PPPoE); RFC
1577 (1PoA)

- PPPoE Pass-Through, Multiple PPPoE Sessions on Single WAN Interface

- PPPoE Filtering of Non-PPPoE Packets Between WAN and LAN

- Transparent Bridging Between all LAN and WAN Interfaces

- 802.1p/802.1q VLAN, DSCP

- IGMP Proxy V1/V2/V3, IGMP Snooping V1/V2/V3, Fast leave

- Static route, RIP v1/v2, ARP, RARP, SNTP

- DHCP Server/Client/Relay, DNS Proxy/ Relay, Dynamic DNS, UPnP, DLNA
- IPv6 Dual Stack, IPV6 Rapid Deployment (6RD)
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Management

- TR-069/TR-098/TR-104/TR-111/TR-181, SNMP, Telnet, Web- Based
Management, Configuration Backup and Restoration

- Software Upgrade via HTTPR, TFTP Server, or FTP Server

Firewall/ Filtering
- Stateful Packet Inspection Firewall
- Stateless Packet Filter
- URI/URL Filtering

- TCP/IP/Port/Interface Filtering Rules Support Both Incoming and Outgoing
Filtering

NAT/ PAT

- Port Triggering

- Port Forwarding (Virtual Server)

- Symmetric port-overloading NAT, Full-Cone NAT
- DMZ host

- VPN Pass Through (PPTPR, L2TP, IPSec)

Wireless

- |EEE 802.11n, 2.4GHz, 2T2R
Backward compatible with 802.11g/b
2412 - 2462 MHz

- |EEE 802.11ac,5GHz, 2T2R,

Backward compatible with 802.11n/a
U-NI1-1 ( 5150~5250 MHz )

U-NII1-2a ( 5250~5350 MHz ) optional
U-NIl-2c/2e ( 5470~5725 MHz ) optional
U-NII-3 ( 5725~5825 MHz )

- WPA/WPA-PSK, WPA2/WPA2-PSK with TKIP & AES Security Type
- Multiple SSID

- MAC Address Filtering

Power Supply
- External power adapter :
Input : 12Vdc / 3.0A or 2.0A
Output : USB3.0, === 900mA

Environment
- Operating Temperature: 0°C ~40°C (32°F ~104°F)
- Operating Humidity: 10% ~90% non-condensing
- Storage Temperature: -25°C ~65°C (-23°F ~ 149°F)
- Storage Humidity: 5% ~90% non-condensing
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Kit Weight

(1* VR-3071, 1*RJ11 cable, 1*RJ45 cable, 1*power adapter) = 0.8 kg

’ NOTE: Specifications are subject to change without notice. ‘

* The PRT-6301 is the same as VR-3071,without the xDSL function.
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Appendix D - SSH Client

Unlike Microsoft Windows, Linux OS has a ssh client included. For Windows users,
there is a public domain one called “putty” that can be downloaded from here:

http://www.chiark.greenend.org.uk/~ sgtatham/putty/download.html

To access the ssh client you must first enable SSH access for the LAN or WAN from
the Management - Access Control > Services menu in the web user interface.

To access the router using the Linux ssh client

For LAN access, type: ssh -1 root 192.168.1.1

For WAN access, type: ssh -1 root [WAN IP addressd

To access the router using the Windows “putty” ssh client

For LAN access, type: putty -ssh -l root 192.168.1.1

For WAN access, type: putty -ssh -1 root |WAN IP addresd

NOTE: The |WAN IP address can be found on the Device Info & WAN screen

165
Leading the Communication Trend



Appendix E - Printer Server

These steps explain the procedure for enabling the Printer Server.

NOTE: This function only applies to models with a USB host port.

STEP 1: Enable Print Server from Web User Interface. Select the Enable on-board
print server checkbox M and input Printer name & Make and model. Click
the Apply/ Save button.

NOTE: The Printer name can be any text string up to 40 characters.
The Make and model can be any text string up to 128 characters.

SOMTREND

[ < > $ ak

Eervicn Info Hasic Setup Aafvanced Setup IHagmostics Manacpemant Logout

Bt et sl ey

WARN Setup
NAT
LAN W Cpprie
Parental Control
Hipirie Matworking
Priuil Server
HLHA
Shsraije Serdce
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STEP 2: Click the Windows start w button. = Then select Control Panel.
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STEP 3: Select Devices and Printers.

¥ Wi W dchion (e F i ¥

¥ iz e he - LT i i iPuge

¢ B i G | y - "

Niws § ine s bom ’ L f

i o e el - O

Bi i - " B -
8 . 2 it s n-

Bt B i ] i

W _ ] P Wi i

L - ] n

L oL, T 1k & TEzinn i

1 3 W Wit T W ’ .

AL 8 devite I Rad & peineer I

& Devices (4]

Benl) T2 H00HDA TEST-PL LUSB Multrmedia USE Optical
Keyboard Mauge
4 Printers and Faxes (2}
f‘ﬂ%l/ ; w/
Fax hdicrosalt XPS
Document Writer
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STEP 5: Select Add a network, wireless or Bluetooth printer.

What type of printer do you wanl to install?

4+ Add a local printer
Lise Thes aphon cnly I you don't have a USE pnmer, (Windows automatically ingtalis LS8
printers when you plug them i)

2 Add a network, wireless or Bluetooth printer

Maie fure that your computer [ connecied bo the network, o that your Blustooth or
wireless prindes i umed on

STEP 6: Click the Stop button. > Select The printer that | want isn’t listed.

Searching for available printers..

Frinter Mame Addres;

1

!—%E

@ The printer that [ want isn't listed

| o]
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STEP 7: Choose Select a shared printer by name. Then input the printer link

and click Next.

http://LAN IP:631/printers/the name of the printer

NOTE: The printer name must be the same name inputted in the WEB Ul “printer
server settings” as in step 1.

Find a printer by name or TCP/IP address

Browse IoF & peieyer

a Selegt g shaned poivber By e

hitgr/ iS50 L1631 pnriers/ 221 12

EnamleE O mpUnETT ATE pri sriaeme o
htped fcamputemame)/pringer/ prinbemamae, prinber

Add a prealer daing @ TOPTF address of hoginame

(5100 .

STEP 8: Select the manufacturer > and model of your printer = then, click OK.

Salect the manusfaciurer and madal af your prinder. i your pnnter cama with an
ﬂ instaliation disk, chick Have Dsk Tyow prinlsr is nof listed. consul your prirde
doeumepaton for s companble prinier

| Manufschrar = Prntars -
Gernenc = g HP Dieakget D500 saries -~
Gastetner ' HP Dieskjst D2300 sones .
1 | HP Deskjet D2400 series
rifabac u HF Deakged 07500 sanies
KOMICA MINOLTA - § HP Deslgat DZE00 sanes T
| This driver s diga? d == i
Jomll o witey' hivwnd gegmifiQ s emgotal s
3 CHK I | Cancal _n
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STEP 9: The printer has been successfully installed. Click the Next button.

You've successhully added 321123 on hittpy/F19;

Pringer iame

Thes prirtes ki been installed with the HP Desiget D200 series driver

You've successiully added 321123 on hitp//192.168.1.1:631

To check if your printer i working properly. or to see inpubéeshooting information for the
piaE, prant 8 Test pale

Print & ks page
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STEP 11: Go to > Control Panel > All Control Panel Items > Devices and
Printers to confirm that the printer has been configured.

.1 » Control Panel ® All Control Panel ltems » Devices and Printers

Add o device Agid & prictes
4 Davipes (4)
o
EEnQ FFL00HLE TEST-RC LISE Multimedia USE Cotical
Eeyonand Mowse
4 Prnters and Fazes (3)
——

Fax Microsalt KPS 321133 on
Document Writer | hitps/r192168.1.3
631
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Appendix F - Connection Setup

Creating a WAN connection is a two-stage process.

1 - Setup a Layer 2 Interface (ATM, PTM or Ethernet).

2 - Add a WAN connection to the Layer 2 Interface.

The following sections describe each stage in turn.

F1 ~ Layer 2 I nterfaces

Every layer2 interface operates in Multi-Service Connection (VLAN MUX) mode,
which supports multiple connections over a single interface. Note that PPPoA and

IPoA connection types are not supported for Ethernet WAN interfaces. After adding
WAN connections to an interface, you must also create an Interface Group to

connect LAN/WAN interfaces.

F1.1 ATM I nterfaces

Follow these procedures to configure an ATM interface.

NOTE: The VR-3071 supports up to 16 ATM interfaces.

<

STEP 1: Go to Basic Setup "™ ™" > WAN Setup > Select ATM Interface from

the drop-down menu.

COMTREND

M e P ak

Lrwan Lnis Bank Setigp  Addveiiioml Salisg Dlagmisbes Limyumgk

AN Entup Y TR
AT 1 AT brbefain . i ]
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b R ] ||-.-.-|-..-.
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u....-\. | " L A= i iy | ey -
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Wirnkess
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This table is provided here for ease of reference.

Item Description
Interface WAN interface name
VPI ATM VPI (0-255)
VCI ATM VCI (32-65535)

DSL Latency

{ Path0} - portID = 0

Category

ATM service category

Peak Cell Rate

Maximum allowed traffic rate for the ATM PCR service
connection

Sustainable Cell
Rate

The average allowable, long-term cell transfer rate on the
VBR service connection

Max Burst Size

The maximum allowable burst size of cells that can be
transmitted continuously on the VBR service connection

Link Type

Choose EoA (for PPPoE, IPoE, and WDS), PPPoA, or IPoA.

Connection Mode

Default Mode — Single service over one connection
Vlan Mux Mode — Multiple Vlan service over one connection

IP QoS

Quality of Service (QoS) status

Remove

Select items for removal

STEP 2: Click Add to proceed to the next screen.

NOTE:

To add WAN connections to one interface type, you must delete existing

connections from the other interface type using the remove button.

174

Leading the Communication T




ATM PVC Configuration

his screen allows you to configure 2 ATM PV,

PPRPoA

IPoA
Encapsulztion Mode: LLC/SHAP-BRIDGING
Service Category: UBR Without PCR
Selert Scheduler for Queues of Bgual Precedence

@ Round Rohin (weight=1)

Y Weighted Fair Queuing
Defaul Gueus Weight: i [1-53]
Defaul Cueve Precedencs: B 1-8] (lower vahe, higher priceit,
Mote: For WG, the default queve precedence will be applied to 2l other queves in the VT,

[ Back ][ ApphyiSave ]

There are many settings here including: VPI/VCI, DSL Link Type, Encapsulation
Mode, Service Category and Queue Weight.
Here are the available encapsulations for each xDSL Link Type:

€ EoA- LLC/SNAP-BRIDGING, VC/MUX

¢ PPPoA- VC/MUX, LLC/ENCAPSULATION
€ |PoA- LLC/SNAP-ROUTING, VC MUX

STEP 3: Click Apply/ Save to confirm your choices.

On the next screen, check that the ATM interface is added to the list. For example,
an ATM interface on PVC 0/35 in Default Mode with an EoA Link type is shown below.

Szlact new interface to add: | ATM Interface ¥ || Add

D'SL ATM Interface Configuration

Sustainable -
DSL Peak Cell Max Burst | Link
Interface | Vpi | Vi Catagory Cell - Conn Mode | IP QoS | Remove
Latency Rate(cells/s) Rate(cells/s) Size(bytes) | Type
atmll a i5 Pathl UER EoA | VianMuxMode | Support Remaove

To add a WAN connection go to Section F2 ~ WAN Connections.
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F1.2 PTM I nterfaces

Follow these procedures to configure a PTM interface.

@

STEP 1: Go to Basic Setup "™ "™ > WAN Setup > Select PTM Interface from
the drop-down menu.

COMTREND

B <P ak

Device Indo Basic Setup  Advanced Setup  [Hageeetics B s
“.H HW drp L Lawrr d Inieiais
AT S 1 i='".'| i acE L i I
AN a3
Pareniu| Coavirni o s el el A Sl "
Fenemee Bpvdvanric [ e i rrabin T
eseem wairking ||...-...I.|..l. Il:'“" [la-qn-[.ll__r_._ -.[ ||.|.!-..I|-. S l 'l"—l Tome | T i lll ..—] [ S—
[ue =5 | | | ]
[ e e e L

This table is provided here for ease of reference.

ltem Description
Interface WAN interface name.
DSL Latency { PathO} - portID = 0
PTM Priority Normal or High Priority (Preemption).
Connection Mode Default Mode — Single service over one interface.

Vlan Mux Mode — Multiple Vlan services over one interface.

IP QoS Quality of Service (Qo0S) status.

Remove Select interfaces to remove.

STEP 2: Click Add to proceed to the next screen.

NOTE: To add WAN connections to one interface type, you must delete existing
connections from the other interface type using the remove button.
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PTHM Configuration

allowrs you to configure 2 PTM flow,

uzl Precedanos

1 [1-63]
= ] [1-8] (lower vahee, higher pricrity)
Mote: For WFQ, the default queve precedence will be applied to zll other queues in the VC.

[ Back ][ ApphySave ]

Default PTM interface Quality of Service can be configured here, including Scheduler,
and Queue Weight.

STEP 3: Click Apply/ Save to confirm your choices.

On the next screen, check that the PTM interface is added to the list.

For example, a PTM interface in Default Mode is shown below.

DSL PTM Interface Configuration

Interface | DSL Latency | PTM Priority | Conn Mode | IP QoS | Remowe

pomil) Pathd Mormazl&High | VianMuzMode | Support || Remowve

To add a WAN connection go to Section F2 ~ WAN Connections.
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F1.3 Ethernet WAN Interface

The VR-3071 supports a single Ethernet WAN interface over the ETH WAN port.
Follow these procedures to configure an Ethernet interface.

STEP 1: Go to Basic Setup ™™ ™" > WAN Setup > Select ETHERNET Interface
from the drop-down menu.

COMTREND

BeOg alk

midces lilin Heish 45l Laji Al el Sl i IRl sl Liwpiiil
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Parerlil Comiral —Hie — = L i = =
Blsumes Mavanridng | s b v P e | iLisié |
Wi I.'---'r\..'\.- L L !u_..|h““ |."- i [+---.rr--]----|""ﬂ'-' Inu-.-.lr\-.-—-
' | | | =3
| | | | |
19, ETS |t b
farartms {inl | @y | PR oy | e waie III s | Eewe
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This table is provided here for ease of reference.

Item Description
Interface/ (Name) WAN interface name.
Connection Mode Default Mode — Single service over one interface.

Vlan Mux Mode — Multiple Vlan services over one interface.

Remove Select interfaces to remove.

STEP 2: Click Add to proceed to the next screen.
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STEP 3: Select an Ethernet port and Click Apply/ Save to confirm your choices.

ETH WAM Configuration
This screen alkows youw to mnfigure 2 ETH port .
Selact & ETH port:
ethWETHWAN
Back

Apphy/Save

On the next screen, check that the ETHERNET interface is added to the list.

Interface/{Name) | Connection Mode | Remowve

sthO/ETHWAN ViznMuxMaode | Remove

To add a WAN connection go to Section F2 ~ WAN Connections.
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F2 ~ WAN Connections

The VR-3071 supports one WAN connection for each interface, up to a maximum of
16 connections.

To setup a WAN connection follow these instructions.

STEP 1: Go to Basic Setup "™ ™" > WAN Setup.

Sk 22 Wikl Arva Metwork (WAN | SErdior Setiup

Ml
By

Egmp Hid
ol WAT | Firewmal | IPwh Prowy IElhl-:l'dIElit

vunnu-ul VianTpif I;i‘_“:_’;

VianBi21lp

Il'll:trfl-l:i."l Dsoriprion | Type

STEP 2: Click Add to create a WAN connection. The following screen will display.

WAN Service Interface Configuration

Select a layer 2 interface for this service

Mote: For ATM interface, the descriptor string is (portld_vpi_vei)

For PTM intarfacs, the descriptor string is {portld_high_low)
Where portld=0 --> DAL Latency PATHD

portld=1 --= D5L Latency PATH1
portld=4 —= DSL Latency PATHORL
loes =0 --= Low PTM Priority not set
bowr =1 —2= Low PFTM Prior

high =0 --= High PTM Priority

high =1 --= High PTM Priority st

ethl/ETHWAN »

Back || Meuxt

STEP 3: Choose a layer 2 interface from the drop-down box and click Next.
The WAN Service Configuration screen will display as shown below.
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WAN Service Configuration
Select WAN sarvice type:
@ ppp over Ethemet {PPPoE)
k ! 1P over Ethernet

' Bridging

For e, enter valid 802.1P Priority and 802,10 VLAN ID,

For &, set -1 to both B02.1P Priorty and 802,10 VLAN ID

Enter 502.1P Pricrity [0-7]: -1

Enter 502,10 VLAN 1D [0-4054]: -1

Select WLAN TPID: Select 3 TPID -

Internet Protoool Selection:

IPvd Onby -

NOTE: The WAN services shown here are those supported by the layer 2
interface you selected in the previous step. If you wish to change your
selection click the Back button and select a different layer 2 interface.

STEP 4: For VLAN Mux Connections only, you must enter Priority & VLAN ID tags.

Enter 802.1P Pricrity [0-7]:
Enter 802,10 VLAN ID [0-4094]:

Select VLAN TPID:

-1
-1

Select a TPID -

Select a TPID if VLAN tag Q-in-Q is used.

STEP 5:

You will now follow the instructions specific to the WAN service type you

wish to establish. This list should help you locate the correct procedure:

(1) For PPP over ETHERNET (PPPoE) — IPv4
(2) For IP over ETHERNET (IPoE) — |Pv4
(8) For Bridging — IPv4

(4) For PPP over ATM (PPPoA) — IPv4

(5) For IP over ATM (IPoA) — IPv4

(6) For PPP over ETHERNET (PPPoE) — IPv6
(7) For IP over ETHERNET (IPoE) — IPv6
(8) Bridging — IPv6 (Not Supported)
(9) For PPP over ATM (PPPoA) — IPv6
(10) IPoA — IPv6 (Not Supported)

The subsections that follow continue the WAN service setup procedure.

181
Leading the Communication Trend



F2.1 PPP over ETHERNET (PPPoE) - I Pv4

STEP 1:

Select the PPP over Ethernet radio button and click Next.

WAN Service Configuration

Select WAN sarvice type!

@ ppP over Etheret (PPROE)

! IP over Ethernet

Bridiging

Enter 202,1P Priority [0-7]:
Enter 802,10 VLAN I [D-4054]:
Select VLAN TPID:

Internet Protoool Selection:

IPv4 Only -

-1
-1

Select a TPID -

Back

STEP 2:

On the next screen, enter the PPP settings as provided by your ISP,

Click Next to continue or click Back to return to the previous step.
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PPP Username and Password

PPP ususzlhy reguires that wou

In the boves bebow, enter the wse

FPP Usernams:

FPP Password:

PPPoE Service Mamnet

Authentication Method: | ALITO -
Configure Kesp-zlive (PPP echoreguest) Interval and the Number of retries
Intervali{zecond) 30

MNumber of retries:

|:| Enable Fullcone MAT

i,

[[] Dial on demand {with idle timeout time)

Enzble NAT
[[] Enzble Frews

|:| Lize Static [Pv4 Address

Foed MTU
MTL: 1492
|:| Enzble PPP Manual Mode

|:| Enzble PPP Debug Mode

|:| Bridge PPPoE Frames Betweean WAN and Local Ports

IGMP Multicast
[C] Ensble IGMP Multicast Prosy

|:| Enzble IGMP Multicast Sounce

Click Next to continue or click Back to return to the previous step.

The settings shown above are described below.

PPP SETTINGS

The PPP Username, PPP password and the PPPoE Service Name entries are
dependent on the particular requirements of the ISP. The user name can be a
maximum of 256 characters and the password a maximum of 32 characters in
length. For Authentication Method, choose from AUTO, PAP, CHAP, and MSCHAP.

CONFI GURE KEEP-ALIVE

Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.

Interval (second): Time between sending out each PPP echo-request packet.
Number of retries: Number of retries before PPP connection is dropped.
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ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DI AL ON DEMAND

The VR-3071 can be configured to disconnect if there is no activity for a period of
time by selecting the Dial on demand checkbox M. You must also enter an
inactivity timeout period in the range of 1 to 4320 minutes.

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after reboot.
On the other hand, if a private |P address is not used on the LAN side (i.e. the LAN
side is using a public IP), this checkbox M should not be selected to free up system
resources for better performance.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected to free up system resources for better performance.

USE STATIC I Pv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the | Pv4 Address field.

Don’t forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.

FI XED MTU
Maximum Transmission Unit. The size (in bytes) of largest protocol data unit which
the layer can pass onwards. This value is 1492 for PPPoE.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

WDS PPPOE FRAMES BETWEEN WAN AND LOCAL PORTS

(This option is hidden when PPP |P Extension is enabled)

When Enabled, this creates local PPPoE connections to the WAN side. Enable this
option only if all LAN-side devices are running PPPoE clients, otherwise disable it.
The VR-3071 supports pass-through PPPoE sessions from the LAN side while
simultaneously running a PPPoE client from non-PPPoE LAN devices.

ENABLE | GMP MULTI CAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.
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ENABLE | GMP MULTI CAST SOURCE
Enable the WAN interface to be used as IGMP multicast source.

STEP 3: Choose an interface to be the default gateway.

Routing — Default Gateway

Default gatewsy interface list can have multiple WAN interfaces sarved as system default gatewsys
but cnby cne will be used according to the pricrity with the first being the higest and the last one
the lowest pricrity if the WAN interface s connected. Pricrity order can be changed by removing
2ll and adding them back in 2gsin.

Selected Default Gateway Available Routed WAN
Interfaces Interfaces
ppp0.1 - -

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select DNS Server Interface from available WAN interfaces OR enter
static DNS server |P addresses for the system. In ATM mode, if only a
single PVC with |PoA or static IPoE protocol is configured, Static DNS
server |P addresses must be entered.

DNS Server Configuration

Select DMS Server Interface from availsble WAN interfaces OR enter static DNS server IP
addresses for the system. In ATM maode, if only a single PVC with IPoA or static IPcE
protocol s configured, Static DMNS server IP addresses must be entered.

DNS Server Interfaces can have multiple WAN interfaces served as system dns servers but
onhy one will ke used according to the pricrity with the first being the higest and the last one
the lowest pricrity if the WAN interface is connected. Priority order can be changed by
removing all and adding them back in again.

'@:‘ Select DNS Server Interface from available WAN interfaces:
Celectad DNS Server Interfaces Avzilable WAN Interfaces

ppp0.1 It

) Use the following Static DNS IP address:
Primary DNS server:

Secondary DMS server:

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service

you have configured. Check these settings and click Apply/ Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Connection Type: PEECE
MNAT:
Full Cone MAT:

Firewall:

IGHMP Multicast Proxy:

IGMP Multicast Source Enabled:
MLD Multicast Proxy:

MLD Multicast Source Enabled:
Qualiry Of Service:

dick "Apply/Save” o have this interfacs to be effective. Click "Back” to make ary modfications.

Back || Apply/Save

After clicking Apply/ Save, the new service should appear on the main screen.
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F2.2 IP

STEP 1:

over ETHERNET (1 PoE) — I Pv4

Select the |IP over Ethernet radio button and click Next.

WAN Service Configuration
Select WAN service type:

©) PP over Ethemet (PPPoE)
'G IP over Ethernat

Enter Service Desoription:  ipoe 0_0 35

Q@ VLAN ID.

Eniter 202.1P Pricrity [0-7;

Enter 802.1C VLAN 10 [D-4054]:
Select VLAN TPID:

Intermet Protoool Selection:

IPv4 Only -

Back MNext

802,10k VLAN ID.

-1
-1

Select a TPID -
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STEP 2:

The WAN IP settings screen provides access to the DHCP server settings.
You can select the Obtain an | P address automatically radio button to
enable DHCP (use the DHCP Options only if necessary). However, if you
prefer, you can use the Static | P address method instead to assign WAN
IP address, Subnet Mask and Default Gateway manually.

WAN IP Settings

Enter information provided to wou by your ISP to configure the WAN [P sattings.
Motice: If "Crbta
If "Uise the following

'G Crbtzin 2n [P adaress sutomaticslhy
Crption &0 Vendor 10
Crption 61 TATD:
Crption &1 DUTD:
Crption 77 User ID:
Crption 125: ¥ Dizable Enzble
Crption
Crpitiom 3600
Crption
doness

! Use the following Static IP address:
WAN IP
WAN Subnet Mask:

WAN gateway

zlty" is chosen, DHCP will be enzhled for PVC in IPoE mode,
g Static [P address” is chosen, enter the WAN [P address, subnet mask and interface gatewsy

Address:

[P Address:

Click Next to continue or click Back to return to the previous step.
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STEP 3: This screen provides access to NAT, Firewall and |GMP Multicast settings.
Enable each by selecting the appropriate checkbox M. Click Next to
continue or click Back to return to the previous step.

Network Address Translation Settings

Metwork Address Translation (MAT) allows you to share one Wide Area Network
(WAN) IP address for multiple computers on your Local Area Network (LAN).
Enzble NAT

[[] Enzble Fullcone NAT

I:l Enable Firewsa

IGMP Multicast

[[] Enable IGMP Multicast Proxy

D Enable IGMP Multicast Socurce

(o) (e ]

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private IP address is not used on the LAN side (i.e.
the LAN side is using a public IP), this checkbox M should not be selected, so as to
free up system resources for improved performance.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox ¥
should not be selected so as to free up system resources for better performance.

ENABLE | GMP MULTI CAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

ENABLE | GMP MULTI CAST SOURCE
Enable the WAN interface to be used as IGMP multicast source.
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STEP 4: Choose an interface to be the default gateway.

Routing — Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways
but cnhy cne will be used according to the pricrity with the first being the higest and the last one
the lowrest pricrity if the WAN interface is connected. Pricrity order can be changed by removing
all znd adding tham back in again.

Selected Default Gateway Available Routed WAN
Interfaces Interfaces
atm0.1 - -

Click Next to continue or click Back to return to the previous step.
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STEP 5: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server P addresses for the system. In ATM mode, if only a single PVC with IPoA
or static IPoE protocol is configured, Static DNS server |IP addresses must be
entered.

DNS Server Configuration

Select DNS Server Interface from availzble WAN interfaces OR enter static DNS server P addresses for the system,
If onby 2 single WAN with static IPoE protocol & configured, Static DNG server [P addresses must be entered,

DNS Server Interfaces czn have multiple WAN interfaces served as system dns sarvers but anby one will be used
according to the pricrity with the first being the higest and the lzst one the lowest priceity if the WAN interfacs i
connected, Priceity onder can be changed by removing all and adding them back in 2gsin,

'B Select DNS Server Interface from available WAN interfaces:
Selected DNS Server [nterfaces Avzilable WAN Interfaces

atmi0.1 - -

Use the following Static DNS IP address:
Primary DNS serven

Secondary DNS server:

e

Click Next to continue or click Back to return to the previous step.
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STEP 6:

The WAN Setup - Summary screen shows a preview of the WAN service

you have configured. Check these settings and click Apply/ Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Mzke sure that the sattings below match the sattings provided by your ISP,

Connection Type:

NAT:

Full Cone MAT:

Firewall:

IGMP Multicast Proxy:

IGHMP Multicast Source Enablad:

MLD Multicast Proxy:

ML Multicast Source Enabled:

Qualiry Of Service:

Click "Apply/Save™ o have this interface to be effective, Click "Back™ to make zny modfications,

Back || Apphy/Save

After clicking Apply/ Save, the new service should appear on the main screen.
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F2.3 Bridging — I Pv4

STEP 1: Select the Bridging radio button and click Next.

WAN Service Configuration
Select WAN service type:

) pPP over Ethemet {PPPoE)

! ! 1P over Ethernet

@ g diging

I:l Allow as IGMP Multicast Source
I:' Allow as MLD Multicast Source

For tagged servios, enter
For untagged service, sat

-1 to Dot

Enter 502.1P Pricrity [0-7]:
Entar 02,10 VLAN ID [0-4054]:
Select VLAN TPID:

Select a3 TPID -

Allow as | GMP Multicast Source

Click to allow use of this WDS WAN interface as IGMP multicast source.

Allow as MLD Multicast Source

Click to allow use of this WDS WAN interface as MLD multicast source.
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STEP 2: The WAN Setup - Summary screen shows a preview of the WAN service

you have configured. Check these settings and click Apply/ Save if they
are correct, or click Back to return to the previous screen.

WAN Setup - Summary

Mzke sure that the sattings below match the sattings provided by your ISP,

Connection Type:
MNAT:

Full Cone MAT:
Firewall:

IGMP Multicast Proxy:
IGMP Multicast Source Enabled: | T
MLD Multicast Proxy:

MLD Multicast Source Enabled:
Quality Of Service:

Click "Apply/Save™ to have this interface to be effective, Click "Back™ to make zny modifications.

Back || Apphy/Save

After clicking Apply/ Save, the new service should appear on the main screen.

NOTE: If this WDS connection is your only WAN service, the VR-3071 will be

inaccessible for remote management or technical support from the WAN.
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F2.4 PPP over ATM (PPPoA) - I Pv4

WAN Service Configuration

Enter Service Description: pppoa_0_0 35

Internet Protoool Selection:
IPv4 Only hd

STEP 1: Click Next to continue.
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STEP 2:

PPP SETTINGS

On the next screen, enter the PPP settings as provided by your ISP,
Click Next to continue or click Back to return to the previous step.

PPP Username and Password

PPP usus Ny nequines that you Rave 3 USer Name and passwond 1o estabish

WO CONMECTIon, In the boxes below, enter the wser name and passwond

that your ISP has proviced to you,

PPP Ussrnams:
PPP Password:
Authentication Method:  ALTO

sep-zlive (PPP echo-reguest) Inter
3

T
0

MNumber of retries: 3
D Enzbie Fulioome NAT

[[] Dial on demand (with idle timeout times)

|:| Enzble Firewsa
[l

Foed MTU
MTU: 1500

D Enable PPP Manual Mode

|:| Enable PPP Debug Mode

IGMP Multicast
|:| Enzblz IGMP Multicast Proy

|:| Enzblz IGMP Multicast Source

-

val and the Number of retries

The PPP username and password are dependent on the requirements of the ISP.
The user name can be a maximum of 256 characters and the password a maximum
of 32 characters in length. (Authentication Method: AUTO, PAP, CHAP, or MSCHARP)

CONFI GURE KEEP-ALIVE
Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.
Interval (second): Time between sending out each PPP echo-request packet.
Number of retries: Number of retries before PPP connection is dropped.
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ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DI AL ON DEMAND

The VR-3071 can be configured to disconnect if there is no activity for a period of
time by selecting the Dial on demand checkbox M. You must also enter an
inactivity timeout period in the range of 1 to 4320 minutes.

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after reboot.
On the other hand, if a private |P address is not used on the LAN side (i.e. the LAN
side is using a public IP), this checkbox M should not be selected to free up system
resources for better performance.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected to free up system resources for better performance.

USE STATIC I Pv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the | P Address field. Also, don’t forget to

adjust the IP configuration to Static IP Mode as described in 3.2 IP Configuration.

Fixed MTU
Fixed Maximum Transmission Unit. The size (in bytes) of largest protocol data unit
which the layer can pass onwards. This value is 1500 for PPPoA.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

ENABLE | GMP MULTI CAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (I1GMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

Enable 1 GMP Multicast Source
Enable the WAN interface to be used as IGMP multicast source.

STEP 3: Choose an interface to be the default gateway.
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Routing - Default Gateway

Default gatewsy interface list can have multiple WAN interfaces served as
system default gatewsys but only one will be used according to the
pricrity with the first being the higest and the last cne the kowest pricrity i
the WAN interface is connected. Pricrity order can be changed by
removing all and adding them back in 2gsin.

Selected Default Gateway Available Routed WAN
Interfaces Interfaces
pppoal . -

Click Next to continue or click Back to return to the previous step.

199
Leading the Communication Trend



STEP 4: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC
with |PoA or static IPoE protocol is configured, Static DNS server |IP
addresses must be entered.

DNS Server Configuration

Selert DMS Server Interface from availsble WAN interfaces OR enter static DNS server [P addresses for the system,
If onby 2 single WAN with static [PoE protocol s configured, Static DNS server [P addresses mwst be entered,

DNS Server Interfaces can have multipl: WAN interfaces ssrved as system dns servers but onby one will be
wsed soconding to the priority with the first being the higest and the last one the lowest priority if the WAN interface is
oonnected, Priosity order can be changed by removing all and 2dding them back in agsin,

@ sclact DNS Server Interface from available WAN interfacas:
Selected DNS Server Interfaces Avzilsble WAN Interfaces

pppoal - -

Use the following Static DNS IP address:
Primary DNS serven

Secondany DMS serven

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service

you have configured. Check these settings and click Apply/ Save if they are correct,
or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Connection Type: FERoA

NAT: Enabled
Full Cone MAT: Cisalled
Firewall: Cisalled
IGHMP Multicast Proxy: Disazied
IGMP Multicast Source Enabled: | Tizzled
MLD Multicast Proxy: Disablad
MLD Multicast Source Enabled: | Diszzad
Quality Of Service: Dizalled

dick "apply/Save” o have this interfacs to be effective. Click "Back” to make zmy modfications.

Back || Apphy/Save

After clicking Apply/ Save, the new service should appear on the main screen.
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F2.5 1P over ATM (1 PoA) — I Pv4

WAN Service Configuration

(=]

y IC

Enter Service Description: | ip

] )

STEP 1: Click Next to continue.

STEP 2: Enter the WAN I[P settings provided by your ISP. Click Next to continue.
WAN IPF Settings
Enter information provided to you by your ISP to configure the WAN IP seHtings.
VAN IP Address
VAN Subnet Mask 0.0.0.0
STEP 3:

This screen provides access to NAT, Firewall and IGMP Multicast settings.

Enable each by selecting the appropriate checkbox M. Click Next to
continue or click Back to return to the previous step.

Network Address Translation Settings

Metwork Address Translation {MAT) allows you to share
one Wide Area Network (WAN) IP address for multiple
computers on your Local Area Metwork (LAN).

Enable NAT

[ Enable Fullcone NAT
[[] Enable Firews

IGMP Multicast

[[] Enable IGMP Multicast Prosey

[[] Enable IGMP Multicast Sourcs
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ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private |P address is not used on the LAN side (i.e.
the LAN side is using a public IP), this checkbox M should not be selected, so as to
free up system resources for improved performance.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal IP address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host
by sending a packet to the mapped external address.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected so as to free up system resources for better performance.

ENABLE | GMP MULTI CAST PROXY

Tick the checkbox M to enable Internet Group Membership Protocol (IGMP)
multicast. This protocol is used by IPv4 hosts to report their multicast group
memberships to any neighboring multicast routers.

Enable | GMP Multicast Source
Enable the WAN interface to be used as IGMP multicast source.

STEP 4: Choose an interface to be the default gateway.

Routing — Default Gateway

Default gateway interface list can have multiple WAN interfaces served as
system default gateways but onby one will be used according to the
pricrity with the first being the higest and the last one the lowest pricrity
if the WAN interface is connected. Pricrity order can be changed by
removing all and adding them back in again.
Selected Default Available Routed WAN
Gateway Interfaces Interfaces

ipoal & &

Click Next to continue or click Back to return to the previous step.
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NOTE: If the DHCP server is not enabled on another WAN interface then the
following notification will be shown before the next screen.

Message from webpage

L] E fou have to choose static ip address for DMS server
L

STEP 5: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server |P addresses for the system. In ATM mode, if only a single PVC
with IPoA or static IPoE protocol is configured, Static DNS server IP
addresses must be entered.

DNS Server Configuration

Select DMNS Server Interface from availzble WAN interfaces OR, enter static DNS server [P addresses for the system,

DNS Server Interfaces can have multiple WAN interfaces served a5 system dns servers but onby one will b=
wsed aoconding to the pricrty with the first being the higest and the last one the lowest pricdty i the WAN interface s
connected, Priceity order cam be changed by removing all and adding them back in again,

Select DNS Server Interface from available WAN interfaces:
Selected DNS Server Interfaces Ayzilzble WAN Interfaces

@ use the following Static DMNS IP address:
Primary DNS szrven

Secondany DMNS serven

Click Next to continue or click Back to return to the previous step.
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STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/ Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Connection Type:

[Pod

MNAT:

Enabled

Full Cone MAT:

Disablad

Firewrall:

IGMP Multicast Proxy:

IGMP Multicast Source Enabled:

MLD Multicast Proxy:

MLD Multicast Source Enablad:

Quality Of Service:

=1 E=1 k=1 I=1 =1 K=

dick "Apply/Save” o have this interface to be effective. Click "Back” to make ary modfications.

| Back | Apphy/Save

After clicking Apply/ Save, the new service should appear on the main screen.
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F2.6 PPP over ETHERNET (PPPoE) - I Pv6

STEP 1:

Select the PPP over Ethernet radio button. Then select IPv6 only from the

drop-down box at the bottom off the screen and click Next.

WAN Service Configuration

Select WAN service type:
@ PPP over Ethemet (PPPOE)
X ! 1P over Ethermat

Enter Service Desoiption: | pppoe_0_0_35

02, Snter v BO02.1P Priority and 802,10 VLAN ID.

-1 to both B02.1P Priceity and 802,10 VLAN ID.

Enter 802.1P Priority [0-7]:
Enter 802,10 VLAN 1D [0-4054]:
Select VLAM TPID:

Internet Protocol Selection:

IPvE Onby

-1
-1

Select a TPID -

STEP 2:
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PPP Username and Password

PPP usuzlhy requires that wou have 3 user name and passwiond to establish youwr connection,
In the boxes below, enter the user name and password that your ISP has provided to you.

PPP Usernannet

PPP Password:

PPPoE Service Mame:

Authentication Mathod:  AUTO -

Configure Keep-alive (PPP echo-request) Interval and the Mumber of retries
Intervalysecond) 30
Mumber of retries: 3

Enzble Fullone NAT

Dizl on demand {with idle timeout times)

[[] Ensble Frawsl

Usze Static [Pv4 Adaress

Uis= Static [PvE Address

O

Enzblz IPvE Unnumbered Modal

R

Lawrch Dhopbic for Address Assignment (TANA]

<]

Launch Dhopéic for Prefix Delegation (IAPD)

&

Launch Dhepte for Rapid Commit

<]

Fred MTU

3
-

i 1452

Enzble PPP Manual Mode

Enzble PPP Debug Maode

OO0

Bridge PPPoE Frames Betwesn WAN and Local Ports

MLD Multicast

[[] Enshble MLD Multicast Prosy

[[] Ensble MLD Mukicast Sourcs

Click Next to continue or click Back to return to the previous step.

The settings shown above are described below.
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PPP SETTINGS

The PPP Username, PPP password and the PPPoE Service Name entries are
dependent on the particular requirements of the ISP. The user name can be a
maximum of 256 characters and the password a maximum of 32 characters in
length. For Authentication Method, choose from AUTO, PAP, CHAP, and MSCHAP.

CONFI GURE KEEP-ALIVE

Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.

Interval (second): Time between sending out each PPP echo-request packet.
Number of retries: Number of retries before PPP connection is dropped.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal |P address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DI AL ON DEMAND

The VR-3071 can be configured to disconnect if there is no activity for a period of
time by selecting the Dial on demand checkbox M. You must also enter an
inactivity timeout period in the range of 1 to 4320 minutes.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected to free up system resources for better performance.

USE STATIC I Pv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IPv4 Address field.

Don’t forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.

USE STATIC IPv6 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IPv6é Address field.

Don’t forget to adjust the IP configuration to Static IP Mode as described in section
3.2 |IP Configuration.

ENABLE I Pv6 UNNUMBERED MODEL

The IPunnumbered configuration command allows you to enable |P processing on a
serial interface without assigning it an explicit IP address. The IP unnumbered
interface can "borrow" the IP address of another interface already configured on the
router, which conserves network and address space.

208

Leading the Communication T



LAUNCH DHCP6C FOR ADDRESS ASSIGNMENT (1 ANA)
The Internet Assigned Numbers Authority (IANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.
Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA’s various activities can be broadly grouped in to three categories:
. Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN practices
resource.
. Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.
. Protocol Assignments
Internet protocols’ numbering systems are managed by IANA in conjunction
with standards bodies.

LAUNCH DHCP6C FOR PREFI X DELEGATION (1 APD)

An ldentity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to arequesting device. Arequesting device may have more than one |APD;
for example, one for each of its interfaces.

A prefix-delegating router (DHCPv6 server) selects prefixes to be assigned to a
requesting router (DHCPv6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an IAPD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the |APD in the client’s message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding is
found, the server attempts to assign prefixes for the client from other sources.

An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the
Framed-IPv6-Prefix attribute.

LAUNCH DHCP6C FOR RAPID COMMIT

Rapid-Commit; is the process (option) in which a Requesting Router (DHCP Client)
obtains "configurable information" (configurable parameters) from a Delegating
Router (DHCP Server) by using a rapid DHCPv6 two-message exchange. The
messages that are exchanged between the two routers (RR and DR) are called the
DHCPv6 "SOLICIT" message and the DHCPv6 "REPLY" message.

FI XED MTU
Maximum Transmission Unit. The size (in bytes) of largest protocol data unit which
the layer can pass onwards. This value is 1492 for PPPoE.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.
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WDS PPPOE FRAMES BETWEEN WAN AND LOCAL PORTS

(This option is hidden when PPP IP Extension is enabled)

When Enabled, this creates local PPPoE connections to the WAN side. Enable this
option only if all LAN-side devices are running PPPoE clients, otherwise disable it.
The VR-3071 supports pass-through PPPoE sessions from the LAN side while
simultaneously running a PPPoE client from non-PPPoE LAN devices.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version
6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast listeners on a
directly attached link, much like IGMP is used in IPv4. The protocol is embedded in
ICMPv6 instead of using a separate protocol.

ENABLE MLD MULTI CAST SOURCE
Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.

STEP 3: Choose an interface to be the default gateway. Also, select a preferred
WAN interface as the system default IPv6 gateway (from the drop-down
box).

Routing — Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system

default gateways but only one will be used according to the pricrity with the first
being the higest and the lzst one the lowest pricrity i the WAN interface & connected.
Priority order can be changed by removing all and adding them back in again.
Selected Default Gateway Available Routed WAN
Interfaces Interfaces

ppp0.1 it it

IPvE: Select a preferred wan interface as the system default IPVE gateway.

Selected WAN Interfzce pppoe_0_0_35/ppp0.1

Click Next to continue or click Back to return to the previous step.

STEP 4: Select DNS Server Interface from available WAN interfaces OR enter
static DNS server |P addresses for the system. In ATM mode, if only a
single PVC with IPoA or static IPoE protocol is configured, Static DNS
server |P addresses must be entered.
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Select the configured WAN interface for IPv6 DNS server information OR enter the
static IPv6 DNS server Addresses. Note that selecting a WAN interface for IPv6 DNS
server will enable DHCPv6 Client on that interface.

DNS Server Configuration

Select DNS Server Interface from availzble WAN interfaces OR enter static DNS server [P addresses for the system,

If onlby a single WAM with static IPoE protocol s configured, Static DNS server 1P addresses mast be entered.,
DNS Server Interfaces can have multiple WAN interfaces served a5 system dns servers but onby one will be used
the last one the lowest priority if the WAN interface s

SO00NCIMNG DD Thee |PIMOITY Wil The first be Mg T Mgest S
d adding them back in 2 m

oomnected, Priority order cam be changed by removing all and adding g

“" Select DNS Server Interface from available WAN interfaces:
Selected DNS Server Interfaces Ayzilzble WAN Interfaces

ppp0.1 - -

Use the following Static DNS IP address:
Primary DNS szrven

Secondany DMNS serven

IPwE: Select the configured WAN intesface for IPvE DNS server information OR enter the static IPvE DNS server

ddresses,
Mote that salecting 2 WAN interface for IPvE DNS server will ensble DHCPvE Client on that interface,

@ Obtsin IPvE DNS info from 2 WAN interface:

WAN Interface ssleced: pppoe_0_0_35/ppp0.1 -

Usa the following Static IPvE DMS address:

Primary IPw6 DNS servern:

Secondany IPvE DMNS serven:

Click Next to continue or click Back to return to the previous step.

STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/ Save if they
are correct, or click Back to modify them.
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WAN Setup - Summary

Make sure that the settings below mztch the settings provided by your ISP,

Connection Type: PERoE

NAT: Dizabled
Full Cone NAT: Dizabled
Firewall: Dizabled
IGMP Multicast Proxy: Disablad
IGMP Multicast Source Enabled: | izzzled
MLD Multicast Proxy: Dizabled
MLD Multicast Source Enabled: |Cisztied
Quality Of Service: Disazied

Click "apply/Save” to have this interface to be effective. Click "Back” to make zny modificagions.

After clicking Apply/ Save, the new service should appear on the main screen.
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F2.7 IP over ETHERNET (I PoE) — I Pv6

STEP 1:

Select the IP over Ethernet radio button and click Next. Then select |Pv6

only from the drop-down box at the bottom off the screen and click Next.

WAHN Service Configuration
Select WAN service type:

) PPP over Ethernat (PPPoE]
'G IP over Ethermet

Enter Service Desoiption:  ipoe 0_0 35

er valid 802, 1P Priority and 802,10 VLAN ID.
Enter 802.1P Priority [0-7]:

Enter 802,10 WLAN 10 [D-4054]:

Select VLAN TPID:

Intermet Protocol Selection:

IPve Only -

For untagged service, set -1 to both 802.1P Priority and 802,10 VLAN ID.

-1
-1

Select a TPID -
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STEP 2:

The WAN IP settings screen provides access to the DHCP server settings.
You can select the Obtain an | Pv6 address automatically radio button
to enable DHCP (use the DHCP Options only if necessary). However, if you
prefer, you can use the Static IPv6 address method instead to assign
WAN |P address, Subnet Mask and Default Gateway manually.

Enter information provided to you by your ISP to configure the WAN |IPv6 settings.

Notice: If “Obtain an |IPv6 address automatically” is chosen, DHCP client will be

enabled
If “Use t
address.

on this WAN interface.
he following Static IPv6 address” is chosen, enter the static WAN IPv6
If the address prefix length is not specified, it will be default to /64.

WAN

Eniter

@)

WAN

Enter

@

Muaotice:

If "Use the following Static 1P | 5 chiosen, enter the WAN IP address, subnet mask and interface gateway,

Crption &0 Vendor 10

Crption 61 TATD: (8 hesadecimal digits)
Crption 61 DUID: (hesadecimal dig
Crption 77 User ID:

Crpition 125:

[P Address:
WAN Subnet Mask:

WAMN gateway I[P Address:

alhy" 5 chosen, DHCPwE Chient will be ensbled on this WAN interface,
If "Use the following St 5 chosen, enter the static WAN IPvE address, If the address prefix length s

not specified, it will be defa

IP Settings

r ISP to configure the WAN IP settings.
v" s chosen, DHCP will be ensbled for PYC in IPoE mode,

Crbtain an [P address automatically

Uz the following Static [P address:

nformation prov v your ISP to configure the WAN IPvE settings.

Crbtain an IPvE acdress automaticalhy

D Drhopwe Address Assignment (TANA)
Crhcpve Prefin Delegation ([APD)
B Uis= the following Static IPvE address:

WAN IPwE Address/Prefix Length:

Cpecihy the Next-Hop IPwE address for this WAN interface

Motice: This address can be either a link loczl or 2 globsl unicast IPvE address,

(1]

WAN Mext-Hop IPwé Address:

Back Mext

Click Next to continue or click Back to return to the previous step.
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DHCP6C FOR ADDRESS ASSIGNMENT (1 ANA)
The Internet Assigned Numbers Authority (IANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.
Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA’s various activities can be broadly grouped in to three categories:
. Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN practices
resource.
. Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.
. Protocol Assignments
Internet protocols’ numbering systems are managed by IANA in conjunction
with standards bodies.

DHCP6C FOR PREFI X DELEGATION (1 APD)

An Identity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to arequesting device. Arequesting device may have more than one |APD;
for example, one for each of its interfaces.

A prefix-delegating router (DHCPv6 server) selects prefixes to be assigned to a
requesting router (DHCPv6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an IAPD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the |APD in the client’s message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding is
found, the server attempts to assign prefixes for the client from other sources.

An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the
Framed-IPv6-Prefix attribute.

WAN NEXT-HOP IPv6é ADDRESS
Specify the Next-Hop IPv6 address for this WAN interface.
This address can be either a link local or a global unicast IPv6 address.
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STEP 3: This screen provides access to NAT, Firewall and |GMP Multicast settings.
Enable each by selecting the appropriate checkbox M.

Metwork Address Translation Settings

Metwork Address Translation (NAT) zllows wou to share one Wide Area Network

(W AN) TP address fo ple computers on your Local Area Network (LAN
Enzblz MAT

|:| Enzble Fire

|:| Enzble MLD Multicast Prosoy

I:' Enzble MLD Multicast Sowrce

WAN interface with base MAC.

otice: Onby one WAN interface can be doned to base MAC address,

|:| Enzble WAN intarface with base MAC

lﬂj MNest

Click Next to continue or click Back to return to the previous step.

ENABLE NAT

If the LAN is configured with a private IP address, the user should select this
checkbox M. The NAT submenu will appear in the Advanced Setup menu after
reboot. On the other hand, if a private IP address is not used on the LAN side (i.e.
the LAN side is using a public IP), this checkbox M should not be selected, so as to
free up system resources for improved performance.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected so as to free up system resources for better performance.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version
6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast listeners on a
directly attached link, much like IGMP is used in IPv4. The protocol is embedded in
ICMPv6 instead of using a separate protocol.

ENABLE MLD MULTI CAST SOURCE

Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.

Enable W AN interface with base MAC

Enable this option to use the router’s base MAC address as the MAC address for this
WAN interface.
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STEP 4: To choose an interface to be the default gateway. Also, select a preferred
WAN interface as the system default IPv6 gateway (from the
drop-down box).

Routing — Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default
gateways but only cne will be used according to the pricrity with the first being the
higest and the last one the lowest pricrity if the WAN interface is connected, Pricrity
order can be changed by remowving zll and adding them back in agzin.

Selected Default Gateway Available Routed WAN
Interfaces Interfaces
atm0.1 - -

IPve: Select a preferred wan interface as the system default IPvE gateway.
Selected WAN Interfzc ipoe_0_0_35/atm0.1 -

Click Next to continue or click Back to return to the previous step.
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STEP 5: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC

with IPoA or static IPoE protocol is configured, Static DNS server IP
addresses must be entered.

Select the configured WAN interface for IPv6 DNS server information OR enter the
static IPv6 DNS server Addresses. Note that selecting a WAN interface for IPv6 DNS
server will enable DHCPv6 Client on that interface.

DNS Server Configuration

Select DMNS Server Intedfzce from availzble WAMN interfaces OR anter static DNS server [P addresses for the system,
If onby a single WAN with static IPoE protocol & configured, Static DNS server 1P addresses must be entened,
DMNS Server Interfaces can have muliple WAN interfaces served as system dns servers but onby one w

De used
S000NCING 1O the Pronty with the first be g the mgest &

¢ if the WAN interface i

3SL Qe The KOwesT Do

connected, Prior Ty ONOEr C3n De Cha3Nged Dy NE0ViIn

SMEING tham DaCK In 20

@ Sclact DNS Server Interface from available WAN interfaces:
Cellected DNS Server Interfaces Awailsble WAN Interfaces

atmi.1 - -

Use the following Static DNS IP address:
Primary DMS sarven

Secondary DNS server:

IPvE: Select the configured WAN interface for IPwE DNS server information OR enter the static IPvE DNS server
ddresses,
Mote that selecting 2 WAN interface for IPwE DNS server will enasble DHCPvE Client on that interface,

@  Obrsin 1PVE DNS info from 2 WAN interface:

WAN Interface selected: ipoe_0_0_35/atmd.l -
Use the following Static IPvE DNS address:

Primary IPwt DNS serven

Secondary [PvE DNS server:

Back Mext

Click Next to continue or click Back to return to the previous step.
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STEP 6: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/ Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Connection Type:

NAT:

Full Cone MAT:

Firewsall:

IGHMP Multicast Proxy:

IGMP Multicast Source Enabled:
MLD Multicast Proxy:

MLD Multicast Source Enabled:
Qualiry Of Service:

cololololo|lolo
m
it
LI
I
(=9

dick "Apply/Save” o have this interfacs to be effecive. Cick "Back” to make ary modfications.

Back || Apohy/Save

After clicking Apply/ Save, the new service should appear on the main screen.
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F2.8 PPP over ATM (PPPoA) - I Pv6

STEP 1: Select IPv6 Only from the drop-down box at the bottom
of this screen and click Next.

WAN Service Configuration

Internet Protocol Selection:
IPv6E Only -
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STEP 2:

On the next screen, enter the PPP settings as provided by your ISP,
Click Next to continue or click Back to return to the previous step.

PPP Username and Password

PPP usuzlhy require roul hav

In the boxes below, enter the user n

PPP Username:
PPPE Passwond:

Authentication Method:

AUTO

Configure Kesp-zlive (PPP echo-request) Intery

[14]
1
11
a
[&1

Interval:i{zecond) 30
Mumber of retries: 3

Enzbie Fulicons NAT

Dvial on demand (with idle timeout timer)

Enzble Firews

Lis= Static IPv4 Addn

&S5

Uis= Static [PvE Acdress

Enzbie IPvE Unnumbered Moo

OO O

Lawnch Chopéc for Address Assignment (TANA]

Lawnch Drhopbe for Prefic Delegation (1A PD)

O =

Lawsnch Crhopéc for Rapid Commit

=l

Foed MTU

il
=

i 1500

Enzbie PPP Manusl Mooe

Enzble PPP Debug Maode

O O

MLD Multicast

O
&

Enzable MLD Multicast Prosoy

Enzable MLD Multicast Souwrce

Back

PPP SETTINGS

The PPP username and password are dependent on the requirements of the ISP.
The user name can be a maximum of 256 characters and the password a maximum
of 32 characters in length. (Authentication Method: AUTO, PAP, CHAP, or MSCHAP,)
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CONFI GURE KEEP-ALIVE

Configures the interval and number of keep alive packets (PPP echo-request) sent
by the device for the PPP connection.

Interval (second): Time between sending out each PPP echo-request packet.
Number of retries: Number of retries before PPP connection is dropped.

ENABLE FULLCONE NAT

This option becomes available when NAT is enabled. Known as one-to-one NAT, all
requests from the same internal |P address and port are mapped to the same
external IP address and port. An external host can send a packet to the internal host,
by sending a packet to the mapped external address.

DI AL ON DEMAND

The VR-3071 can be configured to disconnect if there is no activity for a period of
time by selecting the Dial on demand checkbox M. You must also enter an
inactivity timeout period in the range of 1 to 4320 minutes.

ENABLE FIREWALL

If this checkbox M is selected, the Security submenu will be displayed on the
Advanced Setup menu after reboot. If firewall is not necessary, this checkbox M
should not be selected to free up system resources for better performance.

USE STATIC I Pv4 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the | P Address field. Also, don’t forget to

adjust the IP configuration to Static IP Mode as described in 3.2 IP Configuration.

USE STATICI1Pv6 ADDRESS

Unless your service provider specially requires it, do not select this checkbox M. If
selected, enter the static IP address in the IPv6 Address field.

Don’t forget to adjust the IP configuration to Static IP Mode as described in section
3.2 IP Configuration.

ENABLE IPv6 UNNUMBERED MODEL

The IPunnumbered configuration command allows you to enable IP processing on a
serial interface without assigning it an explicit IP address. The IP unnumbered
interface can "borrow" the |P address of another interface already configured on the
router, which conserves network and address space.

LAUNCH DHCP6C FOR ADDRESS ASSIGNMENT (1 ANA)
The Internet Assigned Numbers Authority (I1ANA) is a department of ICANN
responsible for coordinating some of the key elements that keep the Internet
running smoothly. Whilst the Internet is renowned for being a worldwide network
free from central coordination, there is a technical need for some key parts of the
Internet to be globally coordinated, and this coordination role is undertaken by
IANA.
Specifically, IANA allocates and maintains unique codes and numbering systems
that are used in the technical standards (“protocols”) that drive the Internet.
IANA’s various activities can be broadly grouped in to three categories:
+ Domain Names
IANA manages the DNS Root, the .int and .arpa domains, and an IDN practices
resource.
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« Number Resources
IANA coordinates the global pool of IP and AS numbers, providing them to
Regional Internet Registries.

* Protocol Assignments
Internet protocols’ numbering systems are managed by IANA in conjunction
with standards bodies.

LAUNCH DHCP6C FOR PREFI X DELEGATION (1 APD)

An ldentity Association for Prefix Delegation (IAPD) is a collection of prefixes
assigned to arequesting device. Arequesting device may have more than one |APD;
for example, one for each of its interfaces.

A prefix-delegating router (DHCPv6 server) selects prefixes to be assigned to a
requesting router (DHCPv6 client) upon receiving a request from the client. The
server can select prefixes for a requesting client by using static and dynamic
assignment mechanisms. Administrators can manually configure a list of prefixes
and associated preferred and valid lifetimes for an |APD of a specific client that is
identified by its DUID.

When the delegating router receives a request from a client, it checks if there is a
static binding configured for the IAPD in the client’s message. If a static binding is
present, the prefixes in the binding are returned to the client. If no such binding is
found, the server attempts to assign prefixes for the client from other sources.

An IPv6 prefix delegating router can also select prefixes for a requesting router
based on an external authority such as a RADIUS server using the
Framed-IPv6-Prefix attribute.

LAUNCH DHCP6C FOR RAPID COMMIT

Rapid-Commit; is the process (option) in which a Requesting Router (DHCP Client)
obtains "configurable information” (configurable parameters) from a Delegating
Router (DHCP Server) by using a rapid DHCPv6 two-message exchange. The
messages that are exchanged between the two routers (RR and DR) are called the
DHCPv6 "SOLICIT" message and the DHCPv6 "REPLY" message.

FI XED MTU
Fixed Maximum Transmission Unit. The size (in bytes) of largest protocol data unit
which the layer can pass onwards. This value is 1500 for PPPoA.

ENABLE PPP MANUAL MODE
Use this button to manually connect/disconnect PPP sessions.

ENABLE PPP DEBUG MODE
When this option is selected, the system will put more PPP connection information
into the system log. This is for debugging errors and not for normal usage.

ENABLE MLD MULTICAST PROXY

Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version
6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast listeners on a
directly attached link, much like IGMP is used in IPv4. The protocol is embedded in
ICMPv6 instead of using a separate protocol.

ENABLE MLD MULTI CAST SOURCE
Click to allow use of this WAN interface as Multicast Listener Discovery (MLD)
multicast source.
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STEP 3: Choose an interface to be the default gateway.

Routing -- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system
default gateways but only one will be used according to the priority with the first being
the higest and the last one the lowest priarity if the WAN interface is connected.
Priority order can be changed by removing all and adding them bacdk in again.

Selected Default Gateway Available Routed WAN
Interfaces Interfaces
pppoal o i

IPva: Select a preferred wan interface as the system default IPvE gateway.

Selected WAN Interface pppoa_0_0_35/pppoal -

Click Next to continue or click Back to return to the previous step.
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STEP 4: Select DNS Server Interface from available WAN interfaces OR enter static
DNS server IP addresses for the system. In ATM mode, if only a single PVC

with IPoA or static IPoE protocol is configured, Static DNS server IP
addresses must be entered.

Select the configured WAN interface for IPv6 DNS server information OR enter the

static IPv6 DNS server Addresses. Note that selecting a WAN interface for IPv6 DNS
server will enable DHCPv6 Client on that interface.

DMNS Server Configuration

Select DMS Server Intesface from availzble WAN interfaces OR enter static DNS server IP
addresses for the system, I onby 2 single WAMN with static IPoE protocol s configured, Static
DMNS server [P addresses must be entered,
DNS Server Interfaces can have multipke WAN interfaces served a5 system dns ssrvers
but onhy ane will be used aocond

g to the priority with the first being the higest and the last
one the lowest priority i the WAN interface is connected, Priority order can be changed by

NEMWDWINg il 2nd IHCING Them DO I 03,

@ Salact DMS Server Interface from available WAN interfaces:

Calected DMS Sarver Interfaces Awzilzble WAN Interfzozs
pppoal T T

Use the following Static DNS IP address:

Primary DNS server:

Secondary DNS servern

IPvE: Select the configured WAN interface for IPvE DNS server information OR enter the
i IPwE DNS server Adonesses,

Mote that selecting 3 WAN interface for IPvE DNS server will enable DHCPvE Client on that
nbesface,

@  Obsin IPvE DNS info from = WAN interface:

WAN Interface sslected: pppoa_0_0_35/pppoal
Use the following Static IPvE DNS address:

Primary IPve DNS serven

Secontany IPwe DMS serven

Click Next to continue or click Back to return to the previous step.
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STEP 5: The WAN Setup - Summary screen shows a preview of the WAN service
you have configured. Check these settings and click Apply/ Save if they
are correct, or click Back to modify them.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Connection Type: FERoA
MNAT:
Full Cone MAT:

=]

Firewsall:

IGMP Multicast Proxy:

IGMP Multicast Source Enabled:
MLD Multicast Proxy:

MLD Multicast Source Enabled:
Quality Of Service:

cololololo|lolo

Click "Apply/Save” to have this interface to be effective. Click "Back™ to make any modifications.

Back || Apphy/Save |

After clicking Apply/ Save, the new service should appear on the main screen.
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