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Intended Audience

This document has been prepared by DataCore Software as a guide for the benefit of
DataCore Certified Installation Engineers (DCIE) who would deploy SANsymphony™
software in the field as an integral component of the Lenovo DX8200D family of devices. It
covers only the first-time installation of a new appliance. For disaster recovery restoration
of a device which has been deployed previously, see the separate document “Lenovo
DX8200D Disaster Recovery Guide”.

The software and procedures described herein apply only to this specific use-case. If you
are deploying systems other than one from the Lenovo DX8200D family, then other
procedures will apply. If in doubt you should contact your reseller, or consult Lenovo
Technical Support.

Important

It is assumed that the upgrade will be performed by a competent person with requisite
training in the installation and administration of the current release of DataCore
SANsymphony™.
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Document Revision History
Recent changes made to this document

First published (December 2016) - Release V1.0
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Physical Installation
The DX8200D Appliance Family

Connecting your appliance

The DX8200D family of appliances are supplied with six Ethernet network interface ports
dedicated to ‘storage port roles’; two ‘Front-End’ ports, two ‘Mirror’ ports and two ‘Back-
End’ ports.

Front-End ports act only as iSCSI targets and are used to present Virtual Disks (LUNs /
VVols) to host (application) servers. Mirror ports act simultaneously as both iSCSI initiator
and target ports and are used exclusively to provide synchronous replication of highly
available Virtual Disks (‘Mirrored Disks’). Back-End ports are iSCSI initiator ports, used to
connect external storage systems so that their resources can be managed by the DX8200D
appliance.

Remaining Ethernet network Interface ports are used to provide “Management” ports (out-
of-band communication between DX8200D appliances in highly available topologies) and
for regular Windows Server administration.

If your appliance is to operate correctly it is vital that the physical connection of the storage
ports is correct with respect to the DataCore topological design and the prevailing network

infrastructure:
iSCSI-FE-01 ¥ 0 iSCSI-MR-01
\ &8

Slot 1 Boot HDD (R1) Slot 6|  oetiensizxiscbitFe PSU
Slot 2 Boot HDD (R1) i E/ Slot 7 Optional 2x 16Gbit FC
Slot 3 RAID Controller Slot 8 E E\

- o /mmazEs | ™Y

|M’KA/ / \
iSCSI-MR-02
iSCSI-FE-02
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Out of Band Management
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The Lenovo DX8200D family of appliances are also equipped with a second generation
Integrated Management Module (IMM), providing amongst other functionality; remote
KVM presence, remote power management and virtual media capabilities. It is strongly
recommended that the IMM port be connected.

Optionally, some DX8200D family appliances may be additional provisioned with Fibre
Channel (FC) interface ports.

Important: If your appliance has been supplied with factory installed FC interfaces, or if
the field installable FC upgrade kit has been applied prior to appliance deployment, it is
critical that these remain disconnected throughout the automated deployment process, or
the deployment will fail. They may be connected once the appliance has been successfully
deployed.

All Ethernet ports must be connected prior to first starting the appliance and commencing
the automated deployment process.
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System Setup

OverView

The DX8200D family of Lenovo virtualised io appliances are supplied with both
SANsymphony™ storage virtualisation software and a factory-installed deployment utility
designed to automate the initial installation and setup of the software so that the system
may be brought into service quickly and with minimum administrative overhead.

The configuration utility is launched automatically upon first boot of the appliance and
orchestrates all necessary aspects of the deployment of a new server appliance. It is visible
to the installer in the form of a PowerShell Session which may be seen to run throughout
the deployment.

The automated software installation process may be thought of in terms of approximately
three logical stages.

Stage One

During the initial ‘pre-flight’ phase, the deployment utility will verify that the appliance
hardware is properly installed and configured as expected; will validate aspects of the
operating system environment and make any necessary adjustments and will un-package
and prepare itself to perform the SANsymphony™ software installation and configuration.

Stage Two

Stage two is characterised by the user interview stage, during which the installation
engineer / administrator (the ‘installer’) will be presented with a GUI for the collection of
the minimum set of configuration parameters that the utility will require in order to be able
to make a successful deployment. Once the necessary user input has been made, the
deployment process runs to completion automatically.
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Stage Three

In the final stage of the deployment, the SANsymphony™ software is installed and prepared
for first use in accordance with the settings provided by the installer in Stage Two and
within the context of the installation.

Interrupting the Automated Deployment Process

The three logical installation stages may be implemented by a varying number of actual
installation ‘phases’, each of which may be punctuated by one or more reboot cycles
depending upon the actions which are required of those phases. Since the deployment
process is designed to require as little user intervention as possible, reboots will be
performed automatically where required. At all times, the user has the ability to cancel a
requested reboot, if so desired but should this be done, the automation will not restart
automatically on the return from the reboot but must instead be resumed by the user,
requiring manual intervention.

The deployment utility makes use of checkpoints so that if the process is interrupted for
any reason (user action or otherwise), it can be resumed by signing-in to the server
appliance using the administrator account (in combination with the password credential
established during the second stage) and using the “Resume Installation” shortcut which is
found on the desktop.
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Stage One (Initial Setup)

Initial setup begins once the operating system on the appliance has booted for the first
time. The first action is to finalise the factory-applied system image preparation (or

‘Sysprep’).

Important: For the deployment automation to succeed, you must ensure that the cabling
and connectivity prerequisites have all been met, before starting the server appliance.

Accept the Operating System EULA

When the operating system first boots, the installer will be presented with the Microsoft
Licensing Terms for the underlying Windows operating system. You must accept the EULA
(click “I Accept”) in order to continue with the deployment. If this is done, an automatic
login will be performed, in the context of the local administrator account.

Settings

Please read the license terms.
MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT WINDOWS SERVER 2012 R2 STANDARD

These license terms are an agreement between you and;

By using the software, you accept these terms. If you do not accept them, do not use the software.

Inctand rantnct tha manifsctiurar ar inetsllar o datarssins e ratien nallso far s rafiund ar cradie

Starting the Deployment Utility

Under normal circumstances, the automated deployment utility can be expected to start
automatically, after the auto-login is complete (there may be a pause of a few seconds
between the login and the commencement of the “DataCore ADK Sequencer” session).

If this does not happen, start it manually by double-clicking the “Start-Deployment” icon
located on the desktop.
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The deployment utility is in operation when the “DataCore ADK Sequencer” window is
visible.

DataCore ADK Sequencer

20__15-40-48 stage-Enal ess : enabling

-12-20__15-40-48 INFORMATION stage-EnableRemoteAccess : ensuring ROP access.
15-40-48 INFORMATION configure-RemoteDesktop : Configuring remote deskto
INFO! configure-RemoteDesktop Enabling remote desktop access.

P.

20__15-40-51 INFORMATION configure-RemoteDesktop : Disabling more than on connection per use

2016-12-20__15-40-54 INFORMATION configure-RemoteDesktop : Disabling requirement of Network Level Authentic
tion.

stage-Hardwarevalidation : Performing hardware validation test:
Perform-HardwareValidation: Validating hardware definition file against sch

_15-40-58 INFORMATION Perform-Hardwarevalidation: Checking validity of hardware definition file c

0_15-40-58 | INFORMATION Perform-Hardwarevalidation: Discovering system hardware - slot population
2-20_15-40-57 INFORMATION Perform-Hardwarevalidation: Validating hardware definition file against sch
INFORMATION Perform-Hardwarevalidation: Checking validit hardware definition file ¢

| e Hardwarevalidation: Discovering system hardware - slot population

2016-12-20. INFORMATION Perform-Hardwarevalidation:

2 2 Searching configuration matches based on slot
lopulation

2016-12-20_15-40-59 INFORMATION Perform-Hardwarevalidation: Filtering returned matches based on system R
jconfiguration

INFORMATION ro-Hardwarevalidation: Filtering returned matches based on

2016-12-20__15-41-01 INFORMATION

rm-Hardwarevalidation: Filtering returned matches based on system main)
board

ol sw . 5, MIPM

Page | 10 Lenovo DX8200D Install Guide (Single/First Appliance)



Stage Two (User Interview)

Stage Two commences with the display, by the deployment utility, of the user interview
GUI. The GUI captures and validates configuration parameters essential to a successful
deployment within the appropriate context.

Accept the SANsymphony software EULA

Initially, the configuration GUI will display the DataCore SANsymphony™ end user license
agreement. Check the checkbox “I have read and accept these terms and conditions” and
then click the “I accept” button to signify acceptance of this agreement and to continue
with the deployment. If you do not accept the agreement, the deployment utility will exit
and the appliance will remain un-configured.

W) DataCore Software - Terms & Conditions of Use -

SANsymphony EULA

SANsymphony™ Software
License Agreement

PLEASE READ THESE TERMS CAREFULLY BEFORE CLICKING "ACCEPT," OPENING, DOWNLOADING, INSTALLING, COPYING
OROTHERWISE USING THE SOFTWARE. THE TERM "SOFTWARE"” MEANS THE SOFTWARE ACCOMPANYING THIS
AGREEMENT AND ALL OTHER SOFTWARE PROVIDED BY DATACORE WITH OR FOR USE WITH THE ACCOMPANYING
SOFTWARE (UNLESS DATACORE PROVIDES YOU WITH A SEPARATE LICENSE FOR THAT SOFTWARE).

BY CLICKING "ACCEPT,” OPENING, DOWNLOADING, INSTALLING, COPYING OR OTHERWISE USING ANY OF THE
SOFTWARE, YOU AGREE TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IF THE SOFTWARE IS FOR USE BY A
CORPORATION OROTHER ENTITY, YOU REPRESENT YOU ARE AUTHORIZED TO ENTER INTO THIS AGREEMENT ON
BEHALF OF SUCH ENTITY. DATACORE IS WILLING TO LICENSE THE SOFTWARE TOYOU ONLY IFYOU ACCEPT ALL OF THE
TERMS INTHIS AGREEMENT. IFYOU DO NOT AGREE TO ALL OF THESE TERMS, YOU MAY NOT DOWNLOAD, OPEN,
INSTALL, OR OTHERWISE USE ANY SOFTWARE. IFYOU DO NOT AGREE TO ALL OF THESE TERMS, YOU MUST PROMPTLY
DESTROY ALL DOWNLOADED SOFTWARE INYOUR POSSESSION OR CONTROL AND RETURN ALL OTHER SOFTWARETO
THE VENDOR FROM WHOM IT WAS ACQUIRED; NO REFUND WILL BE PROVIDED EXCEPT IN ACCORDANCE WITH THE
RETURN POLICY OF THE VENDOR FROMWHOMYOU ACQUIRED THE SOFTWARE.

License Grant. Subject to the terms and conditions contained herein, DataCore Software Corporation (“DataCore") hereby
grants to you a non-transferable, non-exclusive license to download, install and use the binary code version of the Software for
your internal use, limited to the optional features, number of computers, storage capacity, and number of users (where
applicable) for which you have paid the applicable license fee. If you want to add optional features or increase the number of
computers, storage capacity or number of users, for which you are licensed, you must purchase additional licenses. DataCore
and its licensors reserve all rights not expressly granted to you herein.

%I have read and accept these terms and conditions

[t

Server Configuration

The Server Configuration page allows configuration of basic server identity and
regionalisation settings, which will be applied to the operating system during
reconfiguration in subsequent stages. The server host name, keyboard layout and regional
time zone may be configured. When setting input is complete, click “Next”

Important: Since subsequent pages will capture user credential information, it is essential
to match the selected keyboard configuration with the physical device in use, otherwise
passwords etc. may not be input as expected, leading to a failure of the device to deploy
correctly.
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The Server Configuration page also permits the installer to import a pre-existing ‘answer
file’, which may have been created during the installation of another appliance or created
previously on this same appliance during a subsequently aborted/suspended deployment.
(The configuration details provided for this deployment may themselves be saved, upon
arriving at the “Deployment Summary” page).

To import an existing configuration, use the “Import Config” button and use the resulting
open file dialog box to navigate to, and to select, the desired configuration file. If the
configuration file is valid, the user input fields of the GUI pages will become populated with
the saved values.

) DX8200D Deployment Wizard -
Server Configuration

Servername: STORAGEVIRT-2

Default keyboard setting:
® English
German
French

Spanish

Timezone setting: (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna v

el - |

SANsymphony Software Setup

On this page of the user interview, identity and authentication settings specific to the
SANsymphony software are made.

Since this will be the first server deployed, it is by definition also the first server deployed
into the “Server Group”. Check the “This server is the first server in a new SANsymphony
Server Group” checkbox to signify this.
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] DX8200D Deployment Wizard =1

SANsymphony Software Setup
Please complete the required configuration settings for the base SANsymphony software install.

This server is the first server in a new SANsymphony Server Group.

7
k (De-select this option to add this server to an existing Server Group)

O Restore this server from a SANsymphony configuration backup.

Administrator

Password for administrative user: edt | [DataCore

Password for >DCSAdmin< user: edt | [DataCore!

[ [ ]

Making this selection will cause all further user-configurable settings on this page to be
disabled, with the exception of the password input boxes for the (local) Administrator
account and the DataCore-specific local user “DcsAdmin” which will be created as part of
the automated deployment process. In both cases, default passwords will be in effect (as
displayed) unless the installer chooses to change them.

To change a default password, click the “Edit” button beside the appropriate password,
which will cause the password input dialog box to be displayed for the respective input
field.

Password Input .
|DataClre | Set Defauit
Enter Password
| DataClre |
Confirm Password
| Cancel | [ Accept L\’Lg

The password dialog input box allows a new password to be specified, confirmed and
validated against the server’s local security policy. If you ultimately decide not to proceed
with a custom password after having initially changed it, the “Default” button on the
password input dialog will restore the factory default setting if pressed.
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SANsymphony Software Setup

DataCore’s SANsymphony™ software uses the Ethernet network interfaces provisioned
within the appliance to fulfil requirements for iSCSI “storage” ports and the “management”
(control plane) ports. Itis vital that the network interfaces being configured are correctly
connected to the physical infrastructure with respect to their intended traffic (port) roles.

It is necessary for the installer to assign appropriate IP configuration details to all
interfaces as DHCP is not supported as a configuration mechanism for these ports. The
installer should liaise with the appropriate DevOps networking authority to obtain the
correct interface details, including [P gateway address (“management” interface only) and
DNS server details. These details should be transferred to the corresponding fields within
the user interview GUI, in accordance with the overall storage system topology.

Note: Subnet mask values may be input either in dotted decimal (w.x.y.z) or network
number (/xy) format.

] DX8200D Deployment Wizard =

SANsymphony Networking Configuration

Configure IP details for the SANsymphony Management and iSCS| ports (network interfaces).

Important Note: All interface roles below MUST be homed on a dedicated subnet. Network VAN segregation is also
recommended

Port Role P Netmask Gateway DNS VLANID
Management [10103 207 (6525500 | [10013 | [muttiple entries > | [€at

iSCSIFE-01 172.16.102 21

iSCSI-FE-02 |172.16.20.2 265.256.255.0 ‘

iSCSI-MR-01 172.17.10.2 255 255 255.0 ‘
iSCSI-MR-02 |172.17.20.2 265.255.255.0 J

iSCSI-BE-01 [172.18.102 [255.265.255.0 |

iSCSI-BE-02 |172.18.20.2 255.255.255.0

o)

Correct operation of the SANsymphony™ software requires that all designated port roles
(target or “Front-End” ports ‘FE’, storage “Mirror” ports ‘MR’, initiator or “Back-End” ports
‘BE’, and the out-of-band “Management” port) must be placed on separate logical networks.
The GUI enforces this requirement and will display an error message if this constraint is
violated. The deployment cannot continue until such an error is corrected:
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Port Role IP Metmask

Management 10103210 | [285.286.00 |
iSCSI-FE-01 Q17216102 | (2552552850 |
iSCSI-FE-02 %172_15.10.3 | |255.255.285.0 |

. configured on i5CSI-FE-01
1SCSI-MR-02 [TrZ7 202 | |zbb.255.255.0

I5C51-MR-01 Overlapping subnets present | 255 255
MNetwork: 172.16.10.0

To configure DNS server settings, click the “Edit” button next to the DNS input field to open
the ‘Edit Server DNS Entries’ dialog. New entries are added by completing the text box and
clicking ‘Add’. An existing entry may be edited or removed by first selecting it within the
entry list and then clicking ‘Edit’ or ‘Delete’ buttons respectively. When the entries list is
configured as required, click “Apply” to persist the changes.

Edit DNS Server Entries [x]

10.10.2.5 E
10.10.3.5
192.166.9.11 Delete

172.20.1.1| ! Add

Cancel Apply

Whilst the Networking Configuration page provides controls for the assignment of VLAN
IDs to Network Ports this feature is currently not implement and the controls are
intentionally disabled.
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When the input of all required network settings is complete, click “Next” to proceed to the
next page.

Deployment Summary

The final page of the user interview provides a summary of the responses previously given
and therefore the settings that will subsequently applied to this appliance instance by the
automated deployment utility once started.

If the settings are correct, clicking the "Deploy Now” button will cause the GUI to close and
the automated deployment process to commence immediately.

If changes are required, the “Back” button (and the navigation buttons on subsequent
pages) allow the installer to move between previously completed pages, where these may
be applied as necessary.

A completed configuration may be saved for later recall, either as the basis of a template for
the deployment of additional appliances or for retention for application to the same
appliance during disaster recovery / rebuild procedures. To save the configuration
settings as an ‘answer file’ which may be imported by the GUI at a later time, click the “Save
Config” button to open the Save File dialog.

iy DX8200D Deployment Wizard -

Deployment Summary

This is a summary of the configuration built. You have the option to either save these settings, for further editing later, or to
launch the server deployment process now with the settings as shown.

DataCOre
DataCOre!

DefaultAdminstratorPassword
DefaultDCSAdminPassword

ServerName ServerSAN-3

ServerDNSsuffix

ServerKeyboardLanguage
ServerTimeZone

SS-V FirstServerInGroup
SS-V PartnerNodeHos tName
S$S-V PartnerNodeDNSsuffix
SS-V AdministratoruUser
SS-V AdministratorPassword
S5-V DCSAdminPassword

english
uTC
True

Administrator
** USING DEFAULT PASSWORD **
** USING DEFAULT PASSWORD **

T T R T T

SS-V RestoreOperation False

SS-V RestoreFileAbsolutePath

[}

SS-Vv BackupModifySettings
SS-V BackupLocalPath
SS-V BackupLocalTTLInDays
SS-V BackupRemotePath

False
C:\SSy-Backup\
14

S = [ oweron s ]

Note: For security reasons, when a configuration file is saved using the “Save Config”
feature, any user supplied passwords will be removed and therefore will need to be re-
input manually when the file is imported into another instance of the user interview GUL
This is because configuration settings are saved as plain text.
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Planned Reboot

Once the user interview GUI has exited, the automated deployment utility resumes and
prepares to deploy the appliance in accordance with the settings received from the
installer. Shortly into this process, the utility will signal one of a number of required
reboots:

D] DataCore ADK Sequencer [= [ =

INFORMATION custom-code-phase-0 : updating OEM model information to 'Lenovo Storage DX8200!
INFORMATION stom- “ S e~ tting all offline disks to online.
INFORMATION u: = =4 tting all read only disks to read-write.

INFORMATION de- amining for potential, existing DataCore pool disks.
INFORMATION no potential pool disks found. Will continue without furt]

DataCore ADK Sequencer

[ WARNING

pconnected.
hs.

System will be restarted now to complete pending tasks and proceed with the deployment
The deployment will continue automatically. This script will now exit s
\Resume Deployment.

This message will terminate itself after 60 seconds.

TN

INFORMATION autorunPsiScript : Removing all ADK-related autorun keys for local machine.

11 disable all auto

current user.

INFORMATION stage-PhaseModification : preparing next installation step.
INFORMATION autorunPs1Script : creating Autorun key for current user.

2016-12-20__21-10-58 INFORMATION modify-autoWindowsLogon : enabling autologon for ‘Administrator’ with count '1’

2016-12-20__21-10-59 INFORMATION | myMessageBox : displaymessage will time out in '60' secopds.

Since the deployment process is designed to operate with minimal user intervention once
beyond the interview stage, all such reboots will occur automatically if not actively
prevented by the installer.

Note: Clicking “Ok” at the reboot warning dialog will NOT prevent a reboot but instead will
dismiss the message and expedite the reboot. To prevent the reboot from occurring, it is
necessary to close the “DataCore ADK Sequencer” window. If this is done, then it will be
necessary to resume the installation process manually on next login, by clicking on the
“Resume-Installation” shortcut which has been placed on the desktop.
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Stage Three (Software Installation and Configuration)

During stage three the SANsymphony™ software is installed and configured in line with the
settings provided during the user interview. One or more reboots will be performed
automatically. Upon each return from reboot the local administrator account will be used
to auto-login and the deployment utility will resume its activity.

The deployment is completed when the DataCore ADK Sequencer window displays the
“Installation Process Complete” dialog. At this point, the system is ready for use.

eoin

> DataCore ADK Sequencer
jJ R ON stage-VolumeConfiguration : skipping assigning of mountpoints in the 05 due to
ore
me.
DataCore ADK Sequencer
D
©® Installation Process Complete
The ADK installation process has completed. Please make sure you
AN - adjust passwords of the accounts where necessary:
) - update the customer information record with the current information and a set of support-bundles
Once this message is confirmed by clicking "ok’ this system may be used
5
plo.

0-29 | INFORMATION | create-shortcut : creating shortcut "C:\Users\Public\Desktop\Resume Deployment.

. |Stan
vild
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Post-Installation Steps

DataCore Management Console

As with non-automated deployments, the regular assets associated with SANsymphony™
software are installed. This includes a desktop shortcut to the DataCore Management
Console, the primary administrative interface for the product.

Documentation
The automated deployment includes additional documentation assets, including
documents describing disaster recovery (from bare metal) and configuration recovery

(from DataCore Server backups) processes. These may be easily accessed via a link added
to the desktop “DX8200D Resources”.

The deployment utility also places a .CSV file on the local administrator account desktop
containing details of the iSCSI storage ports, as they have been configured. This includes
port roles, IQN and IP addresses for these ports.

Account Passwords

As part of the deployment, passwords will have been set for the local administrator account
and for the local account “DcsAdmin”, which is created automatically for the exclusive use
of the DataCore SANsymphony™ software’s DCSX (‘executive’) service.

These passwords are set to the following defaults, if the installer does did make changes in
the user interview GUI.

Administrator (local): DataCOre
DcsAdmin DataCOre!

If these passwords have been changed as part of the deployment it is important to record
this information where it may be easily retrieved in the event that an appliance must be
rebuilt during disaster recovery. This is especially important in the case of the DcsAdmin
password since in highly available environments, which will contain more than one
DX8200D family appliance, this account must use the same password across all appliances.
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Important: Do not assume that in the event that DcsAdmin password for a group of
appliance has been lost, that a password reset can be made without disruption services.
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COPYRIGHT
Copyright © 2016 by DataCore Software Corporation. All rights reserved.

DataCore, the DataCore logo and SANsymphony are trademarks of DataCore Software Corporation. Other
DataCore product or service names or logos referenced herein are trademarks of DataCore Software Corporation.
All other products, services and company names mentioned herein may be trademarks of their respective owners.

ALTHOUGH THE MATERIAL PRESENTED IN THIS DOCUMENT IS BELIEVED TO BE ACCURATE, IT IS PROVIDED
“AS IS” AND USERS MUST TAKE ALL RESPONSIBILITY FOR THE USE OR APPLICATION OF THE PRODUCTS
DESCRIBED AND THE INFORMATION CONTAINED IN THIS DOCUMENT. NEITHER DATACORE NOR ITS
SUPPLIERS MAKE ANY EXPRESS OR IMPLIED REPRESENTATION, WARRANTY OR ENDORSEMENT
REGARDING, AND SHALL HAVE NO LIABILITY FOR, THE USE OR APPLICATION OF ANY DATACORE OR THIRD
PARTY PRODUCTS OR THE OTHER INFORMATION REFERRED TO IN THIS DOCUMENT. ALL SUCH
WARRANTIES (INCLUDING ANY IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT,
FITNESS FOR A PARTICULAR PURPOSE AND AGAINST HIDDEN DEFECTS) AND LIABILITY ARE HEREBY
DISCLAIMED TO THE FULLEST EXTENT PERMITTED BY LAW.

No part of this document may be copied, reproduced, translated or reduced to any electronic medium or
machine-readable form without the prior written consent of DataCore Software Corporation
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