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IMPORTANT SAFETY INSTRUCTIONS

SAVE THESE INSTRUCTIONS
A WARNING

Only a qualified service professional should install these products. Emerson recommends
having an Emerson Network Power® Liebert Services representative perform the installation
in large UPS’s. Contact Liebert Services at 1-800-LIEBERT (1-800-543-2378).

A WARNING

Risk of electric shock. Can cause equipment damage, injury or death.

Service and maintenance work must be performed only by properly trained and qualified
personnel and in accordance with applicable regulations and manufacturers’ specifications.
Opening or removing the covers to any equipment may expose personnel to lethal voltages
within the unit even when it is apparently not operating and the input wiring is disconnected
from the electrical source.

Check the circuits with a voltmeter before beginning installation.
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Introduction

1.0 INTRODUCTION

The Liebert IntelliSlot Web Card family delivers enhanced communications and control to Liebert
UPS, AC Power and Thermal Management systems.

Liebert IntelliSlot Web cards bring SNMP, Telnet, Modbus IP, BACnet IP and Web-management
capability to many models of Emerson Network Power’s line of Liebert UPS, power and thermal
management equipment. See Table 1 for equipment supported and Table 2 for communication
protocols supported.

The cards employ an Ethernet network to monitor and manage a wide range of operating parameters,
alarms and notifications.

Liebert IntelliSlot
Web/485 Card
With Adapter
IS-WEBADPT

Liebert IntelliSlot Web Card
IS-WEBCARD, IS-WEBLB,
IS-WEBLBDS, IS-WEBL,
IS-IPBML, IS-WEBS,
IS-IPBMS, IS-WEBX,
IS-IPBMX

Liebert® IntelliSlot® Web Cards 2



Introduction

COMPATIBILITY WITH OTHER EMERSON® PRODUCTS AND COMMUNICATION PROTOCOLS

The Liebert IntelliSlot Web Card family, formerly the OpenComms line, includes:

Table 1

Compatibility With Liebert equipment

Liebert IntelliSlot Card Part Number | Compatible with:

. . * Liebert GXT™ * Liebert GXT2U™ « Liebert PowerSure PSI™
Liebert IntelliSlot Web Card IS-WEBCARD | | Liebert GXT3™ « Liebert Nfinity®  (prior to July 2008)
Liebert IntelliSlot Web Card-LB IS-WEBLB « Liebert Hinet™ * Liebert NX™

Units with Liebert iCOM® Firmware prior to PA1.04.033.STD:
« Liebert Challenger 3000™ - Liebert DS™ « Liebert PeX™
Liebert IntelliSlot Web Card-LBDS |IS-WEBLBDS |« Liebert Challenger ITR™ < Liebert Deluxe - Liebert XDC with Liebert

System/3™ iCOM

* Liebert XDF™

* Liebert CW™

Liebert IntelliSlot Web Card-L

* Liebert APM™
(Modbus IP only)
* Liebert CRV™

* Liebert HPC™
* Liebert HPM™

* Liebert XDP™
with Liebert iCOM

Adapter

Liebert IntelliSlot Web Card-IPBML :E:Y;/El?ﬂll__ Units with Liebert iCOM Firmware PA1.04.033.STD or later:

Modbus IP / BACnet IP * Liebert Challenger 3000 - Liebert DS * Liebert PeX
* Liebert Challenger ITR * Liebert Deluxe - Liebert XDC with Liebert
* Liebert CW System/3 iCOM

Liebert IntelliSlot Web Card-S IS-WEBS Units with Velocity v4 control only:

Liebert IntelliSlot Web Card-IPBMS IS-IPBMS * Liebert FDC™ * Liebert PPC™ * Liebert RX™

Modbus IP * Liebert FPC™ * Liebert RDC™

IntelliSlot Web Card-X ol ™

IntelliSlot Web Card-IPBMX :g:YIXEI\B/I))(( . 'I&llib?@r)té\g(sl_UWSSA, SR, SN, MM, CD)

Modbus IP ©

IntelliSlot Web/485 Card with IS-WEBADPT For legacy device communication, contact Liebert Application Support at

1-800-222-5877 for compatibility.

The Web cards support the following protocols:

Table 2 Liebert IntelliSlot card communication protocols
Communication Protocol
SNMP | SNMP MobBus IP/ | EMERSON

Liebert IntelliSlot Card Part Number |v1,v2c| v3 |HTTP|HTTPS |EMAIL | SMS | TELNET | BACNET IP | PROTOCOL
Liebert IntelliSlot Web Card IS-WEBCARD | v v* 4 v 4 4 v — —
Liebert IntelliSlot Web Card-LB IS-WEBLB 4 — v 4 v v v — —
Liebert IntelliSlot Web Card-LBDS | IS-WEBLBDS 4 — v — — | — v — —
Liebert IntelliSlot Web Card-L IS-WEBL 4 — v 4 v v v — v
Liebert IntelliSlot Web Card-S IS-WEBS v — 4 v 4 v 4 — v
Liebert IntelliSlot Web Card-X IS-WEBX v — v v v 4 4 — v
Liebert IntelliSlot Web Card-IPBML v
Modbus IP / BACnet IP IS-IPBML — | Y| Y| Both v

. . V**
Liebert IntelliSlot Web Card-IPBMS IS-IPBMS . . v v . . v Modbus v
Modbus IP

IP only
Liebert IntelliSlot Web v
Card-IPBMX IS-IPBMX — — v v — | — v Modbus 4
IP only

IntelliSlot Web/485 Card with -

eSOt e arawi ISWEBADPT| ¢ | — | vV | — | — | — | ¢ | Modbus —
Adapter 485

*  SNMP v3 available for Liebert GXT3 only
** Modbus IP only for IS-IPBMS and IS-IPBMX
*** Modbus 485 and BACnet IP for IS-WEBADPT

3 Liebert® IntelliSlot® Web Cards



Introduction

Liebert IntelliSlot Web cards support both 10Mbit and 100Mbit communication speeds and either
half or full duplex.

NOTE

See online demonstrations of Web cards installed in Liebert equipment at:
http://demos.liebert.com

11  Web Support

The Liebert IntelliSlot Web card delivers Web management and control to Liebert equipment. All
authorized users on your network will be able to view status information.

1.2 Password Protection

Control and configuration capabilities are protected by a username and password combination.
Optionally, status information can be password-protected. The default username is “Liebert” and the
default password is also “Liebert.”

You can change the password using the terminal emulation, Telnet or Web interface. See 5.7 -
Change Username / Password - Administrator and General User for details.

( 2 NOTE
Change the username and password today to prevent unauthorized access.

1.3  SNMP Support

The Liebert IntelliSlot Web card enables SNMP management of Liebert equipment. To integrate the
card into your SNMP implementation, compile the Liebert Global Products MIB on your network
management station (NMS).

The Liebert Global Products MIB is included in this package on CD-ROM and supports both
Microsoft® Windows™ and Unix file formats.

1.4  Trellis® Support

The Liebert IntelliSlot Web card communicates a rich set of Emerson Protocol information to the
Trellis DCIM platform.

Trellis can manage and control Liebert equipment using SNMP, Modbus or the Emerson Protocol.
This allows monitoring all Liebert equipment using Liebert IntelliSlot Web Card communication
interfaces.

For more information, visit the Trellis Solutions page at http:/www.emersonnetworkpower.com

1.5 Liebert Nform™ Support

Utilizing the SNMP and Web technologies built into each of the Liebert IntelliSlot Web cards, Liebert
Nform will centrally manage alarm notifications to provide you with an easy interface to access
critical equipment information.

A downloadable edition is available online at:

nform.liebert.com

1.6 Liebert MultiLink™ Support

The Liebert IntelliSlot Web card integrates with Liebert’s MultiLink software to provide unattended,
graceful operating system shutdown of PCs, servers and workstations. The card can be monitored by
MultiLink over the network, eliminating the need for serial cables.

For more information on MultiLink and a downloadable version of MultiLink software, visit the
MultiLink page at:

multilink.liebert.com

Liebert® IntelliSlot® Web Cards 4
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1.7

Liebert SiteScan® Web With Modbus Support (Units with IS-WEBADPT Only)

The Liebert IntelliSlot Web/485 Card With Adapter integrates with Liebert SiteScan Web software
using Modbus to monitor trends for analysis and maintenance to ensure high-availability operation of
critical facilities.

For more information on SiteScan Web and Modbus integration, visit the SiteScan Web page at:

sitescan.liebert.com

5 Liebert® IntelliSlot® Web Cards
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Installation

2.0 INSTALLATION

A WARNING

Only a qualified service professional should install these products. Emerson® recommends
having a Liebert Services representative perform the installation in large UPSs. Contact
Liebert Services at 1-800-LIEBERT (1-800-543-2378).

2.1 Install a Liebert IntelliSlot Web Card—Non-Adapter Version

Follow these steps to install a Liebert IntelliSlot Web card (non-adapter version—P/N IS-WEBCARD,
IS-WEBLB, IS-WEBLBDS, IS-WEBL, IS-IPBML, IS-WEBS, IS-IPBMS, IS-WEBX and IS-IPBMX).

1. Locate the Liebert IntelliSlot option bay on your Liebert equipment—You might need to remove a
plastic cover.

2. Insert the Liebert IntelliSlot Web™ Card into the Liebert IntelliSlot bay.
3. Secure the card with the supplied screws.
4. Connect an Ethernet cable.
DHCP: The card ships with DHCP service enabled. The MAC address is on a

sticker on the top of the card. -
- 1

Static IP: To assign a static IP address or hostname, use terminal emulation )

software to configure the card, as described in Sections 2.1.1 and 2.1.2. U

2.1.1 Connect the Cable

+ Connect a configuration cable (null modem) to the DB-9 port on the card and to
a COM port on your PC. The configuration cable is available separately from
Emerson (P/N LIEBNULL).

2.1.2 Prepare the Card for Configuration S —

+ Use terminal emulation software, such as B e gen ol Trander e
Microsoft® HyperTerminal, to open a bz s’ =8

connection to the card with the settings in

Emerson Network Power IntelliSlot Web Card

Table 3. GXT1608MT-120
Table 3 Communication settings Main Menu
1: System Informati
Baud Rate: | 9600 3: TP Notwork Sottings
Data Bits: | 8 5. Firmware Updates
Parity: None q: Quit and abort changes
- #%: Exit and save
Stop Bits: | 1
P1 lect a key 7>
Flow Control: | None fase setect & ke

Connected 0:00:46 ANST 9500 8:4-1 UM

* Press the Enter key for the Main Menu, above )
I‘ight, & Emerson Network Power - HyperTerminal g@

File Edit Yew Cal Iransfer Help

+ Select IP Network Settings, then Boot/IP D@ &i DB
Settings and follow the instructions to enter -
an IP ADDRESS, NETMASK and GATEWAY Emerson Network Power IntelliSlot Web Card

. GXT1000MT-120
* Press Esc to return to the Main Menu.

IP Network Settings Menu
* Choose Exit and Save to save your changes . Boot/IP Settings
and reboot the card.

Hanagement Protocol

Heb Server

Telnet Server

: Change Administrator Username/Password
Change General Username/Password

: Reset Authentication to Factory Defaults

N BN

NOTE

When installing the card in a Liebert NX,
configure the communication port of the
Liebert NX™ to 2400 baud. See the Liebert Pleose select a kev &

NX user manual for details. TR0 ] fia

<ESC>: Cancel menu level

Liebert® IntelliSlot® Web Cards 6
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2.2 Install a Liebert IntelliSlot Web/485™ Card With Adapter

A WARNING

Risk of electric shock. Can cause equipment damage, injury or death.

Service and maintenance work must be performed only by properly trained and qualified
personnel and in accordance with applicable regulations and manufacturers’ specifications.

Opening or removing the covers to any equipment may expose personnel to lethal voltages
within the unit even when it is apparently not operating and the input wiring is disconnected
from the electrical source.

Check the circuits with a voltmeter before beginning installation.

Follow these steps to install a Liebert IntelliSlot Web/485 Card With Adapter (P/N IS-WEBADPT).

* Locate the adapter mounting location in your Liebert equipment.

+ Secure the Liebert IntelliSlot Web/485 Card With Adapter with the supplied screws.

* Connect the equipment's communication cable to the TB1 terminal block or P1 on the card (see
the user manual for the Liebert power or cooling unit for details).

* Connect a Modbus (RS-485) cable to the TB2 terminal block.

+ Connect an input power supply cable to Pins 1 & 2 on the TB3 terminal block; Pin 1 is at the far
left, and Pin 2 is the middle pin.

TB3 (P1: +) (P2: -) :
(P3: NC) P1 is on left ’
end of terminal block.
Network Port for NMS
and Web Access

TB2 (P1: +) (P2: -); ;
P1 is at the right side
of the terminal block. \#

TB1 (P1: +; P2: -); P1 ® ]
is at the right side of —— s
the terminal block. ‘

2.2.1 Connect the Cable

+ Connect a configuration cable (null modem) to the DB-9 port on the card and to a COM port on
your PC. The configuration cable is available separately from Emerson (P/N LIEBNULL).

2.2.2 Prepare the Card for Configuration

. . Table 4 Communication settings
1. Use terminal emulation software, such as

HyperTerminal, to open a direct connection to the card Baud Rate: | 9600
with the settings in Table 4. Data Bits: | 8
2. Press the Enter key for the Main Menu. Parity: | None
3. Select 485 Network Settings to access the Stop Bits: | 1
communications settings. Flow Control: | None
4. Select Enabled Application.
5. Select Modbus Server to enable the Modbus application.
6. At the next screen, select Server ID (the default Server ID is 1, but may be any number up to 255).
7. Press Esc to return to the Main Menu.
8. Select IP Network Settings, then Boot/IP Settings and follow the instructions to enter an IP

ADDRESS, NETMASK and GATEWAY.
9. Press Esc to return to the Main Menu.
10. Choose Exit and Save to save your changes and reboot the card.

NOTE

When installing the card in a Liebert NX™, configure the communication port of the Liebert NX
to 2400 baud. See the Liebert NX user manual for details.

7 Liebert® IntelliSlot® Web Cards



Configuration Overview

3.0 CONFIGURATION OVERVIEW

You may use any of the following interfaces to configure the Web card:
Table 5 Configuration interfaces

Available Connection
Interface Icon Description Functions Methods
Terminal Emulation @ Use terminal emulation software Confiquration Serial Cable
(Serial or TCP/IP) —for example, HyperTerminal. 9 or TCP/IP

Use a command prompt—enter ' .
Telnet m “telnet” and the IP address or hostname. Configuration TCP/P

Use a Web browser—for example, Configuration,
Web @ Microsoft® Windows® Internet Explorer®. Monitoring, Control TCP/IP

Each configuration section provides instructions using the Terminal Emulation (Serial or TCP/IP
Connection) / Telnet Interface, along with a brief description of how to access the same function
through the Web Interface.

( 2 NOTE
The Terminal Emulation and Telnet interfaces present the same menus and choices.

3.1  Guide to Configuration

Refer to the following guide for details on configuration functions. Sections 3.4 to 3.5 describe how to
get started with each interface.

Table 6 Guide to configuration details

Topic Section Page:
3.2 - Open the Terminal Emulation Interface - Serial Connection 9
Connecting 3.3 - Open the Terminal Emulation Interface - TCP/IP Connection 10
to an interface 3.4 - Open the Telnet Interface 11
3.5 - Open the Web Interface 12
Saving configuration changes | 3.6 - Saving Changes and Reinitializing the Web Card 13
4.0 - Equipment Information 14
Performing 5.0 - Network Settings 15
configuration 6.0 - Messaging 42
functions 7.0 - Factory Settings 46
Appendix A - - Firmware Updates A1

Liebert® IntelliSlot® Web Cards 8



Configuration Overview

3.2

@ Open the Terminal Emulation Interface - Serial Connection

To access configuration using terminal emulation software with
a serial connection to the Web card:

1.

Open a terminal emulation application, such as
HyperTerminal.

To do this:

+ Click the Start button, then Programs, Accessories,
Communications and finally HyperTerminal.

In the Connection Description window, enter a name for the
connection—for example, GXT2U—then click OK.

In the Connect To window:
* Choose COMS3 from the Connect Using drop-down list.
+ Click OK.

In the COMS3 Properties window, enter the communication
settings shown in Table 7.

Table 7 Communication settings
Baud Rate: | 9600

Data Bits: | 8
Parity: | None
Stop Bits: | 1

Flow Control: | None

Name

COM3 —

Connection — paty e

settings

When the message at right appears in the HyperTerminal window,

press the Enter key.

In the Main Menu, enter the number that corresponds to your choice.
Refer to 3.1 - Guide to Configuration for details on each function.

After making changes, return to the Main Menu and choose Exit and
Save to reboot the Web card and put your changes into effect (see

3.6 - Saving Changes and Reinitializing the Web Card).

[Connection Description I 5|

W o

fConnect To__________ 21

% GXT2U

Enter detais for the phone number that you want to disl

CoM3 Properties 2ix

Port Settings |

Bts persecond: [3600 -]

Stop bits: [1 <
Bow cortrol: [T

Restore Defautts
e | b

RTCS v2.96.00 Telnet server

Service Port Manager Active
<Esc> Ends Session

Main Menu

1: Equipment Information
2: IP Network Settings
3: Messaging

4: Factory Settings

5: Firmware Updates

g: Quit and abort changes
x: Exit and save

Please select a key ?>

Liebert® IntelliSlot® Web Cards
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3.3

To access configuration using terminal emulation software with

an Ethernet connection to the Web card: LT d | -
1. Open a terminal emulation application, such as o e e
HyperTerminal. Name e
To do this:
+ Click the Start button, then Programs, Accessories,
Communications and finally HyperTerminal.
2. In the Connection Description window, enter a name for the
connection—for example, GXT2U—then click OK.
3. In the Connect To window: g e S
* Choose TCP/IP (Winsock) from the Connect Using - —
drop-down list. TCP/IP et [T 3]
+ Enter the IP address or hostname of the Web card—for (Winsock) =

example, 192.168.0.125—in the Host Address box, then
click OK.

4. When the message at right appears in the HyperTerminal window,
press the Enter key.

5. Enter the Administrator username and password (both are case-
sensitive):
a. Login (username—default is Liebert)
b. Password (default is Liebert)

R

6. In the Main Menu, enter the number that corresponds to your choice.
Refer to 3.1 - Guide to Configuration for details on each function.

7. After making changes, return to the Main Menu and choose Exit and
Save to reboot the Web card and put your changes into effect (see
3.6 - Saving Changes and Reinitializing the Web Card).

NOTE

Password - Administrator and General User).

@ Open the Terminal Emulation Interface - TCP/IP Connection

RTCS v2.96.00 Telnet server

Service Port Manager Active
<Esc> Ends Session

Login: Liebert
Password: Tk ddedehhd

For security, change the default username and password (see 5.7 - Change Username /

Main Menu

1: Equipment Information
2: IP Network Settings
3: Messaging

4: Factory Settings

5: Firmware Updates

q: Quit and abort changes
x: Exit and save

Please select a key ?>

Liebert® IntelliSlot® Web Cards 10



Configuration Overview

3.4 [ Open the Telnet Interface

To access configuration using Telnet:

1. Open a Telnet connection on a computer with an Ethernet connection to the Liebert unit.

To do this: [run 2]
* Open a command prompt window—click the Start button, then T e ofg rodran Foes ot o
Run. o lﬁ =

+ Enter emd and click OK.

* In the command prompt window that opens, enter telnet
followed by a space and the IP address or hostname of the Web card—for example:

telnet 192.168.0.125 | C:>telnet 192.168.0.125 |

2. When the message at right appears in the command prompt window, [rrcs v2.96.00 Telnet server
press the Enter key.

ok | cancel | Emwsa...l

Service Port Manager Active

3. Enter the Administrator username and password (both are case- <Esc> Ends Session

sensitive):

a. Login (username—default is Liebert) Login: Liebert
b. Password (default is Liebert) Password: i

( z NOTE
For security, change the default username and password (see 5.7 - Change Username /
Password - Administrator and General User).

4. Inthe Main Menu, enter the number that corresponds to your choice. [yzin wenu
Refer to 3.1 - Guide to Configuration for details on each function. PR :
: Equipment Information
5. After making changes, return to the Main Menu and choose Exit and | : hﬁzsg‘:;‘g"ggk settings
Save to reboot the Web card and put your changes into effect (see ‘51

: Factory Setgings
3.6 - Saving Changes and Reinitializing the Web Card). + Firmuare Updates

g: Quit and abort changes
x: Exit and save

Please select a key ?>

11 Liebert® IntelliSlot® Web Cards



Configuration Overview

3.5

& Open the Web Interface

To access configuration using the Web interface:

1.

Open a Web browser such as Internet Explorer, then
enter the IP address or hostname of the Web card in the
address bar—e.g., http://192.168.0.125.

Click on the Configure tab, shown at right.
Configuration Categories appear in the left panel,
organized with folder icons.

Click on any configuration category, and the Connect To
box opens.

Enter the Administrator username and password (both
case-sensitive):

a. User Name (default is Liebert)

b. Password (default is Liebert)

NOTE

For security, change the default username and
password (see 5.7 - Change Username /
Password - Administrator and General
User).

Click OK.

Refer to 3.1 - Guide to Configuration for details on
each function.

After making changes, click the Save button, then click
on Reinitialize to reboot the Web card and put your
changes into effect (see 3.6 - Saving Changes and
Reinitializing the Web Card).

Configure tab

@x’: ~ [&] htwp:/y192.166.0.125/

% S0 @ Emerson Network Power Intelisbt Web card |||

&
EMERSON

Agent Information:
Data Room UPS
Bldg 2. Floor 4

Configuration
Categories

v

monitor | contral | Gonfigure | support

Configuration Categories:

CAUTION: Switching pages during configuration edits
modifications. You must reinitialize the network intert

Category Description
[Agent Info |dentification parameters: name, locatior
Factory Defautts [Reset the to factory default
Firmware Update the communication card firmware
Update
Updating the firmware will allow the com
well as periodic maintenance releases.
IP Settings Identify the network address. netmask, ¢
Proper configuration allows this device tc
2 11D hazart nrninrole

[l Connect to 192.168.0.125 20|

PriEs;
A

=]

Re
The server 192. 168.0. 125 at Administrator Passnord
Required requires 3 Usemame and passwerd,

Warring: This

=il

=|

I™ Remember my password

\

Connect To

Reinitialize
(to save any changes)

Liebert® IntelliSlot® Web Cards 12



Configuration Overview

3.6 Saving Changes and Reinitializing the Web Card

Follow the applicable steps for your interface to save configuration changes and reinitialize the Web
card. Changes will not take effect until these steps are completed.

B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

+ After each change is made, a reminder appears (shown at right). | Go To MAIN MENU AND DO 'EXIT AND

* Return to the Main Menu, then choose Exit and Save. A
message appears and remains until the card is reinitialized,
followed by a message that the process was successful.

@ Web Interface

+ After making each change, click the Save button. A reminder
appears each time you make a change (shown at right).

* Without leaving the Configure tab window (below left), click
Reinitialize in the left panel, then click the Reinitialize
button at right to reboot the Web card and put your changes

into effect.

monitor | control | configure | support:

Reinitialize:

[Parameter [Description
[Reinitialize [Clicking this button will reboot the card and

First click Reinaias
Reinitialize
at left
Then click
Reinitialize
button

Itps://192.168.0. 125/configjconfigRenitalize. tm

New Settings will take effect
when saved

SAVE' TO SAVE YOUR CHANGES!

Exiting and saving...

configuration saved successfully

Windows Internet Explorer x|
MNotice!
4
.

Reinttialzation of the system is required for new settings to
take effect. Once all configuration changes have been made,
please reinitizlize the system by selecting "Reinitialize”

on the navigation menu.

Progress message window

&
EMERSON

[ Liebert.

The web card is attempting to reinitialize.

If this message appears for more than 2 minutes, you may need to
restart your browser connection or contact your network
administrator for assistance.

If further assistance is necessary, visit Liebert.com.

Last updated: Tuesday - July 24, 2007 02:37:05pm

T T [@ et T 0%

* A message window appears, shown above right, and remains until the card is reinitialized.

13
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Equipment Information

4.0 EQUIPMENT INFORMATION

Equipment Information is optional and identifies the Liebert unit, its [Equipment Information Menu
location, a contact person and other information about the unit. The | 7---7==========------m-mmv

. . e el 1. 1: Name Uninitialized

default value of each field is “Uninitialized.” 2: Contact uninitialized
3: Location Uninitialized

4: Description Uninitialized

NOTE

This information also configures the SNMP parameters
sysName, sysContact, sysDescr, and sysLocation available
using RFC-1213 MIB II.

<ESC>: Cancel menu Tevel

Please select a key 7>

o1 ] @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet
To edit any field in this category:

1. From the Main Menu, choose Equipment Information.

2. Enter the number that corresponds to your choice, then enter the identifying information, using
the following as a guide.

Table 8 Equipment Information identifiers

Item Description Maximum Length*
Name A name for the Liebert unit 255 characters
A contact person or department responsible
Contact for maintenance and operation of the Liebert unit 64 characters
Location The location of the Liebert unit 64 characters
Description Other useful information about the unit 64 characters

for quick reference

* Valid characters include spaces and other printable characters except double quotes (").

@ Web Interface
To access Equipment Information through the Web interface:

+ Click on the Configure tab, then Equipment Information in the left panel and finally Edit in
the right panel. After making changes, click Save.

Configure tab

&
EMERSON

Liebert.

monitor | configure | event log | support details

NXL Information: Equipment Information:

UPS SITE VHSA —
Tabasco Description

750 KVA Mame: MName to refer to the agent/device. Your system administrator may use a specific naming convention.
126.4.20.

Parameter

D ——————————— MNote: The maximum length of the entry is 255 characters including spaces and punctuation.
System Status:_ Contact:  |Person responsible for maintenance and operation of the agent/device, which may be a network or
Normal Operation facility administrator or the vendor from whom you purchased the device.

MNote: The maximum length of the entry is 64 characters including spaces and punctuation.
Location:  |Description of the location of the agent/device.

Equipment
Information Configuration Categories: MNote: The maximum length of the entry is 64 characters including spaces and punctuation.
] Description: |Other information useful for record keeping or quick reference.

MNote: The maximum length of the entry is 64 characters including spaces and punctuation but
maybe longer depending on the device.

MNote: The values described above can be composed of printable characters with the exception of a
double quote.

twork Settings
DNS

® Time (SNTP)

Management Name:
Protocol

Contact:

Location:

Description: |7

Liebert® IntelliSlot® Web Cards 14



Network Settings

5.0 NETWORK SETTINGS

The TP Netwprk Sgttings Menu is used to enable network IP Network Settings Menu
communications with the Webcard. =~ | 77moooomeoooes ST
1: Boot/IP Settings
Refer to the following sections for detailed step-by-step g 32':21 zmza"sepiiz‘(;i;] (ONS) settings
instructions on each item from this menu: 4: web gerve,.
Table9  Network Settings menu guide >: Telnet server
6: Time (SNTP)
Menu item Refer to: 7. Change Administrator Username/
Password
5.1 - Boot/IP Settings page 15 8: Change General Username/Password
9: Reset WEB Authentication to Factory
5.2 - Domain Name Server (DNS) Settings page 19 Defaults
R option 9 above applies only to
5.3 - Management Protocol page 24 the following cards:
5.4 - Web Server page 33 o IS-WEBCARD
o IS-WEBL
5.5 - Telnet Server page 38 . TS-TPEML
5.6 - Time (SNTP) Menu page 39 o IS-WEBS
5.7 - Change Username / Password - page 40 : ;;:;Z?ZZ
Administrator and General User o TS-WEBX
5.8 - Reset WEB Authentication to Factory o IS-IPBMX
Defaults (Units with IS-WEBCARD, IS-
WEBL, IS-IPBML, IS-WEBS, IS-IPBMS, Is- | P39¢41 <ESC>: Cancel menu Tevel
WEBLB, IS-WEBX, IS-IPBMX Cards Only) Please select a key ?>

5.1 Boot/IP Settings

5.1.1 Boot/IP Settings (All Cards Except IS-WEBCARD) ; _
Boot/IP Settings Menu

The Boot/IP Settings Menu is used to set parameters for network access to | ----=---Z----_ZZ______

the Web card. Consult your network administrator for these settings. : Speed/buplex Auto

1
2
3: IP Address
4
5

192.168.0.125
: Netmask 255.255.255.0
: Default Gateway

B8 L Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To change any parameter: 192.168.0.1
. . 6: DNS Server 0.0.0.0
1. Choose IP Network Settings from the Main Menu, then <ESC>: Cancel menu Tevel
Boot/IP Settings Please select a key 7>

2. Select an option to change—for example, Speed/Duplex, then enter settings according to the
following guide.

Table 10 Boot/IP settings range (all cards except IS-WEBCARD)

Parameter Description & Valid Settings*

Speed and duplex configuration of the Ethernet port.
» Auto (default—use this setting if unknown)

* 10Mbs/Half Duplex * 100Mbs/Half Duplex

* 10Mbs/Full Duplex * 100Mbs/Full Duplex

* IPv4 Mode - DHCP

 IP Address - Network address for the Liebert unit. Four numbers (0-255) separated by
periods (.)—for example, 10.0.0.5

IPv4 Mode * Netmask - Network mask that divides your network into manageable segments. Four
numbers (0-255) separated by periods (.)—e.g., 255.255.255.0

» Gateway - IP address of the gateway for network traffic to other networks or subnets.
Four numbers (0-255) separated by periods (.)—e.g., 10.0.0.1

Startup mode enabling the Web card to be a network-ready device.

Boot Mode + Static - Fixed network addresses and other parameters

* DHCP - Central management using dynamic network addresses

* BootP - Older mechanism for central management of network addresses

Speed/ Duplex

Device on a network that assigns IP addresses that are not static.
Four numbers (0-255) separated by periods (.)—for example, 192.168.0.5

DNS Server IP address of the Domain Name Server for the network.
Four numbers (0-255) separated by periods (.)—e.g., 10.0.0.1

* Consult your network administrator for proper settings.

DHCP/BootP Server
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Network Settings

@ Web Interface

To access Boot/IP Settings through the Web interface:
* Click on the Configure tab, then Network Settings in the left panel and finally Edit beneath

the table of parameters and descriptions. After making changes, click Save.

Configure tab

Network
Settings

@ Emerson Network Power IntelliSlot Web Card - Mozilla Firefox

Ele Edt Vew Higtory

Bookmarks  Tools Help

€ =>-e

i} [G

=
EMERSON.

Agent Information:
SNMP_Test

Device Status:
Load Protectes
Mo Alarms Pr

Configuration Categori
I§ SNMP_Test
ent Information

monitor [

ol configure | event log | support

Network Settings:

Parameter Description
Speed/Duplex:  |Speed and duplex configuration of the ethernet port.
MNote: Typically. the value should be set to Auto, che
Boot Mode: Mode the card boots into in order to be a network re
o Static: Directly specifies the network parame
o DHCP: Allows central management of networ
o BootP: Older mechanism for central manager
configuration
IP Address*: Network address for the interface.
Subnet Mask*: ||Network mask for the interface which divides your ne
Default IP address of the gateway for network traffic destines
Gateway™*:
i The value should be obtained from your network adm
Acceptable values consists of 4 numbers, ranging fr
character. As an example "10.0.0.1".

Speed/Duplex:
Boot Mode:

Static BootP DHCP
IP Address: b 5
Subnet Mask:
Default Gateway:

Edit

Liebert® IntelliSlot® Web Cards
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Network Settings

5.1.2 Boot/IP Settings (IS-WEBCARD Only) Boot/IP Settings Menu
The Boot/IP Settings Menu is used to set pa.rameters for network.access to | 1 speed/buplex AUto
the Web card. Consult your network administrator for these settings. 2: IPv4 settings

3: IPv6 Settings
. . . . 4: Ping Settings
B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet <ESC>: Cancel menu Tevel
Please select a key ?>

1. Choose IP Network Settings from the Main Menu, then Boot/IP

Settings.

2. Select an option to change—for example, Speed/Duplex, then enter settings according to the
following guide.

Table 11  Boot/IP settings range (IS-WEBCARD only)
Parameter Description & Valid Settings*
Speed/ Speed and duplex configuration of the Ethernet port.
Duplex Note: Typically, the value should be set to Auto; check with your network administrator
Method the card uses to configure an IPv4 address.
» Static: Directly specifies the network parameters
IPv4 Boot * BootP - Older mechanism for central management of network addresses and device
Mode configuration
* DHCP - Allows central management of network addresses
* Unconfigured - Do not configure an IPv4 address
IPv4 Address | Internet protocol version 4 address for the interface
Subnet Mask | Network mask for the address which divides your network into manageable segments
Default * IPv4 address of the gateway for network traffic for other networks or subnets.
Gateway
The value should be obtained from your network adminsitrator.
* Acceptable values consist of 4 numbers, ranging from 0 to 255, separated with a *.* character. As
an example, “10.0.0.1”
Method the card uses to configure an IPv6 address.
IPv6 Boot « Static + Auto: Directly specifies the network parameters and allows central management of
Mode network addresses and device configuration
» Auto - Allows central management of network addresses and device configuration
» Unconfigured - Provides support for the link-local IPv6 address only
IPv6 Address | Internet protocol version 6 address for the interface

Prefix Length

Prefix length for the address divides your network into manageable segments.
Acceptable values range 0-128.

Default
Gateway**

IPv6 address of the gateway for network traffic desired for other networks or subnets.

*%

The value should be obtained from your network adminsitrator.

Acceptable IPv6 values conist of 8 hexidecimal numbers ranging from 0 to ffff, separated by
colons. A double colon can be used to eliminate the need to list consecutive zeroes within the
address. As an example “2001:0db8::8a2e:030:7334”

17 Liebert® IntelliSlot® Web Cards




Network Settings

@ Web Interface

To access Boot/IP Settings through the Web interface:

Click on the Configure tab, then Network Settings in the left panel and finally Edit beneath the
table of parameters and descriptions. After making changes, click Save.

EMERSON

Agent Information: Gateway"
LX Akt i

[ Liebert.

ml mm T I R B

Delaware

Mode:

The value should be obtained from your network administrator

{accaptable vakues consists of 4 numbers, ranging from 0 1o 255, saparated with a "~
character. As an example 10.0.0.1"

T
IPvE Boot Method the card uses 1o configure an IPv6 addness

+ Static + Auto: Directly specifies the network parameters and allows central
management of natwork addresses and device configuration

+ Auto: Aows cantral managemant of network addresses and device configuration

- Unconfigued: Provides suppan for the nk-local IPv address enly

|IPvE Address™

internet protocel version & address for the interface.

Prafix Longth

IPneﬁx langth for the address which divides your netwark inte manageable segmants.

Accaptable values range 0-128

Default
(Gateway™

IPvE address of the gateway for network traffic destined for other networks or subnets.

| Save

SpeodiDuplax:
1Py Mode:

1PvE Mode:

|'"‘|n wvalue should be obtained from your network administrator.

‘Accaplable IPvE values consists of 8 hexddecimal numbers ranging from 0 to #ff, separated
My codons. A double colon cai liminate i zaros within

n ba used | the need to list
he address. As an example “2001:0db8 853 8ale 0370.7334°

| [Reset ]

Aute =l
Staic © BootP @ DHCP © Unconfigured
P4 Address.
Subnet Mask
Dekault Gateway F:
@ Static + Auto O Auto O Unconfigurad
Aute:
|PvE Addrass
Datault Gateway
Static:
|PvE Addrass
Profix Langth: 0
Datault Gateway

Liebert® IntelliSlot® Web Cards
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Network Settings

5.2
5.21

Domain Name Server (DNS) Settings
Domain Name Server (DNS) Settings (All Cards Except IS-WEBCARD)

The Domain Name Server settings menu configures the servers the Web card will use for hostname
resolution. When configured, host addresses for SNMP, Network Time and Email/SMS can be
specified in either full Domain Name format or in host-only format, provided that the appropriate
Domain Name Suffix is used.

The DNS menu is used to set parameters for network access to the Web card. Consult your network
administrator for these settings.

B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To change any parameter:

1. Choose IP Network Settings from the Main Menu, then Domain Name Server (DNS)

Settings.

following guide.

2. Select an option to change—for example, DNS Mode, then enter settings according to the

automatically

Table 12 Domain Name Server settings (all cards except IS-WEBCARD)
Parameter Description & Valid Settings 1
Disabled DNS server addresses will not be obtained or assigned.
Obtain DNS server Use DHCP/BootP-provided DNS server addresses.
addresses

Note: This option is available only when the network Boot Mode is either DHCP or BootP.

Use the following DNS
server addresses

Manually enter DNS addresses

Primary Domain Name
Server (DNS)*

Primary IP address of the name server for the network, which should be obtained from
your network administrator.

Secondary Domain
Name Server (DNS)*

Secondary IP address of the name server for the network, which should be obtained
from your network administrator.

DNS Resolve Interval

Interval to resolve DNS addresses from a network name to an IP Address.

DNS Naming

Acceptable IPv4 DNS Server values consists of 4 numbers, ranging from 0 to 255,
separated by periods (.) For example, “10.0.0.1” Acceptable IPv6 DNS Server values
consist of 8 hexidecimal numbes ranging from 0 to ffff, separated by colons. A double
colon can be used once to eliminate the need to list consecutive zeroes within the
address. For example, “2001:0db8;85a3::0370:7334”

1. Consult your network administrator for proper settings.
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Network Settings

@ Web Interface

To access the DNS menu through the Web interface:

*+ Click on the Configure tab, then DNS in the left panel under Network Settings and finally Edit
beneath the table of parameters and descriptions. After making changes, click Save.

Configure tab
&
EMERSON. v Liebert.

NXL Information:
UPS SITE VHSA

Server (DNS)*

from your network administrator.

(]

DMNS Resolve Interval:

Interval to resolve DNS addresses from a network name to an IP Address.

DNS N

Domain Name Suffix:

Domain suffix. If specified only the hostname(s) need to be entered rather th
fully qualified domain name (FQDM) for network names in other configuratior

*

Acceptable values consists of 4 numbers, ranging from 0 to 255, separated

Click Edit

System Status: "" character. As an example "10.0.0.1". to c_hange
Normal Operation settings
DNS Server: —~ Obtain
- Obtain DNS server addresses automatically"/— adgresst_ Il
i . mati
i;n“r;?v?_”m"“" Categories: Use the following DNS server addresses automatically
= Equipment Primary Domain Mame Server (DNS): 126.1.1.100 <4— 3 .
™ |nformation ) — D Spemfy
:- Factory Defaults Secondary Domain Name Server (DNS)- |0.0.00 address
- E-”m::f_:; Update Resolve Interval: \
1 —— How long
DNS DNS Naming: ||| card retains
Domain Name Suffix: M resolved
- | Bl addresses
To access the DNS Test menu through the Web interface:
+ Click on the Configure tab, then Test in the left panel under DNS in the Network Settings
group.
+ Choose the Type of DNS from the drop-down list—Hostname, Fully Qualified Domain Name
or IP Address. In the Question box, enter a value for the DNS to answer.
* Click on the Query button. The DNS response will appear adjacent to the Last Query Response.
Configure tab
&
EMERSON v Liebert.
Netwark Power monitor | configure | event log | support details
NXL Information: Network Settings >> Domain Name Server (DN5) »> Test:
LEgElEmsEs Parameter Description
Type Type of DNS query
Question Walue for the domain name server (DNS) to answer.
Last Query Response: Response from a domain name server (DNS) to the last query.
System Status:
Normal Operation
Domain Name Server (DNS) Test:
Type: Fully Qualified Domain Name | v
o Hostname
eSS Fully Qualified Domain Name __
IP Address
Last Query Response:
Equipment
Information
Factory Defaults
Firmware Update
Test

Liebert® IntelliSlot® Web Cards
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Network Settings

5.2.2 Domain Name Server (DNS) Settings (IS-WEBCARD IPv4 and IPv6 Are Identical
Only)

. . ) Domain Name Server (DNS) Settings Menu

The Domain Name Server settings menu configures the | ;77 -7777-7-7-----o--m-----r---mo---ooo-
. A 1: Resolve Interval 24 hours

servers the Web card will use for hostname resolution. 2: Domain Name Suffix

When configurgd, host addresses fqr SNMP, Network i ?§34T§§§ssm1ngs

Time and Email/SMS can be specified in either full 5. IPV6 DNS settings

Domain Name format or in host-only format, provided that | <esc>: cancel menu Tevel

. . S Pleae select a keyv?> 2
the appropriate Domain Name Suffix is used. Enter a domain name suffix (Max 64 chars) ?>

The DNS menu is used to set parameters for network
access to the Web card. Consult your network administrator for these settings.

B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To change any parameter:
1. Choose IP Network Settings from the Main Menu, then Domain Name Server (DNS)
Settings.
+ Select an option to change—for example, DNS Mode, then enter settings according to the
following guide.

Table 13 Domain Name Server settings (all cards except IS-WEBCARD)

Parameter Description & Valid Settings 1

DNS Server

Disabled DNS server addresses will not be obtained or assigned
Obtain DNS

Use DHCP/BootIP provided DNS server addresses.

Server adresses Note: This option is only available when the network Boot Mode is either DHCP or BootIP.

automatically

Use the following
DNS server Manually enter DNS addresses.
addresses

Primary Domain

Name Server Primary IP address of the name server for network, which should be obtained from your

network administrator.

(DNS) *

g(e;(rzr?;(rj\al?;me Secondary IP address of the name server for network, which should be obtained from your
. network administrator.

Server (DNS)

::r)mlt\lesrvze solve Interval to resolve DNS addresses from a network name to an IP Address.

DNS Naming

Domain Name Domain suffix. If specified, only the hosthame(s) need to be entered rather than the fully

Suffix qualified domain name (FQDN) for network names in other configuration fields.

Acceptable IPv4 DNS Server values consist of 4 numbers, ranging from 0 to 255, separated
with a *.* character. As an example “10.0.0.1”. Acceptable IPv6 DNS Server values consist of
* 8 hexidecimal numbers ranging from 0 to ffff, separated by colons. A double colon can be
used once to eliminate the ned to list consecutive zeroes within the address. As an example
“2001:0db8:85a3::8a2€:0307:7334”"
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Network Settings

@ Web Interface

To access DNS Settings through the Web interface:

* Click on the Configure tab, then Network Settings in the left panel and DNS to alter DNS
settings or on Test to test DNS entry. After making changes, click Save.

&
EMERSON
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eonlligurs m Liem

Promary P sckiswyy ol tha rame perar lr ssbweric. whch showkd be oblssed fom o
matwoih adonilrats

Sacondany P sddrenn of the ramas servr or retwerk shich should be obtsned from o
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Network Settings

5.2.3 Domain Name Server (DNS) Test Settings
(IS-WEB Card Only)

The DNS Test options allow you verify whether the
DNS name entered under the DNS options can be
reached by the DNS Server. The DNS server will
return the Fully Qualfied Domain Name, Host Name
or IP Address that if found in response to the Question
entered.

@ Terminal Emulation (Serial or TCP/IP
Connection) / Telnet

To change any parameter:

1. Choose IP Network Settings from the Main
Menu, then Domain Name Server (DNS)
Settings, then DNS Tests.

Domain Name Server (DNS) Settings Menu

1: Resolve Interval 24 hours

2: Domain Name Suffix

3: DNS Tests

4: IPv4 DNS Settings

5: IPv6 DNS Settings

<ESC>: Cancel menu level

Please select a key ?> 2

Enter domain name suffix (Max 64
chars) 7>

DNS Tests Menu
1: Test Type Fully Qualified Domain Name
2: DNS Test String

<ESC>vCancel menu Tevel

Please select a key 7> 1

1: Host Name

2: Fully Qualified Domain Name

3: IP Address

7>

* Select an option to change—for example, Test Type (Type) or DNS Test String (Question),

then enter settings according to the following guide.

Table 14 Domain Name Server (DNS) Test settings (IS-WEBCARD only)
Parameter Description & Valid Settings
Type Type of DNS Query
Question 2 Value for the domain name server (DNS) to answer.
Last Query Response Response from a domain name server (DNS) to the last query

Domain Name Server (DNS) Test:

Type

Fully Qualified Domain Name

1. Telnet shows Test Type
2. Telnet shows DNS Test String

@ Web Interface
To access DNS Test through the Web interface:

* Click on the Configure tab, then Network Settings in the left panel and DNS then Test to alter

DNS Test settings.
+ After making changes, click Save.

&
EMERSON

monitor control

configure | event log
Agent Information: Network Settings >> Domain Name Server (DNS) >> Test:

LXG Avocent Mkig

support

[ Liebert.

Description

Delaware |Parameter
Product Management [Type

Type of DNS query

Device Status: |[@uestion

‘alue for the domain name server (DNS) lo answer.

Load Protected:
Mo Alarms Present

|[Cast Query Response:

|[Response from a domain name server (DNS) to the last quary

Domain Name Server (DNS) Test:

Type: Fully Qualified Domain Name =]

Question

Last Query Response;

Configuration Categories:
W LXG Avocent Mkig
i Agent Information
i Factory Defaults
@ Firmware Update
W Web
i TFTP
i Network Settings
= DNS
i Tes!
s Time (SNTP)

i Management Protocol
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5.3 Management Protocol

The Management Protocol Menu allows you to enable or disable SNMPv1/v2¢c and SNMPv3 and
configure management protocols. Consult your network administrator for these settings.

NOTE
SNMP v3 is available for IS-WEBCARD (HIDY) only.
See Section 10 for Management Protocol options for BACnet and Modbus.

B8 {) Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To change any parameter: Management Protocol Menu
1. Choose IP Network Settings from the Main Menu, then 1: SNMPvl/v2c Protocol  enabled
2: SNMPV3 Protocol enabled
Management Protocol. 3: SNMP Communications
2. Select an option to change, then use the following guide to <ESC>: Cancel menu Tevel
Please select a key 7>
make changes.

Table 15 Management protocol ranges

Parameter Description & Telnet Menus
SNMP Protocol Enable or disable SNMPv1/v2c or Enable SNMPv1l/v2c Protocol? [y/n] 7>
SNMPV3 for remote management. Enable SNWPV3 Protocol? [y/n] 7>
The SNMP Communications Menu SNMP Communications Menu

(shown at right) allows you to set up

L . 1: Authentication Traps yes
access privileges and configure the Web | 2: rrc-1628 (ups) mIB enabled
3: - Traps enabled
card to send traps for SNMPv1/v2c and 4: Liebert Global Products MIB enabled
s SNMPv3. 5: - Condition Traps enabled
NMP . . 6: - System Notify Trap enabled
Communications | Referto 5.3.1 - SNMP Communications | 7: ueartbeat Trap Interval 24 hours
Menu and Table 16 in that section for gg D1_sp]|ay/Mog1_1f_y SNMPV%/vgc Communities
details and additional references to more | 4 B}igﬁ%mgd}f; 2;3,2&3/;,3;};35 communities
information on these options. B: Support Information

<ESC>: Cancel menu Tevel
Please select a key 7> 1

& Web Interface
To access SNMP Protocol settings through the Web interface:

* Click on the Configure tab, then SNMP (under Management Protocol) in the left panel and
finally Edit in the right panel. After making changes, click Save.

Configure |
tab &5 v .
EMERSON [ Liebert.
NeTw monitor control configure | event log | support
Agent Information: Management Protocol:
Monitoring Marketing P o =
(e e |Parameter  Description
IS-WEBCARD HTTP, vii2e Enable or disable SNMP v1 and SNIMP v2c protocol support
SNMPv... |Protocol
126.4.20.92 Note: Typically this feature is disabled when remaote SNMP network management of the system is
T not needed or the information is not desired in clear text. The v1A2e pretocals provide unsecured
Device Status: | transpont of device management information
Load Protected: I [
v b NP v
No Alarms Present v3 Protocal  |Enable or disable SNMP v3 protocol support
Note: Typically this feature is disabled when remote SNMP network management of the system is
not needed. SHMP3 provides authenticated and secured transpont of device management
---- | information
Configuration Categories:
I& Monitoring Marketing . . .
& Agent Information Edit| < Click on Edit
Factory Defaults
W Firmware Update
# Web SNMP Agent:
= TFTP vifv2e Protocol: ¥ enabled
e e T CELy v3Protocol: ¥ enabled Engine ID 00000063000000a17604145¢
_ = Test
SNMP = Time (SNTP)

i Management
Protocol
= SNMP

= V1 Access
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5.3.1

SNMP Communications Menu

Use the SNMP Communications Menu to enable
authentication traps and view or change
communities and trap communities, events and

parameters.

Refer to Table 16 for details on each menu option, as
well as the following sections:

+ Section 5.3.2 - Display/Modify SNMPv1/v2¢

Communities

+ Section 5.3.3 - Display/Modify SNMPv1/v2c

Trap Communities

SNMP Communications Menu

Display/Modify SNMPv1l/v2c Communities
Display/Modify SNMPv1l/v2c Trap Communities
Display/Modify SNMPv3 Settings

Support Information

1: Authentication Traps yes

2: RFC-1628 (UPS) MIB enabled
3: - Traps enabled
4: Liebert Global Products MIB enabled
5: - Condition Traps enabled
6: - System Notify Trap enabled
;: Heartbeat Trap Interval 24 hours
9:

A:

B:

<ESC>: Cancel menu Tevel
Please select a key 7> 1

* Section 5.3.4 - Display/Modify SNMPv3
Settings (Units with ISSWEBCARD Only)
* Section 9.2 - Events and Parameters
(for details on viewing Support Information)

Table 16

SNMP communications menu

Parameter

Description & Telnet Menus

Authentication Traps

Enables authentication traps to receive security alerts when the Web card detects
a request with an invalid community string.

RFC-1628 (UPS) MIB

Enables the RFC-1628 (UPS specific information) MIB on the Web card for
querying of information in that MIB. This can be enabled or disabled independently
of the Liebert Global Products MIB.

* Traps

This option enables the RFC-1628 traps to be sent when an alarm event occurs on
the device. The parent option must be enabled for this to also be enabled.

Liebert Global Products MIB

Enables the Liebert Global Products MIB (Enterprise Specific) for querying of
information in that MIB. This option can be enabled or disabled independently of
the RFC-1628 MIB.

» Condition Traps

Enables event condition traps to be sent per the LGP MIB. The parent option must
be enabled for this to also be enabled.

» System Notify Trap

Enables system traps to be sent per the LGP MIB. The parent option must be also
enabled for this to be enabled.

Heartbeat Trap Interval

Specifies how often a heartbeat trap will be sent to show that the device is online
and functioning normally.

Display/Modify SNMPv1/v2c
Communities

View devices that have permission to access the Web card, identified by IP
address or hostname, read/write permission and community string. Up to 20
devices may be configured for access.

See 5.3.2 - Display/Modify SNMPv1/v2c Communities.

Display/Modify SNMPv1/v2c
Trap Communities

View devices that are configured to receive notifications from the Web card,
identified by IP address or hostname, trap listen port and community string. Up to
20 devices may be configured to receive traps.

See 5.3.3 - Display/Modify SNMPv1/v2c Trap Communities.

Display/Modify SNMPv3
Settings

View devices that have permission to access the Web card, identified by IP
address and other parameters.

See 5.3.4 - Display/Modify SNMPv3 Settings (Units with IS-WEBCARD Only).

Support Information

View a list of all supported events and parameters for the Liebert equipment
through any interface. Depending on the Liebert IntelliSlot Web™ Card, the list
might include SNMP, Modbus or BACnet.

See 9.2 - Events and Parameters.

25 Liebert® IntelliSlot® Web Cards




Network Settings

@ Web Interface

To access SNMP Communications settings (for Authentication Traps, RFC-1628 (UPS) MIB, Liebert
Global Products MIB and Heartbeat Trap Interval options) through the Web interface:

* Click on the Configure tab, then SNMP in the left panel (under Management Protocol) and
finally Edit in the right panel. After making changes, click Save.

* Note the options vary according to the type of equipment. RFC-1628 MIB features are available
for UPS/Power equipment only—not for Thermal Management and other equipment, as shown at
bottom in the examples below.

Configure
tab

Management
Protocol

Click on Edit
to enable any
options

&
EMERSON

Agent Information:
Unintialized

Device Status:
Load Protected
No Alarms Present

Configuration Categories:

I§ Uninitialized
ent Information
Factory Defaults
I:nmwrare. Update
= Web
TFTP
Network Settings
W DNS
W Test
= Time (SNTP)
Management

= Access
=  Traps

= Customize
-

Message
Restart
Tel

monitor
Category

v v Liebert.

escription

|Access

!Cnnﬁgure SNMP access parameters

[Traps

[Configure SHIP trap targets

Mote: Typically this feature is enabled as a security measure to alertt a management
station that unintended/unauthonized requests are being recenved

|Heartbeat Trap Interval

[RFC-1628 MIB
[RFC-1828 MIB Traps

:Liet:erl Global Products
(LGP) MIB

:Lleberl Global Products
|ILGP) MIE Traps

[Liebet Global Products
|LGP) System Motify
Trap

Edit
Authentication Traps
Heartheat Trap Interval
RFC-1628 MIB

Traps

Liebert Global Products (LGP) MIB

Traps

System Motify Trap

OPTIONS FOR UPS/POWER EQUIPMENT
(includes RFC-1628 MIB features—retrieving data from RFC-1628 MIB objects and sending RFC-1628 MIB traps)

A penodic "Heartbeat” trap will be sent at the selected interval to the trap targets that
have been configured to receive heart beat traps. To select targets to recene heartbeat
traps click click here

Mote: Receipt of a heartbeat trap indicates the source device is operating properly and
has the expected connectraty

" [Enable or disable support for the retrieval of data from the RFC-1628 MIB objects. RFC- |

1628 i an IETF proposed standard for UPS information

Mote: For proper operation of Wulti-Linkand Hfgrmthis feature must be enabled

Enable or disable support for the sending of RFC-1628 MIB traps. RFC-1628 is an IETF ||
proposed standard for UPS information

Mote: For proper operation of Multi-Linkand Miormthis feature must be enabled

Enable or disable support for retrieval of data using the Liebert Global Products {LGP)
MIB cbjects

Enable or disable support for the Liebert Global Products (LGF) MIB Traps

Maote that if a heart beat trap is enabled for a trap target and this (LGP) feature is
disabled the heant beat trap will still be sent

i'En.aBie or disable s.up-ﬁérl for-l.H;I-_.GF.‘.éslsl.em Motific al-ion“'l.'lap Thisis a -sung.l.e I.rai:;-
[that iz sent each time a condition {alarmfwaming) is added or removed from the
Icondilions table. A varbind in this trap will contain a text description of the condition

I enabled

24 hours < Interval choice
F enabled sets the

¥ enabled frequency of

¥ enabled Heartbeat

¥ enabled Traps

¥ enabled

OPTIONS FOR THERMAL MANAGEMENT/OTHER EQUIPMENT
(does NOT include RFC-1628 MIB features)

Edit

Authentication Traps

Heartbeat Trap Interval

I~ enabled

24 hours

Liebert Global Products (LGP) MIB: ¥ enabled
Traps ¥ enabled
System MNotify Trap ¥ enabled
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5.3.2 Display/Modify SNMPv1/v2c Communities

View or modify devices that have permission to access the Web card, identified by IP address or
hostname, read/write permission and community string. Choose IP Network Settings from the
Main Menu, then Management Protocol.

Up to 20 devices may be configured for access.

EXAMPLE communities
1: 10.0.0.5 write publicl
2: 10.0.0.6 write publicl
| | | |
Entry IP Access  Community
# address (read/write) string
Codes for <a>dd <d>elete <e>dit
editing complex lines allowed. e.g. <a 198.1.1.1 write public> ?>

Each device is identified by:

* Entry Number - use the entry number (1-20) to edit or delete an entry

+ IP address or Hostname - the address of the device with access (MultiLink server, Nform
server, Network Management System)

* Access (read/write) - read allows users to view but not change data; write allows full
permission for configuration, control and viewing

+ Community string - the community string used by the IP host for this Entry Number
(case-sensitive, up to 32 characters)

To make changes:

Add a device (see example at right to enter all parameters in one line): Example

+ Enter a to add an entry, then press Enter. a 10.0.0.5 write publicl
+ Enter the IP address or hostname of the device to be added, then press (then press Enter)
Enter.

* Enter 1 for read or 2 for write access for this device, then press Enter.
* Enter the community string, then press Enter.

Edit a device (see example at right to enter all parameters in one line): Example
+ Enter e to edit an entry, then press Enter. e 210.0.0.7 read public2
+ Type the Entry Number, then press Enter. (then press Enter)
* Enter the new IP address or hostname, then press Enter.
* Enter 1 for read or 2 for write access for this device, then press Enter.
* Enter the new community string, then press Enter.

Delete a device (see example at right to enter parameters in one line): ~ Example
* Enter d, then press Enter. No confirmation message will appear. d?2
* Type the Entry Number, then press Enter. (then press Enter)

NOTE
Q Avoid the following setting—it permits access by any host and may pose a security risk:
» IP address = 0.0.0.0
» Access = write
» Community = public
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@ Web Interface
To access SNMPv1/v2¢c Communities settings through the Web interface:

*+ Click on the Configure tab, then Access or V1 Access (under Management Protocol) in the
left panel and finally Edit in the right panel. After making changes, click Save.

Configure
tab & ¢ z
EMERSON. _ & Liebert.
Network Power monitor control configure | event log | support
A s Management Protocol == SNMP >> V1 Access:
gent Information:
Miguel Rozsas =
Computer room, 2nd flo_.. |Parameter |Descr|pt|0n
UPS to support the mai... |Er1tr3-r |Entry number of the access source.
126.4 1 Network Configure network hosts interested in device information access. The host can be identified as
) Name either a ip address or the network name of the host.
Device Status:
hcr‘laglzrr;;tf%m Mote: Setting: Metwork name= 0.0.0.0, Access = write, and Community = public, allows write
. == access by any host. this may be a security risk to consider.
|Access |Cunﬁgure read and write access for network hosts.
Community  |String identifying a "secret” known only by those hosts that are trusted for access.
Configuration Categories: Mote: The maximum length of the entry is 32 characters.
@ Miguel Rozsas |Clear |Clearthe values of the parameters.
B Agent Information
B Factory Defaults - . .
® Firmware Update < Click on Edit
- We
}‘H‘El.'tl':' -IEmry| Network Name | Access ‘ Community |
" CTETIREE read
- write
5 e read e
V1 Access = wiite -
3 1264203125 read Cloar
write
4 read Clon:
write .
5 1234 read oo Clea
= wiite | -
5 T read R
= — write —
7 ] read
I write

Configure up to 20 devices for read/write access

NOTE

Avoid the following setting—it permits access by any host and may pose a security risk:
* Network Name = 0.0.0.0

» Access = write

* Community = public

Liebert® IntelliSlot® Web Cards 28



Network Settings

5.3.3 Display/Modify SNMPv1/v2c Trap Communities

View or modify devices that are configured to receive notifications from the Web card, identified by IP

address or hostname, trap listen port and community string.

Up to 20 devices may be configured to receive traps.

EXAMPLE Trap Communities
1: 10.0.0.5 162 publicl
2: 10.0.0.6 162 publicl
| | | |
Entry IP Port to Community
# address receive traps  string
Codes for <a>dd <d>elete <e>dit
editing complex lines allowed. e.g. <a 198.1.1.1 162 public> 7>

Each device is identified by:

* Entry Number - use the entry number (1-20) to edit or delete an entry
+ IP address or hostname - the address or name of the device to receive traps (MultiLink server,

Nform server, Network Management System)

* Port - the Trap Listen Port where traps will be sent; use 162 if the host computer uses standard

ports (161/162)

+ Community string - the community string used by the IP host for this Entry Number

(case-sensitive, up to 32 characters)

To make changes:

Add a device (see example at right to enter all parameters in one line):
* Enter a to add an entry, then press Enter.

+ Enter the IP address or hostname of the device to be added, then press

Enter.
* Enter the port number (default is 162), then press Enter.
* Enter the community string, then press Enter.

Example
a 10.0.0.5 162 publicl
(then press Enter)

Edit a device (see example at right to enter all parameters in one line):
* Enter e to edit an entry, then press Enter.
* Type the Entry Number, then press Enter.
+ Enter the new IP address or hostname, then press Enter.
* Enter the port number (default is 162), then press Enter.
* Enter the new community string, then press Enter.

Example
€ 210.0.0.7 162 public2
(then press Enter)

Delete a device (see example at right to enter parameters in one line):
+ Enter d, then press Enter. No confirmation message will appear.
* Type the Entry Number, then press Enter.

Example
d?2
(then press Enter)
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@ Web Interface
To access SNMPv1/v2c Trap Communities settings through the Web interface:

*+ Click on the Configure tab, then Traps or V1 Traps (under Management Protocol) in the left
panel and finally Edit in the right panel. After making changes, click Save.

tab d

Configure :
EMERSON v

monitor contral || configure || datafiogs | support Liebert.

Identification: Management Protocol >> SNMP >> Traps:

|Parameter \Description

[Entry |Entry number of the trap target

MNetwork Host Configure network hosts interested in alert notifications 1.e. SNMP Traps). The
host can be identified as either an ip address or the network name of the host

MNote: Typically notifications are sent to Network Management Systems (NMSs)
and other hosts running Lieben MultiLink software for graceful operating system

Device Status: shutdown due to power outages
Normal Operation Port Port to send the notification to at the network host identified
Community String identifying @ “secret” known only by those hosts that want to be notified .
of device status changes e Click on
R e ) Edit
li““_'gu"’“““ WL Hote: The maximum length of the entry is 32 characters
3l nary r
il Heartbeat Target If checked the host will be sent a heartbeat

] Equipment
Information

- Facm.r',f Defaults Mote: Click the "TegLH eat” button to send a heartbeat test trap Test Heartbeat
® Firmware [Clsar |Claar s of the parameters
= / Trap
m TFTP
= Network Settings Edit| TestHeabeatTrap | N
= D Entry Network Host Port Co ¥ Heartbeat
1 |126.4.20.80 |162 ¥ enable | Clear
Traps 2 [ 62 I~ enable | Clear
3 | |162 I enable | Clear
4 | |162 I7 enable | Clear
5 | |162 I7 enable | Clear
6 | [162 I~ enable | Clear
T .| I 62 T enable | Clear
8 | J62 I7 enable | Clear
9 | J162 I enable | Clear
10 [ [162 I~ enable | Clear

Configure up to 20 devices to receive traps
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5.3.4 Display/Modify SNMPv3 Settings (Units with IS-WEBCARD [ ;< 72, /wodify swpv3 settings menu

Only)

View or modify SNMPv3 devices that have permission to access

the Web card, identified by IP address and other parameters.
Up to 20 devices may be configured for access.

Engine ID: 00000063000000al7e04145c
1: Display/Modify SNMPv3 Users

<ESC>: Cancel menu Tevel
Please select a key 7> 1

EXAMPLE Display/Modify SNMPv3 Users
Num Enbl User Name Auth Priv R W N Access Addresses Notify Addresses
1: YES Monitoring M MD5 DES Y Y Y 126.4.20.77 126.4.20.77

<ESC>: Cancel menu Tlevel
Codes for —pp <a>dd <d>elete <e>dit <s>how <h>elp

editing Expert mode entry supported. Select <h>elp for details...

Make Selection: 7>

Each device is identified by these fields—numbers in parentheses correspond to field numbers in the
EDITING USER DATA screen where data may be edited (shown below):

* Num (automatically generated) - use this entry number (1-20) to edit or delete an entry

+ Enbl (1) - Shows whether SNMPv3 is enabled (YES/NO)

* User Name (2) - name of user (Monitoring Marketing

* Auth (3) - type of authorization (MD5/SHA-1/None)

* Priv (4) - type of privacy (DES/None)

* R (5) - Read access allowed (YES/NO); permission to
view but not change data

* W (6) - Write access allowed (YES/NO), full permission
for configuration, control and viewing

* N (7) - Notifications access allowed (YES/NO)

+ Access Addresses (8) - IP address of the device with
read/write access as specified

EDITING USER DATA

1: User Record Enabled. YES
2t USEI s s Monitoring
Marketing

3: Auth Type............: MD5

4: Priv Type........ ..: DES

5: Read Allowed S YES

6: wWrite Allowed........: YES

7: Notifications A110wed YES

8: Access Sources.......: 126.4.20.77

9: Notification Targets.: 126.4.20.77
10: Auth Secret..........: LiebertLiebert
11: Priv Secret..........: LiebertLiebert
12: Notification Port....: 162

13: Enable Heartbeat Trap: YES

Enter # of field to edit, ‘0’ to commit
edits, or <ESC>: to discard edits 7>

* Notify Addresses (9) - IP address of the target device to receive notifications
Other fields that may be edited in the EDITING USER DATA screen shown above are:

+ Auth Secret (10) - Password (8-64 characters) for Get SNMPv3 request (e.g., LiebertLiebert)

+ Priv Secret (11) - Password (8-64 characters) for Get SNMPv3 request (e.g., LiebertLiebert)

* Notification Port (12) - the Trap Listen Port where traps will be sent (162 is standard port)

+ Enable Heartbeat Trap (13) - notifications that the device is functioning normally (YES/NO)

To make changes:

Add a device (see example at right):
* Enter a to add an entry, then press Enter.

Example
a (press Enter)

* The EDITING USER DATA screen appears (shown above right). Enter the
field number of each item to be edited and make changes as needed.
* When finished, enter 0 (zero) to save changes (or Esc to exit without saving).

Edit a device (see example at right):
* Enter e to edit an entry, then press Enter.

Example
e (press Enter)

* Type the Num (entry number) of the entry to be edited, then Enter. 2 (press Enter)
* The EDITING USER DATA screen appears (shown above right). Enter the

field number of each item to be edited and make changes as needed.
* When finished, enter 0 (zero) to save changes (or Esc to exit without saving).

Delete a device (see example at right): Example
+ Enter d, then press Enter. No confirmation message will appear. d (press Enter)
* Type the Num (entry number) of the entry to be deleted, then Enter. 2 (press Enter)

< 2 NOTE
Avoid the following setting—it permits access by any host and may pose a security risk:

e Access Sources (IP address) = 0.0.0.0
o Write Allowed = YES

o Auth Secret = LiebertLiebert

» Priv Secret = LiebertLiebert
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& Web Interface (Units with IS-WEBCARD Only)
To access SNMPv3 settings through the Web interface:

* Click on the Configure tab, then V3 Settings (under Management Protocol) in the left panel
and finally Edit in the right panel. After making changes, click Save.

Configure .
tab il ¢ -
EMERSON & Liebert.
Network Power monitor control [ configure | event log | support
o Ingmntion: Management Protocol >> SNMP >> V3 Setup:
Momtoring Narketing |Parameter |Description
|Entry [Entry number of the access source
SRl [Enable [Select to enable read, write, or sending netifications with the user's credentials
o0 £U.d
[Clear [Clear the values of the parameters
Device Status: User User name the authentication and privacy settings apply toward. This string can be
Load Pro! composed of printable characters with the exception of celon, tab, double quote. and
No Alarms Present question mark
|Authentication Type Algonithm used for authentication: none, MD5, or SHA-1
|Authentication Secret Fass phrase or password used for SNIMPV3 Get request. This string can be
{Fass Phrase or composed of printable characters with the exception of colon, tab, double quote. and
Configuration Categories: Password) guestion mark
I8 Monitoring Marketing
= Agent Information Mote: The entry must be 8 or more characters and not more than 64
actory Defaults Privacy Tv
mnware Update ' rr acy Type |EES er none - -
E b |Privacy Secret {Pass FPass phrase or password used for SNIMPv3 Get request. This string can be
TFTP |Phrase or Password) composed of printable characters with the exception of colon. tab, double quote. and
letwork Settings question mark
& DNS
Mote: The entry must be 8 or more characters and not more than 64
[Read [Select ifthe user is intended to have read access to the device MIB
[wyrite [Select ifthe user is intended to have wirite access to the device MIB
V3 Settings [Sources Configure network hosts interested in device infermation access. The hest can be
identified as either a ip address or the network name of the host. To enable multiple
hosts enter network names separated by a comma
Mote: Setting Seurces to 0.0.0.0, Access = wnte, and no Authentication or Privacy
allows wiite access by any host, this may be a securnity risk to consider
[Motify [Select to enable notifications (Traps) to be sent with the user's credentials
Destinations Configure network hosts interested in aled notifications (i.e. SNMP Traps). The host
Re: can be dentified as either an ip address or the network name of the hast. To enable
Telnet multiple hosts enter network names separated by a comma '’
Users
Hote: Typically notifications are sent to Network Management Systems
|Port Port to send the notification to at the Destinations identified. Valid range is 2 to
65535
|Heartbeat [If checked the destinations will be sent heartbeat traps

[ Liebert.
65535
Heatbex |if chacked the destnations will be sent hearbeat traps . .
Click on Edit, then
Save | Reset| < Save when finished
1 Enable: ™ Authentication Privacy Clear |
il € none © MDS € SHAA & none © DES
Secrst | Secret. |
Access: [ Read Sources |
T Write
Matify: ™ Destinations: |
Heanbeat: T Pont I 2
2 Enable: Authentication Privacy Clear
— & none © MDS © SHAA & none C DES
Sacret [ Secast: [
(SNTP) Access: [ Read Sources |
danagement
S I Wite

Avoid the following setting—it permits access by any host and may pose a security risk:
* Sources = 0.0.0.0

o Access = Write

» Authorization = none

* Privacy = none
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5.4

5.4.1

Web Server

Use the Web Server Menu to configure access to the card
through the Web interface. Consult your network
administrator if needed.

Specify Web Server Settings

web Server Menu

1: web Server Mode HTTP (Not Secure)
2: HTTP Transport Port 80

3: Password Protect Site 'disabled’
4: configuration/Control 'enabled'
5

: Refresh Rate 30

<ESC>: Cancel menu Tevel
Please select a key ?>

seconds

B8 {) Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To change any parameters:

1. Choose IP Network Settings from the Main Menu, then Web Server.
2. Select an option to change, then use the following guide to make changes.

Table 17 Web server settings
Parameter Description & Valid Settings
Select the operation mode of the Web server.
Web Server » Disabled - Web server is disabled
Mode « HTTP - Standard Web port, not encrypted
« HTTPS - Standard secure Web port, all communication is encrypted
Web Server listening port number.
* For HTTP mode (non-encrypted communications), the default port is 80.
HTTP » For HTTPS mode (encrypted communications), the default port is 443.
Transport For HTTPS, you must also install a security certificate for Internet Explorer. Refer to the appro-
Port priate section for your version of Internet Explorer:
* 5.4.2 - Install Security Certificates - Internet Explorer 6 or earlier
» 5.4.3 - Install Security Certificates - Internet Explorer 7 or later
Password When enabled, the entire site is password-protected. (If disabled, all pages are accessible
Protect Site without a password except configure and control functions.)

Configuration/
Control

Enable or disable the use of a Web browser to perform configuration and control operations.
Note: This feature affects configuration and control operations from the Web interface only. If
disabled, these functions may still be available using other system interfaces.

Refresh
Interval

The interval in seconds (10 to 600 seconds) between automatic updates of dynamic Web
pages—parametric data and device status in the right panel.

RECOMMENDATION: Consider whether frequent updates will slow down the system. If many
users will access the device simultaneously, select a larger value to best serve all users.
Recommended values range from 20 to 60 seconds.

@ Web Interface

To access Web Server settings through the Web interface:

* Click on the Configure tab, then Web in the left panel and finally Edit in the right panel. After
making changes, click Save.

Configure tab

&
EMERSON
monitor | control | configure | event log | suppart

Web Configuration:

Parameter
Web Server

Description
Select the operation mode of the Web Server

o Disabled: Web server is disabled
o HTTP: Standard web port, not encrypted
o HTTPS: Standard secure web port, all comm

Port Web Server listening port number

© Hittp: 80 is the defaul for non encrypted comi
o Hittps: 443 is the defautt for encrypted commi

Password Protect [When checked the entire site is password protectec
ite /accessible without a password except the configure

(Configure/Control |[Allow configuration and control operations to be perf

Note: Checking this feature enables or disables cor
Web interface only. Configuration and control may s
interfaces

Refresh Inteval | Intenval between automatic updates of the dynamic
fight panes containing parametric data and the devic
recommended values range between 20 and 60 sect
10 and 600 seconds

NTP)
lanagement Protocol

PERFORMANCE RECOMMENDATION: Selection ¢
ineed for accurate status and parameter updates anc
senicing these update requests. If many web brows
fthe entered value should be larger, this will help ens

Edit

HTTP Port
HTTPS Port

Password Protect Site: | | enabled
Configure/Control enabled

Refresh Interval seconds
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5.4.2 Install Security Certificates - Internet Explorer 6 or earlier

If you use Internet Explorer 6 or an earlier version and select HTTPS as the operation mode of the
Web server (see 5.4.1 - Specify Web Server Settings), follow these instructions to install a security
certificate.

* Open Internet Explorer and enter https:// followed by the IP address or hostname of the Web
card—for example, https://192.168.0.125—in the address bar. The following message appears.

x

Infarmation you exchange with this site cannot be viewed or
:-J.

changed by others. However, there iz a problem with the site's
zecuity certificate.

& The zecurity certificate was izsued by a company vou have
not chozet to bz, Wiew the centificate to determine whether
wou want to brust the certifing authority.

a The zecurity certificate date iz walid.

@ The secuity certificate has a valid name matching the name Click on
of the page you are tving to view. View

Certificate
Do pou want to proceed? e
Yes | Mo | Yiew Eertificate/

* Click the View Certificate button. This opens the Certificate window.

Certificate 2x Certificate alx
General | o) ‘ General | Detals  Certification Path |
T ~Certification path
Certificate ==
&% Certificate Information [F=]
Path tab
This certificate cannot be verified up to a trusted 192.168.0.125
certification authority.
Issued to: 192.168.0.125
Issued by: Liebert Monitoring Group
view Certificate *
Valid from 7/2/2007 to 3/27/2036 \\\
Certficate status: Vi
This CA Root cer bficate is not rusted because itis not n the Trusted Root lew
Certification Authorities store. Certificate
Tnstall Cerbfcate. Issuer Skatement |

* In the Certificate window, above left, click the Certificate Path tab.
+ In the Certificate Path tab, above right, click on Allegro Root CA, then on View Certificate.
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* In the Certificate window, click the Install Certificate button, as shown below.

Certificate E

General | petais | Certification Path |

.
Certificate Information

This certificate is intended for the following purpose(s):
sEnsures the identity of a remote computer

Issued to: Allegro Root CA
Issued by: Allegro Root CA

valid from 5/13/2002 to 5/13/2032
Install
Certificate

—> Srickail Cariiicate. | 1seusr Shatement

* The Certificate Import Wizard opens. Click Next.

ES
Welcome to the Certificate Tmport |
Wizard Certificate Store

Certificate stores are system areas where certificates are kept.
This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to &
certificate store.

connections. A certificate store is the system area where
certificates are kept.

To continue, diick Next.

< Back: Cancel

. Windows can automatically select a certificate store, or you can specify a location for
A certificate, which is issued by a certification authority, is Automatical |y ................

a confirmation of your identity and contains information "} * Automatically select the certificate store based on the type of certificate

Used to protect data o to establish secure network select...

" Place all certificates in the following store

Certificate store:

Browse, .

< Badk I Next > I Cancel |

* Click on Automatically select the certificate store based on the type of certificate, then

click Next.

Certificate Import Wizard x|

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard.,
You have specified the following settings:

Certificate Store Selected  Automatically determined by |
Content Certificate

< | |

<sack | Fnn” | cancel |

Certificate Import Wiz x|

\l‘) The import was successful.

* The final Wizard window appears with a message that the process is complete. Click Finish.
+ A confirmation box appears with a message that the import was successful. Click OK.
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5.4.3 Install Security Certificates - Internet Explorer 7 or later

If you use Internet Explorer 7 or later and select HT'TPS as the operation mode of the Web server (see
5.4.1 - Specify Web Server Settings), follow these instructions to install a security certificate.

To do this:

* Open Internet Explorer and enter https:// followed by the IP address or hostname of the Web
card—for example, https://192.168.0.125—in the address bar. The following message appears.

/2 Certificate Error: Navigation Blocked - Windows Internet Explorer ) _ 101 x|
@: ~ [i] https://192.168.0, 125/ [=1i[#2 ][} Jeeoge 2
J File Edit View Favorites Tools Help

T:? e (@ certificate Error: Navigation Blocked | | J E} 4 e Eéé s ._}" \,J" >

‘@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

. __,_—' i Continue to this website (not recommended).
Continue to —|

this website

@ More information

=
\ T [Rw% -
* Click on Continue to this website (not recommended) to open a connection to the Web card.
P =3
B x
@\t\/ - |g https: /192, 168.0, 125/ 4 Certificate Error | )¥# | X | [coodle Felts |@J Untrusted Gertificate
J O IOW Th’e security certificate presented by this
o5 dhr @Wr InteliSlot Web Card | | J o - - e mhe G 7 website was notissued by a trusted
= = certificate authority,
Certificate % . This problem may indicate an attempt to
Error EMERSON qu Lleb Iﬁ:\gs:earrmter:eptany data you send to
Netwo er monitor control configure | support
Agent Information: Summary: Updated: September 3, 2007 04:01:04PM :tfeebrego;nmenn that you close this
Data Room UPS 1 ead
Bldg 2, Floor 4 About certificate errors
Supports Server02
BYPASS View certificates
Volts: 1166
View
OUTPUT ‘ Certificates
Monitor Categories: | wes: 1188 e Vobs: 1201 v =
* Click the Certificate Error box next to the address bar, shown above left.
* In the window that pops up, shown above right, click the View Certificates link. This opens the
Certificate window.
| 2
ifica ~Certification path
(P::':[t] t:b te Certificate Information
This certificate cannot be verified up to a trusted 192.168.0.125
certification authority.

Issued to: 192.168.0.125

Issued by: Liebert Monitoring Group

View Certificate *
N

Valid from 7/2/2007 to 3/27/2036
Certificate status:

This CA Root certificate is not trusted because itis not in the Trusted Root View
Certification Authorities store. Certificate
fnstall Certifcate, .. | IssUer, Shatement |

* In the Certificate window, above left, click the Certificate Path tab.
+ In the Certificate Path tab, above right, click on Allegro Root CA, then on View Certificate.
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* In the Certificate window, click the Install Certificate button, as shown below.

Certificate E

General | petais | Certification Path |

.
Certificate Information

This certificate is intended for the following purpose(s):
sEnsures the identity of a remote computer

Issued to: Allegro Root CA
Issued by: Allegro Root CA

valid from 5/13/2002 to 5/13/2032
Install
Certificate

—> Srickail Cariiicate. | 1seusr Shatement

* The Certificate Import Wizard opens. Click Next.

ES
Welcome to the Certificate Tmport |
Wizard Certificate Store

Certificate stores are system areas where certificates are kept.
This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to &
certificate store.

connections. A certificate store is the system area where
certificates are kept.

To continue, diick Next.

< Back: Cancel

. Windows can automatically select a certificate store, or you can specify a location for
A certificate, which is issued by a certification authority, is Automatical |y ................

a confirmation of your identity and contains information "} * Automatically select the certificate store based on the type of certificate

Used to protect data o to establish secure network select...

" Place all certificates in the following store

Certificate store:

Browse, .

< Badk I Next > I Cancel |

* Click on Automatically select the certificate store based on the type of certificate, then

click Next.

Certificate Import Wizard x|

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard.,
You have specified the following settings:

Certificate Store Selected  Automatically determined by |
Content Certificate

< | |

<sack | Fnn” | cancel |

Certificate Import Wiz x|

\l‘) The import was successful.

* The final Wizard window appears with a message that the process is complete. Click Finish.
+ A confirmation box appears with a message that the import was successful. Click OK.
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5.5 Telnet Server

Telnet Server Menu
Use the Telnet Server Menu to enable or disable access to the Web

1: Telnet Server 'enabled’
card through a Telnet interface. £SO Si?éil geﬂgy1$\>/e1
m @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet
To change this setting:
1.

Choose IP Network Settings from the Main Menu, then Telnet Server.
2. Choose Telnet Server, then specify:

* Enabled to permit Telnet access
* Disabled to block access via Telnet

@ Web Interface
To access Telnet settings through the Web interface:

* Click on the Configure tab, then Telnet in the left panel and finally Edit in the right panel.
After making changes, click Save.

Configure tab

EMERSON l
Network Powe monitor | control | configure | event log | support
Agent Informa Telnet Configuration:

Telnet Server Enable or Disable the Telnet Server.

Note: This value is enabled to allow remote management
Edit

Edit
Tel Server: || enabled

Configuratior
1§ SNMP_Te

agement Protocol

g
SNMP

Telnet

Liebert® IntelliSlot® Web Cards
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5.6 Time (SNTP) Menu

This permits setting time options—how often the Web card
synchronizes with the Time Server, which Time Server to use
for synchronization and which the Time Zone the Web card is

operating in.

Time Server Menu

1: SNTP Time Sync Rate
2: Time Server

3: Time Zone

<ESC>:
Please select a key ?>

Cancel menu Tevel

Hourly
time.nist.gov
(GMT) UTC

B {) Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To change this setting:

1. Choose IP Network Settings from the Main Menu, then Time (SNTP).
2. Choose SNTP Time Synch Rate, then specify:

* Hourly
* Daily

3. Choose Time Server, then specify the new time server, if desired.
4. Choose Time Zone, select a region from the list and then select a time zone.

Table 18 Time Server parameters
Parameter Description & Telnet Menus

SNTP Time Sync Rate ThIS is how often the card will attempt to synchronize its internal clock with the specified
time server.

Time Server This is the server that will be used for synchronization. This can be either an IP address
or a hostname, provided that the DNS options are configured.

Time Zone This is the local Time Zone that will be used to correctly adjust the time provided by the
server for the locale where the Web Card is being used.

@ Web Interface

To access Time (SNTP) settings through the Web interface:

Click on the Configure tab, then Network Settings in the left panel and finally Edit in the right
panel. After making changes, click Save.

Configure r =
tab
EMERSON.

Agent Information:
SNMP _Test
SNMP _Test3
SNMP_Testd
192.168.0.25

Device Status:
Load Protec
No Alarms

Configuration Categories:
Click on Edit — jguasyuami
B Agent Information
@ Factory Defaults

to choose

optlons irmware Update
Web
. TFTP
Network Settings
DNS
B Test
B Time (SNTP)
B Management Protocol
B SNMP

monitor

control

configure | event log | support

Network Settings == Time (SNTP):

v a

Parameter

Description

Time Server:

Simple Network Time Servers (SNTP) IP address or network name, for

tick.usno.nawy.mil

Time

*

+ tock usno.navy.mil
+ time.nist.gov

+ time-a.nist.gov

+ time-b.nist.gov

Synchronize Rate:

Rate at which time will be synchronized with the time server.

Device Time Zone:

Time zone where the device is located.

(et Desmmad

Time Server: time.nistgov «¢

Synchronize Rate: & Houry O Daily

Time Zone H(GMTYUTC
(GMT)UTC

(GMT-12:00) International Date Line West
GMT-11:00) Midway Island, Samoa

GMT-10:00) Hawaii-Aleutian Time
GMT-09:00) Alaskan Time
GMT-08:00) Pacific Time (US and Canada); Tijuana

(
(
(
(
(GMT-07:00) Arizona

(GMT-07:00) Mountain Time (US and Canada)
(GMT-07:00) Chihuahua, La Paz, Mazatlan
(
(
(
(
(

GMT-06:00) Central America Time

GMT-06:00) Central Time (US and Canada)
GMT-06:00) Guadalajara, Mexico City, Monterrey
GMT-06:00) Saskatchewan

GMT-05:00) Bogota, Lima, Quito

(GMT-05:00) Eastern Time (US and Canada)

Server
list

Time
Servers
must be
entered
manually

Time zones
available
from list
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5.7 Change Username / Password - Administrator and General User

The Web card is designed for two types of access, each with a default user name and password. For
security, be sure to change the default password.

Table 19  Factory default passwords

Type of User Factory Default Description
Administrator Username Liebert | Fy|l access to configuration and control
Password Liebert | functions, as well as viewing privileges
General User Username User Viewing privileges only—no access to
Password User configuration or control functions

Follow these guidelines to change the user name and password.

Table 20 Username and password guidelines

Maximum length | 32 characters (6 or more characters recommended)
Valid characters | Any printable character EXCEPT colon, tab, double quote, question mark

Upper/lowercase | Case-sensitive—letters must be uppercase or lowercase as entered

Tips Avoid common names, words and phrases as passwords

o1 ] @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To change the Administrator or General user name or password:

1. Choose IP Network Settings from the Main Menu, then choose either:
+ Change Administrator Username/Password or
+ Change General Username/Password

2. Enter a user name—the current user name is shown in brackets.

|Enter Administrator Username, press enter for [Liebert]: (Max 32 chars) 7>

3. Enter a password, then verify by typing the password again.

Enter New Password:
verify Password: 7>

chars) 7>

@ Web Interface
To access usernames and passwords through the Web interface:

* Click on the Configure tab, then Users in the left panel and finally Edit in the right panel. After
making changes, click Save.

Configure tab ]
&
EMERSON
monitor control configure | support
Agent Information: eer G i
Data Room UPS —
Bldg 4 Parameter Description
Supy |Adminstrator - Name and password for the user authorized t
192 Usemame/Password control areas of the device interface card.
» General User - Name and password for the user to aceess t
Leyicchnt Usemame/Password |interface card.
Load Protecte
N Password Notes Secret sking known by the user. Proper entny
authorization of the user's access to the resp
be composed of printable characters with the
and question mark.
e e — Note: The masximum number of characters all
@ Data Room UPS
- CAUTION! This string is case sensitive so, be
case, either small or capital letters_ It is recor
composed of six or more alphanumeric chara
be avoided for passwords
AumMinistrator
Usemame: |Liebert
Password: [sssssss
Users General User

Usename: [User
| Password: [sesse

ttp://192.168.0. 125/canfigjconfiguserhtm I O
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5.8 Reset WEB Authentication to Factory Defaults (Units with IS-WEBCARD, IS-WEBL,
IS-IPBML, IS-WEBS, IS-IPBMS, IS-WEBLB, IS-WEBX, IS-IPBMX Cards Only)

You may reset the Administrator and General User usernames and passwords to the factory defaults.
This option applies only to the following cards:

« IS-WEBCARD

« IS-WEBL

+ IS-IPBML

+ IS-WEBS

+ IS-IPBMS

+ IS-WEBX

+ IS-IPBMX

- IS-WEBLB

If you forget your username or password, you may reset them using a serial configuration cable
connection (see Section 2.1.1 or 2.2.1 - Connect the Cable), which provides direct access to the card
without a username or password. To enter a new username and password, see 5.7 - Change
Username / Password - Administrator and General User.

Table 21  Factory default passwords

Type of User Factory Default Description
Administrator Username Liebert | Fyll access to configuration and control
Password Liebert | functions, as well as viewing privileges
Username User Viewing privileges only—no access to
General User Password User configuration or control functions

B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To reset the usernames and passwords to the factory defaults: [Tp Network settings menu
1. Choose IP Network Settings from the Main Menu, then | 1: Boot/1p settings
Reset WEB Authentication to Factory Defaults.

2. Enter y to reset the Administrator and General User
usernames and passwords to the default settings.

: Boot/IP Settings

: Domain Name Server (DNS) Settings

1 Management Protocol

: Web Server

: Telnet Server

: Time (SNTP)

. Change Administrator Username/
Password

: Change General Username/Password

: Reset WEB Authentication to Factory
Defaults

O oo NOUVTAWN R

<ESC>: Cancel menu Tevel
Please select a key 7>9

Reset WEB Authentication to Factory

@ Web Interface pefaults? [y/n] ?>

NOTE
This feature is not available through the Web interface.
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6.0 MESSAGING

The Messaging menu is used to set up e-mail and text message notifications
from the Web card.

B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To access these options:

1. Choose Messaging from the Main Menu.
2. Select an option, then use the following guide to make changes.

Table 22 Messaging menu guide
Menu item Refer to:
E-Mail Configuration page 43
SMS Configuration page 44
Customize Messages (E-Mail and SMS) page 45

@ Web Interface
To access Messaging settings through the Web interface:

Messaging Menu

1: Email ‘'disabled'’
2: SMS 'disabled’
3: Email configuration
4: sMS Configuration

<ESC>: Cancel menu Tevel

Please select a key 7>

* Click on the Configure tab, then Messaging in the left panel and finally Edit in the right panel.

After making changes, click Save.

Configure tab
& ¢
EMERSON
Net monitor control ['configure | event log
Agent Information: Messaging:
SNMP_T:
SNMP_T: Category Description
SNMP_T:
Sl Email Canfigure email parameters
Bl Configure SMS parameters._
Device Status: Customize Message Customize the message sent to Email or
Load Prot
No Alarm: [Parameter Description
[Email Enable or disable Email notification
[ Enable or disable Short Message Senice
( Edit
Icl""sr;?M“g‘ Emat: | enabled
- SMS: | enabled
Messaging

i Customize
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6.1 E-Mail Configuration

Setting up event notifications to be sent via e-mail involves two steps:
enabling the function, then specifying the parameters.

B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet
To activate and set up e-mail messages:

1. Choose Messaging from the Main Menu, then Email.

Email Subject

Port .
Test Email

CONOUVTAWN R
m
3
()
'
—_

|Enab1e Email? [y/n] ?>|

Email Configuration Menu

Email From 'Uninitialized’
Email Message Recipients

Customize Message
SMTP Server 'Uninitialized'
25
View Test Email Log File
<ESC>: Cancel menu Tevel

Please select a key 7>

2. 'To enable the e-mail feature, enter y (yes) at the prompt.

3. Choose Email Configuration from the Messaging Menu, then select an option and use the
following guide to make changes.

Table 23  E-mail configuration guide

Parameter Description Maximum
. The e-mail address of the sender—for example, support@company.com— 64
Email From - )
typically, the address where replies should be sent. characters
The e-mail will be sent to this list of addresses. To add an e-mail address, use
Email Message the format a jsmith@abc.com. Multiple addresses must be added individually. 64
Recipients 9 Changes may be made by entering d to delete an entry or e to edit an entry. characters
P NOTE: To specify multiple recipients of the e-mail message in the Web
interface, use a semicolon (;) to separate addresses in the Email To box.
Email Subiect The subject line of the e-mail. By default, this is the event description—e.g., 120
) AlarmOnBypass—but it may be customized. characters
Email Customize | The text of the message sent to e-mail recipients. Choose from a list of items to .
Message include in the message. For details, see 6.3 - Customize Messages.
SMTP Server The IP address or domain name of the SMTP e-mail server that sends 32
messages. characters
Port SMTP server port—typically the default port, 25. —
Test Email After saving changes to e-mail parameters, send a test e-mail message to verify .

the settings are correct. The message status will be displayed.

View Test Email
Log File

Choose this option to display a log showing the results of test e-mails.

@ Web Interface

To access E-Mail Configuration through the Web interface:

+ Click on the Configure tab, then Email in the left panel and finally Edit in the right panel.
After making changes, click Save.

Configure tab

Email

&
EMERSON [, Liebert

monitor control configure | event log | support

Messaging >> Email:

Email From |Sender's email address.

In most cases this will be the email address of the person ta whom replies should be sent. For
example Support@company.com

Email To  |[Email address of the recipient
Multiple email addresses should be separated by a semicolon (")

Note: The maximunm length for an email address entry is 64 characters

Subject [Subject of the email. This value will default to the event description

The subject line is customizable

SMTP Fully qualfied domain name of IP address of the server used for relaying email messages.
Senver

Note 1: The maximum length for this entry is 32 characters.

Note 2 If using a server name you must configure a DNS sewver under IP Settings
Port SIMTP server port.

Note: Typically the defaut of 25 should be used.

Test Clicking on this button will send a Test Email after new configuration changes have taken effect
Status of the email message will be displayed.

@, Edit

Email From:

Email To:

separate
addresses with
semicolons (")
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6.2 SMS Configuration sMs Configuration Menu

: SMS From 'Uninitialized’
: SMS Message Recipients

: SMS Subject

: SMS Customize Message

1 SMTP Server 'Uninitialized'
1 Port 25

. Test SMS

: view Test SMS Log File

Setting up event notifications for SMS text messages involves two
steps: enabling the function, then specifying the parameters.

B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To activate and set up SMS messages:

CONOUVTAWN R

. . <ESC>: Cancel menu Tevel
1. Choose Messaging from the Main Menu, then SMS. Please select a key 7>

|Enab1e SMS [y/n] 7>

2. To enable the SMS feature, enter y (yes) at the prompt.
3. Choose SMS Configuration from the Messaging Menu, then select an option and use the
following guide to make changes.

Table 24  SMS configuration guide

Parameter Description Maximum
SMS From The e-mail address of the sender—for example, support@company.com— 64
typically, the address where replies should be sent. characters
The message will be sent to this list of addresses. The SMS/Text Message
address is usually a 10-digit phone number followed by @ .com (where
SMS Message might be a company name). To add an SMS address, use the format 64

a 1112223333@abc.com. Multiple addresses must be added individually.

Recipients Changes may be made by entering d to delete an entry or e to edit an entry. characters
NOTE: To specify multiple recipients of the SMS message in the Web interface,
use a semicolon (;) to separate addresses in the SMS To box.
SMS Subiect The subject line of the message. By default, this is the event description—e.g., 120
! AlarmOnBypass—but it may be customized. characters
SMS Customize | The text of the message sent to e-mail recipients. Choose from a list of items to .
Message include in the message. For details, see 6.3 - Customize Messages.
SMTP Server The IP address or domain name of the SMTP e-mail server that sends messages. .
characters
Port SMTP server port—typically the default port, 25. —

After saving changes to SMS parameters, send a test SMS message to verify the

Test SMS settings are correct. The message status will be displayed. -
View Test Choose this option to display a log showing the results of test messages —
SMS Log File )

@ Web Interface
To access SMS Configuration through the Web interface:

+ Click on the Configure tab, then SMS in the left panel and finally Edit in the right panel. After
making changes, click Save.

Configure tab
. it
EMERSON

monitor | control | configure | event log | suppart

[QLiebert’

Agent Information: Messaging >> Short Message Service (SMS):
SNMP_Test

Parameter [Description

/SMS From [Sender's email address.

In most cases this will be the email address of the person to whom replies should be sent. For

xample Support@company ¢ Edt
MS Text Message address of the recipients. Usually a 10-digit phone number followed by 1
com For example 11 m

Multiple SMS addresses should be separated by a semicolon (")

Note: The maximum length for a SMS address entry is 64 characters
Subject Subject of the message. This value will default to the event description

The subject line is customizable

SR Fully qualiied domain name or [P address of the server used for relaying SMS messages
Note 1: The maximum length for this entry is 32 characters

Note 2: If using a server name you must configure a DNS senver under IP Settings

SMS Port SMITP servr port
gement Protocol

Note: Typically the defaut of 25 should be used

Test (Clicking on this button will send a Test SMS message after new configuration changes have taken
effect. Status of the SMS message vil be displayed

SMS From:

SMS To:
separate

addresses with
semicolons (")

Event

Custom
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6.3

Customize Messages

Both e-mail and SMS text messages may be 1P Address
customized to include items such as the IP address or Eg:ﬂjﬁ bate & Time
hostname, event name and a link to the Web card in Name

contact
the body of the message. o S on

@ Terminal Emulation (Serial or TCP/IP
Connection) / Telnet
1. Choose Messaging from the Main Menu, then
Email Configuration (or SMS Configuration).
2. Choose Email (or SMS) Customize Message

Description
web Tink & Port
Event Consolidation

W>OWRENAOAUVTAWN R

Consolidation Event

<ESC>:
Please select a key ?>

Email/SMS Customize Message Menu

Consolidation Time Limit (seconds) 60

Cancel menu Tevel

'enabled’
'enabled’
'disabled’
'enabled’
'enabled’
'enabled’
'enabled’
'disab]ed'
'enabled'

Limit

from the Configuration menu.
3. Choose an option from the Email (or SMS) Customize Message Menu, then enter y (yes) at the

prompt to confirm your choice. Repeat for each item to be included in messages. Refer to the

following guidelines to make changes:

Table 25 E-mail and SMS message guidelines
Parameter Description—if enabled, outgoing messages will include: Defined in:

IhPo:?ndarr?\ses or The IP Address or Hostname of the Web card 5.1 - Boot/IP Settings
Event Description of the SNMP event 9.0 - Support Information
Event Date & Time | The date & time when the SNMP event occurred —
Name The name for the Liebert unit
Contact The contact person or department 4.0 - Equipment
Location The location of the Liebert unit Information
Description Other information about the Liebert unit
Web Link A clickable link to the Web card through the Web interface 5.1 - Boot/IP Settings
& Port The port number of the S.MT.P server port - 6.1 - E-Mail Configuration
Event o Enable or disable consolidation of events for e-mail/SMS 6.2 - SMS Configuration
Consolidation notification
C_onsol_id?tion Dura}tior] (in sec_o_nds_) to qonsolidate events.before sendjng a Message Consolidation
Time Limit notification. Notification will bg sgnt when this threshold is Time Limit on page 45
(seconds) reached, regardless of event limit. Range: 10 to 120.

I Number of events to consolidate before sending a notification. I
g\c/)::to II_'idr:itt'on Notification wil! be §ent when this threshold is rgached, .“Af::?_?;lf g:s:algi:t‘tlgn

regardless of time limit. Range: 1 to 50.

@ Web Interface

To access Customize Message settings through the Web interface:
+ Click on the Configure tab, then Customize Messages in the left panel and finally Edit in the
right panel. Choose the items to include in each type of message in the Email and SMS columns.

+ After making changes, click Save.

Configure tab

Customize
Message

&
EMERSON

Edit
included in the Email or SMS message
Email smMs

Message Consolidation Time Limit

Message Consolidation Time Limit allows adjusting the duration the card will wait for additional
events before sending a notification E-mail. Consolidation event limit allows adjusting the number of
events each E-mail will contain.
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7.0

FACTORY SETTINGS

71

o1 ] @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet Factory Settings wenu

The Factory Settings menu allows you to restore factory default settings and offers other options that
may vary by the Liebert unit where the card is installed. Refer to the following sections for details:

+ 7.1 - Reset to Factory Defaults *
+ 7.2 - Advanced Communication Settings *
+ 7.3 - Agent Event Log *
* 7.4 - Support Information *
+ 7.5 - Realtime Information *
+ 7.6 - Task Stack Usage *
* Units with IS-WEBL, IS-WEBX, IS-IPBMX, IS-IPBML, IS-WEBS, IS-IPBMS Cards Only

Reset to Factory Defaults
Factory default values may be restored for all configuration settings. This step:

* Replaces all user-defined settings described in this manual (see 3.0 - Configuration Overview
through 6.0 - Messaging)

* Restores DHCP service, the factory default, replacing a static IP address or hostname, if
configured during installation (see 2.0 - Installation)

To restore the factory default settings: 1: Reset to Factory Defaults
2: Agent card Information

1. Choose Factory Settings from the Main Menu, then choose Reset | _csc.: cancel menu Tevel
to Factory Defaults.

|Reset to factory Defaults? [y/n] 7> |

Please select a key 7>

2. Enter y (yes) at the prompt to confirm your choice. To cancel, enter n (no).
3. A message appears until the process is complete.

|Resett1ng card to factory defau1ts...|

@ Web Interface

To restore the factory default settings through the Web interface:

+ Click on the Configure tab, then Factory Defaults in the left panel and finally Reset to
Factory Defaults in the right panel.

Configure tab
&
EME:SON
Reset
to Factory
Defaults
Factory

Defaults 5
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7.2

7.21

B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To access local node settings:

Advanced Communication Settings

The Advanced Communication Settings menu offers the following options:

+ 7.2.1 - Local Node Settings for Multiple Cards
+ 7.2.2 - Managed Device Settings

+ 7.2.3 - Router Settings

Local Node Settings for Multiple Cards

If you install two Liebert IntelliSlot cards of the same type—two
Web cards or two 485 cards—in a Liebert unit, you will need to
change the default address of one card. Each type of card has a
default MAC address and Node ID, as shown in Table 26.

Factory Settings Menu

1: Advanced Communication
Settings
2: Reset to Factory Defaults

<ESC>: Cancel menu Tevel
Please select a key 7>

Table 26 Factory default addresses
Type of Liebert Default Default
IntelliSlot Card MAC Address Node ID
Web card 0x01 1
485 card 0x02 2

1. Choose Factory Settings from the Main Menu.
2. Choose Advanced Communication Settings from the Factory

Settings Menu.

3. Choose Local Node Settings from the Advanced

Communication Settings Menu.
4. Choose Node ID from the Local Node Settings Menu, then use the following guide and Table 26

to make changes.

Advanced Communication Settings
Menu

1: Local Node Settings

2: Managed Device Settings

3: Reset to Default

<ESC>: Cancel menu level
Please select a key 7>

Local Node Settings Menu

1: Node ID: 1

2: Communication Rate: 38400
3: Maximum Master Address: 3
4: Maximum Retry Count: 5
5: Retry Interval(sec): 5

<ESC>: Cancel menu level
Please select a key 7>

If the Liebert unit has two Liebert IntelliSlot cards of the same type—Web or 485—change the

address of one card:

* The default address for a Web card is 1. Set the address of the second Web card to 2.
* The default address for a 485 card is 2. Set the address of the second 485 card to 1.
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7.2.2 Managed Device Settings

Units with IS-WEBL, IS-WEBX, IS-IPBMX, IS-IPBML, IS-WEBS, Factory Settings Menu
IS-IPBMS CardsOnly et

: Advanced Communication

. . . . Setti
Use the Managed Device Settings menu for connection settings for . Agenl"gient Log

1
2
Liebert units with IS-WEBL, IS-WEBX, IS-IPBMX, IS-IPBML, Zf 2‘:;;5&%5%?3;{1 ggfauns
IS-WEBS or IS-IPBMS cards (see Table 1). 5:

: Realtime Information
6: Task Stack Usage

| @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet | <E5©>: Cancel menu level

Please select a key 7>

To specify connection settings for these units:

1. Choose Factory Settings from the Main Menu. advanced Communication settings
2. Chogse Advanced Communication Settings from the Factory 1 Local node settings T
Settings Menu. 2: Managed Device Settings
. . 3: Router Settings
3. Choose Managed Device Settings from the Advanced 4: Reset to Default
Communication Settings Menu. <ESC>: cancel menu Tevel
4. Choose LAN Type from the Local Node Settings Menu, then Please select a key 7>
specify which communication port the card will use:
+ Choose MS/TP for 485 communications using the Liebert Managed Device Settings Menu
IntelliSlot 485 connection port. 1: session Timeout(sec): 60
. . . 2: LAN Type: MS/TP
* Choose BN/IP for Ethernet communications using the 3: Network Number: 0

4: Node ID: 5
<ESC>: Cancel menu Tevel

Ethernet RJ45 connection port.

5. Choose Network Number from the Local Node Settings Menu,
then specify the number of the network the card is connected to.

6. Choose Node ID from the Local Node Settings Menu, then specify the ID number of the server
the card is communicating with.

7.2.3 Router Settings

Units with IS-WEBL, IS-WEBX, IS-IPBMX, IS-IPBML, IS-WEBS, Factory Settings Menu
IS-IPBMS CardsOnly —feemeemmeet

1: Advanced Communication
Settings

2: Agent Event Log

3: Reset to Factory Defaults

4: support Information

5

6

Please select a key ?>

Use this menu to change router settings for Liebert units with
IS-WEBL, IS-IPBML, IS-WEBS or IS-IPBMS cards (see Table 1).

: Realtime Information
: Task Stack Usage

B8 L Terminal Emulation (Serial or TCP/IP Connection) / Telnet
<ESC>: Cancel menu Tevel

To specify router settings for these units: Please select a key ?>

1. Choose Factory Settings from the Main Menu.
Advanced Communication Settings

2. Choose Advanced Communication Settings from the Factory | meny
Settings Menu.

1: Local Node Settings

3. Choose Router Settings from the Advanced Communication % "ggs%gﬁdsgi\gﬁsssetﬁ ngs
Settings Menu. 4: Reset to Default

4. Choose Router Enabled, then turn the Protocol IP router on or | <ESC>: Cancel menu Tevel
off by choosing: Please select a key 7>

* Yes to turn the router On (enable). :
* No to turn the router Off (disable). Router Settings Menu_

5. Choose 485 Network Number, then specify the appropriate 1: Bouter Enabled: ves o1

number. 3: IP Network Number: 1000
<ESC>: Cancel menu Tevel

6. Choose IP Network Number, then specify the appropriate
Please select a key 7>

number.
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7.3 Agent Event Log

Units with IS-WEBL, IS-WEBX, IS-IPBMX, IS-IPBML, IS-WEBS,
IS-TPBMS Cards Only

Use this menu to enable or disable the event log for Liebert units
with IS-WEBL, IS-IPBML, IS-WEBS or IS-IPBMS cards (see
Table 1).

B8 {) Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To enable or disable the event log for these units:

1. Choose Factory Settings from the Main Menu.
2. Choose Agent Event Log from the Factory Settings Menu.

3. Choose Agent Card Log from the Advanced Communication
Settings Menu, then choose:

+ Enabled to activate the event log.
* Disabled to deactivate the event log.

7.4 Support Information
Units with IS-WEBL, IS-IPBML, IS-WEBS, IS-IPBMS Cards Only

Use this menu to display support information for Liebert units with
IS-WEBL, IS-IPBML, IS-WEBS or IS-IPBMS cards (see Table 1).

B £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To view Web card information for these units:

Factory Settings Menu

1: Advanced Communication
Settings

2: Agent Event Log

3: Reset to Factory Defaults

4: support Information

5: Realtime Information

6: Task Stack Usage

<ESC>: Cancel menu Tevel
Please select a key 7>

Agent Event Log Menu

1: Agent Card Log: disabled
<ESC>: Cancel menu Tevel
Please select a key 7>

Factory Settings Menu

1: Advanced Communication
Settings

2: Agent Event Log

3: Reset to Factory Defaults

4: support Information

5: Realtime Information

6: Task Stack Usage

<ESC>: Cancel menu Tevel

Please select a key ?>

1. Choose Factory Settings from the Main Menu, then choose Support Information.
2. The Web card information appears, as shown in the following example. Press the Enter key to

return to the previous menu.

MAC Address 00-00-68-18-8E-27
Network card Model 1Intellislot web card
Network Card Part # IS-WEBCARD

Manufacture Date
Serial Number
Boot Version
Boot Label

App Version

App Label
Hardware Vversion
CPU Speed

Flash Usage

GDD Version

FDM Version

0oipl

0ID2

Hit Enter to Exit

MAY 10,2008
416791G704T2008MAY100143
0.000.0

IS-WEBX_HID7_0.000.0_43860
3.410.0
IS-WEBX_HID7_3.410.0_047539
7

50 MHz

6367 out Of 8388 KByte

1
2014
2

10
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7.5 Realtime Information

Units with IS-WEBL, IS-WEBX, IS-IPBMX, IS-IPBML, IS-WEBS, Factory Settings Menu
IS-IPBMS CardsOnly | emmemmemeeeot

: Advanced Communication

Use this menu to display realtime information for Liebert units with | 5. ig;ﬁ;”gient Log

1
2

IS-WEBL, IS-IPBML, IS-WEBS or IS-IPBMS cards (see Table 1). Z: Reset to Factory Defaults
5

: Support Information
: Realtime Information

B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet | ©: Task stack usage

<ESC>: Cancel menu Tevel
To view realtime information for these units: Please select a key 7>

1. Choose Factory Settings from the Main Menu, then choose
Realtime Information.

2. The information appears, as shown in the example at right. Tb 5 2000 14:11:20 <tors

Press the Enter key to return to the previous menu. System Running Time: 3 Hour
42 Minute 48 Second

Flash Usage: 27%

Heap Usage: 18%

CPU Usage: 59%

Realtime Information

7.6 Task Stack Usage
Units with IS-WEBL, IS-IPBML, IS-WEBS, IS-IPBMS Cards Only

Use this menu to display task stack usage for Liebert units with
IS-WEBL, IS-IPBML, IS-WEBS or IS-IPBMS cards (see Table 1)
: Realtime Information

B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet
6: Task Stack Usage

To view task stack usage information for these units: <ESC>: cancel menu Tevel
Please select a key 7>

Factory Settings Menu

1: Advanced Communication
Settings

2: Agent Event Log

3: Reset to Factory Defaults

g: Support Information

1. Choose Factory Settings from the Main Menu, then choose
Task Stack Usage.

———————— TASK STACK USAGE--------

2. The information appears, as shown in the example at right. Interrupt stack,76%
Press the Enter key to return to the previous menu. qnax_1dle_task, 66%

Timer Task,12%

System watchdog,47%
Service Port Manager,47%
HTTP Server,22%
Enp2ClientProcess,41%
Agent Log Server,43%
velocity Startup Task,21%
Email Client,33%

SMS Client,33%

Telnet Task,55%

Telnet Server,29%
TCP/IP,27%

DNS Resolver,29%
TimeSync Startup,33%
workItemTask_101,33%
E2Cachemgr,11%

Device EventLog Task,2%
SNMP Agent, 8%

Service Port Manager,58%
Service Terminal,26%

Hit Enter to Exit
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8.0 MONITOR AND CONTROL FUNCTIONS - WEB ONLY

@ Web Interface Only

The Web interface allows you to monitor and control the Liebert equipment where the Web card is
installed, in addition to configuration capabilities presented in previous sections.

8.1  Monitoring Liebert Equipment
To view monitoring data through the Web interface:

* Open the Web interface (if needed, see 3.5 - Open the Web Interface).
* Click on the Monitor tab if needed. This is always the opening view after connecting to the Web
interface, as shown in the following example.

Monitor tab
x4 v :
EMERSON ) Liebert.
Network er monitor | configure | event log | support details
NXL Information: FrCer s
. UPS SITE VHSA

Equipment

Information e

Device System Status: Evpn 3 o :NZ":
Status MNormal Operation EBFE
puT ; . 31?1".:".}1‘
Monitor Categories: — NLE(:JEND
18/ NXL Mg;g:ml
W Active Alarms #hsent
—Unknown
Iniet i Temp 25 °CY 770 °F
Monitor
Categories
Click to view
in right panel

* The top portion of the left panel displays information that appears on all pages:
+ Equipment Information - name, contact, location and description of the Liebert unit (as
defined in 4.0 - Equipment Information)
+ Device Status - current status of the Liebert unit and whether any alarms are active (if so,
the most recent alarm is listed)
* Monitor Categories appear at bottom left, organized with folder icons and showing the
available Monitoring functions.
* Click on a category to view parametric data in the right panel. The example above shows a
graphic representation of the current state of a Liebert UPS. Other categories show data in table
format. The information will vary according to the type of Liebert unit.

NOTE
If any alarms are currently active, they are listed below the graphic in the opening window.
Click on the Active Alarms category to view more details about any alarms that are active.
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8.2

Controlling Liebert Equipment
To perform Control operations through the Web interface:
* Open the Web interface (if needed, see 3.5 - Open the Web Interface).

+ Click on the Control tab, as shown in the following example.

/2 Emerson Network Power IntelliSlot Web Card - Windows Internet Explorer
&)~ [l sz san s =142 % [eoose

—iofx]
e

| Fle Edt Vew Favortes Took Hep

Control tab K ok E:rsnn Network Power Intelisiot Web Card | | J [ RS R R AR A
* L Liebert.

EMERSON

monitor control support

configure

Control Operations:

Agent Information:
Data Ro S

Command Description

\Abort Commands

Halt execution of pending commands.

[Alam Silence  [Temporarily silence the audible alarm
Output Tum the output of the UPS On or OF and transfer either the bypass or inverter ta the output.
Statistics Reset statistics.
Tests Initiate diagnostic tests

Control

Operations

Click to view in
right panel

+ Control Operations categories appear at bottom left, organized with folder icons and showing
the available Control functions. Clicking on a category changes the view in the right panel. The
example above shows the summary page.

The following guide is a partial list of Control operations—these vary by the type of Liebert unit.

Table 27  Control operations parameters—functions vary by Liebert unit

Command

Description

Abort Commands

Prevent any pending commands from being completed.

Alarm Silence / Alarms

Temporarily silence an audible alarm that is active. Reset or acknowledge alarms

Output / System

Turn the Liebert unit On or Off; reboot the unit.

Statistics

Reset statistics—for example, battery or power statistics

Tests

Initiate diagnostic tests on the Liebert unit.

Setpoints

Change setpoints for the Liebert unit.

* To perform an operation,

click on a Control Operations category at left, then click on the

appropriate button in the right panel. The example below shows control operations for two Liebert

units.

&
EMERSON

Network Powe monitor | control
Agent Information: @ eiyniCmia

Liebert

[ Liebert.

configure

Data Room UPS

Bldg Command

Description

GXT2U

Supp [Tum Output ON

Click the button to take this action

1921 Turn Output OFF

Click the button to take this action

Reboot

example

Device Statu
Load Protecte
No Alarm:

Click the button to turn output OFF then back ON

Note: This is often useful to reset connected loads.

Control Operations:
i Summary
= Abort C

Tum Output OFF aher a delay of
Turm Output ON after a delay of

“Turn Output OFF" immediately then “Tum Output ON" after a delay of 10 seconds Reboot

Turn Output OFF
Tum Output ON

—
—

seconds [0 to 300]
seconds [0 to 300].

&
EMERSON

[ Liebert’

monitor control configure support

Device Other Settings:

Device Identification:

Liebert Uninitaized =
DS (Al [The setpoints supported by your device are listed below. Make the necessary changes and press
the ‘Save’ button when finished-
example s
Note: After pressing ‘Save'. some setpoints may not update immediately. depending upan your unit
type. IF a setpoint fails to update, wait 30 seconds, and refiesh the page. I the setpoint il fails to
update or does not update correctly, you may have entered  value that is either invald or aut of
bounds for your unit.
Setpoint Value
Control Operations:
& summary Termperature Setpoint 20 °c
SetpOI nts —, Humidity Setpoint 500 RH%
Temperature Proportional Band 20 K
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Event Log

NOTE

Q For Liebert units with IS-WEBL, IS-IPBML, IS-WEBS, IS-IPBMS, IS-WEBX or IS-IPBMX
cards (see Table 1), the Web interface has a Data/Logs tab instead of the Event Log tab. For
details, refer to 8.4 - Data/Logs Tab (Units with IS-WEBL, IS-IPBML, IS-WEBS,
IS-IPBMS Cards Only).

The Event Log tab allows viewing events stored in the Web card’s history. This history is gathered
only when the Web card is installed and communicating properly with the device. The history is
stored in descending chronological order; Page 1 Item 1 contains the most recent event.

The list of events includes:

1. The time and date of the event—This is either the local time and date (if the network time
synchronization is working properly) or the time-delta from when the card was first powered on (if
no network time synchronization has taken place).

2. The event ID—This is the index number given to events since the start of the history.
3. The event text—Text stating the type of event and how the card reacted.

Event Log Controls

<<-: Scroll directly to Page 1 of the history (most recent events)
<-:  Scroll left one page in the history

->:  Scroll right one page in the history

->>: Scroll directly to the last page of the history (oldest events)

Download Links
The Agent Event Log at the top of the page includes two links, (.txt) and (.csv).

+ The txt link will download the entire event history in unformatted text.
* The csv link will download the entire event history in comma-separated format, which can then
be imported into an application such as Microsoft Excel®.
Event Log tab

Scroll through Download
Event Log links

&
EMERSON

@JLiebert'

monitor control event log . support

Agent Information: Agent Event Log (.txt) {.csv): Updated: June 24, 2008 09:55:13AM

SNMP_Test

Page 1 0f1

8.0.25
192.168.0.25 Event

Time

Device Status: 0:00:34 (SysUpTime) > Sent SNMP Trap IgpSysEventNotifications:Message:System Return to
Load Protected: T yslp ! Mormal to Trap Recipient List

Mo Alarms Present Sent SNMP Trap IgpSysEventNotifications:lgpSysNormal to Trap
Recipient List

0:00:34 (Sy=sUpTime) 1
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8.4 Data/Logs Tab (Units with IS-WEBL, IS-IPBML, IS-WEBS, IS-IPBMS Cards Only)
The Data/Logs tab offers the following features for Liebert units with IS-WEBL cards (see Table 1).
Table 28 Data/Logs tab features (Units with IS-WEBL Cards Only)

Feature Description For details, see:

8.4.1 - Downloads (Units with

Event logs, data logs and other files that may be

Downloads : . IS-WEBL, IS-IPBML, IS-WEBS,
downloaded from the Liebert unit IS-IPBMS Cards Only)
8.4.2 - Event Log Agent (Units
Agent Log of events for the card with IS-WEBL, IS-IPBML,

IS-WEBS, IS-IPBMS Cards
Only)

8.4.3 - Events and Parameters
(Units with IS-WEBL,
IS-IPBML, IS-WEBS, IS-IPBMS

SNMP Capabilities | Events and parameters available for this Liebert unit

Cards Only)
To view this list of features:
* Click on the Data/Logs tab at the top of the window.
* Click on Summary in the left panel.
Data/Logs tab
&

EMERSON. v

monitor control configure

Liebert.

support
Device ldentification: ST
Liebert APM

TAS Lab Cateqory
APM Web Demo Downloads Downloadable event/data logs and other files residing in the device.
126.4.203.224

Description

Event Logs Viewable agent card event log.
SNMP Capabilities List of supported SNMP Events and Parameters.

Summary
Device Status:
MNormal Operation

B Agent

B SNMP Capabilities
B Even
B Parameters
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8.4.1 Downloads (Units with IS-WEBL, IS-IPBML, IS-WEBS, IS-IPBMS Cards Only)
You may download event logs, data logs and other files stored in the Liebert unit.
To download or view a file:

* Click on the Data/Logs tab at the top of the window.

+ Click on Downloads in the left panel.

* Downloadable files are listed as hyperlinks in the right panel in three categories: Event logs, Data
logs and Other files.

+ Click on a link to open the File Download dialog box, then click Save to download the file (or
Open to view it). To complete the download, specify the file name and location where you wish to
save it.

Data/Logs tab

&
EMERSON.

Liebert.

Netwaork Po

monitor control configure
Downloads: Updated: June 8, 2011 02:07:43PM

support

Device ldentification:
Liebert APM

TAS Lab

APM Web Demo
126.4.203.224 + Event logs

Please click to download or open a file.

Mo downloadable file available at this time.

+ Data logs
Downloads |[BLEEIEERIEIUES
MNormal Operation Mo downloadable file available at this time.
« Other files
Datall ogs: [Device-File/ComboBox xml ) .
[Device-File/NITIA~1 XML Click on a link to
[Device-File/MNxr xml 4« download a file

/Device-File/NXrMultWordObjs xml
B Agent [Device-File/savedDevice xml

B SNMP Capabilities
B Events —
B Parameters File Download

Do you want to open or save this file?

- Name: ComboBox.xml
E

Type: XML Document, 14.9KB
From: apmwebdemo.liebert.com

Open ][ Save ]l Cancel |

A

Save to download |
the file |@ While files from the Intemet can be useful, some files can potentially

ham your computer.  you do not trust the source, do not open or
save this file. What's the risk?

55 Liebert® IntelliSlot® Web Cards



Monitor and Control Functions - Web Only

8.4.2 Event Log Agent (Units with IS-WEBL, IS-IPBML, IS-WEBS, IS-IPBMS Cards Only)

The Event Log Agent allows viewing events stored in the Web card’s history. This history is gathered
only when the Web card is installed and communicating properly with the device. The history is
stored in descending chronological order; Page 1 Item 1 contains the most recent event.

The list of events includes:

1. The time and date of the event—This is either the local time and date (if the network time
synchronization is working properly) or the time-delta from when the card was first powered on (if
no network time synchronization has taken place).

2. The event ID—This is the index number given to events since the start of the history.
3. The event text—Text stating the type of event and how the card reacted.

Event Log Controls

<<-: Scroll directly to Page 1 of the history (most recent events)
<-:  Scroll left one page in the history

->:  Scroll right one page in the history

->>: Scroll directly to the last page of the history (oldest events)

Download Links

The Agent Event Log at the top of the page includes two links, (.txt) and (.csv).

* The txt link will download the entire event history in unformatted text.

* The csv link will download the entire event history in comma-separated format, which can then
be imported into an application such as Microsoft Excel.

To view this data:

*+ Click on the Data/Logs tab at the top of the window.
* Click on Agent in the left panel under Event Log.

Scroll through Download Data/Logs tab
£ Event Log links
EMERSON. -
Network Power monitor control configure || dataflogs | support L|Ebert

Deichtde b ation: Agent Event Log (.txt) (.csv): Updated: October 7, 2009 11:15:3TAM

Uninitialized

U::::t::l:;&d <<-|dPage1 ufssﬂ ->>| Refresh |)
Uninitialized

126.4.100.78 |

Time | 1D | Event

Sent SNMP Trap lgpSy=Eventotificationz:Mez=age:Firmware Update
Successful to Trap Recipient List
Sent SNMP Trap
Device Status: Oct 6 2009 09:51:00(EDT) 4478 ||lgpAgentEventNotifications:lgpAgentFirmwarsUpdateSuccessful to Trap
Agent Normal Operation Recipient List
£ e e i Sent SHMP Trap IgpSysEventNotifications:Meszage:Device
454 T} 4475 Sy s =
‘Odz b T ‘ ! ‘Communlcatlon Lost to Trap Recipient List

‘Oc‘té 2009 09:51:00(EDT) ‘ 4477

Sent SNMP Trap
Oct 2 2009 16:45:40(EDT) 4474 ||lgpAgentEventNotifications:lgpAgentDeviceCommunicationLest to Trap
Datall ogs: Recipient List

I8 Summary

Sent SNMP Trap
Oct 2 2009 13:12:56(EDT) 4473 ||lgpEventConditionEntryAdded:lgpConditionChilledVWaterOverTemperature
tc Trap Recipient List

Sent SHMP Trap IgpSysEventNotifications:Active:Alarm: Supply Chilled
Water Over Temp to Trap Recipient List

Sent SNMP Trap

Sep 30 2009 10:16:28(EDT) 4471 ||lgpEventConditionEntryAdded:igpConditionHighHumidityReturnAir to Trap
Recipient List

@ Events ‘0012200313:12:56.;ED‘-] ‘ 4472 ‘
i Parameters

Sent SHMP Trap IgpSysEventNotifications: Active:Alarm: High Return
Humidity te Trap Recipient List

Sent SNMP Trap

Sep 30 2009 08:51:06(EDT) 448% ||lgpEventConditionEntryAdded:lgpConditionHighHumidityReturnAir to Trap
Recipient List

Sep 30 2008 10:16:26(EDT) ‘ 4470 ‘

Sent SHMP Trap IgpSysEventNotifications: Active:Alarm: High Return
Humidity te Trap Recipient List

Sep 30 2009 08:51:08(EDT) ‘ 4483
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8.4.3 Events and Parameters (Units with IS-WEBL, IS-IPBML, IS-WEBS, IS-IPBMS Cards Only)

You may view a list of all supported SNMP events and parameters for the Liebert equipment through
the Web interface.

To view this data:

* Click on the Data/Logs tab at the top of the window.
* Click on Events (or Parameters) in the left panel under SNMP Capabilities.
* The events or parameters are listed in the right panel. The example below shows a list of Events.
Data/Logs tab
&
EMERSON.

Network Po

Liebert.

monitor control configure

SNMP Events:

support

Device Identification:
Uninitialized [SNMPF Events]
Uninitialized coldStart,1.3.6.1.6.3.1.1.5.1

Uninitialized lgpAgentDeviceCommunicationLost,1.3.6.1.4.1.476.1.42.2.3.0.1 A -
126.4.100.78 lgpAgentFirmwareUpdateSuccessful1.3.6.1.4.1.476.1.42.2.3.0.5 Listing in
IgpAgentFirmwareCorrupt,1.3.6.1.4.1.476.142.2.3.0.6 4 right panel

lgpAgentHeartbeat.1.3.6.1.4.1.476.14223.07
lgpAgentDnsLookupFailure 1.3.6.1.4.1.476.142.23.08
lgpConditionCompressoriLowSuctionPressure 1.3.6.1.4.1.476.1.42.3.2.1.101
Device Status: lgpConditionStandbyGlycoolPumpOn 13614 1476 14232113

Mormal Operation lgpConditionCompPumpDownFailure.1.3.6.1.4.1.476.1.42.3.2.1.130
Events (Ol' IgpConditionChilledWaterLowVVaterFlow,1.3.6.1.4.1.476.1.42.3.2.1.131
Parameters) IgpConditionHumidifierRunHrsExceeded,1.3.6.1.4.1.476.1.42.3.2.1.134.10

lgpConditionDehumidiferRunHrsExceeded 1.3.6.1.4.1.476.1.42.3.2.1.134.11
lgpConditionFanRunHrsExceeded,1.3.6.1.4.1.476.1.42.3.2.1.134 12
lgpConditionComp1RunHrsExceeded. 1.3.6.1.4.1.476.1.42.321.134.2
lgpConditionElectricalHeater1RunHrsExceeded, 1.3.6.1.4.1.476.1.42.3.21.134 .5
lgpConditionUnitOn.1.3.6.1.4.1.476.1.42.3.2.1.136
lgpConditionUnitOff,1.3.6.1.4.1.476.1.42.3.2.1.137
lgpCondition\WaterUnderFloor,1.3.6.1.4.1.476.1.42.3.2.1.14
lgpConditionSystemOnStanby,1.3.6.1.4.1.476.1.42.3.2.1.140
lgpConditionHighTemperatureSupplyAir, 1.3.6.1.4.1.476.1.42.3.2.1.142.10 e
lgpConditionHighTemperatureReturnAir 1.3.6.1.4.1.476.1.42.3.2.1.142. 11
lgpConditionHighTemperatureDigitalScroll1,1.3.6.1.4.1.476.1.42.3.2 1,142 2
lgpConditionLowTemperatureSupplyAir, 1.3.6.1.4.1.476.1.42.3.2.1.143.7
lgpConditionHighHumidityReturnAir,1.3.6.1.4.1.476.1.42.3.2.1.144.2
lgpConditionLowHumidityReturnAir,1.3.6.1.4.1.476.1.42.32.1.145.2
lgpConditionPeerNetworkMoMaster,1.3.6.1.4.1.476.1.42.3.2.1.146

Data/l ogs:

I8 Summary
@ Event Log
B Agent

B Parameters
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9.0 SuUPPORT INFORMATION

Support data includes identifying information for the Web card, as well as events and parameters
available for the Liebert equipment.

9.1 View Web Card Information

Identifying information for the Web card may be viewed through any interface and includes the MAC
address, model and part number, serial number and firmware version.

Factory Settings Menu

1: Reset to Factory Defaults
2: Agent card Information

o1 | @ Terminal Emulation (Serial or TCP/IP Connection) / Telnet
To view Web card information:

1. Choose Factory Settings from the Main Menu, then choose Agent
Card Information.

<ESC>: Cancel menu Tlevel

Please select a key ?>

2. The Web card information appears, as shown in the following
example. Press the Enter key to return to the previous menu.

MAC Address 00-00-68-16-82-C1
Network Card Model 1Intellislot web cCard
Network Card Part # OCWEBCARD

Manufacture Date APR 28,2004

Serial Number 416701G105T2004APR280074

Boot Version 2.300.0

Boot Label OCWEBCARD_HID3_2.300.0_034380
App Version 2.300.0

App Label OCWEBCARD_HID3_2.300.0_035191
Hardware Version

CPU Speed 50 MHz

Flash Usage 4327 out of 8388 KByte

Hit Enter to Exit

@ Web Interface
To view Web card information through the Web interface:

+ Click on the Support tab, then Summary in the left panel. The Web card information appears in
the right panel.

Support tab 1
&
EMERSON
Netw er monitor control configure | support
Agent Information: e
Item Value
System Name Data Room UPS
Location Bldg 2. Floor 4
T . Description Supports Sener02
LIStlng In Contact Network Svcs x100
r|ght pane| Wanufacturer Liebert Corporation
\Agent Model IntelliSlot Web Card
\Agent Part Number 'OCWEBCARD
Summary o |Agent App Firmmare Version 2 300 0

8 Summary

[Agent App Firmware Label

OCWEBCARD_HID3_2.300.0_035191

[Agent Boot Firmware Version

12.300.0

[Agent Boot Fimmware Label

OCWEBCARD_HID3_2.300.0_034380

[Agent Hardware ID

3

[Agent Serial Number

1416701G105T2004APR280074

[Agent Manufacture Date

APR 28 2004

\Agent Ethemet MAC Address

00-00-68-16-62-C1

Device Model

GXT2-700RT120

Device Firmware Version

GXT2MR10

Device Serial Number

0031300060AF011

Device Manufacture Date

08NOV00

Manufacturer support

Liebert com
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9.2 Events and Parameters

You may view a list of all supported events and parameters for the Liebert equipment through any
interface. Depending on the Liebert IntelliSlot Web card, the list might include SNMP and Modbus.

B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To view this data:

* Choose IP Network Settings from the Main Menu.

* Choose Management Protocol, then SNMP
Communications.

SNMP Communications Menu

1: Authentication Traps "no’

2: Display/Modify Communities

3: Display/Modify Trap
Ccommunities

4: Support Information

<ESC>: Cancel menu Tevel
Please select a key 7>

* Choose Support Information from the SNMP

. . . . Support Information Menu
Communications Menu to display the menu at right. °e

. 1: Display Events
The menu dlsplays: 2: Display Parameters
Total Events:

* the number of events Total Parameters: 141
Total Objects: 181
* the number of parameters
<ESC>: Cancel menu level

* the total number of objects (sum of events and parameters) |Please select a key 7>

+ Choose Display Events to view a list of supported events for
the Liebert unit, as shown in the example at right.

Display Events (Example)

AlarmonBypass,1.3.6.1.2.1.33.
These events may vary according to the Liebert unit where the 1.6.3.9

o 1gpAgentDev1cecommun1cat1onLost
card is installed. 1.3.6.1.4

.1.476.1.42.2.3.0.1
Hit any key to continue.

* Choose Display Parameters to view a list of supported
parameters for the Liebert unit, as in the example at right.

Display Parameters (Example)
sysbescr,1.3.6.1.2.1.1.1.0
sysObjectin,1.3.6.1.2.1.1.2.0
Hit any key to continue...

These parameters vary according to the Liebert unit where the
card is installed.

@ Web Interface

R

To view events and parameters through the Web interface:

NOTE
For Liebert units with IS-WEBL cards (see Table 1), these features are available in the Data/

Logs tab of the Web interface. For details, refer to 8.4.3 - Events and Parameters (Units
with IS-WEBL, IS-IPBML, IS-WEBS, IS-IPBMS Cards Only).

Click on the Support tab, then Events (or Parameters) in the left panel. The events or
parameters are listed in the right panel. The example below shows a list of Events.

Support tab 1

4 v
EMERSON .

monitor control

Agent Information:
UPS

Listing in
right panel

Events (or
Parameters)

I Capabilities

SNMP Events:
[SNMP Events]
upsAlarmBatteryBad,1.3.6.

2
upsAlarmBypassBad,1.3.6.1.2.
upsAlarmUpsOutputOf 1.3.6.1.

13
1331,,
21
3
3

3
upsAlarmDiagnosticTestFailed, 1.3.6.1. .1.33.1.6.3.19

upsAlarmOnBattery.1.3.6.1.2.1.33.1.6.3.2
upsAlarmShutdownPending.1.3.6.1.2.1.33.1.6.3.22
upsAlarmTestinProgress,1.3.6.1.2.1.33.1.63.24
upsAlarmLowBattery,.36.1.2.1.3
upsAlarmTempBad,1.3.6.1.2.1.33.1.6.3.5
upsAlarminputBad.1.3.6.121.33.16.3.6
upsAlarmOutputBad.1.36.1.2.1.33.163.7
upsAlarmOutputOverload,1.3.6.1.2.1.33.16.3.8
upsAlarmOnBypass, 1.3.6.1.2.1
IgpAgentDexiceCommunication
lgpConditionOutputToLoadOf. 1
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10.0 BUILDING MANAGEMENT FUNCTIONS (IS-IPBML, IS-IPBMS AND IS-IPBMX
CARDS ONLY)

This information in this section provides details on Modbus IP and BACnet IP functions that apply
only to these cards:

* Liebert IntelliSlot Web Card-IPBML Modbus IP or BACnet IP (IS-IPBML)
* Liebert IntelliSlot Web Card-IPBMS Modbus IP (IS-IPBMS)

For other functions, see the appropriate section in this manual.

10.1 Monitoring Data
@ Web Interface

To view monitoring information through the Web interface:

+ Click on the Monitor tab. The following example shows Device Model Number and Device Status.

Monitor tab
4 v
EMERSOM
monitor configure || dataflogs support ”Ebert
Summary: Updated: February 10, 2010 09:59:1314M

Device Identification:

Uninitiaksod
Uninitiakroed tem Decription

Uninitiakzred Deace Model Blumber BDEU Linkar
126.4.202.131 Divica Status Statlp
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10.2 Management Protocol Menu - Choose Modbus/TCP or BACnet/IP

The Management Protocol menu allows you to enable or disable Modbus/TCP or BACnet/IP and
configure settings for that protocol. Consult your network administrator as needed for these settings.

B8 £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet
To activate Modbus/TCP or BACnet/IP:

1. Choose IP Network Settings from the Main Menu.

2. Choose Management Protocol from the IP Network
Settings Menu.

3. Choose Select Managed Protocol from the Management Protocol Menu, then specify the
protocol and refer to the following sections for more options:

* Modbus/TCP to activate the Modbus TCP server (10.3 - Modbus/TCP Configuration Menu)
+ BACnet/IP to activate the BACnet IP server (10.4 - BACnet/IP Server Menu)

To deactivate a protocol that has been enabled, choose Modbus/TCP or BACnet/IP from the
Management Protocol Menu, then choose Disabled.

@ Web Interface
To activate or deactivate Modbus/TCP or BACnet/IP through the Web interface:

* Click on the Configure tab, Management Protocol in the left panel, then Edit at right.

* Choose a protocol from the Managed Protocol drop-down list—Modbus/TCP or BACnet/IP—to
activate (or choose None to deactivate). After making changes, click Save.

Configure tab

& l
EMERSON

configure

Management Protocol:

Management Protocol Menu

1: select Managed Protocol
<ESC>: cancel menu level
Please select a key ?>

Liebert.

monitor

dataflogs support

|Parameter |Description
ad IManaged Protocol Shows the selected IP-based managed network protocal running in the card
126.4.30.62 which can be changed with the Edit button
IMote: A restart of the system is required before a change will take effect
Configuration Categories: Cancel —_—

1§ Summary

- Equlpmgnt
Information

™ Factory Defaults

™ Firmware Update
| Web
= TFTP

B Network Settings
- DNS

Managed Protocol: | BACnet/IP vI

Mone
Modbus/TCP

Click Edit,
choose a protocol,
then click Save

A

BACne|IP

Management
Protocol
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10.3 Modbus/TCP Configuration Menu Management Protocol Menu
Once Modbus/TCP is activated (as described in Section 10.2), 1 mgﬂgﬂgﬁgﬁ confi guratﬁgﬁb“d
the Manggement Protocol menu displays Modbus/TCP asenabled | .. cancel menu Jevel
and provides access to the Modbus/TCP Configuration menu. Please select a key 7>
The Modbus/TCP Configuration menu allows you to specify Modbus/TCP Configuration Menu
Modbus/TCP protocol settings for the Web card. 1: Modbus/TCP Port 502
2 Moggus write Access d Enabled
B8 {) Terminal Emulation (Serial or TCP/IP Connection) / Telnet |3: Sonparted oaes (1s7 "*® 9855
To access the Modbus/TCP Configuration Menu: SEse>: Cancel geﬂgy1sﬁe‘

1. Choose IP Network Settings from the Main Menu.

2. Choose Management Protocol from the IP Network
Settings Menu.

3. Choose Modbus/TCP Configuration.
4. Choose an option from the Modbus/TCP Configuration menu:

Table 29 Modbus/TCP Configuration Menu options

Feature Description

Modbus/TCP The TCP port used by the Modbus server to listen for Modbus protocol requests and respond to
Port those requests based on the Security Mode setting. The default port is 502.

Allows write operations to be performed via the Modbus protocol if enabled (or prevents write
Modbus Write operations if disabled).

Access Note: This feature has no effect on write operations that may be available from other system
interfaces.

Modbus/TCP

. For detailed instructions, see 10.3.1 - Select Modbus/TCP Security Mode Menu.
Security Mode

Supported Data

List For detailed instructions, see 10.3.2 - Supported Data List - Modbus/IP.

@ Web Interface
To configure Modbus/TCP through the Web interface:

+ Click on the Configure tab, then Modbus/TCP in the left panel under Management Protocol
and finally Edit at right. After making changes, click Save.

Configure

EMERSON

|

vuliyuww | dataflogs sk

Device kentificatorn

Uninitialized
126.4202191

:-Tru$tsd 1P List [The IP agdresses thatare allowed access tote I
| |Security Mode selection i setto Trusted IP List

Edit

Modbus Server: ¥ anablag
ri“‘q‘m";'l‘c"ws Wit coess: 7 enabled < Write Access
v
4 Equipment TCPPart : < TCP Port
Information
= Factory Defaults SecurityLioge [ : 3
i Firmware Update
- wep
= TFIP
W hletwork Settings
= DNS
Modbus/ M Test
TCP = Time(SNTP)
Management
Protocol
W Modbus/TCP

Trusted IPList [ Entry | IP Address I

R
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10.3.1 Select Modbus/TCP Security Mode Menu

The Select Modbus/TCP Security Mode menu is used to
restrict or allow Modbus access to the Web card.

@ Terminal Emulation
(Serial or TCP/IP Connection) / Telnet

1. Choose IP Network Settings from the Main Menu.
2. Choose Management Protocol from the IP Network
Settings Menu, then Modbus/TCP Configuration.
3. Choose Modbus/TCP Security Mode from the
Modbus/TCP Configuration menu.
4. Choose the security mode you wish to use from the
Select Modbus/TCP Security Mode menu:
* Open - allows any IP address to access the card
Web page.
* Same Subnet - allows any IP on the same Subnet
as the card to access the card Web page.
* Trusted IPs - allows a maximum of four IP
addresses to access the card Web page.
5. If the Trusted IP option is selected, you may specify up
to four IP addresses for access to the card Web page.
To do this:
a. Choose Modbus/TCP Trusted IP list from the
Modbus/TCP Configuration menu.
b. To add an address, enter a followed by a space and
the IP address, then press Enter. For example:
a 126.4.230.111
Each entry will be numbered—either 1 or 2, as shown
at right. To make changes:

Management Protocol Menu

1: Modbus/TCP enabled
2: Modbus/TCP Configuration

<ESC>:
Please select a key ?>

Cancel menu Tevel

Modbus/TCP Configuration Menu

1: Modbus/TCP Port 502

2: Modbus write Access Enabled
3: Modbus/TCP Security Mode Open

4: Supported Data List 9539

<ESC>: Cancel menu level

Please select a key 7>

Select Modbus/TCP Security Mode
1. Open

2. Same Subnet

3. Trusted IPs

Select A Mode: 7>

Modbus/TCP Configuration Menu

502

Enabled
Trusted List
9539

1: Modbus/TCP Port

2: Modbus write Access

3: Modbus/TCP Security Mode
4: Supported Data List

5: Modbus/TCP Trusted IP Tist 2

<ESC>: Cancel menu Tlevel
Please select a key ?> 5
: 126.4.100.1

2: 126.4.100.2

3: 126.4.100.3

4: 126.4.100.4

<a>dd <@ XXX« XXX XXX o XXX>
<d>elete <d n> or

<e>dit <@ N XXX.XXX.XXX.XXX>

+ To remove an address, enter d followed by a space and the number of the entry (1 or 2), then

press Enter. For example:
d2

* To edit an address, enter e followed by a space, the number of the entry (1 or 2), a space and

the IP address, then press Enter. For example:
el1126.4.230.111

@ Web Interface

To specify the Modbus/TCP security mode through the Web interface:

* Click on the Configure tab, then Modbus/TCP in the left panel and finally Edit at right. If you
select Trusted IP as the Security Mode option, you may specify up to four IP addresses; click the
Clear button to delete any entry. After making changes, click Save.

Configure
tab &
EMERSON

Device identificatiore
Uninitialized
Uniniialized
Unis ized
1264202191

ModbusTCP:

[Trusted 1P List

(2)«— Edit
Modbus Server: ¥ enableg
Writé ACCeSS:

TCPPort

Configuration Categories:
& summary
i EQuipment
Information
W Factory Defaults
B Firmware Update
- Web
= TFTP

¥ enabled
,—

Security Mode [

TrustedIPList [ Entry |

|The P addresses thatare allowed access tothe M
| Security Mode selection is setto Trusted IF List

-] 4—— Security Mode

B Network Sefings [ J

Modbus/ moone 2 | | o= |
TCP = TimeENTP) 3 | .

-Manaq;men‘ | = [

Protecol =

T ! : )
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10-3-2 Supported Data LiSt - MOdbUS“P Modbus/TCP Conf-igurat-ion Menu
1 1 1st1 1: Modbus/TCP Port 502
Thg Supported Data List displays a listing of 1: Modbus/TCP Port 202 e
device data that may be accessed via the 3: Modbus/TCP Security Mode same Subnet
Modbus/IP protocol. 4: Supported Data List 10404
<ESC>: Cancel menu Tlevel
Terminal Emulation Please select a key 7>

(Serial or TCP/IP Connection) / Telnet

Entry, Register(Num), Data Label, unit, Scale, Access

1. Choose IP Network Settings from the Main 1, 30385(1), System status, , x1, RO
Menu 2, 30386(21), Battery Name (1), , x1, RO
. 3, 384%83, Battery Name g%, s x%, RO
4, 4 , Battery Name , » X1, RO
2. Choose Management Protocol from the IP 5’ 30449(21). Battery Name (43, . xI. RO
Network Settings Menu, then Modbus/TCP 6, 30470(21), Battery Name (5), , x1, RO
C fi . 7, 30491(21), Battery Name (6), , x1, RO
onfiguration. g, ggg%ggg Battery Name g% , x%, RO
. , , Battery Name , » x1, RO
3. Choose Supported Data List. 10, 30554(21), Battery Name (9), , x1, RO
11, 30575(21), Battery Name (10), , x1, RO

4. The listing displays the following details:

* Entry - automatically assigned sequential identification numbers for data points
(1, 2, 3, etc.).

+ Register(Num) - the Modbus input or holding register and number from 1 to 127—for
example, 30385(1)

+ Data Label - user-assigned data point name—e.g., System Status or Battery Name (1)

+ Unit - measurement units for the data point—deg F, deg C, % RH

* Scale - number to use as multiplier for the Modbus value—x10 = multiply by 10

* Access - Read Only (RO) or Write Only (WO)

@ Web Interface

To view the same Supported Data List information through the Web interface:
+ Click on the Data/Logs tab at the top of the window, then Modbus Elements in the left panel.
The data appears in the right panel.
Data/Logs tab

i v
EMERSOMN

Liebert

Evary. Ragrsanplum), Das Label, e, Srake, Aot Tota | Eayben: S0858

1} Yymbas FEatum, ; xi;

L_IStIng in d; JUIDETLdL),; DRLEEEY Sasa Hl
rlght panel 3, 344 Tit, Basoary Huss Wiz ¥
\ 4, JOHIBITLI. Banoa Tapa Wi. E
1 JldEiIl), Battery Hamm (4 ml, B
&, JOETOIIL),; Batbtwcy Ha=am (%), , =1 F
Modbus Datan ogu B Ty A0481033), Baweacy Hasa (€, , wi, K
Elements B Summary 1, MOIIGIY), Bateery Hasa Wi, ¥
- Duirerrsoscts 1 8 181, Banoe Tama Wi« K
w1

A0FTRi3L}, Batfery Naza

H
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10.4 BACnet/IP Server Menu Management Protocol Menu
Once BACnet/IP is activated (as described in Section 10.2), | 3: select Managed Protocol  BACnet/IP

the Management Protocol menu displays BACnet/IP as enabled
and provides access to the BACnet/IP Configuration menu.

The BACnet/IP Server menu allows you to specify BACnet/IP
protocol settings for the Web card.

B8 {) Terminal Emulation (Serial or TCP/IP Connection) / Telnet

To access the BACnet/IP Server Menu: BAChet/IP Server Menu

1. Choose IP Network Settings from the Main Menu.

2. Choose Management Protocol from the IP Network
Settings Menu.

3. Choose BACnet/IP Server.
4. Choose an option from the BACnet/IP Server menu: <ESC>: Cancel menu level

Table 30 BACnet/IP Server Menu options Please select a key 7>

Feature Description

<ESC>: Cancel menu level

Please select a key ?>

1: BACnet Write Access Enabled

2: Device Instance Number 1130000

3: Device Object Name Devicell30000
4: APDU timeout 3000

5: APDU Retries 3

6: Supported Data List Initializing

Allows the BACnet server to write to the managed device.
Note: Checking this feature enables or disables write operations by the BACnet interface only.
Write operations may still be available from other system interfaces.

BACnet Write
Access

Device Instance | Assign an instance number for this device object (0-4194303).

Number Note: A restart of the system is required before a change to this value will take effect.
Device Object ASCII string as name of this device (32 characters maximum).
Name Note: Setting this value to "-" will reset it to the factory default name.

APDU Timeout Timeout in milliseconds for APDU (71-65535 ms).
APDU Retries Retry times for APDU (0-8).

Supported Data
List

For detailed instructions, see 10.4.1 - Supported Data List - BACnet/IP.

@ Web Interface
To configure BACnet/IP through the Web interface:

*+ Click on the Configure tab, then BACnet in the left panel under Management Protocol and
finally Edit at right. After making changes, click Save.

Configure tab

& l
EMERSON

monitor || configure || dataflogs

Device Identification: BACnet IP Protocol Parameters:

Uninitialized
Uninitiahized
Uninitialized
126.4.30.62

Device Instance Number

Assign an instance number for this device

Mote: A restan of the system i required b
effect

ASCII string as name of this device

Device Object Name

S —— Mote: Satting this value to " will reset it tc
Configuration Categories: [APDU Timeout [Timeout in milliseconds for APDU (1-6553%
IE Summary |APDU Retries |Retry times for APDU (0-8)
- Equipment
Information .
™ Factory Defaults Save | Cancel | < Edit, then Save
= Fimmware Update .
B Web Wiite Access W enabled < Write
= " [T7ao000 Access
W Network Settings Desice Instance Number: |1130000
= DNS : Object Name [Device1130000
=- est
m  Time (SNTP) AFPDU Timeout I3UGE
BACnet 5 Management
Protocol APDU Retries |3

- BACnet
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10.4.1 Supported Data List - BACnet/IP

The Supported Data List displays a listing of device data that may be accessed via the BACnet/IP
protocol.

B8 {) Terminal Emulation (Serial or TCP/IP Connection) / Telnet

1. Chqose IP Network Settings from the [gacnet/1p server menu
Main Menu. TTTTmmmmmomemmoo oo
1: BACnet Write Access Enabled
2. Choose Management Protocol from | 2: gevice Iisiance wnber 110000,
the IP Network Settings Menu, then 4: APDU timeout 3000
5: APDU Retries 3
choose BACnet/IP Server. §: supported pata List 97
3. Choose Supported Data List.
4. The listing displays the following details:

+ Entry - automatically assigned
sequen‘glal identification numbers for Entry, Object Id, Object Name, Description
data points (1, 2, 3, etc.). 1, AV-1, 4097_1, System Input RMS A-B (Input)

. . 2, AvV-2, 4099_1, System Input RMS B-C (Input)
* Object ID - the Object ID of the 2 AV-3, 4101_1, System Input RMS C-A (Input)
value being read from the 5
6
7
8

<ESC>: Cancel menu level

Please select a key ?>6

AV-4, 4113_1, System Input RMS Current Phase A (Input)
AV-5, 4114_1, System Input RMS Current Phase B (Input)
equlpment—for exampl‘e, AV-1. AV-7, 4105_1, System Input Frequency (Input)
. Object Name - the ObJect Name of AV-8, 4096_1, System Input RMS A-N (Input)

9, Av-9, 4098_1, System Input RMS B-N (Input)

 AV-6, 4115_1, System Input RMS Current Phase C (Input)

the value being read from the 10, Av-10, 4100_1, System Input RMS C-N (Input?1
: 11, Av-11, 4116_1, System Input Power Factor Phs A (Input)
equipment—e.g., 4097_1. 12, Av-12, 4117_1, System Input Power Factor Phs B (Input)

. C _ L 13, Av-13, 4118_1, System Input Power Factor Phs C (Input)
Descrlptlon the text descrlptlon of 14, Av-24, 4128_1, Bypass Input Voltage RMS A-N (Bypass)

the value being read from the 15, Av-25, 4129_1, Bypass Input Voltage RMS B-N (Bypass)
. 16, Av-26, 4130_1, Bypass Input Voltage RMS C-N (Bypass)
equipment—e.g., System Input RMS 17, Av-27, 4131_1, Bypass Input Frequency (Bypass)

A-B (Input).
@ Web Interface

To view the same Supported Data List information through the Web interface:

*+ Click on the Data/Logs tab at the top of the window, then BACnet Elements in the left panel.
The data appears in the right panel.

Data/Logs tab l
EMERSON -
Netwol v monitor | configure | dataflogs | support I-|Ebert-
Device Identification: EACKAL Elamants:
Uninitialzed Total elemencs: 27
Uninitialized Index, Object Id, Object Name, Description
e . . Uninitialized
Listing in 126.4.30.62 2 sy RMS -3
right panel 2z, sy RMS B-C
\ 3, Sy RMS C-A
4, Sy RMS ¢ A
5, Sy RMS 5
BACnet Data/logs: &, Sy RMS c
Elements Summary 7. sy Ere
- Downloads 3, Sy RMS
. BACnet Elements 5 gv s
’ B
12,
13,
14,
18, RMS B-N (Bypaas)
18, RMS C=N (Bypass)
18, g (Battery)
1%, Cabinet (Battery)
20, ture for Cabinet (Battery)
21, emperature (Battery)
22, ent (Battery)
23, lrvage BM5 R-N (Cutpurt)
24, BM3 B-N (Cutput)
25, RMS C-N (Cutpuct)
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Introduction

APPENDIX A - FIRMWARE UPDATES

AA1

A11

INTRODUCTION

Liebert IntelliSlot cards may be updated to take advantage of the latest release of the firmware with
enhanced features, compatibility with new units or service patches. Upgraded firmware may be
downloaded with a browser, such as Internet Explorer. Emerson® maintains firmware upgrades on
its Web site, www.liebert.com

Emerson manufactures various types of network cards for Liebert products. Before beginning any
upgrade, determine the type of Liebert IntelliSlot card to be upgraded.

This identifying information—the type of card and firmware version currently installed—may be
found in the documentation shipped with the card or by reading the card’s support information
through a terminal emulation, Telnet or Web interface, as described in A.3.2 - Determine the
Liebert IntelliSlot Card Type and Firmware Version.

( : NOTE
Emerson recommends that users read all the instructions prior to attempting a firmware
upgrade.

Overview

The firmware upgrade involves these steps:

Table A1 Overview of the upgrade process

Step For details, see:
1. Decide which interface to use to connect to the A.2 - Connect to the Card - Terminal Emulation, Telnet
Liebert IntelliSlot card or Web Interface

2. Prepare for the upgrade

» Make sure you have everything needed to A.3.1 - Requirements to Update the Liebert IntelliSlot
perform the upgrade Card’s Firmware

» Check the type of card and firmware version A.3.2 - Determine the Liebert IntelliSlot Card Type and
currently installed Firmware Version

» Download the upgrade file from the Liebert A.3.3 - Download the Firmware Upgrade File to the
Web site Computer

A.3.4 - Choose a Method to Install the Firmware

» Decide which method to use for the upgrade Upgrade

3. Follow the step-by-step instructions to upgrade the firmware with the chosen method:
* HTTP (Web) Method A.4 - Updating the Firmware - HTTP (Web) Method

A.5 - Updating the Firmware - TFTP (HyperTerminal,
Telnet, Web) Method

* Xmodem (Serial) Method A.6 - Updating the Firmware - Xmodem (Serial) Method

* TFTP (HyperTerminal, Telnet, Web) Method

A.1.2 Estimated Time to Download the Firmware Upgrade File

The amount of time required to download the firmware upgrade file depends on the upgrade method
used. Refer to Table A2 for estimated times for each method.

Table A2 Estimated Time for downloads

Upgrade Method Expected Speed
HTTP (Web) Method 6-7 minutes
(.bin file) (subject to network traffic)
TFTP (HyperTerminal, Telnet, Web) Method 5-6 minutes
(.bin file) (subject to network traffic)

1st file 2 minutes

Xmodem (Serial) Method

Xmodem 1K 115,200 bps 2ndfile 2 minutes

3rd file  3-5 minutes

A1 Liebert® IntelliSlot® Web Card
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Connect to the Card - Terminal Emulation, Telnet or Web Interface

A.2 CONNECT TO THE CARD - TERMINAL EMULATION, TELNET OR WEB INTERFACE

Upgrading the firmware requires connecting to the card with one of these interfaces.

A.21 @ Open the Terminal Emulation Interface - Serial Connection
To connect to the card using terminal emulation software with a G5
serial connection to the Web card: L Cr——
1. Open a terminal emulation application, such as e
HyperTerminal. Name =
To do this:
* Click the Start button, then Programs, Accessories,
Communications and finally HyperTerminal.
2. In the Connection Description window, enter a name for the
connection—for example, GXT2U—then click OK.
3. In the Connect To window:
* Choose COMS3 from the Connect Using drop-down list.
+ Click OK. COM3 —— i
4. In the COMS3 Properties window, enter the communication
settings shown in Table A3.
Table A3 Communication settings p— .
Baud Rate: | 9600 Buporsont [
Data Bits: | 8 L C—|
Parity: | None Con_nectlon —_ ) |
: settings B —
Stop Bits: | 1 .
Flow Control: | None
Restore Defautts
5. When the message at right appears in the HyperTerminal =
window, press the Enter key.
A.2.2 @ Open the Terminal Emulation Interface - TCP/IP Connection

I 5|

To connect to the card using terminal emulation software with
an Ethernet connection to the Web card: B o comecin
1. Open a terminal emulation application, such as
. Name
HyperTerminal.
To do this:
+ Click the Start button, then Programs, Accessories,
Communications and finally HyperTerminal.
2. In the Connection Description window, enter a name for the e
connection—for example, GXT2U—then click OK. o
3. In the Connect To window: ?:M,w—;w:::s i
* Choose TCP/IP (Winsock) from the Connect Using e |
drop-down list. TCP/IP e —
+ Enter the IP address of the Web card—for example, (Winsock) =
192.168.0.125—in the Host Address box, then click OK.
4. When the message at right appears in the HyperTerminal window, RTCS v2.96.00 Telnet server
press the Enter key. i .
L. Service Port Marjager Active
5. Enter the Administrator username and password (both are case- <Esc> Ends Session

sensitive):

a. Login (username—default is Liebert)
b. Password (default is Liebert)

Login: Liebert
Password:

Tk ddededhd

Liebert® IntelliSlot® Web Card A2




Connect to the Card - Terminal Emulation, Telnet or Web Interface

A.2.3 [0 Open the Telnet Interface
To connect to the card using Telnet:

1. Open a Telnet connection on a computer with an Ethernet connection to the Liebert unit.

To do this: rn 2
* Open a command prompt window—click the Start button, then - 1 therane o e progan e, docrat,or
Run. . o =
+ Enter emd and click OK.
* In the command prompt window that opens, enter telnet fol- = o= le=1
lowed by a space and the IP address of the Web card—for exam-
ple:
telnet 192.168.0.125 [ci>telnet 192.168.0.125 |

2. When the message at right appears in the command prompt window, [7cs v2.96.00 Teinet server

press the Enter key. ) )
Service Port Manager Active

3. Enter the Administrator username and password (both are case- <Esc> Ends Session
sensitive):
a. Login (username—default is Liebert) Login: Liebert

dededededdehk

Password:

b. Password (default is Liebert)
A.2.4 @ Open the Web Interface

To connect to the card using the Web interface:

1. Open a Web browser such as Internet Explorer.
2. Enter the IP address of the Web card in the address bar—e.g., 192.168.0.125.
3. Click on a tab at the top of the window.

/2 Emerson Network Power IntelliSlot Web Card - Windows Internet Explorer =10/ x|

@:\/ + [&] htip:f7192.188.0.125¢ =1 {##)[x ] [cooge £~

| Fle Edt Vew Favorites Tooks Help

¥ < @ Emerson Network power Intelisiot web Gard || [fa-8- &g "
Configure and =

Support Tabs

EMERSON

Agent Information:

BYPASS
voits: 1180 V.

Device Status:
Load Prot
No Alarms Present

INPUT OuTPUT
vots: 1180 W ? Vots: 1204 W
&XT il Amps 22 A

Monitor Categories:

W Summary Frea: 600 Hz
i Active Alarms
B Battery BATTERY

= Bypass Vots: 553V

Charge: 100 %
[Time Remaining: 41 min

Hardware
Configuration
& Other

-
Active Alarms:

No Alarms Present
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Preparing to Update Liebert IntelliSlot Firmware

A.3 PREPARING TO UPDATE LIEBERT INTELLISLOT FIRMWARE
A.3.1 Requirements to Update the Liebert IntelliSlot Card’s Firmware

Make sure you have the following before starting the update:
* Firmware upgrade downloaded from the Liebert Web site (see A.3.3 - Download the Firmware
Upgrade File to the Computer)

* A computer running Internet Explorer 5.5 or newer
+ A Liebert IntelliSlot card
* A connection to the Liebert IntelliSlot card
* Null modem cable—serial upgrade method
* Ethernet connection—TFTP or HTTP upgrade method
* An Internet connection

A.3.2 Determine the Liebert IntelliSlot Card Type and Firmware Version

Each type of Liebert IntelliSlot card uses different firmware. Attempting to upgrade a card with the
firmware for another type of card will fail and may damage the card.

To determine the type of card in your Liebert equipment:

B £ Terminal Emulation (Serial or TCP/IP Connection) / Telnet Factory Settings Wenu
To view Web card information using terminal emulation or Telnet: 1: Reset to Factory Defaults
2: Agent card Information
1. Open a connection to the Liebert IntelliSlot card (if needed, see <ESC>: cancel menu Tevel
instructions in A.2.1 - Open the Terminal Emulation Interface
Please select a key ?>

- Serial Connection, A.2.2 - Open the Terminal Emulation
Interface - TCP/IP Connection or A.2.3 - Open the Telnet Interface).

2. Choose Factory Settings from the Main Menu, then choose Agent Card Information.

3. The Liebert IntelliSlot card model, part number and firmware version appear in the following
example. Press the Enter key to return to the previous menu

MAC Address 00-00-68-16-82-C1
etwork Card Model 1Intellislot web Car

/ etwork Card Part # OCWEBCARD
danuTacture Date
Model and

Serial Number 416701G105T2004APR280074
Part Number Boot Version 2.300.0

B Label WEBCARD_HID3_2.300.0_034380
App Version 2.300.0

/ App Label OCWEBCARD_HID3_2.300.0_035191
Firmware Hardware Vversion 3

Version CPU Speed 50 MHz
ersto Flash Usage 4327 out of 8388 KByte

Hit Enter to Exit

@ Web Interface
To view Web card information using a Web browser:

1. Open a connection to the Liebert IntelliSlot card (if needed, see instructions in A.2.4 - Open the
Web Interface).

2. Click on the Support tab, then Summary in the left panel. The Liebert IntelliSlot card model,
part number and firmware version appear in the right panel.

Support tab 1
EMERSON
5 Item Value
0 System Name Data Room UPS
25l Location Bldg 2, Floor 4
Device Sta Description Supports Senver02
Contact Network Svcs x100
;\\ﬂa it Model IntelliSlot Web Card N\ e Model, Part Number
gent Mode ntelliSlot Web Cart - A
iAgent Part Number OCWEBCARD — and Firmware Version
summary B /Agent App Firmware Version [2.300.0 ]
Merimierr =27 2 300 0035191
| P Cap [Agent Boot Firmware Version [2.300.0
= [Agent Boot Firmware Label | OCWEBCARD_HID3_2.300.0_034380
[Agent Hardware ID 3
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Preparing to Update Liebert IntelliSlot Firmware

A3.3

A3.4

Download the Firmware Upgrade File to the Computer

( z NOTE
Turn off the power management on your PC or laptop before beginning the update to ensure
that communication will not be disrupted during the process.

To download the upgrade file:

1. Open a Web browser, such as Internet Explorer (5.5 or newer).
2. Navigate to the Liebert Web site, www.liebert.com

3. Choose the firmware upgrade for your card from the selections on the Web page (see
A.3.2 - Determine the Liebert IntelliSlot Card Type and Firmware Version).

4. Click on the link to download the file.
5. Save the file to your computer’s hard drive.
Be sure to make a note of the location where the file is saved.

Choose a Method to Install the Firmware Upgrade

To install the firmware upgrade, choose one of these three methods and refer to the associated step-
by-step directions:
+ HTTP (Web) - see A.4 - Updating the Firmware - HTTP (Web) Method
* TFTP - see A.5 - Updating the Firmware - TFTP (HyperTerminal, Telnet, Web) Method
* Xmodem (Serial) - see A.6 - Updating the Firmware - Xmodem (Serial) Method

A5 Liebert® IntelliSlot® Web Card
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Updating the Firmware - HTTP (Web) Method

A.4 UPDATING THE FIRMWARE - HTTP (WEB) METHOD

Follow these steps to install the firmware upgrade using the HTTP (Web) method. This method is
available through the Web interface only and requires an Ethernet connection to the Web card.

A.4.1 Install the Firmware Upgrade

( z NOTE
Turn off the power management on your PC or laptop before beginning the update to ensure
that communication will not be disrupted during the process.

To update the Liebert IntelliSlot card firmware using the HTTP (Web) method:

1. Open a connection to the Liebert IntelliSlot card (if needed, see instructions in A.2.4 - Open the

Web Interface).

2. Click on the Configure tab, then click on Web (under Firmware Update) in the left panel. The
Connect To box opens for you to enter the username and password.

3. Enter the Administrator username and password (both case-sensitive):

a. User Name (default is Liebert)
b. Password (default is Liebert)

4. Click OK. The Web (HTTP) Firmware Update window opens, as shown at right below.

Configure

tab &

EMERSON

Agent Information:

ion Categories:

Web om UPS

Update the communication card firmware over the netwerk

Updating the firmware will allow the communicatione car i)

Cor to 102.168.0.125'

21 x|

Connect To

Filename

Update Firmware

Browse

&
EMERSON

Web (HTTP) Firmware Update

Filename: Name of the firmware
firmware fil

update file.

Note: The maximum length of the entry is 128 characters including spaces and punctuation.

update file Click the Browse button to navigate and select a valid

Fimware:

Update Click this button to inttiate the fimware update

™ Filename:

——3  UpdateFimware |

v

Browse. —_—

5. Click on the Browse button to locate the upgrade file. This is the file with the extension “.bin”
downloaded in A.3.3 - Download the Firmware Upgrade File to the Computer. Then click

Open to return to the update screen.

6. When ready to begin the update, click the Update Firmware button.
A screen will appear, showing the firmware update progress.

( z NOTE
Do not refresh your browser or open another browser window. Wait until the firmware update
has been completed before opening other applications or using the computer for other tasks.

7. A message appears indicating whether the update was successful.

After the firmware update is completed, the card will reinitialize and you may return to the Liebert

IntelliSlot card’s Web interface.

Check the new firmware version if you wish (see A.3.2 - Determine the Liebert IntelliSlot Card

Type and Firmware Version).

Liebert® IntelliSlot® Web Card
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Updating the Firmware - TFTP (HyperTerminal, Telnet, Web) Method

A5

A.5.1

UPDATING THE FIRMWARE - TFTP (HYPERTERMINAL, TELNET, WEB) METHOD

Follow these steps to update the firmware using the TFTP method. This method is available through
the terminal emulation, Telnet and Web interfaces with an Ethernet connection to the Web card.

NOTE

This method includes a time-sensitive operation requiring expeditious location of the upgrade
files downloaded in A.3.3 - Download the Firmware Upgrade File to the Computer.
Read through this entire section before beginning the upgrade.

B3 {) TFTP Method - Terminal Emulation / Telnet Interface

To update the Liebert IntelliSlot card firmware using the TFTP method with a terminal emulation or
Telnet interface:

Open a Connection to the Card

1. Open a terminal emulation or Telnet connection to the Liebert IntelliSlot card (if needed, see
instructions in A.2.2 - Open the Terminal Emulation Interface - TCP/IP Connection or
A.2.3 - Open the Telnet Interface).

2. Choose Firmware Updates from the Main Menu. Firmware Updates Menu

3. Choose TFTP Update from the Firmware Updates menu, 1: TFTP Update
shown at right.

Specify TFTP Server and Upgrade Filename TFTP Update vems

4. The TFTP Update Menu, shown at right, displays the TFTP 110 mddress 0.0.0.0
server’s IP address and listening port, along with the name | 2: port 69

3 4 3: Filename Uninitialized
of the firmware update file. 4: Initiate TFTP Firmware Update

5. Select options as needed and refer to the following guide to

N <ESC>: Cancel menu Tevel
change any settings.

Please select a key ?>

Table A4 Firmware update settings - TFTP

Parameter Description
Server The IP address of the TFTP server—for example, 192.168.0.125.
Port Port that the TFTP server is using, typically 69.

Name of the firmware update file—128 characters maximum, including spaces and punctuation.
Filename This is the file with the extension “.bin” downloaded in A.3.3 - Download the Firmware Upgrade

File to the Computer.

6. After making changes, press the Escape key twice to return to the Main Menu.
7. Choose Exit and Save to save your changes and reboot the card.

Reconnect to the Card

8. Connect to the Liebert IntelliSlot card again (if needed, see A.2.3 - Open the Telnet Interface
or A.2.1 - Open the Terminal Emulation Interface - Serial Connection).

9. Choose Firmware Updates from the Main Menu. Firmware Updates Menu

10. Choose TFTP Update from the Firmware Updates menu, 1: TFTP Update
shown at right.

A7 Liebert® IntelliSlot® Web Card



Updating the Firmware - TFTP (HyperTerminal, Telnet, Web) Method

Begin the Upgrade Erocess TFTP Update menu
11. When ready to begin the update, choose |-7-7-------------

ey . 1: 1P Address 192.168.0.125
Initiate TFTP Firmware Update. 2: Port 69
.. 3: Filename  OCWEBCARD_HID3_2.300.0_035780_AppFwupdt.bin
12. Open the TFTP application and start 4: Initiate TFTP Firmware Update ppEVEP

TFTP. Ensure that all settings are ready
to transfer the file, including the
location of the upgrade file. Refer to your
TFEFTP user manual for more details.

13. Return to the terminal emulation/Telnet
screen. At the confirmation message
prompt, enter y (yes) to confirm your

<ESC>: Cancel menu Tevel

Please select a key 7>

A1l Code In Flash will Be Rewritten, Confirm? [y/n]

choice. (To cancel, enter n for no.) TFTP Update initiated
14. A message appears, as shown at right The firmware on this card is currently being updated.

. ’ ’ This operation may take 6 or more minutes depending
showing the progress by percent on network traffic and other factors. The card will be
complete rebooted upon successful completion of the process OR

p : control will be returned to this terminal session upon
15. When the progress screen shows 100% failure so another firmware update attempt can be made.
complete, the card will be rebooted. Firmware update in process... Percent Complete(0%)

Press Enter when this is finished.
16. Press the Escape key to return to the

i X Main Menu
Main Menu, then choose Exit and | ---------- )
1: system Information
Save. 2: IP Network Settings
3: Messaging
3 4: Factory Settings
The upgrade is now complete. St Firmare Updntas
3 : : g: Quit and abort changes
Check the new firmware version if you %: Exit and save
wish (see A.3.2 - Determine the Liebert Please select a key ?>
IntelliSlot Card Type and Firmware
Version).
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Updating the Firmware - TFTP (HyperTerminal, Telnet, Web) Method

A5.2 @ TFTP Method - Web Interface
To update the Liebert IntelliSlot card firmware using the TFTP method with a Web interface:

Open a Connection to the Card

1. Open a connection to the Liebert IntelliSlot card (if needed, see instructions in A.2.4 - Open the
Web Interface).

2. Click on the Configure tab, then TFTP in the left panel.

Configure
tab

v

monitor control configure | support

Network (TFTP) Firmware Download:

&
EMERSON

Agent Information:
Data Room UPS —
Bldg 2, Description
Supports - IP address of the TFTP senver
192.168.0.

Port senvr is listening on, typically 69

Device Status: Name of the firmware update file.
Load P
No Alarms Note: The maximum length of the entry is 128 characters including sp

Edit

Configuration Categories:

I8 Data Room UPS l—
TFTP = hon o L

Filename: [Uninitialized

3. Enter the Administrator username and password (both are case-sensitive):
a. Login (username—default is Liebert)
b. Password (default is Liebert)

Specify TFTP Server and Upgrade Filename
4. Click the Edit button in the right panel.
5. Select options as needed and refer to the following guide to change any settings.

Table A5 Firmware update settings - Web

Parameter Description
Server The IP address of the TFTP server—for example, 192.168.0.125.
Port Port that the TFTP server is using, typically 69.

Name of the firmware update file—128 characters maximum, including spaces and punctuation.
Filename This is the file with the extension “.bin” downloaded in A.3.3 - Download the Firmware Upgrade
File to the Computer.

6. After making changes, click Save, then click Reinitialize in the left panel to reboot the card.

Configure
tab

Agent Information:
Data Room UPS

Description
IP address of the TFTP sener.

Port server is listening on. typically 69.
Filename:  [Name of the firmware update file

Note: The maximum length of the entry is 128 characters including sp

il
) Save
Configuration Categories: UpEELE i TaE
L Do RS Server:  [192168015
5 por:  [69

Filename: IOCWEECARD_H\D3_Z 300.0_035780_AppFwUpdt bin

TFTP

Reinitialize

Reconnect to the Card

7. Click the Configure tab, then TFTP and enter the username and password (Steps 2 and 3) to
return to the TFTP screen as shown above.
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Updating the Firmware - TFTP (HyperTerminal, Telnet, Web) Method

Begin the Upgrade Process

8. Open the TFTP application and start TFTP. Ensure that all settings are ready to transfer the file,
including the location of the upgrade file. Refer to your TFTP user manual for more details.

9. Return to the Web interface.

10. When ready to begin the download, click the Update Firmware button.

&
EMERSON.

Agent Information:
Data Room UPS
Bldg 2, Floor 4
Supports Server02
192.168.

Device Statu:
Load Protects
No Alarm:

Configuration Categories:

I8 Data Room UPS
 Agent Info

monitor control

Network (TFTP) Firmware Download:

Description
IP address of the TFTP sener.
Port senver is listening on. typically 69

Name of the firmware update file.

Note: The maximum length of the entry is 128 characters including sp

Update
M Firmware

192.168.0.15
69

Filename: IOCWEECARD,H\DS,Z 300.0_035780_AppFwlUpdit bin

11. During the update, the w.inbw displays a progress bar, as shown below left.

NOTE

Do not close the Web browser during this process or the update will abort.

After the firmware update is completed, the card will reinitialize automatically. A reboot mes-
sage, as shown below right, remains until the rebooting is finished.

&

monitor control configure

Network (TFTP) Firmware Update Status:

support

Agent Information:
Data Room UPS
Bidg 2, Flo

File Size: 3309740
Bytes Programmed: 659000
Percent Complete: 20%

No Alar

Firmware Update
16% Complete

Firmware Update Progress

||

&
EMERSON.

[& Liebert.

The web card is attempting to reinitialize.

If this message appears for more than 2 minutes, you may need to
restart your browser connection or contact your network
administrator for assistance.

/ I o

@ mem

If further assistance is necessary, visit Liebert.com.

Progress
of update

When the rebooting is complete, the
upgrade is now complete.

Last updated: Tuesday - July 24, 2007 02:37:05pm

[#100% -

[T [ [ [@mntemnet

Web browser window returns to the default opening view. The

/- Emerson Network Power InteliiSlot Web Card - Windows Internet Explorer (0] x|
&~ B oy =19 [ooo0e 2l
| Fle Ede View Favorites Tools Help
S 4% (@ Emerson Network Power InteliSiot Web Card | | a-8-®- 0@
EMERSON. [ Liebert.
Network Power monitor control configure | support

Agent Information:

Summary:

OUTPUT
120.1
22

Vots:

Amps: A

BATTERY
Volts: 553V

Charge: 100 %
[Time Remaining: 41 min

Active Alarms:

[No Alarms Present |

L

Check the new firmware version if you wish (see A.3.2 - Determine the Liebert IntelliSlot Card

Type and Firmware Version).

Liebert® IntelliSlot® Web Card
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Updating the Firmware - Xmodem (Serial) Method

A.6 UPDATING THE FIRMWARE - XMODEM (SERIAL) METHOD

Follow these steps to update the firmware using the Xmodem (serial) method. This method works
through the Web card’s serial port, employing terminal emulation software, such as HyperTerminal.

NOTE

This method includes a time-sensitive operation requiring expeditious location of the upgrade
files downloaded in A.3.3 - Download the Firmware Upgrade File to the Computer.
Read through this entire section before beginning the upgrade.

Connect a Cable to the Serial Ports

1. Connect one end of a DB-9 null modem or file transfer cable to the Web card’s serial port and the
other to the computer’s serial port.

The correct cable will have, at a minimum, Pins 2 and 3 crossed at the ends, as shown in
Figure Al. The configuration cable is available separately from Emerson® (P/N LIEBNULL).

Figure A1 Null connection
DTE Device
Receive Rx (Pin 2) <
Transmit Tx (Pin 3)

DTE Device
Receive Rx (Pin 2)
P Transmit Tx (Pin 3)

S

Firmware Updates Menu

Open a Terminal Emulation Connection

2. Open a connection to the Liebert IntelliSlot card if | ----------=----—-—--—-
needed, see instructions in A.2.1 - Open the Terminal % #!?EE“JF,Q’QS?“
Emulation Interface - Serial Connection).

3. Choose Firmware Updates from the Main Menu.

4. Choose XMODEM Update from the Firmware Updates

Firmware Update (Step 1/3)

menu, seen at right, and enter y (yes) to confirm your % ;mgg:mi;c
choice. x: Exit/Cancel

Please select a key 7>
Current Communications Rate is 9600 bps.

5. Choose XmodemlK from the Select Firmware Update
Protocol, as shown at right.

Change the Baud Rate to 115200

6. Choose 115200 bps from the menu, shown below left.

7. From the HyperTerminal menu, click on Call, then choose Disconnect (this will not close the
HyperTerminal connection to the card).

8. In the HyperTerminal menu bar, click on File, then choose Properties.

9. Click on the Connect To tab and click the Configure button. This opens Port Settings tab in the
COM1 Properties window, as shown below right.

10. Choose 115200 from the Bits Per Second drop-down list and click OK, then click OK to close the
Properties window.

11. In the HyperTerminal menu bar, click on Call, then choose Call from the drop-down menu and
press the Enter key.

com1connexion Properties

Connect To | Settings

&

Call menu

115200 bps

COM1 Properties

Paort Gettings

Countiregior:

Entex the area code without the long-distance prefi
Current Communications Rate is 96080 bps.

Aiga code: Bits per second. | 115200 v
Press a number to Change Communications Rate. %

Phone rumber.
1: 9600 bps Databits: o

&: ST ps

5: 115208 bps

Enter: RAccept/Start Firmware Update
Instructions to Change Communications Rate:
- Select New Communications Rate.

- Disconnect Terminal Window.

- Reconnect Terminal Window.

- Change Terminal Communications Rate to Match New Rate.

Connect using: | COM1 h

115200 bps

Parity:
Stop bits:

Flow contrek

- Press Enter. E
Please select a key > | P
Changing Communications Rate to 115200 bps.

L .| Configure

((((( ok Cancel

= button Lot J[ ool ]
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Download the First Firmware Update File

12. After changing the communication rate to 115200 bps, press Enter to resume the firmware

update.

After you press Enter, HyperTerminal displays Cs as it counts down the time remaining to locate

and begin transferring the upgrade files.

( z NOTE
After you begin the initialization process in Step 12, you must complete Steps 13 through 15
within 60 seconds. Before beginning, check to ensure that you know the location of the
firmware files and read through the following steps to understand what needs to be done.

This 60-second limit also applies to downloading the second and third upgrade files.

13. In the HyperTerminal menu, click on Transfer, then Send File.

L]

Press a number to Change Communications Rate.

: 9608 bps
: 19200 bps

: 57600 bps | Send File B<] Select File to Send

Browse to locate
0Z =5 08 upgrade file

1K Xmodem file send for com1connexion

Sending: | E:\0 LishenServer03\ntelisiotFimwareLipdate\0CWEBCARD_HID3_2\

1
2
3: 38400 bps
4
5

nter: Accel

ilename:

E: 115200 bps . o Look i _J%EEDAHD,H\D?LZ
Fi "\

v] @2 @

Y () o@MFBCARD _HIDS _2.300.0_035780_AppFnpdt.bin

Thstructions | E0LisberservaainilisofmuarLpdats\0

- Reconnect
- Press Entel

Please select |7
Changing Commu

My Documents

58

ty Computer

Press Enter to Start Firmware
ccee

< >

Cannected fi01:55 ANSIW. 115200 8-N-1 U

Press Enter to start Choose My Network | Files of type: Al Files [7)

4) = GCWEBCARD_HID3 _2,300,0_035780_FILEL.s19
- Select New | Protosal My Recent | | B OCWEBCARD_HID3_2,300.0_035780_FILEZ519
- Disconnect | [1kxmodem v Document i OCWEBCARD_HID3_2,300,0_035780_FILE3.519
— Change Tern| [K¥modem ew Rate. = OCWEBCARD_HID3_2.300.0_035780_Us4.ex0

Packet 301 Enor checking: | CAC
Retriss: a Total retries: 0

Last eror,

Fie: [ 296K of 350K

Elapsed: 00:01:00 Remaining:  00:00:10 Throughput: 5085 cps
N

\ \

Progress ...and

.)j Fik name: OCWEBCARD: HID3 2 300.0_ 035780 FILE1.<19 | window remaining

v Le=]] shows time

firmware update 1K Xmodem

elapsed time...

14. Click the Browse button to locate an upgrade file. Select the files in order—the filename ending
in FILE1 for the first download, then FILE2, and finally FILE3—then click Open.

15. In the Send File window, choose 1K Xmodem from the Protocol drop-down list and click Send.

A progress window opens, showing the elapsed time and amount of time remaining for the first
file to be downloaded to the Liebert IntelliSlot card. The window closes after the first file is down-

loaded.

( z NOTE
Do not press any keys while the progress window remains open or the download will abort.

Download the Second and Third Firmware Update Files

16. When the progress window closes, enter y (yes) in
HyperTerminal to continue the upgrade.

17. Choose Xmodem1K in the Select Firmware Update
Protocol menu.

18. The screen shows that the communication rate is
115200. This does not need to be changed.

19. Press Enter to continue.

20. Repeat Steps 12 through 15 within the 60-second
limit to browse to the second upgrade file and
download it to the Liebert IntelliSlot card.

21. Wait for the Progress window to close after the
second file is downloaded.

Then repeat Steps 16 through 20 to download the
third upgrade file. This file is the largest and may
take 30 minutes or longer to download.

would You Like to Continue (Y or N)?
Firmware Update (Step 2/3)

1: XmodemCrc

2: Xmodemlk

x: Exit/Cancel

Please select a key ?>

Current Communications Rate is 115200 bps.
Press a number to Change Communications Rate.

1: 9600 bps

2: 19200 bps

3: 38400 bps

4: 57600 bps

5: 115200 bps

Enter: Accept/Start Firmware Update
Please select a key >

Press Enter to Start Firmware Update.
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Complete the Upgrade and Restore Communication Rate

22.
23.

24.
25.

26.

27.
28.

Choose 9600 bps from the menu, shown below left.
From the HyperTerminal menu, click on Call, then choose Disconnect (this will not close the

HyperTerminal connection to the card).

COM1 Properties window, as shown below right.

Properties window.

Press the Enter key.

Call menu

In the HyperTerminal menu bar, click on File, then choose Properties.
Click on the Connect To tab and click the Configure button. This opens Port Settings tab in the

Choose 9600 from the Bits Per Second drop-down list and click OK, then click OK to close the

In the HyperTerminal menu bar, click on Call, then choose Call from the drop-down menu.

@ com1connexiol

PerTerminal

i

e Edt Vew Cal Transter telp

D@ 53 DB &

- Disconnect Terminal Window,

- Change Terminal Communications Rate to Match New Rate.
- Reconnect Terminal Window.

- Press Enter.

Please select a key >

EEESS Enter to Start Firmware Update.

Firmware Checksum is correct.

Resetting. ..

Please change Terminal Communications Rate to 9600 bps.
Instructions to Change Terminal Communications Rate:

- Disconnect Terminal Window,

- Change Terminal Communications Rate to 9600.

- Reconnect Terminal Window.

(Connected D:44:47

Aodetect  1152008:-1 M

29. Choose Exit and Save from the Main Menu to reboot the card.

Check the new firmware version if you wish (see A.3.2 - Determine
the Liebert IntelliSlot Card Type and Firmware Version).

com1connexion Properties
Cannect Ta | Gettings
&
COM1 Properties
Countipfregion Fort Settings
Enter the area code without the long-distance prefs
iea code Bits per secand: 9600 v
Phone number
Datatits g "
Connect using: | COM1 v ~ 9600 bpS
Stoptits 1 v
Flow cantralt | None v
(=
| |
Configure o) [ e ) [_ow )
button
Main Menu

When rebooting is complete, the upgrade is finished.

1: Ssystem Information
2: IP Network Settings
3: Messaging

4: Factory Settings

5: Firmware Updates

: Quit and abort changes
: Exit and save

X Qo

Please select a key 7> 5
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Notes
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