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Documentation Resources

Before installation, read the Release Notes for this switch product. The Release Notes detail
the platform-specific functionality of the switching, routing, SNMP, configuration,
management, and other packages. In addition, see the following publications:

The NETGEAR installation guide for your switch

Managed Switch Hardware Installation Guide

Managed Switch Software Setup Manual

ProSAFE Managed Switch Command Line Interface (CLI) User Manual
ProSAFE M4100 Managed Switch Web Management User Manual
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VLANSs

Virtual LANs

This chapter includes the following sections:

VLAN Concepts

Create Two VLANSs

Assign Ports to VLAN2

Create Three VLANs

Assign Ports to VLAN3

Assign VLANS as the Default VLAN for Port 1/0/2
Create a MAC-Based VLAN

Create a Protocol-Based VLAN

Virtual VLANs: Create an IP Subnet-Based VLAN
Voice VLANs

Private VLANSs

Assign Private-VLAN Types (Primary, Isolated, Community)
Configure Private-VLAN Association

Configure Private-VLAN Port Mode (Promiscuous, Host)
Configure Private-VLAN Host Ports

Map Private-VLAN Promiscuous Port

13
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VLAN Concepts

Adding virtual LAN (VLAN) support to a Layer 2 switch offers some of the benefits of both
bridging and routing. Like a bridge, a VLAN switch forwards traffic based on the Layer 2
header, which is fast. Like a router, it partitions the network into logical segments, which
provides better administration, security, and management of multicast traffic.

A VLAN is a set of end stations and the switch ports that connect them. You can have
different reasons for the logical division, such as department or project membership. The only
physical requirement is that the end station and the port to which it is connected both belong
to the same VLAN.

Each VLAN in a network has an associated VLAN ID, which appears in the IEEE 802.1Q tag
in the Layer 2 header of packets transmitted on a VLAN. An end station might omit the tag, or
the VLAN portion of the tag, in which case the first switch port to receive the packet can either
reject it or insert a tag using its default VLAN ID. A given port can handle traffic for more than
one VLAN, but it can support only one default VLAN ID.

The Private Edge VLAN feature lets you set protection between ports located on the switch.
This means that a protected port cannot forward traffic to another protected port on the same
switch. The feature does not provide protection between ports located on different switches.

The diagram in this section shows a switch with four ports configured to handle the traffic for
two VLANS. Port 1/0/2 handles traffic for both VLANS, while port 1/0/1 is a member of VLAN 2
only, and ports 1/0/3 and 1/0/4 are members of VLAN 3 only. The script following the diagram
shows the commands you would use to configure the switch as shown in the diagram.

Layer 3 switch

Port 1/0/3 VLAN
Router Port 1/3/2
| 192.150.4.1

e

Port 1/0/2 VLAN
Router Port 1/3/1
192.150.3.1

Port 1/0/1

Layer 2 o shihisiiaid ——

= o =

! = b b
=== v e 8
k VLAN 20

N —

-
.

: %%mt‘ﬁfv o
Figure 1. Switch with 4 ports configured for traffic from 2 VLANs

The following examples show how to create VLANS, assign ports to the VLANS, and assign a
VLAN as the default VLAN to a port.

VLANSs
14
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The example is shown as CLI commands and as a Web interface procedure.

CLI: Create Two VLANS

Use the following commands to create two VLANs and to assign the VLAN IDs while leaving

the names blank.

(Netgear Switch) #vlan database
(Netgear Switch) (Vlan)#vlan 2
(Netgear Switch) (Vlan)#vlan 3
(Netgear Switch) (Vlan)#exit

Web Interface: Create Two VLANS

1. Create VLANZ.

a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.

"';w-r:hlng

STP Pl and

Manitering Moinfenance Help Index

Addrosa Toble | Porin | LAG

Advanced

V9L AN Configuration

Vet oo Figpuasms thasary r

VLAN Conliguratien

WLAK Type

[=L LRI Dafaul

b. Enter the following information:
 |Inthe VLAN ID field, enter 2.
¢« |nthe VLAN Name field, enter VLAN2.
e Inthe VLAN Type list, select Static.

c. Click Add.
2. Create VLANS3.

a. Select Switching > VLAN > Basic > VLAN Configuration.

VLANSs
15
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A screen similar to the following displays.

Switching Rouling a5 SRCurity Monitaring Maintapance Halp Indax

MafScms

VLAM Configuration

{11,
Advanced Reset ConPguration r

VLAN Conliguration

Flla DaFaun Dafaulr

1 Viaaa LLTT

b. Enter the following information:
« |nthe VLAN ID field, enter 3.
e Inthe VLAN Name field, enter VLANS.
* Inthe VLAN Type list, select Static.

c. Click Add.

Assign Ports to VLAN2

This sequence shows how to assign ports to VLANZ2, and to specify that frames will always
be transmitted tagged from all member ports and that untagged frames will be rejected on
receipt.

CLI: Assign Ports to VLAN2

(Netgear Switch) #config

(Netgear Switch) (Config)#interface range 1/0/1-1/0/2

(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#vlan participation include 2
(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#vlan acceptframe vlanonly
(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#vlan pvid 2

(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#exit

(Netgear Switch) (Config)#vlan port tagging all 2

(Netgear Switch) (Config)#

Web Interface: Assign Ports to VLAN2

1. Assign ports to VLAN2.
a. Select Switching > VLAN > Advanced > VLAN Membership.

VLANSs
16
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A screen similar to the following displays.

Basic

& WLAN
Cenfguration

* WLAN 318t

* MAC Bersd VLAN

= Fort FYID
Confguraton

® Port DVLAN

Canfugursion

L+ Sacuriry Manitering Maintanance Halp

Addden Tshls

Prrts

VLAM Mambership

VLaAN Mambership
WLAK I G Djperalion

VLAKN Mafs

WLAN Typom

l'nr!.!" A 4 5 & T 8B % 1811 EF 13 34 15 146 U7 18 1% FO P10 2T 23 M
TiUT
2% ZTh TF 20

.- L Lilssid

b. In the VLAN ID list, select 2.
Click Unit 1. The ports display.
d. Click the gray boxes under ports 1 and 2 until T displays.

The T specifies that the egress packet is tagged for the ports.

e. Click Apply to save the settings.
2. Specify that only tagged frames will be accepted on ports 1/0/1 and 1/0/2.
a. Select Switching > VLAN > Advanced > Port PVID Configuration.

A screen similar to the following displays.

!'n:f-.lr-nr- Sl |-.|||1} Eaubing 2as Sncunly Manihar g Marilenancs Hulg

Pars | LAG

Basic

B WLAN
Cardigurition

& WLAN Membsrship

& MLAN Skabus

Port VAN Td Configuration

PYID Configuration

AR o T Inborloce

FYID {1 1o | Acceptabile Frame

livgpress

Fart

Inter! L Ly (0
* MAL Based VLAN oLy | Tyes Filtering riurity {
i |
u . L2 ]
» Part DVLAN = FrTTT Feakl s
Coaafiguration F . i ™ - o
 Protocol Baged . t Disabie |
r 1/a Adimut AT Phaakin ]
VLAN Graup
P s L Admitan Diagbly 2

b. Under PVID Configuration, scroll down and select the check box for Interface 1/0/1.
Then scroll down and select the Interface 1/0/2 check box.

c. Enter the following information:
* Inthe Acceptable Frame Type polyhedron list, select VLAN Only.
* Inthe PVID (1 to 4093) field, enter 2.

d. Click Apply to save the settings.
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Create Three VLANS

The example is shown as CLI commands and as a Web interface procedure.

CLI: Create Three VLANS

Use the following commands to create three VLANs and to assign the VLAN IDs while
leaving the names blank.

(Netgear Switch) #vlan database
(Netgear Switch) (Vlan)#vlan 100
(Netgear Switch) (Vlan)#vlan 101
(Netgear Switch) (Vlan)#vlan 102
(Netgear Switch) (VlIan)#exit

Web Interface: Create Three VLANS

1. Create VLAN100O.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.

System Swilching

Auto -VolP ISCSI

Routing Security Monitoring Maintenance Help Index

VLAN ¢ STP Multicast MVR | Address Table | Porks LAG

VLAN Configuration

Reset
Advanced Reset Configuration El

Internal VLAN Configuration @
Internal VLAN Allocation Base 4ﬁ95
Internal VLAN Allocation Palicy ") Ascending @ Descending

VILAN Configuration T

VLAN ID | VLAN Name VLAN Type Make Static
i default Default Disable
[ Auto ValP AUTO VoIP Disable

b. Enter the following information:
¢ Inthe VLAN ID field, enter 100.
¢ In the VLAN Name field, enter VLAN100.
c. Click Add.
2. Create VLAN101.
a. Select Switching > VLAN > Basic > VLAN Configuration.
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A screen similar to the following displays.

Routing Qos Security Maonitaring Maintanance Hc!p

Addeen Toble Po

VLAN Configuration

Reset
Advanced Reset Confiquration
Internal VLAN Configuration
Internal VLAM Allocation Base 4092
Internal VLAM Allocation Pokoy fAscending @ Descending
VLAN Configuration
| VLAN ID | VLAN Name VLAN Type Make Static
(B oo | '_ e
H default Cefauk Onzable
2 Ao Vel AUTO VelP Dusable

b. Enter the following information:
* Inthe VLAN ID field, enter 101.
e Inthe VLAN Name field, enter VLAN101.
c. Click Add.
3. Create VLAN102.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.

AuteNolP e | -] Myl syt Addrew Toble

Security Maonitoring Maintenance Help Index

Pty LAG

VLAN Configuration

Reset
Advanced Heset Configuration
Internal VLAN Configuration
Internal VLAN Allecation Base 4093
Internal VLAN Allocation Polgy Azcending & Descending
VLAN Configuration
| VLAN ID | VLAN Name VLAN Type Make Static
. | ' '_ |
L defauht Celauk Onzable
F Auta ValP AUTO VelP Dusabie

b. Enter the following information:
e Inthe VLAN ID field, enter 102.
* |nthe VLAN Name field, enter VLAN102.

c. Click Add.
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Assign Ports to VLAN3

This example shows how to assign the ports that will belong to VLAN 3, and to specify that
untagged frames will be accepted on port 1/0/4. Note that port 1/0/2 belongs to both VLANS
and that port 1/0/1 can never belong to VLAN 3.

CLI: Assign Ports to VLAN3

(Netgear Switch) (Config)#interface range 1/0/2-1/0/4

(Netgear Switch) (conf-if-range-1/0/2-1/0/4)#vlan participation include 3
(Netgear Switch) (conf-if-range-1/0/2-1/0/4)#exit

(Netgear Switch) (Config)#interface 1/0/4

(Netgear Switch) (Interface 1/0/4)#vlan acceptframe all

(Netgear Switch) (Interface 1/0/4)#exit

(Netgear Switch) (Config)#exit

Web Interface: Assign Ports to VLAN3

1. Assign ports to VLAN3.
a. Select Switching > VLAN > Advanced > VLAN Membership.

A screen similar to the following displays.

Uasic VLAN Membership
* WLAN VLAN Maniberchip
Corfguration VLA I Grmap Diparation
VILAK Hame
* WLAN Seabuy _ .
« MAC Baged yian e | |
» Bart #V1D .= o
= prdiguration Pert 1 2 3 4 & & 7 & O 00 LL 12 13 04 15 L& 17 18 19 20 21 22 23 24
» Part DVLAN TL T
Cordiguration 25 26 27 20
b Foglocdl Based

b. In the VLAN ID list, select 3.

c. Click Unit 1. The ports display.

d. Click the gray boxes under ports 2, 3, and 4 until T displays.
The T specifies that the egress packet is tagged for the ports.

e. Click Apply to save the settings.
2. Specify that untagged frames will be accepted on port 1/0/4.
a. Select Switching > VLAN > Advanced > Port PVID Configuration.
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A screen similar to the following displays.

Syiram Switching Routing Gab Becurity Manitaring Maintanance Halp lndnx

Bash ] | p
S PYID {1 e | Acceptahle Frame Imgress ek e
' il PrmFry (0
4n93) TYpeEs Flltering
= WLAK
Configuratoen 1
» VIAM Hembarship| 2 :
» WLAN Statud = -
» MAC Based VLAN NN ; LT ey o
C LS 1 Admit. All Disable 0
B s B | - At Al | Dissble o
» Port OVLAN I Ly 1 Admit All Dissbls a

b. Scroll down and select the Interface 1/0/4 check box.
Now 1/0/4 appears in the Interface field at the top.

c. Inthe Acceptable Frame Types list, select Admit All.
d. Click Apply to save the settings.

Assign VLAN3 as the Default VLAN for Port 1/0/2

This example shows how to assign VLAN 3 as the default VLAN for port 1/0/2.

CLI: Assign VLAN3 as the Default VLAN for Port 1/0/2

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/2
(Netgear Switch) (Interface 1/0/2)#vlan pvid 3
(Netgear Switch) (Interface 1/0/2)#exit
(Netgear Switch) (Config)#exit
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Web Interface: Assign VLAN3 as the Default VLAN for Port
1/0/2

1. Select Switching > VLAN > Advanced > Port PVID Configuration.

A screen similar to the following displays.

Bapic Port VAN Td Conliguration
¥ PLAN PYID Conliguration
DI All [ B S aa

» WLAN Marmbsrchip

» WLAN Shalus : PYID (1 ta | Acceptable Frame | Ingress
» MAC Based VAN dmaafind, 403N | Types Filtering

|
* Part DVLAN r L8 4 Admit &l Cusable i
Canfrguration = -t',"u 1 e Al Ceaabie o
® Prstocil Baseil r_' - " T . b
¢ Il ot bt
VLM St 1l 1 At Cepal i
Cnifgiiration I LM 1 Adsmit All Desakile |
® Pristacel Baged r LAVE 1 adenit an Dusabie o
WLAH Grmip T 1708 1 Babeit A1 Dt able i
Marrtnrchip
| 1 1 Adrnit-all Cetabls o

SALL P el

2. Under PVID Configuration, scroll down and select the Interface 1/0/2 check box. Now 1/0/2
appeatrs in the Interface field at the top.

3. Inthe PVID (1 to 4093) field, enter 3.
4. Click Apply to save the settings.

Create a MAC-Based VLAN

!'n:f-ulmr- Sl |-.|||1} R eanifing j 2as Sncunly Manihar g Marilenancs Hnlp Ivdex

Dasic Port VLAMN Td Configuration
» WLAN PYID Configuration
Configuration All Eor Tar Trohaned mcm ]

& WLAN Membsrship

& WLAN Skabua Fart

PYID (1 to | Avceptalile Frame Rivjpress

H 1
» MAC Basad VLAN e W [ Tymes Fikating Aty i1
. - - =
» Port VLAN PR T 5 T — -
o d i At & Cisatie o
# Protocol Besed T - S e k
VLAN Bcoup r won 1 At &1 Drsabila =
Confiourasion - P L Admit Al Dizable 0

The MAC-based VLAN feature allows incoming untagged packets to be assigned to a VLAN
and thus classify traffic based on the source MAC address of the packet.

You define a MAC to VLAN mapping by configuring an entry in the MAC to VLAN table. An
entry is specified using a source MAC address and the appropriate VLAN ID. The MAC to
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VLAN configurations are shared across all ports of the device (i.e., there is a system-wide
table that has MAC address to VLAN ID mappings).

When untagged or priority tagged packets arrive at the switch and entries exist in the MAC to
VLAN table, the source MAC address of the packet is looked up. If an entry is found, the
corresponding VLAN ID is assigned to the packet. If the packet is already priority tagged it
will maintain this value; otherwise, the priority will be set to 0 (zero). The assigned VLAN ID is
verified against the VLAN table. If the VLAN is valid, ingress processing on the packet
continues; otherwise, the packet is dropped. This implies that you can configure a MAC
address mapping to a VLAN that has not been created on the system.

CLI: Create a MAC-Based VLAN

1. Create VLANS.

(Netgear Switch)#vlan database
(Netgear Switch)(Vlan)#vlan 3
(Netgear Switch)(Vlan)#exit

2. Add port 1/0/23 to VLANS.

(Netgear Switch)#config

(Netgear Switch)(Config)#interface 1/0/23

(Netgear Switch)(Interface 1/0/23)#vlan participation include 3
(Netgear Switch)(Interface 1/0/23)#vlan pvid 3

(Netgear Switch)(Interface 1/0/23)#exit

3. Map MAC 00:00:0A:00:00:02 to VLANS.

(Netgear Switch)(Config)#exit

(Netgear Switch)#vlan data

(Netgear Switch)(VlIan)#vlan association mac 00:00:00A:00:00:02 3
(Netgear Switch)(Vlan)#exit

4. Add all the ports to VLANS3.

(Netgear Switch)#config

(Netgear Switch)(Config)#interface range 1/0/1-1/0/28

(Netgear Switch)(conf-if-range-1/0/1-1/0/28)#vlan participation include 3
(Netgear Switch)(conf-if-range-1/0/1-1/0/28)#exit

(Netgear Switch)(Config)#exit
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Web Interface: Assign a MAC-Based VLAN

1. Create VLANS.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.

[ Switching Rouling a5 SRCurity MarEharing Maintapance Halp

MafScms

ol

VLAM Configuration

{11,
Advanced Reset ConPguration r

VLAN Configuratinn

WhAN [T LA Mams

1 Viaaa LLTT

b. Enter the following information:
* Inthe VLAN ID field, enter 3.
e Inthe VLAN Name field, enter VLANS3.
* Inthe VLAN Type list, select Static.
c. Click Add.
2. Assign ports to VLANS.
a. Select Switching > VLAN > Advanced > VLAN Membership.

A screen similar to the following displays.

Syalem Switching

5TF Malszaar

Dasic VLAMN Membership
w WLAN WLAMN Memberhip
Cueduguratinn WLAN
* WLAN Statui
i
» MAC Based VLAN st
* Part MYID = .
Candliguration Pord | 7 3 4 5 & T B ® 10 BD 12 17 014 15 16 17 1R 19 20 71 22 23 24
® Port DVLAN [ B VIER YV WA T SR Y VN YR T VR R I YR R R YRV SR P TR T
Casfiguration i3 20 &7 28
5 L [ Ve

In the VLAN ID list, select 3.
Click Unit 1. The ports display.
Click the gray box before Unit 1 until U displays.
. Click Apply.
3. Assign VPID3 to port 1/0/23.
a. Select Switching > VLAN > Advanced > Port PVID Configuration.

® o o T
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A screen similar to the following displays.

Syalam 5'-r-|c|'-|41-3 Eoufing 265 Sacurity Maonilaring Maintanaacs Hadp ndax

Basic Part VLAN Id Configuration

o WLAN PVID Configuration
Catdiguration
» WLAN Mamberchip

» WLAN Stabus PYID (L be | Acceplable Frame
» MAC Based VLAN ol i693} Typos
"
= Port DVLAN M 11 1 Bmit 4l Ciisahble n
i A T ! Admit 4l Disable g

b. Scroll down and select the 1/0/23 check box.
c. Inthe PVID (1 to 4093) field, enter 3.
d. Click Apply to save the settings.
4. Map the specific MAC to VLANS.
a. Select Switching > VLAN > Advanced > MAC based VLAN.

A screen similar to the following displays.

Wania MAC Based VLAN Configuration

= WLAR Condiguration

Configuration MAC Adidress [ veas o
» ULAN Memborshin S e |
] W 000 0k-00-00:02 | P

b. Enter the following information:
e Inthe MAC Address field, enter 00:00:0A:00:00:02.
* Inthe PVID (1 to 4093) field, enter 3.

c. Click Add.

Create a Protocol-Based VLAN

Create two protocol VLAN groups. One is for IPX and the other is for IP/ARP. The untagged
IPX packets are assigned to VLAN 4, and the untagged IP/ARP packets are assigned to
VLAN 5.
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CLI: Create a Protocol-Based VLAN

1. Create a VLAN protocol group vlan_ipx based on IPX protocol.

(Netgear Switch)#config
(Netgear Switch)(Config)#vlan protocol group vlan_ipx
(Netgear Switch)(Config)#vlan protocol group add protocol 1 ipx

2. Create a VLAN protocol group vlan_ipx based on IP/ARP protocol.

(Netgear Switch)(Config)#vlan protocol group vlan_ip

(Netgear Switch)(Config)#vlan protocol group add protocol 2 ip
(Netgear Switch)(Config)#vlan protocol group add protocol 2 arp
(Netgear Switch)(Config)#exit

3. Assign VLAN protocol group 1 to VLAN 4.

(Netgear Switch)#vlan database
(Netgear Switch)(Vlan)#vlan 4
(Netgear Switch)(Vlan)#vlan 5
(Netgear Switch)(VlIan)#protocol group 1 4

4. Assign VLAN protocol group 2 to VLAN 5.

(Netgear Switch)(Vlan)#protocol group 2 5

5. Enable protocol VLAN group 1 and 2 on the interface.

(Netgear Switch)(Vlan)#exit

(Netgear Switch)#config

(Netgear Switch)(Config)#interface 1/0/11

(Netgear Switch)(Interface 1/0/11)#protocol vlan group 1
(Netgear Switch)(Interface 1/0/11)#protocol vlan group 2
(Netgear Switch)(Interface 1/0/11)#exit
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Web Interface: Create a Protocol-Based VLAN

1. Create the protocol-based VLAN group vlan_ipx.

a. Select Switching > VLAN > Advanced > Protocol Based VLAN Group
Configuration.

A screen similar to the following displays.

VLAM | STP | Multicast | Address Table i Ports | LAG

Index

Routing Security Maonitoring Maintenance Help

Protocol Based VLAN Group Configuration

Basic

Protocol Based VLAN Group Configuration

G
voup Group ID Protocol VLAN ID
Name |

# VLAN
Canfiguration

* YLAN Membership

* VLAN Status

* Part PVID

wlan_ipx

Enter the following information:

e Inthe Group Name field, enter vlan_ipx.
e In the Protocol list, select IPX.
* Inthe VLAN ID field, enter 4.
b. Click Add.
2. Create the protocol-based VLAN group vian_ip.

a. Select Switching > VLAN >Advanced > Protocol Based VLAN Group
Configuration.

A screen similar to the following displays.

VIAN | STP | Mulficost | Address Toble | Ports | LAG

Routing

Security Monitoring Maintenance Help Index

Basic Protocol Based VYLAN Group Configuration
Protocel Based YLAN Group Configuration
* VLAN _ :
» WLAN Membership ! .
» \LAN Status : :
Conﬂguratllon _|_ lan gk 4 4

b. Enter the following information:
e Inthe Group Name field, enter vlan_ip.
e Inthe Protocol list, select IP and ARP while holding down the Ctrl key.
* Inthe VLAN field, enter 5.
c. Click Add.
3. Add port 11 to the group vian_ipx.

a. Select Switching > VLAN > Advanced > Protocol Based VLAN Group
Membership.
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A screen similar to the following displays.

Securily Manitering Mainlanance Hulp Index

Pratocol Based VLAMN Group Mambership

Basic

Protocal Rased VLAN Group Mambarchip

& WLAN

Canlmguratios
» WLAN Mambsrshis T, ki R CUNEENT WMEMBEES
= WLAN Status - s e —= - -
¥ MAC Based VLAN ?;.-.M:‘.: S g BT AR B e o Y s | R S AT g STV
- Port 1 2 3 4 5 & ¥ 0 % 10 44 ¥ 03 14 05 46 07 1@ 19 20 21 22 23 24
» Part PYID |
W
wenfiguration L
ek 5 In Z¥ b

& Fart DVLAM
=

b. In the Group ID list, select 1.
c. Click the gray box under port 11. A check mark displays in the box.
d. Click the Apply button.

4. Add port 11 to the group vian_ip.
a. Select Switching > VLAN > Advanced > Protocol Based VLAN Group
Membership.

A screen similar to the following displays.

Socurity Maoniarng Maointennnce Halp Index

Syvem Switching Routing Cios

TP Wulncow | Addres Toble

Basie Protocol Based VLAN Group Membershp

» WLAN Protocol Based VLAN Group Membership

Configurabion

» WLAN Mgmbership e
® WLAN Skabus I =
& MAES Based ULAK EIL . o - i i i e i et s e
» Fart D PFort 1 2 3 4 5% & 7 B 9% 10 l‘:l’ 13 14 15 1a 07 18 I9 20 21 2F 23 34
Conf jon A

ey b, 25 w6 2F 20

& Part DVLAN

b. Inthe Group ID list, select 2.
Click the gray box under port 11. A check mark displays in the box.

d.. Click Apply.
Virtual VLANSs: Create an IP Subnet—Based VLAN

In an IP subnet—based VLAN, all the end workstations in an IP subnet are assigned to the
same VLAN. In this VLAN, users can move their workstations without reconfiguring their
network addresses. IP subnet VLANs are based on Layer 3 information from packet headers.
The switch makes use of the network-layer address (for example, the subnet address for
TCP/IP networks) in determining VLAN membership. If a packet is untagged or priority
tagged, the switch associates the packet with any matching IP subnet classification. If no IP
subnet classification can be made, the packet is subjected to the normal VLAN classification
rules of the switch. This IP subnet capability does not imply a routing function or that the
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VLAN is routed. The IP subnet classification feature affects only the VLAN assignment of a

packet. Appropriate 802.1Q VLAN configuration must exist in order for the packet to be
switched.

1/0/1 Switch 1/0/24

PC1 PC2
10.100.5.1 10.100.5.30

Figure 2. IP subnet—based VLAN

CLI: Create an IP Subnet-Based VLAN

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 2000

(Netgear Switch) (Vlan)#vlan association subnet 10.100.0.0 255.255.0.0 2000
(Netgear Switch) (Vlan)#exit

Create an IP subnet—based VLAN 2000.

(Netgear Switch) #config

(Netgear Switch) (Config)#interface range 1/0/1-1/0/24

(Netgear Switch) (conf-if-range-1/0/1-1/0/24)# vlan participation include 2000
(Netgear Switch) (conf-if-range-1/0/1-1/0/24)#exit

(Netgear Switch) (Config)#

Assign all the ports to VLAN 2000.

(Netgear Switch) #show mac-addr-table vlan 2000
MAC Address Interface Status
00:00:24:58:F5:56 1/0/1 Learned
00:00:24:59:00:62 1/0/24 Learned
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Web Interface: Create an IP Subnet-Based VLAN
1. Create VLAN 2000.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.

STP | Mwlscoal

Manilurmg Mmntersnoo Hulp Indas

Basie VLAN Configuration
Reset
[CTSSS Y ey e {
» VLAN Mambarniteg
* VLAN Flatui Infernal WLAN Confliguration
E :"'"I"‘"Q ntmenal ¥LAR Allesation Bave 4093
i Intweral WLAMN Allocation Policy © apesnding ® Descanding

* MAC Based VLAN

'3
BT K Bcad VLAN Conflauration
WLAM

# Port Diian B | a | M Ham 1.- YLAM Type
Cmnfigurabinn |
o Protpesl Based

VLAN Grzup
& pnfiguratinn

b. Enter the following information:
* Inthe VLAN ID field, enter 2000.
* Inthe VLAN Type list, select Static.
c. Click Add.
2. Assign all the ports to VLAN 2000.
a. Select Switching > VLAN > Advanced > VLAN Membership.

A screen similar to the following displays.

Rouking Gos Securiny Monitgring Mainenance Help Index

Hasic VLAN Membership

» WLaN VLAN Membirship

Cnnfguration

* WLAN Status “ - - -

® Part PYID - : .

Cornfgar stion '...'.i!'j.. S e O S e S S s SN S |
sHACRaredWLAN | Port | 2 3 4 5 & 7 @ 8 10 LL 12 43 14 15 06 17 18 19 20 21 22 23 24
ik b W E T LT S U D U T U g U

VLAY
Bost Dillas,

In the VLAN ID list, select 2000.
Click Unit 1. The ports display.
Click the gray box before Unit 1 until U displays.
e. Click Apply.
3. Associate the IP subnet with VLAN 2000.
a. Select Switching > VLAN > Advanced > IP Subnet Based VLAN.

o o T

VLANSs
30



ProSAFE M4100 Managed Switches

A screen similar to the following displays.

Manitaring UL S T Halp induou

Basic IP Subnet Based VLAN Configuration
 VLAN 1P Subnet Based VLAN Canfiguration
Eabiguration | IF Address sSulinet Mask
o YLAN Mermbarshp v .'i - - T
» VLAM Statyi oax s
» Foit FVID
Crefigurabzs

# MAC Badad VAN

b. Enter the following information:
* Inthe IP Address field, enter 10.100.0.0.
* Inthe Subnet Mask field, enter 255.255.0.0.
e Inthe VLAN (1 to 4093) field, enter 2000.

c. Click Add.

Voice VLANSs

The voice VLAN feature enables switch ports to carry voice traffic with defined priority to
enable separation of voice and data traffic coming onto port. Voice VLAN ensures that the
sound quality of an IP phone does not deteriorate when the data traffic on the port is high.
Also, the inherent isolation provided by VLANSs ensures that inter-VLAN traffic is under
management control and that clients attached to the network cannot initiate a direct attack on
voice components.
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PBX

1/0/1

e s m-

——== :-T __'"] GSM73xxS

== = = == \Oice traffic

—- Data traffic

Figure 3. Voice VLAN

The script in this section shows how to configure Voice VLAN and prioritize the voice traffic.
Here the Voice VLAN mode is in VLAN ID 10.

CLI: Configure Voice VLAN and Prioritize Voice Traffic

1. Create VLAN 10.

(Netgear Switch) #vlan database
(Netgear Switch) (Vlan)#vlan 10
(Netgear Switch) (VIan)#exit
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2. Include the ports 1/0/1 and 1/0/2 in VLAN 10.

(Netgear Switch) (Config)#interface range 1/0/1-1/0/2

(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#vlan participation include 10
(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#vlan tagging 10

(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#exit

3. Configure Voice VLAN globally.

(Netgear Switch) (Config)# voice vlan

4. Configure Voice VLAN mode in the interface 1/0/2.

(Netgear Switch) (Config)#interface 1/0/2
(Netgear Switch) (Interface 1/0/2)#voice vlan 10
(Netgear Switch) (Interface 1/0/2)#exit

5. Create the DiffServ class ClassVoiceVLAN.

(Netgear Switch) (Config)#class-map match-all ClassVoiceVLAN

6. Configure VLAN 10 as the matching criteria for the class.

(Netgear Switch) (Config-classmap)#match vlan 10

7. Create the DiffServ policy PolicyVoiceVLAN.

(Netgear Switch) (Config)#policy-map PolicyVoiceVLAN in

8. Map the policy and class and assign them to the higher-priority queue.

(Netgear Switch) (Config-policy-map)#class ClassVoiceVLAN
(Netgear Switch) (Config-policy-classmap)#assign-queue 3
(Netgear Switch) (Config-policy-classmap)#exit

9. Assign it to interfaces 1/0/1 and 1/0/2.

(Netgear Switch) (Config)#interface range 1/0/1-1/0/2
(Netgear Switch) (conf-if-range-1/0/1-1/0/2)# service-policy in PolicyVoiceVLAN

VLANSs
33



ProSAFE M4100 Managed Switches

Web Interface: Configure Voice VLAN and Prioritize Voice
Traffic

1. Create VLAN 10.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.

Syslem Swilching QoS Securily Manibering Mainlenance Halp

STP | Madticast | Addmas Tobls

VLAN Configuration

Reset

Advanced Hasst Configuration

Intermal VLAN Configuration

Totermal VEAN Alloc atien Base 4043
Intmemal VLA Allocation Balicy Azcanding 8 Descahdng

YLAN Configuration

VILARN II:‘I WLAN Mane VLAN Type Fake Static
o | | —  Disabls - |
i Crefault Dhefault Disable

b. Inthe VLAN ID field, enter 10.
In the VLAN Name field, enter Voice VLAN.
d. Click Add. A screen similar to the following displays.

Systam Swilching QoS Security Manirsring Maintsnanca Halp

Mulicar | Address Tobls

VLAN Configuration

Reset
Advanced Buaet Donfiueation

Intermal VLAN Configuration
Bnternal VLAN Alloc atisn Base 4093

Intwrnal VLAKN Alioc aticn Palicy Aseandng & Descending

VLAN Configuration

VILARN II:‘I WLAN Mane VLAN Type Fake Static

Crefault Drefault Disable

2. Include the ports 1/0/1 and 1/0/2 in VLAN 10.
a. Select Switching > VLAN > Advanced > VLAN Membership.

A screen similar to the following displays.

Swintehing 5 g ¥ Maarhafig e ] Herlg
LA AG

STF | Malscost | Addesss Tabls | Pors

Basic VLAN Membership

VLAN Membership

+ WLAN
Configuration WLAR 1D Group Opsration
WLAMN Mama Deedmult mifAGEED PORT Mfawii il
B WLAN _‘ III. B =1 FACGED FOAT MEMBELL
= Fort PVID :
Configuration
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b. In the VLAN Membership table, in the VLAN ID list, select 10.
c. Select Port 1 and Port 2 as tagged.

A screen similar to the following displays.

TP Miulsel

Routing Meniloring Mainienance Help

Addenss Table | Peris

Basic VLAN Membership

* ULAN WLAN Mombership

Configuration

Sl 0 [

= Port BVID -

Configuration eI I O —
SRS Port | 2 3 4 5 6 F B 9 A0 bi A2 13 K4 45 06 UF 40 A9 20 21 22 23 24
» 1P Subent Barad L

YLAN 25 26 F7 28 29 30 31 32 33 34 35 36 37 3B 39 4D 41 42 43 44 45 406 47 48
sl ity 49 50 51 52

Caonfiguration 5 B

» Protoce Based

d. Click Apply.
3. Configure Voice VLAN globally.
a. Select Switching > VLAN > Advanced > Voice VLAN Configuration.

A screen similar to the following displays.

Systam Swi g Routing [r 111 Sacurity Maonitoring Maintanance Help Index

Dasic Voice VAN Configuration
Valce VLAN Global Admin ]
»uLAN .
Canfigisration Adriin Finide @ [esable Enshle
» WLAN Mermbarshn
* WLAN Status Vaoice VLAN Configuration 1
g il o To Interface 82
Configuration a
» MAC Based VLAN G Phoperice DSCP Valus
» [P Subost Based L | | He il
VLAN | |
» Port DYLAN 101 Doz able n Disable a =02 |
Configuration > 2
v Lz Disabln o Disable (] Dish|
VLAH Growp 1973 Dusabile o Dizabls ] Drisll
kg atioh 174 Dizatle o Disable 1 Disk|
» Protocel Based LA/S Désable ] Disabls 0 Disal
VLAN Group LS Disshle o Disable ] Dish|
Mombaship 1T Desabile o Disable [} Disdl
EFLTE Disable o Disable 0 Disal
» GARF 5w 109 Desable (] Disable a Dl

b. For Admin Mode, select the Enable radio button.
c. Click Apply.
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A screen similar to the following displays.

5IF Addren Tokls

Routing Maonitering Mainfenonce Help Index

Multizas

Baaie Voice VLAN Confiquration
Yiodoe YLAN Global Admin
» NLAN
Configuration Midrnin Hods fisable @ Enable
* NLAN Marmberihip
» WLAN Status Voloo VLAN Configuration
e e all G T Inberlace GO
Configuration x
B MAC Basac WLAN Interface | Intarface Made EoS Guerride | oo valus ‘:”""“"':'r‘"l
+ 1P Subnur Based | L { | Bk | | Strte
VLAN |
: Po:l:\’*r_hh L Dizable o Drisable o Crisable
C 7
S |42 Disabla ] Diskble o Gisabln
» ot 4
VLAN Grotip L3 Disabis o Dusahle o Dussble
Configuration b Disabie a Disabla o Dissble
» Protocol Baged Vs Disable o Crisable o Disable
VLAN Group L Disabls o Disabls 1] Cesable
Hembershin wrT Disable o Disabla o Disatln
e Dusable (-] Dusabln o Crsable
» GARF Switeh bl Cigable L] Crgable [} i abiln

Configure Voice VLAN mode in the interface 1/0/2.

Select Switching > VLAN > Advanced > Voice VLAN Configuration.
Select the 1/0/2 check box.

In the Interface Mode list, select VLAN ID.

In the Value field, enter 10.

A screen similar to the following displays.

Spitem Switching Reuling Qus Seeurity Maniloring Mainlenance Help Indox

Basic Vaice VLAN Conflguration

Woice YLAN Glabal Admin
» VLAN

Cordigisaton Aabrrin Mode Disable @ Enabls
® VLAN Membershin
* VLAN Status Wolce YLAN Configuration

Pert PV
bl il o To Intarface G

Configurabon

s serrid an

2 peprbinn b interface | Interface Mode | Value Ee8 Override | oo valur PoySuRal
» [P Subnet Based | | | Mode

VLAN 1042 YLAN ID = 1 Disable =
» Port DVLAN 101 Digable n Dugabln o Deisble

Configuration rad [ L e o

I :

e R RN Pirable LS Cutabln L] Devable

P 11053 Disable o Dissble o Cussble

Click Apply.

5. Create the DiffServ class ClassVoiceVLAN.
a. Select QoS > Advanced > DiffServ > Class Configuration.
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A screen similar to the following displays.

Manitering Maoinlenancs Help

Syabam Swilching Rauting Secvrity

Diffserv Wizard Class Name

Auto YalF
Basic

Class Mame

| Class Same Class Type

» DiffSery
Configuratan

# IPvih Class
Configuration

b. In the Class Name field, enter ClassVoiceVLAN.
c. Inthe Class Type list, select All.

A screen similar to the following displays.

Manilonng Maintenance Halp

Sy sham awiching Rouling Smcutity

Dittscrv Wizard Class MName

#
p Ea e Class Name
Basic
» DSy RN ctossvcacenian

Configuration

» [Pvé Class
 anfigus ateen

d. Click Add. The Class Name screen displays, as shown in the next step in this
procedure.

6. Configure matching criteria for the class as VLAN 10.
a. Select QoS > DiffServ > Advanced > Class Configuration.

A screen similar to the following displays.

Security Manilering Mainlenance Helgp

Syslmm Swilching Roufing

Diffsery Wizard Class Name

Aute VolIP Class Mame
Basic
= DiffSery
Configuration F LA il
lasavoicavian -
5 1Pvh Class

b. Click the class ClassVoiceVLAN.
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A screen similar to the following displays.

Swcurity Manitering Mainlenancs Help

Syabam Swritehing Rauling

Diffserv Wizard Class Name

Auto YaIP
Basic

Class Mame
Class Hame | Class Type

» DifiSery | | m

Configisratan

# IPvi Class
Configuration

c. In the DiffServ Class Configuration table, select VLAN.
d. In the VLAN ID field, enter 10.

A screen similar to the following displays.

Security Manitering Maintonance Help

Systom Switching Rauting

Diffserv Wizard Class Configuration

Auto ValF Class Information
Basic

Class Nama
» DiffSury Chass Typm

Configuratian
Diffsery Class Configuration

» [Pve Class Mk ponry
COnSguEr Baference Class
» Policy tisss OF Servics
Conf L
b & VLAN 1o
= Servece Interface
Configuration Tthurmat Typs wiall o FF}

e. Click Apply.
A screen similar to the following displays.

Monitoring Mainienonce Help

Systom Switching Rauting Security

Diffsery Wizard Class Contiguration

Auto Yol Class Infarmation
Basic

Mlass Hais
» DilSary Class Typs

Sonfiguratian
DiffServ Class Configuration

» TP Class i |
o g athan Rafernncs ass
* Palicy Elass Of Sorvece
aAnBhin
anfigiaration & Nidh
» Service Interface
Canfigueatian Ethrmant Typa

7. Create the DiffServ policy PolicyVoiceVLAN.
a. Select QoS > DiffServ > Advanced > Policy Configuration.
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A screen similar to the following displays.

Syriam Switching Rauling Sncurily Manitaring Maintenance Halp

Diffsere Wizard Palicy Confiquration
Ll Policy Configuration
Basic
| Policy Mame Policy Type Membor Class
» DiéfSary I -] | I
Cordiguration
» Class
Copfiguration
= IPvE ClaF

Corfiguration

» Farvice Interface

oofigucason

b. In the Policy Name field, enter PolicyVoiceVLAN.
In the Policy Type list, select In.
d. In the Member Class list, select ClassVoiceVLAN.

A screen similar to the following displays.

Sysinm Swilching Rouling Sacuniy Marniloring Mainienaonce Hulp

Diffseri Wizard Palicy Confiquration

AL ol Policy Configuration

Basic .
| Palicy Hame Palicy Type avs
= Diffsery [ ] | Policy osaVLAN ClasiVonm VLAY =
Corfigurstion
w Class
Caehiguration
& IPvE Class

Configuration

= Service Inberface
Coad

e. Click Add.
The Policy Configuration screen displays, as shown in the next step in this procedure.

8. Map the policy and class and assign them to the higher-priority queue.
a. Select QoS > DiffServ > Advanced > Policy Configuration.

A screen similar to the following displays.

Srviem Switehing Rating Spcafiiy Marihas g Mainiapancs Help

Diffsery Wizard Policy Conliguration
Auta Yolp
Policy Configuration
Haszic
| Policy Mame Policy Type Hember Class

» DaffSery [} I

Configuration
» Class

Canfiguration
* IPVE Chass

Confrguration

® Sarvice Interface
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Click the Policy PolicyVoiceVLAN.

A screen similar to the following displays.

Syslam Swilching Rouking Sucurity Menitaring Mainienance Holp Index

Diffsere Wizand Palicy Class Configuration
flots VolF Class Information !
Hasic i
Policy Nanw
» DaffSery Policy Typo
Cosliguration Hembar Class Nama
» Class
C onf ]
Conhiguration Policy Attribute
s 1Pvé Class -
Configuration Policy Atribube @ Assign Quese 0=
Drop
Mark [P CO%
» Service Interface T
Configuration S i
» Service Statistics Harl 1P DSCR
 Sanple Policy

In the field next to the Assign Queue radio button, select 3.

A screen similar to the following displays.

Syatem Switching Routing Das Security Manitaring Mainterance Help tndax

e e Palicy Class Configuration
Auto ValP Class Information
Basic
Policy Hane
> DS ErY Policy Typs
Canfigiratian mamiber (lass Mamn
» Class
Configuratian Paolicy Attribute
» [Pvé Class
Configuralaon fetp Attt W T Dum T
o
Sark 1P CO%

ez S Ioiarfaes

Click Apply.

9. Assign it to interfaces 1/0/1 and 1/0/2.

a.

Select QoS > DiffServ > Advanced > Service Interface Configuration.

A screen similar to the following displays.

Sywrom Switching Routing Security Monrioring Maintenonce Help

Ditfsory Wizard Service Interface Confiquration
Baii KR, Service Interface Configurakion
asic
Al Co To interfacs oD
» DiffSery
Configuration
® Class |
Configuralian L In
» IPv Clatg 102 n
Conhguratian L0 Tni
» w.? i Aok n
o e
ONSIGLTAGN LA0/S %
| b7
LScoice Statistics LT tn

Select the check boxes for Interfaces 1/0/1 and 1/0/2.
Set the Policy Name field as PolicyVoiceVLAN.
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A screen similar to the following displays.

System Swilching Routing Sacurily Monihoring Maoinlenance Help

OHfsery Wizard Service Interface Configuration
:“‘T iR Service Interface Configuration
asic
Al ToTo Interface oo
* DiftSory

Palicy Mame Direction Operstional Status
Corfiguration T | |

Policyoica VLAN |

» Clags

Corfiguration (v |.|'|Il'l. B
s IPvE Chais S1 T i
Corfigurstion LA £
» Folicy Vi e &
Configuration T i
10/ in
» Service Statishics ¥ e In
L ki
d. Click Apply.

A screen similar to the following displays.

Syatam Switching Routing Sacurity Manitering Mainknanca Helg

Diffsery Wizard Service Interface Configuration

Auto YalP

4 Service Interface Configuration
Basic

Al G T ritnrface o
» Diffsery
Canfigratan

» Class | |
Configuration 14071 Policy VokeVLAN n up

» [Py Class e Policy Vigsce VLAN n Up
Tonfigurytean 10 i
» Pohey .
Configuration e .
1A in
3 Seriscn Sththrtecs L7 In
Private VLANSs

The Private VLANSs feature separates a regular VLAN domain into two or more sub domains.
Each sub domain is defined (represented) by a primary VLAN and a secondary VLAN. The
primary VLAN ID is the same for all sub domains that belong to a private VLAN. The
secondary VLAN ID differentiates sub domains from each other and provides Layer 2

isolation between ports of the same private VLAN.

There are three types of VLAN within a private VLAN:

Primary VLAN. Forwards the traffic from the promiscuous ports to isolated ports,
community ports, and other promiscuous ports in the same private VLAN. Only one
primary VLAN can be configured per private VLAN. All ports within a private VLAN

share the same primary VLAN.

Community VLAN. A secondary VLAN that forwards traffic between ports which
belong to the same community and to the promiscuous ports. There can be multiple

community VLANSs per private VLAN.

Isolated VLAN. A secondary VLAN that carries traffic from isolated ports to
promiscuous ports. Only one isolated VLAN can be configured per private VLAN.
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There are three types of port designation within a private VLAN:

* Promiscuous port. Belongs to a primary VLAN and can communicate with all
interfaces in the private VLAN, including other promiscuous ports, community ports,
and isolated ports.

e Community port. Communicates with other community ports and promiscuous ports.
e Isolated port. Communicates only with promiscuous ports.
The following figure illustrates that Private VLANSs can be extended across multiple switches

through inter-switch/stack links that transport primary, community, and isolated VLANs
between devices.

Isolated Isolated Isolated
VLAaM VLAMN VAN

Figure 4. Private VLANs

The following figure illustrates the private VLAN traffic flow. Five ports A, B, C, D, and E make
up a private VLAN. Port A is a promiscuous port which is associated with the primary VLAN
100. Ports B and C are the host ports which belong to the isolated VLAN 101. Ports D and E
are the community ports which are associated with community VLAN 102. Port F is the
inter-switch/stack link. It is configured to transmit VLANs 100, 101 and 102. Colored arrows
represent possible packet flow paths in the private VLAN domain.
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Promiscuous port
VLAN ID = 100
(primary)

1/0/1

A

Switch

Inter-switch/stack link
F Carries VLANs 100,
101, and 102

1/0/6

B Cc

1/o/a

1/o/3 1/0/s

Primary VLAN - 100
— solabed VLAN - 101
Community VLAN - 102

Isolated ports
VLAN ID =101
(secondary)

Community ports
VLAN ID = 102

(secondary)

Figure 5. Packet flow within a Private VLAN domain

Assign Private-VLAN Types (Primary, Isolated,
Community)

The example is shown as CLI commands and as a Web interface procedure.

CLI: Assign Private-VLAN Type (Primary, Isolated,
Community)

Use the following commands to assign VLAN 100 to primary VLAN, VLAN 101 to isolated
VLAN, and VLAN 102 to community VLAN.

(Netgear Switch) #config

(Netgear Switch) (Config)#vlan 100

(Netgear Switch) (Config)(Vlan) #private-vlan primary
(Netgear Switch) (Config)(Vlan) #exit

(Netgear Switch) (Config)#vlan 101

(Netgear Switch) (Config)(Vlan) #private-vlan isolated
(Netgear Switch) (Config)(Vlan) #exit

(Netgear Switch) (Config)#vlan 102

(Netgear Switch) (Config)(Vlan) #private-vlan community
(Netgear Switch) (Config)(Vlan) #end
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Web Interface: Assign Private-VLAN Type (Primary, Isolated,
Community)

1. Create VLAN 10.
a. Select Security > Traffic Control > Private VLAN > Private VLAN Type

C.
d.

Configuration. A screen similar to the following displays.

System Swilching Routing Qas Security Manitaring Mointenance Hglp Indas
Monagamant Security Acceun Port Authanticotion
HAC Filter Private VLAN Type Configuration
Port Security

Private Grasup Private VLAN Type Configuration

Protected Port VLAN ID | Private VLAN Type
W |00
H Uncanfigured
2 Uncanfigured
= Frivais Vien e pp— T
ALLOTIANIR 'J' 100 =
Corfiguratian 101 Unconfigired
= Private Vian Port 102 Unconfigured

Made Conhguration

Under Private VLAN Type Configuration, select the VLAN ID 100 check box. Now
100 appears in the interface field at the top.

In the Private VLAN Type field, select Primary from the pull-down menu.
Click Apply to save the settings

2. Assign VLAN 101 as an isolated VLAN.
a. Select Security > Traffic Control > Private VLAN > Private VLAN Type

Configuration.
A screen similar to the following displays.

Systam Swilching Routing QoS Sacurity Maonitoring Maoinlenance Help Indax

Managamen! Security Accan Poai Authanticaton

HAC Filter Private VLAN Type Configuration

Port Security

Private Group Private VLAN Type Configuration

Protected Port VILAN ID | Privale VLAM Type
1 Unconfigured
2 Unennfigured
= Privata Vian
A e 100 Primary
Configuratian |10 | uncanfigured
» Frivale Vian Port 102 Uncanfigured

Made Canfiguration

b. Under Private VLAN Type Configuration, select the VLAN ID 101 check box.

Now 101 appears in the interface field at the top.
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c. Inthe Private VLAN Type field, select Isolated from the pull-down menu.
d. Click Apply to save the settings
3. Assign VLAN 102 to community VLAN.

a. Select Security > Traffic Control > Private VLAN > Private VLAN Type
Configuration.

A screen similar to the following displays.

Syulam Switching Rauting Qas Securily Manilaring Maintananca Halp Index

Manogameni Securify Access Pord AuthenbcoSon Trodf h Conitml ALCL

MAC Filter Private VLAN Type Configuration
Port Security
Private Group
Pratected Part

Private VLAN Type Configuration

Uncenfiguned

2 Unconfigured

= Prrvate Vian
% 1040 Profrary
Configuration W solwed
» Private Vian Fort 4l 102 Unconfigured

Miade Configuratson

b. Under Private VLAN Type Configuration, select the VLAN ID 102 check box. Now
102 appears in the interface field at the top.

c. Inthe Private VLAN Type field, select Community from the pull-down menu.
d. Click Apply to save the settings.

Configure Private-VLAN Association

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Private-VLAN Association

Use the following commands to associate VLAN 101-102 (secondary VLAN) to VLAN 100
(primary VLAN).

(Netgear Switch) #config

(Netgear Switch) (Config)#vlan 100

(Netgear Switch) (Config)(Vlan) #private-vlan association 101-102
(Netgear Switch) (Config)(Vlan) #end

Web Interface: Configure Private-VLAN Association

1. Associate VLAN 101-102 (secondary VLAN) to VLAN 100 (primary VLAN).

a. Select Security > Traffic Control > Private VLAN > Private VLAN Association
Configuration.
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A screen similar to the following displays.

Syslam Swibching Rauting Qe Sacurity Maniloring Mainlenance Halp Index

Manognman Serrity

MAC Filter Private VLAN Assodation Configuration
Parl Security i
Privale Graoup AMLAR jou
Coemmunity VLAMN(s)

Protected Port Primary VLAN | Secondary VLAN{s) Isolated VLAN

* Provale Vian Type

Configuratan
Configuration 101
roi
» Private Vian Port 127 Lao2

Made Configuratson

b. Under Private VLAN Association Configuration, select the VLAN ID 100.
c. Inthe Secondary VLAN(S) field, type 101-102.
d. Click Apply to save the settings.

Configure Private-VLAN Port Mode (Promiscuous, Host)

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Private-VLAN Port Mode (Promiscuous, Host)

Use the following commands to assign port 1/0/1 to promiscuous port mode and ports
1/0/2-1/0/5 to host port mode.

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)#switchport mode private-vlan promiscuous
(Netgear Switch) (Interface 1/0/1)#exit

(Netgear Switch) (Config)#interface 1/0/2-1/0/5

(Netgear Switch) (Interface 1/0/2-1/0/5)#switchport mode private-vlan host
(Netgear Switch) (Interface 1/0/2-1/0/5)#end

Web Interface: Configure Private-VLAN Port Mode
(Promiscuous, Host)

1. Configure port 1/0/1 to promiscuous port mode.

a. Select Security > Traffic Control > Private VLAN > Private VLAN Port Mode
Configuration.
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A screen similar to the following displays.

System Swilching Rouling ol Security Monilaring Maintenance Help Index

Mamogemant Securlty | Access | Port Authanticalicn

HAC Filter Private Vlan Port Mode Configuration

Port Security .
Private Groap Private Vian Port Mode Configuration i
Protecied Port LAGS ANl Go To Intarface [rle]

Interface | Port Vian Mode
= PFrivate Viam Type - | T —
Configuration

= Private Vian -‘;' W_' m
Assocrabean | rhofz Ganeral
Configuration 1/a/3 Genaral

e Ganeral
irars General

b. Under Private VLAN Port Mode Configuration, select the 1/0/1 interface check
box.

Now 1/0/1 appears in the Interface field at the top.
c. In the Port VLAN Mode field, select Promiscuous from the pull-down menu.
d. Click Apply to save the settings.

2. Configure ports 1/0/2-1/0/5 to host port mode.

a. Select Security > Traffic Control > Private VLAN > Private VLAN Port Mode
Configuration.

A screen similar to the following displays.

Syalem Switching Routing Security Maonitoring Muoinienance Halp Index

Manogesen! Securlly | Accen | Port Authankizalion

MAC Filler Private Vlan Port Mode Configuration
Porl Securily
Priw n P [ !
Private Group ate Vian Port Mode Configuration
Protected Port LAGS Al Ga To Interface G0
| Interface | Port Vian Mode
i | C—
Carfiguraticn
» PrivetaVisn. | 00— bl Promiscusus
Associancn ol Genersl
Corfiguration 'i_l 10 Ganersl
o Genersl

& Driunts Ulse Hnas

b. Under Private VLAN Port Mode Configuration, select the 1/0/2 to 1/0/5 interface
check box.

c. Inthe Port VLAN Mode field, select Host from the pull-down menu.
d. Click Apply to save the settings.
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Configure Private-VLAN Host Ports

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Private-VLAN Host Ports

Use the following commands to associate isolated ports 1/0/2-1/0/3 to a private-VLAN
(primary=100, secondary=101). Community ports 1/0/4-1/0/5 to a private-VLAN (primary=
100, secondary=102).

(Netgear Switch) #config
(Netgear Switch) (Config)#interface 1/0/2-1/0/3

(Netgear Switch) (Interface 1/0/2-1/0/3)#switchport private-vlan host-association
100 101

(Netgear Switch) (Interface 1/0/2-1/0/3)#exit
(Netgear Switch) (Config)#interface 1/0/4-1/0/5

(Netgear Switch) (Interface 1/0/4-1/0/5)#switchport private-vlan host-association
100 102

(Netgear Switch) (Interface 1/0/4-1/0/5)#end

Web Interface: Assign Private-VLAN Port Host Ports

1. Associate isolated ports 1/0/2-1/0/3 to a private-VLAN (primary=100, secondary=101).

a. Select Security > Traffic Control > Private VLAN > Private VLAN Host Interface
Configuration.

A screen similar to the following displays.

Manitoring Mamlanones Halp Indax
Monogamani Security | Accam
HAC Filter Private VLAN Host Interface Configuration
Port Security
Privata Group Private VLAN Host Imterface Configuration
Protected Port LAGS Al Ga To Interfacs -]
4 | | Host Primary VLAN Host Secondary VAN o .
« Frivate Vien Type | Interface | o o a003) (2 to 4093) Opcrations] YLANIx)
Eonfiguraton o T
= Prvabe Visn -
Ll ]
Association BT t-En '
Configuraton _-" Wa_ I
» Private Vian Port I 1) o
Meode Configurniicn 1ofs o
o
[}
-

h 8 o o [BE o

b. Under Private VLAN Host Interface Configuration, select the 1/0/2 and 1/0/3
interface check box.

c. In the Host Primary VLAN field, enter 100.
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d. In the Host Secondary VLAN field, enter 101.
e. Click Apply to save the settings.
2. Associate isolated ports 1/0/4-1/0/5 to a private-VLAN (primary=100, secondary=102).

a. Select Security > Traffic Control > Private VLAN > Private VLAN Host Interface
Configuration.

A screen similar to the following displays.

Syvlam Swilching Rouling C Sacurity Monifering Mminlanonce Halp Index

MAC Filter Private VLAN Host Interface Configuration
Port Security
P be Eroug Private VLAN Host Interface Configuration
Protected Part LAGS all Go To 1 ]
. | Host Primary VLAN ondary VLAMN - .
» Privats Vian Tvoe Interface {2t 4003} 3 Dperational VLAN[s)
Configuratyon I i T = i
| 1 2
# Private Vian
Aszociatich .
Configuratian 7] hafora 100 101 100-101
= Prrvate Vian Port 103 100 Hi ] 100-101
Mede Configuration T T i3 g i
< aors o ]
Love 1] o]
Lor o ¢]

b. Under Private VLAN Host Interface Configuration, select the 1/0/4 and 1/0/5
interface check box.

c. Inthe Host Primary VLAN field, enter 100.
In the Host Secondary VLAN field, enter 102.
Click Apply to save the settings.

Map Private-VLAN Promiscuous Port

The example is shown as CLI commands and as a Web interface procedure.

CLI: Map Private-VLAN Promiscuous Port

Use the following commands to map private-VLAN promiscuous port 1/0/1 to a primary VLAN
(100) and to secondary VLANs (101-102).

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)#switchport private-vlan mapping 100 101-102
(Netgear Switch) (Interface 1/0/1)#end
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Web Interface: Map Private-VLAN Promiscuous Port

1. Map private-VLAN promiscuous port 1/0/1 to a primary VLAN (100) and to selected
secondary VLANs (101-102).

a. Select Security > Traffic Control > Private VLAN > Private VLAN Promiscuous
Interface Configuration.

A screen similar to the following displays.

Manilaring Mailanancs Help

MALC Filter Private VLAN Promiscuous Interface Configuration

PFart Securily
rtiale et Privabe VLAN melsm_ugu Interface Configuration

Protocted Part LAGS All Go Te Interface oo

Promdscuas Prima | it acondary VLAN{s]) | 3
Operational VLAN[s)

« Private Visn Type "R (2 10 4093)
Confgpratsn N =
» Privatg Wisn e I : T
Assooabon =k w‘ o -
Cenfiguration L ] 100-101
* Private Vian Port Lo o 100-204
Mode Configuration irad o L0, 102
= Private Visnh Host Loys o 104,102
rfi
S e o
Confguratinn
L o
vome o
Lo o
Lrane ]

b. Under Private VLAN Promiscuous Interface Configuration, select the 1/0/1
interface check box. Now 1/0/1 appears in the Interface field at the top.

c. Inthe Promiscuous Primary VLAN field, enter 100.
In the Promiscuous Secondary VLAN field, enter 101-102.
Click Apply to save the settings.
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LAGS

Link Aggregation Groups

This chapter includes the following sections:

¢ LAG Concepts

¢ Create Two LAGs
e Add Ports to LAGs
e Enable Both LAGs
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LAG Concepts

Link aggregation allows the switch to treat multiple physical links between two endpoints as a
single logical link. All the physical links in a given LAG must operate in full-duplex mode at the
same speed. LAGs can be used to directly connect two switches when the traffic between
them requires high bandwidth and reliability, or to provide a higher-bandwidth connection to a
public network. Management functions treat a LAG as if it were a single physical port. You
can include a LAG in a VLAN. You can configure more than one LAG for a given switch.

Port 1/0/3
LAG_10 \)
Subnet 3 =
N\ T
Port 1/0/2 N
Server LAG_10
Layer 3 Switch [=5zR8zRz82521
Port 1/0/8 Port 1/0/9
LAG 20 LAG_20
Layer 2 Switch [ s bbb
[ Subnet 2 Subnet 3 _
: v e,

T Lk kbbb

Figure 6. Example network with two LAGs

LAGs offer the following benefits:

* Increased reliability and availability. If one of the physical links in the LAG goes down,
traffic is dynamically and transparently reassigned to one of the other physical links.

» Better use of physical resources. Traffic can be load-balanced across the physical links.

* Increased bandwidth. The aggregated physical links deliver higher bandwidth than each
individual link.

* Incremental increase in bandwidth. A physical upgrade could produce a tenfold increase
in bandwidth; LAG produces a two- or fivefold increase, useful if only a small increase is
needed.

LAGs
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Create Two LAGs

The example is shown as CLI commands and as a Web interface procedure.

CLI: Create Two LAGs

(Netgear Switch) #config

(Netgear Switch) (Config)#port-channel name lag 1 lag_10
(Netgear Switch) (Config)#port-channel name lag 1 lag_20
(Netgear Switch) (Config)#exit

Use the show port-channel all command to show the logical interface IDs you will use to
identify the LAGs in subsequent commands. Assume that lag_10 is assigned ID 1/1, and
lag_20 is assigned ID 1/2.

(Console) #show port-channel all

Port- Link
Log. Channel Adm. Trap STP Mbr Port Port
Intf Name Link Mode Mode Mode Type Ports Speed Active
1/1 lag_10 Down En. En. Dis. Dynamic
1/2 lag_20 Down En. En. Dis. Dynamic

Web Interface: Create Two LAGs

1. Create LAG lag_10.
a. Select Switching > LAG > LAG Configuration.

A screen similar to the following displays.

I Switching Rauling Qa5 Securnty Maonilorng ML i e e & Halp Evicl ot

VIAM sTP Multeanr Addraa Takla

LAG Contiguration

LAL Membership LALG Configuration
g | | | |
.“::'1 Link Trap | Admin Mode | 9TP Mada static Mode | Hashing

1
Lag Mame | Bescriptian

b. Inthe Lag Name field, enter lag_10.
c. Click Add.
2. Create LAG lag_20.

LAGs
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a. Select Switching > LAG > LAG Configuration. A screen similar to the following
displays.

Syvhem Swibching Rouiing [+ 1519 Security Moniboring Meginhernonce Help Index

WLAM atr [T Adldruss Talds Porls

LAG Configuration
LAG sembership LAG Configuration

| La
Lag Hame Desoriplivn | I“:I'i Link Trap Admin Mode | §TP Mode Slatic Mode | Haslalng
| 1 |

T eg_ie i Enabls Enable Enabls Civwbla Eaurca [P

b. Inthe Lag Name field, enter lag_20.
c. Click Add.

Add Ports to LAGs

The example is shown as CLI commands and as a Web interface procedure.

CLI: Add Ports to the LAGs

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 0/2
(Netgear Switch) (Interface 0/2)#addport 1/1
(Netgear Switch) (Interface 0/2)#exit
(Netgear Switch) (Config)#interface 0/3
(Netgear Switch) (Interface 0/3)#addport 1/1
(Netgear Switch) (Interface 0/3)#exit
(Netgear Switch) (Config)#interface 0/8
(Netgear Switch) (Interface 0/8)#addport 1/2
(Netgear Switch) (Interface 0/8)#exit
(Netgear Switch) (Config)#interface 0/9
(Netgear Switch) (Interface 0/9)#addport 1/2
(Netgear Switch) (Interface 0/9)#exit
(Netgear Switch) (Config)#exit

Web Interface: Add Ports to LAGs

1. Add ports to lag_10.
a. Select Switching > LAG > LAG Membership.

LAGs
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A screen similar to the following displays.
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b. Inthe LAG ID list, select LAG 1.
. Click Unit 1. The ports display.
d. Click the gray boxes under port 2 and 3.

Two check marks display in the box.

e. Click Apply to save the settings.

2. Add ports to lag_20.
a. Select Switching > LAG > LAG Membership.

A screen similar to the following displays.

Maomiaring Maynimmiancs Hrlp

Switching

WLAM =Tr [

LAG LAG Membership

Configuration
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b. Under LAG Membership, in the LAG ID list, select LAG 2.

. Click Unit 1. The ports display.
d. Click the gray boxes under ports 8 and 9.

Two check marks display in the boxes.

e. Click Apply to save the settings.
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Enable Both LAGs

The example is shown as CLI commands and as a Web interface procedure.

CLI: Enable Both LAGs

By default, the system enables link trap notification.

(Console) #config
(Console) (Config)#port-channel adminmode all
(Console) (Config)#exit

At this point, the LAGs could be added to VLANS.

Web Interface: Enable Both LAGs
a. Select Switching > LAG > LAG Configuration.

A screen similar to the following displays.

Maintanaacs

LAG Conliguration

LAG Memborship LAL Configuration
I

b. Select the top check box and the check boxes for lag_10 and lag_20 are selected.
c. Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.

LAGs
56



Port Routing

Port routing, default routes, and static
routes

This chapter includes the following sections:

e Port Routing Concepts

e Port Routing Configuration

e Enable Routing for the Switch

* Enable Routing for Ports on the Switch
* Add a Default Route

e Add a Static Route
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Port Routing Concepts

The first networks were small enough for the end stations to communicate directly. As
networks grew, Layer 2 bridging was used to segregate traffic, a technology that worked well
for unicast traffic, but had problems coping with large quantities of multicast packets. The
next major development was routing, where packets were examined and redirected at Layer
3. End stations needed to know how to reach their nearest router, and the routers had to
interpret the network topology so that they could forward traffic. Although bridges tended to
be faster than routers, using routers allowed the network to be partitioned into logical
subnetworks, which restricted multicast traffic and also facilitated the development of security
mechanisms.

An end station specifies the destination station’s Layer 3 address in the packet’s IP header,
but sends the packet to the MAC address of a router. When the Layer 3 router receives the
packet, it will minimally:

e Look up the Layer 3 address in its address table to determine the outbound port.
e Update the Layer 3 header.
e Re-create the Layer 2 header.

The router’s IP address is often statically configured in the end station, although the M4100
Managed Switch supports protocols such as DHCP that allow the address to be assigned
dynamically. Likewise, you can assign some of the entries in the routing tables used by the
router statically, but protocols such as RIP and OSPF allow the tables to be created and
updated dynamically as the network configuration changes.

Port Routing Configuration

The M4100 Managed Switch always supports Layer 2 bridging, but Layer 3 routing must be
explicitly enabled, first for the M4100 Managed Switch as a whole, and then for each port that
is to be part of the routed network.

The configuration commands used in the example in this section enable IP routing on ports
1/0/2,1/0/3, and 1/0/5. The router ID will be set to the M4100 Managed Switch’s management
IP address, or to that of any active router interface if the management address is not
configured.

After the routing configuration commands have been issued, the following functions will be
active:

* |IP forwarding, responsible for forwarding received IP packets.

* ARP mapping, responsible for maintaining the ARP Table used to correlate IP and MAC
addresses. The table contains both static entries and entries dynamically updated based
on information in received ARP frames.

* Routing Table Object, responsible for maintaining the common routing table used by all
registered routing protocols.

Port Routing
58



ProSAFE M4100 Managed Switches

You can then activate RIP or OSPF, used by routers to exchange route information, on top of
IP Routing. RIP is more often used in smaller networks, while OSPF was designed for larger
and more complex topologies.

The following figure shows a Layer 3 switch configured for port routing. It connects three
different subnets, each connected to a different port.

Layer 3 switch
acting as a router

i P PP P

=irufufufafals '
Port 1/0/2 Port 1/0/5
192.150.2.2 192.64.4.1
- o
Port 1/0/3
192.130.3.1
s Matkaatat “') BT b = i :\)
L mlﬂj:) : “:‘;ti“;:) m MT_D

Subnet 2 Subnet 3 Subnet 5

Figure 7. Layer 3 switch configured for port routing

Enable Routing for the Switch

The example is shown as CLI commands and as a Web interface procedure.

CLI: Enable Routing for the Switch

The following script shows the commands that you would use to configure a M4100 Managed
Switch to provide the port routing support shown in Figure 7, Layer 3 switch configured for
port routing on page 59.

Use the following command to enable routing for the switch. Execution of the command
enables IP forwarding by default.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#exit

Port Routing
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Web Interface: Enable Routing for the Switch

1. Select Routing > IP > Basic > IP Configuration.

A screen similar to the following displays.
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2. For Routing Mode, select the Enable radio button.
3. Click Apply to save the settings.

Enable Routing for Ports on the Switch

Use the following commands or the web interface to enable routing for ports on the switch.
The default link-level encapsulation format is Ethernet. Configure the IP addresses and
subnet masks for the ports. Network-directed broadcast frames will be dropped. The
maximum transmission unit (MTU) size is 1500 bytes.

CLI: Enable Routing for Ports on the Switch

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#routing

(Netgear Switch) (Interface 1/0/2)#ip address 192.150.2.1 255.255.255.0
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3

(Netgear Switch) (Interface 1/0/3)#routing

(Netgear Switch) (Interface 1/0/3)#ip address 192.150.3.1 255.255.255.0
(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#interface 1/0/5

(Netgear Switch) (Interface 1/0/5)#routing

(Netgear Switch) (Interface 1/0/5)#ip address 192.150.5.1 255.255.255.0
(Netgear Switch) (Interface 1/0/5)#exit

(Netgear Switch) (Config)#exit

Port Routing
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Web Interface: Enable Routing for Ports on the Switch

1. Assign IP address 192.150.2.1/24 to interface 1/0/2.
a. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.
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b. Scroll down and select the interface 1/0/2 check box.
Now 1/0/2 appears in the Interface field at the top.
c. Under the IP Interface Configuration, enter the following information:
e Inthe IP Address field, enter 192.150.2.1.
e Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.

d. Click Apply to save the settings.
2. Assign IP address 192.150.3.1/24 to interface 1/0/3.
a. Select Routing > IP> Advanced > IP Interface Configuration.

A screen similar to the following displays.
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b. Scroll down and select the interface 1/0/3 check box.
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Now 1/0/3 appears in the Interface field at the top.

c. Enter the following information:
* Inthe IP Address field, enter 192.150.3.1.
¢ In the Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.

d. Click Apply to save the settings.

3. Assign IP address 192.150.5.1/24 to interface 1/0/5.
a. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.
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b. Scroll down and select the interface 1/0/5 check box.
Now 1/0/5 appears in the Interface field at the top.
c. Enter the following information:
¢ Inthe IP Address field, enter 192.150.5.1.
¢ |nthe Subnet Mask field, enter 255.255.255.0.
e Inthe Routing Mode field, select Enable.

d. Click Apply to save the settings.

Add a Default Route

When IP routing takes place on a switch, a routing table is needed for the switch to forward

the packet based on the destination IP address. The route entry in the routing table can either
be created dynamically through routing protocols like RIP and OSPF, or be manually created
by the network administrator. The route created manually is called the static or default route.

A default route is used for forwarding the packet when the switch cannot find a match in the
routing table for an IP packet. The following example shows how to create a default route.

Port Routing
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CLI: Add a Default Route

(FSM7338S) (Config) #ip route default?
<nexthopip> Enter the IP Address of the next router.
(FSM7328S) (Config)#ip route default 10.10.10.2

Note: IP subnet 10.10.10.0 should be configured using either port routing
(see Enable Routing for Ports on the Switch on page 60) or VLAN
routing (see Set Up VLAN Routing for the VLANSs and the Switch on

page 72).

Web Interface: Add a Default Route

1. Select Routing > Routing Table > Basic > Route Configuration.

The Route Configuration screen displays.

Syalem Switching Rauting Saf Security Monliating Mainienanca Halp Indax

Route Configuration

Configura Roulos
Advanced | Beant Blag 11
stwnrk Addrein 13

Typn | Address

2. In the Route Type list, select DefaultRoute.
In the Next Hop IP Address field, enter one of the routing interface’s IP addresses.

e The Network Address and Subnet Mask fields will not accept input as they are not
needed.

e The Preference field is optional. A value of 1 (highest) will be assigned by default if
not specified.

4. Click the Add button on the bottom of the screen.

This creates the default route entry in the routing table.
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Add a Static Route

When the switch performs IP routing, it forwards the packet to the default route for a
destination that is not in the same subnet as the source address. However, you can set a
path (static route) that is different than the default route if you prefer. The following procedure
shows how to add a static route to the switch routing table.

CLI: Add a Static Route

The following commands assume that the switch already has a defined a routing interface
with a network address of 10.10.10.0, and is configured so that all packets destined for
network 10.10.100.0 take the path of routing port.

(FSM7328S) #show ip route

Total Number of Routes... ... ... . ... ... .. ... ..... 1

Network Subnet Next Hop Next Hop
Address Mask Protocol Intf IP Address
10.10.10.0 255.255.255.0 Local  1/0/3  10.10.10.1

To delete the static route, simply add “no” keyword in the front of the “ip route” command.

Web Interface: Add a Static Route

1. Select Routing > Routing Table > Basic > Route Configuration to display the Route
Configuration screen.

Syabtam Switching Rowting Qas Security Manilering Mainienonce Halp lndg=

Route Configuration

Configure Routes

| e

| 9.0.0.0 9,0,0.0 10.20.10.3 i
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2. Inthe Route Type list, select Static.
Fill in the Network Address field.

Note that this field should have a network IP address, not a host IP address. Do not enter
something like 10,100.100.1. The last number should always be 0 (zero).
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In the Subnet Mask field, enter a value that matches the subnet range that you want to use.

The Preference field is optional. A value of 1 is entered by default if you do not enter a
number.

Click the Add button on the bottom of the screen. The screen is updated with the static
route shown in the routing table.

To remove a route entry, either static or default, select the check box to the left of the entry,
and click the Delete button on the bottom of the screen.
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VLAN routing for a VLAN and for the
switch

This chapter includes the following sections:

¢ VLAN Routing Concepts
e Create Two VLANS
e Set Up VLAN Routing for the VLANs and the Switch

66



ProSAFE M4100 Managed Switches

VLAN Routing Concepts

You can configure the ProSAFE M4100 Managed Switches with some ports supporting
VLANSs and some supporting routing. You can also configure it to allow traffic on a VLAN to
be treated as if the VLAN were a router port.

When a port is enabled for bridging (the default) rather than routing, all normal bridge
processing is performed for an inbound packet, which is then associated with a VLAN. Its
MAC destination address (DA) and VLAN ID are used to search the MAC address table. If
routing is enabled for the VLAN and the MAC DA of an inbound unicast packet is that of the
internal bridge-router interface, the packet is routed. An inbound multicast packet is
forwarded to all ports in the VLAN, and also to the internal bridge-router interface if it was
received on a routed VLAN.

Since a port can be configured to belong to more than one VLAN, VLAN routing might be
enabled for all of the VLANSs on the port, or for a subset. VLAN routing can be used to allow
more than one physical port to reside on the same subnet. It could also be used when a
VLAN spans multiple physical networks, or when more segmentation or security is required.

The next section shows you how to configure the ProSAFE M4100 Managed Switches to
support VLAN routing and how to use RIP and OSPF. A port can be either a VLAN port or a
router port, but not both. However, a VLAN port can be part of a VLAN that is itself a router
port.

Create Two VLANSs

This section provides an example of how to configure the M4100 Managed Switch to support
VLAN routing. The configuration of the VLAN router port is similar to that of a physical port.
The main difference is that, after the VLAN has been created, you must use the show ip vlan
command to determine the VLAN's interface ID so that you can use it in the router
configuration commands.

The diagram in this section shows a Layer 3 switch configured for port routing. It connects
two VLANS, with two ports participating in one VLAN, and one port in the other. The script
shows the commands that you would use to configure a M4100 Managed Switch to provide
the VLAN routing support shown in the diagram.
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Layer 3 switch

Port 1/0/2 VLAN
Router port 1/3/1
192.150.3.1

Port 1/0/3 VLAN
Router port 1/3/2
192.150.4.1

Port 1/0/1

VLAN 10 VLAN 20

Figure 8. Layer 3 switch configured for port routing

CLI: Create Two VLANSs

The following code sequence shows an example of creating two VLANSs with egress frame
tagging enabled.

(Netgear Switch) #vlan data

(Netgear Switch) (Vlan)#vlan 10

(Netgear Switch) (Vlan)#vlan 20

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #conf

(Netgear Switch) (Config)#interface range 1/0/1-1/0/2

(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#vlan participation include 10
(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#vlan pvid 10
(Netgear Switch) (conf-if-range-1/0/1-1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3

(Netgear Switch) (Interface 1/0/3)#vlan participation include 20
(Netgear Switch) (Interface 1/0/3)#vlan pvid 20

(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#exit
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Web Interface: Create Two VLANSs
1. Create VLAN 10 and VLANZ20.

a.

h.

i
B

-~ o o o0 o

Select Switching > VLAN > Advanced > VLAN Configuration.

A screen similar to the following displays.
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In the VLAN ID field, enter 10.

In the VLAN Name field, enter VLAN10.

In the VLAN Type list, select Static.

Click Add.

Select Switching > VLAN > Advanced > VLAN Configuration.
A screen similar to the following displays.
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In the VLAN ID field, enter 20.

In the VLAN Name field, enter VLANZ20.
In the VLAN Type list, select Static.
Click Add.

2. Add ports to the VLAN10 and VLANZ20.
a. Select Switching > VLAN > Advanced > VLAN Membership.
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A screen similar to the following displays.
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b. In the VLAN ID field, select 10.
. Click the Unit 1. The ports display.
d. Click the gray boxes under ports 1 and 2 until T displays.

The T specifies that the egress packet is tagged for the port.

e. Click Apply.
f. Select Switching > VLAN > Advanced > VLAN Membership.

A screen similar to the following displays.
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g. Inthe VLAN ID list, select 20.
h. Click Unit 1. The ports display.
i. Click the gray box under port 3 until T displays.
The T specifies that the egress packet is tagged for the port.
j.  Click Apply.
3. Assign PVID to VLAN10 and VLANZ20.
a. Select Switching > VLAN > Advanced > Port PVID Configuration.
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A screen similar to the following displays.
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Scroll down and select 1/0/1 and 1/0/2 check boxes.
In the PVID (1 to 4093) field, enter 10.
Click Apply to save the settings.

™ o o T

A screen similar to the following displays.

Syvem

Switching

Rauling Monifaring

Address Tabls | Pors | LAG

Select Switching > VLAN > Advanced > Port PVID Configuration.

Mmnhennnos

Basic Port VLAN Id Configuration
o WLAN PYID Configuration
Configurasian ' Al Co T Entarlants
# WLAN Mambsrship |
» VLAN Stabus Acceptoble | Ingress

Frame Types | Filtsring
» MAC Based VLAN —

Ba

1 {0t 7

= | RIS | T
- T 10 Addrrint AL Desatile [
. I'":nr"""“_" 4 E e 1 Acdre A8 Desabile 8
soromotoinaes | TR : At A Giakie 8
VLAN Graup - 1054 1 Admit &N Desable a
Cardigurating = L Adrmit All Deaibile ]
® Protocol Based ™ /006 1 Nt AN Decabile 8
ookt C i Adm &1 Desabin g

Port Frierity

f. Scroll down and select the 1/0/3 check box.
g. Inthe PVID (1 to 4093) field, enter 20.
h. Click Apply to save the settings.
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Set Up VLAN Routing for the VLANs and the Switch

The example is shown as CLI commands and as a Web interface procedure.

CLI: Set Up VLAN Routing for the VLANs and the Switch

1. The following code sequence shows how to enable routing for the VLANS:

(Netgear Switch) #vlan data
(Netgear Switch) (Vlan)#vlan routing 10
(Netgear Switch) (Vlan)#vlan routing 20
(Netgear Switch) (Vlan)#exit

This returns the logical interface IDs that will be used instead of the slot/port in
subsequent routing commands. Assume that VLAN 10 is assigned the ID 3/1, and VLAN
20 is assigned the 1D 3/2.

2. Enable routing for the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#exit

3. The next sequence shows an example of configuring the IP addresses and subnet masks
for the virtual router ports.

(Netgear Switch) (Config)#interface vlan 10

(Netgear Switch) (Interface-vlan 10)#ip address 192.150.3.1 255.255.255.0
(Netgear Switch) (Interface-vlan 10)#exit

(Netgear Switch) (Config)#interface vlan 20

(Netgear Switch) (Interface-vlan 20)#ip address 192.150.4.1 255.255.255.0
(Netgear Switch) (Interface-vlan 20)#exit

(Netgear Switch) (Config)#exit
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Web Interface: Set Up VLAN Routing for the VLANs and the
Switch

1. Select Routing > VLAN > VLAN Routing.

A screen similar to the following displays.

VLAN Ruuting VLAMN Routing Configuration
Wizard
VLAN Rouling
| vims
BLEY

% Port Subnet Mask
|

| a093)

| | | IP.15%0.33 Z55.L05.196.0

2. Enter the following information:
* Inthe VLAN ID (1 to 4093) list, select 10.
e Inthe IP Address field, enter 192.150.3.1.
* |nthe Subnet Mask field, enter 255.255.255.0.
3. Click Add to save the settings.
4. Select Routing > VLAN > VLAN Routing. A screen similar to the following displays.

Sy1bam Ewitching Ilpl.lrmg QoS Secyrity Maoniloring Maginianoree Help ndex

VLAN Rauting VLAN Routing Configuration

Wizard
VLAN Rouling

| MAL Address IP Adidress Subnet Mask

Wl 25525525500

|_ 10 nfar ol ihsen Tanih TR0 Pt el LW LN

5. Enter the following information:
* Select 10 in the VLAN ID (1 to 4093) field.
e Inthe IP Address field, enter 192.150.4.1.
* |nthe Subnet Mask field, enter 255.255.255.0.

6. Click Add to save the settings.
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Proxy ARP

Proxy Address Resolution Protocol

This chapter includes the following sections:

¢ Proxy ARP Concepts
e Proxy ARP Examples
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Proxy ARP Concepts

Proxy ARP allows a router to answer ARP requests when the target IP address is not that of
the router itself but a destination that the router can reach. If a host does not know the default
gateway, proxy ARP can learn the first hop. Machines in one physical network appear to be
part of another logical network. Without proxy ARP, a router responds to an ARP request only
if the target IP address is an address configured on the interface where the ARP request

arrived.

Proxy ARP Examples

The following are examples of the commands used in the proxy ARP feature.

CLI: show ip interface

(Netgear Switch) #show ip interface ?
<slot/port> Enter an interface in slot/port format.
brief Display summary information about IP configuration

settings for all ports.

(Netgear Switch) #show ip interface 0/24

Routing Mode. . . ... o i Disable
Administrative Mode. ... ... ... .. oo Enable

Forward Net Directed Broadcasts................ Disable

ProXy ARP . e Disable

Active State. .. .o Inactive

Link Speed Data Rate. .. ... .o iieaaannan- Inactive

MAC AddressS. . ..o e e e aeeaea s 08:00:17:05:05:02
Encapsulation Type. ... i Ethernet

I 1500

CLI: ip proxy-arp

(Netgear Switch) (Interface 0/24)#ip proxy-arp ?
<cr> Press Enter to execute the command.

(Netgear Switch) (Interface 0/24)#ip proxy-arp

Proxy ARP
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Web Interface: Configure Proxy ARP on a Port

1. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.

Basic 1P Interface Configuration

» 1P Cesfiguration Canfiguration

* Statistica AN Eu T Inlerfans ug

Adeinlslralive

» Seenndary [P Interfare | Description , | 1P Address | Subnet Mask e
LIL

u

I 1o 0..00 0.0.0.0 idubls Lrsbla
e .0.000 0.000.0 Disable Enebie
T Lo 0.0.0.0 0.0.0.0 Cigable Erable

2. Under Configuration, scroll down and select the Interface 1/0/3 check box. Now 1/0/3
appears in the Interface field at the top.

3. Inthe Proxy Arp field, select Enable.
4. Click Apply to save the settings.
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ACLs

Access Control Lists

This chapter includes the following sections:

ACL Concepts

Set Up an IP ACL with Two Rules

One-Way Access Using a TCP Flag in an ACL

Use ACLs to Configure Isolated VLANS on a Layer 3 Switch
Set up a MAC ACL with Two Rules

ACL Mirroring

ACL Redirection

Configure IPv6 ACLs
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ACL Concepts

Access control lists (ACLSs) can control the traffic entering a network. Normally ACLs reside in
a firewall router or in a router connecting two internal networks. When you configure ACLSs,
you can selectively admit or reject inbound traffic, thereby controlling access to your network
or to specific resources on your network.

You can set up ACLs to control traffic at Layer 2-, or Layer 3. MAC ACLs are used for

Layer 2. IP ACLs are used for Layer 3. Each ACL contains a set of rules that apply to inbound
traffic. Each rule specifies whether the contents of a given field should be used to permit or
deny access to the network, and may apply to one or more of the fields within a packet.

The following limitations apply to ACLs. These limitations are platform dependent.

e The maximum of number of ACLs is 100.

e The maximum number of rules per ACL is 8-10.

e Stacking systems do not support redirection.

* The system does not support MAC ACLs and IP ACLs on the same interface.
e The system supports ACLs set up for inbound traffic only.

MAC ACLs

MAC ACLs are Layer 2 ACLs. You can configure the rules to inspect the following fields of a
packet (limited by platform):
* Source MAC address with mask.
e Destination MAC address with mask.
e VLAN ID (or range of IDs).
e Class of Service (CoS) (802.1p).
e EtherType:
- Secondary CoS (802.1p).
- Secondary VLAN (or range of IDs).
e L2 ACLs can apply to one or more interfaces.

e Multiple access lists can be applied to a single interface: the sequence number
determines the order of execution.

e You cannot configure a MAC ACL and an IP ACL on the same interface.
e You can assign packets to queues using the assign queue option.
e You can redirect packets using the redirect option.

ACLs
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IP ACLs

IP ACLs classify for Layer 3. Each ACL is a set of up to 10 rules applied to inbound traffic.
Each rule specifies whether the contents of a given field should be used to permit or deny
access to the network, and can apply to one or more of the following fields within a packet:

Source IP address
Destination IP address
Source Layer 4 port
Destination Layer 4 port
ToS byte

Protocol number

Note that the order of the rules is important: When a packet matches multiple rules, the first
rule takes precedence. Also, once you define an ACL for a given port, all traffic not
specifically permitted by the ACL is denied access.

ACL Configuration
To configure ACLs:

1.

Create an ACL by specifying a name (MAC ACL) or a number (IP ACL).

2. Add new rules to the ACL.
3.
4. Apply the ACL to one or more interfaces.

Configure the match criteria for the rules.

Set Up an IP ACL with Two Rules

This section shows you how to set up an IP ACL with two rules, one applicable to TCP traffic
and one to UDP traffic. The content of the two rules is the same. TCP and UDP packets will
be accepted by the M4100 Managed Switch only if the source and destination stations have
IP addresses within the defined sets.

ACLs
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Layer 3 switch

TCP packet to TCP packet to
192.178.88.3 rejected. 192.178.77.3 accepted.
Dest. IP not in range. Dest. IP in range.

Port 1/0/2

ACL 1

Layer 2 switch

192.168.77.1 192.168.77.4 192.168.77.9 192.168.77.2
Figure 9. IP ACL with rules for TCP traffic and UDP traffic

CLI: Set Up an IP ACL with Two Rules

The following is an example of configuring ACL support on a 7000 Series Managed Switch.

Create ACL 101. Define the first rule: The ACL will permit packets that match the specified
source IP address (after the mask has been applied), that are carrying TCP traffic, and that
are sent to the specified destination IP address.

1. Enter these commands:

(Netgear Switch) #config
(Netgear Switch) (Config)#access-list 101 permit tcp 192.168.77.0 0.0.0.255
192.178.77.0 0.0.0.255

2. Define the second rule for ACL 101 to set conditions for UDP traffic similar to those for TCP
traffic.

(Netgear Switch) (Config)#access-list 101 permit udp 192.168.77.0 0.0.0.255
192.178.77.0 0.0.0.255

ACLs
80



ProSAFE M4100 Managed Switches

3. Apply the rule to inbound traffic on port 1/0/2. Only traffic matching the criteria will be
accepted.

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#ip access-group 101 in
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#exit

Web Interface: Set Up an IP ACL with Two Rules

1. Create IP ACL 101 on the switch.
a. Select Security > ACL > IP ACL.

A screen similar to the following displays.

System Switching Routing QoS Securily Monitoring Maintenance Help Index

Management Security | Access | Port Authentication | Tralfic Control

MAC ACL IP ACL
: 1P ACL i
» 1P Rules Currcnt Number of ACL ]
» 1P Extended Rules Maximum ACL 100
= 1P Binding
Configuration
» Binding Table IP ACL Table

(53
IP ACL ID Type
1r.u|

b. Inthe IP ACL ID field, enter 101.
c. Click Add to create ACL 101.
2. Create a new rule associated with ACL 101.
a. Select Security > ACL > IP ACL > IP Extended Rules.

A screen similar to the following displays.

Eaubing Cha% Manilaring Mainimninces

Secariby

Marsgemen! Sacuiey Ageaid Pods Budpetizanan TeaBlie Commal

MAL ALL IP Extended Rules

* TP ACI IP Extended Rules

& I Builes AL 1D . =]
» T Bandirag
i gur atisin Cxtended ACL Rule Table

= Binding Table | i SouUFcE | SnUrcE | Smirce |
| P i | RSN | Match | Pratacel | TOP | 0 2 I Destinatinn | Destinatinn
1] Queur | Every | Eeymard | Fla | IP Address | 1P Mask
ey ol ] et | 9! Address | Mask P |

b. For ACL ID, select 101.
c. Click Add to create a new rule.

3. Create a new ACL rule and add it to ACL 101.
a. After you click the Add button in step 2.
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A screen similar to the following displays.

Mhaintanancs Halp

Monitaring

Syuham Swibching

5 Security Indax
Manogemant Securily | Accam | Prorl Authanicoton
AL ACL Fxtendad ACL Rule Configurationg 100-100)
ALL 1D 104
* 1P ACL
s 1P Rules Hude IO (1 0 23) 1
Avtinn " Prrmit Earass Qussun (0 EG &)
® 1P Bindding f
Cahlguration £ Dihy
= Binding Table Match | vy |
pratacol Typs = | 19 4 255)
e ilsg FIN  fgrore 2] 5 [ tgnere =] RST [igners =]
FEH [fgnore ®] ACK [lgnore &| URS [ Ignore =]
fapere 10 fddeses 192 168,770
Source 11 Mash 000255
Firurve LA Pard =l {1 e A55ER)
Dhors iy by §F Axhlress 13178770
Castination 19 ek 0.0.0.265
Dastination |4 Pt | 1) e G555
Service Type 1P DECP =l {0 £33

a. Inthe Extended ACL Rule Configuration, enter the following information:
* Inthe Rule ID (1 to 23) field, enter 1.
e For Action, select the Permit radio button.
* Inthe Protocol Type list, select TCP.
e Inthe Source IP Address field, enter 192.168.77.0.
e Inthe Source IP Mask field, enter 0.0.0.255.
e Inthe Destination IP Address field, enter 192.178.77.0.
e Inthe Destination IP Mask field, enter 0.0.0.255.
b. Click Apply to save the settings.
Create another ACL rule and add it to the ACL 101.
a. After you click the Add button in step 3, a screen similar to the following displays.

Syulem Switehing

Security Maritas g

Tiafte Cosbol

Manlentancs

knalea

A

Masteaprrmin | St 3y

Extended ACL Rule Conliguration

MAL ACL
Exteaded ACL Hule Configuration{ 100-1919%
» [P Ayles AUL [0 101
s [ Extended Rufes
# TP Barihing Paile TEF [ b F0) 2T
Canbguraton LT T I Parmmt Lgress Quaiss {0 ko &)
tnding Tabl
e ENCH T © Dany
sateh Every Falsn =]
Prning ol Typa LI ﬂ 001 2550
TER Flag FIN | fgrore =] =M | Ignere & RST | ignore 5]
PEH | Ignore =| ACW | fgners =] URG Jgeore =
ngern T &ddreas 152 168770
Eowros TP Hasl o, 0.0 255
Saarrm L4 Poet =l 11 46 £553%)
Brestimvation 1P Addoerss IazaATa.TTO
Brerstimation TP Hash 0, 0,.255
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b. Under Extended ACL Rule Configuration, enter the following information:

In the Rule ID (1 to 23) field, enter 22.

For Action, select the Permit radio button.

In the Protocol Type list, select UDP.

In the Source IP Address field, enter 192.168.77.0.

In the Source IP Mask field, enter 0.0.0.255.

In the Destination IP Address field, enter 192.178.77.0.
In the Destination IP Mask field, enter 0.0.0.255.

c. Click Apply to save the settings.
5. Apply ACL 101 to port 2.
a. Select Security > ACL > IP ACL > IP Binding Configuration.

A screen similar to the following displays.

l Sipitam Swiibching Rouling oS Secufity Manitaring Maislanants Halp ladax

1P ACL Binding Conflguration
= [P Rides
» IP Extended Aules

AL ACL 1P Binding Canfiguration

= Binding Table o et

Part 1 2 3 4 % & 7 B U 00 L0 B2 03 04 4% 16 L7 10 0V 20 21 22 23 24

25 76 27 28

Interface Binding Statug

Interface Direction | ALL Type | AEL 1D Sequence Number

b. Under IP Binding Configuration, enter the following information:

In the ACL ID list, select 10.
In the Sequence Number field, enter 1.

c. Click Unit 1. The ports display.
Click the gray box under port 2. A check mark displays in the box.
Click Apply to save the settings.
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One-Way Access Using a TCP Flag in an ACL

This example shows how to set up one-way Web access using a TCP flag in an ACL. PC 1
can access FTP server 1 and FTP server 2, but PC 2 can access only FTP server 2.

Port 0/13 Port 1/0/24 B
192.168.100.2 192.168.40.2|!
)
FTP server 1 FTP server 2
Port 1/0/48
Port 0/44
Layer 2 switch [ i sttt e s o |==%a3an-saness i| Layer 3 switch
Port 0/35 Port 1/0/25

|
r r

———

Figure 10. One-Way Web access using a TCP flag in an ACL

CLI: Configure One-Way Access Using a TCP Flag in an ACL

This configuration consists of two step:

e Step 1: Configure the Switch on page 85
e Step 2: Configure the GSM7352S on page 86
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Step 1: Configure the Switch
1. Create VLAN 30 with port 0/35 and assign IP address 192.168.30.1/24.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#vlan database

(Vlan)#vlan 30

(Vlan)#vlan routing 30

(Vlan)#exit

#config

(Config)#interface 0/35

(Interface 0/35)#vlan pvid 30

(Interface 0/35)#vlan participation include 30
(Interface 0/35)#exit

(Config)#interface vlan 30

(Interface-vlan 30)#routing

(Interface-vlan 30)#ip address 192.168.30.1 255.255.255.0
(Interface-vlan 30)#exit

(Config)#exit

2. Create VLAN 100 with port 0/13 and assign IP address 192.168.100.1/24.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#vlan database

(Vlan)#vlan 100

(Vlan)#vlan routing 100

(Vlan)#exit

#configure

(Config)#interface 0/13

(Interface 0/13)#vlan pvid 100

(Interface 0/13)#vlan participation include 100
(Interface 0/13)#exit

(Config)#interface vlan 100

(Interface-vlan 100)#routing

(Interface-vlan 100)#ip address 192.168.100.1 255.255.255.0
(Interface-vlan 100)#exit

(Config)#exit
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3. Create VLAN 200 with port 0/44 and assign IP address 192.168.200.1/24.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 200

(Netgear Switch) (Vlan)#vlan routing 200

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #configure

(Netgear Switch) (Config)#interface 0/44

(Netgear Switch) (Interface 0/44)#vlan pvid 200

(Netgear Switch) (Interface 0/44)#vlan participation include 200
(Netgear Switch) (Interface 0/44)#exit

(Netgear Switch) (Config)#interface vlan 200

(Netgear Switch) (Interface-vlan 200)#routing

(Netgear Switch) (Interface-vlan 200)#ip address 192.168.200.1 255.255.255.0
(Netgear Switch) (Interface-vlan 200)#exit

4. Add two static routes so that the switch forwards the packets for which the destinations are
192.168.40.0/24 and 192.168.50.0/24 to the correct next hops.

(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#ip route 192.168.40.0 255.255.255.0 192.168.200.2
(Netgear Switch) (Config)#ip route 192.168.50.0 255.255.255.0 192.168.200.2

5. Create an ACL that denies all the packets with TCP flags +syn-ack.

(Netgear Switch) (Config)#access-list 101 deny tcp any flag +syn -ack

6. Create an ACL that permits all the IP packets.

(Netgear Switch) (Config)#access-list 102 permit ip any

7. Apply ACLs 101 and 102 to port 0/44; the sequence of 101 is 1 and of 102 is 2.

Step 2: Configure the GSM7352S
1. Enter the following commands.

(Netgear Switch) (Config)#interface 0/44

(Netgear Switch) (Interface 0/44)#ip access-group 101 in 1
(Netgear Switch) (Interface 0/44)#ip access-group 102 in 2
(Netgear Switch) (Interface 0/44)#exit

ACLs
86



ProSAFE M4100 Managed Switches

2. Create VLAN 40 with port 1/0/24 and assign IP address 192.168.40.1/24.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#vlan database

(Vlan)#vlan 40

(Vlan)#vlan routing 40

#configure

(Config)#interface 1/0/24

(Interface 1/0/24)#vlan pvid 40

(Interface 1/0/24)#vlan participation include 40
(Interface 1/0/24)#exit

(Config)#interface vlan 40

(Interface-vlan 40)#routing

(Interface-vlan 40)#ip address 192.168.40.1 255.255.255.0
(Interface-vlan 40)#exit

3. Create VLAN 50 with port 1/0/25 and assign IP address 192.168.50.1/24.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)(Config)#exit

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#vlan database

(Vlan)#vlan 50

(Vlan)#vlan routing 50

(Vlan)#exit

#configure

(Config)#interface 1/0/25

(Interface 1/0/25)#vlan pvid 50

(Interface 1/0/25)#vlan participation include 50
(Interface 1/0/25)#exit

(Config)#interface vlan 50

(Interface-vlan 50)#routing

(Interface-vlan 50)#ip address 192.168.50.1 255.255.255.0
(Interface-vlan 50)#exit

(Config)#exit
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4. Create VLAN 200 with port 1/0/48 and assign IP address 192.168.200.1/24.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 200

(Netgear Switch) (Vlan)#vlan routing 200

(Netgear Switch) (Config)#interface 1/0/48

(Netgear Switch) (Interface 1/0/48)#vlan pvid 200

(Netgear Switch) (Interface 1/0/48)#vlan participation include 200
(Netgear Switch) (Interface 1/0/48)#exit

(Netgear Switch) #interface vlan 200

(Netgear Switch) (Interface-vlan 200)#routing

(Netgear Switch) (Interface-vlan 200)#ip address 192.168.200.2 255.255.255.0
(Netgear Switch) (Interface-vlan 200)#exit

5. Add two static routes so that the switch forwards the packets with destinations
192.168.100.0/24 and 192.168.30.0/24 to the correct next hops.

(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#ip route 192.168.100.0 255.255.255.0 192.168.200.1
(Netgear Switch) (Config)#ip route 192.168.30.0 255.255.255.0 192.168.200.1

Web Interface: Configure One-Way Access Using a TCP Flag in
an ACL

This configuration consists of two steps:

e Configure the Switch on page 88
e Configure the GSM7342S Switch on page 96

Configure the Switch
1. Create VLAN 30 with IP address 192.168.30.1/24.
a. Select Routing > VLAN > VLAN Routing Wizard.
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A screen similar to the following displays.n the VLAN Routing Wizard,

System Switching Routing QoS Security Monitering Maintenance Help

Management Security | Access | Port Authentication | Traffic Contral | ACL

MAL ACL IP Binding Configuration
» IP ACL Binding Configuration @
-1 s o> e oirecion 50075 ]
# IP Extended Rules Sequence Number (1 to 4294967295)
! Port Selection Table
» Binding Table - Unitl ]
Port 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
v
25 26 27 28

Interface Binding Status

b. In the VLAN Routing Wizard, enter the following information:
e Inthe Vlan ID field, enter 30.
* Inthe IP Address field, enter 192.168.30.1.
* Inthe Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.
d. Click the gray box under port 35 twice until U displays.
The U specifies that the egress packet is untagged for the port.

e. Click Apply to save VLAN 30.
2. Create VLAN 100 with IP address 192.168.100.1/24.
a. Select Routing > VLAN > VLAN Routing Wizard.

A screen similar to the following displays.

{NETGEAR'

ect with Innavation

Switching Routing QoS Security Monitoring Maintenance Help

System

Routing Table { IP | VIAM | ARP

VYLAN Routing Wizard

\ru.\N Routing VYLAN Routing Wizard &
Vlan ID 100
IP Address Network Mask
- umit1
Port 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

u
25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
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b. Enter the following information:
* Inthe Vlan ID field, enter 100.
e Inthe IP Address field, enter 192.168.100.1.
* Inthe Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.
d. Click the gray box under port 13 twice until U displays.
The U specifies that the egress packet is untagged for the port.

e. Click Apply to save VLAN 100.
3. Create VLAN 200 with IP address 192.168.200.1/24.
a. Select Routing > VLAN > VLAN Routing Wizard.

A screen similar to the following displays.

|NETGEAR’

t with Innovafion ™

System Switching Routing Security Menitoring Maintenance Help

Routing Table | IP | VLAN ! ARP

VLAN Routing Wizard

. YLAN Routing VLAN Routing Wizard
¥lan ID 200
v Unitt : =

Port 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
U

b. Enter the following information:
¢ Inthe Vlan ID field, enter 200.
e Inthe IP Address field, enter 192.168.200.1.
e Inthe Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.
d. Click the gray box under port 44 twice until U displays.
The U specifies that the egress packet is untagged for the port.

e. Click Apply to save VLAN 200.
4. Enable IP routing.
a. Select Routing > IP > Basic > IP Configuration.
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A screen similar to the following displays.

Syaam Switching Rauting @as5 Secorily Manilaring Mainlanonce Halp Indax

ARP L D5PF Enuber DHarovesry WEREP

1P Canfiguration

17 Canfiguration

& Siatiskics e fandt Tine ta Live a
Adwvaneed Fouting Mods " Dizable = Ensble
1P Fomsarding “ode ™ Chiable # Enable

M i Mt B

Under IP Configuration, make the following selections:
e For Routing Mode, select the Enable radio button.
e For IP Forwarding Mode, select the Enable radio button.

Click Apply to enable IP routing.

5. Add a static route with IP address 192.268.40.0/24:

a.

C.

Select Routing > Routing Table > Basic > Route Configuration.

A screen similar to the following displays.

NETGEAR GS

Syukam Switihing =11 Sacurit Manilaring Maintannnce Hal; Indax

Route Configuration

Canfigure Roultes

Advanced

Dymemic 192.040.100.0 2353332390 Local Wlan 206 ¥ 140,000, 1 1]

Under Configure Routes, make the following selection and enter the following
information:

e In the Route Type list, select Static.

e Inthe Network Address field, enter 192.168.40.0.

e Inthe Subnet Mask field, enter 255.255.255.0.

e Inthe Next Hop IP Address field, enter 192.168.200.2.

Click Add.

6. Create a static route with IP address 192.168.50.0/24:
a. Select Routing > Routing Table > Basic > Route Configuration.
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A screen similar to the following displays.

System Swilching Routing Go5 Securily Moniloring Maintenonce Help Index

Route Configuration

Configure Routes
Advanced ws o Maxt Hop [P Address

Static 192.164.50.0 255.255.255.0 192,169.200.2

I sabe 192.168.40.0 25%,255.255.0 192.168.200.2 1

Learned Routes

Routs | Network

Subinet mask o Next Hop TP Address Prefarence

Tepe Address

Dynamic  192.168.100.0  235.255.23%.0  Lecal Vian 100 192.168.100.1 o

b. Under Configure Routes, make the following selection and enter the following
information:

e Inthe Route Type list, select Static.
¢ Inthe Network Address field, enter 192.168.50.0.
e Inthe Subnet Mask field, enter 255.255.255.0.
e Inthe Next Hop IP Address field, enter 192.168.200.2.
c. Click Add.
7. Create an ACL with ID 101.
a. Select Security > ACL >Advanced > IP ACL.

A screen similar to the following displays.

Systam Routing QoS Security Monitoring Maintenance Halp

Manogemen! Security | Access | Port Authentication | Traffie Control

Basic IP ACL
1P ACL
» IP Rulss Current Hurmber of ACL ]
* [P Extended Rules Masdeuen ACL 100
» [P Binding
Configuration
» Binding Table 1P ACL Table

| 1P ACL 1D

| Wf 101

b. In the IP ACL Table, in the IP ACL ID field, enter 101.
c. Click Add.

8. Create an ACL with ID 102.
a. Select Security > ACL >Advanced > IP ACL.
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A screen similar to the following displays.

System Swilching Rowuting QoS5 Security Moniloring Maintenance Help

Manogement Security | Access | Port Authenticofion | Tralfic Conirol

Basic IP ACL
IP ACL
» IP Rules Current Number of ACL 1
» IP Extended Rules Masimum ACL 100
= 1P Binding
Canfiguration
* Binding Table IP ACL Table

101 0 Extended

b. Inthe IP ACL Table, in the IP ACL ID field, enter 102.
c. Click Add.

9. Add and configure an IP extended rule that is associated with ACL 101.
a. Select Security > ACL > Advanced > IP Extended Rules.

A screen similar to the following displays.

System Swilching Routing Qo5 Security Monitering Maintenance Halp Index

Monogemant Security Access | Porl Authentication | Traffic Control

Basic IP Extended Rules
* P ACL 1P Extended Rules
» IP Rules AL ID m
= [F Binding
Configuration Extended ACL Rule Table

» Binding Table
S Actian | A#5iOn pistch § Pratocal y Destination | Destination | Destination
ctio
Queue | Every | Eeyword | Flag IP Address | IP Mask L4 Port
| ] |

b. Under IP Extended Rules, in the ACL ID list, select 10.
c. Click Add.
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The Extended ACL Rule Configuration screen displays.

Systam Swilching Routing QoS Security Monitaring Maintenance Help Index

Access Port Authentication Troffic Control

Manogement Security

Basic Extended ACL Rule Configuration
» IPACL Extended ACL Rule Configuration( 100-199)
» IP Rulas
ACLID 101
* IP Binding Rule 10 (1 to 24) 1
Configuration
Action s
» Binding Table 2 Permit Epress Queve | (0to 7)
& Deny
Hatch Evary Falie =
Pratacal Type TCP "I (04 255)
TCP Flag FIN Ignore =] STN |Sﬂ -I RST Ignare vl
PsH  [lgnore =] ack [Clear =] URG  [ignore =|

Source TP Address
Source 1P Mask

Source L4 Port [ = (0 to 65535)

Destination 1P Address

Destnation [P Mask

Dastination L4 Port [ = (0 to 65535)

Savsicn Tuna, £ nsco | m— | L be 3k

d. Under Extended ACL Rule Configuration (100-199), enter the following information

and make the following selections:
e Inthe Rule ID field, enter 1.
e For Action mode, select the Deny radio button.
e Inthe Match Every field, select False.
e Inthe Protocol Type list, select TCP.
* For TCP Flag, in the SYN field, select Set, and in the ACK field, select Clear.
e. Click Apply to save the settings.
10. Add and configure an IP extended rule that is associated with ACL 102.
a. Select Security > ACL > Advanced > IP Extended Rules.

A screen similar to the following displays.

Switching Raouting Qold Security Maniloring Mainlenance Halp Indax

Systam

Traffic Contral

Maonagamant Security Accass | Porl Authenticalion

Basic

» 1P ACL
# IP Rides

* IF Binding
Configuration
s Binding Table

IP Extended Rules

1P Extended Rules
ACLID

102 01

Extended ACL Rule Table

Assign | Match | Protocal
Queue | Every | Keyword | Flag

Action

b. Under IP Extended Rules, in the ACL ID list, select 102.

c. Click Add.
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The Extended ACL Rule Configuration screen displays.

Systam Swilching Routing QoS Security Maniloring Maintenance Halp Index

Manoagemant Securily Accous | Port Aithentication | Traflic Control

Basic Extended ACL Rule Configuration
» IR ACL Extended ACL Rule Configuration{ 100-199)
» IP Rules
ACLID 102
= 1P Binding Rasle 10 (1 to 24) i
Configuration
s Binding Tabls Acxign. & Permit Egress GQuoue {0ta7)
' Deny
Match Every False -|
Protocol Type P -l 0 1 255)
TLP Flag AN [ignore 2] s [1gnore 2] rsT  [Tgncre =]
LTV =1 ack |ig =l urG [ignore =]

Source 1B Address
Source TP Mask

Source L4 Port [ = 0 1 65535)
Destination 1P Addross

Destination 19 Mask

Destination L4 Port l_;] (0 to £3533)

Aervice Tune L _le nsre [ = Libo &%)

d. Under Extended ACL Rule Configuration (100-199), enter the following information
and make the following selections:

* Inthe Rule ID field, enter 1.
* For Action, select the Permit radio button.
* Inthe Match Every field, select False.
e Inthe Protocol Type list, select IP.
e. Click Apply to save the settings.
11. Apply ACL 101 to port 44.
a. Select Security > ACL >Advanced > IP Binding Configuration.

A screen similar to the following displays.

System Switching Rouling QoS Security Manitaring Maoinlenance Halp Indax

Managemant Security Azcass | Port Authenticaion | Troffic Conirol

Basic IP Binding Configuration

» [P ACL Binding Configuration L
» IP Rules ACLID [ [1rbound =]}

= [P Extended Rules Sequance Numbar {1 to 4204967 295)

Part Selection Tabla

» Binding Table - Unitl
Port 1 2 3 4 5 6 7 8 9 10 13 12 13 04 15 16 17 10 19 20 21 22 23 24

25 26 2T 28 29 30 31 32 33 34 35 36 3T I8 30 40 41 42 47 44 45 46 47 48
v

Interface Binding Status

Interface | Direction ALL Type ACL ID | Sequence Number

b. Under Binding Configuration, specify the following:
e Inthe ACL ID list, select 101.
* Inthe Sequence Number field, enter 1.
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c. Click Unit 1. The ports display.
d. Click the gray box under port 44. A check mark displays in the box.
e. Click Apply to save the settings.
12. Apply ACL 102 to port 44.
a. Select Security > ACL > Advanced > IP Binding Configuration.

A screen similar to the following displays.

Basic IP Binding Configuration

» IF ACL Binding Configuration
= 1P Rules
» [P Extended Rules

Part Selection Tabla

» Binding Table T Uit
Port 1 2 3 4 S 6 7 B 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

2526 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
L

Interface Binding Status

ACL ID

44 Inbound 1P ACL 101 3

b. Under Binding Configuration, make the following selection and enter the following
information:

« Inthe ACL ID list, select 102.

e Inthe Sequence Number field, enter 2.
c. Click Unit 1. The ports display.
d. Click the gray box under port 44.

A check mark displays in the box.

e. Click Apply to save the settings.

Configure the GSM7342S Switch
1. Create VLAN 40 with IP address 192.168.40.1/24.
a. Select Routing > VLAN > VLAN Routing Wizard.
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A screen similar to the following displays.

System Swilching Rouling QoS Security Manitoring Maointenance Help

Rouling Tabla | IP VLAN ARP | RIP | OSPF Router Discovery | VRRP

VLAN Routing Wizard

VLAN Routing VLAN Routing Wizard
Wan ID
LAG Enabled

182.168.40.1 Metwork Mask 255.255.255.0

A L : . . .
Port 1 2 3 4 5 & 7 B8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
u

25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48

49 50 51 52

b. Enter the following information:
e Inthe Vlan ID field, enter 40.
« |Inthe IP Address field, enter 192.168.40.1.
* In the Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.
d. Click the gray box under port 24 twice until U displays.

The U specifies that the egress packet is untagged for the port.

e. Click Apply to save VLAN 40.
2. Create VLAN 50 with IP address 192.168.50.1/24:
a. Select Routing > VLAN > VLAN Routing Wizard.

A screen similar to the following displays.

System Swilching Routing QoS Security Menitaering Maintenance Help

Routing Table VLAN ARP RIP O5PF Rouler Discovery VRRP

VLAN Routing Wizard

VLAN Routing Wizard

Vian 1D

YLAMN Routing

LAG Enablad

192.168.50.1 Hetwork Mask

Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 ménzszzz:iz.‘

25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
U
49 50 51 52

b. Enter the following information:
e Inthe Vlan ID field, enter 50.
« |Inthe IP Address field, enter 192.168.50.1.
* In the Network Mask field, enter 255.255.255.0.

c. Click Unit 1. The ports display.
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d. Click the gray box under port 25 twice until U displays.
The U specifies that the egress packet is untagged for the port.

e. Click Apply to save VLAN 50.
3. Create VLAN 200 with IP address 192.168.200.2/24.
a. Select Routing > VLAN > VLAN Routing Wizard.

A screen similar to the following displays.

System Switching Routing QoS Seeurity Monitering Maintanance Help

Routing Tabls VIAM | ARP | RIP | OSPF | Router Discovery | VRRP

VLAN Routing Wizard

VLAN Routing VLAN Routing Wizard
Vian 1D 200

LAG Enabled | |

192.168.200.2 Matwrork Mask 255.255.255.0

= unit1
Port 1 2 3 4 5 6 7 B 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
u

49 50 51 52

b. Enter the following information:
e Inthe Vlan ID field, enter 200.
* Inthe IP Address field, enter 192.168.200.2.
* In the Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.
d. Click the gray box under port 48 twice until U displays.
The U specifies that the egress packet is untagged for the port.

e. Click Apply to save VLAN 200.
4. Create a static route with IP address 192.168.100.0/24:
a. Select Routing > Routing Table > Basic > Route Configuration.
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A screen similar to the following displays.

System Switching Routing Tl Security Monilaring Maintenance Help Index

ARP RIF OSPF Router Discovery YRRF

Route Conliguration

Configure Routes

Advanced Foute Type i hentwork Address L | mext Hop 1P Address

=|J} 192.168.100.0 |§ 255255.255.0 | 192.168.200.3

Hext Hop

Subrat mask @ Intarface Rext Hop 1P Address
Oynamic  192.168.40,0 295.23%5.295.0 Local vian 40 192.168.40.1
Dymamic  192.168.30.0 I55.255.23%5.0 Lotal Vien 50 192.168.50.1
Dynamic  192.168.260.0 235.255.233.0 Local visn 200 193.168.200.2

b. Under Configure Routes, make the following selections and enter the following
information:

» Select Static in the Route Type field.
¢ |nthe Network Address field, enter 192.168.100.0.
* In the Subnet Mask field, enter 255.255.255.0.
* Inthe Next Hop IP Address field, enter 192.168.200.1.
c. Click Add.
5. Create a static route with IP address 192.168.30.0/24:
a. Select Routing > Routing Table > Basic > Route Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security Maoniloring Maoinlenance Halp Index

P YIAM ARP RiF O5FF Router Discovary YERP

Route Configuration

Canfigure Routes
Advanced Routs Typs metvrork Address Subnat mask l Hext Hop IP Address

192.168.30.0 255.255.255.0 | 192.168.200.1

r Stabis 192,168.100.0 233,253, 735.0 192,168, 200.1 1

Subne b mask Hext Hop 1P Addross
Dynamic  1%2.160.40.0 25%5.295.285.0 Local Vian 40 192.168.40.1
Dynamic 192.168.30.0 295.253.295.0 Local Vian 30 1592:168.90.1
Oynamic  192.160.200.0 255.295.255.0 Local Wlan 200 192,168, 200.2

b. Under Configure Routes, make the following selection and enter the following
information:

* Inthe Route Type field, select Static.

* Inthe Network Address field, enter 192.168.30.0.

* |nthe Subnet Mask field, enter 255.255.255.0.

e Inthe Next Hop IP Address field, enter 192.168.200.1.

c. Click Add.
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Use ACLs to Configure Isolated VLANs on a Layer 3 Switch

This example shows how to isolate VLANSs on a Layer 3 switch by using ACLs. In this
example, PC 1isin VLAN 24, PC 2 is in VLAN 48, and the server is in VLAN 38. PC 1 and
PC 2 are isolated by an ACL but can both access the server. The example is shown as CLI
commands and as a Web interface procedure.

i [
g [— Port 11/0/38
Server | = *3 1 10.100.5.34
Bl =
(e —
10.100.5.252 Layer 3 switch
"""If-"-.’-.‘.

Port 1/0/24 Port 1/0/48
192.148.24.1 192.148.48.1

]
- [ [

192.148.24.2 192.148.48.2
Figure 11. Using ACLs to isolate VLANs on a Layer 3 switch
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CLI: Configure One-Way Access Using a TCP Flag in ACL
Commands

1. Enter the following CLI commands.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

(Netgear
(Netgear

(Netgear
(Netgear

(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

Switch)
Switch)

Switch)
Switch)

Switch)

#vlan database

(Vlan)#vlan 24

(Vlan)#vlan routing 24

(Vlan)#exit

#config

(Config)#interface 1/0/24

(Interface 1/0/24)#vlan participation include 24
(Interface 1/0/24)#vlan pvid 24

(Interface 1/0/24)#exit

(Config)#interface vlan 24
(Interface-vlan 24)#routing

(Interface-vlan 24)#ip address 192.168.24.1 255.255.255.0
(Interface-vlan 24)#exit

(Config)#exit

2. Create VLAN 48, add port 1/0/48 to it, and assign IP address 192.168.48.1 to it.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

(Netgear
(Netgear

(Netgear
(Netgear

(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

Switch)
Switch)

Switch)
Switch)

Switch)

#vlan database

(Vlan)#vlan 48

(Vlan)#vlan routing 48

(Vlan)#exit

#config

(Config)#interface 1/0/48

(Interface 1/0/48)#vlan participation include 48
(Interface 1/0/48)#vlan pvid 48

(Interface 1/0/48)#exit

(Config)#vlan interface vlan 48
(Interface-vlan 48)#routing

(Interface-vlan 48)#ip address 192.168.48.1 255.255.255.0
(Interface-vlan 48)#exit

(Config)#exit
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3. Create VLAN 38, add port 1/0/38 to it, and assign IP address 10.100.5.34 to it.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 38

(Netgear Switch) (Vlan)#vlan routing

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/38
(Netgear Switch) (Interface 1/0/38)#vlan participation include 38
(Netgear Switch) (Interface 1/0/38)#vlan pvid 38
(Netgear Switch) (Interface 1/0/38)#exit
(Netgear Switch) (Config)#interface vlan 38
(Netgear Switch) (Interface-vlan 38)#routing

(Netgear Switch) (Interface-vlan 38)#ip address 10.100.5.34 255.255.255.0
(Netgear Switch) (Interface-vlan 38)#exit

4. Enable IP routing on the switch.

(Netgear Switch) (Config)#ip routing

5. Add a default route so that all the traffic without a destination is forwarded according to this
default route.

(Netgear Switch) (Config)#ip route default 10.100.5.252

6. Create ACL 101 to deny all traffic that has the destination IP address 192.168.24.0/24.

(Netgear Switch) (Config)#access-list 101 deny ip any 192.168.24.0 0.0.0.255

7. Create ACL 102 to deny all traffic that has the destination IP address 192.168.48.0/24.

(Netgear Switch) (Config)#access-list 102 deny ip any 192.168.48.0 0.0.0.255

8. Create ACL 103 to permit all other traffic.

(Netgear Switch) (Config)#access-list 103 permit ip any any
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9. Deny all traffic with the destination IP address 192.168.48.0/24, and permit all other traffic.

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#ip access-group 102 in 1
(Netgear Switch) (Interface 1/0/24)#ip access-group 103 in 2
(Netgear Switch) (Interface 1/0/24)#exit

10. Deny all traffic with the destination IP address 192.168.24.0/24, and permit all other traffic.

(Netgear Switch) (Config)#interface 1/0/48

(Netgear Switch) (Interface 1/0/48)#ip access-group 101 in 1
(Netgear Switch) (Interface 1/0/48)#ip access-group 103 in 2
(Netgear Switch) (Interface 1/0/48)#exit

Web Interface: Configure One-Way Access Using a TCP Flag in
an ACL

1. Create VLAN 24 with IP address 192.168.24.1.
a. Select Routing > VLAN > VLAN Routing Wizard.

A screen similar to the following displays.

System Switching Routing QoS Security Monilaring Mainlenance Help

Routing Table P WLAN ARP | RIP O5SPF Router Discavery | VRRP

VLAMN Routing Wizard

VLAN Routing VLAN Routing Wizard
Vian 1D

LAG Enabled u

192.168.24.1 Metwrork Mask 255.255.255.0

- lumitr , _
Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
U
25 26 27 20 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48

49 50 51 52

b. Enter the following information:
* Inthe Vlan ID field, enter 24.
e Inthe IP Address field, enter 192.168.24.1.
e In the Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.
d. Click the gray box under port 24 twice until U displays.
The U specifies that the egress packet is untagged for the port.

e. Click Apply to save VLAN 24.
2. Create VLAN 48 with IP address 192.168.48.1.
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a. Select Routing > VLAN > VLAN Routing Wizard.

A screen similar to the following displays.

Systam Routing QeSS Monitoring Maintenanca Help

Routing Tabls | IP ARP | RIP | OSPF | Router Discovery | VRRP

VLAN Routing Wizard

VLAN Routing VLAN Routing Wizard

1P Address Network Mask
- umitl
Port 1 2 3 4 5 6 7 @8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48

Harsd ]
b. Enter the following information:
¢ Inthe Vlan ID field, enter 48.
e Inthe IP Address field, enter 192.168.48.1.
* Inthe Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.
d. Click the gray box under port 48 twice until U displays.
The U specifies that the egress packet is untagged for the port.
e. Click Apply to save VLAN 48.
Create VLAN 38 with IP address 10.100.5.34.
a. Select Routing > VLAN > VLAN Routing Wizard.
A screen similar to the following displays.
System Swilching Routing QoS Security Moniloring Maintenance Help

Routing Toble [ VLAN ARP RIP QSPF Router Discovery VRRP

VLAN Routing Wizard

YLAM Routing VLAN Routing Wizard
¥lan 1D
LAG Enabled -

1P Address 10.100.5.34 Network Mask 255.255.255.0

= Unit1
Port 1 2 3 4 5 & 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

25 26 27 2@ 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
u
49 50 51 52

b. Enter the following information in the VLAN Routing Wizard:
e Inthe Vlan ID field, enter 38.
e Inthe IP Address field, enter 10.100.5.34.
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e Inthe Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display.
d. Click the gray box under port 38 twice until U displays.

The U specifies that the egress packet is untagged for the port.
e. Click Apply to save VLAN 38.

Enable IP routing:
a. Select Routing > IP > Basic > IP Configuration.

A screen similar to the following displays.

Sysrem Swtlching Rouring QesS Sucurlry Muni‘roring Maintenance
Routing Table | P | VLAN | ARP | RIP | OSPF | Rouler Discovery | YRRP
IP Configuration

» Statistics IP Configuration
Advanced Default Time to Live 30

Routing Mode (> Disable (% Enable

IP Forwarding Made {)Disable (% Enable

Maximum Next Hops 2

b. Under IP Configuration, make the following selections:
e For Routing Mode, select the Enable radio button.
e For IP Forwarding Mode, select the Enable radio button.
c. Click Apply to enable IP routing.
Create an ACL with ID 101.
a. Select Security > ACL > Advanced > IP ACL.

A screen similar to the following displays.

Systam Routing QoS Security Maonilering Maintenance Help

Manogemen! Security = Accass Port Authentication | Traffie Contral

Basic IP ACL
1P ACL
» 1P Rules Current Numberof ACL 1]
» [P Extended Rules Maademarn ACL 100
» 1P Binding
Configuration
+ Binding Table IP ACL Table
| 1p acL 1D | Rules | Type
| W 101

b. Inthe IP ACL Table, in the IP ACL ID field, enter 101.
c. Click Add.

Create an ACL with ID 102.

a. Select Security > ACL > Advanced > IP ACL.
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A screen similar to the following displays.

System Swilching Routing QoS Securily Monitoring Maintenance Help

Maonogement Security | Access | Port Authenticotion | Traftic Control

Basic IP ACL
IP ACL
» IP Rules Current Number of ACL 1
» 1P Extended Rules Mascirwum ACL 100
» [P Binding
Configuration
» Binding Table IP ACL Table
IP ACL ID Rules Type
o |
a0 0 Extended

b. Inthe IP ACL Table, in the IP ACL ID field, enter 102.
c. Click Add.

7. Create an ACL with ID 103.
a. Select Security > ACL > Advanced > IP ACL.

A screen similar to the following displays.

Switching Routing Security Monitoring Maintenance

Systam

Access | Port Authentication Troffic Contral | ACL

Manogemen! Security

MAC ACL IP ACL
IP ACL
= [P Rules Current Number of ACL 2
» 1P Extended RUleS | ypimum AcL 100
= IP Binding
Canfiguration
» Binding Table IP ACL Table

]

101 1] Extendad
102 1] Extended

m -|u.

b. Inthe IP ACL ID field of the IP ACL Table, enter 103.
c. Click Add.

8. Add and configure an IP extended rule that is associated with ACL 101.:
a. Select Security > ACL > Advanced > IP Extended Rules.
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A screen similar to the following displays.

System Switching Rouling Qo Security Maonitaring Maintenance Halp Index

Marogement Securlty | Access | Port Authentication | Troffic Cantral

Basic IP Extended Rules
» [P ACL 1P Extended Rules
» P Rules ACLID 101 =
» IF Binding
Configuration Extended ACL Rule Table

» Binding Table [ | source | source | source
Assign | Mateh | Protocsl | TP Destination | Destination | Destination | Se

Queus | Every | Keyword | Flag el 1P Address | 1P Mask L4 Port TYE

| | | Address | Mask

Under IP Extended Rules, in the ACL ID field, select 101.
Click Add. The Extended ACL Rule Configuration screen displays.

Syslem Switching Rouling QoS Security Monitaring Maintenance Help Index

Manogomant Security Access | Port Authenfication Traftic Contral

MAL ACL Extended ACL Rule Configuration
A Extended ACL Rule Configuration(100-199)
» IF Ruleg
ACLID 101
= IP Binding Canfiguration Fadle ID (1 4 23} 1
» Binding Table
A tinn & Parmat Egress Qusus (0 to &)
& Deny
Match Every False =
Protocal Ty P M, (D 10 255)
TCP Flag FIN. | 1gnore SY¥N | Ignore RST | Ignore
PEH | l1gnore ACK | Ignora URG | lgnore

Source [P Address
Source 1P Mssk

Source Ld Port ~ 0 to £5535)
Destination 1P Address 192.168.24.0

Destination [P Mask 0.0.0.255

Dustination L4 Part o, (0 o ES535)

X 1b CErg " L

d. Under Extended ACL Rule Configuration (100-199), enter the following information
and make the following selections:

e Inthe Rule ID field, enter 1.
» For Action, select the Deny radio button.
* Inthe Match Every field, select False.
e Inthe Destination IP Address field, enter 192.168.24.0.
¢ |n the Destination IP Mask field, enter 0.0.0.255.
e. Click Apply to save the settings.
9. Add and configure an IP extended rule that is associated with ACL 102.
a. Select Security > ACL > Advanced > IP Extended Rules.
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A screen similar to the following displays.

System Switching Routing Gl Security Monitoring Maintenance Halp Index
Monogemant Security Acecons | Porl Authentication Traffic Conirol
Basic IP Extended Rules
* 1P ACL 1P Extended Rules
» 1P Riules ACLID [10z =]
» 1F Binding
Configuration Extended ACL Rule Table

» Binding Table Source
— Action | A%ston | Match | Protocol s 5 Destination | Destination | Destination
| chian Queue | Every | Keyword | Flag Address | Ha - | IP Address | [P Mask

b. Under IP Extended Rules, in the ACL ID field, select 102.
c. Click Add. The Extended ACL Rule Configuration screen displays.

System Switching Routing Qes Security Manilering Mainienance Help Index

Manogomant Security | Accoss | Port Authenticafion | Tralfic Contral

MAL ALL Extended ACL Rule Configuration
= 1P ACL Extended ACL Rule Configuration(100-199)
= [P Rules
ACLID 102
» IP Binding Configuration Rule 1D (1 to 23) 1
» Binding Table
Action ) Permit Egress Queus (0to &)
(s) Deny
Miatch Eveory Falzse
Protocal Type 1 v 10 ta 255)
TCP Flag FIN  lgnore STN | Ignare RST | Ignore
FSH  lgnore ACK | Ignore URG | Ignore

Source IP Addross

Source 1P MHask

Source L4 Port - (0 1o 63535)

Diestination 1P Address 192168450

Dhes tination TP Mok 0.0,0.255

Destination L4 Port - (0 10 65535)

Service Tvpe V1P DSCP Lote 53l

d. Under Extended ACL Rule Configuration (100-199), enter the following information

and make the following selections:
¢ Inthe Rule ID field, enter 1.
e For Action mode, select the Deny radio button.
e Inthe Match Every field, select False.
e Inthe Destination IP Address field, enter 192.168.48.0.
¢ |n the Destination IP Mask field, enter 0.0.0.255.
e. Click Apply to save the settings.
10. Add and configure an IP extended rule that is associated with ACL 103:
a. Select Security > ACL > Advanced > IP Extended Rules.
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A screen similar to the following displays.

System Switching Routing QoS Security Manitaring Maintenance Halp index
Manogemani Sscurity | Access | Port Authankication | Troffic Conlrol

MALC ACL IP Extended Rules

s [P ACL 1P Extended Rules

» 1P Rules ACLID 103 ¥

» [P Binding Configuration
* Binding Table Extended ACL Rule Table

S 5 - |
Action | Assian | Hatch | Protocol | Trp | (MUTES | PHAEEE | MR | pastination | Destination | Destination
| Queue | Every | Eayward | Flag | s IP Address | 1P Mask
| Address | Mask | Port

b. Under IP Extended Rules, in the ACL ID field, select 103.
c. Click Add. The Extended ACL Rule Configuration screen displays.

System Swilching Rouling Qes Securily Meniloring Maintenance Help Index

Port Authanticoticn Traffic Coniral ACL

MAC ACL Extended ACL Rule Configuration
* 1P ACL Extended ACL Rule Configuration{ 100-199)
» 1P Rules
ACLID 103
» 1P Binding Configuration Pule 15 (1 to 23) 1
= Binding Table
Action ® Permit Egress Queus {0 to 6)
) Deny
Match Every False »
Protecel Type P - 0 4o 2553
TCP Flag FIN | Ignore STN | Ignore RET | Ignore
PSH | Ignore ACK | Ignore URG | Ignore

Source TP Address

Source ID Masl

Source L4 Port - (0 to £5535)
Destination 17 Address

Bestination 1P Mask

Bestination L4 Port v (0 to 65535)

d. Under Extended ACL Rule Configuration (100-199), enter the following information
and make the following selections:

e In the Rule ID field, enter 1.
e For Action mode, select the Permit radio button.
e Inthe Match Every field, select False.
e Inthe Protocol Type field, select IP.
e. Click Apply to save the settings.
11. Apply ACL 102 to port 24:
a. Select Security > ACL > Advanced > IP Binding Configuration.
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A screen similar to the following displays.

System Swilching Routing QoS Security Moniloring Maintenance Help
Manogement Security | Access | Port Authenticolion | Traffic Contral

MAC ACL 1P Binding Configuration

» 1P ACL Binding Configuration

» IP Rules ACL ID m Direction MI

* IF Extended Rules [ SR—— i ] (1 to 4294967295)

Port Selection Table
* Binding Table = Unit1
Port 1 2 3 4 5 & 7 B8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

v
Z5 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48

49 50 51 52

Interface Binding Status

Interface | Direction ACL Type | ACL 1D Sequence Number

b. Under Binding Configuration, make the following selection and enter the following
information:

* Inthe ACL ID field, select 102.
* Inthe Sequence Number field, enter 1.
c. Click Unit 1. The ports display.
d. Click the gray box under port 24.
A check mark displays in the box.
e. Click Apply to save the settings.
12. Apply ACL 101 to port 48:
a. Select Security > ACL > Advanced > IP Binding Configuration.

A screen similar to the following displays.

System Switching Rouling Securily Manitering Maintenance Hulp

Manogemen! Security | Access | Port Authentication | Traffic Canwol

MAC ACL IP Binding Configuration
» IP ACL Binding Configuration ¥
» 1P Rules ACLID m Dirsction m
» IP Extended Rules Sequence Numbeer _ (1 to 4294967295)
Port Selecton Table
» Binding Table *  Unitd

Port 1 2 3 4 5 6 7 8 9 10 11 1Z 13 14 15 16 17 18 19 20 Z1 22 23 24

25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
L

49 50 51 52

Interface Binding Status

Il‘l'.fl"dl.l‘l Direction ACL Type | ACL ID | Sequence Number

i/0/24 Inbound 1P ACL i0z i
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b. Under Binding Configuration, make the following selection and enter the following
information:

 In he ACL ID field, select 101.
* Inthe Sequence Number field, enter 1.

c. Click Unit 1. The ports display.
d. Click the gray box under port 48.

A check mark displays in the box.

e. Click Apply to save the settings.
13. Apply ACL 103 to port 24 and port 48:
a. Select Security > ACL >Advanced > IP Binding Configuration.

A screen similar to the following displays.

System Swilching Routing Qs Security Maonitoring Maintenance Help
Manogemenl Security | Access | Port Authentication | Traffic Conirel
MAC ACL IP Binding Configuration
» 1P ACL Binding Configuration 7
» IP Rules ACLID 103 - || Dirnction [ inbound <]
» IP Extended Rules Sequence Humber _ (1to 4294067295)
Port Selection Table
» Binding Table = [Unitd
Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
o
25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
v
49 50 51 52

Interface Binding Status

Interface | Direction | ACL Type Sequence Number
1/0/24 Inbound 1P ACL 10z 1
ifof4e Inbound 1P ACL 101 i

b. Under Binding Configuration, make the following selection and enter the following
information:

« |nthe ACL ID field, select 103.
e Inthe Sequence Number field, enter 2.
c. Click Unit 1. The ports display.
Configure the following ports:
* Click the gray box under port 24. A check mark displays in the box.
e Click the gray box under port 48. A check mark displays in the box.
d. Click Apply to save the settings.
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Set up a MAC ACL with Two Rules

The example is shown as CLI commands and as a Web interface procedure.

CLI: Set up a MAC ACL with Two Rules

1. Create a new MAC ACL acl_bpdu.

(Netgear Switch) #
(Netgear Switch) #config
(Netgear Switch) (Config)#mac access-list extended acl_bpdu

2. Deny all the traffic that has destination MAC 01:80:C2:XX:XX:XX.

(Netgear Switch) (Config-mac-access-list)#deny any 01:80:c2:00:00:00
00:00:00:FfF:Ff:ff

3. Permit all the other traffic.

(Netgear Switch) (Config-mac-access-list)#permit any
(Netgear Switch) (Config-mac-access-list)#exit

4. Apply the MAC ACL acl_bpdu to port 1/0/2.

(Netgear Switch) (Config)#interface 1/0/2
(Netgear Switch) (Interface 1/0/2)#mac access-group acl_bpdu in

Web Interface: Set up a MAC ACL with Two Rules

1. Create MAC ACL 101 on the switch.
a. Select Security > ACL > MAC ACL.
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A screen similar to the following displays.

MAC ACL
» MAC Ribes MALC ACL
# MAC Binding Furrent Sumbsor of AEL o

Cetilaguratinn
» MiRding Tabla
IF ACL

S ALL 100

MALC ACL Talle

Birectian

* | CE—

In the Name field, enter acl_bpdu.

Click Add to create ACL acl_bpdu.

2. Create a new rule associated with the ACL acl_bpdu.
Select Security > ACL > MAC ACL > MAC Rules.

A screen similar to the following displays.

MAL Rules

» MAC &L

Rurlies
» MAT Baouhing ACL Nama | acl_bodu =]
Carfgur atinn
¢ Wihdeng Takle
IF ACL Fule Tahle

Assign

ARELN | ke Destination SMAT
Queue d Co% Destination MAL

14 Every HMask

URINEEE 00 DU 00 o

In the ACL Name field, select acl_bpdu.

In the Action field, select Deny.

Enter the following information in the Rule Table.

* In the ID field, enter 1.

e In the Destination MAC field, enter 01:80:¢c2:00:00:00.

e In the Destination MAC Mask field, enter 00:00:00: ff:ff:ff.
Click the Add button.

3. Create a another rule associated with the ACL acl_bpdu.
a. Select Security > ACL > MAC ACL > MAC Rules.
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A screen similar to the following displays.

Sytbam Swilching REauhng Qas Securiby Manibaring Moinfananee Halp

Mo Seosiy e canag

Indna

MALC Fules
= MAC &L
Hiules
& Mar Bindsng ACL paares | Al h:‘u’!'lﬂ
Larlmguratioe
& Binding Tabls
1P ACL Hule Tabie

Auxign

Malch - - Bestinalian MAL
@

I Fel Dl Falim (i L P e T TR T R no00; a0 FF:FFFF

a. Select acl_bpdu in the ACL Name field.
b. Enter the following information in the Rule Table.
¢ In the ID field, enter 2.
* |n he Action field, select the Permit.
c. Click the Add button.
4. Apply the ACL acl_bpdu to port 2.
a. Select Security > ACL > MAC ACL > MAC Binding Configuration.

A screen similar to the following displays.

ob Secufity Manilaning Momtanance Hedp

el s

Manngemant Security | Accam | Por Authanficalina | Trafie Cansirel

MAL Binding Configuration

MRS ACL
& MAS fules Binding Configuration
tequends Sumbar (1 o AFANRTIAN)

# Bindieng Takile 5 T
1P ALL et Sathction THe

B

Part 1 F 3 4 5 & F M W Wil 10 0F IA T4 TS MG 07 0K @I IO ¥i FT ¥N ¥4

71
25 26 27 28

Interface Binding Status

Interface

| Direction ACL Type | ACL Ik Seqguence Mumber

b. Enter the following information in the MAC Binding Configuration.
e INthe ACL ID field, select acl_bpdu.
¢ Inthe Sequence Number field, enter 1.

c. Click the Unit 1. The ports display.
Click the gray box under port 2. A check mark displays in the box.
Click Apply to save the settings.
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ACL Mirroring

This feature extends the existing port mirroring functionality by allowing you to mirror a
designated traffic stream in an interface using ACL rules. Define an ACL rule matching the
desired traffic with the option mirror to an interface. Any traffic matching this rule will be
copied to the specified mirrored interface.

Other
network
1/0/1 GSM73xxS 1/0/19
L2 switch Probing station
Packets from
10.0.0.1 workstation
Packets from
10.0.0.1 10.0.0.2 10.0.0.2 workstation
workstation workstation

Figure 12. ACL mirroring

CLI: Configure ACL Mirroring

The script in this section shows how to mirror the traffic stream received from a host in an
interface. These examples mirror the traffic from the host 10.0.0.1 connected to the interface

1/0/1.
1. Create an IP access control list with the name monitorHost.

(Netgear Switch) (Config)# ip access-list monitorHost
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2. Define the rules to match host 10.0.0.1 and to permit all others.

(Netgear Switch) (Config-ipv4-acl)# permit ip 10.0.0.1 0.0.0.0 any mirror 1/0/19
(Netgear Switch) (Config-ipv4-acl)# permit every

3. Bind the ACL with interface 1/0/1.

(Netgear Switch) (Interface 1/0/1)#ip access-group monitorHost in 1

4. View the configuration.

(Netgear Switch) # show ip access-lists
Current number of ACLs: 1 Maximum number of ACLs: 100

ACL ID/Name Rules Direction Interface(s) VLAN(S)

monitorHost 2 inbound 1/0/1
(Netgear Switch) #show ip access-lists monitorHost

ACL Name: monitorHost
Inbound Interface(s): 1/0/1

Rule Number: 1

ACEION. L. permit
Match A . e FALSE
Protocol . .. ... iiiiiaaan 255(ip)
Source IP Address. ... i 10.0.0.1
Source IP Mask. ... e 0.0.0.0
Mirror Interface. .. ... ... i 1/0/19

Rule Number: 2
ACEION. L. eeeeea e permit
Match AN . .. TRUE
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Web Interface: Configure ACL Mirroring

1. Create an IP access control list with the name monitorHost on the switch.
a. Select Security > ACL >Advanced > IP ACL.

A screen similar to the following displays.

System Switching Routing GoS Security Monitoring Maintenance Help indax

Manogement Security | Access | Porl Authenficafion | Traffic Contrel | Conirel

Basic IP ACL

IP Configuration
*» 1P Rules Current Number of ACL
» 1P Extended Rules Maximum ACL
s [Py ACL
* [Bve Rules
+ 1P Binding 1P ACL Table

IP ACL Rules

Configuration

» Binding Table | = | EETT—

» Vlan Binding Table

b. Inthe IP ACL ID field, enter monitorHost.
c. Click Add to create ACL monitorHost, and the following screen displays:

System Switching Rauting QoS Security Monitaring Maintenance Help Index

Managemani Security Access Part Authantication | Traffic Control | Contral ACL

Basic IP ACL
IP Configuration
* IF Rules Current Number of ACL
= [P Extended Rules e———
» [PvE ACL
» [Pv6 Rules 5
» 1P Rinding 1P ACL Table ?
Configuration IF ACL Rules | Type
s Binding Table = | I ]

> \lan Binding Table
maniterHost il Mamed IP ACL

2. Create a rule to match host 10.0.0.1 in the ACL monitorHost.
a. Select Security > ACL > Advanced > IP Extended Rules.

A screen similar to the following displays.

Systomn Swilching Routing Qo5 Security Maoniloring Mointenonce Help Index

Accons | Poet Anthanticalion | Trofc Coniral | Conired

Extended ACL Rules

Basic
P Rules
» I ACL
=10 Bailes ATL 1D/ HAME mantarHai =
» [PvE ACL Extended ACL Rule Toble
® [Py Rudes
2l I

» [P Binding u TI'J‘ * | Actian | Logging k "

Canfigurstion | Qu
» Birding Table o pilei vy besn configand o ta ACL
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b. Click Add, and the Extended ACL Rule Configuration screen displays.

Systam Switching Routing Qes 5 Manitoring Maintenanes Halp Inclaa

Port Aathanhcahos Tralfe Canwal

Basic Extended ACL Rule Configuration
» IV ACL Extonded ACL Rule Configuration{ 100-199)
» IF Aules ACL 1D /S mordarkot
Rule 10 1

* [P ACL =~
i oy s tian & Parma Fgreas Qi 0 = (0s
= IP Binding ey

Configur ation Loggng @ Disable Ensbls

» Einding Table
® Vian Banding Table

Mivor Interface LIS w

Badirwck Intarface -

Match Evary False =

Protocs] Typs Other -

TR Flag ki ALE e |
RST il R FIN

e TR Wddrmes 10.0.01

e TP Mash 0.0.0.0

e LA Port Other =

Bt 1 Adidress

e 1* sk

Dt L Pt Other =

Service Type & 1P DsSCP ather =

IF Precedence

P TOS

In the Rule ID field, enter 1.
For Action, select the Permit radio button.
In the Mirror Interface list, select 1/0/19.
In the Src IP Address field, enter 10.0.0.1.
In the Src IP Mask field, enter 0.0.0.0.
h. Click Apply.
3. Create a rule to match every other traffic.
a. Select Security > ACL > Advanced > IP Extended Rules.

@ ™ o o o

A screen similar to the following displays.

Basic Extended ACL Rules
P Rules
s 1P ACL
= 10 Rl AELID/HAME monitertiost =
» Ihvé ACL Extended ACL Rule Table
» 1Py Aules
Aule | Assign Mirror Redirect | Match | Protocol
& I Binding i oga P
M| | Action Logging Quene 10 | Tnterface | Intedface | Every | Keyword | 1o/ 108

Configuration
» Bnding Table
= Visn Binding Table

Permat  Cisable @ 10419 False 10481 0000
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b. Click Add, and a screen similar to the following displays.

Manogemeni Secwity | Accoms | Porl Authanticolion | Traffic Conrad | Coniml
Basic Extended ACL Rule Configuration
» [P ACL Extondod ACL Rule Configuratinng 100-199)
+ [P fules ACL IO M monnrHss
Fule 10 2
* IPwd ACL . -
- [
v 1PY6 Bl Action @ Parma Egewas Quisiia 0 -
» [P Behihing Deny
Configuratian Lsgging @ Desable Enabie
» Bindireg Table sl enoy o
* Wian Bendireg Table
L T
reateh Every True =

In the Rule ID field, enter 2.

Select the Permit radio button.

In the Match Every field, select True.
Click Apply.

- o a o

At the end of this configuration a screen similar to the following displays.

System Switching Rouling QaS Securiby Manitoring Maintenance Help Index

Basic Extended ACL Rules
* [F ACL 1P Rulis
» [P Rules AL D /5 ARE enentarHadl -
ity Extended ACL Rule Table
& IPed Fuiles
Soure

= [P Banding | mute : d | hssign atc 1] = .a._-ur.e

& anfiquration | | ® Action | Logging Queas 10| 4 3 e : o TCP Flag | TP
* Binfing Table | | Address
® Vian Binding Tabls 1 Permit  Crisable o 1/0/1% False 10001 0.00

Parmit  Dugable 0 True

4. Bind the ACL with interface 1/0/1.
a. Select Security > ACL >Advanced > IP Binding Configuration.

A screen similar to the following displays.

Switching Routing Gas Security Manitaring Maintenancs Melp

Muonagemest Secusity | Access | Port Authanticalion | Troffic Conirel

Basic 1P Binding Cenfiguration
» [P ACL Binding Configuration

* 1P Rules

* [P Extended Fubes Sequance Mumber

* tPvh ACL

Port Lalee tion Talda

® IPvE Riles =
E . S = . ? o o | FEECET, "
Port 1 3 3 4 5 & 7 8 9 10 00 12 13 04 15 16 07 18 1% 20 21 27 23 24
* Bindmg Tabls

.t iilan Eingog Tabls.,

25 26 27 20 29 30 31 3Z 33 D4 33 26 IF I8 A9 40 A1 42 4D 44 45 4G 4T 40

In the Sequence Number field, enter 1.

Select the Port 1 check box.
Click Apply.

™ o o T
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A screen similar to the following displays.

Rauiing Qes - Maoniloring Mainienonce Halp

Basic 1P Binding Configuration

» 1P ACL Bindlng Conliguration
= [P Rules

= [F Extended Rules
» [Pl ACL

» [P Ruley

Port Selection Table
A

» Binding Table

» Vian idncing Tabla Interface Binding Status

Interface | Direction | ACL Type S Hame Sequence Number [

ACL Redirection

This feature redirects a specified traffic stream to a specified interface.

Other network )

s

[Emmmmmis ™= =
l GSM73xxS

. HTTP packets

. Other packets

Figure 13. ACL Redirect

CLI: Redirect a Traffic Stream

The script in this section shows how to redirect an HTTP traffic stream received in an
interface to the specified interface. This example redirects the HTTP traffic stream received in
port 1/0/1 to port 1/0/19.
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1. Create an IP access control list with the name redirectHTTP.

(Netgear Switch) (Config)#ip access-list redirectHTTP

2. Define a rule to match the HTTP stream and define a rule to permit all others.

(Netgear Switch) (Config-ipv4-acl)# permit every

(Netgear Switch) (Config-ipv4-acl)# permit tcp any any eq http redirect 1/0/19

3. Bind the ACL with interface 1/0/1.

(Netgear Switch) (Interface 1/0/1)#ip access-group redirectHTTP in 1

4. View the configuration.

(Netgear Switch) # show ip access-lists
Current number of ACLs: 1 Maximum number of ACLs: 100

ACL ID/Name Rules Direction Interface(s)

redirectHTTP 2 inbound 1/0/1

(Netgear Switch) #show ip access-lists redirectHTTP

ACL Name: redirectHTTP
Inbound Interface(s): 1/0/1

Rule Number: 1

Y o o o] o permit

Match AL . . FALSE
Protocol . . ... 6(tcp)
Destination L4 Port Keyword. ... ..... ... oo... 80(www/http)
Redirect Interface.. ... ... ... ioiioinainaann 1/0/19

Rule Number: 2
ACtEON. L e permit
Match AL . . TRUE

VLAN(S)
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Web Interface: Redirect a Traffic Stream

This example redirects the HTTP traffic stream received in port 1/0/1 to port 1/0/19.

1. Create an IP access control list with the name redirectHTTP.
a. Select Security > ACL > Advanced > IP ACL.

A screen similar to the following displays.

System Swilching Routing QoS Security Monitaring Maintenance Help

Manogement Security | Access | Porl Authenticofion | Troffic Control | Conirol

" Basic IP ACL
- 1P Configuration
= 1P Rules Current Number of ACL
» 1P Extended Rules Maximum ACL
= IPvE ACL
» [PV6 Rules
= 1P Binding g Aol Tehie
Configuration 1P ACL Hules Type
= Binding Table | BR redirectHTTP

= Vlan Binding Table

b. In the IP ACL field, enter redirectHTTP.
c. Click Add to create the IP ACL redirectHTTP.

A screen similar to the following displays.

Lyilern Switching Roulin Des Sacuriby Masikarine Mainbenanee Halp
i "] "] ¥ 1 ¥
Managames) Security Accain | Porl Avbhaalicofen | Troflic Conlrol | Coawol
Basle 1P ACL
It Configuration

P Rulns Carrumt Munler of ACL
o [P Extarsded Rides s AL
& [Py ACL
= [ive Rolas
+ 17 Binding I ACL Table

Configue stisn | I ATl Fules
Syl B = | I

» Wilan Banding Table

[Rdre T T o FMamed [P ACL

2. Create a rule to redirect HTTP traffic.
a. Select Security > ACL > Advanced > IP Extended Rules.

A screen similar to the following displays.

Syslam Swaibching Rouling Qod Security Maoniloring Maoiniengnce Help Indax
Monogement Secerily | Access | Porl Authantication | Troffic Contrel | Contral
Daskc Extended ACL Rules

1P Rubes

s IFACL
» TP Rusles ALL B0 M AT redratHTTF =
s [Py ACL Extended ACL Rule Table
» 1Pye Rules Sauren
» IR Binding ] :‘:" Action | Logging ;r:"‘"m :'1"":" :‘::::_" "_""" ::“I'":: TCR Flag | 17

Conboueation u seur terface ace | Every | Eeywo, nddret
» Binding Table W puller huvn bean conffigund for s ACL
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b. Click Add, and the Extended ACL Rule Configuration screen displays.

Sysem Switching Rouling Qed Security Mosiloring Maoinlenonce Hulp Index

Manogenant Securily | Acoem

Basic Extended ACL Rule Configuration
» 1P AEL Extended ACL Rule Configuration{ 100-199)
» IP Rubes ALL D/ Kame FRdiraetHTTR
Ruka 10 1
» IPvh ACL
» 1P Ridde Action & Permd Tgress (ueus 0=
= 1P Birding Deny
Configuration Logging @ Disable Enahln
* Binding Table brrar i e =
® Wlan Binding Table -
adirpct Intorface L0159 =
Hatch very Falss =
Pratoced Type Cther =
e “l' IRLG 3 ALE 1 EH
RET 1 BYN 1 FIs
S TP Addemss
e TP Hash
S L4 Part Other =
Dt P Address
Dialt 1P Mask
Dut L4 Port higp -
Sarvies Typa & 1F O5CF ather =

IP Precedence

P TOS

In the Rule ID field, enter 1.

For Action, select the Permit radio button.
In the Redirect Interface list, select 1/0/19.
In the Dst L4 Port list, select http.

Click Apply. The Extended ACL Rules screen displays, as described in the next step
in this procedure.

3. Create a rule to match every other traffic.
a. Select Security > ACL > Advanced > IP Extended Rules.

Q@ -~ o o o

A screen similar to the following displays.

System Switching Rouling Gob Security Maonitaring Maintenonce Halp Indax

Port Authentication | Traftic Cannel | Canirel

Basie Extended ACL Rules
: 1P Rules
» 1F ACL
» 1P Rides AEL ED/HAME redirectTT? =
*1Fvi ACL Extended ACL Rule Table
» 1Fv6 Rules : 2
Source Source | Destination
- ; Hirvo aediroct | Hatch | Protoce aurce atin a
R Rule | on | Logging | A¥510n [ Mirror | Bedicvet | Hatch | Protocel | o | Saurce 1P| U7 s Bestination | Destinail

L 1P Mask L4 Port
Address Port Address

Eaofiirabion 1] Quese ID | Interface | Imerface | Every | Keymard

» Binding Table 1 Permit  Dusable @ Lo False hitp
» Wlan Binding Table
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b. Click Add, and the Extended ACL Rule Configuration screen displays.

Basic Extended ACL Rule Configuration
» [P ACL Extoiudod ACL Rule Configuration( 100- 1959 )
*» I Rules ATL 1D /Hame rediectTTR

Buile 10 2
» IPvé ACL r

ot
» [P Rules kion = Feom Egress Quain 0w
» [P Bending treny
Configuration Loggey & Disable Enable

# Binding Tabls s -
» vian Banding Tabls

Budbirect Intarfste -

Hatch Evary True =

Brotecal Type
TER Flag (152 I ALK | (1]
HET YR P
S 1P Addrass
see 1P Hask
Sre 14 Port
O3t IP Address
(LR
Dl L Port
Sarvicn Typs & [pOsce
[P Frecedence

IF TOE

In the Rule ID field, enter 2.

For Action, select the Permit radio button.

In the Match Every field, select True.

Click Apply. A screen similar to the following displays.

-~ 0o Qo0

Baskc Extended ACL Rules
1P ACL 1P Rulus
o 19 Fules ATL D/ NANE rediraciTTE =
» 1P ACL
D p Extended ACL Rule Table
» 1Py Rudes * :
+ 1P Binding i : - Hakrce
Rule hssign | Mirrror | Redirect | Match | Protocel "
Corhgusatibe | Action | Lagging S| TRESE | yep Flag | 1p
o Quewe 10 { Interface | Interface | Every | Keyward Mask
» Binding Table Adiiress o Adddress
» Vian Binding Table i Permit  Duiable 0 v Falin
Permit  [ésable 0 Trus

4. Bind the ACL with interface 1/0/1.
a. Select Security > ACL > Advanced > IP Binding Configuration.

A screen similar to the following displays.

Manitering Marmtanance Halp

Basic 1P Binding Configuration
i ACL Binding Configuration
> 1F Rules e —
® IF: Extended Aules Seimtgpnir (1o 4294987 295)
» IPvf ACL Tk o
» 1P Rules.
L |

» Binding Tadls

Interface Binding Status
» Wlan Binding Table 2 bidsiil |

ALL Type | ACL 1D/ Name

ifart Inbound 1F AcL redirecHTTE E

b. In the Sequence Number field, enter 1.
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c. Inthe Port Selection Table, click Unit 1 to display all the ports.
Select the check box below Port 1.
Click Apply.
At the end of this configuration a screen similar to the following displays.

kb i

Syitam Swiiching Ravling Qas Sacurity Manitoring Mainlananes Halp

Hasic IP Binding Configuration

IR ACL Binding Configuration
3 1P Ruybes

» [P Extencied Hules
» IFve ACL

» [Pt Rules

» Binding Takle
* Vlan Binding Table

Configure IPv6 ACLs

This feature extends the existing IPv4 ACL by providing support for IPv6 packet
classification. Each ACL is a set of up to 12 rules applied to inbound traffic. Each rule
specifies whether the contents of a given field should be used to permit or deny access to the
network, and can apply to one or more of the following fields within a packet:

e Source IPv6 prefix

e Destination IPv6 prefix

e Protocol number

* Source Layer 4 port

e Destination Layer 4 port

* DSCP value

* Flow label

Note that the order of the rules is important: When a packet matches multiple rules, the first

rule takes precedence. Also, once you define an ACL for a given port, all traffic not
specifically permitted by the ACL is denied access.

ACLs
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Interface 1/0/1

GSM73xxS

2001:0DB8:cOab:ac11::/64 2001:0DB8:cOab:acl4::/64

2001:0DB8:c0ab:ac12::/64 2001:0DB8:cOab:ac13::/64

IPv6 HTTP traffic
IPv6 Telnet traffic
IPv6 Any other traffic

Figure 14. IPv6 ACLs

The script in this section shows you how to set up an IPv6 ACL with the following three rules:

* Rule-1. Permits every traffic to the destination network 2001:DB8:COAB:AC14::/64.

* Rule-2. Permits IPv6 TELNET traffic to the destination network
2001:DB8:C0AB:AC13::/64.

* Rule-3. Permits IPv6 HTTP traffic to any destination.

CLI: Configure an IPv6 ACL

1. Create the access control list with the name ipv6-acl.

|(Netgear Switch) (Config)# ipv6 access-list ipv6-acl

2. Define three rules to:
e Permit any IPv6 traffic to the destination network 2001:DB8:COAB:AC14::/64 from the
source network 2001:DB8:COAB:AC11::/64.

« Permit IPv6 Telnet traffic to the destination network 2001:DB8:C0AB:AC13::/64 from
the source network 2001:DB8:COAB:AC11::/64.
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e Permit IPv6 HTTP traffic to any destination network from the source network
2001:DB8:COAB:AC11::/64.

(Netgear Switch) (Config-ipv6-acl)# permit ipv6 2001:DB8:COAB:AC11::/64
2001:DB8:COAB:AC14::/64

(Netgear Switch) (Config-ipv6-acl)# permit tcp 2001:DB8:COAB:AC11::/64
2001:DB8:COAB:AC13::/64 eq telnet

(Netgear Switch) (Config-ipv6-acl)# permit tcp 2001:DB8:COAB:AC11::/64 any eq http

3. Apply the rules to inbound traffic on port 1/0/1. Only traffic matching the criteria will be
accepted.

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)# ipv6 traffic-filter ipv6-acl in
(Netgear Switch) (Interface 1/0/1)# exit

(Netgear Switch) (Config)#exit

4. View the configuration.

(Netgear Switch) #show ipv6 access-lists
Current number of all ACLs: 1 Maximum number of all ACLs: 100
IPv6 ACL Name Rules Direction Interface(s) VLAN(S)

ipv6-acl 3 inbound 1/0/1
(Netgear Switch) #show ipv6 access-lists ipv6-acl

ACL Name: ipv6-acl
Inbound Interface(s): 1/0/1

Rule Number: 1

ACEEON. e permit

Protocol . . ... 255(ipv6)

Source IP AdAresS. « . cie i e et 2001:DB8:COAB:AC11::/64
Destination IP Address. .. ... i oiuaaaaann. 2001:DB8:COAB:AC14::/64

Rule Number: 2

ACtEON. L e permit
Protocol .. ... i 6(tcp)
Source IP AdAress. - .o 2001:DB8:COAB:AC11::/64
Destination IP Address. ... ... ... ... . ........ 2001:DB8:COAB:AC13::/64
Destination L4 Port Keyword. ... ... .. ... oo... 23(telnet)
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Rule Number: 3

ACEION. L e permit

Protocol . ... .. 6(tcp)

Source IP Address. .. 2001:DB8:COAB:AC11::/64
Destination L4 Port Keyword......_.._ ... ... ...... 80(www/http)

Web Interface: Configure an IPv6 ACL

1. Create the access control list with the name ipv6-acl
a. Select Security > ACL >Advanced > IPv6 ACL.
b. Inthe IPv6 ACL Table, in the IPv6 ACL field, enter ipv6-acl.

A screen similar to the following displays.

Syshum Switching Routing ol Security Maniloring Mainkmance Halp

Maonsgamest Secanity | Access | Port Authanhiealas Trathe Conpal

Basic IPwt ACL
- [P ACL 1Pvis Configuration
= [P Aules Curreat Mimnbes of ACL
= [P Exterded Rules [T ———
= [Py Rulen
- 1P ity IPvE ACL Talde
Configuratian TPwE ACL Hules
+ Eunding Tatde =
|
ST 8T T

c. Click Add. A screen similar to the following displays.

System Switehing Raubing Cos Securily Menitorng Mainienonce Halp
Mansgamsnt Sscurity | Accas | Port Authentioation | Traffic Cankel | Coniral
Basic IPva ACL
= 1P ACL Tiwt Configuration
* B2 Rules Cumrmnt Huimber of ACL
= [F Extended Rules PP

1Pl Al
¥ % 1Pv6 ACL Table
= IP Binding

Cordiguration
= Bindeng Takla

= Wian Binding Table

o IPvs ACL

2. Define the first rule (1 of 3).
a. Select Security > ACL > Advanced > IPv6 Rules.

A screen similar to the following displays.

Sy alem Switching Eouting Qo5 Sacurify Manitoring Mainienance Halp

Manogaman) Securlty | Acces | Pord Muhesticotion  Troflic Conrol | Contxl

Basic IPv6 Rules

» [P ACL 1Pw6 Rudlis

* 1P Rulas ACL Mt ipvt-acl =

v 1P Exiended Rules
IPvl ACL

g 1Pv ACL Rule Table

= [P Eirdang ™ Rule Acti L Assign Mirrror Redirect Hatch Prot 1 Source

LU0 | Lo rotocn

Cerfiguration I M | Gueue 1D | Interface | Intertace | Every | oo | Prefix

= Bingding Table

= Wian Binding Table ¥o reie burve bese confipared Sor i ACT
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In the ACL Name list, select ipv6-acl.

Click Add.

In the Rule ID field, enter 1.

For Action, select the Permit radio button.

In the Source Prefix field, enter 2001:DB8:COAB:AC11::.

In the Source Prefix Length field, enter 64.

In the Destination Prefix field, enter 2001:DB8:C0OAB:AC14::.
In the Destination Prefix Length field, enter 64.

A screen similar to the following displays.

Sytam Seitching Bauting Qas Security Maniloring Mointananca Help Indam

Basic IPv ACL Rule Configuration

« P ACL 1Pwi ACL Rule Configuration

= IF Rufex AL Mams el sl
= [F Bxtended Rules
= 1PwE ACL

Ruls 1D 1
Action B Penmak Egraws Quews -
= 1P Bindmg Deny
Configuration Ly @ Disabls Enahbla
= Bingd:ng Table
« Wlan Birding Table

Hirrar Intarface -

Redecd Interlace

Match Ewary @ [Dhaabile Enakln
Pratoce] Typa Other =

Sowrce Praficf Prefalength 2001 :DBA:COASIACY] 54
Snwres L4 Part Other

Destimation Prefic/ Prefmlength J001:0B3:C0ARACLE: 83
Destimation L4 Port Other =

Flow Laled

I DSOP Sarvice

Click Apply.

3. Add Rule 2.

a.

Sa - o o o o

In the Rule ID field, enter 2.

For Action, select the Permit radio button.

In the Protocol Type list, select TCP.

In the Source Prefix field, enter 2001:DB8:COAB:AC11::.

In the Source Prefix Length field, enter 64.

In the Destination Prefix field, enter 2001:DB8:C0AB:AC13::.
In the Destination Prefix Length field, enter 64.

In the Destination L4 Port list, select telnet.
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A screen similar to the following displays.

Syalem Routing Ces Monitaring Mainbunonce Help Indax
Port Authantication Conwol
Basic IPvh ACL Rule Configuration
= IF ACL TPw6 ACL Rule Configuration
» [P Rules ACL Name JE—
= [P Extended Rules ke §D 3
= [Pes ACL
Auciinn & Permit Egress Quaws -
= [P Banding Deny
Carfijutaton Loggmg & Cuaatle Enable
bkt Jl ~ Mirror Intwrface -
e Ao Xatle Rediract Intarface -
Match Evary & Dusable Enabie
Protocnl Type L=
Saiired Prafin Prafislangth 200611 DAR-COARACLT B
Source L4 Port Other =
Destinaison Prefix/ Drefizlength 2001085 COAB AT B
Dwatination L4 Port teinet =
Flow Labal
1P DSCP Servics -

Click Apply.

4. Add Rule 3.

a.

-~ Do o o T

In the Rule ID field, enter 3.

For Action, select the Permit radio button.

In the Protocol Type list, select TCP.

In the Source Prefix field, enter 2001:DB8:COAB:AC11::.
In the Source Prefix Length field, enter 64.

In the Destination L4 Port list, select http.

A screen similar to the following displays.

g. Click Apply.

Sysbem Swilching Routing God Security Moniforing Muoinfenance Halp index
Managament Secwity Fort Authaniication | Traffic
Basic IPvh ACL Rule Configuration
= [F &CL TPvE ACL Rule Conflguration
* IP Hules ACL Name ipvii-stl
s I -
Actian & Parmi Egrmss Quess -
« [F Binding Deny
Canfiguratan Logging @ Dusshie Erahie
s T Mirrue Interface -
= Vian Binding Tabls
—_— e Redirect lnterlace -
Match Every @ Dusshle Erahle
Protocel Type TCF ~
Saiirce Prefie | Prefial sngth 008 DESCOABACT] fid
Fource L4 Part Fath
Destinatean Prefin/Prefinlesgih
Destination L4 Post Ciher. =
Flow Label
1P DSCE Service -

5. Apply the rules to inbound traffic on port 1/0/1.

Only traffic matching the criteria will be accepted.

a. Select Security > ACL >Advanced > IP Binding Configuration.
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In the ACL ID list, select ipv6-acl.

In the Sequence Number list, select 1.
Click Unit 1.

Select Port 1.

A screen similar to the following displays.

Swniiching Rouling QoS Security Moniloring Maoinienance Help

Wanagemant Security  Actem

Basic IP Binding Configuration

» 17 ACL Binding Configuration

» 1P Rules AL 1T

» 1P Exended Rules [ =

= I1Pvh ACL = =T

= 1P Rules
= nag i
Fori 1 2 3 4 5 & 7 & 9 10 11 17 13 14 15 16 17 L8 19 20 21 27 73 14

= Bincling Takila + [

= \Jlan Birding Tabls 25 26 27 20 79 30 31 32 33 34 35 36 37 38 35 40 41 42 43 44 45 45 47 a0

Click Apply.
A screen similar to the following displays.

Syilam Swirching Reuling oS Sacurity Manilorng Maimnienance Halp

Manogement Secerity | Accass | Portl Aebeslicolion | Teoflie Coatrol | Conteol

Basic I Binding Configuration

. 17 ACL Binding Configuration

= P Ruiley ACL 1D [5000 PE

= |P Extandad Rides [ —— {1 to 4384067 T95)
= IPvé AL

Pori Seleciinm Table

» 1PVE Rudes
b Ul 1
e g Vo Inkarfece SimNay Stabis
Imterface | Direction | ACL Type ACL 10 Name | Sequence Mumber
View the binding table.
Select Security > ACL > Advanced > Binding Table.
A screen similar to the following displays.
System Switching Rewting Cuos Security Manilering Maimenance Halp ]
Monogameni Secury | Access | Port Authenbicoion | Troffic Costrol | Comienl
Basic 1P ACL Binding Table
= IP ACL IP ACL Binding Table
» IP Rules Sequence
» 1P Bxtended Rules M | Intorface [Hrmciion ACL Type I'_‘;““h'“
» IPE ACL
S wan Irs Bownd 196 ACL ioei-adt 1
» 1P Binding
Cardigaration

« lan Binding Table
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CoS Queuing

Class of Service Queuing

This chapter includes the following sections:

QoS Queuing Concepts

Show classofservice Trust

Set classofservice Trust Mode

Show classofservice IP-Precedence Mapping

Configure Cos-queue Min-bandwidth and Strict Priority Scheduler Mode
Set CoS Trust Mode for an Interface

Configure Traffic Shaping
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QoS Queuing Concepts

This chapter describes Class of Service (CoS) queue mapping, CoS Configuration, and
traffic shaping features. Each port has one or more queues for packet transmission. During
configuration, you can determine the mapping and configuration of these queues.

Based on the service rate and other criteria you configure, queues provide preference to
specified packets. If a delay is necessary, the system holds packets until the scheduler
authorizes transmission. As queues become full, packets are dropped. Packet drop
precedence indicates the packet's sensitivity to being dropped during queue congestion.

Select per interface configuration scheme:

You can configure CoS mapping, queue parameters, and queue management are
configurable per interface.

Queue management is configurable per interface.

Some hardware implementations allow queue depth management using tail dropping or
weighted random early discard (WRED).

Some hardware implementations allow queue depth management using tail dropping.

The operation of CoS queuing involves queue mapping and queue configuration.

CoS Queue Mapping

CoS queue mapping uses trusted and untrusted ports.

Trusted Ports

e The system takes at face value certain priority designations for arriving packets.
» Trust applies only to packets that have that trust information.

e There can be only one trust field at a time - per port.

- 802.1p user priority (This is the default trust mode and is managed through switching
configuration.)

- IP precedence
- IP DiffServ Code Point (DSCP)

The system can assign the service level based upon the 802.1p priority field of the L2
header. You configure this by mapping the 802.1p priorities to one of three traffic class
queues. These queues are:

e Queue 2. Minimum of 50 percent of available bandwidth
¢ Queue 1. Minimum of 33 percent of available bandwidth
¢ Queue 0. Lowest priority, minimum of 17 percent of available bandwidth

For untagged traffic, you can specify the default 802.1p priority on a per-port basis.

CoS Queuing
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Untrusted Ports

* No incoming packet priority designation is trusted; therefore, the default priority value for
the port is used.

e Allingress packets from untrusted ports, where the packet is classified by an ACL or a
DiffServ policy, are directed to specific CoS queues on the appropriate egress port. That
specific CoS queue is determined by either the default priority of the port or a DiffServ or
ACL-assigned queue attribute.

e Used when trusted port mapping is unable to be honored - for instance, when a non-IP
DSCP packet arrives at a port configured to trust IP DSCP.

CoS Queue Configuration

CoS queue configuration involves port egress queue configuration and drop precedence
configuration (per queue). The design of these on a per-queue, per-drop precedence basis
allows you to create the service characteristics that you want for different types of traffic.

Port egress queue configuration:

e Scheduler type, strict vs. weighted

e Minimum guaranteed bandwidth

e Maximum allowed bandwidth per-queue shaping
* Queue management type, tail drop vs. WRED

Drop precedence configuration (per queue):

«  WRED parameters
- Minimum threshold
- Maximum threshold
- Drop probability
- Scale factor
e Tail drop parameters, threshold

Per-interface basis:
* Queue management type, rail Drop vs. WRED
Only if per-queue configuration is not supported

WRED decay exponent
» Traffic shaping for an entire interface
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Show classofservice Trust

The example is shown as CLI commands and as a Web interface procedure.

CLI: Show classofservice Trust

To use the CLI to show CoS trust mode, use these commands:

(Netgear Switch) #show classofservice trust?
<cr> Press Enter to execute the command.
(Netgear Switch) #show classofservice trust
Class of Service Trust Mode: DotlP

Web Interface: Show classofservice Trust

Select QoS > CoS > Basic > CoS Configuration. A screen similar to the following displays.

System Switching Routing QoS . Security Menitoring Maintenance . Help [ Index

5 | DiffSary

CoS Configuration

anfigurat CoS Configuration @
> Advanced = Global Trust
@ Global [T | ona IR trust dat1p -
falhs Mode AR LS
R Interface I 0 3
{ Interface 1/0/1 [ I Untrusted vI

Set classofservice Trust Mode

The example is shown as CLI commands and as a Web interface procedure.

CLI: Set classofservice Trust Mode

(Netgear Switch) (Config)#classofservice?

dotlp-mapping Configure dotlp priority mapping.

ip-dscp-mapping Maps an IP DSCP value to an internal traffic class.

trust Sets the Class of Service Trust Mode of an Interface.

(Netgear Switch) (Config)#classofservice trust?

dotlp Sets the Class of Service Trust Mode of an Interface
to 802.1p.

ip-dscp Sets the Class of Service Trust Mode of an Interface
to IP DSCP.

(Netgear Switch) (Config)#classofservice trust dotlp?

<cr> Press Enter to execute the command.

(Netgear Switch) (Config)#classofservice trust dotlp
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Web Interface: Set classofservice Trust Mode

1. Select QoS > CoS > Basic > CoS Configuration.

A screen similar to the following displays.

i e e TR == e e FEE TR

Syslam Swilching Eaufing SRCUTriPy Maonibaring Mainfanancs Halp Inclax

CoS Configuration

Ca% Configuratinn

Addvaneod Global Trust
i | bl A =] trust dotlp =l
Intwrface
T intefacs  (RAAL =] Tt Mode  UPKTUTIE ]

2. Select the Global radio button.
3. Inthe Global Trust Mode list, select trust dotlp.
4. Click Apply to save the settings.

Show classofservice IP-Precedence Mapping

The example is shown as CLI commands and as a Web interface procedure.

CLI: Show classofservice IP-Precedence Mapping

(Netgear Switch) #show classofservice ip-precedence-mapping
IP Precedence Traffic Class

~N o o0k~ W DN PP O
W W NNPEFPE O O

Web Interface: Show classofservice ip-precedence Mapping
1. Select QoS > CoS > Advanced > IP Precedence Queue Mapping.
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A screen similar to the following displays.

Symam Fwitchong Rauting SRcurity Maninafing Maintanancs Halp indax

Dasic IF Precedence to Queue Mapping
v Co% Interface Selection

\.-I'IFMWIFMHH irtarfacs &N :I
» B03Ap Cuess

Magiing
= IF Precedence tn Queue Mapping

Maginng o 1 T B i s B = == = ==
¥ CoX Interface o -"'j '-'I -—l —-r = —-J = -—I . _I- ....l
Catfiguartian

* Interface Qusue

i oefiguration

2. In the Interface list, select All.
The global IP precedence to queue mapping is displayed.

3. In the Interface list, select the specific interface (such as 1/0/1).
The IP precedence to queue mapping of the interface is displayed.

Configure Cos-queue Min-bandwidth and Strict Priority
Scheduler Mode

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Cos-queue Min-bandwidth and Strict Priority
Scheduler Mode

(Netgear Switch) (Config)#cos-queue min-bandwidth?

<bw-0> Enter the minimum bandwidth percentage for Queue O.
(Netgear Switch) (Config)#cos-queue min-bandwidth 15

Incorrect input! Use "cos-queue min-bandwidth <bw-0>.._<bw-7>.

(Netgear Switch) (Config)#cos-queue min-bandwidth 15 25 10 5 5 20 10 10
(Netgear Switch) (Config)#cos-queue strict?

<queue-id> Enter a Queue Id from 0 to 7.

(Netgear Switch) (Config)#cos-queue strict 1?

<cr> Press Enter to execute the command.
<queue-id> Enter an additional Queue Id from O to 7.

(Netgear Switch) (Config)#cos-queue strict 1
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Web Interface: Configure CoS-queue Min-bandwidth and
Strict Priority Scheduler Mode

1. For Interface 1/0/2, set the minimum bandwidth to 15 for queue 0.
a. Select QoS > CoS > Advanced > Interface Queue Configuration.

A screen similar to the following displays.

Syulam Gwabrbhing s'-Cuuiu:<|- Gozuraly Manibaring Moantrnomen Halp Indma

Barsis Interface Queue Configuration
» oS Interfaoce Quene Conliguration
Configuration AR Go T Intarfacs G
» B02.1p (usun !
| Qui
Happiing inerface | WUEUE | Plinkmm Scheduler :111.:::1.1- A RETiE
» 1P Pracadsncs AT ' ]1] Bandwidih Type ";'I.l'.' "
Qussies Mapping - . R T — ey S
1P DECP Quele e | [T} [l #righaea = | tasdrom
Happing r  ymon ] [+] waighted wnldap
» Co% Inkarfnce = ; | g ) o
il =1 T a8 | = :
st iz waighrain raddinn.
[ o ] o mmighled Labding
R o ] enighted el
oo " & wmighted smldien

b. In the Queue ID list, select 0.

c. Under Interface Queue Configuration, scroll down and select the interface 1/0/2
check box.

Now 1/0/2 appears in the Interface field at the top.
d. Enter the following information:

* Inthe Minimum Bandwidth field, enter 15.

e Inthe Scheduler Type list, select Weighted.
e. Click Apply to save the settings.

2. For interface 1/0/2, set the minimum bandwidth 25 for queue 1, and set the scheduler type
to strict.

a. Select QoS > CoS > Advanced > Interface Queue Configuration.
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A screen similar to the following displays.

Syitam Switching Rauting Security Minitaring Maintanancs Halp index

nasic Interlace Queus Contiguration
» COE Interface Queue Conflguration
Canfquraticn ! an s Tus Eivtmel e o
» 802,10 Gueve ' ; —
Mapping Letarface | M | Minimum Scheduler | 207U \
» 1P Brncadais SREALe [18 | Mandwidth Trpe Andgamnm
Quoisie Mapping — O VE— i W i
* IF DECH Queue N |y | | 8 | taildenp
Happuryg © aors 1 ] weightad taldrop
Co% Interf = : Lg I 3 1
e Fohme 4 e waighted  palldiop
Canhfgusrticn
T 1 a walghtad taildrap
T sinie 1 L} weightud taildro
Lo i ] s#iphted taildrop

b. In the Queue ID list, select 1.

c. Under Interface Queue Configuration, scroll down and select the interface 1/0/2
check box.

Now 1/0/2 appears in the Interface field at the top.

d. Enter the following information:
¢ In the Minimum Bandwidth field, enter 25.
e Inthe Scheduler Type list, select Strict.

e. Click Apply to save the settings.

Set CoS Trust Mode for an Interface

The example is shown as CLI commands and as a Web interface procedure.

CLI: Set CoS Trust Mode for an Interface

(Netgear Switch) (Interface 1/0/3)#classofservice trust?

dotlp Sets the Class of Service Trust Mode of an Interface
to 802.1p.

ip-dscp Sets the Class of Service Trust Mode of an Interface
to IP DSCP.

(Netgear Switch) (Interface 1/0/3)#classofservice trust dotlp?

<cr> Press Enter to execute the command.

(Netgear Switch) (Interface 1/0/3)#classofservice trust dotlp
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Note: The traffic class value range is 0—6 instead of 0—7 because queue 7
is reserved in a stacking build for stack control, and therefore you
cannot configure it.

Web Interface: Set CoS Trust Mode for an Interface

1. Select QoS > CoS > Advanced > CoS Configuration.

A screen similar to the following displays.

Syulmm Swatching Rowling Smeurity Marilarmg Mauyn mnance Hrlp imdma

Hasit CaS Configuration
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Under CoS Configuration, select the Interface radio button.
In the Interface list, select 1/0/3.

In the Interface Trust Mode list, select trust dot1p.

Click Apply to save the settings.

o r~ w D

Configure Traffic Shaping

Traffic shaping controls the amount and volume of traffic transmitted through a network. This
has the effect of smoothing temporary traffic bursts over time. Use the traffic-shape command
to enable traffic shaping by specifying the maximum transmission bandwidth limit for all
interfaces (Global Config) or for a single interface (Interface Config).

The <bw> value is a percentage that ranges from 0 to 100 in increments of 5. The default
bandwidth value is 0, meaning no upper limit is enforced, which allows the interface to
transmit up to its maximum line rate.

The bw value is independent of any per-queue maximum bandwidth values in effect for the
interface and should be considered as a second-level transmission rate control mechanism
that regulates the output of the entire interface regardless of which queues originate the
outbound traffic.

CoS Queuing
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CLI: Configure traffic-shape

(Netgear Switch) (Config)#traffic-shape?

<bw> Enter the shaping bandwidth percentage from O to 100
in increments of 5.

(Netgear Switch) (Config)#traffic-shape 70?

<cr> Press Enter to execute the command.

(Netgear Switch) (Config)#traffic-shape 70

(Netgear Switch) (Config)#

Web Interface: Configure Traffic Shaping

1. Set the shaping bandwidth percentage to 70 percent.
a. Select QoS > CoS > Advanced > CoS Interface Configuration.

A screen similar to the following displays.
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b. Under CoS Interface Configuration, scroll down and select the interface 1/0/3 check
box.

Now 1/0/3 appears in the Interface field at the top.

c. In the Interface Shaping Rate (0 to 100) field, enter 70.
d. Click Apply to save the settings.
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Differentiated Services

This chapter includes the following sections:

DiffServ Concepts
Configure DiffServ
DiffServ for VolP
Auto VolP

DiffServ for IPv6
Color Conform Policy
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DiffServ Concepts

Differentiated services (DiffServ) is one technique for implementing Quality of Service (QoS)
policies. Using DiffServ in your network allows you to directly configure the relevant
parameters on the switches and routers rather than using a resource reservation

protocol. This section explains how to configure the ProSAFE M4100 Managed Switches to
identify which traffic class a packet belongs to, and how it should be handled to provide the
quality of service you want. As implemented on the M4100 Managed Switch, DiffServ allows
you to control what traffic is accepted and what traffic is discarded.

How you configure DiffServ support on a M4100 Managed Switch varies depending on the
role of the switch in your network:

* Edge device. An edge device handles ingress traffic, flowing toward the core of the
network, and egress traffic, flowing away from the core. An edge device segregates
inbound traffic into a small set of traffic classes, and is responsible for determining a
packet’s classification. Classification is based primarily on the contents of the Layer 3 and
Layer 4 headers, and is recorded in the Differentiated Services Code Point (DSCP)
added to a packet’s IP header.

e Interior node. A switch in the core of the network is responsible for forwarding packets,
rather than for classifying them. It decodes the DSCP code point in an incoming packet,
and provides buffering and forwarding services using the appropriate queue
management algorithms.

Before configuring DiffServ on a particular M4100 Managed Switch, you must determine the
QoS requirements for the network as a whole. The requirements are expressed in terms of
rules, which are used to classify inbound traffic on a particular interface. The switch software
does not support DiffServ in the outbound direction.

Rules are defined in terms of classes, policies, and services:

e Class. A class consists of a set of rules that identify which packets belong to the class.
Inbound traffic is separated into traffic classes based on Layer 3 and Layer 4 header data
and the VLAN ID, and marked with a corresponding DSCP value. One type of class is
supported: All, which specifies that every match criterion defined for the class must be
true for a match to occur.

* Policy. Defines the QoS attributes for one or more traffic classes. An example of an
attribute is the ability to mark a packet at ingress. The 7000 Series Managed Switch
supports a traffic conditions policy. This type of policy is associated with an inbound traffic
class and specifies the actions to be performed on packets meeting the class rules:

- Marking the packet with a given DSCP code point, IP precedence, or CoS

- Policing packets by dropping or re-marking those that exceed the class’s assigned
data rate

- Counting the traffic within the class
e Service. Assigns a policy to an interface for inbound traffic.
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Configure DiffServ

This example shows how a network administrator can provide equal access to the Internet
(or other external network) to different departments within a company. Each of four
departments has its own Class B subnet that is allocated 25 percent of the available
bandwidth on the port accessing the Internet.

Internet

Port 1/0/5
Outbound

Layer 3 Switch
Port 1/0/1 Port 1/0/4

Port 1/0/2 Port 1/0/3

VLAN 10: VLAN 20: VLAN 30: VLAN 40:
Finance Marketing Test Development

Figure 15. Class B subnet with differentiated services

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure DiffServ

1. Ensure that the DiffServ operation is enabled for the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#diffserv

DiffServ
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2. Create a DiffServ class of type all for each of the departments, and name them. Define the
match criteria of source IP address for the new classes.

(Netgear Switch) (Config)#class-map match-all finance_dept
(Netgear Switch) (Config class-map)#match srcip 172.16.10.0 255.255.255.0
(Netgear Switch) (Config class-map)#exit

(Netgear Switch) (Config)#class-map match-all marketing_dept
(Netgear Switch) (Config class-map)#match srcip 172.16.20.0 255.255.255.0
(Netgear Switch) (Config class-map)#exit

(Netgear Switch) (Config)#class-map match-all test_dept
(Netgear Switch) (Config class-map)#match srcip 172.16.30.0 255.255.255.0
(Netgear Switch) (Config class-map)#exit

(Netgear Switch) (Config)#class-map match-all development_dept
(Netgear Switch) (Config class-map)#match srcip 172.16.40.0 255.255.255.0
(Netgear Switch) (Config class-map)#exit

3. Create a DiffServ policy for inbound traffic named 'internet_access', adding the previously
created department classes as instances within this policy.

This policy uses the assign-queue attribute to put each department’s traffic on a different
egress queue. This is how the DiffServ inbound policy connects to the CoS queue
settings established in the following example.

(Netgear Switch) (Config)#policy-map internet_access in
(Netgear Switch) (Config policy-map)#class finance_dept
(Netgear Switch) (Config policy-class-map)#assign-queue 1
(Netgear Switch) (Config policy-class-map)#exit

(Netgear Switch) (Config policy-map)#class marketing_dept
(Netgear Switch) (Config policy-class-map)#assign-queue 2
(Netgear Switch) (Config policy-class-map)#exit

(Netgear Switch) (Config policy-map)#class test_dept
(Netgear Switch) (Config policy-class-map)#assign-queue 3
(Netgear Switch) (Config policy-class-map)#exit

(Netgear Switch) (Config policy-map)#class development_dept
(Netgear Switch) (Config policy-class-map)#assign-queue 4
(Netgear Switch) (Config policy-class-map)#exit

(Netgear Switch) (Config policy-map)#exit
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4. Attach the defined policy to interfaces 1/0/1 through 1/0/4 in the inbound direction.

(Netgear Switch) (Config)#interface 1/0/1
(Netgear Switch) (Interface 1/0/1)#service-policy in internet_access
(Netgear Switch) (Interface 1/0/1)#exit

(Netgear Switch) (Config)#interface 1/0/2
(Netgear Switch) (Interface 1/0/2)#service-policy in internet_access
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#interface 1/0/3
(Netgear Switch) (Interface 1/0/3)#service-policy in internet_access
(Netgear Switch) (Interface 1/0/3)#exit

(Netgear Switch) (Config)#interface 1/0/4
(Netgear Switch) (Interface 1/0/4)#service-policy in internet_access
(Netgear Switch) (Interface 1/0/4)#exit

5. Setthe CoS queue configuration for the (presumed) egress interface 1/0/5 such that each of
queues 1, 2, 3, and 4 gets a minimum guaranteed bandwidth of 25 percent. All queues for
this interface use weighted round robin scheduling by default. The DiffServ inbound policy
designates that these queues are to be used for the departmental traffic through the
assign-queue attribute. It is presumed that the switch will forward this traffic to interface 1/0/5
based on a normal destination address lookup for Internet traffic.

(Netgear Switch) (Config)#interface 1/0/5

(Netgear Switch) (Interface 1/0/5)#cos-queue min-bandwidth 0 25 25 25 25 0 0 O
(Netgear Switch) (Interface 1/0/5)#exit

(Netgear Switch) (Config)#exit

Web Interface: Configure DiffServ

1. Enable Diffserv.
a. Select QoS > DiffServ > Basic > DiffServ Configuration.

A screen similar to the following displays.
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b. For Diffserv Admin Mode, select the Enable radio button.
c. Click Apply to save the settings.
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2. Create the class finance_dept.
a. Select QoS > DiffServ > Advanced > Class Configuration.
A screen similar to the following displays.
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b. Enter the following information:
* Inthe Class Name field, enter finance_dept.
e Inthe Class Type list, select All.
c. Click Add to create a new class finance_dept.
d. Click the finance_dept to configure this class.
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e. Under Diffserv Class Configuration, enter the following information:

¢ |nthe Source IP Address field, enter 172.16.10.0.
* In the Source Mask field, enter 255.255.255.0.

f. Click Apply.
3. Create the class marketing_dept:
a. Select QoS > DiffServ > Advanced >Class Configuration.
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A screen similar to the following displays.
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b. Enter the following information:
e Inthe Class Name field, enter marketing_dept.
e Inthe Class Type list, select All.
c. Click Add to create a new class marketing_dept.
d. Click marketing_dept to configure this class.
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e. Under Diffserv Class Configuration, enter the following information:
e Inthe Source IP Address field, enter 172.16.20.0.
* Inthe Source Mask field, enter 255.255.255.0.

f. Click Apply.

Create the class test_dept:

a. Select QoS > DiffServ > Advanced >Class Configuration.
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A screen similar to the following displays.
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b. Enter the following information:

e Inthe Class Name field, enter test_dept.

* Inthe Class Type list, select All.

c. Click Add to create a new class test_dept.
d. Click test_dept to configure this class.
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e. Under Diffserv Class Configuration, enter the following information:

* |nthe Source IP Address field, enter 172.16.30.0.
* |nthe Source Mask field, enter 255.255.255.0.

f. Click Apply.

Create class development_dept.
a. Select QoS > DiffServ > Advanced > Class Configuration.
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A screen similar to the following displays.
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b. Enter the following information:
¢ Inthe Class Name field, enter development_dept.
e Inthe Class Type list, select All.
c. Click the Add to create a new class development_dept.
d. Click development_dept to configure this class.
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e. Under Diffserv Class Configuration, enter the following information:
 Inthe Source IP Address field, enter 172.16.40.0.
* Inthe Source Mask field, enter 255.255.255.0.
f. Click Apply.
Create a policy named internet_access and add the class finance_dept to it.
a. Select QoS > DiffServ > Advanced > Policy Configuration.
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A screen similar to the following displays.
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b. Enter the following information:
e Inthe Policy Selector field, enter internet_access.
* Inthe Member Class list, select the finance_dept.
c. Click Add to create a new policy internet_access.
7. Add the class marketing_dept into the policy internet_access.
a. Select QoS > DiffServ > Advanced > Policy Configuration.

A screen similar to the following displays.
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b. Under Policy Configuration, scroll down and select the internet_access check box.
internet_access now appears in the Policy Selector field at the top.

c. Inthe Member Class list, select marketing_dept.

d. Click Apply to add the class marketing_dept to the policy internet_access.
8. Add the class test_dept into the policy internet_access.

a. Select QoS > DiffServ > Advanced >Policy Configuration.
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A screen similar to the following displays.
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b. Under Policy Configuration, scroll down and select the internet_access check box.

Internet_access now appears in the Policy Selector field at the top.
c. Inthe Member Class list, select test_dept.
d. Click Apply to add the class test_dept to the policy internet_access.
9. Add the class development_dept into the policy internet_access.
a. Select QoS > DiffServ > Advanced > Policy Configuration.

A screen similar to the following displays.
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b. Under Policy Configuration, scroll down and select the internet_access check box.

Now internet_access appears in the Policy Selector field at the top.
c. Inthe Member Class list, select development_dept.
d. Click Apply to add the class development_dept to the policy internet_access.
10. Assign queue 1 to finance_dept.
a. Select QoS > DiffServ > Advanced > Policy Configuration.
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A screen similar to the following displays.
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b. Click the internet_access check box for the member class finance_dept.

A screen similar to the following displays.
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c. Inthe Assign Queue list, select 1.

d. Click Apply.

11. Assign queue 2 to marketing_dept.
a. Select QoS > DiffServ > Advanced > Policy Configuration.
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A screen similar to the following displays.
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b. Click the internet_access check box for marketing_dept.

A screen similar to the following displays.
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c. Inthe Assign Queue list,
d. Click Apply.

12. Assign queue 3 to test_dept.
a. Select QoS > DiffServ > Advanced > Policy Configuration.

select 2.
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A screen similar to the following displays.
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b. Click the internet_access check mark for test_dept.

A screen similar to the following displays.
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c. Inthe Assign Queue list, select 3.
d. Click Apply.
13. Assign queue 4 to development_dept.
a. Select QoS > DiffServ > Advanced > Policy Configuration.
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A screen similar to the following displays.
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b. Click the internet_access check mark for development_dept.

A screen similar to the following displays.
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c. Inthe Assign Queue list, select 4.
d. Click Apply.

14. Attach the defined policy to interfaces 1/0/1 through 1/0/4 in the inbound direction.
a. Select QoS > DiffServ > Advanced > Service Configuration.
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A screen similar to the following displays.
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Scroll down and select the check boxes for interfaces 1/0/1, 1/0/2, 1/0/3, and 1/0/4.
In the Policy In list, select internet_access.
Click Apply.

15. Set the CoS queue 1 configuration for interface 1/0/5.
a. Select QoS > CoS > Advanced > Interface Queue Configuration.

c.
d.
e.

A screen similar to the following displays.
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Scroll down and select the Interface 1/0/5 check box.
Now 1/0/5 appears in the Interface field at the top.

In the Queue ID list, select 1.
In the Minimum Bandwidth field, enter 25.
Click Apply.

16. Set the CoS queue 2 configuration for interface 1/0/5.
a. Select QoS > CoS > Advanced > Interface Queue Configuration.
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A screen similar to the following displays.
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b. Under Interface Queue Configuration, scroll down and select the interface 1/0/5
check box.

Now 1/0/5 appears in the Interface field at the top.
c. Inthe Queue ID list, select 2.
d. Inthe Minimum Bandwidth field, enter 25.
e. Click Apply.
17. Set the CoS queue 3 configuration for interface 1/0/5.
a. Select QoS > CoS > Advanced > Interface Queue Configuration.

A screen similar to the following displays.
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b. Under Interface Queue Configuration, scroll down and select the interface 1/0/5
check box.

Now 1/0/5 appears in the Interface field at the top.

c. Inthe Queue ID list, select 3.

DiffServ
158



ProSAFE M4100 Managed Switches

d. Inthe Minimum Bandwidth field, enter 25.
e. Click Apply.
18. Set the CoS queue 4 configuration for interface 1/0/5.
a. Select QoS > CoS > Advanced > Interface Queue Configuration.

A screen similar to the following displays.
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b. Under Interface Queue Configuration, scroll down and select the Interface 1/0/5
check box.

Now 1/0/5 appears in the Interface field at the top.

c. Inthe Queue ID list, select 4.
In the Minimum Bandwidth field, enter 25.
Click Apply.

DiffServ for VolP

One of the most valuable uses of DiffServ is to support Voice over IP (VolIP). VoIP traffic is
inherently time sensitive: For a network to provide acceptable service, a guaranteed
transmission rate is vital. This example shows one way to provide the necessary quality of
service: how to set up a class for UDP traffic, have that traffic marked on the inbound side,
and then expedite the traffic on the outbound side. The configuration script is for Router 1 in
the accompanying diagram: A similar script should be applied to Router 2.
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Port 1/0/2
Layer 3 switch
operating as Router 1
Port 1/0/3
Internet

Layer 3 switch
operating as Router 2

Figure 16. Diffserv for VolIP in Router 1

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure DiffServ for VolP

1. Enter Global configuration mode. Set queue 5 on all ports to use strict priority mode.
This queue will be used for all VoIP packets. Activate DiffServ for the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#cos-queue strict 5
(Netgear Switch) (Config)#diffserv

2. Create a DiffServ classifier named class_voip and define a single match criterion to
detect UDP packets. The class type match-all indicates that all match criteria defined for
the class must be satisfied in order for a packet to be considered a match.

(Netgear Switch) (Config)#class-map match-all class_voip
(Netgear Switch) (Config class-map)#match protocol udp
(Netgear Switch) (Config class-map)#exit
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3. Create a second DiffServ classifier named class_ef and define a single match criterion to
detect a DiffServ code point (DSCP) of EF (expedited forwarding). This handles incoming
traffic that was previously marked as expedited somewhere in the network.

(Netgear Switch) (Config)#class-map match-all class_ef
(Netgear Switch) (Config class-map)#match ip dscp ef
(Netgear Switch) (Config class-map)#exit

4. Create a DiffServ policy for inbound traffic named pol_voip, then add the previously
created classes class_ef and class_voip as instances within this policy.

This policy handles incoming packets already marked with a DSCP value of EF
(according to the class_ef definition), or marks UDP packets according to the
class_voip definition) with a DSCP value of EF. In each case, the matching packets are
assigned internally to use queue 5 of the egress port to which they are forwarded.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(Config)#policy-map pol_voip in

(Config
(Config
(Config
(Config
(Config
(Config
(Config
(Config

policy-map)#class class_ef
policy-class-map)#assign-queue 5
policy-class-map)#exit
policy-map)#class class_voip
policy-class-map)#mark ip-dscp ef
policy-class-map)#assign-queue 5
policy-class-map)#exit
policy-map)#exit

5. Attach the defined policy to an inbound service interface.

(Netgear Switch) (Config)#interface 1/0/2

(Netgear Switch) (Interface 1/0/2)#service-policy in pol_voip
(Netgear Switch) (Interface 1/0/2)#exit

(Netgear Switch) (Config)#exit

Web Interface: Diffserv for VolP

1. Set queue 5 on all interfaces to use strict mode.
a. Select QoS > CoS > Advanced > CoS Interface Configuration.
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A screen similar to the following displays.
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Under Interface Queue Configuration, select all the interfaces.
In the Queue ID list, select 5.
In the Scheduler Type list, select Strict.
e. Click Apply to save the settings.
2. Enable DiffServ.
a. Select QoS > DiffServ > Basic > DiffServ Configuration.

o o T

A screen similar to the following displays.

Routing Securily Marnibaring Mainienance Halp I

Diffsery Wizard Diffsery configuration

Diffsery Config

Dl wery Saliwvios Mands " Diabla & Enabde
Aadvanced

b. For Diffserv Admin Mode, select the Enable radio button.
c. Click Apply to save the settings.
3. Create a class class_voip.
a. Select QoS > DiffServ > Advanced > DiffServ Configuration.

A screen similar to the following displays.

[ Syitam Swinhching Rouling S inrily Manitaring Mainlénanca Halp Indax

Diffsery Wizard Class Configuration
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Class Tahle
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Configuration =ry]
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Configurabion

» Sarvipe Statistics
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In the Class Name field, enter class_voip.
In the Class Type list, select All.
Click Add to create a new class.

™ o o T

Click class_voip.

A screen similar to the following displays:
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f. In the Protocol Type list, select UDP.
g. Click Apply to create a new class.
4. Create a class class_ef:
a. Select QoS > DiffServ > Advanced > DiffServ Configuration.

A screen similar to the following displays.
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In the Class Name field, enter class_ef.
In the Class Type list, select All.

Click Add to create a new class.

Click class_ef.

® o o o
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Another screen similar to the following displays:
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In the IP DSCP list, select ef.
Click Apply to create a new class.

5. Create a policy pol_voip. and add class_voip to this policy.

a.

® o o o

Select QoS > DiffServ > Advanced > Policy Configuration.
A screen similar to the following displays.
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Diffsary Wizard Policy Configuration
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In the Policy Selector field, enter pol_voip.

In the Member Class list, select class_voip.

Click Add to create a new policy.

Click the pol_voip whose class member is class_voip.
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A screen similar to the following displays.
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f. In the Assign Queue list, select 5.
g. For Policy Attribute, select the Mark IP DSCP radio button, and select ef.
h. Click Apply to create a new policy.
6. Add class_ef to the policy pol_voip.
a. Select QoS > DiffServ > Advanced > Policy Configuration.

A screen similar to the following displays.
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b. Under Policy Configuration, scroll down and select the pol_voip check box.
Pol_voip now appears in the Policy Selector field at the top.
c. Inthe Member Class list, select class_ef in.

Click Apply to add the class class_ef to the policy pol_voip.
Click the pol_voip whose class member is class_ef.

DiffServ
165



ProSAFE M4100 Managed Switches

A screen similar to the following displays.
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f. In the Assign Queue list, select 5.
g. Click Apply to create a new policy.

7. Attach the defined policy to interface 1/0/2 in the inbound direction.
a. Select QoS > DiffServ > Advanced > Service Configuration.

A screen similar to the following displays.
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b. Scroll down and select the Interface 1/0/2 check box.
Now 1/0/2 appears in the Interface field at the top.

c. Inthe Policy In list, select pol_voip.
d. Click Apply to create a new policy.
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Auto VolP

The Auto-VoIP feature makes it easy to set up VolP for IP phones on a switch. This
functionality copies VolP signaling packets to the CPU to get the source and destination IP
address and Layer 4 port of the current session. Based on these parameters a filter is
installed to assign the highest priority to VOIP data packets. As soon as the call ends, the
filters are removed.

PBX
GSM73xxS
VolP VoIP Vﬁg:]e
phone phone P
Voice traffic
Data traffic
PC PC Data server PC

Figure 17. Auto VolIP

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Auto VolP

This script in this section shows how to set up auto VolP system-wide.

1. Enable auto VoIP on all the interfaces in the device.

(Netgear Switch) (Config)# auto-voip all
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2. View the auto VoIP information:

(Netgear Switch) # show auto-voip interface all

Interface Auto VolP Mode Traffic Class

1/0/1 Enabled 6
1/0/2 Enabled 6
1/0/3 Enabled 6
1/0/4 Enabled 6
1/0/5 Enabled 6
1/0/6 Enabled 6
1/0/7 Enabled 6
1/0/8 Enabled 6
1/0/9 Enabled 6
1/0/10 Enabled 6
1/0/11 Enabled 6
1/0/12 Enabled 6
1/0/13 Enabled 6
1/0/14 Enabled 6
1/0/15 Enabled 6
1/0/16 Enabled 6
1/0/17 Enabled 6
1/0/18 Enabled 6
1/0/19 Enabled 6
1/0/20 Enabled 6

--More-- or (Q)uit

Interface Auto VolP Mode Traffic Class

1/0/21 Enabled 6
1/0/22 Enabled 6
1/0/23 Enabled 6
1/0/24 Enabled 6
1/0/25 Enabled 6
1/0/26 Enabled 6
170727 Enabled 6
1/0/28 Enabled 6

Auto VolIP classifies and prioritizes the packets and places only the packets in the
higher-priority queue. In the previous example, the packets are placed in queue 6. You can
override the egress queue setting using the cos-queue strict or cos-queue
min-bandwidth command.
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Web Interface: Configure Auto-VolP

1. Enable auto VolP for all the interfaces in the device.
a. Select QoS > DiffServ > Auto VolIP.

A screen similar to the following displays.
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b. Select the check box in the first row to select all the interfaces.
c. Inthe Auto VolP Mode field, select Enable.

A screen similar to the following displays.
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d. Click Apply.

A screen similar to the following displays.
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DiffServ for IPv6

This feature extends the existing QoS ACL and DiffServ functionality by providing support for
IPv6 packet classification.

e

Internet
i
1
Interface 1/0/1 GSM73xxS | Interface 1/0/3
i
’ ------ i] = ey _- z ; # :.—_—-- :-- e ‘\
'] - — ]
1 41 |
1 i
i i !
] 1 ]
1 : 1 i
2 Interface L
1
=] oz | ==
o [£72 ; =
= ! —
il = ' il =
B = i | =
- v l' - -
IPv6 e IPv6
Workstation — = Workstation
HEE
= ICMPVG traffic = = = = = -
m-f- . Other traffic =—————
IPv6
Workstation

Figure 18. DiffServ for IPv6

The example is shown as CLI commands and as a web interface procedure.

CLI: Configure DiffServ for IPv6

The script in this section shows how to prioritize ICMPV6 traffic over other IPv6 traffic.

1. Create the IPv6 class classicmpv6.

(Netgear Switch) (Config)# class-map match-all classicmpv6 ipv6
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2. Define matching criteria as protocol ICMPV6.

(Netgear Switch) (Config-classmap) # match protocol 58
(Netgear Switch) (Config-classmap) # exit

3. Create the policy policyicmpv6.

(Netgear Switch) (Config)# policy-map policyicmpv6 in

4. Associate the previously created class classicmpvé.

(Netgear Switch) (Config-policy-map)# class classicmpv6

5. Set the attribute as assign queue 6.

(Netgear Switch) (Config-policy-classmap)# assign-queue 6
(Netgear Switch) (Config-policy-map)# exit

6. Attach the policy policy_icmpv6 to interfaces 1/0/1,1/0/2 and 1/0/3:

(Netgear
(Netgear
(Netgear

(Netgear
(Netgear
(Netgear

(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)

Switch)
Switch)
Switch)

Switch)
Switch)
Switch)

(Config)# interface 1/0/1
(Interface 1/0/1)# service-policy in policyicmpv6
(Interface 1/0/1)# exit

(Config)# interface 1/0/2
(Interface 1/0/2)# service-policy in policyicmpv6
(Interface 1/0/2)# exit

(Config)# interface 1/0/3
(Interface 1/0/3)# service-policy in policyicmpv6
(Interface 1/0/3)# exit
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Web Interface: Configure DiffServ for IPv6

1. Create the IPv6 class classicmpvé.

a. Select QoS > DiffServ > Advanced > IPv6 Class Configuration.

A screen similar to the following displays.
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b. In the Class Name field, enter classicmpv6.
In the Class Type list, select All.

A screen similar to the following displays.
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d. Click Add to create the IPv6 class.

A screen similar to the following displays.
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2. Define matching criteria as protocol ICMPV6.

a. Select QoS > DiffServ > Advanced > IPv6 Class Configuration.
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A screen similar to the following displays.
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Click the class classicmpve6.

A screen similar to the following displays.
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Select the Protocol Type radio button, select Other, and enter 58.

A screen similar to the following displays.
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Click Apply.
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A screen similar to the following displays.
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Conhgurabon
= Torvice Stativhics Castinatien Prafi Laegth

Soures L4 Port

Draskination L4 Port
Flow Labasl
P DSEe

3. Create the policy policyicmpv6, and associate the previously created class classicmpv6.
a. Select QoS > DiffServ > Advanced > Policy Configuration.

A screen similar to the following displays.

System Switching Rauling SeEurily Manitaring Maintananes Halp

Diffsery Wizard Palicy Configuration
Auto Valp

Palicy Configuration
Basic

Palicy Mame Member Class

» DifSery = —
Caonfigusration

» Clags
Configuratsan

» [Pvh Class
Configuratean

» Zervice Interface
Configisrateon

b. In the Policy Name field, enter policyicmpve6.
c. In the Policy Type list, select In.
d. Inthe Member Class list, select classicmpv6.

A screen similar to the following displays.

Sysbam Swilching Rouling Security Moriloring Maoinienoncs Halp

Diffsery Wizard Palicy Configuration
Auto Valp
Basie Palicy Configuration
! Palicy Mame Palicy Type Hember Class
» DiffSery Ep— 1 T
Copfiguratian H | [1n -] |
» Class

Canfiguratan
» [Py Class
Canfiguration

* Servicw Intarface

T T2 T TR 1

e. Click Add.
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4. Set the attribute as assign queue 6.
a. Select QoS > DiffServ > Advanced > Policy Configuration.

A screen similar to the following displays.

Roufing Secunity Momifgring Maintenance Help

Diffsnry Wicard Palicy Configuration
Auto ¥alP
Basic Policy Configuration
[ paticy wame Palicy Type Member Class

» DiffSery H '

Configuration u | I | -]
» Clasd puliEyiemp s " faa G

Caonfiguration

» [Pvé Class
Canfigiratisn

» Service Interface
Canfiguratian

b. Click the policy policyicmpv6.
A screen similar to the following displays.

Switching Rouling Secunily Monitaring Maojnlerance Help

Dittsney Wizard Policy Configuration
Auto YalP
Basic Policy Configuration
i Policy Mame Palicy Type sember Class

» DiffSery ' 1

Configiration o | I -]
= Class Suliy | EITD e ] Eaasiamg v

Configuration

» [Pvh Clags
Configueation

= Service Interiace
Configuratian
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c. Inthe Assign Queue list, select 6.

Lyibiim Swtehing Rouling Setudiby Maniloring Mointerance Halp Indax

Diffsery Wizard Policy Class Configuration
Auto ¥alP
Basic Class Information
Policy Mames
® DiffSesy elliimn
Canfiguratian
i Hembier (lass S
» Class
Configuratian
» tive Class Policy Attribute
Canfigraticn Pty Ak i Asibon s e
g
My I[P LG

» Sarvice Interface
Canfiguration Hiark 1P Procedunce.

» Service Statishes Hark 1P DSCP

Sivple Polcy
tolor HMads Color Bling
Comitted Rats
Comitted Birst Size
T Action = send
ki tas

7 diark 1P Procodance

Hads TP DECR
Winlatn Action = Sand

 Dwap

ek Co%

™ Mark 1P Procedonte

7 rark 1P DECR

d. Click Apply.
5. Attach the policy policyicmpv6 to interfaces 1/0/1,1/0/2 and 1/0/3.
a. Select QoS > DiffServ > Advanced > Service Interface Configuration.

A screen similar to the following displays.

Syuhem Swiichmg Rouling Jecurity Monilormg Montenance Help

Diffsery Wizard Service Interface Confiquration

AutcieLe Service Interface Conflguratien

Dasic
| all i To Interfacs o0

S DF Ry interface Palicy Hame Berection Uperstional Status
Caonfiguration 1 T 4 4

» Class

Configuration
& [Pk Class

Configuration
= Policy

Configuration

* Service Statistics LT In

In the Policy Name list, select policyicmpve6.
Select the Interface 1/0/1, 1/0/2, and 1/0/3 check boxes.
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A screen similar to the following displays.

Syutem Switching Routing Securily Monihoring Maintenoscs Hulp

Diffsery Wizard Service Interface Configuration

Aute VoIP

Basic Service Interface Conliguration

s DffERry Al G T Enderface =)
Cerhguration

= Class
Corfiguration

® IPvé Class
Configuration

« Palicy
Corfguration

Interface Palicy Haome Direction Operational Status

» Service Stativkics

d. Click Apply.

A screen similar to the following displays.

Syuram Switching Routing Sacurity Maniboring Malntensnce Halp

Diffsery Wizard Service Interface Configuration
Auto ¥alp
Basic Service Interface Canfiguration
» DiffSEry all e Vi Wit f e [
Conbaa Policy Name € Operational Status
®» Class T T
Configleratien
» Mhvd Clads 1 policricmavt n up
Caonfiguration
! W
» Pobi bLH palicyicmpve In e
Canfiguration 1/8/3 policpiompis n up
10 14
® Sarvice Statistics VS L
L0 I,

Color Conform Policy

This example shows how to create a policy to police the traffic to a committed rate. The
packets with IP precedence value of 7 are colored green to ensure that these packets are the
last to be dropped when there is congestion. The example is shown as CLI commands and
as a web interface procedure.
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CLI: Configure a Color Conform Policy

1. Create a VLAN 5 and configure ports 1/0/13 and 1/0/25 as its members.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 5

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/13

(Netgear Switch) (Interface 1/0/13)#vlan participation include 5
(Netgear Switch) (Interface 1/0/13)#vlan tagging 5

(Netgear Switch) (Interface 1/0/13)#exit

(Netgear Switch) (Config)#interface 1/0/25

(Netgear Switch) (Interface 1/0/25)#vlan participation include 5
(Netgear Switch) (Interface 1/0/25)#vlan tagging 5

(Netgear Switch) (Interface 1/0/25)#exit

2. Create classes class_vlan and class_color.

Note: DiffServ service is enabled by default.

(Netgear Switch) (Config)#class-map match-all class_vlan
(Netgear Switch) (Config-classmap)#match vlan 5

(Netgear Switch) (Config-classmap)#exit

(Netgear Switch) (Config)#class-map match-all class_color
(Netgear Switch) (Config-classmap)#match ip precedence 7
(Netgear Switch) (Config-classmap)#exit

3. Create a policy to police the traffic to a rate of 1000 kbps with an allowed burst size of
64 KB. Furthermore, the packets with IP precedence value of 7 will be colored green. That
means these packets will be the last packets to be dropped in the event of congestion
beyond the policed rate.

(Netgear Switch) (Config)#policy-map policy vlan in
(Netgear Switch) (Config-policy-map)#class class_vlan

(Netgear Switch) (Config-policy-classmap)#police-simple 1000 64 conform-action
transmit violate-action drop

(Netgear Switch) (Config-policy-classmap)#conform-color class_color
(Netgear Switch) (Config-policy-classmap)#exit
(Netgear Switch) (Config-policy-map)#exit
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4. Apply this policy to port 1/0/13.

(Netgear Switch) (Config)#interface 1/0/13

(Netgear Switch) (Interface 1/0/13)#service-policy in policy_vlan
(Netgear Switch) (Interface 1/0/13)#exit

(Netgear Switch) (Config)#exit

Web Interface: Configure a Color Conform Policy
1. Create a VLAN.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.

VIAM | STP | Multicast

Routing Security Monitaring Maintenance Help Index

Address Table | Ports | LAG

VLAN Configuration

Reset

Advanced Reset Configuration 3

Internal ¥LAN Configuration

Internal ¥LAN Allocation Base 4093
Internal ¥LAN Allocation Policy (" Ascending & Descending

YLAN Configuration

- YLAN ID | YLAN Name YLAN Type | Make static
O I T -

[l ]1 Default Default Disable

b. In the VLAN ID field, enter 5.
c. Click Add.
2. Add ports 1/0/13 and 1/0/25 to VLAN 5.
a. Select Switching > VLAN > Advanced > VLAN Membership.

A screen similar to the following displays.

STP | Multicost |

Index

Security Meonitaring Maintenance Help

Routing

VIAN | Addrass Table | Ports | LAG

Basic VLAN Membership
» VLAN VLAN Membership 3
Configuration VLAN ID Group Operation Untag All -
2 VEAH Statue TAGGED PORT MEMBERS
] o
+ Part PUID Echeiinl sy g
Configuration T iy S S S
S MACBasedWlay | Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
# IP Subnet Based ! T
S 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
» Port DYLAN :9 T
Configuration
E. LB acd

b. In the VLAN ID list, select 5.
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c. Click Unit 1. The ports display.
d. Click the gray boxes under ports 13 and 25 until T displays.

The T specifies that the egress packet is tagged for the port.
e. Click Apply.

3. Create a class class_vlan:
a. Select QoS > DiffServ > Advanced > Class Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security Monitaring Mainfenance Help Index

CoS | DiltSary

Diffserv Wizard Class Name

Auto Yar Class Name

Basic
< - Class Mame Class Type

S - rore—

Configuration

» IPy6 Class
Configuration

* Policy
Configuration

* Service Interface
Configuration

» Service Stafistics

b. Enter the following information:
¢ Inthe Class Name field, enter class_vlan.
e Inthe Class Type list, select All.

c. Click Add to create a new class class_vlan.

System Switching Routing QoS Security Monitoring Maintenance Help Index

 Diffserv Wizard Class Name

Sute Vo Class Name ]

Basic
» DiffSery [m || I

Configuration [T | class wlan All

» 1Pvé Class
Configuration

* Policy
Configuration

» Service Interface
Configuration

» Service Statistics

d. Click class_vlan to configure this class.
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A screen similar to the following displays:

System Switching Routing QoS Security Monitaring Mainfenance Help Index
CoS | DilfSarv
Diffserv Wizard Class Configuration
Lo Yok Class Information @
Basic

) tlass Name class_vlan

» DiffSery tlass Type All

Configuration

DiffServ Class Configuration (3
" Match Every nny _J

» IPVE‘.CIass.  Raferance Class

Co:ﬂquratlon " Class OF Service o __I
* Polic

id : & VLAN 5| (0to 4095)
Configuration  Eth o - T El .
erme 1-3 - 5 0 o f =

» Service Interface P Appleta { 600 to f#f hax

Configuration " Source MAC Address Mask
» Service Statistic: (" Destination MAC Addrase Mask

e. Under Diffserv Class Configuration, in the VLAN field, enter 5.
f. Click Apply.

4. Create a class class_color.
a. Select QoS > DiffServ > Advanced > Class Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security Monitaring Maintenance Help Index

- Diffserv Wizard Class Name

Butayoin Class Name

Basic
. - Class Name Class Type
T = e ——

Configuration I~ | class vlan
» IPva Class

Configuration
» Policy

Configuration

» Service Interface
Configuration

* Service Statistics

b. Enter the following information:
e Inthe Class Name field, enter class_color.

* Inthe Class Type list, select All.
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c. Click Add to create a new class class_color.

System Switching Routing QoS Security Monitaring Maintenance Help Index

- Diffserv Wizard Class Name

Alfo voib Class Name @

Basic
1 - Class Name Class Type
» DiffSers o | D

Configuration I™ | class vlan All
i all

* IPv6 Class
Configuration

d. Click class_color to configure this class.

A screen similar to the following displays:

System Switching Routing Security Manitering Maintenance Help Index

viass Name class_coior
Diffserv Wizard tlass Type all
Auto YoIP
Basic ¥ z
} DiffServ Class Configuration
s DiffSery £ Match Every [Any =]
Configuration (" Reference tlass class_vlan =l
(™ Class Of Service 1} ;I
© VLAN [ (0 to 4035)
» IPv6 Class {” Ethermet Type Appletalk -l ( 600 to fff hex)
Configuration " Source MAC Addrass Mask
» Policy
_ ; " Destination MAC Address Mask
Configuration
* Service Interface " Protocol Type cp - .0 to 235
Configuration (" Source IP Address Mask
* Service Statistics  Source L4 Port Sora ;l (0 to 65535)
" Destination IP Address | | Hask
(" Destination L4 Port domain _[ (0 to 65535)
1P DSCP [aft1 -] (0to&3)
{* Precedence Walue —?_v[ (010 7)
" IP Tos Bit Value Bit Mask

e. Under Diffserv Class Configuration, in the Precedence Value list, select 7.
f. Click Apply.

Create a policy policy_vlan.

a. Select QoS > DiffServ > Advanced > Policy Configuration.
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A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help
CoS | DilfSery

Diffserv Wizard Policy Configuration

AL ALY Policy Configuration i
Basic

- Policy Name Policy Type Member Class

Configuration
* Class

Configuration
+ IPvE Class

Configuration

» Service Interface
Configuration
# Service Statistics

b. In the Policy Name field, enter policy_vlan.
c. Inthe Policy Type list, select In.
d. Click Add.
6. Associate policy vlan with class_vlan.
a. Select QoS > DiffServ > Advanced > Policy Configuration.

A screen similar to the following displays.

System Swilching Routing QoS Security Monitoring Maintenance Help
Co5 | DilfServ
Diffecry Wizard Policy Configuration
e Sole Policy Configuration @
Basic -

- Paolicy Mame Policy Type | Member Class

Configuration ¥ policy vlan in
S

Configuration
» [Pve Class

Configuration

* Service Interface
Configuration
» Service Statistics

b. Under Policy Configuration, scroll down and select the policy_vlan check box.

c. Inthe Member Class field, enter class_vlan.
d. Click Apply.
7. Configure policy_vilan.
a. Select QoS > DiffServ > Advanced > Policy Configuration.
b. Click policy_vlan.
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A screen similar to the following displays.

System

Switching

Rouling QoS5

Security

Maonitoring

Maintenance Help Index

Diffserv Wizard
Auto ¥oIP
Basic

» DiffSery
Configuration

> Class
Configuration

= 1Pv6 Class
Configuration

» Service Interface
Configuration
» Service Statistics

Policy Class Configuration

Class Information
Paolicy Name
Paolicy Type

Member Class Name

Policy Attribute
Policy Atrribute ( Assign Queue
" Drop
(" Mark IP COS
(" Mark IP Precedence
(" Mark IP DSCP
@ Simple Policy

(|

o]
ozl
afil =]

Color Conform Class dass_e,olor_-l

Comitted Rate

Comitted Burst Size
tonform Action

policy_vlan
In

class_vlan

Color Mode || Color Aware | 'I
1000

B4

i Send

(" Drop

i~ Mark Co$

o]
(" Mark 1P Precedence [ o -]

Select the Simple Policy radio button.

In the Color Mode list, select Color Aware.
In the Color Conform Class list, select class_color.
In the Committed Rates field, enter 1000.
In the Committed Burst Size field, enter 64.
For Conform Action, select the Send radio button.
For Violate Action, select the Drop radio button.

Click Apply.

8. Apply policy_vlan to interface 1/0/13.
a. Select QoS > DiffServ > Advanced > Service Interface Configuration.
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A screen similar to the following displays.

System Switching Routing QoS Security Monitaring Maintenance Help Index

Diffserv Wizard Service Interface Configuration
Auto ¥eIR Service Interface Configuration (3}
Basic s
ndwa i all Go To Interface | | __(_3_0__
» DiffSery Interface Direction Operational Status
Configuration = 1B e -] Tee -
] .
» Class = . a
Configuration 1f0/1
» IPv6 Class LI In
Configuration 10/ In
» Policy [~ i/0/4 In
Configuration r i/ In
' T s In
» Service Statistics | 107 4
< [T/ 1/0/8 In
r 1/ In
[T 1/o/10 In
™ 1/m041 In
" ifo/iz In
v 1f0/13 1n

Under Service Interface Configuration, scroll down and select the Interface 1/0/13
check box.

In the Policy Name list, select policy_vlan.
Click Apply to save the settings.
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Internet Group Management Protocol
features

This chapter includes the following sections:

Internet Group Management Protocol Concepts
IGMP Snooping

Show igmpsnhooping

Show mac-address-table igmpsnooping
External Multicast Router

Multicast Router Using VLAN

IGMP Querier

Enable IGMP Querier

Show IGMP Querier Status
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Internet Group Management Protocol Concepts

NETGEAR implements Internet Group Management Protocol (IGMP) in the following way:

 |GMP uses version 1, version 2, or version 3.
e IGMP includes snooping.
* You can enable IGMP snooping on a per-VLAN basis.

IGMP Snooping

The following are examples of the commands used in the IGMP snooping feature.

CLI: Enable IGMP Snooping

The following example shows how to enable IGMP snooping.

(Netgear Switch) #config

(Netgear Switch) (Config)#set igmp

(Netgear Switch) (Config)# set igmp unknown-multicast filter
(Netgear Switch) (Config)#exit

Web Interface: Enable IGMP Snooping

Configure IGMP snooping:
1. Select Switching > Multicast > IGMP Snooping Configuration.

A screen similar to the following displays.

Hulp

WIAM STP Mulhcml Addrass Tobla Parls LAG

MEDE 1GME Snooaping Configuration
IGMP Snooping Configuration
', i

» Interface Configurstion Adriin Mosds Cisable = Enable
» LGMP VLAN Configuration imnknown Hulticast Filtemang ™ Diigabbe ¥ Enable
» Multicast Router sialticast Convirel Franwe Count 11

Configuration Irterf e Exsabbul fur TGHP Sowaping
" I‘.‘um?“ R ML Dats Frames Formandad by the CPU a

Configuration
v Quensr Configuration
» Qusrier VLAN YLAN 105 Enabled for 1GMP Snooping

Coanligur abion

MLD Snaoping

2. For Admin Mode select the Enable radio button.
3. For Unknown Multicast Filtering, select the Enable radio button.
4. Click Apply.
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Show igmpsnooping

The example is shown as CLI commands and as a Web interface procedure.

CLI: Show igmpsnooping

(Netgear Switch) #show igmpsnooping

Admin Mode. . ..o Disable
Unknown Multicast Filtering....... ... ... .. ..... Disable
Multicast Control Frame Count.................. 0
Interfaces Enabled for IGMP Snooping........... None
VLANs enabled for IGMP snooping..-.--...oocoao-.. None

Web Interface: Show igmpsnooping

Select Switching > Multicast > IGMP Snooping Configuration. A screen similar to the
following displays.

WIAM aTP Ml Beer Address Tobls Porn LAG

MFDE IGME Snooping Configuration

IGMP Snoeping Conliguration

» Infarfate Configuration Addrran Hude ™ Cisable ¥ Enable

» TGMP VLAN Configuration linkinswn tultcast Fldtaring
* Multicast Routar ultscast Control Frame Count i
Configurakion tnterfaces Frablod for [GHE Snoaping (=P}

* Mullicart Rugter VLAN Bata Frames Forwarded by e TPFY Q
Conhigurabich

b Quansar Conrfigurshan

= Querier VLAN
Configuration

MLD Snovping

T Dagsble & Enabls

VLAM IDs Enabled for IGMP Snooping
Ll
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Show mac-address-table igmpsnooping

The example is shown as CLI commands and as a Web interface procedure.

CLI: Show mac-address-table igmpsnooping

(Netgear Switch) #show mac-address-table igmpsnooping ?

<cr> Press Enter to execute the command.

(Netgear Switch) #show mac-address-table igmpsnooping

Type Description Interfaces

00:01:01:00:5E:00:01:16 Dynamic Network Assist Fwd: 1/0/47
00:01:01:00:5E:00:01:18 Dynamic Network Assist Fwd: 1/0/47
00:01:01:00:5E:37:96:D0 Dynamic Network Assist Fwd: 1/0/47
00:01:01:00:5E:7F:FF:FA Dynamic Network Assist Fwd: 1/0/47
00:01:01:00:5E:7F:FF:FE Dynamic Network Assist Fwd: 1/0/47

Web Interface: Show mac-address-table igmpsnooping

Select Switching > Multicast > IGMP Snooping Table.

A screen similar to the following displays.

Syslam Swilching Rouling Qod Securily Maoniloring Muinfenance Help ndaa
Addras Tabla Pl LAG
MEDE Table
MFDE Table
* MFDB
Shatistics Saarch By MAL Addrass G0 i
IGHMP Snoopin ILAN -
MLD Snupfnng MAC Address 'I';j' Compansel | Type Descrption ::1'::_;‘;’:':‘1
01:00:54/01:02:03 S99 [GMP OVMAMIC  Helwork Asswt | O/1
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External Multicast Router

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure the Switch with an External Multicast Router

This example configures the interface as the one the multicast router is attached to. All IGMP
packets snooped by the switch is forwarded to the multicast router reachable from this
interface.

|(Netgear Switch)(Interface 1/0/3)# set igmp mrouter interface

Web Interface: Configure the Switch with an External
Multicast Router

1. Select Switching > Multicast > Multicast Router Configuration.

A screen similar to the following displays.

Systam Swilching Rauling s Securily Manitoring Maintenance Help el

MEDE IGME Snooping Interface Configuration

IGMP Snooping Interface Configuration

» Configuration
3 Al G T Interface &a
* |GMP VLAN Configuration
RN A :‘1" “1“ - Mast Respanse
Canfiguration Memborship

Fressnt
Empriration

Time{secs) -
{ ! Time{secs)

Interval{secs)

¥ Multicast Faiter VLAN

Configuration |
: 3::::: ﬁ::_:"""um T Disakie 260 10 o Cusable
Canfigurstion iz Disatln 50 e 0 Disable
HMLD Snooping F g I.M'l Chsabln 60 10 0 Drisabile
) S I i Cisable 260 10 ('] Cisable
r 1% Ditabile 2&0 10 a D abile

2. Under Multicast Router Configuration, scroll down and select the Interface 1/0/3 check box.
Now 1/0/3 appears in the Interface field at the top.

3. In the Admin Mode field, select Enable.
4. Click Apply.
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Multicast Router Using VLAN

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure the Switch with a Multicast Router Using VLAN

This example configures the interface to forward only the snooped IGMP packets that come
from VLAN ID (<VLAN Id>) to the multicast router attached to this interface.

|(Netgear Switch)(Interface 1/0/3)# set igmp mrouter 2 |

Web Interface: Configure the Switch with a Multicast Router
Using VLAN

1. Select Switching > Multicast > Multicast Router VLAN Configuration.
A screen similar to the following displays.

Syrtem Switching Royling Qo5 Sacurity Monitaring Maintenance Holp index

HEDE Multicast Router VLAN Configuration

Multicast Roater YLAN Conflguration
b Configisr aticn

» Intarfacs Configuration Interiace uo =)
» 1GMP VLAN Configuratiod
» Muthcadt Houter Multicast Router VLAN Cantiguration

Carfiguration | WLAM 1D multicast Rouber

| I
= BN T

# Qgerar Configurabon
¥ Cunrinr VLAN

Configuraton
HLD Snooping

2. Under Multicast Router VLAN Configuration, scroll down and select the Interface 1/0/3
check box.

3. Enter the following information in the Multicast Router VLAN Configuration.
* Inthe VLAN ID field, enter 2.
* Inthe Multicast Router field, select Enable.

4. Click Apply.
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IGMP Querier

When the switch is used in network applications where video services such as IPTV, video
streaming, and gaming are deployed, the video traffic is normally flooded to all connected
ports because such traffic packets usually have multicast Ethernet addresses. IGMP
shooping can be enabled to create a multicast group to direct that traffic only to those users
that require it.

However, the IGMP snooping operation usually requires an extra network device—usually a
router—that can generate an IGMP membership query and solicit interested nodes to
respond. With the built-in IGMP querier feature inside the switch, such an external device is
no longer needed.

Video Streaming device

NETGEAR _ prosals s Line FXl Gatiwy. -
opoo

io

Switch i

HETO

Video |i IGMP query

Stream |:

IGMP
response

»—,@. %&:—_h’_ i __

S e

Deskt Notebook PC MAC

Figure 19. IGMP querier

Since the IGMP querier is designed to work with IGMP snooping, it is necessary to enable
IGMP snooping when using it. The following figure shows a network application for video
streaming service using the IGMP querier feature.
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Enable IGMP Querier

The example is shown as CLI commands and as a Web interface procedure.

CLI: Enable IGMP Querier

Use the following CLI commands to set up the switch to generate an IGMP querier packet for
a designated VLAN. The IGMP packet will be transmitted to every port on the VLAN. The
following example enables the querier for VLAN 1 and uses 10.10.10.1 as the source IP
address in querier packets. See the Command Line Reference for more details about other
IGMP querier command options.

(Netgear switch) #vlan database

(Netgear switch) (vlan)#set igmp 1

(Netgear switch) (vlan)#set igmp querier 1

(Netgear switch) (vlan)#exit

(Netgear switch) #config

(Netgear switch) (config)#set igmp querier

(Netgear switch) (config)#set igmp querier address 10.10.10.1
(Netgear switch) (config)#exit

Web Interface: Enable IGMP Querier

1. Select Switching > Multicast > IGMP VLAN Configuration.

A screen similar to the following displays.

VILAN | STP Multicast Address Table Ports | LAG

Routing Securily Manitoring Maintenance Help

MEDB IGMP Snooping Configuration
£ IGMP Snooping Configuration
i In{er'F;me- Admin Mode (™ Disable {*; Enable
Configuration Unknown Multicast Filtering * Disable  Enable
» IGMP VLAN Multicast Contral Frame Count a
Configuration Interfaces Enabled for IGMP Snooping
# Hultioast Ronter Data Frames Forwarded by the CPU 0
Configuration
» Multicast Router ” ]
WLAN YLAN IDs Enabled for IGMP Snooping @
Configueation

2. Enable IGMP snooping on VLAN 1.
a. Select Switching > Multicast > IGMP Snooping > IGMP VLAN Configuration.
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A screen similar to the following displays.

VLAN | STP | Multicast | Address Toble | Porls | LAG

Routing

Securily Monitoring Maintenance Help

MEDB IGMP VLAN Configuration

IGMP VLAN Configuration

Fast
G
Admin Leave B Maximum Multicast Router

Mode Admin pembersip Response Time | Expiry Time
Mode

S Cunﬂl;uratron
» Interface
Configuration YLAM ID

Interval

# Multicast Router
Configuration

b. Enter the following information:
* Inthe VLAN ID field, enter 1.
* Inthe Admin Mode field, select Enable.
c. Click Add.
3. Enable the IGMP snooping querier globally.
a. Select Switching > Multicast > IGMP Snooping > IGMP VLAN Configuration.
A screen similar to the following displays.

VLAN | STP | Multicost | Address Table | Porls | LAG

Routing

Security

Monitoring Maintenance Help

MEDB IGMP Snooping Querier Configuration
; v IGMP Snooping Querier Configuration @
* Configuration :
» Interface Querier Admin Mode " Disable & Enable
Configuration Querior 1P Addrass 10.10.10.1]
» [GMP VLAN IGMP Version 2
Configuration Query Interval(secs) 60 | {1 te.1800)
» Multicast Router Querier Expiry Interval(secs) &0 | (&0 ta 300
Configuration e
» Multicast Router . . -
¥LAN Ids Enabled for IGMP Snooping Querier @

VLAN
Configuration

b. Enter the following information:
e For Querier Admin Mode, select the Enable radio button.
¢ Inthe Querier IP Address field, enter 10.10.10.1.
c. Click Apply.
4. Enable the IGMP snooping querier on VLAN 1.
a. Select Switching > Multicast > IGMP Snooping Querier VLAN Configuration.

IGMP Snooping and Querier
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A screen similar to the following displays.

Manilaring Maoiniasanos Halg Ve

IGMP Snoaping Querier VAN Configuration

MFoE
IGME Snooping Querder VLAN Conliguration !

» Canfiguratas

w 1ikarf how i’ e Lasi Lawi
‘ ; VLAN | Dperational | Operation tam

Uperations

ik Jrs Querine | Querier | 28

® 15D LAY Addreas | Wersian | O F
Confeurabon = T T =T= T T T

# Mulicadl Bowlar
Corfapestion

¢ ML Bouter
WiAH
Curbegu wtron

» Guener

Canfimyraton

b. In the VLAN ID field, enter 1.
5. Click Add.

Show IGMP Querier Status

The example is shown as CLI commands and as a Web interface procedure.

CLI: Show IGMP Querier Status

To see the IGMP querier status, use the following command.

(Netgear Switch) #show igmpsnooping querier vlian 1
VLAN 1 : IGMP Snooping querier status

IGMP Snooping Querier VLAN Mode................ Enable
Querier Election Participate Mode.............. Disable
Querier VLAN AdAreSS. ..o e oo e e e e e e e e et 0.0.0.0
Operational State.........cooommmoaeoaaaaaaao.. Disabled
Operational version......... ... oo 2

The command shows that the IGMP admin mode is Active. The mode is controlled by the set
igmp command. If the mode is inactive, no query packet is sent.

Web Interface: Show IGMP Querier Status

1. Select Switching > Multicast > IGMP Snooping Configuration.

IGMP Snooping and Querier
195



ProSAFE M4100 Managed Switches

A screen similar to the following displays.

Syilem Swibchig Rguhing Clab Setunily Maribyring Mainbeiangg Halg Irtfan
Addme Tabls
IGMP Snooping Configuration 1
1GHF Snaoplng 1GHP Snooping Canfiguration
Interface
Canfiguiration Rlfonitn Wy C)Dnsable (=) Enable
TGHF Snooping Unknnn Multicant Tdterisg =) Dusabie Erakla
Talsle
HEDE Tabls Quariar IF Addraws to.10.10.1
GMAF Talile Hailinavl Cuntrul Frame Count L
MFO8 Stalistics Trterfazes Enabled for IGHP Snooging T
1GHE WLAN Data Frames Farmardud by e TP o
Configuration
MuMicasi Beuler
Comligiration WILAN Tds Fnabded for TGMP Snooping
Huhicast Reuler .
WLAN

Configuration
YLAM Tds Fnabled for IGMP Sasoplng Guerder

REFRLEH

2. Click Refresh.
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MVR

Multicast VLAN Registration

This chapter includes the following sections:

¢  MVR Concepts
e Configure MVR in Compatible Mode
e Configure MVR in Dynamic Mode
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MVR Concepts

The IGMP Layer 3 protocol is widely used for IPv4 network multicasting. In Layer 2 networks,
the IGMP protocol uses resources inefficiently. For example, a Layer 2 switch multicast traffic
to all ports even if there are receivers connected to only a few ports.

To address this problem, the IGMP Snooping protocol was developed. But the problem
reappears when receivers are in different VLANs. Multicast VLAN registration (MVR) is
intended to solve the problem of receivers in different VLANS. It uses a dedicated manually
configured VLAN, called the multicast VLAN, to forward multicast traffic over Layer 2 network
in conjunction with IGMP snooping.

MVR, like the IGMP Snooping protocol, allows a Layer 2 switch to snoop on the IGMP control
protocol. Both protocols operate independently of each other. Both protocols can be enabled
on the switch interfaces at the same time. In such a case, MVR listens to the join and report
messages only for groups configured statically. All other groups are managed by IGMP
snooping.

There are two types of MVR ports: source and receiver.

e The source port is the port to which the multicast traffic flows using the multicast VLAN.

e The receiver port is the port where a listening host is connected to the switch. It can utilize
any (or no) VLAN, except the multicast VLAN. This implies that the MVR switch performs
VLAN tag substitution from the multicast VLAN source port to the VLAN tag used by the
receiver port.

The Multicast VLAN is the VLAN that is configured in the specific network for MVR purposes.
It has to be manually specified by the operator for all source ports in the network. Itis a VLAN
that is used to transfer multicast traffic over the network to avoid duplication of multicast
streams for clients in different VLANS. A diagram of a network configured for MVR is shown in
the following illustration. SP is the source port and RP is the receiver port.

MVR
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Multicast source =

IGMP (GSM7328Sv2)

SP (VLAN 999)

MVR (GSM7212P)

—
T—

! RP (VLAN 1003) = n]
<5 =

—
e 5 ﬁ"“‘-—-. o
= % RP (VLAN 1002) ; il
Multicast client

Multicast client

Multicast client

Figure 20. Network configured for MVR

Note: The following examples show how to configure the MVR on the MVR
switch (GSM7212P in this case).

Configure MVR in Compatible Mode

In compatible mode, the MVR switch does not learn multicast groups; the groups have to be
configured by the operator as the MVR does not forward IGMP reports from the hosts (RP
port) to the IGMP router (SP port). To operate in this mode, the IGMP router has to be
statically configured to transmit all required multicast streams to the MVR switch.

MVR
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CLI: Configure MVR in Compatible Mode

1. Create mVlan, VLAN1, VLANZ2, and VLANS.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 999,1001, 1002, 1003
(Netgear Switch) (Vlan)#vlan name 999 mVlan
(Netgear Switch) (Vlan)#vlan name 1001 Vlanl
(Netgear Switch) (Vlan)#vlan name 1002 Vlan2
(Netgear Switch) (Vlan)#vlan name 1003 Vlan3
(Netgear Switch) (Vlan)#exit

2. Enable MVR, configure VLAN 999 as a multicast VLAN, and add group 224.1.2.3 to MVR.

(Netgear Switch) #config

(Netgear Switch) (Config)#mvr

(Netgear Switch) (Config)#mvr vlan 999
(Netgear Switch) (Config)#mvr group 224.1.2.3

3. Configure multicast VLAN on the source port.

(Netgear Switch) (Config)#interface 0/9

(Netgear Switch) (Interface 0/9)#vlan participation include 999
(Netgear Switch) (Interface 0/9)#vlan tagging 999

(Netgear Switch) (Interface 0/9)#mvr

(Netgear Switch) (Interface 0/9)#mvr type source

(Netgear Switch) (Interface 0/9)#exit

4. Configure the receive ports.

Note: The receive port can participate in only one VLAN.

MVR
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(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(Config)#i
(Interface
(Interface
(Interface
(Interface
(Interface
(Interface
(Interface

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(ConTig)#i
(Interface
(Interface
(Interface
(Interface
(Interface
(Interface
(Interface

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(ConTig)#i
(Interface
(Interface
(Interface
(Interface
(Interface
(Interface
(Interface

nterface 0/1

0/1)#vlan participation
0/1)#vlan pvid 1001
0/1)#vlan participation
0/1)#mvr

0/1)#mvr type receiver
0/1)#mvr vlan 999 group
0/1)#exit

nterface 0/5

0/5)#vlan participation
0/5)#vlan pvid 1002
0/5)#vlan participation
0/5)#mvr

0/5)#mvr stype receiver
0/5)#mvr vlan 999 group
0/5)#exit

nterface 0/7

0/7)#vlan participation
0/7)#vlan pvid 1003
0/7)#vlan participation
0/7)#mvr

0/7)#mvr type receiver
0/7)#mvr vlan 999 group
0/7)#exit

include 1001

exclude 1

224.1.2.3

include 1002

exclude 1

224.1.2.3

includel003

exclude 1

224.1.2.3

5. Show muvr status.

(Netgear Switch) #show mvr

MVR RUNNING . -« v oot TRUE

MVR multicast VLAN. ... .. ......... 999

MVR Max Multicast Groups.......... 256

MVR Current multicast groups...... 1

MVR Global query response time.... 5 (tenths of sec)

MVR Mode. . ..ok compatible
(Netgear Switch) #show mvr interface

Port Type Status

0/1 RECEIVER ACTIVE/InVLAN

0/5 RECEIVER ACTIVE/InVLAN

0/7 RECEIVER ACTIVE/InVLAN

0/9 SOURCE ACTIVE/InVLAN

Immediate Leave

DISABLED
DISABLED
DISABLED
DISABLED

MVR
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Web Interface: Configure MVR in Compatible Mode

1. Create MVLAN 999, VLAN1 1001, VLANZ2 1002 and VLAN3 1003.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays:

Syitem Switching Rowivhg [=¥%. Smcuriby Mhamidaring Mainienance Halp indas

VLAMN Configuration

Resel
Advanced Reset [onfiguration | &

WLAMN Canflguration

E i detault [ Dinable

b. In the VLAN ID field, enter 999, and in the VLAN Name field, enter mVlan.

c. Click Add.

d. Repeat step b and c to create VLAN1 1001, VLAN2 1002, and VLAN3 1003.
2. Add port 9 into MVLAN 999 with tagged mode.

a. Select Switching > VLAN > Advanced > VLAN Membership.

A screen similar to the following displays:

Banic VLAMN Membarship

® VLAN Configuration VILAN Mimberihip

& VLA Stahss

= Pert PULD Cofdguration

» MAC Bansd VLAN

& Proteced Saied VLAN .
Groun Condipar stion

& Froboood Based VLAN 1
Group Hembaribe ERT

® |F Bubnet Bated VLAN

b. Inthe VLAN ID list, select 999.
Click Unit 1. The ports display.

d. Click the gray box under port 9 until T displays. The T specifies that the egress
packet is tagged for the ports.

e. Click Apply to save the settings.

f. Repeat steps from b to e, add port 0/1 to VLAN1 1001, add port 0/5 to VLANZ2 1002,
and add port 0/7 to VLAN3 1003.

3. Enable MVR and multicast VLAN.

MVR
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a. Select Switching > MVR > Basic > MVR Configuration. A screen similar to the
following displays:

MVR Configuration

Ll
» MR Geoup Configuratien T Conpsrelian

» MVR Interfece HYH Murweng Enabie =]
Confouration A i ma W il
Advanged iR M b sk s %8

SR Crrent Shulbic st Groups 8
FINR Lok sl gery seipeen time L
MR b coenpasile =

b. For MVR Running, select Enable.
c. Inthe MVR Multicast VLAN field, enter 999.
d. Click Apply.

4. Add multicast group 224.1.2.3 to MVR.

a. Select Switching > MVR > Basic > MVR Group Configuration. A screen similar to
the following displays:

Khgnikaring Whmintenance

MVWA Group Configuration
HYR Cord)
HET R A MV Graug Configurstion
= HyR frdedace
Configursten FFTEEE
Aidwanced

b. Inthe MVR Group IP field, enter 224.1.2.3.
c. Click Add.
5. Configure a receiver on interface 0/1, 0/5, and 0/7.

a. Select Switching > MVR > Basic > MVR Interface Configuration. A screen similar
to the following displays:

Syatem Switching Eeniting Qa5 Gacutity Maniloring Magintanancs Halp Indas

WiAN TF Padicn

MVR Interface Configuration

= HYR Carhgurstmn

» MUR: Grotgl Chnliaaration MV Interface Cenfiguration

Anl Lo To intmrfae )

Adwanced 1 | | Immirdiaie Lesve | Status
|| |
i Drishla e Lusabis ACTIVLARLAN
e Chiskls e Cinabils PHACTIVE InviLas
r oA Dinakis g Cuuabile INACTIVE InLEN
r oM Disahls e Dhuible THACTIVE LAy
Fooas Disable . ivabiy WETIVEANVLAN
T e [haakile ] [naable HACTIVE InVLAN
P Disatle nars Ttie AETIVEANLAN
rom Disabile e Dinabie IACTIVE LA
r o Dinabile nana Dinabis ACTIVEAINVLAN
r loae Diaable s Dt abide INATIVE IviLAs
r om Disable e Dhsabig PHACTIVE/INLAN
I oz Diaable rang Disabile ACTIVEARVLAN

Anl o T I s Qg
MVR
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Under MVR Interface Configuration, scroll down and select the Interface 0/1, 0/5 and
0/7 check boxes.

Enter the following information:
e Inthe Admin Mode list, select Enable.
* Inthe Type list, select Receiver.

Click Apply to save the settings.

6. Configure source interface.
a. Select Switching > MVR > Basic > MVR Interface Configuration. A screen similar

d.

to the following displays:

simm Swniching Eouring Gl BOUTITY Blamikoring Moinisnosce Halp

MVR Interface Configuration

& WYE Canfigurstsin

L 1
» MBLGroup Conbearation Wi Isterfaie Canfiguratien

Al o To Inberisce L]

| Intarlsce Admiin Made | Type Immediste Leaws | Stalud

e O W B e - oo, - BES
r o Erable s Disable ACTIVE/=VLAK
r og Dwable none Disable TRACTIVEAnVLAN
I o Ceiable hohe Chaabile IMACTIVE/IANVLAN
I oM Driabie hnte Chasbile INACTIVE/ANVLAN
r o Erable TRCEisr Chsable ACTIVE VLA
r o Cwmakie nahe Disabis INRETIVE InVLAN
r oy Erable rodETar Cinabile ARTIVEASVLAN
r e Craable hipit thaable INACTIVERRVLAN
R Derakly neme Dizable BCTIVE/TWLAN
r lana Dhaable none Disahile INACTIVI/EnVLAN
r a1 Canakls nnse Dinable INACTIVE/IAVLAN
I lan:z Eriskie hute Ensskle ACTIVEAsVLAR

a1l o To Intarfece a0

Under MVR Interface Configuration, scroll down and select the Interface 0/9 check
box.

Enter the following information:
* In the Admin Mode list, select Enable.
* Inthe Type list, select source.

Click Apply to save the settings.

7. Configure MVR Group Membership.

a.

Select Switching > VLAN > Advanced > VLAN Membership. A screen similar to the
following displays:

System Switching Routing QoS Security Monitoring Maintenance Help Index

VLAN | STP | Muldcost Addrass Table | Ports

Basic MVYR Group Membership
MVR Group Membership

= MVA Statistics

In the Group IP list, select 224.1.2.3.
Click Unit 1. The ports display.

MVR
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d. Click the gray boxes under ports 1, 5, and 7. (Port 9 is already in MVR group
224.1.2.3 because it is configured as the source port.)

e. Click Apply to save the settings.

Configure MVR in Dynamic Mode

CLI: Configure MVR in Dynamic Mode

In dynamic mode, the MVR switch learns existing multicast groups by snooping the IGMP
gueries from router on source ports and forwarding the IGMP reports from the hosts to the
IGMP router on the Multicast VLAN (with appropriate translation of the VLAN ID).

1. Create MVLAN, VLAN1, VLAN2, and VLANS.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 999,1001, 1002, 1003
(Netgear Switch) (Vlan)#vlan name 999 mVlan
(Netgear Switch) (Vlan)#vlan name 1001 Vlanl
(Netgear Switch) (Vlan)#vlan name 1002 Vlan2
(Netgear Switch) (Vlan)#vlan name 1003 Vlan3
(Netgear Switch) (Vlan)#exit

2. Enable MVR, configure VLAN 999 as a multicast VLAN, and add group 224.1.2.3 to MVR.

(Netgear Switch) #config

(Netgear Switch) (Config)#mvr

(Netgear Switch) (Config)#mvr vlan 999
(Netgear Switch) (Config)#mvr group 224.1.2.3

3. Configure MVR in dynamic mode.

(Netgear Switch) (Config)#mvr mode dynamic

4. Configure multicast VLAN on the source port.

(Netgear Switch) (Config)#interface 0/9

(Netgear Switch) (Interface 0/9)#vlan participation include 999
(Netgear Switch) (Interface 0/9)#vlan tagging 999

(Netgear Switch) (Interface 0/9)#mvr

(Netgear Switch) (Interface 0/9)#mvr type source

(Netgear Switch) (Interface 0/9)#exit

5. Configure the receive ports.

MVR
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Note: A receive port can participate in only one VLAN.

(Netgear Switch) (Config)#interface 0/1

(Netgear Switch) (Interface 0/1)#vlan participation include 1001
(Netgear Switch) (Interface 0/1)#vlan pvid 1001

(Netgear Switch) (Interface 0/1)#vlan participation exclude 1
(Netgear Switch) (Interface 0/5)#mvr

(Netgear Switch) (Interface 0/1)#mvr type receiver

(Netgear Switch) (Interface 0/1)#exit

(Netgear Switch) (Config)#interface 0/5

(Netgear Switch) (Interface 0/5)#vlan participation include 1002
(Netgear Switch) (Interface 0/5)#vlan pvid 1002

(Netgear Switch) (Interface 0/5)#vlan participation exclude 1
(Netgear Switch) (Interface 0/5)#mvr

(Netgear Switch) (Interface 0/5)#mvr stype receiver

(Netgear Switch) (Interface 0/5)#exit

(Netgear Switch) (Config)#interface 0/7

(Netgear Switch) (Interface 0/7)#vlan participation includel003
(Netgear Switch) (Interface 0/7)#vlan pvid 1003

(Netgear Switch) (Interface 0/7)#vlan participation exclude 1
(Netgear Switch) (Interface 0/7)#mvr

(Netgear Switch) (Interface 0/7)#mvr type receiver

(Netgear Switch) (Interface 0/7)#exit

6. Show the MVR status.

(Netgear Switch) #show mvr

MVR RUNNENG . « v e ee e e e e eeeeeaaaaaa e TRUE
MVR multicast VLAN. ... ... ... ..... 999
MVR Max Multicast Groups.......... 256
MVR Current multicast groups...... 1
MVR Global query response time.... 5 (tenths of sec)
MVR Mode. . ...t compatible

(Netgear Switch) #show mvr interface
Port Type Status Immediate Leave
0/1 RECEIVER ACTIVE/InVLAN DISABLED
0/5 RECEIVER ACTIVE/InVLAN DISABLED
0/7 RECEIVER ACTIVE/ InVLAN DISABLED
0/9 SOURCE ACTIVE/InVLAN DISABLED

MVR
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7. After port 0/1 receive IGMP report for Multicast Group 224.1.2.3, it will be added to the MVR
Group 224.1.2.3.

(Netgear Switch) #show mvr members

MVR Group IP Status Members

224.1.2.3 ACTIVE 0/1(d)

Web Interface: Configure MVR in Dynamic Mode

1. Create MVLAN 999, VLAN1 1001, VLAN2 1002, and VLAN3 1003.

a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays:

Syitem Switching Rowivhg [=¥%. Smcuriby Mhamidaring Mainienance Halp indas

VLAMN Configuration

Advanced Reset [onfiguration | &

WLAMN Canflguration

E i detault [ Dinable

In the VLAN ID field, enter 999, and in the VLAN Name field, enter mVlan.
Click Add.

Repeat step b and c to create VLAN1 1001, VLAN2 1002, and VLAN3 1003.
Add port 9 into MVLAN 999 with tagged mode.

Select Switching > VLAN > Advanced > VLAN Membership. A screen similar to
the following displays:

-~ Do o o T

Banic VLAMN Membarship

VLAN Membership

& VLAN Configuration

® YLAK Stahss
» Pt PUID Condigeration
» MAC Bansd VLAN
* Protacol Baied VEAN " Wy . . : .
Groun Confiparatinn Part 1 2 3 4 5 & ¥ @ _® 10 i1 1z
& Froboood Based VLAN 1
Group Hembarakg T

® |F Bubnet Bated VLAN

g. Inthe VLAN ID list, select 999.
h. Click Unit 1. The ports display.

i. Click the gray boxes under port 9 until T displays. The T specifies that the egress
packet is tagged for the ports.

j. Click Apply to save the settings.

MVR
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k. Repeat steps from b to e, add port 0/1 to VLAN1 1001, add port 0/5 to VLAN2 1002,
and add port 0/7 to VLAN3 1003.

2. Enable MVR and multicast VLAN.

a. Select Switching > MVR > Basic > MVR Configuration. A screen similar to the
following displays:

MVA Configuration

* MR Gooup, Cenfigureten HVR LT

« MR Inberfacs VR By Erutie 2
£ onbgor aiun SR bl aat e

Adur!nd R T Ty —— B4

B 1

W s all sy resjusies e

VR e [dyhasne <]

From the MVR Running list, select Enable.

In the MVR Multicast Vlan field, enter 999.

From the MVR mode list, select dynamic.
e. Click Apply.

3. Add multicast group 224.1.2.3 to the MVR.

a. Select Switching > MVR > Basic > MVR Group Configuration. A screen similar to
the following displays:

o o o

MVWA Group Configuration

MVE Graup Configuratinn

b. Inthe MVR Group IP field, enter 224.1.2.3.
c. Click Add.
4. Configure a receiver on interface 0/1, 0/5 and 0/7.

MVR
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a. Select Switching > MVR > Basic > MVR Interface Configuration. A screen similar
to the following displays:

Syatem Switching Eeniting Qa5 Secutity Manilorisg Magintanancs Halp Indas

WiAN TF Padicn Ayl Addram Tobis

MVR Interface Configuration
= HYE Canhguratmn
» MUR: Grotgl Chnliaaration MV Interface Cenfiguration
ANl Lo To intmrfae )
Adwanced , Interface | Admin Mode | Type | Immediate Lesve | Status
|| |
Fi o Drisbla [ Disubie ACTIVEANWLAN
L Chi skl L] Dniabis IHACTIVE InVLAN
r oA Dinakis g Cuuabile INACTIVE InLEN
r oM Disahls e Diuible THACTIVE LAy
oA Disabie e Divabie ACTIVEANVLAN
T e [haakile ] [haable HACTIVE InVLAN
Pl Disabie nars Dnatie ACTIVE/ANAN
rom Disabile e Dinabie IACTIVE LA
r o Dinabile nana Dinabis ACTIVEAINVLAN
r loae Diaable s Dt abide INATIVE IviLAs
r om Disable e Dhsabig PHACTIVE/INLAN
I laaz Diaable rang Disabile ACTIVEARVLAN
Anl o T I s Qg

b. Under MVR Interface Configuration, scroll down and select the Interface 0/1, 0/5 and
0/7 check boxes

c. Enter the following information:
* In the Admin Mode list, select Enable.

* Inthe Type list, select Receiver.
d. Click Apply to save the settings.
5. Configure a source interface.

a. Select Switching > MVR > Basic > MVR Interface Configuration. A screen similar
to the following displays:

Blamikoring Moinismosce Halp

MVR Interface Configuration
& MWyE Conhgurssan

aF
» MBLGroup Conbearation Wi Isterfaie Canfiguratien

Al o To Inberisce L]

Admiin Made | Type Immediste Leaws | Stalud

ld.'l'ﬁl'lll BE’ ' T & =
r o Erable reseer Dinabls ACTIVE/RVLAN
r og Dwable none Disable TRACTIVEAnVLAN
I o Ceiable hohe Chaabile IMACTIVE/IANVLAN
I na Cvaakin hinifa Chashile INACTIVEAnVLAN
r o Erable receiner Disable ACTIVE VAN
r o Cwmakie nahe Disabis INRETIVE InVLAN
r or Erable rodETar Cinabile ARTIVEASVLAN
L Diabiln e Dhzabile INACTIVE nVLAN
r ‘oha Doaatiln nnne Disabile INACTIVI AVLAN
r anl Carakls nnfhe Chnable INACTIVE INVLAN
T lans Eriabin hisha Enaakile EETIVEAsVLEN

a1l o To Interfece Ba

b. Under MVR Interface Configuration, scroll down and select the Interface 0/9 check
box.
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c. Enter the following information:
* In the Admin Mode list, select Enable.
* Inthe Type list, select source.

d. Click Apply to save the settings.

6. After port 1 receives an IGMP report for multicast group 224.1.2.3, it is added into MVR
group 224.1.2.3.

a. Select Switching > MVR > Advanced > MVR Group Membership. A screen similar
to the following displays:

WLAR 5 oy et MY hidraun Tinkek

Wi MVR Group MEIrILIEr‘:'-lIIP

MVE Group Memherahip

= MR Ensfsriica

MVR
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Port security features

This chapter includes the following sections:

Port Security

Set the Dynamic and Static Limit on Port 1/0/1
Convert the Dynamic Address Learned from 1/0/1 to a Static Address
Create a Static Address

Protected Ports

802.1x Port Security

Create a Guest VLAN

Assign VLANs Using RADIUS

Dynamic ARP Inspection

Static Mapping

DHCP Snooping

Enter Static Binding into the Binding Database
Maximum Rate of DHCP Messages

IP Source Guard
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Port Security

Port Security helps secure the network by preventing unknown devices from forwarding
packets. When a link goes down, all dynamically locked addresses are freed. The port
security feature offers the following benefits:

e You can limit the number of MAC addresses on a given port. Packets that have a
matching MAC address (secure packets) are forwarded; all other packets (unsecure
packets) are restricted.

e You can enable port security on a per port basis.

Port security implements two traffic filtering methods, dynamic locking and static locking.
These methods can be used concurrently.

e Dynamic locking. You can specify the maximum number of MAC addresses that can be
learned on a port. The maximum number of MAC addresses is platform dependent and is
given in the software Release Notes. After the limit is reached, additional MAC addresses
are not learned. Only frames with an allowable source MAC addresses are forwarded.

Note: If you want to set a specific MAC address for a port, set the dynamic
entries to 0, then allow only packets with a MAC address matching the
MAC address in the static list.

Dynamically locked addresses can be converted to statically locked addresses.
Dynamically locked MAC addresses are aged out if another packet with that address is
not seen within the age-out time. You can set the time out value. Dynamically locked
MAC addresses are eligible to be learned by another port. Static MAC addresses are not
eligible for aging.

e Static locking. You can manually specify a list of static MAC addresses for a port.
Dynamically locked addresses can be converted to statically locked addresses.
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Set the Dynamic and Static Limit on Port 1/0/1

The example is shown as CLI commands and as a Web interface procedure.

CLI: Set the Dynamic and Static Limit on Port 1/0/1

(Netgear Switch) (Config)#port-security

Enable port-security globally

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)#port-security

Enable port-security on port 1/0/1

(Netgear Switch) (Interface 1/0/1)#port-security max-dynamic 10
Set the dynamic limit to 10

(Netgear Switch) (Interface 1/0/1)#port-security max-static 3
Set the static limit to 3

(Netgear Switch) (Interface 1/0/1)#ex

(Netgear Switch) (Config)#ex

(Netgear Switch) #show port-security 1/0/1

Admin Dynamic Static Violation
Intf Mode Limit Limit Trap Mode
1/70/1 Disabled 10 3 Disabled

Web Interface: Set the Dynamic and Static Limit on Port 1/0/1

1. Select Security > Traffic Control > Port Security >Port Administrator.

A screen similar to the following displays.

Syibam Switching Rouling Qo Sacurity Manitoring Maintanance Halp Indax

Maasgn madil facadity A Ehad Pealt APl nsah af ol ACL

FIAL Filter Port Security Configuration
Storm Control
» " Port Security Settings
Tt Y samiby Hanks " Disable 7 Enalbie

& Interfece

Cantiguratinn Port Security Vialations
¥ Eymamie-NAL L | wLan n

Address
& STATR MAC

Address

Proledted Fart

b. Under Port Security Configuration, next to Port Security Mode, select the Enable
radio button.

c. Click Apply to save the settings.
2. Set the dynamic and static limit on the port 1/0/1:
a. Select Security > Traffic Control > Port Security >Interface Configuration.
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A screen similar to the following displays.

Syvem Switching Rourng Clas Securiry Maoniiaring Mainienonce Halp Inglex

ACoen P Autheniication

AL Filter Port Secunty Interface Configuration
&torm Cantrol
’ Interface Conflguration
" Port
Administration

L1 Lo T Uit acm l.l{.'

FMax Allurred FHan Allowed
statically

s Lirckmdd BAL
* Cipnamic MAC —— ———— - — — —-

Address Mo
¥ Static MAC Fout fhahls L. . .
e T wolz busbls $00 4 M

Protected Fort
L uais  Diaabis fon Ag By

b. Scroll down and select the Interface 1/0/1 check box.
Now 1/0/1 appears in the Interface field at the top.

c. Enter the following information:
e Inthe Port Security field, select Enable.
* Inthe Max Allowed Dynamically Learned MAC field, enter 10.
* Inthe Max Allowed Statically Locked MAC field, enter 3.

d. Click Apply to save the settings.

Convert the Dynamic Address Learned from 1/0/1 to a
Static Address

The example is shown as CLI commands and as a Web interface procedure.

CLI: Convert the Dynamic Address Learned from 1/0/1 to the
Static Address

(Netgear Switch)(Interface 1/0/1)#port-security mac-address move
Convert the dynamic address learned from 1/0/1 to the static address
(Netgear Switch)(Interface 1/0/1)#exit

(Netgear Switch)(Config)#exit

(Netgear Switch)#show port-security static 1/0/1

Number of static MAC addresses configured: 3

Statically configured MAC Address VLAN 1D

00:0E:45:30:15:F3 1

00:13:46:EC:2F:62 1

00:14:6C:E8:81:23 1
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Web Interface: Convert the Dynamic Address Learned from
1/0/1 to the Static Address
1. Select Security > Traffic Control > Port Security > Dynamic MAC Address.

A screen similar to the following displays.

_— T - =

= . e ——— =T
Syuham Switching Raufing @5 Sacufity Moniharing Maintanonss Halp Index

AL Filter Dynamic MAC Address Table
Starm Control Port Security Settings
» Past : = Ennveart Bynamic Addreas to Static
Admanintranpe rurilear of Dyramic MALD Addrassss Lamrmeed: %
» Bntrrfacn
Carfiguration Dymamic MAC Address Tahle
Pt it 17071 =
» Statc MaC fviaio  [Hacaddeen |
Address 1 000w E 530 15:F3
Frotected Fort 1 [ LI
1 [ T R BT
1 00155k 5145
1 B0rib:2fib3:15:89

2. Under Port Security Configuration, in the Port List field, select 1/0/1.
3. Select the Convert Dynamic Address to Static check box.
4. Click Apply to save the settings.

Create a Static Address

The example is shown as CLI commands and as a Web interface procedure.

CLI: Create a Static Address

|(Netgear Switch) (Interface 1/0/1)#port-security mac-address 00:13:00:01:02:03
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Web Interface: Create a Static Address

1. Select Security > Traffic Control > Port Security > Static MAC address.

A screen similar to the following displays.

Syslam Switching Rauling @el Secutily Manitering Maintanance Halp lndax

MAL Filter Static MAC Address Conliguration
Storm Lantral

Pt List
* Fort tnturface vl =|

Hdtrauitratinm
» Interface
Catfigurason Static MAC Address

* Crynamic HAC Static MAC Address vian 1D
Address i 1

T Oo0E:a3i30:i13F3
Protected Part r

DOr13 46 ECIZFIET i

Im odiisecLuiaLis ]

2. Under Port List, in the Interface list, select 1/0/1.

3. In the Static MAC Address section of the screen, enter the following information:
* In the Static MAC Address field, enter 00:13:00:01:02:03.
e Inthe Vlan ID list, select 3.

4. Click Add.

Protected Ports

This section describes how to set up protected ports on the switch. Some situations might
require that traffic is prevented from being forwarded between any ports at Layer 2 so that
one user cannot see the traffic of another user on the same switch. Protected ports can:

* Prevent traffic from being forwarded between protected ports.

e Allow traffic to be forwarded between a protected port and a non-protected port.

In following example, PC 1 and PC 2 can access the Internet as usual, but PC 1 cannot see
the traffic that is generated by PC 2, that is, no traffic is forwarded between PC 1 and PC 2.
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192.168.1.

Figure 21. Protected ports

CLI: Configure a Protected Port to Isolate Ports on the Switch

1. Create one VLAN 192 including PC 1 and PC 2.

(Netgear Switch) #vlan database

(Netgear Switch) #vlan 192

(Netgear Switch) #vlan routing 192

(Netgear Switch) #exit

(Netgear Switch) #configure

(Netgear Switch) (Config)#interface 1/0/23

(Netgear Switch) (Interface 1/0/23)#vlan pvid 192

(Netgear Switch) (Interface 1/0/23)#vlan participation include 192
(Netgear Switch) (Interface 1/0/23)#exit

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#vlan pvid 192

(Netgear Switch) (Interface 1/0/24)#vlan participation include 192
(Netgear Switch) (Interface 1/0/24)#exit

(Netgear Switch) (Interface-vlan 192)#interface vlan 192

(Netgear Switch) (Interface-vlan 192)#routing

(Netgear Switch) (Interface-vlan 192)#ip address 192.168.1.254 255.255.255.0
(Netgear Switch) (Interface-vlan 192)#exit
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2. Create one VLAN 202 connected to the Internet.

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 202

(Netgear Switch) (Vlan)#vlan routing 202

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #configure

(Netgear Switch) (Config)#interface 1/0/48

(Netgear Switch) (Interface 1/0/48)#vlan pvid 202

(Netgear Switch) (Interface 1/0/48)#vlan participation include 202
(Netgear Switch) (Interface 1/0/48)#exit

(Netgear Switch) (Config)#interface vlan 202

(Netgear Switch) (Interface-vlan 202)#routing

(Netgear Switch) (Interface-vlan 202)ip address 10.100.5.34 255.255.255.0
(Netgear Switch) (Interface-vlan 202)#exit

3. Create a DHCP pool to allocated IP addresses to PCs.

(Netgear Switch) (config)#service dhcp

(Netgear Switch) (config)#ip dhcp pool pool-a

(Netgear Switch) (Config-dhcp-pool)#dns-server 12.7.210.170

(Netgear Switch) (Config-dhcp-pool)#default-router 192.168.1.254
(Netgear Switch) (Config-dhcp-pool)#network 192.168.1.0 255.255.255.0
(Netgear Switch) (Config-dhcp-pool)#exit

4. Enable IP routing and configure a default route.

(Netgear Switch)(config)#ip routing
(Netgear Switch)(config)#ip route 0.0.0.0 0.0.0.0 10.100.5.252

5. Enable a protected port on 1/0/23 and 1/0/24.

(Netgear Switch) (Config)#interface 1/0/23

(Netgear Switch) (Interface 1/0/23)#switchport protected
(Netgear Switch) (Interface 1/0/23)#exit

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#switchport protected
(Netgear Switch) (Interface 1/0/24)#exit
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Web Interface: Configure a Protected Port to Isolate Ports on
the Switch

1. Create a DHCP pool:

Note: This example assumes that the DHCP service is enabled. For
information about how to enable the DHCP service, see the Web
interface procedure in Configure a DHCP Server in Dynamic Mode on
page 305.

a. Select System > Services > DHCP Server > DHCP Server Configuration.

A screen similar to the following displays.

System Swilching Rauling QoS Securily Meonitering Maointenance

Davien Yiew SMNMP

Manogemant

Stacking

f " DHCP Pool Configuration
» DHCP Server

» DHCP Server Statistics

» DHCP Bindings
Informatian

* DHCP Conflicts
Information

DHCP Relay

UDP Relay

Type of Binding
Metwork Number
Metwork Mask
Metwork Prefix Length
Client Name

Hardware Address
Hardware Address Type
Chent 1D

Host Nurmbar

Host Mask

Host Prafix Langth
Lease Time

Days

Hours

Minutes

i afault Router Addresses

Diynarmic ~
182.168.1.0
255,255,255.0

etharnet

Specified Duration v
1
0

|0

192.168.1.254

127,210,170

Configuration DHCP Pool Configuration f3]
Pool N ] w
» DHCP Pool Options et Ll B
Pool Hame

(0-32)

| 032

| (0 1e 59)
| (0 1o 1439)
(0 1o 86399)

b. Under DHCP Pool Configuration, enter the following information:
* In the Pool Name field, select Create.
e Inthe Pool Name field, enter pool-a.
* Inthe Type of Binding field, select Dynamic.
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¢ Inthe Network Number field, enter 192.168.1.0.
* In the Network Mask field, enter 255.255.255.0.
e Inthe Days field, enter 1.

e Click Default Router Addresses. The DNS server address fields display. In the
first Router Address field, enter 192.168.1.254.

» Click DNS Server Addresses. The router address fields display. In the first DNS
Server Address field, enter 12.7.210.170.

c. Click Add.
2. Configure a VLAN and include ports 1/0/23 and 1/0/24 in the VLAN:
a. Select Routing > VLAN > VLAN Routing Wizard.

A screen similar to the following displays.

Security Monitoring Mointenance Help

System Routing

ARP | RIP | OSPF VRRP

Routing Toble Router Discovery

VLAN Routing Wizard

YLAN Routing VLAN Routing Wizard

LAG Enabled | ]

192.165.1.254 Hetvrork Mashk 255.255.255.0

- Uniti
Port 1 2 3 4 5 6 7 B 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
uiful
25 26 27 28 29 30 31 32 33 34 35 36 37 3B 39 40 41 42 43 44 45 46 47 48

49 50 51 52

b. Enter the following information:
* Inthe Vlan ID field, enter 192.
e Inthe IP Address field, enter 192.168.1.254.
* Inthe Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display:
e Click the gray box under port 23 twice until U displays.
e Click the gray box under port 24 twice until U displays.

The U specifies that the egress packet is untagged for the port.

d. Click Apply to save the VLAN that includes ports 23 and 24.
3. Configure a VLAN and include port 1/0/48 in the VLAN:
a. Select Routing > VLAN > VLAN Routing Wizard.
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A screen similar to the following displays.

System Swilching R,ou!ing QoS Socurity Manitoring Mainfenance Halp

Routing Table VLAN ARP | RIP Q5PF Router Discovery VRRP

VLAN Routing Wizard

VLAN Routing VLAN Routing Wizard

LAG Enabled j |
1P Address Network Mask
= Unitl
Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
]
49 S0 S1 52

b. Enter the following information:
e Inthe Vlan ID field, enter 202.

e Inthe IP Address field, enter 10.100.5.34.
¢ |n the Network Mask field, enter 255.255.255.0.
c. Click Unit 1. The ports display:

Click the gray box under port 48 twice until U displays. The U specifies that the
egress packet is untagged for the port.

e. Click Apply to save the VLAN that includes port 48.
4. Enable IP routing:
a. Select Routing > IP > Basic > IP Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security Monitering Maintenance
Routing Table ! IF | VLAN | ARP | RIP | OSPF | Rouber Discovery | VRRP
IP Configuration
» Statistics IP Configuration
Advanced Default Time to Live 30
Routing Mode () Disable (%) Enable
1P Forwarding Mode () Disable (%) Enable
Maximum Next Hops 2

b. Under IP Configuration, make the following selections:
e For Routing Mode, select the Enable radio button.
e For IP Forwarding Mode, select the Enable radio button.
c. Click Apply to enable IP routing.
5. Configure default route for VLAN 202:
a. Select Routing > Routing Table > Basic > Route Configuration.
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A screen similar to the following displays.

NETGEAR G
it g ER-Part Gegatst |
Gaiich we

Raute Configuration

Configurs Eoutes

Advanced

Ciymarriir IR AAR. LG FEEINA.AAO inaral Wiam 100 IS 1RR. 100 n

Under Configure Routes, in the Route Type list, select Default Route.
In the Next Hop IP Address field, enter 10.100.5.252.

Click Add to add the route that is associated to VLAN 202 to the Learned Routes
table.

6. Configure port 23 and port 24 as protected ports:

a.

b.

C.

Select Security > Traffic Control > Protected Port.

A screen similar to the following displays.

System Swilching Routing QoS5 Security Maniloring Maintenance Halp

Manogemant Security Accoss Paort Authentication Traffic Control

MAC Filter Protected Ports Membership
Starm Control
Port Security Protected Port Membership
= Unitt
CPort1 2 3 4 5 6 7 B 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

v
25 26 27 28 29 30 31 32 33 34 35 36 37 36 39 40 41 42 43 44 45 46 47 48

49 50 51 52

Under Protected Ports Configuration, click Unit 1. The ports display.
e Click the gray box under port 23. A check mark displays in the box.
e Click the gray box under port 24. A check mark displays in the box.

Click Apply to activate ports 23 and 24 as protected ports.

802.1x Port Security

This section describes how to configure the 802.1x port security feature on a switch port.
IEEE 802.1x authentication prevents unauthorized clients from connecting to a VLAN unless
these clients are authorized by the server. 802.1x port security prevent unauthorized clients
from connecting to a VLAN. It can be configured on a per-port basis.
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Figure 22. Using 802.1x port security

The following example shows how to authenticate the dotlx users by a RADIUS server. The
management IP address is 10.100.5.33/24. The example is shown as CLI commands and as

a Web interface procedure.

CLI: Authenticating dot1x Users by a RADIUS Server

1. Assign an IP address to 1/0/19, and set force authorized mode to this port, and create a

user name list dotlxList.

(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)
(Netgear Switch)

#config

(Config)#ip routing

(Config)#interface 1/0/1

(Interface 1/0/1)#routing

(Interface 1/0/1)#ip address 192.168.1.1 255.255.255.0

(Config)#dotlx system-auth-control

(Config)#interface 1/0/19

(Interface 1/0/19)#routing

(Interface 1/0/19)#ip address 10.100.5.33 255.255.255.0
(Interface 1/0/19)#dotlx port-control force-authorized

2. Use RADIUS to authenticate the dotlx users.

(Netgear Switch)

(Config)#aaa authentication dotlx default radius
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3. Configure a RADIUS authentication server.

(Netgear Switch) (Config)#radius server host auth 10.100.5.17

4. Configure the shared secret between the RADIUS client and the server.

Netgear Switch) (Config)#radius server key auth 10.100.5.17
Enter secret (16 characters max):123456
Re-enter secret:123456

5. Set the RADIUS server as a primary servetr.

(Netgear Switch) (Config)#radius server msgauth 10.100.5.17
(Netgear Switch) (Config)# radius server primary 10.100.5.17

6. Configure an accounting server.

(Netgear Switch) (Config)#radius accounting mode
(Netgear Switch) (Config)#radius server host acct 10.100.5.17

7. Configure the shared secret between the accounting server and the client.

(Netgear Switch) (Config)#radius server key acct 10.100.5.17
Enter secret (16 characters max):123456
Re-enter secret:123456

Web Interface: Authenticating dot1x Users by a RADIUS Server

1. Enable routing for the switch.
a. Select Routing > Basic > IP Configuration.

A screen similar to the following displays.

Sytbam Swrilching Rouhng Qas Smourily Mamibaring Moinhanance

Halg Indax
ARP Rip

IP Configuration

» Bhabiticy 1P Conflguration
Advanced Dbl Tomas ba Live 30
Homuiveg Mt i Cisable & Cnable

I Formsmling Heds ™ Disable & Enabls

L N Y

b. For Routing Mode, select the Enable radio button.
c. Click Apply to save the settings.
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2. Assign IP address 192.168.1.1/24 to the interface 1/0/1.
a. Select Routing > Advanced > IP Interface Configuration.

A screen similar to the following displays.

Basic IP Interface Configuration

» 1P Configuraton Canflguratinn

BRI Lo T bnterfars

¥LAN
= Secondary P Interface | Description Ill:l 1P Address Subnet Mask

255255205

L 0808 8040 Digsble ___ Erabls

b. Under IP Interface Configuration, scroll down and select the Interface 1/0/1 check
box.

Now 1/0/1 appears in the Interface field at the top.

c. Enter the following information:
* Inthe IP Address field, enter 192.168.1.1.
e Inthe Subnet Mask field, enter 255.255.255.0.
* Inthe Routing Mode field, select Enable.

d. Click Apply to save the settings.

3. Assign IP address 10.100.5.33/24 to interface 1/0/19:
a. Select Routing > Advanced > IP Interface Configuration.

A screen similar to the following displays.

| Syubair viehing Rouling Qal Secun ity Marnitoring Muainbamnmon Help Indlen

AEP

IP Interface Configuration

o [P Conligur sbinh Canflguration

* Staterhcs

Rouking Administrative
» Gecandary 1P Interfacs | Deseriptian | 1 Address subnat Sk el i

.0,8.0

1701

b. Scroll down and select the interface 1/0/19 check box.
Now 1/0/19 appears in the Interface field at the top.
c. Enter the following information:
e Inthe IP Address field, enter 10.100.5.33.
* |nthe Subnet Mask field, enter 255.255.255.0.
e Inthe Routing Mode field, select Enable.
d. Click Apply to save the settings.

Security Management

225



ProSAFE M4100 Managed Switches

Create an authentication name list.

a. Select Security > Management Security > Login > Authentication List.

A screen similar to the following displays.

Syabam Switching Huntng @as Securiby Mamibarng Mennbananen Hrlgs lisdmm

Mg can P Moo i Trofe Confrol ACL

Authentication List

™ muthentication List
& 1
il .
Lagin T defaiilisy Leal dridsfined Uralabinud
» Authentication
List

B Login Sessions

b. Select the check box before dotlxList.

c.
d.

In the 1 list, select Radius.
Click Apply.

Set port 1/0/19 to force authorized mode. (In this case, the RADIUS server is connected to
this interface.)

a. Select Security > Port Authentication > Advanced > Port Authentication.

cC.
d.

A screen similar to the following displays.

Syriem Sreibching Rouhng Dob SH-Jrlly Maniboring Mainfanance Halp Imdax

Masngenent Seearty  Actel

Hasic Port Authentcation

¥ MZIX Purt Authenlicalion
Cartguraties

Transmit | Supplicant | Server | Mauimom | Periodi

Part Coamtral Mads 1
Perivd | Timeuul Timewul | Begueshs |

* PArt dummiey authenticativn

Tarts Asharrad | BE I : 3 L F] Il Cicabie =

e Auls we aw = 1) i b abiln

LI0r3 ity [T} 30 10 30 3 Coushls

Scroll down and select the Interface 1/0/19 check box. Now 1/0/19 appears in the
Interface field at the top.

In the Control Mode list, select Force Authorized.
Click Apply to save the settings.

Enable dotlx on the switch.

a. Select Security > Port Authentication > Server Configuration.
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A screen similar to the following displays.

Wel Security Manitering Mainfanance Help Index

Manogemant Security | Ascann | Pan Awthanboafos Traffic Canirsl | ACL

802, 1X Configuration

Mode
Advaneed Aadrvanisheatien snds ™ Dinabls @& Frable
WLAN Assignmant Hods {7 Dianble ™ Frabls

B, 1% Configuration

Ussrs Non-eanfaured us x|

Lngin dottaleet =]

b. For Administrative Mode, select the Enable radio button.
c. Inthe Login list, select dotlxList.
d. Click Apply to save settings.
7. Configure the RADIUS authentication server.
a. Select Security > Management Security > Server Configuration.

A screen similar to the following displays.

Raouling Manitofing Mainmananis Halp Il

Seurity

Accean Porl Authantcoton Traffic Contral ALCL

s Server Configuration

Condfigaration
Seneer Configuration

# Hatan

weruer Address Purt | Sevret Canfigured B et Primary Serves
Canfiguratiss I

u | T TR | R e e

" Rfrrrden

TRt T

5 Reund Halfarmed
Cotiguration sopver | S5 T reeir | Anceds Acemus | Aoimds | Aconds Roess "7 mant Pending
Login Addilrman L Eeguedts | Erlranvimitiong | Accepts | Bejecta | Challragee a Ruitlomistic atmr | Hegqueats
: Time | Hesponses |

In the Server Address field, enter 10.100.5.17.
In the Secret Configured field, select Yes.
In the Secret field, enter 123456.
In the Primary Server field, select Yes.
In the Message Authenticator field, select Enable.
g. Click Add.
8. Enable accounting.
a. Select Security > Management Security > RADIUS > Radius Configuration.

- Do o o o
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A screen similar to the following displays.

Syibam Swritching Bouhing Gas Securiby Mamnibaring Mesnbanonen Halgs ldan
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User Radius Configuration
Configuration
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b. Inthe Server Address field, enter 10.100.5.17.
c. Inthe Accounting Mode field, select Enable.
d. Click Apply.

9. Configure the accounting server.

a. Select Security > Management Security > RADIUS > Radius Accounting Server
Configuration.

A screen similar to the following displays.

Syitam Swiibching Rauting QoS Security Maonitaring Maintanants Halp ladax

Ascmn Fret Asthanhirnfos Troffic Conienl ACH

User Accounting Server Configuration

Eonfiguration

Accounting Server Configuration

& Badiys Aggountineg Server Addrees I0L1G0 ST
:rmhgur.ﬂu:n B 13
* Sarvar
arrut Lo figured Te¥ =
Configuration —
St srmamam
B osnting Fiodes Enable |

b. In the Accounting Server Address field, enter 10.100.5.17.
c. Inthe Accounting Mode field, select Enable.
d. Click Apply.

Create a Guest VLAN

The guest VLAN feature allows a switch to provide a distinguished service to dotlx unaware
clients (not rogue users who fail authentication). This feature provides a mechanism to allow

visitors and contractors to have network access to reach an external network with no ability to
surf the internal LAN.

Security Management
228



ProSAFE M4100 Managed Switches

Guest 1 RADIUS server Host
1/0/1 1/0/6 1/0/12
Guest 2 1/0/24 Switch

Figure 23. Guest VLAN

If a port is in port-based mode, and a client that does not support 802.1X is connected to an
unauthorized port that has 802.1X enabled, the client does not respond to the 802.1X
requests from the switch. The port remains in the unauthorized state, and the client is not
granted access to the network. If the guest VLAN is configured for that port, then the port is
placed in the configured guest VLAN and the port is moved to the authorized state, allowing
access to the client after a certain amount of time (determined by the guest VLAN period). If
the client attached is 802.1x aware, then this allows the client to respond to 802.1X requests
from the switch.

For a port in MAC-based mode, if traffic from a unauthenticated client is noticed on a port
then, if guest VLAN has been configured on the port, the guest VLAN timer is started for that
client. If the client is 802.1x unaware and does not respond to any 802.1x requests, when the
guest VLAN timer expires, the client is authenticated and associated with the guest VLAN.
This ensures that traffic from the client is accepted and switched through the guest VLAN.

In this example, dotlx is enabled on all the ports so that all the hosts that are authorized are
assigned to VLAN 1. On ports 1/0/1 and 1/0/24, guest VLAN is enabled. If guests connect to
the port, they are assigned to VLAN 2000, so that guests cannot access the internal VLAN,
but can access each other in the guest VLAN.
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CLI: Create a Guest VLAN

1. Enter the following commands:

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 2000

(Netgear Switch) (Vlan)#exit

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)#vlan participation include 2000
(Netgear Switch) (Interface 1/0/1)#exit

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#vlan participation include 2000
(Netgear Switch) (Interface 1/0/24)#exit

2. Create VLAN 2000, and have 1/0/1 and 1/0/24 as members of VLAN 2000.

(Netgear Switch) (Config)#aaa authentication dotlx default radius
(Netgear Switch) (Config)#dotlx system-auth-control

(Netgear Switch) (Config)#radius server host auth 192.168.0.1

(Netgear Switch) (Config)#radius server key auth 192.168.0.1

Enter secret (16 characters max):12345

Re-enter secret:12345

(Netgear Switch) (Config)#interface 1/0/6

(Netgear Switch) (Interface 1/0/6)#dotlx port-control force-authorized
(Netgear Switch) (Interface 1/0/6)#exit

(Netgear Switch) (Config)#interface 1/0/12

(Netgear Switch) (Interface 1/0/12)#dotlx port-control force-authorized
(Netgear Switch) (Interface 1/0/12)#exit

3. Enable dotlx and RADIUS on the switch.

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)#dotlx guest-vlan 2000
(Netgear Switch) (Interface 1/0/1)#exit

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#dotlx guest-vlan 2000
(Netgear Switch) (Interface 1/0/24)#exit
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4. Enable the guest VLAN on ports 1/0/1 and 1/0/24.

(Netgear Switch) #show dotlx detail 1/0/1

Protocol Version....... ... . iiiiiiiaaann 1

PAE Capabilities. .. ... i Authenticator
Control Mode. ... ... auto
Authenticator PAE State... .. ... .. ... .oaoo.n Authenticated
Backend Authentication State................... Idle
Quiet Period (SECS) e uummm e e e e e e e aaaaaaas 60
Transmit Period (S€CS) - ccucmmamaaaa oo 30
Guest VLAN ID. ... i e i 2000
Guest VLAN Period (SECS) - immnaaaiaaa e 90
Supplicant Timeout (SECS) - mminaaiaaaaanna. 30
Server TIMeoUT (SECS) - cuvwma e e e e e e e e et 30
Maximum Requests. . . ... i i e e i 2

RV o 2000
VLAN Assigned Reason. .. ... eeeeeeeeeaaaaaaaan. Guest
Reauthentication Period (seCS).. ... ... ......... 3600
Reauthentication Enabled. ... ... ... .. ... ..... FALSE
Key Transmission Enabled. . ... ... ... ... ....... FALSE
Control Direction. .. ... aiiaa e aenn both
Maximum USersS. ...t 16
Unauthenticated VLAN ID. . ... . ... oo oo... 0
Session TIMeOUT. . ..o o e i iea e e 0
Session Termination Action..................... Default

Web Interface: Create a Guest VLAN

1. Create VLAN 2000.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.

Index

Help

Maintenance

Switching Routing

| STP | Multicost | Address Table | Pors | LAG

Security Monitaring

VLAN Configuration

Reset @

Advanced Reset Configuration I

Internal YLAN Configuration
Internal YLAN Allocation Base 4093
Internal YLAN Allocation Policy © pscending ® Descending

YLAN Configuration @
YLAN ID YLAN Name YLAN Type

3\ |-X Default Default

b. In the VLAN ID field, enter 2000.
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c. Inthe VLAN Type field, select Static.

d. Click Add.
2. Add ports to VLAN 2000.
a. Select Switching > VLAN > Advanced > VLAN Membership.

A screen similar to the following displays.

Maintlenance Help Index

System Switching Routing QoS Security Monitoring

VLAM ¢ STP | Multicast : Address Table | Ports | LAG

Basic VLAN Membership
» WLAN VLAN Membership 7
Configuration VLAN ID m Group Operation Untag all =
nm | UNTAGGED PORT MEMBERS _
Al TAGGED PORT MEMBERS _
+ Port PYID VLAN Type Static T
Configuration < Unitt
» MAC Based VLAN Port 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
» IP Subnet Based u u
WLAN 25 26 27 28
* Port DV an

b. In the VLAN ID list, select 2000.
. Click Unit 1. The ports display.
d. Click the gray boxes under ports 1 and 24 until U displays.
The U specifies that the egress packet is untagged for the port.
e. Click Apply.

3. Set force authorized mode on ports 1/0/6 and 1/0/12.
a. Select Security > Port Authentication > Advanced > Port Authentication.

A screen similar to the following displays.

System Switching Routing QoS Security Maonitering Maintenance Help Index
Management Security | Access | Port Authentication | Traffic Control | Control | ACL
Basic Port Authentication
» 802.1X Port Authentication
Configuration All

Quiet Transmit Guest YLAN | Guest YLAN | Unauthenticated
Port Control Mode 5 cod st
+ Port Surnmary Period Perio D Perio YLAN ID
&0 30 1]

* Client Surnmary i Force Authorized =

r 60 30 2000 i}

r 60 0 |
r &0 0

= 80 (] |
O 60 o

v §0 [ !

b. Scroll down and select the Interface 1/0/6 and 1/0/12, check boxes.
c. In the Control Mode list, select Force Authorized.
d. Click Apply to save settings.

4. Enable dotlx on the switch.

Security Management

232



ProSAFE M4100 Managed Switches

Make sure that 1/0/12 and 1/0/6 are configured as force authorized before you do this

step; otherwise you cannot access the switch through the Web Interface.
a. Select Security > Port Authentication > Basic > 802.1x Configuration.

A screen similar to the following displays.

System Swilching Routing QoS Security Maonitoring Maintenance Help
Management Security | Access Port Authentication { Traffic Control | Control | ACL
802.1X Configuration
802.1X Configuration %

Advanced Administrative Mode T Disable %] Enable

VLAN Assignment Mode ® Digabls T Enable

Users admin _:J

Lagin defaultlist =]

Authentication List defaultlist

b. For Administrative Mode, select the Enable radio button.
c. Click Apply to save settings.
5. Configure the dotlx authentication list.

a. Select Security > Management Security > Authentication List > Dotl1x
Authentication List.

A screen similar to the following displays.

System - Routing QoS Security Monitoring Maintenance Help
Management Security | Access | Port Authentication ! Traffic Contral { Contral ! ACL
Local User Dotlx Authentication List
R
5| -
T 54 Dotlx Authentication List @
List z
Riacin Ird | defaultList | RADIUS =] | LocaL =) | LocaL «|
Authentication
List
» Enable
Authentication
List
» Dotlx
Authentication
L List

b. Select the defaultList check box.
c. Inthe 1 list, select RADIUS.
d. Click Add.
6. Configure the RADIUS authentication server.

a. Select Security > Management Security > Radius > Server Configuration.
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A screen similar to the following displays.

System Routing Qo5 Security Maonitoring Maintenance Help Index

Accoss | Porl Authentication | Troffic Control | Contral | ACL

Local User Server Configuration

» Radius Server Configuration

Configuration Radius Server IP )
Radius Server Name
Address
[+ Eorr— | —

Secret

Current | Port Secret

Configured

|
* Accounting Server

Configuration s
TACACS+ Statistics
icati Malformed
Authentication Radius Access Access I Access Access | Access .Ra e in
List Server Regquests | Retransmissions | Accepts | Rejects | Challenges e Authenticators | Reque
* Login | Responses

In the Radius Server IP Address field, enter 192.168.0.1.
In the Secret Configured field, select Yes.
In the Secret field, enter 12345.
. Click Add.
7. Configure the guest VLAN.
a. Select Security > Port Authentication > Advanced > Port Authentication.

® o o o

A screen similar to the following displays.

System Switching Routing QoS Security Monitering Maintenance Help Index

Manogement Security | Access Port Authentication | Traffic Control | Control ACL

Basic Port Authentication
» B02.1% Port Authentication
Caonfiguration Al
Quiet Transmit Guest YLAN | Guest YLAN | Unauthenticated
Port Control Mode B _
» Port Summary Period Period bin] VYLAN ID
» Client Surnmary - zooo
W | 1/8/1 | Auto 60 a0 ] 90 o
" | 1/a/2 | Auto 60 30 0 a0 0

b. Scroll down and select the port 1/0/1 and 1/0/24 check boxes.
c. Inthe Guest VLAN ID field, enter 2000.
d. Click Apply to save your settings.

Assign VLANs Using RADIUS

This feature allows the client to connect from any port and be assigned to the appropriate
VLAN assigned by the RADIUS server. This gives flexibility for the clients to move around the
network without requiring the administrator to do static VLAN configuration. When multiple
hosts are connected to the switch on the same port, only one host uses authentication. If any
VLAN information is applied on the port based on the authenticated host, the VLAN applies

that information to all the hosts that are connected to that port.
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e After a port is in an authorized state, if any client initiates dot1x authentication, the port
clears authenticated clients’ states, and in the process clears the VLAN assigned to the

port (if any). Then the port continues with the new client authentication and authorization
process.

* When a client authenticates itself initially on the network, the switch acts as the
authenticator to the clients on the network and forwards the authentication request to the
RADIUS server in the network.

For use in VLAN assignment, the following tunnel attributes are used:
e Tunnel-Type = VLAN (13)
e Tunnel-Medium-Type = 802

e Tunnel-Private-Group-ID = VLANID where VLANID is 12 bits, with a value between 1 and
4094.

Host 1/0/12
1/0/6
1/0/5 1/0/5
192.168.0.5
Switch
vlan2000

192.168.0.1 192.168.0.3
RADIUS Host

server

Figure 24. VLAN assignment using RADIUS

In the previous figure, the switch has placed the host in the VLAN (vlan2000) based on the
user details of the clients.

The configuration on a RADIUS server for a user logged in as admin is:
e Tunnel-Type = VLAN (13)

e Tunnel-Medium-Type = 802

e Tunnel-Private-Group-ID = 2000

CLI: Assign VLANS Using RADIUS
1. Create VLAN 2000.

(Netgear Switch) #network protocol none

Changing protocol mode will reset ip configuration.

Are you sure you want to continue? (y/n) y

(Netgear Switch) #network parms 192.168.0.5 255.255.255.0
(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#vlan 2000

(Netgear Switch) #exit
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2. Enable dotlx authentication on the switch

(Netgear Switch) (Config)#dotlx system-auth-control

3. Use the RADIUS as the authenticator.

(Netgear Switch) (Config)#aaa authentication dotlx default radius

4. Enable the switch to accept VLAN assignment by the RADIUS server.

(Netgear Switch) (Config)#authorization network radius

5. Set the RADIUS server |IP address.

(Netgear Switch) (Config)#radius server host auth 192.168.0.1

6. Set the NAS-IP address for the RADIUS server.

(Netgear Switch) (Config)#radius server key auth 192.168.0.1
Enter secret (16 characters max):12345

Re-enter secret:12345

Set the radius server key.

(Netgear Switch) (Config)#radius server attribute 4 192.168.0.1

7. Force 1/0/6 to be authorized for it to connect to the RADIUS server.

(Netgear Switch) (Config)#interface 1/0/6
(Netgear Switch) (Interface 1/0/6)#dotlx port-control force-authorized
(Netgear Switch) (Interface 1/0/6)#exit
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8. Show the dotlx detail for 1/0/5.

(Netgear Switch) #show dotlx detail 1/0/5

20T g 1/0/5
Protocol Version. ... ... i 1

PAE Capabilities. ... ... .. iiio.. Authenticator
Control Mode. . ... e i auto
Authenticator PAE State......... .. ... .oaoonn Authenticated
Backend Authentication State................... Idle
Quiet Period (SeCS) - mmm e a et 60
Transmit Period (S€CS) ..o mmmn oo i iiea e 30
Guest VLAN ID. ... e e e eeaeeaaan 0

Guest VLAN Period (SECS) . uvmmmemceaaaaaaaaaan. 90
Supplicant Timeout (SECS) . ccaaaaaaaaaaaa oo 30
Server TIMEOUT (SECS) v cicmm e e i i e e ieeaaaens 30
Maximum Requests. . ... i et i i 2

VLAN Bd. o e e e 2000
VLAN Assigned Reason. ... .....ooooaaaaoaaoao oo RADIUS
Reauthentication Period (S€CS) .- mcueaoaan.. 3600
Reauthentication Enabled. ... .. ... ... ... ..... FALSE
Key Transmission Enabled. ... .. ... ... ... ..... FALSE
Control Direction. ... .. ... iioaaaa oo both
Maximum USersS. ...t 16
Unauthenticated VLAN ID. . ... . ... oo oa... 0
Session TIMeOUT. .o oo e i e e iia e e 0
Session Termination Action........ ... .. ... ..... Default

Web Interface: Assign VLANS Using RADIUS

1. Assign the IP address for the Web Management Interface.

a. Select System > Management > Network Interface > IPv4 Network
Configuration.
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A screen similar to the following displays.

System Swilching Routing QoS5 Security Manitering Maintenance Help Index

Managemeant Device View | Services | Stacking | SNMP | LLDP ISDP

System 1Pv4 Network Interface Configuration
Information
Switch Statistics IPv4 Network Interface Configuration £l
System Resource | 1p Address 192.168.0 5
Slot Information Subnet Mask 255.255.255.0
LELL Default Gateway
Interface £
= Bumed In MAC Address 0011280924199
Locally Administered MAC Address 00:00:00:00:00:00
MAL Address Type @ Burned In
L& Locally Administered
» 1P Network Current Network Configuration Protocol * none O Bootp  pHCP
Canfiguration DHCP Vendor tlass Identifier & picable T Enable
# IPvE Network
RieiahBor DHCP Vendor Class Identifier String
Time. Management VLAN ID 1

For Current Network Configuration Protocol, select the None radio button.
In the IP Address field, enter 192.168.0.5.
In the Subnet Mask field, enter 255.255.255.0.
e. Click Apply.
2. Create VLAN 2000.
a. Select Switching > VLAN > Basic > VLAN Configuration.

o o T

A screen similar to the following displays.

Switching Routing Security Monitoring Maintenance Help Index

Address Table |

i Mulficost | Ports | LAG

VLAN Configuration

Reset @)

Advanced Reset Configuration [J

Internal YLAN Configuration
Internal YLAN Allocation Base 4093

Internal YLAN Allocation Policy (& Ascending = Descending

YLAN Configuration @

YLAN ID YLAN Mame YLAN Type

&3 Default Default

b. Inthe VLAN ID field, enter 2000.
c. Inthe VLAN Type field, select Static.
d. Click Add.
3. Set force authorized mode on ports 1/0/6 and 1/0/12.
a. Select Security > Port Authentication > Advanced > Port Authentication.
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A screen similar to the following displays.

System Switching Routing QoS Security Manitering Maintenance Help Index
Management Security | Access | Port Authentication | Traffic Control | Control ACL
Basic Port Authentication
» 802.1% Port Authentication |
Configuration Al

# Port Summary
» Client Surnmary

Transmit Guest YLAN | Guest ¥LAN | Unauthenticated
Period D Period YLAN ID
30 1]

I II I 90 0

30 zooo a0 o
30 o a0 0 |
30 0 a0 0
a0 0 an 0 |
el o a0 o
o Lo e o |

b. Under Port Authentication, scroll down and select the 1/0/6 and 1/0/12 check boxes.
c. In the Control Mode list, select Force Authorized.

d. Click Apply to save settings.

Enable dotlx on the switch.

Make sure that 1/0/12 and 1/0/6 are configured as force authorized before you do this
step; otherwise, you cannot access the switch through the Web Management Interface.

a. Select Security > Port Authentication > Basic > 802.1x Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security Moniltoring Maintenance Help Index

Management Security | Access | Port Authentication | Traffic Contral ! Control ! ACL

802.1X Configuration

g 802.1X Configuration
Advanced Administrative Mode T pisable & Enable

VLAN Assignment Mode " pisable &¥] Enable
Users admin ;J
Login defaultiist _J
Authentication List defaultList

b. For Administrative Mode, select the Enable radio button.

c. For VLAN Assignment Mode, select the Enable radio button.
d. Click Apply to save settings.

Configure the dotlx authentication list.

a. Select Security > Management Security > Authentication List > Dotl1x
Authentication List.
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A screen similar to the following displays.

System Routing QoS Security Monitoring Maintenance Help Index
Management Security | Access | Port Authentication ! Traffic Control { Contral ! ACL
Dotlx Authentication List
» 23 -
TACACS+ Dotlx Authentication List @
List z
Hizoln 2 | defaultList | RADIUS | | LocaL =] | LocaL -|
Authentication
List
» Enable
Authentication
List
» Dotlx
Authentication
L List

b. Select the defaultList check box.
c. Inthe 1 list, select RADIUS.
d. Click Add.
6. Configure the RADIUS authentication server.
a. Select Security > Management Security > Radius > Server Configuration.

A screen similar to the following displays.

System Routing QoS Security Manitoring Maintenonce Help Index

Accoss | Porl Authentication | Troffic Control | Contral | ACL

Local User Server Configuration
s Radius Server Configuration
Configuration Radius Server IP X Secret
Radius Server Name Current | Port v ] Secret
Address Configured
I .I I P
» Accounting Server u LLF AT - |
Configuration s
Statistics
TACACS+
Authentication Radius ACLais Achese I Aoiest I Atcess | Necass :al\‘urmed g
List Server Requests | Retransmissions | Accepts | Rejects | Challenges 1] Authenticators | Reque
* Login | Responses

In the Radius Server IP Address field, enter 192.168.0.1.
In the Secret Configured field, select Yes.

In the Secret field, enter 12345.

Click Add.

® o o o

Dynamic ARP Inspection

Dynamic ARP inspection (DAI) is a security feature that rejects invalid and malicious ARP
packets. The feature prevents a class of man-in-the-middle attacks, where an unfriendly
station intercepts traffic for other stations by poisoning the ARP caches of its unsuspecting
neighbors. The miscreant sends ARP requests or responses mapping another station’s IP
address to its own MAC address.
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DAl relies on DHCP snooping. DHCP snooping listens to DHCP message exchanges and
builds a bindings database of valid tuples (MAC address, IP address, VLAN interface).

When DAl is enabled, the switch drops ARP packet if the sender MAC address and sender
IP address do not match an entry in the DHCP snooping bindings database. However, it can
be overcome through static mappings. Static mappings are useful when hosts configure
static IP addresses, DHCP snooping cannot be run, or other switches in the network do not
run dynamic ARP inspection. A static mapping associates an IP address to a MAC address
on a VLAN.

Static client
IP address: 192.168.10.1
HW address: 00:11:85:EE:54:E9

|.E8 1

Interface
1/0/2

Interface Interface
1/0/1 1/0/3
| ST gl e e )
GSM73xxS
I==|
— ==
— T —{ T
- .|
L LB
Bl = 0=
DHCP server DHCP client
IP address: 192.168.10.1 IP address: 192.168.10.86 (obtained)

HW address: 00:16:76:A7:88:CC

Figure 25. Dynamic ARP inspection

CLI: Configure Dynamic ARP Inspection

1. Enable DHCP snooping globally.

|(Netgear Switch) (Config)# ip dhcp snooping

2. Enable DHCP snooping in a VLAN.

(Netgear Switch) (Config)# ip dhcp snooping vlan 1
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3. Configure the port through which the DHCP server is reached as trusted.

(Netgear Switch) (Config)# interface 1/0/1
(Netgear Switch) (Interface 1/0/1)# ip dhcp snooping trust

4. View the DHCP Snooping Binding table.

(GSM7328S) #show ip dhcp snooping binding
Total number of bindings: 1

MAC Address IP Address VLAN Interface Type Lease (Secs)

00:16:76:A7:88:CC 192.168.10.86 1 17072 DYNAMIC 86400

5. Enable ARP inspection in VLAN 1.

(Netgear Switch) (Config)# ip arp inspection vlan 1

Now all ARP packets received on ports that are members of the VLAN are copied to the
CPU for ARP inspection. If there are trusted ports, you can configure them as trusted in
the next step. ARP packets received on trusted ports are not copied to the CPU.

6. Configure port 1/0/1 as trusted.

(Netgear Switch) (Config)# interface 1/0/1
(Netgear Switch) (Interface 1/0/1)# ip arp inspection trust

Now ARP packets from the DHCP client go through because there is a DHCP snooping
entry; however ARP packets from the static client are dropped. It can be overcome by static
configuration as described in Static Mapping on page 246.

Web Interface: Configure Dynamic ARP Inspection

1. Enable DHCP snooping globally.
a. Select Security > Control > DHCP Snooping Global Configuration.

Security Management

242



ProSAFE M4100 Managed Switches

A screen similar to the following displays.

—
Syslem Swikching Rouling God Security Moniloring Mainlenonce Halp Indax B

Monogement Secarlly | Accans | Porl Authanticaion | Traffic Coninal

DHCP Snooping Global Configuration

DHCP Snooping Glabal Configuration

» Interface BHER Snooping Mode & Disable Enabile
Configurativh AL Addrass Validation Disable @ Enable
* Binding
Cieniy e ation VLAN Conflguration
* Parsistant
Confiouration | wuamin | BHLP Snoaping Mode
» Statistics | |

b. For DHCP Snooping Mode, select the Enable radio button.
c. Click Apply.
2. Enable DHCP snooping in a VLAN.
a. Select Security > Control > DHCP Snooping Global Configuration.

A screen similar to the following displays.

Syatam Switching Routing el Security Moniaring Maintenance Halp Indax

Mosogemen! Securily | Access | Port Aathealicobion | Troffie Caniral

DHCP Snooping Global Configuration

DHCP Snooping Global Conflguration

» Intsrfaca DHER Sresoping Mods Digable @ Enable
Figirati
~andio ation MAL A Wabidation Chzable @ Enabls
+ Banding
Caonfiguration
» Parsront VLAN Configuration

Configuration | VLAN ID | DHCP Snooping Mode
» Statistics |
19 Sparce Guard [ - -
Drynamic ARF

Inspection
Captive Portal

b. In the VLAN ID field, enter 1.
c. Inthe DHCP Snooping Mode field, select Enable.

A screen similar to the following displays.

Syitam Switching Routing Qo5 Security Maonitoring Maintanonce Halp Index

Monagemassd Secerlly | Access | Port Authenticalion | Traffic Canirl

DHEP Snooping Glabal Configuration

DHCP Spooplng Global Configuration

w Intarfacs DHER Ssopiey Mo Disable & Enable
nf f
i bl ML Addeoss valdation Disable @ Enable
= Bandimg
Configurstion
» Parsistent VLAN Conflguratinn
CONRQuErALON | VLAN 1D | DHCP Shooping Mades

= Siakistics

1P Soorce Guard
Dymamic ARP
Inspection

3. Configure the port through which the DHCP server is reached as trusted.
Here interface 1/0/1 is trusted.

a. Select Security > Control > DHCP Snooping Interface Configuration.
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A screen similar to the following displays.

Help Indnx

Swilching (Jes Smeurity Manilering Mainlenones

DHCP Snooping Interface Configuration

i DHEP Snooping Interface Configuration
Configuratian
2 Al Lo To Interface (==
Logging
# Binding interface | Trust Miode Ingalid Rate Limit{pps) Durst imtervsl{secs)
Configuration | Packets
» Persistent I |
Cosfiguration
s Silites 1041 Disabis Dy sble 15 1

Select the check box for Interface 1/0/1.
. For Interface 1/0/1, set the Trust Mode as Enable.
d. Click Apply. A screen similar to the following displays.

Security Monttaring Mainisnancs Halp

Systam

DHCP Snooping Interface Configuration

» Global
Canfauraticn DHCOP Snooping Interface Configuration

Al Eo To Intactacs 58

» Binding
Canfiguraten | Bale Lemit{pps} Burst Interval{secs)

* PeErsistent

Cionfiguration i
=

» Suatistics
I Source Guard L Enahle Dsable 15
Dynamic ARP Cisable gL =

4. View the DHCP Snooping Binding table.
a. Select Security > Control > DHCP Snooping Binding Configuration.

A screen similar to the following displays.

Rouling GloS Security Monitoring Maintenonce He|p s

System Swilching

Manogement Security | Access | Port Authenticalion | Traffie Coniral

: DHCP Snooping Binding Configuration
* Global

Caonfiguration Static Binding Configuration
» Interface - Interface | MAC Address YLAM 1D 1P Address
Configuration | —— |  r———
] -] [_~] I

» Persistant Dynamic Binding Configuration

Configuration Interface | MALC Address | YLAN ID | IF Address Lease Time
= Statistics

1P Source Guard 1/0/2 00:16:8B:56:FD:35 i 192.168.10.94 86394

5. Enable ARP Inspection in VLAN 1.
a. Select Security > Control > Dynamic ARP Inspection > DAI VLAN Configuration.
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A screen similar to the following displays.

Syabum Swilching Rouling Ciel Security Monioring Mainisnonce Halp Indax

Muosagamen! Secwity | Actom

DMEP Snoaping Dynamic ARP Inapection Confiqguration

e et VLAN Configuration
Static
Flag

.| Dy mamic Lagging

+ Dl Configuration Irvwalid ARP ACL MNams

Inspection Packets

& DAL Interfacs
S nfiguration
= DAT ACL
Configuratsn
* DAT ACL Rule
Configurabsn
= DrA] Statistics
Captive Portal

b. Inthe VLAN ID field, enter 1.
c. Inthe Dynamic ARP Inspection field, select Enable.

A screen similar to the following displays.

System Switching Routing Qs Security Manitoring Mainlenonce Help Index

OHEP Sneoping Dynamic ARP Inspection Configuration

1E Satrce g VLAN Configuration

. | Dynamic Logging
Invalid ARP ACL Hame
Inspection Packets

Static

» DAl Corfiguration Flag

.-m| Ensble =

= DAL Teteriace
Carfigurabion
» DAL ACL
Corfiguration
» DAL AGL Rige
Coefiguration
= DAL Stabsbos
Captive Portal

d. Click Apply.
A screen similar to the following displays.

Swiiching Rouling God Manitering Mainfenonce Help

Systam

Momagamen Secuity

DHEP Sncoping Dynamic ARP Inspection Configuration

[ SutinchSoard VLAN Configuration

o | Dynamic Logging
o | ARp Inealid ARP ALL Mame

Static

= [A1 Configimatieh Flag

Inspection Packels

t Enabla Enabie Dikabde

» DAT Inferface
el

Now all the ARP packets received on the ports that are member of the VLAN are copied
to the CPU for ARP inspection. If there are trusted ports, you can configure them as
trusted in the next step. ARP packets received on the trusted ports are not copied to the
CPU.
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Note: Make sure the administrator PC has a DHCP snooping entry or can
access the device through the trusted port for ARP. Otherwise, you
might get disconnected from the device.

6. Configure port 1/0/1 as trusted.

a. Select Security > Control > Dynamic ARP Inspection > DAI Interface
Configuration.

b. Select the Interface 1/0/1 check box.
c. For the Trust Mode, select Enable.
d. Click Apply.
A screen similar to the following displays.

(=13 Sacurily Manilornng Maintenance Halp

DHEP Snooping Dynamic ARP Inspection Interface Configuration

I Source Guard
DAL Interface Configuration

» DAL Conbiguration Al Lo Te Inberfecs oo

» DT WLAN | Burst Interval{s=cs)

Configisratisn
| | _

» DAT ACL

Now ARP packets from the DHCP client will go through; however ARP packets from the
static client are dropped, since it does have a DHCP snooping entry. It can be overcome by
static configuration as described in the following section, Static Mapping on page 246.

Static Mapping

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Static Mapping

1. Create an ARP ACL.

|(Netgear Switch) (Config)# arp access-list ArpFilter

2. Configure the rule to allow the static client.

(Netgear Switch) (Config-arp-access-list)# permit ip host 192.168.10.2
mac host 00:11:85:ee:54:e9
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3. Configure ARP ACL used for VLAN 1.

(Netgear Switch) (Config)# ip arp inspection filter ArpFilter vlan 1

4. Now the ARP packets from the static client will go through since it has an entry in the ARP.
ACL ARP packets from the DHCP client is also through since it has a DHCP snooping entry.

This command can include the optional static keyword. If the static keyword is given,
packets that do not match a permit statement are dropped without consulting the DHCP
snhooping bindings. In this example, ARP packets from the DHCP client are dropped since it
does not have a matching rule, though it has a DHCP snooping entry.

Web Interface: Configure Static Mapping

1. Create an ARP ACL.
a. Select Security > Control > Dynamic ARP Inspection > DAl ACL Configuration.
b. In the Name field, enter ArpFilter.
c. Click Add.

A screen similar to the following displays.

Mosagament Secwity | Accasa

DHCP Snooping Dynamic ARP Inspection ACL Configuration
1P Source Guard
MAC ACL Table
i Mame

* DA Configusation 1
RN [F] | I

Canfiguratsan AspFie
= D] Interface

Configuration

= [l ACL Rule

2. Configure a rule to allow the static client.

a. Select Security > Control > Dynamic ARP Inspection > DAI ACL Rule
Configuration.

In the ACL Name list, select ArpFilter.

In the Source IP Address field, enter 192.168.10.2.

In the Source MAC Address field, enter 00:11:85:EE:54:E9.
Click Add.

® o o o
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A screen similar to the following displays.

Switching Routing Qos Socurily Manitoring Maoinnonce Hulp

DHOP Snooping Dynamic ARP Inspection ACL Paules Configuration
P Source Guard
Rules
ALL Mame Arpfilter =

= DAT Corfiguration
e DAL Rule Tabile
Coediguration
» DAL Interfate
Configuration
» DAT ACL
Corfiguranan

Saurce IP Addrass Source MAL Address

192168002 00¢1185EES4E9

» DAL Stabrbes
Caplive Portal

3. Configure the ARP ACL used for VLAN 1.
a. Select Security > Control > Dynamic ARP Inspection > DAI VLAN Configuration.

b. Inthe ARP ACL Name field, enter ArpFilter.
c. Click Apply.
A screen similar to the following displays.

System Switching Rauting GoS Socurity Manitaring Maintenonca Help

DHEP Snooping Dynamic ARP Inspection Configuration
1P Source Guard
VLAN Configuration
Static

* DAL Configuration ARP ACL Name
Bl Flag

» DAT Irtarface
Copfigaration 1 Erable Enabls ArpFirer Disabls
* DAL ACL

DHCP Snooping

DHCP snooping is a security feature that monitors DHCP messages between a DHCP client
and DHCP server to filter harmful DHCP message and to build a bindings database of (MAC
address, IP address, VLAN ID, port) tuples that are considered authorized. The network
administrator enables DHCP snooping globally and on specific VLANs and configures ports
within the VLAN to be trusted or untrusted. DHCP servers must be reached through trusted

ports.
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Interface 1/0/1 GSM73xxS Interface 1/0/1

=] =
- =
G| = il =
EHE — QEH —
= |
DHCP server DHCP client

Figure 26. DHCP Snooping

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure DHCP Snooping

1. Enable DHCP snooping globally.

|(Netgear Switch) (Config)# ip dhcp snooping

2. Enable DHCP snooping in a VLAN.

(Netgear Switch) (Config)# ip dhcp snooping vlan 1

3. Configure the port through which the DHCP server is reached as trusted.

(Netgear Switch) (Config)# interface 1/0/1
(Netgear Switch) (Interface 1/0/1)# ip dhcp snooping trust

4. View the DHCP Snooping Binding table.

(GSM7328S) #show ip dhcp snooping binding

Total number of bindings: 1

MAC Address IP Address VLAN Interface Type Lease (Secs)

00:16:76:A7:88:CC 192.168.10.89 1 1/0/2 DYNAMIC 86400
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Web Interface: Configure DHCP Snooping

1. Enable DHCP snooping globally:
a. Select Security > Control > DHCP Snooping Global Configuration.

A screen similar to the following displays.

—
Syslem Swibching Rouling Lrl Security Moniloring Mainlenonce Halp Indox |

Monogement Security Accam Porl Aisthantication Tralfic Conkreld

DHCP Snooping Global Configuration

DHCP Snooping Global Configuration

» Interface BHER Snooping Mode & Disable Enabis
Configuration HAL Addenss Validaticn Dizabie @ Enabils
* Binding
Ceniy o VLAN Configuration
= Parsistant
Canfiguration | YLAN ID OHCP Snooping Mode
» Shatiskics

b. For DHCP Snooping Mode, select Enable.
c. Click Apply.
A screen similar to the following displays:.

—
Syslem Swibching Rouling Lrl Security Moniloring Mainlenonce Halp Indox |

Monogement Secerily | Accass | Porf Authanlicaion | Traffic Conirel

DHCP Snoopina Glebal Configuration

DHOP Snooping Global Configuration
» Interace DHEP Snsoping Mods & Disable Enable
Configuratich MAL Addrmss Validaticn Disable @ Enable
* Binding
Confuration VLAN Configuration
* Parsistant
Conbguraton 4
5 Statistics |

DHMCF Snoaping Mode

2. Enable DHCP snooping in a VLAN.
a. Select Security > Control > DHCP Snooping Global Configuration.

A screen similar to the following displays.

Syshem Swikching Routing Gos Security Maoniloring Maintenaonce Halp Indox

Monogement Secerily | Access | Port Aushantication | Tralfic Conircl

DHCP Snoopina Glebal Configuration

DHOP Snooping Global Configuration
» Interace DHEP Snsoping Mods & Disable Enable
Canhiguration MAKL Addrass ¥alidaticn Tisable @ Enatils
4 ﬂ"’!dl“q
Confuration VLAN Configuration
* Parsistant
Conbguraten 4
5 Statistics |

DHMCF Snoaping Mode

b. Inthe VLAN ID list, select 1.
c. For DHCP Snooping Mode, select the Enable radio button.

Security Management
250



ProSAFE M4100 Managed Switches

A screen similar to the following displays.

Systam Switching Routing Qo5 Security Maonitoring Maintononce Halp Index

Monagamesd Security Accuss Fort Asthanticaion Traffic Conirel

DHEP Snooping Global Configuration

DHCP Spooplng Global Configuration

sLtarface DHHC P Srmeopirsy Mods Chiable & Enable
Configuraticn
MAL Address valdaton Disable @ Enahble
» Banding
Configueration
» Parsistent VLAN Conflguration
Configuratsn | VLA 1D | DHCP Snoopling Mads
s Statistics we 1
iP Eansce ciand LAl -B -]
Dynamic ARP 1 Enable
Inspection

d. Click Apply.
3. Configure the port through which DHCP server is reached as trusted.
a. Select Security > Control > DHCP Snooping Interface Configuration.

A screen similar to the following displays.

Swile hisig Reukng Ras Smcurity Manitaring Mainlanones Halp Indnx

Manngamant Saity Acesss | Port Authesticotion | Trolic Coatrol

DHOP Snooping Interface Configuration

» Global
DHCP 5 ing Interface Configuration
Configuratian popAg INETISes oo

I an Co To Inimrface L]
Logging
* Binding Interface | Trust Mode Impalid Rate Limit{pps} Durst Interval{secs)
Configuration Packets
» Persistent Ir [ |
Cofiguration
el 14041 Dizabbs Ly sble 15 1

Select the Interface 1/0/1check box.
For Interface 1/01/, in the Trust Mode field, select Enable.

d. Click Apply.
A screen similar to the following displays.

Systam Swatehing Rouling Fes Securily Mantlormng Mg filsnERcs Halp
Mansgement Secerity Ac o Pori Authanbicalics Tralfe Coanirel
DHCP Snooping Interface Configuration
* Glokal
Canbguration DHCP Snooping Interface Configuration
Al Eo To intorfacs EC-
& Bingding Lagging
Canhiguraten Interface | Trusl Mode Tnvwalid Bale Lemitfpps} Burst Imterwal{sece)
* PErziFtsnt Packels
Configuration T
¥ Sustishicy
IF Source Guard L1 Enable Drsabie 15 1
Dynamic ARP
e S Raain Db ik i

4. Select Security > Control > DHCP Snooping Binding Configuration.
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A screen similar to the following displays.

Glas

Security

Manitaring

Maintenonce

System

Swilching

Maonogamant Security

Mccoss

Routing

Port Authenticalion

Traffic Coniral

Help

HER Sno DHCP Snooping Binding Configuration
» Global

Caonfiguration Static Binding Configuration
» Interface

Interface | MAC Address
Configuration 1|

¥LAN ID | IP Address

B

» Persistant
Configuration

» Statistics

IP Source Guard

Dynamic Binding Configuration

Interface

1/042

| MaC Address

00:18:08B:56:FD:35

| ¥LAN ID | IP Address

1 192.168.10.94

| Lease Time

86394

Enter Static Binding into the Binding Database

You can also enter the static binding into the binding database.

CLI: Enter Static Binding into the Binding Database

1. Enter the DHCP snooping static binding.

vlan 1 192.168.10 .1 interface 1/0/2

(Netgear Switch) (Config)# ip dhcp snooping binding 00:11:11:11:11:11

2. Check to make sure the binding database has the static entry.

(GSM7328S) #show ip dhcp snooping binding

Total number of bindings: 2

MAC Address IP Address VLAN Interface
00:11:11:11:11:11 192.168.10.1 1 1/0/2
00:16:76:A7:88:CC 192.168.10.89 1 1/0/2

Type

STATIC

Lease (Secs)

DYNAMIC 86348
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Web Interface: Enter Static Binding into the Binding Database

1. Select Security > Control > DHCP Snooping > Binding Configuration.

A screen similar to the following displays.

-
Syalam Switching Eauting Qs ity Monilaring Mainlenoncn Halp [ ]

¢ DHCP Snooping Binding Configuration
» Global

Configuration Static Binding Configuration
& Intarfacs

Interface | MAL Addross NLAN 1D IF Address
Corfigurakion — T T

PR oz -Wooisaiasaan | B

» PerRistent Dynamic Binding Configuration
Cordguration

® Statiches
IP Saurce Guard w2
Afii .|

VLAM IDx IP Address

00:15:88:56:FD: 35 1 192,168,109 BEFS4

2. Fill'in the fields for the static binding and click Apply.

3. Check to make sure that the binding database shows the entry in the Static Binding
Configuration table.

1 DHCP Snooping Binding Configuration
» Global

Configuraten Static Binding Configuration
= [ntarface

interface | MAC Address VLAN 1D iP Address
Configuraton T T T T

Ly DOR11i11:21081:1L 1 192.1468.10.1

» Parsistent
Canfiguration Dynamic Binding Conflguration
» Stafistics
P reares Guard Interface MALC Address VLA 1D | 1P Addenss
namic L2 O0118:88:56:F0 35 1 192 16R.10.54 BE210
By ic ARP
Inspection

Maximum Rate of DHCP Messages

To prevent DHCP packets being used as DoS attachments when DHCP snooping is
enabled, the snooping application enforces a rate limit for DHCP packets received on
untrusted interfaces. DHCP snooping monitors the receive rate on each interface separately.
If the receive rate exceeds the configured limit, DHCP snooping brings down the interface.
The user must specify “no shutdown” on this interface to further work with that port.

CLI: Configure the Maximum Rate of DHCP Messages

1. Control the maximum rate of DHCP messages.

|(Netgear Switch) (Interface 1/0/2)# ip dhcp snooping limit rate 5
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2. View the rate configured.

(GSM7328S) #show ip dhcp snooping interfaces 1/0/2

Interface Trust State Rate Limit Burst Interval
(pps) (seconds)

1/0/2 No 5 1

Web Interface: Configure the Maximum Rate of DHCP
Messages

1. Select Security > Control > DHCP Snooping > Interface Configuration.

A screen similar to the following displays:

DHCP Snooping Interface Configuration

» Global

Conliguration DHCP Snooping Interface Configuration

Al Lo To literf st e

St Logging

Crerguration Interface | Trust Mode Inwalid Rate Limit{pps) Burst Interval{secs)
Jmandinld Packets

Configuration T T
» Slatiitacs Disable = Disable + M
P Source Guard 104 Enabln ukable 1%
Dynamic ARP :" m : i h 1‘ 7
Inspection b fuie Disable Dreable 2 3

L Captive Portal L Cizable Disable 1%

2. Select the interface, fill in the Rate Limit (pps) field, and then click Apply.

The screen shows the new rate limit for the interface.

System Manilering Mpintgnance Help

DHCP Snooping Interface Configuration

» Glabal

Conbguraban DHCP Snooping Interface Configuration

all [ 50

» Blnding

Canfiguration Interface | Trust Mode Rate Lmitipps) | Burst Interval{sccs)
= Persistant

Configuration
® STERIENCE
P Source Guard 1/ Enable Cisable 18 1
nr“.ml( ARP Lo B Y Eueahl r

IP Source Guard

IP Source Guard uses the DHCP snooping bindings database. When IP Source Guard is
enabled, the switch drops incoming packets that do not match a binding in the bindings
database. IP Source Guard can be configured to enforce just the source IP address or both
the source IP address and source MAC address.
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=== | Static client
) g IP address: 192.168.10.1
e st | HW address: 00:11:85:EE:54:E9
=
RS
=
Interface
1/0/2
Interface Interface
1/0/1 1/0/3

I==
== —=
—m - —
= | =
= Bl =
DHCP Client

DHCP Server

IP address: 192.168.10.1 IP address: 192.168.10.86 (obtained)

HW address: 00:16:76:A7:88:CC
Figure 27. IP Source Guard

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Dynamic ARP Inspection

1. Enable DHCP snooping globally.

|(Netgear Switch) (Config)# ip dhcp snooping

2. Enable DHCP snooping in a VLAN.

(Netgear Switch) (Config)# ip dhcp snooping vian 1

3. Configure the port through which the DHCP server is reached as trusted.

(Netgear Switch) (Config)# interface 1/0/1
(Netgear Switch) (Interface 1/0/1)# ip dhcp snooping trust

Security Management

255



ProSAFE M4100 Managed Switches

4. View the DHCP Snooping Binding table.

(GSM7328S) #show ip dhcp snooping binding
Total number of bindings: 1

MAC Address IP Address VLAN Interface Type Lease (Secs)

00:16:76:A7:88:CC 192.168.10.86 1 1/0/2 DYNAMIC 86400

If the entry does not exist in the DHCP Snooping Binding table, you can add it statically
through the 1p verify binding mac-address vlanvlan id ip address
interface interface id command in global configuration mode.

5. Enable IP Source Guard in interface 1/0/2.

(GSM7352Sv2) (Interface 1/0/2)#ip verify source port-security

With this configuration, the device verifies both the source IP address and the source MAC
address. If the port-security option is skipped, the device verifies only the source IP address.

Web Interface: Configure Dynamic ARP Inspection

1. Enable DHCP snooping globally.
a. Select Security > Control > DHCP Snooping Global Configuration.

A screen similar to the following displays.

—
Syslermn Swikching Rouling ol Security Moniloring Mainlenonce Halp Index B

Maoncgement Secerity | MAccass | Porf Authanlicaion | Tralfic Conirel

DHCP Snoopina Global Configuration

DHCP Snooping Glabal Configuration

» Interface DHEP Sneoping Mods & Disable Enable
Canfiguraticn MAL Addrmss Validaticn Disable & Enabile
* Binding
Confguration VLN Configuration

= Parsistant
Configuration 4
» Sratistics |

DHCF Snooping Mode

b. For DHCP Snooping Mode, select the Enable radio button.
c. Click Apply.
2. Enable DHCP snooping in a VLAN.
a. Select Security > Control > DHCP Snooping Global Configuration.
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A screen similar to the following displays.

itchang Routing Qas Security Monaiaring Mainisnance Haelp Tndex

Morsgamend Security Azcans Porl Authanticolion Traffic Canival

DHCP Snooping Global Configuration

DHCP Snoaoping Global Conflguration

» Intarface DHER Snaapang Mods Disable @ Enabils
Flguea:
Zonfigurabon AL Addrmss Wk atien Disable @ Enabls
» Banding
Canfiguratan
5 PRLSETATE VLAN Configuration
Caonfiguration | NLAN ID | DHCP Snooping Mode

ETal |

¥ Source Guard L | - _
Dynamic ARP

Inspection

Captive Portal

b. In the VLAN Configuration table, in the VLAN ID list, select 1.
c. Inthe DHCP Snooping Mode field, select Enable.

A screen similar to the following displays.

Syitem Switching Routing Gos Security Monitoring Maintenonce Help Index

Monogamesd Secwity | Accass | Port Aothantication

DHCP Snooping Glabal Configuration

DHCP Spoopkng Global Configuration

» Ltarfnce ULy e——— Digsble & Enable
Configieraticn
AL Addross valdation Disable @ Enable
= Banding
Configeration
» Pavsistent VLAN Confliguration
Conhguraton | VLA I | DHOP Snooping Mode
> SLabitice e T
B Eanice Ciard LA - -]
Dynamic ARF 1 Enable
Inspection

d. Click Apply.

A screen similar to the following displays.

Syuiem Swilching Routing GhoS Sacurity Ma a Maintanance Halp Indas

Manogamen! Security Argen Pi A icotean Troflic Conirol

DHCP Snooping Glabal Configuration
BHCP Snooping Global Configuration

» Irterfscs DHEP imooping Mode Desavle @ Ensble
Configuration HAL Address Validation Cusable & Enable
= Bindang
Configuraan VLAN Configuration i
# Parsistant
Conhouration L | YLAMN 1D 1 DHCP Snooping Mode
» Statistics ||
WL AT

3. Configure the port through which the DHCP server is reached as trusted.
Here interface 1/0/1 is trusted.

a. Select Security > Control > DHCP Snooping Interface Configuration.
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A screen similar to the following displays.

Manogement Sacurity Accal Part Autbe

DHCP Snooping Interface Configuration

+ Global

R DHCP Snooping Interface Configuration

Fa 1) Lo To Interface ==l
Logging

* Binding Interface | Trust Mode | Invalid Rate Limit{pps) Durst Interval{secs)

Configuration Packets
» Parsistant Ir | |

Configuration "
.E tistics: LAV Diisable Cusshle is 1

b. Select Interface 1/0/1 check box.
For interface 1/0/1, in the Trust Mode field, select Enable.

d. Click Apply.
A screen similar to the following displays.

System Switehing Bouting Gos Security Monttaring Maintenance Halp
Muonagemend Secority Azcen Pari Authanbicabizn Tralfie Coninal
DHEP Snooping Interface Configuration

» Global

Canfiguratien DHCP Snooping Interface Configuration

Al o To Intarface [

P Lagging

Eoipteen Interface | Trust Mode | Inwalid Rate Limit{pps) | Burst Intereal{secs)
» PErxigisnt Packels

Configuration ——l —
5 STatistics L
1P Sowrce Guard 11 Eruahile Deabile 15 1
Dynamic ARP FrE) s =

4. View the DHCP Snooping Binding table.
Select Security > Control > DHCP Snooping Binding Configuration.

A screen similar to the following displays.

System Switching Rauting QoS Security Maonitoring Maintenance Help Is

Maonogamant Sacurity Mecoss Port Authanticalion Tratfic Coniral

DHCP Snooping Binding Configuration

» Global
Configuration Static Binding Configuration

= Interface - Interface | MAC Address ¥LAN ID IP Address
-] -

i | - 1

» Persistant Dynamic Binding Configuration

Configuration Interface | MAC Address | VLAN ID | IP Address Lease Time
= Statistics
IP Source Guard

/i 00:18:8B:56:FD:35 1 132.168.10.94 86394

5. Enable IP source guard in the interface 1/0/2.
a. Select Security > Control > IP Source Guard > Interface Configuration.

b. Select the Interface 1/0/2 check box.
c. For the IPSG mode, select Enable.
d. Click Apply.
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A screen similar to the following displays.

Syitam Sveitching Fauting GaSs Sacurity Moritanng (¥ P r— Halp

Maragarmen] Saeutity Mceass | Port Asthanficolica | Traffie Cantral

DHLP Snoaping 1P Source Guard Interface Configuration

1P Source Guard Interface Configuration
- Binding &l Gm T Intorfacs ]
Configuration
Bynamic ARP
Inspection

| Interdace | 1P5G Made IFSG Fort Security

Captive Portal HEET Y Deialile Chsable

6. Set up IP source guard static binding.
a. Select Security > Control > IP Source Guard > Binding Configuration.
Select the Interface 1/0/2 check box.
In the MAC Address field, enter 00:05:05:05:05:05.
In the VLAN ID field, enter 1.
In the IP Address field, enter 192.168.10.80.
Click Add. A screen similar to the following displays.

-~ Do o o T

Pan Authentication | Traffic Contral

DHECP Snaoping IP Source Guard Binding Configuration
» Irterface Static Binding Canfiguration
Cunfiguration interface | MAC Address YLANID | 1P Address | Filter Type
] | -] |
Dihamic ARP 102 DO:05:05:05:05:05 1 192.168.10.80 i
Inspection
CAERes Fartal Dynamic Binding Configuration

Interface MAL Address VAN 1D IF Address Filber Type

10/ 01 8:8B:54:FD: 35 5530 1921601054 w
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SNTP

Simple Network Time Protocol

This chapter includes the following sections:

SNTP Concepts

Show SNTP

Configure SNTP

Set the Time Zone

Set the Named SNTP Server
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SNTP Concepts

Simple Network Time Protocol (SNTP) can provide the following benefits:

e It can be used to synchronize network resources and for adaptation of NTP.
e SNTP provides synchronized network timestamp.

e It can be used in broadcast or unicast mode.

e It supports SNTP client implemented over UDP, which listens on port 123.

Show SNTP

The following are examples of the commands used in the SNTP feature. These examples are
provided for thew CLI only.

show sntp

(Netgear Switch Routing) #show sntp?

<cr> Press Enter to execute the command.
client Display SNTP Client Information.
server Display SNTP Server Information.

show sntp client

(Netgear Switch Routing) #show sntp client
Client Supported Modes: unicast broadcast
SNTP Version: 4
Port: 123
Client Mode: unicast
Unicast Poll Interval: 6
Poll Timeout (seconds): 5
Poll Retry: 1
SNTP
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show sntp server

(Netgear Switch Routing) #show sntp server

Server 1P Address: 81.169.155.234

Server Type: ipv4d

Server Stratum: 3

Server Reference 1d: NTP Srv: 212.186.110.32
Server Mode: Server

Server Maximum Entries: 3

Server Current Entries: 1

SNTP Servers

IP Address: 81.169.155.234
Address Type: 1PV4
Priority: 1
Version: 4
Port: 123
Last Update Time: MAY 18 04:59:13 2005
Last Attempt Time: MAY 18 11:59:33 2005
Last Update Status: Other
Total Unicast Requests: 1111
Failed Unicast Requests: 361
Configure SNTP

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure SNTP

NETGEAR switches do not have a built-in real-time clock. However, it is possible to use
SNTP to get the time from a public SNTP/NTP server over the Internet. You may need
permission from those public time servers. The following steps configure SNTP on the switch:

1. Configure the SNTP server IP address. The IP address can be either from the public
NTP server or your own. You can search the Internet to locate the public server. The
servers available could be listed in domain-name format instead of address format. In
that case, use the ping command on the PC to find the server’s IP address. The
following example configures the SNTP server IP address to 208.14.208.19.

(Netgear Switch) (Config)#sntp server 208.14.208.19

SNTP
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2. After configuring the IP address, enable SNTP client mode. The client mode can be either
broadcast mode or unicast mode. If the NTP server is not your own, you must use unicast

mode.

(Netgear Switch) (Config)#sntp client mode unicast

3. Once SNTP client mode is enabled, the client waits for the polling interval to send the query
to the server. The default value is approximately 1 minute. After this period, issue the show
command to confirm that the time has been received. The time will be used in all logging

messages.

(Netgear Switch) #show sntp server

Server 1P Address: 208.14.208.19

Server Type: ipv4d

Server Stratum: 4

Server Reference 1d: NTP Srv: 208.14.208.3
Server Mode: Server

Server Maximum Entries: 3

Server Current Entries: 1

SNTP Servers

IP Address: 208.14.208.19

Address Type: 1PV4

Priority: 1

Version: 4

Port: 123

Last Update Time: Mar 26 03:36:09 2006
Last Attempt Time: Mar 26 03:36:09 2006
Last Update Status: Success

Total Unicast Requests: 2

Failed Unicast Requests: 0

Web Interface: Configure SNTP
1. Configure the SNTP server.

a. Select System > Management >Time > SNTP Server Configuration.

SNTP
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A screen similar to the following displays.
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b. Enter the following information:
e Inthe Server Type field, select IPV4.
* Inthe Address field, enter 208.14.208.19.
¢ Inthe Port field, enter 123.
e Inthe Priority field, enter 1.
* In the Version field, enter 4.

c. Click Add.

2. Configure SNTP globally.
a. Select System > Management > Time > SNTP Global Configuration.

A screen similar to the following displays.

Syulem Swilching Raubing G5 sty Manilaring Mainisnance Halp

Siocking | SHMP

Byatmm SNTP Global Configuration
Information
Switch Statistics SNTP Global Configuration
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Ottset Minutes n

b. Enter the following information:
¢ For Client Mode, Select the Unicast radio button.
e Inthe Time Zone Name field, enter PST.
e Inthe Offset Hours field, enter -8.

c. Click Apply.
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Set the Time Zone

This example is provided for the CLI only.

The SNTP/NTP server is set to Coordinated Universal Time (UTC) by default. The following
example shows how to set the time zone to Pacific Standard Time (PST), which is 8 hours
behind GMT/UTC.

|(Netgear switch)(config)#clock timezone PST -8

Set the Named SNTP Server

The example is shown as CLI commands and as a Web interface procedure.

CLI: Set the Named SNTP Server

NETGEAR provides SNTP servers accessible by NETGEAR devices. Because NETGEAR
might change IP addresses assigned to its time servers, it is best to access an SNTP server
by DNS name instead of using a hard-coded IP address. The public time servers available
are time-a, time-b, and time-c.

Enable a DNS name server and access a time server with the following commands:

(Netgear switch) (config)#ip domain-lookup
(Netgear switch) (config)#ip name-server 192.168.1.1
(Netgear switch) (config)#sntp server time-a.netgear.com

where 192.168.1.1 is the public network gateway IP address for your device.

This method of setting DNS name look-up can be used for any other applications that require
a public IP address, for example, a RADIUS server.

Web Interface: Set the Named SNTP Server

1. Configure the SNTP server.
a. Select System > Management > Time > SNTP Server Configuration.
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A screen similar to the following displays.
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b. Enter the following information:
* Inthe Server Type list, select DNS.
e Inthe Address field, enter time-f.netgear.com
e Inthe Port field, enter 123.
e Inthe Priority field, enter 1.
¢ In the Version field, enter 4.

c. Click Add.

2. Configure the DNS server.
a. Select System > Management > DNS > DNS Configuration.

A screen similar to the following displays.
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b. Enter the following information:
 For DNS Status, select the Enable radio button
e In the DNS Server field, enter 192.168.1.1.

c. Click Add.
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Tools

Tools to manage, monitor, and
personalize the switch and network

This chapter includes the following sections:

» Traceroute

» Configuration Scripting
e Pre-Login Banner

» Port Mirroring

e Dual Image

e Outbound Telnet
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Traceroute

This section describes the traceroute feature. Use traceroute to discover routes that packets
take when traveling on a hop-by-hop basis to their destination through the network.

Traceroute maps network routes by sending packets with small time-to-live (TTL) values
and watches the ICMP time-out announcements.

The traceroute command displays all L3 devices.
It can be used to detect issues on the network.
Traceroute tracks up to 20 hops.

The default UPD port is used 33343 unless you specify otherwise in the traceroute
command.

The following shows an example of using the traceroute command to determine how
many hops there are to the destination. The command output shows each IP address the
packet passes through and how long it takes to get there. In this example, the packet takes
16 hops to reach its destination.

CLI: Traceroute

(Netgear Switch) #traceroute?

<ipaddr> Enter IP address.

(Netgear Switch) #traceroute 216.109.118.74 ?

<cr> Press Enter to execute the command.

<port> Enter port no.

(Netgear Switch) #traceroute 216.109.118.74

tracing route over a maximum of 20 hops

1 10.254.24.1 40 ms 9 ms 10 ms
2 10.254.253.1 30 ms 49 ms 21 ms
3 63.237.23.33 29 ms 10 ms 10 ms
4 63.144.4.1 39 ms 63 ms 67 ms
5 63.144.1.141 70 ms 50 ms 50 ms
6 205.171.21.89 39 ms 70 ms 50 ms
7 205.171.8.154 70 ms 50 ms 70 ms
8 205.171.8.222 70 ms 50 ms 80 ms
9 205.171.251.34 60 ms 90 ms 50 ms
10 209.244.219.181 60 ms 70 ms 70 ms
11 209.244.11.9 60 ms 60 ms 50 ms
12 4.68.121.146 50 ms 70 ms 60 ms
13 4.79.228.2 60 ms 60 ms 60 ms
14 216.115.96.185 110 ms 59 ms 70 ms
15 216.109.120.203 70 ms 66 ms 95 ms
16 216.109.118.74 78 ms 121 ms 69 ms
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Web Interface: Traceroute

1. Select Maintenance > Troubleshooting > Traceroute.

A screen similar to the following displays.

Prig TraceiRoaute

Traceroute
I e 16100118, 74
=

Hesults

Use this screen to tell the switch to discover the routes that packets actually take when
traveling to their destination through the network on a hop-by-hop basis. Once you click
the Apply button, the switch will send three traceroute packets each hop, and the results
will be displayed in the result table.

In the IP Address field, enter 216.109.118.74.
Click Apply.

Configuration Scripting

This section provides the following examples:

script on page 270

script list and script delete on page 270
script apply running-config.scr on page 271
Create a Configuration Script on page 271
Upload a Configuration Script on page 271

Configuration scripting:

Allows you to generate text-formatted files.

Provides scripts that can be uploaded and downloaded to the system.
Provides flexibility to create command configuration scripts.

Can be applied to several switches.

Can save up to 10 scripts or 500 K of memory.

Provides script format of one CLI command per line.
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Here are some considerations:

* The total number of scripts stored is limited by the NVRAM/FLASH size.

* Application of scripts is partial if a script fails. For example, if the script executes 5 of 10
commands and the script fails, the script stops at 5.

e Scripts cannot be modified or deleted while being applied.

< Validation of scripts checks for syntax errors only. It does not validate that the script will
run successfully.

script

(Netgear Switch) #script ?

apply Applies configuration script to the switch.

delete Deletes a configuration script file from the switch.

list Lists all configuration script files present on the switch.
show Displays the contents of configuration script.

validate Validate the commands of configuration script.

script list and script delete

(Netgear Switch) #script list

Configuration Script Name Size(Bytes)
basic.scr 93
running-config.scr 3201

2 configuration script(s) found.
1020706 bytes free.

(Netgear Switch) #script delete basic.scr

Are you sure you want to delete the configuration script(s)? (y/n) y

1 configuration script(s) deleted.
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script apply running-config.scr

(Netgear Switch) #script apply running-config.scr

Are you sure you want to apply the configuration script? (y/n) y

The system has unsaved changes.
Would you like to save them now? (y/n) y

Configuration Saved!

Create a Configuration Script

(Netgear Switch) #show running-config running-config.scr

Config script created successfully.

(Netgear Switch) #script list
Configuration Script Name Size(Bytes)
running-config.scr 3201

1 configuration script(s) found.
1020799 bytes free.

Upload a Configuration Script

(Netgear Switch) #copy nvram: script running-config.scr
tftp://192.168.77.52/running-config.scr

Mode. . - oo TFTP

Set TFTP Server IP........... 192.168.77.52

TFTP Path. .. .. .. v

TFTP Filename. ... ... ...... running-config.scr
Data Type. . .cowomaaaaa o Config Script
Source Filename.............. running-config.scr

Are you sure you want to start? (y/n) y

File transfer operation completed successfully.
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Pre-Login Banner

Pre-login banner:

L]

Allows you to create message screens that display when a user logs in to the CLI.
By default, no banner file exists.

You can upload or download.

File size cannot be larger than 2 K.

The Pre-Login Banner feature is only for the CLI interface.

Create a Pre-Login Banner

This command is provided for the CLI only.

1. Onyour PC, using Notepad create a banner.txt file that contains the banner to be

displayed.

Login Banner - Unauthorized access is punishable by law.

2. Transfer the file from the PC to the switch using TFTP.

(Netgear Switch Routing) #copy tftp://192.168.77.52/banner.txt nvram:clibanner

1o T T TFTP

Set TFTP Server IP. ... . iiiiiann 192.168.77.52
TETP Path. ... e ciieaa e v

TFTP Filename. . ... .ot banner . txt
Data TYPe. - o e e e e e e Cli Banner

Are you sure you want to start? (y/n) y

CLI Banner file transfer operation completed successfully!

(Netgear Switch Routing)#exit

(Netgear Switch Routing) >logout

Login Banner - Unauthorized access is punishable by law.
User:

Note: The no clibanner command removes the banner from the switch.
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Port Mirroring

The port mirroring feature:

Allows you to monitor network traffic with an external network analyzer.
Forwards a copy of each incoming and outgoing packet to a specific port.

Is used as a diagnostic tool, debugging feature, or means of fending off attacks.
Assigns a specific port to copy all packets to.

Allows inbound or outbound packets to switch to their destination and to be copied to the
mirrored port.

The example is shown as CLI commands and as a Web interface procedure.

CLI: Specify the Source (Mirrored) Ports and Destination
(Probe)

(Netgear Switch)#config

(Netgear Switch)(Config)#monitor session 1 mode

Enable mirror

(Netgear Switch)(Config)#monitor session 1 source interface 1/0/2
Specify the source interface.

(Netgear Switch)(Config)#monitor session 1 destination interface 1/0/3
Specify the destination interface.

(Netgear Switch)(Config)#exit

(Netgear Switch)#show monitor session 1

Session 1D Admin Mode Probe Port Mirrored Port

1 Enable 1/70/3 1/70/2

Web Interface: Specify the Source (Mirrored) Ports and
Destination (Probe)

1.

Select Monitoring > Mirroring > Port Mirroring.
A screen similar to the following displays.

" Rawling Qo3

Multiple Port Mirroring

Status Table
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273



ProSAFE M4100 Managed Switches

2. Scroll down and select the Source Port 1/0/2 check box. The value 1/0/2 now appears in the
Interface field at the top.

3. Enter the following information:
¢ In the Destination Port field, enter 1/0/3.
¢ Inthe Session Mode field, select Enable.

4. Click Apply.

Dual Image

Traditionally switches contain a single image in the permanent storage. This image is loaded
into memory every time there is a reboot. The dual image feature allows switches to have two
images in permanent storage. You can denote one of these images as an active image that
will be loaded in subsequent reboots and the other image as a backup image. This feature
provides for reduced down time for the switches, when the firmware is being upgraded or
downgraded.

The images are stored in the file system with the file names imagel and image2. These
names are used in the CLI, Web, and SNMP interfaces. Each of the images can be
associated with a textual description. The switch provides commands to associate and
retrieve the text description for an image. A switch also provides commands to activate the
backup image such that it is loaded in subsequent reboots. This activation command makes
the current active image as the backup image for subsequent reboots.

On three successive errors executing the active-image, the switch attempts to execute the
backup-image. If there are errors executing the backup-image as well, the bootloader will
invoke the boot menu.

The Dual Image feature works seamlessly with the stacking feature. All members in the stack
must be uniform in their support for the dual Image feature. The Dual Image feature works in
the following way in a Stack.

« When an image is activated, the Management node notifies all the participating nodes. All
nodes activate the specified image.

 When any node is unable to execute the active-image successfully, it attempts to
execute the backup-image, as mentioned in the section above. Such cases will require
user intervention to correct the problem, by using appropriate stacking commands.
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CLI: Download a Back up an Image and Make It Active

(Netgear Switch) #copy tftp://192.168.0.1/gsm73xxseps.stk image2

0T L= TFTP

Set Server IP. ... e 192.168.0.1
Path. . e v

Filename. . ... gsm73xxseps.stk
D= = N I8/ o T Code
Destination Filename... ... ... ... ... ... ... ...... image2

Management access will be blocked for the duration of the transfer Are you sure you

want to start? (y/n) y

TFTP code transfer starting
101888 bytes transferred...277504 bytes transferred.._410112 bytes

transferred...628224 bytes transferred....803328 bytes transferred...978944 bytes
transferred...1154560 bytes transferred...1330176 bytes transferred...1505280 bytes
transferred...1680896 bytes transferred...1861632 bytes transferred...2040320 bytes
transferred...2215936 bytes transferred...2391040 bytes transferred...2566656 bytes
transferred...2741760 bytes transferred...2916864 bytes transferred...3092992 bytes
transferred...3268096 bytes transferred...3443712 bytes transferred...3619328 bytes
transferred...3794432 bytes transferred...3970048 bytes transferred...4145152 bytes
transferred...4320768 bytes transferred...4496384 bytes transferred...4669952 bytes
transferred. . _4849152 bytes transferred...5027840 bytes transferred...5202944 bytes
transferred. . .5378560 bytes transferred...5554176 bytes transferred...5729280 bytes
transferred...5904896 bytes transferred...6078976 bytes transferred...6255616 bytes
transferred. . .6423040 bytes transferred...6606336 bytes transferred...6781952 bytes
transferred...6957056 bytes transferred...7111168 bytes transferred...7307776 bytes
transferred...7483392 bytes transferred...7658496 bytes transferred...

Verifying CRC of file
Distributing the code

imagel :
image2 :

in Flash File Syste
to the members of the stack!
File transfer operation completed successfully.
(Netgear Switch) #
(Netgear Switch) #show bootvar
Image Descriptions

default image

Images currently available on Flash
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1 5.11.2.51 8.0.0.2 imagel imagel
(Netgear Switch) #boot system image2

Activating image image2 ..

(Netgear Switch) #show bootvar

Image Descriptions

imagel : default image

image2 :

Images currently available on Flash

1 5.11.2.51 8.0.0.2 imagel image2
Image2 will be executed after reboot.

Web Interface: Download a Backup Image and Make It Active

1. Download a backup image using tftp.
a. Select Maintenance > Download > File Download.

A screen similar to the following displays.

System Switching Routing Security Monitoring Maintenance Help

Save Config | Reset i Upload ! Download | File Management | Troubleshooling

File Download

HTTP File

Download File Download
File Type Archive _':_I
Image Name imagez _:_I
Transfer Mode TFTP _-J
Server Address Type 1Py _:J
Server Address [10.100,5.17
Remote File Name | n73xxse-ravomobs .silg-

In the File Type list, select Archive.
In the Image Name list, select image2.
In the Transfer Mode list, select TFTP.
In the Server Address Type list, select IPv4.
In the Server Address field, enter 10.100.5.17(tftp server IP address).
In the Remote File Name, enter gsm73xxse-r8vOmO0b3.stk.
h. Click Apply.
2. Activate image2.

Q@ 0o o o T

a. Select Maintenance > File Management > Dual Image Configuration.
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A screen similar to the following displays.

System

Switching

Rouling Security Monilnring Maintenance Ho|p Index

Save Config | Reset ! Upload | Download | File Manogement | Troubleshooling

Copy Dual Image Configuration

Dual Image Configuration

Image Active Update Boot
Description Yersion
Name lmage [ de

imagez TRUE -
n'nagsl TRUE default image 8 0.04 Dlsable
|1 |image2 FALSE 8.0.03 | Disable

b. Under Dual Image Configuration, scroll down and select the Image 2 check box.
The image2 now appears in the Image name field at the top.

c. Inthe Active Image field, select TRUE.
d. Click Apply.

Outbound Telnet

In this section, the following examples are provided:

e CLI: show network on page 278

e CLI: transport output telnet on page 279

* Web Interface: Configure Telnet on page 279

» CLI: Configure the session-limit and session-timeout on page 280
« Web Interface: Configure the Session Timeout on page 280

Outbound Telnet:

« Establishes an outbound Telnet connection between a device and a remote host.

» A Telnet connection is initiated, each side of the connection is assumed to originate and
terminate at a network virtual terminal (NVT).

e Server and user hosts do not maintain information about the characteristics of each
other’s terminals and terminal handling conventions.

 Must use a valid IP address.
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CLI: show network

(Netgear Switch Routing) >telnet 192.168.77.151
Trying 192.168.77.151...

(Netgear Switch Routing)

User:admin

Password:

(Netgear Switch Routing) >en

Password:

(Netgear Switch Routing) #show network

IP Address. . oo e iee e 192.168.77.151
Subnet Mask. ... ... ... ... 255.255.255.0
Default Gateway. ...« mmee i iia e aann 192.168.77.127
Burned In MAC Address. ........ociocuoann- 00:10:18.82.04:E9
Locally Administered MAC Address......... 00:00:00:00:00:00
MAC Address TYpe. e eea o e e et Burned In

Network Configuration Protocol Current... DHCP

Management VLAN ID... ... ..o iiomnoann- 1

Web Mode. ... Enable

Java Mode ... ... Disable

CLI: show telnet

(Netgear Switch Routing)#show telnet

Outbound Telnet Login Timeout (minutes)........ 5

Maximum Number of Outbound Telnet Sessions..... 5

Allow New Outbound Telnet Sessions............. Yes
Tools

278



ProSAFE M4100 Managed Switches

CLI: transport output telnet

(Netgear

<Cr>

(Netgear

(Netgear

input

output

(Netgear

telnet

(Netgear

<Cr>

(Netgear

(Netgear

Switch Routing)

Switch Routing)

Switch Routing)

Switch Routing)

Switch Routing)

Switch Routing)

Switch Routing)

(Config)#lineconfig ?

Press Enter to execute the command.
(Config)#lineconfig

(Line)#transport ?

Displays the protocols to use to connect to a
specific line of the router.

Displays the protocols to use for outgoing
connections from a line.

(Line)#transport output ?

Allow or disallow new telnet sessions.
(Line)#transport output telnet ?

Press Enter to execute the command.

(Line)#transport output telnet

(Line)#

Web Interface: Configure Telnet

1. Select Security > Access > Telnet.

A screen similar to the following displays.

Syntam

Swilzhing

Emubing

Manitnring Mainsnancs

Help Index

el

TELMET Configuration

HTTF
HTTrE
S Inbiound Telnet
¥ Allew new ekl presivns
Console Port

firsnmin Tiremul

Mawimum numbar of swsions 5

Curremt numbar of ressmns

Cutbound Telnet

Aalrrrirn M

Gappean Tinsaun

Maxiniuin muitiber of fesions 5

Curreal number &f saasions

= Enable

) Dusalde (5 Enslie

]

[T
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2. Under Outbound Telnet, for Admin Mode, select the Enable radio button.
3. Click Apply.

CLI: Configure the session-limit and session-timeout

(Netgear Switch Routing) (Line)#session-limit ?

<0-5> Configure the maximum number of outbound telnet sessions
allowed.

(Netgear Switch Routing) (Line)#session-limit 5

(Netgear Switch Routing) (Line)#session-timeout ?

<1-160> Enter time in minutes.

(Netgear Switch Routing) (Line)#session-timeout 15

Web Interface: Configure the Session Timeout

1. Select Security > Access > Telnet.

A screen similar to the following displays.

Syvlam Swibching Rasting (205 Sncutity Manitoring Mainlanmnde Halp Indas

T TELHET Configuration
HTTPs
=gy Inbownd Telnet
| T R — ) Deasstds 5 Enable
Console Port
Emnain Tammnuh 5

Hamimum numbsr nf sassiong 5

Current muenber of sassions

tiisthoimd Telmet
Audrren Huds ) Clmntie (= Erinble
[ FRRCT, | S—
Fawimum numbas 0f sassion 5

Current musnher al weatinng

RLHAERS

2. Enter the following information:
¢ Inthe Session Timeout field, enter 15.
¢ Inthe Maximum number of sessions field, enter 5.

3. Click Apply.
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System logging

This chapter includes the following sections:

Syslog Concepts

Show Logging

Show Logging Buffered
Show Logging Traplogs
Show Logging Hosts
Configure Logging for a Port
Email Alerting
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Syslog Concepts

The syslog feature:

e Allows you to store system messages and errors.
e Can store to local files on the switch or a remote server running a syslog daemon.
* Provides a method of collecting message logs from many systems.

The following illustration explains how to interpret log files.

<130> JAN 01 00:00:06 0.0.0.0-1 UNKN [0x800023]: bootos.c(386) 4 %% Event (Oxaaaaaaaa)

bttt

Priority Timestamp Stack Component Thread File Line Message
ID name ID name number
Sequence
number

Figure 28. Log Files

Show Logging

The example is shown as CLI commands and as a Web interface procedure.

CLI: Show Logging

(Netgear Switch Routing) #show logging

Logging Client Local Port : 514
CLI Command Logging : disabled
Console Logging : disabled
Console Logging Severity Filter : alert
Buffered Logging : enabled
Syslog Logging : enabled
Log Messages Received : 66
Log Messages Dropped : 0
Log Messages Relayed : 0
Log Messages lgnored : 0

Syslog
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Web Interface: Show Logging

1. Configure the syslog.
a. From the main menu, select Monitoring > Logs > Sys Log Configuration.

Eulirred Logs Syslog Conliguration
Command | g
Conlsguration wyrilog Configuration
Cushiole Loi e Shakes I Cinmbia (=) Drakia
‘ﬂnh.un.mn Ll UOWE Past T4
Hrpages Kalapesd
Trap Logs Hassages Tpmorad

Ewenl Lisgn

Hast Confguration

b. In the Syslog Configuration, next to the Admin Status, select the Enable radio
button.

c. Click Apply.
2. Configure the command log.
a. Select Monitoring > Logs > Command Log.

Beslfirad Logn Command Log Conliguration
Cammand L og £ anfigeration
Camsube Leg Ao %) Dmbia  [0) Eainie
Condigursison
Syrs Ly
1 nadiyuratian
Trap Logs
Evrmt Lo

b. Under Command Log, for Admin Status, select the Disable radio button.
c. Click Apply.

Syslog
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3. Configure the console log.
a. Select Monitoring > Logs > Console Log.

Syaiam Fwiichmg Routing Seb

ity Muinsanance Haly [T

Nufiered Logs Consele Log Configuration

Coammaied Log

Configuration Cumsale | ey Configuralian
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fys Log

Conlfiguration

Trap Lags

Lwanl Loga

b. Under Console Log Configuration, for Admin Status, select the Disable radio button.

c. Click Apply.
4. Configure the buffer logs.
a. Select Monitoring > Logs > Buffer Logs.

A screen similar to the following displays.
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ssligernl BAE pavvms 1H2.560.10,1 soesaibalbis
Cjis Dy | O2CEDiod PR D= ] UNIR TTOEENARE]s i chans_fmrar | NE)
378 bt OGRS Chevin Canfigersd Dl werver 183 588,181 crrenchable

fn4n e 13319
Iaw i

FragERLpT]
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b. Under Buffer Logs, for Admin Status, select the Enable radio button.
c. Click Apply.
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Show Logging Buffered

The example is shown as CLI commands and as a Web interface procedure.

CLI: Show Logging Buffered

(Netgear Switch Routing) #show logging buffered ?

<cr> Press Enter to execute the command.

(Netgear Switch Routing) #show logging buffered

Buffered (In-Memory) Logging : enabled
Buffered Logging Wrapping Behavior : On
Buffered Log Count : 66

<1> JAN 01 00:00:02 0.0.0.0-0 UNKN[268434944]: usmdb_sim.c(1205) 1 %% Error 0 (0x0)

<2> JAN 01 00:00:09 0.0.0.0-1 UNKN[268434944]: bootos.c(487) 2 %% Event
(Oxaaaaaaaa)

<6> JAN 01 00:00:09 0.0.0.0-1 UNKN[268434944]: bootos.c(531) 3 %% Starting code...

<6> JAN 01 00:00:16 0.0.0.0-3 UNKN[251627904]: cda_cnfgr.c(383) 4 %% CDA: Creating
new STK file.

<6> JAN 01 00:00:39 0.0.0.0-3 UNKN[233025712]: edb.c(360) 5 %% EDB Callback: Unit
Join: 3.

<6> JAN 01 00:00:40 0.0.0.0-3 UNKN[251627904]: sysapi.c(1864) 6 %% File
user_mgr_cfg: same version (6) but the sizes (2312->7988) differ

Web Interface: Show Logging Buffered

Select Monitoring > Logs > Buffer Logs. A screen similar to the following displays.
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i Bulfered Logs
Command Log

Conliguralion Baulfered Logs i
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Total susnber of Maskspas 209 [Jupliping anly e laek 120 masasgan
€143 SRR L DX T4 0U00.0-1 LUMKHITTabEsaE] dni_dism_tem c(183]
FPL Ak OhG Claat: Coafioursd DS sasar 152100.10.1 utenachable

1A% i 1 BT AT0T6 B050.0-1 UMEN[TTARERLBE ] e _slimrd_larm [ 18]
I Yuth GHE Shank Sefgured D aarver SRS LD evnadhalle

Aldr Jan 1 0142033 000.0-1 LINKN] TT4ES600 ) dna_client_fow.c{ 193]
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Show Logging Traplogs

The example is shown as CLI commands and as a Web interface procedure.

CLI: Show Logging Traplogs

(Netgear Switch Routing) #show logging traplogs ?
<cr> Press Enter to execute the command.

(Netgear Switch Routing) #show logging traplogs
Number of Traps Since Last Reset............ 6

Trap Log CapaCity. ... ..o i e iiiaaaas 256

Number of Traps Since Log Last Viewed....... 6

Log System Up Time Trap

0 0 days 00:00:46 Link Up: Unit: 3 Slot: O Port: 2

1 0 days 00:01:01 Cold Start: Unit: O

2 0 days 00:21:33 Failed User Login: Unit: 1 User ID: admin

3 0 days 18:33:31 Failed User Login: Unit: 1 User ID: \

4 0 days 19:27:05 Multiple Users: Unit: O Slot: 3 Port: 1
5 0 days 19:29:57 Multiple Users: Unit: O Slot: 3 Port: 1

Web Interface: Show Logging Trap Logs

Select Monitoring > Logs > Trap Logs.

A screen similar to the following displays.

Syatum S b Raufing G Seturity [ — Halg [

Bullcred Logs Trap Logs
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Configuration Trap Logs
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Configuration

Fuemt Logs Trap Logs f
| Log | System vp Time _ltran |

o O dmys 013344 Link Lini Unim O Slon 2 Pone 1

1 0 deys DLI30EE Lini Upr Umit: & Sletr O Pom: 7

2 O dmys 120154 Link Uit Unim & Slon O Bone 1

- | 0 days DLI3045 Laat ar defeult VLAN delated: VLAN: 3

= O dmys 030145 Luse or defauit VLAN delmted: VLAN 1

| 0 days D131 S Linkc Dawrei Unfz T Slod: 0 Pertr 7

] O dmys D0r20:48 Link Dowr Una: L Siot: 0 Peer: 1
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Show Logging Hosts

The example is shown as CLI commands and as a Web interface procedure.

CLI: Show Logging Hosts

(Netgear Switch Routing) #show logging hosts ?

<cr> Press Enter to execute the command.

(Netgear Switch Routing) #show logging hosts

Index IP Address Severity Port Status

1 192.168.21.253 critical 514 Active

Web Interface: Show Logging Hosts

Select Monitoring > Logs > Sys Log Configuration.

A screen similar to the following displays.

Maihincrion Help Indua

Eibiem S ielimi Revliog Qe

mulfered Logs Syslog Configuration
Commnnd Log
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Configure Logging for a Port

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Logging for the Port

(Netgear Switch Routing) #config

(Netgear Switch Routing) (Config)#logging ?

buffered Buffered (In-Memory) Logging Configuration.
cli-command CLI Command Logging Configuration.

console Console Logging Configuration.

host Enter IP Address for Logging Host

syslog Syslog Configuration.

(Netgear Switch Routing) (Config)#logging host ?

<hostaddress> Enter Logging Host IP Address
reconfigure Logging Host Reconfiguration
remove Logging Host Removal

(Netgear Switch Routing) (Config)#logging host 192.168.21.253 ?

<cr> Press Enter to execute the command.
<port> Enter Port Id

(Netgear Switch Routing) (Config)#logging host 192.168.21.253 4 ?

<cr> Press Enter to execute the command.

<severitylevel> Enter Logging Severity Level (emergency|0, alert]l, critical]2,
error|3, warning|4, notice|5, info|6, debug]|7).

(Netgear Switch Routing) (Config)#logging host 192.168.21.253 4 1 ?

<cr> Press Enter to execute the command.

(Netgear Switch Routing) (Config)#logging host 192.168.21.253 4 1

(Netgear Switch Routing) #show logging hosts

Index IP Address Severity Port Status
1 192.168.21.253 alert 4 Active
Syslog
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Web Interface: Configure Logging for the Port

1. Select Monitoring > Logs > Sys Log Configuration.

A screen similar to the following displays.

Bulfered Logs Syxlog Conlaguration

Coanmand Lisg =

Conliguratinm Syslog Configuration

Consele Log Acdimin Satus Cidigable (@) Enslée
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Fwend Logs

Host Conflguration

] | 19216031253 Sitive 4 Ll

2. Enter the following information:
e Inthe Host Address field, enter your host address 192.168.21.253.
* Inthe Port field, enter 4.
* Inthe Severity Filter list, select Alert.

3. Click Add.

Email Alerting

Email Alerting is an extension of the logging system. The logging system allows you to
configure a set of destinations for log messages. This feature adds the email configuration,
through which the log message are sent to a configured SMTP server such that an
administrator may receive the log in an email account of their choice.

This feature is enabled globally. When email alerting is enabled, selected log messages are
sent to an SMTP server. Log messages are divided into three groups by severity level:
urgent, non-urgent, and never.
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emergency (0) }
email immediately FOR POSITION

.I.n {1] ..........
P ONLY (FPO)

error (3) email in batch

Urgent severity level R

Mon-urgent severity level ————» warning (4)
notice (5)
info (6) never email
debug (7)

Figure 29. Log message severity levels

The network administrator can adjust the urgent and non-urgent severity levels. These levels
are global and apply to all destination email addresses. Log messages in the urgent group
are sent immediately to the SMTP server with each log message in a separate mail. Log
messages in the non-urgent group are batched into a single email message and after a
configurable delay.

Email alerting also provides a configuration option that allows the network administrator to
specify the severity level at which SNMP traps are logged. Using this option, the
administrator can put traps in the urgent group, the non-urgent group, or the never group for
emailing. Traps are not emailed by default. For traps to be emailed, the network administrator
has to either increase the severity at which traps are logged, or lower the severity level of log
messages that are emailed.

The network administrator can configure multiple destination email addresses, and for each
email address, specify whether to deliver urgent log messages, non-urgent log messages, or
both.

There is an exception to the sending of the messages periodically to the SMTP server. When
the log buffer is completely full before the expiry of the periodic timer sending of the log
messages to the SMTP server does not until the expiry of the timer. When the log buffer is
full, a connection is opened immediately with the SMTP server, and all the messages that
have not previously been emailed are sent to it.

CLI: Send Log Messages to admin@switch.com Using Account
aaaa@netgear.com

1. Configure an SMTP server, for example, smtp.netgear.com. Before you configure the
SMTP server, you need to have an account on SMTP server.

(Netgear Switch) (Config)#mail-server "smtp.netgear.com" port 465
(Netgear Switch) (Mail-Server)#security tlsvl

(Netgear Switch) (Mail-Server)# username aaaa

(Netgear Switch) (Mail-Server)# password XXXXXX

(Netgear Switch) (Mail-Server)#exit
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2. Configure logging mail. From-addr is the source address of email and to-addr is the
destination address of email.

(Netgear Switch) (Config)#logging email
(Netgear Switch) (Config)#logging email from-addr aaaa@netgear.com

(Netgear Switch) (Config)#logging email message-type urgent to-addr
admin@switch.com

(Netgear Switch) (Config)#logging email message-type non-urgent to-addr
admin@switch.com

3. Increase the severity of traps to 3 (error). By default, it is 6 (informational).

(Netgear Switch) (Config)#logging traps 3
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SNMP

Simple Network Management Protocol

This chapter includes the following sections:

e Add a New Community

¢ Enable SNMP Trap

*  SNMPv3

* sFlow

» Time-Based Sampling of Counters with sFlow
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Add a New Community
The example is shown as CLI commands and as a Web interface procedure.

CLI: Add a New Community

(Netgear switch) #config
(Netgear switch) (Config)#snmp-server community rw public@4

Web Interface: Add a New Community

1. Select System > SNMP > SNMP V1/V2 > Community Configuration. A screen similar
to the following displays.

Community Configuration

Commuonily Conliguration T
* Trap Configuration |

Famimunily Hame | Clieol Addeess Elicat TP Mask

¥ Trap Flags
5 il HIBS = | |

Finkadiie= ] 0.0,0.0 Wooon

SHMP VI I
| petihe 00.0.0 0.0.0.0 RawdOnly Erable
" = 00,0 B0 Readiiritn || Ensble
T publis: B.0.0.0 6,0,0.0 Eaadony Erabie
I publiegz oo na.0.m Eawdlinky Ermshis
I publicas RN 0,0,0.0 Hasdonly trsbls

In the Community Name field, enter public@4.
In the Client Address field, enter 0.0.0.0.

In the Client IP Mask field, enter 0.0.0.0.

In the Access Mode field, select Read/Write.

In the Status field, select Enable.

Click Add.

N o o~ DN
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Enable SNMP Trap

The example is shown as CLI commands and as a Web interface procedure.

CLI: Enable SNMP Trap

This example shows how to send SNMP trap to the SNMP server.

(Netgear switch) #config
(Netgear switch) (Config)# snmptrap public 10.100.5.17

Enable send trap to SNMP server 10.100.5.17
(Netgear switch) (Config)#snmp-server traps linkmode

Enable send link status to the SNMP server

when link status changes.

Web Interface: Enable SNMP Trap

1. Enable SNMP trap for the server 10.100.5.17.

a. Select System > SNMP > SNMP V1/V2 > Trap Configuration. A screen similar to
the following displays.

Syvem Seniching Rourng ol Securiny Maoniiaring Mainienonce Halp Inglex

Trap Configuration
* Camimunity
Configuration Trap Eullﬂuurh‘ﬂun
| Eominunity Kams | Yersium Address J—
» Trag Flags P ——————— e ——— e
w Supported MILS
StiP %3

=
G 101005 17

In the Community Name field, enter public.
In the Version list, select SNMPv1.
In the Address field, enter 10.100.5.17.
In the Status field, select Enable.
f. Click the Add button.
2. Set the Link Up/Down flag.

® o o o
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a. Select System > SNMP > SNMP V1/V2 > Trap Flags. A screen similar to the
following displays.

| Systam Switehimg Rauling (=111 Facuriry Manitaring Maiabancnce Help Indas

Monsgaman! | Devics View Sarvices | Saacking

1 Trap Flags
» Commiurity
Configuration Trap Flags
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ikl Aparming Tren & Digabla & Lhabds
QYR TPaps & Dusable & Enable

b. For Link Up/Down, select the Enable radio button.
c. Click Apply.

SNMPv3

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure SNMPv3

(Netgear Switch) #config

(Netgear Switch) (Config)#users passwd admin

Enter old password:

Enter new password:12345678

Confirm new password:12345678

Password Changed!

change the password to “12345678”

(Netgear Switch) (Config)#users snmpv3 authentication admin md5
Set the authentication mode to md5

(Netgear Switch) (Config)#users snmpv3 encryption admin des 12345678
Set the encryption mode to des and the key is “12345678”

Web Interface: Configure SNMPv3

1. Change the user password.

If you set the authentication mode to MD5, you must make the length of password longer
than 8 characters.
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a. Select Security > Management Security > User Configuration > User
Management. A screen similar to the following displays.

Syiham Switching Rouling Qa5 Security Maniraring Mainignance Help Indax

User Managemenl

Manage Urers
RADTLIS
Largin

b. Under User Management, scroll down and select the User Name admin check box.
Now admin appears in the User Name field at the top.

c. Inthe Password field, enter 12345678.
d. In the Confirm Password field, enter 12345678.

e. Click Apply to save the settings.
2. Configure the SNMP V3 user.

a. Select System > Management > User Configuration. A screen similar to the
following displays.

Sysiem v iching Routing ."Z.'lni ; Sacuriry Manitoring Moinrnonce Help index
Manogemanr Dwvicn Yiew
Srabip Wi V2 SMVIP VI User Configuration
User
[TP— -:Inm-.i_l
Wsitr Configuration
Sl w § Accwes bode Bmad,Wirds
i Ryt atiosn Brotooo] ™ Beane = MOS0 SHA
Frecwyphicn Prodacal ™ Mans 7 DEE,
e e i
b. In the User Name field, select the admin.
c. For Authentication Protocol, select the MD5 radio button.
d. For Encryption Protocol, select the DES radio button.
e. In the Encryption Key field, enter 12345678.
f. Click Apply to save the settings.
sFlow

sFlow is the standard for monitoring high-speed switched and routed networks. sFlow
technology is built into network equipment and gives complete visibility into network activity,
enabling effective management and control of network resources.

The sFlow monitoring system consists of an sFlow agent (embedded in a switch or router or
in a standalone probe) and a central sFlow collector. The sFlow agent uses sampling
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technology to capture traffic statistics from the device it is monitoring. The sFlow datagrams
are used to immediately forward the sampled traffic statistics to an sFlow collector for

analysis.

The sFlow agent uses two forms of sampling: statistical packet-based sampling of switched
or routed packet flows, and time-based sampling of counters.

-

Interface
1/0/2

Interface 1/0/1 Interface 1/0/3

GSM73xxS

Uplink
interface
1/0/24

Sflow collector
IP address: 192.168.10.2 [ suws vows woww ds ~m

ik R T S

Switch/Router

Figure 30. sFlow

CLI: Configure Statistical Packet-Based Sampling of Packet
Flows with sFlow

1. Configure the sFlow receiver (sFlow collector) IP address. In this example, sFlow
samples will be sent to the destination address 192.168.10.2.

(Netgear Switch) (Config)# sflow receiver 1 ip 192.168.10.2

2. Configure the sFlow receiver timeout. Here sFlow samples will be sent to this receiver for
the duration of 31536000 seconds. That is approximately 1 year.

(Netgear Switch) (Config)# sflow receiver 1 owner NetMonitor timeout 31536000
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3. Here the default maximum datagram size is 1400. It can be modified to a value between 200
and 9116 using the command sflow receiver 1 maxdatagram <size>.

(GSM7328S) #show sflow receivers

Receiver Owner Time out Max Datagram Port [P Address

Index String Size
1 NetMonit 31535988 1400 6343 192.168.10.2
2 0 1400 6343 0.0.0.0
3 0 1400 6343 0.0.0.0
4 0 1400 6343 0.0.0.0
5 0 1400 6343 0.0.0.0
6 0 1400 6343 0.0.0.0
7 0 1400 6343 0.0.0.0
8 0 1400 6343 0.0.0.0

(GSM7328S) #

4. Configure the sampling port sFlow receiver index, sampling rate, and sampling maximum
header size. You need to repeat these for all the ports to be sampled.

(Netgear Switch) (Config)# interface 1/0/1

(Netgear Switch) (Interface 1/0/1)# sflow sampler 1

(Netgear Switch) (Interface 1/0/1)# sflow sampler rate 1024
(Netgear Switch) (Interface 1/0/1)# sflow sampler maxheadersize 64

5. View the sampling port configurations.

(GSM7328S) #show sflow samplers

Sampler Receiver Packet Max Header
Data Source Index Sampling Rate Size
1/0/1 1 1024 64

Web Interface: Configure Statistical Packet-based Sampling
with sFlow

1. Configure the sFlow receiver IP address.
a. Select Monitoring > sFlow > Advanced > sFlow Receiver Configuration.
b. Select the 1 check box.
c. In the Receiver Owner field, enter NetMonitor.
d. In the Receiver Timeout field, enter 31536000.
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e. Inthe Receiver Address field, enter 192.168.10.2. A screen similar to the following
displays.

System 5 Rouling QoS Security Moniboring Mainlenance Halp indax

ihasic sFlow Receiver Configuration

= BFlaw Agant sFlow Receiver Configuration

Receiver IHaociryem Datagram
Datagram Size Version
& sFlow Inerface 1 T i
Confrguraticn =
&y ] 1400 B.0i000 €343 5
2 ] 1200 c.0.c0 6343 5

f. Click Apply. A screen similar to the following displays.

Syitarm Switching Rauling Qs Security Manilarng Mainhnance Halp lndex

Basic sFlow Receiver Configuration
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Index Tirmadut [ Address Vorsion
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Confgurahen i
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Configure the sampling ports sFlow receiver index, sampling rate, and sampling maximum
header size.

a. Select Monitoring > sFlow > Advanced > sFlow Interface Configuration. A
screen similar to the following displays.

Manitaring Mainenance Hlp Index

n
-
[
E
&
9]
A

Basic sFlow Interface Configuration

« sflow Agant sFiow Interface Configuration

+ sFlow Recsver i =
Conbguration ahl Go Ta interface

Patlar Sampler

Reeriver Paller ; r Sampling
Interface
Index Interval Rate r Size

Select the Interface 1/0/1 check box.
In the Sampling Rate field, enter 1024.
In the Maximum Header Size field, enter 64.

™ o o T

Click Apply. A screen similar to the following displays.

Sy sham Swntching Rauling GoS Security Monitoring Maintenonce Halp Index

Basic sFlow Interface Configuration
« sFiaw Agare sFlow Interface Configuration
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Configuration

Poller Sampler
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Index Interval Index Rate Header Size
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Time-Based Sampling of Counters with sFlow

CLI: Configure Time-Based Sampling of Counters with sFlow

1. Configure the sampling port sFlow receiver index, and polling interval. You need to
repeat this for all the ports to be polled.

(Netgear Switch) (Config)# interface 1/0/1
(Netgear Switch) (Interface 1/0/1)# sflow poller 1
(Netgear Switch) (Interface 1/0/1)# sflow poller interval 300

2. View the polling port configurations.

(GSM7328S) #show sflow pollers

Poller Receiver Poller
Data Source Index Interval
1/0/1 1 300

Web Interface: Configure Time-Based Sampling of Counters
with sFlow

Configure the sampling ports sFlow receiver index, and polling interval:

3. Select Monitoring > sFlow > Advanced > sFlow Interface Configuration.
4. Select the Interface 1/0/1 check box.
5. In the Poller Interval field, enter 300.

A screen similar to the following displays.

Syainm Swilehing Rouling Qes Security Manitaring Maintanancn Help ledax

Basic sFlow Interface Configuration
= eflew Agest sFlow Interface Configuration
eflow Receiver
Al Go o Enterfacs oo,

Sampler

Receiver Sarmpling Maximum
Interface
Imdex Loy e Raie Header Sire

6. Click Apply.
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DNS

Domain Name System

This chapter includes the following sections:

 DNS Concepts
e Specify Two DNS Servers
e Manually Add a Host Name and an IP Address
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DNS Concepts

This section describes the Domain Name System (DNS) feature. The DNS protocol maps a
host name to an IP address, allowing you to replace the IP address with the host name for IP
commands such as a ping and a traceroute, and for features such as RADIUS, DHCP relay,
SNTP, SNMP, TFTP, SYSLOG, and UDP relay.

You can obtain the DNS server IP address from your ISP or public DNS server list. DNS is
used to resolve the host’s IP address. It enables a static host name entry to be used to
resolve the IP address. The following are examples of how the DNS feature is used.

Specify Two DNS Servers

The following example shows how to specify two DNS servers (that is, two IP addresses for
DNS servers) and to resolve an IP address using the DNS server. The example is shown as
CLI commands and as a Web interface procedure.

CLI: Specify Two DNS Servers

(Netgear Switch)#config

(Netgear Switch) (Config)#ip name-server 12.7.210.170 219.141.140.10
(Netgear Switch) (Config)#ip domain-lookup

(Netgear Switch) (Config)#exit

(Netgear Switch)#ping www.netgear.com

Send count=3, Receive count=3 from 206.82.202.46

Web Interface: Specify Two DNS Servers

1. Select System > Management > DNS > DNS Configuration.

A screen similar to the following displays.

Swilching Routing QoS Security Manitaring Maintenance Help Index

System DMS Configuration -
Information

Switch Statistics DNS Configuration

Systom DNS Status (yDisable (3) Enshle

i DNE Default Name (@ to 233

IP Configuration =, ters)

Slot Information
Time
- DNS Server Configuration @

% Host

Configuration 12.7.210,170

]
Bl x
1 EE

219.141.140.10 |
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Under DNS Server Configuration, in the DNS Server field, enter 12.7.210.170.
Click Add.

In the DNS Server field, enter 219.141.140.10.

Click Add.

Both DNS servers now show in the DNS Server Configuration table.

Manually Add a Host Name and an IP Address

a s~ Wb

The following example shows commands to add a static host name entry to the switch so that
you can use this entry to resolve the IP address. The example is shown as CLI commands
and as a Web interface procedure.

CLI: Manually Add a Host Name and an IP Address

(Netgear Switch)#config

(Netgear Switch) (Config)#ip host www.netgear.com 206.82.202.46
(Netgear Switch) (Config)#ip domain-lookup

(Netgear Switch) (Config)#ping www.netgear.com

Send count=3, Receive count=3 from 206.82.202.46

Web Interface: Manually Add a Host Name and an IP Address

1. Select System > Management > DNS > Host Configuration.

A screen similar to the following displays.

Switching Routing QoS Security Manitoring Maintenance

Device View Sorvices Stocking SHMP

System DNS Host Configuration

Information

Switch Statistics DS Host Configuration

System i Host Name (1-158 characters) IP Address

i O TN T
IP Configuration

Slot Information | [J www.netgear.com 206.82.202.46

Time

» DNS Dvnamll: Host Mapping

2. Under DNS Host Configuration, enter the following information:
* Inthe Host Name field, enter www.netgear.com.
* Inthe IP Address field, enter 206.82.202.46.

3. Click Add.

The host name and IP address now show in the DNS Host Configuration table.
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Dynamic Host Configuration Protocol
Server

This chapter includes the following sections:

¢ DHCP Server Concepts
e Configure a DHCP Server in Dynamic Mode
e Configure a DHCP Server that Assigns a Fixed IP Address

304



ProSAFE M4100 Managed Switches

DHCP Server Concepts

When a client sends a request to a DHCP server, the DHCP server assigns the IP address
from address pools that are specified on the switch. The network in the DHCP pool must

belong to the same subnet.

DHCP server allows the switch to dynamically assign an IP address to a DHCP client that is
attached to the switch. It also enables the IP address to be assigned based on the client’s

MAC address. The following are examples of how the DHCP Server feature is used.

Configure a DHCP Server in Dynamic Mode

The following example shows how to create a DHCP server with a dynamic pool. The
example is shown as CLI commands and as a Web interface procedure.

CLI: Configure a DHCP Server in Dynamic Mode

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

#vlan database

(Vlan)#vlan 200

(Vlan)#vlan routing 200

(Vlan)#exit

(Config)#interface 1/0/1

(Interface 1/0/1)#vlan participation include 200
(Interface 1/0/1)#vlan pvid 200

(Interface 1/0/1)#exit

(Config)#interface vlan 200

(Interface-vlan 200)#routing

(Interface-vlan 200)#ip address 192.168.100.1 255.255.255.0
#config

(Config)#service dhcp

(Config)#ip dhcp pool pool_dynamic
(Config)#network 192.168.100.0 255.255.255.0

Note: If there is no DHCP L3 relay between client PC and DHCP server,
there must be an active route whose subnet is the same as the DHCP
dynamic pool’s subnet.
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Web Interface: Configure a DHCP Server in Dynamic Mode

1. Create VLAN 200.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.

Hoaning Manikaring Mointananeas Halp Iadau

VILAN Contiguration

Resel

Pt A Haaat Lo Figusrntion [=

Internal YLAN Canfiguration
Intemal VLAN Alccaton Vess 4003
Intemal WLAN Allncstion Paley " Ascandimg = Descendng

WLAN Conflguration
| ¥LAM ID | YLAN Hame | ¥LAM Type make Static

=l Dalault Ceelault Disalde

b. Under VLAN Configuration, in the VLAN ID field, enter 200.
c. Click Add.

2. Add port 1/0/1 to VLAN 200.
a. Select Switching > VLAN >Advanced > VLAN Membership.

A screen similar to the following displays.

VIAN | STP | Mulficast |

Index

Security Maintenance Help

Routing Monitoring

Address Toble | Porls | LAG

Basic WLAN Membership
» ULAN YLAN Membership (2
Configuration VLAN ID Group Operation [ Untag all -

» VLAN Status

YLAN Name | UNTAGGED PORT MEMBERS
VLANT TAGGED PORT MEMBERS _
# Part PVID 2tk i
Configuration T |Unit1

S MAC Based VAN | Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

u
25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48

» IP Subnet Based
VLAN
# Port DWLAN
Configuration
LB -

49 50 51 52

b. In the VLAN ID field, select 200.
. Click Unit 1. The ports display.
d. Click the gray boxes under ports 1 and 24 until U displays.
The U specifies that the egress packet is untagged for the port.

e. Click Apply.
3. Assign PVID to the VLAN 200.
a. Select Switching > VLAN> Advanced > Port PVID Configuration.
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A screen similar to the following displays.

VIAM | STP |

Routing Maintenance

Security

Monitering Index

Help

Multicast i Address Toble | Ports i LAG

Port PVID Configuration

Basic
' PVYID Configuration @
# VLAN e
Configuration All Go To Interface .60
» VLAN Membership Acceptable Frame Ingress s
» VLAN Status Interface | PYID Fapas Filtering Port Priority
CIEZEL W B - B
N e = A 1 ndmlrt All D!sable o
s IP Subnet Based 1 vz i Adrmit All Disable 0
VLAN | o/ 1 Admit all Disable 0
» Port DVLAN 1o/ 1 Adrmit All Disable o
Configuration I~ 1o/ 1 admit all Disabls o

Under Port PVID Configuration, scroll down and select the 1/0/1 check box.
In the PVID (1 to 4093) field, enter 200.
Click Apply to save the settings.

4. Create a new DHCP pool.

a.

Select System > Services > DHCP Server > DHCP Server Configuration.
A screen similar to the following displays.

System Switching Routing QoS Security Manitoring Maintenance Help Index

Managemen! | Device View | Services Stacking | SNMP | LLDP ISDP

DHCP Server Configuration

DHCP Server Configuration

+ DHCP Pool Admin Mode (" Disable §¥] Enable

Configuration Ping Packet Count 2 (0, 2 to 10)
# DHCP Pool Optians Conflict Logging Mode (" Disable & Enable
# DHCP Server Bootp Automatic Mode (¥ Disable € Enable

Statistics

DHCP Bindi -
HOEE B'r‘ 1hG= Excluded Address 2
Information

» DHCP Conflicts - IP Range From IP Range To
Information n

For Admin Mode, select the Enable radio button.
Click Apply to enable the DHCP service.
Select System > Services > DHCP Server > DHCP Pool Configuration.
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A screen similar to the following displays.

( System Switching Routing QoS Security Monitering Maintenance Help Index

Manogement Device Yiew Servicos | Stacking | SNMP | LLDP ISDP

e DHCP Pool Configuration

& DHC? S”\_"’r DHCP Pool Configuration

Configuration

Pool Name Created
f Pool Narme 'nooi_dynamib | (1 to 31 Alphanumeric Charactars)

# DHCP Pool Options . Typa of Binding Dynamic _*j
» DHCP Server Network Address 192.168.100,0

Statistics Network Mask 255.255,255.0]

e
& ”j‘ i Network Prefix Length | (0-to 32)

Information i
» DHCP Conflicts SHEArName

Information Hardware Address 00:00:00:00:00: 00
DHCP Relay Hardware Address Type Ethernet - |
DHCP L2 Relay Client ID
UBERelay, Host Number | D000
DHCPv6 Server Hock sl 3 DO D

o Ml
DHCPw6 Relay el - -
_ Host Prefix Length (8 ta 32] |

e. Under DHCP Pool Configuration, enter the following information:
* Inthe Pool Name list, select Create.
* Inthe Pool Name field, enter pool_dynamic.
* Inthe Type of Binding list, select Dynamic.
¢ In the Network Number field, enter 192.168.100.0.

e Inthe Network Mask field, enter 255.255.255.0. As an alternate, you can enter
24 in the Network Prefix Length field. Do not fill in both the Network Mask field
and Network Prefix Length fields.

e Inthe Days field, enter 1.
f. Click Add.

The pool_dynamic name is now added to the Pool Name drop-down list.

Configure a DHCP Server that Assigns a Fixed IP Address

The following example shows how to set up a DHCP server with an IP address pool and let
the DHCP server assign a fixed IP address based on a MAC address. The example is shown
as CLI commands and as a Web interface procedure.
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CLI: Configure a DHCP Server that a Assigns Fixed IP Address

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)#config

Switch) (Config)#service dhcp

Switch) (Config)#ip dhcp pool pool_manual

Switch) (Config)#client-name dhcpclient

Switch) (Config)#hardware-address 00:01:02:03:04:05
Switch) (Config)#host 192.168.200.1 255.255.255.0
Switch) (Config)#client-identifier 01:00:01:02:03:04:05

Note:

The unique identifier is a concatenation of the media type and MAC
addresses. For example, the Microsoft client identifier for Ethernet
address ¢8:19:24:88:f1:77 is 01:¢8:19:24:88:f1:77, where 01
represents the Ethernet media type. For more information, see the
“Address Resolution Protocol Parameters” section of RFC 1700.

Web Interface: Configure a DHCP Server that Assigns a Fixed
IP Address

1. Select System > Services > DHCP Server > DHCP Server Configuration.

A screen similar to the following displays.

System Swilching Routing QoS Security Monitoring Maintenance

Manogeman Devico View | Sorvicos | Stocking | SNMP

DHCP Server Configuration

DHCP Server Configuration ()

DHCP Pool Confi ti ¥
= 2 M: Baas Admin Moda () Disable (& Enable
* DHCP Pool Options AT * :

(0,2t 1

» DHCP Server Statistics g Raskex b Z : to: 10
= DHCP Bindinas Conflict Logging Moda (O Disable (S} Enable

Information Bootp Automatic Mode () Disable () Enable
= DHCP Conflicts

Information =
DHCP Relay Excluded Addresses @

2. For Admin Mode, select the Enable radio button.
3. Click Apply to enable the DHCP service.
4. Select System > Services > DHCP Server > DHCP Pool Configuration.
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A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance
Managemant | Device Yiew | 5 s | Stacking | SNMP
DHCP Pool Configuration
* DHCP Server
Canfiguration DHCP Pool Configuration
» DHCP Paol Opfians Pool Name pool_manual ¥
» DHCP Server Statistics Padl Name
» DHCP Bindings Type of Binding Manial v
Information Hetwork Number
* DHCP Conflicts Network Mask
Information Network Prefix Length 032)
DHesBetay Client Name dhepclient
UDP Relay
Add 00:01:02:03:04:05
Hardware Address Type eihernet bt
Client ID
Host Number 192,168,200.1
Host Mask 255,255.255.0
Host Prefix Length 0-32)
Lease Time Speafied Duration »
Days 1 (0 to 53)
Hours 0 (010 1439)
Minutes o o0 to B5393)

Under DHCP Pool Configuration, enter the following information:
e Inthe Pool Name list, select Create.

e Inthe Pool Name field, enter pool_manual.

* Inthe Type of Binding list, select Manual.

e Inthe Client Name field, enter dhcpclient.

e Inthe Hardware Address field, enter 00:01:02:03:04:05.
e Inthe Hardware Type list, select ethernet.

e |In the Host Number field, enter 192.168.200.1.

e Inthe Network Mask field, enter 255.255.255.0. As an alternate, you can enter 24 in
the Network Prefix Length field.

e Inthe Days field, enter 1.
Click Add. The pool_manual name is now added to the Pool Name drop-down list.
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Double VLANS and private VLAN groups

This chapter includes the following sections:

Double VLANs
Private VLAN Groups on page 316

19
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Double VLANSs

This section describes how to enable the double DVLAN feature. Double VLANSs pass traffic
from one customer domain to another through the metro core. Custom VLAN IDs are
preserved and a provider service VLAN ID is added to the traffic so the traffic can pass the
metro core in a simple and cost-effective manner. You can use VLANS to specify customer
ports and a service provider port. In this example, the switches have the same configuration.

B
F
.‘) Internet
Port 1/0/48 Port 1/0/48
' "\
Layer 2 SWitch |- S isiaaasss =~ E= fdbiiidd | | gyer 2 switch
Port 1/0/24 Port 1/0/24

Customer
domain domain

Figure 31. Double VLANS

The following example shows how to configure the NETGEAR switch shown in the preceding
figure to add a double VLAN tag for traffic going from the subnet domain connected to port
1/0/24. This example assumes there is a Layer 2 switch connecting all these devices in your
domain. The Layer 2 switch tags the packet going to the NETGEAR switch port 1/0/24. The
example is shown as CLI commands and as a Web interface procedure.
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CLI: Enable a Double VLAN

Create a VLAN 200.

(Netgear Switch)#vlan database
(Netgear Switch) (Vlan)#vlan 200
(Netgear Switch) (Vlan)#exit

Add interface 1/0/24 to VLAN 200, add pvid 200 to port.

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#vlan pvid 200

(Netgear Switch) (Interface 1/0/24)#vlan participation include 200
(Netgear Switch) (Interface 1/0/24)#exit

Add interface 1/0/48 to the VLAN 200 in a tagging mode.

(Netgear Switch) (Config)#interface 1/0/48

(Netgear Switch) (Interface 1/0/48)#vlan participation include 200
(Netgear Switch) (Interface 1/0/48)#vlan tagging 200

(Netgear Switch) (Interface 1/0/48)#exit

Select interface 1/0/48 as the provider port.
(Netgear Switch) (Config)#

(Netgear Switch) (Config)#interface 1/0/48

(Netgear Switch) (Interface 1/0/48)#mode dvlan-tunnel
(Netgear Switch) (Interface 1/0/48)#exit

Web Interface: Enable a Double VLAN

1. Create static VLAN 200:

a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays.

-

Muniroring Mainlenance

Swilching i Securrry

| Multicast Address Tabla | Ports LAG

VLAN Configuration

Reset F

Advanced Reset Configuration FE

VLAN Configuration

-m
COC- L. I
Default Cefault
]:| 100 Static
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b. Under VLAN Configuration, enter the following information:
* Inthe VLAN ID field, enter 200.
* Inthe VLAN Name field, enter vilan200.
* Inthe VLAN Type field, select Static.
c. Click Add.
2. Add ports 24 and 48 to VLAN 200.

a. Select Switching > VLAN > Advanced > VLAN Membership. A screen similar to the

following displays.

Swocurity Manilering Maintenance Help

JLAN 5TP Multicast Address Toble Porks LAG

Basic VLAN Membership
» VLAN YLAN Membership
Configuration VLAN 1D m Group Oparation m]
UNTAGGED PCRT MEMBERS
2 impsbintes VLAN Type TAGGED PORT MEMDERS
> MAC Based VLAN -
* Port PVID AT LD
Chotidlrabon Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 27 23 24
» Port DULAN U
Configuration 25 26 27 26 29 30 31 32 33 34 35 36 37 30 39 40 41 42 43 44 45 46 47 4B
T
Protacol Based
R 49 50 51 52
VLAN Group.

Configuration
* Protocol Basad
VLAN Group
Membership
* GARP Switch
Configuration

= GARP Port
Configuration

b. Under VLAN Membership, in the VLAN ID field, select 200.
c. Click Unit 1. The ports display:

» Click the gray box under port 24 twice until U displays. The U specifies that the

egress packet is untagged for the port.

» Click the gray box under port 48 once until T displays. The T specifies that the

egress packet is tagged for the port.
d. Click Apply to save the settings.
3. Change the port VLAN ID (PVID) of port 24 to 200:

a. Select Switching > VLAN > Advanced > Port PVID Configuration. A screen similar

to the following displays.
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Switching

Security

System Rouling Monitaring Mainfanance Help Index §

WLAMN STP Multicast Address Toble Ports LAG

Basic Port VLAN Id Configuration
> VLAN PYID Configuration
Canfiguration Al &0 To Interfac GO
= VLAN Membarship =
» VLAN Status PYID {1 to | Acceptable Frame Ingress I:‘"’_"
» MAC Based VLAN 4093} Filtering | ::I;I;'“ 40
" | Ol
T 'iﬁﬂﬁDVL“" O 1/0/1 100 Admit all Disable a
it D e e ool
VLAN Group | 1/0/3 1 admit All Disable o
Configuration 0 1o 1 Admit All Disable [
* Protocol Based O 1/0/5 1 Ademit all Disshble o
;‘;:"bf:;:: 9 105 1 Admit &l Disable o
> GARP Suwiteh M 1/0/7 1 Admit all Disable 0
Configuration O 1/0/8 1 Adrnit All Disable [i3
s GARP Port ] 1/0/9 1 fdrmit all Disable o
Configuration 0 1m0 1 Admit &l Disable o
O 1/0/11 1 Admmit All Disable 0
O  onz 1 Adeit All Disable (i
] 1/0/13 1 Admit All Disable [
1 1/0/14 1 Adrait All Dizable 0
0 1/0/15 1 Admit All Disable a
11 e 1 Admit All Disable a

b. Scroll down and select the Interface 1/0/24 check box. Now 1/0/24 appears in the
Interface field at the top.

c. Inthe PVID (1 to 4093) field, enter 200.
d. Click Apply to save the settings.
4. Configure port 48 as the provider service port:

a. Select Switching > VLAN > Advanced > Port DVLAN Configuration. A screen
similar to the following displays.

Multicost

Routing Security Maonitoring Maintenonce Help

Address Toble | Porks | LAG

Basic Port DVLAN Configuration
» VLAN DVLAN Configuration
Configuration Al Go To Interface GO
» WVLAN Membership —
» VLAN Status - Interface | Admin Made EtherType Custom Value
» MAC Based WLAN ] 1/0/48 | BN 802.1Q Tag = [ ]
LA A I3 1/0/1 Disabla 202.1Q Tag
Configuration
r 1fo/z Disable 802.1Q Tag
= /03 Disable £02.1Q Tag
» Protocol Based
VLAN Group r /o4 Disable 802.1Q Tag
Configuration [ 1/ors Disable 802,10 Tag
» Protocol Based r
VLAN Group 1foe Disable 802,1Q Tag
Membership (= 1/o0/7 Disable 802.1Q Tag
» GARFP Switch ;
ConfiarsEon - 1/0/8 Disable 802.1G Tag
» GARP Port r 109 Dizable £02.1G Tag
LAY 1 1/0/10 Disable B02.1Q Tag
L A0z Dizable 802,10 Tag

b. Scroll down and select the Interface 1/0/48 check box. Now 1/0/48 appears in the
Interface field at the top.

c. Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.
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Private VLAN Groups

The private VLAN group allows you to create groups of users within a VLAN that cannot
communicate with members in different groups but only within the same group. There are two
modes for the private group. The mode can be either isolated or community. When in isolated
mode, the member port in the group cannot forward its egress traffic to any other members in
the same group. the default mode is community, in which each member port can forward
traffic to other members in the same group, but not to members in other groups. The following
examples shows how to create a private group.

The following example creates two groups. Group 1 is in community mode, and Group 2 is in
isolated mode.

0

Internet

Port 1/0/13

Group 1

Figure 32. Private VLAN groups in community mode and isolated mode
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CLI: Create a Private VLAN Group

1. Enter the following commands.

(Netgear Switch) #

(Netgear Switch) #vlan data
(Netgear Switch) (Vlan)#vlan 200
(Netgear Switch) (VlIan)#exit

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/6

(Netgear Switch) (Interface 1/0/6)#vlan participation include 200
(Netgear Switch) (Interface 1/0/6)#vlan pvid 200

(Netgear Switch) (Interface 1/0/6)#exit

(Netgear Switch) (Config)#interface 1/0/7

(Netgear Switch) (Interface 1/0/7)#vlan participation include 200
(Netgear Switch) (Interface 1/0/7)#vlan pvid 200

(Netgear Switch) (Interface 1/0/7)#exit

(Netgear Switch) (Config)#interface 1/0/16

(Netgear Switch) (Interface 1/0/16)#vlan participation include 200
(Netgear Switch) (Interface 1/0/16)#vlan participation pvid 200
(Netgear Switch) (Interface 1/0/16)#exit

(Netgear Switch) (Config)#interface 1/0/17

(Netgear Switch) (Interface 1/0/17)#vlan participation include 200
(Netgear Switch) (Interface 1/0/17)#vlan pvid 200

(Netgear Switch) (Interface 1/0/17)#exit

2. Create a VLAN 200 and include 1/0/6,1/0/7, 1/0/16, and 1/0/17.

(Netgear Switch) (Config)#
(Netgear Switch) (Config)#private-group name groupl 1 mode community

3. Create a private group in community mode.

(Netgear Switch) (Config)#private-group name group2 2 mode isolated

4. Create a private group in isolated mode.

(Netgear Switch) (Config)#interface range 1/0/6-1/0/7
(Netgear Switch) (conf-if-range-1/0/6-1/0/7)#switchport private-group 1
(Netgear Switch) (conf-if-range-1/0/6-1/0/7)#exit
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5. Add 1/0/16 and 1/0/7 to the private group 1.

(Netgear Switch) (Config)#interface range 1/0/16-1/0/17
(Netgear Switch) (conf-if-range-1/0/16-1/0/17)#switchport private-group 2

6. Add 1/0/16 and 1/0/7 to the private group 2.

| (Netgear Switch) (conf-if-range-1/0/16-1/0/17)#exit

Web Interface: Create a Private VLAN Group

1. Create VLAN 200.

a. Select Switching > VLAN > Basic > VLAN Configuration. A screen similar to the
following displays.

Syitam iw-r:h-llg Rauting QoS Sacuriry Maonitaring MaiRtana ncs Halp ladas

VILAMN Configuration

Resnt

Advanced Haast ConBguration r

VLAN Conflguration
| | ¥LAN Type

| iR Dafa Biafaide

b. Enter the following information:
e Inthe VLAN ID field, enter 200.
¢ Inthe VLAN Name field, enter VLANZ200.
* Inthe VLAN Type field, select Static.
c. Click Add.
2. Add ports 1/0/6, 1/0/7, 1/0/16, and 1/0/17 to VLAN 200.

a. Select Switching > VLAN > Advanced > VLAN Membership. A screen similar to the
following displays.

Syvam Switching Eouling el Sncurity Maoniaring Mnointenonce Help e

Basic VLAN Membership
® WLAN YiLAN Membership
Zurdigurabion

® WLAN Status
® MAC Based WLAN

v Post BVID =
Canfigorstion Port | £ 3 4 5 6 F 0 9 A0 41 02 17 04 05 16 07 00 19 20 F1 22 23 24
» Port DVLAN uu u

I Ih XF IS

CurdiEn atin
Hecd Lt
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Under VLAN Membership, in the VLAN ID list, select 200.
Click Unit 1. The ports display.

Click the gray boxes under ports 6, 7, 16 and 17 until U displays. The U specifies
that the egress packet is untagged for the port.

Click Apply.

3. Specify the PVID on ports 1/0/6, 1/0/7, 1/0/16, and 1/0/17.
a. Select Switching > VLAN > Advanced > Port PVID Configuration. A screen similar

C.
d.
e.

to the following displays.

Switching Enubing (Jns Security Monaring Mainmnonce

TP | Mulioost Addima Toble

Aasie Port VLAN Ld Configuration
» VLAN PYID Configuration
Configuration Al B T Dnlmrfase 00

& WLAN Mambershig
= WLAN Slafui
» MAC Baied VUAN

PYID {1 te | Acceplable Frame

fai
ERbETSEN | ame) Types

|
» Part DVLAK r 10/ 1 Adndt Al s albiln [
ﬂn..l.-_,..lm..:r. - IRE : Pl el -
Frotocol Based -
7 l-'rLI:P:W e I LA 1 adrnit &ll et abila ]
Ler'oud
Conlegurstion r 0 1 Adenit All Détatile [}
» Protocol Baged B L 1 Adrnit Al Deiabiln [
b i 1 Adeit | | Disable [}
atrdsmrtbig : SAAPLES
: =" 2 Adeit All table o

S AU s

Under PVID Configuration, scroll down and select the Interface 1/0/6,1/0/7,1/0/16,
and 1/0/17 check boxes.

In the PVID (1 to 4093) field, enter 200.
In the Acceptable Frame Type list, select Admit All.

Click Apply to save the settings.

4. Create a private group, groupl.

a.

Select Security > Traffic Control > Private Group VLAN > Private Group VLAN >
Private Group Configuration. A screen similar to the following displays.

Syvem Swirching Rauting [#1,1 Socurity Manifaring Montenanes Help Index

Manpgamant SeLurity

HAL Filter Private Group Conbguration
Port Security
Private Group Conflguration

| treup i | Group Mode

# Privats Group
Mambarship
Starm Cantrol
Protected Port

In the Group Name field, enter group1.
In the Group ID field, enter 1.
In the Group Mode list, select community.
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e. Click Add.
5. Add port 6 and 7 to groupl.

a. Select Security > Traffic Control > Private Group VLAN >Private Group
Membership. A screen similar to the following displays.

Syatam Switching Routing Qo5 Securily Manitaring Mainlenance Halp fndax

Minnogemant Sacerity

MAL Fibter Private Group Membership
Part Securily

Private Group Membership

i ¥ Crusap Harns

Eammunity

» Priwate Group

Conliguration

Part 1 2 31 4 5 & F D 9 10 11 12 13 14 15 16 07 180 19 20 Z1 22 23 24
ey
&t Contral il
A B 25 26 27 20

Protected Port

In the Group ID list, select 1.

Click Unit 1. The ports display.

Click the gray boxes under ports 6 and 7. A check mark displays in each box.
Click Apply.

6. Create a private group, group2.

a. Select Security > Traffic Control > Private Group VLAN > Private Group
Configuration. A screen similar to the following displays.

™ o o T

Syvem Switching Rauhng Clas Securiry Maoniiaring Mainisnonce Halp Indlex

Manugamenl Setuidly  Accesi | Port Aathanlication

MAEL Filter Private Group Configuration

Purt Security
Private Groop Configuration

s Privits Growh [T greupt L catrimahily
Membership

Starm Control

Proteibed Pard

In the Group Name field, enter group2.

In the Group ID field, enter 2.

In the Group Mode field, select isolated.
e. Click Add.

7. Add ports 16 and 17 to group2.

o o T

DVLANSs and Private VLANs
320



ProSAFE M4100 Managed Switches

a. Select Security > Traffic Control > Private Group VLAN > Private Group VLAN >
Private Group Membership. A screen similar to the following displays.

Syntam Switching Rouling Dol Security Mamnitering Mpoimrenance Help LT EF

Manogesan? Security Ascans Forl Aushanhcanos

HAL Filter Private Group Membership
Part Security

Private Group Membership
[— Laviuan Manie
AL e Caup Mails
Configaration o
Port 1 2 3 4 5 & 7 0 9 10 I0L 02 13 14 15 06 17 10 19 20 21 22 23 24
v v
Storm Control 35 T8 3T 18 .

Protected Part

In the Group ID list, select 2.

Click Unit 2. The ports display.
Click the gray boxes under ports 16 and 17, and a check mark displays in each box.

Click Apply.

™ o o T
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STP

Spanning Tree Protocol

This chapter includes the following sections:

e SPT Concepts

e Configure Classic STP (802.1d)
e Configure Rapid STP (802.1w)
e Configure Multiple STP (802.1s)
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SPT Concepts

The purpose of Spanning Tree is to eliminate loops in the switch system. There are three
STPs: Classic STP (802.1d), Rapid STP (RSTP, 802.1w), and Multiple STP (MSTP, 802.15s).

While STP can take 30 to 50 seconds to respond to a topology change, RSTP is typically
able to respond to changes within a few seconds. RSTP can revert back to 802.1d in order to
interoperate with legacy bridges on a per-port basis. This drops the benefits it introduces.

In Multiple Spanning Tree Protocol (MSTP), each Spanning Tree instance can contain
several VLANs. Each Spanning Tree instance is independent of other instances. This
approach provides multiple forwarding paths for data traffic, enabling load balancing, and
reducing the number of Spanning Tree instances required to support a large number of

VLANS.

Configure Classic STP (802.1d)

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Classic STP (802.1d)

(Netgear Switch) (Config)# spanning-tree
(Netgear Switch) (Config)# spanning-tree forceversion 802.1d
(Netgear switch) (Interface 1/0/3)# spanning-tree port mode

Web Interface: Configure Classic STP (802.1d)

1. Enable 802.1d on the switch.
a. Select Switching > STP > STP Configuration.

A screen similar to the following displays.

Ay anced

STP Conlpuratson

1w Condiguration

L Pegrr st B Lwenl
Ferward BP0 whita STP Daablsd [ Deewbie ] Emabis
Canligeestion Dapash Kay P T Rpt BRE R P TE § Ll ST

STP Stalus Y

L= #s

RLILEH

STP
323




ProSAFE M4100 Managed Switches

b. Enter the following information:
e For Spanning Tree Admin Mode, select the Enable radio button.
* For Force Protocol Version, select the IEEE 802.1d radio button.
c. Click Apply.
2. Configure the CST port.
a. Select Switching > STP > CST Port Configuration.

A screen similar to the following displays.

- Ctgrns 4

B
i
i

- g ¥

b. Under CST Port Configuration, scroll down and select the Interface 1/0/3 check box.
Now 1/0/3 appears in the Interface field at the top.

c. In the Port Mode field, select Enable.
d. Click Apply.

Configure Rapid STP (802.1w)

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Rapid STP (802.1w)

(Netgear switch) (Config)# spanning-tree
(Netgear switch) (Config)# spanning-tree forceversion 802.1w
(Netgear switch) (Interface 1/0/3)# spanning-tree port mode

Web Interface: Configure Rapid STP (802.1w)

1. Enable 802.1w on the switch:
a. Select Switching > STP > STP Configuration.

STP
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A screen similar to the following displays.
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b. Enter the following information:
e For Spanning Tree Admin Mode, select the Enable radio button.
* For Force Protocol Version, select the IEEE 802.1w radio button.
c. Click Apply.
2. Configure the CST port.
a. Select Switching > STP > CST Port Configuration.

A screen similar to the following displays.
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b. Under CST Port Configuration, scroll down and select the Interface 1/0/3 check box.
Now 1/0/3 appears in the Interface field at the top.

c. In the Port Mode field, select Enable.
d. Click Apply.

STP
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Configure Multiple STP (802.1s)

The example is shown as CLI commands and as a Web interface procedure.

CLI: Configure Multiple STP (802.15s)

(Netgear
(Netgear
(Netgear
Create a
(Netgear
(Netgear
(Netgear

(Netgear
Create a
(Netgear
(Netgear
(Netgear

switch) (Config)#
switch) (Config)#
switch) (Config)#
mst instance 1

switch) (Config)#
switch) (Config)#
switch) (Config)#

Associate the mst instance

switch) (Config)#
mst instance 2

switch) (Config)#
switch) (Config)#
switch) (Config)#

spanning-tree
spanning-tree
spanning-tree

forceversion 802.1s
mst instance 1

spanning-tree mst
spanning-tree mst
spanning-tree mst
1 with the VLAN 2

spanning-tree mst

spanning-tree mst
spanning-tree mst
spanning-tree mst

priority 1 4096
vlan 1 2

vlian 1 3

and 3

instance 2

priority 2 4096
vian 2 11
vlan 2 12

Associate the mst instance

2 with the VLAN 11 and

(Netgear switch) (Interface 1/0/3)# spanning-tree
(Netgear switch) (Interface 1/0/3)# spanning-tree

12
mst 1 port-priority 128
mst 1 cost O

Web Interface: Configure Multiple STP (802.1s)

1. Enable 802.1s on the switch.

a. Select Switching > STP > STP Configuration.

A screen similar to the following displays.
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b. Enter the following information:
e For Spanning Tree Admin Mode, select the Enable radio button.
* For Force Protocol Version, select the IEEE 802.1s radio button.
c. Click Apply.
2. Configure MST.
a. Select Switching > STP > MST Configuration.

A screen similar to the following displays.
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b. Configure MST ID 1.
e Inthe MST ID field, enter 1.
* Inthe Priority field, enter 4096.
¢ |Inthe VLAN Id field, enter 2.

e Click Add.
e Inthe VLAN Id field, enter 3.
* Click Apply.

c. Configure MST ID 2.
e |nthe MST ID field, enter 2.
e Inthe Priority field, enter 4096.
* Inthe VLAN Id field, enter 11.

e Click Add.
e Inthe VLAN Id field, enter 12.
* Click Apply.

3. Configure the MST port.
a. Select Switching > STP > MST Port Status.

STP
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A screen similar to the following displays.
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Under MST Port Configuration, scroll down and select the Interface 1/0/3 check box.
Now 1/0/3 appears in the Interface field at the top.

Enter the following information:
e Inthe Port Priority field, enter 128.
e Inthe Port Path Cost field, enter O.

Click Apply.

STP
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Dynamic Host Configuration Protocol
Relays

This chapter includes the following sections:

DHCP L2 Relay
DHCP L3 Relay
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DHCP L2 Relay

DHCP relay agents eliminate the need to have a DHCP server on each physical network.
Relay agents populate the giaddr field and also append the Relay Agent Information
option to the DHCP messages. DHCP servers use this option for IP addresses and other
parameter assignment policies. These DHCP relay agents are typically IP routing-aware
devices and are referred to as Layer 3 relay agents.

In some network configurations, there is a need for Layer 2 devices to append the relay
agent Information option as they are closer to the end hosts.

1/0/5 1/0/6
Host #1 DHCP Server #1

1/0/4 Layer 2 Switch #1

Host #2

Figure 33. DHCP L2 Relay

These Layer 2 devices typically operate only as bridges for the network and might not have
an IPv4 address on the network. Lacking a valid IPv4 source address, they cannot relay
packets directly to a DHCP server located on another network. These Layer 2 devices

append the Relay agent information option and broadcast the DHCP message. This section
provides information about where a Layer 2 relay agent fits in and how it is used.

CLI: Enable DHCP L2 Relay

1. Enter the following commands:

(Netgear Switch)#vlan database
(Netgear Switch)(VIan)#vlan 200
(Netgear Switch)(Vlan)#exit

DHCP L2 Relay and L3 Relay
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2. Enable the DHCP L2 relay on the switch.

(Netgear Switch) (Config)#dhcp 12relay
(Netgear Switch) (Config)#dhcp 12relay vlan 200

3. Enable the Option 82 Circuit ID field.

(Netgear Switch) (Config)#dhcp 12relay circuit-id vlan 200

4. Enable the Option 82 Remote ID field.

(Netgear Switch) (Config)#dhcp 12relay remote-id rem_id vlan 200

5. Enable DHCP L2 relay on port 1/0/4.

(Netgear Switch) (Config)#interface 1/0/4
(Netgear Switch) (Interface 1/0/4)# dhcp 12relay

(Netgear Switch) (Interface 1/0/4)# vlan pvid 200
(Netgear Switch) (Interface 1/0/4)# vlan participation include 200
(Netgear Switch) (Interface 1/0/4)# exit

6. Enable DHCP L2 relay on port 1/0/5.

(Netgear Switch) (Config)#interface 1/0/5

(Netgear Switch) (Interface 1/0/5)# dhcp 12relay

(Netgear Switch) (Interface 1/0/5)# vlan pvid 200

(Netgear Switch) (Interface 1/0/5)# vlan participation include 200
(Netgear Switch) (Interface 1/0/5)# exit

7. Enable DHCP L2 relay on port 1/0/6.

(Netgear Switch) (Config)#interface 1/0/6
(Netgear Switch) (Interface 1/0/6)# dhcp 12relay

8. Trust packets with option 82 received on port 1/0/6.

(Netgear Switch) (Interface 1/0/6)# dhcp 12relay trust

(Netgear Switch) (Interface 1/0/6)# vlan pvid 200

(Netgear Switch) (Interface 1/0/6)# vlan participation include 200
(Netgear Switch) (Interface 1/0/6)# exit

DHCP L2 Relay and L3 Relay
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Web Interface: Enable DHCP L2 Relay

1. Create VLAN 200.
a. Select Switching > VLAN > Basic > VLAN Configuration.

A screen similar to the following displays.

Switching Routing Security Moniloring Mainlenance Help Index

VLAN STP ! Multicast Address Table | Ports | LAG

VLAN Configuration

Reset

Advanced Reset Configuration r

Internal ¥YLAN Configuration
Internal VLAN Allocation Base 4093
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YLAN Configuration

- ¥YLAN ID ¥YLAN Name ¥LAN Type
= | EX
{ W Default Default

b. In the VLAN ID field, enter 200.
c. Inthe VLAN Type field, select Static.
d. Click Add.
2. Add ports to VLAN 200.
a. Select Switching > VLAN > Advanced > VLAN Membership.

A screen similar to the following displays.
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WLAN

L+ o Divian

b. In the VLAN ID field, select 200.
c. Click Unit 1. The ports display.
d. Click the gray boxes under ports 4, 5, and 6 until U displays.

The U specifies that the egress packet is untagged for the port.
e. Click Apply.

3. Specify the PVID on ports 1/0/4, 1/0/5 and 1/0/6.
a. Select Switching > VLAN > Advanced > Port PVID Configuration.

DHCP L2 Relay and L3 Relay
332



ProSAFE M4100 Managed Switches

A screen similar to the following displays.
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b. Scroll down and select the Interface 1/0/4, 1/0/5, and 1/0/6 check boxes.
c. Inthe PVID (1 to 4093) field, enter 200.
d. Click Apply to save the settings.
4. Enable DHCP L2 relay on VLAN 200.
a. Select System > Services > DHCP L2 Relay > DHCP L2 Relay Configuration.

A screen similar to the following displays.
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b. For Admin Mode, select the Enable radio button.
Scroll down and select the VLAN ID 200 check box.
d. Enter the following information:
* Inthe Admin Mode field, select Enable.
e Inthe Circuit ID Mode field, select Enable.
* Inthe Remote ID String field, enter rmt_id.
e. Click Apply to save the settings.
5. Enable DHCP L2 Relay on interfaces 1/0/4,1/0/5, and 1/0/6.

a. Select System > Services > DHCP L2 Relay > DHCP L2 Relay Interface
Configuration.
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A screen similar to the following displays.
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b. Scroll down and select the 1/0/4, 1/0/5, and 1/0/6 check boxes.
c. Inthe Admin Mode field, select Enable.
d. Click Apply to save the settings.

6. Enable DHCP L2 relay trust on interface 1/0/6.

a. Select System > Services > DHCP L2 Relay > DHCP L2 Relay Interface
Configuration.

A screen similar to the following displays.
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b. Under DHCP L2 Relay Configuration, scroll down and select the Interface 1/0/6
check box.

c. Inthe 82 Option Trust Mode field, select Enable.
d. Click Apply to save the settings.
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DHCP L3 Relay

This case has two steps, DHCP server configuration and DHCP L3 relay configuration. This
example shows how to configure a DHCP L3 relay on a NETGEAR switch and how to
configure DHCP pool to assign IP addresses to DHCP clients using DHCP L3 relay.

DHCP server DHCP L3 relay

T \ i (==

TN — (i —

I [ — (- [

N :l,' 1/0/3 1/0/4 | i (2= | 1/0/16
- [ ] -

= BB =

1/0/15
PC

Figure 34. DHCP L3 relay
Configure the DHCP Server Switch

CLI: Configure a DHCP Server
1. Enable routing on the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#

DHCP L2 Relay and L3 Relay
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2. Create a routing interface and enable RIP on it so that the DHCP server learns the route
10.200.1.0/24 from the DHCP L3 relay.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch) (Config)#interface 1/0/3
Switch) (Interface 1/0/3)#routing

Switch) (Interface 1/0/3)#ip address 10.100.1.1 255.255.255.0

Switch) (Interface 1/0/3)#ip rip
Switch) (Interface 1/0/3)#exit

3. Create a DHCP pool.

(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear
(Netgear

Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)
Switch)

(Config-dhcp-pool)#exit

(Config-dhcp-pool)#exit
(Config)#service dhcp
(Config)#exit

(Config)#ip dhcp pool dhcp_server
(Config-dhcp-pool)#network 10.200.1.0 255.255.255.0

(Config)#ip dhcp pool dhcp_server_second
(Config-dhcp-pool)#network 10.200.2.0 255.255.255.0

4. Exclude the IP address 10.200.1.1 and 10.200.2.1 from the DHCP pool because it has been
used on the DHCP L3 relay.

(Netgear Switch) (Config)#ip dhcp excluded-address 10.200.1.1
(Netgear Switch) (Config)#ip dhcp excluded-address 10.200.2.1

Web Interface: Configure a DHCP Server

1. Enable routing mode on the switch.
a. Select Routing > IP > Basic > IP Configuration.

A screen similar to the following displays.

System

Routing Table | 1P

Switching Routing QoS Security

IPvé | VIAN | ARP | RIP | OSPF | OSPR3

Maonitaring

Router Discovery |

VRRP

Maintenance Help Index

Multicast |  IPvé Multicast

IP Configuration

IP Configuration

» Statistics
© Advanced

Default Time to Live
Routing Mode

IEMP Echo Replies

ICMP Redirects

ICMP Rate Limit Interval
ICMP Rate Limit Burst Size

Maximum Next Hops

64

i Enable " Disable
& Enable ™ Disable
& Enable " Disable
1000

100

4

(0 te 2247483647 me)

b. For Routing Mode, select the Enable radio button.

c. Click Apply.

DHCP L2 Relay and L3 Relay
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2. Create a routing interface and assign 10.100.1.1/24 to it.
a. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.

System Switching Routing QoS Securily Monitoring Maintenance Help Index |

Routing Tabla | IP | IPv& VLAM | ARP | RIP | OSPF O5PF3 | Router Discovery | VRRP | Mullicast | [Pvd Mullicast

Basic IP Interface Configuration
p 1P Interface Configuration
» 1P Configuration
» Statistics all Go To Interface
I
- : o 5 0sPF EAnERR
Bort biicotEn WLAN | IP Subnet Routing Administrative periiai Net
> Secondary IF ’ 4] Address Mask Mode Mode ML Directed
i Broadcasts
| | 202 [ | [ || T | [ETE | Disable
T 1k 0.0.00 0,000 Disable Enable Disable = Disable
1z 0.0.0.0 0.0.0.0 Disabls Enable Dissble Disable |
e 0,0.0.0 0,0,0.0 Disable Enable

Scroll down and select the 1/0/3 check box.

In the IP Address field, enter 10.100.1.1.

In the Subnet Mask field, enter 255.255.255.0.
In the Routing Mode field, select Enable.

® o o o

f. Click Apply to save the settings.
3. Enable RIP on interface 1/0/3.
a. Select Routing > RIP >Advanced > Interface Configuration.

A screen similar to the following displays.

System Switching Routing QoS Securily Maonitoring Maintenance Help Index

Routing Table | IP IPvé6 | VIAN | ARP | RIP | OSPF | OSPFvd | Router Discovery YRRP | Multicast | IPvé Multicast

T Interface Configuration

] Interface Configuration
# RIP Configuration

Interface 1/0/3 |
Send Version RIP-2 _:J
» Route Receive Version RIP-2 +|
Redistribution RIP Admin Mode " Disable %] Enable
) | authentication Type Mone |

b. In the Interface field, select 1/0/3.
c. For RIP Admin Mode, select the Enable radio button.
d. Click Apply to save the settings.
4. Set up the DHCP global configuration.
a. Select System > Services > DHCP Server > DHCP Server Configuration.
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A screen similar to the following displays.

-
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DHCP Relay

For Admin Mode, select the Enable radio button.
In the IP Range From field, enter 10.200.1.1.
In the IP Range To field, enter 10.200.1.1.
e. Click Add.
5. Exclude 10.200.2.1 from the DHCP pool.
a. Select System > Services > DHCP Server > DHCP Server Configuration.

o o T

A screen similar to the following displays:

Sytlam Switching Bowuting Gad £ srurity Mhasisaring bainisnonce Halp 1 .
Shpching TRARP LLOP (L3:1]
DHCF Server Configuration
DHCP Server Canflguration
s BHEP Pasl Cardugorghan Heilesins il = Dusabds I Enabde
# GHCP Poal Opticen P il L atiarsi z
v BHCP Sarver Sahibcs Canilact Ligging Hods ™ Dapsbds @ Dnable
v OHCP Bandings oot Autemetic Hed & Cupabls ™ Enabls
e e E s
& GECR Conilicty
TR Excluded Addross
DHMCE: Relny 1 IF Range Fram niflax
OHLP LT Relay 103003 4 | EEETER
Uor Relay r - i
LB 3.1 1
BHE Pk Server L2 1.0
OHLPwh Relay

b. Inthe IP Range From field, enter 10.200.2.1.
c. Inthe IP Range To field, enter 10.200.2.1.
d. Click Add.
6. Create a DHCP pool named dhcp_server.
a. Select System > Services > DHCP Server > DHCP Pool Configuration.
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A screen similar to the following displays.

System Switching QoS Security Monitoring Maintenance Help Index
Manogement | Davice View | S s | Stacking | SNMP | LLDP | ISDP
' : DHCP Pool Configuration
B e DHCP Pool Configuration
Configuration
E Pool Name Create d
Pool Name dhop_server {1 to 31 Alphanumeric Characters]
# DHCP Pool Options Type of Binding | Dynarnic ;I
» DHCP Server Network Address 1020011
Shalistics Network Mask [ 255.255.255 4]
» DHCP Bindings
Network Prefix Length {0 te 32)
Infarration
» DHCP Conflicts Gisnt Hsme R
Information Hardware Address 00:00;00;00;00:00
DHCP Relay Hardware Address Type Ethernet - |
DHCP L2 Relay tlient 1D
LDERela g Host Number [0.00,0
DHCPvE S -
Y ik Host Masl 0.0.0.0
» DHCPv6 Relay
Mok D fivlandath PR

b. Under DHCP Pool Configuration, enter the following information:
e Inthe Pool Name list, select Create.
e Inthe Pool Name field, enter dhcp_server.
e Inthe Type of Binding list, select Dynamic.
e In the Network Number field, enter 10.200.1.0.

* Inthe Network Mask field, enter 255.255.255.0. As an alternate, you can enter
24 in the Network Prefix Length field.

Note: Do not fill in the Network Mask field and Network Prefix Length field at
the same time.

c. Click Add. The pool_dynamic name is now added to the Pool Name drop-down list.
7. Create a DHCP pool named dhcp_server_second.
a. Select System > Services > DHCP Server > DHCP Pool Configuration.

A screen similar to the following displays.
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b. Under DHCP Pool Configuration, enter the following information:
e In the Pool Name list, select Create.
e Inthe Pool Name field, enter dhcp_server_second.
* Inthe Type of Binding list, select Dynamic.
¢ |n the Network Number field, enter 10.200.2.0.

e In the Network Mask field, enter 255.255.255.0. As an alternate, you can enter 24
in the Network Prefix Length field.

c. Click Add. The dhcp_server_second name is now added to the Pool Name
drop-down list.

Configure a DHCP L3 Switch

CLI: Configure a DHCP L3 Relay
1. Enable routing on the switch.

(Netgear Switch) #config
(Netgear Switch) (Config)#ip routing
(Netgear Switch) (Config)#

2. Create a routing interface and enable RIP on it.

(Netgear Switch) (Config)#

(Netgear Switch) (Config)#interface 1/0/4

(Netgear Switch) (Interface 1/0/4)#routing

(Netgear Switch) (Interface 1/0/4)#ip address 10.100.1.2 255.255.255.0
(Netgear Switch) (Interface 1/0/4)#ip rip

(Netgear Switch) (Interface 1/0/4)#exit

3. Create a routing interface connecting to the client.

(Netgear Switch) (Config)#

(Netgear Switch) (Config)#interface 1/0/16

(Netgear Switch) (Interface 1/0/16)#routing

(Netgear Switch) (Interface 1/0/16)#ip address 10.200.2.1 255.255.255.0
(Netgear Switch) (Interface 1/0/16)#exit

4. Configure the DHCP Server IP address and enable the DHCP L3 relay.

(Netgear Switch) (Config)#ip helper-address 10.100.1.1 dhcp
(Netgear Switch) (Config)#ip helper enable
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5. Redistribute 10.200.1.0/24 and 10.200.2.0/24 to the RIP such that RIP advertises this route
to the DHCP server.

(Netgear Switch) (Config)#

(Netgear Switch) (Config)#router rip

(Netgear Switch) (Config-router)#redistribute connected
(Netgear Switch) (Config-router)#exit

Web Interface: Configure a DHCP L3 Relay
1. Enable routing mode on the switch.
a. Select Routing > IP > Basic > IP Configuration.

A screen similar to the following displays.

System Switching Routing QoS Security Monitoring Maintenance Help Index
Routing Table IP | IPvéd | VLAN ARP RIP | OSPF | OSPR3 Rouler Discovery VRRP Multicast | IPvé Multicast
IP Configuration
s IP Configuration 7
# Statistics
Advanced Default Time to Live 64
B Routing Mode ¥ Enable (~ Disable
1CMP Echo Replies % Enable (" Disable
ICMP Redirects ¥ Enable ~ Disable
ICMP Rate Limit Interval 1000 (0 to 2147483847 ms)
ICHMP Rate Limit Burst Size 100 (1 to 200)
Maximum Next Hops <4

b. For Routing Mode, select the Enable radio button.
c. Click Apply.
2. Create a routing interface and assign 10.100.1.2/24 to it.
a. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.

Sysiem Switching Routing QoS Security Monitoring Maintenance Help Index

Routing Toble | IP | IPvé VIAM | ARP RIP | OSPF | OSPR3 Router Discovery VRRP | Multicost IPvés Mulficast

Basic IP Interface Configuration

- 1P Interface Configuration
= IP Configuration

» Statistics all Go To Interface
| aspE F_erward
S| B YLAN | IP Subnet Routing Administrative | o L | Net
s Secondary IP ors REEIR 1o Address Mask Made Mode % ';“" Directed
- Lt Broadcasty
(o | — | | . -
I~ 100 0.0.0.0 0.0.0.0 Disable Enable Disable Disable
a2 0.0.0.0 0.0.00 Disable Enable Disable Disable l
1/ 0.0.0.0 0.0.0.0 Disable Enable Disable  Disable
R o000 0000 Disable  Enable Disable  Disable |
[ 1s045 0,0.0.0 0.0.0.0 Disable Enabla Disable  Disable

b. Scroll down and select the Port 1/0/4 check box.
c. Inthe IP Address field, enter 10.100.1.2.
d. In the Subnet Mask field, enter 255.255.255.0.
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e. In the Routing Mode field, select Enable.
f. Click Apply to save the settings.
3. Enable RIP on interface 1/0/4.
a. Select Routing > RIP > Advanced > Interface Configuration.

A screen similar to the following displays.

System Swilching Routing QoS Security Monitaring Maintenance Help Index

Routing Table | IP IPvé VLAN ARP RIP i OSPF OSPFv3 Router Discovery | VRRP | Multicost IPvés Multicast

Basic Interface Configuration
; : : Interface Configuration

» RIP Configuration

r Interface 1/0/4 J

- Send Yersion RIP-2 ;l
» Route Receive Version RIP-2 =]
Redistribution RIP Admin Mode " Disable ¥ Enable
Authentication Type MNone ;!

b. In the Interface list, select 1/0/4.
c. For RIP Admin Mode, select the Enable radio button.
d. Click Apply to save the settings.
4. Create a routing interface and assign 10.200.1.1/24 to it.
a. Select Routing > IP > Advanced > IP Interface Configuration.

A screen similar to the following displays.

1P Interiace Configuration

1P Intwrfeos Configuretion

;

T s . (T1E (FPT] [T Aapmie S ——
T -

f

Under IP Interface Configuration, scroll down and select the Port 1/0/15 check box.
In the IP Address Configuration Method field, enter Manual.
In the IP Address field, enter 10.200.1.1.
In the Subnet Mask field, enter 255.255.255.0.
In the Routing Mode field, select Enable.
g. Click Apply to save the settings.
5. Create a routing interface and assign 10.200.2.1/24 to it.
a. Select Routing > IP > Advanced > IP Interface Configuration.

-~ o o o T
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A screen similar to the following displays.

[P Ineerfsce Confuration

1 laertane { aaligeration

+ dnamares T wiass Al

Under IP Interface Configuration, scroll down and select the Port 1/0/16 check box.
In the IP Address Configuration Method field, enter Manual.
In the IP Address field, enter 10.200.2.1.
In the Subnet Mask field, enter 255.255.255.0.
In the Routing Mode field, select Enable.
g. Click Apply to save the settings.
6. Redistribute the connected routes to RIP.
a. Select Routing > RIP > Advanced > Route Redistribution.

-~ o o o T

A screen similar to the following displays.

System Swilching Routing QoS Security Maoniloring Maintenance Help Index

Routing Table | IP | IPvé VLIAN | ARP A4 OS5l O5PFv3 Router Discovery | VRRP Multicast IPvih Multicas

Route Redistribution

Basic

: Configuration
» RIP Configuration

> Interface Edircs Connectad =]
Configuration Redistribute Mode Enable =]
Metric ] 0to15, O
Distribute List o

b. In the Source field, select Connected.
c. Inthe Redistribute Mode field, select Enable.
d. Click Apply to save the settings.
7. Enable DHCP L3 relay.
a. Select System > Services > DHCP Relay.
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A screen similar to the following displays.

System Switching Routing Qo5 Security Monitoring Maintenance Help Index
Manogement | Device Yiew | Services | Stocking | SNMP | LLDP | ISDP
DHCP Server DHCP Rel ay
; DHCP Relay
DHCP LZ Relay
UDP Relay Maxinmum Hop Count 4 [1to16)
DHCPv6 Server Admin Mode ™ Disable % Enable
. DHCPv6 Relay Minimum Wait Time (secs) o (0 to 100]
Circuit ID Option Mode * Disable {© Enable
DHCP Status (3
Requests Received 364
Requests Relayed 8
Packets Discarded 0

b. For Admin Mode, select the Enable radio button.
c. Click Apply to save the settings.

8. Configure the DHCP server IP address.
a. Select System > Services > UDP Relay.

A screen similar to the following displays.

[ System Switching Routing QoS5 Security Monitoring Maintenance Help Index

Monogement | Device Yiew | Services Stacking | SNMP | LLDP ISDP
DHCP Server UDP Relay
DHERRE 2y UDP Relay Configuration @

DHCP LZ Relay .
Admin Mode € Disable & Enable

UDP Relay Global Configuration I

» UDP Relay CaPE
Server UDP Port UDP Port I'!it
Interface Address Other Value Count
Configuration ey
DHCPv6 Server

DHCPv6 Relay

10.100.1.1

b. In the Server Address field, enter 10.100.1.1.
c. Inthe UDP Port field, enter dhcp.
d. Click Add to save the settings.
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MLD Snooping

Multicast Listener Discovery

This chapter includes the following sections:

e Multicast Listener Discovery Concepts

e MLD Snooping Concepts

e CLI: Configure MLD Snooping

* Web Interface: Configure MLD Snooping
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Multicast Listener Discovery Concepts

Multicast Listener Discovery (MLD) protocol enables IPv6 routers to discover multicast
listeners, the nodes that are configured to receive multicast data packets, on its directly
attached interfaces. The protocol specifically discovers which multicast addresses are of
interest to its neighboring nodes and provides this information to the active multicast routing
protocol that makes decisions on the flow of multicast data packets.

Periodically, the multicast router sends general queries requesting multicast address listener
information from systems on an attached networks. These queries are used to build and
refresh the multicast address listener state on the attached networks. In response to the
queries, multicast listeners reply with membership reports. These membership reports
specify their multicast addresses listener state and their desired set of sources with
current-state multicast address records.

The multicast router also processes unsolicited filter- mode-change records and
source-list-change records from systems that want to indicate interest in receiving or not
receiving traffic from particular sources.

MLD Snooping Concepts

In IPv4, Layer 2 switches can use IGMP snooping to limit the flooding of multicast traffic by
dynamically configuring Layer 2 interfaces so that multicast traffic is forwarded to only those
interfaces associated with IP multicast address. In IPv6, MLD snooping performs a similar
function. With MLD snooping, IPv6 multicast data is selectively forwarded to a list of ports
that want to receive the data, instead of being flooded to all ports in a VLAN. This list is
constructed by snooping IPv6 multicast control packets.

MLD is a protocol used by IPv6 multicast routers to discover the presence of multicast
listeners (nodes configured to receive IPv6 multicast packets) on its directly attached links
and to discover which multicast packets are of interest to neighboring nodes. MLD is derived
from IGMP; MLD version 1 (MLDv1) is equivalent to IGMPv2, and MLD version 2 (MLDv2) is
equivalent to IGMPv3. MLD is a subprotocol of Internet Control Message Protocol version 6
(ICMPv6), and MLD messages are a subset of ICMPv6 messages, identified in IPv6 packets
by a preceding Next Header value of 58.

The switch can snoop on both MLDv1 and MLDv2 protocol packets and bridge IPv6 multicast
data based on destination IPv6 multicast MAC addresses. The switch can be configured to
perform MLD snooping and IGMP snooping simultaneously.
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CLI: Configure MLD Snooping

1. Enter the following commands.

(Netgear Switch) #vlan da

(Netgear Switch) (Vlan)#vlan 300

(Netgear Switch) (Vlan)#exit

(Netgear Switch) #config

(Netgear Switch) (Config)#interface 1/0/1

(Netgear Switch) (Interface 1/0/1)#vlan participation include 300

(Netgear Switch) (Interface 1/0/1)#vlan pvid 300

(Netgear Switch) (Interface 1/0/1)#exit

(Netgear Switch) (Config)#interface 1/0/24

(Netgear Switch) (Interface 1/0/24)#vlan participation include 300
(Netgear Switch) (Interface 1/0/24)#vlan pvid 300

(Netgear Switch) (Interface 1/0/24)#exit
(Netgear Switch) (Config)#exit

(Netgear Switch) (Config)#set mld
(Netgear Switch) (Config)#exit

(Netgear Switch) #vlan database

(Netgear Switch) (Vlan)#set mld 300
(Netgear Switch) (Vlan)#exit

2. Enable MLD snooping on VLAN 300.

(Netgear Switch) #show mldsnooping

Admin Mode. ..o
Multicast Control Frame Count................
Interfaces Enabled for MLD Snooping..........
VLANs enabled for MLD snooping.........-.-..-..

(Netgear Switch) #

1. Create VLAN 300.

Web Interface: Configure MLD Snooping

a. Select Switching > VLAN > Basic > VLAN Configuration.
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A screen similar to the following displays.

{1 STP | Multicast |

Maintenance Help

Manitoring

Routing Security

Address Table | Porls | LAG

VLAN Configuration

Reset

Advanced Reset Configuration [

Internal YLAN Configuration
Internal ¥LAN allocation Base 4093

Internal VLAN Allocation Policy " Ascending & Descending

VLAN Configuration

- ¥LAN ID | YLAN Name YLAN Type
O I TN
et Default Default

In the VLAN ID field, enter 300.
Click Add.

2. Assign all of the ports to VLAN 300.

a.

e.

Select Switching > VLAN > Advanced > VLAN Membership.

A screen similar to the following displays.

Switching Routing

STP | Multicast | Address Toble | Porls | LAG

Index

Help

Security Manitoring Maintenance

Basic VLAN Membership
» VLAN VLAN Membership
Configuration VLAN ID m Group Operation Untag all
VLAN Name | UNTAGGED PORT MEMBERS
Z s VLAN T TAGGED PORT MEMBERS
» Port PVID oA 2
Corfiguration ~  Unit1l
» MAC Based VLAN Port 1 2 3 4 5 6 7 8 9 10 11 12 13 14_ 15 16 17 18 19 20 21 22 23 24
» 1P Subnet Based u u
YLAN 25 26 27 28
Bot Dudlanl = Ll Lle=a Thas

In the VLAN ID list, select 300.
Click Unit 1. The ports display.
Click the gray boxes under ports 1 and 24 until U displays.

The U specifies that the egress packet is untagged for the port.

Click Apply.

3. Assign PVID to ports 1/0/1 and 1/0/24.
a. Select Switching > VLAN > Advanced > Port PVID Configuration.

MLD Snooping
348



ProSAFE M4100 Managed Switches

A screen similar to the following displays.

VLAN i STP Multicast :

Maintenance Help Index

Security Manitoring

Routing

Address Table | Ports ! LAG

Basic Port PVID Configuration
* VLAN PYID Configuration
Configuratian Al Go To Interface Go_ |

= WLAN Membership

Acceptable Frame Ingress

* WLAN Status Interface | PYID el Port Priority
| Types Filtering
(®| ETH S [ (.
*MAC Based VLAN | IS RIS ONS 1 Admit All Disable 0
# IP Subnet Based 7 :
VLAN I~ 1/ 1 Admit All Disable 0
» Port DVLAN I~ | 1/0/3 1 Adrnit all Disable o

b. Scroll down and select the interface 1/0/1 and 1/0/24 check boxes.
c. Inthe PVID (1 to 4093) field, enter 300.
d. Click Apply to save the settings.
4. Enable MLD snooping on the switch.
a. Select Routing > Multicast > MLD Snooping > Configuration.

A screen similar to the following displays.

Routing Security Menitering Maintenance Help

VIAN STP Multicast | Address Table ! Ports | LAG

MFDB
IGMP Snooping

» Interface
Configuration

* MLD VLAN
Configuration

* Multicast Router
Configuration

MLD Snooping Configuration

MLD Snooping Configuration
MLD Snoeping Admin Mode (" Disable §%! Enable
Multicast Control Frame Count o
Interfaces Enabled for MLD Snooping

Data Frames Forwarded by the CPU o

VLAN IDs Enabled for MLD Snooping

» Multicast Router

b. For MLD Snooping Admin Mode, select the Enable radio button.
c. Click Apply.
5. Enable MLD snooping on the VLAN 300.
a. Select Routing > Multicast > MLD Snooping > MLD VLAN Configuration.

A screen similar to the following displays.

VIAN | STP

MFDB
IGMP Snooping

» Configuration
» Interface
Configuration

Multicast |

Security

Routing Manitoring

Address Table § Ports | LAG

MLD ¥LAN Configuration

MLD VLAN Configuration

Group
Membership
Interval

Admin Maximum
¥LAN ID

Mode

Maintenance

Help Index

Multicast Router

Response Time | Expiry Time

300 Enable = -
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b. Enter the following information:
* Inthe VLAN ID field, enter 300.

* |nthe Admin Mode field, select Enable.
6. Click Add.
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802.1d (STP) 323
802.1s (MSTP) 326
802.1w (RSTP) 324
802.1x port security 222

A

ACLs (access control lists), configuring 77

active image 274
aggregation, links 51
alerting, emails 289
ARP (Address Resolution Protocol)
configuring 74
dynamic inspection 240
auto VolP 167

backup image 274
banner, pre-login 272
bindings, static 252
buffered logging 285

C

class of service (CoS) queuing 133
class, QoS 143

classic STP (802.1d) 323

color conform policy, CoS 177
community port 42

community VLAN 41

compatible mode, MVR 199
configuration scripting 269

CoS (class of service) queuing 133

D

default routes, adding 62
default VLAN 21

DHCP messages, maximum rate 253, 254

DHCP relays, L2 and L3 329

DHCP servers, configuring 304
DHCP snooping 248
Differentiated Services Code Point (DSCP) 143
DiffServ, configuring 142
DNS (domain name system), configuring 301
double VLANs (DVLANs) 311
DSCP (Differentiated Services Code Point) 143
dual image 274
DVLANSs (double VLANs) 311
dynamic ARP inspection 240
dynamic locking, port security 212
dynamic mode
DHCP servers 305
MVR 205

E

edge device, DiffServ 143
email alerting 289
external multicast router 190

F

fixed IP address, assigning 308

G

gaming 192
groups, private VLANs 316
guest VLAN 228

IGMP (Internet Group Management Protocol) snooping

and querying 187
IGMP snooping 192
images 274
interior node, DiffServ 143
interpreting log files 282
IP ACLs 79
IP precedence 136
IP routing, configuring 57
IP source guard 254
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IPTV 192
IPv6
ACLs 125
DiffServ 170
isolated port 42
isolated VLAN 41

L

L2 and L3 relays, DHCP 329
LAGs (link aggregation groups) 51
logging 282

M

MAC ACLs 78, 112
MAC-based VLANs 22
mapping
CoS queues 133
static, ARP ACLs 246
mirroring
ACLs 115
ports 273
MLD (multicast listener discovery), configuring 345
MSTP (802.1s) 326
multicast router, external 190
MVR (multicast VLAN registration), configuring 197

N

NVT (network virtual terminal) 277

(0

outbound, telnet 277

P

policy, QoS 143

port mirroring 273

port routing, configuring 57
port security (802.1x) 222
precedence, IP 136
primary VLAN 41

priority, strict, CoS 137
private edge VLANs 14
private VLAN groups 316
promiscuous port 42
protected ports 216
protocol-based VLANs 25
proxy ARP 74

Q

querier, IGMP 192
queues, CoS 133

R

RADIUS, assigning VLANs 234
rapid STP (802.1w) 324
redirection, ACLs 120

relays, DHCP 329
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routing VLANs 66
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scheduler, CoS 137
scripting, configuration 269
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service, QoS 143
sFlow 296
SNMP (Simple Network Management Protocol) 292
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DHCP 248
IGMP 187
MLD 346
SNTP (Simple Network Time Protocol), configuring 261
source guard 254
spanning tree protocol 323
static bindings 252
static host name 302
static IP address, assigning 308
static locking, port security 212
static MAC address, port security 215
static mapping 246
static routes, adding 64
strict priority, CoS 137
syslog 282

T

TCP flags 84

technical support 2
telnet, outbound 277
time zones 265
traceroute 268, 269
trademarks 2

traffic shaping, CoS 140
traplogs 286
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traps, SNMP 294
trust mode, CoS 139
trusted ports, CoS 133

U

untrusted ports, CoS 134

\'

video streaming 192
VLAN routing 66
VLANs 14

configuring 13

double 311

guest 228

multicast router 191

private groups 316
VolP

auto 167

DiffServ 159

W
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