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Overview

The SPC584Cx and SPC58ECx is a family of Power Architecture based microcontrollers
that targets automotive vehicle body and gateway applications such as:

e central body controller
e smart junction box
e mid and high end gateway

The SPC584Cx and SPC58ECx belong to a wide family of automotive microcontroller
products which offers the scalability needed to implement platform approaches and delivers
the performance and features required by increasingly sophisticated body applications.

It is available as single or symmetrical dual core and operates at speeds of up to 180 MHz
enabling the customer to adjust the performance and consumption to the application needs.
The versatile low power modes available on SPC56 body MCU have been extended with a
Smart Standby Wake-up Unit reducing further the average consumption in low power
conditions.

A large variety and number of communication interfaces like ISO CAN-FD, Ethernet with
AVB are available as well as new features for security (HSM) and safety (ASIL-B)
requirements.

It also capitalizes on the nominal available development infrastructure of current Power
Architecture devices and is supported with software drivers, operating systems and
configuration code to assist with users implementations.

The information in this book is subject to change without notice, as described in the
disclaimer. As with any technical documentation, it is the reader’s responsibility to ensure
they have the most current version of this document.

To locate any published errata or updates for this document, visit the ST Web site at
http://www.st.com.

Audience

This manual is intended for system software and hardware developers and applications
programmers who want to develop products with the SPC584Cx/SPC58ECx device. It is
assumed that the reader understands operating systems, microprocessor system design,
basic principles of software and hardware, and basic details of the Power Architecture.
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RMO0407 Preface

1 Preface

1.1 Document organization

This document includes chapters that are divided into parts:
e Partlincludes chapters that describe the device as a whole or provide device-specific

information.
e Partllincludes chapters that describe the functionality of the individual modules on the
device.
1.2 Register conventions

Figure 1 and Table 1 provide the register conventions used throughout this manual.

Always| 1 | Always| 0 | R/W piT| Read- BIT | Write- Write 1| BIT | Self-clear| 0 N/A
reads 1 reads 0 bit only bit only bit| BIT | to clear| w1e bit BIT

Figure 1. Key to register fields

Table 1. Register conventions

Convention Description

Depending on its placement in the read or write row, indicates that the bit is not
readable or not writable.

Identifies the field. Its presence in the read or write row indicates that it can be read

FIELDNAME .
or written.
Register field types
R Read only. Writing this bit has no effect.
w Write only
RIW Standard read/write bit. Only software can change the bit’s value (other than a
hardware reset).
wm A read/write bit that may be modified by a hardware in some fashion other than by a
reset.
wic Write one to clear. A status bit that can be read, and is cleared by writing a one.
slfclr Self-clearing bit. Writing a one has some effect on the module, but it always reads as
zero.
Reset values
0 Resets to zero
1 Resets to one

— Undefined at reset

3
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1.3 Acronyms and abbreviations
Appendix A: Acronyms and abbreviations lists acronyms and abbreviations used in this
document.

1.4 Reference documents

In addition to this reference manual, the following documents provide additional information
on the operation of the SPC584Cx/SPC58ECx:

. IEEE-ISTO 5001™-2012 Standard for a Global Embedded Processor Interface
(Nexus)

e |EEE 1149.1-2001 standard - IEEE Standard Test Access Port and Boundary-Scan
Architecture

Information about Power ISA™ Book is available at Power Architecture web site.

3
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Introduction

SPC584Cx/SPC58ECxX microcontroller

The SPC584Cx/SPC58ECx microcontroller is the first in a new family of devices
superseding the SPC564Cx and SPC56ECx family. SPC584Cx/SPC58ECx builds on the
legacy of the SPC564Cx and SPC56ECx family, while introducing new features coupled
with higher throughput to provide substantial reduction of cost per feature and significant
power and performance improvement (MIPS per mW). On the SPC584Cx/SPC58ECx
device, there are two processor cores €200z420 and one €200z0 core embedded in the
Hardware Security Module.

Core features

The platform consists in two symmetrical e200z420 CPU operating at up to 180 MHz. Both
include enhancements to implement safety (e2e ECC, Core MPU) and increased
performance (Local D-RAM as well as Instruction and Data Cache).

The Hardware Security Module (HSM) includes one CPU running at 100 MHz.

All CPUs are compatible with the Power Architecture VLE instruction set, that supports code
size reduction. The Power Architecture has enhancements that improve the architecture’s fit
in embedded applications.

Memory hierarchy

The SPC584Cx/SPC58ECx has three levels of memory hierarchy. At the top level is a
combination of Instruction Cache, Data Cache, and Local Data RAM. The local RAM arrays
are embedded into the CPU’s pipeline to provide the fastest possible access time. The
second level of memory is system RAM and flash. These are connected via a 180 MHz, 64-
bit wide crossbar. The third level of memory system is the 1/O subsystem. All the I/O
peripherals are connected together via a 180 MHz 64-bit wide crossbar switch, while
peripherals are connected at different frequencies (refer to the clocking chapter for further
details). The reduced speed for the peripherals helps to reduce power.
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Features
On-chip modules within SPC584Cx/SPC58ECx include the following features:

Two main CPUs, dual issue, 32-bit CPU core complexes (€200z4).
—  Power Architecture embedded specification compliance

— Instruction set enhancement allowing variable length encoding (VLE), encoding a
mix of 16-bit and 32-bit instructions, for code size footprint reduction

—  Single-precision floating point operations

— 64 KB local data RAM for Core_0 and Core_2

— 8 KB I-Cache and 4 KB D-Cache for Core_0 and Core_2

4224 KB (4096 KB code flash + 128 KB data flash) on-chip flash memory

—  Supports read during program and erase operations, and multiple blocks allowing
EEPROM emulation

176 KB HSM dedicated flash memory (144 KB code + 32 KB data)

384 KB on-chip general-purpose SRAM (+ 128 KB local data RAM: 64 KB included in
each CPU)

Multi channel direct memory access controllers
— 64 eDMA channels
One interrupt controller (INTC)

Dual phase-locked loops with stable clock domain for peripherals and FM modulation
domain for computational shell

Crossbar switch architecture for concurrent access to peripherals, Flash, or RAM from
multiple bus masters with end-to-end ECC

Hardware security module (HSM) with HW cryptographic co-processor
System integration unit lite (SIUL)

Boot assist Flash (BAF) supports factory programming using a serial bootload through
the asynchronous CAN or LIN/UART.

Hardware support for safety ASIL-B level related applications

Enhanced modular 10 subsystem (eMIOS): up to 64 (2 x 32) timed I/O channels with
16-bit counter resolution

—  Buffered updates
—  Support for shifted PWM outputs to minimize occurrence of concurrent edges

—  Supports configurable trigger outputs for ADC conversion for synchronization to
channel output waveforms

—  Shared or independent time bases

—  DMA transfer support available

Body cross triggering unit (BCTU)

—  Triggers ADC conversions from any eMIOS channel

—  Triggers ADC conversions from up to 2 dedicated PIT_RTlIs

—  One event configuration register dedicated to each timer event allows to define the
corresponding ADC channel

—  Synchronization with ADC to avoid collision
Enhanced analog-to-digital converter system with:
—  Three independent fast 12-bit SAR analog converters

3
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—  One supervisor 12-bit SAR analog converter

—  One 10-bit SAR analog converter with STDBY mode support
Eight deserial serial peripheral interface (DSPI) modules

Eighteen LIN and UART communication interface (LINFlexD) modules

—  LINFlexD_0 is a Master/Slave
— All others are Masters

Eight modular controller area network (MCAN) modules, all supporting flexible data

rate (ISO CAN-FD compliant)
Dual-channel FlexRay controller

One ethernet controller 10/100 Mbps, compliant IEEE 802.3-2008

IEEE 1588-2008 Time stamping (internal 64-bit time stamp)
IEEE 802.1AS and IEEE 802.1Qav (AVB-Feature)

IEEE 802.1Q VLAN tag detection

IPv4 and IPv6 checksum modules

Nexus development interface (NDI) per IEEE-ISTO 5001-2003 standard, with some

support for 2010 standard.

Device and board test support per Joint Test Action Group (JTAG) (IEEE 1149.1 and

IEEE 1149.7), 2-pin JTAG interface.

Standby power domain with smart wake-up sequence

Feature list

Table 2 lists a summary of major features for the SPC584Cx/SPC58ECx device. The feature
column represents a combination of module names and capabilities of certain modules. A
detailed description of the functionality provided by each on-chip module is given later in this

document.
Table 2. Features List
Feature Description
SPC58 family 40 nm
Number of Cores 2
Local RAM 2x 64 KB Data
Single Precision Floating Point Yes
SIMD No
VLE Yes
8 KB Instruction
Cache
4 KB Data
MPU Core MPU: 24 per CPU
System MPU: 24 per XBAR
Semaphores Yes
CRC Channels 2x4

RM0407 Rev 7
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Table 2. Features List (continued)

Feature Description
Software Watchdog Timer (SWT) 3
Core Nexus Class 3+
4 x SCU
Event Processor
4 x PMC
Run control Module Yes

System SRAM

384 KB (including 256 KB of standby RAM)

Flash 4096 KB code / 128 KB data
Flash fetch accelerator 2 x 4 x 256-bit
DMA channels 64
DMA Nexus Class 3
LINFlexD 18
MCAN (ISO CAN-FD compliant) 8
DSPI 8
12C 1
FlexRay 1 x Dual channel
Ethernet 1 MAC with Time Stamping, AVB and VLAN support
SIPI/ LFAST Debugger High Speed
8 PIT channels
System Timers 4 AUTOSAR® (STM)
RTC/API
eMIOS 2 x 32 channels
BCTU 64 channels

Interrupt controller

1 x 568 sources

ADC (SAR) 5
Temp. sensor Yes
Self Test Controller Yes

PLL Dual PLL with FM
Integrated linear voltage regulator Yes
External Power Supplies 5V,33V
HALT Mode
STOP Mode

Low Power Modes

Smart Standby with output controller, analog and digital inputs

Standby Mode
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Packages

The SPC584Cx/SPC58ECx is available in these production packages: eTQFP64,
eTQFP100, eTQFP144, eLQFP176, and BGA292.

Software debug and calibration

The Production Device (PD) includes many features to facilitate software development.
These features include:

¢ Nexus code execution trace on all CPUs

e Nexus data trace on all bus masters (DMA, Interprocessor bus, CPUs, etc.)
e  Performance monitors for each CPU

e  Sequence Processing Unit for complex trace triggering

Block diagram

The figures below show the top-level block diagrams.
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Figure 2. Block diagram
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Figure 3. Periphery allocation

Note: In this diagram, ON-platform modules are shown in orange color and OFF-platform modules

\

are shown in blue color.
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Embedded memories

Overview

Features include:

e  Onboard SRAM, including system SRAM, and data memory for each processor core
e  Onboard system error correction code (ECC) Flash memory

e End-to-end ECC (e2eECC) error detection and correction

e  Built-in Flash memory security features including censorship and a programmable
Hardware Security Module (HSM)

e Embedded memories in the peripherals(@):
— CAN

eDMA

Ethernet MAC

FlexRay

SRAM

System SRAM

SPC584Cx/SPC58ECx device includes 384 KB of general-purpose on-chip ECC SRAM,
including 256 KB standby RAM. The SRAM can be configured for either zero- or one-wait
state read operation latency using the PRCR1 register in the SRAM controller.

e Refer to Chapter 34: Platform RAM controller AHB (PRAMC_AHB) for details on
configuring the SRAM controller.

e Refer to the Memory Map chapter for the SPC584Cx/SPC58ECx SRAM map.

Processor core local RAM

SPC584Cx/SPC58ECx devices include local data RAM (D-MEM) for each processor core to
provide enhanced performance.

Refer to the Introduction chapter for processor cores local RAM sizes.
The core RAM supports zero wait-state, single-cycle latency on processor local accesses.

Each area of core RAM is accessible by other processor cores and bus mastering
peripheral devices. Refer to the Memory Map chapter for the SPC584Cx/SPC58ECx SRAM
map.

Embedded Flash memory

Flash memory on SPC584Cx/SPC58ECx device consists of one Flash memory controller
and a Flash memory array module. The Flash controller provides Flash configuration and

a. Refer to the respective module chapter for details.
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control functions and manages the interface between the Flash memory array and the
device crossbar switch. Figure 4 shows the memory architecture.

Figure 4. SPC584Cx/SPC58ECx Flash memory block diagram

XBAR

T

Flash Memory Controller
4-Entry, 2-Way Mini-Cache

% 256 Read % 64 Write

4 MB Flash Memory Array

The remaining sections give the functional details of the Flash controller and Flash array,
followed by the memory maps.

3.31 Flash memory controller

The SPC584Cx/SPC58ECx Flash memory controller acts as an interface between the
system bus and the Flash memory array.

The Flash memory controller contains a four-entry, two-way set-associative mini-cache that
delivers Flash read data with a zero-wait state response on lines that reside in the cache.
Each entry contains one Flash read page, a 256-bit (32-byte) memory value. Read requests
that miss the cache generate the needed Flash memory array access.

The Flash memory controller contains configuration registers that manage Flash
functionality such as read buffering in the mini-cache, access control, and read wait state
management of the Flash memory.

Refer to the Flash memory controller chapter for details.

3.3.2 Flash memory array

SPC584Cx/SPC58ECx device includes one single 4 MB Flash memory array, referred to as
“main space,” plus an independent 16 KB block of one-time-programmable (OTP) Flash
memory included to support systems that require non-volatile memory for security features
or system initialization information. The independent 16 KB block is referred to as “UTEST
space.”

For code Flash sectors, reads of the embedded Flash memory return a 256-bit page of data
that may be buffered in the mini-cache in the Flash memory controller. Programming of the

3
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Flash may be done by quad word (128-bits), page (256-bits), or quad-page (1024-bits).
Flash memory is erased on a block by block basis.

Features

e Flash segmentation
— 16 KB, 32 KB, 64 KB, 128 KB, and 256 KB blocks provided for code or data
—  Four 32 KB blocks provided for EEPROM emulation
— One 16 KB block and two 64 KB blocks provided for secure code
— Two 16 KB blocks provided for secure data
—  Support for reading-while-writing when the accesses are to different partitions
e  Flash memory protection: write protection and OTP function available for each block
e Test and initialization data stored in a non-volatile 16 KB OTP UTEST block
e ECC with triple bit detection, double and single bit correction
e Erase suspend, program suspend, and erase-suspended program all supported

Flash organization

The embedded Flash memory consists of six address spaces in four groupings:
e 16 KB, 32 KB and 64 KB low address spaces

e 16 KB mid address space

e 32 KB high address space

e 256 KB address space

Address space group (low-, mid- or high-address space) determines which registers/fields
are used to select blocks for modify operations or lock them from modify operations. Each
address space is independent.

The Flash module is further divided into four partitions that determine locations for valid
Read While Write (RWW) operations. While the embedded Flash memory is performing a
“write” (program or erase) to a given partition, it can simultaneously read from any other
partition.

e  For program operations, only the address specified by an interlock write determines the

partition being written (block locking and block select registers do not determine the
RWW partitions being written).

e For erase operations, only blocks that are selected and unlocked determine the RWW
partitions being written.

Figure 5 shows the Flash block segmentation and Read While Write partitioning for
SPC584Cx/SPC58ECx devices.
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Figure 5. Flash memory segmentation and Read While Write partitioning

RWW Partition 0

16 KB UTEST

16 KB TEST

16 KB (block 0)

Low Address

16 KB (block 1)

Space

32 KB (block 0)

64 KB (block 0)

64 KB (block 1)

128 KB (block 0)

256 KB Address

Space

7 x 256 KB

RWW Partition 2

32 KB (block 0)

High Address

32 KB (block 1)

Space

32 KB (block 2)

32 KB (block 3)

RWW Partition 1

16 KB (BAF)

16 KB (HSM 0)

64 KB (HSM 1)

Low Address
Space

64 KB (HSM 2)

16 KB (block 2)

16 KB (block 3)

32 KB (block 1)

128 KB (block 1)

256 KB Address
Space

e e e

7 x 256 KB

1 RWW Partition 3
I MidAddress 16 KB HSM Data 0
I Space 16 KB HSM Data 1

|

|

|

|

3 x 16 KB 2 x 16 KB

Special Purpose

Secure data Flash

1x16 KB + 2 x 64 KB
Secure code Flash

4 x 32 KB EEPROM
emulation

- Read While Write
partition boundaries

Refer to the Memory Map chapter for the SPC584Cx/SPC58ECx Flash memory map.

UTEST memory space

Devices in the SPC584Cx/SPC58ECx family contain a 16 KB area of one-time-
programmable (OTP) Flash memory for storing test information and device configuration
data. Refer to the Memory Map chapter for the SPC584Cx/SPC58ECx UTEST memory

map.

Chip-specific C40FMC Flash register information

Refer to Chapter 36: Embedded Flash Memory for chip-specific layouts of the on-chip Flash
memory control registers that contain bits used to lock individual Flash blocks from
accidental erase or select individual Flash blocks for operations.
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End-to-end Error Correction Code (e2eECC)

To support market requirements related to improved functional and transient fault detection
capabilities, this family of automotive microcontrollers includes end-to-end ECC (e2eECC)
support. This e2eECC is structurally different to traditional “ECC at memory” functionality
because it provides robust error detection capabilities from one endpoint of an information
transfer to another endpoint, with temporary information storage in one or more intermediate
components.

Memory protected by ECC/EDC traditionally generates and checks additional error parity
information local to the memory unit to detect or correct errors that have occurred on data
stored in the memory, or both. On the other hand, e2eECC generates error protection codes
at the source of data generation. It sends the encoded data and error protection codes to
intermediate storage when a memory write is initiated by a bus master and performs a data
integrity check using the previously stored error protection codes at a data memory when a
read of stored information is requested by a bus master. The intermediate storage may
transform the generated error protection codes into another format for storage and then
regenerate the codes for provision when a request is made to read the stored information or
it may simply store the original protection codes unaltered, depending on the particular unit.

Additionally, the error protection codes are generated on the basis of more than just the data
associated with a storage location to protect additional information associated with an
access. In particular, address information corresponding to the access location of the stored
information is combined with the stored data at the data source to generate error protection
codes that cover certain types of addressing errors in the system interconnect or in the
memory unit. The error protection codes may be checked at the memory unit on a store to
ensure that no address information or data has been corrupted while the request has
transitioned through the device from the bus master source. The error protection codes may
also be checked to ensure that address decoding within the storage memory was performed
properly (although not all address decoding errors can be detected this way) or it may
simply store the received data and protection codes at the address it receives.

On a read request from a bus master, the memory unit retrieves the data information and
error protection codes corresponding to the received address from the storage location or
locations and supplies the data along with the error protection codes to the requesting
device. The requesting device uses a locally stored address value corresponding to the
read request to check the returning data and error protection codes to ensure that no errors
have occurred in either addressing the memory or in the retrieved data. This ensures that
the address sent for the request was not corrupted, the addressed location was actually
accessed (to the extent it is possible to ensure) and the stored data was error free, to the
extent the ECC coding scheme is able to detect. As a result, the fault coverage provided by
the end-to-end check is considerably more robust than the previous implementation of
locally generated and checked/corrected error protection at each memory unit.

A comparison of the traditional and e2eECC approaches is shown in Table 3.

Table 3. ECC comparison of data write-then-read sequence

Traditional ECC End-to-End ECC (e2eECC)
Bus master initiates data write and generates
Bus master initiates data write ECC checkbits based on 29-bit address and 64-
bit data fields
Data write transfer routed from bus master to Data write transfer (including checkbits) routed
appropriate bus slave from bus master to appropriate bus slave
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Table 3. ECC comparison of data write-then-read sequence (continued)

Traditional ECC End-to-End ECC (e2eECC)

For a bus memory slave, generate the ECC
checkbits based on the data value and store data
+ checkbits into the memory

For a bus memory slave, store data and
checkbits into the memory

Bus master initiates data read of previously Bus master initiates data read of previously
written memory location written memory location

Data read transfer routed from bus master to Data read transfer routed from bus master to
appropriate bus slave appropriate bus slave

For a bus memory slave, the memory array is

accessed, the controller performs the ECC For a bus memory slave, the memory array is
checkbit decode and syndrome generation, accessed, and the controller passes the read
performs any needed single-bit correction and data and associated checkbits onto the system
drives the read data onto the system bus bus interconnection

interconnect

The bus master captures the read data and
The bus master captures the read data and associated checkbits, performs the ECC checkbit
continues decode and syndrome generation, performs any
needed single-bit correction and continues

The scope of differences in the operations “covered” by the ECC checks is readily apparent
with the e2eECC concept providing improved fault detection capabilities in two important
aspects:

e The entire data transaction; from the initiating bus master, through the entire platform
crossbar steering mechanism, to the destination slave target is covered during write
accesses. Likewise, a read is checked from the initiating bus master, through the
crossbar steering mechanism, through the actual memory read and transmission of the
data plus checkbits back to the bus master, where the integrity and correctness of the
entire transaction is checked.

e The selected ECC provides protection of both the address field as well as the data
field, again for improved fault coverage.

Additionally, this particular structure also provides a significant implementation
improvement. The traditional ECC at the memory approach places the checkbit decode and
error syndrome generation with the error/no_error state, affecting whether the system bus
transfer must be stalled (to correct a single or double bit error or report a noncorrectable
event) or is allowed to complete (for error-free transfers) in a critical timing arc which often
sets the upper limit of the operating frequency of the microcontroller. With the e2eECC
scheme, the checkbit decode and error syndrome logic is located in the requesting bus
master where there are generally more degrees of implementation freedom and the
error/no_error state determination is removed from the system bus cycle termination logic;
producing an improved timing arc and generally higher operating speeds.

Errors that occur within the system interconnect are typically manifested as an incorrect
address, incorrect write data, or incorrect read data to be presented to the slave or back to
the master. Errors occurring within the storage typically manifest themselves eventually in
corrupted read data or checkbits being returned to a requester. While not all possible errors
can be detected this way, this approach provides a substantial improvement versus
traditional methods. Additional on-line diagnostics, or additional hardware, or both should be
able to catch a majority of the errors not covered directly by the e2eECC scheme.
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Security features

The SPC584Cx/SPC58ECx architecture implements a security framework that makes it
possible to protect the micro-controller resources from potential attacks.

Detailed information on the SPC584Cx/SPC58ECx security architecture is published in a
separate document and is available on a limited basis to customers who have a non-
disclosure agreement (NDA) with STMicroelectronics.

3
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Note:

Note:
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Signal Description

Production packages
The SPC584Cx/SPC58ECx device is available in these production packages:

eTQFP64
eTQFP100
eTQFP144
eLQFP176
BGA292

Case numbers and outline drawings for each package are provided in the
SPC584Cx/SPC58ECx Microcontroller Data Sheet.

Package pinouts/ballouts and pin/ball descriptions

Refer to the SPC584Cx/SPC58ECx Microcontroller Data Sheet and the
SPC584Cx/SPC58ECx pinout.

The SPC584Cx/SPC58ECx pinout is a Microsoft Excel® workbook file attached to the
10_Definition document. Locate the paperclip symbol on the left hand side of the PDF
window, and click it.

The SPC584Cx/SPC58ECx pinout provides signal descriptions and related information for
the SPC584Cx/SPC58ECx device:

the I/O Signal Table sheet contains information on generic pins, including the port pin,
SIUL MSCR number, MSCR SSS, function, module, signal description, direction, pad
type, and package pin numbers for each 1/O pin

the Input Muxing sheet contains the signal multiplexing options
the Supply Pins sheet provides information on power supply and reference voltage pins

the Miscellaneous sheet provides information on system pins (analog, reset, test,
debug and trace pins)

The SIUL module is used to multiplex the device input/output pins and the internal
input/output ports.

Multi-function pins are programmable via their respective Multiplexed Signal Configuration
Register (MSCR) Source Signal Select (SSS) values. The SSS value selects which source
signal is connected to the associated destination.
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Memory Map

Table 4 details the device memory map for the SPC584Cx/SPC58ECKx.

All addresses on the SPC584Cx/SPC58ECX, including those that are reserved, are
identified. The addresses represent the physical addresses assigned to each region or
module name. A memory access, either read or write, to any region marked as ‘Reserved’
will result in a Transfer Error. This error can generate an interrupt request in the CPU.

Table 4. Overview Memory Map

Start Address End Address Description
0x00000000 0x003FFFFF Reserved
0x00400000 OxOFFFFFFF Flash memory controller (refer to Table 5)
0x10000000 0x3FFFFFFF Reserved
0x40000000 0x407FFFFF System RAM (refer to Table 6)
0x40800000 Ox4FFFFFFF Reserved
0x50000000 Ox5FFFFFFF Processor local RAM (refer to Table 7)
0x60000000 Ox9FFFFFFF Reserved
0xA0000000 OXAFFFFFFF Security module (refer to Table 8)
0xB0000000 OxF3FFFFFF Reserved
0xF4000000 OxF7FFFFFF Peripheral bridge 2 (refer to Table 9)
0xF8000000 OxFBFFFFFF Peripheral bridge 1 (refer to Table 10)

Flash memory

Table 5 details the flash memory map for the SPC584Cx/SPC58ECXx.

Table 5. Flash memory map

1 RWR partition

Start address End address Description
RWW Partition ID
0x00000000 0x003FFFFF Reserved
Test & BAF Flash Blocks
0x00400000 0x00403FFF ;i:ci(%TEST NVM Block 0
0x00404000 0x00407FFF 16 KB BAF blockO 1
0x00408000 0x0060BFFF Reserved
Security Code Flash Blocks

0x0060C000 0x0060FFFF 16 KB HSM Code block5 1
0x00610000 0x0061FFFF 64 KB HSM Code block2 1

RM0407 Rev 7
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Table 5. Flash memory map (continued)

1 RWR partition

Start address End address Description
RWW Partition ID
0x00620000 0x0062FFFF 64 KB HSM Code block3 1
0x00630000 0x0067FFFF Reserved
Security Data Flash Blocks
0x00680000 0x00683FFF 16 KB HSM EEPROM block0 3
0x00684000 0x00687FFF 16 KB HSM EEPROM block1 3
0x00688000 0x007FFFFF Reserved
Data Flash Blocks
0x00800000 0x00807FFF 32 KB EEPROM BlockO 2
0x00808000 0x0080FFFF 32 KB EEPROM Block1 2
0x00810000 0x00817FFF 32 KB EEPROM Block2 2
0x00818000 0x0081FFFF 32 KB EEPROM Block3 2
0x00820000 0x00FBFFFF Reserved
Low & Mid Flash Blocks
0x00FC0000 0x00FC3FFF 16 KB Code Flash block1 1
0x00FC4000 0x00FC7FFF 16 KB Code Flash block2 0
0x00FC8000 0x00FCBFFF 16 KB Code Flash block3 1
0x00FCCO000 0x00FCFFFF 16 KB Code Flash block4 0
0x00FD0000 OxO00FD7FFF 32 KB Code Flash block0 0
0x00FD8000 0xOOFDFFFF 32 KB Code Flash block1 1
0x00FE0000 Ox00FEFFFF 64 KB Code Flash block0 0
0x00FF0000 0x00FFFFFF 64 KB Code Flash block1 0
Large Flash Blocks
0x01000000 Ox101FFFF 128 KB Code Flash block0 0
0x01020000 O0x103FFFF 128 KB Code Flash block1 1
0x01040000 0x0107FFFF 256 KB Code Flash block0 0
0x01080000 0x010BFFFF 256 KB Code Flash block1 0
0x010C0000 0x010FFFFF 256 KB Code Flash block2 0
0x01100000 0x0113FFFF 256 KB Code Flash block3 0
0x01140000 0x0117FFFF 256 KB Code Flash block4 0
0x01180000 0x011BFFFF 256 KB Code Flash block5 0
0x011C0000 0x011FFFFF 256 KB Code Flash block6 0
0x01200000 0x0123FFFF 256 KB Code Flash block7 1
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Table 5. Flash memory map (continued)

1 RWR partition
Start address End address Description
RWW Partition ID
0x01240000 0x0127FFFF 256 KB Code Flash block8 1
0x01280000 0x012BFFFF 256 KB Code Flash block9 1
0x012C0000 0x012FFFFF 256 KB Code Flash block10 1
0x01300000 0x0133FFFF 256 KB Code Flash block11 1
0x01340000 0x0137FFFF 256 KB Code Flash block12 1
0x01380000 0x013BFFFF 256 KB Code Flash block13 1
0x013C0000 OXOFFFFFFF Reserved

1. Refer to Table 11 for additional details about how the UTest Flash Block is organized

5.2 System memory
The following table details the system and stand-by RAM memory map.
Table 6. System and stand-by RAM memory map
Start offset End offset Assigned XBAR Description Size
slave port
0x40000000 | Ox400A7FFF Reserved
0x400A8000 | Ox400A9FFF System RAM 2 (Standby RAM) 8 KB
0x400AA000 | Ox400AFFFF PRAMC 2 System RAM 2 (Standby RAM) 24 KB
0x400B0000 | Ox400E7FFF System RAM 2 (Standby RAM) 224 KB
0x400E8000 | 0x40107FFF PRAMC_3 System RAM 3 128 KB
0x40108000 | 0x407FFFFF Reserved
0xA0000000 | OXAFFFFFFF — HSM (refer to Table 8)
5.3 Local memory
Table 7 details the memory map for local RAM processor.
Table 7. Processor local RAM memory map
Start offset End offset Description Used size
0x50000000 0x507FFFFF Reserved
0x50800000 0x5080FFFF D-MEM CPU_0 | 64 KB
0x50810000 0x527FFFFF Reserved
0x52800000 0x5280FFFF D-MEM cPU_2 (1) | 64 KB
0x52810000 Ox5FFFFFFF Reserved
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1. Refer to Table 1238: BAF memory organization for the “BAF data area and stack” which uses a range of D-
MEM CPU_2.
54 Security module memory
Table 8 details the memory map for the Hardware Security Module (HSM).
Table 8. HSM memory map
Start offset End offset Allocated size Used size
0xA0000000 0xAO007FFF 32 KB 32 KB
8 KB
0xA0008000 OxAO009FFF g k("
X (Stand-by domain)
0xAO000A000 OXAFFFFFFF Reserved
Enabled during stand-by depending on a DCF bit.
5.5 Peripheral memory
Table 9 and Table 10 list the memory map of the peripheral region. This region is sub-
divided into 16 KB byte regions or 'slots'. A peripheral occupies 1 or more slots.
Within a 16 KB byte peripheral slot, it is normal for the peripheral registers to only occupy
part of that 16 KB byte slot - normally from the lowest address upwards. The individual
chapters for each block, define all the registers within that contiguous group of registers.
Table 9. Peripheral memory map (PBRIDGE 2)
ON OFF
Start End . Platform Platform Size®
Peripheral . .
Address Address Peripheral Peripheral [Byte]
Slot(" Slot(®
0xF4000000 | OxF4003FFF PBRIDGE_2 0 16384
0xF4004000 | OxF4007FFF Reserved
0xF4008000 | OxF400BFFF XBAR _1 2 16384
0xF400C000 | 0xF400FFFF Reserved
0xF4010000 | OxF4013FFF XBIC_Concentrator_1 4 16384
0xF4014000 | OxF4017FFF SMPU_1 5 16384
0xF4018000 | OxF401BFFF Reserved
0xF401C000 | OXF401FFFF XBIC_1 (for XBAR_1) ‘ 7 | 16384
0xF4020000 | OxF4027FFF Reserved
0xF4028000 | OxF402BFFF PCM_0 ‘ 10 | 16384
0xF402C000 | OxF4033FFF Reserved
0xF4034000 | OxF4037FFF PFLASH_1 ‘ 13 | 16384
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Table 9. Peripheral memory map (PBRIDGE 2) (continued)
ON OFF
Start End . Platform Platform Size®
Address Address Peripheral Peripheral Peripheral [Byte]
slot" Slot®?
0xF4038000 | 0xF403BFFF Reserved
0xF403C000 | 0xF403FFFF SEMA42 15 16384
0xF4040000 | OxF4043FFF Reserved
0xF4044000 | OXF4047FFF INTC_1 17 16384
0xF4048000 | OxF404FFFF Reserved
0xF4050000 | OxF4053FFF SWT_0 (core 0) 20 16384
0xF4054000 | OxF4057FFF Reserved
0xF4058000 | OxF405BFFF SWT_2 (core 2) 22 16384
0xF405C000 | 0xF405FFFF SWT_3 (security) 23 16384
0xF4060000 | OxF4067FFF Reserved
0xF4068000 | OxF406BFFF STM_O (core 0) 26 16384
0xF406C000 | OxF406FFFF Reserved
0xF4070000 | OxF4073FFF STM_2 (core 2) 28 16384
0xF4074000 | OXF40A3FFF Reserved
0xF40A4000 | OXF40A7FFF eDMA_1 41 16384
0xF40A8000 | OxF40ABFFF PRAM_2 42 16384
0xF40ACO000 | OxF40AFFFF PRAM_3 43 16384
0xF40B0000 | OXF40E3FFF Reserved
0xF40E4000 | OXF40E7FFF TDM_0 57 16384
0xF40E8000 | OxF7C2FFFF Reserved
0xF7C30000 | OXF7C33FFF BCTU_O 243 16384
0xF7C34000 | OXF7C37FFF STDBY_CTU_O 242 16384
0xF7C38000 | OxF7C3BFFF eMIOS_0 241 16384
O0xF7C3C000 | OxF7C53FFF Reserved
0xF7C54000 | OXF7C57FFF ETHERNET_O 234 16384
0xF7C58000 | OXF7DFFFFF Reserved
0xF7E00000 | OXF7EO3FFF SAR_ADC_12bit_0 127 16384
0xF7E04000 | OXF7E33FFF Reserved
O0xF7E34000 | OXF7E37FFF SAR_ADC_10bit_STDBY 114 16384
O0xF7E38000 | OXF7E3BFFF Reserved
O0xF7E3C000 | OXF7E3FFFF SAR_ADC_12bit_BO (Supervisor) 112 16384
0xF7E04000 | OXF7E4FFFF Reserved
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Table 9. Peripheral memory map (PBRIDGE 2) (continued)
ON OFF
Start End . Platform Platform Size®
Address Address Peripheral Peripheral Peripheral [Byte]
slot" Slot®?
0xF7E50000 | OXF7E53FFF FLEXRAY_O 107 16384
0xF7E54000 | OXF7E67FFF Reserved
0xF7E68000 | OXF7EGBFFF IIC_o0 101 16384
0xF7E6C000 | OXF7EGFFFF Reserved
O0xF7E70000 | OXF7E73FFF DSPI_0 99 16384
OxF7E74000 | OXF7E77FFF DSPI_2 98 16384
0xF7E78000 | OXF7E7BFFF DSPI_4 97 16384
OxF7E7CO000 | OXF7TE7FFFF DSPI_6 96 16384
0xF7E80000 | OXF7E8BFFF Reserved
OxF7E8CO000 | OXF7E8FFFF LINFlexD_0 92 16384
0xF7E90000 | OXF7E93FFF LINFlexD_2 91 16384
O0xF7E94000 | OXF7E97FFF LINFlexD_4 90 16384
0xF7E98000 | OXF7E9BFFF LINFlexD_6 89 16384
0xF7E9CO000 | OXF7EQFFFF LINFlexD_8 88 16384
O0xF7EA0000 | OXF7EA3FFF LINFlexD_10 87 16384
OxF7EA4000 | OXF7TEA7TFFF LINFlexD_12 86 16384
O0xF7EA8000 | OXF7TEABFFF LINFlexD_14 85 16384
OxF7EACO000 | OXF7EAFFFF LINFlexD_16 84 16384
0xF7EB0000 | OXF7ED3FFF Reserved
0xF7ED4000 | OXF7TED7FFF CAN_SUB_0_MESSAGE_RAM 74 16384
0xF7ED8000 | 0XF7EDBFFF Reserved
OxF7EDCO000 | OXF7EDFFFF CAN_SUB_0_M_CAN_O 72 16384
OxF7EE0000 | OXF7TEE7FFF Reserved
OxF7EEB8000 | OXF7EEBFFF CAN_SUB_0_M_CAN_1 69 16384
OxF7EECO000 | OXF7TEEFFFF CAN_SUB_0_M_CAN_2 68 16384
O0xF7EF0000 | OXF7EF3FFF CAN_SUB_0_M_CAN_3 67 16384
O0xF7EF4000 | OxF7FO3FFF Reserved
0xF7F04000 | OXF7FO7FFF CCCU_O0 62 16384
0xF7F08000 | OxF7F2FFFF Reserved
O0xF7F30000 | OxF7F33FFF HSM Host I/F 51 16384
O0xF7F34000 | OXF7F37FFF Reserved
0xF7F38000 | OxF7F3BFFF DTS 49 16384
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Table 9. Peripheral memory map (PBRIDGE 2) (continued)
ON OFF
Start End . Platform Platform Size®
Address Address Peripheral Peripheral Peripheral [Byte]
Slot( Slot(?
0xF7F3C000 | OxF7F3FFFF JDC 48 16384
0xF7F40000 | OxF7F43FFF Reserved
0xF7F44000 | OXF7F47FFF STCU2 46 16384
0xF7F48000 | OXF7F4BFFF JTAGM 45 16384
0xF7F4C000 | OxF7F4FFFF Reserved
O0xF7F50000 | OxF7F53FFF MEMU 43 16384
0xF7F54000 | OXF7F57FFF IMA 42 16384
0xF7F58000 | OxF7F63FFF Reserved
0xF7F64000 | OXF7F67FFF CRC_O0 38 16384
0xF7F68000 | OXF7F6BFFF Reserved
O0xF7F6C000 | OXF7F6C1FF DMAMUX_0 36 512
0xF7F6C200 | OXF7F6C3FF DMAMUX_2 512
O0xF7F6C400 | OxF7F83FFF Reserved
0xF7F84000 | OXF7F87FFF PIT_O 30 16384
OxF7F88000 | OXF7F93FFF Reserved
0xF7F94000 | OXF7F97FFF RTC/API 26 16384
0xF7F98000 | OxF7FOBFFF WKPU 25 16384
OxF7F9CO000 | OxF7FOFFFF Reserved
0xF7FA0000 | OxF7FAO3FF MC_PCU 1024
0xF7FA0400 | OXF7FA3FFF PMC_DIG 2 15360
O0xF7FA4000 | OxXF7FA7FFF Reserved
0xF7FA8000 | OxF7FABFFF MC_RGM 21 16384
O0xF7FACO000 | OxF7FAFFFF Reserved
0xF7FB0000 | OxF7FBOO3F RC16M_DIG 64
0xF7FB0040 | OxF7FBOO7F RC1024K_DIG 64
O0xF7FB0080 | OxF7FBOOBF OSC40M_DIG 64
0xF7FBO0OCO | OxF7FBOOFF OSC32K_DIG ¥ 64
0xF7FB0100 | OxF7FBO13F PLL_DIG 64
0xF7FB0140 | OxF7FBO1FF Reserved 19
0xF7FB0200 | OxF7FB023F CMU_0 (PLLO, XOSC, IRCOSC) 64
0xF7FB0240 | OxF7FBOSFF Reserved
0xF7FB0600 | OXF7FB3FFF MC_CGM 14848
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Table 9. Peripheral memory map (PBRIDGE 2) (continued)
ON OFF
Start End . Platform Platform Size®
Peripheral . .
Address Address Peripheral Peripheral [Byte]
Slot( Slot(?
0xF7FB4000 | OXF7FB7FFF Reserved
0xF7FB8000 | OxF7FBBFFF MC_ME 17 16384
0xF7FBCO000 | OxF7FBFFFF Reserved
0xF7FCO0000 | OxF7FC3FFF SIUL2 15 16384
0xF7FC4000 | OxF7FDFFFF Reserved
0xF7FEO0000 | OXF7FE3FFF FLASH_O 7 16384
O0xF7FE4000 | OXF7FE7FFF FLASH_ALT_O 6 16384
O0xF7FE8000 | OxF7FF3FFF Reserved
OxF7FF4000 | OXF7FF7FFF PASS 2 16384
OxF7FF8000 | OxF7FFBFFF SSCM 1 16384
OxF7FFCO000 | OXF7FFFFFF BAR 0 16384
1. Refer to PACR registers in the Peripheral Bridge chapter
2. Refer to OPACR registers in the Peripheral Bridge chapter
3. This number indicates the assigned address range for the peripheral module on the peripheral bridge. The implemented
memory size or the number of implemented peripheral registers might be smaller. Refer to the dedicated peripheral chapter
or device configuration chapter for more details.
4. 1t will eventually be removed based on the results from Superset device validation
Table 10. Peripheral memory map (PBRIDGE 1)
ON OFF
Start End . Platform Platform Size®
Peripheral . .
Address Address Peripheral Peripheral [Byte]
slot(") Slot(®
0xF8000000 | OxF8003FFF PBRIDGE_1 0 16384
0xF8004000 | OXFBC37FFF Reserved
0xFBC38000 | OxFBC3BFFF eMIOS_1 241 16384
0xFBC3C000 | OxFBDFFFFF Reserved
0xFBEOO00OO | OXFBEO3FFF SAR_ADC_12bit_1 127 16384
0xFBEO04000 | OXFBEO7FFF SAR_ADC_12bit_3 126 16384
OxFBEO8000 | OXFBEGFFFF Reserved
O0xFBE70000 | OXFBE73FFF DSPI_1 99 16384
O0xFBE74000 | OXFBE77FFF DSPI_3 98 16384
OxFBE78000 | OXFBE7BFFF DSPI_5 97 16384
O0xFBE7CO000 | OXFBE7FFFF DSPI_7 96 16384
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Table 10. Peripheral memory map (PBRIDGE 1) (continued)
ON OFF
Start End . Platform Platform Size®®
Address Address Peripheral Peripheral Peripheral [Byte]
slot" Slot?
0xFBE80000 | OxFBESBFFF Reserved
0xFBE8CO000 | OXFBESFFFF LINFlexD_1 92 16384
0xFBE90000 | 0OxFBE93FFF LINFlexD_3 91 16384
0xFBE94000 | OxFBE97FFF LINFlexD_5 90 16384
0xFBE98000 | OXFBE9BFFF LINFlexD_7 89 16384
0xFBE9CO000 | OXFBE9FFFF LINFlexD_9 88 16384
0xFBEA0O00O | OXFBEA3FFF LINFlexD_11 87 16384
0xFBEA4000 | OXFBEATFFF LINFlexD_13 86 16384
0xFBEAB8000 | OxFBEABFFF LINFlexD_15 85 16384
OxFBEACO000 | OXFBEAFFFF LINFlexD_17 84 16384
0xFBEBO000O | 0xFBED3FFF Reserved
0xFBED4000 | 0XFBED7FFF CAN_SUB_1_MESSAGE_RAM 74 16384
0xFBED8000 | OXFBEE3FFF Reserved
O0xFBEE4000 | OXFBEE7FFF CAN_SUB_1_M_CAN_1 70 16384
0xFBEES8000 | 0OxFBEEBFFF CAN_SUB_1_M_CAN_2 69 16384
O0xFBEECO000 | OxFBEEFFFF CAN_SUB_1_M_CAN_3 68 16384
O0xFBEF0000 | OXFBEF3FFF CAN_SUB_1_M_CAN_4 67 16384
O0xFBEF4000 | OXFBF57FFF Reserved
0xFBF58000 | OxFBF5BFFF FCCU 41 16384
0xFBF5C000 | OXFBF63FFF Reserved
0xFBF64000 | OXFBF67FFF CRC_1 38 16384
0xFBF68000 | OXFBF6BFFF Reserved
O0xFBF6C000 | OXFBF6C1FF DMAMUX_1 36 512
0xFBF6C200 | OXFBF6C3FF DMAMUX_3 512
0xFBF6C400 | OXFBF83FFF Reserved
0xFBF84000 | OxFBF87FFF PIT_1 30 16384
0xFBF88000 | 0OxFBFBO1FF Reserved
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Table 10. Peripheral memory map (PBRIDGE 1) (continued)
ON OFF
Start End . Platform Platform Size®
Peripheral . .
Address Address Peripheral Peripheral [Byte]
Slot(" Slot?
0xFBFB0200 | OxFBFB023F CMU_1 (CORE, XBAR) 64
0xFBFB0240 | OXxFBFB0O27F CMU_2 (HPBM) 64
0xFBFB0280 | OxFBFB0O2BF CMU_3 (PBRIDGE) 64
0xFBFB02CO | OxFBFB033F Reserved
0xFBFB0340 | OXxFBFBO37F CMU_6 (SARADC) 64
0xFBFB0380 | OxFBFB047F Reserved
0xFBFB0480 | OxFBFB0O4BF CMU_11 (FBRIDGE) 64
O0xFBFB04CO | OXFBFBO4FF CMU_12 (EMIOS) 64
0xFBFB0500 | OxFBFB0O53F Reserved
0xFBFB0540 | OxFBFBO57F CMU_14 (PFBRIDGE) 64
O0xFBFB0580 | OxXFBFCFFFF Reserved
O0xFBFDO000O | OXFBFD3FFF SIPI_1 (debug) | ‘ 16384
0xFBFD4000 | OXFBFD7FFF Reserved
0xFBFD8000 | 0OxFBFDBFFF LFAST_1 (debug) | ‘ 16384
0xFBFDCO000 | OXFBFFFFFF Reserved
1. Refer to PACR registers in the Peripheral Bridge chapter
2. Refer to OPACR registers in the Peripheral Bridge chapter
3. This number indicates the assigned address range for the peripheral module on the peripheral bridge. The implemented
memory size or the number of implemented peripheral registers might be smaller. Refer to the dedicated peripheral chapter
or device configuration chapter for more details.
5.6 UTest memory

Start offset End offset Description
0x0000 0x0007 Temperature sensor calibration
0x0008 0x001F Reserved
0x0020 0x002F Factory Erase Diary Location
0x0030 0x003F Test Mode Disable Override Passcode (1)
0x0040 0x004F Test Mode Disable Seal (1)
0x0050 0x005F Test Mode Disable Group A
0x0060 0x006F Test Mode Disable Group B
0x00A0 0x00BF uib

3
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Table 11. UTest memory map (continued)

Start offset End offset Description
0x00CO 0x00CF SW-DCF Start address(!)
0x00D0 O0x00FF Reserved
0x0100 0x011F eFuse Bypass Password @
0x0120 0x013F JTAG Password ®)
0x0140 0x015F PASS password - Group 0 ()
0x0160 0x017F PASS password - Group 1 )
0x0180 0x019F PASS password - Group 2 )
0x01A0 0x01BF PASS password - Group 3 3
0x01CO0 0x01DF Reserved
0x01EO0 0x01FF Life Cycle slot 0 - ST Production
0x0200 0x021F Life Cycle slot 1 - Customer Delivery
0x0220 0x023F Life Cycle slot 2 - OEM Production
0x0240 0x025F Life Cycle slot 3 - In Field
0x0260 0x027F Life Cycle slot 4 - Failure Analysis
0x0280 0x029F Customer Single Bit Correction area “)
0x02A0 0x02BF Customer Double Bit Correction area (°)
0x02C0 0x02DF Customer Triple Bit Detection area ©)
0x02E0 0x02FF Customer Programmable Detection Area
0x0300 0x0307 DCF Start Record(”)
0x0308 0x036F Reserved
0x0370 OXOFFF UTEST DCF Records(®
0x1000 Ox1FFF Customer OTP data

Ao DN~

The effective data is 4 bytes, but because of the new DEC ECC scheme, 16 bytes are still reserved.

Used to enable the Flash Test Mode when the eFuse protection is not active.

Access to this location is conditioned by the Life Cycle.

This area is written by ST during production phase with a specific content aimed to generate single bit
errors, on behalf of diagnostic at application level of the ECC error correction path.

This area is written by ST during production phase with a specific content aimed to generate double bit
errors, on behalf of diagnostic at application level of the ECC error detection path.

This area is written by ST during production phase with a specific content aimed to generate triple bit
errors, on behalf of diagnostic at application level of the ECC error correction path.

The SSCM “SHD_DCF_OFFSET” parameter shall be aligned to the start of this area. Note that the UTest
Flash block is seen by the SSCM at the following address: 0x0080_0000. The SSCM START RECORD
DCF (refer to DCF start record in Chapter 9: Device Configuration Format (DCF) Records) must always be
programmed at the beginning of this area. Because of the new DEC ECC scheme, the 64b following the

START DCEF record shall still be programmed in order to let the SSCM complete the DCF parsing

(otherwise it would stop when a virgin record is found).

Factory can program some UTest DCF records during production test. Consider that the first free location
may change. Refer to Sales to retrieve the information for the first free location or directly read the UTest to

find it.
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Functional safety

Introduction

The SPC584Cx/SPC58ECx offers a set of features to support applications that need to fulfill
functional safety requirements as defined by automotive safety integrity level ASIL B of
ISO 26262. This chapter gives an overview of the safety implementation for the
SPC584Cx/SPC58ECXx, and discusses the operation of the safety mechanisms.

Safety overview

The SPC584Cx/SPC58ECx has been designed for automotive applications executing
safety-relevant tasks that require a fail-silent or fail-indicate MCU. The
SPC584Cx/SPC58ECx supports a Fault Tolerant Time Interval (FTTI) of at least 10 ms.
Shorter intervals are possible depending on the actual combination of failure detection and
signaling mechanisms but the SPC584Cx/SPC58ECx generally supports an FTTI of 10 ms.

Module categorization

The definition of the SPC584Cx/SPC58ECx safety concept and its validation (particularly
the computation of Probabilistic Metric for Random Hardware Failures (PMHF)) has been
done by splitting system modules into four categories as shown in Table 12.

Table 12. PMHF module categories

Module Category

category | abbreviation Description

All modules that can directly influence the correct operation of the

Vital software execution (by influence of the correct function of CPU, RAM,
system ViMo Flash, and the bus interconnect). Examples of ViMo are the core, the
modules cache, the crossbar, and the interrupt controller (INTC), as well as clock

or power generation.

Peripheral All microcontroller modules involved in I/O operation, specifically
PeMo . X .
modules including the I/O bridge.
Modules not used to implement any safety related functionality (for
example, debug modules), modules which are functionally similar to
Non- modules in the categories above but do not provide any embedded
safety NoSaMo |safety provisions by default or are not used for safety in a use case
modules scenario. In case they are used in a safety-relevant way, application
measures are necessary to ensure their safe operation. Notice that
interference-freedom is guaranteed in both cases.
These are modules that, although safety-relevant and in principle
Other potential members of the ViMo category, cannot lead to a violation of the
support SuMo safety goal on their own. Typically, these will only have multiple point
modules faults, but not single point faults. Example SuMo’s are the RCCU and

Clock Monitoring Unit (CMU).

Table 13 shows module classifications for the SPC584Cx/SPC58ECx.
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Table 13. Module classification

Classification Modules

Core_0 with controllers for I-Cache, D-Cache and local memories, I-Cache,
D-Cache and D-Mem arrays,

Core_2 with controllers for I-Cache, D-Cache and local memories, I-Cache,
D-Cache and D-Mem arrays,

eDMA,

DMACHMUX,
Concentrator DMA,
INTC,

XBAR,

SRAM controller,
System RAM array,
Flash memory controller,
Flash memory array,System timer,
MC_RGM,

Dual PLL Digital,

XOSC,

MC_CGM,

MC_ME,

Voltage regulator,
MC_PMC,

ViMos

SSCM,

PBRIDGEn

SAR ADC,
LINFlexD,
DSPI,
M_CAN,
FlexRay,
Ethernet,
SIUL2,

PeMos

Concentrator Ethernet, FlexRay,

3
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Table 13. Module classification (continued)

Classification

Modules

NoSaMos

LFAST, SIPI,

HSM,

Nexus,

JTAG,
Concentrator HSM,
12C,

SEMA42,

WKPU,

SPU,

PIT,
STANDBY SARADC

SuMos

CRC units,
Temperature Sensors,
IRCOSC,

CMUs,

HVDs,

Bandgap reference,
IMA,

REG_PROT,

SWT,

FCCU,
MEMUSTCU2

The SPC584Cx/SPC58ECx implements no specific protection of NoSaMos against
Common Cause Failures between them.

System implementation

General concept

In general, safety integrity is achieved in the following ways:

e The safety of storage and of the data path to storage and periphery is ensured by End-
to-End ECC (E2E ECC) with address encoding and selected additional measures for
individual modules. For the periphery, end-to-end ends at the 1/O bridges (refer to
Section 6.4.1.1: End-to-End protection on data path).

e Clock and power, generation and distribution, are supervised by dedicated monitors
(refer to Section 6.4.1.2: Clock and power monitoring).

e The safety of the periphery is ensured by application-level measures (such as
connecting one sensor to different I/O modules, sensor validation by sensor fusion, and
so on). Hardware supports this application-level redundancy by providing redundant
I/O modules connected to different peripheral bridges (PBRIDGE) to maximize the

RM0407 Rev 7

91/2856




Functional safety RM0407

6.4.1.1

92/2856

independence between the monitored and monitoring resources (refer to
Section 6.4.1.3: I/O peripherals, and Section 6.4.1.4: Communication controllers).

The Fault Collection and Control Unit (refer to “Fault Collection and Control Unit
(FCCU)” chapter for FCCU details) is responsible for collecting and reacting to failure
notifications (refer to Section 6.4.1.5: FCCU and failure monitoring). MEMU (refer to
Section 6.4.3.4: Memory Error Management Unit (MEMU)) is responsible for the
collection and reporting (to the FCCU) of error events in system memories, and Flash
memory, as well as E2E ECC errors caused by the XBAR, or RAM or Flash memory
controllers. Error events include ECC corrections and detections as well as faults
detected by other embedded monitors.

Common Cause Failures (CCF) are dealt with by a set of measures for both control
and avoidance of CCFs spanning system-level approaches (such as temperature and
nonfunctional signal monitoring) and back-end techniques (such as isolated silicon
areas and routing constraints) (refer to Section 6.4.2: Common Cause Failure
measures).

End-to-End protection on data path

Connections between XBAR masters and slaves (clients) are denoted as data paths. Data
corruption on all data paths between the Safety Core and any client is detected with at least
99% coverage via two main safety mechanisms: data from the replicated cores is encoded
using Error Correcting Code (ECC), which is implemented with a single-error correction,
double-error detection (SECDED) code with a Hamming distance of 4 and includes
coverage of addressing information; control signals and address decoding are monitored to
verify the data reaches all of the intended clients, from all possible connections to these
clients and the intended operation is performed on the target address. Figure 6 shows a
general view of ECC schema.

3
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Figure 6. Simplified view of E2E ECC
Core 0 Core 2
FlexRay
ECC ECC ECC
XBAR
ECC ECC
RAM Control3| | RAM Control2 Flash Control
RAM Array RAM Array Flash Array

storing ECC storing ECC storing ECC

Note: Specific implementation for the SPC584Cx/SPC58ECx varies depending on the special

3

requirements of RAM and Flash memory concerning ECC handling.

ECC bits are generated on writes by XBAR masters and checked on reads. The ECC
correction bits are stored alongside the data in Flash memory and RAM so, in principle, no
ECC logic is necessary at the memories themselves. For this reason the ECC schema is
referred to as End-to-End ECC (E2E ECC) in the following sections. For XBAR slaves, apart
from memories, new ECC logic is added as these clients cannot store or produce the ECC
correction bits. This resolves the problem where ECC needs to be calculated in real time
before entering or exiting the ECC-protected data path. This setup leaves the data path
downstream of the ECC units (for example, starting at, and downstream of, the peripheral
bridges) unprotected by ECC. To detect corruptions introduced on those unprotected data
paths, the PBRIDGEs and peripherals can be used redundantly (refer to Section 6.4.1.3: I/0
peripherals), or other mechanisms may be used to validate peripheral operation.

The E2E ECC schema provides high detection capabilities against failures affecting the
data content of the transaction. The inclusion of the target address in the computation of the
redundancy bits (8 ECC bits) does allow the partial detection of addressing faults as well. To
reach the desired integrity level, additional dedicated safety mechanisms are implemented
in the data path particularly to:

e Improve the detection capability over addressing failures (no/multiple/wrong address
selected), considering faults affecting address transmission (from master to client) as
well as the decoding of the address.

e Provide coverage for control failures affecting, for example, the type (read vs. write) or
size of a transaction.

Though safety mechanisms protecting the XBAR, the RAM controller, or the Flash memory
controller are different, they are all based on the feedback of address and control
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information from the target to the source of the transaction, which is responsible for
checking for consistency with respect to the intended transaction. Depending on the portion
of the data path covered by the specific safety mechanism, the source can be an XBAR
master port rather than the XBAR interface of the RAM or Flash controllers; the target is
respectively an XBAR slave port, the RAM array, or the Flash module (refer to “Crossbar
Switch (XBARY)”, “Flash memory controller”, and “RAM controller (PRAM)” chapters).

Clock and power monitoring

Clock

Clocks in the SPC584Cx/SPC58ECx are supervised by Clock Monitor Units (CMUs). The
CMUs are driven by the IRCOSC (16 MHz internal oscillator) for independent operation
from the monitored clocks. CMUs flag errors associated with conditions due to loss of lock,
clock out of a programmable bound (over and under frequency), and loss of reference. If a
supervised clock leaves the specified range for the device, a signal is sent to the FCCU.

Power

There are four types of voltage supervisors on the SPC584Cx/SPC58ECx, Low Voltage
Detect (LVD), High Voltage Detect (HVD), Upper Voltage Detector (UVD) and Minimum
Voltage Detector (MVD) monitors. Safety-relevant voltages are supervised for voltages that
are out of these ranges. Since safety relevant voltages have the potential to disable the
failure indication mechanisms of the MCU (such as FCCU, pads, and so on) the indication
of these errors can be used to cause a direct transition of the MCU into the safe state (reset
assertion) (refer to “Power management” and “Power Control Unit (MC_PCU)” chapters for
details on power monitoring).

1/0 peripherals

To allow a safety application to make redundant use of all I/O peripherals, each peripheral
has at least two instances, and each instance is connected to a different PBRIDGE. This
means, for example, that if DSPI is provided by the MCU, two DSPI modules (DSPIn,
DSPIm) are included and connected externally through different pins. Internally, DSPIn
would then be connected to PBRIDGE_0 and DSPIm to PBRIDGE_1 and be accessible via
different addresses.

The arrangement of I/O peripherals onto two PBRIDGEs, as well as further CCF prevention
measures, allow redundant use of peripherals while limiting possible causes of CCFs.
Redundant usage includes usage of equivalent peripherals in a replicated way as well as
usage of functionally different peripherals in, for example, feedback measurement loops.
Comparison of redundant operation is under the responsibility of the application software,
and not the safety hardware mechanism.

Communication controllers

Communication controllers provide the ability to exchange information with external
components and therefore fall under the same safety reasoning as I/O peripherals. Yet we
assume that for high bandwidth communication controllers additional software measures
are employed that do not require redundant communication peripherals.

3
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The following communication controllers do not contain special safety mechanisms (above
what is included in them by their protocol specifications) nor are they duplicated or spread
over the PBRIDGE (in contrast to other 1/Os, refer to Section 6.4.1.3: I/O peripherals):

e FlexRay
° Ethernet
. M_CAN

Typically, software measures for the communication controllers (also called fault-tolerant
communication layer) could contain E2E CRC data protection, sender identification,
sequence numbering, and an acknowledgement mechanism.

Disabling of communication controllers

In the event of a dangerous failure, the MCU offers the capability of disabling transmission
of individual channels of communication controllers (such as CAN modules and FlexRay).
This prevents the transmission of erroneous messages while preserving the capability of
communicating over the diagnostic bus. Disabling outputs is controlled by resetting the
SIUL2_MSCRn[SMC] for the pins that are associated with communication controllers where
this feature is needed (refer to the “System Integration Unit Lite2 (SIUL2)” chapter for details
on disabling communication signals).

FCCU can drive a fault state on FI[0] with either one of the following two mechanisms:
e  Error pin reaction due to a fault
e  Software writing FCCU_CFG[FCCU_SET_CLEAR] =01b

When the FCCU drives FI[0] to a fault state, the SIUL2 disables the output drivers of all pins
whose SIUL2_MSCRn[SMC] = 0. This disables the possible transmission of erroneous
messages. As long as the FCCU drives FI[0] to faulty state, the communication controllers’
Tx pins are disabled and internal pull-up are enabled. As soon as FI[0] is driven to non-faulty
state, the communication controllers’ Tx pins are automatically enabled and state of internal
pull-up/down restored.

The application should configure SIUL2_MSCRn[SMC] for pins that have active mapping of
CAN modules (M_CAN) or FlexRay functionality and ensure that pin does not stay in
undriven state.

The FCCU uses an internal signal to disable the communication controller transmission, so
transmission is disabled even when the FCCU cannot drive the FI[0] pin because the pin is
configured as GPIO. Also, if FI[0] is used as error input, externally pulling it down will disable
the communication controller transmission if this event drives FCCU to a fault state.

Disabling of communication controllers occurs on the Tx pins of the communication
controller (for example, M_CAN, FlexRay) of the MCU even while the communication
controller continues operating. Failed transmissions, when detected by the communication
controller, may lead to additional error events.

FCCU and failure monitoring

The FCCU offers a hardware mechanism to aggregate error notifications and a configurable
means to bring the device to a safe state. No CPU intervention is required for collection and
control operation. Error indications are passed from the individual hardware components to
the FCCU where the appropriate action is decided (according to the FCCU configuration).
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External error indication

Failure of the MCU is signaled to one or two pins, FI[0] (ERRORO) and FI[1] (ERROR1).
FI[0] can also serve as an error input mechanism (refer to “Fault Collection and Control Unit
(FCCU)” chapter, and “FCCU configuration” section of the “Device configuration” chapter,
for details on the fault output signals). Both pins can be multiplexed with other functions with
different defaults.

The error indication on pins FI[0] and FI[1] is controlled by SIUL2 and FCCU. The mapping
of the FCCU output signals on the relevant pins and the associated electrical characteristics
are enabled by the SIUL2_MSCR[n] register (refer to table “SIUL2_MSCRO -
SIUL2_MSCRS511 field description” in the “System Integration Unit Lite2 (SIUL2)” chapter for
signal mapping details). Once the FCCU is mapped onto the pin, the logic level is driven by
the FCCU.

FI[0] is controlled by the FCCU at startup by default, but the state of FI[1] is like other I/O
signals (refer to table “Pin startup and reset states” in chapter “Signal Description” for
default states of FI[0] and FI[1]).

Since it is possible to reset FCCU and SIUL2 independently, the behavior of FI[0] and FI[1]
is the result of the combined state of SIUL2_MSCR[n] and the FCCU. (refer to section
“Reset interface” in chapter “Fault Collection and Control Unit (FCCU)” for FCCU reset
details, and chapter “Reset and Boot” for the state of the FCCU relative to the system during
different reset phases).

During functional reset, the application shall consider only the PAD PB[11] as FCCU error
out. The FCCU EOUT1, that is PC[2], is not enabled during functional reset.

The FCCU_STAT[ESTAT] error status flag can be read to show whether the FCCU is in an
error state. This flag can be written by software to either a 1 (fault) or O (operational) when
the FCCU is in operational state.

FCCU_EINOUT(EINO): The value of this register depends on the state of the pad. If the IBE
functionality of the SIUL is enabled, the register bit reflects the physical status of the pin as
seen by the input buffer. In case the protocol selected for EOUT interface is a toggling one
(Dual rail or Time switching), this may not be true due to synchronization in the safety clock
domain.

The register reflects the physical status of the pin from application point of view (external
status).

FCCU_STAT(PhysicalErrorPin): This register field indicates the actual status of the Error pin
as driven by FCCU to the pad based on different FCCU configurations and state of the
failure input channels. The value reported in the FCCU_STAT (PhysicalErrorPin) could be
different from what is seen at the pad.

Failure handling

The FCCU is an autonomous module that is responsible for reacting to failure indicators. A
different reaction can be configured for each failure source. Overall failure reaction time
requires time for detecting, processing, and indicating the error. During this time, the
SPC584Cx/SPC58ECx could provide wrong results to the system.

3
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Failure sources include:

All failure indication signals from modules within the MCU.

Control logic and signals monitored by the FCCU itself (refer to chapter “Fault
Collection and Control Unit (FCCU)”).

Software-initiated failure indications. For example, software signals the FCCU that it
has evidence of a failure. Keep in mind that software can also directly influence the
state of the Fn pins.

External failure input.

Available failure reactions are:

Assertion of an interrupt (maskable or non-maskable)
Resetting the MCU
Changing the state of the failure indication pins, ERRORn

Disabling the transmission capabilities of communication controllers (FlexRay, CAN,
Ethernet. Note that, it is only possible in conjunction with changing the state of the
failure indication pins

No reaction

Software can read the failure source that caused a fault, either before or after a functional
reset (the condition indicators are not volatile). Software can also reset the failure, but the
external failure indication will stay in failure mode for a configurable minimum time. If
necessary, software can also reset the MCU.

6.4.1.5.3 FCCU failure inputs from other modules
Table 14 shows the different failure input signals of the FCCU.
Table 14. FCCU failure inputs
o2
8 < Source Failure Failure description HW failure behaviour
=5
Pulse signal. No SW
0 |PMCDIG TEMP_ERROR Temperature detector intervention needed to
clear it.
Voltage out of range from Pulse signal. No SW
1 |PMCDIG LVD_ERROR 9 g€ intervention needed to
- LVDs (non-destructive reset) .
clear it.
Voltage out of range from Pulse signal. No SW
2 |PMCDIG HVD_ERROR HVDs (non-destructive intervention needed to
reset) clear it.
3 |pPMcDIG DPMC DCF SAFETY ERR Digital PMC DCF Safety Per5|§tent till error
- - - Error negation
Digital PMC voltage detector | Clear status through
4 |PMCDIG DPMC_VD_BIST BIST FCCU

3
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Table 14. FCCU failure inputs (continued)

50
8 § Source Failure Failure description HW failure behaviour
=5
SSCM transfer error (during g\?vcxtgle:asrrcolfzﬁgebzo
5 |SSCM/FLASHO |SSCM_XFER FLASH_ERR Itg‘: d?f?'\f lf:;‘;f;iig“ SW needed. Memory
:0ading) - ry DCEF part is persistent till
initialization error .
error negation.
BIST result - wrong
6 |STCU STCU_UF signature (STCU g'ceé‘LStat“S through
Unrecoverable Fault)
BIST result - wrong
7 |sTcu STCU_RF signature (STCU gggﬁtat“s through
Recoverable Fault)
STCU fault in case MBIST
8 |sTcu STCU_LMBIST_USR_ERR contr.o.l S|gna!s go to wrong | Clear status through
condition during user FCCU
application.
JTAG or NPC not in reset or
SPURIOUS _DEBUG_SSCM | activation of dangerous Clear status through
9 |GLUELOGIC | “scTivATION debug functionality FCCU
Spurious activation of SSCM
15 | PLATFORM DMA1 TCD EDC after ECC | DMA1 TCD EDC after ECC gggaﬁatus through
The pin/flag signals the
following unrecoverable
errors:
— ECC errors on Flash
internal reads during
configuration loading
(startup)
16 |Flash Flash Reset E Cl db t onl
as ash Reset Error _ ECC errors on Elash eared by reset only
internal reads during fw
copy (startup)
— Double ECC errors on
KRAM during internal self-
check routine (always
running)
Software watchdog timer3
17 | PLATFORM SWT3_ResetReq Reset Request (after a Cleared by reset only
functional reset)
Software watchdog timer2
18 |PLATFORM SWT2_ResetReq Reset Request (after a Cleared by reset only
functional reset)
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Table 14. FCCU failure inputs (continued)
> 2
8 < Source Failure Failure description HW failure behaviour
=g
Software watchdog timer0
20 |PLATFORM SWTO0_ResetReq Reset Request (after a Cleared by reset only
functional reset)
21 |MEMU MEMU_RAM_CE zﬂrrEo'\r/'U RAM correctable Clear status in MEMU
22 |MEMU MEMU_RAM_UCE gﬂrrEo'\r"U RAM uncorrectable | 0 - status in MEMU
23 |MEMU MEMU_RAM_OV MEMU RAM overflow(") Clear status in MEMU
24 |MEMU MEMU_PER_CE MEMU Peripheral Clear status in MEMU
- - correctable error
25 |MEMU MEMU_PER_UCE MEMU Peripheral Clear status in MEMU
uncorrectable error
26 |MEMU MEMU_PER_OV MEMU Feripheral Clear status in MEMU
- - overflow
27 |MEMU MEMU_FLS_CE Zﬂr'fo'\r"u Flash correctable | ¢04r status in MEMU
28 | MEMU MEMU_FLS_UCE (';"rrEo'\r/'U Flash uncorrectable | o - status in MEMU
29 |MEMU MEMU_FLS_OV MEMU Flash overflow Clear status in MEMU
IMA SoC Active
The fault is cleared by
30 |IMA IMA SoC c_jlsabllng IMA (IMA.SLCT.R PerS|§tent till error
= 0x0), followed by clearing | negation
the FCCU channel status,
FCCU_RF_Sn[RFSm].
PLATEORM / $MPU XBAR 1 Monitor Pulse S|g_nal. No SW
32 SMPU SMPU_MONITOR XBAR 1 incorrectly refuses an intervention needed to
access clear it.
Pulse signal. No SW
34 |PLATFORM/ SMPU ERROR XBAR 1 SMPU XBAR 1 refuses an |, o vention needed to
SMPU access correctly. .
clear it.
Feedback checkers
35 | PLATFORM/ CORE 0 D-MEM address 'C”;fjgmgnr;eedég:;e platform | &04r status through
CORE ERR address/CS/WE feedback Fecu
signals

3
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Table 14. FCCU failure inputs (continued)

FCCU
channel

Source

Failure

Failure description

HW failure behaviour

36

PLATFORM /
CORE

CORE 0 D-MEM address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCcu

37

PLATFORM /
CORE

CORE 0 I-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

38

PLATFORM /
CORE

CORE 0 I-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

39

PLATFORM /
CORE

CORE 0 I-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

40

PLATFORM /
CORE

CORE 0 I-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

41

PLATFORM /
CORE

CORE 0 I-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCcuU

42

PLATFORM /
CORE

CORE 0 D-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

43

PLATFORM /
CORE

CORE 0 D-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU
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Table 14. FCCU failure inputs (continued)

50
8 § Source Failure Failure description HW failure behaviour
=5
Feedback checkers
44 PLATFORM / CORE 0 D-Cache address ::rg\rl)(laermgnr;eedn:grtyhe platform Clear status through
CORE ERR address/CS/WE feedback Fecu
signals
Feedback checkers
45 |PLATFORM/ CORE 0 D-Cache address 'C”;f:gmgnr;eedn;ro‘:;e platform | &04r status through
CORE ERR address/CS/WE feedback Fecu
signals
Feedback checkers
46 PLATFORM / CORE 0 D-Cache address 'Cn;\eﬁmgnr;eedréz:;e platform Clear status through
CORE ERR address/CS/WE feedback FeCU
signals
Feedback checkers
48 | PLATFORM/ DMA 1 TCD Ram feedback L”;f:;mgnr:‘eedn']g:;e PIAtorm | o164 status through
CORE checker address/CS/WE feedback | CCV
signals
PLLO Loss of Lock (Interrupt | SW clear required in
49 |PLLDIG FM_PLL O event) PLLDIG
PLL1 Loss of Lock (Interrupt | SW clear required in
50 |PLLDIG FM_PLL_1 event) PLLDIG
XOSC less than IRC, XTAL
51 |CMU CMU_0_XOSC Pin Floating, EXTAL Pin Clear status in CMU
Floating(3)
Sysclk frequency out of .
52 |CMU CMU_O_PLLO range(4) Clear status in CMU
53 |cMU CMU_Platform Monitoring '“t?g)”a' clocks of | \ear status in CMU
comp_subsys
54 |CMU CMU_other Monitoring |r(1€t§>rnal clocks of Clear status in CMU
other clocks
Indication of a hardware fault
56 PLATFORM / XBAR 1 XBIC + XBAR 1 resulting in corrupted Clear status through
XBAR 1 decoder checker transaction through the FCCU
XBAR or gaskets
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Table 14. FCCU failure inputs (continued)

FCCU
channel

Source

Failure

Failure description

HW failure behaviour

57

PLATFORM /
CORE

CORE 2 D-MEM address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCcu

58

PLATFORM /
CORE

CORE 2 D-MEM address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

59

PLATFORM /
CORE

CORE 2 |-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

60

PLATFORM /
CORE

CORE 2 |-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

61

PLATFORM /
CORE

CORE 2 |-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

62

PLATFORM /
CORE

CORE 2 |-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCcuU

63

FLASH 0

FLASH_REF_ERR

If the current and voltage
Read references are out of
range, this bit is set to signify
that previous reads
requested may have been
corrupted.

The recommended clear
mechanism is device
reset

64

PLATFORM /
FLASH 1

EDC_ECC_FLASH 1

EDC after ECC for FLASH
array - Indication of a
hardware fault in the ECC of
the Flash memory resulting
in corrupted ECC
detection/correction.

Clear status through
FCCuU
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Table 14. FCCU failure inputs (continued)

FCCU
channel

Source

Failure

Failure description

HW failure behaviour

65

PLATFORM /
FLASH 1

EDC_ECC_FLASH_C 1

EDC after ECC for FLASH
controller — Indication of
hardware fault in the Flash
memory controller resulting
in corrupted ECC detection /
correction.

Clear status through
FCcu

66

PLATFORM /
FLASH 1

ENC_ERR_FLASH 1

Flash encoding error —
Indication of hardware fault
resulting in corrupted Flash
memory access.

Clear status through
FCCU

67

PLATFORM /
FLASH 1

ADDR_FDBK_ERR_FLASH
C1

PFlashC address feedback
error - alarm indicating the
Flash controller detected a
transaction monitor
mismatch when compared to
the Flash safety feedback
outputs

Clear status through
FCCU

69

PLATFORM /
CORE

CORE 2 I-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

70

PLATFORM /
CORE

CORE 2 D-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

71

PLATFORM /
CORE

CORE 2 D-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

72

PLATFORM /
CORE

CORE 2 D-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

73

PLATFORM /
CORE

CORE 2 D-Cache address
ERR

Feedback checkers
implemented in the platform
covering memory
address/CS/WE feedback
signals

Clear status through
FCCU

574
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Table 14. FCCU failure inputs (continued)

Source

FCCU
channel

Failure

Failure description

HW failure behaviour

PLATFORM /

74 PRAM 2

ADDR_FDBK_ERR_PRAM 2
+ RAM_LWB_ERR

System RAM address
feedback + RAM Late-Write
buffer mismatch. Indication
of an addressing error in
system RAM or a write error
in the RAM controller
resulting in corrupted RAM
access

Clear status through
FCCU

PLATFORM /

75 PRAM 2

EDC_ERR_PRAM 2

EDC after ECC for RAM
(read-modify-write ECC).
Indication of a fault in the
controller PRAM of the
system RAM resulting in a
potentially corrupted RAM
word during RMW access or
stale word during read.

Clear status through
FCCU

PLATFORM /

76 PRAM 3

ADDR_FDBK_ERR_PRAM3
+ RAM_LWB_ERR

System RAM address
feedback + RAM Late-Write
buffer mismatch. Indication
of an addressing error in
system RAM or a write error
in the RAM controller
resulting in corrupted RAM
access

Clear status through
FCCU

PLATFORM /

" PRAM 3

EDC_ERR_PRAM 3

EDC after ECC for RAM
(read-modify-write ECC).
Indication of a fault in the
controller PRAM of the
system RAM resulting in a
potentially corrupted RAM
word during RMW access or
stale word during read.

Clear status through
FCCU

78 |TCU

DFT1

Test circuitry Group x
activation

Persistent till reset

79 |[Tcu®

DFT2

Test circuitry Group x
activation

Persistent till reset

80 |TCU

DFT3

Test circuitry Group x
activation

Persistent till reset

81 |TCU

DFT4

Test circuitry Group x
activation

Persistent till reset

PLATFORM /

82 CORE

Core 0 Exception

Core Machine check
exception indication

Pulse signal. No SW
intervention needed to
clear it.
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Table 14. FCCU failure inputs (continued)

50
8 § Source Failure Failure description HW failure behaviour
=5
83 PLATFORM / CORE 2 D-Cache address Core 2 dtaq memory error Clear status through
CORE ERR 9 v FCCU
PLATFORM / . Core Machine check Pulse signal. No SW
84 Core 2 Exception o intervention needed to
CORE exception indication .
clear it.
PLATFORM / PBRIDGE_1 gasket monitor | C2SKet monitor checks for | Pulse signal. No SW
88 integrity of AHB control intervention needed to
PBRIDGE error . .
signals clear it.
89 PLATFORM / PBRIDGE_1_e2eEDC_ERR ECC b|t§ in the PBRIDGE PerS|§tent till error
PBRIDGE transaction contain an error | negation
PLATFORM / PBRIDGE_2 gasket monitor | C2ket monitor checks for | Pulse signal. No SW
90 integrity of AHB control intervention needed to
PBRIDGE error . .
signals clear it.
91 PLATFORM / PBRIDGE_2 e2¢EDC_ERR ECC bltg in the PBRIDGE Persngtent till error
PBRIDGE transaction contain an error | negation
Monitor_Concentrator1_ Failure of Concentrator 1 Clear status through
92 | PLATFORM Alarm Monitor FCCU
93 | PLATFORM Monitor Concentrator DMA Congentrgtor DMA gasket Clear status through
- - monitor failure FCCU
94 |MC_RGM Safe Mode®) Safe mode entry request Per5|§ter)t till system
from RGM remains in Safe mode
Indication of undesired
deactivation of pad
compensation.
Fault may affect a distorted
o5 COMPENSATION Compensation Disable transmissions on I/Os Persistent till error
CELLS P associated. negation from HW
The indication is cleared by
clearing the FCCU channel
status,
FCCU_RF_Sn[RFSm]®
96 |GLUE LOGIC EIN_ERR Error input pin (from the PerS|§tent till error
external world) negation from HW
97 |PLATFORM Core 0 Backdoor Core 0 gasket monitor failure Per5|§tent tll error
negation from HW
98 | PLATFORM Core 2 Backdoor Core 2 gasket monitor failure | - SrSistent till error
negation from HW
99 |PLATFORM DSMC_0 monitor error DSMC_0 monitor error PerS|§tent till error
negation from HW

574
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Table 14. FCCU failure inputs (continued)

Source

FCCU
channel

Failure

Failure description

HW failure behaviour

101 |PLATFORM

DSMC_2 monitor error

DSMC_2 monitor error

Persistent till error
negation from HW

103 | PLATFORM

Frequency gasket of Core 0
(instruction bus)

Failure of Core 0 frequency
gasket (instruction bus)

Persistent till error
negation from HW

104 |PLATFORM

Frequency gasket of Core 0
(data bus)

Failure of Core 0 frequency
gasket (data bus)

Persistent till error
negation from HW

105 PLATFORM / CORE 0 I-MEM ILLEGAL CORE 0 Attempt to access | Clear status through
CORE ACCESS non-existent I-MEM FCCU

106 PLATFORM / CORE 2 I-MEM ILLEGAL CORE 2 Attempt to access | Clear status through
CORE ACCESS non-existent I-MEM FCCU

107 |PLATFORM

Monitor_Concentrator HSM

Concentrator HSM gasket
monitor failure

Clear status through
FCCU

108 | PLATFORM

Monitor_Concentrator1_
XBIC

Concentrator 1 XBIC monitor
failure

Clear status through
FCCU

109 | PLATFORM

Monitor_Concentrator DMA

Concentrator DMA ECC
monitor failure

Clear status through
FCcuU

110 |PLATFORM

Monitor_Concentrator HSM

Concentrator HSM ECC
monitor failure

Clear status through
FCCU

111 | PLATFORM

Monitor_Concentrator1_
SIPI_1

Concentrator 1 ECC monitor
failure - SIPI

Clear status through
FCCU

112 | PLATFORM

Monitor_Concentrator1_
FLEXRAY_O

Concentrator 1 ECC monitor
failure FLEXRAY

Clear status through
FCcuU

113 |PLATFORM

Monitor_Concentrator1_
ETHERNET_O

Concentrator 1 ECC monitor
failure - Ethernet

Clear status through
FCCU

114 |PLATFORM

Monitor_Concentrator_DMA

Concentrator DMA gasket
monitor failure

Clear status through
FCCU

Aggregate of RAM Correctable Error overflow flag, RAM Uncorrectable Error overflow flag, RAM Error buffer Overflow Flag

2. Aggregate of Peripheral RAM Correctable Error overflow flag, Peripheral RAM Uncorrectable Error overflow flag,
Peripheral RAM Error Buffer Overflow Flag

CMU_0_PLLO_XOSC_IRCOSC OLR event + XTAL pin floating + EXTAL Pin Floating
4. CMU_0_PLLO_XOSC_IRCOSC FLL and FHH events

CMU_1_CORE_XBAR, CMU_2_HPBM, CMU_3_PBRIDGE FLL and FHH events, CMU_11_FBRIDGE FLL and FHH
events, CMU_14_PFBRIDGE

6. CMU_6_SARADC, CMU_12_EMIOS

In the event of activation of RF[94] (that is safe mode request), RF[79] is also activated. If the RGM trigger of safe mode is
functionally used, during servicing of the response to activation of the RF[79], software should check that the device is not
in safe mode to discriminate between an unwanted activation of test circuitry and a safe mode request.

8. In the event of spurious activation of this fault source, RF[79] is activated together with RF[94]. In scenarios where safe
mode trigger from RGM is a valid functional use case, the RF[94] should be disabled.
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9. Compensation cell reduces the spread of some circuit parameters (slew rate of the output signal and the output
impedance) in the 10 buffers over temperature, process and voltage. Compensation cell might remain disabled until
supplies have reached LVD290 threshold.

6.4.1.6 Operational interference protection

Being a multi-master system, SPC584Cx/SPC58ECx provides safety mechanisms to
prevent non-safety masters from interfering with the operation of the Safety Core, as well as
mechanisms to handle the concurrent execution of software with different (lower) ASIL.
Interference freedom is guaranteed via a hierarchical memory protection schema including:

e MPUs
e PBRIDGEs
e  Register protection

There are two Memory Protection Unit levels included in the SPC584Cx/SPC58ECx. The
Core Memory Protection Unit (CMPU) is a mechanism included in each core to protect
address ranges against access by software developed according to lower ASIL. The CMPU
is typically used by the operating system to ensure inter-task interference protection.

The second MPU level is provided by the System MPUs (SMPU) located in each XBAR.
The MPUs prevent access of different bus masters to address ranges and are typically used
by the safety application to prevent NoSaMos (such as the Performance Core) to access the
application’s safety-relevant resources.

Furthermore, the PBRIDGE can restrict read and write access to individual 1/0O modules
based on the origin of the access and its state (user mode/supervisor mode).

Finally, the register protection included allows individual register to be locked against any
manipulation without unlocking.

These safety mechanisms are further described in the chapters System Memory Protection
Unit (SMPU), Peripheral Bridge (PBRIDGE) and Registers Protection (REG_PROT).

6.4.1.7 FCCU supervision (FOSU)

As the FCCU is a central component in reacting to errors, it is itself supervised even though
an error in it can only cause a latent failure. This supervision is provided by the FCCU
Output Supervision Unit (FOSU). The FOSU receives failure indications at the same time as
the FCCU. Unless the respective failure is switched off, the FOSU will observe the outputs
of the FCCU (IRQ, RESET, Fn). If the FCCU does not react within a predefined interval as
specified in the “FCCU configuration” section of the “Device configuration” chapter, on one
of those outputs to the incoming failure indication, the FOSU assumes the FCCU has failed,
and causes a destructive reset.

The FOSU does not require any configuration by software.

6.4.2 Common Cause Failure measures

Various measures are included to prevent CCFs from endangering the effectiveness of the
safety measures. These measures include physical separation of the components on the
die, routing restrictions and supervision of clock, power, temperature, test and debug
signals. In general these measures are independent from the software.

There are also configuration registers that, on change, can affect the execution of the
MCU's safety function and, simultaneously, disable the respective safety mechanism. These

3
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are either protected against bit flips or those flips are detected by independent measures.
These same registers are also protected against accidental software writes by employing
the register protection described above.

6.4.3 ECC
Error correcting codes are used for end-to-end protection from cores to system storage as
well as for individual protection of peripheral RAMs.
6.4.3.1 ECC for storage
All storage used in normal operation is protected by ECC with:
e SEC/DED (single bit error correction and double bit error detection) for core, local
memory, peripheral RAM
e SEC/DEC/TED (single bit error correction, double bit error correction and triple error bit
detection) for Flash memory
The following exceptions exist:
e The caches in the cores are protected by EDC (Error Detection Code), only detecting,
but not correcting errors.
e SRAMis protected by SEC/DEC ECC in PRAM controller only during partial writes
(RMW operations) otherwise it is protected by E2E-ECC mechanism
e  FlexRay’s schedule information RAM (lookup table RAM) is protected by EDC only.
e The HSM’s AES program extension RAM are not protected by ECC.
A list showing the implementation of RAMs with ECC (including address protection) and for
the SPC584Cx/SPC58ECXx is shown in Table 15.
Table 15. ECC RAM implementations
Location Memory CIas“in-:flivcl::tion ECC AdoIIErCezs is 'ﬁ::;g? unlzifzztgl’ole
error
D-MEM System RAM | SEC/DED(") Y 16 Y
|I-Cache System RAM EDC Y 4 Y
Core_0 D-Cache System RAM EDC Y 4 Y
ITAG System RAM SEC/DED Y 4 Y
DTAG System RAM SEC/DED Y 4 Y
D-MEM System RAM | SEC/DED(") Y 16 Y
I-Cache System RAM EDC Y 4 Y
Core_2 D-Cache System RAM EDC Y 4 Y
ITAG System RAM SEC/DED Y 4 Y
DTAG System RAM SEC/DED Y 4 Y
PRAM Peripheral SEC/DED Y 8 N
HSM I-Cache Peripheral SEC/DED Y 4 N
ITAG Peripheral SEC/DED Y 4 N
C3 None NO N 4 N
108/2856 RMO0407 Rev 7 "_l
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Table 15. ECC RAM implementations (continued)

. . Reacts to
. MEMU Address is Muxing
Location Memory Classification ECC ECC Factor uncorrectable
error
DRAM Peripheral SEC/DED N 4
FlexRay
LRAM Peripheral EDC N 4 N
FIFO RX Peripheral SEC/DED Y 4 Y
Ethernet
FIFO TX Peripheral SEC/DED Y 4 Y
CAN CAN Peripheral SEC/DED N 8 Y
DMA DMA Peripheral SEC/DED Y 4 Y
SRAM System RAM | E2E-ECC®@ Y 8 Y
Platform
Nexus Peripheral NO — 4 N

1. Only when accessed by its own core. During access from other cores it is protected by E2E-ECC.
2. SEC/DEC for partial write operation (RMW), refer to Section 35.5.13: Safety considerations.

6.4.3.2

Note:

6.4.3.3

3

As shown in Table 15, some memories, particularly system storage, use an ECC computed
over data and address to detect data and addressing faults (no/wrong/multiple selection). In
addition, these same memories include dedicated measures against addressing and control
faults (such as address/control feedback). This is different for storage related to PeMos.
PeMos, in general, use an ECC without address error protections and do not include
additional measures to detect them. All ECC calculations for RAMs in PeMos are
accomplished by logic outside of the RAM, not in the RAM block.

All-x words and ECC

There is a special case for valid ECC values in the SPC584Cx/SPC58ECx. Memory entries
that are all zeros (All-0) or all ones (All-1), including the ECC parity bits, are not valid for
memory that is checked by ECC. Memories that include addresses in the ECC calculation
do not specifically protect against All-0 or All-1. This means that for some addresses All-0 or
All-1 may be valid. The Flash memory allows All-1, corresponding to the status of an erase
block, as a valid codeword.

Memories that include addresses in the ECC calculation do not specifically protect against
All-0 or All-1. This means that for some addresses All-0 or All-1 may be valid.

In case of not valid codeword, All-0 and All-1 memory content is indicated in different ways.
For memories that do not include address into the ECC calculation, All-0 and All-1 will be
always uncorrectable errors. For all memories that include address into the ECC code-bit
calculation, since the ECC checkbits depend on the address, it is not possible to generate
an uncorrectable error indication for all the possible addresses. Therefore, a not valid All-x
codeword may result in a correctable error.

For Flash memory, additional dedicated safety mechanisms exist to detect failures that have
the potential of leading to an All-1 word (refer to Chapter 36: Embedded Flash Memory, for
more details on Flash memory safety mechanisms).

ECC failure handling

Single-bit and double-bit errors (correctable and uncorrectable errors) are signaled to the
FCCU unless filtered by the MEMU. The MEMU (refer to Section 6.4.3.4: Memory Error
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6.4.3.4

6.4.3.4.1

Note:

110/2856

Management Unit (MEMU)) may filter ECC error notification for known ECC error addresses
with same (optional) syndrome (known permanent correctable errors). Actual
implementation will signal errors, not to the FCCU, but to the MEMU, which filters and then
forwards unfiltered notifications in an aggregated manner to the FCCU.

Memory Error Management Unit (MEMU)

The MEMU is responsible for the collection and reporting of error events generated by the
ECC logic used to protect system RAMs (in this context they are those RAMs with “System
RAM” memory classification as shown in Table 15), peripheral RAM, and Flash memory. In
addition to storage errors, e2eECC errors caused by XBAR, RAM or flash memory
controllers and memory related faults detected during MBIST are also routed to MEMU.
When ECC error events occur, the MEMU receives an error signal that causes an event to
be recorded, and possibly sets corresponding error flags that are reported to the FCCU.

Refer to the Device Configuration chapter for MEMU connections.

The MEMU stores the addresses of ECC errors that have occurred in a table as follows:

e Uniqueness of the addresses with same (optional) syndrome in the table is ensured.
For example, if an address with same (optional) syndrome is already stored in the
MEMU's table, correctable errors at that address will no longer be reported to the
FCCU

e  Software can read and modify the MEMU table and remove individual entries (by
marking them as invalid). For example, this allows software to invalidate a new entry in
the MEMU table and wait for a repeat occurrence of the ECC error indicating a
permanent error in memory

e If the MEMU table overflows, an additional signal (instead of the ECC error signal) is
sent to the FCCU

As the MEMU aggregates address information from several sources, it might not be able to
process all simultaneously arriving reports. This is called a simultaneous overflow and is
signaled to the FCCU as a buffer overflow (refer to Chapter 75: Memory Error Management
Unit (MEMU) for more information).

Interface to ECC units

The MEMU receives data according to the following interface per ECC unit connected:

e  Whether the error is a Single-Bit-Error (SBE) or Uncorrectable Error (UCE) type

e  Address of the memory where the error occurred

e  The (optional) ECC-syndrome or MBIST bad-bit information in case of SBE

e Aconfiguration specifying whether the ECC unit is attached to a peripheral RAM, to a
System RAM or to Flash memory

Not all ECC units provide a syndrome. If an ECC unit does not provide the syndrome, OxFF
is stored in the MEMU error table instead of the syndrome. If an error is signaled, it is
compared against all errors known for that storage:

e If no entry of that address with same (optional) syndrome is already in the buffer, it is to
be added into the appropriate table depending on the SBE versus UCE indicator

e Ifthere is no free entry left in that buffer, the overflow flag is set

If a previously known error has been marked invalid by software, no comparison against the
address will occur.
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If a valid entry of that address is in the buffer, and if the entry indicates an SBE in that

address, and the error indicated is uncorrectable, a new entry is added in the MEMU buffer.

In case of the same error is reported by ECC which reports the syndrome and additionally

by ECC which does not, the reporting order becomes important.

e Ifthe entry indicates an SBE in that address, and the error indicated is uncorrectable, a
new entry is added in the MEMU buffer. If ECC which provides the syndrome reports
first, the second reporting without syndrome is discarded.

e If ECC which does not provide the syndrome reports first, a second entry with the
syndrome is stored in the table.

3

RM0407 Rev 7 111/2856




Device configuration

RM0407

7

Device configuration

71 Introduction
This chapter provides details on the individual modules of the microcontroller. It includes:
e Module block diagrams showing immediate connections within the device
e  Specific module-to-module interactions not necessarily discussed in the individual
Module chapters
e Links for more information
7.2 Core modules
The HSM module embeds one additional core.
The main platform has two separate cores that perform various computational and control
functions: Main Core_0 and Main Core_2, both of which use an e200z420n3 core.
PowerlSA 2.06 and implementation-specific SPRs for the €200z215An3 core are listed in
Table 16. All registers are 32 bits in size. Register bits are numbered from bit 0 to bit 31
(most-significant to least-significant). Shaded entries represent optional registers. An SPR
register may be read or written with the mfspr and mtspr instructions. In the instruction
syntax, compilers should recognize the mnemonic name given in Table 16.
Table 16. Special Purpose Registers (SPRs)
Mnemonic Name Nt?:\l;Rer Access | Privileged S(:)i(::?fzic
XER Integer Exception Register 1 R/W No No
LR Link Register 8 R/W No No
CTR Count Register 9 R/W No No
SRRO0 Save/Restore Register 0 26 R/W Yes No
SRR1 Save/Restore Register 1 27 R/W Yes No
PIDO Process ID Register 48 R/W Yes No
CSRRO Critical Save/Restore Register 0 58 R/W Yes No
CSRR1 Critical Save/Restore Register 1 59 R/W Yes No
DEAR Data Exception Address Register 61 R/W Yes No
ESR Exception Syndrome Register 62 R/W Yes No
IVPR Interrupt Vector Prefix Register 63 R/W Yes No
SPRGO SPR General 0 272 R/W Yes No
SPRG1 SPR General 1 273 R/W Yes No
SPRG2 SPR General 2 274 R/W Yes No
SPRG3 SPR General 3 275 R/W Yes No
PIR Processor ID Register 286 R/W Yes No
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Table 16. Special Purpose Registers (SPRs) (continued)

Mnemonic Name Nt?:\Eer Access | Privileged S(:)i(c):(i)fzic
PVR Processor Version Register 287 Read-only Yes No
DBSR Debug Status Register 304 Reac%?lear Yes No
DBCRO Debug Control Register 0 308 R/W Yes No
DBCR1 Debug Control Register 1 309 R/W Yes No
DBCR2 Debug Control Register 2 310 R/W Yes No
IAC1 Instruction Address Compare 1 312 R/W Yes No
IAC2 Instruction Address Compare 2 313 R/W Yes No
IAC3 Instruction Address Compare 3 314 R/W Yes No
IAC4 Instruction Address Compare 4 315 R/W Yes No
DAC1 Data Address Compare 1 316 R/W Yes No
DAC2 Data Address Compare 2 317 R/W Yes No
DVC1 Data Value Compare 1) 318 R/W Yes No
DVC2 Data Value Compare 2?) 319 R/W Yes No
SPEFSCR |LSP/EFP APU status and control register 512 R/W No No
L1CFGO |L1 cache config register 0 515 Read-only No Yes
L1CFG1 L1 cache config register 1 516 Read-only No Yes
NPIDR Nexus 3 Process ID register 517 R/W No Yes
DBCR3 Debug control register 3 561 R/W Yes Yes
DBCNT Debug Counter register 562 R/W Yes Yes
DBCR4 Debug control register 4 563 R/W Yes Yes
DBCR5 Debug control register 5 564 R/W Yes Yes
IAC5 Instruction Address Compare 5 565 R/W Yes Yes
IAC6 Instruction Address Compare 6 566 R/W Yes Yes
IAC7 Instruction Address Compare 7 567 R/W Yes Yes
IAC8 Instruction Address Compare 8 568 R/W Yes Yes
MCSRRO | Machine Check Save/Restore Register 0 570 R/W Yes Yes
MCSRR1 | Machine Check Save/Restore Register 1 571 R/W Yes Yes
MCSR Machine Check Syndrome Register 572 Rea%ﬁ)lear Yes Yes
MCAR Machine Check Address Register 573 R/W Yes Yes
DSRRO Debug save/restore register 0 574 R/W Yes Yes
DSRR1 Debug save/restore register 1 575 R/W Yes Yes
DDAM Debug Data Acquisition Messaging register 576 R/W No Yes
DAC3 Data Address Compare 3 592 R/W Yes Yes
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Table 16. Special Purpose Registers (SPRs) (continued)

Mnemonic Name Nt?:\Eer Access | Privileged S(:)i(t):(i)fzic
DAC4 Data Address Compare 4 593 R/W Yes Yes
DBCR7 Debug control register 7 596 R/W Yes Yes
DBCRS8 Debug control register 8 597 R/W Yes Yes
DDEAR Debug Data Effective Address register 600 R/W Yes Yes
DVC1U® | Data Value Compare 1 Upper 601 R/W Yes No
DVC2U® | Data Value Compare 2 Upper 602 R/W Yes No
DBCRG6 Debug control register 6 603 R/W Yes Yes
MASO MPU assist register 0 624 R/W Yes Yes
MAS1 MPU assist register 1 625 R/W Yes Yes
MAS2 MPU assist register 2 626 R/W Yes Yes
MAS3 MPU assist register 3 627 R/W Yes Yes
EDBRACO Fegzrtr;a:lodebug resource allocation control 638 Read only Yes Yes
MPUOCFG | MPUO configuration register 692 Read-only Yes Yes
L1FINV1 L1 cache flush and invalidate control register O 959 R/W Yes Yes
DEVENT | Debug Event register 975 R/W No Yes
HIDO Hardware implementation dependent reg 0 1008 R/W Yes Yes
HID1 Hardware implementation dependent reg 1 1009 R/W Yes Yes
L1CSRO L1 cache control and status register 0 1010 R/W Yes Yes
L1CSR1 L1 cache control and status register 1 1011 R/W Yes Yes
BUCSR Branch Unit Control and Status Register 1013 R/W Yes Yes
MPUOCSRO | MPUO configuration register 1014 R/W Yes Yes
MMUCFG | MMU/MPU configuration register 1015 Read-only Yes Yes
L1FINVO | L1 cache flush and invalidate control register 0 1016 R/W Yes Yes
SVR System Version Register 1023 Read-only Yes Yes

1. The Debug Status Register can be read using mfspr RT,DBSR. The Debug Status Register cannot be directly written to.
Instead, bits in the Debug Status Register corresponding to ‘1’ bits in GPR(RS) can be cleared using mtspr DBSR,RS.

2. Undefined on POR assertion, unchanged on external PORESET assertion.

The Machine Check Syndrome Register can be read using mfspr RT,MCSR. The Machine Check Syndrome Register
cannot be directly written to. Instead, bits in the Machine Check Syndrome Register corresponding to ‘1’ bits in GPR(RS)
can be cleared using mtspr MCSR,RS.

4. The 64-bit DVC registers are accessed by using the DVC1,2 spr #s for the lower 32 bits, and the DVC1,2U spr #s for the
upper 32 bits.

Table 17 shows the state of the PowerISA 2.06 architected registers and other optional
resources immediately following a system reset.

3
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Table 17. Reset settings for e200z4 resources

Resource

System reset setting

Program Counter

p_rstbase[0:29] || 2'b00(")

GPRs Unaffected®
CR Unaffected®
BUCSR 0x0000_0000
CSRRO Unaffected®
CSRR1 Unaffected®
CTR Unaffected®
DAC1 0x0000_0000(3)
DAC2 0x0000_0000(®)
DAC3 0x0000_0000(®)
DAC4 0x0000_0000(%)
DBCRO 0x0000_0000(%)
DBCR1 0x0000_0000(3)
DBCR2 0x0000_0000(3)
DBCR4 0x0000_0000(3)
DBCR5 0x0000_0000(®)
DBCR6 0x0000_0000(%)
DBCR7 0x0000_0000(%)
DBCR8 0x0000_0000(3)
DBSR 0x1000_0000°3
DDAM 0x0000_0000(3)
DDEAR Unaffected@
DEAR Unaffected®
DEVENT 0x0000_0000(%)
DSRRO Unaffected(®
DSRR1 Unaffected®
DVC1 Unaffected®
DVC2 Unaffected®
ESR 0x0000_0000
HIDO 0x0000_0000
HID1 0x0000_0000
IAC1 0x0000_0000(3)
IAC2 0x0000_0000(3)
IAC3 0x0000_0000(®)
IAC4 0x0000_0000(®)
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Table 17. Reset settings for €200z4 resources (continued)

Resource System reset setting
IAC5 0x0000_0000(®)
IAC6 0x0000_0000(®)
IAC7 0x0000_0000(%)
IAC8 0x0000_0000(3)
IVPR Unaffected(®
LR Unaffected(®
L1CFGO, L1CFG14) —
L1CSRO, 1 0x0000_0000
L1FINVO, 1 0x0000_0000
MAS1 Unaffected(®
MAS2 Unaffected(®
MAS3 Unaffected(®
MAS4 Unaffected(®
MCAR Unaffected®
MCSR 0x0000_0000
MCSRRO Unaffected®
MCSRR1 Unaffected(®
MMUCFG® —
MPUOCSRO 0x0000_0000
MPUOCFG®) —
MSR 0x0000_0000
NPIDR 0x0000_0000
PIDO 0x0000_0000
PIR 0x0000_00 || p_cpuid[0:7]1
PVR®) _
SPEFSCR 0x0000_0000
SPRGO Unaffected®
SPRGH1 Unaffected(®
SPRG2 Unaffected®
SPRG3 Unaffected(®
SRRO Unaffected(®
SRR1 Unaffected®
SVR®) —
XER 0x0000_0000
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1. The levels that determine these bits are set by the factory and may change between revisions of the

device.

Main_Core_0: p_cpuid[0:7] = 0x00
Main_Core_2: p_cpuid[0:7] = 0x02

Undefined on POR assertion, unchanged on external PORESET assertion.

Reset by processor reset external PORESET if DBCRO[EDM]=0, as well as unconditionally by POR.
4. Read-only registers.

Table 18. Core configuration inputs

CPUID Inputs Value Affected registers
p_dmem_rstcfg[0:8] 0x0DA DMEMCTLO

Core_0
p_e2e_rstcfg[0:3] 0x5 E2ECTLO
p_dmem_rstcfg[0:8] 0x0DA DMEMCTLO

Core_2
p_e2e_rstcfg[0:3] 0x5 E2ECTLO

7.3

7.3.1

System modules

SIUL2 configuration

The System Integration Unit Lite 2 (SIUL2) controls the MCU pad configuration, ports,
general-purpose input and output (GPIO) signals and external interrupts with trigger event

configuration.

For details please refer Chapter 16: System Integration Unit Lite2 (SIUL2).

Note:

All output pins, whose SIUL2_MSCRn[SMC] = 0, disable their output drivers when the

device enters SAFE mode while the internal weak pull-up of GPIO is enabled automatically.
Coherently, ME_SAFE_MC.PDO must be set to 1 (default value) when disabling the output

buffer.

Each other configuration has no effect on output driver of pin, refer to Table 19.

Table 19. Output buffer configuration

ME_SAFE_MC [PDO]

SIUL2.MSCR_IOn[SMC]

DRUN Mode

SAFE Mode

0 (no safe gating of 1/0)

0 (output buffer disabled)

Output buffer enabled

Output buffer enabled

0 (no safe gating of 1/0O)

1 (output buffer enabled)

Output buffer enabled

Output buffer enabled

1 (output buffer driver
disabled in SAFE mode)

0 (output buffer disabled)

Output buffer enabled

Output buffer disabled,
internal weak pull-up
enabled

1 (output buffer driver
disabled in SAFE mode)

1 (output buffer enabled)

Output buffer enabled

Output buffer enabled

7.3.2

Semaphores2 (SEMA42) configuration

The peripheral platform shell includes a memory-mapped module (SEMA42) that provides
¢ Robust hardware support needed in multi-core systems for implementing semaphores
e Asimple mechanism to achieve “lock/unlock” operations via a single write access

3
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7.3.3

7.3.31

118/2856

The hardware semaphores module is an architecture-neutral solution that provides sixteen
hardware-enforced gates for SPC584Cx/SPC58ECx as well as other useful system
functions related to the gating mechanisms. The capabilities provided by the hardware
semaphore module are currently utilized in dual-core AUTOSAR® implementations and its
use is expected to continue in future multi-core ports. The result is a second-generation
module implementation known as Semaphores2 or SEMA42.

Crossbar switch

This device contains one crossbar switch module.

Computing shell 1 crossbar switch (XBAR_1) configuration

This section summarizes how the module has been configured in the chip. For a
comprehensive description of the module itself, refer to the chapter for that module.

3
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Figure 7. Crossbar_1 switch integration

Master Modules

Computing Shell 1

Core 2 Crossbar Switch
instruction |2
AHB =
Core 2 data
AHB <> E
eDMA_1
<> s

Concentr8r_1

HSM

2
Core 0
instruction -
AHB =
Core_0 data
AHB
2
g

Slave Modules

[—

S0

PFLASHC_1:
p0

3

PFLASHC_1
1 p1

[—

S2

PRAMC_2

|—

S3

PRAMC_3

[—

S4

PBRIDGE_1

S5

PBRIDGE_2

S6

Core_2 Backdoor

s7

Core_0 Backdoor

In Figure 8: Connection between master and flash ports connections between Masters and
Flash Ports slaves (S0/S1) are hardwired.

Figure 8. Connection between master and flash ports

M2 M1 MO

L

N

......

——=L]

""""""""""" XBAR |

RMO0407 Rev 7

119/2856




Device configuration RM0407

Table 20. Reference links to related information

Topic Related module Reference
Full description Crossbar switch Chapter 17: Crossbar switch (XBAR)
System memory map — Chapter 5: Memory Map
Clocking — Chapter 26: Clocking
Crossbar switch master Cores Section 7.2: Core modules
Crossbar switch slave Flash memory controller Section 3.3.1: Flash memory controller
Crossbar switch slave |Processor core local memory | Section 3.2.2: Processor core local RAM
Crossbar switch slave System RAM Section 3.2.1: System SRAM

7.3.3.1.1  Crossbar_1 switch master assignments
This device contains six masters connected to the computing shell 1 crossbar switch.

The master assignment is shown in Table 21.

Table 21. Crossbar_1 switch master assignments

Master module Physical master port number
Core_2 Instruction AHB MO
Core_2 Data AHB M1
eDMA_1 M2
Concentrator_1 M3
Core_0 instruction AHB M4
Core_0 data AHB M5
HSM M6

7.3.3.1.2 Crossbar_1 switch slave assignments
This device contains eight slaves connected to the computing shell 1 crossbar switch.

The slave assignment is shown in Table 22.

Table 22. Crossbar_1 switch slave assignments

Slave module Physical slave port number
PFLASHC_1:p0 SO
PFLASHC_1:p1 S1
PRAMC_2 S2
PRAMC_3 S3
PBRIDGE_1 S4
PBRIDGE_2 S5

3
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Table 22. Crossbar_1 switch slave assignments (continued)
Slave module Physical slave port number
Core_2 Backdoor S6
Core_0 Backdoor S7
7.3.3.1.3 PRS register reset values
The computing shell 1 XBAR 1 PRSn registers reset to 0x06315420. Note that these
registers are read-only.
7.3.3.1.4 MGPCR register reset values
The streaming shell 1 XBAR_1 MGPCRn registers reset to 0x00000000.
7.3.3.2 AHB Master ID Assignments
Table 23. SMPU1 logical bus master assignments
SMPU logical bus master number Bus master
0 Core_0
1 J—
2 Core_2
3 —
4 Ethernet_0
5 FlexRay_0
6 —
7 SIPI
8 Core_0 Nexus
9 —
10 Core_2 Nexus
1 eDMA 1
12 —
13 —
14 HSM
15 —
7.3.4 System Memory Protection Unit (SMPU) configuration

3

This chip contains two instances of the System Memory Protection Unit (SMPU):
e SMPU_HSM for the Hardware Security Module
e SMPU for XBAR

The following sections explain how SMPU for XBAR is configured on this chip. Refer to the
Microcontroller Security Reference Manual for configuration details of SMPU_HSM.
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7.3.41
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SMPU1 configuration

This section summarizes how the module instance has been configured in the chip. For a
comprehensive description of the module itself, refer to the chapter for that module.

Figure 9. SMPU1 configuration
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Table 24. Reference links to related information

Topic

Related module

Reference

Full description

System Memory Protection Unit

(SMPU)

Chapter 20: System Memory Protection
Unit (SMPU)

System memory map

Chapter 5: Memory Map

Clocking

Chapter 26: Clocking

Power management

Chapter 10: Power management

Logical masters

Section 7.3.4.1.1: SMPUT1 logical bus
master assignments

Region descriptors

Section 7.3.4.1.2: Number of region
descriptors supported by SMPU1

RGD_WORD?2 formats

Section 7.3.4.1.3: RGD_WORD?Z2 formats
supported by SMPU1

Master Access
Permissions

Section 7.3.4.1.4: Master Access
permissions for SMPU1
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7.3.41.1

7.3.41.2

73413

73414

7.3.5

7.3.5.1

3

SMPU1 logical bus master assignments

The logical bus master assignments for the SMPU1 are present in Device configuration
chapter, Section 7.3.3.2: AHB Master ID Assignments.

Number of region descriptors supported by SMPU1

This instance of the SMPU module supports a maximum of 24 region descriptors.

RGD_WORD2 formats supported by SMPU1

For RGD_WORD?2, this instance of the SMPU module supports only the FMTO format. The
RGD_WORDS3[FMT] field is read-only with a fixed value of 0 and only RGD_WORD2_FMTO
applies.

Master Access permissions for SMPU1

The only masters allowed to access the SMPU1 registers are HSM, Core 2, and Core 0. Itis
also required that the core be in supervisor mode.

Peripheral bridge configuration

This section summarizes how the module has been configured in the chip. For a
comprehensive description of the module itself, refer to the module’s dedicated chapter.

Figure 10. Peripheral bridge configuration
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Table 25. Reference links to related information

Topic Related module Reference
Full description Peripheral bridge Chapter 19: Peripheral Bridge (PBRIDGE)
System memory map — Chapter 5: Memory Map
Clocking — Chapter 26: Clocking
Crossbar switch Crossbar switch Section 7.3.3: Crossbar switch

Peripheral bridge instantiation

This device contains two identical peripheral bridges.
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7.3.5.2 Memory maps
The peripheral bridges are used to access the registers of most of the modules on this
device. Refer to Chapter 5: Memory Map for the memory slot assignment for each module.
7.3.5.3 MPR registers

Each of the two peripheral bridges supports up to sixteen crossbar switch masters, each
assigned to a MPROTR field in the MPRA-B registers. However, fewer are supported on this
device. Refer to Section 7.3.3: Crossbar switch for details of the master port assignments
for this device.

7.3.5.4 PACR/OPACR registers

The peripherals attached to the peripheral bridges each assigned to a PACRn or OPACRn
field within the PACRA-H/OPACRA-AF registers. However, fewer peripherals are
supported on this device. Refer to Chapter 5: Memory Map for details of the peripheral slot
assignments for this device. Unused PACRn fields are reserved.

7.3.6 Interrupt controller (INTC) configuration

7.3.6.1 INTC configurable parameters

The INTC on this chip supports two processors.

7.3.6.2 Interrupt channel map

Table 26 defines the interrupt sources for the INTC on this chip. All IRQ numbers not
specifically listed are not used.

Table 26. Interrupt sources

Number Description Register bit

0 Software interrupt flag 0 INTC_1_SSCIRO[CLR]

1 Software interrupt flag 1 INTC_1_SSCIR1[CLR]

2 Software interrupt flag 2 INTC_1_SSCIR2[CLR]

3 Software interrupt flag 3 INTC_1_SSCIR3[CLR]

4 Software interrupt flag 4 INTC_1_SSCIR4[CLR]

5 Software interrupt flag 5 INTC_1_SSCIR5[CLR]

6 Software interrupt flag 6 INTC_1_SSCIR6[CLR]

7 Software interrupt flag 7 INTC_1_SSCIR7[CLR]

8 Software interrupt flag 8 INTC_1_SSCIR8[CLR]

9 Software interrupt flag 9 INTC_1_SSCIR9[CLR]

10 Software interrupt flag 10 INTC_1_SSCIR10[CLR]

11 Software interrupt flag 11 INTC_1_SSCIR11[CLR]

12 Software interrupt flag 12 INTC_1_SSCIR12[CLR]

13 Software interrupt flag 13 INTC_1_SSCIR13[CLR]

14 Software interrupt flag 14 INTC_1_SSCIR14[CLR]
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Table 26. Interrupt sources (continued)

Number Description Register bit

15 Software interrupt flag 15 INTC_1_SSCIR15[CLR]

16 Software interrupt flag 16 INTC_1_SSCIR16[CLR]

17 Software interrupt flag 17 INTC_1_SSCIR17[CLR]

18 Software interrupt flag 18 INTC_1_SSCIR18[CLR]

19 Software interrupt flag 19 INTC_1_SSCIR19[CLR]

20 Software interrupt flag 20 INTC_1_SSCIR20[CLR]

21 Software interrupt flag 21 INTC_1_SSCIR21[CLR]

22 Software interrupt flag 22 INTC_1_SSCIR22[CLR]

23 Software interrupt flag 23 INTC_1_SSCIR23[CLR]

24 Software interrupt flag 24 INTC_1_SSCIR24[CLR]

25 Software interrupt flag 25 INTC_1_SSCIR25[CLR]

26 Software interrupt flag 26 INTC_1_SSCIR26[CLR]

27 Software interrupt flag 27 INTC_1_SSCIR27[CLR]

28 Software interrupt flag 28 INTC_1_SSCIR28[CLR]

29 Software interrupt flag 29 INTC_1_SSCIR29[CLR]

30 Software interrupt flag 30 INTC_1_SSCIR30[CLR]

31 Software interrupt flag 31 INTC_1_SSCIR31[CLR]

32 Watchdog timer 0 (SWT_0) SWT_O_IR[TIF]

34 Watchdog timer 2 (SWT_2) SWT_2_IR[TIF]

35 Watchdog timer 3 (SWT_3) SWT_3_IR[TIF]

36 STM_0_CIRO[CIF]

37 STM_0_CIR1[CIF]

38 Platform periodic timer 0 (STM_0) STM_0_CIRZICIF]

39 STM_0_CIR3[CIF]

44 STM_2_CIRO[CIF]

45 STM_2_CIR1[CIF]

6 Platform periodic timer 2 (STM_2) STM_2 CIRZCIF]

47 STM_2_CIR3[CIF]

52 eDMA Combined Channel Error Flags 0-63 | DMA_T_ERRLINTO - INT31] :OR:

DMA_1_ERRH[INT32 - INT63]
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Table 26. Interrupt sources (continued)

Number Description Register bit
53 DMA_1_INTL[INTO]
54 DMA_1_INTL[INT1]
55 DMA_1_INTL[INTZ2]
56 DMA_1_INTL[INT3]
57 DMA_1_INTL[INT4]
58 DMA_1_INTL[INT5]
59 DMA_1_INTL[INT6]
60 DMA_1_INTL[INT7]
61 DMA_1_INTL[INT8]
62 DMA_1_INTL[INT9]
63 DMA_1_INTL[INT10]
64 DMA_1_INTL[INT11]
65 DMA_1_INTL[INT12]
66 DMA_1_INTL[INT13]
67 DMA_1_INTL[INT14]
68 DMA_1_INTL[INT15]
s Enhanced Direct Memory Access 1 (eDMA_1) DMA_1_INTLINT16]
70 DMA_1_INTL[INT17]
71 DMA_1_INTL[INT18]
72 DMA_1_INTL[INT19]
73 DMA_1_INTL[INT20]
74 DMA_1_INTL[INT21]
75 DMA_1_INTL[INT22]
76 DMA_1_INTL[INT23]
77 DMA_1_INTL[INT24]
78 DMA_1_INTL[INT25]
79 DMA_1_INTL[INT26]
80 DMA_1_INTL[INT27]
81 DMA_1_INTL[INT28]
82 DMA_1_INTL[INT29]
83 DMA_1_INTL[INT30]
84 DMA_1_INTL[INT31]
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Table 26. Interrupt sources (continued)
Number Description Register bit

85 DMA_1_INTH[INT32]
86 DMA_1_INTH[INT33]
87 DMA_1_INTH[INT34]
88 DMA_1_INTH[INT35]
89 DMA_1_INTH[INT36]
90 DMA_1_INTH[INT37]
91 DMA_1_INTH[INT38]
92 DMA_1_INTH[INT39]
93 DMA_1_INTH[INT40]
94 DMA_1_INTH[INT41]
95 DMA_1_INTH[INT42]
96 DMA_1_INTH[INT43]
97 DMA_1_INTH[INT44]
98 DMA_1_INTH[INT45]
99 DMA_1_INTH[INT46]
100 DMA_1_INTH[INT47]
01 Enhanced Direct Memory Access 1 (eDMA_1) DMA_1_INTHOINT4]
102 DMA_1_INTH[INT49]
103 DMA_1_INTH[INT50]
104 DMA_1_INTH[INT51]
105 DMA_1_INTH[INT52]
106 DMA_1_INTH[INT53]
107 DMA_1_INTH[INT54]
108 DMA_1_INTH[INT55]
109 DMA_1_INTH[INT56]
110 DMA_1_INTH[INT57]
11 DMA_1_INTH[INT58]
112 DMA_1_INTH[INT59]
113 DMA_1_INTH[INT60]
114 DMA_1_INTH[INT61]
115 DMA_1_INTH[INT62]
116 DMA_1_INTH[INT63]
185 Flash controller Prog/Erase/Suspend IRQ MCR[DONE]
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Table 26. Interrupt sources (continued)

Number Description Register bit
212 ETHERNET _O[sbd_intr_o]
Ethernet 0 combined interrupts from all EQOS sources
213 (SYNOPSYS IP) ETHERNET_O[pmt_intr_o]
214 ETHERNET_O[lpi_intr_o]
224 RTC
Real Time Counter (RTC/API)
225 APl wakeup
226 PIT_O_TFLGO[TIF]
227 PIT_O_TFLGA1[TIF]
228 PIT_O_TFLG2[TIF]
229 PIT_O_TFLG3[TIF]
Periodic Interrupt Timer 0 (PIT_O)
230 PIT_O_TFLG4[TIF]
231 PIT_O_TFLG5[TIF]
232 PIT_O_TFLG6[TIF]
233 PIT_O_TFLG7[TIF]
239 Periodic Interrupt Timer 0 (PIT_0) PIT_O_RTI_TFLG[TIF]
240 PIT_1_TFLGO[TIF]
Periodic Interrupt Timer 1 (PIT_1)
241 PIT_1_TFLGA1[TIF]
242 XOSC counter XOSC_CTL[I_0OSC]
243 SIUL External Interrupt 0-7 SIUL2_DISRO[EIFO-EIF7] (EXT_INT 0 signal)
244 SIUL External Interrupt 8-15 SIUL2_DISRO[EIF8-EIF15] (EXT_INT 1 signal)
245 SIUL External Interrupt 16-23 SIUL2_DISRO[EIF16-EIF23] (EXT_INT 2 signal)
246 SIUL External Interrupt 24-31 SIUL2_DISRO[EIF24-EIF31] (EXT_INT 3 signal)
247 WakeUp_IRQ_0
248 WakeUp_IRQ_1
WakeUp unit (WKPU)
249 WakeUp_IRQ_2
250 WakeUp_IRQ_3
251 Magic Carpet Module - ME 0 ME_IS[I_SAFE]
252 Magic Carpet Module - ME 1 ME_IS[I_MTC]
253 Magic Carpet Module - ME 2 ME_IS[l_IMODE]
254 Magic Carpet Module - ME 3 ME_IS[l_ICONF]
255 Magic Carpet Module - RGM 0 MC_RGM Func.tlonal and destructive reset
alternate event interrupt
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Table 26. Interrupt sources (continued)
Number Description Register bit

DSPI_0_SR[TFUF] :OR:

259 DSPI_0_SR[RFOF] :OR:
DSPI_0_SR[TFIWF]

260 DSPI_0_SR[EOQF]

261 DSPI_0_SR[TFFF]

262 Serial Peripheral Interface 0 (DSPI_0) DSPI_0_SR[TCF]

263 DSPI_0_SR[RFDF]

264 DSPI_0_SR[CMD_TCF]

265 DSPI_0_SR[CMDFFF]

266 DSPI_0_SR[SPEF]
DSPI_1_SR[TFUF] :OR:

268 DSPI_1_SR[RFOF] :OR:
DSPI_1_SR[TFIWF]

269 DSPI_1_SR[EOQF]

270 DSPI_1_SR[TFFF]

271 Serial Peripheral Interface 1 (DSPI_1) DSPI_1_SR[TCF]

272 DSPI_1_SR[RFDF]

273 DSPI_1_SR[CMD_TCF]

274 DSPI_1_SR[CMDFFF]

275 DSPI_1_SR[SPEF]
DSPI_2_SR[TFUF] :OR:

277 DSPI_2_SR[RFOF] :OR:
DSPI_2_SR[TFIWF]

278 DSPI_2_SR[EOQF]

279 DSPI_2_SR[TFFF]

280 Serial Peripheral Interface 2 (DSPI_2) DSPI_2_SR[TCF]

281 DSPI_2_SR[RFDF]

282 DSPI_2_SR[CMD_TCF]

283 DSPI_2_SR[CMDFFF]

284 DSPI_2_SR[SPEF]
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Table 26. Interrupt sources (continued)

Number Description Register bit

DSPI_3_SR[TFUF] :OR:

286 DSPI_3_SR[RFOF] :OR:
DSPI_3_SR[TFIWF]

287 DSPI_3_SR[EOQF]

288 DSPI_3_SR[TFFF]

289 Serial Peripheral Interface 3 (DSPI_3) DSPI_3_SR[TCF]

290 DSPI_3_SR[RFDF]

291 DSPI_3_SR[CMD_TCF]

292 DSPI_3_SR[CMDFFF]

293 DSPI_3_SR[SPEF]
DSPI_4_SR[TFUF] :OR:

295 DSPI_4_SR[RFOF] :OR:
DSPI_4_SR[TFIWF]

296 DSPI_4_SR[EOQF]

297 DSPI_4_SR[TFFF]

2908 Serial Peripheral Interface 4 (DSPI_4) DSPI_4_SR[TCF]

299 DSPI_4_SR[RFDF]

300 DSPI_4_SR[CMD_TCF]

301 DSPI_4_SR[CMDFFF]

302 DSPI_4_SR[SPEF] :OR: DSPI_4_SR[DPEF]

303 DSPI_4_SR[DDIF]
DSPI_5_SR[TFUF] :OR:

304 DSPI_5_SR[RFOF] :OR:
DSPI_5_SR[TFIWF]

305 DSPI_5_SR[EOQF]

306 DSPI_5_SR[TFFF]

307 Serial Peripheral Interface 5 (DSPI_5) DSP15_SRITCF]

308 DSPI_5_SR[RFDF]

309 DSPI_5_SR[CMD_TCF]

310 DSPI_5_SR[CMDFFF]

31 DSPI_5_SR[SPEF] :OR: DSPI_4_SR[DPEF]

312 DSPI_5_SR[DDIF]
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Table 26. Interrupt sources (continued)
Number Description Register bit

DSPI_6_SR[TFUF] :OR:

313 DSPI_6_SR[RFOF] :OR:
DSPI_6_SR[TFIWF]

314 DSPI_6_SR[EOQF]

315 DSPI_6_SR[TFFF]

316 Serial Peripheral Interface 6 (DSPI_6) DSPI_6_SR[TCF]

317 DSPI_6_SR[RFDF]

318 DSPI_6_SR[CMD_TCF]

319 DSPI_6_SR[CMDFFF]

320 DSPI_6_SR[SPEF]
DSPI_7_SR[TFUF] :OR:

322 DSPI_7_SR[RFOF] :OR:
DSPI_7_SR[TFIWF]

323 DSPI_7_SR[EOQF]

324 DSPI_7_SR[TFFF]

325 Serial Peripheral Interface 7 (DSPI_7) DSPI_7_SR[TCF]

326 DSPI_7_SR[RFDF]

327 DSPI_7_SR[CMD_TCF]

328 DSPI_7_SR[CMDFFF]

329 DSPI_7_SR[SPEF]

376 LINFlexD_0_RX

377 UARTILIN 0 (LINFlexD_0) LINFlexD_0_TX

378 LINFlexD_0_ERR

380 LINFlexD_1_RX

381 UART/LIN 1 (LINFlexD_1) LINFlexD_1_TX

382 LINFlexD_1_ERR

384 LINFlexD_2_RX

385 UARTILIN 2 (LINFlexD_2) LINFlexD_2_TXI

386 LINFlexD_2_ERR

388 LINFlexD_3_RX

389 UART/LIN 3 (LINFlexD_3) LINFlexD_3_TX

390 LINFlexD_3_ERR

392 LINFlexD_4_RX

393 UARTI/LIN 4 (LINFlexD_4) LINFlexD_4_TX

394 LINFlexD_4_ERR

3

RM0407 Rev 7

131/2856




Device configuration

RM0407

Table 26. Interrupt sources (continued)

Number Description Register bit
396 LINFlexD_5_RX
397 UART/LIN 5 (LINFlexD_5) LINFlexD_5_TX
398 LINFlexD_5_ERR
400 LINFlexD_6_RX
401 UART/LIN 6 (LINFlexD_6) LINFlexD_6_TX
402 LINFlexD_6_ERR
404 LINFlexD_7_RX
405 UART/LIN 7 (LINFlexD_7) LINFlexD_7_TX
406 LINFlexD_7_ERR
408 LINFlexD_8_RX
409 UART/LIN 8 (LINFlexD_8) LINFlexD_8_TX
410 LINFlexD_8 _ERR
412 LINFlexD_9_RX
413 UART/LIN 9 (LINFlexD_9) LINFlexD_9_TX
414 LINFlexD_9 _ERR
416 LINFlexD_10_RX
417 UART/LIN 10 (LINFlexD_10) LINFlexD_10_TX
418 LINFlexD_10_ERR
420 LINFlexD_11_RX
421 UART/LIN 11 (LINFlexD_11) LINFlexD_11_TX
422 LINFlexD_11_ERR
424 LINFlexD_12_RX
425 UART/LIN 12 (LINFlexD_12) LINFlexD_12_TXI
426 LINFlexD_12_ERR
428 LINFlexD_13_RX
429 UART/LIN 13 (LINFlexD_13) LINFlexD_13_TX
430 LINFlexD_13_ERR
432 LINFlexD_14_RX
433 UART/LIN 14 (LINFlexD_14) LINFlexD_14_TX
434 LINFlexD_14_ERR
436 LINFlexD_15_RX
437 UART/LIN 15 (LINFlexD_15) LINFlexD_15_TX
438 LINFlexD_15_ERR
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Table 26. Interrupt sources (continued)
Number Description Register bit

440 LINFlexD_16_RX

441 UART/LIN 16 (LINFlexD_16) LINFlexD_16_TX

442 LINFlexD_16_ERR

444 LINFlexD_17_RX

445 UART/LIN 17 (LINFlexD_17) LINFlexD_17_TX

446 LINFlexD_17_ERR

448 12C_0 :;ggzgsg:iﬁ;]] :OR: 12C0_SR[TCF] :OR:

453 EE:S:EE’;EE“FF'OR'

oo o8

455 FR_O_FNEAIF

456 FR_O_FNEBIF

457 FlexRay_0 FR_0_WUPIF

458 FR_O_PRIF

459 FR_O_CHIF

460 FR_O_TBIF

461 FR_O_RBIF

462 FR_0_MIF

477 Power Monitor Unit OR-ed GR_S voltage detector flags

478 I(Dtgx?)re:gtaﬁrzg:eﬂzgi)umt OR-ed EPR_TD temperature detector flags

479 XOSC32k counter counter expired

488 FCCU_IRQ_STAT[ALRM_STAT]

489 Fecy FCCU_IRQ_STAT[CFG_TO_STAT]
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Table 26. Interrupt sources (continued)

Number Description Register bit
496 HSM2HTIE[0]
497 HSM2HTIE[1]
498 HSM2HTIE[2]
499 HSM2HTIE[3]
500 HSM2HTIE[4]
501 HSM2HTIE[5]
502 HSM2HTIE[6]
503 HSM2HTIE[7]
504 HSM2HTIE[8]
505 HSM2HTIE[9]
506 HSM2HTIE[10]
507 HSM2HTIE[11]
508 HSM2HTIE[12]
509 HSM2HTIE[13]
510 HSM2HTIE[14]
511 HSM/CSM HSM2HTIE[15]
512 HSM2HTIE[16]
513 HSM2HTIE[17]
514 HSM2HTIE[18]
515 HSM2HTIE[19]
516 HSM2HTIE[20]
517 HSM2HTIE[21]
518 HSM2HTIE[22]
519 HSM2HTIE[23]
520 HSM2HTIE[24]
521 HSM2HTIE[25]
522 HSM2HTIE[26]
523 HSM2HTIE[27]
524 HSM2HTIE[28]
525 HSM2HTIE[29]
526 HSM2HTIE[30]
527 HSM2HTIE[31]
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Table 26. Interrupt sources (continued)

Number

Description

Register bit

528

SAR_ADC_12bit_0

combined interrupt signal:
SARADC12_0 [NEOC] :OR:
SARADC12_0 [NECH] :OR:
SARADC12_0 [JEOC] :OR:
SARADC12_0 [JECH]:OR:
SARADC12_0 [WDGxL] :OR:
SARADC12_0 [WDGxH]

529

SAR_ADC_12bit_1

combined interrupt signal:
SARADC12_1 [NEOC] :OR:
SARADC12_1 [NECH] :OR:
SARADC12_1 [JEOC] :OR:
SARADC12_1 [JECH]:OR:
SARADC12_1 [WDGxL] :OR:
SARADC12_1 [WDGxH]

531

SAR_ADC_12bit_3

combined interrupt signal:
SARADC12_3 [NEOC] :OR:
SARADC12_3 [NECH] :OR:
SARADC12_3 [JEOC] :OR:
SARADC12_3 [JECH]:OR:
SARADC12_3 [WDGxL] :OR:
SARADC12_3 [WDGxH]

543

SAR_ADC_12bit_SUPERVISOR

combined interrupt signal:
SARADC12_SV [NEOC] :OR:
SARADC12_SV [NECH] :OR:
SARADC12_SV [JEOC] :OR:
SARADC12_SV [JECH]:OR:
SARADC12_SV [EOCTU] :OR:
SARADC12_SV [WDGxL] :OR:
SARADC12_SV [WDGxH]

557

SAR_ADC_10bit_STDBY

combined interrupt signal:
SARADC10_SB [NEOC] :OR:
SARADC10_SB [NECH] :OR:
SARADC10_SB [JEOC] :OR:
SARADC10_SB [JECH]:OR:
SARADC10_SB [EOCTU] :OR:
SARADC10_SB [WDGxL] :OR:
SARADC10_SB [WDGxH]

674

JTAGM

JTAGM_SR[SPU_INT] :OR:
JTAGM_SR[IDLE]

675

JDC

JDC_MSR[JIN_INT] :OR:
JDC_MSR[JOUT_INT]

3
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Table 26. Interrupt sources (continued)

Number

Description

Register bit

686

687

CAN_SUB_0_M_CAN_0

Line O combined interrupt
CAN_SUBSYSTEM_O0:

(M_CAN_O_IR[0] & ~M_CAN_0_ILS[0]):0R: ...
:OR:

(M_CAN_O0_IR[11] & ~M_CAN_0_ILS[11]) :OR:
(M_CAN_O_IR[13] & ~M_CAN_0_ILS[13]) :OR:
... :OR: (M_CAN_O_IR[31] &
~M_CAN_0_ILS[31])

Line 1 combined interrupt

CAN_SUBSYSTEM_O0:

(M_CAN_O_IR[0] & M_CAN_0_ILS[0]):OR: ... :OR:
(M_CAN_O_IR[11] & M_CAN_0_ILS[11]) :OR:
(M_CAN_O_IR[13] & M_CAN_O0_ILS[13]) :OR:

... :OR: (M_CAN_O_IR[31] &

M_CAN_O_ILS[31])

688

689

CAN_SUB_0_M_CAN_1

Line O combined interrupt
CAN_SUBSYSTEM_O0:

(M_CAN_1_IR[0] & ~M_CAN_1_ILS[0]):OR: ...
:OR:

(M_CAN_1_IR[11] & ~M_CAN_1_ILS[11]) :OR:
(M_CAN_1_IR[13] & ~M_CAN_1_ILS[13]) :OR:
... :OR: (M_CAN_1_IR[31] &
~M_CAN_1_ILS[31])

Line 1 combined interrupt

CAN_SUBSYSTEM_O0:

(M_CAN_1_IR[0] & M_CAN_1_ILS[0]):OR: ... :OR:
(M_CAN_1_IR[11] & M_CAN_1_ILS[11]) :OR:
(M_CAN_1_IR[13] & M_CAN_1_ILS[13]) :OR:

... :OR: (M_CAN_1_IR[31] &

M_CAN_1_ILS[31])

690

691

CAN_SUB_0_M_CAN_2

Line 0 combined interrupt
CAN_SUBSYSTEM_O:

(M_CAN_2_IR[0] & ~M_CAN_2_ILSJ[0]):0OR: ...
:OR:

(M_CAN_2 IR[11] & ~M_CAN_2_ILS[11]) :OR:
(M_CAN_2_IR[13] & ~M_CAN_2_ILS[13]) :OR:
... :OR: (M_CAN_2_IR[31] &
~M_CAN_2_ILS[31])

Line 1 combined interrupt

CAN_SUBSYSTEM_O:

(M_CAN_2_IR[0] & M_CAN_2_ILS[0]):OR: ... :OR:
(M_CAN_2_IR[11] & M_CAN_2_ILS[11]) :OR:
(M_CAN_2_IR[13] & M_CAN_2_ILS[13]) :OR:

... :OR: (M_CAN_2_IR[31] &

M_CAN_2_ILS[31])
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Table 26. Interrupt sources (continued)

Number

Description

Register bit

692

693

CAN_SUB_0_M_CAN_3

Line O combined interrupt
CAN_SUBSYSTEM_O0:

(M_CAN_3_IR[0] & ~M_CAN_3_ILS[0]):0R: ...
:OR:

(M_CAN_3 IR[11] & ~M_CAN_3_ILS[11]) :OR:
(M_CAN_3 IR[13] & ~M_CAN_3_ILS[13]) :OR:
... :OR: (M_CAN_3_IR[31] &
~M_CAN_3_ILS[31])

Line 1 combined interrupt

CAN_SUBSYSTEM_O0:

(M_CAN_3_IR[0] & M_CAN_3_ILS[0]):OR: ... :OR:
(M_CAN_3_IR[11] & M_CAN_3_ILS[11]) :OR:
(M_CAN_3_IR[13] & M_CAN_3_ILS[13]) :OR:

... :OR: (M_CAN_3_IR[31] &

M_CAN_3_ILS[31])

694

695

CAN_SUB_1_M_CAN_1

Line O combined interrupt
CAN_SUBSYSTEM_1:

(M_CAN_1_IR[0] & ~M_CAN_1_ILS[0]):OR: ...
:OR:

(M_CAN_1_IR[11] & ~M_CAN_1_ILS[11]) :OR:
(M_CAN_1_IR[13] & ~M_CAN_1_ILS[13]) :OR:
... :OR: (M_CAN_1_IR[31] &
~M_CAN_1_ILS[31])

Line 1 combined interrupt

CAN_SUBSYSTEM_1:

(M_CAN_1_IR[0] & M_CAN_1_ILS[0]):OR: ... :OR:
(M_CAN_1_IR[11] & M_CAN_1_ILS[11]) :OR:
(M_CAN_1_IR[13] & M_CAN_1_ILS[13]) :OR:

... :OR: (M_CAN_1_IR[31] &

M_CAN_1_ILS[31])

696

697

CAN_SUB_1_M_CAN_2

Line 0 combined interrupt
CAN_SUBSYSTEM_1:

(M_CAN_2_IR[0] & ~M_CAN_2_ILSJ[0]):0OR: ...
:OR:

(M_CAN_2 IR[11] & ~M_CAN_2_ILS[11]) :OR:
(M_CAN_2_IR[13] & ~M_CAN_2_ILS[13]) :OR:
... :OR: (M_CAN_2_IR[31] &
~M_CAN_2_ILS[31])

Line 1 combined interrupt

CAN_SUBSYSTEM_1:

(M_CAN_2_IR[0] & M_CAN_2_ILS[0]):OR: ... :OR:
(M_CAN_2_IR[11] & M_CAN_2_ILS[11]) :OR:
(M_CAN_2_IR[13] & M_CAN_2_ILS[13]) :OR:

... :OR: (M_CAN_2_IR[31] &

M_CAN_2_ILS[31])

3
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Table 26. Interrupt sources (continued)

Number

Description

Register bit

698

699

CAN_SUB_1_M_CAN_3

Line O combined interrupt
CAN_SUBSYSTEM_1:

(M_CAN_3_IR[0] & ~M_CAN_3_ILS[0]):0R: ...
:OR:

(M_CAN_3 IR[11] & ~M_CAN_3_ILS[11]) :OR:
(M_CAN_3 IR[13] & ~M_CAN_3_ILS[13]) :OR:
... :OR: (M_CAN_3_IR[31] &
~M_CAN_3_ILS[31])

Line 1 combined interrupt

CAN_SUBSYSTEM_1:

(M_CAN_3_IR[0] & M_CAN_3_ILS[0]):OR: ... :OR:
(M_CAN_3_IR[11] & M_CAN_3_ILS[11]) :OR:
(M_CAN_3_IR[13] & M_CAN_3_ILS[13]) :OR:

... :OR: (M_CAN_3_IR[31] &

M_CAN_3_ILS[31])

700

701

CAN_SUB_1_M_CAN_4

Line O combined interrupt
CAN_SUBSYSTEM_1:

(M_CAN_4_IR[0] & ~M_CAN_4_ILS[0]):OR: ...
:OR:

(M_CAN_4_IR[11] & ~M_CAN_4_ILS[11]) :OR:
(M_CAN_4_IR[13] & ~M_CAN_4_ILS[13]) :OR:
... :OR: (M_CAN_4_IR[31] &
~M_CAN_4_ILS[31])

Line 1 combined interrupt

CAN_SUBSYSTEM_1:

(M_CAN_4_IR[0] & M_CAN_4_ILS[0]):OR: ... :OR:
(M_CAN_4_IR[11] & M_CAN_4_|LS[11]) :OR:
(M_CAN_4_IR[13] & M_CAN_4 _1LS[13]) :OR:

... :OR: (M_CAN_4_IR[31] &

M_CAN_4_ILS[31])
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Table 26. Interrupt sources (continued)

Number Description Register bit
900 EMIOS_GFR[FO,F1]
901 EMIOS_GFR[F2,F3]
902 EMIOS_GFR[F4,F5]
903 EMIOS_GFR[F6,F7]
904 EMIOS_GFR[F8,F9]
905 EMIOS_GFR[F10,F11]
906 EMIOS_GFR[F12,F13]
907 oMIOS 0 EMIOS_GFR[F14,F15]
908 EMIOS_GFR[F16,F17]
909 EMIOS_GFR[F18,F19]
910 EMIOS_GFR[F20,F21]
911 EMIOS_GFR[F22,F23]
912 EMIOS_GFR[F24,F25]
913 EMIOS_GFR[F26,F27]
914 EMIOS_GFR[F28,F29]
915 EMIOS_GFR[F30,F31]
916 EMIOS_GFRIFO,F1]
917 EMIOS_GFR[F2,F3]
918 EMIOS_GFR[F4,F5]
919 EMIOS_GFR[F6,F7]
920 EMIOS_GFR[F8,F9]
921 EMIOS_GFR[F10,F11]
922 EMIOS_GFR[F12,F13]
923 oMIOS. 1 EMIOS_GFR[F14,F15]
924 EMIOS_GFR[F16,F17]
925 EMIOS_GFR[F18,F19]
926 EMIOS_GFR[F20,F21]
927 EMIOS_GFR[F22,F23]
928 EMIOS_GFR[F24,F25]
929 EMIOS_GFR[F26,F27]
930 EMIOS_GFR[F28,F29]
931 EMIOS_GFR[F30,F31]
935 CCCu cu_int

3
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7.3.6.3

Interrupt latency

The Interrupt system is designed to provide a very short latency between the assertion of an
interrupt request from a peripheral and the first instruction of the Interrupt Service Routine.

The latency time is difficult to define exactly because it depends on what interrupts the INTC
is processing and what the CPU is doing.

In general, the latency time is divided into three subsections:
e INTC Latency

— 3 clock cycles (INTC clock domain(b)) from the assertion of the interrupt request
from the peripheral to assertion of the interrupt request to the CPU

e CPU Latency

— 4 clock cycles (CPU clock domain(c)) from the assertion of the interrupt request
from the INTC to the execution of the first instruction

e  Software Latency
— 7 clock cycles (CPU clock domain(®) to execute the three instructions needed to

save essential registers and enable interrupts

Figure 11. Interrupt timing

Key for CPU Pipeline Stages

IF Instruction Fetch
D/EA  Decode/Effective address calcuation

-ExealaMemry Access
W Wait state
Stall
WB  Writeback
IRQ signalledto
INTC
IRQsignalled to Core
Final Sample Point
!’?R[EEJ
dua sindle cycle instructions IF DIEA WwB
dud singe cycle instructions F DEA abort
dud singe cycle instructions IF
e stwu IF wB
e_stmvsmw D/IEA WB
witeei IF DIEA wB
EXINT
INTC
cycle 8 12 13 14 15 16 17 19 2 21 22 23 24
7.3.7 DMA controller configuration

This section summarizes how the module has been configured in the chip. For a
comprehensive description of the module itself, refer to the module’s dedicated chapter.

b. 180 MHz
c. 180 MHz
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Figure 12. DMA controllers configuration
Peripherals
17 1 @ Transfers /
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v Requests Access
4xMuIt|pIexers Peripheral
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A AA Access <
....... O
s Requests f .":
2
(%]
DMA Controller 1 —
(64Ch) 3
Transfers, (%]
Register (%]
Access (@]
| .
&)
Source/Destination
Data location NV
Register
Access
Table 27. Reference links to related information
Topic Related module Reference
_ Chapter 24: Enhanced Direct Memory
Full description DMA Controller 1 Access (eDMA)
_ Chapter 25: DMA channel multiplexer
Full description DMACHMUX 0/1/2/3 (DMACHMUX)
System memory map — Chapter 5: Memory Map
Register access Peripheral bridge 1/2 Chapter 19: Peripheral Bridge (PBRIDGE)
Clocking — Chapter 26: Clocking
Transfers Crossbar switch 1 Chapter 17: Crossbar switch (XBAR)
7.3.71 DMA implemented registers

3

Table 28 shows the registers implemented for each

DMA instance on the

SPC584Cx/SPC58ECx chip.
Table 28. DMA register comparison map
eDMA_1
Register description Address offset
(hex)
eDMA Control Register (eDMA_CR) 0x0000
eDMA Error Status (eDMA_ES) 0x0004
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Table 28. DMA register comparison map (continued)
eDMA_1
Register description Address offset
(hex)

eDMA Enable Request High (eDMA_ERQH, Channels 63-32) 0x0008
eDMA Enable Request Low (eDMA_ERQL, Channels 31-00) 0x000C
eDMA Enabile Error Interrupt High (¢éDMA_EEIH, Channels 63-32) 0x0010
eDMA Enable Error Interrupt Low (eDMA_EEIL, Channels 31-00) 0x0014
eDMA Set Enable | 1\ = |eDMA Set Enable Eﬁgﬂb’f‘ecé‘fgr
Request (eDMA_CERR) Error Interrupt Interrupt 0x0018
(eDMA_SERQ) (eDMA_SEEI) (eDMA_CEEI)
eDMA Clear eDMA Clear Error |eDMA Set Start Bit eDMA C!ear Done
Interrupt Request (eDMA_CERR) (eDMA_SSRT) Status Bit 0x001C
(eDMA_CINT) (eDMA_CDNE)
eDMA Interrupt Request High (eDMA_INTH, Channels 63-32) 0x0020
eDMA Interrupt Request Low (eDMA_INTL, Channels 31-00) 0x0024
eDMA Error High (eDMA_ERRH, Channels 63-32) 0x0028
eDMA Error Low (eDMA_ERRL, Channels 31-00) 0x002C
eDMA Hardware Request Status High (eDMA_HRSH, Channels 63-32) 0x0030
eDMA Hardware Request Status Low (eDMA_HRSL, Channels 31-00) 0x0034

142/2856

Reserved

0x0038—-0x00FF

eDMA Channel 0

eDMA Channel 1

eDMA Channel 2

eDMA Channel 3

Priority Priority Priority Priority 0x0100
(eDMA_DCHPRIO) | (eDMA_DCHPRI1) |(eDMA_DCHPRI2) |(eDMA_DCHPRI3)

eDMA Channel4 |eDMA Channel 5 |eDMA Channel 6 |eDMA Channel 7

Priority Priority Priority Priority 0x0104
(eDMA_DCHPRI4) | (eDMA_DCHPRI5) |(eDMA_DCHPRI6) |(eDMA_DCHPRI7)

eDMA Channel 8 |eDMA Channel 9 |eDMA Channel 10 | eDMA Channel 11

Priority Priority Priority Priority 0x0108
(eDMA_DCHPRI8) | (eDMA_DCHPRI9) |(eDMA_DCHPRI10) |(eDMA_DCHPRI11)

eDMA Channel 12 |eDMA Channel 13 | eDMA Channel 14 |eDMA Channel 15

Priority Priority Priority Priority 0x010C
(eDMA_DCHPRI12) |(eDMA_DCHPRI13) |(eDMA_DCHPRI14) |(eDMA_DCHPRI15)

eDMA Channel 16 |eDMA Channel 17 |eDMA Channel 18 | eDMA Channel 19

Priority Priority Priority Priority 0x0110
(eDMA_DCHPRI16) |(eDMA_DCHPRI17) |(eDMA_DCHPRI18) |(eDMA_DCHPRI9)

eDMA Channel 20 |eDMA Channel 21 | eDMA Channel 22 | eDMA Channel 23

Priority Priority Priority Priority 0x0114
(eDMA_DCHPRI20) |(eDMA_DCHPRI21) |(eDMA_DCHPRI22) |(eDMA_DCHPRI23)

eDMA Channel 24 | eDMA Channel 25 |eDMA Channel 26 | eDMA Channel 27

Priority Priority Priority Priority 0x0118

(eDMA_DCHPRI24)

(eDMA_DCHPRIZ25)

(eDMA_DCHPRIZ26)

(eDMA_DCHPRI27)
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7.3.8

7.3.8.1

3

Table 28. DMA register comparison map (continued)

Register description

eDMA_1
Address offset
(hex)

eDMA Channel 28
Priority
(eDMA_DCHPRI28)

eDMA Channel 29
Priority
(eDMA_DCHPRI29)

eDMA Channel 30
Priority
(eDMA_DCHPRI30)

eDMA Channel 31
Priority
(eDMA_DCHPRI31)

0x011C

eDMA Channel 32
Priority
(eDMA_DCHPRI32)

eDMA Channel 33
Priority
(eDMA_DCHPRI33)

eDMA Channel 34
Priority
(eDMA_DCHPRI34)

eDMA Channel 35
Priority
(eDMA_DCHPRI35)

0x0120

eDMA Channel 36
Priority
(eDMA_DCHPRI36)

eDMA Channel 37
Priority
(eDMA_DCHPRI37)

eDMA Channel 38
Priority
(eDMA_DCHPRI38)

eDMA Channel 39
Priority
(eDMA_DCHPRI39)

0x0124

eDMA Channel 40
Priority
(eDMA_DCHPRI40)

eDMA Channel 41
Priority
(eDMA_DCHPRI41)

eDMA Channel 42
Priority
(eDMA_DCHPRI42)

eDMA Channel 43
Priority
(eDMA_DCHPRI43)

0x0128

eDMA Channel 44
Priority
(eDMA_DCHPRI44)

eDMA Channel 45
Priority
(eDMA_DCHPRI45)

eDMA Channel 46
Priority
(eDMA_DCHPRI46)

eDMA Channel 47
Priority
(eDMA_DCHPRI47)

0x012C

eDMA Channel 48
Priority
(eDMA_DCHPRI48)

eDMA Channel 49
Priority
(eDMA_DCHPRI49)

eDMA Channel 50
Priority
(eDMA_DCHPRI50)

eDMA Channel 51
Priority
(eDMA_DCHPRI51)

0x0130

eDMA Channel 52
Priority
(eDMA_DCHPRI52)

eDMA Channel 53
Priority
(eDMA_DCHPRI53)

eDMA Channel 54
Priority
(eDMA_DCHPRI54)

eDMA Channel 55
Priority
(eDMA_DCHPRI55)

0x0134

eDMA Channel 56
Priority
(eDMA_DCHPRI56)

eDMA Channel 57
Priority
(eDMA_DCHPRI57)

eDMA Channel 58
Priority
(eDMA_DCHPRI58)

eDMA Channel 59
Priority
(eDMA_DCHPRI59)

0x0138

eDMA Channel 60
Priority
(eDMA_DCHPRI60)

eDMA Channel 61
Priority
(eDMA_DCHPRI61)

eDMA Channel 62
Priority
(eDMA_DCHPRI62)

eDMA Channel 63
Priority
(eDMA_DCHPRI63)

0x013C

Reserved 0x0140-0x0FFC

TCD00-TCD15 0x1000-0x11FC

TCD16-TCD31 0x1200-0x13FC

TCD32-TCDA47 0x1400-0x15FC

TCD48-TCD63 0x1600-0x17FC
DMACHMUX configuration

The peripheral DMA requests are serviced by a DMA controller. A static multiplexing
scheme allows the support of more peripheral requests than available DMA channels.

DMACHMUX parameters
SPC584Cx/SPC58ECx has four DMA channel multiplexers.
Each DMACHMUX includes 16 channels.

RM0407 Rev 7

143/2856




Device configuration

RM0407

Table 29 lists the number of DMA channels, always slots and DMA triggers.

Table 29. DMACHMUX controller generics

Signal name Description

Description

DMACHMUX_0
DMACHMUX_1
DMACHMUX_2
DMACHMUX_3

NUMBER_OF_DMA_CHANNELS | Number of DMA channels

N
(e}
N
[e)}
N
[}
N
[e)}

NUMBER_OF_ALWAYS_SLOTS
- = - request

Module-internal slots which will always do a

N
N
N
N

NUMBER_OF _DMA_TRIGGERS

Number of DMA channels which will be
. . 3 313 3
gated with a trigger pulse

7.3.8.2 DMA channel assignment

Table 30 lists which channels apply to each multiplexer.

Table 30. SPC584Cx/SPC58ECx multiplexer and channel list

DMACHMUX instance eDMA_1 channel
0 0-15
1 16-31
2 32-47
3 48-63

7.3.8.3 DMA channel multiplexing block diagram

The connections of the DMA channel multiplexers to the eDMA are shown in Figure 13. One
DMACHMUX is instantiated for every sixteen DMA channels.
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Figure 13. DMA channel multiplexing

- DMACHMUX_0 eDMA 1
< Sources 1-61 > (64 Channels)
e > < [ DMA Channels 0-15
Always 62-63 )
PIT_0 Triggers 0-1 B T
Ethernet PPS
- DMACHMUX_1
< Sources 1-61 >
- > < E‘ DMA Channels 16-31 |
Always 62-63 }
PIT_0 Triggers 0-1 n T
Ethernet PPS
- DMACHMUX_2
< Sources 1-61 »
- - } [ DMA Channels 32-47
Aways 6263 | h > <
PIT_1 Triggers 0-1 n T
Ethernet PPS
- DMACHMUX_3
< Sources 1-61 >
P > < ) [ DMA Channels 48-63
Always 62-63 )
PIT_1 Triggers 0-1 B T
Ethernet PPS
7.3.8.4 DMA request mapping
The mapping of the peripheral DMA requests to the DMACHMUX input sources is shown in
Table 31.
Table 31. DMAMUX Map
eDMA_1 (64 channels)
2
5 DMACHMUX_0 DMACHMUX_1 DMACHMUX_2 DMACHMUX_3
5 (16 DMA channels) (16 DMA channels) (16 DMA channels) (16 DMA channels)

source name

source name

source name

source name

Not available

Not available

Not available

Not available

ADC_SAR_12bit
SUPERVISOR EOC

ADC_SAR_12bit_1 EOC

DSPI_7 RX

ADC_SAR_12bit_3 EOC

574
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Table 31. DMAMUX Map (continued)
eDMA_1 (64 channels)

E
5 DMACHMUX_0 DMACHMUX_1 DMACHMUX_2 DMACHMUX_3
5 (16 DMA channels) (16 DMA channels) (16 DMA channels) (16 DMA channels)

source name source name source name source name
2 | ADC_SAR_12bit_ 0 EOC ADC—SARI;—(;gbit—STBY DSPI_7 TX LINFlexD_13 RX
3 DSPI_0 RX DSPI_4 RX DSPI_7 CMD LINFlexD_13 TX
4 DSPI_0 TX DSPI_4 TX LINFlexD_11 RX LINFlexD_14 RX
5 DSPI_0 CMD DSPI_4 CMD LINFlexD_11 TX LINFlexD_14 TX
6 DSPI_1 RX DSPI_5 RX LINFlexD_12 RX LINFlexD_17 RX
7 DSPI_1TX DSPI_5TX LINFlexD_12 TX LINFlexD_17 TX
8 DSPI_1 CMD DSPI_5 CMD LINFlexD_16 RX SIUL2_REQ6
9 DSPI_2 RX DSPI_6 RX LINFlexD_16 TX SIUL2_REQ7
10 DSPI_2 TX DSPI_6 TX SIUL2_REQ4 DSPI_4 RX
11 DSPI_2 CMD DSPI_6CMD SIUL2_REQ5 DSPI4_TX
12 DSPI 3_RX LINFlexD 3_RX DSPI 0_RX DSPI 4_CMD
13 DSPI 3_TX LINFlexD 3_TX DSPI 0_TX DSPI 5_RX
14 DSPI 3_CMD LINFlexD_4 RX DSPI_0 CMD DSPI_5TX
15 LINFlexD_0 RX LINFlexD_4 TX DSPI_1 RX DSPI_5 CMD
16 LINFlexD_0 TX LINFlexD_5 RX DSPI_1TX DSPI_6 RX
17 LINFlexD_1 RX LINFlexD_5 TX DSPI_1 CMD DSPI_6 TX
18 LINFlexD_1 TX LINFlexD_6 RX DSPI_2 RX DSPI_6CMD
19 LINFlexD_2 RX LINFlexD_6 TX DSPI_2 TX LINFlexD_3 RX
20 LINFlexD_2 TX LINFlexD_8 RX DSPI_2 CMD LINFlexD_3 TX
21 LINFlexD_7 RX LINFlexD_8 TX DSPI_3 RX LINFlexD_4 RX
22 LINFlexD_7 TX LINFlexD_9 RX DSPI_3TX LINFlexD_4 TX
23 LINFlexD_10 RX LINFlexD_9 TX DSPI_3 CMD LINFlexD 5 RX
24 LINFlexD_10 TX eMIOS_1 CHO LINFlexD_0 RX LINFlexD_5 TX
25 LINFlexD_15 RX eMIOS_1 CH9 LINFlexD_0 TX LINFlexD_6 RX
26 LINFlexD_15 TX eMIOS_1 CH17 LINFlexD_1 RX LINFlexD_6 TX
27 I2C_0 RX eMIOS_1_CH18 LINFlexD_1 TX LINFlexD_8 RX
28 12C_0TX eMIOS_1 CH25 LINFlexD_2 RX LINFlexD_8 TX
29 MCAN_1 (sys 0) eMIOS_1 CH26 LINFlexD_2 TX eMIOS_1 CHO
30 MCAN_2 (sys 0) 12C_0RX LINFlexD_7 RX eMIOS_1 CH9
31 SIUL2_REQO 12C_0TX LINFlexD_7 TX eMIOS_1 CH17
32 SIUL2_REQ1 MCAN 1 (sys 0) LINFlexD_10 RX eMIOS_1 CH18
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Table 31. DMAMUX Map

(continued)

eDMA_1 (64 channels)

E

5 DMACHMUX_0 DMACHMUX_1 DMACHMUX_2 DMACHMUX_3
5 (16 DMA channels) (16 DMA channels) (16 DMA channels) (16 DMA channels)

source name source name source name source name

33 SIUL2_REQ2 MCAN_2 (sys 0) LINFlexD_10 TX eMIOS_1 CH25
34 SIUL2_REQ3 SIUL2_REQO LINFlexD_15 RX eMIOS_1 CH26
35 eMIOS_0 CHO SIUL2_REQ1 LINFlexD_15 TX DSPI_7 RX
36 eMIOS_0 CH1 SIUL2_REQ2 eMIOS_0 CH18 DSPI_7 TX
37 eMIOS_0 CH9 SIUL2_REQ3 eMIOS_0 CH25 DSPI_7 CMD
38 eMIOS_0 CH18 eMIOS_0 CHO eMIOS_0 CH26 LINFlexD_11 RX
39 eMIOS_0 CH25 eMIOS_0 CH1 — LINFlexD_11 TX
40 eMIOS_0 CH26 eMIOS_0 CH9 — LINFlexD_12 RX
41 — — — LINFlexD_12 TX
42 — — — LINFlexD_16 RX
43 — — — LINFlexD_16 TX
44 — — — —

45 — — — —

46 — — — —

47 — — — —

48 — — — —

49 — — — —

50 — — — —

51 — — — —

52 — — — —

53 — — — —

54 — — — —

55 — — — —

56 — — — —

57 — — — —

58 — — — —

59 — — — —

60 — — — —

61 — — — —

62 Always on Always on Always on Always on

63 Always on Always on Always on Always on
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Table 31. DMAMUX Map (continued)
eDMA_1 (64 channels)
3
s DMACHMUX_0 DMACHMUX_1 DMACHMUX_2 DMACHMUX_3
5 (16 DMA channels) (16 DMA channels) (16 DMA channels) (16 DMA channels)
source name source nhame source name source name
_ PIT_0 CHO PIT_0 CHO PIT_1 CHO PIT_1 CHO
qé PIT_0 CH1 PIT_0 CH1 PIT_1 CH1 PIT_1 CH1
= Ethernet_0 PPS Ethernet_0 PPS Ethernet_0 PPS Ethernet_0 PPS
Note: Just as multiple CHCFG registers within the same instance must not select the same source
value, CHCFG registers among multiple instances must not select the same source value.
The mapping of the periodic triggers to the DMA channel sources is shown in Table 32.
Table 32. Periodic trigger to DMA channel mapping
Periodic trigger source DMA channel
PIT_0O channel 0 0,16
PIT_0 channel 1 1,17
PIT_1 channel 0 32,48
PIT_1 channel 1 33,49
Ethernet PPS 2,18, 34, 50
7.3.8.5 DMACHMUX Memory map
The 4 instances of DMACHMUX (0-3) are distributed on two PBRIDGE slots. For the
DMACHMUX instances addresses, refer to Chapter 5: Memory Map.
The DMACHMUX address offsets are shown in Table 33.
Table 33. DMACHMUX channel configuration register address offsets
Cogf';;::‘:t'ion DMACHMUX 0 | DMACHMUX_1 | DMACHMUX_ 2 | DMACHMUX_3
register address offset address offset address offset address offset
CHCFGO 0x0000 0x0000 0x0000 0x0000
CHCFG1 0x0001 0x0001 0x0001 0x0001
CHCFG2 0x0002 0x0002 0x0002 0x0002
CHCFG3 0x0003 0x0003 0x0003 0x0003
CHCFG4 0x0004 0x0004 0x0004 0x0004
CHCFG5 0x0005 0x0005 0x0005 0x0005
CHCFG6 0x0006 0x0006 0x0006 0x0006
CHCFG7 0x0007 0x0007 0x0007 0x0007
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Table 33. DMACHMUX channel configuration register address offsets (continued)
Cng';a::‘:t'ion DMACHMUX_ 0 | DMACHMUX_1 | DMACHMUX_2 | DMACHMUX_3
g_ address offset address offset address offset address offset
register
CHCFG8 0x0008 0x0008 0x0008 0x0008
CHCFG9 0x0009 0x0009 0x0009 0x0009
CHCFG10 0x000A 0x000A 0x000A 0x000A
CHCFG11 0x000B 0x000B 0x000B 0x000B
CHCFG12 0x000C 0x000C 0x000C 0x000C
CHCFG13 0x000D 0x000D 0x000D 0x000D
CHCFG14 0x000E 0x000E 0x000E 0x000E
CHCFG15 0x000F 0x000F 0x000F 0x000F
Table 34. Reference links to related information
Topic Related module Reference
o . Chapter 25: DMA channel multiplexer
Full description DMA Channel Multiplexer (DMACHMUX)
DMA controller Chapter 24: Enhanced Direct Memory
description DMA Controller Access (eDMA)
System memory map Chapter 5: Memory Map
7.3.9 Platform Configuration Module (PCM) configuration
The Platform Configuration Module (PCM) contains three registers. These PCM registers
are used for controlling different aspects of the Platform functionality including the
Frequency Gasket Configurations of the Intelligent Bus Bridging Gaskets.
The PCM module is mapped to PBRIDGE_2 on platform slot 10. Its base address is
0xF4028000.
Note: The following convention for core name is used in PCM register:

3

. ZXC = Core2;
. ZXA = Core0;
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7.3.91 Platform Configuration Module 0 register (PCMO0)
Offset:  0x0000 Access: Supervisor read/write
0 1 2 3 4 5 6 7 8 10 M1 12 13 14 15
- -~ N D
R| O 0 0 0 0 0 5 5 S 0 0 0 < < < Q
pd z z s s = <
Q| 0| Q | o |9 |
o | O | © [ [ R
w | | ! w | owo| W |
A %3 |y
a o m - %
Reset 1 1 1 1 1 1 0 1 1 0 0 0 0 1 1 0
16 17 18 19 | 20 21 22 23 | 24 25 26 27 | 28 29 30 31
R M aa} ] 0 0 0 0 0 0 0 0 0 0 0
[m) o I
m| mI % % <_(|
< < I I
X x < < <
W E| EI hl hl hl
Y ; L L Ll
o @ | F| & |3
Reset 1 1 0 1 1 0 0 0 0 0 0 0 0 0 0 0
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Figure 14. Platform Configuration Module 0 register (PCMO0)

Table 35. PCMO field descriptions

Field Description

Burst write enable (BWE) used for controlling the burst parameter of frequency
gasket used for ZXA Instruction Port (Core_0_IAHBGasket)

20 This bit controls the bus gasket's handling of burst write transactions.
BWE_ZXA_IAHB |0 Burst writes are converted into a series of single transactions on the slave side

of the gasket.
1 Burst writes are optimized for best system performance.

Burst read enable (BRE) used for controlling the burst parameter of frequency
gasket used for ZXA Instruction Port (Core_0_IAHBGasket)

19 This bit controls the bus gasket's handling of burst read transactions.
BRE_ZXA_IAHB |0 Burst reads are converted into a series of single transactions on the slave side

of the gasket.
1 Burst reads are optimized for best system performance.

Pending read enable (PRE) used for controlling the burst parameter of
frequency gasket used for ZXA Instruction Port (Core_0_IAHBGasket)

This bit controls the bus gasket's handling of pending read transactions.

0 Pending reads are disabled.
1 Pending reads are enabled.

18
PRE_ZXA_IAHB

Burst write enable (BWE) used for controlling the burst parameter of frequency
gasket used for ZXA TCM Backdoor access (Backdoor0Gasket)

17 This bit controls the bus gasket's handling of burst write transactions.
BWE_ZXA_BD |0 Burst writes are converted into a series of single transactions on the slave side

of the gasket.
1 Burst writes are optimized for best system performance.

3
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Table 35. PCMO field descriptions (continued)

Field

Description

16
BRE_ZXA BD

Burst read enable (BRE) used for controlling the burst parameter of frequency

gasket used for ZXA TCM Backdoor access (BackdoorOGasket)

This bit controls the bus gasket's handling of burst read transactions.

0 Burst reads are converted into a series of single transactions on the slave side
of the gasket.

1 Burst reads are optimized for best system performance.

15
PRE_ZXA BD

Pending read enable (PRE) used for controlling the burst parameter of
frequency gasket used for ZXA TCM Backdoor access (BackdoorOGasket)

This bit controls the bus gasket's handling of pending read transactions.

0 Pending reads are disabled.
1 Pending reads are enabled.

14
BWE_DMA

Burst write enable (BWE) used for controlling the burst parameter of frequency

gasket used for DMA (DMAGasket)

This bit controls the bus gasket's handling of burst write transactions.

0 Burst writes are converted into a series of single transactions on the slave side
of the gasket.

1 Burst writes are optimized for best system performance.

13
BRE_DMA

Burst read enable (BRE) used for controlling the burst parameter of frequency

gasket used for DMA (DMAGasket)

This bit controls the bus gasket's handling of burst read transactions.

0 Burst reads are converted into a series of single transactions on the slave side
of the gasket.

1 Burst reads are optimized for best system performance.

12
PRE_DMA

Pending read enable (PRE) used for controlling the burst parameter of
frequency gasket used for DMA (DMAGasket)

This bit controls the bus gasket's handling of pending read transactions.

0 Pending reads are disabled.
1 Pending reads are enabled.

8
BWE_CONCH1

Burst write enable (BWE) used for controlling the burst parameter of frequency

gasket used for Concentrator 1 (Concentr8tr1)

This bit controls the bus gasket's handling of burst write transactions.

0 Burst writes are converted into a series of single transactions on the slave side
of the gasket.

1 Burst writes are optimized for best system performance.

7
BRE_CONC1

Burst read enable (BRE) used for controlling the burst parameter of frequency

gasket used for Concentrator 1 (Concentr8tr1)

This bit controls the bus gasket's handling of burst read transactions.

0 Burst reads are converted into a series of single transactions on the slave side
of the gasket.

1 Burst reads are optimized for best system performance.

6
PRE_CONC1

Pending read enable (PRE) used for controlling the burst parameter of
frequency gasket used for Concentrator 1 (Concentr8tr1)

This bit controls the bus gasket's handling of pending read transactions.

0 Pending reads are disabled.
1 Pending reads are enabled.
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7.3.9.2 Platform Configuration Module 1 register (PCM1)

Offset:  0x0004 Access: Supervisor read/write
0 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15

R{ O 0 0 0 0 L(!')J f'

a >
Ind Z OI I I N — —
ARIEIE AR AR
5|3 |3 S| Y¥|s|alala|ala
I 55 S| 2|3 &8|% |5 | &%
w ¥ | UEJ > ‘8 T e T R B T
o | o | m N | < |8 |y |w | Wl w|w
Hlg|h |2z |2 €|
2R |2 O | @0 | @ | a | o

[

> [

%)

w =
Reset 0 0 0 0 0 0 0 0 1 1 0 0 1 1 0 1
16 17 18 19 | 20 21 22 23 | 24 25 26 27 | 28 29 30 31
R[ - | = @ [ [ _JTolo]o @
W|laoglalalo|2|8]2]|2|3 Iz
O |lm @ |@|E|S | X |3 |35 | | < | <
[ | | 4 < | x| o o | a | o
zlelelglalala|a|y|s 2 lg|e
s JIKR[(N[Z|=|3|=|=2|56 X x| x
Wi o | | Qo g |0 | o N | N | N
Mw |w W o | o |9 o |0 | ! I !
% x & = 0 o' % o | o | @ 4 4 §
o @l |2 |2 |2 |2 |¢& . | o | o>
Reset 1 0 1 1 1 1 1 1 1 1 1 1 1 0 1 1

Figure 15. Platform Configuration Module 1 register (PCM1)

Table 36. PCM1 field descriptions

Field Description

Burst write enable (BWE) used for controlling the burst parameter of frequency
gasket used for ZXA Data Port (Core_0_DAHBGasket)
31 This bit controls the bus gasket's handling of burst write transactions.
BWE_ZXA_DAHB | 0 Burst writes are converted into a series of single transactions on the slave side
of the gasket.
1 Burst writes are optimized for best system performance.

Burst read enable (BRE) used for controlling the Burst parameter of frequency
gasket used for ZXA Data Port (Core_0_DAHBGasket)

30 This bit controls the bus gasket's handling of burst read transactions.
BRE_ZXA_DAHB |0 Burst reads are converted into a series of single transactions on the slave side

of the gasket.
1 Burst reads are optimized for best system performance.

Pending read enable (PRE) used for controlling the burst parameter of
frequency gasket used for ZXA Data Port (Core_0_DAHBGasket)

This bit controls the bus gasket's handling of pending read transactions.

0 Pending reads are disabled.
1 Pending reads are enabled.

29
PRE_ZXA_DAHB

3
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Table 36. PCM1 field descriptions (continued)

Field Description
IPS clock gating enable for respective Module
25 Enables/Disables IPG Clock to the respective module
0 Disable clock gating.
IPS_CGM_PFL1
- - 1 Enable clock gating, one IPS clock delay is introduced between master and
slave.
IPS clock gating enable for respective Module
24 Enables/Disables IPG Clock to the respective module

IPS_CGM_PRAM2

0 Disable clock gating.
1 Enable clock gating, one IPS clock delay is introduced between master and
slave.

23
IPS_CGM_PRAM3

IPS clock gating enable for respective Module
Enables/Disables IPG Clock to the respective module

0 Disable clock gating.
1 Enable clock gating, one IPS clock delay is introduced between master and
slave.

IPS clock gating enable for respective Module
Enables/Disables IPG Clock to the respective module

22
0 Disable clock gating.
IPS_CGM_AXBS
- - 1 Enable clock gating, one IPS clock delay is introduced between master and
slave.
IPS clock gating enable for respective Module
21 Enables/Disables IPG Clock to the respective module

IPS_CGM_SMPU1

0 Disable clock gating.
1 Enable clock gating, one IPS clock delay is introduced between master and
slave.

IPS clock gating enable for respective Module
Enables/Disables IPG Clock to the respective module

20
0 Disable clock gating.
IPS_CGM_INTC1 1 Enable clock g?ating?, one IPS clock delay is introduced between master and
slave.
Burst write enable (BWE) used for controlling the burst parameter of frequency
gasket used for ZXA TCM Backdoor access (Backdoor2Gasket)
19 This bit controls the bus gasket's handling of burst write transactions.
BWE_ZXC_BD |0 Burst writes are converted into a series of single transactions on the slave side
of the gasket.
1 Burst writes are optimized for best system performance.
Burst read enable (BRE) used for controlling the burst parameter of frequency
gasket used for ZXC TCM Backdoor access (Backdoor2Gasket)
18 This bit controls the bus gasket's handling of burst read transactions.
BRE_ZXC_BD |0 Burst reads are converted into a series of single transactions on the slave side

of the gasket.
1 Burst reads are optimized for best system performance.
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Table 36. PCM1 field descriptions (continued)

Field Description

Pending read enable (PRE) used for controlling the burst parameter of

17 frequency gasket used for ZXC TCM Backdoor access (Backdoor2Gasket)

PRE_ZXC_BD This bit. controls the bu's gasket's handling of pending read transactions.

0 Pending reads are disabled.
1 Pending reads are enabled.
Burst write enable (BWE) used for controlling the burst parameter of frequency
gasket used for PBRIDGE1 (PBRIDGE1 Gasket)

16 This bit controls the bus gasket's handling of burst write transactions.

BWE_PBRIDGE1

0 Burst writes are converted into a series of single transactions on the slave side
of the gasket.
1 Burst writes are optimized for best system performance.

15
BRE_PBRIDGE1

Burst read enable (BRE) used for controlling the burst parameter of
frequency gasket used for PBRIDGE1 (PBRIDGE1 Gasket)
This bit controls the bus gasket's handling of burst read transactions.

0 Burst reads are converted into a series of single transactions on the slave side
of the gasket.
1 Burst reads are optimized for best system performance.

14
PRE_PBRIDGE1

Pending read enable (PRE) used for controlling the burst parameter of
frequency gasket used for PBRIDGE1 (PBRIDGE1 Gasket)
This bit controls the bus gasket's handling of pending read transactions.

0 Pending reads are disabled.
1 Pending reads are enabled.

13
BWE_PBRIDGE2

Burst write enable (BWE) used for controlling the burst parameter of frequency

gasket used for PBRIDGE2 (PBRIDGE2 Gasket)

This bit controls the bus gasket's handling of burst write transactions.

0 Burst writes are converted into a series of single transactions on the slave side
of the gasket.

1 Burst writes are optimized for best system performance.

12
BRE_PBRIDGE2

Burst read enable (BRE) used for controlling the burst parameter of frequency

gasket used for PBRIDGE2 (PBRIDGE2 Gasket)

This bit controls the bus gasket's handling of burst read transactions.

0 Burst reads are converted into a series of single transactions on the slave side
of the gasket.

1 Burst reads are optimized for best system performance.

11
PRE_PBRIDGE2

Pending read enable (PRE) used for controlling the burst parameter of
frequency gasket used for PBRIDGE2 (PBRIDGE2 Gasket)

This bit controls the bus gasket's handling of pending read transactions.

0 Pending reads are disabled.
1 Pending reads are enabled.

10

MSTR_STALL_
NXMC_OVF_B

Used for controlling the burst parameter of frequency gasket used for
PBRIDGE2 (PBRIDGE2 Gasket)

This bit controls the stalling of Masters when trace buffer in NXMC is full

0 Master is stalled when NXMC overflow occurs
1 Master is NOT stalled when NXMC overflow occurs

3

RM0407 Rev 7




RM0407 Device configuration

Table 36. PCM1 field descriptions (continued)

Field Description

Can be used to program the Clock Frequency ratio of ZXA:XBAR to be at 1:1 or

1:2
] 9 100 MHz ZXA Enable:
ZXA_100MHZ_EN 0 ZXA operates at XBAR/2.

1 ZXA and XBAR operate at the same clock

Force HSIZE=32 bit for Decorated Memory operations on PBRIDGE, as
decorated operations compute write checkbits (ECC) on 32-bit word.

8 DMC operations HSIZE control for PBRIDGE 1 and 2
EN_HSIZE_MUX_ | 0 During PBRIDGE write ECC check for decorated instructions will be done with
PBRIDGE native HSIZE of the instruction (8b/16b/32b)

1 During PBRIDGE write ECC check for decorated instructions will be forced to
use HSIZE of 32 bit

Burst write enable (BWE) used for controlling the burst parameter of frequency
Gasket used for HSM (HSMGasket)
5 This bit controls the bus gasket's handling of burst write transactions.
BWE_HSM 0 Burst writes are converted into a series of single transactions on the slave side
of the gasket.
1 Burst writes are optimized for best system performance.

Burst read enable (BRE) used for controlling the burst parameter of frequency
gasket used for HSM (HSMGasket)
4 This bit controls the bus gasket's handling of burst read transactions.
BRE_HSM 0 Burst reads are converted into a series of single transactions on the slave side
of the gasket.
1 Burst reads are optimized for best system performance.

Pending read enable (PRE) used for controlling the burst parameter of
frequency gasket used for HSM (HSMGasket)

This bit controls the bus gasket's handling of pending read transactions.

0 Pending reads are disabled.
1 Pending reads are enabled.

3
PRE_HSM

7.3.9.3 Platform Configuration Module 2 register (PCM2)

Offset:  0x0008 Access: Supervisor read/write
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Figure 16. Platform Configuration Module 2 register (PCM2)
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Table 37. PCM2 field descriptions

Field Description

DMC operations HSIZE control for PRAM 2 and 3
9 Force HSIZE=32 bit for Decorated Memory operations on PRAM as decorated
EN_HSIZE_MUX_ operations compute write checkbits (ECC) on 32-bit word.

PRAM 0 Any decorated write to SRAM peripherals will be done with native HSIZE of the
instruction (8b/16b/32b)
1 Any decorated write to SRAM peripherals will be done with HSIZE = 32bit

Wakeup unit (WKPU) configuration

The Wakeup unit supports 30 external sources that can generate CPU exceptions or
wakeup events and 2 external sources, driven by PA[4] and PD[15], that can cause non-
maskable interrupt requests or wakeup events.

The effect of the signals coming from PA[4] and PD[15] depends on the execution mode.

In any run mode, two signals (called COREO_NMI and CORE2_NMI) are input to each core.
Each of these signals is the output of one multiplexer, which makes it possible to select (via
SIUL2 register) any of the following sources:

e PA[4]
e PD[15]
e Logical XOR'ed of PA[4] and PD[15]

In standby mode, the signals driven by PA[4] and PD[15] (called ESR1_NMISBY1 and
NMISBY2 respectively) can be used to wake-up the system.

PD[4] can also be used to trigger a reset to the whole system.

3
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Figure 17. NMI block diagram SPC584Cx/SPC58ECx
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In Figure 1810: Wakeup unit block diagram of Chapter 82: Wakeup unit (WKPU), it has to
be noted that only one filter is implemented.
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Features

The Wakeup unit supports these distinctive features:
Non-maskable Interrupt support with:

2 NMI sources with bypassable glitch filter

Independent interrupt destination: non-maskable interrupt, critical interrupt, or
machine check request

Edge detection

External wakeup/interrupt support with:

30 wakeup/interrupt sources

Analog glitch filter per each wakeup line

Independent interrupt mask

Edge detection

Configurable system wakeup triggering from all interrupt sources
Configurable pull

On-chip wakeup support

2 wakeup sources

Wakeup status mapped to same register as external wakeup/interrupt status
Independent interrupt mask

Configurable system wakeup triggering from all interrupt sources

3
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7.3.10.2

3

Wakeup vector mapping

Table 38. Wakeup vector mapping

Wakeup Port Input | WKPU IRQ Register Bit
number Port Function to INTC IRGH# WISR position(!)
WKUPO | API/SSWU EISRO 31
(7]
WKUP1 RTC 8 EISR1 30
S
WKUP2 ‘é 3 EISR2 29
— £ % Reserved 28
o ®
WKUP4 2 S EISR4 27
X ..
WKUP5 $ & EISR5 26
@
WKUP6 S EISR6 25
=~
_ Reserved 24
WKUP8 EISR8 23
%]
WKUP9 o 8 EISR9 22
= =
WKUP10 El 7 3 EISR10 21
< g e
WKUP11 o g ﬂ_ﬁl g EISR11 20
= o )
WKUP12 B £ 2 IS EISR12 19
x X ..
WKUP13 2 3 2 & EISR13 18
3 uw 2
WKUP14 £ B S EISR14 17
a [S) =
WKUP15 3 5 EISR15 16
L X
WKUP16 * Q EISR16 15
(@] 0 (%]
WKUP17 % 9 8 EISR17 14
% o ~ 3
WKUP18 Q @ o 3 EISR18 13
0 = 3
WKUP19 9 - = S EISR19 12
y— o
o 15} = g
WKUP20 7 4 2 g EISR20 11
o X -
WKUP21 5 = & EISR21 10
5 Q@
WKUP22 § S EISR22 9
=~
WKUP23 EISR23 8
WKUP24 EISR24 7
(7]
WKUP25 8 EISR25 6
S
WKUP26 (‘; 3 EISR26 5
WKUP27 x § EISR27 4
o ()
WKUP28 2 S EISR28 3
X ..
WKUP29 $ & EISR29 2
(0]
WKUP30 — S EISR30 1
=
WKUP31 — EISR31 0
1. Applicable for registers WISR, IRER, WRER, WIFEER, WIFEEF, WIFER, WIPUER.
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7.3.12.1
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Crossbar integrity checker (XBIC)

The device implements the following XBIC instances:
e XBIC_Concentrator_1
e XBIC_1

Master and slave assignments are defined as follows:

e  XBIC master definition follows the AHB master (refer to AHB Master ID assignments in
Section 7.3.3.2: AHB Master ID Assignments).

e  XBIC slave definition follows the XBAR slave numbering (refer to Crossbar_1 switch
slave assignments in Section 7.3.3.1.2: Crossbar_1 switch slave assignments)

Body Cross Triggering Unit (BCTU) configuration

This section summarizes the Body Cross Triggering Unit (BCTU) configuration in the
SPC584Cx/SPC58ECXx device. For a comprehensive description of the BCTU, please refer
to the BCTU’s dedicated chapter.

Module overview

One single BCTU instance (BCTUO) is implemented. It is interconnected to:
e ADC_SAR_B (12-bit Supervisor)

e eMIOS

e PIT

The Body Cross Triggering Unit is used to prioritize the trigger events from eMIOS/PIT.

The BCTU synchronizes the ADC conversion with PWM signal coming from eMIOS/PIT
(refer to Table 39). When the event is programmed to be an ADC trigger, the 7-bit channel
number is provided to ADC. This channel number is used to communicate which particular
channel has to be converted (refer to Table 40).

The BCTU is also used to route the trigger events from eMIOS as a DMA request in case
the event is not programmed to be a trigger to ADC.

The supported trigger sources are the following:
e 62 eMIOS channels
e 2 PIT channels

3
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Figure 18. BCTU overview
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Table 39. BCTU input triggers allocation

Body CTU trigger input Trigger source Connected signal
0-22 eMIOS0 eMIOS_0 CHO-CH22
23 PIT_RTI_O PIT_0 CH1
24-31 eMIOS_0 eMIOS_0 CH24-CH31
32-54 eMIOS_1 eMIOS_1 CHO-CH22
55 PIT_RTI_1 PIT_1 CH1
56-63 eMIOS_1 eMIOS_1 CH24-CH31
Table 40. Channel value ADC mapping
SAR_ADC_B BCTU channel number

Internal channels

0 0x00

1 0x01

63 0x3F
External channels

128 0x40

129 0x41

191 Ox7F
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7.3.13

7.3.13.1
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SSWU configuration

ADC channel connections

Table 41. Stand-by ADC internal channel connection (Params[6] = 0)

Params|[6] Params|[5:0] SSWU ADC channel
0 ADC SAR 10b Internal Channel 70
1 ADC SAR 10b Internal Channel 71
2 ADC SAR 10b Internal Channel 72
3 ADC SAR 10b Internal Channel 73
4 ADC SAR 10b Internal Channel 74
5 ADC SAR 10b Internal Channel 75
6 ADC SAR 10b Internal Channel 76
7 ADC SAR 10b Internal Channel 77
8 ADC SAR 10b Internal Channel 78
9 ADC SAR 10b Internal Channel 79
10 ADC SAR 10b Internal Channel 80
1 ADC SAR 10b Internal Channel 81
0 12 ADC SAR 10b Internal Channel 82
13 ADC SAR 10b Internal Channel 83
14 ADC SAR 10b Internal Channel 84
15 ADC SAR 10b Internal Channel 85
16 ADC SAR 10b Internal Channel 86
17 ADC SAR 10b Internal Channel 87
18 ADC SAR 10b Internal Channel 88
19 ADC SAR 10b Internal Channel 89
20 ADC SAR 10b Internal Channel 90
21 ADC SAR 10b Internal Channel 91
22 ADC SAR 10b Internal Channel 92
23 ADC SAR 10b Internal Channel 93

RMO0407 Rev 7
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Table 41. Stand-by ADC internal channel connection (Params[6] = 0) (continued)
Params[6] Params[5:0] SSWU ADC channel

0 ADC SAR 10b External Channel 128
1 ADC SAR 10b External Channel 129
ADC SAR 10b External Channel 130
ADC SAR 10b External Channel 131
ADC SAR 10b External Channel 132
ADC SAR 10b External Channel 133
ADC SAR 10b External Channel 134
ADC SAR 10b External Channel 135

N|o|a|lh~|[lO|DN

7.4 Clocking

Refer to Chapter 26: Clocking for a description of the architecture for the system level clocks
including clock generation, the clock sources and the peripheral clocks. The chapter also
provides configuration details for the Clock Monitor Unit (CMU).

7.5 Memories and memory interfaces

Refer to the following chapters for detailed information on memories and memory interfaces.

Table 42. Reference links to related information

Topic Related module Reference
Embedded memories — Chapter 3: Embedded memories
System memory map — Chapter 5: Memory Map
Platform Flash — Chapter 35: Flash memory controller
Platform RAM controller — Chapter 34: Platform RAM controller AHB (PRAMC_AHB)
Embedded flash memory — Chapter 36: Embedded Flash Memory
Decorated
Storage Memory — Chapter 38: Decorated Storage Memory Controller (DSMC)
Controller

7.51 Flash memory controller (PFLASH) configuration

One flash controller and memory array is implemented. The flash controllers provide flash
configuration and control functions and manage the interface between the flash memory
array and the crossbar switch. The configuration and control functions are accessed via
control registers, which are read/write accessible only in supervisor mode.

Three of the registers, PFCR1, PFCR2, and PFAPR, control the interaction of master
modules with the flash array by enabling/disabling prefetch or by controlling access to the

3
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flash array on a per-master basis. Use of the fields in these registers requires knowledge of
the number assigned to each master. For example, the PFAPR[M2AP] field controls flash
array access by master 2, the PFAPR[M3AP] field controls flash array access by master 3,
and so on. Refer to the crossbar switch configuration section for details. Refer to the PFCR3
register details in the flash memory controller chapter for more details on configuring the
flash controller.

Table 43. Reference links to related information

Topic Related module Reference
Full description Flash Memory Controller (PFLASH) Chapter 35: Flash memory controller
Flash memory.architecture Flash memory, Flash controller Section 3.3: Embedded Flash memory
overview
Flash memory Flash memory Chapter 36: Embedded Flash Memory
Flash port assignments Crossbar switch Section 7.3.3: Crossbar switch
System memory map — Chapter 5: Memory Map

7.5.2

7.6

164/2856

The master assignments are shown in Table 23: SMPU1 logical bus master assignments.

Decorated Storage Memory Controller (DSMC)

The DSMC supports five store and three load operations, including:

e  Bitfield inserts

e  Compare-and-store

e Bitwise AND, OR, and XOR operators

e  Simple memory load

e Swap

e Load-and-set-1(bit)

As the DSMC generates the atomic read-modify-write bus transactions to the attached slave
memory controller, the two transactions (read, write) are fully pipelined with no idle cycles

introduced. During these transactions, the AHB hlock control signal is asserted to the slave
during the entire read-modify-write.

The DSMC is instantiated within the core platform and physically resides between the CPU
data AHB bus and the associated crossbar master port.

Due to this architecture choice, the DSMC can access the whole addressing space.

Analog modules

This section highlights the following analog modules that are implemented on
SPC584Cx/SPC58ECX:

3
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Table 44. Reference links to related information

Module or Subsystem Device-specific information Block details
. . . Chapter 39: Analog-to-Digital
ADC subsystem Section 39.1: ADC overview Converters (ADC) Configuration
Successive Approximation Chapter 40: Successive Approximation
Register Analog-to-Digital Section 7.6.1: SARADC Register Analog-to-Digital Converter
Converters (SARADCs) (SARADC)

The temperature sensor is used to measure the temperature of the SPC584Cx/SPC58ECx
device. The temperature sensor has the following outputs:

e  Two analog voltages

— Avoltage signal that is linearly increasing with internal junction temperature (PTAT
that is proportional to absolute temperature)

— Avoltage signal that is linearly decreasing with internal junction temperature
(CTAT that is complementary proportional to absolute temperature)

e Three digital outputs that signal under- or over-temperature operating conditions.

During production testing of the device, the output voltages of the temperature sensor are
sampled by SARB of the onboard ADC module at a predefined high temperature and also at
a predefined low temperature. These calibration parameters are stored during production
test into UTEST Flash memory. Refer to Section UTEST in Chapter Flash Memory
controller.

By converting the two analog outputs of the temperature sensor through ADC, one can find
out a constant reference code which does not change with temperature or the ADC
reference values. It is also called 'Digital Bandgap Voltage'. Refer to Section 41.3.2:
Equations for converting TSENS voltages into constant reference (Digital Bandgap Voltage)
in Chapter 41: Temperature Sensor.

For details, refer to Chapter 41: Temperature Sensor.

7.6.1 SARADC

The Successive Approximation Register Analog-to-Digital Converter (SARADC) digital
interface block controls the on-chip SARADC analog block and holds control and status
registers accessible for an application. The SARADC provides accurate and fast conversion
data for a wide range of applications. Each SARADC analog block has a corresponding
digital interface.

SPC584Cx/SPC58ECx includes four (4) independent 12-bit SARADCs and one (1)
independent 10-bit SARADC. The 12-bit SARADC_B has access to all external analog input
pins, access to the external multiplexed inputs, and has special safety features.

For details, refer to the section Analog-to-Digital Converters (ADC) Configuration.

3
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7.71

7.7.2

7.7.21
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Timers

System Timer Module (STM) configuration

The System Timer Module (STM) is a 32-bit timer designed to support commonly required
system and application software timing functions. The STM includes a 32-bit up counter and
four 32-bit compare channels with a separate interrupt source for each channel. The counter

is driven by the HPBM_CLK divided by an 8-bit prescale value (1 to 256).

SPC584Cx/SPC58ECx includes two STMs, one for each core, with four 32-bit compare
channels in each STM.

Table 45. System Timer Module (STM) instances

Instance Description Number of Number of

P channels registers (32-bit)
STM_0 |Clocked by HPBM_CLK (Core_0) 4 14
STM_2 | Clocked by HPBM_CLK (Core_2) 4 14

Software Watchdog Timer (SWT) configuration

SPC584Cx/SPC58ECx includes three SWTs.

Table 46. Software Watchdog Timer (SWT) instances

Instance Description

Clocked by IRCOSC clock; using value of IAC8 register of Core 0 for
SWTO . :

instruction address compare feature

Clocked by IRCOSC clock; using value of IACS8 register of Core 2 for
SWT2 . :

instruction address compare feature
SWT3 Clocked by IRCOSC clock; not supporting the address compare feature

The SWT has the following features:

e  32-bit time-out register to set the time-out period
e Internal 16 MHz RC oscillator clock that is used for timer operation

e  Programmable selection of window mode or regular servicing

e  Programmable selection of reset or interrupt on an initial time-out
e  Programmable selection of the servicing mode

e  Master access protection
e Hard and soft configuration lock bits

IAC (Instruction Address Compare)

The IAC feature makes it possible to serve a SWT when the CPU executes an instruction at
a specific address location. The purpose is to guarantee that the application regularly
executes an instruction within some fundamental section of the code. If this address location
is not executed regularly, it implies that a critical error has occurred and the device should

be eventually reset.
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Not all the SWT embeds the IAC feature: Table 46 shows for which watchdog the IAC
feature is enabled.

If the IAC feature is enabled for a specific SWT, the address to be executed is set by the
Instruction Address Compare 8 (IAC8) register, whereas the IAC feature can be activated by
the register field SWT_CR[SMD] to one of the following settings:

2'b10 for Fixed Address Execution; the IACS8 register cannot be updated while the
watchdog is enabled. If the SWT is in 'Fixed Address Execution' mode, an SWT output
signal tells the core; this 'freezes' changes to the IAC8 register when the SWT is
enabled

2'b11 for Incremental Address Execution; the IACS8 register can be updated

7.7.2.2 Reset assertion

The SWT can assert a reset when the watchdog timer expires. Refer to Chapter 8: Reset
and Boot for details.

7.7.2.3 Default configuration

On SPC584Cx/SPC58ECX, the SWTs come out of reset with the default reset values
summarized in Table 47. Minimum timeout value is 256 cycles for SWTO0, SWT2, and
SWT3. For details, please refer to Section 54.3.5: Initialization of BAF DCF clients

Table 47. Register reset values

SWT instance Register Reset value
SWT_O SWT Control Register (SWT_CR) O0xFFO0O0_010A
SWT_0 SWT Time-out (SWT_TO) 0x0005_FCDO
SWT 2 SWT Control Register (SWT_CR)(") 0xFF00_011B
SWT_2 SWT Time-out (SWT_TO) 0x0003_FDEO
SWT_3 SWT Control Register (SWT_CR) 0xFF00_010A
SWT_3 SWT Time-out (SWT_TO) 0x0005_FCDO

1. The SWT can be disabled by accepting a DCI-driven signal to clear the SWT_CR[WEN] bit. For SWT2, the
default reset value for that bit is ‘1”, but the DCI can override that default value by setting it to ‘0. If the
signal is de-asserted, there is no change to the SWT_CR[WEN] value. (The DCI can only disable the SWT;
it cannot enable it.) For details refer to Section 60.1.3: Operating modes.

7.7.3 PIT
This

configuration

section summarizes how the module has been configured in the chip. For a

comprehensive description of the module itself, refer to the module’s dedicated chapter.

Table 48. Reference links to related information

Topic Related module Reference
Full description PIT Chapter 45: Periodic Interrupt Timer (PIT)
System memory map — Chapter 5: Memory Map
Clocking — Chapter 26: Clocking
Power management — Chapter 10: Power management
‘,_l RMO0407 Rev 7 167/2856
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Table 48. Reference links to related information (continued)

Topic Related module Reference

Chapter 25: DMA channel multiplexer
(DMACHMUX)

Chapter 42: Body Cross Triggering Unit (BCTU)

DMA channel assignments DMACHMUX

BCTU

BCTU channel assignment

7.7.31 PIT instantiation

Table 49. PIT information

PIT

PIT module
channels

Description

The PIT has eight standard channels. All PIT registers are cleared by

PIT_O
- any reset.

8 + RTI

PIT1 has chaining mode to implement a 64-bit timer and the timer

PIT_1 2 value is unchanged by a functional reset.

7.7.3.2 PIT/DMA periodic trigger assignments

The PIT generates periodic trigger events to the DMACHMUX. To check the mapping of the
PIT channel number with the corresponding DMA channel number, refer to the Table 32:
Periodic trigger to DMA channel mapping.

7.7.3.3 PIT Registers

The following tables show the implementation of PIT registers in this MCU.

Table 50. PIT_0 memory map

Offset address

(hex) Register name

0x0000
0x00E0-0x00E4

PIT Module Control Register (PIT0_MCR)(")

Reserved

RTI Timer Channel Registers (PITO_RTI_LDVAL, PITO_RTI_CVAL,
PITO_RTI_TCTRL, PITO_RTI_TFLG)

Timer Channel [0:7] Registers (PITO_LDVALn, PITO_CVALn, PITO_TCTRLn,
PITO_TFLGn)

0x00F0-0x00FC

0x0100-0x017C

0x0180-0x3FFF
1. The reset value of MCR is 0x06.

Reserved

Table 51. PIT_1 memory map

Offset address

(hex) Register name

168/2856

0x0000

PIT Module Control Register (PIT1_MCR)(")

0x00EO

PIT Upper Lifetime Timer Register (PIT1_LTMR64H)

3
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Table 51. PIT_1 memory map (continued)
Offset address Register name
(hex) 9
0x00E4 PIT Lower Lifetime Timer Register (PIT1_LTMRG64L)
0xO0F0—0x00F8 |Reserved
Timer Channel [0:1] Registers (PIT1_LDVALn, PIT1_CVALn, PIT1_TCTRLn,
0x0100-0x011C PIT1_TFLGn)
0x0120-0x3FFF |Reserved
1. The reset value of MCR is 0x02.
7.7.3.4 PIT clocking
The PIT_0 standard channels are clocked with the peripheral clock (PER_CLK).
The PIT_0_RTI channel clock source is selectable between XOSC and RCOSC via the
auxiliary clock selector 9.
The PIT_1 channels are clocked with the peripheral clock (PER_CLK).
Refer to Figure 467: Block diagram of the PIT for PIT clock sources description.
7.8 Communication interfaces
7.8.1 Ethernet configuration
7811 Ethernet interface selection
On this chip, the Ethernet interface depends on the SIUL2_SCRO settings (in the SIUL2), as
shown in Table 52.
Table 52. Ethernet interface selection
SIUL2_SCRO[Ethernet_MODE] Interface used by the Ethernet
0 RMII
1 Ml
7.8.1.2 Ethernet timestamp snapshot trigger

3

The Ethernet interface includes an internal 64-bit time base counter to support IEEE 1588
Precision Time Protocol (PTP) timestamps.02

To synchronize other system events to the Ethernet PTP time base snapshot feature is
available to capture the Ethernet time base on different system events into a four-entry-deep
FIFO. Details about the snapshot feature is available in Section 48.3.9: IEEE 1588
Timestamps.

The selection of the various trigger sources is done in the SIUL2 module by configuration of
the corresponding MSCR registers. The details about the signal configuration is available in
I/O Signal Table.
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The system implementation of the snapshot feature is shown in Figure 19.

Figure 19. Ethernet Snapshot feature integration
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7.8.1.3

7.8.2
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Ethernet Pulse-Per-Second output (PPS)

The Ethernet interface module includes a programmable time reference signal which can be
used to trigger several system events. Details about the Pulse-Per-Second feature is
available in Section 48.3.9.4: Reference Timing Source.

The system implementation of the PPS feature is shown in Figure 20.

Figure 20. Ethernet PPS feature integration

——Sync trigger=P Timebase FlexRay
Sync
Periodic Interrupt
SVYNoDsvs source
ynopsy ——PPS signal———IRQ trigger—»  |\1¢ (mapped in
Ethernet combined Ethernet
IRQ source)
. DMAMUX Periodic DMA
——DMA trigger=9» 0.3 transfer

CAN subsystem configuration

Two CAN subsystems are implemented:
e  CAN subsystem 0 (M_CAN type)
e  CAN subsystem 1 (M_CAN type)

Please refer to Chapter 47: CAN subsystem for details.

3
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7.8.21 CAN nodes
Table 53 lists the different CAN nodes for both CAN subsystems.
Note: All CAN instances are supporting ISO CAN FD mode.
Table 53. CAN bus controllers
s 225 | 5| o
Peripheral hared = 55 S 2 5
. message < Q2 o 5 [E =]
Subsystem bridge RAM size Type Instance o %’ 8 Sa o®
instance ogs S = Oos
(words) n 2T o< ®
= g [3) o
CAN_SUB 0 M_CAN_O Yes No Yes
CAN CAN_SUB_0_M_CAN_1 Yes Yes Yes
PBRIDGE_2 | 3968 M_CAN
subsystem 0 CAN_SUB 0 M_CAN 2 | Yes Yes Yes
CAN_SUB_0_M_CAN_3 Yes No Yes
CAN_SUB_1_M_CAN _1 Yes No No
CAN CAN_SUB 1 M _CAN 2 | Yes No No
PBRIDGE_1 3968 M_CAN
subsystem 1 CAN_SUB 1 M_CAN 3 | Yes No No
CAN_SUB_1_ M _CAN 4 | Yes No No

1. M_CAN revision 3.2.0
2. Clock calibration based on M_CAN_1 messages for CAN subsystem 0.

7.8.3 DSPI configuration

This section summarizes how the module has been configured in the chip. For a
comprehensive description of the module itself, refer to the module’s dedicated chapter.

Table 54. Reference links to related information

Topic Related module Reference
Full description DSPI ?‘Dh;gf)er 51: Deserial Serial Peripheral Interface
System memory map — Chapter 5: Memory Map
Clocking — Chapter 26: Clocking
Signal Multiplexing Port control Chapter 4: Signal Description

System Module

System Integration Unit Lite

Chapter 16: System Integration Unit Lite2 (SIUL2)

DMA Channel Assignments

Direct Memory Access
multiplexer

Chapter 25: DMA channel multiplexer (DMACHMUX)

3
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7.8.3.1

7.8.3.2

7.8.3.3

7.8.3.4

7.8.3.5

7.8.3.6

7.8.3.7

172/2856

DSPI instantiation

This device contains eight DSPI modules. Table 55 shows the instantiation information for
each module.

Table 55. DSPI instantiation

Data
DSPI Module CTARs T;eFIt':IO RgeFlt':]o PCS Signals | Serialization
P P Support

DSPIO 8 4 4 o —
o)

DSPI1 8 4 4 £ _
[0]

DSPI2 8 4 4 % —

DSPI3 8 4 4 2 —
=

DSPI4 8 4 4 £® 64
o

DSPI5 8 4 4 % 64

DSPI6 8 4 4 s —
x

DSPI7 8 4 4 i _

DSPI half duplex operation

Half duplex operation is not supported within the DSPI module, but it is configured by
connecting the SIN and SOUT together within the SIUL2 and operating the combined pad in
open drain mode. Software must ensure that the SOUT signal is passive (high) during SIN
reception. This can be done by reconfiguring the SIUL2 to disconnect the SOUT or by
writing a data frame that is all '1's.

Serialized timed 1/O

The timer sources and injection pin inputs to be DSPI serialized downstream outputs are
selected though the SIUL2 and selected through the MSCR registers. Inversion of these
signals is also handled in the SIUL2. Refer to Chapter 16: System Integration Unit Lite2

(SIUL2), for details.

DSPI HT external trigger

External hardware triggers are not supported.

DSPI ITSB mode

For the ITSB trigger, the internal DSPI trigger (TRGPRD in DSICR1) is used. Use of
external trigger is not supported.

DSPI registers

The absolute addresses of DSPI modules registers in this MCU are provided in Chapter 5:
Memory Map.

DSPI clocking

Refer to the SPC584Cx/SPC58ECx Datasheet for the DSPI Baud rates.

3
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7.8.4 FlexRay Configuration
The FlexRay communications system is designed to provide high-speed deterministic
distributed control for advanced automotive applications. Its dual-channel architecture
supporting data rates up to 10 Mbit/s per channel offers system-wide redundancy that
supports the reliability requirements of safety system.
7.8.41 FlexRay signals pin assignment
This table lists the pin names for the FlexRay signals that are connected to pins on the
boundary of the chip.
Table 56. Flexray pin names
Signal description Pin name
FR_A_RX (Receive Data Channel A) RXDA
FR_A_TX (Transmit Data Channel A) CA_TX
FR_A_TX_EN (Transmit Enable Channel AS CA TR_EN
FR_B_RX (Receive Data Channel B) RXDB
FR_B_TX (Transmit Data Channel B) CB_TX
FR_B_TX_EN (Transmit Enable Channel Bj CB_TR_EN
7.8.4.2 Stopwatch timer input
Stopwatch timer input is routed to FlexRay module (selected by SIUL MSCR register) via:
e STMO_CMPO
e STM2_CMPO
e PIT1_CHO
Figure 21. Stopwatch timer source muxing
STM —
&\ 0 tick
0]
= FLEXRAY
S
2
PIT [»°
7.8.5 LinFlexD
7.8.5.1 LINFlexD configurations

3

SPC584Cx/SPC58ECx has 18 instances of LINFlexD. Table 57 lists the configuration for
each instance.
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Table 57. LINFlexD configurations
ol‘—lwlmlvlmlwlhlwlmle:‘,!23""_’8,':
alala|lalala|lalalalaldldlalalalalala
Descripton | 8| 8| 3| 8|3/ 8/ 3|83\ 3|5\ 5|5/ 5|5\ 5|35|5
L. . L. L. ('8 L. . L. . L. ™ ™o ™ ™ ™ ™ ™ ™
Z|z|z|z|z|2|Z2|2|Z2|2|2|z|g|2z|2/2|2|¢2
J|a|aJ|aja|alajalalalg|glal3lalal3l3S
Numberoffllters 16 0
implemented
Number of Tx — ()
DMA channels 1 (TX_CH_NUM =0)
Number of Rx — Mm@
DMA channels 1 (RX_CH_NUM =0
o
>
©
LIN operation @ Master
mode Q (slave = 0)
3
=
Value of auto-
L 1 0
synchronization
1. Number of TX DMA channels = 2**TX_CH_NUM where ** stands for exponentiation.
2. Number of RX DMA channels = 2**RX_CH_NUM where ** stands for exponentiation.
7.8.5.2 LINFlexD implemented registers
Table 58 shows the registers implemented for each LINFlexD instance on the
SPC584Cx/SPC58ECx chip.
Table 58. LINFlexD register comparison map
Address offset (hex)
olrlmlmlvlmlmlhlwlals:2‘2,‘"_",_’2":
Registerdescripton |8 |2 |a|a|a|la|la|a|la|lald|alaladlalalald
L L L L L LL LL LL LL L ™ ™ ™ ™ ™ ™ ™ ™
Z|Z2|2|z2|Z|Z2|2|2|2|Z2|2|z|2|2|2|2|2|¢%2
J | dJdjd|la|la|a|lajlalalal3l3I3!1313131313
LIN Control register 1
(LINCR1) 00 00
LIN Interrupt Enable
register (LINIER) 04 04

174/2856
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Table 58. LINFlexD register comparison map (continued)

Address offset (hex)

ol‘—lwlmlvlmlwlhlwlml?_“:“!23“‘_’S":

Registerdescription | @ |2 |a |a|a|a|la|a|la|lald|ad|alaladlala]la
§/3(8|83|8|8 |88 (3|5 5 |35|5|5|5|5|3
2|z z|z|2|2|2|2|2|2|E|8|5 |25\
J|J|J|J|J|J|J|3a|3|3Jl513|151315131313

LIN Status register

(LINSR) 08 08

LIN Error Status

register (LINESR) oc 0c

UART Mode Control 10 10

register (UARTCR)

UART Mode Status 14 14

register (UARTSR)

LIN Timeout Control

Status register 18 18

(LINTCSR)

LIN Output Compare

register (LINOCR) 1€ 1€

LIN Timeout Control

register (LINTOCR) 20 20

LIN Fractional Baud

Rate register 24 24

(LINFBRR)

LIN Integer Baud Rate

register (LINIBRR) 28 28

LIN Checksum Field

register (LINCFR) 2C 2C

LIN Control register 2

(LINCR2) 30 30

Buffer Identifier

register (BIDR) 34 34

Buffer Data Register

Least Significant 38 38

(BDRL)

Buffer Data Register

Most Significant 3C 3C

(BDRM)

Identifier Filter Enable

register (IFER) 40 40
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Table 58. LINFlexD register comparison map (continued)
Address offset (hex)
ol‘—lwlmlvlmlwlhlwlml?_“:“Eﬂﬁ“‘_’S":
Registerdescription | @ |2 |a |a|a|a|la|a|la|lald|ad|alaladlala]la

$/3|8|8|8|35|38|8|8|38|5 (5|5 |5|5|5[5|35
z|z|z|z|2|2|2|2|2|2|8|2|5 8 2|8 |8
J|J|J|J|J|J|J|3a|3|3Jl513|151315131313

Identifier Filter Match

index (IFMI) 44 44

Identifier Filter Mode

register (IFMR) 48 48

Identifier Filter Control 4c .

registers (IFCRO)

Identifier Filter Control 50 .

registers (IFCR1)

Identifier Filter Control 54 .

registers (IFCR2)

Identifier Filter Control 58 .

registers (IFCR3)

Identifier Filter Control 5C .

registers (IFCR4)

Identifier Filter Control 60 .

registers (IFCR5)

Identifier Filter Control 64 .

registers (IFCR6)

Identifier Filter Control 68 .

registers (IFCR7)

Identifier Filter Control 6C .

registers (IFCR8)

Identifier Filter Control 70 .

registers (IFCR9)

Identifier Filter Control 74 .

registers (IFCR10)

Identifier Filter Control 78 .

registers (IFCR11)

Identifier Filter Control 7c .

registers (IFCR12)

Identifier Filter Control 80 .

registers (IFCR13)

Identifier Filter Control 84 .

registers (IFCR14)
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Table 58. LINFlexD register comparison map (continued)

Address offset (hex)
ol‘—lwlmlvlmlwlhlwlml?_“:“!23“‘_’S":
Registerdescription | @ |2 |a |a|a|a|la|a|la|lald|ad|alaladlala]la

§/3(8|83|8|8 |88 (3|5 5 |35|5|5|5|5|3
2|2|2|2|2|2|2|2|2|2|2|E|2 &5 2|28
J|d|ajajalalala|la|a3a |33 |3!/3131313135

Identifier Filter Control 88 .

registers (IFCR15)

Global Control register

(GCR) 8C 8C

UART Preset Timeout

register (UARTPTO) 90 90

UART Current Timeout

register (UARTCTO) 94 94

DMA Tx Enable

register (DMATXE) 98 98

DMA Rx Enable

register (DMARXE) 9C 9C

7.9 Reset and Boot modules

7.9.1 BAF configuration

7911 Search boot header and boot options

Refer to Section 8.3.12.2.3: SW boot record search (BAF search) in the Chapter 8: Reset
and Boot.
7.9.1.2 LINFlexD and MCAN pins configuration

Table 59 shows the device pin configurations for LINFlexD_0/2 and

CAN_SUB 0 M_CAN_1/2 modules.

3
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Table 59. LinFlexD and MCAN pin configuration

Initial Serial Boot Mode

Serial Boot Mode after a
valid CAN message

Serial Boot Mode after a

valid LINFlexD

Pads received message received
Function Pad Configuration Function Function
O Output:—
Push/Pull
PA[10] MCAN_2 Tx me;in/] d”rive MCAN_2 Tx LINFlexD_2 Tx
no pullup/pulldown
| —
LINFlexD_2 Rx Eliour: .
PA[11] and hystgeresis MCAN_2 Rx LINFlexD_2 Rx
MCAN_2 R
- ™ CMOS level
(1 OQutput:—
Push/Pull
PB[10] MCAN_1 Tx me:izm d”rive MCAN_1 Tx LINFlexD_0 Tx
no pullup/pulldown
Input:—
LINFlexD_0 Rx Ef’”h .
PBI[9] and hystiresis MCAN_1 Rx LINFlexD_0 Rx
MCAN_1R
— CMOS level

1. Pad is set to output configuration as described in the table. Output buffer is enabled for the whole duration of the BAF serial

boot.

7.9.2

7.9.21

7.9.2.2

178/2856

System Status and Configuration Module (SSCM) configuration

This section summarizes the System Status and Configuration Module (SSCM)
configuration in the SPC584Cx/SPC58ECx device. For a comprehensive description of the
SSCM, please refer to the SSCM’s dedicated chapter.

SSCM instantiation

There is one SSCM instance in the SPC584Cx/SPC58ECx device. The SSCM is part of the
reset and boot sub-system.

Device-specific features

The device specific reset values for the SSCM_MEMCONFIG register are shown in

Table 60.

Table 60. SSCM_MEMCONFIG reset values

Field Field definition Value
JPIN JTAG Part ID 10'h110("
MREV Minor Revision 4'h0@

1. This value will change for each major revision of the device.

2. This value will change for each minor revision of the device.
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Table 61 shows the address locations that the SSCM uses to search for startup information.

Table 61. SSCM startup information addresses

Description Value
The location at which the SSCM will look for the UTEST DCF records
(UTEST_OFFSET) 0x0040_0000
Location of the Boot Assist code in Flash (BAF) 0x0040_4000
0x60_C000
Specifies the locations which are searched for a valid HSM boot header 0))((61_0000
tarting fi the | t add -
(starting from the lowest address) 0x62_0000
7.9.2.3 Memory map and register description
Table 62. Reference text to related information
Topic Related module Reference
. Chapter 53: Reset Generation Module
Reset Reset Generation Module (MC_RGM) (MC_RGM)
Reset/Boot Reset and Boot Chapter 8: Reset and Boot
Boot Boot Assist from Flash (BAF) Chapter 54: Boot Assist Flash (BAF)

Chapter 79: Register Protection

Register Protection | Register Protection (REG_PROT) (REG_PROT)

Section SSCM registers protection in

Register Protection | Register Protection Configuration Chapter 7: Device configuration

Serial Boot LINFlexD Chapter 52: LINFlexD

. Chapter 80: Password and Device
Security PASS Security Module (PASS)

710 Safety modules

7.10.1 CRC

Table 63 lists the number of contexts available for the current CRC computation of multiple
data streams of CRC.

Table 63. CRC contexts
Signal name Description CRC_0 CRC_1

Number of contexts available for the current

CRC_CNTX_NUM CRC computation of multiple data streams.
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7.10.2

7.10.2.1

7.10.2.2

7.10.2.3
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MEMU configuration

MEMU system connections

Figure 22. MEMU system connections

ECC from MEMU
XBAR'’s
Masters s
Sys RAM
reporting
X tables
MBIST
FLASH
reporting
»  tables
FLASH ECC
Periph
RAM
Periph » reporting
RAM ECC tables

—MEMU_RAM(CE/UCE/OV)—p]

——MEMU_FLS(CE/UCE/OV)—p»]

——MEMU_PER(UCE/CE/OV)—p»|

FCCU

MEMU error sources

Table 64 shows the MEMU error sources for each instance configured on this chip.

Table 64. MEMU error sources

Instance Value
Number of system RAM unique error sources 73
Number of peripheral RAM unique error sources 16
Number of flash memory unique error sources 2

Reporting tables implementation

There are 3 categories of error reporting for the MEMU:

e  Flash error reporting
e  System RAM error reporting
e  Peripheral RAM error reporting

Each category of error reporting has two tables associated with it, these are:
e Correctable Error Reporting Table
e Uncorrectable Error Reporting Table

RMO0407 Rev 7
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Each entry in a reporting table corresponds to a unique error event. The number of entries
supported by each table depends upon the error source.

The table below describes the number of entries in each reporting table for the different
error sources.
Table 65. Number of entries in each reporting table
Error Source Number of entries_ in correctable Number of entries i_n
error reporting table uncorrectable error reporting table
Flash 20 1
System RAM 10 1
Peripheral RAM 2 1

7.10.2.4 Concurrent overflow register (OFLW) implementation
Errors are reported to the MEMU from one of the three categories, Flash, System RAMs or
Peripheral RAMs. In an overflow condition, it is possible to identify the unique error source
that caused the overflow. Corresponding error sources for the OFLW register details the
corresponding error source to the respective bit-field in the Concurrent Overflow registers.

Note: z4a/c stand for Core_0/2 respectively in the following tables.

Table 66. Corresponding error sources for system RAM OFLWO register
Source number OFLWO b;:;t')e(lg position Error sources
0 31 z4a Data AHB
1 30 Z4a Instruction AHB
2 29 z4a Data TCM (DMEM)
3 28 —
4 27 z4a Data Cache
5 26 z4a Instruction Cache
6 25 z4c Data AHB
7 24 z4c Instruction AHB
8 23 z4c Data TCM (DMEM)
9 22 —
10 21 z4c Data Cache
11 20 z4c Instruction Cache
12 19 —
13 18 —
14 17 —
15 16 —
16 15 —
17 14 —
"_l RMO0407 Rev 7 181/2856
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Table 66. Corresponding error sources for system RAM OFLWO register (continued)

Source number

OFLWO bit-field position

Error sources

(bit))
18 13 —
19 12 SRAM Memory 2
20 11 SRAM Memory 3
21 10 Decorated z4a
22 9 Decorated z4c
23 8 —
24 7 Concentrator 0 (DMA_1)
25 6 Concentrator 3 (HSM)
26 5 Concentrator 1 (SIPI_1 port)
27 4 Concentrator 1 (Flexray_0 port)
28 3 Concentrator_1 (Ethernet_0)
29 2 MBIST z4a Data Cache Instance 4
30 1 MBIST z4a Instruction Cache Tag
31 0 MBIST z4a Data Cache Tag

1. Bit 0in the table bit-field corresponds to bit 31 in target register

Table 67. Corresponding error sources for system RAM OFLW1 register

OFLW1 bit-field position
Source number (bit)“) Error sources
32 31 —
33 30 —
34 29 —
35 28 —
36 27 —
37 26 —
38 25 —
39 24 MBIST z4c Data Cache Instance 1
40 23 MBIST z4c Data Cache Instance 2
41 22 MBIST z4c Data Cache Instance 3
42 21 MBIST z4c Data Cache Instance 4
43 20 _
44 19 —
45 18 MBIST Ethernet RX EVEN
46 17 MBIST z4c Data TCM Instance 1

182/2856
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Table 67. Corresponding error sources for system RAM OFLW1 register (continued)

OFLW1 bit-field position

Source number (bit)“) Error sources
47 16 MBIST z4c Data TCM Instance 2
48 15 MBIST z4c Instruction Cache Instance 1
49 14 MBIST z4c Instruction Cache Instance 2
50 13 MBIST z4c Instruction Cache Instance 3
51 12 MBIST z4c Instruction Cache Instance 4
52 11 MBIST z4c Instruction Cache Tag
53 10 MBIST HSM RAM 0
54 9 MBIST HSM RAM 1 Instance 1
55 8 MBIST HSM RAM 1 Instance 2
56 7 MBIST HSM Instruction Cache Instance 1
57 6 MBIST HSM Instruction Cache Instance 2
58 5 MBIST HSM Instruction Cache Tag Instance 1
59 4 MBIST HSM Instruction Cache Tag Instance 2
60 3 MBIST HSM Crypto Channel Controller (C3)
61 2 —
62 1 MBIST Flexray 0 Data RAM
63 0 MBIST Flexray 0 LUT RAM

1. Bit 0 in the table bit-field corresponds to bit 31 in target register

Table 68. Corresponding error sources for system RAM OFLW2 register

Source number OFLW2 b;tb-:‘tl)e(lf)i position Error sources
64 31 MBIST Controller Area Network 0
65 30 —
66 29 —
67 28 —
68 27 —
69 26 —
70 25 —
71 24 —
72 23 —
73 22 —
74 21 —
75 20 —
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Table 68. Corresponding error sources for system RAM OFLW2 register (continued)

OFLW?2 bit-field position
Source number (bit)“) Error sources
76 19 —
77 18 —
78 17 —
79 16 —
80 15 —
81 14 —
82 13 —
83 12 —
84 11 MBIST Ethernet RX 0 ODD
85 10 MBIST Ethernet TX 0 ODD
86 9 —
87 8 —
88 7 MBIST FEC TX 0 EVEN
89 6 MBIST z4a Data TCM Instance 1
90 5 MBIST z4a Data TCM Instance 2
91 4 MBIST z4a Instruction Cache Instance 1
92 3 MBIST z4a Instruction Cache Instance 2
93 2 MBIST MP Flash Krypton RAM
94 1 MBIST z4a Instruction Cache Instance 3
95 0 MBIST DMA 1

1. Bit 0in the table bit-field corresponds to bit 31 in target register

Table 69. Corresponding error sources for system RAM OFLW3 register

Source number OFLW3 bg;ft';*(ﬁ position Error sources

96 31 —

97 30 —

98 29 MBIST Controller Area Network 1
99 28 —

100 27 —

101 26 —

102 25 —

103 24 —

104 23 MBIST SRAM Instance 3_0
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Table 69. Corresponding error sources for system RAM OFLW3 register (continued)

OFLW3 bit-field position

Source number (bit)“) Error sources
105 22 MBIST SRAM Instance 3_1
106 21 MBIST SRAM Instance 3_2
107 20 MBIST SRAM Instance 3_3
108 19 —
109 18 MBIST SRAM Instance 2_0_0
110 17 MBIST SRAM Instance 2_0_1
111 16 MBIST SRAM Instance 2_1
112 15 MBIST SRAM Instance 2_2
113 14 MBIST SRAM Instance 2_3
114 13 MBIST SRAM Instance 2_4
115 12 MBIST SRAM Instance 2_5
116 11 MBIST SRAM Instance 2_6
117 10 MBIST SRAM Instance 2_7
118 9 MBIST ZXC Data Cache Tag
119 8 —
120 7 —
121 6 —
122 5 —
123 4 —
124 3 MBIST z4a Instruction Cache Instance 4
125 2 MBIST z4a Data Cache Instance 1
126 1 MBIST z4a Data Cache Instance 2
127 0 MBIST z4a Data Cache Instance 3

1.

Bit 0 in the table bit-field corresponds to bit 31 in target register

Table 70. Corresponding error sources for peripheral RAM OFLWO register

OFLWO bit-field position

Source number (bit)“) Error sources
0 31 —
1 30 —
2 29 FEC RX EVEN
3 28 CAN RAM 1
4 27 —
5 26 AIPS BRIDGE 1

3
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Table 70. Corresponding error sources for peripheral RAM OFLWO register (continued)

Source number OFLWO bztl;lf:;(w position Error sources
6 25 Ethernet TX EVEN
7 24 Ethernet RX ODD
8 23 HSM Platform RAM
9 22 HSM Instruction Cache RAM
10 21 Flexray Data RAM 0
11 20 Flexray LUT RAM 0
12 19 CAN RAM 0
13 18 —
14 17 —
15 16 —
16 15 —
17 14 —
18 13 —
19 12 —
20 11 —
21 10 —
22 9 —
23 8 —
24 7 —
25 6 DMA 1 TCD
26 5 —
27 4 —
28 3 AIPS BRIDGE 2
29 2 Ethernet TX ODD
30 1 —
31 0 —

1. Bit 0in the table bit-field corresponds to bit 31 in target register

Table 71. Corresponding error sources for flash memory OFLWO register

OFLWO bit-field position
Source number (bit)m Error sources
0 31 Reserved
1 30 Reserved
2 29 Flash 1 port 0
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Table 71. Corresponding error sources for flash memory OFLWO register (continued)

OFLWO bit-field position
Source number (bit)“) Error sources
3 28 Flash 1 port 1
4 27 Reserved
5 26 Reserved
6 25 Reserved
7 24 Reserved
8 23 Reserved
9 22 Reserved
10 21 Reserved
1 20 Reserved
12 19 Reserved
13 18 Reserved
14 17 Reserved
15 16 Reserved
16 15 Reserved
17 14 Reserved
18 13 Reserved
19 12 Reserved
20 11 Reserved
21 10 Reserved
22 9 Reserved
23 8 Reserved
24 7 Reserved
25 6 Reserved
26 5 Reserved
27 4 Reserved
28 3 Reserved
29 2 Reserved
30 1 Reserved
31 0 Reserved

1. Bit 0 in the table bit-field corresponds to bit 31 in target register

7.10.2.5 MEMU registers

Table 72 shows the address offsets and implementation of the MEMU registers in this chip.
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Table 72. MEMU registers

Offset Register

0x0000 | Control register (CTRL)

0x0004 | Error flag register (ERR_FLAG)

0x000C | Debug register (DEBUG)

0x0020 | System RAM correctable error reporting table status register (SYS_RAM_CERR_STSO0)

0x0024 System RAM correctable error reporting table address register
(SYS_RAM_CERR_ADDRO)

0x0028 | System RAM correctable error reporting table status register (SYS_RAM_CERR_STS1)

0X002C System RAM correctable error reporting table address register
(SYS_RAM_CERR_ADDRT1)

0x0030 | System RAM correctable error reporting table status register (SYS_RAM_CERR_STS2)

0x0034 System RAM correctable error reporting table address register
(SYS_RAM_CERR_ADDR?2)

0x0038 | System RAM correctable error reporting table status register (SYS_RAM_CERR_STS3)

0X003C System RAM correctable error reporting table address register
(SYS_RAM_CERR_ADDR3)

0x0040 | System RAM correctable error reporting table status register (SYS_RAM_CERR_STS4)

0x0044 System RAM correctable error reporting table address register
(SYS_RAM_CERR_ADDR4)

0x0048 | System RAM correctable error reporting table status register (SYS_RAM_CERR_STS5)

0X004C System RAM correctable error reporting table address register
(SYS_RAM_CERR_ADDRYS5)

0x0050 | System RAM correctable error reporting table status register (SYS_RAM_CERR_STS6)

0x0054 System RAM correctable error reporting table address register
(SYS_RAM_CERR_ADDRG®6)

0x0058 | System RAM correctable error reporting table status register (SYS_RAM_CERR_STS7)

0X005C System RAM correctable error reporting table address register
(SYS_RAM_CERR_ADDRY7)

0x0060 | System RAM correctable error reporting table status register (SYS_RAM_CERR_STS8)

0x0064 System RAM correctable error reporting table address register
(SYS_RAM_CERR_ADDRS)

0x0068 | System RAM correctable error reporting table status register (SYS_RAM_CERR_STS9)

0X006C System RAM correctable error reporting table address register
(SYS_RAM_CERR_ADDRS9)

0x0070 System RAM uncorrectable error reporting table status register
(SYS_RAM_UNCERR_STS)

0x0074 System RAM uncorrectable error reporting table address register
(SYS_RAM_UNCERR_ADDR)

0x0078 | System RAM concurrent overflow register (SYS_RAM_OFLWO)

0x007C | System RAM concurrent overflow register (SYS_RAM_OFLW1)
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Table 72. MEMU registers (continued)

Offset Register

0x0080 | System RAM concurrent overflow register (SYS_RAM_OFLW2)

0x0084 | System RAM concurrent overflow register (SYS_RAM_OFLW3)

0x0620 Peripheral RAM correctable error reporting table status register
(PERIPH_RAM_CERR_STSO0)

0x0624 Peripheral RAM correctable error reporting table address register
(PERIPH_RAM_CERR_ADDRO)

0x0628 Peripheral RAM correctable error reporting table status register
(PERIPH_RAM_CERR_STSH1)

0X062C Peripheral RAM correctable error reporting table address register
(PERIPH_RAM_CERR_ADDRH1)

0x0630 Peripheral RAM uncorrectable error reporting table status register
(PERIPH_RAM_UNCERR_STS)

O0x0634 Peripheral RAM uncorrectable error reporting table address register
(PERIPH_RAM_UNCERR_ADDR)

0x0638 | Peripheral RAM concurrent overflow register (PERIPH_RAM_OFLWO)

0x0C20 |Flash memory correctable error reporting table status register (FLASH_CERR_STSO0)

0X0C24 Flash memory correctable error reporting table address register
(FLASH_CERR_ADDRO)

0x0C28 | Flash memory correctable error reporting table status register (FLASH_CERR_STS1)

0X0C2C Flash memory correctable error reporting table address register
(FLASH_CERR_ADDR1)

0x0C30 |Flash memory correctable error reporting table status register (FLASH_CERR_STS2)

0x0C34 Flash memory correctable error reporting table address register
(FLASH_CERR_ADDR?2)

0x0C38 | Flash memory correctable error reporting table status register (FLASH_CERR_STS3)

0X0C3C Flash memory correctable error reporting table address register
(FLASH_CERR_ADDRS3)

0x0C40 |Flash memory correctable error reporting table status register (FLASH_CERR_STS4)

0X0C44 Flash memory correctable error reporting table address register
(FLASH_CERR_ADDRA4)

0x0C48 | Flash memory correctable error reporting table status register (FLASH_CERR_STS5)

0X0CAC Flash memory correctable error reporting table address register
(FLASH_CERR_ADDRS5)

0x0C50 |Flash memory correctable error reporting table status register (FLASH_CERR_STS6)

0X0C54 Flash memory correctable error reporting table address register
(FLASH_CERR_ADDRS)

0x0C58 | Flash memory correctable error reporting table status register (FLASH_CERR_STS7)

0X0C5C Flash memory correctable error reporting table address register

(FLASH_CERR_ADDR?)

RMO0407 Rev 7

189/2856




Device configuration

RM0407

190/2856

Table 72. MEMU registers (continued)

Offset Register

0x0C60 | Flash memory correctable error reporting table status register (FLASH_CERR_STS8)

0X0C64 Flash memory correctable error reporting table address register
(FLASH_CERR_ADDRS)

0x0C68 | Flash memory correctable error reporting table status register (FLASH_CERR_STS9)

0X0CEC Flash memory correctable error reporting table address register
(FLASH_CERR_ADDRO9)

0x0C70 |Flash memory correctable error reporting table status register (FLASH_CERR_STS10)

0X0C74 Flash memory correctable error reporting table address register
(FLASH_CERR_ADDR10)

0x0C78 | Flash memory correctable error reporting table status register (FLASH_CERR_STS11)

0X0C7C Flash memory correctable error reporting table address register
(FLASH_CERR_ADDR11)

0x0C80 | Flash memory correctable error reporting table status register (FLASH_CERR_STS12)

0X0C84 Flash memory correctable error reporting table address register
(FLASH_CERR_ADDR12)

0x0C88 | Flash memory correctable error reporting table status register (FLASH_CERR_STS13)

0X0C8C Flash memory correctable error reporting table address register
(FLASH_CERR_ADDR13)

0x0C90 | Flash memory correctable error reporting table status register (FLASH_CERR_STS14)

0X0C94 Flash memory correctable error reporting table address register
(FLASH_CERR_ADDR14)

0x0C98 | Flash memory correctable error reporting table status register (FLASH_CERR_STS15)

0X0C9C Flash memory correctable error reporting table address register
(FLASH_CERR_ADDR15)

0x0CAOQ |Flash memory correctable error reporting table status register (FLASH_CERR_STS16)

OXOCA4 Flash memory correctable error reporting table address register
(FLASH_CERR_ADDR16)

0xO0CA8 | Flash memory correctable error reporting table status register (FLASH_CERR_STS17)

OXOCAC Flash memory correctable error reporting table address register
(FLASH_CERR_ADDR17)

0x0CBO |Flash memory correctable error reporting table status register (FLASH_CERR_STS18)

0x0CB4 Flash memory correctable error reporting table address register
(FLASH_CERR_ADDR18)

0x0CB8 | Flash memory correctable error reporting table status register (FLASH_CERR_STS19)

0XOCBC Flash memory correctable error reporting table address register
(FLASH_CERR_ADDR19)

0X0CCO Flash memory uncorrectable error reporting table status register

(FLASH_UNCERR_STS)

RMO0407 Rev 7

3




RM0407

Device configuration

Table 72. MEMU registers (continued)

Offset

Register

0x0CC4

Flash memory uncorrectable error reporting table address register
(FLASH_UNCERR_ADDR)

0x0CC8

Flash memory concurrent overflow register (FLASH_OFLWO)

7.10.2.6 Indirect Memory Access (IMA) configuration

The IMA refers to the alteration of memory data values during system development and test
activities. This section provides details about what memory locations can be accessed,
either via processor core access or via the IMA module, and how they are configured. For
details on IMA, refer to Chapter 76: Indirect Memory Access (IMA).

Note: Refer to the SPC584Cx/SPC58ECx Microcontroller Security Reference Manual for the HSM
IMA details.

7.10.2.7 SRAM Arrays accessible by processor cores

All the SRAM arrays in Table 73 can be accessed by all main Cores (Core_0, Core_2).

Table 73. SRAM with processor Core access

3

SPC584Cx/SPC58ECx
Block Function
Words Bits ECC Bits

8192 40 —
DMEM

8192 40 —

256 72 —

256 72 —
Icache

256 72 —

256 72 —

Core_0

128 80 —

128 80 —
Dcache

128 80 —

128 80 —
ITAG 128 65 —
DTAG 64 71 —
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Table 73. SRAM with processor Core access (continued)
SPC584Cx/SPC58ECx
Block Function
Words Bits ECC Bits
8192 40 —
DMEM
8192 40 —
256 72 —
256 72 —
Icache
256 72 —
256 72 —
Core_2
128 80 —
128 80 —
Dcache
128 80 —
128 80 —
ITAG 128 65 —
DTAG 64 71 —
1024 72 —
3072 72 —
4096 72 —
4096 72 —
System RAM 2 System RAM 4096 72 —
4096 72 —
4096 72 —
4096 72 —
4096 72 —
4096 72 —
4096 72 —
System RAM 3 System RAM
4096 72 —
4096 72 —

7.10.2.8
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Memory accessible via the IMA module

The SRAM arrays in Table 74 are accessible via the IMA Module.
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Table 74. SRAM arrays accessible via IMA
IMA ARRAY ] SPC584Cx/SPC58ECx
SELECT Block Function - -
Words Bits ECC Bits

0 None IMA Disabled — — —
1 Reserved reserved — — —
2 DMA DMA_1 256 72 71-64
3 DRAM_0O 128 26 25-16
4 reserved — — —
5 FlexRay LRAM_O 96 126 125-96
6 reserved — — —
7 — — —
5 Reserved reserved — — —
9 CAN Subsystem 0 CAN Subsystem 0 3968 39 38-32
10 — — —
11 — — —
12 — — —
13 — — —
14 — — —
15 — — —
16 — — —
17 — — —
18 — — —
5 Reserved reserved — — —
20 — — —
21 — — —
22 — — —
23 — — —
24 — — —
25 — — —
26 — — —
27 — — —
28 Ethernet ODD RX 512 76 75-64
29 Ethernet ODD TX 256 76 75-64
30 Ethernet Ethernet EVEN RX 512 76 75-64
31 Ethernet EVEN TX 256 76 75-64
32 CAN Subsystem 1 CAN Subsystem 1 3968 39 38-32

7.10.3 FCCU configuration

7.10.3.1  Available FCCU output signals

574

Table 75 shows the available FCCU output signals implemented on this chip.

RM0407 Rev 7

193/2856




Device configuration

RM0407

Table 75. FCCU output signals

FCCU output signal name

Chip-top signal name

EOUTI[0], FI[0], ERRORO

FO

EOUT[1], FI[1], ERROR1

F1

7.10.3.2 FCCU register reset values

Table 76 shows the reset values of selected FCCU registers.

Table 76. Reset values of selected FCCU registers

Register

Reset value

FCCU_RF_CFGO

OXFFFF_FFFF

FCCU_RF_CFG1

OXFFFF_FFFF

FCCU_RF_CFG2

OXFFFF_FFFF

FCCU_RF_CFG3

0x0000_00FF

FCCU_RFS_CFGO

0x0000_2000

FCCU_RFS_CFG1

0x0000_0020

FCCU_RFS_CFG2

0x0000_0000

FCCU_RFS_CFG3

0x0000_0000

FCCU_RFS_CFG4

0x0000_0000

FCCU_RFS_CFG5

0x0000_0000

FCCU_RFS_CFG6

0x0000_0000

FCCU_RFS_CFG7

0x0000_0000

FCCU_RF_S0 0x0000_0000
FCCU_RF_S1 0x0000_0000
FCCU_RF_S2 0x0000_0000
FCCU_RF_S3 0x0000_0000
FCCU_RF_EO 0x0004_0040
FCCU_RF_E1 0x0000_0000
FCCU_RF_E2 0x0000_0000
FCCU_RF_E3 0x0000_0000

FCCU_RF_TOEO

0x0000_0000

FCCU_RF_TOE1

0x0000_0000

FCCU_RF_TOE2

0x0000_0000

FCCU_RF_TOE3

0x0000_0000

FCCU_EOUT_SIG_ENO

0x0000_0000

FCCU_EOUT_SIG_EN1

0x0000_0000

FCCU_EOUT_SIG_EN2

0x0000_0000
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Table 76. Reset values of selected FCCU registers (continued)

Register Reset value
FCCU_EOUT_SIG_EN3 0x0000_0000
FCCU_CTRL 0x0000_00C0
FCCU_CTRLK 0x0000_0000
FCCU_CFG 0x0000_0000
FCCU_RFK 0x0000_0000
FCCU_RF_TO 0x0000_FFFF
FCCU_CFG_TO 0x0000_0006
FCCU_EINOUT 0x0000_0030
FCCU_STAT 0x0000_0010
FCCU_NAFS 0x0000_0000
FCCU_AFFS 0x0000_0000
FCCU_NFFS 0x0000_0000
FCCU_FAFS 0x0000_0000
FCCU_SCFS 0x0000_0000
FCCU_RFF 0x0000_0000
FCCU_IRQ_STAT 0x0000_0000
FCCU_IRQ_EN 0x0000_0000
FCCU_XTMR 0x0000_0000
FCCU_MCS 0x0080_8384
FCCU_TRANS_LOCK 0x0000_0000
FCCU_PERMNT_LOCK 0x0000_0000
FCCU_DELTA T 0x0000_0000
FCCU_IRQ_ALARM_ENO 0x0000_0000
FCCU_IRQ_ALARM_EN1 0x0000_0000
FCCU_IRQ_ALARM_EN2 0x0000_0000
FCCU_IRQ_ALARM_EN3 0x0000_0000
FCCU_NMI_ENO 0x0000_0000
FCCU_NMI_EN1 0x0000_0000
FCCU_NMI_EN2 0x0000_0000
FCCU_NMI_EN3 0x0000_0000

7.10.3.3 FOSU parameters

3
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The FOSU_COUNT, or FOSU timeout response time, is 1000 safe clock cycles.
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Register protection (REG_PROT) configuration

Some modules on this device include a built-in register protection mechanism that can be
used to override the normal write permissions associated with individual registers in the
module. This mechanism is software-controlled and can be dynamically reconfigured at

runtime or made effective until device reset. For a detailed explanation, refer to the

Chapter 79: Register Protection (REG_PROT).

Table 77. Reference links to related information

Topic

Related module

Reference

System memory map

Chapter 5: Memory Map

System Integration Unit Lite2

. SIUL2 Chapter 16: System Integration Unit Lite2 (SIUL2)

registers
. . . CMU_1 . .
Clock monitor Unit registers CMU 0 Chapter 28: Clock Monitor Unit (CMU)
. . Chapter 56: Power management controller digital

PMC Digital Interface registers PMC_DIG interface (PMC_Dig)
PLL Digital Interface registers PLL_DIG Chapter 27: Dual PLL digital interface (PLLDIG)
Oscillator Digital Interface registers OSC40M_DIG Chapter 30: OSC digital interface (XOSC)
IRCOSC digital interface registers RC16M_DIG Chapter 31: IRCOSC digital interface
Memory Error Management Unit Chapter 75: Memory Error Management Unit

. MEMU
registers (MEMU)
Mode Entry registers MC_ME Chapter 58: Mode Entry Module (MC_ME)
Clock Generation Module registers MC_CGM Chapter 29: Clock Generation Module (MC_CGM)
Power Control Unit registers MC_PCU Chapter 57: Power Control Unit (MC_PCU)
Reset Generation Module registers MC_RGM Chapter 53: Reset Generation Module (MC_RGM)
System Status and Configuration SSCM Chapter 55: System Status and Configuration
Module registers Module (SSCM)
Indirect Memory Access registers IMA Chapter 76: Indirect Memory Access (IMA)
JTAG Master registers JTAGM Chapter 65: JTAG Master (JTAGM)

7.10.4.1 SIUL2 protected registers
Table 78 lists the SIUL2 registers that can be protected.
Table 78. Protected SIUL2 registers
Register Regis'fer size Offset from module Protec?ed size
(bits) base address (bits)
DISRO 32 0x0010 32
DIRERO 32 0x0018 32
DIRSRO 32 0x0020 32
IREERO 32 0x0028 32
IFEERO 32 0x0030 32
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Table 78. Protected SIUL2 registers (continued)

Register size

Offset from module

Protected size

3

Register (bits) base address (bits)
IFERO 32 0x0038 32
IFMCRO-31 32 — 32 (x32)
IFCPR 32 0x00C3 8
SCRO 32 0x0100 32
MSCR0-214 32 —M 32 (x215)
MSCR552-575 32 — 32 (x24)
MSCR600-609 32 —M 32 (x10)
MSCR611 32 0x0BCC 32
MSCR624-625 32 —M 32 (x2)
MSCR627 32 — 32
MSCR638-639 32 —M 32 (x2)
MSCR656-751 32 —M 32 (x96)
MSCR757-760 32 — 32 (x4)
MSCR764-767 32 — 32 (x4)
MSCR772-774 32 — 32 (x3)
MSCR808-810 32 —M 32 (x3)
MSCR812 32 OXOEFO 32
MSCR848-865 32 —M 32 (x18)
MSCR880-903 32 —M 32 (x24)
MSCR922-932 32 — 32 (x11)
MSCR936-967 32 — 32 (x32)
MSCR986-1017 32 —M 32 (x32)
GPDO0-21 8 —M 8 (x22)
GPDO24-100 8 —M 8 (x77)
GPDO107-130 8 —(1 8 (x24)
GPDO136-163 8 —M 8 (x28)
GPDO165 8 — 8
GPDO172-214 8 —M 8 (x43)
PGPDO0-13 16 —M 16 (x14)
1. Refer to the module memory map in the SIUL2 chapter for address offset.
Core Clock Monitor Unit (CMU_1) protected registers
Table 79 lists the fast crossbar CMU registers that can be protected.

RM0407 Rev 7 197/2856




Device configuration

RM0407

Table 79. Protected CMU_1 (CORE_XBAR) registers

Register Regist_er size Offset from module Protec?ed size
(bits) base address (bits)
CSR 32 0x0003 8
HFREFR 32 0x000A 16
LFREFR 32 0x000E 16
ISR 32 0x0013 8
7.10.4.3 1/0O Processor Clock Monitor Unit (CMU_0) protected registers
Table 80 lists the PLLO CMU registers that can be protected.
Table 80. Protected CMU_0 (PLLO_XOSC_IRCOSC) registers
Register Regist_er size Offset from module Protecfed size
(bits) base address (bits)
CSR 32 0x0003 8
HFREFR 32 0x000A 16
LFREFR 32 0x000E 16
ISR 32 0x0013 8
7.10.4.4 PMC Digital interface (PMC_DIG) protected registers
Table 81 lists the PMC_DIG registers that can be protected.
Table 81. Protected PMC_DIG registers
Register Regist_er size Offset from module Protec?ed size
(bits) base address (bits)
EPR_LVO 32 0x0000 8
REE_LVO 32 0x0004 8
RES_LVO 32 0x0008 8
IE_LVO 32 0x000C 8
FEE_LVO 32 0x0010 8
EPR_LV1 32 0x0021 8
REE_LV1 32 0x0025 8
RES_LV1 32 0x0029 8
IE_LV1 32 0x002D 8
FEE_LV1 32 0x0031 8
EPR_HVO 32 0x0040 8
REE_HVO0 32 0x0044 8
RES_HV0 32 0x0048 8
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Table 81. Protected PMC_DIG registers (continued)

Register Regis'fer size Offset from module Protec_ted size
(bits) base address (bits)
IE_HVO 32 0x004C 8
FEE_HVO 32 0x0050 8
EPR_HV1 32 0x0060 32
REE_HV1 32 0x0064 32
RES_HV1 32 0x0068 32
IE_HV1 32 0x006C 32
FEE_HV1 32 0x0070 32
IE_G 32 0x0088 8
VSIO 32 0x0107 8
PNREG_S 32 0x0243 8
MISC_CTRL_REG 32 0x024B 8
SSWU_CTRL_REG 32 0x024E 16
EPR_TD 32 0x0303 8
REE_TD 32 0x0307 8
RES_TD 32 0x030B 8
CTL_TD 32 0x030C 32
FEE_TD 32 0x031B 8
DREG_QVF_STATUS 32 0x036E 16
DREG_VREF_STATUS 32 0x0370 32
DREG_DELAY_STATUS 32 0x0376 16
DREG_SLOPEQ 32 0x037A 16
DREG_SLOPE1 32 0x037E 16
DREG_SLOPE2 32 0x0382 16
DREG_SLOPE3 32 0x0386 16
DREG_SLOPE4 32 0x038A 16
DREG_SLOPES5 32 0x038E 16
DREG_SLOPE6 32 0x0392 16
DREG_SLOPE?7 32 0x0396 16
DREG_SLOPES 32 0x039A 16
DREG_SLOPE9 32 0x039E 16
DREG_SLOPE10 32 0x03A2 16
BIST_CTRL 32 0x03D4 32
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7.10.4.5

7.10.4.6

7.104.7

7.10.4.8
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PLL Digital interface (PLL_DIG) protected registers
Table 82 lists the PLL_DIG registers that can be protected.

Table 82. Protected PLL_DIG registers

Register size

Offset from module

Protected size

Register (bits) base address (bits)
PLLO_CR 32 0x0000 32
PLLO_SR 32 0x0004 32
PLLO_DIVR 32 0x0008 32
PLL1_CR 32 0x0020 32
PLL1_SR 32 0x0024 32
PLL1_DIVR 32 0x0028 32
PLL1_FMR 32 0x002C 32
PLL1_FDR 32 0x0030 32

Oscillator Digital interface (OSC40M_DIG) protected registers

Table 83 lists the XOSC registers that can be protected.

Table 83. Protected OSC40M_DIG registers

Register

Register size
(bits)

Offset from module
base address

Protected size
(bits)

CTL

32

0x0000

32

IRCOSC Digital interface (RC16M_DIG) protected registers
Table 84 lists the IRCOSC registers that can be protected.

Table 84. Protected RC16M_DIG registers

Register

Register size
(bits)

Offset from module
base address

Protected size
(bits)

CTL

32

0x0001

8

Memory Error Management Unit (MEMU) protected registers

Table 85 lists the MEMU registers that can be protected.

Table 85. Protected MEMU registers

Register

Register size

Offset from module

Protected size

(bits) base address (bits)
CTRL 8 0x0002 8
DEBUG 32 0x000C 32
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7.10.4.9

3

Mode Entry (MC_ME) protected registers

Table 86 lists the ME registers that can be protected.

Table 86. Protected MC_ME registers

Register Regis'fer size Offset from module Protec_ted size
(bits) base address (bits)
MCTL 32 0x0004 32
ME 32 0x000A 16
IS 32 0x000F 8
IM 32 0x0013 8
IMTS 32 0x0017 8
SAFE_MC 32 0x0028 32
DRUN_MC 32 0x002C 32
RUNO0-3_MC 32 0x0030-0x003C 32 (x4)
HALTO_MC 32 0x0040 32
STOPO_MC 32 0x0048 32
STANDBYO0_MC 32 0x0054 32
RUN_PCO0-7 32 0x0083—-0x009F 8 (x8)
LP_PCO-7 32 0x00A2—-0x00BE 8 (x8)
PCTL15 8 0x00CF 8
PCTL30 8 0x00DE 8
PCTL36 8 0x00E4 8
PCTL38 8 0x00E6 8
PCTL62 8 Ox00FE 8
PCTL67-69 8 0x0103-0x0105 8 (x3)
PCTL72 8 0x0108 8
PCTL74 8 0x010A 8
PCTL85-92 8 0x0115-0x011C 8 (x8)
PCTL96-99 8 0x0120-0x0123 8 (x4)
PCTL101 8 0x0125 8
PCTL107 8 0x012B 8
PCTL112 8 0x0130 8
PCTL114 8 0x0132 8
PCTL127 8 0x013F 8
PCTL129-130 8 0x0141-0x0142 8 (x2)
PCTL140-141 8 0x014C-0x014D 8 (x2)
PCTL143 8 0x014F 8
PCTL158 8 0x015E 8
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Table 86. Protected MC_ME registers (continued)

Register size

Offset from module

Protected size

Register (bits) base address (bits)
PCTL164 8 0x0164 8
PCTL166 8 0x0166 8
PCTL195-198 8 0x0183-0x0186 8 (xd4)
PCTL202 8 0x018A 8
PCTL212-220 8 0x0194-0x019C 8 (x9)
PCTL224-227 8 0x01A0-0x01A3 8 (x4)
PCTL234 8 0x01AA 8
PCTL240-243 8 0x01B0-0x01B3 8 (x4)
PCTL254-255 8 0x01BE—0x01BF 8 (x2)
CCTLO 16 0x01C4 16
CCTLA 16 0x01C6 16
CCTL4 16 0x01CC 16
CADDRO 32 0X01EO 32
CADDR1 32 0x01E4 32
CADDR4 32 0x01FO 32

7.10.4.10 Clock Generation Module (MC_CGM) protected registers
Table 87 lists the CGM registers that can be protected.

202/2856

Table 87. Protected MC_CGM registers

Register Regzztifsr)size Offzzts:rg: dr:::;lule Protected size (bits)
SC_DIV_RC 32 0x01D3 8
DIV_UPD_TYPE 32 0x01D4 32
DIV_UPD_TRIG 32 0x01D8 32
DIV_UPD_STAT 32 0x01DC 32
SC_DC0-+4 32 0x01E8-0x01F8 16 (x5)
ACO_SC 32 0x0200 8
ACO0_DCO 32 0x0208 16
ACO0_DC1 32 0x020C 16
AC1_SC 32 0x0220 8
AC1_DCO 32 0x0228 16
AC2_DCO0 32 0x0248 16
AC3_SC 32 0x0260 8
AC4_SC 32 0x0280 8
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7.10.4.11

Table 87. Protected MC_CGM registers (continued)

Register Reg;;:f;)Size Offls)::rg? d:r:;:ule Protected size (bits)
AC6_SC 32 0x02C0 8
AC6_DCO 32 0x02C8 16
AC8_SC 32 0x0300 8
AC8_DCO0 32 0x0308 16
AC9_SC 32 0x0320 8
AC9_DCO 32 0x0328 16
AC11_SC 32 0x0360 8
AC11_DCO 32 0x0368 16
AC12_SC 32 0x0380 8
AC12_DCO0 32 0x0388 32
AC12_DC1 32 0x038C 16
AC12_DC2 32 0x0390 16
AC12_DC3 32 0x0394 16
AC12_DC4 32 0x0398 16

Power Control Unit (MC_PCU) protected registers

Table 88 lists the PCU registers that can be protected.

Table 88. Protected MC_PCU registers

Register Regist_er size Offset from module Protec?ed size
(bits) base address (bits)
PCONFO 32 0x0002 16
PCONF1 32 0x0006 16
PCONF2 32 0x000A 16
PCONF3 32 0x000E 16

7.10.4.12 Reset Generation Module (MC_RGM) protected registers
Table 89 lists the RGM registers that can be protected.

3

Table 89. Protected MC_RGM registers

Register Regist_er size Offset from module Protec?ed size
(bits) base address (bits)
DES 32 0x0000 32
DERD 32 0x0010 32
DEAR 32 0x0020 32
DBRE 32 0x0030 32
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7.10.4.13

7.10.4.14

7.10.4.15
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Table 89. Protected MC_RGM registers (continued)

Register Regist.er size Offset from module Protec?ed size
(bits) base address (bits)
FES 32 0x0300 32
FERD 32 0x0310 32
FEAR 32 0x0320 32
FBRE 32 0x0330 32
FESS 32 0x0340 32
FRET 32 0x0604 8
DRET 32 0x0608 8
PRSTO0-7 32 0x0610-0x062C 32 (x8)

System Status and Control Module (SSCM) protected registers

Table 90 lists the SSCM registers that can be protected.

Table 90. Protected SSCM registers

Reqister Register size Offset from module Protected size
9 (bits) base address (bits)
STATUS 16 0x0000 8
ERROR 16 0x0006 16

Indirect Memory Access (IMA) protected registers

Table 91 lists the IMA registers that can be protected.

Table 91. Protected IMA registers

Register

Register size
(bits)

Offset from module
base address

Protected size
(bits)

ENABLE

32

0x0004

32

JTAG Master (JTAGM) protected registers

Table 92 lists the JTAGM registers that can be protected.

Table 92. Protected JTAGM registers

Register

Register Size
(bits)

Offset from Module
Base Address

Protected Size
(bits)

MCR

32

0x00

32
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7.10.5 STCU2 configuration
Table 93. MBIST partitions
MBISTi Location Partition Addressable | Start_Address End_Adress
0 ROM BAR Yes Not addressable Not addressable
1 MPFLASH No Not addressable Not addressable
2 FLASH(" MPFLASH_1 No 0x4F1F_0000 0x4F1F_3FFF
3 ETHERNET FEC _rx_0_even No 0x4FO0A_4000 0x4FOA_4FFF
4 Yes
D-MEM(1,0) 0x5280_0000 0x5280_FFFF
5 Yes
6 I_Cache (3) No
7 Core_2 |_Cache (2) No
0x4F08_0000 0x4F08_FFFF
8 I_Cache (1) No
9 I_Cache (0) No
10 ITAG No 0x4F09_0000 0x4F09_FFFF
11 DMA DMA Yes 0xF40A_5000 OxF40A_7FFF
12 Yes 0x400A_8000 0x400A_9FFF
13 Yes 0x400A_A000 0x400A_FFFF
14 Platform System RAM 2 Yes 0x400C_0000 0x400C_T7FFF
15 Yes 0x400B_8000 0x400B_FFFF
16 Yes 0x400B_0000 0x400B_7FFF
17 CAN_1 Yes 0xFBED_4000 OxFBED_7FFF
CAN®) - - -
18 CAN_O Yes OxF7ED_4000 OxF7ED_7FFF
19 ETHERNET FEX_tx_0_even No 0x4FOA_0000 0x4FOA_O7FF
20 Yes
D-MEM(1,0) 0x5080_0000 0x5080_FFFF
21 Yes
22 I_Cache (3) No
23 I_Cache (2) No
0x4F00_0000 0x4F00_FFFF
24 I_Cache (1) No
25 |_Cache (0) No
Core_0
26 ITAG No 0x4F02_0000 0x4F02_FFFF
27 D_Cache (3) No
28 D_Cache (2) No
0x4F01_0000 0x4F01_FFFF
29 D_Cache (1) No
30 D_Cache (0) No
31 DTAG No 0x4F03_0000 0x4F03_FFFF

3
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Table 93. MBIST partitions (continued)

MBISTi Location Partition Addressable | Start_Address End_Adress
32 pram_0 Yes 0xA000_8000 0xA000_9FFF
33 pram_1_1 Yes

0xA000_0000 0xA000_7FFF

34 pram_1_0 Yes
35 I_Cache (1) No

Hsm() 0x4FOB_0000 0x4FOB_OFFF
36 I_Cache (0) No
37 I_TAG (1) No 0x4F0OC_0100 0x4FOC_O1FF
38 I_TAG (0) No 0x4F0C_0000 0x4FOC_OOFF
39 C3 Yes 0xA3F8_0000 OxA3F8_3FFF
40 DRAM No 0x4FOE_0000 O0x4FOE_OOFF

FIexRay(3)
41 LRAM Yes O0xF7E5_0800 OxF7E5_OFFF
42 FEC_rx_0_odd No 0x4FO0A_7000 0x4FOA_T7FFF

ETHERNET_O
43 FEC_tx_0_odd No 0x4FO0A_1000 Ox4FOA_17FF
44 Yes 0x400E_0000 0x400E_7FFF
45 Yes 0x400D_8000 0x400D_FFFF
46 Yes 0x400D_0000 0x400D_7FFF
47 Yes 0x400C_8000 0x400C_FFFF

Platform System RAM 2
48 Yes 0x4010_0000 0x4010_7FFC
49 Yes 0x400F_FFFC 0x400F_8000_
50 Yes 0x400F_0000_ 0x400F_7FFC
51 Yes 0x400E_8000_ 0x400E_FFFC
52 D_Cache (3) No
53 D_Cache (2) No

0x4F05_0000 0x4F05_FFFF

54 Core_2 D_Cache (1) No
55 D_Cache (0) No
56 DTAG No 0x4F07_0000 0x4F07_0000

1. HSM and FLASH online MBIST are not accessible when lifecycle is customer delivered/OEM/IN FIELD

(SSCM_LCSTAT[LC]=CUST_DELIV/PROD_OEM/IN_FIELD).

2. The clock domain for CAN memories is supplied by PFBRIDGE_CLK. In case of offline MBIST which runs at-speed (180
MHz), then CAN memories works at 45 MHz (CGM_SC_DC4 = 4 by default, thus PFBRIDGE_CLK = SYS_CLK/4). To test
the CAN memories at the maximum frequency (160 MHz when PFBRIDGE_CLK = SYS_CLK/1), the online MBIST has to
use programming CGM_SC_DC4 = 1.

3. In case of offline MBIST, if STCU core frequency overcomes the maximum FRAY_CLK allowed (80 MHz), MBIST_40
(FlexRay_DRAM) could fail as FlexRay clock divider (CGM_AC2_DCO0), as it is fixed at ‘0’. In order to avoid such failing
case, the online MBIST_40 has to be used with the proper divider clock setting.

Table 94 lists the MBIST registers in STCU2 with their available fields.

3

206/2856 RM0407 Rev 7




RM0407 Device configuration
Table 94. MBIST registers in STCU2 with available fields
MBIST register Fields available
STCU_MBS1 MBS31 — MBSO
STCU_MBS2 MBS56 — MBS32
STCU_MBE1 MBE31 — MBEO
STCU_MBE2 MBE56 — MBE32
STCU_MBS1SW MBSSW31 — MBSSWO0
STCU_MBS2SW MBSSW56 — MBSSW32
STCU_MBE1SW MBESW31 — MBESWO0
STCU_MBE2SW MBESW56 — MBESW32
STCU_MBUFM1 MBUFM31 — MBUFMO
STCU_MBUFM2 MBUFM56 — MBUFM32
Note: Refer to the Self-Test Control Unit (STCUZ2) chapter for a description of the registers
programming and to the DCF client table for the description of the available DCF. The STCU
setup has to be defined based on the application-specific safety, boot time and consumption
requirements. By default, STCUZ is not bypassed. This means that if offline self tests are
not programmed, the hard-coded WDG of the STCUZ2 will be anyway activated. As a
consequence, the startup time of the device will be increased accordingly to the WDG
timeout value.
7.1 Security modules
7111 Password and Device Security Module (PASS) configuration
The PASS module is used to implement password-based several resources like the Flash
R/W access, or the debugger JTAG port. Up to four levels of password protection can be
implemented for each resource.
Note: The registers discussed in this section are initialized via DCF records, so the reset values
depend on user settings.
Refer to Chapter 80: Password and Device Security Module (PASS) for further details.
7.11.1.1 PASS_LOCKn_PGn register bit mapping
Each password group defined in the DCF records has a set of four LOCKn registers
association with it: PASS_LOCKn_PGn. The bits of these registers are associated with
specific flash blocks. The mapping is shown in the following figures.
Note: The mapping of various LOCK register bits to flash blocks in the SPC584Cx/SPC58ECx

3

microcontroller is very similar to the LOCKXx registers implemented in the FLASH, but not
identical. The PASS module has additional mapping in the LOCKS3 register and defines read
locking regions. Refer to the PASS chapter for details.
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Refer to Chapter 36: Embedded Flash Memory for block addresses,

1.

Figure 23. PASS_LOCKO_PGn Registers
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Figure 24. PASS_LOCK1_PGn registers
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Refer to Chapter 36: Embedded Flash Memory for block addresses,

1.

Figure 25. PASS_LOCK2_PGn registers
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7.11.1.2
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Figure 26. PASS_LOCK3_PGn registers

PASS Module DCF Records
The records required to configure the initial values for the PASS module password group
registers are shown in Table 95. These values provide the following capabilities:

e Set flash memory to censored/uncensored state (censorship also depends on lifecycle)
e Override the basic flash write protection for flash memory blocks

e  Set levels of password-based write protection (up to four 256-bit passwords can be
required) for individual blocks of flash memory

e  Set levels of password-based read protection (up to four 256-bit passwords can be
required) for up to five flash memory Read Locking Regions

e Setlevels of password-based protection (up to four 256-bit passwords can be required)
for the debug part

Table 95. PASS DCF records

DCF address (binary) Number of
DCEF client
DCF CS[14:0] .
[16:10] [9:2] description Valid bits DCF
records
00101000—
000_0000_0000_1000 | 0000000 00101011 Reserved
000_0000_0000_1000 | 0000000 00101100 Censorship(") 16 1
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Table 95. PASS DCF records (continued)

DCF address (binary) DCF client Number of
clien
DeF csia:dl [16:10] 19:2] description | \.jid bits reggr';s

000_0000_0000_1000 | 0000000 | 1O Reserved

000_0000_0000_1000 | 0000000 | 00110000 |Production Disable 2 0
000_0000_0000_1000 | 0000000 0(?81110810111 Reserved

000_0000_0000_1000 | 0000000 | 00111000 Fuse Bypass 0

Enable

000_0000_0000_1000 | 0000000 o(())g 11 11 1010111 Reserved

000_0000_0000_1000 | 0000000 | 01000000 LOCKO_PG0®?) 32 1
000_0000_0000_1000 | 0000000 | 01000001 LOCK1_PG0® 32 1
000_0000_0000_1000 | 0000000 | 01000010 LOCK2_PG0®@ 32 1
000_0000_0000_1000 | 0000000 | 01000011 LOCK3_PG0® 32 1
000_0000_0000_1000 | 0000000 01000100 LOCKO_PG1® 32 1
000_0000_0000_1000 | 0000000 01000101 LOCK1_PG1® 32 1
000_0000_0000_1000 | 0000000 | 01000110 LOCK2_PG1®@ 32 1
000_0000_0000_1000 | 0000000 | 01000111 LOCK3_PG1® 32 1
000_0000_0000_1000 | 0000000 | 01001000 LOCKO_PG2®@ 32 1
000_0000_0000_1000 | 0000000 | 01001001 LOCK1_PG2®@ 32 1
000_0000_0000_1000 | 0000000 01001010 LOCK2_PG2® 32 1
000_0000_0000_1000 | 0000000 01001011 LOCK3_PG2® 32 1
000_0000_0000_1000 | 0000000 | 01001100 LOCKO_PG3®) 32 1
000_0000_0000_1000 | 0000000 | 01001101 LOCK1_PG3®@ 32 1
000_0000_0000_1000 | 0000000 | 01001110 LOCK2_PG3®@ 32 1
000_0000_0000_1000 | 0000000 | 01001111 LOCK3_PG3®@ 32 1

1. Refer to Section 80.6.3: Censoring and uncensoring the device for values.

2. Referto Section 7.11.1.1: PASS_LOCKn_PGn register bit mapping for values.

Tamper Detection Module (TDM) configuration

The Tamper Detection Module provides a type of flash memory erase protection mechanism
that forces software to program a record associated with one or more blocks in a Tamper
Detection Region (TDR) before the block(s) can be erased.

Additionally, the TDM provides a mechanism for configuring individual flash memory blocks
as One Time Programmable (OTP), that is, write once, blocks.

The following sections provide details on the TDM configuration registers and DCF clients.
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7.11.21

7.11.2.2

DCF Client Address: 0x0001

Refer to the Chapter 81: Tamper Detection Module (TDM) for further details on the TDM,
including the DCF clients and two additional memory-mapped registers.

Diary Base Address (DBA) DCF client

DBA DCEF client holds the base address of the diary, which is the region of flash that
contains records corresponding to erase operations. This DCF client is described in the
TDM chapter.

Tamper Region Override (TO) DCF client

Tamper detection can be overridden by writing to enable bits (one per region) in the Tamper
Region Override (TO) DCF client. This DCF client is described in the TDM chapter. The
mapping is shown below.

Access: User read/write

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
R
w| 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
R
i I R B I TR
wololo|lo|o|o|oOo|]oOo|OoO|O|&|8|8|83!81!8
[ [ [ [ [ [
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Figure 27. Tamper Region Override (TO) DCF client
The mapping of the Tamper Region Override Enable (TOEn) DCF client is as follows:
Table 96. TO[TOEn] field mapping
Field TDR
TOEO 0
TOEA1 1
TOE2 2
TOE3 3
TOE4 4
TOE5 5
This DCF client is more fully described in the TDM chapter
7.11.2.3 OTPENnN DCEF clients

3

Configuring individual flash blocks as OTP blocks is accomplished by setting the
appropriate values in the TDM_OTPENn DCF clients. Each mapped bit is associated with a
specific flash block. A “1” bit value indicates a block is OTP.

The mapping is shown in Figure 28 - Figure 31.
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Figure 29. TDRx_LOCK1/OTPEN1 DCF client
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Figure 30. TDRx_LOCK2/OTPEN2 DCF client
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Figure 31. TDRx_LOCK3/OTPEN3 DCF client
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Table 97 contains the DCF client information.

Table 97. Tamper Detection Module (TDM) DCF clients

RM0407 Device configuration

711.24 TDRx_LOCKn DCF clients
Configuration of the 6 tamper regions is accomplished by setting field values in LOCK DCF
clients (4 for each TDR).
Each set of 4 LOCKn DCF clients acts as a map of the MCU’s flash memory blocks. A“1” in
a LOCKn bit indicates that software must write a record before the corresponding block can
be modified. The mapping of TDM_LOCKn DCF client bits to flash blocks is identical to the
OTPENn mapping and is shown in Figure 28 - Figure 31. Any available flash block can be
mapped to any tamper protection region.

7.11.2.5 DCEF client details

DCF Address | DC" 20dress | h¢F Client . No. of
DCF CS[14:0] [16:10] [9:2] Description | No- of Valid Bits DCF
(Binary) Records
000_0000_0001_0000 0000000 00000000 Diary Base 32 1
Address
000_0000_0001_0000 0000000 00000001 | r@mper Region 6 1
Override
Software
000_0000_0001_0000 0000000 | 00000010 | ramperRegion 6 1
Override
Disable
000_0000_0001_0000 0000000 08888511111 Reserved
000_0000_0001_0000 0000000 00001000 OTPENO(" 10 1
000_0000_0001_0000 0000000 00001001 OTPEN1(") 8 1
000_0000_0001_0000 0000000 00001010 oTPEN2() 9 1
000_0000_0001_0000 0000000 00001011 OTPEN3®) 0 1
000_0000_0001_0000 0000000 | 90000 Reserved
000_0000_0001_0000 0000000 00010100 | TDRO_LOCKO 32 1
000_0000_0001_0000 0000000 00010101 | TDRO_LOCK1 32 1
000_0000_0001_0000 0000000 00010110 | TDRO_LOCK2 32 1
000_0000_0001_0000 0000000 00010111 | TDRO_LOCK3 32 1
000_0000_0001_0000 0000000 00011000 | TDR1_LOCKO 32 1
000_0000_0001_0000 0000000 00011001 | TDR1_LOCK1 32 1
000_0000_0001_0000 0000000 00011010 | TDR1_LOCK2 32 1
000_0000_0001_0000 0000000 00011011 | TDR1_LOCK3 32 1
000_0000_0001_0000 0000000 00011100 | TDR2_LOCKO 32 1
000_0000_0001_0000 0000000 00011101 | TDR2_LOCK1 32 1
IS72 RM0407 Rev 7 217/2856
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Table 97. Tamper Detection Module (TDM) DCF clients (continued)

DCF Address | D0 ddress | ek client o No. of

DCF CS[14:0] [16:10] [_9=2] Description No. of Valid Bits DCF
(Binary) Records
000_0000_0001_0000 0000000 00011110 | TDR2_LOCK2 32 1
000_0000_0001_0000 0000000 00011111 | TDR2_LOCK3 32 1
000_0000_0001_0000 0000000 00100000 | TDR3_LOCKO 32 1
000_0000_0001_0000 0000000 00100001 | TDR3_LOCK1 32 1
000_0000_0001_0000 0000000 00100010 | TDR3_LOCK2 32 1
000_0000_0001_0000 0000000 00100011 | TDR3_LOCK3 32 1
000_0000_0001_0000 0000000 00100100 | TDR4_LOCKO 32 1
000_0000_0001_0000 0000000 00100101 | TDR4_LOCK1 32 1
000_0000_0001_0000 0000000 00100110 | TDR4_LOCK2 32 1
000_0000_0001_0000 0000000 00100111 | TDR4_LOCK3 32 1
000_0000_0001_0000 0000000 00101000 | TDR5_LOCKO 32 1
000_0000_0001_0000 0000000 00101001 | TDR5_LOCK1 32 1
000_0000_0001_0000 0000000 00101010 | TDR5_LOCK2 32 1
000_0000_0001_0000 0000000 00101011 | TDR5_LOCK3 32 1
000_0000_0001_0000 0000000 00111?11?10 i Reserved

1. OTP DCEF clients have the same structure and mapping as the write-protect bits of the flash and PASS module LOCK DCF
clients. A value of ‘1’ in an OTP bit indicates a block is programmable only once. Note that a block cannot be reconfigured

as non-OTP after it has been configured as OTP.

2. There are no flash memory blocks mapped to the OTPEN3 DCF client.
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Note:

8.1.2

8.1.3
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Reset and Boot

Introduction

This chapter describes the reset and boot phase, from the time a power on or reset is
applied, till the completion of the Boot Assist Flash (BAF) code.

After reset, Core_2 is woken-up, HSM may be woken-up (refer to details in Chapter 9:
Device Configuration Format (DCF) Records).

The following memory elements are involved in the boot-up process:

e UTEST flash memory

e  TEST flash memory

e  Boot Assist Flash (BAF)

TEST flash memory block

The TEST flash memory block contains Device Configuration Format (DCF) records used to

hold trim values and other variables, as well as general device configuration information.

The trim values are for:

e Adjusting low-voltage and high-voltage detect circuit trip points

e  Temperature sensor adjustments

e  Power-on reset voltage trip point

e Analog-to-digital adjustments

e Internal RC oscillator (IRCOSC) trim values

e Power management configuration, for the devices supporting different regulation
schemes

The DCF records are written by the device manufacturer and programmed into TEST flash
memory during production testing. Further programming of the TEST flash is disabled at the
end of the factory test cycle.

UTEST flash memory block

The UTEST flash memory block also contains DCF records. Some UTEST DCF records are
written by the factory and programmed during production testing. Others are written by the
end user and programmed at the same time application code is programmed into the flash
memory. UTEST DCF records are used to set up various control and configuration registers,
including the Self-Test Control Unit (STCUZ2) and default memory configuration.

Boot Assist Flash

The Boot Assist Flash (BAF) contains factory code to facilitate the device boot-up
procedure.

Refer to Chapter 54: Boot Assist Flash (BAF) for further details on this procedure.
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8.2 Modules used in reset sequence

The modules involved in the SPC584Cx/SPC58ECx reset sequence are:
e  Power Management Controller (PMC)

e  Reset Generation Module (MC_RGM)

e  Mode Entry Module (MC_ME)

e  System Status and Configuration Module (SSCM)

e  Self-Test Control Unit (STCU2)

8.21 Power Management Controller

The Power Management Controller (PMC) controls and monitors:

e Its own supply voltage

e The supply voltages to all the high- and low-voltage detect circuits

e  The trip points for all the high- and low-voltage detect circuits

e  The power supplies and reference voltages to the Analog-to-Digital Converter
e  The maijor power supplies to the SPC584Cx/SPC58ECx

8.2.2 Reset Generation Module

The Reset Generation Module (MC_RGM) is a complex state machine that begins
sequencing the SPC584Cx/SPC58ECx through the initial steps of the reset process. The
MC_RGM does not execute program code, it is a state machine that centralizes the different
reset sources and manages the reset sequence. Reset sources are organized into two
categories: destructive and functional.

Refer to Figure 32 for more information on the MC_RGM reset sequence.

8.2.2.1 Destructive resets

A destructive reset source is related to a critical error or dysfunction, usually caused by a
hardware malfunction. When a destructive reset event occurs, software recovery is not
possible and the contents of memory are assumed unknown. A full device reset sequence
starting from PHASEDQO is therefore applied to the device, ensuring a safe startup state for
both digital and analog modules.

Examples of destructive resets are:

e Power-on reset

e Low voltage detection

e Reset escalation (when too many functional resets occur simultaneously)

8.2.2.2 Functional resets

A functional reset source is related to a less critical error or dysfunction usually not
associated with hardware malfunction. When a functional reset event occurs, a partial reset
sequence is applied to the device starting with PHASE 1[FUNC]: most digital modules are
reset normally and the state of analog modules, specific digital modules (for example, debug
and flash memory modules) and system memory content is preserved.

3
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Examples of functional resets are:
e  External reset
e  Machine check
e  Software reset from mode entry
e Boundary scan instructions

8.2.3 Mode Entry module
The Mode Entry module (MC_ME) is responsible for configuring the execution mode,
including the delivery of reset vectors to all the SPC584Cx/SPC58ECx cores.

8.24 System Status and Configuration Module
During the reset phase, the SSCM reads the DCF records in the TEST and UTEST flash
memory areas in order to distribute within the device the pre-assigned configuration.
The DCF records are primarily for setting up the memory, configuring the Self-Test Control
Unit (STCU2), and providing initial device configuration values.
The SSCM continues with the reset or boot-up sequence by locating boot vectors for the
boot core and, if enabled for the HSM CPU. The start addresses are written into the Mode
Entry Module (MC_ME) registers, which, in turn, will pass them to the proper CPU at the
end of the reset phase.

8.2.5 Self-Test Control Unit
The Self-Test Control Unit (STCU2) is a self-contained module that runs a Memory Built-In
Self-Test (MBIST). The DCF record can be used to select which individual tests are run for
MBIST and disable tests for modules and memory elements that are not going to be used in
user applications, thus shortening device boot-up time.

8.3 Reset sequence
The power-up reset sequence always begins with the application of power and follows
different sequences depending on the condition of the SPC584Cx/SPC58ECx device and
whether various modes are enabled from settings in the DCF records. For instance, the
SPC584Cx/SPC58ECx device enters Serial Boot mode (the Serial Boot Loader receives
startup code and begins program execution) if a valid boot header file is not found
(conditioned by the Life Cycle value).

8.3.1 Power-on and the Reset Generation Module

3

When power is applied to the SPC584Cx/SPC58ECXx, the Reset Generation Module
(MC_RGM) advances the device through a series of steps shown in Figure 32.

The Reset Generation Module (MC_RGM) starts the System Status and Control Module
(SSCM), which continues the boot-up process after the MC_RGM enters the IDLE state.

The STCU is reset on any power-on, destructive reset.
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Figure 32. Reset Generation Module Reset Sequence

power-onreset

destructive reset—_ 3

temporization/setup

flash initialization

device configuration

execution (MBIST)

application

1. No self-tests are executed.

POWERUP

—p destructive reset (includes PORST)

— long functional reset
— short functional reset

- exit from stand-by“)
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Table 98. Module status during reset phases
PHASE
Module o | Pt P2 P3 | IDLE P1 P2 P3 IDLE
[DEST] | [DEST] | [DEST] | [DEST] [FUNC] [FUNC] [FUNC] | [FUNC]
IRCOSC ON ON ON ON ON ON ON ON ON
PMC ON ON ON ON ON ON ON ON ON
FUSE ON ON ON ON ON ON ON ON ON
MC_RGM ONM | ON ON ON ON ON ON ON ON
SWT RESET | RESET ON RESET IDLE RESET ON RESET ON
Flash module |RESET |RESET ON ON IDLE RESET ON ON ON
X0SC RESET |RESET | RESET | ON@ | ON®@ ON®@) ON() ON@ | ON@
DEVICE
CONFIG RESET | RESET | RESET | LOAD HOLD HOLD HOLD HOLD HOLD
SSCM RESET | RESET | RESET ON ON RESET RESET ON ON
RESET/ CONFIG/ | CONFIG/
FCCU RESET | RESET | CONFIG | CONFIG | IDLE oNG) ON ON ON
RESET/ CONFIG/ | CONFIG/ ON/
T RESET | RESET NFI NFI N
sTeu S SET | CONFIG | CONFIe | 0 IDLE®) IDLE IDLE | IDLE®
MEMU RESET | RESET ON ON IDLE Rgﬁ(%-)r/ ON ON ON
PASS RESET| ON ON ON ON ON ON ON ON
HSM RESET | RESET | RESET | RESET IDLE RESET RESET RESET ON
Boot CPU RESET | RESET | RESET | RESET IDLE RESET RESET RESET ON
PIT RESET | RESET | RESET | RESET IDLE IDLE/ON IDLE/ON IDLE/ON | IDLE/ON
Other
modules
including RESET | RESET | RESET | RESET IDLE RESET RESET RESET ON
cores
Short
functional
reset
functional reset
destructive reset
1. RESET only during POR.
2. Depending on flash configuration.
3. FCCU remains ON during functional reset; it is instead reset in PHASE1[FUNC] if coming from IDLE[DEST].
4. The STCU remains idle during functional reset; it is instead reset on long external reset.
5. Can be triggered by SW. Please refer to Chapter 78: Self-Test Control Unit (STCU2).
6. MEMU is reset whenever STCU is reset.
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8.3.2
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Power-up phase: power stabilization

When a power-on reset event occurs (initial application of power), the reset generation
module (MC_RGM) causes the device to enter the power-up phase of the reset sequence
(refer to Figure 32). The only method to enter the power-up phase is from a power-on reset
event.

The device remains in the power-up phase until the Power Management Controller module
(PMC) determines that all power supplies are in their respective operational ranges.
The supplies for initial configuration are:

e VDD_LV: low voltage supply for digital module, including low voltage supply for flash
module

e VDD _HV_FLA: high voltage supply for flash module.

e VDD _LV_FLA: low voltage supply for flash module.

e VDD _HV_IO_MAIN: high voltage supply associated with system pins (PORST, TEST
Mode)., including power management unit.

Peripheral supplies such as, VDD _HV_IO_FLEX or VDD_HV_ADV do not gate the power-
up process. The low- and high-voltage detect circuits for these and other power supplies are
managed by the PMC, which provides enable and status bits for these voltage detection
circuits.

The PMC sends a signal to the Reset Generation Module when power stabilization has
been achieved. The Reset Generation Module then advances to the PHASEDO state (refer to
Figure 32). During the power-up phase, the PMC does the following:

e Drives to a logic ‘0’ all VDs (voltage detectors) signals monitored by the Power
Management Control (PMC) module.

e  Monitors its own power supply voltage (VDD_HV_PMC) to determine that the applied
voltage is within a specified range.

e  Monitors the core power supply voltage (VDD_LV_CORE) to determine that the applied
voltage is within a specified range.

e  Monitors the low- and high-voltage detect circuit power supply voltage to determine that
the applied voltage is within a specified range.

e Holds the outputs of the internal low- and high-voltage detect circuits at a ground state
until the PMC determines that all power supplies needed for correct device initialization
and configuration are within their respective functional voltage ranges.

e Determines that all power supplies needed for correct device initialization and
configuration are within their respective functional voltage ranges.

e Enables all low- and high-voltage detect circuits once all power supplies are at their
functional levels.

e Begins to monitor the various power supplies using the high- and low-voltage detect
circuits.

e Provides status information to the Reset Generation Module (MC_RGM) indicating
whether or not power is properly applied.

To exit power-up and enter PHASEO:

e All enabled destructive resets must be processed.

e All power supplies must be at their functional voltages.

e  The PMC must signal the MC_RGM that all power supplies are at the required levels.
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8.3.3

Note:

8.3.4

8.3.5

3

PHASEO Phase: analog supply initial configuration

This phase is entered:

e  On exit from power-up phase.

e On PORST pin falling edge detection except for the initial power-up sequence.

e Immediately from PHASE2[DEST], PHASE3[DEST], IDLE[DEST], PHASE1[FUNC],
PHASE2[FUNC], PHASE3[FUNC] or IDLE[FUNC], on the occurrence of a PORST
falling edge event other than power-on reset.

During PHASEO:

e All digital modules are reset, including safety, security, and test modules.

e All trimming bits for analog modules are reset.

e  Startup of the internal analog modules (IRCOSC, FUSE, Flash memory, and I/Os)
begins:

— PMC determines that proper voltages are applied.
— 1/O pins are ensured correctly configured: outputs are driven to known levels,
inputs ignored.

To exit PHASEO and enter PHASE1[DEST]:

e All enabled destructive resets must be processed.

e  Gating PHASEO must be released.

e All processes initiated in PHASEO must be completed. This generally includes startup
of the internal analog modules: PMC, IRCOSC, and 1/Os.

The core voltage must rise above upper threshold to exit PHASEQ. This ensures significant
hysteresis on low voltage supply avoiding spurious low voltage detection during the power-
up process.

PHASE1[DEST] Phase: temporization and monitoring setup

This phase is entered on exit from PHASEDO.

During PHASE1[DEST]:
e Initial configuration of the watchdog to monitor the reset sequence
e  Temporization for reset signal propagation in case of reset

Test modules are available during PHASE1[DEST], but their functionality is limited by the
security module.

All PHASE1[DEST] tasks must be completed before entering PHASE2[DEST].

PHASE2[DEST] Phase: flash initial configuration

This phase is entered on exit from PHASE1[DEST].

During PHASE2[DEST]:
e Resetis released to the flash memory module by the Reset Generation Module.
e The flash memory module starts its initial configuration process.

e The flash memory initialization is performed by a state machine internal to the flash
module.

e  The SWT starts monitoring flash memory configuration execution so that a reset occurs
in the event of configuration failure.
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SWT is hardware configured to generate destructive reset in case of flash memory failure
during flash boot process. In this case the software can read the cause of the reset by the
MC_RGM_DES.F _FIF flag. On boot completion, the watchdog event is converted to
generate an FCCU fault only.

All PHASE2[DEST] tasks must be completed before entering PHASE3[DEST].

PHASE3[DEST] Phase: device configuration

This phase is entered on exit from PHASE2[DEST].

During PHASES3[DEST], the System Status and Configuration Module (SSCM) starts by
retrieving the Device Configuration Format (DCF) record from the TEST and UTEST flash
memory areas, and uses the configuration and initialization information therein to:

e  Configure the Self-Test Control Unit (STCUZ2) and the initial memory map of the device.

e  Transfer reset vectors for the various cores to the Mode Entry Module (MC_ME). This
information enables tests that the STCU runs and also provides the memory map setup
information so that the STCU can test memory.

e  Write trim values for analog modules including the Analog-to-Digital Converter, low-
and high-voltage detect circuits, and the temperature sensor to their respective
registers.

The DCF record programmed into the TEST flash memory area is written by the
manufacturer. The portion of the DCF record programmed into the UTEST flash memory is
usually written by the customer, although there is a default DCF record programmed into
both the TEST and the UTEST flash memory areas during device production testing.

The DCF record also provides configuration information for the following:

e  Trimming of the analog modules (for example, voltage regulator, voltage detectors,
I/Os, and oscillator)

—  Trim values are in DCF records in the TEST flash memory area

—  Trim values are determined during production test and programmed into the TEST
flash memory area

—  Security configuration
e Application configuration bits:
Watchdog configuration
Safety execution directives (self-test, MBIST)
Boot Assist Flash options
Oscillator startup during reset sequence configuration

To exit PHASE3[DEST]: All processes that need to be completed in PHASE3[DEST] must
be finished.

This phase depends on actual trim values, especially those used for safety execution
directives. This device configuration is maintained until the next internal power-on reset.
Each time a destructive reset event occurs, the SSCM takes values from the DCF record
and writes them to the applicable registers.

During this phase, the internal STCU watchdog is started and is only cleared after
completion of STCU configuration.

If self-test execution is the configuration information from the DCF record requests, the
device moves to IDLE[DEST] and the STCUZ2 begins self-test. At the end of the test, the
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STCU2 asserts a functional interrupt causing the Reset Generation Module to move to
PHASE1[FUNCI. If self-test execution is not requested, the device moves directly to
IDLE[FUNC]. The Reset Generation Module determines whether self-test execution is
enabled or not by examining an entry in the DCF record stored in the UTEST flash memory.

When self-test execution is not requested, it is possible to maintain the device in
PHASES3[DEST] by forcing the PORST pin low. This can be used for debugging purposes by
allowing external test/development equipment to connect through JTAG to the internal
debugger.

IDLE[DEST] Phase: self-test execution

This phase is entered upon exit from PHASE3[DEST] if the execution of self-test is enabled.

During the IDLE[DEST] phase:

e Dedicated watchdog is configured to monitor self-test execution completion within
expected time. The length of this phase is variable depending on the self-test
requirements.

e  The Self-Test Control Unit (STCUZ2) executes all tests specified by the DCF information
retrieved in PHASE3[DEST].

e The self-test engine updates the self-test completion flag and triggers an associated
functional reset on completion of self-test.
The length of this phase is variable depending on the self-test requirements.

When the SSCM is decoding the Device Configuration field, it sets and clears various flags
in STCU registers and memory that can later be examined by the SSCM to determine which
self-test directives must be run.

Exiting IDLE[DEST] and moving to PHASE1[FUNC]:

e The IDLE[DEST] phase is automatically exited when the self-test code generates a
functional reset on completion.

e The functional reset causes the reset generation module to move to the
PHASE1[FUNC] phase.

In the case of unrecoverable fault detected during the execution of the offline BIST, the

STCU requests a destructive reset and device re-enters PHASEO[DEST].

In the case of a permanent fault, when the reset escalation is reached, the hardware keeps
the device in PHASEO[DEST] until a Power On Reset occurs.

Whereas in the case of a transient fault, the software can read the cause of the reset by
reading the MC_RGM_DES.F_SUF flag.

PHASE1[FUNC] Phase: temporization and monitoring setup

This phase is entered either:
e  On exit from IDLE[DEST].

e Immediately from PHASE2[FUNC], PHASE3[FUNC], or on IDLE[FUNC] when a non-
masked external or functional reset event occurs, providing the source of the reset
event has not been configured to trigger a ‘short’ reset sequence.

During PHASE1[FUNCI:
e Initial configuration of the watchdog to monitor reset process.
e  Temporization for reset signal propagation in case of reset.
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To exit PHASE1[FUNC] and enter PHASE2 [FUNC]:
e All enabled, non-shortened functional resets must be processed.
e  All processes started in PHASE1[FUNC] must be completed.
— Initial configuration of the watchdog to monitor reset process.
—  Temporization for reset signal propagation in case of reset.

During this phase, test modules are available.

PHASE2[FUNC] Phase: flash initial configuration

This phase is entered on exit from PHASE1[FUNC].

During the PHASE2[FUNC] phase:
e The reset signal is released to the flash memory.

e Flash initialization and configuration begins using a state machine that is internal to the
flash memory module.

e Awatchdog monitors flash initialization to ensure a reset in case of flash memory
configuration failure.

The reset state machine exits PHASE2[FUNC] and enters PHASE3[FUNC] on verification
that all processes started in PHASE2[FUNC] are completed.

PHASE3[FUNC] Phase: device configuration monitoring

PHASE3[FUNC] is entered:
e  On exit from PHASE2[FUNC].
e Immediately from IDLE[FUNC] when an enabled, short functional reset event occurs.

During PHASE3[FUNC], configuration information contained within the UTEST flash
memory sector is checked against information extracted during PHASE3[DEST] and written
to the Self-Test Control Unit (STCU2). In case of mismatches, a dedicated boot fault is
triggered within the FCCU which, if enabled, can cause a system reset. The purpose of
PHASE3[FUNC] is to verify that the DCF information transferred to the STCU, MC_ME and
other modules, in PHASE3[DEST], was performed correctly and has not been corrupted.

The Reset Generation Module exits PHASE3[FUNC] and enters the IDLE[FUNC] on

verification of the following:

e All processes started in PHASE3[FUNC] are completed.

e PORST pin is not forced low externally.

e  Aminimum number of cycles have elapsed since the last enabled, shortened functional
reset event.

After all PHASE3[FUNC] internal actions have been completed, it is possible to maintain the
device within PHASE3[FUNC] by forcing the PORST pin low. This can be used for
debugging purposes in order to connect through the JTAG port to the internal debugger.

IDLE[FUNC] Phase

This is the Reset Generation Module’s final phase of the reset sequence. It is entered either
on exit from PHASE3[DEST] (if self-test was not enabled) or at the completion of
PHASE3[FUNC]. When the IDLE[FUNC] phase is reached, the MC_RGM releases control
of the system to the System Status and Control Module. The SSCM, which started in
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PHASE3[FUNC], (or in PHASE3[DEST] in case no self-test was enabled) runs and waits for
a signal from the MC_RGM indicating that the MC_RGM is now in the IDLE state. The
MC_RGM then waits for new reset events that can trigger a reset sequence. The SSCM
continues with the system boot-up sequence.

System start-up

At the start-up, only one processor (from now on called Boot CPU) and, if available and
enabled, the Security Module CPU wake up.

Boot CPU reset vector

After the reset phase is completed, the Boot CPU starts executing at the value forced onto
its reset vector. The reset vector is driven by the ME peripheral, according to the value
stored into the CADDR register.

The value of the CADDR register depends on whether the reset is generated as a
consequence of a wake-up reset event (restart from Stand-by) or any other event. The
Flash status (powered on or off) also concurs to select the reset vector value.

In case the reset is not due to a wake-up event, the CADDR registers for the Boot CPU
and, if existing, the Security Module CPU are written by the SSCM, according to the
system startup configuration, which is stored in Flash and read by the SSCM from the
Flash during the reset.

In case the reset is due to a wake-up event, the ME reads the CADDR reset vectors from
the RGM, which had saved a copy of the CADDR registers in its internal latches, which
resides in the low-power domain. The same is valid (if embedded) for the HSM Module
(refer to Section 8.3.12.4).

Boot CPU start-up

The Boot CPU startup configuration comprises of the following settings:

e  BAF configuration DCF. It is used to decide whether the BAF code (stored by the
manufacturer in the Flash BAF block) will be skipped or executed. The BAF start
address is also set within the same DCF.

e  Application boot records (programmed by the customer). It is used to set the customer
application entry point after reset or after the BAF execution (if enabled).

The target for this device is to let the customer choose whether either the BAF code shall be
started after the reset phase or directly the customer application, using the same sales part
number.

The BAF configuration DCF shall be permanently written into the UTest block.

If the BAF configuration DCF is not programmed, the default value for the reset start
address depends on the Life Cycle.

If the BAF configuration DCF is programmed, its value determines whether the CPU will
start directly from the BAF code (programmed by ST in the Flash BAF block) or at the
application entry point defined by the customer.

The application entry point can be retrieved both in HW (by the SSCM or ME, depending on
the fact the system restarts from Stand-by or not (refer to Section 8.3.12.1)) or in SW (by the
BAF). In both cases, the application entry point is retrieved by searching for a valid Boot
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Record, which shall be programed by the customer in one of the pre-determined Flash
memory locations looked at by the SSCM or the BAF code. Next sections provide more

details about the Boot Record structure and search operation.

8.3.12.2.1 Start-up flow chart

Figure 33. Boot CPU start-up sequence
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8.3.12.2.2 HW boot record search (SSCM search)

If the programmed value of the BAF configuration DCF skips the BAF, then the SSCM
module looks for a valid software entry point, called SSCM boot record. The SSCM boot
record is organized as shown in the Table 99. The “Application start address” value will be
passed to the CADDR register of MC_ME, which is used to set the CPU start address (reset
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vector) after the reset phase.
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Table 99. Boot record structure searched by the SSCM

Offset Field description

0x4 Application start address

0x0 SSCM Boot Record Tag (0x5A) Reserved

The SSCM searches for a valid boot record at the addresses specified in Table 100. A boot
record is considered valid if it contains the value 0x5A in the “Boot Record Tag” field.

The “Search Order” column specifies which location is searched first.
The SSCM stops the search as soon as a valid boot record is found.

Table 100. SSCM boot record search locations

SSCM configuration

Search order Address Location
parameter

0 (First) 0x00FC_0000 Flash 16 KB Code Block 1 RCHW_LOC 0

1 0x00FC_4000 Flash 16 KB Code Block 2 RCHW_LOC 1
2 0x00FC_8000 Flash 16 KB Code Block 3 RCHW_LOC_2
3 0x00FC_C000 Flash 16 KB Code Block 4 RCHW_LOC 3
4 0x0100_0000 Flash 128 KB Code Block 0 RCHW_LOC_4
5 0x0102_0000 Flash 128 KB Code Block 1 RCHW_LOC 5

6 (Last) 0x0040_4000 Flash 16 KB BAF block RCHW_LOC_6

Depending upon the fact that a valid SSCM boot record is found and the content of the
SSCM boot record, three scenarios can happen:

1. Ifavalid Boot Record is programmed by the customer, then the application is executed
after the reset from the specified entry point address.

2. If no valid Boot Record is programmed by the customer, then the default BAF Boot
Record is retrieved and the BAF code is executed after the reset.

3. If no valid Boot Record is found, then the BAR code is executed after the reset. This
situation happens only during ST production stage.

When the device is shipped to the customer, the slot number 6 is programmed with a valid
SSCM Boot Record, which points to the BAF code. This is the default start address for the
SSCM Boot CPU when no other valid Boot Record are programmed or found. The content
of the slot number 6 cannot be changed.

SW boot record search (BAF search)

The BAF is executed if:

e the BAF configuration DCF does not bypass the BAF code.

e the BAF configuration DCF does bypass the BAF code and no valid Boot Record is
programmed by the customer.

The latter case happens because before the unit is delivered to the customer a valid SSCM
boot record pointing to the BAF code is programmed at the location number 6. This boot
record will point to the BAF entry point. Because the boot record number 6 is the last one
being searched by the SSCM, this means that, if no other boot record is programmed, the
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software will start from the BAF. Notice that the location of the boot record number 6 is
placed within the BAF block itself, making it not erasable and not over-programmable (the
BAF block is OTP).

When the BAF code is executed after the reset sequence is completed, a valid application
Boot Record for the application entry point is searched. The mechanism is the same
executed by the SSCM: a set of fixed locations are analyzed and, if a valid boot record is
found, then, at the end of the BAF code, the CPU will start executing from the application
entry point.

Note that the valid boot record is identified by a different tag: 5Ah for the SSCM; A5H for the
BAF. This will make it possible to program the same boot record locations and launch the
application directly after the reset or after the BAF code execution. Table 101 shows the
BAF boot record structure.Table 103 shows the addresses of the location searched by the
BAF code. Figure 34 shows a flow chart of the whole reset sequence, including the BAF
search for a valid boot header.

Table 101. Boot record structure searched by the BAF

Offset Field description
0x8 CPU_0 Reset vector
0x4 Boot CPU (CPU_2) Reset vector
0x0 BAF Boot Record Tag (0xA5) CPU enable flags (refer to Table 102)

Table 102. CPU enable flags
16-19 20-23 24-27 28 29 30 31

0000 0000 0000 0 0 CPU_O CPU_2

Table 103. BAF boot record search locations

Search order Address Location
0 (First) 0x00FC_0000 Flash 16 KB Code Block 1
1 0x00FC_4000 Flash 16 KB Code Block 2
2 0x00FC_8000 Flash 16 KB Code Block 3
3 0x00FC_C000 Flash 16 KB Code Block 4
4 0x0100_0000 Flash 128 KB Code Block 0
5 (Last) 0x0102_0000 Flash 128 KB Code Block 1

8.3.12.2.4 HW and SW boot header search summary

The following picture summarizes the mechanism adopted to search for a valid boot header
with the SCCM or the BAF code, or both.

3
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Figure 34. Valid boot header search
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which points to the BAF, programmed in location D

5. When the BAF is executed, it does not find any valid BAF record (identified by
BAF_Boot_TAG), so it launches the BAF bootloader

6. Using the BAF bootloader, the customer programs the application code and the
valid header in location A, identified by the the BAF_Boot_TAG

7. At the next reset, the BAF will start again (the SSCM looks for the
SSCM_Boot_TAGs only) and then it will find a valid application record in location
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1. SSCM and BAF search the same locations (A, B, C, D) in the same directions

2. SSCM searches for a valid header, identified by the SSCM_Boot_TAG

3. BAF searches for a valid header, identified by the BAF_Boot_TAG

4. The device is shipped with a valid SSCM record (identified by SSCM_Boot_TAG),
which points to the BAF, programmed in location D

5. The customer programs via JTAG a valid SSCM boot header in location A,
pointing to the application

6. At the next reset, the the application is started instead than the BAF

8.3.12.3

8.3.12.3.1

3

Note: for sake of simplicity, the picture shows only 4 boot record positions.

Security Module CPU start-up

The Security Module CPU is also woken up after a reset. The Security Module CPU
receives the start address as described in Section 8.3.12.2.2: HW boot record search
(SSCM search).

The SSCM looks for a valid boot header record and then direct the Security Module CPU to
the application start address specified within the record.

HSM restart from Stand-by

In case of restart from stand-by, then the application entry point is conditioned by the Flash
status (powered on or off) and by two DCF:

1.

a DCF (to be placed in UTest under the customer control) determines whether the

security module should also restart after Stand-by(d).

d. Ifthe HSMis flagged by this DCF to not restart, then also the HSM Standby RAM can be turned off during
Stand-by
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2. aDCEF (to be placed in UTest under the customer control) is used to inhibit the
possibility to let the Flash powered off after a restart from Stand-by. If the restart is from
Stand-by, the Flash is powered off, and the DCF client allows this scenario, then the
Boot CPU restarts from the address stored into the corresponding ME.CADDR register.
Otherwise, the Boot CPU restarts following the same flow as per a non stand-by reset.

8.3.12.3.2 Start-up flow chart

Figure 35. HSM CPU start-up sequence
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8.3.12.3.3 Boot vector search

The Security Module start vector is searched by the SSCM in a similar way as described in
the chapter for the Boot CPU (HW SSCM search).

The SSCM stops the search as soon as a valid boot record is found within one of these
locations.

3
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Table 104. SSCM boot record search locations

Search order Address Location
0 (First) 0x0060_C000 Flash 16 KB HSMCode Block 5
1 0x0061_0000 Flash 64 KB HSMCode Block 2
2 0x0062_0000 Flash 64 KB HSMCode Block 3

8.3.12.4 Restart from Stand-by RAM with the Flash powered off

This feature makes it possible to wake-up the micro-controller from the Stand-By mode
and let the Boot CPU and the Security Module CPU restart directly from the RAM, while

the Flash is powered off.

Note: For security reason, the possibility to keep the Flash powered off in any execution modes
shall be gated by a DCF.

In case of restart from stand-by with the Flash powered-off, only the Boot CPU shall be
woken up. Other CPUs shall be kept under reset. The restart after Stand-by from RAM is

made possible by using the Mode Entry registers:
e ME_CCTLn => to set up the processor status (ON/OFF) for each mode.

e ME_CADDRn => to set up the processor reset vector (note: the register associated to
the Security Module CPU can be written by the Security Module CPU only).

e ME_<mode>_MC => to set up whether the Flash is ON or OFF.

Note: The registers related to the HSM CPU can be modified by the HSM only.

8.3.12.5 Start-up summary

Table 105. Start-up summary

Start from Flash status | Security Module CPU () Boot CPU Other CPUs (2
Depending on the BAF
Power-on / It starts from the address configuration DCF setting, it They can be
Destructive reset ON rovided by SSCM starts from the BAF or from woken-up with a
P y the address provided by ME mode change
SSCM
Depending on the BAF
configuration DCF setting, it They can be
Functional reset ON It starrct)\s/ig(ce)?;he-sascg\rﬂess starts from the BAF or from woken-up with a
P y the address provided by ME mode change
SSCM
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Table 105. Start-up summary (continued)

Start from

Flash status

Security Module CPU (1)

Boot CPU

Other CPUs (2

From Stand-by

ON

It starts from the address
provided by SSCM

It starts from the address
saved in the ME CADDR
register for the Boot CPU

(which can be both in Flash or
in the low power portion of the

system RAM)

They can be
woken-up with a
ME mode change

OFF

It starts from the address
is saved in the ME
CADDR register for the
Security Module CPU (in
case the Security Module
RAM has a portion in the

It starts from the address
saved in the ME CADDR
register for the Boot CPU
(which shall be in the low

They shall not be
woken-up ®)

low-power domain, it is
advisable for security
reason to set the restart
address within it)

power portion of the system
RAM)

1. If existing and enabled.

2. For MCUs with multiple application processors.

3. DCFs for TCM memory repair will not be preserved during Stand-by.

8.3.13

8.3.14
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Waking-up other CPUs

The process of waking-up the other CPU is handled by writing some registers within the ME
module and triggering a Mode Change.

If the BAF code is executed, it reads form the Boot Header record the information regarding
which CPU shall be woken up and at which address shall they start from, and then applied a
Mode change to enable them.

If the BAF code is not executed, it is responsibility of the user code to properly write the ME
module registers and trigger a mode change in order to wake up the other CPUs form the
intended addresses.

BAF Bootloader

The BAF code includes a way to upload via CAN or UART some code into the system RAM
and execute it. The possibility to execute the Bootloader is conditioned by the Life Cycle
status, which regulates what can or cannot be done according to the stage of the micro-
controller. If the Bootloader is allowed by the Life Cycle, then it is executed whenever the
Boot CPU, executing code in the BAF, does not find a valid boot header file in flash memory.
This mode uses a defined protocol to receive a program over a serial port via LINFlexD or
CAN. The Boot CPU then jumps to the first instruction of the uploaded program and begins
execution.

The BAF bootloader code includes the following steps:

3
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Configure LINFlexD or M_CAN module and external pins
Wait for START WORD

Receive START WORD

Receive START ADDRESS

Receive DOWNLOAD SIZE

Receive CODE

Branch to START ADDRESS

Note: There is a software watchdog timer that is started by the BAF code. If a program is not
received before the watchdog timer timeout, a reset occurs.

No gk wDdbd =

3
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9.2
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Device Configuration Format (DCF) Records

Introduction

Device Configuration Format (DCF) records are used to configure certain registers in the
device during system boot while the reset signal is asserted. An individual DCF record is 64
bits long. It consists of a pointer to the location of a register internal to the device and the
respective data.

Because the Flash memory programming resolution is 128 bits then 2 DCF records must be
written within 1 Flash programming operation.

There are two broad categories of DCF records: TEST DCF Records and UTEST DCF
Records.

e TEST DCEF records are programmed by the MCU manufacturer. They are used mainly
to:

—  Program registers involved in trimming trip points for voltage comparators
— Adjusting analog to digital voltage supplies

—  Trim oscillator frequencies

—  Enable RAM repair

The TEST DCF Records are programmed into TEST Flash during production and cannot be
modified. TEST Flash is not visible to the user.

. UTEST DCF records can be either:

—  Factory programmed during production testing (see “UTEST Flash memory map”
table in the Memory Map chapter).

—  User programmed when application code is written into the Flash memory. User-
supplied UTEST DCF records start at the next location in the UTEST memory map
following the factory UTEST DCF records. The user-defined DCF records set up
the initial memory map, define which tests the Self-Test Control Unit (STCU2) runs
during the boot sequence, enable the HSM, assign Flash memory blocks to
specific tamper detect regions, assign memory blocks as OTP and assign Flash
blocks to be associated with specific password groups.

DCF records are HW processed by SSCM during reset.

Soft DCF records are SW processed by BAF code execution. Please see Section 54.3.5.1:
‘Soft’ DCF clients in Chapter 54: Boot Assist Flash (BAF).

System boot is a complex process requiring a considerable amount of initialization to take
place before releasing reset. Before the device can be used in an application, the user
application code, reset vectors for all of the CPUs and the DCF records must be properly
programmed into their respective Flash memories.

DCEF clients

DCF clients are 32-bit hardware registers inside a module that receive and store the data
from a DCF record. This stored data is used to initialize registers and to configure features.
DCF Clients have a default value before any DCF Records are written and may have
special writing constraints like ‘Write Once’ or only allowing bits to be written from ‘1’ to ‘0’ or
vice versa.
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9.3

Caution:

Offset: 0x00

Bit
No.

0

1

Alist of DCF clients is shown in Table 108. (TEST DCF Record Only clients are not shown
as these are not accessible by the user).

The DCF Records select the target DCF client via a 30-bit field in the DCF Record

consisting of:

e A 15-bit Chip-Select field: each module that includes DCF clients is assigned a Chip
Select during chip definition.

e A 15-bit Address field: the address field is only relevant to the address decoding within
that module and may not necessarily relate to the address of a register visible to
software.

DCF records

DCF records appear as contiguous double-word (64 bits) entries programmed in a reserved
area of OTP UTEST Flash memory beginning at 0x0040_0300. Take care to write 128 bits
which is the ECC granularity (complete with a dummy DCF if needed). Address alignment is
also on 128 bits.

Warning: Over Program Protection will generate an unrecoverable ECC
error if only one DCF record (64 bits) is written.

Once a stop record is detected, the SSCM will stop scanning for further records.

The structure of a DCF Record is shown in Figure 36.
0x01 0x02 0x03

2 3/4 5 6 7|8 9 10 11|12 13 14 15|16 17 18 19|20 21 22 23|24 25 26 27|28 29 30 31

Data[0:31]

Offset: 0x04

Bit
No.

32

33

| | | | | | |

0x05 0x06 0x07

34 35|36 37 38 39|40 41 42 43|44 45 46 47|48 49 50 51|52 53 54 55|56 57 58 59 60 61 62 63

CSs14

CS13

Address[16:2]

Parity
Stop

Cs12

CsS!1

CS10
CS9
CS8
Cs7
CS6
CS5
CS4
CS3
CS2
CS1
CSo

3

Figure 36. DCF record structure
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Table 106. DCF record field description

Address[16:2]

Field Description
0:31 32 bits of data to be written to the DCF Client.
Data[0:31]
Chip Select n.
. Note: Only assert one chip per DCF record to select the target module for the DCF
32:46 . .
csn client. All other Chip Selects should be negated.
1 Chip select is asserted.
0 Chip Select is negated.
Address of the DCF client within the selected module.
47:61

Note: Address decoding for DCF clients may not match the standard software
address map decoding. Details of DCF Client addresses are defined in each
module chapter.

62 Parity Bit for the DCF Record.
Parity Note: This bit is NOT implemented for DCF Clients written from UTEST.
This bit indicates the end of the list of DCF Records.
Note: The Erased state of Flash is OXFFFF_FFFF_FFFF_FFFF. Therefore the list
63 ends with the first unprogrammed double word. This location can be
Stop programmed with a new record to extend the list.

1 End of the list.
0 NOT the end of the list.

The following structure must be present:
e  The first record must be a start record.

e  DCEF records containing configuration data must immediately follow the start record
with no blank records between an unprogrammed record is interpreted as a stop record
and no DCF records following that record are processed.

e The end of the configuration records are indicated by the presence of a bit in the DCF
record (stop record).

Each record is 64 bits long. Figure 37 shows the DCF start record.

The start record must be placed at the beginning of the DCF area in UTEST Flash memory
to indicate that the following data records must be processed.

Figure 37. DCF start record

0x00 0x04
0:31 32:63
O0x05AA55AF 0x00000000

During system boot, while the reset signal is asserted, the SSCM reads the device

configuration records and writes the data to the appropriate internal module registers. Many
operational aspects of the device are therefore already configured when the reset signal is
released and normal device operation begins.
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Some device configuration records are calculated during production testing and
programmed into the TEST Flash memory area. Other DCF records are developed by the
user and programmed into the UTEST Flash area.

The stop bit designates the last device configuration record in a set of records. If it is set to
‘1’ within a DCF, then this DCF is the last one being read during the reset phase. ADCF can
have the stop bit set to ‘1’ in two modes:

a) The Flash memory location of a DCF is not programmed (that is all the bits are set
to ‘1°).
b) ADCEF is programmed and the stop bit is set to ‘1’.

When the device is shipped from the factors, some DCF records are already programmed
and the Flash memory location after the last DCF is left unprogrammed to make it possible
to add additional DCF records.

Due to the Flash programming memory resolution, which is 2-times the length of a DCF
record, in case an odd number of DCF shall be written but additional DCF should be
programmed later on, then a dummy DCF should be written to pad the last 64 bits of the
programming data.

A dummy DCF can be one of the following:

a) The same DCF record written within the 128 bits (that is the DCF record is written
two times).

b) ADCEF record with an invalid Chips Select (refer to the Table 108 for a list of used
Chip Selects).

The padded DCF must have the stop bit set to ‘0’ in order to be able to add new DCF
records.

The general format of the stop record is shown in Figure 38. Only the stop bit needs to be ‘1’
in order to form a stop record, all other bits are ignored. An unprogrammed location in
UTEST Flash is interpreted as a stop record.

Figure 38. DCF stop record

0:31 32:62 63

Reserved Reserved 1

If n data records are to be stored in UTEST, the data structure must be as shown in
Table 107.

Table 107. Series of DCF records in UTEST Flash memory

ADDR offset DATA
0x00 0X05AA55AF
0x04 0x00000000 ‘ STOP=0
0x08 WDATA[31:0]
0x0C CS[14:0] ADDR[16:2] PRTY ‘ STOP=0
0x10 WDATA[31:0]
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Table 107. Series of DCF records in UTEST Flash memory (continued)

ADDR offset DATA
0x14 CS[14:0] ADDR[16:2] PRTY STOP=0
8n + 0x0 Reserved
8n + 0x4 Reserved STOP=1
8(n+1) + 0x0
8(n+1) + Ox4 -

There must never be an unprogrammed record in the DCF data structure, as it is interpreted
as a stop record and subsequent records are ignored.

Records programmed in several sessions is shown in Figure 39, appending new records to
the end of the list each time.

Figure 39. Appending DCF records

OXFFFF FFFF FFFF FFFF

Start Record

OxFFFF FFFF FFFF FFFF

OXFFFF FFFF FFFF FFFF

Data Record - CS1,Ad =0

Data Record - CS2, Ad =0

OXFFFF FFFF FFFF FFFF

OxFFFF FFFF FFFF FFFF

Data Record - CS0, Ad = 0

Start Record

Data Record - CS1,Ad =0

Data Record - CS2, Ad =0

Data Record - CS0,Ad =0

OXFFFF FFFF FFFF FFFF

OxFFFF FFFF FFFF FFFF

OXFFFF FFFF FFFF FFFF

OxFFFF FFFF FFFF FFFF

OxFFFF FFFF FFFF FFFF

OXFFFF FFFF FFFF FFFF

Empty Flash
— No action

OxFFFF FFFF FFFF FFFF

Initial Programming

Data Record - CS2,Ad =0

OXFFFF FFFF FFFF FFFF

OxFFFF FFFF FFFF FFFF

OxFFFF FFFF FFFF FFFF

Extension

9.3.1
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It is possible for several DCF Records to write to the same DCF client. The later record
usually overrides a DCF client value set by a previous record. However, not all DCF clients
allow overwrites; this depends on the DCF client implementation.

UTEST DCF records

UTEST DCF records are located in the UTEST Flash memory area (refer to UTEST Flash
memory map in the Memory map chapter). Some UTEST DCF records are programmed at
the factory and the user may add USER DCF records from the first unprogrammed location
following the factory programmed UTEST DCF records.

When programming UTEST DCF records, the records must start at the first address in the
UTEST Flash memory area and be continuous: one UTEST DCF record must immediately
follow the previous UTEST DCF record. An unprogrammed location in the UTEST Flash
memory area is interpreted by the SSCM as the end of the UTEST DCF records. When this
happens, the SSCM passes control of the boot sequence to the Reset Generation Module.
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DCEF client table

Alist of DCF clients is shown in Table 108. Various attributes of the DCF clients are listed in
these tables:

DCF Chip Select [14:0]: the CS field is a 15-bit field with each bit acting as a module
select signal for the internal modules. Only one bit in this field should be set in a DCF
record.

DCF address [16:2]: the 15-bit ADDR field specifies an internal address for a DCF
client. These addresses are only used by the SSCM when interpreting DCF records
and writing data to specified modules.

DCF Client Description: the name of the DCF clients.

Reset value of DCF client: the reset value of DCF client before being written by the

SSCM with the associated DCF record.

IPS read: this column specifies whether or not a DCF client can be read by user

software after the release of reset.

DCEF client special strategy: registers are designated as DCF clients if they need to be

written with a DCF record. Other features that must be designated for DCF clients

include different write strategies listed below. The following list defines the special
strategies:

— None: no special DCF strategy is used.

—  Write Once: a DCF client can only be written once. The DCF client ignores
subsequent writes.

—  Triple Voted: DCF clients have three copies of the register. The SSCM writes to all
three registers in a single write cycle. The outputs of the three registers are
majority voted together to determine the correct data value. Triple voting allows for
‘bit-flip’ error tolerance without changing the DCF client output data.

—  Write 0 only: a bit in a DCF client can only be written from a logic 1 to a logic 0. An
attempt to write a logic 1 is ignored.

—  Write 1 only: a bit in a DCF client can only be written from a logic 0 to a logic 1. An
attempt to write a logic 0 is ignored.

DCF order dependency in Flash memory

—  DCF order dependency in Flash memory: this column details whether or not there
are special conditions on the location of a particular DCF record in Flash memory.
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9.4.1 DCF client list
Table 108. DCF client list
DCF DCF » >
. T (1) 0
DC;:.;:S Address | Address | DCF client description § 5 £
[14:0] [16:10] [9:2] In case of peripheral g ; T
belonging to STANDBY | pocet value | B & 2 3%
domain, the system of DCF Ll =2 as
must trigger a client S| 8f 5 =
(Binary) destructive reset to § on T =
reload the related DCF 12 S 8
record o | 0o o
& a
SSCM
BAF Configuration
000_0000_0000_0010 | 0000000 | 00000101 | (BYPass mode) OXF7FFCO02 |yes [None  |None
(see Figure 40 and
Table 109)
STCU - Support for 57 Memory Cuts (NMCUT)
g &
¥ 3
~ X
5 9
X °
5> ®
O . . <
F o N
000_0000_0000_0100 | 0000000 | 00000010 | STCU_SKC 0x00000000 |yes [None |2 2 2
§ 352
£Eg2
T® N
o 9
s 2
o 5
8=
000_0000_0000_0100 | 0000000 | 00000000 |STCU_RUN 0x00000000 |yes |None None
000_0000_0000_0100 | 0000000 | 00000011 |STCU_CFG 0x00000000 |yes |None None
000_0000_0000_0100 | 0000000 | 00000100 |STCU_PLL_CFG 0x00000000 |yes |None None
000_0000_0000_0100 | 0000000 | 00000101 | STCU_WDG 0x0000FFFF |yes | None None
000_0000_0000_0100 | 0000000 | 00000111 | STCU_CRCE 0x00000000 |yes |None None
000_0000_0000_0100 | 0000000 | 00001010 |STCU_ERR_FM 0x00000000 |yes |None None
000_0000_0000_0100 | 0000000 | 00100001 |STCU_MBUFM1[31:0]® |0x00000000 |yes |None  |None
000_0000_0000_0100 | 0000000 | 00100010 | STCU_MBUFM2[31:0]@ |0x00000000 |yes |None  |None
000_0000_0000_0100 | 0000000 | 00100011 |STCU_MBUFM3[31:0]® |0x00000000 |yes [None |None
000_0000_0000_0100 | 0000000 | 00100100 | STCU_MBUFMA4[31:0]® | 0x00000000 |yes [None  |None
000_0000_0000_0100 | 0000001 | 10000000 |STCU_MB_CTRL_O 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 | 10000001 |STCU_MB_CTRL_1 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 | 10000010 |STCU_MB_CTRL_2 0x00000000 |yes |None None
1S7]

244/2856

RM0407 Rev 7




RMO0407 Device Configuration Format (DCF) Records
Table 108. DCF client list (continued)

D[c1::. (c):]s Acﬁﬁ:s <l A d%fgs < | DCF client desc.ription“) % . g

) [16:10] [9:2] In case of peripheral ) S °
belongi_ng to STANDBY Reset value | B ‘g- 2 g <
domain, the system of DCF 2l g2 A=
must trigger a client S| 2 Ju 5=
(Binary) destructive reset to B 2 » g =

reload the related DCF © o

record 2 = §
000_0000_0000_0100 | 0000001 { 10000011 | STCU_MB_CTRL_3 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10000100 | STCU_MB_CTRL_4 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 | 10000101 |STCU_MB_CTRL_5 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10000110 |STCU_MB_CTRL_6 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10000111 |STCU_MB_CTRL_7 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10001000 | STCU_MB_CTRL_8 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10001001 | STCU_MB_CTRL_9 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10001010 |STCU_MB_CTRL_10 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10001011 | STCU_MB_CTRL_11 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 [ 10001100 |STCU_MB_CTRL_12 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 [ 10001101 |STCU_MB_CTRL_13 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 | 10001110 |STCU_MB_CTRL_14 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10001111 |STCU_MB_CTRL_15 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 [ 10010000 |STCU_MB_CTRL_16 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 [ 10010001 |STCU_MB_CTRL_17 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10010010 |STCU_MB_CTRL_18 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10010011 |STCU_MB_CTRL_19 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10010100 |STCU_MB_CTRL_20 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10010101 | STCU_MB_CTRL_21 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10010110 |STCU_MB_CTRL_22 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10010111 |STCU_MB_CTRL_23 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 [ 10011000 |STCU_MB_CTRL_24 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10011001 |STCU_MB_CTRL_25 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10011010 |STCU_MB_CTRL_26 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10011011 |STCU_MB_CTRL_27 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10011100 |STCU_MB_CTRL_28 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10011101 |STCU_MB_CTRL_29 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10011110 |STCU_MB_CTRL_30 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 { 10011111 | STCU_MB_CTRL_31 0x00000000 |yes |None None
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Table 108. DCF client list (continued)

DCF DCF n >
. s (1) o
DC;:.(():S Address | Address | PCF client description § 5 £
[14:0] [16:10] [9:2] In case of peripheral 8 8 T
belonging to STANDBY Reset value | B ‘g- 2 S c
domain, the system of DCF 2 =3 a <_‘€
must trigger a client S| of 5=
Bi destructive reset to ® on T =
(Binary) o T o
reload the related DCF © o
n (] e
record o o
= a
000_0000_0000_0100 | 0000001 | 10100000 | STCU_MB_CTRL_32 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 | 10100001 |STCU_MB_CTRL_33 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 | 10100010 |STCU_MB_CTRL_34 0x00000000 |yes |None None
000_0000_0000_0100|0000001 | 10100011 |STCU_MB_CTRL_35 0x00000000 |yes |None None
000_0000_0000_0100|0000001 |10100100 |STCU_MB_CTRL_36 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 | 10100101 |STCU_MB_CTRL_37 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 | 10100110 |STCU_MB_CTRL_38 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 | 10100111 |STCU_MB_CTRL_39 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 | 10101000 | STCU_MB_CTRL_40 0x00000000 |yes |None None
000_0000_0000 0100 | 0000001 |10101001 |STCU_MB_CTRL_41 0x00000000 |yes |None None
000_0000_0000_0100|0000001 |10101010 |STCU_MB_CTRL 42 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 | 10101011 | STCU_MB_CTRL_43 0x00000000 |yes |None  |None
000_0000_0000_0100 | 0000001 | 10101100 |STCU_MB_CTRL_44 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 | 10101101 |STCU_MB_CTRL_45 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 | 10101110 |STCU_MB_CTRL_46 0x00000000 |yes |None None
000_0000_0000_0100|0000001 | 10101111 |STCU_MB_CTRL 47 0x00000000 |yes |None None
000_0000_0000_0100|0000001 |10110000 |STCU _MB_CTRL 48 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 | 10110001 |STCU_MB_CTRL_49 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 | 10110010 |STCU_MB_CTRL_50 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 | 10110011 |STCU_MB_CTRL_51 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 | 10110100 |STCU_MB_CTRL_52 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 |10110101 |STCU_MB_CTRL 53 0x00000000 |yes |None None
000_0000_0000_0100|0000001 |10110110 |STCU_MB_CTRL 54 0x00000000 |yes |None None
000_0000_0000_0100 | 0000001 | 10110111 |STCU_MB_CTRL_55 0x00000000 |yes |None  |None
000_0000_0000_0100 | 0000001 | 10111000 |STCU_MB_CTRL_56 0x00000000 |yes |None None
PASS
00101000
000_0000_0000_1000 | 0000000 200101011 Reserved
000_0000_0000_1000 | 0000000 | 00101100 | Censorship 0x0 | yes ‘ None ‘ None
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Table 108. DCF client list (continued)
DCF DCF n >
. s (1) o
DC;:.(():S Address | Address | PCF client description § 5 £
[14:0] [16:10] [9:2] In case of peripheral ) S °
belonging to STANDBY Reset value | B ‘g- 2 S c
domain, the system of DCF 2 =3 a <_‘€
must trigger a client S| of 5=
; destructive reset to ® on T =
(Binary) o T
reload the related DCF Y| o o
record ® | a 3}
o
a a
000_0000_0000_1000 | 0000000 | 00101101 | Password Slot Access 0x0 yes |wr_once |None
00101110-
000_0000_0000_1000 | 0000000 00101111 Reserved
000_0000_0000_1000 | 0000000 | 00110000 | Production Disable | 0x0 | yes ‘ wr_once ‘ None
00110001-
000_0000_0000_1000 | 0000000 00110111 Reserved
000_0000_0000_1000 | 0000000 | 00111000 | Fuse Bypass Enable | 0x1 | yes ‘ wr_once ‘ None
00111001-
000_0000_0000_1000 | 0000000 00111111 Reserved
000_0000_0000_1000 | 0000000 | 01000000 |LOCKO_PGO OxFFFFFFFF | yes | None None
000_0000_0000_1000 | 0000000 | 01000001 [LOCK1_PGO OxFFFFFFFF | yes | None None
000_0000_0000_1000 | 0000000 | 01000010 |LOCK2_PGO OxFFFFFFFF yes None None
000_0000_0000_1000 | 0000000 | 01000011 |LOCK3_PGO OXFFFFFFFF |yes |None  |None
000_0000_0000_1000 | 0000000 | 01000100 |LOCKO_PG1 OxFFFFFFFF | yes | None None
000_0000_0000_1000 | 0000000 | 01000101 |LOCK1_PG1 OxFFFFFFFF | yes | None None
000_0000_0000_1000 | 0000000 | 01000110 |LOCK2_PG1 OxFFFFFFFF | yes | None None
000_0000_0000_1000 | 0000000 | 01000111 |LOCK3 _PG1 OxFFFFFFFF | yes | None None
000_0000_0000_1000 | 0000000 | 01001000 [LOCKO_PG2 OxFFFFFFFF | yes | None None
000_0000_0000_1000 | 0000000 | 01001001 |LOCK1_PG2 OxFFFFFFFF | yes | None None
000_0000_0000_1000 | 0000000 | 01001010 |LOCK2_PG2 OxFFFFFFFF | yes | None None
000_0000_0000_1000 | 0000000 | 01001011 |LOCK3_PG2 OxFFFFFFFF | yes | None None
000_0000_0000_1000 | 0000000 | 01001100 |LOCKO_PG3 OxFFFFFFFF | yes | None None
000_0000_0000_1000 | 0000000 |01001101 |LOCK1_PG3 OxFFFFFFFF | yes | None None
000_0000_0000_1000 | 0000000 | 01001110 |LOCK2_PG3 OxFFFFFFFF | yes | None None
000_0000_0000_1000 | 0000000 | 01001111 |LOCK3_PG3 OxFFFFFFFF | yes | None None
000_0000_0000_1000 | 0000000 01001100- Reserved
11111111
Tamper Detect
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Table 108. DCF client list (continued)

DCF DCF n >
. s (1) o
DC;:.(():S Address | Address | PCF client description § 5 £
[14:0] [16:10] [9:2] In case of peripheral 8 8 T
belongl_ng to STANDBY Reset value | B 3—3 35
domain, the system of DCF 2l =g a8
must trigger a client S| of 5=
(Binary) destructive reset to § on T~
reload the related DCF | & o
o | 0 e
record o o
- (]
wr_once
000_0000_0001_0000 | 0000000 | 00000000 | Diary Base Address OxFFFFFFFF |no |+ None
wr0_only
wr_once
000_0000_0001_0000 | 0000000 [ 00000001 | Tamper Region Override | 0x00 no |+ None
wr1_only
000_0000_0001_0000 | 0000000 | 00000010 | SOftware Tamper Region |, no |wr1_only |None
Override Disable
00000011-
000_0000_0001_0000 | 0000000 00000111 Reserved
000 _0000_0001_0000 | 0000000 | 00001000 | OTP_ENO 0x00000000 |no |wr1_only | None
000_0000_0001_0000 | 0000000 | 00001001 |OTP_EN1 0x00000000 |no |wr1_only | None
000_0000_0001_0000 | 0000000 | 00001010 |OTP_EN2 0x00000000 |no |wr1_only | None
000_0000_0001_0000 | 0000000 | 00001011 |OTP_EN3 0x00000000 |no |wr1_only | None
00001100-
000_0000_0001_0000 | 0000000 | oo~ o+ Reserved
wr_once
000_0000_0001_0000 | 0000000 | 00010100 | TDRO_LOCKO 0x00000000 |no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00010101 | TDRO_LOCK1 0x00000000 |no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00010110 | TDRO_LOCK2 0x00000000 |no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00010111 | TDRO_LOCKS3 0x00000000 |no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00011000 | TDR1_LOCKO 0x00000000 |no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00011001 | TDR1_LOCK1 0x00000000 |no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00011010 | TDR1_LOCK2 0x00000000 |no |+ None
wr1_only
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Table 108. DCF client list (continued)
DCF DCF ® >
. e (1) 7
DC;:.(():S Address | Address | PCF client description § 5 £
[14:0] [16:10] [9:2] In case of peripheral ) S °
belonging to STANDBY Reset value | B 3—3 S c
domain, the system of DCF 2 =3 a <_‘€
must trigger a client S| of 5=
Bi destructive reset to ® on T =
(Binary) o T o
reload the related DCF © o o
record o | a O
- o
wr_once
000_0000_0001_0000 | 0000000 | 00011011 | TDR1_LOCK3 0x00000000 |no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00011100 | TDR2_LOCKO 0x00000000 |[no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00011101 | TDR2_LOCK1 0x00000000 |no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00011110 | TDR2_LOCK2 0x00000000 |[no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00011111 | TDR2_LOCK3 0x00000000 |no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00100000 | TDR3_LOCKO 0x00000000 |[no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00100001 | TDR3_LOCK1 0x00000000 |no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00100010 | TDR3_LOCK2 0x00000000 |[no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00100011 | TDR3_LOCK3 0x00000000 |no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00100100 | TDR4_LOCKO 0x00000000 |[no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00100101 | TDR4_LOCK1 0x00000000 |no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00100110 | TDR4_LOCK2 0x00000000 |[no |+ None
wr1_only
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Table 108. DCF client list (continued)

DCF DCF » >
. s (1) o
DC;:.(():S Address | Address | PCF client description § 5 £
[14:0] [16:10] [9:2] In case of peripheral ) S °
belongl_ng to STANDBY Reset value § 3—3 :,l’-ﬁ
domain, the system of DCF 2 b= % o=
must trigger a client T | 2f -
. i T own s £
(Binary) destructive reset to B o
reload the related DCF | & o
n o L
record o o
o a
wr_once
000_0000_0001_0000 | 0000000 | 00100111 | TDR4_LOCK3 0x00000000 [no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00101000 | TDR5_LOCKO 0x00000000 [no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00101001 | TDR5_LOCK1 0x00000000 [no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00101010 | TDR5_LOCK2 0x00000000 [no |+ None
wr1_only
wr_once
000_0000_0001_0000 | 0000000 | 00101011 | TDR5_LOCK3 0x00000000 [no |+ None
wr1_only
000_0000_0001_0000 | 0000000 | 20101100- Reserved
11111111
HSM
00001000
000_0000_0010_0000 [ 0000000 | [y Reserved
000_0000_0010_0000 | 0000000 | 00010000 | HSM Enable and 0x00000000 |no |wr_once |None
Configuration
000_0000_0010_0000 | 0000000 | 00010001 | HSM Software Inhibit 0x00000000 |no |wr_once |None
Triple
000_0000_0010_0000 | 0000000 | 00010010 | '2h Test Mode 0x00000002 |no |Voted + |None
Protection
Wwr_once
00010011-
000_0000_0010_0000 | 0000000 | o7 Reserved
000_0000_0010_0000 | 0000000 | 00100000 | HSM Exclusive Flags 0x00000000 |no ‘wr_once ‘None
00100001
000_0000_0010_0000 [ 0000000 | o Reserved
000_0000_0010_0000 | 0000000 | 01000000 | HSM Alternate Prog 0x00000000 |no |wr once |None
Interface Flags
000_0000_0010_0000 | 0000000 | 1000001 Reserved
11111111
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Table 108. DCF client list (continued)
DCF DCF n >
. e (1) o
DC;:.(():S Address | Address | PCF client description § 5 £
[14:0] [16:10] [9:2] In case of peripheral 8 8 T
belonging to STANDBY Reset value | B ‘g- 2 g <
domain, the system < = 9 @
e sy of DCF £ £ 5 s
must trigger a client < 25 5 e
(Binary) destructive reset to S on T~
reload the related DCF | & E
record w | o o
= o
0000001 | 00000000
000_0000_0010_0000 | - 111111 111111111 Reserved
MISCELLANEOUS
UTEST Miscellaneous
000_0000_1000_0000 | 0000000 | 00000000 | (Refer to Figure 41and | o, 00049E01 |no | TP | None
Table 110 for bit position Voted
details.)
UTEST Miscellaneous_2 Triple
000_0000_1000_0000 | 0000000 | 00000001 | Referto Figure 42and 1 4550000 |no |Voted + |None
Table 111 for bit position Wr once
details.) -
00000010
000_0000_1000_0000 | 0000000 00000110 Reserved
000_0000_1000_0000 | 0000000 | 00000111 | JTAG Pin Configuration | 0x00000001 |no ‘ None ‘ None
00001000
000_0000_1000_0000 | 0000000 01000111 Reserved
ESRO_CONFIG )
Refer to ESRO_CFG Triple
000_0000_1000_0000 | 0000000 | 01001000 | (R€ = 0x00000000 |yes |Voted + |None
register section in PMC chk wr2
Digital Interface chapter) -
000_0000_1000_0000 | 0000000 | 01001001 | PMC REE_BUS 0x00000000 |no ;r/gféz None
000_0000_1000_0000 | 0000000 01001010 Reserved
11111111
0000001 | 00000000
000_0000_1000_0000 | ""resss | 41111111 Reserved
SOFT DCF CLIENTS (BAF)
Refer to
Chapter
Security Watchdo 54
100_0000_0000_0000 | 0000000 | 00000000 y e 9 NA Boot
Control Register Assi
ssist
Flash
(BAF)
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Table 108. DCF client list (continued)

DCF DCF ® >
. e (1) 7
DC;:.(():S Address | Address | PCF client description § 5 £
[14:0] [16:10] [9:2] In case of peripheral ) S °
belonging to STANDBY Reset value | B ‘g- 2 S c
domain, the system of DCF 2| =g K
must trigger a client S| 2 Ju 5=
(Binary) destructive reset to S on T~
reload the related DCF | & E
record o | a Q
Refer to
Chapter
Security Watchdo 54
100_0000_0000_0000 | 0000000 | 00000001 | . y 9 NA Boot
Timeout Assist
Flash
(BAF)
Refer to
Chapter
Security Watchdo 54
100_0000_0000_0000 | 0000000 | 00000010 ity 9 NA Boot
Service Address Assist
Flash
(BAF)
Refer to
Chapter
Security Watchdog CPU 54
100_0000_0000_0000 | 0000000 | 00000011 y 9 NA Boot
select Assist
Flash
(BAF)
100_0000_0000_0000 | 0000000 00000100 Reserved
-11111111
100_0000_0000_0000 | 0000001 00000000 Reserved
-11111111
100_0000_0000_0000 | 0000010 | 00000000 |Address NA None
100_0000_0000_0000 | 0000010 | 00000001 | 32-bit Data NA None
100_0000_0000_0000 | 0000010 | 00000010 | 16-bit Data NA None
100_0000_0000_0000 | 0000010 | 00000011 | 8-bit Data NA None
00000100
100_0000_0000_0000 | 0000010 00001111 Reserved
100_0000_0000_0000 | 0000010 | 00010000 | Callback address NA ‘None
00010010
100_0000_0000_0000 | 0000010 |- Reserved
00010100
0000011 | 00000000
100_0000_0000_0000 111111 111111111 Reserved
1. DCF programming should start from address 0x00400208.
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2. If this register is programmed for unrecoverable fault generation and LBIST/MBIST failure occurs, in offline self test, it will
cause the device to get stuck in reset mode

9.4.2 BAF configuration DCF register

Offset: 00000000

3‘4567‘8

Access: DCF Client

9 10 1 ‘ 12 13

0 1 2 14 15
R BAF_ADDRESS

w
Reset 1 1 1 10 1 1 1 1 1 1] 1 1 1 1
16 17 18 19 ’ 20 21 22 23 24 25 26 27 ‘ 28 29 30 31
3
2§
R BAF_ADDRESS 5 2
@ |
g
m

W
Reset 1 1 0 0 0 0 0 0 0 0 0 0 0 1 0

Figure 40. BAF configuration DCF Client
Table 109. BAF configuration DCF Client field descriptions
Field Description
0:29
BAF_ADDRESS BAF start address
31 BAF bypass
0 BAF is executed
BAF_BYPASS 1 BAF is bypassed
Kys RM0407 Rev 7 253/2856




Device Configuration Format (DCF) Records RM0407

9.4.3 Miscellaneous DCF registers
Offset: 00000000 Access: DCF Client
0 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15
RL [ | | [ [ ] [ [ [
<)
N,
—
w
@
w Reserved 2
@
o
%)
@)
X
Reset Value is chip-specific; refer to Table 108: DCF client list.
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
R | [
= m
o
* & 5 2
—_ - - o
o w = —
o [ o 175} = ° P ) o
e | 9|2 ! 12 W 2
w s | | & g © | § | 0 | & | XOSC_LOAD_CAP_SEL[4:0] | &
. i 5183 | 5
¥ | » | X L ST - I~ PN o
o @) (@) n
X 8 1) o
< 2 x
Reset Value is chip-specific; refer to Table 108: DCF client list.
Figure 41. UTEST Miscellaneous DCF Client
Table 110. UTEST Miscellaneous DCF Client field descriptions
Field Description
13:15 Allows to change oscillation margin (default “100”) - User to keep default value of
XOSC_IBIAS_SEL[2:0] “100”
17

XOSC_ALC_DIS Active high to disable Automatic Level Controller

This will select the different frequency settings of XOSC.
000 4 MHz — 8 MHz
001 5 MHz -10 MHz

19:21 010 10 MHz — 15 MHz

011 15 MHz - 20 MHz

XOSC_FREQ_SEL[2:0] 100 20 MHz — 25 MHz
101 25 MHz - 30 MHz
110 30 MHz - 35 MHz
111 35 MHz - 40 MHz

Allows to enable or disable the autoswitch

0 Reserved
1 Autoswitch mode disabled

22
XOSC_AUTOSWITCHB

3
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Table 110. UTEST Miscellaneous DCF Client field descriptions (continued)

Fleld Description
24 Enable XOSC
XOSC_EN 0 XOSC disabled

1 XOSC enabled

XOSC EXT CLOAD

25 0 Selects XOSC internal cap (recommended for 20 MHz — 40 MHz operation)
XOSC EXT CLOAD 1 Selec_ts XOSC external cap (recomrr_1ended forfl Mle —20 MHz operahon)
- - Note: It is always recommended to verify the required size of the capacitances
with the crystal supplier.

XOSC LOAD CAP SEL [0:4]

Five trim bits program the load capacitance. The formula to calculate the
capacitance offered is Ciyt = Ci+n.Cy,

26:30 where:
XOSC_LOAD_CAP_SEL[0:4] |Fixed Capacitance Cyy = 11.0pF (variation £15%)
Unit capacitance C, = 0.49pF (variation £15%)
n = load_cap_sel[4] * 24+ load_cap_sel[3] * 23+ load_cap_sel[2] * 22+
load_cap_sel[1]* 2" + load_cap_sel[0] * 2°

Offset: 00000001 Access: DCF Client
0 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15
RO [ | ] ] [ ] [ ]
W Reserved

Resetoooo\oooo\oooo\oooo

16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
S 1] [
SRR
o2&
EI =Z CZ')
") 2 =~
%) I
¢8| 3
w Reserved ¢ = |
m L O
I
Z
Z
O, S :::_JI
S | < | <
[T ™ m
O |G
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Figure 42. UTEST2 Miscellaneous DCF Client
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Table 111. UTEST2 Miscellaneous DCF Client field descriptions

Field Description

1 Flash memory cannot be switched-off by MC_ME.CFLAON bits in RUNx

modes
Flash memory can be switched-off by MC_ME.CFLAON bits in RUNx modes

29
CFLA_ON_BYPASS_MC_ME

o

30
CFLA_ON_AFTER_STANDBY

31 BAF does not stop into an endless loop when LifeCycle = FA
BAF_EXEC_DURING_FA 0 BAF stops into an endless loop when LifeCycle = FA

Flash memory will be turn-on after the STDBY exit
Flash memory can be switched (on/off) by MC_ME.CFLAON bits

O -

N

Offset: 00000111 Access: DCF Client
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
R Reserved
w

o
o
o

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0

N
©
w
o
w
=

16 17 18 19 20 21 22 23 24 25 26 27 28

[1:0]

R Reserved

JTAG_PIN_CFG_HYSE

JTAG_PIN_CFG_ILS

w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure 43. JTAG Pin Configuration

o
o
-

Table 112. JTAG Pin Configuration field descriptions

Field Description

JTAG pins hysteresis
29 0 JTAG pins hysteresis not enabled.

JTAG_PIN_CFG_HYSE 1 JTAG pins hysteresis enabled.
Default: JTAG pins hysteresis not enabled.

JTAG pins mode

00 JTAG pins configured for AUTO mode.
30:31 01 JTAG pins configured for TTL mode.

JTAG _PIN_CFG_ILS 10 JTAG pins configured for TTL mode.

11 JTAG pins configured for CMOS mode.

Default: JTAG pins configured for TTL mode.

3
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Offset: 01001001

Access: DCF Client

3 4 5 6 7 8 9 10 11 ‘ 12 13 14

0 1 2 15
)
<I
R 0 s
Q
>
-
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
= g| i' (gl n i' I a :l o
R & I = = - A - K 152) o]
p 0 = 9 0 0 0 = 5 0 S 9 g « g 9
3 2|z > | 3 > |2/ |2 |32 |=
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Figure 44. PMC_REE_BUS
Table 113. PMC_REE_BUS field descriptions
Field Description
This bit defines whether an LVD assertion on the first supply of the ADC generates
15 a system reset.
LVD14_AS 0 rDelzzltl:)Ied. LVD assertion on the first supply of the ADC does not cause system
1 Enabled. LVD assertion on the first supply of the ADC causes system reset.
This bit defines whether an LVD assertion on the first supply of the 10
FlexRay/Ethernet generates a system reset.
16 0 Disabled. LVD assertion on the first supply of the 10 FlexRay/Ethernet does not
LVD14_IF cause system reset.
1 Enabled. LVD assertion on the first supply of the IO FlexRay/Ethernet causes
system reset.
This bit defines whether an LVD assertion on the first supply of the 10 mains
18 generates a system reset.
0 Disabled. LVD assertion on the first supply of the IO mains does not cause
LVD14_IM
system reset.
1 Enabled. LVD assertion on the first supply of the IO mains causes system reset.
This bit defines whether an HVD assertion on the first supply of the 10
FlexRay/Ethernet generates a system reset.
19 0 Disabled. HVD assertion on the first supply of the IO FlexRay/Ethernet does not
HVD13_IF cause system reset.
1 Enabled. HVD assertion on the first supply of the 10 FlexRay/Ethernet causes
system reset.
This bit defines whether an LVD assertion on the first supply of the SARADC
23 generates a system reset.
LVD11 AS 0 Disabled. LVD assertion on the first supply of the SARADC does not cause

3

system reset.
1 Enabled. LVD assertion on the first supply of the SARADC causes system reset.
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Table 113. PMC_REE_BUS field descriptions (continued)

Field Description
This bit defines whether an LVD assertion on the first supply of the 10
FlexRay/Ethernet generates a system reset.
24 0 Disabled. LVD assertion on the first supply of the 10 FlexRay/Ethernet does not
LVD11_IF cause system reset.
1 Enabled. LVD assertion on the first supply of the |0 FlexRay/Ethernet causes
system reset.
This bit defines whether an LVD assertion on the first supply of the Flash
26 generates a system reset.
0 Disabled. LVD assertion on the first supply of the Flash does not cause system
LVD11_FL reset
1 Enabled. LVD assertion on the first supply of the Flash causes system reset.
This bit defines whether an LVD assertion on the first supply of the core generates
27 a system reset.
LVD11 C 0 Disabled. LVD assertion on the first supply of the core does not cause system
- reset.
1 Enabled. LVD assertion on the first supply of the core causes system reset.
This bit defines whether an HVD assertion on the first supply of the core generates
8 a system reset.
HVD6 C 0 Disabled. HVD assertion on the first supply of the core does not cause system
- reset.
1 Enabled. HVD assertion on the first supply of the core causes system reset.
This bit defines whether an LVD assertion on the first supply of the 10 ring
29 generates a system reset.
0 Disabled. LVD assertion on the first supply of the 10 ring does not cause system
LVD3_SB reset
1 Enabled. LVD assertion on the first supply of the 10 ring causes system reset.
This bit defines whether an LVD assertion on the first supply of the Flash
30 generates a system reset.
0 Disabled. LVD assertion on the first supply of the Flash does not cause system
LVD3_FL reset
1 Enabled. LVD assertion on the first supply of the Flash causes system reset.
This bit defines whether an LVD assertion on the first supply of the core generates
31 a system reset.
LVD3 C 0 Disabled. LVD assertion on the first supply of the core does not cause system

reset.
1 Enabled. LVD assertion on the first supply of the core causes system reset.

3
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Offset: 000000000000000

Access: DCF Client

3 4 5 6 7 8 9 10 11 ‘ 12 13

0 1 2 14 15
R Reserved
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
T
R Reserved eFE | =
m
w
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0
Figure 45. Flash test mode protection
Table 114. Flash test mode protection field descriptions
Field Description
0 Efuse system is disabled.
30 .
FE 1 Efuse system is enabled.
e Default: Efuse system is enabled.
31 0 FTMP is not locked.
ETMPL 1 FTMP is locked.
Default: FTMP is not locked.
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Power management

Overview

SPC584Cx/SPC58ECx microcontrollers include a robust power management infrastructure
that enables applications to select among various operational and low-power modes and to
monitor internal voltages for high- and low-voltage conditions. The monitoring capability is
also used to ensure supply voltages and internal voltages are within the required ranges
before the microcontroller can leave reset. This chapter gives an overview of the built-in
power management features.

The power management infrastructure comprises the following modules:

e  Power Control Unit (MC_PCU)

e  Clock Generation Module (MC_CGM)

e Mode Entry Module (MC_ME)

e  Power Management Controller (PMC)

e Power Management Controller Digital Interface (PMC_DIG)

e  Smart Standby Wake-up Unit (SSWU)

This chapter describes these modules in brief. For complete details, refer to the respective
module chapters.

The MC_PCU provides a status register and a submodule, the PMC_dig (Power
Management Control Digital Interface), provides an interface to configure and control
internal voltages.

The MC_CGM generates reference clocks for all the chip blocks. It works in conjunction with
internal clock gating logic to implement low power modes.

The MC_ME module controls chip operational modes and mode transition sequences. It
also contains configuration, control and status registers accessible for the application.

The PMC module contains all the internal voltage regulator and monitors of the device: refer
to Section 10.1.3: Power management controller overview.

The PMC_DIG module is the digital interface of the PMC, and contains all the registers to
control the PMC during reset and power mode changes.

The SSWU Unit provides services to schedule sequence of tasks executed without CPU
intervention. This is aimed to reduce further power consumption during standby.

The SPC584Cx/SPC58ECx has two types of modes, SYSTEM modes and USER modes.

SYSTEM modes:
e SYSTEM modes are entered automatically on system events or on application request.
e The SYSTEM modes are: RESET, SAFE, TEST and DRUN.

USER modes:

e USER modes control performance and consumption during normal application
operation. The modes are organized according to the performance provided

e The USER modes are RUNO-3, HALT, STOP and STANDBY.

e Each mode is entered by writing a dedicated register protected by a key, to avoid
unwanted transition

RMO0407 Rev 7 ‘Yl
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Please refer to the Magic Carpet Mode Entry Module chapter for modes details.
10.1.1 Power management framework
The power management framework supports a variety of configuration options. Refer to
Figure 46 for more details. SPC584Cx/SPC58ECx implements a unique core voltage power
domain. There are no separate functional power domains.
Figure 46. Device power management framework
"News T T T T T T B
| LV = Low Voltage (1.2 V) RGM = Reset Generation Module |
| HV = High Voltage (3.3 V-5.0V) CGM = Clock Generation Module |
| PD = Power Domain CGL = Clock Gating Logic |
PCU = Power Control Unit ME = Mode Entry unit
Lo - _I
| Flash |
A
| Core 0 | [ 1op [[] Hsm | [Fiexray]
F_—— = —
, , o PD1
VDD_LV ‘ [ ¢ ¢ ¢ "% Core
) A4 | | domain
zaman | Donr ]| [ ]| [ ][] [eon]fecr][ue]|
Vreg
&
Power v v v v v L— — — — — 4
Peripheral || Peripheral || Peripheral || Peripheral | | PLL
| PMC | | SSWU | | PASS | | SAR_ADC_10bit_STDBY |
t t t . PDO
VDD_LV 7 7 7 7 3 3 3 ¢ i » STANDBY
domain
APl | [Wake-up| [ Reset &| [ 1024kHz| [ 16MHz | [ 32KHz |[ oy, | RGM | 8K SRAM &
RTC Logic Wakeup | | IRCOSC| | IRCOSC XTAL 8K HSM RAM
vector
y PD2
vbDb_LV v ¥ STANDBY
domain
24K SRAM
. PD3
vbD_Lv 7 » STANDBY
domain
224K SRAM
1. Enabled during stand-by depending on a DCF bit
10.1.2 Power management supply description
Table 115 provides an overview of the PMC supply signals.
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Table 115. Device power management controller external signals

Name Type Description

VDD_HV_ADR_S Reference | Voltage reference of ADC SAR module

VDD_HV_ADV Supply High voltage supply for the ADC modules

VDD_HV_FLA Supply | Supply pin for Flash

VDD_HV_IO_MAIN Supply | High voltage power supply for /O

VDD_HV_IO_FLEX Supply FlexRay/Ethernet I/O supply

VDD_HV_0SC Supply | Oscillator Voltage Supply

Low voltage power supply for the core area generated by

VDD_LV Supply internal regulator

Ground supply for the device / I/O. This is covering both

VSS Ground VSS_LV and VSS_HYV in case of exposed pad device.

VSS_HV_ADR_S Reference | Ground reference of ADC SAR module

VSS_HV_ADV Supply | Ground supply for the ADC modules

VSS _HV_0OSC Ground | Oscillator Ground Supply

There are constraints on some input voltages relative to other input voltages. Refer to the
device data sheet for detailed information.

Power management controller overview

The power management controller unit (PMC) contains all the device internal voltage
regulators and all the voltage monitors. The supported regulators are:

e Internal regulator

— Aninternal high power regulator (HPREG) using an external NPN bipolar as the
ballast device (Refer to the SPC584Cx/SPC58ECx datasheet for the bipolar part
number).

— Aninternal digital regulator (DREG).
e Low-power regulator
—  When the device is in STANDBY, the supply is provided by the internal LPREG
and the HPREG/DREG is off, with a reduced maximum driving capability.
e Auxiliary and clamp regulators
—  For fast current transients, auxiliary and clamp regulators are used in both
HPREG and DREG modes to improve the load regulation by compensating
voltage overshoots and under-shoots.

Please refer to the data sheet for the electrical characteristics of the regulators and the
monitors and the list of external components required. The list and functionality of the
monitors is described further in this chapter.

Figure 47 describes the top level block diagram of power management unit.

3
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Figure 47. Power management controller block diagram overview

VDDREG
VDD1P2D
| I
from SoC | LV2HV HV2LV To SoC
—» monitors | <l Digital HV <« nonitors —
. )
digital outputs I A monitpr o/ps A |A
. I
Ref1
<) Rcference |_Ref2 |_
Regulator +———p» module sense i/g Monitors
gate control
to ballasts ddreg >
different references+ monitors outputs
¥
TESTMODE —
to analog
& digital
channel
POR_vddreg POR031 por031 o/p
VDD1P2D
POR _vddreg o/p
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Figure 48. Voltage Monitor Coverage“)(z)

VDD_HV_IOx VDD_HV_FLA V[()EK':'XB’Z?V VDD_HV_IO_FLEX
POR
‘ MVD ‘ WD ‘ HVD i MVD ‘ wo wo wo HVD

UVD600_FL UVD600_IF

VOLTAGE [V]

~Typical HV supply Range for 5.0V Use Case

LVD400_IM LVD400_AS LVD400_IF
HVD400_IF

~Typical HV supply Range for 3.3V Use Case
VD290_C ‘ ‘ LVD290_FL ‘ LVD290_AS LVD290_IF
MVD270_C
MVD270_58 MVD270_FL ‘

POR200_C

STANDBY
VDD_LV_CORE VDD_LV_FLA domain

"SI

uVD140_C ‘ UVD140_FL ‘

POR

VD

HVD134_C
(HSM)
1VD100_C ‘ LVD100_FL ‘ ‘ LVD100_SB

MVD094_FA
MVD094_FB

-LV Supply Range —

‘ MVD094_C

MVD082T_C

POR031_C

1. Refer to Table 116 for VDs descriptions
2. Voltage levels for all VDs are given in the data sheet

VDD_HV_IO is redundant, ensuring that single pin failure does not prevent device from
functioning correctly. Full specification may not be guaranteed.

VDD_LV is redundant, ensuring that single pin failure does not prevent the device from
functioning correctly.
10.1.3.1 1.2V safety/spike regulator specification

SPC584Cx/SPC58ECx implements a 1.2 V safety/spike regulator. This regulator can be
used to handle fast application current variation that cannot be fully handled by external
regulator.

3

264/2856 RMO0407 Rev 7




RM0407

Power management

10.2

10.2.1

Note:

10.2.1.1

3

Low power mode support
The SPC584Cx/SPC58ECx microcontroller supports low power modes.

Dedicated logic prevents uncontrolled activation of low-power mode. This is implemented
using protected sequence from ME.

Inadvertent entry into low power mode is prevented by triple voting of the control flops, both
SW readable and otherwise.

Low power mode (HALT/STOP/STANDBY)

Low power mode may be used to control the ECU during the IDLE phase, as in a partial
networking system or when the key has been turned off and periodic tasks, like contact
monitoring, must be maintained.

STANDBY mode behaves very differently from HALT/STOP modes. For more details, refer
to Section 57.4.4.1: STANDBY Mode transition and Section 58.4.2.8: STANDBYO0 Mode.

The device implements the equivalent of an idle or power-down mode through STANDBY,
STOP and HALT mode configuration.

The entry into a low power mode is requested by the application code while the exit is
triggered by a hardware event (internal, for instance RTC/API, or external, for instance
Wake-up signal) or by the SSWU which detected a wake-up condition.

A combination of mode control and clock control (clock source selection but also peripheral
clock gating) allows the user to configure the low power modes according to his application
needs.

In STOP/HALT mode, peripheral modules can be enabled/disabled using the control
described in the ME section. For example, it is possible to keep two CAN modules, eMIOS
module and a few requested pins active. For alternate configurations, other modules can be
enabled/disabled using the control described in the ME section. External interrupt request
channels and external wake-up channels can be made active to wake-up the device in
alternative to peripherals interrupts.

All pins associated to the active modules are functional.

Control of the pins is defined by user during run time. A wake-up line is associated to each
selectable module.

One of the available modules can be configured to perform the wake-up task. For example,
with all but one CAN modules on the chip set completely to power down mode and only one
is configured for wake-up message receive (any of the modules can be configured to
perform this task).

All CAN modules can be independently configured to receive messages and respond to
wake-up messages.

Basically the low power modes allow to control the clock and the state of all peripherals
(analog and digital) but also select the mode of the flash module as well as select and
enable/disable clock sources like PLL or oscillator.

ECU in SLEEP mode versus Contact Monitoring

Most Body ECU are requested to support a SLEEP mode which is activated while the car is
stopped and switched off.
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The activity to be maintained during the SLEEP mode depends on the application, while a
BCM has to ensure the periodic contact monitoring task, a simple Junction Box may just
monitor the battery voltage.

So in most cases a Body ECU remains supplied and active in SLEEP mode, therefore
SPC584Cx/SPC58ECx offers a versatile module, called Smart Standby Wake-up Unit, to
handle in STANDBY mode, though without CPU intervention, the periodic event monitoring
tasks.

More details about those advanced low power modes are described in the SSWU and ME
specific chapters.

Flash power requirements

During start-up operation, the flash module operates from an untrimmed regulator, which
has a slightly larger variation than the ideal case. During this start-up phase, the flash can
still be read, but it must be read at a slower rate. While operating in this slower read mode,
the flash can operate at a much reduced voltage.

Following completion of the start-up phase the regulator is in its trimmed condition, and
subsequently the flash module reference current has also been trimmed. Therefore when
entering normal operation the flash can be read in the normal access manner and support
the full flash specification.

Device trimming

During the initialization phase the device defaults to a pre-determined state for each of the
LVDs, HVDs and the internal regulators. As the flash becomes available the differential read
process allows the trimmed data to be available for trimming the internal LVDs, HVDs and

regulators.

Please refer to Section 10.6 for further details.

Supply monitoring (POR and LVDs)

The function of the POR and LVD circuits is to hold the device in reset regardless of how
slow the supply voltage rise is, until the point at which the POR and LVDs are released.

The POR and LVD circuits function correctly even if the input voltage is non monotonic.

Power-on reset (POR)

The PMC implements two internal power-on reset circuits:

e PORO031_C monitors the voltage on the 1.2 V input supply. It is monitoring the
VDD_LV_CORE pin. The POR031_C asserts a reset when the input supply is below
defined values.

e POR200_C monitors the voltage on the 5.0 V - 3.3 V input supply. It is monitoring the
VDD_HV_IO_MAIN pin. The POR trip point is high enough to make sure all the LVD
circuits are functional.

Refer to Chapter 8: Reset and Boot for PORST/ESRO pin functionality.

3
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Behavior of device LVD / HVD

Although there is an option to disable the LVD and HVD following reset (refer to

Section 10.5.3), they are capable of being used in a ‘monitor’ only mode and also capable of
generating a safe / interrupt event. Figure 49 illustrates the behavior of these internal LVD /
HVD circuits during the power on phase, through device initialization and subsequently in

‘normal’ run / operating mode.

The LVDs/HVDs can also be configured after device initialization preventing reset to happen
when supply crosses the LVD threshold, effectively providing a higher voltage operating
range. It is the responsibility of the application to ensure that the device remains in the

functional range.

Figure 49. Internal LVD and HVD in configuration example during power-up

3.3V LVD290 assertion point

Supply | | vp290 threshold

—

MVD270 threshold /-\ /

LVD100 assertion point

MVD094 de-assertion point

MVD094 threshold

1.2v /7
Supply LVD100 threshold /\,\\\yr\v
\J

Voltage detections (MVDs, LVDs, HVDs, UVDs)

The internal LVD circuits, monitor when the voltage on the corresponding supply is below

the defined values and either assert a reset or an interrupt. The LVDs also support

hysteresis in the falling and rising trip points.
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10.5.3.1 LVD

and HVD implementation

All LVDs and HVDs are capable of generating either an RGM and/or FCCU event
and/or interrupt event.

All LVDs and HVD configured for reset generation can cause functional or destructive
reset. MC_RGM PHASEDO is not exited until all destructive reset conditions are cleared.

The appropriate bits in the PMC registers are set by LVD and HVD events. Please refer
to Power management controller digital interface chapter (PMC_Dig).

The LVDs and HVDs control is protected by the register protection scheme. Therefore
it is configurable as long as the scheme is followed. Refer to Chapter 79: Register
Protection (REG_PROT).

SPC584Cx/SPC58ECx implements REE (Reset event enable) DCF records to allow to
associate “configurable” LVDs/HVDs to a RESET event. This is a write mechanism
managed by SSCM during device initialization. When RESET event is selected through
REE DCF record, it cannot be disabled by software programming of PMC REE register.
When RESET event is not selected through REE DCF record, LVDs/HVDs trigger
event reaction depends on the programming of the PMC REE/RES/IE/FEE registers.
Refer to Chapter 9: Device Configuration Format (DCF) Records.

When the LVD or the HVD is enabled for destructive reset generation and a
subsequent trigger event is detected, the external PORST pin is driven low.

Note: The full list of voltage monitors is provided in Table 116. The functionality and configurability
are reported in Figure 50 and Table 117.
Note: MVDs/UVDs are not configurable.
Table 116. Voltage monitors description
Voltage
Monitor name reference Description Monitor sensing
number
POWER MANAGEMENT UNIT VOLTAGE MONITORS: LOW VOLTAGE SUPPLY
POR031_C . Low .voltage supply power-on reset voltage
monitor
MVDO082T_C VD1 LV supply core minimum voltage detector VDD_LV_CORE
MVD094_C VD2 LV supply core minimum voltage detector VDD _LV_CORE
MVDO094_FA VD2 LV supply flash minimum voltage detector VDD_LV_FLA
MVD094_FB VD2 LV supply flash minimum voltage monitor VDD_LV_FLA
LvVD100_C VD3 LV supply core low voltage detector VDD_LV_CORE
LVD100_FL VD3 LV supply flash low voltage detector VDD_LV_FLA
LVD100_SB VD3 LV supply STANDBY low voltage detector VDD_LV_STBY
HVD134 C VD6 LV supply core high voltage detector VDD _LV_CORE
uvD140_C VD7 LV supply core upper voltage detector VDD_LV_CORE
UvD140_FL VD7 LV supply flash upper voltage detector VDD_LV_FLA
268/2856 RMO0407 Rev 7 "_l
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Table 116. Voltage monitors description (continued)

Voltage
Monitor name reference Description Monitor sensing
number
POWER MANAGEMENT UNIT VOLTAGE MONITORS: HIGH VOLTAGE SUPPLY

POR200_C . rI—:}i(g;::it\(/)orItage supply power-on reset voltage
MvD270_C VD10 | HV supply core minimum voltage monitor VDD_HV_IOx
MVD270_FL VD10 | HV supply flash minimum voltage monitor VDD_HV_FLA
MVD270_SB VD10 |HV supply STANDBY minimum voltage monitor |VDD_HV_IOx (in Standby)
LvD290 C VD11 HV supply core low voltage monitor VDD_HV_10x
LVD290_FL VD11 HV supply flash low voltage monitor VDD_HV_FLA
LVD290_AS VD11 HV supply ADC low voltage monitor VDD_HV_ADV (SAR ADC)
LVD290_IF VD11 HV supply I/0 low voltage monitor VDD_HV_IO_FLEX
HVD400_IF VD13 | HV supply I/O high voltage monitor VDD_HV_IO_FLEX
LVD400_IM VD14 | HV supply core low voltage monitor VDD_HV_10x
LVD400_AS VD14 | HV supply ADC low voltage detector VDD_HV_ADV (SAR ADC)
LVD400_IF VD14 | HV supply I/O main low voltage detector VDD_HV_IO_FLEX
UvD600_FL VD15 | HV supply flash upper voltage monitor VDD_HV_IO_FLASH
UVD600_IF VD15 | HV supply I/O upper voltage monitor VDD_HV_IO_FLEX

3

Figure 50 provides the functionality of monitors depending on configuration.
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Figure 50. Voltage monitors functionality
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Table 117 provides the monitor status depending on configuration.

Table 117. Voltage monitors configurability

Monitor | Reset Event | Reset Event Psxz?ntg
(1) (1)
type Enable Select Registerm

Interrupt
Enable(!

FCCU Event
Enable("

Reset Event
Enable
pcr()

MVDs No No No

No

No

No

LVDs Yes Yes Yes

Yes

Yes

Yes

HVDs Yes Yes Yes

Yes

Yes

Yes

UVDs No No No

No

No

No

1. Refer to the Power management controller digital interface (PMC_Dig) chapter.

Power sequence

The following sections describe the power sequence and the relation between the different

supplies during power-up and power-down.

The device is considered to be in a power sequence (or POWERUP state) when it is either
not supplied or partially supplied. An internal power-on signal is used to identify POWERUP
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10.6.1.1

10.6.1.2

10.6.1.2.1

3

state. This signal is released high on exit of power sequence. The power-on signal is a
combination of the LVDs monitoring the following supplies:

e VDD LV

e VDD HV_IO

e VDD_HV_FLA

The actual threshold use for each LVD is dependent on the configuration of the device. This
is configurable by hardware (flash option bits content) or by software (LVD event

configuration through register interface). Once power-on signal has been asserted, device
configuration is reset to default power-up configuration.

Power-up sequence

In this section it is assumed that all supplies are low when entering the power-up sequence.
Brown-out and power down sequences are managed in specific sections.

POWERUP state

At the beginning of power-up, the internal power-on signal remains low due to internal

parasitics diodes. As soon as minimum threshold is reached on VDD _LV and VDD_HV
supply, the internal power-on signal is forced low until power-up LVDs reach upper not
trimmed threshold (refer to SPC584Cx/SPC58ECx datasheet).

The different supplies can rise independently as long as the constraints described in the
SPC584Cx/SPC58ECx datasheet are met.

During power-up, all functional terminals are maintained into a known state as described in
the SPC584Cx/SPC58ECx datasheet.

POWERUP exit

The POWERUP state can be exited when both VDD_LV and VDD_HV are above the
internal LVD thresholds.

VDD_LV conditions and LVD trimming/enabling sequence

During POWERUP, only the following low voltage VDs are enabled:
e MVDO082T_C, MVD094_C, MVD094_FA, MVD094_FB, UVD140_C, UDV140_FL

The VDD_LV conditions to exit POWERUP are the following:
e MVD094 _C, MVD094_FA, MVD094 FB upper threshold is crossed
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Figure 51. VDD_LV monitored voltages during power-up
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After the POWERUP exit conditions (low voltage, high voltage conditions) have been
verified, the internal power-on signal is released to all analog modules.

The internal RC oscillator module (IRCOSC) starts initialization and provides clock to the
system after trcstarTUP- PMC digital interface reset is released after two RC clock cycles
and LVD100_C is masked. Only MVD094_C remains active.

MVDO094_C and LVD100_C share the same reference. This difference provides margin with
respect to maximum internal resistive drop and hysteresis addressing external supply.

The device proceeds through the reset sequence through RGM phase PHASEDO,
PHASE1[DEST], PHASE2[DEST] and PHASE3[DEST].

Voltage detector (LVD/HVD) modules are trimmed at the beginning of PHASE3[DEST].
Trimming of LVDs/HVDs are stored as internal DCF records. They are read by SSCM at low
voltage, using the differential flash read accesses and applied to each LVDs/HVDs module.
After analog delay (t,ypTtrim) has elapsed, the PMC acknowledges that all LVDs/HVDs have
been trimmed and supply is above threshold, the SSCM proceeds with the reset sequence,
eventually running full speed accesses to the flash to read the option bits required to
complete device configuration.

The configurable LVD/HVD modules can optionally be unmasked at the end of
PHASE3[DEST]. Mask information is read as DCF record from the fl<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>