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This document is intended for trained and experienced technical personnel familiar
with the existing Cisco Wireless Networking Group (WNG) product line and features.

Catalyst 9120 overview:
Designed for next-generation mobility
The Cisco Catalyst® 9120 access points with high-performance Wi-Fi 6 capabilities and innovations in RF

performance, security, and analytics enable end-to-end digitization and help accelerate the rollout of business
services by delivering beyond Wi-Fi.

¢ Resilient: Increased efficiency and cellular-like determinism with up to 4x capacity relative to 802.11ac
access points, even in demanding environments

e Secure: Along with built-in security, and Software Defined Access SDA support, these access points can
deliver standards-compliant, enhanced security on open Wi-Fi

e Intelligent: With multi-RF support paramount for Internet of Things (IoT) devices and expanded ecosystem
partnerships, the Catalyst 9100 portfolio provides unprecedented visibility from mobile devices on the Cisco
network along with enhanced Cisco DNA assurance

The Catalyst 9100 Series access points come with built-in security in the form of secure boot, runtime defenses,
image signing, integrity verification, and hardware authenticity. The Catalyst 9100 portfolio, with Wi-Fi 6, provides
reliable wireless to meet the needs of your branch and campus network deployments.
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Catalyst 9120 key features:

« Next-generation 802.11ax access points with 4x4 MIMO with four spatial streams:
° 4x4:4 on 5 GHz with MU-MIMO and downlink/uplink OFDMA
o 4x4:4 on 2.4 GHz with MU-MIMO and downlink/uplink OFDMA
o Combined data rate of 5.2 Gbps

e Cisco DNA ready

e Cisco RF ASIC w/Next-Generation CleanAir® and upgradable RF Features

¢ Built-in Bluetooth Low Energy (BLE) radio (Bluetooth 5.0)

o Multigigabit Ethernet (1 Gbps, 2.5 Gbps)

e USB

e Supports up to 400 Wi-Fi devices (200 per radio)

e 10T ready (Zigbee, Thread)

e Internal and external antenna options

e Operating temperature 0° to 50°C (32° to 122°F)

Catalyst 9120 key capabilities:

e Orthogonal Frequency Division Multiple Access (OFDMA) and MU-MIMO - Deliver a more predictable
performance for advanced applications and loT

e Superior security with RF signature capture, rogue detection, and device classification
¢ Container support — Multilingual Access Point with dockers’ support to host loT applications

o Multigigabit Support - Seamlessly offload network traffic without any bottlenecks and allow for higher
throughputs with minimum cost

¢ Integrated Bluetooth 5.0 — Multi-RF technologies to enable IoT use cases
¢ Internal and external antenna support — Flexible deployment options for various campus types
o Multiple input power options, ranging from 802.3af (limited) to 802.3bt

In addition, the Cisco Catalyst 9100 Series access points support software-defined access—Cisco’s leading
enterprise architecture.

© 2020 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 2 of 31



Choosing the right access point

Models 9120i and 9120e

Cisco Catalyst 9120i and Cisco Catalyst 9120e (external antenna version)

Use cases for 9120i
o Aesthetics (carpeted areas)
« No additional antenna costs
e Less items to install

e Sometimes better for high ceilings

Use cases for 9120e
¢ Industrial applications requiring a higher temperature
e External or directional antennas are desired (inside/outside use)
e Longer range or need to focus energy
o Dual 5-GHz (covering different cell areas) directional/omnidirectional

e Use of legacy single-band antennas or different 2.4-GHz/5-GHz cells

© 2020 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 3 of 31



Catalyst 9120 new mechanical design:

The Catalyst 9100 Series access points are built from the ground up, with a new aerodynamic look and smooth
finish, integrating RF excellence and next-generation technologies to provide the best-in-class wireless experience
without compromise. While packing several high-performance features, the hardware is redesigned to deliver
higher efficiencies in a more compact form factor to make visually appealing Wi-Fi deployments commonplace.
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SKU Physical Dimensions Weight

Catalyst 91201 8.5"x8.5"x1.7” 2.87 Ib. (1.3 kg)

Mechanicals: Catalyst 91201
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SKU Physical Dimensions Weight

Catalyst 9120E 8.5"x8.5"x 2’ 3.0 Ib. (1.36 kg)

Mechanicals: Catalyst 9120E

Note: The 9120 Series is approximately 13% lighter and has 25% lower volume than the AP-2800 Series, yet is
easy to deploy using the same Cisco Aironet™ AIR-BRACKET-1 and AIR-BRACKET-2 mounting hardware.
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Catalyst 9120 mounting options

There are many different installation options available depending upon the requirements of the customer. Brackets
are available from Cisco as well as third-party companies. During the ordering process, the customer may choose
one of two brackets (but not both). Each bracket is a zero-dollar ($0) option at the time of configuration. If the
customer does not choose a bracket, the selection default is AIR-AP-BRACKET-1, which is the most popular for
ceiling installations. The other choice is a universal bracket that carries part number AIR-AP-BRACKET-2.

AIR-AP-BRACKET-1 AIR-AP-BRACKET-2
AP Bracket: Low-Profile AP Bracket: Universal

Two different types of mounting brackets

If the AP will be mounted directly to a ceiling on the gridwork, then AIR-AP-BRACKET-1 mounts flush and has the
lowest profile. However, if the AP will be mounted to an electrical box or other wiring fixture, or inside a National
Electrical Manufactuers Association (NEMA) enclosure or perhaps wall mounted, then AIR-AP-BRACKET-2 is a
better choice. The extra space in the bracket allows for wiring, and the extra holes line up with many popular
electrical boxes. When mounting the bracket to the ceiling gridwork, some ceiling tiles are recessed. For this
reason, two different styles of ceiling clips, recessed and flush rails, are available see below.

AIR-AP-T-RAIL-R AIR-AP-T-RAIL-F
Ceiling Grid Clip (Recessed) Ceiling Grid Clip (Flush)

Different clips are available for attaching to ceiling grid work
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Channel rail adapters - Cisco part number AIR-CHNL-ADAPTER

When mounting APs to ceiling channel rails such as the ones shown in Figure 10, an optional channel adapter is
used: AIR-CHNL-ADAPTER. It comes in a two-pack and attaches to the ceiling grid clip above. Refer to Figures 11
and 12.

Example of channel rails

AIR-CHNL-ADAPTER mounted to rail clip (left) and finished installation (right)
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Wall mounting the AP

When wall mounting is desired, the installer should understand that walls can be a physical obstacle to the wireless
signal; therefore, maintaining 360-degree coverage may be compromised by the wall. If the wall is an outside wall
and/or the goal is to send the signal in a 180-degree pattern instead, a directional antenna often referred to as a
“patch” antenna may be a better choice assuming the external antenna model is used.

Avoid wall mounting APs with internal antennas unless you use an optional right-angle mount (available from third-
party companies), as the internal antenna model was designed to mount to a ceiling to provide 360-degree

coverage.
. Features:
AccelTex AccelTex Solutions
Solutions universal AP L-Bracket * The universal AP L Bracket wall
wall mount with cover mount with cover allows AP to
ATS-APLBKT-COV-UNIV1 be mounted while maintaining
Mounts the preferred horizontal

orientation to the ground

Cisco Catalyst 9117AX AP Cisco Catalyst 9115AX AP
with AccelTex wall mount with AccelTex wall mount
AccelTex mounting solutions for 9115, 9117, and 9120 Series access points
The following third-party companies are recommended for different types of mounting solutions.

www.oberoninc.com/

www.acceltex.com/

www.ventev.com/

If wall mounted in a non-ceiling orientation the signal may penetrate the floor above and below, causing unintended
coverage that could result in additional, needless roaming access when a mobility client (for example, a user with a
Wi-Fi phone walks by on an adjacent floor).
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Wall mounting access point with internal antennas

Wall mounting is acceptable for small

deployments such as hotspots, kiosks,
transportation or small coverage areas.
But NOT for enterprise deployments.

O ! Note: Wall mounting may create

unwanted coverage areas on the

! . ! floor above or below

Coverage is always more

. . This is not desirable for voice as it may
uniform when installed on !

cause excessive roams and is directional as

the ceiling tile or grid area metal is behind the antennas (backside).

Caveats when wall mounting the 9120 Series

Changing the color of an AP

If there is a desire to change the color of an AP, rather than painting the AP, which would void the warranty,
consider using colored vinyl tape or using a colored plastic cover from Oberon.

e £ If the environment requires an AP color
Z change or you have a requirement to remove
the Cisco logo or LED you have options

www.oberonwireless.com

Phone (814) 867-2312

Part numbers:
1140/3500i/3600i-SKIN
3600e-SKIN
1260/3500e-SKIN

Specifications:

- Fabricated from textured ABS plastic

 The skin is virtually transparent to access point radio frequency signals

- Attaches to access point with Velcro tabs (included)

- Standard color is black

+ Skins are paintable

= Custom colors are available on request. Please contact your Oberon representative

Oberon third-party option for changing the AP color, adding a custom logo, or hiding the LED
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Another third-party option is a vinyl “skin” such as this one from AccelTex

Above the ceiling tiles

The Catalyst 9120i and 9120e are rated for installation in the Plenum area (UL-2043). Many customers prefer to
locate the AP so that nothing can be visible on the ceiling. In some cases, this is preferred for aesthetic reasons, so
customers may install the AP above a drop ceiling. This also may be preferred in high-theft areas such as
classrooms or in areas where policy dictates that nothing can be visible on the ceiling.

When this is a hard requirement, optional T-bar hangar accessories from third-party companies such as Erico and
Cooper can be used (Figure 18). The Erico Caddy 512a, the Cooper B-Line BA50a, or similar T-bar Grid can be
used.

For more information, see:
www.erico.com/

www.cooperindustries.com/
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T-Bar grid mounting bracket parts

6 1 3 2 6 1

1 Suspended ceiling T-rail 4 Universal bracket
2 T-bar box hanger 5 Access point
3 Bracket mounting clip 6 T-rail clip

Example of how to hang an AP above the ceiling tiles

NOTE: Installing APs above the ceiling tiles should only be done when mounting below the ceiling is not an
option. The tiles must not be conductive; such installations can certainly degrade advanced RF features such as
voice and location, so verify coverage and performance. Always try to mount the AP as close to the inside middle
of the tile as possible, and avoid areas with obstructions.

fiStay clear of large metal
objects like ducts and lighting
as it will cause the signal to
become directional

Gridwork and metal objects
all increase multipath as well
as RF (dead spots & nulls)

Installing the AP above ceiling tiles: pick an area clear of obstructions, avoid ceiling clutter
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Areas with high vibration

If the access point is installed using a “side arm”—type mount or other mounting locations where there is a
likelihood of high vibration, it is recommended that a padlock or metal pin be used to prevent the AP from vibrating
loose from the bracket.

In areas of high vibration, itis recommended thata
padlock or locking pin be used to prevent the AP

The McMagter pa rt number is: from vibrating loose from the bracket- The Pin on
. the leftis available from McMaster-Carr and the part

90319A120 number is #0319A120 at www.mcmaster.com

A metal pin or padlock will not deteriorate over time so it is better than a plastic tie

Catalyst 9120 and Power over Ethernet (PoE)

Benefit — Flexible power options even with limited 802.3af power

Catalyst 9120 | Power Source | Power Type 2.4 GHz Radio |5 GHz Radio Link Speed USB PD Power
series Draw
POE x4 4x4 Y

C9120AXI 802.3at 2.5G 255W

C9120AXE / 802.3at POE 4x4 4x4 2.5G Y 255W
C9120AXP

C9120AXI/ 802.3af POE 1x1 1x1 1G N 13.4W
C9120AXE /
C9120AXP

C9120AXI1 / 802.3af POE 2x2 N 1G N 13.4 W
C9120AXE /
C9120AXP

C9120AXI/ 802.3af POE N 2x2 1G N 134 W
C9120AXE /
C9120AXP

PoE draw: 9120 Series

Note: Ethernet cable recommendation is CAT-6 with a maximum distance of 328 feet (100 meters). Power
required at the Power Source Equipment (PSE) will be higher depending on the cable length and other
environmental issues.
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Cisco has a line of multigigabit products that can easily power these access points

Catalyst 9120 — Integrated Cisco RF ASIC

Benefit — Improving RF spectrum and performance of the access point client-serving radios.

Next-generation Wi-Fi 6 access points starting with the Catalyst 9120 Series now contain a new radio based on a
custom-designed Cisco silicon referred to as an ASIC (application-specific integrated circuit). This analytics radio
enhances the performance of the access point’s client serving radios, as all this deep RF analysis is done on the

RF ASIC.

The function of the Cisco RF ASIC (actually two ASIC chips) one is to analyze a frequency or range of frequencies
of interest converting the received RF signal into Quadrature Signals known as 1/Q data. This 1/Q data is then
passed onto a second ASIC that is a dedicated baseband processor for a deep RF analysis such as determining
granular changes in the phase and amplitude as well as the modulation characteristics of the inspected signal.

The I/Q data is evaluated by the Spectrum Analysis Engine (SAgE), which is custom designed to identify sources
of non-Wi-Fi interference, at the highest resolution, in the most simple and effective way.

Think of the RF ASIC as a unique piece of hardware that not only contains CleanAir and SAgQE, but is also much
more advanced and has the capability to support advanced features in the future with software upgrades.

The initial capabilities of the RF ASIC include all the features of CleanAir/SAgE as well as the ability to sense DFS
(Dynamic Frequency Selection) events to augment the serving radio’s analysis of DFS for the very best DFS
detection in the industry. This greatly improves spectrum analysis and provides an always-on “second opinion” of
the radio spectrum. This is referred to as dual DFS. In addition, the RF ASIC also plays a key role in Cisco’s RRM
(Radio Resource Management) by providing off-channel analysis.
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