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D-Link reserves the right to revise this publication and to make changes in the content hereof without obligation to notify any
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Section 1 - Product Overview

Package Contents

Wireless AC Dual-Band ADSL2+ Modem Router

Ethernet Cable

Power Adapter

WI-FI Configuration Note

If any of the above items are missing, please contact your reseller.

Note: Using a power supply with a different voltage rating than the one included with the Wireless AC Dual-Band ADSL2+ Modem Router
will cause damage and void the warranty for this product.
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Section 1 - Product Overview

System Requirements

Network Requirements

« An Ethernet-based Cable or DSL modem
« [EEE 802.11ac, 802.11a, 802.11n or 802.11g wireless clients
- 10/100 Ethernet

Web-based Configuration
Utility Requirements

Computer with the following:
« Windows®, Macintosh, or Linux-based operating system
+ An installed Ethernet adapter

Browser Requirements:
Microsoft Internet Explorer® v7, Mozilla® Firefox® v9.0,
Google® Chrome 16.0, or Safari® v4 or higher version

Windows" Users: Make sure you have the latest version of Java
installed. Visit www.java.com to download the latest version.
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Section 1 - Product Overview

Introduction

The D-Link Wireless AC Dual-Band ADSL2+ Modem Router is a IEEE 802.11ac compliant device that delivers up to 3 times faster
speeds than 802.11n while staying backward compatible with 802.11a/g/b devices. Connect the Wireless AC Dual-Band ADSL2+
Modem Router to a Cable or DSL modem and provide high-speed Internet access to multiple computers, game consoles, and
media players. Create a secure wireless network to share photos, files, music, videos, printers, and network storage. Powered
by the 802.11ac technology this router provides wireless coverage for homes and offices, or for users running bandwidth-
intensive applications.

With some routers, all wired and wireless traffic, including VolP, Video Streaming, Online Gaming, and Web browsing are mixed
together into a single data stream. By handling data this way, applications like video streaming could pause or delay. With the
D-Link Intelligent QoS Technology, wired and wireless traffic are analyzed and separated into multiple data streams.

The Wireless AC Dual-Band ADSL2+ Modem Router supports the latest wireless security features to help prevent unauthorized
access, be it from over a wireless network or the Internet. Support for WPA™ and WPA2™ standards ensure that you will be able
to use the best possible encryption regardless of your client devices. In addition, this router utilizes Dual Active Firewalls (SPI
and NAT) to prevent potential attacks from across the Internet for the ideal centerpiece for your wireless network in the home
or office.

D-Link Wireless AC Dual-Band ADSL Router User Manual 3



Section 1 - Product Overview

Features

« Ultimate Fast Wireless Networking - The Wireless AC Dual-Band ADSL2+ Modem Routerprovides up to
300Mbps wireless connection in 2.4GHz band, 433Mbps wireless connection in 5GHz with other 802.11ac and
draft 802.11n wireless clients. This capability allows users to participate in real-time activities online, such as
video streaming, online gaming, and real-time audio. The performance of this 802.11ac wireless router gives
you the freedom of wireless networking at speeds 3x faster than 802.11n.

« Compatible with 802.11a/g/n Devices - The Wireless AC Dual-Band ADSL2+ Modem Router is still fully
compatible with the IEEE 802.11a, 802.11g and 802.11n, so it can connect with existing 802.11a, 802.11g and
802.11n PCl, USB, and Cardbus adapters.

« Advanced Firewall Features - The Web-based user interface displays a number of advanced network
management features including:

- Content Filtering - Easily applied content filtering based on MAC Address, URL, and/or Domain
Name.

- Filter Scheduling - These filters can be scheduled to be active on certain days or for a duration of
hours or minutes.

- Secure Multiple/Concurrent Sessions - The Wireless AC Dual-Band ADSL2+ Modem Router can
pass through VPN sessions. It supports multiple and concurrent IPSec and PPTP sessions, so users
behind the Wireless AC Dual-Band ADSL2+ Modem Router can securely access corporate networks.

« User-friendly Setup Wizard - Through its easy-to-use Web-based user interface, the Wireless AC Dual-Band
ADSL2+ Modem Router lets you control what information is accessible to those on the wireless network, whether
from the Internet or from your company’s server. Configure your router to your specific settings within minutes.

* Maximum wireless signal rate derived from IEEE Standard 802.11a, 802.11g, 802.11n and draft 802.11ac specifications. Actual data throughput will vary. Network conditions
and environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental
conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Overview
LEDs
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1 Power LED A solid green light indicates a proper connection to the power supply.

2 DSL LED A solid green light indicates a proper DSL connection.

3 Internet LED A solid light indicates connection on the Internet port.

4 Local Network LEDs ¢h5i2Ili_célljigbl?itnilr(\;j;cl?rtiizad;(zgrt\;cr’:isﬁi;cgs: Ethernet-enabled computer on ports 1-4.
5 Wireless LED A solid light indicates that the wireless networks are ready.

6 WPS LED This LED blinks during WPS handshake phase.

7 USB LED A solid green light indicates a USB is connected.

D-Link Wireless AC Dual-Band ADSL Router User Manual



Section 1 - Product Overview

Hardware Overview
Back

LAN1 LAN2 LAN3  LAN4

Internet/DSL Port

Using an Ethernet cable, connect your broadband modem to this port.

LAN Ports (1-4)

Connect 10/100 Ethernet devices such as computers, switches, storage (NAS) devices and game consoles.

Reset Button

Insert a paperclip in the hole and wait for several seconds to reset the router to default settings.

USB Port

Attaches to a USB 2.0 printer or storage device to share with your network.

Ui | H W N =

Power Receptor

Receptor for the supplied power adapter.
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Section 1 - Product Overview

Hardware Overview
Left

2.4 GHz Wireless |Use this button to initiate a WPS connection on the 2.4 GHz band.

5 GHz Wireless  |Use this button to initiate a WPS connection on the 5 GHz band.

Power Use this button to power the device on or off.
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Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the router
in an enclosed area such as a closet, cabinet, or in the attic or garage.

Before you Begin

« Please configure the router with the computer that was last connected directly to your modem.

« You can only use the Ethernet port on your modem. If you were using the USB connection before using the router,
then you must turn off your modem, disconnect the USB cable and connect an Ethernet cable to the Internet port

on the router, and then turn the modem back on. In some cases, you may need to call your ISP to change connection
types (USB to Ethernet).

- Ifyou have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as WinPoet,
Broadjump, or Enternet 300 from your computer or you will not be able to connect to the Internet.

D-Link Wireless AC Dual-Band ADSL Router User Manual 8



Section 2 - Installation

Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard, the D-Link
wireless family of products will allow you to securely access the data you want, when and where you want it. You will be able
to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals instead of
wires. Wireless LANs are used increasingly in both home and office environments, and public areas such as airports, coffee shops
and universities. Innovative ways to utilize WLAN technology are helping people to work and communicate more efficiently.
Increased mobility and the absence of cabling and other fixed infrastructure have proven to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop and desktop
systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in order to
use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device used to provide
this link.

D-Link Wireless AC Dual-Band ADSL Router User Manual 9



Section 2 - Installation

Wireless Installation Considerations

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within the
operating range of your wireless network. Keep in mind, however, that the number, thickness and location of walls, ceilings,
or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary depending on the types
of materials and background RF (radio frequency) noise in your home or business. The key to maximizing wireless range is to
follow these basic guidelines:

1. Keep the number of walls and ceilings between the D-Link router and other network devices to a minimum -
each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position your devices so that
the number of walls or ceilings is minimized.

2. Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a 45-degree angle
appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters) thick! Position
devices so that the signal will travel straight through a wall or ceiling (instead of at an angle) for better reception.

3. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on range.
Try to position access points, wireless routers, and computers so that the signal passes through drywall or open
doorways. Materials and objects such as glass, steel, metal, walls with insulation, water (fish tanks), mirrors, file
cabinets, brick, and concrete will degrade your wireless signal.

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate RF
noise.

5. If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and home security
systems), your wireless connection may degrade dramatically or drop completely. Make sure your 2.4GHz phone
base is as far away from your wireless devices as possible. The base transmits a signal even if the phone in not
in use.

D-Link Wireless AC Dual-Band ADSL Router User Manual 10



Section 2 - Installation

Installation

1. Turn off and unplug your cable or DSL broadband modem. This is required.

Modem @

®

M\@_ !@

2. Position your router close to your modem and a computer. Place the router in an open area of your intended
work area for better wireless coverage.

3. Unplug the Ethernet cable from your modem (or existing router if upgrading) that is connected to your computer.
Plug it into the LAN port labeled 1 on the back of your router. The router is now connected to your computer.

B ‘ @‘
@@ @
———
—
———
——
—
———
———
GO-DSL-AC750
Computer
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Section 2 - Installation

Connect a Wireless Client to your Router
WPS Button

The easiest and most secure way to connect your wireless devices to the router is WPS (Wi-Fi Protected Setup). Most wireless
devices such as wireless adapters, media players, Blu-ray DVD players, wireless printers and cameras will have a WPS button (or
a software utility with WPS) that you can press to connect to the GO-DSL-AC750 router. Please refer to your user manual for the
wireless device you want to connect to make sure you understand how to enable WPS. Once you know, follow the steps below:

Step 1 - Press the WPS button on the side of GO-DSL-AC750 for about 1 second. The Internet LED on the front will start to blink.

2.4 GHZ WPS Button
5 GHZ WPS Button

Step 2 - Within 2 minutes, press the WPS button on your wireless client (or launch the software utility and start the WPS
process).

Step 3 - Allow up to 1T minute to configure. Once the Internet light stops blinking, you will be connected and your wireless
connection will be secure with WPA2.

D-Link Wireless AC Dual-Band ADSL Router User Manual 12



Section 3 - Configuration

Configuration
Web-based Configuration Utility

This section will show you how to configure your D-Link wireless access point using the web-based configuration utility.

If you wish to change the default settings or adjust the
configuration of the GO-DSL-AC750 you may use the web-
based configuration utility.

To access the configuration utility, open a web browser N . o

such as Internet Explorer and enter http://192.168.1.1 in ekl“}'] @ http:/192.1681.1

the address field. — = —— =

Select admin from the drop-down menu and then enter e
your password. The default password is admin. You will be Input userame and password

directed to the Setup Wizard page.

Username :  admin|x|
Password : ssses

[] remember my login info. on this computer

This wizard is designed to guide you through a step-by-step
process to configure your new D-Link router and connect to the
Internet.

Click the Setup Wizard button to continue.

D-Link Wireless AC Dual-Band ADSL Router User Manual 13



Section 3 - Configuration

Setup Wizard

Click Setup Wizard to configure your router. INTERNET CONNECTION WIZARD

You can use this wizard for assistance and quick connection of your new Router to the Intemnet. You will be presented with
step-by-step instructions in order to get your Internet connection up and running. Click the button below to begin.

If you want to configure the access point manually without running
the Wiza rd, Ski p to ”Ma n ual CO nﬁg u ration" On page 20. Note: Before launching the wizard, pleass ensure you have correctly followed the steps outlined in the Quick Installation

Guide included with the router,

Click Next to continue.

This wizard will guide you through a step-by-step process to configure your new router and connect to the Internet.
= Step 1 : Set Time and Date
m Step 2 : Setup Internet Connection
= Step 3 : Configure Wireless Network

= Step 4 : Completed and Quit

D-Link Wireless AC Dual-Band ADSL Router User Manual 14



Section 3 - Configuration

This section of the wizard enables you to use an international time

server to set the internal time and date for the router.

Automatically Synchronize: Enable or disable automatic synchronisation
with an Internet Time Server.
1st NTP Time Server: Specify an address for the primary Internet
Time Server.
2nd NTP Time Server: Specify an address for the secondary Internet
Time Server.
Time Zone: Select your time zone from the drop down
menu.
Enable Daylight Saving: Enable or disable daylight saving.
Daylight Saving Start/End: Specify the time and date when daylight sav-
ing should start/end.

—~2-3-4

The Time Configuration option allows you to configure, update, and maintain the correct time on the internal system dock. From
this section you can set the time zone that you are in and set the NTP (Network Time Protocol) Server. Daylight Saving can also
be configured to automatically adjust the time when needed.

TIME SETTING

Automatically synchronize with Internet time servers

1st NTP time server : europe pool nip.org
2nd NTP time server : 192.168.2.100

TIME CONFIGURATION

Time Zone : | (GMT+01:00) A . Berlin, Rome, Vienne, Paris | =]

Enable Daylight Saving
Daylight Saving Start : 2012 Year 03 Mon 11 Day 02 Hour 00 Min 00 Sec

Daylight Saving End : 2012 vear 11 Mon 04 Day 02 Hour 00 Min 00 sec

D-Link Wireless AC Dual-Band ADSL Router User Manual
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Section 3 - Configuration

This section of the wizard enables you to configure your internet
connection type. Select the appropriate wan connection type which
is provided by your ISP.

If the router detected or you selected PPPoE, enter your PPPoE
username and password and click Next to continue.

Note: Make sure to remove your PPPoE software from your computer.
The software is no longer needed and will not work through a router.

If the router detected or you selected PPTP, enter your PPTP
username, password, and other information supplied by your ISP.
Click Next to continue.

If the router detected or you selected L2TP, enter your L2TP username,
password, and other information supplied by your ISP. Click Next to
continue.

WAN Mode DSL[~|
DSL Mode | ATM |~ |
Protocol : PPPoE IE‘
B0Z1QVLANID : 0 (0 = disable, 1 - 4094)
Encapsulation Mode: LLC lz‘
VPI: § (0-255)
ver: 35 (32-65535)
Search Available PVC :

PPPOE/PPPOA

Please enter your Username and Password as provided by your ISP (Internet Service Provider). Please enter the information
exactly as shown taking note of upper and lower cases, Click "Next” to continue.

Username :
Password :

Confirm Password :

[Back][Nexl][Cancel]

D-Link Wireless AC Dual-Band ADSL Router User Manual
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Section 3 - Configuration

This section of the wizard enables you to configure your 2.4G wireless
connection. You can also configure the wireless network and security
settings. If you prefer not to, uncheck the Enable Your Wireless
Network box.

Choose a network name for your wireless network, and choose if you
wish to make the wireless network visible or invisible.

Itis highly recomended to secure your wireless network. Select from
the available options. For more information see “Wireless Security”
on page 117.

Click Next to continue.

—a

Your wireless network is enabled by default. You can simply uncheck it to disable it and click "Next” to skip configuration of
wireless network.

Enable Your Wireless Network :

Your wireless network needs a name so it can be easily recognized by wireless dlients. For security purposes, it is highly
recommended to change the pre-configured network name.

Wireless Network Name (SSID) : D-Link GO-DSL-ACTS0
Select "Visible" to publish your wireless network and S5ID can be found by wirgless clients, or select "Invisible™ to hide your
wireless network so that users need to manually enter 5510 in order to connect to your wireless network.
Visibility Status : @ visible ' Invisible
1In order to protect your network from hackers and unauthorized users, it is highly recommended you choose one of the following
wireless network security settings.

@ None © wep © wea-psk ) wpaz2-psK

Security Mode:Nong
Select this option if you do not want to activate any security features.

D-Link Wireless AC Dual-Band ADSL Router User Manual
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Section 3 - Configuration

This section of the wizard enables you to configure your 5G wireless
connection. You can also configure the wireless network and security
settings. If you prefer not to, uncheck the Enable Your Wireless
Network box.

Choose a network name for your wireless network, and choose if you
wish to make the wireless network visible or invisible.

Itis highly recomended to secure your wireless network. Select from
the available options. For more information see “Wireless Security”
on page 117.

Click Next to continue.

~1

Your wireless network is enabled by default. You can simply uncheck it to disable it and click "Next” to skip configuration of
wireless network.

Enable Your Wireless Network :

Your wirgless network needs a name so it can be easily recognized by wireless dients. For security purposas, it is highly
recommended to change the pre-configured network name.

Wireless Network Name (551D) : D-Link GO-DSL-ACTS0_!

Select "Visible" to publish your wireless network and S5ID can be found by wireless dlients, or select "Invisible” to hide your
wireless network so that users need to manually enter SSID in order to connect to your wireless network.

Visibility Status: @ Visible ' Invisible

In order to protect your network from hackers and unauthorized users, it is highly recommended you choose one of the following
wireless network security settings.

) None 0 wep © wpa-psk ) wpa2-psK

Security Mode:None
Select this opticn if you do not want to activate any security features.
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Your router is now setup.

your WAN, 2.4 GHz and 5 GHz wireless networks. It is recommended
that you make a note of this information for future reference.

Click Finish to save your network settings.

In order for your network settings to take effect the AP will reboot
automatically.

When the device has finished rebooting the main screen will display.

Setup complete. Click "Back™ to review or medify settings.

If your Intemnet connection does not work, you can try the Setup Wizard again with alternative settings or use Manual Setup

A summary page will be displayed, showing the current settings for sd e bave your Intemet connection details 2 provided by your 1.

can configure the correct settings on your wireless client adapters.

Time Settings @
NTP Server 1 :
NTP Server 2 ;
Time Zone :
Daylight Saving Time :

VPI fVCI:
Protocol :
Connection Type :
802.1Q VLAN ID :
Priority =
Username :
Password :

SSID (2.4G):
Visibility Status :
Encryption :
Pre-Shared Key :
WEP Key :
5SID (5G) :
Visibility Status (5G) :
Encryption (5G) @
Pre-Shared Key (5G) :
WEP Key (5G) :

Below is a detailed summary of your settings. Please print this page out, or write the information on a piece of paper, so you

1
europe.pool.ntp.org
192.168.2.100
CET
1

8/35
PPPGE
Lc
0
0
d-link

EEERE

D-Link GO-DSL-ACT50
Visibla
Mone
N/A
N/A
D-Link GO-DSL-AC750_5G
Visible
Mone
N/A
N/A
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Manual Configuration
Setup

If you wish to change the default settings or adjust the configuration i - -

of the GO-DSL-AC750 you may use the web-based configuration a@ @ hitpy//192168.11
utility. To access the configuration utility, open a web-browser — ‘ —
such as Internet Explorer and enter address of the router

(http://192.168.1.1).

Non-Windows and Non-Mac users may also connect by typing
http://192.168.1.1 in the address bar.

Select admin from the drop-down menu and then enter your e

password. The default password is admin. Input username and password

Username : adminE
Password : seeee

[ rRemember my login info. an this computer
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Internet Setup

Click Internet Setup on the left menu to configure your connection
manually.

If you want to configure your router to connect to the Internet using
the wizard, click Wizard on the left menu and you will be directed
to the Quick Setup Wizard.

Click the Add button to reveal the DSL configuration options.

The following parameters will be available for configuration:

VPI: Virtual path identifier (VPI) is the virtual path
between two points in an ATM network. Its
valid value is between 0 and 255. Enter the
correct VPI provided by your ISP. By default,
VPlissetto 1.

VCI: Virtual channel identifier (VCI) is the virtual
channel between two points in an ATM net-
work. Its valid value is between 1 and 65535.
Enter the correct VCl provided by your ISP. By
default, VCl is set to 32.

Service Category: Select the Quality of Service types for this
Virtual Circuit. The ATM QoS types include
CBR (Constant Bit Rate), VBR (Variable Bit
Rate) and UBR (Unspecified Bit Rate). These
QoS types are all controlled by the
parameters specified below, including PCR,
SCR and MBS.

Peak Cell Rate: Peak cell rate (PCR) is the maximum rate at

which cells can be transmitted along a
connection in the ATM network.

Choose "Add", "Edit", or "Delete™ to configure WAN interfaces.

Default GateWay Mode @ Auto ' Manual

VPI/VCI VLANID ENCAP Service Name Protocol State Status v4 V6 3G Action
Default Default
Gateway Gateway

This screen allows you to configure an WAN connection.

DSL MODE CONFIGURATION

DSL Mode : | ATM [ =]

ATM PVC CONFIGURATION

vpI: 0 (0-255)
vCr: 35 (32-65535)
Service Category : | UBR With PCR  [+]

Peak Cell Rate : 0 (cellsfs)

CONNECTION TYPE

Protocol : | Bridging lz‘
Encapsulation Mode : | LLC |z|

802.1Q VLANID : 0 (0 = disable, 1 - 4094)

Enable Service :
Service Name : D_Bridging_0_1
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Sustainable Cell Rate:

Maximum Burst Size:

Protocol:
Encapsulation Mode:

802.1QVLAN ID:

Enable Service:
Service Name:

Sustainable cell rate (SCR) is the maximum
rate that traffic can pass over PVC without the
risk of cell loss.

Maximum burst size (MBS) is the maximum
number of cells that can be transmitted at the
PCR.

Select the appropriate protocol from the drop-
down menu.

You can select LLC or VCMUX. In this example,
the encapsulation mode is set to LLC.

Select this option to Activate/Deactivate the
4094 VID on the 4 different queues. VID (VLAN
ID) is the identification of the VLAN, which is
basically used by the standard 802.1Q. It has
12 bits and allows the identification of 4096
(2A12) VLANSs. Of the 4096 possible VIDs, a
VID of 0 is used to identify priority frames and
value 4095 (FFF) is reserved, so the maximum
possible VLAN configurations are 4,094
Choose to enable or disable the service.

Enter a name for the service.

Click Apply to save your Internet Setup settings.

This screen allows you to configure an WAN connection.

DSL MODE CONFIGURATION

DSL Mode : | ATM[~]

ATM PYC CONFIGURATION

wpI: 0
vci: 35

Peak Cell Rate: 0

(0-255)
(32-65535)

Service Category : UBR With PCR E‘

(cellsfs)

CONNECTION TYPE

Protocol : | Bridging
Encapsulation Mode : | LLC

802.1Q VLANTID : O

[=]
[=]

(0 = disable, 1 - 4094)

Enable Service :

Service Name : D_Bridgi

ing_0_1
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2.4G Wireless

On this page the user can configure the Wireless settings for this device. There are 2 options to configure 2.4G Wireless Settings. Firstly, the user
can choose to make use of the Wireless Basic settings. Secondly, the user can choose to make use Wireless Security settings.

Click the Wireless Basic button to view the basic wireless

configuration options .

Enable Wireless:
AP Isolate:

SSID:

Visisbility Status:

Continent/Country:

802.11 Mode:
Bandwidth:

Wireless Channel:

Choose to enable or disable the wireless net-
works.

Choose to enable or disable wireless isolation.
Enter an SSID for the wireless network.
Choose to enable SSID broadcast so other
wireless devices can find the network.
Depending on what country the router is used
in, regulations provide for the router to auto-
matically set the transmit power and frequen-
cies that may be used in that country.

Select from the dropdown menu the mode of
operation you require.

Use the dropdown menu to select the channel
bandwidth.

Use the dropdown menu to select a wireless
channel, or let the router scan automatically.

WIRELESS SETTINGS -- WIRELESS BASIC

Configure your wireless basic s=ttings.

Configure your wireless security settings.

WIRELESS SETTINGS -- WIRELESS SECURITY

Wireless Security

Enable Wireless

AP Isolate :

SSID :

Visibility Status :
Continent/Country :
802.11 Mode :

Band Width :

Wireless Channel :

:

D-Link GO-DSL-ACTS0
@ visible © Invisible

Europe |Z|

Mixed 802.11b/g/n ||

20 [=]

Auto Scan{recommended) |E|

[ Apply ” Cancel ]
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2.4G Wireless Security

Wireless security helps to prevent unauthorized users from accessing your wireless network, or seeing data being passed between the router
and wireless clients. The GO-DSL-AC750 supports two popular wireless security protocols, you should select a protocol based on the wireless
clients which will be accessing your network.

Wired Equivalent Privacy (WEP) - This is an older form of wireless security and should only be used if your wireless clients do not support the
newer WPA or WPA2 protocols.

Wi-Fi Protected Access (WPA/WPAZ2) - This is a newer and more secure protocol for wireless security. It uses a cipher combined with a pre-shared
key (password) to encrypt data being sent over the wireless network. It is recommended that you use this security method if it is supported by
your wireless clients.

Wireless Security Mode: Select a wireless security encryption option.
You can also choose to not use one by ] ]
. .. Wireless Security Mode : | None []
selecting None, but this is not recommended.

Cancel

Wireless Security Mode : | None i

WPA only
WPAZ only ] Cancel
WPAMWPA2 Mixed
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5G Wireless

On this page the user can configure the Wireless settings for this device. There are 2 options to configure 5G Wireless Settings. Firstly, the user
can choose to make use of the Wireless Basic settings. Secondly, the user can choose to make use Wireless Security settings.

Click the Wireless Basic button to view the basic wireless

configuration options .

Enable Wireless:
AP Isolate:
SSID:

Visibility Status:

Continent/Country:

802.11 Mode:
Bandwidth:

Wireless Channel:

Choose to enable or disable the wireless net-
works.

Choose to enable or disable wireless isolation.
Enter an SSID for the wireless network.
Choose to enable SSID broadcast so other
wireless devices can find the network.
Depending on what country the router is used
in, regulations provide for the router to auto-
matically set the transmit power and frequen-
cies that may be used in that country.

Select from the dropdown menu the mode of
operation you require.

Use the dropdown menu to select the channel
bandwidth.

Use the dropdown menu to select a wireless
channel, or let the router scan automatically.

WIRELESS SETTINGS -- WIRELESS BASIC

Configure your wireless basic settings.

Configure your wireless security settings.

WIRELESS SETTINGS -- WIRELESS SECURITY

Wireless Security

Enable Wireless

AP Isolate :

SSID :

Visibility Status :
Continent/Country :
802.11 Mode :

Band Width :

Wireless Channel :

:

D-Link GO-DSL-ACTS0 !
@ visible © Invisible
Europe |E|

Mixed 802.11a/an/ac| |

oM []

Auto Scan(recommended) |E|

’ Apply ” Cancel ]
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5G Wireless Security

Wireless security helps to prevent unauthorized users from accessing your wireless network, or seeing data being passed between the router

and wireless clients. The GO-DSL-AC750 supports two popular wireless security protocols, you should select a protocol based on the wireless
clients which will be accessing your network.

Wi-Fi Protected Access (WPA/WPA?2) - This is a newer and more secure protocol for wireless security. It uses a cipher combined with a pre-shared

key (password) to encrypt data being sent over the wireless network. It is recommended that you use this security method if it is supported by
your wireless clients.

Wireless Security Mode: Select a wireless security encryption option.

You can also choose to not use one by _ _
. .. Wireless Security Mode : | None IZ‘
selecting None, but this is not recommended.

Cancel

Wireless Security Mode : Mone i

WPA only
WPA2 only ] Cancel
WPAWPA2 Mixed
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Local Network

When configuring the router for the first time, we recommend
that you click use the Internet Connection Setup Wizard, and follow
the instructions on the screen. This wizard is designed to assist
user with a quick and easy method to configure the Internet
Connectivity of this router.

Anytime during the Internet Connection Setup Wizard, the user
can click on the Cancel button to discard any changes made and
return to the main page.

Router IP Address: Enter the IP address of LAN interface. It is
recommended to use an address from a block
reserved for private use. This address block is
192.168.1.1- 192.168.255.254.

Subnet Mask: Enter the subnet mask of LAN interface. The
range of subnet mask is from 255.255.0.0 to
255.255.255.254.

Domain Name: Enter a domain to be used as a static host
name.
Check “Configure the second IP Address and
Subnet Mask for LAN" to enable a local alias
IP address if required.
IP Address: Enter the alias IP address.
Subnet Mask: Enter the alias subnet mask.

This secticn allows you to cenfigure the local network settings of your router, Please note that this section is optional and you
should not need to change any of the settings here to get your network up and running.

ROUTER SETTINGS

Use this section to configure the local network settings of your router. The Router IP Address that is configured here is the IP
Address that you use to access the Web-based management interface. If you change the IP Address here, you may need to
adjust your PC's network settings to access the network again.

Router IP Address : 192.168.0.101
Subnet Mask : 255.255 2850

Domain Name : homestation.setup

Configure the second IP Address and Subnet Mask for LAN
IP Address : 192.165.2491
Subnet Mask : 255.255 255 252

DHCP SETTINGS (OPTIONAL)

Use this section to configure the DHCP Relay for your network,

=] Enable DHCP Relay

Use this ssction to configure the built-in DHCP Server to assign IP addresses to the computers on your network.

B Enable DHCP Server

Use the following DNS server addresses:

Enable DNS Relay
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Enable DHCP Relay:

Relay IP Address:
Enable DHCP Server:
DHCP IP Address Range:

DHCP Lease Time:

Enable DNS Relay:

Preferred DNS Server:
Alternate DNS Server:
DHCP Client Class List:
DHCP Conditional Option:

DHCP Reservations List:

Number of Dynamic DHCP
clients:

You can choose Disabled, Enabled or Relay. If
set to DHCP Server, the router can assign IP
addresses, IP default gateway and DNS Servers
to the host under Windows95, Windows NT
and other operation systems that support the
DHCP client.

Enter the desired DHCP relay IP address.
Enable or disable the DHCP server function.
Enter the range of IP addresses the DHCP
server can issue from.

The lease time determines the period that the
host retains the assigned IP addresses before
the IP addresses change. The default is 259200
seconds.

If disabled the router will accept the first
received DNS assignment from one of the PP-
PoA, PPPoE or MER enabled PVC(s) during the
initial connection setup. If enabled you can
enter the IP addresses for primary and second-
ary DNS servers.

Enter an address for a preferred DNS Server.
Enter an address for an alternate DNS Server.
Client-class processing enables the DHCP
server to assign the client an address from a
matching scope.

Specify the conditions for DHCP class han-
dling.

Use this option to reserve specific IP Address-
es.

Dynamic DHCP clients will be listed here with
supporting information.

DHCP SETTINGS (OPTIONAL)

Iz this section to configura the DHCP Relay for your network.

& Enable DHCP Relay
IUse this section to configure the built-in DHCP Server to assign IP addresses to the computers on your network.

B Enable DHCP Server

WUse the following DNS server addresses:

Enable DNS Relay

Apply
Client Class Min Address Max Address DNS Address

[ Add || Edit |[ Delete |

DHCP COND OPTION

Status

Client Class Name Option Code Option Value

[ Add || Edit |[ Delete |

DHCP RESERVATIONS LIST

Status Computer Name MAC Address IP Address
[ Add |[ Edit |[ Delete |
NUMBER OF DYNAMIC DHCP CLIENTS : 0
Computer Name MAC Address IP Address Expire Time
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IPv6 Address:
Enable RADVD:

Enable DHCPv6 Server:
Lan Address Config Mode:

Start/End Interface ID:

DHCPv6 Lease Time:

DHCPv6 Valid Time:

IPv6 DNS Mode:

WAN Interface:
Primary DNS:
Secondary DNS:
Get Prefix Mode:

WAN Interface:

Site Prefix:

Local IPv6 Network

This section enables you to specify various IPv6 settings.

Use this option to specify a static IPv6 Address.
Enable or disable the Router Advertisement
Daemon

Enable or disable the DHCPv6 server function.
Select either stateless (host requests) or state-
ful (server provisions) LAN IPv6 addressing.
Enter the range of IP addresses the DHCPv6
server can issue from.

The lease time determines the period that the
host retains the assigned IP addresses before
the IP addresses change.

Specify the period for which an assigned IPv6
address remains valid.

Allow the router to accept the first received
IPv6 DNS assignment from a WAN connection.
Alternatively, you can manually enter the IP
addresses for primary and secondary IPv6 DNS
servers.

Specify the WAN interface to be used.

Enter an address for a preferred DNS Server.
Enter an address for an alternate DNS Server.
Use this option to specify whether IPv6 Prefix
delegation is assigned manually or via a WAN
interface.

Specify the WAN interface to be used. for IPv6
prefix delegation.

Manually assign an IPv6 prefix delegation.

Mote: Stateful DHCPE is supportad after the IPv6 address 16-bit. For example: Interface ID range from 1 to ffff, IPv6 addrass
range from 2111:123:123:123::1 to 2111:123:123:123::ffff.

IPVG ADDRESS

IPv6 Address : fa80::1

RADVD CONFIGURATION

Enable RADVD :

DHCPV6 CONFIGURATION

Enable DHCPv6 Server:

LAN Address Config Mode : @ Stateless () Stateful

1Pv6 DNS Mode : @ From WAN © Manual

WAN Interface : E

PREFIX CONFIGURATION

Get Prefix Mode : @ From WaAN © Manual

WAN Interface : E
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Time and Date

This section enables you to use an international time server to set

the internal time and date for the router.

Automatically Synchronize: Enable or disable automatic synchronisation
with an Internet Time Server.
1st NTP Time Server: Specify an address for the primary Internet
Time Server.
2nd NTP Time Server: Specify an address for the secondary Internet
Time Server.

Time Zone: Select the appropriate time zone for your loca-
tion. This information is required to configure
the time-based options for the router.

Enable Daylight Saving: Enable or disable daylight saving.
Daylight Saving Start/End: Specify the time and date when daylight sav-
ing should start/end.

The Time Configuration opticn allows you to configure, update, and maintain the correct time on the intemal system clock. From
this section you can set the time zone that you are in and set the NTP (Network Time Protocol) Server. Daylight Saving can also
be configured to automatically adjust the time when needed.

Automatically synchronize with Internet time servers

1st NTP time server : europe.pool.ntp.org

2nd NTP time server :

TIME CONFIGURATION

Current Local Time: 2013-11-11 17:23

Time Zone: (GMT+01:00) Amsterdam, Eerlin, Rome, Stockhelm, Vienna, Paris El
Enable Daylight Saving
Daylight Saving Start: 2012 Year 03 Mon 11 Day 02 Hour 00 Min 00 Sec
Daylight Saving End: 2012 Year 11 Mon 04 Day 02 Hour 00 mMin 00 Sec
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Advanced
2.4G Advanced Wireless

This section enables you to fine tune the wireless settings on the |E e

2.4G wireless band.

Allows you to configure advanced features of the wireless LAN interface.

Advanced Settings
ADVANCED WIRELESS -- MAC FILTERING

Allows you to configure wirgless firewall by denying or allowing designated MAC addresses.

MAC Filtering
ADVANCED WIRELESS -- SECURITY SETTINGS

Allows you to configure security features of the wireless LAN interface.

Security Settings
ADVANCED WIRELESS -- WPS SETTING

Allows you to configure wirgless WPS.

WPS Setting
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Enable Wireless:
Transmit Power:
Beacon Period:

RTS Threshold:

Fragmentation Threshold:

DTIM Interval:

Preamble Type:

SSID:
Visibility Status:

User Isolation:

Disable WMM Advertise:
Max Clients:

Advanced Settings

Choose to enable or disable the wireless net-
works.

Set the transmit power of the antennas in
pecentage.

Beacon Interval range can be set from 20 to
1000.

This value should remain at its default setting
of 2346. If inconsistent data flow is a problem,
only a minor modification should be made.
The fragmentation threshold, which is speci-
fied in bytes, determines whether packets will
be fragmented. Packets exceeding the 2346
byte setting will be fragmented before trans-
mission. 2346 is the default setting..

DTIM range can be set from 1 to 255. A de-
livery traffic indication message is a kind of
traffic indication message (TIM) which informs
the clients of the presence of buffered multi-
cast/broadcast data on the access point.

Use the dropdown menu to specify whether
the Router should use the Short Preamble or
Long Preamble type. The preamble type de-
fines the length of the CRC (Cyclic Redundan-
cy Check) block for communication between
the Router and roaming wireless adapters
Enter an SSID for the wireless network.
Enable the wireless network to be Visible or
Invisible to wireless clients. If Invisible, the
SSID of the GO-DSL-AC750 will not be seen by
site survey utilities, so wireless clients will have
to manually enter the SSID of your wireless
network in order to connect to it.

Choose to enable or disable wireless user
isolation.

Enable or Disable WiFi MultiMedia QoS.

Use this option to specify the maximum num-
ber of clients.

Enable wireless

ADVANCED WIRELESS SETTINGS

Transmit Power : | 100% |Z|

Beacon Period : 100 (20 ~ 1023)

RTS Threshold : 2346 (1 ~2347)

raecr samn v [To [P
Fragmentation Threshold : 2346 (256 ~ 2346)

DTIM Interval : 10 (1~ 255)

Preamble Type : long |Z|

ssip: D-Link GO-DSL-ACTS0
visibility Status : © Visible O Invisible
User Isolation : OﬁE
Disable WMM Advertise : | O
Max Clients : 16 (1~32)

GUEST/VIRTUAL ACCESS POINT-1

Emable [

GUEST /VIRTUAL ACCESS POINT-2

Enable [
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Enable Guest Virtual Access Enable or disable a guest network.
Point 1/2/3:
Guest SSID: Specify a name for each guest network.
Visibility Status: Enable the guest wireless network to be Vis-
ible or Invisible to wireless clients.
User Isolation: Choose to enable or disable guest wireless
user isolation.
Disable WMM Advertise: Enable or Disable WiFi MultiMedia QoS on the
guest network.
Max Clients: Use this option to specify the maximum num-
ber of clients on the guest network.

Enable wireless

ADVANCED WIRELESS SETTINGS

Transmit Power : | 100% |Z|

Beacon Period : 100 (20 ~ 1023)

RTS Threshold : 2346 (1~ 2347)
Fragmentation Threshold : 2345 (256 ~ 2348)

DTIM Interval : 10 (1 ~ 255)

Preamble Type : long |Z|

ssip: D-Link GO-DSL-ACT50
Visibility Status : @ visible ) Invisible
User Isolation : Oﬁlz‘
Disable WMM Advertise : |10

Max Clients : 16 (1~32)

GUEST/VIRTUAL ACCESS POINT-1

Emable [
D-Link GO-DSL-ACT7502

o O]

24

GUEST/VIRTUAL ACCESS POINT-2

Emable [
D-Link GO-DSL-ACT7503
@

o O]

dL

GUEST/VIRTUAL ACCESS POINT-3

Emable [

D-Link GO-DSL-AC7504
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MAC Filtering

The Access Control setup tab enables you to configure filters to control
which wireless clients access your network, and which network resources
they can access.

Select Enable to enable the Wireless Access Control Mode. In this
mode, only listed wireless devices will be allowed to connect to the
wireless network.

Click the Add button to add an item to the filter list.

Enter the MAC Address of a device you wish to allow access for to the
WLAN.

Click the Apply button when you are done. This will add
the device’s MAC Address to the filter list.

SETUP ADVANCED MANAGEMENT STATUS HELP

Wireless SSID : | D-Link GO-DSL-ACT50 |Z|

Access Control Mode : | Disable lz‘

WLAN FILTER LIST
Mac Comment Operation

Wireless SSID : | D-Link GO-DSL-ACT50 |Z|

Access Control Mode : | Disable IZ‘

WLAN FILTER LIST
Mac Comment Operation

INCOMING MAC FILTER
MAC : (3001000000000

Comment :

Gancel
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Security Settings

Select the SSID of the virtual network you wish to configure. CVAPCONFIGURATION
| wmatessse0 |

Select 551D | D-Link GO-DSL-ACTE0 [~]
Select a wireless security encryption option. You can also choose to
not use one by selecting None, but this is not recommended. For
information on wireless security, please refer to “Wireless Security”

on page 117 Work Mode [None =]
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WPS Settings

This section allows you to configure how the GO-DSL-AC750
uses Wi-Fi Protected Setup (WPS) to create a secure wireless
connection.

Select the SSID of the virtual network you wish to configure.

Enable WPS: Check the box to enable devices to connect to
the router using WPS.

Device PIN: Displays the current PIN (Personal Identifica-
tion Number) for the router’s WPS connection.
Wireless clients connecting to the router using
the PIN method should enter this PIN in order
to connect. Click New PIN to generate a new
PIN.

PIN Station: Click PIN to enter a PIN for the new device
that you wish to connect.

Push Button: Click PBC to activate the WPS-PBC (push-but-
ton) method. You will then have 120 seconds
to press the WPS button on the new device
that you wish to connect.

Input Station PIN: Enter the PIN for the station that you wish to
connect to. Click PIN to connect to the device.
WPS Session Status: Displays the current status of WPS.

The WPS condition must be WPA-PSK or WPA2-PSK security mode , and the SSID should be broadcasted.
Wireless S5ID : D-Link GO-DSL-ACTS0 |Z|

WPS CONFIG

PIN
PBC

Attention:To configurate WPS ,the WLAN security mode must be
WPA-PSK or WPA2-PSK mode!
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5G Advanced Wireless

This section enables you to fine tune the wireless settings on the 5G

wireless band.

Allows you to configure advanced featuras of the wireless LAN interface.

Advanced Seftings
ADVANCED WIRELESS -- MAC FILTERING

Allows you to configure wireless firewall by denying or allowing designated MAC addresses.

MAC Filtering
ADVANCED WIRELESS -- SECURITY SETTINGS

Allows you to configure security features of the wireless LAN interface.

Security Settings
ADVANCED WIRELESS -- WPS SETTING

Allows you to configure wireless WPS.

WPS Setting
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Enable Wireless:
Transmit Power:
Beacon Period:

RTS Threshold:

Fragmentation Threshold:

DTIM Interval:

Preamble Type:

SSID:
Visibility Status:

Advanced Settings

Choose to enable or disable the wireless net-
works.

Set the transmit power of the antennas in
pecentage.

Beacon Interval range can be set from 20 to
1000.

This value should remain at its default setting
of 2346. If inconsistent data flow is a problem,
only a minor modification should be made.
The fragmentation threshold, which is speci-
fied in bytes, determines whether packets will
be fragmented. Packets exceeding the 2346
byte setting will be fragmented before trans-
mission. 2346 is the default setting..

DTIM range can be set from 1 to 255. A de-
livery traffic indication message is a kind of
traffic indication message (TIM) which informs
the clients of the presence of buffered multi-
cast/broadcast data on the access point.

Use the dropdown menu to specify whether
the Router should use the Short Preamble or
Long Preamble type. The preamble type de-
fines the length of the CRC (Cyclic Redundan-
cy Check) block for communication between
the Router and roaming wireless adapters
Enter an SSID for the wireless network.
Enable the wireless network to be Visible or
Invisible to wireless clients. If Invisible, the
SSID of the GO-DSL-AC750 will not be seen by
site survey utilities, so wireless clients will have
to manually enter the SSID of your wireless
network in order to connect to it.

Enable wireless

ADVANCED WIRELESS SETTINGS

Transmit Power : | 100% |Z|

Beacon Period : 100 (20 ~ 1023)

RTS Threshold : 2346 (1 ~2347)

raecr samn v [To [P
Fragmentation Threshold : 2346 (256 ~ 2346)

DTIM Interval : 10 (1~ 255)

Preamble Type : long |Z|

ssip: D-Link GO-DSL-ACTS0
visibility Status : © Visible O Invisible
User Isolation : OﬁE
Disable WMM Advertise : | O
Max Clients : 16 (1~32)

GUEST/VIRTUAL ACCESS POINT-1

Emable [

GUEST /VIRTUAL ACCESS POINT-2

Enable [
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User Isolation: Choose to enable or disable wireless user
isolation.
Disable WMM Advertise: Enable or Disable WiFi MultiMedia QoS.
Max Clients: Use this option to specify the maximum num-
ber of clients.
Enable Guest Virtual Access Enable or disable a guest network.
Point 1/2/3:
Guest SSID: Specify a name for each guest network.
Visibility Status: Enable the guest wireless network to be Vis-
ible or Invisible to wireless clients.
User Isolation: Choose to enable or disable guest wireless
user isolation.
Disable WMM Advertise: Enable or Disable WiFi MultiMedia QoS on the
guest network.
Max Clients: Use this option to specify the maximum num-
ber of clients on the guest network.

Enable wireless

Transmit Power :
Beacon Period :

RTS Threshold :

Fragmentation Threshold :
DTIM Interval :

Preamble Type :

SSID:

Visibility Status :

User Isolation

Disable WMM Advertise :

Max Clients :

Enable

Enable

ADVANCED WIRELESS SETTINGS

:[Of[=]

GUEST/VIRTUAL ACCESS POINT-1

wl ol o] @

GUEST/VIRTUAL ACCESS POINT-2

wl ol ol @

GUEST/VIRTUAL ACCESS POINT-3

Emable [

100%~]

100 (20 ~ 1023)
2346 (1~ 2347)
2346 (256 ~ 2348)
10 (1~ 255)
long [~]

D-Link GO-DSL-ACT50

@ visible © Invisible

16 (1~32)

b

D-Link GO-DSL-AC7502

b

D-Link GO-DSL-AC7503

D-Link GO-DSL-AC7504
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MAC Filtering

The Access Control setup tab enables you to configure filters to control
which wireless clients access your network, and which network resources
they can access.

Select Enable to enable the Wireless Access Control Mode. In this
mode, only listed wireless devices will be allowed to connect to the
wireless network.

Click the Add button to add an item to the filter list.

Enter the MAC Address of a device you wish to allow access for to the
WLAN.

Click the Apply button when you are done. This will add
the device’s MAC Address to the filter list.

SETUP ADVANCED MANAGEMENT STATUS HELP

Wireless SSID : | D-Link GO-DSL-ACTS0 |Z|

Access Control Mode : | Disable |Z|

WLAN FILTER LIST

Mac Comment Operation

Wireless S5ID : | D-Link GO-DSL-ACTS0 |Z|

Access Control Mode : | Disable lz‘

WLAN FILTER LIST

Mac Comment Operation

INCOMING MAC FILTER
MAC : (300000000

Comment :
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Security Settings

Select the SSID of the virtual network you wish to configure.

Select a wireless security encryption option. You can also choose
to not use one by selecting None, but this is not recommended.
For more information on wireless security, please refer to “Wireless
Security”on page 117.

Select 551D | D-Link GO-DSL-ACTE0 [~]

Work Mode | None [~]
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WPS Settings

This section allows you to configure how the GO-DSL-AC750
uses Wi-Fi Protected Setup (WPS) to create a secure wireless
connection.

Select the SSID of the virtual network you wish to configure.

Enable WPS: Check the box to enable devices to connect to

the router using WPS.

Device PIN: Displays the current PIN (Personal Identifica-
tion Number) for the router’s WPS connection.
Wireless clients connecting to the router using
the PIN method should enter this PIN in order
to connect. Click New PIN to generate a new
PIN.

PIN Station: Click PIN to enter a PIN for the new device
that you wish to connect.

Push Button: Click PBC to activate the WPS-PBC (push-but-
ton) method. You will then have 120 seconds
to press the WPS button on the new device
that you wish to connect.

Input Station PIN: Enter the PIN for the station that you wish to
connect to. Click PIN to connect to the device.
WPS Session Status: Displays the current status of WPS.

The WPS condition must be WPA-PSK or WPA2-PSK security mode , and the SSID should be broadcasted.
Wireless S5ID : D-Link GO-DSL-ACTS0 |Z|

WPS CONFIG

PIN
PBC

Attention:To configurate WPS ,the WLAN security mode must be
WPA-PSK or WPA2-PSK mode!
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ALG

An application-level gateway (ALG) is a security component that
augments a firewall or NAT employed in a network. It allows
customized NAT filters to support address and port translation

for specified application layer protocols.

TFTP Pass Through:

FTP Pass Through:
PPTP Pass Through:
RTSP Pass Through:
L2TP Pass Through:
H323 Pass Through:

SIP Pass Through:

IPSEC Pass Through:

Check to enable or disable TFTP pass through
functionality.

Check to enable or disable FTP pass through
functionality.

Check to enable or disable PPTP pass through
functionality.

Check to enable or disable RTSP pass through
functionality.

Check to enable or disable L2TP pass through
functionality.

Check to enable or disable H323 pass through
functionality.

Check to enable or disable SIP pass through
functionality.

Check to enable or disable IPSEC pass through
functionality.

TFTP Pass Through

FTP Pass Through

PPTP Pass Through

RTSP Pass Through

L2TP Pass Through

H323 Pass Through

SIP Pass Through

IPSEC Pass Through
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Port Forwarding

Port forwarding is a method to direct incoming traffic to a
particular server on the LAN. Up to 16 port forwarding entries
are supported.

Click Add, Edit, or Delete to reveal the Port forward setup options.

WAN Connection: Specify the WAN connection to use.
Server Name: Enter a name for the server or service.
Schedule: Select a schedule for the port to be forwarded.
Server IP Address: Enter the internal IP address for the traffic to
be forwarded to.

Port Forwarding allows you to direct incoming traffic from the WAN side (identified by protocol and external port)to the internal
server with a private IP address on the LAN side. The internal port is required only if the external port needs to be converted to a
different port number used by the server on the LAN side. A maximum of 16 entries can be configured for each WAN connection.

Select the service name, and enter the server IP address and click "Apply" to forward IP packets for this service to the specified
server. Note: Modifying the Internal Port Start or Internal Port End is not recommended. If the External Port Start or the
External Port End changes, the Internal Port Start or Internal Port End automatically changes accordingly.

PORT FORWARDING SETUP

Server Wan External Port  Protocol Internal Server IP Schedule Remote
Name Connection Start/End Port Address Rule P

PORT FORWARDING SETUP

WAN Connection(s) : lz‘
Server Name :
Schedule : |always[ ]
Server IP Address{Host Name) : 192.168.1.

External Port Start External Port End Protocol Internal Port Remote Ip

TCP[+]
TCP [+]
TCP [+]
TCP [~]
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Port Trigger

Port triggering allows ports to be opened for remote access if
triggered by activity by a local computer on specified ports.

Click Add, Edit, or Delete to reveal the Port Trigger setup options.

Enable Port Trigger: Check this to enable the port trigger feature.
Service Name: Enter a name for the server or service.
Rule Status: Select whether to Enable or Disable this rule.
Trigger Port Start/End: Enter the starting and ending port to monitor
to trigger this rule.
Trigger Protocol: Enter the protocol to monitor for to trigger
this rule.
Open Port Start/End: Enter the starting and ending port to open

Port Trigger let the device to open TCP or UDP port to access the connection from remote host when the specified port has been
opened by lanside connection according to the rule. Usually the port which has been opened is different from the port which will
be opened by the device. A maximum of 32 entries can be configured.

Select the service name, and fill the blanks of trigger port and new opened port. Rule can be enable or disable separately.

Enable Port Trigger

Service Name  Trigger Protocol Trigger Port Range Open Protocol Open Port Range status

PORT TRIGGER SETUP

Remaining number of entries that can be configured: 32
Service Name :
Rule status : | Enable [~ ]

Trigger Port Start  Trigger Port End Trigger Protocol Open Port Start Open Port End Open Protocol

when the rule is triggered. TCP 7] TCP[~]
Open Protocol: Enterthe protocol to allow through the opened
ports.
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DMZ

A DMZ or Demilitarized Zone is as a physical or logical subnetwork
that contains and exposes external-facing services to a larger and
untrusted network, usually the Internet.

WAN Connection: Specify the WAN connection to use.
Enable DMZ: Check to enable or disable DMZ functionality.
DMZ Host IP Address: Enter an IP address to be inlcuded in the DMZ.

The D=L Router will forward IP packets from the WAN that do not belong to any of the applications configured in the Port
Forwarding table to the DMZ host computer.

Enter the computer’s IP address and click "Apply” to activate the DMZ host.

Clear the IP address field and click "Apply" to deactivate the DMZ host.

WAN Connection : lz‘

Enable DMZ : [

DMZ Host IP Address :
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dozen protocols.

Enable SAMBA:

Workgroup:

Netbios Name:

New SMB password:
Retype new SMB
password:

Enable USB Storage:

Enable Anonymous
Access:

SAMBA

Samba allows cross platform file and print sharing between
computers. It is an implementation of dozens of services and a

Check to enable or disable SAMBA functional-
ity.

Enter the name of the workgroup to be
mapyped.

Enter a name for Netbios mapping.

Enter a password for the root user.

Re-enter the password for the root user.

Check to enable or disable SAMBA functional-
ity for USB devices.

Check to enable or disable SAMBA functional-
ity for USB anonymous users.

configure for Samba.

SAMBA SERVER

Enable SAMBA :
Workgroup : Workgroup
Netbios Name : dsl_route
madify the password for usar root
New SMB password : essees
Retype new SMB password : essses
Enable USB Storage :

Enable Anonymous Access :
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This section enables you to configure a 3G Internet connection.

3G WAN Configuration

Click the Add button to reveal the setup options.

Enable 3G Service
Account:
Password:

Dial Number:

Net Type:

APN:

On Demand:

Inactivity Timeout:
Backup delay time:

Recovery delay time:
Initialization Delay time:

Mode Switch Delay time:
Backup Mechanism:
Checking IP address:

Timeout:

Period time:

Fail Tolerance:

Check to enable or disable 3G functionality.
Enter your 3G Account username.

Enter your 3G Account password.

Enter the number to be dialed.

Select your 3G network access type.

Enter the Access Point Network if there is one.
Check to connect to 3G network automatically
or manually.

Enter a period to disconnect an inactive con-
nection.

The response time allowed for 3G connection
before a dial-up is initiated.

Specify a period to re-dial.

Specify a period for the 3G connection to
initialize.

Specify a period to allow for a mode switch.
Select a WAN connection to use if 3G fails.
Specify an IP Address to test the 3G connec-
tion.

Specify a period of inactivity after which an es-
tablished 3G session will be ended. Set to zero
or choose Auto in Reconnect Mode to disable
this feature.

Specify a period for DSL or Ethernet uplink to
be disconnected.

Specify the number of failures before using
the backup connection.

Choose "Add", "Edit", or "Delete” to configure 3G WAN interfaces.

When you want to edit the 3G configuration, please ensure the 3G is in disconnection status at first.

3G Status: NoDongle

Inform: NO USB CARD

Service Name Protocol

State

Status Default Gateway Action

Enable 3G Service :

Account :

Password :

Dial_Number : ™

Authentication Method :

Net Type :

APN :

OnDemand :

Inactivity Timeout :

MTU 1492

Backup delay time : 60

Recovery delay time :
Initialization Delay time :

Mode Switch Delay time :

Checking IP address:
Timeout (in sec.):
Period time (in sec.):

Fail Tolerance:

Delete

EVDO

b
1

[ 5

(Minuter [1~1092]. But if 0, we will set default value)
(64-1492)

(Seconds [0-600])

(Seconds [0-600])

(If too small, some 3g dongle will be unsupported)

(If too small, some 3g dongle will be unsupported)

[ Apply |[ AutoSet | [ Cancel
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Parental Control

This section enables you to restrict access to the internet.

The Website Filter enables you to quickly create a list of websites
to limit access to, or to block access to.

The MAC Filter enables you to filter access by device MAC
addresses.

Uses URL (i.e. www.yahoo.com) to implement filtering.

Website Filter

Uses MAC address to implement filtering.

PARENTAL CONTROL -- MAC FILTER

D-Link Wireless AC Dual-Band ADSL Router User Manual
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Website Filter

Access Control Mode: Select to Deny access to all listed websites, or
to Allow access to only the listed websites.

Create a list of websites that you would like the devices on your network to be allowed or denied access to.

WEBSITE FILTER

Click Add/Edit/Delete to manage your Access Control Mode : Deny ||
website list. ‘ T e
URL: Enter a website address. & facebook... Sun,Mon, Tue, Wed, Thu,Fri,Sat, time 14:00 15:00
Days/All Day/Start - End Use these options to schedule when you want 0 facebook Sun,Mon, Tue, Wed,Thu,Fri Sat, time 15:01 16:00
Time: the website filter to be active for the specified
URL.

ADD SCHEDULE RULE

URL : http://
Day(s) : @ all week © Select Day(s)

All Day - 24 hrs :

Start Time : : (hour:minute, 24 hour time)
End Time : : (hour:minute, 24 hour time)
Apply
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MAC Filter

MAC Filtering Global Choose BLACK_LIST or WHITE_LIST then

Policy: C|iCk Add to reVeaI the SChedu|e OptionS Time of Day Restrictions -- A maximum of 16 entries can be configurad
. This page adds a time of day restriction to a special LAN device connected to the router. The "Current PC's MAC Address™
User Name’ Enter a user name. automatically displays the MAC address of the LAN device where the browser is running. To restrict another LAN device, click the
current Pc’s MAC Enter the users Current MAC add ress. "Other MAC Address” button and enter the MAC address of the other LAN device. To find out the MAC address of a Windows-
AddreSS' basad PC, open a command prompt window and type "ipconfig fall".
er ress. . Mac Filtering Global Policy:
Other MAC Add Enter the user’s alternate MAC address
DaYSIA" Day/Start B End Enter or CheCk the OptlonS to create the re- @ BLACK_LIST --Allow all packets but DENY those matching any of specific rules listed

Time: quired access COﬂtrOl SChedUIe. WHITE_LIST --Deny all packets but ALLOW those matching any of specific rules listed

BLOCK MAC ADDRESS--BLACKLIST

Username MAC Schedule

ADD SCHEDULE RULE

User Name :
© Current PC's MACAddress : |-~

© oOther MAC Address :
Day(s) : @ all week O Selact Day(s)

All Day - 24 hrs :
Start Time : |U : |00 (hour:minute, 24 hour time)

End Time : |00 ;|00 (hour:minute, 24 hour time)
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Filtering Options

This section enables you to apply advanced IPv4 or IPv6 filtering
options.

Click IPv4 Filtering to reveal IPv4 configuration options.
Click IPv6 Filtering to reveal IPv4 configuration options.

FILTERING OPTIONS -- IP V4 FILTERING

Usas IPv4 address to implement filtering.

IP w4 Filtering

FILTERING OPTIONS -- IP V6 FILTERING

Uses IPvE address to implement filtering.

IP w& Filtering
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Enable IP Filter:
Security Level:

Filter Model:

Enable:
Connection:
Protocol:

Source IP:

Source Mask:
Source Port:
Destination IP:
Destination Mask:
Destination Port:
Description:

IPv4 Filtering

Check to enable or disable the IPv4 Filter.
Select the security level.

Low will set the filter to Black in both direc-
tions.

Middle will set the filter to White in the WAN
-> LAN direction and White in the LAN-> WAN
direction.

High will set the filter to White in both direc-
tions.

Select the filter model to adjust and click Add
a Rule to reveal further options.

Check to enable or disable the IPv4 model.
Select the connection to be filtered.

Select the appropriate protocol for the con-
nection.

Enter the sending IP address to be filtered.
Enter the sending mask to be filtered.

Enter the sending port to be filtered.

Enter the destination IP address to be filtered.
Enter the destination mask to be filtered.
Enter the destination port to be filtered.

Enter a name for the filter rule.

FILTER MODEL

Enable IP Filter

Security Level Low |Z|

WAN — LAN © Black
LAN — WAN @ Black

ADD IP FILTER RULES

NO.

Enable

Choose |WAN — LAN[~]

IP/Port{source) 1P Port{destiantion)

Connection lz‘

Enable
Protocol | TCP lz‘

Source IP
Source Mask
Source Port

Destination IP

Destination Mask

Destination Port

Description

Protocol

Description

Device Name
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Enable IP Filter:
Security Level:

Filter Model:

Enable:
Connection:
Protocol:

Source IP:

Source Mask:
Source Port:
Destination IP:
Destination Mask:
Destination Port:
Description:

IPv6 Filtering

Check to enable or disable the IPvé6 Filter.
Select the security level.

Low will set the filter to Black in both direc-
tions.

Middle will set the filter to White in the WAN
-> LAN direction and White in the LAN-> WAN
direction.

High will set the filter to White in both direc-
tions.

Select the filter model to adjust and click Add
a Rule to reveal further options.

Check to enable or disable the IPv4 model.
Select the connection to be filtered.

Select the appropriate protocol for the con-
nection.

Enter the sending IP address to be filtered.
Enter the sending mask to be filtered.

Enter the sending port to be filtered.

Enter the destination IP address to be filtered.
Enter the destination mask to be filtered.
Enter the destination port to be filtered.

Enter a name for the filter rule.

Enable IP Filter

Security Level Low

FILTER MODEL

WAN — LAN

LAN — WAN

ADD IP FILTER RULES

MNO. Enable IP/Port{source)

[=]

® Black

@ Black

Choose [WAN — LAN[7]

1P Port{destiantion) Protocol

Description

Device Name

Connection |Z|
Enable

Protocol TCP
Source IP
Source Prefix Length
Source Port
Destination IP
Destination Prefix Length
Destination Port

Description

[=]
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QoS

Quiality of Service is a feature that enables you ensure throughput
for specific services or devices. QoS can improve your online
experience by ensuring that specific trafficis prioritized over other

network traffic, such as VolIP, FTP or Web. | oosqueve |

Configuration of classification table for IP QoS.

Qo5: () Enable @ Disable

QoS: Checkto enable or disable QoS.
Direction: Select Upstream or Downstream.

(0 means no limit bandwidth)

Queue Enable: Check to enable or disable queueing.
Bandwidth: Enter a maximum limit for upstream traffic.
Discipline: Select the QoS discipline type.
WRR Weight: If WRRdiscipline is selected, define it here.
Enable DSCP ReMark: Check to enable or disable DSCP ReMark.
Enable 802.1p ReMark: Check to enable or disable 802.1p ReMark

QOS5 CLASSIFICATION RULES

# Enable Rule Action Edit Drop

Click Add a Rule to reveal further QoS configuration options.
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Classify Type:
Active:
Application:
Physical Ports:

Destination MAC
address:

Destination IP address:
Destination Subnet
Mask:

Destination Port Range:

Source MAC address:
Source IP address:
Source Subnet Mask:

Source Port Range:

Protocol:

Add QoS Classification Rules

Check to enable or disable the IPv6 Filter.
Select to enable or disable this rule.
Select the pre-defined application type or
choose Not Matched.

Choose the LAN Interface.

Enter the destination MAC address for the rule.

If data packets include the MAC address, the
data packets are placed into the group.

Enter the destination IP address for the rule. If
data packets include the IP address, the data
packets are placed into the group.

Enter the destination subnet mask for the rule.

Enter the destination port range. (eg. UDP/TCP
port range)

Enter the source MAC address. If data packets
include the MAC address, the data packets are
placed into the group.

Enter the source IP address. If data packets
include the IP address, the data packets are
placed into the group.

Enter the source subnet mask.

Enter the source port range. (eg. UDP/TCP
port range)

Select the pre-defined protocol type or
choose Not Matched.

Classify Type =
Active :
Application =

Physical Ports :

@ Upstream Flow Classify

@ Enable ©

Not Match [=]

Local

Disable

Destination MAC Address :
Destination IP Address :
Destination Subnet Mask :

Destination Port Range :

Source MAC Address :
Source IP Address :
Source Subnet Mask :

Source Port Range :

Protocol :
Vian ID :
DSCP :

802.1p:

Not Match| =]

Not Sat
Not Match| =]

[=]

DSCP Remark :

Queue #:

B802.1p Remark : Not

ACTIONS

Mot Set

72 N

Unbound[ =]

Not Set

sae
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Vian ID:

DSCP:

802.1p:

DSCP Remark:
802.1p Remark:

Queue #:

Select this option to activate or deactivate the
4094 VID on the 4 different queues. VID (VLAN
ID) is the identification of the VLAN, which is
used by the standard 802.1Q. It has 12 bits and
allows the identification of 4096 (2/12) VLANS.
Of the 4096 possible VIDs, a VID of 0 is used to
identify priority frames and value 4095 (FFF)
is reserved. The maximum possible VLAN
configurations are 4,094.

Select a matching DSCP type.

Select a matching 802.1p VLAN priority

The DSCP range can be between 0 to 63.
Select this option to Activate/Deactivated the
802.1p. IEEE 802.1p establishes eight levels of
priority (0 ~ 7). Although network managers
must determine actual mappings, IEEE has
made broad recommendations.

Seven is the highest priority which is usually
assigned to network-critical traffic such as
Routing Information Protocol (RIP) and Open
Shortest Path First (OSPF) table updates. Five
and six are often for delay-sensitive applica-
tions such as interactive video and voice.

Data classes four through one range from
controlled-load applications such as stream-
ing multimedia and business-critical traffic -
carrying SAP data, for instance - down to “loss
eligible” traffic. Zero is used as a best-effort
default priority, invoked automatically when
no other value has been set

Select Low, Medium, High or Highest.

Classify Type :
Active :
Application =

Physical Ports

@ Upstream Flow Classify

@ Enable © Disable

Not Match =]

Local [~]

Destination MAC Address :
Destination IP Address :
Destination Subnet Mask :

Destination Port Range :

Source MAC Address :
Source IP Address :
Source Subnet Mask :

Source Port Range :

o

Protocol =
Vlan ID :
DSCP :

802.1p:

Not Match| =]

Not Set [~]
Not Match| =]

Queue # :

B02.1p Remark :

ACTIONS

DSCP Remark : | ot

(1R
I

et Not Set

Unbound|[ =]

sare
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Anti-Attack Settings
wmamconomnon

Enable Anti-Attack [

This section enables you to automatically configure your router
to detect and protect against several known attack types.

A denial-of-service (DoS) attack is characterized by an explicit
attempt by attackers to prevent legitimate users of a service from
using that service.

Port scan protection is designed to block attempts to discover
vulnerable ports or services that might be exploited in an attack
from the WAN.

Check Enable Anti-Attack to reveal the Anti- Attack configuration
options. Check Enable Attack Log to record attack attempts to
the log file.

Enable Attack Log []

Enable Attack Log [

INDIVIDUAL PROTECTION SWITCH

Enable 5¥YN Attack Protection,Max SYN Connections Per Second:
50 (Pear/5econd)

Enable Attack Protection Function of Fragglen

Enable Attack Protection Function of Echo Chargen

Enable Attack Protection Function of IP Land

Enable Protection of Anti Portscan

ANTI INVALID PACKETS SWITCH

TCP Flags: Set "SYN FIN"

TCP Flags: Set "SYN RST"

TCP Flags: Set "FIN RST™

TCP Flags: Unsst "ACK", Set "FIN™

TCP Flags: Unsst "ACK", Set "PSH"

TCP Flags: Unsst "ACK", Set "URG"

TCP Flags: Unset "SYN ACK FIN RST URG PSH"

TCP Flags: Set "SYN ACK FIM RST URG PSH"

TCP Flags: Unsat "PSH", Set "SYN ACK FIN RST URG"
TCP Flags: Unsat "SYN ACK RST URG PSH", Set "FIN"

TCP Flags: Unset "SYN ACK RST", Set "FIN URG PSH"
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DNS

Domain name system (DNS) is an Internet service that translates
domain names into IP addresses. Because domain names are
alphabetic, they are easier to remember. The Internet, however, is
actually based on IP addresses. Each time you use a domain name,
a DNS service must translate the name into the corresponding IP
address. For example, the domain name www.example.com might
be translated to 198.105.232.4.

The DNS system is, in fact, its own network. If one DNS server
does not know how to translate a particular domain name, it asks
another one, and so on, until the correct IP address is returned.

If you are using the device for DHCP service on the LAN or using
DNS servers on your ISP’s network, select IPv4 static DNS or
IPv6 static DNS as appropriate and enter the IP addresses in the
available entry fields for the preferred DNS server and the alternate
DNS server.

Click "Apply" button to save the new configuration.

DNS SERVER CONFIGURATION

Wan Connection : |Z|

Preferred DNS server :

Alternate DNS server :
1Pv6 static DNS: | Enabled

Preferred IPv6 DNS server :

Alternate IPv6 DNS server :
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Dynamic DNS

The DDNS (Dynamic Domain Name System) feature allows you
to host a server (Web, FTP, Game Server) using a domain name
that you have purchased (www.whateveryournameis.com) with
your dynamically assigned IP address. Most broadband Internet
Service Providers assign dynamic (changing) IP addresses. Using a
DDNS service provider, your friends can enter your domain name
to connect to your server no matter what your IP address is.

Click Add to reveal Dynamic DNS configuration options.

DDNS provider: Select one of the Dynamic DNS organizations
from the menu.

Enter the hostname you registered with the
Dynamic DNS provider.

Select the appropriate interface.

Enter the username for your Dynamic DNS
account.

Enter the password for your Dynamic DNS
account.

Host Name:

Interface:
Username:

Password:

The Dynamic DNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a domain name that you have
purchassd (www.oo.com) with your dynamically assigned IP address. Most broadband Internst Service Providers assign dynamic
(changing) IP addresses. Using 2 DDNS service provider, your friends can enter your host name to connect to your game server
no matter what your IP address is.

Hostname Username Service Interface

[ Add | [ Edit | [ Delete |

The Dynamic DNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a domain name that you have
purchased (www.ooc.com) with your dynamically assigned IP address. Most broadband Internet Service Providers assign dynamic
(changing) IP addresses. Using @ DDNS service provider, your friends can enter your host name to connect to your game server
no matter what your IP address is.

Hostname Service Interface

ADD DYNAMIC DNS

DDNS provider : | DynDNS org [=]
Hostname :
Interface : E
Username :

Password :
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Network Tools

The Network Tools section provides several features which enable
a fine degree of network management control.

Click the Port Mapping, IGMP Proxy, IGMP Snooping, MLD
Configuration, UPnP, DSL, SNMP, or Net USB button to reveal
the associated configuration options.

NETWORK TOOLS -- PORT MAPPING

Port Mapping supports multiple port to PVC and bridging groups. Each group will perform as an independent network.

Port Mapping

NETWORK TOOLS -- IGMP PROXY

Transmission of identical content, such as multimedia, from a source to & number of recipients.

IGMP Proxy

NETWORK TOOLS -- IGMP SNOOPING

Transmission of identical content, such as multimedia, from a source to & number of recipients.

IGMP Snooping

NETWORK TOOLS -- MLD CONFIGURATION

Transmission of identical content, such as multimedia, from a source to & number of recipients.

MLD Configuration

NETWORK TOOLS -- UPNP

Allows you to enable or disable UPnP.

NETWORK TOOLS - DSL

Allows you to configure advanced settings for DSL.

DSL

NETWORK TOOLS -- NET USB

Allows you to manage net usb.
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Port Mapping

This section enables you to bind the WAN interface and the LAN
interface to the same group. This allows remote computers to
connect to a specific computer or service within a private local-
area network (LAN).

Click Add to reveal the Port Mapping configuration options.

Group Name: Enteragroup name.

Group Interfaces: Select from the listed interfaces from the
Available Interface then click the <- arrow
button to add them to the Grouped Interface
list. This creates the required mapping of the
ports. The group name must be
unique.

Port Mapping -- & maximum 5 entries can be configured

Port Mapping supports multiple port to PVC and bridging groups. Each group will perform as an independent network. To support
this feature, you must create mapping groups with appropriate LAN and WAN interfaces using the "Add” button. The "Deleta"
button will remove the grouping and add the ungrouped interfaces to the Default group.

PORT MAPPING SETUP

Group Name Interfaces
Lanl ethernetl,ethernet2, ethernst3, ethernet4,ral, ral,ra2, ra3, raid, rail, ra...

Add Edit Delete
To create a new mapping group:

1. Enter the Group name and select interfaces from the available interface list and add it to the groupad interface list using the
arrow buttons to create the required mapping of the ports. The group name must be unique.

2. Click "apply" button to make the changes effective immediately.

PORT MAPPING CONFIGURATION

Group Name:

Grouped Interfaces Available Interfaces

ethernetl -~
ethernet2
ethernet3
—— |ethernetd

m
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IGMP Proxy

Creating an IGMP proxy enables the system to issue IGMP host
. roxy enables the system to issue host messages on behalf of hosts that the system discovered through standard
messages on behalf of hosts that the system has diSCOVEred o macee the sy ac o proy for i hose whengou enable oyt o

1. Enabling IGMP prooey on a WAN interface (upstream), which connects to a router running IGMP.

through standard IGMP interfaces. This allows the system tO 2 enabing 161P on 2 Law intrface (downsiream, which connects o s hosts,

act as a proxy for its hosts after being enabled.

WAN Interface : lz‘
IGMP Version : | IGMP V3 [+]
Enable IGMP Proxy :

LAN Connection : | Lan1 El

Enable FastLeaving : [

General Query Interval : 150 (seconds)

General Query Response Interval : 20 (1~255)(*100 milliseconds)
Group Query Interval : 325 (seconds)

Group Query Response Interval : 20 {1~255)(*100 milliseconds)

Group Query Count : 3
Last Member Query Interval : 1 (seconds)

Last Member Query Count: 1

IGMP TABLE

Group Address Interface State
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IGMP Snooping
Enabling this option allows the router to listen for internet group
. Transmission of identical content, such as multimedia, from a source to a number of recipients.
management protocol (IGMP) traffic, which can help to detect -
Enabled :

Last Member Query Interval : 200000
Host Timeout : 3000000
Mrouter Timeout : 1

Leave Timeout : 0

Max Groups : 100

Cancel
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MLD Configuration

Multicast Listener Discovery(MLD) snooping allows the switch
. . .. This section allows you to configure the MLD Setup settings of your Router . Please note that this section is optional and you
to examine MLD packets and make forwarding decisions based shouid not need to change any of the settings here to get your network up and running.

on their content.

[ Enable M1d Proxy

WAN Connection : E

Enable FastLeaving : &

Query Interval : 125 (s)
Query Response Interval: 100 (1/10s)
Last Member Query Interval : 1 (1/10s)

MLD SNOOPING

[C] Enable Mid Snooping
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UPnP

This page enables you to configure the UPnP feature.

Universal Plug and Play (UPnP) supports peer-to-peer Plug and Play functionality for network devices.

UPnP (Universal Plug and Play) is a distributed, open networking
standard that uses TCP/IP for simple peer-to-peer network wan Commection: [ T5]
connectivity between devices. A UPnP device can dynamically LAN Connection :|_[]
join a network, obtain an IP address, convey its capabilities and
learn about other devices on the network. In turn, a device can
leave a network smoothly and automatically whenitis no longer
in use. UPnP broadcasts are only allowed on the LAN.

Enable UPnP

UPnP is used for popular audio visual software. It allows
automatic discovery of your device in the network. If you are
concerned about UPnP security, you can disable it. Block ICMP
ping should be enabled so that the device does not respond to
malicious Internet requests.

Enable UPnP: Check to enable or disable UPnP.
WAN Connections: Select from the listed interfaces to work with
UPnP.
LAN Connections: Select from the listed interfaces to work with
UPnP.
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DSL

This page lets you set the xDSL mode and type. It is recommended
that you use the default settings.

This page is used to configure the DSL settings of your DSL router. You need to disable DSL before you change the DSL mode.

DSL SETTINGS

xDSL Mode : | Auto Sync-Up[~]
xDSL Type: | ANNEX A/IL/LM[~]
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Net USB

This router comes with a USB 2.0 interface that can connect to

a USB printer or storage device such as a USB flash drive or USB © Enable Linkn Print
hard drive @ Enable USB Storage Server

Enable Link’n Print: Select this option to use the USB port for con-
necting a USB printer with D-Link Link’n Print.

D-Link Link'n Print allows you to share your
USB printer as a network printer server to all
connected local hosts.

Note: Link’'n Print Printer Server is a USB
printer server which requires users to install a
client utility in the computer before the user is
able to send a print job to the router.

Pleasereferto“Link'nPrint"onpage 120formore
information on using this feature.

Enable USB Storage Select this option to use the USB port for
Server: connecting a USB storage drive for sharing on
your network.
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Routing

The Routing sections provides an advanced method of customizing
specific routes of data through your network.

Click the Static Route, IPv6 Static Route, Policy Route, RIP
Settings, or RIPng Settings button, to reveal the associated
configuration options.

STATIC ROUTE

Static Route.

IPV6 STATIC ROUTE

IPv6 Static Route.

IPvE Static Route
POLICY ROUTE

Palicy Route.

Policy Route
Carsermmes |

RIP Settings.

RIP Settings
Comesermves |

RIPng Settings.

RIPng Settings
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Static Routing

This section allows you to set up static routes for your network.

Enter the destination network address, subnet mask, gateway AND/OR available WAN interface then dlick "Apply™ to add the entry

to the routing table.
Click the Add button to reveal the associated configuration A maximum 30 entries can be configured.
Options. ROUTING -- STATIC ROUTE
Destination Subnet Mask Gateway Interface
Destination Network Enter the IP address of the destination router. = e (oo
Address:
Subnet Mask: Enter the subnet mask of the destination IP
addreSS. Destination Network Address :
Use Gateway IP Address: Enter the IP address of the gateway router to Subnet Mask :
be used. Use Gateway IP Address :
Use Interface: Select the interface to be used from the drop- Use Interface : |LAN Group1 []
down menu.. Cancel
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IPv6 Static Routing

This section allows you to set up IPv6 static routes for your
network.

Click the Add button to reveal the associated configuration
options.

Enable: Check this box to enable the route.
Destination Network Enter the IPv6 address of the destination
Address: router.
Use Gateway IP Address: Enter the IPv6 address of the gateway router
to be used.
Use Interface: Select the interface to be used from the drop-
down menu.

Enter the destination network address, subnet mask, gateway AND/OR available WAN interface then dick "Apply” to add the entry
to the routing table, the Gateway IP Address should be the Default Gateway of connected V& connection so as to take effect.

A maximum 30 entries can be configured.

ROUTING -- IPV6 STATIC ROUTE

Status Destination Gateway Interface
Add Edit Delete
1PV6 STATIC ROUTE ADD
Enable : []

Add

ion N k
Use Gateway IP Address :
Use Interface : |LAN Group1 [~]
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Policy Route

The Policy Route section provides a method to bind a WAN and
at least one LAN connection together.

Click the Add button to reveal the associated configuration
options.

WAN Connection: Select the WAN connection to be used for
binding.
LAN Connection: Select atleast one LAN connection to be
bound.

Policy Route :chose one Wanconnection and one Lanconnection then bind them.

POLICY ROUTE SETUP

WAN

LAN

WAN Connection |Z|

LAN Connection [] ethernati
[Cethernatz
[Cethernats
[[ ethernats
[Cra0
Erat
Hraz
[[raz
[ rain
[ rait
[Craiz
[ raiz

WAN INSTANCE AND LAN INSTANCE
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RIP

Use this page to select the interfaces on your device that you
want to use RIP for, and the version of the protocol to be used.

Dynamic Route: Select from OFF, RIPv1, RIPv2,
Direction: Select either Active or Passive.

To activate RIP for the device, select the "Enabled” checkbox for Global RIP Mode. To configure an individual interface, select the
desired RIP version and operation, followed by placing a check in the "Enabled” checkbox for the interface. Click the "Apply™
button to save the configuration, and to start or stop RIP based on the Global RIP Mode selected.

Interface Dynamic Route Direction
Lan1 OFF [=] Active [~]
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RIPng

Use this page to enable or disable RIPng for the available
interfaces.

To activate RIPng for the interface, place a check in the "Enabled” checkbox for the interface. Click the "Apply” button to save the
configuration, and to start or stop RIPng basad on the configuration.

Interface VPI/VCI Enabled
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NAT

This screen lets you set up NAT for your router to link external
IP address with internal IP addresses.

Entry Name:
Internal IP Type:
Internal IP Address:
External IP Type:
External IP Address:

Enter a name for the address to be mapped.
Select either Single IP or IP Range.

Enter the IP or the IP Range

Select either Single IP or IP Range.

Enter the IP or the IP Range

Traditional NAT would allow hosts within a private network to transparently access hosts in the external network, in most cases.
In a traditional NAT, sessions are uni-directional, outbound from the private network. Sessions in the opposite direction may be

allowed on an exceptional basis using static address maps for pre-selected hosts.

NAT TABLES

Name Internal IP Address

External IP Address

Internal IP Type

External IP Type

NAT SETTINGS

Entry Name :
Internal IP Address :

External IP Address :

: | Single IP [+]
:|Single IP [+]
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FTPD Setting

On this page, you can enable or disable the FTP daemon and
set the FTP port.

You can Enable or Disable ftp server, and set ftp port here.

FTP Server T

FTP Server: Thisitem displays the FTP server’s status.
Enable FTP Server: Selectto enable or disable the FTP server.
FTP Server Port: Enter a port for the FTP server.

Enable FTP Server [

FTP Server Port 2121
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User Name:
Password:
Rights:

Append:

Refresh:

Edit:

Delete:

FTPD Account

On this page, you can add, remove or edit FTP user accounts.

Enter a user name to use for the account.

Enter a password to use for the account.
Assign View, Upload, Download rights as ap-
propriate for the account.

Append a new account to the Account Table
using the User Name, Password, and Rights en-
tered.

Refresh an existing account in the Account
Table.

Edit this account’s information. Click the Mod-
ify button after making your changes to save
them.

Delete this account.

You can manage ftp user information here, such as usermame , password, and right.

FTP USER MANAGE

User Name

Password

Rights [Cview DUpIuad [Fpownload

No. User Password Rights Operation
View Upload Download
1 admin admin Y ¥ Y
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Management
System Management

The System Management sections provides a number of options
to manage the Go-DSL-AC750.This section allows you to manage
the router’s configuration settings, reboot the router, and restore
the router to the factory default settings. Restoring the unit to the
factory default settings will erase all settings, including any rules
that you've created.

Reboot: Click Reboot to immediately restart the
router.

Backup Setting: Use this option to save the current router
configuration settings to a file on the hard
disk of the computer you are using. First,
Click Backup Setting. A file dialog will ap-
pear, allowing you to select a location and
file name for the settings.

Update Setting: Use this option to load previously saved
router configuration settings. First, use the
Browse option tofind a previously saved file of
configuration settings.Then, click the Update
button to transfer those settings to the router.

Restore Default Setting: Click Restore Default Setting to restore all
configuration settings back to the settings
that were in effect at the time the router was
shipped from the factory. Any settings that
have not been saved will be lost, including any
rules that you have created.

SYSTEM -- REBOOT

Click the button below to reboot the router.

Reboot

SYSTEM -- BACKUP SETTINGS

Back up DSL Router configurations. You may save your router configurations to a file on your PC.

Mote: Pleass always save configuration file first before viewing it.

Backup Setting

Update D5L Router settings. You may update your router settings using your saved files.

Settings File Name:
Update Setting

SYSTEM -- RESTORE DEFAULT SETTINGS

Restore DSL Router settings to the factory defaults.

[ Restore Default Setting ]
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Firmware Update

You can upgrade the firmware of the access point here. Make
sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be
used for the update. Please check the D-Link support website
for firmware updates at http://support.dlink.com. You can
download firmware upgrades to your hard drive from this site.

Current Firmware This fields displays information about the cur-
Version: rent firmware.
Current Firmware Date: This fields displays the date of the current
firmware.
Select File: Click Browse to locate the firmware file re-
quired.
Clear Config: Check Clear Config to reset all current con-

figurations before the firmware is installed.

Update Firmware: Click Update Firmware to upload and install
the selected firmware.

Step 1: Obtain an updated firmware image file from your ISP,
Step 2: Enter the path to the image file location in the box below or dick the "Browse" button to locate the image file.
Step 3: Click the "Update Firmware" button once to upload the new image file.

NOTE: The update process takes about 2 minutes to complete, and your D5SL Router will reboot. Please DO NOT power off your
router before the update is complets.

FIRMWARE UPDATE

Current Firmware Version: V1.0.0.0
Current Firmware Date: 12/14/2013-12:44:47
Select File: Browse...

Clear Config: I}
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Access Controls

Here, you can manage access to your router.

Click the Account Password, LACL, RACL, or IP Address buttons
to reveal the associated configuration options.

ACCESS CONTROLS -- ACCOUNT PASSWORD

Manage D5L Router user accounts.

Account Password
LOCAL ACCESS CONTROLS

Manage Local Access Control List .

LACL

REMOTE ACCESS CONTROLS

Manage Remore Access Control List.

RACL

ACCESS CONTROLS -- IP ADDRESS

Permits access to local management services,
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Account Password

The Account Password section enables you to manage users’

Access to your DSL Router is controlled through three user accounts: admin, support, and user.
passwords. :

The user name "support” is usad to allow an ISP technician to access your DSL Router for maintenance and to run
diagnostics. This user name can not be used in local.

You S hou I d Cha nge the defa u It ad m | n paSSWO rd tO secure you r ;he user name "user” can access the DSL Router, view configuration settings and statistics, as well as update the router's
network. o

Use the fields below to enter up to 16 characters and dlick "Apply” to change or create passwords. Note: Password cannot contain
a space.

Ensure that you remember the new password or write it down

and keep it in a safe and separate location for future reference.
If you forget the password, you will need to reset the device to Now scrname: [orin
the factory default settings and all configuration settings of the Current Password:
device will be lost. New Password:

Confirm Password:

Username: |admin lz‘

Username: Select the username that you want to modify.

New Username: [f you are adding a new user account, enter
the username in this field.

Current Password: Enter the current password (existing users

WEB IDLE TIME OUT SETTINGS

onIy) Web Idle Time Out: 29 (5 ~ 30 minutes)
New Password: Enter the new password.

Confirm Password: Re-enter the new password.

Web Idle Time Out: Set a period of time to automatically log the
user out if the session is inactive for the speci-
fied amount of time.
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Local Access Control

The Local Access Control section enables you to specify which
services can be accessed by a remote host.

Enable Local Access: Check to enable or disable remote access to
the following services.
Choose a connection: Selecta connection interface from the avail-
able options in the dropdown menu.

Service
FTP

HTTP
ICMP
SMMP
55H
TELNET
TFTP
DNS

=

0 5

=
=1
o

Enable Local Access

Choose A Connection | LAN1 |Z|

o

Source IP

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

Source Mask
0.0.0.0

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

Protocol
TCP

TCP
ICMP
upp
TCP
TCP
uDP
uDP

IPV4 ACL

Port
21

80

161
22
23
69
5

S

D-Link Wireless AC Dual-Band ADSL Router User Manual

82



Section 3 - Configuration

Remote Access Control

The Remote Access connection section enables you to allow or  |EciErcEs G Hon—

disallow WAN management access. Choose A Connection [D_MER 0 5[]
Choose a connection: Select a connection from the dropdown menu
on WhICh tO enable remOte access. Service Enable Source IP Source Mask Protocol Destination Port
Icmp 0 0000 0.0.0.0 IcMp
SNMP [ 00.0.0 0.0.0.0 upp 161
FTP [ 0000 0.0.0.0 TCp 21
HTTR ] 0000 0.0.0.0 TCp 80
S5H [ 0.0.00 0.0.0.0 TCp 2
TELNET [ 0000 0.0.0.0 TCp 23
TFTP [ 0.0.0.0 0.0.0.0 UDP 59
DNS [ 0.0.00 0.0.0.0 ubpP 53
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IP Address

On this page, you can configure the IP address for the access
control list (ACL). If ACL is enabled, only devices with the specified
IP addresses can access the device.

Check Enable Access Control Mode to enable the ACL, then click
Add, to reveal further options for adding an IP address to the ACL.

IP Address: Enteran IP Address to be added to the ACL.

The IP Address Access Control mode, if enabled, permits access to local management services from IP addresses contained in the
Access Control List. If the Access Control mode is disabled, the system will not validate IP adresses for incoming packets. The
sarvices are the system applications listed in the Service Control List.

Enter the IP address of the management station permitted to access the local management services, and click "Apply™.

ACCESS CONTROL -- IF ADDRESSES

[C] Enable Access Control Mode

Add Delete
IP Address :
Apply Cancel
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Diagnosis
The Diagnosis section provides various method of testing your

ro ute r a n d n etWO rk. DSL Test can diagnostics your DSL connection,

Click the DSL Test, Traceroute, or Ping buttons, to reveal the
associated configuration options.

Traceroute diagnostics sends packets to determine the routers on the Internet.

DIAGNOSTICS -- PING

Fing diagnostics used to test the reachability of a host on a network and to measure the round-trip time for messages sent
from the originating host to a destination computer.
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DSL Test

The DSL section provides a way for you to test your DSL connection.

WAN Connection: Select the connection from the dropdown
menu that you would like to test.

The DSL router can test your DSL connection. The individual tests are listed below. If a test displays a fail status, dick the "Run
Diagnostic Test" button again to make sure the fail status is consistent.

WAN Connection | [~|| Run Diagnostic Tests
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Traceroute

The Traceroute section enables you to run a traceroute test.

Host:
Max TTL:
Wait times:

Result:

Enter a host to run a traceroute against.
Enter a maximum value for TTL.
Enter a maximum value for wait times be-

tween hops.
The results of the traceroute test will be dis-

played here.

Traceroute diagnostics sends packets to determine the routers on the Internet.

Host: 68838
Max TTL: 30 (1-64)
Wait times : 5000 (>1ms)

RESULT
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Ping

The Ping section enables you to run a ping test.

Ping diagnostics used to test the reachability of a host on a network and to measure the round-trip time for messages sent from
the originating host to 2 destination computer.

Protocol: Select which protocol you would like to use protocol: TPVA[S]
for the ping test. Host: 5858
Host: Enter a host to ping. Number of retries: 5
Number of retries: Enter a value for the number of time you Trmeoet:

Packet Size: 56

would like to ping the host.
Timeout: Enter atimeout value before a failure is de-
clared.
Packet Size: Enter a value for the ping packet size.

WAN Connection: El

WAN Connection: Select a WAN connection from the dropdown
menu to use for the ping test
Result: The results of the ping test will be displayed
here.

D-Link Wireless AC Dual-Band ADSL Router User Manual 8

oo



Section 3 - Configuration

Log Configuration

The GO-DSL-AC750 keeps a running log of events and activities
occurring on the Router. You may send these logs to a SysLog
server on your network. You can view the current log by clicking
the View System Log button.

Enable Log: Checkto enable or disable logging
Mode: Select to record the log to Local, Remote, or
Both.
Server IP Address: Enter an IP address for the remote logging
server.
Server UDP Port: Enter the UDP port of the remote server.

If the log mode is enabled, the system will begin to log all the selected events. If the selected mode is "Remote” or "Both”, events
will be sent to the specified 1P address and UDP port of the remote syslog server. If the selected mode is "Local™ or "Both", events
will be recorded in the local memory.

Select the desired values and click "Apply” to configure the system log options.

Mote: This will not work correctly if modem time is not properly set! Please set it in "Setup/Time and Date”

SYSTEM LOG - CONFIGURATION

B Enable Log

[ Apply ] [ Cancel ] [ View System Log ]
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Status

Device Info

This page displays the current information for the GO-DSL-AC750,
such as LAN and wireless LAN information and statistics.

System Info:
Internet Info:
Wireless Info:

Local Network Info:

This section displays a summary of the System
settings

This section displays of the internet connec-
tion settings.

This section displays a summary of the wire-
less network setttings.

This section displays a summary of the LAN
settings.

This information reflects the current status of your all connection.

SYSTEM INFO

Modem Name : GO-DSL-ACT50
Serial Number : D01fa4930a3a
Time and Date : 2013-11-12 15:18
HardwareVersion : T1

Firmware Version : ¥1.0.0.0

System Up Time : 27:07:47

INTERNET INFO

Internet Connection Status : E
IP Protocol: E

Internet Connection Status:
Wan service type:

IP Address:

Sub Mask:

Default Gateway:

DNS Server:

Status : LTS
Address/PrefixLength : NjA
GateWay : NfA
Prefix Info : NfA
DNS Server: NjA

Enabled WAN Connections =
VPI/VCI Service Name Protocol IGMP

WIRELESS INFO

Select Wireless : | D-Link GO-DSL-ACT50 [+]

MAC Address: 00:1F:A4:93:0A:44
Status: Enable

Network Name (S5ID): D-Link GO-DSL-AC7S0
Visibility: Visible

Security Mode: None

LOCAL NETWORK INFO

MAC Address: 00:1f:a4:93:0a:3a
IP Address: 192.168.0.101
Subnet Mask: 255.255.255.0
DHCP Server: Disable
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Wireless Clients

The wireless section allows you to view the wireless clients that
are connected to your wireless networks.

This page shows authenticated wireless stations and their status.

WIRELESS -- AUTHENTICATED STATIONS

Mac Associated Authorized

Interface
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DHCP Clients

The DHCP Clients section allows you to view the clients that are
connected to your router using DCHP.

This information reflects the current DHCP client of your modem.

Hostname MAC Address

1P Address

Expires In

Refresh
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Logs

The GO-DSL-AC750 keeps a running log of events and activities
occurring on the router. If the device is rebooted, the logs will
automatically be cleared.

The router automatically logs (records) events of possible
interest in it's internal memory. If there isn't enough internal
memory for all events, logs of older events are deleted but logs
of the latest events are retained. The Logs option allows you to
view the router logs. You can define what types of events you
want to view and the level of the events to view. This router also
has external Syslog Server support so you can send the log files
to a computer on your network that is running a Syslog utility.

This page allows you to view system logs.

Manufacturer: TW =
ProductCla=s: DLINK

SerialNumber: 001fa4230a3a

IP: 192.168.0.101

HWver: T1

SWVer: GURN4.NT216A-C-DL-R1BO10.EN 2T2R

Refresh
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Statistics

The GO-DSL-AC750 keeps statistics of the traffic that passes
throughit. You can view the amount of packets that pass through
the LAN and wireless portions of the network. The traffic counter
will reset if the router point is rebooted.

Local Network & Wireless This section displays a statistical summary of
Info: the LAN and wireless interfaces.
Internet: This section displays a statistical summary of
the internet connection.
ADSL: This section displays a statistical summary of
the ADSL interface.

This information reflects the current status of your all connection.

LOCAL NETWORK & WIRELESS

Interface

LANL
D-Link GO-D5L-AC750

Received
Bytes Pkis Errs  Rx drop Bytes Pkis Ems Txdrop
1798695 17634 0 (1]

1]

D-Link GO-DSL-AC750_5G 1]

a 0 0
o 0 0

Transmitted

894625 2369 0 0
o 1] a 0
o 0 1] 0

INTERNET

Service VPL/VCI

Protocol

Received

Transmitted

Bytes Pkts Errs Drops Bytes Pkts Errs Drops

ADSL

Status:
Mode:
Traffic Type:
Line Coding:
Up Time:

SNR Margin (0.1dB):
Attenuation {0.1dB):
Output Power (dBm):
Attainable Rate (Kbps):
Rate (Kbps):

D (interleave depth):
Delay (msec):

Data Counter:

HEC Errors:
OCD Errors:
LCD Errors:
CRC Errars:
FEC Errors:

Total ES

Total Frames

Downstream
NfA
N/A
N[A
NfA
NfA
N[A
N/A

NJA
N/A
NJA
N/A
N/A

N[A

N/A

N/

Disabled
NfA
NfA
NfA
NfA

Upstream

/A Clear
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Route Info

The Route Info page displays a summary of the current route
configuration between the router and the WAN.

Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate D - dynamic (redirect), M - modified (redirect).

DEVICE INFO -- ROUTE

Destination Gateway Subnet Mask Flags Metric Service Interface
192.168.249.0 0.0.0.0 255.255.255.252 u 1] 0 bro
192.168.0.0 0.0.0.0 255.255.255.0 u ] o br
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Help

This page provides help and explanations for different sections

of the firmware.

= Setup
= Advanced

= Management

it
-
3

SETUP HELP

» Wizard

= Internet Setup

= 2.4G Wireless

= 5G Wireless Setup
= Local Network

= Local IPvE Metwark
= Time and Date

ADVANCED HELP

* 2.4G Advanced Wireless
» 5G Advanced Wireless

- ALS

= Port Forwarding

- DMz

* SAMBA

* 3G

= Parental Control

* Filtering Options

-

= DNS

= Anti-Attack

= DDNS

= Metwork Tools

=}

= FTPD Account

MANAGEMENT HELP

= System Management
+ Firmware Update

= Accass Controls

= Dizgnosis

* Log Configuration

STATUS HELP

= Device Info
= Wireless Clients
+ DHCP Clients

.
—
o
i
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Section 4 - Connecting To Your Wireless Network

Connecting To Your Wireless Network

Windows® 8
WPA/WPA2

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your
wireless adapter. If you are joining an existing network, you will need to know the security key (Wi-Fi password) being used.

To join an existing network, locate the wireless network icon in the taskbar, next to the
. . o LES i By
time display. o Bl 003

11:35 AM

Wireless Icon

Clicking on this icon will display a list of wireless networks which are within connecting
proximity of your computer. Select the desired network by clicking on the network name. N

Airplane mode

off [
SWSWSW
ASUS_Guestl

TP-PLC Router

AirPort Express

AirPort Express 5GHz
Book-600M +
DIR-505-Claire

DIR-835-Hans-5
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You will then be prompted to enter the network security key (Wi-Fi password) for
the wireless network. Enter the password into the box and click Next.

If you wish to use Wi-Fi Protected Setup (WPS) to connect to the router, you can also
press the WPS button on your router at the point to enable the WPS function.

When you have established a successful connection a wireless network, the word
Connected will appear next to the name of the network to which you are connected.

(© Networks

d-link-07725

Enter the network security key

@ You can also connect
nd by pushing the button
on the router.

Cancel

Networks

Airplane mode

off 0

Wi-Fi

d-link-07725 Connected |
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Section 4 - Connecting To Your Wireless Network

Windows® 7
WPA/WPA2

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your
wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Click on the wireless icon in your system tray (lower-right corner).

11:21 AM
9/1/2009
Wireless Icon
2. The utility will display any available wireless networks in your area. Not connected “ :‘

fiff] Connections are avilsble E‘

Wireless Network Connection ~

dlink |

kay2690_24 |

AllenH DIR-655 M

SD6_WLAN .

DAP-2630g ﬁﬁ

wpstestl ol

BBIQ633304WPA2 M

Eddie_APNAS |

Open Network and Sharing Center
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3. Highlight the wireless connection with Wi-Fi name (SSID) you would
like to connect to and click the Connect button.

If you get a good signal but cannot access the Internet, check your
TCP/IP settings for your wireless adapter. Refer to the Networking
Basics section in this manual for more information.

4. The following window appears while your computer tries to
connect to the router.

Mot connected s
I:EIIH Connections are available
Wireless Metwork Connection ~
dlink A |
[V] Connect automatically

- kay2690_24 L A
james2690g m
ALPHA =M
dlink 838 !._HE
SD6_WLAN "
DAP-2690q _at]

Open Metwork and Sharing Center

-

P

TEH Connect to a Network

Getting information from dlink...
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Section 4 - Connecting To Your Wireless Network

5. Enter the same security key or passphrase (Wi-Fi password) that is (% Connect to a Network [——

on your router and click Connect. You can also connect by pushing

the WPS button on the router. Type the network security key

Security key: |
It may take 20-30 seconds to connect to the wireless network. If the [l Hiide characters
connection fails, please verify that the security settings are correct. The
key or passphrase must be exactly the same as on the wireless router. G} o cen alep connect by pushing the
-

—

EF
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WPS

The WPS feature of the GO-DSL-AC750 can be configured using Windows® 7. Carry out the following steps to use Windows® 7
to configure the WPS feature:

1. Click the Start button and select Computer from the Start menu. G
I'_:i’ Getting Started

6 Windows Media Center

Sticky Notes

% Snipping Tool
% Remote Desktop Connection
Q‘f Magpifier

) ) Soltaire
- Default Programs

Help and Support

> AllPrograms

[ISearch programs and fites

2. Click Network on the left side.

(o oD
My Computer » - | ¥3 ||| Search Computer el
BT e ——
Organize » System properties Uninstall or change a program Map network drive > = 0O @
457 Favorites 4 Hard Disk Drives (3)
B Desktop Local Disk (C:) Local Disk (D:)
4 Downloads L — =
| 5 239 GB free of 10.0 GB S 227 6B fres of 00 GB
%l Recent Places
DATA (E)
4@l Libraries SV 205 Gefrec of 531 G

& [ Documents i i
a
> @ Music Devices with Removable Storage (1)

> =] Pictures
DVD RW Drive (F:)
» B Videos =
L

| 4% Computer |
& & Local Disk (C))
» =5 Local Disk (D)

> = DATA (E)
» € Network
g f A100 Workgroup: WORKGROUP Memory: 2.00 GB
Processor: Intel(R) Core(TM)2 CPU...
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Section 4 - Connecting To Your Wireless Network

3. Double-click the GO-DSL-AC750.

4. Input the WPS PIN number (on the router label) in the Setup >
Wireless Setup menu in the Router’s Web Ul) and click Next.

e

€ > Network »

S
~ 42 ||[ Search Network ~ 5]

Organize ¥ Network and Sharing Center  Add a printer  Add a wireless device

4 5.7 Favorites = 4 Computer (1)
| @ Recently Change

B Desktop :&f $P23-PC

& Downloads
% Recent Places 4 Media Devices (1)
4[5 Libraries = ﬂb@) SP3X3-PC: SP3X3:
&> [F Dacuments
i o) Music 4 Network Infrastructure (1) Select afile o preview
1> (5] Pictures
[ Videos "-1-‘;7 DIR-615

>« Homegroup

4 8 Computer
& Local Disk (C)
b Local Disk (D)

1 &8 Buklic mspawa-l T ¢ U ’

. 3items
]

- e e—— -—— - — —
@ E_l" Set Up a Network

To set up a network, type the 8-digit PIN from the router label

You can find the numeric PIN on a label attached to the
router or in the printed information that came from the
fl manufacturer. ~
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Section 4 - Connecting To Your Wireless Network

5. Type a name to identify the network. —
@ @SetUpaNetwork-

Give your network a name

Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable,

Type your network name: f@' Security-enabled network
D-Link Neﬂ Your network is being set up using WPA2-Personal.

Change passphrase, security level and encryption type (advanced): 'Z:\EZ'

'@' Upgrade or replace the router using the network settings stored on this computer

6. To configure advanced settings, click the v icon. - . ol
@ @SetUpa Network

Give your network a name

‘Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable,

Click Next to continue. _
Type your network name: @ Security-enabled network
D-Link Net Your network is being set up using WPA2-Personal.

Change passphrase, security level and encryption type (advanced):

Security key: Security level:
femm-gizb—9vmv [WPAZ-PErsonaI (Recommended) ']
Connect automatically Encryption type:

[AES (Recommended) v]

'@' Upgrade or replace the router using the network settings stored on this computer

!
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Section 4 - Connecting To Your Wireless Network

7. The following window appears while the Router is being
configured.

Wait for the configuration to complete.

8. The following window informs you that WPS on the router has
been setup successfully.

Make a note of the security key as you may need to provide this
security key if adding an older wireless device to the network in
the future.

9. Click Close to complete WPS setup.

o L=
3 ——
Q @ Set Up a Network

Setting up D-Link_Net...

u @ Set Up a Metwork

—— —— —

R — /]
'
,
—
- — — S— — -

D-Link_Net has been successfully set up

To add an older wireless device to this network, you might need to provide this security key

894g-eyd5-g5whb

You can print these network settings for future reference.

For gaming consoles or computers running Windows XP, copy the network profile to a USB drive for
easier set up.

Close
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Section 4 - Connecting To Your Wireless Network

Windows Vista®

Windows Vista® users may use the built-in wireless utility. If you are using another company’s utility, please refer to the user
manual of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option
similar to the Windows Vista® utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the

center of the bubble to access the utility. MakEapiested

L‘. Wireless networks are available.
=

or
Connect to a network

Right-click on the wireless computericon in your system tray (lower-right DRl e E
corner next to the time). Select Connect to a network.

-T-!| L:Ud Fivl

- T ' Fnday

W g/17/2007

o . . . . . . = B&.‘

The utility will display any available wireless networks in your area. Click 4
. . . o) = Connect to a network
on a network (displayed using the SSID) and click the Connect button.
Disconnect or connect to another network
. Show [All =

If you get a good signal but cannot access the Internet, check you TCP/ 5 -

- . . . | VOIPtest Unsecured network a1l
IP settings for your wireless adapter. Refer to the Networking Basics :
section in this manual for more information. 38 i il

_5_- twesday Security-enabled network Al

4[]
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WPA/WPA2

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your
wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Open the Windows Vista® Wireless Utility by right-clicking on the Net Connected
wireless computer icon in your system tray (lower right corner of Wi Wireless networks are available.
screen). Select Connect to a network. -

Connect to a network
Metwork and Sharing Center

_Til L Fivl

- e L Friday

W B/17/2007

==
2. Highlight the Wi-Fi name (SSID) you would like to connect to and Ok
. ) B onnect to a netwaorl
click Connect.
Disconnect or connect to another network
Show [All M
-ﬁ' VOIPtest Unsecured network !!J J
" | dlink Unsecured network !!j_l]
.5_' tuesday Security-enabled network !!_UJ il
E|
Set up a connection or network
Open Network and Sharing Center
[ Connect ] I Cancel
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3. Enter the same security key or passphrase (Wi-Fi password) that is on
your router and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the security settings are correct. The
key or passphrase must be exactly the same as on the wireless router.

@ ? Connect to a network

==l

Type the network security key or passphrase for Candy

The person whao setup the network can give you the key or passphrase.

Security key or passphrase:

[ Display characters

e If you have a USE flash drive with network settings for Candy, insert it now.
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WPS/WCN 2.0

The router supports Wi-Fi protection, referred to as WCN 2.0 in Windows Vista®. The following instructions for setting this up
depends on whether you are using Windows Vista® to configure the router or third party software.

When you first set up the router, Wi-Fi protection is disabled and unconfigured. To enjoy the benefits of Wi-Fi protection, the
router must be both enabled and configured. There are three basic methods to accomplish this: use Windows Vista’s built-in
support for WCN 2.0, use software provided by a third party, or manually configure.

If you are running Windows Vista®, log into the router and click the Enable checkbox in the Basic > Wireless section. Use the
Current PIN that is displayed on the Advanced > Wi-Fi Protected Setup section or choose to click the Generate New PIN
button or Reset PIN to Default button.

Cuwrrent PIN - 33468734

| Reset PIN toCefaul | | Generate hem PN

If you are using third party software to set up Wi-Fi Protection, carefully follow the directions. When you are finished, proceed
to the next section to set up the newly-configured router.

D-Link Wireless AC Dual-Band ADSL Router User Manual 109



Section 4 - Connecting To Your Wireless Network

Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for Service
Pack 2 users. If you are using another company’s utility, please refer to the user manual of your wireless adapter for help with
connecting to a wireless network. Most utilities will have a“site survey” option similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the gf” W"e'e“_“f""‘“":“‘:s"“*?" N X
Ne or More WIireless netwaor| are in range o IS5 COmMpUter.
center of the bubble to access the utility. To'see tre st and connect,cck tis message i
or
Right-click on the wireless computericon in your system tray (lower-right Change Windows Frewall settings
corner next to the time). Select View Available Wireless Networks. Open Network Connections
Repair
Yiew Available Wireless Networks
''i" Wireless Network Connection 6 |z\
Network Tasks Choose a wireless network
The Utllity Wl” dISplay any avallable WireleSS netWOrkS Iﬂ )/Our al’ea. CIiCk & Refresh network list ﬁg;gxﬂm in the list below to connect to a wireless network in range or to get more
on a Wi-Fi network (displayed using the SSID) and click the Connect gzt | @ ™ | -
Unsecured wireless netwark l[lﬂu
bUtton‘ Related Tasks ((ﬁ)) dafault u
5] ;Zilﬁ::;t wireless Unsecured wireless netwark. ||]ﬂu
. (( )) salestest
If you geta good signal but cannot access the Internet, check you TCP/ e G tecrdr o i EE— il
IP settings for your wireless adapter. Refer to the Networking Basics % Conoeatvonces (a) =t

ﬁ Security-enabled wireless network:

section in this manual for more information.

This network reg a network key. If you want to connect to this

network, dick Connect.

DGL-4300

(<g>)

1<
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WPA/WPA2

It is recommended to enable WPA on your wireless router or access point before configuring your wireless adapter. If you are

joining an existing network, you will need to know the WPA key being used.

1. Open the Windows® XP Wireless Utility by right-clicking on the

Change Windows Firewall settings

wireless computer icon in your system tray (lower-right corner
of screen). Select View Available Wireless Networks.

Open Metwork Connections

Repair

Yiew Available Wireless Networks

2. Highlight the Wi-Fi network (SSID) you would like to connect
to and click Connect.

Network Tasks

g Refresh network list

< Setup a wireless network
for a home or small office

Related Tasks

\J) Learn about wireless
networking

* Change the order of
preferred networks

"%i Change advanced
settings

TR Ok

") Wireless Network Connection 6 |X|

Choose a wireless network

Click an item in the list below to connect to a wireless network in range or to get more
information.

~

({ i’) Test L
Unsecured wireless network l[l[l[lﬂ
default

(tﬁ)) 4
Unsecured wireless network l[l[l[lﬂ

({ i’) salestest
*_;J: Security-enabled wireless netwark l.nun |

testl

=
HrS Security-enabled wireless network

This network requires a network key. If you want to connect to this

network, dick Connect.

DGL-4300

({ﬂ?) .

£

(v )
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3. The Wireless Network Connection box will appear. Enter the WPA-PSK
Wi-Fi password and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WPA-PSK settings are correct. The
Wi-Fi password must be exactly the same as on the wireless router.

Wireless Network Connection

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then didk Connect.

Metwork key: | [ |

Connect l [ Cancel ]
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Section 5 - Troubleshooting

Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the GO-DSL-AC750. Read the
following descriptions if you are having problems. The examples below are illustrated in Windows® XP. If you have a different
operating system, the screenshots on your computer will look similar to the following examples.

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.1.1 for example), you are not connecting to a website nor do you
have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself. Your computer must
be on the same IP subnet to connect to the web-based utility.

- Make sure you have an updated Java-enabled web browser. We recommend the following:

- Microsoft Internet Explorer® 7 and higher
- Mozilla Firefox 3.5 and higher

- Google™ Chrome 8 and higher

- Apple Safari 4 and higher

- Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using a

different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may not
be on.

- Disable any Internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice, Sygate,
Norton Personal Firewall, and Windows™ XP firewall may block access to the configuration pages. Check the help files included
with your firewall software for more information on disabling or configuring it.
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- Configure your Internet settings:

- Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab, click
the button to restore the settings to their defaults.

« Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings button.
Make sure nothing is checked. Click OK.

- Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three times.
« Close your web browser (if open) and open it.

« Access the web management. Open your web browser and enter the IP address of your D-Link router in the address bar. This
should open the login page for your web management.

- If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait about 30
seconds and try accessing the configuration. If you have multiple computers, try connecting using a different computer.

2. What can I do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back to the
factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a paperclip
to hold the button down for 10 seconds. Release the button and the router will go through its reboot process. Wait about 30
seconds to access the router. The default IP address is 192.168.1.1. When logging in, the username is admin and leave the
password box empty.
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3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and Hotmail,
we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

To find the proper MTU Size, you'll have to do a special ping of the destination you're trying to go to. A destination could be

another computer, or a URL.

« Click on Start and then click Run.

« Windows® 95, 98, and Me users type in command (Windows® NT, 2000, XP, Vista®, and 7 users type in cmd) and

press Enter (or click OK).

- Once the window opens, you'll need to do a special ping. Use the following syntax:

ping [url] [-f] [-]] [MTU value]

Example: ping yahoo.com -f -1 1472

C=~>ping vyahoo.com —f -1 1482
Pinging yahoo.com [66.74.234.131 with 1482 bhytes of data:

Packet needs to he fragmented but DF set.
Packet needs to he fragmented but DF set.
Packet needs to he fragmented but DF set.
Packet needs to bhe fragmented but DF set.

Fing statistics for 66.94.234_13:

Packets: Sent = 4, Recedived = B, Lost = 4 (1688x loss),
Approximate round trip times in milli-—seconds:

Minimum = Bms, Maximum = ®ns,. Average = Bms

C=~>ping vyahoo.com —f -1 1472
Pinging yahoo.com [66.974.234.131 with 1472 bytes of data:

Reply from 66.94.234.13: bytes=1472 time=?3ms TIL=52

Reply from 66.94.234.13: bytes=1472 time=10%ms TTIL=52
Reply from 66.94.234.13: bytes=1472 time=125ms TTL=52
Reply from 66.94.234.13: bytes=1472 time=203ms TTL=52

Fing statistics for 66.94.234_13:

Packet=z: Sent = 4, Recedived = 4, Lost = B (Bx loss>,
Approximate round trip times in milli—seconds:

Hinimum = 93ms,. Maximum = 283ms, fAverage = 132ns

Can
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a fragmented
packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example, lets say that 1452 was the
proper value, the actual MTU size would be 1480, which is the optimum for the network we're working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
« Open your browser, enter the IP address of your router (192.168.1.1) and click OK.

- Enter your username (admin) and password (blank by default). Click OK to enter the web configuration page
for the device.

« Click on Setup and then click Manual Configure.
- To change the MTU enter the number in the MTU field and click Save Settings to save your settings.

- Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in increments
of ten.
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Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The GO-DSL-AC750 offers the
following types of security:

« WPA2 (Wi-Fi Protected Access 2) « WPA2-PSK (Pre-Shared Key)
« WPA (Wi-Fi Protected Access) « WPA-PSK (Pre-Shared Key)
What is WPA?

WPA (Wi-Fi Protected Access), is a Wi-Fi standard that was designed to improve the security features of WEP (Wired Equivalent Privacy).
The 2 major improvements over WEP:

- Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys using a hashing
algorithm and, by adding an integrity-checking feature, ensures that the keys haven’t been tampered with. WPA2 is
based on 802.11i and uses Advanced Encryption Standard (AES) instead of TKIP.

- User authentication, which is generally missing in WEP, through the extensible authentication protocol (EAP). WEP
regulates access to a wireless network based on a computer’s hardware-specific MAC address, which is relatively simple
to be sniffed out and stolen. EAP is built on a more secure public-key encryption system to ensure that only authorized
network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric password between
8 and 63 characters long. The password can include symbols (17*&_) and spaces. This key must be the exact same key entered on your
wireless router or access point.

WPA/WPA2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a more secure public
key encryption system to ensure that only authorized network users can access the network.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a DHCP
server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK. (Windows® 7/Vista® users type cmd in the Start Search box.)

At the prompt, type ipconfig and press Enter.

This will display the IP address, subnet mask, and the
default gateway of your adapter.

If the address is 0.0.0.0, check your adapter installation,
security settings, and the settings on your router.
Some firewall software programs may block a DHCP
request on newly installed adapters.

e C:YWINDOWS\system 32\cmd.exe

Microsoft Windows HP [Uersion 5.1.260881]
<C» Copyright 1985-2881 Microsoft Corp.

C:“Documents and Settings>ipconfig

MHindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix .
IP Address. . . . . - . . . . . . =
Subnet Mask

Default Gateway

C:-“Documents and Settings>_

: dlink
18.5.7.114

: 255.255.2%5.8

- 18.5.7.1
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps below:

Step 1

Windows® 7 - Click on Start > Control Panel > Network and Internet > Network and Sharing Center.

Windows Vista® - Click on Start > Control Panel > Network and Internet > Network and Sharing Center > Manage Network
Connections.

Windows® XP -  Click on Start > Control Panel > Network Connections.

Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

rInternel Pratocol Version 4 (TCP/IPvd) Properties @I&J
Step 4 General

Click Use the following IP address and enter an IP address that is on the same subnet You can get P setinge assiged automaticly fyour network spport
as your network or the LAN IP address on your router.

for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

Example: If the router’s LAN IP address is 192.168.1.1, make your IP address 192.168.1.X 1 address: 192 165 . 1 . 52
where X is a number between 2 and 99. Make sure that the number you choose is not Subnetmast w0
in use on the network. Set the Default Gateway the same as the LAN IP address of your E— .
router (I.E. 192.168.1.1).

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server: 192 .168 . 1 . 1

Set Primary DNS the same as the LAN IP address of your router (192.168.1.1). The Secondary et oS senver e
DNS is not needed or you may enter a DNS server from your ISP. [ Velidate settngs upon cxt

[ OK. ] [ Cancel ]
Step 5

Click OK twice to save your settings.
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Link'n Print

D-Link Link’n Print allows you to share USB devices such as external storage drives and multifunction printers with other users
across your network by simply connecting the device to select D-Link routers. This allows you to use an external storage drive
or printer located across your network as if it were connected to your local PC.

PN~

oW

System Requirements

Microsoft® Windows

2000/ 2003/ XP / Vista /7 / 8 (32-bit / 64-bit)
Pentium 3 800MHz or better

256MB RAM or higher

CD-ROM drive

A compatible D-Link router

Installation

. Insert the CD-ROM into your computer.

Follow the on-screen instructions.

. The purple icon will appear in the Windows System Tray at the lower-right corner

of the desktop and a new icon will be created on the desktop.

Set up the D-Link Router
Connect the D-Link Router to the network.
Power on the D-Link Router.
Double-click on the icon to open D-Link Link'n Print.
Right-click onin the System Tray at the lower-right corner on your Windows Desktop.
To click on “Configuration...” and a pop up window will display the D-Link Router
management GUI.
Log in to the router management GUI and navigate to the Net USB page.
Select“Enable Link’n Print ”and click the “Apply” button.
The icon in the Windows System Tray will change to a green icon.

With Link'n print feature, the USB device on the router will be connected to your PC over IP. This router can
slsa be configured as 2 USB device server that you can enable this function and plug-n your US5 device

share it with other people over your LAN networl

@ Enable Linkn Print
©  Enable USE Storage Server
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Connect USB Devices to the D-Link Router
The D-Link Link’'n Print automatically detects for each connected USB device. A window
will pop up for each detected USB device.

1. Right-click on the Windows System Tray icon.

2. Click on Open D-Link Link’n Print.

3. The D-Link Link'n Print displays the connected USB devices on the network. To click
“Connect”to have the USB device connected.

4. Advanced Options can be set by clicking on Advanced Options.

Virtually Connect or Disconnect a USB Device
1. Move the cursor to Waiting to Connect and click on Connect to virtually connect a
USB device.
2. The D-Link Link'n Print displays which user is virtually connecting this USB device.
3. Move the cursorto In Use By (Owner) and click on Disconnect to virtually disconnect
the USB device.

With Link'n print feature, the USB device on the router will be connected to your PC over IP. This router can
i an enable this function and plug-n your USB device to

also be configured as a USE device server that you
share it with other people over your LAN netwark.

@ Enable Linkn Print
3 Enable USB Storage Server
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When the USB Device is a Multifunction Printer

1. Move the cursor to Waiting to Connect and click on Manage Device.

2. ClickYes on the question“Do you want to install the printer software or MFP utility?”

3. Insert the CD-ROM of the multifunction printer and follow the instructions to install
the multifunction printer’s driver. When the installation process prompts you to
connect the multifunction printer to your PC, click Next.

With Link'n print feature, the USB devi n the router will be ected to your PC over IP. This router G
250 canfgures s 3 usa deicecervr ﬂ'\at Jou can enable s Rinction and plug.n your LSB devie to.
other people o ork.

@ Enable Linkn Print
& Enable USB Storage Server

Vith LT it festure,the USD device on the ruter il be comecdt your PC over P, Th fauter can
be configured 5 2 USD devic server that you can enabe ths functon and plug-n your US3 device to
htihﬂvpp\ er your LAN network.

@ Enable Linkn Print
) Enable USB Storage Server
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4. The D-Link Link'n Print virtually connects to this multifunction printer. Click
Next

5. Choose the printer driver that you want D-Link Link’n Print to auto-connect
when you print.

\Mﬁ Llr\kr\ pnnt feamre ﬁ‘\e USB dEVIEE on ﬂ‘\E muter MH hE Enr\nethed tn ynur PC over ]P This router can
le this function and plug-n your USB device to

fradatuiee penp\e over your LA g

& Enable Linkn Print
O Enable USB Storage Server

With Link'n print feature, the USB device on the router will be connected to your PC over IP. This router can
ko be confgured 25 USE device server thal you can enzble the functon and plug-n your USE device ta
share it with other people over your LAN network.

@ Enable Linkn Print
© Enable USE Storage Server
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When You Want to Scan

1. Move the cursor to Available for Use and click on Scan Now.
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Technical Specifications

Device Interfaces + 802.11 ac/n/g/b Wireless LAN + RJ-11 ADSL port
- Four 10/100/1000 Gigabit LAN ports - USB 2.0 port
ADSL Standards + ADSL 2+ Standards + ADSL Stadards
+ ITU-T G.992.5 Annex B/J « Full-rate ANSIT1.413 Issue 2
- ADSL 2 Standards + ITU-TG.992.1 (G.dmt) Annex B
+ ITU-T G.992.3 (G.dmt.bis) Annex B/J + ITU-TG.992.2 (G.lite) Annex B
+ IUU-T G992.4 (G lite.bis) « ITU-T G.994.1 (G.hs)
ATM/PPP Support « Multiprotocol over AAL5 (RFC 1483/2684) « PPPoA (RFC2364)
» Bridged and routed Ethernet encapsulation » PPPoE (RFC2516)
- LLC encapsulation « PPP Link Control Protocol (RFC 1661)
+ VC-based multiplexing « Internet Protocol Control Protocol (RFC 1332)
+ ATM Forum UNI3.1/4.0 PVC (up to 8 PVCs) + PPP Authentication Protocol (RFC 1334)
« ATM Cell Format ITU-T Rec. 1.361 « PPP Challenge Handshake Authentication Protocol (RFC 1994)
« ATM Adaption Layer Type 5 (AALS5) « Microsoft PPP CHAP extensions (RFC 2433)
WLAN Specifications + 802.11 n/g/b, up to 150 Mbps « Auto channel selection
« Wi-Fi Protected Setup (WPS) + WMM support
« Multiple SSIDs « 64-bit & 128-bit WEP
- Automatic rate adapting + WPA-PSK & WPA2-PSK
+ WAN scheduling » MAC address filtering
Network Services - IPv4 - Simple Network Time Protocol (SNTP)
« DHCP server/client/relay + 802.1d MAC Bridge (up to 256*8 MAC addresses)
+ DNS relay + QoS
+ Dynamic DNS (DDNS) « IPP/ToS
« Routing Information Protocol (RIP) v1/v2 + DSCP QoS in 4-priority queues
+ NAT AGLs « Application QoS in 4-priority queues
- PPTP « Strict priority
« L2TP + VLAN QoS in 4-priority queues
- FTP + QoS remarking based on IPP/ToS, DSCP and 802.1p
« RTSP (RealTime Streaming Protocol) « TOS transparency through NAT
« SIPviA2 + Mapping to queue according to DSCP bits and physical port
« IPsec - 802.1Q
« Internet Control Message Protocol (ICMP) + IGMP proxy v1/v2
- Virtual server (Port forwarding) + IGMP snooping v1/v2/v3
Standards - IEEE 802.11ac « IEEE 802.11b
- [EEE802.11n - |[EEE 802.3
+ |[EEE802.11g « [EEE 802.3u
Minimum System Requirements « Windows 8/7/Vista/XP SP3 or « Ethernet network interface
Mac OS X 10.4 or higher « Cable or DSL modem
« Microsoft Internet Explorer 6 or higher, Firefox 1.0 or higher, Safari 1.2 or higher, » Subscription with an Internet Service Provider (ISP)
or other Java-enabled browser
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WLAN Specifications

+ 802.11 n/g/b, up to 150 Mbps
« Wi-Fi Protected Setup (WPS)

« Multiple SSIDs

« Automatic rate adapting

« WAN scheduling

« Auto channel selection
+ WMM support

« 64-bit & 128-bit WEP

« WPA-PSK & WPA2-PSK
+ MAC address filtering

Universal Plug and Play Support

+ UPnP based auto-configuration
+ UPnP based port forwarding

Functionality

+ uPnPIGD 1.0

« Telnet management
+ Webpage/X-Modem/FTP/TFTP firmware upgrade

Security - Attack Prevention « Stateful Packet Inspection (SPI)
« Port scanning & illegal packet attack « Management Access Control for LAN/WAN sides
« DoS Attack « IPfiltering
« SYN Flooding » MAC filtering
+ Ping of Death « URL filter
- Teardrop « Demilitarized Zone (DMZ2)
« LAND attack
« IP Spoofing
« IP with zero length
« Smurf Attack
« TCP Null Scan
Device Management - Web configuration - Diagnostic tools for ADSL and IP Ping

« Setup wizard

Advanced Features

« Multi-language web setup wizard

« UPnP support

+ DLNA Media Server support

« VPN pass-through/multi-session PPTP/L2TP/IPSec

« Dual Active Firewall
« Network Address Translation (NAT)
- Stateful Packet Inspection (SPI)

+ 802.1p QoS

Physical

Dimensions + 213x173.2x 52 mm (8.3 x 6.8 x 2.0 inches)
Weight + 401.3 grams (0.88 Ibs)
Temperature « Operating: 0 to 40 °C (32 to 104 °F) » Storage:-20 to 65 °C (-4 to 149 °F)
Humidity + 5% to 95 % non-condensing
Certifications - CE « Wi-Fi Protected Setup (WPS)
« Wi-Fi
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