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Configuration Note Notices

Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility
for errors or omissions. Updates to this document can be downloaded from
https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.
Date Published: March-10-2021

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of
with unsorted waste. Please contact your local recycling authority for disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our at
https://www.audiocodes.com/services-support/maintenance-and-support.

Stay in the Loop with AudioCodes

-
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Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.
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Configuration Note 1. Introduction

CE Note: To zoom in on screenshots of Web interface configuration examples,

1.1

1.2

Introduction

This document describes how to connect Zoom Phone System to multiple customers using
AudioCodes' SBC in Hosting mode and refers to the AudioCodes SBC configuration only.

This document is intended for IT or telephony professionals.

press Ctrl and +.

About the Zoom Phone System

Zoom Phone is a fully featured cloud PBX designed with security, reliability, scalability and
centralized management in mind. Zoom Phone was built from the ground up to seamlessly
integrate with the Zoom Collaboration platform to deliver a feature-rich UCaaS user
experience. Zoom Phone offers various deployment options providing organizations with the
flexibility to migrate and deploy the platform in a manner that best suits their requirements.
Zoom Phone leverages global carrier relationships to deliver PSTN connectivity in many
regions of the world offering phone number portability to Zoom in most regions thereby
simplifying the telephony environment with one partner for your PBX and PSTN connectivity
needs. While native Zoom Phone meets the requirements of most organizations, it's
understood that some organizations have environments that may need additional
functionality for global support or migration strategies. For organizations with such diverse
requirements of their telephony environments, Zoom'’s Premise Peering solution is offered.

Zoom Phone Premise Peering provides organizations with flexibility and seamless options to
migrate their voice workloads to the cloud. This is accomplished by providing two connection
types; Premise Peering PSTN (formally referred to as Bring Your Own Carrier - BYOC) and/or
Premise Peering PBX (formally referred to as Bring Your Own PBX - BYOP). Zoom Phone
Premise Peering PSTN enables organizations to leverage their existing telephony carrier
PSTN environment for Zoom Phone connectivity. Using this functionality organizations can
connect Zoom Phone with virtually any telephony carrier.

About AudioCodes SBC Product Series

AudioCodes' family of SBC devices enables reliable connectivity and security between the
enterprise's VolP network and the service provider's VolP network.

The SBC provides perimeter defense as a way of protecting enterprises from malicious VolP
attacks; mediation for allowing the connection of any PBX and/or IP-PBX to any service
provider; and Service Assurance for service quality and manageability.

Designed as a cost-effective appliance, the SBC is based on field-proven VolP and network
services with a native host processor, allowing the creation of purpose-built multiservice
appliances, providing smooth connectivity to cloud services, with integrated quality of service,
SLA monitoring, security and manageability. The native implementation of the SBC provides
a host of additional capabilities that are not possible with standalone SBC appliances such
as VolP mediation, PSTN access survivability, and third-party value-added services
applications. This enables enterprises to utilize the advantages of converged networks and
eliminate the need for standalone appliances.

AudioCodes' SBC is available as an integrated solution running on top of its field-proven
Mediant Media Gateway and Multi-Service Business Router platforms, or as a software-only
solution for deployment with third-party hardware. The SBC can be offered as a Virtualized
SBC, supporting the following platforms: Hyper-V, AWS, AZURE, AWP, KVM and VMWare.

Zoom Phone Carrier Peering 9 AudioCodes SBCs
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Configuration Note 2. Configuring Zoom Phone System

2 Configuring Zoom Phone System

For configuring the Zoom Phone System, refer to Zoom Help Center at
https://support.zoom.us/hc/en-us/articles/360001297663-Getting-started-with-Zoom-Phone-
admin-.

Notes: Before you begin configuration:

that are directed toward your SBC for your Zoom Phone account.

o Make sure you have Zoom Portal admin credentials. Be aware that each
customer needs to have a Zoom Phone admin account and all Zoom Phone
related configuration will be done by the customer and not by the carrier.

,_\ o Contact your Zoom Representative to enable SIP groups and set up SIP trunks

Zoom Phone Carrier Peering 11 AudioCodes SBCs
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Configuration Note 3. Configuring AudioCodes' SBC

3 Configuring AudioCodes’ SBC

This section shows how to configure AudioCodes' SBC for internetworking with Zoom Phone
System. The figure below shows an example of the connection topology for the Zoom Phone
System Premise Peering Mode. Multiple connection entities are shown in the figure:

B Zoom Phone Systems
B Service Provider Customers SIP Trunks

Figure 3-1: Connection Topology - Network Interfaces
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Note: This document shows how to pair between the AudioCodes' hosting SBC and
the Zoom Phone System with a Customers SIP Trunks. For detailed configuration of
A other entities in the deployment such as the SIP Trunk Provider and the local IP-PBX,
see AudioCodes' SIP Trunk Configuration Notes (in the Interoperability suite of
documents).

3.1 Prerequisites
Before you begin configuration, make sure you have obtained the following for each Hosting
SBC you wish to pair:
B Public IP address
B Public certificate that is issued by one of the Zoom supported CAs

Zoom Phone Carrier Peering 13 AudioCodes SBCs
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3.2 Validate AudioCodes SBC License

Zoom has successfully conducted validation tests with AudioCodes' Mediant SBC
Ver. 7.20A.258. For implementing the configuration described in this document, the
AudioCodes SBC must be installed with a License Key that includes the following features:

B Number of SBC sessions (based on requirements)

B Transcoding sessions (only if media transcoding is needed)

B Coders (based on requirements)

For more information about the License Key, contact your AudioCodes sales representative.

3.3 SBC Configuration Concept

The figure below illustrates the underlying concept of the configuration of AudioCodes’ SBC
device.

Figure 3-2: SBC Configuration Concept

@ SIP Trunk Proxy Set IP Group
(Customer1 | (Customer1
SIP Trunk) SIP Trunk)

Proxy Set IP Group TS
@ SIP Trunk (Customer2 | (Customer2 SIP Q‘,SBC SIP IP Group

SIP Trunk) SIP Trunk) Interface Interface

Proxy Set IP Group
%M (Customer3 | (Customer3

SIP Trunk) SIP Trunk)

zZ00m

-

Phone System

The routing from the SIP Trunks to Zoom Phone System and vice versa is dependent on the
Class 4 switch routing method. The routing decision can be based on:

B Customer DID Range

B Trunk Context (TGRP)

B |P Interface

B SIP Interface (UDP/TCP Port)
B Host name

The configuration shown in this document is based on a Customer DID Range using a Dial
Plan. For more information, see the AudioCodes' Documentation suite.
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3. Configuring AudioCodes' SBC

3.4 Configure IP Network Interfaces
This section describes how to configure the SBC's IP network interfaces. There are several
ways to deploy the SBC:
B SBC interfaces with the following IP entities:
e  Zoom Phone System
e  Customers SIP Trunks
B Physical connection: The type of physical connection depends on the method used to
connect to the Enterprise's network. In this example topology, SBC connects to the
LAN and DMZ using dedicated Ethernet ports (i.e., two ports and two network cables
are used).
B SBC also uses two logical network interfaces:
e LAN(VLANID 1)
e DMZ (VLAN ID 2)
Figure 3-3: Network Interfaces in the Topology with all entities on the WAN
200m
LAN P\ort Session Border Controller LAL\‘ Port @
\ - . /s
.| @Caudiocodes | ,» Phone System
Vian ID 1 Vlan ID 2
Gan oz ER
=] (1T ]
:IE - WAN ITSP1 e85
[ ] i
e --\
Management Firewall > €
Station (OAMP) 'TsP2 1
ITSP3
3.41 Configure LAN and WAN VLANs

This section describes how to define VLANSs for each of the following interfaces:

B LAN Interface (assigned the name "LAN_IF")
B WAN Interface (assigned the name "WAN_IF")
» To configure VLANSs:

1.  Open the Ethernet Device table (Setup menu > IP Network tab > Core Entities
folder > Ethernet Devices).

2. There will be one existing row for VLAN ID 1 and underlying interface GROUP_1.
3. Add another VLAN ID 2 for the WAN side.

Figure 3-4: Configured VLANS in the Ethernet Device Table

Ethernet Devices (2)

10 ¥ | records per page

INDEX WLAN ID UNDERLYING INTERFACE NAME TAGGING
0 1 GROUP_1 vian 1 Untagged
2 GROUP_2 vlan 2 Untagged

Zoom Phone Carrier Peering 15
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34.2 Configure Network Interfaces

This section describes how to configure the IP network interfaces for each of the following
interfaces:

B LAN Interface (assigned the name "LAN_IF")
WAN Interface (assigned the name "WAN_IF")

[ |
» To configure network parameters for both LAN and WAN interfaces:
1.

Open the IP Interfaces table (Setup menu > IP Network tab > Core Entities folder > IP
Interfaces).

2. Configure the IP interfaces as follows (your network parameters might be different):

Table 3-1: Configuration Example of the IP Interfaces Table

Index I [T IP Address S Gateway DNS I/[F Name Ethefnet
Types e Mode Length Device
o  OAMP+Media+ = IPv4 10157777 16 10.15.0.1 101527 | ANIF vian 1
Control Manual 1
Media + Control Accordin
(as this interface 9
oints to the = 195.189.192.157 195.189.192.12 to your
P . (DMZ IP address . 25 9 (router's IP Internet WAN_IF  vlan 2
internet, enabling | Manual fSB ider’
OAMP is not of SBC) address) _provider's
recommended) instructions

The configured IP network interfaces are shown below:

Figure 3-5: Configuration Example of the IP Interfaces Table

IP Interfaces (2)
m o Page[1 |of1 Show |10 ¥ | records per page
- - APPLICATION INTERFACE N e e DEFAULT o inoy mne | SECONDARY ETHERMET
DEX AME ADDRESE REFIX LENG RIMARY DNZ
INDE; A TVeE MODE P ADDRESS PREFIXLENGTH | reway PRIMARYDNS e DEVICE
] LAN_IF DAMP + Media +  IPv4 Manual 10.15.17.77 16 10.15.0.1 10.15.27.1 0.0.0.0 vian 1
1 WAN_IF Media + Control  IPv4 Manual 195.189.192.157 25 195.189.192.129 80.179.52.100  80.179.55.100  wlan 2
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3.5 Configure TLS Context for Zoom

This section describes how to configure the SBC for using a TLS connection with the Zoom
Phone System. This configuration is essential for a secure SIP TLS connection.

This certificate module is based on the GoDaddy Certificate Chain. For more certificate
structure options, refer to the Zoom Phone System documentation.

3.51 Configure the NTP Server Address

This section describes how to configure the NTP server's IP address. It is recommended to
implement an NTP server (Microsoft NTP server or another global server) to ensure that the
SBC receives the current date and time. This is necessary for validating certificates of remote
parties. It is important, that the NTP server is located on the OAMP IP Interface (LAN_IF in
our case) or will be accessible through it.

» To configure the NTP server address:

1.  Open the Time & Date page (Setup menu > Administration tab > Time & Date).

2. Inthe 'Primary NTP Server Address' field, enter the IP address of the NTP server
(e.g., 10.15.28.1).

Figure 3-6: Configuring NTP Server Address

NTP SERVER

Enable NTP Enable v
Primary NTP Server Address (IP or FQDN) e | 1013281

Secondary NTP Server Address (IP or FQDN)

NTP Update Interval Hours: | 24 Minutes: | 0

NTP Authentication Key Identifier 0

NTP Authentication Secret Key

3. Click Apply.

Zoom Phone Carrier Peering 17 AudioCodes SBCs



. .
Q,OUd|OCOdeS Zoom Phone Carrier Peering

3.5.2 Create a TLS Context for Zoom Phone System

The section below describes how to request a certificate for the SBC WAN interface and
configure it, based on the example of the GoDaddy Global Root CA. The certificate is used
by the SBC to authenticate the connection with the Zoom Phone System.

The procedure involves the following main steps:
B Create a TLS Context for Zoom Phone System

B Generate a Certificate Signing Request (CSR) and obtain the certificate from a
supported Certification Authority

Deploy the SBC and Root / Intermediate certificates on the SBC

» To create a TLS Context for Zoom Phone System:

1.  Open the TLS Contexts page (Setup menu > IP Network tab > Security folder >
TLS Contexts).

2. Create a new TLS Context by clicking +New, and then configure the parameters
using the table below as reference.

Table 3-2: New TLS Context

Index Name TLS Version

1 Zoom (arbitrary descriptive name) TLSv1.2

All other parameters can be left unchanged with their default values.

Figure 3-7: Configuration of TLS Context for Zoom Phone System

xts [Zoom]

GENERAL OCSP
Index OCSP server Disable v
Name = Zoom Primary OCSP Server 0.0.00
TLS Version e TLSV1.2 v Secondary OCSP Server 0.0.00
DTLS Version Any v QCSP Port 2560
Cipher Server DEFAULT OCSP Default Response Reject v
Cipher Client DEFAULT
Cipher Server TLS1.3 TLS_AES_256_GCM_SHA3B4:TLS_CHACHA
Cipher Client TLS1.3 TLS_AES_256_GCM_SHA384:TLS_CHACHA
Key Exchange Groups X25519:P-256:P-384:X448
Strict Certificate Extension Validation | Disable v
DH key Size 2048 v
TLS Renegotiation Enable v
Cancel

3. Click Apply; you should see the new TLS Context and option to manage the
certificates at the bottom of 'TLS Context' table.
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Figure 3-8: TLS Context for Zoom Phone System and Interface to Manage the Certificates

QCaudiocodes serup

Mediant SW

® SRD | Al v

O Entity, parameter, value

£ NETWORK VIEW TLS Contexts (2)

CORE ENTITIES

4 SECURITY
INDEX * NAME LS VERSION DTLS VERSION CIPHER SERVER
0 aetou any 51 ry oerauT
Firewall (0) 1 Zoom TLSv1.2 Any DEFAULT
Security Settings
QUALITY
DNS
WEB SERVICES #1[Zoom]
HTTP PROXY
GENERAL ocsP
RADIUS & LDAP
Name * Zoom 0CsP server
MEDIA CLUSTER TLS Version . TLsviz Primary OCSP Server 0.000
) DILS Version Any Secondary OCSP Server 0000
Cipher Server DEFAULT 0CSF Port
Cipher Client DEFAULT 0CSP Defaut Response
Cipher Server TL51.3 TLS_AES._256_GEM_SHA3BATLS_CHACHA20_POLY1305.S.
Cipher Client TLS1.3 LS Al HA3B4TLS_CHACHA20_POLY1305 S,

Key Exchange Groups

Strict Certificate Extensi. Disable
DH key Size 2048
TLS Renegotiation Enable

Change Certificate >> Trusted Roet C
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3.5.3 Generate a CSR and Obtain the Certificate from a Supported CA

This section shows how to generate a Certificate Signing Request (CSR) and obtain the
certificate from a supported Certification Authority.

» To generate a Certificate Signing Request (CSR) and obtain the certificate from a
supported Certification Authority:

1.  Open the TLS Contexts page (Setup menu > IP Network tab > Security folder >
TLS Contexts).

2. Inthe TLS Contexts page, select the Zoom TLS Context index row, and then click
the Change Certificate link located below the table; the Context Certificates page
appears.

3. Under the Certificate Signing Request group, do the following:

a. Inthe'Common Name [CNT] field, enter the SBC FQDN name
(for example, sbc.audiocodes.com).

b. Inthe "1st Subject Alternative Name [SAN] field, change the type to ‘DNS’
and enter the SBC FQDN name (based on example above,
sbc.audiocodes.com).

c. Change the 'Private Key Size' based on the requirements of your
Certification Authority. Many CAs do not support private key of size 1024.

d. To change the key size on TLS Context, go to: Generate New Private Key
and Self-Signed Certificate, change the 'Private Key Size' and then click
Generate Private-Key. To use 2048 as a Private Key Size value, you can
click Generate Private-Key without changing the default key size value.

e. Fillin the rest of the request fields according to your security provider's
instructions.

f. Click the Create CSR button; a textual certificate signing request is displayed
in the area below the button:

Configuration Note 20 Document #: LTRT-29341
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Figure 3-9: Example of Certificate Signing Request Page

@ TLS Context [#2] = Change Certificates

CERTIFICATE SIGNING REQUEST

Commaon Name [CN] sbc.audiocodes.com
QOrganizational Unit [OU] (optional)

Company name [O] (optional)

Locality or city name [L] (optional)

State [ST] {optional)

Country code [C] (foptional)

1st Subject Alternative Name [SAN] DS ¥ | sbc.audiocodes.com

2nd Subject Alternative Name [SAN] EMAIL ¥

3rd Subject Alternative Name [SAN] EMAIL ¥

4th Subject Alternative Name [SAN] EMAIL ¥

5th Subject Alternative Name [SAN] EMAIL ¥

Signature Algorithm SHA-256 r
Create CSR

After creating the CSR, copy the text below (including the BEGIN/END lines) and send it to your Certification Authority for signing.

-----BEGIN CERTIFICATE REQUEST-----

MIICkCCAXoCAQMWHTEDMBKGAIUEAWWS c2]JLmF1ZG1vY29kZXMuY 29t MITBIjAN
BgkqghkiGowdBAQEFAADCAQSAMI IBCgKCAQEAN
XTECPnijt+1HypTcijPvfOYa2inZU/RD93QYDCDjudl1lyGBxIRPNI@sqm2 Lwy
vmZ4aRdYDsIYLxANvweYSv/JcQoBCydIgwDWPWBIpPhkz Hsﬂ]ﬂDHIfml)*?Hfo
\ qupk‘_lwd LTNUpSmOs8FUSsmzkiHuj 1KNQg3sdsFNuPbAqCkolWl
I/ ¥ Yap+0xVagy Tm2xUSFyFEQPKM7y gKArratepi Ixhmih
T 8quQSe1=+H06“lkiH1gd EFzArSddnExFwFz80I6nk ach) RLD”IDPQH-
BgMVHREEF 3 Al
i) hweMAQELBQADEEEBAGgC L OaggMaxisdd
qp5GJ1eYdT1GLBmh7 OhfQYIg cJeFD0loQo+RAeRUZUZiugr
P"h:oLfGEG]'G:llSL—EP ?r 2b ?ﬂR hSVQy 748jdB3r7bNgxCaeGh

WB14bCIy1H, : ej8ss
ZailcfSTTb_~S?a2'bfquY*ﬂJaqEJ\I Fkt;rlht90343H5-EQ=
-----END CERTIFICATE REQUEST-----

4. Copy the CSR from the line "----BEGIN CERTIFICATE" to "END CERTIFICATE
REQUEST----" to a text file (such as Notepad), and then save it to a folder on your
computer with the file name, for example certreq.txt.

5. Send certreq.txt file to the Certified Authority Administrator for signing.
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3.5.4 Deploy the SBC and Root / Intermediate Certificates on the SBC

After obtaining the SBC signed and Trusted Root/Intermediate Certificate from the CA, install
the following:

B SBC certificate
Root / Intermediate certificates:

n
> To install the SBC certificate:
1.

In the SBC's Web interface, return to the TLS Contexts page and do the following:

a. Inthe TLS Contexts page, select the required TLS Context index row, and then
click the Change Certificate link located below the table; the Context Certificates
page appears.

b. Scroll down to the Upload certificates files from your computer group, click the
Choose File button corresponding to the 'Send Device Certificate...' field,
navigate to the certificate file obtained from the CA, and then click Load File to
upload the certificate to the SBC.

Figure 3-10: Uploading the Certificate Obtained from the Certification Authority

UPLOAD CERTIFICATE FILES FROM YOUR COMPUTER
Private key pass-phrase {optional} | seeen

Send Private Key file from your computer to the device.
The file must be in either PEM or PFX (PKC5#12) format.
Choose File | Mo file chosen Load File

Note: Replacing the private key Is not recommended but if It's done, It should be ever a physically-secure network link,
Send Device Certificate file from your computer to the device.

The file must be in textual PEM format.
Choose File | Mo file chosen Load File D

2. Validate that the certificate was uploaded correctly. A message indicating that the
certificate was uploaded successfully is displayed in blue in the lower part of the page:

Figure 3-11: Message Indicating Successful Upload of the Certificate

UPLOAD CERTIFICATE FILES FROM YOUR COMPUTER
Private key pass-phrase (optfonal) e
Send Private Key file from your computer to the device
The file must be in either PEM or PFX (PKCS#12) format.
Choose File | No file chosen Load File
Note: Replacing the private key Is not recommended but If it's done, it should be over a physically-secure network link.
Send Device Certificate file from your computer to the device

The file must be in textual PEM format.
Choose File | Mo file chasen Load File

File sbe3_adatum_blz.crt was successfully loaded into the device

3. Inthe SBC's Web interface, return to the TLS Contexts page, select the required TLS
Context index row, and then click the Certificate Information link, located at the bottom
of the TLS. Then validate the Key size, certificate status and Subject Name:
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Figure 3-12: Certificate Information Example

@ TLS Context [#1] > Certificate Information

PRIVATE KEY

Status: K

CERTIFICATE

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
1f:dc:b2:f1:fb-ee:fa:db:c1:90:0e:4e:aa:0f:51:49
Signature Algorithm: sha256WithRSAEncryption
| Issuer: C=US, ST=Arizona, L=5cottsdale, 0=GoDaddy.com, Inc., CN=Go Daddy Root Certificate Authority - G2 |

Validity
Not Before: May 15 13:03:31 2019 GMT
Not After : May 14 13:03:31 2020 GMT
| Subject: CN=sbc.audiocodes.com |
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:bc:9e:ed:359:cf:56:c0:70:49:ab:94:30:64:d1:

4. Inthe SBC's Web interface, return to the TLS Contexts page.

In the TLS Contexts page, select the required TLS Context index row, and then

a.
click the Trusted Root Certificates link, located at the bottom of the TLS Contexts
page; the Trusted Certificates page appears.

b. Click the Import button, and then select all Root/Intermediate Certificates

obtained from your Certification Authority to load.

Click OK; the certificate is loaded to the device and listed in the Trusted Certificates
store:

Figure 3-13: Configured Trusted Certificates Page

INDEX  SUBJECT

@ TLS Context [#2] > Trusted Root Certificates

ISSUER EXPIRES
0 Go Daddy Secure Certificate Aut . Go Daddy Root Certificate Autho 5/03/2031
1 Go Daddy Root Certificate Autho The Go Daddy Group, Inc. 5/30/2031
6/29/2034

2 The Go Daddy Group, Inc.

The Go Daddy Group, Inc.

A

Note: The above method creates a signed certificate for an explicit device, on which
a Certificate Sign Request was generated (and signed with private key).

Zoom Phone Carrier Peering
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3.6 Configure Media Realms

Media Realms allow dividing the UDP port ranges for use on different interfaces. In the
example below, two Media Realms are configured:

B One for the IP interface towards the Zoom Phone System, with the UDP port starting
at 10000 and the number of media session legs 1000 (you need to calculate number of
media session legs based on your usage).

B One for the IP interface towards Customers SIP Trunks, with the UDP port range
starting at 6000 and the number of media session legs 1000.
» To configure Media Realms:

1. Open the Media Realms table (Setup menu > Signaling & Media tab > Core Entities
folder > Media Realms).

2. Configure Media Realms as follows (you can use the default Media Realm - Index O -
however modify it):

Table 3-3: Configuration Example Media Realms in Media Realm Table

Topology IPv4 Interface Port Range Number of Media Session

ladex AED Location Name Start Legs
Zoom 1000 (media sessions
0 (arbitrary name) Up WAN_IF 10000 assigned with port range)
1 Customers WAN_IF 6000 1000 (media sessions

(arbitrary name) assigned with port range)

The configured Media Realms are shown in the figure below:

Figure 3-14: Configuration Example Media Realms in Media Realm Table

Media Realms (2)

o PageD of 1 Show records per page -
INDEX NAME IPV4 INTERFACE UDP PORT RANGE NUMBER OF MEDIA ~ UDP PORT RANGE DEFAULT MEDIA
’ ’ NAME START SESSIOM LEGS END REALM
0 Zoom WAN_IF 10000 1000 13999 No
1 Customers WAN_IF 600 1000 9999 No
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3.7  Configure SIP Signaling Interfaces

This section shows how to configure SIP Signaling Interfaces. A SIP Interface defines a
listening port and type (UDP, TCP, or TLS) for SIP signaling traffic on a specific logical IP
network interface (configured in the Interface Table above) and Media Realm.

Note that the configuration of a SIP interface for the SIP Trunks shows an example and your
configuration might be different. For specific configuration of interfaces pointing to SIP trunks
and/or a third-party PSTN environment connected to the SBC, see the trunk / environment
vendor documentation.

AudioCodes also offers a comprehensive suite of documents covering the interconnection
between different trunks and equipment.
» To configure a SIP interfaces:

1.  Open the SIP Interface table (Setup menu > Signaling & Media tab > Core Entities
folder > SIP Interfaces).

2. Configure SIP Interfaces. You can use the default SIP Interface (Index 0), however
modify it as shown in the table below. The table below shows an example of the
configuration. You can change some parameters according to your requirements.

Table 3-4: Configuration Example of SIP Signaling Interfaces

Classification

Network  Application TCP TLS - Media
Index Name Interface Type UDP Port Port Port Failure Realm

Response Type

Zoom (Recom?nended
0 (arbitrary WAN_IF SBC 0 0 5061 DoS Zoom

name) to prevent Do
attacks)
5060 0
Customers (according to

1 (arbitrary |~ WAN_IF SBC Service 0 (Recommegdesd Custo
name) Provider to prevent Do mers

. attacks)
requirement)

connection with the Zoom Phone System. For required configuration, see Section

f Note: For enhanced security, AudioCodes recommends implementing a Mutual TLS
3.18.1 on page 44.

The configured SIP Interfaces are shown in the figure below:

Figure 3-15: Configuration Example of SIP Signaling Interfaces

SIP Interfaces (2)

m [i] Page \il of 1 Show records per page
NETWORK APPLICATION - EMCAPSULATI  MEDIA
INDEX NAME SRD UDP PORT TCP PORT TLS PORT
* . - INTERFACE TYPE PROTOCOL REALM
0 Zoom DefaultSRC  WAN_IF SBC (1} (1} 5061 No encapsulat Zoom
1 Customers DefaultSRC WAN_IF SBC 5060 0 0 No encapsulat  Customers
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3.8 Configure Proxy Sets and Proxy Address

3.8.1 Configure Proxy Sets

The Proxy Set and Proxy Address defines TLS parameters, IP interfaces, FQDN and the
remote entity's port. Proxy Sets can also be used to configure load balancing between
multiple servers. The example below covers configuration of a Proxy Sets for Zoom Phone
System and Customers SIP Trunks. Note that the configuration of a Proxy Set for the SIP
Trunks shows an example and your configuration might be different. For specific
configuration of interfaces directed to SIP Trunks and/or the third-party PSTN environment
connected to the SBC, see the trunk/environment vendor's documentation. AudioCodes also
offers a comprehensive suite of documents covering the interconnection between different
trunks and the equipment.

The Proxy Sets will later be applied to the VolP network by assigning them to IP Groups.

» To configure a Proxy Sets:

1. Open the Proxy Sets table (Setup menu > Signaling & Media tab > Core Entities folder
> Proxy Sets).

2. Configure Proxy Sets as shown in the table below:

Table 3-5: Configuration Example Proxy Sets in Proxy Sets Table

Index Name SBC IPv4 SIP  TLS Context Proxy Keep- Redundancy Proxy Hot

Interface Name Alive Mode Swap
Zoom Using .

0 (arbitrary name) Zoom Zoom Options Homing Enable

1 C.UStomeH Customers Default Us!ng - -
(arbitrary name) Options

2 C_u stomer2 Customers Default Us]ng - -
(arbitrary name) Options

3 QustomerS Customers Default Us!ng - -
(arbitrary name) Options

The configured Proxy Sets are shown in the figure below:

Figure 3-16: Configuration Example Proxy Sets in Proxy Sets Table

Proxy Sets (4)
m (i} Pagez of 1 Show records per page -
SBC IPV4 SIP PROXY KEEP-ALIVE REDUNDANCY
INDEX NAME SRD > PROXY HOT SWAP
" N INTERFACE TIME [SEC] MODE
0 Zoom DefaultSRD (#0) Zoom 60 Homing Enable
1 Customer1 DefaultSRD (#0) Customers 60 Enable
2 Customer2 DefaultSRD (#0) Customers 60 Disable
3 Customer3 DefaultSRD (#0) Customers 60 Disable

Note: On Hybrid SBCs (with Onboard PSTN interfaces) it's recommended to leave
Proxy Set 0 unconfigured for possible future use for PSTN Fallback.
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3.8.2 Configure a Proxy Address

This section shows how to configure a Proxy Address.

>
1.

2,

To configure a Proxy Address for Zoom:

Open the Proxy Sets table (Setup menu > Signaling & Media tab > Core Entities folder
> Proxy Sets) click the Proxy Set Zoom, and then click the Proxy Address link located
below the table; the Proxy Address table opens.

Click +New; the following dialog box appears:

Figure 3-17: Configuring Proxy Address for Zoom Phone System Interface

GENERAL

Index

Proxy Address e us01peer0l.am.zoom.us:5061

Transport Type e TLS v
Proxy Priority 0

Proxy Random Weight 0

Index

Configure the address of the Proxy Set according to the parameters described in the
table below:

Table 3-6: Configuration Proxy Address for Zoom Phone System

Proxy Address Transport Type  Proxy Priority Proxy Random

Weight
usO01peer01.am.zoom.us:5061 TLS 0 0
us01peer01.fr.zoom.us:5061 TLS 0 0
Click Apply.

Note: The current example is based on configuration Zoom Europe Data Center’s IP
address (FQDN). In your implementation, the IP address may be different according
to your region. Refer to Appendix A on page 49 for a list of FQDNs / IP addresses of
other Zoom Regional Data Centers.
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» To configure a Proxy Address for Customers SIP Trunks:

1.  Open the Proxy Sets table (Setup menu > Signaling & Media tab > Core Entities folder
> Proxy Sets) click the Proxy Set Customer1, and then click the Proxy Address link
located below the table; the Proxy Address table opens.

2. Click +New; the following dialog box appears:

Figure 3-18: Configuring Proxy Address for Customer 1 SIP Trunk

GENERAL

Index

Proxy Address o | sip.telnyx.com:5060

Transport Type e UDP v
Proxy Priority 0

Proxy Random Weight 0

3. Configure the address of the Proxy Set according to the parameters described in the
table below:

Table 3-7: Configuration Proxy Address for Customer 1 SIP Trunk

Index Proxy Address Transport Proxy Proxy Random

Type Priority Weight
sip.telnyx.com:5060
0 (SIP Trunk IP / FQDN and port) UDP 0 0
4. Click Apply.
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3.9 Configure the Dial Plan Table (Customer DIDs)

For deployments requiring hundreds of routing rules (which may exceed the maximum
number of rules that can be configured in the IP-to-IP Routing table), you can employ tags to
represent the many different calling (source URI user name) and called (destination URI user
name) prefix numbers in your routing rules. Tags are typically implemented when you have
users of many different called and/or calling numbers that need to be routed to the same
destination (e.g., IP Group or IP address). In such a scenario, instead of configuring many
routing rules to match all the required prefix numbers, you need only to configure a single
routing rule using the tag to represent all the possible prefix numbers.

The Dial Plan (e.g., Customers) will be configured with a customer tag per prefix.

>
1.

To configure Dial Plans:

Open the Dial Plan table (Setup menu > Signaling & Media tab > SIP Definitions folder
> Dial Plan).

Click New and then configure a Dial Plan name (e.g., Customers) according to the
parameters described in the table below.

Click Apply.

In the Dial Plan table, select the row for which you want to configure dial plan rules and
then click the Dial Plan Rule link located below the table; the Dial Plan Rule table
appears.

Click New; the following dialog box appears:

Figure 3-19: Dial Plan Rule Table - Add Dialog Box

GENERAL

Index 1
MName
Prefix

Tag

6.

Index

7.

Configure a dial plan rule according to the parameters described in the table below.

Table 3-8: Dial Plan Carrier Customers

Name Prefix Tag

Customer1_Name

Customer1 +19098[0000-9999] (arbitrary name)

Customer2_Name

Customer 2 +17093[0000-9999] (arbitrary name)

Customer3_Name

Customer 3 +18097[0000-9999] (arbitrary name)

Click Apply and then save your settings to flash memory.
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3.10 Configure Call Setup Rules
This section describes how to configure Call Setup Rules based on customer DID range (Dial
Plan). Call Setup rules define various sequences that are run upon receipt of an incoming
call (dialog) at call setup, before the device routes the call to its destination.
Configured Call Setup Rules need be assigned to a specific IP Group.
» To configure a Call Setup Rules based on customer DID range (Dial Plan):
1. Open the Call Setup Rules table (Setup menu > Signaling & Media tab > SIP
Definitions folder > Call Setup Rules).
2. Click New and configure Call Setup rules according to the parameters described in the
table below.
Table 3-9: Call Setup Rules Table
Index NIES Name SN Query Target Search Ke Condition Action Subject B Action Value
Set ID Type ry farg y ) Type
0 %Jsstt.lc.);;(:r Dial Plan  Customers Pg;imgg|. DialP;iir;tZound DstTags Modify DialPlan.Result
X-TO- Header.X-TO- .
Var.Session.X-TO- . Header.X-TO-
1 0 C|:\RR|ER CARRIER CARRIER Modify " CARRIER
eader exists
2 1 Di??e;gs DstTags Modify 'Zoom'
X-TO-

3 1 CARRIER Dial Plan| Customers
to Zoom

Rule Index

Param.Call. DialPlan.Found Var.Session.X-TO-

Dst.User exists CARRIER Modify DialPlan.Result

3. Click Apply and then save your settings to flash memory.

Description

For messages, received from Zoom, the Dial Plan is queried according to user part of the
From header. Tag value from the matched row will be assigned to DstTags, which will be
used for routing.

For messages received from Zoom, the value of the X-TO-CARRIER header is assigned to
the ‘X-TO-CARRIER’ session variable, which will be added to the outgoing messages
towards the customers’ SIP Trunks.

For messages received from customers’ SIP Trunks, the value ‘Zoom’ is assigned to
DstTags, which will be used for routing towards the Zoom Phone System.

For messages, received from customers’ SIP Trunks, the Dial Plan is queried according to
user part of the Request-URI header. The Tag value from the matched row will be assigned
to the ‘X-TO-CARRIER’ session variable, which will be added as the X-TO-CARRIER
header to the outgoing messages towards Zoom.
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3.11 Configure Message Manipulation Rules

This section describes how to configure SIP message manipulation rules. SIP message
manipulation rules can include insertion, removal, and/or modification of SIP headers.
Manipulation rules are grouped into Manipulation Sets, enabling you to apply multiple rules
to the same SIP message (IP entity).

Once you have configured the SIP message manipulation rules, you need to assign them to
the relevant IP Group (in the IP Group table) and determine whether they must be applied to
inbound or outbound messages.

» To configure SIP message manipulation rule for Zoom:

1. Open the Message Manipulations page (Setup menu > Signaling & Media tab >
Message Manipulation folder > Message Manipulations).

2. Configure a new manipulation rule (Manipulation Set 2) for Zoom IP Group. This rule
applies to OPTIONS messages sent to the Zoom IP Group. This replaces the host part
of the SIP Request-URI Header with the destination (Zoom Phone System Server) IP

address.
Parameter Value
Index 0
Name Zoom-OPTIONS (arbitrary name)
Manipulation Set ID 2
Message Type Options.Request
Action Subject Header.Request-URI.URL.Host
Action Type Modify
Action Value Param.Message.Address.Dst.IP

Figure 3-20: Configuring SIP Message Manipulation Rule 0 (for Zoom IP Group)

ns [Zoom-Options]

GENERAL ACTION
ndex Action Subject ® Header Request-URIL.URL.Host Editor
Name e Zoom-Options Action Type e | Modify v
Manipulation Set ID o 2 Action Value ® | Param.Message Address DstIP Editor
Row Role Use Current Condition v
MATCH
Message Type e | Options.Request Editor
Condition Editor

Cance! APPLY
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3. Configure another manipulation rule (Manipulation Set 1) for Zoom IP Group. This rule
applies to messages received from the Zoom IP Group. This rule performs normalization
of the messages received from Zoom Phone System.

Parameter

Index

Name

Manipulation Set ID
Message Type
Action Subject
Action Type

Value

1
Normalization
1
Any.Request
Message

Normalize

Figure 3-21: Configuring SIP Message Manipulation Rule 1 (for Zoom IP Group)

s [Normalization]

GENERAL

ndex

Name ® Normalization
Manipulation Set ID o 1

Row Role Use Current Condition
MATCH

Message Type ®  Any.Request

Condition

ACTION

Action Subject e | Message Editor
Action Type ® | Normalize hd
Action Value Editor

Editor

Editor

Cance APPLY
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4. Configure another manipulation rule (Manipulation Set 4) for Customers SIP Trunks IP
Groups (if required). This rule applies to messages sent to the Customers SIP Trunks
IP Groups. This rule adds X-TO-CARRIER SIP Header with the value from the
messages received from the Zoom Phone System.

Parameter Value
Index 2
Name Add X-TO-CARRIER towards customer
Manipulation Set ID 4
Message Type Any
Condition Var.Session.X-TO-CARRIER ="
Action Subject Header.X-TO-CARRIER
Action Type Add
Action Value Var.Session.X-TO-CARRIER

Figure 3-22: Configuring SIP Message Manipulation Rule 2 (for Customers SIP Trunks)

15 [Add X-TO-CARRIER towards customer]

GENERAL ACTION

Index Action Subject e Header X-TO-CARRIER Editor
Name e | Add X-TO-CARRIER towards customer Action Type Add v
Manipulation Set ID . 4 Action Value e Var.Session.X-TO-CARRIER Editor
Row Role Use Current Condition ~

MATCH

Message Type e Any Editor

Condition = Var.5ession.X-TO-CARRIER =" Editor

Cancel APPLY
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5. Configure another manipulation rule (Manipulation Set 2) for the Zoom IP Group. This
rule applies to messages sent to the Zoom IP Group. This rule adds the X-TO-CARRIER
SIP Header with the value extracted from the Dial Plan.

Parameter Value
Index 2
Name Add X-TO-CARRIER towards Zoom
Manipulation Set ID 2
Message Type Any
Condition Var.Session.X-TO-CARRIER ="
Action Subject Header.X-TO-CARRIER
Action Type Add
Action Value Var.Session.X-TO-CARRIER

Figure 3-23: Configuring SIP Message Manipulation Rule 3 (for Zoom IP Group)

15 [Add X-TO-CARRIER towards Zoom]

GENERAL ACTION
Index Action Subject o Header X-TO-CARRIER Editor
Name e Add X-TO-CARRIER towards Zoom Action Type Add hd
Manipulation Set ID o 2 Action Value o | Var.5ession X-TO-CARRIER Editor
Row Role Use Current Condition v

MATCH

Message Type e | Any Editor
Condition e Var.Session.X-TO-CARRIER I=" Editor

Cancel APPLY

Note: In your implementation connectivity to customers SIP Trunks may require
additional message manipulation rules. Refer to the appropriate SIP Trunk
A Implementation Guide or contact an AudioCodes representative to order Professional
Services from AudioCodes, and our Professional Services team will help you with your
configuration.
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3.12

Configure a Coder Group

This section describes how to configure coders (termed Coder Groups). As Zoom Phone
System supports the OPUS and G.722 coders, while the network connection to the
Customers SIP Trunks may restrict operation with a dedicated coders list, you need to add a
Coder Group with the supported coders for each leg, the Zoom Phone System and the SIP
Trunks.

Note that the Coder Group ID for this entity will be assigned to its corresponding IP Profile in
the next section.

» To configure a Coder Group for Zoom:

1. Open the Coder Groups table (Setup menu > Signaling & Media tab > Coders &
Profiles folder > Coder Groups).

2. From the 'Coder Group Name' dropdown, select 1:Does Not Exist and add the required
codecs as shown in the figure below.

Figure 3-24: Configuring Coder Group for Zoom Phone System

Coder Name

Coder Groups

Coder Group Name | 1 : AudioCodersGroups_1 V‘ |De|ete Group

Silence

Packetization Time Rate - )
Suppression

Payload Type Coder 5pecific

Opus

w20 ~

oz | |

G722

v 20 b4 a4 A

Disabled v

w w w | | w

A

3. Click Apply and confirm the configuration change in the prompt that pops up.

Note: Repeat the same procedure for each Customers SIP Trunk if it's required.

The procedure below describes how to configure Allowed Coders Groups to ensure that voice
sent to the Zoom Phone System, uses the dedicated coders list whenever possible. Note that
the Allowed Coders Group IDs will be assigned to the IP Profiles belonging to the Zoom
Phone System, in the next step.

» To set a preferred coder for the Zoom Phone System:

1.  Open the Allowed Audio Coders Groups table (Setup menu > Signaling & Media tab >
Coders & Profiles folder > Allowed Audio Coders Groups).

2. Click New and configure a name for the Allowed Audio Coders Group for the Zoom
Phone System.

Zoom Phone Carrier Peering 35

AudioCodes SBCs




QC audiocodes

Zoom Phone Carrier Peering

Figure 3-25: Configuring Allowed Coders Group for Zoom Phone System

ps [Zoom Allowed Coders]
GENERAL
Index
Name # Zoom Allowed Coders
3. Click Apply.

4. Select the new row that you configured, and then click the Allowed Audio Coders link
located below the table; the Allowed Audio Coders table opens.

5. Click New and configure an Allowed Coders as follows:

Index Coder
0 Opus
1 G.722
2 G.711 U-law
3 G.711 A-law
4 G.729

Figure 3-26: Configuring Allowed Coders for Zoom Phone System

@ Allowed Audio Coders Groups [#0] > Allowed Audio Coders (5)

m ] Page|:| of 1 Show records per page 0
INDEX CODER USER-DEFINED CODER

0 Opus

1 G722

2 G.711 U-law

3 G711 A-law

4 G.729

A Note: Repeat the same procedure for each Customers SIP Trunk if it's required.
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3.13 Configure an IP Profiles

This section describes how to configure IP Profiles. An IP Profile is a set of parameters with
user-defined settings related to signaling (e.g., SIP message terminations such as REFER)
and media (e.g., coder type). An IP Profile need be assigned to specific IP Group.

» To configure an IP Profile:

1.  Open the Proxy Sets table (Setup menu > Signaling & Media tab > Coders & Profiles
folder > IP Profiles).

2. Click +New to add the IP Profile for Zoom Phone System interface. Configure the
parameters using the table below as reference.

Table 3-10: Configuration Example: Zoom IP Profile

Parameter Value

General
Name Zoom (arbitrary descriptive name)

Media Security

SBC Media Security Mode Secured

SBC Media

Extension Coders Group AudioCodersGroups_1

Allowed Audio Coders Zoom Allowed Coders

Allowed Coders Mode Restriction and Preference (reorder coders according to Allowed
Coders including extension coders)

RFC 2833 Mode Extend

SBC Signaling

Session Expires Mode Supported

All other parameters can be left unchanged with their default values.

3. Click Apply, and then save your settings to flash memory.
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4. Click +New to add the IP Profile for the Customer SIP Trunk. Configure the parameters
using the table below as reference.

Table 3-11: Configuration Example: Customer 1 SIP Trunk IP Profile

Parameter Value
General
Name Customer 1 (arbitrary descriptive name)
Media Security
SBC Media Security Mode Not Secured
SBC Signaling
P-Asserted-ldentity Header Mode Add (required for anonymous calls)

SBC Forward and Transfer

Remote REFER Mode Handle Locally
Remote Replaces Mode Handle Locally
Remote 3xx Mode Handle Locally

All other parameters can be left unchanged with their default values.

5. Click Apply and then save your settings to flash memory.

Note: Repeat the same procedure for each Customers SIP Trunk according to SIP
Trunk requirements.
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3.14 Configure IP Groups

This section describes how to configure IP Groups. The IP Group represents an IP entity on
the network with which the SBC communicates. This can be a server (e.g., IP-PBX or SIP
Trunk) or it can be a group of users (e.g., LAN IP phones). For servers, the IP Group is
typically used to define the server's IP address by associating it with a Proxy Set. Once IP
Groups are configured, they are used to configure IP-to-IP routing rules for denoting source
and destination of the call.

» To configure an IP Groups:

1.  Open the IP Groups table (Setup menu > Signaling & Media tab > Core Entities folder
> |IP Groups).

2. Configure IP Group for the Zoom Phone System:

Parameter Value
Name Zoom
Topology Location Up
Type Server
Proxy Set Zoom
IP Profile Zoom
Media Realm Zoom
Call Setup Rules Set ID 0
Tags Zoom
Inbound Message Manipulation Set ID 1
Outbound Message Manipulation Set ID 2
Proxy Keep-Alive using IP Group settings Enable

All other parameters can be left unchanged with their default values.
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3. Configure IP Groups for the Customer’s SIP Trunks (for each customer create dedicated

IP Group):
Parameter Value

Name Customer1 (arbitrary descriptive name)
Type Server
Proxy Set Customer1
IP Profile Customer1
Media Realm Customers
Call Setup Rules Set ID 1

<tag per each customer> (as configured in the

Tags Dial Plan, refer to Section 3.9 on page 29)

4 (if required and as configured in Section 3.11 on

Outbound Message Manipulation Set ID page 31)

All other parameters can be left unchanged with their default values.

The configured IP Groups are shown in the figure below:

Figure 3-27: Configuration Example IP Groups in the IP Group Table

IP Groups (4)
o Page of 1 Show records per page »
INBOUND  QUTBOUNL
sSBC SIP CLASSIFY
— PROXY IP MEDIA MESSAGE =~ MESSAGE
INDEX NAME SRD TYPE OPERATIO! GROUP BY PROXY
SET PROFILE REALM MANIPULA  MANIPULAT
MODE NAME SET
SET SET
0 Zoom Defaultz  Server Not Configl  Zoom Zoom Zoom Enable 1 2
1 Customer1 Defaults Server Mot Configt  Customer1 Customer1 Customers Enable 1 4
2 Customer2 Defaults Server Not Config. Customer2 Customer2 Customers Enable -1 =
3 Customer3 Defaults  server Mot Configt  Customer3 Customer3  Customers Enable -1 -1

Note: On Hybrid SBCs (with onboard PSTN interfaces), it's recommended to leave IP
Group 0 unconfigured for possible future use for PSTN Fallback.
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3.15 Configure SRTP

This section describes how to configure media security. The Zoom Phone System Interface
needs to use of SRTP only, so you need to configure the SBC to operate in the same manner.
By default, SRTP is disabled.

» To enable SRTP:

1.  Open the Media Security page (Setup menu > Signaling & Media tab > Media folder >
Media Security).

2. From the 'Media Security' drop-down list, select Enable to enable SRTP.

Figure 3-28: Configuring Media Security Parameter

Media Security

GENERAL

Media Security « | Enable A
Media Security Behavior Preferable r
Offered SRTP Cipher Suites Al A
Arla Protocol Support Disable A

MASTER KEY IDENTIFIER

Master Key ldentifier (MKI) Size a

Symmetric MKI Disable A

3. Click Apply.
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3.16

Index

1

Configure IP-to-IP Call Routing Rules

This section describes how to configure IP-to-IP call routing rules. These rules define the
routes for forwarding SIP messages (e.g., INVITE) received from one IP entity to another.
The SBC selects the rule whose configured input characteristics (e.g., IP Group) match those
of the incoming SIP message. If the input characteristics do not match the first rule in the
table, they are compared to the second rule, and so on, until a matching rule is located. If no
rule is matched, the message is rejected.

The example shown below only covers IP-to-IP routing, though you can route the calls from
SIP Trunks to Zoom and vice versa. See AudioCodes' SBC documentation for more
information on how to route in other scenarios.

The following IP-to-IP Routing rules are defined:
B Terminate SIP OPTIONS messages on the SBC that are received from any entity

B Destination Tag based Routing (from/to Zoom Phone System or Customers SIP
Trunks)

» To configure IP-to-IP routing rules:

1. Open the IP-to-IP Routing table (Setup menu > Signaling & Media tab > SBC folder >
Routing > IP-to-IP Routing).

2. Configure routing rules as shown in the table below:

Name Source IP Request Destination Internal Action
Group Type Type
Terminate —500"
OPTIONS Any OPTIONS Internal Reply(Response="200")
Dest Tag Based
Routing (arbitrary Any Destination Tag -

name)

The configured routing rules are shown in the figure below:
Figure 3-29: Configured IP-to-IP Routing Rules in IP-to-IP Routing Table

INDEX

0
1

[P-to-IP Routing (2)

. | 8 page[Jor1 - Show [19] recordsper page

ALTERNATIN SOURCE DESTINATIC DESTINATIC

ROUTING SOURCEIP  REQUEST DESTINATIC DESTINATIC DESTINATIO
NAME POLICY ROUTE GROUP TW?E USERNAME ~ USERNAME TVPE P GROUP SIP ADDRESS
OPTIONS . PATTERN PATTERN INTERFACE -
Terminate C Default_SBC Route Row  Any OPTIONS * * Internal
Dest Tag Ba: Default_SBC Route Row  Any All * * Destination -

A

Note: The routing configuration may change according to your specific deployment
topology.
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3.17 Configure Firewall Settings (Optional)

As extra security, there is an option to configure traffic filtering rules (access list) for incoming
traffic on AudioCodes SBC. For each packet received on the configured network interface,
the SBC searches the table from top to bottom until the first matching rule is found. The
matched rule can permit (allow) or deny (block) the packet. Once a rule in the table is located,
subsequent rules further down the table are ignored. If the end of the table is reached without
a match, the packet is accepted. Please note that the firewall is stateless. The blocking rules
will apply to all incoming packets, including UDP or TCP responses.

» To configure a firewall rule:

1. Open the Firewall table (Setup menu > IP Network tab > Security folder> Firewall).

2. Configure the following Access list rules for WAN IP Interface, based on the list of Zoom
Phone System Servers:

Table 3-12: Firewall Table Rules

Use

Index Source IP Spurz;‘iit ?,t::tt Eg:‘t Protocol ISpecific Intelrl')face ,_ArI)I,:\év
nterface
0 <P“b'i:_g_’"§’8§8e_g’)er P> 3 0 65535  Any | Enable = WAN_IF Allow
1 162.12.233.59 32 0 65535 TCP Enable WAN_IF Allow
2 162.12.232.59 32 0 65535 TCP Enable WAN_IF Allow
3 162.12.235.85 32 0 65535 TCP Enable WAN_IF Allow
4 213.19.144.198 32 0 65535 TCP Enable WAN_IF Allow
5 213.244.140.198 32 0 65535 TCP Enable WAN_IF Allow
6 103.122.166.248 32 0 65535 TCP Enable WAN_IF Allow
7 103.122.167.248 32 0 65535 TCP Enable WAN_IF Allow
8 209.9.211.198 32 0 65535 TCP Enable WAN_IF Allow
9 207.226.132.198 32 0 65535 TCP Enable WAN_IF Allow
10 123.123.123.123 32 0 65535 TCP Enable WAN_IF Allow
49 0.0.0.0 0 0 65535 Any Enable WAN_IF Block

performed through the same IP Interface as Zoom (WAN_IF in our example), you must add

/_\ Note: Be aware, that if in your configuration, connectivity to SIP Trunk (or other entities) is
rules to allow traffic from these entities. See an example in the row of index 10.
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3.18 Miscellaneous Configuration

This section describes miscellaneous SBC configuration.

3.18.1 Configuring Mutual TLS Authentication for SIP

This section describes how to configure SBC to work in mutual (two-way) TLS authentication
mode.

Note: This section is required only if implementation of MTLS connection with the
Zoom Phone System is required and depends on enabling MTLS on the Zoom side.

» To configure mutual TLS authentication for SIP messaging:

1. Enable two-way authentication on the Zoom SIP Interface: In the SIP Interface table,
configure the 'TLS Mutual Authentication' parameter to Enable:

SECURITY
TLS Context Name #0 [defaulr] v | View
TLS Mutual Authentication Enable v

2. Make sure that the TLS certificate is signed by a CA.
3. Make sure that CA certificates are imported into the Trusted Root Certificates table.

In order to further enhance security, it is possible to configure the SBC to verify the server
certificates, when it acts as a client for the TLS connection.
» To configure SBC to verify Server certificate:

1. Open the SBC Security Settings page (Setup menu > IP Network tab > Security folder
> Security Settings).

2.  From the 'TLS Client Verify Server Certificate' drop-down list, select Enable:

Security Settings

SIP OVERTLS

TLS Client Re-Handshake Interval 0

TLS Mutual Authentication Disable v
Peer Host Name Verification Mode Disable v
TLS Client Verify Server Certificate e Enable v

TLS Remote Subject Name

3. Click Apply.
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3.18.2 Optimizing CPU Cores Usage for a Specific Service (relevant for
Mediant 9000 and Software SBC only)
This section describes how to optimize the SBC's CPU cores usage for a specified profile to

achieve maximum capacity for that profile. The supported profiles include:

B SIP profile — improves SIP signaling performance, for example, SIP calls per second
(CPS)

B SRTP profile — improves maximum number of SRTP sessions

B Transcoding profile — enables all DSP-required features, for example, transcoding and
voice in-band detectors

» To optimize core allocation for a profile:

1. Open the SBC General Settings page (Setup menu > Signaling & Media tab > SBC
folder > SBC General Settings).

2. From the 'SBC Performance Profile' drop-down list, select the required profile:

SBC Performance Profile | Optimized for transcoding ¥ | 4

3. Click Apply, and then reset the device with a burn-to-flash for your settings to take effect.
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4 Verify the Pairing between the SBC and
Zoom Phone System

After you've paired the SBC with Zoom Phone System, validate that the SBC can successfully
exchange OPTIONs with Zoom.

» To validate the pairing using SIP OPTIONS:

1.  Open the Proxy Set Status page (Monitor > VOIP Status > Proxy Set Status).

2. Find the Zoom SIP connection and verify that 'Status' is online. If you see a failure, you
need to troubleshoot the connection first.

Figure 4-1: Proxy Set Status

Proxy Sets Status
This page refreshes every 60 seconds

PROXY SET NAME MODE SUCCESS  FAILURE

D KEEP ALIVE ADDRESS PRIORITY  WEIGHT COUNT COUNT STATUS
0 Zoom Homing Enabled ONLINE
usD1peerf1.am.zoom fl:'Z'I 3.19.144.198:5061) 8316 1 ONLINE

us01peer0l frzoom.us(213.244.140.196:5061) - - 8314 0 ONLINE

1 Customer1 Parking Enabled ONLINE
sip.telnyx.com({192.76.120.10)(*) - - 1 0 OMLINE

2 Customer2 Parking Enabled ONLINE
voipsipbiz.bezeqint.net(212.179.84.133)(*) - - 1 0 OMLINE

3 Customer3 Parking Enabled ONLINE
195.189.192.156(%) - - 1 0 OMLINE
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A Zoom Data Centers

Connectivity to the Zoom Phone System signaling via Fully Qualified Domain Names (FQDN)
depends on the geographical location of the customer SBC(s) and the corresponding Zoom
Data Center that the customer would like to send and receive traffic. Zoom Phone System
options are currently available in four separate regions across the globe: North America,
Europe, APAC and Australia.

Table A-1: Regional instances resolve to the following IP addresses

Region Traffic Type Protocol Ports A Record IP Address

Signaling TCP/TLS 5061 usO1peer01.sc.zoom.us 162.12.233.59
North America Signaling TCP/TLS 5061 us01peer01.ny.zoom.us 162.12.232.59
Signaling TCP/TLS 5061 us01peer01.dv.zoom.us 162.12.235.85

Signaling TCP/TLS 5061 usO1peer01.am.zoom.us 213.19.144.198

EMEA Signaling TCP/TLS 5061 us01peer01.fr.zoom.us 213.244.140.198

. Signaling TCP/TLS 5061 usO1peer01.sy.zoom.us 103.122.166.248

Australia Signaling TCP/TLS 5061 usO1peer01.me.zoom.us 103.122.167.248
Signaling TCP/TLS 5061 usO1peer01.hk.zoom.us 209.9.211.198

APAC Signaling TCP/TLS 5061 usO1peer01.ty.zoom.us 207.226.132.198

Table A-2: Regional Media Traffic and Ports

Region Traffic Type Protocol Ports Destination
North America Media UDP/SRTP 20000-64000 162.12.232.0/22
Media UDP/SRTP 20000-64000 213.19.144.0/24
EMEA Media UDP/SRTP 20000-64000 213.244.140.0/24
Australia Media UDP/SRTP 20000-64000 103.122.166.0/23
Media UDP/SRTP 20000-64000 209.9.211.0/24
APAC Media UDP/SRTP 20000-64000 207.226.132.0/24
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