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Preface

This preface contains the following topics:
e “What this guide covers” on page vi
e “Accessing user guides” on page viii
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Preface

What this guide covers

What is covered

This guide provides administrator instructions for the VWorks Standard edition. The
guide describes the software architecture and workflow and provides instructions for
the following:

e Generating and installing the license
e Configuring and managing the user access
e Backing up and restoring data and software

Note: For information on VWorks Plus, see the VWorks Automation Control Plus
Administrator Guide.

Table Terms used in this guide

Term Description

VWorks Automation Control ~ VWorks software component that you use to create
the protocols that run your automation devices.

VWorks Plus Collection of software components required for
running the VWorks software with compliance
features. This edition includes Control Panel, Shared
Services, Content Management, and Content
Browser.

VWorks Standard Collection of software components required for
running the standard VWorks software This edition
includes Control Panel and Shared Services.

Content Management VWorks Plus only. The storage repository for VWorks-

(Openlab component) related records of interest. An administrator can use
the Content Browser to view the VWorks project
content in Content Management.

Control Panel (OpenLab The Shared Services user interface for configuring
component) and managing user access and licenses.
Microsoft Control Panel Part of the Microsoft Windows operating system.

Shared Services (OpenlLab Set of administrative services that control VWorks
component) user access and file storage. Shared Services are
accessed via the Control Panel.

Vi



Related guides

Preface

For information about the following VWorks-related topics, see the corresponding

Agilent guide.

For information about ...

See...

Computer requirements and software installation
requirements

VWorks Automation Control
Installation Guide

Overview of the software components and workflow

VWorks Standard Quick
Reference Guide

e Setting up labware definitions and liquid classes

e Setting up an experiments database and labware
inventory database

e Migrating protocols from previous versions of
VWorks software

VWorks Automation Control
Setup Guide

e Setting up devices

e Writing protocols and creating forms
e Running protocols

e Troubleshooting protocols

VWorks Automation Control
User Guide

Setting up a specific device and operating the device
using VWorks and device diagnostics software

Relevant Agilent device user
guide

General safety information and potential safety
hazards that you might encounter when using
Automation Solutions products

Automation Solutions
Products General Safety
Guide

Software version

This guide documents VWorks Standard edition 14.0 and later versions.

vii



Preface

Accessing user guides

About this topic

This topic describes the different formats of user information and explains how to
access it for the Agilent Automation Solutions products.

Where to find user information

The user information is available in the following locations:

e Knowledge base. The help system for the Automation Solutions products is
available from:

— Help menu within the VWorks software: Select Help > Knowledge Base or press
F1.

- From the Windows desktop: Select Start (@) > All Apps > Agilent
Technologies > VWorks Knowledge Base.

For guidelines on using the VWorks context-sensitive help and knowledge base
features, see Using the knowledge base, below.

e PDF files. The PDF files of the user guides are installed with the VWorks software
(C:\Program Files (x86)\Agilent Technologies\VWorks\UserGuides) and are
available in the VWorks Knowledge Base.

e Website. You can search the online VWorks Knowledge Base or download the latest
version of any PDF file from the Agilent website at www.agilent.com/chem/askb.

Accessing safety information

Safety information for the Agilent Automation Solutions devices appears in the
Automation Solutions Products General Safety Guide and in the corresponding device
safety guide or user guide.

You can also search the knowledge base or the PDF files for safety information.

Using the knowledge base

Knowledge base topics are displayed using web browser software such as Microsoft
Edge.

Note: If you want to use Internet Explorer to display the topics, you might have to allow
local files to run active content (scripts and ActiveX controls). To do this, in Internet
Explorer, open the Internet Options dialog box. Click the Advanced tab, locate the
Security section, and select Allow active content to run in files on my computer.

viii
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Accessing user guides

Opening the help topic for an area in the VWorks window

1 2
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To access the context-sensitive help feature:

9

In the main window of the VWorks software, click the help button . The pointer

r
changes to ® Notice that the different icons or areas are highlighted as you
move the pointer over them.

Click anicon or area of interest. The relevant topic or document opens.
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Accessing user guides

Features in the Knowledge Base window

D Setting general and view options X | =+ - = 5
&« O @ @ |File C:/Program%20Files%20(x86)/Agilent%20Technolc|gies/VWorks/HelpSyst... 7% Q Yo B ( Sienin @
B} AsEHome [ ASKE EJp ShifiedReviews AS @b AgilentLeaming Pr.. [ SupportPortal % EC|[iWebcient @ SPFM [& woC [ Agile > | B3 Ot)er faverites
r o= = =
= 1< >1 | @&
sl sy
B Creating forms for protocol operators  ~ YT e L e T ey -
B8 Using macros to create protocols N E

s Running a protocol
Workflow for running a protocol
Opening a form
Opening a protocol

Disabling and enabling a device in the
device file

Viewing and setting file directory paths

Setting general and view options

Setting general and view options

About the global options «

You specify settings that apply to all protocols in the Options dialog box. The global settings
include:

Options categories See..

Directories and Paths  Viewing and setting file directory paths

Opti I i
ST e A T ptions (general) Setting the general options
Setting up email notification Email Setup Setting up email notification
Setting up automatic online notification View Options Setting . i
Starting the protocol run
) DB Setup Connecting to Inventory and Experiments databases
Managing runsets . .
Step  For this task...
1 Contents pane. Lists all the books and the table of contents of the books.
2 Search. Allows you to search the Knowledge Base (all products or selected products) using
keywords.
3 Topic area. Displays the selected online help topic.

4 Navigation buttons. Enable you to navigate through the next or previous topics listed in the Contents

tab.

5 Toolbar buttons: Enable you to:
e Expand or collapse all the sections in a topic that has drop-down headings.

e Print the topic.

e Send feedback by email for a given topic.
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1 About VWorks Standard

This chapter provides an overview of VWorks Standard edition.
The topics are:

e “Software architecture” on page 2

e “Workflow for VWorks Standard” on page 3

« ‘“Logging in to Control Panel” on page 4

£ Agilent



1 About VWorks Standard

Software architecture

VWorks Standard runs on a single computer and controls a standalone automation
device or integrated devices in an automation system.

VWorks Standard consists of the following:

 Components of the OpenLab software

e VWorks software

The following figure shows the relationships between these components.

Figure VWorks Standard edition architecture

Components of OpenlLab software |

Control <4=p Shared Services <—|—> H VWorks

|

|

| ;

| ’ Panel software
' !

|

| Storage

| Local file system
|

Components of OpenLab software
The components of the Openlab software include:

e Control Panel and Shared Services. Control Panel is the user interface for Shared
Services, which are set of administrative services. An administrator uses the
Control Panel to configure the following:

— User access management
— Software licenses
— Storage

< Shared Services storage. VWorks Standard uses the local file system for file storage.
The files are stored in a predefined Shared Services project folder:
| VWorks Projects/VWorks/

Note: Unlike previous VWorks versions, VWorks Standard does not use the
Windows Registry for storing records, such as labware definitions and device
profiles.

VWorks software

The VWorks software controls your automation devices. You create labware definitions
and liquid classes, set up your devices, create device profiles, and create and run
protocols.



Workflow for VWorks Standard

1 About VWorks Standard

The following table provides the overall workflow for setting up and using VWorks

Standard.

Table Workflow for VWorks Standard

Step

Task

Role

See ...

1

Log in to Control Panel (OpenLab component).

Administrator*

“Logging in to Control
Panel” on page 4

2 In Control Panel, install and manage the Administrator “Licensing the software”
software license. on page 5
3 In Control Panel, configure and manage user Administrator “Configuring the
access to the software. software” on page 13
4 If future VWorks compatibility with legacy Administrator, “About the VWorks
OpenLab ECM 3.x servers will be required, set Technician Project settings” on
the proper folder structure option in the VWorks page 26
software. VWorks Automation
Control Setup Guide
5 Set up the VWorks software: Administrator VWorks Automation
- [fapplicable. Migrate protocols from earlier Control Setup Guide
Versions.
« Verify the labware definitions for any Administrator or
labware you plan to use. Technician
e If you have a Bravo Platform, specify the
pipetting speed and accuracy.
e [fapplicable. Set up MySQL database for
labware inventory management (storage
devices) and Experiments database.
6 In the VWorks software, set up your automation  Administrator or Device user guide, for
devices. Technician example, Bravo Platform
User Guide
7 In the VWorks software, create protocols torun  Administrator or VWorks Automation
your automation devices. Technician Control User Guide
8 Run protocols. Administrator, VWorks Automation
Technician, or Operator  Control User Guide
9 Perform periodic software and data backups. Administrator “Disaster recovery

planning” on page 33

*VWorks technicians, operators, and guests may log in to Control Panel and change their passwords, but they
cannot configure other Control Panel settings.




1 About VWorks Standard

Logging in to Control Panel

To log in to the Control Panel:

1 To start the Control Panel, click m on the Windows desktop.

Alternatively, you can click All apps > Agilent Technologies > Control Panel.
2 Inthe Login window, enter your Login (user name) and password.

If this is the first time to log in to Control Panel after installing the software, enter
the following:

e Login:admin
e Password: openlab

Note: After installing the software license, you will configure user accounts in
Control Panel and change the password for this login.

cp Locked by admin

Connect to [Local] Local server

Login admin

Password

&3 Check connection @ Info

The Control Panel window opens.

EEI System Configuration - Control Panel &
MANAGEMENT

& & & =

Edit System Activity Log 2 Edit Email  Send Test
Settings P 5

Settings Server  Message

System Configuration |  Mysemings |  ProjectsSertings Email Server

Administration « | System Configuration

My Settings .
- ) b System Settings
Local Configuration

#: System Configuration lACﬁVity LOg Settings
[©) Sy s Write activity log: Enabled
& Users
& Groups 4 Projects Settings
[© Roles Projects are enabled
El System Activity Log
& Licenses 4 Email Server
Diagnostics From Address:
B4 Content Management SMTP Server
(Z Administrative Reports Host:
Port: 0
Authorization:
Administration L .
Current user: admin Your startup license has 42 days remaining.
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Licensing the software

This chapter describes how to obtain your software license. The topics are:
e “About the software licensing” on page 6

e “About the Control Panel Licenses page” on page 6

 “Workflow for software licensing” on page 7

e “Prerequisites for getting a license” on page 8

e “Getting a license” on page 9

e ‘“Installing your license” on page 10



2 Licensing the software

About the software licensing

License types

License file

The license or activation key in the license file can be for one of the following VWorks
editions:

 VWorks Standard
e VWorks Plus
A trial license for the software allows you to run either edition for 60 days after the

installation. In order to run the software after the 60-day period, you must install your
license file.

Alicense file contains your software license. You generate and download the license file
in SubscribeNet. This file will be installed on the computer where the VWorks software
is installed. The license file is bound to this computer, and cannot be moved to another
computer without regenerating the license in SubscribeNet.

About the Control Panel Licenses page

The following figure shows the Licenses page in Control Panel.

[ci] Licenses - Control Panel &
MANAGEMENT

E&+><&@r9@g

Change CopyMAC Save MAC  Get
Server  Address  Address  License

Licensing
Add Licenses

Administration <«  Licenses
F& My Settings
Local Configuration License Server

B SEEmETTEL The license server and its default MAC address are shown below. Click Change Server to use a different license server.
O Security Policy
° Name: localhost ~ MAC Address: 040e3c8da4b5
2 Users
&Y Groups To view all valid MAC addresses for the configured license server run the "MAC Address' utility. To do this, login to the
[® Roles license server computer, click the Start menu, and select 'MAC Address'.
[F] System Activity Log .
) Licenses
[ Licenses
Diagnostics Your startup license has 42 days remaining. Click Add to add a license file.
¥ Content Management Files
[3 Administrative Reports Filename Host MAC Address Status

Administration

Current user: admin Your startup license has 42 days remaining.




2 Licensing the software

To view the Licenses page:

1 Loginto Control Panel m For details, see “Logging in to Control Panel” on
page 4.

2 Inthe Control Panel navigation pane, click Administration > Licenses. The Licenses
page appears.

The ribbon at the top of the page includes the following controls that you can use
to manage your software licenses:

e AddLicense and Remove License. Allows you to install and uninstall license
files.

e Copy MAC Address. Copies the MAC address of the license server.

e Save MAC Address. Saves the MAC address of the license server to a text file
(.txt) at the specified location.

e GetLicense. Links to the Agilent SubscribeNet Electronic Software and License
Delivery web page, where you can obtain a license.

e Change Server. Not applicable. This feature is only for systems that have a
license server on a separate computer from the client software.

Workflow for software licensing

Step  For this task... See...

1 Make sure you have the “Prerequisites for getting a license”
prerequisites for getting a license. on page 8

2 Generate and download your “Getting a license” on page 9
license.

3 Install your license using Control “Installing your license” on page 10
Panel.

4 Restart the computer for the license -

to have an immediate effect.




2 Licensing the software

Prerequisites for getting a license

License prerequisites

To generate, download, and install a license for your product, you will need:

The authorization code label provided in the envelope containing your Software
Entitlement Certificate.

If you have not received an envelope for your product, contact your vendor or
internal support.

The URL for SubscribeNet from the Software Entitlement Certificate.

The name of the computer (local host) where the VWorks software and the
Openlab components are running.

Note: If any changes are made to the computer name or domain reference after
the license is installed, remove the license. A new license will need to be created
in SubscribeNet, downloaded, and installed.

The MAC address. See the following procedure to retrieve the MAC address.

Note: If the network adapter that provides the MAC address used during license
creation is removed from the computer, your license will no longer be valid. A
new license will need to be generated with a currently available MAC on the
license server.

Retrieving your MAC address

To retrieve your MAC address:

1 Inthe Control Panel navigation pane, click Administration > Licenses.
2 Use the Copy MAC Address or Save MAC Address function to obtain the MAC
address for license generation.
Jci Licenses - Control Panel 6 ? - 0 x

Current user: My Name Your startup license has 42 days remaining.

MANAGEMENT

B+ X oo B m @

Change CopyMAC SaveMAC  Get
Server  Address  Address License

Licensing

Administration « Licenses
My Settings

Local Configuration License Server
B SEEm e The license server and its default MAC address are shown below. Click Change Server to use a different license server.
(J Security Policy
a Name: localhost  MAC Address: 040e3c2da4db5
& Users
&% Groups To view all valid MAC addresses for the configured license server run the "MIAC Address' utility. To do this, login to the
B Roles license server computer, click the Start menu, and select 'MAC Address'.
El System Activity Log .
Licenses
= Licenses
Diagnostics Your startup license has 42 days remaining. Click Add to add a license file.
£ Content Management Files
(2 Administrative Reports Filename Hast MAC Address Status

Administration




Getting a license

2 Licensing the software

This section describes how to generate and download your license in SubscribeNet.

If you are a new user who has not registered with SubscribeNet, see “New
SubscribeNet users” on page 9.

If you have registered with SubscribeNet, see “Users registered with SubscribeNet”
on page 9.

New SubscribeNet users

To generate and download your license:

1

2

Go to https://agilent.subscribenet.com/control/agil/AgilRegisterToAccount to
register the product with SubscribeNet.

On the registration page, enter the authorization code from the label and complete
the profile information.

Note: Required fields are marked with an asterisk (*).
The email address you enter will become your SubscribeNet login ID.

Click Submit. The system will generate and display an account name for you.
SubscribeNet will send a welcome email with your login ID and password.

Log in to SubscribeNet using your login ID and password.

Note: Once you log in, you can use the online user manual link for help with any
questions you have.

Select Generate or View licenses from the left navigation bar.
Follow the prompts to generate your new license.

You will be prompted for the HOST NAME of the computer. The host name you
enter must match with the network name of the computer where the Control Panel
(OpenLab) is running. Do not include any DNS suffix (domain.com) references in
the entered computer name.

When the system generates the license, view its details, and then click Download
License File. Save the license file to your computer and to a backup location, such
as a portable storage device.

Use your login ID and password when you revisit the Agilent SubscribeNet site to
regenerate a license file, add new authorization codes, or further configure the
license for your system.

Users registered with SubscribeNet

To generate and download your license:

1

If you already have a SubscribeNet account, go to
https://agilent.subscribenet.com/

Note: If you lost your SubscribeNet password, go to
https://agilent.subscribenet.com/control/agil/password to have it emailed to you.

Select the SubscribeNet account associated with this authorization code.
From the SubscribeNet navigation pane, select Register Authorization Code.

This will allow you to enter your new authorization code, which will make available
the new license entitlements.



2 Licensing the software

4 Follow step 5 through step 7 in the previous procedure (“New SubscribeNet users”
on page 9) to generate or view your new licenses.

Installing your license

You add the license to your system using Control Panel (OpenLab component).

To install your license:

1 If you have not already done so, log in to Control Panel. For details, see “Logging in
to Control Panel” on page 4

2 Inthe Control Panel navigation pane, click Administration > Licenses.
3 Intheribbon, click Add License.

ci] Licenses - Control Panel & - B0 x
MANAGEMENT

E 4+ X o B B e

Change CopyMAC SaveMAC  Get
License Server  Address  Address  License

Licensing

Administration « | Licenses
F& My Settings
Local Configuration License Server
EEST=Enlconigurtion The license server and its default MAC address are shown below. Click Change Server to use a different license server.

O Security Policy
Name: localhost ~ MAC Address: 040e3c8da4b5

Users
2% Groups To view all valid MAC addresses for the configured license server run the "MAC Address' utility. To do this, login to the
B Roles license server computer, click the Start menu, and select 'MAC Address'.
F] System Activity Log .
Licenses
B Licenses
Diagnostics Your startup license has 42 days remaining. Click Add to add a license file.
t4 Content Management Files
(2 Administrative Reports Filename Host MAC Address Status
Administration
Current user: My Name Your startup license has 42 days remaining.

10



2 Licensing the software
Installing your license

4 Inthe Add Licenses dialog box, select one of the following:

e Select alicense file. Browse to and open the license file (lic) saved from the
license generation process in SubscribeNet.

« Paste the contents of alicense file. Copy the license text from a text file and
paste the copy in the provided field.

Add Licenses x ‘
Add licenses for Openlab products. Enter either the license file that was sent to you or its

contents.

(® Select alicense file

|

(O Paste the contents of a license file

‘ oK ‘ ‘ Cancel ‘

5 Click OK. The Licenses page in the Control Panel displays the status of installed
licenses.

Restart the computer for the license to have an immediate effect.
IMPORTANT P

VWorks Automation Control Standard Administrator Guide 11



2 Licensing the software
Installing your license

This page is intentionally blank.
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3 Configuring the software

This chapter describes how to use Control Panel to configure the Shared Services
for VWorks Standard.

Components of OpenLab software

Control Panel 4>  Shared Services ~ «==p VWorks software

i 1

|
|
Shared Service Storage |
|
|

Local file
system

The topics in this chapter are:

“Configuring authentication” on page 14

“Configuring the security policy” on page 16

“Configuring users, groups, and roles” on page 17

“About the VWorks Project settings” on page 26

“About configuring instruments” on page 28

Note: The changes that you make in Control Panel are recorded in the System
Activity Log. For details, see “System Activity Log” on page 40.

B h 13
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3 Configuring the software

Configuring authentication

14

Authentication options

VWorks Standard supports only Internal or Windows Domain as authentication
providers.

Internal (default)

The Internal option uses OpenlLab components of the VWorks Standard edition to
perform the authentication. You create the users and manage user access in the
Control Panel, and Shared Services provides the user authentication.

Internal authentication is the only mode in which you can create new users within the
Control Panel (OpenLab).

After the software installation, internal authentication is configured by default. If you
want to use internal authentication, you can proceed to “Setting the security policy
parameters” on page 16.

Windows Domain

The Windows Domain option uses Microsoft Windows to perform the user
authentication. You use the Control Panel (OpenLab) to map to users that exist in the
active Windows directory and to assign them to VWorks roles and privileges.

Table Workflow for Windows Domain authentication

Step For this task... See...
1 Configure Windows Domain “Configuring Windows Domain
authentication. authentication” on page 15

2 Create users and user groups and Microsoft Windows user
configure the Security Policy in documentation
Microsoft Windows.

3 Use Control Panel (OpenLab) to: “Configuring users, groups, and roles”

a Import the Windows users ~ ©MPage 17

and user groups from the
active Windows directory.

b  Assign the imported users
and user groups to VWorks
roles to configure their user
privileges.




3 Configuring the software

Configuring Windows Domain authentication

To configure Windows Domain authentication:

If you have not already done so, log in to the Control Panel m
2 Inthe System Configuration page, click Edit System Settings in the top-left corner of
the ribbon. The Edit System Settings dialog box opens.

3 Select the authentication provider Windows Domain from the list, and then click
Next.

cif] System Configuration - Control Panel 6 ? - o0 x
MANAGEMENT .
Edit System Settings x
& &
Edit System Activitylog | B Current configuration:
Settings Settings P
System Configuration My settings The authentication provider is Internal

Please select another option from the list if you wish to use a different provider.
Administration « Sy Windows Domain -
8 My settings

b The storage is Content Management located at:
Local Cenfiguration / e &
System Configuration
& Sy o b Please select another option frem the list if you wish to use a different storage type.
O Security Policy
Keep current configuration -
8 Users
&% Groups
[® Roles
Bl system Activity Log 7

T Licenses

Diagnostics

Y Content Management
[Z Administrative Reports

Previous Next Cancel
Administration

Current user: My Name Your startup license has 42 days remaining.

Do not change the storage type. The storage type is determined automatically based
on the VWorks edition for which you have a license.

4 In the Edit System Settings dialog box, select the Windows Domain check box, click
Next, and then confirm your settings.

When complete, the Control Panel will restart.

Edit System Settings x

Additional parameters:

You have chosen Windows Domain as the authentication provider.

Please specify the following additional parameters.

Authentication Parameters
[ Use demain user to query domain information {user must have rights to obtain
user and group information from the domain)

Domain:
User:

Password:

Select an account that will be used to administer the system. Select Account

Previous Next Cancel

15
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Configuring the security policy

16

Adjust the security policy as follows:

Internal authentication. You can set all security policy parameters in the Control
Panel using the following procedure.

Windows Domain authentication. You can set only the inactivity time in the Control
Panel. All other parameters are defined by the Windows system. See the Microsoft
Knowledge Base for instructions.

Setting the security policy parameters

Note: The Control Panel setting for Inactivity time before locking the application applies to
the Control Panel, but this setting does not apply to the VWorks software.

To configure the security policy in Control Panel:

A WON =

5

If you have not already done so, log in to the Control Panel m

In the Control Panel navigation pane, click Administration > Security Policy.
In the ribbon, click Edit Security Policy.
Edit the settings per your requirements, and then click OK.

cil Security Policy - Control Panel &
MANAGEMENT

%

Edit Security
Policy

Security Policy

Administration « | Security Policy

& My Settings
G My 2 Minimum password length:
Local Configuration

Password expiration period (days):

5
[}
Maximum unsuccessful login attempts before locking account: 3
5

#: System Configuration
[J Security Policy
& Users Account lock time (minutes):
&% Groups Inactivity time before locking the application (minutes): 10
[® Roles
E] System Activity Log Edit Security Policy x
@ Licenses
Minimum password length: 5
Diagnostics
. Password expiration period (days): 0
5 Content Management
[ Administrative Reports Maximum unsuccessful login attempts before locking account: 3
Account lock time (minutes): 5

Inactivity time before locking the application (minutes) (0 to never lock): | 10

Administration Cancel

Current user: admin Your startup license has 42 days remaining.

When the restart message appears, restart Control Panel to ensure that any
changes take effect.
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Configuring users, groups, and roles

This section contains the following topics:
e “VWorks user roles and privileges” on page 17
“Workflow for configuring users and groups” on page 18

“Creating a user (internal authentication only)” on page 18

“Importing Windows users and assigning them to groups” on page 20

“Importing user groups from Windows” on page 21

“Assigning imported user groups to VWorks roles” on page 22

“Changing a password and managing user data” on page 24

“‘Removing users” on page 26

VWorks user roles and privileges

You configure a primary administrator account in the Control Panel with all privileges
(Everything role) before setting up other users. This administrator account is for a
superuser who has access privileges to everything in the software.

In addition to this primary administrator account, you can create or import users and
assign VWorks roles and privileges listed in the following table. Each VWorks user is
assigned to a group, which is associated with one of four predefined VWorks roles.
Each role defines what the users of the associated group are allowed to view or do.
Roles are equipped with numerous specific privileges.

The VWorks software supports only the roles of VWorks Administrator, VWorks
Technician, VWorks Operator, and VWorks Guest. The VWorks software does not
support additional roles that you may create in the Control Panel.

Roles Has privileges to ...

supported by

the VWorks

software

VWorks e Unlock the Control Panel (OpenLab component).

Administrators . vjew and edit project folder structure.

e Manage user accounts.
e Runa protocol that contains compiler errors.
e Perform all the functions of VWorks Technicians.

VWorks e Perform all functions listed in the VWorks Tools menu.
Technicians - Create and save protocols.
e Manage devices through the device manager.

e Perform all the functions of VWorks Operators.

VWorks e Run protocols.
Operators « Operate devices in real-time using diagnostics software.
e Perform all the functions of VWorks Guests.

17
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Roles Has privileges to ...
supported by

the VWorks

software

VWorks Guests e Log in and log out of VWorks.
e Access the VWorks Knowledge Base through the Help menu.

e Use context-sensitive help.

The effect of privileges:

< If you do not have the privilege to perform a function associated with a particular
menu command, the text of the command is gray.

< If you do not have the privilege to perform the functions accessed from a particular
tabbed page, the tab is not visible to you.

e Insome cases, if you do not have the privilege to perform an operation, when you
attempt the operation you get an error message telling you that your privileges are
insufficient.

Workflow for configuring users and groups

To create the required VWorks users, do one of the following:

= Internal authentication. You create each user in the Control Panel (OpenLab
component) and add them to one of the VWorks groups with predefined roles. See
“Creating a user (internal authentication only)” on page 18.

e Windows domain authentication. You import the Windows domain users into Control
Panel (OpenLab component) using the following procedures:

- “Importing Windows users and assigning them to groups” on page 20

— “Importing user groups from Windows” on page 21 and “Assigning imported
user groups to VWorks roles” on page 22

Creating a user (internal authentication only)
Use this procedure if your system configuration uses internal authentication.

To create a new user:

If you have not already done so, log in to the Control Panel m

2 Inthe Control Panel navigation pane, click Administration > Users. The Users page
appears, which displays the current list of users that have been assigned to VWorks
groups.

3 Intheribbon, click Create User. The Create User dialog box opens.
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c3] Users - Control Panel @ ? - 0o x
MANAGEMENT

Create User

Name (ID):
Administration « | Users Description:

& My Settings General Group Membership Role Membership
Local Configuration

admin Password:

£ System Configuration 8 tech Confirm password:
O security Policy opera Full name:
o
& Users Email:
on
Contact Information:
&% Groups P
[& Roles
Iéj User must change password at next logen
System Activity Log
—— User cannot change password
& Licenses
D\agnosﬁ:s Password never expires
& @ [ Account is disabled
~ _ Account is locked out
[Z Administrative Reports

Your startup license has 42 days remaining.

Administration

Current user: admin

4  Enter a Name (ID) and Description for the user.
5 Inthe General tab, enter a Password for the user and Confirm password.

Note: The password length and expiration period is set under the Security
policy.
6 Optional. Enter the user's Full name, Email, and Contact Information.

The full name is used in activity log entries and the welcome message at the lower

right of the Control Panel.
7 Select the password options:

e Typically, you select User must change password at next logon so that the user

can set their password and keep it private.

e To prevent the user from changing the password assigned here, select User
cannot change password.

e To set the password to never expire, select Password never expires.

Note: To prevent the user from logging in to the VWorks software, select Account

is disabled.

8 Click the Group Membership tab, select the VWorks group for this user, and click
OK.
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Create User x

Name (ID): | New User Demo
Description:

General | Group Membership Role Membership
Member of:

Name Description
VWorks Administrators
VWorks Guests

VWorks Technicians

VWorks Operators

These predefined VWorks groups correspond to the predefined VWorks roles. For
details, see "VWorks user roles and privileges” on page 17.

Importing Windows users and assigning them to groups

If you are using Windows Domain as the authentication provider, you can import users
into the Control Panel and assign them to groups using the following procedure.

Note: The computer must be connected to the server of the company network to import
Windows users.
To import Windows users and assign them to groups:

1 Inthe Control Panel navigation pane, click Administration > Users. The Users page
appears and displays the current list of users that have been assigned to VWorks
groups.

2 Intheribbon, click Import.

cil Users - Control Panel
MANAGEMENT

Administration « Users &

- -
[& My Settings Name Description

Local Configuration S AGILENT\chpeters E00B37206

% System Configuration 8 AGILENT\letsolis CN5262334
O Security Policy
Users

&% Groups

3 Inthe Search Users dialog box, type the search string for the user name.

4 Inthe Search Results list, select the user you want to import, and click Add. The user
is added to the Selected Users list.

5 Repeat steps 2 through 4 until you have added all the user names that you want to
import, and then click OK.

6 Inthe Control Panel navigation pane, click Administration > Groups. The Groups
page appears.
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7 Select one of the Groups, and then click Edit Group on the ribbon. The Edit Group

dialog box opens.

8

MANAGEMENT

Groups - Control Panel A ? - o0 x

+ 2

Create Edit
Group  Group Edit Group
Groups

Name: VWorks Operators

Administration Description:

2 My Settings

« Groups

Users Role Membership

Name

Local Configuration

2% VWorks Administrators Members are:

8 System Configuration 2% Vwarks Guests
Name

Description

O Security Policy &% VWorks Technicians

N admin
& Users 2% VWiarks Operators
tech technician
&% Groups

[ Roles
[l System Activity Log

[}
O

opera operator

= Licenses
Diagnostics
¥ Content Management

[2 Administrative Reports

Administration

Current user: admin Your startup license has 42 days remaining

In the Users tab, select the check box of the user to be assigned to this group, and
then click OK.

Do not change the roles for the predefined VWorks groups. The VWorks software
supports only the roles of Everything, VWorks Administrator, VWorks Technician,
VWorks Operator, and VWorks Guest.

Importing user groups from Windows

If you use are using Windows Domain as the authentication provider, you can import
user groups from the active Windows directory. After you import the groups, you
assign the groups to one of the VWorks roles.

To import a Windows user group:

1
2
3
4

5

In the Control Panel navigation pane, click Administration > Groups.
In the ribbon, click Import.
In the Search Groups dialog box, type the search string for the group name.

In the Search Results list, select the group you want to import, and click Add. The
group is added to the Selected Groups list.

Click OK.

Assign the imported group to a VWorks role using the following procedure.

21
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Assigning imported user groups to VWorks roles

Do not change the roles for the predefined VWorks groups. The VWorks software
supports only the roles of Everything, VWorks Administrator, VWorks Technician,
VWorks Operator, and VWorks Guest.

Use the following procedure to assign previously created or imported users to
membership in a selected group.

To assign a group to a predefined VWorks role:

1 Inthe Control Panel navigation pane, click Administration > Roles. The Roles page
appears.

2 Select one of the predefined VWorks roles:
e VWorks Administrator
« VWorks Technician
e VWorks Operator
e VWorks Guest

cil Roles - Control Panel &
MANAGEMENT

+ & X

Create Edit Deleie
Role Role Edit Role

Roles

Administration « | Roles
F& My Settings
Local Configuration

Name Description

Everything Al privileges

System Configuration
Security Policy

Users

Groups

Roles

System Activity Log
Licenses

Diagnostics

Content Mar

System Administrator
Instrument Administrator

Project Administrator

Instrument User

Archivist

Content Management PDF Template Manage
Content Management Reader

Content Management Approver

Content Management Contributor

0 O 8 006 EE e O &

Administrative Reports

Administration

Current user: My Name

i VWorks Administrator

VWorks Technician
VWorks Operator

sl s [=lv|v|v|v v|v v|v|v|=

VWorks Guest

Manage users and security setings
Manage instruments and locations

Manage projects and project 2roups

View and run instruments

Archive and Dearchive content

View, Create, Update and Delete PDF Templates
View and Read content

View, Read, Add, Modify, and Sign content

View, Read, Add, and Modify content

Your startup license has 42 days remaining.

For a description of the role privileges, see “VWorks user roles and privileges” on

page 17.

3 Inthe ribbon, click Edit Role. The Edit Role dialog box opens.
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Configuring users, groups, and roles

Edit Role

Name: VWorks Operator
Description:

Role type

Role privileges Members

Assigned Users and Groups: Add user or group | | Remove user or group

Name Description

& Buckley Operator

& Mika Operator

8% vworks Operators

OK Save As Cancel

In the Members tab, click Add user or group. The Search Users and Groups dialog
box opens.

Search Users and Groups x

Use this dialog to search all previously created or imported users and

groups.
Enter search string
Search

Search Results

Name Full name Add
Selected Users and Groups

Name Full name Remove

oK Cancel

Type the user name in the Enter search string box, and click Search.
In the Search results box, select the name and click Add.

Click OK.

VWorks Automation Control Standard Administrator Guide
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Changing a password and managing user data

You may use the following procedures to change a password using Control Panel if the
following conditions are met:

e Your system is using Internal authentication

e You have administrator privileges

Note: When a VWorks Technician, VWorks Operator, or VWorks Guest logs in to the
Control Panel, the My Settings page opens and allows the user to change their
password. These users may view the Local Configuration, System Activity Log, and
Licenses pages. The other Control Panel pages are not available to these users.

Changing your password

To change your password:
1 Inthe Control Panel navigation pane, click Administration > My Settings.

MANAGEMENT

& My Settings

Local Configuration
% System Configuration
J Security Policy

& Users

&% Groups

[ Roles

Bl system Activity Log
i Licenses

Diagnostics

B Content Management
[2 Administrative Reports

Administration

Current user: User 1

Administration «

My Settings - Control Panel

My Settings

Name User1
Email

Contact information

Group memberships:

Name Description
VWorks Administrators

Role memberships:
Name Description
Everything Al privileges
VWaorks Administrator

A ? - 0 x

2 Intheribbon, click Change My Password. The Change My Password dialog box

opens.

3 Type the Old password, New password, and Confirm new password.

4 Click OK.

Editing user data and resetting user passwords

To edit a user’s data and reset their password:

1 Inthe Control Panel navigation pane, click Administration > Users.

2 Inthe Users page, select the user.
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MANAGEMENT

+ 7

Create
User

Edit
User

Users

& Users

&% Groups

[@ Roles

) Licenses

Administration

Current user: User 1

Administration
& My Settings
Local Configuration
%% System Configuration
O Security Policy

Bl System Activity Log

Diagnostics
Y Content Management

[@ Administrative Reports

Users - Control Panel

& | Users

Name Description Full name

& admin administrator User1

8 techn Technician User2

8 opers opera User3

8 guest guest User 4

& Buckley Operator Buckley Gould
Mika Operator Mika Smith

3

In the ribbon, click Edit User. The Edit User dialog box opens.

the user password:

Select Change password.

change password at next logon.

4 Click OK.

Edit User

Name (ID): | techn
Description: | Technician
General

Group Membership Role Membership

Change password

Password: ssssses
Confirm password: | esessse
Full name: User 2
Email:

Contact Information:

User must change password at next logen
User cannot change password
Password never expires

[ Account is disabled

Account is locked out

Cancel

In the Group Membership tab, you may change the user’s group assignment.
In the Role Membership tab, you may change the user's role assignment.

In the General tab, you may change the user password. For example, to reset

Clear the remaining password check boxes, and then select User must

25



3 Configuring the software

Removing users

To remove a user:
1 Inthe Control Panel navigation pane, click Administration > Users.
2 Inthe Users page, select the user.

Ei Users - Control Panel a ? - 0 x
MANAGEMENT

+ ¢ X

Create  Edit  Remove
User  User  User

Users.

Administration « | Users
8 My Settings
Local Configuration
#: System Configuration

Name Description Full name
i User 1

User 2
O Security Policy

User 3
& Users 8 guest guest User 4

&% Groups 8 Buckley Operator Buckley Gould
[ Roles Mika Operator Mika Smith
[l System Activity Log
@ Licenses

Diagnostics

¥ Content Management

[2 Administrative Reports

Administration

Current user: User 1

3 Intheribbon, click Remove User.

About the VWorks Project settings

Project name and folder path

The VWorks project name and the project folder path are preconfigured during
installation. This is the only project configured in the Control Panel for the VWorks
software and the only project that VWorks Standard supports.

Do not change the preconfigured /VWorks Projects/VWorks folder name. Changing
the project folder name will cause unexpected results.
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Figure Example of Projects page in Control Panel for VWorks Standard

c3] VWorks - Control Panel @A ? - 0O x
MANAGEMENT

+ 0 X | ©

Create Edit Delete  Refresh Edit

v  Project Project  All Privileges
Prajects and Groups Properties
Projects « | VWorks
4 @ Projects Properties
4 33 VWorks Projects
Name: VWorks
[0 AssayMap
Project folder path: | /VWorks Projects/VWorks
o vWorks

Description:

4 Details
Project Id: 9
Created: 20159-10-23 14:11:05-07:00

Modified: 2019-12-10 10:21:35-08:00
Medified by: | admin

» Activity Log (last 7 days)

Projects

Current user: User 1

Fourth-level folder restriction
During installation, a VWorks Projects folder structure is created that includes 4 levels.
The following figure shows an example:
/VWorks Projects/VWorks/General/Protocols

1 VWorks
Projects
VWorks

2

General

Protocols
4

By default, VWorks Standard does not restrict file saving to fourth-level folders. An
administrator can add additional fourth-level folders and other subfolder levels.

If you require future compatibility with legacy OpenlLab ECM 3.x servers, which do not
allow files to be saved in folders above or below the fourth level, you can change the
VWorks folder option, as the following figure shows.

For detailed instructions on the Restrict file saving to 4th level folders option, see the
VWorks Automation Control Setup Guide.
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Options

B

-
r=a

Hit pick output file root:
Macro Library file path:

Error library path:
N N N I IS IS IS I S S - - -

Options
Restrict file saving to 4th level folders only to support legacy ECM servers:
EIE N I I I I IS I IS S S - -

Log audit trail for records of interest that are in development state:
Automatically change the state of dependent records:

Debug log level:

Robot speed:

Always run at “robot speed” when gripper is empty:

Halt on bar code misreads:

Enable error library:

Delete orphaned plates:

Disable Device Initialization Prompt:
Simulation quality:

Create a pipette log for each protocol run:
Email Setup

Enable email notification:

SMTP server name:

Port Number:

C\VWorks Workspace\\\Works\Hit Picking\Output Files\
fNWorks Projects/VWorks/Miscellaneous/Macro Library/

fVWorks Projects/VWaorks/Workstation/Error Library/Errc
-—n

VVI

- ol
-

v

0
Fast
2
-

1R

Standard
-

2
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About configuring instruments

28

To communicate with and control the robot and any integrated devices, the VWorks
software uses a device file, which contains the relevant devices. A device can be a

robot, an instrument, or a location on the lab automation workstation that can hold a
piece of labware. The following are examples of devices:

BenchCel Microplate Handler
Bravo Platform

PlateLoc Sealer

Microplate Labeler

Labware MiniHub

Platepad

Waste Bin

Each device is configured in its corresponding device diagnostics window in the
VWorks software. For details, see the VWorks Automation Control User Guide in the
VWorks Knowledge Base.




4 System maintenance

This chapter includes the following topics:

£ Agilent

“Control Panel activity log and administrative reports” on page 30
“Shared Services Maintenance utility” on page 32

“Disaster recovery planning” on page 33

“Software backup and recovery” on page 34

“Data backup” on page 35

“Data recovery” on page 37
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Control Panel activity log and administrative reports

This section describes the System Activity Log and Administrative Reports pages in the
Control Panel.

For a description of license management, see “Licensing the software” on page 5. For a
description of the authentication provider, security policy, and user management, see
“Configuring the software” on page 13.

System Activity Log

Note: For information on activity logs in the VWorks software, see the V\Works
Automation Control User Guide in the VWorks Knowledge Base.

The System Activity Log contains information on the various events associated with
Shared Services. You can filter the list in order to view only events of a specific type, in a
specific time range, created by a specific user, or containing a specific description.

The following types of events are recorded:

e System

e Project Management
e User

e Group

e Security

e License

The messages can come from other components, such as the user management,
system messages, or event messages. The System Activity Log records these events
irrespective of whether you have been alerted to them or not.

To display the System Activity Log:
In the Control Panel navigation pane, click Administration > System Activity Log.

m System Activity Log - Control Panel @ ? - o x
MANAGEMENT

a8 o

Export  Print Refresh
v v Al

System ActivityLog | Selected Row | Refresh

Administration « System Activity Log
My Settings

b Filters
Local Configuration
% System Configuration Date/Time ¥ User Description -~
O security Policy b 201912-131341480800  Userlfadmin)  User “User 1 (admin)* loggedin
& Users b 2018-12-13 13:17-41-08:00 User 1 [admin) User "User 1 {admin)” logged in
% Groups b 2018-12-13 10:51:31-08:00 User 1 (admin) User "User 1 {admin)” logged in
B Roles b 2018-12-13 10:51:29-08:00 User 1 [admin) User "User 1 {admin)” logged in
- 2015-12-13 10:51:28-08.00 User 1 (admin] User "User 1 (admin)" logged in
El System Activity Log 4 ! 4 ! " loge
b 2018-12-13 10:51:26-08:00 User 1 [admin) User "User 1 {admin)” logged in
@ Licenses
b 2018-12-13 10:15:17-08:00 User 1 (admin) User "User 1 {admin)” logged in
Diagnostics
b 2018-12-13 10:15:15-08:00 User 1 [admin) User "User 1 {admin)” logged in
Y Content Management
b 2018-12-13 10:15:14-08:00 User 1 (admin) User "User 1 {admin)” logged in
[2 Administrative Reports
b 2018-12-13 10:15:12-08:00 User 1 [admin) User "User 1 {admin)” logged in
b 2018-12-12 17:25:47-08:00 User 1 (admin) User "User 1 {admin)” logged in .
12 > » 1-500f82

Administration

Current user: User 1
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Administrative Reports view

In the Administrative Reports view, you can additionally create and export various XML
or PDF reports related to the system configuration, including:

< Projects Report. Provides detailed information about configuration and access
privileges for all projects on the system.

< Roles and Privileges Report. Describes all roles defined on the system, including
details of all privileges included in each role.

e System Report. Provides a consolidated view of the system, which includes
projects, roles, users, and groups.

Note: Reports about instrument controllers and instruments are not applicable
for the VWorks software.

e User's and Group's Role Assignment Report. Provides an overview of all users and
groups with their assigned roles.

To display the Administrative Reports view:
In the Control Panel navigation pane, click Administration > Administrative Reports.

<] Administrative Reports - Control Panel 6 ? - 0O x

MANAGEMENT

& &

Create  Export
Report XML

Administrative Reports

Administration <« | Administrative Reports
(& My settings Select a report type and click Create Report or Export XML

Local Configuration
& System Configuration Instrument Controllers Report
Instruments Report
O Security Policy

Projects Report
Users

oo

i Roles and Privileges Report

ge

EETE System Report

Roles User's and Group's Role Assignment Report
System Activity Log

Licenses

Diagnostics

Content Management

R - @ B 05

Administrative Reports

Administration

Current user: User 1
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Shared Services Maintenance utility

The Shared Services Maintenance utility is automatically installed with VWorks
Standard to help administrators manage the system.

To open the Shared Services Maintenance utility:
Select Start (3@ ) > All Apps > Agilent Technologies > Shared Services Maintenance.

A user must have Windows administrator rights to access this utility.

Backup and Restore tab

The Shared Services database contains information that is accessed by the Control
Panel, such as users, roles, permissions, and projects. The Backup and Restore tab
provides a simple interface for backing up and restoring the Shared Services database.

For details, see “Data backup” on page 35 and “Data recovery” on page 37.

Windows Domain tab

In the Shared Services Maintenance utility, the Windows Domain tab is relevant if you
use Windows domain authentication to identify your VWorks Standard users.

VWorks Standard must be given access to the server where these credentials are
stored. In the Windows Domain tab, you specify or change the credentials that VWorks
Standard will use to access your Windows domain server.

Server Settings tab

The Server Settings tab can be used to manage different server connections. VWorks
Standard typically connects only to the local host computer.
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4 System maintenance

Prepare a recovery plan for the unlikely case of VWorks Standard becoming inoperable
due to a hardware or software failure. This plan must include information and
procedures for completely restoring the operating system, software, and data. Make
sure that the disaster recovery plan has been tested and confirmed to be working.

The Disaster Recovery Plan must include the following:

Category

Details

Computer specifications

CPU, memory, and hard disk configuration information

Computer identity

e Computer name, IP, domain, URI, and so forth

e Computer administrator information: user name and
passwords for logging in to the server

- |f applicable, user names and passwords for the
database

Software

OS version and build

Installation parameters

< Installation folder

e Project folder

< Installation log files

e Shared Services language

e Shared Services database name

Installed licenses

Registered applications

3rd party software
information

Applications and their revisions and installation paths

Backup and restore

e Backup procedures
e Backup media location and organization details
e Restore procedures

Ensure the following:

e Regular backups. Administrators should perform periodic full backups and
differential backups between the full backups. These backups are the only way to
restore a system in the event of a hardware or software failure.

e Tested procedures. Make sure your disaster recovery plan and restore procedures
are tested to confirm that the backups are sufficient to restore your system.
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Software backup and recovery

Software backup workflow

Step For this task... Description

1 Exit any running Close the VWorks software, Control Panel, and any other open applications.

applications.

2 Stop Windows
Services.

In Microsoft Windows, open Services and stop the following service:
Agilent Openlab Shared Services

3 Create an image See Microsoft Windows documentation.
of the current

system.

4 Start Windows
Services.

In Microsoft Windows, open Services and start the following service.
Agilent Openlab Shared Services

See Microsoft Management Console help for more information on stopping and
starting services.

i Services — O X
File Action

¢ @D Ed=z H= » e nn

View Help

F

£ Services (Local) Name Description Status Startup Type  Log On As
\S;*;A:tlvex Installer {AxInstSV) Provides User Account Control validati... Manual Local System
-S;‘;AdnhaAcmhat Update Service Adobe Acrobat Updater keeps your Ad...  Running  Automatic Local System
».‘.?:Agent Activation Runtime_cbbdf Runtime for activating conversational a... Manual Local System
\S;’;Agllent OpenLab Audit Trail Service Agilent OpenLab Audit Trail Service Running  Automatic Local System
Q;Agilent OpenLab Automation Agilent Openlab Automation Running  Automatic Local System
Q:Agilent Openlab Certificate Service Manages Openlab TLS certificates Running  Automatic Local System
\S;’;Agllent OpenLab Content Management Search service Running  Automatic Local System
Q;Agilent OpenLab Data Collection Agent Pushes Openlab operational data to th.. Running  Automatic Local System
Q:Agilent Openlab Data Collection Service Collects Openlab operational data Running  Automatic Local System
\S;’;Agllent OpenLab Diagnestics Tools Supports menitering and troublesheeti..  Running  Automatic Local System
Q;Agilent Openlab License Server Manages licenses for Agilent Openlab Running  Automatic Local System
Q:Agilent Openlab Licensing Support Provides configuration features forthe ..  Running  Automatic Local System

\S;’;Agllent OpenLab PDF Template Filtering Service

gilent Openlab Shared Services

Provides REST interfaces for PDF Templ...
Hast of Agilent OpenLab Shared Servic...

Running
Running

Automatic

Automatic

Local System
Local System

»{.‘é‘:alfrascoTamcat Running  Automatic Local System
\S;’;AHJU)'H Router Service Routes Allloyn messages for the local A... Manual (Trig..  Local Service
{)};A\psAlpme HID Monitor Service Monitors HID events for the AlpsAlpine .. Running  Automatic Local System
Q:App Readiness Gets apps ready for use the first time a ... Manual Local System
Q;Appllcat\un Host Helper Service Provides administrative services for lI5, .. Running  Automatic Local System
-S');Applicat\nn Identity Determines and verifies the identity of a... Manual (Trig...  Local Service
Q:Applicat\on Information Facilitates the running of interactive ap... Running  Manual (Trig... Local System
Q;Appllcat\un Layer Gateway Service Provides support for 3rd party protocol ... Manual Local Service

<

Extended )\Standard

About software recovery

See the Windows Installation documentation for detailed information on how to
perform software recovery using a Windows Recovery DVD.
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This section describes how to create backup copies of the Shared Services data and
the VWorks data.

Data backup workflow

Step

For this task...

See...

1

In the VWorks software, use the Backup
Manager > Backup command to create a
backup file (.vbk) of the following:

< Existing state of the labware inventory
database

- Labware definitions and liquid classes
e Pipette techniques

VWorks Automation Control
User Guide (Backing up and
restoring files)

If applicable, create a backup of the
Experiments database by exporting all the
experiment IDs to a backup file (expTags
file).

Also make a backup copy of any archived
experiment ID files.

VWorks Automation Control
Setup Guide (Archiving,
exporting and importing
experiment data)

Close the Control Panel (OpenLab
component) and the VWorks software.

In Microsoft Windows, open Services and
stop the following service:

Agilent OpenlLab Shared Services

Microsoft Management
Console (MMC) help

Perform a Shared Services database
backup to back up the user management
information.

“Performing Shared Services
database backup” on page 36

Create a backup copy of the VWorks
Projects folder.

Store the backup copy in a secure location.

“Creating a backup copy of
VWorks Projects folder” on
page 37

In Microsoft Windows, open Services and
start the following service:

Agilent OpenlLab Shared Services

Microsoft Management
Console (MMC) help
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Performing Shared Services database backup

The Shared Services database contains information that is accessed by the Control

Panel, such as users, roles, permissions, and projects. The Backup and Restore tab in
the Shared Services Maintenance utility provides a simple interface for backing up and

restoring the Shared Services database.

The Shared Services Maintenance utility automatically generates file names for the

backup files. Do not change these file names, as the utility relies on a specific naming

convention.

To create a backup copy of the Shared Services database:

1 Select Start (5@ ) > All Apps > Agilent Technologies > Shared Services Maintenance.

2 Inthe Backup and Restore tab, specify the following:

< Backup Directory. Make sure you use a safe location as the backup directory, for

example, a USB drive, a network location, or an external storage device.

e Retention Time (days). When a new backup is performed, the currently set
retention time is used to delete any files older than specified.

3 Click Backup.

! OpenLAB Shared Services Maintenance

Activity Log Export
Database Server
| Database Name

Backup Directory

Available Backups
| Backup

Backup and

Server-02

Restore

Shared Services

C:A\DBArchive

| Retention Time (days) so0

SharedServices-20160408153139-6
SharedServices-20160408151130-6
SharedServices-20160408141404-6
SharedServices-20150808141417-6
SharedServices-20150408141500-6

Ty...

FULL
FULL
FULL
FULL
FULL

Windows Domain Server Settings

Start Date

4/8/2016 3:31:35 PM
4/8/2016 3:11:30 PM
4/8/2016 2:14:04 PM
8/8/2015 2:14:17 PM
4/8/2015 2:15:00 PM

Backup completed successfully

End Date

Browse

4/8/2016 3:31:35 PM

4f8/2016 3:11:34 PM

4/8/2016 2:14:04 PM

8/8/2015 2-14:17 PM

4/8/2015 2:15:00 PM

Backup Restore




Creating a backup copy of VWorks Projects folder
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Note: The VWorks software has features that provide backups of only a subset of the
VWorks files. For information on these features, see the VWorks Automation Control
User Guide.

To make a backup of the VWorks Projects folder:
Copy the VWorks Projects folder specified during installation, for example:

c./ ol ssproj ects/vworks projects/

Back up the copy to a safe location, for example, a network location or an external
storage device.

Data recovery

Data recovery workflow

Before running the recovery procedures, ensure that the Control Panel (OpenLab
component) and the VWorks software are closed.

Step

For this task...

See...

1

In Microsoft Windows, open Services and
stop the following service:

Agilent OpenlLab Shared Services

Microsoft Management
Console (MMC) help

Restore the VWorks projects folder.

“Restoring the VWorks project
content” on page 38

Restore the Shared Services database
from a backup.

“Restoring Shared Services
database” on page 38

In Microsoft Windows, open Services and
start the following service:

Agilent OpenlLab Shared Services

Microsoft Management
Console (MMC) help

In the VWorks software, use the Backup
Manager > Restore command to restore a
backup (.vbk file) of the following:

< Existing state of the labware inventory
database

e Labware definitions and liquid classes
e Pipette techniques

VWorks Automation Control
User Guide (Backing up and
restoring files)

In the VWorks software, if applicable,
restore the Experiments database from an
exported backup file (expTags file) and
any archived experiment ID file.

VWorks Automation Control
Setup Guide (Archiving,
exporting and importing
experiment data)
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Restoring the VWorks project content

Note: The VWorks software has backup and restore features for only a subset of the
VWorks files. For information on these features, see the VWorks Automation Control
User Guide.

To restore the content in the VWorks Projects folder:

Copy the contents from the previously saved backup copy of the VWorks Projects folder
to the location used at the moment of backup, for example:

c:./ol ssproj ects/vworks projects

Restoring Shared Services database

The Shared Services Maintenance utility automatically generates file names for the
backup files. Do not change these file names, as the utility relies on a specific naming
convention.

To restore the Shared Services database:

1 Select Start (3@ ) > All Apps > Agilent Technologies > Shared Services Maintenance.

2 Inthe Backup and Restore tab, click Browse, and then select the folder that contains
the previously created backups.

3 Select the backup that you want to restore, and click Restore.

&1 OpenLAB Shared Services Maintenance [_ (O] %]

Activity Log Export Backup and Restore | Windows Domain Server Settings

| Database Server Server-02
| Database Name Shared Services
Backup Directory C:\DBArchive Browse
Retention Time (days) s00
Available Backups
|| Backup Ty... Start Date End Date
SharedServices-20160408153139-6 FULL 4/8/2016 3:31:39 PM 4/8/2016 3:31:39 PM
SharedServices-20160408151130-6 FULL 4/8/2016 3:11:30 PM 4/8/2016 3:11:34 PM
SharedServices-20160408141404-6 FULL 4/8/2016 2:14:04 PM 4/8/2016 2:14:04 PM
SharedServices-20150808141417-6 FULL 8/8/2015 2:14:17 PM 8/8/2015 2:14:17 PM
SharedServices-20150408141500-6 FULL 4/8/2015 2:15:00 PM 4/8/2015 2:15:00 PM
Backup completed successfully Backup Restore




In This Guide

This guide provides administrator
instructions for VWorks Standard edition,
including:

* License generation with SubscribeNet
+ Configuring and managing user access

» Software and data backup and restore
procedures
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