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Overview

The VIVOTEK SC8131 is a stereo camera that provides precise tracking and people counting
functionality. The dual-lens stereo camera design eliminates the defects of single-lens cameras
in video analysis applications. Unlike single-lens applications that are easily affected by lighting
changes or shadows, this camera enables stereo visions that accurately tracks the 3D positions
of objects moving across the field of view.

The stereo camera is ideal for collecting information for retails. The people counting and
trajectory detection applies in store layout improvement, queue management, and the control of
service times; providing precious information for business owners.

Featuring height filtering and height perception via the triangulation computation of images
acquired from two view points, moving objects can be effectively recognized. This enables
people of different heights, single or in groups, to be distinguished from non-human objects
such as shopping carts. Moreover, the computation of height disparity data takes place on
the camera, instead of sending video streams to a dedicated computer running an analytics
software. The solution saves bandwidth and reduces the chance of data loss in the event of
network or power downtime.

Supported by the VCA Report utility in VAST software v1.12, the data collected by this camera is
displayed in comprehensive graphs and line charts. You can monitor and compare the historical
data acquired through different time periods or among different surveillance areas with the ease
of use of a graphical interface.

The camera also supports ONVIF Video Analytics Service that includes object metadata, rule
engine, and counting events for development of 3rd party software. It displays 3D tracking
results in both live and recorded video in order to verify tracking and counting accuracy. It is
possible to customize analytic rules for various applications in addition to the counting utility.

Precision and accuracy:
» Stereo Camera with 3D Depth Technology * 98 % Counting Accuracy Rate

* Not Influenced by Shadows, Reflections or Small Objects « Bi-Directional Counting on configurable
detection lines
* Detection of U-turns to Avoid Double Counting

Revision History

m Rev. 1.0: Initial release

m Rev. 1.1: Added new features sush as event push, stereo tracking and counting results in
Liveview, and cloud services.

m Rev. 1.2: Added information for Remote Management, Maintenance, and the Analytics Event
Manager. Modified some camera configuration details. Remove Event settings, because the
event notifications have been incorporated as part of the counting features.

m Rev. 1.3: Reflected changes in firmware release v. 0101g, e.g., added fixed iris mode to
exposure setting, mod.sdp playback from SD card, and the removal of the default counting
line.
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m Rev. 1.4:

« Added the description for video Stitching that brings up to 7 SC8131s together to
provide video analytics over a large and wide floor plan.

* Added the description for Tilt, and Object type.

* Moved the Tracking and Counting configuration section further up near the beginning of
the manual.

» The description for the U turn counting rules options was also included.

» The later firmware revision removed the audio functions.

» Added notifications that the height of the camera canister (4cm) must be deleted if the
ceiling height is measured from floor to ceiling.

m Rev. 1.5:
* Corrected DI/DO pin related description.

m Rev. 1.6:
* Added the installation height FOV tables for SC8131-F2, -F4, and -F6.

m Rev. 1.7:

* Added description for Queue Analysis and service time counting. See page 79.

» Added description for Tampering detection. See page 84.

» Added description for Passer-by counting. See page 78.

» Updated event rule parameters.

» Updated Report Push options, w/ device local time, camera status flags, counting/zone
contents, Queue raw data. See page 85.

+ Updated FTP report filename format to accommodate report time format in different
countries. See page 88.

* Added log database IDs via Restful api and Report Push.

* Added a note for browsing SC8131s with different versions of firmware.
+ The multiple-camera stitching procedure can now take place among cameras at once,
instead of stitching between two cameras at one time.

m Rev. 1.8:
* Updated LED behaviors.
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Read Before Use

The use of surveillance devices may be prohibited by law in your country. The Network Camera
is not only a high-performance web-ready camera but can also be part of a flexible surveillance
system. It is the user’s responsibility to ensure that the operation of such devices is legal before
installing this unit for its intended use.

It is important to first verify that all contents received are complete according to the Package
Contents listed below. Take note of the warnings in the Quick Installation Guide before the Network
Camera is installed; then carefully read and follow the instructions in the Installation chapter to
avoid damage due to faulty assembly and installation. This also ensures the product is used
properly as intended.

The Network Camera is a network device and its use should be straightforward for those who
have basic networking knowledge. It is designed for various applications including video sharing,
general security/surveillance, etc. The Configuration chapter suggests ways to best utilize the
Network Camera and ensure proper operations. For creative and professional developers, the URL
Commands of the Network Camera section serves as a helpful reference to customizing existing
homepages or integrating with the current web server.

Package Contents

m SC8131 m Mounting plate

m Screw pack m Software CD

m L-type Hex key wrench m Quick Installation Guide
m Alignment sticker

/\ IMPORTANT:

When browsing the counting results from multiple SC8131s running different revisions
of firmware, use the Ctrl + F5 keys to avoid having to clean cached data.
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Symbols and Statements in this Document

INFORMATION: provides important messages or advices that might help prevent

inconvenient or problem situations.

ﬁ NOTE: Notices provide guidance or advices that are related to the functional integrity of

the machine.
1

_@’_ Tips: Tips are useful information that helps enhance or facilitate an installation, function,

Oor process.

A WARNING: or IMPORTANT:: These statements indicate situations that can be

dangerous or hazardous to the machine or you.

A Electrical Hazard: This statement appears when high voltage electrical hazards might

occur to an operator.

A IMPORTANT:

Requirements for Running Stereo Tracking Video Analysis:

1.

8.

The recommended installation height ranges from 2.4 to 3.6 meters. If the camera is
unavoidably installed in a position higher than 3.6m, you can use the zoom-in mode
operation. Different lens provide different FOVs. See the FOV tables at page 9 for
details.

. The embedded video tracking and counting analysis requires a monitoring session on

Microsoft IE 10 or IE 11 browser.

. Lens cleanliness is also required because dust spots or smears on dirty lens can

produce miscalculation of pixels, correlation, and movements.

. Avoid impacts to the lens modules. The relative positions of the lens have been carefully

calibrated in factory. Even if the lens positions have slightly changed, optical parameters
and stereo correlation will be affected, and then you should return the camera for a
repair.

. For other installation concerns, please refer to page 13, Considerations.
. Avoid glass and reflective materials, such as aluminum foils, in the field of view. If

unavoidable, you can use the Exclusive area settings to get rid of the side effects.

. Make sure the camera is installed appropriately above the area of your interest, e.g.,

an entrance to building. Also use a leveling tool to make sure the camera is mounted
horizontally level.
Due to the system load, do not open two configuration web consoles at the same time.

Refer to page 51 for the configuration details about the embedded Stereo Tracking and
Counting functionality.

NOTE:

This camera is powered by a PoE switch or PoE injector. This equipment is to be
connected only to PoE networks without routing the the outside plant.
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Physical Description

O Front Panel LEDs

|

o L

Js:

Dual lenses

O Rear Panel

Mounting hole py/DO terminal block
RJ45 port '

Retainer rivets
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O Top View
Reset Release tab  MicroSD card slot
A
1= =
| —
Reset £ Micro sD
° =
o
usB 2.0 || @
\
USB for iBeacon
The USB port output is 5V, 2.42W
/\ WARNING:

Please do not remove the protective sheet before the installation is done. Dirty lens can
seriously affect the accuracy of video analysis.

User's Manual - 9
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Installation Heights

SC8131(F2): 240~500 cm (7.9~16.4")
SC8131(F4): 500~800 cm (16.4~26.2')
SC8131(F6): 800~1000 cm (26.2~32.8")

SC8131-F2
Zoom ratio 1.0 1.1 1.2 1.3 14 1.5 1.6 1.7 1.8
FOV (Horizontal) |HFOV HFOV HFOV HFOV HFOV HFOV HFOV HFOV HFOV
Distance with next camera[Height
(H)*
140.1 240 254.8 242.1 229.4 216.6 203.9 191.1 178.4 165.6 152.9
191.1 260 305.8 290.5 275.2 259.9 244.6 2294 2141 198.8 183.5
242.0 280 356.8 338.9 321.1 303.3 2854 267.6 249.7 231.9 214.1
293.0 300 407.7 387.4 367.0 346.6 326.2 305.8 285.4 265.0 244.6
344.0 320 458.7 435.8 412.8 389.9 367.0 344.0 3211 298.2 2752
395.0 340 509.7 484.2 458.7 433.2 407.7 382.3 356.8 331.3 305.8
445.9 360 560.6 532.6 504.6 476.6 448.5 420.5 392.5 364.4 336.4
380 581.0 550.5 519.9 489.3 458.7 428.1 397.6 367.0
400 563.2 530.1 496.9 463.8 430.7 397.6
420 570.8 535.2 499.5 463.8 428.1
440 573.4 535.2 496.9 458.7
460 570.8 530.1 489.3
480 563.2 519.9
500 550.5
* Distance between cameras when configured in a stitching configuration.

* Unit in centimeter.
** The number in front of HFOV (Horizontal FOV) stands for zoom ratio, if applied.
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SC8131-F4

Zoom ratio 1.0 1.1 1.2 1.3 14
FOV (Horizontal / Vertical) |[HFOV VFOV HFOV VFOV HFOV VFOV HFOV VFOV HFOV VFOV
Distance with next camera [Height
(H)*
225.0 360 274.9 177.8 261.2 168.9 2474 160.0 233.7 151.1 220.0 142.2
249.9 380 299.9 193.9 284.9 184.2 269.9 174.5 254.9 164.8 239.9 155.1
274.9 400 324.9 210.1 308.7 199.6 292.4 189.1 276.2 178.6 259.9 168.1
299.9 420 349.9 226.3 3324 214.9 314.9 203.6 297.4 192.3 279.9 181.0
324.9 440 374.9 2424 356.2 230.3 3374 218.2 318.7 206.1 299.9 193.9
349.9 460 399.9 258.6 379.9 245.6 359.9 232.7 339.9 219.8 319.9 206.9
374.9 480 424.9 274.7 403.7 261.0 382.4 2473 361.2 2335 339.9 219.8
399.9 500 449.9 290.9 4274 276.4 404.9 261.8 382.4 2473 359.9 232.7
424.9 520 474.9 3071 451.2 291.7 4274 276.4 403.7 261.0 379.9 245.6
449.9 540 499.9 323.2 474.9 307.1 449.9 290.9 424.9 274.7 399.9 258.6
474.9 560 524.9 339.4 498.6 3224 472.4 305.4 446.2 288.5 419.9 271.5
499.9 580 549.9 355.5 5224 337.8 494.9 320.0 467.4 302.2 439.9 284.4
600 546.1 353.1 5174 334.5 488.6 315.9 459.9 2974
620 539.9 349.1 509.9 329.7 479.9 310.3
640 531.1 3434 499.9 323.2
680 539.9 3491
700 559.9 362.0
720
740
760
780
800
820
840
860
880
* Distance between cameras when configured in a stitching configuration.
15 1.6 1.7 1.8
HFOV VFOV HFOV VFOV HFOV VFOV HFOV VFOV
360 206.2 133.3 192.5 124.4 178.7 115.6 165.0 106.7
380 225.0 145.4 210.0 135.8 195.0 126.1 180.0 116.4
400 243.7 157.6 2215 147 1 211.2 136.6 195.0 126.1
420 262.4 169.7 244.9 158.4 227.5 1471 210.0 135.8
440 281.2 181.8 262.4 169.7 243.7 157.6 225.0 145.4
460 299.9 193.9 279.9 181.0 259.9 168.1 239.9 155.1
480 318.7 206.1 297 .4 192.3 276.2 178.6 254.9 164.8
500 3374 218.2 314.9 203.6 2924 189.1 269.9 174.5
520 356.2 230.3 3324 214.9 308.7 199.6 284.9 184.2
540 374.9 2424 349.9 226.3 324.9 210.1 299.9 193.9
560 393.7 254.5 367.4 237.6 341.2 220.6 314.9 203.6
580 412.4 266.7 384.9 248.9 357.4 231.1 329.9 213.3
600 431.2 278.8 402.4 260.2 373.7 241.6 344.9 223.0
620 449.9 290.9 419.9 2715 389.9 2521 359.9 232.7
640 468.7 303.0 4374 282.8 406.2 262.6 374.9 2424
680 506.1 327.3 4724 305.4 438.7 283.6 404.9 261.8
700 524.9 339.4 489.9 316.8 454.9 2941 419.9 2715
720 543.6 351.5 507.4 328.1 471.2 304.6 434.9 281.2
740 524.9 3394 487.4 315.1 449.9 290.9
760 542.4 350.7 503.6 325.6 464.9 300.6
780 519.9 336.1 479.9 310.3
800 536.1 346.7 494.9 320.0
820 552.4 357.2 509.9 329.7
840 524.9 339.4
860 539.9 3491
880 554.9 358.8




SC8131-F6

Zoom ratio 1.0 1.1 1.2 1.3 14
FOV (Horizontal / Vertical) |[HFOV VFOV HFOV VFOV HFOV VFOV HFOV VFOV HFOV VFOV
Distance with next camera [Height
(H)*
147.6 500 295.3 209.9 280.5 199.4 265.8 188.9 251.0 178.4 236.2 167.9
164.1 520 311.7 2215 296.1 210.4 280.5 199.4 264.9 188.3 249.4 177.2
180.5 540 328.1 233.2 311.7 221.5 295.3 209.9 278.9 198.2 262.5 186.5
196.9 560 3445 2448 327.3 232.6 310.1 2204 292.8 208.1 275.6 195.9
213.3 580 360.9 256.5 342.9 243.7 324.8 230.8 306.8 218.0 288.7 205.2
229.7 600 377.3 268.2 358.5 254.7 339.6 2413 320.7 2279 301.9 214.5
2461 620 393.7 279.8 374.0 265.8 354.4 251.8 334.7 237.8 315.0 223.9
262.5 640 410.1 2915 389.6 276.9 369.1 262.3 348.6 247.8 3281 233.2
278.9 680 442.9 314.8 420.8 299.1 398.6 283.3 376.5 267.6 354.4 251.8
295.3 700 459.3 326.5 436.4 310.1 413.4 293.8 390.4 277.5 367.5 261.2
317 720 475.8 338.1 452.0 321.2 428.2 304.3 404.4 2874 380.6 270.5
328.1 740 492.2 349.8 467.5 332.3 442.9 314.8 418.3 297.3 393.7 279.8
344.5 760 508.6 361.4 483.1 3434 457.7 325.3 432.3 307.2 406.8 289.1
360.9 780 525.0 3731 498.7 354.4 472.5 335.8 446.2 3171 420.0 298.5
377.3 800 541.4 384.7 514.3 365.5 487.2 346.3 460.2 327.0 433.1 307.8
410.1 820 557.8 396.4 529.9 376.6 502.0 356.8 474.1 336.9 446.2 3171
840 545.5 387.7 516.8 367.3 488.1 346.9 459.3 326.5
860 561.1 398.7 531.5 377.7 502.0 356.8 472.5 335.8
880 546.3 388.2 515.9 366.7 485.6 3451
900 561.1 398.7 529.9 376.6 498.7 354.4
920 543.8 386.5 511.8 363.8
940 557.8 396.4 525.0 3731
960 538.1 382.4
980 551.2 391.7
1000
* Distance between cameras when configured in a stitching configuration.
15 1.6 1.7 1.8
HFOV VFOV HFOV VFOV HFOV VFOV HFOV VFOV
500 2215 157.4 206.7 146.9 191.9 136.4 177.2 125.9
520 233.8 166.1 218.2 155.1 202.6 144.0 187.0 132.9
540 2461 174.9 229.7 163.2 213.3 151.6 196.9 139.9
560 258.4 183.6 241.2 1714 223.9 159.1 206.7 146.9
580 270.7 192.4 252.6 179.5 234.6 166.7 216.5 153.9
600 283.0 201.1 264.1 187.7 245.3 174.3 226.4 160.9
620 295.3 209.9 275.6 195.9 255.9 181.9 236.2 167.9
640 307.6 218.6 287.1 204.0 266.6 189.5 246.1 174.9
680 332.2 236.1 3101 220.4 287.9 204.6 265.8 188.9
700 344.5 244.8 321.5 228.5 298.6 212.2 275.6 195.9
720 356.8 253.6 333.0 236.7 309.2 219.8 285.5 202.9
740 369.1 262.3 344.5 244.8 319.9 227.3 295.3 209.9
760 381.4 2711 356.0 253.0 330.6 234.9 305.1 216.9
780 393.7 279.8 367.5 261.2 341.2 242.5 315.0 223.9
800 406.0 288.6 379.0 269.3 351.9 250.1 324.8 230.8
820 418.3 297.3 390.4 2715 362.6 257.7 334.7 237.8
840 430.6 306.0 401.9 285.6 373.2 265.2 344.5 244.8
860 4429 314.8 4134 293.8 383.9 272.8 354.4 251.8
880 455.2 3235 424.9 302.0 394.5 280.4 364.2 258.8
900 467.5 332.3 436.4 310.1 405.2 288.0 374.0 265.8
920 479.9 341.0 447.9 318.3 415.9 295.6 383.9 272.8
940 492.2 349.8 459.3 326.5 426.5 303.1 393.7 279.8
960 504.5 358.5 470.8 334.6 437.2 310.7 403.6 286.8
980 516.8 367.3 482.3 342.8 447.9 318.3 4134 293.8
1000 529.1 376.0 493.8 350.9 458.5 325.9 423.3 300.8
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Considerations

Note the following when planning the camera installation:
1. The installation site must be adequately lighted for optimal accuracy with video analysis.

o5 — 0

2. It is preferred that the camera is mounted directly above the objects to be counted. Use
tools such as a spirit level to ensure the camera is installed level.

L= 1

User's Manual - 13




3. By building a 3D depth map from an overhanging position, the objects' height information
can be acquired, and thus the drawbacks of 2D video counting can be eliminated.
The silhouette of heads and shoulders and their relative depth information enable the
camera to distinguish human activities from the background and other objects, such as
shadows, shopping carts, and dogs.

head -

Detected as human
shoulder

53cm

(€770]812Te IRETTTAARRR RN S
Detected as non-human

4. The receommended installtion position is 2.4m ~ 3.6m. Higher position is also allowed.
For positions higher than 3.6m, you can also use the Zoom-in mode operation.

4-1. Use a spirit level to ensure the camera is installed level.

4-2. Use a laser distance meter to measure the installation height. The height
information MUST BE correctly measured and entered in the camera's configuration
page.

4-3. Please delete the height of the camera canister, e.g., 250cm (ceiling height) -4cm
(the height of camera canister) = 246¢cm. The reason for doing so is because the
lenses are at the lower edge of the canister.

Ceiling height - camera canister height (4cm)

+ TR
24 m~3.6m JOHNSOM i |

-

(Software config. : ,
a e Installation height 264 cm

3. Check detection height to fine tuning installation height
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5. Below are the configuration elements for operating the SC8131 3D camera: .

Found physical characteristics
of humans & starts tracking...

Detection line

Object tracking line [45] H=181

()

N

Tracking end point

-

The counting takes place when a moving object appears in the detection area and moves
across the detection line.
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6. For counting to work properly, you should avoid having the view covering a large portion
of walls as shown below.

6-1. Keep camera away from wall or other obstacles to optimize the effectiveness of
FOV.

6-2. Select a location that can cover a longer object trajectories for better tracking
results.

7. You can use the Exclusive area setting to get rid of the effects of some elements in the
scene. They include: white or bright surfaces, mono-color surfaces, mirror, glass door,
or reflective materials that might introduce false images. Avoid covering the floor with
Exclusive areas.

Mono-color
surface

Exclusive area

White table top

stainless,
reflective panel

white marble
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8. An effective counting requires an object to be detected, and then moves across the
detection line. Avoid setting the line too close to the edge of detection area.

Not enough space to recognize
objects....

Detection line

9. By drawing the line slightly away from the place where customers make their
appearance allows enough space for recognition to take place. A start and an end point
across the line enable the movement to be considered as a count.

The stop point is where the object vanishes from the scene.

[ e [ |

Detection line

The start and end points
take shape across the line.
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10. Always configure the coverage of the detection area in that the complete silhouette of
objects can be contained. If only part of the moving object is covered, the counting will
fail. The entire object needs to appear in the detection area for the camera to acquire its
height information.

Only part of the human is covered
by the detection area.

Detection line

Object tracking line

11. Always place the detection line inside the detection area.

[ Detection line ]

Object tracking line
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Detection line

Detection area

12. If the camera needs to be installed unavoidably at a position higher than 3.6 meters,

you can use the Zoom-in mode configuration. See the Stereo Tracker > Configuration
page. See page 51 for related parameters.

Note that if the Zoom-in mode is applied, the zoom-in factor should be set between 1
and 1.8.

Zooming factor = 1.8
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13. For Line Crossing and countng configuration, unnecessary objects should be avoided.
A door, a floating curtain, and moving objects such as an escalator can cause mistakes

with calculation.

14. If the VAST software is used for accumulating counting results, set the counting event
notification option to the "real-time" mode.

15. Apply to exclude some regions if the interference should occur near the object
trajectories. The camera might acquire incorrect depth estimation if its FOV covers the

following materials:

Homogeneous surface -
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Patterned surface -

e A E B s
i : AORG DA, ol ) L B ] B 3 v
L [N P w o B |
AERAR] B RS B 1=
b | . [ |+
IBRURERRE! e T P T ]
i IE
- -
ooy 1< | *7;___kt_l,,.
v 1= |
- . T
= ulxls / L by
7 7 I aeh il

Some other possible sources of interference may include: shadows on the wall,
mirrored object image on the reflective surface.

. A

Check if the region exclusive setting should be applied when the Depth view video
shows flickering white noises in some regions, or, object trajectories are likely to be
trapped within these regions.

@ NOTE:

For software configuration details, please refer to page 196.
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Stitching Considerations

The following applies when stitching multiple SC8131 cameras:

1. The Stitching configuration takes place on the Master camera. 1 Master camera with
up to 6 Slave cameras can form a stitiching configuration.

2. All Master and Slave cameras in a Stitching configuration should be running the same
firmware.

3. The physical positions of cameras should be consistent with the stitching order. It is

recommended you keep a note of all cameras' positions and IP addresses. Static IP
addresses are prefereed.

4. Select a camera on the edge of the line as the Master camera.

5. Recruit the Slave cameras via a web console to the Master camera.

6. When software configuration is done, it is best to have human traffic in and through the
coverage areas of these cameras. If there are no traffic when you configure the Stitching
configuration, you should have someone walking in the overlapped areas.

The peer cameras then automatically calculate the coordinations of the same moving
objects that appear in the overlapped FOVs between them. The walking should persist
for at least 2 minutes.

<
>
>
< >

Overlapped Area
The drawing above shows the overlapped area with the cameras mounted at the 3

meters height.
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7. Once the Stitching configuration is done, the positioning order of peer cameras will be
fixed, and you cannot change their Stitching order unless you unstitch them.

Consider the following when stitching multiple cameras to form a large virtual floor plan:

Height (cm)* Dist. tothe next ~ Combined HFOV
camera
240 140.2 395.0
260 191.1 522.4
280 2421 598.9
300 293.1 700.8
320 344.0 802.7
340 3950 9047 * Unit in centimeter.
360 446.0 1006.6

8. The maximum distance between cameras, when mounted at a height of 300cm, is
278cm (from edge to edge). The FOVs of two cameras must overlap to a certain amount
in order to cover people walking between them. An estimation of a man of 185cm tall is
applied here.

* The cameras here are shown on their long side.
* The FOV is the camera's "detecting area."

9. The tracked objects will appear on the live view of a stitched configuration after a
3-seconds delay, due to the network transfer and processing time.

10. It is best that all cameras in a Stitching configuration are installed at the same height
and with the same tilt angle (if applied).
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Tilt Considerations

1. The camera should be mounted in a downward looking orientation. The tilt and yaw
should be level so that it is looking straight down. In some cases, the camera may need
to be installed to count the people passing the front of a store's entrance.

2. The camera can be mounted with an angle (20° at most) when it is not possible to install
the camera with absolute downward looking.

3. However, when tilted, counting and tracking accuracy can be affected because some
people's image may be blocked by other people.

20° most ;

4. The applicable tilt angle and zoom in ratio are listed below:

Height (cm) Tilt Angle range  Zoom in ratio
24~2.1M -15° ~ 20° 1~1.2
2.7~3M -15° ~ 20° 1.2

3~3.5M -15° ~ 20° 1.4
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Queue Analysis Considerations

Design Purpose: Provides a count of people waiting in line and the duration of time
of their wait, or the time being serviced. The collected count data can be used by
managers to improve staff management, service, and store layout.

The statistics numbers generated by Queue Analysis are listed below:
Length: The number of people stand waiting in the Queue area.

Waiting duration: Service duration is counted once a person enters a service zone.
4 count numbers are available: The Length, Maximum, Minimum, and Average duration.
Note that the Max., Min., and Average counts are available only when there is 1 person
standing in the Service zone, and others are waiting in the Queue area.

<

I Service zone
Queue direction box

The Service zone should be placed at the position where a person receives services,
e.g., in front of a cashier. The Queue direction box should be placed at where the
possible waiting line takes place. The arrow marks should point to the service provider,
e.g., a clerk. The Queue direction box should cover the length of 1 to 3 persons waiting
in line.

The maximum length is 40.
For more information, see page 79 Queue Analysis.
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There are counters that have different service positions and wait positions, such as the
immigration check counters at the airports. As long as the camera's FOV can cover, you
can draw different Service zones and Queue direction boxes at appropriate positions.

I Service zone Queue direction box
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Passer-by Counting Considerations

Design Purpose: Provides a count of people who pass by near an entrance but without
entering. The count can be used to evaluate how many people may have shown their
interest but lack the motive to enter a store.

The working theory of the Passer-by Counting is illustrated below:

A man walked through the passer-by area and the flowpath: no passer-by count.

No passer-by count
7
/7

AN

Flowpath

A man walked through the flowpath and the passer-by area: no passer-by count.

No passer-by count
7
/7

Flowpath

User's Manual - 27




VIVOTEK

A man walked through the passer-by area but through the flowpath: 1 passer-by count.

1 passer-by count

Flowpath

The Passer-by Counting takes effect in both single camera or stitched cameras
configurations.
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General I/0 Terminal Block

This Network Camera provides a general 1/0O terminal block which is used to connect external
input / output devices. The pin definitions are described below.

DI- DI+ DO-DO+ The maximum DO+ 12V output load is 0.5A.

O

UL

DI/DO Diagram

[

. The DO+ pin provides a 12V output voltage.
. The max. voltage for DO- pins is 30VDC (External power).

In order to control AC devices, the following diagram can be taken in consideration. This
diagram uses a relay to control the ON/OFF condition of the AC device.

. An external relay can be triggered by using DO+ or by an external power source, depending

on the type of relay you use.

. In case of using an individual relay (instead of using a relay module), for protection against

voltage or current spikes, a transient voltage suppression diode must be connected in parallel
with the inductive load.

The 12V connection can be used to energize a relay coil with up to 50mA. If more than 50mA is re-
quired, an external power supply can be applied.

Dry contact with external DC power source to supply a relay. Dry contact is the safest connection
to protect devices.

DI-
r

|||—~

DO+
DI+ O/ . Switch

DO-

| |

| |

| Photo

¥ Coupler
7J7' Tﬂf—w——’ External DC power

DCov External AC power

P DCoV .
— with Protected Earth
Lo AC
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Wet contact with external DC power source to supply a relay.

DlI-
r
I L

DO+|]
DI+ Switch
4[—0/ o

DO-

I
!

DC OV
—_L—Nj_—w——@ External DC power

External AC power

e — B ne with Protected Earth

NO NC

7\ &

° External Device

Dry contact and using camera’s DO+ to supply a relay.

DI-
I
_L_ L
DO+ S
DI+ S Switch
| O—
DO-

External AC power

BRI
—— with Protected Earth
Lo AC
NO NC
PE

l Relay
N —"Y
° External Device
PE - .
v

The maximum output load from DO pins is 50mA.
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Hardware Reset
Recessed Reset Button

R.lm micro sD
° =

The reset button is used to reset the system or restore the factory default settings. Sometimes
resetting the system can return the camera to normal operation. If the system problems remain
after reset, restore the factory settings and install again.

Reset: Press and release the recessed reset button with a straightened paper clip. Wait for the
Network Camera to reboot.

Restore: Press and hold the recessed reset button until the status LED rapidly blinks. Note that
all settings will be restored to factory default. Upon successful restore, the status LED will blink
green and red during normal operation.

Micro SD/SDHC/SDXC Card Capacity

This network camera is compliant with Micro SD/SDHC/SDXC 16GB / 8GB / 32GB / 64GB and
other preceding standard SD cards. The SD card should be of a class 6 speed or higher.

LED Definitions

1 Restoring defaults All blinking -> all off -> all on -> all off -> Red on -> all blinking ->
all off -> all on -> all off -> Red on -> Red on, Green blinking.
2 Resetting All off -> all on -> all off -> Red on -> Red on, Green blinking.

uoniuyag @I
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Install the Camera

1. Jot down the camera's MAC address for later reference.

1

Network Camera 2 4 VIVOTEK

Model No: SC8131
(MAC: 0002D10766AD )

(NI EAANNNIRIRUARRINON Roms

CEFEQ @ H

XXXXX

Pat.6, 930, 709

2. Plan the installation features, e.g., position and installation height.

Recommended Installation Height

= Installation Height: 2.4M ~ 3.6M
= Coverage area: 1.7M ~ 5.1M

Height

See page 10.
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Installation Option A: Using the Mounting Plate

@ A1. Attach the alignment sticker to a preferred position. If preferred, drill a cabling
hole. See below for the diameters of it.

@) @)
O LED O
O O
B
A A @15
£ 8
@15mm

@ A2. Route an Ethernet cable through the cabling hole.

O O

OLIE[D) O

r
L
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@ A3. Drill mounting holes and hammer the included anchors into the mounting holes.

A @fib

O ' QO (1) \

W o

2/

@ A4. Secure the mounting plate to ceiling using the included screws.

// Ny

/ S —=
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@ A5. Connect the Ethernet cable to the camera.

°O ) Q O°
o ° (58
N O=1IGDO=1n [}
o 0
Cs [
{1 il
06 60
oO

=0

AG. Align the camera with the bracket, and slide the camera to the right. The camera
will then be securely mounted to the bracket. Note that the side with two LEDs is
the top side, and should be aligned with the arrow mark on the mounting plate.
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L. Toremove a camera, use a flat blade screwdriver. Press it down against the release tab
_@_ from the top side and slide the camera to the left.
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Installation Option B: Using the Camera Stand

The camera can also be mounted to standard camera stands, such as VIVOTEK's
AM-131.

f o] o
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Installation Option C: Mounting to the Single Gang Box

@ C1. You can also install the mounting bracket to a 4"x2" single gang box.

@ C2. When installing the bracket, press the bracket toward the center of the box so
that the bracket can rest firmly on the surface of the box.

See Step A5 for the rest of the installation procedure.
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e When the installation is done, remove the protective sheet.

G Use the Shepherd utility to find and access the camera. Open a web console with
the camera.

PoE switch

Shepherd

66 device(s) found o

153333

The default user name and password is root / root.
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@ You can use the shortcut on the home page or open the Configuration >
Application > Package management page to access the tracking and counting
configuration utility. Please refer to page 51 for the configuration details about the
embedded Stereo Tracking and Counting functionality.

% viversk

Www.vIivoTEM.Com

Video stream: B

# Manual triggers:

¥ Digital output:
~ Package Iinlco
1: Stereo Tracler

Language

Home  Client settings sl [l 1]

Applications > Package management

— Upload package

Selectfile Browse... || Upload |
— Resource status

¥ CPU Status:

# Storage status:

= Wemory status:

— Package list
Module name Vendor Version  Status License [T
1.0 ON NIA = R

Vi
* The camera is only to be connected to PoE networks without routing to outside plants.
* For PoE connections, use only UL listed I.T.E. with PoE output.
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Intern nnection vi r r

Before setting up the Network Camera over the Internet, make sure you have a router and follow
the steps below.

1. Connect your Network Camera behind a router, the Internet environment is illustrated below.
Regarding how to obtain your IP address, please refer to Software Installation on page 43 for

g VB

WAN (Wide Area Network )
Router IP address : from ISP,

|

y

IP address : 192.168.0.3
Subnet mask : 255.255.255.0
Default router : 192.168.0.1

e

Internet

LAN (Local Area Network)
Router IP address : 192.168.0.1

N

Cable or DSL Modem

IP address : 192.168.0.2
Subnet mask : 255.255.255.0
Default router : 192.168.0.1

2. In this case, if the Local Area Network (LAN) IP address of your Network Camera is
192.168.0.3, please forward the following ports for the Network Camera on the router.

m HTTP port: default is 80

m RTSP port: default is 554

m RTP port for video: default is 5556
m RTCP port for video: default is 5557

If you have changed the port numbers on the Network page, please open the ports
accordingly on your router. For information on how to forward ports on the router, please refer
to your router’s user’s manual.

m Websocket port: default is 888

3. Find out the public IP address of your router provided by your ISP (Internet Service Provider).
Use the public IP and the secondary HTTP port to access the Network Camera from the
Internet. Please refer to Network Type on page 161 for details.

For example, your router and IP settings may look like this:

Device IP Address: internal  |IP Address: External Port (Mapped port on the
port router)

Public IP of router 122.146.57.120

LAN IP of router 192.168.2.1

Camera 1 192.168.2.10:80 122.146.57.120:8000

Camera 1 Websocket [192.168.2.11:777 122.146.57.120:777

port

Camera 2 192.168.2.11:80 122.146.57.120:8001
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Configure the router, virtual server, or firewall, so that the router can forward any data
coming into a preconfigured port number to a network camera on the private network, and
allow data from the camera to be transmitted to the outside of the network over the same
path.

From Forward to
122.146.57.120:8000 (192.168.2.10:80
122.146.57.120:8001 (192.168.2.11:80

When properly configured, you can access a camera behind the router using the HTTP
request as follows: http://122.146.57.120:8000

If you change the port numbers on the Network configuration page, please open the ports
accordingly on your router. For example, you can open a management session with your
router to configure access through the router to the camera within your local network.
Please consult your network administrator for router configuration if you have troubles with
the configuration.

For more information with network configuration options (such as that of streaming ports),
please refer to Configuration > Network Settings. VIVOTEK also provides the automatic
port forwarding feature as an NAT traversal function with the precondition that your router
must support the UPnP port forwarding feature.

Metwork = General settings

System

Media

® LaM
Hetaork W Get P address automaticaly
General settings O Use Bxnd P pddress
Streaming proteooks [#] Enabie UPRP presentation
OOHS [#] Enable UPRP part ferwarding I
Qos ) PPPoE
SHMP [# Enabie Pvi

The device is configuring now. Your browsaer will reconnact
Security 1P infoRiy  fo tipt152 188 4 140:80¢
- H the connecion fals, plrase manualy enber the sbove P
= [F] Wansaty
F. SIS N S BOGW BET.

— | BT

Int I : ith static |P

Choose this connection type if you are required to use a static IP for the Network Camera.
Please refer to LAN setting on page 161 for details.

Internet ion via PPPoE (Point-to-Point Etl 0

Choose this connection type if you are connected to the Internet via a DSL Line. Please
refer to PPPoE on page 162 for details.
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Software Installation

1. Install the Shepherd utility, which helps you locate and configure your Network Camera in the
local network. If your camera comes without the CD, go to VIVOTEK’s website, and locate
the utility in the Downloads > Software page.

gm‘=l( Products Support Downloads Solutions Lt

———— . Product Files

=5 Brochure

. Firmware
o

Flyer

Wall Paper

for Touggm®

'J!JA High-Se e
2. Run the Shepherd utility.

3. The program will conduct an analysis of your network environment.

13 device(s) found @

All devices Selected

Model MAC Firmware

AW-GET-094A-... 192.168.4.123 00-02-D1-2F-B7-3C 0106
sSD8161 192.168.50.4 00-02-D1-30-55-BF 0100g6
FE9181-H 192.168.50.3 00-02-D1-3E-1D-97 0100b3
1Z9361-EH 192.168.4.148 00-02-D1-43-E6-52 0102f
FD8177-H 192.168.4.147 00-02-D1-4B-F2-1C 0100e_8
SD9366-EHL 192.168.4.105 00-02-D1-4C-FB-EB 0103a
AW-GEU-086A-...  192.168.50.1 00-02-D1-4E-D8-14 0001
VAST 169.254.214.242 00-50-56-C0-00-01 112.1.8
VAST 192.168.4.113 2C-60-0C-FF-52-9F 1.13.0.3
VAST 192.168.4.131 2C-60-0C-FF-52-A0 112.1.8
VAST 192.168.4.121 34-£6-D7-24-7D-C6 1.13.0.3

192.168.4.118 54-53-ED-B3-B9-9E 113.03

Shepherd

IEEE 802.3af
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Ready to Use

1.A browser session with the Network Camera should prompt as shown below.

2.You should be able to see live video from your camera. You may also install the 32-channel

recording software from the software CD in a deployment consisting of multiple cameras. For
its installation details, please refer to its related documents.

Y viversx scs131
Video stream: oo oo
“» Manual triggers- _ ™ Home | g
2
f
« Digital output:
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Accessing the Network Camera

This chapter explains how to access the Network Camera through web browsers, RTSP players,
3GPP-compatible mobile devices, and VIVOTEK recording software.

Using Web Browsers

Use Installation Wizard 2 (IW2) to access the Network Cameras on LAN.

If your network environment is not a LAN, follow these steps to access the Netwotk Camera:

1. Launch your web browser (e.g., Microsoft® Internet Explorer or Mozilla Firefox).

2. Enter the IP address of the Network Camera in the address field. Press Enter.

3. The live video will be displayed in your web browser.

4. If it is the first time installing the VIVOTEK network camera, an information bar will prompt as
shown below. Follow the instructions to install the required plug-in on your computer.

3 Network Camera - Microsoft Internet Explorer

e S T
Q- @ [ B G| Psescr Foros @ - 5 B B
R pe e —— B> EXIT TN
ontrof from 'YIVOTEK INC.", Click here to install... x
a
Mega-Pixel Network Camera I| _
This is & plug-in (ActiveX). If you see this text, your browser is not support or disable ActiveX. N
(oo 57
o[ n){s) (o] () W] B = ] (o
T = v The following plugins are avalble:
Adobe Flash Player
D3 you ot the Information Bar?
B s
{for example., f a potertially unsafe file or pop-up was just
blocked). If a webpage does not display properly, look for the
Information Bar at the top: of the page and cick
Dont show this message again |
| Lo it B
|
Press Next to install these plugins.
- N ) | .
v
Doms | | | ® Intermet Deae.
NOTE:
.

» For Mozilla Firefox or Netscape users, your browser will use Quick Time to stream the live

video. If you don’t have Quick Time on your computer, please download it first, then launch
the web browser.

Bl Edt ew Hgtoy Booknarks Toos Help

|- € X (1) mwinseses sndesin 7 ] [G e 2] ©® - c x o @w ot 7 ] (G e 2l
P er— [imerrorsste] T — [iewrrorssee]

Mega-Pixel Network Camera

Mega-Pixel Network Camera

!

= o o

................... TR T T I T

T [
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» By default, the Network Camera is not password-protected. To prevent unauthorized access,

it is highly recommended to set a password for the Network Camera.
For more information about how to enable password protection, please refer to Security on

page 178.

» If you see a dialog box indicating that your security settings prohibit running ActiveX®
Controls, please enable the ActiveX® Controls for your browser.

1. Choose Tools > Internet Options > Security > Custom Level.

Internet Options

General | Security | Privacy " Eontent" Connections " Frograms " Advanced]

Select a'web content zone to specify itz security settings.

® © 0 @

Localintranet  Trusted sites  Restricted
gihes

Internet

Thiz zohe containg all'web sites you Sl

haven't placed in ather zones .
Security level for this zone

Custom

Cusztom zettings.
- To chahge the settings, click Customn Level.
- Ta use the recommended settings, click Default Level

[ Eustomly Default Level ]

i kK i[ Cancel J| Apply |

2. Look for Download signed ActiveX® controls; select Enable or Prompt. Click OK.

Security Settings

Setkings:

Activer controls and plug-ins
] Download signed Activel controls

Disable
Enable
@) Prompk

] Dowwrload unsigned Ackiver contrals

Disable
Enable
Promnpk

. Initialize and scripk ActiveX controls nok marked as safe

Disable

Enable

F‘rom I: n
" L]

LT bmle e d e i m

Reset cuskom setkings

Reset ko |Medium |f;|[ Resst J

i K i[ Cancel J

3. Refresh your web browser, then install the ActiveX® control. Follow the instructions to
complete installation.
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A IMPORTANT:

1. While observing and acquiring counting results from the camera, please avoid
connecting the camera from more than one client computer! Multiple web sessions can
stress the camera.

2. If you are operating the latest VIVOTEK Rossini series cameras, the Java plug-ins that
came with them may cause compatibility issues on the browser. Try remove the plug-
ins.

#J NOTE:

For a megapixel camera, it is recommended to use monitors of the 24" size or larger,
of the 1600x1200 or better resolutions.

-‘@'— Tips:
1. The onscreen Java control can malfunction under the following situations:

A PC connects to different cameras that are using the same IP address (or the same
camera running different firmware versions). Removing your browser cookies will
solve this problem.

2. In the event of plug-in compatibility issues, you may try to uninstall the plug-in that was
previously installed.
| Business Explorer
| Camera Stream Contraller
7 Uninstall
| Catalyst Control Center

3. If you forget the root (administrator) password for the camera, you can restore the
camera defaults by pressing the reset button for longer than 5 seconds.

4. If DHCP is enabled in your network, and the camera cannot be accessed, run the IW2
utility to search the network. If the camera has been configured with a fixed IP that does
not comply with your local network, you may see its default IP 169.254.x.x. If you still
cannot find the camera, you can restore the camera to its factory defaults.

5. If you changed your network parameters after IW2 was started, such as adding a
connection to a LAN card, re-start the IW2 utility.
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Using RTSP Players

To view the video streaming media using RTSP players, you can use one of the following
players that support RTSP streaming.

Q Quick Time Player
A VLC media player

1. Launch the RTSP player.

2. Choose File > Open URL. A URL dialog box will pop up.

3. The address format is rtsp://<ip address>:<rtsp port>/<RTSP streaming access name for
stream1 or stream2>

As most ISPs and players only allow RTSP streaming through port number 554, please set the
RTSP port to 554. For more information, please refer to RTSP Streaming on page 169.
For example:

Enter an Interet URL to open:

risp://192.168.5.151:554five.sdp | >

4. The live video will be displayed in your player.
For more information on how to configure the RTSP access name, please refer to RTSP
Streaming on page 169 for details.

Total In: 38
Out: 0
Total Qut: 0

[57] H=1 h4.1
{55] H={p2 384
|

|
I511 ‘-LIEBF
[52] H=1595¢
0
[50] H=9p2 &
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Using 3GPP-compatible Mobile Devices

To view the streaming media through 3GPP-compatible mobile devices, make sure the Network
Camera can be accessed over the Internet. For more information on how to set up the Network
Camera over the Internet, please refer to Setup the Network Camera over the Internet on page

36.

To utilize this feature, please check the following settings on your Network Camera:

1. Because most players on 3GPP mobile phones do not support RTSP authentication, make
sure the authentication mode of RTSP streaming is set to disable.
For more information, please refer to RTSP Streaming on page 169.

2. As the the bandwidth on 3G networks is limited, you will not be able to use a large video size.
Please set the video streaming parameters as listed below.
For more information, please refer to Stream settings on page 159.

Video Mode T MPEG-4
Frame size T 176 x 144
Maximum framerate ~~ 5fps
Intra frame period 1S

Video quality (Constant bit rate) ~ 40kbps

3. As most ISPs and players only allow RTSP streaming through port number 554, please set
the RTSP port to 554. For more information, please refer to RTSP Streaming on page 169.

4. Launch the player on the 3GPP-compatible mobile devices (e.g., QuickTime).

5. Type the following URL commands into the player.
The address format is rtsp://<public ip address of your camera>:<rtsp port>/<RTSP streaming

access name for stream # with small frame size and frame rate>.
For example:

T ]

Enter an Internet LIRL to open:
[rtsp:#4192.168.4.147.554/lived sdp =]

0K I Cancel |

You can configure Stream #2 into the suggested stream settings as listed above for live
viewing on a mobile device.
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Using VIVOTEK Recording Software

The product software CD also contains a VAST recording software, allowing simultaneous
monitoring and video recording for multiple Network Cameras. Please install the recording
software; then launch the program to add the Network Camera to the Channel list. For detailed

information about how to use the recording software, please refer to the user’s manual of the
software or download it from http://www.vivotek.com.

(_System | Edit | View | Configuration | Layout | Help )

(0] 60 o] &) o fealEH [T ] 5]E[®)

= B v _station1(127.0.0.1)
= B camera
+ (@ | _JP7161(102.168.3.136)
+ @w 2_07161(192.168.3.136)
+ B 3P7161(192.168.3.136)
+ @ 4_IPBI61(192.168.3.152)

Hall

sD8111

PTZ  Two Way Audio | Tnstant Playhack
Activate mode: |Mecharicd v



http://www.vivotek.com

VIVOTEK

Stereo Tracker
@ NOTE:

» For the design and configuration rules, please refer to page 13.

* For a management session across a firewall or router (over the Internet), it is necessary
to open a Websocket port 888 (or secure port 889) on your router using the NAT
traversal method for transferring metadata for counting. The default Websocket port
can be changed in the Network port setting page.

Click on Stereo Tracker to start the embedded module in the Application > Package
management page. The shortcut is also available on the main page.
1. Live View.

You will be defaulted to the Liveview. See below for the information on the Liveview.

! VIVETEK

By default, the Single eye view displays. With people passing the scene, the color cubic
rectangle will display to highlight a moving object. The start and end points will be linked to
indicate the direction of the movement. An index number as well as the approximate height
of the object will also display.

[16] H=1%

[15] H=164_
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* Display elements: Click on the display button ‘El' at the lower right to select the count
indicators.

1. Show exclusive area: displays the exclusive areas, if configured.

2. Show start stop map: displays the start and stop points of moving objects captured
by the camera.

3. Show object ID: displays the sequential number assigned to moving objects.

4. Show object height: displays the height of moving objects.

5. Show objection duration of stay: displays the duration of stay of a moving object in
the detection area. The number is useful for evaluating queueing and service time.

104

4 NOTE:

The start and end points of a moving object will only appear when the object eventually
disappears from the scene. If the object only lingers in the area, the start and end points
may not appear.

The counting only takes effect when a moving object is detected, then moves across the
detection line, and finally disappears from the area. The start stop map allows you to see
where tracking starts and ends so that you might adjust the detection zone.
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-‘@'— Tips
If you encounter the display problems with the Stereo Tracking window, try the following:

1. Try clear the browsing history. Sometimes, plug-ins from the previous browser sessions
may still affect the current session.

@ hitp://168.254.193.18/setup/application/vadp.html L~-al,
File Edit Wiew Favorites Help
‘ Delete browsing history... Ctrl+Shift+Del  *
! InPrivate Browsing Ctl+Shift+P &

Tracking Protection...
ActiveX Filtering

Fix connection problems...

| Reopen last browsing session
| Add site to Start menu
View downloads Ctrl+J

2. Press the F12 key when you open the IE10/IE11 console window. Make sure you are
not running the browser in the Compatibility mode.
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2. Report

The Report page displays an instant graph showing the activivities in a day's span. You
can also export the collected data using the Export data pane below. Select the time span,
UTC time (Coordinated Universal Time), file format, and interval. Note that polling the data
from camera may take several minutes.

Select a configured rule to review the collected metrics accumulated by the camera.
1. Rule name: Selects a configured rule.

2. Search from: Specifies the span of days. Click to open a calendar. When done, click on
the Search button.

The span of days will be listed on screen. You can click on any of them to view the count
data. The count results will be listed in the Table or Chart view.

ReportTime,GroupID,DeviceID, ModeIName MacAddress, IPAddress, TimeZone ,DST
2016-02-03T05:54:24,0,0,5C8131,00:02:T1:36:8C: 7B, 192, 168.41.197 48,0

gVIVG)'EK Live view Report Configuration

— Report
Rule name:

Search from:

Rule-1@Counting

@ 2017-0822 to|2017-08-28
O Last 1 days

O Last 1 weeks

- 2017/8i22 | 201718123 | 2017i8124 | 2017/18/25 | 2017/8/26 | 2017/8i27 | 2017/8i28 ‘

O Table:

@ Chart:
695

.
@

uﬁ\f’m @ﬂ-"'n @ﬂ"‘n D&\l"\ﬂ @\'ﬂm “m"‘o

— Export data

From:

to:

Time format:
Format.
Interval:

[] Event triggers

2017-08-227T00:00:00
2017-08-28T00:00:00

® UTC time  Device local time
®xmL Ocav OJSeN

1hr

Note that you can click on the In/Out buttons to disable either the In or Out counts on

RuleName,In,Out ,StartTime EndTime

Count ingl,0,0,2016-02-01T00: 00:00,2016-02-01T00: 01:00
Counting2,0,0,2016-02-01T00:00:00,2016-02-01T00: 01:00
Countingl,0,0,2016-02-01T00:01:00,2016-02-01T00: 02:00
Counting2,0,0,2016-02-01T00:01:00,2016-02-01T00:02:00
Countingl,0,0,2016-02-01T00:02:00,2016-02-01T00: 03:00
Counting2,0,0,2016-02-01T00:02:00,2016-02-01T00: 03: 00
Countingl,0,0,2016-02-01T00:03:00,2016-02-01T00: 04:00
Counting2,0,0,2016-02-01T00:03:00,2016-02-01T00: 04:00
Countingl,1,0,2016-02-01T00: 04:00,2016-02-01T00: 05:00
Counting2,0,0,2016-02-01T00:04:00,2016-02-01T00:03:00
Countingl,0,0,2016-02-01T00:05:00,2016-02-01T00: 06:00
Counting2,0,0,2016-02-01T00:05:00,2016-02-01T00: 06: 00
Countingl,0,0,2016-02-01T00: 06:00,2016-02-01T00: 07:00
Counting2,0,0,2016-02-01T00: 06:00,2016-02-01T00: 07:00
Countingl,0,0,2016-02-01T00:07:00,2016-02-01T00: 08:00
Counting2,0,0,2016-02-01T00:07:00,2016-02-01T00: 0200
Countingl,0,1,2016-02-01T00:08:00,2016-02-01T00:09:00
Counting2,0,0,2016-02-01T00:08:00,2016-02-01T00: 09:00
Countingl,0,1,2016-02-01T00:09:00,2016-02-01T00:10:00
Counting2,0,0,2016-02-01T00: 09:00,2016-02-01T00: 10:00
Countingl,0,0,2016-02-01T00:10:00,2016-02-01T00: 11:00
Counting2,0,0,2016-02-01T00:10:00,2016-02-01T00: 11:00
Countingl,0,0,2016-02-01T00:11:00,2016-02-01T00:12:00
Counting2,0,0,2016-02-01T00:11:00,2016-02-01T00:12: 00
Countingl,0,0,2016-02-01T00:12:00,2016-02-01T00:13:00
Counting2,0,0,2016-02-01T00:12:00,2016-02-01T00:13:00
Countingl,1,0,2016-02-01T00:13:00,2016-02-01T00: 14:00
Counting2,0,0,2016-02-01T00:13:00,2016-02-01T00: 14:00
Countingl,0.0,2016-02-01T00:14:00,2016-02-01T00: 15:00
Counting2,0,0,2016-02-01T00:14:00,2016-02-01T00:15:00
Countingl,0,0,2016-02-01T00:15:00,2016-02-01T00:16:00
Counting2,0,0,2016-02-01T00:15:00,2016-02-01T00:16:00
Countingl,1,0,2016-02-01T00:16:00,2016-02-01T00:17:00
Counting2,0,0,2016-02-01T00:16:00,2016-02-01T00:17:00
Countingl,1,1,2016-02-01T00:17:00,2016-02-01T00: 18:00
Counting2,0,0,2016-02-01T00:17:00,2016-02-01T00:18:00
Countingl,0,1,2016-02-01T00:18:00,2016-02-01T00:19:00
Counting2,0,1,2016-02-01T00:18:00,2016-02-01T00:19:00

chart. The disabled count will be indicated by a cross-out.

-In

LI

When in a single day and in the Chart view, you can use the Interval menu to select a
different time interval. The interval serves as a scaled time axis. When choosing rougher

granularities, the data collected during that span of time will be combined.

Interval:

10 mins

30 mins

event_time
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The report page also supports the display of the Queue Analysis results. Select a pre-
configured Queue Analysis rule. Select a day or spans of days. The accummulated
results can be displayed in a chart.

% VIVEOT=EK Live view Report Configuration

— Report
Rule name: Rule-3
Search from: ®: 2019-06-28 1o 2018-07-0¢
O asi[i_aos
O Last|1 weeks
| All | 2019/6/28 | 2019/6/29 | 2019/6/30 | 20191711 | 20191712 | 20191713 -
e Sominie(s]
3.78 285.00
p-3
2.84 213.75 §
&
]
g’ 1.89 142.50 §'
E - -0 o Length
[ =]
E- werage waiting duration
1 =
0.95 ¥ 71.25 2
j( :
0.00 - L 0.00
0P oF @ @P 0P ¢ ¢ P (P

You can single-click to disable a display element. For example, you can choose to
display the Average waiting duration. Click again to restore the original view.

| cesatn

[ Average waiting duration
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Export Data

The Export data window allows you to manually export all analytics results. Up to 2,000
entries will be stored on the camera. Users can export the report using the XML, CSV, or
JSON format with the granularity of 1, 5, 15, 30 minutes, or 1, 12, 24 hours.

Select the date and time carefully using the calendar tool. Click on any number of the From
time or to time entry field to bring up the calendar tool.

— Export data |2017-08-237T00:00:00 x |
From: 2017-03-22T00:00.00 | [o Aug  v|2017 o]
to: 2017-08-28T00:00:00 | Su Mo Tu We Th Fr Sa
. il 2| 3| 4 s
Time format: ®UTC time () Device local time
6| 7 8| 9 10|11 12
Format. @ xmL O csv O JsoN 13| 14|15 16 17 18| 19
Interval: 1hr 20| 21 22 24 25 26 |
_ 27 28 20 30 3 i
[]Ewvent triggers A -
Time 00:00:00
| col || Export Hour )
Minute :
MNow Done

Event triggers: If event triggers have been configured, e.g., too many people have
been detected in a detection zone, the events will be included in the exported data. See
Configuration > Event rules.

CGlI: You can click the CGI button to produce a line of CGlI command. Copy and save the

command for later use or to be implemented elsewhere. This command can specify and
retrieve video counting results.

 Export data
Time format: (® UTC time () Device local time
Format: ®XML (O TSV () JSON
Interval: 1hr
[C] Event triggers

— CGI

http://172.19.11.142/Stereo-Countingfcgi-binireport_pull cgi?starttime=2017-11-14T00:00:00&endtime=2017-11-20T00:00:00&aggregation=3600&format=xmi&ite=0&localtime=D&countingeventdb=0
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3. Configurations

To start configuring the tracking and counting rules, click on Configurations. The Camera
settings window will appear.

% VIVETEK Live view Report Configuration

Camera settings

stitch camera eig
2 Cameratitange; 0
PRa— N
4 calbrie
EErins 5. Check detestion height to ine tuning installation height
Report push
“ Agvanced seftngs
Event settings Sensitiviy: 5
—_——
Dl and BO
Depih noise fier level: 5
Remote management —_—
. Zoomin actor. 1
—
Exclusive area
Add || Deleie |[ Desteal
S

Stream type | Single[]

[] Show detect area

— Network

Websocket port: 853
Secure weosocket port| 889

3-1. Configuration - Camera settings

The Camera settings page contains key parameters related to the physical characteristcs
at your installation site. You need to carefully tune the parameters to acquire the best
detection results.

% VIVET=K Live view Report Configuration

Camera settings

— Camera i

1.Installation he\gm'
2. Camera filt angle: E'
:
+[Commme |

5. Check detection height fo fine tuning installation height

151 8=1
e

' Agvanced setings
Sensitivity: 5

—_—
Depth naise filter level: 5
R

Zoom in factor: 1

—

Exclusive area:
I Add |[ peete || Deleteal

[15] H=164_

® ®

[ Restore || Save |

Strsam type Sngels]

[] Show detect area

—— Network

Websocket pert .
Secure websocket port :

* Installation height: It is recommended you measure the installation height of the
stereo camera and enter the number. Use a laser distance meter for an accurate
number.

If you were measuring the ceiling height (from floor to ceiling), please delete the height
of the camera canister (4cm). You may also measure the height from floor to camera
canister.
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Calibrate: Users can calibrate the installation height especially when installing the
camera for the first time. The calibration function helps verify the correctness of the
dual-lens depth map in the stereo vision. The correctness of such vision can be affected
by incorrect intallation. Please note that errors can occur if you install the camera in a
faulty condition, e.g., at a place that is too low.

Also note that you should avoid using the function with heavy traffic in the scene while
the calibration is taking place. When calibration is done, the management screen will
be refreshed.

The following message will prompt if errors occur during the calibration.

1. Camera mount on a suitable height

2. Objects are masking visions

3. People fast motion during the calibration

Check detection height: Check the height number detected by camera and compare
with the the actual height you measured. Adjust the installation if necessary.

Advanced settings (click to expand the configuration menu)

Sensitivity: This refers to the effectiveness level of human head shape and depth
differential algorithms for human activity detection. You may try to tune up or tune
down the sensitivity level and oberve the result in the Liveview window. However, if
your installation site contains a lot of misleading objects, e.g., complex scenes with
numerous non-target moving objects, setting the sensitivity level too high may result in
false inputs.



Depth noise filter level: An analytics mechanism filters out unreliable depth correlation
data in cases where homogeneous surface or periodic pattern scene exist. Chances
are it may be impossible to ignore these regions because objects may still pass through
these regions.

When to consider increasing the Depth noise filter level?

Sometimes, the floor itself may consist of homogeneous surface or patterned
materials. In such cases, it is not possible to draw exclusive regions to get rid of
these regions because the moving object will inevitably pass these regions.

The Depth noise filter level is useful when you need to suppress the interference
from homogeneous or patterned surfaces on the floor. Increase the level to
suppress possible interference. However, if the level is too high, the depth
information of moving objects may also be suppressed, resulting in the chance of
losing objects' movement tracks.

If the interference is very significant and the Depth noise filter level must be set to
a higher value, try increase the Sensitivity level to reduce the possibility of losing
object tracks. You can check if the Depth noise filter level should be increased. For
example, the Depth view video shows significant flickering white noises in the floor
area.

& VIVOTEK Configurations x
xv) 2018 10:22

Camera settings

Stitch camera

Analytics rules

Event rules

Tampering detection

Report push

Validation

Event settings

DI and DO

Maintenance

Camera Installation

1. Installation height: 240 cm Save

2.| Calibrate

3. Check detection height to fine tuning installation height

Algorithm Settings

Sensitivity: 5

Less
L
 Advanced setting
Confidence level: 15
F
Zoomin factor. 1

—

Detection exclusive area

More

[ Add | [ Delete | [ Deieteal|

Stream type| Singleeye [¥]

[] Show Detect Area

Object trajectories are likely to be trapped in these regions



This is the view of the installation site. The white wall is unavoidable.

1 VIVETEK Configurations. x

Camera settings
Gamera Installation ~

e 1. Installation height: | 240 |cm[  Save |

.

3. Check detection height to fine tuning installation height
Analytics rules

Algorithm Settings

Event rules

Senstivity: 5
Tampering detection

Less More
Report push i v

MH_MH = Advanced sefting
Validation AR
| Confidence level: 15

Event seftings =)
Bland 0o Homogeneous and
maintenance unavoidable area

[ ams | [ peete | | Deleteal|

Stream type| Single eye [¥]
v

[[] Show Detect Area

Shown below is the result when the Depth noise filter level is tuned up. White noises have
disappeared.

3 VIVET=EK Configurations x

Camera settings o
Camera Installation

Stitch camera 1. Installation height: 240 em Save

2.| Calibrate
Analytics rules 3. Check detection height to fine tuning installation height

Algorithm Settings

Event rules g g

Sensitivity. 5
Tampering detection

Less More
Report push &

~ Advanced setfing
Validation

Confidence level: 15
Event settings

S
DI and DO Zoomin factor: 1
) -

Maintenance

Detection exclusive area:

Agd | [ Deete | [ Deteteal
Stream type Singleeye [V]
v

[T] Show Detect Area



When to consider decreasing Depth noise filter level?

If camera installation height is higher, the effective area of a person moving in the depth
map will be smaller.

If camera installation is higher than 3.3 meters, it is recommended to revise the
following settings to minimize the possibility of losing objects' tracks.

In this case, you can decrease the Depth noise filter level in order to preserve more
depth information.

You can increase the sensitivity level to keep good track of objects with their depth
information.

Zoom-in factor: The digital zoom-in applies when the camera installation height is
higher than 3.6 meters. The tradeoff is that you may lose some of the field of view.

Exclusive area settings: This allows you to exclude certain areas in your field of view
from tracking detection: such as a table, a mono-color wall, a surface of a different
height, mirror, objects that are reflective, glass door, and shadows. The Exclusive area
should not cover the floor.

Up to 8 polygon "exclusive" windows can be created using multiple mouse clicks on the
screen (create peripheral points). Click on the peripherals of the target area (polygon).

At least 3 clicks are required, and up to 20 clicks can be applied to define an exclusive
area. Conclude the exclusive area by clicking on the initial point the second time. You
can create multiple exclusive areas. Double-click on the last corner point to complete
an exclusive window.

Click Add if you need more exclusive windows. Click Save to preserve your
configuration every time you created an exclusive window.

If necessary, repeat the process to create more exclusive windows.

%'VIV@EI( Live view Report Configuration

Camera settings

2015411415 1

Stitch camera

Camera installation

1.Instaliation height: 285

tm

A 2 Cameratitangle. 0 °
Analytics rules 3
o0 - 1530 :

Event rules

Tampering detection
[87] H=1577 [66] H=1533
Report push ;

[77] H=1570)
L]

e

Validation [64] H=17581563
[69] H=1564

[88] H=1341
Event settings

DI and DO

Maintenance

5. Check detection height fo fine tuning installation height

W Advanced samngsé

Sensitivity: 5

W

Depth noise filter level: 5

A

Zoom in factor: 1

N /@
Exclusive area ~7.

Add

I “] Delete | Delete all

Stream type  Single[v]

[[] Show detect area
Network
Websocketport© 888

Secure websocket port ;

Save

339
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Stream type:

The following display options are available:

* Single Eye Rectified HD video (up to 1280x960)
* Depth view video (320x208)

See the Configuration > Camera Settings page.

Show Detect Area: Select to display the effective detection area currently enabled by
your analytics rules. Note that this area may not display if you have no effective rules.

Due to the visual perspective of the camera mounted on top, a person enters the scene
from the edge of the FOV with his feet appearing first, and then his/her head. Only until
he/she comes to a place directly underneath the camera, the head and fee positions
can be aligned. A person's feet are detected first, and if a detection line is configured
too close to the border, a person may not be appropriately recognized when his/her
head has not entered the FOV.

The conceptual drawing below shows a camera view at a low installation height.
1

FOV

Network:
Websocket port: The Websocket enables two-way communications between browser-based

applications with servers that does not rely on opening multiple HTTP connections, in order to
avoid long polling. The protocol consists of an opening handshake followed by basic message
framing, layered over TCP. The protocol provides an alternative to HTTP polling from a web
page to a remote server.

For a management session across a firewall or router (over the Internet), it is necessary
to open a Websocket port 888 or a secure port 889 on your router using the NAT
traversal method for transferring metadata for counting. The default Websocket port is
also user configurable.
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3-2. Configuration - Stitch camera

Video Stitching can be used to bring up to 7 SC8131s together to provide video analytics
over a large and wide floor plan. Count lines can then be be applied individually or across
the FOVs of multiple cameras to cover a wide area.

/\ IMPORTANT:

It is very important that all cameras in a stitched view configuration have an identical
time, time zone, and DST configuration. Without an identical time and time zone settings,
problems will occur with the statistics report.

It is highly recommended that all cameras be configured to be listening to an NTP (Network
Time Protocol) server.

— System time

Time zone:

GMT+03:00 Beijing, Chongging, Hong Kong, Kuala Lumpur, Singapore, Taipei, Irkutsk| v |

MNote: You can upload your daylight saving time rules on Maintenance page or use the camera
default value.

() Kesp current date and time

(7 Synchronize with computer time

(") Manual

(@) Automatic
NTP server: 169.254 84 149
Updating interval: Cne day

To stitch up cameras in a Stitching configuration,
1. Click on the @ Add button.

% VIVETEK Live view Report Configuration

‘Camera settings

stitch camera

Analytics rules
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2. Enter the IP addresses of the cameras that will serve as the Slave cameras. Enter the
credentials if they all use the same credentials.

It is recommended that you configure a static IP for all Master and Slave cameras.

Add slave camera x

Slave camera Authorize all cameras
@ O
@ i

3. The stitching order on screen must coincide the physical locations of Slave cameras.
Observe the screenshots, and click and drag the cameras into the correct positions.

Stitch result

Stitch
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4. Before you click the Stitch button, make sure you have a co-worker to walk across the
overlapped FOV between the cameras that will be stitched together.

Note that he/she should walk across the overlapped FOVs by entering, leaving, and
repeating the process for about 2 minutes. By doing so, he/she should be able to
provide an enough number of the motion vectors for the stitched cameras to recognize
the same objects in the overlapped FOV. You can have a man walking across the
overlapped FOVs of multiple cameras during the stitching process.

Click the Stitch button and tell your co-worker to start walking across the overlapped
FOVs.

Overlapped Area
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Stitching proceeds as a consecutive process. It can proceed wtih one Master and
multiple slave cameras, and proceeds until all Slave camera are stitched.

Master Q_i Slave #c;rb_j Slave #2- — Slave #3

—

—

There is no time limits on the Stitching process. Starting from the first Slave camera,

once the Stitching is completed, a Success icon appears on its representative
image, and you should inform your co-worker to move on to the overlapped FOV with

the next camera.

The screen capture below shows that:
1. The Stitching between Slave #2 and Slave #3 has completed,
2. The Stitching process between Slave #3 and Slave #4 is taking place.

Master camera Slave camera ° Drag and drop cameras according to the actual scenes 0

Stitch result

If not satisfied with the stitching results, you can select the adjacent cameras and use
the Retrain button to redo the stitching process. Red squares will appear to indicate
the selected cameras.



The process can be stopped and reversed at any stage if any errors should occur.

When Stitching is completed, the stitched, elongated image will be available on the
live view. Proceed with configuring the analytics rules and other configurations.

gVIV@'EK Live view Report Configuration

Counting report Zone detection report Analytics event report

Name Last time In Out Waiting duration Name Counter

Name  Insidecount Maximu Minimu Averag

Reset report m m e



3-3. Configuration - Analytics rules

Click on Configurations > Analytics rules to open the Analytics configuration window.

X

Rule-0@Couning
Rule-3@Counting
Rule-2@FlowPathCounting
Rule-1@ZoneDetection
Rule-4@ZoneDetection

Click on the Add button to create a new rule.

3-3-1. Analytics rules - Counting (1st type)

A Configuration window will prompt. Click on the @ Add new rule button to start the
configuration. A detection line or flow path will appear on screen. Depending on the field of
view at your installation site, click and drag the middle and end points on the line to change
their positions. Place your detection line to a preferred position on the screen, e.g., at an
entrance of a building.

Note that the In and Out directions are changed by turning the detection line 180 degrees.
Make sure you leave enough room for an object to be detected before it moves aross the
line. Draw the line as if it lays on the floor.

The maximum number of lines for an analytics rule is 3.
A maximum of 5 rules can be created. You should return to the previous page to create a
new rule.

201 Name
20151115 10 Rule-0
» {

Type

Counting

90] H=1538
190] Direction

In + Out [v]

[87] H=1577 [86] H=1533 Object type

None [v]
[77] H=1670)

[64] H=175815¢3

L]
(89 H=1564
[86] H=1341 120 |~ | 190 |cm
| ] Enter object height between 280~250 cm
_«, _‘-I_' » % Advanced settings

DI triggers
(®) Disable - Flowpath always counts

() Enable - Minus 1 count: | In+ Cut| v|

Object height

Group counting
[] Enable group counting
Write to database
® Every 60 seconds
IMinimum &0 seconds are required

() When Dl triggers
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Note that there are 4 Analytics types: 1. Counting, 2. Zone detection, 3. Flowpath, 4.
Queue Analysis.
The configurable parameters are different for these 4 types.

* Direction: Select Counting paramters as In, Out, or In & Out. If not selected, e.g.,
selecting the In count only, only the In counts will be recorded and reported.

* Object type: None or Human. Selecting Human will enhance the count accuracy for
filtering situations such as when human passing by holding a cardboard box or carrying
a large, tall backpack.

* Object height: Use this to specify the range of object height to be detected. Note that
people tend to be shorter stretching their legs when walking.

* Advanced settings:

* DI triggers: This applies when the camera DI is connected to an access control unit.
The operaters of the camera may not want to count the employees of the company
runnning the business facility (where the camera is installed). When an employee
gains his/her access to the scene, the camera automatically decreases one count.

Another option is "Disabled - Flowpath always counts."

* Group counting: People walking or staying together for a period of time can be
considered as a group. This group can be considered as a family or a group of
friends, and that sometimes only one member pay the bill. The group count can be
used as a statistics reference.

* Write to database: Users can select to write the count records to camera either by
a span of time or when a DI signal is triggered (Usually DI can be conneted to the
vehicle door open signal). For example, managers can thus learn how many people
get in or leave a train at which train station.
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Analytics rules - Zone detection (2nd type)

Zone counting:
Records the time and quantity as people enter, leave, and waiting in the zone.

Applications:
To analyze how many people enter a certain area of a store.
To communicate how many people frequent a retail counter.

* Detection area: Use mouse clicks on screen to draw a polygon as your detection zone.
Up to 64 clicks can be used to draw a plygon, where you expect moving objects to pass
through.

* Delay for _ seconds:
Enter delay: People must be present in the zone for xx seconds before the counting
takes effect. When staying for a time too short, people may not have the intention for
staying or entering.
Leave delay: Taking as an effective count after people left the zone for xx seconds. If a
man leaves a zone temporarily for 1 or 2 seconds, he may not intend to leave.

Note that if you configure the Enter delay as 3 seconds, the count takes effects on the
4th second.

* Object type: None or Human. Selecting Human will enhance the count accuracy for
filtering situations such as when human passing by holding a cardboard box or carrying
a large, tall backpack.

* Object height: Use this to specify the range of object height to be detected. Note that
people tend to be shorter stretching their legs when walking.

The Zone detection results can be configured in the Event rules settings to alert manager
if specific events occur, e.g., more than one people are detected in front of an ATM
machine.
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The statistics in zone detection reports are described as follows:

Report tag name Description

Inward count Number of objects which went inward in aggregation time.
Sum Outward duration [Sum of dwell time for objects that left the zone before the end
of aggregation time.

Total count Total counts of dwelling objects in aggregation time.
Average duration Average duration of dwelling objects in the aggregation time.
Average count Average counts of dwelling objects in the aggregation time.

The system default for the aggregation time is 60 seconds, which has effects on the
count of people and their dwell time in the zone, during a specific period of time. For
objects that still stay in the zone by the end of aggregation time, it is difficult to learn
their total dwell time. People's dwell time is calculated by adding the following sums:

1. The dwell time since objects entered till the end of aggregation time.
2. The dwell time of objects that left the zone during the aggregation time.

Aggregation time 1 minute

: L 1nin : : 2niin | Lo ! 3min
Object A:___30sc | : : : b b '
ObjectB{ ~ i—dhec 1 1 & ! s i o

: ' ' : I —> > oo
Object C; : : i 60 sec I P
Object D! £0.sc S

H . 30s 305

' ' e, H «——>
Object E: : : : : 30sec :

Since object B arid C did not leave the zone,
the dwell time will be time after they entered and
until the end of aggregation time. '

In this way, setting the aggregation time higher or lower can affect the accuracy of dwell
time. Please contact our Technical Support for tuning this parameter.
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Analytics rules - Flow Path Counting (3rd type)

* Counting rules:

The Counting rule configuration enhances count accuracy with configurable preferences if
people linger or make U turns in the FOV.

One presumption is that a moving object must stay within the FOV during its movement
for the Counting modes to take effect. If an object moves out of the FOV, the counting re-
starts and the counting modes will not apply.

Two options are available

1. Exclude U turn:

This mode is the system default. The counting events will be counted only after the object
exit the detected area of streaming. For example, an object crosses the counting line back
and forth for several times, and during the period, the object didn't exit the FOV. The object
will not be counted until it exit the detected area. The counting rule will count the object
only once at the moment when the object exits the detection area.

2. Include U turn from the outside:

The difference of the Include U turn mode from the Exclude U turn mode lies in the side
where an object enters the scene.

Several possible behaviors are illustrated as follows:
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1. Objects Entering from the "In" side:

Include U turn

Exclude U turn

from outside  |(After exit)
(First pass)
0 0

1

-

Count Include U turn |Exclude U turn
from outside |(After exit)
(First pass)

In 0 0

Out 0 0

AN,
1W

2. Objects Entering from the "Out" side:

In
Count Include U turn |Exclude U turn
from outside |(After exit)
(First pass)
In 1 1
U T A O B o o
Out
In
Count Include U turn [Exclude U turn
from outside |(After exit)
(First pass)
In 1 0
Out 1 0
Out
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The "Include U turn from the the out side" mode applies when in a crowded, confined area,
such as the area near the a bus door. People may gather near the door without leaving
the FOV, while it is still necessary to count the number of people moving In or Out of the
vehicle.

Another applicable scenario is to detect how many people have approached a stand or a
booth in a department store or museum. The management staff will then know the human
traffic near specific hot spots.

* Advanced settings
DI triggers:

The Flow path count takes effect when a Dl is triggered. This applies to the applications in
public transportation. A Digital input signal is connected to a door open/close detector on a
vehicle. When the door opens, the Flow path count starts; when the door closes, the count
stops.

% VIVETEK Live view Report Configuration

1 Rule-0@FlowPathCounting

Object type A
Mone [~
Analytics rules
Event) Object height
o 120 ~ 190 om
: Enter object height betwesn 80-250 cm
- w Advanced settings
Event settings Ditriggers
(®) Disable - Fiowpath always counts
DI and DO | © Enable - Flowpath couns when I trigger |
; : () Enable - Minus 1 count - In + Out| v |
Remote management
- Group counting W
o e ﬁ [71 Enable aroun counting

During the transition stage (from open to close), every objects whose current or original
positions appear in a specific area will be counted as "In." Unless an object has passed
through flowpath and already been counted as an "In" count, all objects in the area will be
considered as the effective counts.

In

O

) |

VOVSY YLv Y vy
= . Bus door

v

. . .
) . .
.

Out

ST
1
I
|
|

Q..

C) |

-

o
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During the transition stage (from close to open), objects in a specific area will be
considered as already been counted as the "In" count. When they leave the area, they will
be counted as "Out." Sensitivity of the area near the vehicle door will be raised, since the
traveling distance for people who have been there may be short.

In

4 ‘e
‘f ..
L ]
U
.
.

b w o
.....---

vy vy vy veuyy

<:> Out

* Minus 1 count: This applies when the camera DI is connected to an access control
unit. The operaters of the camera may not want to count the employees of the
company runnning the business facility (where the camera is installed). When an
employee gains his/her access to the scene, the camera automatically decreases
one count.

U

Bus door

Another option is "Disabled - Flowpath always counts."

* Group counting: People walking or staying together for a period of time can be
considered as a group. This group can be considered as a family or a group of
friends, and that sometimes only one member pay the bill. The group count can be
used as a statistics reference.

* Write to database: Users can select to write the count records to camera either by
a span of time or when a DI signal is triggered (Usually DI can be conneted to the
vehicle door open or close signal). For example, managers can thus learn how many
people enter or leave a train at which train station.
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3-3-2. Analytics Rules - How to Draw a Flowpath

Name Object height
Rule-1@ZoneDetection 120~ 190 cm

Type
ZoneDetection

Counting
Detection area [ECIESSENT]

FlowPathCounting

Enter object height between 80~250 cm

W

Flow path is another detection rule type. When passengers pass along the flow path, the
camera will record the event and immediately update the counting report on the Liveview

page.

To configure a flow path,

11 |[Click, hold down, and drag to change the arc angle.

2l |(Click, hold down, and drag to change the length.

3 Q Click, hold down, and drag to change the flow path direction. You can turn the
direction 360° around.

4 @ |Click, hold down, and drag to change width.
The Shift key can also be used with configuration. Click and drag on any part of the
flow path scheme to move it across the screen.

—— Configurations

2015/11/15 10:40:03 Rule type:

Rule name:

Min counting height:
Max counting height:

[[] Enable height filter

FIowPathCounling

FlowPathCounting1

Save||0|u@e|

The max. and min. counting heights are also supported with the flow path. Click to select
the Enable height filter checkbox. For each analytics rule, you can manually enter a set of
maximum and minimum height numbers.

The counting report displays at the live view page. The counting results display instantly
and the results are accumulated on the browser console.

If necessary, use the Reset report button to reset the count numbers.
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Because the counting rule of Flow path is based on the entering point and the leaving point
of one tracked object and the shape of the flow path scheme, it is important to configure
the flow path rule carefully depending on the monitored scene. The following are the

recommended usage for two common scenarios:

A section of one passageway

t VIVETEK L brwy Roport Configurations

Counting report

Hame Last time L] Ot
FlowPahGountng! 20160106 1514 563 s 4

Stream typs Segese | w|

| | nahle Srart Srop Mag

In this common scenario, you may want to count the number of passengers passing this
section of a passageway (aisle). It is recommended to adjust the parallel flow path direction
and make sure that the flow path arrows are covering the popular walking routes. If the
passageway is close to the corner, for example, you could slightly expand the centre angle
of the flow path to cover the route of random turns.

An exit/entrance/door/elevator

Counting repart
W Lastdma - [
Fiofaihicouningl  FNGOU0S 150800 3 2

Biream type Sogieee v

k| nahile Srarr Srop Mag

In this scenario, the arc angle of the flow path rule should be expanded to cover the
possible passing patterns entering or exiting the monitored door. Besides, flow path should
also be expanded to cover the width of the door. Also, the length of the flow path should be
configured in a proper length. A flow path with a length too short will be very sensitive and

that a length too long length will react slowly.
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3-3-3. Passer-by Counting (4th type)

The configuration of Passer-by Counting is similar to the flowpath configuration as
previously described. An additional Passer-by Area is configurable if this counting mode is

selected.

To configure the Passer-by counting:

1. Enter a comprehensive name for the configuration, such as Queue_detect1.
2. Select the rule type as "Passer-by Counting."

3. Select the Sensitivity and other parameters.

Rule@PasserbyCounting
Rule-1@QueueAnalysis

Name

Counting
ZoneDetection
FlowPathCounting
QueveAnalysis
PasserbyCounting

Sensitivity 5

1 L

Object type
None

v

| Save || Discard |

4. Configure a flowpath at an entrance. Refer to previous section for details. Click and drag
the corner marks of the Passer-by Area to place it outside of an entrance.

1 b Please ensure that all foot
Passer-ny count traffic through the entrance can
be covered by the flowpath and

Flowpath Passer-by area.

Uy

i

Note that a person must move
D across a distance of at least
T~ 50cm in the Passer-by Area to

\? trigger a count.

y.

Extend to cover the around-
the-corner traffic
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3-3-4. Queue Analysis (5th type)

Queue Analysis rovides a count of people waiting in line and the duration of time of their
wait.

To configure the Queue Analysis:
1. Enter a comprehensive name for the configuration, such as Queue_detect1.
2. Select the rule type as "Queue Analysis."
3. Select a scenario:
3-1. Queue + Service Zone
3-2. Queue only
3-3. Service Zone only

Below is a scenario using both the Service zone and Queue direction box. If you select
the "Queue only" scenario, the Service zone will not be available.

5 Rule-4@QueueAnalysis

Name .

Rule-4

Type

Queuesnalysis

scenario

Queue + Service Zone[ v |

Object type

Mone

Object height

120~ 180 cm v
Save | | Discard

<

I Service zone
Queue direction box

The Service zone is used to detect service throughput, e.g., how much time is needed
to service a customer, and the utilization rate of a service counter.

The Queue direction box is drawn to detect how many people are waiting in line.

NOTE: Those who standing behind and outside the box will still be counted by camera
firmware. The box is used to designate the possible waiting line direction.
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The configuration criteria are listed below:

1. The Service zone should be used to cover the area right in front of the counter. The
zone should cover the maneuver of one person.

2. The Queue direction box should have its arrow marks pointing the service provider.
The Queue direction box should extend to cover the length of 1 to 3 persons standing

there waiting.

When configuring the box, use the rotation button C) to change its direction.
" Service zone Queue direction box

=

B ¢ & 8]
-

4. Object type: Select None or Human.

5. Object height: Default is 120 ~ 190cm. You can manually enter numbers ranging from
80 to 250cm.
6. Advanced settings:

Object height

Enter object height between 230~250 cm

% Advanced settings
Distance between people to be counted as one queue

e

50cm 100cm 200cm

IElCm

Queue analysis delay
Start analysis after seconds © 5

Stop analysis after seconds :

Queue forming delay
Add 1 person after enter gueue for seconds : n
Minus 1 person after leave queue for seconds ©

Distance between people to be counted as one queue: Default is 50cm. You can enter a
number from 0 to 500cm depending on customer behaviors.
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Queue analysis delay:
Start analysis after seconds: This threshold applies when 1 person is already
standing in the Service zone, and the other enters the Queue area.
Stop analysis after seconds: The threshold applies when one leaves the Queue or
Service zone. The threshold avoids mis-calculation when someone abruptly leaves
and re-enters the area.

Queue forming delay:
Add 1 person after enter queue for seconds: These thresholds define how an
effective count starts after a time buffer.
Minus 1 person after leaving queue for seconds: These thresholds define how an
effective count starts after a time buffer.

When the configuration is done, click the Save button, and move to the Live view to
observe the counting results in the real scene. You can come back to Configuration >
Analytics rules to make adjustments if necessary.

Shown below is a sample screen for Queue Analysis data.

- QueueAnalysis -

Time unit:seconds
Length Waiting duration Current
Rule (Pecple) Maximu Minimum A service
& ki duration
Rule-3 0 0 0 0 54
Rule-4 2 23 23 23 0

Length (People): indicates how many people are waiting in line. This number does not
include one that is standing in the Service zone and currently being serviced.
Maximum: The Maximum duration of time of any person in line spent waiting.
Minimum: The Minimum duration of time of any person in line spent waiting, often of
the person who newly joined the line.

Average: The Average duration of time spent waiting.

Current service duration: This number appears and disappears. It indicates the time
spent in the Service zone by the person who is currently being serviced. When another
person enters the Service zone, the counting restarts.
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Note that if no one stands in the Service zone, the Length (People) count will not start even
when there are people standing in the Queue box area. This situation may indicate that
there is no service provider sitting behind the counter.

e

S,

ly

|

Queue direction box

l Service zone

The Queue detection results, Length, Maximum Waiting Duration, Minimum Waiting
Duration, Average Waiting Duration, and Current service Duration can also be used as the

event triggers. For example, you can receive a notification when the Length number is too
high.

—— Configuration
Rule name: Rule-3@QueusAnalysis| v|
Trigger source: Length
Trigger: =[v] E Person

|Save||[)|ose
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3-4. Event Rules

g VIVETEK Live view Report
Camera settings
Stitch camera
Analytics rules

Event rules

Report push

Event settings

Dland DO

‘Remote management

Configuration

Name CountEvent
Rule name: [Counting1
Trigger source: I

Trigger: = people

With the counting rules set up, you can configure a specific rule to be delivering a
triggering condition to a receiver. For example, an event can be delivered when the number
of counts exceeds a preset number. You will then know the status, say, when the number

of remaining people in a building is larger than a preset number.

When configured, the Analytics Event Rule can be found in the Event Settings as one of
the event triggers. You can then let camera send an event message along with a system
log, a snapshot, or a video clip to a pre-configured receiver via an FTP, HTTP, or Email

service.

You can go to the the Configurations > Event Settings > Server or Media setting page
to configure an event server.

Event name: |

[] Enable this event

1. Schedule

Deiect next event trigger after second(s).

— Trigger
() Periodically
() Digital input
() System boot
(") Recording notify

() Manual triggers

®) VADP

CIWWTK_Objectsinside
[JVWTK_Crossed
[CIWWTK_Accumulative
[CIWWTK_ChjectlsLoitering

[] CountEvent

[+/] Flow counti
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One example is to configure a zone alarm event if a specific area is populated by more
than one people, such as an area in front of an ATM.

— Configuration

Name: _overpopulated =
Rule name: Rule-1@ZoneDetection  [v]
Trigger source: Inside |
| Save | | Close |

You can also select the Maximum, the Minimum, and the Average waiting duration for
applications such as improving the efficiency of the checkout area. Configure Maximum
waiting duraction to alert the manager if customers wait for too long in the checkout area.

3-5. Tampering detection

% VIVETEK Live view Report Configuration

Camera ing detection

() Enable camera tampering detection
Trigger duration seconds [10~100]

Tampering detection

() Enable camera tampering detection

Camera tampering detection
|7 Trigger duration seconds [10~100]

The Tampering detection enables the alarm when someone tries to block the camera lens.
The Tampering detection currently does not support scene change, defocus, or loss of
illumination in scene.
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3-6. Report Push

Configure the report push protocols so that you can receive periodic counting reports. The
reports include camera information and aggregated counts by the configured intervals for
each counting rule. Click the Add button to begin.

% VIVETZEK Liveview Report Configurations

Camera settings Servers
Delivery Aggregation .
ctteh camera Status Name Protocol Address Schedule Level Lite Format
[/ http server http http://192.168.6.117.81 5 mins 1 mins Yes xml Delete
Analytics rules (/] bowz fip ftp:/192.168.41.6:21-= 1 mins 1 mins No xml Delete
Event rules
Report push
— Configuration
Rule name:
Schedule: 1 nr
Report aggregation level: 1 min
Report format: XML
[[] Report lite: Lite mode would ignore data with all zero injout.
[] Device local time: Represent start time, end time with 1SO8601 format. Defaultly in UTC time
[7] Include camera status flag in the report
Server type: Email | v|
Sender email address:
Recipient email
address:
Server address:
User name:
Password
Server port 25
[] This server requires a secure connection
[ Test |[ save || Close
Status ). success €3: failed [empty]: not yet executed
Name User defined name.
Address HTTP: http://IPaddress:portURI

FTP: ftp://APaddress:port -> destination

Email: ServerlPaddress:port

Delivery The duration between next pushed aggregated report. At the same time, it
Schedule is also the total duration of one report. This camera supports the delivery
schedule ranging from 1 min, 5 mins, 15 mins, 30 mins, 1 hr, 12 hrs, to 1
day. All schedule starts from 00:00.

Aggregation |This indicates the aggregation period for each data set in the reports.
level Events in the same aggregation level will be accummulated as one data
set. This camera supports the same options as the Delivery schedule.
Note that the aggregation level must be shorter than the Delivery

schedule.

Report Type |Log, Queue raw data, Queue aggregate data, Counting/Zone

Lite In the Lite mode, the period of time in which no data has been collected
will be ignored. This can reduce the size of each report.

Format XML, CSV, and JSON. The detailed contents will be introduced later.
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Localtime Presents the input starttime, endtime, and the StartTime, EndTime in a
report as camera local time.
If not selected the input starttime, endtime and all time format in report is
in UTC (Universal Time Coordinated) timestamp.

Include When selected, the report will include a "status" column.

camera status |0 (0000): Normal

flag in the 1 (0001): Re-send

report 2 (0010): Tampering

3 (0011): Tampering + Re-send

4 (0100): Power off

5 (0101): Power off + Re-send

6 (0110): Power off + Tampering

7 (0111): Power off + Re-send + Tampering

<Status>0</Status>

</Countinglnfo>

<Countinglnfo RuleName="Rule-2">

<In>0</In>

<Out>0</Out>
<StartTime>2019-03-30T08:59:00+0800</StartTime>
<EndTime>2019-03-30T09:00:00+0800</EndTime>
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Server type:

Fill in the event report agent information:

Email

Sender email

A valid sender email

Recipient email

A valid receiipient email

Server address

SMTP server IP address

User name User name for SMTP server authentication credentials
Password Password for SMTP server authentication credentials
Port SMTP server port number

This server requires a secure connection (SSL): select if SSL connection is required.

FTP

Server address

FTP server IP address

Port

FTP server port number

User name

User name for FTP server authentication credentials

Password

Password for FTP server authentication credentials

FTP folder name

The destination folder path

flename format*

User customizable file name through variables.

HTTP

Server address

HTTP server IP address

Port

HTTP server port number

Server uri HTTP server route uri

User name User name for HTTP server authentication credentials
Password Password for HTTP server authentication credentials
SD

Enable cyclic HTTP server IP address

storage

File name format

See below for the customizable file name syntax.
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* Listed below are the variables for the customized file name.

%T Report timestamp in UTC time
%F Report formal in xml, json, or csv
%N User defined server name

Y%y Year in 4 digits

Y%m Month of the year in 2 digits

%d Day of the month in 2 digits

%h Hour in the day in 2 digits

%n Minutes in the hour in 2 digits
%M MAC address in serial

%G Group ID

%D Device ID

%S Schedule duration in second

Y%A Aggregation level in second

%L "LITE" if in the lite mode, " otherwise.
%N Server name

* The above names and addresses support the following numeric-alphabetic characters:
A-Z,a-z,0-9 and #$%-.@" ~V;:?2{[1} *)(+|

Use the Test button to push a test packet. When the test is successfully performed, click
the Save button.
g VIVETEK Live view Report Configuration
Camera settings
Analytics rules

Event rules — Configuration

Rule name: Myntt
Report push Vtpserver

Schedule: 1hr
Event settings issi
g Report aggregation level: [ i HTTP transmission succeeded

DIl and DO Report format: | XML

["] Report lite: Lite mode would ignore data with all zero in/out.

Remote management ) ) 3 ) . . )
[[] Device local time: Represent start time, end time with 1508601 format. Defaultly in UTC time

Maintenance Server type: HTTP[v]|

Server host: http-// 172.16.8.15
Server port 7000

Server URI Intippusn

User name:

Password

Test | [ Save || Close
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The camera will post an XML file to server, the description of XML (XSD) is as below:

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSchema" elementFormDefault="qualified" attributeForm
Default="unqualified">
<xs:element name="Message">
<xs:complexType>
<xs:sequence>
<xs:element name="Source">
<xs:complexType>
<xs:sequence>
<xs:element name="UtcTime" type="xs:string"></xs:element>
<xs:element name="GroupID" type="xs:string"></xs:element>
<xs:element name="DevicelD" type="xs:string"></xs:element>
<xs:element name="ModelName" type="xs:string"></xs:element>
<xs:element name="MacAddress" type="xs:string"></xs:element>
<xs:element name="IPAddress" type="xs:string"></xs:element>
<xs:element name="TimeZone" type="xs:string"></xs:element>
<xs:element name="DST" type="xs:string"></xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="Data" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="Countinglnfo" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="In" type="xs:string"></xs:element>
<xs:element name="0ut" type="xs:string"></xs:element>
<xs:element name="StartTime" type="xs:string"></xs:element>
<xs:element name="EndTime" type="xs:string"></xs:element>
</xs:sequence>
< xs:attribute name="RuleName" type="xs:string"/>
</xs:complexType>
</xs:element>
</xs:sequence>
<xs:attribute name="RuleType" type="xs:string"/>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>
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The following CSV example shows the same event description in csv format, note that,
camera will send zero counting even if there is no count for that interval if you deselect the
lite mode.

UtcTime,GrouplD,DevicelD,ModelName,MacAddress,|PAddress, TimeZone,DST
2015-05-28T06:30:012,0,0,SC8131,00:02:81:31:00:08,172.16.2.134,+8,0
RuleType,RuleName,In,Out,StartTime,EndTime
Counting,Counting1,1,2,2015-05-28T06:15:00Z,2015-05-28T06:30:00Z
Counting,Counting2,0,0,2015-05-28T06:15:00Z,2015-05-28T06:30:00Z

Below is the JSON example showing the same condition in json format. a zero counting
data will still be sent if you deselect the lite mode.

{

"Source":
{
"UtcTime":"2015-05-28T06:30:01Z",
"GroupID":"0",
"DevicelD":"0",
"ModelName™":" SC8131",
"MacAddress":"00:02:81:31:00:08",
"IPAddress":"172.16.2.134",
"TimeZone":"+8",
"DST":"0"
13
"Data"
[

{
"RuleType™:"Counting",

"CountingInfo™:
[
{

"RuleName":"Conting1",

"In":1,

"Out":2,
"StartTime":"2015-05-28T06:15:00Z",
"EndTime":"2015-05-28T06:30:00Z2"

"RuleName":"Conting2",

"In":0,

"Out":2,
"StartTime":"2015-05-28T06:15:00Z",
"EndTime":"2015-05-28T06:30:00Z"
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In addition to these, if you want to acquire the report directly from CGl, use the following
command to receive the report in different formats:

http://{IP}/cgi-bin/admin/scevent_pull.cgi?
format={xml,json,csv}&

starttime={starttime timestamp} &
endtime={endtime timestamp} &
aggregation={aggregation level in seconds} &
lite={0,1}&

localtime={0,1}

A sample line looks like this:

http://172.19.11.142/Stereo-Counting/cgi-bin/report_pull.cgi?starttime=2017-11-
14T00:00:00&endtime=2017-11-20T00:00:00&aggregation=3600&format=xml&Ilite=0&localtime=0&co
untingeventdb=0

The syntax is as follows:

Key Description

starttime Querying start time timestamp

endtime Querying end time timestamp

aggregation Report aggregation level for each record in seconds

format [Option] Report format including XML (default), JSON, CSV

lite [Option] Flag turns on to ignore in/out if zero records. [default turn off : 0]

localtime [Option] Flag turns on to take input starttime, endtime as camera local
time. [default turn off : 0 -> input starttime, endtime is in UTC timestamp]
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3-7. Validation

! VIVET=EK Live view Report Configuration

— Validation
[+] Enable
Trigger

] Sun [ZMon [ Tue [ Wed [ Thu [ Fri [] Sat

om0 52600 )

FTP

Server address: | |

Server port:

User name: | |

Validation

Fassword: | |

FTP folder name: |f |

| Test || Save |

This page allows users to upload video recording files to an FTP server for use with a
Validation Tool utility. The file format is MAC_FWversion_yyyy-MM-dd_HHmmss.mp4,
e.g., 0002D13D516F_SC8131-VVTK-0104a_2018-05-02_153542.mp4. The limitation of
recording length is 1 min. and the size is 1.5MB. The counting-related metadata is also
recorded with files.

The VIVOTEK Validation tool allows users to verify and examine the accuracy and
effectiveness of stereo counting from the SC8131 and SC8132 series. The prerequiste is
that users must acquire validation recordings from the installation site. A validation report
can then be generated for customers.

Please contact VIVOTEK's technical support for the Validation tool, and proceed with
configuring a video recording at the installation site. The validation video must contain the
stereo counting metadata.

SD

FTP server

6os €

Stereo camera , °

Validation tool ~ Validation report

e CSV.
O E“E
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The Validation tool comes as a self-executive msi file: vivotek-validator-1.0.0.13.msi. Install
the program. The Validation tool runs on a Windows 64-bit 7 or 10 operating system.

Open File - Security Warning M

The publisher could not be verified. Are you sure you want to
run this software?

IEI Name: ..'Applicationvivotek-validator-1.0.0.13.msi
Publisher: Unknown Publisher
Type: Windaows Installer

From: ‘\athena\SQA\Project\Validation TaolAppl...

[ R ][ concsl |

[¥] Mways ask before opening this file

This file does not have a valid digital signature that verfies its
publisher. You should only run software from publishers you trust.
How can | decide what software to un?

of

Follow the onscreen instruction to complete the installation procedure.

Cpen File - Security Warning u

The publisher could not be verified. Are you sure you want to
run thiz software?

Iﬂ Name: __IMNApplication\wivotek-validator-1.0.0.13 msi
Publisher: Unknown Publisher
Type: Windows Installer

From: “\athena'\SQA\Project\Validation ToolhAppl...

[ R | [ Concd |

[¥] Always ask before opening this file

This file does not have a valid digital signature that verfies its
publisher. You should only run software from publishers you trust.
How can | decide what software to un?

by o
i — T —
ﬂ VIVOTEK Validation Tool Installation E‘éﬁ

Read this license agreement carefully before installing.

End-User License Agreement -
[l

PLEASE READ CAREFULLY: This End-User

License Agreement ("EULA"} is a legal

agreement between VIVOTEK Inc.

("VIVOTEK") as licensor, and you, as

licensee, for the VIVOTEK software that

accompanies this EULA, which includes

the tool VIVOTEK Validation Tool and

other applicable software (the

“Software"). YOU AGREE TO BE BOUND -

[#]1 accept the terms in the License Agreement

[ et | | Bak [ msal ] [ cancel
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8] VIVOTEK Validation Tool Installation

Installing. ..

Program name:  vivotek-validator-1.0.0.13.msi

Publisher: Unknown

File origin: Hard drive on this computer

Pregram location: "Ci\Users', vivotek-validator-1.0.0.13.msi

l!shjl No |

Change when these netifications a

o] ]
=N X
VIVOTEK Validation Tool installation
Install successfully

Back ][ Done ] [ Cancel
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Start the program. You should have prepared some recorded validation recordings
according to the documentation provided with the camera. Note that the validation
recording is different from ordinary video recordings.

Click the Import button to locate the recordings.

& Validation Tool

& Import Select counting rule




Functional Items:
Before using this utility, acquaint yourself with the following:

Item Description
> Plays a selected validation recording.
I Pauses the playback of a recording.

Increases or decreases the playback speed.

Clicks to change the display elements on screen. Click again to close the
menu.

Custom Properties Rule: Counting line or flow path.

Direction: the In / Out direction.

Rules

ID: the identifier number.

Direction

Positions: the start and end points of detected

D objects.

Positions Tracking block: the bounding box shown around the

Tracking block detected objects.

H (Height)

Height: the height of the detected objects.

Exclusive Area

Exclusive area: the exclusive, non-effective area.

Displays the available hot keys.

Displays software revision information.

This row displays the machine counts.

This row displays the counts you manually make.

Click to start your manual count.

Reset

Resets your manual counts to 0.

Exports your validation results to a csv report file. The comparison between
machine counts and manual counts will be listed.

2

\ A AN N o

The activity chart roughly matches the occurrences of events (objects’
appearance) in the recordings being played. The timeline indicates the
objects' positions during the recording. The (In) count on the upper right
indicates the number of people still staying in the In area.

Selects a count rule (line or flowpath), if there

Rule_FLOW@FlowPathCounting are more than one rule.

® Rule_LINE@Counting




The display elements are illustrated below:

2018-02-07_174712.mp4

W Import Rule_FLOW @FlowPathCounting

Custom Properties
2018/02/0F 17T a5 =

Rules

Direction

1D
Positions
Tracking block

H (Height)

Exclusive Area

Functional Iltems:
Use the following keyboard keys to register and verify the counts:
Hotkey Description

T Press to register an "In" count.

l Press to register an "Out" count.
Space Play or Pause a video.

+ - Speed up or speed down.

« Moves back to the previous second.
s Moves forward to the next second.

Shift & «— |Moves back to 3 seconds ago.

Shift & —» Moves forward to 3 seconds later.
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To start validate your stereo count recordings,

1. Import a validation recording.

2. Select a counting rule.

3. Click Manual validate.

4. Use the hot keys listed above to validate the count results.

5. When done with validating the recording, click Export to generate a report file.

2018-01-31_153152.mp4

W Import Rule@FlowPathCounting -

15:31:51 2018/1/31 ~ 15:32:43 2018/1/31 1] = v

This second

Total

1 1 Reset

¢ 00 ™

15:32:39 2018/1/31 (In)

Note that you can click on the the timeline (or activity bar) to move to a specific point in
time.

The csv report should look like this.

Al - (‘ I | Current Time
a0 B | ec¢ | o | e | & | e | H

Current TiI!Camera In Camera OuManual In Manual Cut

20180207 2 0 0 4]
20180207
20180207
20180207
20180207
20180207
20180207
20180207
20180207
201802407
20180207
20180207
20180207
201802407
20180207
20180207
20180207
20180207
20180207

(.
=)

=
=

(=
¥}

MO O oOND DO N DD OO RN OO O
CONO OO DO DD DD 0N D
COONOOON OO D0 DN ODND D
SN O o O N DO O DN DD DO OO

0 = = = = = [= [
S0 || 3= e
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3-8. Event Settings

System Boot

Digital input

Periodic

Recording notify

Counting1(IN) =210

FlowPath1(IN-OUT) 220

FlowPath2(OUT) =5

Event 1

Schedule S

—_ e e e e e e e e =

Event 2

Event 3

chedule Schedule

Actions:

1. Digital output (DO)

2. System log

3. Snapshot (pre-/post-)
4. Recording (pre-/post-

Targets:
1. SD card
2. Email notification
3.FTP
) 4. Networked storage

The camera can respond to particular situations (event). A typical application is that when
a count result is reached, the camera sends buffered images to an FTP server or e-mail
address as notifications. An event can be initiated by many triggering conditions, such as
counting results or digital inputs. When an event is triggered, you can specify what type of
action will be performed.
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Event

An event is an action initiated by a user-defined trigger source. In the Event column, click Add to
open the event settings window.

Event
Hame Status Sun Mon Tue Wed Thu Fri Sat Time Trigoger
Add | Help
Event nﬂ'lle:|

[] Enable this event
Detect next event trigger after second(s).
— Event schedule

] Sun 7 Mon 7] Tue [ ‘Wed 7] Thu [ Fri (7] Sat

1. Schedule
Time
® Always
’ O From[00:00  |To[2400 | (hhimm)
2. Trigger
k.
3. Action

Saveevent || Close

m Event name: Enter a name for the event setting.
m Enable this event: Select this option to enable the event setting.

m Detect next event trigger after [ ] seconds: Enter the duration in seconds to pause event trigger
after the current event is triggered.
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Follow the steps 1~3 to arrange the three elements -- Schedule, Trigger, and Action to configure an
action to take when an event is triggered. You can configure 3 event-triggered conditions.

1. Schedule
Specify the time span for the event-triggering condition. Please select the days of the week and the
time in a day (in 24-hr time format) for the recording schedule.

2. Trigger
This is the cause or stimulus which defines when to trigger the Network Camera. The trigger source

can be configured to use the Network Camera’s built-in motion detection mechanism or external
digital input devices.

There are several choices of trigger sources as shown below. Select the item to display the detailed
configuration options.

m Periodically
This option allows the Network Camera to trigger periodically for every other defined minute. Up
to 999 minutes are allowed.

Trigger every other 4 minutes

m Digital input
This option allows the Network Camera to use an external digital input device or sensor as a
trigger source. Depending on your application, there are many choices of digital input devices on
the market which helps to detect changes in temperature, vibration, sound, and light, etc.

m System boot
This option triggers the Network Camera when the power to the Network Camera is disconnected
and reconnected.

m Recording notify
This option allows the Network Camera to trigger when the recording disk is full or when
recording starts to rewrite older data.

m Manual triggers
An event can be manually triggered by the manual trigger buttons on the main page.
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m VADP (VIVOTEK Application Development Platform)

The triggering conditions available with the counting algorithms (known as VADP) will be listed.
Use the check circles to select these triggers.

The Analytics Event rules you previously configured as event triggers will also be listed here as
the triggering conditions.

— Trigger
() Periodically
(") Digital input
() System boot
() Recording notify
) Manual triggers
™ VADP

[] CountEvent

Flow countd
[w] waitduration

Save event H Close
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3. Action
Define the actions to be performed by the Network Camera when a trigger is activated.

Event name: |eventte5t3 |

Enable this event

Detect next event trigger after second(s).

— Action
[] Trigger digital output for | 1 Seconds
1. Schedule
[] log event triggered time and time into /mntflash2ivadp_trigger
l [] Backup media if the network is disconnected
Server Media Extra parameter
2. Trigger
. (180 | —None—[v] SDitest View
hitp
Log
server
3. Action

m Trigger digital output for [ ] seconds
Select this option to turn on the external digital output device when a trigger is activated. Specify
the length of the trigger interval in the text box.

m Log event triggered time and time into /mnt/flash2/vadp_trigger
Create a log of the occurrence of event to the onboard non-volatile memory.

m Backup media if the network is disconnected
Select this option to backup media file on SD card if the network is disconnected. Please note
that this function will only be displayed after you set up a networked storage (NAS). For more
information about how to set up networked storage, please refer to page 199.

To set an event with recorded video or snapshots, it is necessary to configure the server and media
settings so that the Network Camera will know what action to take (such as which server to send
the media files to) when a trigger is activated.

See the previous section, 2-3. Report Push, for information about Server and Media
configuration.
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Add server

Click Add server to unfold the server setting window. You can specify where the notification
messages are sent when a trigger is activated. A total of 5 server settings can be configured.

There are four choices of server types available: Email, FTP, HTTP, and Network storage. Select
the item to display the detailed configuration options. You can configure either one or all of them.

Name: | |

Server type
(® Email

Sender email:

Recipient email:

|
|
Server address: | |
|
|

Username: |
Password: |
por
[] This server reguires a secure connection (SSL)
) FTP
O HTTP

() Network storage

Test || Cloze || Save server

Server type - Email
Select to send the media files via email when a trigger is activated.

m Server name: Enter a name for the server setting.

m Sender email address: Enter the email address of the sender.

m Recipient email address: Enter the email address of the recipient.

m Server address: Enter the domain name or IP address of the email server.

m User name: Enter the user name of the email account if necessary.

m Password: Enter the password of the email account if necessary.

m Server port: The default mail server port is set to 25. You can also manually set another port.

If your SMTP server requires a secure connection (SSL), check This server requires a secure
connection (SSL).
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To verify if the email settings are correctly configured, click Test. The result will be shown in a pop-
up window. If successful, you will also receive an email indicating the result.

3 hitp41192.168 5121 fogi-binfaiminttestserver.cei . o |01 /[]

7 http:/1192.168.5 121 /cgi- binjadminftestserver.czi - [m || 1/[X)

The email has been sent successfully. Error in sending email.

Click Save server to enable the settings, then click Close to exit the Add server page.

After you set up the first event server, a new item for event server will automatically show up on the
Server list. If you wish to add more server options, click Add server.

Server Media Extra parameter

©  —tone—(s] sotes v

Add server €)  Add media €2

Server type - FTP
Select to send the media files to an FTP server when a trigger is activated.

Servername: FTp |

Server type

1 Email

@ FTP
Server address: |ﬂp.v1vute kvom
Server port:
User name: |'u'i'u'otek |
Password: ssssse |

FTP folder name: |

Passive mode
) HTTP

Metwark storage

[ Test ] [ Close ] [ Save server

m Server name: Enter a name for the server setting.
m Server address: Enter the domain name or IP address of the FTP server.

m Server port: By default, the FTP server port is set to 21. It can also be assigned to another port
number between 1025 and 65535.

m User name: Enter the login name of the FTP account.
m Password: Enter the password of the FTP account.
m FTP folder name

Enter the folder where the media file will be placed. If the folder name does not exist, the
Network Camera will create one on the FTP server.
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m Passive mode
Most firewalls do not accept new connections initiated from external requests. If the FTP
server supports passive mode, select this option to enable passive mode FTP and allow data
transmission to pass through the firewall.

To verify if the FTP settings are correctly configured, click Test. The result will be shown in a pop-
up window as shown below. If successful, you will also receive a test.txt file on the FTP server.

2 hitp:i/192.168.5 121 /egi-binfadminftestserveregi- ... [0 )0 (K] 2 hitp://192.168.5 121 /cgi-binfadminftestserver.cai - . [a

fip transmission successfully. fip transmizsion failed.

Click Save server to enable the settings, then click Close to exit the Add server page.

Server type - HTTP
Select to send the media files to an HTTP server when a trigger is activated.

Server name: HTTP

Server type

) Email

) FTP

@ HTTP
URL: hitpi192.168.5.10/cgi-binfupload.cai
User name:
Password:

Metwark storage

[ Test; ] [ Close ] [ Save senver

m Server name: Enter a name for the server setting.
m URL: Enter the URL of the HTTP server.

m User name: Enter the user name if necessary.

m Password: Enter the password if necessary.

To verify if the HTTP settings are correctly configured, click Test. The result will be shown in a pop-
up window as below. If successful, you will receive a test.txt file on the HTTP server.

) hip:#/192.168.5 121 fegi-binfadmintestserver.cgi- ... [0

HTTP Transmission successfully. Thanks HTTF Transmission failed.

Click Save server to enable the settings and click Close to exit the Add server page.
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Network storage:

Select to send the media files to a network storage location when a trigger is activated. Please

refer to NAS server on page 199 for details.

Click Save server to enable the settings, then click Close to exit the Add server page.

Server name:

Server type
O Email
O FrP

) HTTP

®) Network storage

Metwork storage location: |

(Fer example: Ywmy_nas‘disk\fclder)

Workgroup: |

User name: |

Password: |

Test | |

m SD Test: Click to test your SD card. The system will display a message indicating success or
failure. If you want to use your SD card for local storage, please format it before use. Please

refer to page 202 for detailed information.
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Add media

Click Add media to open the media setting window. You can specify the type of media that will be
sent and preserved when a trigger is activated. A total of 5 media settings can be configured. There
are three choices of media types available: Snapshot, Video Clip, and System log. Select the item
to display the detailed configuration options. You can configure either one or all of them.

Media name: | Snapshot |

— Media type
Attached media:

@ Snapshot

Send pre-event image(s) [0~7]
Send post-event image(s) [0~7]

File name prefix: | Snapshot_

Add date and time suffix to file name
) Video clip

) System log

Close ” Save media

Media type - Snapshot
Select to send snapshots when a trigger is activated.

m Media name: Enter a name for the media setting.

m Source: Select to take snapshots from stream 1 ~ 4. (The following options are available when
the check circle is selected.

m Send [] pre-event images
The Network Camera has a buffer area; it temporarily holds data up to a certain limit. Enter a

number to decide how many images to capture before a trigger is activated. Up to 7 images can
be generated.

m Send [] post-event images
Enter a number to decide how many images to capture after a trigger is activated. Up to 7
images can be generated.

For example, if both the Send pre-event images and Send post-event images are set to 7, a total
of 15 images are generated after a trigger is activated.

QQQQQQQ?QQQQQCQQ

Trigger Activation

m File name prefix
Enter the text that will be appended to the front of the file name.

108 - User's Manual




VIVOTEK

m Add date and time suffix to the file name
Select this option to add a date/time suffix to the file name.
For example:

Snapshot_20170320_100341

tt

File name prefix Date and time suffix
The format is: YYYYMMDD_HHMMSS

Click Save media to enable the settings, then click Close to exit the Add media page.

After you set up the first media server, a drop-down menu of existing medias will be available on
the Media list. If you wish to add more media options, click Add media again.

Server Media Extra parameter

=10 || SDtest View

- Create folders by date time and hour automatically
MNAS

View

Add server €)  Add media €2

Media type - Video clip
Select to send video clips when a trigger is activated.

Media nmne:|Video-CIip

— Media type
Attached media:

") Bnapshot

@ Video clip

Pre-event recording: D seconds [0~9]

Maximum duration: seconds [1~20]
Maximum file size: Kbytes [50~8192]

File name prefix: ‘uideoclip ‘

) Zystem log

| Saemedia ||  Close

m Media name: Enter a name for the media setting.
m Source: Select the source of video clip.

m Pre-event recording
The Network Camera has a buffer area; it temporarily holds data up to a certain limit. Enter a

number to decide the duration of recording before a trigger is activated. Up to 9 seconds can be
set.
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m Maximum duration

Specify the maximum recording duration in seconds. Up to 20 seconds can be set.
For example, if pre-event recording is set to 5 seconds and the maximum duration is set to
10 seconds, the Network Camera continues to record for another 4 seconds after a trigger is

activated.
e e et s ? e s v e

Trigger Activation
n MaXImum file size - Video_20110320_100341
Specify the maximum file size allowed. T T
m File name preﬂx File name prefix Date and time suffix
Enter the text that will be appended to the front of the file name. [he formatiss TYTMMBD, HHMMSS

For example:

Click Save media to enable the settings, then click Close to exit the Add media page.

Media type - System log
Select to send a system log when a trigger is activated.

Media name: | System log

— Media type

Attached media:
) Snapshaot
0 Video clip

@ System log

| close || saemedia |

Click Save media to enable the settings, then click Close to exit the Add media page.

— Action

[] Trigger digital output for Seconds

[] log event triggered time and time into /mntflash2ivadp_trigger

[] Backup media if the network is disconnected

Server Media Extra parameter

v| SDtest View

HTTP
Create folders by date time and hour automatically
s

View

Saveevent ||  Close
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m View: Click this button to open a file list window. This function only apllies when an SD card and
networked storage are available.

If you click View button of SD card, a Local storage page will pop up for you to manage recorded
files on SD card. For more information about Local storage, please refer to page 202. If you click
View button of Network storage, a file directory window will pop up for you to view recorded data
on Network storage.

m Create folders by date, time, and hour automatically: If you check this item, the system will
automatically create sub-folders named by the date.

The following is an example of a file destination with recorded video clips:

[] #/20170320 The format is: YYYYMMDD
] #/20170321 Click to open the directory

] # 20170322

[ Delete | [ Deleteall |——Click to delete all recorded data

Click to delete selected items

Click 20170320 to open the directory:

The format is: HH (24r)
Click to open the file list for that hour

< 07 03 09 10 11 12 13 14 15 16 17 =

file name size date time
[]] video Clip_58.mp4 2520004 2017/03/20 07 58 28
[]] video Clip_59.mp4 2563536 2017/03/20 07 59 28

( [);elete | | Deleteal | | Back |

|
Click to delete Click to go back to the previous
selected items level of the directory

Click to delete all
recorded data

< 07 08 09 10 11 12 13 14 15 16 17 >

file name Size date time
[]] Video Clip_58.mp4 2520004 2017/03/20 07:58:28
[]] video Clip_59.mp4 2503536 2017/03/20 07:59:28

| Delete | [ Deleteall | | Back ]

The format is: File name prefix + Minute (mm)
You can set up the file name prefix on Add media page.
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Here is an example of the Event setting:

Event mme:| event#l

Enable thiz event

Priorty:

— Action

Trigger digital output for | 1 Seconds
© S [ Trager gt ctp

[] log event triggered time and time into /mntfflash2/vadp_trigger

[] Backup media if the network is disconnected

Server Media Extra parameter

e [o] sDtat v

| Create folders by date time and hour automaticaly
NaS

-

2. Trigger

View

| saveevent |[  Cose |

When completed the settings with steps 1~3 to arrange Schedule, Trigger, and Action of an event,
click Save event to enable the settings and click Close to exit the page.

The following is an example of the Event setting page:

— Ewvent
Hame Status Sun Mon Tue Wed Thu Fri  Sat Time Trigger
Event1 oN W W W W W W Voo 00:00~24:00 boot Delete
Add | Help

Server settings

HName Type AddressiLocation
NAS ns WI72.16.4.39nas Delete
Add
- Media
Available memory space: 13000KB
Hame Type
Snapshot snapshot
Video clip videoclip Delete
System systemlog Delete
[ Add |
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When the Event Status is ON, once an event is triggered by motion detection, the Network Camera
will automatically send snapshots via e-mails.

If you want to stop the event trigger, you can click ON to turn it to OFF status or click Delete to
remove the event setting.

To remove a server setting from the list, select a server name and click Delete. Note that you can
only delete a server setting when the server setting is currently not applied to an event setting.

To remove a media setting from the list, select a media name and click Delete. Note that you can
only delete a media setting when the media setting is currently not applied to an event setting.

Customized Script

This function allows you to upload a sample script (.xml file) to the camera, which will save your
time on configuring the settings. Please note that there is a limited number of customized scripts
you can upload; if the current amount of customized scripts has reached the limit, an alert message
will prompt. If you need more information, please contact VIVOTEK technical support.

Customized Script

HName Date Time
Userl 2017/03/20 18:13:46
User2 2017/03/20 18:11:32

Click to upload a file ——{Add][user1 %] [ Delete ]

<?xml wersion="1.0" encoding="UIF-8"7%>

<eventmgr wversion="0102">

<maxprocess>l</maxprocess>

<!-- from 08:30:00-20:30:00 on Monday to Friday every week -->»
<schedule id="0">

<duration>

<weekday>l-5</weekday>

<time>08:30:00-20:30:00</time>

</duration>

</schedule>

Click to modify the Camnion momares
<motion condition="0">
. . _’<status id="0">trigger</status>
Scrlpt Onllne <status id="1">trigger</status>
</motionr
<event id="0">
<description>Mail system log to email adddress</description>
<condition>c0</condition>
<scheduleno>0</scheduleno>
<delay>l0</delay>
<!-- users can send email with title "Motion" to recipient pudding.vang@vivotek.com. The body
of mail iz the log messages —-->
<processy
fusr/bin/smtpclient -3 "Motion" -f IPT713%9@vivotek.com -b /var/log/messages -5 ms.vivotek.tw -
M 3 pudding.vang@vivotek.com
</process>
<priority>0</priority>
</event>
</feventmgr>
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3-9. DI and DO

— Digital input
Normal status: (@ High ) Low
Current status: High

Digital output
Normal status: (@) Open () Grounded

Current status: Open

Connect DI or DO devices to the camera's terminal block, the camera will automatically
detect the current connection state as pulled-high or pulled-low. You may then define the
triggering condition.

Digital input: Select High or Low as the state of the signal to define the "Normal status" for

the digital input. Connect the digital input lines to the Network Camera, and the camera will
report the current status.

Digital output: Select Grounded or Open as the state of the signal to define the "Normal
status" for the digital output. Connect the digital output lines to the Network Camera, and
the camera will display the current status.
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3-10. Maintenance

% VIVEOTEK Live view Report Configuration

— Export files
Export configuration file:
Export log file:
— Upload files
Configuration version: 4.1
Upload configuration file: | E.. | Restore

Maintenance

Export configuration file: Use this to export your current camera configuration. Use this to
backup your video analytics configuration or to duplicate your configuration, such as using
the same configuration for similar doors on train cabins.

Export log file: The log file mainly consists of your configuration changes and system
statuses.

Upload configuration file: The Upload function can be used to import a pre-configured
profile.

% VIVET=K Liveview Report Configurations

— Export files

Export configuration files:
Ssotiop s
— Upload files

Configuration version: 1.1

Upload canfiguration files | Browse.. |[ Upload

Maintenance

Do you want to open or save backupstereotracker-0101d.tar.gz (2.08 K&) from 172.16.66.887 | Open ‘ | Save ‘ - | | Cancel | x

User's Manual - 115




VIVOTEK

3-11. Remote Management

Remote Management is available by installing a remote management server instance on a
Linux server that is located across the Internet. For bandwidth and latency concerns, video
streaming and snapshot can be made via a cloud service, e.g., Amazon Cloud.

#J NOTE:

Chrome, Firefox, and Safari on Windows, Mac, or Android devices can be used to access
the remote management portal. Use of |IE is not recommended for the lack of streaming
service. Management and snapshot are still supported on IE.

3-11-1. Configuration

[Remote Mamt.
Server

amazon
~—

e

Remote Mamt. Server

@ d LAN/WAN
© ©
\ o o OpenVPN

© q—@
Q °c ° ‘ Remote Log Server

Remote Portal Server

A remote portal server is built on one running Ubuntu 14.04 TLS 54-bit (or 15.04). The
ability to access the Internet from your server is a must.

You can then install the “mvaas_ezinstall.tar.gz onto your machine. Open a terminal and
locate the installation file. Untar the package: tar -zxf mvaas_ezinstall.tar.gz.

Please contact VIVOTEK's technical support for the server package.
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The untarred folder mvaas_easyinstall/ should contain the following:

configuration: the main installation script
- ./configure install : install command
* Required system root privilege
* Pressy or [ENTER] during installation to allow
- ./configure uninstall : uninstall command
config: the configuration file for server installation
- isEC2: Set it to 1 if you are operating with AWS EC2 with a public IP. Otherwise, keep
this argument as O.
- The other items under [mongodb] are optional for user to change the mongodb
account and password.

The command line execution look like the following:

$ls

mvaas_ezinstall.tar.gz

$ tar -zxf mvaas_ezinstall.tar.gz
$ cd mvaas_easyinstall

$ vi config

ISEC2=1
$ sudo ./configure install
Press [ENTER] to allow ...

Are you sure to install packages .. [y/N] ? Y

You should then verify the execution results:

/I following commands should all has one result ( exactly one running process)
$ ps aux | grep register | grep -v ‘grep’

$ ps aux | grep relay | grep -v ‘grep’

$ ps aux | grep mongod | grep -v ‘grep’

$ ps aux | grep supervisord | grep -v ‘grep’

$ ps aux | grep openvpn | grep -v ‘grep’

$ ps aux | grep redis-server | grep -v ‘grep’

/I check the logs of connections for serives and the devices

$ vi ${HOME}/register/log

$ vi ${HOME}/relay/log

/I besides, you can setup your cameras to connect to this server and open a browser
to connect to the portal server.
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You should then enter the register server address and Device ID in the SC8131 camera’s
configuration page. Open a web console and go to Stereo Analytics > Configuration >
Remote management. Enter the public IP of the remote portal server.

Note that the remote Log server can be another machine, the remote log service does not
necessarily run on the same Linux server.

% VIVOTEK Liveview Report Configurations

— Loecation

Group 1D ‘D |
Device ID: 0 |
— Remote Manag t Portal
Register server address: 1127.0.0.1 |
Remote management Register server port b

= Advanced setling

Log server address: 127.0.0.1 |
Log server port: 8833

Cameras registered to the Remote Portal server will appear in its tree structure view.

Create folder | Rename folder | Delete folder | Refresh

Search

AWS, Amazon Web Services, or AWS EC2 (Elastic Cloud)

To utilize AWS cloud services, you have to register on AWS (aws.amazon.com). The
procedure for registering and launching the Amazon cloud services is not a topic of this
document. Please refer to the description on Amazon cloud for details.

Once you registered your AWS account, you can contact VIVOTEK'’s technical support for
the AMI (Amazon Machine Image) share of the server instances that have already been
established by VIVOTEK. You can then use the AMI snapshot to build your own Remote
Portal on AWS.
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VPN is not a must for most services. An OpenVPN tunnel helps getting through complex
routing schemes and acquire information, grouping information, live streaming, and
snapshots from one or multiple SC8131 cameras. If applied, users can view the live
streaming with tracking boxes, counting reports, and access the detailed configurations.

The OpenVPN package:

1. Acquire the installation package from VIVOTKE’s technical support: openvpn-install-
2.3.8-1601-x86_64.exe [ Windows ]. Note that there are many free OpenVPN client GUI
versions on the Internet.

. tunnelblick [ Mac OSX ] https://tunnelblick.net/downloads.html

. config.zip. This is an OpenVPN configuration file and the operation requires SSL
certifications.

W N

To install the OpenVPN package:

1. Execute the installation program with a system manager privilege.

2. Unzip the config.zip into C:Program Files\OpenVPN\config\ to override certifications and
configuration files if any previous instances should exist.

3. Execute the openvpn-gui.exe with a system manager privilege.

4. Change the VPN server |IP address in the config file.

5. Click Connect in the OpenVPN Client GUI and later you should be able acquire the VPN
IP (e.g., 10.8.0.14).

6. You should update the VPN server IP in the config file and change it to that of the
Remote Portal server.

proto uwdp
renote 1194 SEE: clent
TlOb i Tl.d Connected since: 2016/1/14 5 05:29

mEIP-108014

rezolv-retry infinite
peraizt-key
peraist-tun

If you need to open a web console with a camera, you need to install an OpenVPN client
on the computer from which you access the camera.
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Refer to the instructions that came with your OpenVPN GUI for information on how to
create public and private keys, CA certificates/keys for the server and clients.

. MVIDIA Corparation L
| OpenVPM
(1) OpenVPN GUI
(2 Uninstall OpenVPN
. Documentation
€ OpenVPN HOWTO
€ OpenVPM Manual Page
& OpenVPN Support
€ OpenVPM Web Site
€ OpenVPN Wiki
| OpenVPN Windows Notes

If using the OpenVPN tunnelblick:

1. Download and install this version from https://tunnelblick.net/downloads.html
2. Unzip the config.zip into anywhere you prefer and edit the client.ovpn to update the
remote address to that of your Remote Portal server address.

proto udp

lremote SR 1194
nobind
rezolv-retry infinite
pergist-key
pergizt-tun

3. Doubile click this client.ovpn file to let tunnelblick load it

To install the OpenVPN tunnelblick:

4. From the top tool bar, click Client to open the VPN server.
5. Wait until it connects to the server.

No Active Connections
Connect client client/
| VPN Details...
Quit Tunnelblick
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3-11-2. Open the Remote Portal

To access the Remote Portal:

1.

2.

Open a Chrome or Firefox browser and enter the Remote Portal server’s IP address in
the URL field.

Enter the default user name and password as: amin / 12345678. You can change the
user name and password later.

Device Management
admin

l..l..l.|

. The portal main page displays. You can now start creating virtual folders on the device
tree. Use the Create folder, Rename folder, Delete, and Refresh buttons to create a tree
structure that best reflects your camera delpoyment.

. By default, all registered cameras will be placed under the default folder. When folders
are created, you can click and drag cameras to different folders.

Y TN OT=

Camera List

Search
default
Taipei
cam2

{we 2T Entrance 3

| g
i UsA
L @YU HQ

Folder Name

&



5. A single click on a camera displays its basic information, including its Group ID, and

Device ID. When selected, the Playback, Connect and Snapshot buttons will also be
available.

Playback: click to obtain a live view.
Connect: opens a web console with the camera.
Snapshot: takes a snapshot.

Camera List

Search

default

Taipei

= S12
= wpenlin_desk
= Dtestl23

-(= 7 Door 1
©-172.16.81.31
= C.“IYZ‘IG.EE.TY

= Dcam2

= Entrance 3

6. Click on System Settings on the upper right of the screen to change the default
passowrd.

Camera List

default

UsA

System password change

Current:
New:
Confirm:

Update Close
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4. Stereo Camera CGI Commands

g“V@EK IP Surveillance
wuwuww.vivoTEK.COMm

In addition to using web Ul to set the camera, you can use CGl command to configure the related
settings.

Algorithm Settings
Syntax:
http.//<ip>/cgi-bin/admin/trackerctrl.cgi? <parameter>=<value>[&<parameter>=<value>...]

camheight 1.0~5.0 24 Set camera's mounting height in
(Floating meter.
number)
minheight 0.1~5.0 0.9 Minimum height of objects which will
(Floating be considered for tracking.
number)
maxheight 0.1~5.0 2.1 Maximum height of objects which will
(Floating be considered for tracking.
number)
zoominfactor 1.0~1.8 1.0 Digital zoom in the field of view.
(Floating
number)
algconfidence 0~30 5 User can adjust confidence level to
filter out the controversial points of
depth.
Example
Request:

http://<ip>/cgi-bin/admin/trackerctrl.cgi?camheight=2.6&minheight=0.5&maxheight=2.0
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g“V@EK IP Surveillance
vww.vivoTeEK.COm

Event Push Settings

Syntax:
http://<ip>/cgi-bin/admin/scevent_update.cgi?target=<value>&action=<value>&<parameter>=<val
ue>...
(PARAMETER  |VAWUE | DEFAUT | DESCRPTON |
target 0~5 Specify the target server index
action add, add: set up a new server push with specified
remove, target number [note. specified target number
update must be not already running ]
update: modify a running server push with
specified target number [ note. specified
target number must be running ]
remove: remove the running server push with
a specified target number
name string[40] <blank> Name for this server push. %N in FTP
fileformat would be replaced with this value.
protocol http, The protocol types of server
email,
ftp
url string[128] <blank> Valid IP address or domain name of server
(only including the base domain
http://test.httpserver.com:8080/vivotek/push)
port 1~65535 Port number of server to receive the pushed
reports
uri string[256] <blank> HTTP, FTP: the URI of the location for push
server (e.g. http:
//test.httpserver.com:8080/vivotek/push)
SMTP: receiver email account
usr string[64] <blank> Required username for server authorization
pwd string[64] <blank> Required password of corresponding usr for
server authorization
schedule 0, Schedule time in seconds. only following
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g“V@EK IP Surveillance
vww.vivoTeEK.COm

60, schedules are accepted : enum{60, 300, 900,
300, 1800, 3600, 43200, 86400}

900,
1800,
3600,
43200,
86400

aggregation 60, Aggregation level in seconds. only the same

300, options with schedule are accepted.
900,
1800,
3600,
43200,
86400

format xml, Report format. only accept enum{xml, json,

json, csv} three types
csv

lite 0,1 0 1: turn on lite mode for this server push
0: turn off lite mode for this server push

sender string[64] <blank> The sender email account. [only required for

protocol=email]

fileformat string[64] report_%T.%F | The push report filename format.

%T: Report timestamp in UTC time
%F: Report format in xml, json or csv
%N: User defined server name

%M: Mac address in serial

%G: Group ID

%D: Device ID

%S: Schedule duration in second

%A: Aggregation level in second

%L: "LITE" if in lite mode, "" otherwise

[only required for protocol=ftp]

Example

Request:
http://<ip>/cgi-bin/admin/scevent_update.cgi?target=0&action=add&name=HTTP&aggregation=6
0&schedule=60&format=xmli&Ilite=0&protocol=http&url=172.16.2.42&uri=/test.cgi&usr=test&pwd=
123&port=80
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) NOTE:

If you should need to contact VIVOTEK technical support for help with the configuration,

please provide the following:

1. SC8131 firmware version.

2. Installation information, e.g., height and position (taking pictures of the camera and the
installation site is highly recommended).

3. Snapshots of the environments.

4. Recorded video (in the side-by-side view) from the SC8131. The preferred configuration
for stream 1 is CBR, target bit rate 8Mb/s, at 30fps, frame rate priority. Use IE10 to
record stream 1 for our reference.

Home Client settings el ul-llc1: L Language
Media > Video

System ‘ Stream |
Media )
o Wideo settings for stream 1
Stream type Side by side v
@ H264
(B Frame size: 2550x960 v
Security Maximum frame rate: 15 fps v
o Intra frame period: 13 v
Applications
Video quality
Hecoasag (@ Constant oit rate:
Local storage Target bit rate & Mbps hd
Policy: Frame rate priority
() Fixed quality:
() JFEG
& Video settings for stream 2
¥ \ideo settings for stream 3
“ersion: 0103d
¥ vivork Sc8131

e

& Manual triggers:

# Digital output

«+* Package link:
1: Stereo Tracker
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5. Export the camera's configuration profile.

* You can install VIVOTEK's VAST software to help collect data from one or multiple
stereo cameras, and these data can be collected to form comparative charts in a

chronological view. Meta data is collected through RTSP, and CGI requests can be
made via HTTP.
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Main Page

This chapter explains the layout of the main page. It is composed of the following sections:
VIVOTEK INC. Logo, Host Name, Camera Control Area, Configuration Area, Menu, and Live
Video Window.

Resize Buttons

VIVOTEK INC.
= scs131
Logo _| ¥ viversk J

Host Name

Configuration
Area

Camera Control
Area

Hide Button —

— Live View Window

VIVOTEK INC. Logo
Click this logo to visit the VIVOTEK website.

Host Name

The host name can be customized to fit your needs. For more information, please refer to System on page
139.

Camera Control Area

Video Stream: This Network Camera supports multiple streams (stream 1 ~ 3) simultaneously. You can
select any of them for live viewing. For more information about multiple streams, please refer to page
157 for detailed information.

Manual Trigger: Click to enable/disable an event trigger manually. Please configure an event setting
on Application page before enable this function. A total of 3 event settings can be configured. For more
information about event setting, please refer to page 99. If you want to hide this item on the homepage,
please go to Configuration> System > Homepage Layout > General settings > Customized button
to deselect “show manual trigger button”.

Digital Output: Click to turn the digital output device on or off.

Package link: Click to open the Stereo Tracker monitoring and configuration utility.

Refer to page 51 for the configuration details about the embedded Stereo Tracking and
Counting functionality.
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Configuration Area
Client Settings: Click this button to access the client setting page. For more information, please refer to
Client Settings on page 132.

Configuration: Click this button to access the configuration page of the Network Camera. It is suggested
that a password be applied to the Network Camera so that only the administrator can configure the
Network Camera. For more information, please refer to Configuration on page 138.

Languag Click this button to choose a language for the user interface. Language options are available

in: English, Deutsch, Espaiiol, Frangais, Italiano, P #3%, Portugués, #§ + ¢ %, and %% *° <. Please
note that you can also change a language on the Configuration page; please refer to page 138.

Hide Button
You can click the hide button to hide the control panel or display the control panel.

Resize Buttons

EmEEE D E]

Click the Auto button, the video cell will resize automatically to fit the monitor.
Click 100% is to display the original homepage size.

Click 50% is to resize the homepage to 50% of its original size.

Click 25% is to resize the homepage to 25% of its original size.

Live Video Window

m The following window is displayed when the video mode is set to H.264:
H.264 Protocol and Media Options

Video Title \/\dec (TPC A\/) 2015/01/25 17:08:56

Title and Time lVIdeo 17:0856 2015/01/25 | N’ T &

Time

e

N~ e - -
Video Title: The video title can be configured. For more information, please refer to Video Settings on
page 151.

H.264 Protocol and Media Options: The transmission protocol and media options for H.264 video
streaming. For further configuration, please refer to Client Settings on page 132.

Time: Display the current time. For further configuration, please refer to Media > Image > Genral settings
on page 151.

Title and Time: The video title and time can be stamped on the streaming video. For further configuration,
please refer to Media > Image > General settings on page 152.
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{J NOTE:

For a megapixel camera, it is recommended to use monitors of the 24" size or larger, and
are capable of 1600x1200 or better resolutions.

Video Control Buttons: Depending on the Network Camera model and Network Camera configuration,
some buttons may not be available.

@ Snapshot: Click this button to capture and save still images. The captured images will be displayed
in a pop-up window. Right-click the image and choose Save Picture As to save it in JPEG (*.jpg) or BMP
(*.bmp) format.

Digital Zoom: Click and uncheck “Disable digital zoom” to enable the zoom operation. The navigation
screen indicates the part of the image being magnified. To control the zoom level, drag the slider bar. To
move to a different area you want to magnify, drag the navigation screen.

Disable digital ptz

Zoom Factor:

1

TS
|
- 100%
I

@ Pause: Pause the transmission of the streaming media. The button becomes the E Resume button
after clicking the Pause button.

@ Stop: Stop the transmission of the streaming media. Click the E Resume button to continue
transmission.

IZI Start MP4 Recording: Click this button to record video clips in MP4 file format to your computer.
Press the E Stop MP4 Recording button to end recording. When you exit the web browser, video
recording stops accordingly. To specify the storage destination and file name, please refer to MP4 Saving
Options on page 133 for details.

Full Screen: Click this button to switch to full screen mode. Press the “Esc” key to switch back to normal
mode.

m The following window is displayed when the video mode is set to MJPEG:
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Video Title: The video title can be configured. For more information, please refer to Media > Image on
page 152.

Time: Display the current time. For more information, please refer to Media > Image on page 152.

Title and Time: Video title and time can be stamped on the streaming video. For more information, please
refer to Media > Image on page 152.

Video Control Buttons: Depending on the Network Camera model and Network Camera configuration,
some buttons may not be available.

@ Snapshot: Click this button to capture and save still images. The captured images will be displayed
in a pop-up window. Right-click the image and choose Save Picture As to save it in JPEG (*.jpg) or BMP
(*.bmp) format.

Digital Zoom: Click and uncheck “Disable digital zoom” to enable the zoom operation. The navigation
screen indicates the part of the image being magnified. To control the zoom level, drag the slider bar. To
move to a different area you want to magnify, drag the navigation screen.

Disable digital ptz

foom Factor:

%

A

. 100%
I

B Start MP4 Recording: Click this button to record video clips in MP4 file format to your computer.

Press the E Stop MP4 Recording button to end recording. When you exit the web browser, video
recording stops accordingly. To specify the storage destination and file name, please refer to MP4 Saving
Options on page 133 for details.

Full Screen: Click this button to switch to full screen mode. Press the “Esc” key to switch back to normal
mode.

Video Title Video| (HTTP-V) 2015/01/25 17:08:56 Time

Title and Time

Video Control Buttons
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Client Settings

This chapter explains how to select the stream transmission mode and saving options on the
local computer. When completed with the settings on this page, click Save on the page bottom
to enable the settings.

H.264 Protocol Options

— H.264 Protocol Options

2 UDP Unicast
) UDP Multicast
®TCP

OHTTP

Depending on your network environment, there are four transmission modes of H.264 streaming:

UDP unicast: This protocol allows for more real-time audio and video streams. However, network
packets may be lost due to network burst traffic and images may be broken. Activate UDP connection
when occasions require time-sensitive responses and the video quality is less important. Note that each
unicast client connecting to the server takes up additional bandwidth and the Network Camera allows up
to ten simultaneous accesses.

UDP multicast: This protocol allows multicast-enabled routers to forward network packets to all clients
requesting streaming media. This helps to reduce the network transmission load of the Network Camera
while serving multiple clients at the same time. Note that to utilize this feature, the Network Camera must
be configured to enable multicast streaming at the same time. For more information, please refer to
RTSP Streaming on page 169.

TCP: This protocol guarantees the complete delivery of streaming data and thus provides better video
quality. The downside of this protocol is that its real-time effect is not as good as that of the UDP protocol.

HTTP: This protocol allows the same quality as TCP protocol without needing to open specific ports for
streaming under some network environments. Users inside a firewall can utilize this protocol to allow
streaming data through.
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MP4 Saving Options

— MP4 saving options

Folzer: | C\Recard ‘ Browse..

File name prefix: |c|_|:| |

Add date and time suffix to file name

Users can record live video as they are watching it by clicking IZI Start MP4 Recording on the
main page. Here, you can specify the storage destination and file name.

Folder: Specify a storage destination for the recorded video files. The location can be changed.

File name prefix: Enter the text that will be appended to the front of the video file name. A specified
folder will be automatically created on your local hard disk.

Add date and time suffix to the file name: Select this option to append the date and time to the end
of the file name.

( )\

CLIP_20110628-180853

tt

File name prefix Date and time suffix
The formatis: YYYYMMDD_HHMMSS

Local Streaming Buffer Time

— Local streaming buffer time

D Millisecond

Due to the possiblity of encountering unsteady bandwidth flow, the live streaming may lag and not
be very smoothly. If you enable this option, the live streaming will be stored on console PC’s cache
memory for a configurable period of time before being played on the live view window. This helps
you see the streaming more smoothly. If you enter 3000 Millisecond, the streaming will delay for 3

seconds.

User's Manual - 133




VIVOTEK

Joystick Settings

Joystick settings

Selected joystick. CH PRODUCTS IP DESKTOP CONTROLLER [+
Calibrate || configure buttons |

Enable Joystick

Connect to the USB plug of the joystick to a USB port on your management computer. Supported
by the plug-in in the main page (Microsoft’s DirectX), once the plug-in in the main page is loaded, it
will automatically detect if there is any joystick on the computer. The joystick should work properly
without installing any other driver or software.

Then you can begin to configure the joystick settings of connected devices. Please follow the
instructions
below to enable joystick settings.

1. Right-click on a live view window. Select Joystick Settings. If your joystick is working properly, it
will be displayed on the drop-down list.

c. Select the joystick you want to configure. Check Enable Joystick, then click Configure Buttons
to open Buttons configuration window.

¥ Joystick Setlings |X| ¥ Butions Confignration X
Jovstick Setti Assigned Actions
oystick Settings
F_ k |Acti0ns | |Elutt0ns |Assigned Actions |
CE:
- Home Al |Button1
Selected joystick| | cH PRODUCTS TP DESKTOP COP|v| ~Zoom In i
- - Zoam Out uttona
- Focus gﬂggzg
- Iris Buttont
~Pan =|| |Button7?
- - Stop Buttong
[ Calibrate ] [ Configure Buttons J -~ Patrol Buttond
[+ Preset gugm 12
- Page Up | LITTOrN
- Page Down = [Buttonlz
[ QK J l Cancel J -~ Record to AVI
-~ Snapshot Auto Narming 1]
Assign Clear Selected
[ oK J [ Cancel ]
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Buttons Configuration

In Button Configuration window, the left column shows the actions you can assign, and the right
column shows the functional buttons and assigned actions. The number of buttons may differ from
different joysticks.
Please follow the steps below to configure your joystick buttons:
1. Choosing one of the actions and click Assign will pop up a dialog. Then you can assign this
action to a button by pressing the joystick button or select it from the drop-down list.
For example: Assign Home (move to home position) to Button 1.

+ Butions Configuration |X|

Assigned Actions
|ﬂu:ti|:|r'|5 | |Elutt|:|r'|5 |ﬂ«55igned Actions |
‘ Haorne '
- Zoam In
- Zoorm Ot
[+~ Focus
[+ Tris
- Pan Press the joystick button to assign to "Home" or
- Stop select the button from the list below:,
- Patral
[+ Preset v
~Page Up :
- Page Down S —
- Record to AWI Button
- Snapshiot Auto Marming Buttond
T ButtonS
@ Clear Selected EEEEQ?
Buttong Ok J [ Cancel J
|__|Buttong
Buttonlo O, | | Cancel
Buttonll
Buttonls
2. Click OK to confirm the configuration.
+ Buitonz Configuration |§|

Aszigned Actions

- Zoom In
= Zoom Out)  Press the joystick button to assign to "Horme" or
[+ Focus select the button from the list below,
[+ Iris
Pan EMEEETR——
~Patral
= Preset Click "Ok" to assign "" to buttonl
- Preset]
----- Preszetd
----- Presetd
..... 2]
ErESEt, (84 Cancel
[ Assign J Clear Selected J
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3. The Assigned Action will appear beside Button 1 in the right column as shown in the following
diagram. Note that a button can only be assigned with an action. If you want to modify the
settings, select the action on the list and click Clear Selected.

¥ Buttons Confignration

Assigned Actions
Actions | |EluttDr'|5 |A55igned Actions |
- Home Il (Euttonl Horne )
- Zoam In Eugnn;
-~ Zoom Out Heen
Button<
[+ FoCus g
- Iris Buttan®
~Pan = [Buttan?
- Stop Buttong
- Patrol Buttong
[+ Preset EUEED” ﬂ
F'EIQE UD LITTOM
- Page Down —| |Buttonl2
- Record to AV
- Snapshot Auto Maming ~
i Lissign i l Clear Selected '
[ (0] J [ Cancel J

4. If you want to assign additional actions, repeat step a.~c. When all settings are complete, click
OK to save the settings or click Cancel to discard the settings.

¥ Buttons Confignration

Aszigned Actions

Actions | [Buttons Assigned Actions |
-~ Home [ Buttonl Hormne
- Zoom In (] gu’gun% %u:u:um E:r; .
- Zoom Out LITLON o LI
& Focus Buttong Pan
) ButtonS Stop
- Iris Buttons Patral
~Pan Button? Presetl
-~ Stop Button2 Presets
- Patrol Button2 Record to Ay
= Praset gu’gunﬁ Enl.lagzhut Auto Maming
- Preset1 e L eEEn
Preset? Buttonl2 Single Yiew
Preset3
- Presetd ~
i Assign i [ Clear Selected J
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5. Click OK to save the settings or click Cancel to discard the settings.

¥ Joystick Settings

X]

Joystick Settings

Selected joystick: | (4 PRODUCTS IP DESKTOR COM v

[ Calibrate J [Conﬁgure Euttons]

[0]4 [ Cancel ]

@ NOTE:

* If you want to assign Preset actions to your joystick, the preset locations should be configured in

advance.
+ If your joystick is not working properly, it may need to be calibrated. Click the Calibrate button to

open the Game Controllers window located in Microsoft Windows control panel and follow the
instructions for trouble shooting.

¥ Joystick Settings |z|

Joystick Settings
[VIE a3
Selected joystick | (H PRODUCTS IP DESKTOR COF v |

Calibrate Configure Buttons

[ [B]4 J [ Cancel ]

* The joystick will appear in the Game Controllers list in the Windows Control panel. If you want to
check out for your devices, go to the following page: Start -> Control Panel -> Game Controllers.

Game Controllers

These settings help you configure the game controllers inztalled on
% Your computer.

Installed game controllers

Controller Status
CH PRODICTS IP DESETOP CONTROLLER

[ Add... ] [ Femaove ] [ Properties ]

[ Advanced... ]I_ Troubleshoot. . J
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Configuration

Click Configuration on the main page to enter the camera setting pages. Note that only
Administrators can access the configuration page.

VIVOTEK offers an easy-to-use user interface that helps you set up your network camera with
minimal effort.

In order to simplify the user interface, the detailed information will be hidden unless you click on
the function item. When you click on the first sub-item, the detailed information for the first sub-
item will be displayed; when you click on the second sub-item, the detailed information for the
second sub-item will be displayed and that of the first sub-item will be hidden.

The following is the main page interface:

Wwuw.vive T, Som Home Client settings LGB Language
System > General settings

General settings Host name: SC8131 Vi i a
L e Turn off the LED indicator
Logs
— Location
Group_id: |D |
Media Device_id: |D |
Network s ﬁmgonflguratlon List
SEEL Time zone:

e GMT+0%:00 Beiiing, Chonaaina, Hona Kona, Kuala Lumpur, Singapora, Taipei, Krasnowarsk@l

Mote: You can upload your dayight saving time rules on Maintenance page or use the camera

Applications
default value.

Recording
@ Keep current date and time

Local storage () Synchronize with computer time
) Manual

() Automatic

| version: 01000 Firmware Version

Each function on the configuration list will be explained in the following sections.
Navigation Area provides an instant switch among Home page (the monitoring page for live viewing),
Client settings, Configuration page, and multi-language selection.

138 - User's Manual




VIVOTEK

System > General settings

This section explains how to configure the basic settings for the Network Camera, such as the
host name and system time. It is composed of the following two columns: System, and System
Time. When finished with the settings on this page, click Save at the bottom of the page to
enable the settings.

System

System

Host name: Mega-Pixel Network Camera

{7 'Turn off the LED indicator

Host name: Enter a desired name for the Network Camera. The text will be displayed at the top of the
main page, and also on the view cell of ST7501 and VAST management software.

Turn off the LED indicators: If you do not want others to notice the network camera is in operation, you
can select this option to turn off the LED indicators.

Location
Location
Group_id; |D |
Davice_id: |U |

Group_id; Device_id: These IDs are used to identify the individual cameras deployed at the same
installation site. For example, multiple stereo cameras can be installed in the same shop. You can identify
the owner of analytics reports, e.g., collected via an HTTP server, using their unique IDs.

User's Manual - 139




VIVOTEK

System time

— System time

Time zone: GMT+08:00 Beiiing, Chengaing, Hona Kena, Kuala Lumeur, Singapore, Taipei E||

MNote: You can upload your daylight saving time rules on Maintenance page or use the camera
default value.

@ Keep current date and time
(7 Synchronize with computer time
) Manual

() Automatic

Keep current date and time: Select this option to preserve the current date and time of the Network
Camera. The Network Camera’s internal real-time clock maintains the date and time even when the
power of the system is turned off.

Synchronize with computer time: Select this option to synchronize the date and time of the Network
Camera with the local computer. The read-only date and time of the PC is displayed as updated.

Manual: The administrator can enter the date and time manually. Note that the date and time format are
[yyyy/mm/dd] and [hh:mm:ss].

Automatic: The Network Time Protocol is a protocol which synchronizes computer clocks by periodically
querying an NTP Server.

NTP server: Assign the IP address or domain name of the time-server. Leaving the text box blank
connects the Network Camera to the default time servers.

Update interval: Select to update the time using the NTP server on an hourly, daily, weekly, or monthly
basis.

Time zone : Select the appropriate time zone from the list. If you want to upload Daylight Savings Time
rules, please refer to System > Maintenance > Import/ Export files on page 148 for details.

140 - User's Manual




VIVOTEK

System > Homepage layout

This section explains how to set up a customized homepage layout.

General settings

This column shows the settings of your hompage layout. You can manually select the background and
font colors in Theme Options (the second tab on this page). The settings will be displayed automatically
in this Preview field. The following shows the homepage using the default settings:

J General settings ‘ ‘ Theme options |

=K SC8131

Wil wivo T, Som

Video stream IIEl
Digital output

# Manual triggers:

="

—

SO R

Hide Powered by VIVOTEK

m Hide Powered by VIVOTEK: If you check this item, it will be removed from the homepage.

Logo graph
Here you can change the logo that is placed at the top of your homepage.

— Logo graph

Acustomized logo (Gif, JPG or PRG)Y can be uploaded far main page. [twill he resized ta
TRO0x%50 pixels to replace the previous loga.

" Default & Custom

z -K I Browse. . |
www.vlvc'r-u.-c:lm Upload |

Logo link: httpeitaeene vivotek corm

Follow the steps below to upload a new logo:

1. Click Custom and the Browse field will appear.

2. Select a logo from your files.

3. Click Upload to replace the existing logo with a new one.
4. Enter a website link if necessary.

5. Click Save to enable the settings.

Customized button
If you want to hide manual trigger buttons on the homepage, please uncheck this item. This item is
checked by default.

Customized button

Show manual trigger button

User's Manual - 141




VIVOTEK

Theme Options

Here you can change the color of your homepage layout. There are three types of preset patterns for you
to choose from. The new layout will simultaneously appear in the Preview field. Click Save to enable the

settings.

| General settings | | Theme options |

Font Color
Background Color of the

Control Area

Font Color of
the Configuration Area

Background Color of the ——
Configuration Area

Preset patterns

| General settings || Theme options |

! =K sC8131 Font Color of the
CwaviveTa R o Video Title
| Video stream | |1
Digital output| on
% Manual triggers: 2 o B
g -
/5] 1] o) o &R #]G] | ——Beckoround Colorof
the Video Area
——— Frame Color
— Themes — Color
Font color:
® Fontcolor of configuration area: #FFFFFF
|
I Fontcolor ofvideo fitle: -
o =
| ] Bk coler of cenfrol area: #CAEAFE
o EI Bk color of configuration area: -
Bk color ofvideo area: #CAEAFF
O Gustom Frame color: -

14 =K

L1
WY ST = ST

Video stream i -

# Manual triggers:

Digital output:

ll@@@@@@@@l

Powered by ¥ VIVETER

| General settings || Theme options |

% viversk

WY ST L= ST

Manual triggers:

Video stream

Digital output:

F@ﬂ]ﬂﬂﬂﬂmﬂlﬂ@
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m Follow the steps below to set up the customed homepage:
1. Click Custom on the left column.
2. Click the field where you want to change the color on the right column.

— Themes ——————— — Color

Font color:

® H Font color of configuration area: #FFFFFF

Color Selector

Font color of video title:

© - Bk color of control area:

- Bk color of configuration area:
- -. Bk color of video area:
Custom __|_@ Custom | Frame color:

Pattern

3. The palette window will pop up as shown below.

Red: ICI Red: E
Green: ICI Green: E
Blue: I:I Blue: E
Hue: ICI Hue: E
Saturation: I:I Saturation: IE
Walue: ICI Yalue: 541

4. Drag the slide bar and click on the left palette to select a desired color.
5. The selected color will be displayed in the corresponding fields and in the Preview column.
6. Click Save to enable the settings.
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System > Logs

This section explains how to configure the Network Camera to send the system log to a remote
server as backup.

Log server settings

Log server settings

Enable remote log
IP address:

port: 514

Follow the steps below to set up the remote log:

1. Select Enable remote log.

2. In the IP address text box, enter the IP address of the remote server.
2. In the port text box, enter the port number of the remote server.

3. When completed, click Save to enable the setting.

You can configure the Network Camera to send the system log file to a remote server as a log backup.
Before utilizing this feature, it is suggested that the user install a log-recording tool to receive system log
messages from the Network Camera. An example is Kiwi Syslog Daemon. Visit http://www.kiwisyslog.

Help

& m A ) Display 00 Default)  ~ 30 Days leftin evaluation
Date Time Priority Hostname  Message B

1 17:44:58 Userinfo 192.168.4.127 [VENCL tampering detectedlll (17:45:11 2011/06/27)
201 17:44:39 192168.4.127 [EVENT MGl is no valid event in recording_task xml, skip it

06-27-2011 17:44:39 192.168.4.127 [EVENT MG fig files

06-272011 17:44:07 1921684127 [VENCE ta

06-27-2011 17:44:07 192.168.4.127 [IR Cut Con

06-27-2011 17:44:05 1921684127 [IR Cut Control]: Night mode

06-27-2011 17:43.40 Usex.Info 192.168.4.127 [EVENT MGR]: Task con file: there is no valid event in recording_task_xml. skip it

06-27-2011 17:43:40 Userinfo 192.168.4.127 [EVENT MGRJ: Reload event task config files

06-272011 17:43:36

192.168.4.127 [EVENT MGR]: Tack conf file: there is no valid event in recording_task uml. skip it
06-27-2011 17:43:36 User. 192.168.4.127 [EVENT MGRJ: Reloa
06-272011 17:41:41 Local 1921684.127 [RTSP SERVER]: Stoy
06-27-2011 17:41:10 o 192168.4.127 [RTSP SERVER]: Star
06-272011 17:41:10 Locallinfo  192.168.4.127 [RTSP SERVER]: Stoy
06-27-2011 17:40:50 Locallinfo  192.168.4.127 [RTSP SERVER] Star

IP=192.168.4.101

06-27-2011 17:40:44 Locallinfo  192.168.4.127 [RTSP SERVER]: Stoy IP=192.168.4.101
06-27-2011 17:40:28 User.Info 192168.4.127 [VENCL tampering detected!l (17:40:40 2011/06/27)
06-27-2011 17:38:00 Locallinfo  192.168.4.127 [RTSP SERVER]: Start one session. IP=192.168.4.101

System log

J System log ‘ ‘ Access log

Jan 5 11:36:07 syslogd 1.5.0: restart. =
Jan 5 11:36:08 [swatchdog]: Ready to watch httpd.

Jan 5 11:36:09 [EVENT MGR]: Starting eventmgr with support for EcTun

Jan 5 11:36:11 [DRM Service]: Starting DRM service.

Jan 5 11:36:20 [UPNPIGDCP]: Search IGD failed

Jan 5 11:36:23 automount[718]: >> mount: mounting /dev/mmcblkOp1 on /mnt/auto/CF failed: No such

device or address

Jan 5 11:36:23 automount[718]: mount(generic): failed to mount /dev/mmcblkOp1 (type viat)

on /mnt/auto/CF

Jan 5 11:36:23 [IR Cut Control]: Day mode

Jan 5 11:36:23 automount[728]: >> mount: mounting /dev/mmcblkOp1 on /mnt/aute/CF failed: No such
device or address L
Jan 5 11:36:23 automount[728]: mount(generic): failed to mount /dev/mmcblkOp1 (type viat)

on /mnt/aute/CF

Jan 5 11:36:23 [IR Cut Control]: Day mode

Jan 5 11:36:23 [SYS]: Serial number = 0002D10ED4C?9

Jan 5 11:36:23 [SYS]: System starts at Wed Jan 5 11:36:23 UTC 2011

This column displays the system log in a chronological order. The system log is stored in the Network
Camera’s buffer area and will be overwritten when reaching a certain limit.
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You can install the included VAST recording software, which provides an Event
Management function group for delivering event messages via emails, GSM short
messages, onscreen event panel, or to trigger an alarm, etc. For more information, refer to

the VAST User Manual.

Pl @ e

VIVOTEK Network Cameras

[

? A
3G Cell phone
HTTP
)
Cell phone GSM

PC with Email
Modem 517501 Recording Software

/N1
.. —

Digital output

Short message

PTZ
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Access log

System log

Jan 5 11:36:28 [RTSP SERVER]: Start one session, IP=172.16.2.52
Jan 5 11:49:15 [RTSP SERVER]: Start one session, IP=192.168.4.105
Jan 3 13:11:20 [RTSP SERVER]. Start one session, IP=192.168.4.105

Access log displays the access time and IP address of all viewers (including operators and
administrators) in a chronological order. The access log is stored in the Network Camera’s buffer
area and will be overwritten when reaching a certain limit.

System > Parameters

The View Parameters page lists the entire system’s parameters. If you need technical
assistance, please provide the information listed on this page.

— Parameters

Eystem hostname='3C8131° =1
system ledoff='0"

system date="2015/04/20"'

system time="11:46:20"

gyztem location groupid='0o’

system location deviceid="Q'

gystem ntp='"'

system timezoneindex="320"

gyztem daylight enable='0"

syztem davylight dstactualmode='l'

gyztem daylight auto begintime='NONE'

system daylight auto endtime="NONE'

gystem daylight timezones=', -3&0,-320,-280,-240,-241,-200,-201,-1¢
system updateinterval='0"'

gystem info modelname='SCE131°

system info extendedmodelname='SCE13l"

gystem info serialnumber='0002ZABS1CI11Z2"

system info firmwareversion='3SC8131-VVTE-0100L'
gystem info language count='39'

system info language i0="English'

system info language il='"Deutsch'
system_infc_language_iz='Espaﬁol'

system info language i3='Frangais'

syztem info language id4='Italiano’

system info language iS="HAE'
system_info_language_iﬁ='Portugués'
system info language i7='@E{FH i

system info language is="Hiffichzr:

e I I o oy B |

14 1 | 3
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System > Maintenance

This chapter explains how to restore the Network Camera to factory default, upgrade firmware
version, etc.

General settings > Upgrade firmware

Upgrade firmware

Select firmware file: Browse... [ Upgrade ]

This feature allows you to upgrade the firmware of your Network Camera. It takes a few minutes to
complete the process.

Note: Do not power off the Network Camera during the upgrade!

Follow the steps below to upgrade the firmware:

1. Download the latest firmware file from the VIVOTEK website. The file is in .pkg file format.

2. Click Browse... and locate the firmware file.

3. Click Upgrade. The Network Camera starts to upgrade and will reboot automatically when the upgrade
completes.

If the upgrade is successful, you will see “Reboot system now!! This connection will close”. After that, re-
access the Network Camera.

The following message is displayed when the upgrade has succeeded.

Reboot system now!!
This connection will close.

The following message is displayed when you have selected an incorrect firmware file.
( A
Starting firmware upgrade...
Do not power down the server during the upgrade.
The server will restart automatically after the upgrade is
completed.
This will take about 1 - 5 minutes.
Wrong PKG file format
Unpack fail

- J

General settings > Reboot

Reboot
|7 Reboot

This feature allows you to reboot the Network Camera, which takes about one minute to complete. When
completed, the live video page will be displayed in your browser. The following message will be displayed
during the reboot process.

The device is rebooting now. Your browser will reconnect to hitp:/M192 168.5.151:80/
Ifthe connection fails, please manually enter the above IP address in your browser.

If the connection fails after rebooting, manually enter the IP address of the Network Camera in the
address field to resume the connection.
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General settings > Restore
— Restore

Festore all zettings to factory defaull except 2ellingz in

Mebw ark Draylight =aving time Custom language WVADP [ Restore

This feature allows you to restore the Network Camera to factory default settings.

Network: Select this option to retain the Network Type settings (please refer to Network Type on page
162).

Daylight Saving Time: Select this option to retain the Daylight Saving Time settings (please refer to
Import/Export files below on this page).

Custom Language: Select this option to retain the Custom Language settings.

VADP: Retain the VADP modules (3rd-party software stored on the SD card) and related settings.

If none of the options is selected, all settings will be restored to factory default. The following message is
displayed during the restoring process.

The device is rebooting now. Your browser will reconnect to http:/192 168.5.151:80/
Ifthe connection fails, please manually enter the above IP address in your browser.

Import/Export files

This feature allows you to Export / Update daylight saving time rules, custom language file, configuration
file, and server status report.

General settings | | Import/Export files |

— Export files
Export daylight saving time configuration file
Exportlanguage file
Export configuration file
Export server status repaort

— Upload files
Update daylight saving time rules: Browse.. | Upload
Update custom language file: Browse.. | Upload
Upload configuration file: Browse... | Upload

Export daylight saving time configuration file: Click to set the start and end time of DST (Daylight Saving).

Follow the steps below to export:

1. In the Export files column, click Export to export the daylight saving time configuration file from the
Network Camera.

2. A file download dialog will prompt as shown below. Click Open to review the XML file or click Save to
store the file for editing.
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le Download X

Do you want to open or save this file?

Mame: config_dst.xml
Type: ¥ML Document, 11.1 KB
From: 192.168.5.151

[ Open ][ Save ]E Cancel i

harm your computer. [F pou do not trust the zource, do not oper or

@ while files from the Internet can be useful, zome files can potentially
zave this file, What's the rigk?

3. Open the file with Microsoft® Notepad and locate your time zone; set the start and end time of DST.
When completed, save the file.

In the example below, DST begins each year at 2:00 a.m. on the second Sunday in March and ends at
2:00 a.m. on the first Sunday in November.

& config_dst - Notepad

File Edit Format Yiew Help

<Day»</Day> -
<weekinMonth>First</weekinMonth>
<bayofweek>sunday</Dayofwesk>
<HOUr>2 <, /Hour >
EndTime 3
</TimeZone:
<TimeZone id="-240" name="(GMT-06:00) Central Time (Us and Canada)">
<StartTimes
<shift:80</shift>
<Months3 < Months
<Day»</Day>
<week inMonth>second</week inMonth>

<Dayofweek»sunday</Dayofweek:
<HOoUr =2 < /Hour>
</startTimes
<EndTime:
<shifts—60</shifts
<monthz1l</Months
<Day></Day>
<weekinMonth>First</weekinMonth>
<bayofweek>sunday</Dayofwesk>
<HOUF>2</Hour>
</EndTimax
</Timezones
<Timezone id="-241" name="(GMT-06:00) Mexico City"» e
b

ESJ | i | =

Update daylight saving time rules: Click Browse... and specify the XML file to update.

If the incorrect date and time are assigned, you will see the following warning message when uploading
the file to the Network Camera.

B config_dst - Notepad

File Edit Format View Help

<Day»</Day» i i A
<waekinMonth>First< weakinmonth> Invalid <Monthr> wvalue in TimeZone id: -240 . . .
<bayofweek =sunday</Dayofweek:
<HOour >2</Hour >
</EndTime> =]
</Timezones
<Timezone fd="-240" name="(EMT-06:00) Central Time (Us and Canada)'s
<StartTime:

<shifte60</shifts
<Day></Days
<weekinMonthzsecond</Aweek inMonths
<Dayofweek>sunday</Dayofweek>
<HOUr>2 < Hour >
</StartTimes
<EndTimes>
<shifrr-60</shifts
<Months11l< Months
<Day»</Day>
<weekinMonth>First</weekinMonths=
<bayofweek >sunday</Dayofweek:
<HOUr »2</Hour >

</EndTime>
</Timezonex>
<Timezone d="-241" name="(cGMT-06:00) Mexico City"> o
-]

.li,J [ il 1 Q
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The following message is displayed when attempting to upload an incorrect file format.

Microsoft Internet Exploren

:" } The file must hawve a .xml filename suffix,

Export language file: Click to export language strings. VIVOTEK provides nine languages: English,
Deutsch, Espaiiol, Frangais, Italiano, P # 3%, Portugués, fffked3z, and H4 ¢ < .

Update custom language file: Click Browse... and specify your own custom language file to upload.

Export configuration file: Click to export all parameters for the device and user-defined scripts.

Update configuration file: Click Browse... to update a configuration file. Please note that the model and
firmware version of the device should be the same as the configuration file. If you have set up a fixed IP
or other special settings for your device, it is not suggested to update a configuration file.

Export server staus report: Click to export the current server status report, such as time, logs,
parameters, process status, memory status, file system status, network status, kernel message ... and so
on.

-‘@’- Tips:

If a firmware upgrade is accidentally disrupted, say, by a power outage, you still have a last resort method to
restore normal operation. See the following for how to bring the camera back to work:

Applicable scenario:

(1) Power disconnected during firmware upgrade.
(2) Unknown reason causing abnormal LED status, and a Restore cannot recover normal working
condition.

You can use the following methods to activate the camera with its backup firmware:

(1) Press and hold down the reset button for at least one minute.

(2) Power on the camera until the Red LED blinks rapidly.

(3) After boot up, the firmware should return to the previous version before the camera hanged. (The
procedure should take 5 to 10 minutes, longer than the normal boot-up process). When tthis
process is completed, the LED status should return to normal.
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Media > Image

This section explains how to configure the image settings of the Network Camera. It is
composed of the following four columns: General settings, Picture settings, Exposure, and

Privacy mask.
Media > Image

General settings
J General settings | ‘ Image settings | | Exposure |

— Video Settings
“ideo title
Show timestamp and video title in video and snapshots

Position of imestamp and video title on image:  Top E|

Timestamp and video title font-size: Small E|
Calor: ™ BAV @ Colar
Power line frequency: 50 Hz @ 60 Hz

Video title
Show_timestamp_and video_title in_video_and_snapshots: Enter a name that will be displayed on
the title bar of the live video as the picture shown below.

Video Title CP-AY) 2015/01/09 17:08:56

__ 2015/11/15 10:40:03
Ty A y

Title and Time 08:56 2015/01/09
co N T,

o :
190] H=1538

[87) H=1577 [86] H=1533
L <

[77] H=1670j
[84)] H=17581563 .
[89] H=1564
] [88] H=1341

Position of timestamp and video title on image: Select to display time stamp and video title on the
top or at the bottom of the video stream.

Timestamp and video title font size: Select the font size for the time stamp and title.

Color: Select to display color or black/white video streams.

Power line frequency: Set the power line frequency consistent with local utility settings to eliminate
image flickering associated with fluorescent lights. Note that after the power line frequency is
changed, you must disconnect and reconnect the power cord of the Network Camera in order for

the new setting to take effect.
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Image settings

On this page, you can tune the White balance, Image adjustment and WDR enhanced .

General settings | | Image settings ‘ ‘ Expusul'e|
(T

— White balance

Auto =] Fixcurrentvalue:| on  [TOR |

-,

— Image

Sensor Setting 1: Brighiness O o
For normal situations Contrast Q a4
Saturation: 50

Sharpness: 0%

— WDR enh d

Enable WDR enhanced

Sensor S_ettir)g 2:. [ [—rrr— - ]
For special situations | I —

White balance: Adjust the value for the best color temperature.
m You may follow the steps below to adjust the white balance to the best color temperature.

1. Place a sheet of paper of white or cooler-color temperature color, such as blue, in front of the
lens, then allow the Network Camera to automatically adjust the color temperature.

2. Click the On button to Fix current value and confirm the setting while the white balance is being
measured.

m You may also manually tune the color temperature by pulling the RGain and BGain slide bars.

Image Adjustment
m Brightness: Adjust the image brightness level, which ranges from 0% to 100%.

m Contrast: Adjust the image contrast level, which ranges from 0% to 100%.
m Saturation: Adjust the image saturation level, which ranges from 0% to 100%.
m Sharpness: Adjust the image sharpness level, which ranges from 0% to 100%.
m Gamma curve: Adjust the image sharpness level, which ranges from 0.45 to 1.
You may let firmware Optimize your display or select the Manual mode, and pull the slide bar

pointer to change the preferred level of Gamma correction towards higher contrast or towards the
higher luminance for detailed expression for both dark and lighted areas of an image.
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Note that the Preview button has been cancelled, all changes made to image settings is directly
shown on screen. You can click Restore to recall the original settings without incorporating the
changes. When completed with the settings on this page, click Save to enable the setting. You can
also click on Profile to adjust all settings above in a pop-up window for special lighting conditions.

— Activated period

) Day mode
@ Night mode

) Schedule mode

Activated period: Select the mode this profile to apply to: Day mode, Night mode, or Schedule
mode. Please manually enter a range of time if you choose Schedule mode. Then check Save to
take effect.

Noise reduction

m Check to enable noise reduction in order to reduce noises and flickers in image. This applies to
the onboard Noise Reduction feature. Use the pull-down menu to adjust the reduction strength.
Note that applying this function to the video channel will consume system computing power.

Noise Reduction is mostly applied in low-light conditions. When enabled in a low-light condition
with fast moving objects, trails of after-images may occur. You may then select a lower strength
level or disable the function.

Exposure
On this page, you can set the Measurement window, Exposure level, Exposure mode, and

Iris mode. Detailed configurations will be automatically adjusted since the sensor library will
automatically adjust the value according to the ambient light.

— Measurement window

Sensor Settirjg 13. — ) Fullview () Custom @ BLC
For normal situations

— Exposure control

Exposure level: 0 [+l
Exposure mode: Auto El
Iriz mode: Indoor E
Sensor Setting 2:
For special situations . Eroe ] Besinge I Save
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Measurement Window: This function allows users to configure measurement window(s) for low
light compensation. For example, where low-light objects are posed against an extremely bright
background, you may want to exclude the bright sunlight shining through a building's corridor.

m Full view: Calculate the full range of view and offer appropriate light compensation.

m Custom: This option allows you to manually add specific windows as measuring areas. The
measuring window refers to “weighed window“ where the lighting condition within the particular
area is taken into account. Camera firmware then adopts the weighed averages method to

calculate the value.

A total of 10 inclusive windows can be
created for a view.

Note that the title pane of the Include
window is not included into the
calculation.

m BLC: When selected, a BLC window
will appear on screen meaning that the
center of the scene will be taken as
a weighed area. This option enables
light compensation for images that are
too dark or too bright to recognize; for
example, for the dark side of objects
that is posed against bright sunlight.

Exposure control:

- M t window

— Exposure control

Exposure level: ] E|
Exposure mode: Auto E|
Iris maode: Indoor E|
Frofile ] [ Restore ] [ Save

m Exposure level: You can manually set the Exposure level, which ranges from -2.0 to +2.0 (dark
to bright). You can click on the Exposure time and Gain control slide bars to specify a range
of shutter time and Gain control values within which the camera can automatically tune to an
optimal imaging result. You may prefer a shorter shutter time to better capture moving objects,
while a faster shutter reduces light and needs to be compensated by electrical brightness gains.

m Exposure mode:

Select Auto or Fixed iris mode according to your needs.

Fixed: Select Fixed to configure a fixed exposure time and gain. Then, tune the slide bar to set
the Exposure time and Gain Control to the best image quality. A shorter exposure time allows less
amount of light to enter the sensor; while a higher gain control value generates certain amount of

noises.
— Exposure control
Exposure level: 0
Exposure mode: Fixed
Exposure time: q, | 1/32000 - 1/60
Gain contral: 1 J 0-100 %

Auto: If you set Exposure mode as Auto, the Exposure time and Gain control will not be
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configurable since the sensor library will automatically adjust the value according to the ambient
light. Then you can configure iris mode as “indoor” or “outdoor” to reach the best image quality.

m Iris mode (When the Auto Exposure mode is selected): Select Indoor or Outdoor iris mode to
adapt to the installation. The preset iris aperture setting will apply.
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You can click Restore to recall the original settings without incorporating the changes. When
completed with the settings on this page, click Save to enable the settings.

If you want to configure another sensor setting for day/night/schedule mode, please click Profile to
open the Profile of exposure settings page as shown below.

Activated period: Select the mode this profile to apply to: Day mode, Night mode, or Schedule
mode. Please manually enter a range of time if you choose Schedule mode. Then check Save to for
the configuration take effect.

Please follow the steps below to configure a profile:

1. Check Enable this profile.

2. Select the applied mode: Day mode, Night mode, or Schedule mode. Please manually enter a
range of time if you choose Schedule mode.

3. Configure Exposure control settings in the folowing columns. Please refer to previous dicussions
for detailed information.

4. Click Save to enable the setting and click Close to exit the page.

Profile of exposure settings

— Activated period

Enable and apply this profile to

— Measurement window

@ Fullview ) Custom @ BLC

— Exposure control

Exposure level:
Exposure mode:
Iris mode:

Restore ] [ Close ] [ Save
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Media > Video

Stream settings

swan|

= Wideo seffings for stream 1

¥ Video settings for stream 2

& Video settings for stream 3

This Network Camera supports multiple streams with frame sizes ranging from 320 x 240 to 2560 x
960 pixels.

The definition of multiple streams:

m Stream 1: Users can define the frame size, video quality, and frame rate of up to 30fps. The
default display mode is the Side by Side mode.

m Stream 2: The default frame size for Stream 2 is set to a smaller 1280 x 960 size for viewing on
mobile devices in the Single Eye mode.

m Stream 3: The default frame size for Stream 3 is set to a smaller 2560 x 960 size for viewing on
mobile devices in the Side by Side mode.

The Depth mode displays the depth measurements via the triangulation correlation of the sum of
pixel differences. The 3D values acquired through the images on the dual lens appear in the Depth
mode as a color map in that lighter the color of an object, the closer it is to lens.
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Click the stream item to display the detailed information. The maximum frame size will follow your
settings in the above Viewing Window sections.

[stroam]
 \ideo settings for stream 1
stream_type
@ H.264
Frame size:
Maximum frame rate: 15fps hd
Intra frame period:
Video quality
@ Censtant bit rate:
Target bit rate: [Mbps  []
Palicy
(@) Fixed quality:
© JPEG
 \ideo settings for stream 2
stream_type
@ H.264
Frame size:
Maximum frame rate:
Intra frame period:
Video quality
@ Censtant bit rate:
Target bit ate-
Policy ﬂ
(@) Fixed quality:
© JPEG

This Network Camera provides real-time H.264 and MJPEG compression standards (Dual Codec)
for real-time viewing. If the H.264 mode is selected, the video is streamed via RTSP protocol.
There are several parameters through which you can adjust the video performance:

-~ “ideo setlings for stream 1

stream_type
@ H.264
Frame size
Maximum frame rate:
Intra frame period;
Videc guality
@ Constant bit rate:
Target bit rate:
Palicy:
() Fixed quality:

) JPEG

m Frame size

side_by_side [ |

You can set up different video resolutions for different viewing devices. For example, set a
smaller frame size and lower bit rate for remote viewing on mobile phones and a larger video
size and a higher bit rate for live viewing on web browsers. A higher quality stream can also be
recorded to an NVR. Note that a larger frame size takes up more bandwidth.

m Maximum frame rate

This limits the maximum refresh frame rate per second. Set the frame rate higher for smoother
video quality and for recognizing moving objects in the field of view.

If the power line frequency is set to 50Hz, the frame rates are selectable at 1fps, 2fps, 3fps, 5fps,
8fps, 10fps, and 15fps. If the power line frequency is set to 60Hz, the frame rates are selectable
at 1fps, 2fps, 3fps, 5fps, 8fps, 10fps, and 15fps. You can also select Customize and manually

enter a value.
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m Intra frame period

Determine how often for firmware to plant an | frame. The shorter the duration, the more likely
you will get better video quality, but at the cost of higher network bandwidth consumption. Select
the intra frame period from the following durations: 1/4 second, 1/2 second, 1 second, 2 seconds,
3 seconds, and 4 seconds.

m Video quality
Constant bit rate:

Constant bit rate: A complex scene generally produces a larger file size, meaning that

higher bandwidth will be needed for data transmission. The bandwidth utilization is
configurable to match a selected level, resulting in mutable video quality performance.
The bit rates are selectable at the following rates: 20Kbps, 30Kbps, 40Kbps, 50Kbps,
64Kbps, 128Kbps, 256Kbps, 512Kbps, 768Kbps, 1Mbps, 2Mbps, 3Mbps, 4Mbps, 6Mbps, 8,
12, 14,.. up to 32Mbps. You can also select Customize and manually enter a value.

- Target bit rate: select a bit rate from the pull-down menu. The bit rate ranges from
20kbps to a maximum of 32Mbps. The bit rate then becomes the Average or Upper

bound bit rate number. The Network Camera will strive to deliver video streams
around or within the bit rate limitation you impose.

- Policy: If Frame Rate Priority is selected, the Network Camera will try to maintain
the frame rate per second performance, while image quality will be compromised. If
Image quality priority is selected, the Network Camera may drop some video frames
in order to maintain image quality.

Fixed quality: On the other hand, if Fixed quality is selected, all frames are
transmitted with the same quality; bandwidth utilization is therefore unpredictable.
The video quality can be adjusted to the following settings: Medium, Standard, Good,
Detailed, and Excellent. You can also select Customize and manually enter a value.

- Maximum bit rate: With the guaranteed image quality, you might still want to place
a bit rate limitation to control the size of video streams for bandwidth and storage
concerns. The configurable bit rate starts from 1Mbps to 40Mbps. In low light
conditions, lot of noises can be generated and the frame sizes can significantly
increase. Placing a bit rate limitation can limit the size of frames.

You may also manually enter a bit rate number by selecting the Customized option.
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If the JPEG mode is selected, the Network Camera sends consecutive JPEG images to the client,
producing a moving effect similar to a filmstrip. Every single JPEG image transmitted guarantees
the same image quality, which in turn comes at the expense of variable bandwidth usage. Because
the media contents are a combination of JPEG images, no audio data is transmitted to the client.
There are three parameters provided in MUPEG mode to control the video performance:

Frame size: 1280x784 v
Iaximum frame rate:
YWideo quality

(7 Constant bit rate:

i@ Fixed quality:
Quality: Good  [~]
Maximum bit rate; 40 Mbps ||

m Frame size
You can set up different video resolution for different viewing devices. For example, set a smaller
frame size and lower bit rate for remote viewing on mobile phones and a larger video size and
a higher bit rate for live viewing on web browsers. Note that a larger frame size takes up more
bandwidth.

m Maximum frame rate
This limits the maximum refresh frame rate per second. Set the frame rate higher for smoother
video quality.
If the power line frequency is set to 50Hz, the frame rates are selectable at 1fps, 2fps, 3fps, 5fps,
8fps, 10fps, 15fps, 20fps, and 25fps. If the power line frequency is set to 60Hz, the frame rates
are selectable at 1fps, 2fps, 3fps, 5fps, 8fps, 10fps, and 15fps. You can also select Customize
and manually enter a value. The frame rate will decrease if you select a higher resolution.

m Video quality
Refer to the previous page setting an average or upper bound threshold for controlling the
bandwidth consumed for transmitting motion jpegs. The configuration method is identical to that
for the H.264.

For Constant Bit Rate and other settings, refer to the previous page for details.

ﬁ NOTE:

» Video quality and fixed quality refers to the compression rate, so a lower value will produce higher
quality.

» Converting high-quality video may significantly increase the CPU load, and you may encounter
streaming disconnection or video loss while capturing a complicated scene. In the event of
occurance, we suggest you customize a lower video resolution or reduce the frame rate to obtain
smooth video.
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Network > General settings

This section explains how to configure a wired network connection for the Network
Camera.

Network Type
Network type Port

® LAaN

@ Get IP address automatically

() Use fixed IP address

Enable UPnP presentation

Enable UPnP port forwarding
) PPPoE

Enable IPv6

LAN

Select this option when the Network Camera is deployed on a local area network (LAN) and is
intended to be accessed by local computers. The default setting for the Network Type is LAN.
Please rememer to click on the Save button when you complete the Network setting.

Get IP address automatically: Select this option to obtain an available dynamic IP address assigned
by the DHCP server each time the camera is connected to the LAN.

Use fixed IP address: Select this option to manually assign a static IP address to the Network

Camera.
Network type Port
@ LAN

) Get IP address automatically

@ Use fixed IP address

passess
Subnet mask:
Default router:
Primary DNS:
Secondary DNS:
Primary WINS =erver:
Secondary WINS server:

© PPPoE

Enable IPvG

1. You can make use of VIVOTEK Installation Wizard 2 on the software CD to easily set up the
Network Camera on LAN. Please refer to Software Installation on page 43 for details.
2. Enter the Static IP, Subnet mask, Default router, and Primary DNS provided by your ISP or

network administrator.

Subnet mask: This is used to determine if the destination is in the same subnet. The default value

is “255.255.255.0".

Default router: This is the gateway used to forward frames to destinations in a different subnet.
Invalid router setting will disable the transmission to destinations across different subnets.

User's Manual - 161




VIVOTEK

Primary DNS: The primary domain name server that translates host names into IP addresses.

Secondary DNS: Secondary domain name server that backups the Primary DNS.

Primary WINS server: The primary WINS server that maintains the database of computer names
and IP addresses.

Secondary WINS server: The secondary WINS server that maintains the database of computer
names and IP addresses.

PPPoE (Point-to-point over Ethernet)

Select this option to configure your Network Camera to make it accessible from anywhere as long
as there is an Internet connection. Note that to utilize this feature, it requires an account provided
by your ISP.

Follow the steps below to acquire your Network Camera’s public IP address.

1. Set up the Network Camera on the LAN.

2. Go to Stereo Tracker > Configurations > Event settings > Add server (please refer to Add server
on page104) to add a new email or FTP server.

3. Go to Stereo Tracker > Configurations > Event settings > Add media (please refer to Add media
on page 108).
Select System log so that you will receive the system log in TXT file format which contains the
Network Camera’s public IP address in your email or on the FTP server.

4. Go to Configuration > Network > General settings > Network type. Select PPPoE and enter the

user name and password provided by your ISP. Click Save to enable the setting.
— Network type

) LAN

© PPPoE
User name:
Password:
Confirm password:

Enable IPvE

5. The Network Camera will reboot.
6. Disconnect the power to the Network Camera; remove it from the LAN environment.
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@ NOTE:

» If the default ports are already used by other devices connected to the same router, the Network
Camera will select other ports for the Network Camera.

» If UPnP™ is not supported by your router, you will see the following message:
Error: Router does not support UPnP port forwarding.

» Steps to enable the UPnP™ user interface on your computer:
Note that you must log on to the computer as a system administrator to install the UPnP™
components.

1. Go to Start, click Control Panel, then click Add or Remove Programs.

# Control Panel

it View Favortes Took  Help

© B Pt e |-

Pick a category

i Printers and Other Hardware

7, user accounts
_L.  Date, Time, Language, and Regional
— Options.

£ Sounds, Speech, and Audio Devices Accessibility Options

Performance ans d Maintenance

4

2. In the Add or Remove Programs dialog box, click Add/Remove Windows Components.

 Add or Remove Programs

E Currently installed programs: Sort by:

Change or i Apple Software Update
Remavwe ~
it Clickh

Add New

B4 nstaliation Wizard
Programs

E} Microsoft Office Professional Edition 2003 Size  381.00MB
& Mozila Firefox (2.0.0.6) Size  20.34MB
5 PostaresaL 8.2 Size  57.50MB
@ QuickTime Size  74.30MB
&) virtual Machine Additions Size  0.90MB

AddiRemave
Wwindaws
Components

¥ vivotek Installation Wizard 2 Size: 5.50ME |
@ VIVOTEK ST7501 Size  B6.96MB
ﬁl Wwindows Genuine Advantage Yalidation Toal (KEG92130)

5] twindows %P Hokfix - KBE23559

G5 twindows %P Hotfix - KBE2E741

{5 windows KP Hotfix - KES33407

{5 windows KP Hotfix - KES35732
A e 3 &J

Close

3. In the Windows Components Wizard dialog box, select Networking Services and click
Details.

Windows Components Wizard

Windows Components
You can add of remove components of YWindows P,

To add or remove 3 compaonent, click the checkbox. & shaded box means that only
part of the companent will be installed. To see what's included in a companent, click

Details.
Components
[ =2 Message Queuing 0OME

MB
0.3 MB

e Other Network File and Print Services 3
=1 Indlate Ret Cetifinates nnwp ¥

Description:  Containg a variety of specialized, network-related services and protocals.

Total disk space required 00ME

Space available on disk;

[ <Back [ Mew> | [ Cancel |
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4. In the Networking Services dialog box, select Universal Plug and Play and click OK.

Networking Services |X|

To add or remove a component, click the check box. & shaded box means that only part
of the component will be inztalled. To see what's included in a component, click Details.

Subcomponents of Metworking Services:

0.0ME
Simple 0.0 ME
"- Universal Plug and Play 0.2 mMe I

Description:  Listens for route updates sent by routers that use the Fouting Infarmation
Protocol version 1 [RIP«1].

Total disk space required: 0.0ME
Space available on digk: 121254 MB

Dretails...

i 0K i[ Cancel J

5. Click Next in the following window.

Windows Components Wizard

Windowsz Components
You can add or remove components of Windowes 3P,

To add or remove a component, click the checkbox. & shaded box means that only
part of the component will be installed. Ta see what's included in a companent, click
Details.

Components:

[ 52 Message Queuing 0.0ME |
¥ SN Explorer 13.5 MB
0.0mMB —EJ
1 =01 Inlate et Cetifinates nnme ¥
Descriptior:  Contains a variety of specialized, network-related services and protocols
Total dizk space required: 0.0ME
Space avalable on disk: 12125 4 MB =

[ < Back Ii Next il[ Canicel J

6. Click Finish. UPnP™ is enabled.

» How does UPnP™ work?
UPnP™ networking technology provides automatic IP configuration and dynamic discovery of
devices added to a network. Services and capabilities offered by networked devices, such as
printing and file sharing, are available among each other without the need for cumbersome
network configuration. In the case of Network Cameras, you will see Network Camera shortcuts
under My Network Places.

» Enabling UPnP port forwarding allows the Network Camera to open a secondary HTTP port on
the router-not HTTP port-meaning that you have to add the secondary HTTP port number to the
Network Camera’s public address in order to access the Network Camera from the Internet. For
example, when the HTTP port is set to 80 and the secondary HTTP port is set to 8080, refer to
the list below for the Network Camera’s IP address.

http://203.67.124.123:8080 http://192.168.4.160 or
http://192.168.4.160:8080

» If the PPPoE settings are incorrectly configured or the Internet access is not working, restore
the Network Camera to factory default; please refer to Restore on page 148 for details. After the
Network Camera is reset to factory default, it will be accessible on the LAN.
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Enable IPv6
Select this option and click Save to enable IPv6 settings.

Please note that this only works if your network environment and hardware equipment support
IPv6. The browser should be Microsoft® Internet Explorer 6.5, Mozilla Firefox 3.0 or above.

— Metwork type

O LAN

@ PPPoE

Username: | |

Password: | |

Confirm password: | |

Enable IPvG

IPvE information
|| Manually setup the IP address

When IPv6 is enabled, by default, the network camera will listen to router advertisements and be
assigned with a link-local IPv6 address accordingly.

IPv6 Information: Click this button to obtain the IPv6 information as shown below.

close

[eth0 address]
f280:0000:0000:0000:0202:d"1f-feDe-d4cB/64@Link
[Gateway]

IPv6 address list of gateway

[DNS]

IPv6 address list of DNS

If your IPv6 settings are successful, the IPv6 address list will be listed in the pop-up window. The
IPv6 address will be displayed as follows:

Refers to Ethernet

[eth) address]

|2001:0608:2500:0002-0202:d1F:Fe04 6554464 @Glokal —+—Link-global IPv6 address/network mask
££80:0000:0000:0000-0000 1 £ £o04 656464 @Link ——Link-local IPv6 address/network mask
[Gateway]

|feED::211:dEff:feai:132b |

[DNZ]
|2D10:05u:ﬂ:9r?3d:: |
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Please follow the steps below to link to an IPv6 address:

1. Open your web browser.

2. Enter the link-global or link-local IPv6 address in the address bar of your web browser.
3. The format should be:

http://[2001:0c08:2500:0002:0202:d 1ff:fe04:6 5f4]/

1

IPvé address

4. Press Enter on the keyboard or click Refresh button to refresh the webpage.
For example:

‘2 Network Camera - Microsoft Internet Explorer

File Edit View Favorites Toaols  Help

IeBack 2 §! % :l IE @Ipﬁearch ﬁFavnrites @‘ @v % 4’3

Address | http://[2001:0c08:2500:0002:0202:d1ff:fe04:65f41/

| Yviversk

ﬁ NOTE:

» If you have a Secondary HTTP port (the default value is 8080), you can also link to the webpage
in the following address format: (Please refer to HTTP streaming on page 168 for detailed
information.)

http://[2001:0c08:2500:0002:0202:d 1ff:fe04:6 5f4] /:8080

f f

IPvé address Secondary HTTP port

» If you choose PPPoE as the Network Type, the [PPP0O address] will be displayed in the IPv6
information column as shown below.

[ethD address]
|fe30:m:m:m:0202:dlff:fell:2299;64@]..1’11]; |

[ppp0 address]
|fe30;ccc0;mc0;mc0;m;d1ff;fe11;2299ﬂ0@unk |

|2031 T OO0 000 202 L el 122955 @ Clokal |

[Gateway]

|fn330::93:1a03:4142:3c:ad |
[DHE]

|2,c01 001 |

Manually setup the IP address: Select this option to manually set up IPv6 settings if your network
environment does not have DHCPV6 server and router advertisements-enabled routers.

If you check this item, the following blanks will be displayed for you to enter the corresponding
information:
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[¥] Enable IPvE

IPv6 information

Manually setup the IP address

Optional IP address / Prefix length | |I|64 |

Optional default router | |

Optional primary DS | |

Port

Network type ” Port |

HTTPS port:
FTP port
Webhsocket port:

HTTPS port: By default, the HTTPS port is set to 443. It can also be assigned to another port
number between 1025 and 65535.

FTP port: The FTP server allows the user to save recorded video clips. You can utilize VIVOTEK's
Installation Wizard 2 to upgrade the firmware via FTP server. By default, the FTP port is set to 21.
It also can be assigned to another port number between 1025 and 65535.

Websocket port: The Websocket enables two-way communications between browser-based
applications with servers that does not rely on opening multiple HTTP connections, in order to
avoid long polling. The protocol consists of an opening handshake followed by basic message
framing, layered over TCP. The protocol provides an alternative to HTTP polling from a web page
to a remote server.

For a management session across a firewall or router (over the Internet), it is necessary to
open a Websocket port 888 on your router using the NAT traversal method for transferring
metadata for counting. The default Websocket port is also user configurable.
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Network > Streaming protocols

HTTP streaming

To utilize HTTP authentication, make sure that your have set a password for the Network Camera
first; please refer to Security > User account on page 178 for details.

| HTTP streaming ” RTSP streaming

Authentication: baszic
HTTP port: 80
Secondary HTTP port: 8080

Access name for stream 1: video.mjpg
Access name for stream 2: videoZ.mjpg
Access name for stream 3: video3 mjpg

Authentication: Depending on your network security requirements, the Network Camera provides
two types of security settings for an HTTP transaction: basic and digest.

If basic authentication is selected, the password is sent in plain text format and there can be
potential risks of being intercepted. If digest authentication is selected, user credentials are
encrypted using MD5 algorithm and thus provide better protection against unauthorized accesses.

HTTP port / Secondary HTTP port: By default, the HTTP port is set to 80 and the secondary HTTP
port is set to 8080. They can also be assigned to another port number between 1025 and 65535. If
the ports are incorrectly assigned, the following warning messages will be displayed:

Microsoft Internet Explorer. Microsoft Internet Explorer

:' : HTTP pork musk be &0 or from 1025 to 65535 :' : Secondary HTTP pork must be From 1025 ko 65535

To access the Network Camera on the LAN, both the HTTP port and secondary HTTP port can
be used to access the Network Camera. For example, when the HTTP port is set to 80 and the
secondary HTTP port is set to 8080, refer to the list below for the Network Camera’s IP address.

http://192.168.4.160 or
http://192.168.4.160:8080

Access name for stream #: This Network camera supports multiple streams simultaneously. The
access name is used to identify different video streams. Users can click Media > Video > Stream
settings to set up the video quality of linked streams. For more information about how to set up the
video quality, please refer to Stream settings on page 159.

When using Mozilla Firefox to access the Network Camera and the video mode is set to JPEG,
users will receive video comprised of continuous JPEG images. This technology, known as “server
push”, allows the Network Camera to feed live pictures to Mozilla Firefox and Netscape.
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URL command -- http://<ip address>:<http port>/<access name for stream #>
For example, when the Access name for stream 2 is set to video2.mjpg:

1. Launch Mozilla Firefox.

2. Type the above URL command in the address bar. Press Enter.

3. The JPEG images will be displayed in your web browser.

) video2.mjpg [JPEG Image, 320x240 pixels) - Mozilla Firefox

File Edit “iew History Bookmarks Tools  Help

@~ - @ @9 | mp/192.168.5.151video2.mipg x| ] [[G-]s00ae [!

EI Cuskomize Links B Free Hotmail EI Windows Media B Windows

2015/1171510:40:03

T Hz]b‘s"u
|

|
+_

1 of
[87] H=1577 \[86] H=1533 }
. L

‘T

[77] H=1670

[B4] H= 17501563
PI[59] H=1564
[88] H=1341

@ NOTE:

» Microsoft® Internet Explorer does not support server push technology; therefore, using http://<ip
address>:<http port>/<access name for stream 1 or 2> will fail to access the Network Camera.

» Users can only use URL commands fo request the stream 5. For more information about URL
commands, please refer to page 207.

RTSP Streaming

To utilize RTSP streaming authentication, make sure that you have set a password for controlling
the access to video stream first. Please refer to Security > User account on page 178 for details.

‘ HTTP streaming ” RTSP streaming ‘

Authentication:
Access name for stream 1: live sdp
Access name for stream 2: live2 sdp
Access name for stream 3. lived sdp
RTSP port: 554
RTF port for video: 5556
RTCP portfor video: 5557
RTF port for audio: 5558
RTCP port for audio: 5559

& Multicastsettings for stream 1

& Multicast setfings for stream 2

= Multicast settings for stream 3
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Authentication: Depending on your network security requirements, the Network Camera provides
three types of security settings for streaming via RTSP protocol: disable, basic, and digest.

If basic authentication is selected, the password is sent in plain text format, but there can be
potential risks of it being intercepted. If digest authentication is selected, user credentials are
encrypted using MD5 algorithm, thus providing better protection against unauthorized access.

The availability of the RTSP streaming for the three authentication modes is listed below:

Disable 0 o)

‘Basic 0 0
Digest 0 X

Access name for stream #: This Network camera supports multiple streams simultaneously. The
access name is used to differentiate the streaming source.

If you want to use an RTSP player to access the Network Camera, you have to set the video mode
to H.264 and use the following RTSP URL command to request transmission of the streaming data.
rtsp://<ip address>:<rtsp port>/<access name for stream #>

For example, when the access name for stream 1 is set to live.sdp:

1. Launch an RTSP player.

2. Choose File > Open URL. A URL dialog box will pop up.

3. Type the above URL command in the text box.

4. The live video will be displayed in your player as shown below.
(s -

Enter an Intemet URL to open:

risp://192.168.5.151:554 ive.sdp | ~|

20151115
10:38:52

20151115
10:40:18

R

RTSP port /RTP port for video, audio/ RTCP port for video, audio

m RTSP (Real-Time Streaming Protocol) controls the delivery of streaming media. By default, the
port number is set to 554.

m The RTP (Real-time Transport Protocol) is used to deliver video and audio data to the clients. By
default, the RTP port for video is set to 5556 and the RTP port for audio is set to 5558.

m The RTCP (Real-time Transport Control Protocol) allows the Network Camera to transmit the
data by monitoring the Internet traffic volume. By default, the RTCP port for video is set to 5557
and the RTCP port for audio is set to 5559.

The ports can be changed to values between 1025 and 65535. The RTP port must be an even
number and the RTCP port is the RTP port number plus one, and thus is always an odd number.
When the RTP port changes, the RTCP port will change accordingly.

If the RTP ports are incorrectly assigned, the following warning message will be displayed:

Microsoft Internet Explorer

: 1] : Invalid port number, RTP video port must be an even number,

170 - User's Manual




VIVOTEK

Multicast settings for stream 1, 2: Click the items to display the detailed configuration information.
Select the Always multicast option to enable multicast for stream 1 or 2.

= Multicast settings for stream 1
[] Always multicast

Multicast group address: 239.1281.99
tulticast video part: 4560
Multicast RTCP wideo port: 5561
tulticast audio port: A562
Multicast RTCP audio port: 5563
Multicast TTL [1~245]: 15

= Multicast settings for stream 2:
[] Always multicast

Multicast group address: 239.128.1.100
tulticast video part: A564
Multicast RTCP wideo port: 5565
Multicast audio port: A566
Multicast RTCP audio port: 3567
Multicast TTL [1~254] 15

Unicast video transmission delivers a stream through point-to-point transmission; multicast, on the
other hand, sends a stream to the multicast group address and allows multiple clients to acquire
the stream at the same time by requesting a copy from the multicast group address. Therefore,
enabling multicast can effectively save Internet bandwith.

The ports can be changed to values between 1025 and 65535. The multicast RTP port must be an
even number and the multicast RTCP port number is the multicast RTP port number plus one, and
thus is always odd. When the multicast RTP port changes, the multicast RTCP port will change
accordingly.

If the multicast RTP video ports are incorrectly assigned, the following warning message will be
dlsplayed' Microsoft Internet Explorer,

i': Tnvalid port number, Multicast stream 1 video port must be an even number,

Multicast TTL [1~255]: The multicast TTL (Time To Live) is the value that tells the router the range
a packet can be forwarded.

Initial TTL Scope

0 Restricted to the same host

1 Restricted to the same subnetwork
32 Restricted to the same site

64 Restricted to the same region

128 Restricted to the same continent
255 Unrestricted in scope
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Network > DDNS

This section explains how to configure the dynamic domain name service for the Network
Camera. DDNS is a service that allows your Network Camera, especially when assigned
with a dynamic IP address, to have a fixed host and domain name.

Express link

Express Link is a free service provided by VIVOTEK server, which allows users to register
a domain name for a network device. One URL can only be mapped to one MAC address.
This service will examine if the host name is valid and automatically open a port on your
router. If using DDNS, the user has to manually configure UPnP port forwarding. Express
Link is more convenient and easier to set up.

J Express link | | Manual setup

Enable express link

http:/ ‘ | 2bthere.net Help Save

By Express link, all users needto do is create host name for the camera. It will generate the link to
access the camera from internet.

Please follow the steps below to enable Express Link:

1. Make sure that your router supports UPnP port forwarding and it is activated.

2. Check Enable express link.

3. Enter a host name for the network device and click Save. If the host name has been used by
another device, a warning message will show up. If the host name is valid, it will display a
message as shown below.

Express link | | Manual setup

[#] Enable express link

hittp:if :nmm1 123456 2bthere net Help | Save |
The camera can now be accessed at http: /000201123456 2bthere.net

<} Network Camera - Microsoft Internet Explorer

File Edit View Favorites Tools  Help

OBack = @ ~ E @ ﬁ pSearch ﬂfFavorites @‘ @v & 4’3
| https://0002D1123456.2bthere.net
%:!“@.EE Mega-Pixel Network Camel
‘MBB ljl iEM_BSO%|B2S%I
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Manual setup

DDNS: Dynamic domain name service

— DDMNS: Dynamic domain name service

[] Enable DDMNS:

Pravider: |Dyndn5.org(Dynamic} le|

Host name: | |

User name: | |

rassrs ]

Enable DDNS: Select this option to enable the DDNS setting.

Provider: Select a DDNS provider from the provider drop-down list.

VIVOTEK offers Safe100.net, a free dynamic domain name service, to VIVOTEK customers. It
is recommended that you register Safe100.net to access VIVOTEK’s Network Cameras from the
Internet. Additionally, we offer other DDNS providers, such as Dyndns.org(Dynamic), Dyndns.
org(Custom), TZO.com, DHS.org, CustomSafe100, dyn-interfree.it.

Note that before utilizing this function, please apply for a dynamic domain account first.

m Safe100.net

1. In the DDNS column, select Safe100.net from the drop-down list. Click | accept after reviewing
the terms of the Service Agreement.

2. In the Register column, fill in the Host name (xxxx.safe100.net), Email, Key, and Confirm Key,
and click Register. After a host name has been successfully created, a success message will
be displayed in the DDNS Registration Result column.

— Register
Host name: |WTK.bafe‘l{]U.net| |
Email: |Mk@wvctek.com |

Key: wene Farget key
conti ke -

To apply for a domain name for the camera, or to modify the previously registered infarmation, fill in

the following fields and then click "Reqgister”.

DDME Registration Result:

[Register] Successfully Your account information has
been mailed to registered e-mail address

LAEY

Upon successful registration, you can clickmo automatically upload relevant information to the

DOMNS form or you can manually fill it in. Then, click "Save” to save new settings.

3. Click Copy and all the registered information will automatically be uploaded to the corresponding
fields in the DDNS column at the top of the page as seen in the picture.
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— DDNS: Dynamic domain name service
Enable DDMNS:
Provider. | Safe100.net |
Host name: |\-"'uf'I'K.safe‘IU{J.r1et | [*.5afe100.net]
Email: | wiki@vivotek.com |
Key: |nn |
-
— Register
Host name: |\-"'uf'I'K.safe‘IU{J.r1et |
Email: |wtk@'u1votek.com |
Key: |nn | [m
Confirm key: |nn |

To apply for a domain name for the camera, or to modify the previously registered information, fill in

the following fields and then click "Register”.

DDME Registration Result:

[Register] Successfully Your account information has
been mailed to registered e-mail address

EAME

Upon successful registration, you can click copy to automatically upload relevant information to the

DDME form or you can manually fill it in. Then, click "Save™ to save new settings.

4. Select Enable DDNS and click Save to enable the setting.

m CustomSafe100

VIVOTEK offers documents to establish a CustomSafe100 DDNS server for distributors and
system integrators. You can use CustomSafe100 to register a dynamic domain name if your
distributor or system integrators offer such services.

1. In the DDNS column, select CustomSafe100 from the drop-down list.

2. In the Register column, fill in the Host name, Email, Key, and Confirm Key; then click Register.
After a host name has been successfully created, you will see a success message in the DDNS
Registration Result column.

3. Click Copy and all for the registered information will be uploaded to the corresponding fields in
the DDNS column.

4. Select Enable DDNS and click Save to enable the setting.

Forget key: Click this button if you have forgotten the key to Safe100.net or CustomSafe100. Your
account information will be sent to your email address.

Refer to the following links to apply for a dynamic domain account when selecting other DDNS
providers:
m Dyndns.org(Dynamic) / Dyndns.org(Custom): visit http://www.dyndns.com/
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Network > QoS (Quality of Service)

Quality of Service refers to a resource reservation control mechanism, which guarantees a certain
quality to different services on the network. Quality of service guarantees are important if the
network capacity is insufficient, especially for real-time streaming multimedia applications. Quality
can be defined as, for instance, a maintained level of bit rate, low latency, no packet dropping, etc.

The following are the main benefits of a QoS-aware network:
m The ability to prioritize traffic and guarantee a certain level of performance to the data flow.

m The ability to control the amount of bandwidth each application may use, and thus provide higher
reliability and stability on the network.

Requirements for QoS

To utilize QoS in a network environment, the following requirements must be met:
m All network switches and routers in the network must include support for QoS.
m The network video devices used in the network must be QoS-enabled.

QoS models

CoS (the VLAN 802.1p model)

IEEE802.1p defines a QoS model at OSI Layer 2 (Data Link Layer), which is called CoS, Class of
Service. It adds a 3-bit value to the VLAN MAC header, which indicates the frame priority level from
0 (lowest) to 7 (highest). The priority is set up on the network switches, which then use different
queuing disciplines to forward the packets.

Below is the setting column for CoS. Enter the VLAN ID of your switch (0~4095) and choose the
priority for each application (0~7).

— CoS
Enable CoS
WLAN 1D 1
Live video: 0 -
Live audio: [V
Event/Alarm: 0 -
Management: 0 -

If you assign Video the highest level, the switch will handle video packets first.

@ NOTE:

» A VLAN Switch (802.1p) is required. Web browsing may fail if the CoS setting is incorrect.

» Class of Service technologies do not guarantee a level of service in terms of bandwidth and
delivery time; they offer a "best-effort.” Users can think of CoS as "coarsely-grained” traffic
control and QoS as "finely-grained"” traffic control.

» Although CoS is simple to manage, it lacks scalability and does not offer end-to-end guarantees
since it is based on L2 protocol.
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QoS/DSCP (the DiffServ model)

DSCP-ECN defines QoS at Layer 3 (Network Layer). The Differentiated Services (DiffServ) model
is based on packet marking and router queuing disciplines. The marking is done by adding a field
to the IP header, called the DSCP (Differentiated Services Codepoint). This is a 6-bit field that
provides 64 different class IDs. It gives an indication of how a given packet is to be forwarded,
known as the Per Hop Behavior (PHB). The PHB describes a particular service level in terms of
bandwidth, queueing theory, and dropping (discarding the packet) decisions. Routers at each
network node classify packets according to their DSCP value and give them a particular forwarding
treatment; for example, how much bandwidth to reserve for it.

Below are the setting options of DSCP (DiffServ Codepoint). Specify the DSCP value for each
application (0~63).

— Q@oS/DSCP

Enable QoS/DSCP

Live video: |U |
Live audio: 0 |
EventiAlarm: |U |
Management 0 |
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Network > SNMP (Simple Network Management Protocol)

This section explains how to use the SNMP on the network camera. The Simple Network
Management Protocol is an application layer protocol that facilitates the exchange of
management information between network devices. It helps network administrators to
remotely manage network devices and find, solve network problems with ease.

m The SNMP consists of the following key components:
1. Manager: Network-management station (NMS), a server which executes applications that

monitor and control managed devices.

2. Agent: A network-management software module on a managed device which transfers the status
of managed devices to the NMS.

3. Managed device: A network node on a managed network. For example: routers, switches,
bridges, hubs, computer hosts, printers, IP telephones, network cameras, web server, and
database.

Before configuring SNMP settings on the this page, please enable your NMS first.

SNMP Configuration

Enable SNMPv1, SNMPv2c

Select this option and enter the names of Read/Write community and Read Only community
according to your NMS settings.

Enable SNMPv1, SNMPvZe

SHNMPv1, SNMPv2c Settings
Read/\\rite cormmunity: Private

Read anly cormmunity: Fublic

Enable SNMPv3
This option contains cryptographic security, a higher security level, which allows you to set the
Authentication password and the Encryption password.

m Security name: According to your NMS settings, choose Read/Write or Read Only and enter the
community name.

m Authentication type: Select MD5 or SHA as the authentication method.
m Authentication password: Enter the password for authentication (at least 8 characters).

m Encryption password: Enter a password for encryption (at least 8 characters).
Enable SNMPv3

— SNMPv3 Settings
Read/\Write Security name: | Private
Authentication Type:
Authentication Password:

Encryption Password:

Read only Security name:  Fublic
Authentication Type:
Authentication Password:

Encryption Password:
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Security > User accounts

This section explains how to enable password protection and create multiple accounts.

Root Password

Root password

Root password:

Confirm root password:

The administrator account name is “root”, which is permanent and can not be deleted. If you

want to add more accounts in the Manage User column, please apply the password for the “root”

account first.

1. Type the password identically in both text boxes, then click Save to enable password protection.

2. Awindow will be prompted for authentication; type the correct user’s name and password in their
respective fields to access the Network Camera.

Privilege Management

Allow anonymous viewing

Operator: Digital output PTZ control

Viewer: Digital output PTZ control

Digital Output & PTZ control: You can modify the management privilege for operators or viewers.
Select or deselect the checkboxes, then click Save to enable the settings. If you give Viewers the
privilege, Operators will also have the ability to control the Network Camera through the main page.
(Please refer to Configuration on page 138).

Allow anonymous viewing: If you check this item, any client can access the live stream without
entering a User ID and Password.

— Manage user
Account Management Existing user name: —Add new user— E|
User name:
User passwoard:
Confirm user password:
Privilege: Administrator
Administrator

Operator
Viewer

Administrators can create up to 20 user accounts.
1. Input the new user’s name and password.
2. Select the privilege level for the new user account. Click Add to enable the setting.

Access rights are sorted by user privilege (Administrator, Operator, and Viewer). Only
administrators can access the Configuration page. Although operators cannot access the
Configuration page, they can use the URL Commands to get and set the value of parameters. For
more information, please refer to URL Commands of the Network Camera on page 207. Viewers
can only access the main page for live viewing.

Here you also can change a user’s access rights or delete user accounts.
1. Select an existing account to modify.
2. Make necessary changes and click Update or Delete to enable the setting.
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Security > HTTPS (Hypertext Transfer Protocol over SSL)

This section explains how to enable authentication and encrypted communication over
SSL (Secure Socket Layer). It helps protect streaming data transmission over the Internet
on higher security level.

Create and Install Certificate Method

Before using HTTPS for communication with the Network Camera, a Certificate must be created
first. There are three ways to create and install a certificate:

Create self-signed certificate

1. Select this option from a pull-down menu.

2. In the first column, select Enable HTTPS secure connection, then select a connection option:
“HTTP & HTTPS” or “HTTPS only”.

3. Click Create certificate to generate a certificate.

— HTTPS
Enable HTTPS secure connection
= Mode:
® HTTP & HTTPS © HTTPS only
Please wait while the certificate is being
= Certificate: generated...
Certiicate information s ______|
Status: Not installed
method: | Create self-signed certificate =
Country:
State or province: | Asia |
Localty: Asia |
Organization: VIVOTEK inc |
Organization unit: | VIVOTEK.Inc |
Common name: | www. vivotek.com |
Validity: days
Create certificate

4. The Certificate Information will automatically be displayed as shown below. You can click Certifi-
cate properties to view detailed information about the certificate.

Certificate information

Status: Active

method: Create self-signed certificate
Country: ™

State or province: Aszia

Locality: Axzia

Organization: VIVOTEK.Inc

Organization unit: VINOTEK.Inc

Common name: www vivotek.com

Certificate properties Remove certificate
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5. Click Save to preserve your configuration, and your current session with the camera will change
to the encrypted connection.

6. If your web session does not automatically change to an encrypted HTTPS session, click Home
to return to the main page. Change the URL address from “http://” to “https://“ in the address bar
and press Enter on your keyboard. Some Security Alert dialogs will pop up. Click OK or Yes to
enable HTTPS.

https://

2l Network Camera - Microsoft Internet Explorer
File  Edit

ew  Favorites  Tools  Help

GBack - _) \ﬂ @ _h /I__\J Search ‘:?;‘\'( Favatites @} [_'\:v L__\’_,'\_ ﬁ

@’_https:// 92.168.5.151/index.html

Addres

XVIVQ@E!( Mega-Pixel Network Camera

- ES 100%| B3 50% |ES 23t m : - -
VB SR w
~ Manual friggers:

1

2 [on[5E]
MED o

. - t o . ! 1
~ Digital output: 0 P h |

D il iy <
‘[3!1_1 H-1538

»h.
= Package link: {
1: Stereo Tracker 0 E Ny b i

rl_o “fou are about bo view pages over a secuUle connechion.
il

Any information you exchange with thiz site cannot be
viewed by anpone elze on the Web.

i
[ the future, da nak show this warning —-—d
Security Alert Security Information

rir‘"__,l Information you exchange with this site cannot be viewed or r}i‘i Thiz page containg bath secure and nonzecure
?. changed by others. However, there iz a problem with the site's ?. itermns.

zecunty certificate.

=
|

Do pou want to dizplay the nonsecure items?

& The zecurity certificate was issued by a company pou have
not chozen o trust. Wiew the certificate to determine whether
pou want o bugt the certifuing authority,

[ ez H Mo ] [ Mare Info

e The zecurity certificate date iz valid.

& The name on the security certificate is invalid or does nat
match the name of the gite

Do you want to proceed?
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Create certificate request and install

1. Select the option from the Method pull-down menu.

2. Click Create certificate to proceed.

3. The following information will show up in a pop-up window after clicking Create. Then click Save
to generate the certificate request.

< Certificate:
Certificate information
Status: Not installed
Method: Create cerificate request and install IZ|
Country: ™
State or province: Asia
Locality Asia
Organization: VIVOTEK Inc.
Organization unit: VIVOTEK Inc.
Commaon name: www vivotek.com

Create cerificate
Please wait while the certificate is being

4. The Certificate request window will prompt.

— Create certificate request completed

Copy the PEM format request below and send it to a CA for identify validation. After that, you have to install it
by clicking the "Upload™ button on HTTPS page.

— Certificate request {(PEM format)

BEGIN CERTIFICATE REQUEST-———-
MITBszCCARWCAQRIwezELMAKCAI UEBhMCVF cxDTALBgNVBAGTEEFzaWEXDTALEGHY
BRACTBEFzZaWEXFIATE oTIDFZJVkIURU: JLIEVMBMGRIUECXMMVEKIWT1RF
2B TIVOL 3cudml 2b3R1ay5 b2 0wgZEwDOY TEoZ ThvoNAQER
BRADGYOAMICIAOCBALEFSjkjhlCcuOHpd 3£0HUngCEPLQ8zi84HCTbr svhpun/W
ADZJRAYEHShLOwEpmpsMy3crSYtulJuGTbkbLAUHN/ T3 7RAVZAUCOXEvINSAgZISIe
ZpnCIZP¥59Ll244VnhuairewvwR1VHONEixf1odDZUEKmC3UHpNLBES IS TvASAgME
BREgADANEgkghkiGIwlBAQUFAROBgRBdQgpKdUL chwid 1 REnEUSEEMEnBr i KHmQY
rk/iglTELEXPWEBKRLgiS3I4XpFN]AVBUs0LwUOCh/ nyHRScZaZ tEZWiSJhD1ALIFm
IZXNPLIAvCA6220hobqT9e SILEEVL lwClpRXNmoEulgNz dM¥VyzRgd3zoeQuZsSVz
SMxxriluow—

————-END CERTIFICATE REQUEST--————

If you see the following Information bar, click OK and click on the Information bar at the top of
the page to allow pop-ups.

3 HTTPS - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

oBack v e) B @ @ psaarch %Favontas 6 @v %1‘! .“

Address |@ hitp: /{192 1685, 151 fsetup/https.html
Pop-up blocked. To see this pop-up or additional options click here. ..

Home [LIUEMEUETE Language

Lty >HTIPS

System )
Information Bar,

Security Did you notice the Information Bar?
User account The Information Bar alerts you when Intemet Explarer blocks a
pop-up window or file download that might nat be safe. If &

HTTPS Web page daes nol display propeily, lock for the Information
Bar [near the top of your browss]

Access list

[[] Do not shaw this message again

IEEE 802.1x

Network Learn about the Information Bar..
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5. Look for a trusted certificate authority, such as Symantec’s VeriSign Authentication Services, that
issues digital certificates. Sign in and purchase the SSL certification service. Copy the certificate
request from your request prompt and paste it in the CA’s signing request window. Proceed with
the rest of the process as CA’s instructions on their webpage.

¥ Symantec™ Trust Center - Mana... [ E

Help & Support |- Feedback —

(¥/Symantec. Trust Center
____________________________________________________________|
Free Trial 1) Options = 2) Technical Cortact 3= 3) CSR 3= 41 Summary Cl\al-WIlh Us .- i “

Enter Certificate Signing Request (CSR)

Server platform; & Sample CSR Order details
Selactone - e Itec™ SSL Test Certificat
Y TEOMA4 G| JE B O PoZiimaOEdWBaisi ] UEC N UV Evan 54 Symantec est Certificate

o B EEEaAT JERe

R e
e e + Vet period 30 doys
=

R e
i ‘Ei’:‘m“’:aﬁﬁ?éﬁém"“pi?’i.‘&“h”‘“na’e.‘d.?s‘ AT P e

ey ! m7agec " "
Au?ghgnnwvu AL RSO e e Total: (Free Trial) Us $0
el e S A

Paste Certificate Signing Request (CSR): 7]
MIBs|CCARSCAGHYCIELMAKG A1 LEBMC\VFoxDT ALBGNYBAG TREF ZaWWEXDT AL Bahy

BACTBEF zaWWE:F TATBgNYBATDR ZJvkSURUSgSWS]LIEYMBMGA1LEC:MMY KT RF

SyBUbmMuMRC wF QY DY Q0D EwS3d3cuZmUIAMTcyLmhybT CBnz ANBgkahkiGawDBAQEF @Whatisa csR?

ABOBICwG Y kOGYEAZIGTS2vwoZSwLBED ReW+DoekLNLerva2BdHIsglZJ3p5

51Gn+HEQOGNRCDK shbDFQEEIRNGDEGRGhCI ZS RN QT HeqCK Y BEqDXG TG 08 A CBR s generated from your server and is

3AFbGUgrmfXPBuVIIPK CsUTNFILEC/3ik Y OsRF K Q26gymoCF sj0qiSeqpMCAwEA, your server's unique “fingerprint’. The CER

BasAMADGCSqGSh3DOEBEAUA A GBAGHHOK Jcr GRS whD2ZP S bk LIOF TRSGim A includes your server's public key, which

TRiCWBUEr MG ZaNzVECY 318 PNDZpGLYBLOVICY Py +B0s Y SZSB0 HSION enables server authentication and secure
DGO REMMGH U3 H Y 05IMS AMIBC ZSpET 7 sPihNGEF by communication

230t

Meed help generating 2 CSR? ==
---—END CERTIFICATE REQUEST--—-

Total US 10 (Free Trial) < Back Cancel Continue

TRUSTe b4 "
& (Y Norton -

Done &l 2

6. Once completed, your SSL certificate should be delivered to you via an email or other means.
Copy the contents of the certificate in the email and paste it in a texttHTML/hex editor/converter,
such as IDM Computer Solutions’ UltraEdit.

immediately, please dial 866.893.6565 or 650.426.5112 option 3 or send an email to internet-sales@verisign.com

Thank you for your interest in Symantec!

MIIFBDCCA+yQRWIBAQIQFx1Cahn/S5eB51it0WQDOBI zANEgkghkiGOw0BAQUFADCE
yZELMAkGA1UEBhMCVVMAFZAVBQNVBACTD1Z 1cml TaWduL.CBIbmMuMTAWLgYDVRQL
Eyd&b3IgVeVzdCBQdEIwb3N1cyBFbmx SLiAgTmEgYXNZ2dX JhbrN 1 cv4 xQj BABQHV
BASTOVR1cmlzIG9mIHVZZ5BhdCBodHRwez20vL3d3dy52ZXdpc21nbi5]b20vY3Bz
L3R1c3Rj ¥SAoYykwOTELMC3GA1 UEARMKVIVyaVNpZ 2 4gVHIpYWwgl 2V dXJ1 TFN1
cnZlciBDQSAtIEcyMB4XDTEyMDcwMz AwMDAWMFoXDTE yMDgwMj IzNTk10Vowgadx
CzAJBgNVEAYTA] REMQOWCWYDVRRTEWREC2 1 hMQOWCW Y DVQHFAREc21 hMRIWEWYD
VOQKFAXWSVEZEVEVLIEluYy4xFTATBQNVEASUDFZ JVkSURUsgSWS LI EGMDgGRIUE
CHO¥VEVYbXMgh2 YgdEl] IGF0THA3dy52 2% Ipc21nbi5 b2 0vY 3BZL3R1c3R] YShn
¥ykwNTEXMBUGAIUERAxQOd3d3LmZ 10DE 3Mi55b2 0wgZ EwDQY JKoZ ThweNAQEEBQAD
g¥0RMIGJIA0GRANI TEOtr8KGTeC+hAIUYFrgeXZCyTS3aT72 tunRyLEpdl id6e0dR.
p/h+ajhtpIUQg5CT7 INwkUBBCEFp/ Q4 x I FBoQpWUgS0Z 0GR/ gqgimARK] LxsxkFH/R
Wx1IKSnlzwkloCDygrFEZRSCMvI45GDrEbRSkNuoMpaAhXo0Ko OnggTAgMBARG]

QgUEEMIIBITAZEgNVHREEE] AQog53d3cuZml4MI cyLmNvbTAJEQNVERMEL J ABAMALG
R1UdDwEB/wQEAWIFoDBDBgNVHR2EPDAEMDigNgROh] JodHRWO18vI1ZSVHIpY Wt
RzItY¥3JslnZlcmlzaWdulmvb59TV1JUcmlhbEcyLmNybDEKEQNVHESAEQZEEMDEG
CmCGSAGG+EURBXTWMT AvBggrBgEFBEQcCARY § aHR0 cHMALy 9 3d 3cudriVyaipZ24u
¥29tL2NweyI0ZENOY 2EWHQYDVRO1BEYWEAY IKWYBBQUHAWEGCCaGAQUFBWMCMBEG
R1UdIw)YMBaAFCoXE4q91qK] 3AY st 7a02hBnY 7 IMEQGCCGAGUFEWEREGWE Ak
BggrBgEFBQowAYYYaHROcDovL29] c3AudnVyaXNpZ 24u¥29tMD4GCCaGAQUFBZAC
hjJodHRwOiEvUlZSVHEIpYRwtRzItYWlhLnZ loml zaWduloivb 39TVl JUcmlhbEcy
LmN1ciANBgkahkiGOw0BAQUFAROCRQERTRUHTFnIae/X7162/ 22r9ZEKNLESEQSD
@aNcEawixSclZ9Fp3kzEKvpeICLFSMbrOPGIPal LFXAEUITr SN1SCoXRR1AIWpl2

qVSbDExgVMRX9T Trd2olRzms61feM5Ttub3Qc2Tu3pieAKbAH/ T+x+0] GOEVE3zZ

cPaShn/gcapKcqlXvHycwHeCWNERQo3Gci368qkPzasvToErbnLhupj dxUESGExU
IM13CErAtQZviRad]l fIQYSTgS0Ng2mA SghdEuKTnhCHIwWwgOxBuce ITE3ITPKTO

meCo¥YpntblgmFty] 9EvgIUdceYZImn2B0gScSq3iZARPH/ glf /[ EeGg=—
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7. Open a new edit, paste the certificate contents, and press ENTER at the end of the contents to
add an empty line.

@ [Edit1*] - UltraEdit i [=] ]
File Edt Search Insett Project View Format Column Macro Scriphing  Advanced  Window Help
meMBEE SERN E|E B8R BEEEEEE I EA®| @3
=3
=
fr
-]
=
rier = =10l x| i
. =1
B w W W B S o S S B =
=G 18 |CmCGEAGG+EUTBEXUwHT AVEgOrEgEFEQeCARY JaHROCHMAL Y 3d5cudmVyaXlNp Z2 4u
= 19| Y29CLEZNweyI0 ZENO Y2 EWHQYDVRO 1EEYWF AY IKwTEEQUHAWE GCCSGAQUFEWHCMESG =
o E . 20 |A1UdIWQTMEaLF CgXE4qo 1K 13 A¥at 7a02 hBmTGT LMHQGCCaGLOUF BWEBEGoWE ] Lk =
E:;"‘fr : 21 |BggrBYEFEOCwAYTYaHR0cDovLE 9] c3 AudnWyailp 22 4uT2 St HD4GCCsGAOUF Bz AC 5
CCounks
2z |hjJodHRwOiGvT1Z3VHIpTUwt Rz It ¥WlhlnZleml zaldulnvh 39TV 1JUcimlhbhEcy E
2% | LM 1o j ANBgkghkiGowiBAQUF AROC AQEATxuH?Fnlas/ X7T6z/ 22r 9zEKhLESEQSp 2
24 (gaNctswinScl Z9Pp3keERvp 6TCLP S MhrOPGIPa lLF x AEUITe 3 WIS CoXUR LA Wp 12
25 gV ShDExgWHT= ST rd2 oURE jis 6 if o MS Toub3 Qo2 Tul pWe AFLAH/ U+x+oGOEVES = |
26 |ePaShn/ geapKeg0ivHyc wHe CUNSROgsGe i3 65gkPeasvioErbnLhup jdx UESGExu Lgo
= 27 [3ML3CEr ALQEv1Radlf QTS TS ONg2 mASghdEuETnhC HUlvwgOxNEuce IIS3 ITPKTOD =
4 Name Date modifiec X X X [
2o |mECoTpnthlgwF ty ) 9Evg IUde 6 T2 Imn2 BOgqScS5q3 iZARPH gi/ / EeGg== @
28 [———— ENI' CERTIFICATE-————
a0| _
=
=
r
=
o
=
o
- 8
4 I »
< | i =

8. Convert file format from DOS to UNIX. Open File menu > Conversions > DOS to Unix.
=lofx|

File Edit Search Insert Project View Format Column Macro  Scripting  Advanced Window Help

[ tew Gt BT RER EEEE OB @S
& Open... Chl+-O
% Quick Open... Chr+0) @
Close =
-]
05 Closs Al Flles Chel+Shift+F4 2
@ Close All Files Except This %
¢ o
FIP{Telnet v I L S ) L S L A . | L W] LA . P . =
= GEAGG+HEUBExUwHMTAYVEygrBgEFEQuCARY jaHROcHMELy93d3 cudVyaXNp Z2 4u
& Revert to Saved CLZNweyI0 ZEN0 Y2 EwHQYDVEDIBEYwEF AY IKw TEBQUHAWE GC CsGAQUFEwHCMESG =
IwQTHEaAF CgXE4o9 1K1 AYst 7a02 hBn Y67 IMHQGCCsGAQUF BwEBBGywE S Ak =
B save ks rEgEFEQewAYTYaEROeDovL2 0 el AudnWyaip 22 4u¥2 0eHD4GCCsGAQUFBLAC g
E Save As... Fiz odHRwOi8vT1Z3VHEIpTwt Rz It Y1 hLnZ leml ealdulnlvh 38TV 1 Ul hbEcy E
% Save All Al+F12 1o ANBgkahkiGOwOBAQUFALOC AQEATuH?Fnlae/ X7T6e/ z2r 92 EKWLESEQSp &
E‘ i Salaction £ c8swikSelIoPpikeERvp 6TCLPSMbrOPGIPalLFxAEUITES WISCoXWRLIAIUp 12
- - - b ERgWMTOT7rd2 oURz jms 6 ifeMETEwo3 Qo2 Tul pWe kb AH/ T+x+0jGOEVEI = ]
% (st Shn/ goapKeg0ivHyc wHe CNERQg=sGe 13 68gkPzssvioErbnLhup Jdx UESGExu Lgn
Encryption p PCEXrACQZviRadlfJOYSTI0NgZmASghdEuKTnhCHUwyqOXxNEuce IIS3 ITPKYD ?
| ; TpnthlonFtyi9EvgIUdesYEInn2 BOgSeSqg3 iZARPHS gi/ / XeGg== @
= Benemer __END CERTIFTCATE-————
(& Compare... AlE+F11 =
Sotk 3 E
£5 UNINMAC o DOS =
o
Special Functions » B DOS to MAC EE
il
Print... Chrl+P -
Print All Files % EBCDIC ko ASCIT —
Print Preview % ASCII ko EBCDIC
Print Setup/Configuration 3 qg OEM ko ANST
E Favarite Files... Chrl+Shift+F % ANST ko OEM
(gmnt s » 5 ASCIIto Unicode
Recent Projects/\WorkSpace Y B (T bo Unicode
B e ™ Uricode b A5CIL
r
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9. Save the edit using the “.crt” extension, using a file name like “CAcert.crt.”

ocuments and Settings' eric.luDesktop' EditZ.crt*] - UltraEdit
File Edit Search Insett Project Miew Format Column Macro  Scripting  Adwanced ‘Window Help

e aE SERE (] [|E| @ | &£ O | |2 dREEIEEEE

Save in: @Desktnp j o @ [-? '

) My Documents E’UItraCUmpare
9 My Computer @UItraEdit
=

Pro]ectl Open  Explarer ILists I

Filter: I *E i"?

B * My Metwork Places & WIVOTEK
= o Adobe Reader 3 [ BlackholePt: R (fiih Blackhole)
I D.: k4 FileZilla Client () Mew Folder
g E % Google Chrorne m 44
Hetwark ] Instalation Wizard 2 @45
FTP Accounts o LiveClient

46
McAfes Security Scan Plus 802. 13

o QuickTime Player access_alert
L RealPlayer @activeXJlugin
L) Teamviewer 6 @actlveXJluglnl

A Mame I Date modifiec

i

File name: ICAcarl.crt Save I
Save as lype: IAII Files, [".%) Cancel |

Ll L 1

Line Terminator: IDEfaLI"Z

Farmat: IDeFauIt

Kl

Leave as "Default” far normal use, or change i
CONYErSION on Save required,

ADS Stream: I j

(it Data Stream is only: For files on MTFS drives)

4

H 4 b M 1 2 [N | |
EOHMAE G EEEEEE EfwmEmBM OB DGR, OGEE S [y

10. Return to the original firmware session, use the Browse button to locate the crt certificate file,
and click Upload to enable the certification.

R ONEW DEFRATION OF HD Home Client settings ELulMedlLE Language
Security > HTTPS

System — HTTPS
Media [¥ Enahble HTTPS secure connection
Network = Mode:
i & HTTP & HTTPS  HTTPS only
User accounts e Certificate:
HTTPS Certificate information
Access list Status: ‘Waiting for certificated
IEEE 802.1x Select certificate file: C\Documents and Se ?Emwse..é| Upload |
PTZ Method Create cerificate request and install
Event Country: T
. State or province: Asia
Applications
Laocality: Asia
Recording Organization: VIVOTEK Inc
Local storage Organization unit: VIVOTEK Inc
Comrmon harne: whai ivotek com

| Basic mode | Remove certificate |
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11. When the certifice file is successfully loaded, its status will be stated as Active. Note that a
certificate must have been created and installed before you can click on the “Save"
button for the configuration to take effect.

— HTTPS

v Enable HTTPS secure connection

= Mode:

@ HTTP & HTTPS ¢ HTTPS only

w Cerificate:

Certificate information

Status: Active

Method: Create cedificate request and install
Coauntry: T

State or pravince: Asia

Locality: Asia

Organization: WIVOTEK Inc.

Organization unit: YIVOTEK Inc.

Comman name: whner vivotek.com

Certificate properties Remaove cerificate |

Save |

12. To begin an encrypted HTTPS session, click Home to return to the main page. Change the
URL address from “http://” to “https://“ in the address bar and press Enter on your keyboard.
Some Security Alert dialogs will pop up. Click OK or Yes to enable HTTPS.

Security Alert X Security Information
rfo ‘f'ou are about to view pages over a secure connection. r-'\"l This page containg both secure and nonsecure
o] i i o W tems
A_ny infarmation you exchange with this site cannot be .
vigwed by anpone else on the \Web. Do you want o display the norsecure tems?

[T 1In the future, do not shaow this warning

[ ok “ More Info ] E ‘ez ” Mo J[ Mare Info ]

Security Alert |X|

i Information you exchange with this site cannat be viewed ar
? changed by others. However, there iz a problem with the site's
; zecunty certificate.

& The zecurity certificate was izsued by a3 company you have
not chosen bo trust, Wiew the certificate to determineg whether
you want b trust the certifying autharity.

a The gecurity certificate date iz valid.

The name on the securnty certificate iz invalid or does not
match the name of the site

Do pou want to proceed?

[ Yes J E Mo i ['V'iew Certificate J
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Security > Access List

This section explains how to control access permission by verifying the client PC’s IP
address.

General Settings

Maximum number of concurrent streaming: 10[+] | Connection management |

|' General settings

Maximum number of concurrent streaming connection(s) limited to: Simultaneous live viewing for
1~10 clients (including all video streams). The default value is 10. If you modify the value and click
Save, all current connections will be disconnected and automatically attempt to re-link (IE Explorer
or Quick Time Player).

View Information: Click this button to display the connection status window showing a list of the
current connections. For example:

IP address Hapsed time User ID
Il 172.16.2.53 00:00:05

- 192.168.4.104 01:49:35

Refresh Add to deny list Disconnect Cloze

Note that only consoles that are currently displaying live streaming will be listed in the View
Information list.

m |IP address: Current connections to the Network Camera.
m Elapsed time: How much time the client has been at the webpage.

m User ID: If the administrator has set a password for the webpage, the clients have to enter a
user name and password to access the live video. The user name will be displayed in the User
ID column. If the administrator allows clients to link to the webpage without a user name and
password, the User ID column will be empty.

There are some situations that allow clients access to the live video without a user name and

password:

1. The administrator does not set up a root password. For more information about how to set up
a root password and manage user accounts, please refer to Security > User account on page
178.

2. The administrator has set up a root password, but set RTSP Authentication to “disable”. For
more information about RTSP Authentication, please refer to RTSP Streaming on page 169.
3. The administrator has set up a root password, but allows anonymous viewing. For more

information about Allow Anonymous Viewing, please refer to page 178.
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m Refresh: Click this button to refresh all current connections.

m Add to deny list: You can select entries from the Connection Status list and add them to the
Deny List to deny access. Please note that those checked connections will only be disconnected
temporarily and will automatically try to re-link again (IE Explorer or Quick Time Player). If you
want to enable the denied list, please check Enable access list filtering and click Save in the
first column.

m Disconnect: If you want to break off the current connections, please select them and click this
button. Please note that those checked connections will only be disconnected temporarily and
will automatically try to re-link again (IE Explore or Quick Time Player).

Filter
Enable access list filtering: Check this item and click Save if you want to enable the access list
filtering function.

Filter type: Select Allow or Deny as the filter type. If you choose Allow Type, only those clients
whose |IP addresses are on the Access List below can access the Network Camera, and the others
cannot. On the contrary, if you choose Deny Type, those clients whose IP addresses are on the
Access List below will not be allowed to access the Network Camera, and the others can.

— Filter

Enable access list filtering
Filter type: ) Allow @ Deny

IPv4 access list

IPv6 access list

Then you can Add a rule to the following Access List. Please note that the IPv6 access list column
will not be displayed unless you enable IPv6 on the Network page. For more information about
IPv6 Settings, please refer to Network > General settings on page 161 for detailed information.
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There are three types of rules:
Single: This rule allows the user to add an IP address to the Allowed/Denied list.
For example:

Filter address

Rule:
IP address: 192.168.2.1

ok || cancel |

Network: This rule allows the user to assign a network address and corresponding subnet mask to
the Allow/Deny List. The address and network mask are written in CIDR format.
For example:

Filter address

Rule:  Metwork [=]

Metwork address / Network mask: | 192 168.2.0 | i |24 |

ok ][ cancel |

IP address range 192.168.2.x will be bolcked.

If IPv6 filter is preferred, you will be prompted by the following window. Enter the IPv6 address and
the two-digit prefix length to specify the range of IP addresses in your configuration.

PAdd ipvb filter list

Filter address

Metwork address / Metwork mask: | | ! | |

| ok [ cance |

Range: This rule allows the user to assign a range of IP addresses to the Allow/Deny List.
Note: This rule only applies to IPv4 addresses.
For example:

Filter address

Rute:

IP address - IP address: | 102 168.2.0 | - | 192.168.2.255| |

ok || cancel |

Administrator IP address

Always allow the IP address to access this device: You can check this item and add the
Administrator’s IP address in this field to make sure the Administrator can always connect to the
device.

Always allow the IP address to access this device |

|’ Administrator IP address
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Security > IEEE 802.1X

Enable this function if your network environment uses IEEE 802.1x, which is a port-based network
access control. The network devices, intermediary switch/access point/hub, and RADIUS server
must support and enable 802.1x settings.

The 802.1x standard is designed to enhance the security of local area networks, which provides
authentication to network devices (clients) attached to a network port (wired or wireless). If all
certificates between client and server are verified, a point-to-point connection will be enabled; if
authentication fails, access on that port will be prohibited. 802.1x utilizes an existing protocol, the
Extensible Authentication Protocol (EAP), to facilitate communication.

m The components of a protected network with 802.1x authentication:

' e —

Supplicant . Authenticator Authentication Server
(Network Camera) (Network Switch) (RADIUS Server)

. Supplicant: A client end user (camera), which requests authentication.
. Authenticator (an access point or a switch): A “go between” which restricts unauthorized end

users from communicating with the authentication server.
3. Authentication server (usually a RADIUS server): Checks the client certificate and decides

whether to accept the end user’s access request.

N =~

m VIVOTEK Network Cameras support two types of EAP methods to perform authentication: EAP-
PEAP and EAP-TLS.

Please follow the steps below to enable 802.1x settings:

1. Before connecting the Network Camera to the protected network with 802.1x, please apply
a digital certificate from a Certificate Authority (i.e., your network administrator) which can be
validated by a RADIUS server.

2. Connect the Network Camera to a PC or notebook outside of the protected LAN. Open the
configuration page of the Network Camera as shown below. Select EAP-PEAP or EAP-TLS as
the EAP method. In the following blanks, enter your ID and password issued by the CA, then
upload related certificate(s).

— |EEE 802.1x

Enable IEEE 802.1x

EAF method: EAP-PEAP (v

|dentity:

Fassword:

CA certificate: [ Browse.. [ Upload
Status: nofile Femove
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— IEEE 802.1x

Enable 8302.1x

EAP method: EAPTLS v|

|dentity:

Private key passord:

CA certificate: | [ Browse.. || Upload

Status: nofile Remaove
client certificate: | [ Browse.. || Upload
Status: nofile Remaove
Client private key: | [ Browse.. || Upload
Status: nofile Remaove

3. When all settings are complete, move the Network Camera to the protected LAN by connecting
it to an 802.1x enabled switch. The devices will then start the authentication automatically.

ﬁ NOTE:

P The authentication process for 802. 1x:

1. The Certificate Authority (CA) provides the required signed certificates to the Network Camera
(the supplicant) and the RADIUS Server (the authentication server).

2. A Network Camera requests access to the protected LAN using 802.1X via a switch (the
authenticator). The client offers its identity and client certificate, which is then forwarded by the
switch to the RADIUS Server, which uses an algorithm to authenticate the Network Camera and
returns an acceptance or rejection back to the switch.

3. The switch also forwards the RADIUS Server's certificate to the Network Camera.

4. Assuming all certificates are validated, the switch then changes the Network Camera’s state to
authorized and is allowed access to the protected network via a pre-configured port.

Certificate Authority
(CA)

Certificate Certificate

. \',/ o -_o_. j.

VIVOTEK |:> Network Switch RADIUS Server

Network Camera

Protected LAN
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Applications > DIl and DO

— Digital input
Normal status: (@ High O Low
Current status: High

Digital output

Mormal status: (@) Open () Grounded

Current status: Open

Connect DI or DO devices to the camera's terminal block, the camera will automatically detect
the current connection state as pulled-high or pulled-low. You may then define the triggering
condition.

Digital input: Select High or Low as the state of the signal to define the "Normal status" for the

digital input. Connect the digital input lines to the Network Camera, and the camera will report
the current status.

Digital output: Select Grounded or Open as the state of the signal to define the "Normal status"
for the digital output. Connect the digital output lines to the Network Camera, and the camera
will display the current status.
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Package management
(VADP, VIVOTEK Application Development Platform)

Status || License
— Upload packag
Selectfile Upload

— Resource status

« CPU Siatus:

CPU loading: 100 %
w Storage status:

Storage size: 155284 KByles Free size: 114616 KBytes
W Memory status:

Total size: 122920 KByies Free size: 42552 KBytes

—— Package list
Module name Vendor Version  Status  License [l I
@] Stereo Tracker VIVOTEK 1.0 ON NiA [= I
[ Start I Stop

Users can store and execute VIVOTEK's or 3rd-party software modules onto the camera's
flash memory or SD card. These software modules can apply in video analysis for
intelligent video applications such as license plate recognition, object counting/tracking, or
as an agent for edge recording, etc.

* Once the software package is successfully uploaded, the module configuration (vadp.
xml) information is displayed. When uploading a module, the camera will examine
whether the module fits the predefined VADP requirements. Please contact technical
support or the vendor of your 3rd-party package for the parameters contained within.

* Users can also run VIVOTEK's VADP packages as a means to access updated
functionality instead of replacing the entire firmware.

* Note that for some cameras the flash is too small to hold VADP packages. These
cameras will have its "Save to SD card" checkbox selected and grayed-out for all time.

* The file system of SD card (FAT32) does not support soft (symbolic) link. It will return
failure if your module tries to create soft links on SD card.

To utilize a software module, acquire the software package and click Browse and Upload
buttons. The screen message for a successful upload is shown below:

: Starting VADP upload procedure, please wait a moment...
Uploading new module: Hello World / ABC
Update configuration...
. Reloading configuration httpd: .
| Upload VADP package successfully
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To start a module, select the checkcircle in front, and click the Start button.

— Module list
Module name Vendor Version Status  License
] Hello World ABC 3824 ol yes
| stat | stp |

If you should need to remove a module, select the checkcircle in front and then click the
Stop button. By then the module status will become OFF, and the X button will appear at
the end of the row. Click on the X button to remove an existing module.

— Maodule list
Module name Vendor Version Status  License
) Hello World ABC 3824 Off yes
| stat ||  stp |

When prompted by a confirm message, Click Yes to proceed.

O Do you want to delete the VADP module?

Note that the actual memory consumed while operating the module will be indicated on the
Memory status field. This helps determine whether a running module has consumed too
much of system resources.
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Online Registration

Software package may require a license key. Follow the below procedure for applying a
license key.

Already a VVTK member
= 0Or -
login to VVTK website

Download
package from
website

VIVOTEK web
site

Website registration
upload

package to
camera

Apply for VVTK member
or login to VVTK website

Already have a
license key

Upload Execute

. a. Select a package name
license key package packag

b. Enter your Email addr.
) c. Camera VADP number
No license key

A license key is delivered
via Email.

App:(y e Online
package Registration

Save license key
Go to VIVOTEK

website

from mail box
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On the License page, use the Manual or Automatic option to register and activate the
license for using VIVOTEK's VADP modules. The Automatic method requires an Internet
connection.

Without Internet connection, you should acquire the license key elsewhere, and manually
upload to the network camera.

Follow the onscreen instruction on VIVOTEK's website for the registration procedure.

— Manual License

To receive a license key for WADP application, go to httpaiwww vivotek.com and join the WWTk
member. This device's VADF number is:

BhMTIRE=0dGU1FIVEQJRFacBsacoRs7gd PRI

Selectfile Mafile selected.

User's Manual - 195




VIVOTEK

Stereo Tracker - the Embedded VADP Module

Vi
+ Refer to page 43 for the contents of Stereo Tracking and Counting configuration.

+ The Event trigger and DI/DO configuration can also be accessed from the Stereo
Tracker configuration pages.
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Recording > Recording settings

This section explains how to configure the recording settings for the Network Camera.

Recording Settings

Insert your SD card and click here to test

— Recording settings

HName  Status Sun Tue Wed Thu Fri Sat Time Source Destination Delete

sptes

Mote: Before setup recording, you may setup network storage via NAS server page

J NOTE:

» Please remember to format your SD card via the camera’s web console (in the Local storage .
SD card management page) when using it for the first time. Please refer to page 202 for detailed
information.

Recording Settings

Click Add to open the recording setting window. On this page, you can define the adaptive recording,
recording source, recording schedule, and recording capacity. A total of 2 recording settings can be
configured.

Recording name: video
Enable this recording

With adaptive recording

Pre-event recording: 5 seconds [0~9]
Post-event recording: 5 seconds [0~10]
Priority:
Source: | Stream 1 [« |
 Trigger
P — @ Schedule e

Sun Mon Tue [¥] Wed [¥] Thu Fri Sat
l Time

@ Always

2. Destination © From 0000 to 2400 | [hmm]

) Metwork fail

I Mote: To enable recording notification please configure Event first |

close || Save

4

m Recording name: Enter a name for the recording setting.
m Enable this recording: Select this option to enable video recording.

m With adaptive recording:

Select this option will activate the frame rate control according to alarm trigger.
The frame control means that when there is a triggered alarm, the frame rate will raise up to the value
you’ve configured on the Video quality page. Please refer to page 159 for more information.
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If you enable adaptive recording and enable time-shift cache stream on Camera A, only when an event
is triggered on Camera A will the server record the full frame rate streaming data; otherwise, it will only
request the | frame data during normal monitoring, thus effectively saves bandwidth and storage space.

NOTE:
o oar=To o] Y4
%- t’ ] j 4 » To enable adaptive recording, please make sure
you've set up the trigger source such as Motion
) ) Detection, DI Device, or Manual Trigger.
£ 0g0 Lell4 “
|frame -—> Full frame rate -—-> | frame » When there is no alarm trigger:
Bandwidth - JPEG mode: record 1 frame per second.
A o ) ) - H.264 mode: record | frame only.
Activity Adaptive Streaming
for Dynamic Frame Rate Control . . . i
» When the | frame period is >1s on Video settings
page, firmware will force decrease the | frame
period to 1s when adaptive recording is enabled.
Continuous recording Time ’

The alarm trigger includes: motion detection and DI detection. Please refer to Event Settings on page 198.
m Pre-event recording and post-event recording
The Network Camera has a buffer that temporarily holds data up to a certain limit. Enter a number to
define the duration of recording before and after a trigger is activated.

m Priority: Select the relative importance of this recording (High, Normal, or Low). Recording with a higher
priority setting will be executed first.

m Source: Select a video stream as the recording source.

ﬁ NOTE:

» To enable recording notification please configure Event settings first . Please refer to page 198.

Please follow the steps below to set up the recording.

1. Trigger
Select a trigger source.
r Trigger
@ Schedule
Sun Mon Tue Wed Thu Fri Sat
Time
@ Always
© From 00:00  to 2400 | [hhcmm]
) Network fail

m Schedule: The server will start to record files on the local storage or a networked attached storage
(NAS).

m Network fail: Since network fail, the server will start to record files on the local storage (SD card).
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2. Destination
You can select the SD card or network attached storage (NAS) for the recorded video files. If you have
not configured a NAS storage, see details in the following.

prrey
Source:
— Destination
+. Trigger Destination:
Capacity:
@ Entire free space
: () Reserved space: Mbytes
2 (T Enable cyclic recording
ing file nt
Maximum duration: minutes [1~30]
Maximum file size: MB [100~900]
File name prefix: l:l

Note: To enable recording notification please configure Event first

NAS server

Click Add NAS server to open the server setting window and follow the steps below to set up:
1. Fill in the information for your server.

For example:
Destination: sp
—
J Add NAS server
| 3
Server name: |NAS Network anr9$n path
2. Destination -~ (\server name or IP address\folder name)

— Server type

1 @ Network storage

Network storage location: | 11192.168.5.12INAS |

(For example: Wmy_nas\disk\folder)

“ﬂ
Password: Wv‘

N\
2 A
S b \
N

User name and password for your server

2. Click Test to check the setting. The result will be shown in the pop-up window.

A http:/192.168.5.151/cgi-binfadminttestserver... [= |01 [[X]

A hitp:/192.168.5.151/cgi-binfadmin/testserver... [= ||1/[X]

Mount successfully. Thanles Ifeunt faled.

a = T T @ .:E| & Done D Intemet
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If successful, you will receive a test.txt file on the network storage server.
X

wv [ wi0.22.22.2250 B

Organize v  Search active deectory  Network and Sharing Center  Yiew remote printers

W Favorkes

B Desktop

8 Dowrloads
| Recent Places

A Ubraries
E] Documents
o Music
B videos B test - Notepad

File Edit Format View Help
18 Computer |[[nOTIFICATION]The Result of server Test of your IP Cameral

€ Network

3. Enter a server name.
4. Click Save to complete the settings and click Close to exit the page.

Recording name:
Enable this recording
With adaptive recording (Help)
Pre-gvent recording: 5 seconds [0~9]
Post-event recording: 5 seconds [0~10]
Priority
Soure

~ DA

Destination: Nag [«
1. Trigger
Capacity:

@ Entire free space

() Reserved space: 100 Wbytes

2. Destination -
Enable cyclic recording

Recording file management
Maximum duration: | { minutes [1~30]
Maximum file size: 100 MB [100~500]

File name prefix:

Note: To enable recording netification please configure Event first

m Capacity: You can choose either the entire free space available or limit the reserved space. The
recording size limit must be larger than the reserved amount for cyclic recording.

m Enable cyclic recording: If you check this item, when the maximum capacity is reached, the oldest file
will be overwritten by the latest one. The reserved amount is reserved for the transaction stage when
the storage space is about to be full and new data arrives. The minimum for the Reserved space must
be larger than 15 MegaBytes.

m Recording file management: You can manually assign the Maximum duration and the Maximum
file size for each recording footage. You may need to stitch individual files together under some
circumstances. You may also designate a file name prefix by filling in the responsive text field.

m File name prefix: Enter the text that will be appended to the front of the file name.
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If you want to enable recording notification, please click Event to configure event triggering
settings. Please refer to Stereo Tracker > Configurations > Event settings on page 100 for more
details.

When completed, select Enable this recording. Click Save to enable the setting and click Close
to exit this page. When the system begins recording, it will send the recorded files to the network
storage. The new recording name will appear in the drop-down list on the recording page as shown
below.

To remove a recording setting from the list, select a recording name from the drop-down list and
click Delete.

Recording settings
Name Status Sun Mon Tue Wed Thu Fri  Sat Time Source Destination  Delete
recording OM Vv %V OV W WV %V WV 00:00~24:00 stream HAS

Add SD test

m Click recording (Name): Opens the Recording Settings page to modify.

m Click ON (Status): The Status will become OFF and stop recording.

m Click NAS (Destination): Opens the file list of recordings as shown below. For more information
about folder naming rules, please refer to page 111 for details.

[] B 20150110
[] 3 20150111
[ 20150112

[ Delete | [ Deleteall |
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Local storage > SD card management

This section explains how to manage the local storage on the Network Camera. Here you can
view SD card status, and implement SD card control.

) NOTE:

* The latest firmware release supports mod.sdp that supports the playback of video recorded
in the SD card. The playback speed is configurable [playspeed=n, n=(0.1~10.0)]. The default
speed is 1. Please refer to the URL command for more information.

SD card staus
This column shows the status and reserved space of your SD card. Please remember to format the SD
card when using for the first time.

— SD card status

5D card status:| Detached —— no SD card

Total size: 0 KBytesFree size:0 KByles

Used size:0 KByteslse (%) 0 %

Format
— SD card status
3D card status: Ready
Total size: 7810152 KBytes Free size: TGE02048 KBytes
LUsed size: 208104 KBytes Use (%): 2 665 %

SD card format

The Linux kernel EXT4 file system format applies to SD card larger than 32GB. However, if EXT4 is
applied, the computers running Windows will not be able to access the contents on the SD card.

SD card control

— SD card control

Enable cyclic storage
Enable automatic disk cleanup

Maximum duration for keeping files: 7 days

m Enable cyclic storage: Check this item if you want to enable cyclic recording. When the maximum
capacity is reached, the oldest file will be overwritten by the latest one.

m Enable automatic disk cleanup: Check this item and enter the number of days you wish to retain a file.
For example, if you enter “7 days”, the recorded files will be stored on the SD card for 7 days.

Click Save to enable your settings.
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Local storage > Content management

This section explains how to manage the content of recorded videos on the Network Camera. Here you
can search and view the records and view the searched results.

Searching and Viewing the Records
This column allows the user to set up search criteria for recorded data. If you do not select any criteria
and click Search button, all recorded data will be listed in the Search Results column.

— Searching and viewing the records

“ File attibutes
Trigger typs: System boot Racording notify Motion
Digital input Matwark fail Perodically

Manual triggars Tamparing detaction

Media type: Video clip Snapshot Text
Locked: Lockad Unlockad
Backup: Backup

“ Triggertime
From: Date Time
to: Diate Time

(yyyy-mm-dd} {hh:mm:ss)

Search

m File attributes: Select one or more items as your search criteria.
m Trigger time: Manually enter the time range you want to search for contents created at a specific point
in time.

Click Search and the recorded data corresponding to the search criteria will be listed in Search Results
window.

) NoOTE:

» It is recommended to turn OFF the recording activity before you remove an SD card from the
camera.

» The lifespan of an SD card is limited. Regular replacement of the SD card can be necessary.

+ Camera filesystem takes up several megabytes of memory space. The storage space cannot
be used for recording.

* Using an SD card that already contains data recorded by another device should not be used
in this camera.

* Please do not modify or change the folder names in the SD card. That may result in camera
malfunctions.
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Search Results

The following is an example of search results. There are four columns: Trigger time, Media type,
Trigger type, and Locked. Click ~ to sort the search results in either direction.

Numbers of entries displayed Enter a key word to filter the
on one page search results
— Search results
Search:
Trigger time Media Type Trigger type Locked Backup
2014-01-14 Video clip Periodically No No
10:26:37
2014-01-14 Video clip Periodically No No
102737
2014-01-14 Video clip Periodicallyr Mo No
10:28:37
2014-01-14 Video clip Periodicallyr Ho No
10:2%:37
2014-01-14 Video clip Periodically Mo No

m View: Click on a search result which will highlight the selected item in purple as shown above.
Click the View button and a media window will pop up to play back the selected file.
For example:

2015/11/15 10:40:03
i o i

190] H=1538

[87] H=1577] 186] H=1533
W

[77) H=1670)

[84] H=17501563
9] H=1564
[86] H=1341

‘:’_; -f% :

Click to adjust the image size

m Download: Click on a search result to highlight the selected item in purple as shown above. Then
click the Download button and a file download window will pop up for you to save the file.

m JPEGs to AVI: This functions only applies to “JPEG* format files such as snapshots. You can

select several snapshots from the list, then click this button. Those snapshots will be converted
into an AVI file.
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m Lock/Unlock: Select the desired search results, then click this button. The selected items will become
Locked, which will not be deleted during cyclic recording. You can click again to unlock the selections.

For example' — Search results
Trigger time Media Type Trigger type | Locked | Backup
2014-01-14 Video clip Periodically No No
10:268:37
2014-01-14 Video clip Periodically No No
102737
2014-01-14 Video clip Periodicalhy Mo No
10:28:37
2014-01-14 Video clip Periodically No No
10:29:37
2014-01-14 Video clip Periodically No No
10:30:37
2014-01-14 Video clip Periodically No No
1003137
2014-01-14 Video clip Periodicalhy Mo No
10:32:37 Click t itch
ICK to switc
Showing 71 to 30 of 30 antriss |“ | pages

m Remove: Select the desired search results, then click this button to delete the files.
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Appendix
URL Commands for the Network Camera

1. Overview

For some customers who already have their own web site or web control application, the Network
Camera/Video Server can be easily integrated through URL syntax. This section specifies the
external HTTP-based application programming interface. The HTTP-based camera interface
provides the functionality to request a single image, control camera functions (PTZ, output relay
etc.), and get and set internal parameter values. The image and CGl-requests are handled by the
built-in Web server.

2. Style Convention

In URL syntax and in descriptions of CGl parameters, text within angle brackets denotes content
that is to be replaced with either a value or a string. When replacing the text string, the angle
brackets should also be replaced. An example of this is the description of the name for the server,
denoted with <servername> in the URL syntax description below, that is replaced with the string
myserver in the URL syntax example further down in the page.

URL syntax is denoted with the word "Syntax:" written in bold face followed by a box with the
referenced syntax as shown below. For example, name of the server is written as <servername>
and is intended to be replaced with the name of the actual server. This can either be a name,
e.g., "mywebcam" or "thecam.adomain.net" or the associated IP number for the server, e.g.,
192.168.0.220.

Syntax:

http://<servername>/cgi-bin/viewer/video.jpg

Description of returned data is written with "Return:" in bold face followed by the returned data in a box. All
data is returned in HTTP format, i.e., each line is separated with a Carriage Return and Line Feed (CRLF)
printed as \r\n.

Return:

HTTP/1.0 <HTTP code> <HTTP text>\r\n

URL syntax examples are written with "Example:" in bold face followed by a short description and a light
grey box with the example.

Example: request a single snapshot image

http://mywebserver/cgi-bin/viewer/video.jpg
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3. General CGI URL Syntax and Parameters

CGI parameters are written in lower-case and as one word without any underscores or other separators. When the

CGI request includes internal camera parameters, these parameters must be written exactly as they are named in

the camera or video server. The CGIs are organized in functionally-related directories under the cgi-bin directory.

The file extension .cgi is required.

Syntax:

http://<servername>/cgi-bin/<subdir>[/<subdir>...]/<cgi>.<ext>

[?<parameter>=<value>[&<parameter>=<value>...]]

Example: Set digital output #1 to active

4. Security Level

0

anonymous

Unprotected.

1 [view]

anonymous, viewer,

dido, videoin

1. Can view, listen, talk to camera.

2. Can control DI/DO, PTZ of the camera.

4 [operator]

anonymous, viewer,

dido, camctrl, operator

Operator access rights can modify most of the camera’s

parameters except some privileges and network options.

6 [admin] anonymous, viewer, Administrator access rights can fully control the camera’s
dido, camctrl, operator, operations.
admin

7 N/A Internal parameters. Unable to be changed by any external

interfaces.
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5. Get Server Parameter Values

Note: The access right depends on the URL directory.
Method: GET/POST

Syntax:

http://<servername>/cgi-bin/anonymous/getparam.cgi?[ <parameter>]

[&<parameter>...]

http://<servername>/cgi-bin/viewer/getparam.cgi?[ <parameter>]

[&<parameter>...]

http://<servername>/cgi-bin/operator/getparam.cgi?[ <parameter>]

[&<parameter>...]

http://<servername>/cgi-bin/admin/getparam.cgi?[ <parameter>]

[&<parameter>...]

Where the <parameter> should be <group>[_<name>] or <group>[.<name>]. If you do not specify any
parameters, all the parameters on the server will be returned. If you specify only <group>, the parameters of the

related group will be returned.

When querying parameter values, the current parameter values are returned.
A successful control request returns parameter pairs as follows:

Return:

HTTP/1.0 200 OK\r\n

Content-Type: text/htmI\r\n

Context-Length: <length>\r\n
\r\n

<parameter pair>

where <parameter pair> is
<parameter>=<value>\r\n

[<parameter pair>]
<length> is the actual length of content.

Example: Request IP address and its response
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6. Set Server Parameter Values

Note: The access right depends on the URL directory.
Method: GET/POST

Syntax:

http://<servername>/cgi-bin/anonymous/setparam.cgi? <parameter>=<value>

[&<parameter>=<value>...][&update=<value>][&return=<return page>]

http://<servername>/cgi-bin/viewer/setparam.cgi? <parameter>=<value>

[&<parameter>=<value>...][&update=<value>] [&return=<return page>]

http://<servername>/cgi-bin/operator/setparam.cgi? <parameter>=<value>

[&<parameter>=<value>...][&update=<value>] [&return=<return page>]

http://<servername>/cgi-bin/admin/setparam.cgi? <parameter>=<value>

[&<parameter>=<value>...][&update=<value>] [&return=<return page>]

<group>_<name> value to assigned Assign <value> to the parameter <group>_<name>.

update <boolean> Set to 1 to update all fields (no need to update parameter in each
group).

return <return page> Redirect to the page <return page> after the parameter is assigned.

The <return page> can be a full URL path or relative path according
to the current path. If you omit this parameter, it will redirect to an

empty page.

(Note: The return page can be a general HTML file (.htm, .html) or a
VIVOTEK server script executable (.vspx) file. It cannot be a CGI

command or have any extra parameters. This parameter must be
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placed at the end of the parameter list

Return:

HTTP/1.0 200 OK\r\n
Content-Type: text/htmI\r\n
Context-Length: <length>\r\n
\r\n

<parameter pair>

where <parameter pair> is
<parameter>=<value>\r\n

[<parameter pair>]

Only the parameters that you set and are readable will be returned.

Example: Set the IP address of server to 192.168.0.123:
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7. Available parameters on the server

Valid values:

string[<n>]

Text strings shorter than *n’ characters. The characters *,, <,>,& are invalid.

string[n~m]

Text strings longer than "n’ characters and shorter than *m’ characters. The

A\

characters %, <,>,& are invalid.

password[<n>]

The same as string but displays **’ instead.

integer

Any number between (-2°! - 1) and (23! - 1).

positive integer

Any number between 0 and (232 - 1).

<m> ~ <n>

Any number between ‘m’ and ‘n’.

domain name[<n>]

A string limited to a domain name shorter than ‘n’ characters (eg. www.ibm.com).

email address [<n>]

A string limited to an email address shorter than ‘n’ characters (eg.

joe@www.ibm.com).

ip address

A string limited to an IP address (eg. 192.168.1.1).

mac address

A string limited to contain a MAC address without hyphens or colons.

boolean A boolean value of 1 or 0 represents [Yes or No], [True or False], [Enable or
Disable].

<valuel>, Enumeration. Only given values are valid.

<value2>,

<value3>,

blank A blank string.

everything inside <>

A description

integer primary key

SQLite data type. A 32-bit signed integer. The value is assigned a unique integer by

the server.

text SQLite data type. The value is a text string, stored using the database encoding
(UTF-8, UTF-16BE or UTF-16-LE).

coordinate X, y coordinate (eg. 0,0)

window size window width and height (eg. 800x600)

NOTE: The camera should not be restarted when parameters are changed.

User's Manual - 211




VIVOTEK

7.1 system

Group: system

hostname string[64] SC8131 1/6 Host name of server
(Network Camera,
Wireless Network Camera,
Video Server,
Wireless Video Server).
ledoff <boolean> | 0 6/6 Turn on (0) or turn off (1) all led
indicators.
date <YYYY/MM/ | <current 6/6 Current date of system. Set to ‘keep’
DD>, date> to keep date unchanged. Set to ‘auto’
keep, to use NTP to synchronize date.
auto
time <hh:mm:s | <current 6/6 Current time of the system. Set to
s>, time> ‘keep’ to keep time unchanged. Set to
keep, ‘auto’ to use NTP to synchronize time.
auto
datetime <MMDDhh | <blank> 7/6 Another current time format of the
mmyYYYY.ss system.
>
ntp string[40] au.pool.ntp | 6/6 NTP server.
.org *Do not use “skip to invoke default
server” for default value.
timezoneindex -489 ~ 529 | 320 6/6 Indicate timezone and area.

-480: GMT-12:00 Eniwetok, Kwajalein
-440: GMT-11:00 Midway Island,
Samoa

-400: GMT-10:00 Hawaii

-360: GMT-09:00 Alaska

-320: GMT-08:00 Las Vegas,
San_Francisco,

Vancouver

-280: GMT-07:00 Mountain Time,
Denver

-281: GMT-07:00 Arizona

-240: GMT-06:00 Central America,
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Central Time, Mexico City,
Saskatchewan

-200: GMT-05:00 Eastern Time, New
York, Toronto

-201: GMT-05:00 Bogota, Lima,
Quito, Indiana

-180: GMT-04:30 Caracas

-160: GMT-04:00 Atlantic Time,
Canada, La Paz, Santiago

-140: GMT-03:30 Newfoundland
-120: GMT-03:00 Brasilia, Buenos
Aires,
Georgetown, Greenland
-80: GMT-02:00 Mid-Atlantic
-40: GMT-01:00 Azores,
Cape_Verde_IS.
0: GMT Casablanca, Greenwich Mean
Time: Dublin,

Edinburgh, Lisbon, London
40: GMT 01:00 Amsterdam, Berlin,
Rome, Stockholm, Vienna, Madrid,
Paris
41: GMT 01:00 Warsaw, Budapest,
Bern
80: GMT 02:00 Athens, Helsinki,
Istanbul, Riga
81: GMT 02:00 Cairo
82: GMT 02:00 Lebanon, Minsk
83: GMT 02:00 Israel

120: GMT 03:00 Baghdad, Kuwait,
Riyadh, Moscow, St. Petersburg,
Nairobi

121: GMT 03:00 Iraq

140: GMT 03:30 Tehran

160: GMT 04:00 Abu Dhabi, Muscat,
Baku,
Thbilisi, Yerevan

180: GMT 04:30 Kabul
200: GMT 05:00 Ekaterinburg,

Islamabad, Karachi, Tashkent
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220: GMT 05:30 Calcutta, Chennai,
Mumbai, New Delhi

230: GMT 05:45 Kathmandu

240: GMT 06:00 Almaty, Novosibirsk,
Astana, Dhaka, Sri Jayawardenepura
260: GMT 06:30 Rangoon

280: GMT 07:00 Bangkok, Hanoi,
Jakarta, Krasnoyarsk

320: GMT 08:00 Beijing, Chongging,
Hong Kong, Kuala Lumpur, Singapore,
Taipei

360: GMT 09:00 Osaka, Sapporo,
Tokyo, Seoul, Yakutsk

380: GMT 09:30 Adelaide, Darwin
400: GMT 10:00 Brisbane, Canberra,
Melbourne, Sydney, Guam,
Vladivostok

440: GMT 11:00 Magadan, Solomon
Is., New Caledonia

480: GMT 12:00 Aucklan, Wellington,
Fiji, Kamchatka, Marshall Is.

520: GMT 13:00 Nuku'Alofa

daylight_enable <boolean> | 0 6/6 Enable automatic daylight saving time
in time zone.
daylight_dstactualmode 1~4 1 6/7 Check if current time is under daylight
<positive saving time.
integer> (Used internally)
daylight_auto_begintime string[19] NONE 6/7 Display the current daylight saving
start time.
daylight_auto_endtime string[19] NONE 6/7 Display the current daylight saving
end time.
daylight_timezones string ,-360,-320, | 6/6 List time zone index which support
-280,-240, daylight saving time.
-241,-200,
-201,-160,
-140,-120,
-80,-40,0,
40,41,80,
81,82,83,
120,140,
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380,400,48
0
updateinterval 0, 86400 6/6 0 to Disable automatic time
3600, adjustment, otherwise, it indicates
86400, the seconds between NTP automatic
604800, update intervals.
2592000
restore 0, N/A 7/6 Restore the system parameters to
<positive default values after <value> seconds.
integer>
reset o, N/A 7/6 Restart the server after <value>
<positive seconds if <value> is non-negative.
integer>
restoreexceptnet <Any N/A 7/6 Restore the system parameters to
value> default values except (ipaddress,
subnet, router, dns1, dns2, pppoe).
This command can cooperate with
other “restoreexceptXYZ"” commands.
When cooperating with others, the
system parameters will be restored to
the default value except for a union of
the combined results.
restoreexceptdst <Any N/A 7/6 Restore the system parameters to
value> default values except all daylight
saving time settings.
This command can cooperate with
other “restoreexceptXYZ"” commands.
When cooperating with others, the
system parameters will be restored to
default values except for a union of
combined results.
restoreexceptlang <Any N/A 7/6 Restore the system parameters to
Value> default values except the custom
language file the user has uploaded.
This command can cooperate with
other “restoreexceptXYZ"” commands.
When cooperating with others, the
system parameters will be restored to
the default value except for a union of
the combined results.
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restoreexceptvadp <Any N/A 7/6 Restore the system parameters to
Value> default values except the custom
language file the user has uploaded.
This command can cooperate with
other “restoreexceptXYZ” commands.
When cooperating with others, the
system parameters will be restored to
the default value except for a union of

the combined results.

7.1.1 system.info

Subgroup of system: info (The fields in this group are unchangeable.)

modelname string[40] SC8131 0/7 Internal model name of the server

(eg. IP7139)

extendedmodelname string[40] SC8131 0/7 ODM specific model name of server
(eg. DCS-5610). If it is not an ODM
model, this field will be equal to

“modelname”

serialnumber <mac <product 0/7 12 characters MAC address (without
address> mac hyphens).
address>
firmwareversion string[40] <product 0/7 Firmware version, including model,
dependent company, and version number in the
> format: <MODEL-BRAND-VERSION>
language_count <integer> 9 0/7 Number of webpage languages

available on the server.

language_i<0~(count-1)> | string[16] <product 0/7 Available language lists.
dependent
>
customlanguage_maxcoun | <integer> 1 0/6 Maximum number of custom
t languages supported on the server.
customlanguage_count <integer> 0 0/6 Number of custom languages which

have been uploaded to the server.

customlanguage_i<0~(ma | string <blank> 0/6 Custom language name.

xcount-1)>
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7.1.2 system.location

Subgroup of system: location

groupid string[256] | O 1/6 Location information: Group id of
this camera

deviceid string[256] | O 1/6 Location information: Device id of
this camera

7.1.3 system.mvaas

Subgroup of system: mvaas

registerserver_address string[256] | 127.0.0.1 1/6 Remote management register server
address
registerserver_port 443,1025~ | 443 1/6 Remote management register server
65535 port
logserver_address string[256] | 127.0.0.1 1/6 Remote management log server
address
logserver_port 443,1025~ | 8833 1/6 Remote management log server port
65535
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7.2 status

Group: status

<product dependent>

di_i<0~(ndi-1)> <boolean> 0 1/7 0 => Inactive, normal

<product dependent> 1 => Active, triggered
(capability.ndi > 0)

do_i<0~(ndo-1)> <boolean> 0 1/7 0 => Inactive, normal

<product dependent> 1 => Active, triggered
(capability.ndo > 0)

onlinenum_rtsp integer 0 6/7 Current number of RTSP
connections.

onlinenum_httppush integer 0 6/7 Current number of HTTP push
server connections.

eth_i0 <string> <product 1/7 Get network information from

dependent> mii-tool.
vi_i<0~(nvi-1)> <boolean> 0 1/7 Virtual input

0 => Inactive
1 => Active

(capability.nvi > 0)

7.3 digital input behavior define

Group: di_i<0~(ndi-1)> (capability.ndi > 0)

normalstate

high,

low

high

1/1

Indicates open circuit or closed

circuit (inactive status)

7.4 digital output behavior define

Group: do_i<0~(ndo-1)> (capability.ndo > 0)

normalstate

open,

grounded

open

1/1

Indicate open circuit or closed

circuit (inactive status)
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7.5 security

Group: security

privilege_do view, operator, operator 1/6 Indicate which privileges and
<product dependent> admin above can control digital
output

(capability.ndo > 0)

privilege_camctrl view, operator, view 1/6 Indicate which privileges and
<product dependent> admin above can control PTZ
(capability.ptzenabled > 0 or
capability.eptz > 0)

user_i0_name string[64] root 6/7 User name of root

user_il_name string[64] vivotekmvaas | 6/7 User name of remote

management server

user_i<2~20>_name string[64] <blank> 6/7 User name
user_i0_pass password[64] <blank> 6/6 Root password
user_il_pass password[64] <blank> 6/6 Remote management server
password
user_i<2~20>_pass password[64] <blank> 7/6 User password
user_i0_privilege view, admin 6/7 Root privilege
operator,
admin
user_il_privilege view, admin 6/7 Remote management server
operator, privilege
admin
user_i<2~20>_ privilege | view, <blank> 6/6 User privilege
operator,
admin
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7.6 network

Group: network

preproces | <positive <blank> 6/6 An 32-bit integer, each bit can be set separately as
s integer> follows:
Bit 0 => HTTP service;
Bit 1=> HTTPS service;
Bit 2=> FTP service;
Bit 3 => Two way audio and RTSP Streaming service;
To stop service before changing its port settings. It's
recommended to set this parameter when change a
service port to the port occupied by another service
currently. Otherwise, the service may fail.
Stopped service will auto-start after changing port
settings.
Ex:
Change HTTP port from 80 to 5556, and change RTP
port for video from 5556 to 20480.
Then, set preprocess=9 to stop both service first.
"/cgi-bin/admin/setparam.cgi?
network_preprocess=9&network_http_port=5556&
network_rtp_videoport=20480"
type lan, lan 6/6 Network connection type.
pppoe
<product
dependent>
resetip <boolean> 1 6/6 1 => Get ipaddress, subnet, router, dns1, dns2 from
DHCP server at next reboot.
0 => Use preset ipaddress, subnet, rounter, dns1,
and dns2.
ipaddress | <ip <product 6/6 IP address of server.
address> dependent>
subnet <ip <blank> 6/6 Subnet mask.
address>
router <ip <blank> 6/6 Default gateway.
address>
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dns1 <ip <blank> 6/6 Primary DNS server.
address>

dns2 <ip <blank> 6/6 Secondary DNS server.
address>

wins1 <ip <blank> 6/6 Primary WINS server.
address>

wins2 <ip <blank> 6/6 Secondary WINS server.
address>

7.6.1 802.1x

Subgroup of network: ieee8021x (capability.protocol.ieee8021x > 0)

enable <boolean> 0 6/6 Enable/disable IEEE 802.1x
eapmethod eap-peap, eap-peap 6/6 Selected EAP method
eap-tls

identity_peap String[64] <blank> 6/6 PEAP identity

identity_tls String[64] <blank> 6/6 TLS identity

password String[253] <blank> 6/6 Password for TLS

privatekeypassword String[253] <blank> 6/6 Password for PEAP

ca_exist <boolean> 0 6/6 CA installed flag

ca_time String[20] 0 6/7 CA installed time. Represented in
EPOCH

ca_size String[20] 0 6/7 CA file size (in bytes)

certificate_exist <boolean> 0 6/6 Certificate installed flag (for TLS)

certificate_time String[20] 0 6/7 Certificate installed time.
Represented in EPOCH

certificate_size String[20] 0 6/7 Certificate file size (in bytes)

privatekey_exist <boolean> 0 6/6 Private key installed flag (for
TLS)

privatekey_time 0~20 0 6/7 Private key installed time.
Represented in EPOCH

privatekey_size 0~20 0 6/7 Private key file size (in bytes)
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7.6.2 QOS

Subgroup of network: qos_cos (capability.protocol.qos.cos > 0)

enable <boolean> 0 Enable/disable CoS (IEEE 802.1p)
vlanid 1~4095 1 6/6 VLAN ID

video 0~7 0 6/6 Video channel for CoS

audio 0~7 0 6/6 Audio channel for CoS

<product (capability.naudio > 0)
dependent>

eventalarm 0~7 0 6/6 Event/alarm channel for CoS
management 0~7 0 6/6 Management channel for CoS
eventtunnel 0~7 0 6/6 Event/Control channel for CoS

Subgroup of network: qos_dscp (capability.protocol.qos.dscp > 0)

enable <boolean> Enable/disable DSCP

video 0~63 0 6/6 Video channel for DSCP

audio 0~63 0 6/6 Audio channel for DSCP
(capability.naudio > 0)

eventalarm 0~63 0 6/6 Event/alarm channel for DSCP

management 0~63 0 6/6 Management channel for DSCP

eventtunnel 0~63 0 6/6 Event/Control channel for DSCP

7.6.3 IPV6

Subgroup of network: ipv6 (capability.protocol.ipvé > 0)

enable <boolean> Enable IPv6.

addonipaddress <ip address> <blank> 6/6 IPv6 IP address.

addonprefixlen 0~128 64 6/6 IPv6 prefix length.

addonrouter <ip address> <blank> 6/6 IPv6 router address.

addondns <ip address> <blank> 6/6 IPv6 DNS address.

allowoptional <boolean> 0 6/6 Allow manually setup of IP address
setting.
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7.6.4 FTP

Subgroup of network: ftp

port 21, 1025~65535 21 6/6 Local ftp server port.

7.6.5 HTTP

Subgroup of network: http

port 80, 1025 ~ 80 1/6 HTTP port.
65535
alternateport 1025~65535 | 8080 6/6 Alternate HTTP port.
authmode basic, basic 1/6 HTTP authentication mode.
digest
s0_accessname string[32] video.mjpg 1/6 HTTP server push access name for
stream 1.

(capability.protocol.spush_mjpeg =1

and capability.nmediastream > 0)

sl_accessname string[32] video2.mjpg 1/6 HTTP server push access name for
<product stream 2.
dependent> (capability.protocol.spush_mjpeg =1

and capability.nmediastream > 1)

s2_accessname string[32] video3.mjpg 1/6 Http server push access name for
<product stream 3
dependent> (capability.protocol.spush_mjpeg =1

and capability.nmediastream > 2)

anonymousviewing <boolean> 0 1/6 Enable anonymous streaming

viewing.

7.6.6 HTTPS

Subgroup of network: https (capability.protocol.https > 0)

443, 1025 ~
65535

HTTPS port.
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7.6.7 RTSP

Subgroup of network: rtsp (capability.protocol.rtsp > 0)

port 554, 1025 ~ 554 1/6 RTSP port.
65535 (capability.protocol.rtsp=1)
anonymousviewing <boolean> 0 1/6 Enable anoymous streaming
viewing.
authmode disable, disable 1/6 RTSP authentication mode.
basic, (capability.protocol.rtsp=1)
digest
s0_accessname string[32] live.sdp 1/6 RTSP access name for stream1.
(capability.protocol.rtsp=1 and
capability.nmediastream > 0)
sl_accessname string[32] live2.sdp 1/6 RTSP access name for stream?2.
(capability.protocol.rtsp=1 and
capability.nmediastream > 1)
s2_accessname string[32] live3.sdp 1/6 RTSP access name for stream3
(capability.protocol.rtsp=1 and
capability.nmediastream > 2)

7.6.7.1 RTSP multicast

Subgroup of network_rtsp_s<0~(n-1)>: multicast, n is stream count (capability.protocol.rtp.multicast > 0)

alwaysmulticast

<boolean>

0

4/4

Enable always multicast.

ipaddress

<ip address>

For n=0,
239.128.1.99
For n=1,
239.128.1.100,

and so on.

4/4

Multicast IP address.

videoport

1025 ~ 65535

s0:5560
s1:5564
s2:5568

4/4

Multicast video port.

audioport

1025 ~ 65535

S0:5562

4/4

Multicast audio port.
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<product S1:5566 (capability.naudio > 0)

dependent> S2:5570

ttl 1~ 255 15 4/4 Mutlicast time to live value.
7.6.8 SIP port

Subgroup of network: sip (capability.protocol.sip> 0)

port 1025 ~ 65535 5060 1/6 SIP port.
7.6.9 RTP port
Subgroup of network: rtp
videoport 1025 ~ 65535 5556 6/6 Video channel port for RTP.
(capability.protocol.rtp_unicast=1)
audioport 1025 ~ 65535 5558 6/6 Audio channel port for RTP.
(capability.protocol.rtp_unicast=1)
7.6.10 PPPoE

Subgroup of network: pppoe (capability.protocol.pppoe > 0)

user string[128] <blank> 6/6 PPPoE account user name.
pass password[64] <blank> 6/6 PPPoE account password.
7.6.11 WebSocket port

Subgroup of network: websocket

port

1025 ~ 65534

777

1/6

Server port for WebSocket.

(capability.protocol.websocket =1)
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7.7 IP Filter

Group: ipfilter

enable <boolean> 0 6/6 Enable access list filtering.
admin_enable <boolean> 0 6/6 Enable administrator IP
address.
admin_ip String[43] <blank> 6/6 Administrator IP address.
maxconnection 1~10 10 6/6 Maximum number of
concurrent streaming
connection(s).
type 0,1 1 6/6 Ipfilter policy :
0 => allow
1 => deny
ipv4list_i<0~9> 0~31 <blank> 6/6 IPv4 address list.
(Single address:
<ip address>
Network address:
<ip address /
network mask>
Range
address: <start ip
address - end ip
address>)
ipv6list_i<0~9> String[43] <blank> 6/6 IPv6 address list.
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7.8 Video input

Group: videoin

cmosfreq 50, 60 60 4/4 CMOS frequency.
(capability.videoin.type=2)

whitebalance auto, manual, auto 1/4 “auto” indicates auto white balance.

rbgain <product “manual” indicates keep current
dependent> value.

“rbgain” indicates using rgain and
gbain.

exposurelevel 0~12 6 4/4 Exposure level

autoiris <boolean> 1 1/4 Enable auto Iris.

enableblc <boolean> 0 1/4 Enable backlight compensation.

color 0,1 1 1/4 0 =>monochrome
1 => color

flip <boolean> 0 1/4 Flip the image.

mirror <boolean> 0 1/4 Mirror the image.

ptzstatus <integer> 0 1/7 A 32-bit integer, each bit can be set
separately as follows:
Bit 0 => Support camera control
function; 0(not support), 1(support)
Bit 1 => Built-in or external
camera; 0 (external), 1(built-in)
Bit 2 => Support pan operation;
0(not support), 1(support)
Bit 3 => Support tilt operation;
0(not support), 1(support)
Bit 4 => Support zoom operation;
0(not support), 1(support)
Bit 5 => Support focus operation;
0(not support), 1(support)

text string[64] <blank> 4/4 Enclose caption.

imprinttimestamp <boolean> 0 1/4 Overlay time stamp on video.

maxexposure 1, 15, 30, 30 1/4 Maximum exposure time.
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60, 120, 240,
480
<product

dependent>

7.8.1 Video input setting per channel

Group: videoin_c<0~(n-1)> for n channel products, and m is stream number

mode 0 0 1/4 Set video mode.
cmosfreq 50, 60 60 1/4 CMOS frequency.
(capability.videoin.type=2)
whitebalance auto, manual, auto 1/4 “auto” indicates auto white
rbgain balance.
<product “manual” indicates keep current
dependent> value.
“rbgain” indicates using rgain
and gbain.
rgain 0~100 30 1/4 Manual set rgain value of gain
control setting.
bgain 0~100 30 1/4 Manual set bgain value of gain
control setting.
exposurelevel 0~12 6 1/4 Exposure level
autoiris 0~1 1 1/4 set 1 to enable auto iris, set 0 to
disable auto iris.
piris_mode manual, indoor, | manual 1/4 PIris mode
outdoor manual = 0
indoor=1
outdoor=2
piris_position 1~100 1 1/4 Position of piris
enableblc 0~1 0 1/4 Enable backlight compensation
maxgain 0~100 100 1/4 Manual set maximum gain
value.
color 0,1 1 1/4 0 =>monochrome
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1 => color

flip <boolean> 0 1/4 Flip the image.

mirror <boolean> 0 1/4 Mirror the image.

ptzstatus <integer> 0 1/7 A 32-bit integer, each bit can be
set separately as follows:
Bit 0 => Support camera
control function; 0(not
support), 1(support)
Bit 1 => Built-in or external
camera; 0 (external), 1(built-in)
Bit 2 => Support pan
operation; 0(not support),
1(support)
Bit 3 => Support tilt operation;
O(not support), 1(support)
Bit 4 => Support zoom
operation; 0(not support),
1(support)
Bit 5 => Support focus
operation; 0(not support),
1(support)

text string[64] <blank> 1/4 Enclose caption.

imprinttimestamp <boolean> 0 1/4 Overlay time stamp on video.

textonvideo_position top, bottom top 1/4 Text on video string position

textonvideo_size 15, 25, 30 15 1/4 Text on video font size

exposuremode auto, fixed auto 1/4 Exposure mode

maxexposure 50~32000 60 1/4 Maximum exposure time.

minexposure 1~32000 32000 1/4 Minimum exposure time.

enablepreview <boolean> 0 1/4 Usage for UI of exposure
settings. Preview settings of
video profile.

s<0~(m-1)>_codectype mjpeg, h264 h264 1/4 Video codec type.

<product
dependent>
s<0~(m-1)>_streamtype 0~3 2 1/4 Video stream type.

0: rectified

1: side by side
2: single eye
3: depth
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s<0~(m-1)>_resolution Reference sO: 1/4 Video resolution in pixels.
capability_vide | 1280x784
oin_resolution | sl:
1280x784
s2:
640x392
s<0~(m-1)>_h264_intraperi | 250, 500, 1000 1/4 Intra frame period in
od 1000, 2000, milliseconds.
3000, 4000
s<0~(m-1)>_h264_ratecont | cbr, vbr cbr 1/4 cbr, constant bitrate
rolmode vbr, fix quality
smart , smart stream
s<0~(m-1)>_h264_quant 1~5, 3 1/4 Quality of video when choosing
99, 100 vbr in “ratecontrolmode”.
99 is the customized manual
input setting.
1 = worst quality, 5 = best
quality.
100 is percentage mode.
s<0~(m-1)>_h264_qvalue 0~51 30 1/4 Manual video quality level input.
(s<0~(m-1)>_h264_quant =
99)
s<0~(m-1)>_h264_qgpercen | 1~100 50 1/4 Manual video quality level input.
t (s<0~(m-1)>_h264_quant =
100)
s<0~(m-1)>_h264_bitrate 20000~40000 | sO: 1/4 Set bit rate in bps when
000 2000000 choosing cbr in
sl: “ratecontrolmode”.
2000000
s2:
512000
s<0~(m-1)>_h264_maxvbr | 20000~40000 | 40000000 1/4 Set bit rate in bps when
bitrate 000 choosing vbr in
“ratecontrolmode”.
s<0~(m-1)>_h264_maxfra 1~15 s0:10 1/4 Set maximum frame rate in fps
me s1:15 (for h264).
s2:10
s<0~(m-1)>_h264_profile 0~2 1 1/4 Indicate H264 profiles

<product dependent>

0: baseline
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1: main profile

2: high profile

s<0~(m-1)>_h264_priorityp | framerate,imag | framerate 1/4 Set prioritypolicy

olicy equality

s<0~(m-2)>_h264_smartstr | autotracking,m | autotrackin | 7/7 Set Smart stream mode

eam_mode anual,hybrid g autotracking:Auto (Motion
detection for ROI)
manual:Manual (set manual
window for ROI)
hybrid:Auto and Manual (mix
both motion detection and
Manual window for ROI)

s<0~(m-2)>_h264_smartstr | 0~51 20 7/7 Manual video quality level input.

eam_foreground_qvalue (s<0~(m-1)>_h264_smartstre
am_foreground_quant = 99)

s<0~(m-2)>_h264_smartstr | 0~5, 3 7/7 Quality of foreground quality

eam_foreground_quant 99, 100 1 = worst quality, 5 = best
quality.

s<0~(m-2)>_h264_smartstr | 0~51 40 7/7 Manual video quality level input.

eam_background_qvalue (s<0~(m-1)>_h264_smartstre
am_background_quant = 99)

s<0~(m-2)>_h264_smartstr | 0~5, 1 7/7 Quality of background quality

eam_background_quant 99, 100 1 = worst quality, 5 = best
quality.

s<0~(m-2)>_h264_smartstr | 20000~40000 | 40000000 | 7/7 Maximum bitrate

eam_maxbitrate 000

s<0~(m-2)>_h264_smartstr | 0~1 0 7/7 Enable or disable the window.

eam_win_i<0~2>_enable

s<0~(m-2)>_h264_smartstr | 0~368, 0~288 | (150,110) 7/7 Left-top corner coordinate of

eam_win_i<0~2>_home the window.

s<0~(m-2)>_h264_smartstr | 0~400, 0~320 | (100x75) 7/7 Width and height of the window.

eam_win_i<0~2>_ size

s<0~(m-1)>_mjpeg_ratecon | cbr, vbr vbr 1/4 cbr, constant bitrate

trolmode vbr, fix quality

<product dependent>

s<0~(m-1)>_mjpeg_quant 1~5, 3 1/4 Quality of JPEG video.

99, 100 99 is the customized manual

input setting.
1 = worst quality, 5 = best
quality.
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100 is percentage mode.

s<0~(m-1)>_mjpeg_qvalue | 2~97 50 1/4 Manual video quality level input.
(s<0~(m-1)>_mjpeg_quant =
99)
s<0~(m-1)>_mjpeg_gperce | 1~100 50 1/4 Manual video quality level input.
nt (s<0~(m-1)>_mjpeg_quant =
100)
s<0~(m-1)>_mjpeg_bitrate | 20000~40000 | sO: 1/4 Set bit rate in bps when
000 20000000 choosing cbr in
sl: “ratecontrolmode”.
1000000
s2:
20000000
s<0~(m-1)>_mjpeg_maxvb | 20000~40000 | 40000000 1/4 Set bit rate in bps when
rbitrate 000 choosing vbr in
“ratecontrolmode”.
s<0~(m-1)>_mjpeg_maxfra | 1~15 s0:10 1/4 Set maximum frame rate in fps
me s1:15 (for JPEG).
s2:10
s<0~(m-1)>_mjpeg_priority | framerate,imag | sO: 1/4 Set priority policy
policy equality framerate
sl:
framerate
s2:
imagequali
ty
wdrc_mode 0~3 0 0/7 WDR enhanced.
0: off
1: auto
2: always on
3: keep current value
wdrc_strength 0~2 1 0/7 WDR enhanced.

0: low
1: medium

2: high
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7.8.1.1 Alternative video input profiles per channel

In addition to the primary setting of video input, there can be alternative profile video input setting for each

channel which might be for different scene of light (daytime or nighttime).

Group: videoin_c0_profile_i<0~(m-1)> (capability. nvideoinprofile > 0)

enable <boolean> 0 1/4 Enable/disable this profile setting
policy schedule schedule 1/4 The mode which the profile is applied
to.
begintime hh:mm 18:00 1/4 Begin time of schedule mode.
endtime hh:mm 06:00 1/4 End time of schedule mode.
exposuremode auto,fixed auto 1/4 Exposure Mode
maxexposure 1~32000 30 1/4 Maximum exposure time.
minexposure 1~32000 32000 1/4 Minimum exposure time.
enableblc <boolean> 0 1/4 Enable backlight compensation.
exposurelevel 0~12 6 1/4 Exposure level
maxgain 0~100 100 1/4 Manual set maximum gain value.
mingain 0~100 0 1/4 Manual set minimum gain value.
autoiris <boolean> 0 1/4 Enable auto Iris.
whitebalance auto, manual, auto 1/4 “auto” indicates auto white balance.
rbgain “manual” indicates keep current
value.
rgain 0~100 30 1/4 Manual set rgain value of gain
control setting.
bgain 0~100 30 1/4 Manual set bgain value of gain
control setting.
irismode fixed, indoor, outdoor 1/4 Video Iris mode.
outdoor
wdrc_mode 0~3 0 0/7 WDR enhanced.
0: off
1: auto
2: always on
3: keep current value
wdrc_strength 0~2 1 0/7 WDR enhanced.

0: low

1: medium
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2: high
7.9 Video input preview
The temporary settings for video preview
Group: videoinpreview
exposuremode auto,fixed auto 4/4 Exposure Mode
maxexposure 1~32000 30 4/4 Maximum exposure time.
minexposure 1~32000 32000 1/4 Minimum exposure time.
exposurelevel 0~12 6 4/4 Exposure level
enableblc <boolean> 0 4/4 Enable backlight compensation.
irismode fixed, indoor, outdoor 4/4 Video Iris mode.
outdoor
wdrc_mode 0~3 0 0/7 WDR enhanced.
0: off
1: auto
2: always on
3: keep current value
wdrc_strength 0~2 0 0/7 WDR enhanced.
0: low
1: medium
2: high
maxgain 0~100 100 4/4 Manual set maximum gain value.
autoiris <boolean> 0 4/4 Enable auto Iris.
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7.10 Image setting per channel

Group: image_c<0~(n-1)> for n channel products

brightnesspercent 0~100 0 4/4 Adjust brightnesspercent of
image

saturationpercent 0~100 50 4/4 Adjust saturation value of
percentage when
saturation=100

contrastpercent 0~100 50 4/4 Adjust contrastpercent of
image

sharpnesspercent 0~100 50 4/4 Adjust sharpness value of
percentage when
sharpness=100

dnr_mode 0~1 0 4/4 0:disable
l:enable

dnr_strength 1~100 50 4/4 Strength of DNR

profile_i0_enable <boolean> 0 4/4 Enable/disable this profile
setting

profile_i0_policy schedule schedule 4/4 The mode which the profile is
applied to.

profile_i0_begintime hh:mm 18:00 4/4 Begin time of schedule mode.

profile_i0_endtime hh:mm 06:00 4/4 End time of schedule mode.

profile_i0_brightnesspercent | 0~100 0 4/4 Adjust brightnesspercent of
image

profile_i0_contrastpercent 0~100 50 4/4 Adjust contrastpercent of
image

profile_i0_saturationpercent | 0~100 50 4/4 Adjust saturationpercent of
image

profile_i0_sharpnesspercent | 0~100 50 4/4 Adjust sharpnesspercent value
of image

profile_i0_dnr_mode 0~1 0 4/4 0:disable
l:enable

profile_i0_dnr_strength 1~100 50 4/4 Strength of DNR
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7.11 Image setting for preview

Group: imagepreview_c<0~(n-1)> for n channel products

brightness -5~5,100 100 4/4 Adjust brightness of image according to
mode settings.

saturation -5~5,100 100 4/4 Adjust saturation of image according to mode
settings.

100 for saturation percentage mode.

saturationpercent 0~100 50 4/4 Adjust saturation value of percentage when

saturation=100

contrast -5~ 5,100 | 100 4/4 Adjust contrast of image according to mode
settings.

sharpness -5~5,100 100 4/4 Adjust sharpness of image according to mode
settings.

sharpnesspercent 0~100 50 4/4 Adjust sharpness value of percentage when

sharpness=100

dnr_mode 0~1 0 4/4 0:disable
1:enable
dnr_strength 1~100 50 4/4 Strength of DNR

Group: imagepreview

videoin_whitebalance | auto, auto 4/4 Preview of adjusting white balance of
manual, image according to mode settings
rbgain

videoin_restoreatwb 1~ 0 4/4 Restore of adjusting white balance of

image according to mode settings

videoin_rgain 0~100 0 4/4 Manual set rgain value of gain control
setting.

videoin_bgain 0~100 0 4/4 Manual set bgain value of gain control
setting.
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7.12 Exposure window setting per channel

Group: exposurewin_c<0~(n-1)> for n channel products

mode auto, custom, blc | auto 4/4 The mode indicates how to
decide the exposure.

auto: Use full view as the only
one exposure window.
custom: Use inclusive and

exclusive window.

blc: Use BLC.
win_i<0~9>_enable <boolean> 0 4/4 Enable or disable the window.
win_i<0~9>_policy 0~1 0 4/4 0: Indicate exclusive.

1: Indicate inclusive.

win_i<0~9>_home (0~368, 0~288) | (150,110) 4/4 Left-top corner coordinate of the
window.
win_i<0~9>_size (0~400, 0~320) | (100x75) 4/4 Width and height of the window.

Group: exposurewin_c<0~(n-1)>_profile for m profile and n channel product

The mode indicates how to
decide the exposure.

auto: Use full view as the
i<0O~(m-1)>_mode auto, custom, blc | auto 4/4 only one exposure window.
custom: Use inclusive and

exclusive window.

blc: Use BLC.

Enable or disable the
i<O~(m-1)>_win_i<0~9>_enable | <boolean> 0 4/4

window.

0: Indicate exclusive.
i<O0O~(m-1)>_win_i<0~9>_policy | 0~1 0 4/4

1: Indicate inclusive.

Left-top corner coordinate
i<O~(m-1)>_win_i<0~9>_home | (0~368, 0~288) | (150,110) | 4/4
of the window.

Width and height of the

i<0~(m-1)>_win_i<0~9>_size (0~400, 0~320) | (100x75) | 4/4

window.
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7.13 DDNS

Group: ddns (capability.ddns > 0)

enable <boolean> 0 6/6 Enable or disable the dynamic DNS.
provider CustomSafel00, DyndnsDyn | 6/6 Safel00 => safel100.net
DyndnsDynamic, amic DyndnsDynamic => dyndns.org
DyndnsCustom, (dynamic)
Safel00, DyndnsCustom => dyndns.org

CustomSafel100 =>
Custom server using safe100 method

PeanutHull => PeanutHull

<provider>_ho | string[128] <blank> 6/6 Your DDNS hostname.

stname

<provider>_us | string[64] <blank> 6/6 Your user name or email to login to the

ernameemail DDNS service provider

<provider>_pa | string[64] <blank> 6/6 Your password or key to login to the

sswordkey DDNS service provider.

<provider>_se | string[128] <blank> 6/6 The server name for safe100.

rvername (This field only exists if the provider is
customsafe100)

7.14 Express link

Group: expresslink

enable <boolean> 0 6/6 Enable or disable express link.
state onlycheck, badnetwork (6/6 Camera will check the status of network
onlyoffline, environment and express link URL

checkonline,

badnetwork

url string[64] NULL 6/6 The url user define to link to camera

User's Manual - 239




VIVOTEK

7.15 UPnP presentation

Group: upnppresentation

enable <boolean> 1 6/6 Enable or disable the UPnP

presentation service.

7.16 UPnP port forwarding

Group: upnpportforwarding

enable <boolean> 0 6/6 Enable or disable the UPnP port

forwarding service.

upnpnatstatus 0~3 0 6/7 The status of UPnP port forwarding,
used internally.
0 =0K, 1 =FAIL, 2 =noIGD router, 3 =

no need for port forwarding

7.17 System log

Group: syslog

enableremotelog <boolean> 0 6/6 Enable remote log.

serverip <IP address> <blank> 6/6 Log server IP address.

serverport 514, 514 6/6 Server port used for log.
1025~65535

level 0~7 6 6/6 Levels used to distinguish the

importance of the information:
: LOG_EMERG

: LOG_ALERT

: LOG_CRIT

: LOG_ERR

: LOG_WARNING

: LOG_NOTICE

: LOG_INFO

: LOG_DEBUG

N o 1 b W N H O
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setparamlevel

6/6

Show log of parameter setting.
0: disable

1: Show log of parameter setting
set from external.

2. Show log of parameter setting

set from external and internal.

7.18 SNMP

Group: snmp (capability.snmp > 0)

v2 0~1 0 6/6 SNMP v2 enabled. 0 for disable, 1 for
enable

v3 O~1 0 6/6 SNMP v3 enabled. 0 for disable, 1 for
enable

sechamerw string[31] Private 6/6 Read/write security name

secnamero string[31] Public 6/6 Read only security name

authpwrw string[8~128] <blank> 6/6 Read/write authentication password

authpwro string[8~128] <blank> 6/6 Read only authentication password

authtyperw MD5,SHA MD5 6/6 Read/write authentication type

authtypero MD5,SHA MD5 6/6 Read only authentication type

encryptpwrw string[8~128] <blank> 6/6 Read/write passwrd

encryptpwro string[8~128] <blank> 6/6 Read only password

encrypttyperw DES DES 6/6 Read/write encryption type

encrypttypero DES DES 6/6 Read only encryption type

rwcommunity string[31] Private 6/6 Read/write community

rocommunity string[31] Public 6/6 Read only community

syslocation string[128] <blank> 6/6 System location

syscontact string[128] <blank> 6/6 System contact
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7.19 Layout configuration

Group: layout (New version)

logo_default <boolean> | 1 1/6 0 => Custom logo

1 => Default logo
logo_link string[128] | http://ww 1/6 Hyperlink of the logo

w.vivotek.c
om

logo_powerbyvvtk_hidden <boolean> | 0 1/6 0 => display the power by vivotek

logo

1 => hide the power by vivotek

logo
custombutton_manualtrigger_s | <boolean> | 1 1/6 Show or hide manual trigger (VI)
how button in homepage
<product dependent> 0 -> Hidden

1 -> Visible
theme_option 1~4 1 1/6 1~3: One of the default themes.

4: Custom definition.
theme_color_font string[7] #FEffff 1/6 Font color
theme_color_configfont string[7] Etiiiii 1/6 Font color of configuration area.
theme_color_titlefont string[7] #098bd6 1/6 Font color of video title.
theme_color_controlbackgroun | string[7] #565656 1/6 Background color of control area.
d
theme_color_configbackground | string[7] #323232 1/6 Background color of configuration

area.
theme_color_videobackground | string[7] #565656 1/6 Background color of video area.
theme_color_case string[7] #323232 1/6 Frame color
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7.20 Privacy mask

Group: privacymask_c<0~(n-1)> for n channel product

enable <boolean> 0 7/7 Enable privacy mask.

win_i<0~4>_enable | <boolean> 0 7/7 Enable privacy mask window.

win_i<0~4>_name string[40] <blank> 7/7 Name of the privacy mask
window.

win_i<0~4>_left 0~ 320 0 7/7 Left coordinate of window
position.

win_i<0~4>_top 0 ~ 240 0 7/7 Top coordinate of window
position.

win_i<0~4>_width 0~ 320 0 7/7 Width of privacy mask window.

win_i<0~4>_height | 0 ~ 240 0 7/7 Height of privacy mask window.
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7.21 Capability

Group: capability

api_httpversion <string> 0300a 0/7 The HTTP API version.

bootuptime <positive 60 0/7 Server bootup time.
integer>

nir 0, 1 0/7 Number of IR interfaces.
<positive
integer>

ir <boolean> 1 0/7 Indicate whether to support built-in

IR led
extir <boolean> 0 0/7 Indicate whether to support external
IR led

npir 0, Outdoor:0 0/7 Number of PIRs.
<positive Indoor:1
integer>

ndi 0, 1 0/7 Number of digital inputs.
<positive
integer>

nvi 0, 3 0/7 Number of virtual inputs (manual
<positive trigger)
integer>

ndo 0, 1 0/7 Number of digital outputs.
<positive
integer>

naudioin 0, 0 0/7 Number of audio inputs.
<positive
integer>

naudioout o, 0 0/7 Number of audio outputs.
<positive
integer>

nvideoin <positive 1 0/7 Number of video inputs.
integer>

nvideoinprofile 0, 1 0/7 Number of video input profiles.
<positive
integer>

nmediastream <positive 3 0/7 Number of media stream per
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integer> channels.

nmotion <positive 0 0/7 Number of motions
integer>

nvideosetting <positive 3 0/7 Number of video settings per
integer> channel.

naudiosetting <positive 0 0/7 Number of audio settings per
integer> channel.

nuart 0, 0 0/7 Number of UART interfaces.
<positive
integer>

nvideoinprofile <positive 1 0/7 Number of video input profiles.
integer>

nmotionprofile 0, <positive 0 0/7 Number of motion profiles.
integer>

ptzenabled 0, <positive 0 0/7 An 32-bit integer, each bit can be set
integer> separately as follows:

Bit 0 => Support camera control
function;

0(not support), 1(support)

Bit 1 => Built-in or external camera;
O(external), 1(built-in)

Bit 2 => Support pan operation,
0(not support), 1(support)

Bit 3 => Support tilt operation; 0(not
support), 1(support)

Bit 4 => Support zoom operation;
0(not support), 1(support)

Bit 5 => Support focus operation;
0(not support), 1(support)

Bit 6 => Support iris operation;
0(not support), 1(support)

Bit 7 => External or built-in PT;
0(built-in), 1(external)

Bit 8 => Invalidate bit 1 ~ 7;
0(bit 1 ~ 7 are valid),

1(bit 1 ~ 7 are invalid)

Bit 9 => Reserved bit; Invalidate

lens_pan, Lens_tilt, lens_zoon,

lens_focus, len_iris.
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O(fields are valid),

1(fields are invalid)

evctrichannel <boolean> 1 0/7 Indicate whether to support HTTP
tunnel for event/control transfer.

joystick <boolean> 0 0/7 Indicate whether to support joystick
control.

remotefocus <boolean> 0 0/7 Indicate whether to support
remote focus function.

storage_dbenabled <boolean> 1 0/7 Media files are indexed in database.

protocol_https < boolean > 1 0/7 Indicate whether to support HTTP
over SSL.

protocol_rtsp < boolean > 1 0/7 Indicate whether to support RTSP.

protocol_sip <boolean> 1 0/7 Indicate whether to support SIP.

protocol_maxconnectio | <positive 10 0/7 The maximum allowed simultaneous

n integer> connections.

protocol_maxgenconne | <positive 10 0/7 The maximum general streaming

ction integer> connections .

protocol_rtp_multicast | <boolean> 1 0/7 Indicate whether to support scalable

_ multicast.

scalable

protocol_rtp_multicast | <boolean> 0 0/7 Indicate whether to support

_ backchannel multicast.

backchannel

protocol_rtp_tcp <boolean> 1 0/7 Indicate whether to support RTP over
TCP.

protocol_rtp_http <boolean> 1 0/7 Indicate whether to support RTP over
HTTP.

protocol_spush_mjpeg | <boolean> 1 0/7 Indicate whether to support server
push MIPEG.

protocol_snmp <boolean> 1 0/7 Indicate whether to support SNMP.

protocol_ipv6 <boolean> 1 0/7 Indicate whether to support IPv6.

protocol_pppoe <boolean> 1 0/7 Indicate whether to support PPPoE.

protocol_ieee8021x <boolean> 1 0/7 Indicate whether to support
IEEE802.1x.

protocol_qos_cos <boolean> 1 0/7 Indicate whether to support CoS.

protocol_qos_dscp <boolean> 1 0/7 Indicate whether to support

QoS/DSCP.
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protocol_ddns <boolean> 1 0/7 Indicate whether to support DDNS.
videoin_type 0,1,2 2 0/7 0 => Interlaced CCD
1 => Progressive CCD
2 => CMOS
videoin_c0_nmode <Integer> 1 0/7 Indicate how many video modes
supported by this channel.
videoin_c0_mode <Integer> 0 0/7 Indicate current video mode.
videoin_c0_streamcod | <A list of 6,6,6 0/7 Represent supported codec types of
ec positive each stream.
integer This contains a list of positive
separated by integers, split by comma. Each one
commas> stands for a stream, and the
definition is as following:
Bit 0: Support MPEG4.
Bit 1: Support MJPEG
Bit 2: Support H.264
videoin_c0_lens_type motor motor 0/7 The lens type of this channel.
fisheye: Fisheye lens
fixed: Build-in lens. The lens may be
fixed focal, vari-focal, etc, but not be
changeable.
changeable: changeable lens. Like
box-type camera, users can install
any C-Mount or CS-Mount lens as
they wish.
motor: Lens with motor to support
zoom, focus, etc.
-: N/A
videoin_c0_lens_model | - - 0/7 Optional model name for lens.
name
videoin_c0_mode<0~1 | O 0 0/7 Indicate binning is used or not in this
>_binning video mode.
0: No binning
1: 2x2 binning
3: 3x3 binning
videoin_c0_mode<0~1 | <string> ModeO: 0/7 Description about this mode.
>_description 960P (4:3)

(MAX 30fps)
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videoin_c0_mode<0~1 | <WxH> ModeO: 0/7 The visible area of full scene in this
>_ effectivepixel 2560x960 video mode.

The unit is pixel.
videoin_c0_mode<0~1 | <WxH> ModeO: 0/7 The output size of source, equal to
>_outputsize 2560x960 the captured size by device, in this

video mode.

The unit is pixel.
videoin_c0_mode<0~1 | <A list of ModeO: 0/7 Indicate maximum frame rate
>_maxframerate positive 30,30,15 available for the corresponding

integer resolution. Those values are
separated by one-to-one mapping to the
commas> "resolution" parameter in this video
mode.
videoin_codec <string> mjpeg,h264 0/7 Available codec list.
videoin_c0_nresolution | <positive 3 0/7 Number of videoin resolution.
integer>
videoin_c0_resolution <a list of 640x240 0/7 Available resolutions list.
available 1280x480
resolution 2560x960
separated by
commas>
<product
dependent>
Videoin_c0_maxsize <WxH> 2560x960 0/7 The maximum resolution of this
channel, the unit is pixel.
videoin_c0_mode0_nre | <positive 3 0/7 Available resolutions list.
solution integer>
videoin_c0_mode0_res | <a list of 640x240 0/7 Available resolutions list.
olution available 1280x480
resolution 2560x960
separated by
commas>
<product
dependent>
videoin_c0_mode0_ma | <Integer> 30,30,15 0/7 Maximum fps that the device can
xfps_mjpeg encode
videoin_c0_mode0_ma | <Integer> 30,30,15 0/7 Maximum fps that the device can

xfps_h264

encode
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videoin_flexiblebitrate <boolean> 1 0/7 Indicate whether to support
flexible bit rate control.
videoout_codec <a list of the ntsc 0/7 Available codec list.
available codec
types
separated by
commas)
<product
dependent>
videoin_flexiblebitrate <boolean> 1 0/7 Indicate whether to support flexible
bitrate.
audio_aec <boolean> 0 0/7 Indicate whether to support acoustic
echo cancellation.
audio_mic <boolean> 0 0/7 Indicate whether to support built-in
microphone input.
audio_extmic <boolean> 1 0/7 Indicate whether to support external
microphone input.
audio_linein <boolean> 1 0/7 Indicate whether to support external
line input.
(It will be replaced by audio_mic and
audio_extmic.)
audio_lineout <boolean> 1 0/7 Indicate whether to support line
output.
audio_headphoneout <boolean> 0 0/7 Indicate whether to support
headphone output.
audioin_codec aac4, g711, aac4, g711, 0/7 Available codec list for audio input.
g726 g726
<product
dependent>
audioout_codec g711 <blank> 0/7 Available codec list for SIP.
<product
dependent>
camctrl_privilege <boolean> 1 0/7 Indicate whether to support "Manage
Privilege” of PTZ control in the
Security page.
1: support both
/cgi-bin/camctrl/camctrl.cgi and
/cgi-bin/viewer/camctrl.cgi
0: support only
/cgi-bin/viewer/camctrl.cgi
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uart_httptunnel <boolean> 0 0/7 Indicate whether to support HTTP
tunnel for UART transfer.
nprivacymask <positive 0 0/7 Number of privacy masks.
integer>
transmission_mode TX, Tx 0/7 Indicate transmission mode of the
Rx, machine: TX = server, Rx = receiver
Both box, Both = DVR.
network_wire <boolean> 1 0/7 Indicate whether to support
Ethernet.
network_wireless <boolean> 0 0/7 Indicate whether to support wireless.
wireless_s802dot11b <boolean> 0 0/7 Indicate whether to support wireless
802.11b+.
wireless_s802dotl1g <boolean> 0 0/7 Indicate whether to support wireless
802.11g.
wireless_s802dot11n <boolean> 0 0/7 Indicate whether to support wireless
802.11n.
wireless_beginchannel | 1 ~ 14 N/A 0/7 Indicate the begin channel of
wireless network
wireless_endchannel 1~14 N/A 0/7 Indicate the end channel of wireless
network
wireless_encrypt_wep <boolean> 0 0/7 Indicate whether to support wireless
WEP.
wireless_encrypt_wpa <boolean> 0 0/7 Indicate whether to support wireless
WPA.
wireless_encrypt_wpa2 | <boolean> 0 0/7 Indicate whether to support wireless
WPA2.
localstorage_managea | <boolean> 1 0/7 Indicate whether manageable local
ble storage is supported.
localstorage_seamless | <boolean> 1 0/7 Indicate whether seamless recording
is supported.
localstorage_modnum 0, 4 0/7 The maximum MOD connection
<positive numbers.
integer>
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localstorage_slconnum | O, 1 0/7 The maximum seamless connection
<positive number.
integer>
localstorage_modversi | <string> 1.0.3.3 0/7 Indicate MOD daemon version
on
adaptiverecording <boolean> 1 0/7 Indicate whether to support adaptive
recording.
adaptivestreaming <boolean> 1 0/7 Indicate whether to support adaptive
recording.
derivative_brand <boolean> 1 0/7 Indicate whether to support the
upgrade function for the derivative
brand. For example, if the value is
true, the VVTK product can be
upgraded to VVXX. (TCVV<->TCXX
is excepted)
npreset 0, <positive 20 0/7 Number of preset locations
integer>
eptz 0, <positive 0 0/7 A 32-bit integer, each bit can be set
integer> separately as follows:
Bit 0 => stream 1 supports ePTZ or
not.
Bit 1 => stream 2 supports ePTZ or
not.
The rest may be deduced by analogy
nanystream 0, <positive 0 0/7 number of any media stream per
integer> channel
iva <boolean> 0 0/7 Indicate whether to support
Intelligent Video analysis
tampering <boolean> 0 0/7 Indicate whether to support
tampering detection.
test_ac <boolean> 1 0/7 Indicate whether to support test ac
key.
windowless <boolean> 1 0/7 Indicate whether to support
windowless plug-in.
supportsd <boolean> 1 0/7 Indicate whether to support local
storage.
timeshift <boolean> 1 0/7 Indicate whether to support time
shift caching stream.
whitelight <boolean> 0 0/7 Indicate whether to support white
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light led.

iris <boolean> 0 0/7 Indicate whether to support iris
control.
temperature <boolean> 0 0/7 Indicate whether to support
temperature detection.
fisheye <boolean> 0 0/7 Indicate where fisheye camera.
vadp <positive 0 0/7 An 32-bit integer, each bit can be set
integer> separately as follows:
Bit 0 => VADP interface
Bit 1 => Capture video raw data
Bit 2 => Support encode jpeg
Bit 3 => Capture audio raw data
Bit 4 => Support event trigger
Bit 5 => Support license registration
Bit 6 => Support shared memory API
remotecamctrl_master | 0, <positive 0 0/7 Indicate whether to support remote
integer> auxiliary camera (master side), this
value means supporting max number
of auxiliary camera.
remotecamctrl_slave <boolean> 0 0/7 Indicate whether to support remote
camera control (slave side).
media_totalspace <positive 35000 0/7 Available memory space (KB) for
integer> media.
media_snapshot_sizep | <positive 1250 0/7 Maximum size (KB) of one snapshot
ersecond integer> image.
media_snapshot_maxp | <positive 7 0/7 Maximum snhapshot number before
reevent integer> event occurred.
media_snapshot_maxp | <positive 7 0/7 Maximum snapshot number after
ostevent integer> event occurred.
media_videoclip_maxsi | <positive 8192 0/7 Maximum size (KB) of a videoclip.
ze integer>
media_videoclip_maxle | <positive 20 0/7 Maximum length (second) of a
ngth integer> videoclip.
media_videoclip_maxp | <positive 9 0/7 Maximum duration (second) after
reevent integer> event occurred in a videoclip.
version_genetec <string> 1.0.2.7 0/7 Indicate Genetec daemon version
version_onvifdaemon <string> 1.12.0.2 0/7 Indicate ONVIF daemon version
image_ c0_wdrc <boolean> 1 0/7 Indicate whether to support WDR
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enhanced.

image_c0_dnr <boolean> 1 0/7 Indicate whether to support digital

noise reduction.

image_ cO_iristype <string> piris 0/7 Indicate iris type.

image_ c0_backfocus <boolean> 0 0/7 Indicate whether to support back
focus.

image_ c0_focusassist | <boolean> 0 0/7 Indicate whether to support focus
assist.

image_ <boolean> 1 0/7 Indicate whether to support remote

c0_remotefocus focus.

7.22 Customized event script

Group: event_customtaskfile_i<0~2>

name string[40] <blank> 6/6 Custom script identification of this entry.
date string[4~20] |<blank> 6/6 Date of custom script.
time string[4~20] |<blank> 6/6 Time of custom script.
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7.23 Event setting

Group: event_i<0~2>

name string[40] <blank> 6/6 Identification of this entry.
enable 0,1 0 6/6 Enable or disable this event.
priority 0,1,2 1 6/6 Indicate the priority of this event:

“0” = low priority
“1” = normal priority

“2" = high priority

delay 1~999 10 6/6 Delay in seconds before detecting the
next event.
trigger boot, boot 6/6 Indicate the trigger condition:
di, “boot” = System boot
seq, “di”= Digital input
recnotify, “seq” = Periodic condition
vi, “recnotify” = Recording notification.
vadp “vi”= Virtual input (Manual trigger)

“vadp”=VADP event

triggerstatus String[40] trigger 6/6 The status for event trigger.
exttriggerstatus String[40] <blank> 6/6 The status for event trigger.
exttriggerstatusl String[40] <blank> 6/6 The status for event trigger.
exttriggerstatus2 String[40] <blank> 6/6 The status for event trigger.
exttriggerstatus3 String[40] <blank> 6/6 The status for event trigger.
di 0~3 1 6/6 Indicate the source id of di trigger.

This field is required when trigger
condition is “di".
One bit represents one digital input. The

LSB indicates DI 0.
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mdwin 0~7 0 6/6 Indicate the source window id of motion
detection.

This field is required when trigger
condition is “*md”.

One bit represents one window.

The LSB indicates the 1°* window.

For example, to detect the 1%t and 3™

windows, set mdwin as 5.

mdwin0 0~7 0 6/6 Similar to mdwin. The parameter takes
effect when profile 1 of motion detection

is enabled.

Vi 0~7 0 6/6 Indicate the source id of vi trigger.

This field is required when trigger
condition is “vi".

One bit represents one digital input. The

LSB indicates VI 0.

valevel 0,1 0 6/6 Select audio detection event.
0: not select

1: select

valevelO 0,1 0 6/6 Select audio detection profile event.
0: not select

1: select

inter 1~999 1 6/6 Interval of snapshots in minutes.
This field is used when trigger condition
is “seq”.

weekday 0~127 127 6/6 Indicate which weekday is scheduled.

One bit represents one weekday.

bit0 (LSB) = Saturday

bitl = Friday

bit2 = Thursday

bit3 = Wednesday

bit4 = Tuesday

bit5 = Monday

bité = Sunday

For example, to detect events on Friday

and Sunday, set weekday as 66.

begintime hh:mm 00:00 6/6 Begin time of the weekly schedule.
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endtime hh:mm 24:00 6/6 End time of the weekly schedule.
(00:00 ~ 24:00 sets schedule as always
on)
lowlightcondition 0,1 1 6/6 Switch on white light LED in low light
<product dependent> condition
0 => Do action at all times
1 => Do action in low-light conditions
action_do_i<0~(ndo-1) |0, 1 0 6/6 Enable or disable trigger digital output.
>_enable
action_do_i<0~(ndo-1) [1~999 1 6/6 Duration of the digital output trigger in
>_duration seconds.
action_goto_enable <Boolean> 0 6/6 Enable/disable ptz goto preset position
<product dependent> on event triggered.
action_goto_name string[40] <blank> 6/6 Specify the preset name that ptz goto on
<product dependent> event triggered.
action_cf_enable <Boolean> 0 6/6 Enable or disable sending media to SD
card.
action_cf_folder string[128] <blank> 6/6 Path to store media.
action_cf_media 0~4,101 <blank> 6/6 Index of the attached media.
action_cf_datefolder <boolean> 0 6/6 Enable this to create folders by date,
time, and hour automatically.
action_cf_backup <Boolean> 0 6/6 Enable or disable the function that send
media to SD card for backup if network is
disconnected.
action_server_i<0~4>_¢|0, 1 0 6/6 Enable or disable this server action.
nable
action_server_i<0~4>_ |0~4,101 <blank> 6/6 Index of the attached media.
media 101 means “Recording Notify”
action_server_i<0~4>_ |<boolean> 0 6/6 Enable this to create folders by date,

datefolder

time, and hour automatically.
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7.24 Server setting for event action

Group: server_i<0~4>

name string[40] NULL 6/6 Identification of this entry
type email, email 6/6 Indicate the server type:
ftp, “email” = email server
http, “ftp” = FTP server
ns “http” = HTTP server
“ns” = network storage
http_url string[128] http:// 6/6 URL of the HTTP server to upload.
http_username string[64] NULL 6/6 Username to log in to the server.
http_passwd string[64] NULL 6/6 Password of the user.
ftp_address string[128] NULL 6/6 FTP server address.
ftp_username string[64] NULL 6/6 Username to log in to the server.
ftp_passwd string[64] NULL 6/6 Password of the user.
ftp_port 0~65535 21 6/6 Port to connect to the server.
ftp_location string[128] NULL 6/6 Location to upload or store the media.
ftp_passive 0,1 1 6/6 Enable or disable passive mode.
0 = disable passive mode
1 = enable passive mode
email_address string[128] NULL 6/6 Email server address.
email_sslmode 0,1 0 6/6 Enable support SSL.
email_port 0~65535 25 6/6 Port to connect to the server.
email_username string[64] NULL 6/6 Username to log in to the server.
email_passwd string[64] NULL 6/6 Password of the user.
email_senderemail string[128] NULL 6/6 Email address of the sender.
email_recipientemail string[640] NULL 6/6 Email address of the recipient.
ns_location string[128] NULL 6/6 Location to upload or store the media.
ns_username string[64] NULL 6/6 Username to log in to the server.
ns_passwd string[64] NULL 6/6 Password of the user.
ns_workgroup string[64] NULL 6/6 Workgroup for network storage.
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7.25 Media setting for event action

Group: media_i<0~4> (media_freespace is used internally.)

name string[40] NULL 6/6 Identification of this entry

type snapshot, systemlog 6/6 Media type to send to the server or store
systemlog, on the server.
videoclip,
recordmsg

snapshot_source 0~3 0 6/6 Indicate the source of media stream.

0 means the first stream.
1 means the second stream and etc.
2 means the third stream and etc.

3 means the fourth stream and etc.

snapshot_prefix string[16] Snapshot[n]_ |6/6 Indicate the prefix of the filename.
media_i0=> Snapshotl_
media_il=> Snapshot2_
media_i2=> Snapshot3_
media_i3=> Snapshot4_

media_i4=> Snapshot5_

snapshot_datesuffix 0,1 0 6/6 Add date and time suffix to filename:
1 = Add date and time suffix.
0 = Do not add.

snapshot_preevent 0~7 1 6/6 Indicates the number of pre-event
images.

snapshot_postevent 0~7 1 6/6 The number of post-event images.

videoclip_source 0~3 0 6/6 Indicate the source of media stream.

0 means the first stream.
1 means the second stream and etc.
2 means the third stream and etc.

3 means the fourth stream and etc.

videoclip_prefix string[16] VideoClip[n]_ [6/6 Indicate the prefix of the filename.

videoclip_preevent 0~9 0 6/6 Indicates the time for pre-event

recording in seconds.

videoclip_maxduration 1~20 5 6/6 Maximum duration of one video clip in
seconds.

videoclip_maxsize 50 ~ 8192 500 6/6 Maximum size of one video clip file in
Kbytes.
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7.26 Recording

Group: recording_i<0~1>

name string[40] NULL 6/6 Identification of this entry.
trigger schedule, schedule 6/6 The event trigger type
networkfail schedule: The event is triggered by
schedule

networkfail: The event is triggered by the

failure of network connection.

enable 0,1 0 6/6 Enable or disable this recording.

priority 0,1,2 1 6/6 Indicate the priority of this recording:
“0"” indicates low priority.
“1” indicates normal priority.

“2” indicates high priority.

source 0~3 0 6/6 Indicate the source of media stream.
0 means the first stream.

1 means the second stream and so on.

limitsize 0,1 0 6/6 0: Entire free space mechanism

1: Limit recording size mechanism

cyclic 0,1 0 6/6 0: Disable cyclic recording

1: Enable cyclic recording
notify 0,1 1 6/6 0: Disable recording notification

1: Enable recording notification
notifyserver 0~31 0 6/6 Indicate which notification server is

scheduled.

One bit represents one application server
(server_i0~i4).

bit0 (LSB) = server_i0.

bitl
bit2

server_il.

server_i2.
bit3 = server_i3.
bit4 = server_i4.
For example, enable server_.i0,

server_i2, and server_i4 as notification

servers; the notifyserver value is 21.
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weekday 0~127 127 6/6 Indicate which weekday is scheduled.
One bit represents one weekday.
bit0 (LSB) = Saturday
bitl = Friday
bit2 = Thursday
bit3 = Wednesday
bit4 = Tuesday
bit5 = Monday
bité = Sunday
For example, to detect events on Friday
and Sunday, set weekday as 66.
begintime hh:mm 00:00 6/6 Start time of the weekly schedule.
endtime hh:mm 24:00 6/6 End time of the weekly schedule.
(00:00~24:00 indicates schedule always
on)
prefix string[16] <blank> 6/6 Indicate the prefix of the filename.
cyclesize 200~ 100 6/6 The maximum size for cycle recording in
Kbytes when choosing to limit recording
size.
reserveamount O~ 100 6/6 The reserved amount in Mbytes when
choosing cyclic recording mechanism.
dest cf, cf 6/6 The destination to store the recorded
0~4 data.
“cf” means local storage (CF or SD card).
“0"” means the index of the network
storage.
cffolder string[128] NULL 6/6 Folder name.
maxsize 100~2000 100 6/6 Unit: Mega bytes.
<product dependent> <product <product When this condition is reached, recording
dependent> dependent> file is truncated.
maxduration 60~3600 60 6/6 Uuit: Second
<product dependent> <product <product When this condition is reached, recording
dependent> dependent> file is truncated.
adaptive_enable 0,1 0 6/6 Indicate whether the adaptive recording
<product dependent> is enabled
adaptive_preevent 0~9 1 6/6 Indicate when is the adaptive recording

<product dependent>

started before the event trigger point

(seconds)
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adaptive_postevent

<product dependent>

0~10

6/6

Indicate when is the adaptive recording

stopped after the event trigger point

(seconds)

7.27 HTTPS

Group: https (capability.protocol.https > 0)

enable <boolean> 0 6/6 To enable or disable secure HTTP.

policy <Boolean> 0 6/6 If the value is 1, it will force HTTP
connection redirect to HTTPS
connection

method auto, auto 6/6 auto => Create self-signed

manual, certificate automatically.
install manual => Create self-signed

certificate manually.
install => Create certificate
request and install.

status -3~1 0 6/6 Specify the https status.
-3 = Certificate not installed
-2 = Invalid public key
-1 = Waiting for certificate
0 = Not installed
1 = Active

countryname string[2] TW 6/6 Country name in the certificate
information.

stateorprovincename | string[128] Asia 6/6 State or province name in the
certificate information.

localityname string[128] Asia 6/6 The locality name in the certificate
information.

organizationname string[64] VIVOTEK Inc. | 6/6 Organization name in the
certificate information.

unit string[64] VIVOTEK Inc. | 6/6 Organizational unit name in the
certificate information.

commonname string[64] www.vivotek. | 6/6 Common name in the certificate

com information.
validdays 0 ~ 3650 3650 6/6 Valid period for the certification.
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7.28 Storage management setting

Currently it’s for local storage (SD, CF card)

Group: disk_i<0~(n-1)> n is the total number of storage devices. (capability.storage.dbenabled > 0)

cyclic_enabled <boolean> Enable cyclic storage method.

autocleanup_enabled <boolean> 0 6/6 Enable automatic clean up method.
Expired and not locked media files will be

deleted.

autocleanup_maxage 1~ 7 6/6 To specify the expired days for automatic

clean up.

7.29 Region of interest

Group: roi_c<0~(n-1)> for n channel product, and m is the number of streams which support ROI.

(capability.eptz > 0)

s<0~(m-1)>_home (0~1744,0~931((0,0) ROI left-top corner coordinate.
6)
s<0~(m-1)>_size 176~ x 144~ |2560x1920 7/7 ROI width and height. The width value

must be multiples of 16 and the height

value must be multiples of 8

7.30 ePTZ setting

Group: eptz_c<0~(n-1)> for n channel product. (capability.eptz > 0)

osdzoom <boolean> Indicates multiple of zoom in is

“on-screen display” or not

smooth <boolean> 1 7/7 Enable the ePTZ "move smoothly"
feature
tiltspeed -5~5 0 7/7 Tilt speed

(It should be set by eCamCtrl.cgi rather

than by setparam.cgi.)
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panspeed -5~5 0 7/7 Pan speed
(It should be set by eCamCtrl.cgi rather
than by setparam.cgi.)

zoomspeed -5~5 0 7/7 Zoom speed
(It should be set by eCamCtrl.cgi rather
than by setparam.cgi.)

autospeed 1~5 1 7/7 Auto pan/patrol speed
(It should be set by eCamCtrl.cgi rather
than by setparam.cgi.)

Group: eptz_c<0~(n-1)>_s<0~(m-2)> for n channel product and m is the number of streams which support

ePTZ. (capability.eptz > 0)

patrolseq string[120] <blank> 1/4 The patrol sequence of ePTZ. All the
patrol position indexes will be separated
by ","

patroldwelling string[160] <blank> 1/4 The dwelling time (unit: second) of each

w 7

patrol point, separated by *,”.

preset_i<0~19>_name |string[40] <blank> 1/7 Name of ePTZ preset.
(It should be set by ePreset.cgi rather

than by setparam.cgi.)

preset_i<0~19>_pos <coordinate> |<blank> 1/7 Left-top corner coordinate of the preset.
(It should be set by ePreset.cgi rather

than by setparam.cgi.)

preset_i<0~19>_size <window size>|<blank> 1/7 Width and height of the preset.
(It should be set by ePreset.cgi rather

than by setparam.cgi.)
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7.31 VIVOTEK Application Development Platform setting

Group: vadp

version

0~.0~.0~.0~.0~

1.3.1.0

6/7

Indicate the VADP version.

resource_total_memory O~

134996

6/7

Indicate total available
memory size for VADP

modules.

resource_total_storage O~

155284

6/7

Indicate total size of the
internal storage space for

storing VADP modules.

resource_free_memory O~

24576

6/7

Indicate free memory size

for VADP modules.

resource_free_storage 0~

10240

6/7

Indicate current free
storage size for uploading

VADP modules.

module_number O~

6/7

Record the total module
number that already stored

in the system.

module_order

string[40] 0

6/6

The execution order of the

enabled modules.

module_save2sd

<boolean> 0

6/6

Indicate if the module
should be saved to SD card
when user want to upload it.
If the value is false, save
module to the internal
storage space and it will

occupy storage size.

Group: vadp_module_i<0~(n-1)>

enable <boolean> module_i0: 1 6/6 Indicate if the module is
module_i1~9: 0 enabled or not.
If yes, also add the index
of this module to the
module_order.
name string[40] module_i0: Stereo Counting 6/6 Module name
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module_i1l~9: <blank>

url string[120] module_iO: 6/6 Define the URL string
Stereo-Counting/www/index.h after the IP address if the
tml module provides it own
module_il~9: <blank> web page.

vender string[40] module_i0: VIVOTEK 6/6 The provider of the
module_il~9: <blank> module.

vendorurl string[120] module_i0: 6/6 URL of the vendor.

http://www.vivotek.com

module_i1~9: <blank>

version string[40] module_i0: 1.0 6/6 Version of the module.

module_i1~9: <blank>

license string[40] module_i0: N/A 6/6 Indicate the license status
module_il1~9: <blank> of the module.

path string[40] module_i0: 6/6 Record the storage path
/mnt/flash2/vadp-preload/0 of the module.
module_il1~9: <blank>

initscr string[40] module_i0: main.sh 6/6 The script that will handle
module_il~9: <blank> operation commands

from the system.

status string[40] module_i0: on 6/6 Indicate the running

module_i1~9: off status of the module.
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7.32 Seamless recording setting

Group: seamlessrecording (capability.localstorage.seamless > 0)

diskmode seamless, seamless 1/6 “seamless” indicates enable
manageable seamless recording.
“manageable” indicates disable
seamless recording.
maxconnection 3 3 1/6 Maximum number of connected
seamless streaming.
stream 1~3 1 7/7 (Internal used, read only)
output 0~2 2 7/7 (Internal used, read only)
enable <boolean> 0 1/6 Indicate whether seamless
recording is recording to local
storage or not at present.
(Read only)
guid<0~2>_id string[127] <blank> 1/6 The connected seamless
streaming ID.
(Read only)
guid<0~2>_number 0~3 0 1/6 Number of connected seamless
streaming with guid<0~2>_id.
(Read only)
7.33 Genetec info
Group: genetec
image__ contrast <integer> 50 7/7 Only for genetec omnicast
image_ brightness <integer> 0 7/7 Only for genetec omnicast
motion_ i<0~4> <integer> 0,0,0,0 7/7 Only for genetec omnicast
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8. Useful Functions

Drive the Digital Qutput (capability.ndo > 0)

Note: This request requires Viewer privileges.
Method: GET/POST

Syntax:

http://<servername>/cgi-bin/dido/setdo.cgi?dol=<state>[&do2=<state>]
[&do3=<state>][&do4=<state>]

Where state is 0 or 1; “0” means inactive or normal state, while “"1” means active or triggered state.

do<num> 0,1 0 - Inactive, normal state

1 - Active, triggered state

Example: Drive the digital output 1 to triggered state and redirect to an empty page.

Query Status of the Digital Input (capability.ndi > 0)

Note: This request requires Viewer privileges
Method: GET/POST

Syntax:
http://<servername>/cgi-bin/dido/getdi.cgi?[di0][&dil][&di2][&di3]

If no parameter is specified, all of the digital input statuses will be returned.

Return:

HTTP/1.0 200 OK\r\n

Content-Type: text/plain\r\n
Content-Length: </ength>\r\n
\r\n

[di0=<state>]\r\n
[dil=<state>]\r\n
[di2=<state>]\r\n
[di3=<state>]\r\n

where <state> can be 0 or 1.
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Example: Query the status of digital input 1 .

Query Status of the Digital Output (capability.ndo > 0)

Note: This request requires Viewer privileges
Method: GET/POST

Syntax:
http://<servername>/cgi-bin/dido/getdo.cgi?[do0][&do1][&do2][&d03]

If no parameter is specified, all the digital output statuses will be returned.

Return:

HTTP/1.0 200 OK\r\n

Content-Type: text/plain\r\n
Content-Length: <length>\r\n
\r\n

[doO=<state>]\r\n
[dol=<state>]\r\n
[do2=<state>]\r\n
[do3=<state>]\r\n

where <state> can be 0 or 1.

Example: Query the status of digital output 1.
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Capture Single Snapshot

Note: This request requires Normal User privileges.
Method: GET/POST

Syntax:

VIVOTEK

[&quality=<value>][&streamid=<value>]

http://<servername>/cgi-bin/viewer/video.jpg?[channel=<value>][&resolution=<value>]

If the user requests a size larger than all stream settings on the server, this request will fail.

channel 0~(n-1) 0 The channel number of the video source.
resolution <available 0 The resolution of the image.
resolution>
quality 1~5 3 The quality of the image.
streamid 0~(m-1) <product The stream number.
dependent>

The server will return the most up-to-date snapshot of the selected channel and stream in JPEG format. The size

and quality of the image will be set according to the video settings on the server.

Return:

HTTP/1.0 200 OK\r\n

Content-Type: image/jpeg\r\n

[Content-Length: <image size>\r\n]

<binary JPEG image data>

Account Management

Note: This request requires Administrator privileges.

Method: GET/POST

Syntax:

http://<servername>/cqgi-bin/admin/editaccount.cgi?

method=<value>&username=<name>[&userpass=<value>][&privilege=<value>]
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[&privilege=<value>][...][&return=<return page>]

method Add Add an account to the server. When using this method, the

“username” field is necessary. It will use the default value of other

fields if not specified.

Delete Remove an account from the server. When using this method, the

“username” field is necessary, and others are ignored.

edit Modify the account password and privilege. When using this method,
the “username” field is necessary, and other fields are optional. If not

specified, it will keep the original settings.

username <name> The name of the user to add, delete, or edit.

userpass <value> The password of the new user to add or that of the old user to modify.

The default value is an empty string.

Privilege <value> The privilege of the user to add or to modify.
viewer Viewer privilege.
operator Operator privilege.
admin Administrator privilege.
Return <return page> Redirect to the page <return page> after the parameter is assigned.

The <return page> can be a full URL path or relative path according to
the current path. If you omit this parameter, it will redirect to an

empty page.

System Logs

Note: This request require Administrator privileges.

Method: GET/POST

Syntax:

http://<servername>/cgi-bin/admin/syslog.cqgi

Server will return the most up-to-date system log.

Return:

HTTP/1.0 200 OK\r\n

Content-Type: text/plain\r\n
Content-Length: <syslog length>\r\n
\r\n
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<system log information>\r\n

Upgrade Firmware

Note: This request requires Administrator privileges.

Method: POST

Syntax:

http://<servername>/cgi-bin/admin/upgrade.cqi

Post data:

fimage=<file name>[&return=<return page>]\r\n
\r\n

<multipart encoded form data>

Server will accept the file named <file name> to upgrade the firmware and return with <return page> if indicated.

ePTZ Camera Control (capability.eptz > 0)

Note: This request requires camctrl privileges.

Method: GET/POST

Syntax:

http://<servername>/cgi-bin/camctrl/eCamCtrl.cgi?channel=<value>&stream=<value>

[&move=<value>] - Move home, up, down, left, right

[&auto=<value>] - Auto pan, patrol

[&zoom=<value>] - Zoom in, out

[&zooming=<value>&zs=<value>] - Zoom without stopping, used for joystick
[&vx=<value>&vy=<value>&vs=<value>] - Shift without stopping, used for joystick
[&x=<value>&y=<value>&videosize= <value>&resolution=<value>&stretch=<value>] - Click on image
(Move the center of image to the coordination (x,y) based on resolution or videosize.)

[ [&speedpan=<value>][&speedtilt=<value>][&speedzoom=<value>][&speedapp=<value>] ] - Set speeds

[&return=<return page>]

Example:
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PARAMETER VALUE DESCRIPTION
channel <0~(n-1)> Channel of video source.
stream <0~(m-1)> Stream.
move home Move to home ROI.
up Move up.
down Move down.
left Move left.
right Move right.
auto pan Auto pan.
patrol Auto patrol.
stop Stop auto pan/patrol.
zoom wide Zoom larger view with current speed.
tele Zoom further with current speed.
zooming wide or tele Zoom without stopping for larger view or further view with zs speed,
used for joystick control.
zs 0~6 Set the speed of zooming, “0” means stop.
VX <integer> The direction of movement, used for joystick control.
vy <integer>
VS 0~7 Set the speed of movement, “0” means stop.
X <integer> x-coordinate clicked by user.

It will be the x-coordinate of center after movement.
v <integer> y-coordinate clicked by user.

It will be the y-coordinate of center after movement.
videosize <window size> The size of plug-in (ActiveX) window in web page
resolution <window size> The resolution of streaming.
stretch <boolean> 0 indicates that it uses resolution (streaming size) as the range of

the coordinate system.

1 indicates that it uses videosize (plug-in size) as the range of the

coordinate system.
speedpan -5~5 Set the pan speed.
speedtilt -5~5 Set the tilt speed.
speedzoom -5~5 Set the zoom speed.
speedapp 1~5 Set the auto pan/patrol speed.
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return <return page> Redirect to the page <return page> after the parameter is assigned.
The <return page> can be a full URL path or relative path according to

the current path.

ePTZ Recall (capability.eptz > 0)

Note: This request requires camctrl privileges.
Method: GET/POST

Syntax:

http://<servername>/cgi-bin/camctrl/eRecall.cgi?channel=<value>&stream=<value>&

recall=<value>[&return=<return page>]

channel <0~(n-1)> Channel of the video source.
stream <0~(m-1)> Stream.
recall Text string less than 40|One of the present positions to recall.
characters
return <return page> Redirect to the page <return page> after the parameter is assigned.
The <return page> can be a full URL path or relative path according to
the current path.

ePTZ Preset Locations (capability.eptz > 0)

Note: This request requires Operator privileges.
Method: GET/POST

Syntax:

http://<servername>/cgi-bin/operator/ePreset.cgi?channel=<value>&stream=<value>

[&addpos=<value>][&delpos=<value>][&return=<return page>]

channel <0~(n-1)> Channel of the video source.

stream <0~(m-1)> Stream.

addpos <Text string less than |Add one preset location to the preset list.
40 characters>

User's Manual - 273




VIVOTEK

delpos <Text string less than |Delete preset location from the preset list.

40 characters>

return <return page> Redirect to the page <return page> after the parameter is assigned.

The <return page> can be a full URL path or relative path according to

the current path.

IP Filtering

Note: This request requires Administrator access privileges.
Method: GET/POST

Syntax: <product dependent>

http://<servername>/cgi-bin/admin/ipfilter.cgi?type[=<value>]
http://<servername>/cgi-bin/admin/ipfilter.cgi?method=add<v4/v6>8&ip=<ipaddress>[&index=<value>][&ret
urn=<return page>]

http://<servername>/cgi-bin/admin/ipfilter.cgi?method=del<v4/v6>&index=<value>[&return=<return page>]

type NULL Get IP filter type
allow, deny Set IP filter type

method addv4 Add IPv4 address into access list.
addv6 Add IPv6 address into access list.
delv4 Delete IPv4 address from access list.
delvé Delete IPv6 address from access list.

ip <IP address> Single address: <IP address>

Network address: <IP address / network mask>

Range address:<start IP address - end IP address>

index <value> The start position to add or to delete.

return <return page> Redirect to the page <return page> after the parameter is assigned.
The <return page> can be a full URL path or relative path according
to the current path. If you omit this parameter, it will redirect to an

empty page.

274 - User's Manual




VIVOTEK

IP Filtering for ONVIF

Syntax: <product dependent>

http://<servername>/cgi-bin/admin/ipfilter.cgi?type[=<value>]
http://<servername>/cgi-bin/admin/ipfilter.cgi?method=add<v4/v6>8&ip=<ipaddress>[&index=<value>][&ret
urn=<return page>]

http://<servername>/cgi-bin/admin/ipfilter.cgi?method=del<v4/v6>&index=<value>[&return=<return page>]

type NULL Get IP filter type
allow, deny Set IP filter type

method addv4 Add IPv4 address into access list.
addv6 Add IPv6 address into access list.
delv4 Delete IPv4 address from access list.
delvé Delete IPv6 address from access list.

ip <IP address> Single address: <IP address>

Network address: <IP address / network mask>

Range address: <start IP address - end IP address>

index <value> The start position to add or to delete.

return <return page> Redirect to the page <return page> after the parameter is assigned.
The <return page> can be a full URL path or relative path according

to the current path. If you omit this parameter, it will redirect to an

empty page.
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Get SDP of Streams

Note: This request requires Viewer access privileges.
Method: GET/POST

Syntax:

http://<servername>/<network_rtsp_s<0~m-1>_accessname>

“m” is the stream number.

“network_accessname_<0~(m-1)>" is the accessname for stream “1” to stream “m”. Please refer to the
“subgroup of network: rtsp” for setting the accessname of SDP.

You can get the SDP by HTTP GET.

When using scalable multicast, Get SDP file which contains the multicast information via HTTP.
Open the Network Stream
Note: This request requires Viewer access privileges.

Syntax:
For HTTP push server (MJPEG):

http://<servername>/<network_http_s<0~m-1>_accessname>

For RTSP (MP4), the user needs to input the URL below into an RTSP compatible player.

rtsp://<servername>/<network_rtsp_s<0~m-1>_accessname>

“m” is the stream number.

For details on streaming protocol, please refer to the “control signaling” and “data format” documents.
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Senddata (capability.nuart > 0)

Note: This request requires Viewer privileges.
Method: GET/POST

Syntax:

http://<servername>/cgi-bin/viewer/senddata.cgi?

[com=<value>][&data=<value>][&flush=<value>] [&wait=<value>] [&read=<value>]

com 1 ~ <max. com port [The target COM/RS485 port number.
number>
data <hex decimal The <hex decimal data> is a series of digits from 0 ~ 9, A ~ F. Each

data>[,<hex decimal |[comma separates the commands by 200 milliseconds.

data>]
flush yes,no yes: Receive data buffer of the COM port will be cleared before read.
no: Do not clear the receive data buffer.
wait 1 ~ 65535 Wait time in milliseconds before read data.
read 1~ 128 The data length in bytes to read. The read data will be in the return

page.

Return:

HTTP/1.0 200 OK\r\n

Content-Type: text/plain\r\n
Content-Length: <system information length>\r\n
\r\n

<hex decimal data>\r\n

Where hexadecimal data is digits from 0 ~ 9, A ~ F.

User's Manual - 277




VIVOTEK

Storage managements (capability.storage.dbenabled > 0)

Note: This request requires administrator privileges.

Method: GET and POST

Syntax:

http://<servername>/cgi-bin/admin/Isctrl.cgi?cmd=<cmd_type>[&<parameter>=<value>...]

The commands usage and their input arguments are as follows.

cmd_type <string> Required.

Command to be executed, including search, insert, delete, update,

and queryStatus.

Command: search
label <integer primary key> |Optional.
The integer primary key column will automatically be assigned a

unique integer.

triggerType <text> Optional.

Indicate the event trigger type.

Please embrace your input value with single quotes.
Ex. mediaType="motion’

Support trigger types are product dependent.

mediaType <text> Optional.

Indicate the file media type.

Please embrace your input value with single quotes.
Ex. mediaType="videoclip’

Support trigger types are product dependent.

destPath <text> Optional.
Indicate the file location in camera.
Please embrace your input value with single quotes.

Ex. destPath ='/mnt/auto/CF/NCMF/abc.mp4’

resolution <text> Optional.
Indicate the media file resolution.
Please embrace your input value with single quotes.

Ex. resolution='800x600’

isLocked <boolean> Optional.
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Indicate if the file is locked or not.
0: file is not locked.
1: file is locked.

A locked file would not be removed from UI or cyclic storage.

triggerTime <text> Optional.

Indicate the event trigger time. (not the file created time)
Format is “YYYY-MM-DD HH:MM:SS”

Please embrace your input value with single quotes.

Ex. triggerTime='2008-01-01 00:00:00’

If you want to search for a time period, please apply "TO”
operation.

Ex. triggerTime='2008-01-01 00:00:00'+TO+'2008-01-01
23:59:59’ is to search for records from the start of Jan 1% 2008 to
the end of Jan 1% 2008.

limit <positive integer> Optional.

Limit the maximum number of returned search records.

offset <positive integer> Optional.
Specifies how many rows to skip at the beginning of the matched
records.

Note that the offset keyword is used after limit keyword.

To increase the flexibility of search command, you may use “"OR” connectors for logical "OR” search operations.
Moreover, to search for a specific time period, you can use “TO” connector.

Ex. To search records triggered by motion or di or sequential and also triggered between 2008-01-01 00:00:00 and
2008-01-01 23:59:59.

http://<servername>/cgi-bin/admin/Isctrl.cgi?cmd=search&triggerType='motion’+ OR+'di'+ OR+'seq'&triggerTi
me='2008-01-01 00:00:00'+TO+'2008-01-01 23:59:59’

Command: delete

label <integer primary key> |Required.
Identify the designated record.
Ex. label=1

Ex. Delete records whose key numbers are 1, 4, and 8.

http://<servername>/cgi-bin/admin/Isctrl.cgi?cmd=delete&label=1&label=4&label=8

Command: update
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label <integer primary key> |Required.
Identify the designated record.
Ex. label=1

isLocked <boolean> Required.

Indicate if the file is locked or not.

Ex. Update records whose key numbers are 1 and 5 to be locked status.

http://<servername>/cgi-bin/admin/Isctrl.cgi?cmd=update&isLocked=1&label=1&label=5

Ex. Update records whose key numbers are 2 and 3 to be unlocked status.

http://<servername>/cgi-bin/admin/Isctrl.cgi?cmd=update&isLocked=0&label=2&label=3

Command: queryStatus

retType xml or javascript Optional.
Ex. retype=javascript

The default return message is in XML format.

Ex. Query local storage status and call for javascript format return message.

http://<servername>/cgi-bin/admin/Isctrl.cgi?cmd=queryStatus&retType=javascript
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Virtual input (capability.nvi > 0)

Note: Change virtual input (manual trigger) status.

Method: GET

Syntax:

http://<servername>/cgi-bin/admin/setvi.cgi?vi0=<value>[&vil=<value>][&vi2=<value>]

[&return=<return page>]

vi<num> state[(duration)nstate] Ex: vio=1

Setting virtual input O to trigger state
Where "state" is 0, 1. “0”

means inactive or normal Ex: vi0=0(200)1

state while "1” means Setting virtual input 0 to normal state, waiting 200

active or triggered state. milliseconds, setting it to trigger state.

Where "nstate” is next Note that when the virtual input is waiting for next state, it

state after duration. cannot accept new requests.

return <return page> Redirect to the page <return page> after the request is
completely assigned. The <return page> can be a full URL

path or relative path according the current path. If you omit

this parameter, it will redirect to an empty page.

Return Code Description

200 The request is successfully executed.

400 The request cannot be assigned, ex. incorrect parameters.
Examples:

setvi.cgi?vi0=0(10000)1(15000)0(20000)1
No multiple duration.

setvi.cgi?vi3=0

VI index is out of range.

setvi.cgi?vi=1

No VI index is specified.

503 The resource is unavailable, ex. Virtual input is waiting for next state.
Examples:

setvi.cgi?vi0=0(15000)1

setvi.cgi?viO=1

Request 2 will not be accepted during the execution time(15 seconds).
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Open Timeshift Stream (capability.timeshift > 0,

timeshift enable=1, timeshift c<n> s<m>_allow=1)

Note: This request requires Viewer access privileges.

Syntax:
For HTTP push server (MJPEG):

http://<servername>/<network_http_s<m>_accessname>?maxsft=<value>[&tsmode=<value>&reftime=<v

alue>&forcechk&minsft=<value>]

For RTSP (MP4 and H264), the user needs to input the URL below into an RTSP compatible player.

rtsp://<servername>/<network_rtsp_s<m>_accessname>?maxsft=<value>[&tsmode=<value>&reftime=<va

lue>&forcechk&minsft=<value>]

“n” is the channel index.
“m” is the timeshift stream index.

For details on timeshift stream, please refer to the “TimeshiftCaching” documents.

maxsft <positive 0 Request cached stream at most how many seconds ago.
integer>

tsmode normal, normal Streaming mode:
adaptive normal => Full FPS all the time.

adaptive => Default send only I-frame for MP4 and H.264, and
send 1 FPS for MJPEG. If DI or motion window are triggered, the
streaming is changed to send full FPS for 10 seconds.

(*Note: this parameter also works on non-timeshift streams.)

reftime mm:ss The time Reference time for maxsft and minsft.

camera receives|(This provides more precise time control to eliminate the
the request. inaccuracy due to network latency.)

Ex: Request the streaming from 12:20

rtsp://10.0.0.1/live.sdp?maxsft=10&reftime=12:30

forcechk N/A N/A Check if the requested stream enables timeshift, feature and
if minsft is achievable.

If false, return 415 Unsupported Media Type”.

minsft <positive 0 How many seconds of cached stream client can accept at least.

integer> (Used by forcechk)
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Return Code Description

400 Bad Request Request is rejected because some parameter values are illegal.

415 Unsupported Media Type Returned, if forcechk appears, when minsft is not achievable or the
timeshift feature of the target stream is not enabled.

Open Anystream (capability.nanystream > ()

Note: This request requires Viewer access privileges.

Syntax:
For HTTP push server (MJPEG):

http://<servername>/videoany.mjpg?codectype=mjpeg[&resolution=<value>&mjpeg_quant=<value>&mjpeg

_gvalue=<value>&mjpeg_maxframe=<value>]

For RTSP (H264), the user needs to input the URL below into an RTSP compatible player.

rtsp://<servername>/liveany.sdp?codectype=h264[&resolution=<value>&h264_intraperiod=<value>&
h264_ratecontrolmode=<value>& h264_quant=<value>& h264_qgvalue=<value>& h264_bitrate=<value>&

h264_maxframe=<value>]

<product dependent>

codectype mjpeg, h264 N/A Set codec type for Anystream.

solution capability_videoin_resolution|<product Video resolution in pixels.
dependent>

mjpeg_quant 99, 1~5 3 Quality of JPEG video.

0,99 is the customized manual input
setting.

1 = worst quality, 5 = best quality.

mjpeg_qvalue 2~97 50 Manual video quality level input.
(This must be present if mjpeg_quant is
equal to 0, 99)

mjpeg_maxframe 1~25 (5M mode) 30 Set maximum frame rate in fps (for JPEG).
1~30 (2M mode)

h264_intraperiod 250, 500, 1000, 2000, 3000,(1000 Intra frame period in milliseconds.
4000
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h264_ratecontrolmode |cbr, vbr vbr cbr: constant bitrate
vbr: fix quality
h264_quant 99, 1~5 3 Quality of video when choosing vbr in
“h264_ratecontrolmode”.
0,99 is the customized manual input
setting.
1 = worst quality, 5 = best quality.
h264_qvalue 0~51 30 Manual video quality level input.
(This must be present if h264_quant is
equal to 0, 99)
h264_bitrate 20~40000000 8000000 Set bit rate in bps when choosing cbr in
“h264_ratecontrolmode”.
h264_maxframe 1~25 (5M mode) 25 Set maximum frame rate in fps (for H264).
1~30 (2M mode) 30
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Remote Focus

Note: This request requires Administrator privileges.
Method: GET/POST

Syntax:

http://<servername>/cgi-bin/admin/remotefocus.cgi?function=<value>[&direction=<value>]

[&position=<value>][&steps=<value>][&iris]

function zoom, Function type
focus, zoom - Move zoom motor
auto, focus - Move focus motor
scan, auto - Perform auto focus
stop, scan - Perform focus scan
positioning stop - Stop current operation
getstatus positioning - Position the motors

getstatus - Information of motors, return value as below:
remote_focus_focus_motor_max: Maximum steps of focus motor
remote_focus_zoom_motor_max: Maximum steps of zoom motor
remote_focus_focus_motor_start: Start point of effective focal
length
remote_focus_focus_motor_end: End point of effective focal
length
remote_focus_focus_motor: Current position of focus motor
remote_focus_zoom_motor: Current position of zoom motor
remote_focus_focus_enable: Current function of focus motor
remote_focus_zoom_enable: Current function of zoom motor

remote_focus_value_mode: Source of focus value. 0: ISP, 1: Edge.

direction direct, Motor’s moving direction.
forward, It works only if function=zoom | focus.
backward

position 0 ~ <motor_max> Motor’s position.

It works only if function=zoom | focus and direction=direct.
<motor_max> is refer to remote_focus_focus_motor_max or
remote_focus_zoom_motor_max which replied from

"function=getstatus"
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steps 1 ~ <motor_max> Motor’s moving steps.

It works only if function=zoom | focus and direction=forward |
backward.

<motor_max> is refer to remote_focus_focus_motor_max or
remote_focus_zoom_motor_max which replied from

"function=getstatus"

iris N/A Open iris or not.

It works only if function=auto | scan.

Export Files

Note: This request requires Administrator privileges.

Method: GET

Syntax:

For daylight saving time configuration file:

http://<servername>/cgi-bin/admin/exportDst.cgi

For language file:

http://<servername>/cgi-bin/admin/export_language.cgi?currentlanguage=<value>

currentlanguage |0~20 Available language lists.

Please refer to:

system_info_language_i0 ~ system_info_language_i19.

For setting backup file:

http://<servername>/cgi-bin/admin/export_backup.cgi?backup
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Upload Files

Note: This request requires Administrator privileges.
Method: POST

Syntax:

For daylight saving time configuration file:

http://<servername>/cgi-bin/admin/upload_dst.cgi

Post data:

filename =<file name>\r\n
\r\n

<multipart encoded form data>

For language file:

http://<servername>/cgi-bin/admin/upload_lan.cgi

Post data:

filename =<file name>\r\n
\r\n

<multipart encoded form data>

For setting backup file:

http://<servername>/cgi-bin/admin/upload_backup.cgi

Post data:

filename =<file name>\r\n
\r\n

<multipart encoded form data>

Server will accept the file named <file name> to upload this one to camera.
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Technical Specifications

Precision

- VIVOTEK's 3D Depth Technology
- Up to 98% counting accuracy rate

- Real-time data
(system/counting/daily reports;
time/region reports) =

1
fnasd
i

Efficiency

- Object tracking path /
- Filter carts, children and strollers

- Bi-directional counting on definable flow

- Detection of U-turns to avoid double counting

- Not Influenced by shadows, reflections or glare conditions

Counting: 0 Counting: 1

Video Security Easy Installation

- Video surveillance (viewing and recording)
- Multiple video streaming

- Remote management

- Seamless integration with VAST CMS

Technical Specifications

- Discreet ceiling mount
- Compatible with 4"x2" electrical box

Model

System Information

SC8131(F2): f =2 mm
SC8131(F4): f =4 mm
SC8131(F6): f =6 mm

Safety Certifications

Operating Temperature

CE, LVD, FCC Class B, VCCI, C-Tick, UL
Starting Temperature:

0°C ~40°C (32°F ~ 104°F)

Working Temperature:

-10°C ~ 40°C (14°F ~ 104°F)

CPU Multimedia SoC (System-on-Chip)
Flash 256 MB Warranty 36 months
RAM 512 MB Installation

Camera Features
Image Sensor
Maximum Frame Rate
On-board Storage
Video

Compression
Maximum Streams
Report Format

1/3" Progressive CMOS
15 fps @ 2560x960
MicroSD/SDHC/SDXC card slot

H.264 & MJPEG
3 simultaneous streams
JSON/XML/CSV

Installation Height

System Requirements
Operating System

Web Browser

Other Players

Included Accessories

SC8131(F2): 240~500 cm (7.9~16.4")
SC8131(F4): 500~800 cm (16.4~26.2")
SC8131(F6): 800~1000 cm (26.2~32.8")

Microsoft Windows 8/7/Vista/XP/2000

Mozilla Firefox 7~43 (streaming only)
Internet Explorer 9/10/11

VLC: 1.1.11 or above
QuickTime: 7 or above

General
RJ-45 for Network/PoE connection Others Quick installation guide, mounting
DI/DO bracket, screw pack

Connectors USB 2.0 (Only as a power bank, not for Dimensions

data transmission)

MicroSD Slot 38mm ‘ 160 mm
LED Indicator System power and status indicator i 3 3
Power Input IEEE 802.3af PoE Class 3 (
o o

PoE: Max.12.95W

Power Consumption . A\ 3
USB: Max. 300mA @ 3
Dimensions 160 (D) x 70 (W) x 38 (H) mm 3
Weight 3969 -
VIVOTEK INC. All specifications are subject to change without notice. Copyright © VIVOTEK INC. All rights reserved. Ver. 19

6F, N0.192, Lien-Cheng Rd., Chung-Ho, New Taipei City, 235, Taiwan, R.O.C. T: +886-2-82455282 F: +886-2-82455532 E: sales@vivotek.com W: www.vivotek.com

288 - User's Manual




VIVOTEK

Technology License Notice

AMR-NB Standard

THIS PRODUCT IS LICENSED UNDER THE AMR-NB STANDARD PATENT LICENSE AGREEMENT. WITH
RESPECT TO THE USE OF THIS PRODUCT, THE FOLLOWING LICENSORS’ PATENTS MAY APPLY:

TELEFONAKIEBOLAGET ERICSSON AB: US PAT. 6192335; 6275798; 6029125; 6424938; 6058359. NOKIA
CORPORATION: US PAT. 5946651; 6199035. VOICEAGE CORPORATION: AT PAT. 0516621; BE PAT. 0516621;
CA PAT. 2010830; CH PAT. 0516621; DE PAT. 0516621; DK PAT. 0516621; ES PAT. 0516621; FR PAT. 0516621;
GB PAT. 0516621; GR PAT. 0516621; IT PAT. 0516621; LI PAT. 0516621; LU PAT. 0516621; NL PAT. 0516621;
SE PAT 0516621; US PAT 5444816; AT PAT. 819303/AT E 198805T1; AU PAT. 697256; BE PAT. 819303; BR PAT.
9604838-7; CA PAT. 2216315; CH PAT. 819303; CN PAT. ZL96193827.7; DE PAT. 819303/DE69611607T2; DK
PAT. 819303; ES PAT. 819303; EP PAT. 819303; FR PAT. 819303; GB PAT. 819303; IT PAT. 819303; JP PAT. APP.
8-529817; NL PAT. 819303; SE PAT. 819303; US PAT. 5664053. THE LIST MAY BE UPDATED FROM TIME TO
TIME BY LICENSORS AND A CURRENT VERSION OF WHICH IS AVAILABLE ON LICENSOR’S WEBSITE AT
HTTP://WWW.VOICEAGE.COM.

H.264

THIS PRODUCT IS LICENSED UNDER THE AVC PATENT PORTFOLIO LICENSE FOR THE
PERSONAL AND NON-COMMERCIAL USE OF A CONSUMER TO (i) ENCODE VIDEO IN
COMPLIANCE WITH THE AVC STANDARD ("AVC VIDEQ") AND/OR (ii) DECODE AVC VIDEO
THAT WAS ENCODED BY A CONSUMER ENGAGED IN A PERSONAL AND NON-COMMERCIAL
ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO PROVIDER LICENSED TO PROVIDE AVC
VIDEO. NO LICENSE IS GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE. ADDITIONAL
INFORMATION MAY BE OBTAINED FROM MPEG LA, L.L.C. SEE HTTP://WWW.MPEGLA.COM
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Electromagnetic Compatibility (EMC)

FCC Statement
This device compiles with FCC Rules Part 15. Operation is subject to the following two conditions.
m This device may not cause harmful interference, and

m This device must accept any interference received, including interference that may cause undesired
operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a partial
installation. If this equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

m Reorient or relocate the receiving antenna.

m Increase the separation between the equipment and receiver.

m Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
m Consult the dealer or an experienced radio/TV technician for help.

Shielded interface cables must be used in order to comply with emission limits.

CE Mark Warning

This is a Class B product. In a domestic environment, this product may cause radio interference, in which
case the user may be required to take adequate measures.

VCCI Warning

OB - FRUHREFE N EEE FRGHHRES (VCC 1) OREREIC T 77 A BIEHREEERE
TY - COEEFT FERBETHEHTLIZEZ2HNEL THWEITH - COEEN TP FOLTLEY 3~
ZERICIHEL TERSN S L - ZERERFLG(SHEITIELD N LT -

BB HE L > TIEL WEL D2 L TR EWL

Liability

VIVOTEK Inc. cannot be held responsible for any technical or typographical errors and reserves the right
to make changes to the product and manuals without prior notice. VIVOTEK Inc. makes no warranty
of any kind with regard to the material contained within this document, including, but not limited to, the
implied warranties of merchantability and fitness for any particular purpose.
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