QUALYS

AUTOMATING PCI COMPLIANCE VALIDATION FOR
ACQUIRING INSTITUTIONS

The Payment Card Industry Data Security Standard, known as PCI DSS, is a global security standard devel-
oped by the major credit card brands as a guideline to help organizations that process credit card payments
protect sensitive customer data. A company processing card payments must be PCI compliant or they risk
losing the ability to process credit card payments. Merchants and Service Providers must validate compliance
through quarterly security scans and either a yearly self-assessment or certified audit.

PCI adoption driven by Incentives & Fines

Adoption of the PCI Standard has been driven mainly through the use of incentives and fines. Incentives
have been offered to Merchants and Acquiring Institutions in the form of one-time payments and reduced
interchange rates. Fines have been assessed to large Merchants who have failed to comply, and are now
being focused at Acquiring Institutions who fail to ensure that their Merchants are meeting PCI requirements.
Most recently, Visa announced that it will assess fines up to $25,000 for Acquiring Financial
Institutions with Merchants that are not compliant with the PCI Standard by September 30th, 2007.

Automated compliance for you and your Merchants via QualysGuard PCI

QualysGuard PCl is the only, fully-automated on demand PCI compliance solution that helps both
Acquiring Institutions and Merchants automate PCI compliance. For you and your Merchants,
QualysGuard PCI enables:

- Validation which allows Merchants to submit their Proof-of-Compliance directly to their
Acquiring Institution.

- Tracking of Compliance by viewing the current compliance status of all Merchants from a Single
Screen, including Submit Dates and Passed Status for Scans and Questionnaires.

- Continuing Education by partnering with Qualys in a joint marketing effort to educate your
Merchant Community to the PCI Standard through the use of online presentations, documentation
and phone support.

- Automated Enrollment by providing Merchants with a self-service, co-branded web page which
allows them to create their own QualysGuard PCI account and immediately start running PCI scans.

Offer your Merchants a PCl Compliance Solution

Acquiring Institutions can provide QualysGuard PCI to Merchants, free of charge for their first round of
Quarterly PCI scans, while alleviating time and resources lost on PCI validation by participating in Qualys’
Revenue Sharing Program. Acquiring Institutions can then offer the option to purchase a year subscription
to the service as part of their Merchant Data Security Program or as a renewal option on existing yearly
contracts. This offering perfectly complements existing requirements by VISA that Acquirers include a

PCI / CISP Compliance Provision in all contracts with Merchants.
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QualysGuard PCI Compliance Validation Lifecycle

o Automated Enroliment

e QualysGuard PCI

e Questionnaire

" - @uaLvsGuaro: PCI [0 Ym— @uawsGuarn: pCi [0 Ymp—
0J QuA YOUR LOGO R e R - i
|—
m— 04/16/2007
[e———
R e i sl
QualysGuard PCI 14-Day Trial Yedpsoliradis v, 4|
Payment Processing Inc takes the safety and security of Compiant 1|
e oty ety s s o
e e = =9 e
veBeta e e o o s el ot
Last Submited: 0172372007 Last Submitted: 0172372007 e o
€ 5} € Hew Scan J o d by a firewall? Y Cho
R ET - | Vulnerability Scan " S T Cwn
— L2 o s B oo
NZ & ©2007 Quals,Inc. Prvacy Poliey
Merchants create their own accounts Merchants log into QualysGuard PCI Step 1: Complete Self-Assessment
via a co-branded web page and follow 3 steps to PCI Compliance Questionnaire
o Scan and Remediate e PCI Certified Report e Acquiring Bank Access
@uaLvsGuaro: PCI Bonamwsecuny @uavsGuaror i Bonasam @uawvsGuaro P Bovuwoscunry
e S Payment Card Industy (P! Execuive Report T— om0
1232007 - 04/16/2007 o
4 Home nser @@z D6 E
IP Addresses Merchants 20 @ | Merchant Detats | Compliance Detais | Merchant Name _| Owral|_Gustionnare | Scan | Status Expirtion | Next Acton |
[0 sk | | WcaaT W@h-0s5 ADmE oy e & ar » » e . o © © oy
|7 et P Addess | Fastnama [00_|Vun e | Sowity _/|F.P. Requested F.P. Rejected| @ @ 4 4 et ° ° ©  Never Compliant  Ether
P £ 644113455 daront.qusys.com Begi ep) No [ Rremep— 420, 9 | erchan Dstds_|_ Compliance Detas_| Merchant Nara _| Overal | Ouestonna| Scan | Stats Expiation__|Next Action. |
B 5 it cmpom e T o
T £ saet1310 ooty onWindows - | Scan Settings Advanced Settings
NPT E = e o recs S Uor S s
I £ ee4113480 der (nown) No NA ‘Scan Dead Hosts. or ICMP O
B - S an z —

on
Ignors frewak-generated SYN-ACK packets  Off

4113480 etz s com U -
- L A Vulnerat ct Complete. ACK/SYN-ACK packets during discovery Send
‘Bugtrag ID: 14513 | ‘Windows Authentication Disabled.
andor S nencaion Diabed
------- Lot Hosts to Scan in Parallel-Scanner Appliances 25
oaw ovEmsi Focetes o Pt Total o
Foie By Doy Vet
e
v P Py oo ot o
weacr Overall PCI Status PASSED
e e
SOLUTION: I | PCi Status
[ssa113850 [T} 20 PassED [v] |

Suws | Subrt e Noxt Dun Do
Gusstonare ° 0123207 ovzsame
sean ° 01232007 ouns

02007 Guas n eyt

Step 2: View scan results and remediate
all high-level vulnerabilities

Step 3: View Verification Report and
Auto-Submit to Acquiring Institution

Acquiring Institution can Track
Compliance Status and View Reports

Key Benefits

— Avoid costly fines by providing your Merchant
community with a simple 3 step process to PCI
compliance

- Drive adoption of the PCI standard by partnering
with Qualys: the leader in on-demand security

— Simplify tracking of compliance through a
single unified interface

— Regain resources lost on validation efforts
through a revenue sharing program

— Automate merchant enroliment

Drive Adoption of the PCI Standard
— Offer free trial accounts of QualysGuard PCI

— Educate merchants to the PCI Standard
through online presentations and documentation

— Provide Merchants live help via Qualys’ award-
winning 24x7 technical support

USA - Qualys, Inc.
1600 Bridge Parkway
Redwood Shores

CA 94065

T: 1 (650) 801 6100
salesequalys.com

SL14QT

QUALYS

www.qualys.com

UK - Qualys, Ltd.
224 Berwick Avenue
Slough, Berkshire

T: +44 (0) 1753 872101

Simplify Tracking of Compliance

— Merchants automatically submit their
questionnaire and scan results

- Eliminate time consuming encryption tasks
associated with email submissions

- View all Merchants’ compliance status from a
single web page

- Sort by current compliance status (pass or
fail), submit date, next due date or next action
required

— Generate reports automatically from any web
browser

Regain Lost Revenue

— Recover from time and resources lost on com-
pliance validation by participating in Qualys’
Revenue Sharing Program

— Program can be used to fund additional efforts
to drive adoption within the Merchant community

Germany - Qualys GmbH
Minchen Airport
Terminalstrasse Mitte 18
85356 Munchen

T: +49 (0) 89 97007 146

Automate Enroliment

- Self-Service account creation via a co-branded
web page

— Merchants can start running PCI scans immedi-
ately

— Purchasing options can be integrated into existing
merchant programs

Industry Leading PCI Certified Solution

— QualysGuard PCI has been approved by the
PCI Council to provide PCIl scanning services

— Over half of all PCI certified organizations have
standardized on Qualys for their PCI scanning
services

- Six Sigma quality program drives the most
accurate security scans in the industry

France - Qualys Technologies
Maison de la Défense

7 Place de la Défense

92400 Courbevoie

T: +33 (0) 14197 3570
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