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BEGKHOFF Foreword

1 Foreword

1.1 Notes on the documentation

This description is only intended for the use of trained specialists in control and automation engineering who
are familiar with applicable national standards.

It is essential that the documentation and the following notes and explanations are followed when installing
and commissioning the components.

It is the duty of the technical personnel to use the documentation published at the respective time of each
installation and commissioning.

The responsible staff must ensure that the application or use of the products described satisfy all the
requirements for safety, including all the relevant laws, regulations, guidelines and standards.

Disclaimer

The documentation has been prepared with care. The products described are, however, constantly under
development.

We reserve the right to revise and change the documentation at any time and without prior announcement.
No claims for the modification of products that have already been supplied may be made on the basis of the
data, diagrams and descriptions in this documentation.

Trademarks

Beckhoff®, TwinCAT®, EtherCAT®, EtherCAT G®, EtherCAT G10®, EtherCAT P®, Safety over EtherCAT®,
TwinSAFE®, XFC®, XTS® and XPlanar® are registered trademarks of and licensed by Beckhoff Automation
GmbH.

Other designations used in this publication may be trademarks whose use by third parties for their own
purposes could violate the rights of the owners.

Patent Pending

The EtherCAT Technology is covered, including but not limited to the following patent applications and
patents:

EP1590927, EP1789857, EP1456722, EP2137893, DE102015105702

with corresponding applications or registrations in various other countries.

——
EtherCAT.

EtherCAT® is a registered trademark and patented technology, licensed by Beckhoff Automation GmbH,
Germany

Copyright

© Beckhoff Automation GmbH & Co. KG, Germany.

The reproduction, distribution and utilization of this document as well as the communication of its contents to
others without express authorization are prohibited.

Offenders will be held liable for the payment of damages. All rights reserved in the event of the grant of a
patent, utility model or design.

TF3500 Version: 1.0 5
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1.2 Safety instructions

Safety regulations

Please note the following safety instructions and explanations!
Product-specific safety instructions can be found on following pages or in the areas mounting, wiring,
commissioning etc.

Exclusion of liability

All the components are supplied in particular hardware and software configurations appropriate for the
application. Modifications to hardware or software configurations other than those described in the
documentation are not permitted, and nullify the liability of Beckhoff Automation GmbH & Co. KG.
Personnel qualification

This description is only intended for trained specialists in control, automation and drive engineering who are
familiar with the applicable national standards.

Description of symbols

In this documentation the following symbols are used with an accompanying safety instruction or note. The
safety instructions must be read carefully and followed without fail!

A DANGER

Serious risk of injury!

Failure to follow the safety instructions associated with this symbol directly endangers the life and health of
persons.

Risk of injury!

Failure to follow the safety instructions associated with this symbol endangers the life and health of per-
sons.

A CAUTION

Personal injuries!
Failure to follow the safety instructions associated with this symbol can lead to injuries to persons.

NOTE

Damage to the environment or devices

Failure to follow the instructions associated with this symbol can lead to damage to the environment or
equipment.

® Tip or pointer
1 This symbol indicates information that contributes to better understanding.

Version: 1.0 TF3500
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2 Overview

The TwinCAT Analytics Logger records process and application data of the machine controller in
synchronization with task cycles. The logger is characterized by its high performance as it operates directly
in the real-time context of the TwinCAT controller.

The TwinCAT Analytics Logger may either act as an MQTT client and transmit the data to a MQTT message
broker on a regular basis (called MQTT-mode) or store the data locally in a file on the hard disk of the
machine controller (called file-mode). The configuration required is performed in Microsoft Visual Studio®. All
variables of the process image and the PLC application can be added easily to the configuration via check
boxes without the need for programming.

When used as an MQTT Client the Logger is able to bypass short disconnects to the Message Broker using
a ring buffer functionality to prevent loss of data temporarily. Used in file-mode, a ring buffer can also be
configured, which may be useful in case of limited storage capacity or if there is no need for data to be
recorded (henceforth referred to as logged) permanently, instead focusing on a fixed time interval.

The logged data may be used in various ways but its main intention is data analysis with TwinCAT Analytics
as wells as data visualization with TwinCAT Scope.

Components
» Configuration surface in TwinCAT project tree
 Description files TcAnalytics.tmc and TclotBase.tmc
* Drivers TcAnayltics.sys and TclotDrivers.sys

List of key features

Functionality TC3 Analytics Logger as MQTT Client TC3 Analytics Logger for local storage
Programable Yes Yes
record control

Configuration Yes Yes
Interface

RT Context Yes Yes
MQTT Yes No
Analytics Binary Yes Yes
Format

JSON Format No No
File Storage No Yes
Ring Buffer Yes Yes
Authentication Yes No
Encryption Yes Yes
Compression Yes Yes

TF3500 Version: 1.0 7
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3 Installation

The TwinCAT Analytics Logger is installed with TwinCAT XAE and XAR. Therefore, the Logger should
always be available but in order to use it, one “TC3 Analytics Logger” license per target device is needed
which may either be a permanent or a 7-day trial license.

For general information about licensing, please refer to the licensing paragraph below.

3.1 System requirements

Technical Data TF3500 TC3 Analytics Logger

Operating System Windows 7, Windows 8, Windows 10, WinCE
PC (x86, x64 und ARM)

Min. TwinCAT Version 3.1.4022.31

Min. TwinCAT Level TC1100 TC3 | I/O

3.2 Licensing

The TwinCAT 3 function can be activated as a full version or as a 7-day test version. Both license types can
be activated via the TwinCAT 3 development environment (XAE).

Licensing the full version of a TwinCAT 3 Function

A description of the procedure to license a full version can be found in the Beckhoff Information System in
the documentation "TwinCAT 3 Licensing".

Licensing the 7-day test version of a TwinCAT 3 Function

Note: A 7-day test version cannot be enabled for a TwinCAT 3 license dongle.

1. Start the TwinCAT 3 development environment (XAE).
2. Open an existing TwinCAT 3 project or create a new project.

3. If you want to activate the license for a remote device, set the desired target system. To do this, select
the target system from the Choose Target System drop-down list in the toolbar.

= The licensing settings always refer to the selected target system. When the project is activated on

the target system, the corresponding TwinCAT 3 licenses are automatically copied to this system.

4. In the Solution Explorer, double-click License in the SYSTEM subtree.

Solution Explorer * 0 X
@ o-a|s =
Search Solution Explorer (Ctrl+0) P~

m Solution TwinCAT SampleProject’ (1 project)
4 Hi TwinCAT SampleProject
4 || SYSTEM
¥ License
b @) Real-Time
b B Tasks
gfs Routes
215 Type System
|88 TcCOM Objects

= The TwinCAT 3 license manager opens.

8 Version: 1.0 TF3500
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5. Open the Manage Licenses tab. In the Add License column, check the check box for the license you

want to add to your project (e.g. "TF6420: TC3 Database Server").

TwinCAT SampleProject + X -

6. Open the Order Information (Runtime) tab.

= In the tabular overview of licenses, the previously selected license is displayed with the status

“missing”.

Order Information (Runtime) | Manage Licenses | Project Licenses I Online Licensesl

|| Disable automatic detection of required licenses for project

Order No | License |Add License -
TF6310 TC3 TCP/IP l— cpu license
TF6311 TC3 TCP/UDP RT l— cpu license
TF6340 TC3 Serial-Communication l— cpu license
TF6350 TC3 SMS-SMTP l— cpu license
TF6360 TC3 Virtual-Serial-COM l— cpu license
TF6420 TC3 Database-Server cpu license

TwinCAT SampleProject + X -

Order Information (Runtime) ‘ Manage Licenses | Project Licenses | Online L\csnsssl

License Device [Target(Hardware Id) 'l Add.
System Id; Platform
E13751F7-79B9-4063-416C-615EDS3FA7ED other (90) -

License Request

Provider Beckhoff Automation - l Generate File..
License Id Customer Id:
Comment

License Activation

7 Days Trial License i [ License Response File ]
Order No License |Instances License TAN | Current Status License Id A‘
TC1200 TC3 PLC cpu license expires on Jul 7, 2018 (trial license) 66689887-CCBD-452C-ACIA-039D997COERE
TF6420 TC3 Database-Server  cpu license missing 92583661-35AE-45CE-BD4F-C35BFELGFOTE
TF6710 TC3 IoT Functions cpu license expires on Jul 7, 2018 (trial license) 2149932B-0B77-4004-B43F-E85CEEFF347D

7. Click 7-Day Trial License... to activate the 7-day trial license.

TwinCAT SampleProject # X v

Order Information (Runtime) | Manage Licenses I ProjectLicenses I Online Licenses|
License Device [Target(Hardware Id) 'I Add...
System Id: Platform:
E13751F7-79B9-4063-416C-615ED53FATBD other (30) -
License Request
Provider: Beckhoff Automation v] [ Generate File.
License Id: Customer Id:
Comment
License Activation
7 Days Trial License... ] [ License Response File.. ]
Order No License ‘ Instances License TAN | Current Status License Id A|
TC1200 TC3PLC cpu license expires on Jul 11, 2018 (trial license) ~ 66689887-CCBD-452C-AC9A-039D997C6EEE
TF6420 TC3 Database-Server cpu license expires on Jul 11, 2018 (trial license)  92583661-35AE-45CE-BDAF-C35BFELGFO7E
TF6710 TC3 IoT Functions cpu license expires on Jul 11, 2018 (trial license)  2149932B-0B77-4004-B43F-E85CEEFF347D

= A dialog box opens, prompting you to enter the security code displayed in the dialog.

8. Enter the code exactly as it appears, confirm it and acknowledge the subsequent dialog indicating

successful activation.

= In the tabular overview of licenses, the license status now indicates the expiry date of the license.

9. Restart the TwinCAT system.

TF3500 Version: 1.0
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= The 7-day trial version is enabled.
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4 Analytics Workflow - First Steps

This step by step documentation presents the complete TwinCAT Analytics workflow. From the data
acquisition over the communication and historizing up to the evaluation and analysis of the data and to the
presentation of the data in web-based dashboard.

4.1 Recording data from the machine

On the machine side is the Analytics Logger the recorder of process data from the machine image, PLC, NC
and so on. The Logger is working in the real-time context of TwinCAT.

The TwinCAT Analytics Logger is installed with TwinCAT XAE and XAR. The Logger can act as MQTT Client
to communicate the recorded data to a native MQTT Message Broker or store the data in the same data
format in a local binary file. By the usage as MQTT Client the Logger is able to bypass short disconnects to
the Message Broker with a ring buffer functionality. You can configure a ring buffer as well for the local
binary file storage.

» To configure the Analytics Logger you have to navigate in your existing TwinCAT Project to the
Analytics tree node

Q MeasurementSamplePLC - TeXaeShell
File Edit View Project Build Debug TwinC

i@~ |B-o-2 k| |
| Build 40240 (Loaded) - - &y [EH]| B

Solution Explorer
@E-|o-a| =
Search Solution Explorer (Ctrl+ )

fa] Solution 'MeasurementSamplePLC' (1 project)
4 Hﬂ MeasurementSamplePLC
b @ SYSTEM
MOTION
4 PLC
4 ScopeSample
[ L—;J ScopeSample Project
4 UF ScopeSample Instance
= PlcTask Inputs
123 SAFETY
C++

TF3500 Version: 1.0 1
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* Right click on this node and click on “Add Data Logger” to add one new instance to your configuration

@ MeasurementSamplePLC - TcXaeShell
File Edit View  Project Build Debug TwinCAT  TwinSAFE

i0-0 Bk | 9 = © = | Releas
i Build 40240 (Loaded) - - &y ||| B & L O |[@]%. & |
Solution Explorer Variables =
T = 1 WAE
@E- o-a| p= ' -
Search Solution Explorer (Ctrl+ ) 3
fa] Solution 'MeasurementSamplePLC' (1 project) 4
i “_I MeasurementSamplePLC ":'
b SYSTEM N
MOTION .
PLC i
4 ScopeSample J_-i‘l
f+ H—ﬂ' ScopeSample Project 11
4 1F ScopeSample Instance 12
PlcTask Inputs 13
14
15
b & 170 1 Add New ltem... Ins
@ Add Data Logger
'O  Add Existing ltem... Shift+Al+A
Hide AMALYTICS Configuration
w bt

» For configuring the base settings, please double click on the new tree item

@ MeasurementSamplePLC - TcXaeShell
File Edit View Project Build Debug TwinCAT  TwinSAFE PLC  Team  Scope Tools Window  Help

fe-o | @-a-a X T |0 -0 | Releass -~ TwinCATRT (64) - b Attach.. - | = -
© Build 40240 (Loaded) < . i |§|| | = IS, \:’, @& | MeasurementSamplePLC ~ | <Local> ~ = Scopesample -l -3 |
Solution Explorer Y8l MeasurementSamplePlC & X [EEENI MAIN
&l '| o-F | ﬁE| Parameter (Int)  TLS
Search Solution Explorer (Ctrl+ ) -
M Val s T
&1 Solution 'MeasurementSamplePLC' (1 project) ame e ‘ AR
4 ol MeasurementSamplePLC Data Format ANALYTICS_FORMAT_FILE =1 AMALYTICS_FORMAT
b @l SYSTEM Dats Compression ANALYTICS COMPRESSION RL ¥ | ANALYTICS_COMPRESSION
MOTION Max. Compression Compare Width | ANALYTICS COMP_WIDTH_1 > [ ANALYTICS_COMPRESSION_WIDTH
4 LC MGTT Host Name 127001 [ STRING(20)
4 ¥ ScopeSample l_
b 23] ScopeSample Project MQTT Tep Port 1282 UINT
4 UF ScopeSample Instance MOTT Main Topic DefaultMainTopic l_ STRING(255)
3 PlcTask Inputs MOTT Client ID l_ STRING(80)
SAFETY MGITT User Name Il STRING(255)
Cor
MQTT P d STRING(30)
4 [& ANALTICS T Passuror r €0
b & DataLogger1
b Il

You can make your specific Analytics Logger settings
-Data Format: Binary file or MQTT stream

-FILE format: Analytics Logger stores the data in local binary files and all other settings are not
necessary anymore. The files will be stored in C:\TwinCAT\3.1\Boot\Analytics.

-BINARY: Data will be sent to the configured MQTT Message Broker. You can have multiple Logger in
one TwinCAT project to communicate data to different MQTT Message Broker.

-Data Compression: on (default) or off

12 Version: 1.0 TF3500
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-Max Compression: mode of the compression
-MQTT host name
-MQTT Tcp port

-MQTT main topic for own hierarchical levels to keep the identification easy

-MQTT Client ID should be unique in the network

-MQTT username

-MQTT password to make authentication at the message broker

-At the TLS (Transport Layer Security) tab, security settings can be configured. TLS is a secure
communication channel between client and server. By the usage of certificates, the TCP port 8883 is
exclusively reserved for MQTT over TLS. Analytics Logger is supporting the modes CA Certificates, CA
Certificates & Client Certificate and Preshared Key (PSK) mode.

« If variables in your PLC application are marked in the declaration with the attribute {attribute
"TcAnalytics'} they will be shown automatically as a stream below the Data Logger tree node.

\ﬂ MeasurementSamplePLC - TcXaeShell
File  Edit View Build  Debug

i@-o|8- |
© Build40240 (Loaded) - - i B2 | R

Project
.

Solution Explorer
@ E-| o T L=
Search Solution Explorer (Ctrl+ )

fa] Sclution 'MeasurementSamplePLC' (1 project)
4 Iilﬂ MeasurementsamplePLC
b @ SYSTEM
MOTION
PLC
4 ScopeSample
P
4 UF ScopeSample Instance
[ PlcTask Inputs

4 [gl AnaLYTICS
| Data Logger 1
EE; PlcStreami

=

TwinCi

An additional device stream will be shown if your configuration provides an EtherCAT Process Image.

TF3500

Version: 1.0 13
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Q MeasurementSamplePLC - TcXaeShell

File  Edit View Project Builld Debug  Twin
0-o|n-u-GEd|xda]
% Build 40240 (Loaded) =~ <if | E3 3

Solution Explorer

In the stream a Selection tab is available to choose the variables that should be recorded

CAT  TwinSAFE  PLC  Team  Scope  Tools  Window  Help
- = | Release | TwinCAT RT (xb4) - P Attach.. -
|fJ v | MeasurementsamplePLC = <Local= M 5

MeasurementSamplePLC + >0 QENELES IMAIN

@ e o-a|p-

Search Selution Explorer (Ctrl+q)

fa] Solution 'MeasurementSamplePLC' (1 project)
4 Hi MeasurementSamplePLC
b Gl SYSTEM
MOTION
PLC
4 @ ScopeSample
b e

ANALYTICS

4 Data Logger 1
& PlcStream

=)

Online  Selection  Data Handling

Stream Source: |ScopeSampIe.ScopeSample Instance.PlcTask

BRW] Pl Task rput|
¢ Lm MAIN bTeminalln
-]l PlcTask Intemal

- Variables fAM
Variables fPeak
Variables fPulse
Variables fSawtooth
Variables fSine
Variables fSquare
Variables fStairs
Variables f Triangular

» Finally it is possible to change the package size for the frames or to configure the ring buffer for
disconnects and file in the Data Handling tab.

g MeasurementSamplePLC - TcXaeShell

File  Edit View Project Build Debug  Twin
i@ o |8-n-W | |
© Build4024.0 (Loaded) =~ - & EH|EX %

Solution Explorer
@E-| o-a| s
Search Solution Explorer (Ctrl+)

fad Solution 'MeasurementSamplePLC' (1 project)
4 ol MeasurementSamplePLC
b Gl SYSTEM
MOTION
PLC
4 ScopeSample
b mm

ANALYTICS

4 Data Logger 1
L PlcStream

/0

4.2 Communication

CAT  Twin5AFE PLC  Team  Scope Tools  Win
- * | Release +  TwinCAT RT (x04) -
|'J & | MeasurementSamplePLl = <Local=

Variables MAIN

dow  Help

P Attach.. =

-

4l

Online  Selection Data Handling
Data Size: (Bytes)
Max ADS Buffer: |32 H s |KB) [32ms |
Max File Gize:  [256 H |57 |(KB) [8.152s |
Sampling Divider:
Autostart Stream:
Ring Buffer
Fie Count: |2 s (s |(KB) [16.3845
Queue messages when disconnected
Store in file
Dueus Size: |0 = [KE]

Currently, the Analytics workflow is fully mappable via MQTT. The engineering tools can also access the

data of the machines via ADS and carry out anal

yzes.

14
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Analytics Dashboard

PLC code generation
ADS
1] Dashboard generation
a
| 6030 ultra-compact
Industrial PC
A . A
TwinCAT Analytics Service Tool TwinCAT Analytics Runtime TwinCAT Analytics Workbench
............................................ Gm
Storage o
- =3
TwinCAT Anal ~
.......... WInCAT Analytics - IS
Storage Provider 0 Message Broker
0 mQmT 0 mMQTT 0 L ug
: ’ : : .
Beckhoff controller E Beckhoff controller E Beckhoff controller E
Oom g TwinCAT Analytics Logger g TwinCAT Analytics Logger TwinCAT Analytics Logger
' S — \= 22/ —

T A = H ol TEEE

- Q — . by B
A= ummy 6l !

N 4 4

C€X2000 Embedded PC with TwinCAT 3 CX2000 Embedded PC with TwinCAT 3 €X2000 Embedded PC with TwinCAT 3

If you choose for the lIoT communication protocol MQTT you have to setup a native MQTT Message Broker
somewhere in the network (VM in a cloud system is also possible). This Message Broker provides a
decoupling of the different applications in the Analytics Workflow.

4.3 Historicize data

After installation of the TwinCAT Analytics Storage Provider you are able to configure the service running in
the background. You will find therefore the TcAnalyticsStorageProvider_Config application in the folder C:
\TwinCAT\Functions\TF3520-Analytics-StorageProvider\WinService.

TF3500 Version: 1.0 15
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TwinCAT Analytics Storage Provider Configuration ot
—Analytics Storage Provider
MainTopic: | Beckhoff/]
Comment: | TcASP@PASCALD-NB03
— Messagebroker
Settings | Set connection settings for message broker
—Storage
Type: I.ﬁnal}rtics File ﬂ
Connectionstring: Analytics Folder
Co\TwinCAT\ Functions\TF3520-Analytics-5StorageProvider
“WinService\ Storage
Additional Properties
—Analytics Storage Provider Windows Service
IPu.rtumatic LI Start | Stop | Stopped
Cancel |  SaveConfig | oK
A

The main part of the topic can be set in the configuration as well as the comment which will be used for
identification if more than one Storage Provider is registered at the Message Broker.

Connection Settings

Broker: | 172.17.62.145

ser: I Pwid: Part: I'IBE‘S

™ Certificate
ca | [
Cert: I _I Puwid:
Ky I _I I
Check Settings 0K

A

You are able to provide the Message Broker settings and to decide for storage type:

* Analytics File (binary file)
* Microsoft SQL
* Microsoft Azure Blob (Azure Cloud necessary)

Finally, you can save the config and start the service. The next step is the configuration of the specific
record. Therefore you should choose in your development environment the Storage Provider Recorder.

16 Version: 1.0
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TwinCAT | TwinCATHMI  Twin3AFE  PLC  Tearn  3Scope  Tools  Window  Help

B Software Protection.., - P Attach.. - | A |dec . ‘ AT -igem,
Show Realtime Ethernct Compatible Devices... i | | [ [

EtherCAT Devices »
@ TeProjectcorpare Nebwarks
] ADS Manitar ,
Target Browser 3
Analytics PSE Mew Network
Filter Designer » | B Deploy Runtime
Lbout TwinCAT ©3  Storage Provider Recorder
TwinCAT Analytics Storage Provider Recorder ~ox
5 & I | © Y] [—

Disconnected

The recorder has also to connect to the Message Broker. So you have to provide the same settings as for
the background service.

TudinCAT Analytics Storage Provider Recorder *Aax
- - 10[Y] Recorderdlias:
Connection Settings =]
Broker. s |
User: Prud: Port: 1883
] Certificate

Check Settings

Disconnected

After this you can click to icon with the small cloud to search Storage Providers at the configured Message
Broker. Here you will find also the comment you gave already by the service configuration to identify your
Storage Provider.

TF3500 Version: 1.0 17
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TuinCAT Analytics Storage Provider Recorder

l:l Recorderdlias:

Disconnected

The configuration of the record is very easy. You have just to choose your target in the Target Browser. Click
on Live data and choose one or more variables by multiselect and put them by drag and drop to the recorder

window.

£ @ TainCAT Analytics Storage Provider Windows Servic = | @ %G i | Recorderlias:

Recording Durstion  StartTimestarnp  RingBuffer

WWEB-ID: 22556078-T44-4F75-bidf-Bceffidde2afe 8

Target Browser
ADS  TeDBSw  Tcfnalytics  Tenalytics File

Opcffa Enter Filter..

e B Wariables > fStairs »
L@ T | Name Type Size Category  Full-Name  Comment Subiterns  Unit Bit-Offset Attributes (Instance) Attributes (Type)

B aBufferPulse ARRAY [1.10].. 80 Aray Variables.... 10 1695 none none

4 uf] TestSignals ® {BufferSawtooth  ARRAY[L.10].. 80 Aray \Variables... 10 3616 none none

4 %3 Live Data W aBufferSine ARRAY [L.10]. 80 Array Variables... 10 4256 none none

@ TestSignals/StreamPFastCannpressed_Wdthg {5 aBufferSquare ARRAY [1.10] a0 Boray ariable: 10 4896 none none

@ Testlignals/StreamFastCompressed_Wdthi2 {57 aBufferStairs ARRAY [L.10].. 80 Aurray Variables..., 10 2976 none none

® TestSignals/StreamFast EsBufferTriangular  ARRAY [1.10].. 80 Aray Variables.... 10 5536 none none

o @ Historical Dats ) bEdge BOOL 1 Primitive Variable: 0 44 none none

o] Visiondpp ) bMqttEvent BOOL 1 Primitive  Variables... 0 336 none none

| Bl cO662e6-b654-0081-2375- ded123db1beb . B FAM LREAL 8 Primitive  Variables.f 0 544 none none

ol ToccUT2H-A26.9745-clA a2 beb 3340 \@famwsmw LREAL 8 Primitive  Variables.f... 0 416 none none

5 fPeak LREAL 8 Primiti Vatiables f, 0 1]

| o425 C130-TuiTe-Dad6-Tlediecd34) clicd fimitive - varlai e nene nene

B fPulse LREAL 8 Primitive  Variables.f. 0 672 none none

+ o], Bigiao {8 fRarpOnEvent LREAL 8 Primitive  Variablesf... 0 352 none none

I wff d180ddde-afes-78d2-Sac 1-65101d003687 150 fSmwtnoth LREAL 8 Primitive  Variablesf, 0 736 hone nore

o o] S6cfbect-3abS-clec-1ald-ebf4dadbadil HfSine LREAL 8 Primitive  Variables.f., 0 200 none nane

| o] 2313c550-7537-0617-527¢d-c6930e804331 B f5quare LREAL 8 Primitive  Vaiables.f. 0 #64 none none

. .8 A A SEAS o . TETATIS 20003 hd B fStairs LREAL 8 Primitive  Variables.f... 0 3] none none

The recorder will ask you if you like to add just the chose variables or the complete source process image of
the variables.

18 Version: 1.0 TF3500
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2dd Recording =
TestSignalz/S5treamF ast
Topic Aliaz: Record Mame: Recaord Duration:
LongTimetd achinedbs Rec_1 0 = Hows | 0 = Minutes
@ Store Subset of Symbols () Stare whole process image
M ame BazeType BitOffzet
W aniables. (Pealk LREAL E03
Waniables [Sine LREAL 200
W ariables. [Stairz LREAL 928
L0 H[ 0 E Cancel | | Add

You can also configure record names and a duration (otherwise endless until manual stop). A ringbuffer can
be set by memory or time.

TwinCAT Analytics Storage Provider Recorder
F ) TuinCAT Analytics Storage Provider Windows Servic = ﬂ § ”i iii Recorderdlias:

Recording Duration Start Timestarmp RingBuffer

LongTimebachineObs: {"TestSignals/StreamFast™) infinite Maone

Connected to "1

Click the Start button to start the record. After this you can also disconnect the recorder, because the

background service do the work. It is also possible that someone else connect to this Storage Provider
service and control the running record.
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TwinCAT Analytics Starage Pravider Recorder
£ @ TwinCAT Analytics Storage Pravider Windows Senic ~ | @[ V]S %@ | & | Recorderlios

~ox

Recarding

LongTimeNachineObs: ("TestSignals/StrearFast”)

Durstion  Start Timestamp  RingBuffer

infirite 08.11.2019 143528 None

WB-ID: 22556078-7844-4F75-bi)d 6-Bcebddeafe

ADS  TcDBSn

Tehnalytics  TcAnalytics File  Opella Enter Filter.

Filter Editors ¥ %
Variables > fStairs » =

wR Qe B 4 Today.
& Tannin | Mame Type Size Category  Full-Hame  Comment Subiterns Unit Bit-Offset Att fet 6569
. 17,62 - ~) Rec 1 (564
« o, TestSignals 5 () varables ! Struct Variables : ! ne [2019-11-08 16:2:42.785, 2019-11-08 16:30:39.434)
9 EfPeak LREAL 8 Primitive  Variables . ] 0 no
I %5 Live Data fsine LREAL g Primitive  Variables.f, 0 64 ne SarTime EndTime o
2019-11-08 16:20:42.785 & 2010-11-08 16:30:71.334 w0
4 W Historical Data {E fStairs LREAL 8 Primitive  Variables.f... [ 128 no

® Beckhoff/TeAnalytics StorageProvider/114ccade-§797-4820-|
® TestSignals whole Inage
® MyFavoriteData
® LongTerm
® ShortReproduce
® sine
® LongTimeMachineObs
] Visionspp

00:00:38.549

Interal time:

After and also during the record you can choose the historical data as input for your analysis in the Target
Browser. In the Target Browser you will find for historical data a new control on the right hand site. There you
can choose the time span for your data.

4.4

Open your TwinCAT engineering environment to start the analysis of the data.

Analyse data

Open Visual Studio® >> File >> New >> Project...
Choose from TwinCAT Measurement the Analytics project template.

Mew Project ? *
b Recent Sort by: | Default - Search (Ctrl+E) R~
4 |nstalled . -
E Empty Measurement Project TwinCAT Measurement Type: TwinCAT Measurement
4 TwinCAT Measurement . Creates a Measurement Project with a new
Analytics Workbench ﬂ Measurerment Wizard TwinCAT Measurement  A*nalytics Project
Bode Plot
FilterDesigner YT Scope Project TwinCAT Measurement
Scope
TwinCAT Projects XY Scope Project TwinCAT Measurement
TwinCAT PLC
b TwinCAT Connectivity YT NC 5cope Project TwinCAT Measurement
TcKaeShell Solution
Digital Scope Project TwinCAT Measurement
SingleBar Scope Project TwinCAT Measurement
ArrayBar Scope Project TwinCAT Measurement
TwinCAT Measurement
Bode Plot TwinCAT Measurement
Filter Designer Project TwinCAT Measurement
Mot finding what you are looking for?
Open Visual Studio Installer
Mame: TwinCAT Measurement Project]
Location: | C:\Users\Documents\TcXaeShell - Browse...
Selution name: TwinCAT Measurement Project] Create directory for solution
|:| Add to Source Control
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The new project will be shown in the Solution Explorer. After a click on the Analytics Project tree node item a
start window opens where you can select your first action. From here, you can add a Network, open the
Toolbox, open the Target Browser or open the Analytics Storage Provider Recorder. You will do all these
actions in the following steps.

[@] TwinCAT Measurement Project10 - TeXaeShell X & | uick Launch (Ctr-Q) Pl B x
Fle Edt View Project Buld Debug TwinCAT TwinSAFE PLC Team Scope Tools Window Help

|8 -a- W %@ |9 | pebug ~| TwinCAT CE7 (ARMVT) - P Attach.. ~ | 5 merEEs D-& 0D,
Build 40240 (Loaded)  + | | | = | | | |

Solution Explorer REET Anaiytics Project = X

@e-| o p=

Search Solution Explorer (Ctrl+ i) P~ ing Classificator 1Ch ~
- ate 1Ch
557 Solution TwinCAT Measurement Project]0 (1 project) . .
4 [l TwinCAT Measurement Project]o / TE3500 TwinCAT Analytics Workbench B Band stor 1Ch
w Workbench-ID: cObd6e77-e2b6-4e67-a2ac-b9272523d997 A Time Based Envelope 1Ch

a8 Network 1 [ Histogram 1Ch
Inputs. B Bandwidth Classificator 3Ch
E

o Curve Sketcher 1Ch
ork or select an existing from the Solution Explorer to open the Network editor tab, @ Section Timer 1ch
4 Analytics - Compare

N Pointer

<> Numerical Compare 1Ch
<>  Numerical Compare 2Ch
& Logic Operation Counter
*®  Detect String Change 1Ch
*® String Compare 1Ch
*K®  String Compare 2Ch

B Mutiplexer
4 Analytics - Math
and X Pointer

[ imegrtorich

Once an Analysis is designed and tested in 3 code can be compiled and deployed to an Analytics-Runtime-System.
¥z Math Operation 1Ch

4 Analytics - Training Base

documentation to get detailed information about how to start into TwinCAT Analytics. X Pointer

A Time Based Teach Path 1Ch
4 Analytics - XTS

N Pointer

©  XTS Distance Integrator 1Ch
©  XTSVelocity Analysis 1Ch
©  XTS Acceleration Analysis 1Ch

X WT Turbulence 1Ch
4 Analytics - XY Path Analysis
X Pointer

A Add to Source Control +

It makes sense to open in a first step the Toolbox of Visual Studio®. There you will find all the supported
algorithm of TwinCAT Analytics. Algorithm must be organized and grouped into networks. Right click on the
Analytics Project to add a new Network or add a Network using the start page. The first Network is always
generated by default.

[@ TwinCAT Measurement Project10 - TeXaeShell X £ | quick Launch (Ctr+Q) Pl- B x
File Edit View Project Build Debug TwinCAT TwinSAFE PLC Team Scope Tools Window Help
fe-o (B a2 [ 9~ & - pebug ~ TwinCAT CE7 (ARMVT)  ~ | Attach.. = 5 RepRELE D& OB,

¢ puild 40240 (Loaded) - = | | | B | | |

@en-|o-a| - i . Search Toolbox p-

Search Solution Explorer (Ctrl+ i) P~ & Curve Sketcher 1Ch A
&7 Solution T

urement Project10’ (1 project) Am .
4 Analyti
N Pointer
<> Numerical Compare 1Ch
<> Numerical Compare 2Ch
& unter
*®
*®
*K String Compare 2Ch
B Mutiplexer
4 Analytics - Math
X Pointer

Integrator 1Ch

g
*3 ppMath Operation
XS\DpEAna\ys\s‘(h

¥z Math Operation 1Ch
4 Analytics - Training Base
X Pointer
4§ Time Based Teach Path 1Ch
4 Analytics - XTS

N Pointer

©  XTS Distance Integrator 1Ch
©  XTS Velocity Analysis 1Ch
©  XTS Acceleration Analysis 1Ch

X  WT Turbulence 1Ch
4 Analytics - XY Path Analysis
X Pointer

X¥ XY Gate Monitor 2Ch

*4 XY Shape Monitor Triangle 2Ch
4 General

There are no usable controls i this group. Drag
anitem onto this text to add it to the toolbox.

Solution Explorer |RFFTSFSAY \WB-ID: cObdBe77-e2b6-4¢67-a2ac

4 Add to Source Control +

If you click on the Network an editor will be open. Now you can take the algorithm you like by drag and drop
into the editor surface. After choosing the algorithm you need to connect input variables to the modules
(algorithm). Therefor open the Target Browser.

TwinCAT >> Target Browser >> Target Browser
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‘_'g TwinCAT Measurement Project10 - TcXaeShell

File Edit View Project Build Debug | TwinCAT | TwinSAFE  PLC  Tearn  Scope  Tools Window
.ﬁ'_, Software Protection... '| Debug = TwinCAT CET (ARMYT) - P
Show Realtime Ethernet Compatible Devices... |
File Handling L Network1 & X
EtherCAT Devices ]
@ TcProjectCompare Y
Database Server ] -
Target Browser ¥ | L1 Target Browser
Analytics ¥ | &2 ClearError List

-

Filter Designer

About TwinCAT !‘I
Choose now the TcAnalytics or TcAnalyticsFile tab in the Target Browser. We go ahead with the TcAnalytics

tab (MQTT). Click on the green marked icon in the toolbar of this Analytics extension. A window will be open
where you can provide your Message Broker connectivity data.

BTz 1 Connection Settings X
ADS TcDBSrv TchAnalytics TcAnalytics File Opcla Enter Filter...
. MyBroke! I
.',.I..K.I.. DB . Broker: | ¥ '1
= . wd: . 1883
I s tcanalyticstest Name User: Py Port:
I ik ba-messagebroker.westeurope.cloudapp.azure.com [] Certificate
& 127.0.0.1
Ch:
Cert: Pwd.
Ke
Check Config | Cancel | | aK |
QELE ALY Cross Reference List  Error List  Output

Choose your MQTT Analytics client (TwinCAT Analytics Logger, TwinCAT loT Data Agent or Beckhoff
EK9160). For each controller you have a unique ID. This ID is shown in the Target Browser. Not very legible,
of course. Therefore, click on the icon with the gear to get to the machine administration page. Here you can
provide a System Alias name which is shown in the Target Browser instead of the GUID.

@ Machine Administration — a x
oE e W
Source Custemer SystemlD System Alias | Online | Pesitien Topic Alias Description
(~)172.17.62.145 CE“"‘S"G‘U“;
TwinCAT Analytics Logger MA Laser 3db95703-20fb-d99e-eb13-017b54677bb0 | LaserPrintZG15 | True [¥] Customer
TwinCAT Analytics Logger MA Laser 3db95703-29fb-d99e-eb13-017b54677bb0 | LaserPrintZG15 | True Laserstr. 13, 40597 Dasseldorf MP4 Steel Laser Data ¥ Syftﬁmm_
TwinCAT Analytics Logger MA Laser 3db95703-29fb-d009e-eb13-017b54677bb0 | LaserPrintZG15 | True % ;ﬁz”: Alias
TwinCAT Analytics Logger Fertig Motors | 8d1bald7-d295-fc84-d182-09bdae66c062 False [¥/] Online
TwinCAT Analytics Logger Fertig Motors | 8d1bald7-d205-fc94-d182-09bdactbc062 False % g";"cﬁ:p”ﬁm
TwinCAT Analytics PLC Datalogger Tacc072i-4281-8745-CTd4-a24ebdf33d0c False ] Topic
TwinCAT Analytics TEST Logger Beckhoff 91c6eab3- 1abb-5593-3651-1426874cf1F True | Hlshorstweg 20, 33415 Verl V] Topic Alias
TwinCAT Analytics Storage Provider 0682e26-b654-0881-2375-def123db1beb True RetroFit
TwinCAT Analytics Storage Provider Tacc072f-428¢-8745-c7d4-a24eb4f33d0c True AnalyticsSolution Results 1 ETyy
TwinCAT Analytics Storage Provider 7Ro4250-130-TdTe-0a26-T1edBceed340 True CloudControl E ouree
TwinCAT Analytics Storage Provider 3db95703-29fb-d99e-eb13-017b54677bb0 | LaserPrintZG15 | True [ systemID
TwinCAT Analytics Storage Provider 3db95703-20fb-d90e-eb13-017b54677bb0 | LaserPrintZG15 | True TestSignals whole Image E ;{j;”: K=
TwinCAT Analytics Storage Provider cSeebcfd-4F14-5f45-deed-7524715a0e3 True DataAgent Test ] Crline
TwinCAT Analytics Storage Provider 3f8a3425-6fac-376-6172-7b5f62c0eb0 True Bigh0 FavValues L] Positian_
TwinCAT Analytics Storage Provider 2312¢550-7537-0617-827d-c6930200d93 1 True EK Test2 E .?;;ii"”"“"
TwinCAT Analytics Storage Provider d180ddde-afea-78d2-0ac1-65101d008687 True NewMachineApp [ Topic Alias
TwinCAT Analytics Storage Provider 3db95703-29fb-d99e-eb13-017b54677bb0 | LaserPrintZG15 | True LongTerm
TwinCAT Analytics Sterage Provider 3db95703-29fb-d99e-eb13-017b54677bb0 | LaserPriniZG15 | True MyFavoriteData
TwinCAT Analytics Storage Provider 56cfbect-3ab5-clcc-1a1d-e6f4dalfadi True EdgeComputingTc2
‘ TwinCAT Analytics Storage Provider 56cfbect-3ab5-c1cc-1a1d-e6f4da8badfl True EdgeComputingTc3

In the next step you can choose between Live Data and Historical Data for each MQTT Analytics client.
Historical Data are only provided by the TwinCAT Analytics Storage Provider.
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X & | Quick Launch (Cti+Q) Pl B x

TwinCAT Measurement Project10 - TcXaeShell
File Edit View Project Build Debug TwinCAT = TwinSAFE PLC Team Scope Tools ~Window Help
i0-0|f-a-% W [ 9~ & - pebug ~| TwinCAT CE7 (ARMVT) - P Attach... = 5

Build 40240 (Loaded) - | | | |

4 Hetvorts < AAna\yt\:s‘— Base -
P e —— =S o
& ﬂmmcnwawemmWﬂml proj s Variables fPulse @ teanalyticstest: TestSi - | EVPTY Threshold Edge Al Edge FALSE § Edge Counter ich
4 @ Analytics Project f Count 0 Edge Counter OnOfF 1Ch
4 o Network 1 { f — T J Edge Counter OnOff 2Ch
¥ Edge Counter 1Ch_1 f St € Event Timing Analysis 1Ch
B Threshold Classificator 1Ch_1 I 7 Thashald Claaficaiar 1CHT ZC | @ EventTiming Analysi 2Ch
o [l nputs I l
A‘Jtzana\yﬂ:;te;t‘Te;ti\gna\;r'&tveamhst[1 0o g ML Level OK/ Warning; M| = Notinitialized & Timing Analysis 1Ch
&k TimeLine @ tcanalyticstest: TestSignals/str Level Warning / Alarm: 2500 | | Last Event Warni  01/01/2000 01:00:00.000 :Z Lifecycle Analysis 1Ch
@b VarisblesfPulse @ tcanalyticstest: TestSigna| Ao S AT ; :f‘:ﬂ’;“::’ag‘y‘ﬂ;‘th
& MinWMax Avg Interval 1Ch
B Moving Average 1Ch
F Moving Interval Counter 1h
£ Interval Piece Counter 1Ch
@ TimeriCh
@ Time Clock 1Ch
£ Continuous Piece Counter 1Ch
F Productivity Diagnosis 3Ch
4 Analytics - Classification
A Pointer
B Threshold Classificator 1Ch
< 5 B Threshold Stiing Classificator 1Ch
W NB-ID: cObd6e77-e2b6-de67-a2a [d] State Histogram 1Ch v
Target Browser RS
ADS  TeDBSw  Tehmayties  TcAnabytics File  OpcUa Enter Filter.
Qe | Varisbles > fouise >
Py Y— Home Type Size Cotegory  Full-Mame  Comment Subitems  Unit Bit-Offset Attributes (Instance) Attributes (Type) -
i@ {@eBufferSquare ARRAY[1.10].. 80 Array Variables... 10 4896 none none
4, LaserPrintHTZ3 5 Eanutessais ARRAY[1LI0L. 80 amy  Vribles.. © W76 rone
4 %2 Live Data ® EDaBufferTriangflar  ARRAV[1.10l.. 60 Array Variables.. 10 5536 none none
® TestSignals/StreamFastCompressed_Walthd i bEdge B0OL 1 Pimitive  Variables.. 0 ) none none
® TestSignals/StreamFastCompressed_Wdth32 7 bMgttEvent BOOL. 1 Primitive  Variables... 0 336 none none
® TestSignals/StreamFast EFAM LREAL g Primitive  Variables.f. 0 544 none none
| Historical Data EfGrouslo LREAL. 8 Primitive  Variablesf. 0 16 none none
], 8d1bald7-d295-fc94-d182-09bdae66c062 i fPeak LREAL 8 Primitive  Variables .. 0 608 none none
o o] c9B8ect-b654-0881-2375-ded123dbTbeb & fPulse LREAL 3 Primitive  Variables. 0 on none none
| ol TaccOT2i-4DEF-B745-cTdd-a2debAId0C - B fRampOnEvent LREAL 8 Primitive  Variablesf. 0 32 none none <

Torget Browser [[SE st Errorlist Output

[ Ready 4 Add to Source Control ~

You can take the variables by drag and drop into the inputs of the specific algorithm. For the most algorithm
it is possible to set conditions like thresholds, time intervals, logic operators and so on. You can do these
settings in the middle of each module.

Solution Explorer ARl Network 17 & X

Bl m-a
(AR j|ﬁE| q Networks i
Search Solution Explorer (Ctrl+ ) P- k e =
fa] Solution TwinCAT Measurement Project10' (1 project) [ Input Variables.fPulse @ tcanalyticstest: TestSi v | EMPTY Threshold Edge Al Edge FALSE |
4 [l TwinCAT Measurement Project 10
4 [ & Analytics Project Count 0
4 [af Network 1 Last Event 01/01/2000 01:00:00.000
F Edge Counter 1Ch_1 it
[ Threshold Classificator 1Ch_1 Trloihold Claseficator 1CA1 =)
1
+ Min Max Avg Interval 101 Input Count @ Edge Counter 1Ch_1 vl Level OK/ Warning: 2350 | | Class Notinitialized
4 [l nputs
4 [ tcanalyticstest: TestSignals/StreamFast [1.00ms| Level Warning / Alarm: 2500 Last Event Warni  01/01/2000 01:00:00.000
@l Timeline @ tcanalyticstest: TestSignals/Stref
Last Event Al .
&8 Variables.fGrowSlow @ tcanalyticstest: Tests il 01/ /2000010 00,000
@l VariablesfPulse @ tcanalyticstest: TestSignal Wiax Avg Tnterval TCRT T
Input Variables.fGrowSlow @ tcanalyticstest: T + | o Interval Minutes - Min o |
Max ]
Avg 0
Time Min 01/01/2000 01:00:00.000
Time Max 01/01/2000 01:00:00.000
Current Interval~ 00:00:00:000
4 »
Salution Explorer WB-ID: cObd6e77-e2bb-de67-a2ac-b

Finally, your first Analytics Project is finished. To start the analysis, click on “Start Analytics”. To stop the
analysis, click on “Stop Analytics”.

TwinCAT Measurement Project10 - TeXaeShell
File Edit View Project Build Debug  TwinCAT  TwinSAFE PLC  Team Scope  Tools Window  Help
‘oo |d-a-ama| |9 - €& -| Debug - TwinCAT CE7 (ARMV7) = | Attach.. = A Bl P A=E-1 -

© Build 40240 (Loaded) - | | | si | | |

Solution Explorer

5 " *25.27 ME' received (1.58 ME/s)
. - & L
@E-lo _‘lf'E [ Networks 7
Search Solution Explorer (Ctrls) p-
X £ X [ Edqe Counter 1ChT TG
Tl Solution "TwinCAT Measurement Project10' (1 project) [ Input Variables.fPulse @ tcanalyticstest: TestSi 1 Threshold Edge A1 Edge False |
4 fffl] TwinCAT Measurement Project10
4 @ Analytics Project Count 16
4 8 Network 1 Last Event 18/11/2019 1541:59.635
ast Even 41
F Edge Counter 1Ch_1
[ Threshold Classificator 1Ch_1 [ Threshold Classificator 1Ch1 =G v
I 1
< Min Max Avg Interval 1Ch_1 Input Count @ Edge Counter 1Ch_1 16 Level OK / Warning: 2350 | | Class 1
4 [l nputs 1
4 [l teanalyticstest: TestSignals/StreamFast [1.00mms} Level Warning / Alarm: 2500 | | Last EventWarni  1/01/2000 01:00:00.000
@8 Timeline @ tcanalyticstest: TestSignals/Stre
@l Variables.fGrowSlow @ tcanalyticstest: Testy st vt e OV 2000 U000
@l VariablesfPulse @ teanalyticstest: TestSignalf - Min Max Avq Inferval 1CHT A SSvA |
‘ Input Variables.fGrowSlow @ tcanalyticstest: T 56274 Interval Minutes ~ [1_| | Min 0
Max 0
f Avg 0
1% Time Min 01/01/2000 01:00:00.000
Time Max 01/01/2000 01:00:00.000
Current Interval * 00:00:00:000
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Before starting Analytics or also during the runtime you can click on the button “Add Reference Scope”. A
Scope configuration is automatically built to fit your Analytics project.

{20 TWinCAT Messurement Project10 - TcXaeShel Y &
File Edit View Project Build Debug TwinCAT ~TwinSAFE PLC Tesm Scope ITools Window Help

‘e-old-a-2mad| | 9~ & - |Debug ~ || TwinCAT CE7 (ARMV7)  ~| P Attach... = I M-V 2=E- 1 = -

i Build40240 (Loaded)  ~ < | | | . | | | -

Solution Explorer BIPRY Metwork 1 & X Analytics Project”
@ o-a| s
Search Solution Explorer (Ctrl+ ) P~
73] Solution ‘TwinCAT Measurement Project10’ (1 project)
4 [l TwinCAT Measurement Project10
4 [ Analytics Project
4 [al Network 1
F Edge Counter 1Ch_1
[ Threshold Classificator 1Ch_1

Networks

— | |

-
Last Event 18/11/2019 15:51:44.635 J

Threshold Classificator 1Ch1 e S
Input Count @ Edge Counter 1Ch_1 v | so0 Level OK/ Warning: 420 Class 3

&
{ Level Warning / Alarm: 250 | | Last Event Wami 18/11/2010 15:48:44.636 J

~* Min Max Avg Interval 1Ch_1 Last Event Alarm  18/11/2019 15:4%:14.636

4 [l nputs

4 [l teanalyticstest: TestSignalssStreamPFast [1.00ms|

@6 Timeline @ tcanalyticstest: TestSignals/Stre

@8 Variables fGrowSlow @ tcanalyticstest: Testd

&8 Variables fPulse @ tcanalyticstest: TestSignal

4 B Project 2

in Max Ava Interval 1ChT =C
Input VariablesfGrowSlow @ tcanalyticstest T v 56277 Interval Minutes  *|[1 | | Min 56273 ‘

=

Max 56279

Avg 56276
Time Min 18/11/201 15:51:12.913

Time Max 18/11/2019 13:51:19.313

b & DataPool
4 EVTchan
4 Ty Axis Group (1)
[ Count @ Edge Counter 1Ch_1 (1)
4 [ CTcAlyThreshaldClassificator_1Ch
4[4 Waming Style

Current Interval = 00:00:00:000

WB-ID: cObdbe77-e2bb-4e67-a2ac-b9

T Condition (1) Project 2 & X

4[] Alert Style YT Chart q4b
I Condition Stat: 15:41:45185:000 End: 15:51:45.185:000 | Pos: 0.00:0636000000 Time: 15:48:21185:000 | Date: Monday. November 18, 2019
4 iy A Group (2)
B fGrowsiow u Wb oDk X G
[ Avg @ Min Max Avg Interval 1Ch_1 (1)
4 iy Axis Group (3] onn b , - A
fPulse : : ;
4 il Trigger
b Ml Last Event Alarm @ Threshold Classificator 1 so0
4 il Last Event Warning @ Threshold Classificator 1 -
1 Channel Triggerset ! A
56280.0

56272.5 H /O T~ UJ ~ g :
A

e =
[
t

4 »

Solution Explorer 0:00m 0:06m 0:12m 0:16m 0:24m 0:30m 0:36m 0:42m 0:48m 0:54m 1:00m

Results of the analysis can be show in the Scope View charts by drag and drop. For example, an average
value can be shown as new channel in the view. Timestamps as Marker at the x-axes to show significant
values.

4.5 24h Analytics application

The last big step in the TwinCAT Analytics workflow is the continuous 24h machine analysis. It runs parallel
to the machine applications in the field. To do this in a very easy way the TwinCAT Analytics Workbench is
able to generate automatically a PLC code and a HTML5-based Dashboard of your Analytics configuration.
Both can be downloaded to a TwinCAT Analytics Runtime (TC3 PLC and HMI Server) and provide the same
analysis results as the configurator tool in engineering environment.

At first save your configuration and open the Analytics Deploy Runtime wizard. You can do this via the
context menu at the Analytics Project tree item or by the Start Page.
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Solution Explorer
@E-| -] s
Search Solution Explorer (Ctrl+ ) P
fal Selution TwinCAT Measurement Project10' (1 project)

4 o8 Network 1| % New Network

4 Edgeq ;. peploy Runtime

[ Threst

¥ Min Mi

4 ‘ Inputs X

4 ‘tcanaly Rename
gl Tim

il Vari &

Clear Error List

Remove Del

Properties Alt+Enter

&8 Variables.fPulse @ tcanalyticstest: TestSigna
4 [E] Project 2
P & DataPool
4 B2 VT Chart
4 Ii_})_ Auis Group (1)
[ Count @ Edge Counter 1Ch_1 (1)
4 E CTcAlyThresholdClassificator_1Ch
4 D Warning Style
T Condition (1)
4 Alert Style
I Condition
4 lk_}; Auis Group (2)

E fGrowSlow

Analytics Project ®

TE3500 TwinCAT Analytics Warkbench

add a Networt,

Add a Network or select an existing from the Solution Explorer to open the Metwork editor tab.

open the Toolbox

Drag Analytics-Functions to a Network editor and configure or extend a project.

odd reference:

COpeE.
Create a new TC3 Scope file, which contains all Analytics variables to show them.

open the Target Browser.

Drag Analytics variables from the Target Browser to the inputs of the Analytics-Functions to add an InputStream to the project.

open the Analytics Storage Provider Recorder.

Use the Analytics Storage Provider Recorder to manage connections te a Storage Provider and configure records,

Unce an Analysis 15 designed and tested in the Workbench, autogenerated code can be compiled and deployed to an Analytics-Runtime-System.

When the wizard is open, there are some tabs available for you to click through. First one is called Solution.
Here it is possible to decide how you like to use your Analytics project in PLC code: As...

» completely new solution
 part of an existing solution

+ update of an existing Analytics solution

Deploy &nalytics Runtime

Codegeneration: [ Latest Verzion [ "ersion 2.1 - ]

Salution | TwinCAT PLC Target | Resultz | HHI D' azhboard | Yizual Studio I Summar_l,ll

@ Create new Solution

71 Add to existing Salution

Salution Patkh:  CtemphanalibicshT est C]
Solution Mame:  Production
Project Mame, | Machinednalysis

AnalyticzProject

71 Merge to existing Project [TwinCAT Project Compare]

In the TwinCAT PLC Target tab you can choose the ADS target system which runs the TwinCAT Analytics
Runtime (TF3550). The generated project is immediately executable. Therefore, you can set the option
Activate PLC Runtime. Also, that directly a boot project is created.

TF3500
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Deploy Analytics Rurtirme

Codegeneration: [ Latest Version [ Wersion 21" - ]

Su:ulutiu:unl TwirCAT PLC Target | Results | HEidl Dazhboard | Yizual Studio I Summar_l,ll

Target
Target System: [<L|:u:al> [17217.251.1131.1) v] Create Boatproject
ADS Part: aa1 Activate PLC Runtime
Tazksz
“AnalvticsT azk' 10 T
"AnalvticeHiztoncalT azk' 10 mz [ Generate if historcal data sources are available |
Real-Tirme
Awailable CPU cores [Shared/zolated] (4 5| |2
AnalpticsT azk: [ Carel [Shared) - ]
AnalticzHistoncalT agk: [':'2'"35 lsolated) '] [IF generated |

Specially for Virtual Machines it is important to run the project on isolated cores. Also, an option in this tab.
The next tab Results is only necessary if you have chosen the Stream Results option in the algorithm
properties. If you like to send results you can decide here in which way (local in a file/ by MQTT) and format
(binary/JSON). Also, this is generated automatically and starts running after activation.
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Deploy Analytics Runtime

Codegeneration: [ Latest Version [ Wersion 21" - ]

| Solution | TwinCaT PLC Target| Results | HEidl Dazhboard | Yizual Studio I Summar_l,ll

&l

(71 Create no Results

@ Stream Fesults to MATT Broker

T opic: AnalyticsAnalysis/ R esultStream

MATT Cannection Sethings [Jsu:un Farmat -

7 white Flesults to Analwtics File

256

Select Besult [tems CycleTime: | User specified cycle time

v] 5000 = ms

[ Caricel ] [

Back

] [ MNext

A down sampling of the results is possible by setting a cycle time. The next tab is reserved for the HMI
Dashboard. The prerequisite for the automatic Dashboard generation is the selection of HMI controls for the

corresponding algorithms whose results are to be displayed in the dashboard.
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Deploy Analytics Rurtirme =]

Codegeneration: [ Latest Version [ Wersion 21" - ]

| Solution | TwinCaT PLC Target | Hesultsl HMI Dazhboard |"v"isual Studio I Summar_l,ll

*

HMI generation Settings
Generate HM| Dashboard [ Create only HMI Project [ no PLC |

HMI Project Mame:  MachineDiag

Daszhboard Options

m

Drazhboard Title: t achine Diagnosiz

Dezktop Height: a64 Desktop Width: 1320
Generate Reset Buttons on Dashboard
Create Startpage

Dashboard Styles

Drazhboard Layout: D azkhboard Saorting:
Wfithout Dock, Control Type
| ]
{ = g {
g T K
[ | |
IJze custam Backaround Image -
[ Cancel ] [ Back ] [ R ]

You can choose for your Analytics Dashboard different options like start page with a map, layouts, sorting
algorithm, own colors and logos. If you choose more languages for the Analytics controls a language switch

menu will be generated as well.
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Deploy Analytics Rurtirme =]
Codegeneration: [ Latest Version [ Wersion 21" - ]
| Solution | TwinCaT PLC Target | Hesultsl HMI Dazhboard |"v"isual Studio I Summar_l,ll
D ashboard Styles i
Drazhboard Layout: D azkhboard Saorting:
Without Dack, Cantral Tepe
[ |
{ & {
5 ) )
[ |
[¥] Usze custom Background Image =
Dashboard Theme: CoATwinCATYFunctionshTE3500-4nal [ |
[] Use custom Loga
Select Colar: S] Mo walid file
[¥] Color Gradient A
[] Use custom Map lcon =
Control Shyle: Mo walid file
Languages
German Chi [] Belgian || Swedish
Englisch  [¥] ltalian  [7] Finnish [ Brazilian
[ Cancel ] [ Back ] [ R ]
Choose one of the installed Visual Studio versions. And whether the generation should start the instance
visibly or whether it should only be set up and activated in the background.
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— +
Deploy Analytics Runtime E

Codegeneration: [ Latest Version [ Wersion 21" - ]

| Solution | TwinCaT PLC Target | Results | HEdl Dashl:u:-ard| Yizual Studio | Summar_l,ll

= Keep Yisual Studio open

Shell
m7

[ Caricel ] [ Back ] [ MNext ]

Finally you find a summery.
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Deploy Analytics Rurtirme =]

Codegeneration: [ Latest Version [ Wersion 21" - ]

----- m'__| Solution s
----- kdode: "MewSolution”

----- Frojecttlame: "Machinednalysizs"
----- SolutionMame: "Production”

----- Fath: "C:MemplbnaldicsiTest"
@ TwinCAT PLC Target

----- AnalticeTazk == CPU Core: 4"

----- Target: "<Local> (17217.251.113.1.1)"
----- Runtirme: "851" |

----- AnalkticeTazk: 10"

----- Activate Buntime: "Trueg"

----- Create Bootproject: "True"

----- AnalkticeHiztorical Tagk: "10"

----- AnalticeHisgtoricalTazk == CPU Core: "&"

----- Shared CPU Cores: "4"

----- lzolated CPU Cores: "2"

a Results

----- Reszult cvcle tirme: "10000000"

----- RezultTopic "AnalticefAnalysiziFezultStream”
----- BrokerSettings: "<Unconfigured ConnectionSettings>"

»

m

[ Cancel ] [ Back ] [ Deploy ]

Now you can click the Deploy button to start the generation process. The PLC project and the HMI
Dashboard will be generated now.
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Deploy Analytics Runtirme

Mezzage

FBE_MZ_Ma_ThrezholdClazzificator Ch_2
FB_MZ_Ma_ThresholdClaszificator Ch_2. Call
FBE_MZ M4 ThrezholdClaszificatorl Ch_2 R eset
FB_MZ_tdd_ThresholdClazsificator] Ch_2 SetHMI
FB_Analyziz

FB_Analyziz. Feset

FB_Analysiz. Call

FB_Analyziz. tTimestamp

k&I _Analytics

kAN _Analptice.A_Reset

Irmpart cade files to Project...

Create new Tazk. ..

15 0

oy

R

AnalyticsT ask

Generate TwinCAT Bootproject
Activate TwinCAT Configuratian
Restart TwinCaT

Start generating Hil. ..

Create TwinCAT HMI Praoject. .

L o

(el (e} (e} ()
=)

L

Cancel

Deploy Analytics Runtime

Meszzage

Restart TwinCaT

Start generating Hil. ..

Create TwinCAT HMI Praoject. .
Create HMI Contents. ..

bdodify HMI template. ..

Set theme...

Impart zelected languages. .

SetADS Route...

Start zymbal mappings. ..

Start zymbol mappingz far: TrafficLight
Start zymbal mappings far Awverage
Start symbol mappings for: TrafficLight

colee

-

L

(el (e} (e} (o)
J e () )

L

Start symbol mappings for: Singleyalue
Create HMI Controls...
Create contral: TrafficLight far Status

(s
—

Create contral: Average for Temperature
«  Create contral: TrafficLight for Threskhold Clazsificatar 1Ch_2
: Create contral: Singled'alue Far Math Operation_1

n

-

Cancel

After the message Deploy Runtime succeeded you can find a new Visual Studio®/XAE Shell instance on

your desktop. The new Solution and both Projects are generated.
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Solution Explorer * 0 X
SE-|o-a| L=

Search Solution Explorer (Ctrl+0) P~

4 “ﬂ AnalyticsProject
bl SYSTEM
MOTION
4 [ pLC
4 .ﬂ.nalg,-'ticspruject
B [ External Types
I [-3] References
B3 DUTs
4 [ GWLs
&GP AnalyticsHMI
| POUs
4 [ Analytics
B [ [Helper]
P [ DataSource
B
4

e

[ M284_Mapping
= Metworks
4 [ = MO1 MyNetwork
4 [ Modules
E FE_M1_t1 EdgeCounterlCh_1 1]
E FB_MN1_M2_bdintdaeforglCh_1 (F
E FB_M1 bA3_ThresholdClassificate
b H':j FB_M1 M4 Scaling (FE)
b G&] FE_N1_MyNetwork (FE)
b M02 MySecMetwork
b ] FE_fnalysis (FE)
5] MAIN (PRG)
b EE] MAIN_Analytics (PRG)
[ WIsUs
E_'E AnalyticsProject.tmc
b G5 AnalyticsTask (BnabyticsTask)
[ E';j PlcTask (PlcTask)
OF AnalyticsProject Instance
[0 SAFETY

C++
[& amaLyTIcs

&l o

Fl m TcHmiAnalyticsProject

E Server

& Properties
I References

-V v v

Irmports

2

5 Thermes
CodeBehind
Content

H Additionallnformation.content

A ¥F ¥ T T T T
-

fad Solution ‘AnalyticsSolution12_ABC! (2 projects) -~
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5 Technical introduction

5.1 Basic Concepts

Variables and Datatypes

There are several types of variables that can be logged. Variables that are part of:
* PLC or NC process images
* PLC programs
» process images of devices e.g. an EtherCAT master and
+ data areas of generic TcCom objects.

Moreover, they may be of any datatype defined in IEC 61131 or the C++ standard in case of generic TcCom-
objects.

Structured datatypes may recursively contain other structured datatypes and may be logged as a whole or
partially. For more information on this topic, refer to the Configuration section.

Modes of Operation

This documentation makes use of the terminology and concepts described in the MQTT-section. Please
refer to that section for general information about the protocol.

A key concept of TwinCAT Analytics are streams, which form the basic unit of transaction between a data
source and destination. One data logger can control several streams.
A stream may comprise four components:
+ stream description
» stream Tx-description
» symbol info
+ and stream data.
In MQTT-mode, Analytics participants coordinate by means of the first three components using an MQTT

broker and a specific MQTT topic for each component. The topics are generally structured as illustrated in
the following table, whereat <>-brackets indicate variables as opposed to the other parts that are fixed.

Component |Topic Structure Format |Purpose

Description  |[<MainTopic>/<StreamTopic>/Desc JSON |Informs if there is a stream source online
or offline. Includes timestamp of info.

Tx- <MainTopic>/<StreamTopic>/Bin/Tx/ JSON |Informs about the transmission

Description |Desc parameters when a stream source is
active transmitting data.

Symbol Info  |<MainTopic>/<StreamTopic>/Bin/Tx/ Binary |Contains meta information about the

Symbols variables i.e. excluding the actual value.
Data <MainTopic>/<StreamTopic>/Bin/Tx/Data Binary |Contains the plain variable values.

The main topic is the only subtopic that can freely be set by the user.

A stream can be started and stopped. The system manager configuration allows a stream to be started by
default as soon as TwinCAT starts in run-mode. Additionally, streams can be started and stopped from PLC
code.

When connected to a broker, the logger first sends the stream description followed by the Tx-description and
symbol info as soon as the stream starts. This enables recipients to take all measures that are needed
before data arrives. Finally, data is sent cyclically.
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For the file-mode, the TwinCAT Boot directory on the target device is used as a base for a dedicated
Analytics directory, which in turn contains one subdirectory per stream as soon as the respective TwinCAT
project has been activated. Inside the stream’s directory, a dedicated .tas-file holds the symbol info
whereas .tay-files, which are created cyclically, contain the stream data.

Relation of Logger and Streams

One data logger can control several streams. As will be described more detailed in the Configuration section
a user can add one or more data loggers to the Analytics configuration. Streams then are added
automatically, depending on what variables are available to be logged. To understand how streams are
assigned to a logger it is useful to understand that every stream has specific characteristics. One
characteristic, the cycle time, comes from the fact that every variable that is acted upon cyclically is subject
to a cyclic task; therefore, cycle times that underlie different variables can vary. Since a stream has a fixed
cycle time by definition and to decouple tasks with the same cycle time, one stream is created for every task
that drives relevant variables. Additionally, it is purposeful to further divide streams depending on the stream
source, meaning the origin PLC instance or TcCom object. This enables users to send variables of different
sources to different MQTT topics and start/stop the transmission independently. Eventually it all comes down
to the following scheme:

@ Forevery stream source and every task that drives variables of that source, a stream is created.

When configuring the data logger, there are configuration parameters that all streams have in common and
those that are stream specific. The logger specifies the destination, the compression method, MQTT
credentials etc. whereas e.g. the data size and start/stop-functionality are stream specific.

In most cases it might not be necessary to send or write data every task cycle, so the data of a stream
recorded in a cycle, a so-called sample, can be buffered before sending it to the broker or writing it to file.
The number of samples in a buffer and thus the cycle time of a buffer being sent/written can be configured.
Moreover, the number of buffers in a file and thus the file size can be configured.

5.2 MQTT

MQTT(Message Queueing Telemetry Transport) is a publisher/subscriber-based communication protocol,
which enables message-based transfer between applications. A central component of this transfer type is
the so-called message broker, which distributes messages between the individual applications or the sender
and receiver of a message. The message broker decouples the sender and receiver, so that it is not
necessary for the sender and receiver to know their respective address information. During sending and
receiving all communication devices contact the message broker, which handles the distribution of the
messages.

TF3500 Version: 1.0 35



Technical introduction BEGKHOFF

Application

I

Message Broker m Application

4]
i
)
i

<:I-\«IQTT >
MQTT

Application

8 3o0 2ap2etin |

Payload

The content of an MQTT message is referred to as payload. Data of any type can be transferred, e.g. text,
individual numerical values or a whole information structure.

® Message payload formatting

1 Note that the data type and the formatting of the content must be known to the sender and receiver

side, particularly when binary information (alignment) or strings (with or without zero termination)
are sent.

Topics

If a message broker is used that is based on the MQTT protocol, sending (publish mode) and subscribing
(subscribe mode) of messages is organized with the aid of so-called topics. The message broker filters
incoming messages based on these topics for each connected client. A topic may consist of several levels;

the individual levels are separated by “/”.
Example: Campus / Building1 / Floor2 / Room3 / Temperature

When a publisher sends a message, it always specifies for which topic it is intended. A subscriber indicates
which topic it is interested in. The message broker forwards the message accordingly.
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W o e

Subscribe (topic2)

Publish (topic1, msg) Message Broker Subscribe (topic1) Application

‘ _,
1 3u8 230 SaE3aHun |

)

Publish (topic2, msg

Application

Communication example 1 from the diagram above:
* An application subscribes to “topic1”.
» A controller publishes a message to “topic1”.
« The message broker forwards the message to the application accordingly.

Communication example 2 from the diagram above:
» A controller subscribes to “topic2”.
* An application publishes a message to “topic2”.
» The message broker forwards the message to the controller accordingly.

Wildcards

It is possible to use wildcards in conjunction with topics. A wildcard is used to represent part of the topic. In
this case a subscriber may receive messages from several topics. A distinction is made between two types
of wildcards:

+ Single-level wildcards
« Multi-level wildcards
Example for single-level wildcard:
The + symbol describes a single-level wildcard. If it is used by the subscriber as described below, for
example, corresponding messages to the topics are either received by the subscriber or not.
» The receiver subscribes to Campus/Building1/Floor2/+/Temperature
The publisher sends to Campus/Building1/Floor2/Room1/Temperature - OK
The publisher sends to Campus/Building1/Floor2/Room2/Temperature - OK
The publisher sends to Campus/Building42/Floor1/Room1/Temperature - NOK
The publisher sends to Campus/Building1/Floor2/Room1/Fridge/Temperature - NOK

Example for multi-level wildcard:
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The # symbol describes a multi-level wildcard. If it is used by the subscriber as described below, for
example, corresponding messages to the topics are either received by the subscriber or not. The # symbol
must always be the last symbol in a topic string.

» The receiver subscribes to Campus/Building1/Floor2/#

The publisher sends to Campus/Building1/Floor2/Room1/Temperature - OK

The publisher sends to Campus/Building1/Floor2/Room2/Temperature - OK

The publisher sends to Campus/Building42/Floor1/Room1/Temperature - NOK
The publisher sends to Campus/Building1/Floor2/Room1/Fridge/Temperature - OK
The publisher sends to Campus/Building1/Floor2/Room1/Humidity - OK

QoS (Quality of Service)
QoS is an arrangement between the sender and receiver of a message with regard to guaranteeing of the
message transfer. MQTT features three different levels:

* 0 — not more than once

* 1 -—atleast once

» 2 — exactly once
Both types of communication (publish/subscribe) with the message broker must be taken into account and
considered separately. The QoS level that a client uses for publishing a message is set by the respective
client. When the broker forwards the message to client that has subscribed to the topic, the subscriber uses

the QoS level that was specified when the subscription was established. This means that a QoS level that
may have been specified as 2 by the publisher can be “overwritten” with 0 by the subscriber.

QoS-Level 0

At this QoS level the receiver does not acknowledge receipt. The message is not sent a second time.

i =1z
i E Publish QoS 0
= . Message Broker
55
L) i
QoS-Level 1

At this QoS level the system guarantees that the message arrives at the receiver at least once, although the
message may arrive more than once. The sender stores the message internally until it has received an
acknowledgement from the receiver in the form of a PUBACK message. If the PUBACK message fails to
arrive within a certain time, the message is resent.
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IIII E Publish QoS 1
1]} :
e g %l puBACK Message Broker
sa EEEEEEEEEEEEEEEEERER
L :
QoS-Level 2

At this QoS level the system guarantees that the message arrives at the receiver no more than once. On the
MQTT side this is realized through a handshake mechanism. QoS level 2 is the safest level (from a message
transfer perspective), but also the slowest. When a receiver receives a message with QoS level 2, it
acknowledges the message with a PUBREC. The sender of the message remembers it internally until it has
received a PUBCOMP. This additional handshake (compared with QoS 1) is important for avoiding duplicate
transfer of the message. Once the sender of the message receives a PUBREC, it can discard the initial
publish information, since it knows that the message was received once by the receiver. In other words, it
remembers the PUBREC internally and sends a PUBREL. Once the receiver has received a PUBREL, it can
discard the previously remembered states and respond with a PUBCOMP, and vice versa. Whenever a
package is lost, the respective communication device is responsible for resending the last message after a
certain time.

Publish QoS 2
i 's|  PUBREC
1] ;% PUBREL
m_-. = llllllllllllllllll) Message Br0ker
aa
ﬁ PUBCOMP

Security

When a connection to the message broker is established, it is possible to use security mechanisms such as
TLS, in order to encrypt the communication link or to realize authentication between client and message

broker.

Sources

For further and more detailed information about MQTT we recommend the following blog series:

HiveMq blog: http://www.hivemg.com/blog/mqtt-essentials/ (the main basis for this article)

5.3 Data Compression

In order to reduce the amount of data to be sent without reducing the amount of information and thus
enhance the performance, a compression method derived from the Run Length Encoding method can be
used. It utilizes the fact, that data of two consecutive samples in a buffer may not vary in parts. Thus knowing
what parts of a previously sent buffer are equal in conjunction with the varying data, a recipient can
reconstruct the next buffer without the need to receive the whole buffer. After sending the first buffer
uncompressed, the logger constructs the compressed buffer by comparing user-specified units of data (e.g.
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every byte, every 8 byte etc.) one after another. The logger counts the amount of data units (called
Compression Compare Width) that are equal and places this information in the buffer instead of the data.
Dependent on the kind of data this can lead to a data saving or overhead. To decide whether a compression
is purposeful or not the user is provided with a data compression saving value, which can be found on the
Online-tab of every stream dialog window. A positive value indicates saving and a negative value indicates
overhead.
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6 Configuration

6.1 Basic settings

To configure the TwinCAT Analytics Logger the user is provided with a dedicated Analytics configuration
inside of a XAE project.

Solution Explorer * A X
@ o-a|p -
Search Solution Explorer (Ctrl+ ) P~

fad Solution 'MeasurementSamplePLC' (1 project)
4 IH_I MeasurementSamplePLC
b SYSTEM
MOTION
b PLC
SAFETY

C++

b & Vo

Solution Explorer EETRNERT T
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To add a data logger choose the respective item in the context menu of this configuration node.

Solution Explorer * O X
@ o-a|p -
Search Selution Explorer (Ctrl+ ) P~

fa] Solution 'MeasurementSamplePLC' (1 project)
F H_'I MeasurementSamplePLC
b SYSTEM
MOTION
b PLC
@5 SAFETY

C++

0 Add New Item... Ins
@ Add Data Logger
‘0 Add Existing Item... Shift+Alt+ A

Add MNew Folder...

Hide AMALYTICS Configuration

Solution Explorer

This may either result in the additional Data Logger node alone or subordinate stream nodes in case there

already are variables that can be logged.

Solution Explorer * O X
@ o-a|p -
Search Selution Explorer (Ctrl+ ) P~

fa] Solution 'MeasurementSamplePLC' (1 project)
Fi Iil_i MeasurementSamplePLC
b SYSTEM
MOTION
b PLC
SAFETY
E C++
4 & ANALYTICS

b & Vo

Solution Explorer WEETANET IS
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By double clicking the new Data Logger node the editor window will be open. In the Parameter tab you can
make your specific Analytics Logger settings.

rngl - |l - | | @ 5| <Local> ~ - ScopeSample B | -B

Al VeasurementSamplePLe = X%

. [Name Value Jes Jrype PTCID

4 g MessurementSamplePLC MQTT Host Name 127001 [~ STRING@0) 002020113
> @ svsTem MQTT Tep Port 1883 unt 0:02020103
MOTION MQTT Main Topic [ STRING(255) 0x02030008
> Qi pc MQTT Client ID - STRING(30) 0x02020101
é’iim MQTT User Name [ STRINGESS) 0402020106
4 g ANALYTICS MQTT Password [~ STRING(0) 0:02020107
[] pata Logger1 MQTT Data Format 10T_FORMAT FILE =T o7 FoRmaT 002020114

b 0

+ MQTT Host Name: Provide here the host name or IP address of your native MQTT Message Broker
« MQTT Tcp Port: Here set the Tcp port for the communication. Default MQTT port: 1883

+ MQTT Main Topic: It is possible to provide an own and individual main topic. Sample: Beckhoff/Verl/
Production/Drives/Machine5 — the Analytics Logger will add automatically his own specific subtopics:
Beckhoff/Verl/Production/Drives/Machine5/Bin/Tx/Data

« MQTT Client ID: The client identifier is an identifier of each MQTT client connecting to a native MQTT
Message Broker. It should be unique per Broker.

+ MQTT User Name: MQTT allows to send a username for authenticating the client.

« MQTT Password: MQTT also allows to send a password for authenticating the client and
authorization.

+ Data Format: Here the user can choose between IOT_FORMAT_FILE and IOT_FORMAT_BINARY.
By using the FILE format the Analytics Logger store the data in local binary files and all settings above
are not necessary anymore. The files will be stored in C:\TwinCAT\3.1\Boot\Analytics. By using
BINARY the data will send to the configured MQTT Message Broker.

It is possible to have multiple Logger in one TwinCAT project to communicate data to different MQTT
Message Broker or to have partly a storage in a local binary file.

6.1.1 TLS

TLS (Transport Layer Security) provide a secure communication channel between a client and a server. At
its core, TLS is cryptographic protocols which use a handshake mechanism to negotiate various parameters
to create a secure connection between the client and the server. The TwinCAT Analytics Logger is
supporting TLS version 1.2.

® MQTT communication with TLS
1 By the usage of certificates the TCP port 8883 is exclusively reserved for MQTT over TLS!

On the TLS tab of the Data Logger your first choice is the TLS Mode in a drop down box. Depending on the
Message Broker it is possible to use different TLS mechanism/modes. The Analytics Logger is supporting
the modes CA Certificates, CA Certificates & Client Certificate and the Preshared Key (PSK) mode.
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w MeasurernentSamplePLC - Microsoft Visual Studio (Administrator)
File Edit View Project Build Debug TwinCAT  TwinSAFE PLC  Team  Tools Test Scope Analyze Window

c@-o|f3-a-° X & 0 -0 | Release - TwinCAT RT (x64) - p Attach.. -
H nl n £ | (@ ‘:J| <Local> - ; ScopeSample -1 - | -ﬂ |
Solution Explorer LAl MeasurementSamplePLC + > QIENEL]ES

fa) | ©-a | F - |Cor|te:t | F‘alT:lmeter{In'rt)l Data Areal Tls |
Search Solution Explorer (Ctrl+ ) P -

@ saiwion MesurmentsampePLC el | Tl

4 ﬂ MeasurermnentsamplePLC

CA Certfficate
bl SYSTEM CA Certificate & Clisrt Certificate
MOTION Preshared Key(PSK)

4 PLC
4 ScopeSample

P gl ScopeSample Project

4 |@] ANALYTICS

4 Data Logger 1
& Stream (ScopeSample Instance

4 o
L Devices

&' Mappings

CA Certificate

Encryption and authentication via TLS can also be accomplished through a certificate authority (CA). The CA
provides a signature via the public key for all communication clients. In this case an MQTT client connect to
a Message Broker without a dedicated client certificate.

Dd Measurement5amplePLC - Microsoft Visual Studio (Administrator)
File  Edit VWiew  Project  Build Debug  TwinCAT  TwinSAFE  PLC  Team  Tools Test  Scope  Analyze  Window
e-o|B-m-2 X T -0 - Release ~ TwinCAT RT (x64) ~ P Attach.. ~

5 | n . | ) ':J| <Local> = ; ScopeSample ~gl1 - | -ﬂ |

Solution Explorer LAl MeasurementSamplePLC & 3¢ QENELTES
fa) | © | F - |Corrtead I F‘alameter{ln'rt}l Data ﬂreal Tl |
Search Solution Explorer (Ctrl+a) P~
fa] Solution ‘Measurement5amplePLC' (1 proje Tls Mode: ’Cﬁﬂeﬂiﬁcate ']
4 ull MeasurementSamplePLC CA Certficate: C.\Beckhoff\Project Test and Attachments\intemal\PD\2018_01_09'ca. .. |
g ::[5}11'_![-:3'1’” [7] Don't check identity of broker (insecure)
i PLC

Fi @ ScopeSample

b gzl ScopeSample Project

p ANALYTICS

4 Data Loggerl
£ Stream (ScopeSample Instance

4 Vo
*‘% Devices

&’ Mappings
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CA Certificate & Client Certificate

Encryption and authentication via TLS can also be accomplished through a certificate authority (CA). The CA
provides a signature via the public key for the message broker (the so-called server key) and usually also for
all connecting clients. All communication devices can then trust each other, because the issuing certificate

authority is trusted.

w MeasurementsamplePLC - Microseft Visual Studio (Administrator)

File  Edit View Project Build Debug
e-o|@-m- %
n . | i) '-,".-_l <Local>

TwinCAT  TwinSAFE  PLC  Team  Tools Test Scope Analyze  Window  Help
- ~ | | Release = | TwinCAT RT (x64) - P Attach.. -
~| _ i ScopeSample -1 - |-ﬂ |

Solution Explorer
@ o-a|p -

Search Selution Explorer (Ctrl+ ) P~

fal Solution 'MeasurementSamplePLC (1 proje
4wl MeasurementSamplePLC
b @l SYSTEM
MOTION

OF ScopeSample Instance
(5 SAFETY
E C++

4 |g ANALYTICS

4 Data Logger1
& Stream (ScopeSample Instance

4 F1o
T Devices

&’ Mappings

Preshared Key (PSK)

MeasurementSamplePLC + ¢ QIENEGIES

| Context | Parameter (Int) | Data Area | Tis |

Tis Mode: |CA Cettficate & Cliert Certficate -

CA Certificate: C:\Beckhoff\Project Test and Attachments’\rtemal\P["2018_01_0%ca. B

[7] Dont check identity of broker finsecurs)

Client Certificate
Certficate: C:\Beckhoff\Project Test and Attachments\Intemal\PD\2018_01_0%\lot/ [ ... |
Private Key: C:\Beckhoff\Project Test and Attachmertshintemal\PD'\2018_01_09\ot/ [ ... |
Key Password:  A47BZwwT11KOPzk815

The TLS PreSharedKey (PSK) method offers a simple option for realizing encryption between client and
message broker. Client and broker recognize a common password, which is used to encrypt and decrypt the

packages.
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DQ MeasurementamplePLC - Microsoft Visual Studio (Administrator)
File  Edit View Project Build Debug  TwinCAT  TwinSAFE PLC  Team  Tools Test Scope  Analyze  Window
ie-o|lB-m-2 XA | -0 -] Release ~| TwinCAT RT (x64) - b Attach.. =

e | LY | ) f4| <L ocal> M = ScopeSample ~§l - | -ﬂ |

Solution Explorer LAl MeasurementSamplePLC -+ X IENELTES
fa) | @~ | F - |Cor|te:d I F‘alameter{ln'rt}l Dataﬂrea| Tis |
Search Selution Explorer (Ctrl+) P~
fal Solution 'MeasurerentSamplePLC' (1 proje Tis Mode: ’Preshared Key(FSK) r
4 H_i Measurement5amplePLC Idertity: myldentty
bl SYSTEM
MOTION () Password:
4 PLC @) Hex Binary Key:  AZFF7AC

4 ScopeSample
[ H_;J ScopeSample Project
UF ScopeSample Instance
SAFETY
E C++
4 [&] ANALYTICS
4 @ Data Logger 1
&4 Stream (ScopeSample Instance
4« Fvo
L Devices

&’ Mappings

6.2 Data Streams

If variables are available for recording they will be shown automatically as a so called Stream. At the moment
it is possible to record data directly from the EtherCAT process image or from the PLC application.

Solution Explorer 0 X
@ o-a|p -
Search Solution Explorer (Ctrl+ ) P~

fad Solution 'MeasurementSamplePLC' (1 project)
F Hi MeasurementSamplePLC
b SYSTEM
MOTION
b PLC
SAFETY
E C++

4 & ANALYTICS
4 | & Data Loggerl
£, Stream (ScopeSample Instance 08502001)

Solution Explorer EETNERS G
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PLC Application:

If variables from PLC should recorded by the Analytics Logger, the user must set an attribute in front of each
variable in the variable declaration.

The attribute syntax is: {attribute "TcAnalytics'}

G El n N\ | ) "J| <Local» = ScopeSample ~H1 - | -ﬂ |
Solution Explorer A 'l Variables & X MeasurementSamplePLC
@ o-am| F - N
Search Solution Explorer (Ctrl+ Q) P~ 3 M
fal Solution 'MeasurementSamplePLC' (1 project) ?
4 “a MeasurementSamplePLC i fheak
bl SVSTEM N
MOTION : fPulse
4 PLC .

fSawtooth
4 E ScopeSample

10

f3ine
B [ External Types

B[] References

fiquare
B [ DUTs 4
4 | Z GVLs 15 fitairs
ﬁ' GVL_Constants 18
5@ Variables 17 fTriangular
4 | = POUs 1z
E FB_ArrayConverter (FB) 13 aBufferiM : . .cOversamples]
[ E FB_FunctionGenerator (FB) Z0 abBufferPulae : . .cOversamples]
E MAIN (PRG) 21 aBufferPeak : . COversamples]
£ VISUs 22 aBufferStairs : . .cOversamples]
b ,_—_tl PlcTask (PlcTask) 23 aBufferSawtooth : . .cOversamples]
W - . =
{g ScopeSample.tmc 24 abBuffer5ine : . .C‘.C"\?v
OF ScopeSample Instance »
P p

As already described a new stream is automatically add to the Analytics Logger configuration after rebuild
of the PLC project. In the stream a Selection tab is available to choose finally the variables by checkboxes
who should be recorded.

s E| n LY | e -4| <Local> - - ScopeSample N1 - | 3] |
Solution Explorer ¥ | Variables MeasurementsamplePLC + X
@) | cRdl-L ‘ " Selection | Analytics
Search Selution Explorer (Ctrl+a) 2~
SR ] PlcTask Intemal
fal Solution 'MeasurementSamplePLC' (1 project) [V E Varizbles fAM
a Ha MeasurementSamplePLC [T H Variables fPeak
[ l_flﬂ SYSTEM -.[¥|l Variables fPulse
MOTION | M Variables {Sawtocth
3 PLC - [W| W Variables fSine
CAFETY -{ |l Variables fSquare
E Cos -.[¥| @ Variables f5tairs
-.[¥| @ Variables fTriangular

p ANALYTICS

F Data Loggerl
& Stream (ScopeSample Instance 085

b= Vo
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Process Image:

If an EtherCAT process image is available in the given configuration, an additional stream will be shown
under the Data Logger tree node.

Solution Explorer * O X
@ o-a|p -
Search Selution Explorer (Ctrl+ ) P~

fa] Solution 'MeasurementSamplePLC' (1 project)
Fi H_I MeasurementSamplePLC
b SYSTEM
MOTION
b PLC
(4| SAFETY
E C++
4 g ANALYTICS
P @ Data Loggerl
2 Streamn (ScopeSample Instance 08502001)
& Stream (Device 1 (EtherCAT) - Irmage)
F /0

4 == Devicel (EtherCAT)
j: Irage
j: Irmage-Info
2 SyncUnits

Inputs
B Outputs
& InfoData
[i Term1 (EK1100)
[ [H InfoData
b ™ Termn 2 (EL3632)
b "™ Term 3 (EL3356-0010)
b Term4 (EL3751)
ﬁ:l Mappings

Solution Explorer EETNERS G

On the Selection tab the user can choose again the values who should be recorded by the Analytics Logger.

A VOV OV OV
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5 | LY | )] ':‘| <Local>
Solution Explorer
W o-d|p -
Search Solution Explorer (Ctrl+ ) P~

fal Selution 'MeasuremnentSarmplePLC' (1 project)
4 “a MeasurementsamplePLC

4 ANALYTICS

4 Data Loggerl
& Streamn (ScopeSample Instance 08502001)
& Streamn (Device 1 (EtherCAT) - Image)

I @ InfoData

Variables

_ % ScopeSample ~g1 - |'ﬂ |

Temm 1 (EK1100)" Tem 3 (EL3356-0010)"RME Status“Status

b (@l svsTEM Term 1 (EK1100) Term 2 (EL3632)"Ch1 Status™STATUS
MOTION Tem 1 {EK1100)" Tem 2 (EL3632)"Ch1 Sample 0"Ch1 Value

b PLE Tem 1 {EK1100)" Tem 2 (EL3632)"Ch1 Sample 1°Ch1 Value
SAFETY Term 1 (EK1100) Term 2 (EL3632)"Ch1 Sample 2"Ch1 Value
E Cos Tem 1 {EK1100)" Tem 2 (EL3632)"Ch1 Sample 3"Ch1 Value

Term 1 (EK1100) Temm 2 (EL3632)"Ch1 Sample 47Ch1 Value
Tem 1 (EK1100)" Term 2 (EL3632)"Ch1 Sample 5"Ch1 Value
Tem 1 {EK1100)" Term 2 (EL3632)"Ch1 Sample §"Ch1 Value
Term 1(EK1100) Term 2 (EL3632)"Ch1 Sample 77Ch1 Value
Tem 1 (EK1100)" Term 2 (EL3632)"Ch1 Sample 8"Ch1 Value

4 o Term 1 {EK1100) " Term 2 (EL3632)"Ch1 Sample $"Ch1 Value
4 *Z Devices Term 1 (EK1100)"Temm 2 (EL3632)"Ch2 Status“STATUS

4 == Devicel (EtherCAT) Tem 1 (EK1100)" Term 2 (EL3632)"Ch2 Sample 0"Ch2 Value

N Tem 1 {EK1100)" Tem 2 (EL3632)"Ch2 Sample 1°ChZ Value

2 MAgE Tem 1(EK1100) Term 2 (EL3632)"Ch2 Sample 2°Ch2 Value

is Image-Info Term 1 (EK1100) Term 2 (EL3632)"Ch2 Sample 3°Ch2 Value

b= SyncUnits Tem 1 (EK1100) Tem 2 (EL3632)"Ch2 Sample 4°Ch2 Value

b Inputs Term 1{EK1100)"Tem 2 (EL3632)"Ch2 Sample 5°Ch2 Value

b [ Outputs Tem 1 (EK1100) Term 2 (EL3632)"Ch2 Sample §"Ch2 Value

b [ InfoData Tem 1 {EK1100)" Term 2 (EL3632)"Ch2 Sample 7 Ch2 Value

4 [F Term1 (EKL100) Term 1(EK1100)"Tem 2 (EL3632)"Ch2 Sample 8°Ch2 Value

Tem 1 (EK1100)" Term 2 (EL3632)"Ch2 Sample "Ch2 Value

Term 1 (EK1100)" Term 3 (EL3356-0010)"RME Value (INT32)"Value

| e

MessuremensampierLc = IR
Selection | Analytics

Tem 1 {EK1100)" Term 2 (EL3632) " Next Sync 1Time ™ Start Time Mext Latch
Term 1 (EK1100) Term 2 (EL3632)™Sample Court ™ Sample Count

Term 1 (EK1100) Term 4 (EL3751)"PAI Status™Status

Tem 1 {EK1100)" Term 4 (EL3751)"PAl Samples 1"Samples

Term 1 (EK1100) Term 4 (EL3751)"PAI Timestamp ™ Start TimeMest Latch

b M Term 2 (EL3632)

b M Term 3 (EL3356-0010)

b Term 4 (EL3751)
&’ Mappings

Start Record

With the activation of the TwinCAT configuration the Analytics Logger starts logging. Depending on the basic
settings to a MQTT Message Broker or into a local binary file. By the given format there are different settings
possibilities on the Data Handling tab of each Stream. See therefore the following chapter.

6.2.1 Data Handling

In the Data Handling tab you can make general settings for the package size of the recorded data.
Depending on the given data format it gives additional settings.
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MessurementSamplepLC = X

Anaitics

Data Size: 40 (Bytes)
Max ADS Buffer: 32 = 2 (KB)
Max File Size: 0 = 1 {KEB)
[] Ring Buffer
File Count; 0 = [KB]
Clueus messages when disconnected
|z file queue
Queue Size: |0 : (KB

32 ms
Os

Data Size: This is a read-only value and provide the size of the given variable selection for this stream.

Max ADS Buffer: Here you can set the number of buffered cycles before write to file or send to Message
Broker. By 1ms cycle time and 32 buffers the Analytics Logger buffered 32ms before operated. It is an
individual setting depending on the system resources.

Max File Size: Only available by IOT_FORMAT _FILE. You can give the maximum file size before starting
with a new file. The files will be stored under C:\TwinCAT\3.1\Boot\Analytics.

Data format: MQTT

If the data format is IOT_FORMAT _BINARY it is possible to activate an additional checkbox for queuing
messages by disconnect.

MessurementSamplePLC =

Analytics

Data Size: m (Bytes)
Max ADS Buffer: 32 = 2 {KE)
b ax File Size: 512 | |769 [KE]
Ring Buffer
File Caunt: 5 = (3841 [KE]
Queus messages when disconnected
[ Use file queue
Queue Size: 625 = 993 {KEB)

3
16.

Fd
3
@

[=x]
(%]
(=)
(=
w

121m

s

File Store: If this option is activated the queued messages will stored in a temporary file at the hard disk.
Otherwise the data will be stored in the RAM when connection to the Message Broker is disconnected.

Queue Size: Is the number of configured ADS Buffer which should be stored in the case of a lost
connection.
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Data format: File

If the data format is IOT_FORMAT_FILE it is possible to activate an additional checkbox for a ring buffer.

MessurementsampleLC = % AR
brchtics

Data Size: !E— (Bytes)
Max ADS Buffer: 32 B 2 (KB) 32ms
Max File Size: 512 s 79 (KB) 16.384s
Ring Buffer
Fie Court: 5 L (KEB) 121m

Gueue messages when disconnected

|z file queue

[ueue Size; 0 ZI (KE]

File Count: You can set up a ring buffer system for the binary files. With the File Count parameter you can
give a number of files who should be part of the ring buffer. The ring buffer time depends on the given Max
File Size.

6.3 Using the Programming Interface

As described in the Technical Introduction a stream can be started and stopped from PLC code using
Structured Text. For that, the streams of a data logger, themselves being TcCom-objects provide an
interface called ITcAnalyticsStream comprising two methods, StartAnalyticsStream() and
StopAnalyticsStream(). Follow the following steps to use the interface, the code samples may be useful, too:

Declare a variable of the type ITcAnalyticsStream and another one of the type OTCID for the object ID of the
correspondent stream. For diagnostic purposes, an HRESULT variable is advisable.

HR : HRESULT := S OK;

{attribute 'tcinitsymbol'}

oidPlcStreaml : OTCID;
ipPlcStreaml : ITcAnalyticsStream;

Next, add the attribute ‘tcinitsymbol’ above the OTCID variable. This way, it doesn’t need to be initialized
statically in the source code, instead it be initialized at configuration time by double clicking the PLC instance
node in the project tree and selecting the relevant stream in the combo box as illustrated in the following
picture.

DataloggerStartStop + X MAIN

| Object | Context | Parameter (int) | Data Area | Symbol Intialization

[ [Name [value Unit Type
MAIN.oidPIcStreaml [ERENNIET PicStreamt | QTCD

Fig. 1:

After that, get an interface pointer using following the TcCom-object server method and the interface’s IID.

IF ipPlcStreaml = 0 AND oidPlcStreaml <> 0 THEN
HR := FW _ObjMgr GetObjectInstance (oidPlcStreaml, IID ITcAnalyticsStream, ADR(ipPlcStreaml));
END IF

Now you can use the interface pointer to call interface’s methods. As shown in the following example:
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IF ipPlcStreaml <> 0 THEN
IF bStartPlcStreaml THEN
ipPlcStreaml.StartAnalyticsStream() ;
bStartPlcStreaml := FALSE;
END IF
IF bStopPlcStreaml THEN
ipPlcStreaml.StopAnalyticsStream() ;
bStopPlcStreaml := FALSE;
END IF
END IF

The stream is started in the same cycle StartAnalyticsStream() is called and will include the logged variable
values. The stream is stopped in the same cycle StopAnalyticsStream() is called but will not include the
variable values of this cycle.

In the Samples section of this documentation you can find a sample program that includes the here
presented code snippets.
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7 Samples

Data Logger Start/Stop stream from PLC code sample:
https://infosys.beckhoff.com/content/1033/tf3500_tc3 analytics_logger/Resources/zip/6904617099.zip
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8 Appendix

8.1 FAQ - frequently asked questions and answers

In this section frequently asked questions are answered in order to make your work with TwinCAT Analytics
Logger easier. If you have further questions, please contact our support team support@beckhoff.com.

Should [ always use TLS with MQTT? [» 54]

Is it possible to have multiple connections? [P 54]

Is it possible to control the Analytics Logger by a PLC function block? [ 54]

?Should | always use TLS with MQTT?

Yes, you should if you can. If you can afford the overhead in CPU and bandwidth, then a secure
communication channel is invaluable. Depending on the general CPU performance it could be possible to
have a noticeable reduction of communication performance.

?ls it possible to have multiple connections?

Yes, you can connect the Analytics Logger at the same time to different Message Broker just by adding a
new instance of the Logger. Also it is possible to have one instance of the Logger for an MQTT
communication to a Message Broker and at the same time one instance for writing data into Analytics File to
the local system.

?lIs it possible to control the Analytics Logger by a PLC function block?

IThere is no special function block to control the Analytics Logger. But you can use an interface of the
Analytics Logger to control him with easy commands like start and stop from the PLC. How to do see this
[»_51] cheapter.
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More Information:
www.beckhoff.com/tf3500/

Beckhoff Automation GmbH & Co. KG
Hilshorstweg 20

33415 Verl

Germany

Phone: +49 5246 9630

info@beckhoff.com
www.beckhoff.com
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