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User's Manual Notices

Notice

This User's Manual shows how to use the AudioCodes Routing Manager (ARM).

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility
for errors or omissions. Updates to this document and other documents can be viewed by
registered customers at http://www.audiocodes.com/downloads.

© 2016 AudioCodes Inc. All rights reserved
This document is subject to change without notice.

Date Published: June-06-2016

Trademarks

AudioCodes, AC, HD VolP, HD VolP Sounds Better, IPmedia, Mediant, MediaPack,
What's Inside Matters, OSN, SmartTAP, VMAS, VolPerfect, VolPerfectHD, Your
Gateway To VolP, 3GX, VocaNOM and One Box 365 are trademarks or registered
trademarks of AudioCodes Limited All other products or trademarks are property of
their respective owners. Product specifications are subject to change without notice.

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be
disposed of with unsorted waste. Please contact your local recycling authority for
disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an
authorized AudioCodes Service Partner. For more information on how to buy technical
support for AudioCodes products and for contact information, please visit our Web site
at www.audiocodes.com/support.

Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.
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1. Overview

1

Overview

This document shows how to use the AudioCodes Routing Manager (ARM). The ARM
is a LINUX-based, software-only, telephony management product which expediates
and streamlines IP telephony routing for enterprises with multiple globally distributed
branches. The ARM determines the quickest, least expensive, and best call quality
routes in packet networks.

Routing data, previously located on the SBC, Unified Communications (UC)
application (e.g., Microsoft's Skype for Business), or Media Gateway, is now located
on the ARM server. If an enterprise has an SBC in every branch, a single ARM,
deployed in HQ, can route all calls in the globally distributed corporate network to
PSTN, the local provider, enterprise headquarters, or to the IP network.

Routing rules, configured by the IT manager in the ARM's Routing Table, perform the
routing.

If an enterprise has only one or two branches, its IT manager can easily independently
implement maintenance changes. In globally distributed enterprises, IT managers until
now had to laboriously implement changes, multiple times, per branch. With the ARM,
IT managers implement changes only once, saving significant labor and time
resources and costs.

The figure below shows a typical, globally-distributed, multi-branch enterprise VolP
network.

3B Servers

Branch A Branch B Branch C Branch D

Version 7.0
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1.1

VoIP networks like this typically require:

Distributed routing & policy enforcement

Distributed PSTN

Multiple VolP network elements configurations (i.e., SBC, Media Gateway)
Multiple dial plans

SIP Interworking between IP PBXs

Large number of end users policies

Efficient ARM routing management

Features

ARM features are as follows:

Centralized, enterprise-wide session routing management

Centralized & optimized PSTN routing

Automatic discovery of VolP network elements

Smart dial plan management

e Centralized dial plan logic; simple, clear, intuitive and easy to maintain
e Dialing plan dry test by ‘Test Route’ simulation

e Incoming number manipulation

e  Outgoing number manipulation

e  User properties manipulation

Reduces SIP trunk costs

e Implements Tail-End-Hop-Off Routing

e Assigns a number of actions to routing rules with different sequence
e  Source and destination number manipulation

Advanced routing based on user properties

Automatic topology network generation

Manual network generation (simply drawing lines between dots)
On-the-fly routing calculation:

e Centralized management of Network Routing Rules

e Routing decision is based on source / destination call parameters, and user
properties

e  Predefined weights on connections

e  User information from external Data Bases (e.g., LDAP)

e  Flexible API

Intuitive graphical representation of the enterprise VolP network
Personalized Call Routing Applications

e  Communication-Enabled Business Process

e  Third-party routing applications using ARM northbound interface
e  Software-defined network architecture

ARM
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e  Full on-line management and routing via REST API

e Fallback to SBC routing table if call does not match ARM configuration

1.2 Benefits

The ARM benefits users as follows:

B Reduces operational time spent on designing and provisioning network topology
B Reduces OPEX, avoiding routing configuration of VolP network elements
B Reduces time spent implementing network evolutions such as:
e Adding new connections to PSTN (e.g., SIP trunks)
e Adding new branches to the enterprise VolP network
e  Modifying user voice services privileges
1.3 Simplicity
B VolP network elements registering in the ARM
B Auto-discovery of VolP peers
B One-click topology network creation, star formation
B One-click topology network creation, mesh formation
B Customized topology network.
e  Configuring a connection is as simple as drawing a line.
e Modify by adding, deleting and changing connections
B ARM connects to users data base
1.4 ARM-Routed Devices

The following devices can be routed by the ARM:

Mediant 9000 SBC
Mediant 4000 SBC
Mediant 2600 E-SBC
Mediant SE/VE SBC

Mediant 1000B Gateway and E-SBC and Mediant 1000B MSBR
Mediant 800B Gateway and E-SBC and Mediant 800B MSBR

Mediant 500 E-SBC
Mediant 500L MSBR and Mediant 500 MSBR

Version 7.0
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1.5

Third-Party Open-Source Software

The following third-party open-source software is supported by the ARM:
CentOS Linux 6.6

Spring Framework (released under version 2.0)

MariaDB relational database management system

ActiveMQ (using the Apache 2.0 license)

HiberNate (projects licensed under Lesser General Public License (LGPL) v2.1)
Log4J (Apache License 2.0)

Guava (Google core libraries - Apache License 2.0)

jackson-core

Apache Commons Logging™

HttpClient - Apache

XStream (Group: com.thoughtworks.xstream)

Jersey client

Joda-Time

SLF4J (Simple Logging Facade for Java)

HikariCP Java 6

Aspectj™ extension to Java

SNMP4J (Open Source SNMP API for Java)

Mockito

ARM
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2 Getting Started with the ARM

After installing the ARM and performing initial configuration (see the ARM Installation
Manual), you can get started with the ARM.

2.1 Logging in
This section shows how to log in.

» Tologin:

1. Point your web browser to the ARM's IP address and press Enter.

2. Inthe login screen that opens, log in using the default username and
password (Operator and Operator). It's advisable to change these as soon
as possible.

The tool opens in the Network page, Map view (default) in your browser.
By default, all VolP entities managed in the network are displayed.

2.2 Getting Acquainted with the ARM GUI

This section familiarizes you with the ARM GUI. The Internet browser based graphic
user interface visualizes VolP network topology and its components, providing
centralized, dynamic network management and router rules and logic management.
After logging in, the Network page, Map view opens by default, as shown in the figure
below.

Figure 2-1: ARM GUI - Network Page's Map View

e
{ = ) AudioCodes Routing Manager

Use Table 2-1 below as a reference to Figure 2-1 shown above.
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Table 2-1: ARM GUI

# GUI Area Description

g Actions Bar = Map view / Table view
= Add Connection

= Sync Topology
= Build Star Topology

e Toolbar Toolbar icons let you navigate to the following ARM pages:
‘Network' (default), 'Routing’, 'Users’, 'Alarms' and 'Settings'.

Logout
About (click to display the ARM version)

1® Connected or 1® Disconnected (read-only)

e Search Lets you locate specific information in the Network page's Map view and
Table view, Routing page, Users page, and Settings page.
e Main Screen The following menus open in the main screen:
= Map view / Table view
= Routing
= Users
= Settings

Zoom
= Save devices locations

Summary Network view displays these summary panes:
Panes « Network Summary
v" Nodes (Available, Unavailable, Pre-Deleted, Locked, Unroutable)
v Peer Connections (Available, Unavailable, Pre-Deleted)
v' Connections (Available, Unavailable)
« Routing Attempts
« Failed Routing Attempts
v Failed Attempts
v Alternate Attempts
v’ Discard Attempts
« Calls

Click Mto expand the main screen/hide the summary panes.
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221 Getting Acquainted with the Network Map View

In the Network page, Map view, you can view node information and perform network
map actions. Network Map view shows the four main entities that comprise the
network topology:

H Nodes

B VolP Peers

| Pcons

B Connections.

The table below explains each.

Table 2-2: Network Page's Map View — Network Entities

Network Icon
Entity

Node Mew_Jersey &

VolP Peer

Explanation

Indicates an AudioCodes gateway or SBC communicating with the
ARM. It's part of the ARM network network topology.

Indicates a non-AudioCodes device or entity that is also part of the
ARM network topology: PBXs, SIP trunks, other vendors' SBCs /
gateways.

These devices participate in processing ARM network calls and are
connected to Nodes by 'Peer Connections'.

There are four types of VolP Peers:

e SIP Trunk
« PBX

« PSTN

« |P Phone

Indicates a SIP Trunk (VolP Peer type).

Indicates PSTN (VolP Peer type).

Indicates an IP PBX (VolP Peer type).

Indicates an IP Phone (VoIP Peer type).

Version 7.0
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Network Icon
Entity

Connection r

Explanation

Indicated by a broken line. Joins two Nodes. Calls can be routed
between two Nodes only if there is a Connection between them.
Defined by adding an IP Group (at Node level). From AudioCodes'
gateway/SBC perspective, a ‘Connection’ is an 'IP Group'.

Peer v Indicated by an unbroken line between a Node and a VolP Peer.
Connection - Represents a group of routing destinations/sources (connections to a
(Pcon) VolIP Peer), ‘last mile’ connectivity. From AudioCodes' gateway/SBC
perspective, a Pcon is a ‘PSTN Trunk Group’ or ‘IP Group'.
22.1.1 Node Information and Actions

In the Network page, Map view, you can view node information and perform node

actions.

» To view node information:

Click the node whose information you want to view; the node is framed blue and
the ‘1’ icon pops up above the top right corner of the device.

2. Click the ‘i’ icon; the Information popup opens:

Figure 2-2: Node Information

=
i Information x
Name: China_4
Type: Mediant VE SBC

IP: 172.47.133.24
SW Version: 7.004.052.003
Admin State: Unlocked
Operative State: Available

3. Use the table below as reference.

Table 2-3: Network Page's Map View — Viewing Node Information

Item

Name

Type

IP Address
SW Version

Administrative State

Operative State

Description

The name of the Node

The type of Node

The IP address of the Node
The Node's software version

Locked (default) or Unlocked. Can be changed in the Actions popup
(see the next section).

Available or Unroutable.

ARM
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To perform actions on nodes:

Click the node on which you want to perform actions; the node is framed blue and
the & icon pops up.
Click the # icon; the Actions popup opens:

Figure 2-3: Node Actions

o Actions x

In the Actions popup you can:
a. Lock/Unlock
b. Sync Node
c. Add Connection
¢+ Make sure that the relevant SIP interface in the SBC is configured as
‘Used by routing server’
¢+ Click Add Connection and then click the Node to which to make the
Connection; a line is defined to indicate that the connection was made.

+ Inthe Connection Definition dialog that opens, select the routing
interface for Node-1 and then for Node-2, and then click Apply.

d. Edit. In the Node Update dialog that opens, shown in the figure below,
update the credentials of the device if necessary (Name, User name and
Password).

Figure 2-4: Node Update

Node Update x
Name |New_\"ork_1 |
User name |Admin |

Password | """ |

e. Delete. Only applies to a Node that is Locked and with which no routing
rules are associated. If there are routing rules associated with the Node and
you want to delete it, you must first delete the rules.
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2.2.1.2 Connection Information and Actions

In the Network page, Map view, you can view connection information and perform
connection actions.

» To view connection information:

1. Click the connection whose information you want to view; the connection is
highlighted blue and the ‘Information’ popup opens.

Figure 2-5 shows the 'Information’ popup for a Connection between two
Nodes (broken line).

Figure 2-5: Connection Information

i Information x
Name: 1-2(1564)
Weight: 10 !
Paris_2 I
Operative State: Available
Routing UF: S5IPc
IPGroup Name ARM 2.2 11
Hew York_1
Operative State; Available
Routing UF: SIPc
IPGroup Name ARM_1.4_22
& Actions
& Edit
# Delete

2. You can view:

the Name of the connection

its Weight (Range: 0-100. Default: 50)
its Operative State

Routing I/F

IPGroup Name

» To perform an action on a connection:

Click the connection on which you want to perform an action; the connection is
highlighted blue and the 'Information' popup opens.

2. Under # Actions, you can select:

Edit

Delete

ARM
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Figure 2-6: Connection Actions

i Information =
MName: 1-2(1564)
Weight: 10
Paris_2 i
Operative State: Avaitable
Routing UF: S5IPc
IPGroup Hame ARM_2.2 1.1
Hew York_1
Operative State: Available
Routing UF: SIPc
IPGroup Name ARM_1.4_22
&1 Actions
& Edit
¥ Delete

The figure above shows the available for a Connection between two Nodes.

3. Under Actions you can:
e  Edit the connection
e  Delete the connection
2.2.1.3 Peer Connection (Pcon) Information and Actions

In the Network page, Map view, you can view peer connection (Pcon) information and
perform peer connection actions.

>
1.

To view peer connection information:

Click the peer connection whose information you want to view; the peer
connection is highlighted blue and the 'Information’ popup opens.

View the Pcon's:

o Name

e Admin State

e  Operative State
e [PGroup Name

To perform an action on a peer connection:

Click the peer connection on which you want to perform an action; the peer
connection is highlighted blue and the 'Information' popup opens.

In the popup, under & Actions, you can select an action.

Version 7.0
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Figure 2-7: Peer Connection (Pcon) Actions
i Information x
B Mame: IpGrp0(11)
Admin State! Unlocked
B Operative State: Available
IPGroup Name IpGrpl
{# Actions
o Lo
#| Edit
I‘"‘\ Test Route
¥ Delete

The figure above shows the available for a Peer Connection (Pcon) joining a

Node to a VolP Peer.
3. Youcan:

e Lock the Pcon (blue = locked) / Unlock the Pcon (green = unlocked)

e  Edit the Pcon:
a. Click the Edit option.

Peer Connection Definition

Type Peer Connection

Name |LyncPassl:hourgh
Node VolP Peer
Frague_1 | v | e— | LyncPasstho... n
Src Manipulation Group Dest Manipulation Group

(2 []—[= [

b. Select the VolP Peer to route to

c. Select the Src Manipulation Group and the Dest Manipulation Group (see

Section 5.4)
e Test Route (see Section 6.3)

° Delete the Pcon

2.2.1.4 VoIP Peer Information and Actions
In the Network page, Map view, you can view VolP Peer information and perform
connection VolP Peer actions. There are four types of VolP Peers:
B SIP Trunk
B PBX
m PSTN
B IP Phone
All four types display Name and Type in the 'Information’ popup.
ARM 22 Document #: LTRT-41882
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Figure 2-8: SIP Trunk Information

-
i Information
Mame: 5_Announcement_Srv |
Type: SIP_TRUNK

Figure 2-9: PBX Information

I’ 1

i Information x
MName: 2_AT&T SiPt 1
Type: IP_PBX

Figure 2-10: PSTN Information

- am
i Information =
Name: 47_IpGrpd_116.155-13
Type: PSTH

Figure 2-11: IP Phone Information

i Information x

Name: 9 B-Plus_3
of Type: IP_PHOMNES

» To perform an action on a VolP Peer:

In the Network page, Map view, click the VolP Peer on which you want to perform

an action; the VolP Peer is framed blue.

2. Click the & icon now displayed above the VoIP Peer; the 'Actions' popup opens.
All the 'Actions' popup menus for all the VolP Peers are identical.
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Figure 2-12: VoIP Peer Actions

e
Lk
et

Actions =

vie

41 Edit

¥ Delets

3. Inthe Actions popup menu you can:

a.

b.
c.
d

f.

Lock/Unlock
Sync Node
Build Star

Add Connection

Select the option and then click the VolP Peer to which to make the
Connection; a line is defined to indicate that the connection was made.

Edit

In the VolP Peer Update dialog that opens, shown in the figure below,
update the credentials of the device if necessary (Name, User name and

Password).

Figure 2-13: VolP Peer Update

VolP Peer Update

Name

Peer Type

| 3_B-Plus_2

| IP_PHONES

|'|

Delete. Only applies to a VolP Peer that is Locked and with which no routing
rules are associated. If there are routing rules associated with the VolP Peer
and you want to delete it, you must first delete the rules.

ARM
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222 Getting Acquainted with Network Table View

This section describes the Network page's Table view. The view displays four tab
options:

B Nodes (default) (see Figure 2-14)
B VolIP peers (see Figure 2-15)

B Connections (see Figure 2-16)
]

Peer Connections (see Figure 2-17)

2221 Viewing Nodes

You can view nodes if they've been defined.

Figure 2-14: ARM GUI - Network Page's Table View - Nodes

eo0o000000|f ~
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The table below describes the Network page's Table view - Nodes columns.

Table 2-4: Network Page's Table View - Nodes

Column Description
Name The name of the node
IP Address The IP address of the node
Product Type AudioCodes' Mediant SBC device or Media Gateway device
Administrative State Locked (default) or Unlocked. Can be changed in the Actions popup.
Operative State Available or Logout.
2.2.2.2 Viewing VolP Peers

You can view VolP Peers.

» To view VoIlP Peers:

1. Inthe Network page's Table view, click the VoIP Peers tab.

Figure 2-15: ARM GUI - Network Page's Table View — VoIP Peers

©s a0 Ao
B .. 93 Al Ao
9 ... 93 Ao

2. Use the table below as reference to the VolP Peers columns.

Table 2-5: Network Page's Table View - VoIP Peers

Column Description

Name The name of the VolP peer

Type The type of VVoIP peer.
Example: IP PBX, PBX, SIP Trunk, IP Phones
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2.2.2.3 Viewing Connections

You can view Connections.

» To view Connections:

1. Inthe Network page's Table view, click the Connections tab.

Figure 2-16: ARM GUI - Network Page's Table View — Connections

98 Ao,

o |
= Bo 82 B0 Q0
ol g 820 fo
@ -
o ¢
L] i
L] \f
] |

|

|

1

3= | \r '
2. Use the table below as reference to the Connections columns.
Table 2-6: Network Page's Table View - Connections
Column Description

Node-1 The name of the connected device
Routing I/F-1 The IP address of the above connected device
Name The name of the connection
Node-2 The name of the device to which Node-1 is connected
Routing I/F-2 The IP address of the device to which Node-1 is connected
Weight The weight of the connection. Range: 0-100. Default: 50
Operative State The Operative State of each of the connected devices.

Available or Unavailable.

To add a connection, see Section 3.1.
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2.2.2.4 Viewing Peer Connections

You can view Peer Connections.

> To view Peer Connections:

1. Inthe Network page's Table view, click the Peer Connections tab.

Figure 2-17: ARM GUI - Network Page's Table View - Peer Connections

0000000000000 00000QO0O0QO00OOD ]

2. Use the table below as reference to the Peer Connections columns.

Table 2-7: Network Page's Table View — Peer Connections

Column

Node-1

Routing I/F-1

Name

VolIP Peer
Administrative State

Operative State

Description

The name of the connected device

The IP address of the above connected device

The name of the connection

The name of the VolP peer

The Administrative State of the VolP peer. Locked or Unlocked.

The Operative State of each of the connected devices.
Available or Unavailable.

ARM
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3 Defining a Network

The ARM features auto-detection capability. It automatically detects and discovers
network entities, thereby facilitating defining actions almost immediately.

A Note: Operators should not modify the SBC-level / gateway-level configuration of
the connections created by the ARM. It will disrupt routing decisions/performance.

3.1 Adding Connections
You can define a connection between two nodes.

» To add a connection:

1. Inthe Network page's Map view, select the node from which to define the

connection, click the # icon and then from the Actions popup select Add
Connection

& Actions x

g Lok

1—“17} Sync Node
vfa Build Star
L Add Connection

# Edit

The dialog shown in the figure below opens. Alternatively, in the Network page's Table
view, under the Connections tab, click the ol Add Connection icon.

Figure 3-1: Defining a Connection

Connection Definition x
Type Connection
Hame |
Weight sg E
Node-1 Node-2
[ = [
Routing LF-1 Routing UF-2
Apphy Close
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2. Provide an intuitive name for the connection to facilitate user-friendly
management in the ARM GUIL.

3. Select the weight. Default: 50. Range: 0-100.

Select the Node-1 and its routing interface, select Node-2 and its routing
interface, and then click Apply; the connection is made.

Figure 3-2: Defining a Connection

Connection Definition x

Type Connection

Name | Mew Link
Weight 5o -
Node-1 Hode-2

LR TR (> Qs —tl

Routing Interface-1 Routing Interface-2
SIP-c(8)
SIP-0(35)

5. Click Apply and Close.

3.2 Synchronizing Topology

The Sync Topology feature allows you to perform manual synchronization per node.

It's important that node status is fully synchronized with the ARM server at all times for
the ARM GUI to display the node successfully and for routing to be performed
correctly.

For a Mediant SBC / Media Gateway to be displayed in the ARM GUI, you need to
point it to the ARM server IP address using the Web interface.

The ARM auto-discovers all network elements such as Nodes, Peer Connection and
VoIP Peers, and dispays them in the Network page's Map view. The ARM detects
activity originating from the node and puts it on the map (peer collection). The ARM
recognizes a newly added node and extracts all IP groups (i.e., peer connections).
Users must add connections between nodes (see the previous section).

If a node's status is modified, the ARM detects the change when synchronization is
performed, and automatically maps it. When synchronizing, the ARM goes to each
node and gets all the names and statuses of connections, and compares them to what
it already knows. The Sync Topology feature therefore makes sure that the ARM is
fully identified with the node's identifiers: IP address, credentials, node type, software
version.

» To sync:

ik
B Click the Rz Sync Topology icon on the actions bar; synchronization is
performed.
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3.3

3.4

Building Star Topology

You can build a star topology. In a star topology, every node (‘client’) is connected to a

central node (‘server').

All VolP traffic transitions through the central node. Advantage: It's easy to add more
nodes. Disadvantage: there's a single point of failure, namely, the central node.

» To build a star topology:

B Click the "'I'" Build Star Topology icon on the actions bar; the topology is built.

Testing a Route

You can test a route to make sure it performs according to expectations.

>

1.

To test aroute:

In the Network page, click the Peer Connections link in the Network Summary

Click the call source; the menu shown below pops up.

i/ Imformation

x

Name:

Admin State:
Operative State:
Routing UF:

SBCint{32)
Unlocked
Available

& Actions

g Lock

#) Edit

The Test Route screen opens.

Select the ' Test route option. Test routing is performed precisely as if a real
call is occurring, taking the Operative State and Admin State of topology
elements (connections, nodes, PCons), and the Admin State of routing rules into
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Figure 3-3: Test Route
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4 Adding ADs, Users and Users Groups

The Users page in the ARM allows the network administrator to add
B Active Directories

B Users

B Users Groups

Enterprises have databases in which employee information is stored. Enterprises
generally store information related to employees on Microsoft's Active Directory (AD)
server. The ARM supports multiple ADs. LDAP protocol allows network administrators
to add the following to the ARM database:

B anAD

B auser

B anew user property

B anew value for a user property

B ausers group based on a property and its value, or based on a combination of

properties and their values

4.1 Adding an AD

Network administrators can add multiple Active Directories to the ARM database.

» To add an AD:

1. Click the Users menu; the Users page opens by default under the Active
Directories tab.

Figure 4-1: Users Page — Active Directory tab

(D AudicCodes Routing Manager

2. Click the icon [F53 Add; the LDAP Server Settings open.
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Figure 4-2: LDAP Server Settings

LDAP Server Settings x

General Settings DA P properties

Server name [(setservername) |
Host | |
Port [383 |
Base Object | |
Search Filter [objectClass=user |
Timeout {min) [0 |

Security Settings

LDAP User | |
Password | |

Certificate File to upload

Scheduler Settings
Sync Time Each |1 5 Minutes

Last Sync Time | |

Full Sync Time Start Full Sync At : Each 1 = Days

Last Full Sync Time | |

3. Configure the settings using the table below as reference.

Table 4-1: LDAP Server Settings

Setting Description
Server name Enter an intuitive name for the LDAP server.
Host The IP address or DNS name of the machine on which the AD is
located.
Port The AD port. Default: 389
Base Object Consult your IT manager responsible for the Active Directory in your

enterprise. The setting defines the full path (DN) to the object in the AD
tree where the user's information is located. The valid value is a string
of up to 256 characters. Example (read from right to left):

ou=Users;ou=APC;ou=lsrael;ou=AudioCodes;dc=corp;dc=audiocodes;dc=com

The DN path is defined by the LDAP names OU (organizational unit)
and DC (domain component).
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Setting

Search Filter

Timeout (min)

Security Settings
LDAP User

Password

SSL

Certificate File to Upload

Scheduler Settings

Sync Time

Last Sync Time

Full Sync Time

Last Full Sync Time

Test Connection

Description
Lets you search for a base object (distinguished name or DN, e.g.,
"ou=ABC,dc=corp,dc=abc,dc=com"), which defines the location in the

directory from where the LDAP search begins.

If the AD server doesn't answer within the period set, the ARM server
determines that the AD server is disconnected and a refresh is sent.

Defines the LDAP user. For example: [dap _bind@corp.audiocodes.com

Defines the LDAP password used in order to connect.

Enables or disables the connection over SSL. Default: Disable. When
disabled, communications with the AD server will be open, i.e.,
unencoded/unencrypted. When left unchanged at the default; the
Browse button adjacent to 'Certificate File to Upload' will be
unavailable; when enabled, the Browse button becomes available.

Enables verification that it is the AD server and no other entity that is
communicating with the ARM server. Allows you to browse for a root
certificate. When the AD server then sends a certificate, the ARM
server uses the root certificate to verify that it is the AD server and no
other entity on the other side. Following verification, communications
are SSL-encoded.

Lets you schedule synchronization of the ARM and AD databases. Sets
the synchronization frequency. Select from the range of 1-48, i.e., every
hour (most frequent) to once every two days (most infrequent).

Displays the last time the ARM and the Active Directory databases
were synchronized.

Sets the time (hour and minute) at which to start a full synchronization.
Also sets the frequency. You can select from a range of 1-7, i.e., once
a day (most frequent) to once a week (most infrequent).

Displays the last time the ARM and the Active Directory databases
were fully synchronized.

Click the button to test ARM server - AD server communications.

4. Click the Submit button.
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4.2 Adding an LDAP Property

Network adminstrators can add an LDAP property.

» To add an LDAP property:
1. Inthe LDAP Server Settings page, click the LDAP Properties tab.

Figure 4-3: LDAP Properties

General Settings LDA P properties

ER
Property Name LDAP properties Manipulation Group
AD groups memberCf @ .@ |l
‘Country oo @ @
Office Phone telephoneMumber @ @ =
Display Mame displayName @ ®
Department department @ .®
MS Lyne Line URI msRTCSIP-Line @ .@ E
dhllicensedfor dhllicensedfor @ &
Items 8/8 ﬂdq q Fage1 + of1 P H}l] 25 w ltems per page

e

2. Click the icon [F53 Add.
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Figure 4-4: Add LDAP Property

Add LDAP Property x
Property Hame [ testatr ||
LDAP property | | - |

(] User defined LDAP property

Manipulation Group | |'v |

*Properties not retrived from server: Communication Error (checkthe
hostname/P/port)

3. Add the property using the table below as reference.

Table 4-2: Add LDAP Property

Setting Description
Property Name From the dropdown, select the AD property name.
LDAP property From the dropdown, select the LDAP property to be added.
User defined LDAP Select the option if the LDAP property is user-defined, in contrast to a
property default AD property.

Manipulation Group From the dropdown, select a Manipulation Group, configured as shown

in Section 5.4.

4. To edit an LDAP property, access the LDAP Properties screen and click the icon

adjacent to the property to edit. Before editing an LDAP property, make sure
number manipulation is defined (see Section 5.4).

Figure 4-5: Edit LDAP Property

Edit LDAP property »

Property Name AD groups

LDAP property | | - |

[ User defined LDAP property

Manipulation Group | |v |

* Properties not retrived from server. Communication E mor (check the hostname/| P/
port)

| Suonit |§  Cancel |

5. Edit the LDAP property using the table above as reference.
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4.3 Adding a User

Network administrators can add users to the ARM database.

» To add a user to the ARM database:

1. Inthe ARM's Users page, click the Users tab; the Users page opens.

Figure 4-6: Users Page — Users tab

des Routing Manager

POOPRRCRCRRERRRRRRORRRR®

2. Click the icon [E53 Add; the User Details screen open.
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Figure 4-7: User Details

User Details x

—=

User name

Origin

ADgroups

Country

Office Phone

Display Name

MS Lync Line URI

dhllicensedfor

te stattr

test

otherTel

l |
| |
l |
| |
Department [ |
| |
l |
| |
l |
| |

Gance

User Details are taken from the Properties Definition screen. If a property is added in

the Properties Definition screen, it appears here. To add a property, see Section 4.4.

3. Click Submit; the user is added and displayed in the Users page. To view and/or
edit, click the icon || | Show user details adjacent to the listed user; the screen
shown in Figure 4-8 is displayed.
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Figure 4-8: Show User Details

User Details x |

User name |abdu|m |

Origin [DHL t=st |

ADgroups |

Country |

Office Phone [ 33556677

Display Name  [abdulm

Department |

dhllicensedfor |

te stattr

|
|
|
|
|
M Lync Line URI | |
|
|
|
otherTel |

|
test |
|

Gance

Note:
A e Yellowed fields indicate default AD properties that cannot be edited.
e White fields are AD properties that have been added and can be edited.
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4.4 Adding a User Property

This section shows how to add an AD user property to the ARM database.

» To add an AD user property:

1. Inthe Users page, under the Users tab or under the Active Directories tab, click
the Properties Definition tab.

Figure 4-9: Properties Definitions

[ ﬂ Search l EE&
MName Description Default LDAP property Dialable Display in User:

AD groups @ ® memberOf false false L~ |
Country @ ® o false true

Department @ ® department false true

Display Mame @ ® displayMame false true

MS Lync Line URI @ ® msRTCSIP-Line true true E
Office Phone @ ® telephoneMumber true true

dhilicensedfor @ ® Custom Attribute dhllicensedfor false true

otherTel @ ® otherTelephone true true

test @ ® true true E

L

Itemns 10/10 n« q Fage1 w» of1 D »ﬂ 2= ltens per page

oK

2. Click the icon [E53 Add.

Figure 4-10: User Properties

Name [ |

Description [ |

Default LDAP property || |
Dialable ¥
Display in Users Table I

Suom

3. Configure the user properties using the table below as reference.
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Setting

Name

Description

Default LDAP property

Dialable

Display in Users Table

Table 4-3: User Properties

Description

Define an intuitive name for the user property, for intuitive future
reference.

Enter a brief description of the user property, for intuitive future
reference.

Defines the name of the user property in the AD. Leave empty if you
want to define the property locally, in the ARM database, using the
User Details screen (see Figure 4-7).

Selected by default. Of all the user properties in the AD, the user's
telephone number is the most important because the user is identified
according to it. The ARM processes user properties to determine
dialability, i.e., if it's a telephone number. If it is, the ARM attempts to
determine if the number belong to a group, and if it does, to which. The
ARM converts the number to a name for source and destination
identity.

Select the option in order to display the user property in the Users
page. The option can be used to reduce clutter on the Users page.

ARM
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4.5 Adding a User Group

This section shows how to add a user group to the ARM database.

» To add a user group:

1. Inthe Users page, click the Users Groups tab.

Figure 4-11: Users Groups

C) AudioCodes Routing Manager *Fe

Routing

Dialable

BT-Red-Licznce.

@ @
@ @
® ®
femp ® ®
®
®

Offics Phone
country Gffice Phone
othertel Gffice Phone
Gffice Phone
Gffice Phone

Gffice Phone

2. Click the Add icon [555.

Figure 4-12: User Group Details

User Group Details 3
Name [ ]
Dialable | Office Phone |~ ]

GROUP CONDITIONS

Attribute name Operator Values

AD groups |-‘-| | equals | vl Enter Walues (separated by spaces

Show Users in Group

3. Configure the details using the table below as reference.
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Setting

Name

Dialable

AD groups

equals / not equals
contains / not contains

Value

Table 4-4: User Group Details

Description

Enter a name for the group for intuitive future reference.

From the dropdown, select the property whose value is dialable, that is,
whose value is a phone number. Of all the user information in the AD,
the user's telephone number is the most important because the user is
identified according to it. The ARM processes user information to
determine if it is dialable, i.e., if it is a telephone number. If it is, the
ARM attempts to determine if the number belong to a group, and if it
does, to which. The ARM converts the number to a name for source
and destination identity.

From the dropdown, select an AD property according to which the user
will be associated with the group. For example: Country.

The user can be associated with a group according to one AD property
or a combination of AD properties.

From the dropdown, select the operation to be used to define the
criterion.

From the dropdown, select a value for the AD property, according to
which the user will be associated with the group. For example: Sweden

4. Click Apply and then Submit.

ARM
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5

5.1

@ AudioCodes Routing Manager ; oo

Configuring Settings

The Settings page allows you to perform the actions listed below. The page displays a

tab for each action:

Operators (see the section below)
Routing Servers (see Section 4)
Syslog (see Section 4)

Number Manipulation (see Section 5.4)
Prefix Groups (see Section 5.5)

NTP Servers (see Section 5.6)

Software License (see Section 5.7)

Routing (see Section 5.8)

Adding Operators

This section shows how to add an operator (i.e., IT manager or network administrator).

» To add an operator:

1. Inthe Settings page, click the Operators tab.

Figure 5-1: Operators

R outing

Routing Servers Syslog INumber Manipulation Frefix Groups NTP Servers SW License Routing

Name

Operatar

faina

Role

(OO}
®e

2. Click the icon Add [55.

Figure 5-2: Operator Details

Operator Details

Hame |

Password [

Password confirm |

e Gow___[7]

[ som_|

Cancel
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3. Configure the details using the table below as reference.

Table 5-1: Operator Details

Setting Description
Name Enter a name for the operator to log in with.
Password Enter a password for the operator to log in with.
Password confirm Confirm the password.
Role Select a Role for the operator (Admin or Security admin).

Admin cannot (for example) change passwords, add or change
operators, or perform licensing.

4. Click Submit; the operator is added.

5.2 Adding Routing Servers

This section shows how to add a Routing Server.

» To add a Routing Server:

1. Inthe Settings page, click the Routing Servers tab.

Figure 5-3: Routing Servers

C) AudioCodes Routing Manager AR » G

Routing

Operators Routing Servers Sy slog Mumber Manipulation Frefix Groups NIP Servers SW License Routing
(@
Status Name Address Port Protocol Type
yY ARMRouters @ 10.8.84.51 80 HTTP routing
A test @ @ 10.10.10.17 123 HTTF  routin g

2. Click the icon Add [55.

Figure 5-4: Server Details

Server Details »

Hame | |

Address | |

Port [0 |

Protocol HT TP |-

Type routing

[ swmt Il Carca
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3. Configure the server details using the table below as reference.

Table 5-2: Server Details

Setting Description
Name Enter a name for the ARM Router (routing server).
Address Enter the IP address for the ARM Router (routing server).
Port Enter the port number for the ARM Router (routing server).
Default = 80.
Protocol From the 'Protocol' dropdown, select:
e HTTP -or-
« HTTPS

4. Click Submit; the routing server is added.
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5.3 Configuring a Syslog Server

This section shows how to add a Syslog Server.

» To add a Syslog Server:
1. Inthe Settings page, click the Syslog tab.

Figure 5-5: Syslog

@ AudioCodes Routing Manager ore
1 Routing
Operators Routing Servers MNumber Manipulation Frefix Groups NTP Servers SW License Routing
Enabled Source Type Host Part Protocol Debug Level
[} ROUTER 10.7.2.48 514 UDF WARN
[} TOROLOGY @ 10.7.2.48 514 UDF DEBUG

2. Click the icon Update Syslog adjacent to ROUTER or TOPOLOGY.

Figure 5-6: Syslog Details: ROUTER and TOPOLOGY

Syslog Details x Syslog Details x
ROUTER TOPOLOGY

Host [10.7.2.45 | Host [107.243 |

Port [514 ] Port [514 |
o roue

Debug level WARN n Debug level n

3. Configure the syslog details using Table 5-3 as reference.
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Table 5-3: Syslog Details

Setting Description
Host IP of the remote syslog server to which messages are sent.
Port Port of the remote syslog server to which messages are sent.
Protocol Leave at default (UDP).
Debug Level From the 'Debug Level' dropdown select either:

o WARN (default level for the ROUTER; only messages whose debug
level is WARNING are sent to the syslog server)

« TRACE

o DEBUG (default level for TOPOLOGY:; only messages whose
debug level is DEBUG and higher are sent to the syslog server)

« INFO

« ERROR
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54 Adding a Number Manipulation Group

This section shows how to add a number manipulation group.

» To add a number manipulation group:

1. Inthe Settings page, click the Number Manipulation tab.

Figure 5-7: Number Manipulation

| ) 1\w\25 http://10.8.94.50/ ARM-UL/Main.htm| L-Ba \

31089450 | |

File Edit View Favorites Tools Help

Sk bW 1% &) CINEQUEST # gingerbug [ tej M Mash & gemini-fiction & Flash Fiction - Fish [f] Levontin7 3 audc blog &7 SEM £ AUDCPIX &7 HILAN T3 Morfix | yahoo [ hotmail @ ynet

@ AudioCodes Routing Manager

Operators Rotting Servers Sy siog Nurber Manipulation Prefix Groups NTP Servers SW License Routing
CE=E—
Id Group Name

1 default lync number normalizatien

i
[ONONO)
6

2.  Click the icon 5@ Add.

Figure 5-8: Number Manipulation Group

Number Manipulation Group x
»

Group Name |

Manipulation Rules
Mormaliz ation rules have not been assignedyet

Regular Expression | |Rep'aca'r-ev.f Text

(=]
=
@
=
5
1]
=
(=]
=
3
:
>

3. Configure the Number Manipulation Group (applies to source and destination
numbers).

a. Enter a Group Name for intuitive future reference.

b. Inthe Regular Expression field, enter a condition, expressed as a string or
as part of a string, to search for. See the examples below.

c. Inthe Replacement Text field, enter an action to replace the condition,
expressed as a string. See the examples below. The ARM finds a match for
the string or for the part of the string, and replaces it with the action.
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B Remove any non-number text from the prefix of the number:

Group Name |n=_tr'|'||::-l.u=_l text from # prefix |

Manipulation Rules |te|:+9?239?5483?|

£

1

0-5+]+ N | T 4 & -+97239764837

Regular Expression | | Replacemsnt Text | +AT 239764837

<«

suondo 152 as0[)

B Lync: Remove “tel:” from the prefix and any text from the number's suffix. In the
Test field, the full number is tel:+97239762938 (ext:2938).

—

£
Group Name ||-,.r-..: |
LT T I?EZ'BBB (ext: 2933]'
1 [tenpendns | s M T + & +97239762038
|Hegu-'ar Expressr'on| |Hepu'a|:ement Text | +37 239762938 .:.Q
w
1]
2
o
E».
w
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B If the fourth digit from the right is 4, change it to 8, and if the first digit is O, change
itto +972.
Number Manipulation Group X
"
Group Name 8 to mobile |
e |D39?E4553 | Test
1 [4(...)4 51 T + & 039768653
2 [~ +97E Ml J +97639768653
ot o
1]
Reguiar Expression | |Hepn'e:eme-':r Text | +97639768653 7
o
=
=
@
%«

4. Click the Add button and then click Submit.

Note:

e See also:

e More than one number manipulation rule can be defined in a group.
A e After defining a rule, activate it (see Section 6.25.8 for details).

\ Editing a PCON Connection (see under Section 2.2.1.3)
' Adding a New Routing Rule (see under Section 6.2)
\' Adding an LDAP Property (see under Section 4.2)

ARM
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5.5

@ AudioCodes Routing Manager o)

Adding a Prefix Group

This section shows how to make routing management easier, more efficient and more
convenient for operators, using Prefix Groups.

Every routing rule can have scores of prefixes. Grouping prefixes and then associating
groups with routing rules reduces visual complexity and allows for more effective
management. Prefix Groups save operators from repeatedly having to add prefixes to
rules.

Once defined, the Prefix Group comprising multiple prefixes is associated with a
routing rule (see Section 6.2 for information on how define a routing rule). If, for
example, an enterprise has distributed offices, the following can be defined: If a caller
calls from source prefix x, the call is sent from SBC 1; if a caller calls from source
prefix 2, the call is sent from SBC 2.

Note: To develop a customer-specific Dial Plan into an ARM Prefix Group, the
REST API is available. This can significantly expedite ARM provisioning.

» To add a Prefix Group:
1. Inthe Settings page, click the Prefix Group tab.

Figure 5-9: Prefix Group

Routing

Operator Rouir s 5 Rurrber Wanipulation NIP Servers | SW License Routing
@ = ==
Name Type Values
4aq PREFIX  yit 4462 0999,4455,44088,5677 ® @
ghaighj PREFIX 43524 ®
ddd PREFIX  ff @ ®
FREFIX s ® @
PREFIX a3 @ @
Yy PREFIX 555 @ @
I PREFIX Il ®
PR PREFIX  ppp ®
PREFIX e ® @
PREFIX = @
7T PREFIX fox,nang, cnn bbc ynetwalls @ @
2. Click the icon [E5 Add.
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Figure 5-10: Prefix Group Details
Attribute Group Details x
Name [ |

Type
Values

PREFIX

| Enter Prefix

Fitter | Filter Values

3. Configure the Prefix Group using Table 5-4 as reference.

Setting

Name
Type
Values

Filter

Table 5-4:; Prefix Group Details

Description

Enter a name for the prefix group.
Read-only: PREFIX.
Enter a Prefix and then click Add.

Filter Values

4. Click Apply; after creating a group, open the Routing page and associate the
group with a rule.

ARM
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5.6 Adding an NTP Server
This section shows how to add an NTP server.

» To add an NTP server:

1. Inthe Settings page, click the NTP Servers tab.

Figure 5-11: NTP Servers

O AudioCodes Routing Manager L)
Routing
Operators Routing Servers Syslog MNurmber Manipulation Frefix Groups NIP Servers SW License Routing
@ | B
Name Address

10.1.4.11

10.1.1.12

[CYORO]

10.1.1.12

®0e6

2. Click the icon [F53 Add.

Figure 5-12: NTP Server Details

NTP Server Details x

Hame | |

Address | |
BEETIT | Cencel

3. Configure the NTP server details using the table below as reference.

Table 5-5: NTP Server Details

Setting

Description
Name Enter a name for the NTP server.
Address Enter the IP address of the NTP server.

4, Click Submit.
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5.7

Adding a Software License

The ARM must be licensed with a valid license for the product to become fully
operational.

» To activate alicense:

1. Inthe Settings page, click the SW License tab.

Figure 5-13: Software License Page

C) AudioCodes Routing Manager

Operators Routing Servers Sy slog MNurmber Manipul ation Prefix Groups MNP Servers v 15 Routing

Machine 1D
B985C2CE1 BE3

License De tails

License

VrFeHdbneOgmzZMII gT/nhLbwMLSKDj2 TaNdiniluBORY 0+Z8hN2wnET 1PWOTFZzM
Ll o =l

Limited By Date
License Date
License Exists
Features
Feature

numberOfSessions

false

true

Value

10130

2. Select and copy the 'Machine ID' shown in @l in the figure above.

3. Activate the product through the AudioCodes License Activation tool at
www.audiocodes.com/swactivation. You'll need your Product Key and the Server
Machine ID for the activation process. An email will subsequently be sent to you
with your Product License.

4. Copy and paste the Product License string that AudioCodes sends you into the
'License Details — License' field, indicated in in the figure above, and then
click Submit; the number of sessions purchased and the license expiry date are
displayed.

5. Make sure the license details (the number of sessions purchased and the
license's expiry date) are those that you purchased.

ARM

56 Document #: LTRT-41882



User's Manual 5. Configuring Settings

5.8 Routing

This section shows how to activate number manipulation groups, described in
Section 5.4. The global routing settings only determine routing decisions, in this case,
global routing decisions; packets are unaffected. Non-global routing settings are
described in

B Editing a PCON Connection (see under Section 2.2.1.3)
B Adding a New Routing Rule (see under Section 6.2)
B Adding an LDAP Property (see under Section 4.2)

Y

To configure global routing settings:

L

In the Settings page, click the Routing tab.

Figure 5-14: Routing

C) AudioCodes Routing Manager o)

Routing

Operators Routing Servers Syslog hurrber Manipulation | | Prefix Groups | | NTPServers | | SW Lic

Global pre-routing manipulation Settings

Humber Manipulation

Source Manipulation Group | [Bf e |
Dest Manipulation Group | ‘ v| [ ear |

2. Under the Global pre-routing manipulation tab's page that opens by default,
configure the parameters using the table below as reference.

Table 5-6: Global Pre-routing Manipulation

Setting Description

Source Manipulation Group From the dropdown, select a group of number manipulations from
the list (see Section 5.4 for details on how to add a number
manipulation group). This globally activates the group on humbers
from which calls are made.

Dest Manipulation Group From the dropdown, select a group of number manipulations from
the list (see Section 5.4 for details on how to add a number
manipulation group). This globally activates the group on humbers
to which calls are made.

3. Click the Settings tab.
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Figure 5-15: Routing - Settings

O AudioCodes Routing Manager Lsad

Routing

Operators Routing Servers Sy slog INumber Manipulation Prefix Groups TP Servers SW License

Global pre-routing manipulation

Routing Rules Settings

Max Number of Routing Attempts El
Max Number of Routing Attempts per Routing Rule Action 2

4. Configure the parameters using Table 5-7 as reference.

Table 5-7: Settings

Setting Description
Max # of Routing Attempts Define the maximum number of global routing attempts. Default: 6
Max # of Routing Attempts Define the maximum number of global routing attempts per routing
per Routing Rule Action rule action. Default: 2

5. Click Submit.
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6 Defining Calls Routing

The ARM lets IT managers responsible for enterprise VolP, define calls routing.

» To define calls routing:

From any ARM page, click the 'Routing’ menu on the actions bar.

Figure 6-1: Routing
= b -

e

Routing Groups
[ ELols a BT

B Group Restricled Catis (3}

The figure above shows the defined routing groups. Routing Groups listed higher take
precedence over those lower. Routing Groups in the list can be reordered. Routing
rules are defined within routing groups. You can view routing rules by clicking a
routing group. A rule listed higher than another, even if in the same routing group,
takes precedence.

Note:

e The ARM routing table supports up to 4000 routing rules and up to 4000 routing
groups.

e Each routing rule is included in a routing group.

e Any modification to the routing configuration (adding, deleting or modifying)
takes effect within 60 seconds after the modification request is answered by the
A configurator and does not affect active calls.

e Any modification to routing logic as a result of an operational state change to a
node or Pcon takes effect within 60 seconds after the status change is identified
by the configurator.

e Any modification to routing logic as a result of a node or Pcon administrative
state change takes effect within 60 seconds after the status change is identified
by the configurator.

e Changes in users or user groups take effect within 60 seconds after the
modification is identified by the configurator.
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Follow this procedure when performing calls routing:

Add a new Routing Group (see Section 6.1).

Perform Group Actions (see under Section 6.4)

>

1

2. Add a new Routing Rule (see Section 6.2)
3

4. Perform Rule Actions (see Section 6.5)

5

Test the route (see Section 6.3)

6.1 Adding a Routing Group

You should add a routing group before adding a rule. Some example of groups you
can add are 'Restricted Calls', 'Calls to Europe', 'Calls to Far East', 'Calls to ROW', etc.

» To add arouting group:

==
1. Inthe Routing page, click the & Add Group icon.

Figure 6-2: New Routing Group

New Routing Group x
Name | |
After Group | | - |
Before Group | | - |

2. Define a name for the routing group to be added; define a user-friendly name in
order to facilitate intuitive management for IP managers in the ARM GUI.

3. From the 'After Group' dropdown, select after which group to insert the new one.
The groups are listed from top to bottom, in order of precedence.

4. From the 'Before Group' dropdown, select before which group to insert the new
one. The groups are listed from top to bottom, in order of precedence.

Note:

& e The routing group's name must be distinct from names of other routing group
names, and must be between 1-999 characters.

e Priority is calculated internally, based on Previous and Next groups.

5. Click OK; the new routing group is added to the list.
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6.2 Adding a N

ew Routing Rule

After adding a routing group, add a new routing rule to associate with the group. Each
routing rule is given a unique priority within the routing group.

» To add a new

routing rule to a group:

|

1. Inthe Routing page, click the EAdd Rule icon, or, click the & Actions icon
adjacent to the group and select Add Rule from the popup menu.

Figure 6-3: New Routing Rule

Hew Routing Rule

Marre Group

[ PRG Site [~]

SOURCE

Prefix Frefix

DESTINATION

ROUTING ACTIONS

[ ciscard cal
Browse Browse
Host Host Priority
User Groups User Groups
| Browse Browse
Nodes and Peer Connections
Browsa

Action Properties

Node, Pcon, VolP

Via Node Src Ma. Dest M

4

| -]

Show A dvanced Settings

ey}l cance |

2. [Left side of the screen is for the condition; right side of the screen for the action]
Provide a name that is distinct from the names of the other routing rules in the
same group. Define a user-friendly name in order to facilitate intuitive
management for other IP managers in the ARM GUI. The name can be between
1-999 characters.

3. From the 'Group' dropdown list, choose the name of the group with which to

associate the rule. If you accessed the screen from a group's Lo Actions icon,
this field will already be defined (with the name of the group).

4. Use the table below as reference when adding a new routing group.

Table 6-1: Defining a New Routing Rule

SOURCE

Define the rule's source criteria.
This is not mandatory. You can
leave them undefined if you
want. If a call's source matches
the criteria you define, it will be
routed according to what you
define in ROUTING ACTIONS.

DESTINATION

Define the rule's destination
criteria. This is not mandatory.
You can leave them undefined
if you want. If a call's
destination matches these
criteria, it will be routed
according to what you define in
ROUTING ACTIONS.

ROUTING ACTIONS

Define the rule's ROUTING
ACTIONS. This is mandatory,
else it's not a routing rule.

A ROUTING ACTION can be
represented by Node, or by
Node and its Pcon, or Volp
Peer. An action node must
have priority within a rule. Up to
two rules may have the same
priority. A ROUTING ACTION
may contain a single Via Node:
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SOURCE

In the 'Prefix’ field, enter the call
source's prefix/prefixes; the
'Host' field is disabled. Only
calls made from it/them will be
routed according to what you
define in ROUTING ACTIONS.
Up to 5 source prefixes can be
defined. You can define specific
entries, or a single entry
indicating all prefixes/ hosts.

If you leave the field undefined,
all prefixes and all hosts will

apply.

In the 'Host' field, enter the call
source's host name; the 'Prefix’
field is disabled. Note that the
exact name must be entered. If
an inexact name is entered, no
match will be made. If a match
is made, only calls made from
that host will be routed
according to what you define in
ROUTING ACTIONS.

In the 'User Groups' field,
browse to and select the call
source's User Group/s. See
Section 6.1. If none is defined,
all groups will apply for the rule.
Up to 5 can be defined. Only
calls made from this/these User
Group/s will be routed
according to what you define in
ROUTING ACTIONS.

In the 'Nodes and Peer
Connections' field, browse to
the node/s and Pcon/s.

Up to five nodes and Pcons can
be defined.

For a specific node, the Pcon
contains either a specific Pcon
or all pcons of a node.

If the field is left undefined, the
rule will apply to all nodes and
pcons. Each pcon has a unique

DESTINATION

In the 'Prefix’ field, enter the call
destination's prefix/prefixes; the
'Host' field is disabled. Only
calls made to it/them will be
routed according to what you
define in ROUTING ACTIONS.
Up to 5 destination prefixes can
be defined. You can define
specific entries, or a single
entry indicating all prefixes/
hosts. If you leave the field
undefined, all prefixes and all
hosts will apply.

In the 'Host' field, enter the call
destination's host name; the
'Prefix' field is disabled. Note
that the exact name must be
entered. If an inexact name is
entered, no match will be made.
If a match is made, only calls
made to that host will be routed
according to what you define in
ROUTING ACTIONS.

From the 'User Groups'
dropdown, browse to and select
the call destination's User
Group. See Section 6.1. If none
is defined, all groups will apply
for the rule. Up to 5 can be
defined. Only calls made to
this/these User Group/s will be
routed according to what you
define in ROUTING ACTIONS.

ROUTING ACTIONS

routing to this destination
traverses through the Via Node.

Select the 'Discard Call' option
if you want calls whose
SOURCE and DESTINATION
criteria match those you
defined, to be discarded.

1. From the dropdown, select

Priority 1 for Node and Peer
Connection.

2. Optionally select Via Node,

and then click +; Priority 1 is
added to the table.

Click OK.

1. From the dropdown, select

Priority 2 for Node and Peer
Connection.

2. Optionally select Via Node,

and then click +; Priority 2 is
added to the table. This

defines through which Node
and Pcon the call will go out.

Click OK.
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SOURCE

DESTINATION ROUTING ACTIONS

ID in the ARM, so specifying a
pcon ID implicitly implies the
node it is associated with.

The REST API - and possibly
other APIs in the future - will
receive either a node ID, which
implies a node with all pcons, or
a pcon ID, which means a
specific pcon on a specific

node.
6.2.1 Configuring a Src/Dest Number Manipulation Group
You can configure a Source Number Manipulation Group and a Destination Number
Manipulation Group for the rule.
» To configure a Src/Dest Number Manipulation Group:
1. Under Routing Actions in the Routing Rule screen, click the Extend Advanced
Settings link.
Figure 6-4: Routing Rule: Extend Advanced Settings
Routing Rule x
Name Lyncto BT blue | Grow
SOURCE DESTINATION ROUTING ACTIONS
Prefic Frefic [] biscard Cal
Host Host — Priority Node, Peon, ValP._ . Via Mo Src M. Dest .
User Groups User Groups Peer Con  BTProviderLyncBlue(Frague.
| Browse Browse | ¥ Action 2
Nodes and Peer Connections Peer Con  BTProviderlyncBlus(Pragus.
LyncPassthourgh(Prague_1) Browse ¥ Action 3
LyncPassthourgh{Prague_3) - g Node 5988780 Prague_3 default lyncnui default lync nui| »
Action Properties
4 [] v [~
Hde A dvanced Settings
[] Enable Load Balancing
Sre Manipulation Group Dest Manipulation Group
\ - [EIR[ iow JJ[ Gor |
Aol
2. From the Src Manuiplation Group dropdown and the Dest Manuiplation Group

dropdown, select a group. See Section 5.4 for more information on how to
configure a Number Manipulation Group.
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Figure 6-5: New Routing Rule — Defining Priority 1 for Routing Action

Mame Iagdf Group l Alan_test | -—|

SOURCE DESTINATION ROUTING ACTIONS

Prefic Prefic et

Enter prafives... Enter prefixas.

Hest Host

Enter H Ent : |

User Groups User Groups: n

France ¥ Browse

Modes and Peer Connections

Choose Nodes , Peor Browse

——

1
| Paris_2
O ad Paris_2
| Paris_2, AnnouncementSrvGrp3

New _York_1

p— New _*ork_1, AT&TSIPtGrp1
Rk 4 ‘Israe\-HQ_E

| Israel-HO_3, BezekGrpD

Figure 6-6: New Routing Rule — Defining Priority 2 for Routing Action

X
Hame [asar Group ‘ Alan_test |v ‘
SOURCE DESTINATION ROUTING ACTIONS
Prefix Prefix Clommstod
Enter prefixes Enter prafixes.
Host Host iofi | | Via Node
nter Enter M
User Groups User Groups Actien Mew._Yor_ 1, ATATSIPY m
Francs » Facime Chooss Uzers prm— ¥ Friority 2
Nodes and Peer Connections Action Paris_2, Announcement | Paris_2

23 | vial lv [+]
Paris_2 n
Ady d i
D | Paris_2, AnnouncementSrvGrp3 lk
Mew _York_1
New _York_1. ATETSFtGrp1
—
) T Doar | lsroel-HO_3 o ‘
| stk HO_3, BezekGrpd v ‘
Figure 6-7: New Routing Rule — Defining Priority 3 for Routing Action
Now Routing Fule X
Mame |35df Group | Alan_test Iv |
SOURCE DESTINATION ROUTING ACTIONS
il Prefts [ Discard cal
Enter prafives. .. Entar prafixas
Host Host
e Lo Grows Action Paris_2, Anncuncemen Paris_2 [v |
France Browse ch  Browse ¥ I ericrity 3
Nodes and Peer Connections: Aticn Parls_2, Announcemen

Browse Action Parls_2, wnouncnmon

= =] =]
| ]| [~]

[ Add Load Balancing (using same priority)

s Riie Tn Par - OK |l cancel |
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A\

6.3

represented in the actions.

Note: Up to five Priorities for Routing Action can be configured. If two actions have
the same priority, the ARM will perform load sharing between these destinations

3. Select the option 'Add Load balancing (using same priority)', as shown in the
figure above. Note that Action Destinations in load balance are considered a

single action entry. If a Destination is not selected in load balancing, it will not be

considered as alternate routing.

The figure below shows an example of a defined routing rule.

Figure 6-8: Example 1 of a Defined Routing Rule

Group: Restricted Calls (3)
~ Rule: Paid from Israel & et & Adticns

SOURCE DESTINATION
== lsrael-HQ_3, Haifa_§ 1900X,1700X

ROUTING ACTION
Discard Call
@

Implication: Any call made from nodes 'Israel-HQ' and 'Haifa_5' and destined for

prefixes 1900x and 1700x, will be discarded.

Figure 6-9: Example 2 of a Defined Routing Rule

Group: Alan_test (1)
~ Rule: asdf & Edt @ Actions

SOURCE DESTINATION ROUTING ACTION
ups:  France 1 New_York_1, ATATSIPtGrp1

2 Paris_2, Ann NtSvGrp3 via Paris

VGrp3

vGrp3
f4  Paris_2 VGrp3 via Paris

Implication: Any call made from France to any destination will be routed via

e  [Priority 1] New_York 1, AT&TSIPGrpl
e  [Priority 2]
e  [Priority 3] As shown in Figure 6-9.
4. Switch >

Paris_2, AnnouncementSrvGrp3 via Paris_
to activate the routing rule (Default = ).

Testing a Route

You can test a route to make sure it performs according to expectations.

» Totest aroute:

B In the Network page, click the Peer Connections link in the Network Summary

pane. See Section 3.4 for detailed information.
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6.4

6.4.1

6.4.2

Performing Routing Group Actions

You can perform routing group actions, i.e., you can

add a rule to a routing group
edit a routing group
delete a routing group

To perform arouting group action:

In the Routing page, click the £33/ Actions icon adjacent to a defined group.

Figure 6-10: Performing Routing Group Actions

Add Rule
Edit Group

Delete Group

Select:
e Add Rule to add a rule to the routing group (see Section 6.2)
e Edit Group to edit the routing group (see below)

e Delete Group to delete the routing group (see below)

Editing a Routing Group

You can edit a routing group.

» To edit arouting group:

1.

2.
3.

Select the Edit Group option from the popup menu shown above.

Figure 6-11: Group Actions - Edit Routing Group

Edit Routing Group x
Name [Reject Premium |
After Group | ||
Before Group | | -|

Skip the 'Name' field. It's read-only.
Locate the group in the list using the 'After Group' and 'Before Group' dropdown.

Deleting a Group

From the Group Actions popup menu choose Delete Group; the group is deleted
without notification, including rules associated with the group.

ARM
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6.5 Performing Rule Actions

You can perform Rule Actions.

» To perform Rule Actions:

B Open the group under which the rule is defined, and then adjacent to the rule on
which you want to perform actions, click the £ Actions icon.

Figure 6-12: Rule Actions

Add Rule Above
Add Rule Below

Move Rule

Delete Rule

e To add arule above, see Section 6.5.1.
° To add a rule below, see Section 6.5.2.
° To move a rule, see Section 6.5.3.

e To delete arule, see Section 6.5.4.

6.5.1 Adding a Rule Above an Already Defined Rule

You can add a rule above an already defined rule.

» To add arule above an already defined rule:

1. Open the group under which the rule is defined and adjacent to the defined rule,
click the %' Actions icon; the popup shown above is displayed.

2. Select the Add Rule Above option; the Routing Rule screen opens (see
Figure 6-2).

3. Add the rule as described under Section 6.2.

6.5.2 Adding a Rule Below an Already Defined Rule

You can add a rule below an already defined rule.

» To add arule below an already defined rule:

1. Open the group under which the rule is defined and adjacent to the defined rule,
click the %' Actions icon; the popup shown above is displayed.

2. Select Add Rule Below; the Routing Rule screen opens (see Figure 6-2).

3. Add the rule as described under Section 6.2.
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6.5.3 Moving a Rule

You can move a rule
B within the group under which it is defined

B to another group, above and below already defined rules in that group

» To move arule:

Open the group under which the rule is defined and then adjacent to the defined
rule that you want to move, click the ¥ Actions icon; the popup shown in
Figure 6-12 is displayed.

2. Select Move Rule.

Figure 6-13: Move Rule

Move Rule x
Are you sure that you want to move routing rule: AVAYA(DCCS Poc) to BT
to the following destination?

Group | - |

After Rule

Before Rule

3. From the 'Group' dropdown, select the group to which you want to move the rule.

From the 'After Rule' dropdown, select the rule in that group after which you want
to move the rule.

5. From the 'Before Rule' dropdown, select the rule in the group before which you
want to move the rule.

6. Click the Move Rule button; the rule is moved to the location you defined.

6.5.4 Deleting a Rule

You can delete a rule.

» To delete arule:

1. Open the group under which the rule is defined, and then adjacent to the defined
rule that you want to delete, click the ¥} Actions icon; the popup shown in
Figure 6-12 is displayed.

2. Select Delete Rule and in the 'Are you sure?' prompt, click Yes; the rule is
deleted.
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7 Viewing Alarms

In the Alarms page shown in the figure below, you can view alarms information
displayed under two tabs:

B Active Alarms (default)
B History Alarms

Both pages displays the following column headers: Severity, Date, Name, Source,
Alarm Type, Probable Cause, Description, Additional Infol, Additional Info2,
Acknowledged.

The page shows alarms generated in the enterprise's network topology, e.g., SBC
disconnected.

Figure 7-1: Alarms — Active Alarms

Figure 7-2: Alarms — History Alarms

() AudioCodes Routing Manager

CRCR N N ]

B Inthese pages you can
e Use the 'Search’ field to locate an alarm
e Refresh the page
e  Sort alarms, according to column header
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8 Migrating Device Routing to the ARM

This section shows how to migrate device routing to the ARM.

8.1 Connecting the Device to the ARM Topology
Server

You need to connect the device to the ARM Topology Server.

>

Tepwey Siaba

3.

To connect the device to the ARM Topology Server:

In your internet browser, enter the device's IP address in the Address bar, and
then in the login page that opens, enter the User Name and Password (Admin,
Admin are the defaults).

In the device's Web interface that opens, check the Advanced option and then
navigate to the HTTP Remote Services page (Configuration > VolP > HTTP
Services > HTTP Remote Services).

Figure 8-1: Web Interface - HTTP Remote Services

e fecords
shich here te add pew e

Click the Add row.

Figure 8-2: Web Interface - HTTP Remote Services — Add Row

Index [o A
MName [Tepologystatus
Path [ARM
Trpe [Tapclogy Status il
Policy [Raund Rabin o~
Legin |
Needed [Enabie [+]
Persistent f
Enabl
Connection [Enable il
Number of 0
Sockels
Us=rrsme= [Adim in
Pazzword [renes 4
Add Cancel
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Figure 8-3: Web Interface - HTTP Remote Services

o Records
chick here 1o add new mow

Figure 8-4: Web Interface - HTTP Remote Services

[

Index o

Name Il.lﬁ
addrmns [oszss
Pork (o080 *

Interface |‘3—M+C "

Tran=port Type |h
Status -

Add Cancel

Figure 8-5: Web Interface - HTTP Remote Services — HTTP Remote Hosts

4. Click the HTTP Remote Hosts link; the HTTP Remote Hosts page opens.

Figure 8-6: Web Interface - HTTP Remote Services - HTTP Remote Hosts

St e 1T At e

Trpaiey Tramapaet Trow: T
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5. Click the Edit tab.

Figure 8-7: Web Interface - HTTP Remote Services - HTTP Remote Hosts - Edit

[
Ind=x e
Heme ffopatoy =
Addres= 10.8.2.45
Port fos
Intarface s [
Transport Type  [HTTP v
Status Connected
Save Cancel

6. Define the IP Address of the ARM Topology Server to which you want to point the
device and define the ARM Topology Server settings, and then click Save; wait
until connected.

Figure 8-8: Web Interface — Device Connected to ARM Topology Server

HETR Aemde Sarves=le HTTP Remote Hous-

add +  Edit ©  Delewe show / Hide = Al Sea tab Search

Topalogy
10.8.2 45
8080

cccccccc

7. Make sure in the HTTP Remote Services screen that the Status of the host, i.e.,
of the ARM Topology Server, is Connected, as shown in the figure above.

8. Connect to the router/s.

Figure 8-9: Web Interface — Routers

Search

Canredtes

Additinsal Contisuration

HITP Remobe Hosts [sortass 1 estres]

= Gorers fethen
Tapaioqy Sstus

Version 7.0 73 ARM



/|

f & AudioCodes ARM

9. Make sure that the device is connected to all HTTP ARM services i.e., ARM
Topology Server and router/s), as shown in the figure above.

8.2 Migrating SBC Routing to the ARM

After making sure that the device (in this case, the SBC) is connected to all HTTP
ARM services i.e., ARM Topology Server and router/s, you can begin to migrate the
routing rules from those defined in the Web interface to the ARM. See also

A Note: 'IP Group' and "Trunk Group' in the Web are called 'Peer Connection' in the
ARM.

» To migrate routing rules to the ARM:

In the Web interface, navigate to the the IP Group Table Page (Configuration >
VolIP > VoIP Network > IP Group Page).

2. Locate the IP Group to expose the enterprise network to the ARM environment.

Figure 8-10: Web Interface — IP Group Table

Sebected Rovwe 19

Figure 8-11: Web Interface — IP Group Table - Configuring an IP Group

Index [3— ~
seo (B
Common GW SBC

MName |L',fncGK

Type |Sen.'er [

Proxy Set |L','nc SIPGK RedLing|

1P Profile [None v

Media Realm  [None w

SIP Group [— v
MName

Save Cancel
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3. [Mandatory] Enter a unique name for the IP Group.
4. Setthe 'Used By Routing Server' parameter to Used.

Figure 8-12: Web Interface - 'Used By Routing Server' Parameter

lNOI"IE ﬂ

Profile

Always Use
Src Address

Contact User I
Local Host [_
MName

T
Mo hd

UUI Format lDisabIe v
Used By
Routing |Used ~

Server
Created By

Routing |N:

Server

W
Classic View

Save Cancel

Click Save.

In the ARM GUI, make sure the device is displayed in the Network page, Map
view. Verify that the peer connection you configured is displayed. Unlock it (see
Section 2.2.1.4); make sure its color is green.

recommended not to change its unique name. Changing its unique name will
prevent routing by the ARM of calls to this Pcon (IP group) and receipt by the ARM
of calls from this Pcon (IP group).

f Note: After configuring an IP group and then viewing it in the ARM, it is strongly

7. Inthe Web interface, open the IP-IP Routing Table (Configuration > VolIP >
SBC > IP-to-IP Routing Table).

8. The screen below shows an example of two routing rules.

Figure 8-13: Web Interface — IP-to-IP Routing Table
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Figure 8-14: Web Interface — IP-to-IP Routing Table — Add Row — Rule tab
[ "p";l'i'l;;:'g |Default_SECRouting] w | AJ

Rula Action

Hame |"R“7

Altmrnative

Rout= [Route Raw I~

Dplions

el R—CT

re N 7 —

Source . I

il v
Add Cancal

9. Under the Rule tab, define the routing conditions: Only define a 'Name' and for

'Request Type' define INVITE. Leave all other conditions fields undefined (i.e., no
conditions, or any).

10. Click Add.
11. Click the ACTION tab.

Figure 8-15;: Web Interface — IP-to-IP Routing Table — Add Row — Action tab

. )
y
Rule Action
D=stination
= [Roviing server |17
Dre=tination Meme T 1
M e
IP Growp [Mane —I
Destination |
iy |Mane il
Interfac=
De=tination |7
Address
Destination
Part @
W
Destination —
SN | el
Add Cancel

12. From the 'Destination Type' dropdown, select Routing Server. This rule will
serve to perform routing via the ARM.

13. Leave all other fields undefined, and then click Add.
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Figure 8-16: Web Interface — IP-to-IP Routing Table

At this point, your routing service will still be operating according to that defined in the
IP to IP Routing Table in the SBC Web interface.

14. Next, in the ARM GUI's Routing page, configure a rule parallel to one of the rules
configured in the Web interface's IP to IP Routing Table.

Figure 8-17: Configuring a Routing Rule in the ARM

Hame: Lync to BT blue | Group Si
SOURCE DESTINATION ROUTING ACTIONS
Prefix Prefix
[] Discard cal
Host Host MNode, Pcon Via Node
Action Prague_32. BTProviderl,
User Groups User Groups gue_ 3
Browse Browse ¥ Pricrity 2
Nodes and Peer Connections. Action Fragus_1. BTFroviderly
Prague_1, LyncPassthourgh Browse
Pragus_3, LyncPassthourgh
- .
~ | via -
2y i =] [-]
D Add Load Balancing (using same priority)

15. Inthe ARM GUI, switch ON the routing rule; the rule is now activated in the ARM.

) Actions |

16. Inthe Web interface, delete the routing rule. The transition is now complete.

17. Perform a Test Route (see Section 6.3 for detailed information).
18. Make a call and make sure the call was established by the ARM.
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8.3 Migrating Media Gateway Routing to the ARM

After making sure that the device (the gateway in this case) is connected to all HTTP
ARM services i.e., ARM Topology Server and router/s, you can begin to migrate the
routing rules from those defined in the Web interface to the ARM.

Note: Trunk Group' and 'IP Group' in the Web are called 'Peer Connection' in the
ARM.

» To migrate gateway routing rules to the ARM:

1. Inthe Web interface, navigate to the Routing General Parameters page, and set
the parameter 'GW Routing Server' to Yes.

Figure 8-18: Web Interface - Routing General Parameters Page

— - ! w General Parameters {
* Basic Advanced ol Add Trunk Group 1D as Prefix L
@@l applications Enabling A Add Trunk 1D s Prefix o
E@vorp Network Replace Empty Destination with B-channel Phane Number o
#liSIP Definitions 4dd NPT and TON to Called Number
g‘“‘“ and Profiles Add NP and TON to Calling Number
@‘T“:::"G Tel To 1P Routing Mode
S reaaiors 1P-ta-Tel Routing Mode
M’z"; IF to Tel Remove mmtini Table Prefic
I;mma Gonerd T l G Routing Server
(et o Groes Ring v
| 'Gaveway Routing Policy Submit
FpTHF and Supplementary
Falnigital Gateway
*illssc
2. Navigate in the Web interface to the IP Group Table page.
3. Locate the IP Group to expose the enterprise network to the ARM environment.
4. [Mandatory] Enter a unique name for the IP Group.
5. Set the 'Used By Routing Server' parameter to Used.

Figure 8-19: Web Interface - IP Group Table Page

FEOTHE and Supgimartary
?ml Gatenay

T N e -
Y -)

Common GW 8L GW Group $tatus

Hame [ —
Type [ Berver v
Froxy Set

1P Profile

Media Realm

SIP Group Name

Qe Prefile

Hedin Enhiancement

Profie

Bandwidth Profile
Always Use Src
Address

Contact User
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Navigate to the Trunk Group Table page.

7. Locate the Trunk Group to expose the enterprise network to the ARM
environment.

8. [Mandatory] Enter a unique name for the Trunk Group.
9. Set the 'Used By Routing Server' parameter to Used.

Figure 8-20: Web Interface - Trunk Group

.
| Seach ¥ Trunk Group Sett
@ '"’\"“”‘ tndex
etk ; : Namme
widiron Teunk Group 1D
Fillsecurity . Channel Select Mode
; b I Registration Made
%Giu : . Serving IP Group
cations Enabling 3 r i
TElvatP Netwark min State
Fls1e Defirtions St
@ coders and Profiles Gateway Hame
Edlcatsway Cortact User
Sirunk Grove a e
L ITrunk Group
_L-hmlam*w qus By Routing Server |Used
Hunipulabons
wiudinovung
WEHOTMF and Supslementary
= Wgital Gateway

10. Inthe ARM GUI, make sure the device is displayed in the Network page, Map
view. Make sure the Peer Connection you configured is displayed. Unlock it and
make sure its color is green.

Note: After viewing the trunk group or IP Group in the ARM, it is strongly
recommended not to change its unique name. Changing its unique name will
prevent routing by the ARM of calls to this Peer Connection (trunk / IP group) and
receipt by the ARM of calls from this Peer Connection (trunk / IP group).

At this point, your routing service will still be operating according to that defined in the
Tel to IP and IP to Tel Routing Tables in the gateway's Web interface.

11. Inthe ARM GUI's Routing page, configure a rule parallel to one of the rules
configured in the Web interface's Tel to IP or IP to Tel Routing Table.
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A Checklist for Migrating SBC Routing to
the ARM

This appendix provides administrators with a checklist to use when migrating SBC
routing to the ARM. Tick off the items in the list as you proceed.

Figure A-1: SBC Migration Checklist

What should be viewed

Item SBC-Level in the ARM

1 | Configure the SBC in the way you used to, including all the IP Unrelated to ARM
Groups for connectivity with external SIP trunks and PBXs.

2 | Configure the IP address of the ARM's 'Configurator’ View the new Node
Note: Do not configure Routers independently. Only configure Make sure it becomes
'‘Configurator' IP address and credentials: green-coded, indicating

that it's available
= Currently, it's HTTP only (HTTPs will be supported later)

= Configure In the SBC's Web interface (Configuration >
Advanced > VoIP > Services > HTTP Services > HTTP
Remote Services):
- IP address of the Configurator

- User name and Password for connecting to the
Configurator. Default: Admin/Admin

Index D

Name HTTPServic eTopology Sta
Path ARM

Type Topology Status v
Policy Round Robin T
Login Needed Enable v
Persistent Connection Enable A

Number of Sockets 1

Username Admin

Passwaord

TLS Context default v
Verify Certificate Enable v

Response Timeout [sec] 5
Keep-Alive Timeout [sec] (15

Status Connec ted

Make sure the status changes to ‘Connected’.
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Item SBC-Level

What should be viewed

in the ARM
3  Choose the SIP interfaces you want to use in the ARM (for ARM | You're able to select the
Peer connections and ARM Connections) to be ‘Used By chosen SIP Interfaces as
Routing Server* ARM ‘Routing Interfaces’
for ARM Connections
SBC Web interface (Configuration > Advanced > VolP >VoIP between the Nodes
Network > SIP Interface Table (SBCs)
Index: 1 TLS Context Name: default
Name: SIP-0 TLS Mutual Authentication:
SRD: SRD-2 Enable TCP Keepalive: Disable
Metwork Interface: O+M+C Classification Failure Response Type: 500
Application Type: SBC Pre-classification Manipulation Set 1D: -1
UDP Port: 5100 SBC Direct Media: Disable
TCP Port: 5100 Block Unregistered Users: Mot Configured
TLS Port: 5101 Max. Number of Registered Users: -1
Encapsulating Protocol:  No encapsulation ble . gnticated Reqgistrations: Mot configured
Media Realm: defaultRealm
Message Policy: Mone
4 | Select all the IP Groups you want to use in ARM as ARM Peer View the selected IP
Connections for routing to be ‘Used By Routing Server* (these Groups as ARM Peer
should be SIP trunks and connections to IP PBXs, for example) = Connections and attached
VoIP Peers.
SBC WEB page: Configuration > Advanced > VoIP > VolP
Network > IP Group Table View their availability
status (green/red).
trdex B In the ARM, unlock these
0 (o = Peer connections.
Common
Mame ‘odafone
Type Server B
Proxy Set “odafone v
IP Profile None v
Media Realm None A
SIP Group Mame
QoE Profile Mene A
Media Enhancement Profile | None v
Bandwidth Profile Mone A
Always Use Src Address Mo A
Contact User
Local Host Name
UUI Format Disablz v
Used By Routing Server Used A
Created By Routing Server [No
Note: Don’t configure anything for ARM Connections at the SBC
level. Connections are made at the ARM level and configured by
the ARM.
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Item SBC-Level

5 | Atthis stage, the ARM does not route calls, though you can
apply a ‘test route’ at the ARM level. The Node (SBC) does not
send a routing request to the ARM after a SIP invite.

6 | Command the SBC to route calls using the ARM:

SBC Web interface (Configuration > Advanced > VolP > SBC >
Routing SBC > IP-to-IP Routing Table

Add a new rule and configure ‘Request Type’ = Invite;
‘Destination Type’ = Routing Server

Routing Policy | Defaull_SBCRoutingfF ¥

Rule
MName 2RS
Alternative Route Options Route Row v

Source IP Group Any v

Source Username Prefix
Source Host

Source Tags

Destination Username Prefix  [*
Destination Host

Destination Tags

Message Condition Mone v
Call Trigger Any v
ReRoute IP Group Any v
ction
CADestination Type @'
Destination IP Group Mone
Destination SIP Interface MNone v

7 | Configure manually using the ini file (or in the '"Admin' Web
interface page):

SendAcSessionI|DHeader = 1

What should be viewed
in the ARM

In the ARM you can now:

= View and create ARM
topology (connections
between the Nodes)

= Add ARM routing
groups and Routing
rules, manipulation
groups, etc.

= Test yourself using the
ARM's ‘test route’

Calls are now routed by
the ARM:

= SBC gets an INVITE

= Sends routing Request
to ARM

=  Get reply from ARM
= Sends INVITE further

according to the
ARM's instructions

Temporary step. Will be
resolved. Causes the SBC
to preserve Call ID when a
call passes through
several SBCs.
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B Prefixes

The table below describes the prefixes rules.

Figure B-1: Prefixes

Notation

[n-m]

[nm,...] ornm,|, ...

[n1-m1,n2-m2, a,b,c,n3-m3]

X (capital only)

Pound sign (#) at the end of
a number

Empty

Description

Represents a range of
numbers.

Note: numbers “n” and “m”
should be of the same
length.

Represents multiple
numbers or strings.

Represents a mixed
notation of multiple ranges
and single numbers.

Represents any single digit
or character.

Represents the end of a
number.

Represents any number or
string

Examples

[5551200-5551300]#: represents all
numbers from 5551200 to 5551300.

123[100-200]: represents all numbers
from 123100 to 123200.

[2,3,4,5,6]#: represents a one-digit
number starting with 2, 3, 4, 5, or 6.
[11,22,33]XXX#: represents a five-digit
number that starts with 11, 22, or 33.

[111,222]XXX#: represents a six-digit
number that starts with 111 or 222.

[2X,3X,4X,50,54]X XXX XX#:
represents a 8 digit number starting
with 2, 3, 4, 50 or 54

aaa,bbb,ce field : represents names
that start with one of the strings: aaa,
bbb, ce or field.

[123-130,455,766,780-790]:
represents numbers 123 to 130, 455,
766, and 780 to 790.

BobX: represents names starting with
bobl or bob2@audiocodes.com

AliceX#: represents names of 6
characters length, starting with Alice
such as Alicel.

54324 XX#: represents a 7 digit
number that starts with 54324.
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C Routing Path

This appendix describes the routing path.
B A successful routing response contains 1 primary route and 0-5 alternate routes.

B The maximum number of routes to a specific ROUTING ACTION entry (Node or
Node/Pcon) is two.

B The routing path, from source to destination, is selected as follows:

e All possible paths, from source node to destination node/node+pcon in which
all nodes and connections are active and unlocked, are selected.

° If via is selected, all entries that do not contain the via node are discarded.

e All routing alternatives are sorted by weighted path, cost and then by number
of hops.
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D Appendix C - Call Routing

This appendix describes call routing.

B A routing request results in an HTTP error response if no available routing is
available.

B A routing request from a source node which has an alternate route option returns
the next alternate route option. The call route is not recalculated. If the alternate
route list is empty, a 404 result is returned.

B A routing request from a node which is not the source node returns the next hop
in the routing chain according to the original route selection. The routing logic not
is not performed again.
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