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Millennium Group 2 Millenium Xtra

Welcome to the Millenium Xtra Security Management System!

The Millenium Xtra Security Management System is designed for MGI-based integrated security
systems. It is built on .NET technology. It provides full management of the access control system and
performs information exchange and coordination between all subsystems, including: alarm monitoring,
doors/elevator control, visitor management, badge control, recorded video etc.

Overview
Minimum System Requirements:
Millenium Xtra Application and Database Server

Pentium IV class PC (Network-ready if using workstations)
1 GB RAM

160 GB Hard Drive

CD ROM/ DVD drive

Two DB-9 Serial Ports (optional)

Accurate Clock (1 to 5 minutes per year)

Windows 2003 or 2008 Server, Windows 7 Professional or Windows XP Professional (latest
Service Packs)

Microsoft SQL Server 2005 (minimum) in server or desktop edition

Millenium Xtra Workstation

IE 7 or above, Firefox 3.x or above, Chrome, or Opera browser
Any operating system supporting above browsers

For special requirements for the Millenium Xtra integrated Badging system, please refer to the Millenium
Xtra Badge User Guide, PK 2909.

Note. Millenium Xtra Software runs in demo mode until it is registered.

Millenium Xtra Location Features

Millenium Xtra is the most wide-ranging product in a suite of Access Management applications designed to
administer and manage Access Control security at a facility.

Millenium Xtra is built on .NET technology, and now can be accessible from any PC which is connected to
the internet.

Any operating system, any kind of browser is applicable - including netbooks, pocket PC's, communicators
and mobile phones (Blackberries etc.)

Your facility can be a single location or multiple locations with as many as 100,000 access points.
Multiple locations can include directly connected remote sites.

Millenium Xtra User Guide Version 7 — 09/13/2012 1
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e Millenium Xtra software receives your programming data for all the access points and users,
communicates the data to all the electronic devices in the network and then displays and stores
Access Management activity back at the Application Server.

The Millenium Xtra Family of Devices
e Site Control Unit (SCU)
e Door Control Device (DCD)
e Relay Control Device (RCD)
e Elevator Control Unit (ECU)
e Elevator Control Device (ECD)
e Site Ethernet Interface (SEI)
e Trunk Interface Unit (TIU)
e Power Supply w/Line Conditioner (PS1)

Site Control Unit

The SCU supervises and maintains communications to its connected devices. It takes inbound RS232 or
RS485 communications protocols and routes them to the necessary pieces of equipment on the system.

Trunk Interface Unit

The TIU is an RS232 to RS485 converter box. Use the TIU when the SCU is more than 50ft away from the
main PC or when using more than 1 SCU.

Door Control Devices (DCDs)
The DCD is the heart of the Millenium Xtra System.

This is the device that connects each of the door peripheral devices to the system, like the electronic lock,
the reader, request to exit device (REX), and the door position switch.

Relay Control Devices (RCDs)

The RCD is an optional (8) relay output board that is employed within the system if additional relays are
required to operate external devices.

Each RCD board (Relay Controller Board) has eight programmable relays, with a maximum of 10 boards
per Site Controller Unit (SCU) or a total 80,000 additional relays, if needed.

Elevator Control Unit (ECU)

The ECU is used to interface the Millenium Xtra Enterprise access control system directly to an elevator
controller. This board has 16 output relays.

Elevator Control Device

The ECD is a stripped down version of the DCD. It resides on the elevator car and it is used as an
interface liaison between the reader and the ECU.
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System Administration
The system administration menu includes following submenus:

e System Administration - Operator Privileges
e System Administration - Operator-defined Fields
e System Administration - Threat Levels
e System Administration - Database Functions
e System Administration - Diagnostics
e System Administration - Partitions
e System Administration - Company Information
e System Administration - Customer Settings

File  Edit ‘iew History Bookmarks Tools  Help

G e c }'( far 'l_‘?l http:f§127.0.0. 1 }Systemadministration/Def ault, aspxFID=1 f} v |§' Google

1 Operator Privileges

) e - System Cardholder = Event Hardware System Reports = Historical Maps External
& = @ ™ Current Threat Level: Administration | Data Monitoring Configuration Configuration Log Systems

ﬂMi“enium xtra Curtert Pattition: | Default Partion ~| 2, Logged User:Admin Time Online: 00:00 Base Online: 00:19
<

S ® Operator | _<® Operator defined Threat = Database :° Diagnostics = Partilions Company ‘% Customer
ﬂi Privileges | =% Fields Levels == Functions L — Information (I Settings
« Privilege Level 1 Operator Privileges
+admin admin
adminz adminz COMMON INFORMATION v Ié:j; :IE\."V o
r H % 2 L3 TIvIEHE LEVEIS
¥ Privilage Level 2 Last Mame: First Marne: Mi: e
» Privilege Level 3 Gl Zaljil
> Frivilege Level 4
. LOGIN INFORMATION ROUTING E-MAIL INFORMATION
» Frivilege Level 5 )
s Privilege Level 6 Logon Marme Prirmary E-rnail:
) ADMIN
¥ Inactive : .
Logan Password: Secondary E-mail:
Confirm Password: Wiraless:
Privilege Level:
| Frivilege Level 1 V|
©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window
Dane 5) a4
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System Administration - Operator Privileges
Operator Privileges can be displayed in Normal View and in List View modes.

Operator privileges. Normal View
The operator's screen in Normal View should look as shown below:

2) Operator Privileges - Mozilla Firefox
File Edit VYiew Histary Bookmarks Tools Help

6 = c }\ ot ) - | g hetp:f{127.0.0.1/Systemadministration/Default, aspxID=1 f:f * |§' Google

o] Operator Privileges

I T 3 " Sysiem Cardholder Event Hardware System Reports | Historical Maps External
# - O® G curent Threat Leve: [[TSNEN Administration | Data Monitoring | Configuration = Configuration Log Systems
;:‘l Mi“enium Xtra Current Pattition: | Default Partition | & Logged User:Admin Time Online: 00:00 Base Online: 0018
5,_-'_6_1 Operator P&{ Operator-defined ¢ Threat == Database :° Diagnostics e Partitions Company % Customer
B Privileges |57 Fields Levels = Functions — Information | ff™ Settings
v FPrivilege Level 1 Operator Privileges
+ admin admin
admin2 admin2 COMMON INFORMATION 3 Ié:; :IEV‘V o
% r % ” 13 rivilede Levels
» Privilege Level 2 Last Mame: First Mame: hil: e
» Frivilege Level 3 admin admin
» Frivilege Level 4
. LOGIN INFORMATION ROUTING E-MAIL INFORMATION
» Privilege Level & )
s Privilegs Level 6 Logan Mame Frimary E-mail:
; ADMIN
¥ Inactive
Logon Passwoard: Secondary E-mail:
Confirm Password: Wiraless:
Privilege Level:
| Privilege Lewvel 1 V|
@2000-2011 Millennium Group, Inc. Change Password - Cormpany Info - Privacy Policy - Oper in Separate Window
Daone 5) 1

System Administration module in the Millenium Xtra Security Management System allows operator to
choose among 6 different privilege levels, as well as inactivity status, for any of the system users. The
highest privilege level is 1-st, the lowest one is 6-th. The user could not logon to the Millenium Xtra System
when his privilege level is set to "Inactive". For setting up privilege levels, please select "System
Administration" Top Menu section and then — “Operator Privileges" tab in a Horizontal Menu.

Top Menu

System Cardholder = Event Hardware System Reports | Historical Maps @ External

Administration | Data Monitoring | Configuration | Configuration Log Systems
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Menu

“\ Operator-defined Threat | - Database ' +*  Diagnostics [ Company [ '\_O' Customer
%) . information | (" Settings

Fields Levels o Functions

Left-side Menu

| Dperator Privileges

# - @ ™ < current Threat Level:

= Millenium Xtra

-
LA #® Operator ..:_-“-'.-? Operator-defined
- “»

B Privileges Fields
» Frivilege Level 1

+admin admin

admin2 admin2

Frivilege Level 2

Frivilege Level 3

Frivilege Level 4

Privilege Level 5

Frivilege Level B

Inactive

L A L B B 4

Available Fields and their assignment:
Common Information Group

Last Name* - Last name of selected Millenium Xtra System user
First Name* - First name of selected Millenium Xtra System user
MI - Middle name of selected Millenium Xtra System user

Login Information Group

Logon Name* - Logon Name (Username) for selected Millenium Xtra System user
Logon Password* - Logon Password for selected Millenium Xtra System user
Confirm Password* - retype Password for selected Millenium Xtra System user here
Privilege Level* - select required Privilege Level for the Millenium Xtra System user

Routing E-mail Information Group

Primary E-mail - Primary E-mail of selected Millenium Xtra System user
Secondary E-mail - Secondary E-mail of selected Millenium Xtra System user
Wireless - wireless phone number of selected Millenium Xtra System user

Fields, marked with the asterisk (*) symbol, are mandatory.
Password field MUST be retyped in Confirm Password field.

Note. E-Mail notifications will be sent by the Millenium Xtra Security Management System automatically to
these E-mail addresses.

Available Buttons and their assignment:
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There are following buttons available for the operator:
m New — for creation of a new user account

Save - for saving of a current record

Delete — for deletion (removal) of a current record

Cancel — for canceling of any changes made in the range of current session and current record

rLstview | jst View — for switching to List View mode
» Edi riviece Levels E it Privilege Levels — for switching to Edit Privilege Levels screen

»viewReport \/jew Report — for building the detailed report about all available privileges (Report Name:
Operator Level Privileges)

[ 6, view | View (in List View Mode) — for viewing/editing of the highlighted user account in Normal View mode
Cancel (in List View Mode) — for switching to Normal View mode

Left-side Menu on the operator's screen displays all available Privilege Level Groups.
Click and expand/collapse any desired Privilege Group to show existing Privilege Level Group users.

To create a new user, press m button.

All the fields would be empty. Fill them as necessary, and then press button.
If some of the required fields will be empty, the system will pop-up the following message:

The page at http:/1127.0.0.1 says:

Last Mame is empky.

. First Mame is emply.
Login Name is empky,
Password is empty,
Privelege Level not selecked.

-

Any combination of mandatory fields may be listed in this pop-up. So, please correct your input and fill all
missing mandatory fields.

If you press any other button then (without saving changes), you'll obtain the following popup
message:

Do vouwant to save the changes vou made to database?

"Yes" - saves your changes, "No" - cancels your changes, "Cancel" - cancels your last action (pressing of a
button or clicking anywhere in menu).

To edit an existing user, expand required Privilege Level Group in the Left-side Menu. Choose the
appropriate user and click the link with his name (Last Name, First Name). The screen will show Operator
Privileges for the selected user. This user information can be edited as described above.

To delete user, press button. Confirm your decision in the pop-up window:
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Millenium Xtra: Operator Privileges

Do you really want to delete current record?

Lo

"Yes" - deletes current record, "No" - leaves current record in the database.
Note. The built-in Admin account could not be deleted.

To cancel your changes on the Operator Privileges screen, press “Cancel” button. All your changes on the
Operator Privileges screen during current session will be cancelled (without any system pop-ups)

Operator privileges. List View

2) Operator List View - Mozilla Firefox
File Edit VYiew Histary Bookmarks Tools Help

6 = c X ot ) < | g hetp:f{127.0.0.1/Systemadministrationf OperatorsList\iew, asps ﬁf ¥ |§' Google

o] Operator List View

) 3 o System Cardholder = Event Hardware System Reports = Historical Maps  External
# — @™ & current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems

;:lMilhnium Xtra Curtert Pattition: | Default Partiion ~| #, Logged User:Admin Time Online: 01:33 Base Online: 14:37

ﬁ,_ﬁ'. Operator v‘.‘{ Operator-defined i Threat - Database :° Diagnostics E"Parﬁlions ﬂmmpany % Customer

B Privileges |57 Fields Levels = Functions # — Information | ™ Settings
& List View
# First Name Last Name Operator Name Privilege Level Last Updated
admin admin ADMIN Privilege Level 1 THI2003 12:00 AM
admin2 admin ADMINZ Privilege Level 1 TII2003 12:00 AM

D =D G

@2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Done S .
O |

Press 'Lst¥ien hytton to view all the system accounts in a table view (List View) mode.
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This is often useful when the large number of users is present and when it's difficult to locate required user
in the Left-side Menu. The table in the list view represents the following fields:

First Name Last Name Operator Name Privilege Level Last Updated

The system operator can sort these fields by clicking on a desired table column's header.

Select the desired user and click on its record. The record will become highlighted with dark blue color.
Press m View Record button to view (or edit) the desired user account's data.

Note. The Left-side tab of a screen is not available in List View mode.

Press button to return from List View mode to Normal View mode.

Press *Ewkeot hytton to view (or export / print) the report about current user privileges.

This page is completely described in the
Reports - Configuration Reports - Operator Level Privileges section.

Press “Edit Privilege Levels” button to open the Edit Operator Privileges screen.

Edit Operator Privileges
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) Edit Operator Privileges - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

é o= c X @y - | g http:f/127.0.0.1)Systemadministration/EditGperatorPrivileges, aspx ﬁ 5 ':.." Google

o4 Edit Operator Privileges

# - O M < current Threat Level: :ﬁier:{lstrminn g:{:holder IIEI“::lerlll!r:l:lrinn g:;#::l’:ﬁon g:ﬁn:'?ngﬂion il E‘i:::tori:ul e ?ﬁlelrer::ls
;2‘1 Mi“enium Xtra Current Pattition: 2 Logged User:admin Time Online: 01:42 Base Online: 14:40
® Operator | % Operator-defined == Database - Diagnostics e Partitions Company % Customer
Privileges ’\\.“/ Fields == Functions T, L — 6 Information (™ Settings
qr. Edit Operator Privileges
Privilege Assighments for Privilege Level 1 § Privilege Level 2 § Privilege Level 3 § Privilege Level 4 § Privilege Level 5 § Privilege Level 6 JIeT oV GVl =)
[#/pages Access Priveleges (Hide Details...)
Functionality AddModify Delete View No Privileges
-
UsersiPrivileges [ 5]
Company Infarmation O
Custamer Settings (]
Partitions O
Backup Settings/Schedule [ 5]
Hardware Ohjects o
AlarmiEvent Definition O
Event Routing Template [ 5]
Alarm Ack. Template O 1
Time Zones @]
Holidays O
Access Levels 4]
Access Policies »
Groups [ ]
Card Format Configuration O v
| Control Functionality Priveleges {Show Details...} |
©2000-2011 Millennium Group, Inc. Change Password - Company [nfo - Privacy Policy - Open in Separate Window
Daone S) =

There are 6 levels of Operator Privileges in the Millenium Xtra System.
Particular privileges can be set up individually for any of these levels.
By default, Privilege Level 1 is the highest one (maximum privileges),
as well as Privilege Level 6 is the lowest one (minimum privileges).

Six tabs at the top of your screen represent these six Privilege Levels.

Privilege Level 1 Privilege Lewvel 2 Privilege Level 3 Privilege Level 4 Privilege Level 5 Privilege Level 6

Millenium Xtra System Operator could assign required privileges as for access to the following
item groups of privileges: Pages Access Priveleges and Control Functionality Priveleges.
These groups can be shrinked or expanded for each Privilege Level tab independently.
Click on the link Pages Access Priveleges (Hide Details...) to hide this group of items:

[z Pages Access Priveleqes (Hide Details..) |
Click on the link Pages Access Priveleges (Show Details...) to show this group of items:
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|e;\;_. Pages Access Priveleges {Show Details...) |

Click on the link Control Functionality Priveleges (Hide Details...) to hide this group of items:

|ix_'sC0mrol Functionality Priveleqges (Hide Details...) |

Click on the link Control Functionality Priveleges (Show Details...) to show this group of items:

|s'§,'_.ControI Functionality Priveleqges (Show Details...) |

Pages Access Priveleges consists of the following items:
Edit Data
Users/Privileges
Company Information
Customer Settings
Partitions
Backup Settings/Schedule
Configuration
Hardware Objects
Alarm/Event Definition
Event Routing Template
Alarm Ack. Template
Timezones
Holidays
Access Levels
Access Policies
Groups
Card Format Configuration
Cardholder
Cardholder User Defined fields
Cardholder Data Records
Cardholder Template
Image Verification
Maps
Floors Map

There are four privilege types for this group of items. Any of the items can be set to one of these four states:
Add/Modify checkbox - item can be added/modified by the group of users from the current Privilege Level;
Delete checkbox - item can be deleted by the group of users from the current Privilege Level,

View checkbox - item can be viewed by the group of users from the current Privilege Level;

No Privileges Radio button - item is not allowed for the group of users from the current Privilege Level.

Check or uncheck the required values in the corresponding checkboxes.

Note. Checking Radio button No Privileges automatically changes values in three other
checkboxes - Add/Modify, Delete and View became unchecked.

As well as checking any of the checkboxes makes the Radio button No Privileges unchecked.
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Control Functionality Priveleges consists of the following items:

Cardholder Screens

Cardholder Screen 1
Cardholder Screen 2
Cardholder Screen 3
Cardholder Screen 4
Cardholder's Data - Event Monitoring

Database Functions

Run Import/Export

Set CBORD-UDF

Backup

Backup Restore/DB Conversion

Operator Control Screens

Operator Control
Controllers
Doors

Readers
Elevators
Regions

Inputs

Outputs
Cardholder

System Operation

Downloads to Controllers
Alarm/Event Monitoring
Enable/Disable Image Verification
Acknowledging and Clearing Alarms
Event History Archives

View H-Log on All Partitions
Diagnostics

Run Reports

Schedule Reports

Report History

Reports

All Access Levels

Alarm History

Card History

Cardholder Access Level
Occupancy

Cardholder

MilleniumXtra
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e Door Configuration

e Door Status

e Elevator Configuration

e Elevator Status

e Event Report (detailed)

e Holidays

e Input Configuration

e Input Status

e Output Configuration

e Output Status

e Reports (list & schedule)
e Timezones

e User Privileges List

e User List

e Alarm Routing Template
e Groups

e Controller Configuration
e Alarms Configuration

e Alarm Acknowledgement Template

e Devices Map

e Partitions Map
Threat Levels Settings

e Threat Levels

There are only two privilege types for this group of items.

Any of the items can be Allowed or Not allowed.

Allowed - item is allowed for the group of users from the current Privilege Level;

Not allowed - item is not allowed for the group of users from the current Privilege Level.
Check or uncheck the required values, using the corresponding Radio buttons.

You may switch to any tab (Privilege Levell, Privilege Level2, Privilege Level3, Privilege Level4, Privilege
Level5 or Privilege Level6) without saving your changes for the previous tab.

Available Buttons and their assignment:

There are following buttons available for the operator:
Save / Update — for saving of a current record

Cancel — for canceling of any changes made in the range of current session and current record
» ceerstor Privieses - Qperator Privileges — for switching to Edit Privilege Levels screen
rLstview | jst View — for switching to List View mode

»viewReport \/jew Report — for building the detailed report about all available privileges (Report Name:
Operator Level Privileges)
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m View (in List View Mode) — for viewing/editing of the highlighted user account in Normal View mode
Cancel (in List View Mode) — for return to Operator privileges screen (Normal View) mode

When the changes were made and should be saved, press Save / Update button to save your
changes. No confirmation is required for this operation.

To cancel your changes on the Edit Operator Privileges screen, press Cancel button. All your
changes on the Edit Operator Privileges screen during current session will be cancelled (without any system

pop-ups).

If you press any other button then (without saving changes), you'll obtain the following popup
message:

Do vouwant to save the changes vou made to database?

"Yes" - saves your changes, "No" - cancels your changes, "Cancel" - cancels your last action (pressing of a
button or clicking anywhere in menu).

To view Edit Operator Privileges screen in List Mode, press *“t¥i=x | jst View button.

In List View mode:

Select and click on the desired record. Press m View button to view the Operator Privileges Settings
for the selected record. The Operator Privileges screen will be displayed.

Press ’=xFeot \jew Report button to view (or export / print) the detailed report about current status for all
of the privileges items. The Report screen is completely described in the Reports - Configuration Reports
- Operator Level Privileges section.
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System Administration - Operator-defined Fields

?) Operator-defined Fields - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

6 = c A - | g http:}j127.0.0.1SystemAdmiristrationfoperatordefinedfields . aspx ﬁ - m' Google

| Operator-defined Fields

) i " 1 System Cardholder = Event Hardware System Reports | Historical Maps  External
i — @M G Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems

ﬁr—ulMi“enium xtl'a Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 00:00 Base Online; 00:20

Operator | _«® Operator_defined |-ii:- Threat S Database -« Diagnostics S Partitions Company % Customer
5™ Brivileges 3 Fields " Lewels == Functions - — 6 information | (I Settings
+ Operator-defined Fields -__5: Operator-defined Fields
+ Operator-defined Fields m )
Emplovee ID Employee D Text
Last Marme Last Matre Teut
First Mame First Mame Text
Middle Initial middle [nitial Text
Picture Picture Image
Signature Signature Image
Frinted Card Mo Frinted Card Mo Text 3
Encoded Card Mo Encoded Card Mo Text
Activation Date Activation Date Date
Expiration Date Expiration Date Date
FiM FIrM Text
Active Aitive Check Box
Facility Code Facility Code Text b
Card Format Card Farmat Card Farmat
Card Class Card Class Drop-dowen
Badoe Type Badge Type Drop-dowin
Access Level 1 Access Level 1 Drop-dowen
Access Level 2 Access Level 2 Drop-down
Access Level 3 Access Level 3 Drop-dowen
Access Level 4 Access Level 4 Drop-down
Access Level 5 Access Level 5 Crrop-down
Access Level B Access Level 6 Drop-down
Current Status Current Status Systern Text
seroen2 |
(o ] care]
@2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Dane S

Operator-defined Fields are used everywhere in the Millenium Xtra System.

For example, there is a lot of fields in Cardholder Data, which may be defined manually by Millenium Xtra
System operator.

Among them - Access Levels through 1 to 6, Parking Designation, Parking Assignment, Badge Print Date,
Re-issue Date, License Plate No etc.

These names can be edited directly on the Operator-defined Fields screen. Some of the user-defined
drop-down entries (which usually have not one but multiple values) also may be edited directly on the Edit
Drop-down Entries screen.

For setting up Operator-defined Fields, please select "System Administration” Top Menu section and then —
“Operator-defined Fields" tab in a Horizontal Menu.

Top Menu
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System Cardholder = Event Hardware System Reports | Historical Maps @ External

Administration Data Monitoring Configuration Configuration Log Systems

Horizontal Menu

% % Operator F\:‘ Operator-defined | i~ Threat e Database * ' Diagnostics emmpam % Customer

@" Privileges | “%% Fields “Levels == Functions information ™ Settings

Left-side Menu

| Operator-defined Fields

# -~ @ ™ <& current Threat Level:

2 Millenium Xtra

s,n-'ﬁ': Operator F“\ Operator-defined
B Privileges | * %% Fields

» (Operator-defined Fields
* Operator-defined Fields
w Drop-down Entries
Card Class
Badge Type
Frimary Location
Employee Class
Department
Farking Designation
Farking Assignment

Available Fields and their assignment:

The list of available user-defined fields and their corresponding data types is given below.
This list is divided into 3 screens (3 symbolic groups).

Operator-defined Fields: (including Drop-downs, which are italicized)

Screen 1
e Employee D Text
e Last Name Text
e First Name Text
e Middle Initial Text
e Picture Image
e Signature Image
e Printed Card No. Text
e Encoded Card No. Text
e Activation Date Date
e Expiration Date Date
e PIN Text
o Active Check Box
e Card Class Drop-down
e Badge Type Drop-down
e Access Level 1 Drop-down
e Access Level 2 Drop-down
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Access Level 3

Drop-down

e Access Level 4 Drop-down
e Access Level 5 Drop-down
e Access Level 6 Drop-down

Current Status

System Text

Screen 2
e Primary Location Drop-down
e Employee Class Drop-down
e Issue Date Date
e Employment Date Date
e Department Drop-down
e Internal Phone Text
e Supervisor Text
e Master Area Text
e Company E-Mail URL/E-mail
e Commentl Text(256)
Screen 3
e ADA Shunt Check Box

e Parking Designation Drop-down
e Parking Assignment Drop-down

e Re-issue Date Date

e Badge Print Date Date

e Vehicle Model Text

e Vehicle Year Text

e Vehicle Color Text

e License Plate No.  Text

e Home E-Mail URL/E-mail
e Comment 2 Text(256)

Available Buttons and their assignment:

There are following buttons available for the operator:

Save / Update (Main screen) - Saves changes
rbrep-downBriries - E it Drop-down Entries (Main screen) - For switching to Edit Drop-down Entries screen

Cancel (Main screen) - Cancels changes

X Add (Edit Drop-down Entries screen) - for adding of a new entry into the table

Edit (Edit Drop-down Entries screen) - for modification of necessary entry in the table
Delete (Edit Drop-down Entries screen) - for removal of necessary entry from the table

Move Field Up (Edit Drop-down Entries screen) - for moving necessary entry one step up in the
table
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Move Field Down (Edit Drop-down Entries screen) - for moving necessary entry one step down
in the table

Operator-defined Field can be edited directly in the Current Name column:

| Default Name | Current Name | Type | |

To edit necessary field, simply find the required record, place cursor into the Current Name column and edit
the entry. After finishing, press & Save button if you wish to save your changes. Press
Cancel button, if you wish to cancel your changes.

If you press any other button then (without saving changes), you'll obtain the following popup
message:

Do youwant to save the changes wou made to database®

"Yes" - saves your changes, "No" - cancels your changes, "Cancel" - cancels your last action (pressing of a
button or clicking anywhere in menu).

Operator also can change the names of drop-down fields here.
Note: This screen allows changing of drop-down fields’ names, not their entries!
For changing of drop-down entries refer to the next section.

Drop-down Entries

To edit drop-down entries, press *ee-downbrires Fdjt drop-down entries button or click on a required entry in
the Left-side Menu:

o Dperator-defined Fields

s

# — @ ™ <& Current Threat Level:

£ Millenium Xtra

-
e % Operator v:_-“f-? Operator-defined
- B

B Privileges Fields

» COperator-defined Fields
+ Operator-defined Fields

» [rop-down Entries

Card Class

Badge Type

Prirmary Location

Employee Class

Department

Farking Designation

FParking Assignment

The required entry resides inside one of the following groups -
Drop-down Entries:

Card Class

Badge Type

Primary Location

Employee Class
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Department
Parking Designation
Parking Assignment

2) Edit Drop-down Entries - Mozilla Firefox

File Edit VYiew Histary Bookmarks Tools Help
6 = c )& far 'I_ﬂ“ http:fi127.0.0. 1 jSystemadministrationfoperatordefinedfields . aspx?ID=13 f:f - m' Google

o Edit Drop-down Entries

T 3 " System Cardholder BEvent Hardware System Reports = Historical Maps External
i = @M < Current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems

;:‘lMi“enium xtra Current Pattition: | Default Partition ~| & Logged User:Admin Time Online: 01:48 Base Online: 14:47

.. ® Operator v“.‘{ Operator-defined Threat ?Dmabase +*  Diagnostics ="Parﬁliomi Company % Customer
5" Privileges | %% Fields Levels = Functions - Information | ™ Settings

» COperator-defined Fields

« Drop-down Entries )
et Selected Drop-down List | Card Class v oo e
Drop-down Entries

Badge Type

1 Card Class 1
2 Card Class 2
3 Card Class 3

Frimary Location

Employee Class

Department
Parking Designation
Farking Assignment

T D@D DD @D

@2000-2011 Millennium Group, Inc. Change Passward - Campany nfo - Privacy Policy - ©pen in Separate Window
Done 5)

Card Class Group - here operator can define necessary Card Classes, which then will be used by
Millenium Xtra System.

Card classes may be created, edited, deleted with the help of Add, Edit, Delete buttons. Their display order
(exactly like they will be shown inside corresponding drop-down lists), also may be revised with the help of
.Move Field Up, Move Field Down buttons.

Selected Drop-down List: | Card Class V|

Drop-down Entries
1 Card Class 1
2 Card Class 2
3 Card Class 3

/ Edit | 3 Delete | Move Field Up | Move Field Down
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Badge Type Group - here operator can define necessary Badge Types, which then will be used by
Millenium Xtra System.

Badge types may be created, edited, deleted with the help of Add, Edit, Delete buttons. Their display order
(exactly like they will be shown inside corresponding drop-down lists), also may be revised with the help of
.Move Field Up, Move Field Down buttons.

Selected Drop-down List: | Badge Type V|

Drop-down Entries
1 Badge Type 1
Badge Type 2
Badge Type 3

m , Edit | 3 Delete | Mowve Field Up | Move Field Down

Primary Location Group - here operator can define necessary Primary Locations, which then will be
used by Millenium Xtra System.

Primary locations may be created, edited, deleted with the help of Add, Edit, Delete buttons. Their display
order (exactly like they will be shown inside corresponding drop-down lists), also may be revised with the
help of .Move Field Up, Move Field Down buttons.

Selected Drop-down List: | Primary Location V|

Drop-down Entries
1 Prirmary Location 1
2 Frimary Location 2
3 Frimary Location 3

m / Edit | 3 Delete | Move Field Up | Move Field Down

Employee Class Group - here operator can define necessary Employee Classes, which then will be used
by Millenium Xtra System.

Employee Classes may be created, edited, deleted with the help of Add, Edit, Delete buttons. Their display
order (exactly like they will be shown inside corresponding drop-down lists), also may be revised with the
help of .Move Field Up, Move Field Down buttons.

Selected Drop-down List: | Employes Class v|

Drop-down Entries
1 Employee Class 1
2 Employee Class 2
i} Employee Class 3

m , Edit | 3 Delete | Mowve Field Up | Move Field Down

Department Group - here operator can define necessary Departments, which then will be used by
Millenium Xtra System.

Departments may be created, edited, deleted with the help of Add, Edit, Delete buttons. Their display order
(exactly like they will be shown inside corresponding drop-down lists), also may be revised with the help of
.Move Field Up, Move Field Down buttons.
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Selected Drop-down List | Deparment hd
Drop-down Entries

1 Department 1
2 Department 2
i} Department 3

m / Edit | 3 Delete | Move Field Up | Move Field Down

Parking Designation Group - here operator can define necessary Parking Designations, which then will
be used by Millenium Xtra System.

Parking Designations may be created, edited, deleted with the help of Add, Edit, Delete buttons. Their
display order (exactly like they will be shown inside corresponding drop-down lists), also may be revised
with the help of .Move Field Up, Move Field Down buttons.

Selected Drop-down List: | Parking Designation V|
Drop-down Entries

1 Parking Designation 1
2 Farking Designation 2
i} Farking Designation 3

m , Edit | 3 Delete | Mowve Field Up | Move Field Down

Parking Assignment Group - here operator can define necessary Parking Assignments, which then will
be used by Millenium Xtra System.

Parking Assignments may be created, edited, deleted with the help of Add, Edit, Delete buttons. Their
display order (exactly like they will be shown inside corresponding drop-down lists), also may be revised
with the help of .Move Field Up, Move Field Down buttons.

Selected Drop-down List: | Parking Assignment v|
Drop-down Entries

1 Farking Assignment 1
2 Parking Assignment 2
3 Farking Assignment 3

m / Edit | 3 Delete | Move Field Up | Move Field Down

To add necessary entry inside one of the groups, press [ & na | Add button. Then fill the required entry. Then
modify the required entry in the pop-up window as shown below:

Mevy Dirap-dovwn Entry;

To edit necessary entry inside one of the groups, select the required entry, click on it and press Edit
button. Then modify the required entry in the pop-up window as shown below:
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Millenium Xtra: Edit Drop-down Entries

Edit Drop-down Entry: Card Class 1

To delete necessary entry from one of the groups, select the required entry, click on it and press
Delete button. Delete Confirmation pop-up window will ask the operator to confirm his action.

~ Millenium Xtra: Edit Drop-down Entries

Do you really want to delete current record?

To move necessary entry one step up in the table, select the required entry, click on this entry and press
Move Field Up button. No popups will appear; the record only will be moved one step up.

To move necessary entry one step down in the table, select the required entry, click on this entry and press
Move Field Down button. No popups will appear; the record only will be moved one step down.

To return to Edit Operator-defined Fields screen, press Operator-defined Fields (* Qeerstor-defined Fields ) fyytton.
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System Administration - Threat Levels

%) Threat Levels - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

6 = c X ot - | g http:fj127.0.0.1Systembdmiristration/threatlevels, aspx f} b |§' Google

o] Threat Levels

= ) o " System Cardholder = Event Hardware System Reports = Historical Maps External
i — @M G Current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems
ﬁi‘lmi“enium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 00:00 Base Online; 00:20
% Operator | _c® Operator.defined | ;4:: Threat |S@= Database - Diagnostics = Partitions Company @@ Customer
5™ Privileges | %% Fields ; Levels | m= Functions - — information (™ Settings
[ - -
v Threal Levels " Current Threat Level

+Normal

Green Current threat level: m {3 Help

Bluge -

ellow “* Threat Level Settings

Orange

Red Threat level: SN

THREAT LEVEL CHANGE OPTIONS

| Logoaff all connected to systern operatars
[ only operatars with Privilege Level 1 can log into system

Osend LockiUnlock cammand ta | All Doagrs %

Channe Password - Company [nfo - Privacy Policy - Open in Separate YWindow

S

@2000-2011 Millennium Group, Inc.

Dorne

Here the Millenium Xtra Operator could set up:
e Current Threat Level for the System.
e Individual Threat Level Settings for each of the existing System Threat Levels.

To set up the Current Threat Level for the System - select the desired current threat level with the help of
the "Current threat level" drop-down list. Press Save button. Current Threat Level is saved.

Click on the required Threat Level in the Left-side Menu or change the value of a "Threat level" drop-down
list. Edit necessary fields among Threat Level Change Options.

Available Fields and their assignment:
e "Logoff all connected to system operators" checkbox
e "Only operators with Privilege Level 1 can log in to system" checkbox

22 Millenium Xtra User Guide Version 7 —09/13/2012
Millenium Group



MilleniumXtra

e "Send" checkbox
e "Lock/Unlock" drop-down list
e "All Doors" drop-down list

Here the Millenium Xtra Operator may:
- check/uncheck the "Logoff all connected to system operators" checkbox;
- check/uncheck the "Only operators with Privilege Level 1 can log in to system" checkbox;

- check/uncheck the "Send" checkbox. If this checkbox is checked, the Millenium Xtra Operator may enable
sending Lock or Unlock command to "All Doors" when the threat condition will occur.

- select Lock or Unlock value for the command which will be sent to "All Doors"

Available Buttons and their assignment.
There are following buttons available for the operator:
ralam Card Setun- Algrm Card Setup button (for all Threat Level Groups)

Save button (for all Threat Level Groups except Normal)
Cancel (for all Threat Level Groups except Normal)

Normal Group could not be edited, so Save and Cancel buttons for this group are not displayed.

After finishing, press Save button if you wish to save your changes. Press Cancel button, if
you wish to cancel your changes.

If you press any other button then (without saving changes), you'll obtain the following popup
message:

Do youwant to save the changes wou made to database®

"Yes" - saves your changes, "No" - cancels your changes, "Cancel" - cancels your last action (pressing of a
button or clicking anywhere in menu).

Alarm Card Setup

To set up alarm cards for different threat levels, please do the following.
1. Press ' eamcards=sun Algrm Card Setup button.
The screen will display look like this:
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?) Alarm Cards Setup - Mozilla Firefox

File  Edit ‘iew History Bookmarks Tools  Help

G o= c x far - | g http:ff127.0.0.1/Systemadministration/AlarmCardsSetup, aspx D=1 ﬁ 5 |?" Google

1 Alarm Cards Setup
) 3 " System Cardholder = Event Hardware System Reports = Historical Maps External
& = @ ™ Current Threat Level: Administration | Data Monitoring Configuration Configuration Log Systems
ﬁi‘l Milhnium x'tra Current Patition: | Defaull Farition | & Louged User:Admin Time Online; 01:54 Base Online; 14:52
', ® Operator | o Operator-defined Threat S Database :°  Diagnostics e Partitions Company % Customer
”i Privileges "%~ Fields Levels = Functions L— Information (I Settings
v Threat Levels =" Alarm Cards Setup
+Normal
Green Alarm Cards to move systermn fo Level » Threst Levels
Blue [ show all available cards Assign Alarm Card: _ Add
Yellow
Crange
Red
Add Right >>
©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window
Daone S) .
2.

2. Choose the required threat level (select one from the drop-down list “Alarm Cards to move system to”
or use the Left-side Menu)

| Threat Levels

& — @ M < Current Threat Level:

522 Millenium Xtra

7, Operator-defined
~ Fields

% Operator
Ma™ Privileges

w Threat Levels
+Normal
Green
Blue
‘ellow
Qrange

Red

3. Check the “Show all available cards” checkbox.
All available cards will be shown in left window:
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2';-."1“ Alarm Cards Setup

Alarm Cards to move system t0| Marmal M | Level » Threst Levels

Show all available cards

Add Right >>

7 5 T conca

4. Select the required Card among available in the left-side window.
Press Add Right button to add the cardholder’s card to selected threat level:

g-i""”ﬂ Alarm Cards Setup

Alarm Cards to move system t0| Marmal A | Lewel » Threst Levels

Show all availahle cards

2 - Charles Daniels

Add Right >>

(7 520 1S car

5. When the cardholder’s card needs to be removed from the current threat level, select the required Card
among available in the right-side window.

Press Remove button to remove the cardholder’s card from selected threat level.

6. After finishing, press Save button if you wish to save your changes. Press Cancel
button, if you wish to cancel your changes.

If you press any other button then Save (without saving changes), you'll obtain the following popup
message:

Millenium Xtra: Threat Levels

Do you want to save the changes you made to database?

"Yes" - saves your changes, "No" - cancels your changes, "Cancel" - cancels your last action (pressing of a
button or clicking anywhere in menu).

7. To return to the main Threat Levels screen, press ' Ireilesls Threat Levels button.
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System Administration - Database Functions

?) Import Cardholder Data - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

G = c }\ far - | g hitp:fi127.0.0.1Systemadministration/databasefunctionimport . aspx ﬁ - |§' Google

| Import Cardholder Data

f = ) o " System Cardholder = Event Hardware System Reports = Historical Maps External
i — @M G Current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems
;:‘l Mi“enium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online; 00:01 Base Onfine; 00:21

Operator | _«® Operator-defined Threat = Database :° Diagnostics ‘= Partitions Company = ‘® Customer
"l Privileges | *~ ~/ Fields Levels @ Functions - — information | ff* Settings
+Import Cardholders Data = Import Cardholder Data
Export Cardholders Data
Database Backup Schedule DATA SOURCE
Restare Database Diata Source File (Zip archive or file):
Backup Settings | |[ Browse.. ]
Irmage Source File (Zip archive):
|[ Browse.. ]
Sign Source File (Zip archive)
|[ Browse.. ]
SELECTED IMPORT FILE FORMAT HELD HEADERS
@ cormma delimited Field headers are included in file
O Tab delimited
O
O ADOMNET Dataset

@2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window

Dane 5) -

Database Functions screen is necessary for making quick and easy Import / Export of the Millenium Xtra
Database, Backing up and Restore of the Millenium Xtra Database, and Scheduling of the Millenium Xtra
Database backup processes. The Millenium Xtra Database Backup Settings may also be provided here.

a) Importing Cardhoders Data.

Importing Cardhoders Data is hecessary for making quick and easy update of the Millenium Xtra Database.
Select Import Cardhoders Data from the Left-side Menu.
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o= Import Cardholder Data

% ® Operator
fl Privileges

+ Import Cardholders Data
Export Cardholders Data
Database Backup Schedule
Restore Database

Backup Settings

To update the Millenium Xtra Database with new data, prepare your cardholder data file(-s) in one of the
following formats:

e Comma delimited (text file, where data fields are delimited with Comma symbol.)
e Tab delimited (text file, where data fields are delimited with Tab symbol.)

e XML (file in convenient .XML format)

e ADO.NET Dataset (file in ADO.NET Dataset .XML format)

Three source files (Data Source file, Image Source file and Sign Source file) may be uploaded as they are
or may be archived (using ZIP compression).

Image Source File and Sign Source File must be archived before uploading.

Field headers may be included or not included in your data source file (see the corresponding checkbox).
All the fields' specifications and field types for data source files are discussed in Addendum A.

To import cardholder's data, please do the following.

1) Prepare your source file(-s). Note that Image Source File and Sign Source File must be ZIP archived.

2) Press the first Browse... button and select your local Data Source File (or ZIP archive).
Press OK.

3) Press the second Browse... button and select your local ZIP archived Image Source File.
Press OK.

4) Press the third Browse... button and select your local ZIP archived Sign Source File. Press
OK.

5) Please indicate the Selected Import File Format using one of Radio buttons.

6) Please check or uncheck the "Field headers are included in file" checkbox using corresponding
checkbox.

Note: The Data Source File (step 2) is mandatory. Steps 3) and 4) may be omitted.
7) Press @ Send button.
The screen will look like this:
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2) Import Cardholder Data - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

G - c 0; oy "é http:f§127.0.0. 1 }Systemadministration/databasefunctionimport aspx 9~ Google

4 Import Cardholder Data

& 2 @ M Current Threat Level: Systemn Cardholder = Event Hardware System Reports = Historical Maps External

Administration | Data Monitoring Configuration Configuration Log Systems
;"_“1 Mi“enium x'tra Current Patition: | Defaull Farition | & Logged User:Admin Time Online; 00:01 Base Online; 00:21
', Operator | (<& Operator-defined Threat = Database :° Diagnostics = Partilions Company ‘% Customer
ﬂi' Privileges | "%~ Fields Levels | == Functions ¥ L — Information (I Settings
+Import Cardholders Data = Import Cardholder Data
Export Cardholders Data
Datahase Backup Schedule AININEORERULES
Restore Datahasze ® Update existing records when matched - plus add new O Do notupdate matched records - add new only
Backup Settings O cinly update matched records - do not add new
DATA FIELDS TO IMPORT
User Data Fields Available System Data Fields Available
el i #| |Employee D ~
go:umng 1 |LastMNarme =
leumn? First Mame
Columnﬁ Middle Initial
CD|umng Frimary Location
QMmN Employee Class
Caolumn10 Y| |leaie Oate v
m Add all fields with matched names
Import Fields Map
User Field Name System Field Name
+* Run Import | & Cancel Import
©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window
Dare S

8) Indicate required Data Import Rules using one of three Radio buttons. You may select one of the
following options:

e Update existing records when matched - plus add new. This option allows adding of new
records as well as updating of the existing ones.

e Do not update matched records - add new only. This option allows only updating of the existing
records. No adding of new records will be done.

e Only update matched records - do not add new. This option allows only adding of new records.
No updating of the existing records will be done.

9) Indicate Data Fields required to Import to the Millenium Xtra Database and build the required Import
Fields Map. The window displays available User Data Fields (left column) and System Data Fields
Available (right column). The Fields set in left column depends on your prepared file and may contain the
following entries:

e Columnl, Column2, Column3, Column4, Column5.
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The Fields set in right column depends on your prepared file and may contain the following entries:

Employee ID, Last Name, First Name, Middle Initial, Primary Location, Employee Class, Issue Date,
Employment Date, Department, Internal Phone, Supervisor, Master Area, Company E-mail,
Comment 1, ADA Shunt, Parking Designation, Parking Assignment, Re-issue Date, Badge Print
Date, Vehicle Model, Vehicle Year, Vehicle Color, License Plate No., Home E-mail, Comment 2,
Picture, Signature.

Card 1 Printed Card No., Card 1 Encoded Card No., Card 1 Activation Date, Card 1 Expiration
Date, Card 1 PIN, Card 1 Active, Card 1 Card Class, Card 1 Badge Type, Card 1 Access Level 1,
Card 1 Access Level 2, Card 1 Access Level 3, Card 1 Access Level 4, Card 1 Access Level 5,
Card 1 Access Level 6.

Card 2 Printed Card No., Card 2 Encoded Card No., Card 2 Activation Date, Card 2 Expiration
Date, Card 2 PIN, Card 2 Active, Card 2 Card Class, Card 2 Badge Type, Card 2 Access Level 1,
Card 2 Access Level 2, Card 2 Access Level 3, Card 2 Access Level 4, Card 2 Access Level 5,
Card 2 Access Level 6.

Card 3 Printed Card No., Card 3 Encoded Card No., Card 3 Activation Date, Card 3 Expiration
Date, Card 3 PIN, Card 3 Active, Card 3 Card Class, Card 3 Badge Type, Card 3 Access Level 1,
Card 3 Access Level 2, Card 3 Access Level 3, Card 3 Access Level 4, Card 3 Access Level 5,
Card 3 Access Level 6.

Select one of the fields inside left window and the corresponding one inside right window.
Both fields should be marked blue as shown below:
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2) Import Cardholder Data - Mozilla Firefox
File Edit ‘Mew History Bookmarks Tools  Help

G - c 0 {ar | g™ http:f127.0.0.1)SystemAdministrationfdatsbassfunctionimport. aspx f_\f - m' Google

| Import Cardholder Data

) o . System Cardholder PBvent Hardware System Reports | Historical Maps  External
@ — @ ™ < Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems

ﬂMi“enium xtra Curtent Partition:| Default Partiion ~| £ Logged User:admin Time Online: 05:11 Base Online: 17:55

Operator n““\ Operator-defined Threat =Dalabase +*  Diagnostics =Parﬁlion:
ﬂl Privileges 't“l Fields Levels = Functions @, =

Company % Customer
Information Settings

+Import Cardholders Data ,_,s!" Import Cardholder Data
Export Cardholders Data

Database Backup Schedule DATNIMBORIRULES

Restore Database @ Update existing records when matched - plus add new O Do not update rmatched records - add new anly
Backup Settings O only update rmatched records - do not add new

DATA FIELDS TO IMPORT

User Data Fields Avallable System Data Fields Avallable

Last Name | |Emplovee ID ~
—| |LastName R

Middle Initial

Primary Location Middle Initial

Employee Class Prirmary Location

lssue Date Employes Class

Emnloumeant Nate s lzsne Mate b

m Add all fields with matched names

User Field Name

Import Fields Map

System Field Name

+* Runimport | & Cancel Import @ Help

Chanoe Password - Company Info - Privacy Policy - Open in Separate Window

S

@2000-201 2 Millennium Group, Inc.

Done

Then press m Add button. The mapped items will appear in Import Fields Map window. Do this for all
of the required fields (select conformities and press Add button for all of them). In case of wrong
mapping, you may remove some mapped items from the bottom window. To remove one of the mappings,
select this mapping and press Remove button. The mapping will be removed.

10. In case when field names in left window are coincided with field names in right window (use Addendum

A for reference purposes), the step 9 is not necessary or may be provided only for those fields which do not
have equal names. Just press “"" CCER LY ' Add all fields with matched names" button and check
the result in the Import Fields Map. Correct or add some of the mappings using step 9, if necessary.

11. When the mapping will be finished, press m Run Import button to provide import. Pressing
Cancel Import button cancels importing.

In case of erroneous mapping(-s), the popup will appear:
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"Employee D", "First Mame", "Last Mame" should be selected from System
Figlds.

«* DK

Follow the instructions and fix your errors. Press Run Import button again.

Note: To avoid mapping errors, please prepare your file(-s) strongly in accordance with instructions
described in Addendum A.

In case of successful mapping(-s), the process of import will be initiated and the corresponding popup
message will appear:

Don't wait until the command is completed

You may press the button “Don't wait...”; the Millenium Xtra System will inform you when the import process
will be completed. Press the button and do all what you need.

After sending data to the Server, you will obtain the following popup message:

Note: The process of import is logged and this log will be displayed in the main import results window for
every record which contains errors.

If the record was not imported successfully, the log line looks like this:

Import Cardholder Data

Line #0 Field#1 (ColumnZ) is empty, but this field should be present. This record is not
Line #1 Field#1 (Column2) is empty, but this field should be present. This record is not
Line #2 Field#1 (ColumnZ2) is empty, but this field should be present. This record is not
Line #3 Field#0(Column1) is empty, bhut this field should be present. This record is not
Line #4 Field#1 (ColumnZ) is empty, but this field should be present. This record is not
Line #5 Field#1 (Column2) is empty, but this field should be present. This record is not
Line #& Field#0(Column1} is empty, but this field should be present. This record is not
Line #7 Field#1 (Columnz) is empty, hut this field should be present. This record is not
Line #8 Field#0(Column1) is empty, but this field should be present. This record is not
Line #8 Field#1 (Column2) is empty, but this field should be present. This record is not
Line #10 Field#1{Calumn2) is empty, butthis field should be present. This recard is nc
Line #11 Field#1{Column2) is empty, butthis field should be present. This recard is nc
Line #12 Field#1{Column2) is empty, butthis field should be present. This recaord is nc
Line #13 Field#1{Column2) is empty, butthis field should be present. This record is nc

Line #44 Field#0(Columnl) is empty, but this field should be present. This record is not imported.
If the record was imported successfully, the screen will look like this:
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Millenium Xtra: Controller Download

Do you weant to download your changes now?

"Do you want to download your changes now?" popup window immediately appears.
Yes - submits your import process, No - breaks your import process.
After pressing OK button , you will be prompted with this popup again:

b) Exporting Cardhoders Data

Exporting Cardhoders Data is necessary for making quick and easy snapshot of the Millenium Xtra
Database for cardholders’ data.

Select Export Cardhoders Data from the Left-side Menu.

a Import Cardholder Data

# — @ M <& current Threat Level:

2 Millenium Xtra

5 % Operator
'TE" Privileges

% Operator-defined
%~ Fields

-

+Import Cardholders Data
Export Cardholders Data
Databasze Backup Schedule
Restore Database

Backup Settings

Your screen will look as this one:
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?) Export Cardholder Data - Mozilla Firefox
Fle Edit Wew History Bookmarks Tools  Help

@ b c A - | g http:f{127.0.0.1Systemadministration/databasefunctionexport . aspx ﬁ '| |':T.' Googls )f::'|

o Export Cardholder Data

i g @ ™ < Current Threat Level: Systemn Cardholder = Event Hardware Systemn Reports = Historical Maps @ External
M = b . [i

Administration | Data Monitoring = Configuration = Configuration Log Systemns
ﬁl Mi“enium Xtra Gurrent Partition | Default Partiion | &, Legged User:Admin Time Online: 02:20 Base Online: 15:18
G_n ) Operator .{‘g Operator-defined Threat =' Database | +°  Diagnostics =' Partitions Company 5 Customer
ﬂi' Privileges *+ / Fields Levels @ Functions W) _— information | ™ Settings
Import Cardholders Data ,,ﬂ Export Cardholder Data
+Export Cardholders Data
Datahase Backup Schedule EXPORT FILE FORMAT IMAGES
Restore Database @ Cormma delimited O ML [l Include associsted images
Backup Settings
- OTandelimited O ADOMET Dstaset
DATA FIELDS TO EXPORT
Available Data Fields Export Fields Mapap
Employee 1D ad
Last Mame
First Name
Middle Initial

Frimary Location
Emploves Class
lssue Date
Employment Date

Deparmen
Internal Phane

Supervisor
MasterArea.
Company E-rmail

Farking Designation

Farking Assignment

Fe-issue Date

Badge Print Date

“Wehicle Model

Wehicle Year

“ehicle Colar

License Plate Nao.

Hame E-mail

Comment 2 et

# Move Field Up | ¥ Move Field Down | Rename Fields

swailable cards: [ card 1 O cad 2 Ccard 3

Change Password - Company Info - Privacy Policy - Open in Separate Window
S

@2000-2011 Millennium Group, Inc.

Done

Cardhoders Data can be exported into one of the following formats:

e Comma delimited (text file, where data fields are delimited with Comma symbol.)
e Tab delimited (text file, where data fields are delimited with Tab symbol.)

e XML (file in convenient .XML format)

e ADO.NET Dataset (file in ADO.NET Dataset .XML format)

Necessary Data Fields can be choosen via "Select Data Fields to Export:" window located on the left side.
Available Data Fields for export are presented below:

Available Data Fields

Employee ID, Last Name, First Name, Middle Initial, Picture, Signature, Printed Card No., Encoded Card
No., Activation Date, Expiration Date, PIN Active, Card Class, Badge Type, Access Level 1, Access Level 2,
Access Level 3, Access Level 4, Access Level 5, Access Level 6, Facility Code, Primary Location,
Employee Class, Issue Date, Employment Date, Department, Internal Phone, Supervisor, Master Area,
Company E-mail, Comment 1, ADA Shunt, Parking Designation, Parking Assignment, Re-issue Date,
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Badge Print Date, Vehicle Model, Vehicle Year, Vehicle Color, License Plate No., Home E-mail, Comment
2.

These fields include general cardholders' information fields and card-specific information fields.

Card-specific information fields are the following:

Card 1 Printed Card No., Card 1 Encoded Card No., Card 1 Activation Date, Card 1 Expiration Date, Card 1
PIN, Card 1 Active, Card 1 Card Class, Card 1 Badge Type, Card 1 Access Level 1, Card 1 Access Level 2,
Card 1 Access Level 3, Card 1 Access Level 4, Card 1 Access Level 5, Card 1 Access Level 6.

Images may be included or not included in your exported file (see the corresponding checkbox).
All the fields' specifications and field types for data source files are discussed in Addendum A.

For Exporting Cardhoders Data, please do the following.
1) Select the required Text Export File Format among 4 available (see above).

2) Check "Include associated images" checkbox if images associated with cardholders' data should be
exported.

3) Select Data Fields to Export (provide the Export Fields Map).
Use Add Right, Remove, Add All, Remove All buttons to provide

your selection:

4) Check the required cards among available in your system, using the corresponding checkboxes.

Note: card-specific information fields will be output for every cardholder as many times as many cards you'll
check. So, if there are three cards on your system, all of the card-specific information fields (provided in
your export map) will be exported strictly according to the number of checked cards.

5) Select any of the fields in the Export Fields Map window. Use buttons Move Field Up, Move Field Down,
Rename Field to change the order of fields in your output file and to rename some fields if necessary.

If you wish to rename the field, select it in the Export Fields Map window and press the Rename Field
button. If you wish to move the selected field one step up, press the Move Field Up button. If you wish to
move the selected field one step down, press the Move Field Down button.

Note: This step is not necessary.
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?) Export Cardholder Data - Mozilla Firefox
Fle Edit Wew History Bookmarks Tools  Help

é - c % far - | g http:f{127.0.0.1Systemadministration/databasefunctionexport . aspx ﬁ - m' Google

o Export Cardholder Data

f ) e - Systemn Cardholder = Event Hardware System Reports = Historical Maps  External
@ = @M < Current Threat Level: Administration | Data Monitoring | Configuration = Configuration Log Systems
;ﬂl Mi“enium Xtra Gurrent Partition: | Default Partiion | &, Legged User:Admin Time Online: 02:21 Base Online: 1513

) Operator & Operator-defined Threat ? Database |+ Diagnostics # Partitions Company 5 Customer
Privileges *+ / Fields Levels @ Functions O - — information | ™ Settings
Import Cardhalders Data _,,“ Export Cardholder Data
+Export Cardholders Data
Datahase Backup Schedule EXPORT FILE FORMAT IMAGES
Restore Database @ Cormma delimited O ML [l Include associsted images
Backup Sett)
. OTandelimited O ADOMET Dstaset
DATA FIELDS TO EXPORT
Available Data Fields Export Fields Mapap
Departrment - | Employee ID
Intermal Phone Last Mame
Supervisor First Name
haster Area Middle Initial
Company E-mail Frimary Location
Comment 1 Employee Class

Farking Designation

Issue Date

Farking Assignment

Re-issue Date E
Badge Print Date

Yehicle Model
Wehicle Year

Yehicle Color
License Plate Mo
Horme E-mail

Comment 2 =
Ficture

Signature

Current Status

Printed Card No.

Encoded Card MNo.

Activation Date

Expiration Date
PIMN bt

Employment Date

# Move Field Up | ¥ Move Field Down | Rename Fields

swailable cards: [ card 1 O cad 2 Ccard 3

@2000-2011 Millenniurn Group, Inc. Change Pagsword - Company Infa - Privacy Policy - Open in Separate Window

Done

S .
6) Press Run Export button.
7) The exported file will be prompted to be opened with the appropriate program (WinZIP, etc.) or to be
saved according to your current internet browser settings and current OS settings.
dholderExp_10252009155215.zip
‘fou have chosen o open
. CardholderExp_1025200915521 5.zip
which is a: WinRAR ZIP archive
from: http:ff127.0.0.1
What should Firefox do with this fils?
O Openwith | WinRAR.ZIP (default) v
(3): Save File
[] Da this automatically Far files like this from now on,
[ QK ] [ Cancel
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Choose the required action, and then press OK to save (or open) exported file or press Cancel to cancel the
export operation.

8) Exported file name has the following syntaxis:

CardholderExp_10202009165354.zip, where "CardholderExp_ is" the prefix, "mmddyyyyhhmmss" is the
date and time of export, ".zip" is the file's extension.

c) Database Backup Schedule

Database Backup is necessary for making quick and easy backup copies of the whole Millenium Xtra
Database. This backup may also be scheduled according to your needs.

Select Database Backup Schedule from the Left-side Menu.

2) Datahase Backup Schedule - Mozilla Firefox

File Edit VYiew Histary Bookmarks Tools Help
6 - c A Gy - | g hetp:f{127.0.0.1/Systemadministration/DatsbaseSchedule, aspx D=4 f:f v |=T" Google

ﬂ"‘ Database Backup Schedule

T s . System Cardholder BEvent Hardware System Reports = Historical Maps External
i = @M < Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems

;:‘lMi“enium xtra Current Pattition: | Default Partition | & Logged User:Admin Time Online: 02:24 Base Online: 15:22

5,_-:_6_3 Operator vﬁ Operator-defined .'#{ Threat ' Database -° Diagnostics ‘= Partitions Company %  Customer
B~ Privileges %37 Fields g Levels | == Functions " - Information | ™ Settings

Import Cardholders Data E% Database Backup Schedule
Export Cardholders Data

*Database Backup Schedule
Restore Datahase Scheduler Type: ® one Time O Periodic [l Task Enabled
Backup Settings

SCHEDULER SETTINGS

On date: | 45372011 Attime: 12:00:00 Aht O oelete on successfully finished

Perforn Backup Now o= Clear /New | +* Add/Update | 3 Delete Selected 7! Help

Start Date End Date Time S M T W T F S DayP/O Enabled
4120711 - 12:00:00 AmM -0
4i2i2011 - 12:00:00 Ak -0

@2000-2011 Millennium Group, Inc. Change Passward - Campany nfo - Privacy Policy - ©pen in Separate Window
Dane S

Press Perform Backup Now button if you wish to make the backup manually.
Use Scheduler settings: window controls to schedule backups according to your needs.
Scheduler Type:

One Time Radio button - for making one-time scheduled backup.
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Periodic Radio button - for making periodic scheduled backups.
Task Enabled checkbox - If checked, the current task is enabled.
On date: field - for the date of database backup selection. Click here and the Calendar popup will appear:

Database Backup Schedule

Scheduler settings:

Scheduler Type: ® One Time © Periodic

On date: | 10/6/2009

[Joslst 4 October, 2009 3
Su Mo Tu We Th Fr Sa
27 28 29 30 1 2 3
4 58 7 8 810
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30 N
1 2 3 4 5 6 75

Start Date | En

Today: Qctober 25, 2009

Select the required date.
At time: field - for the time of database backup selection. Select the required time.

Delete on successfully finished checkbox - If checked, the current task will be deleted from scheduler
after successful run.

If Periodic Radio button is chosen, two windows will appear:
Run On Day:
Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Saturday or Day of Month.
Select the desired option (check the appropriate checkbox)
Occurs: - has also two options.

Once at - input the time to run backup once.

Every - see the explanation below.
If Every option is chosen, following controls will appear:
Hour(s) / Minute(s) Combo box - select the desired unit
Starting at: field - input the "starting at" time for the backup here
Ending at: field - input the "ending at" time for the backup here
Note: Minutes values can be entered in the range of 1 to 1440;
Hours values can be entered in the range of 1 to 23.

Press Clear/New button if your current Database Backup Schedule values were input
incorrectly.

Press Add/Update button if you wish to save your current Database Backup Schedule.
Saved schedule items appear in the bottom part of a screen.
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?) Database Backup Schedule - Mozilla Firefox

Fle Edit Wew History Bookmarks Tools  Help

- c A - | g hitp:f{127.0.0.1Systemadministration/Dat abaseScheduls. aspxeID=4 ﬁ - m' Google

| Database Backup Schedule

Systemn Cardholder = Bvent Hardware Systemn Reports = Historical Maps  External
Administration | Data Monitoring = Configuration = Configuration Log Systemns

Current Partition: | Default Partiion v & Logged User:Admin Time Online: 02:26 Base Online: 15:24

0.*“ Operator-defined Threat ?Dﬂiﬂhﬂse +*  Diagnostics #Parﬁliuns Compamny %  Customer
~'7 Fields Levels = Functions - information | I Settings

Import Cardhalders Data E% Database Backup Schedule
Export Cardhaolders Data

»Database Backup Schedule S nCS
Restore Database Scheduler Type: O One Time @ Periodic [ Task Enabled
Backup Settings Start Date: | 455/2011 Mo End Date
RUN ON DAY OCCURS
Osunday  Clwiednescay [ satursay [Every: || 1 Hd[Hours) |v|starting 2t 00:00:00 AM
O onday DThursday O Day of Month Ending at | 00:01°00 Ah
DTuesday |:|Fnday "
1 Ll
Perfom Backup Now "" Clear /New | +* Add /Update | 3¢ Delete Selected {7 Help
Start Date End Date Tilme S M T W T F § DayPi0 Enabled
420711 - 12:00:00 AmM -0
4212011 - 12:00:00 A -0

@2000-2011 Millenniurn Group, Inc. Change Pagsword - Company Info - Privacy Palicy - Open in Separate Window

s

Done

The operator could not edit saved schedule items, they could only be deleted.

Press EXEEEEIDelete Selected button if you wish to delete the selected (in the bottom part of a
screen) Database Backup Schedule item.

Confirmation popup will ask if you want to remove item:

Millenium Xtra: Database Backup Schedule

Do wouwant to delete selected schedule?

Do you want to delete selected schedule?
"Yes" — confirms delete operation, "No" - cancels delete operation.

Note: If "Delete on successfully finished" is checked, the successfully performed schedule items will be
deleted automatically.

d) Restore Database
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This is necessary if you wish to restore the Millenium Xtra Database from one of the earlier-performed
backups. Select Restore Database from the Left-side Menu.

The screen will display:

2) Restore DataBase - Mozilla Firefox
File Edit Wew History EBookmarks Tools Help

6 - c X & - | g hEtpif127.0.0.1/SystemAdministrationrestoredat sbass, aspx {:f - I?" Google

| Restore DataBase

L e . System Cardholder | Event Hardware System Reports = Historical Maps  External
& = @ M Current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems
j‘:’l Mi“enium Xtra Current Partition: | Default Parition »| & Logged User:Admin Time Online: 02:31 Base Online: 15:29
% Operator v‘.“\ Operator-defined Threat "=' Database | = Diagnostics "=' Partitions Company 5_ Customer
ﬂi" Privileges “%~ Fields Levels = Functions = Information | f™ Settings
Import Cardholders Data ,",“ Restore DataBase
Export Cardholders Data
Database Backup Schedule SEECTBACKURTO RESTORE:
+Restore Database | Backup date: 04/29/2011 Backup#: 1 w
Backup Settings Cinclude Historical Log Data
©2000-2011 WMillennium Group, Inc Change Password - Company Info - Privacy Policy - Open in Separate Window
Done 5) ]

Select one of the available backups using corresponding Combo box.
If you wish to include Historical Log Data, check the corresponding checkbox.

Restore button - restores the selected Millenium Xtra Database.
Cancel button - cancels your selection.

Press the Restore button to restore the selected Millenium Xtra Database.
Confirmation popup will appear:

Millenium Xtra: Restore DataBase

Arewou sure you want to Restore a saved database?
Ifthe current datahase has not been backed up it will be lost.
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Are you sure you want to Restore a saved database? If the current database has not been backed up it will
be lost.

"Yes" - restores database to one of the selected backups. "No" - cancels operation.

e) Backup Settings

) Backup Settings - Mozilla Firefox

File Edit VYiew History EBookmarks Tools  Help

é - c % oy - | g htp:127.0.0.1/Systemadministrationfbackupsettings, aspx f\f - IE' Google
o] Backup Settings
p— 3 . System Cardholder = Event Hardware Systemn Reports | Historical Maps  External
# = O M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems
ﬁ:‘l Mi“enium Xtra Current Patition: | Default Partition +| & Logged User:dmin Time Online: 02:33 Base Online: 15:32
% Operator Operator-defined Threat = Database | = Diagnostics =' Partitions Company % Customer
ﬂi " Privileges Fields Levels = Functions ) = information ™ Seltings
Import Cardholders Data ‘P Backup Settings
Export Cardholders Data
Database Backup Schedule BACKUP FOLDER
Restore Datahasze WPC-5407\Backupl
»Backup Settings
BACKUP IMAGE SETTINGS
Oprocess backup without cardholder images
[ rracess backup withoutfloor map images
HISTORICAL LOG TIME LIMIT
Ooelete Log Entries after. y :‘ hanths y :‘ Days
@2000-2011 Millennium Group, Inc. Change Passward - Campany nfo - Privacy Policy - ©pen in Separate Window
Done 5)

There are following Backup Settings in the Millenium Xtra System:

e Backup Folder

Backup Folder - folder for backup copies on your server (for example, \Server\Backup\ - where \\Server is
the server name). Millenium Xtra Operator may input the necessary path directly into the corresponding
field.

Note: Backup Folder is required field. If it will be empty or incorrect, the page could not be saved.

e Backup image settings
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Process backup without cardholder images - check this checkbox to disable backing up of cardholder
images.

Process backup without floor map images - check this checkbox to disable backing up of floor map
images.

e Historical Log Time Limit
Delete Log Entries after: _ Months ___Days
Input the value here to enable the Millenium Xtra System remove old logs automatically.
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System Administration - Diagnostics

7) Diagnostics - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

6 - c x m &3 l: o http:fi127.0.0. 1 {Systemdmiristrationsystemdiagnostics. aspx ﬁ b | |'?,—l - Google
o Diagnostics
o o " System Cardholder = Event Hardware System Reports = Historical Maps External
i — @M G Current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems
/I;"_“l M“hnium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online; 00:01 Base Onfine; 00:21
Operator Operator-defined Threat S Database -°  Diagnostics S Partitions #CH Company =~ @ Customer

”] Privileges | *~ ~/ Fields Levels == Functions _— information | ff* Settings
» Metwark Diagnostics e Network Diagnostics
» Hardware Diagnostics

Metwork diagnostics provide for testing of the Internet connections o userworkstations and contrallers. This includes general Internet connectivity and
» System Tesis ) i

specific connections to the host site
» Systerm Component Versions
¥ Software Diagnostics -—- Hardware Diagnostics

Hardware diagnostics pravide far running specific hardware test supported by the controllers.

£ System Tests

Systerm test provide aview into systern operation statistics. Functions include Database status (size, deleted records, backup status, ete.). Historical Archive

status {size, days to closing, etc.), User status (number and list of who logged an, etc.).

s -

ystem Component Versions
Show systermn component versions.
Software Diagnostics

Restart Services and web site.
@2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Dane |S) .

2l

All available Millenium Xtra System Diagnostic tools are placed inside five groups.
The Millenium Xtra System Diagnostics includes following screens:

Network Diagnostics

e Server Ping
Hardware Diagnostics

e Reset Controller

e Firmware Report

e Firmware Download
System Tests

o Database Size

e Historical Log Size
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e Event Generator
System Component Versions
e Component Versions
Software Diagnostics
o Restart Services
e Restart Millenium Xtra web site

Network Diaghostics

Network diagnostics is provided for testing of the Internet connections to user workstations and controllers.
This includes general Internet connectivity and specific connections to the Millenium Xtra host site.

2) Server Ping - Mozilla Firefox
File Edit Yew History Bookmarks Tools Help

6 - c ;ag 'I_‘?l http:f§127.0.0. 1 jSystemadministrationfserverping. aspx {_\\f - m' Google

£ Server Ping

1 e " Systemn Cardholder = Event Hardware Systemn Reports = Historical Maps @ External
& = @ ™ <3 current Threat Level: Administration | Data Monitoring Configuration Configuration Log Systemns

j‘:lMi“enium xtra Current Parition: | Default Parition v & Logged User:Admin Time Online: 0236 Base Online: 1534

) Operator ':M“\ Operator-defined Threat | S Database | :*  Diagnostics - Partitions ﬂl:ompany % Customer

ﬂ- Privileges '/ Fields Levels = Functions o - Information | ™ Settings

v Metwork Diagnostics B Network Diagnostics - Server Ping
*Server Ping

¥ Hardware Diagnostics NETWORICTES S RESULT

3 Bystermn Tests

» Bystern Component Yersions

¥ Software Diagnostics m {7 Help

@2000-2011 Millennium Graup, Inc. Change Passward - Company Info - Privacy Policy - Open in Separate Window
Dane 5_) L

Hardware Diagnostics

Hardware diagnostics is provided for running specific hardware tests supported by controllers. These tests
can include communications test, memory test, software version checks and time/date checks.
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2) Reset Controller, - Mozilla Firefox

Fle Edit Wew History Bookmarks Tools  Help
6 - c X far ":l:l hktp:fi127.0.0.1 /Sy stemadministration resstcontroller . aspx ﬁ - |§' Google

| Reset Controller

Systemn Cardholder = Event Hardware Systemn Reports = Historical Maps  External
Administration | Data Monitoring = Configuration = Configuration Log Systemns

Current Partition: | Default Partiion v 8) Logged User:Admin Time Online: 02:37 Base Online: 15:35

Operator Operator-defined | - Threat ?Dalahase ot Diagnostics ?Parﬁliuns Company %  Customer
Privileges < Fields Levels = Functions - — information | " Settings

¥ Metwork Diaghostics (O Hardware Diagnostics - Reset Controller
» Hardware Diagnostics

»Reset Controller Selected Caontroller:| Controller-1 »

> System Tests

¥ System Component Versions
» Boftware Diagnostics

@2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Done S .|

Hardware Diagnostics - Firmware Report

Selected Controller: ICDntroIIeH

Controller Firrmweare Information: | Quering Firrmware Report. Wait a moment, please...
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Hardware Diagnostics - Firmware Download

Selected Controller: | Controller-1 %
Firmmware File: | Browse..

Controller Firmware Information:

System Tests

System tests provide a view into system operation statistics. Functions include Database status (size,
deleted records, backup status, etc.). Historical Archive status (size, days to closing, etc.), User status
(number and list of who logged on, etc.).

%) Database Size - Mozilla Firefox
File Edit Yew History Bookmarks Tools Help

6 hd c )g oy ) - | g http:ff127.0.0.1/Systemadministrstionfdatabasesize. aspx {_\\f b m' Google

£ Database Size

e 3 " System Cardholder Event Hardware System Reports Historical Maps External
& = @ ™ <3 current Threat Level: m Administration | Data Monitoring Configuration Configuration Log Systemns

j‘:lMi“enium xtra Current Parition: | Default Parition v & Logged User:Admin  Time Online: 02:33 Base Online: 15:37
=

Operator v""\ Operator-defined Threat ?Dmahase +* " Diagnostics E’Parﬁtions ﬂl:ompany % Customer

B~ Privileges "%~ Fields Levels = Functions - Information ™ Settings

¥ Metwork Diagnostics ?; System Tests - Database Size .

» Hardware Diagnostics
DATABASE SIZE

Current Database Size: 3188 Mh

w Systern Tests
+Database Size

Historical Log Size -

Event Generator
» System Component Versions
3 Boftware Diagnostics

@2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Done 5_) 5
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%) Historical Log Size - Mozilla Firefox

Fle Edit Wew History Bookmarks Tools  Help

6 - c x ot - la hktp:fi127.0.0. 1Sy stemadministration historicallagsize. aspx ﬁ '| m' Google

o Historical Log Size

@ = @M < Current Threat Level: m Administration | Data Monitoring | Configuration = Configuration Log Systems

M“hnium xtra Current Partition 2, Logged User:Admin 02:38 Base Onl

Operator o Operator-defined Threat S Database - Diagnostics = Partitions Company %  Customer
Privileges 7 Fields Levels = Functions - information | ™ Settings

Systemn Cardholder = Event Hardware Systemn Reports = Historical Maps  External

¥ Metwork Diaghostics F& System Tests - Historical Log Size
» Hardware Diagnostics

DATABASE SIZE
Current Historical Log Size: 3.250 Wb

w Systemn Tests
Datahase Size
+ Historical Log Size

Event Generator
» System ComponentWersions
» Software Diagnostics

@2000-2011 Millennium Graup, Inc. Change Passward - Company Info - Privacy Policy - Open in Separate wiind gw
Done 5) —l
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") EventsfAlarms Display - Mozilla Firefox

Fle Edit Wew History Bookmarks Tools  Help

6‘_-'_ A c x fl}} ) 'l:a http:ff127.0.0. 1 /EventManitoring) ﬁ '| |?.' Google

| Events/Alarms Display

Systemn Cardholder | Event Hardware Systemn Reports = Historical Maps  External
Administration = Data Monitoring | Configuration = Configuration Log Systemns
Current Partition 2, Logged User:Admin

%‘; Eventsiflarms | @ Cardholder’s Operator ‘n Controller % Image

Display " Data ¥ Control ,//  Download == Verification
View Alarms (0) | Install External AM View Live Video Enable Image Verification Full Screen
Event Monitor (1) Event vents
Time = Category Mame Status Origin
4/29/2011 12:58:20 PM GMT +03:00 Operator ADMIN Operator logged on
%) Event Generator, - Mozilla Firefox
I ‘?l http: {127 0.0, 1/popupjEventGeneratortyindow, aspe f:[’ |
. Test Event Generator
. Evems | Objects |

[ admit Cardholder Controller-1-Door-1 % Doaors

[ peny cardnolder Albers, Frank v | Cardhalders

[ Tum output on i Cortroller-1-RCO-1 Supervisor Felay v | Outputs

Orurn Cutput Off

[ zenerate evants periodically
[ %]
Done | SJ
View Event Detail Clear All Events Log Message
Event Filter Operator Control “
@2000-2011 Millennium Group, Ine. Chanoe Password - Company Info - Privacy Palicy - Open in Separate Window
‘Waiting for 127.0.0.1 ... |\5) .
3.
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?) Events/Alarms Display - Mozilla Firefox

Fle Edit Wew History Bookmarks Tools  Help

6 S c X @ . - | g http:f{127.0.0.1jEventMonitoring

| Events/Alarms Display -

w - System Cardholder | Event Hardware System Reports = Historical Maps  External
@ = @M < Current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems

Mi“en um xtra Current Partition: | Default Partiion v 8, Logged User:Admin  Time O 02:50 Base Onl
BEventsiAlarms ‘ Cardholder’s | |@] Operator ﬁ Controller % Image
Display M Data 3 Control Download "= Verification

Time = Category Name Status Origin
4/29/2011 3:48:16 PM GMT +03:00 Cardholder Frank Alberts (Card 1) Admitted Controller-2-Door-1
4/29/2011 3:48:12 PM GMT +03:00 Cardholder Frank Alberts (Card 1) Admitted Controller-1-Door-1
4/29/2011 3:48:09 PM GMT +03:00 Cardholder Charles Daniels (Card #2) Admitted Controller-1-Door-1
4/259/2011 3:48:07 PM GMT +03:00 Output Controller-1-RCD-1 Supervisor Relay Activated
4/29/2011 3:48:04 PM GMT +03:00 Cardholder Charles Daniels (Card £2) Denied access, it is not proper time period Controller-1-Door-1
4/29/2011 3:48:04 PM GMT +03:00 Output Controller-1-RCD-1 Supervisor Relay Deactivated
4292011 3:47:49 PM GMT +03:00 Output Controller-1-RCD-1 Supervisor Relay Deactivated
4/28/2011 3:47:49 PM GMT +03:00 Cardholder Frank Alberts (Card #1) Denied access, it is not proper time period Controller-1-Door-1
4/29/2011 3:47:47 PM GMT +03:00 Output Controller-1-RCD-1 Supervisor Relay Activated
42972011 3:47:47 PM GMT +03:00 Cardholder Frank Alberts (Card #1) Denied access, it is not proper time period Controller-1-Door-1
4/29/2011 3:47:39 PM GMT +03:00 Output Controller-1-RCD-1 Supervisor Relay Activated
4/29/2011 3:47:37 PM GMT +03:00 Output Controller-2-RCD-1 Superviser Relay Activated
4/259/2011 3:47:34 PM GMT +03:00 Cardholder Charles Daniels (Card #2) Admitted Controller-1-Door-1
4/29/2011 3:47:32 PM GMT +03:00 Cardholder Charles Daniels (Card £2) Denied access, it is not proper time period Controller-1-Door-1
4/29/2011 3:47:19 PM GMT +03:00 Cardholder Frank alberts (Card 1) Denied access, it is not proper time period Controller-1-Door-1
4/29/2011 3:47:14 PM GMT +03:00 Output Controller-1-RCD-1 Supervisor Relay Deactivated
4/259/2011 3:47:10 PM GMT +03:00 Output Controller-1-RCD-1 Supervisor Relay Deactivated
4/29/2011 3:47:07 PM GMT +03:00 Output Controller-1-RCD-1 Supervisor Relay Activated
4/29/2011 3:46:59 PM GMT +03:00 Output Controller-1-RCD-1 Supervisor Relay Activated
4/29/2011 3:46:59 PM GMT +03:00 Cardhaolder Charles Daniels (Card #2) Denied access, it is not proper time period Controller-1-Door-2
4/28/2011 3:46:52 PM GMT +03:00 Output Controller-2-RCD-1 Supervisor Relay Activated
4/29/2011 3:46:40 PM GMT +03:00 Cardholder Frank Alberts (Card #1) Denied access, it is not proper time period Controller-1-Door-1
4/29/2011 3:46:35 PM GMT +03:00 Cardholder Frank Alberts (Card #1) Admitted Controller-1-Door-1
4/29f2011 12:58:20 PM GMT +03:00 Operator ADMIN Operator logged on
Operator logged on |

— ]
@2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Walking for 127.0.0.1... 5 .

System Component Versions
Shows system component versions.
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%) System Component Versions - Mozilla Firefox

Fle Edit Wew History Bookmarks Tools  Help

6 - c X ot la hktp:fi127.0.0.1{Systemadministration/companentver sions. aspx ﬁ '| E" Googls

‘?’ System Component Yersions

) . - System Cardholder = Event Hardware System Reports  Historical Maps  External
@ = @M < Current Threat Level: m Administration | Data Monitoring  Configuration  Configuration Log Systems

Milhnium Xtra Current Partition 2, Logged User:admin 04:30 Base Onl

Operator = Operator-defined Threat ?Dalahase ot Diagnostics ?Parﬁliuns Company %  Customer
Privileges 7 Fields Levels = Functions - information | " Settings

¥ Metwork Diaghostics %‘ System Component Versions
» Hardware Diagnostics
> System Tests MILLENIUM XTRA PACKAGE VERSION
v System Component Versions Installed update version: 20227
* Component Versions Database version: 20227
Weh site version 2.0.2.27

3 Goftware Diagnastics iAccess Starup service version:  2.0.2.27

ifccess Scheduler service version:2.0.2.27
Routing Manager service version: 20,227
ExTask Manager service version: 2.0.2.27
Controller Manager
Millenium Comrmunicatar
CBoard Communicator

03 VERSION

Microsoft Windows MT 5.1.2600 Service Pack 3
The number of processors: 1

SOL SERVER VERSION

Edition: Express Edition with Advanced Services, Instance name: SOLEXPRESS
Yergion: 10.50,1600.1, Product Level: RTM

IS VERSION
Microgaft-lSr.1

CCTV INFORMATION

Mat Configured
©2000-2012 Millennium Group, Inc. Chanoe Password - Company Info - Privacy Palicy - Open in Separate Window
Done S .
=

Software Diagnostics
Restart Services and Millenium Xtra web site.
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?) Mozilla Firefox

Fle Edit Wew History Bookmarks Tools  Help

6 b c X ot & la http:ff127.0.0,1SystemAdministr ation/restartservices.aspx ﬁ '| m' Googls

o http://127.0.0.1/5.. kartservices.aspr

) . - Systemn Cardholder = Event Hardware System Reports = Historical Maps  External
@ = @M < Current Threat Level: m Administration | Data Monitoring | Configuration = Configuration Log Systems
Millenium Xtra current Partition’ | Default Partiion v &, Legged UserAdmin 02:52 Base Onl

Operator = Operator-defined Threat ? Database | +* Diagnostics ? Partitions Company %  Customer

Privileges 7 Fields Levels = Functions - information | " Settings
¥ Metwork Diaghostics (D Software Diagnostics - Restart Services
» Hardware Diagnostics
> System Tests Press RESTART hurtton to restart Millenium Xtra services onthe server,

“fou will be redirected to the login page and must login again. Flease, wait about 2 minutes priorto login
> System Componentersions
« Software Diagnostics
*Restart Services

Restartweh site
@2000-2011 Millennium Group, Inc. Chanoe Password - Company Info - Privacy Palicy - Open in Separate Window
Done S .

=
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?) Restart web server - Mozilla Firefox
Fle Edit Wew History Bookmarks Tools  Help

6 b c X ot & la httpiff127.0.0,1/Systemadministr ationfrest arbwebsite, aspx ﬁ '| m' Googls

| Restart web server

3 Systemn Cardholder = Event Hardware Systemn Reports = Historical Maps  External
Current Threat Level: m Administration | Data Monitoring | Configuration = Configuration Log Systems
j‘:’l M“hnium xtra Current Partition: | Default Partition | &, Legged User:Admin Time Online: 02:52 Base Online: 15:51
Operator " Operator-defined | - Threat ? Database | +* Diagnostics ? Partitions Company %  Customer
Privileges Fields Levels = Functions - information | " Settings
¥ Metwork Diaghostics 3” Hardware Diagnostics - Restart web server
» Hardware Diagnostics
> System Tests CLEAR WEB SITE CACHE
» Systern Component Versions To clear all internal web server cache press Clear Cache button.
« Software Diagnostics Clear Cache
pEStartSemices RESTART WEB SERVER
Restart web sit:
: artweh site To Restartweb server Restartweb server button
Restart web server
@2000-2011 Millennium Groug, Inc. Chance Password - Cormparty nfo - Privacy Policy - Open in Separate Window
Done S .
=

To run one of the specific tests, choose the required diagnostic tool from the Left-side Menu.

o Diagnostics

Current Threat Level:

= Millenium Xtra

¥, Operator e Operator-defined
P’ Priileges “%°~ Fields

w [Metwork Diagnostics
Server Ping

# Hardware Diaghostics
Reset Contraller

w Systern Tests
Database Size
Histarical Log Size
Event Generator

» Swstern ComponentWersions
Component Versions

» Software Diagnostics
Restart Services
Restartweb site
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e Choose Network Diagnostics - Server Ping to test your communication with server.

Press Run button.
Network Test Result is shown below:
Server Ping Statistic (min/avg/max): 1/2.2 /4 ms

e Choose Hardware Diagnostics - Reset Controller to reset your controller(-s).
Select the required Controller (among available for current System in the Selected Controller: Combo box)

Press Run button. View the results below.
Reset Controller successful
Test results will also be written to the system log and can be viewed in the Events Alarm / Display screen.

e Choose Hardware Diagnostics - Firmware Report to view the firmware report.
Select the required Controller (among available for current System in the Selected Controller: Combo box)

Press Run button. View the results below.
Controller Firmware Information:

Quering Firmware Report. Wait a moment, please...
XXXX-XXX

e Choose Hardware Diagnostics - Hardware Diagnostics - Firmware Download to update your
firmware.

Select the required Controller (among available for current System in the Selected Controller: Combo box)

Press Run button. View the results below.
Note: Firmware File is required.

Browse for your Firmware File. If the "Firmware File:" field is empty, error massage will be obtained

immediately after pressing button. Upload your Firmware File. Press Run button again. View
the results below.

Controller Firmware Information:
Quering Firmware Report. Wait a moment, please...
XXXX-XXX

In case of any kind of error(-s), all the error messages will be displayed in red, for example
Error quering Firmware Report. May be controller is off-line

e Choose System Tests - Database Size
This information is displayed immediately as shown below:
Database size: Current Database Size: 7.750 Mb

e Choose System Tests - Historical Log Size
This information is displayed immediately as shown below:
Historical Log Size: Current Historical Log Size: 3.250 Mb

Millenium Xtra User Guide Version 7 — 09/13/2012 53
Millenium Group



e Choose System Tests — Events Generator to invoke different system events.
Separate browser window will open immediately:

) Event Generator - Mozilla Firefox A=1E3
| o http:/f127.0.0.1 jpopupEventGeneratarwindaw, aspx g
MI

Events | Objects |
CIadmit Cardholder @ Doors
%! Deny Cardholder Albers, Frank % | Cardhaolders
O Tum Output on | Controller-1-RCO-1 Supervisor Relay v | Outputs

Orum Qutput Off

[ zenerate events periadically | 00:30:00

Done S

Select required event(-s) and choose appropriate settings. Press Run button.
You will be redirected to Events / Alarm Display screen, where all of the performed events can be found.

e System Tests - System Component Versions
This information is displayed immediately as shown below:
Millenium Xtra package version

2.0.0
OS version
Microsoft Windows NT 5.1.2600 Service Pack 2
The number of processors: 1
SQL Server version
Edition: Express Edition with Advanced Services, Instance name:SERVER
Version:10.0.1600.22, Product Level:RTM
IIS version
Microsoft-11S/5.1
CCTV Information
CCTV enabled

e Choose Hardware Diagnostics - Restart Services

Press RESTART button to restart Millenium Xtra services on the server. You will be redirected to
the login page and must login again. Please, wait about 2 minutes prior to login.

¢ Choose Hardware Diagnostics - Restart Millenium Xtra web server

To clear all internal web server cache press Clear Cache button.
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Clearing of the web site cache operation will be performed.

After succesful completion, "Internal web server cache was cleared" message will be displayed.
To Restart Millenium Xtra web server press Restart web server button.
Restarting of the Millenium Xtra web server operation will be performed.

After succesful completion, you will be redirected to the home page (System Administration - Operator
Privileges).
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System Administration - Partitions

Partition (in terms of Millenium Xtra System) means a logical combination of different controller groups. For
example, when there are two separate buildings (where controller groups are placed), it's consistent enough
to declare two separate partitions.

System Administration - Partitions screen consists of main (Partition Configuration) window, and three
tabs — Site/Operator tab, Floors tab, and Shared Cardholder Template tab.

All the necessary information should be simply input into the corresponding fields. Below there are all
available fields grouped as they are displayed on the Millenium Xtra Operator's screen.

?) Partition Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help
é = c A - | g4 http:}i127.0.0.1SystemadministrationyPartitions, aspx?1D=1 ﬁ - |';Tl' Google

o Partition Configuration

) o - System Cardholder = Event Hardware System Reports = Historical Maps External
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems
;:‘l Mi“enium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 02:56 Base Online: 15:54
. Operator | 8 Operator-defined Threat = Database :° Diagnostics ‘= Partitions Company  ‘® Customer
5™ brivileges (%% Fields Levels == Functions =, - — information | (I Settings
« Pariions = Partition Configuration
+ Default Partition
CBORD-UDF Interface Gelected Partiion Mame: | Default Partition
Site/Operator | Floors | Shared Cardholder Template
SITES
Available Sites Assigned Sites
Add Right = Site-1 Communication
Add All =
< Remove All
OPERATORS
Available Operators Assigned Operators
Add Right = admin admin
adminZ adminz
Add All =
< Remove All
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone S) v

Site/Operator tab

Available fields and controls:

Selected Partition Name — field which displays current partition name. The content of this field is set
automatically when the Millenium Xtra System Operator chooses Partition name in the Left-side tree.

Sites group:
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e Available Sites — window wich displays all available (but not assigned) sites for the current partition
e Assigned Sites — window wich displays all assigned sites for the current partition
Operators group:

e Available Operators — window wich displays all available (but not assigned) operators for the
current partition

e Assigned Operators — window wich displays all assigned operators for the current partition
Buttons:

e Add Right =>— button to add site (or operator) to Assigned Sites (Operators) window

e <= Remove — button to remove site (or operator) from Assigned Sites (Operators) window

e Add All =>— button to add all sites (or operators) to Assigned Sites (Operators) window

e <= Remove All — button to remove all sites (or operators) from Assigned Sites (Operators) window

Select necessary Site among Available Sites. Press Add Right => button to add the site to Assigned
Sites.

Select necessary Site among Assigned Sites. Press <= Remove button to remove site from Assigned
Sites and to place it to Available Sites.

Select Add All => or <= Remove All button to add or remove all sites simultaneously.

'm New — button for creation of a new Patrtition. Press this button to create the new Partition.

. @ Copy — button to copy current Partition data for another Partition
. Save — button for saving changes for the current Partition
. Delete — button for removal of selected Partition

. Cancel — cancels changes made for the current Partition.
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2) Partition Configuration - Mozilla Firefox

File  Edit ‘iew History Bookmarks Tools  Help
r c >§ far 'l_‘?l http:f§127.0.0. 1 }Systemadministration/Partitions, aspxF10=1 ﬁ - |§‘ Google

o2 Partition Configuration

i — @ M < Current Threat Level: :ﬁier::’lstraﬁnn g:{:holder IIEI“::lerlll!r:l:lrinn g:;#::l’:ﬁon g:ﬁn:'?ngﬂion s E‘i:::tori:ul = ?ﬁlelrer::ls
ﬂmi“enium xtra CurrentPamtmn: 3_; Logged User:Admin  Time Online: 03:04 Base Online; 16:02
v Paritions g Partition Configuration
+Default Partition
CBORD-UDF Interface Selected Partition Mame: | Default Partition
Site/Operator Floors Shared Cardholder Template
Available Floors Assigned Floors
Floor 36 Floor1 o]
Floor 2 =
Floor 3 b
Floor 4
Floor 7
Floor 3
Floor 11
Floor12
Floor13
Floor14 w
©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window
Daone 5)
Floors tab
Available fields and controls:
Selected Partition Name — field which displays current partition name. The content of this field is set
automatically when the Millenium Xtra System Operator chooses Partition name in the Left-side tree.
Floors group:
e Available Floors — window wich displays all available (but not assigned) floors for the current
partition
e Assigned Floors — window wich displays all assigned floors for the current partition
Buttons:
e Add Right => - button to add floor to Assigned Floors window
e <= Remove — button to remove floor from Assigned Floors window
e Add All => — button to add all floors to Assigned Floors window
e <= Remove All — button to remove all floors from Assigned Floors window
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Select necessary Site among Available Floors. Press Add Right => button to add the floor to Assigned
Floors.

Select necessary Site among Assigned Floors. Press <= Remove button to remove site from Assigned
Floors and to place it to Available Floors.

Select Add All => or <= Remove All button to add or remove all sites simultaneously.

New — button for creation of a new Partition. Press this button to create the new Partition.

Copy — button to copy current Partition data for another Partition
o B save - button for saving changes for the current Partition
. Delete — button for removal of selected Partition

. Cancel — cancels changes made for the current Partition.

2) Partition Configuration - Mozilla Firefox
File Edit VYiew Histary Bookmarks Tools Help

é = c }Q ot ) - | g hetp:f{127.0.0.1/SystemadministrationfPartitions, aspx?ID=1 f:f ¥ m' Google

o Partition Configuration

ds 3 5 Systemn Cardholder = Event Hardware System Reports | Historical Maps External
# — @™ & current Threat Level: Administration | Data Monitoring | Configuration = Configuration Log Systems

;:‘lMi“enium Xtra Curtert Patition: | Default Partiion ~| #, Logged User:Admin Time Online: 0305 Base Online: 16:03

s,_i'» Operator | _«® Operator-defined | -i#: Threat - Database :° Diagnostics ="Pﬂrﬁlions Company % Customer
1 g -

' Privileges %/ Fields " Lewvels = Functions —— Information | ™ Settings

v Partifions £ Partition Configuration
» Default Partition
CBORD-UDF Intarface Selected Partiion Mame: | Default Partition

Site/Operator Floors Shared Cardholder Template

Awvailable Partitions Shared Cardhelders included in these Partitions

(5 ven ] com [ 7 5o oo

@2000-2011 Millennium Graup, Inc. Change Passward - Campany Info - Privacy Policy - Open in Separate Window
Daone 5)
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Shared Cardholder Template tab

Available fields and controls:

Selected Partition Name — field which displays current partition name. The content of this field is set
automatically when the Millenium Xtra System Operator chooses Partition name in the Left-side tree.

Available Partitions group:
e Available Partitions — window wich displays all available partitions

e Shared Cardholders included in these Partitions — window wich displays all Shared Cardholders
which are included in these Partitions

Buttons:

e Add Right =>— button to add Shared Cardholder to Shared Cardholders included in these
Partitions window

e <= Remove — button to remove Shared Cardholder from Shared Cardholders included in these
Partitions window

e Add All => — button to add all Shared Cardholders to Shared Cardholders included in these
Partitions window

e <= Remove All — button to remove all Shared Cardholders from Shared Cardholders included in
these Partitions window

Select necessary Shared Cardholder Name among Available Partitions. Press Add Right => button to
add it to Shared Cardholders included in these Partitions.

Select necessary Shared Cardholder Name among Available Partitions. Press <= Remove button to
remove it from Shared Cardholders included in these Partitions and to place it to Available Partitions.

Select Add All => or <= Remove All button to add or remove all Shared Cardholders simultaneously.

. 'm New — button for creation of a new Partition. Press this button to create the new Partition.
. @ Copy — button to copy current Partition data for another Partition

. Save — button for saving changes for the current Partition

o Delete — button for removal of selected Partition

. Cancel — cancels changes made for the current Partition.
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System Administration - Company Information

?) Company Information - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

6 o= c X far - | g http:}j127.0.0.1SystemAdministrationy companyinformation, aspx f} ; |§' Google

“-" Company Information

) e - System Cardholder = Event Hardware System Reports | Historical Maps  External
L @ ™ < Current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems

ﬁlmillenium xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 03:08 Base Online; 1606

S.® Operator | _o® Operator-defined Threat = Database :° Diagnostics ‘= Partitions Company ‘@ Customer
g™ Prvieges | %<2 Felds Levels == Functions - — information | {I7| Settings

‘:’ Company Information

Contact Person | Dealer Person | Millennium Group Contact

Company Full Name:| Millennium Last Mame: LastMame
Company Short Mame:| Millennium First Mame:| FirstMame
Address 1 Mid Initials: | MMarme
Address 2 Address 1
City: Address 2
state| v City:
Fip Code: State:| W
Fhone 1: Zip Code:
Fhone 2: Fhone 1:/1
Fax2: Fhone 2:/1
Comments: ; E-mail 1: 1
E-mail 2:/ 1
Fosition:

DD @

@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone 5) =

System Administration - Company Information screen consists of general (Company Information) window,
and three personal tabs - Contact Person tab, Dealer Person tab, and Company Contact tab.

All the necessary information should simply be input into the corresponding fields. Below there are all
available fields grouped as they are displayed on the Millenium Xtra Operator's screen.
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) Company Information - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

G o c X far '[é http:f§127.0.0. 1 }Systemadministrationfcompanyinformation, aspx f} - |§‘ Google

“‘-" Company Infermation

# - @™ G current Threat Level:

23 Millenium Xtra

<. % Operator ¥ Operator defined
B Privileges | “%~ Fields

‘f’ Company Infermation

Cardholder Event Hardware System Reports | Historical Maps External

Administration | Data Monitoring Configuration Configuration Log Systems

Current Partition: | Default Partition & Logged User:Admin Time Online: 0311 Base Online: 16:09

Diagnostics | S Partitions Company | % Customer
~— Information | fi Settings

Contact Person Dealer Person Millennium Group Contact

Compary Full Marme: Millenniurn Last Mame:|
Caompany Shart Mame:| Millennium First Mame:|
Address 1| Mid Initials:|
Address 20 Address 1
Citv:_ Address 2:
State:| v City:
Zip Cude._ State‘| hd
Fhone 1:) Zip Code:
Phone 2:) Phone 1
Fax 2:. Fhone 2
Comments: E-mail 1:
E-mail 2/
Position:|

©2000-2011 Millennium Group, Inc.

Chanoe Password - Cormpany Info - Privacy Policy - Open in Separate Window

Done

S)..4

Available fields:

Company Information fields are the following: Dealer Person Tab fields are the following:

Company Information
Company Full Name:*
Company Short Name:
Address 1:*

Address 2:
City:

State:

Zip Code:
Phone 1:*
Phone 2:
Fax:
Comments:

Dealer Person
Last Name:*
First Name:*
Mid Initials:
Address 1:
Address 2:
City:
State:
Zip Code:
Phone 1:*
Phone 2:
E-mail 1:*
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Contact Person fields are the following:

Contact Person
Last Name:*
First Name:*
Mid Initials:
Address 1:
Address 2:
City:

State:

Zip Code:
Phone 1:*
Phone 2:
E-mail 1:*
E-mail 2:*
Position:

E-mail 2:*
Position:

Company Contact Tab fields are the
following:

Company Contact

Last Name:*
First Name:*
Mid Initials:
Address 1:
Address 2:
City:

State:

Zip Code:
Phone 1:*
Phone 2:
E-mail 1:*
E-mail 2:*
Position:

MilleniumXtra
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) Company Information - Mozilla Firefox

File  Edit ‘iew History Bookmarks Tools  Help

G o c x far '[é http:f§127.0.0. 1 }Systemadministrationfcompanyinformation, aspx f} - |§' Google

“‘-" Company Infermation

ﬂ i ® ™ .3 Current Threat Level: System Cardholder Event Hardware System

Reports | Historical Maps External
Administration | Data Monitoring Configuration Configuration

Log Systems
ﬂMi“enium xtra Currert Pattition: | Default Partion ~| 2, Logged User:Admin Time Online: 03:12 Base Online: 16:10
2 ® Operator | _® Operator-defined = Database ' Diagnostics "E"Parﬂlion: ﬂcompaw %  Customer

B Privileges S~ Fields = Functions -~ — Information | fi Settings

‘:’ Company Infermation

Contact Person Dealer Person Millennium Group Contact

Compary Full Marme: | Millenniurm Last Mame:|
Caompany Shart Mame:| Millennium First Mame:
Address 1 Mid Initials:
Address 2 Address 1
City: Address 2:
State:| v City:
Fip Code: State‘| hd
Fhone 1: Zip Code:
Phone 2:) Phone 1
Fax 2: Phone 2:
Commerts: E-rnail 1:| suppart@millennium-groupine. cam
E-mail 2/
Position:

©2000-2011 Millennium Group, Inc.

Done

Chanoe Password - Cormpany Info - Privacy Policy - Open in Separate Window

S .|

When the Millenium Xtra Operator finished his/her input, [/ save | Save button must be pressed to save the
Company Information.

Pressing the Cancel button cancels all the input information (including general information and 3
personal tabs).

If you press any other button then (without saving changes), you'll obtain the following popup message: Do
you want to save the changes you made to database?

Millenium Xtra: Company Information

Do youwant to save the changes you made to databhase?

"Yes" - saves your changes, "No" - cancels your changes, "Cancel" - cancels your last action (pressing of a
button or clicking anywhere in menu).
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System Administration - Customer Settings

?) Customer Settings - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

MilleniumXtra

f} * |§' Google

6 - C X @&

| Customer Settings

# 2 @™ current Threat Level: [Tl S g:{:"“'ﬂer [Enealt

Administration
A= Millenium Xtra

% Operator-defined
B Privileges Y3 Fields

- | g4 hitp:fj127.0.0.1Systemadministration/customer settings. aspx

Threat ?Dmahase
Levels == Functions -

»Customer Settings & Customer Settings

E-mail Settings

Licensing Support TIME SETTINGS
Intercorn Settings
CCTY Settings

CCTY Gamera Syncronization

Session Timeout:| 02:00 |

CARD CONFIGURATION

Display Card Mumber in AlarmiEvent Monitor and Historical Log

CONTROLLER SETTINGS

Controller Owner ID:| Demo. Mot for sale

CARDHOLDER SETTINGS

[ cardholder List Enabled
Path to Cardhaolder cards images:
{leave empty for default location) L
Fath to Cardhalder sign images:
{leave empty for default location) L

Cardholder Cards Aging:

FLOOR MAP SETTINGS

Fath to Floor Map Images
{leave empty for default location)

@2000-2011 Millenniurm Group, Inc.

Monitoring

Diagnostics Partitions
L] 3

Hardware System Reports = Historical Maps Intercom
Configuration = Configuration Log

Current Partition: | Default Fartition & Logged User:Admin Time Online: 0315 Base Online: 1613

Company % Customer
information | I Settings

DD @D

Channe Password - Company [nfo - Privacy Policy - Open in Separate YWindow

Done S) .
Customer Settings are divided into these groups:
e Customer Settings
e E-mail Settings
e Licensing Support
e Intercom Settings
e CCTV Settings
e CCTV Camera Synchronization
e Onvif CCTV Cameras
Choose the required settings group from the Left-side Menu.
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| Customer Settings

& — @ M 3 current Threat Level:

1 Millenium Xtra

-

Operator Operator-defined
ﬁ] Privileges | %'~ Fields

+ Customer Settings
E-mail Settings
Licensing Support
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Customer Settings
System Administration - Customer Settings - Customer Settings

2) Customer, Settings - Mozilla Firefox

File Edit VYiew Histary Bookmarks Tools Help

é = c }-g ot ) - | g hetp:f{127.0.0.1/Systemadministrationfcustomersettings asps f:f ¥ m' Google

| Customer Settings

System Cardholder Event Hardware System Reports | Historical Maps Intercom
Administration | Data Monitoring = Configuration = Configuration Log
Current Pattition: | Default Partition | & Logged User:Admin Time Online: 0315 Base Online:
% Operator Threat "- Database :° Diagnostics "=" Partitions Company % Customer
rivileges Levels = Functions — Information | I Settings
»Customer Settings & Customer Settings
E-mail Settings
Licensing Support HMESEITINGS
Intercaom Settings Session Timeout: | 0Z2:00
CCTY Setftings
CCTY Camera Syncronization CARD CONFIGURATION
Cisplay Card Murmber in AlarmiEvent Monitor and Historical Log
CONTROLLER SETTINGS
Controller Owner ID: | Derno. Mot far sale
CARDHOLDER SETTINGS
Cardholder List Enabled
Path to Cardholder cards images:
{leave empty for default location)
Path to Cardholder sign images:
{leave empty for default location)
Cardnolder Cards Aging:
FLOOR MAP SETTINGS
Fath to Floor Map Images
{leave emply for default location)
@2000-2011 Millennium Group, Inc. Change Password - Cormpany Info - Privacy Policy - Open in Separate Window
Daone S) =

Customer settings allow Millenium Xtra Operator to set up Timeout settings for WEB server session, set
up displaying of the Card Number in Alarm/Event Monitor and Historical Log, as well as to setup various
Cardholder settings and Floor Map settings.

Time Settings
Session Timeout: Session timeout must be between 10 minutes and 12 hours

Card Configuration
Display Card Number in Alarm/Event Monitor and Historical Log — check this checkbox if necessary.

Cardholder Settings
Cardholder List Enabled — check this checkbox if necessary.
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Path to Cardholder cards images: (Input the path here. Leave it empty for default location)
Path to Cardholder sign images: (Input the path here. Leave empty for default location)
Cardholder Cards Aging: (Select the desired value — Not Used, or 1 - 23 Months)

Floor Map Settings
Path to Floor Map Images: (leave empty for default location)
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System Administration - Customer Settings - E-mail Settings

2) E-mail Settings - Mozilla Firefox
File Edit Wew History Bookmarks Tools Help

6 hd c % (ar | A htbp:fi127.0.0.1SystemAdministration/emalsettings, aspx ﬁ - ’?" Google )"}| ..'

| E-mail Settings

- @ . System Cardholder | Event Hardware System Reports  Historical Maps = External
@& = @ M < current Threat Level: Administration | Data Monitoring  Configuration ~ Configuration Log Systems

Current Partition: | Default Parttion ~| &, Logged User:admin Time Online: 01:53 Base Online: 14:42

v““\ Operator-defined - Threat '-'Dalahase o Diagnostics "E'Parﬁtions ﬂl:ompany 5_ Customer

*37 Fields Levels = Functions . - Information | fi Settings

Customer Settinas @ E-Mail Settings
+ E-mail Settings

Licensing Support SERVER INFORMATION

Irtereorm Settings Mail Server (SMTF):
CCTY Settings
CCTY Camera Syncronization Mail Server Port

25:"

|
O zerver requires authentication
Account Mame:

Pasgward:

E-MAIL ADDRESSES

Systern E-mail:

Feedback E-mail:

DD @

©2000-2012 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate YWind o

Done 5) .

Server Information

Mail Server (SMTP): - Input your Mail Server address here.

Mail Server Port: - Input your Mail Server port number here.

Mail Server Port could not be empty. Mail Server Port could not be typed with errors.
Server requires authentication — check this checkbox if necessary

Account Name: - Input the E-mail account here

Password: - Input the password here

E-mail Addresses
System E-mail: - Input the System E-mail here.
Feedback E-malil: - Input the Feedback E-mail here.
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If one of the E-mail addresses will be typed with error(-s), your settings could not be saved. The operator
will obtain Error message like “the System E-mail is wrong.” or “Feedback E-mail is wrong.”
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System Administration - Customer Settings - License Support

This screen indicates the Current System Licensing Status.

2) License Support - Mozilla Firefox

File Edit Yew History Bookmarks Tools Help

6 hd c x (ar | ™ http:fi127.0.0.1jSystemAdministrationfcustomerlicense. aspx {:f - E‘ - | Google )":"| .'
| o License Support .
e 3 " System Cardholder Event Hardware System Reports Historical = Maps External
& = @ ™ <3 current Threat Level: m Administration | Data Monitoring Configuration Configuration Log Systemns
/El Mi“enium Xtra Currant Partition: | Default Parition ~| &, Logged User:admin Time Online: 01:50 Base Online: 14:33
. Operator vv"."\ Operator-defined Threat "=' Database :° Diagnostics "=' Partitions Company @ Customer
"i" Privileges "~ - Fields Levels = Functions - Information | fi Settings
Customer Seftinags ' License Support :
E-mail Settings
s Licensing Support CURRENT SYSTEM STATUS
Intercorm Seftings System Level Optional Features
CCTY Settings N 16 Readers CBORD Interface
CCTY Camera Syneronization 27 Readers Badging
64 Readers COTY
126 Readers e
256 Readers .a.llons
512 Readers Visitors
1024 Readars External Alarm Monitor
4086 Readers Intercom support
Bosch CCTY
©2000-2012 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Done 5_) =

Available fields and controls:
System Level:
32 Readers 1000 Cardholders
64 Readers 2000 Cardholders
128 Readers 5000 Cardholders
256 Readers 10000 Cardholders
512 Readers 20000 Cardholders
1024 Readers 50000 Cardholders
4096 Readers 100000 Cardholders
System Level depends on your license.
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Optional Features
CBORD Interface
Badging
CCTV
Partitions
Visitors
External Alarm Monitor
Intercom support
The set of Optional Features also depends on your license.

Site Code: XXXX XXXX XXXX XXXX XX (site code is generated here)
Site Key: XXXX XXXX XXXX XXXX XXXX XXXX XX (authorization key should be typed in here)

When you open this page for the first time, press Recalculate button.
Site Code will be recalculated for you. Then press Send License Request E-mail button
). After obtaining the Authorization Code from yor supplier,

input this code into the Site Key field. Press m Authorize button.

License can be transferred, imported and exported if necessary. The process of license transfer is simple.
Press Begin Transfer button to start transfer of your license to another PC. Pressing of Begin
Transfer () button will only display the path to License files folder. Special license transfer file(-

s) will be created immediately after pressing of Transfer Export ) button. These file(-s) will be
stored in License files folder:

C:\Program Files\MillenniumGroup\MillenniumXtra\WebSiteComponent\License
Save this file in a secure place, and completely uninstall your Millenium Xtra System.
Note, that yor current version of Millenium Xtra System becomes unoperational after Transfer Export
AL=E8) procedure

Install Millenium Xtra System to another PC and do Transfer Import () to import your license.
System will ask you the path for License files folder, if these files are not present in

C:\Program Files\MillenniumGroup\MillenniumXtra\WebSiteComponent\License

Notes.

If Company Full Name is empty (see Company Information section), please enter your company full name
at page “Company Information”.

If Synergistics Contact E-mail 1 is empty, please enter Synergistics Contact E-mail 1 at page “Company
Information”.

If MailServer (SMTP) is empty, please enter your MailServer (SMTP) at page “E-mail Settings”.
If System E-mail is empty, please enter your System E-mail at page “E-mail Settings”.
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?) License Support - Mozilla Firefox

Fle Edit Wew History Bookmarks Tools  Help

6 - c X ot l: o http:fi127.0.0. 1 {Systemadmiristration/customerlicense. aspx ﬁ - E‘ - | Google
o License Support
3 Systemn Cardholder = Event Hardware System Reports  Historical Maps  External
Current Threat Level: m Administration | Data Monitoring  Configuration  Configuration Log Systems
j‘:’l Milhnium Xtra Current Partition: | Default Partition | &, Legged User:admin Time Online: 01:54 Base Online:
Operator Operator-defined | - Threat ? Database :° Diagnostics ? Partitions Company € Customer
Privileges < Fields Levels = Functions - — information | i Settings
Custormer Settings MailServer (SMTP} is empty. Enter MailServer (SMTP} at page 'E-mail settings®
E rrail Settings System E-mail is empty. Enter Systemn E-mail at page "E-mail settings’

*Licensing Support § License Suppnrt

Intercom Settings

CCTV Settings CURRENT SYSTEM STATUS
CCTY Camera Syncronization Sl | T VRS |
16 Readers CBORD Interface
32 Readers Badging
128 Roasers ceny
256 Readers farlions
517 Readers Wisitars
1024 Readers External Alarm Monitar
4086 Readers Intercom support
Bosch CCTY

Site Cude.i ABDE BBYA TASE DAZS C3 Recalculate | Send License Request E-mail

@2000-2012 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Done S .|

If E-mail settings were not input correctly, error will occur:
“License Request could not be sent. Please check your E-mail Settings.”
So, please go to page “E-mail Settings” and fix your E-Mail settings:
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%) License Support - Mozilla Firefox
Fle Edit Wew History Bookmarks Tools  Help

6 b c X ot la httpi 127,00, 1Systemadministrationfcustomerlicense , aspx ﬁ - E" Googls
o License Support

3 Systemn Cardholder = Event Hardware System Reports  Historical Maps
Current Threat Level: m Administration | Data Monitoring  Configuration ~ Configuration Log

ﬁlm“hﬂium xtra Current Partition: | Default Partition | &, Legged User:admin Time Online: 01:53 Base Online:

External
Systemns

Operator " Operator-defined | - Threat ? Database :° Diagnostics '= Partitions Company € Customer
Privileges Fields Levels = Functions - information | i Settings
Custormer Settings Program could not be authorized. Please check for correct Site Key and try again.
e
Icense suppo|

*Licensing Support PP

Intercom Settings CURRENT SYSTEM STATUS

CCTV Settings .

CCTY Camera Syncronization =T | Dpponaltestuies |
16 Readers CBORD Interface
32 Readers Badging
G4 Readers coTv
128 Readers -
256 Readers _a_l et
412 Readers Misiinrs
1024 Readers External Alarmm Monitor
4096 Readers Intercom support

Bosch CCTY
Site Code:E-ASDB GB9A TI56 DAZ4 C3 Recalculate | Send License Request E-mail
©2000-2012 Millennium Groug, Inc. Chance Password - Cormparty nfo - Privacy Policy - Open in Separate Window
Done S .
=
If the process of license transfer was successful, the Millenium Xtra System will inform you about it.
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System Administration - Customer Settings - Intercom Settings

?) Intercom Settings - Mozilla Firefox

Fle Edit Wew History Bookmarks Tools  Help

6 - c ;\Q (o | s htp:fi127.0.0.1Systemadmiristrationfintercomsetting. aspx ﬁ - E" Googls }:)| .'
| Intercom Settings
f ) e - System Cardholder = Event Hardware System Reports  Historical Maps  External
@ = @M < Current Threat Level: Administration | Data Monitoring  Configuration  Configuration Log Systems
j‘ﬂlMi“enium Xtra Current Partition: | Default Partition | &, Legged User:admin Time Online: 01:58 Base Online: 14:41
Operator o9 Operator-defined | i< Threat '= Database  *° Diagnostics '= Partitions Company 5 Customer
ﬂ' Privileges *+ / Fields X Levels = Functions - — information | fi Settings
=3 = 4
Customer Settings - Intercom Settings
E-mail Bettings
Licensing Support Intercom Server address
*Intercom Settings
CCTY Settings Intarcarm ge;r\_f_erPon
CCTY Camera Syncronization 2 3
Intarcorn Server Login
Intercam Server Passward
©2000-2012 Millennium Groug, Inc. Chance Password - Cormparty nfo - Privacy Policy - Open in Separate Window
Done 5) L

Intercom settings allow Millenium Xtra Operator to set up Intercom Server Address, Intercom Server Port
Number, Intercom Server Login and Intercom Server Password.

Available fields and controls:

Intercom Server address — field to assign Intercom Server Address
Intercom Server Port — field to assign Intercom Server Port Number
Intercom Server Login — field to assign Intercom Server Login
Intercom Server Password — field to assign Intercom Server Password

Buttons:
Save — press this button to save settings on this screen
Cancel — press this button to cancel changes made on this screen
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System Administration - Customer Settings - CCTV Settings

2) CCTV Settings - Mozilla Firefox
File Edit Wew History Bookmarks Tools Help

6 - c x ot I":l httpefi127.0,0, 1 jSystemadministrationfcckvsettings  aspx ﬁ - ’?" Google )"}| .'
| £1CCTY Settings '
L = . System Cardholder = Event Hardware System Reports = Historical Maps @ External
@& = @ M < current Threat Level: m Administration | Data Monitoring  Configuration ~ Configuration Log Systems
j‘:’lMi“enium Xtra Current Partition: | Default Parition ~| &, Logged User:admin Time Online: 01:59 Base Online: 14:43
. % Operator '!1“\ Operator-defined Threat ?Dﬂahase o Diagnostics ='Part'rtions Company 5_ Customer
5" Privieges %3 Fields Levels == Functions L Information | fi Settings
Customer Settings l CCTV Settings
E-mail Settings
Licensing Support CCWTypg.
| Mot Caonfigured v
Intercom Settings
B CCTY Server address:
* CCTV Settings o
CCTY Camera Syncronization
CCTY Server Port:
B0 |
CCTY IS Server Virtual Path:
!
CCTY Server Login
CCTY Server Password:
— illennium Group, Inc. ance Password - Comparty |nfo - Privacy Policy - Open in Separate Window
@2000-2012 Millennium G | Ch F d- C Infa - P Falicy- © =] te ifind
Done 5) =

CCTV Settings allow Millenium Xtra Operator to set up CCTV Type, CCTV Server Address, CCTV Server
Port Number, CCTV IIS Server Virtual Path, CCTV Server Login, CCTV Server Password, as well as IP
Configure SQL Server parameters for IP Configure CCTV type.

Set of available fields and controls depends on currently selected CCTV Type.

a) CCTV Type = OnSSl
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) CCTV Settings - Mozilla Firefox
Fle Edit Wew History Bookmarks Tools  Help

- b 4 ot la kkpif127.0.0, 1)Systemddministration/ccbysettings, aspx - | | Googls }:' hd
http: /i l; d i = I | I

| CCT¥ Settings

) e - System Cardholder = Event Hardware System Reports  Historical Maps  External
@ = @M < Current Threat Level: m Administration | Data Monitoring  Configuration  Configuration Log Systems
j‘:’lMi“enium Xtra Gurrent Partition: | Default Partiion | &, Legged User:admin Time Online: 01:53 Base Online: 14:43
. @ Operator o9 Operator-defined i Threat '= Database  *° Diagnostics '= Partitions Company 5 Customer

¥ Privieges "%/ Fields Levels = Functions - — information | i Settings

Customer Seftings _ CCTV Settings '

E-mail Bettings

Licensing Support CCTY Type:

[onssl v

Intercom Settings N
- CCTY Server address:CCTV Server address is empty.
s CCTV Settings :

CCTY Camera Syncronization
CCTV Server Port:

80
L J5w
CCTVIIS Server Virtual Path:
!

CCTY Server Login CCTV Server login is empty.

CCTV Server Password:
@2000-2012 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Done 5)

Available fields and controls:

CCTV Type —field to assign CCTV Type

CCTV Server Address —field to assign CCTV Server Address

CCTV Server Port Number - field to assign CCTV Server Port Number
CCTV IIS Server Virtual Path — field to assign CCTV IIS Server Virtual Path
CCTV Server Login - field to assign CCTV Server Login

CCTV Server Password — field to assign CCTV Server Password

Buttons:
Save — press this button to save settings on this screen

Cancel — press this button to cancel changes made on this screen

b) CCTV Type = IP Configure
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) CCTV Settings - Mozilla Firefox
Fle Edit Wew History Bookmarks Tools  Help

é - c L {mr | e hetp:}i127.0.0.1SystemAdministrationfcckvsettings . aspx ﬁ = m- Gongls jf:)| .

| CCT¥ Settings

= @ 3 1 System Cardholder = Event Hardware System Reports  Historical Maps = External
@ = @M < Current Threat Level: Administration | Data Monitoring  Configuration  Configuration Log Systems

ju_TlMi“enium xtra Gurrent Partition | Default Partiion +| &, Legged User:admin Time Online: 02:00 Base Online: 14:44

Operator | _«* Operator-defined Threat =Dalahase +*  Diagnostics Eparﬁliuns ﬂmzmpany 5 Customer

)
rivileges PO Fields Levels == Functions .- L — information | i Settings

Customer Seftings -, CCTV Settings - '
E-mail Bettings
Licensing Support CCTY Type: IPConfigure Sgl Server narme:
|IP Configure V|
Intercom Settings p— - CCIVS id N
erver address: erver address is empty. :
+ CCTV Settings d Pty IPConfigure Database Marne:
CCTY Camera Syncronization :
CCTV Sen’ef Fort: Connect as PC-5407liAccessWebSite’ Using Windows authentication
Y = (Account should permitin db_datareader datahase role)
CCTV IS Server virual Path: Sql Server Login Name:
i
CCTY Server LoginCCTV Server login is empty. Sql Server Password:
CCTY Server Password:
©2000-2012 Millennium Groug, Inc. Chance Password - Cormparty nfo - Privacy Policy - Open in Separate Window
Done S

Available fields and controls:

CCTV Type —field to assign CCTV Type

CCTV Server Address —field to assign CCTV Server Address

CCTV Server Port Number - field to assign CCTV Server Port Number
CCTV IS Server Virtual Path — field to assign CCTV IIS Server Virtual Path
CCTV Server Login - field to assign CCTV Server Login

CCTV Server Password — field to assign CCTV Server Password

Additional controls are available for this CCTV Type:

IP Configure SQL Server name — field to assign IP Configure SQL Server Name

IP Configure SQL Database Name — field to assign IP Configure SQL Database Name
Connect as 'computer_nameliAccessWebSite' using Windows authentication

(Account should permit in db_datareader database role) — checkbox to allow Windows authentication
for iAccessWebSite user

SQL Server Login Name — field to assign SQL Server Login Name
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SQL Server Password — field to assign SQL Server Password

Buttons:
Save — press this button to save settings on this screen
Cancel — press this button to cancel changes made on this screen

Millenium Xtra User Guide Version 7 — 09/13/2012 79
Millenium Group



System Administration - Customer Settings - CCTV Camera Sync Settings

2) CCTV Camera Syncronization - Mozilla Firefox
File Edit Wew History Bookmarks Tools Help

6 hd c L far | e hetpiff127.0,0.1)Systemadministr stionfcckvsyncronization, aspx {_\3 - ’}T" Google )i| ..'

‘:’ CCTY Camera Syncronization

. 3 . | system Cardholder = Event Hardware System Reports = Historical Maps @ External
@& = @ M < current Threat Level: Administration | Data Monitoring  Configuration ~ Configuration Log Systems
,E:"l Mi“enium Xtra Current Partition: | Default Partition ~| &, Logged User:admin Time Online: 02:01 Base Online: 14:45
5,;..,: Operator GQ‘:\ Operator-defined -3 Threat '= Database  -° Diagnostics '=' Partitions Company 5_ Customer
5™ Privileges (%37 Fields “  Levels == Functions w; - Information | fi Settings

Customer Seftings ., CCTV Camera Syncronization

E-mail Settings

Licensing Support SCHEDULER SETTINGS

Intercom Settings Scheduler Type: @ one Time O Periodic [ Task Enabled

CCTY Settings

+ CCTV Camera Syncronization

On date: Attirne: [ Delete on successfully finished
start Date [End Date| Time |s|m|7|w|1]F[s|pay|Pi0

©2000-2012 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate YWind o
Done S

Camera Synchronization Parameters for CCTV Camera may be tuned up here, as well as CCTV Camera
may be synchronized immediately here.

Available fields and controls:

SCHEDULER SETTINGS - group of controls to assign necessary scheduler settings for CCTV Camera
Synchronization

Scheduler Type — two Radio buttons to select type of scheduling (one-time or periodic)
Task enabled — checkbox to enable / disable current task

On Date — field to assign scheduled date (in mm/dd/yyyy format)

At time — field to assign scheduled time (in hh:mm:ss format)

Delete on successfully finished — checkbox to allow removal record from the Synchronization Table
after successful scheduled task completion

Synchronization Table — table where all scheduled tasks are stored
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Buttons:
Synchronize Now — button to provide CCTV Camera synchronization immediately

Clear / New — button to add a new record into the Synchronization Table, as well as to clear currently
displayed Scheduler Settings

Add / Update — button to add currently displayed Scheduler Settings to the Synchronization Table or
update the Synchronization Table with currently displayed Scheduler Settings

Delete Selected — button to remove currently selected record(-s) from the Synchronization Table
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Onvif CCTV Cameras

2) Mozilla Firefox

File Edit ‘iew History Bookmarks Tools  Help

6 - c oty lﬂ http:ff127.0.0,1/SystemAdministr ationfonvifcamer as, aspxFI0=0 f_\f v| X ‘:‘l' Google

“-" http://127.0.0.1/...ameras.aspx?ID=0

) o 5 System Cardholder = Event Hardware System Reports = Historical Maps @ External
@ — @ ™ < Current Threat Level: Administration | Data Monitoring = Configuration = Configuration Log Systems
;:lMi“enium Xtra Gurtent Pattition: | Default Parition ~| 2 Logged User:admin Time Online: 01:08 Base Online: 15:53
. % Operator -{.:\ Operator-defined Threat ='I]alahase . Diagnostics =Parﬁlinn: Company @ Customer
5" Priviieges | ®O7 Felds “ " Lewvels @ Functions o L — information | i Settings

Custorner Seftings _', Onvif Cameras

E-mail Settings

Licensing Support Camera Mame: ®oniine O ofine - -

Intercam Settings

CCTY Settings Camara Url:

CCTY Camera Syncronization Location:

Omif CCTY Cameras

Time hefor event {sec): 3 j Time after event (sec):| 3 i‘

@2000-201 2 Millennium Graup, Inc. Chandge Passward - Campany Info - Privacy Policy - Dpen in Separate YWindow
Done S)

ONVIF CCTV Cameras Settings allow Millenium Xtra Operator to set up CCTV cameras which satisfy
ONVIF Standards. ONVIF is committed to the adoption of IP in the security market. The ONVIF
specification will ensure interoperability between products regardless of manufacturer.

Available fields and controls:
Camera Name — text field to input Camera Name (put ANY camera name here)

Camera Url — text field to input Camera Url (something like the text string given below:
rtsp://10.0.1.42/onvif-media/media.amp )

Location — text field to input Camera Location (put ANY camera description here)

Time befor event (sec): — field to assign time before event (in seconds; 3 seconds by default)
Time after event (sec): — field to assign time after event (in seconds; 3 seconds by default)
Online / Offline — two Radio buttons to switch current ONVIF camera ON or OFF

Buttons:
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New — button to add a new ONVIF Camera
Save — button to save current ONVIF Camera settings
Delete — button to remove currently selected ONVIF Camera record

Cancel — button to cancel (don't save) changes within currently selected ONVIF Camera record.

Event Monitoring

2) EventsfAlarms Display - Mozilla Firefox

File Edit VYiew History EBookmarks Tools  Help

@'c%w

- | g htp:{127.0.0.1/EventMonitoring!

7 -] [:8-

Google

o] Events/Alarms Display

Events/Alarms | ‘@ Cardholder's @ Operator
M Data

Cardholder
Data

Event
Monitoring

&

System
Administration

Controller % Image

Hardware System
Configuration

Configuration

Event Monitor

Reports

External
Systems

Historical
Log

Maps

Display Conirol Download :_':_:: Verification Configuration
View Live Video Enable Image Verification Full Screen
Time = Category Name Status Ongin
4/29/2011 3:48:16 PM GMT +03:00  Cardholder Frank Alberts (Card #1) Admitted Controller-2-Door-1
4/29/2011 3:48:12 PM GMT +03:00  Cardholder Frank Alberts (Card #1) Admitted Controller-1-Door-1
4/29/2011 3:48:09 PM GMT +03:00 Cardholder Charles Daniels (Card #2) Admitted Controller-1-Door-1
4/29/2011 3:48:07 PM GMT +03:00  Cutput Controller-1-RCD-1 Supervisor Relay Activated
4/29/2011 3:48:04 PM GMT +03:00 Cutput Controller-1-RCD-1 Supervisor Relay| Deactivated
4/29/2011 3:48:04 PM GMT +03:00  Cardholder Charles Daniels (Card #2) Denied access, it is not proper time pe Controller-1-Door-1
4/29/2011 3:47:49 PM GMT +03:00  Output Controller-1-RCD-1 Supervisor Relay Deactivated
4/29/2011 3:47:49 PM GMT +03:00  Cardholder Frank Alberts (Card #1) Denied access, it is not proper time pe Controller-1-Door-1
4/29/2011 3:47:47 PM GMT +03:00  Cutput Controller-1-RCD-1 Supervisor Relay | Activated
4/29/2011 3:47:47 PM GMT +03:00  Cardholder Frank Alberts (Card #1) Denied access, it is not proper time pe Controller-1-Door-1
4/29/2011 3:47:39 PM GMT +03:00  Output Controller-1-RCD-1 Supervisor Relay | Activated
4/29/2011 3:47:37 PM GMT +03:00 Output Controller-2-RCD-1 Supervisor Relay | Activated
4/29/2011 3:47:34 PM GMT +03:00  Cardholder Charles Daniels (Card #2) Admitted Contreller-1-Door-1
4/29/2011 3:47:32 PM GMT +03:00  Cardholder Charles Daniels (Card #2) Denied access, it is not proper time pe Controller-1-Door-1
4/29/2011 3:47:19 PM GMT +03:00 Cardholder Frank Alberts (Card #1) Denied access, it is not proper time pe Controller-1-Door-1
4/29/2011 3:47:14 PM GMT +03:00  Output Controller-1-RCD-1 Supervisor Relay Deactivated
4/29/2011 3:47:10 PM GMT +03:00  Cutput Controller-1-RCD-1 Supervisor Relay| Deactivated
4/29/2011 3:47:07 PM GMT +03:00 | Cutput Controller-1-RCD-1 Supervisor Relay | Activated
4/29/2011 3:46:59 PM GMT +03:00  Output Controller-1-RCD-1 Supervisor Relay | Activated
4/29/2011 3:46:59 PM GMT +03:00 Cardholder Charles Daniels (Card #2) Denied access, it is not proper time pe Contreller-1-Door-2
4/29/2011 3:46:52 PM GMT +03:00 Cutput Controller-2-RCD-1 Supervisor Relay | Activated
4/29/2011 3:46:40 PM GMT +03:00  Cardholder Frank Alberts (Card #1) Denied access, it is not proper time pe Controller-1-Door-1
4/29/2011 3:46:35 PM GMT +03:00  Cardholder Frank Alberts (Card #1) Admitted Controller-1-Door-1
4/29/2011 12:58:20 PM GMT +03:00 Operator ADMIN Operator logged on
View Event Detail Clear All Events Log Message
Event Filter Operator Control [ e ]
@2000-2011 Millennium Group, Inc. Change Passward - Campany nfo - Privacy Policy - ©pen in Separate Window
‘waiting For 127.0.0.1 S
This section of Millenium Xtra System is intended for monitoring of Millenium Xtra System Events.
All the information about Millenium Xtra System Events is stored in five tabs: Events/Alarms Display tab,
' ip: .
Cardholder's Data tab, Operator Control tab, Controller Download tab and Image Verification tab.
e Event Monitoring - Events/Alarms Display
. . '
e Event Monitoring - Cardholder's Data
e Event Monitoring - Operator Control
e Event Monitoring - Controller Download
e Event Monitoring - Image Verification
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Event Monitoring - Events/Alarms Display

?) EventsfAlarms Display - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

MilleniumXtra

é o c X - | g http:/j127.0.0.1jEventManitoring)

o Events/Alarms Display

Current Threat Level:
Millenium Xtra

Systemn
Administration

Cardholder
Data

Bvent
Monitoring

Hardware System
Configuration = Configuration

Reports

Historical Maps

External

Events/Alarms | ' Cardholder's @] Operator 4 Controller % Image
Display Data 3 Control |/ -~ Download «"% Verification
View Alarms (0) | Install External AM _ Enable Image Verification Full Screen
Time Category Name Status Origin
4/29/2011 3:48:15 PM GMT +03:00  Cardholder Frank Alberts (Card #1) Admitted Controller-2-Door-1
4/29/2011 3:48:12 PM GMT +03:00 Cardholder Frank Alberts (Card #1) Admitted Controller-1-Door-1
4/29/2011 3:48:09 PM GMT +03:00  Cardholder Charles Daniels (Card #2) Admitted Contreller-1-Door-1
4/29/2011 3:48:07 PM GMT +03:00 Cutput Controller-1-RCD-1 Supervisor Relay | Activated
4/29/2011 3:48:04 PM GMT +03:00 Output Controller-1-RCD-1 Supervisor Relay Deactivated
4/29/2011 3:48:04 PM GMT +03:00 Cardholder Charles Daniels (Card #2) Denied access, it is not proper time pe Controller-1-Door-1
4/29/2011 3:47:49 PM GMT +03:00 Cutput Controller-1-RCD-1 Supervisor Relay Deactivated
4/29/2011 3:47:4% PM GMT +03:00  Cardholder Frank Alberts (Card #1) Denied access, it is not proper time p¢ Controller-1-Door-1
4/29/2011 3:47:47 PM GMT +03:00  OQutput Controller-1-RCD-1 Supervisor Relay | Activated
4/29/2011 3:47:47 PM GMT +03:00 Cardholder Frank Alberts (Card #1) Denied access, it is not proper time pe Controller-1-Door-1
4/29/2011 3:47:39 PM GMT +03:00  Output Controller-1-RCD-1 Supervisor Relay Activated
4/29/2011 3:47:37 PM GMT +03:00 Cutput Controller-2-RCD-1 Supervisor Relay | Activated
4/29/2011 3:47:34 PM GMT +03:00  Cardholder Charles Daniels (Card #2) Admitted Controller-1-Door-1
4/29/2011 3:47:32 PM GMT +03:00 Cardholder Charles Daniels (Card #2) Denied access, it is not proper time pe Controller-1-Door-1
4/29/2011 3:47:19 PM GMT +03:00  Cardholder Frank Alberts (Card #1) Denied access, it is not proper time pe Contreller-1-Door-1
4/29/2011 3:47:14 PM GMT +03:00 Cutput Controller-1-RCD-1 Supervisor Relay| Deactivated
4/29/2011 3:47:10 PM GMT +03:00 | Cutput Controller-1-RCD-1 Supervisor Relay Deactivated
4/29/2011 3:47:07 PM GMT +03:00  Output Controller-1-RCD-1 Supervisor Relay | Activated
4/29/2011 3:46:59 PM GMT +03:00 Output Controller-1-RCD-1 Supervisor Relay Activated
4/29/2011 3:46:59 PM GMT +03:00  Cardholder Charles Daniels (Card #2) Denied access, it is not proper time pe Controller-1-Door-2
4/29/2011 3:46:52 PM GMT +03:00 | Cutput Controller-2-RCD-1 Supervisor Relay | Activated
4/29/2011 3:46:40 FM GMT +03:00  Cardholder Frank Alberts (Card #1) Denied access, it is not proper time pe Controller-1-Door-1
4/29/2011 3:46:35 PM GMT +03:00  Cardholder Frank Alberts (Card #£1) Admitted Controller-1-Door-1
4/29/2011 12:58:20 PM GMT +03:00 Operator ADMIN Operator logged on
View Event Detail Clear All Events Log Message
Event Filter Operator Control “
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
‘Waiting For 127.0.01... S
All the events are displayed here.
Events in the Millenium Xtra System are divided into following groups:
e All events (by default)
e Controllers events
e Doors events
o Readers events
e Ouputs events
e Inputs events
e Cardholders events
e Operators events
e System events
The individual groups may be choosen via Event Filters.
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To simplify representation of devices and their corresponding events, the Event Filter button is used. The
number of displayed items depends on your current system configuration and usually looks like this:

Event Filter Settings

Device Type: | Controllers

Device:! All

Controllers

Doors

Readers

Duputs
Inputs
Cardholders
Operators

System

Event Filter Settings

Device Type: | Controllers

Device: | all events from Controllers

All events from Controllers

Controller-1

Controller-2

Available fields:

e Time

e Category
e Name

e Status

e Origin

These are only display fields and their content could not be modified directly.
The user only has the ability to clear all events.
All of the displayed events may be sorted by Time, Category, Name, Status and Origin.
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To sort events in ascending or descending order, just click on the corresponding column's header.

All events

?) EventsfAlarms Display - Mozilla Firefox

File Edit Wiew History Eookmarks —Tools

Help

Q- c x a

o Events/Alarms Display

- | g http:}i127.0.0.1jEventManitoring)

Systemn

Cardholder | Event

Hardware System

Reports

Historical

External

Current Threat Level Administration = Data Monitoring | Configuration | Configuration
Millenium Xtra
Events/Alarms | ® Cardholder's | [[[@| Operator Controller % Image . Event Monitor
Display Data E;:l Control Download L..:L:t Verification ‘ﬁ'f Configuration
vents
Time Category Name Status Origin
4/29/2011 3:45:16 FM GMT +03:00 Cardholder Frank Alberts (Card #1) Admitted Controller-2-Door-1
4/29/2011 3:48:12 PM GMT +03:00 Cardholder Frank Alberts (Card #£1) Admitted Controller-1-Door-1
4/29/2011 3:48:09 PM GMT +03:00  Cardholder Charles Daniels (Card #2) Admitted Contreller-1-Door-1
4/29/2011 3:45:07 PM GMT +03:00  Cutput Controller-1-RCD-1 Supervisor Relay | Activated
4/29/2011 3:48:04 PM GMT +03:00  Output Controller-1-RCD-1 Supervisor Relay Deactivated
4/29/2011 3:48:04 PM GMT +03:00 Cardholder Charles Daniels (Card #2) Denied access, it is not proper time pe Controller-1-Door-1
4/29/2011 3:47:49 PM GMT +03:00 Cutput Controller-1-RCD-1 Supervisor Relay | Deactivated
4/29/2011 3:47:48 PM GMT +03:00  Cardholder Frank Alberts (Card #1) Denied access, it is not proper time pe Controller-1-Door-1
4/29/2011 3:47:47 PM GMT +03:00  Output Controller-1-RCD-1 Supervisor Relay | Activated
4/29/2011 3:47:47 PM GMT +03:00  Cardholder Frank Alberts (Card #£1) Denied access, it is not proper time pe Controller-1-Door-1
4/29/2011 3:47:39 PM GMT +03:00 Cutput Controller-1-RCD-1 Supervisor Relay | Activated
4/29/2011 3:47:37 PM GMT +03:00  Cutput Controller-2-RCD-1 Supervisor Relay | Activated
4/29/2011 3:47:34 PM GMT +03:00  Cardholder Charles Daniels (Card #2) Admitted Controller-1-Door-1
4/29/2011 3:47:32 PM GMT +03:00 Cardholder Charles Daniels (Card #2) Denied access, it is not proper time pe Controller-1-Door-1
4/29/2011 3:47:19 PM GMT +03:00  Cardholder Frank Alberts (Card #1) Denied access, it is not proper time pe Controller-1-Door-1
4/29/2011 3:47:14 PM GMT +03:00 | Cutput Controller-1-RCD-1 Supervisor Relay Deactivated
4/29/2011 3:47:10 PM GMT +03:00 | Output Controller-1-RCD-1 Supervisor Relay Deactivated
4/29/2011 3:47:07 PM GMT +03:00 Output Controller-1-RCD-1 Supervisor Relay | Activated
4/29/2011 3:46:59 PM GMT +03:00 Cutput Controller-1-RCD-1 Supervisor Relay | Activated
4/29/2011 3:46:58 FM GMT +03:00  Cardholder Charles Daniels (Card £2) Denied access, it is not proper time p¢ Controller-1-Door-2
4/29/2011 3:46:52 PM GMT +03:00  Output Controller-2-RCD-1 Supervisor Relay | Activated
4/29/2011 3:46:40 PM GMT +03:00  Cardholder Frank Alberts (Card #£1) Denied access, it is not proper time pe Controller-1-Door-1
4/29/2011 3:46:35 PM GMT +03:00  Cardholder Frank Alberts (Card #1) Admitted Controller-1-Door-1
4/29/2011 12:58:20 PM GMT +03:00 Operator ADMIN Operator logged on
— ]
©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window
waiking for 127.0.01... S) .4
All events link enable displaying of all Millenium Xtra System events without any filtering.
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Controllers events

) EventsfAlarms Display - Mozilla Firefox

File  Edit ‘iew History Bookmarks Tools  Help

6 - c ;g ot ) i |_‘°i’ http:fi127.0.0. 1 jEventMonitoringfdefault, aspx ﬁ '| |§' Google

o Events/Alarms Display

i — @ M < Current Threat Level: :mierll}ll:lraﬁnn g:{:holder Eﬂv:r:;uring g:;#::l’:ﬁon g:ﬁn:'?ngﬂion bt [l el e

Millenium Xtra T —

Events/Alarms | ‘% Cardholder's Operator /ﬁ Controller % Image & Event Monitor
Display M Data ¥ Control Download _,_'\‘_."_ Verification / Configuration
[V Lve viten ] Enate oge voricaon 1 P Scroen—— ]
Monitor (22/46) .
Time * Category Name Status
4/29/2011 4:29:56 PM GMT +03:00 | Controller Controller-1 Executed operator command:Online
4/29/2011 4:29:58 PM GMT +03:00  Controller Controller-1 Operator command:Online
4/29/2011 4:29:54 PM GMT +03:00  Controller Controller-1 Executed operator command:Offline
4/29/2011 4:29:54 PM GMT +03:00 | Controller Controller-1 Operator command:Offline
4/29/2011 4:29:50 PM GMT +03:00 | Controller Controller-1 Executed operator command:Online
4/29/2011 4:29:50 PM GMT +03:00  Controller Controller-1 Operator command:Online
4/29/2011 4:29:48 PM GMT +03:00  Controller Controller-1 Executed operator command:Offline
4/29/2011 4:29:48 PM GMT +03:00 | Controller Controller-1 Operator command:Offline
4/28/2011 4:29:47 PM GMT +03:00  Contreller Controller-1 Date and Time download failed
4/29/2011 4:29:47 PM GMT +03:00  Controller Controller-1 Starting Date and Time download
4/29/2011 4:29:45 PM GMT +03:00  Controller Controller-1 Executed operator command:Online
4/29/2011 4:29:45 PM GMT +03:00 | Controller Controller-1 Operator command:Online
4/28/2011 4:29:43 PM GMT +03:00  Contreller Contreller-2 Date and Time download failed
4/29/2011 4:29:43 PM GMT +03:00  Controller Controller-2 Starting Date and Time download
4/29/2011 4:29:41 PM GMT +03:00  Controller Controller-2. Executed operator command:Offline
4/29/2011 4:29:41 PM GMT +03:00 | Controller Controller-2 Operator command:Offline
4/29/2011 4:29:39 PM GMT +03:00 | Controller Controller-2 Executed operator command:Online
4/29/2011 4:29:39 PM GMT +03:00  Controller Controller-2 Operator command:Online
4/29/2011 4:29:37 PM GMT +03:00  Controller Controller-1 Executed operator command:Offline
4/29/2011 4:29:37 PM GMT +03:00 | Controller Controller-1 Operator command: Offline
4/29/2011 4:29:35 PM GMT +03:00 | Controller Controller-1 Executed operator command:Online
4/29/2011 4:29:38 PM GMT +03:00  Controller Controller-1 Operator command:Online
— ]

@2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Transferring data from 127.0.0.1... 5) o

Controllers link filters displaying of only those events which are related to controller(-s), i.e. Controller(-s)
Download events, changing of their status (Online / Offline), initiation of processes of controller(-s)/reader(-
s)/door(-s)/elevator(-s)/input(-s)/output(-s) download, Reset commands sent to controller(-s) etc.

Category for all of these events is Controller only.
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Doors events

) EventsfAlarms Display - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

MilleniumXtra

= | ‘?] http:fi127.0.0. 1 jEventMonitoringfdefault, aspx

Qb c x a

o Events/Alarms Display

System Cardholder Event
Administration = Data Monitoring

Millenium Xtra

Events/Alarms | @ Cardholder's @Dpermor

Display M Data Control

View Alarms (0) | Install External AM

Time * Category Name
4/29/2011 4:31:53 PM GMT +03:00 | Door
4/29/2011 4:31:53 PM GMT +03:00 Door
4/29/2011 4:31:52 PM GMT +03:00  Door
4/29/2011 4:31:52 PM GMT +03:00 | Door
4/29/2011 4:31:50 PM GMT +03:00 | Door
4/29/2011 4:31:50 PM GMT +03:00 Door
4/29/2011 4:31:47 PM GMT +03:00 Door
4/29/2011 4:31:47 PM GMT +03:00 | Door
4/29/2011 4:31:45 PM GMT +03:00 | Door
4/29/2011 4:31:45 PM GMT +03:00 Door
4/29/2011 4:31:42 PM GMT +03:00  Door
4/29/2011 4:31:42 PM GMT +03:00 | Door
4/29/2011 4:31:40 PM GMT +03:00 | Door
4/29/2011 4:31:40 PM GMT +03:00 Door
4/29/2011 4:31:35 PM GMT +03:00 Door
4/29/2011 4:31:36 PM GMT +03:00 | Door
4/29/2011 4:31:34 PM GMT +03:00 | Door
4/29/2011 4:31:34 PM GMT +03:00 Door
4/29/2011 4:31:32 PM GMT +03:00 Door
4/29/2011 4:31:32 PM GMT +03:00 Door
4/29/2011 4:31:30 PM GMT +03:00 | Door
4/29/2011 4:31:30 PM GMT +03:00 Door
4/29/2011 4:31:23 PM GMT +03:00 Door
4/29/2011 4:31:29 PM GMT +03:00 Door
4/29/2011 4:31:26 PM GMT +03:00 | Door
4/29/7011 4:31:26 PM GMT +03%:00 | Doar

Controller-2-Doer-1
Controller-2-Door-1
Controller-2-Door-1
Controller-2-Door-1
Contreller-2-Doer-1
Controller-2-Door-1
Controller-1-Door-1
Controller-1-Door-1
Controller-1-Doer-1
Controller-1-Door-1
Controller-2-Door-1
Controller-2-Door-1
Contreller-2-Doer-1
Controller-2-Door-1
Controller-1-Door-1
Controller-1-Door-1
Controller-2-Doer-1
Controller-2-Door-1
Controller-2-Door-1
Controller-2-Door-1
Controller-1-Docr-2
Controller-1-Door-2
Controller-1-Door-2
Controller-1-Door-2

Controller-1-Doer-1

@2000-2011 Millennium Group, Inc.

c T o -

View Event Detail Clear All Events
Event Filter Operator Control “

Hardware System Reports | Historical Maps External
Configuration Configuration

Status Origin |
Operator command
Operator command:
Cperator command
Operator command:
Operator command
Operator command:
Cperator command
Operator command:
Operator command
Operator command:
Cperator command
Operator command:
Operator command
Operator command:
Cperator command
Operator command:
Operator command
Operator command:
Cperator command
Operator command:
Operator command
Operator command:
Cperator command
Operator command:

Operator command

Log Message

Change Password - Company Info - Privacy Policy - Dpen in Separate Window

Transferring data from 127.0.0.1... 5) -3
Doors link filters displaying of only those events which are related to doors, i.e. door(-s) Lock / Unlock
events, Momentary Unlock, Momentary Forgive APB etc.

Category for all of these events is Door only.
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Readers events

) EventsfAlarms Display - Mozilla Firefox
File  Edit ‘iew Higtory Bookmarks

G - C X &
o Events/Alarms Display

& - @ M current Threat Level:
Millenium Xtra

-

Tools  Help

ﬁ '| |§' Google

! ‘?] http:fi127.0.0. 1 jEventMonitoringfdefault, aspx

Cardholder
Data

Event
Monitoring

System
Administration

Hardware System
Configuration Configuration

Reports | Historical Maps External

Current Partition

Events/Alarms | @ Cardholder's E?\] Operator /‘1 Controller % Image & Event Monitor
Display M Data ¥ Control Download :_’:_.': Verification / Configuration
Time * Category Name Status Origin |
4/29/2011 4:31:53 PM GMT +03:00 Reader Reader-E1 Operator command failed:Online =
4/29/2011 4:31:53 PM GMT +03:00 Reader Reader-E1 Operator command:Online
4/29/2011 4:31:52 PM GMT +03:00 Reader Reader-E3 Cperator command failed: Online
4/29/2011 4:31:52 PM GMT +03:00 Reader Reader-E3 Operator command: Online
4/29/2011 4:31:50 PM GMT +03:00 | Reader Reader-E1 Operator command failed:Online
4/29/2011 4:31:50 PM GMT +03:00  Reader Reader-E1 Operator command:Online
4/29/2011 4:31:47 PM GMT +03:00 Reader Reader-E1 Cperator command failed: Offline
4/29/2011 4:31:47 PM GMT +03:00 Reader Reader-E1 Operator command: Offline
4/29/2011 4:31:45 PM GMT +03:00 Reader Reader-E1 Operator command failed:Online R
4/29/2011 4:31:45 PM GMT +03:00 Reader Reader-E1 Operator command:Online
4/29/2011 4:31:42 PM GMT +03:00 Reader Reader-D2 Cperator command failed:Online
4/29/2011 4:31:42 PM GMT +03:00 Reader Reader-D2 Operator command: Online
4/29/2011 4:31:40 PM GMT +03:00 Reader Reader-D2 Operator command failed:Offline
4/29/2011 4:31:40 PM GMT +03:00 Reader Reader-D2 Operator command: Offline
4/29/2011 4:31:36 PM GMT +03:00 Reader Reader-D1 Cperator command failed:Online
4/29/2011 4:31:36 PM GMT +03:00  Reader Reader-D1 Operator command:Online
4/29/2011 4:31:34 PM GMT +03:00 Reader Reader-D1 Operator command failed:Offline
4/29/2011 4:31:34 PM GMT +03:00 Reader Reader-D1 Operator command: Offline -

@2000-2011 Millennium Group, Inc.

View Event Detail Clear All Events Log Message
Event Filter Operator Control “

Change Password - Company Info - Privacy Policy - Dpen in Separate Window

Transferring data from 127.0.0.1...

S)..]

Readers link filters displaying of only those events which are related to reader(-s), i.e. changing of reader’s

status (Online / Offline) etc.

Category for all of these events is Reader only.
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Ouputs events

) EventsfAlarms Display - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

G - c X ot ) i l.‘?] http:fi127.0.0. 1 jEventMonitoringfdefault, aspx ﬁ '| |?" Google

o Events/Alarms Display

e - " System Cardholder Event Hardware System Reports = Historical Maps External
# - O M < current Threat Level: Administration = Data Monitoring | Configuration | Configuration

Millenium Xtra Currant Patition

Events/Alarms | ‘% Cardholder's Operator /‘1 Controller % Image & Event Monitor
Display M Data ¥ Control Download =" Verification 7 Configuration

Time * Category Name Status
4/29/2011 3:48:07 PM GMT +03:00 Output Controller-1-RCD-1 Supervisor Relay | Activated
4/29/2011 3:48:04 PM GMT +03:00 Cutput Controller-1-RCD-1 Supervisor Relay | Deactivated
4/29/2011 3:47:48 PM GMT +03:00  Cutput Controller-1-RCD-1 Supervisor Relay Deactivated
4/29/2011 3:47:47 PM GMT +03:00  Output Controller-1-RCD-1 Supervisor Relay | Activated
4/29/2011 3:47:39 PM GMT +03:00  Output Controller-1-RCD-1 Supervisor Relay | Activated
4/29/2011 3:47:37 PM GMT +03:00 Cutput Controller-2-RCD-1 Supervisor Relay | Activated
4/29/2011 3:47:14 PM GMT +03:00  Cutput Controller-1-RCD-1 Supervisor Relay Deactivated
4/29/2011 3:47:10 PM GMT +03:00  Output Controller-1-RCD-1 Supervisor Relay Deactivated
4/29/2011 3:47:07 PM GMT +03:00 | Output Controller-1-RCD-1 Supervisor Relay | Activated
4/29/2011 3:46:59 PM GMT +03:00 Cutput Controller-1-RCD-1 Supervisor Relay | Activated
4/29/2011 3:46:52 PM GMT +03:00  Cutput Controller-2-RCD-1 Supervisor Relay | Activated

View Event Detail Clear All Events Log Message
Event Filter Operator Control “

@2000-2011 Millennium Group, Ine. Change Password - Company Info - Privacy Policy - Open in Separate Window
Transferring data from 127.0.0.1... 5)

Outputs link filters displaying of only those events which are related to Output(-s), i.e. changing of output’s
status (Activated / Deactivated), Pulse Output etc.

Category for all of these events is Output only.
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Inputs events

) EventsfAlarms Display - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

ﬁ '| |?" Google

G < c X far ! '[é] http:fi127.0.0. 1 jEventMonitoringfdefault, aspx

o Events/Alarms Display

Millenium Xtra

Events/Alarms | ‘% Cardholder's Operator /‘1 Controller
Display M Data ¥ Control

%
Download =" Verification

e - " System Cardholder Event Hardware Syst
# — @™ & current Threat Level: Administration = Data Monitoring | Configuration | Configuration

Current Partition

Image &7 Event Monitor

Configuration

Time * Category  Name Status Origin
4/29/2011 3:48:07 PM GMT +03:00 | Input Input-Door-1{DCD-1) Operator command failed:Command not supported
4/29/2011 3:45:04 PM GMT +03:00  Input Input-Door-1{DCD-1) Operator command: Shunt

4/29/2011 3:47:48 PM GMT +03:00  Input Input-Door-1({DCD-1) Cperator command failed: Offline

4/29/2011 3:47:47 PM GMT +03:00 | Input Input-Door-1{DCD-1) Operator command: Offline

4/29/2011 3:47:39 PM GMT +03:00 | Input Input-Door-1{DCD-1) Operator command failed:Online

4/29/2011 3:47:37 PM GMT +03:00  Input Input-Door-1{DCD-1) Operator command:Online

4/29/2011 3:47:14 PM GMT +03:00  Input Input-Door-1({DCD-1) Cperator command failed: Command not supported
4/29/2011 3:47:10 PM GMT +03:00 | Input Input-Door-1{DCD-1) Operator command: Unshunt

4/29/2011 3:47:07 PM GMT +03:00 | Input Input-Door-1{DCD-1) Operator command failed:Command not supported
4/29/2011 3:46:59 PM GMT +03:00  Input Input-Door-1{DCD-1) Operator command: Shunt

4/29/2011 3:46:52 PM GMT +03:00  Input Input-Door-1{DCD-1) Cperator command failed: Offline

External

View Event Detail Clear All Events Log Message
Event Filter Operator Control “

Change Password - Company Info - Privacy Policy - Open in Separate Window
Transferring data from 127.0.0.1... 5)

@2000-2011 Millennium Group, Inc.

Inputs link filters displaying of only those events which are related to Input(-s), i.e. change of input’s status
(Online / Offline), Input Shunted etc.

Category for all of these events is Input only.
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Cardholders events

) EventsfAlarms Display - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

G - c )K ot i l.‘?] http:fi127.0.0. 1 jEventMonitoringfdefault, aspx ﬁ '| |§' Google

o Events/Alarms Display

ﬁ i ® ™ .3 Current Threat Level: System Cardholder Event Hardware System Reports = Historical Maps External

Administration = Data Monitoring Configuration Configuration

Mi“enium Xtra Currant Pattition 2, Logged User:Admin

Events/Alarms | ‘% Cardholder's E?\]Dperalor /‘1 Controller % Image & Event Monitor
Display M Data > Control Download =" Verification 7 Configuration

View Alarms (0) | Install External AM View Live Video | Enable image Verification | Full Screen |

Time * Category Name Status Origin

4/29/2011 3:48:15 PM GMT +03:00 Cardholder Frank Alberts (Card #£1) Admitted Controller-2-Door-1
4/29/2011 3:48:12 PM GMT +03:00  Cardholder Frank Alberts (Card #1) Admitted Controller-1-Door-1
4/29/2011 3:45:08 PM GMT +03:00  Cardholder Charles Daniels (Card £2) Admitted Controller-1-Door-1
4/29/2011 3:48:04 PM GMT +03:00  Cardholder Charles Daniels (Card #2) Denied access, it is not proper time period Controller-1-Door-1
4/29/2011 3:47:49 PM GMT +03:00  Cardholder Frank Alberts (Card #£1) Denied access, it is not proper time period Controller-1-Door-1
4/29/2011 3:47:47 PM GMT +03:00  Cardholder Frank Alberts (Card #1) Denied access, it is not proper time pericd Controller-1-Door-1
4/29/2011 3:47:34 PM GMT +03:00  Cardholder Charles Daniels (Card £2) Admitted Controller-1-Door-1
4/29/2011 3:47:32 PM GMT +03:00  Cardholder Charles Daniels (Card #2) Denied access, it is not proper time period Controller-1-Door-1
4/29/2011 3:47:19 PM GMT +03:00  Cardholder Frank Alberts (Card #£1) Denied access, it is not proper time period Controller-1-Door-1
4/29/2011 3:46:59 PM GMT +03:00 Cardholder Charles Daniels (Card #2) Denied access, it is not proper time period Controller-1-Door-2
4/29/2011 3:46:40 PM GMT +03:00  Cardholder Frank Alberts {Card #1) Denied access, it is not proper time period Controller-1-Door-1
4/29/2011 3:46:35 FM GMT +03:00  Cardholder Frank Alberts (Card #1) Admitted Controller-1-Door-1

View Event Detail Clear All Events Log Message
Event Filter Operator Control “

@2000-2011 Millennium Graup, Inc. Change Passward - Campany Info - Privacy Policy - Open in Separate Window
Whaiking For 127.0.0.1... S .4

Cardholders link filters displaying of only those events which are related to Cardholder(-s), i.e. admitted or
denied access for different cardholder(-s) etc.

Category for all of these events is Cardholder only.
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Operators events

) EventsfAlarms Display - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

6 - c X ot ) '[é] http:fi127.0.0. 1 jEventMonitoringfdefault, aspx ﬁ - |?" Google

o Events/Alarms Display

3 " System Cardholder Event Hardware System Reports | Historical Maps External
i Current Threat Level Administration = Data Monitoring Configuration Configuration Log Systems

ﬂMiIhﬂium xtra Current Pattition: | Default Partition ~| & Louged User:Admin Time Online; 03.54 Base Online; 1652

Events/Alarms | ‘@ Cardholder's | [[&) Operator Controller % Image Event Monitor
Display M Data 4 / Download :_E Verification Configuration

View Alarms (0) | Install External AM View Live Video | Enable image Verification | Full Screen |

Event Monitor (1/128) Event Filter: Operators

Time * Category Name Status Origin
4/29/2011 12:58:20 PM GMT +03:00 Operator ADMIN Operator logged on

View Event Detail Clear All Events Log Message
Event Filter Operator Control “

@2000-2011 Millennium Group, Ine. Change Password - Company Info - Privacy Policy - Open in Separate Window
Transferring data from 127.0.0.1... 5) -l

Operators link filters displaying of only those events which are related to Millenium Xtra System Operator(-
s), i.e. their Logging In / Logging Out, Posting of comments by operator(-s), Changing of Threat Levels by
Operator(-s) etc.

Category for all of these events is Operator only.
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System events

) EventsfAlarms Display - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

G - c )K ot ) '[é] http:fi127.0.0. 1 jEventMonitoringfdefault, aspx ﬁ - |§' Google

o Events/Alarms Display

& - @ M <& Current Threat Level: System Cardholder | Event Hardware System Reports | Historical Maps = External

Administration = Data Monitoring Configuration Configuration Log Systems

;:lMi“enium xtra Current Pattition: | Default Partition ~| & Louged User:Admin Time Online; 0355 Base Online; 1653

Events/Alarms | ‘% Cardholder's Eﬁ‘-\]ﬂpermor /‘1 Controller % Image &} Event Monitor
Display M Data _} Control |/ -~ Download «"% Verification 7 Configuration

View Alarms (0) | Install External AM View Live Video | Enable image Verification | Full Screen |

'Event Monitor (0/128) Event Filter: !

Time * Category Name Status Origin

View Event Detail Clear All Events Log Message
Event Filter Operator Control “

@2000-2011 Millennium Graup, Inc. Change Passward - Campany Info - Privacy Policy - Open in Separate Window
Whaiking For 127.0.0.1... S .4

System link filters displaying of only those inner events which are related to the Millenium Xtra System
(scheduling, backing up etc.)

Category for all of these events is System only.

Available buttons.
There are following buttons available for Event Monitoring - Events/Alarms Display screen:
At the top there are 5 buttons -

e View Alarms — enable view alarm(-s) if there was/were any. Number of alarm(-s) is always
displayed in brackets inside button’s body.

e |Install External AM — enables to install an external alarm monitor for the Millenium Xtra System.
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Opening EAMInstaller.msi r

‘fou have chosen to open

ﬁl EAMInstaller.msi

which is a: Windows Installer Package
From: httpeff127.0.0.1

Wauld vou like to save this file?

I Save File l ’ Cancel ]

e View Live Video — enables view live video via CCTV if it is installed.

e Enable Image Verification — Image verification may be enabled or disabled.

e Full Screen - enables viewing of events in the full screen mode:

) EventsfAlarms Display - Mozilla Firefox

File Edit VYiew Histary Bookmarks Tools Help

@Bv c far ) . “ é‘.http:HIZ?.U.U.1,iEventMonltorlng,l’default.aspx f? V "‘l"

| “”1 Events/Alarms Display = -
T Ao |

Time * Category MName Status Crnigin

4/29/2011 4:29:36 PM GMT +03:00 | Controller Controller-1 Executed operator command:Online -

4/29/2011 4:29:38 PM GMT +03:00  Controller Controller-1 Operator command:Online

4/29/2011 3:458:16 PM GMT +03:00 Cardholder Frank Alberts (Card 1) Admitted Controller-2-Door-1

4/29/2011 3:45:12 PM GMT +03:00  Cardholder Frank Alberts (Card 1) Admitted Controller-1-Door-1

4/29/2011 3:48:09 PM GMT +03:00 Cardholder Charles Daniels (Card #2) Admitted Controller-1-Door-1

4/29/2011 3:48:07 PM GMT +03:00 Cutput Controller-1-RCD-1 Supervisor Relay Activated

4/29/2011 3:458:04 PM GMT +03:00  Cutput Controller-1-RCD-1 Supervisor Relay Deactivated

4/29/2011 3:48:04 PM GMT +03:00  Cardholder Charles Daniels (Card #2) Denied access, it is not proper time period Controller-1L-Door-1

4/29/2011 3:47:49 PM GMT +03:00  Output Controller-1-RCD-1 Supervisor Relay Deactivated

4/29/2011 3:47:49 PM GMT +03:00  Cardholder Frank Alberts (Card #1) Denied access, it is not proper time period Controller-1-Door-1

4/29/2011 3:47:47 PM GMT +03:00  Cutput Controller-1-RCD-1 Supervisor Relay Activated

4/29/2011 3:47:47 PM GMT +03:00  Cardholder Frank Alberts (Card #1) Denied access, it is not proper time period Controller-1L-Door-1

4/29/2011 3:47:39 PM GMT +03:00  Output Controller-1-RCD-1 Supervisor Relay Activated

4/29/2011 3:47:37 PM GMT +03:00 Cutput Controller-2-RCD-1 Supervisor Relay Activated

4/29/2011 3:47:34 PM GMT +03:00  Cardholder Charles Daniels (Card #2) Admitted Controller-1-Door-1

4/29/2011 3:47:32 PM GMT +03:00  Cardholder Charles Daniels (Card #2) Denied access, it is not proper time period Controller-1-Door-1

4/29/2011 3:47:19 PM GMT +03:00 Cardholder Frank Alberts (Card 1) Denied access, it is not proper time period Controller-1-Door-1

4/29/2011 3:47:14 PM GMT +03:00  Cutput Controller-1-RCD-1 Supervisor Relay Deactivated

4/29/2011 3:47:10 PM GMT +03:00 Cutput Controller-1-RCD-1 Supervisor Relay Deactivated

4/29/2011 3:47:07 PM GMT +03:00 | Qutput Controller-1-RCD-1 Supervisor Relay Activated —

4/29/2011 3:46:59 PM GMT +03:00  Output Controller-1-RCD-1 Supervisor Relay Activated

4/29/2011 3:46:59 PM GMT +03:00  Cardholder Charles Daniels (Card #2) Denied access, it is not proper time period Controller-1-Door-2

4/29/2011 3:46:52 PM GMT +03:00 Cutput Controller-2-RCD-1 Supervisor Relay Activated

4/29/2011 3:46:40 PM GMT +03:00  Cardholder Frank Alberts (Card 1) Denied access, it is not proper time period Controller-1-Door-1

4/29/2011 3:46:35 FM GMT +03:00  Cardholder Frank Alberts (Card 1) Admitted Controller-1-Door-1 -_

(KA 3

]
@2000-2011 Millennium Group, Inc. Change Passward - Campany nfo - Privacy Policy - ©pen in Separate Window
‘waiting For 127.0.0.1 S

To return to Normal View mode, press Back to site button (it is situated in the top-right corner).

At the bottom there are 5 buttons -

e View Event Detail — to view current event’s details. Current event may be selected with the help of
mouse click and this event is always highlighted. If no record is selected, error popup message will

appear:
Please select an event! - OK

EventslAlarms Display

Flease select an event!
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Note. You may also display any event detail(-s) by double-clicking on a required event item in the
events table.
o Clear All Events — clears all events without confirmation. The screen will be empty:

2) EventsfAlarms Display - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

v c x ot ) '[é http:fj127.0.0. 1 JEventMonitoringdef ault. aspx f} - |?" Google

o Events/Alarms Display
Maps External

System Cardholder Event Hardware System Reports | Historical
Systems

» Current Threat Level: Administration = Data Monitoring | Configuration = Configuration Log

ﬂMilhnium xtra Currert Pattition: | Default Partion ~| 2, Logged User:Admin Time Online: 04:04 Base Online: 17:03

Events/Alarms | ‘@ Cardholder's E\]unermor Controller % Image é} Event Monitor
Display Data _} Control Download =" Verification 7 Configuration

View Alarms (0) | Install External AM View Live Video | Enable lmage Verification m

Event Monitor (0/128) Event Filter: System
Origin

Time Category MName Status

View Event Detail Clear All Events Log Message
Event Filter Operator Control “

Chanoe Password - Cormpany Info - Privacy Policy - Open in Separate Window
S) .4
I

©2000-2011 Millennium Group, Inc.

Transferring data from 127.0.0.1...
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Log Message — enables to log a message for an Operator. The Millenium Xtra Operator will obtain
popup window, where he (she) could enter any necessary information into the Event Comment
field:

?) EventsfAlarms Display - Mozilla Firefox

File Edit Wiew History Eookmarks —Tools

Help

V c x ot & la http:f{127.0.0,1/EventMonitoring/def ault, aspx ﬁ '| |£—l' Google
o Events/Alarms Display

o Systemn Cardholder | Event Hardware System Reports = Historical Maps External
Current Threat Level: TGN Administration = Data

Monitoring | Configuration | Configuration Log Systems
;u—jlmilhnium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 04:04 Base Online; 17:03

Events/Alarms | @ Cardholder's E"ﬂnpermnr Controller % Image ég Event Monitor
Display M Data 2P Control |/ -~ Download «"% Verification 7 Configuration

Event Detail

Event Information
Priority/status: |99:An operator logged a comment

Time: |4.|'29.|'2011 5:43:38 PM GMT +03:00

Category: |0peratur

Name: |

Crigin: |

Event Description & Existing Comments

Event Comment

Select from Available Comments

Lo Hessage

@2000-2011 Millenniurm Group, Inc.

Channe Password - Company [nfo - Privacy Policy - Open in Separate YWindow
Transferring data from 127.0.0.1...
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e Operator Control — for operator control under any of the system devices. Press this button, in the
popup window select necessary type of device (among Controllers, Doors, Readers, Regions,
Elevators, Inputs, Outputs, Door Groups). Then Select the necessary device by its name.
Depending on what device has been selected, the Operator can change its status to Online, Offline
(for Controllers and Readers); Normal, Lock, Unlock, Momentary, Forgive APB (for Doors and Door
Groups); Set to Maximum Count / Reset Count (for Regions); None, Unlock, Lock, Remote Unlock
(for Elevators); Online, Offline, Shunt, Clear Shunt (for Inputs); Activate, De-activate, Pulse (for
Outputs). Press Close button when done:

%) EventsfAlarms Display - Mozilla Firefox
File Edit VYiew Histary Bookmarks Tools Help

v c x ot 'I:ﬂ“ http:fi127.0.0. 1 jEventMaonitaringfdef ault. aspx f:f - |E' Google

o] Events/alarms Display

" System Cardholder  Event Hardware System Reports | Historical Maps External
Current Threat Level: [[TTSTRGN Administration = Data Monitoring | Configuration = Configuration Log Systems

;:lM“hnium xtra Current Patition: | Default Partition | & Logged User:Admin Time Online: 04:05 Base Online: 17:04

- =

Events/Alarms | # Cardholder's [[(&] Operator ontroller = Image A Event Monitor
Display M Data 3 Control Download ___: Verification / Configuration

Operator Control

Device Type: I Controllers

Device: | Controller-1

(0w~ )l =0 | i Tee cowmios )

Status Current Status

Controller Control Status | Executed operator command:Online

Controller Download Status Reader download failed

@2000-2011 Millennium Group, Inc. Change Password - Company [nfo - Privacy Palicy - Open in Separate Window
Transferring data from 127.0.0.1... 5) J
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e  Print — for print-friendly output:

= C T, ] . - | g4 http:/{127.0.0.1/EventMonitoring{Printing. aspx7I0=0 - - F @

o] Eventsiflarms Display | Alarm/Event Monitor Printing @ - -
4292011 4:29:48 Pt GMT +03:00 Cantraller Contraller-1 Executed operator command:Offine -
412902011 4:29:48 PM GMT +03:00 Cantraller Caontraller-1 Cperatar command: Offline
42972011 4:28:47 Ph GMT +03:00 Caontraller Cantroller-1 Date and Time download failed
41292011 4:29:47 PM GMT +03:00 Cantraller Caontraller-1 Starting Date and Time download
42902011 4:29:45 PM GMT +03:00 Contraller Controller-1 Executed operatar command: Online
42902011 4:29:45 PW GMT +03:00 Contraller Controller-1 Cperator cormmand: Cnline
412972011 4:29:43 Pu GMT +03:00 Cantraller Cantraller-2 Date and Time download failed
4292011 4:29:43 Pt GMT +03:00 Coniraller Controller2 Starting Date and Time download
41792011 4:29:41 Pt GMT +03:00 Cantraller Caontraller-2 Executed operator command:Offine
417902011 4:29:41 Pt GMT +03:00 Cantraller Contraller-2 Operatar command: Offline
412902011 4:29:39 Pt GMT +03:00 Caontraller Caontraller-2 Executed operator command:Online
4292011 4:29:39 Pt GMT +03:00 Cantraller Contraller-2 Cperatar command: Online
42902011 4:29:37 PM GMT +03:00 Cantraller Caontraller-1 Executed operator command: Offline
42902011 4:29:37 PM GMT +03:00 Cantraller Caontraller-1 Cperatar command: Offline
412902011 4:29:36 PM GMT +03:00 Cantraller Caontraller-1 Executed operator command:Online
42902011 4:29:36 PM GMT +03:00 Contraller Controller-1 Cperator command: Cnline
42902011 34816 PW GMT +03:00 Cardholder  |Frank Alberts (Card #1) Adrnitted Controller-2-Door-1
42902011 34812 PM GMT +03:00 Cardholder  |Frank Alberts (Card #1) Adrnitted Contraller-1-Door-1
42902011 348:09 Put GMT +03:00 Cardholder  |Charles Daniels {Card #2) Admitted Contraller-1-Dioor-1
42902011 348:07 Put GMT +03:00 Output Controller-1-RCD-1 Supernvisor Relay Activated
4792011 3:48:04 Pht GMT +03:00 Output Caontraller-1-RCD-1 Supervisor Relay Deactivated
412902071 3:48:04 Pt GMT +03:00 Cardhalder  [Charles Daniels (Card #2) Denied access, itis not proper time period Contraller-1-Door-1
4292011 2:47:49 Pt GMT +03:00 Qutput Contraller-1-RCD-1 Superisor Relay Deactivated
412902011 3:47:49 PM GMT +03:00 Cardhalder  [Frank Alberts (Card #1) Denied access, itis not proper time period Cantraller-1-Dioar-1
42902011 34747 PM GMT +03:00 Output Cantraller-1-RCD-1 Supervisor Relay Activated
42902011 3:47:47 PM GMT +03:00 Cardhalder  [Frank Albers (Card #1) Denied access, itis not proper time period Cantraller-1-Dioar-1
412902011 3:47:39 PM GMT +03:00 Output Caontraller-1-RCD-1 Supervisor Relay Activated
42902011 34737 PM GMT +03:00 Output Controller-2-RCD-1 Supervisor Relay Activated
42902011 34734 PW GMT +03:00 Cardholder  |Charles Daniels {Card #2) Adrnitted Controller-1-Door-1
4292011 34732 P GMT +03:00 Cardholder  |Charles Daniels {Card #2) Cenied access, it iz not proper time period Contraller-1-Dioor-1
4292011 34719 Pt GMT +03:00 Cardholder  |Frank Alberts (Card #1) Cenied access, it is not proper time period Contraller-1-Dioor-1
417902011 3:47:14 Pt GMT +03:00 Output Caontraller-1-RCD-1 Superisor Relay Deactivated
412902071 2:47:10 Pt GMT +03:00 Output Caontraller-1-RCD-1 Superisor Relay Deactivated
412902011 24707 Pt GMT +03:00 Qutput Caontraller-1-RCD-1 Superisor Relay Activated
4292011 3 46:59 Pht GMT +03:00 Qutput Contraller-1-RCD-1 Supervisor Relay Activated
42902011 3:46:59 PM GMT +03:00 Cardhalder  [Chatles Daniels (Card #2) Denied access, itis not proper time period Cantraller-1-Dioar-2
42902011 3:46:52 PM GMT +03:00 Output Caontraller-2-RCD-1 Supervisor Relay Activated
412902011 3:46:40 PM GMT +03:00 Cardhalder  [Frank Alberts (Card #1) Denied access, itis not proper time period Cantraller-1-Dioar-1
42902011 34635 PM GMT +03:00 Cardholder  |Frank Alberts (Card #1) Adrnitted Contraller-1-Door-1
42902011 12:58:20 PM GMT +03:00 Operator ADMIMN Cperator logged on ~
Dane S'y

Choose the desired printer among available in your system and press OK button.
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Event Monitoring - Cardholder's Data

Cardholder’s Data

2) Cardholder's Data - Mozilla Firefox

File Edit VYiew Histary Bookmarks Tools Help
6 = c A Gy - | g™ hetp:f127.0.0.1/EventMonitaring/cardhaldersdata, aspx?ID=50 f‘f '| |=T" Google

| Cardholder’s Data

T s " System Cardholder | Event Hardware System Reports | Historical Maps External
# — @™ & current Threat Level: Administration = Data Monitoring | Configuration | Configuration Log Systems

;:‘lMi“enium xtl'a Current Pattition: | Default Partition | & Logged User:Admin Time Online: 04:43 Base Online: 1748

Events/Blarms | ® Cardholder's (@) Operator | § 4 Controller | % Image i Event Monitor
Display ata Control |,/ 'Download «7% Verification 7 Configuration '

v A Card Information | General Information | Additional Infformation a aaa

Faciliy Code: i Access Level 5| o Access this cardholder
Badge TWQ:I:I Access Level B:|—o Access—

PIr:

[Wiegand 26FCT v
Card Format | Wiegand 26 FC No image is available

for this cardholder

s Alberts, F
Last Mame: Alberts First Mame: Frank Middle Initial Employes 10 1
Printed Card Mo 1 Artive
Encoded Card Bo.: |1 Access Level 1:| Access Lewvel 1
Activation Date:| 11112003 Access Level 2 i .
Exgiration Datc: T Access Level3: No image Is
wpiration Date: f
Access Level 4' available for

Card mema:

Current Status: | Admitted

{7 Help

L I
M= EFg<S<Ccd®w Do WO EZ=ETCRS"T IR T MO0 @D

Other

@2000-2011 Millenniurn Group, Inc. Chante Password - Cormpany Info - Privacy Policy - Open in Separate Window
Done S

This section of the Millenium Xtra System is intended only for viewing of Cardholder Data Records. To
edit, add or delete Cardholder Data Records, use Cardholder Data item of the Top Menu.

All the information about Millenium Xtra System cardholders is stored in three tabs:
e Card Information tab
e General Information tab
e Additional Information tab.
Select the desired Cardholder Name using the alphabetic tree in the left part of a screen.
Then use necessary tabs to view the selected Cardholder’s information records.
These tabs are described below.
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Event Monitoring - Cardholder's Data - General Information

General Information Tab.

2) Cardholder's Data - Mozilla Firefox

File  Edit ‘iew History Bookmarks Tools  Help

6 o= c A Gy - | g http:f/127.0.0.1/EventMonitoring/cardholdsrsdata, aspx?ID=50 ﬁ v| |':T" Google

o Cardholder’s Data

! ) o System Cardholder | Event Hardware System Reports = Historical Maps  External
i — @ M < Current Threat Level: Administration = Data Monitoring | Configuration = Configuration Log Systems

ﬁr—ulMi“enium xtra Currert Pattition: | Default Partiion ~| 2, Logged User:Admin Time Online: 04:51 Base Online: 17:50

Events/larms = 9 Cardholder's |[[@)] Operator f‘ Controller % Image s Event Monitor
M Data 3 i

Display Control "~ Download «"% Verification 7 Configuration

v A Card Information | General Information | Additional Information B aaa

* Alberts, F

Frimary Location ‘ ‘ Master Area:

Supenisor

Department |

Internal Phone
Issue Date Employment Diate:

Compary E-mail

Employee Class

Comment 1

{7 Help

L I R I
M= ® g < Ccdw@Dme o EZTCRST IR T MO0 @D

Other

©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window
Dare S

Available Fields:

Primary Location: field to view Primary Location for the current Cardholder.
Department: field to view Department for the current Cardholder.

Internal Phone: field to view Internal Phone for the current Cardholder.

Issue Date: field to view Issue Date for the current Cardholder.

Company E-mail: field to view Company E-mail address for the current Cardholder.
Employee Class: field to view Employee Class for the current Cardholder.

Master Area: field to view Master Area for the current Cardholder.

Supervisor: field to view Supervisor name for the current Cardholder.

Employment Date: field to view Employment Date for the current Cardholder.
Comment 1: field to view any general comments (Comment 1) for the current Cardholder.
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<< < > >> puttons allow navigation (First Cardholder, Previous Cardholder, Next Cardholder, Last
Cardholder) through available cardholder records.
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Event Monitoring - Cardholder's Data - Card Information

Card Information Tab
2) Cardholder's Data - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

6 = c A - | g http:f/127.0.0.1/EventMonitoring/cardholdsrsdata, aspx?ID=50 ﬁ * m' Google

o Cardholder’s Data

ﬁ i @ ™ .3 Current Threat Level: System Cardholder Event Hardware System Reports = Historical Maps External
- " . [i

Administration = Data Monitoring Configuration Configuration Log Systems
;r_“lMi“enium x'tra Current Patition: | Default Farition | & Louged User:Admin Time Online; 04:43 Base Online; 17:48
Events/larms = 9 Cardholder's |[[@)] Operator f‘ Controller % Image g Event Monitor
Display M Data ' Control /- Download «"% Verification 7 Configuration
v A Card Information | General Information | Additional Information B aaa
* Alberts, F 2 ? 3
Last Mame: Alberts First Mame: Frank Middle Initial; Employee 1D 1
Printed Card Mo |1 Active

Encoded Card Mo |1 Access Leve|1:
Activation Date: | 17112003 Acczss Level 2:[ o Accese— ] . .
Access Level 3: No Image Is
Arcess Level 4: available for
Facility Code: ¥ Access Level 5:__—N0 Access— this cardholder

BasgeTwe ] pctess Lovel o: [N
camomez[ ]

PIN:

Card Format [ Wiegand 26 FC No image is available

for this cardholder

Expiration Date: | 11152003

Card mema:

Current Status: Admitted

{7 Help

L I R I
M= ® g < Ccdw@Dme o EZTCRST IR T MO0 @D

Other

©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window
Dare S

Available Fields:

Last Name: - field to view Last Name for the selected Cardholder.

First Name: - field to view First Name for the selected Cardholder.

Middle Initial: - field to view Middle Name initial(-s) for the selected Cardholder.
Employee ID: - field to view Employee ID for the selected Cardholder.

Access Information Group: - group of fields which displays Access Information for the current Card of the
selected Cardholder.

Access Information Group is related only to current Card. Cards can be selected among available in
Millenium Xtra System (see Card1, Card2, Card3 tabs).

Access Information Group consists of the following fields:
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Printed Card No.: field to view Printed Card No. for the current Card.
Encoded Card No.: field to view Encoded Card No. for the current Card.
Activation Date: field to view Activation Date for the current Card.
Expiration Date: field to view Expiration Date for the current Card.
Facility Code: field to view Facility Code for the current Card.

Badge Type: field to view Badge Type for the current Card.

Card Class: field to view Card Class for the current Card.

PIN: field to view PIN for the current Card.

Card Format: field to view Card Format for the current Card.

Active - checkbox to view activity or inactivity of the current Card.

Access Level 1: - Combo box to view Access Level 1 for the current Card.
Access Level 2: - Combo box to view Access Level 2 for the current Card.
Access Level 3: - Combo box to view Access Level 3 for the current Card.
Access Level 4: - Combo box to view Access Level 4 for the current Card.
Access Level 5: - Combo box to view Access Level 5 for the current Card.
Access Level 6: - Combo box to view Access Level 6 for the current Card.

Card memo: - field to view any memos for the current Card of the current Cardholder.
Current Status: - field to view Current Status for the current Card of the current Cardholder.

MilleniumXtra

<< < > >> puttons allow navigation (First Cardholder, Previous Cardholder, Next Cardholder, Last

Cardholder) through available cardholder records.
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Event Monitoring - Cardholder's Data - Additional Information

Additional Information Tab.

2) Cardholder's Data - Mozilla Firefox

File  Edit ‘iew History Bookmarks Tools  Help

6 o= c A Gy - | g http:f/127.0.0.1/EventMonitoring/cardholdsrsdata, aspx?ID=50 ﬁ v| |':T" Google

o Cardholder’s Data

! ) o System Cardholder | Event Hardware System Reports = Historical Maps  External
i — @ M < Current Threat Level: Administration = Data Monitoring | Configuration = Configuration Log Systems

ﬁr—ulMi“enium xtra Curtert Pattition:| Default Partiion ~| 2, Logged User:Admin Time Online: 04:52 Base Online: 17:51

Events/larms = 9 Cardholder's |[[@)] Operator f‘ Controller % Image s Event Monitor
M Data 3 i

Display Control "~ Download «"% Verification 7 Configuration

v A Card Information | General Information | Additional Infformation B aaa

* Alberts, F

Badge Print Diate: Re-iszsue Date:
Wehicle Mode! Wehicle Year

Wehicle Color: License Plate Mo.:

Parking Designation: | |

Parking Assignment: | |

Haome E-mail:

Caomment 2

{7 Help

L I R I
M= ® g < Ccdw@Dme o EZTCRST IR T MO0 @D

Other

©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window
Dare S

Available Fields:

Badge Print Date: field to view Badge Print Date for the current Cardholder.

Re-issue Date: field to view Re-issue Date for the current Cardholder.

Vehicle Model: field to view Vehicle Model for the current Cardholder.

Vehicle Year: field to view Vehicle Year for the current Cardholder.

Parking Designation: field to view Parking Designation for the current Cardholder.

Parking Assignment: field to view Parking Assignment for the current Cardholder.

License Plate No.: field to view License Plate No. for the current Cardholder.

Home E-mail: field to view Home E-mail address for the current Cardholder.

Comment 2: field to view any additional comments (Comment 2) for the current Cardholder.
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<< < > >> puttons allow navigation (First Cardholder, Previous Cardholder, Next Cardholder, Last
Cardholder) through available cardholder records.
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Event Monitoring - Operator Control

?) Operator Control - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help
é = c }-& far - | g http:}j127.0.0.1jEventManitoringfoperatorcontral aspxi D=1 ﬁ - |?l' Google

| Operator Control

) o - System Cardholder | Event Hardware System Reports = Historical Maps External
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems
;:‘lMi“enium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 04:54 Base Online; 17:52

Eventsiflarms = % Cardholder's |[[@] Operator fo Controller % Image @ Event Monitor

Display M Data ¥ Control |/ - Download |«"= |Verification 7 Configuration k
v Devices/Paints @ Selected Devices/Points - "Controllers"

+ Controllers
Doors mm DatefTime download {7 Help
Elevators
Selected Device hd |

Inputs

Cutputs Status Current State |

Coor Groups
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone S) v

Operator Control section is intended for manual operator control under any of the system devices. Select
Operator Control tab. Tree in the left part of the Millenium Xtra System screen will display available
Devices/Points of your system:

e Controllers
e Doors
e Elevators
e Inputs
e Outputs
e Door Groups
Select necessary devices/points group inside the tree.

Then select the necessary device by its name. Depending on what type of device/point has been selected,
the Operator can change its status to Online, Offline (for Controllers and Readers); Normal, Lock, Unlock,
Momentary, Forgive APB (for Doors and Door Groups); Set to Maximum Count / Reset Count (for Regions);
None, Unlock, Lock, Remote Unlock (for Elevators); Online, Offline, Shunt, Clear Shunt (for Inputs);
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Activate, De-activate, Pulse (for Outputs). Available controls and buttons are described below for every
devices/points group.

Controllers Group

2) Operator Control - Mozilla Firefox

File Edit VYiew Histary Bookmarks Tools Help

6 = c X ot ) - | g™ http:f{127.0.0.1/EventMonitaring operatorcontral aspx?ID=1 ﬁf ¥ @' Google

| Opetator Control

T 3 " System Cardholder  Event Hardware System Reports | Historical Maps External
# - OM G curent Threat Leve: [[TSNEN Administration = Data Monitoring | Configuration = Configuration Log Systems
;:‘l Mi“enium Xtra Current Pattition: | Default Partition | & Logged User:Admin Time Online: 04:54 Base Online: 1753
Events/Alarms = ‘% Cardholder's (@1 Operator 4 Controller %5 Image A Event Monitor
Display M Data i Control |/~ Download | "5 |Verification 7 Configuration
v DevicesiFoints @ Selected Devices/Points - “Controllers”
s+ Controllers
Daors mm Date/Time download {7 Help
Elevators
Selected Device: | Cantraller-1 =
Inputs
Outputs Status Current State
Daor Groups Cantroller Cantrol Status Executed operator command:Online
Cantroller Download Status Reader download failed
©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone 5)

This group of devices/points includes all available DCD controllers.
Available controls:
e Selected Device Combo box (controller can be selected here by its name)
Available buttons:
e Online
e Offline
Select the desired device using Combo box control.
Press Online or Offline button to manually change its status.
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Doors Group

) Operator Control - Mozilla Firefox

File  Edit ‘iew History Bookmarks Tools  Help
G = c X ot - | g™ http:f/127.0.0.1/EventMonitoring operatorcontral aspx?ID=2 ﬁ ¥ |?" Google

o1 Operator Control

" System Cardholder Event Hardware System Reports | Historical Maps External
» Current Threat Level: Administration = Data Monitoring | Configuration = Configuration Log Systems
;:‘l Mil'enium Xtra Current Pattition: | Default Partition ~| & Louged User:Admin Time Online; 04:55 Base Online; 1753
Events/Alarms ‘%  Cardholder's E\‘ Operator /‘1 Controller % Image &} Event Monitor
Display M Data _3 Control Download =" Verification 7 Configuration
+ DevicesiPoints @ Selected Devices/Points - "Doors"
Controllers
Elevators
Selected Device: | Controller-1-Door-2 A
Inputs
Cutputs Status Current State
Door Graups Door Contral Status Operator command failed Mormentary Forgive ARPB
@2000-2011 Millennium Group, Inc. Change Password - Cormpany Info - Privacy Policy - Open in Separate Window
Dane S

This group of devices/points includes all available doors.
Available controls:

e Selected Device Combo box (door can be selected here by its name)
Available buttons:

e Normal
e Lock
e Unlock

e Momentary (for momentary unlock)
e Forgive APB
Select the desired door using Combo box control.
Press any of these 5 buttons to manually initiate the desired event.
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Elevators Group

) Operator Control - Mozilla Firefox

File  Edit ‘iew History Bookmarks Tools  Help
G = c )K ot - | g™ http:f/127.0.0.1/EventMonitoringfoperatorcontral aspx?ID=6 ﬁ ¥ |§' Google

o1 Operator Control

) 3 " System Cardholder | Event Hardware System Reports = Historical Maps External
& = ® ™ Current Threat Level: Administration = Data Monitoring Configuration Configuration Log Systems
Current Partition: | Default Partition & Logged User:Admin  Time Online: 0456 Base Online: 1754
Events/Alarms ‘%  Cardholder's (@] Operator /‘1 Controller % Image &} Event Monitor
Display M Data ; Control |/ -/Download %% | Verification 7 Configuration
+ Devices/Points E‘S Selected Devices/Points - "Elevators"
Controllers
Dioars mm Remote Unlock 7 Help
+Elevators
Selected Dewce:| Elewvator-1 b |
Inputs
Floars: |1 V|
Cutputs
Door Graups Status Current State |
@2000-2011 Millennium Group, Inc. Change Password - Cormpany Info - Privacy Policy - Open in Separate Window
Daone 5)

This group of devices/points includes all available elevators.
Available controls:
e Selected Device Combo box (elevator can be selected here by its name)
e Floors Combo box (necessary floor can be selected here by its name)
Available buttons:

e None
e Unlock
e Lock

e Remote Unlock (for remote unlock)

Select the desired elevator using corresponding Combo box control. Select the desired floor using
corresponding Combo box control.

Press any of these 4 buttons to manually initiate the desired event.
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Inputs Group

) Operator Control - Mozilla Firefox

File  Edit ‘iew Higtory Bookmarks

6 - C X @b

Tools  Help

o1 Operator Control

“# Current Threat Level:

2 Millenium Xtra

-

Events/Alarms @ Cardholder's @Opermor
_3 Control

Display M Data
+ Devices/Points

Controllers

Doors

Elevators

* Inputs
Cutputs
Dioor Groups

@2000-2011 Millennium Group, Inc.

/2

i l.‘?] http:f§127.0.0. 1 jEventMonitoringfoperatorcontrol, aspx rID=4 ﬁ - |?" Google

System Cardholder Event Hardware System Reports | Historical Maps External
Administration = Data Monitoring Configuration Configuration Log Systems

Current Partition: | Default Partition & Logged User:Admin  Time Online: 0457 Base Online: 1755

Controller % Image &} Event Monitor
Download =" Verification 7 Configuration

@ Selected Devices/Points - “Inputs”

orine Yoo Y st ] i s

Selected Device: | Controller-1-Inp-1 A

Status Current State

Input Control Status

Cperator command failed Online

Change Password - Company Info - Privacy Policy - Dpen in Separate Window

Done

S)..]

This group of devices/points includes all available inputs.

Available controls:

o Selected Device Combo box (input device can be selected here by its name)

Available buttons:

e Online
o Offline
e Shunt
o Clear Shunt

Select the desired input device using corresponding Combo box control.
Press any of these 4 buttons to manually initiate the desired event.
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Outputs Group

) Operator Control - Mozilla Firefox

File  Edit ‘iew History Bookmarks Tools  Help
G = c X ot - | g™ http:f/127.0.0.1/EventMonitoringfoperatorcontral aspx?ID=5 ﬁ ¥ |?" Google

o1 Operator Control

" System Cardholder Event Hardware System Reports | Historical Maps External
» Current Threat Level: Administration = Data Monitoring | Configuration = Configuration Log Systems
;:‘l Mil'enium Xtra Current Partition: | Default Partition ~| & Louged User:Admin Time Online; 04:57 Base Online; 17.56
Events/Alarms ‘%  Cardholder's E\‘ Operator /‘1 Controller % Image &} Event Monitor
Display M Data _3 Control Download =" Verification 7 Configuration
+ DevicesiPoints @ Selected Devices/Points - "Outputs"
Controllers
Elevators -
Inputs Selected Device: | Controller-1-RCD-1 Supervisar Relay A
* Outputs Status | Current State
Door Graups Output Status Activated
@2000-2011 Millennium Group, Inc. Change Password - Cormpany Info - Privacy Policy - Open in Separate Window
Dane S)..]

This group of devices/points includes all available outputs.
Available controls:
e Selected Device Combo box (output device can be selected here by its name)
Available buttons:
e Activate
e Deactivate
e Pulse
Select the desired input device using corresponding Combo box control.
Press any of these 3 buttons to manually initiate the desired event.
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Door Groups Group

) Operator Control - Mozilla Firefox

File  Edit ‘iew History Bookmarks Tools  Help
G = c X ot - | g™ http:f/127.0.0.1/EventMonitoringfoperatorcontral aspx?ID=7 ﬁ ¥ |?" Google

o1 Operator Control

" System Cardholder Event Hardware System Reports | Historical Maps External
» Current Threat Level: Administration = Data Monitoring | Configuration = Configuration Log Systems
;:‘lMiI'enium Xtra Current Pattition: | Default Partition ~| & Louged User:Admin Time Online; 0515 Base Online; 1514
Events/Alarms ‘%  Cardholder's E\‘ Operator /‘1 Controller % Image &} Event Monitor
Display M Data _3 Control Download =" Verification 7 Configuration
+ DevicesiPoints @ Selected Devices/Points - "Door Groups™
Controllers
Elevators
Selected Device: | v
Inputs
Cutputs Status Current State |
+Door Groups
External
Systems
@2000-20711 Millennium Group, Inc. Change Password - Comparry Infa - Privacy Policy - Open in Separate Yindow
Dane S)..]

This group of devices includes all available door groops.
Available controls:

e Selected Device Combo box (door group can be selected here by its name)
Available buttons:

e Normal
e Lock
e Unlock

e Momentary (for momentary unlock)
e Forgive APB
Select the desired door group using Combo box control.
Press any of these 5 buttons to manually initiate the desired event.
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Event Monitoring - Controller Download

2) Controller Download - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

G = c x ot 'l:a http:ff127.0.0,1/EventMonitoring/controllerdownload, aspx ﬁ * |§' Google

o Controller Download

) e - System Cardholder | Event Hardware System Reports | Historical Maps  External
# - @O M < Current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems

ﬁlm“hﬂium xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 04:58 Base Online; 17:57

EventsiAlarms | %  Cardholder's (@) Operator ﬁ Controller | S Image é} Event Monitor

Display Data 2P Control |/  Download [«7% Veriication Configuration

« Controller Download ,"‘ Manual Controller Download

Manual Contraller Download
Perform immediate manual downloads on a Controller hasis. Choose specific data to Download: Controllers, DatefTime, Doors, Inputs, Outputs,
Cardholders ar All.

Schedule Command Downlos _ 5
Manual Download | (7! Help
."‘ Schedule Controller Download

Schedule 2 Download to occur automatically on a particular day and time. Choose a Full Download or Incremental Download e, changes only from the

lastincrermental download)
Download Schedule
,"' Schedule Command Download

Schadule a Download to occur automatically on a paricular day and time. Choose a Device/Point and command to send

Download Schedule l {7 Help

Schedule Controller Downloac

(_| i ] l|

@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window

Daone S) .4
2.4

This section enables the Millenium Xtra Operator to provide:
e Manual Controller Download
e Schedule Controller Download
e Schedule Command Download

Each task can be selected from the tree in the left part of the Millenium Xtra System screen or by pressing
the corresponding button (Manual Download, Download Schedule, Download Schedule).

These three operations are described below.
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Event Monitoring - Image Verification

?) Image Verification Settings - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

é - c S’{ ot - | g4 http:}i127.0.0.1jEventMonitoringfimageverificationsettings. aspx ﬁ - |§' Google

“-" Image Yerification Settings

) e . System Cardholder | Event Hardware System Reports = Historical Maps External
i ~ @M & Current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems
;:‘l Mi“enium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 0516 Base Online; 18:14
EventsiAlarms | % Cardholder's &) Operator ﬁ Controller | S Image é" Event Monitor
Display M pata 3 Conirol |/~ /Download |«" = | Verification 7 Configuration
5
_j'; Image Verification Settings
DISPLAY
@ operator Closes Display _ i
O Timed Interval Display  Display Image far:| 00:00 — Windows on Screen: (0 - unlimited)
DOORS
Available Doors Controlled Doors

Controller-1-Door-1

Controller-1-Doar-2

Controller-2-Door-1

Add Right =
Add All =
< Remove All

@2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Done S

Image verificaion settings can be provided for controlled doors.
Available controls:
Display Group:
Radio buttons -
e Operator Closes Display
e Timed Interval Display
Display Image for: field (format - mm:ss)
Time is invalid error will occur if time format is incorrect.
Windows on Screen: field (0 - unlimited)
Windows on Screen is empty error will occur if this field is empty.

Doors Group:
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e Available Doors window (on the left)
e Controlled Doors window (on the right)

Available buttons:
e Add Right =>
e <=Remove
e AddAll =>
e <=Remove All

e Save
e Cancel
Input display settings for Image verification.
Move necessary doors from Available (left window) to Controlled (right window).
Use buttons Add Right, Remove, Add All or Remove All to move doors between windows.
Press Save button when all image verificaion settings will be established.
Press Cancel button to cancel your input.
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Event Monitoring - Event Monitor Configuration

%) Mozilla Firefox
File Edit VYiew Histary Bookmarks Tools Help

6 = c X ot Iﬂ“ http:f{127.0.0. 1JEventMonitoting/eventmonitorconfigur ation . aspx ﬁ b |E' Google ,\| '

d"‘ http://127.0.0.1/E...configuration.aspx

) 3 o System Cardholder | Event Hardware System Reports = Historical Maps = External
# — @™ & current Threat Level: m Administration = Data Monitoring | Configuration = Configuration Log Systems

;:lMilhnium Xtra Curtert Patition: | Default Partiion ~| #, Logged User:admin Time Online: 00:07 Base Online: 00:50

Events/Alarms = ‘% Cardholder's .\;"\ Operator  [§4 Controller % Image @\ Event Monitor

Display Data 1Y Confrol |/ Download «"% Verification 7 Configuration

@‘ Event Monitor Configuration

DISPLAY CARDHOLDERS FIELDS
DEmponee D Ocomment 1
O Last Mame O apa shunt
OIFirst Mame DParking Designation
O middle Initial Orarking Assignment
DPrimaw Location Ore-issue Date
DEmponee Class DBadge Ftint Date
Cissue Date [vehicle Model
DEmponment Date Owehicle vear
DDepanment Owehicle color
irternal Phone [OLicense Plate Mo
DSupervisor O Home E-mail
[ Master Area Ocarmment 2

F Carmpany E-rmail

> sor TS conce L v

@2000-2012 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Done S .
O |

There are some fields which can be added or removed while event monitoring is displayed.
e Employee ID
e Last Name
e First Name
e Middle Initial
e Primary Location
e Employee Class
e Issue Date
e Employment Date
e Department
e Internal Phone

118 Millenium Xtra User Guide Version 7 —09/13/2012
Millenium Group



To add necessary field, just check it. To remove any field, just uncheck it.

Supervisor

Master Area
Company E-mail
Comment 1

ADA Shunt

Parking Designation
Parking Assignment
Re-issue Date
Badge Print Date
Vehicle Model
Vehicle Year
Vehicle Color
License Plate No.
Home E-malil
Comment 2

Available buttons:

Check or uncheck necessary checkboxes for corresponding data fields.
Press Save button when all display settings will be established.
Press Cancel button to cancel your input.

Save
Cancel

MilleniumXtra
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Controller Download

Event Monitoring - Manual Controller Download

Performs immediate manual downloads on a Controller basis. Choose specific data to Download:
Controllers, Date/Time, Doors, Inputs, Outputs, Cardholders or All:

?) Controller Download - Mozilla Firefox

| ﬂ htp:ff127.0.001/popup/ControllerDownload  aspx

)

Selected Device:| Site-1 Carnmunication

v| @ sites O contraller

SELECT HARDWARE CONFIGURATION DATA TO INCLUDE

[ contraller Minputs
M ReadersiDoors Outputs
I Elevators B an

SELECT HARDWARE CONFIGURATION DATA TO INCLUDE

[ cardholder Data Holidays

M Access Levels & Policies M DatefTirme

¥ Time Perinds

+* Download Now

Vi “ " Controller Download

Done

S

or (for Controllers)
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?) Controller Download - Mozilla Firefox

| é" htp:ff127.0.001 /popupfController Download  aspx ﬁ|

Selected Device:EDCD—Z v Ositer ® controller

DChA
SELECT HARDW) DCD-3

DOD-1/2
Contraller | DCD-242

[“lreadersiDoars Outputs
V] Elevators b

SELECT HARDWARE CONFIGURATION DATA TO INCLUDE

[#] zardholder Data Holidays
M access Levels & Policies M DateTime
I Time Periods Ml

Vi “ " Controller Download

Daone S

Select necessary device for the required Site or Controller.
Check necessary checkboxes.

Checked checkboxes may be unchecked using Clear button.
Press Download Now button to perform download process.

Press Close button to close this window without performing any operations.

MilleniumXtra
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Event Monitoring - Schedule Controller Download

Schedules a Download process to be occured automatically on a particular day and time. Choose a Full
Download or Incremental Download (i.e., changes only from the last incremental download). For One Time
task(-s) your screen will look like this:

2) Schedule Controller Download - Mozilla Firefox

File  Edit ‘ew History Bookmarks Tools  Help

é - c }Q far ) 'Ié] http:f§127.0.0. 1 jEventMonitoring) ScheduleController Download, aspx?ID=11 ﬁ - |?" Google

System Cardholder Event Hardware System Reports | Historical Maps External
Administration = Data Monitoring Configuration Configuration Log Systems

;:llMi“enium xtra Current Partition: | Default Partiion 3_; Logged User:Admin Time Online: 05:01 Base Online: 17:59

Events/Alarms = % Cardholder's (@) Operator /‘1 Controller | 5. Image g Event Monitor
Display M Data 3 Control #°  Download |« & Verification / Configuration

A

* Contraller Download " Schedule Controller Download
Manual Controller Download

* Schedule Controller Downloar SELECTED DEVICE DOWNLOAD TYPE
Schedule Command Downloa | Controller3 ~| Osgited @ contraller @ Incremental (b O Full (F)
SCHEDULER SETTINGS

Scheduler Type: @ one Time O Periodic [l Task Enabled

On date: | 4552011 Attime: 12:00:00 Aht Delete on successfully finished

Clear /New | Add/Update | Delete Selected {3 Help

Device Start Date End Date Tilme IF S M T W T F S DayP/O Enabled
Site-1 Communication| 412011 - 12:00:00 AW | -
Site-1 Communication| 45212011 - 12:00:00 A | 8]
Site-1 Communication| 45372011 - 12:00:00 A | o}
Site-1 Communication| 4/4/72011 - 12:00:00 A | o}
Contraller-2 4502011 - 12:00:00 AW | 8]
i 0:0 | 0

Controller-3

] il | &
@2000-2011 Millennium Group, Inc. Change Password - Campany Info - Privacy Policy - Qpen in Separate Window
Done S

Available controls:
Selected Device
Device selection Combo box
Site / Controller Radio buttons
Download Type
Incremental / Full Radio buttons
Scheduler Settings
Scheduler Type Radio button
One Time / Periodic
Task Enabed checkbox
On Date (with Calendar popup), At Time fields
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Delete on successfully finished checkbox

Available buttons:
o Clear/New
e Add/Update
e Delete Selected

Selected record in a scheduler table is always highlighted with Red color.

To add a new task in a scheduler table, press Clear / New button. Then select Device, Device Type,
Download Type and enter necessary Scheduler Settings using above mentioned controls. Then press
Add / Update button. Note that checkbox Task Enabed should be checked if the task is enabled. For
Periodic task(-s) your screen should look like this (Run On Day and Occurs groups of controls will appear):

2) Schedule Controller Download - Mozilla Firefox
File  Edit ‘ew History Bookmarks Tools  Help

6 = c A fay "é http:f§127.0.0. 1 JEventMonitoring) ScheduleController Download, aspx7ID=11 ﬁ - m' Google

2 Schedule Controller Download

o) s > System Cardholder | Event Hardware System Reports = Historical Maps External
& = @ ™' Current Threat Level: Administration = Data Monitoring Configuration Configuration Log Systems

Er_ulMi“enium xtra Current Partition: | Default Partition 3_; Logged User:Admin  Time Online: 05:03 Base Online: 18:02

Events/larms | 9 Cardholder's @s Operator 4 Controller | S Image 6‘ Event Monitor

Display M Data Control Download |« 5 |Verification Configuration

w Contraller Download ,,"' Schedule Controller Download

Manual Controller Download

s Schedule Comtroller Downloa SELECTED DEVICE DOWNLOAD TYPE
Schedule Command Downlo | Contraller-1 v| Osited @contraller @ Incremental i O Full (F)

SCHEDULER SETTINGS

Scheduler Type: O one Time @ Periodic [ Task Enabled

Start Date: | 41002011 Mo End Date

RUN ON DAY OCCURS

Csunday  Clwednesday [l saturday [Bvery v 1 —[Hours) v Starting at| 11:00:00 A
DMondav DThursday @Da\f of Month Ending at | 12:00:00 AM
DTuesdav DFriday "

1

Clear /New | Add/Update | Delete Selected o} Help

Device Start Date End Date Time IF S M T W T F S DayPiO Enabled
Site-1 Communication| 4112011 - 12:00:00 AW | -0
Site-1 Communication| 45272011 - 12:00:00 A | o}
Site-1 Communication| 45372011 - 12:00:00 A | o}
Site-1 Communication| 442011 - 12:00:00 AW | ]
Controller-2 41502011 - 12:00:00 A | - D
Controller-1 41102011 - Every 1 Hour I A A EEEN" P

< | ¥
©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window
Dare S

Any record in the scheduler table can be updated at any time. To update the selected record, select the
necessary string (clicking on it), change settings as required and press Add / Update button. To delete the
selected record, select the necessary string (clicking on it) and press Delete Selected button.
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Event Monitoring - Schedule Command Download

Schedules a Download process to be occured automatically on a particular day and time. Choose a
Device/Point and command to send. There are eight different screens for eight different device types
(Controllers, Doors, Readers, Regions, Elevators, Inputs, Outputs, Door Groups). Controls for these
screens are described below. All the screens below represent only One Time Scheduler Settings (Periodic
Scheduler Settings are almost the similar).

For Controllers:

2) Schedule Command Download - Mozilla Firefox
File Edit VYiew Histary Bookmarks Tools Help

é - c A Hy ) - | g™ http:f{127.0.0.1/EventMonitoringScheduleCommandDownlaad, aspx f:f v m' Google

| Schedule Command Download

7 3 . System Cardholder  Event Hardware System Reports | Historical Maps External
# — @™ & current Threat Level: Administration = Data Monitoring | Configuration = Configuration Log Systems
;i“lMi“enium Xtra Current Pattition: | Default Partition | & Logged User:Admin Time Online: 05:04 Base Online: 15:03
Events/Alarms % Cardholder's (@) Operator | A Controller 5 Image 3\ Event Monitor
Display Data ¥ Control |/ Download [«7% Verification 7 Configuration
¥ Controller Download ¥ Schedule Command Download
Wanual Contraller Dowhload
Schedule Controller Downloar DEVICE COMRMAND POINTS
+Schedule C 1D @ online
Doors O offine Controller-2
Elevators Controller-3
Infauts O DaterTime download
Outputs
Dioor Groups
SCHEDULER SETTINGS
Scheduler Type: & ane Time O Periodic [l Task Enabled
On date Altime [ oelete on successiully finished
Clear /New | Add/Update _ {7} Help
Device Command Point Start Date End Date Time S M T W T F S DayPiO Enabled
Contiollers|Online |Contioller-1] 4172011 [ - 12:00:00 AM HEEEEEEEE
] il | &
@2000-2011 Millenniurn Group, Inc. Change Password - Company [nfo - Privacy Policy - Gpen in Separate Window
Done S

Available commands are:
e Online
e Offline

Press Clear / New button.

Select the device, choose the command, select necessary point, enter scheduler settings and press Add /
Update button.
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Incorrect records in the scheduler table can be selected (by clicking on them), edited and then saved by

pressing Add / Update button.

Unnecessary records in the scheduler table can be selected (by clicking on them) and then removed by

pressing Delete Selected button.

For Doors:

2) Schedule Command Download - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

77 -

|§ - Google

G'CXW

| Schedule Command Download

# 2 @™ current Threat Level:

= Millenium Xtra

Fvents/larms | 8 Cardholder's

Display M pata

Systemn
Administration

@] Operator

SCHEDULER SETTINGS

Scheduler Type: O 0ne Time @ Periodic
Start Date: | 41/2011

DTuesday O Friday

- | g hitp:}{127.0.0.1jEventMaonitoring)ScheduleCommandDomnload. aspx?ID=13

Current Partitio

Controller | % Image
Download |«" = |Verification

Cardholder
Data

BEvent
Monitoring

&?

Hardware System
Configuration = Configuration

Event Monitor
Configuration

v Controller Download ,"‘ Schedule Command Download
Manual Contraller Download
Schedule Controller Download DEVICE COMMAND
»Schedule Command Downloa | Controllers O rarnal

Elewvators OLock
Inputs O Unlock
Cutputs @ mormentary
Daor Groups O Fargive AFB

M Task Enabled

Mo End Data

RUN ON DAY OCCURS
[aunday  [wednesday [ saturday 12:00:00 A
DMUnday DThursday @Day of Month

m:;I

Clear /New | Add/Update | Delete Selected 6! Help

Reports

Historical
Log

POINTS

External
Systems

3_;. Logged User:Admin  Time Online; 05:06 Base Online: 18:04

Controller-1-Ooor-1

Controller-1-Door-2
Controller-2-Door-1

Device  Command Point

Start Date End Date Time

S M TWTF

S Day PiO Enabled

Contrallers| Online Caontroller-1

ontroller-1-Dioo

42011 12:00:00 Aw

4Mi2011

12:00:00 A

EEEEEENOOF

o}

< il | 3

@2000-2011 Millennium Group, Inc.

Channe Password - Company [nfo - Privacy Policy - Open in Separate YWindow

Dorne

S

Available commands are:

e Normal
e Lock
e Unlock

e Momentary (Unlock)
e Forgive APB
Press Clear / New button.

Select the device, choose the command, select necessary point, enter scheduler settings and press Add /

Update button.
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Incorrect records in the scheduler table can be selected (by clicking on them), edited and then saved by
pressing Add / Update button.

Unnecessary records in the scheduler table can be selected (by clicking on them) and then removed by
pressing Delete Selected button.

For Elevators:

2) Schedule Command Download - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

é - c A - | g hitp:}{127.0.0.1jEventMaonitoring)ScheduleCommandDownload. aspx?ID=14 ﬁ - m' Google

| Schedule Command Download

) o . System Cardholder | Event Hardware System Reports | Historical Maps  External
i ~ @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems

ﬂlMi“enium xtra Current Partitio 3_; Logged User:Admin Time Online: 05:07 Base Online: 18:05

Events/flarms ‘' Cardholder's @ﬂpermnr Controller | 5. Image & Event Monitor

Display M pata Control |/ Download |«" = |Verification Configuration

v Controller Download ,"‘ Schedule Command Download
Manual Contraller Download
Schedule Controller Downloar  DEVICE COMMAND POINTS
»Schedule Command Downloa | Controllers O rone Elevatar-1

Dioors @ Unlock

Inputs O Lock

Cutputs O Remate Unlack

Door Groups
SCHEDULER SETTINGS
Scheduler Type: O One Time @& Periodic [ Task Enabled

Start Date: | 41 272011 Mo End Date

RUN ON DAY OCCURS

Osunday  Owednesday 7 Saturday [Bveny  ~| 1 f“ Hour(s) | Starting at| 12:00:00 At 3
DMonday DThursday ODay of Manth Ending at | 12:00:00 AM

DTuesday DFriday .

s
Clear I[New | Add/Update | Delete Selected 7! Help
Device Command Paoint Start Date End Date Time S M T W T F £

Controllers | Online Controller1 410201 - 1200000 A

Doors Momentary|Controller-1-Door-2 | 4102011 - 12:00:00 AM

Elevatar Floor Unlock 1

L]
< 1 | 3= | | »

@2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window

Done S)

Available commands are:

e None

e Unlock

e Lock

¢ Remote Unlock
Not only Elevator name, but also the Floor should be selected for the selected point.
Press Clear / New button.

Select the device, choose the command, select necessary point, enter scheduler settings and press Add /
Update button.
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Incorrect records in the scheduler table can be selected (by clicking on them), edited and then saved by

pressing Add / Update button.

Unnecessary records in the scheduler table can be selected (by clicking on them) and then removed by

pressing Delete Selected button.

For Inputs:

2) Schedule Command Download - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

é'c%m

- | g http:/j127.0.0.1jEventMonitori

ﬁ v |';...—l' Google

ingScheduleCommandDownload. aspx?ID=15

| Schedule Command Download

# 2 @™ current Threat Level:
S Millenium Xtra
5

EventsiAlarms | % Cardholder's
Schedule Command Downlo

Systemn
Administration

Operator
Control

. Controller
Display Data

s

i

~ Controller Download
Manual Contraller Download

SCHEDULER SETTINGS

Scheduler Type: @ one Time O Periodic

Current Partitio

% Image

Download |«" = |Verification

Cardholder
Data

BEvent
Monitoring

&?

Hardware
Configuration

Historical
Log

3_;. Logged User:Admin Time Online: 05:09 Base Online: 18:07

External
Systems

System
Configuration

Reports Maps

Event Monitor
Configuration

Schedule Controller Download DEVICE COMMAND POINTS
»Schedule Command Downloa | Controllers @ online
Doors QO offline Controller-1-Inp-2
Elevators Controller-1-Inp-3
Inputs O shunt Cantraller-1-Inp-4
Cutputs O Clear Shunt Controller-2-np-1
Dioor Groups Controller-2-Inp-2

M Task Enabled

On date: | 412002011 Attime: 12:00:00 Aht O oelete on successfully finished
Clear /New | Add/Update | Delete Selected 6! Help
Device Command Poimt Start Date End Date Time S M T W T F S DayP/O Enabled
Contrallers| Online Caontroller-1 42011 12:00:00 AmM ]
Coors Mormentary| Contraller-1-Door-2| 401152011 12:00:00 AmM 100 P

< il | 3

@2000-2011 Millennium Group, Inc.

Channe Password - Company [nfo - Privacy Policy - Open in Separate YWindow

Dorne

S

Available commands are:

e Online
e Offline
e Shunt
e Clear Shunt

Press Clear / New button.

Select the device, choose the command, select necessary point, enter scheduler settings and press Add /

Update button.

Incorrect records in the scheduler table can be selected (by clicking on them), edited and then saved by

pressing Add / Update button.
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Unnecessary records in the scheduler table can be selected (by clicking on them) and then removed by
pressing Delete Selected button.

For Outputs:

2) Schedule Command Download - Mozilla Firefox
File Edit VYiew Histary Bookmarks Tools Help

é - c A Gy ) - | g™ http:f{127.0.0.1/EventMonitoring/ScheduleCommandDownload, aspx?ID=16 f:f v |':_.—" Google

| Schedule Command Download

Y s . Systemn Cardholder | Event Hardware System Reports | Historical Maps External
# — @™ & current Threat Level: Administration = Data Monitoring | Configuration = Configuration Log Systems

;:‘lMi“enium xtra Current Pattition: | Default Partition | & Logged User:Admin Time Online: 0510 Base Online:

Events/Alarms ; Cardholder's | [[@] Operator A Controller | % Image 3\ Event Monitor

Display Data ¥ Control |/ Download [«7% Verification 7 Configuration

v Contraller Download ,"‘ Schedule Command Download

Manual Controller Download

Schedule Confroller Downloae  EVICE COMBAND POINTS

+Schedule 1D I Controllers O Activate Controller-1-RCD-1 Supensor R

Doors O De-activate Caontraller-2-RCD-1 Supervisor Re
Elewvatars
Inouts @Pulse

Dioor Groups

SCHEDULER SETTINGS
Scheduler Type: & ane Time O Periodic [l Task Enabled
On date: | 4713002011 Attime: | 12:00:00 Ahdt [ oelete on successiully finished
Clear /New | Add/Update | Delete Selected {7} Help
Device Command Point Start Date End Date Time S M T W T F S DayPiO Enabled
Caontrollers| Online Contraller-1 41152011 - 120000 A - a
Inputs Cnline Cantraller-1-Inp-1 4202011 - 12:00:00 AW s
Doors Momentary| Contraller-1-Door-2 42011 - 12:00:00 A o) P

Cutputs | Pulse Controller-1-RCD-1 & - 12:00:00 AM E B EEEERN

] il | &
@2000-2011 Millennium Group, Inc. Change Password - Campany Info - Privacy Policy - Qpen in Separate Window
Done S

Available commands are:
e Activate
e De-activate
e Pulse

Press Clear / New button.

Select the device, choose the command, select necessary point, enter scheduler settings and press Add /
Update button.

Incorrect records in the scheduler table can be selected (by clicking on them), edited and then saved by
pressing Add / Update button.

Unnecessary records in the scheduler table can be selected (by clicking on them) and then removed by
pressing Delete Selected button.
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For Door Groups:

2) Schedule Command Download - Mozilla Firefox
File  Edit ‘ew History Bookmarks Tools  Help

é - c )’( far ) - | g http:f/127.0.0.1/EventMonitoring/schedulecommanddawnload, aspx ﬁ A |§' Google

o Schedule Command Download

System Cardholder Event Hardware System Reports | Historical Maps External
Administration = Data Monitoring Configuration Configuration Log Systems
Current Paritio 3_; Logged User:Admin  Time Online: 0512 Base Online: 15811
Events/Alarms = % Cardholder's (@) Operator /‘1 Controller | 5. Image g Event Monitor
Display M Data 3 Conirol |/ Download [«*% | Verification 7 Configuration
~ Controller Download
Manual Controller Download
Schedule Confroller Downloas VIR COMMAND POINTS
+ Schedule © | Downl Contrallers @ rormal
Doors O Lock
Elevators
Inputs O Unlock
Clutpiuts Omomentanj
OForg\ve AFPB
SCHEDULER SETTINGS
Scheduler Type: @ one Time O Periodic [l Task Enabled
On date: Altime: [ oelste an successilly finished
Clear /New | Add/Update _ {Z! Help
Device  Command Paoint Start Date End Date Time S M T W T F S DayPiO Enabled
Caontrollers| Online Contraller-1 40152011 - 120000 A - a
Inputs Cnline Cantraller-1-Inp-1 4202011 - 12:00:00 AW 4]
Doors Momentary| Contraller-1-Door-2 4112011 - 12:00:00 A o) P
Cutputs Fulse Controller-1-RCD-1 Supervisor Relay| 43002011 - 12:00:00 AwM o]
5] 1 | ¥
@2000-2011 Millennium Group, Inc. Charnge Password - Corpany Info - Privacy Policy - Open in Separate Window
Done S

Available commands are:

¢ Normal
e Lock
e Unlock

e Momentary (Unlock)
e Forgive APB
Press Clear / New button.

Select the device, choose the command, select necessary point, enter scheduler settings and press Add /
Update button.

Incorrect records in the scheduler table can be selected (by clicking on them), edited and then saved by
pressing Add / Update button.

Unnecessary records in the scheduler table can be selected (by clicking on them) and then removed by
pressing Delete Selected button.
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Reports
Reports menu includes following submenus:

For obtaining necessary report(-s), please select Reports Top Menu section and then —

Reports - Run Reports
Reports - Schedule Reports
Reports - Reports History

Run Reports tab in a Horizontal Menu.

All available types of Reports are grouped in the Left-side Menu, which are the following:

Cardholder Reports Group:

Cardholder

Cardholder Access

Cards with overlapped Access Levels
CardView History

Configuration Reports Group:

Alarm Acknowledgement Template
Alarm Routing Template

Alarms Configuration

All Access Levels

Controller Configuration

Door Configuration

Doors Access

Doors with more then one Access Levels
Groups

Holidays

Input Configuration

Operator Level Privileges

Operator List

Output Configuration

Reports (list & scheduler)

Time Periods

Event Reports Group:

Alarm History
Card History
Event Report

MilleniumXtra
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Status Reports Group:
e Door Status
e Input Status
e Output Status

For some types of reports Data Selection Criteria may be used for additional filtering. Different criteria sets
will be discussed below for every report type.
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Reports - Run Reports
Reports section consists of the following report groups:

Cardholder Reports Group
Configuration Reports Group
Event Reports Group

Status Reports Group

The picture below shows the REPORTS screen in the Millenium Xtra Security Management System.

?) Report Results - Mozilla Firefox
Ele Edit Wiew History Gookmarks Tools  Help

= ﬂ' http:/f127.0.0. 1 jReportsfReportiiswer, aspx {_\\f * |-T" Google

| Report Results
System Cardholder = Event Hardware System Reports | Historical | Maps External

i — @ ™ <& current Threat Level: Administration = Data Monitoring | Configuration = Configuration Log Systems

,ElMi“enium Xtra Current Partition: | Default Partition ~| &, Logged User:admin Time Online: 0518 Base Online: 18116

= Run &y Schedule == Reports
== Reports / Reporis -."" History

v Cardholder Repors € ReportResuts

» Cardholder
SIRUDLGEE Report Name: Cardholder Build on: 41292011 6:16:33 PM
Cards with overlapped Atcess
Cardview Histary Report pararneters: All Records
» Configuration Reports

% EventRegorts Fage 1 of1 i il recards per page, 2 records total .... d il

» Status Repons

/ # Last Name First Name Ml Employee ID Printed Card E Card Active Expiration Date Activation Date Bage Type Card Class
1 |Alberts Frank 1 1 1 1102003 1102003
2 |Daniels Charles 2 2 2 10102003 14102003

< i | ¥
@2000-2011 Millenniurm Group, Ine. Change Password - Company Info - Privacy Policy - Open in Separate Wind ow
Done S

The Millenium Xtra Security Management System comes with standard reports that give you a printout of
necessary data. All Millenium Xtra Security Management System reports involve a two-step process. For
example, you can display or print a report on Controller Configuration, Operators List or Holidays established
in the software. First, the operator uses selection criteria to set up report options. Then the rei ort disilays on

the screen and may be printed prints if you click the button. With the help of CEEEEREEE button
the report also can be saved locally to a file.

Millenium Xtra User Guide Version 7 — 09/13/2012 133
Millenium Group



Cardholder Reports: this group of reports includes Cardholder Report, Cardholder Access Report and
Occupancy Report. For example, Cardholder Report lets the operator obtain the information about all
cardholders who are present in the Millenium Xtra Security Management System database. This information
includes all of the employee ID’s, their first and last names, their printed and encoded card numbers,
activation and expiration dates for every cardholder’'s card, their card classes, badge types and statuses
("active" or "not active"), etc.

Configuration Reports: this group of reports includes Alarm Acknowledgement Template, Alarm Routing
Template, Alarm Configuration, All Access Levels, Controller Configuration, Door Configuration,
Groups, Holidays, Input Configuration, Operator Level Privileges, Operator List, Output
Configuration, List & Scheduler and Time Periods reports. These reports also involve a two-step process.

Event Reports: this group of reports includes Alarm History Report, Card History Report and Event
Report. These reports also involve a two-step process.

Status Reports: this group of reports includes Door Status, Input Status and Output Status reports.
These reports also involve a two-step process. First, the operator uses selection criteria to set up report
options. Then the report displays on the screen and may be printed prints if you click the button.
With the help of button the report also can be saved locally to a file.
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Reports - Reports History

?) Reports History - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

6 - c }K ot - | g4 http:}j127.0.0.1jReportsfreportshistory. aspx f} ; |§' Google

| Reports History

) e - System Cardholder = Event Hardware System Reports | Historical Maps  External
L @ ™ < Current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems

;:‘lMi“enium xtra Current Pattition: | Default Partition | & Logged User:Admin Time Online: 00:23 Base Online: 21:50

= Run §v Schedule | =i Reports
&/ Reports | &) Reports =" History

=

Reports History

GET REPORTS IN PERIOD

Frorm: 47152011 To: 41’291’251 1 i List Selected Reports

REPORT TYPES

Available Report Types

Selected Report Types

Alarm Acknowledgement Temnalate

Add Right =

Alarm History
Add Al = Alarm Routlng Template
Alarms Configuration
All Access Levels

Card History
4+ Remove All Cardholder
Cardholder Access v
Report Name Category | Run Time Status

|

Channe Password - Company [nfo - Privacy Policy - Open in Separate YWindow

S .|

@2000-2011 Millenniurm Group, Inc.

Dorne

Reports - Reports History

For viewing the report about the Reports History (i.e. reports obtained via Run Reports or Schedule Reports
sections), please select "Reports" Top Menu section and then — "Reports History" tab in a Horizontal Menu.

1. Get Reports in Period

Input required From: and To: date values in corresponding fields. Popup Calendar form makes yor input
easier.

2. List Selected Reports button — lists selected reports within From: — To: time period and displays them
in bottom window.

3. Report Types
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Select Report Types to include (provide the Reports History Map). Use Add Right, Remove, Add All,
Remove All buttons to provide your selection.

At least one report type should be placed inside Selected Report Types window. By default, all Available
Report Types are placed inside Selected Report Types window.

If Selected Report Types window is empty, "No one report type was selected"” red color message is
displayed and View Report button is inactive.

All the selected reports will be displayed in the bottom window.
Available report fields are:

e Report Name

o Category

e RunTime

e Status

Navigate through the displayed reports using your mouse. To select necessary report - just click on it.
Press View Report button to view the selected Report.
Press Delete button to delete the selected Report.
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Reports - Schedule Reports

) Report Scheduler - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

6 = c X ot - | g4 http:}j127.0.0.1jReports{schedulerreport  aspx?ID=25 f} * |§' Google

| Report Scheduler

Systemn Cardholder = Event Hardware System Reports | Historical Maps External

i — @M & Current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems

;:‘lMiIhnium xtra Current Pattition: | Default Partition | & Logged User:Admin Time Online: 00:10 Base Online: 21:36

== Run &\, Schedule .;_-.%‘-'u" Reports

=5 Reporis | €] Reports | ™ History

@‘ Report Scheduler

Selected Report: | Alarm Acknovdedgement Template e
DATA SELECTION CRITERIA NOTIFICATION
Alpha-numeric: from: :tu:' lan Matification E-mail:
SCHEDVLER SETTINGS
Scheduler Type: @ ane Time O Periodic [ Tazk Enabled
Cn date:. | Attime: [ oelete an successiully finished

Clear /New | Add/Update _ View Report {7 Help

Report | start Date | End Date | Time|s[m[1|w]1]F|s[pay[P/o|Enabled | Notification |
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Done S -l

Reports - Schedule Reports

For scheduling different Reports, please select "Reports" Top Menu section and then — "Schedule Reports"
tab in a Horizontal Menu. All available types of Reports are included in Selected Report: dropdown, which
are the following:

Selected Report:
e All Access Levels
e Alarm History
e Card History
e Cardholder Access
e Occupancy
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e Cardholder

e Door Configuration

e Door Status

e Event Report

e Holidays

e Input Configuration

e Input Status

e Output Configuration

e Output Status

e Reports (list & scheduler)
e Time Periods

e Operator Level Privileges
e Operator List

e Alarm Routing Template
e Groups

e Controller Configuration
e Alarms Configuration

e Alarm Acknowledgement Template
e CardView History

1. Data Selection Criteria

Each of these Reports uses the same Data Selection Criteria as it was discussed in Run Reports section
for the corresponding Report.

Content of Data Selection Criteria depends exactly on what type of report has been choosen.

Most of reports (All Access Levels, Cardholder Access, Occupancy, Cardholder, Door Configuration, Door
Status, Holidays, Input Configuration, Input Status, Output Configuration, Output Status, Time Periods,
Alarm Routing Template, Groups, Controller Configuration, Alarms Configuration, Alarm Acknowledgement
Template) use the following Data Selection Criteria:

Alpha-numeric: from: to:
*All checkbox

Event Report and Alarm History Reports use the following Data Selection Criteria:
Date Range: from to *

Category:

Text filter (log data including)

Card History and CardView History Reports use the following Data Selection Criteria:
Date Range: from to *

or Employee ID#: from to * All

or Last Names: from to *

or Card Number

138 Millenium Xtra User Guide Version 7 —09/13/2012
Millenium Group



MilleniumXtra

Operator Level Privileges, Operator List Reports and Reports (list & scheduler) do not use any Data
Selection Criteria at all.

2. Notification

Use Natification: window controls to schedule reports according to your needs.

Each of Scheduled Reports may be instructed to notify Millenium Xtra Operator via E-mail.
Input required e-mail into the Notification E-mail: field. The notification will be sent to this e-mail.
This field is not necessary.

3. Scheduler settings
Use Scheduler settings: window controls to schedule reports according to your needs.
Scheduler Type:
One Time Radio button - for making one-time Scheduled Reports.
Periodic Radio button - for making periodic Scheduled Reports.
Task Enabled checkbox - If checked, the current Scheduled Report is enabled.
On date: field - for the date selection for scheduled report. Click here and the Calendar popup will appear.
Select the required date.
At time: field - for the time of current Scheduled Report selection. Select the required time.

Delete on successfully finished checkbox - If checked, the current Scheduled Report will be deleted from
scheduler after successful run.

If Periodic Radio button is chosen, two windows will appear:
Run On Day:
Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Saturday or Day of Month.
Select the desired option (check the appropriate checkbox)
Occurs: - has two options.
Once at - input the time to run current Scheduled Report once.
Every - see the explanation below.
If Every option is chosen, following controls will appear:
Hour(s) / Minute(s) Combo box - select the desired unit
Starting at: field - input the "starting at" time for the current Scheduled Report here
Ending at: - input the "ending at" time for the current Scheduled Report here

Note: Minutes values can be entered in the range of 1 to 1440; Hours values can be entered in the range of
1to 23.

Press Clear/New button if your current Scheduled Report values were input incorrectly.
Press Add/Update button if you wish to save your current Scheduled Report.

Saved schedule items appear in the bottom part of a screen.

The operator could not edit saved schedule items, they could only be deleted.

Press Delete Selected button if you wish to delete the selected (in the bottom part of a
screen) Scheduled Report item.

Confirmation popup will ask you if you want to remove item:
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Millenium Xtra: Database Backup Schedule

Do youwant to delete selected schedule?

Do you want to delete selected schedule?

If "Delete on successfully finished" checkbox is checked, the successfully performed schedule items will be
deleted automatically.

View Report button - press this button to view the current report immediately.

Report Results window will appear.

2) Report Results - Mozilla Firefox

File Edit VYiew History EBookmarks Tools  Help
- c A - | g htp:127.0.0.1/Reports{ExternalReportiewer, aspx?TZ=28ID=17 ff b | I'gT' > Google ,"|
o Repart Scheduler || | g Report Results + =
% Report Results
Report Mame: Reports (list & scheduler) Build on: 4:2972011 9:48:26 PM
Report parameters: All Records
n :‘I 1 :‘I Go To
Fage 1 of2 v records per page, 28 records total v
/g Report Name Scheduled
1 Alarm Acknowledgement Template
2 Alarm History
3 Alarm Routing Termplate
4 Alarms Configuration
g Al Access Levels
B Card History
i Cardholder
i Cardhaolder Access
g Cards with overlapped Access Levels
10 Cardview Histary
Ah Controller Configuration
12 Coor Configuration
13 Door Status
14 Dioors with mare than ane Access Levels
15 Elewator Configuration
18 Elevator Status
17 Event Report
18 Groups
19 Holidays
20 Input Configuration
Download to File m {3 Help
Dane S

Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
Select column visibility using correspondent checkbox(-es).
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Select All button checks all the checkboxes.
Invert Selection button inverts your selection.
Press OK button to apply your selection.
Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Close button to return to the Report Scheduler screen.
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Cardholder Reports
Run Reports - Cardholder Reports - Cardholder

%) Report Configuration - Mozilla Firefox
Ele Edit Wiew Higtory Bookmarks Tools  Help

6 e c x ot "_‘71 http:f127.0,0. 1 jReportsfDef aulk, aspx?ID=6 {_\\f - m' Google

£ Report Configuration

— o . System Cardholder = Event Hardware System Reports | Historical = Maps | External
i — @ ™ & current Threat Level: m Administration | Data Monitoring | Configuration = Configuration Log Systems

J.‘:‘lMi“enium xtra Current Partition: | Default Partition ~| £, Logged User:Admin Time Online: 0519 Base Online: 1518

= Aun &5 Schedule Reports
Ol

=
==t Reports / Reports  |= History

v Cardhalder Reports & Report Configuration
* Cardholder
Cardholder Access SELECTED REPORT
Cards with overlapped Access | Cardhaldar v
Cardview Histary
» Configuration Reports DATA SELECTION CRITERIA
» EventReports Alpha-numeric: from: to: [ i

¥» Siatus Reports -

< i | B
©2000-3011 Millennium Group, Inc Change Password - Cormpany Info - Privacy Policy - Open in Separate Wind ow
Done S) .4

Cardholder Report

To obtain the Cardholder Report, select Cardholder Reports - Cardholder menu item from the Left-side
Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Cardholder Report has the following Field Set by default:

#, Last Name, First Name, MI, Employee ID, Printed Card Number, Expiration Date, Activation Date, Bage
Type, Card Class.

Cardholder Report has following Data Selection Criteria:
Alpha-numeric: from: to:
*All checkbox
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When All checkbox is checked, all records will be output.
From: and To: criteria are referred only to Last Name field.

From: and To: Must be typed exactly like this name is stored in database (i.e. From: Atkinson To:
Zimmerman) to include boundary conditions. Criteria also may be input in a form From: A To: Y, or From: 1
To: Z, or From: Ab To: Wh etc. From: value should be "less" then To: value (in alphanumerical sense),
otherwise error popup message will be displayed.

After Data Selection Criteria is defined, press Run EXED button to obtain the report.
Report Results window will appear:

2) Raport Results - Mozilla Firefox
Ele Edit Wiew Higtory Bookmarks Tools  Help

6 e c % ot "_‘71 http:/f127.0,0. 1 jReportsfReportYiswer, aspx {_\\f - m' Google

£ Report Results

- e . | system Cardholder = Event Hardware System Reports | Historical Maps @ External
& = @ ™ <3 current Threat Level: Administration = Data Monitoring = Configuration = Configuration Log Systems

J.‘:lMi“enium xtra Current Partition: | Default Partition ~| £, Logged User:Admin  Time Online: 0513 Base Online: 1516

= Run &y Schedule == Reports
==t Reports &/ Reports !"" History

w Cardholder Repors % Report Results
* Cardholder
Cardholder Access Report Mame: Cardholder Build on° 4292011 6:16:33 PM
Cards with overlapped Access
Cardview Histary Report parameters: All Records
» Configuration Reporis
B [a
» EventReports Page a1l 20 I’ records perpage, 2 recards total .... ! I’
¥ Status Repaorts
# # Last Name First Name MI Employee ID Printed Card Number Encoded Card Number Active Expiration Date Activation Date Bage Type Card Class
1 |Alberts Frank 1 1 1 12003 12003
2 |Daniels  [Charles 2 2 2 11142003 1112003
Download to File {7 Help
< i | >
©2000-3011 Millennium Group, Inc Change Password - Cormpany Info - Privacy Policy - Open in Separate Wind ow
Done S)

Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
il

Employee ID

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5

HEEEEEEEEEE

Access Level B

o] corca JR ssct s mort secton

Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Cardholder Reports - Cardholder Access

%) Report Configuration - Mozilla Firefox
Fle Edit Miew History Bookmarks Tools  Help

G ke c }K ot E ‘_é] http:/f127.0.0. 1 JReports/Def ault, aspx?ID=4 ﬁ v| m' Google

o Report Configuration

o 5 " System Cardholder = Event Hardware System Reports | Historical | Maps External
& = @ ™ < current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems

J.‘:‘lMi“enium xtra Current Partition: | Default Partition ~| %, Logged User:Admin Time Online: 05:22 Base Online: 18:20

- Run &} Schedule li_i‘_-'ﬂ Reports
==Y Reports

7 Reports ™ History

v-CardnolderReparts & Report Configuration
Cardholder
+Cardholder Access SELECTED RERORY,
Cards with overlapped Access | Cardholder Access v
Cardview Histon
¥ Configuration Repors DATA SELECTION CRITERIA
» EventReparts Alpha-nurmeric: from: to: | [E2E

» Status R : .

< i | El
@2000-2011 Millenniurm Group, Inc. Chande Password - Cornpany Info - Privacy Policy - Dpen in Separate Window
Done S

Cardholder Access Report

To obtain required the Cardholder Access Report, select Cardholder Reports - Cardholder Access
menu item from the Left-side Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Cardholder Access Report has the following Field Set by default:

#, Last Name, First Name, MI, Employee ID, Access Level 1, Access Level 2, Access Level 3, Access Level
4, Access Level 5, Access Level 6

Cardholder Access Report has following Data Selection Criteria:
Alpha-numeric: from: to:
*All checkbox
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When All checkbox is checked, all records will be output.
From: and To: criteria are referred only to Last Name field.

From: and To: Must be typed exactly like this name is stored in database (i.e. From: Atkinson To:
Zimmerman) to include boundary conditions. Criteria also may be input in a form From: A To: Y, or From: 1
To: Z, or From: Ab To: Wh etc. From: value should be "less" then To: value (in alphanumerical sense),
otherwise error popup message will be displayed.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:

2) Report Results - Mozilla Firefox
Ele Edit Miew History Bookmarks Tools  Help

6 S c % ot - g htp:/1127.0.0.1jReports/Reportiiswer, aspx ﬂf + I?" Google

& Report Results

i . - \ System Cardholder = Event Hardware System Reports | Historical Maps | External
= @ ™ < current Threat Level: Administration = Data Monitoring = Configuration = Configuration Log Systems

JﬂlMi“enium xtra current Partition: | Detault Partiion | 2, Logged User:Admin Time Online: 0523 Base Online:

== Run &\ Schedule ‘{ﬂ Reports

=
&S Reports | €] Reports ™ History

w Cardholder Reports % Report Results

Cardholder
s Cardholder Access

Report Mame: Cardholder Access Build on: 4292011 6:21:34 PM
Cards with overlapped Access

Cardyiew History Report parameters: All Records
» Configuration Reports

» EventReporis Page 1ol 20:’ records per pags, 2 records total -..- ! ':’v

» GSiatus Reports

/ # LastName FirstName Ml Empl I A Level1 A Level2 Accesslevel3 Accessleveld4 Accesslevel5 Accessleveb
1 |Alberts Frank 1 Access Level 1
2 |Daniels Charles 2 Access Level 2

Download to File {7 Help

<_ L ] l
@2000-2011 Millennium Graup, Inc. Change Paseward - Company Infa - Privacy Policy - Open in Separate Window
Done S)

Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
il

Employee ID

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5

HEEEEEEEEEE

Access Level B

o] corca JR ssct s mort secton

Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Cardholder Reports - Cards with overlapped Access Levels

%) Report Configuration - Mozilla Firefox
Ele Edit Wiew Higtory Bookmarks Tools  Help

6 = C X &N - | g http:j127.0,0.1/Reports/Def aul, aspx?ID=25 [ |?l' Google

£ Report Configuration

o ) v . Systemn Cardholder = Event Hardware System Reports | Historical Maps @ External
& = @ ™ <3 current Threat Level: m Administration = Data Monitoring = Configuration = Configuration Log Systems

J.‘:‘lMi“enium xtra Current Partition: | Default Partition ~| £, Logged User:Admin  Time Online: 0523 Base Online: 1%:22

= Run &y Schedule == Reports
==t Reports &/ Reports !"" History

+ Cardholder Repors & Report Configuration
Cardholder
Cardholder Access
s Cards with overlapped Acces | Cards with overlapped Access Levels v

SELECTED REPORT

Cardview Histary
» Configuration Reporis m
» Event Reports
¥ Status Repaorts

< il } El

©2000-3011 Millennium Group, Inc Change Password - Cormpany Info - Privacy Policy - Open in Separate Wind ow

S

Done

Cards with overlapped Access Levels

This reports shows cardholders that have access to the same door with two different access groups and/or
timezones.

To obtain the required Cards with overlapped Access Levels Report, select Cardholder Reports -
Cards with overlapped Access Levels menu item from the Left-side Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Cards with overlapped Access Levels Report has the following Field Set by default:
#, First Name, Last Name, Middle Name, Employee ID, Encoded Card Number, Door Name, Access Level,
Time Period
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Cards with overlapped Access Levels Report has no Data Selection Criteria:

After pressing Run button to obtain the report, Report Results window will appear:

2 Report Results - Mozilla Firefox
Ele Edit Miew History Bookmarks Tools  Help

6 S c x ot - g htp:/1127.0.0.1jReports/Reportiiswer, aspx ﬂf + I?" Google

& Report Results

System Cardholder = Event Hardware System Reports | Historical | Maps External

gl 45 -
= ® ™ < current Threat Level: m Administration = Data Monitoring = Configuration = Configuration Log Systems

ﬂMilhnium xtra Current Partition: | Default Partition | 2, Logged User:Admin Time Online: 05:24 Base Online: 16:22

g Run &) Schedule _==i' Reports
&S Reports | €] Reports ™ History
w Cardholder Reparts %, Report Results
Cardholder
cardhaldaraccess Report Marne: Cards with overlapped Access Levels Build on: 41292011 6:22:49 PM

» Cards with overlapped Acces

Cardyiew History Report parameters: All Records
» Configuration Reports

* EventReports Page 0 of0| 20{ v records per page, 0 records total aa.. ! E - -

» GSiatus Reports

# FirstName  LastName  Middle Name Empl I Encoded Card Numb  DoorName  Accesslewvel  Time Period I

D i €

<_| i} } l,
@2000-2011 Millennium Group, Inc. Change Passward - Company [nfo - Privacy Palicy - Open in Separate Wind o
Done 5) ]
Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
il

Employee ID

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5

HEEEEEEEEEE

Access Level B

o] corca JR ssct s mort secton

Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Cardholder Reports — CardView History

2) Raport Configuration - Mozilla Firefox
Ele Edit Wiew Higtory Bookmarks Tools  Help

ey

- | g http:j127.0,0.1/Reports/Def aulk, aspx?ID=26 w7 | [2W- cooge

£ Report Configuration

o ) e . © system Cardholder = Event Hardware System Reports | Historical Maps @ External
& = @ ™ <3 current Threat Level: Administration = Data Monitoring = Configuration = Configuration Log Systems

J_”:lMi“enium Xtra Current Partition:| Default Partiion | &, Logged User:Admin Time Online: 0526 Base Online: 18:24

% Run & Schedule :ﬁﬂ Repnrt:
==t Reports / Reports s story

v Cardholder Repors & Report Configuration

Cardholder

Cardholder Access SELECTED RERORT

Cards with averlagped Access | Cardview History b

»Cardview History
» Configuration Reporls DATA SELECTION CRITERIA
¥ EventRepots Date Range:  from | 042952011 1200000 AWM o | 0453072011 11:59:59 PM
* Status Reports Ernployee D% fram 1o
ar LastMames:  fram o i

Card Mumber.

& Il | >
©2000-3011 Millennium Group, Inc Change Password - Cormpany Info - Privacy Policy - Open in Separate Wind ow
Done S)

CardView History

To obtain required the CardView History Report, select Cardholder Reports - CardView History menu
item from the Left-side Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

CardView History Report has the following Field Set by default:

#, Cardholder Object ID, Employee ID, First Name, Last Name, MI, Primary Location, Master Area,
Department, Supervisor, Internal Phone, Issue Date, Employment Date, Company Email, Employee Class,
Comment, Ada Shunt, Badge, Reissue Date, Vehicle Model, Vehicle Year, Vehicle Color, Lisence Plate,
Parking Designation, Parking Assignment, Email, Comment 2, Image File Name, Sign File Name, Image
Public Name, Sign Public Name, Card 1 Card ID, Card 1 Printed Card Number, Card 1 Encoded Card
Number, Card 1 PIN, Card 1 Expiration Date, Card 1 Activation Date, Card 1 Card Class, Card 1 Bage
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Type, Card 1 Access Level 1, Card 1 Access Level 2, Card 1 Access Level 3, Card 1 Access Level 4, Card
1 Access Level 5, Card 1 Access Level 6, Card 1 Active, Card 2 Card ID, Card 2 Printed Card Number,
Card 2 Encoded Card Number, Card 2 PIN, Card 2 Expiration Date, Card 2 Activation Date, Card 2 Card
Class, Card 2 Bage Type, Card 2 Access Level 1, Card 2 Access Level 2, Card 2 Access Level 3, Card 2
Access Level 4, Card 2 Access Level 5, Card 2 Access Level 6, Card 2 Active, Card 3 Card ID, Card 3
Printed Card Number, Card 3 Encoded Card Number, Card 3 PIN, Card 3 Expiration Date, Card 3
Activation Date, Card 3 Card Class, Card 3 Bage Type, Card 3 Access Level 1, Card 3 Access Level 2,
Card 3 Access Level 3, Card 3 Access Level 4, Card 3 Access Level 5, Card 3 Access Level 6, Card 3
Active, Transaction Name, Value Type, Date

CardView History Report has following Data Selection Criteria:
e Date Range: from: to:
or
e Employee ID#: from: to:
e Last Names: from: to:
*All checkbox (for all Last Names)
e Card Number: (enter the required Card Number here)

When All checkbox is checked, all records with all Last Names will be output.
From: and To: criteria are referred only to Date Range, Employee ID#, Last Names fields.

From: and To: Must be typed exactly like this name is stored in database (i.e. From: Atkinson To:
Zimmerman) to include boundary conditions. Criteria also may be input in a form From: A To: Y, or From: 1
To: Z, or From: Ab To: Wh etc. From: value should be "less" then To: value (in alphanumerical sense),
otherwise error popup message will be displayed.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appeatr:
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?) Report Results - Mozilla Firefox
Ele Edit Wiew History Gookmarks Tools  Help

G x c X {2t & \_ﬂ' http:/f127.0.0. 1 jReportsfReportiiswer, aspx ﬂf '| m' Google

| Report Results

- System Cardholder = Event Hardware System Reports | Historical | Maps External
Current Threat Level: m Administration = Data Monitoring | Configuration = Configuration Log Systems

,E:lMilhnium xtra Current Partition: | Default Partition & Logged User:Admin Time Online: 0526 Base Onlin

%, Run A Schedule =31 Reports
@Repons / Reporis -'_-.'1 History

« Cardholder Reports % Report Results

Cardholder
Cardholder Access Report Mame: Cardiew History
Cards with overlapped Access
s CardView History Report parameters: From:04i29:2011 12:00:00 AM to:04/30/2011 11:5%:59 PM
» Configuration Reports
% EventRegorts Page 0 of | 20 gl records per page, 0 records total

» Status Repons

# Cardholder Object ID Employee ID First Name Last Name MI Primary Location Master Area Department Supervisor Internal Phone Issue Date Employi

<_| i ] l, i| i} l|
@2000-2011 Millenniurm Group, Ine. Change Password - Company Info - Privacy Policy - Open in Separate Wind ow
Done S .4
Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
il

Employee ID

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5

HEEEEEEEEEE

Access Level B
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Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.

154 Millenium Xtra User Guide Version 7 —09/13/2012
Millenium Group



MilleniumXtra

Configuration Reports
Run Reports - Configuration Reports - Alarm Acknowledgement Template

2) Raport Configuration - Mozilla Firefox
Ele Edit Wiew Higtory Bookmarks Tools  Help

6 e c % ot "_‘71 http:/f127.0,0,1/ReportsiDefaul, aspx?ID=25 {_\\f - m' Google

£ Report Configuration

f & L @ M 3 Current Threat Level: | system Cardholder = Event Hardware System Reports | Historical | Maps = External
@ 5 : a

Administration = Data Monitoring = Configuration = Configuration Log Systems
J_‘:l Mi“enium Xtra Current Partition:| Default Partiion | &, Logged User:Admin Time Online: 0527 Base Online: 18:25
= Run #y Schedule == Reports
==% Reports &/ Reports !"" History
» Cardhaolder Reports & Report Configuration
« Configuration Reports
SETaTT Ten SELECTED REPORT

Alarrn Routing Termplate |Alarm Acknowledgement Template v

Alarms Caonfiguration

Al e EEIEEIS DATA SELECTION CRITERIA

Controller Configuration Alpha-numeric: from: to: [ &l

Door Configuration -

Doors with more than one Acct

Groups

Haolidays

Input Canfiguration

Cperator Level Privileges

Operatar List

Qutput Configuration

Reports {list & scheduler)

Time Periods
» Event Repaors
» Siatus Reports
£ il | ¥
©2000-3011 Millennium Group, Inc Change Password - Cormpany Info - Privacy Policy - Open in Separate Wind ow
Done S)

Alarm Acknowledgement Template Report

To obtain the Alarm Acknowledgement Template Report, select Configuration Reports - Alarm
Acknowledgement Template menu item from the Left-side Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Alarm Acknowledgement Template Report has the following Field Set by default:

#, Ack. Template Name, Priority, Number of Acknowlegements, Primary Ack. Time, Secondary Ack. Time,
Alarm Action Message, Active Alarm Clear, Auto Alarm Clear, Ack. Comment Required.

Alarm Acknowledgement Template Report has following Data Selection Criteria:
Alpha-numeric: from: to:
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*All checkbox

When All checkbox is checked, all records will be output.

From: and To: criteria are referred only to Ack. Template Name field. Must be typed exactly like this name
is stored in database (i.e. From: Invalid Card Holder Events To: Input Trouble Event) to include boundary
conditions. Criteria also may be input in a form From: A To: Y, or From: 1 To: Z, or From: Ab To: Wh etc.
From: value should be "less" then To: value (in alphanumerical sense), otherwise error popup message will
be displayed.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:

?) Report Results - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

é = c X @&y - | g4 hitp:f{127.0.0.1/Reports{ReportViewer aspx ﬁ * |?l' Google

| Report Results

) o - System Cardholder = Event Hardware System Reports | Historical Maps External
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems
;:‘l Mi“enium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 05:31 Base Online: 18:29
&= Run §is Schedule == Reports
&/ Reports | &) Reports ™" History
¥ Cardholder Reports _ Report Results =
« Configuration Repors
+Alarm Acknowledgement Ten Report Mame: Alarm Acknowledgement Template
Alarm Routing Ternplate
Alarmz Configuration Report parameters: All Records
Al Access Levels
GontrollentoRfiguraton Pagetor1| 20 Tl records per page, 5 records total
Door Configuration
PRI / # Ack. Template Name  Priority Number of Acknowlegements Primary Ack. Time Secondary Ack. Time Alarm Actio
Brolps 1 |All controller functions 1 i) Investinate alarm for the cantroller iden
Holidays
? 2 |Door Alarms Template 10 i) Coor operation alarm. Investigate door
Input Configuration
Operatar Level Privileges 3 |Invalid Card Holder Events| 20 i} Cardhalder operation event. Investigate
Operatar List 4 |Input Alarmn Events 10 ] Input operation alarm. Investigate input
Cutput Configuration 9 |Input Trouble Event 20 i) Input operation alarm. Investigate input
Repots (list & schedular
Tirme Periods
» EwentReports
?» Status Reports
Download o File @ nid
] 1§ ] LS 1ii | >
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone S) v

Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
il

Employee ID

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5

HEEEEEEEEEE

Access Level B
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Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Configuration Reports - Alarm Routing Template

?) Report Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

6 = c }K ot - | g4 http:fj127.0.0.1jReports{Default. aspx?ID=21 f} * |§' Google

| Report Configuration

) e - System Cardholder = Event Hardware System Reports | Historical Maps  External
L @ ™ < Current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems

;:‘lMi“enium xtra Current Pattition: | Default Partition «| & Logged User:Admin Time Online: 05:32 Base Online: 18:31

&= RUN @ Schedule =5 Reporis

=
&/ Reports | &) Reports ™" History

» Cardholder Reports Q Report Configuration
« Configuration Repors

Alarm Acknowledgement Tem) SELECTED REPORT

» Alarm Rowting Template | Alarm Fouting Template v

Alarms Configuration
All Access Lavels DATA SELECTION CRITERIA

Cantroller Configuration Alpha-nurnetic: frorm: to Bl

Door Configuration .
Doorg with mare than one Acc

Groups
Holidays
Input Configuration
Operator Level Privilenes
Operatar List
Cutput Configuration
Reports (list & scheduler)
Tirme Periods

» EwentReports

?» Status Reports

(_,_ i ] l,

@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window

Dorne 5) -]

Alarm Routing Template Report

To obtain the Alarm Routing Template Report, select Configuration Reports - Alarm Routing Template
menu item from the Left-side Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Alarm Routing Template Report has the following Field Set by default:
#, Routing Template Name, Active, Operator Name, Time Period, Routing Level, Routing Type.

Alarm Routing Template Report has following Data Selection Criteria:
Alpha-numeric: from: to:
*All checkbox
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When All checkbox is checked, all records will be output.

From: and To: criteria are referred only to Routing Template Name field. Must be typed exactly like this
name is stored in database (i.e. From: Alarm Default Routing To: Alarm Default Routing) to include
boundary conditions. Criteria also may be input in a form From: A To: Y, or From: 1 To: Z, or From: Ab To:
Wh etc. From: value should be "less" then To: value (in alphanumerical sense), otherwise error popup
message will be displayed.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:

?) Report Results - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

é = c X @&y - | g4 hitp:f{127.0.0.1/Reports{ReportViewer aspx ﬁ * |?l' Google

| Report Results

Ty o - System Cardholder = Event Hardware System Reports | Historical Maps  External
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems

ﬂlmillenium xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 07:02 Base Online; 20:00

&= RUn &s Schedule ﬁ-.“%ﬁi' Reports

S5 Reports | €] Reports ™ History

5 CaholdsrRepots € ReportResults

« Configuration Repors

Alarm Acknowledgement Tem)
+ Alarm Rowting Template

Report Mame: Alarm Routing Template Build on: 42292011 6:31:50 PM

Alarmz Configuration Report parameters: All Records
All Access Levels

Controller Configuration
Door Configuration

2008 =

Fage 1 0f1 Gl i records per page, 4 records total

Doorg with mare than one Acc

/o Routing Template Name Active Operator Name Time Period Routing Level Routing Type
Crolps 1 |Alarm Default Routing ADIM Always Primary UserCperator
Holidays
Input Configuration 2 |Alarm Default Routing ADRINZ Alwiays Primary UsenCperator
Operatar Level Privileges 3 |Event Default Routing ADKIN Always Primary UserOperator
Operator List 4 |Event Default Routing ADMIMNZ Always Primary UserOperator

Cutput Configuration
Reports (list & scheduler)
Tirme Periods

» EwentReports

?» Status Reports

Download to File {7} Help

< i | >
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone S) v

Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
il

Employee ID

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5
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Access Level B
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Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Configuration Reports - Alarms Configuration

?) Report Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

é - c x ot - | g4 http:fi127.0.0.1/Reports{Default. aspx?ID=24 ﬁ ; |§' Google

| Report Configuration

) e - System Cardholder = Event Hardware System Reports | Historical Maps  External
L @ ™ < Current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems

ﬁlmillenium xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 00:00 Base Online; 20:02

&= RUN &\ Schedule =5 Reporis

=
&/ Reports | &) Reports ™" History

» Cardholder Reports _é‘: Report Configuration
« Configuration Repors

Alarm Acknowledgement Tem) SELECTED REPORT

Alarm Routing Termplate | Alarms Configuration v

+ Alarms Configuration
All Access Lavels DATA SELECTION CRITERIA

Cantroller Configuration Alpha-nurnetic: frorm: to Bl

Door Configuration .
Doorg with mare than one Acc

Groups
Holidays
Input Configuration
Operator Level Privilenes
Operatar List
Cutput Configuration
Reports (list & scheduler)
Tirme Periods

» EwentReports

?» Status Reports

e |

@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone 5) v

Alarms Configuration Report

To obtain the Alarms Configuration Report, select Configuration Reports - Alarms Configuration menu
item from the Left-side Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Alarms Configuration Report has the following Field Set by default:

#, Alarm/Event Definition Name, Alarm, Ask. Template, Alarm Trigger Delay, Alarm Time Period, Output
Name, Output Time Period, Routing Template, Camera Template, Linked to Input Group, Input Name, Input
Time Period, Input Duration Time, UnShunt.

Alarms Configuration Report has following Data Selection Criteria:
Alpha-numeric: from: to:
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*All checkbox

When All checkbox is checked, all records will be output.

From: and To: criteria are referred only to Alarm/Event Definition Name field. Must be typed exactly like
this name is stored in database to include boundary conditions. Criteria also may be input in a form From:
A To: Y, or From: 1 To: Z, or From: Ab To: Wh etc. From: value should be "less" then To: value (in
alphanumerical sense), otherwise error popup message will be displayed.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:

2) Report Results - Mozilla Firefox
File Edit VYiew History EBookmarks Tools  Help

é - c % oy - | g htp:{127.0.0.1/Reports{Reportiewer, aspx f\f - ';., = Google

o] Report Results

- s . System Cardholder = Event Hardware System Reports | Historical Maps  External
& — O M < Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log systems

,E::J\Mi“enium Xtra Currert Partition: | Default Partiion ~| #, Logged User:Admin Time Online: 00:01 Base Online: 20:03

&= Run 4} Schedule Jﬁ" Reporl:
== Reporis / Reporis = Hist

» Cardholder Reports % Report Results .

» Configuration Reports

Alarm Acknawledgement Tem Report Marne: Alarms Configuration Build o

Alarm Routing Template

* Alarms Configuration Report parameters: All Records
Al Access Levels

) - -
Controller Configuration Fage 0 of 0 ol - records per page, 0 records total aa.- ol
Coor Configuration

Daors with mare than one Acc

% Alarm/Event Definition Name Ask. Template Alarm Trigger Delay Alarm Time Period Output Name Owtput Time Period Routing Template Camera Tew

Groups
Input Configuration
Operator Level Privilenes
Operator List
COutput Configuration
Reports (list & scheduler)
Tirme Periods
¥ Event Reports
» Status Reports

< R [ | 3
@2000-2011 Millennium Group, Inc. Change Passward - Campany nfo - Privacy Policy - ©pen in Separate Window
Done 5)

Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
il

Employee ID

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5
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Access Level B
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Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Configuration Reports - All Access Levels

?) Report Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

6 = c X ot - | g4 http:}i127.0.0.1jReports{Default. aspx?ID=1 f} * |§' Google

| Report Configuration

) e - System Cardholder = Event Hardware System Reports | Historical Maps  External
L @ ™ < Current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems

ﬁi‘lmilhnium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 00:02 Base Online; 20:04

&= RUN &\ Schedule =5 Reporis

=
&/ Reports | &) Reports ™" History

» Cardholder Reports Q Report Configuration
« Configuration Repors

Alarm Acknowledgement Tem) SELECTED REPORT

Alarm Routing Template |A|| Access Levels v

Alarms Configuration
+ All Access Levels DATA SELECTION CRITERIA

Cantroller Configuration Alpha-nurnetic: frorm: to:| | Bl
Dioor Configuration m @ Help
Doorg with mare than one Acc —

Groups
Holidays
Input Configuration
Operator Level Privilenes
Operatar List
Cutput Configuration
Reports (list & scheduler)
Tirme Periods

» EwentReports

?» Status Reports

=l i} I L=

@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Done S

All Access Levels Report

To obtain the All Access Levels Report, select Configuration Reports - All Access Levels menu item
from the Left-side Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

All Access Levels Report has the following Field Set by default:
#, Access Level Name, Object Type, Object Name, Time Period Name.

All Access Levels Report has following Data Selection Criteria:
Alpha-numeric: from: to:
*All checkbox
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When All checkbox is checked, all records will be output.

From: and To: criteria are referred only to Access Level Name field. Must be typed exactly like this name is
stored in database (i.e. From:Access Level 1 To:Access Level 2) to include boundary conditions. Criteria
also may be input in a form From: A To: Y, or From: 1 To: Z, or From: Ab To: Wh etc. From: value should be
"less" then To: value (in alphanumerical sense), otherwise error popup message will be displayed.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:

?) Report Results - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

é = c X @&y - | g4 hitp:f{127.0.0.1/Reports{ReportViewer aspx ﬁ * |?l' Google

| Report Results

Ty o - System Cardholder = Event Hardware System Reports | Historical Maps  External
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems

ﬂlmillenium xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 00:03 Base Online; 20:05

&= Run §is Schedule == Reports
&/ Reports | &) Reports ™" History

> Carchoider Refors € ReportResus

« Configuration Repors

Alarm Acknowledgement Tem)
Alarm Routing Ternplate

Report Mame: All Access Levels Build on: 4292011 8:05:20 PM

Alarrmz Configuration Report parameters: All Records
+All Access Levels

Controller Gonfiguration Fage 1 0f1 2 I’ records per page, 3 records total -... il —

Dioor Configuration

Doorg with mare than one Acc

i # Access Level Name Object Type | Object Name Time Period Name
Groups 1 Access Level 1 Coor Contraller-1-Door-1 Always
Holidays 2 Access Level 1 Coor Contraller-2-Door-1 Aliayis
Input Configuration 3 |Access Level 2 Door Contraller-1-Door-2 Always

Operator Level Privilenes
Operatar List
Cutput Configuration
Reports (list & scheduler)
Tirme Periods

» EwentReports

?» Status Reports

Download to File {7} Help

< i | >
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone S) v

Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Visibility Column
#

Last Mame

First Mame
il

Employee ID

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5

HEEEEEEEEEE

Access Level B
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Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Configuration Reports - Controller Configuration

?) Report Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

é - c x ot - | g4 hitp:fi127.0.0.1/Reports{Default. aspx?ID=23 ﬁ ; |§' Google

| Report Configuration

) e - System Cardholder = Event Hardware System Reports | Historical Maps  External
L @ ™ < Current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems

ﬁlmillenium xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 00:04 Base Online; 20:06

&= RUN &\ Schedule =5 Reporis

=
&/ Reports | &) Reports ™" History

» Cardholder Reports _é‘: Report Configuration
« Configuration Repors

Alarm Acknowledgement Tem) SELECTED REPORT

Alarm Routing Template |Contro|lerConfiguration v

Alarms Configuration
All Access Lavels DATA SELECTION CRITERIA

+ Controller Configuration Alpha-nurnetic: frorm: to Bl

Door Configuration .
Doorg with mare than one Acc

Groups
Holidays
Input Configuration
Operator Level Privilenes
Operatar List
Cutput Configuration
Reports (list & scheduler)
Tirme Periods

» EwentReports

?» Status Reports

£ i _'| 3

@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window

Dorne 5) -

Controller Configuration Report

To obtain the Controller Configuration Report, select Configuration Reports - Controller Configuration
menu item from the Left-side Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Controller Configuration Report has the following Field Set by default:

#, Controller Name, Location, On Line, Address, Type, Site, Timezone, Daylight Saving, User Name,
Password, Controller to Host, Port, IP Address, MAC Address.

Controller Configuration Report has following Data Selection Criteria:
Alpha-numeric: from: to:
*All checkbox
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When All checkbox is checked, all records will be output.

From: and To: criteria are referred only to Controller Name field. Must be typed exactly like this name is
stored in database (i.e. From:Controller-1 To:Controller-1) to include boundary conditions. Criteria also may
be input in a form From: A To: Y, or From: 1 To: Z, or From: Ab To: Wh etc. From: value should be "less"
then To: value (in alphanumerical sense), otherwise error popup message will be displayed.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:

?) Report Results - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

é - c }-@ ot - | g4 hitp:/i127.0.0.1/Reports/ReportViewer aspx ﬁ - |?l' Google

o= Report Results

Ty o - System Cardholder = Event Hardware System Reports | Historical Maps  External
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems

JﬂlMi“enium Xtra Currert Partition; | Default Partiion v | %, Logged User:Admin Time Online: 00:04 Base Online:  20:06

== Run Siv Schedule =% Reporis
=5 Reports | €] Reports ™ History

> Carchoider Refors € ReportResuts

« Configuration Repors

Alarm Acknowledgement Tem| Report Mame: Contreller Configuration

Alarm Routing Ternplate
Alarms Configuration Report parameters: All Records
Al Access Levels

» Controller Configuration
Door Configuration

Page1or1| 20 Tl records per page, 3 records total

Doors with more than one Acc

/ # Controller Name Location OnLine Address Type Site Time Zone Daylight Saving User Nam
Gro.ups 1 |Controller-1 Location-A 1} DcoD Site-1 Communication|(GMT -05:00) Eastern Time(US&Canada)
::WEILT?:nﬂguranon 2 |Controller-2 Lacation-B 1 DCD -1 |Site-1 Communication|(GMT -05:00 Eastern Time(US3&Canada)
Operator Level Privileges 3 |Controller-3 Location-A 111 |DCD Site-1 Communication|(GMT -05:00) Eastern Time(US&Canada)

Cperator List
Cutput Configuration
Reports (list & scheduler)
Time Periods

» EventRepors

» Status Reports

Download o File vl
] >

£4] 1 | E3[E9] i} >
©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window
Daone S) =

Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
il

Employee ID

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5

HEEEEEEEEEE

Access Level B
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Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Configuration Reports - Door Configuration

?) Report Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

é - c x ot - | g4 http:f{127.0.0.1jReports{Default. aspx?ID=7 ﬁ ; |§' Google

| Report Configuration

) e - System Cardholder = Event Hardware System Reports | Historical Maps  External
L @ ™ < Current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems

ﬁlmillenium xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 00:05 Base Online; 20:07

&= Run v Schedule == Reports
== Reports & ="

7 Reports = History

3 Cardholder Reports & Report Configuration
« Configuration Repors
Alarm Acknowledgement Tem) SELECTED REPORT
Alatrn Routing Ternplate | Door Configuration >
Alarms Configuration
Al Access Levels DATA SELECTION CRITERIA
Cantroller Configuration Alpha-nurnetic: frorm: to Bl

+ Door Configuration m {7 Help

Doorg with mare than one Acc
Groups
Holidays
Input Configuration
Operator Level Privilenes
Operatar List
Cutput Configuration
Reports (list & scheduler)
Tirme Periods

» EwentReports

?» Status Reports

<l i | 3
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone 5) v

Door Configuration Report

To obtain the Door Configuration Report, select Configuration Reports - Door Configuration menu
item from the Left-side Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Door Configuration Report has the following Field Set by default:

#, Door Name, Location, On Line, Address, Controller, Unlock On REX, Shunt On REX, REX Disable TP,
Relock After Open, Relock After Close, In Reader, Out Reader, Auto Unlock TP.

Door Configuration Report has following Data Selection Criteria:
Alpha-numeric: from: to:
*All checkbox
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When All checkbox is checked, all records will be output.

From: and To: criteria are referred only to Door Name field. Must be typed exactly like this name is stored
in database (i.e. From:Controller-1-Door-1 To:Controller-1-Door-2) to include boundary conditions. Criteria
also may be input in a form From: A To: Y, or From: 1 To: Z, or From: Ab To: Wh etc. From: value should be
"less" then To: value (in alphanumerical sense), otherwise error popup message will be displayed.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:

?) Report Results - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

é = c X @&y - | g4 hitp:f{127.0.0.1/Reports{ReportViewer aspx ﬁ * |?l' Google

| Report Results

) o - System Cardholder = Event Hardware System Reports | Historical Maps External
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems
;:‘l Mi“enium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 00:05 Base Online; 20:07
&= Run §is Schedule == Reports
&/ Reports | &) Reports ™" History
¥ Cardholder Reports _ Report Results Qf
« Configuration Repors
Alarm Acknowledgement Tem| Report Mame: Door Configuration
Alarm Routing Ternplate
Alarmz Configuration Report parameters: All Records
Al Access Levels
ontrollert-oRfiguraton Page 1ot 20 I’ records per page, 3 records total -l
+ Door Configuration
Daors with more than one Ace - g Name | Location |On Line|Address| Controller |Unlock On REX Shunt On REX|REX Disable TP |Relock After Open|Relock After Clos
CIoUpS 1 |Coniroller-1-Door-1 [Location-A 0 Controller-1
Holidays
H 2 |Contraller-1-Door-2 | Location-A 1 Contraller-1
Input Configuration
Operatar Level Privileges 3 |Contraller-2-Door-1|Location-B 1 Contraller-2
Operatar List
Cutput Configuration
Reports (list & scheduler)
Tirme Periods
» EwentReports
?» Status Reports
Download to File (7! Help ~
] - | >
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone S) v
Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
il

Employee ID

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5
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Access Level B
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Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Configuration Reports - Doors Access

?) Report Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

é = c J0 {gr | eH bttpj127.0.0.1/Reports/Default, aspxFID=29 ﬁ - |§' Google }:)| .'
] B

| Report Configuration

) e - System Cardholder = BEvent Hardware System Reports | Historical Maps | External
L @ ™ < Current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems

ﬁlmillenium xtra Current Pattition:| Default Partition v | 2 Logged User:admin Time Online: 01:15 Base Online; 13:59

&= RUN &\ Schedule =5 Reporis

=
&/ Reports | &) Reports ™" History

3 Cardholder Reports & Report Configuration
« Configuration Repors
Alarm Acknowledgement Tem) SELECTED REPORT
Alarm Routing Ternplate |D00rs Access b
Alarms Configuration
Al Access Levels DATA SELECTION CRITERIA
Cantroller Configuration Alpha-nurnetic: frorm: to Bl

Doar Configuration m {7 Help
+Doors Access -

Doors with maore than one Acc
Groups
Holiclays
Input Configuration
Operatar Level Privileges
Cperator List
Cutput Configuration
Reports (list & scheduler)
Time Periods

» EventReports

» Status Reports

<l i | 3
©2000-2012 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone 5) v

Doors Access Report

To obtain the Doors Access Report, select Configuration Reports — Doors Access menu item from the
Left-side Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Door Access Report shows info about who (First Name, Last Name, Mid Name), when (Time Period) and
in what door (Door Name) has the rights to pass through (according to the corresponding Access Level).

Door Access Report has the following Field Set by default:

Ascending Order, Door Name, Employee ID, First Name, Last Name, Mid Name, Access Level, Time
Period.

Door Access Report has following Data Selection Criteria:
Alpha-numeric: from: to:
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*All checkbox

When All checkbox is checked, all records will be output.

From: and To: criteria are referred only to Door Name field. Must be typed exactly like this name is stored
in database (i.e. From:Controller-1-Door-1 To:Controller-2-Door-1) to include boundary conditions. Criteria
also may be input in a form From: A To: Y, or From: 1 To: Z, or From: Ab To: Wh etc. From: value should be
"less" then To: value (in alphanumerical sense), otherwise error popup message will be displayed.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:

2) Report Results - Mozilla Firefox
File Edit VYiew History EBookmarks Tools  Help

é c % (o | s http:i127.0.0.1jReports/ReportViswer aspx ﬁ - 'r_: = Google

‘1 Report Results

- s . System Cardholder ~ Event Hardware System Reports | Historical Maps = External
& — O M < Current Threat Level: Administration | Data Monitoring | Configuration = Configuration Log systems

,E::J\Mi“enium Xtra Currert Partition: | Default Partiion ~| #, Logged User:admin Time Online: 01:28 Base Online: 14:12

&= Run 4} Schedule Jﬁ" Reporl:
== Reporis / Reporis = Hist

» Cardholder Reports % Report Results .

» Configuration Reports

Alarm Acknowledgement Tem| Fepart Mame: Doors Access Build on: 4/12/2012 2:10:47 PM

Alarm Routing Template

Alarms Configuration Report parameters: All Records
Al Access Levels

. i -
Control\eroonﬂguratlon Fage 1 0f1 gl I’ records per page, 2 records total .... J L

Coor Configuration

SRS / Door Name Employee ID First Name Last Name Mid Name Access Level Time Period
Doars with mare than one Acc Cantraller-1-Daar1 1 Frank Alhers Access Level 1 Alaeays
Groups Controller-2-Door-1 1 Frank Alberts Access Level 1 Alwrays
Holidays

Input Configuration
Operator Level Privilenes
Operatar List
Cutput Configuration
Reports (list & scheduler)
Tirne Periods

» EwentReports

?» Status Reports

Download to File {7 Help

< 1l | >
@2000-2012 Millennium Group, Inc. Change Passward - Campany nfo - Privacy Policy - ©pen in Separate Window
Done 5)

Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
il
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Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5
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Access Level B
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Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Configuration Reports - Doors with more then one Access Levels

?) Report Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help
6 = c }K ot - | g4 hitp:fj127.0.0.1jReports{Default. aspx?ID=27 f} * |§' Google

| Report Configuration

) e - System Cardholder = Event Hardware System Reports | Historical Maps  External
L @ ™ < Current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems

ﬁlmillenium xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 00:06 Base Online; 20:08

&= Run §is Schedule == Reports
&5 Reports &f Reports =" History

3 Cardholder Reports & Report Configuration
« Configuration Reports
Alarm Acknowledgement Tem) SELECTED REPORT
Alarm Routing Termplate | Dioors with more than one Access Levels v ‘

Alarms Configuration
Al Access Levels m
Controller Configuration
Door Configuration
+Doors with more than one Aci
Groups
Holidays
Input Configuration
Operator Level Privilenes
Operatar List
Cutput Configuration
Reports (list & scheduler)
Tirme Periods
» EwentReports
?» Status Reports

| il | 3
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone 5) =

Doors with more then one Access Levels Report

To obtain the Doors with more then one Access Levels Report, select Configuration Reports - Doors
with more then one Access Levels menu item from the Left-side Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Doors with more then one Access Levels Report has the following Field Set by default:
#, Door Name, Access Level, Time Period.

Door Configuration Report has no Data Selection Criteria:

After pressing Run button to obtain the report, Report Results window will appear:
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%) Report Results - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

G - c x ot '[é http:f§127.0.0. 1 JReports/Reportiiewer, aspx ﬁ - |?" Google

1 Report Results

" System Cardholder Event Hardware System Reports | Historical Maps External
» Current Threat Level: Administration = Data Monitoring = Configuration = Configuration Log Systems

Milhnium Xtra Current Patition: | Default Farition | & Louged User:Admin Time Online; 00:07 Base
@.Hﬂn é} Schedule ;"1 Reports
==Y Reports / Reports = History

¥ Cardholder Reports % Report Results

» Configuration Reports

e acknowlsdgsmentTen) Report Marne: Doors with more than one Access Levels Build on: 429/2011 8:09:06 PM

Alarm Routing Template

Alarms Configuration Report parameters: All Records
All Access Levels

Eontralieronflouration Page 0 of 0| EU.E recards per page, 0 records tatal aa.. [ 5 - -

Dioor Configuration

+Doors with more than one Aci I 2 | Door Name

Access Level | Time Period |

Groups |
Input Configuration
Operatar Level Privileges
Cperator List
Cutput Configuration
Reports (list & scheduler)
Time Periods
» EventReports
» Status Reports

i, 1} ] l|

©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window

Daone S) .
3.

Millenium Xtra Operator can select which fields are necessary to display.

To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column

#

Last Mame

First Mame
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Access Level 1

Access Level 2

Access Level 3

Access Level 4
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Access Level B
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Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.

Download to File button enables to save your report locally in a file.

Supported output file formats are the following:

Press Back button to enter another Data Selection Criteria.

Comma delimited (default)
Tab delimited

XML

ADO.NET Dataset
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Run Reports - Configuration Reports - Groups

?) Report Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

6 - C X N - | @4 hitpif{127.0.0.1|Reports(Default, aspx?ID=22 - |§- Goagls

| Report Configuration

) e - System Cardholder = Event Hardware System Reports | Historical Maps  External
L @ ™ < Current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems

ﬁlm“hﬂium xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 00:07 Base Online; 20:09

&= RUN &\ Schedule =5 Reporis

=
&/ Reports | &) Reports ™" History

» Cardholder Reports Q Report Configuration
« Configuration Repors

Alarm Acknowledgement Tem) SELECTED REPORT

Alarm Routing Template | Groups v

Alarms Configuration
All Access Lavels DATA SELECTION CRITERIA

Cantroller Configuration Alpha-nurnetic: frorm: to Bl

Door Configuration : -
Doors with mare than one Acc

+ Groups

Holidays
Input Configuration
Operator Level Privilenes
Operatar List
Cutput Configuration
Reports (list & scheduler)
Tirme Periods

» EwentReports

?» Status Reports

<_;_ i ] l,

@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
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Groups Report

To obtain the Groups Report, select Configuration Reports - Groups menu item from the Left-side
Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Groups Report has the following Field Set by default:
Ascending Order#, Group Name, Object Name.

Groups Report has following Data Selection Criteria:
Alpha-numeric: from: to:
*All checkbox
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When All checkbox is checked, all records will be output.

From: and To: criteria are referred only to Group Name field. Must be typed exactly like this name is stored
in database (i.e. From:Site-1 Communication To:Site-2 Communication) to include boundary conditions.
Criteria also may be input in a form From: A To: Y, or From: 1 To: Z, or From: Ab To: Wh etc. From: value
should be "less" then To: value (in alphanumerical sense), otherwise error popup message will be
displayed.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:

?) Report Results - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

é = c X @&y - | g4 hitp:f{127.0.0.1/Reports{ReportViewer aspx ﬁ * |?l' Google

| Report Results

Ty o - System Cardholder = Event Hardware System Reports | Historical Maps  External
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems

ﬂlmillenium xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 00:08 Base Online; 20:10

&= Run %y Schedule | == Reports
&5 Reports &/ Reports =" History

5 CaholdsrRepots € ReportResults

« Configuration Repors

Alarm Acknowledgement Tem)
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Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
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Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5
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Access Level B
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Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Configuration Reports - Holidays

?) Report Configuration - Mozilla Firefox
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Holidays Report

To obtain the Holidays Report, select Configuration Reports - Holidays menu item from the Left-side
Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Holidays Report has the following Field Set by default:
#, Holiday Name, Date, Type, Occurrence, Day if Week, Month, Holiday List 1, Holiday List 2.

Holidays Report has following Data Selection Criteria:
Alpha-numeric: from: to:
*All checkbox
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When All checkbox is checked, all records will be output.

From: and To: criteria are referred only to Holiday Name field. Must be typed exactly like this name is
stored in database (i.e. From:July 4th To:Thanksgiving) to include boundary conditions. Criteria also may
be input in a form From: A To: Y, or From: 1 To: Z, or From: Ab To: Wh etc. From: value should be "less"
then To: value (in alphanumerical sense), otherwise error popup message will be displayed.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:

?) Report Results - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help
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All Access Levels

Controller Gonfiguration Fage 1 0f1 2 I’ records per page, 2 records total -... il —
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Doorg with mare than one Acc 7 Holiday Name Date Type Occurrence Day if Week Month
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*Holidays 2 Thanksgiving Relative Thursday Mavemnber
Input Configuration

Groups

Operator Level Privilenes
Operatar List
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Reports (list & scheduler)
Tirme Periods

» EwentReports

?» Status Reports

Download to File {7} Help
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Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Visibility Column
#

Last Mame

First Mame
il
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Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5
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Access Level B
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Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Configuration Reports - Input Configuration
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Input Configuration Report

To obtain the Input Configuration Report, select Configuration Reports - Input Configuration menu
item from the Left-side Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Input Configuration Report has the following Field Set by default:

#, Input Name, Location, On Line, Address, Controller, Norm. Open, Supervised, Latching, Entry Delay
Time, 1st Active Output, 1st Fault Output.

Input Configuration Report has following Data Selection Criteria:
Alpha-numeric: from: to:
*All checkbox
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When All checkbox is checked, all records will be output.

From: and To: criteria are referred only to Input Name field. Must be typed exactly like this name is stored
in database (i.e. From:Controller-1-Inp-5 To:Controller-1-Inp-8) to include boundary conditions. Criteria also
may be input in a form From: A To: Y, or From: 1 To: Z, or From: Ab To: Wh etc. From: value should be
"less" then To: value (in alphanumerical sense), otherwise error popup message will be displayed.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:

?) Report Results - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

é - c >§ ot - | g4 hitp:/i127.0.0.1/Reports/ReportViewer aspx ﬁ - |§' Google
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Alarm Routing Termplate

Alarms Configuration Report parametars: All Records
Al Access Levels

Eontrol R DAiourlion Page 1071 20:’ records per page, 6 records total .... ! 'j'

Dioor Configuration
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CGIOUpS) 1 |Controller-1-1np-1|Location-A 1 Cantraller-1 3
Holidays :
S AT 2 |Controller-1-Inp-2 | Location-A 7 Contraller-1 3
Operatar Level Privileges 3 |Contraller-1-Inp-3|Location-A 2 Cantraller-1 3
Operator List 4 |Controller-1-Inp-4 | Location-A 3 Controller-1 3
Cutput Configuration 5 |Controller-2-Inp-1|Location-B 1 Contraller-2 3 A
Reports (list & scheduler) 6 |Controller-2-Inp-2 | Location-B 7 |Controller2 3 d

Time Periods
» EventRepors
» Status Reports

Download to File (%! Help ~
UL

3] ] I £ | 3
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Millenium Xtra Operator can select which fields are necessary to display.

To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
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Access Level 1
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Access Level B
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Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Configuration Reports - Operator Level Privileges
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Operator Level Privileges Report

To obtain the Operator Level Privileges Report, select Configuration Reports - Operator Level
Privileges menu item from the Left-side Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Operator Level Privileges Report has the following Field Set by default:
#, Privilege Name, Level 1, Level 2, Level 3, Level 4, Level 5, Level 6.

Operator Level Privileges Report has no Data Selection Criteria.

Press Run button to obtain the report. Report Results window will appear:
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) Report Results - Mozilla Firefox

File  Edit ‘iew History Bookmarks Tools  Help
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+Operator Level Privileges 4 |Customer Settings Full Cantrall Wiew Wieni Mo Privileges Mo Privileges Mo Privileges
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17 |Card Forrmat Configuration Full Cantrall View Wigw Mo Privileges Mo Privileges Mo Privileges
18 |Cardholder
18 | Cardholder User Defined fields Full Contrall Wiew Wiew Mo Privileges MHa Privileges Ma Privileges
20 |Cardholder Data Records Full Contrall Wiew Wiew Mo Privileges Ma Privileges Ma Privileges
ii i ] l,
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Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
il
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Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5
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Access Level B
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Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to return back.
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Run Reports - Configuration Reports - Operator List
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Operator List Report

To obtain the Operator List Report, select Configuration Reports - Operator List menu item from the
Left-side Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Operator List Report has the following Field Set by default:
#, Level Name, First Name, Last Name, MI, Login Name.

Operator List Report has no Data Selection Criteria.

Press Run button to obtain the report. Report Results window will appear:
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%) Report Results - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help
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Millenium Xtra Operator can select which fields are necessary to display.

To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column

#
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First Mame

hl

Employee ID

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5

HEEEEEEEEEE

Access Level B

Press Cancel button to cancel your selection.
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Select column visibility using correspondent checkbox(-es).
m Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

MilleniumXtra

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

Comma delimited (default)
Tab delimited

XML

ADO.NET Dataset

Press Back button to return back.
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Run Reports - Configuration Reports - Output Configuration
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Output Configuration Report

To obtain the Output Configuration Report, select Configuration Reports - Output Configuration menu
item from the Left-side Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Output Configuration Report has the following Field Set by default:
#, Output Name, Location, On Line, Address, Controller, Fail Safe, Pulse or Repeat, Duration, Auto On TP.

Output Configuration Report has following Data Selection Criteria:
Alpha-numeric: from: to:
*All checkbox
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When All checkbox is checked, all records will be output.

From: and To: criteria are referred only to Output Name field. Must be typed exactly like this name is
stored in database (i.e. From:Controller-1-Output-3 To:Controller-1-Output-5) to include boundary
conditions. Criteria also may be input in a form From: A To: Y, or From: 1 To: Z, or From: Ab To: Wh etc.
From: value should be "less" then To: value (in alphanumerical sense), otherwise error popup message will
be displayed.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:
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Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Visibility Column
#
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Access Level 3

Access Level 4

Access Level 5

HEEEEEEEEEE

Access Level B
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Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Configuration Reports - Reports (list & scheduler)

?) Report Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

6 - C X N - | @4 hitp:f{127.0.0.1Reports(Default, aspx?ID=17 - |§- Goagls

| Report Configuration

) e - System Cardholder = Event Hardware System Reports | Historical Maps  External
L @ ™ < Current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems

;:‘lMi“enium Xtra Curtert Patition: | Default Partiion +| #, Logged User:Admin Time Online: 00:14 Base Online: 20:16

&= RUn &\ Schedule =1 Reports

e
&/ Reports | &) Reports ™" History

» Cardholder Reports Q Report Configuration
« Configuration Repors

Alarm Acknowledgement Tem) SELECTED REPORT

Alarm Rauting Ternplate [Feports flist & scheduler) v

Alarms Configuration

Al Access Levels m
Controller Configuration

Door Configuration

Doorg with mare than one Acc
Groups
Holidays
Input Configuration
Operator Level Privilenes
Operatar List
Cutput Configuration
+Reports (list & scheduler)

Tirme Periods

» EwentReports

?» Status Reports

<_;_ i ] l,
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Done S

Reports (list & scheduler) Report

To obtain the Reports (list & scheduler) Report, select Configuration Reports - Reports (list &
scheduler) menu item from the Left-side Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Reports (list & scheduler) Report has the following Field Set by default:
#, Report Name, Scheduled.

Reports (list & scheduler) Report has following Data Selection Criteria:
Alpha-numeric: from: to:
*All checkbox
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When All checkbox is checked, all records will be output.

From: and To: criteria are referred only to Report Name field. Must be typed exactly like this name is
stored in database (i.e. From:Alarm Acknowledgement Template To:Elevator Status) to include boundary
conditions. Criteria also may be input in a form From: A To: Y, or From: 1 To: Z, or From: Ab To: Wh etc.
From: value should be "less" then To: value (in alphanumerical sense), otherwise error popup message will

be displayed.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:

?) Report Results - Mozilla Firefox

File Edit Wiew History Eookmarks —Tools

é s c }-& far - | g4 hitp:f{127.0.0.1/Reports{ReportViewer aspx

| Report Results

D e s ot e System Cardholder
# 2 @O ™ < current Threat Level: nﬁinislratinn o

= Millenium Xtra

== Run Js Schedule
== Reports &/ Reports =
¥ Cardholder Reports
« Configuration Repors
Alarm Acknowledgement Tem)
Alarm Routing Ternplate
Alarms Configuration
Al Access Levels
Controller Configuration
Door Configuration
Doorg with mare than one Acc
Groups
Holidays
Input Configuration
Operator Level Privilenes
Operatar List
Cutput Configuration
+Reports (list & scheduler)
Tirme Periods
» EwentReports
?» Status Reports

< 1§ ] 3

=

@2000-2011 Millenniurm Group, Inc.

History

Help

Reports

ﬁ * |?l' Google

Event

Monitoring

Hardware System Reports | Historical Maps External
Configuration = Configuration Log Systems

Current Partition: | Default Fartition 3_; Logged User:Admin Time Online: 00:24 Base Online: 20:26

_ Report Results .

Report Mame: Reports {list & scheduler)

Report parameters: All Records

Fage 1 0f2 Gl i records per page, 28 records total

Build on: 4292011 8:16:45 PM

2000 =

/o Report Name Scheduled i
1 Alarm Acknowledgement Template
2 Alarm History
3 Alarm Routing Template
4 Alarms Configuration
4 All Access Levels
5] Card History
T Cardholder
g Cardholder Access 3
9 Cards with overlapped Access Levels
10 Cardview History
11 Controller Configuration
152 Coor Configuration
12 Door Status
14 Dioors with mare than ane Access Levels
148 Elewator Configuration L
16 Elevator Status
17 |Event Report
R hd

Download to File {7} Help

Channe Password - Company [nfo - Privacy Policy - Open in Separate YWindow

Dorne

S

Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
il

Employee ID

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5

HEEEEEEEEEE

Access Level B
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Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Configuration Reports - Time Periods

?) Report Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

6 - C X N - | @4 http:f{127.0.0.1|Reports(Default, aspx?ID=16 - |§- Goagls

| Report Configuration

) e - System Cardholder = Event Hardware System Reports | Historical Maps  External
L @ ™ < Current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems

;:‘lMi“enium xtra Current Pattition: | Default Partition | & Logged User:Admin Time Online: 00:01 Base Online: 21:27

&= RUN &\ Schedule =5 Reporis

=
&/ Reports | &) Reports ™" History

» Cardholder Reports Q Report Configuration
« Configuration Repors

Alarm Acknowledgement Tem) SELECTED REPORT

Alarm Routing Template |Time Periods v

Alarms Configuration
All Access Lavels DATA SELECTION CRITERIA

Cantroller Configuration Alpha-nurnetic: frorm: to Bl

Door Configuration : -
Doorg with mare than one Acc

Groups
Holidays
Input Configuration
Operator Level Privilenes
Operatar List
Cutput Configuration
Reports (list & scheduler)
+ Time Periods
» EwentReports
?» Status Reports

<_;_ i ] l,

@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Done S

Time Periods Report

To obtain the Time Periods Report, select Configuration Reports - Time Periods menu item from the
Left-side Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Time Periods Report has the following Field Set by default:
#, Time Period Name, Active, Holiday List 1, Holiday List 2, From Time, To Time, Days.

Time Periods Report has following Data Selection Criteria:
Alpha-numeric: from: to:
*All checkbox
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When All checkbox is checked, all records will be output.

From: and To: criteria are referred only to Time Period Name field. Must be typed exactly like this name is
stored in database (i.e. From:Always To:Always) to include boundary conditions. Criteria also may be input
in a form From: A To: Y, or From: 1 To: Z, or From: Ab To: Wh etc. From: value should be "less" then To:
value (in alphanumerical sense), otherwise error popup message will be displayed.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:

?) Report Results - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

é = c X @&y - | g4 hitp:f{127.0.0.1/Reports{ReportViewer aspx ﬁ * |?l' Google

| Report Results

Ty o - System Cardholder = Event Hardware System Reports | Historical Maps  External
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems

ﬂlmillenium xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 00:03 Base Online; 21:29

&= Run §is Schedule == Reports
&/ Reports | &) Reports ™" History

> Carchoider Refors € ReportResus

« Configuration Repors

Alarm Acknowledgement Tem)

Report Mame: Time Periods Build on: 4292011 9:29:18 PM
Alarm Routing Ternplate
Alarmz Configuration Report parameters: All Records
Al Access Levels
Contraller.Configuration Pagetart 20 v records perpace, 2 recards fatal -... il
Door Configuration
Doorg with mare than one Acc " - - " " " -
/g Time Period Name Active Holiday List From Time To Time Days
CIoUpS 1 Always 12:00:00 A 11:89:48 P All Day
Holidays
? 2 8-aprm Man-Fri 8:00:00 AM 5:30:00 PM Monday-Frida
Input Configuration

Operator Level Privilenes
Operatar List
Cutput Configuration
Reports (list & scheduler)
+ Time Periods
» EwentReports
?» Status Reports

Download to File {7} Help

< i | >
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone S) v

Millenium Xtra Operator can select which fields are necessary to display.

To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
il

Employee ID

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5

HEEEEEEEEEE

Access Level B
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Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Event Reports
Run Reports - Event Reports - Alarm History

2) Report Configuration - Mozilla Firefox

File Edit VYiew Histary Bookmarks Tools Help

6 = c X ot - | g hetp:f{127.0.0.1/Reports{Default. aspx?I0=2 ﬁf ¥ @' Google

4 Report Configuration

) s o System Cardholder = Event Hardware System Reports | Historical Maps  External
# — @™ & current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems

;:‘lMi“enium Xtra Currert Patition: | Default Partiion ~| #, Logged User:Admin Time Online: 00:03 Base Online: 21:30

&= Run @u Schedule E—.ﬁ"ﬂ Reports

== Reporis / Reports = History

» Cardholder Reports = Report Configuration
» Configuration Repaorts
» Event Reports SELECTED REPORT
+ Alarm History | Alarm History LS
Card History
Event Report DATA SELECTION CRITERIA
¥ Status Reports
Date Range: from | 047292011 12200000 AM | to | 043002011 11.59:59 PM |
Category.
TEXT FILTER {LOG DATA INCLUDING)
Blank - All
space - logical 'OR'
@2000-2011 Millennium Group, Inc. Change Password - Company [nfo - Privacy Palicy - Open in Separate Window
Daone 5)

Alarm History Report

To obtain the Alarm History Report, select Event Reports - Alarm History menu item from the Left-side
Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Alarm History Report has the following Field Set by default:
#, Date/Time, Category, Alarm Name, Alarm Priority, Status, Condition, Acknowledge Comment.

Alarm History Report has following Data Selection Criteria:
Date Range: from: to: (one day preceding to current by default)
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Category drop-down (All, System, Controller, Door, Reader, Input, Output, Elevator, Cardholder, Operator)

Category drop-down has "All" value by default. It means that all the above mentioned categories will be
processed.

Text filter (log data including) field. It is referred only to Status field.
If Text filter field is blank - all records will be chosen;
If Text filter field has wild card *' symbol(-s) - wild card criteria will be applied;

If Text filter field has one or more space ' ' symbol(-s) - logical 'OR' will be applied to all parts of string,
divided by spaces.

Date Range: From: and To: criteria is referred only to Date/Time field. This is mandatory criteria. If "From:"
or "To:" will be empty, popup error message "Date range from is empty." or "Date range to is empty." will
appear.

"To:" value could not be earlier then "From:" value, otherwise error popup message "Date from greater than
date to." will appear.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:

2) Report Results - Mozilla Firefox
File Edit VYiew History EBookmarks Tools  Help

G - c A Ay - | g htp:{127.0.0.1/Reports{Reportiewer, aspx f\f b I'g?" Google

o] Report Results

T 2 . System Cardholder = Event Hardware System Reports | Historical Maps External
# = O M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems

,E::J\Mi“enium Xtra Currert Partition: | Default Partiion ~| #, Logged User:Admin Time Online: 00:04 Base Online: 21:30

& Run 8§\ Schedule = Reports
== Reporis / Reports = History

» Cardhalder Reports Report Results
¥ Configuration Reports
v EventReports Report Marne: Alarm History Build on: 4292011 9:30:31 PM
* Alarm History
Card History Repart parameters: Front:04i29:2011 12:00:00 AM 10:04/30:2011 11:5%:59 PM
Event Report
s L
3 Status Reports Fage 0 of 0 L II records per page, 0 records total aa-. L I’ - -
# Date/Time Category Alarm Name Alarm Priority Status Condition Acknowledge Comment |
@2000-2011 Millennium Group, Inc. Change Passward - Campany nfo - Privacy Policy - ©pen in Separate Window
Done S) =2
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Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press m Columns button.

villlenium Atra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame

hl

Employee [T

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5

HEEEEEEEEEE

Access Level B
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Select column visibility using correspondent checkbox(-es).
m Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press “ OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Event Reports - Card History

?) Report Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

6 = c }K ot - | g4 hitp:f{127.0.0.1jReports{Default. aspx?ID=3 f} * |§' Google

| Report Configuration

) e - System Cardholder = Event Hardware System Reports | Historical Maps  External
L @ ™ < Current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems

;:‘lMi“enium xtra Current Pattition: | Default Partition +| & Logged User:Admin Time Online: 00:04 Base Online: 21:31

&= Run §is Schedule == Reports
== Reports &/ Reporis -!""' History
» Cardholder Reports Q Report Configuration
3 Configuration Repors
v Event Reports SELECTED REPORT
Alarm History | Card History w
+ Card History
Event Report DATA SELECTION CRITERIA
¥ Status Reports Date Range:  from 0472972011 12:00:00 AW | to) 0453002011 11:55:59 P
Ernploves |D# from to
or [ Man
LastMNames:  from to
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone 5) =

Card History Report

To obtain the Card History Report, select Event Reports - Card History menu item from the Left-side
Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Card History Report has the following Field Set by default:
#, Date/Time, Last Name, First Name, MI, Employee ID, Event, Location.

Card History Report has following Data Selection Criteria:
Date Range: from: to: (one day preceding to current by default)
a) Employee ID#: from: to: (none defined by default) or

b) Last Names: from: to: (none defined by default)
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*All checkbox

When All checkbox is checked, all records will be output.

Criteria "Employee ID#" and "Last Names" may be defined using OR function. It means that only one of
these two conditions or any combination of them can be input by Millenium Xtra Operator. Employee ID# is
referred only to the Employee ID# field. Last Names is referred only to the Last Name field.

From: and To: Must be typed exactly like this name is stored in database (i.e. From: Atkinson To:
Zimmerman) to include boundary conditions. Criteria also may be input in a form From: A To: Y, or From: 1
To: Z, or From: Ab To: Wh etc. From: value should be "less" then To: value (in alphanumerical sense),
otherwise error popup message will be displayed.

Date Range: From: and To: criteria is referred only to Date field. This is mandatory criteria. If "From:" or
"To:" will be empty, popup error message "Date range from is empty." or "Date range to is empty." will
appear.

"To:" value could not be earlier then "From:" value, otherwise error popup message "Date from greater than
date to." will appear.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:
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) Report Results - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

r c x far '[é http:f§127.0.0. 1 JReports/Reportiiewer, aspx

1 Report Results

# L @ M Current Threat Level: Systemn Cardholder = Event Hardware System Reports | Historical Maps External

Administration = Data Monitoring Configuration Configuration

Millenium Xtra

Qﬂun &} Schedule | =
== Reports / Reports -

» Cardholder Reports Report Results |
» Configuration Reports
¥ EventReports Report Marne: Card History Build on: 4:20/201
Alarm History
+ Card History Feport parameters: From:04:29:2011 12:00:00 AM 10:04/30/2011 11:59:59 PM
Event Report
3 Staus Reports Page 101! EU.{ v records per page, 12 records total .... [ *ﬂ
/# DateTime Last Name First Name MI Empl D Event | Location ‘Encoded Card Numbe
1 | 452902011 34635 Pi|Alberts Frank 1 Admitted Controller-1-Door-1 1
2 (41292011 3:46:40 PM [Alberts Frank 1 Cenied access, it is not proper time period | Controller-1-Door-1 1
3 |429i2011 3:46:59 Phi|Daniels Chatles 2 Denied access, it is not proper time period| Controller-1-Door-2 2
4 |42902011 3:47:19 Pht|Alberts Frank 1 Denied access, itis not proper time period| Controller-1-Door-1 1
5 (472902011 3:47:32 PM|Daniels  |Charles 2 Denied access, it is not proper time period | Controller-1-Door-1 2
B |4729/2011 2:47:24 Ph|Daniels Charles 2 Admitted Contraller-1-Daor-1 2
T 42902011 3:47:47 P |Alberts Frank 1 Denied access, itis not proper time period| Contraller-1-Door-1 1
8 |42902011 3:47:49 P |Alberts Frank 1 Denied access, itis not proper time period| Contraller-1-Door-1 1
9 | 4292011 3:48:04 PM|Daniels Charles 2 Denied access, it is not proper time period| Contraller-1-Door-1 2
10452942011 2:42:038 Ph|Daniels Charles 2 Admitted Contraller-1-Daor-1 2
11| 42902011 3:48:12 P |Alberts Frank 1 Admitted Contraller-1-Daor-1 1
12 | 42902011 34816 Pt |Alberts Frank 1 Admitted Controller-2-Door-1 1
Downioad o Fie | Back | vl
i‘ I ] l‘
©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window
Done S .
S =
Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
il

Employee ID

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5

HEEEEEEEEEE

Access Level B
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Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Event Reports - Event Report

?) Report Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

é - c ;Q ot - | g4 http:fj127.0.0.1jReports{Default. aspx?ID=11 ﬁ ; |§' Google

| Report Configuration

i e - System Cardholder = Event Hardware System Reports | Historical Maps  External
L @ ™ < Current Threat Level: Administration = Data Monitoring | Configuration | Configuration Log Systems

ﬂlMi“enium xtra Current Pattition: | Default Partition | & Logged User:Admin Time Online: 00:05 Base Online: 21:32

&= Run §is Schedule == Reports
&5 Reports */ Reports =" History

» Cardholder Reports _é‘: Report Configuration
3 Configuration Repors
v EventReports SELECTED REPORT
Alarm History | Ewent Report w
Card Histary
+Event Report DATA SELECTION CRITERIA
?» Status Reports
Date Ranae: from | 042902011 12:00:00 AM | to | 0403072011 11:59:59 PM
Catenory
TEXT FILTER (LOG DATA INCLUDING}
Blank - Al
space - logical 'OR'
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
jawascript: _doPostBacki'cH00$MainContentPlaceHolder$ReporthiewerBlockl $ReportGridiiew’,'Sort$Firsthame") 5) %

Event Report
To obtain the Event Report, select Event Reports - Event Report menu item from the Left-side Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Event Report has the following Field Set by default:
#, Date/Time, Category, Alarm Name, Alarm Priority, Status, Condition, Acknowledge Comment.

Event Report has following Data Selection Criteria:
Date Range: from: to: (one day preceding to current by default)
Category drop-down (All, System, Controller, Door, Reader, Input, Output, Elevator, Cardholder, Operator)

Category drop-down has "All"* value by default. It means that all the above mentioned categories will be
processed.
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Text filter (log data including) field. It is referred only to Status field.
If Text filter field is blank - all records will be chosen;
If Text filter field has wild card *' symbol(-s) - wild card criteria will be applied;

If Text filter field has one or more space ' ' symbol(-s) - logical 'OR' will be applied to all parts of string,
divided by spaces.

Date Range: From: and To: criteria is referred only to Date/Time field. This is mandatory criteria. If "From:"
or "To:" will be empty, popup error message "Date range from is empty." or "Date range to is empty." will
appear.

"To:" value could not be earlier then "From:" value, otherwise error popup message "Date from greater than
date to." will appear.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:

2) Report Results - Mozilla Firefox

File Edit VYiew History EBookmarks Tools  Help
6 - c A G - | g htp:{127.0.0.1/Reports{Reportiewer, aspx f\f b I'g?" Google

o] Report Results

Current Threat L evel: :ﬁierlll:llstratinn g:{:holder Ilzlv:rlll!r:uring E:;#;:r':tion grnlﬂegmuration s E:;toncul ol E;l:trer::i
;"_“l Mi“enium Xtra i 2 Logged User:tdmin Time Online: 00:06 Base Online: 21:32
2= Run jo Schedule
‘==t Reporis / Reporis st
¥ Configuration Reports
v EventReports Report Mame: Event Report Buil
Alarm Histony
CardiilIston Report parameters: From:04:20/2011 12:00:00 AM 10:04/3012011 11:5%59 PM
+ Event Report
3 Status Reports FPage 10710 4l i’ recards per page, 186 records total ..aa d i—l
/ # DateTime Category Name Alarm Priority Status Origl
14292011 121350 AM | Operator | ADMIN g Operator logged on
2452912011 12:32:26 AM | Input Cantraller-1-Inp-1 g COperator command: Online
3| 45292011 12:32:26 AM | Input Cantraller-1-Inp-1 g Cperator command failed: Cnline
4 [ A292011 12:32:41 AM | Input Contraller-1-Inp-2 5 Cperator command: Onling
g | H2I011 12:32:41 AM | Input Contraller1-Inp-2 g Cperator cormmand failed: Online
6 (4292011 12:32:42 AM | Controller | Contraller-1 g Cperator cormmand: Ofline
T\ AE2YI011 123242 Ad | Controller | Contraller-1 5 Executed operator command.Offline
8 |4r29/2011 12:32:56 Ad | Controller | Contraller-1 g Operator command:Online
9 | 45292011 12:32:56 Ad | Controller | Contraller-1 g Executed operator command:Online
10| 42972011 1:08:00 AM |Operator | ADMIN g Operator logged off
11 | 42902011 12:88:20 PM | Operator | ADMIMN g Operator logoed on
12| 42952011 3:20:58 PM |Audit Event | Admin Al Database Backup Scheduler has been updated
13| 42952011 3:22:12 PM |Audit Event | Admin Al Database Backup Scheduler has been updated
14| 42952011 3:22:19 PM |Audit Event | Admin Al Database Backup Scheduler has been updated
15[ 42952011 3:22:25 PM |Audit Event |Admin a0 Database Backup Scheduler has been updated
16 | 42952011 3:22:36 PM |Audit Event |Admin an Database Backup Scheduler has been updated
17 | 42952011 3:28:37 PM |Audit Event |Admin an Database Backup Scheduler has been updated
18| 4i29/2011 3:46:35 PM |Cardholder|Frank Alberts (Card #1) 5 Admitted Contraller-1
18| 4i258/2011 3:46:40 PM |Cardholder|Frank Alberts (Card #1) 5 Cenied access, it is not proper time period Controller-1
20| 42972011 3:46:52 P | Output Caontroller-2-RCD-1 Supervisor Relay g Activated
v
< | £l
@2000-2011 Millennium Group, Inc. Channe Password - Company Info - Privacy Policy - Open in Separate YWindow
Done SJ =2

Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
il

Employee ID

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5

HEEEEEEEEEE

Access Level B

o] corca JR ssct s mort secton

Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Status Reports
Run Reports - Status Reports - Door Status

2) Report Configuration - Mozilla Firefox

File Edit VYiew Histary Bookmarks Tools Help

6 = c X ot - | g hetp:f{127.0.0.1/Reports{Default. aspx?I0=8 ﬁf ¥ |§' Google

4 Report Configuration

) 3 o System Cardholder = Event Hardware System Reports | Historical Maps  External
# — @™ & current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems

;:‘lMiI'enium Xtra Curtert Pattition: | Default Partiion ~| #, Logged User:Admin Time Online: 00:07 Base Online: 21:33

&= Run &} Schedule E—.ﬁ"ﬂ Reports

== Reporis / Reports = History

» Cardholder Reports é_“g‘ Report Configuration
» Configuration Reports
» EventReports SELECTED REPORT
v Status Reports | Door Status v
+Door Status
Input Status DATA SELECTION CRITERIA
Output Status Alpha-nurneric: frorm: to: | | [l ai
[ n 1 ores

©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Dane S)..]

Door Status Report

To obtain the Door Status Report, select Status Reports - Door Status menu item from the Left-side
Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Door Status Report has the following Field Set by default:
#, Door Name, Location, On Line, Status.

Door Status Report has following Data Selection Criteria:
Alpha-numeric: from: to:
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*All checkbox

When All checkbox is checked, all records will be output.

From: and To: criteria are referred only to Door Name field. Must be typed exactly like this name is stored
in database (i.e. From:Controller-1-Door-1 To:Controller-1-Door-2) to include boundary conditions. Criteria
also may be input in a form From: A To: Y, or From: 1 To: Z, or From: Ab To: Wh etc. From: value should be
"less" then To: value (in alphanumerical sense), otherwise error popup message will be displayed.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:

2) Report Results - Mozilla Firefox
File Edit VYiew History EBookmarks Tools  Help

é - c }-g oy - | g htp:{127.0.0.1/Reports{Reportiewer, aspx f\f - ';.1 = Google

o] Report Results

T 2 . System Cardholder = Event Hardware System Reports | Historical Maps External
# = O M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems

,E::J\Mi“enium xtra Current Patition: | Default Partition +| & Logged User:dmin Time Online: 00:07 Base Online: 21:34

&= Run &} Schedule Jﬁ" Reporl:
== Reporis / Reporis = Hist

» Cardhalder Reports % Report Results .
¥ Configuration Reports
¥ EventReports Report Mame: Door Status Build on: 4292011 9:34:04 PM
w Status Reports
+Door Status Report parameters: All Records
Input Status
Py | A.
QutputStatis Fage 1 0f1 gl I’ recards per page, 3 records total --.. 4 I’
/8 Door Name Location On Line Status
1 |Contraller1-Door-1 Location-A Cperator command failed:Unlock { 204)
2 |Controller-1-Door-2 Location-A Cperator command failed:Momentary Forgive APB { 204)
3 |Controller-2-Door-1 Location-B Operator cormrmand failed:Unlock { 204)
Download to File {7 Help
@2000-2011 Millennium Group, Inc. Change Passward - Campany nfo - Privacy Policy - ©pen in Separate Window
Done S) =2

Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
il

Employee ID

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5

HEEEEEEEEEE

Access Level B

o] corca JR ssct s mort secton

Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Status Reports - Input Status

?) Report Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

6 - C X N - | @4 hitp:f{127.0.0.1Reports(Default, aspx?ID=14 - |§- Goagls

| Report Configuration

) e - System Cardholder = Event Hardware System Reports | Historical Maps  External
L @ ™ < Current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems

ﬁi‘lmilhnium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 00:08 Base Online; 21:34

&= Run §is Schedule == Reports
== Reports &/ Reporis -!""' History
» Cardholder Reports Q Report Configuration
3 Configuration Repors
» EventRepors SELECTED REPORT
v Status Reparts |Input Status v

Door Status

+Input Status DATA SELECTION CRITERIA

Output Status Alpha-numeric: from; to:| | Bl an
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Done S

Input Status Report

To obtain the Input Status Report, select Status Reports - Input Status menu item from the Left-side
Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Input Status Report has the following Field Set by default:
#, Input Name, Location, On Line, Status.

Input Status Report has following Data Selection Criteria:
Alpha-numeric: from: to:
*All checkbox
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When All checkbox is checked, all records will be output.

From: and To: criteria are referred only to Input Name field. Must be typed exactly like this name is stored
in database (i.e. From:Controller-1-DR-1-Egress To:Controller-1-DR-2-Egress) to include boundary
conditions. Criteria also may be input in a form From: A To: Y, or From: 1 To: Z, or From: Ab To: Wh etc.
From: value should be "less" then To: value (in alphanumerical sense), otherwise error popup message will
be displayed.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:

?) Report Results - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

é = c X @&y - | g4 hitp:f{127.0.0.1/Reports{ReportViewer aspx ﬁ * |?l' Google

| Report Results

Ty o - System Cardholder = Event Hardware System Reports | Historical Maps  External
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems

ﬂlmillenium xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 00:08 Base Online; 21:35

e~ RUN &s Schedule Reports

=

S5 Reports | €] Reports ™ History .
3 Configuration Repors
2 nbenon Report Name: Input Status Build on: 42012011 9:35:03 P
~ Status Reports
Doar Status Report parameters: All Records
+ Input Status
Output Status Page o1 70 i’ rRCONIS per pace, 6 records total -... ! i’
/g Input Name Location On Line Status
1 Coniraller-1-Inp-1 Location-A Cperator command failed: Cnline (4013
2 Contraller-1-Inp-2 Location-A Cperator cormmand failed: Online (4013
3 Cantraller-1-Inp-3 Location-A
4 |Controller-1-Inp-4 Location-A
a Contraller2-Inp-1 Location-B
B Cantraller-2-Inp-2 Location-B
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone S) v

Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
il

Employee ID

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5

HEEEEEEEEEE

Access Level B

o] corca JR ssct s mort secton

Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Run Reports - Status Reports - Output Status

?) Report Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

6 - C X N - | @4 http:f{127.0.0.1Reports(Default, aspx?ID=16 - |§- Goagls

| Report Configuration

) e - System Cardholder = Event Hardware System Reports | Historical Maps  External
L @ ™ < Current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems

;:‘lMi“enium xtra Current Pattition: | Default Partition | & Logged User:Admin Time Online: 00:09 Base Online: 21:35

&= Run §is Schedule == Reports
== Reports &/ Reporis -!""' History
» Cardholder Reports Q Report Configuration
3 Configuration Repors
» EventRepors SELECTED REPORT
« Status Repors |Output Status w

Door Status

Input Status DATA SELECTION CRITERIA

+ Output Status Alpha-nurneric: from: tor| | Bl

@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Done S

Output Status Report

To obtain the Output Status Report, select Status Reports - Output Status menu item from the Left-side
Menu.

Alternatively, you may select the required type of report using the Selected Report dropdown on every
screen.

Output Status Report has the following Field Set by default:
#, Output Name, Location, On Line, Status.

Output Status Report has following Data Selection Criteria:
Alpha-numeric: from: to:
*All checkbox
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When All checkbox is checked, all records will be output.

From: and To: criteria are referred only to Output Name field. Must be typed exactly like this name is
stored in database (i.e. From:Controller-1-Output-3 To:Controller-1-Output-6) to include boundary
conditions. Criteria also may be input in a form From: A To: Y, or From: 1 To: Z, or From: Ab To: Wh etc.
From: value should be "less" then To: value (in alphanumerical sense), otherwise error popup message will
be displayed.

After Data Selection Criteria is defined, press Run button to obtain the report.
Report Results window will appear:

?) Report Results - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

é = c X @&y - | g4 hitp:f{127.0.0.1/Reports{ReportViewer aspx ﬁ * |?l' Google

| Report Results

Ty o - System Cardholder = Event Hardware System Reports | Historical Maps  External
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems

ﬂlmillenium xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 00:09 Base Online; 21:36

&= RUn &s Schedule ﬁ-.“%ﬁi' Reports

S5 Reports | €] Reports ™ History

» Cardholder Reports _ Report Results .
3 Configuration Repors
¥ bveritmepoits Report Mame: Output Status Build on: 4:29:2011 9:36:08 P
~ Status Reports
Dioar Status Report parameters: All Records
Input Status
&L TS Pagetar1l 20 I’ rectds per pace, 2 records total -... ! I’
i # Outpart Name Location On Line Status
1 Contraller-1-RCO-1 Supervisor Relay Location-A Activated ¢ 500)
2 Controller-2-RCO-1 Supervisor Relay Location-B Activated ¢ 500)
Download to File {7} Help
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone S) v

Millenium Xtra Operator can select which fields are necessary to display.
To select fields which will be displayed, press Columns button.
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Millenium Xtra: Report Results - Visible Columns

Visibility Column
#

Last Mame

First Mame
il

Employee ID

Access Level 1

Access Level 2

Access Level 3

Access Level 4

Access Level 5

HEEEEEEEEEE

Access Level B

o] corca JR ssct s mort secton

Select column visibility using correspondent checkbox(-es).
[ Select a1 Select All button checks all the checkboxes.

Invert Selection button inverts your selection.
Press m OK button to apply your selection.

Press Cancel button to cancel your selection.

If the number of records for output is too much to display on one screen, Millenium Xtra Operator can set up
the number of records per page using the "records per page" selector. Just type in the required decimal
number. Buttons <<, <, >, >> are used for navigation from one record to another and from one page to
another. Page number selector with the "Go To" button is used for quick navigation to the certain page.

Print Preview button outputs the report data in a simple printable format.
Download to File button enables to save your report locally in a file.
Supported output file formats are the following:

e Comma delimited (default)

e Tab delimited

e XML

e ADO.NET Dataset

Press Back button to enter another Data Selection Criteria.
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Hardware Configuration

2) Mozilla Firefox

Fle Edit Wew History Bookmarks Tools  Help

6 - c X ot - | g hitp:f{127.0.0.1 fhardwareconfigurationfcankrollertypes. aspx?ID=14 ﬁ - m' Google

o http://127.0.0.1/...rtypes.aspx?ID=14

) e - System Cardholder = Event Hardware System Reports = Historical Maps  External
@ = @M < Current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems
j‘:’lMi“enium Xtra Gurrent Partition: | Default Partiion | &, Legged User:Admin Time Online: 00:27 Base Online: 21:53
‘:“‘Siles 4 .. Controller Type = Controllers |« | Doors .. Flewators +% Readers _‘_;Inpuls g Elevator Cars gyap Card Formats
y ﬂ Configuration "' I v I Ll § A U 7 a"
« Controller Types <% Controller Type Configuration
+DCD
oCh-1 Cantroller Type Mame: DCD -m
FIRMWARE VERSION
Lowest DCD Issue: | 1P Lowest RCD lssue: | F
Lowest Site lsgue: | W Lowest ECU Issue: | M

(3 tow L com ] 7 50w | ot

@2000-2011 Millenniurn Group, Inc. Change Pagsword - Company Infa - Privacy Policy - Open in Separate Window

S .

Done

This section of the Millenium Xtra System is intended for viewing, editing, creation and removal of
Hardware Devices Records.

All the information about Millenium Xtra System Hardware Devices is stored in 11 tabs: Sites, Controller

Type Configuration, Controllers, Doors, Elevators, Readers, Inputs, RCD, Outputs, Elevator Cars, and Card
Formats tab.
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Hardware Configuration - Site Configuration

2) Site Configuration - Mozilla Firefox
File Edit Wew History Bookmarks Tools Help

6 hd c )g ot - | g httpiff127.0.0. 1 hardwarsconfigurationfsites, aspx?ID=1 {_\? - I?" Googls

o Site Configuration

- @ . System Cardholder | Event Hardware System Reports  Historical Maps = FExternal
@& = @ M < current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems

,ElMi“enium xtra Current Partition: | Default Partiion » | &, Logged User:Admin  Time Online: 00:25 Base Online: 21:52

] Card Formats

5“|Sites < ' Controller Type _‘ Controllers |« | Doors - Elevators Readers y o J Elevator Cars
~° Configuration Ve ¥ Ll | % vE

v Siles 1 Site Configuration

» Site-1 Communication
Site Mame: Site-1 Communication ®online O Offline - -

Change Password - Company Info - Privacy Policy - Open in Separate YWindow

©2000-2011 Millennium Group, Inc.
Done 5) i
Site Configuration Tab is necessary to configure available sites in the Millenium Xtra System.
Available Fields:

e Site Name — field to assign Site Name.

e Status (has two options: Online or Ofline) — Radio button to select Site Status.
Available Buttons:

e New — button for creation of a new Site. Press this button to create the new site.

e Save — button for saving changes for the current screen

e Delete — button for removal of selected Site

e Cancel — cancels changes made for the current screen.
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Select necessary Site using “Sites” tree in the left-side part of a screen. Enter necessary data into
corresponding fields. Press Save button to save changes for the selected Site. Press Cancel button to
cancel changes for the selected Site.

Press New button to create the record for the new Site in the Millenium Xtra System. Previous data on your
screen should be saved or discarded before this operation:

Do youswant to save the changes you made to database?
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Hardware Configuration - Controller Type Configuration

2) Mozilla Firefox

File Edit Wew History Bookmarks Tools  Help

@ b c A - | g http:ff127.0.0.1hardwareconfigurationfcontrollertypes. aspx?ID=14 ﬁ v| |';T" Google j::'|

‘?’ http://127.0.0.1/...rtypes.aspx?ID=14

o e " System Cardholder = Event Hardware System Reports | Historical Maps = External
i = @ M < current Threat Level: Administration = Data Monitoring | Configuration | Configuration Log Systems

ju—_ulMi“enium xtra Current Partition: | Default Partion »| &, Logged User:Admin Time Online: 00:27 Base Online: 21:53

<\ Sites | f ., Controller Type | 2 Controllers r | Doors % Readers = @3 inputs  _-. Elevator Cars s Card Formats
9 g Configuration ” H } A 1 : mﬂ

% Controller Types “% Controller Type Configuration
*DCD
DCD-1 Contraller Type Mame:| DCD -m
FIRMWARE VERSION
Lowest DCD Issue: | 1P Lowest RCD Issue: | F
Lowest Site lssue: |V Lowest ECU Issue: | M
(4 vom L cory | s | % et
@2000-2011 Millennium Graup, Inc. Change Passward - Company Info - Privacy Policy - Open in Separate Window
Done S

Controller Type Configuration Tab is necessary to configure available Controller Types in the Millenium Xtra
System. All available controller types may be easily found using “All Controller Types” tree in the left-side
part of a screen.

Available Fields and Controls:
e Card Format Name: field to input the Name for the Card Format

e Site Polling Retry Count: field to input the Site Polling Retry Count (between 1 and 99). Any other
input value causes an error “Polling Retry Count is wrong”.

e Global Send Count: field to input the Global Send Count (between 1 and 9). Any other input value
causes an error “Global Send Count is wrong”.

¢ Online Update: set of two Radio buttons to select the Online Update value (Enable or Disable)

e Firmware version: set of four fields to assign lowest DCD, RCD, site and ECU values (Lowest
DCD Issue, Lowest Site Issue, Lowest RCD Issue and Lowest ECU Issue). To assign these values,
refer to the instructions below (Firmware options).

Millenium Xtra User Guide Version 7 — 09/13/2012 225
Millenium Group



Firmware options
(1) Firmware (EPROM lIssue level)

Millenium Xtra System software features and dialog fields reflect the oldest circuit board (firmware)
operating in the access control network. In other words, the latest software features may not appear if
even one old DCD, SCU, or RCD circuit board exists in your network.

In addition to having the latest EPROM installed in system devices, you must also record the latest issue
levels in this setup file.

Important!

The lowest EPROM issue levels for circuit board devices in the Millenium Xtra System appear in the first
column.

Lowest Current (2006)
Lowest DCD EPROM issue level R 1K
Lowest SCU EPROM issue level T
Lowest RCD EPROM issue level E F
Lowest ECU EPROM issue level G K

All access control DEVICES in the Millenium Xtra System must be at least the EPROM issue level listed
as lowest for the Millenium Xtra System to operate. The current EPROM issue level is subject to change
as new features are added to the software.

EPROM issue levels are identified by a paper label on the EPROM chip of the circuit board device.

(2) Miscellaneous (Site Clock Source: The default (Crystal) means the on-board clock on the Site Control
Unit is used to set time. Keep this default clock in all but very unique circumstances.

The 50 or 60 Hz option changes the clock source from the circuit board device’s on-board clock to an AC
power source.

Auto Cold Reset Update: If a device loses all memory and returns the "Cold Reset" message, when this
box is checked, the server will update that device automatically.

Display History While Logged off: Applies to server only, in debug mode.

Hide User and Door PIN: When checked, this option suppresses the display of the user PIN and Door PIN
after it is first entered. Reports also will not print the PIN.

Social Security Number Format: This option gives you the option of selecting the format for entering the
Social Security number in the User Profile. You can choose Canadian, American or other formats
depending on the country where you are using the Millenium Xtra System. Whatever you select here will
appear in the user profile sections where the number is optional.

Available Buttons:

e New — button for creation of a new Controller Type Format. Press this button to create the new
Controller Type.

e Copy - button to copy screen data for another Controller Type
e Save - button for saving changes for the current screen
e Delete — button for removal of selected Controller Type
e Cancel — cancels changes made for the current screen.
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Select Controller Type using “All Controller Types” tree in the left-side part of a screen. Enter necessary
data into corresponding fields. Press Save button to save changes for the selected Controller Type. Press
Cancel button to cancel changes for the selected Controller Type.

Press New button to create the record for new Controller Type in the Millenium Xtra System. Previous data
on your screen should be saved or discarded before this operation:

Millenium Xtra: Site Configuration

Do youwwant to save the changes vou made to database?

Press Copy button to create the record for Controller Type in the Millenium Xtra System using already
entered data (which are displayed on your screen). Previous data on your screen should be saved or
discarded before this operation:

Save ordiscard your changes hefore copy,
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Hardware Configuration - Controller Configuration

2) Controller Configuration - Mozilla Firefox

File Edit Wew History Bookmarks Tools Help

6 hd c A Y - | g hetpif127.0.0. 1 hardwareconfigurationfcarkrallers, aspx?10=2 {_\? - I?" Googls

‘:’ Controller Configuration

- @ . System Cardholder | Event Hardware System Reports  Historical Maps = FExternal
@& = @ M < current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems

,E:’lMi“enium xtra Current Partition: | Default Parition +| &, Logged User:Admin Time Online: 00:29 Base Online: 21:55

-'—“gSites « o, Controller Type 2%, Controllers |4 | Doors: Elevators % Readers glnpuhi .~ 'RCD gﬂmpm: Elevator Cars gsp Card Formats
. /# Configuration o m } /- ! v : o~ g

» All Controllers % Controller Configuration
# Bite-1 Communication

+ Controller-1 Cantroller Mame: | Controller-1 @ anline O Offline - m

Controller-2 Confroller Type | DCD V| In Site | Site-1 Cnmmunicﬁiinnq

Controller-3
Location:| Location-A Contraller time Zone:| (GMT -05:00) Eastern Time(US4 Canada) V‘
Address: | 0 (0-999; Use Daylight Saving Time

O Enable card expiration time

Anti-passhack | Mot Used » Palling:| Disabled
CONNECTION MODE
O TCRIP Caontraller I[P Address:
@ com Port COM Port| COM 3 v

3 e T o L coy v s e ] X Dette ] X btowtgocer |

©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate YWind o
Done S

Controller Configuration Tab is necessary to configure available controllers in the Millenium Xtra System. All
available controllers are grouped by available Sites, and any of them may be easily found using “controllers
by sites” tree in the left-side part of a screen.

Available Fields and Controls:
e Controller Name: field to input the Name for the Controller
e Controller Type: field to select the Type for the Controller (see Controller Types section)
e Status (has two options: Online or Ofline) — Radio button to select Controller Status.
e In Site: field to select the Site for the Controller (see Sites section)
e Location: field to input the Location for the Controller
e Address: field to input the Address for the Controller (from 0 to 999)
e Controller Timezone: field to select the Timezone for the Controller
e Use Daylight Saving Time — checkbox to select apply/not apply DST
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Anti-passback: field to select the Anti-passback mode for the Controller (Global, Paired or Not
Used)

Polling: field to select the Polling mode for the Controller (Enabled or Disabled)
Connection mode selection: Radio button to select TCP/IP or COM port connection mode

Controller IP Address: - field to input IP Address for Controller (if TCP/IP connection mode is
selected)

COM Port: - field to select COM Port number (if COM port connection mode is selected)

Available Buttons:

New — button for creation of a new Controller. Press this button to create the new Controller.
Copy — button to copy screen data for another Controller

Save — button for saving changes for the current screen

Delete — button for removal of selected Controller

Cancel — cancels changes made for the current screen.

Select controller using “controllers by sites” tree in the left-side part of a screen. Enter necessary data into
corresponding fields. Press Save button to save changes for the selected Controller. Press Cancel button to
cancel changes for the selected Controller.

Press New button to create the record for new controller in the Millenium Xtra System. Previous data on
your screen should be saved or discarded before this operation:

Do youvwant to save the changes you made to database?

Press Copy button to create the record for new controller in the Millenium Xtra System using already
entered data (which are displayed on your screen). Previous data on your screen should be saved or
discarded before this operation:

um Xtra: Co

Save or discard your changes befare copy.

«* OK
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Hardware Configuration - Door Configuration

2) Door Configuration - Mozilla Firefox

File Edit Wew History Bookmarks Tools Help
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-] @ . System Cardholder | Event Hardware System Reports  Historical Maps = FExternal
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,E:’lMi“enium Xtra Current Partition: | Default Partiion ~ | &, Logged User:Admin  Time Online: 00:33 Base Online: 21:59

-'_?gSites ( . Controller Type & Controllers | [« | Doors | \".: Elevators -y Readers glnpuhi .~ 'RCD gﬂmpm: i Elevator Cars | Card Formats
“y, :.:.-pl:onﬁguralion g m } /- T Ve 7 mﬂ

» AllDoors <.| Door Configuration

« Contraller-1

+ Controller-1-Door-1 Daoar Mame:| Contraller-1-Doar-1 @ online O Offline m Download Single Door

Contraller-1-Doar-2

» Contraller-2 Lacation:| Location-a In Graup:| Door Group - 1 v
» Controller3
Murnber: 0 (0-99) Assighed to Controller:| Controller-1 V|
3 Door Group-1
Anti-Passhack (Show Details...) Reader & LockDevice Type (Show Details...
Alarm Modes {Show Details...) Assigned Inpurs (Show Details...)
First Relays (Show Details...) Second Relays {Show Details...)

DD D
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Done S

Door Configuration Tab is necessary to configure available doors in the Millenium Xtra System. Any
necessary door may be easily found using “All Doors” tree in the left-side part of a screen.

Available Fields and Controls:
e Door Name: field to input the Name for the current Door
e Status (has two options: Online or Ofline) — Radio button to select current Door’s Status
e Location: —field to input Location for the current Door
e Number: —field to input Number for the current Door (between 0 and 99)
o In Group: —field to select current Door’s Group (if groups are available)

e Assigned to Controller: —field to select DCD Controller for which the current Door is assigned
(among available ones)

e Anti-Passback: — group of controls to select Anti-Passback parameters for the current Door (use
link Show Details.../ Hide Detalils...), see details below

e Alarm Modes: — group of controls to select Alarm Modes parameters for the current Door (use link
Show Details.../ Hide Detalils...), see details below
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e First Relays: — group of controls to select First Relays parameters for the current Door (use link
Show Details.../ Hide Details...), see details below

e Reader & Lock/Device Type: — group of controls to select Reader & Lock/Device Type parameters
for the current Door (use link Show Detalils.../ Hide Details...), see details below

e Assigned Inputs: — group of controls to select Assigned Inputs parameters for the current Door
(use link Show Details.../ Hide Details...), see details below

e Second Relays: — group of controls to select Second Relays parameters for the current Door (use
link Show Details.../ Hide Detalils...), see details below

2) Door Configuration - Mozilla Firefox

File Edit Wew History Bookmarks Tools  Help
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2 Alarm Modes {Hide Details... % Assigned Inputs (Hide Details...
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ZiFirst Relays (Hide Details... 2iSecond Relays (Hide Details...
Relay Mode:| Auto Activate | Relay Mode:| Mo Action | m
Active Seconds: | 3 II {0-255) Active Geconds: | 0 :I: (0-255)
Active Timezone: Active Tirmezone: | Mewer v
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Send request. []
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Done S

Available Fields and Controls inside Anti-Passback parameters group:

e Mode: — Combo box to select Anti-Passback Mode for the current Door. Select necessary one
among None, Global Entrance, Global Exit or Time Out Reset

e Exit Door: — Combo box to select Exit Door for the current Door. Select necessary one among
available

e Minutes: —if selected Mode is “Time Out Reset”, input Time Out Reset value here (in minutes,
between 0 and 99)
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Available Fields and Controls inside Alarm Modes parameters group:

Alarm Mode: — group of Radio buttons to select Alarm Mode for the current Door.

Select one among these three modes:

Supervise Alarms 1-4 with Two States: Trigger/Reset

Supervise Alarms 1-7 with Two States: Trigger/Reset

Supervise Alarms 1-7 with Four States: Trigger/Reset/Open/Shorted

Available Fields and Controls inside First Relays parameters group:

Relay Mode: — Combo box to select Relay Mode for the current Door. Select necessary one among
No Action, Auto Activate, First User Auto Activate, Valid User, Reject User, Any User, Dual Custody

Active Seconds: — field to assign Active Seconds value for the current Door. Select necessary one
among available (between 0 and 255). Note that if Relay Mode is set to No Action, this field is
automatically set to 0 and is not accessible

Active Timezone: — field to select the Active Timezone parameters for the current Door - Newer,
Always, on working hours only (8AM - 5 PM Mon-Fri)

Allow REX to Activate Relay: — checkbox to allow/disallow REX for relay activation

REX Prohibits Relay Action — group of Radio buttons to select the shunt period for the current
Door. Shunt (ignores) door contact for time specified for the relay. The shunt period may be set to
start On Release or On Activation

Request to exit message — subgroup of controls to send request parameters. Check or uncheck
Send request: checkbox to choose necessary mode.

Active Timezone: — field to select Active Timezone parameters for sending request to exit
massage from the current Door - Newer, Always, on working hours only (8AM - 5 PM Mon-Fri)

Available Fields and Controls inside Reader & Lock/Device Type parameters group:

Reader: — Combo box to select Reader for the current Door. Select necessary one among available
(previously assigned).

Lock/Device Type: — Combo box to select Lock/Device Type for the current Door. Select
necessary one among Other, Cylindrical, Electric Strike, Lever, Maglock, Mortise, Panic Device,
Rim Cylinder

Readers Button — press this button to assign additional readers for the current door. Equivalent to
Readers tab on Main Menu. If some changes were previously made on Doors page, popup will
appear:

Do wou weant to download your changes now?

Press Yes to save or No to discard downloading of changes made on Doors page into the Millenium Xtra
Database. Edit Readers page as usually:
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« All Readers

+Reader-Dv

ReaderD2 Reader Narne: Reader-D1 @online O ofline
Reader-D3 Assigned to Controller:| DCo-1 v} In Group:\ N
Reader-E1 Card Format |Wiegﬁnd 26N FC V‘
Reader-E2
Reader-E3 READER TECHNOLOGY ABA MODE KEYPAD COMBINATION
® Mone @ ClockiData @ Enabled
Owiegand O ClockiData Irverted O Disabled
O Mag strip Oon Doar Pin: g |
o «
Marlok WIEGAND MODE Fin Only Timezone:
READER TYPE ® Normal Card Only Timezone
® Door Oinsert
O Elevator

D CH DD [cone

Available Fields and Controls inside Assigned Inputs parameters group:

e Assigned Inputs: — window to display assigned inputs for the current Door. No action is available
here.

Input-Coar-1{0CGD-1)

Available Fields and Controls inside Second Relays parameters group:

e Relay Mode: — Combo box to select Relay Mode for the current Door. Select necessary one among

No Action, Auto Activate, First User Auto Activate, Valid User, Reject User, Any User, Selected
Alarms, Mirror Selected Alarms, Last Person Out

e Active Seconds: — field to assign Active Seconds value for the current Door. Select necessary one

among available (between 0 and 255). Note that if Relay Mode is set to No Action, this field is
automatically set to 0 and is not accessible

e Active Timezone: —field to select the Active Timezone parameters for the current Door - Newer,
Always, on working hours only (8AM - 5 PM Mon-Fri)

e Active For: —window to display all assigned inputs for the current door. All assigned inputs have

checkboxes near their names. Check or uncheck these checkboxes to indicate which inputs for the

second relay should be applied.

Available Buttons:
e New — button for creation of a new Door. Press this button to create the new Door.
e Copy — button to copy screen data for another Door
e Save - button for saving changes for the current screen
e Delete — button for removal of selected Door
e Cancel — cancels changes made for the current screen.

Select Door using “All Doors” tree in the left-side part of a screen. Enter necessary data into corresponding
fields. Press Save button to save changes for the selected Door. Press Cancel button to cancel changes for

the selected Door.
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Press New button to create the record for new Door in the Millenium Xtra System. Previous data on your
screen should be saved or discarded before this operation:

Millenium Xtra: Site Configuration

Do youwant to save the changes vou made to database?

Press Copy button to create the record for new Door in the Millenium Xtra System using already entered
data (which are displayed on your screen). Previous data on your screen should be saved or discarded
before this operation:

Millenium Xtra: Controller Configuration

Save or discard yvour changes hefore copy.
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Hardware Configuration - Elevator Configuration

?) Elevator Configuration - Mozilla Firefox

File Edit Wew History Bookmarks Tools Help
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Elevator Configuration Tab is necessary to configure available elevators in the Millenium Xtra System. Any
necessary elevator may be easily found using “All Elevators” tree in the left-side part of a screen.

Available Fields and Controls:
e Elevator Name: field to input the Name for the current Elevator
e Address Number: — field to input Address Number for the current Elevator (between 0 and 3)

e Assigned Reader: — field to select Reader for which the current Elevator is assigned (among
available ones)

e In Group: — field to select current Elevator's Group (if groups are available)

e Assigned to Controller: —field to select DCD Controller for which the current Elevator is assigned
(among available ones)

e Elevator Floors Configuration — group of controls for floors configuraion

Elevator Floors Configuration Fields and Controls:
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Floor: — Combo box to set up floor value for the current elevator.
Floor Name: —field to assign name for the selected floor (see above, Floor: Combo box)

ECU Relay Mode: — Combo box to set up ECU Relay Mode for the current elevator and floor ECU.
Choose necessary one among No Action, Auto Activate, First User Auto Activate, Valid User,
Reject User, Any User

Seconds Active: —field to assign number of seconds for ECU activity for the current elevator and
floor ECU (between 0 and 255)

Active Timezone: — field to select Active Timezone parameters for the current elevator and floor
ECU - Newer, Always, on working hours only (8AM - 5 PM Mon-Fri)

ECU ID: — Unique ECU ID for the current elevator and floor ECU (between 0 and 15)

Readers Button — press this button to assign additional readers for the current elevator. This
button is equivalent to Readers tab on Main Menu. If some unsaved changes were previously made
on Elevators page, popup will appear:

Do you weant to download your changes now?

Press Yes to save or No to discard downloading of changes made on Elevators page into the Millenium
Xtra Database. Edit Readers page as usually:
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%) Elevator Configuration - Mozilla Firefox
Fle Edit Wew History Bookmarks Tools  Help
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Done 1S) .

e Elevator Cars Button — press this button to assign additional elevator cars for the current elevator.
This button is equivalent to Elevator Cars tab on Main Menu. If some unsaved changes were
previously made on Elevators page, popup will appear:

Millenium Xtra: Controller Download

Do you want to download your changes now?

Press Yes to save or No to discard downloading of changes made on Elevators page into the Millenium
Xtra Database. Edit Elevator Cars page as usually:
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%) Elevator Configuration - Mozilla Firefox
Fle Edit Wew History Bookmarks Tools  Help
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FLOORS
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Done 1S) .

Available Buttons:

e Clear/New — button for creation of a new Elevator/Floor control record in a table. Always press this
button to clear all data on you screen and prepare to create the new record in a table

e Add/Update — button for adding of a new Elevator/Floor control record in a table. Always press this
button when you are ready to save a new Elevator/Floor control record or update an existing
Elevator/Floor control record in a table

¢ Remove selected — button for removing of a highlighted Elevator/Floor control record in a table.
Highlight the necessary record in a table (by clicking on it). Press Remove selected button. The
popup will appear:

Millenium Xtra: Elevator Configuration
Do you want to delete selected floor?
Yes No
Press Yes to delete the selected record or press No to cancel delete operation.

o New — button for creation of a new Elevator. Press this button to create the new Elevator record in
the Millenium Xtra Database. New elevator will appear in “All Elevator” tree in the left-side part of a
screen immediately after pressing Save button
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e Copy - button to copy screen data (elevator/floor assignments) for another Elevator
e Save - button for saving changes for the current screen

e Delete — button for removal of selected Elevator

e Cancel — cancels changes made for the current screen.

Select Elevator using “All Elevator” tree in the left-side part of a screen. Enter necessary data into
corresponding fields. Press Save button to save changes for the selected Elevator. Press Cancel button to
cancel changes for the selected Elevator.

Press New button to create the record for new Elevator in the Millenium Xtra System. Previous data on your
screen should be saved or discarded before this operation:

Do ywouswant to save the changes you made to database?

Press Copy button to create the record for new Elevator in the Millenium Xtra System using already entered
data (which are displayed on your screen). Previous data on your screen should be saved or discarded
before this operation:

Save ordiscard your changes hefore copy,

" 0K

After adding of some elevator/floor ECU assignments, your screen will look like this:
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%) Elevator Configuration - Mozilla Firefox

Fle Edit Wew History Bookmarks
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Done
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Hardware Configuration - Reader Configuration

2) Reader Configuration - Mozilla Firefox
File Edit Wew History Bookmarks Tools Help
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Reader Configuration Tab is necessary to configure available readers in the Millenium Xtra System. Any
necessary reader may be easily found using “All Readers” tree in the left-side part of a screen.

Available Fields and Controls:
e Reader Name: field to input the Name for the current Reader

e Assigned to Controller: —field to select the Controller name for the for the current Reader (among
available ones)

e Card Format: —field to select the Card Format for the current Reader (among Wiegand-26 No FC,
or Wiegand-26 FC 1)

e Status (has two options: Online or Ofline) — Radio button to select Reader Status.
e In Group: —field to select the Reader’s Group (if groups are available)

e Reader Technology: — group of Radio buttons to select Reader Technology. Select necessary one
among None, Wiegand, Mag Strip or Marlok
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e Reader Type: — group of Radio buttons to select Type of current reader. Select necessary one
among Door or Elevator

e ABA Mode: — group of Radio buttons to select ABA Mode of current reader. Select necessary one
among Clock/Data, Clock/Data Inverted, or 0/1

e Wiegand Mode: — group of Radio buttons to select Wiegand Mode of current reader. Select
necessary one among Normal or Insert

e Keypad Combination: — group of Radio buttons to select Keypad Combination of current reader.
Select necessary one among Enabled or Disabled

e Door Pin: —if Keypad Combination is enabled, input Door Pin number here (any number between
0 and 9999)

e Pin Only Timezone: — if Keypad Combination is enabled, select Pin Only Timezone here. Select
necessary value among Never, Always or 8-5pm Mon-Fri

e Card Only Timezone: — if Keypad Combination is enabled, select Card Only Timezone here.
Select necessary value among Never, Always or 8-5pm Mon-Fri

Available Buttons:
e New — button for creation of a new Reader. Press this button to create the new Reader.
e Copy - button to copy screen data for another Reader
e Save - button for saving changes for the current screen
e Delete — button for removal of selected Reader
e Cancel — cancels changes made for the current screen.

Select Reader using “All Readers” tree in the left-side part of a screen. Enter necessary data into
corresponding fields. Press Save button to save changes for the selected Reader. Press Cancel button to
cancel changes for the selected Reader.

Press New button to create the record for new Reader in the Millenium Xtra System. Previous data on your
screen should be saved or discarded before this operation:

Do youwant to save the changes vou made to database?

Press Copy button to create the record for new Reader in the Millenium Xtra System using already entered
data (which are displayed on your screen). Previous data on your screen should be saved or discarded
before this operation:

Sawe or discard your changes hefore copy.

+ 0K
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Hardware Configuration - Input Configuration

2) Input Configuration - Mozilla Firefox
File Edit Wew History Bookmarks Tools Help
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Input Configuration Tab is necessary to configure available inputs in the Millenium Xtra System. Any
necessary input may be easily found using “All Inputs” tree in the left-side part of a screen.

Available Fields and Controls:
e Input Name: field to input the Name for the Input
e Status (has two options: Online or Ofline) — Radio button to select Input Status.
e Address: —field to input the Address for the Input (from 1 to 7)
e Input Type: —field to select the Type of the Input (Door or Elevator)
e Assigned to Door: —field to input the Door for the Input (if input has Door Type)
e Assigned to Elevator: —field to input the Elevator for the Input (if input has Elevator Type)
e |n Group: —field to select the Input’s Group (if groups are available)
e Assigned to Controller: —field to select the Controller for the Input
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Alarm Point Properties — group of controls below, which refers to properties of alarm point.
Includes Ignore Timezone, Shunt Delay, Mode, Ajar Time, Priority parameters.

Ignore Timezone: —field to select the Timezone parameters ignoring for the current Input - Newer,
Always, on working hours only (8AM - 5 PM Mon-Fri)

Shunt Delay (sec.): — field to select Shunt Delay value (from 0 to 255) for the current Input, in
seconds

Mode: — field to input mode for the current Input
Ajar Time (min.): — field to select Ajar Time value (from O to 255) for the current Input, in minutes
Priority: — field to select priority for the current Input (absolute number from O to 100)

Available Buttons:

New — button for creation of a new Input. Press this button to create the new Input.
Copy — button to copy screen data for another Input

Save — button for saving changes for the current screen

Delete — button for removal of selected Input

Cancel — cancels changes made for the current screen.

Select Input using “All Inputs” tree in the left-side part of a screen. Enter necessary data into corresponding
fields. Press Save button to save changes for the selected Input. Press Cancel button to cancel changes for
the selected Input.

Press New button to create the record for the new Input in the Millenium Xtra System. Previous data on
your screen should be saved or discarded before this operation:

Do youwant to save the changes vou made to database?

Press Copy button to create the record for new Input in the Millenium Xtra System using already entered
data (which are displayed on your screen). Previous data on your screen should be saved or discarded
before this operation:

Save or discard yvour changes hefore copy.

" OK
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Hardware Configuration - RCD
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RCD Tab is necessary to configure available RCDs in the Millenium Xtra System. All available RCDs may
be easily found using “All RCDs” tree in the left-side part of a screen.

Available Fields and Controls:
e RCD Name: field to input the Name for the RCD. Empty value causes an error “Name is empty”

e Assigned to Controller: field to select corresponding RCD Controller (Among available RCD or
DCD controllers). Empty value causes an error “Controller is empty”

e Address: field to input the address of RCD (value between 0 and 9)

Available Buttons:
e New — button for creation of a new RCD. Press this button to create the new RCD.
e Copy — button to copy screen data for another RCD
e Save — button for saving changes for the current screen
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e Delete — button for removal of selected RCD
e Cancel — cancels changes made for the current screen.

Select RCD using “All RCDs” tree in the left-side part of a screen. Enter necessary data into corresponding
fields. Press Save button to save changes for the selected RCD. Press Cancel button to cancel changes for

the selected RCD.
Press New button to create the record for new RCD in the Millenium Xtra System. Previous data on your

Do vou want to save the changes you made to datahase?

Press Copy button to create the record for RCD in the Millenium Xtra System using already entered data
(which are displayed on your screen). Previous data on your screen should be saved or discarded before

this operation:

Sawe or discard your changes hefore copy.

«* OK
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Hardware Configuration - Output Configuration
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Output Configuration Tab is necessary to configure available outputs in the Millenium Xtra System. Any
necessary output may be easily found using “All Outputs” tree in the left-side part of a screen.

Available Fields and Controls:
e Output Name: field to input the Name for the Output
e Address: —field to input the Address for the Output (from O to 7)

e Mode: —field to input mode for the current Output. Select among Timed Release, Timed Activation,
Timezone Activation, Alarm Latch, First Event Activation, First Event Release

e Timezone: field to select the Timezone for the current Output — Newer, Always, on working hours
only (BAM—5PM Mon—Fri)

e Output Type: —field to select the Type of the Input (Door or Elevator)
e In Group: —field to select the Output's Group (if groups are available)
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e Assigned to RCD: —field to input the RCD for the current Output. Select necessary RCD among
available ones.

e Time (seconds): —field to input the activity time for the Output (in seconds)

e Devices List —window for selection of appropriate DCD and RCD devices for the current output
(See the description below).

e Events List —window for selection of appropriate events for the current output (See the description
below).

Devices List — here all available DCD and RCD devices with checkboxes are displayed. Check or uncheck
checkboxes only for those devices which are correlated with the current Output.

Events List — here all available events (which may be correlated with the current Output) with checkboxes
are displayed. Check or uncheck checkboxes only for those events which are correlated with the current
Output. Full list of possible events is presented below:

Tamper Alarm, Tamper Alarm Reset, Alarm 1 Triggered, Alarm 1 Reset, Alarm 2 Triggered, Alarm 2 Reset,
Alarm 3 Triggered, Alarm 3 Reset, Alarm 4 Triggered, Alarm 4 Reset, Alarm 5 Triggered, Alarm 5 Reset,
Alarm 6 Triggered, Alarm 6 Reset, Alarm 7 Triggered, Alarm 7 Reset, Alarm 1 Opened, Alarm 2 Opened,
Alarm 3 Opened, Alarm 4 Opened, Alarm 5 Opened, Alarm 6 Opened, Alarm 7 Opened, Alarm 1 Shorted,
Alarm 2 Shorted, Alarm 3 Shorted, Alarm 4 Shorted, Alarm 5 Shorted, Alarm 6 Shorted, Alarm 7 Shorted,
Unlock, Invalid User, Invalid Time, Passback Reject, Request to Exit, Remote Unlock, Bypass, Bypass
Reset, Polling Failed, Polling Restored, Door Ajar.

Available Buttons:
o New — button for creation of a new Controller. Press this button to create the new Controller.
e Copy - button to copy screen data for another Controller
e Save — button for saving changes for the current screen
o Delete — button for removal of selected Controller
e Cancel — cancels changes made for the current screen.

Select Input using “All Outputs” tree in the left-side part of a screen. Enter necessary data into
corresponding fields. Press Save button to save changes for the selected Output. Press Cancel button to
cancel changes for the selected Output.

Press New button to create the record for new Output in the Millenium Xtra System. Previous data on your
screen should be saved or discarded before this operation:

Do ywouswant to save the changes you made to database?

Press Copy button to create the record for new Output in the Millenium Xtra System using already entered
data (which are displayed on your screen). Previous data on your screen should be saved or discarded
before this operation:

Save ordiscard your changes hefore copy,

« 0K
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Note. Supervisor Relayed Oututs (Outputs with Super Visor mode) could not be edited, copied or removed.
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Hardware Configuration - Elevator Cars
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Elevator Cars Tab is necessary to configure available Elevator Cars in the Millenium Xtra System. All
available Elevator Cars may be easily found using “All Elevator Cars” tree in the left-side part of a screen.

Available Fields and Controls:
e Elevator Car Name: field to input the Name for the Elevator Car

e Address Number: field to input the Address Number for the Elevator Car (between 0 and 9). Any
other input value causes an error “Address Number is wrong”

e Assigned to Controller: field to select DCD controller (among available in the Millenium Xtra
System)

e Floors: window which displays assigned floors for the current Elevator Car.

Available Buttons:
e New — button for creation of a new Elevator Car. Press this button to create the new Elevator Car.
e Copy - button to copy screen data for another Elevator Car
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e Save - button for saving changes for the current screen
e Delete — button for removal of selected Elevator Car
e Cancel — cancels changes made for the current screen.

Select Elevator Car using “All Elevator Cars” tree in the left-side part of a screen. Enter necessary data into
corresponding fields. Press Save button to save changes for the selected Elevator Car. Press Cancel button
to cancel changes for the selected Elevator Car.

Press New button to create the record for new Elevator Car in the Millenium Xtra System. Previous data on
your screen should be saved or discarded before this operation:

Do ywouswant to save the changes you made to database?

Press Copy button to create the record for Elevator Car in the Millenium Xtra System using already entered
data (which are displayed on your screen). Previous data on your screen should be saved or discarded
before this operation:

Save or discard your changes hefore copy.

" 0K
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Hardware Configuration - Card Formats
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Card Formats Tab is necessary to configure available Card Configurations in the Millenium Xtra System. All
available card formats may be easily found using “All Card Formats” tree in the left-side part of a screen.

Available Fields and Controls:
e Card Format Name: field to input the Name for the Card Format
e Card Characteristics — group of controls to assign Card Format characteristics

e Card Characteristics — set of two Radio buttons to select various characteristics of a card. Select
one among these features: Magnetic, Wiegand.

e Facility ID Size: field to input the Facility ID Size (between 0 and 65535, see Data Formats below)
e User ID Size: field to input the User ID Size (between 0 and 65535, see Data Formats below)
e Parity Check Format: field to input the the Parity Check Format (see Data Formats below)

Available Buttons:
e New — button for creation of a new Card Format. Press this button to create the new Card Format.
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e Copy — button to copy screen data for another Card Format
e Save - button for saving changes for the current screen

e Delete — button for removal of selected Card Format

e Cancel — cancels changes made for the current screen.

Select Card Format using “All Card Formats” tree in the left-side part of a screen. Enter necessary data into
corresponding fields. Press Save button to save changes for the selected Card Format. Press Cancel
button to cancel changes for the selected Card Format.

Press New button to create the record for new controller in the Millenium Xtra System. Previous data on
your screen should be saved or discarded before this operation:

Do youswant to save the changes you made to database?

Press Copy button to create the record for Card Format in the Millenium Xtra System using already entered
data (which are displayed on your screen). Previous data on your screen should be saved or discarded
before this operation:

Save or discard yvour changes hefore copy.

" DK

Data Formats

Wiegand is a standard card reader technology that describes data output from a reader. Wiegand has
evolved into one the standard interfaces for access code data formats. Wiegand outputs bit patterns.

The standard 26-bit Wiegand format is the default used in the Millenium Xtra System. (Any other data bit
output — Data Format — either 37-bit or custom, must be recorded, exactly, in the Millenium Xtra System)

Bit = smallest bit of information a computer can discern.
Byte = 8 bits of information

NOTE: Wiegand output has two mode settings.

¢ Normal is the standard mode where the device reads the data bit code without regard for the
direction in which the card is used. (Includes Proximity card and Touch chip readers.)

e Insert mode is for devices that read the data bit code as the card is removed from the reader.

DATA FORMAT options:
Wiegand (default):
eEEEEEEEEEEEEOOOOO0O00000000

Above default shows 12 EVEN parity-making data bits & 12 ODD parity-making data bits.

An EVEN parity leader (“e”) and an ODD parity trailer (“0”) mean the respective data bits go through a parity
calculation for verification. Parity is required for 26-bit Wiegand.
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Parity Check (to verify data:)
e EVEN parity leader (“e”)
e ODD parity trailer (“0")
DISPLAY FORMAT options:
e 5 display option:
e 8 facility code bits, and
e 16 ID code bits
Card data output:
e byte
e Dbytes
Code displayed in software:
e 256 different codes (0-255)
e 65,536 different codes (0-65,535) within each facility code

The DATA FORMAT above will produce the 3-5 decimal format access code if you retain the default bbb-
bbbbb DISPLAY FORMAT.

Hex display options:
e 6 hexadecimal characters (0-9 and A-F)

The DATA FORMAT above will produce the 6-character hex access code if you record the six Hex
character (HHHHHH) DISPLAY FORMAT.

NOTE: Dallas Touch readers require this HEX display option. Dallas keys will vary from 6 to 8 or 10 H
characters, depending on the chip.

NOTE: Remember, if you use Hexadecimal Display format required by Dallas Touch/chip keys, you will not
be able to read the number on the User card. Be sure that you have entered the number correctly and that
you maintain an accurate list of all the numbers elsewher

Decimal display option:
e 8 decimal digits (0-9)

Code displayed in software:

The DATA FORMAT above will produce the 8-decimal access code if you record the DDDDDDD DISPLAY
FORMAT.

Custom Wiegand:
e (greater than 26-bit Wiegand)

DATA FORMATS for custom Wiegand may or may not use PARITY bits.
A custom Wiegand would be required for 3-5 displays with facility codes greater than 255.

37-bit or custom, must be recorded exactly in the Millenium Xtra System.
Normally, on proximity type cards, the first and last bit are ignored for custom formats.
Example 37 bit: .NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN.

This format has 35 bits of data and two parity bits, which are ignored. You would choose the second radio
buton- Decimal Wiegand, wich would display the card number in decimal.

254 Millenium Xtra User Guide Version 7 —09/13/2012
Millenium Group



MilleniumXtra

The letter "N" means read data bit, the period (.) means ignore data bit.

Important!

Data formats for each type of card (other than cards supplied by the Millenium Xtra System) are proprietary
and are not the responsibility of the Millenium Xtra System. Please contact the vendor/manufacturer of the
cards for exact specifications to ensure that you are using the correct format.
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Maps menu includes following submenus:

. Device Tree

. Partitions Tree

. Floors Map
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Maps - Device Tree
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Map — Devices Tree section allows viewing current Millenium Xtra System devices tree in a convenient,
tree-like mode.

Use Devices Tree to easily navigate between Millenium Xtra System devices (objects) - sites, controllers,
readers, doors, elevators, elevator cars, RCDs, inputs and outputs. Any end device (when it is selected by
clicking within the tree), shows the corresponding device status in right-side part of a screen. There is a
table of statuses here, which has two columns: Status Name and Current Status. The Millenium Xtra
System Operator also has the ability to send operator commands to selected end device. Depending on
what type of devices is selected, there are different sets of buttons for sending operator commands. These
sets of buttons are described below:

A) Available operator commands (buttons) for DCD Controllers and Readers are:
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B) Available operator commands (buttons) for Inputs are:
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C) Available operator commands (buttons) for Outputs are:
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o Device Tree

" External
» Current Threat Level: Administration = Data Monitoring = Configuration = Configuration Log Systems

ﬂm“hﬂium xtra CurrgntPamtmnj & Logged User:Admin Time Online: 00:51 Base

~%® Device Tree | - - Partitions Tree ; Floors Map

System Cardholder Event Hardware System Reports | Historical Maps

Device Tree

=- EBite: Site-1 Communication OPERATOR COMMANDS

E| Contraller: Controller-1 mm

=3 .Dnnr Controller-1-Door-1 DEVICE STATUS
Reader. Controller-1-Reader-1

T — 5 Status Name Current Status

W oL COIoper Tper Oulpul Slatus Activated (500)

Reader: Controller-1-Reader-2
Input: Controller-1-Inp-3

Input: Controller-1-inp-4
& RCD: Controller-1-RCD-1
* Output: Controller-1-RCD-1 Supervisor Relay
Input. Controller-1-inp-1
Input Controller-1-Inp-2
- Controller: Controller-2
E| Doar: Controller-2-Door-1
Reader: Comroller-2-Reader-1
Input: Controller-2-Inp-1
Input: Controller-2-Inp-2
= RCD: Controller-2-RCD-1
i Output: Controller-2-RCD-1 Supervisor Relay
=  Caontroller: Controller-3
E| Reader: Controller-3-Reader-1
i~ Elevator Elevator-2
Elevatar Car: Elevator Car - 01

Chanoe Password - Cormpany Info - Privacy Policy - Open in Separate Window

©2000-2011 Millennium Group, Inc.
S

Done

e Activate
e De-Activate
e Pulse

D) Available operator commands (buttons) for Doors are:
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%) Device Tree - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

G B C X D ] - | @4 hitp:ff127.0.0.1/Maps/ bk |?], Gongle

o Device Tree

" System Cardholder Event Hardware System Reports | Historical Maps External
» Current Threat Level: Administration = Data Monitoring = Configuration = Configuration Log Systems

ﬂm“hﬂium xtra CurrgntPamtmnj & Logged User:Admin  Time Online: 00:53 Base

~%® Device Tree | - - Partitions Tree ; Floors Map

Device Tree

=- EBite: Site-1 Communication ORERATOR COMMANDS
=3 .Dnnr Controller-1-Door-1 DEVICE STATUS

; Reader: Controller-1-Reader-1
E| +Door; Controller-1-Door-2
i Reader Controller-1-Reader-2

Status Name Current Status
Coor Control Status Cperator command failed:Momentary Forgive APB (2043

Input: Controller-1-Inp-3

Input: Controller-1-inp-4

& RCD: Controller-1-RCD-1

i Output: Controller-1-RCD-1 Supervisor Relay
Input. Controller-1-np-1

Input Controller-1-Inp-2

- Controller: Controller-2

E| Doar: Controller-2-Door-1

Reader: Comroller-2-Reader-1

Input: Controller-2-Inp-1

Input: Controller-2-Inp-2
= RCD: Controller-2-RCD-1
i Output: Controller-2-RCD-1 Supervisor Relay
=  Caontroller: Controller-3
=

Reader: Controller-3-Reader-1
i~ Elevator Elevator-2
Elevatar Car: Elevator Car - 01
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e Normal
e Lock
e Unlock

e Momentary
e Forgive APB

E) Available operator commands (buttons) for Elevators are:
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%) Device Tree - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

G S C X & 9 - | @ http:j127.0.0.1/Maps/

o Device Tree

System Cardholder Event Hardware System Reports | Historical Maps External
Administration = Data Monitoring Configuration Configuration Log Systems

=- Site: Site-1 Communication FLOOR
- Controller: Controller-1 i3 fw
E| Door: Controller-1-Door-1 OPERATOR COMMANDS

Reader: Controller-1-Reader_1 m m Remote Unlock

Q .Duor:ComroIIer-1-Door-2 DEVICE STATUS
i~ Reader: Controller-1-Reader-2

Status Name Current Status

Input: Controller-1-Inp-3

Input: Controller-1-inp-4

& RCD: Controller-1-RCD-1

i Output: Controller-1-RCD-1 Supervisor Relay
Input. Controller-1-np-1

Input Controller-1-Inp-2

- Controller: Controller-2

E| Doar: Controller-2-Door-1

i Reader Controller-2-Reader-1

Input: Controller-2-Inp-1

Input: Controller-2-Inp-2
= RCD: Controller-2-RCD-1
i Output: Controller-2-RCD-1 Supervisor Relay
= Controller: Controller-3
E| Reader: Controller-3-Reader-1
- sElevator: Elevator-2
Elevatar Car: Elevator Car - 01

©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window
Dare S
e None
e Unlock
e Lock

¢ Remote Unlock
Note: Choose the required floor before sending any operator command.
Only after this abovementioned four buttons will appear.

F) Available operator commands (buttons) for Elevator Cars are:
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%) Device Tree - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

G B C X D ] - | @4 hitp:ff127.0.0.1/Maps/ bk |?], Gongle

o Device Tree

Cardholder Event Hardware System Reports | Historical Maps External

- System
» Current Threat Level: Administration = Data Monitoring = Configuration = Configuration Log Systems

ﬂm“hﬂium xtra CurrgntPamtmnj & Logged User:Admin  Time Online: 00:54 Base

~%® Device Tree | - - Partitions Tree ; Floors Map

Device Tree

Status Name Current Status

=- EBite: Site-1 Communication

E| Contraller: Controller-1

E| Door: Controller-1-Door-1

; i Reader Comtroller-1-Reader-1
E| Doar: Controller-1-Door-2

i~ Reader Controller-1-Reader-2
Input: Controller-1-Inp-3

Input: Controller-1-inp-4

& RCD: Controller-1-RCD-1

i Output: Controller-1-RCD-1 Supervisor Relay
Input. Controller-1-np-1

Input Controller-1-Inp-2

- Controller: Controller-2

E| Doar: Controller-2-Door-1

Reader: Comroller-2-Reader-1

Input: Controller-2-Inp-1

Input: Controller-2-Inp-2

= RCD: Controller-2-RCD-1

i Output: Controller-2-RCD-1 Supervisor Relay

=  Caontroller: Controller-3

E| Reader: Controller-3-Reader-1
H i~ Elevator Elevator-2

LB Elevator Car: Elevator Car - 01

Chanoe Password - Cormpany Info - Privacy Policy - Open in Separate Window

©2000-2011 Millennium Group, Inc.
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e operator commands (buttons) for Elevator Cars are not available.
Note: Only device statuses are available for this kind of devices.
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Maps - Floors Map

?) Floors Map - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

é = c X @&y - | g http:}j127.0.0.1jMaps/FlocrsMap. aspx?ID=52 ﬁ * |?l' Google

o Floors Map

) o - System Cardholder = Event Hardware System Reports = Historical Maps External
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems
;:‘l Mi“enium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 00:58 Base Online; 22:25
Device Tree - - Partitions Tree w Floors Map

Cevice Tree m F|°°;s Mlp

Paritions Tree
w Floors Map Floor map name: Default Map - -

+ Default Map Upload floor imacge map: |[ Browse..

@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone S) v

Floors Map shows all Millenium Xtra System floors in obvious, convenient form. Underlaying bitmaps
(graphic files) may be used for best visual representation.

Available Buttons:
o +New — button for creation of a new Floor Map. Press this button to create the new Floor Map.
e Save - button for saving changes for the current screen
e Copy — button to copy screen data for another Floor Map
o Delete — button for removal of selected Floor Map
e Cancel — cancels changes made for the current screen.

Select Floor Map using “Floors Map” tree in the left-side part of a screen. Enter necessary data into
corresponding fields. Press Save button to save changes for the selected Floor Map. Press Cancel button
to cancel changes for the selected Floor Map.

Press New button to create the record for new Floor Map in the Millenium Xtra System. Previous data on
your screen should be saved or discarded before this operation:
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Millenium Xtra: Site Configuration

Do youswant to save the changes you made to database?

Press Copy button to create the record for Floor Map in the Millenium Xtra System using already entered
data (which are displayed on your screen). Previous data on your screen should be saved or discarded
before this operation:

Millenium Xtra: Controller Configuration

Save or discard yvour changes hefore copy.

Quick guide for creation of Floor Maps and doors placement:

2 Floors Map - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

6 - c x ot '[é http:f{127.0.0. 1 Maps/FloorsMap. aspx?ID=52 f} - |?" Google

o Floors Map

) s " System Cardholder = Event Hardware System Reports = Historical Maps External
& = @ ™ Current Threat Level: Administration = Data Monitoring Configuration Configuration Log Systems

ﬂMilhnium xtra Currert Pattition: | Default Partion ~| 2, Logged User:Admin Time Online: 00:58 Base Online: 22:26

~“*% Device Tree - - Partitions Tree @Flnors Map

Device Tree &5 Floors Map
Partitions Tree

« Floors Map Floor map name | Default Map | - -

+ Default Map Unpload floor image map |[ Browse ]

- S

2
\ - Reception
=

=

):-al

g
ih 1
‘

Room C
NN
Poster Area
©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window
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To create a Floor Map, upload corresponding bitmap file with floor plan, and arrange existing Door(-s),
proceed the following steps:
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Select one of existing Floor Maps using left-side “Floors Map” tree, or press +New button to create
new Floor Map.

Input Floor map name:

Upload floor image map: (press grey Browse button and select necessary local bitmap file with
floor plan)

Press Save button to upload bitmap file and save changes.

After saving, six hew buttons, Door Selector Combo box and uploaded floor plan for the current
floor will be displayed. Only one button is active now — Add Door.

Press Add Door button. Your screen will look as shown below:

7 Floors Map - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

6 - c x ot 53 la htp:fi127.0.0.1jMaps{FloorsMap. aspx?ID=52 ﬁ '| |£—l' Google

o Floors Map

) e - System Cardholder = Event Hardware System Reports | Historical Maps @ External
# - @O M < Current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems
;"_“‘I‘M“hnium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 00:59 Base Online; 22:26
Device Tree .~ - Partitions Tree @Flnnrs Map

Davice Tree %5 Floors Map

Paritions Tree
w Floors Map Floor map name: | Default Map | - -

+ Default Map Upload floor image map:| |[ Browse.. ]

(3 tom 17 50w Lo ] ¢ ot 1 © cmcet

Add Door to the Floor

Door: | x I

- G

Channe Password - Company [nfo - Privacy Policy - Open in Separate YWindow

@2000-2011 Millenniurm Group, Inc.
Transferring data from 127.0.0.1... 5) -l

Select necessary door name to be placed on a floor plan and press Add button.
Drag and drop Door icon to necessary place:
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Floor map name: Third Floor Map

Unload floor image map:| |[ Browse.. ]

(- o | 5o [ ony |  vott
Door: | Door-1 ] Remove from Floor | m m Forgive APB

-

| 1_.r

=}
IIIIIIII..I"»II

Third g
floor
map *

4

-

Add another door(-s) using Add Door button, remove existing door(-s) using Remove From Floor
button, or send one of Operator Commands (buttons Lock, Unlock, Momentary, Forgive APB) to
any of the selected doors.

Save current Floor Map record to the Millenium Xtra Database using Save button.

Millenium Xtra User Guide Version 7 — 09/13/2012 267
Millenium Group



Maps - Partitions Tree

2) Partitions Tree - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

6 = c X far ) 'l:a hktp:fi127.0.0.1jMapsfpartitionsmap. aspx f} ; |§' Google

o Partitions Tree

) e - System Cardholder = Event Hardware System Reports | Historical Maps @ External
# - @O M < Current Threat Level: m Administration = Data Monitoring | Configuration | Configuration Log Systems

ﬁlmilhﬂium xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 01:02 Base Online; 22:28

“_ Device Tree | - Partitions Tree m_ Floors Map
Device Tree ;{f?.f, Partitions Tree
+Partitions Tree
Floors Map =3 I;JefaultPamtmn
Site: Site-1 Communication
{7 Help
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
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2.4

Partitions tree shows all available Millenium Xtra System partitions and sites in tree-like, convenient form.
Conventional Partitions Tree looks like this:

Partitions Tree:
o Default Partition
e Site: Site-1 Communication
e Sijte: Site-2 Communication
e Site: Site-3 Communication
e Sijte: Site-4 Communication
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Cardholder Data

2) Cardholder Information - Mozilla Firefox |:”E

File Edit Wiew History Bookmarks Tools  Help

é = c }-& fat - | g http:}i127.0.0.1jCardholderDatafDef aulk. aspx?ID=50 ﬁ -

|?l - Google

o Cardholder Information + -
) o - System Cardholder | Event Hardware System Reports = Historical Maps External
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems

ﬂlmillenium xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 01:03 Base Online; 22:30

5

" View |} L Query Query [z Cardholder g Custom | = Customn Query
- Eg Results Template ’uuery [\ Settings
v A Card Information General Information | Additional Information B naa
+ Alberts, F
Last Mame; Alberts First Mame; Frank Middle Initial; Employes 1001
Access Information Card1 | Card2 | card3 Upload Images
Printed Card Mo 1 Active ® Delete Card 1
Encoded Card Mo 1 Access Level 1:| Access Level 1 &
#efivation Date: | 11112003 Access Level 2:| —MNo Access— (v NG THEENE
Expiration Date:| 1472003 Acvess Level 3:| Mo Access— & g

available for
this cardholder

Fecility Code: | 9 Access Level 41| —MNo Access— ¢

Access Level .| —No Access— v
Access Level 6| —MNo Access— ¢

PIR:
Card Format: | Wiegand 26 FC 1 v . o .
No image is available
for this cardholder
Card mermo:
Current Status:  Admitted [ use User Fartition Template

m ® Delete o Batch Record Add | Cardholder Report | Cardholder Access Report @ Help

L L I I I
M= g < dw@xo WoEZ=E=TrC /RS I T moom

Other
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
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Cardholder Data menu includes following submenus:

. Cardholder Data - View

. Cardholder Data - Query

. Cardholder Data - Query Results

. Cardholder Data - Cardholder Template
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Cardholder Data - View

2) Cardholder Information - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

é i c :9'& iar |?l' Google

o Cardholder Information + -

- | g http:}i127.0.0.1jCardholderDatafDef aulk. aspx?ID=50 ﬁ -

o o - System Cardholder | Event Hardware System Reports = Historical Maps External
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems
JﬂlMi“enium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online; 01:03 Base Online; 22:30
gl View | N . Query Query [z Cardholder =g Custom 5 Custom Query
--! E) Results Template query M5 Settings
v A Card Information | General Information | Additional Information anaa
+ Alberts, F
Last Mame; Alberts First Mame; Frank Middle Initial; Employes 1071
Access Information Card1 | card2 | card3 Upload Images
Printed Card Mo active [

Access Level 11| —MNo Access— v

Access Level 2:| —No Access— ¢

Encoded Card Mo

Activation Date:

Expiration Date:

Facility Code:

Access Level 31| —MNo Access— v

Access Level 41| —MNo Access— ¢

Access Level 5:| —MNo Access—

No image is
available for
this cardholder

FIN

Card mema:

Access Level 6| —MNo Access— &

No image is available
for this cardholder

Cutrent Status: | Admitted [Juse User Partition Termplats

m ® Delete ol Batch Record Add | Cardholder Report | Cardholder Access Report @ Help

L e
M= g < 40X o0 WO =T /RS I Mmoo @D

Other

©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window
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This section of the Millenium Xtra System is intended for viewing, editing, creation and removal of
Cardholder Data Records.

All the information about Millenium Xtra System cardholders is stored in three tabs:
e Card Information tab
e General Information tab
e Additional Information tab.
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Cardholder Data - Query

) Cardholder Query - Mozilla Firefox |:”E”z|

File Edit Wiew History Bookmarks Tools  Help
‘s - c x T - | g http:}i127.0.0.1jCardholderDatafquery. aspx ﬁ = |§- Goagls ,-‘:)|

o Cardholder Query .

) o - System Cardholder | Event Hardware System Reports = Historical Maps External
i — @M & Current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems
ﬁi‘lmi“enium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 01:06 Base Online; 22:32
H View | N . Query Query [ Cardholder pag Custom f-,i' Custom Query
- Eg Results Template r" query | [T& Settings
v Templates ! g Cardholder Query
* Template not used

Card Information General Information Additional Information

Last Mame: First Mame: Middle Initial; Employee 1D

Access Information
Printed Card Mo.:| Acllve:

Encoded Card Mo Access Level 1| —No Access—

Activation Date: Access Level 2| —MNo Access— ¢

. Access Level 3| —MNo Access— v
Expiration Date:
Access Level 4| —MNo Access— ¥

Facility Code:
by L Access Level 5| —Mo Access— v

saggetyes M Aecess Level 6| —No Acosss— v
CardClass:[ ™

FIN:|

Card memo

Current Status:| b

iz records to return: 400

@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone 5) =

This section of the Millenium Xtra System is intended for quick filtering (querying) of Cardholder Data
Records.

Any record can be queried quickly and easily using conventions described below.

All available filters for Millenium Xtra System cardholders are stored in three tabs:

e Card Information tab

e General Information tab
e Additional Information tab.
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) Cardholder Query Result - Mozilla Firefox |._||E||£|
File Edit Wiew History Bookmarks Tools  Help

é - c A - | g hitp:}i127.0.0.1jCardholderData/QueryResults.aspx ﬁ ; | |';Tl - Google )‘|
o Cardholder Query Result + -

" L (@ M < Current Threat Level: System Cardholder | Event Hardware System Reports = Historical Maps External
s - - . [i

Administration = Data Monitoring | Configuration | Configuration Log Systems
;:‘l Mi“enium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 01:11 Base Online; 22:37
" View 3 L Query Query Cardholder p=*ag Custom % Custom Query
2 Eg ‘! Results Template E" Query ﬁi‘at' Settings
B Cardholder Query Results
/ Employee ID Last Name First Name Middle Initial Primary Location Employee Class Issue Date E Date Department Internal Phone Supervisor Master Area Company E-ma

1 Alberts Frank

2 Daniels Charles

E Update Query Results

CardholderTemp\ate| e {7} Help

@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
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Available Fields:
Query Results window contain the following fields:

Employee ID, Last Name, First Name, Middle Initial, Primary Location, Employee Class, Issue Date,
Employment Date, Department, Internal Phone, Supervisor, Master Area, Company E-mail, Comment 1,
Parking Designation, Parking Assignment, Re-issue Date, Badge Print Date, Vehicle Model, Vehicle Year,
Vehicle Color, License Plate No., Home E-mail, Comment 2, Current Status, Card 1 Printed Card No., Card
1 Encoded Card No., Card 1 Activation Date, Card 1 Expiration Date, Card 1 PIN, Card 1 Active, Card 1
Card Class, Card 1 Badge Type, Card 1 Access Level 1, Card 1 Access Level 2, Card 1 Access Level 3,
Card 1 Access Level 4, Card 1 Access Level 5, Card 1 Access Level 6, Card 1 Facility Code, Card 1 Card
Format, Card 2 Printed Card No., Card 2 Encoded Card No., Card 2 Activation Date, Card 2 Expiration
Date, Card 2 PIN, Card 2 Active, Card 2 Card Class, Card 2 Badge Type, Card 2 Access Level 1, Card 2
Access Level 2, Card 2 Access Level 3, Card 2 Access Level 4, Card 2 Access Level 5, Card 2 Access
Level 6, Card 2 Facility Code, Card 2 Card Format, Card 3 Printed Card No., Card 3 Encoded Card No.,
Card 3 Activation Date, Card 3 Expiration Date, Card 3 PIN, Card 3 Active, Card 3 Card Class, Card 3
Badge Type, Card 3 Access Level 1, Card 3 Access Level 2, Card 3 Access Level 3, Card 3 Access Level
4, Card 3 Access Level 5, Card 3 Access Level 6, Card 3 Facility Code, Card 3 Card Format
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Last query results can be invoked by selecting this tab.
Records in a table can be selected by clicking on them.
The screen below shows some selected records (record #2):

2) Cardholder Query Result - Mozilla Firefox |:||E||z|
File Edit VYiew Histary Bookmarks Tools Help
= X E + | g™ http:}i127.0.0.1jCardholderData/QueryResults. aspx - £ = Google ] P
far y =1 7

| Cardholder Query Result . ‘
e o 5 Systemn Cardholder | Event Hardware System Reports | Historical Maps External
i = @M < Current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems
;:‘l Mi“enium Xtra Current Pattition: | Default Partition | & Logged User:Admin Time Online: 01:12 Base Online: 22:38
n View 3 o Query Query |z Cardholder =~y Custom 5 Custom Query

' E g Results ‘ Template ['I Query ﬁifw’ Settings _

! Cardholder Query Results

/ Employee ID Last Name First Name Middle Initial Primary Location Employee Class Issue Date Empl nt Date Department Internal Phone Supervisor Master Area C E-mal

£ il | >

COCED
! UpdltthewResults

Cardholder Terplata] [ +# BatchRecord Update | {7 Help

@2000-2011 Millennium Group, Inc. Change Passward - Campany nfo - Privacy Policy - ©pen in Separate Window
Done 5)
Buttons:

View Record, Download To File, Batch Delete, Select All, Unselect All, Query, Batch Record Update

View Record button - Click on the required record in the table and press this button to view the selected
record. Cardholder Data - View screen will be displayed with the Cardholder information which corresponds
to the selected record.

Download To File button - Click on the required record(-s) in the table and press this button to save the
selected record information to your local file. Popup window with supported output file formats will appear.

Supported output file formats are the following:
e Comma delimited (default)
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e Tab delimited
e XML
e ADO.NET Dataset

Select Radio button for the required format and press OK button. Browse for the local file name and its
location, and press Enter. Cancel button cancels saving of the local file.

Note: Multiple records may be selected before "Download To File" operation. In this case multiple records
will be saved.

Batch Delete button - Click on the required record(-s) in the table and press this button to delete one or
more Cardholder Information records.

Note: Multiple records may be selected before "Batch Delete" operation. In this case multiple records will be
deleted.

Popup window will appear:

Dowou realy want to delete selected record{s)?

Millenium Xtra: Cardholder Information

Do you really want to delete selected record(s)?

Yes No

Yes - instructs the system to delete selected record(-s).
No - cancels operation.

Note: This operation can not be undone if Yes button was selected. Make sure you have made backup
copies for your Cardholder Infomation records!

Select All button - allows to select all of the records of the query.
Unselect All button - allows to unselect all of the records of the query.

Query button invokes new Cardholder Data - Query Results screen and lets the Millenium Xtra Operator to
provide new query ctiteria.

Batch Record Update button - allows to update selected record(-s) using the selected Cardholder
Template.

Select one or more record(-s) in the table. Select necessary Cardholder Template among available
(previously stored).

Press Batch Record Update button to update selected record(-s) using the selected Cardholder Template.
If Cardholder Template will not be selected, error popup message will appear:

Select template to update cardholder(s)

+ DK

Millenium Xtra: Cardholders Query Result
Select template to update cardholder(s)
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OK
Press OK button and then select required Cardholder Template.

Normally, after pressing Batch Record Update button the next popup dialog will appear:

| : Millenium Xtra: Cardholder Information

Doyou realy want to update selected record(s)?

Millenium Xtra: Cardholder Information

Do you really want to update selected record(s)?
Yes No

Press Yes to update selected record(s) immediately.
Press No to cancel operation.

Normally, after pressing Yes button the next popup dialog will appear:

Millenium Xtra: Controller Download

Do wou want to download your changes now?

Millenium Xtra: Controller Download

Do you want to download your changes now?

Yes No

Press Yes to download changes immediately.

Press No if immediate download of changes is not necessary.

MilleniumXtra
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Cardholder Data - Cardholder Template

?) Cardholder Template - Mozilla Firefox |._||E||£|
File Edit Wiew History Bookmarks Tools  Help
é - c }-@ ot b - | g4 hitp:fi127.0.0.1/CardholderDatajCardholder Template . aspx?ID=0 ﬁ - |?l' Google }:)|
o Cardholder Template + -
) o - System Cardholder | Event Hardware System Reports = Historical Maps External
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems
Jﬂl Mi“enium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 01:16 Base Online; 22:43
gl View | N . Query Query |z Cardholder =g Custom 5 Custom Query
..! LE) Results Template E query M5 Settings
Templates ¥ Cardholder Template
Template Mame:
Card Information | General Information | Additional Information
Last harne: First Marme: Middle Initial: Ernployes 10
Access Information card1 | card2 | card3
Printed Card Mo.: Active:
Encoded Card Mo.: Access Level 1
Activation Date: fcessiaveld
Expiration Date:
Facility Code:
. w
BasgeTwe ¥ -
FIM:
Card marmno:
(Ve [ Con | e L et
©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window
Daone S) =

Cardholder templates are very useful for batch operations with Cardholder records, which have a lot of
similar data fields (See Cardholder Data - View and Cardholder Data - Query Results sections).

For example, multiple cardholder records of a large company may be updated in few seconds, if an
appropriate Cardholder Template is previously prepared.

To prepare and save a Cardholder Template, just follow two steps:

- Enter necessary information (which is common for multiple cardholders) into corresponding fields, which
are described below;

- Press Save button.

Template Name: - field to assign Last Name for the current Cardholder Template. This is only one required
field. You may select necessary Cardholder Template only by its name later.
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Cardholder Data - Custom Query

2) Mozilla Firefox
File Edit ‘iew History Bookmarks Tools  Help

6 - c oty lfl http:ff127.0.0.1/CardholderDatafcustomguery, aspx ff v| X E‘v Google

“-" http://127.0.0.1/.../ customquery.aspx

) 3 . System Cardholder | Event Hardware System Reports | Historical Maps @ External
@ — @ ™ < Current Threat Level: m Administration | Data Monitoring = Configuration = Configuration Log Systems
JﬂlMi“enium x-tra Gurtent Pattition: | Default Parition ~| 2 Logged User:admin Time Online: 00:03 Base Online: 10:17
H View X . Query Query g Cardholder p*=g Custom f-_i' Custom Query

a'e E 5 Results Template r"l Query ﬁ“\v Settings

f} Custom Cardholder Query

Custom Cardholder Query not configured.
Find what:

&z records to return:. 00

(S | coel

Chanoe Passward - Company Info - Privacy Policy - Open in Separate YWindow

@2000-201 2 Millennium Graup, Inc.
S

Done

Custom Query is required to help the Millenium Xtra Operator to find any necessary record(-s) from the
Cardholders’ data. To run a custom query, this query must be configured at first. To configure Custom

Query Settings, proceed the instructions described at
Cardholder Data - Custom Query Settings. Let’'s configure Custom Query to find a text string in fields

“First Name”, “Last Name”. Then type “Alberts” in “Find what” input field:
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%) Mozilla Firefox
File Edit ‘Mew History Bookmarks Tools  Help

6 - c £ '.ﬂ' hktpe/f127.0.0.1/CardholderDat afcustomaquery. aspx i:f v| x ’E' Google

“-" http://127.0.0.1/.../ customquery.aspx

P = . System Cardholder | Bvent Hardware System Reports = Historical Maps @ External
@ — @ ™ < Current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems
j':‘l M“hl-‘ium x-tra Current Patition: | Default Partiion ~| & Logged User:admin Time Online: 00:06 Base Online: 10:20

@ View ) . Query Query =% Cardholder p=*~g Custom ¥ custom Query

a'r E g Results Template r" Query ﬁ Settings

Custom Cardholder Query
Find what | Alberls |
Maz. recards to return: | 500 |
@2000-2012 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - ©pen in Separate Window
S

Done

Press Run Query button:
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%) cardholder Query Result - Mozilla Firefox |-_ |E||§|
File Edit ‘Mew History Bookmarks Tools  Help
‘; - c {2y I: d' hktpe/f127.0.0.1/CardhalderDat ) QueryResulks. aspx ﬁ v| ’h;—l' Google F|

| Cardholder Query Result
External

Systems

o . . System Cardholder | Bvent Hardware System Reports | Historical Maps
@ — @ ™ < Current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log

ﬂM“hl‘ium x-tra current Patition: | Default Partiion |~ & Logged User:admin Time Online: 00:07 Base Online: 10:21
” View 3 [ Query Query Mg Cardholder p=*~g Custom L
- E g Results ‘Templale r" Query ﬁ ;

! Cardholder Query Results

Internal Phone Supervisor_1 Master Area

Issue Date Employment Date Department_1

Primary Location

/ Employee ID Last Name
1 Alberts Frank

£ i} I
[ Venteoi [ oomioaitorie [ it J sevct an ] unsetect an JR cuery

Update Query Results

CardholderTempIate:|

@2000-201 2 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - ©pen in Separate YWindow
S
2

Done

Click on the required string with search results:
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%) Cardholder Query Result - Mozilla Firefox
File Edit ‘Mew History Bookmarks Tools  Help

6 - c ot Id' hktpe/f127.0.0.1/CardhalderDat ) QueryResulks. aspx i:f v| x ’E' Google
| Cardholder Query Result

) o . System Cardholder | Bvent Hardware System Reports | Historical Maps  External
Hh-0OMm Current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems

ﬂM“hﬂium xtra Current Patition: | Default Partiion ~| & Logged User:admin Time Online: 00:02 Base Online: 10:22
i View ) . Query Query Mg Cardholder p=*~g Custom _ Custom Query
& 3] —J & |

Results Template Query Settings

! Cardholder Query Results

Employee ID Middle I I Primary Location Employee Class Employment Date Department_1 Internal Phone m

£ i} ] >

Update Query Results

CardholderTempIate:| k4l +* Baich Record Update

@2000-201 2 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - ©pen in Separate YWindow
Dione S

The card with Cardholder’s data will open:
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2) Cardholder Information - Mozilla Firefox
File Edit ‘Mew History Bookmarks Tools  Help

6 - c ot Iﬂ' hktpe/f127.0.0.1/CardholderDatafDef ault. aspx?ID=50 {_:f v| X ’?‘v Google

. | Cardholder Information .

) o . System Cardholder | Bvent Hardware System Reports | Historical Maps  External
@ — @ ™ < Current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems

ﬂ\Mi“enium Xtra Current Partition:| Default Partiion ~| 2 Logged User:admin Time Online: 00:03 Base Online: 10:22

H View | N 2 Query Query | Pzs Cardholder |~y Custom Custom Query
atr Eg Results Template r ’Quew Settings
v A Card Information | General Information | Additional Information aaaa
+Alberts, F
N ' LastMame ;| Alberts First Mame ;| Frank mfiddle Initial Employee 1D 1
> Access Information Card1 | Card2 | Card3 Upload Images
*» D
* E Frinted Card Mo.:| 1 Active X Delete Card 1
»F Encoded Card Mo. 1 Access Level 1:| Access Level 1 &
*» G Activation Date: | 1/1/2003 ACCESS Level?i ; ;
*H . Access Level 3: No Image Is
Expiration Date: | 17172003 available for
» | Facilty Code:| @ ALCRSS Level4. thi dhold
o | Is cardholder
» K EladgeType:| v|
» L Card Class:| V|
» M FIM:
2 il Card Furmat.|Wiegand 26 FC1 V| . n i
» 0 No image is available
for this cardholder

*» P Card mema:
r Q "

Current Status: [use User Partition Temalate  Gardholder Partition: | Default Partition
* R
» 5 m X Delete o= Batch Record Add | Cardholder Report | Cardhoider Access Report
> T
» U
» W
W
»H
» v
» Z
» Other

< i} [E3
@2000-201 2 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - ©pen in Separate YWindow
Dione S

You may view, edit, etc. here. The instructions for using of corresponding controls are described in
Cardholder Data — View section.
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To input required Custom Query Settings, just check/uncheck the fields where the search should be
provided in Cardholder Data — Custom Query section later:

2) Mozilla Firefox |:||E||z|
File Edit “ew History Bookmarks Tools Help

6 c ot [ ] http:f127.0.0.1)CardholderDatafcustomauerysettings. aspx T:f '| X ’?" Google IO| '

o= http://127.0.0.1/C...uerysettings.aspx - .

[ o . System Cardholder | Event Hardware System Reports = Historical Maps @ External
# — @M & Current Threat Level: m Administration | Data Monitoring = Configuration = Configuration Log Systems

ﬂMilhnium xtra Gurrent Pattition: | Default Padition EJ Logged User:admin Time Online: 01:23 Base Online: 11:37

ﬂ View Query Query Cardhnlder Custom Custom Query
Results Templale r ]nuew L Settings

f] Custom Cardholder Query Settings

Field Name | Use in search

Last Mame

First Mame

Widdle Initial

Internal Phone

Superisor

Master Area

Company E-mail

Comment 1

Yehicle Model

Yehicle Colar

License Plate Mo,

Hame E-mail

aooooooo/ooooioag

Comment 2

[ 5o [ © caca

©2000-2012 Millennium Group, Inc. Chanoe Password - Company Info - Privacy Policy - Open in Separate Window

Done S .
s |

After making your selection, press Save button and proceed to
Cardholder Data - Custom Query.
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%) Mozilla Firefox
File Edit ‘Mew History Bookmarks Tools  Help

6 c (a0 | e bttp:127.0.0.1/CardholderDatafcustomguerysettings. aspx i:f v| x ’E * | Google

‘1 http://127.0.0.1/C...uerysettings.aspx -

) o= . System Cardholder | Bvent Hardware System Reports = Historical Maps @ External
@ — @ ™ < Current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems
j‘:‘l M“hl-‘ium x-tra Current Patition: | Default Partiion ~| & Logged User:admin Time Online: 01:23 Base Online: 11:37
o View I - Query Query Cardhnlder Custom i. Custom Query
a'r E g Results Templale r ’ Query Settings
Py Custom Cardholder Query Settings
Field Name Use in search

Last Name

First Mame vl

Middle Initial F

Internal Phane FE

Supersisor E

Master Area FE

Company E-mail E

Comment 1 E

‘ehicle Model E

Wehicle Calar E

License Plate Mo E

Horme E-mail E

Comment 2 E

[ save | © cancel |
@2000-2012 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - ©pen in Separate Window
Dione S
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Historical Log

?) Historical Log - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

6 > ' 00 (i | M httpafi127.0.0,1jHistoricalLog) - |§- Goagls

o Historical Log

) o - System Cardholder = Event Hardware System Reports | Historical | Maps @ External
i — @M & Current Threat Level: m Administration | Data Monitoring | Configuration | Configuration Log Systems
Milhnium Xtra Current Pattition:| Default Partition v | 2 Logged User:admin Time Online: 01:39 Base Online; 14:23
E ) ' 4 Archive
= Historical Log (2“ | Configuration
+04/1272012 Historical Log
04/1152012
0410/2012 DATEANG
04/0952012 From: | 04122012 12:00:00 Aht |To 041252012 11:59:549 PM |
04/0852012
040712012 CATEGORIES FILTERS
40672012 i OEverts O alams @l
RSO Controller Textifer qog data incluging):
04/0452012
04/0352012 = oo -
FReadar Blank - All
040212012 =l space - logical 'OR'
04i01/2012 nput )
& output [view A1l Partitions Data
03/31/2012 upu
03/30/2012 Elevatar
032952012 [ cardholder
0372812012 aperatar
03rzwizmz [ swdit Event
03262012 Systern
032502012 I Floor
0372452012
Elevator Car
RCD
©2000-2012 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone S) .4
2.4

Historical Log section of the Millenium Xtra System is intended for viewing, printing, downloading to file(-s)
logs created by the Millenium Xtra System.

Historical Log menu includes 2 submenus:
e Run Historical Log
e Archive Configuration
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Historical Log - Run Historical Log

?) Historical Log - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

é > ' 00 (i | M httpafi127.0.0,1jHistoricalLog) - |-;T]v Goagls
e

o Historical Log

Ty o - System Cardholder = BEvent Hardware System Reports | Historical | Maps | External
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems

ﬂlmillenium xtra Current Pattition:| Default Partition v | 2 Logged User:admin Time Online: 01:39 Base Online; 14:23

g;‘; Run ' & Archive
=™ Historical Log & Configuration
+04/1272012 E@ Historical Log
04/1152012
0410/2012 DATEANG
04/0952012 From:| 041 2/201212:00:00 A To: | 041252012 11:59:59 PW
04/0852012
040712012 CATEGORIES FILTERS
40672012 i OEverts O alams @l
04/0572012 [ contraller Text filter (og data including):
04/0452012
04/0352012 = oo
FReadar Blank - All
040212012 =l space - logical 'OR'
04i01/2012 nput )
& output [view A1l Partitions Data
03/31/2012 upu
03/30/2012 Elevatar
032952012 [ cardholder
0372812012 aperatar
03rzwizmz [ swdit Event
03/26/2012 Systam
032502012 I Floor
nafzeranT2 Elevator Car
RCD
©2000-2012 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Daone S) v

Select required Date using “Dates” tree in the left-side part of a screen. Note that this is only “quick date
selection” method; you may alter any date/time period using Date/Time criteria.

Available Fields:
Historical Log additional settings are displayed in the central part of a screen and are the following:

Date/Time: From: — To: criteria is referred to whole Historical Log period. This is mandatory criteria. If
"From:" or "To:" will be empty, popup error message "Date range from is empty." or "Date range to is
empty." will appear.

"To:" value could not be earlier then "From:" value, otherwise error popup message "Date to less than date
from." will appear.

Categories: — set of independent checkboxes for selection / deselection of different Millenium Xtra System
devices (objects), which will be displayed in Historical Log.
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All
Controller
Door
Reader
Input
Output
Elevator
Cardholder
Operator

. Audit Event

. System

. Floor

© © N O wDhPRE

e el e
W N B O

. Elevator Car
14. RCD

When checked, All checkbox automatically “swithes on” all checkboxes, and vice versa. At least one
checkbox must be checked, otherwise “No one categories were selected” error will occur.

Filters: — set of independent controls for setting additional filters.
Events, Alarms, All — group of Radio buttons to specify types of records wich will be displayed.
Text filter (log data including): — field which is necessary for adding of any text for filtering.

If Text filter field is blank - all records will be chosen;

If Text filter field has wild card *' symbol(-s) - wild card criteria will be applied;

If Text filter field has one or more space ' ' symbol(-s) - logical 'OR'" will be applied to all parts of
string, divided by spaces.

View All Partitions Data — checkbox which when checked allows output of All Partitions Data in one
Historical Log.

Buttons:
View Log — builds a Historical Log report for the currently displayed criteria
Cancel — cancels operation

Press View Log button to obtain the Historical Log report.
Historical Log Results window will appear:
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) Historical Log - Mozilla Firefox

File  Edit ‘iew History Bookmarks Tools  Help

G < c X oy - | g http:f/127.0.0.1 HistoricalLogMviswHistaricalLog, aspx

o Historical Log

System Cardholder Event Hardware System Reports | Historical Maps External
Administration = Data Monitoring Configuration Configuration

I 4 Archive
"= * Historical Log ¥ Configuration
Filter: Alarms and Events Categories: Controller, Door, Reader, Inpit, Output, Elevator, Cardholder, Region, Operator, Audit Event, System
Fagei.on2 100@ records per page, 140 records total aaﬂa 1 E
Priority T Time - Category Name Origin Display Status Event Detail ‘Alarm Status Alai ~
i} 412912012 61055 P [Controller |Controller-1 Starting incremental Cardholders download
i} 42972012 6:10:55 P | Confroller [Controller-1 Failed incremental Cardholders download Caontraller is Offline
i} 42902012 6:10:55 P | Controller [Controller-3 Starting incremental Cardholders download
] 472972012 6:10:55 PM | Controller |Contraller-3 Failed incrermental Cardholders download Cantroller is Offline
a0 472902012 6:10:41 PM | Audit Event|Admin Group database record has been updated Doar Group - 1 A
a0 4292012 6:10:32 PM | Audit Event|Admin Group database record has heen created Coor Graugp -1 F
a0 4292012 6:08:50 PM | Audit Event|Admin Scheduled Command Scheduler has been updated | Qutput: Contraller-1-RC0-1 Supervisor Relay
a0 42902012 6:07:43 PM | Audit Event|Admin Scheduled Command Scheduler has been updated|Input: Contraller-1-Inp-1
a0 412952012 G:07:21 PM [Audit Event|Admin Scheduled Command Scheduler has heen deleted |Elevator: Elevator-1, Floor:1
al 412902012 6:06:53 PM [Audit Event|Admin Scheduled Command Scheduler has heen updated|Elevator: Elevator-1, Floor:1
a0 412952012 6:05:59 PM [Audit Event|Admin Scheduled Command Scheduler has heen updated|Elevator: Elevator-1, Floor:1
a0 412902012 60438 PM [Audit Event|Admin Scheduled Command Scheduler has heen updated|Coor. Controller-1-Door-2
a0 412952012 60312 PM - [Audit Event|Admin Scheduled Command Scheduler has been updated|Controller: Controller-1
a0 42902012 6:02:16 P |Audit Event|Admin Contoller Dovnload Scheduler has beenupdated | Controller: Controller-1
a0 47292012 6:01:582 PM | Audit Event|Admin Contoller Download Scheduler has beenupdated | Controller: Controller-1
a0 4292012 55958 PM | Audit Event|Admin Contoller Dovwnload Scheduler has beenupdated | Controller: Controller-3
a0 42902012 5:59:36 PM | Audit Event|Admin Contoller Download Scheduler has beenupdated | Controller: Controller-2
a0 42902012 5:59:28 PM | Audit Event|Admin Contoller Download Scheduler has beenupdated | Contraller: Controller-1
a0 42902012 5:59:09 PM | Audit Event|Admin Contoller Download Scheduler has been updated | Site: Site-1 Communication
a0 42902012 5:58:54 PM | Audit Event|Admin Contoller Download Scheduler has beenupdated | Site: Site-1 Communication
a0 412952012 5:58:46 PM [Audit Event|Admin Contoller Download Scheduler has been updated | Site: Site-1 Communication
al 412902012 5:58:34 PM [Audit Event|Admin Contoller Download Scheduler has been updated | Site: Site-1 Communication
i 472972017 44203 P [Controller [Controller-3 Starting Elevators download | . .}
(| LILE |
 print Preview | Downioatto e J Vi iiaivics 6 | mack
©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window
pere S |

You may Print Preview or Download to File this Historical Log, pressing one of corresponding buttons.
Button Back returns operator to previous screen.
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Historical Log - Archive Configuration

2) Archive Configuration - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

é = c A - | g http:}j127.0.0.1 HistoricalLogfarchivecorfiguration. aspx ﬁ * |';Tl' Google

o Archive Configuration

Cardholder = Event Hardware System Reports | Historical | Maps External

) . . System
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems

;:‘lMi“enium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 01:21 Base Online; 22:48

g;‘; Run w4 Archive
'=* Historical Log = Configuration

!ﬂ Archive Configuration
Archive Period:| 3 ::‘ Morths | D i—‘ Davs

Archiving Tirme: 12:00:00 AW

Archive Folder:

Move existing archive files

@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window

Dorne S) -

This section allows to set up parameters for the Millenium Xtra System database archiving.

Available Fields:
Archive Configuration settings are displayed in the central part of a screen and are the following:

Archive Period: — fields for setting up a period (in Months and Days) of automatic database archiving. If
Months or Days field(-s) are input incorrectly, error messages may occur: “Months is empty.” “Months is
wrong.” “Days is empty.” “Days is wrong.” “Active Period is wrong.”

Archive Time: —field for setting up a time (in hh:mm:ss format) of automatic database archiving.

Archive Folder: — field for setting up an archive folder (on local computer). Input existing folder here (i.e.
C:\Millenium Xtra Archives\). If entered path is incorrect, or folder does not exist, an error message like
“Directory C:\Millenium Xtra Archives\ not found or no directory access.” will occur.

Move existing archive files: — checkbox which (if checked) allows moving of ALL files (independently of
their extension(-s)) from old Archive Folder to currently assigned Archive Folder.
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Buttons:
Save — Saves the Millenium Xtra System archiving parameters
Cancel — cancels saving operation
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System Configuration

?) Time Period Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

é - c A - | g hitp:}i127.0.0.1SystemConfigurationDefaulk, aspx?1D=3 ﬁ v m' Google

Systemn Cardholder = Event Hardware System Reports = Historical Maps External
Administration = Data Monitoring | Configuration | Configuration Log Systems
Current Pattition: 2 Logged User:Admin Time Online: 01:27 Base Online: 22:53
% Fitaee 37 ™ EP N G omaer [ b 55 Conmgron”
+ §-5pm Mon-Fri
Always Time Feriod Mame: | 8-5pm hion-Fri - m
hever
CONFIGURE TIME PERIOD
From: 08:00 A To:; 05:30 PM DAHDay
® monday-Friday Days Times
O Sunday
O Monday
O Tuesday
Owednesday
O Thursday
O Friday
O Saturday
O Holidaws
[ 5o ] ot
@2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Dane S)

System Configuration section of the Millenium Xtra System is intended for user definition of various system
constants, which are used throughout the whole system.

System Configuration menu includes following submenus:
e System Configuration - Time Periods
e System Configuration - Holidays
e System Configuration - Access Levels
o System Configuration - Groups
e System Configuration - Alarm Routing Templates
e System Configuration - Alarm Acknowl. Templates
e System Configuration - Alarm/Event Definition
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System Configuration - Time Periods

?) Time Period Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help
6 - c A - | g hitp:}i127.0.0.1SystemConfigurationDefaulk, aspx?1D=3 ﬁ v |';Tl' Google

o Time Period Configuration

.‘— System Cardholder = Event Hardware System Reports | Historical Maps | External
i ~ @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems
E:'l Mi“enium xtra Current Pattition: | Default Partition +| & Logged User:Admin Time Online: 01:27 Base Online: 22:53

f.i Time Periods . Holidays 5;_, Access gi Groups ‘Ji,nlarm Routing Alarm Acknowl. + Alarm/Event _«® Hot Commands
VA L WpLeveis [ - Templates Templates [EE Definition | P3% Configuration
¥ Time Perinds % Time Period Configuration
+ §-5pm Mon-Fri
Always Time Feriod Mame: | 8-5pm hion-Fri - m
hever
CONFIGURE TIME PERIOD
From: 08:00 A To:; 05:30 PM DAHDay
® monday-Friday Days Times
Sunda Monday-Friday 8:00 AM to 5:30 PM
O v
O Monday
O Tuesday
Owednesday
O Thursday
O Friday
O Saturday
O Holidaws
@2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Dane S)

Time periods are used in the Millenium Xtra System for quick selection of a desired named time period in
different parts of a system. There are three pre-defined named time periods in the Millenium Xtra System:

e Never
o Always
e 8-5pm Mon-Fri

These three pre-defined named time periods are used in hardware configuration settings — for doors,
elevators, inputs, readers etc.

Millenium Xtra System Operator can modify these three default named time periods as well as create new
named time periods suitable for specific needs.

Select Time Period using “Time Periods” tree in the left-side part of a screen. Enter necessary data into
corresponding fields. Press Save button to save changes for the selected Time Period. Press Cancel button
to cancel changes for the selected named time period. Press +New button to add a new named time period,
which is not present in the left-side tree.
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Available Fields:
Time Period Name: field to assign Name for the named time period.
Configure Time Period — Group of controls for setting up of a time named time period characteristics.

From: — To: fields to assign named time period time period values (in hours). From value must be less then
To value; otherwise “From Time has to be less than To Time” error will occur

All Day: checkbox to assign nhamed time period equal 24 hours.

All Days — Monday-Friday: set of 2 Radio buttons for quick selection of named time period days period
value(-s).

Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Holidays: set of independent
checkboxes which allows fine tuning of named time period days period value(-s). Note that if you decide to
use this set of checkboxes, all 2 Radio buttons are automatically set to OFF. Only Monday-Friday=ON and
Holidays=ON combination is possible.

Days, Times (Time Periods Table): Table which displays separate time period(-s) for the currently
selected named time period.

Note, that if days period is not assigned, error message “Day not selected” will be displayed after an attempt
to save the current named time period.

Buttons:

New, Add/Update, Delete (above the Time Periods Table) — set of buttons which allow to add a new
record, update an existing record, delete an existing record only in a Time Periods Table. These three
buttons refer only to the currently selected (in the left-side tree) named time period record.

+New button - lets the operator to create New string in a Time Periods Table.
Add/Update button - lets the operator to Update an existing string in a Time Periods Table.
Delete button - lets the operator to Delete an existing string in a Time Periods Table.

New, Copy, Save, Delete, Cancel, View Report — set of buttons which allows to create new, copy existing
to a new one, save or delete any Named time period, which is displayed in the left-side part of a screen
tree.

+New button - lets the operator to create New Named time period.
Copy button - lets the operator to Copy current Named time period to a new one.
"Time Period Name:" popup window will appear:

Time Period Mame:

(7 o] © carcl

Enter necessary text for the new Named time period Name.

Save button - lets the operator to Save current Named time period.
Delete button - lets the operator to Delete current Named time period.

Cancel button - clears the Millenium Xtra Operator's input. No changes for the currently displayed Named
time period information will be stored in the Millenium Xtra Database.

If current record was changed but not saved, and Millenium Xtra Operator is going to access any other part
of the Millenium Xtra System, the following popup will occur:
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Millenium Xtra: Holiday Configuration

Doyouvwant to save the changes vou made to database?

Press Yes to save changes, No to discard changes, or Cancel to cancel your access to any other part of the
Millenium Xtra System.

If current record was changed but not saved, and Millenium Xtra Operator is going to make a copy of the
current record (via Copy button), the following popup will occur:

Millenium Xtra: : Holiday Configuration

Save or discard your changes hefore copy holiday.

Press OK and Save or Cancel your changes, and then press Copy button again.
View Report button - lets the operator to view system report about available Named time periods:
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) Report Results - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

- c A Gy = ‘?] http:f§127.0.0. 1 jReports/ExternalReportiiewer, aspxf TZ=Z&ID=18 ﬁ '| m‘ Google )”|

o2 Time Period Configuration || | g4 Report Results 8| + -

Report Results

Repart Mame: Time Periods Build on: 4292011 11:01:40 PI

Report parameters: All Records

FPage 1 of1 EU::I records per page, 2 records total ...- ! ::I m

i # Time Period Name Active Holiday List From Time To Time Days
1 Blweays 12:00:00 AmM 11:49:59 P All Day
@ 8-5pm Mon-Fri B:00:00 A A:30:00 P honday-Frida

Download to File @ Lo} Help

Done S

Buttons:

Print Preview — press this button to obtain Report in a print-friendly form
Download to File — press this button to download Report to a local file
Close — press this button to close Report window
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System Configuration - Holidays

?) Holiday Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help
6 = c A - | g hitp:fj127.0.0.1SystemConfigurationholidays. aspx?ID=1 ﬁ '| |';Tl' Google

o Holiday Configuration

Ty o - System Cardholder = Event Hardware System Reports | Historical Maps @ External
L @ ™ < Current Threat Level: Administration = Data Monitoring | Configuration | Configuration Log Systems
;:‘lMi“enium xtra Current Pattition: | Default Partition | & Logged User:Admin Time Online: 01:36 Base Online: 2302
) Time Periods | Y Holidays | 9, Access ¢ % Groups ‘nnlarm Routing Alarm Acknowl. [f=% AlarmEvent _«® Hot Commands
A o WELews | == Templates Templates [EE Definttion | \¥" Configuration
« All Holidays +~ Holiday Configuration
+July 4th
Thanksaiving Haliday Mame: | July 4th - m
CONFIGURE HOLIDAY
O absnlute

Diate: | 7742003
@ annual

@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Dane S

Holidays configuration is used in the Millenium Xtra System for setting up holidays information, which is
used later in different parts of a system. There are two pre-defined holidays in the Millenium Xtra System:
e July 4th
e Thanksgiving (first Thursday of November)

Millenium Xtra System Operator can modify these two default holidays as well as create new holidays
suitable for specific country settings.

Select Holiday using “All Holidays” tree in the left-side part of a screen. Enter necessary data into
corresponding fields. Press Save button to save changes for the selected Holiday. Press Cancel button to
cancel changes for the selected holiday. Press +New button to add a new holiday, which is not present in
the left-side tree.

Available Fields:

Holiday Name: field to assign Name for the holiday. This is an obligatory field for Absolute and Annual
types of current holiday. An error message “Holiday Name is empty* will occur if this field remains empty.

Configure Holiday — Group of controls for setting up of a holiday date characteristics.
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Absolute, Annual, Relative — set of 3 Radio buttons for setting up holiday’s occurrence.

Absolute — choose this Radio button for setting up of an absolute holiday date. Date also should be
entered.

Annual — choose this Radio button for setting up of an annual holiday date. Date also should be entered.

Relative — choose this Radio button for setting up of relative holiday date (Occurrence, Day of Week and
Month should also be entered).

Date: — Field where date value for absolute or annual holiday should be entered. Input necessary date
using Calendar Popup or manually.

Occurrence: — Field where occurrence for Relative holiday should be entered. Select necessary one
among 5 available (First, Second, Third, Fourth, Fifth).

Day of Week: — Field where Day of Week for Relative holiday should be entered. Select necessary one
among 7 available.

Month: — Field where Month for Relative holiday should be entered. Select necessary one among 12
available.

Buttons:

New, Copy, Save, Delete, Cancel, View Report — set of buttons which allows to create new, copy existing
to a new one, save or delete any Holiday, which is displayed in the left-side part of a screen tree.

+New button - lets the operator to create New Holiday.
Copy button - lets the operator to Copy current Holiday to a new one.

"Holiday Name:" popup window will appear:

Holiday Mame:

Enter necessary text for the new Holiday Name.
Save button - lets the operator to Save current holiday.
Delete button - lets the operator to Delete current Holiday.

Cancel button - clears the Millenium Xtra Operator's input. No changes for the currently displayed Holiday
information will be stored in the Millenium Xtra Database.

If current record was changed but not saved, and Millenium Xtra Operator is going to access any other part
of the Millenium Xtra System, the following popup will occur:

Doyouwant to save the changes vou made to database?

Press Yes to save changes, No to discard changes, or Cancel to cancel your access to any other part of the
Millenium Xtra System.

If current record was changed but not saved, and Millenium Xtra Operator is going to make a copy of the
current record (via Copy button), the following popup will occur:
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Millenium Xtra: : Holiday Configuration

Save or discard your changes hefare copy haliday.

Press OK and Save or Cancel your changes, and then press Copy button again.
View Report button - lets the operator to view system report about available Holidays:

?) Report Results - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

|';Tl' Google ,"|

oliday Configuration || | g Report Results al| + =

- c A - | g4 http:}i127.0.0.1jReports/ExternalReportyiewer, aspx?TZ=28I0=12 ﬁ -

Report Results

Report Mame: Holidays Build on: 4292011 11:04:37 PM

Report parameters: All Records

Page 1 of 1 QDII records per page, 2 records total .... il — m

/B Holiday Name Date Type Occurrence Day if Week Month
1 July 4th Tidizo03 Annual
2 Thanksgiving Relative Thursday Movember

Download to File @ Lo} Help

Daone S) =

Buttons:

Print Preview — press this button to obtain Report in a print-friendly form
Download to File — press this button to download Report to a local file
Close — press this button to close Report window
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System Configuration - Access Levels

?) Access Level Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help
@ e c A Gy - | g http:}j127.0.0.1SystemConfigurationaccesslevels.aspx?ID=1

o Access Level Configuration

v . s - System Cardholder = Event Hardware System Reports = Historical Maps External
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems
S~ Millenium Xtra
f.i Time Periods 3 Holidays 5;_, Access 5 Groups ‘] Alarm Routing Alarm Acknowl. + Alarm/Event _«® Hot Commands
ZA] S B Levels ﬁ U . Templates Templates [EE Definttion | \¥" Configuration
v Al Access Lavels w5 Access Level Configuration
+Access Level 1
Access Level 2 Access Level Mame: Access Level 1 - m
Threat Level: | MNarmal V|
Doore | Door Groups | Elevator Floors
Doors Time Period
Contraller-1-Doo-2 8-apm han-Fri
Mever
Door Time Period

Controller-1-Door-1 Ahrays

Controller-2-Door-1
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Dane S

Access Levels configuration is used in the Millenium Xtra System for setting up Access Levels information,
which is used later in different parts of a system. Access Level(-s) may be sequentially applied for three
types of Millenium Xtra System objects: for Doors, for Door Groups and for Elevator Floors.

Millenium Xtra System Operator can modify existing and create new Access Levels suitable for specific
company needs.

Select Access Level using “All Access Levels” tree in the left-side part of a screen. Enter necessary data
into corresponding fields. Press Save button to save changes for the selected Access Level. Press Cancel
button to cancel changes for the selected Access Level. Press +New button to add a new Access Level,
which is not present in the left-side tree.

Available Fields:

Access Level Name: — Field to assign Name for the current Access Level. This is an obligatory field for any
Access Level. An error message “Access Level Name is empty” will occur if this field remains empty.
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Threat Level: — Combo box where Threat Level value should be choosen. Select necessary Threat Level
using this Combo box among 6 available in the Millenium Xtra Sysem - Normal, Green, Blue, Yellow,
Orange, or Red.

Access Level Assignment Tables: — Set of similar tables for 3 tabs (Doors, Door Groups, Elevator
Floors). Tables' fields depend exactly on what tab is selected. These three tabs are described below.

Doors Tab

Doors selection table (top-left position) — to make an assignment, select necessary Door, click on it.
Selected row in a table is highlighted with red.

Time Period selection table (top-right position) — to make an assignment, select necessary Time Period,
click on it. Selected row in a table is highlighted with red.

Note: there are three pre-defined Time Period values: Never, Always, 8-5pm Mon-Fri. Millenium Xtra
System operator may add any other required values for Time Periods using System Configuration - Time
Periods Tab.

Assignments table (bottom position) — currently added assignments. This table is displayed as a set of
pairs “Door — Time Period”

Add, Remove — buttons for adding or removing assignments.

To add an assignment pair:

select necessary Door in the Doors selection table, select necessary Time Period in the Time Period
selection table, and press Add button to add selected "Door — Time Period" pair to the Assignments table
(bottom position).

After adding of necessary assignment pair, it will be displayed as a new row in the Assignments table
(bottom position).

To remove an assignment pair:

select necessary row in the Assignments table (bottom position), click on it. Selected row in a table is

highlighted with red. Press Remove button to Remove selected "Door — Time Period" row from the
Assignments table (bottom position).

If necessary Door is not selected (from the Doors selection table, top-left position) - an error popup will
appear after pressing of Add button.

Door not selected.

" 0K

Select necessary Door and press Add button again.

If necessary Time Period is not selected (from the Time Periods selection table, top-right position) - an error
popup will appear after pressing of Add button.

Time period not zelected.

+ 0K

Select necessary Time Period and press Add button again.
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If necessary Assignment is not selected (from the Assignment table, bottom position) - an error popup will
appear after pressing of Remove button.

Configured Door not selected.

" OK

Select necessary Assignment record and press Remove button again.

If the door is already assigned to another Access Level with its time period, the following popup message
will appear:

The door Controller-1-Door-2 helongs to:
a Access Level Access Level 2 with a Time Period Always

This could bring to an unpredictable situation.
Do wou weant to add this Door to current Access Level?

Door Groups Tab

Door Groups selection table (top-left position) — to make an assignment, select necessary Door Group,
click on it. Selected row in a table is highlighted with red.

Time Period selection table (top-right position) — to make an assignment, select necessary Time Period,
click on it. Selected row in a table is highlighted with red.

Note: there are three pre-defined Time Period values: Never, Always, 8-5pm Mon-Fri. Millenium Xtra
System operator may add any other required values for Time Periods using System Configuration - Time
Periods Tab.

Assignments table (bottom position) — currently added assignments. This table is displayed as a set of
pairs “Door Group — Time Period”

Add, Remove — buttons for adding or removing assignments.

To add an assignment pair:

select necessary Door Group in the Door Groups selection table, select necessary Time Period in the
Time Period selection table, and press Add button to add selected "Door Group — Time Period" pair to the
Assignments table (bottom position).

After adding of necessary assignment pair, it will be displayed as a new row in the Assignments table
(bottom position).

To remove an assignment pair:

select necessary row in the Assignments table (bottom position), click on it. Selected row in a table is

highlighted with red. Press Remove button to Remove selected "Door Group — Time Period" row from the
Assignments table (bottom position).

If necessary Door Group is not selected (from the Door Groups selection table, top-left position) - an error
popup will appear after pressing of Add button.

Doar nat selectad.

" OK
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Select necessary Door Group and press Add button again.

If necessary Time Period is not selected (from the Time Periods selection table, top-right position) - an error
popup will appear after pressing of Add button.

Time period not zelected.

+ 0K

Select necessary Time Period and press Add button again.

If necessary Assignment is not selected (from the Assignment table, bottom position) - an error popup will
appear after pressing of Remove button.

Configured Door not selected.

«* OK

Select necessary Assignment record and press Remove button again.

Elevator Floors Tab

Floors selection table (top-left position) — to make an assignment, select necessary Floor, click on it.
Selected row in a table is highlighted with red.

Time Period selection table (top-right position) — to make an assignment, select necessary Time Period,
click on it. Selected row in a table is highlighted with red.

Note: there are three pre-defined Time Period values: Never, Always, 8-5pm Mon-Fri. Millenium Xtra
System operator may add any other required values for Time Periods using System Configuration - Time
Periods Tab.

Assignments table (bottom position) — currently added assignments. This table is displayed as a set of
pairs “Floor — Time Period”

Add, Remove — buttons for adding or removing assignments.

To add an assignment pair:

select necessary Floor in the Floors selection table, select necessary Time Period in the Time Period
selection table, and press Add button to add selected "Floor — Time Period" pair to the Assignments table
(bottom position).

After adding of necessary assignment pair, it will be displayed as a new row in the Assignments table
(bottom position).

To remove an assignment pair:

select necessary row in the Assignments table (bottom position), click on it. Selected row in a table is
highlighted with red. Press Remove button to Remove selected "Floor — Time Period" row from the
Assignments table (bottom position).

If necessary Floor is not selected (from the Floors selection table, top-left position) - an error popup will
appear after pressing of Add button.
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‘Millenium Xtra: : Access Level Configuration

Door not selected.

Select necessary Floor and press Add button again.

If necessary Time Period is not selected (from the Time Periods selection table, top-right position) - an error
popup will appear after pressing of Add button.

‘Millenium Xtra: : Access Level Configuration

Time period not zelected.

Select necessary Time Period and press Add button again.

If necessary Assignment is not selected (from the Assignment table, bottom position) - an error popup will
appear after pressing of Remove button.

‘Millenium Xtra: Access Level Configuration

Configured Door not selected.

Select necessary Assignment record and press Remove button again.

Buttons:

New, Copy, Save, Delete, Cancel, View Report — set of buttons which allows to create new, copy existing
to a new one, save or delete any Access Level, which is displayed in the left-side part of a screen tree.

+New button - lets the operator to create New Access Level.
Copy button - lets the operator to Copy current Access Level to a new one.
"Access Level Name:" popup window will appear:

‘Millenium Xtra: Holiday Configuration

Holiday Mame:

7 o] emea

Enter necessary text for the new Access Level Name.

Save button - lets the operator to Save current Access Level.
Delete button - lets the operator to Delete current Access Level.

Cancel button - clears the Millenium Xtra Operator's input. No changes for the currently displayed Access
Level information will be stored in the Millenium Xtra Database.

If current record was changed but not saved, and Millenium Xtra Operator is going to access any other part
of the Millenium Xtra System, the following popup will occur:
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Millenium Xtra: Holiday Configuration

Doyouvwant to save the changes vou made to database?

Press Yes to save changes, No to discard changes, or Cancel to cancel your access to any other part of the
Millenium Xtra System.

If current record was changed but not saved, and Millenium Xtra Operator is going to make a copy of the
current record (via Copy button), the following popup will occur:

Millenium Xtra: : Holiday Configuration

Save or discard your changes hefore copy holiday.

Press OK and Save or Cancel your changes, and then press Copy button again.
View Report button - lets the operator to view system report about available Access Levels:
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) Report Results - Mozilla Firefox

File  Edit ‘iew History Bookmarks Tools  Help
- c A = ‘?] http:fj127.0.0. 1 JReports/Externalkeportyiewer, aspxr TZ=Z&ID=1 ﬁ - | |':.—' = | Google )"|
o2 Access Level Configuration || | g4 Report Results 8| + -
% Report Results
Report Mame: All Access Levels Build on: 42292011 11:17:37 PM
Report parameters: All Records
Page 1 of1 Gl records per page, 3 racords total ...- i m
/B Access Level Name Object Type Object Name Time Period Name
1 Access Level 1 Coar Controller-1-Door-1 FAlweays
2 Access Level 1 Cioar Controller-2-Door-1 Always
3 Access Level 2 Dioar Caontraller-1-Doar-2 Alweays
Download to File @ Lo} Help
Dare S
Buttons:

Print Preview — press this button to obtain Report in a print-friendly form
Download to File — press this button to download Report to a local file
Close — press this button to close Report window
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System Configuration - Groups

) Group Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

6 - c A - | g hitp:fi127.0.0.1SystemConfiguration groups. aspxrID=57 ﬁ '| |';Tl' Google

o Group Configuration

) o - System Cardholder = Event Hardware System Reports = Historical Maps External
i — @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems
ﬁr_“lmi“enium Xtra Current Pattition:| Default Partition v | 2 Logged User:Admin Time Online: 01:52 Base Online; 23:18
#E) Time Periods = Y  Holidays | % ., Access g ¥ Groups &1 Alarm Routing Alarm Acknowl. [[F= AlarmEvent _«® Hot Commands
A L MElews || - Templates Templates [EE Definion | PN% Configuration
« Al Groups 7 Group Configuration
¥ Cardholder
» [Door Group Mame: | Door Group - 1 laccess Level Group - -
+ Door Group - 1 Graup Type | Cioor |
» Elevator
¥ Input GROUP OBJECTS
*  Output Available Objects Assigned Objects
» Reader Contraller2-Daar-1 Contraller-1-Door1
Controller-1-Doar-2
Add Right =
Add All =
< Remove All
@2000-2011 Millenniurm Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Dane S

Groups configuration is used in the Millenium Xtra System for organization of object Groups, which can be
used later in different parts of a system. Groups are very useful for consolidation of similar Millenium Xtra
System objects (readers, doors, inputs, outputs, elevators, cardholders), which may be effectively used later
as well as "single object".

By default, there are no Groups in the Millenium Xtra System. Millenium Xtra System Operator can create
new and modify Groups in a way suitable for specific company needs.

Select necessary subgroup of objects (Reader, Door, Input, Output, Elevators or Cardholder) using “All
Groups” tree in the left-side part of a screen. Press +New button to add a new Group, which is not present
in the left-side tree.

Select an existing Group inside required subgroup of objects (Reader, Door, Input, Output, Elevators or
Cardholder) using “All Groups” tree in the left-side part of a screen. Enter necessary data into
corresponding fields. Press Save button to save changes for the selected Group. Press Cancel button to
cancel changes for the selected Group.
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2) Group Configuration - Mozilla Firefox

File  Edit ‘iew History Bookmarks Tools  Help
6 - c A "é http:f§127.0.0. 1 }SystemConfiguration/groups . aspx7I0=64 ﬁ v| m' Google

2 Group Configuration

) s " System Cardholder = Event Hardware System Reports = Historical Maps External
& = @ ™ Current Threat Level: Administration = Data Monitoring Configuration Configuration Log Systems

ﬁr—ulMi“enium xtra Currert Pattition: | Default Partion ~| 2, Logged User:Admin Time Online: 01:54 Base Online: 23:20

(-, Access | ¢ § Groups ‘nnlarmﬂnming gnlarmnclmowl. 7, Alarm/Event _® Hot Commands
Plevels | " == Templates Templates [E;v Definition ’\\.“) Configuration

v Al Groups " Group Configuration
w» Cardholder

s Cardholders Group 1 Group Mame: | Cardholders Group 1 - -
3 Door Group Type | Cardholder |
¥ Elevator
¥* Input GROUP OBJECTS
»  Output Available Objects Assigned Objects
¥ Reader Alberts, Frank

Danigls, Charles

DS D

©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window
javascript:__doPaostBacki'cti00$MainContentPlaceHalderfRemavedllButton’, ") S) .

Available Fields and Controls:

Group Name: — Field to assign Name for the current Group. This is an obligatory field for any Group. An
error message “Group Name is empty* will occur if this field remains empty.

Group Type: — Combo box where Group Type value should be choosen when a new Group is being
created. Select necessary Group Type using this Combo box among 6 available in the Millenium Xtra
Sysem - Reader, Door, Input, Output, Elevators or Cardholder.

Group Assignment Tables: — Set of 2 tables (Available Objects and Assigned Objects). Use buttons Add
Right =>, Add All =>, <=Remove, <=Remove All to assign necessary objects for a selected Group.

Buttons for obects assignment — set of four buttons (Add Right =>, Add All =>, <=Remove, <=Remove
All) for moving objects between two Group Assignment Tables.

Buttons:

New, Save, Delete, Cancel, View Report — set of buttons which allows to create new, copy existing to a
new one, save or delete any Group of objects, which is displayed in the left-side part of a screen tree.

+New button - lets the operator to create New Group of objects.
Save button - lets the operator to Save current Group of objects.
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Delete button - lets the operator to Delete current Group of objects.

Cancel button - clears the Millenium Xtra Operator's input. No changes for the currently displayed Group of
objects information will be stored in the Millenium Xtra Database.

If current record was changed but not saved, and Millenium Xtra Operator is going to access any other part
of the Millenium Xtra System, the following popup will occur:

Millenium Xtra: Holiday Configuration

Dovyouvwantto save the changes you made to database?

Press Yes to save changes, No to discard changes, or Cancel to cancel your access to any other part of the
Millenium Xtra System.

View Report button - lets the operator to view system report about available Group of objects:

) Report Results - Mozilla Firefox

File  Edit ‘iew History Bookmarks Tools  Help
- c A Gy - | g http:f/127.0.0.1/Reports/ExternalRsportiiewer, aspx? TZ=28dD=22 f? v| |'-." Google )'-"I

Group Configuration 1E3] .:-" Report Results E + e

Report Results

Repart Mame: Groups Build on: 4292011 11:21:50 PM

Report parameters: All Records

FPage 1 of1 EU::I records per page, 7 records total -..- ! ::I m

i Group Name (Object Name
1 Cardholders Group 1 Alherts, Frank

2 Cardholders Group 1 Daniels, Charles

3 Door Group - 1 Controller-1-Doar-1

4 Door Group - 1 Controller-1-Doar-2

5 Site-1 Cormmunication Contraller-1

4} Site-1 Communication Contraller-2

7 Site-1 Communication Contraller-2

Download to File @ Lo} Help

Done S

Buttons:
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Print Preview — press this button to obtain Report in a print-friendly form
Download to File — press this button to download Report to a local file
Close — press this button to close Report window
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System Configuration - Alarm Routing Templates

) Routing Template Configuration - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

6 - c A - | g http:f{127.0.0.1SystemConfiguration routingtemplate. aspx?ID=1 ﬁ - |';Tl' Google

| Routing Template Configuration

) o . System Cardholder = Event Hardware System Reports | Historical Maps | External
i ~ @M & Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems

Er_ulMi“enium xtra Current Pattition: | Default Partition «| & Logged User:Admin Time Online: 01:56 Base Online: 2322

f,a Time Periods | Holidays %/, Access ¢ % Groups &1 Aiarm Routing Alarm Acknowl. [E?'—_ Alarm/Event ..‘3‘ Hot Commands
r ol PlLevis ' = Templates Templates A% Definition "> Configuration

« Al Routing Termplates £" Routing Template Configuration
+ Alarm Default Routing

Event Default Routing Routing Template: | Alarm Default Fouting ® active O nactive - m

CURRENT CONFIGURATION FOR ROUTING TEMPLATE

Clear 1New ] Add Update | Deleie Selocied |
Operator Name Time Period Routing Lewvel Routing Type
ADMIN Always Primary UserOperatar
ADMINZ Always Primary UsernOperator

D CI e D

@2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Dane S)

Alarm Routing Templates configuration is used in the Millenium Xtra System for organization of Alarm
Routing Templates, which are used later in different parts of a system. Alarm Routing Templates are used
for creation of time dependent Routing Level and Routing Type patterns for different Millenium Xtra System
Operators. By default, there are two Alarm Routing Templates in the Millenium Xtra System (Alarm Default
Routing and Event Default Routing). Millenium Xtra System Operator can create new and modify existing
Alarm Routing Templates in a way suitable for specific company needs.

Select an existing Routing Template using “All Routing Templates” tree in the left-side part of a screen.
Enter necessary data into corresponding fields. Press Save button to save changes for the selected Routing
Template. Press Cancel button to cancel changes for the selected Routing Template.

Press +New button to add a new Routing Template, which is not present in the left-side tree.

Available Fields and controls:
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Routing Template: — Field to assign Routing Template Name for the current Alarm Routing Template. This
is an obligatory field for any Alarm Routing Template. Red asterisk error message (*) will occur if this field
remains empty.

Routing Template status — group of two Radio buttons (Active, Inactive) is intended for setting up of
current Routing Template status

Current configuration for Routing Template - set of controls for specific tuning of a current Routing
Template, which is described below.

Operator Name: — Combo box where Operator Name should be choosen among existing list of Millenium
Xtra System Operators. Select necessary Operator Name using this Combo box. "Operator Name empty"
error will occur when you try to save current record and this field is empty.

Time Period: — Combo box where Time Period should be chosen among existing list of Millenium Xtra
System Time Periods.

Note: there are three pre-defined Time Period values: Never, Always, 8-5pm Mon-Fri. Millenium Xtra
System operator may add any other required values for Time Periods using System Configuration - Time
Periods Tab. "Time Period Empty" error will occur when you try to save current record and this field is
empty.

Routing Level: — Combo box where Routing Level should be choosen among existing list of Millenium Xtra
System Routing Levels. Select necessary Routing Level using this Combo box. "Routing Level empty" error
will occur when you try to save current record and this field is empty.

Routing Type: — Combo box where Routing Type should be choosen among existing list of Millenium Xtra
System Routing Types. Select necessary Routing Type using this Combo box. "Routing Type empty" error
will occur when you try to save current record and this field is empty.

Current Alarm Routing Table — table which has 4 columns - Operator Name, Time Period, Routing Level
and Routing Type. Use buttons Clear/New, Add/Update, Delete Selected to manage records in the Current
Alarm Routing Table.

Clear / New, Add / Update, Delete Selected - group of 3 buttons for managing records in the Current
Alarm Routing Table.

Buttons:

New, Copy, Save, Delete, Cancel, View Report — set of buttons which allows to create new, copy existing
to a new one, save or delete any Alarm Routing Template, which is displayed in the left-side part of a
screen tree.

+New button - lets the operator to create New Alarm Routing Template.
Copy button - lets the operator to Copy current Alarm Routing Template to a new one.
"Alarm Routing Template Name:" popup window will appear:

Holiday Mame:

Enter necessary text for the new Alarm Routing Template Name.

Save button - lets the operator to Save current Alarm Routing Template.
Delete button - lets the operator to Delete current Alarm Routing Template.

Cancel button - clears the Millenium Xtra Operator's input. No changes for the currently displayed Alarm
Routing Template information will be stored in Millenium Xtra Database.

If current record was changed but not saved, and Millenium Xtra Operator is going to access any other part
of the Millenium Xtra System, the following popup will occur:
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Millenium Xtra: Holiday Configuration

Doyouvwant to save the changes vou made to database?

Press Yes to save changes, No to discard changes, or Cancel to cancel your access to any other part of the
Millenium Xtra System.

If current record was changed but not saved, and Millenium Xtra Operator is going to make a copy of the
current record (via Copy button), the following popup will occur:

Millenium Xtra: : Holiday Configuration

Save or discard your changes hefore copy holiday.

Press OK and Save or Cancel your changes, and then press Copy button again.
View Report button - lets the operator to view system report about available Alarm Routing Templates:
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) Report Results - Mozilla Firefox

File  Edit ‘iew History Bookmarks Tools  Help

- c A Gy - | g http:f/127.0.0.1/Reports/ExternalRsportiiswer, aspx? TZ=28I0D=21 ﬁ '| m‘ Google )'

“‘-" Routing Template Configuration 1E3] .:-'| Report Results E +

Report Results

Report Mame: Alarm Rowuting Template Build on: 4292011 11:24:08 PM

Report parameters: All Records

FPage 1 of1 EU::I records per page, 4 records total ...- ! ::I m

/B Routing Template Name Active Operator Name Time Period Routing Level Routing Type
1 |Alarm Default Routing ADMIFN Always Primary UserOperatar
3 Alarm Default Routing ADMINZ Aliays Primary UserCperator
3 Event Default Routing ADMIM Always Prirmary UserQperator
4 Event Default Routing ADMINZ Alwiays Frimary User/Operator

Download to File @ Lo} Help

Done S

Buttons:

Print Preview — press this button to obtain Report in a print-friendly form
Download to File — press this button to download Report to a local file
Close — press this button to close Report window
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System Configuration - Alarm Acknowledgement Templates

) Alarm Acknowledgement Template Configuration - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

6 - c A iy - | g http:}j127.0.0.1SystemConfigurationjalarmacknowledgementtemplate, aspx?ID=1 ﬁ - |':Tl' Google

| Alarm Acknowledgement Template ...

= e . System Cardholder = Event Hardware System Reports | Historical Maps @ External
L @ ™ <& Current Threat Level: Administration = Data Monitoring | Configuration | Configuration Log Systems

Er_“lMi“enium Xtra Current Pattition:| Default Partition v | 2, Logged User:Admin Time Online: 01:58 Base Online; 23:24

N q i q - 3 = " = S
fé Time Periods o Holidays '™ Access < % Groups ij‘ Alarm Routing Alarm Acknowl. [EE:-' Alarm/Event | <% Hot Commands

WpLeveis [ " Templates Templates * Definition | P Configuration

« AllAlarm Ask Templates & Alarm Acknowledgement Template Configuration

+ All controller functions

Dioor Alarms Template Template Mame:| All cantroller functions - m

InputAlarm Events Priorty;| 1 ::‘ Acknowledgements:| 0 ::‘
Input Troukle Event

Imvalid Card Holder Events Primary Acknowledgement regquired within:  Each Auxiliary Acknowledgement required within:

000000 hhimmiss 000000 hhimmiss
OPTIONS SELECT ALARM ACTION MESSAGE
| Controller Alarm Message n | Edit Alarm Action Message
[ ctive Alarm Clear Investigate alarm for the controller
idencified.

[ auto Atarmn Clear

Acknowledgement Comment Required

Edit Acknowledge Comments
[ nou ] cony ] - 5o | vt

@2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window
Dane S)

Alarm Acknowledgement Template Configuration.

Alarm Acknowledgement Template configuration is used in the Millenium Xtra System for organization of
Alarm Acknowledgement Templates, which are used later in different parts of a system. Alarm
Acknowledgement Templates are used for creation of various Millenium Xtra System responses sets for
different device-specific or object-specific events. By default, there are five Alarm Acknowledgement
Templates in the Millenium Xtra System (All controller functions, Door Alarms Template, Invalid Card Holder
Events, Input Alarm Events and Input Trouble Event). Millenium Xtra System Operator can create new and
modify existing Alarm Acknowledgement Templates in a way suitable for specific company needs.

Select an existing Alarm Acknowledgement Template using “All Alarm Ack. Templates” tree in the left-side
part of a screen. Enter necessary data into corresponding fields. Press Save button to save changes for the
selected Alarm Acknowledgement Template. Press Cancel button to cancel changes for the selected Alarm
Acknowledgement Template.

Press +New button to add a new Alarm Acknowledgement Template, which is not present in the left-side
tree.
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Available Fields and controls:

Template Name: — field to assign Alarm Acknowledgement Template Name for the current Alarm
Acknowledgement Template. This is an obligatory field for any Alarm Acknowledgement Template. Red
asterisk error message (*) will occur if this field remains empty.Priority: — field to assign Event's Priority for
the current Alarm Acknowledgement Template. Valid range of values for this field is from 1 to 100 (xx -
highest priority, xx - lowest priority). "Priority is wrong." error message will occur if an Operator will try to set
this field outside of valid range.

Acknowledgements: — field to assign the Number of Acknowledgements for the current Alarm
Acknowledgement Template. Valid range of values for this field is from 0 to 40. "Acknowledgements is
wrong." error message will occur if an Operator will try to set this field outside of valid range.

Primary Acknowledgement required within: — field for setting up of a moment when Primary
Acknowledgement will appear. This field has hh:mm:ss format.

"hh:mm:ss Time is wrong." error message will occur if an Operator will try to use another format.

Each Auxiliary Acknowledgement required within: — field for setting up of a delay when Each Auxiliary
Acknowledgement will appear. This field has hh:mm:ss format.

"hh:mm:ss Time is wrong." error message will occur if an Operator will try to use another format.

Options — group of controls for setting up of additional options, such as Active Alarm Clear, Auto Alarm
Clear, Acknowledgement Comment Required, Edit Acknowledge Comments (see below) :

Active Alarm Clear: — independent checkbox. When checked, only active alarm for the current Alarm
Acknowledgement Template is cleared.

Auto Alarm Clear: —independent checkbox. When checked, alarm(-s) for the current Alarm
Acknowledgement Template are cleared automatically.

Acknowledgement Comment Required: — independent checkbox. When checked, Alarm
Acknowledgement Comment(-s), which are set with the help of "Edit Acknowledge Comments" button, will
be displayed on alarm.

Edit Acknowledge Comments — button for creation / modification / removal of Acknowledge Comment(-s),
which may be switched on and off with the help of "Acknowledgement Comment Required:" checkbox.
Global Alarm Acknowledgement Comments Configuration popup will appear:

%) Global Alarm Acknowle dgement Comments Configuration - Mozilla Fir... g@g|

| http:}f127.0.0.1/popup/CommentMessageConfiguration. aspx LT

g

Select Acknowledgerment Comment]

Edit Alarm Acknowledgement Comment Text:
My Acknowledgement Conient Text)

o ven L T T 0 ] e

Done S

Buttons:

New, Copy, Save, Delete, Close — set of buttons which allows to create new, copy existing to a
new one, save, delete and close any Global Alarm Acknowledgement Comment(-s).

Select Alarm Action Message — group of controls for setting up of Alarm Action Message (see below) :
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Alarm Action Message selector — Combo box for selection of Alarm Action Message for the current Alarm
Acknowledgement Template. There are 5 pre-defined alarm action messages in the Millenium Xtra System

e Tamper — Please Acknowledge
e Controller Alarm Message

e Door Alarm Message

e Input Alarm Message

e Cardholder Event Message

Edit Alarm Action Message — button for creation / modification / removal of Alarm Action Message(-s),
which are displayed in accordance with corresponding Alarm Action Message selector values. Global Alarm
Action Message Configuration popup will appear:

) Global Alarm Action Message Configuration - Mozilla Firefox [:”E”‘S__q

| http:)f127.0.0.1/popupfAlarmMessageConfiguration. aspx T

Select Action Message| Tamper - Flease Acknowledge v

Edit Alarm Action Message Text
Aok this alarm and inform managment if procedure requires

& ew { Cony | save | % Detete | © ciose ]

Done S

Buttons:

New, Copy, Save, Delete, Close — set of buttons which allows to create new, copy existing to a
new one, save, delete and close any Global Alarm Action Message(-s).

Grey Memo field — non-editable field which only displays currently selected Global Alarm Action Message
for the current Alarm Acknowledgement Template.

Buttons:

New, Copy, Save, Delete, Cancel, View Report — set of buttons which allows to create new, copy existing
to a new one, save or delete any Alarm Acknowledgement Template, which is displayed in the left-side part
of a screen tree.

+New button - lets the operator to create New Alarm Acknowledgement Template.
Copy button - lets the operator to Copy current Alarm Acknowledgement Template to a new one.
"Alarm Acknowledgement Template Name:" popup window will appear:

Holiday Mame:

Enter necessary text for the new Alarm Acknowledgement Template Name.
Save button - lets the operator to Save current Alarm Acknowledgement Template.

Millenium Xtra User Guide Version 7 — 09/13/2012 315
Millenium Group



Delete button - lets the operator to Delete current Alarm Acknowledgement Template.

Cancel button - clears the Millenium Xtra Operator's input. No changes for the currently displayed Alarm
Acknowledgement Template information will be stored in the Millenium Xtra Database.

If current record was changed but not saved, and Millenium Xtra Operator is going to access any other part
of the Millenium Xtra System, the following popup will occur:

Dovyouvwantto save the changes you made to database?

Press Yes to save changes, No to discard changes, or Cancel to cancel your access to any other part of the
Millenium Xtra System.

If current record was changed but not saved, and Millenium Xtra Operator is going to make a copy of the
current record (via Copy button), the following popup will occur:

Save or discard your changes hefore copy holiday.

" OK

Press OK and Save or Cancel your changes, and then press Copy button again.

View Report button - lets the operator to view system report about available Alarm Acknowledgement
Templates:
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) Report Results - Mozilla Firefox

File  Edit ‘iew History Bookmarks Tools  Help
- c A = ‘?1 http:fj127.0.0. 1 JReports/ExternalReportiiewer, aspxf TZ=Z&ID=25 ﬁ - | |':.—' = | Google
Alarm Acknowledgement Template Con, Report Results
Report Results
Repart Marme: Alarm Acknowledgement Template
Repaort pararmeters: All Records
FPage 1 of1 20 * records per page, 5 records total .
/ #  Ack Template Name  Priority Number of Acknowlegements Primary Ack. Time Secondary Ack. Time Alarm Action Message |
1 |All controller functions 1 0 Investigate alarrn for the controller iderntified.
2 |Doar Alarms Template 10 0 Cioor operation alarm. Investigate door identified and acknowledge
3 (lnvalid Card Holder Events| 20 0 Cardholder operation event. Investigate card use identified and acknowledge.
4 |Input Alarm Events 10 0 Input aperation alarm. Investigate input identified and acknowledge.
5 |Input Trouble Event 20 0 Input operation alarm. Irvestigate input identified and acknowledoe
< ]
Download to File m {71 Help |
¢ | >
Dare S
Buttons:
Print Preview — press this button to obtain Report in a print-friendly form
Download to File — press this button to download Report to a local file
Close — press this button to close Report window
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System Configuration - Alarm/Event Definition

2) Alarm/Event Definition - Mozilla Firefox

File Edit Wiew History Bookmarks

Tools  Help

6 = c x far - | g http:}j127.0.0.1SystemConfigurationalarmeventdefinition aspx ID=0adevice=1 f} '| |§' Google

| Alarm/Event Definition

& L @O M 3 Current Threat Level: m Systemn Cardholder = Event Hardware System Reports = Historical Maps External

Millenium Xtra

Time Periods ™ Holidays
S

Contrallers
+ All Controllers

Controller-1
Controller-2
Contraller-2

Doors

Elevators

Outputs

Inputs

Cardhalders

Sites

Door Graups

Elevator Groups

Cutput Groups

Input Groups

Cardholder Groups

I I

@2000-2011 Millenniurm Group, Inc.

e
([ 1 = Templates Templates

Administration = Data Monitoring | Configuration | Configuration Log Systems

Current Partition: | Default Parttion v | & Logged User:Admin Time Onlin

Alarm Routing Alarm Acknowl. [E?‘-z Alarm/Event Hot Commands
&% Definition } Configuration

Alarm/Event Definition

Selected Device Name:.AII Controllers . E\rentName:‘ v

Alarm Trigger Delay: | 00:00:00 hhmmiss

Alarm Acknowledgement Template hd Alarm Time Feriod

LINK TO AN OUTPUT

Cutput: b

Output Time Period:

SELECT TEMPLATES
Routing Template v
Camera Template v
Intarcom Termplats ~
CURRENT DEFINITIONS

o cloar 1Nom |  naarupaate | % b i ]

Alarm Name | Ask Template | Alarm Trigger Delw| Alarm Time Perind|0ulput Evem|0u1pul Time Period|Rnuting Template | Camera Template | Intercom Tel

£ 1l ] ¥

m Defined Alarms/Events View Report

Channe Password - Company [nfo - Privacy Policy - Open in Separate YWindow

Dorne

Ol |
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2) Alarm{Event Definition - Mozilla Firefox
File  Edit ‘iew History Bookmarks Tools  Help

@ = c A fay = é http:f§127.0.0. 1 }SystemConfiguration/alarmeventdefinition. aspx T ID=C0f&device=1 i? '! ;-.'v Google

j 4 Alarm,Event Definition |_A--|

System Cardholder Event Hardware System Reports | Historical External
L Administration = Data Monitoring Configuration Configuration Log Systems

Er—ulMi“enium xtra Currert Pattition: | Default Partion ~| 2, Logged User:Admin Time Online: 02:01 Base Online: 23:27

#E Time Periods | Holidays | 9, Access Groups J'ﬂl!rl‘l‘lRDI.I‘lil'lg snlarmnclmowl. == Rlarm/Event | & Hot Commands
A e (. ﬁ ?J = Templates [ET L

P Levels - Templates ‘ Definition \\h) Configuration

# ~ O™ & current Threat Level:

v Controllers | % Alarm/Event Definition
+All Comtrollers

Contraller-1 Selected Device Mame: | All Controllers Ewvent Mame ‘ Starting Controller download v

Contraller-2

Controller-3 Alarm Trigger Delay: | 00:00:00 hhvmrmiss
* Dogrs Alarm Acknowledgement Template: | Al controller functions | Alarm Time Period: | 8-5pm Man-Fri »
» Elevators
2 Clitputs LINK TO AN OUTPUT
¥ Inputs -
3 Carinaligie Output:| Controller-1-RCD-1 Superviso v
> Sites Output Time Period
3 Door Groups SELECT TEMPLATES
» Elevator Groups Routing Templata: | Alarm Default Routing ~
» Output Groups Camera Template v
¥ Input Groups Intercom Template b
¥ Cardholder Groups

CURRENT DEFINITIONS
o= Clear /New | +* Add /Update | 3 Delete Selected

Alarm Name Ask Template Alarm Trigger Delay Alarm Time Period Output Event Output Tim

00:00:00 1 Mon-Fri Contraller-1

< | ¥
m Defined Alarms/Events View Report {71 Help
©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Cpen in Separate Window
Dare S

Alarm/Event Definition

Alarm/Event Definition configuration is used in the Millenium Xtra System for organization of Alarm/Event
Definitions (rules) for specific system devices, such as Controllers, Doors, Elevators, Outputs, Inputs,
Cardholders, Sites, Door Groups, Elevator Groups, Output Groups, Input Groups, Cardholder Groups.
Alarm/Event Definitions also may be imagined as time dependent correlations between devices, events,
alarm acknowledgement templates, routing templates and outputs. By default, there are no Alarm/Event
Definitions in the Millenium Xtra System. Millenium Xtra System Operator can create new and modify
existing Alarm/Event Definition in a way suitable for specific company needs.

Select an existing device for configuration of its Alarm/Event Definition using “devices” tree in the left-side
part of a screen. Enter necessary data into corresponding fields. Press Save button to save changes for the
selected Alarm/Event Definition. Press Cancel button to cancel changes for the selected Alarm/Event
Definition. All dependencies for the current Alarm/Event Definition are stored in the CURRENT
DEFINITIONS Table and are managed with the help of Clear / New, Add / Update, Delete Selected
buttons .

Approximate “devices” tree depends on specific devices (objects), which were previously set up, is shown
below. Example of “devices” tree:
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Controllers
= All Controllers

= DCD-2

= DCD-1

= DCD-3

= DCD-1/2

= DCD-2/2
Doors

= All Doors

= Door-1

= Door-2

= Door-3
Elevators

= All Elevators

= Elevator-1

= Elevator-2

= Elevator-3
Outputs

= All Outputs

= DCD-1/2 RCD 0 Supervisor Relay

= DCD-2/2 RCD 0 Supervisor Relay

=  MyOutput
Inputs

= All Inputs

= Input-Door-1(DCD-1)

= Input-Door-2(DCD-2)

= Input-Door-3(DCD-3)
Cardholders

= Cardholders
Sites

= All Sites

= Site-1 Communication

= Site-2 Communication

= Site-3 Communication

» Site-4 Communication
Door Groups

= All Door Groups
Elevator Groups

= All Elevator Groups
Output Groups

= All Output Groups
Input Groups
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= All Input Groups
Cardholder Groups

Available Fields and controls:

MilleniumXtra

Selected Device Name: — non-editable field which shows Selected Device Name. This field corresponds

exactly to currently selected device in “devices” tree in the left-side part of a screen.

Event Name: — Combo box for selection of an Event name for current dependency. There are following
built-in Event names in the Millenium Xtra System:

Closed and locked

Unlocked

REX is active

Denied Access: Invalid token presented

Auto Unlock

Unlock End

Momentary Unlock

Operator command:Lock

Executed operator command:Lock

Operator command failed:Lock

Operator command:Unlock

Executed operator command:Unlock

Operator command failed:Unlock

Operator command:Momentary Unlock
Executed operator command:Momentary Unlock
Operator command failed:Momentary Unlock
Operator command:Normal

Executed operator command:Normal

Operator command failed:Normal

Operator command:Momentary Forgive APB
Executed operator command:Momentary Forgive APB
Operator command failed:Momentary Forgive APB
Door secured, PIN required

Tamper Alarm

Tamper Alarm Reset

Bypass

Bypass Reset

Alarm Acknowledgement Template: — Combo box for selection of an Alarm Acknowledgement Template
name for current dependency. There are following built-in Alarm Acknowledgement Template names in the
Millenium Xtra System:

All controller functions
Door Alarms Template
Invalid Card Holder Events
Input Alarm Events
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Input Trouble Event

This list may be changed by adding new or removing existing Alarm Acknowledgement Templates (see
corresponding section). Red asterisk error message (*) will occur if this field is empty.

Alarm Trigger Delay: — Field for entering of Alarm Trigger Delay. This field has format hh:mm:ss. Red
asterisk error message (*) will occur if format of this field is violated.

Alarm Time Period: — Combo box where Time Period should be chosen among existing list of Millenium

Xtra System Time Periods. There are three pre-defined Time Period values in the Millenium Xtra System:

Never, Always, 8-5pm Mon-Fri. This list may be changed by adding new or removing existing Time Period
values (see corresponding section). Red asterisk error message (*) will occur if this field is empty.

Link to an Output — group of 2 Combo boxes to provide link to Output (see below)

Output: — Combo box to select necessary Output among available in the system. Red asterisk error
message (*) will occur if this field is empty.

Output Time Period: — Combo box to select necessary Output Time Period among available for the
selected Output.

Select Templates — group of 3 Combo boxes to provide necessary routing / hardware templates (see
below)

Routing Template: — Combo box to select necessary Alarm Routing Template among available in the
system. There are two pre-defined Alarm Routing Templates in the Millenium Xtra System: Alarm Default
Routing, Event Default Routing. This may be changed by adding new or removing existing Alarm Routing
Templates (see corresponding section). Red asterisk error message (*) will occur if this field is empty.

Camera Template: — Combo box to select necessary Camera Template among available in the system.
Intercom Template: — Combo box to select necessary Intercom Template among available in the system.

CURRENT DEFINITIONS Table: — table which has 9 columns - Alarm Name, Ask Template, Alarm Trigger
Delay, Alarm Time Period, Output Event, Output Time Period, Routing Template, Camera Template,
Intercom Template. Use buttons Clear/New, Add/Update, Delete Selected to manage records in the
CURRENT DEFINITIONS Table.

Clear / New, Add / Update, Delete Selected — group of 3 buttons for managing records in the CURRENT
DEFINITIONS Table.

Buttons:

Save, Cancel, Defined Alarms/Events, View Report — set of buttons which allows to save or cancel
saving of any Alarm/Event Definition set (which is displayed in the left-side part of a screen tree), as well as
view predefined Alarms/Events set(-s) and view report about existing Alarm/Event Definitions.

Save button - lets the operator to Save current Alarm/Event Definition set.

Cancel button - clears the Millenium Xtra Operator's input. No changes for the currently displayed
Alarm/Event Definition set information will be stored in the Millenium Xtra Database.

If current record was changed but not saved, and Millenium Xtra Operator is going to access any other part
of the Millenium Xtra System, the following popup will occur:

Doyouwant to save the changes vou made to database?

Press Yes to save changes, No to discard changes, or Cancel to cancel your access to any other part of the
Millenium Xtra System.

Defined Alarms/Events - lets the operator to view current Alarm/Event Definition set in Defined
Alarms/Events mode.

Device List - lets the operator to view current Alarm/Event Definition set in Device List mode
View Report button - lets the operator to view system report about available Alarm/Event Definitions:
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) Report Results - Mozilla Firefox

MilleniumXtra

File  Edit ‘iew History Bookmarks Tools  Help

C X

far - | g http:ff127.0.0.1/Reports/ExternalRsportiiewer, aspx? TZ=28dD=24

| |—" Google 'I

o2 Alarm{Event Definition =)

o Report Results

Report Results

Report Mame: Alarms Configuration

Report parameters: All Records

FPage 1 of1 20 * records per page, 1 records total

al-: 4|_

/8 Alarm/Event Definition Name Ask. Template Alarm Trigger Delay Alarm Time Period Chtput Name

Chrtput Time Period  Routing Template

1 |All Controllers-Starting Controller download [All controller functions o0:00:.00 8-8pm Mon-Fri Coniraller-1-RCD-1 Superisor Relay

|Alarm Default Routin

<
v
Buttons:
Print Preview — press this button to obtain Report in a print-friendly form
Download to File — press this button to download Report to a local file
Close — press this button to close Report window
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System Configuration - Hot Commands Configuration

2) Hot Commands Configuration - Mozilla Firefox

File Edit Wew History Bookmarks Tools Help
6 hd c A Ay - | g hEtpif{127.0.0.1/SystemConfigur ationjhotcommands, aspxPID=0 {_\? - I?" Google

‘:’ Hot Commands Configuration

) e . System Cardholder = Event Hardware System Reports = Historical Maps  External
@ = @ M < current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems
;:’1 Mi“enium Xtra Current Partition Defauh Partition ~ 3 Logged User:Admin  Time Online: 00:24 Base Online: 00:42
/_4 Time Periods ™/ Holidays ., Access g ! Groups Ei 3 Alarm Routing Alarm Acknowl. nlarmevent ’.\‘: Hot Commands
/ﬂ o “ ~— Templates Templates Der nition % Configuration
v All Commands «%% Hot Commands Configuration

Hot Command Marme:

Device Type:

| Contrallers A ‘

Device:

| Controller-1 w ‘

Command

|On|ine V‘
©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate YWind o
Done S) e

Hot Commands configuration is used in the Millenium Xtra System for Hot Commands management. User
can set up as many command(-s) as required for quick and easy control of different devices.

By default, there are no Hot Commands in the Millenium Xtra System. Millenium Xtra System Operator can
create new and modify Hot Commands in a way suitable for specific user needs.

Select necessary command using “All Commands” tree in the left-side part of a screen. Press +New button
to add a new Hot Command, which is not present in the left-side tree.

Select an existing Hot Command inside required subgroup of objects using “All Commands” tree in the left-
side part of a screen. Enter necessary data into corresponding fields. Press Save button to save changes
for the selected Hot Command. Press Cancel button to cancel changes for the selected Hot Command.
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?) Hot Commands Configuration - Mozilla Firefox
Fle Edit Wew History Bookmarks Tools  Help

é - c A - | g4 hitp:f{127.0.0.1SystemConfigurationfhotcommands., aspx?ID=0 ﬁ - m' Googls

4 Hot Commands Configuration

# L @ M & Current Threat Level: Systemn Cardholder = Event Hardware Systemn Reports = Historical Maps  External
i = L 5 i

Administration = Data Monitoring | Configuration | Configuration Log Systemns
ﬁl Mi“enium Xtra Gurrent Partition | Default Partiion | &, Legged User:Admin Time Online: 00:24 Base Online: 00:43
___,"__ Time Periods ‘_!’ Holidays e ., Access g i Groups zJi,ll.li!rm Routing g Alarm Acknowl. * Alarm/Bvent _¢® Hot Commands

A L FoLewss " - Templates Templates EEE Definition | ®Op Configuration
v Al Commands Hot Commands Configuration :

Hot Command Marme:

Device Type:

| Controllers W ‘

Device:

| Contraller-1 & ‘

Cornmand

| Cnline V‘
@2000-2011 Millennium Groug, Inc. Chance Password - Cormpary nfo - Privacy Policy - Open in Separate Window
Done S

Available Fields and Controls:

Hot Command Name: — Field to assign Name for the current Hot Command. This is an obligatory field for
any Hot Command. An error message “Hot Command Name is empty" will occur if this field remains empty.

Device Type: — Combo box where Device Type value should be choosen when a new Hot Command is
being created or an existing Hot Command is being edited. Select necessary Device Type using this Combo
box among 8 available in the Millenium Xtra Sysem - Controllers, Doors, Readers, Regions, Inputs,
Outputs, Cardholders, Door Groups.

Device: — Combo box where the Name of a specific device (for which the selected Hot Command should be
applied to) should be choosen. List of devices varies on selected Device Type (see previous description).

Command: — Combo box with the set of specific commands, where specific command should be choosen.
List of specific commands varies on selected Device (see previous description).

See also for full description of commands below.

Commands vs devices (depending on device types):
All Device Types:
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Controllers, Doors, Readers, Regions, Inputs, Outputs, Cardholders, Door Groups

Device Type: Controllers
Device (for example): Controller-1
Command: Online, Offline

Device Type: Doors
Device (for example): Controller-1-Door-1
Command: Lock, Unlock, Momentary

Device Type: Readers
Device (for example): Controller-2-Reader-1
Command: Online, Offline

Device Type: Regions
Device (for example): Regionl
Command: Set to Maximum Count, Reset Count

Device Type: Inputs
Device (for example): Controller-1-DR-1-Egress
Command: Online, Offline, Shunt, Clear Shunt

Device Type: Outputs
Device (for example): Controller-1-Output-6
Command: Activate, De-activate, Pulse

Device Type: Cardholders
Device (for example): Frank Daniels
Command: Forgive APB, Cardholder In/Out, Active/lnactive

Device Type: Door Groups
Device (for example): Door Group#1
Command: Lock, Unlock, Momentary

Buttons:

+New, Copy, Save, Delete, Cancel — set of buttons which allows to create new, copy existing to a new
one, save or delete any of Hot commands, which are displayed in the left-side part of a screen tree.

+New button - lets the operator to create New Hot command.
Save button - lets the operator to Save current Hot command.
Delete button - lets the operator to Delete current Hot command.

Cancel button - clears the Millenium Xtra Operator's input. No changes for the currently displayed Hot
command information will be stored in the Millenium Xtra’'s Database.
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If current record was changed but not saved, and Millenium Xtra Operator is going to access any other part
of the Millenium Xtra System, the following popup will occur:

Millenium Xtra: Holiday Configuration

Doyouwant to save the changes vou made to database?

Press Yes to save changes, No to discard changes, or Cancel to cancel your access to any other part of the
Millenium Xtra System.
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?) Intercom Status - Mozilla Firafox

File Edit Wew History Bookmarks

+ | gl http:ff127.0.0. 4 Intercom|

6 ~C X &

Tools  Help

7 -

|§] v Google

o] Intercom Status

# — @ M < current Threat Level: m

2 Millenium Xtra
] ercom

+Intercom Status

System

Administration

ﬁﬂ Intercom Status

Cardholder | Event Hardware System
Monitoring | Configuration

Current Partition: | Default Parition ~| &, Logged User:Admin Time Online: 00:44 Base Online: 01:04

Configuration

Reports Historical

Log

Maps | External
Systems

Intereom Configuration

Order Number Intercom name Intercom MAC address IP address Intercom Status Intercom Type|
1 htact Mact 127.0041 DA
2 hiac2 Macz 192.168.0.1 CE_5FP

©2000-2011 Millennium Group, Inc.

Change Password - Campany Info - Privacy Palicy - Open in Separate YWindow

Done

S |

This section of the Millenium Xtra System is intended for viewing and configuring of any external devices.
For example, Intercom status may be viewed as well as any available Intercom devices may be configured.

All the information about Millenium Xtra System Hardware Devices is stored in 2 tabs: Intercom Status tab

and Intercom Configuration tab.
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2) Intercom Status - Mozilla Firefox

File Edit Wew History Bookmarks Tools  Help

MilleniumXtra

ﬁ v| |?" Google

G - C X &

o Intercom Status

- | @4 hitp:/f127.0.0,1 fIntercom|

Cardholder
Data

Systemn
Administration

Currant Partition
m’ Intercom | Intercom
(415 Status S[S Configuration

+Intercom Status Intercom Status

Intercom Configuration

BEvent
Monitoring

External
Systems

Hardware Systemn
Configuration

Reports = Historical
Configuration Log

v 8) Logged User:Admin Time Online: 00:44 Base Online: 01:04

Order Number Intercom name Intercom MAC address IP address Intercom Status Intercom Type|
1 hfact Mact 127.0.01 a2}
2 hiac2 Mac2 192.168.0.1 CE_8P

@2000-2011 Millennium Graup, Inc.

Change Password - Company Info - Privacy Palicy - Open in Beparate YWindow

Done

S .
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External Systems - Intercom Status

2) Intercom Status - Mozilla Firefox

File Edit Wew History Bookmarks Tools Help

6 - c X ot ) 'l_‘?l http:fi127.0.0. 1 /Inkercom! ﬁ:} - Iglv Google

o] Intercom Status
= = . System Cardholder | Event Hardware System Reports = Historical | Maps @ External
@ = @ M < current Threat Level: m Administration | Data Monitoring | Configuration = Configuration Log Systems
j‘:’lMi“enium Xtra Current Partition: | Default Parition ~| &, Logged User:Admin Time Online: 00:44 Base Online: 01:04
“ +| Intercom Intercom
T status | %= Configuration
+Intercom Status ﬁﬂ Intercom Status
Intereom Configuration
Order Number Intercom name Intercom MAC address IP address Intercom Status Intercom Type|
1 htact Mact 127.0041 DA
2 hiac2 Macz 192.168.0.1 CE_5FP

©2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate YWind o
Dane S

Intercom status is displayed in a table for all available Intercom devices in the Millenium Xtra System.

Available fields:

Order Number — order number of Intercom device

Intercom name — name of Intercom device

Intercom MAC adress — MAC address (physical address) of Intercom device
IP address — IP address of Intercom device

Intercom Status — current status of Intercom device

Intercom Type — type of Intercom device

There are no controls for this screen. All the information may only be viewed.
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External Systems - Intercom Configuration

Intercom Configuration is necessary for configuring Intercom devices which are available in the Millenium
Xtra System.

Left-side Menu on the operator's screen displays all available Intercom devices.
Click the required Intercom device in the Left-side Menu to view or change its settings.

Fields and controls on the operator's screen may vary depending on type of currently selected Intercom
device.

a) Available fields and controls for DA type of Intercom device:

2) Intercom Configuration - Mozilla Firefox
File Edit Yew History Bookmarks Tools Help

6 hd c }tg ot ) - | g http:f{127.0.0.1/Inkercomfintercomeonfig. aspx?I0=0 {_\\f - m' Google

ﬂ" Intercom Configuration

Cardholder Event Hardware System Reports Historical Maps External

- : System
& = @ ™ <3 current Threat Level: m Administration = Data Monitoring Configuration Configuration Log Systems

/E;J\Mi“enium Xtra Current Partition: | Default Parition »| &, Logged User:Admin Time Online: 00:44 Base Online: 01:04
I + | Intercom Intercom

“f Status || S Configuration
Intercorm Status W Intercom Configuration

*Intercom Configuration

Intercam name: MAC: Type: Current Status:
ASSIGNED TO

{Door v

\ ~|

Door not selected.

(G D I

@2000-2011 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - Open in Separate Window

Done 5) -

Intercom Name - field to assign name for the Intercom device
MAC - field to view MAC address for the Intercom device
Type — field to view type for the Intercom device

Current status — field that shows current Intercom status
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ASSIGNED TO - group of two combo boxes, which allow make assignments for currently selected Intercom
device

Buttons:

Save button — lets the operator to Save settings for currently selected Intercom device
Delete button — lets the operator to Delete currently selected Intercom device

Reset — button to Reset currently selected Intercom device

b) Available fields and controls for CS_SP type of Intercom device:

) Intercom Configuration - Mozilla Firefox

File Edit Wew History Bookmarks Tools  Help
@ - c oY = ¢°| http:ff127.0.0. 1 /Intercom/intercomconfig, aspxFI0=0 ﬁ'? - [ui "" G )"f:'g
¢°| Intercom Configuration =+ -
o v Systemn | Cardholder = Event | Hardware Systemn Reports | Historical | Maps | External
Current Threat Level: Administration = Data Monitoring = Configuration = Configuration Log Systems
;"_"’1 Mi“enium Xtra Current Partition: | Default Partition v | 2, Legged User:Admin Time Online: 00:44 Base Online: 01:04
Intercom name:| Macz MAC Mac2 Type CS_SP Current Status:
USER CONFIGURATION ASSIGHED TO
User Hame Password
—— Il .
s D
Zone 1 Configuration Zone 2 Configuration
Sensor type Zonhe type Sensor type fone type
QOpEH @Supervised Relay Delay @Open @Supewised Relay Delay
Echoss O Mat Supervised g o= © Nat Supervised
OElypassed p OElypassed P
Zone 3 Configuration Zone 4 Configuration
Sensor type Zone type Sensor type Zone type
© Open ® Superised Relay Delay © open @ superised Relay Delay
Lo O Mot Supervised e O Mot Supervised
OElypassed P OElypassed P
Zone 5 Configuration Zone 6 Configuration
Sensor type Zone type Sensor type Zone type
2 S0 @ superised Relay Delay = @ superised Relay Delay
o O Mot Supervised B O ot Supervised
OElypassed P OElypassed g
Zonhe 7 Configuration Zone 8 Configuration
Sensor type Zone type Sensor type Zone type
© Open @ supenised Relay Delay © Open @ supenised Relay Delay
O ¢lose ® ot . O Close ® ot s .
0T aupenise| o1 aUperse|
OElypassed . OElypassed P
X Delete | Disable Alarm m {7 Help
@2000-2011 Millennium Graup, Inc. Change Passward - Company Info - Privacy Policy - Open in Separate YWindow
Done S

Intercom Name - field to assign name for the Intercom device
MAC - field to view MAC address for the Intercom device
Type — field to view type for the Intercom device

Current status — field that shows current Intercom status

ASSIGNED TO - group of two combo boxes, which allow make assignments for currently selected Intercom
device
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USER CONFIGURATION - Table with user account records and 3 buttons (Add, Edit, Delete).

Press Add butto to add a new record (User Name, Password) to the table. Enter User Name and
corresponding Password and press OK button in the pop-up window.

Click on required record in USER CONFIGURATION Table, and the press Edit button to edit the selected
record.

Click on required record in USER CONFIGURATION Table, and the press Delete button to delete the
selected record.

Zone configuration controls — the set of 8 similar control sets which allow cofiguring Sensor Types, Zone
Types and Relay Delays for these 8 zones:

Zone n Configuration

Sensor Type — set of 3 Radio buttos to assign Sensor Type for Zone (Open; Close; Bypassed)
Zone Type — set of 2 Radio buttos to assign Zone Type for Zone (Supervised; Not Supervised)
Relay Delay — combo box to choose Relay Delay if required for Zone.

Buttons:

Save button — lets the operator to Save settings for currently selected Intercom device
Delete button — lets the operator to Delete currently selected Intercom device

Disable Alarm — button to disable Alarm for currently selected Intercom device
Unlock SP — button to unlock SP for currently selected Intercom device

Reset — button to Reset currently selected Intercom device

If current record was changed but not saved, and Millenium Xtra Operator is going to access any other part
of the Millenium Xtra System, the following popup will occur:

Doyouvwant to save the changes vou made to database?

[ ves 1 0] & coca

Press Yes to save changes, No to discard changes, or Cancel to cancel your access to any other part of the
Millenium Xtra System.
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External Systems - CCTV

An Internet protocol camera, or IP camera, is a type of digital video camera commonly employed for
surveillance, and which unlike analog closed circuit television (CCTV) cameras can send and receive data
via a computer network and the Internet. Although most cameras that do this are webcams, the term "IP
camera" or "netcam" is usually applied only to those used for surveillance.

There are two kinds of IP cameras:

Centralized IP cameras, which require a central Network Video Recorder (NVR) to handle the
recording, video and alarm management.

Decentralized IP cameras, which do not require a central Network Video Recorder (NVR), as the
cameras have recording functionality built-in and can thus record directly to digital storage media,
such as flash drives, hard disk drives or network attached storage.

In order to address issues of standardization of IP video surveillance, two industry groups were formed in
2008: the Open Network Video Interface Forum (ONVIF) and the Physical Security Interoperability Alliance
(PSIA). While the PSIA was founded by 20 member companies including Honeywell, GE Security and
Cisco, and ONVIF was founded by Axis Communications, Bosch and Sony, each group now has numerous
members. As of January 2009, each group had released version 1.0 of their specification.

CCTV is a common abbreviation for Closed-circuit television, a system of remote monitoring using cameras.
CCTV devices in Millenium Xtra System are added and configured via

System Administration — Customer Settings — CCTV Settings
System Administration — Customer Settings — CCTV Camera Synchronization
System Administration — Customer Settings — ONVIF CCTV Cameras

After a successful installation of CCTV device(-s) an additional button(-s) will appear in the Millenium Xtra
software interface. So, Event Monitoring screens (View Events, View Alarms sections) will now contain
View Live Video buttons:

i e 5 Ny . Systemn Cardholder | Event | Hardware Systemn Reports | Historical Maps | External
# L @™ < current Threat Level: Corfiuration Sitienia

Administration Data Monitoring | Configuration Log
ﬂMillenium xtra Current Partiion:| Detault Partition | 2, Logged User:admin Time Online: 00:57 Base Onfine: 11:32
-

Evenis/Alarms | @ Cardholder's | [[@ Operator | £ Controller %, Image s Event Monitor
Display M Data D control |/ - Download "% Verification €/ Configuration

View Alarms (0) Install External AM View Live Video Enable Image Verification Full Screen

:Time - Category Name Status Origin

|

| 8/31/2012 10:34:52 GMT +03:00 Operator ADMIN Operator logged on

After the CCTV Viewer of Millenium Xtra software is configured, the System Operator can easily view as
well as live, as well as recorded videos from cameras.
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2) Millenium Xtra: CCTV Viewer - Mozilla Firefox

MilleniumXtra

File Edit ‘ew History Bookmarks Tools  Help

= G G | htpf127.0.0.1/CCTVON, 2sp vy | 2K [2q- cooge

| L s - . Toae |
I 2 Events{alarms Display 3 | o Millenium Xtra: CCTY Yiewer E l_ + |

4 View in Main Window' / &

: ey 1
i

o
-
o)

| View in main window

View in main window

View in main window
L

View in main window

Transferring data from 127.0.0.1... S) ;
Millenium Xtra software supports IP Configure, OnSSI| and ONVIF standards of CCTV devices.
All the details of ONVIF cameras configuration are described in details below.
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The ONVIF Core Specification aims to standardize the network interface (on the network layer) of network
video products. It defines a network video communication framework based on relevant IETF and Web
Services standards including security and IP configuration requirements. The following areas are covered
by the Core Specification version 1.0:

IP configuration
Device discovery
Device management
Media configuration
Real time viewing
Event handling

PTZ camera control
Video analytics
Security

ONVIF utilizes IT industry technologies including SOAP, RTP, and Motion JPEG, MPEG-4, and H.264 video
codecs. Later releases of the ONVIF specification (version 2.0) also covers storage and additional aspects
of analytics.
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2) Mozilla Firefox

File Edit ‘Mew History Bookmarks Tools  Help

6 - c £ Iﬂ' hktpe /127 .0.0.1/Systemadministr ationfanvifcamer as. aspx ?1D=0 {_:f v| X "g.l' Google
“-" http://127.0.0.1/...ameras.aspx?ID=0
) s . System Cardholder  Event Hardware System Reports = Historical Maps @ External
@ — @ ™ < Current Threat Level: Administration | Data Monitoring | Configuration | Configuration Log Systems
ﬂMi“el‘ium x-tra Current Patition: | Default Partiion ~| & Logged User:admin Time Online: 01:02 Base Online: 15:53
perator s perator-define re; - abase - iagnostics = Partitions ompany - ustomer
Operator | & Operator-defined Threat == Datab Diagnostics = Partit C 9 cust
B Privileges ~%'~ Fields Levels = Functions &) = Information | ™ Seftings |
Custorner Seftings _', Onvif Cameras
E-mail Setlings
Licensing Support Camera Name: ® online O Offine - -
Intercom Settings
CCTY Settings Camera Url:
CCTY Camera Syncronization Location:
Omif COTY Cameras
Time befor event (sec):| 3 j Time after event (sec):| 3 i‘
@2000-2012 Millennium Group, Inc. Change Password - Company Info - Privacy Policy - ©pen in Separate Window
Dione S

ONVIF CCTV Cameras Settings allow Millenium Xtra Operator to set up CCTV cameras which satisfy
ONVIF Standards. ONVIF is committed to the adoption of IP in the security market. The ONVIF
specification will ensure interoperability between products regardless of manufacturer.

Available fields and controls:
Camera Name — text field to input Camera Name (put ANY camera name here)

Camera Url — text field to input Camera Url (something like the text string given below:
rtsp://10.0.1.42/onvif-media/media.amp )

Location — text field to input Camera Location (put ANY camera description here)

Time befor event (sec): — field to assign time before event (in seconds; 3 seconds by default)
Time after event (sec): — field to assign time after event (in seconds; 3 seconds by default)
Online / Offline — two Radio buttons to switch current ONVIF camera ON or OFF

Buttons:
New — button to add a new ONVIF Camera
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Save — button to save current ONVIF Camera settings
Delete — button to remove currently selected ONVIF Camera record
Cancel — button to cancel (don’t save) changes within currently selected ONVIF Camera record.
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External Systems - ONVIF CCTV Cameras, Adding
Before adding new cameras, check your CCTV settings:
System Administration — Customer Settings — CCTV Settings
To add a new ONVIF CCTV Camera, choose
System Administration — Customer Settings — ONVIF CCTV Cameras
using the corresponding software interface menu items.

2) Mozilla Firefox
File Edit Mew History Bookmarks Tools Help

6 - c ai | A http:f127.0.0,1/Systemadministrationfonvifcamer as, aspxID=0 Tﬁr v| x m' Google

o http://127.0.0.1/...ameras.aspx?ID=0

P ) 2 . 1 System Cardholder  Event Hardware System Reporis = Historical Maps @ External
* = @ ™ 3 curent Threat Level: Administration | Data Monitoring = Configuration = Configuration Log Systems
ﬂMi“enium x-tra Curtent Pattition: | Default Parition ~| 2 Logged User:admin Time Online: 01:08 Base Online: 1553

. % Operator o Operator-defined Threat S Database -°  Diagnostics S Partitions Company $ Ccustomer
5" Privileges  ®O7 Fields Levels mm= Functions o L information | fi Settings

Custorner Beflings l Onvif Cameras -

E-mail Settings

Licensing Suppart Camera Mame: ® online O Ofine - -

Intercom Settings

CCTY Settings Carmera Utl:

CCT Camera Syncronization Lacatian:

Omif CCTY Cameras

Time befor event {sec): 3 ﬁ Time after event (sec):| 3 j

@2000-201 2 Millennium Graup, Inc. Chandge Passward - Campany Info - Privacy Policy - Dpen in Separate YWindow
Done S)

Press New button.

Input Camera Name.

Input Camera Url using the RTSP protocol, IP address, and Path to your media location.
For example, the following text string for the Camera Url is correct:
rtsp://10.0.1.42/onvif-media/media.amp

Input Location. (put any description in the corresponding field)

Choose the appropriate video timing parameters:

Time befor event (sec) — assign any time before the event (in seconds; 3 seconds by default)
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Time after event (sec) — assign any time after the event (in seconds; 3 seconds by default)
Check that Online Radio button is selected.

Press Save button.

The new Camera(-s) will appear in the Left-side Menu:

2) Mozilla Firefox

File Edit “ew History Bookmarks Tools Help

6 - c ot l.:l hktpiff127.0.0.1}Systemadministration/onvifcameras, aspxID=5 T:f '| X ’?" Google

o= http://127.0.0.1/...ameras.aspx?ID=5

# L @ M < Current Threat Levek m System Cardholder Bvent Hardware System Reports = Historical Maps @ External

Administration Data Monitoring Configuration Configuration Log Systems

ﬂMilhnium xt[a Curtent Pattition: | Default Padition EJ Logged User:admin  Time Online: 01:50 Base Online: 16:35

Operator n““\ Operator-defined Threat ="Dalahase . Diagnostics ='Partilions Company % Customer
B Privileges "% - Fields Levels = Functions ) - — information | fi Settings
Custormer Settings :". Onvif Cameras

E-mail Seftings

Licensing Support Camera Name: | Camerals | O online @ offline -

Intercom Settings
CCTY Settings Carera Url:| nspai10.0.1 46/onvikrmediaimedia.at
CCTY Camera Syncronization I 1

Location: Fifth Camera
w Onvif CCTY Cameras B i

Carmerall . — " i
Time befor event {sec): 3 E Time after event (sec):| 23 E
Cameral2 L - —
Cameral3 &
» -
* Camera05

@2000-201 2 Millennium Graup, Inc.

Chanoe Pasgward - Company Info - Privacy Policy - Open in Separate YWindow

Done 5) 1

After that you may configure and view your camera videos.
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External Systems - ONVIF CCTV Cameras, Configure Live Video

To configure Live Video, proceed the following steps:

Navigate to

Event Monitoring — Events/Alarms display
using the corresponding software interface menu items.

Press View Live Video button:

2) EventsfAlarms Display - Mozilla Firefox
File Edit ‘ew History Bookmarks Tools Help

ﬁ::f v| X E' Google

i; - c (a0 | e http:/}127.0.0.1/EventMonitoring)
- y .

o Events/Alarms Display -
# — @ ™ 3 current Threat Level: [[ITal

12 Millenium Xtra

Events/Alarms ‘ Cardholder's E‘\‘Operamr

Display M Data =¥ Control

View Alarms (0) | Install External AM

Time » Category

9/12/2012 14:44:29 GMT +03:00 Operator

©@2000-2012 Millennium Group, Inc

System Cardholder | Event
Administration = Data

4 Controller

Hardware System
Configuration

Reports | Historical Maps @ External
Configuration Log Systems

Current Parition: | Default Fartition 8) Logged Userzadmin  Time Online:  05:42 Base Online: 2026

% Image % Event Monitor
Download «"% Verification 7 Configuration

View Live Video Enable Image Verification Full Screen

Event Monitor (1) Event Filter: All Events

Monitoring

Name Status Origin

ADMIN ‘ Operator logged on

View Event Detail Clear All Events Log Message
Event Filter Operator Control “

Chanoe Passward - Company Info - Privacy Palicy - Open in Separate YWindow

javascript:void(0);

S) .

If there were some kind of errors during CCTV configuration or ONVIF Cameras configuration, the following

message may occur:
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%) Millznium Xtra: Live ¥ideo - Mozilla Firefox

File Edit ‘Mew History Bookmarks Tools  Help

o i:f v| x ’E' Google

- c {2y Id' http:ff127.0.0. 1/CCTY LiveVideo, asps

o] Events/alarms Display | g Millenium Xtra: Live Yideo

om
= Millenium Xtra

CCTV not configured. Please see your administrator to configure CCTV settings.

E2000—2012 Milennium Group, Inc.

Done

Repeat CCTV configuration in this case.
If your screen will look like
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) Millenium Xtra: CCTV Viewer - Mozilla Firefox
File Edit ‘Mew History Bookmarks Tools  Help

< O o | gd 700, {CCTHOE, 2sp W - P '

o] Events/alarms Display || gA Millenium Xtra: CCTY Yiewer 8 + -

CCTV Viewer not configured.

Transferring data from 127.0.0.1... 5)

that means that everything is OK but your viewer requires some configuration.

Press Configure button.
The following screen will appear:
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) Millenium Xtra: CCTV Viewer - Mozilla Firefox
File Edit ‘Mew History Bookmarks Tools  Help

< (i) | g4 brpef127.0.0,1)CCTVORF 2sp T 3- 5 '

| Eventsfalarms Display o Millenium Xtra: CCTY Yiewer ﬁ + -

Quantity of additional cameras: |0 = “

Camera source:

l -- No camera -- - J

Transferring data from 127.0.0.1... SJ

You need to assign the quantity of additional cameras (if they exist), as well as select Camera Source(-s)
for your screen layout.

Let's use 4 additional Cameras:
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) Millenium Xtra: CCTV Viewer - Mozilla Firefox
File Edit ‘Mew History Bookmarks Tools  Help

- @ o | gd hepiET.0.0.CCTHONE, aspx o 43 5 @

o] Events/alarms Display o Millenium Xtra: CCTY Yiewer 8 + -

Quantity of additional cameras: [4 = “

Camera source:

| -~ No camera -- -

Camera source:

| -- No camera -- -

Camera source:

| == No camera -- b
Camera source:
[ -- No camera -- -
Camera source:
| -~ No camera -- ..
Transferring data from 127.0.0.1... SJ
Assign all the Camera’s sources as required:
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) Millenium Xtra: CCTV Viewer - Mozilla Firefox
File Edit ‘Mew History Bookmarks Tools  Help

< (i) | g4 brpef127.0.0,1)CCTVORF 2sp T 3- 5 '

| Eventsfalarms Display o Millenium Xtra: CCTY Yiewer ﬁ + -

Quantity of additional cameras: [4 = “

Camera source:

l Cameral2 -

Camera source:

| Camera03 -

Camera source:

| cameran1 ~ |
Camera source:
| Camera04 -
Camera source:
| Cameral5 hd
Transferring data from 127.0.0.1... SJ

Press OK button.
Viewer configuration is complete.
If all the cameras are online and properly configured, you will obtain live videos from all of your cameras:
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2) Millenium Xtra: CCTV Viewer - Mozilla Firefox

MilleniumXtra

File Edit ‘ew History Bookmarks Tools  Help

- c (a0 | e htepeff127.0.0,1)CCTW ORI, spx

% | X @ oo

| L s - . Toae |
I 2 Events{alarms Display 3 | o Millenium Xtra: CCTY Yiewer E l_ + |

| View in main window

View in main window

View in main window

Transferring data from 127.0.0.1... S) ;
Use View in main window button to change viewports as required.
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External Systems - ONVIF CCTV Cameras, View Live Video

To view Live Video, proceed the following steps:
Navigate to

Event Monitoring — Events/Alarms display
using the corresponding software interface menu items.
Press View Live Video button:

2) EventsfAlarms Display - Mozilla Firefox
File Edit ‘ew History Bookmarks Tools Help

é + C (5 | @A http:lf127.0.0.1/EventManitaring T v| b 4 |§. Goagle
[+

o Events/Alarms Display -

g e . System Cardholder | Event Hardware System Reports | Historical Maps @ External
# = ® ™ < current Threat Level: m Administration = Data Monitoring | Configuration = Configuration Log Systems

;:J\M“hnium Xtra Current Parlition: | Default Partition v | 2, Logged User:admin Time Online: 0542 Base Online: 20:26

Events/alarms | ‘9. Cardholder’s E.;_?\‘Operalur 4 Controller  § Image % Event Monitor
Display M Data =¥ Control |/ 'Download "% Verification 7/ Configuration

View Alarms (0) | Install External AM View Live Video Enable Image Verification Full Screen
Event Monitor (1) Event Filter: All Events

Time » Category Name Status Origin

9/12/2012 14:44:29 GMT +03:00 Operator |ADMIN ‘ Operator logged on

View Event Detail Clear All Events Log Message
Event Filter Operator Control “

©@2000-2012 Millennium Group, Inc Change Passward - Caompany Infa - Privacy Palicy - Open in Separate Window
javascrpt:void(o); S .

If all the cameras are online and properly configured, you will obtain live videos from all of your cameras:
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2) Millenium Xtra: CCTV Viewer - Mozilla Firefox

MilleniumXtra

File Edit ‘ew History Bookmarks Tools  Help

- c (a0 | e htepeff127.0.0,1)CCTW ORI, spx

% | X @ oo

| L s - . Toae |
I 2 Events{alarms Display 3 | o Millenium Xtra: CCTY Yiewer E l_ + |

| View in main window

View in main window

View in main window

Transferring data from 127.0.0.1... S) ;
Use View in main window button to change viewports as required.
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External Systems - ONVIF CCTV Cameras, Setting Up Alarms

Millenium Xtra software allows viewing not only live video(-s). You may assign to save video(-s) for any
required event or alarm. Video is saved in .asf format and is put in the folder which was selected during

System Administration — Customer Settings — CCTV Settings

Usually the path to save video (Video archive path: parameter) is set to c:\cctv\ :

2) CCTV Settings - Mozilla Firefox
File Edit “ew History Bookmarks Tools Help

é - c (el | e Bttp:127.0.0.1/5ystemAdministrationycctvsettings. aspx ﬁ:f '| x m' Google
=

£ CCTY Settings

# L @ M & Current Threat Level: m System Cardholder | Bvent Hardware System Reports | Historical Maps @ External

Administration | Data Monitoring = Configuration = Configuration Log Systems
,E‘lMI“enium Xtra Gurrent Pariition:| Default Partiion ~| 2, Looged User:admin Time Online: 0505 Base Online: 20:48
3 Operator v“'f_ Operator-defined Threat = Database - Diagnostics = Partitions Company 9 Ccustomer
5" privieges ®37 Fields Levels = Functions o L — information | fi Settings
Custamer Settings l CCTV Settings :
E-mail Settings
Licensing Support CCWTYDE:
| Orvif hd
Intercam Seftings
BET ST CCTY Server address:
*
s hittp:127.0.0.1
CCTY Camera Syncronization
ol CCTY Server Part:
Fivi armeras =7
Gl
Yiden archive path:
cicotvl
Navigate to

Event Monitoring — Events/Alarms display
using the corresponding software interface menu items.
Press View Alarms button to see if there were already some kind of alarms.
If there were no alarms at all, install the required alarm(-s) on any of the required event(-s).
Navigate to
System Configuration — Alarm/Event Definition

When installing new alarm(-s), select the required Camera Template to store the alarm’s video as shown
on the picture below:

350 Millenium Xtra User Guide Version 7 —09/13/2012
Millenium Group



MilleniumXtra

%) Alarm/Event Definition - Mozilla Firefox

File Edit ‘View History Bookmarks Tools  Help

6 - c (o http:jf127.0.0.1/SystemConfigurationalarmeventdefinition, aspx?ID=318device=2 {_\\f v| X m' Google
| | Alarm/Event Definition .
- s _ " System Cardholder = Event Hardware System Reports = Historical = Maps  External
& — @™ < Current Threat Level: m Administration = Data Monitoring = Configuration | Configuration Log Systems
;:l Mi“enium Xtra s 2 Logged Userzadmin Time Online: 01:16 Base Online: 11:50
i Time Periods b4 Holidays 5; , Access gi Groups g7 112 Alarm Routing Alarm Acknowl. = Alarm/Event | _ Hot Commands
/é o 'i Levels || ! ‘#Templﬂe: Templates EEE Definition A< ) Configuration
Gontrallers ﬂi‘ Alarm/Event Definition :
+ Doors
All Doors Selected Device Mame: | Controller-1-Door-1 Event Mame: | COpen and Unlocked b
» Controller-1-Door-1 Event Source: Any
Caontroller-1-Door-2
Caontroller-2-Daor-1
3 Elevators @ Create an Alarm Definition O create an Event Definition Alarm Trigger Delay:| 00:00:00 hhummm:ss
» Outputs Alarm Ackmw\edgementTemplate'| Door Alarms Template V| Alarm Time Patind:
» Inputs
» cardholders LINK TG AN OUTPUT LINK TG AN INPUT
» Sites Cutput:| Cantrolle-1-RCD-1 Supenvisa ¥ @ Input
> Door Graups Output Action:[ Activete v Wi [Contraller-1np-1 vl
» Elevator Groups Output Time Period: Input Time Pgrind-|Always V|
AL SELECT TEMPLATES Duration Time: | 00:00:00 hhimm:ss
» Input Groups =
» Cardhalder Groups Routing Ternplate:| Alarm Default Routing v sction: @ shunt O Unshunt
> Systern Camera Template:| Camera_01 A4
Intercam Template v
Hot Command i
CURRENT DEFINITIONS
Is Alarm Alarm Name Ask Template Alarm Trigger Delay Alarm Time Period Output
Controller-1-Door-1-0pen and Unlocked Do f i 00:00:00 Controller-1-RCD-1 5
<l i} | b
)
E2000-2012 Millennium Group, Inc. Chanoe Password - Company Info - Privacy Policy - Open in Separate Window
Done 5) ;
Camera Template is choosen by specifying the corresponding Camera Name.
If necessary, generate the required alarm using
Event Monitoring — Operator Control
Navigate again to
Event Monitoring — Events/Alarms display
using the corresponding software interface menu items.
Press View Alarms button to see if the required alarm(-s) appeared.
Double-click on the desired alarm.
The following screen will appear:
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%) EventsfAlarms Display - Mozilla Firefox
File Edit ‘Mew History Bookmarks Tools Help

r c fay "’l hktp: /112700, 1 JEventMonitoring)

o Events/Alarms Display
" Cardholder | Event Hardware System Reports | Historical Maps  External
Current Threat Level: m i Data Monitoring | Configuration | Configuration Log Systems

M“hnium xtra Current Parition EJ Logged User:admin : 0626 Base Online: 21:11

Events/Alarms | . Cardholder’s Operator ‘n Controller ,-‘5 Image Event Monitor

Isplay a > Lomtrol ownload =« = Verification / onfiguration
Displ M Dat Control |/ - Download =" Verificati 7/ Configurat

install External A View Live Video | Enable image Verification Full Screen

Alarm Detail

Alarm Information Pending Alarms

Priority status: |10:Acked/Triggered: (0/0) Active Alarms

Time: . 0 o
Highest Priority

- 1o
Name: |Controller-1-RCD-1 Superv)

8/14/2012 06:59:39 GMT -

Condition

Activated
Mot Required

Alarm Action Message & Existing Acknowledgements

Comment

Door operation alarm. Investigate door identified and acknowledge.
Mo operator acknowledgements are required for this alarm.

View Live Camera Video | View Alarm Video Clip

Active:D Unresolved: 0

View Alarm Detail Acknowledge Alarm Clear Selected Alarm Clear Resolved Alarms

@2000-2012 Millennium Group, Inc Chande Passward - Company Infa - Privacy Palicy - Open in Separate Window
WWaiting For 127.0.0.1... S)

Press View Alarm Video Clip button.
Watch the saved video:
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2) Millenium Xtra: CCTV Viewer - Mozilla Firefox
File Edit ‘Mew History Bookmarks Tools  Help

- O o | g4 pE7.0.0.fCCTHOMWE, sspTD=1

] CCTV Settings

‘Waiting For 127.0.0.1... S

Note. The saved video files have the following mask:
Cameral_2012-07-03T11-25-28 20.asf,

where

Cameral — Source Camera Name

2012-07-03 — Date of saved video (yyyy-mm-dd)
11-25-28 — Time of saved video (hh:mm:ss)

20 — duration of saved video (seconds)
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External Systems - ONVIF CCTV Cameras, View Video On Alarm

Videos on Alarm are saved in .asf format.
These video files are saved in the folder which was selected during
System Administration — Customer Settings — CCTV Settings
Usually the path to save this type of video (Video archive path: parameter) is set to c:\cctw

To view Videos on Alarm, navigate to
Event Monitoring — Events/Alarms display
using the corresponding software interface menu items.

Press View Alarms button to see if the required alarm(-s) appeared.
Double-click on the desired alarm.
The following screen will appear:

2) EventsfAlarms Display - Mozilla Firefox
File Edit ‘ew History Bookmarks Tools Help

6 + C (5 | @A http:lf127.0.0.1/EventManitaring T v| b 4 |?l' Google

o Events/Alarms Display

- e . System Cardholder | Event Hardware System Reports  Historical Maps = External
# — @ ™ & Current Threat Level: m Administration = Data Monitoring | Configuration = Configuration Log Systems

;:J\M“'enium Xtra Current Parlition: | Default Partiion v 2, Logged User:admin Time Online: 0626 Base Online: 21:11

Events/Alarms | ‘. Cardholder’s & Operator /‘t Controller % Image @ Event Monitor
%

Display M Dat =¥ Control Download «"% Verification Configuration

Install External AM View Live Video Enable Image Verification Full Screen

Alarm Detail

Alarm Information Pending Alarms

Priority status: |10:Acked/Triggered: (0/0) Active Alarms
Time: [8/14/2012 06:59:39 GMT - e
Highest Priority
Category: 10
Name: [Controller-1-RCD-1 Supery|
Condition: |Activated

Comment: |Not Required

Alarm Action Message & Existing Acknowledgements

Door operation alarm. Investigate door identified and acknowledge.
Mo operator acknowledgements are required for this alarm.

e g T

Active:D Unresolved: 0

View Alarm Detail Acknowledge Alarm Clear Selected Alarm Clear Resolved Alarms

©@2000-2012 Millennium Group, Inc Change Passward - Caompany Infa - Privacy Palicy - Open in Separate Window
Waiting For 127.0.0.1... s J
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Press View Alarm Video Clip button.
Watch the saved video:

2) Millenium Xtra: CCTV Viewer - Mozilla Firefox

File Edit ‘iew History Bookmarks Tools Help

£ c Cat | e hEpef127.0.0, 1/ COTYORVIF, aspx?ID=1

o] CCTV Settings

‘Waiting For 127.0,0.1... S)

Note. The saved video files have the following mask:
Cameral_2012-07-03T11-25-28 20.asf,

where

Cameral — Source Camera Name

2012-07-03 — Date of saved video (yyyy-mm-dd)
11-25-28 — Time of saved video (hh:mm:ss)

20 — duration of saved video (seconds)
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