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Scope:

This manual is valid for the RMS Monitoring Software from Version 1.0. The low-order digit of the
software version stands for minor changes, e.g. correction of errors, that do not influence the main
functionality of the software.

The manual describes the installation of RMS server software and database with SQL-Server
Express 2014 and Windows Server 2012 as an example. Installation with other SQL Server and/or
Windows Server versions are also possible.

1 Overview

The software consists of server software and a database. The server software and database can be
installed on the same or two different servers. It merely needs to be ensured that the server software
and database can communicate with each other.

11 Minimum System Requirements

The server environment must fulfil the following requirements for the server software and database
to run.

1.1.1 Hardware

e Processor: Core |7 or equivalent
o Memory: Min. 16GB
HDD: Min. 100GB

1.1.2 OS and Software

e Windows Server 2012 or newer (virtual server also possible)
e SQL Express 2008 R2 or SQL Server 2008 (or newer)

o _.Net Framework 4.5

e .Net Framework 3.5, SP1

o |IS 7.5 0or newer

Remarks:

e For systems with more than 100 measuring points, it is recommended to install the
database and RMS web server on separate computers. Smaller systems can also achieve
better performance in this way.

o Please note that live monitoring and the alarm functions stop working completely when the
database or web server is shut down, e.g. for a Windows update. If this is not acceptable,
both servers must be implemented redundantly.

e SQL Express allows a maximum database size of 10GB. This corresponds to about 200
million measured values. For larger volumes of data, the commercial SQL Server version
must be used.

o Windows Client versions (Win 7/8/10) allow a maximum of 10 simultaneous connections
and are only suitable for systems with fewer than 10 users and devices (in all).

1.1.3 Browser

The RMS supports the following web browsers:
e Microsoft Internet-Explorer, Version 11 or later
o If the "compatibility mode" is on, IE behaves as version 9. This is lower than the
minimum required version IE 11 (actually IE 10), and therefore RMS SW gives alarm
as if an old |IE version is applied.
o Mozilla Firefox, Version 40 or later
o Google Chrome, Version 43 or later
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2 Update to a newer version of the RMS Software

If the RMS software is running and a new update is available, follow these guidelines for the
installation.
1) Unzip the new version and copy it into a folder with the version number parallel to the
currently installed version: ,C://inetpub/wwwroot/rms/{version}“.

2) Edit connection string in “Connections.config” in folder \wPage and \wService
e Data Source
e Initial Catalog
e Userld
e Password
The existing settings can be found in web.config in folder \wService of the current RMS
Installation.

3) Update web.config files, if there are changes under appsettings or defaultProxy

4) Switch wService and wPage application offline by selecting physical path “.../{new
version)\Offline”. (Server Manager 2 IS 2 right click the server and select “Internet
Information Server (11IS) manager”) The file "App_Offline.htm" should be located in the
directory. Afterwards a maintenance message will be displayed in the browser when RMS
is called.

CE] Internet Information Services (11S) Manager = =] =

C]

@ » RAGRMSD1 » Sites » DefaultWebSite » RMS » |s.n @ -

File View Help
Connections uay Actions

@- > |8 Edit Application IL-) Explare

H‘ﬁ Start Page Edit Permissions...
= +
4 ﬂ R:AGRMS[H (ROTROMIC_AG :I Basic Settings...

% Application Pools Site name:  Default Web Site

el

4[] Sites Path: ! View Virtual Directories
46D Default Web Site Manage Application -
[~ aspnet_client Application pool: AT
b P RMS pplication
/ 4 LElg ) m | |'|\“:'-I—V4'5 | | Deeiin | (] Browse *:80 [http)
I -1 rms_files e— P
: - ample: sales
3 :’i wervice . Advanced Settings...
Physical path: / B Hel
& riclp
|C:\inetpub\wwwruut\rms\1?DS?\OFFIinE | EI

Pass-through authentication

| Connect as... | | Test Settings... ‘

[T] Enable Preload

| K | | Cancel
COCOFTEnT BTOWETT] TWIappIng
PL=> = = ey | %a @=" v
< m > EFeatures View |\ Content View
Ready Gj

Figure 1: Switch wService and wPage application offline

5) Create a backup of the RMS database:
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p
File Edit View Debug Tools Window Help
P T e i | L NewQuey [ R | 4 Ga B9 -0 - D-05 [ b

Object Explorer = 1 X
Connect~ 3 3 @ [ (3] __.‘_5
= [ RAGRMSD1\SQLEXPRESS (SOL Server 12

= 4 Databazes
# [ System Databases

= ._,,IW

Mew Database...

L
3 Mew Query
: '—- Script Database as
G Tasks Detach...
e Policies Take Offline
A
= Facets Bring Online
Start PowerShell Shrink
Reports Back Up...
Rename Restore
Delete Generate Scripts...
Refresh Extract Data-tier Application...
Properties Deploy Database to a Windows Azure V...

Figure 2: Create a backup of the RMS database

6) Update the database schema using the attached SQL script of the new version (Rotronic-
RMS-Tables.sql)
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aﬁ_
File Edit View Debug Tools Window Help

Hen R SRR TN | §|_=J__Nmﬂuer],r Ly ted

Object Explorer 1 X
Connect~ &) 3 m 7 #] .§

- Lﬁ RAGRMSOTNSOLEXPRESS (SOL Server 1z
- [ Databases
+ [ System Databases

= I

Mew Database...

F
7 Mew Cuery
H Script Databaseas  »
L

Tasks 3

H L
H L Palicies 3
ol Facets

+ |
Figure 3: Update the databank schema.

Then drag the script into the window and run.
7) Recycle Application Pool ".NET v4.5" (in [IS Manager — Application Pools — Recycle).

8) Set both applications online again.
C:/linetpub/wwwroot/rms/{new version}/wPage
C:/linetpub/wwwroot/rms/{new version}/wService

9) Test to see if the website and the webservice are running:
e Login to the website
e Service test:
({ServerAddresse}/wService/wService3.DeviceService.svc/TestDatabase)

This XML file does not appear to have any style information associated with it. The document tree 15 shown below:

<string xmlns="http://schemas.microsoft.com/2083/10/Serialization/"pSQL Connection OKq{/string>

Figure 4: Service test

”

10) Adapt “User rights” in RMS SW due to new rights “Report templates” and “Email reports
Roll-back to original version (only when update not successful)
If the update was not successful, it is possible to roll-back to the original version.

1) Switch wService and wPage application offline (same as step 4 for update)

2) Restore the database using the backup done before update
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10.65.20.234 - Remote Desktop Connection - O X
p
e Internet *
@ 3 ) RACDRACOT o Cis o Dlefoylb Uinle Cikn < ;
42 Mic
File View Help = - - .
- File Edit View Debug Tools Window Help
Connections : o Y [T =N = . =l |
Y |12 |8 P (S | Sl NewQuey [ G| 4 B9 - -S-5 (& b
5 = Start Page Object Explorer 1 x
4.5 RAGRMSOT (RO] | Connect~ 3 3 & (2] 1h
--L2 Application | N [ RAGRMSD1\SQLEXPRESS (SQL Server 12
4-[8] Sites = [ Databases
A'Q Default + [ System Databases
b3 aspn - O
b RMS = Ca MNew Database...
b~ rms = Ca New Cuery
b2 wSen = [3 Script Database as
# [
= C3 Tasks Detach...
=4 Policies v Take Offline
# [
# Ca Facets Bring Online
+ [ Securit Start PowerShell Shrink ;
+ [ Server —
+ [ Replicz Reports D Back Up...
+ [ Manag EEname Restore 4 Database...
Delete Generate Scripts... Files and Filegrt
Transaction Lot
Refresh Extract Data-tier Application... 1
Properties Deploy Database to a Windows Azure VM... -
- - oL v

£
Figure 5: Restore database

>

If the restore fails because of still activated connection to the database, the problem can be
solved by selecting the option “close existing connection” or by recycling the application

pool.

3) Set both applications online again with old version

C:/linetpub/wwwroot/rms/{old version}/wPage

C:/linetpub/wwwroot/rms/{old version}/wService
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3 Installation

An SQL database must be installed before the RMS server software can be installed. This manual
describes everything from downloading to configuring the SQL Express license (free version).

Important:
Before starting with the software installation process, please make sure that the ZIP file of the
server software and the EXE file of the SQL database (chapter 3.1 ) are saved on the server.

3.1 Download SQL Server Express

To download SQL Express, use the following link:
https://www.microsoft.com/en-us/download/details.aspx?id=42299

When downloading, make sure you select the right language (Figure 6). It must match the
language set on the server (where the database is later installed).

Microsoft® SQL Server® 2014 Express

Select Language: English v Download
Figure 6: Language selection when downloading the database

Then select the SQL version with tools according to the server operation system (Figure 7).

Choose the download you want
l:‘ File Name Size
Download Summary:
A
[ ] Expressadv 32BIMSQLEXPRADV.x86_ENU.exe 11GB
1. ExpressAndTools 64BIT\SQLEXPRWT _x64_ENU.exe
[ Expressadv 64BIMSQLEXPRADV.x64_ENU.exe 11GB
D ExpressAndTools 32BIT\SQLEXPRWT_x86_ENU.exe 840.8 MB
EZE ExpressAndTools 64BIT\SQLEXPRWT_x64_ENU.exe 8332 MB
[ ] rocalps 32BmsqiLocalDB.msi 36.6 MB
Total Size: 833.2 MB
D LocalDB 64BIT\SqlLocalDB.msi 43.1 MB v

Figure 7: Selection of SQL Express with tools

Important!

The Express version is limited to a database file size of 10GB and also offers only limited
performance (according to Microsoft’s terms of use). 10GB suffice typically for 200 million
measured values.
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3.2 Installation and Configuration of SQL Server Express
Proceed as follows to configure the SQL database:

Choose Directory For Extracted Files x

Choose Directory For Bxtracted Files

are¥intem¥SOL data base¥ SALEXPRWT x64

Cancel Browse ...

Figure 8: Extract the EXE file to the desired directory

LLL | Global Rules

F
‘ﬁ SQL Server Installation Center 1

Planning
Installation
Maintenance
Tools

Resources

Options

LH Mew SQL Server stand-alone installation or add features to an existing installation

Launch a wizard to install SQL Server 2014 in a non-clustered environment or to add
features to an existing SQL Server 2014 instance.

ﬁ Upgrade from 50L Server 2005, SQL Server 2008, SQL Server 2008 R2 or SQL Server 2012
Launch a wizard to upgrade SQL Server 2005, 5QL Server 2008, SQL Server 2008 R2 or 5QL

Server 2012 to SQL Server 2014,

Figure 9: Select new SQL installation

5

Feature Selection

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Cenfiguration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

SQL Server 2014 Setup

Select the Express features to install.

Features:

Instance Features

Database Engine Services

SOL Server Replication
Shared Features

Client Tools Connectivity

Client Tools Backwards Compatibility

Client Tools SOK

Management Tools - Basic
Management Tools - Complete

SOL Client Connectivity SDK

[] LocalDB

Feature description:

The configuration and operation of each
instance feature of a SOL Server instance is
isolated from other SOL Server instances, SQL
Server instances can operate side-by-sideon |~

Prerequisites for selected features:

Already installed: ~
i Windows PowerShell 2.0
i Micrasaft Visual Studin 2010 Redistributahle
<] T >

Disk Space Requirements

Redistributable Features Drive C: 2533 MB required, 468390 MB ~
available
v
Select All Unselect All

Instance root directory: ‘(:\ngram Files\Microsoft SOL Server\ | EI
Shared feature directory: ‘C:\Program Files\Microsoft SOL Server\. | El
Shared feature directory (x86): ‘C?\Program Files (x86)\Microsoft SQL Server\ | El

[ <teck |[ WNet> [[ Concel [ Hep |

Figure 10: Configuration of the features

If the server is not yet running .NET-FW v3.5, it must be installed later (see Figure 11 and Figure

12).
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Feature Rules

Setup is running rules to determine if the installation process will be blocked. For mere information, click Help.

License Terms Operation completed. Passed: 1. Failed 1. Warning 0. Skipped 0

Microsoft Update

Product Updates Hide details <<

sttt et Bl View detsiled report

Install Rules

Feature Selection Rule Status
e Riiles @ Prior Visual Studia 2010 instances requiring update. | Passed
hstance Confioation @  Microsoft NET Framework 3.5 Service Pack 1 is required | Failed

Server Configuration
Database Engine Ceonfiguration
Feature Configuration Rules
Installation Progress

Complete

[ <Bece || metr |[ concel |[ mep ]

Figure 11: If .NET-Framework 3.5 is not yet installed, an error is reported.

'WELCOME TO SERVER MANAGER

B Local Server
i3 Al Servers
W& File and Storage Services b Select features
o us QUICK START
Select one or mane features to nsltall on the selected senver.
WHATS NEW r
7 HTTH Actation (i
5 C [ Men-HTTE Actiation
b [@] MET Framework 4.5 Features (4 of 7 installed)
LEARN MORE b [ Rackground Intellhgent Transter Service [BIT5)
] Bitlocker Drive Encryption
[ Bitlocker Network Unleck
ROLES AND SERVER GROUPS r
Rodes: 2 — i L] BranchCache
cles: 2 | Server groups: 1 | Servers to
(] Coent for NP5
H File and Storage j ] Cta Center Bridging
Services ] Cirect Play
(@ Manageability [T Enhanced Storage
[ Fadereer Chrstenrg
Events . - .
< -
Performance
e

DESTINATION SERVER
30 xoxw

Description

NET Framework 3.5 combines
power of the NET Framewark 20
APl with new technologies for
bulding applications that ofier
appealing user imtertaces, protect
your tuttamen” persnal wentty
information, enable seamless and
secune ComMunCation, and provide
the ability to model a range of
business processes.

Figure 12: Installation of .NET-FW 3.5 in Server Manager
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Instance Configuration

‘Specify the name and instance ID for the instance of SOL Server. Instance ID becomes part of the installation path.

License Terms (O Default instance

Global Rules ® Mamed instance: |SQLExpless

Micresoft Update

Product Updates

Install Setup Files eI |SQLEXPRESS]

Install Rules

Feature Selection
Feature Rules SOL Server directory: - C:\Pregram Files\Micresoft SOL Server\MSSCQL12 SOLEXPRESS
Instance Configuration
< Installed instances:
Server Configuration

Database Engine Configurati Instance Name Instance ID Features Edition Version

ion
Feature Configuration Rules
Installation Progress

Complete

Figure 13: Configuration of the instance

Server Configuration

Specify the service accounts and collation configuration.

License Terms Service Accounts | Collation

Global Rules

Microsoft Update Microsoft recommends that you use a separate account for each SOL Server service,

Product Updates Service Account Name Password Startup Type
Install Setup Files SOL Server Database Engine NT Service\MSSQLSSOL... Automatic | v
Install Rules SOL Server Browser NT AUTHORITYALOCAL ... Automatic W
Feature Selection

Feature Rules
Instance Configuration

Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

Figure 14: Configuration of the server

To finish the installation of SQL, you must still specify the user (system administrator) and a
password (Figure 15). This user must be an administrator. This user later has all rights to the

database.
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Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

License Terms Server Configuration | Data Directories | User Instances | FILESTREAM
Global Rules

Microsoft Update
Product Updates
Install Setup Files
Install Rules

Feature Selection
Feature Rules Specify the password for the SOL Server system administrator (sa) account.

Specify the authentication mode and administrators for the Database Engine.

ed Mode (SQL Server authentication and Windows authentication)

Instance Cenfiguration Enter passward: |..........u.

Server Configuration
Database Engine Configuration
Feature Configuration Rules Specify SQL Server administrators

Confirm password: oooo.oo.o.oo.l g

Installation Progress ROTRONIC_AG\jia.shen (Shen Jia) T T s o e pe
Complete have unrestricted access
to the Database Engine.

Add Current User || Add... || Remove |

Figure 15: Final configuration of the Database Engine and specification of the password

When installation has been completed, you must launch SQL Server Management Studio. The
assword defined earlier is needed to log in.

Microsoft SQL Server 2014

Servertype: |Database Engine W |
Server name: |RAGRMS01\SQLEXPRESS v|
Authentication: MSQL Server Authentication w |

Login: ___-*lsa v |

Password: |.............1 |
/D Remember passwaord

Figure 16: Screenshot with SQL Server Authentication and user name “sa”, password is the one defined in the
previous step

© 2017 * ROTRONIC AG * Bassersdorf * Switzerland Page 13 of 40
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3.3 Create New Database Instance

In this step you create a database that later interacts with the RMS server software.
Right-click “Databases”: select “New Database...” (Figure 17 and Figure 18).

File Edit View Debug Tools Window Help

Pl - 1 e | L NewQuery [ 0y 0 |
Object Explorer > X

Connect~ 3 @3 m E;

= |4 RAGRMSD1\SOLEXPRESS (SOL Server 12

= Ca [F
- New Database...
i+ [
e Attach...
=
#14 - Restore Database...
= 3 F
& & Restore Files and Filegroups...

Deploy Data-tier Application...
Import Data-tier Application...

Start PowerShell

Reports 3

Refresh

Figure 17: Add new database

g s
File Edit View Debug Tools Window Help

vl i @ Newauey [y BB 5] 4 089 - - 305 @]

Object Explorer > 4 x
Connect= &) %) g F 7] g

= [‘-’ RAGRMSDTWSCLEXPRESS (SCL Server ¢
=1 [ Databases

i F New Database
Seimam e : 3
= Scrpt w4 Hel
2 General ';S + U e
%A Options
= %" Filegroups Databaze name: “ |
= Owner [ edefauit> 2]
CIRN
# [
Database files
Logical Name File Type  Filegroup Initial Size (MB)  Autogrowth / Masize
ROWS... PRIMARY i5 By 1 MB, Unlimited
_log LOG Mot Applicable 1 By 10 percent, Unlimited
Connechion
Server
RAGRMSD1\SQLEXPRESS
Connection:
ga
3 View connection properties
Progress
Ready < ] >

Figure 18: Create new database instance

Specify the database name: “rms”. The default values can be used for the initial size of the
database.
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Conneclion

Server:

RAGRMSOT\SQLEXPRESS

Connection:
sa

3 View connection properties

Progress
Ready

Soipt + 74 Help
8 @ P

Database name: ms]

|<defaut>

Owner:

Uze full text indexing

Database files:

Filegroup Size (MB)
PRIMARY

Mot Applicable

Logical Name File Type
ms ROWS...

ms_log LOG

Autogrowth / Maxsize

By 10 percent, Unlimited

Object Explorer

Figure 19: Specify the database name

= 3 Databases

[] rms
= 3 Security
=3

= RAGRMSOT\SQLEXPRESS (SOL Server 1z

[ System Databases

lgﬂ MNew Legin...

& Filter v
4

&, Start PowerShell

ﬁsg” Reports »
s —
.g"' - Refresh

J—.- rm;l leer

Figure 20: Generate new user for database login

In Object Explorer, right-click “New Login...” under Security > Logins (Figure 20).
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Specify the login data for the user of the SQL database (Figure 21)."

Important:

e This user login must be specified later for the Web Service so that the RMS server

software can access the database.

o Use only letters and numbers for the password. The password will be used when installing

server software (chapter 3.6). Special characters could create conflict.
o Default database: rms

_I:I-

" Login - New
Select a page ) x
'Y Script - Hel
2 General ‘;S R Lj ?
2 Server Roles P
g User Mapping Login name: |rrnsUser -
Securables -
E; Status ) Windows authentication /
(®) S0L Server authentication /
Password: |.-ooo.-o.ooo / |
>
Corfim passward: |iioooooooooo x |
[ Erforce password policy
() Mapped to cerificate
() Mapped to asymmetric key
Con N [] Map to Credential
Server: Mapped Credentials Credential Provider

RAGRMS01.SGQLEXPRESS

Connection:
sa

27 Miew connection properties

Progress /

Ready Default database: |"""'S

Defautt language: | <default>

Figure 21: Login data

Go to “Server Roles” when finished on this page.

Specify the server roles: only “public” must be selected.

" The password should be different from the one of the administrator of the SQL Engine configuration (Figure

16).
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A Garera = Serpt ~ [ Hep
e o)
1 User Mapping Server role is used to grant server-wide security privileges to a user.
% Securables
15 Status
Server roles:
[ bulkadmin
[] dbcreator
] diskadmin
[] processadmin
[w] public
[] securtyadmin
[ serveradmin
[] setupadmin
] sysadmin
Connechion
Server:
RAGRMSOTHWSGLEXPRESS
Connection:
sa
.ﬂj View connection properties
Progress
Ready

OK || Cancel

Figure 22: Server roles “public”

Go to “User Mapping” when finished this page.
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Specify all settings under “User Mapping”:

8 Serpt + [ Help

1% Server Roles
[ User Mapping Users mapped to this login:
1 Securables Database Defautt Schema

% Status

master
model
medh

i ms

p—

[] Guest account enabled for: ms

Database role membership for: ms
[] db_accessadmin

Server: [] db_backupoperator
RAGRMSDTNSQLEXPRES [¥] db_datareader
Cornection: | db_datawrter |

sa [] db_ddladmin

db_d ataread
Liﬁ View connection properties E db:dmm:ﬁerer

[] db_owner
Progress [] db_securityadmin
[w] public

Connection

Figure 23: User mapping settings
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No particular settings need to be made under “Securables” and “Status” (Figure 24 and Figure 25).
Configuration of the database is then finished.

o Ssowt - Mo
ﬁ Server Roles
12 User Mapping Login name: |rmsUs.er |
= Secuvables
g Status Securables: Search... |
Name Type
5 RAGRMSO1\SQLEXPRESS Server
Conneclion Permissions for RAGRMS0T\SGLEXPRESS:
Server: m
RAGRMSO0TWSQLEXPRESS Permission Grantor - ——— Doy~
Canmection: Admiister bulk operati. |:| - BE]
= Alter any availability ar... |:| O |
_!Q View connection properties Alter any connection ] 0 0
Alter any credential O O O
Frogress Alter any database O [ [l
Ready Alter any endpoint | [ O—
i — — — — ™
<| m [ [3]
ok || Cancel |

Figure 24: Settings “Securables”
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Selecta page .
12 General g Seipt IE Help
f Server Roles
2 User Mapping Settings
% Securables
= Permission to connect to database engine:
(®) Grant
) Deny
Login:
® Enabled
() Disabled
Status
SQL Server authentication:

[] Loginis locked out

Connechion

Server:
RAGRMSOTWSQLEXFRESS

Connection:
5a

.!E View connection properties

Progress
Ready

oK || Cancel

Figure 25: Settings “Status”
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3.4 Create Database Tables

The empty database now needs the tables for the RMS. Proceed as follows:

o Select the RMS database (red arrow in Figure 26) and select “Open file” (orange arrow in
Figure 26). Then load the script RMS-Tables.sql delivered with the software into the
database.

o Click “Execute” to run the script (yellow arrow in Figure 26).

o Verify that the tables have been created by clicking the “+” symbol in the RMS database
(about 30 tables in the folder “Tables”). Sometimes need to restart SQL server
management studio to see the tables.

o8
File Edit View Query Project Debug Tools ﬁ“!cm Help
Pl Sl @ | A Newauey R T 4 a9 - - S5 (E b

Rotronic-Rms-Tables.sgl - RAGRMSO1\SQLEX

¥ Execute b Debug ® o 55 = §||Sm'“”g| E

Rotroic k- o REssms 54) < [

Connect~ 3¢ 3 m .g ; -|DECLARE @CurrentMigration [nvarchar](max)

] LB RAGRMSOTSQLEXPRESS (SOL Server 12
= [ Databases

SIIF object_id('[dbo].[_ MigrationHistory]') IS NOT NULL
= SELECT @CurrentMigration =

\‘+ [ System Databases (SELECT TOP (1)
B ) rms [Projectl]. [MigrationId] AS [MigrationId]
+ [ Database Diagrams FROM | SELECT
+ [ Tables [Extentl].[MigrationId] AS [MigrationId]
7 03 Views FROM [dbo].[__MigraticonHistory] AS [Extentl]

WHERE [Extentl].[ContextKey] = N'wService3.Model.wContext2’
) AS [Projectl]
ORDER BY [Projectl].[MigrationId] DESC)

+ [ Synenyms
+ [ Programmability
¥ [ Service Broker

# [ Storage -|IF @CurrentMigration IS NULL

# [ Security SET @CurrentMigration = '@’
+ [ Security
+ [ Server Objects = IF @CurrentMigration < '281686188811874 Initial’
+ [ Replication ~IBEGIN

= CREATE TABLE [dbo].[AlarmItems] (
[ID] [int] NOT NULL IDENTITY,
[BeginTime] [datetime] NOT NULL,
[EndTime] [datetime],
[Status] [int] NOT NULL,
[Level] [int] NOT MULL,
[Category] [int] NOT NULL,
[Typ] [int] MOT MULL,
[Confirmed] [bit] wOT mNULL,
[Source] [int] NOT NULL,
[SourceId] [int] NOT NULL,
[Target] [int] NOT NULL,
[TargetId] [int] NOT NULL,
[Details] [nvarchar](max),
[CommandId] [int] NOT MNULL,
[RetryCount] [int] NOT NULL,
[Inhibited] [int] NOT NULL,
[RepeatTime] [datetime],
[CompanyId] [int],
CONSTRAINT [PK_dbo.AlarmItems] PRIMARY KEY ([ID])

+ [ Management

)
CREATE INDEX [idx_Status] ON [dbo].[AlarmItems]([Status])
= CREATE TABLE [dbo].[AlarmNotifications] |
FTRT Fint1 LAT M TRENTTTY

Figure 26: View of the script “RMS-Tables.sql”

Configuration of the RMS database is then finished.
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3.5  Enable lIS Web Server
In the Server Manager Dashboard, start “Add Roles and Features Wizard” (see Figure 27).

@ v Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Local Server

ii All Servers

o Configure this local server

QUICK START /
2 Add roles and features

3 Add other servers to manage

W§ File and Storage Services b

N

WHAT'S NEW ~
4 Creat
5 Connect this
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1
=m File and Storage - =
g 1 Local Server 1 § All Servers 1
B cenvices 1 i
@ Manageability (@ Manageability ® Manageability
Events Events Events

Figure 27: Start “Add Roles and “Features Wizard".

There are no special settings needed for “Before You begin”, “Installation Type” and “Server
Selection”

= Add Roles and Features Wizard bli-

DESTIMATIOMN SERVER

Before yOU beg in RAGRMSO.rotronic Jocal

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Salection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Befare you continue, verify that the fellowing tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

Figure 28: No special settings needed in this screen

© 2017 * ROTRONIC AG °* Bassersdorf * Switzerland Page 22 of 40



L]
RMS Monitoring Software rn-lrnnlc

E-IM-RMS-WEB-V1.2.docx Instruction Manual

DESTIMATION SERVER

Select installation type RAGRMSD1 rotronicocal

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

<Previous | | Next> | | nstal || Cancel

Figure 29: Selection of the installation type
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Before You Begin

Installation Type

Server Roles

Features

Figure 30: Selection of server

Select destination server

DESTINATION SERVER
RAGRMSO01 rotronic.local

Select a server or a virtual hard disk on which to install roles and features.

® Select a server from the server pool
O Select a virtual hard disk

Server Pool

Filter: |

MName IP Address

10,65.20.234

RAGRMS01.ratronic.local

Operating System

Microsoft Windc

atacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data

collection is still incomplete are not shown.

< Previous | | Next >

| Install | | Cancel

B

B Local Server
5 A0 servers
W§ File and Storage Senvices &

O dboMessrebeants.
% 7 dbo.Notifications

® 71 dboPhoneCalinfoes
1 =1 dbo PropertyDefinitia
& 1 dbofeminders

@ O dbaRightMappengs

S et

Select server roles

Select ane or mone rokes to ingtall on the selected server,

- O X

SESTAATION STVER

[PEET P ——

X

Deseriptian

Wit Server (I15] provedes a rehable,
manageable and scalable Web
applization mbrastructure,

a4 Web Server (II5)

Add features that are required for Web Server (II5)7

Thee folliwmrng bl are ocumed bo mansge e festure, but do rot
Fuve b b instalied on the tame server.

4 Maragemnent Tack
[Tooks] IS Manugement Canscle

[ Inchacte managemnent took (i appheable]

ke

[sastomes] [ conet |

Figur‘eﬂs;.i‘:_EnaBIe IS Web Server. Klick "Add feature" to install IIS.

1 =
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Configure the IIS web service as shown in Figure 32 to 35.

Note:
The settings in following figures represent mostly the standard settings. For RMS installation, the

following settings are important:
e Server roles: IS web server activated
e Application development
o ASP.NET 4.5: activated
o WebSocket protocol: activated
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DESTINATION SERVER

Select features ST e s

Select one or more features to install on the selected server.

Before You Begin

Installation Type Features Description
Server Selection T i
4 [E] .NET Framework 35 Features (1 of 3 installed)  |= 1P Actvation supports process
Server Roles 13 i activation via HTTP. Applications
NET Framework 3.5 (includes NET 2.0 and 3.0] that use HTTP Activation can start
HTTP Activaticn r—- and stop dynamically in response to
Web Sarver Role {II5) Non-HTTP Activati work items that arrive over the
L] 2en His g network via HTTP.
Role Services 4 [®] NET Framework 4.5 Festures (2 of 7 installed)
Confirmation [V .NET Framewark 4.5 (Installed)

ASP.NET 4.5
4 [W] WCF Services {1 of 5 installed)
HTTP Activation
O Message Queuing (MSMQ) Activation
[[] Named Pipe Activation
[ TCP Activation
[w] TCP Port Sharing (Instalied)

b [] Background Intelligent Transfer Service (BITS)
[[] BitLocker Drive Encryption —
[ BitLocker Network Unlock
[ BranchCache
[] Client for NFS
[[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[] Failover Clustering

[] Group Policy Management

] 1S Hostable Web Core

[] Ink and Handwriting Services

[] Internet Printing Client

[] IP Address Management (IPAM) Server

[] iSNS Server service

[] LPR Port Monitor

[] Management OData IS Extension

[ Media Foundation
b [ Message Queuing

[] Multipath /O

[[] Network Load Balancing

[ Peer Name Resolution Protocol

[ Quality Windows Audio Video Experience

[[] RAS Connection Manager Administration Kit (CM{ .,
<] i | T3]

| < Previous | | Next » | | Install | | Cancel

Figure 32: Configuration of features and IIS web service, part 1
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DESTINATION SERVER

Select features RAGRMSD1 sotroicJocal

Before You Begin Selact one or more features to install on the selected server.

Installation Type Features Description

Server Selection ; , o - | HTTP Activation supports process

ever i [ Quality Windows Audio Video Experience activation via HTTP, Applications
[[] RAS Connection Manager Administration Kit (CM/ that use HTTP Activation can start
[] Remote Assistance and stop dynamically in response to

Web Sarvar Role (IIS) : 3 . work items that arrive over the

- [] Remote Differential Compression network via HTTP.
Raole Services A Remote Server Administration Toals
Confirmation b [] Festure Administration Tools

4 Role Administration Teols
b |:| AD DS and AD LDS Tools
b [l Hyper-V Management Tools
b [ Remote Desktop Services Tools
b [ Windows Server Update Services Tools
b [ Active Directory Certificate Services Tools
[] Active Directory Rights Management Servic
[] DHCP Server Tools |
DMNS Server Tools ('
[] Fax Server Tools
p [ File Services Tools
[ Network Policy and Access Services Tools
] Print and Document Services Taols
I |:| Remaote Access Management Tools
[ Volume Activation Tools
[] Windows Deployment Services Tools
[[] RPC over HTTP Proxy
[ Simple TCP/IP Services
[w] SMB 1.0/CIFS File Sharing Support (Installed)
[[] SME Bandwidth Limit
[] SMTP Server
b [ SNMP Service -
[ Telnet Client
[ Telnet Server
[ TFTP Client
4 [®] User Interfaces and Infrastructure (2 of 3 installed)

E| Graphical Management Tools and Infrastructur
[[] Desktop Experience
Server Graphical Shell (Installed)

[] Windows Biometric Framewark

"1 Windows Feedback Forwarder v
<| ] | [2]

| < Previous | | Next > | | Install | | Cancel

Figure 33: Configuration of features and IIS web service, part 2
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DESTIMATION SERVER

Select features B ity

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description

Server Salection ] RPC over HTTP Proxy HTTP Activation supports process

= activation via HTTP, ications
Hered ok O Simple TCP/IP Services that use HTTP Activa&i;::?: can start

[V] SMB 1.0/CIFS File Sharing Suppart (Installed) and stop dynamically in response to
web server Role (115) [] SMB Bandwidth Limit work items that arrive over the

Role Services [ SMTP Server A e HEE
[] SNMP Service

[] Telnet Client

[ Telnet Server

[ TFTP Client

[®] User Interfaces and Infrastructure (2 of 3 installed)

Graphical Management Tools and Infrastructur|

Confirmation

[[] Desktop Experience
[¥] Server Graphical Shell (Installed)

[ Windows Biometric Framewaork

[ Windows Feedback Forwarder

[] Windows Identity Foundation 3.5

] Windows Internal Database

[B] Windows PowerShell {3 of 5 installed)
Windows PowerShell 4.0 (Installed)
Windows PowerShell 2.0 Engine {Installed)
[ Windows PawerShell Desired State Configurati
[ Windows PowerShell I5E (Instalied)

[0 Windows PowerShell Web Access (
Windows Process Activation Service g

Pracess Model
NET Enwvironment 3.5
Configuration APls
[ Windows Search Service
[] Windows Server Backup
[] Windows Server Migration Tools
[[] Windows Standards-Based Storage Management
] Windows TIFF IFitter
] WinRM IS Extension
] WINS Server
[] Wireless LAN Service
[v] WoW64 Support {installed)
[ XPS Viewer

Install | | Cancel

Figure 34: Configuration of features and 1IS web service, part 3
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Select role services

Before You Begin
Installation Type
Server Selection
Server Roles
Features

Web Server Role (1IS)

Confirmation

Select the role services to install for Web Server (1IS)

Role services

[ Logging Tools
[[] ODBC Logging
[] Request Monitor
[] Tracing
4 Performance
Static Content Compression
[[] Dynamic Content Compression
4 Security
Request Filtering
[] Basic Authentication
[] Centralized SSL Certificate Support
[] Client Certificate Mapping Authentication
[] Digest Authentication
[C] 1S Client Certificate Mapping Authenticaticf
1 IP and Domain Restrictions
[] URL Authorization
[ Windows Authentication
4 Application Development
MNET Extensibility 3.5
MET Extensibility 4.5
[] Application Initialization
[] asp
[] ASP.NET 3.5
ASP.NET 4.5
[] cal
ISAPI Extensions
ISAPI Filters
[ Server Side Includes

ocket Protocol

4 [] FTP Server
[] FTP Service
[[] FTP Extensibility
4 Management Tools
115 Management Console
p [ lI5 6 Management Compatibility
[] 115 Management Scripts and Tools

[[] Management Service

<

DESTIMATIOM SERVER
RAGRMSE01.rotroniclocal

Description
IIS 8.5 and ASP.NET 4.5 support
writing server applications that

communicate over the WebSocket
Protocel,

Install | | Cancel

Figure 35: Configuration of features and IIS web service, part 4
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3.6 Install Server Software

Extract the ZIP file and save the folder to the following path on the server:
C:\\inetpub\wwwroot\rms\{Version}

' rms
m Start Freigeben Ansicht
\(-: - T| v Dieser PC » Lokaler Datentrdger (C:) » inetpub » wwwroot » rms »
- —
b Faiaiin Name Anderungsdaturm Typ Groe
B Desktop 16154 02.06.2016 14:46 Dateiordner
& Downloads

] Zuletzt besucht

Figure 36: Location of the extracted ZIP folder with the software version (e.g. 16154)

3.6.1 Setup connection configuration for wPage

In the extracted subdirectory wPage, open the file connections.config.
Path: C:\\inetpub\wwwroot\rms\{Version}\wPage

The following information in the connection string must be modified according to chapter 3.3.
o Data source:
Is the data base instance. SQLEXPRESS as used above. This must be adapted, when
external SQL data base is used. E.g.:
o Data base instance name: InstanzName
o Data base server: 12.34.56.789
Data source = 12.34.56.789\InstanzName
¢ Initial catalog
Name of the data base. “RMS” as used above
e ID
User ID for data base access of the software. “rmsUser” as used above.
e Password
Password for data base access of the software. As defined in chapter 3.3.
Example:
<connectionStrings>
<add name="DataContext" providerName="System.Data.SqIClient"
connectionString="Data Source=\SQLEXPRESS;Initial Catalog=RMS;Persist Security
Info=True;User ID=rmsUser;Password=xxxxxxxx" />
</connectionStrings>

3.6.2 Setup connection configuration for wService

Repeat the setup above for also for wService, or just copy the connection.config file to this folder.

The RMS Server Service is now connected to the database.
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To configure the 1IS Web Server, select the server in Server Manager Dashboard > IIS and right-
click “Internet Information Services (11S) Manager” (Figure 37).

Server Manager

]
I8 Dashboard m fﬁR:FERfl 1 total
i Local Server
ii All Servers o
WE File and Storage Services D Sarver Name

1}
@
[

EVENTS

All events | 0 to

Filter

Add Roles and Features

Shut Down Local Server

Computer Management

Windows PowerShell
Configure NIC Teaming

Configure Windows Automatic Feedback

Internet Information Services (115) Manager

Start Performance Counters

Refresh

Copy

Last Update Wi

gg25.07.2017 08:17:27 00,

«

Server Name 1D

Figure 37: Start IS Configurator

Severity Source Log Date and Time

Create the following two new websites under the default website by right-clicking the default

website (Figure 38 to Figure 40):
e RMS
e wService?

Note the correct configuration of “Alias”, “Application pool” and “Physical path”.

2 The websites must be named exactly as given, otherwise the web service and database cannot be

connected to each other.
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€5 » RAGRMSODT »

File  View Help

@ iz I8 @ RAGRMSO01 Home
- ﬁ‘i Start Page .
e Filter: - W Go -
4195 RAGRMSOT (ROTRONIC_AGY | roo &
----- @' Application Pools ASP.MET
4-[&] Sites 5 “ I
P E Default Wish it +_L @
bl 8 Explore NET NET Error
b - Edit Permissions... Compilation  Pages  (
-l-""""-
2 Add Application... 4|
% Add Virtual Directory... @ é
Edit Bindings... Compressicn  Default
- Document
Manage Website 3
i Refresh o= L__nlljlj
XK Remove Request Server

Filtering Certificates
Fename

t
EI Switch to Content Wiew ; N
kg
=]

Configurat... Feature Shared
Editor Delegation Configurat...

Figure 38: Add sub-websites
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Site name:  Default Web Site
f

Alias: / Application pool: /

[RMS | [NET w45 | |

Example: sales
Physical path: /

|C:\inetpub\wwwroot\rmsﬂ?ﬂﬂ?\wPagel | |

Pass-through authentication

| Connect as... | | Test Settings... |

[] Enable Preload

Figure 39: Create the new website “RMS” The number “17087” is just an example, and will change with every
SW version

Site name:  Default Web Site
Path: f

Alias: Application pool:
|wService | [ NET va5

Example: sales

Physical path:
| Chinetpubowwwrootirmsi 17087 wService

Pass-through authentication

| Connectas.. | | TestSettings..

[] Enable Preload

Figure 40: Create the sub-website “wService”. The number “17087” is just an example and will change with
every SW version.

The two web sites shall be visible now.
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In order to monitor CPU load and memory usage, |IS needs corresponding rights on the server. (needed for

application pool ".NET v4.5" of wService and wPage)

1.  Open the Local Users and Groups node using “server manager - dashboard - tools - computer

management - Local Users and Groups”

2. Open the Performance Monitor Users group, and add the application pool identity you are using. For

example, if your application pool is named “.NET v4.5” as shown above, then add the user “iis

apppool\.NET v4.5". “iis apppool” is a special prefix for application pool identities. Select the location

with the button “Locations”.

Performance Monitor Users Properties

7| x ‘

Select this object type:

|User5. Service Accounts, or Groups

From this location:

|ro‘troniu:.loca|

Select Users, Computers, Service Accounts, or Groups

[x]

Enter the object names t

iz apppool’. NET v4.5
Select the location you want to search.

_/ Location: ”

Locations

A B S| RAGRMSO1
—-- | Entire Directory
+- 3 rotronic local

| | Cancel

Figure 41: Search user in selected location

This shall be then visible in member list afterwards.
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General

ﬁ’ Performance Monitor Users

Description: Members of this group can access performance counter
data locally and remotehy

Members:

52,115 APPPOOLY NET v4 5 (5-1-5-82-271721585-897601226-202461 ..
H2, NT SERVICE\MSSQLSSQLEXPRESS (5-1-5-80-3880006512-4290...
H2,NT SERVICE\SQLAgent $SQLEXPRESS (5-1-5-80-592940576-165...

Changes to a user's group membership

user logs on.

| Add... | | Remave | are not effective until the next time the

ok o | [

Figure 42: The application pool is added to the performance monitor users list

3. Reset your server using “Server Manager - Local Server - TASKS ->Shut Down Local Server 2>

Local Users and Groups”, so that the changes take affect.

The web service configuration is now completed.

€5 » RAGRMSO1 »

File

View Help

Q- |58
e ﬁ‘i Start Page
465 RAGRMSO1 (ROTRONIC_AG\j

.. |2} Application Pools
AE Sites
469 Default Web Site
blﬁ aspnet_client
\ b files
\ B[P RMS

f> 1.? wService

Figure 43: Two new websites are visible now
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For later storage of uploaded documents in RMS, a file path must be created on the server for
storage of these documents. The path can be selected at will (recommended:
C:\inetpub\wwwroot\rms_files), but it must be possible for the 1IS web service to write to the folder
(full access). To this end, right-click the folder properties and set (Figure 44).

L] rms_files Properties - -

General | Sharing | Securty | Previous Versions | Customize | i

Object name:  Clinetpub®wwwroot'rms_files

GI’DIJFI ar User names:

52, Users (RAGRMSD1\Users) ~
II5_IUSRS (RAGRMSOT\IS_IUSRS)

2, Trustedinstaller

L'
£ m >

To change pemissions, click Edit.
Pemissions for 15_[LUSRS Allow Dermy

Full cortrol v -

Madify .y

Read & execute =

Ligt folder contents

Fead

Write v h

For special pemissions or advanced settings,
click Advanced.

OK || Cancel || ool

Figure 44: Folder properties for the document storage location

Note:

This folder path must be entered in the Documentation Path field in RMS System setting during
System Startup. (see section 3.1 of E-SM-RMS-WEB).

When no IIS user is installed, please contact your IT department to install an 1IS user.

Installation of the server software and database is now finished.
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3.8 Testing
Test installation:

Description

Test Webservice database connection

Open the following URL.:
http://<Server>/wService/wService3.DeviceService.svc/TestDatabase
The following response must be displayed

“SQL Connection OK”

Test Database Connection of RMS Web Application

Open the following URL.:
http://<Server>/RMS/TestDatabase.aspx
The following response must be displayed

“SQL Connection OK”

Test RMS Web Application (Http)

Login Page must be visible in your browser

http://<Server>/RMS/Login.aspx

Test RMS Web Application (Https)
Only applicable if SSL is required. SSL Certificate must be installed

Login Page must be visible in your browser

https://<Server>/RMS/Login.aspx

Please refer to the troubleshooting guide, if the tests above fail.

3.9 Register and Login

The login page can now be opened:
http://123.456.789.0/rms/register.aspx?

REGISTER NEW COMPANY

Storrer Enginearing
Philipp Slorar

philipp. storrer@rotronic ch

ZPIATEACEEKARIIBKAPIGAWAAF S0LwOuliveZ

CO33D4DCHE1CHCH0

3123.456.789.0 is to be substituted by the number of the server.
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Figure 45: Login page of the server software
The license key is supplied by Rotronic. You need to request an activation key (see red box in
Figure 45) before you klick on "Registration”.

Setup of the RMS with all devices, users, groups, etc. is described in the manual E-SM-RMS-WEB,
chapter 2.
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4 Additional Documents / Materials

Name Contents

E-OM-RMS-WEB Instruction Manual: System Operation

E-SM-RMS-WEB Instruction Manual: System Startup

Installation video https:/lyoutu.be/rindofA1j8E

example
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5 Document Versions
Name Date Notes
V1.0 October 2016 First version
Update chapter 2, software installation
Vit November 2016 Update chapter 2.6, Installation server software
V1 2 March 2017 Additional |nfc_)rmat|on regarding server settings and data
- base connection.
New chapter 2: Update to a newer version of the RMS
V1.1.1 April 2017 software.
New chapter 3.8: Testing
V1.2 November 2017 | Jia Shen, diverse chapters updated.
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