




Cloud

Big Data

Artificial intelligence

Automation

Quantum computation

Mainframe PCMicrocomputer



IT USE EVOLVED

Single Device Platform

Business Owned

Work in the office

Manual

Reactive

Full Service tailored to 
Boomers & Gen-Xers

Multiple Device Platforms

User and Business Owned

Work anywhere

Automated

Proactive

Self-Service tailored to 
Millennials & Gen-Yers

Classic Workplace Modern Workplace



Modern devices

Windows 10

Office 365

Azure Active Directory

Microsoft Intune

Microsoft Threat Protection

Legacy devices

Windows 7

Office

Active Directory

ConfigMgr

Windows Defender

+

+

+



Bridging the Classic & Modern Workplaces



Modern Workplace
- Work from anywhere

- Choose the device you want 
or bring your own

- Quick, friendly out-of-box 
experience

- Self-service

- Integrated and cloud-based 
security

- Simpler application delivery 
through Store/SaaS 

- Data intelligence for better 
business insights

- Minimize on-prem
infrastructure costs

- Unified identity, device and 
app management

- Self-service deployment 
without imaging



Users Apps

Microsoft Intune Learn more at microsoft.com/intune

Simplify Windows 10 management and lower TCO

Self-service deployment
Make any new PC enterprise-ready via

a simple self-service experience.

Automatically configure devices when your
users login with their company credentials.

Use cloud intelligence 

to upgrade Windows 10 

and Office 365 ProPlus

with confidence.

Simplified management & security
Embrace cloud-based management and transition at

your pace while staying in control.

Always up to date
Deliver the latest features and

security.

Control what

updates are

deployed, to

whom and

when.

Proactive insights
Get ongoing proactive insights to

diagnose and fix issues before they

happen.

Cloud updates mean you
don’t need to have on-
premise update servers.Microsoft 365

EMS

Windows 10

Contoso Sign in

Corp. Username

Password

Certificate

Agentless Unified identity, 

device and O365 

ProPlus mgmt.

Integrated
data protection

Enterprise Mobility + Security Learn more at microsoft.com/ems

Sign in with contoso.microsoft.com

email@contoso.com

Next

Office 365
ProPlus MGMT



Paths to Modern Management 



Co-Management Architecture With ConfigMgr and Intune 

Windows 7/8.x

Windows 10
AD Domain-joined  &

AAD Joined

Mobile devices Intune

ConfigMgr console

Azure portal

ConfigMgr
Site Servers



On-premises

Traditional OS Deployment

Win32 app management

Configuration and GPO

Bitlocker Management

Hardware and software inventory

Update management

Cloud attached Cloud only

Unified Endpoint Management – Windows, iOS, macOS, Android

Modern access control – Compliance, Conditional Access

Modern provisioning – Autopilot, DEP, Zero Touch, KME

Modern security – Hello, Attestation, ATP, Secure Score

Modern policy – Security Baselines, Guided Deployments

Modern app management – O365 Pro Plus, Stores, SaaS, VPP

Full M365 integration – Analytics, Graph, Console, RBAC, Audit



Two main paths to attach to the cloud for existing ConfigMgr customers

1. Existing ConfigMgr managed devices auto-enroll into Intune

• Transparent

• At scale

2. Modern Provisioning bootstrap ConfigMgr agent 



Azure AD

Setup Hybrid Azure AD 

License users for Azure AD

Enable Windows 10 

Auto-enrollment

ConfigMgr

ConfigMgr 1710+

Onboard to AAD

** Set up Internet facing client

Intune 

If hybrid, migrate users off first

Standalone only

License users for Intune

Windows client

Windows 10 1709+



AD/AAD 

connect

Adopt Windows 10

Adopt Office 365/ProPlus

Imaging to Signature Image

1/2020

GPO to MDM Policy

Kerberos to Modern Auth

Win32 to Modern Apps

ConfigMgr Content Delivery to Cloud Content Delivery 

Today

WSUS to WUfB

Adopt & Connect Transition to Modern

Modernizing with a co-management bridge



AD/AAD 

connect

Adopt Windows 10

Adopt Office 365/ProPlus

Imaging to Signature Image

1/2020

GPO to MDM Policy

Kerberos to Modern Auth

Win32 to Modern Apps

ConfigMgr Content Delivery to Cloud Content Delivery 

Today

WSUS to WUfB

Adopt & Connect Transition to Modern

Modernizing with a co-management bridge



- Users see settings and data 

across devices (Enterprise 

Roaming of Settings)

- IT can control access via 

Azure AD device-based 

conditional access.

- Users sign-in conveniently 

and securely with Windows 

Hello for Business.

- Eliminate PC dependency 

on domain controllers 

- Better battery life and 

performance of the device 

- Extend your on-premises 
directory with Azure AD.

- Azure AD Join your AD 
domain-joined devices

- AD + Azure AD Join new 
devices through 
Auto Pilot 

- Transition GPO to MDM 

- Pilot Azure AD Join to identify AD 
auth dependencies

- Gradually move traditional 
management tools that rely on 
computer identity to their cloud 
equivalents or AAD enlightened 
versions (e.g. ConfigMgr with CMG, 
WSUS to WUfB)

- AAD Join new devices  (AD Joined 
machines remain AD joined until 
retired)











AD/AAD 

connect

Adopt Windows 10

Adopt Office 365/ProPlus

Imaging to Signature Image

1/2020

GPO to MDM Policy

Kerberos to Modern Auth

Win32 to Modern Apps

ConfigMgr Content Delivery to Cloud Content Delivery 

Today

WSUS to WUfB

Adopt & Connect Transition to Modern

Modernizing with a co-management bridge



Transform device deployment with Windows Autopilot
Great for IT and end users

Deliver a secure, productive experience 

without ever touching the device

Be productive from the start with a 

personalized out of box experience

Be productive from the start with a 

personalized out of box experience

Deliver a secure, productive experience 

without ever touching the device



Windows Autopilot overview

Configure 

Windows 

Autopilot profileS
e
lf-se

rv
ice

 d
e
p

lo
y

Device IDs

Hardware Vendor

IT Admin

Ship

Deliver direct to Employee
Employee unboxes 

device, self-deploys

IntuneWindows Autopilot

Device sync

Autopilot profile sync



Windows Autopilot Scenarios

AVAILABLE in 1809

Autopilot for 

existing devices

Windows 10 1809 

and above

Windows 7 to 

Windows 10

ConfigMgr task 

sequence, followed 

by Windows 

Autopilot user-driven 

mode

AVAILABLE in 1809

Self-deploying 

mode

Windows 10 1809 

and above

No need to provide 

credentials, 

automatically joins 

AAD

AVAILABLE in 1809

Hybrid Azure AD 

Join

Windows 10 1809 

and above

Join device to AD, 

enroll in Intune/MDM

AVAILABLEAVAILABLE

User-driven mode

Windows 10 1703 

and above

Join device to AAD, 

enroll in Intune/MDM

Windows Autopilot 

reset - local

Windows 10 1709 

and above

Join device to AAD, 

enroll in Intune/MDM

AVAILABLE in 1809

Windows Autopilot 

reset - remote

Windows 10 1809 

and above

Execute a device reset 

via Intune and 

maintain AAD join 

and MDM enrollment



Windows Autopilot 
User-driven Mode





Continue in English?

English 

Next

Would you like to continue in English?

NextNext



United Arab Emirates

United Kingdom

United States

Let’s start with region. Is this right?

YesYesYes



Is this the right keyboard layout?

US

United States-Dvorak for left hand DVORAK L

United States-Dvorak for right hand DVORAK R

United States-International QWERTY

Albanian QWERTZ

YesYesYes



SkipAdd layout

Want to add a second keyboard layout?

SkipSkip



Now let's get you connected to a network. That way you get updates, apps and cat videos as soon as possible. How about the 
first one on the list? Want to use that one?

Skip for now

Let’s connect you to a network

Network4

Contoso Corp

ContosoGuestWiFi

Connect

Contoso Corp 2

Connect automatically



Now let's get you connected to a network. That way you get updates, apps and cat videos as soon as possible. How about the 
first one on the list? Want to use that one?

Skip for now

Let’s connect you to a network

Network4

Contoso Corp

ContosoGuestWiFi

Connect

Contoso Corp 2

Connect automatically



Agree & Connect

Welcome to our Guest Wi-Fi

By clicking on the connect button you agree to our Terms 

of Service and have reviewed the Contoso Privacy Policy.



Agree & Connect

Welcome to our Guest Wi-Fi

By clicking on the connect button you agree to our Terms 

of Service and have reviewed the Contoso Privacy Policy.



Alright, you’re connected. Just a moment…



Now we’ll check for any updates…



NextStart over with a different account

Password

Forgot password?

anna@contoso.com

Welcome, Anna!
Enter password for your Contoso email account



NextStart over with a different account Forgot password?

anna@contoso.com

Welcome, Anna!
Enter password for your Contoso email account

● ● ● ● ● ● ● ●

Next



Setting up your work account…





We’re getting everything ready for you.  



We’re getting everything ready for you.  



Let’s go!





Windows Autopilot Reset
Local



Simple process to prepare a device for a different purpose:

Remove all apps, settings, and personal files

Preserve Azure Active Directory join and MDM enrollment so the device 

is still managed

Preserves provisioning packages

Keeps keyboard, language, wi-fi settings*

Initiated by an admin via a simple Windows-Control-R keystroke from logon 

screen

Takes 20-30 minutes to complete on typical hardware

Windows Autopilot Reset - local
(previously Windows Automatic Redeployment)



Requirements:

Windows 10, version 1709 or later

Needs to be enabled on devices (off by default)

• MDM policy and provisioning package support available

Azure Active Directory-joined devices

Active Directory or Azure Active Directory administrators perform this 

task

• All users who can add devices to Azure AD are considered 

Administrators

• Configure via Azure Portal to restrict

Windows Autopilot Reset - local
(previously Windows Automatic Redeployment)



















We’re getting everything ready for you.  



We’re getting everything ready for you.  



Let’s go!





Windows Autopilot Reset
Remote via Microsoft Intune

PUBL IC  PREVIEW



Simple process to prepare a device for a different purpose:

Remove all apps, settings, and personal files

Preserve Azure Active Directory join and MDM enrollment so the device 

is still managed

Preserves provisioning packages

Keeps keyboard, language, wi-fi settings

Initiated via Microsoft Intune

Takes 20-30 minutes to complete on typical hardware

Windows Autopilot Reset - remote
PUBL IC  PREVIEW





Requirements:

Windows 10 Insider Preview Build 17672 and later

Needs to be enabled on devices (off by default)

• MDM policy and provisioning package support available

Azure Active Directory-joined devices

Administrators to perform the task

• All users who can add devices to Azure AD are considered Administrators

• Configure via Azure Portal to restrict

• Enrollment status page must be switched on in Intune

Roadmap:

Support for Active Directory-joined devices

Windows Autopilot Reset - remote
PUBL IC  PREVIEW



Windows Autopilot
Self-deploying devices



VDI clients

Digital signage

Single app kiosk

Multi app kiosk Shared PC

How would you use Autopilot to deploy…



Technicians usually set up these types of devices

No defined user to auth or set up the device

May not have peripherals (keyboards, mice, etc.)

Typically involve “walk up and use” scenarios

Design notes



It is as easy as….

Registering your device with Autopilot

Assigning a Self-Deploying Autopilot Profile using Intune

Connecting to a network and booting your device





















Self-Deploying mode

Prerequisites:

Windows 10 1809 and later

TPM 2.0

Azure Active Directory Premium

Microsoft Intune 

Steps:

1. Register device with Autopilot

2. Assign Autopilot Profile configured for “self-deploying mode” 

within Intune

3. Boot device, click OK (for now)



Windows Autopilot
Hybrid Azure AD Join



What is Hybrid Azure AD Join?

Devices joined to on premises Active Directory and registered in Azure Active Directory

If you deployed AAD Connect and use Windows 10 1607 or later, you likely already use this

Some refer to this state as “DJ++”

Learn more at - https://docs.microsoft.com/en-us/azure/active-directory/devices/overview#hybrid-azure-ad-joined-devices

https://docs.microsoft.com/en-us/azure/active-directory/devices/overview#hybrid-azure-ad-joined-devices


Design notes

Customers routinely ask for the ability to 

join on premises domains via OOBE

Need for the same customizations Autopilot 

provides:

▪ Auto-accept EULA

▪ Skip Privacy pages

▪ Admin vs. standard user

▪ Device naming



It is as easy as…

Registering your device with Autopilot

Assigning a Hybrid Azure AD Autopilot Profile using Intune

Booting your device and connecting to corpnet



Let’s talk about ODJ blobs

Stands for an Offline Domain Join blob

At the center of the Hybrid Autopilot flow

You can generate your own blob from any domain joined machine if you have rights to join



Hybrid Azure AD Join through Windows Autopilot

Offline Domain Join Connector

Windows Autopilot 

Deployment Service

Employee unboxes 

device, self-deploys

AD

Domain

Controller

Intune

Receive 

ODJ

MDM 

enrollment

Autopilot 

profile

Hardware 

ID



New 
computer 

record with 
machine 

name “foo”
The ODJ Connector

Allows Intune to generate machine 
objects in your DC on your behalf

This creates ODJ blobs, which are then 
transported to Intune using the 

connector







United Arab Emirates

United Kingdom

United States

Let’s start with region. Is this right?

YesYesYes















We’re getting everything ready for you.  





Windows Autopilot scenarios

AVAILABLE in 1809

Autopilot for 

existing devices

Windows 10 1809 

and above

Windows 7 to 

Windows 10

ConfigMgr task 

sequence, followed 

by Windows 

Autopilot user-driven 

mode

AVAILABLE in 1809

Self-deploying 

mode

Windows 10 1809 

and above

No need to provide 

credentials, 

automatically joins 

AAD

AVAILABLE in 1809

Hybrid Azure AD 

Join

Windows 10 1809 

and above

Join device to AD, 

enroll in Intune/MDM

AVAILABLEAVAILABLE

User-driven mode

Windows 10 1703 

and above

Join device to AAD, 

enroll in Intune/MDM

Windows Autopilot 

reset - local

Windows 10 1709 

and above

Join device to AAD, 

enroll in Intune/MDM

AVAILABLE in 1809

Windows Autopilot 

reset - remote

Windows 10 1809 

and above

Execute a device reset 

via Intune and 

maintain AAD join 

and MDM enrollment



Key Benefits:

No more maintenance of images and drivers

No need for IT to touch the devices

Simple process for users and IT

Integration in the device supply chain

Reset device back to a business ready state

Device lifecycle 
management with 
Windows Autopilot and 
Intune

Business ready

Break fix

RetirementManagementProcurement Deployment



Administering 
Windows 
Autopilot

Microsoft Store for Business

Microsoft Intune

Partner Center

Microsoft 365 Business



Step 1.  Registering devices





OEMs, distributors, and resellers make the process easy:

• Automatically add new devices to Azure tenant at time of 

shipment

• Associate devices to customer’s purchase order for easy device 

grouping

• Tag devices with a customer specified label

• Provide an preinstalled image that is ready for configuration*

For a list of those supporting Windows Autopilot supply 

chain integration please visit:

https://aka.ms/WindowsAutopilot

Registering new devices
Supply chain integration

https://aka.ms/WindowsAutopilot


Step 2.  Assign profile



Configure important details:

• Deployment mode

• Specific settings required for the deployment 

mode

• New!  BitLocker encryption even for non-admin users 

(requires Windows 10 1809)

• Out-of-box experience (OOBE) settings

• New!  Hide change account  options (requires Windows 10 

1809)

• New!  Device naming pattern, supporting variable 

substitution (requires Windows 10 1809):

• %SERIAL%

• %RAND:x% (where X is the number of digits)

Creating an Autopilot profile



If you have existing Windows 10 devices:

• An Azure AD device object is automatically created for each imported 

Autopilot device

• Create one or more Azure AD groups

• Assign an Autopilot profile to the Azure AD group

• Intune will automatically assign the profile to all members of the assigned 

group

Options for grouping:

• Dynamic group with all Autopilot devices

• Dynamic group based on purchase order ID

• Dynamic group based on device tag (orderID)

• Manual

Assigning an Autopilot profile
Automated using groups



Step 3.  Deploy!



Windows 10 version 1703 or higher

One of the following, to provide needed Azure Active Directory (automatic MDM 

enrollment and company branding features) and MDM functionality:

https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-

requirements-licensing

https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-requirements-licensing


Azure Active Directory
https://docs.microsoft.com/en-us/intune/windows-

enroll#enable-windows-10-automatic-enrollment

https://docs.microsoft.com/en-us/azure/active-

directory/fundamentals/customize-branding

Intune:

https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-

requirements-configuration

https://docs.microsoft.com/en-us/intune/windows-enroll#enable-windows-10-automatic-enrollment
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/customize-branding
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-requirements-configuration


Windows 
Autopilot 
deployment

Three simple steps

Register devices

Create an Autopilot profile and 

assign to a group

Ship the device to the user

Cloud driven



AD/AAD 

connect

Adopt Windows 10

Adopt Office 365/ProPlus

Imaging to Signature Image

1/2020

GPO to MDM Policy

Kerberos to Modern Auth

Win32 to Modern Apps

ConfigMgr Content Delivery to Cloud Content Delivery 

Today

WSUS to WUfB

Adopt & Connect Transition to Modern

Modernizing with a co-management bridge





•Microsoft inbox security technology (not deprecated) such 

as Bitlocker, Smartscreen, and DeviceGuard (virtual-based 

security), ExploitGuard, Defender, and Firewall

•Restricting remote access to devices

•Setting credential requirements for passwords and PINs

•Restricting use of legacy technology

•Legacy technology policies that offer alternative

solutions with modern technology

•And much more

MDM security baseline includes policies that cover the following:



AD/AAD 

connect

Adopt Windows 10

Adopt Office 365/ProPlus

Imaging to Signature Image

1/2020

GPO to MDM Policy

Kerberos to Modern Auth

Win32 to Modern Apps

ConfigMgr Content Delivery to Cloud Content Delivery 

Today

WSUS to WUfB

Adopt & Connect Transition to Modern

Modernizing with a co-management bridge



IT ProDeveloper

Tools
MSIX

Create

App

Package 

to MSIX

Configure 

Customize 
Sign Deploy

Microsoft Intune

Microsoft Store 
for Business



MSIX Packaging Tool



MSIX 

Container

App

Kernel

NTUSER, GDI, etc.

Full 

Trust

Win32 App

WDAG 

Container

UWP and 

Win32 Apps

FS / Registry Filters

App

Resource & Capability Management

Isolated

Kernel





 Intune security baselines

 Easy management of specialized devices with per-device licenses

 ConfigMgr Integration with Desktop Analytics

 AutoPilot “white glove”



Take action today

Modern Desktop POC Kit 

Self-Service POC Kit with 80 labs

Aka.ms/POCKit

Forrester Study: Modernize Your 

Device Management Practices with 

the Cloud

FastTrack

FastTrack Manager or FastTrack 

Ready Partner

Support deployment of Azure AD 

& Intune

FastTrack.microsoft.com

AutoPilot

Determine the best scenarios for 

your organization

Contact your OEM  

https://info.microsoft.com/ModernizeYourDeviceManagement.html


Complete the Session Survey! 

www. aka.ms/MSTechSummitDesktop



Begin your journey with 

Windows 10 today


