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Cloud
Big Data
Artificial intelligence
Automation

Quantum computation



T USE EVOLVED

Classic Workplace

Modern Workplace

Single Device Platform
Business Owned

Work in the office
\YETVE]

Reactive

Full Service tailored to
Boomers & Gen-Xers

Multiple Device Platforms
User and Business Owned
Work anywhere
Automated

Proactive

Self-Service tailored to
Millennials & Gen-Yers




On-premises

Legacy devices
Windows 7
Office

Active Directory
ConfigMgr

Windows Defender
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+ Modern Workplace

Modern devices
Windows 10

Office 365

Azure Active Directory
Microsoft Intune

Microsoft Threat Protection



Bridging the Classic & Modern Workplaces
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The Promises of Modern Management

Modern Workplace

Work from anywhere

Choose the device you want
or bring your own

Quick, friendly out-of-box
experience

Self-service

&
o
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Cloud IT

Integrated and cloud-based
security

Simpler application delivery
through Store/SaaS

Data intelligence for better
business insights

Lower TCO

Minimize on-prem
infrastructure costs

Unified identity, device and
app management

Self-service deployment
without imaging




Sign in with contoso.microsoft.com

email@contoso.com

== Microsoft Enterprise Mobility + Security Learn more at microsoft.com/ems




Paths to Modern Management
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Big Switch Transition
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Group by Group Transition mm i i:l:f

Iterative ("Co-management”)




Co-Management Architecture With ConfigMgr and Intune
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Windows 10

AAD Joined

AD Domain-joined &
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ConfigMgr console

ConfigMgr Agent
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Management Powered

_ e &

On-premises Cloud attached Cloud only

Traditional OS Deployment v
Win32 app management
Configuration and GPO
Bitlocker Management

Hardware and software inventory

LK KLK KX

Update management

ﬂJnified Endpoint Management — Windows, 10S, macOS, Android
Modern access control — Compliance, Conditional Access
Modern provisioning — Autopilot, DEP, Zero Touch, KME

Modern security — Hello, Attestation, ATP, Secure Score

Modern policy — Security Baselines, Guided Deployments

Modern app management — O365 Pro Plus, Stores, SaaS, VPP
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Qull M365 integration — Analytics, Graph, Console, RBAC, Audit




Two main paths to attach to the cloud for existing ConfigMgr customers

1. Existing ConfigMgr managed devices auto-enroll into Intune
* Transparent
« Atscale

ConfigMgr Agent ConfigMgr Agent Clem BB AgEl

Hybrid AAD Joined

Active Directory Hybrid AAD Joined Intune MDM

2. Modern Provisioning bootstrap ConfigMgr agent

Intune MDM
AutoPilot Imgbe IO Azure AD Joined

Azure AD Joined ConfigMgr Agent

Intune MDM

AutoPilot intune MPM Hybrid AAD Joined

Hybrid AAD Joined ConfigMgr Agent




Getting Ready for Cloud Attach

Azure AD

O

Setup Hybrid Azure AD
o
License users for Azure AD

o
Enable Windows 10

Auto-enrollment

ConfigMgr

ConfigMgr 1710+
O
Onboard to AAD
O

** Set up Internet facing client

Intune

O

If hybrid, migrate users off first
Standalone only

O

License users for Intune

Windows client

¢

Windows 10 1709+

** Optional, only for cloud born
devices bootstrapping ConfigMgr
client




Today

Adopt Office-365/ProPlus
AD/AAD

connect

Bridging to Modern Management

ConfigMgr Content Delivery to Cloud Content Delivery

Win32 to Modern Apps

Adopt & Connect Transition to Modern

Kerberos to Modern Auth e
GPO to MDM Policy -

Imaging to Signature Image //://

m ’ Modernizing with a co-management bridge

Adopt Windows 10

1/2020



Bridging to Modern Management

ConfigMgr Content Delivery to Cloud Content Delivery

Win32 to Modern Apps

Adopt & Connect Transition to Modern

Kerberos to Modern Auth e
GPO to MDM Policy -

Imaging to Signature Image //://

m ’ Modernizing with a co-management bridge

Adopt Windows 10

Adopt Office-365/ProPlus

AD/AAD |
connect i

Today 1/2020




From Domain Joined to Azure AD Joined Devices

JA\D)
Domain
Joined

Hybrid
Azure AD Transition GPO to MDM Azure AD

Joined Pilot Azure AD Join to identify AD Joined

auth dependencies

Gradually move traditional
management tools that rely on
_ computer identity to their cloud
QD - Aztuhre ADhJom NEW e settings a equivalents or AAD enlightened e PC dependency
evices throu . - - ~ :
g devices (Ente versions (e.g. ConfigMgr with CMG, ain controllers

Auto Pilot WSUS to WUfB
ing of Settlngs AAD | 9 Cj _ aga— r battery life and
oin new devices (AD Joined /ey A IV T

machines remain AD joined until
"ure AD device-ba retired)

onditional access.
Users sign-in conve
and securely with Windows
Hello for Business.

Extend your on-premises
directory with Azure AD.

Azure AD Join your AD
domain-joined devices




Demo: Co-Management



IR Home |

»* @ W

Configure co- | Feedback | Saved
management Searches ~
Create Feedback Search

.

:-‘-ﬁ' ¥: ‘j’ \ » Administration » Overview » Cloud Services » Co-management

t)

\dministration
4 Em Overview
’ E Updates and Servicing
» 3 HierardKonﬁguration
4 [ Cloud Setvices

29e

&5 Azure Services
@ Azure Active Directory Tenants

%] Microsoft Intune Subscriptions
% Android For Work
% Apple Volume Purchase Program Tokens
&5 Cloud Distribution Points
» ] Site Configuration
K Client Settings
» [ Security
25 Distribution Points
25 Distribution Point Groups
» [ Migration

+ [] Management Insights

< Co-management 0 items

Icon

g Assets and Compliance
ﬁ Software Library

_.J Monitoring

7], Administration

Name

Description

o No items found.

Ready



@ Dashboard - Microsoft, X =+ — X

é = O ‘ﬁ al.azure.com/?feature.canmodifystamps=true&Microsoft_Intune=1&Microsc tune_DeviceSetting tip&m oft_intune_enrollr e Apps=ctip&l vsoft_Intune *ﬁ( ‘ —

ViIGIGesoil Azdle Restore default configuration B MDY brad@mSGSd%z.Eczo;s
Microsoft Intune »* 0
New /) & Classic portal
Dashboard ‘ .
@ Overview Status Quick tasks
Intune
@4 Quick start Find a user

Azure Active Directory

MANAGE

Device compliance

Find a device

COMPLIANT Add an app
All resources € 3
m Device enroliment Create a group
C e 3 C i olicv
Resource groups ) : 3 Create a compliance policy
v Device ccmphance NOT COMPUANT
Create a configuration policy
App Services B Device configuration 2
Function Apps B Devices IN GRACE PERIOD Learn more about Intune
HH i 1 Microsoft Intune overview
SQL databases 222 Mobile apps e
Follow these steps to manage devices, Windows PCs,
DEVICE NOT SYNCED and apps in your erganization

Azure Cosmos DB

Virtual machines

Load balancers

Storage accounts

Monitor

Virtual networks

Advisor

Security Center

A nillinn

More services »

eBooks
U Conditional access
& On-premises access
pa  Users
s Groups
¢ Intune roles

B8 Software updates

HELP AND SUPPORT

O

ps Help and support

3

Device configuration

No data to display

wy
g

Protect on-premises email and data

e of Intune’s conditicnal access solution
i e accessed by enrolied

Offer bring your own device program
Use intune to protect empioyee owned devices so

they can access company data

Issue corporate owned devices

Pre-provision multiple corporate owned devices with

Intune’s bulk enroliment soluti

Pt
111}

Intune Data Warehouse

on
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Recycle Bi
SESES Company Portal

Apps

Your apps are located in Software Center.
Open Software Center to get these apps.

E:, Software Center

SCCM PG On-Premises Dogfood

[E® Applications
All Required

~
xs Updates Filter: | All Sort by: | Most recent

() Operating Systems
[> Installation status

€& Device compliance

£X Options

MSIT AutoVPN Company Portal Virtual Smart Card
package - MSIT...  (x86/x54) Certificate Mana...




Bridging to Modern Management

ConfigMgr Content Delivery to Cloud Content Delivery

Adopt & Connect Transition to Modern

Win32 to Modern Apps
Kerberos to Modern Auth /////

GPO to MDM Polic .

Imaging to Signature Image //://

WSUS to WUfB o _
: Modernizing with a co-management bridge

Adopt Windows 10

Adopt Office-365/ProPlus

AD/AAD |
connect i

Today 1/2020



Transform device deployment with Windows Autopilot

Great for IT and end users

Configure your Surface Laptop

Deliver a secure, productive experience Be productive from the start with a
without ever touching the device personalized out of box experience



Windows Autopilot overview

Device IDs

{iF

Hardware Vendor

Ko|dap a21nI95-}|9S

Ship

Deliver direct to Employee

Employee unboxes
device, self-deploys

Autopilot profile sync

Intune

Device sync

Configure
Windows
Autopilot profile
rAl

a

L
IT Admin



Windows Autopilot Scenarios

AVAILABLE AVAILABLE AVAILABLE in 1809 AVAILABLE in 1809 AVAILABLE in 1809 AVAILABLE in 1809

User-driven mode
Windows 10 1703
and above

Join device to AAD,
enroll in Intune/MDM

Windows Autopilot Self-deploying

reset - local
Windows 10 1709
and above

Join device to AAD,
enroll in Intune/MDM

mode

Windows 10 1809
and above

No need to provide
credentials,
automatically joins
AAD

Windows Autopilot
reset - remote

Windows 10 1809
and above

Execute a device reset
via Intune and
maintain AAD join
and MDM enrollment

Hybrid Azure AD
Join

Windows 10 1809
and above

Join device to AD,
enroll in Intune/MDM

Autopilot for
existing devices

Windows 10 1809
and above

Windows 7 to
Windows 10

ConfigMgr task
sequence, followed
by Windows
Autopilot user-driven
mode



Windows Autopilot

User-driven Mode






Welcome

Would you like to continue in English?




Basics

Listening...




Basics

Listening...




Basics

Listening...




Now let's get you connected to a network. That way you get updates, apps and cat videos as soon as possible. How about the
first one on the list? Want to use that one?




Now let's get you connected to a network. That way you get updates, apps and cat videos as soon as possible. How about the
first one on the list? Want to use that one?




& Network

é O ‘ http://captiveportalwi-fifeula/1234.htm




& Network

é O ‘ http://captiveportalwi-fifeula/1234.htm










Account

Welcome, Anna!

Enter password for your Contoso email account

anna@contoso.com

Passwordl

Start over with a different account Forgot password? Next

) Listening...



Start over with a different account

Listening...

Account

Welcome, Anna!

Enter password for your Contoso email account

anna@contoso.com

Forgot password?

Next







Account

Setting up your device for work

This could take a while and your device may need to reboot.

Device preparation
o Complete

5 Device setup Hide details
Identifying

Security policies (Identifying)
Certificates (Identifying)

Network connections (ldentifying)
Apps (ldentifying)




We're getting everything ready for you.

Don't turn off your PC



We're getting everything ready for you.

Don't turn off your PC



Let’s go!



Recycle Bin

- OAskmeanything 8 O 2 m a [~ N Elde 62/32::‘7 %



Windows Autopilot Reset

L ocal



Windows Autopilot Reset - local

(previously Windows Automatic Redeployment)

Simple process to prepare a device for a different purpose:
Remove all apps, settings, and personal files

Preserve Azure Active Directory join and MDM enrollment so the device
is still managed

Preserves provisioning packages
Keeps keyboard, language, wi-fi settings*

Initiated by an admin via a simple Windows-Control-R keystroke from logon
screen

Takes 20-30 minutes to complete on typical hardware

*Does not support certificate based Wifi/802.1x




Windows Autopilot Reset - local

(previously Windows Automatic Redeployment)

Requirements:
Windows 10, version 1709 or later
Needs to be enabled on devices (off by default)
« MDM policy and provisioning package support available
Azure Active Directory-joined devices

Active Directory or Azure Active Directory administrators perform this
task

« All users who can add devices to Azure AD are considered
Administrators

« Configure via Azure Portal to restrict




Recycle Bin

Settings

£ Managed by Contoso MN

Areas managed by Contoso MN

Contoso MN manages the following areas and settings. Settings
marked as Dynamic might change depending on device location,
time, and network configuration.

More information about Dynamic Management

Polices

*Experience
*Update

«Start

Applications

«Sway

*Delve

N

*Expenses

*Dynamics 365

Connection info

Management Server Address:
https://r.manage.microsoft.com/devicegatewayproxy/
cimhandler.ashx

Exchange ID:
A257859D4D45D63E828035209C4628C1

Windows 10 Enterprise Insider Preview
Evaluation copy. Build 16278.rs3_release.170825-1441

Ao U

3 O Ask me anything






Hyper-V"

Resetting this PC



Hyper-V

Resetting this PC 42%







Thursday, August










We're getting everything ready for you.

Don't turn off your PC



We're getting everything ready for you.

Don't turn off your PC



Let’s go!



Recycle Bin

Windows 10 Enterprise Insider Preview
Evaluation copy. Build 16278.rs3_release.170825-1441

2 O Askmeanything 0 o 2 m A = A~@ O




Windows Autopilot Reset

Remote via Microsoft Intune



PUBLIC PREVIEW

Windows Autopilot Reset - remote

Simple process to prepare a device for a different purpose:
Remove all apps, settings, and personal files

Preserve Azure Active Directory join and MDM enrollment so the device
is still managed

Preserves provisioning packages

Keeps keyboard, language, wi-fi settings
Initiated via Microsoft Intune

Takes 20-30 minutes to complete on typical hardware




/A Dashboard - Microsoft, X l—|— S

< - 0O m

Microsoft Azure

Create a resource
All services

% FAVORITES

’ Azure Active Directory

Intune
2= Al| resources
w#/ Resource groups
. App Services
%> Function Apps
= SQL databases
?’f Azure Cosmos DB
! Virtual machines
4* Load balancers
B Storage accounts
Virtual networks
e Monitor
@ Advisor

e Security Center

8 | https://portal.azure.com/#blade/Microsoft_Intune_Devices/DeviceSettingsBlade/overview/mdmDeviceld/5d6108b8-6667-48d 1-801a-ae03e £3

A2 Search resources, services, and docs > Iy

Home > Microsoft Intune > Devices - All devices > DESKTOP-JDT6CSO
DESKTOP-JDT6CSO

o « X Retre ) Wipe @ Delete €D sync
. Device name
ORI DESKTOP-JDT6CSO
Management name
MANAGE .
MeganB_Windows_9/21/2018_12:06 AM
Properties Ownership
Corporate
Monitor Serial number
8651-5228-2150-4865-5044-8879-02
E_l\ Hardware
Phone number
:® Discovered apps
Y Device compliance See more
Q; Device configuration
B App configuration Device actions status
ACTION STATUS
No results

»

® 3z 2 ©

(D Restart

Associated user
Megan Bowen

Compliance
Compliant
Operating system
Windows

Device model
Virtual Machine

Last check-in time
9/20/2018, 7:24:12 PM

w e L &

admin@M365x03995... (4B
contoso P

z) Fresh Start oo

@/ Quick Scan

@ Full Scan

=.C'5 Update Windows Defender

DATE/TIME




PUBLIC PREVIEW

Windows Autopilot Reset - remote

Requirements:
Windows 10 Insider Preview Build 17672 and later
Needs to be enabled on devices (off by default)
« MDM policy and provisioning package support available
Azure Active Directory-joined devices
Administrators to perform the task

« All users who can add devices to Azure AD are considered Administrators

« Configure via Azure Portal to restrict

« Enrollment status page must be switched on in Intune

Roadmap:

Support for Active Directory-joined devices



Windows Autopilot

Self-deploying devices



How would you use Autopilot to deploy...

Digital signage

=5

Single app kiosk

J

Multi app kiosk

o=—|ojo
H=|-

VDI clients

=

Shared PC

Al




Design notes

Technicians usually set up these types of devices
No defined user to auth or set up the device
May not have peripherals (keyboards, mice, etc.)

Typically involve “walk up and use” scenarios




It Is as easy as....

Registering your device with Autopilot

Assigning a Self-Deploying Autopilot Profile using Intune

fﬁ Connecting to a network and booting your device



Demo: Self-Deploying
Mode

Kiosk



Let's start with region. Is this right?

U.S. Minor Outlying Islands
U.S. Virgin Islands

Uganda

Ukraine

United Arab Emirates

United Kingdom

Yes




Just a moment...




Now we have some important setup to do.




Welcome! We'll take it from here.

Getting you set up for work may take a while, but leave everything to us.
Please don't turn off this device.

Not your company’s device?




Just a moment...




Account

Please wait while we set up your device...




Setting up your device for work

This could take a while and your device may need to reboot.

Device preparation
Q Complete

5 Device setup Hide details
Identifying

Secunty policies (Identitying)
Certificates (Identifying)

Network connections (ldentifying)
Apps (Identifying)




This might take several minutes

Don't turn off your PC




Selt-Deploying mode

Prerequisites: Steps:

Windows 10 1809 and later 1. Register device with Autopilot

2. Assign Autopilot Profile configured for “self-deploying mode”

TPM 2.0
within Intune

Azure Active Directory Premium
3. Boot device, click OK (for now)

Microsoft Intune



Windows Autopilot

Hybrid Azure AD Join



What is Hybrid Azure AD Join?

Devices joined to on premises Active Directory and registered in Azure Active Directory
If you deployed AAD Connect and use Windows 10 1607 or later, you likely already use this

Some refer to this state as “DJ++"

Learn more at - https://docs.microsoft.com/en-us/azure/active-directory/devices/overview#hybrid-azure-ad-joined-devices



https://docs.microsoft.com/en-us/azure/active-directory/devices/overview#hybrid-azure-ad-joined-devices

Design notes

Customers routinely ask for the ability to
join on premises domains via OOBE

Need for the same customizations Autopilot
provides:

= Auto-accept EULA
= Skip Privacy pages
= Admin vs. standard user

= Device haming




It is as easy as...

Registering your device with Autopilot

Assigning a Hybrid Azure AD Autopilot Profile using Intune

£  Booting your device and connecting to corpnet



Let's talk about ODJ blobs

Stands for an Offline Domain Join blob
At the center of the Hybrid Autopilot flow

You can generate your own blob from any domain joined machine if you have rights to join

3. Administrator: Command Prompt

Microsoft Windows [Version 10.0.17730.1000]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\WINDOWS\system32>djoin /provision /domain fx.lab /machine testdjoin@l /savefile provisioning.txt




Hybrid Azure AD Join through Windows Autopilot

>

Windows Autopilot
Deployment Service

AD
: Intune
Domain Offline Domain Join Connector
Controller | = >
\/ A
Receive MDM Autopilot
ODJ enrollment profile

Employee unboxes
device, self-deploys

Hardware
ID



T
v

Domain
Controller

Offline Domain Join Connector
(HE S

New

computer
record with

machine

name “foo”

4

ODJ Blob

Intune

The ODJ Connector

Allows Intune to generate machine
objects in your DC on your behalf

This creates ODJ blobs, which are then
transported to Intune using the
connector



Demo: Hybrid Azure AD
Join



Microsoft Azure L Search resources, services, and docs Admin@contosomn.o... .
i conTosoMN @

Home > Microsoft Intune > Device enrollment - Windows enrollment > Windows Autopilot deployment profiles > Create profile

Create a resource Windows Autopilot deployment profiles Create profile

Windows enrollment Windows Autopilot deployment profiles

All services
o= Create profile Name

% FAVORITES - -
| Hybrid Azure AD Join

Windows Autopilot deployment profiles lets you customize the out-of-box experience for your devices. Learn More.
‘ Azure Active Directory

Description

Intune DESCRIPTION JOIN TYPE ASSIGNED Deplayment profile for Hybrid Azure AD loin

Dashboard : User Driven Profile Azure AD joined Yes

All resources . .
Kiosk Azure AD joined

Resource groups

. App Services * Deployment mode @

] SQL databases 1 User-Driven

A& Azure Cosmos DB * Join to Azure AD a5 @

Hybrid Azure AD joined

! Virtual machines

“' Load balancers Cut-of-box experience (OCBE)

B storage accounts Defaults configured

Virtual networks
) Security Center
0 Cost Management + Billing

S Help + support

e Monitor

@ Advisor




Basics

Listening...




C

Basics

Let's start with region

Turks and Caicos Islands

Tuvalu

U.S. Minor Outlying Islands

U.S. Virgin Islands h
Uganda

Ukraine

United Arab Emirates

United Kingdom

. Is this right?

United States

Yes



continue se

Well

tting up your device 2
-

e Lt i
repoot







Account

Just a moment...

-
&




Accoumt

Please wait while we set up your device...




C

Basics

Let's start with region

Turks and Caicos Islands

Tuvalu

U.S. Minor Outlying Islands

U.S. Virgin Islands h
Uganda

Ukraine

United Arab Emirates

United Kingdom

. Is this right?

United States

Yes



We're getting everything ready for you.

Don't turn off your PC
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Windows Autopilot scenarios

User-driven mode
Windows 10 1703
and above

Join device to AAD,
enroll in Intune/MDM

Windows Autopilot
reset - local
Windows 10 1709

and above

Join device to AAD,
enroll in Intune/MDM

Windows Autopilot
reset - remote

Windows 10 1809
and above

Execute a device reset
via Intune and
maintain AAD join
and MDM enrollment

Self-deploying
mode

Windows 10 1809
and above

No need to provide
credentials,
automatically joins
AAD

Hybrid Azure AD
Join

Windows 10 1809
and above

Join device to AD,
enroll in Intune/MDM

AVAILABLE AVAILABLE AVAILABLE in 1809 AVAILABLE in 1809 AVAILABLE in 1809 AVAILABLE in 1809

Autopilot for
existing devices

Windows 10 1809
and above

Windows 7 to
Windows 10

ConfigMgr task
sequence, followed
by Windows
Autopilot user-driven
mode



Device litecycle
management with
Windows Autopilot and
frtuie

No more maintenance of images and drivers
No need for IT to touch the devices

Simple process for users and IT

Integration in the device supply chain

Reset device back to a business ready state

&

4 v

-

Break fix

[nnn

Procurement

L

Deployment

nig
Business ready

L&J

Management

&

Retirement



Administering
Windows
Autopilot

Microsoft Store for Business Partner Center

The only
portal
enterprises
should use

Microsoft Intune Microsoft 365 Business




Windows Autopilot

Step 1. Registering devices

NN NN
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InPrivate

<_

7 wWindows Autopilot

o4 oW

D) {n £ | https://www.microsoft.com/en-us/windowsforbusiness/windows-autopilot

Participant device manufacturers

These brands ship devices using Windows Autopilot. When you purchase from them, your employees will
receive devices ready to go, just by signing in —requiring no help from IT.

BN Microsoft TOSHIBA
@ Lenovo = Surface Leading Innovation >>>
DELL HP LENOVO SURFACE TOSHIBA

Device manufacturers coming soon

> "o
|

Additional Resources




Registering new devices
Supply chain integration

OEMs, distributors, and resellers make the process easy:

« Automatically add new devices to Azure tenant at time of
shipment

« Associate devices to customer’s purchase order for easy device
grouping

« Tag devices with a customer specified label

« Provide an preinstalled image that is ready for configuration*

For a list of those supporting Windows Autopilot supply
chain integration please visit:

https://aka.ms/WindowsAutopilot

*Subject to OEM. Check with your vendor for availability.



https://aka.ms/WindowsAutopilot

Windows Autopilot

Step 2. Assign profile

NN NN

[ NN/
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Creating an Autopilot profile

Configure important details:

« Deployment mode

Create profile X Out-of-box experience (OOBE)

« Specific settings required for the deployment
mode

New! BitLocker encryption even for non-admin users
(requires Windows 10 1809)

« Out-of-box experience (OOBE) settings e G s B s EAA @ i
« New! Hide change account options (requires Windows 10 f i 0 2
1809 e e ———
« New! Device naming pattern, supporting variable ’ i | [ =ei—1]
substitution (requires Windows 10 1809): horscountpe @ | o |
%SERIAL% i

%RAND:x% (where X is the number of digits)



Assigning an Autopilot profile

Automated using groups

If you have existing Windows 10 devices: User Driven Profile - Assignments

&£

« An Azure AD device object is automatically created for each imported
Autopilot device

Overview

 Create one or more Azure AD groups Manage
Properties

« Assign an Autopilot profile to the Azure AD group # settings

Mon-Kiosk Devices

. . . . . B Assigned devices
 Intune will automatically assign the profile to all members of the assigned

group

Assignments

Options for grouping:

« Dynamic group with all Autopilot devices

« Dynamic group based on purchase order ID

« Dynamic group based on device tag (orderlD)

« Manual



Windows Autopilot

Step 3. Deploy!

NN NN
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Windows Autopilot

Pre-requisites

Windows 10 version 1703 or higher

- Specific capabilities require higher versions

One of the following, to provide needed Azure Active Directory (automatic MDM
enrollment and company branding features) and MDM functionality:

- Microsoft 365 Business subscriptions

- Microsoft 365 F1 subscriptions

- Microsoft 365 Enterprise E3 or E5 subscriptions, which include all Windows 10, Office 365, and EM+S
features (Azure AD and Intune)

- Enterprise Mobility + Security E3 or E5 subscriptions, which include all needed Azure AD and Intune
features

+ Azure Active Directory Premium P1 or P2 and Intune subscriptions (or an alternative MDM service)

See https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-
requirements-licensing for more information



https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-requirements-licensing

Windows Autopilot

One-time configuration tasks

Azure Active Directory

- Configure automatic MDM enrollment. See https://docs.microsoft.com/en-us/intune/windows-
enroll#enable-windows-10-automatic-enroliment.

- Configure company branding. See https://docs.microsoft.com/en-us/azure/active-
directory/fundamentals/customize-branding.

- Enable Windows Subscription Activation if desired
- Ensure users can join devices to Azure AD (for user-driven mode)

Intune:
- Enable the enrollment status page
- Ensure users can enroll devices in Intune
- (Optional) New! Set up enrollment restrictions so only Autopilot-registered devices can enroll

See https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-
requirements-configuration for more information



https://docs.microsoft.com/en-us/intune/windows-enroll#enable-windows-10-automatic-enrollment
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/customize-branding
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-requirements-configuration

Windows
Autopilot
deployment

Cloud driven

°
°
.....
° °
......
oooooooo

Three simple steps

Register devices

Create an Autopilot profile and
assign to a group

Ship the device to the user
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MDM Migration Analysis Tool for IT Admins

An easy-to-use tool which quickly shows you MDM support for the Group
Policies your organization uses today.

B <& [ TECH-WAD-HOL210:Us X =+ v~

O

TECH-WAD-HOL210: Using MMAT to accel

E] labondemand.com

EX¥ Administrator: Windows PowerShell

Windows PowerShe
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> cd c:\mmat
PS C:\mmat> Set-ExecutionPolicy Unrestricted Process

Execution Policy Change

The execution policy helps protect you from scripts that you do not trust. Changing the
you to the security risks described in the about_Execution_Policies help topic at

http://go.microsoft. com/fwlink/?LinkID=135170. Do you want to change the execution pnh

'Y] Yes [A] Yes to AH [N] No
S C:\mmat>
S C:\mmat

[L] No to A11 [S] Suspend [?] Help (default is "N"):
Invoke Hd'rl-hgr atmnAnahmsToo’l psl

\.EREOSE ta!t1ng analysis tool: <C:\mmat\Invoke-MdmMigrationAnaly
MDM Migration Analysis Tool. Copyright (c) Microsoft 2016.
Completed MDM Migration Analysis Tool

VERBOSE: Completed running analysis tool

PS C:\mmat> dir

sisTool.ps1\.. \MdmMigr

Directory: C:\mmat

LastWriteTime Length

collectGPOReports
sampleOutput
GPOReport-{31B2F340-016D-11D2-945F-00C(
GPOReport-{6AC1786C-016F-11D2-945F-00C(
Invoke-MdmMigrationAnalysisTool.psl
MachineRsop. log
MDM Migration Analysis Tool Instructio
MDMM1igrationAnalysis. html
MDMMigrationAnalysis.xml
MDMM1igrationAnalysisReportInformation.
MdmMigrationAnalysisTool-PS1-Invocatio

2 MdmMigrationAnalysisTool. exe
MdmMigrationAnalysisTool. log
MdmM1igrationAnalysisTool.pdb
MDMMigrationAnalysisXmlToHtml.xs1t
MDMPo 11 cyMapping. xml
MIT_License.txt
PartiallySupportedPolicyStrings.xml
README. md
RegistryFilterList.xml
UserRsop. log

Content

7 Hr 42 Min Remaining

Machines Support

Orm

MDM Migration Analysis Tool
(MMAT) User Manual

Executive Summary

What is this thing called MM
More and more organizations want to move to mobile device management
(MDM) to manage their devices including PC. For Windows 10 Creators
Update, Microsoft is adding functionality to the Operating System itself to
make transitioning to MDM easier. See additional documentation for more
background.

Transitioning from Group Policy to MDM can be challenging. Some
organizations have Group Policies that have been in place for over a decade
and which may not be fully inventoried, never mind understood.
Furthermore, MDM does not have a 1-1 mapping for all legacy Group
Policies. While it is possible for an IT administrator to manually inventory
Group Policy and cross reference MDM documentation on MSDN to
determine the support level, this would be labor intensive and error prone.

1
Microsoft created the MDM Migration Analysis Tool — aka MMATI_1 -to
help. MMAT will determine which Group Policies have been set for a target
user/computer and cross-reference against its built-in list of supported MDM
policies. MMAT will then generate both XML and HTML reports indicating the
level of support for each Group Policy in terms of MDM equivalents.

If you have a Group Policy targeting Minimum Password Length, for instance,
MMAT will detect this and tell you that MDM also support this policy. If you




Windows Security Baselines

MDM security baseline includes policies that cover the following:

*Microsoft inbox security technology (not deprecated) such
as Bitlocker, Smartscreen, and DeviceGuard (virtual-based
security), ExploitGuard, Defender, and Firewall

*Restricting remote access to devices

*Setting credential requirements for passwords and PINs

*Restricting use of legacy technology

*Legacy technology policies that offer alternative
solutions with modern technology

*And much more

Microsoft Security Guidance blog

October 2018

L LLIODC

Security baseline (DRAFT) for Windows 10 v1809 and Windows
Server 2019

Microsoft is pleased to announce the draft release of the security configuration baseline settings for Windows 10 version 1809 (a.k.a.,
"Redstone 5" or “RS57), and for Windows Server 2019. Please evaluate these proposed baselines and send us your feedback via blog
comments below. Download the content here: Windows-10-1809-Security-Baseline-DRAFT.zip The downloadable attachment to this blog
post...

October 1, 2018 By Aaron Margosis m3
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Modern IT: Application Lifecycle

Developer IT Pro
Create Package Configure :

Visual |_ Tools J Microsoft Store J

Studio MSIX for Business

Microsoft Intune

—



MSIX Packaging Tool

Interactive Ul

Command line support
Supports modification packages
No source code required!

MSI

Setup.exe

ClickOnce

App-V

Scripts

ices Movies & TV  Books Edge Extensions

MSIX Packaging Tool (Preview)
Microsoft Corporation ¢ Utilities & tools

12 Share < Wish list

More

%

= O X

£ Search s

MSIX Packaging tool enables you to repackage your existing classic applications to

More

Free

Available on

Ba rc




Container continuum

. UWP and
Full MS'.X WDAG
Trust Container Container

Resource & Capability Management
FS / Registry Filters Isolated

Kernel
NTUSER, GDI, etc.

Kernel




MSIX

MSIX provides an enterprise ready deployment platform
. You can use it today
. Just putting your app into an MSIX makes your app run faster
. Your install will be reliable and fast
. Windows 7 support releases to github today

. Package Support Framework allows for all code to move to MSIX
Partners are already supporting MSIX
. Tools
. Package Support Framework
3 O
€ camwood apptimizec (®mbarcadero  PACE Jnstamware

o INSTALLER FIREGIANf:___;;‘f W LIQUIT eMEO FLE>XEBElIa RAYPACK“’STUDIO



Roadmap for Modern IT

- Intune security baselines
- Easy management of specialized devices with per-device licenses

- ConfigMgr Integration with Desktop Analytics
- ConfigMgr compliance policies as part of compliance assessment in Intune

- Existing rules
- New rule: Required apps

- AutoPilot “white glove”



Modern Desktop POC Kit
Self-Service POC Kit with 80 labs
Aka.ms/POCKit

Forrester Study: Modernize Your
Device Management Practices with

the Cloud

Modern IT

Take action today-

FastTrack

FastTrack Manager or FastTrack
Ready Partner

Support deployment of Azure AD
& Intune

FastTrack.microsoft.com

get [,\ow\@

AutoPilot

Determine the best scenarios for
your organization

Contact your OEM



https://info.microsoft.com/ModernizeYourDeviceManagement.html

Complete the Session Survey!

www. aka.ms/MSTechSummitDesktop
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