D<A L Technologies

Technical Guide

Dell EMC PowerProtect DD Series Appliances
with Commvault® Backup and Recovery
Configuration Guide

Abstract

This solution guide outlines the configuration steps for Dell EMC™ PowerProtect
DD series appliance with Commvault® Complete Backup and Recovery
software.

January 2021

S-2416 | PowerProtect DD series appliances with Commvault® configuration guide 1



Revisions

Date

Description

January 2021

Initial release

Acknowledgments

Author: Sonali Dwivedi

The information in this publication is provided “as is.” Dell Inc. makes no representations or warranties of any kind with respect to the information in this
publication, and specifically disclaims implied warranties of merchantability or fithess for a particular purpose.

Use, copying, and distribution of any software described in this publication requires an applicable software license.

Copyright © Dell Inc. or its subsidiaries. All Rights Reserved. Dell Technologies, Dell, EMC, Dell EMC and other trademarks are trademarks of Dell Inc.
or its subsidiaries. Other trademarks may be trademarks of their respective owners. [1/4/2021] [Technical Guide] [S-2416 | PowerProtect DD series

appliances with Commvault® configuration guide]

S-2416 | PowerProtect DD series appliances with Commvault® configuration guide




Table of contents

YAV T0] o L TP T TP PP PUPRPN 2
F ol 0111 =T [ [ 41T €SP UR S UPUPPRRRR 2
L0 (3] T 11T o £ TP PP PP PP PPPPPR PPN 3
EXECULIVE SUIMMIAIY ...ttt ee ettt ettt oo e ettt e+ e 44k bkttt e 4444 4Rkttt £ e 2444442k E bbbttt e 24444 R b s e ettt e a2 4o e n bbb e e et e e e e e e nnbbnneeeeeas 5
S To] (¥ i o] g @] 1o e To] 4 1=] | £ JH NPT PP TP PPPPPPPP 5
1.1 PowerProtect DD SEriES aPPlIBNCES ........uuiiieeiiiiiiieieee e e e cectee e e e e e e s s e e e e e e s s st eeeeeeessatataneeeaeseanssnraeneaaeessanns 5
1.2 Commvault Complete™ Data ProteCtion ...........c.cuuiiiiiiiiiiiiiie e e e e e s s ssrara e e e e e e e e aanns 7
2 RETEIENCE ATCHITECIUIE ...ttt e oottt e e e 4okt bt e e e e o4 e b b e e et e e e e e e e bbb e e et e e e e e e e nnnnee s 8
3 CONTIGUIALION OVEIVIEW ....eiiiiiitite et ettt ettt e o4 4okt e et e e 4444 a ekttt e e 4444 a s ke b ettt e e o444 e b e e ettt e e e e e e bbb s et e e e e e e e nnnneees 9
3.1 Configuring CIFS on DD series appliances and COMMVAUIL ...........cooiuiiiiiiiiiieiiiee e 10
3.1.1 Enabling Basic CIFS ACCESS ON DD SEIIES ....ccciiiiiieiiiiie ettt ettt ettt st e et e e s b e e e e 10
3.1.2 Creating CIFS DeVice iN COMMVAUIL........ccoiiiiiiiiiiie ettt ettt e et e e e s st e e s anbne e e e neee 12
3.2 Configuring NFS on DD series appliances and COMMVAUIL ...........ccooiiiiiiiiiiiieiiie e 15
3.2.1 Enabling Basic NFS Access 0N DD SerieS APPIIBNCES .......ouuiii ittt 15
3.2.2 Creating NFS DeVice iN COMMVAUIL........cooiiiiiiiiiiiie ettt ettt e e st e e e snbr e e e e anbe e e e s anbneeeeaneee 17
3.3 Configuring DD B0OOStFS plug-in in COMMVAUIL ...........uiiiiiiiii e 19
3.3.1 Preparing DD series appliances for DD BOOSIFS...........coiiiiiiiieiiiie ettt 20
3.3.2 DD BoostFS plug-in settings for Windows Client in Commvault...............ccoo oo, 22
3.3.3 DD BoostFS plug-in settings for Linux Client in Commvault ..., 24
3.4 Configuring DD VTL and adding it to COMMVAUIL ...........ccooiiiiii i 26
3.4.1 Configure and setup DD series appliances as VTL target .......coooeeeieii e 26
3.4.2 Configure the new VTL on the Commvault MediaAgeNt SEIVEL. .......cccoieii i e, 29
N T od (U o PP 30
4.1 Performing a Windows or Linux Server BaCkUp ... 30
4.2 Performing NAS ClHENt BACKUD .....uvuiii ittt ettt e e e st e e e e sttt e e e st be e e e sbbeeeesbbeeaeans 36
ST STt (0T (< SO PP P T PR PR PPPRTRPRPRPRPRPITN 37
6 PowerProtect DD Replication and Restore from RePICAtION ..........ooiiiiiiiiiiiii e 39
L N O | N 1] (o] £SO TP P PP PPPPPPR PP 41
L A N S 1] (o] (PP PP PP PPPPPPR PRI 41
6.3 DD BOOSEFS FBSTOIE ....eeeiiiieiiiiiiiteti it e ettt e e ettt e e o4 s bt e e e e e e e 4 e b e et e e e e e e s e bbb e e et e e e e e s bn e e et e e e e e e nnrne s 41
AR O L= [ =Y O @4 (o]0 To B =] PP TP PP PP PPPPPR PPN 42
7.1 Enable Cloud Tier 0n DD SerieS @pPlaNCES..........uiiiiiiiiie ittt ettt e e nbae e e e neee 43
7.2 Cloud Configuration on DD SerieS apPlianCES.......cccuuuiiiiiie ittt e e e e e e e e e eeeee e 48
7.3 Moving files from ACtiVe Tier t0 ClOUA TIEI......oii ittt e e e e e e st e e e e e e e e neeee e 48

S-2416 | PowerProtect DD series appliances with Commvault® configuration guide 3



YN N =Tol g g [Tor= | RS U] o] ool g = Tg (o =TT o] Ul o =T TR UTTT PRI

YN R == P2 (=To [ =YY 10 (o7

S-2416 | PowerProtect DD series appliances with Commvault® configuration guide 4



Executive summary

With improvements in disk technology and cost, disk-to-disk backup has become a preferred solution for
protecting data, a valuable corporate asset. However, there is a world of difference between writing backups
to disk and designing a disk-based data protection solution optimized for fast and reliable recoveries.

Dell Technologies is the industry’s leading provider Purpose Built Backup Appliances (PBBA). PowerProtect
DD series appliances are uniquely designed for cost-efficient, fast, and verifiable data protection. DD series

deduplication technology provides up to 65:1 data reduction. DD series enables network-efficient WAN and

FC vaulting for disaster recovery (DR), remote office data protection and tape consolidation.

In addition, DD series offers unprecedented levels of data integrity, verification and self-healing, which are
unavailable in traditional file systems or conventional disk systems. DD series support a wide array of third-
party backup applications, including Commvault. DD series offers remarkable improvements in performance,
reliability, and TCO to any IT organization considering disk-based solutions for both onsite and offsite data
protection.

This guide will go over configuring various protocols of DD series appliances with Commvault backup
software.

1 Solution Components

The solution components described in this document include Commvault® Complete Backup and Recovery
11 and Dell EMC™ PowerProtect DD series appliance.

1.1 PowerProtect DD series appliances

DD series appliances and older Data Domain systems are disk-based appliances that run DD OS to provide
inline deduplication for data protection and disaster recovery (DR) in the enterprise environment and serves
as a target appliance for backup applications.

DD series provides high-speed backup and restores with scalable deduplication. DD series incorporates a
Data Invulnerability Architecture, which delivers the highest levels of data integrity and recoverability by end-
to-end verification, fault tolerance and containment and continuous fault detection and healing. Its seamless
integration with existing infrastructures, enabling ease-of-use with leading backup and archiving applications,
and offering superior performance with Dell EMC PowerProtect Software and Dell EMC Data Protection Suite.

DD Series appliances can be deployed physically or virtually. The virtual appliance is known as PowerProtect
DD Virtual Edition (DDVE) and has some different limitations from the physical appliance, such as maximum
capacity. DD series supports multiple front-end protocols such as CIFS/NFS, DD VTL and its own DD Boost
protocol. DD series can integrate with and supported by many popular backup software offerings. DD series
uses disk storage with deduplication. Deduplication technology and, Global Compression, reduces data down
to its raw essentials by pooling redundant patterns within a file, across files, and even within a block, and
stores only unique data segments. This compression algorithm aggressively minimizes the capacity needed
for storing backup images.

The primary storage for DD series is called the active tier. DD Series also supports a secondary tier called
cloud tier. The cloud tier is a separate deduplication domain from the active tier. There is a cache disk that is
set up for the cloud tier that is separate than the disk storage used for the active tier. The data is either moved
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from the active tier to the cloud tier-based on age of data or by an application policy from a supported backup
application.

PowerProtect DD Series Appliance

DD OS features include:

e Data integrity—The DD OS Data Invulnerability Architecture protects against data loss from
hardware and software failures.

e Data Deduplication—The file system deduplicates data by identifying redundant data during each
backup and storing unique data once.

e Restore operations—File restore operations create little or no contention with backup or other
restore operations.

e DD Replicator—DD Replicator sets up and manages the replication of backup data between two
protection systems.

e Multipath and load balancing—In a Fibre Channel multipath configuration, multiple paths are
established between a protection system and a backup server or backup destination array. When
multiple paths are present, the system automatically balances the backup load between the available
paths.

e High availability—The High Availability (HA) feature lets you configure two protection systems as an
Active-Standby pair, providing redundancy in the event of a system failure. HA keeps the active and
standby systems synchronized, so that if the active node were to fail due to hardware or software
issues, the standby node can take over services and continue where the failing node left off.

e Random I/O handling—The random /O optimizations in DD OS provide improved performance for
applications and use cases that generate larger amounts of random read and write operations than
sequential read and write operations.
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e System Administrator access—System administrators can access the system for configuration and
management using a command-line interface (CLI) or a Ul (user interface).

e Licensed features—Feature licenses allow you to purchase only those features you intend to use.
Some examples of features that require licenses are DD Boost, and capacity on demand (storage
capacity increases).

e Storage environment integration—DD OS systems integrate easily into existing data centers

1.2 Commvault Complete™ Data Protection

Commvault Complete Data Protection previously known as Simpana is an enterprise level, integrated data
and information management solution, built on a single platform and unified code base. The Commvault
architecture first requires discussing the various components and their functions. The iDataAgent software is
deployed on all servers, workstations, and laptops where backups are needed.

The MediaAgent software is deployed on dedicated servers, maintains the deduplication databases, and
manages the transfer of data between the clients and DD Series. Multiple MediaAgent are used to distribute
the load. DD Series is set up as a storage target using CIFS/NFS, DD Boost, DDVTL and is a backup target.
Depending on the size of the environment, or the network and physical boundaries, there can be multiple
CommCell within an organization and multiple DD Series can be added as backup target.

Commcell

COMMVAULT (&

CommServe

Coordinates all activity in
CommCell environment

MediaAgent

Conducts the
movement of data from
source to destination

Client

| |
Agents installed on clienls

are used to communicate Y
. =]
-—=]oo]
L=

with ©S and application
Disk Tape Cloud

BackupDestination

Some of the main components of Commvault backup solution are as follows:

e CommCell Console
The CommcCell Console is the central management user interface for managing the CommcCell group—
monitoring and controlling active jobs, and viewing events related to all activities. The CommCell Console
allows centralized and decentralized organizations to manage all data-movement activities through a single,
common interface.

e CommServe

The CommServe host is the central management component of the CommCell group. It coordinates and
performs all CommcCell group operations, maintaining Microsoft SQL Server databases that contain all
configuration, security, and operational history for the CommCell group. There can be only one CommServe
host in a CommcCell group. The CommServe software can be installed in physical, virtual, and clustered
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environments but only on a Microsoft Windows® host. Commvault supports high availability by replicating
data to a standby CommServe host.

e MediaAgent
The MediaAgent is the data-transmission manager in the CommcCell group. It provides high-performance data
movement and manages the storage libraries. The CommServe server coordinates MediaAgent tasks. The
MediaAgent software can be installed in physical, virtual, and clustered environments. A MediaAgent can be
installed on a Windows or UNIX host.

e Client
A client is a logical grouping of the software agents that facilitate the protection, management, and movement
of data associated with the client.

e iDataAgent
An agent is a software module that is installed on a client computer to protect a specific type of data. Different
agent software is available to manage different datatype on a client, such as Windows file-system data or
Oracle® databases. Agent software can be installed in physical, virtual, and clustered environments, and may
be installed either on the computer or on a proxy server.

e Storage Policy
Storage policies act as a channel for backup and restore operations. They map data from its original location
to physical media. A policy can be used for either data protection and archiving or disaster recovery.
Retention and reduplication properties can also be defined here.

e Subclient
Subclients are logical containers that define the specific production data (virtual machines, drives, folders,
files, databases, mailboxes) to be protected on a client.

2 Reference Architecture

DD Series is presented to the Commvault server as a CIFS/NFS/DD Boost/DD VTL storage target or
depending on the media agent platform. For CIFS/NFS/DD BoostFS, the first consideration to address is what
level of CIFS, NFS and DD BoostFS sharing is wanted for the DD series appliances.

Figure 3 shows the high-level architecture for a Commvault server with DD series defined as its CommcCell
Storage Library. With this configuration, the Storage Library settings never need to be updated as capacity is
added. When capacity is added to the DD series, the CommServe and MediaAgents immediately see the
additional capacity without additional configuration or manual intervention.
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By default, the entire DD series directory structure (\\datadomain\backup) can be shared by
CIFS/NFS/DD Boost to all or selected hosts. Alternatively, subfolders or an MTree can be created for explicit
sharing. The choice will depend on the specific use case for the customer environment.

Note: For detailed information, please go through DD OS Administration Guide and DD BoostFS Commvault

Compatibility Guide.

3 Configuration Overview

This section gives an overview of how to configure a Commvault server to work with the DD series

appliances.

Prerequisites:

=  System Prerequisites

v

ANENEN

v

DD series appliance running DD OS version 6.1 or later.

A second optional DD series appliance if replication is wanted.

One Commvault Complete backup and recovery server with CommcCell.

One server with Commvault MediaAgent installed and configured MediaAgent can also
be installed on the Commvault server.

Backup sources: Windows file servers, UNIX file servers and NDMP servers.

= Software Prerequisites:

v

v

Install the Commvault software, with its own prerequisites checked and configured,
including SQL Server, the Windows domain controller, and other prerequisites.

Install the backup agent for Windows (or UNIX) on all the systems that you want to back
up.

Install DD BoostFS plug-in for Windows server or Linux server.
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= License Prerequisites:

v" DD Boost license, the online compatibility guide provides the list of qualified applications.

v" The managed file replication (MFR) feature of DD Boost also requires the DD Replicator
license.

v' DD VTL licenses, if you want to back up to a VTL or an NDMP tape server.

v" Cloud Tier license, if you want to move from active tier to low-cost object store in cloud.

v' Commvault licenses, as required.

Configuration Checklist
This checklist summarizes the detailed procedures later in this document.

Procedure

1. Prepare and configure the DD series appliance backup target subdirectories and shares for CIFS
access under /backup. Create a folder under /backup to store Commvault backup data, such as
/backup/cvbackupdata. Alternatively, create an MTree and a share for CIFS access.

2. Create the Commvault shared magnetic libraries, which are connected by CIFS or NFS to the
appropriate Commvault MediaAgent.

3. Install DD BoostFS plug-in and set the lockbox password for the storage unit for backup.

4. Create a storage policy for Client systems to use under Policies. When using the Create Storage
Policy Wizard, be sure to select <proper name> as the policy type.

5. Install the Commvault Backup iDataAgent. Check the Commvault licensing requirements.

6. Add and configure the Commvault backup subclients. For most backup agents, there is default
subclient.

7. Define the backup job rules.

8. Perform a test backup, verify that the job finishes successfully, and verify that data can be restored.

3.1 Configuring CIFS on DD series appliances and Commvault

3.1.1 Enabling Basic CIFS Access on DD Series

To know more options and details on PowerProtect DD Series CIFS options check DD series appliances
Administration Guide.

Procedure

1. Connect to the DD series appliance as sysadmin or as a user with sysadmin privilege.
2. Determine whether CIFS is enabled:

sysadmin@datadomain# cifs status
CIFS is enabled.
3. Determine the CIFS access level defined by running the DD OS command cifs share show. The
output in the example below shows the access for the DD share backup is open to all hosts.

sysadmin@datadomain# cifs share show

Shares information for: all shares

——————————————— share cvbackupdata ---———=-——-——---—-
path: /data/coll/cvbackup

maxconn: O
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clients: *

enabled: yes

Shares displayed: 1
sysadmin@datadomain#

4. Ifthe /data/coll/cvbackup path is not included, or the client list does not include the proper
server, add the appropriate server access. Use the following DD OS command to allow access to
MediaAgent host.

In the example, access to /data/coll/cvbackup is open to all servers including MediaAgent host
appeng?25:

sysadmin@datadomain# cifs share modify backup clients myclient
Share "cvbackup" is modified for new connections.

5. Verify the results:
sysadmin@datadomain# cifs share show
Shares information for: all shares
——————————————— share cvbackup -———----—------
path: /data/coll/backup
maxconn: 0
clients: myclient
enabled: yes
Shares displayed: 1
sysadmin@datadomain#
6. Repeat Step 3 through 5 for all MediaAgent servers to open access to the appropriate DD share
access.
7. Alternatively, you can also use DD System Manager Protocols > CIFS page allows you to perform
major CIFS operations such as enabling and disabling CIFS, setting authentication, managing
shares, and viewing configuration and share information.

DELLEMC @ DD System Manager

Home CIFS

Health

CIFS Status CIFS Is enabled. DISABLE

Data Management

Replication Connections
Open Connections: o Connection Limit:
Protocols
Open Files: (o] Max Open Files:
DD Boost
CIFS
CONFIGURATION SHARES
NFS I —
DD VTL
Hardware
Filter By Share Name: i
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Create Share x

/data/coll/cvbackup

Comment: commvault CIFS backup

Clients

P

O Client

]

Users and Groups

+

User/Group Type

Options
Max Connections:

@ Unlimited (O

? OK CANCEL
DD Boost MODIFY DELETE

CIFs

DISABLE ‘ CREATE FROM ‘

Filter By Share Name: UPDATE RESET
NFS
DD VTL Share Name Share Status Directory Path Directory Path Status
- cvbackupdata Enabled /data/coll/cvbackup Path Exists
rdware

3.1.2 Creating CIFS Device in Commvault
You can use a DD series appliance as a CIFS backup target by creating a Shared Disk Device Library in with
storage used from the DD series appliance over the CIFS connection.

To know more options and details on Commvault CIFS, check Commvault documentation and DD series
appliances Guide.

Procedure

1. Inthe CommCell console, select Storage > Expert Storage Configuration. When prompted, add the
Windows MediaAgent in the Select MediaAgents dialog box. The Expert Storage Configuration dialog box
appears.
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Home Tools I Storage I Configuration Reports View Support
Y1 m =B
o = L
=0 s
Expert Storage Media Hardware Array
Configuration Management Maintenance Management
Storage
| ) commCell Browser Q =) GettngStarted X ] Storage Resources X | [ Job Controler X | M Event viewer X
[ ] " - =
p dh3-sit-79-42 &
o =y dh3sit-79-42 > - Storage Resources 3 :
+1- BB Cient Computer Groups L & soreo © Expert Storage Configuration (CommSg
* %' Client Computers gt [eE [ Selected MediaAgents
2 Qo 5 - =7
S
51 @ Storage Resources ©) Select MediaAgents
+ {i Deduplication Engines
*]-[#2 Index Store Pools IAvaiIabIE MediaAgents: | Selected Mediadgents:
. Libraries f

Add >

-

5 @ Locations

* - MediaAgents

% Orphaned Media
* - ﬂ% RP Store

+ § Storage Pools << Remove
+ VaultTracker

4| | & Policies

=+ 4 Content Director

4] ¢ ﬁ,‘, Workflows << Remove All

- ! Metwork Topologies

- |y Dev-Test &DR < 1 >

z

2. Right-click Libraries and select Add > Disk Library. The Add Disk Library dialog box appears.

& Expert Storage Configuration (CommServe Host: dh3-sit-79-42) -

 Selected MediaAgents

oy dh3-sit-79-42

Bl Loraries ‘ (! Data Paths Shared Disk Device

Libraries

Select MediaAgents...

Detect/Configure Devices...

Centera 4 Replica Disk Library
* Cloud Storage Library
Expand All Disk Library with Automated Mount Path Detection...
Help PnP Disk Library...
Exit IP Library...

Start Cell-Shared Library...

3. Type the alias for the library name, select Automatically create storage policy for new data paths box,
and click OK. The Shared Mount Path (CIFS_Library) dialog box appears.
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Add Disk Library -

Library Mame:  DiskLibrary =
Alias: CIFS_Library

Unique ID: Unassigned

4. Type the base folder name, enter the username of the user who has access to the CIFS share on the DD
series appliance in the Connect As box, enter the password, enter the path to the CIFS share on the DD
series appliance, and click OK.

©  Shared Mount Path(cifs-library) -

Disk Device: | Add new device. .. i

Base Folder: |HTMRY7_Folder1

MediaAgent: |dh3-sit-73-42 hd

Sharing Folder Properties
() Local Path

Folder:

iil Metwark Path

Falder: \\10.225.79. 55 cvbackup] III

oK Cancel Help

5. The new library is added. Close the Library and Drive Configuration window.
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3.2

3.2.1

Expert Storage Configuration (CommServe Host: dh3-sit-79-42) -

© Selected MediaAgents

‘Lr_‘i' dh3-sit-79-42

- Libraries | (= Data Paths Shared Disk Device

Libraries

= “ CIFS_Library{Configured)
o (1) Device_1({95WI0Q_Folder 1)

Configuring NFS on DD series appliances and Commvault

To know more options and details on DD series appliances NFS options, check DD series appliances Guide.

Enabling Basic NFS Access on DD Series Appliances
Procedure

1. Connect to the DD series appliance as sysadmin or as a user with sysadmin privilege.
2. Determine whether NFS is enabled.

sysadmin@datadomain# nfs status

The NFS system is currently active and running.
Total number of NFS requests handled = 112.

NFS server version(s) 3:4 enabled.
sysadmin@datadomain#

Determine the NFS access level currently defined by running the DD OS command nfs show clients.

The output in the example below shows the access for the DD series appliance share /backup is
open to all hosts as shown with “*’

sysadmin@datadomain# nfs show clients

Path Client Options

/data/coll/backup * sec=sys, rw, no_root squash, no all

squash, secure, version=3)

If the /[data/coll/backup path is not included, or the client list does not include the proper server,
add the appropriate server access. Use the following DD OS command to allow access to
MediaAgent host.
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sysadmin@datadomain# nfs add /data/coll/backup dh3-sit-79-43
NFS export for "/data/coll/backup" added.

Note: A * as a client name allows all servers access to the specified path on the DD series.

5.

shares, and viewing configuration and share information.

Alternatively, you can also use DD System Manager (DDSM) Protocols > NFS page allows you to
perform major NFS operations such as enabling and disabling CIFS, setting authentication, managing

DELLEMC @ DD System Manager

Home

Referral Name

No record found

NFSv3 Status The NFSv3 system is currently active and running. DISABLE RESTART
Health NFSv4 Status The NFSv4 system is currently active and running. RESTART
Kerberos Mode Disabled CONFIGURE
Data Management
LDAP Mode Disabled CONFIGURE
Replication
EXPORTS ACTIVE CLIENTS OPTIONS
Protocols
DD Boost CREATE MODIFY H DELETE H CREATE FROM H ADD CLIENTS ‘ ADD REFERRALS
CIFS
E Filter By: Path UPDATE RESET
DD VTL ()  Export Name a Path
Create NFS Exports X
Export Name: cvbackup
. ?)
Directory Path: /data/coll/backup <
Clients
D & W
Client Options
NFSv3,rw.no_root_squash,no_all_squash,secure
Referrals
3

Remote Servers Remote Path

o Referrals apply only to NFSv4 enabled clients
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Configuration Overview

3.2.2 Creating NFS Device in Commvault

To use a DD series appliance as an NFS backup target, create a Shared Disk Device Library in with storage
used from the DD series appliance over the NFS connection. This requires that a MediaAgent be running on
the UNIX or Linux system. To know more options and details on Commvault NFS options, check Commvault
documentation.

Procedure:

1. On the Linux MediaAgent, create a mount point and mount the /backup share from the DD series
appliance

# mkdir /backup
# mount -t nfs -o vers=3,proto=tcp,nolock datadomain:/backup /backup
# mkdir /backup/nfs
2. Inthe CommCell command console, select Storage > Expert Storage Configuration. When prompted,

add the UNIX or Linux MediaAgent in the Select MediaAgents dialog box and click OK.
The Expert Storage Configuration dialog box appears.

Home Tools | Storage | Configuration Reports View Support
¥ 1m B
| — ==
Expert Storage Media Hardware Array
Configuration Management Maintenance Management
® Expert Storage Configuration (CommServe Host: dh3-sit-79-42) X

| ] CommCell Browser

Selected MediaAgents

0 dh3sit-79-42

+ % Client Computer Groups
- % Client Computers

w1 5% dh3sit-7a2

w1 N dh3sit-79-43

- _“, Security
E Storage Resources Available MediaAgents: | Selected MediaAgents: | -

L& Polices —
P

Ier Reports
| 44 Content Director
ﬁ.‘, Workflows
! Metwork Topologies
-l Dev-Test &DR

©) Select MediaAgents -

dh3-sit-79-42 dh3-sit-79-43

1 0 Oy O O Oy O o O oy SRR

<< Remove All

< 1] >

oK Cancel Help

3. Click Start > Add > Choose Disk Library. The Add Disk Library dialog box appears. Type the alias for the
library name, select Automatically create storage policy for new data paths box, and click OK. The Shared
Mount Path (nfs_library) dialog box appears.
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- Libraries | (=) Data Paths | (E58 Shared Disk Device

. Libraries

Select MediaAgents...

Detect/Configure Devices...

r Disk Library |
Centera 4 " Replica Disk Library
Disk Device Cloud Storage Library

Expand All Disk Library with Automated Mount Path Detection...

Help PnP Disk Library...

Exit IP Library...
Cell-Shared Library...

4. Type the alias for the library name, select Automatically create storage policy for new data paths box,
and click OK. The Shared Mount Path (nfs_library) dialog box appears

Library Mame: Disklibrary#

Alias: nfs_library

Unigue ID: Unassigned

5. Type the base folder name that you want, select Local Path, and click... to browse for the Linux
MediaAgent. The Browse for Folder dialog box appears.

MediaAgent: | dh3-sit-79-43

Sharing Folder Properties

’_ -Z:Z- Metwork Path ‘
I 1
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3.3
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Choose backup and click OK. The browser window closes and /backup are shown in the Folder box.

Here we choose path /backup/nfs.

@  Shared Mount Path(nfs_library) X

Disk Device: |Add new device, .. v ‘

Base Folder: | Folder1

MediaAgent: |dh3£\t-7‘3-43 v ‘

Sharing Folder Properties

[i] Local Path
Folder: D
Network Path
Connect As:
Password:
Folder:
| QK | | Cancel | | Help ‘

&)

Current Selected: jbackup/nfs

Browse for Folder

[ dh3-sit-79-43
=" [ backup |
T |j .snapshot

‘ [ 95WI0Q_Folder1
-

+ Ij media
%- Ij mnt
[ opt
‘-|j proc
‘-ﬁ root
&ﬁ un
&ﬁ srv
s
£ mp

*lj usr

W

'0 There are no items to show in this viey

I OK | | Close | | New F

older...

Click OK. The Expert Storage Configuration window appears, showing the new library.

&) Expert Storage Configuration (CommServe Host: dh3-sit-79-42)

Selected MediaAgents

(= dh3-sit-73-43

- Libraries | (=2} pata Paths Shared Disk Device

‘ Libraries
=- nfs_library(Configured)

=B (1) Device_2(Folder1)

Close the Library and Drive Configuration window.

Configuring DD BoostFS plug-in in Commvault

Introduced in DD OS 6.0, the DD Boost File System Plug-In (BoostFS) resides on the application system,
presenting a standard file system mount point to the application. With direct access to a BoostFS mount point,
the application can leverage the storage and network efficiencies of the DD Boost protocol for backup and
recovery. Only simple qualification is needed for the application to support BoostFS, shortening the time-to-
market. Also, the file system interface makes BoostFS easy to deploy, allowing it to be up and running in

minutes.

19

By leveraging the DD Boost technology, BoostFS helps reduce bandwidth usage, can improve backup-times,
offers load-balancing, in-flight encryption, and supports the DD multitenancy feature set. As a file server
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system implementation, the BoostFS workflow is like NFS but also leverages the DD Boost protocol. In
addition, BoostFS improves the backup times compared to NFS and various copy-based solutions.
Redirecting NFS workloads to BoostFS is easy and nondisruptive to the environment in addition to being
transparent to users.

BoostFS is now available for customers with active licenses for the DD Boost Software Option or DD Virtual
Edition (DDVE). Check DD BoostFS for Windows and Linux to get more details.

3.3.1  Preparing DD series appliances for DD BoostFS

On the DD series appliance, log in as an administrative user.

1. Verify that the file system is enabled and running by entering:
$ filesys status
The file system is enabled and running.

2. Verify that DD Boost is already enabled:
$ ddboost status
DD Boost status: enabled

If the DD Boost status is reported as disabled, enable it by entering:
$ ddboost enable
DD Boost enabled

3. Verify that distributed segment processing is enabled:
ddboost option show

You should see the following output:

Option Value
Distributed-segment-processing enabled
virtual-synthetics enabled
fc disabled
global-authentication-mode none
global-encryption-mode medium

If distributed segment processing is shown as disabled, enable it by entering:

ddboost option set distributed-segment-processing enabled

4. Create a DD Boost User and set permission
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sysadmin@datadomain# user add cvbackup role admin
Enter new password:
Re-enter new password:
Passwords matched.
User "cvbackup" added.
sysadmin@datadomain# ddboost user assign cvbackup
User "cvbackup" assigned to DD Boost.

Alternatively, you can user the DD System Manager to create the user and assign the permissions.

Health ADMINISTRATOR ACCESS LOCAL USERS AUTHENTICATION
Data Management
Replication (] Name -~ Management Role + Status
Protocols [ cvbackup admin enabled
] hadoop-new none enabled
Hardware
(J bhadoop-test none enabled
Administration ] sysadmin admin enabled
Access Items Selected: O
Licenses Detailed Information
Settings

5. Create a storage unit for DD BoostFS using DD Boost User

sysadmin@datadomain# ddboost storage-unit create cv-backup user cvbackup

Created storage-unit "cv-backup" for "cvbackup".

DD System Manager

Home MTree
Health CREATE ‘ MANAGE SCHEDULES
Data Management Filter by MTree Name: UPDATE RESET
File System
— Quota Hard Last 24hr Pre- Last 24]
MT M
U ree ame © | umit * comp * comp
Quota
Snapshots [J /data/coli/Default Disabled 0.0 GiB 0.0 Gif
o [ /data/coll/backup Disabled 0.8GiB 0.0 G
Replication
[ /data/col/cv-backup Disabled 0.0 GiB 0.0 Gif
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3.3.2 DD BoostFS plug-in settings for Windows Client in Commvault

Environments that use BoostFS 7.3.0.5 must meet the following specifications. For details on another version,
check DD BoostFS for Windows Guide.

BoostFS for Windows requires the following:

e DD OS version 6.1.2 or later
e Windows Server 2012, Windows Server 2012 R2, or Windows Server 2016

Procedure:

1. |Install or upgrade BoostFS for Windows by using the provided MSI installer. Do not change the default

settings.
2. The MSl installer includes several binary files and a device driver from EldoS Corporation.
E BoostFSinstaller-7.3.0.5-661938 | 11/25/2020 3:21 A...  Windows Installer ...
73 BoOStFS 7.3.0.5 Setup el

ML [ [\/1 (“ Welcome to the BoostFS 7.3.0.5 Setup

Wizard

The Setup Wizard will install BoostFS 7.3.0.5 on your computer. -
Click Next to continue or Cancel to exit the Setup Wizard. _| B8 BoostFSing ‘ e x

Would you like to install this device software?

L Eame: EldoS Corporation System devices |

Installing

isher; EldoS Corporation

L

Please wait w

Always trust software from “"EldoS I Install Don't Install

Corporation”.
Status:

# You should only install driver software from publishers you trust. How can |
Back ‘ Next decide which device software is safe to install?

W W W W W@

Note: When installing or upgrading BoostFS for Windows:

e If you are prompted to restart after installing, failure to do so can cause features such as Explorer
integration to not work correctly. If you are not prompted to restart, restarting is not necessary.

e Use an account with administrator rights to run the installer.

e Ensure that there is enough free space to complete the installation, which requires approximately
7 MB of disk space.

e Deactivate all BoostFS mount points. If any mount points are active, the upgrade and removal
processes fail.

3. Adirectory is created at C:\BoostFS. This directory is the default location for BoostFS logs, Lockbox
containers, and the sole location of the configuration file C:\BoostFS\boostfs.conf.

L » ThisPC » ILD[aI Disk (C:) » BoostFS » I v & ‘ Sear

| R |

Name Date modified Type Size

" Kerberos 12/1/2020 1213 PM  File folder

| Lockbox 12/1/2020 1213 PM  File folder

[es | Logs 12/1/2020 1213 PM  File folder

boostfs.conf 7/29/2020 5:56 AM  CONF File 4 KB
boostfs sample.conf 7/29/2020 5:56 AM  CONF File 4 KB
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4. Use the Windows command prompt or PowerShell to issue BoostFS commands. The BoostFS installation
includes a shortcut on the Start menu to open the command prompt in the directory containing the
executable.

CMD Prompt

BoostFS Config Help NEW

BoostFS Help NEw

5. Run the following command to configure lockbox:

boostfs lockbox set -u sysadmin -d <DD Boost-IP> -s <Storage-unit> -1 <lock-
box-location>

SsProgram Files“BoostFS>hoostfs lockhox set —d 18.226.78.45 —u cvhackup —s cu—h|
ckup —1 C:“BoostF5\Lockbox*~hoostfs.lockbox
nter storage unit user password:
nter stowane unit user password again to confirm:
iankhnx entry set

ic:\PPngPam Files“BoostFS>»_
6. Run the following command to mount the DD series appliance Storage Unit.

boostfs mount -d <DD Boost-IP> -s <Storage-unit> -1 <lock-box-location>
<mapped-drive-letter>

:w“Program Fileszs“BoostFS>hoostfz mount —-d 18.226.78.45% —= cv-hackup -1 C:“BoosztF
EsLockbox~hoostf=s.lockhox E:

: Mounting 18.226.78.45%:cv-hackup on E:

:sProgram Files“\BoostFE>

4 Network locations (1)

cv-backup (\\10.226.78.45) (E:)
q
- 8727 TR

67.5 TB free of 82.7 TE

7. Add the boostfs drive for backup in Commvault server. In the CommCell command console, select
Storage > Expert Storage Configuration.

8. When prompted add the Windows MediaAgents. Click Start > Add > Choose Disk Library. The Add Disk
Library dialog box appears. Type the alias for the library name, select Automatically create storage policy
for new data paths box, and click OK. The Shared Mount Path (ddboostfs_library) dialog box appears.

9. Type the base folder name that you want, select Local Path, and enter the drive letter for dd boostfs mount
and click OK. The ddboostfs_library should show configured now.
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&

Expert Storage Configuration (CommServe Host; dh3-sit-79-42)

Selected MediaAgents

o dh3sit-79-42

@ Shared Mount Path(ddboostfs_w...-

Disk Device: ‘Add new device.., hd |

atmciony]
n Libraries | (= Data Paths | (&8 Shared D) Base Folder:  RDZ5LV_Falder1
‘ Libraries
‘i_ EE

" ' ddboostfs_library(Configured)

1 E Ier o Mo mauntoail)

|Med\a.-\gent| |dh3€\t-7942 v |

Sharing Folder Properties

.W Local Path

Folder: E: EI

() Network Path

Connect As:

3.3.3 DD BoostFS plug-in settings for Linux Client in Commvault

Environments that use BoostFS 7.3.0.5 must meet the following specifications. For details on another version,
check DD BoostFS for Linux Guide.

BoostFS for Linux requires the following:

e DD OS version 6.0 or later
e FUSE 2.8 or later

The following Linux distributions are supported:

e Red Hat Enterprise Linux versions 6 and 7

e CentOS7

e SUSE Linux Enterprise Server versions 11 and 12
e Ubuntu 14.04 and 15

e Oracle Linux version 7

Procedure:

1. Install the FUSE File system and its dependencies on the MediaAgent.
2. Install or upgrade BoostFS for Linux using RPM Installation package. It is
available in both RPM and .deb formats. The RPM package includes the boostfs executable.
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You can verify the installation from the following location:

#/opt/emc/boostfs

Set the lock box between the DD series appliance and MediaAgent using the following command:

# cd /opt/emc/boostfs/bin

#./boostfs lockbox set -s <Storage-unit> -d <data-domain-system> -u <storage-
unit-username>

Mount this storage unit on the MediaAgent using the following command:

# mkdir <mount-point>

#./boostfs mount -d <data-domain-system> -s <Storage-unit> -1 <location of
the lockbox> <mount-point>
[ s1t-— binl# ./

Add the boostfs drive for backup in Commvault server. In the CommcCell command consdle, select
Storage > Expert Storage Configuration.

When prompted add the Windows MediaAgents. Click Start > Add > Choose Disk Library.

The Add Disk Library dialog box appears. Type the alias for the library name, select Automatically create
storage policy for new data paths box, and click OK. The Shared Mount Path (ddboostfs_library) dialog box
appears.

Type the base folder name that you want, select Local Path, and click... to browse for the Linux MediaAgent.
The Browse for Folder dialog box appears.

® Shared Mount Path(ddboost_nfs... L ®) Browse for Folder .
[Errent Selected: /mnt/backup ]
Disk Device: |*"-\dd nen device. .. |j dh3-sit-79-43 :Name size Type Modified ﬂ
iy m backup .boostfs... 83Bytes File 12/1/2020... | A
Base Folder: | KYIFS]_Folder1 ‘ lj boot boostfs... 30Bytes Fle  12/4/2020 ...
&[] dev boostfs... 0Bytes Fle  12/1/2020 ...
+ etc
| MediaAgent: ||dh3—s\t-?943 = g home ‘boostfs... 989E8.. Fle  12/1/2020...
: . .boostfs... 77Bytes File  12/1/2020 ...
Sharing Folder Properties el m media

.boostfs... 73Bytes File  12/1/2020...
.boostfs... 76Bytes File 12/1/2020...
DEVICE... 38Bytes Flle 12/1/2020 ...
IE5S55M. .. Fol... 12/1/2020 ...

(@) Local Path

Folder: fmnt/badwup

| oK | | Close | ‘ Mews Folder...

0K | | Cancel | | Help
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© Expert Storage Configuration (CommServe Host: dh3-sit-79-42)

~ Selected Mediafgents

o dh3-sit-79-43

- Libraries | (= Data Paths Shared Disk Device

Lihraries
= ddboost_nfs_library(Configured)
- (1) Device S(KYIFS] Folder1
Ll o e

3.4 Configuring DD VTL and adding it to Commvault

DD Virtual Tape Library (VTL) is a licensed feature that must have licenses registered on both the DD series
appliances and for one or more defined MediaAgent servers on the CommServe. Valid MediaAgent servers
appear under Storage Resources > MediaAgents on the CommCell Console.

To configure a DD series appliance as a VTL target device for data protection operations, perform the
procedures listed below. Check the following sections for details.

DZLLEMC | DD System Manager

Home o DD Virtual Tape Libraries > DD VTL Service
- DD Virtual Tape Libraries
Health EW Slop v service
2 ' Libraries Status Enabled: Running
Data Management ER™ test CV
=] Changer DD VTL License
Replication =] p
® prives I/OS License
B Tapes
Option Defaults
DD Boost + Access Groups
C _S + Resources m
NFS
+ Pools = ;
| | roper
DD VTL e

3.4.1  Configure and setup DD series appliances as VTL target

1. Establish the FC connection, install drivers, and verify the connection on the Commvault

MediaAgent server.

Procedure

a) Physically connect and configure a Fibre Channel (FC) connection between the DD series appliance and
the Commvault MediaAgent server.

b) Check that the correct changer driver and tape device driver are installed and loaded on the Commvault
MediaAgent server.
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Note: For the required changer and tape device drivers, check the DD series appliances Compatibility Guide.
Also check the Commvault compatibility documentation for information about supported driver versions.

c) Log in to the command-line interface (CLI) on the DD series appliance as sysadmin and run following
command:

# scsitarget initiator show detailed

d) If the Storage Area Network (SAN) connection is configured correctly, the initiator on the Commvault
MediaAgent server appears with the status of Online.

# scsitarget initiator show detailed

2. Create a VTL group on the DD series appliances

You can create a VTL group at the DD OS command line or with the web interface. Check the "DD Virtual
Tape Library" chapter of the DD Series Appliance OS Administration Guide for more information about the
VTL feature, including the creation of virtual tape drives, virtual tape media, and virtual changers.
Procedure

a) Onthe DD series appliance, create an access group.

Access Groups > Groups
DD Virtual Tape Libraries P P MORE TASKS w

Group

+

VIEY Ui

- Access Groups

& TapeServer

& et cv test_Cv

+ Resources Total Number of Groups: 2

Create.

Group Name - Initiators * Devices Delete

TapesServer

+ Pools

b) Add the VTL and the initiator to the access group.

c) Confirm the VTL configuration with the command:
#vtl group show groupname
sysadmin@datadomain# vtl group show test CV

Group: test CV

Initiators:
Initiator Alias Initiator WWPN

initiator-1 26:00:00:22:££:33:05:10

Devices:

Device Name LUN Primary Ports Secondary Ports In-use Ports
test CV changer 0 all all all
test CV drive 1 1 all all all
test CV drive 2 2 all all all
test CV drive 3 3 all all all
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test CV drive 4 4 all all all

- Access Groups I LUNS I IINIT‘A'OPS

e & Grou ps

[~ TapeServer
=, — LUN - Library 'Y Device * In Use Endpoints # Primary Endpoints # Secondar
= (o] Changel Primary

+ Resources
1 Drive 1 Primary

+ Pools ’
2 T 2 Primary
3 Drive 3 Primary
4 rive 4 Primary

d) Check that the marker type is set to auto:

sysadmin@datadomain# filesys option show

Option Value

Local compression type 1lz

Marker-type auto

app-optimized-compression none

randomio enabled

anchoring-algorithm variable

Report-replica-as-writable disabled

warning-space-usage 80

critical-space-usage 90

Current global compression type 9

Staging reserve disabled

sysadmin@datadomain#

3. Verify the Fibre Channel configuration for the VTL.
Before discovering the new VTL device within the Commvault MediaAgent server, follow the steps below to
ensure that the operating system and HBA driver discover the VTL devices.

Procedure

a) On the Fibre Channel switch, check that the target DD series appliance Fibre Channel port and the
initiator (Commvault MediaAgent server Fibre Channel HBA port) are both zoned properly.
b) If the zoning is correct but you still cannot see the VTL target devices, ensure that both the DD VTL
HBA and the Commvault MediaAgent HBA are online in the switch name server.
c) Use the FC HBA management tool to ensure that the LUNSs for both the changer and the tape drives

are discovered and mapped properly.

DD series appliance recommends that you configure the HBA driver for target persistent binding.
d) Atthe operating system level, check that the changer and tape drives are discovered properly. For
example, use Device Manager on a Windows system.
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Fibre Channel

Status: Enabled: Running
NPIV: ENAELE

RESOURCES ACCESS GROUPS

View DD VTL Groups View DD Boost Groups

Access Groups

Group Name - Service

Tapeserver DD VTL

test_CV DD VTL

*

Endpoints

none

endpoint-fe-0 (4a)
endpoint-fe-1 (4b)
endpoint-fe-2 (5a)
endpoint-fe-3 (5b)

3.4.2  Configure the new VTL on the Commvault MediaAgent server.

This section describes the steps to configure a new DD series appliance VTL within a Commvault
MediaAgent. If you need more details, please go to Commvault Documentation.

Procedure

a) On MediaAgents, install the tape device drivers that the Commvault compatibility documentation

recommends.

b) Inthe Commvault console, select Storage > Library and Drive Configuration.

c) From the Select MediaAgents window, select the MediaAgent that connects to the DD VTL library

and click OK.

d) Right-click Libraries and select Detect/Config Devices. The Detect Library dialog box appears.

- Libraries | (=] Data Paths Shared Disk Device

. Libraries

+ - CIFS_Library({Configured)
+- ddboostfs_library(Configured)

Select MediaAgents...

Detect/Configure Devices...

Add

Centera

Expand All
Help
bxit
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Backups

4.1

e)

a)
h)

Clear Automatically Create DDS Drive pools and click OK. Auto detection should now start. All the
drives that the Commvault software recognizes appear in the Log window.

Detect Library -

Device Type

(@) 5C51 Devices

I:‘ Detect on Selected MediaAgents in Parallel

() NDMP Devices

MedizAgent: | dh3-sit-79-42

l:‘ Exhaustive Detection(Only for Libraries without Drive ID Support)

‘ 0K | | Cancel | | Help

Right-click the device and select Configure.

Select Library and all drives and click OK.

After you create the library, right-click the newly added library and choose Properties. The Library
Properties dialog box appears.

Note: If you close the Library and Drive Configuration window without configuring a library, the
unconfigured library disappears from the Libraries tab list. Configure all the libraries before closing the
window.

Close the Library and Drive Configuration window. In the CommCell console browser, the new library
appears under MediaAgent and Libraries. Also, a storage policy for this library appears under Storage
Policies.

Backups

Before performing a backup, check the following items:

Check that the backup source and destination are correctly defined in the subclient. The backup
source is defined as content in subclient property and backup destination is defined as storage policy
in the Subclient Properties dialog box.

Enough media are available in the scratch group under the target tape library, or enough free space
is available under the target disk library.

The library and drive are in the Ready state.

Performing a Windows or Linux Server Backup

The procedures for performing backups in Windows and Linux/UNIX are similar. This example uses Windows.

Procedure

1. Inthe CommcCell Console, expand the Windows client in the CommCell Browser, right-click
defaultBackupSet and choose All Tasks > New Subclient to create a subclient.
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| i) CommCell Browser

o chisit79-42

- e Client Computer Groups
oqd Index Servers
B Infrastructure

0 iy Laptop Clients
oqd Media Agents

o P Proxy Clients

=] "B Client Computers

[=h 5 dh3-sit-73-42

i_‘ File System

= Getting Started X t; defaultBackupset

u\i dh3-sit-79-42 > % Client Computers > .'-" dh3-4

Subdlient Mame:

| default

H =54 defaultBa
TG [ Virtuel Server All Tasks O Backup All Subclients
s D a7 pisw ' Browse and Restore
- ‘:‘| Security Add t a
- o Favorites
|- @ Storage Resources ) Manage Network Share
' gi Deduplication Engines Properties List Snapshots
I ;1!.; Index Store Pools Find
3y Libraries
#}- || Locations Restore by Jobs
T MediaAgents Blackout Window
_Zil Orphaned Media R
r[;a oP Store Delete Data By Browsing
e § Storage Pools | New Subclient
=
: VaultTracker New Advanced subclient
- | & Polides

2. Inthe Subclient Properties dialog box General tab, enter as the Subclient name.

=

& New Subclient .

General | content | Filters | Retention | Storage Device | seaurity [ Activity Control | Policy Assadiation

Client Name: dh3-sit-73-42
iDataAgent: File System

Backup Set: defaultBackupSet

|Subdient Name: windows server 1

() For all files

If VS5 Snap fails, the backup behavior should be
Fail the job
Continue and reset access time
Recommended only if file archiving with access time rules is being done.
Continue and do not reset access time

Mote: Archiving rules based on access time will be affected

[§] For locked files only

3. Inthe Content tab, click Browse, select the folders to be backed up (for example, C:\can_data\blah), and
click Add. Repeat this step for each folder and then click Close
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® New Subclient X ul
General| Content |[Fiters | Retention | Storage Device | Security | Activity Control | Policy Assaciation ealth sia Dashboard
e tatus Status View
Metrics
Contents of subdiient:
C:\Documents and Settings\Administrator \Downloads \ChromeSetup. exe Delete
Add Paths
Edit Paths
& Browsing content for -
Current Selected: C:\Pocuments and Settin i D dearcompressionflag.exe |
| — 1N_ ﬂﬁ_l
J[ = =T\ Name Size’ Type M ¥
-} &Recyde.sin CentOS-7-x86_... 4.39GB Fle  11/30/2020 11:32AM |
[#1 | BoostFs ChromeSetup.exe  1.26 MB Fle  11/24/20206:17PM | |
oy s T
[3- [ NETv4.5 desktop.ini 282Bytes  Fie 11/30/2020 9:53 AM
31 [ NET v4.5 Classic indowsS.14KB... 690.78MB  File 11/25/2020 9:31 AM
[=]- || Administrator
: ‘. Windowss.1KB... 48 MB File 11/25/2020 9:30 AM
i [ |l .Commeel
) Windowss. 14B... 126.44MB  Fle  11/25/2020 9:30 AM =
- | matplotib =
- || Backup System State [ || AppDatz Windows8.1KB... 302.56KB  Fie 11/25/2020 9:30 AM
[ |, Applcation Da Windows8.1KB... 19.58MB  Fle  11/25/2020 9:30 AM
Only with Full backup [ | Contacts Windowss. 1-€B... 1.19 MB File 11/25/2020 5:25 AM
Note: First job after synthetic full wil backup system state., |- Cookies Windows8. 1KB...  2.76 MB File  11/25/2020 9:30 AM
|/ Desktop Windows8. 1KB... 10.25MB File 11/25/2020 9:28 AM
. Documents .
Only backup files that qualify for archiving . - o Windows8. 1-KB... 10.25MB File 11/25/2020 9:26 AM
. Daownloads
- Windowss.1KB... 981.61KB File 11/25/2020 9:35 AM
< > 1COT ] AR Eil 440270 2 v

4. Inthe Storage Device tab, Data Storage Policy tab, choose the policy where backup data is to be written,
such as CIFS, NFS or DD Boost FS.

) New Subclient -

| m——
| General | Content | Filters | Retention| Storage Device | Becurity | Activity Control | Policy Association
e——

Data Storage Policy | Data Transfer Option | Deduplication |

Storage Policy:

ddboostfs._library_(4) v

CIFS_Library_( 1)
ddboaost_nfs_library_(5)

ddboostfs library (4
nfs_library_(2)
nfs_library_(3) Data Paths

T

| Create Storage Policy |

5. Inthe Storage Device tab, Data Transfer Option tab, set Software Compression to Off.
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| General | content | Filters | Retention || Storage Device uecun'ty| Activity Gontrol | Policy Assodiation

Data Storage PoIiEE Data Transfer Option n}eduplimtion |
1

I~ Software Compression

Select the software compression to be used in case hardware compression is not available or not selected in the destination
data path.

(") On Client
() On MediaAgent

() Use Storage Palicy Settings

6. Inthe Storage Device tab, Deduplication tab, clear Enable Deduplication.

| General | Content | Filters | Retention | Storage Device | security | Activity Control | Policy Assodiation
L= =

Data Storage Policy | Data Transfer [)ptionl Deduplication I

Generate Signature:

(®) On Client
i:::ﬁ' On MediaAgent

Please note that if Client Side Deduplication is enabled on the Primary copy of the associated Storage Policy,
signature generation will occur on the Client, regardless of this setting.

7. Click OK to close the Subclient Properties window. The Backup Schedule dialog box opens.

8. Choose a schedule option and click OK.
e To use an existing backup schedule for this subclient, select Associate to schedule policy and
choose a policy from the list.
e To create a schedule, select Schedule.
¢ If you do not want to schedule this backup, select Do Not Schedule.

This newly added item may not be covered
Do you want to create a backup schedule for it?

@ Assodate to schedule policy System Created (Al Agent Types) W

() schedule

O Do Not Schedule
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9. The windows subclient appears in the defaultBackupSet tab of the CommCell Browser.

| j] CommCell Browser 5 = Getting Started X [E2) defaultBackupSet X | || Job Controller X MW Event viewer X
o dh3-st-75-42 % dhisit75-42 > BB Clent Computers > 5% dh<it-7942 > ||| FleSystem > [} defaultBackupSet >
- ﬁ Client Computer Groups
] Index Servers Subdlient Mame Storage Policy
02 Infrastructure [ default
* Laptop Clients 'E e I ddboostfs_library_(4)
&q-\ Media Agents

o Proxy Clients
-y Client Computers
=1 dh3-sit-79-42

- ||| File System

|Ji—: defaultBackupset

10. To run a backup, right-click a subclient name and choose Backup.

Subdlient Name Storage Policy
= default
= windows server ddboostfs library (4)
Backup

Browse and Restore

Manage Metwork Share

Live Sync »
Find

Backup History

Schedules

Associate with schedule policy
Delete

Blackout Window

Add to Favaorites

Properties

11. The Backup Options for Subclient window appears. Choose options under Select Backup Type and Job
Initiation and click OK.
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© Backup Options for Subclient: windows server -I
- Select Backup Type  — | Job Initiation
(@) Ful ®) Immediate T
() Incremental HOn Iy

() Differentil [
lﬁ:_:] Synthetic Full
= ") schedule i
Configure Schedule Pattern Configure

lgOK | Cancel || Advanced |

12. The backup job starts as seen in the Job Controller. Job progress can be seen in the Job Controller
window and job events can be monitored in the Event Viewer window. To see detailed job status, right-
click the job entry and choose Detail.

.2 Job Controller

v Job ID Operation Client Comp...  Agent Type Subdient Job Type Phase Storage Policy  MediaAgent Status Progress Error:

16 lpakw  |anasit7es2  |windonsFie ... Jaindows server [Ful Backun ddboostfs libr... ldh3sit 7942 |Running 1 (N
'{\S_;fl Suspend
M «in

Change Priority

Tools »
View Events

View Logs ]
Send Log Files

Detall...

Results

If the job finishes successfully, the status will change to Completed. For other status results, look at the
Errors field and logs in the Event Viewer window. To view the detailed job log, right-click the job entry and
choose View Logs.

To know more details about each option for backup Check Commvault documentations.
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Backups

4.2

Job ID Operation Client Comp...  Agent Type Subdient Job Type Fhase Storage Policy  MediaAgent Status Progress Errors el
R e I N N 7SR ey vy SR - I
Wiew Events
| View Logs E For the Job
Send Log Files n Clie
Detail... On MediaAgent

Performing NAS Client Backup

Procedure

1. Inthe CommcCell Console, expand the NAS client in CommCell Browser, right-click defaultBackup Set,
and choose All Tasks > New Subclient to create a subclient.

- e T CNEnt COmpUters = o |
+ 5 Client Computer Groups = =
& i! Client Computers subclient Mame

= i B
I : : _E‘ l . -‘ = E C2
=HEE =
- |=-E nas B 3
i ~o b defaultBackunSe &= c4 =
"' .i All Tasks X Backup All Subclients
oy -
= 5 View ' Browse and Restore
[+ || File Systen Properties List Snaps
- Security | =% (¥ ] Find
=-@4J Storage Resources I3 Job ) ;
i+ gz Deduplication Engines | Operatlon Wfind owe
il B8 Licraries MNew Subclient
2 PE | Aratinns - i -

2. Inthe General tab of the Subclient Properties window, enter name as the Subclient name.

<

| storace Device | Activity Control

General Content

Subclient Properties of

1

Advanced Options l Filters l PrefPost Process ] Security

Client Mame: |

iDatafgent: MNAS
Backup Set: defaultBackupSet
Subclient Name: Fsll

3. In the Content tab, under Backup Content Path, select the file system, enter the path of the folder to be
backed up in that file system (/fs1/dir in the example), and click Add. Repeat this step for each folder.

4. Check Performing a Windows or Linux Backup and continue from step 4.To know more options with NAS

backup check Commvault documentation on NAS client.
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Restores

5 Restores

The procedures for performing restores with Windows, Linux/UNIX, and NAS clients are similar. This example
uses Windows.

Procedure

1. Inthe CommCell Console, expand the Windows client in the CommcCell Browser, right-click
defaultBackupSet and choose All Tasks > Browse and Restore.

| ] CommCell Browser 2 =) GettingStarted X~ |°° defaultBackupSet X
8@ dh3-sit-79-42 & dh3sit-79-42 > BB Cllent Computers > S dh3-sit-75
* % Client Computer Groups
+ P Client Computers Subdient Name

- [ -
=t mg dh3-sit-79-42 ) default

- | |_, File System

== windows server

o defa
: =
- = ] vrtuaise All Tasks C Backup All Subclients
LA B assirsss W2 g I Browse and Restore
31- [z Seaurity Add to Favorites
=1 @) Storage Resources A _ Manage Netwark Share
. [y Deduplication roperties List Snapshots
';""'u}; Index Store Pools Find
‘-. Libraries
‘@ Locations Restore by Jobs
&} B MediaAgents Blackout Window
%1 Orphaned Media 3
I'% P Delete Data By Browsing
- RFP Staore
+-= storage Pools New Subclient
: - [ vaulttracer New Advanced subclient
|- | § Policies

2. The Browse Options dialog box appears. You can view the latest data (consolidation of all backups) by
choosing Browse the Latest Data, or you can browse backup data up to a time by choosing Specify
Browse Time. You can also exclude backup data from before a specified time by clicking Advanced and
setting the advanced options.

©) Browse and Restore Options -

Time Range | Advanced Options | Fitter |
Show Objects to Restore using following criteria

i§] Latest Backup 1:1 Time Range

Absolute Time

Time Zone: {UTC-08:00) Padific Time {US & Canada)

Start Time End Time

Tuesday, December 1, 2020 - Wednesday, December 2, 2020 -

11 59 AM :I 11 ¢ 59 AM —

Relative Time

==t 60 j Days

I:' Compute Folder Size

< 1]} >

1 | —
I View Content | I Cancel | | List Media I
T
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3. Click View Content.
The backup data browser window opens for this client. This example shows the latest backup data for this

client.

ﬁg Client: dh3-sit-79-42 ( Latest Data )

Current Selected: C:\\Users\Administrator \Downloads\ChromeSetup.exe
=l- |_ File System ... Status Mame Size Type Modified Backup Time
= s e L S L
= [d dearcompressionfiag.exe 37.17KB File 11/25/2020 :30 AM 12/2/2020 9:43 AM
- E Users
=|- [ Administrator
[ oownloads

|‘ Recover All Selected... I | List Media and Size | | New Browse... ‘

4. Explore the data, choose folders and files to be restored, and click Recover All Selected. The Restore

Options for All Selected Items dialog box appears.
Choose the required options. You can restore data to a different client by choosing a Destination client.

You can restore data to a new location by clearing Restore to same folder and specifying a destination
path. Click OK when you finish choosing restore options.
(=) Restore Options for All Selected Items il

General | Job Initiation
-~

(@) Restore Both Data and ACLs

f._:_.\ Restore Data Only

I:l Unconditionally overwrite only if target is a DataArchiver stub

- Owerwrite Files — -

lél Overwrite if file in backup is newer [: ) Unconditional Overwrite

I:l Restore only if target exists

Recreate Mount Points

i Restore Destination |‘

Destination dient |.-,..- dh3sit-79-42

Mumber of streams 10 :;| I:I Use Multiple Nodes

["] Restore to same folder

Spedfy destination path

C:\DownloadPackagel ocation

Preserve Source Paths
':E:' Tozrzaen 1 jl level from end of the source path
l:] Remove 2 il lewel from beginning of the source path

Impersonate User
m >

Cancel | | Advanced | | g’ Save As Script |

5. The restore job starts. Monitor the job in the Job Controller and Event Viewer windows. When the restore
job finishes, the restored data will become available in the destination folder.
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6 PowerProtect DD Replication and Restore from Replication

DD Replicator provides automated, policy-based, network-efficient, and encrypted replication for DR (disaster
recovery) and multisite backup and archive consolidation. DD Replicator asynchronously replicates only
compressed, deduplicated data over a WAN (wide area network). DD Replicator performs two levels of
deduplication to significantly reduce bandwidth requirements: local and cross-site deduplication. Local
deduplication determines the unique segments to be replicated over a WAN. Cross-site deduplication further
reduces bandwidth requirements when multiple sites are replicating to the same destination system.

With cross-site deduplication, any redundant segment previously transferred by any other site, or as a result
of a local backup or archive, will not be replicated again. This improves network efficiency across all sites and
reduces daily network bandwidth requirements, making network-based replication fast, reliable, and cost-
effective. In order to meet a broad set of DR requirements, DD Replicator provides flexible replication
topologies, such as full system mirroring, bi-directional, many-to-one, one-to-many, and cascaded. In addition,
you can choose to replicate either all or a subset of the data on your DD system. For the highest level of
security, DD Replicator can encrypt data being replicated between DD systems using the standard SSL
(Secure Socket Layer) protocol.

Before getting started with DD Replicator, note the following general requirements:

o DD Replicator is a licensed product. Check with your Dell EMC sales representative to purchase
licenses.

e You can usually replicate between machines that are within five releases of each other, for example,
from 6.0 to 7.2. However, there may be exceptions to this, so review the tables in the Replication
version compatibility section or check with your Dell EMC representative.

e If you are unable to manage and monitor DD Replicator from the current version of the DD System
Manager, use the replication commands described in the DD OS Command Reference Guide.

Procedure:

1. Loginto DD System Manager as sysadmin or any administrator user.
2. Goto Replication >Automatic - Select Create Pair.

DZLLEMC @ DD System Manager

Home Replication

Health
Status: No replication contexts have been configured

Data Management

SUMMARY PERFORMANCE ADVANCED SETTINGS
Replication
Automatic
On-Demand Filter By ‘ All v ‘
Protocols Source ¢  Destination e Type
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PowerProtect DD Replication and Restore from Replication

3. The Create Replication Pair window will open. Enter the Replication Direction, Replication Type, Enter
Replication Source Path -> Enter the CIFS, NFS, DD Boost storage unit and set the Destination
PowerProtect DD details along with path then do OK.

Create Replication Pair X

The Source or Destination must be this host system. The other system can be added from the Add System link or the Manage Systems dialog

Source path should be valid, Destination Path should either exist and be empty or not exist.

CREATE ADVANCED

Replication Direction: Outbound v
|Rep|icatior Type: | MTree v

Replication Detaills

Source System: |Destmat\on System: | Add System

apmoQ0182413135.drm.lak.emc.com

dh3-sit-79-34.drm.Jab.emc.com v ‘

Source Path: Destination Path:

/data/coll/ backup /data/coll/ backup

Source System Details: Destination System Details:
Total Disk Space: 826 TiB Total Disk Space: 5.4 TiB
Used Disk Space: 15.5 TiB Used Disk Space: 3901 GiB
DD Encryption At Rest Disabled DD Encryption At Rest: Disabled

4. When you complete the destination information, it will be saved and click OK and validation/pre-checks
will run.

Create Replication Pair Status X

The execution may take a few minutes. Please wait and watch for any possible errors.

Pre-condition check

Enable file system on destination

Enable file system on source

Add MTree replication configuration on destination
Add MTree replication configuration on source
Modify replication context options on destination

Modify replication context options on source

+ 44 ee e

Start replication initialize on source

CLOSE

5. You can now see the replication pair in Summary Tab.
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6.1

6.2

6.3

SUMMARY PERFORMANCE ADVANCED SETTINGS
CREATE PAIR DISABLE PAIR DELETE PAIR ‘ MODIFY SETTINGS ‘ MANAGE SYSTEMS MORE ‘
Filter By All v UPDATE RESET
Synced As Pre-Comp Completion
Source * Destination * Type | State a Of Time * Remaining * Time (Est)
apm00182413135.drm lab.emc co dh3-sit-79-34 drm lab emc com/data/coll/sonal MTree O B ®  12/02 6:57 AM 0.00 GiB

Note: To know more about compatibility, options, limitations, and method of replication please check
PowerProtect DD OS Administration guide

If there are issues with source backup copy, restore from replication copy of backup can be done using following
process. Before use of following process ensure that replication is fully synchronized.

CIFS restore

- In server go to Expert Storage configuration wizard.

- Choose media agent, under 'Shared Disk Device' tab right click path, choose 'Properties’, and replace
source DD Series appliance share path with destination DD series appliance share path. Also check 'Read
only".

-Now any restore will restore data from replication copy.

NFS restore

- On Unix/Linux media agent, unmount source DD series appliance MTree and mount replication DD series
appliance MTree as read-only at same mount point.

-Now any restore will restore data from replication copy.

DD BoostFS restore

-In server go to Expert Storage configuration wizard.

- Choose media agent, under 'Shared Disk Device' tab right click path, choose 'Properties’, and replace
source DD series appliance share path with destination DD series appliance share path. Also check 'Read
only".

-Now any restore will restore data from replication copy.

Note:

o There is no need to break replication pair and make target MTree read/write. Read only is fine for restore.

At this instance backup cannot be run as device is read-only.
o Replicating DD VTL tape cartridges (or pools) means replicating MTrees or directories that contain DD
VTL tape cartridges. Media pools are replicated by MTree replication, as a default.
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o DD Boost users should have the same user ID (UID) and primary group ID (GID) on both the source and
destination systems

7 Dell EMC Cloud Tier

Cloud Tier is a native feature of DD OS 6.0 (or later) for moving data from the active tier to low-cost, high-
capacity object storage in the public, private, or hybrid cloud for long-term retention. Cloud Tier is best suited
for long-term storage of infrequently accessed data that is being held for compliance, regulatory, and
governance reasons. The ideal data for Cloud Tier is data that is past its normal recovery window.

Cloud Tier is managed using a single protection system namespace. There is no separate cloud gateway or
virtual appliance required. Data movement is supported by the native policy management framework.
Conceptually, the cloud storage is treated as an additional storage tier (Cloud Tier) attached to the system,
and data is moved between tiers as needed. File system metadata associated with the data stored in the
cloud is maintained in local storage and mirrored to the cloud. The metadata that resides in local storage
facilitates operations such as deduplication, cleaning, Fast Copy, and replication. This local storage is divided
into self-contained buckets, called cloud units, for ease of manageability.

[ ® ceph

‘perLemcecs At |
aws =
| dyvmvar N <
virtustream Y AN . Tl?‘fc{mf’

\

COMMVAULT @) BacK 4 A

E. Ei

Data is moved to
cloud for long term
retention

Commvault CommcCell

PowerProtect DD Series Appliance

Note:

e To configure Cloud Tier, add the license and enclosures, set a system passphrase, and create a file
system with support for data movement to the cloud. For Cloud Tier, the cloud capacity license is
required.

e To license Cloud Tier, check the applicable DD OS Release Notes for the most up-to-date information
about product features, software updates, software compatibility guides, and information about
protection products, licensing, and service.

e To know about Cloud Tier Requirements, check DD OS Administration Guide.

S-2416 | PowerProtect DD series appliances with Commvault® configuration guide 42


https://dl.dell.com/content/docu101326_DD_OS,_PowerProtect_DDMC,_and_PowerProtect_DDVE_7.4.0.5_Release_Notes.pdf?language=en_US
https://dl.dell.com/content/docu101344_DD_OS_7.4_Administration_Guide.pdf?language=en_US

Dell EMC Cloud Tier

7.1 Enable Cloud Tier on DD series appliances

Procedure:

1. Select Data Management > File System and click Disable (at the bottom of the screen) to disable the
file system.

3 Home SUMMARY DD ENCRYPTION CHARTS
Q Health
[ Expand Capacity B Fast Copy [fg Destroy [P Enable Cloud Tier

@ Data Management

Snapsh

Replication

O

@ Protocols

&) Hardware Active Tier (Last 24-Hours)
ioﬂ Administration Pre-Compression Post-Compressior Global Compression Factor Local Compression Factor

2326.2 MiB
€ Maintenance

System Partitions

Partition Size Used

/ddvar

/ddvar/core

Click to disable
. A File system

@ @ File System: Enabled and running: 16 hours, 35 minutes|

2. Select Hardware > Storage. In the Overview tab, expand Cloud Tier. Click Configure.
The Configure Cloud Tier dialog box is displayed. Select the checkbox for the shelf to be added from the
Addable Storage section.

Configure Cloud Tier X

onfigure Metadata Storage

This file system requires 465.66 GiB to enable the Cloud Tier for the licensed capacity

Addable Storage

Device = Size o Type o

devé 500.00 GiB SAS-SSE

Cloud Tier
Device a Size ¢ Type o

No devices found

‘ CLOSE ‘

w

Click the Add to Tier button. Click Save to add the storage.

4. Select Data Management > File System and click Enable Cloud Tier.

To enable the cloud tier, you must meet the storage requirement for the licensed capacity. Configure the
cloud tier of the file system. Click Next.
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A cloud file system requires a local store for a local copy of the cloud metadata.

{3 Home ) SUMMARY DD ENCRYPTION CHARTS
Q Health »
E;, Expand Capacity & Destroy 7 NOW, enable
@ DataManagement the cloud tier
" File System System Partitions

MTree Partition Size Used
Quota /ddvar 49.1GiB 1064.2 MiB
Snapshots /ddvar/core 158.3 GiB 59.5 MiB

o Danlication A

5. Click Enable.
The cloud tier is enabled with the designated storage.

Enable Cloud Tier X

The file system will be temporarily suspended while the Cloud Tier is enabled

Using the Cloud Tier, data will be moved to the cloud using age-based policies

ENABLE ‘ CANCEL ’

6. Select Enable file system.

Now enable file

system

File System: The filesystem is disabled and shutdown.

7. Check Cloud Units Tab is available under File System.

DLALEMC | DD System Manager . .
Cloud unit tab is

ARTE available here post cloud
tier is enabled. Now will
configure cloud unit

¢ Home » SUMMARY CLOUD UNITS

DD ENCRYPTION
Q Health B

@ Expand Capacity B Fast Copy [§g Destroy
& Data Management v

File System Space Usage

Syste

8. Configuring the network, including firewall and proxy settings.
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Port 443 (HTTPS) and/or Port 80 (HTTP) must be open to the cloud provider networks for both
the endpoint IP and the provider authentication IP for bi-directional traffic.

Remote cloud provider destination IP and access authentication IP address ranges must be
allowed through the firewall.

For ECS private cloud, local ECS authentication and web storage (S3) access IP ranges and
ports 9020 (HTTP) and 9021(HTTPS) must be allowed through local firewalls.

9. Import CA certificates:
Before you can add cloud units for Alibaba, Amazon Web Services S3 (AWS), Azure, Elastic Cloud
Storage (ECS), and Google Cloud Provider (GCP), you must import CA certificates.

Steps
i.
.
iii.
iv.
V.

Vi.

Vii.
Viii.

Select Data Management > File System > Cloud Units.

In the tool bar, click Manage Certificates.

The Manage Certificates for Cloud dialog is displayed.

Click Add.

Select one of these options:

| want to upload the certificate as a .pem file.

Browse to and select the certificate file.

| want to copy and paste the certificate text.

Copy the contents of the .pem file to your copy buffer. Paste the buffer into the dialog.
Click Add.

Using CLI run command cloud provider verify, enter the provider name and enter the secret key.
Enter the region and yes to continue. Ensure to get a verified message.
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Verification is passed. Now we
will go back to DD GUI where
we will have required certificate

10. Add a Cloud Unit for any storage provider.

Select Data Management > File System > Cloud Units

DZLLEMC | DD System Manager ‘

3 Home SUMMARY CLOUD UNITS DD ENCRYPTION CHARTS

Q Health

& Data Management

Now click Add
to add the
cloud units

7 Replication

@& Protocols
Click Add.

The Add Cloud Unit dialog is displayed.

Enter a name for this cloud unit. Only alphanumeric characters are allowed. For Cloud provider, select
provider from the drop-down list. Enter all details and add the provider.
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Add Cloud Unit X

A DD System can support a maxir

m of 2 Cloud Unit:
Name: cloud_Unit_AWS

Cloud Provider Account

Select a Cloud Provider v

Cloud provider:

Select a Cloud Provider

Alibaba Cloud

Amazon Web Services S3

Dell EMC Elastic Cloud Storage (ECS)

Flexible Cloud Tier Provider Framework for S3

Google Cloud Storage

Microsoft Azure Storage

CANCEL
|

Add Cloud Unit

A DI

Cloud Provider Account

Cloud provider:

ystem can support a maximur

1 of 2 Cloud Units

cloud_Unit_AWS

Amazon Web Services S3 v

o You need to import a CA certific
nit of this provider M

Storage class:

Storage region:

Access key

Secret key.

STANDARD v

ap-southeast-2 v

HTTP Proxy Server

The file system main window now displays summary information for the new cloud unit as well a control for

enabling and disabling the cloud unit.

+) Add Manage Certificates
o cloud_Unit_AWS

Summary Cloud Profile
Cloud Provider:

Status: c

Network bandwidth: Unthrottied

Read access: Reca

Local compression: LZ

Data Movement Not s
Schedule:
Data status: Falled

Capacity

Size: 00B
Logical Used: 008
Physical Used: 00B
Physical Available: 0.0B

Cleanable: 0.0B

Licensed Cloud Capacity

The Commvault integration with the Cloud Tier provides a Data Protection Administrator with the ability to

perform the following functions:

¢ Ability to move data from the Active Tier device to the Cloud Tier device.
e Recover data to a client from the cloud, including FLR/GLR recoveries.

Commvault supports multiple cloud services. Check Cloud Tier with Commvault compatibility quide for the

same.

Configuring Commvault for Cloud Tier devices

Commvault allows users to move their backup datasets to the active tier location (that is MTree) and from
there, files are moved to cloud using DD series “data-movement” commands.
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Dell EMC Cloud Tier

7.2 Cloud Configuration on DD series appliances

Note: Commvault is supported with multiple cloud vendors, and the example below is for ECS using DD
command line.

a. Create an ECS Cloud Profile. Here “Cloud_ECS” is the profile name.
sysadmin@datadomain# cloud profile add Cloud ECS.
Enter provider name (aws|azure|virtustream|ecs|s3 flexible): ecs
Enter the access key:

Enter the secret key:

Enter the endpoint: http://new-test VM.emc.local:9020
Do you want to enter proxy details? (yes |no) [no]: no
Cloud profile 'Cloud ECS' added successfully
sysadmin@datadomain#

b. Create a Cloud Unit. Here “test-ECS” is the cloud unit name.
sysadmin@ datadomain # cloud unit list

Name Profile Status

sysadmin@ datadomain #
c. Once the backup is done on DD series appliance, run file report.

# filesys report generate file-location path <MTree path>.

Ensure that backup dataset is moved to DD series appliance Active tier.
7.3 Moving files from Active Tier to Cloud Tier

Procedure:
a. To check any data-movement policy is set on DD series appliance by running below command.
# data-movement policy show

b. Set data-movement policy age-threshold to number of days as per requirement to specific MTree we are
setting 14 days.
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sysadmin@datadomain# data-movement policy set age-threshold 14 to-tier cloud
cloud-unit Cloud ECS mtrees /data/coll/backup

The data-movement age-threshold policy is set to "14" days for the following
MTree (s) :

/data/coll/backup
sysadmin@datadomain#

c. Verify age-threshold is set successfully.
sysadmin@datadomain# data-movement policy show

MTree Target (Tier/Unit Name) Policy Value

/data/coll/backup Cloud/test ECS age-threshold 14 days

sysadmin@datadomain#

d. Run data movement command in order to move from Active Tier to cloud Tier.
# data-movement start mtrees <mtree path>

sysadmin@ datadomain # data-movement start mtrees /data/coll/backup
Data-movement started.

Run "data-movement watch" to monitor progress.

sysadmin@datadomain #

e. Run “data-movement watch” command to watch the status of data-movement.

sysadmin@datadomain# data-movement watch

Data-movement:

98% complete; time: 0:03:03

Moved (post-comp): 300.50 MB, (pre-comp): 2.00 GB,

Files inspected: 10, Files eligible: 10, Files moved: 10, Files failed: 0
Data-movement was started on Dec 12 2020 06:02 and completed on Dec 12 2020
06:05

Moved (post-comp): 300.50 MB, (pre-comp): 2.00 GB,

Files inspected: 10, Files eligible: 10, Files moved: 10, Files failed: 0
sysadmin@datadomain#

f.  Now, again run file report and ensure file is now available on cloud. The location of file is now “ecs-unit1”
instead of “active”

# filesys report generate file-location path <mtree path>
g. Now, to restore back files from cloud (ECS) to active tier (DD series appliances), file should be recalled
and run file report to ensure location is set to “active”

# data-movement recall path <file location>

sysadmin@ datadomain # data-movement recall path
/data/coll/backup/Folder3/comV_MAGNETIC/V_42/CHUNK 200
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Recall initiated for
"/data/coll/backup/Folder3/comV_MAGNETIC/V_42/CHUNK 200". Run the status
command to monitor its progress.

sysadmin@ datadomain #

h. Check “data-movement” status.
# data-movement status

sysadmin@dd7200-26# data-movement status
Data-movement to cloud tier:

Data-movement was started on Dec 12 2020 06:02 and completed on Dec 12 2020
06:05

Moved (post-comp): 300.50 MB, (pre-comp): 2.00 GB,

Files inspected: 10, Files eligible: 10, Files moved: 10, Files failed: 0
Data-movement recall:

No recall operations found.

sysadmin@datadomain#

i. Generate report for file location and verify that all movements are completed.

# filesys report generate file-location path <mtree path>.

Alternatively, you can also use DD System Manager (DDSM) to create a profile and move the data to cloud.
The example below is AWS.

a) Select Data Management > Mtree. In the top panel, select the MTree to which you want to add a data
movement policy.

Q  Health
s CREATE DELETE MANAGE SCHEDULES
& Data Management -‘ H

Filter by MTree Name: UPDATE RESET

Weekly Weekly Last

ATrea Nare . | GuotaHard o Last2dhrPre o Last24nrPost o Lost2dnr o Avg o lostWeek  Avg o Week
N Limit Comp Comp Comp Ratio Post Post-Comp Comp Comp
Comp Ratio Ratio

Z  Replication
@ Protocols

B Hardware

&  Administration

€© Maintenance

Select this
Mtree which has Skl
2 GB of data

Rename Configure

b) Click the Summary tab. Under Data Movement Policy click Add.
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& Data Management - Physical Capacity Measurements Next Scheduled:
i Assigned Snapsh
File System Used (Post-Comp): N/A
MTree Compression N/A
Last Measurement Time: N/A
Quota . DD Retention L
Schedules 0 Yiew
Snapshots
Snapshots Submitted Measurements 0 Sharz
Replication )
& Protocols ’ Data Movement Policy Indefinite Reter]
Q Hardware b No policy added to this MTree Add Placing Indefinite
period for all the ||
&  Administration »
@ Maintenance b Data Movement policy
MTree Bl plaations helps to move the data
from Mtree to Cloud
Unit. Click Add
Source

¢) For Destination, specify the destination cloud unit. Click Add.

Add Data Movement Policy X

Add a Data Movement Policy to this MTree to move files to the Cloud based upon their age.

@ All Ages () Age Range

e Keep the target cloud

unit as AWS and click
ADD

Cloud Unit: cloud_Unit_AWS

d) Select Data Management > File System.
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DEALEMC | DD System Manager

Physical Capacity Measurements

{4 Home b
Used (Post-Comp) N/A
Q@  Health g
Compression: N/A
& DataManagement . . il "
Navigate to File 0 Vie
it Smsiony system to start 0
MTree data movement
Quota
Snapshots Data Movement Policy
. File Agei 1 Edit Clea
7~ Replication b g D
Older than 0
@ Protocols y
Destination
& Hardware 4 Cloud Unit: cloud_Unit_AWS
.:Du Administration b Cloud Provider: Amazon \
0  Maintenance :

e) For Data Movement, click Start.

o

@ q

Home >
Health »

Data Management

Snapshots

Replication >
Protocols »
Hardware 3
Administration »

v

DUALEMC | DD System Manager

SUMMARY

% Expand Capacity @ Fast Copy & Destroy

Space Usage

Active Tier
Size

Used
Available:

Pre-Compression

Total Compression Factor (Reduction %

Cleanable:

Space Usage:

4§ Nofiles currently moving to the cloud

CLOUD UNITS

DD ENCRYPTION CHARTS

Can see here that

used space is 0 in

CT
Cloud Tier
24696GiB  Size 9122 GiB
B 49140MiB  Used =] 0.0 MiB
2421GiB  Available 9122 GiB
23262MiB  Pre-Compression 0.0 MiB
) 0.5x(-112)  Total Compression Factor (Reduction %)
0.0MiB  Cleanable 0.0 MiB
I Space Usage:
RECALL

Mo torecll

@ Settings
size: 159.1 Gi8
Used B 49140 MiB
Available 11543 GiB

e-Compression 23262 MiB
Total Compression Factor (Reduction %) 0.5x(-111.2)
Cleanable: 0.0 MiB

Space Usage: I

f) After data movement is complete , you can see the used capacity increased and Recall option becomes
available.
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Q Home ’ SUMMARY CLOUD UNITS DD ENCRYPTION CHARTS
QO Health ) i - \ Data Movement is
[ Expand Capacity BY Fast Copy [ Destroy
& Data Management completed _and the
—_ used space in Cloud
File System pace Usage . .
Tier is about 2 GB
MTree Active Tier Cloud Tier
Quota Size 246.9 GiB Size 912.2 GiB
Snapshots Used B 5647.5MB  Used Used
. Available 2414 GB Available 909.7 GiB Avail
7 Replication
Pre-Compression 0.0 MiB Pre-Compression 2326.2 MiB Pre-(J
E'” Protocols P Total Compression Factor (Reduction %) - Total Compression Factor (Reduction %) 0.9x(-11.2) Tota
Cleanable 2307.0 MiB Cleanable: 0.0 MiB Cleary
Q Ha(‘dware 4 Space Usage: I Space Usage Spac
CO° Administration ) @ No files currently moving to the cloud 8 No files currently recalling from the cloud Details

You can move data automatically, using a schedule and a throttle. Schedules can be daily, weekly, or
monthly.

1. Select Data Management > File System > Settings.
2. Click the Data Movement tab.

3. Set the throttle and schedule.

Note:

If a cloud unit is inaccessible when cloud tier data movement runs, the cloud unit is skipped in that run.
Data movement on that cloud unit occurs in the next run if the cloud unit becomes available. The data
movement schedule determines the duration between two runs. If the cloud unit becomes available and
you cannot wait for the next scheduled run, you can start data movement manually.

If a file resides only in a snapshot, it cannot be recalled directly. To recall a file in a snapshot, use fast
copy to copy the file from the snapshot back to the active MTree, then recall the file from the cloud. A file
can only be recalled from the cloud to an active MTree.
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A

Al

Technical support and resources

Dell.com/support is focused on meeting customer needs with proven services and support.

Storage technical documents and videos provide expertise that helps to ensure customer success on Dell

Technologies storage platforms.

Related resources

Additional resources that may be helpful when configuring Commvault with DD series appliances.

Description

Detail/Link

Commvault V11
Documentation

Commvault version 11 documentation

Commvault Backup
Agents Overview

All Backup Agents architecture and information

Commvault Tape
Library

Complete Information on Physical and Virtual Tape Libraries

Commvault Cloud
Connection
Performance Tuning

Commvault recommendations to get the maximum performance for cloud-based
backup and restore for high-speed networks

Commvault Best
Practice

Commvault recommendation and best practices

Commvault NAS Client
Backup

Commvault NDMP and NAS client settings for backup

DD OS Administration
Guide

Version 7.2, Version 7.3 ,Version 7.4

DD Command-Line
Reference Guide

Version 7.2, Version 7.3 ,Version 7.4

DD BoostFS Linux
Guide

Version 1.3, Version 7.2, Version 7.3 ,Version 7.4

DD BoostFS Windows
Guide

Version 1.3, Version 7.2, Version 7.3 ,Version 7.4

Compatibility Guide

Commvault and Cloud Tier
Commvault and DD BoostFS Compatibility Guide

DD Boost Partner
Integration Guide

DD Boost Partner Integration Administration Guide
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http://www.dell.com/support
http://www.dell.com/storageresources
https://documentation.commvault.com/commvault/v11/article?p=documentation.htm
https://documentation.commvault.com/commvault/v11/article?p=14333.htm
https://documentation.commvault.com/commvault/v11/article?p=9635.htm
https://documentation.commvault.com/commvault/v11/article?p=8629.htm
https://documentation.commvault.com/commvault/v11/article?p=8577.htm
https://documentation.commvault.com/mobile/hds/v11/article?p=products/nas_ndmp/config_adv.htm
https://dl.dell.com/content/docu98494_DD_OS_Administration_Guide_7.2.pdf?language=en_US
https://dl.dell.com/content/docu99939_DD_OS_7.3_Administration_Guide_.pdf?language=en_US
https://dl.dell.com/content/docu101344_DD_OS_7.4_Administration_Guide.pdf?language=en_US
https://dl.dell.com/content/docu98507_DD_OS_7.2_Command_Reference_Guide.pdf?language=en_US
https://dl.dell.com/content/docu99923_DD_OS_7.3_Command_Reference_Guide.pdf?language=en_US
https://dl.dell.com/content/docu101345_DD_OS_7.4_Command_Reference_Guide.pdf?language=en_US
https://dl.dell.com/content/docu91810_Data_Domain_BoostFS_1.3_for_Linux_Configuration_Guide.pdf?language=en_US
https://dl.dell.com/content/docu99935_DD_BoostFS_for_Linux_7.2_Configuration_Guide.pdf?language=en_US
https://dl.dell.com/content/docu99937_DD_BoostFS_for_Linux_7.3_Configuration_Guide.pdf?language=en_US
https://dl.dell.com/content/docu101350_DD_BoostFS_for_Linux_7.4_Configuration_Guide.pdf?language=en_US
https://dl.dell.com/content/docu91811_Data_Domain_BoostFS_1.3_for_Windows_Configuration_Guide.pdf?language=en_US
https://dl.dell.com/content/docu99132_DD_BoostFS_for_Windows_7.2_Configuration_Guide.pdf?language=en_US
https://dl.dell.com/content/docu99938_DD_BoostFS_for_Windows_7.3_Configuration_Guide.pdf?language=en_US
https://dl.dell.com/content/docu101351_DD_BoostFS_for_Windows_7.4_Configuration_Guide.pdf?language=en_US
https://elabnavigator.emc.com/vault/pdf/DD_Cloud_Tier_CommVault_All.pdf?key=1582308303627
https://elabnavigator.emc.com/vault/pdf/DD_BoostFS_CommVault_All.pdf?key=1582731303123,
https://dl.dell.com/content/docu91985_Data_Domain_Boost_3.5_for_Partner_Integration_Administration_Guide.pdf?language=en_US

