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Objectives

Bottom Line: You can do this!

Provide a quick overview of what cybersecurity is

Demonstrate that basic cybersecurity is quite “doable” for RIAs

Provide next steps to build an efficient, effective cybersecurity program 
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Congrats! You are the Cybersecurity Officer for your firm!!!

Source: Wikipedia
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We Empower Investors 
Through Education

In order to
Develop Sustainable Investors

Our Firm Impact Mission and Passion:

Source: Alpha Architect
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You can be a cyber geek! ZERO IT experience in my prior life

2000-2004
• Wharton undergrad
• Finance, Accounting, Chipotle
• (Note: I am not John Belushi)

2008 - today
• Harvard Business School for MBA
• Consultant (Boston Consulting Group)
• COO / CCO, Alpha Architect
• Pending MS in Cybersecurity (2019)

2004-2008
• Marine Corps (Combat Engineer)
• Blow stuff up and build stuff
• Tech experience limited to DVD player

Cleary USMC 
photo

Source: Animal House

Source: Alpha Architect

Source: Alpha Architect
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Many scary things can be solved with a simple approach…

Plague Polio Mother In-law

Source: Factinate.com Source: Catalogue archives.gov Source: Quora.com

Source: Aeroflot

Source: vaccines.gov
Source: Amazon.com
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…but poor knowledge can create bad solutions

Plague Polio Mother In-law

“Swallow-eth 
three turnips 

whole, lest the 
plague befall ye”

“Give Oxygen 
through the lower 

extremities, by 
positive electricity”

“Look honey! This 
home has an 
in-law suite!”

Source: Fair use (photos varied)

Source: Factinate.com Source: Catalogue archives.gov Source: Quora.com



2017 © Alpha Architect. All Rights Reserved.

8

First – let’s define cybersecurity

cybersecurity (sigh-brr-seh-cure-ih-tee)
(noun)

Money pit. A black hole for IT dollars to disappear

Catalyst for converting profits into losses (“lawyer” -
synonym)

(sentence) “Tommy, we can’t buy groceries this week, 
we spent all of our food budget on cybersecurity” 
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To be clear, cybersecurity MUST be taken seriously…

2013-2014 3 Bn user accounts

May, 2014 145 Mn user accounts

2013 4 Mn security clearance applications

Feb, 2016 $101Mn stolen, almost $1Bn

Source: Yahoo 

Source: ebay

Source: SEC 

Source: S.W.I.F.T. 
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…and regulators are upping their game

• 2014 Cybersecurity Examination Sweep

• 2015 – Launched Cybersecurity Exam Initiative

• 2016 – EDGAR filing portal hacked. Major 
political pressure

• 2018 – Fines Voya (BD/IA) $1M for poor 
cybersecurity controls

• 2018 – warning companies to enhance cyber 
controls or risk violating federal law

“I’m just getting warmed up!”

Source: Scent of a Woman Fair Use. Al Pacino does not, nor has he, work at the SEC’s cybersecurity unit 

Source: SEC
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No shortage of third party solutions for Advisors…
You need a special 
server room with 
onsite monitoring!

These computers 
are obsolete, you 
need new ones!

You need cyber 
insurance custom 

tailored for 
Advisors

Have you 
considered our 

cyber consulting 
practice?

We have special 
encryption tools 

just for you

You need our 
WHAM-O cloud 

service

Try our cutting 
edge SEC cyber 
exam simulator

We handle all 
aspects of vendor 

management

Try our turnkey 
compliance 

portal

You definitely need 
legal opinions here

Source: Wikipedia – Danny Devito is not a cyber consultant
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How about a different approach?

Common sense

Low cost

Robust

Use vendors as needed, but not by default
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A robust cybersecurity program rests on three elements

Cybersecurity 
Manual

What we 
do

Enabling 
Processes

How we 
do it

Risk 
Assessment

How we get 
better

Source: Alpha Architect, FINRA
Source: Alpha Architect, FINRA

Source: Alpha Architect, FINRA
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Step 1: Go to SEC and learn what the standards are

Read all 
of these

Source: SEC

https://www.sec.gov/spotlight/cybersecurity
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Step 2: Go to NIST cybersecurity section, read framework

Source: NIST

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
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Step 3: Export NIST framework and write your manual

Download Excel Version from 
NIST website…

…and write a step that meets 
each subcategory

Source: NIST

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf


2017 © Alpha Architect. All Rights Reserved.

17

Step 3 (example): “ID.AM-1” – inventory of physical assets

“Acme Advisors will inventory 
all desktops, laptops, and 

mobile phones annually and 
check inventory monthly.”

Source: NIST
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Step 4: Download the FINRA small firm cybersecurity checklist

This is your risk assessment

Source: FINRA

http://www.finra.org/industry/cybersecurity#checklist
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Step 5: Complete the checklist and identify gaps / needs

Source: FINRA
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Step 5: Checklist generates a list of “to-dos” do them!

Summary Report tells you what 
you should fix / improve

Be sure to update your 
cybersecurity manual too! 

Source: FINRA, Alpha Architect Source: Alpha Architect, FINRA
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Step 5: Lots of low hanging fruit to help you!

Compliance Manual?

Risk Assessment?

Encryption?

2 Factor?

Updates / Patches?

Cloud?

Network security?

Vendor Management

Network Map?

Alerts?

NIST Framework (Excel)

FINRA Small Firm Checklist

Windows Bitlocker (on!!!)

Google Suite (on!!!)

Windows Defender (on!!!)

Google Drive (FedRamp’d!)

Buy a new router!

SOC-2? Ask helpdesk?

PowerPoint and elbow grease

DHS Cert Listserve
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Step 6: Implement a simple process to carry out your manual

I
Go through your manual, 

highlight key “to do” items

II
Write down these steps, with 

calendar reminders

III
Have “sign-off” process to 

document completion

This can be a high tech solution or low tech solution

Source: Alpha Architect, FINRA
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Step 7: Train your employees!!!

Source: Wikipedia
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A few blog posts to help

How to build an Investment Advisor Cybersecurity program

SEC Cybersecurity Requirements for RIAs

Vendor Management and Cybersecurity Compliance for RIAs

Penetration Testing for Financial Advisors

https://alphaarchitect.com/2017/11/07/how-to-build-an-investment-advisor-cybersecurity-program/
https://alphaarchitect.com/2018/09/26/sec-cybersecurity-requirements-for-registered-investment-advisors-rias/
https://alphaarchitect.com/2018/08/01/vendor-management-and-cybersecurity-for-financial-advisors/
https://alphaarchitect.com/2017/12/19/penetration-testing-for-financial-advisory-firms/
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Key takeaways
Read the NIST framework – the SEC reads it too

Writing your manual = knowing your manual

Low hanging fruit can get 80% of the tech covered

Documentation of processes is critical

Use common sense – do you need an SSN for KYC?

Learning is cumulative. You don’t need to be an expert day one 
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