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About This Guide

The Polycom RealPresence Platform, Virtual Edition Solution Guide uses a number of conventions that
help you to understand information and perform tasks.

Conventions Used in this Guide

This guide contains terms, graphical elements, and a few typographic conventions. Familiarizing yourself
with these terms, elements, and conventions will help you successfully perform tasks.

Information Elements

This guide may include any of the following icons to alert you to important information.

Icons Used in this Guide

Name

Icon

Description

Note

The Note icon highlights information of interest or important information needed
to be successful in accomplishing a procedure or to understand a concept.

Administrator Tip

The Administrator Tip icon highlights techniques, shortcuts, or productivity
related tips.

administrators already familiar with the techniques being discussed.

Troubleshooting

The Troubleshooting icon highlights information that may help you solve a

Caution The Caution icon highlights information you need to know to avoid a hazard that
could potentially impact device performance, application functionality, or
successful feature configuration.

Warning _ The Warning icon highlights an action you must perform (or avoid) to prevent
issues that may cause you to lose information or your configuration setup,
and/or affect phone or network performance.

Web Info The Web Info icon highlights supplementary information available online such

.2 as documents or downloads on support.polycom.com or other locations.

Timesaver q The Timesaver icon highlights a faster or alternative method for accomplishing

) a method or operation.
—
Power Tip The Power Tip icon highlights faster, alternative procedures for advanced

relevant problem or to refer you to other relevant troubleshooting resources.

Settings

The Settings icon highlights settings you may need to choose for a specific
behavior, to enable a specific feature, or to access customization options.

Polycom, Inc.
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Typographic Conventions

A few typographic conventions, listed next, are used in this guide to distinguish types of in-text
information.

Typographic Conventions

Convention Description

Bold Highlights interface items such as menus, soft keys, file names, and directories.
Also used to represent menu selections and text entry to the phone.

Italics Used to emphasize text, to show example values or inputs, and to show titles of
reference documents available from the Polycom Support Web site and other
reference sites.

Blue Text Used for cross references to other sections within this document and for hyperlinks
to external sites and documents.

Couri er Used for code fragments and parameter names.

Polycom, Inc.
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Part |: RealPresence
Platform, Virtual Edition
Solution Installation

Part | gives you instructions on installing each of the RealPresence Platform, Virtual Edition components
and consists of the following chapters:

Polycom RealPresence Platform, Virtual Edition Solution Architecture

Install Polycom RealPresence DMA, Virtual Edition in a Virtual Environment

Install Polycom RealPresence Resource Manager, Virtual Edition in a Virtual Environment
Install Polycom RealPresence Collaboration Server, Virtual Edition in a Virtual Environment

Install Polycom RealPresence Access Director, Virtual Edition in a Virtual Environment

Polycom, Inc. 9
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Polycom RealPresence Platform, Virtual
Edition Solution Architecture

Polycom is the global leader in standards-based unified communications (UC) solutions for telepresence,
video, and voice, powered by the Polycom RealPresence Platform. The RealPresence Platform
interoperates with the broadest range of business, mobile, and social applications and devices.

Polycom'’s vision is to make video collaboration ubiquitous. Our goal is to make it possible for everyone to
use video as their preferred way to collaborate—easily, reliably, and securely—regardless of network,
carrier, protocol, application, or device.

RealPresence Platform, Virtual Edition Overview

Virtualized datacenters are about radically improving the performance of servers by breaking the bond
between one server and one application. Polycom RealPresence Platform, Virtual Edition unlocks the
performance of multi-party video collaboration from a purpose-built hardware platform, thus enabling
dynamic and flexible expansion with a high return on investment (ROI). Virtualization has helped
companies worldwide transform their IT infrastructure to achieve huge savings in time, money, and
energy while improving flexibility, efficiency, and disaster recovery.

Document Overview

This document is designed so that an IT professional can install and configure the Polycom
RealPresence Platform, Virtual Edition in less than a day. By the time you finish this solution guide, you
should walk away with solid understanding of how to install and administer the RealPresence Platform,
Virtual Edition video solution in your environment.

In addition to the step-by-step installation and configuration instructions, this solution guide provides
summaries and details of configuration settings when appropriate to help you understand the entire
process.

This solution guide is a supplement to—and not a replacement for—the existing product documentation,
where you can find detailed information on each server in RealPresence Platform, Virtual Edition.

Assumptions

This document is written for a technical audience. You must know the following:
e Basic computer and network system administration skills
e Understanding of LDAP and access to Active Directory server

e Basic understanding and access to a VMware environment

Polycom, Inc. 10
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Access to the Software

You can download the installation files for each component of RealPresence Platform, Virtual Edition at
support.polycom.com.

RealPresence Platform, Virtual Edition
Infrastructure Components

Polycom RealPresence Platform, Virtual Edition is designed to provide customers the choice of running
the RealPresence Platform appliances as virtualized software within their datacenter infrastructure in
conjunction with appliance based infrastructure, enabling customers to run video collaboration within their
standardized servers and VM environments.

RealPresence DMA, Virtual Edition 6.0.2

The Polycom Virtualization Management is anchored by Polycom RealPresence DMA, Virtual Edition, a
network-based virtualization application for managing and distributing calls across collaboration networks.
Using a highly reliable and scalable processing architecture, the RealPresence DMA, Virtual Edition
unifies collaboration networks, services, and devices by providing call signaling for both H.323 and SIP in
a single platform along with virtualizing bridging resources for a seamless user experience.

Another core advantage of the RealPresence DMA, Virtual Edition is its powerful call-processing
capability to provide universal conferencing and seamless connectivity without complex reconfiguration of
UC environments. The RealPresence DMA, Virtual Edition integrates seamlessly with Connect to millions
of existing standards-based UC solutions including Microsoft, Cisco, Avaya, IBM, Siemens, or a mix of
these environments without the need for any gateways. This helps reduce costs and extends the value
and reach of existing UC investments.

RealPresence Resource Manager, Virtual Edition 8.0.1

Polycom Video Resource Management solutions are critical to effectively manage thousands of mobile,
desktop, and group telepresence systems. Administrators can centrally provision, monitor, and manage
the entire video collaboration network with Polycom RealPresence Resource Manager, Virtual Edition.

Through dynamic provisioning, it automatically configures and maintains thousands of video clients at
pre-determined software baselines. This eliminates having a variety of software releases in the field,
fixing end-user configuration mismatches, being uncertain about the quality of video being provided, and
other typical management issues.

The RealPresence Resource Manager, Virtual Edition includes scheduling options via Web GUI or APls,
built-in reports, application dashboards and drill-down tabs ensure you can instantly access
troubleshooting and operational metrics. It also provides directories and presence engines that simplify
dialing and APIs so you can integrate Video Resource Management solutions into your key applications
and systems.

Polycom, Inc. 11
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RealPresence Collaboration Server, Virtual Edition 8.2

RealPresence Collaboration Server, Virtual Edition is the newest addition to the RealPresence
Collaboration Server, Virtual Edition series and delivers a multiprotocol, software-based MCU that runs on
an industry-standard (x86-type) server. It is the industry’s first and only SVC solution uniquely
interoperable with AVC systems, enabling video collaboration with over two million legacy systems in the
global installed base.

The RealPresence Collaboration Server, Virtual Edition supports open standards-based SVC, delivering
3X HD multi-party video capacity compared to existing products for greater scalability, dramatically lower
TCO, and superior performance. The open-standards based SVC solution is backwards- and forwards-
compatible and results in a 3X HD multipoint video capacity increase for greater scalability and
dramatically lower TCO. The solution is ideal for mid-sized enterprises as well as larger organizations with
branch offices and represents a significant step forward in delivering virtualized video collaboration from
the datacenter for even greater flexibility and ROI.

RealPresence Access Director, Virtual Edition 3.0

Polycom Firewall Traversal and Security solutions make it easier for users inside or outside the firewall to
collaborate via video safely with anyone in the organization, whether they are in a secure environment at
the office or an unsecure environment at home or on the go in a hotel. This brings highly scalable video
conferencing to applications such as B2B, B2C, and intra-company collaboration.

For example, remote users can securely and transparently access video services and collaborate with
colleagues, customers, and partners from virtually anywhere, with the same functionality they get in the
office. Also, customers, partners, and vendors can join a video meeting as a guest user or over a
federated network. By providing a seamless video collaboration experience, Polycom lets organizations
focus on what really matters—connecting people, networks, and companies.

RealPresence Access Director, Virtual Edition supports both SIP and H.323 capabilities and supports up
to a thousand simultaneous video calls securely without requiring additional client hardware or software. It
provides secure scalability for mobile deployments and tightly integrates with RealPresence Resource
Manager, Virtual Edition and RealPresence DMA, Virtual Edition for ease of deployment, management,
and use.

Polycom, Inc. 12
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Figure 1: Product architecture overview
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Software Requirements

The following software is required to install and configure the RealPresence Platform, Virtual Edition

components:

o VMware vSphere 5.0 or 5.1 client installed where you can access the ESXi host

e Microsoft Internet Explorer® v10
o Adobe® Flash® 9.0.124 or newer

Table 1: Hardware Requirements for Production Systems

Product

VM Instance

RealPresence Access Director, Virtual
Edition

16 Virtual Cores
16 GB RAM
150 GB Accessible Storage

RealPresence Resource Manager, Virtual
Edition

16 Virtual Cores
16 GB RAM
200 GB Accessible Storage

Polycom RealPresence DMA, Virtual Edition

16 Virtual Cores
16 GB RAM
100 GB Accessible Storage

RealPresence Collaboration Server, Virtual
Edition
(Polycom RMX)

24 or 32 Virtual Cores
16 GB RAM
100 GB Accessible Storage

Polycom, Inc.
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Table 2: Hardware Requirements for Lab Systems

Product

VM Instance

RealPresence Access Director, Virtual
Edition

4 Virtual Cores
8 GB RAM
50 GB Accessible Storage

RealPresence Resource Manager, Virtual
Edition

4 Virtual Cores
8 GB RAM
30 GB Accessible Storage

Polycom RealPresence DMA, Virtual Edition

4 Virtual Cores
8 GB RAM
30 GB Accessible Storage

RealPresence Collaboration Server, Virtual
Edition
(Polycom RMX)

32 Virtual Core
16 GB RAM
30 GB Accessible Storage

Installation Prerequisites

RealPresence Resource Manager, Virtual Edition and RealPresence Collaboration Server, Virtual Edition
both require a license before they can be used.

Polycom, Inc.
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Install Polycom RealPresence DMA,
Virtual Edition in a Virtual Environment

This chapter describes the steps required to perform the initial installation and setup of a Polycom
RealPresence Distributed Media Application (DMA, Virtual Edition), Virtual Edition system in a virtual
environment. At the end of this procedure, you will have successfully created an instance of the
RealPresence DMA, Virtual Edition system on a virtual machine (VM) and be ready to finish configuring
the system.

Overview of the Installation Process

The installation and initial setup of the RealPresence DMA, Virtual Edition in a virtual environment
involves several steps. First you'll create an instance of the RealPresence DMA, Virtual Edition, then login
to the console to change the password and configure a static IP. Finally, you'll restart the RealPresence
DMA, Virtual Edition and access the systems Web user interface using the new static IP address.

The installation and initial setup of RealPresence DMA, Virtual Edition involves the following:
¢ Install the OVA file to create a RealPresence DMA, Virtual Edition system instance in a new VM
¢ Change the Linux shell default password
e Change the network configuration using the console options

o Restart the RealPresence DMA, Virtual Edition and access the new IP address using a web
browser

OVA Package

The RealPresence DMA, Virtual Edition system software for a virtual environment is packaged as an
Open Virtualization Archive (OVA) file.

The OVA file contains:
e The RealPresence DMA, Virtual Edition application
e The CentOS 6.4 operating system
¢ Information about its virtual machine environment
¢ The most recent version of VMware Tools
e The RealPresence DMA, Virtual Edition End User License Agreement (EULA)

Deploying the RealPresence DMA, Virtual Edition system OVA package creates an instance of the
RealPresence DMA, Virtual Edition system on a virtual machine on a VMware® ESXi host server.

Installation Prerequisites

The following items and tasks are required before you begin installation of RealPresence DMA, Virtual
Edition:

Polycom, Inc. 15
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o Complete the RealPresence DMA, Virtual Edition First-Time Setup Worksheet (see Appendix A)
e Setup DNS Host A Record for the RealPresence DMA, Virtual Edition

¢ VMware 5.1 client and server environment

Capacity Planning Guidance

The following table describes the minimum and recommended server hardware profiles for each virtual
machine (VM) with an instance of the RealPresence DMA, Virtual Edition system. It also shows the typical
performance capacity of RealPresence DMA, Virtual Edition.

Table 3: Server Hardware Profiles

Component Minimum Profile Recommended Profile
(Lab System) (Production System)
CPU 1-physical-core Westmere, 8-physical-core Westmere

2.4 GHz or greater CPU clock 2.4 GHz or greater CPU clock
(e.g., 8x Intel Xeon E5620 @

2.4 GHz)
Memory 2GB 8 GB
Disk 32GB 146 GB
Performance 5 concurrent calls 1200 concurrent calls
15 registrations 12000 registrations

Note: Hardware vs VMware

Due to differences in hardware and VM environments, the performance information is provided for
guidance purposes and does not represent a guarantee by Polycom.

Documentation Resources

In addition to this guide, the following documents provide details about the RealPresence DMA, Virtual
Edition system. To access these documents, go to support.polycom.com.

e Polycom RealPresence DMA, Virtual Edition 6.0.2.1 Release Notes

o Polycom RealPresence DMA, Virtual Edition Getting Started Guide

VMware support and reference documentation may be found at:
https://lwww.VMware.com/support/pubs/vsphere-esxi-vcenter-server-pubs.html.
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Installation and Setup

To install the RealPresence DMA, Virtual Edition OVA file on a virtual host:

1 From the vSphere client, log into the vCenter Server or one of the ESXi hosts.

2 Select File > Deploy OVF Template.

[Fite | Edt Wiew Inventory Administ

Mew ®
Deploy OVF Template...

-
Expaort 3
Report 3

Browse Vi Marketplace

The Deploy OVF Template wizard appears and prompts you to select the source location.

4 Browse to or enter the location of the OVA file you downloaded and click Next.

— -
i I S - = =
Q\Jv » Computer » Storage (G » Polrcom b SoftRPP » DMA

Qiganize v Newfokder

5 Recently Changed
Public
B Desktop
# Downloads

B plem-cas-dma-§.0.2- 124465.0va

i3 Dropbox

2 Recent Places

5 Next, the OVF Template Details are displayed. Note the version and the disk size specifications and
click Next.

3 Deploy OVF Tempiate
OVF Template Detais
ek O template etk

v Template Detads

- |

6 Specify an arbitrary name for the virtual machine. For example, SoftRPP DMA 6.0.2

(&) Deploy OVF Template

Mame and Location
Spechy s name and location For the deployed template

Hame:
pormsromac oz

Pame and Location

[\ The name con containup to 80 characters and & must be unigue within the inveritory folder
33
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7 Select the Resource Pool you are using to host the virtual machine

. EeS =

8 Select the destination storage disk that will host the virtual machine and click Next

(B Depioy 0w Terpime

Stovage

- <sas :._:|

9 Now the Disk Format step appears. Keep the default Thick Provisioned Lazy Zeroed and click
Next

- | e | [

10 Finally the Ready to Complete step appears. Just confirm the settings are correct and enable the
Power on after Deployment checkbox, then click Finish.
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11 This is the last step in the installation and can take some time to complete depending on your
network connection back to the VMware environment. Once this process is complete, a
RealPresence DMA, Virtual Edition instance is created and starts up.

(5) 2% Deploying SoRRPP DMA 602 o= e
Deploying SoftRPE DMA 6.0.2
Deploying disk 1 of 1
o N
¥ Close this diskeg when completed E

Configure a Static IP Address

Once the installation is complete, you can use the VSphere client to login to the console window of the
RealPresence DMA, Virtual Edition to configure the static IP address, DNS server and assign a host
name. If DHCP service is available on the RealPresence DMA, Virtual Edition’s network, the system will
use the DHCP provided IP address. For the purpose of this document, you'll assume DHCP is not
available and so the directions will include configuring the static IP using the console window utility. In
either case, you should use the utility to set a static IP address.

To use the network utility to assign an IP address:

1 Inthe VSphere client, select the RealPresence DMA, Virtual Edition you installed and click Launch
Virtual Machine Console.

2 Click the mouse in the console window and press Enter if necessary to see the login prompt.

3 Once the login prompt appears, log in with user ID polycom and password polycom

pa login: polycom

4 A restricted shell running the network setup utility appears that enables you to change the default
password and assign an IP address. Follow the prompts to configure and assign the IP address
specified on the First-Time Setup Worksheet.

5 Set the new password.
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Note: Passwords

The new password must meet the following criteria: At least eight (8) characters with at least one
lower case letter, one upper case letter, one special character, one number and must not contain a
word in the English dictionary.

polycom

to ch your password immediately (passuord aged)

User Tip: Navigating the Utility

To navigate the utility, use up and down arrows to change fields and use the Tab key to change
menu options. Press Enter to select an option.

6 Verify the default network configuration by selecting View network configuration.

Welcome to DPA network setup

Choose one of the following options:

Hanagement network setup

e conf iguration|
Change password
Exit

Rt el

AETEE  <Cancel>

7 1If DHCP service is available, the RealPresence DMA, Virtual Edition will use the DHCP provided IP.
The following screenshot was from a system installed on a network without DHCP and has no
default IP address. In either case, select OK and you'll configure the static IP address in the next
steps.

LUrrent Network sSetup

Management network configuration:

Network interface: ethB

Mode : dhcp

IP address : N

Subnet mask : Noa

Default gatway : N7A

MAC : 88:58:56:9F:3D:8D
Speed : 18888Mb-s

Duplex : Full

K O >

8 Set the new IP address by selecting Option 1, Management network setup.
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Note: Required IP addresses

RealPresence DMA, Virtual Edition only requires one IP address instead of two as required by the
appliance version.

9 Select OK to accept the default NIC card.

10 In the Management network setup dialog box, select Optionl: Static address setup.

11 Enter the IP address, Subnet mask and Default gateway and select Save Configuration.

12 Select OK to restart the network service.

13 Select OK to confirm the current network setup.
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14 Modify the default DNS Settings by selecting DNS Setup.

15 Select Set Host Name.

16 Specify the Host name, SoftRPP-DMAL in this example, and select Save Configuration.

17 Select Option2, Set search domain and select OK.

18 Fill in the Search domain value and select Save configuration.

19 Select Option3, Set DNS servers and select OK.

20 Fill in the name server values and select Save configuration.
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DNS setup

Conf igure name servers

Primary: 18.47.48.188
Secondary: 18.47.48.181
Tertiary:

< S 3 < Cancel

21 Select Exit to main menu to finish with the Network setup menu dialog.

Dns setup

Choose one of the following options

1. Set host name

2. Set search domain

3. 3Set DNS servers

4. View DNS configuration
| . BExit to main menu

< 0 2] <Cancel>

The system reboots.

22 Press CTRL + ALT to release the cursor from the console. Then close the console window as
further configuration will be done through the browser.

Connect to the RealPresence DMA, Virtual Edition System’s
Web Interface

In this step, you'll confirm that static IP address was configured correctly and verify that you can login to
the web interface. Each component of the Polycom RealPresence Platform provides a Web interface for
administering the system and making configuration changes.

To connect to the RealPresence DMA, Virtual Edition Web interface:
1 Point your browser to the IP address assigned (disregard any security certificate warnings).

https://<ipaddress>
The Polycom RealPresence DMA, Virtual Edition system’s login page appears.

2 Log in with default user ID admin and password admin with Domain set to Local.

3 The Polycom RealPresence DMA, Virtual Edition system’s management interface appears,
displaying the Dashboard.
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14

Network User Reports Maintenance Admin Help

ere: Dashboard

Active Calls

Il mode: Direct

SoftRPP-DMA1

4 At this point you recommend making a snapshot of the system. Using the VSphere client, Right
click on the RealPresence DMA, Virtual Edition instance from the VM Inventory window and select
Snapshot>Take Snapshot.

El [ UCASGftRPP
B plem-caxis-dma-6.0.2

({ [SoRtRPP DMA | Power .

Gl SoftRPP MCU .

ES SoftRPP Reso Guest 3

i Win | Snapshot * Bl Take Snapshot...

Summary and Next Steps

RealPresence DMA, Virtual Edition is now installed and the administration interface is accessible from a
browser. You'll finish configuring the RealPresence DMA, Virtual Edition along with the rest of the Real

Presence Platform, Virtual Edition in Part Il of this solution guide.

The next step is installing RealPresence Resource Manager, Virtual Edition.

Polycom, Inc.

24



Polycom RealPresence Platform, Virtual Edition Solution Guide

Install Polycom RealPresence Resource
Manager, Virtual Edition in a Virtual
Environment

This chapter describes the steps required to perform the initial installation and setup of Polycom
RealPresence Resource Manager, Virtual Edition in a virtual environment. At the end of this procedure,
you will have successfully created an instance of the RealPresence Resource Manager, Virtual Edition
system on a virtual machine (VM) and be ready to finish configuring the system.

Overview of the Installation Process

The installation and initial setup of the RealPresence Resource Manager, Virtual Edition in a virtual
environment involves several steps. First you'll create an instance of the RealPresence Resource
Manager, Virtual Edition, then login to the console window to configure a static IP and finally, you'll restart
the RealPresence Resource Manager, Virtual Edition and access the system’s Web user interface using
the new static IP address.

The installation and initial setup of RealPresence DMA, Virtual Edition involves the following:

¢ Install the OVA file to create a RealPresence Resource Manager, Virtual Edition instance in a new
VM.

e Login to the Linux shell using the default credentials
e Change the network configuration using the console options

e Restart the RealPresence Resource Manager, Virtual Edition and access the web administration
interface using the new IP address

OVA Package

The RealPresence Resource Manager, Virtual Edition system software for a virtual environment is
packaged as an Open Virtualization Archive (OVA) file. The OVA file contains:

e The RealPresence Resource Manager, Virtual Edition application

e The CentOS 6.4 operating system

¢ Information about its virtual machine environment

e The most recent version of VMware Tools

e The RealPresence Resource Manager, Virtual Edition User License Agreement (EULA)

Deploy the RealPresence Resource Manager, Virtual Edition OVA package to create an instance of the
RealPresence Resource Manager, Virtual Edition that is hosted on a virtual machine.
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Installation Prerequisites
The following items and tasks are required before you begin installation of RealPresence Resource
Manager, Virtual Edition:

o Complete the RealPresence Resource Manager, Virtual Edition first-time setup worksheet (see
Appendix B).

e Setup DNS Host A and Service Records for the RealPresence Resource Manager, Virtual Edition
(see Appendix C).

e Pre-stage a computer account (see Appendix D).

o Avalid license. The RealPresence Resource Manager, Virtual Edition cannot be configured without
the license.

Capacity Planning Guidance

The RealPresence Resource Manager, Virtual Edition system supports three hardware profiles when
installed in a virtual environment. Each profile supports a maximum number of endpoints.

Table 4: RealPresence Resource Manager, Virtual Edition Hardware Profiles

Hardware Profile Supported Number of
Endpoints
2-physical-core Nehalem, 2.5 GHz or more CPU 400

clock (e.g. 2 x Xeon E5506, Memory 8GB)

4-physical-core Nehalem, 2.5 GHz or more CPU 4000
clock (e.g. 2 x Xeon E5506, Memory 8GB)

8-physical-core Nehalem, 2.5 GHz or more CPU 10000
clock (e.g. 2 x Xeon E5506, Memory 8GB)

Note: Hardware vs VMware

Due to differences in hardware and VM environments, the performance information is provided for
guidance purposes and does not represent a guarantee by Polycom.

Documentation Resources

In addition to this guide, the following documents provide details about the RealPresence Resource
Manager, Virtual Edition system. To access these documents, go to support.polycom.com.

o Polycom RealPresence Resource Manager, Virtual Edition 8.0.1 Release Notes

e Polycom RealPresence Resource Manager, Virtual Edition Getting Started Guide
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VMware support and reference documentation may be found at:
https://lwww.VMware.com/support/pubs/vsphere-esxi-vcenter-server-pubs.html.

Installation and Setup

To install the RealPresence Resource Manager, Virtual Edition OVA file on a virtual host:

1 From the vSphere client, log into the VMware environment that will host the RealPresence
Resource Manager, Virtual Edition.

2 Select File > Deploy OVF Template.

File | Edet View Inventory  Admimisg

Mew ]
Deplos ::F Template...

Export by "
Repoat L]

Brawse Wil Marketplace

Exat

The Deploy OVF Template wizard appears and prompts you to select the source location.

3 Browse to or enter the location of the OVA file you downloaded and click Next.

oeploy From a file or URL

|C:'I,Llsers'l,.ﬁ.u:lminisI:ratu:ur'l,annlu:uads'l,plcm-caxis-rprm-ﬁ.III. l_Z_j Browse, .. I

Znter a URL to download and install the OWF package From the Internet, or
specify a location accessible From wour computer, such as a local hard drive, a
sebwork share, or a COYDVD drive,

4 The OVF Template Details displays. Note the version and the disk size specifications and click
Next.

@ Deploy O¥YF Template

O¥F Template Details
‘erify OWF template details,

Source
O¥F Template Details
Marne and Location
Huosk [ Clusker
Resource Paool

Disk Format Yendor: Polycam, Inc.
Feady o Complete

Product: plern-caxis-rprm

Wersian: g.0.1

Publisher: & Palyoom
Download size: 1.5GB
Size on disk: 6,3 GB (thin provisioned)

80,0 GE (thick provisioned)
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5 Specify an arbitrary name for the virtual machine. For example, RealPresence Platform, Virtual
Edition 8.0.1

Marme:
SoftRPP ResourceManager 3.0, 1|

The name can contain up ko 80 charackers .

Inventory Locakion:
= i) UCALAB-server-1
]_'l ICAaLAE

6 Select the Resource Pool you are using to host the virtual machine.

(&) Deploy OVF Template =

Resource Pool
‘Select 8 resource pool

Select the resource pool within which you wish to deploy this template.

wethin a host o chuster,

alows ierarchical of
Resource Pool machines and chid pooks shiare the rescurces of thewr parent pool.

2 0 1722197
© =EE

S LS e
[

7 Select the destination storage disk that will host the virtual machine and click Next.
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(5 Deploy OVF Templste

Starage
Where do you want bo store the virtusl machine fles?

Sedext o destination storage For the wirtual machine Files:

N IDxive Type Capadty | Provisioned Frea | Type
Y BT T o e T R o T
Storage B o=k Hon-530 LEZTE 51,7968 L9TE YMF
1
— | o | o]

8 The Disk Format step appears. Keep the default Thick Provisioned Lazy Zeroed and click Next.

Dataskare: Iuc.ﬁ.-N.ﬁ.l-DSE

Available space (EE): I 33229

+  Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed

™ Thin Pravision

9 The Ready to Complete step appears. Just confirm the settings are correct and check the Power
on after Deployment checkbox, then click Finish.
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Deployment settings:
OWF file: CrilsersiAdministrator|Downloadsiplom-caxis-1

Daovinload size: 1.5GB

Size on disk: 80.0 GB

Mame: SoftRPP ResourceManager 8.0.1
Falder: UCALAB

Host [Cluster: UCA Lab WM Cluster

Specific Host:

Resource Pool: UCASOftRPP

Datastare: UCA-MAL-DSE

Disk provisioning: Thick Pravision Lazy Zerosd

Network Mapping: "IPvE Metwork” to "dv-UCASOftRPP-vS"

¥ Bower on after dep\nymentl

< Back |I Finish I

10 The last step in the installation can take some time to complete, depending on your network
connection back to the VMware environment. Once this process is complete, a RealPresence
Resource Manager, Virtual Edition instance is created and starts up.

(&) Deploying SoRRPF RPEM N L
TR i
Desplorying Sof tRPP FPRM
Creating ¥M SoftRPF RPRM ... |

)

| W Closs bhis chalog when compisted | conce

Configure a Static IP Address

Once the installation is complete, you can use the VSphere client to login to the console window of the
RealPresence Resource Manager, Virtual Edition to change the password and configure the static IP
address. If DHCP service is available on the RealPresence Resource Manager, Virtual Edition’s network,
the system will use the DHCP provided IP.

For the purpose of this document, you'll assume DHCP is not available and so the directions will include
configuring the static IP using the console window utility. In either case, you should use the utility to set a
static IP address.

To use the network utility to assign an IP address:

1 Inthe VSphere client, select the RealPresence Resource Manager, Virtual Edition you installed and
click Launch Virtual Machine Console.
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FNENZLYENELEL

{3 | SoftRPP Resourp=t=
B Win

Power
Guest
Snapshot

Open Conscle I

E
2
G

2 Click the mouse in the console window and press Enter if necessary to see the login prompt.

3 Once the login prompt appears, log in with user ID polycom and password polycom.

A restricted shell running the RealPresence Resource Manager, Virtual Edition network setup
utility appears that enables you to assign an IP address.

4 Follow the prompts to configure and assign the IP address specified on the First-Time Setup

Worksheet.

Edit Settings...
Migrate...

User Tip: Navigating the Utility

To navigate the utility, use up and down arrows to change fields and use the Tab key to change
menu options. Press Enter to select an option.

1 Inthe Welcome to network setup menu, verify the default network configuration by selecting View

network configuration.

Helcome to network szetup menu

Choose one of the following options:

Hanagement network setu
Jiew network conf iguration
Change password

Exit

L.
]
3.
1.

LCancel>

2 If DHCP service is available, the RealPresence Resource Manager, Virtual Edition will use the

DHCP provided IP. The following screenshot was from a system installed on a network without
DHCP and has no default IP address. In either case, select OK and you'll configure the static IP

address in the next steps.
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3 Set the new IP address by selecting Option 1, Management network setup.

4 Select OK to accept the default NIC card.

5 Inthe Management network setup dialog box, select Option1: Static address setup.

Polycom, Inc.
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6 Enter the IP address, Subnet mask and Default gateway and select Save Configuration.

7 Select OK to Restart the network service.

8 Select OK to confirm the current network setup.

9 Select Exit to finish with the Network setup menu dialog.

Polycom, Inc.
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10 Finally, select Yes to restart the system so the changes take effect.

He tuor h sctup menu

Do you want to restart Polycom® s jserver
service now?

¢ Yes 5 < Ho >

The system reboots.

11 Press CTRL + ALT to release the cursor from the console. Then close the console window as
further configuration will be done through the browser

Connect to the RealPresence Resource Manager, Virtual
Edition’s Web interface

In this step, you'll confirm that static IP address was configured correctly and verify that you can login to
the web interface. Each component of the Polycom RealPresence Platform provides a Web interface for
administering the system and making configuration changes. You'll use the Web Interface to accept the
license, change the password and configure the Hostname, DNS and Domain information.

To connect to the RealPresence Resource Manager, Virtual Edition Web interface:

1 Point your browser to the IP address assigned (disregard any security certificate warnings)
https://<ipaddress>:8443/flex
The system’s login page appears.

2 Log in with the default user ID admin and password admin with Domain set to Local.

3 Because the system has not previously been configured, the Licensing page of the setup wizard
appears. Click Accept.

Welcome to Polycom® KealPresence™ Resource Manager (Resource Manager) (Version 2.0)

Fledse read the Polycom End User Licenss Agreament balow and click on the Accepl bution below to contmue

EMD USER LICENSE AGREEMENT FOR POLYCOME REALPRESENCED RESOURCE MAMAGER SOFTWARE PRODUCT

4 The change default password option appears. You must change the password.
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———————,

)  Note: Passwords

/ The new password must meet the following criteria: At least eight (8) characters with at least one

lower case letter, one upper case letter, one special character, one nhumber and must not contain a
. S word in the English dictionary.

5 Confirm the New Password and click Next.

I hange the delault adminisiraton

O Password

lew Password

6 Verify and configure the following network settings and click Next
> |Pv4 Address
> Subnet mask
> |IPv4 Default Gateway
>

DNS servers
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8 The next screen shows the default certificate. Highlight the Certificate and click the Regenerate
RealPresence Resource Manager, Virtual Edition Certificate button. The Confirm dialog will
appear next and click Yes to confirm.

Akas

Resource Manager Certificate

e i

9 Click Commit the Setting and Restart.

i First Time Setup Restart

This wil he system o

11 Wait for system restart and log In to the Web interface using the administrator password created
earlier.

12 The next screen prompts for Enterprise Directory integration. Click Next.
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Note: RealPresence Resource Manager, Virtual Edition Configuration Instructions

/ The RealPresence Resource Manager, Virtual Edition Configuration will be completed later in this
document after the rest of the virtual RealPresence Platform is installed.

14 Finally, click Next to complete first time set up steps.

o have compheted Firs1 Tame :;ﬂ'llllil. Please ciick L ogoul to exil (he apphcaton or Next 1ogo b AdmmEn Dashboard screen,

15 The RealPresence Resource Manager, Virtual Edition Dashboard displays.
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a

" Add Panes

Users Logged-in

16 At this point you recommend making a snapshot of the system. Using the VSphere client, Right
click on the RealPresence Resource Manager, Virtual Edition instance from the VM Inventory
window and select Snapshot>Take Snapshot.

‘I3 | SoftRPP Resgurcphdansase 0110 A7 49 100
) Power »
Guest 3
| Snapshot 4 Take Snapzhot...

Summary and Next Steps

The RealPresence Resource Manager, Virtual Edition is now installed and the administration interface is
accessible from a browser. You'll finish configuring the RealPresence Resource Manager, Virtual Edition
along with the rest of the Real Presence Platform in Part II.

The next step is installing RealPresence Collaboration Server, Virtual Edition.
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Install Polycom RealPresence
Collaboration Server, Virtual Edition in a
Virtual Environment

This chapter describes the steps required to perform the initial installation and setup of Polycom
RealPresence Collaboration Server, Virtual Edition in a virtual environment. At the end of this procedure,
you will have successfully created an instance of the RealPresence Collaboration Server, Virtual Edition
system on a virtual machine (VM) and performed the basic configuration of the system.

Overview of the Installation Process

The installation and initial setup of the RealPresence Collaboration Server, Virtual Edition in a virtual
environment involves several steps. First you'll create an instance of the RealPresence Collaboration
Server, Virtual Edition, then login to the console window to configure a static IP and finally, you'll restart
the RealPresence Collaboration Server, Virtual Edition and access the systems Web user interface using
the new static IP address.

The installation and initial setup of RealPresence Collaboration Server, Virtual Edition involves the
following:

e Install the OVA file to create a RealPresence Collaboration Server, Virtual Edition instance in a new
VM

e Configure CPU reservation and affinity

e Configure RAM reservation and allocation

e Login to the Linux shell using the default credentials

¢ Change the network configuration using the console options

e Restart the RealPresence Collaboration Server, Virtual Edition and access the web administration
interface using the new IP

OVA Package

The system software for a virtual environment is packaged as an Open Virtualization Archive (OVA) file.
The OVA file contains:

e The RealPresence Collaboration Server, Virtual Edition application
e The CentOS 6.4 operating system

¢ Information about its virtual machine environment

e The most recent version of VMware Tools

e The User License Agreement (EULA)

Deploying the OVA package creates an instance of the RealPresence Collaboration Server, Virtual
Edition on a virtual machine on a VMware® ESXi host server.
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Installation Prerequisites
The following items and tasks are required before you begin installation of RealPresence Collaboration
Server, Virtual Edition:

e Setup DNS Host A record

o Verify the RealPresence Collaboration Server, Virtual Edition instance will match the minimum CPU
requirements detailed in next section

e Avalid license. The RealPresence Collaboration Server, Virtual Edition cannot be configured
without the license

CPU and Network Requirements

Server hardware requirements for the RealPresence Collaboration Server, Virtual Edition (VM Instance)
are as follows:

Table 5: RealPresence Collaboration Server, Virtual Edition Hardware Requirements

Number of CPUs Type Speed Physical Cores Virtual Cores
lor2 E5-2690 2.9 GHz 16 32
lor2 E5-2620 2.9 GHz 12 24

Table 6: Additional Hardware Requirements

Hard Drive

100 GB

NIC

2x1GB

RAM

16 GB

Documentation Resources

In addition to this guide, the following documents provide details about the RealPresence Collaboration
Server, Virtual Edition system. To access these documents, go to support.polycom.com.

e Polycom RealPresence Collaboration Server, Virtual Edition 8.2 Release Notes
e Polycom RealPresence Collaboration Server, Virtual Edition Getting Started Guide

e Polycom RealPresence Collaboration Server, Virtual Edition Administrator's Guide
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VMware support and reference documentation may be found at:
https://lwww.VMware.com/support/pubs/vsphere-esxi-vcenter-server-pubs.html.

Installation and Setup

To install the RealPresence Collaboration Server, Virtual Edition OVA file on a virtual host:

1 From the vSphere client, log into the VMware environment that will host the RealPresence
Collaboration Server, Virtual Edition

2 Select File > Deploy OVF Template.

[Fite | Bt View Irwentory Administ
Mew b
Deploy -_‘F Template...

Export b r
Report »

Baowie VA Maiketplace

Exat

3 Next, the Deploy OVF Template wizard will appear and prompt you to select the source location.

4 Browse to or enter the location of the OVA file you downloaded and click Next.

IDplkory Frioaen  Fil o ILRL
F:Mm’ﬁdtkﬁimﬁ'ﬂrﬂawmmﬁ.].?_3‘5.0*-:5 ; Erowse...
Enber & LRI bo download and instal the O8F padcsge from the Internst, or

specily & location sccessbis from your coenputer, such a2 & local hand drive, &
nesteork share, or & COYTAYD drive.

5 The OVF Template Details are display. Note the version and the disk size specifications and click
Next.

B Deploy OVF Template  ——

OVF Template Details
Werfy ONF temgiate detsis,

OVF Template Detalls
i o Product. Pyt Cloudinis Real Presence Sokticn =0

Version: a1

Putisher: ® Fooen

Comnbosdsize:  &238ME

1,6 6B (thin provisicned)
30,0 GB (Midk: provisionsd)

] s | (o]

6 Specify an arbitrary name for the virtual machine. For example RealPresence Collaboration Server,
Virtual Edition.
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{5 Deploy OVF Template —— l=lE

Hame and Location
Spacky aname and location for the depioyed template

Mame:
[saftRee RMGEDVE]
Thee et i COntan up to B0 characters and it must be unsgue within the ivwentory folder.

St ek v o v e o i

vt e o et g e o e £t ek

= § mam
@ s

8 Select the destination storage disk that will host the virtual machine and click Next.

(B Depion OVF Tempiote 53

Storage
Where 6o you wenk to store the vetud machin Fies?

‘Selct 2 destination storge For the vtual machine Fls:

=3
tme e
Storage @ ez

= =

9 The Disk Format step appears. Keep the default Thick Provisioned Lazy Zeroed and click Next.

Datastore: UCA-NAL-DSE
Available space (GE): 3322.9

¥ Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
£ Thin Provision

10 The Ready to Complete step appears. Confirm the settings are correct and check the Power on
after Deployment checkbox, then click Finish.
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OV Flei Cilsers|Admnetr storOovnioadsplom-cass
Carerosd sze: LEG

ok on ki L=

e SOFRFP Bresourcetansger 00,1

Fokdar LALAl

Host)Chastar: LA Lo ¥ Chtter

Reésource Posl: (LT

Ditastors LCA-NAL-US)

Dbk provisionireg Thick Frovion Lazy Zeroed

Hstwark Madpng: "I Htirk” b0 UL AR

¥ powwer on aftee deplryment

Py | o |

11 The last step in the installation can take some time to complete depending on your network
connection back to the VMware environment. Once this process is complete, a RealPresence
Collaboration Server, Virtual Edition instance is created and starts up.

(&) Deploying SoftRPP RMXE0OVE % L
Deploying SoRRPF RMUSOOVE
Deplorying disic 1 of 1
3
' Closs this disiog when complsted Cancel

Additional Manual Configurations

It is highly recommended that you perform the following manual configurations listed below:
e CPU Reservations
e CPU Affinity
¢ RAM Allocation
¢ RAM Reservation

These manual configurations are not mandatory; however, not performing these manual configurations
may result in degraded video and audio performance. These configurations may be performed later, but
CPU reservations can only be done after shutting down the virtual machine.

Note: Network Interface Card

Depending on the environment, the virtual machine might need a Network Interface Card (NIC) from
the host dedicated for the virtual machine.

To shut down the virtual machine:

» Right-click the MCU virtual machine, then click Power > Shut Down Guest.
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[ 10.226.8.24 - vSphere Chent ) = |
e Edt Viey Igventory Admnstration Pugins Help
K B} [ rome b g tventory b B Inventory
0P EEGDeR 2
= [ 10.2268.24
O [Veeh]
o (¥ Power Performance ' Events ' Console ' Permissions
Guest ]
Snapshot »
& Open Console -
hat, like a Virtual Machines
(i Edtsettngs.. Shut Down Guest  Ctri+0 tem and &J\\
Upgrade Virtual Hardware Restart Guest Cri4R d on a virtual '1 )
S CameT @ GUEST UPETANTIg SySTEm
Add Permission... Ctrl+p {
very virtual machine is an isolated computing E
et nt, you can use virtual machines as desktop or " 7
T pn environments, as testing environments, or to "
e server applications
Open in New Window... Ctrl+Alt+N
Remove from Inventory ichines run on hosts. The same hoslt can run
1al machines
Delete from Desk k|
Basic Tasks
[ Power on the virtual machine
(§ Edit virtual machine settings
E
FTosks | roct 7

When VM turns blue, the virtual machine has shut down.

CPU Reservations

If you are running in a production environment, it is necessary to allocate a number of cores specifically
for the virtual machine running the MCU.

Note: Core Allocation

To ensure optimal performance, do not allocate all the cores. At least two cores should remain
unallocated, regardless of how many licenses are purchased

To reserve CPUs for the virtual machine:

1 Inthe VMware vSphere Client, right-click on the deployed MCU and then click Edit Settings...
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Power »
Guest »
Snapshot »
@ Open Console
(% [Edit Settings... |
Upgrade Virtual Hardware

Add Permission. ..

Ctrl+P

Report Performance...

Rename

Remove from Inventory
Delete from Disk

Open in New Window... Ctrl+Alt+N

The settings for the Virtual Machine display.

(=) Tech - Virtual Machine Properties

Hardware | Options | Resources |

[~ Show Al Devices Add... I Remove I
|Hardware | | summary

B Memory 16384 MB

E CPUs 16

Video card Video card

& VMCI device Restricted

@ SCSI controller 0 LSI LogicParallel
& Hard disk1l Virtual Disk
B Network adapter 1 VM Network

Floppy drive 1 Floppy drive 1

8 MB -

4 MB

—Memory Configuration
1011 GBq Mﬁmvﬁml—lﬁalaz
S Maximum recommended for this
smeeel] 9 guestOS: 1011GB.
128G8H < mbm
o4 " Defauit recommended for this
< guestOS: 2GB.
@24y Minimum recommended for this
16 GBM < guestOS: 512 MB.
8GB
4GB
2GBH4
168
512 MBH4
256 MBH
128 MBH
64 MBH
32 MBS
16 MBI

_teo |

2 Under the Hardware tab, click CPUs.

The CPU configuration displays.
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(¥ Tech - Virtual Machine Properties =[O x|
Hardware IOpb'ms Virtual Machine Version: 8
I~ Show Al Devices Add... | Removi | Number of virtual sockets: |2 -

Hardware | Summary Mumber of cores per socket:

Wl Memory 16384 MB

T i Total number of cores: 5]

Q Video card Video card o et e i G e .
. ) A ing the number o after the gues

= VMCldevice Restricted 05 is installed might make your virtual machine

@© scslcontroller0 LSILogicParallel unstable.

& Hard disk1l Virtual Disk

B® Network adapter 1 VM Network The virtual CPU configuration spedified on this page

& Floppydrive1 Floppy drive 1 might violate the license of the guest OS.

Hep | |CK|CmceII

4

3 Change the Number of cores per socket so that the Total number of cores reflects the capacity
needed for the licenses purchased. Depending on the hardware used and the specific environment,
this number may need to be adjusted later.

For example, if the physical machine contains two Intel E5-2690 CPUs and ten ports are
purchased, sixteen cores should be assigned. However, regardless of the number of licenses
purchased, two cores should remain unassigned. For example, if the physical machine contains
two Intel E5-2690 CPUs and twenty licenses are purchased, the Number of cores per socket
should be thirty-two.

Note: Number of Cores

These numbers assume that hyperthreading is enabled in the physical server’s BIOS. If
hyperthreading is disabled, the above numbers should be divided by approximately 2.

For more information on hardware requirements, see the RealPresence Collaboration Server, Virtual
Edition 8.2 Release Notes located at support.polycom.com.

CPU Affinity

Use the following guidelines to reserve the recommended specific CPU cores to the virtual machine:
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e CPU core 0 should not be allocated. Host operating system performance may be affected if this
core is assigned to the virtual machine.

o At least one other core should not be allocated, regardless of how many licenses are purchased.

o When possible, it is advised to allocate cores on one CPU die.

o If other virtual machines are run on the server, the MCU does not require that the other virtual
machines be allocated CPUs.

To set CPU affinity:
1 Inthe VMware vSphere client, right-click on the deployed MCU and then click Edit Settings....

Power »
Guest 4
Snapshot »

@ Open Console

(5% [Edit Settings... |
Upgrade Virtual Hardware

Add Permission... Ctrl+P
Report Performance...
Rename

Open in New Window... Ctrl+Alt+N
Remove from Inventory
Delete from Disk

The settings for the Virtual Machine display.

2 Click the Resources tab.

The Resources tab displays.
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(<) Tech - Virtual Machine Properties
Hardware | Options Resources |

Settings | Summary

CPU 0 MHz

Memory 0 MB

Disk Normal
jpdvanced cru | HT Sharing: Any
Advanced Memory NUMA Nodes: 2

=101x]

Virtual Machine Version: 8

—Hyperthreaded Core Sharing
Mode: 2

Allow thofmvsicaiCPUcorestﬁefwstapports

hyperthreading.
— Scheduling Affinity
Hyperthreading Status: Active
Available CPUs: 16 (logical CPUs)

Select logical processor affinity for this virtual machine.
Use -’ for ranges and ', to separate values. For example,
"0,2-4,7" would indicate processors 0, 2, 3, 4, and 7.

Clear the string to remove affinity settings.

Help I

4

3 Change the Hypertreaded Core Share mode to Internal.

4 Select the specific CPU cores to be used. For example, if assigning 8 cores, enter, 8-15.

5 Click OK.

RAM Allocation

It is highly recommended to allocate RAM for the virtual machine. Regardless of the number of licenses
purchased, a minimum of 16 GB is needed for the virtual machine.

To allocate RAM for the virtual machine:

1 Inthe VMware vSphere client, right-click on the deployed MCU and then click Edit Settings....
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Power
Guest
Snapshot

@ Open Console

(5 [Edit Settings...

Upgrade Virtual Hardware

Add Permission. ..

Ctrl+P

Report Performance...

Rename

Delete from Disk

Open in New Window...

Ctrl+Alt+N

Remove from Inventory

2 The settings for the Virtual Machine display.

=% Tech2 - Virtual Machine Properties

ware | Options | Resources |

I~ show Al Devices add.. | Remove |
Hardware | Summary |
@8 Memory | 16384 MB

d crus 16

] video card video card

& VMCIdevice Restricted

@ SCSI controller 0 LSI LogicParallel

& Hard disk1 Virtual Disk

BB Network adapter1 VM Network

a Floppy drive 1 Floppy drive 1

=101 x|

Virtual Machine Version: 8

—Memory Configuration
1011 GB—<l msz:l 155 IGBH|
512 GBH Maxi sad for this
sseegl] 9 guestOs: 1011GB.
Maximum recommended for best

128 GBH 4 performance: 81908 MB.
64@3~‘ Default recommended for this

< guest O5: 2 GB.
= Minimum recommended for this

< guest 0S: 512 M8,

Help I
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3 In Memory Size, allocate at least 16 GB.

4 Click OK.

RAM Reservations

It is highly recommended to reserve RAM for the Virtual Machine. Regardless of the number of licenses
purchased, a minimum of 16 GB is needed for the Virtual Machine.

To reserve RAM for the virtual machine:

1 Inthe VMware vSphere client, right-click on the deployed MCU and then click Edit Settings....

Power »
Guest 4
Snapshot »

@ Open Console

G5 [Edit Settings... |
Upgrade Virtual Hardware

Add Permission... Ctrl+P
Report Performance...
Rename

Open in New Window... Ctrl+Alt+N

Remove from Inventory
Delete from Disk

The settings for the Virtual Machine display.

2 Click the Resources tab.
The Resources tab displays.
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(<) Tech - Virtual Machine Properties i 10| x|
Hadwae] Options Resources l Virtual Machine Version: 7

Settings | Summary ‘ —Resource Allocation

CPU 0 MHz

Memory 0 MB I Shares: |Normal :] | 163840 =

Disk Normal IReservaIion: ' I— | 16384:3{ dﬁ
Advanced CPU HT Sharing: Any i

Limit: —J [0 me
W Unlimited

& Limit based on parent resource pool or current host

3 Click Memory.

4 Adjust the Reservation slider so that at least 16 GB is allocated.
5 Click OK.

Restarting the Virtual Machine

After changes are made, it will be necessary to power the virtual machine back on.

To power on the virtual machine:

1 Inthe VMware vSphere client, right-click on the deployed MCU and then click Power > Power On.
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[+ 10.226.8.24 - vSphere Client N

fle Edt View Inventory Administraion Plugdns el
& El |4 vome b g iventory b Bl Inventory

™ b B|Em D e

Snapshot v
&' Open Console
= il that, like a
£ EditSettings... item and

Upgrade Virtual Hardware

#d on a virtual

S TaNed @ QUEST Operannyg system
Add Permission... Ctrl+p - -
very virtual machine is an isolated computing
ent, you can use virtual machines as deskiop or
Rename n environments, as testing environments, or 1o
e server applications

Report Performance.

Open in New Window...  Ctrl+Alt+N
chines run on hosts. The same host can run
jal machines

Remove from Inventory
Delete from Disk

Basic Tasks
B Power on the virtual machine

£ Edit virtual machine settings

9 Tasks

Virtual Machines ,\

= [ 10226824 Build-150
& Tech
Power » Power On Ctri+B Peformance Events Console Permissions
Guest v : - ) =

Jroct 2

2 Wait five minutes until the MCU is powered on.

Configure a Static IP Address

Once the installation is complete, you can use the VSphere client to login to the Console window of the
RealPresence Collaboration Server, Virtual Edition to change the password and configure the static IP

address. If DHCP service is available on the network, the system will use the DHCP provided IP. For the

purpose of this document, you'll assume DHCP is not available and so the directions will include

configuring the static IP using the console window utility. In either case, you should use the utility to set a

static IP address

To use the network utility to assign an IP address:

1 Inthe vSphere client, select the RealPresence Collaboration Server, Virtual Edition you installed

and click Launch Virtual Machine Console.

(s [SORRPP Resourr—rmmemas e A rinamasmnssl
& win Power 3
Guest 4
SnEElshot 4
&3] Open Console I
[  Edit Settings...
£ Migrate...

2 Click the mouse in the console window and press Enter if necessary to see the login prompt.

3 Once the login prompt appears, log in with user ID polycom and password polycom.
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A restricted shell running the RealPresence Collaboration Server, Virtual Edition network setup
utility appears that enables you to assign an IP address.

4 Follow the prompts to configure and assign the IP address specified on the First-Time Setup
Worksheet

User Tip: Navigating the Utility

To navigate the utility, use up and down arrows to change fields and use the Tab key to change
menu options. Press Enter to select an option.

5 In the Welcome to network setup menu, verify the default network configuration by selecting View
network configuration.

Welcome to network setup menu

Choose ome of the following options:

Jinu.nutuﬂfh conf iguration

Change password
Exit

1.
| ]
3,
4,

T {Cancel>

6 If DHCP service is available, the RealPresence Collaboration Server, Virtual Edition will use the
DHCP provided IP. The following screenshot was from a system installed on a network without
DHCP and has no default IP address.

In either case, select OK and you’ll configure the static IP address in the next steps.

Lurrent network setup

Management network configuration:

Hetwork interface: ethd

Mode : dhcp

IP address : NeA

Subnet mask : NeA

Default gatway : NsA

MAC : BA:58:56:9F:3D:8D
Speed : 188BBMb/s

Duplex : Full

< 0 >

7 Setthe new IP address by selecting Option 1, Management network setup.
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8 Select OK to accept the default NIC card

9 In the Management network setup dialog box, select Option1: Static address setup.

10 Next, enter the IP address, Subnet mask and Default gateway and select Save Configuration.

11 Select OK to restart the network service.

12 Select OK to confirm the current network setup.
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13 Select Exit to finish with the Network setup menu dialog.

14 Finally, select Yes to restart the system so the changes take effect.

The system reboots.

15 Press CTRL + ALT to release the cursor from the console. Then close the console window as
further configuration will be done through the browser interface.

Connect to the RealPresence Collaboration Server, Virtual
Edition System

In this step, you'll confirm that static IP address was configured correctly and verify that you can login to
the Web interface. Each component of the Polycom RealPresence Platform, Virtual Edition provides a
Web interface for administering the system and making configuration changes.

To connect to the RealPresence Collaboration Server, Virtual Edition Web interface:
» Point your browser to the IP address appended by the port 8080 (if a security certificate warning

appears, ignore it).

Polycom, Inc. 55



Polycom RealPresence Platform, Virtual Edition Solution Guide

http://<ipaddress>:8080
The system’s login page appears.

If the Browser environment error. Please close all the browser sessions error appears, close all the
browser sessions, and reconnect to the MCU. If the error message appears again, either run the
automatic troubleshooter utility or manually preform the suggested troubleshooting procedures.

For more details, see Appendix E, Internet Explorer 8 Configuration.

To connect to the RealPresence Collaboration Server, Virtual Edition without using a Web
browser:

1 Click the Install RMX Manager link to download and install the connection application.

2 Log in with default user ID POLYCOM and password POLYCOM.

User Mame:

Password

Because the system has not previously been configured, the Licensing page of the setup wizard
appears.

3 Accept the license agreement.

4 Provide a valid activation key.

s
Ok the Polpcom Riescuce Conter

bathon o tegreter yons peodct and Pobpcom Resoece Center
ety thes Actrvation F.ey.

Serial Humbes 55 40 £ 60 B8 CF (7 TE-83 E0 &7 F3 FB CE EC 4l k

Summary and Next Steps

RealPresence Collaboration Server, Virtual Edition is now installed and the administration interface is
accessible from a browser. You'll finish configuring the RealPresence Collaboration Server, Virtual Edition
along with the rest of the RealPresence Platform, Virtual Edition in Part II.

The next step covers installation of RealPresence Access Director, Virtual Edition.
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Install Polycom RealPresence Access
Director, Virtual Edition in a Virtual
Environment

This chapter describes the steps required to perform the initial installation and setup of a Polycom®
RealPresence Access Director, Virtual Edition in a virtual environment. At the end of this procedure, you
will have successfully created an instance of the RealPresence Access Director, Virtual Edition on a
virtual machine (VM) and be ready to finish configuring the system.

As the following diagram depicts, The RealPresence Access Director, Virtual Edition is deployed in the
network DMZ and handles video traffic through the firewall.

Figure 2: RealPresence Access Director, Virtual Edition Overview
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You strongly recommend consulting the RealPresence Access Director, Virtual Edition Getting Started
Guide to understand deployment considerations. During this installation procedure, you will configure the
RealPresence Access Director, Virtual Edition in the DMZ with one IP Address.

Overview of the Installation Process

The installation and initial setup of the RealPresence Access Director, Virtual Edition in a virtual
environment involves several steps. First you'll create an instance of the RealPresence Access Director,
Virtual Edition, then login to the console window to configure a static IP and finally, you'll restart the
RealPresence Access Director, Virtual Edition and access the system’s Web user interface using the new
static IP address.
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The installation and initial setup of RealPresence Access Director, Virtual Edition involves the
following:

¢ Install the OVA file to create a RealPresence Access Director, Virtual Edition instance in a new VM.
e Login to the Linux shell using the default credentials
¢ Change the network configuration using the console options

o Restart the RealPresence Access Director, Virtual Edition and access the web administration
interface using the new IP address

OVA Package

The RealPresence Access Director, Virtual Edition software for a virtual environment is packaged as an
OpenVirtualization Archive (OVA) file.

The OVA file contains:
e The RealPresence Access Director, Virtual Edition application
e The CentOS 6.4 operating system
¢ Information about its virtual machine environment
e The most recent version of VMware Tools
e The RealPresence Access Director, Virtual Edition User License Agreement (EULA)

Deploying the RealPresence Access Director, Virtual Edition OVA package creates an instance of the
RealPresence Access Director, Virtual Edition on a virtual machine on a VMware® ESXi host server.

Installation Prerequisites

The following items and tasks are required before you begin installation of RealPresence DMA, Virtual
Edition:

e Complete the RealPresence Access Director, Virtual Edition First-Time Setup Worksheet (see
Appendix F)

Capacity Planning Guidance

The RealPresence Access Director, Virtual Edition system supports three hardware profiles when installed
in a virtual environment. The following table describes the data center server hardware profile for each
virtual machine (VM) with an installed instance of the RealPresence Access Director, Virtual Edition
system. The table also provides throughput and performance details.

Table 7: Server Hardware Profiles

Component Recommended Profile

CPU 4-physical-core Nehalem,
2.5 GHz or more CPU clock
(e.g., Xeon E5506 [minimum
requirement])

Polycom, Inc. 58



Polycom RealPresence Platform, Virtual Edition Solution Guide

Component Recommended Profile
Memory 8 GB

Disk 32 GB

Throughput 600 MB

Performance 900 calls

Note: Hardware Profiles

Different hardware profiles may not be supported by Polycom and could affect your system
performance..

Documentation Resources

In addition to this guide, the following documents provide details about the RealPresence Access
Director, Virtual Edition system. To access these documents, go to support.polycom.com.

e Polycom RealPresence Access Director, Virtual Edition 3.0 Release Notes
e Polycom RealPresence Access Director, Virtual Edition Getting Started Guide

VMware support and reference documentation may be found at:
https://lwww.VMware.com/support/pubs/vsphere-esxi-vcenter-server-pubs.html.

Installation and Setup

To install the RealPresence Access Director, Virtual Edition OVA file on a virtual host:
1 From the vSphere client, log into the vCenter Server or one of the ESXi hosts.

2 Select File > Deploy OVF Template.

[Fube ._Ell'ﬂ. View Inventory Admiimsg

Mew ¥
Dqllo-.- -':&-‘F Ttt‘l'l|!|itt...

Expait 5 L
Repoit ]

Biowse VA Marketplace

Bt

The Deploy OVF Template wizard appears and prompts you to select the source location.

3 Browse to or enter the location of the OVA file you downloaded and click Next.
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Dephery from a file or LRL

[51Poycom\SoRRPFIRPAD plern-casis-rpad-3.0.0_1L1773.0% = | | Browes. .. |

Erter & LRL bo download and irstal the OVF package from the Internet, or
spediy & location acosssble from your computer, such &5 & local hard drive, &
retweork share, or & COTVD drive.

4 The OVF Template Details displays. Note the version and the disk size specifications and click
Next.

(& Deploy OVF Template

OYF Templabe Detadls
Varify ONF besnplabe datads,

Produsct: plomecaxis-rpad-3.000 11733
Wirshon: 00

e endor: Pobyroes, Inc,

z Publzher: & Pobpoom

Dommigad size: 1000,1 B

S on disks 2,4 56 (thin provisioned)
64,10 GE (thick prosvisionad)

Destrwiphion:

5 Specify an arbitrary name for the virtual machine. For example, RealPresence Access Director,
Virtual Edition.

[ (@ Deploy OVF Template I

Narne and Location
Specify & niane s bocation For the deployed template

e Hastmos:
OWE Templohe Dtals [ferPe RPAG]

Thes name can contain up bo B0 characters and it must b unique: within the invenkory Folder,

6 Select the Resource Pool you are using to host the virtual machine.
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{3 Deploy OVF Tempiate =]

Resource Pool
Select 8 resource pocl

‘ﬂef- Selact the rescurce padl within whith you wih Lo deplyy ths taplate.
OV Tesmgiate Detads

M sef Lo ation of host o uster.
machear ther parent poal.

-

Brak Format = @ 17221487
Network Moppng e
Ready to Comgiete

wo_| =

7 Select the destination storage disk that will host the virtual machine and click Next.

() Deploy OVF Tempiste s
Storage
Where do you wank to shore the virtusl machine Fles?
[ Samm: ] e Select 3 For the i
[Te——— Name: Imme I M!W‘ Fme"l’vu
Resnrce Poc [ ek Worr 550 LE2TE MEHE LE2TE WS
Storage ﬂ Dk Mo 350 18278 TS, ®@ LO3TE YMFSE
Disk Format
Pstwork Mappng
Ready to Comphte
‘ =
-
Tame: [eive Type | Capacky | Provisoned | Free | Type
P )
e | =]

8 The Disk Format step appears. Keep the default Thick Provisioned Lazy Zeroed and click Next.

(& Deploy OVF Tempiate

Disk Format
I wiich Format do you waek bo shore the virbual detks?

SN sy Fuvalsble mpace (520): =T
Ditsk: Formmat [%
hatweork Mapiing

Ready bo Complate

1% Thick Prowision Lazy Zerped
1 Thick Prowision Esger Terced
" Thin Provision
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9 The Ready to Complete step appears. Confirm the settings are correct and check the Power on
after Deployment checkbox, then click Finish.

() Deploy OVF Template = | B -
Ready to Complete
Are thess the oplions you wank to use?
When you dick Finish, the deplayment task vl be started.
Depioyment: settings:
OF Fl: GiiPobycom| SoRRPPIRPADIpkom-casts-rpnd-3.0.0_LIFT3....
Dowriosd sins: 1010,1 M8
| tistmork Mago % : i
Ready to Complete =t on et SLug
/] Hame: SoftRFP RPAD
| Host/Chuster: 57500k emea, pobyooe, com
| Resource Pack: SoftRPP
| Datasters: Diskt
| Dish peovisioning Thack Prwision Lazy Zeroed
Network Mapoing: M Mostwork” to "172.21.48.0 Fix or 10.263.23.0 DRCP"
R Power on after deployment
Help <gack || Feeh Carnnl

10 The last step in the installation can take some time to complete depending on your network
connection back to the VMware environment. Once this process is complete, an RealPresence
Access Director, Virtual Edition instance is created and starts up.

(& Deploying SoftRFF RPAM & =
3
Desploryindg SoftRPP RFRM

Creating VM SoftRFF |
b

W Close this diskog wihen completed | concel l

Configure a Static IP Address

To assignh an IP address to the system manually:

1 Inthe VSphere client, select the RealPresence DMA, Virtual Edition you installed and click Launch
Virtual Machine Console.

2 Click the mouse in the console window and press Enter if necessary to see the login prompt.

3 Once the login prompt appears, log in with user ID polycom and password polycom.
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A restricted shell running the network setup utility appears that enables you to assign an IP
address. Follow the prompts to configure and assign the IP address specified on the First-Time
Setup Worksheet.

User Tip: Navigating the Utility

To navigate the utility, use up and down arrows to change fields and use the Tab key to change
menu options. Press Enter to select an option.

4 Check the default network configuration, by selecting View network configuration.

5 If DHCP service is available, the RealPresence DMA, Virtual Edition will use the DHCP provided IP.
The following screenshot was from a system installed on a network without DHCP and has no
default IP address. In either case, select OK and you'll configure the static IP address in the next
steps.

6 Setthe new IP address by selecting Option 1, Management network setup.

7 Select OK to accept the default NIC card.
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8 Inthe Management network setup dialog box, select Optionl: Static address setup.

9 Enter the IP address, Subnet mask and Default gateway and select Save Configuration.

10 Select OK to restart the network service.

11 Select OK to confirm the current network setup.
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12 Select Exit to finish with the Network setup menu dialog.

13 Select Yes to restart the system.

The system reboots.

14 Press CTRL + ALT to release the cursor from the console. Then close the console window as
further configuration will be done through the browser.

Connect to the RealPresence Access Director, Virtual
Edition’s Web Interface

In this step, you'll confirm that static IP address was configured correctly and verify that you can login to
the web interface. Each component of the Polycom RealPresence Platform, Virtual Edition provides a
Web interface for administering the system and making configuration changes.

To connect to the RealPresence Access Director, Virtual Edition Web interface:

1 Point your browser to the IP address assigned (disregard any security certificate warnings).
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https://<staticipaddress>:8443/edge
The system’s login page appears.

2 Log in with default user ID admin and password Polycom123.

Note: Login Errors

During any login attempt, if you enter the wrong credentials three times in a row, you must wait one
hour before trying to log in again.

3 Goto Admin > Network Settings.
4 In the General network setting tab, complete the fields below:
» Hostname
> Primary DNS
> Search Domain
> Domain

General network sett... Advanced network setting Sarvice netw

General Network Setting

The system's network settings can be changed below.

Hostname: SoftRRF-RFADL
Primary DNS: 192.165.1.100 i
Secondary DNS:

Tertiary DNS:

Search Domain: | ycalab.polycom.com

Comain: ucalab.polycom.com

5 Click OK and this will force a system restart.

6 At this point you should make a snapshot of the system. Using the VSphere client, right click on the
RealPresence DMA, Virtual Edition instance from the VM Inventory window and select
Snapshot>Take Snapshot.

El [ UCAScftRPP
B plem-caxis-dma-6.0.2

@Iﬂ Power

fs SoftRPP MCU

&5 SoftRPP Reso Guest

3 Win | Snapshot * Brdl  Take Snapshot...
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Summary and Next Steps

RealPresence Access Director, Virtual Edition is now installed and the administration interface is
accessible from a browser. You'll finish configuring the RealPresence Access Director, Virtual Edition
along with the rest of the Real Presence Platform, Virtual Edition in Part II.
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Part Il: RealPresence
Platform, Virtual Edition
Solution Configuration

This part will walk you through the steps to configure a Polycom RealPresence Platform, Virtual Edition.
These steps provide one methodology to use in configuring the four main components of the
RealPresence Platform, Virtual Edition. This documentation is a supplement to and not a replacement for
the existing product documentation.

Part Il contains the following chapters:

Get Started with RealPresence Platform, Virtual Edition Solution
RealPresence DMA, Virtual Edition Configuration
RealPresence Resource Manager, Virtual Edition Configuration
RealPresence Access Director, Virtual Edition Configuration

Advanced Features
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Get Started with RealPresence Platform,
Virtual Edition Solution

The Polycom RealPresence Platform, Virtual Edition infrastructure available at introduction will consist of
RealPresence DMA, Virtual Edition for signaling, RealPresence Resource Manager, Virtual Edition for
provisioning, RealPresence Collaboration Server, Virtual Edition, and RealPresence Access Director,
Virtual Edition for firewall traversal.

Polycom RealPresence Platform, Virtual Edition contains the following components:

RealPresence DMA, Virtual Edition is designed to manage and distribute calls across
collaboration networks with the scalability, redundancy, and resiliency — up to 25,000 concurrent
sessions and 75,000 device registrations on up to 64 video servers.

RealPresence Resource Manager, Virtual Edition provides video resource management to
centrally manage, monitor, and deliver video collaboration across an organization.

RealPresence Collaboration Server, Virtual Edition provides multipoint video, voice, and content
collaboration that connects multiple protocols, enabling people and content to connect at the
highest quality.

RealPresence Access Director, Virtual Edition provides universal access and security that
easily and securely connects video participants inside and outside the organization while optimizing
for the best collaboration experience.

This document provides a step-by-step guide to configure RealPresence Platform, Virtual Edition. This
documentation is a supplement to and not a replacement for the existing product documentation.

The RealPresence Platform, Virtual Edition architecture can be broken into three main areas:

Endpoints. These endpoints can consist of any Unified Communication (UC) device, including
phones, video units, tablets, etc.

The core infrastructure. This is the audio and video bridging and switching resources, as well as the
management and call signaling.

Network services and UC ecosystems components including, but not limited to call control devices
like TDM and IP PBX's, IM/Presence engines, directory services, calendaring services, web
collaboration applications, and other types of business and social applications that benefit from a
connection with UC.
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RealPresence DMA, Virtual Edition
Configuration

The first step in setting up the RealPresence Platform, Virtual Edition in a virtual environment is
configuring the RealPresence DMA, Virtual Edition. The RealPresence DMA, Virtual Edition is a key
element of the Polycom RealPresence Platform and provides redundancy, reliability, and efficiency of
video services by managinga pool of MCUs and distributing multipoint video calls across conference
platforms. When combined with the RealPresence Collaboration Server, Virtual Edition, the
RealPresence DMA, Virtual Edition provides unsurpassed conference quality and scale by using
intelligent routing algorithms.

Resource Scheduling vs. Ad-hoc Usage vs.
Calendaring

How you start audio/video conference calls is as much a function of an organizations culture, and
workflows as it is anything else.

Scheduled Calls

Many educational organizations continue to “schedule” video calls to coincide with classes, and many
enterprise organizations also manually schedule calls as part of the overall process of having a “meeting”.
In this case, the conference is pre-defined, and the conference bridge calls each of the participating
locations at the time of the conference. This represents a more traditional view of conferencing (audio or
video), and works well with a small number of fixed locations each with a large number of participants. In
this type of conference, the participants are required to be at the appropriate location on a schedule. The
technical benefits of this model are that all conferences are treated with a “high-level” of service, and any
resources required are dedicated to the scheduled conference. However, the drawback to this model is
reduced flexibility for the participants, higher cost per conference and lack of scale.

Ad-hoc Calls

As communication has become more pervasive and as the workforce has become more mobile, the ad-
hoc conferencing methodology is more flexible and simpler for people to understand. The flexibility comes
from the endpoint devices use to connect and the simplicity in the way that you create a video call.

Several years ago in the audio conferencing industry, the model of “reservation-less conferencing”
became prevalent, this occurred as audio conferencing ports became plentiful. Today it would be unheard
of to ask someone in IT to schedule an audio conference, and this same dynamic is happening with video
conferencing.

Polycom provides an industry leading ad-hoc conferencing model through the use of Virtual Meeting
Rooms (VMR). VMRs and designed to allow for communication from many different types of systems
including PSTN, audio, ISDN, H.323, SIP, Cisco TIP, Microsoft RTV, and others to converge on the
conference bridge. Each of these communications types requires a different way to “dial” the call, and the
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VMR concept allows each participant to understand their favorite methods of dialing, without the
organizer knowing in advance where all participants will be.

This Solution Guide will cover how to automatically create a VMR for every employee in the organization.
VMRs have the ability to transform the way a business operates but has an added cost of requiring an
infrastructure to support the “peak” number of calls, just as it does in the audio industry, but typically the
return on investment includes faster ‘time to market’, better decision making, lower travel costs, better
employee retention, and many more.

Calendared Calls

While the ad-hoc conferencing model provides many benefits, it doesn’t fit every circumstance.
Calendaring is a hybrid of the two models and allows for the flexibility and simplicity of an ad-hoc model
while still providing the benefits of scheduling a call with multiple participants.

For example, people can send out a Microsoft Outlook or IBM Notes Calendar invite and include their
VMR number as the location along with the ISDN/Audio dial in number and a SIP “call to:” hyperlink for
any Microsoft Lync or IBM Sametime users. When attendees open the meeting invite, the can simply dial
the VMR number from their endpoint or click the hyperlink from their UC client.

Set up RealPresence DMA, Virtual Edition

The first step in setting up the Soft RealPresence Platform, Virtual Edition is configuring the
RealPresence DMA, Virtual Edition.

To configure the RealPresence DMA, Virtual Edition, you must use the following process:
e Network configuration
e NTP configuration
¢ Add MCU to RealPresence DMA, Virtual Edition
e Add second MCU to RealPresence DMA, Virtual Edition
e Create MCU Pool
e Add MCUs to Pool
e Assignh MCU Pool order
e Configure Conference Settings
e Configure Conference Templates
¢ Active Directory Integration
e Assign Conference Template to Virtual Meeting Rooms
e Testing H.323 and SIP Video Calls to VMRs
o RealPresence Resource Manager, Virtual Edition Integration

e Add Roles to RealPresence DMA, Virtual Edition Administrative User
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Configure RealPresence DMA, Virtual Edition Networking and
Network Time Protocol (NTP) configuration

The static IP for the RealPresence DMA, Virtual Edition was created during the installation process, but
now you need to configure some additional network information including the DNS server and Domain
information along with providing an NTP server so the Soft RealPresence Platform, Virtual Edition
Platform is in sync.

To configure additional network information:

1 Point your browser to the static IP address assigned manually during the installation
https://<ipaddress>:8443/

The Polycom RealPresence DMA, Virtual Edition System’s login page appears.

2 Log in with default User ID admin and Password admin.

The Polycom RealPresence DMA, Virtual Edition system’s management interface appears,
displaying the Dashboard.

Note: The RealPresence DMA, Virtual Edition Dashboard

The Dashboard is a group of panes can be configured to show the status of any server or process
that you want more detail. Each pane of the dashboard provides an alert icon to indicate an
abnormal condition, problem, or just something you should be aware of. Hover over the alert icon to
see details.

3 Navigate to Admin > Local Cluster > Network Settings and verify the following:

>
>

System server configuration is set to 1 server configuration

System split network setting is set to Combined network interfaces

Caution: Changing network settings may terminate active calls and conferences, mz
System IF type Systemn server configuration System split network setting

IPvad Only v | i 1 server configuration v i Combined network interfaces v

4 In the Network Settings dialog box, populate the following fields with correct values for your
environment and click OK.

>
>
>

Management host name
IPv4

Subnet mask
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> |Pv4gateway

Status:  Online

Management host name: | EEGGlENs Rl 5 IPvd: 10.47.48.226 5

Shared Management Network Settings

Subnet mask:  255.255.255.224 |

1Pv4 gateway:  10.47.48.225 b

5 In the General System Network Settings window, verify the following fields have the correct value
for your setup and click Update.

» Domain
» Search Domain
> DNS Servers

General System Network Settings

DNS search domains:  ycalab.polycom.com DNS 1: 10.47.48.100 DNS 2: 10.47.48.101

Domain: ucalab.polycom.com Signaling DSCF: g Management DSCF: g

Default IPv6 gateway:

Update I

6 Verify the new network settings you want to put in place in the Confirm Action dialog, and click OK.
The system will reboot for the change to take effect.

Default IPv4 gateway:

Cauticn: Changing network sethngs will termanate actve calls and
conferences and restart the system. Changing system [P type may
nvalidate many [P sddresses in the system configuration: sind

I

7 When your system reboots, and the RealPresence DMA, Virtual Edition is accessible again, open
your browser and login to the RealPresence DMA, Virtual Edition.

8 Select Admin>Local Cluster>Time Settings and fill in the appropriate time zone and NTP
information and click Update
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Caution: Changing time settings requires terminating active calls
System time zone (UTC values are approximate): | America/Denver (UTC

Manually set system time Year Month Da

*Manually setting system time will remove NTF servers and set the systerr

NTF =servers:

10.253.0.241

Update

9 Click OK in the Confirm Action dialog box to confirm the time setting and NTP change, and restart
the RealPresence DMA, Virtual Edition System

Changing Gime seliings regusref Ermingiing '1 & calls and conferences

and restartng the system. Do you want to oo

oK | Cancel

Integrate the RealPresence DMA, Virtual Edition with the
RealPresence Collaboration Server, Virtual Edition

The RealPresence Collaboration Server, Virtual Edition is a Multipoint Control Unit (MCU) that provides
continuous presence multi-point video capabilities. In this section, you'll create an MCU pool containing
two RealPresence Collaboration Server, Virtual Edition instances. The MCU pool is managed by the
RealPresence DMA, Virtual Edition and allows the RealPresence DMA, Virtual Edition to virtualize MCU
resources.

Settings: Secondary RealPresence Collaboration Server, Virtual Edition

Adding the secondary RealPresence Collaboration Server, Virtual Edition as described in the
following section is optional. If you don’t have another system, you can skip the steps to add the
second RealPresence Collaboration Server, Virtual Edition.

To integrate RealPresence DMA, Virtual Edition with RealPresence Collaboration Server, Virtual
Edition:

1 Navigate to Network>MCU>MCUs.
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) Polycom DMA TS0 - 177 =

€« C B s 17221 48.75:

Reports Mairtenance  Ad

2 Click Add to start integrating the RealPresence Collaboration Server, Virtual Edition to the
RealPresence DMA, Virtual Edition.

3 Inthe Add MCU dialog box, populate the following fields with correct values for your environment
and click OK.

Name: Arbitrary name

Type: Polycom MCU

Management IP Address: IP Address of the RealPresence Collaboration Server, Virtual Edition
Admin User ID: Admin user ID

Password: Admin password

Enable for conference room: Ensure box is checked

YV V V VYV V V VY

Permanent: Ensure box is checked

External MCU

The RealPresence DMA, Virtual Edition connects to the RealPresence Collaboration Server, Virtual
Edition and displays the connection status.

Mame s+ Maodel Version

SaftRFF RMXS00 VE Palyssan RMIC 800 8.1.7.3

&

|
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4 If you are going to add a secondary MCU, you'll do that next. If you are only adding a single MCU,
gotostep 7.

Add a second MCU by clicking Add. The second MCU can be a software or a hardware version
(RealPresence Collaboration Server, Virtual Edition or RealPresence Collaboration Server
1500/2000/4000/800s).

MNAVIGATION

MCUs
MCU Pools

MCU Pool Orders

ACTIONS

d=e Add

5 In the Add MCU dialog box, populate the following fields with correct values for your environment
and click OK.

Name: Arbitrary name

Type: Polycom MCU

Management IP Address: IP Address of the RealPresence Collaboration Server, Virtual Edition
Admin User ID: Admin user ID

Password: Admin password

Enable for conference room: Ensure box is checked

YV V ¥V VYV V V VY

Permanent: Ensure box is checked

Hame:

Type:

HManagemert IF address:

Admin user 102

Password:

Video ports reserved for CMA system:

\isica ports reserved for CMA system:

Reserved ports par cascade-for-size conference: 0
Strip prefioc:

Cirect dial-en prefoc

Signaling IP for H.323:

Signaking 1P for SIP:

Transport type: woe -
Signaling type: SIP&H32I | v
Enable for conferance rosms: #

Enable gatew

Class of service:
Mmamem b rate (kbpsh:

Minsmum downspeed bit rate (kbps):

Parmanant: o
Alart whan MCU umregistens: #
Cancel
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Once you click OK, the RealPresence DMA, Virtual Edition connects to the RealPresence
Collaboration Server, Virtual Edition(s) and displays the connection status. Notice in the screenshot
following, the icon on the far left is green to show the RealPresence DMA, Virtual Edition is
successfully connected to the MCU.

il
x
=

L]

am
- 7

LCA RMXIZ000

-
-

[y

s+ Hodel |

OVE | Polycom RMX 300ve

Podyoom RMX 2000

From the left side menu option, select MCU Pool>Add to add the RealPresence Collaboration
Server, Virtual Edition(s) to the MCU Pool. The MCU Pools list shows the MCU pools, or logical
groupings of RealPresence Collaboration Servers that are defined in the Polycom RealPresence
DMA, Virtual Edition system.

Select the RealPresence Collaboration Server, Virtual Edition(s) from the Available MCU column
and use the right arrow to move the RealPresence Collaboration Server, Virtual Edition(s) to the
Selected MCU column and click OK.

Edit MCU Pool: Westminster
Name:
Description:
Available MCUs: Selected MCUs:
RMX 2000
Soft RPP RMX800 VE
>
<
I oK I | Cancel I Help )

Select MCU Pool Order>Edit from the left side menu options. A pool order contains one or more
MCU pools and specifies the order of preference in which the pools are used.

HAVIGATION

ACTIONS

Priority " 'Hame

Factory Pool Order

Select the Pool you created from the Available MCU pool column, use the right arrow to move it to
the Selected MCU pool column, and click OK.
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Edit MCU Pool Order: Factory Pool Order

Name: Factory Pool Orde

s Factory Pool Order
Description:

Available MCU poals: Selected MCU poals:

Westminster

+ Fall back to any available MCU

| OK | i Cancel I Help |

Settings: Fall Back to any Available MCU

Checking the Fall back to any available MCU box will allow the RealPresence DMA, Virtual Edition
to use another RealPresence Collaboration Server outside of the Pool Order if the Pool is
unavailable.

This box is checked by default, but it will only impact your settings if you have another RealPresence
Collaboration Server available.

Understand the RealPresence DMA, Virtual Edition’s role in
Managing RealPresence Collaboration Server, Virtual Edition
Conferences

The RealPresence DMA, Virtual Edition’s role is to provide redundancy, reliability, and efficiency of video
services by distributing multipoint video calls across conference platforms. It does this by creating a pool
of RealPresence Collaboration Servers that could be geographically separated to intelligently routing
incoming call requests to the closest RealPresence Collaboration Server.

In this example, the RealPresence DMA, Virtual Edition has defined an MCU pool with at least one
RealPresence Collaboration Server, Virtual Edition. You’'ll manage the RealPresence Collaboration
Server conference settings at the RealPresence DMA, Virtual Edition level instead of configuring each
RealPresence Collaboration Server independently. During the next step, you'll examine the conference
template options that define the video conference properties.

The conference template allows the administrator to define a set of properties and assign them to
different Virtual Meeting Rooms (VMR). In this example, you'll create one Template for Mixed AVC/SVC
and another for just SVC conferences. It is beyond the scope of this document to explain the H.264
conference modes that are available, but understand this feature allows you to granularly control the VMR
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conference attributes. Please see the RealPresence DMA, Virtual Edition Getting Started Guide for more
details.

To create conference templates for VMRs:

1 Select Admin>Conference Manager>Conference Settings.

Admin Help 1 Alert 1 New

Conference Manager

Call Server Conference Templates

IVR Prompt Sets
Integrations Shared Number Dialing

2 Understand the fields that control the global conference settings. In this case, the default values are
sufficient and require no changes.

> Default class of Service: Class of Service for conferences

> Default Maximum bit rate: Max connection rate per client

> Default Minimum bit rate: Minimum connection rate per client
>

Dialing Prefix: Allows you to add a prefix to the VMR. If the default VMR is 76500x, you can add
a prefix 76 and then to dial a VMR (for example, 7676500x)

» Conference Duration: Allows you to specify the max conference duration

3 Select Admin>Conference Manager>Conference Templates.

) Network  User Reports  Maintenance  Admin  Help 1 Alert

You are here: Admin > Conference Manager > Conference Templates

JAVIGATION

Conference Settings 1 Factory Template

Conference Templates
IVR Prompt Sets

Shared Number Dialing

\CTIONS
= Add

2

B Delete

4 Click Edit and provide a name and description for the conference template.
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Edit Conference Template: Factory Template

Name: AVC-SVC-5D

. Mixed mode AVC/SVC and
Commaon Settings Description: | standard Definition
RM¥ General Settings
RMX Gathering Settings
RMX Video Quality
RMX Video Settings
RMX Audio Settings
RMX Skins
RMX Conference IVR
RMx Recording

Cisco Codian

5 Click RMX General Settings and ensure the conference mode is set to AVC/SVC.

Edit Conference Template: Factory Template

RMX Profile Settings
Use existng profile:
Commor Ssttings RMX profle name:
RMX Gereral Settings Conference Settings

RMX Gatnering Settings

Conference mode: Mxed AVC and SVC [vE.0] v
Conference mode experience: | Ostimizec fer standard dafinitien | ¥

Cascade for bandwidth:

M Video Quality
EMX Video Settirgs

RMX Zudio Settirgs
Caszade for size:
M skine

EM Corference VR e LT (Vo
=M Recording H.264 hig profile (v7.6):

Cisco Cadian Reso ution:

Line rate: [ 2024 kaps v

Audo only:

Advanced Settings

Encryption: No ancryprion -
LPR
TIP compatibility (v7.6): none -

FW NAT keep alive:

Interval (sezonds):

6 Click OK to save the Template.
7 Select Actions>Add from the left side menu options to add a second template.

8 Enter a value for the name and description to reflect the conference attributes that you'll define.

MName: WC-High Definition

- SWC-High Definition
Crescription:

9 Select Conference Mode and choose SVC only. Click OK.
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RMX Profile Settings

Use existing profile: |
RMX profile name:
Conference Settings
Conference mode: | 8vE only (v7.8) -
Conference mode experience:
Cascade for bandwidth: |
Cascade for size:
Video switching (VSW): ]

H.264 high profile (v7.6): H
Resolution:

Line rate: | 1920 kbps

Audio only:
Adwvanced Settings
Encryption: No encryption L4
LPR: ]
TIP compatibility (v7.6):
FW NAT keep alive:

Interval (seconds):

o L

Admin Tip: Defining Additional Templates

Administrators can define addition templates for lecture mode or for conferences that need a higher
resolution for content, for example. There are many more options available. For more information on
creating conference templates, refer to the product documentation at support.polycom.com.

Configure RealPresence DMA, Virtual Edition Integration with
Active Directory

You can add users to the system in two ways, manually and integrating them with Microsoft Active
Directory (AD).

Add Users Manually to RealPresence DMA, Virtual Edition

Users that are added manually are known as local users. When adding users manually, you must assign
them conference rooms and any specific roles they should have.

Integrate RealPresence DMA, Virtual Edition with Microsoft AD

Integrating RealPresence DMA, Virtual Edition with Microsoft AD allows users with specific roles
(Administrator, Auditor, or Provisioner) to log into the Polycom RealPresence DMA, Virtual Edition with
their Active Directory user names and passwords. The integration process can automatically create
conference rooms for AD users based on an AD Attribute (such as phone number) that you specify.

When the RealPresence DMA, Virtual Edition is integrated with an Active Directory server, the Active
Directory users are automatically added as RealPresence DMA, Virtual Edition users with a Conferencing
User role and displayed in the RealPresence DMA, Virtual Edition’s Users list. An administrator can
assign users additional roles as required.
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In this section, you'll configure the RealPresence DMA, Virtual Edition to use the Enterprise Active
Directory for LDAP services and then use this integration to automatically assign VMRs.

To configure RealPresence DMA, Virtual Edition with AD:
1 Select Admin>Integrations>Microsoft Active Directory.

i Helg 0 Akerts

Conference Manager

Call Server

Integratons 4 oft Active Derectony
ot 1&‘!‘3!‘-\11 Sarver

tesoUros Management System

Muniper Networks SRC

2 Enable the Enable integration with Microsoft Active Directory Server checkbox.

%F-'nm: niegration with Microseft Active Directory® Sarver

Connection Status
SoftRPFP-DMA-Nodel
Status: Cisabled
gar and group cache:
Total users [ rooms:
Confegrence room ermgrs:
Srehaned groucs and ysers; Ll

Erterpnise passcode armors:

3 Populate the following fields with correct values for your environment and click Update.
> Select Auto-discover from FQDN and fill in domain information
> Domain\user name: appropriate domain login information
> Password: domain password

Note: Directory Attribute Value

Under Enterprise Conference Room ID Generation, the directory attribute value is used by the
RealPresence DMA, Virtual Edition to determine which Active Directory attribute will provide the
Virtual Meeting Room ID. In this case, you will use the default telephoneNumber attribute. Any
values in the Characters to remove field will be stripped out. The Maximum characters used field
controls how many remaining characters will be included in the VMR ID.

For example, using the default Characters to remove value and setting the Maximum characters
used to 6, a person who had an LDAP telephoneNumber value of +1 (512) 555 1212 would return

551212. Chairperson and Conference IDs can be automatically created for each VMR in the same
fashion.
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UIreciory merver

I (&) Auto-discover from FQDN: | ucalab.polycom.com I =

() IP address or host name:

Domain‘user name: polycom'tpage *

P —— x
User LDAP filter: (!(userAccountControl:1.2.840.113556.1.4.803:=2))
Base DN: All Domains ) @
Time of day to refresh cache: 12:00:00 AM
Territary: [ Default DMA Territory (SoftRPP-DMAL) 5 J

nterprise Conference Room ID Generation

Directory attribute: telephoneNumber
Characters to remove: #extEXT+-.([1{} ¢,
Maximum characters used: 10 @ (Excess characters are removed from the

beginning of the generated room ID.)

nterprise Chairperson and Conference Passcode Generation

Chairperson directory attribute:

Maximum characters used: 10 [j (Excess characters are removed from the beginning

of the generated passcode.)

Conference directory attribute:

Maximum characters used: 10 @ (Excess characters are removed from the beginning

of the generated passcode.)

Restore Defaults

4 When the Information dialog appears, click OK to confirm the update.

Active Directory cenfiguration has been updated.

OK

5 Now that the RealPresence DMA, Virtual Edition is using Active Directory, logout and login again
using the domain credentials for the changes to take effect. Click the Log Out icon.

Polycorn' DMA™ 7000
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7 Select Admin>Integrations>Microsoft Active Directory.

Confersnos Manasger

Call Server

Integratons 3 i oft Active Derectony

Mucrosolt 1%‘!’.&!‘\1‘! Server
Resource Managemsent Lystem

Local Cluster tuniper Networks SRC

8 Confirm the Connection Status and other information. In this screenshot, the Total users / rooms
shows 15/5. This means that it found 15 users, but only created 5 Virtual Meeting Rooms. The
difference between these values is shown in the Conference Room error field. In this case, 10 of
the users don’t have any telephone numbers. You can click the Conference room errors link to
see specific errors you might have in your environment.

() Enable integration with Microsoft Active Directory® Server

Connection Status
SoftRPP-DMA1 & 7

Status: OK

User and group cache: Loaded on 2013-09-17 13:09:36 GMT-5
Total users / rooms: i5/5

Conference room errors: 10

Orphaned groups and users: 0/o

Enterprise passcode errors: 0/o0

Understand the Role of Virtual Meeting Rooms

Each RealPresence Collaboration Server, Virtual Edition has static meeting rooms defined that allow
users to dial a preset number to enter a video conference. However, this presents certain problems such
as users knowing which RealPresence Collaboration Server hosted their meeting or
redundancy/scalability problems if a RealPresence Collaboration Server is down or out of resources.

The RealPresence DMA, Virtual Edition allows us to abstract this process by providing a Virtual Meeting
Room (VMR). VMRs are entities that reside on the RealPresence DMA, Virtual Edition and allow people
to each have their own video conference number. No resources are consumed until the meeting room is
used and this allows the RealPresence DMA, Virtual Edition to route incoming requests to the appropriate
RealPresence Collaboration Server in the resource pool.

To create VMRs:

1 Select User>Users to ensure the AD integration is working.

Groups

Login Sessions
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2 Uncheck the box to search Local users only and click Search. Local users are not defined in the

LDAP server and this process will search for AD users.

by Search users:

[] Local users anly Search

You can now see the Active Directory users and the VMRs that were imported. In the screenshot
below, test userl has VMR number 765001 that was derived from a subset of numbers in the
telephone number attribute. Any devices that are H.323 or SIP registered to the RealPresence

DMA, Virtual Edition will be able to dial 765001 to enter this VMR. You'll test the VMR functionality

at the end of this section.

3 Click Manage Conf Rooms to see the VMR details.

rions
& tuser2
gy Add
&l tuserd
& Edit

&3 tuserd
I@? Manage ConFRccmsI gé‘ tusers

test

Test

| Test
Test
| Test

: userl
| user

| User3
| Userd
' Users

| ucaLas
| ucaLas
| ucaLas
| ucaLas
| ucaLae

j Bronze
| Bronze
| Bronze
| Bronze

| Bronze

4 Highlight the VMR and click Edit to apply a conference template.

765001
765002
765003
765004

765005

‘onference Rooms: userl, test

765001 | 765001 Factory Template

Factory Pool Drdeli North&me| Automatic

Room Ila Dial-in # Conference Template MCU Pool Order Territory Max Partic|

L

HI Edit I|l Delete |

bants Initial Start Time |

1 confere

5 Edit the VMR Properties so the Conference template is set to AVC-SVC-HD and click OK.
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Edit Conference Room
Room ID: 7655001
Iv-' Conference template: | AVC-SvC-SD i I

MCU pool order:

Max participants:

Chairperson passcode:

Conference passcode:

Conference room pass-through to CDR:

Resource priority namespace:

Resource priority value:

Note: You can also define values for Chairperson Passcode or Conference Passcode and other
properties in addition to choosing the conference template.

6 Highlight another VMR and click Manage Conf Rooms.

7 Click Edit and set the next conference to use the SVC Template.

Edit Conference Room
Room ID: 765002 b
Dial-in #:
Territory:
+ Conference template: SWC-High Definition | w

MCU pool order:

Max participants:

Chairperson passcode:

Conference passcode:

Conference room pass-through to CDR:

Resource prioritv namespace:

Additional VMR Configuration Options

There are some additional RealPresence DMA, Virtual Edition configurations that integrate VMRS with
your enterprise telephony system. In this process you configure an entry queue on the RealPresence
DMA, Virtual Edition and then route PSTN traffic from your PBX to an automated voice queue that will
prompt the user for the conference ID and then route audio traffic to the appropriate VMR. This step is
beyond the scope of this guide, but refer to the RealPresence DMA, Virtual Edition System Operations
Guide for more details.

Test the RealPresence DMA, Virtual Edition configuration

Now that you have an added one or more RealPresence Collaboration Server, Virtual Editions to the
RealPresence DMA, Virtual Edition, created an MCU pool and VMRS, you need to test that users can
register with an endpoint with the RealPresence DMA, Virtual Edition and connect into a VMR. In this
example, you'll use the Polycom RealPresence Desktop (RPD) client as the endpoint and you can
download a trial version of the RealPresence Desktop client at support.polycom.com.
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Once you have finished downloading and installing the client, proceed with the next steps:

1 Launch the RealPresence Desktop client by double clicking on the RPD icon added to the desktop
during installation.

2 Click Settings on the bottom right side of the user interface to configure RPD.

Settings

3 Select H.323 and populate the following values to configure H.323 capabilities:
> Checkbox to Enable H.323 Calls
> Checkbox to Enable GateKeeper Registration
> Gatekeeper Address
> H.323 Alias
> H.323 Extension

‘ \/‘ Enable H.323 Calls
General
‘ v ‘ Gatekeeper Registration

(€51 CLGT @t [s [0 10.47.48.220)

H.323 Alias: | E¢eil

Call Rate

H.323

SIP
H.323 Extension: | Elued

4 Select SIP and populate the following values to configure SIP capabilities.
Checkbox to Enable SIP Calls

Checkbox to Enable SIP Registration

SIP Proxy Server: IP address of RealPresence DMA, Virtual Edition
SIP Domain: Domain value

SIP User Name: There is no authentication at this point and value can be arbitrary

YV V V VY V V

Transport Protocol: TCP
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%o Settings

Sign In

|i| Enable SIP Calls

General
| v | SIP Registration
Call Rate
B (2 VAR Tl 10.47.48.226
H.323 SIP Domain:
SIP User Name:

SIP Authorization Name:
5 5 SIP Password:
Audio Device

Transport Protocol: | TCP

5 Select Audio Device and Camera to ensure the RPD has a microphone, speakers and camera
configured. Click OK to confirm the settings.

6 Click the username in the bottom left corner of the client to confirm connectivity. You should see the
green checkbox for H.323 and SIP. Click Close.

RealPresence Desktop

Network 172.26.240.73
My Number tuserl
Provisioning Disabled.
H.323 1047.48.226
SIP (Active) 10.47.48.226

7 Todial into a VMR using H.323, select H.323 and enter the VMR number into the Dialpad and click
Call. For example, 765001.

The RPD client connects into the VMR and the call begins.

8 The RPD client contains the following in-call features:

> Content sharing
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Far-end camera control
Dialpad to enter any conference codes
Network indicator

Mute microphone and Mute Camera

vV V VYV VY V

Full screen

9 Click the Hang up icon to end the call.

10 To test SIP dialing functionality, call into the second VMR using SIP. Select the SIP option, enter
the second VMR number (765002), and click Call.

Configure RealPresence Resource Manager, Virtual Edition
Prerequisites for RealPresence DMA, Virtual Edition
Integration

Now that you have Active Directory integration, an MCU Pool defined and have assigned, configured and
tested VMRS, the next step is to configure the RealPresence DMA, Virtual Edition with RealPresence
Resource Manager, Virtual Edition. However, before you can complete that step you'll need to assign the
RealPresence Resource Manager, Virtual Edition’s license and ensure that the RealPresence Resource
Manager, Virtual Edition has a DNS Host and SRV record.

To assign the RealPresence Resource Manager, Virtual Edition license:

1 Open a second tab in your browser for RealPresence Resource Manager, Virtual Edition and login
with admin and the new password created during the install.

https://<ipaddress>:8443/flex
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2 Select Admin>Server Settings>Licenses.

W Polycom Realfresence e % 1 100 Polyconn DA 7000 - i7 x‘

vinliaizdion se

m

4 Click Choose File and select your license file.

5 On the same screen, click Preview.

6 Click Apply to add the license.
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License Feature License Count

Senice Prowvider AP1

Verify a DNS Host A Record

RealPresence DMA, Virtual Edition Integration with the RealPresence Resource Manager, Virtual Edition
requires a DNS entry for the host name of the RealPresence Resource Manager, Virtual Edition.

» Verify that you can ping the fully qualified domain name (FQDN) of the RealPresence Resource
Manager, Virtual Edition.

Caution: Verification Failed

If this step fails, you must add a Host A record in DNS or the RealPresence DMA, Virtual Edition
integration with RealPresence Resource Manager, Virtual Edition will fail.

Verify a Service Record exists for RealPresence Resource Manager,
Virtual Edition
To dynamically manage endpoints (which includes dynamic provisioning, dynamic software update, and

presence) right out-of-the-box, they must be able to automatically discover the RealPresence Resource
Manager, Virtual Edition system.

» Verify that a DNS SRV record exists.

Troubleshooting: SRV Record Does Not Exist

S
;/,J If this step fails, you should add a Service Record as this allows the RealPresence Desktop and
N Mobile clients to automatically determine the RealPresence Resource Manager, Virtual Edition.
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Add Roles to the Admin User

Adding Roles to a user is required before that person can make changes to the RealPresence Resource
Manager, Virtual Edition.

To add roles to a user:

1 Select User>Users to begin adding roles.

User ID . First Name

3 Add an email address to the Email Address field as this is a required field and click Associated
Roles.

4 Highlight all of the Available Roles and click the right arrow icon to assign the roles to the user.

Polycom, Inc. 92



Polycom RealPresence Platform, Virtual Edition Solution Guide

View-Only Scheculer

6 Click Log Out so the changes to the users’ roles take effect.

Integrate the RealPresence DMA, Virtual Edition with
RealPresence Resource Manager, Virtual Edition

RealPresence Resource Manager, Virtual Edition is a key component of the Polycom RealPresence
Platform, Virtual Edition and provides the ability to monitor, manage and provision thousands of video
endpoints and provides directory, scheduling and reporting services. It also manages the bandwidth
controls and allows administrators to monitor and manage the entire video collaboration network.

To integrate RealPresence DMA, Virtual Edition with RealPresence Resource Manager, Virtual
Edition:
1 Return to the browser tab of the RealPresence DMA, Virtual Edition management application.

2 Select Admin>Integrations>Resource Management System.
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Help 0 Aderts

ference Manager

Conference
Integratons t A Directory

Log 5 . Frarrtnamme S

L5

ietworkl SR

3 Click Join Resource Management System.

HNAVIGATION

ACTIONS

|I Jain Resource Manageqient System I

4 Add the IP address or fully qualified hostname along with admin credentials and click OK.

Join Resource Management System

Host name or IP address: 172 21 4876

User name: admin

Faggword: =20 | sesssssss

OiF Canosl Help

Note: If this fails, confirm DNS has an entry for the RealPresence Resource Manager, Virtual
Edition IP.

5 Click Yes to finish the process.

Do you want to join the rescurce management system 172.21.48.757
Sne topalogy and user-to-device assaciation data will be overwritten

6 Click OK to confirm successful integration.

Information

ASSEUFSS MANAZEMERT SyStam MIegranan was susssssiul
&% ['} J

7 The validate the node screen appears. Disregard the Status and Time column information as it will
update when finished syncing with the RealPresence Resource Manager, Virtual Edition.

ScftRFP-RPAM-Nadel 172.21.48.76 RealFresence Ressurce E.0.0.0_2-139472 REMOVED 1970-01=01 00:59:5!
e Manager GMT+1

Polycom, Inc. 94



Polycom RealPresence Platform, Virtual Edition Solution Guide

Summary and Next Steps

The RealPresence DMA, Virtual Edition is now integrated with Active Directory and RealPresence
Resource Manager, Virtual Edition and has defined a RealPresence Collaboration Server, Virtual Edition
Pool. Each user in the LDAP server that had a telephone number was automatically assigned a Virtual
Meeting Room, and you used the Conference Settings and Template options to control the attributes for
each VMR.

You have basic video call functionality working, but this guide has merely touched on some of the options
available to configure the RealPresence DMA, Virtual Edition with your environment. There are many
facets of the product that you have not touched on. To understand the other features available, please
see the RealPresence DMA Operations Guide located at support.polycom.com.

The next section will focus on configuring the RealPresence Resource Manager, Virtual Edition and
demonstrating the provisioning, management, and bandwidth control features that extend the value of the
Real Presence Platform, Virtual Edition.
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RealPresence Resource Manager, Virtual
Edition Configuration

The Polycom RealPresence Resource Manager, Virtual Edition is a key component in the RealPresence
Platform, Virtual Edition and is critical to effectively manage mobile, desktop, and group telepresence
systems.

The RealPresence Resource Manager, Virtual Edition application monitors, manages, and provisions
thousands of video endpoints and provides directory, scheduling, and reporting services. Organizations
can easily manage video collaboration—enabled mobile devices, personal workspaces, desktops, and
conference rooms using this single highly scalable application.

Administrators can centrally provision, monitor, and manage the entire video collaboration network.
Through dynamic provisioning, thousands of video clients are automatically configured and maintained at
predetermined software baselines. This eliminates typical management issues like having a variety of
software releases in the field, end user configuration mismatches, and any uncertainly around the quality
of video being provided. Built in reports, application dashboards, and drill-down tabs ensure
troubleshooting and operation metrics are readily available.

Set up RealPresence Resource Manager, Virtual
Edition

The initial setup of the RealPresence Resource Manager, Virtual Edition in a virtual environment involves
several steps. The RealPresence Resource Manager, Virtual Edition provides directory services, endpoint
authentication and provisioning, item topology, and bandwidth management services along with
integration with the RealPresence DMA, Virtual Edition and RealPresence Access Director, Virtual
Edition. This chapter provides detailed examples of how to configure each of these items in the following
order:
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e Configure Virtual Settings

e Check the RealPresence Resource Manager, Virtual Edition Integration with RealPresence DMA,
Virtual Edition

e Configure Site Topology and Bandwidth Management
¢ Configure Active Directory integration

e Configure Dynamic Provisioning

e Configure Dashboard

e Test the Solution

e Understand Client IPs and Site Topology

Confirm RealPresence Resource Manager, Virtual Edition
Integration with RealPresence DMA, Virtual Edition

The RealPresence Resource Manager, Virtual Edition is already integrated with the RealPresence DMA,
Virtual Edition in the last section. Now you just need to confirm the configuration is correct.

To confirm component integration:
1 Return to the browser tab that is logged into RealPresence Resource Manager, Virtual Edition.

2 Select Network Device > RealPresence DMA, Virtual Edition.

3 Select the RealPresence DMA, Virtual Edition from the list and the select Actions>Edit.

4 Ensure to enable the checkboxes to use Conference Manager and Call Server. The other field
defaults should be fine and pre-populated via the RealPresence DMA, Virtual Edition integration
with RealPresence Resource Manager, Virtual Edition. Since you don’t have a Supercluster
defined, you'll leave this field unchecked.

Admin Tip: Superclusters
A Supercluster is comprised of multiple RealPresence DMA, Virtual Editions in different geographies
that can provide failover capabilities for all registered endpoints.

5 Click Save Changes.
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Edit DMA

DMA Name: SoftRPP-DMA1
Description: SoftRPP-DMA1
IP Address/Host: 1047 48 226

Port:
Usemname:
Password:

Used as:

Scheduling capacity (%):
Support DMA Supercluster:

Call server sub-domain:

Configure Virtual Settings for RealPresence Resource
Manager, Virtual Edition

This step allows you to configure the RealPresence Resource Manager, Virtual Edition’s endpoint
management capacity to match the capacity of the virtual environment’s hardware resources.

To configure your virtualization settings:

1 Navigate to Admin > Server Settings > Virtualization Settings.

2 In the System Capability setting field, enter the number of endpoints that matches your hardware
configuration using the System Capacity table. The value in the System Capability setting will limit
the number of endpoints managed by the RealPresence Resource Manager, Virtual Edition.
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Table 8: System Capacity Table

Hardware Memory Size 8G 8G 8G
) P 8 Viirtual CPU | 4 Virtual CPU | 2 Virtual CPU

Core core core

Max registered 10000 4000 400

endpoints | |

Max Provision Profile 500 200 20

Capacity Max Provision rules 500 200 20

Max user groups 200 100 10

Max Site _ 500 | 500 500

Set up Site Topology

Two important features used to manage a video environment include site topology and bandwidth
management. This section provides an overview of the terminology and configuration settings used to
manage these features along with an example of how to configure different sites and link them together to
control video traffic on the network.

Terminology Definitions

e Territory: A grouping of one or more sites for which a RealPresence DMA, Virtual Edition or
RealPresence DMA, Virtual Edition cluster is responsible.

e Site: A local area network (LAN) that generally corresponds with a geographic location such as an
office or plant. A site contains one or more subnets, so a device’s IP address identifies the site to
which it belongs.

o Network Cloud: Multi-protocol Label Switching (MPLS) network cloud defined in the site topology.

¢ Internet/VPN: An entity that represents your network’s connection to the public Internet. Reserve
the Internet/VPN “site” for IP addresses that fall outside your private or corporate network (for
example remote workers), because all calls routed to the Internet/VPN site will be routed through
the site or your private or corporate network that has Internet access.

e Site Links: A network connection between two sites or between a site and an MPLS network cloud.

The Site Topology feature of RealPresence Resource Manager, Virtual Edition provides a global view of
the video conferencing network, how it is organized within groupings called Territories,and direct Site
Links indicating cumulative bandwidth capacity and utilization for all subnets within a Site.

The general idea is to define a site for each physical location in which a LAN or an ISDN connection
exists. For VPN connections, you can consolidate distinct physical locations into a single logical site to
simplify management tasks. Then for each Site, you define the subnets in which the video endpoint
systems are deployed and create links between the Sites and MPLS network.

Steps to Setting up Site Topology

In this example, you'll create a Territory for the US. Then you'll create two Sites, one in Austin, TX and the
other in Westminster, CO. Each of these Sites will contain at least one subnet. Next you'll create a
Network Cloud and finally link the Sites together and connect them to the Network Cloud

o Define Territory

e Define Site
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o Create Site links between Sites
e Link the Sites to the Network Cloud
e Add LAN Subnets to the Sites
Before you start, look at the default Network Topology:
1 Select Network Topology>Site Topology.

2 Move the Internet/VPN to the appropriate country. The US in this example.

Interreti/PN <=

InterretyPN

Admin Tip: Site Topologies

At this point, the default Internet/VPN Site is the only topology that is defined. With this basic
configuration, there is no bandwidth control, everyone can register regardless of subnet and all
endpoints can connect to one another. Defining the site topology allows and administrator to provide
granular management of the video network.

Define a Territory in RealPresence Resource Manager, Virtual Edition

The Territories page contains a list of the territories defined in the site topology. On the right, it displays
information about the selected territory. A Territory is a set of one or more sites for which a RealPresence
DMA, Virtual Edition System is responsible. By default, there is one Territory named Default
RealPresence Resource Manager, Virtual Edition Territory, and the RealPresence DMA, Virtual Edition
instance is the primary node.

To change the name of the default Territory and verify the configuration to allow conference
rooms:

1 Select Network Topology>Territories>Edit.

2 Edit or confirm the following fields:

> Territory Name — This field is an arbitrary name
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> Primary Cluster — This field should be pre-populated with the RealPresence DMA, Virtual
Edition

> Enable the checkbox for Host Conference Rooms in this Territory

Add Site to RealPresence Resource Manager, Virtual Edition

Now that you defined a Territory, the next step is to add Sites. Again, a Site is a local area network (LAN)
that generally corresponds with a geographic location such as an office or plant and contains one or more
subnets. The Sites page (Network Topology > Sites) contains a list of the sites defined in the
RealPresence Resource Manager, Virtual Edition system and you can use the commands in the Actions
list to add, edit, or delete existing sites and see information about a site, including the number of devices
of each type it contains.

To add a site:
1 Select Network Topology > Sites.
2 Populate the following fields:
> Site Name — This field is an arbitrary value
Description — This field is an arbitrary value and a required field
Country Code — Country Code
Area Code — Area Code

YV V V VY

Territory — There is only one Territory to select. In an environment with more than one Territory,
this field determines the RealPresence Resource Manager, Virtual Edition system responsible
for the Site.
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Site Name Westminster

Description

Enable Mutual TLS
Override ITU Dialing Rules
PBX Access Code

Country Code

Area Code

# Of Digits in Subscriber Num
Assignment Method
Territory

Location

Latitude
Longitude

B Total Bandwidth (Mbps)

3 Select Specify Location and fill in the country and city, and the RealPresence Resource Manager,
Virtual Edition will do a lookup and populate the location field.

4 Leave the default settings for H323 Routing and SIP Routing.
5 Select the Subnets option and then click Add.
6 Populate the following fields and click OK.
> IP Address — The IP address of the subnet you are adding
> Mask Length — The length of Subnet Mask
> Total Bandwidth/Call Max Bit Rate — This is the Mbps allowed within this Subnet

Add Subnet

1P Address:

Call Max it B

7 Ensure the subnet is now displayed in the Add Site Pane.
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Sie Subnets

P A Mask Length

Subnets

Action

8 Define additional subnets that belong to your site as needed. This site example includes a second

subnet.

9 Follow the first 8 steps of this section to add another site and then define subnets associated with
this Site. In this example, you'll define a second Site and two additional subnets for Austin, TX.

General Info
Site Nan

Enable Mutual TLS

ling Rules

[

Lat

Longitude

Edit Site

General Info

Site Subnets

H 323 Routing

IP Address Mask Length
SIP Routing
Subnets > Limit

e Limit

Review Site Topology

Max Bandw... Max Bit Rat...

Action
site Limit  [EGEW OSSN
siteLimit  [EGH SN

There are now two sites and three subnets defined, but there is no link between these entities. In order
for local sites to connect to the outside world, you need to create a Network Cloud and use Site Links to

connect these two Sites.
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Add Site to Cloud on RealPresence Resource Manager, Virtual Edition

The Network Clouds link contains a list of the MPLS (Multi-protocol Label Switching) network clouds
defined in the site topology and you can use the commands in the Actions list to add, edit, or delete an
MPLS cloud. The next step is to create a Network Cloud as a central hub to connect the two sites.

Note that MPLS clouds are not associated with an IP address range, so they can be used to group
multiple subnets and could also represent a connection to a service provider.

To add the site to the cloud:

1 From the left side menu options, select Network Topology>Network Clouds.

Cloud Mame:

D riphicn:

4 Use the Search Sites field to search for the Sites you defined. Next highlight the Site from the
Search Results column and use the right arrow to move it to the Selected Site column.

Ensure that you add any additional sites that you defined. This example adds both the Austin and
Westminster Sites, but only includes a screenshot for adding Westminster.

Search Results Selected Sites
Site Location Site

Westminster Westminster, Adams,

Link Select=d Site ta Cloud
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5 The Add Site Link dialog box appears. During this step, you can define any bandwidth limitations
between your Site and the MPLS Cloud.

For example, you might have a 10 Mbps connection from Austin to the MPLS and 20 Mbps from
Westminster to the MPLS and the screenshots below shows these bandwidth values for each Site

Link.

Add Site Link

Name PLCM MPLS/Westminster

From Site PLCM MPLS

Total Bandwidth (I

Call Max Bit Rate

Add Site Link

Name PLCM MPLS/Austin
RSOV PLCH MPLS/AuUstin

From Site PLCM MPLS

To Site Austin

8 Total Bandwidth 1000000

8 call Max Bit Rate 1000000
Msave

6 The main window appears. Click OK to finalize the Add Network Cloud step.

Add Site Links to RealPresence Resource Manager, Virtual Edition

The Site Links page contains the links defined in the site topology. A link can connect two sites, or it can
connect a site to an MPLS Network Cloud. When you add a site link, you enter the starting and ending
sites of the link and the maximum bandwidth and bit rates available for calls (audio and video) that use
the link. Links are bidirectional and so if you create a link from Site A to Site B, you automatically have a
bi-directional link from Site B to Site A, although the link appears as unidirectional.

To add site links:

1 Select Network Topology>Site-Links.

NAVIGATION

Site Topology

MNetwork Clouds

Temitories

SITE LINK ACTIONS

Name

PLCM MPLSWestminster

2 Notice that you already have a Site Link created between the Westminster Site and the MPLS

Cloud that was added during the last step of creating the Network Cloud. However, you still need a
link between the Internet and the two Sites.

3 Select the Add option from the Site Link Action menu to create a second link between Westminster
and the Internet/VPN. Again define any bandwidth limitations.
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Add Site-Link

Internet Morth America

Description JNMEMETRN

From Site Westminster

i -
To Site InternetVPM -

B Total Bandwidth (Mbps) Il

B call Max Bit Rate (kbps) 1pDDDDD

4 Follow the same steps to add a Site Link between Austin and the Internet/VPN.

Add Site-Link

From Site

B Total Bandwidth (LY 1000000
8 cCall Max BitRate (kbps) [RISHNRGI

Tsave | MCancel

Review the Site Topology

You should now have two Sites defined with each site specifying one or more subnets along with a
Network cloud and connections between all three entities and the Internet. The bandwidth between each
of these WAN links can be managed and you should have understanding of how to add more sites and
link them together.

Westmigster

Austin

Once the topology and bandwidth are defined, the RealPresence DMA, Virtual Edition measures and
controls the video traffic between sites to ensure the bandwidth isn't exceeded. If someone tries to place
a video call when the bandwidth is limited, the RealPresence DMA, Virtual Edition will either restrict the
call to use a lower call rate or setup the call as audio only. For example, if someone attempts a 1 MB call,
the RealPresence DMA, Virtual Edition might downgrade the call to 512K or 384K.
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Test the RealPresence DMA, Virtual Edition integration with RealPresence
Resource Manager, Virtual Edition

To ensure the RealPresence DMA, Virtual Edition and RealPresence Resource Manager, Virtual Edition
are in sync, you can check the RealPresence DMA, Virtual Edition to make sure it is receiving the list of
Sites from the RealPresence Resource Manager, Virtual Edition.

To test the component integration:

1 Select the RealPresence DMA, Virtual Edition tab in the browser and login to the RealPresence
DMA, Virtual Edition Web UI.

2 Select Network>Site Topology.

Network User Repo

Active Calls
£ndpoints
DMAs

MCU

Stte Statistics
Site Link Statishics

External Gatekeeper
External SIP Peer

External H.323 SBC

3 Verify the RealPresence DMA, Virtual Edition has the site information that you created in
RealPresence Resource Manager, Virtual Edition.

Name Description CovLa Area Cc Max Bandwid Max Bit Rate Territory
Internet/VPN Internet Placeholder Unlimited Unlimited

Westminster UCALAB Westminster 1 720 Unlimited Unlimited NorthAmerica Territory
Austin Austin 1 | 512 | Unlimited Unlimited MNorthAmerica Territory

Active Directory Integration

In this section, you'll configure the RealPresence Resource Manager, Virtual Edition to use the enterprise
Active Directory. In a large organization, integrating your RealPresence Resource Manager, Virtual
Edition system with Microsoft Active Directory greatly simplifies the task of managing conference system
security and provides the following features:

e Single sign-on capability - Users get the benefits of pass-through authentication, allowing them to
leverage their Active Directory user name and password.

e Single management environment - Manage group memberships through Active Directory and
grant those groups rights within RealPresence Resource Manager, Virtual Edition.

Settings: Active Directory Settings

The RealPresence Resource Manager, Virtual Edition does not modify the Active Directory in any
way.
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To integrate Active Directory:

1 Select Admin>Integrations>Microsoft Active Directory.

ADMIN

Directories Address Books

Global Add Book
Enterprise Directory
Server Settings Directory Sefup
Management and Security
Alert Si

Maintenance

2 Enable the Integrate with Enterprise Directory Server checkbox.

Note: There are two configuration options on this screen. The top section defines configurations
settings for AD integration so that people can search the directory with their endpoint. The bottom
section defines configurations settings to allow endpoints to login with their domain credentials.

@ Integrate with Enterprise Direck

Enterprise Directon rver DNS Name:

terprise Directory User D UCALAB\tpage

Enterprise Directory Us

B Allow delegaled authentication to enterprise direcly
Domain controller name:

Computer Account credentials pre-staged (created, enabled and trusted) in enterprise director,

Dom mputer Name: UCALAB\UCA-RPRM

3 Populate the following fields with correct values for your environment and click Update.
> DNS Name: FQDN of Active Directory server
> Domain\user name: appropriate domain login information
> Password: domain password

@ Integrate with Enterprise Direcis

Enterprise Directory r DNS Name:

ucalab.polycom.com

ucalabitpage
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This section allows authentication with domain credentials, but requires a pre-staged computer
account in Active Directory to be available first. See Appendix D for details on creating the
computer account.

4 Enter the FQDN and appropriate computer account credentials and click Update.

Allow delegated a to enterprise

uca-dd-1.ucalab.polycom.co

-staged (created, enabled and trusted) in enterprise directory

5 To test the directory integration, select User>Users.

6 Uncheck the Local Users Only option and enter a search in the Search Users field.

You'll test the endpoint authentication using Active Directory credentials later in this section, but
people should now be able to login to the RealPresence Resource Manager, Virtual Edition server
with their Active Directory credentials and browse the directory.

Configure Site Provisioning Profile

Provisioning Profiles contain configuration information that administrators use to remotely manage
endpoints with network settings such as security, quality of service, gatekeeper address, SIP server
address, and so on. For example, as soon as an endpoint is configured to use the RealPresence
Resource Manager, Virtual Edition for its provisioning server, it starts polling for provisioning profile
updates. With network provisioning profiles, you can ensure that all dynamically managed endpoints have
the optimal and correct settings respective to their network location.

The RealPresence Resource Manager, Virtual Edition comes with a default Network Provisioning Profile
that can be edited to include information specific to your environment. In this section, you'll modify the
default Network Provisioning Profile to include information that clients will use to establish a connection to
the environment.

To configure the site provisioning profile:

1 Select Endpoint>Dynamic Management>Provisioning Profiles.
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dibe Hame:
Datsult Admin Config Pr

Datult Hetwork Provisicaing Profie

3 Click H.323 Settings.

Edit Profile
General Info
Date and Time Settings

Firewall Seftings

SNMP Settings

4 Populate the following fields:
> Enable IP H.323 — Enable the checkbox
> Gatekeeper Address — Use the IP address of the RealPresence DMA, Virtual Edition
> User Gatekeeper for Multipoint Calls — Dynamic

Edit Profile

General Info

Date and Time Settings Enable PH323 [

Gatekeeper Address  RlLEF#ERbl

Use Gatekeeper for Multipoint Calis [

5 Click SIP Settings and populate the following fields:
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Enable SIP — Enable the checkbox
Proxy Server— IP address of the RealPresence DMA, Virtual Edition
Registrar Server — IP address of the RealPresence DMA, Virtual Edition

Transport Protocol — Auto

vV V VYV VY V

Server Type — Polycom

Enable SIP
[

Automatically Discover SIP Servers

o s
Registrar Server
Backup Proxy Server _
Backup Registrar Server _
Transport Protocol
s n

Verify Certificate [}
Use Endpoint Provisioning Credentials
Use Enterprise URI

Common SIP User Name

commn s et |

6 Click OK to save the Default Network Provisioning Profile.
7 Navigate to Endpoint>Dynamic Management>SIP URI.

8 Enable the Auto-generate SIP URI for all users and Use the user’s email address as their SIP
URI checkboxes. This setting will automatically populate the SIP URI field of each user and thus
allow other endpoints to dial someone via email address.

CONFERENCE ~ ENDPOINT  NETWORK DEVICE ~ NETWORK TOPOL(]

NOTE: Choose a combination of fields and separ|

9 Navigate to Endpoint>Dynamic Management>E.164 Numbering.

10 Select Use Phone Number for the Base Field and choose the maximum number of digits to use.
In this case, you'll choose 3 digits, so a person with phone number of 512 555 1212 would
automatically receive an E.164 number of 44212 if they logged in with RealPresence GroupSeries
and 66212 if they logged in with RealPresence Desktop.
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Add new Panes to RealPresence Resource Manager, Virtual
Edition’s Dashboard

The RealPresence Resource Manager, Virtual Edition’s dashboard is an easy way to understand what is
happening with your video environment, so take a minute to add some additional Panes to the
Dashboard.

To add new Panes to the Dashboard:

1 Click the Home icon in the top left corner.

/‘\ CONFERENCE  ENDPOINT

NAVIGATION

2 Click Add Panes>RealPresence DMA, Virtual Edition.

| Add Panes
Fre-Uall Stalus
Today's Adhoc Conferences
Today's Scheduled Conlerencas.

Endalcints

Syslems

Conference Stalus

Failed Enlerprise Dreclory Login Alternpls
Redundancy Status

MCU Status

3 Confirm that the RealPresence DMA, Virtual Edition pane is added to the dashboard.
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4 Follow the same steps to add MCU Status and Endpoints to the Dashboard.

Test the Solution

Now that you are finished configuring the RealPresence Resource Manager, Virtual Edition, people
should be able to use their email address to automatically discover the RealPresence Resource Manager,
Virtual Edition. They should also be able to login from their video endpoints using their Active Directory
credentials and automatically receive the connection information you populated in the Network
provisioning profile, including the correct H.323 and SIP servers along with the appropriate SIP URI and
E.164 Number.

To test the solution:
1 Launch the RealPresence Desktop client.
2 Click Settings.
3 Click Sign In.

[ T——— — .

4 Enter your email address and click Next.

[TUETH tuserl@ucalab.polycom.com
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5 Notice the Server value is populated automatically using the DNS SRV record that you created
earlier. Enter the your domain credentials and click Sign In.

0.47.48.2;

B9 UCALAB\tuserl

Settings

Network 172.26.240.68 Network 172.26.240.68
My Number 665001 My Number tuserl
Provisioning 10.47.48.227 Provisioning 10.47.48.227
H.323 (Active) 10.47.48.226 H.323 10.47.48.226
SIp 10.47.48.226 SIP (Active) 10.47.48.226

8 Test dialing into a VMR using SIP and H.323. Select the SIP or H.323 option and then enter the
dialing string(765001 in this example). Click Call.

9 To test point-to-point calls, click the Search Directory icon on the RPD client and search for
another person.

In this example, the search found the five test users. By selecting the arrow to the right of the
name, you can select to call this user with either SIP or H.323.
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Test User2

Title:

Department:

Location:
test userl

Phone:
Test User2 Email:

Test User3
Devices:

Test Userd
] RPDesktop--H323 Call

Test User5 "] RPDesktop--SIP Call

Understand Site Topology and Client Access

After configuring the Site Topology, any endpoints that register to RealPresence Resource Manager,
Virtual Edition will end up associated with one of the Sites based on their IP address matching one of the
subnets you defined for each site. If the IP address of an endpoint doesn’'t match any subnets defined for
a Site, the endpoint will automatically end up in the Internet/VPN Site. Conversely, if the IP address
matches a subnet, the endpoint will be associated with the correct Site.

In this step, you'll login to RealPresence Resource Manager, Virtual Edition and confirm that endpoints
are getting associated correctly.

To confirm endpoint association:

1 Navigate to ENDPOINT>Monitor View and notice that the RealPresence Resource Manager,
Virtual Edition is able to monitor the status of the endpoint.

/‘\ CONFERENCE ENDPOINT NETWORK DEVICE NETWORK TOPOLOGY USER REPORTS  ADMIN

[ICTA <clect Filter v 50 Ll items per page

Status Mode Name Model IP Address  D... Site

& ™ useritestRP-Desklop Polycom RealPresence Desklop 17226 24068 IntemnetVPN

Note: This example’s endpoint’s IP hasn't been defined by a Site and is automatically associated
with the Internet/VPN Site.

2 Click ENDPOINT>Monitor View.

3 Click Search Devices.
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4 Enter the IP address range of some selected endpoints and click Search.
Search Devices

Enter a range of IP Adresses to Search:

IP Addresses From:  [ETURGRCR |-to- 10.47.50.100' Search

] IP Address

5 When the list of endpoints is returned, click the checkbox on the top left to select all endpoints in

the list and then click Select.

6 The endpoints are added to the RealPresence Resource Manager, Virtual Edition’s list of managed
devices, and since they match one of the Westminster subnets that you defined earlier, they are

associated with Westminster.

4646 RealPresence Group : 10.47.50.23 4646 Westminster
HDX 7000 #2 HDX 7000 HD 10.47.50.3 4805 Westminster

UCALab HDX8000  HDX 2000 HD 10.47 505 ucalabhdxg Westminster

UCALABVIEW QDX 6000 10.47.50.59 Endpoint:2: inster

Configure Site Topology to Limit Internet/VPN access

At this point, you have defined the Site Topology and confirmed that endpoints are correctly getting
associated with the Site they belong to, but you haven't limited access between any Sites. To block
endpoints associated with the Internet/\VPN zone, you can delete the Site-Links between one of the
defined Sites and the Internet/VPN Site so that video calls from unknown endpoints are blocked.

To configure site topology to limit Internet/VPN access:

1 Click NETWORK TOPOLOGY>Site-Links.
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2 Click the Internet/VPN Site and then click Delete to remove the links from Internet/VPN to the other
Sites.

InternelVPH

Now that you have blocked traffic from any unrecognized subnets, how do you provide video access for
B2B or B2C scenarios if there is no Site-Link defined for the Internet? The answer is to deploy the Real
Presence RealPresence Access Director, Virtual Edition and manage video traffic through the firewall.
You'll cover this in the next chapter.

Summary and Next Steps

RealPresence Resource Manager, Virtual Edition is now integrated with Active Directory and
RealPresence DMA, Virtual Edition. The Site Topology has been defined, and you should have good
understanding of how bandwidth controls are implemented and how to block rogue access to the
environment. You also configured the Network Provisioning Profile, and you should have a good
understanding of how to remotely manage configuration settings on the endpoints in your environment by
using the Dynamic Management capability of the RealPresence Resource Manager, Virtual Edition.

Next you integrated with Active Directory and confirmed that people are able authenticate with their
domain credentials and browse the directory. You also confirmed that everyone with a telephone number
and email address was automatically provisioned with a SIP URI and E.164 Number. Lastly you tested to
confirm that both point-to-point and Virtual Meeting Room calls are working.

The next chapter will demonstrate how to configure the Real Presence RealPresence Access Director,
Virtual Edition and allow video traffic through the firewall.
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RealPresence Access Director, Virtual
Edition Configuration

The RealPresence Access Director, Virtual Edition provides universal access and security that allows
users outside the firewall to video conference safely with anyone in the organization. The RealPresence
Access Director, Virtual Edition is a software-based edge server to securely route communication,
management, and content traffic through firewalls without requiring special dialing methods or additional
client hardware or software. Remote Users can securely and transparently access video services and
collaborate with colleagues, customers and partners from virtually anywhere, with the same functionality
they would have if they were in the office. Additionally, customers, partners and vendors can join a video
conference as a guest user or over a federated network. By providing a seamless video collaboration
experience, Polycom enables organizations to focus on what really matters—connecting people,
networks, and companies.

It is important to understand that the RealPresence Access Director, Virtual Edition is deployed in the
network DMZ and it is strongly recommended to consult the RealPresence Access Director, Virtual
Edition Deployment Guide to understand the different deployment options that are available. This
example demonstrates how to configure the RealPresence Access Director, Virtual Edition in the DMZ
with one IP address.

The RealPresence Access Director, Virtual Edition requires configuration changes and open ports on the
firewall. These steps are beyond the scope of this document and can be found in the RealPresence
Access Director Deployment Guide on support.polycom.com.

Set up RealPresence Access Director, Virtual
Edition

The RealPresence Access Director, Virtual Edition is designed to be configured using the RealPresence
Resource Manager, Virtual Edition’s provisioning service by extending the Site Topology to include the
RealPresence Access Director, Virtual Edition. Once the RealPresence Resource Manager, Virtual
Edition provisioning is in place, the RealPresence Access Director, Virtual Edition can connect to
RealPresence Resource Manager, Virtual Edition and retrieve its provisioning information. The final step
tests the full Soft RealPresence Platform solution by logging in with an endpoint connected to the
RealPresence Access Director, Virtual Edition to ensure the client successfully connects and receives
provisioning details from the RealPresence Resource Manager, Virtual Edition and is able to establish a
video call.

This chapter provides detailed examples of how to configure each of these items in the following order:
e Configure External DNS SRV Record
o Configure Network Settings on RealPresence Access Director, Virtual Edition

e Create new user account on RealPresence Resource Manager, Virtual Edition for Integration with
RealPresence Access Director, Virtual Edition

e Connect RealPresence Access Director, Virtual Edition to RealPresence Resource Manager,
Virtual Edition
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e Configure RealPresence Access Director, Virtual Edition Site on RealPresence Resource Manager,
Virtual Edition

o Configure Endpoint Provisioning Profile on RealPresence Resource Manager, Virtual Edition
e Configure Provisioning Rule on RealPresence Resource Manager, Virtual Edition

¢ Configure RealPresence Access Director, Virtual Edition Server Provisioning Profile on
RealPresence Resource Manager, Virtual Edition

e Configure RealPresence Resource Manager, Virtual Edition’s Site Topology to include
RealPresence Access Director, Virtual Edition

e Check the RealPresence Access Director, Virtual Edition Configuration

e Test the Solution

Log into RealPresence Access Director, Virtual Edition

The first step in configuring RealPresence Access Director, Virtual Edition is to log into the system.
To log into the system:

1 Point your browser to the IP address assigned (disregard any security certificate warnings).
https://<staticipaddress>:8443/edge
The system’s login page appears.

2 Log in with default user ID admin and password Polycom123.

Note: Login Errors

During any login attempt, if you enter the wrong credentials three times in a row, you must wait one
hour before trying to log in again.

Configure External DNS SRV Record

Create a DNS service record (SRV record) on the external DNS server to map the SRV service address
for endpoint provisioning to the FQDN of the RealPresence Access Director, Virtual Edition. The SRV
record is required by the Auto Find Provisioning Server feature of the Mobile system.

You performed the same configuration step by creating an SRV record for the RealPresence Resource
Manager, Virtual Edition on the internal DNS server so that people don’t need to know any server
hostname or IP information in order to connect. In this case, the SRV record will be on the external DNS,
so any endpoints outside the firewall will be able to resolve the RealPresence Access Director, Virtual
Edition’s IP address using the email address.

If the RealPresence Access Director, Virtual Edition system has the FQDN name rpad.example.com, add
an SRV record as follows.

_cmaconfig._tcp.example.com. IN SRV 0 100 443 rpad.example.com.

Where: Service = _cmaconfig, Protocol = _tcp, Priority = 0, Weight = 100, Port = 443 and Host offering
this service = rpad.example.com
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Configure Network Settings

In this example, the RealPresence Access Director, Virtual Edition resides in the DMZ with a single

firewall and uses one IP address for signaling, media, and management traffic. The firewall is configured
to provide 1:1 NAT to RealPresence Access Director, Virtual Edition, and RealPresence Access Director,
Virtual Edition routes traffic to the LAN side.

For example, an endpoint will resolve cmaconfig._tcp.example.com to 140.242.10.142. When it connects
to this IP address, the firewall NATSs traffic to RealPresence Access Director, Virtual Edition IP address

10.47.53.6, and finally the RealPresence Access Director, Virtual Edition routes traffic to the LAN side

RealPresence DMA, Virtual Edition, RealPresence Resource Manager, Virtual Edition and RealPresence
Collaboration Server, Virtual Edition.

Table 9: IP Addresses

Device

IP

Firewall providing 1:1 NAT

140.242.10.142

RealPresence Access Director, 10.47.53.6

Virtual Edition

Figure 3: Firewall Traversal

trust (WAN)

rust (LAN

o>

=%

RPAD

To configure network settings:

1 Select Admin>Network Settings>General Network Settings and confirm that the DNS and

Domain information is correct.

General network setting Advanced natwork setting Service natwork satting Static route satting

General Network Setting

The system's network settings can be changed below.

Hostname: SoftRRP-RPADL

Primary DNS: 192.168.1.100 ¥

Secondary DNS:

Tertiary DNS:

Search Demain: | ucalab.polycom.com

Domain: ucalab.pelycom.com

Polycom, Inc.
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2 Select Admin>Network Settings>Service Network Settings.

3 Click the arrow next to the fields listed below and select the static RealPresence Access Director,
Virtual Edition IP address for ethO:

External Signaling IP — RealPresence Access Director, Virtual Edition IP
Internal Signaling IP — RealPresence Access Director, Virtual Edition IP
External Relay IP — RealPresence Access Director, Virtual Edition IP
Internal Relay IP — RealPresence Access Director, Virtual Edition IP
Management IP — RealPresence Access Director, Virtual Edition IP
Deployed behind Outside Firewall/NAT — Check the box

Signaling relay address — External IP that endpoints will use for access

vV V V VYV V VYV VY V

Media relay address — External IP that endpoints will use for access

4 Click Update.

General netvork sstting | Advanced netvork sstting | Service network setting | Static route

SIP/H.323/Access Proxy Settings

External signaling IP: | 10.47.53.8 v | *
Internal signaling IP: | 10.47.53.6 | w | *

Media Relay

External Relay IP: 10.47.53.6 |w | *
Internal Relay IP: 10.47.53.6 | v | *

Management IP Settings
Management IP: 10.47.53.6 |v | *
General
Qutside Firewall/NAT:
I 4 Deployed behind Outside F\rewa\l/NATI
Signaling relay address: 140.242.10.42 =

Media relay addrese: [ 140.242.10.42 | % NATTED IP

NOTE: When RPAD signaling relay address is changed and remote endpoint uses IP ad
rather than FQDN to establish TLS connection to RPAD, it is necessary to create and in
new certificates into RPAD.

Update

5 Click OK if you receive the message.

Confirm Dialog

External signaling IP is same with internal signaling IP, there might exist port
conflict. Please go to Access Proxy Settings, SIP Settings or H.323 Settings GUI to
check ports. Do you want to continue?

o | o]

6 Click Commit and Reboot Now.

Commit Network Settings

Changing the configuration will restart the system. Do you want to continue?

[ Commit and Reboot Now ] | Reject Changes |
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Activate License

The RealPresence Access Director, Virtual Edition ships with five call licenses that expire in thirty days. If
you have a permanent license, navigate to Maintenance>License and click Activate.

Active License:
Licensed calls: 5
Remaining trial period: 30 days

After you have activated the license for your system, RealPresence Access Director, Virtual Edition
automatically calculates the port ranges to accommodate the number of calls for which your system is
licensed.

You can change port ranges as needed and, if you specify a beginning port range number for signaling or
media dynamic source ports, the RealPresence Access Director, Virtual Edition system automatically
calculates the end port number.

Active Directory Integration

Integration with Active Directory allows user accounts defined on the LDAP server to administer the
RealPresence Access Director, Virtual Edition. However, the Active Directory integration is used only for
administrative purposes and not for endpoint authentication.

In this example, you'll skip this step and use a local account to manage the system. You can optionally
connect to Active Directory using the same configuration settings as the RealPresence DMA, Virtual
Edition or RealPresence Resource Manager, Virtual Edition used to connect.

Create User Account

The configuration settings for RealPresence Access Director, Virtual Edition are defined and provisioned
by the RealPresence Resource Manager, Virtual Edition. However, before the RealPresence Access
Director, Virtual Edition can connect to the RealPresence Resource Manager, Virtual Edition to access
the provisioned settings, users must provide credentials.

The next step is to define an account that is used by the RealPresence Access Director, Virtual Edition to
login to RealPresence Resource Manager, Virtual Edition. There are two options for defining an account:

o Create a new account in Active Directory and then add the account to the Administrator group.
e Login with a local account created directly on the RealPresence Resource Manager, Virtual Edition.

In this case, you'll use the local\admin account that you have been using to login to RealPresence
Resource Manager, Virtual Edition’s Web Ul.

To create a user account:

1 Inthe RealPresence Access Director, Virtual Edition Web Ul, navigate to Admin>Polycom
Management System.

2 Enter the Login Name and Password credentials along with the RealPresence Resource
Manager, Virtual Edition’s IP address.
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3 Disable the Verify certificate from internal server checkbox and click Connect.

Note: No certificates have been exchanged between servers, so the Verify certificate from
internal server box must be unchecked unless the certificate exchange step has been completed
in advance. Exchanging certificates provides enhanced security and can be configured at any time
in the future.

Address:

Polycom Management System

Login Name: |ocalladmin
E—

Password:

I Verify certificate from internal servErI

Connection closed from Polycom Management Server.

4 Click OK to confirm the successful integration.

m Hanagement Syssem crovision suscess.

Define a New Site in the RealPresence Resource Manager,
Virtual Edition

RealPresence Access Director, Virtual Edition is designed to be configured using RealPresence
Resource Manager, Virtual Edition’s provisioning service by extending the Site Topology to include the
RealPresence Access Director, Virtual Edition. In this step, you'll create a new Site and specify a network
segment or subnet that is specifically enabled for RealPresence Access Director, Virtual Edition.

To add a site to the RealPresence Resource Manager, Virtual Edition

1 Click Network Topology > Sites.

2 Populate the following fields:

>

YV V V VY

Site Name — This is an arbitrary value
Description — This is required field
Country Code — Country Code

Area Code — Area Code

Territory — Choose the territory to which the site belongs
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Site Name

Description

Enable Mutual TLS
‘Override ITU Dialing Rules

PBX Access Code

Country Code

Area Code

# Of Digits in Subscriber Num
Assignment Method
Territory

Location

Latitude

Longitude

V)
@ Total Bandwidth (Mbps)
B Call Max Bit Rate (kbps)

3 Click Specify Location and fill in the country and city, and the RealPresence Resource Manager,
Virtual Edition will populate the location field.

4 Leave the default settings for H323 Routing and SIP Routing.
5 Click the Subnets option and then click Add.

6 Populate the following fields and click OK:
> |IP Address — The IP address of the RealPresence Access Director, Virtual Edition
> Mask Length — The length of Subnet Mask. With a single IP, enter a Mask Length of 32
> Total Bandwidth/Call Max Bit Rate — The Mbps allowed within this Subnet

Maszk | ength Max Bandw... Max Bit Ral_ Action

Create RealPresence Access Director, Virtual Edition Server
Provisioning Profiles Provision

RealPresence Resource Manager, Virtual Edition provisions the configuration settings for the
RealPresence Access Director, Virtual Edition through a custom RealPresence Access Director, Virtual
Edition Provisioning Profile. In this step, you'll create the RealPresence Access Director, Virtual Edition
Provisioning Profile that contains the IP Address information for the RealPresence DMA, Virtual Edition
and RealPresence Resource Manager, Virtual Edition.

To provision the provisioning profile:

1 Go to ENDPOINT>Dynamic Management>RPAD Server Provisioning Profiles.
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ENDPOINT ~ NETWORK DEVICE NETWORK TOPOLOGY

Monitor View

Peripherals View

mic Management Provisioning Status

Scheduled Management Provi
admin-Wed, ¢  Provisioning Profiles
RPAD Server Provisioning Profiles
Bundled Provisioning Profiles

E.164 Numbering

2 Click Actions>Add.

3 On the General Info section, enter a Profile Name and select Server Provisioning Profile.

Add New Profile

General Info

Profile Name: RPAD Profile
RPAD Settings 2

RPAD Settings Provisioning Profile Type: Server Provisioning Profile  »

4 Click RPAD Settings 2 and populate the following fields:
> Enable IP H.323 — Enable checkbox to enable H.323 calls
> Gateway Address — IP Address of RealPresence DMA, Virtual Edition
> Enable SIP — Enable checkbox to enable SIP calls
> Proxy Server — IP Address of RealPresence DMA, Virtual Edition
> Registrar Server — IP Address of RealPresence DMA, Virtual Edition
>

Transport Protocol — TCP or Auto

Hote: Changing any of the following seftings may cause the
Betory S Verify Direct

ver Certificate.

10.47.48.226
/]

Proxy Server  EIRTRERSTS
LR ETE L 10.47.42.226]

Transport Protocol

Use Detault Directory Server

Directory Server
Verify Certificate
Use Default Presence Server
Presence Server

Verity Certificate

5 Keep the RealPresence Access Director, Virtual Edition Settings default values and click OK.
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Edit Profile

General Info

RPAD Seffings
Primary Time Server Address

Secondary Time Server Address

Heartbeat Posting Interval (minutes)

Provisioning Polling Interval (minutes) _

Server Status Posting Interval (minutes)

Create Network Provisioning Profile for Endpoints that
Connect to RealPresence Access Director, Virtual Edition

In the last step, you created a Provisioning Profile that defined the connection information the
RealPresence Access Director, Virtual Edition uses to connect to the RealPresence DMA, Virtual Edition
and RealPresence Resource Manager, Virtual Edition. This step is similar, but instead of defining the
connection settings for the RealPresence Access Director, Virtual Edition, you'll define the connection
information for the endpoints that connect to the RealPresence Access Director, Virtual Edition.

To create a network provisioning profile:
1 Navigate to ENDPOINT>Dynamic Management>Provisioning Profiles.
2 Click Actions>Add.

3 Add a Profile Name and set Provisioning Profile Type to Network Provisioning Profile.

Edit Profile

General Info
Profile Name: RPAD Client Profile
Date and Time Settings

Firewall Settings Provisioning Profile Type: MNetwork Provisioning Profile

Dynamically managed endpoints that connect to the RealPresence Access Director, Virtual Edition
must be provisioned with the RealPresence Access Director, Virtual Edition’s system IP address for
all network settings. In the next two steps use the external IP address of the RealPresence Access
Director, Virtual Edition for the Gatekeeper and SIP Server settings.

Note: If this were a Network Provisioning Profile for internal endpoints, like you created in Chapter
8, you would use the direct IP address for the RealPresence DMA, Virtual Edition for the
Gatekeeper and SIP Server.

4 Select H.323 Settings from the left side menu options.
> Enable IP H.323 — Enable checkbox
> Gatekeeper Address — Use the external NATTED IP address

> Use Gatekeeper for Multipoint Calls — Dynamic for Use

Enable IPH323 [

Gatekeeper Address REURERE IR EP]

Use Gatekeeper for Multipoint Calls Dynamic | *

5 Click SIP Settings from the left side menu options.
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e Enable IP H.323 — Enable checkbox
o Gatekeeper Address — Use the external NATTED IP address

e Use Gatekeeper for Multipoint Calls — Dynamic for Use

Enable SIP
Automatically Discover SIP Servers

[T 140.242.10.142
Registrar Server | RENRIPRIREE -

Backup Proxy Server

st s |
A

Transport Protocol

Server Type Palycom v
Verify Cerfificate
Use Endpoint Provisioning Credentials
Use Enterprise URI

com v v |

Commeon SIP Password

Create Provisioning Rule

So far you have created a new Site for the RealPresence Access Director, Virtual Edition, a new
RealPresence Access Director, Virtual Edition Provisioning Profile defining the RealPresence Access
Director, Virtual Edition’s connection information to the RealPresence DMA, Virtual Edition, and a
Network Provisioning Profile for endpoints connecting to the RealPresence Access Director, Virtual
Edition. However the new Site for the RealPresence Access Director, Virtual Edition hasn’t been linked to
the Endpoint Provisioning Profile.

To create a new provision rule:
1 Select ENDPOINT >Dynamic Management>Provisioning Rules.

2 Under General Info, fill in a value for the Name, enable the Active checkbox and click Add.

(Site Site = RPAD)

3 Select the following options for Add New Condition and click OK:
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> Type — Site

> Attribute — Site
» Operator — =

> Value — RPAD

Add New Condition

Relation Type Attribute Operator Value

T TR R B CT

ok Meancer

4 Click Endpoint Provisioning Profile and move the RealPresence Access Director, Virtual Edition
Endpoint Profile to Selected Profile using the arrow, and then click OK.

Endpoint Provisioning Profile
Profile Name Provisioning Profile Type

RPAD Client Profile Network Provisioning Profile

Server Provisioning Profile

Selected Profiles

Profile Name Provisioning Profile Type

5 Click Server Provisioning Profile and move the RealPresence Access Director, Virtual Edition
Profile to Selected Profile using the arrow, and then click OK.

Provisioning Profés Type

Priority Name Status

[
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Configure Site Links to Connect RealPresence Access
Director, Virtual Edition Site with Existing Topology

The RealPresence Access Director, Virtual Edition is almost fully configured and accessible by endpoints,
but with the current Site Topology, external endpoints connecting to the RealPresence Access Director,
Virtual Edition Site won'’t be able establish calls to local sites. In the next step, you'll create a Site-Link
that will allow connections between the internal Sites and the RealPresence Access Director, Virtual
Edition Site.

To create a site link:

1 Inthe RealPresence Resource Manager, Virtual Edition Web Ul, navigate to NETWORK
TOPOLOGY>Site-Links.

2 Click Site Link Actions>Add.
3 Edit Site Link to connect the RealPresence Access Director, Virtual Edition with Internet/\VVPN.

Edit Site-Link
Name

Description [SERISHENEN

From Site RPAD

To Site InternetVPN
B Total Bandwidth (Mbps) [EIINAAN

Call Max Bit Rate (kbps) POl

save ["Cancel|

4 Follow the same steps to link RealPresence Access Director, Virtual Edition to other Sites. For
example, to Westminster and Austin.

Edit Site-Link A || Edit Site-Link
Hame RPAD/Westminste Name RPADIAUStin
(LT g i Il R P AD W estminster Description RPAD.-‘.#.Llslln|

From Site RPAD From Site RPAD

8 Total Bandwidth (Mbps) PLLLNN] 8 Total Bandwidth  (Mbps) [EA

B Call Max Bit Rate (kbps) PEANI Call Max Bit Rate (kbps) e}

Modify RealPresence Access Director, Virtual Edition Proxy
Settings

It is important to understand the proxy feature of the RealPresence Access Director, Virtual Edition that
provides firewall/NAT traversal and reverse proxy functionality for HTTPS, LDAP, XMPP, and TCP traffic.
For example, when the RealPresence Access Director, Virtual Edition receives a log-in and provisioning
request from an external endpoint, the system sends the request to the HTTPS server specified in the
RealPresence Resource Manager, Virtual Edition. Likewise, the access proxy forwards requests for LDAP
and XMPP services to the internal LDAP or XMPP server.
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The majority of access proxy settings are already provisioned through the configuration changes you
made to the RealPresence Resource Manager, Virtual Edition earlier. In the final step, you'll check the
Access Proxy Settings to verify the connection information and security.

To check the Access Proxy settings:
1 Navigate to Configuration>Access Proxy Settings.

2 Ensure the Next hop column contains the RealPresence DMA, Virtual Edition IP address

Protocol External IP Check client certificate Internal IP Next hop
HTTPS 10.47.53.6 FALSE 10.47.53.6

LDAP 10.47.53.6 FALSE 10.47.53.6 10.47.48.227
10.47.53.6 FALSE 10.47.53.6 10.47.48.227

TCP 10.47.53.6 /A 10.47.53.6

3 Click Actions>Edit.

4 Disable the Verify certificate from internal server checkbox. No certificates have been
exchanged between the RealPresence Resource Manager, Virtual Edition and RealPresence
Access Director, Virtual Edition, and those certificates must be exchanged before you can enable
this checkbox, or endpoint login will fail.

This guide doesn't cover this process, but it can be configured any time in the future for enhanced
security.

Edit Access Proxy

External IP address

== External listening port

LDAP Require client certificate from the remote endpoint

XMPP Internal IF address

TCP 5
I Verify certificate from internal serverl

Next hops

(@ *The next hop number range is 1 ~ 2.

® port: 443 o S'{}ttm:l Polycom Managemen -I

Next hop address: | 20.47.48.22

5 Click OK to restart the Access Proxy.

Confirm Dialog

Changing the configuration will restart Access Proxy. Do you want to continue?

L OK J[ Cancel I

6 The RealPresence Access Director, Virtual Edition is now configured.

Test the Solution

External participants should now be able to enter their email address information into the endpoint to
automatically discover the RealPresence Access Director, Virtual Edition’s IP address. Next, they should
be able to login using their Active Directory credentials and automatically receive the RealPresence
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Access Director, Virtual Edition Provisioning Profile, including the correct H.323 and SIP servers along
with the appropriate SIP URI and E.164 Number.

To test the solution:
1 Launch the RealPresence Desktop client.
2 Click Settings.

3 Enter your email address in the Email Address field and click Next.

RealPresence Desktop should automatically detect the public NATTED IP of the RealPresence
Access Director, Virtual Edition. If you didn’t add the DNS SRV Record, this step will fail, but the
Server field is editable and you can manually enter the public NATTED IP.

[ Foycom Faaresance Deskicp -

Passworc: [ETTITTT T

| Remember password

Skip Sign-in

esuser: CN=Access Directes, OU=Access Director, O=Polycom, L=5an
ke, 5=Cabfornia, C=US

Version: 3

rrrrr aSiity: 8/8/2013 4:43:42 AM) theough B/S/2014 44942 AM

Do youwant to trust a7

.:nl He

5 Test the call functionality for multipoint and point-to-point calls:

> To verify multipoint calls, dial into one of the VMRs you created earlier using either the SIP or
the H.323 protocol.

> To verify point-to-point calls, browse the directory and start a video call with another person who
is connected to one of the internal Sites.

All endpoints connecting through the RealPresence Access Director, Virtual Edition will be associated
with the RealPresence Access Director, Virtual Edition Site and contain the RealPresence Access
Director, Virtual Edition’s IP address.

To verify the endpoint connection:

» Login to the RealPresence Resource Manager, Virtual Edition web interface and navigate to
ENDPOINT >Monitor View to see the endpoint connection.
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rurer | . [ - RCATSTT

Status Mode Name Model IP Address Dial String Site Owner

“w 4 f -~ useritestRP-Deskiop Polycom RealPresence De: 10.47.53.6 tuseri@u RPAD testuseri

At this point, connecting from the Internet should provide the same functionality as connecting from
the LAN.

You can modify the Site-Links on the RealPresence Resource Manager, Virtual Edition if you want to
block calls from the RealPresence Access Director, Virtual Edition to one of the other Sites like Austin or
Westminster. To do this, simply delete the Site-Link between the RealPresence Access Director, Virtual
Edition and Site you want to block.

Unregistered Endpoint Dialing

You also need to test B2B and B2C scenarios where endpoints don’t have credentials to register. The
RealPresence Access Director, Virtual Edition is configured to allow SIP guests to dial into a Virtual
Meeting Room (VMR).

The last test is to confirm that unregistered SIP endpoints are able to dial into a VMR.
To test unregistered SIP guest connections:

1 From the RealPresence Desktop client, click Logout.

2 Click Settings, and on the login screen, click Skip Sign-In.

3 Click Settings again and navigate to H.323 and uncheck Gatekeeper Registration.

Oc Settings

Sign In

‘ J‘ Enable H.323 Calls

General

‘ Gatekeeper Registration
Call Rate

H.323

4 Click SIP and uncheck SIP Registration. Click OK.

Qo Settings

Sign In
| w/| Enable SIP Calls

General

| | SIP Registration

Call Rate

Transport Protocol:  TCP
H.323

SIP

5 Enter the dial string in the format of VMR@PubliclPaddress and click Call.
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765001@140.242.10. €@

If the external SRV record is in place, guests can dial using the DNS address instead of the public
IP address: VMR@video.company.com.

Summary

The RealPresence Access Director, Virtual Edition is now configured, but as is the case with the other
chapters, this solution guide provides only an example of a basic configuration. There are more
configuration options available to enhance the features and functions available through the RealPresence
Access Director, Virtual Edition. For example:

Federate divisions or enterprises by connecting a SIP trunk or H.323 neighbored gatekeeper
Modify the port range that is open on the firewall

Configure RealPresence Access Director, Virtual Edition to use two IPs, one for the LAN side and
one for the WAN side

Configure two RealPresence Access Director, Virtual Editions to provide a tunneled solution
through the firewall

Modify rules to allow H.323 Guests to connect to RealPresence Access Director, Virtual Edition

Exchange certificates with the RealPresence Resource Manager, Virtual Edition to enhance
security
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Advanced Features

Polycom RealPresence Platform, Virtual Edition offers some advanced configuration and feature support
for the four RealPresence Platform, Virtual Edition applications.

High Availability

Polycom RealPresence Platform hardware appliances differ from their VMware counterparts in how they
provide or support High Availability (HA).

Polycom High Availability Support

Polycom RealPresence Platform hardware appliances offer the following options for HA:

RealPresence DMA and RealPresence Resource Manager provide inherent local redundancy.

> RealPresence DMA superclustering allows for RealPresence DMA resiliency and also supports
a mix of hardware appliances and software instances.

RealPresence Access Director does not inherently provide redundancy at this time, but it is a
committed feature for the hardware appliance in the future.

RealPresence Collaboration Server does not have an inherent mechanism for local failover;
however, RealPresence DMA is able to provide resiliency via its bridge virtualization feature.

VMware High Availability Support

Polycom RealPresence Platform, Virtual Edition software instances offer the following options for HA:

RealPresence Resource Manager, Virtual Edition and RealPresence Access Director, Virtual
Edition support the use of the VMware High Availability (HA) feature which can protect against host
failures in a VMware cluster (analogous with a server hardware failure).

> Only basic Host Monitoring is supported.

> Polycom does not support additional VM Monitoring, App Monitoring, or VMware Fault
Tolerance (FT) features.

RealPresence DMA, Virtual Edition does not support VMware HA at this time, but it is being
considered as a feature in the future.

RealPresence Collaboration Server, Virtual Edition does not support VMware HA for host failures;
however, RealPresence DMA is able to provide resiliency via its bridge virtualization feature.

It is beyond the scope of this documentation to discuss various parameters of the VMware HA feature set.
A VMware administrator must ensure that the environment can tolerate and give priority to Polycom
RealPresence Platform, Virtual Edition products during host failures.
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Backup, Upgrade, and Restore

RealPresence DMA, RealPresence Resource Manager, and RealPresence Access Director provide
backup, upgrade, and restore capabilities within the hardware appliances—the VMware versions support
the same procedures as the hardware appliances. RealPresence Collaboration Server, Virtual Edition
provides backup and restore capabilities using the VMware utilities, but upgrading requires a side-by-side
upgrade process in conjunction with the inherent VMware utilities.

Polycom does not currently recommend VMware capabilities such as Snapshots or Cloning to provide
backup/restore features for Polycom RealPresence Platform, Virtual Edition components; however,
shapshots may provide a means to return to the instance for upgrade scenarios.

Note: VMware Snapshot

After a VMware Snapshot is taken, any data or configuration changes after the Snapshot will be lost.

To upgrade RealPresence DMA, Virtual Edition, RealPresence Resource Manager, Virtual Edition,
and RealPresence Access Director, Virtual Edition:

1 Backup the system using the inherent VMware Backup Utility.
2 Take a VM Snapshot for rollback.

3 Upgrade the system using the inherent VMware upgrade facility. You can obtain the upgrade file
from support.polycom.com.

4 Restore the system using the inherent VMware Restore Utility.
To upgrade RealPresence Collaboration Server, Virtual Edition:
1 Note the current instance UUID.
Backup the system using the inherent Backup Utility

Power down the system.

2

3

4 Install the new VM instance using the updated OVA file.

5 Modify the UUID of the new instance to match that of the old instance.
6 Enter the original CFS activation key into the new instance.

7

Use the inherent Restore Utility to migrate the configuration from the old instance to the new
instance.

For a complete description of the upgrade process, please refer to the individual guides and release
notes for the Polycom RealPresence Platform, Virtual Edition application being upgraded.

Hardware to Software Migration

Polycom does not currently support hardware appliance to virtual edition migrations. It is a future
consideration at this time.
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Appendix A: RealPresence DMA, Virtual
Edition Setup Worksheet

Before you begin your RealPresence DMA, Virtual Edition system setup, fill out the applicable fields in the
My System Values column of the following worksheet.

Caution: Appliance vs VM Network Configuration

Network configuration of an appliance (hardware-based) DMA system involves options and settings
not relevant in a virtual deployment, including dual-server configuration and split management and
signaling networks. Although those settings are present in the DMA management interface’s
Network Settings page, they must not be used in a VM deployment. They are clearly identified in the
following worksheet.

Table 10: RealPresence DMA, Virtual Edition Setup Worksheet

Configuration Information My System Values Description

System IP type Specify whether the system should support
IPv4, IPv6, or both. If both, complete all the
IP address information below. If only IPv4 or
IPv6, complete only the corresponding fields

below.

System server configuration One server configuration VM deployments must be single-server
systems.

System split network setting Combined network interfaces VM deployments must combine the system’s

management and signaling interfaces.

Server 1 Only the Server 1 settings are used for VM
deployments.

Management host name Local host name of the Polycom DMA
server’'s combined interface.

Host names may contain only letters,
numbers, and internal dashes (hyphens), and
may not include a domain. The reserved
values appserv* and dmamgk-* may not be
used for host names.

The host name is combined with the domain
name specified under General System
Network Settings to form the fully qualified
domain name (FQDN).

Management IPv4 Static, physical IP address for the server's
combined interface.

Management IPv6
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Configuration Information My System Values

Description

Signaling IPv4 Not used for VM deployments.
Signaling IPv6
Server 2 These settings are not used for VM

deployments.

Shared Management Network Settings

In the combined network configuration
required for VM deployments, users
accessing the management interface are on
the same network as endpoints and other
devices communicating with the DMA
system, and these settings are used for both
management and signaling.

Virtual management host
name

For a two-server system or a single-server
system in IPv6-only mode, the local host
name of the virtual management host. Not
used for a single-server system with 1Pv4
enabled.

Host names may contain only letters,
numbers, and internal dashes (hyphens), and
may not include a domain. The reserved
values appserv* and dmamgk-* may not be
used for host names.

The host name is combined with the domain
name specified under General System
Network Settings to form the fully qualified
domain name (FQDN).

Virtual management IPv4

Virtual management IPv6

For a single-server system in IPv6 only
mode, the IP address(es) of the virtual
management host. Not used for a single-
server system with IPv4 enabled.

Subnet mask

IPv4 network mask that defines the
subnetwork of the system’s management
interface.

IPv6 prefix length

IPv6 CIDR (Classless Inter-Domain Routing)
prefix size value (the number of leading 1 bits
in the routing prefix mask) that defines the
subnetwork of the system’s management
interface.

IPv4 gateway

IP address of the gateway server used to
route network traffic outside the subnet.

Auto-negotiation

Yes or no. If no, indicate speed and full or
half duplex.

Note: Auto-negotiation is required if your
network is 1000Base-T.
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Configuration Information My System Values

Description

LAN Security
Settings
Enable 802.1x

These settings are not used for VM
deployments. Do not select Enable 802.1x.

Shared Signaling Network Settings

These settings are not used for VM
deployments. Combined network
configuration is required, so all traffic
(signaling and management) uses the
management network settings.

General System Network Settings

DNS search domains

Space- or comma-separated list of fully
qualified domain names to query on the DNS
servers to resolve host names (optional). The
system domain is added automatically; you
don't need to enter it.

DNS 1

IP address of the primary Domain Name
System server. At least one DNS server is
required.

Your Polycom DMA system must be
accessible by its host name(s), not just its IP
address(es), so you (or your DNS
administrator) must create A (address)
resource records (RRs) for IPv4 and/or AAAA
records for IPv6 on your DNS server(s).
A/AAAA records that map each physical host
name to the corresponding physical IP
address and each virtual host name to the
corresponding virtual IP address are
mandatory.

DNS 2

IP address of a second DNS server (optional,
but recommended).

DNS 3

IP address of a third DNS server (optional).

Domain

The domain for the system. This is combined
with the host name to form the fully qualified
domain name (FQDN). For instance:

Host name: dmal
Domain: callservers.example.com
FQDN: dmal.callservers.example.com
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Configuration Information My System Values Description

Signaling DSCP The Differentiated Services Code Point value
(0-63) to put in the DS field of IP packet
headers on outbound packets associated
with signaling traffic.

The DSCP value is used to classify packets
for quality of service (QoS) purposes. If
you’re not sure what value to use, leave the
default of 0.

Management DSCP The Differentiated Services Code Point value
(0-63) to put in the DS field of IP packet
headers on outbound packets associated
with management traffic.

The DSCP value is used to classify packets
for quality of service (QoS) purposes. If
you’re not sure what value to use, leave the
default of 0.

Default IPv6 gateway The IPv6 gateway’s address and the
interface used to access it, generally ethO,
specified as:

<IPv6_address>%ethO

Default IPv4 gateway Not used for VM deployments, which must
combine the system’s management and
signaling interfaces and thus have only one
IPv4 gateway specified.

System Time

Time zone Time zone in which the system is located.
We strongly recommend selecting the time
zone of a specific geographic location (such
as America/Denver), not one of the generic
GMT offsets (such as GMT+7).

If you really want to use a generic GMT offset
(for instance, to prevent automatic daylight
saving time adjustments), note that they use
the Linux/Posix convention of specifying how
many hours ahead of or behind local time
GMT is. Thus, the generic equivalent of
America/Denver (UTC-07:00) is GMT+07, not
GMT-07.

NTP server #1 IP address of the primary NTP time server.
Use of time servers is strongly
recommended. All the devices in your video
conferencing deployment should use the
same time servers to avoid potential
problems caused by time differences among
devices.
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Configuration Information My System Values Description

NTP server #2 IP address of a second NTP time server
(optional, but strongly recommended).

NTP server #3 IP address of a third NTP time server
(optional, but strongly recommended).

Routing Configuration Special routing rules are generally not
needed in the combined network
configuration required in VM deployments,
where users accessing the management
interface are on the same network as
endpoints and other devices communicating
with the DMA system; the operating system’s
underlying routing configuration is generally
sufficient.

If you aren'’t sure, consult the appropriate IT
staff or network administrator for your
organization.

Destination host/network The IP address of the destination network
host or segment.

Prefix length The CIDR (Classless Inter-Domain Routing)
value that, together with the destination
host/network address, defines the subnet for
this route.

For IPv4, a prefix length of 24 is equivalent to
specifying a subnet mask of 255.255.255.0.
A prefix length of 16 is equivalent to
specifying a subnet mask of 255.255.0.0.

Interface Specify the interface for this route. In the
combined network configuration required in
VM deployments, this is ethO.

Via IP address of router for this route. Optional
and only needed for non-default routers.
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Appendix B: RealPresence Resource
Manager, Virtual Edition Setup

Worksheet

Before you begin your RealPresence Resource Manager, Virtual Edition system setup, fill out the
applicable fields in the My System Values column of the following worksheet.

Table 11: RealPresence Resource Manager, Virtual Edition Setup Worksheet

Configuration
Information

My System

Factory-Set

Default Values

Description

System Network Settings (from Admin > Server Settings > Network)

System Name

PLCM_RPRM

System name of the RealPresence
Resource Manager system.

Can be up to 32 characters long; dashes
and underscores are valid characters.

DSCP Marker

Allows the administrator to configure the
Quality of Service level of the
RealPresence Resource Manager.

Set the level between 0-63.

IPv6 Address

IPv6 global address

IPv6 Default Gateway

The IPv6 address of the gateway
server/router. For IPv6 networks only.

IPv6 Link Local Address

Read-only field. The RealPresence
Resource Manager system generates a
value for this field when IPv6 is enabled.

IPv4 Address

192.168.1.254

Static, physical IP address for the system
server on an IPv4 network.
192.168.1.254 is the default value that
needs to be changed according to your
own network.

IPv4 Subnet Mask

255.255.255.0

Network subnet mask of the system
server. For IPv4 networks only

IPv4 Default Gateway

192.168.1.1

IP address of the gateway server/router.
For IPv4 networks only.

192.168.1.1 is the default value. You
need to change this to match the gateway
IP for your network
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Configuration My System Factory-Set Description
Information Values Default Values
DNS Domain This is the DNS domain name suffix for

the network in which the domain name
server and the system server reside. For
example polycom.com, not the fully
qualified path of

<hostname>.polycom.com.

Preferred DNS Server

IP address of the domain name server.

Alternate DNS Server

IP address of an alternate domain name
server. Must be in the same IP address
format as the preferred DNS server.

Enable 802.1.x

Disabled

Enable 802.1.x if your network requires
this type of authentication. 802.1.x is
required in maximum security
environments.

User Name

The user name for the 802.1.x account.

Password

The password for the 802.1.x account

Confirm Password

Confirm the password for the 802.1 x
account.

Key Management
Protocol

Select the appropriate Key Management
Protocol for your environment.

EAP Method

Select the appropriate EAP Method for
your environment.

Phase?2 Protocol

Select the appropriate Phase2 Protocol
for your environment.

System Time Information (from Admin > Server Settings > System Time)

System Time Zone

Current Date

Current Time

External NTP Server

IP address of external NTP time server
(optional).

Information Required for Polycom Customer Support (from Admin > Server Settings > Licenses)

Serial number

License number

Polycom, Inc.
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Appendix C: RealPresence Resource
Manager DNS/Certificate information

Set up DNS Host and Service Records

Before installing a RealPresence Resource Manager, Virtual Edition system, you should consider
configuring your DNS servers to:

e Resolve queries for the RealPresence Resource Manager system by host name.
¢ Resolve reverse lookup queries for the RealPresence Resource Manager system.

¢ Identify the RealPresence Resource Manager system as a service on the network.

The first function requires a DNS host record and optionally a reverse lookup pointer record. The second
function requires a DNS service record. The DNS should also have entries for your Active Directory
server, mail server, and gatekeeper.

DNS Host Record

To allow your DNS servers to resolve queries for the RealPresence Resource Manager system by host
name, you must enter a DNS host record in your DNS file. The format of this record depends on the
format of your network addressing.

¢ |f you use IPv4 addressing, enter a DNS A record in the required format.

e If you use IPv6 addressing, enter a DNS AAAA record in the required format.

To allow your DNS servers to resolve queries for the RealPresence Resource Manager, Virtual Edition
system by reverse lookup, you must enter a DNS pointer (PTR) record in your DNS file.

Service Record

To dynamically manage endpoints (which includes dynamic provisioning, dynamic software update, and
presence) right out-of-the-box, they must be able to automatically discover the RealPresence Resource
Manager, Virtual Edition system. This means you must add the DNS service record (SRV record) for the
RealPresence Resource Manager, Virtual Edition. The lookup key for this service record is
_cmaconfig._tcp.

To add the SRV record for RealPresence Resource Manager, Virtual Edition:

1 Right click on ucalab.polycom.com and select Other New Records...
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3 Enter the following information in the New Resource Record box and click OK:

> Service: _cmaconfig.
Protocol: _tcp
Priority: O

Weight: O

Port number: 443

Host offering this service: [your domain IP]

vV V VYV VY V
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The record will resemble the following: _cmaconfig._tcp.customerdomain.com 86400 IN SRV 0

0 443 Accessb.customerdomain.com.
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Appendix D: Pre-Stage Computer
Account for Active Directory Integration

To enable the Use Single Signon option, which allows endpoint users who are included in the Active
Directory (AD) to securely log into their dynamically-managed endpoint without typing in credentials, an
AD administrator must first pre-stage an AD machine account (“computer” account, not a “user” account)
for use by RealPresence Resource Manager, Virtual Edition. You can create the machine (computer)
account in any desired organizational unit (OU).

To pre-stage a machine account using the Microsoft Active Directory Users and Computers
Microsoft Management Console (MMC):

1 Open the MMC. Highlight the name of the RealPresence Resource Manager, Virtual Edition
instance you want to configure. In this example, the name is CMA4000.

2 Click on View, then select Advanced Features.
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e
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Computer
Computer
Computer
Computer
Computer
Computer

o /start J é

Enables/disables advanced Faatures and objects

=
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3 Click on the Security tab of the computer properties dialog box that opens. The machine account
object must have Reset Password and Write Account Restrictions permissions.

Polycom, Inc.

146



Polycom RealPresence Platform, Virtual Edition Solution Guide

4% Active Directory Users and Computers
o) B Ecbon Yew Wrdew el
e O@E i@ >*xFFEBR O IR VEE

5 ductive Drechory Users and O v 5 ol
£ Seved Queries.

Hsrre
= 5 pobvcomsppent irfo
:-FI 20 ki EL"""""

— N

1.

Gerwial | OpmategSptern | MembmOf |

=3 Computers if&_.n:,u Lecaor | ManagedBy | Obieet Securly |

N [ e
& (3 Oeman Cortoobers. | BIDEMOCAS 0 O L e

- (5] Ferskary " TG
j_:;r:;—cu:jﬂ ren i'{”ﬁ: £ Cont Fubichers [FOUTTOMSLFFORT Con Fubichers|
. ST ¥ it o $ . Ak
1] Miesalt Exe . i" . ﬂl:-:mw--:rr-'-ll"vL 100 S PO T oevasin. iy

I_I'_E

(0 HTDS Custas Bl ey ED Ertsiprne Adurs FOLYCOMSUPFOA T\ rissros Sdvns]

) Program Dsta Blpesorary| | €0 ENTERSRISE 0OMAN CONTROLLERS

= Srsoem Slrecessn | £ Evenone
# 1 ] Usars 5.5{.9:2,:,: - -
Sl eanrraric
Bl souzo0s
L IRERR = Parrapont b Evenore
Ty Hoers &
Rt Paiwacnd

Il

g

loooooo

iseant| | @& o [ nctive curectory user.. B «518,03 mim

4 Active Directory Users and Comput
<) Ble acion Wew Window Hebp
e O@ s XFER D AR BTYS D
* | oot [ 4 coorropertics  lE]

= @) polycomsupport.info .-;—
! _Immnt, =) CMA4000 Geneidl | OperstingSystem | MembecOf | Delegation |
:I"De“ces ’ =lcscass Locsion | MensgedBy | Obiect  Seculy | Distin
() Domain Controllers | SJ0EMOCAS | Grovp cruser
() ForeignecurityPrincy | SE3FTP-GOUDY e

Polycom, Inc.

.
&

“

& LostandFound

%5 (Z) Microsoft Exchange <
& NTDS Quotas

% ] Program Data

& System

B Users

d_'stat| e || <5 Active Directory User...

=) riER2-OHC
B webcast

€3] Cent Publishers POLYCOMSUPPORT\Cest Publishers) B
€3] Domain Adwmins (POLYCOMSUPPORT\Domain Admins)

m Entespase Adrmns [POLYCOMSUPPORT\E nterpase Adrming]

m ENTERPRISE DOMAIN CONTROLLERS

€7 Everyone
oo ..

Pemmissions for Everyone

Validated write 1o DNS host name
Validated write to service principal name
Read Account Restrictions

Write Account Restrictions

Read DNS Host Name Attributes

Wiite DNS Host Name Attributes

For special permissions of for advanced settings, Adyanced

oooooo|§

chek Advanced
0K | concel | aeew |

B v 5, tm



Polycom RealPresence Platform, Virtual Edition Solution Guide

4 From a command window on the Domain Controller, type:

net user <machine name>$ <Password>/domain

> <machine name>: RealPresence Resource Manager, Virtual Edition hame selected in the AD in

Step 1

<Password>: the desired temporary password to be used during integration

/domain: /domain (do not substitute with a domain name

SEDE

(221 5aved Queries

{&] Domain Controllers
[:l ForeignSecurityPrinci)
(2 LostandFound
+ Microsaft Exchange £
-2 NTDS Quatas
Program Data
System
Users

B 2E gifthva s

@ Active Directory Users and C ST TS |

Name _/ User Logon Name

Type

Description

E?phearson-xptﬁ

B cas000

B cscasa

= pemocas

= FTP-GOLDWFLITK4E

B GMs-sERvVER

gintwebcommander

=] 30HNSHRx 4100

= vproMLET2
HSDRSS20N0

@, Microsoft Windows [Uersion 5.2.37981
g (C> Copyright 1985-2883 Microsoft Corp.

g The command completed successfully.

IC:\Documents and Settings\tierZnsd>_

Comnputer
Compuker
Computer
Computer
Computer
Computer
Computer
Computer
Computer
Cnmni ke

I} = command Prompt !EI.

@. C:“\Documents and Settings:tierZnsd’net user CMA40085 Polycom! sdomain

#/start J anr J <) Active Directory Users a... "m Command Prompt

RealPresence Resource Manager, Virtual Edition will change its machine account password

immediately upon successful integration.

@

2 EB@ Y v

For more information on the net user command, see the Microsoft Knowledge Base.

You have now configured a machine account that you can use for integrated Windows

authentication.

5 Edit the properties of the machine account under the Delegation tab and select Trust computer
for delegation to any service.
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-\f Active Directory Users and Computers
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0 LostandFound

A Microsoft Exchange =
[ NTDS Quatas

(21 Program Data

(20 System
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Computers

MName /

ghphearsun-
= cvad000
B cscass

= pemocas
= Frp-couny
B Gs-sERvE
B intwebcomr
= 30HMSHRY!
B vEROMLEY
= yspr3s200
B hspsezon
B paTHHAYTC
B 52005
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Location | tanaged By | Object | Security | Diakin
General | Operating System I tember OF
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Delegation is a seourity-sensiive opsration, which allows services ta act on
behal of anather ussr

Do not tust this computer for delegation

% Trust this computer for delegation to any service (Kerberos onlyk
© Trust this computer for delegation to specified services only
1% (lse Kerheros anly
1) se any suthentication protacs]
Senvices tawhich this sccaunt can present delegated credentials:
| Part. | Service Na@ﬂ

Service Tupe ‘ User or Computer

4| | |
Hemave

[ Expanded Add..

Descripkion

o |

Cancel | Apply
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Appendix E: Workstation Requirements
for Connecting to RMX Administration
Interface

Installation Requirements

The Collaboration Server Web Client and RMX Manager applications can be installed in an environment
that meets the following requirements:

Minimum Hardware Intel® Pentium® I, 1 GHz or higher,1024 MB
RAM, 500 MB free disk space.

Workstation Operating System Microsoft® Windows® XP, Vista®, Windows® 7.
Network Card 10/100 Mbps.
Web Browser Microsoft® Internet Explorer® Version 7 or 8.

Requirements to note:

e Collaboration Server Web Client and RMX Manager are optimized for display at a resolution of
1280 x 800 pixels and a magnification of 100%.

.Net Framework 2.0 is required and will install automatically.

> If ActiveX installation is blocked please see the RealPresence Collaboration Server (RMX)
1500/2000/4000 Administrator’s Guide, "ActiveX Bypass” on page 20-55.

e Collaboration Server Web Client does not support larger Windows text or font sizes. It is
recommended to set the text size to 100% (default) or Normal in the Display settings in Windows
Control Panel on all workstations. Otherwise, some dialog boxes might not appear properly aligned.

> To change the text size, select Control Panel>Display.
¢+ For Windows XP, click the Appearance tab, select Normal for the Font size and click OK.
¢+ For Windows 7, click the Smaller - 100% option and click OK.

e When installing the Collaboration Server Web Client, Windows Explorer >Internet Options>
Security Settings must be set to Medium or less.

¢ |tis not recommended to run Collaboration Server Web Client and Polycom CMAD applications
simultaneously on the same workstation.

Microsoft Windows 7™ Security Settings

If Windows 7 is installed on the workstation, Protected Mode must be disabled before downloading the
software to the workstation.
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To disable Protected Mode:
1 Inthe Internet Explorer menu bar select Tools > Internet Options.
2 In the Internet Options dialog box, click the Security tab.

3 Clear the Enable Protected Mode checkbox for each of the following tabs:
> Internet
> Local intranet

» Trusted sites

| General | Security |Priuacy | Content I Connections I Programs | Advanoedl

Select a zone to view or change security settings.

@ & v 0O

Local intranet  Trusted sites  Restricted
sites

Internet

Sib
0 This zone is for Internet websites, i

except those listed in trusted and
restricted zones.

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
=) - Prompts before downloading potentially unsafe
content
- Unsigned ActiveX controls will not be downloaded

[FEnable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level

Reset all zones to default level

G ] [ oo

| General | Security |privacy [ content | connections | Programs | Advanced |

Select a zone to view or change security settings.

¢ & / ©®

Internet  [EIGUEREY Trusted sites  Restricted
sites

Local intranet
- .
This zone is for all websites that are

found on your intranet.

Security level for this zone
Allowed levels for this zone: Al

Medium-low

- Appropriate for websites on your local network
(intranet)

=) - Most content will be run without prompting you
- Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

["|Enable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level

Reset all zones to default level

Cancel Aoply
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| General | Security |privacy [ content | connections | Programs | Advanced |

Select a zone to view or change security settings.

- 2 =
g "L-. b4
Internet  Localintranet QEIEefElsy  Restricted
sites

e o
ites
4 This zone contains websites that you

W' trustnot to damage your computer or
your files.

Security level for this zone
Allowed levels for this zone: Al
Medium
- Prompts before downloading potentially unsafe

=) content
- Unsigned ActiveX controls will not be downloaded

["|Enable Protected Mode (requires restarting Internet Explorer)

Custom level...

After successful connection to Collaboration Server, you can re-enable the Enable Protected
Mode checkboxes for the following tabs:

> Internet

> Local intranet

Click OK to save the changes and close the Internet Options dialog box.

Internet Explorer 8 Configuration

When using Internet Explorer 8 to run the RealPresence Collaboration Server Web Client or RMX
Manager applications, it is important to configure the browser according to the following procedure.

To configure Internet Explorer 8:

1
2

Close all browsers running on the workstation.

Use the Windows Task Manager to verify that no iexplore.exe processes are running on the
workstation. If any processes are found, use the End Task button to end them.

Open Internet Explorer but do not connect to the MCU.

In the Internet Explorer menu bar select Tools > Internet Options.
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Internet Options
General |Security | Privacy | Content | Connections | Programs | Advancedl

Home page
l/? To create home page tabs, type each address on its own line.
A =
i http://www.polycom.col -

[ Use current ][ Use default ][ Use blank

Browsing history

1 \ Delete temparary files, histary, cookies, saved passwords,
¥ and web form information.

[] Delete browsing history on exit

Search
p Change search defaults.

Tabs

Change how webpages are displayed in

| tabs.

Appearance

[ Colors ][ Languages ][ Fonts ][ Accessibility ]

The Internet Options dialog box opens with the General tab displayed.

5 In the Browsing history section, click Delete....

The Delete Browsing History dialog box displays

D o]

[ Preserve Favorites website data

Keep cookies and temporary Internet files that enable your faverite
websites to retain preferences and display faster.

Temporary Internet files
Capies of webpages, images, and media that are saved for faster
viewing.

Cookies
Files stored on your computer by websites to save preferences
such as login information.

[] History
List of websites you have visited.

[] Form data
Saved information that you have typed into forms.

[7] Passwords
Saved passwords that are automatically filed in when you sign in
to a website you've previously visited.

["]InPrivate Filtering data

Saved data used by InPrivate Filtering to detect where websites may
be automatically sharing details about your visit.

About deleting browsing history

6 Enable the Temporary Internet files and Cookies checkboxes.

7 Click Delete.

The Delete Browsing History dialog box closes and the files are deleted.

8 In Browsing history section of the Internet Options dialog box, click Settings.
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Insermet Opticns
[ Genrdl | Security | Frivacy | Content | Connections | Frograms | Advanced

e page

o remte horee: page tal, brixe each adkiress on its gwn e

Srowsing history

[0 Deete berprrary fles, Habiey, ecssiies, saved cuvsvmecrcs,
W) ard wed form nfoematon.

Delete beowang hetory on exit
[ ocete. | [ setwm |

Sewrch
() Change search defonits, [ setmge
'd
Tabs

Changs bow wekobges we degivedn | Setegs |

tatm. " .
Appeerance
[ coms | e | [ o | [ acomtiny

The Temporary Internet Files and History Settings dialog box displays.
9 Click View objects.

-
Temporary Internet Files and lislnm Setlings -—gl
Temporary Internet Files

| Internet Explorer stores copies of webpages, images, and media
for faster viewing later.

Check for newer versions of stored pages:
(7) Every time I visit the webpage
(7) Every time 1 start Internet Explarer
@ Automatically
©) Never
Disk space to use (8-1024MB) 50 =
(Recommended: 50-250MB)
Current location:

C:\Users\prians\AppDatal ocal MicrosoftiWindows\Temporary
Internet Files),

[ Move folder... ][ View objects ][ View files ]

History

Spedfy how many days Internet Explorer should save the list
of websites you have visited.

Days to keep pages in histary: 0 =

The Downloaded Program Files folder containing the installed program files displays.

10 Select the EMAClassLoader.dll file and press the Delete key on the workstation or right-click the
EMA.ClassLoader.dll file and click Delete.
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Create shortcut
Delete

Rename

Properties

Organize *  Includein library *  Sharewith +  Bum  New folder -
% Favorites Name Date modified Type Size
P Deskiop desktop.ini 1409752 AM  Configuration sett... 1KB
14 Downloads ([ EMA ClassLoaderdll [~ A dee AR AR A tins 376 KB
% Recent Places B FP_AX_CAB INSTALLE SRRl i 3,048 KB
%) ieatgpe.di Open with... 282KB
S Libraries i ieatgpe.nf 0| Soan ror et 1KB
[F Documents 57 JuniperEt.exe 394 KB
Add to archive..
o Music {] JuniperSetupClientIN § Addt" a;m':; Condetrar 1KB
Ly o "EMA ClassLoader.rar
=] Pictures [ JumpersetupClientoc oo il 74 KB
H videos ] suflash.inf B | Compres to "EMA el sodersar™ and emad 1ke
Restare previous versions
% Computer
Send to 3
€ Network Cut
Copy

11 Close the Downloaded Program Files folder and the Temporary Internet Files and History Settings

dialog box.

12 In the Internet Options dialog box, click OK to save the changes and close the dialog box.
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Appendix F: RealPresence Access
Director, Virtual Edition Setup
Worksheet

Before you begin your RealPresence Access Director, Virtual Edition system setup, fill out the applicable
fields in the My System Values column of the following worksheet.

Table 12: RealPresence Access Director, Virtual Edition Setup Worksheet

Configuration Information My System Values Description

Hostname The hostname of your system.

Hostname must begin with a letter and
contain only letters, numbers, and internal

hyphens.

DNS Address The IP address of the Domain Name Server
for the network to which your system
connects.

Domain Name The name of the domain in which your

system operates.
<Host Name>.<Domain>

IPv4 Address The static IPv4 address for your
RealPresence Access Directorm Virtual
Edition system.

For initial configuration, this is the IP address
for ethO. If your RealPresence Access
Director, Virtual Edition system server has
more than one NIC, you can configure the IP
addresses for ethl, eth2, and/or eth3 after
the initial configuration.

IPv4 Subnet Mask The IPv4 subnet mask for the network to
which your system connects.

IPv4 Default Gateway The default gateway for the network to which
your system connects.
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