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GETTING STARTED

You have just installed VISOR, the access control software. The different stages described in this
guide will provide you with all the information required to use the software.

Happy reading!

Vauban Systems




FIRST LAUNCH OF THE SOFTWARE

At first launch of the software, VISOR asked to select your language:

< Language selection

=)

Select language: English

Do not remind me again

Cancel

Select your language then press “OK". You can also check the box "Don’t remind me again” if you
don't want VISOR to ask you for the language at every launch.
If you want to display the choice of language at startup again, go to the "Tools" menu, "Preferences”

and check the "Request language at startup”.

If you want to create a new installation, click "Yes" when prompted.




INSTALLATIONS MANAGEMENT

After selecting your language, the following window appears:

Actions

Open
/A Add

Maodify

Delete

Save

“#* Restore
Migrate to SQL

e Help -

Select an installation or an action

This window allows you to:
- Open an existing installation

- Add a new installation

- Change the settings of an existing installation
- Delete an existing installation

- Save an existing installation

- Restoring a system from a backup file

- View the software help

+++++++++

- Start a remote support session

- Migrate an ACCESS database installation to a database SQL SERVER

ICREATING AN INSTALLATION

From the previous window, click "Add".

< New installation ﬁ
.’ Installation type selection
‘ L ’
! - What type is your installation?
@ Single-station installation (Access database)
() Cliert/server installation: server station (SGL Server database)
() Cliert/server installation: client station (SQAL Server database)
Ned | [ Cancel

In this window, select the type of installation:




If you are only using one PC:

+ Select "Single-station installation (Access database)".

If you are using several PCs:

#+ Ifyouareinstalling VISOR on the server station, select "Client/server installation: server

station (SQL Server database)".
Caution: the server station must always be left on.

#+ Ifyouareinstalling VISOR on a client station, select "Client/server installation: client

station (SQL Server database)".

Click “Next".

SINGLE-STATION INSTALLATION (ACCESS DATABASE):

-
< Mew installation

' Database location
>

Logo

‘ MName of your installation:

' MNew installation 1
Database location:
‘\. C:\Program Data"Vauban Systems'\isor'Installations

o s

Back || Net |[ Cancel

From this window:
+ Specify the name of your installation

+ Specify the location of the database. You can use the button L] to display the file system
of your computer. The default directory is in the “ProgramData” folder of Windows. Be
careful if you change this folder, make sure VISOR has access rights to read and write oniit.

+ Change the image of the installation. To do this, click the “Edit” button.



CLIENT/SERVER INSTALLATION : SERVER STATION (SQL SERVER DATABASE) :

< Mew installation &J
. Database location
‘ Name of your installation: Logo
g

' New installation 1 g
Database location:
=

Database name:

N

VISOR Use Windows service
Puthertication mode: [ User web server
Windows authentication - ]
Back || Net |[ Cancel

From this window:
+ Specify the name of your installation

4 Specify the path to your SQL Server. You can use the button [ to display the list of the
SQL servers on your network.

+ Specify the name of your database (default is “VISOR")

+ Specify the authentication mode of your SQL Server (Windows authentication - using the
user of the Windows session currently opened on the computer - or SQL authentication -
using the login “sa” or another and the password defined during the installation of the SQL
Server instance). If you do not have a Windows domain and / or the user of the currently
opened Windows session is not allowed on the database, use SQL Authentication.

+ Specify to use the Windows service: This allows to close the computer Windows session
while maintaining active the dialogue with the units (eg the use of global anti-pass-back
between several units, online automation, management of Galaxy HoneyWell units -
Additional license required in this case - VISORWeb). If you use the Windows service, using
SQL authentication is mandatory.

+ Specify to use VISORWeb if it is installed on your computer. In this case, using the Windows
service is mandatory.

+ Specify the image of the installation. To do this, click the “Edit” button.



CLIENT/SERVER INSTALLATION : CLIENT STATION (SQL SERVER DATABASE) :

< Mew installation &J
. Database location
‘ Name of your installation: Logo
g

' Mew installation 1| ‘
Database location:
=

Database name:

WISOR

Authentication mode:

Windows authentication -

N

Back || Ne¢ |[ Cancel

From this window:

#+ Specify the name of your installation

+ Specify the path to your SQL Server. You can use the button|  to display the list of the
SQL servers on your network. Warning, if you want to access a remote SQL Server instance
(eg VPN or NAT rule), scanning the server will not work. You must then specify the path to
your database as follows: IPAddress,Port (eg 192.168.1.1,1433).
Specify the name of your database (default is “VISOR")
Specify the authentication mode of your SQL Server (Windows authentication - using the
user of the Windows session currently opened on the computer - or SQL authentication -
using the login “sa” or another and the password defined during the installation of the SQL

+ +

Server instance). If you do not have a Windows domain and / or the user of the currently
opened Windows session is not allowed on the database, use SQL Authentication.
+ Specify the image of the installation. To do this, click the “Edit” button.

Click “Next".



INSTALLATION POSTE SERVER (BASE DE DONNEES ACCESS OU SQL SERVER):

-

< New installation lél “7 7
.ﬂ Reader type
g '

! - Do you know what type of reader is used?
@ Mo, | will corfigure it later
() Yes, | use the following type of reader:
Wiegand -

Back |[ Ne¢ | [ Cancel

From this window, if you have the same type of reader for all your access, check the option “Yes, |
use the following type of reader” and select your type or reader in the list. This will prevent you to set
the type of reader for all units and extension modules of your installation.

Click "Next".

-
< New installation

[

~
LT

3

Confirmation

Creation of new installation:

Creating installation: New installation 1
Path: C:\ProgramData‘\Wauban Systems\Visor'installations
Single-station installation {Access databaze)

o

Check all the information based on your previous settings and click "Confirm".

If the Windows service is used, a message will appear asking you to restart it. Then click on "Yes"

when prompted.

WWW.VAUBAN-SYSTEMS.FR
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CHANGING THE SETTINGS OF AN EXISTING INSTALLATION

From the installation management window, select your installation and click “Edit".

INSTALLATION WITH AN ACCESS DATABASE:
IrJ—"?:{ Mew Installation 1 M1

Name: lcon

Mew Installation 1 5
Access path:
C:\ProgramData"Vauban Systems'\Visa B

] Default installation

ok | [ cancel |

e . From this window:

+ Specify the name of your installation. Remember that this will not change the name of the
folder used for your installation.

+ Specify the path of your installation. Note: ensure the installation folders are present in the
new path before applying this modification.

+ Activate the default installation: at the start of VISOR, the default installation will start
automatically after 30 seconds if no action is taken within this time.

+ Change the image of the installation. To do this, click the “Edit” button.

INSTALLATION WITH A SQL SERVER DATABASE:
Ir«-"?:{ MNew Installation 1 Mw

Name: lcan
Mew Installation 1 5
Access path:

] Default installation

Client station:

[Senrer station hd ]
Database name:

WISOR

Authentication mode:

Windows authentication -

<7
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From this window:
4 Specify the name of your installation

Specify the path to your SQL Server. You can use the button L) to display the list of SQL
servers on your network.

Activate the default installation: at the start of VISOR, the default installation will start
automatically after 30 seconds if no action is taken within this time.

Indicate the type of installation from the choices Server station, Server station with
Windows Server service, Client station.

Enter the name of your database (default is “VISOR")

Specify the authentication mode of your SQL Server (Windows authentication - using the
user of the Windows session currently opened on the computer - or SQL authentication -
using the login “sa” or another and the password defined during the installation of the SQL
Server instance). If you do not have a Windows domain and / or the user of the currently

++ + + +

opened Windows session is not allowed on the database, use SQL Authentication.

+ Specify to use VISORWeb if it is installed on your computer. In this case, using the Windows
service is mandatory.

+ Change the image of the installation. To do this, click the “Edit” button.

Click "OK" to confirm the changes. If the Windows service is used, a message will appear asking you
torestartit. Then click on "Yes"” when prompted.

REMOVING AN EXISTING INSTALLATION

From the installations management window, select the installation to remove and click “Delete”.

r B
Confirmation —

Confirm the deletion by clicking “Yes".
When a SQL Server database is used, you will be prompted to confirm the deletion of the database
onyour SQL instance. Click "Yes" if you are sure to delete the database.

If the Windows service is used, a message will appear asking you to restart it. Then click on “Yes"
when prompted.

Caution: Deleting will automatically destroy all data on your computer according to the selected
installation. Reading the parameters from our units is impossible, so this operation is irreversible.
Make sure you have a backup before performing this operation.




SAVING AN EXISTING INSTALLATION

From the installations management window, select the installation to save and click “Save”.
Choose the location of the backup file and click “Save".
Enter the password of the administrator of your installation and click "OK".

Make sure you have write access rights to the selected location.

RESTORING AN INSTALLATION

From the installations management window, click "Restore."
Select the file to be restored in ZIP format and click “Open”.

RESTORING AN INSTALLATION USING A SQL DATABASE:

Name: lcon i
Mew installation 1 5
Access path:
=)

] Default installation

Client station:
[Senrer station - ]

Database name:

VISOR

Authentication mode:

Windows authertication -

From this window:

+ Specify the name of your installation
Specify the path to your SQL Server. You can use the button [ to display the list of SQL
servers on your network.
Activate the default installation: at the start of VISOR, the default installation will start
automatically after 30 seconds if no action is taken within this time.
Indicate the type of installation from the choices Server station, Server station with
Windows Server service, Client station.
Enter the name of your database (default is “VISOR")
Specify the authentication mode of your SQL Server (Windows authentication - using the
user of the Windows session currently opened on the computer - or SQL authentication -

++ + + +

using the login “sa” or another and the password defined during the installation of the SQL
Server instance). If you do not have a Windows domain and / or the user of the currently
opened Windows session is not allowed on the database, use SQL Authentication.

DG
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+

Specify to use VISORWeb if it is installed on your computer. In this case, using the Windows
service is mandatory.
Change the image of the installation. To do this, click the “Edit” button.

MIGRATING AN EXISTING ACCESS DATABASE INSTALLATIONTO A

SQL SERVER DATABASE

From the installations management window, select the Access database installation to migrate to
SQL Server, then click “Migrate to SQL".

The following message appears:

- =)

1

I.-"'_"\-. It is recommended to make a backup before migrating. Do you want to
V' continue the migration?

If you have not save your installation, click “No". Perform your backup (see previous section) and
then try again. Otherwise, to start the migration, click “Yes".

Name: lcon H
Mew installation 1 5
Access path:
)

] Default installation
Client station:

Server station

Database name:

WISOR
Authentication mode:

Windows authentication - t

From this window:

+

++ + + +

Specify the name of your installation

Specify the path to your SQL Server. You can use the button [ to display the list of SQL
servers on your network.

Activate the default installation: at the start of VISOR, the default installation will start
automatically after 30 seconds if no action is taken within this time.

Indicate the type of installation from the choices Server station, Server station with
Windows Server service, Client station.

Enter the name of your database (default is “VISOR")

Specify the authentication mode of your SQL Server (Windows authentication - using the
user of the Windows session currently opened on the computer - or SQL authentication -

DG
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using the login “sa” or another and the password defined during the installation of the SQL P

Server instance). If you do not have a Windows domain and / or the user of the currently
opened Windows session is not allowed on the database, use SQL Authentication.

+ Specify to use VISORWeb if it is installed on your computer. In this case, using the Windows
service is mandatory.

4 Change the image of the installation. To do this, click the “Edit" button.

Click "Migrate to SQL" to start the migration.

OPENING AN EXISTING INSTALLATION

From the installations management window, select the installation to open, then click "Open”.

P

Login as:

Administrator

From this window, select the manager.
If the selected manager has protected his session with a password, enter it.

Click "OK".

FIRST OPENING OF AN INSTALLATION:

If you open an installation for the first time, VISOR will ask you to enter the password for the
Administrator manager as follows:

F B
<4 Password change M

New passwond:

Corfim password:

ok ][ Cancel

If you do not want to protect the Administrator with a password, click "OK". Otherwise, enter the
password, confirm it and click “OK".

We recommend to enter a password to the Administrator Manager because this manager has
unrestricted access to the software functions.

.4
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MANAGING THE MENUS

= Visor - Nouvelle nstallsbion 1

ity level || Administrator | Visor U

==~
- [P - Bl
o Add
Toolbar
Installation -
status ﬁq VAUBAN ortcuts
Q " SYSTEMS
Additionnal list of
events
Status bar

This window provides several menus for using the software. Throughout this technical guide, you will

receive all the information needed for getting started with the VISOR software.

ITHE TOOLBAR

() m -
OOTechnical - @B o les and access groups - *ﬁ Users - " Events - -= Maps - Administration -
o "0 . o

This toolbar represents all the functions of the software:

+

4+

Technical: display all system configuration and status of each security element (units,
extension modules, readers, ...)

Schedules and access groups: management of user's access rights, users access schedules
but also free access (open maintained doors), holidays and special days (not holidays but
different access times from usual hours)

Users: management of users accessing the facility and their identifiers (cards, transmitters,
codes...), listing tool (creating custom lists of users based on many customizable filter lists),
calculating the time of attendance, and display of user’s current location.

Events: Display of events occurring in the facility and history tool (creating custom events
list depending on many customizable filter lists)

Overview: Creating an interactive map of the facility to view and control the status of
various elements graphically

Administration: Management of the Managers allowed to access VISOR software and
visualization of their logs

To show or hide the toolbar, click the "Display” menu and then “Toolbar".

D,
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Tip: To hide this bar each time you start VISOR, go to the" Tools”menu, " Preferences”,
“Configuration” tab and uncheck the “Display toolbar on startup”. a. ;

TUS

\5/ Active installation

This status allows you to easily know the global status of the equipment of your installation. The
statuses can be:

+ Nominal Installation: No fault of the equipment. The system is working properly.

+ Check dongle: No fault of the equipment. However, no dongle is detected which means that
no updates and no collection of events can be done. This error can occur if you use more
than 2 readers on your system and no unit is equipped with a dongle.

# Check status of equipment: At least one device is not connected properly. In this case,
open the equipment status from the "Technical" menu, "State of equipment" and check the
status of all equipment. At least one of them must be connection failure or disconnected.

+ Main station disconnected: In case of a client / server installation, ensure that VISOR or
VISOR service is launched on the server. If this status is displayed, no unit update or event
collection is possible.

4 Database access problem: the database is no longer available. Restart VISOR and make
sure the database is functional.

4 Check status of equipment (no dongle detected): At least one device is not connected
properly. In this case, open the equipment status from the "Technical" menu, "Equipment
status" and check the status of all equipment. At least one of them must be in connection
failure or disconnected. Furthermore no dongle is detected. Very often, this status appears
when the unit with the dongle is disconnected. Check its status.

+ Time attendance exceeded: a maximum attendance period has been defined for a specific
zone and a user has exceeded that time allocation.

ITHE ADDITIONAL LIST OF EVENTS

Evenements | Présence Close

Date Type Provenance Identifier Last name First name:

Two information can be displayed:
4+ Eventlist

This list displays all events that occurred on your installation since the start of VISOR. It is always
empty on the software startup.
+ List of exceeded attendance times

This list displays information pertaining to exceeded attendance times per zone

To close this list, click the "Close" button.

<7
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To view or hide this list, click on "Display" and then "Event List".

Tip: To hide the list each time you start VISOR, go to the “Tools"”menu, "Preferences”,
"Configuration” tab and uncheck the "Display events list”".

ITHE STATUS BAR

Security level 1 | Adrministrator | Visor LIGHT | Acthve installation |® Sounds enabled |

From this bar, you can:
+ Check the security level of your installation. To change it, click it and press “OK"

—
= Security level ﬁ

Select the cument securty level:
@ Securty level 1
() Security level 2

) Securty level 3

[ ok ][ Ccance

e

Check the name of the current session manager

Check the Software License Version (maximum number of readers allowed)
Check the status of the equipment in your system (see Installation Status above)
Enable or disable the sounds played on each received event.

++++

Tip: To turn off the sounds each time you start VISOR, go to the "Tools"menu, "Preferences”,
"Configuration”tab and check the "Disable sounds on startup”

To show or hide this bar, click the "Display” menu and then "Status Bar".

THE SHORTCUTS AND THE REMOTE CONTROL

THE SHORTCUTS

Shortcuts allow you to use a software function with a single click.
To show or hide the shortcuts, click the "Display" menu and then "Shortcuts”. To hide the shortcuts,
you can also click the "Close" button.

Tip: To hide the shortcuts each time you start VISOR, go to the "Tools”menu, "Preferences”,
"Configuration”tab and uncheck the "Display shortcuts on startup”.

For more information, see "Shortcuts".
DG
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THE REMOTE CONTROL P

" ~
<% New installation 1 &J
Display
4 Acknowledge .4

This window allows you to use different shortcuts and see events scrolling.

To display this window, right click on the icon <4 next to Windows time and click “Display".
From the "Display” menu, you can choose to view shortcuts and / or events.

You can browse the events by clicking on the right and left arrow and choose to make disappear the
event from the list by clicking the "Acknowledge".

To show or hide theicon, < click the “Display" menu and then "Remote Control".

Tip: To hide this icon each time you start VISOR, go to the “Tools"menu, "Preferences”,
"configuration”tab and uncheck the "Display remote control window on startup”.

ITHE FILE MENU

-
2 Visor - Mew installation 1

File | Display Tools Win

Save
Change password
Close session

Quit

ST TSI

From this menu, you can:
#+ Save yourinstallation on your PCin ZIP compressed format. Please note that this operation

is not possible in case of using the Windows service. In this case, use the backup menu from
the installations management window, or use the automatic backup ("Tools" menu,
"Preferences").

Change the password of the current session manager.

Close the session without leaving the application.

Exit the application

++ +

<7
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THE DISPLAY MENU

< Visor - New installation 1

[ <]

File | Display | Tools  Window

toolbar
Status bar
Event list
Shortcuts

Remote control

From this menu, you can:
Show or hide the toolbar

Show or hide the status bar

Show or hide the shortcuts

+++++

THE TOOLS MENU

Show or hide the additional list of events (at the bottom of the main window)

Show or hide the VISOR icon in the Windows toolbar to display the Remote Control window.

< Visor - New Installation 1

el i S,

File  Display

Tools | Windows Updates

Event configuration

QOOTechnil

J Active

Favourites

Badge printing templates
Module management
Company management
Autematic import

Automatic export
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Event configuration

r 5
< Event settings [é]
Quick search:
|
Select all Unselect all
Evert . | Configuration:
« Acmoviodoe
|dentifiant suspendu Acknowledgs No
= Reasons
Idertifiant volé Authorize other reason Mo
Identifiant hors site 4 Aerts
" — Send and e-mail No
Identifiant hors distibuteur i Audio
|dentifiant non attribué Sound = Enabled
Echec authentffication 4 Colour
Text Colour Il 000
Utilisateur accepté 4 Display events in
Attente code The: list Yes
. ; ; The additional list Yes
Uilisateur interd The remote control winde Yes
Ltilisateur déja entré The overview Yes
|tilisateur déja sorti 4 Name
" — Name Identifiant inconnu
Ltiliszteur invalide sur la porte 4 P ts
Ltilisateur hors plage MNumber of days 365
Porte vemouillés
Viéhicule non détecté Addttional information
Groupe interdit Mo field available
Code Emoné
Clavier bloqué - Default configuration I I QK I l Cancel

In this window, you can:

o)

+++++

Perform a quick search for an event by entering part of the event name.

Order the events in alphabetical order by pressing | Evert a3

Select or deselect all events with a single click.

See and change the configuration for one or more events.

Set the events in their default configuration

Set an additional information field used for events (additional information about user will be
added to the according events). This option is only available if additional information has
been created from the “Favourites” menu (“Additional information” tab).

From the configuration window, you can:

+

o)

+++++

Choose to show events in:
= TheEvent List (Menu Events and See events)
= The additional list (bottom of the main window)
=  Theremote control window
= Themap
Choose to send alerts by Email to the authorized managers. Caution: to use this feature,
you must set the information of the sending email server from the Tools menu, then
Preferences Emails tab.
Enable, disable or change the sound associated with the event.
Change the color of the event text.
Change the event's label.
Remove the events after a certain number of days (365 by default)
Choose to acknowledge the event, enter the different reasons (separated by commas) or
let the manager enter his own reason

Sy




Back to the default configuration:

To do this, select the events and click "Default configuration®.

< Default configuration " P Iﬁ

Check the parameters to restore to default configuration:

[] Display in all lists

[7] Do not send e-mail alerts
[ Default sound

[] Black colour

[ Default name

[ Time befare 365-day purge

ok || Ccancdl

Check the items to restore default settings and click "OK".

FAVOURITES
Configuration tab
<4 Favourites @
Autosave I Mifare ISMS I Video I Pri\racyl Fundion5|
Corfiguration |Err|ai|s IAdd'rtionaI inf ion | Ei i I Accessories | Edemal connections |
Display remote control window on start-up
Display shortcuts on start-up
Display toolbar on start-up
Display events st
Ask language on start-up
[7] Manage idertifiers in hexadecimal
[ Display numbers written on identifiers
|| Disable sounds on start-up
Load sounds onto client stations
[ Enable global antipassback
|| Delete users having reached the maximum number of passages
[ Delete expired users
[] Ban |Ds that have been inactive since |30 | days
[] Enable the Input/Output module - |P address:
[ Authorise mutiple modification of users and identifiers
[] Scan photos of IDs
[ Purge visitor log 365
In this tab, you can:
+ Display the remote control window on start-up in the Windows taskbar.
+ Display the shortcuts when the software starts.
+ Display the event list.
#+ Ask for the language when the software starts.
+ Manage badge numbers in hexadecimal.
+ Use the number written on the badges, instead of the number read by our central units
(useful when the logical number is different to the physical number).
+ Disable the sounds when the software starts.

D,
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+ ++ + ++

V 4

Load the sounds onto the client stations in case of a client/server installation (SQL SERVER
database). This function can be useful for reducing the VISOR start-up time on client
stations.

Enable global anti-passback: this function is useful if the installation comprises several entry
or exit readers connected to several IP central units. Caution: to use this function, VISOR
must be running continuously on the PC or use the Windows service.

Delete users that have reached their maximum number of passages. The number of
passages or times that badges can be used is defined in the user's record in the Options tab.
The passage count setting is configured in the reader via the Configuration tab. Caution:
users will only be deleted every midnight. If you use this function, ensure that VISOR is

running at midnight.

Delete expired users. The user's validity period is configured in the user's record in the
Authorisation Tab. Caution: users will only be deleted every midnight. If you use this
function, ensure that VISOR is running at midnight or use the Windows service.

Ban inactive IDs

Enable the I/O module, where eight inputs for a IP-12 central unit can be used to control a
VISOR shortcut according to the input status.

Allow multiple users and identifiers to be deleted. As such, managers can delete several
users and identifiers in just a few clicks.

Scan photos of IDs. Requires an ID reader compatible with ID Photo scan

Purge the daybook log: this feature is particularly useful to lighten the database by deleting
the oldest events

Search for software updates when available. VISOR in this case must have an Internet
access.

Emails tab

This tab is used to configure the emails sent by the application.

Configuration Tab

<4 Favourites @

Autosave | Mifare | SMS | Video | Privacy | Functions
Corfiguration | Emails | Additional information | Biometrics | Accessories | Extemal connections

Accessories | Contacts | Delivery options

Sender e-mail:

SMTP server {outgoing mail): SMTP server part: Encryption:
25 o | None - |
Puthentication | = |
oK Cancel




In this window, you can:
Define the email sender.

++++

authentication.

Declare the SMTP server (outgoing mail) and the SMTP server port (25 by default).
Define the Encryption (None, TLS or SSL) if the SMTP server requires one.
Check authentication and then define the login and password if the SMTP server requires

Click the "Test" button to send a test email. Then enter the contact's email address to send this test.

Contact tab

< Favourites @
| Autosave I Mifare | SMS IVIdEO | Privacy I Fundionsl

| Configuration | Emails | Additional information | Biemetrics | Acc Extemal connections |

- Contacts | Delivery options
Contacts
W Add & Delete
Contact
Cox ] o )

From this tab, you can:

4 Manage contacts recipients of reports published from the tools Listing and History: To add
a contact, enter his email address and click "Add". To delete a contact, select him in the list

and click "Delete".




Delivery options Tab
Grmoues &=

| Autosave | Miare | SMS | Video | Privacy | Functions|
——

| Configuration | Emais | Addiinalifomt [ Btemal connections |
Deivr apiens
When users are created with the wizard
Send and e-mail
Message:
When a user is accepted /
Send and e-mail
Message:
o Readers Information to send
Al Mone Al Mone
_i Lecteur 1 | Reader
Lecteur 2 | Date
| Last name
| First name
| Identifier
| Validity dates

From this tab, you can:
+ Enable the sending of emails when creating a user from the Wizard.
4 Send an email to authorized managers when a user is accepted on one of the selected
readers.
The email will include all the information selected for that specific user
You must activate user tracking for an email to be sent. Cf. User management / Options.

[

Additional information tab

Autosave | Mifare | SMS [ Video | Privacy | Functions |
[Coroten | Enal | Adorsivfometon | Bemetcs | Aecessores | 4o |

Additional information for users

[Tent v][ derd | [ @Deete |

Choice  Mandatory

Name Type Identity window
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In this window, you can configure up to 20 additional fields containing user-related information.
These fields will be displayed in either the Identity tab or the Additional information tab in the users' “ J

records.

To add a field:

4 Define the name of the field.

4 Select the required type of field from the following choices: Text (simple text input), Multiple
selection (selection from several values during input), Check box (equivalent to Yes / No-
type information).

#+ Click on Add.

To change the list of values in Multiple selection fields, click on the "..." button as follows:

Additional information for users

Multiple selection v W Add Delete

Mame Chmce Mandatory Identity window ‘

The following window is displayed. Enter the required value types separated by commas:

Enter the selections. separated by commas S
echnician,Commercial Diracto
oK | [ cancel

To make a field mandatory when entering user information, check the "Mandatory" box.
To display a field in the identity tab of a user record, check "Identity window".

To delete a field, select the field and then click on the "Delete" button. Caution: the information
enteredin the field will be lost.




Biometrics tab

In this window, you can:

+

< Favourites

| Autosave I Mifare ISMS I\ﬁdeo | Privacy I Functions

| Configuration I Emails I Additional information | Biometrics | A

Extemnal connections ‘

=l

Management of fingerprints only

[ Enable

By selecting this box, you acknowledge that you
are in a country where the use of a fingerprint
alone as the sole means of identification is

[7] Load photos onto biometric readers (approximately one second per phata)

Enable the management of fingerprints only. Caution: before enabling this function, ensure

that the country in which the system is being used permits the use of biometrics as the sole
means of identifying users.

4+

Accessories tab

In this window, you can:

Load photos onto biometric readers (approximately one second per photo).

2 Favourites

|Mosave I Mifare ISMS I Video I Pn'\racyl Fundiunsl

|Config|.|mticr1 I Emails IMd'rtionaI information | Biometrics ‘ Accessories | Extemal connections |

==

Number of bits used by the DIGIUSE
32 z

Action on presentation of an unknown badge

Open the user creation wizard -
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+ Configure the number of bits managed by the DIGIUSB: The Mifare badge enroller / encoder

(between 16 and 32 bits).

4 Configure what the system should do upon presentation of an un-recognised credential:

o Donothing

o Askwhat to do. Displays the following window:

< Unknown badge

@ Do nothing
Open the user creation wizard

Open the 1D creation window

This badae is unknown. What would you like to do?

=

o

o Display a message specifying the user is not a known user.
o Openthe user creation wizard. Cf. User creation
o OpenthelD creation window. Cf. New credential

External connections tab

2 Favourites @
Autosave | Mifare | SMS | Video | Privacy | Functions
Corffiguration | Emails | Additional information | Biometrics | Accessories | Extemal connections
V| Enable web server | SmartPhone application |
IP port: 2080 = | Configure Windows |
Authentication: ‘Very highly secure - | | Set up a smartphone |
Encryption key I
| Fitter authorised IF addresses
@ Add an IP address:
Add a range of IP addresses: from to:
Authorised IP addresses Add
Delete
0K Cancel

In this window, you can:

#+ Click on “"Smartphone configuration” to automatically configure the web server of VISOR
for the Smartphone app (iPhone® and Android®)

Windows XP).
Define the IP port (8080 by default).

++++ +

the “Visor smartphone” application

Click on "Configure Windows" to configure Windows (this button does not appear in

Select an authentication level: Very highly secure, Highly secure, Secure or Unsecure.
Select an encryption key (Very highly secure mode only), or click on “..." to generate one.
Click on "Configure Smartphone” to display a code to configure a Smartphone directly from

>

V 4
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Configuration code

Please scan this code to configure your smartphone

#+ Filter the IP addresses authorised to sign into VISOR, enter one or more IP addresses or
define arange of IP addresses.

Autosave tab

< Favourites @

Configuration I Emails I Additional information I Biometrics Iﬂr'r ies | Extemal connections ‘
FAutosave | Mifare ISMS I\ﬁdeo | Privacy I Fundlonsl

Enable autosave
Save frequency Next save

Save every 24 £ hours

[T Force save
Start from 00:00 =

Save directory: E]

Export to an FTP server
Server: Rp.f/

User ID:

Password:
Export to an e-mail
E-mail:
E-mail a report

E-mail:

ok [ e |

In this window, you can:
Enable the autosave feature. To do this, check the box “Enable autosave”.

Configure the save frequency (expressed in hours) and then specify the start time.

View the time of the next save.

Force the save, which will be performed as soon as you click on OK.

Specify the save directory. If you use a SQL SERVER database installed on another PC, you
will have to set the path to a readable / writable directory accessible by the SQL instance
and by VISOR.

Choose to export the save to an FTP server and define the login and password in case of a

+++++

o)

secure server.
+ Choose to send the save by email. Caution: ensure that you configure the email server
settings in the "Emails” tab and ensure sending "big" files is permitted.
+ Choose tosend areport on the save process by email. In this case, enter the email address
of the recipient of this report. Caution: Be sure to set the sending mail server from "Emails"
tab.
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Mifare tab

< Favourites @

| Corffiguration I Emails I Additional irf ion I Bi i I A i Extemal connections ‘
| Autosave ‘ Wifare |SMS I\c’ldeo | Privacy I Fundion5|

Mifare encoding
First Mifare sector used: 1 =

Specify Mifare keys:
Reading key:

Whiting key:

Generate keys

Waming: please note these keys.

Offline readers

Facilty code: |1 =

In this tab you can configure the encoding settings for the Mifare badges: you can then configure
the index of the first sector that will be used, as well as the encryption keys.

Caution: We recommend you to specify your own Mifare key for more security. In this case, note
these keys. If you lose, you will not be able to use the badges already encoded.

SMS Tab

This tab is used to configure the SMS messages sent by the application.
Warning: To send an SMS, an Internet connection is required.



Configuration Tab

From this tab you can:

2 Favourites @
| Corffiguration I Emails I Additional inf ion | Bi i A Extemal connections ‘
| Autosave I Mifare | 5MS |\c’|deo | Privacy I Fundion5|
[ Configuration | Deivery options |
Message:
Test

+ Configure the type of SMS which s sent.
#+ Theinformation linked to the selected configuration type

Click on "Test" to send a test SMS message. Enter the phone number of the contact to whom you want

to send the message.

Delivery options Tab
< Favourites @
| Configuration I Emails | Addiional i 1 | Bi Extemal connections ‘
| Autosave | Wifare | SMS | video | Privacy | Functions |
Configuration | Delivery options |
When users are created with the wizard
Send an SMS
Message:
When a user is accepted
Enable
Message:
Readers Infomation to send
Al MNone Al Mone
[] Lecteur 1 [] Reader
[ Lecteur 2 | Date
[] Last name
(] First name
(7] Identifier
(] Validity dates

From this tab, you can:
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+ Enable the sending of SMS when creating a user from the wizard.

+ Sendan SMS message to authorized managers when a user is accepted on one of the k ;
selectedreaders.

The SMS willinclude all the information selected for that specific user
You must activate user tracking for an SMS message to be sent. Cf. User management /

Options.
Video tab

<] Favourites (==2a)

| Corffiguration I Emails I Additional inf ion I Bi i I An i Extemal connections ‘

| Autosave I Mifare ISMS | Video | Privacy I Fundion5|
Wisualization
Period of visualization before the event:
5 2l s
Period of visualization after the event:
5 2l s

From this tab, you can:

4 Select the display duration before and after the event from 0 to 60 seconds.



Privacy tab

< Favourites @
| Corffiguration I Emails I Additional information | Bi i I A Extemal connections ‘
| Autosave I Mifare I SMS I Video | Privacy | Functions |

The European General Data Protection Regulation (GDPR) is applicable from 25 May 2018.

It impeses a limit on the retention of personal data and sets the legal peried of conservation of

movements at 3 months

When deleting a user

[Delete only the user recard -

[T] Apply to deleted users

When deleting & manager

[Delete only the manager record -

From this tab, you can adjust the software privacy level:
#+ Choose the actions to take when deleting a user.

o

o

o

Delete only the user record
Anonymise movements
Delete movements

# Choose the actions to take when deleting a manager

o

o

Delete only the manager record
Anonymise the manager’s actions
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Functions tab

o ion. | Emails | Additional informati
| Autosave | Mifare | SMS | Video | Privacy |
Cortroling an Autinor Ift

Biometrics
Functions |

l

From this tab, you can enable/disable certain functions:
+ Makeit possible to control an Autinor lift.

BADGE PRINTING TEMPLATES e

W Add 7'y Modify €3 Delete

MName Type

To add a new template, click on -, and select the type of template you want to create.

i Add | {7 Modify €3 Delete

An Ad sample
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Name Default printer
Template 1 [Da"a.l.pln‘.a A ]

Available fields Preview

Corfiguration

Image
User photo
Date

djs

Time

Last
name Background

First name

Identifier

Colour [ ] White

Image ":l None

Compary
Valid from
Walid urtil
Registration

From this window, you can:

4 Name your printing template.
+ Select adefault printer.
- 4+ Configure the background of the template (color and back image)
4+ Clickon or@ to add or delete a field in the preview.
<&y Template 1 @1
MName Default printer
Template 1 Default printer v
Available fields Preview
Fixed text Corfiguration
Image
User photo Lastname :
Date
Time (e]
Identifier
Compary
Valid from
Valid urtil
Registration

When a field is selected in the preview, a configuration window is automatically displayed. You can
use the Configuration menu on the right side of the window.
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You can move a field on the preview by clicking and moving the mouse. You can also define its
position from its pixel configuration.

Fields User Photo, Name, Company Name, and Identifiers can only be added once. Their value will be
automatically replaced by the user information when printing a card.

When your template is finished, confirm by clicking on OK. You can see the result in the user's record.
See "Managing users".

To use your template and print a user card, open the user record then go to the "Printing" tab.

MODULE MANAGEMENT
<% Module management @

Modules Status

Maodule MOD-VISITEURS Disabled
Module MOD-SMARTCODE Disabled
Module MOD-INTRUSION Disabled
Module MOD-MORPHO Disabled
Module MOD-PARKSO Disabled
Module MOD-LPR Disabled
Module MOD-OFFLINE Disabled
Module MOD-LECTEURS-MCBILES Disabled

Add a licence Close

From this window, you can activate some additional software modules:
4+ MOD-VISITEURS: visitor management, compatible with the use of an ID reader.

4+ MOD-SMARTCODE: printable temporary codes on ticket management.

+ MOD-INTRUSION: Intrusion unit management GALAXY HoneyWell®, BENTEL®
Absoluta® or LIGHTSYS® Risco®. Caution: this module requires the use of SQL SERVER
database and the Windows service.

MOD-MORPHO: MORPHO biometric readers (VP Series, Series J, Series 100, Series 500
and Series 500 OMA) management.

MOD-PARKSO: invoice management and manual or automatic cashiers

MOD-LPR: recognition of license plates management. Caution: This module is compatible
with the DIGIFORT® LPR software.

MOD-OFFLINE: management of APERIO reader in offline mode.
MOD-LECTEURS-MOBLES: management of smartphones as mobile readers for Visor.
MOD-CHANTIERS: managing user authorisations

+++ ++ +

See the manual of each module for more information.

These modules require an additional license that can be activated automatically (24h / 24, 7/7) if your
PC has an Internet connection, or manually by contacting our technical support.



COMPANY MANAGEMENT

* Add - Modify e Delete  #F Parameters
MName
=T I
e
—
S
R
This window allows you to manage different companies present on your facility and which have —

access to the software.
You can assign readers, cameras and floors to each company. This way you can distinguish the
access rights and configuration of readers, cameras and floors for each of them.

To enable or disable the multi-company management feature, click on , followed by
IIYesII or IINOII.

To add a new company, click on -:
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Identity tab

Idertity | Contact details | Authorised readers | Authorised cameras | Authorised floors

Last name:
Compary 1

MName of manager:

SIRET business identification number:
Check

VAT number:

Group:

From this tab, you can:
#+ Define the name of the company and the manager.
#+ Enter and check the SIRET number (company incorporation number) by clicking on "Check"
(the PC must be connected to the Internet).
+ Entera VAT number.
+ Select adefault access group.

Contact details tab

Contact details | Authorised readers | Authorised cameras | Authorised floors

Telephone:

Fax:

Post code:

City:

From this tab, you can enter the company'’s:
Address.

Postcode.

City.

Country.

Telephone number.

Fax number.

++++++
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Authorised readers tab

PR

Authorised readers | Authorised cameras | Authorised floors | 4

[] Reader 1
[] Reader 2

From this tab, you can select which readers will be used by the company. This means that the
company can only display events occurring on these authorized readers, only affect these readers to

its users, or change their settings.
The All and None buttons can be used to quickly select or deselect all readers.

Authorised cameras tab

From this tab, you can select which cameras will be used by the company. This means that the
company can only display and/or drive these authorised cameras.
The All and None buttons can be used to quickly select or deselect all cameras.

<7
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Authorised floors tab

Module 1 (Lt 1)
- Madule 1 (Lit 1)
- Module 1 (Lift 1)
- Module 1 (Lift 1)
- Module 1 (Lift 1)
- Module 1 (Lift 1)

- Module 1 {Lift 1)
- Module 1 {Lift 1)

From this tab and in case of lifts, you can select for which floors the company has authorised access.
This means that the company can only only affect these floors to its users.

AUTOMATIC IMPORT
With the VISOR software, you can import data for one or more users from the Active Directory

application or an XML file.

Global configuration ——

2 Autornatic import E

Module enabled

Import frequency Import format

Import every |‘I E" [I—kus v] [J\d.i\re Directory A
Start from 00:00 ) Trace the following information
Force import Adding users

Madifying users
Deleting users

Active Directory

Domain name:

User ID:

Password:

Authentication None v]
Fiter (b{objectCategory=Person)obiectC

Delete users not listed [ Default fields
Data to be imported

Active Directory Field
b Lastname

First name givenhame

Groups
Valid from
Walid until
Identifier(s)
Photo

Mumber of passages

<7
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To enable the module, check the "Module enabled" box and then select the:
#+ Import frequency. You can specify a value between 1 second and 60 days.
#+ Start time for the nextimport.
4 Which traces will be recorded for import:
o Addingusers
o Modifyingusers
o Deletingusers
+ Import format.

The Force import option is used to immediately import the data after clicking on OK.

Active Directory

< Automatic import @

Module enabled

Import frequency Import format
Import every 1 = | Hours v] [Adi\re Directary -
Start from 00:00 : Trace the following information

[ Force import Adding users

Modifying users
Deleting users

Active Directory
Domain name: —
User ID: —
Password: A
Authentication [ Mone — N ]
Fitter (&{objectCategory=Person)objectC —
[] Delete users not listed [ Default fields ]

Data to be imported

Active Directory Field
First name givenMame
Groups
Walid from
Walid until
Identifier(s)
Photo

Mumber of passages

oKk | [ Cancel

With the Active Directory import format, specify the:
+ Domainname.

# UserID and Password of a user with enough access rights to read your domain Active
Directory.

# Authentication type necessary for connection

+

User search filter. Button allow reset filter.

By checking the "Delete users not listed" box, any users listed in VISOR but not listed in the ACTIVE
DIRECTORY will automatically be deleted during the import.

The following fields may be imported:
4 Lastname: the user's last name.

=# First name: the user's first name.




Group: the user's access group.

Valid from: the start date of the user's validity.

Valid until: the end date of the user's validity.

Credentials: user's card number.

Photo: a photo of the user (JPEG format).

Number of accesses: number of remaining accesses available for the user.
Additional fields: you can add additional data fields (such as reservation number and
location). These fields must be created in the software's Preferences.

+++++++

XML

< Automatic import @

Meodule enabled

Import frequency Import format

Import every 1 + |Hours '] ’}(ML -
Start from 00:00 s Trace the following information

[ Force import Adding users

Modifying users
Deleting users

Data location

o Fan =
=) HTTP:  |http:/

o) FTP: ftp:/,

Secure connection
[ Delete the file after it is imported

Data to be imported

XML tag &
b Lastrame S
First name E
Groups
Valid from
Valid urtil
Identifizr(s) i
[ ok [ Cancel |

With the XML import format, specify the location of the XML file from the following choices:
+ Aphysical path pointing to a data directory.
+ AHTTP or HTTPS path (generally used by online reservation sites).
# AnFTP or FTPS path (you must then specify a user ID and password if necessary).

In case of a physical or FTP path, check the "Delete file after importing" box if you want VISOR to
automatically delete the file after importing.

In the "Data to be imported” window, enter the different XML tags in the corresponding fields.

The following fields may be imported:
# Lastname: the user's last name.
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First name: the user's first name.

Group: the user's access group.

Valid from: the start date of the user's validity.

Valid until: the end date of the user's validity.

Credentials: user's card number

Photo: a photo of the user (JPEG format).

Action: action to be performed according to the value of the field (1: modify, 2: add, 3:
delete). If this field is left empty, users will always be added.

Additional fields: you can add additional data fields (such as reservation number and
location). These fields must be created in the software's Preferences.

External key: used to synchronize data between Visor and an external software.

++ + +++++++

Number of accesses: number of remaining accesses available for the user.
XML file sample:

<?xml version="1.0" encoding="15S0-8859-1" standalone="yes"?>
<RESERVATIONS>
<RESERVATION>
<GROUPE>location1</GROUPE>
<NOM>PIERRE</NOM>
<PRENOM>STEVEN</PRENOM>
<ARRIVEE>30/07/2013 16:00</ARRIVEE>
<DEPART>31/07/2013 11:00</DEPART>
<COD>912491</COD>
</RESERVATION>
<RESERVATION>
<GROUPE>location2</GROUPE>
<NOM>OLIVIER</NOM>
<PRENOM>HENRY</PRENOM>
<ARRIVEE>10/08/2013 17:00</ARRIVEE>
<DEPART>10/08/2013 15:00</DEPART>
<COD>776085</COD>
</RESERVATION>
</RESERVATIONS>

csv

There are 3 possible CSV import types:
#+ Files using commas as separators
#+ Files using semicolons as separators
#+ Files using tabs as separators




< Autornatic import @

V| Module enabled

Import frequency Import format
Import every 1 +| | Hours - | |CS\|" : e ) -
Start from 00:00 2 Trace the following information

Force import V| Adding users

W] Modifying users

V| Deleting users
Csv

Data location

@ Path:
HTTP:  |hitp://
FTP: fp:/,

Secure connection
Delete the file after it is imported

Data to be imported

Associated column -

. A Last name M
. First name |Undeﬁned - =

Groups |Undeﬁned -

Valid from | Undefined -

Valid unti | Undsfined =
Identifier(s) | Undefined - i

:

oK || Cancel

With the CSV import format, specify the location of the XML file from the following choices:
+ Aphysical path pointing to a data directory.
+ AHTTP or HTTPS path (generally used by online reservation sites).
+ AnFTP or FTPS path (you must then specify a user ID and password if necessary).

In case of a physical or FTP path, check the "Delete file after importing" box if you want VISOR to
automatically delete the file after importing.

In the Information import window, enter the column numbers in the corresponding fields.

The following fields may be imported:

Last name: the user's last name.

First name: the user's first name.

Group: the user's access group.

Valid from: the start date of the user's validity.

Valid until: the end date of the user's validity.

Credentials: user's card number

Photo: a photo of the user (JPEG format).

Action: action to be performed according to the value of the field (1: modify, 2: add, 3:
delete). If this field is left empty, users will always be added.

Additional fields: you can add additional data fields (such as reservation number and
location). These fields must be created in the software's Preferences.

External key: used to synchronize data between Visor and an external software.
Number of accesses: number of remaining accesses available for the user.

++ + ++++++++
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Note: To use the automatic import, make sure that the server machine is constantly running. VISOR
or the Windows service must always run too.
Using the Windows service is highly recommended in this case.

AUTOMATIC EXPORT

With the VISOR software, you can export events automatically in different formats.

< Automatic export et S
| Maodule enabled
Export frequency Format
Export every 24 2| |Hourls) = Format:  |Comma-separated text {.csv) - |
Start from: Compress file
16 septembre 2015 00:00 @~ Lmitto  |Unlimited =
Force export
Query: | - | o Add
Path :

Export to an FTP server

Export to an e-mail

Delete file after sending by mail or FTP

ok || Cancsl

From this window, you can:

Enable the module by checking the "Module enabled" box:

Export frequency. You can specify a value between 1 hour and 200 months.

Start date and time for the next export.

Force export if you want toimmediately export the events after clicking on OK

Export format (CSV, ACCESS, EXCEL or XML), compress the exported file, limit or not the
number of exported events

Select a query (identical to History menu query). Note: filters to be entered upon execution
and sub-totals are not authorised.

Path where the exported file will be created: use the button “..." to set the path.

Export to a FTP server: the exported file will be uploaded on a FTP server. Set the server
pathinto the box “Server” (be careful to start the path with ftp://), set the user ID and
password if required

++ + +++++

Export to an e-mail: the exported file will be send to an email address
Delete file after sending by mail or FTP: if the file is uploaded on a FTP server or sent by
email, check this box to delete the file on the computer after exporting

+ +

Press OK to store the configuration.

Note: To use the automatic export, make sure that the server machine is constantly running. VISOR
or the Windows service must always run too.

V 4
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Using the Windows service is highly recommended in this case.

THE WINDOWS MENU

This menu allows you to reorder the windows using the following choices:

Windows | Updates Help

Cascade

Tilevertical
Tilehorizontal
Close all

Reorganise icons

THE UPDATES MENU

This menu allows you to perform the updates of the units, extension modules and VISOR software.
Depending on your choice, click one of the following items:

Updates | Help
Central units
Medules
Software

UPDATING A UNIT OR AN EXTENSION MODULE:

Caution: these updates must be performed by a qualified operator. We recommend you to perform
these update with your fitter.

F ™
< Central unit update M
=

<7
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Select the file containing the update using the button D d
Select the update mode:
4 Normal: Standard update procedure

+ Forced: If an attempt to update has already been carried out or interrupted

Check the unit or modules to update and click "OK".
Once the updates made, click "Cancel."

SOFTWARE UPDATE

The software update needs an internet connection.
Then follow the instructions.




TECHNICAL MENU

UNITS

CREATING AUNIT

When your installation is started for the first time, you are prompted to create a central unit:

< Visor - Nouvelle Installation 1

I~ MORPHO readers
I™ Display modules
@-J7 Offiine readers

I Mobie readers Ab QG

==
File Display Tools Windows Updates Help
A ] ~-
OOTechmcax -1 @ < qules and access groups - ) v ® Events ~ -= Maps ~ Administration ~
[} (&) (=5} .
Close * o
I Ste confiouration J Active installation
I~ Zones
I~ s
i ; w;é;' Create 3 Central unit |
I~ Video servers
I~ IP cameras

VAUBAN
SYSTEMS

Events | Presence

Close

Date Type

Identifier Last name First name

Security level 1 | Administrator | Visor LIGHT | Active installation @Soundsenab]ed

Technical -
Otherwise, click on

, “Site configuration

[T

, "Central units” and “Create a central unit":




< Create a Central unit
B VERSO+1
1+eader TCP/IP control unit 50,000
users, programmable with software or
embedded web server.
Digitouch Digitouch Mini Digitouch Mini+ I
P o
ok [ camn

From this window, you can:

Create a Verso+1 central unit.
Create a Verso+2 central unit.
Create a Verso+4 central unit.
Create a Digitouch central unit.
Create a Digitouch Mini central unit.
Create a Digitouch Mini+ central unit.
Create a SOOTOUCH IP central unit.
Create a Verso central unit.

++++++++

<7
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THE VERSO, VERSO+1, VERSO+2 AND VERSO+4 UNIT

Parameters tab

< Central unit VERSO+2 [l

Parameters | Operating mode

Name: Autoprotection
Central unit 1

Tamper Switch Input

| MAC address: v|

- (10001 Power supply emor input

| Search |

Disconnect Password protection

Connection type: Local network = Enable

Anti-passback
Enable
Automatic time change
| Enable
Lobby management
Transit time Disabled -

Enable the transit time
Automatic device relay

Reverse its state

Clock drift

Enable clock compensation

oK || Cancdl

From this tab, you can:
4 Name your central unit: enter the name in the "Name" field.
+ Choose the method for communicating with the central unit:
= MAC address: before each connection, the IP address of the unit will be
automatically searched by VISOR. This mode allows the use of a DHCP address on
the unit. However, it is unusable in case of remote connection (VPN / NAT). In this
case, use the IP address mode.
= [P address: requires the use of a fixed IP address on the unit. This mode is also used
in case of aremote connection (VPN / NAT) or when UDP is blocked on the network.
=  DNS: domain name or URL. This mode can be used when DYNDNS.
Click on the "Search" button to automatically detect the units connected (if using MAC
address or IP address).
Disconnect the central unit: stops all communication with the central unit.
Select the connection type: local area network (if your unit is connected on the same
network) or Internet / VPN (if your unit is accessible via Internet)

+ ++ +

Enable Anti-passback and Anti-time back:
= Anti-Pass-Back: This mode allows you to control a user's transition cycle. The user
must be out to getin and vice versa.
= Anti-Time-Back: users that have already entered can enter again once the specified
time has elapsed. The same applies to the exit.
4 Enable the transit time: A user that have already entered will not be able to go out if he
exceeds that time.
4 Enable Autoprotection: check the "Tamper switch input” box to generate an event if the
unit box is opened (a tamper switch must be wired to the unit). Select the type of contact
(NO: normally open or NC: normally closed). Check the "Power supply error input” box to

Do



+
+

¥ 4

generate an event if a failure occurs in the unit's external power supply (a fault contact must

be wired to the unit). Select the type of contact (NO: normally open or NC: normally closed). 7
Enable "Password protection”: protect the unit against any external connection attempts. k
Password protection
Enable

Fassword:

Enable "Automatic time change" (enabled by default): allows the summer / winter time to
be automatically changed in the central unit (last Sunday of March and October).

Enable Lobby management: this feature prevents users from opening several lobbies at the
same time. This function can be permanently operational or active during a specific time
range.

Enable state inversion for automatic relay

Set the clock drift value.

Operating mode tab

Note: This option is not available on Verso+1
Note: On Verso+4, the operating mode is to be chosen for readers 1&2 and 3&4

<% Central unit Verso @
Cperating mode
5 ] 3 ]
Mame: Mame:
Door 1 Dioar 2

A

Doar 1

ok | [ Cancdl

From this tab, you can:

# Select the one reader per door mode.
# Select the two readers for one door mode.

4+

Name the doors associated with each reader.



THE DIGITOUCH UNIT

Parameters tab k
<% Central unit Digitouch | 2 |
Parameters | Operating mode
Name: Autoprotection
Central unit 1
) ) [C] Tamper Switch
@ |P address ) DNS
- 1001
[ Discornect
Connection type: Password protection
[ Enable
Antipassback
[ Enable
Automatic time change
Enable
Menu access mode
Code or fingemrint VI
0K || Canesl

From this tab, you can:
# Name your central unit: enter the name in the "Name" field.
#+ Choose the method for communicating with the central unit:
o IPaddress: requires the use of a fixed IP address on the unit. This mode is also used
in case of aremote connection (VPN / NAT) or when UDP is blocked on the network.
o DNS: domain name or URL. This mode can be used when DYNDNS.
Disconnect the central unit: stops all communication with the central unit.
Select the connection type: local area network (if your unit is connected on the same
network) or Internet / VPN (if your unit is accessible via Internet)
Activate "Anti-Pass-Back" and “Anti-Time-Back".
Choose the method for accessing the Digitouch menu: « Code or fingerprint" or
“Fingerprint” only.
Enable Lobby management.

++ ++ ++

Enable "Autoprotection” with the option of using a command output available on the
Digitouch or aremote command output on a V-EXTIO extension module relay.

Autoprotection
Box breakn switch

Box break-in output

‘ MNone - ’

Relay ’

DATA1
DATAD

4 Enable "Password protection".
+ Enable "Automatic time change".



Operating mode tab

< Central unit Digitouch @ u
Operating mode

Sensor

False acceptance rate
[ < 0.01% (Recommended) -

Buzzer
Enable

Associated door
Door 1

Wiegand outputs

Protocol
Dizabled -

OK || Cancel

From this tab, you can:

++++

Change the sensor's "False acceptance rate" (< 0.01% by default).
Disable the Buzzer.
Enter the name of the "Associated door" for the unit.
Enable the "Wiegand outputs” and choose from the following three protocols:
o Wiegand 26 bits.
o Wiegand 30 bits.
o Verso Wiegand - a dedicated protocol for the Verso central unit, whose reader type
must be configured as "DIGITOUCH".



THE DIGITOUCH MINIUNIT

Parameters tab

<4 Central unit Digitouch Mini 2
Parameters | Operating mode
Name: . Autoprotection
Central urit 1 Bow break4n input
| MAC address: hd |
- 10001
| — | Power supply emor input
Disconnect Password protection
Connection type: Local network Enable
Anti-passback
Enable

Automatic time change

| Enable

ok | [ Cancdl

From this tab, you can:

+
+

+ ++ +

Name your central unit: enter the name in the "Name" field.
Choose the method for communicating with the central unit:

o MAC address: before each connection, the IP address of the unit will be
automatically searched by VISOR. This mode allows the use of a DHCP address on
the unit. However, it is unusable in case of remote connection (VPN / NAT). In this
case, use the IP address mode.

o IPaddress: requires the use of a fixed IP address on the unit. This mode is also used
in case of aremote connection (VPN / NAT) or when UDP is blocked on the network.

o DNS: domain name or URL. This mode can be used when DYNDNS.

Click on the "Search" button to automatically detect the units connected (if using MAC
address or IP address).

Disconnect the central unit: stops all communication with the central unit.

Select the connection type: local area network (if your unit is connected on the same
network) or Internet / VPN (if your unit is accessible via Internet)

Enable Anti-passback and Anti-time back:

o Anti-Pass-Back: This mode allows you to control a user's transition cycle. The user
must be out to getin and vice versa.

o Anti-Time-Back: users that have already entered can enter again once the specified
time has elapsed. The same applies to the exit.

Enable "Autoprotection”: check the "Box break-in input” box to generate an event if the
central unit box is opened (a tamper switch must be wired to the central unit). Select the
type of contact (NO: normally open or NC: normally closed). You can also use a command
output available on the central unit or aremote command output on a V-EXTIO extension
module relay.
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Autoprotection

Autoprotection
Baox break-n input MNO - Boux break-n input "
Booe break-n output NO Box break-in output /
MC
[Nnne Maone -
[] Power supply emor input Relay
Alam relay

Check the "Power supply error input” box to generate an event if a failure occurs in the
central unit's external power supply (a fault contact must be wired to the central unit). Select

the type of contact (NO: normally open or NC: normally closed).

4 Enable "Password protection”: protect the unit against any external connection attempts.

Password protection
Enable

Password:

+ Enable "Automatic time change" (enabled by default): allows the summer / winter time to
be automatically changed in the central unit (last Sunday of March and October).

Operating tab mode

< Central unit Digitouch Mini £3

Cperating mode

Name: Door 1

Door 1

oK || Cancsl

From this tab, you can:
4 Select the one reader per door mode.
# Select the two readers for one door mode.
+ Name the doors associated with each reader.

7
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THE SOOTOUCH IP UNIT

Parameters tab

< Central unit SOOTOUCH IP [l

Paramsters

Name: - Autoprotection

Central unt 5 [ Box break-in input
IMﬁC address: YI

- 10001

I Search I [ Power supply emor input
[C] Disconnect Password protection
Connection type: Local network [C] Enable

Antipassback

[ Enable

Automatic time change

Enable
Type of connected reader / SSCP {STID) "
SSCP (STID)]
- QSDP {HID
[sscr sTID) ] Qe D
ZOMOF!
Advanced configuration 533 (STID)

ok | [ cancel |

From this tab, you can:

+
+

+ ++ +

Name your central unit: enter the name in the "Name" field.
Choose the method for communicating with the central unit:

o MAC address: before each connection, the IP address of the unit will be
automatically searched by VISOR. This mode allows the use of a DHCP address on
the unit. However, it is unusable in case of remote connection (VPN / NAT). In this
case, use the IP address mode.

o IP address: requires the use of a fixed IP address on the unit. This mode is also used
in case of a remote connection (VPN / NAT) or when UDP is blocked on the network.

o DNS: domain name or URL. This mode can be used when DYNDNS.

Click on the "Search" button to automatically detect the units connected (if using MAC
address or IP address).

Disconnect the central unit: stops all communication with the central unit.

Select the connection type: local area network (if your unit is connected on the same
network) or Internet / VPN (if your unit is accessible via Internet)

Enable Anti-passback and Anti-time back:

o Anti-Pass-Back: This mode allows you to control a user's transition cycle. The user
must be out to get in and vice versa.

o Anti-Time-Back: users that have already entered can enter again once the specified
time has elapsed. The same applies to the exit.

Enable "Autoprotection”: check the "Box break-in input” box to generate an event if the
central unit box is opened (a tamper switch must be wired to the central unit). Select the
type of contact (NO: normally open or NC: normally closed). You can also use a command

ﬁqqm




output available on the central unit or a remote command output on a V-EXTIO extension
module relay.

Autoprotection
Autoprotecti
E;p : I::n B break-n input m
o break+n input

) P Box break-in output MO
Box break-n output NC
ir v' [None
Relay [7] Power supply emor input
Alam relay

+ Checkthe "Power supply error input” box to generate an event if a failure occurs in the
central unit's external power supply (a fault contact must be wired to the central unit).
Select the type of contact (NO: normally open or NC: normally closed).

+ Enable "Password protection”: protect the unit against any external connection attempts.

Password protection
Enable

Password:

4 Enable "Automatic time change" (enabled by default): allows the summer / winter time to
be automatically changed in the central unit (last Sunday of March and October).
+ Select the type of the RS485 reader:
o SSCPreader (STID)
OSDP reader (HID)

|
o APERIO reader (electronic escutcheon or cylinder)
o ZOMOFIreader (active radio receiver)
o S33(STID -high security reader, press “Advanced configuration” to configure the

cipher key, the card number position and size)

IEXTENSION MODULES

CREATING AN EXTENSION MODULE

To add an extension module, click on "Extension modules" and then the type of module to be added

as follows:
Uov' lechnical - l.:"é Schedules and access ¢

Close )
I site corfiguration ¢ Active
----- I™ Zones
..... ]_' Lifts
=-f" Central units
Bg Central unit 1
EI ol Readers
----- o Reader 3
b 3 Reader 4

E At [: Add a module "
@ Counters

..... -1 Analogue inputs
----- I” Messages
- Widéo

----- [T Video servers
L™ P ramems

<7
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¥ Add a module @

Module V-EXT4

Extension module for 4 additional readers.

- B -
Module V-EXT4 Module V-EXT4+ Module V-EXTIO

oe -

Module Reader Smart
V-EXTLCD Reader APERIO Intego

m

V-EXTINT %

V-EXT4, V-EXT4+ MODULE

Parameters tab

44 Module1 ==

Parameters | Readers 14 2| Readers 344

Name:
Madule 1

1D:
1

Autoprotection

4|k

] Box breakin input
] Power supply emor input

Fail-soft mode

Authorise pushbutton operation

[ Aocept allidentiiers -

ok || Cancsl

From this tab, you can:
+ Name your module: enter the name in the "Name" field.
+ Define the module's identifier, which can be found on a label affixed to the module (e.g. ID:
00051).
+ Enable Autoprotection with the "Box break-in input" or "Power supply failure" options.
4 Select the required type of fail-safe behaviour from the following choices:
Disable the pushbutton: the pushbutton will not work in this mode.

o Rejectallidentifiers (no badges will be accepted).
o Checksite code (only badges with authorised site codes will be accepted).
o Switch to maintained opening (blocks all open doors).

DG
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Downgraded mode

Authorze pushbutton operation

Accept all identifiers
Refuse all identifiers
Accept all identifiers

Check the site code
Switch to maintained opening

This mode becomes effective 30 seconds after a communication failure with the VERSO central unit.

Caution: in fail-soft mode, no events will be recorded by the module.

Readers 1 & 2 and Readers 3 & 4 tabs

"2 Module 1
Readers 182 Headefs 344
@ ' E l
MName:  Door 3 Mame:  Door 4
ame Door 3
ok | [ Ccancsl

From these tabs, you can:
4 Select the one reader per door mode.

# Select the two readers for one door mode.
4 Name the doors associated with each reader.

<7
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V-EXTIO MODULE
Name: Tolerance of four-state inputs:
Module 1 [0.20 B v
ID: Downgraded mode:
I F2|  [Maintain the previous status -
Ertries | Exits

Name Fourstate mode Action

S

Input 2 - Module 1
Input 3 - Module 1
Input 4 - Module 1
Input 5 - Module 1
Input & - Module 1
Input 7 - Module 1
Module 1

L R T B TR N Y
Oooooooo

Input 8 -

From this window, you can:
+ Name your module: enter the name in the "Name" field.
+ Define the module's identifier, which can be found on a label affixed to the module
(e.g.1D: 00051).
— 4 Specify the tolerance of the four-state inputs (if applicable) between 0.20V and 1.20V.
#+ Infail-soft mode, enable / disable all outputs or maintain the previous status.
Downgraded mode:

Maintain the previous status
Enable all outputs
Dizable all outputs

' This mode becomes effective 30 seconds after a communication failure with the VERSO
central unit.

From the "Inputs" tab, you can:
4+ Name the module inputs: enter the name in the "Name" field.
+ Enable the Four-state mode.
+ Force theinput to Enabled or Disabled.

Action

M

MNone

Force enabled
Force disabled

From the "Outputs" tab, you can name the module outputs: enter the name in the "Name" field.

<7
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V-EXTLCD MODULE
"% Moduer ==
Mame: Display stand-by:
Module 1 |Disabled B Cleaning code (3995)
ID: Default screen:

1 F+]  [Touch button -]

Button 1 Button 2

Menu 2 - Module 1
Menu 2 - Module 1
Menu 4 - Module 1

From this window, you can:
Name your module: enter the name in the "Name" field.
Assign a value from 1 to 255 seconds for the display stand-by feature.
Enable the cleaning code (9999): by entering this code, the keypad will be locked for 30
seconds so that it can be cleaned.
Define the module's identifier, which can be found on a label affixed to the module
(e.g.1D: 00051).
Choose the default screen:
Default screen:

Keypad
Keypad froling code)
Meru 1
Menu 2
Menu 3
Menu 4

Touch button.

+ + +++

Keypad.

Keypad (rolling code).

Menu 1, 2,3 or 4.

# Name the menus and buttons: enter the name in the "Name" and "Buttons" fields.

o
O
O
o

MName Button 1 Button 2 Button 3 Button 4

Menu 2 - Module 1
Menu 3 - Module 1
Menu 4 - Module 1

Each buttonis configured with one or more automatic devices that will need to be created.

WWW.VAUBAN-SYSTEMS.FR ﬁqq E




APERIO® READER

< Aperio reader 3 IEI
(=) =S erio reader 3

Corfiguration | Free access time range and Mode I Badge + code

Addresses

Address:
1 -

Anti-passback
Disabled b4

Manage the maximum per group

Passage count

Do not count, do not test -

COpening command
Delay: Ba. =

Mumber of bits (Mifare/Destfire badges)
32 = 0

Remate contral

[ Aperio V3

[ ok |[ Cancd |

From this window, you can name your reader: enter the name in the "Name" field.

Configuration tab

From this tab, you can:

Enter the reader's address.

Enable the "Anti-passback" function and choose whether the reader is for an entry or exit.
Enable the maximum number of users per group.

++++

Enable the passage count function.

Passage count

Do not court, do not test -
Do not count. do not test [

Test
Test and court

Enter the delay of opening.
Define the number of bits for Mifare/Destfire badges
Specify whether the shell is an Apério V3

++ +
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Free Access time range and Mode tab

< Aperio reader 3 IEI u

MName:  Aperio reader 3

Corfiguration | Free access time range and Mode | Badge + code |
APERID hub address

Free access time range:

[None v] See time range Add a time range

Free access time range:

[None '] Seetime range || Add atime range

Free access time range:

[None VI See time range Add a time range

Start free access at first accepted user

Profile 3 (enabled on Security Level 3)

Mode (security level 1)
[Corrtinuous manitoring VI
Mode (security level 2):

[Continuous manitaring v]
Mode (security level 3):
[Corrtinuous monitaring ']

0K || Cancel

From this tab, you can:
+ Set the free access range for each security level
o Select “None" to apply no free access to the reader
o Select atime range so that the reader will remain opened until the selected range
will remained active
o Click "Add a time Range" to create a new time range
o Click 'See time range" to edit the selected time
o The free access time range (if selected) will only start until a user will be accepted
+ Select the operating mode for 3 security levels
o Either continuous monitoring, or
o Opening maintained, or
o Closure maintained.




Badge + Code tab

< Aperio reader 3 E

Name:  Aperio reader 3

| Configuration I Free access time range and Mode | Badge +code

Onby Aperio with a keyboard
Activate badge + code function

Code request time range:
[Code always requested -

[ Authorise users without code

0K | [ Cancel

From this tab, you can:

#+ Enable the badge + code function.
+ Enter apredefined code request time range.
Code request time range:

=% Authorise users without a code.

SMART INERGO READER

<7
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454‘1 Smart Intego reader 3
Smart Intego reader 3|

Corfiguration | Free access time range and Mode

Name:

Addresses
Address:

1 =

Reader address:
00000000

Anti-passback
Disabled -

Manage the maximum per group

Passage count

Da not count, do not test hd

COpening command

Ak

Delay: Bs.

Mumber of bits (Mifare/Destfire badges)
32 2| bits

[ ok |[ Cancd |

From this window, you can name your reader: enter the name in the "Name" field.

el

Configuration tab

From this tab, you can:

+++++

+ +

Enter the Gateway node address.

Enter the reader's address.

Enable the "Anti-passback” function and choose whether the reader is for an entry or exit.
Enable the maximum number of users per group.

Enable the passage count function.

Passage count

Do not count, do not test -

Do not count, do not test
Test
Test and court

Enter the delay of opening.
Define the number of bits for Mifare/Destfire badges
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Free Access time range and Mode tab

i SIMONS VOSS reader 3 (=50 k

MName:  SIMOMNS VOS5S reader 3

Corfiguration | Free access time mnge and Mode |

APERIO hub address

Free access time range:

[None V] See time range || Add a time range

Free access time range:

’None v] See time range || Add a time range

Free access time range:
[None V] See time range || Add a time range

[ Start free access at first accepted user

Profile 3 {enabled on Security Level 3)

Mode {security level 1):
’Continuous manitoring v]
Mode (security level 2):

[Corrtinuous monitoring v]
Mode (security level 3):
[Continuous manitoring v]

oK | [ Cancel

From this tab, you can:

+ Set the free access range for each security level
o Select “None" to apply no free access to the reader
o Select atime range so that the reader will remain opened until the selected range
will remained active
o Click "Add a time Range" to create a new time range
o Click "See time range" to edit the selected time
o Startfree access at the first accepted user.
+ Select the operating mode for 3 security levels
o Either continuous monitoring, or
o Opening maintained, or
o Closure maintained.

V-EXTINT MODULE

This module allows you to control a LIGHTSYS RISCO® intrusion unit. It requires an additional
license MOD-INTRUSION.
< Module1 23]

Mame:

ID:
1 .

0K || cancel




From this window, you can: “-.//
4 Name your module: enter the name in the "Name" field. /
+ Define the module's identifier, which can be found on a label affixed to the module

(e.g.ID: 00051).

To add a zone, click on "Zones" and click "Add Zone". You can add up to 8 zones per module.

= Visor - New installation 1

File Display Tools Windows Updates He

°0Technical - “ Schedules and access
o " @ < Zonel IEI

Close ‘
i ame

I™ site corfigurstion ¢ Activi
Zone 1

----- I~ Zones

..... ? |;Hs | Position of zone

= entral units

: ! :

=8 Central unit 1

- Readers

2 foe Status of zone
eader

3 Reader 2

=) BExdension modules

& Moduie 1 o [ Conce

r

B Gmups" Add a zone ||

----- ]_ Automatic devices

ﬁ Counters

----- -1 Analogue inputs
----- ]_ Messages

From this window, you can give a name to your zone and set its position. You can also check its

status.

To add a group, click on "Groups" and then click "Add Group". You can add up to 4 groups.

AN . -

< Visor - New installation 1 - q
; ) - <4 Group 1 @
File Display Toels Windows Updates H

Name

OOOTechnical - I.?a Schedules and acces: Group 1

Position of group

Close .
I" Site corfiguration “ Activ 1 s
----- I- ZFones
""" I Ufis Group status

2-f7 Central units

Bg Central unit 1
Automatic activation

EI j Readers
3 Reader 1 Enable
- 3 Reader 2 Time range:

E—]g Extension modules [Undeﬂned =
= Module 1 Time before activation:

[~ Zones Instantaneous =
. @ Deferment time:
..... I™ Automatic de r Add a group |I Mo deferment =
@ Courters
----- I Analogue inputs oK ] [ —
----- I” Messages

<7
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From this window, you can name your group, set its position, check its status and enable

automatic start:

+ Atatimerange
+ With a delay before starting:

o Instantaneously

o From1to 255 minutes
+ With an extension time

o Without delay (Instant service)
o From1to 255 minutes: allows to report the automatic start if a useris accepted on

areader

AUTOMATIC DEVICES

To add an automatic device, click on "Automatic devices" and then "Create an automatic device" as

follows:

2 Visor - New installation 1

File Display Tools Windows Updates Help

r"' ] ~
QOOTechnical - .'*@Schedules and access groups - &

Close
“ Active installat

I Site corfiguration

----- ]— Zones

..... ™ Lfs

[—]]_ Central units

ag Central unit 1
B 3 Readers

- 3 Reader 1
e 3 Reader 2

----- [ Bdension modules

----- I- Automatic deviras
@ Counters r Create an automatic device ||

----- -1 Analogue inputs
----- I— Messages

In the Automatic device window, you can:

Disable the automatic device.

+++++++

e

Name

Automatic device 1

Condttions:

[ Disable the automatic device

EErE—

If the condttions are met, execute the following actions

[ Mgz ]

If the condtions are no met, execute the following actions:

[ s

Sending emails
[ Send e-mail when automation starts
[7] Send e-mail when automation stops

Name your automatic device: enter the name in the "Name" field.
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Add up to four conditions associated with an "AND" or "OR" logical operator.

Add up to two actions, which will be executed when the conditions are true.

Add up to two opposing actions, which will be executed when the conditions are false.
Choose to send an email to all managers authorized to receive alerts when the device starts
Choose to send an email to all managers authorized to receive alerts when the device stops




ADDING A CONDITION

rﬁ?:{ Condition - uﬂ
Type of condition:
Event - h
I event Unknown identifier V] [AII readers v]
[No association v]
ok | [ cancal |

From the "Condition" window, you can select the type of condition:

Type of condition:
Event -

Range
Input
Extemal input

Cournter value
Securty level value
Time

Date

Door

Lobbry

+ Fora"Range" condition, select the time range to be tested and then select its status
(enabled or disabled).

Type of condition:
[ Range - ]

FFtime: rand Range 1 ~ | [ Disabled -

ok ][ Ccancel

+ Foran "Input" condition, select the input to be tested (only those in the Verso central unit)
and then select its status (enabled or disabled).

a - i xS
Type of condition:
[Input '] b

I input ‘Godc Reader 1 " Dizabled -
Clock Reader 1

Clock Reader 2

Data Reader 1

Data Reader 2

Door contact Reader 1

< Condition

Door contact Reader 2
Pushbutton Reader 1 [ OK ] [ Cancel ]
Pushbutton Reader 2

; Condttional Reader 1 -
Condtional Reader 2
Autoprotection
Power supply test
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+ Foran"Externalinput" condition, select the input to be tested (only those in VEXTIO or
VEXTLCD modules) and then select its status (enabled, disabled or sabotaged for the four-
state inputs of the VEXTIO modules).

F B
¥ Condition @
Type of condition: |
Extemal input v] b
I extemal input Input 1 - Module 1 w | | Dizabled -

Input 2 - Module 1
Input 3 - Module 1
Input 4 - Module 1
Input 5 - Module 1
Input & - Module 1
Input 7 - Module 1 OK ] [ Cancel
Input 8 - Module 1

4 Foran "Automatic device" condition, select the automatic device to be tested and then
selectits status (enabled or disabled).

II-J—"?:{ Condition M-‘
Type of condition: |
[Moma’[icn '] b

] ‘Mmaﬂm 18 V' Disabled -
Automation 18

oK | [ cancel

+ Foran"Event" condition, select the type of event to be tested.

)

Type of condition: |

Evert v] L

i event Unknown identifier Y] [NI readers v]
[No association v]

Depending on the type of event, you can add an additional condition, such as:
o The choice of reader on which the event occurs.

The number of the identifier relating to the event.

The group of the user relating to the event.

The menu of a VEXTLCD relating to the event.

The code entered on a VEXTLCD relating to the event.

O O O O

<7
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+ Fora"Counter value" condition (displayed if a counter is created), select the counter to be
tested and the test method (if the value is lower than / greater than or equal to / equal to)

and then enter the value to be compared.

= Condition

)

Type of condtion:

Value of courter v]

v] less than -

less than
areater than or equal to
equal to

f courter Counter 1

L

1 =

[ ok ][ caned

4 Fora"Security level value" condition, select the test method (if the current security level is
lower than / greater than or equal to / equal to) and then enter the value to be compared.

2 Condition

[S=X)

Type of condition:
Walue of security level

less than -

|ess than
greater than or equal to
equal to

If the security level is

L

0K || Cancel

% Fora"Time" condition, select the test method (if the current time is lower than / greater

than or equal to / equal to) and then enter the value to be compared.

=4 Condition

S5

Type of condtion:

Time

-

less than | 11:00

greater than or equal to
equal to

f the time is

L

ok | [ Ccancal

% Fora"Date" condition, select the test method (if the current date is lower than / greater
than / equal to) and then enter the date to be compared.

greater than or equal to

’ “
4 Candition [
Type of condition:
Date -] I-r
ffthe dateis  |less than * lundi 13 janvier 2014 -

] [ Cancel
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% Fora"Door" condition, select the door to be tested and then select its status (Closed or

Open).
rﬁE{ Condition u1
Type of condition:
[Door v] b
Fdoor [Porte 2 ~ | [Closed -

Closed
Open I

[ ok |[ cancel

4 Fora"Lobby" condition, select its status (Closed or Open).

Type of condition:
(Lobby - L
Flobbyis  [Closed -
0K | [ Canesl
ADDING AN ACTION
e R ==

Type of action:
(Outout -] L

Output [Relay Reader 1 ~ | [ Disable -]

From this window, you can select the type of action:

e —

Bdemal output
Group

Reader
Counter
Forgiving
Security level
Video evert

+ Foran"Output"action, select one of the outputs of the Verso central unit and then choose
Enable, Disable or Enable during (1 to 65534 seconds).

<7
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-
< Action

Type of action:

[Output

Output | Relay Reader 1 ~ | [enableduing___ =] [ =

disable
enable

Lok |

Cancel

#+ Foran"External output" action, select a relay for a V-EXTIO module and then choose
Enable, Disable, Invert or Enable during (1 to 65534 seconds).

rﬁh’ Action M‘
Type of action:
[Ex'.temal output v] h

Relay 2 - Module 1
Relay 3 - Module 1
Relay 4 - Module 1
Relay 5 - Module 1
Relay & - Module 1

L Relay 7 - Module 1
S Relay 8 - Module 1

Output ‘Hala]ﬂ - Module 1 " disable -
Relay 1 - Module 1

[ ok |[ canced |

—

désactiver -
désactiver

activer

inverser

activer pendant

4 Fora"Group" action, select the group and then Authorise or Prohibit.

=
< Action

S

Type of action:

’Gmup

Group [Groupe 1

~| [Authorise -

EPI

L

Lok |

Cancel

4 Fora"Reader" action, select the reader and choose one of the following operating modes:
o Normal mode.

o Opening (delay).
o Opening maintained.
o Closure maintained.
o Closure.
[ ¢ Action ] |
il';z:do;admn. v] b

Lecteur 3

Reader ‘LedeurZ VI Normal mode hd

[ ok ][ Caneal
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MNamal mode -

Momal mode
Opening

Opening mairtained
Clasure maintained
Close




% Fora"Counter"action, select a counter and then Increment, Decrement or Reset.

r ™y
2 Action -
Type of action:
Counter '] b
Courter Courter 1 v] Increment -
Increment
Decrement
Resst
[ ok ][ Concel
b

#+ Fora"Forgiveness" action, you can:

o Clear the anti-passback cycle for "All users".

o Clear the anti-passback cycle for all "The users in the group” and then select the

group.

= Action

-

|
Type of action:
Forgiving - ] b

Forgive The users in group

- [Gmupe 1 V]

The users in group |

oK | [ Cancsl

Caution: To execute this action, VISOR must be running on your computer.

+ Fora"Security level" action, select:
o Increment the security level.
o Decrement the security level.

o Switchtosecuritylevel 1, 2 or 3.
Irﬁ?:{ Action

Type of action:
[Semr’rty level - ] b

| Go to security level «][1 2
Increment the security level

Decrement the security level
|Go to secur 'Ievel

ok | [ Cancdl

ICOUNTERS

To add a counter, click on "Counters" and then "Add a counter" as follows:
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2 Visor - New installation 1

File Display Toels Windows  Updates

ocTechnical - et Schedules and acc
o l"- &)
Close
v A

I™ Site corfiguration
..... r‘ Zanes
..... I~ s
-7 Central units
BE Central unit 1

B 3 Readers
- o Reader 1
+ i Reader 2
B Bdension modules
; I— Automatic devices

Eﬂr ; |_ 1—;ﬁ.ddacounter ||

From the counter window, you can:
+ Change the "Name".

------ I™ Messages

% Enter avalue between 0 and 65535.

ANALOGUE INPUTS

<Y Counter1 (1)

Name

Value
0

e

OK

] [ Cancel

To add an analogue input, click on "Analogue inputs” and then "Add an analogue input" as follows:

= Visor - New installation 1

File Display Tools Windows Updates Help

ocTechnical - * Schedules and access groups -

o % C

l— Site configuration

----- ™ Zones

..... r‘ Lifts

E—]I_ Central units

Bg Central unit 1
B 3 Readers

- 3 Reader 1

- 3 Reader 2

B Extension modules

I™ Automatic devices

= Courters

B Analogue inputs.
I Messages [ Add an analogue input ||

Close
J Active insta

‘53 Analogue input 1

(S
Name: P _'-*"-_\.
Analogue input 1 I\.‘.;J
Associated input:
[Input 1 - Module 1 -
Conversion fomula:
([double)5 / {double}1023) * valeur

Unit:
Volts

Read the input every:
1

SEeC.

ok | [ Cancdl

The analogue input is associated with a V-EXTIO module that first needs to be created in VISOR.

In the "Analogue input” window, you can:

Change the "Name".

Choose a conversion formula.

+++++

Choose a unit of measurement.

Choose the input associated with the V-EXTIO module.

The analogue input has a conversion range between OV and 5V.
The converted value can then be displayed in the overview plan.
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Enter a time value for reading the analogue input between 1 and 360 seconds.
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ILCD MESSAGES

To configure the messages displayed on the VEXTLCD modules, click on "Messages" and then

"Modify" as follows:
< Visor - New installation 1

F ™
s
File Display Toocls Windows Upda N Messages PO ﬁ
Message il
Message 2 L
Clo=e “ Message 3 1
r. Site corfiguration Message 4
----- [T Zones =
]_ L Message &
..... s
] Message &
27 Central units
£ Central unit 1 Message 7
- : Readers Message &
- ol Reader 1 Message 9
- J Reader 2 Message 10
Extension modules Message 11
I Automatic devices Message 12
E Courtters
Pl Analogue inputs OK ] [ Annuler
[ Mtﬁsag Modify |
----- r. Video servers

In the "Messages for LCD module” window, you can enter 32 messages of up to 32 characters each.

These messages can be displayed using an automatic device.

IONLINE AUTOMATIC DEVICES

Online automatic devices are only available in case of using a client / server installation (SQL
database) with the Windows service. Under another type of installation, these devices do not appear.
They are only managed by VISOR. So make sure that the server machine is constantly running.

To add an automatic, click on "Online Automation" and then "Create an automatism" as follows:
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i Visor - New installation 1

File Display Tools Windows Updates Help
r"' ™
OOOTechnical - .r®5chedulesand access groups v .
Close

I™ Ste confiquration J Active installati
----- I~ Zones

----- ] Automatic device onling.

_____ I— Lifts [ Create an automatic device ||
----- [T Certral units

----- I™ Vidso servers

----- I™ intrusion

----- I~ MORPHO readers

ﬁ\d Automatic device 1

Name I
Automatic device 1 || Disable the automatic device

Conditions: Add a condition
If the conditions are met, execute the following actions:
If the conditions are no met, execute the following actions:
Sending emails
[] Send e-mail when automation starts
[7] Send e-mail when automation stops

From the window of the automatic device, you can:

+ Give aname to your device: Type in the "Name" field
+ Disable the device
#+ Add up to four conditions associated with an "AND" or "OR" logical operator.
+ Add up to two actions, which will be executed when the conditions are true.
+ Add up to two opposing actions, which will be executed when the conditions are false.
# Choose to send an email to all managers authorized to receive alerts when the device starts
#+ Choose to send an email to all managers authorized to receive alerts when the device stops
Adding a condition:
ra—"?:{ Condition [&J1
Type of condtion:
Event L'
I event Unknown identifier VI [NI readers v]
[No association v]
ok | [ cancel |
From the "Condition" window, you can select the type of condition:
4+ Anevent Type of condition:
+ Avalueforacounter Event -
+ Avalue for security
. Counter value
+ Atime Securty level value
+ Adate Time
Date
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Adding an action:

[ < Action ﬁ1
Type of action:
[Extemal output v] L
Output |Relay 1 - Module 1 ~ | [disable -

Drive a reader

[ ok ][ cancd |
From the "Action” window, you can select the type of action:
Drive an external VEXT-10 output
Grant/deny an access group el -
Extemal outp

Change the value of a counter Group

: Reader
Reset the users anti-passback cycle Counter
Change the security level Reset anti-passback
Display a message on a MOD-AFF module ‘El‘.a':””t’" level

isplay message

Execute a HTTP query HTTF query

+++++++++

Reload users number of passages

Feload passages

For more information about the parameters, see chapter “Automatic devices” above.

IZONES MANAGEMENT

The zones management allows you to locate users. For this, you can either edit a user's record or
consult the “Present user management” (available from the “Users” menu”).

To add a zone, click on "Zones" and then "Add a zone" as follows:

<4 Wisor - New Installation 1

File Display Tools Windows Updates

°0Technical - [ ase

- >chedules and a

o " 0

I™ Site corfiguration

Close

e

&I Central urits

----- ]_ Video servers

----- I MORPHO readers
..... I” Display modules
----- I™ Offline readers

----- ]_. Mabile readers

Vv A
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Parameters tab

2 Zonel @
Parameters | Access

Name:
Zone 1

Start & maximum attendance time
Maxdmum attendance time in the area:
15 = minutes
Mert if & user exceeds a madmum time
Time exceedsd befors alert:
b = minutes

Recipient’s email address alert:

0K || Cancel

From this tab, you can:
+ Name your zone

4 Start amaximum attendance time if a user exceeds the specified time, an alert is displayed
in Visor.

4 Define an email alert when attendance time is exceeded.

Access tab
< Zonel @
Parameters | Access
Entries Exits
Reader 1 [] Reader 1
[] Reader 2 Reader 2
ok || Cancdl

From this tab, you can select the readers as entry and exit of the zone.

You can also place anicon on the overview in order to see the number of people in each zone inreal
time.

DG
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IVIDEO SERVERS

CREATING A VIDEO SERVER

To create a video server, click on "Video servers" and then "Create a video server" as follows:

<]

WTechnical - OB o es and ac
|

‘33 Video server @

Close
I Stte corfiguration “ Ac Name: [P
..... I™ Zones Video server 1
..... I~ LUfs Manufacturer:
E—]]— Central units [Digi‘fort v]
=3 Certral unit 1 Address (URL):
g : Readers hittp://
il Reader 3 Part:
3 Reader 4 2600 =
& BEdension modules Playback part:
]_ Automatic devices 3600 r
E Counters
..... 9 Analogue inputs [ List cameras
-7 Messages Mumber of cameras:
= Vidéo
User ID:
i I— Create a video server l dmi
o] I- IP canteras admin
..... r‘ MORFPHO readers Password:
----- ]— Display modules
EZI---]_ Offlinie readers
..... I™ Mobile readers 0K ] [ Cancel J

From this window, you can:

+ Name your server: enter the name in the "Name" field.

% Choose the server manufacturer:

o

O O O O O

o

++++++

DIGIFORT V7
SAMSUNG
DAHUA
NUUO
MILESTONE
HIK
GIGAMEDIA

Enter the server's address (URL).

Modify the port

Modify the port for video playback

Click on the "List cameras" button to detect all the cameras on the video server.
Enter the login for your server.

Enter the password.

Then you will be able to view the cameras video from a shortcut or video matrices.

<7
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CREATE AN IP CAMERA

To create an IP camera, click on “Video” / “IP Cameras” then on "Add" as illustrated below

o

WTechnical - ] @ 5 hedules and ace
| e

< Camera settings

Configuration | Associated sources | PTZ_|

s

MName:

]_ Site corfiguration
..... I_' Fones
..... I™ s
E—Jr Central units
2 Central unit 1
B ol Readers
P 3 Reader3
i 3 Readerd
& Exension modules
]_ Automatic devices
@ Counters
-1 Analogue inputs
------ ]_ Messages
= Vidéo
- ]— Video servers

i ]_'
----- MORPH Add

..... r‘ Display modules
[j---]— (Offline readers
----- I™ Mobile readers

Configuration tab

From this tab, you can:

IP camera 1

Close
J Ac RTSP Address

[] The camerz is deactivated

< Camera settings @

Corfiguration | Associated sources | PTZ

Name:
IP camera 1

RTSF Address:

[F] The camera ie deactivated

+ Select the name of the camera.
+ Specify an RTSP address for the camera.
+ Specify whether or not the camera is deactivated.
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Associated Sources Tab

< Camera settings

Al

Configuration | Associated sources | PTZ

Sources associated with this camera

None

E||:| Readers

[7] Reader 3

From this tab, you can:

=% Select the associated sources (readers, LPR readers, Groups intrusion and Zone intrusion)

which will enable you to display the video from this camera for acquittal.

PTZ Tab

< Camera settings

| Corfiguration | Associated sources | FTZ |

Mave to the right:

Move to the left:

Move up

Move down

Zoom in

Zoom out

Stop movement

The camera has PTZ
[ Requires authentication

From this tab, you can:

4 Define whether or not the camera handles the PTZ.

+ Specify whether an authentication is required to move the camera
+ Define the different RTSP channels required to move the camera




CAMERA SETTINGS

To configure a camera, click on “Modify” from a camera, as indicated below:

WTechnical - OB e and ace
S ko

Close
]_ Site configuration - ¢ AC

----- [T Zones I
..... I™ Lfts

& Certral units

= Vidéo

Elr Video servers
EI]— Video server 1

Frenil Bz
’ .
4 Cam Display
4 Cam Madify
# Camb
il CamB 5
Configuration Tab
< Camera settings @
¢ Cortiguration || Associated sources | Registration events | PTZ |
MName:
Fuis
RTSP Address:
[ The camera is deactivated

From this tab, you can:
# Select the name of the camera.
4 Specify an RTSP address for the camera. This address will enable you to access the camera
from the Smartphone App.
+ Specify whether or not the camera is deactivated.

<7
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Associated Sources Tab

< Camera settings @
| Corfiguration || Associated soLrces || Registration events I PTZ |
Sources associated with this camera
Al Mone
E||:| Readers
D Reader 3
i.[] Reader 4

From this tab, you can:
+ Select the associated sources (readers, LPR readers, Groups intrusion and Zone intrusion)
which will enable you to display the video from this camera for acquittal.

Registration Events Tab

<& Camera settings @
PTZ
Event types
|dertifiant inconnu -
Idertifiant suspendu F
Identifiart volé

Identifiant hors site
Idertifiant hors distibuteur
Identifiant non attribué
Echec authentffication
Litilisateur accepté =
Atterte code

Ltilisateur interdit

Liilisateur déja entré

Ltilisateur déja sorti

Ltilisateur invalide sur la porte
Ltilisateur hors plage

Porte vemouillée

Wéhicule non détecté

Groupe interdit

Code Emoné

Clavier bloqué

Mombre de passages max atteints
Ltilisateur sans code

Litilisateur Hors Validité

Attente Accompagnateur
Accompagnateur refusé
Accompagnateur accepté -

All ] [ None ]

.

From this tab, you can:
#+ Select one or more types of events for triggering the video.

.4
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To watch the video according to an event, display the list of events (“Events” then “"See Events”) and

click the cameraimage in front of the desired event. A window will open and you will be able to watch
the video.

Caution: this feature only allows to view a video from a recorder. DOMOS will never trigger the video
recording on the recorder. This recorder will have to be configured accordingly (permanent
recording, motion detection ...).

PTZ Tab

< Camera settings @

The camera has PTZ
Use the video recorder's authentication
Mave to the right:

Move to the left:

Move up

Move down

Zoom in

Zoom out

Stop movement

From this tab, you can:
+ Define whether or not the camera handles the PTZ.
#+ Specify whether or not stocker authentication is required to move a camera in RTSP
+ Define the different RTSP channels required to move the camera from the Smartphone
App.




CREATING A VIDEO MATRIX

To create a video matrix, click _ and then _ as follows:

Close
l-_ Site configuration
r Zones
r Lifts

= _ Central units

Extension modules

 Automatic devices

@ Technical - % Schedules and

Vv

1 Video server 1
r P cameras
-7 MORPHO readers
r Display modules

o Add ¢ Modify €3 Delete

Name

From this window, you can:
4+ Add anew matrix by clicking the "Add" button

#+ Modify an existing matrix by selecting the desired matrix and clicking -
+ Delete an existing matrix by selecting the desired matrix and clicking -
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Configuring a video matrix

[E=SRER ===

|
Configuration

Mame:
MNew matrix 1

tﬁeﬂeamm

[ e Delete cument page ]

€ ]  rgersn [ ) | Cortguraton 3] | [ ok ] [ Carcal ]

From this window, you can:
Give a name to your matrix

Change the number of cameras to display in the matrix (1, 4,9 or 16)
Create or delete pages
Show or hide the configuration menu

++ + +

To add a camera, select it in the right list and drag it into an available slot (gray rectangle).

Toremove a camera from the current page, click the _ and then
click - as follows:

If your camera is motorized, click the button _, then click - as

follows:

Then use the arrow and magpnifiers to control your camera.
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To hide the controls of the camera, click again on the button in the upper right corner, then click
"PTZ".

To view a camera in full screen, click the button in the upper right corner of the camera and click "Full
Screen" as follows:

i
PTZ

Full screen

Close

Toreturn to the normal display, click again on the button in the upper right corner and click "Full
Screen”.

Tip: You can use a shortcut to display your matrix.

ICONFIGURING A CENTRAL UNIT READER

From the Technical menu then Site configuration, click on the central unit reader then "Modify":

<44 Readerl
Name: e Enable
2 Visor - New installation 1 | Free access time ange and Mode | Badge +code|

File Display Tools Windows Updates Configuration |Openir1g command and inputs | Mz badge | Hosts |

Reader type
QQGTechnical - Ir®5chedules and ac [Wlegand v]
Close [ Advanced configuration ]
: i « Ac
]_ Site configuration Arti-passback
..... Zoi
15l Zones [Disabled -
..... I” Lfs
[_J]" Central units Manage the madmum per group
E| Central unit 1 Enable passage corfimation

Passage count

o :ﬁ Meodify ‘— [Do not court, do not test -

----- Extension modules
----- ]_ Automatic devices
ﬁ Counters

----- - Analogus inputs
----- I™ Messages

&I Video servers

----- I™ MORPHO readers

----- [T Display modules

----- ]_ Offline readers o ] [ —

B 3 Readers

Lobby mode
] Enable

From this window, you can:
+ Name your reader: enter the name in the "Name" field.
#+ Disable the reader (it will no longer be taken into account in the calculation of the license).

Configuration tab

In the Configuration tab, you can:
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+ Choose the Type of reader: Reader type

Wiegand ACC-ER-KR60x
Wiegand decimal
Wiegand keypad

Wiegand Prastel

Wiegand Vauban Systems

o Clock &Data 326t Viegand - u
o Personalised Clock & Data 32bit Wiegand
: Clock & Data
o Deister Clock&Data Deister ClockAData
o DIGIBIO Digitouch
Digitouch Mini
o DIGIBIO MINI OSDP (HID)
o OSDP (HID) Personalised Clock & Data
o Personalised Clock & Data Personalised decimal Wiegand
Personalised Wiegand
o Personalised decimal Wiegand FROEM Clock&Data receiver
: . Reader with keypad

o Personalised Wiegand 533 (STID)
o PROEM Clock&Data receiver Signal 5
o Reader with keypad (HID RK40) ?ﬁggpafdﬂm
o S33(STID) Wiegand 26 bits

. Wiegand 30 bits
o Signal5 ‘Wiegand 56 bits
o SSCP(STID) Wiegand ACC-ER-KRGx:

; Wiegand decimal
= W!egand ) Wiegand keypad
o Wiegand 26 bits Wiegand Prastel

. ; ‘Wiegand Vauban Systems
o Wiegand 30 bits Zomo
o 32-bit Wiegand
o Wiegand 56 bits
o
o
o)
o)
o)
o)

Zomofi

+ Enable the Anti-passback function by selecting the reader either as an "Input" or an
"Output”.
Anti-passback

Disabled -
Disabled

Input

Exit

T T T T T T

Check the "Manage the maximum per group” box if you wish to restrict the number of users per
access group for a given reader. The maximum number is specified in the group - refer to the
chapter entitled "Managing access groups".

Enable passage confirmation to validate when users operate a reader. To use this function, the
"Door contact" input must be connected to a door contact and the parameter for the input must also
be enabled; refer to the "Opening command and inputs” tab.

+ Enable the passage count function. You can select:
o Test:used to test the number of times that a user has operated a reader without
counting and block the user if the reader is equal to 0.
o Testand count: usedto test the number of times that a user has operated a reader
by counting and block the user if the reader is equal to 0.

D,



Passage count

Do not count, do not test - u

Do not count, do not test
Test
Test and court

= (]

+ Enable Lobby mode: used to integrate areader into a lobby. Only one of the readers
belonging to the lobby can be enabled at any one time.

Opening command and inputs tab

<% Readerl @

Mame:  Reader 1 Enable

Free access time range and Mode I Badge + code |
Corfiguration | Opening command and inputs | Alam badge | Hosts |

COpening command
[ End of command on door epening
[ Authorise access group delay

Delay: Bs. =

LED output: Follows the opening command ']

Pushbutton input

(o J
Cperating time range:
’Corrtinuous operation V]

Dioor contact input
[Disabled -

Condttional input
Disabled -

[ ok ][ Ccancel

From this tab, you can:
+ Configure the Opening command.

o Ifyou check the "End of command on door opening” box (a door contact needs to be
connected to the central unit's "Door Contact"” input), the relay command will be
disabled when the door is opened or the time delay expires.

o Ifyou check the "Authorise access group delay"” box, the reader's relay command
delay will correspond to the delay specified in the group, which is practical if the
time required for a user to operate a reader is long.

o Therelay command delay is from 1 to 255 seconds. If you set the value to less than
1, you will switch to Bistable command mode (the relay status is reversed for each
user accepted or each press of the pushbutton).

o TheLED output (generally used to control the reader's LED) may follow the:

= Opening command (status of the command relay).

= Door state (status of the "Door contact" input).

= Opening command and door status (statuses of the command relay and
"Door contact" input).
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+ Configure the Pushbutton input. Pushbutton input

You can choose: (N/O -| “/
o BetweenaNO or NC contact. Operating time range: ’
o Continuous operation or a [Cuntinunus operation v]

predefined time range.

#+ Configure the Door contact input. Door contact input
You can choose: [NKO -
o BetweenaNO or NC contact. Bocked door delay-
o The blocked door delay function r) Disabled

creates ablocked door event in
VISOR if the door is not closed within

the predefined time.
4 Configure the Conditional input.
You choose:

o NO or NC vehicle detection Conditional input
When a badge is swiped at the reader, Disabled -
a vehicle must be detected to confirm Disabled
the opening command o e

o NOorNCalarminservice N/0 alam in service
When a badge is swiped at the reader, g;;i:fgg:{”;ggﬁgﬁng areen N/O
users will be refused entry unless they Glass break monitoring green N/C

have been assigned the alarm
management authorisation.
o Glass break monitoring green NO or NC
This will create a simple event in VISOR for enabling or disabling the break-glass
functionality.

WWW VAL
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Alarm badge tab

<% Readerl @ P

Mame:  Reader 1 Enable

Free access time range and Mode | Badge +code |

Corfiguration I Cpening command and inputs | Alamm badge | Hosts

Enable function

Mumber of passages: |1

Ak

Delay:
D 1s.
Command:
[Automatic device relay -
Delay:
U Bistable

[ Disable alam on a single presentation

0K | [ Ccancel

- From this tab, you can:

+ Enable the "Alarm badge" function.

Enter the number of passages (between 1 and 10) for the badge at the reader to enable the
alarm.

+
#+ Specify a delay to reach the number of passages required to enable the alarm.
#+ Choose the command:

o By the Automatic device relay.

o By the Automatic device open collector output.

o ByaV-EXTIO module relay.
Command:
Automatic device relay -
Automatic device rela
Automatic device open collector
Relay 1 - Module 1
Relay 2 - Module 1
Relay 3 - Module 1
Relay 4 - Module 1
Relay 5 - Module 1
Relay & - Module 1

Relay 7 - Module 1
Relay & - Module 1

+ Set the bistable or pulse command delay to a value between 1 and 255 seconds.

<7
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Hosts tab

< Reader1
Mame: Reader 1 Enable

‘ Free access time range and Mode | Badge + code |
‘ Configuration | Opening command and inputs | Alam badge | Hosts ‘

‘isitor user management

Hosting time range:

[(Users always hosted> v]
Delay:

D Ts

From this tab, you can:
#+ Enable the visitor user management function.
+ Select apredefined hosting time range.
e ) Hosting time range:
<Users always hosted= - !

<l Isers always hosted >
Range 1 |

+ Setadelay for waiting for the host after the visitor user.

Free access time range and Mode

< Readerl
MName: Reader 1 Enable

Corfiguration | Opening command and inputs | Alam badge I Hosts |
Free access time range and Mode | Badge + code

Free access management

Free access (securty level 1)

[( Continuous monitoring > v] See time range Add atime mnge

Free access (securty level 2):

[( Continuous monitoring > v] Seetime range Add atime mnge

Free access (securty level 3):

[( Continuous monitoring > v] Seetime range Add atime mnge

[T Start free access at firt accepted user

Operating mode

Mode (security level 1)

[Ccrﬂ.inuaus monitering - ]
Mode (security level 2):
[Ccm.inuous moritering ']
Mode (security level 3):
[Ccm.inuous moritering ']
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From this tab, you can:

+ Setthe free access range for each security level
o Select <Permanent control> to apply no free access to the reader
o Select atime range so that the reader will remain opened until the selected range

will remained active

o Click "Add a time Range" to create a new time range
o Click "See time range” to edit the selected time

+ Startfree access at the first accepted user.

+ Select the operating mode for 3 security levels
o Either continuous monitoring, or
o Opening maintained, or
o Closure maintained.

Badge + Code tab

<% Reader1 IEI

MName:  Reader 1 Enable
Configuration | Opening command and inputs | Alam badge I Hosts |
Free access time range and Mode | Badge +code

Activate badge + code function

Associzted keypad:
[Reader 1 ~

Code waiting time:

0 10s.

Code request time range:

[Code always requested -

[ Authorise users without code

oK |[ Ccancel

From this tab, you can:
+ Enable the badge + code function.
+ Select the keypad associated with the reader.
+ Setadelay for the code waiting time (between 1 and 255 seconds) after a badge is swiped at
thereader.
#+ Enter apredefined code request time range.
Code request time range:

Code always requested -
Code alwa =quested
Range 1 |

=% Authorise users without a code.
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Autinor lifts tab

Note: This tab only requires one declared Autinor lift to be displayed (see Managing Autinor lifts)

< Lecteur1 IEI

Name:  Lecteur 1 Enable

Configuration I Opening command and inputs | Alarm badge I Hosts |

Free access time range and Mode | Badge + code | Autinor lifts

Controlling an Autinor lift

Autinor lift

’L’rﬁ Autinar 1 v]
Lift floor

B 3

Reader order (indicates its position in the comidor)
0 =

¥

oK || Cancel

Via this tab, you can:
4 Specify whether the reader controls an Autinor lift.
#+ Choose the Autinor lift controlled by the reader.
+ Choose the floor where the reader is located.
#+ Choose the order of the reader corresponding to its position in the corridor.

IADVANCED READER PARAMETERS

Depending on the type of reader selected, you can apply advanced settings to the reader.

WIEGAND KEYPAD

Reader type

[H'lﬁegand keypad v]

[ Advanced corfiguration ]

From the advanced configuration, you can choose the type of keypad (Wiegand 26 or 30 bits) and set
the keypad lock (from 1 to 255 seconds) depending on the number of incorrect codes.

<7
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Keypad parameters

Keypad parameters

Keypad type: Keypad type:

[W}egmd 30 bits ["Megand 30 bits v]
Wiegand 26 bits d lock:

Keypadlodke

| Never lock the keypad -

Lock keypad for: Never lock the keypad

15 Lock keypad after 1incomect code

= Lock keypad after 2 incomect codes
Lock keypad after 3 incomect codes
Lock keypad after 4 incomect codes
Lock keypad after 5incomect codes
Lock keypad after 6 incomect codes
Lock keypad after 7 incomect codes
Lock kevpad after 8 incomect codes

ok || Cancsl

CLOCK & DATA READER

Reader type
| Clock & Data -

[ Advanced configuration ]

From the advanced configuration, you can configure the number of read characters (5 to 10

characters).
= Number of charadel u

Number of characters to be recaived

G 5 Characters

PERSONALISED CLOCK & DATA

Reader type
[Fersunalised Clock & Data v]

[ Advanced configuration ]

In the advanced configuration, choose the number of characters returned by the reader (10 to 128
characters) and then enter the following parameters:

Number: location and size of the badge number read (maximum of 10 characters).

Site code: location and size of the site code (maximum of 5 characters).

Distributor code: location and size of the distributor code (maximum of 5 characters).

++++

Channels: location and size of the channels (maximum of 5 characters) for the radio
emitters.
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MNumber of characters Configuration | Channels

28 =
‘ZI Parameter

Number

[ Delete Site code
[ Corfigure site codes Distrbutor code
[ Configure distributor codes
[ Automatic detection
g

] [aTo ule]x]

By clicking on "Configure site codes", you can By clicking on "Configure distributor codes",
add authorized site codes: you can add authorized distributor codes:
4 Site code [ ("¢ Distributor code =

Code list Code list

Delete

Delete

Add a code Add a code

o 2
[ ok [ cance |

To configure each item, select them in the list and then check the corresponding box in the "Enable”
column. Finally, in the frame, click on each character concerned. Caution: characters for the sameitem

must be consecutive.

Corfiguration | Channels

Parameter

Number

Site code

Distributor code

Channels

In the Channels tab, you can choose the value of each channel for each reader (between 0 and 255).
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Grorrs

Channel 1:0 = u:' £

Channel 2:/0

4|k

By clicking on "Automatic detection", you can automatically search for the area containing the badge
number in the frame received from the reader.

To start the search, enter the badge number to be read by the central unit and then click on "Start".
You will then have 15 seconds to present the badge at the selected reader.

If a match is found between the number entered and the number read, after clicking on "OK", the
reader type will automatically be configured.

r 5
< Search for reader configuration Iﬁ

Type :rsonalised Clock & Data p
Identifier: 12345678 2

Frame received:

DEISTER CLOCK & DATA READER
Feader type
| Deister ClockaData -

[ Advanced configuration ]

The configuration procedure is the same as for a personalised Clock & Data reader.

DIGITOUCH MINI READER

Feader type
[ Digitouch Mini - ]

[ Advanced configuration ]

From the advanced configuration, you can:




Interface Tab:

< RS485 reader

Interface | Biometrics

Buzzer

[Enabled

Lighting
Default LED

[Red

Aarm LED

[ Blue

Door open LED

[Green

LED power

Box brealk-n

Disabled A

[ ok |[ Ccancel

=% Activate or disable Buzzer.
+ Select colours and lighting levels
4 Define boxintrusion detection values.

Biometrics Tab:

< RS485 reader

Biometrics

Checking of badge fingerprirts

[Nways check the fingerprint on badges

Biometrics

False acceptance rate

[< 0.01% (Recommended)

Finger detection

[ Disabled

Reader ID

Waiting for a connection

[ ok |[ Cancsl

)

#+ Define when biometric prints on cards should be checked

+ Define biometric sensitivity
+ Resetreader ID in the event of a replacement.

WWW.VAUBAN-SYSTEMS.FR




READER WITH KEYPAD (HID RK40 OR OTHER EQUIVALENT PRODUCT)

Feader type
| Reader with keypad -

[ Advanced configuration ]

From the advanced configuration, you can:

e R

Keypad parameters

Keypad type:
4-hit Wiegand

Akit Wiegand
Wiegand 26 bits

| NEVET DG TNE KEYPag

Lock keypad for:

Reader type
[Wlegand

[ Advanced configuration

SmartCode function
[T Enable

+ Select the type of keypad: 4 or 26-bit Wiegand.
+ Lockthe keypad for 1 to 255 seconds following 1 to 10 incorrect codes.
4 Select the type of reader

S

Keypad parameters
Keypad type:
[4—bft Wiegand

Keypad lock:
[Never lock the keypad
Lock keypad for:

Reader type

Wi

32bit Wiegand
Personalised decimal Wiegand

Personalised Wiegand
| Wiegand b

Wiegand 26 bits

Wiegand 30 bits

Wiegand decimal
Wiegand Vauban Systems
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OSDP READER (HID)

Reader type
|0SDF (HID) -

[ Advanced configuration ]

From the advanced configuration panel, you can:

< RS485 reader @
Interface

Buzzer

[Enabled -

Lighting

Default LED

(Red 7

Aarm LED

[Omnge V]

Door open LED

(Green *)
ok | [ Cancel |

+ Activate or disable Buzzer.
+ Select colours and lighting

S33 READER (STID)

Reader type
|533(5TID) -

[ Advanced configuration ]

From the advanced configuration panel, you can:
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Interface Tab

< RS485 reader @
Interfface | 533
Buzzer
[Enabled -
Lighting
Default LED
(Red 7
Aarm LED
[Omnge V]
Door open LED
[awen 3]
ok | [ Cancel |

+ Activate or disable Buzzer.
+ Select colours and lighting levels

S33tab

< RS485 reader @

Interface | 533

Cipher key (32 characters 0- 9. A- F):

Card number position:
0 =
Card number size:

1 Bytels) =

0K | [ Cancel

+ Specify encryption key

4 Specify position of card number

% Define card number size
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SSCP READER (STID)

Reader type
| SSCP (STID) -

[ Advanced configuration ]

The configuration mode is identical to that of the OSDP reader (HID).

WIEGAND READER

Reader type
["ME:gand 26 bits - ]

[ Advanced configuration J

In the advanced configuration, you can choose the number of bits to be received by the central unit
(16 to 32 bits).

FJ'E{ Number of bits ﬁ-‘
Number of bits to be received
U 16 Bits |
oK || Canesl |
26 BITS WIEGAND READER
Readertype
["u"l.l"legand 26 hits - ]

[ Advanced corfiguration ]

From the advanced configuration, you can enable the site code management function. Click on
"Configure site codes" to add the authorised site codes.

i Wiegand 26 bits [

Site code

[T Enable ste code management

’ Corfigure site codes
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30BITS WIEGAND READER

Reader type
[Wiegand 3 bits v]

[ Advanced configuration ]

In the advanced configuration, you can:
+ Enable the site code management function. Click on "Configure site codes" to add the
authorised site codes.
+ Enable the distributor code management function. Click on "Configure distributor codes" to
add the authorised distributor codes.

2 Wiegand 30 bits [

Site code

[7] Enable ste code management

[ Corfigure site codes ]

Distributor code ‘

[T Enable distributor code management I

’ Corfigure distributor codes ]

[ ok ][ cancd |
WIEGAND DECIMAL READER

Feader type
[Wiegand decimal v]
[ Advanced configuration ]

In the advanced configuration, you can choose the number of bits to be received by the central unit
(16 to 32 bits).

£ Number of bits [
MNumber of bits to be received
J 16 Bits
oK | [ Cancel

PERSONALISED DECIMAL WIEGAND

Feader type

[Fersunalised decimal Wiegand v]

[ Advanced configuration ]
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¥ 4

In the advanced configuration, choose the number of bits returned by the reader (16 to 128 bits)
and then enter the following parameters:

4 Number: location and size of the badge number read (maximum of 32 bits).

4+ Site code: location and size of the site code (maximum of 16 bits).

4 Distributor code: location and size of the distributor code (maximum of 16 bits).

# Channels: location and size of the channels (maximum of 16 bits) for the radio emitters.

You can also:

Configure the authorised site codes.
Configure the authorised distributor codes.
Perform an automatic detection.

Configure the channels for each reader.
Configure the parities as follows:

+++++

| Configuration | Partties |Channe|5|

Parity 1 Parity 2
From |1 = to: |15 = From (17 2| to: (30 =
- -

PERSONALISED WIEGAND

Reader type

[F‘ersunalised Wiegand T]

[ Advanced corfiguration ]

The configuration is the same as for a personalised decimal Wiegand reader.

WIEGAND VAUBAN SYSTEMS READER

Reader type

[Wiegand Wauban Systems v]

[ Advanced configuration ]

In the advanced configuration, you can enable the site code management function. Click on
“Configure site codes" to add the authorised site codes.



F B
< Wiegand Vauban Systems ﬁ

Site code

[ Enable ste code management

[ Corfigure site codes ]

[ ok ][ canca |

Note: this type of reader is dedicated to the HID iClass® readers associated with HID badges.

ZOMOFI READER

Reader type
| Zomofi -

[ Advanced configuration ]

From the advanced settings, you can:
'-‘53 Zomofi reader settings

Tag presence delay

O Dsec.

Attenuation

U 0

[ ok ][ cancel

+ Select tagtimeout
4 Select attenuation value

IDISPLAY MODULES MANAGEMENT

These modules allow you to display information on a screen. A HDMI connection is mandatory on the
screen.
To add a new module, click "Display modules"” and then "Create a display module" as follows:
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< Visor - New installation 1

File Display Tools

ﬂo Technical -

[«

Windows

Updates  Help

Ilﬁ Schedules and access grou

I- Site configuration

----- I~ Zones

I Lits

I_ Central units
]_ Video servers
47 MORPHO readers

Close

« Active in

% I Display module=
______ I Offline rBadersr Create a display module "

Il

From this window, you can:

++ +++++

past events, presentlist ...)

<% Display module

MName:
Module 1

[IP address:

- 10001

[ Search

[ Disconnect
Password:

Screen resolution (pixels):
640 =
Updates frequency:

1 2 min

= by |[a30 =

[ ok

] [ Cancel

Give a name to your module, type it in the "Name" field
Configure the IP address or DNS address of your module
Search your module on the network

Disconnect the module: stops all communication with the module.

Set a password: the password is used to prevent access to the module's configuration by
another computer

Set the resolution of the screen connected to the module (in pixels)
Configure the update frequency (from 1 to 65535 minutes) if you display dynamic lists (eg

To configure the display, click your module then click "Set display" as follows:

2% Visor - New installation 1

File Display Tools

o

Windows

Updates |

QOTechnical - I.% Schedules and acce:

I— Site configuration

----- ™ Zones

..... r‘ Lifts

- Central units
-7 Video servers

----- I~ MORPHO readers
E—]I— Display modules

V Acti

oo

----- ]_ Coffline reg

Modify

Configure the display

Delete
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The following window appears:

- Display configuration PR x|
G Hlements
&% Add an image
5 Add a photo
% Addtext
OF Add adate

5+ Add a dynamic list

B
4 Configuration
Cobur [l Black

o Add a sequence €3 Delete this sequence (@ Transition ~ (3 Reading (B3 Backto start

ICO QJ‘V‘S .-.“13 3-3‘15 3-3‘23 3-3‘25 00:30 3-3‘35 00:40 3-3‘45 3-3‘53 3-3‘55 3-1‘3-3 3-1‘3-5 3-1‘13 3-1‘15 3-1‘23 3-1‘25 3-1‘33 0 : 0 J 0 0 J i

o oK || Cancel

Itis possible to add several sequences, configure each display time as well as each mode of transition
(fade from left to right or box by box).

& Delete this sequence |(®) Transition ~ |3 Reading () Back to start
e v | Mone A L D
10 00:15 00:20 0 00:40 0045 DO:5
Fade

Left to right

Box by box

For each sequence, you can:

+ Change the time: Present the mouse cursor over the right edge of the preview until a double
arrow appears. Then move the mouse to the desired length.

0 I:IIII:IEIS EIEI:I‘I 0 EIEI:I'

Add a text

Add a date and time

Add a picture (example: display the logo of the company)

Add a user’s picture (example: wish a colleague birthday)

Display the result of SQL query on the database (examples: last events, list of user present
in a zone, personalized query without any limitation). Caution: if you use this type of display,

+++++

Do




VISOR will manage the update of the displayed datas. In this case, ensure VISOR will always

run on your computer.

V 4

Toadd anitem, selectitin the list on the right and drag it on the sequence.
You can move an itemin the sequence by clicking on it and then moving the mouse over the

sequence.

To configure an item, select it on the sequence and then change its settings from the list on the right

bottom of the window.

B2

4 Configuration

> Position 250; 80
Tent Vauban Systems

» Font Microscft Sans Se
Colour ] White

Toremove an item, change the display order, or change the alignment, right-click the item and click
the desired.

Please note that the updated data from the dynamic lists will be managed by VISOR. In this case,
make sure VISOR is constantly running on your computer.
Using the Windows service is highly recommended in this case.

Example of sequence:

2 Display configuration

L,
48 Vauban .
systems =L
Puini;?‘am;‘z 1. 214
250; 150
Image: [ signature-VAI

 Add a sequence € Delete this sequence @ Transition + (3 Reading (3 Back to start

6 0010 00M5 0020 0025 0000 0035 0040 0045 0060 0085 0100  ofos 040 0115 0120 0125 0130 013 o140 014

Example of personalised query:



""""

— .

Personalised SQL query:

Type of queny:
Custom query ']
SQL query:
SELECT Mom,Prenom FROM Ltilisateurs VWWHERE Presence = 1
! | Ecoute |
Settings of columnz:

Column
Column 1

Column 2

r

Pre-parametered query:

Type of queny:

Column 1

| Joamz |

[ Add [ Deete | [ ok J[ Ccancel |

r

/;

Please note that the updated data from these dynamic lists will be managed by VISOR. In this case,

make sure VISOR is constantly running on your computer.

Using the Windows service is highly recommended in this case.

ILIFTS MANAGEMENT

The lifts are managed by the V-EXTIO extension modules. These must be declared before you can

set up your lifts.

To add a lift, click "Lifts" and then "Create a lift" as follows:
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< Visor - New Installation 1
File Display Toocls Windows Updates

@ Technical - & Schedules and ac

Close
I Site corfiguration J Ac

- Zones

m-I Create a lift

r Video servers
-7 MORPHO readers
-J” Display modules

-J Offfine readers N
r Mobile readers

The following window appears:

Name:
|
Reader used for this lift:

[ ™
[uputs used | Free acossses]

Available relays

[

EE] L)

From this window, you can:

+

+
+
+

Give a name to your lift: type it in the "Name" field
Select the reader associated to the lift
From the "Outputs used" tab, select the relay that will be used to activate the buttons in the
lift: use the arrows for it
From the "free accesses" tab, set the free access to each floor as follows:
o Nofree access: the floors will only be released when a user is accepted
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< Lift1 =

Name:
Lt 1 (] i
Reader used for this lift: ' y

[Reader1 -

Outputs used | Free accesses
@ No ime*

() Free access on all relays

() Different free access on each relay

o Freeaccess onallrelays: the floors will be released until the selected time range will

remain active.
i Lift1

Name:
Lift 1 []
Reader used for this lift: '

[Reader 1 -

Outputs used | Free accesses

(@) No free access

@ Free access on all relays [Hange 1 '] l See time l [ New time range l

() Different free access on each relay \ \ \

Also you can edit the selected time range by clicking “See time" or add a new time range by clicking
“New time range”.

o Different free access on eachrelay: you can set a free access time range for each
floor.

7
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4 Lift1 (]

Name
Lt C
Reader used forthis lift: '

[Reader 1 -

Cutputs used | Free accesses

(©) Nofree access
() Free access on all relays

@ Different free access on each relay

Free access [ Add a time range ]

Relay 1 - Module 1 Range 1
Relay 2 - Module 1

Relay 3 - Module 1

Also you can add a new time range by clicking “Add time range”.

Then you will be able to grant users access on each floor using the access groups.

AUTINOR LIFTS MANAGEMENT

——J In order to manage Autinor lifts, the function must be activated in the Preferences/Functions menu.
An Autinor lift is an electronic interface card between the software and one or more physical lifts.
Adding an Autinor lift

To add an Autinor lift, click on “Lifts” and then on “Create an Autinor lift"

' | @ RALUIL Al ¥ e T e | |

Create a lift
Create an Autinaor Lift

The following window is displayed:

<7
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<4 Lift Autinor 1

Name:
Lift Awutinor 1

IP address:

Disconnect

Number of floors
13

-
-

Frequency of the life signal

1s

-
i

Floor number

=R -- T I - I+ ) B - L oS R

-
=

Floor name

R

R+1
R#2
R+3
R+4
R+5
R+&
R+7
R+8
;)

~

m

0K

] [ Cancel

Via this window, you can:

++++++

Name each floor.

Choose the number of floors.

Choose the life signal frequency.

Name your lift —enter this in the Label field.
Set the IP address and port number of the interface card.
Disconnect the lift.

Note: each reader must be configured before it can control lifts (see Configuring a reader from the

centre / Autinor lifts tab)

Note: the authorisations must be configured based on access groups (see Managing access groups /

Autinor lifts tab)

WWW
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SCHEDULES AND ACCESS GROUPS MENU

MANAGING TIME RANGES

I.?B Schedules and access groups -
From the menu ' click on "Time ranges”. The list of time ranges is

displayed.

Click on "Add" to add a new time range.

Click on "Modify" to modify the selected time range.

Click on "Delete" to delete the selected time range.

Time range management:

MName Display
Range 1 [E\reryday v]
Graphic entry | Manual entry

Oh 1th 2h 3 4h 5 6 7h B Sh 10h 11h 12h 13h 14h 15h 16h 17h 18R 15%h 20h 21h 22h 23k
Monday

]

Tuesday ~ 13:00 to: 16:00
_— S S S S 0 S S S S G
e S S S S 0 S S S S G
o S S S S 0 S S S S G
Sunday |
—
pubic hoicays - | ... |
Undefined -

In this window, you can:

+ Name your time range. Caution: the name must be unique (the same name cannot be used
for more than one time range).
+ Configure the type of display:
o Everyday:if your times are different every day.
o Monday to Friday / Weekend: if your times are identical from Monday to Friday, but
different at the weekend.
o Monday to Sunday: if your times are identical from Monday to Sunday.
+ Enter your schedules

D,
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¥ 4

o Graphicentry

bh 1 2h 3h 4 5Bh 6 “h B Sh 10h 11h 12h 130 14h 15k 160 17h 18h 15h 20h 21h 2Z2h 23k
ot [ o o

Tuesday

=  Adding atime slot: clickin ared area and hold down the left mouse button
while moving the pointer until the required time slot is obtained.

= Modifying a time slot: click on the time slot and move it. You can also
double-click on a time slot and then click on "Modify to enter schedules
manually”.

' '
| |
= Deleting a time slot: click on the time slot and then press the "Delete" key

on your keyboard or double-click on the time slot and then click on the
“Delete" button.

o Manualentry:

Graphic entry | Manual ertry

Time slot 1 Time slot 2 Time slot 3 Time slot 4 Time slot & Time slot &
b Monday From 14:00to: 19:02
Tuesday
Wednesday From 13:00to: 16:00
Thursday
Friday
Saturday
Sunday
Public holidays
4 1 3
Modify the selected time slot
From: 03:00 2 to;  08:00 2
[ b J[ e |

= Adding a time slot: click on an empty time slot, enter your times in the
"Modifying the selected time slot" area and then click on the "Apply" button.

* Modifying a time slot: click on the time slot to be modified, enter your new
times in the "Modifying the selected time slot" area and then click on the
“Apply" button.

= Deleting a time slot: click on the time slot to be deleted and then click on the
"Delete" button.

For each time range, you can define a day of the week as well as choose from a list of public holidays.

To configure the list, click on the [:] button after "Public holidays". A new window is displayed
where you can configure the list of public holidays.

D,



You can also define another list of specific days. To do so, click on the "Add a list" option from the P

drop-down menu:
| Public holidays v | [ .

(Gntined 3

IUndefined
" Public holidays
IMANAGING PUBLIC HOLIDAYS

I.fa Schedules and access groups -

From the menu ' click on "Public holidays". The list of public holidays is
displayed.

¥ Public holidays [
Select public holidays Delete daily @ MNonrenewable ' Renewable 1 Delete

mars 2015 avril 2015 mai 2015 Tl

»

Mon. Tue. Wed. Thu. Fi. Sat.  Sun. | Mon. Tue. Wed. Thu. Fi.  5at. Sun. | Mon. Tue. Wed. Thu. Fi.  5at.  Sun.
1 1 2 3 4 5 1 2 3

3 4 5 3 7 8 6 7 8 9 1w 1N 12 4 5 6 7 8 9 10

m " 12 13 14 15 13 14 15 16 17 18 1§ il 12 13 14 18 18 17

® 17 18 1% 20 21 2 20 2 2 23 24 B 18 19 20 21 2 23 XA
23 24 X B X7 B 0B T B B 1] 2D 26 X ®B 23 31 A

m

juin 2015 juillet 2015 aoit 2015

Mon. Tue. Wed. Thu. Fi. Sat. Sun. | Mon. Tue. Wed. Thu. Fi. 5at. Sun. | Mon. Tue. Wed. Thu. Fi.  5at. Sun.
1 2 3 4 5 3 7 1 2 3 4 5 1 2
8 9 m N 12 13 14 3 7 8 9 o M 12 3 4 5 3 7 8 9
15 16 17 18 19 20 21 13 14 15 1 17 18 1§ m 1N 12 13 14 15 186
2 23 24 2 X T 2B 2 A 2 23 24 B X 17 18 19 20 A 2 3
29 30 272 23 31 A 24 25 2 ZF 28 2% 3N

0K || Cancel

A

In this window, you can:
#+ Addrenewable public holidays (automatically renewed from one year to the next by the

central units and software). To do so, select "Renewable" and then click on the days that you
wish to add. These days will then take the selected colour.
+ Add non-renewable public holidays (automatically deleted at the end of their validity
period). To do so, select "Non-renewable" and then click on the days that you wish to add.
These days will then take the selected colour.
Delete public holidays: select "Delete" and then click on each day that you wish to delete.
Delete all public holidays: click on the "Delete daily" button.
Import public holidays from Outlook: automatically import public holidays from your
Outlook calendar. Caution: to use this function, Outlook 2007 or earlier must be installed on

++ +

your computer.

DG
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IMANAGING SPECIAL DAYS

In addition to special days, you can add up to eight additional lists of special days.

l'“ Schedules and access groups -
Inthe &) menu, click on "Special days". The list of special days is displayed.

Click on "Add" to add a new list of special days.
Click on "Madify" to modify the selected list.
Click on "Delete" to delete the selected list.

Managing a list:

e N

MName

ntees List 1

MNew period

Format: [[}ayf’Morthf'Yea v]

From: dimanche 8 mars 2015 R

To: dimanche 8 marz 2015 [ERd

(7} Renewable @ Montenewable

_—J Ao

From this window, you can:
+ Name yourlist (in the "Name" area).

\ + Add, modify and delete days according to two formats (Day/Month/Year or
Day/Month/Year/Hours/Minutes).

IMANAGING ACCESS GROUPS

l [ Schedules and access groups -
From the menu & click on "Access groups". The list of groups is displayed.

Click on "Add" to add a new group.

Click on "Modify" to modify the selected group.
Click on "Delete" to delete the selected group.

Click on "Export" to export the configuration report:

<7
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MANAGING AN ACCESS GROUP

Information tab

o . =

Information | Authorisations | Schedules

Name

Group 1

Group status

[ Prohibit group

Opening delay
Use reader delay

[ Limit number of accesses

From this tab, you can:
+ Name your access group.

4 Determine your group's status: check the "Prohibit group" box to refuse all users belonging
to this group.
+ Choose an opening delay which will replace the reader setting. To do this, uncheck the box
“Use reader delay” then set the new opening delay.
Opening delay
[T Use reader delay

Dielay: Bistable =

#+ Restrict the number of accesses for group users to the readers. You can choose the counter
that will be used (the group counter or a counter previously created on the unit). If you use
the group counter, you can change its current value by clicking on the button "Modify
counter value" and entering its new value.

Limit number of accesses

Courter: [Cuurrter of the group *]

Mazimum: 0 =

[ Modify counter value ]

<7
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Authorisations tab

FETmme . e

Authorisations | Schedules

Prohibited readers: Authorised readers:

=

Reader 1

K

Reader 2

IoER

[ ok |[ Cancel |

From this tab, you can select the readers to which you want to grant users access. Double-click on a
reader in the left-hand list (list of prohibited readers) to authorise it or double-click on a reader in the
right-hand list (list of authorised readers) to deny access. You can also use the arrows in the centre

of both lists to switch the selected readers.

Schedules tab

F
2 Group 1

LTS, ] ==

| Information | krthonsationsl Schedules

@ Pemnanent access on all readers
) |dentical schedules on all readers
() Different schedules on each reader

[ ok |[ cancsl |

From this tab, you can define access schedules on the readers authorised for your group. In

particular, you can:

+ Choose to not restrict the access schedules for your users.

DU
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+ Define identical access schedules on all readers: to do so, select or create a time range.
4+ Configure different schedules on each reader: to do so, select a time range opposite each
reader.

Lift tab

Prohibited floors Authorised floors /

Relay 2 - Module 1

Relay 3 - Module 1
el
[ S —
L ——

If you manage lifts and if a reader associated to a lift is granted in the group, a new tab with the name
of your lift appears.

Then you can select the floors to which you want your W
of the left list (list of prohibited floors) to authorize or (list of
authorized floors) to prohibit it. You can also use the arrows in the center of the two lists to toggle
the selected floors.
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Autinor lifts tab

| Information | Authonsations | Schedul |Minor|’rﬂs|

Type of access: [Nmnii v]

Authorised floors:
=-E Lift Autinor 1
-] R-1

R
R+1
Rs2

-[C] R+3
- [¥] R+d
-[[] R+5
—= -] R+E
[0 R+7

-] [

[ R
-] R+

Via this tab, you can:
+ Choose access type (Normal or President).

+ Choose authorised floors.
+ Choose afavourite floor by right-clicking it.

EXPORTING THE ACCESS GROUPS SETTINGS

To export your group access configuration, from this group list, click on - button

Report elements Results
] Group configuration [ #epor | [ =sendbyemal | [ Pt

From this window, you can:
#+ Choose toinclude the configuration of the groups in the report by checking the "Group
Configuration" box.
+ After generating the report:
o Exportit.
o Emailit to a contact selectedin alist or enter the contact directly with the option of
zipping the file. This option depends on the email settings in Tools > Preferences >
Emails.

L[>
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o Printit.

+ Choose the format for the report:

o Text(.txt).
Comma-separated text (.csv).
Access 2007 (.accdb).

Excel (.xls).
XML (.xml).

O O O O
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USERS MENU

CREATING USERS

The first method for creating users involves using a wizard, which will create the identifiers (badges,
emitters, application badges, and so on), users (physical people accessing the site) and access
groups (schedules and access rights for the site's different readers).

™~ !
EErs -
To do so, click on * and then “Create users”.

The following wizard is displayed:

.
i User creation &J

Creation of identifiers (badges, transmitters, etc.)

What would you like to do?

@ Enteridertifiers manually

() Generate random codes

() Leam identffiers using a reader

Ned | [ Cancel

Omnikey disconnected

There are three different ways to enter your identifiers:
+ Manual entry: enter the first number of your identifiers, the quantity to be created, the

identifier type and the status, and then click on "Next".

i User creation &11
Manual entry
First number:
1 =
Guantity:
1 =
Type:
[ Proximity badge - ]
Status:
[In senvice v]

Back |[ Net |[ Cancel

Omnikey disconnected




+ Generation of random codes: chooses the quantity of codes to be created and the number
of digits, and then click on "Generate". Finally, click on "Next".

i User creation

[S5C)

Random codes

Back

Mumber of codes to generate:

1 Y
Mumber of digits:

5 Y

[ Generate ]

[ Delete ]

Omnikey disconnected

.

#+ Learning: click on "Learning" and then pass your identifiers one-by-one to any reader in your
installation. If you have a DIGIUSB (Mifare CSN card reader), swipe your badges one-by-one.
Select the type of identifier and the status, and then click on "Next".

i User creation ﬁ-‘
Learning
[ Delete ]
Type:
[ Proximity badge - ]
Status:
[In senvice v]
=
Omnikey disconnected
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Enter the access rights to be created for your users (authorisations for the site's different
readers). k 3

r ~
i User creation ﬁ

Access rights

@ Authorise on all readers

() Authorise on the following readers

Back |[ Net |[ Cancel

Omnikey disconnected

To do so, you can:
+ Usean existing access group (caution: this option is only available if groups have already

been created in your installation).

+ Grantusers access toall readers.

+ Grantusers access to a selection of readers: the list of all readers will then be displayed, and
you must check the readers to which users will have access.

Then click on "Next":

r ~
£ User creation ﬁ

Access schedules

@ Pemanent access on all readers
() |dentical schedules on all readers

() Different schedules on each reader

Back | [ MNex [ Caneel

Omnikey disconnected

Enter the access schedules for your new users. To do so, you can:
# Use the schedules for the selected access group: if you have chosen an existing access

group, your only option will be to use the schedules for that group.

Choose to notrestrict the access schedules for your users.

Define identical access schedules on all readers: to do so, select or create a time range.
Configure different schedules on each reader: to do so, select a time range opposite each
reader.

++ +
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Then click on "Next":

.
¥ User creation @

Authorisations

Status:
[Authorised -

7] Mlam management

[ Without checking cycle

[ Anti-passback forgivensss

[ Limit the number of passagesto: |1
[ Validity dates

Back | [ MNed |[ Cancel

Omnikey disconnected

Enter the different options for your users:

+
+

+

Their status (Authorised or Suspended).

The "Alarm management" option: users authorised to activate / deactivate an alarm system
connected to the central unit (your installation must already be correctly configured).
The "Without checking cycle" option: if your installation is configured to use the Anti-
passback function and this box is checked, all users created with this option will not be
subject to the Anti-passback mechanism.

The "Anti-passback forgiveness" option: whenever users operate a reader, all anti-
passback cycles for all users will be cleared (all users can enter or exit again).

The "Limit the number of passages to" option will restrict a user's maximum number of
passages to the value entered.

The validity start and end dates.

Then click on "Next":

< User creation @
Identity type

@ Use a common identity for all users

(70 Enterthe identity of each user

Back |[ Net |[ Cancel

Omnikey Disconnected

Use this window to choose the identity type of each user: common or separate identity.

Then click on "Next":




< User creation

Identities
&

User 1 {Identifier 45255)

d

Take a photo
Delete

Back

J{

Ne¢ | [ Cancel

Omnikey Disconnected

Use this window to define user identities. To proceed to the next step, all fields marked with * must

be filled in.

Then click on "Next":

=
4 User creation

Confirmation

Type: Proximity badge
First number: 1
Quartity: 1

Group creation:

Group 1

[ Display summary

Creation of the following identifiers:

MNext Cancel

Omnikey disconnected

Ensure that all the information displayed is correct. If the wizard needs to create a new access group,
you can change its name. Then click on "Confirm" to finish creating your users.

IMANAGING IDENTIFIERS

To display the list of identifiers (proximity cards, application tag, transmitters, codes, ...), click on

"Identifiers" in the menu.

™= !
~ EEME -
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Identfier: Type: (Al v | Atibuted: (A1

& o T

x) [ deAdd | [ frvodiy || @Deet= |

Identifier

FAHERE -
sasada
amgee
vamsqae
PP e

Attributed

From this window, you can:

From the previous menu, press -

+

+ Select the type of identifiers to display

+

+ Press“Add" to create a new identifier

+ Press "Modify” to edit an identifier

+ Press “Delete” to delete an identifier
ADDING AN IDENTIFIER

J [ Concel |

= Omnikey disconnected

WWW.VAUBAN-SYSTEMS.FR

Search for an identifier by entering the number in the box “Identifier”

Select if you want to display only the attributed identifiers, not attributed identifiers or both
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From this window, you can:

Enter the number of the first identifier

Enter the quantity of identifiers to create in case of several identifiers
Select the type of the identifiers

Select the status

If you use an Omnikey USB reader, swipe the first card in front of the reader

+++++

Note: The identifiers created using this window do not have attributed user. That means you have to
create users then select the appropriate identifier for each of them. If you want to create identifiers
and users at a time, use the “Create users” menu.

MODIFYING AN IDENTIFIER

From the identifiers list, select the identifier to modify then press “"Modify"” or double click onit.

21 5
Number:
1
Type:
| Badge de proximité - |
Status:
| In service - |

MNumber written is different from number read

Associated user

Identffier not attributed

Attribute this identifier

ok | [ Cancdl

From this window, you can:

+ Select the type of the identifier

+ Select the status

+ Enter the logical number: if the number written on the identifier is different than the read
number. To enable this option, press "Display numbers written on identifiers” from the
“Favorites” menu.
Attribute or not the identifier to an user
Edit the user (if the identifier is attributed)
Press OK to save the configuration.

++ +

DELETING AN IDENTIFIER

From the identifiers list, select the identifier to delete then press "Delete”.
Confirm the deletion then confirm if you want to delete the according user (if the identifier is
attributed).

If you have authorized multiple modification of identifiers from the “Favorites” menu, the following
window appears by pressing “"Delete":

D,

ﬁq 132




@ Delete the selected idertifier
) Delete all idertifiers

) Delete allidentfiers of the following type: /
[Badge de proximie -

) Delete all unattributed identifiers

e ok [ concel ]

From this window, you can:
+ Delete only the selected identifier
+ Delete allidentifiers at a time
+ Delete allidentifiers matching with the number and quantity entered
4 Delete allidentifiers according to the selected type
4 Delete allidentifiers unattributed

Press - confirm the deletion then confirm if you want to delete the according user (if the
identifiers are attributed).

IMANAGING USERS =

AR L
* Ers -
Todisplay the list of users, click on in the menu.

B =

Last name: < * Add ﬁ:’ Modify e Delete /O Search ﬁ:’ Meodify several users

Last name First name Access group Time range Status  Idertifiers  Action

<7
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¥ 4

From this window, you can:

Search for an user by entering his last name or first name or press “Search” for more criteria
Press "Add" to create a new user

Press "Modify" to edit an user

Press "Delete” to delete an user

Press "Modify several users” to modify several users. To enable this option, check the box
“Authorize multiple modification of users and identifiers” from the “Favorites” menu.

+++++

ADDING OR MODIFYING A USER

To add a user, press "Add" from the previous window.
To modify a user, you must first open his record.

™™

.. Users -
To find a user, click on "Users" in the menu .

The list of users is displayed. Double-click on one of the users in the list or click on to

find a user based on their last name, first name or identifier.
The user's recordis then displayed:

= (User 1) ) Lﬁ
| Biometrics |
Identity ||dentifiers | Authorisations | Additional information | Movemerts I Exceptions | Options | Prirting |

First name

d

Take a photo
Delete

Presence
Unknown [ oK ][ Cancel ]

Tip: at the bottom of the window, you will see information about the user's presence (Unknown if
your site has not implemented the anti-passback function or if the user has not yet operated one of
your site’s readers, in or out, the date of his last passage and the zone in which he is if you manage
the zones).

Identity tab

From this tab, you can:
#+ Configure alast name and first name for your user.
+ Add animage file that has already been saved on your computer or network.
+ Take a photo usinga webcam connected to your computer.
4+ Delete the user's photo.

If you click on "Take a photo", the following window is displayed:



Select the required webcam from the list in the top-left corner. Click on the “Capture” button to take
a photo. Finally, when the photo suits you, click on "OK".

Identifiers tab

Identity | Identifiers | Authorisations | Additional information | Movements | Exceptions | Options | Printing |
Idertfier

From this tab, you can:
+ Add new identifiers to your user (for example, your users can use an emitter to access a car

park and a badge to access their office). You can assign as many identifiers to the user as
required (maximum of 15,000). Caution: the same identifier cannot be assigned to more
than one user. Click on the "Add" button. The list of identifiers (only those that have not yet
been assigned) is displayed. Then double-click on the identifier that you wish to assign to
the user

+ Modify an already assigned identifier: select an identifier in the list and then click on
"Modify". You can then modify the type of identifier (proximity badge, etc.) and the status (In
service, Suspended or Stolen).

+ Remove anidentifier from your user: select an identifier in the list and then click on "Delete".

<7
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Authorisations tab

P =
Biometrics
Idertity | |dentifiers | Authorisations | Additional infarmation | Maovements | Exceptions I Options I Prirting |
Status: |A.|_rthorised - | Access rights
Time range: |Gm|.|p range b | Grops
See time range
Validity dates
Enable
Temporary ban
Enable
Add Madify Delete
Presence
Unknown Delete [ oK l | Cancel

From this tab, you can:

+
+

+ +

Select the user's status (Authorised or Suspended).
Configure the access schedules:

o Group range (use the schedules configured in the access groups).

o Permanent access: no schedule restrictions for all readers, regardless of the
schedules configured for your access groups.

o Predefined time range: use this time range for all readers, regardless of the time
ranges configured for your access groups.

Configure the validity start and end dates and times.

Configure start and end dates and times for temporary bans. A user who is temporarily
banned cannot access the site during the specified period

Configure the access groups:

o Adda group from those already created: click on the "Add" button. The list of
groups is displayed. Double-click on the required access group. You can add up to
three access groups for the same user.

Modify the access group selected in the list.
Delete the selected access group.




Additional information tab

Identity | Identiiers | Authorisations | Additionial information | Movements | Exceptions | Optiens | Printing |

Type

== -
— —_—
N—

From this tab, you can add other types of information to your user (e.g. telephone number, parking

space, etc.). To add new fields, use the "Preferences” menu from the “Tools"” menu at the top of the

software's interface.

Movements tab

==

ety ] s | Pursaiors | A rmetion] Movererts [ Biepions | Ogors | P
Time Reader

In the "Movements" tab, you can see the user's last 50 passages. The first line in the list corresponds
to the most recent passage.

>
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Exceptions tab

Biometrics
Identity I Identifiers I Putharisations I Additienal information | Mavements | Exceptions |Options I Printing |
Enabling exceptions:
[Ne\rer enabled v]
Presence
Unknown [ oK ] [ Cancel

From this tab, you can:
#+ Configure exceptions for the user, which will be enabled when the following conditions are

met:

Never enabled (exceptions are never used).
Based on a security level (if the software's security level is the same as the selected
level).

o Based onaminimum security level (if the software's security level is greater than /
equal to the selected level).

o Basedonatimerange (when the selected time range is active).

o Basedon aperiod (when the selected period is active).

o Always enabled (exceptions are always used for each of the user's passages).

#+ Configure the user's authorisations when exceptions are enabled:

o Definition of the access schedules (use of the schedules of the access groups for
this profile, permanent access or according to a selected time range).

o Access groups (identical to the access groups for the standard profile; you can add
up to three additional access groups).

When enabled, exceptions can be used to extend the user's default authorisations.




Options tab

i (User1) @
Biometrics
Identity | Identifiers | Authorisations | Additional information | Movemerts | Exceptions | Options | Printing
Alam management Follow this user
Mo anti-passback monitoring This user must have a host

Anti-passback forgiveness

Mumber of passages

This user must swipe badge then enter this code

Presence

Unknown Delete [ oK l | Cancel

From this tab, you can modify the different options for your user:
+ The "Alarm management" option: users authorised to activate / deactivate an alarm

system connected to the central unit (your installation must already be correctly
configured).
+ The "No anti-passback monitoring" option: if your installation is configured to use the Anti-
passback function and this box is checked, all users created with this option will not be
subject to the Anti-passback mechanism.
The "Anti-passback forgiveness" option: whenever users operate a reader, all anti-
passback cycles for all users will be cleared (all users can enter or exit again).
Number of passages: users will have a restricted number of passages for the readers
configured to support this function.
Option “Track this user” enables you to send an email and/or an SMS to managers if the
feature was activated in the settings. Cf. Email preferences and SMS preferences.

+ + + +

The "This user must have a host" option: on readers configured to support this function,
users must be accompanied by a specific user or a user belonging to an access group in
order to be authorised. Check this box and then choose the type of host:
| Thig user must have a host
Host

@ ser User group

Search Delete

o "User": click on "Search" and then double-click on the host in the list displayed.
o "User group": click on "Search" and then double-click on the host access group (any
user belonging to the selected access group can accompany the user).
+ The "This user must swipe badge then enter this code" option: on readers configured to
support this function, users must enter the specified code.

| This user must swipe badge then erter this code
1234 =

LPQG@




Printing tab

Biometrics

Identity | |dentifiers | Authorisations | Additional information | Movements I Exceptions | Options| Prirting |

Preview Printing template:

[ Template 1

Printer:
[PDF Complete

Identifier:
Lastname: Er

[1

First name :

Presence

Unknown

In the "Printing" tab, you can select:

+ The predefined printing template. Refer to "Badge printing templates".

+ Aprinter.
+ Anidentifier.

To finish, click on:
+ “Send by email” to send the card as an attachment to an email

+ “Print” to print the card.

Biometrics tab

Identity | |dertifiers | Authorisations | Additional information | Movements I Exceptions | Cptions | Printing |
Biometrics

Enrolment module
[DiGi1300 -]

Set as default module

Badge Biometrics only

l Encode a badge without a fingerprint l

l Encode a badge using one finger l

Biometrics only are disabled. se the tool
menu, preferences, biometrics tab to enable
l Encode a badge using two fingers l them.

Presence

Unknown

From this tab, you can:
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% Choose the enrolment module (click “Set as default module” to remember the used
module)

Encode a card with or without fingerprints
Enrol the user’s fingerprints (to activate this function, use the “Preferences” menu if you are

++

sure to be allowed to use fingerprints only in your current country)

DELETING USERS

From the users list, select the user to delete then press “"Delete”.
Confirm the deletion then confirm if you want to delete the according identifiers (if the user owns
one or more identifiers).

If you have authorized multiple modification of users from the “Favorites” menu, the following
window appears by pressing "Delete":

<4 Deleting users @

@ Delete selected user

Delete all users
Delete all users without identifier
Delete all users from group:

Undefined -

[ ok [ Canesl

From this window, you can:

Delete only the selected user
Delete all users

Delete all users without identifier

++++

Delete users belonging to a group

Press OK, confirm the deletion then confirm if you want to delete the according identifiers (if the
user owns one or more identifiers).

MODIFYING SEVERAL USERS AT A TIME

From the users list, press “"Modify several users”. This option is only available if the box "Authorize
multiple modification of users and identifiers” is checked from the “Favorites” menu.



=% Modification of users @

Choice groups Choice modfications

Modify users who belong to the following [ Replace first group with:
groups:
Undefined

[] Undefined
7] Replace second group with:

Undefined
[ Replace third group with:
Undefined
[T Replace status with:

Authorised

[ Replace time zone with:

Group range

7] Replace number of passages by:

[T Replace the compary with:
Company 1
7] Replace validity dates with:

vendredi 17 novembre 2017

vendredi 17 novembre 2017

Al I [ None

[ ok ][ cancel

From this window, you can:

Select the groups of users to modify

Select toreplace the first, second and/or third groups of the corresponding users
Select toreplace the status of the corresponding users

Select toreplace the time zone of the corresponding users

Select toreplace the number of passages of the corresponding users

Replace the company of the corresponding users

Select toreplace the validity dates of the corresponding users

+++++++

Press OK to modify all users according to selected group(s).

Warning: this operation cannot be undone.

USER PRIVACY

This function makes it possible to anonymise the traces of deleted users in accordance with
European personal data protection regulations.

In the User list, click on “Privacy”.



Please fill in the sumame and forename fields for which the traces must be:
deleted.

»  Last name”

Via this window, you can:
4 Settheuser's surname.

4 Setthe user's forename.

Validate the action by clicking on - VISOR will display a confirmation request. Confirm the
modification by clicking on -

Warning: this action cannot be undone and it has an impact on the results of history searches.

ICUSTOM LIST OF USERS

You can generate user lists by configuring the fields to be displayed and filtering according to

different criteria.

From this window, you can:
Add a query: click on the - button and then configure your query.

Modify a query: select your query in the list and then click on the - button.
Delete a query: select your query in the list and then click on the - button.
Execute a query: select your query in the list and then click on the _ button. The
results will then be displayed.

++ + +

L[>
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+ Export the results of a query: after executing a query, select a format in the list (text file,
comma-separated text, Access 2007 database, Excel or XML) and then click on the "Export"
button.

+ Send the query results by email: after executing a query, select a format in the list (text file,

comma-separated text, Access 2007 database, Excel or XML) and then click on the "Send by

e-mail" button. Select or enter a recipient and choose whether to zip the file. Caution: to
use this function, you must have configured the email settings in the software's

"Preferences" menu.

Print the query results: after executing a query, click on the "Print" button.

Open the selected user's record by double-clicking on it or by clicking on the "Modify"

button in the bottom-right corner if shortcuts are displayed (to show or hide shortcuts, click

on the "Shortcuts" button).

++

MANAGING A QUERY

Display tab
< New Query 1 @
Information
Name:  [ETISTERE]
Display | Filters
Display columns: Select sl Deselect sl
V| Last name - ?
/| First name I:‘
V| Group 4
V| Time range
V] Status L
/| Valid from 3
V| Valid urtil
/| Idertifiers
/| Presence
V| Alam
V| Forgiveness
| Mo anti-passback
/| Visitor -
Sort results by: Last name - Generate a subtotal by: Last name
0K Cancel

From this tab, you can:
Name your query: enter the name in the "Name" field.
+ Check the fields that you wish to display in the list.
4 Note that additional fields can be selected provided that they have previously been added
via Tools > Preferences > Additional information.

Use buttons lil andl*_l to change the order in which the result columns are displayed.
Select a sort for the results.

Check the "Generate subtotal” box to generate a subtotal depending on the selected sort
criteria.

++ +



Filters tab

Information

Name New Guery 1

Display | Fiters
Fitter by

Last name -
First name:

Group

Status

Walid from

Walid uriil

Presence

Alam <

Fitters

Fitter users
Relating to time ranges Group range

m,

5 = s o

To filter the users to be displayed, click on the "Filters" tab. In this tab, you can define the
following filters:
By last name: filter users whose last name starts with / ends with / contains your text.

By first name: filter users whose first name starts with / ends with / contains your text.

By group: filter users whose group is part of your list.

By time range: filter users whose time range is part of your list.

By status: filter users whose status matches the selected status.

By validity start and end date: filter users whose validity dates are later than / earlier than /
between the dates entered.

By credentials: filter users with specific credentials.

By presence: filter users whose presence matches the presence selected.

By Alarm, Forgiveness, Password confirmation (without any anti-passback cycle check),
Visitor, and With biometrics: filter users whose options match the options selected.

By number of passages: filter users whose passages are equal to / greater than or equal to /
less than a number or between two numbers.

By the presence of biometric data: filter users according to whether they have been
enrolled.

By number of passages: filter users whose number of passages is equal to / greater than or
equal to / less than or between the values entered.

By presence of a photo: filter users based on whether or not their credentials have a photo.
By authorised readers: filter users according to the authorised readers.

If you have defined additional fields: filter users whose information starts with / ends with /

+++ + + + +++ ++++++

contains your text.

To add afilter, simply check it. A new window is displayed, where you can fine-tune your search
criteria.

To modify afilter, go to the list of filters (at the bottom of the window) and click on the blue link

(example: FBUBENE ) A hew window is displayed, where you can fine-tune your search criteria.
To delete afilter, simply uncheck it.

To filter users by last name or first name, check the "Ask on execution" box, so that the software
prompts you to enter your text when executing the query.

D,
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Once you have entered your filters, click on "OK". In the previous window, click on "Execute”. The

results will be displayed.

RESET USERS ANTI-PASSBACK

Toreset all users anti-passback cycle, click "Reset anti-passback" as follows:

Click "Yes" when prompted.

™~

r |
~ﬁ Users - ¥ Events - |

Identifiers
Users
Create users

Listing

Reset anti-passback

Import a list

Presence time

Present user management

The current presence of all users will be erased and they will be able to go in or out again.

— IMPORTING A LIST OF USERS

Toimport a list of users, click "Import a List" as follows:

The following window appears:

™

1
~ﬁ Users - F Events ~ |

Identifiers

Users

Create users

Listing

Reset anti-passback

Import a list

Presence time

Present user management

<7
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s Import data -~ "'-';’ Medify columns 0 Delete - * Confirm import |

0 Elements listed

To import your list, click _ and then select your data type:
+ From the clipboard: you must first have copied data

+ From afile: Then select your file format and click -The following formats are
available:

Comma-separated text file (7 ".C5v)
Semicolon-separated text file (*.bd; ™ csv)
Tab-separated text file ("™ csv)

Excel file (*.xls:®.xlsx)

*+ From adatabase:

Configuration

Format of database:

Path:

Select the format of the database (ACCESS or SQL SERVER)

Enter the path to the database

Enter the authentication mode, the login and password if necessary
Specify the query to retrieve the data to import

Use the "Settings" button to export or import the configuration

O O O O O

Once your data is imported, you must configure the various columns as follows:
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Fields to import
Type of data Associated column

b dentifier ber read Undefined -
|dentifier {number written) CoI:l;ln :I‘
Last name Undefined hd
First name: Undefined hd
Group Undefined -
Valid from Undefined -
Valid urtil Undefined -
MNumber of passages Undefined -
Type Undefined -

[ ok [ Cancdl

For each field type to import, configure the column number based on the data in your file. If your file
does not contain some columns, leave them as "Undefined".

Tip: You canimport multiple credentials per user. To do this, in the identifier column, enter the list of
user IDs separated by commas.

To return at any time on this column settings, click "Modify Columns".
To remove the lines you do not want to import, select them from the list and click "Remove”.

To startimporting and creating users, click "Confirm Import".
If you have set a "Group"” column, make sure that the access groups were created previously with the
same spelling. You can then choose whether to create non-existent groups.

Otherwise, you can choose an access group that will be automatically assigned to all imported users.
These last two options will be required upon confirmation of import.

PRESENCE TIME

To calculate the user presence time, click "presence time" as follows:

m Users - F Events -

Identifiers

Users

Create users

Listing

Reset anti-passback
Import a list

Presence time

Present user management

The following window appears:

<7
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Access selection Perod selection Results
R o e 215 [ B [ e
L | [ = sendby emai |
User selection
@ Group: ® User Format: [Teﬁ (uth ']
Al MNone Al None [M groups: ~ ] Display passages
Last name First name Entries Exits Daily total Total Total (hours)

From this window, you can:

+

+ +++++

4+

Select the entries and exists readers. You can also use the shortcuts "All" and "None" to
check or uncheck all readers within one click.

Select the calculation period: month predefined or custom period

Select users to calculate either the users of all groups, users of a group or a specific user
View the details of the user passages by checking the box "Display passages"

Start the calculation by clicking on _

Export results: after running the calculation, select a format from the list (text file, text
separated by commas, Access 2007 database, Excel or XML) and click the - button.
Send results by email: after running the calculation, select a format from the list (text file,
text separated by commas, Access 2007 database, Excel or XML) then click _
-Select or enter a recipient and choose whether to compress the file. Caution: to use
this feature, you must have configured the mail settings from the "Preferences" menu of
the software.

Print the results: after running the calculation, click the - button

IMANAGING THE PRESENT USER

To view the list of users in one or more areas, click "Present user management" as follows:

Identifiers

Users

Create users

Listing

Reset anti-passhack
Import a list

Presence time

| Present user management |

To use this feature, you must have configured your areas first.
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The following window appears:

Fomat: [Text (60) -
(Generate one sub4otal per zone
Al None Sort results by: Last name -
Last name First name Access groups ZFone

From this window, you can:
+ Select the areas used for the report. You can also use the shortcuts "All" and "None" to
check or uncheck all zones in one click.

+ Start the calculation by clicking on "Calculate”
+ Exportresults: after running the calculation, select a format from the list (text file, text
+

separated by commas, Access 2007 database, Excel or XML) and click the "Export" button
Send results by email: after running the calculation, select a format from the list (text file,
text separated by commas, Access 2007 database, Excel or XML) and then click "Send by e-
mail". Select or enter a recipient and choose whether to compress the file. Caution: to use
this feature, you must have configured the mail settings from the "Preferences" menu of
the software.

Print the results: after running the calculation, click the "Print" button

Select to generate a subtotal per area in the report by checking the box "Generate one
subtotal per area"

+ Select the sort criterion of users by selecting it in the list (Name or Access Group)

+ +

<7
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EVENTS MENU

EVENTS DISPLAY

You can display a list of events in real time at the bottom of your screen by clicking on the "Display"
menu and then "Event list".

Evenements | Présence Close

Date Type Provenance Identifier Last name First name

Caution: this list only contains events that have occurred since you started VISOR. To close the list,
click on the "Close" button at the top-right of the list.

- Events -
To view the last 2,000 events, click on the menu I and then ""See list".
Note: to display more events, refer to the "History" tool.

The following window is displayed:

2 Event lists B3

Date Type Reader Identifier Last name First name Video

Bemertls) sted Shortcuts >>

In this window, you can:
View the last 2,000 events.

Double-click on a user-related event to openits record.
Double-click on an identifier-related event to open its record.

++++

Consult a recorded video (requires compatible video server and a setup of VISOR according
to the recordings, refer Video Servers section)

IEVENT HISTORY AND REPORTS

You can sort the event history by configuring the fields to be displayed and filtering according to
different criteria.
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" Events -
To sort the history, click on "History and reports" in the menu r . The following window is

displayed:
< History ==
Queries Resutts
Quey:  [New Query 1 v [ OBecte | | #Epot || ~Sendbyemal || s Pint
[ Headd | [ Modty | [ @Demte | Fomat: (Tet(o) =]
Date Time Tipe Certra unt Reader Iderfier Lat name Fret name Growp

0 Bement(s) listed

Shortcuts >

In this window, you can:

+ ++++

++

Add a query: click on the "Add" button and then configure your query.

Modify a query: select your query in the list and then click on the "Modify" button.

Delete a query: select your query in the list and then click on the "Delete" button.

Execute a query: select your query in the list and then click on the "Execute” button. The
results will then be displayed.

Export the results of a query: after executing a query, select a format in the list (text file,
comma-separated text, Access 2007 database, Excel or XML) and then click on the "Export"
button.

Send the query results by email: after executing a query, select a format in the list (text file,
comma-separated text, Access 2007 database, Excel or XML) and then click on the "Send by
e-mail" button. Select or enter a recipient and choose whether to zip the file. Caution: to
use this function, you must have configured the email settings in the software's
"Preferences” menu.

Print the query results: after executing a query, click on the "Print" button.

If the selected event concerns a user, open the record by double-clicking on it or by clicking
on the "Modify" button in the bottom-right corner if shortcuts are displayed (to show or
hide shortcuts, click on the "Shortcuts" button).

If the selected event concerns an identifier, open the record by double-clicking on it or by
clicking on the "Modify" button in the bottom-right corner if shortcuts are displayed (to
show or hide shortcuts, click on the "Shortcuts" button).

V 4




MANAGING A QUERY

Display tab

i New Query 1

Information

Display | Fitters

Narme:

Display columns:

Select all Deselect al

Date

Time:

Type
Central unit
Source
Identifier
Last name
First name
Group

Fleason
Manager
Type

HEEEEEEEEE

Date of acknowledge

#) )

Sort results by:

[Date

V] [[] Generate a subtotal by: Date

] [ Cancel

From this tab, you can:

+++ ++

Name your query: enter the name in the "Name" field.
Check the fields that you wish to display in the history.

Use buttons and to change the order in which the result columns are displayed.
Select a sort for the results.
Check the "Generate subtotal” box to generate a subtotal depending on the selected sort

criteria.
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Filters tab

<4 New Query 1 - &

Information

Name: MNew Query 1

Display | Fiters

Fitter by
[7] Date

[ Central unit
] Reader
[T Identifier
] Last name
[ First name
] Group
Fitters:

Filtter events

Relating to types User accepted

To filter the events to be displayed, click on the "Filters" tab. In this tab, you can define the
following filters:

++++++ +++++

By date: filter events whose date is later than / earlier than / between the dates entered.
By time: filter events whose time is between the times entered.

By type: filter events whose type is part of your list.

By central unit: filter events whose central unit is part of your list.

By Associated Source: filter events to view events from your list of Associated sources
(Readers, LPR server, Groups intrusion, Zones intrusion).

By identifier: filter events whose identifier is part of your list.

By last name: filter events where the last name starts with / ends with / contains your text.
By first name: filter events where the first name starts with / ends with / contains your text.
By group: filter events whose group is part of your list.

By Acquittal date, by Cause, by Manager

By additional information (if this feature has been activated in the “Event Configuration”
menul).

To add afilter, simply check it. A new window is displayed, where you can fine-tune your search

criteria.

To modify a filter, go to the list of filters (at the bottom of the window) and click on the blue link

(example: Useraccented ) A new window is displayed, where you can fine-tune your search criteria.
To delete afilter, simply uncheck it.

Tofilter users by last name or first name, check the "Ask on execution" box, so that the software
prompts you to enter your text when executing the query.

Once you have entered your filters, click on "OK". In the previous window, click on "Execute". The
results will be displayed.
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* MNew entry r; Categories

Fitter choice: Period selection Results
B (o 7]  (Today Y] [ Eoswe ][ *Eent |
Manager: [N '] ’ » Print ] ’ - Send by e-mail ]
Severity: [N '] Format: [Tad (bat) 'l
Date Event date Input Category Manager Severity Attachment

From this window, you can:

+ Add anew entry: Click on “New entry".
For further information, Cf. chapter “Adding an entry”

Define categories: Click on _

For further information, Cf. chapter “Category management”

Select display filters: you can filter categories, managers or entry severity

Select display period: select the period during which the desired entry took place.
Display results: click on - to show the entries matching the selected criteria
Export displayed results: once you have displayed results, select a format from the list
(text file, CSV file, Access 2007 database, Excel or XML) then click on -

+* Sdkdd &

list (text file, CSV file, Access 2007 database, Excel or XML) then click on “Send by email”

Select or type arecipient, and specify whether or not to compress the file. Note: In order to

be able to use this feature, you need to have configured the email settings in the
"Preferences” menu of the software.
+ Print query results: once the results are displayed, click on -

WWW.VAUBAN-SYSTEMS.FR ﬁqq @
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ADDING AN ENTRY

From the "Daybook” window, click on _

Evert date: /

vendredi 17 novembre 10:30:29 E-
Category:
== 2
— Severty
- [Nommal -]
—_ﬂ File to attach E] e

From this window, you can:
Specify the title of the event

Select the date at which the event took place

Select the category of the event

Select the severity of the event

Add an attachment when applicable: the attachment must not exceed 1Mo.

++ + + +

CATEGORY MANAGEMENT

From the "Visitors” window, click on _ e

From this window, you can:
+ Add, modify or delete categories.

<7
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MAPS MENU

The overview allows you to view your installation's status in real time and in plan format.

EDITING THE MAPS

L JF |
1 Maps -

From the menu ] select “"Edit” to create your maps.
< Edit overview

Plan list /- Search % Save

Add
Modify
Delete

----- ]— Readers

----- ™ MORPHO readers
----- ]— Automatic devices
----- I Counters

----- ]— Plans

..... ™ Outputs

..... r‘ Inputs

----- ]— Analogue inputs
..... r‘ Doors

----- I™ Cameras

----- ]— Intrusion zones
----- ]— Intrusion groups
----- ]— Central units

----- ]— Extension modules

----- ]_ Glass break

Your overview must have a plan. The first time, you are prompted to add a plan via a specific window
or click on Add in the left-hand column and then search for a plan in jpg, bmp, gif or png format.

To additemsto aplan, select the item in the list of items on the
right side of the window and drag into the plan.

In the plan, you can right-click on the icon to see a preview of the
item's different statuses or delete the item.

By selecting aniconin the plan, you can edit its parameters in the
lower part of the right-hand column.

=

-
= Reader 1

" Reader2

----- I~ MORPHO readers
----- I” Automatic devices
----- I” Courters
-~ Plans

- Outputs

& Inputs

----- ]— Analogue inputs
-1 Doors

&I Cameras

----- ]_ Intrusion zones
----- ]_ Intrusion groups
EJ---]_ Central unitz
EJ---]_ Extension modules
----- r (Glazs break




For areader, you can:
+ Choose abackground colour.

4 Show or hide an event window as soon as an event occurs

on thereader.
4 Select the window position:

I

Change the image size.
Change the image.
Change the name.
Change the font.

++++

Colour [ 0: 255: 255: 255
Event Window
Display Yes
Window Posttion Bottom / Right
4 Images
Image Size 48: 48
Mormal [ Mone
Break-in [ Mone

Door Blocked [_] Mone
Free access [ Mone
Opening Maintain[__| Nene
Closure Mairtaine[_| Nene

Name

Text Reader 1

Text Colour I o000

Fort Microsoft Sans Serif: £
4 Supervision

First plan No

IOPENING THE MAPS

[ In
- Mees -
Fromthe menu “=-=

= Overview

select "Open” to open your maps.

If you have several plans, you can select the required plan in the left-hand column:

Plan list

f

o

by &

vauban-3D
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ADMINISTRATION MENU

The administration function is used to organise the software's managers. You can then adjust the
access rights for each manager. Alogis also available and provides a record of all events occurring
between the start and end of a given session.

ICREATING A MANAGER

H.

Administration -

In the menu [ click on Managers.

<& Managers @
[ Headd | [HeDuplicaie | [ 7 Modly || @
: Administrator

You can add, duplicate, modify and delete managers. The Administrator is the default manager and
cannot be modified or deleted, since the Administrator represents the top-level manager.

Click on "Add" to create a manager.



< Manager 1 &J

Information | Rights |

Last name: Validity dates
Manager 1 [ Enable
First name:

E-mail address:

Passward:

Corffirm password:

[ The password may be changed
The password must be changed
[ Manager prohibited
[ Manager using the SmartPhone application

[ Recsive e-mai aletts

ok | [ Cancsl

From this window, you can enter the:
Last name.

First name.

Email address.

Phone number

+++++

Password.
Check "The password may be changed" to allow managers to change their password.

Check "The password must be changed" to force managers to change their password when opening
a session.

Check "Manager prohibited” to ban the manager.

Check "Manager using the SmartPhone application" to allow managers to use the iPhone
application (if this function is enabled).

Check "Receive e-mail alerts"” so that managers will receive events by email. An email address must
be provided.

All managers have rights determining their access and management of the software. To configure
their rights, go to the "Rights" tab.



< Manager 1 &J
Information | Rights |
I Complete I I Read only I I Rejected I
Right Complete control Read only Rejected 4
Site configuration [l I}
Equipment status I} [ 3
Central unit management [l I}
Reader management = 1
Automatic device management |:| |:|
Counter management D D
Security level [l @
Lift management [l [l
Video server management [l I}
Management of video matrix [l [l
Zone management [ (]
Lisplay module management = =
Schedules and access groups
Time ranges [l @
Puihlir halidzw manznsmart [ [ [ 3
[ ok |[ Cancdl
h

From this window, you can check all of the following columns with a single click:
4 Complete control: managers have no restrictions and complete access to all software
functionality as the administrator.
+ Read only: managers have access to all software functionality, but cannot make any
changes to the software.
+ Rejected: managers will be denied access to all software functionality and all their rights will
be deleted.

You can also reorganise managers' rights if they are not part of the same column. The rights
available are as follows:

4+ Technical

o Site configuration
Equipment status
Central unit management
Reader management
Automatic device management
Counter management
Security level
Lifts management
Video server management
Video matrices management

O 0O 0O O O 0O o0 O O O

Zones management

o Display modules management
+ Schedules and access rights
Time ranges

o Public holiday management
o Lists of special days
o Access groups



4 Users
o Credentials

Users

Create users
User privacy
User movements
List of users
Re-cycle users
Data import
Attendance time

O O O O O O O O

o Attendance management
+ Events
o Eventdisplay
o History and reports
o Daybook
+ Maps
o Editthe maps
o Openthe maps
+ Administration
o Managers
o Managerslog

+ Updates
o Units, extension modules and software updates
+ Tools
Event settings
Card printing templates
Preferences

Modules management
Company management
Automatic import

O O O O O

o Shortcuts management
+ Software management
o Software closure

If you have additional modules, you will also find the different access rights to these modules in this
window.



MANAGING SHORTCUTS

Shortcuts provide a very quick way of using the software both easily and effectively. You can carry

out pre-programmed tasks with just a single click.

* * Q

CREATE A SHORTCUT

In the right-hand column, click on * to create a new shortcut:

[ 2 shortcut 1 (=] |
MName: Image
Shortcut 1]
Type:
[Open a window v] ’ Modify ]
Cpen the following window:
[Site configuration v] [ Delete ]
[ Error ]
0K | [ Cancel

From this window, you can:
4+ Change the name.
4 Choose the type of shortcut.
+ Modify, delete or reset the shortcut image.



SHORTCUT CONFIGURATION

Delete

Modify |b Shortcut 1

Goup
Go down

Hide

From this window, you can:

+ Modify a shortcut
Warning, changes apply to all managers
Delete a shortcut

Warning, deletions apply to all managers

o+
+ Move ashortcut up or down
+

Hide shortcuts that you are not going to use.

TYPES OF SHORTCUTS

Warning, Modify and Delete buttons apply to all managers. Up/Down/Hide buttons apply only to the
current Manager.

Open a window: with this shortcut, you can open the following functions:

Site configuration
Equipment status
Time ranges
Public holidays
Special days list
Access groups
Identifiers

Users

User creation

++++++++++

User list

Create: with this shortcut, you can create:
+ Agroup.

4+ Atimerange.

+ Alist of special days.

++++++++++

+ + +

Event list

History and report

Edit overview

Overview

Presence time

Managers

Security level

Data import

Video switcher
Attendance management

An identifier.
Auser.
A manager.

Learn an identifier: with this shortcut, you can open the identifier learning window by using
one of your site's readers or a DIGIUSB (Mifare® table reader).

History: with this shortcut, you can execute a predefined query in the Event history. This

shortcut enables you to:
+ Display the results.

WWW.VAUBAN-SYSTEMS.FR

>

ﬁﬁ@




7.

8.

10.

V 4

Print the results.

Export the results in the following format: Text (.txt), Comma-separated text (.csv), Access
(.accdb), Excel (.xIs) and XML (.xml).

Define the location of the results on your PC.

Email the file to a recipient. The file can be zipped and/or deleted after sending.

++ ++

User list: with this shortcut, you can execute the same operations as the History, and the
query must be predefined in the Listing.

Control readers: with this shortcut, you can control one or more readers:
Simple opening

Return to Normal mode

Opening maintained

Closure maintained

++++

The command can be executed on all readers or just specific readers.

Search for a user: with this shortcut, you can display the following window:

2 Search e £5
Search criteria | Last name ~ |
Search:
Last name First name
Close
Omnikey discennected

In this window, you can select one of the following search criteria:
o Lastname
o Firstname
o ldentifier

Then click on "Search”. In case of search results, you can double-click on users to edit them.

Video servers: with this shortcut, you can Display a camera that has been selectedinalist
or a Global event from a Digifort video server that has been pre-declared in your site's
configuration.

Launch a program: with this shortcut, you can launch another program on your PC. To do so,
define the path pointing to the program.

Force the importing of a module: with this shortcut, you can automatically import a module.
To do so, first configure the settings in Tools > Automatic import.
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11.

12.

13.

14.

15.

16.

Drive an output: with this shortcut, you can control the output for a V-EXTIO module relay.
The commandi is either to enable the relay or disable the relay.

Change security level: with this shortcut, you can change the software security level. You
can choose between security levels 1, 2 and 3.

Force automatic export: with this shortcut, you can automatically export a module. To do
so, first configure the settings in Tools > Automatic export.

Set the display of a module: with this shortcut, you can set the display of a module that has
been selectedinalist.

Manage daybook: display list or add new entry

Drive an input: with this shortcut, you can execute the same operations as the “Drive an
output”.




APPENDICES

LIST AND VERSION OF SDKINTEGRATED IN VISOR

e

Video stocker model

SDK version

Dahua V3.4.4

Digifort V7.0

Gigamédia V 1.0.44

Hik HCNetSdk V 5.2.7.5
Milestone EngineManagerV 3.8.0.3
Nuuo V3.1

Samsung (Hanwha) V 1.44.0




