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Introduction

You get a lot when you purchase and use a Macintosh-compatible
hard disk. You get more productivity, overall convenience, and the
ability to do things not possible with floppy disks alone. Just having
data centralized and quickly accessible makes your hard disk an
unbeatable investment.

But hard disks come with an entirely new set of issues, options,
and problems. Without an effective organizing plan, data may get
lost in the clutter of files and folders. Hard disk centralization is a
double-edged sword—an unreadable floppy is bad enough, but the
prospect of a hard disk malfunction strikes fear in the heart of many
users. What’s more, the hard disk marketplace has its own jargon:
SCSI, interleave ratios, built-in termination, and so forth.

THE GOALS OF THIS BOOK

Understanding Hard Disk Management on the Macintosh is designed as a
guide to the technological and practical aspects of your hard disk. I
start with the basics of data storage by explaining the concepts behind
it and a few things about Macintosh technology. Then I move on to
the subject of using hard disks in your day-to-day work, explaining
what tools and strategies are available for keeping your data orga-
nized and optimized. Next I tackle the issue of hard disk security—
how to make sure your data won’t be lost, corrupted or accessed
without authorization. And since even the most savvy hard disk user
isn’t exempt from Murphy’s Law, I cover troubleshooting tech-
niques for the most common hard disk problems. Finally, I discuss
maximizing and expanding your hard disk system.

The aim of this book is not just to increase your knowledge about
hard disks. Reading this book will ultimately increase your con-
fidence. Armed with the right information, you should be as comfort-
able with your hard disk as you are with your Macintosh.



—— WHAT THIS BOOK IS NOT ABOUT

This book is a user-oriented guide. You may use it as a powerful
diagnostic resource, but it’s not a repair or installation manual—you
won’t find instructions for disassembling a hard disk or installing an
internal drive in a computer. Neither is this book a guide to storage
device standards for the Macintosh; if you’re a programmer seeking
in-depth information about SCSI or other Macintosh data pathways,
you’ll have to look elsewhere.

WHAT YOU NEED

T0 KNOW ABOUT THIS BOOK

This book assumes you’re already familiar with the basics of Mac-
intosh operations: clicking, dragging, menu selection and the like. If
you’re not familiar with these techniques, check your user manual.
Aside from the basics, I have taken little for granted.

Because Macintosh terminology in common usage is often
unclear, redundant, or downright misleading, I have defined even
the most basic Macintosh terms in order to make sure that you
acquire a clear understanding of the more advanced topics.

HOW TO USE THIS BOOK

Of course, you’ll benefit most if you read this book from beginning
to end. Still, books like this are often bought by users who have a spe-
cific task in mind. If you haven’t purchased a hard disk yet but are
considering one, read Part One, ‘‘Macintosh Hard Disk Essentials.”
Part One, besides covering basic hard disk technology and terminol-
ogy, explains some of the features and flaws to look for when shop-
ping for or evaluating a hard disk. If months or years of regular use
has made your hard disk a morass of confusion and crowding, you’ll
need to analyze your needs and get organized. Part Two, ‘“Manag-
ing Your Hard Disk,” explains the principles behind data manage-
ment and presents several strategies and scenarios for structuring
your work. If you bought this book because your hard disk isn’t



working, you’ll want to read all of Part Three, ‘“When Something
Goes Wrong,” which explains how to diagnose and treat hard disk
problems, with emphasis on how to recover lost data. Part Four,
“Maximizing Hard Disk Performance,” explains various ways to
expand your system. New technologies, including networking, are
described. You'll find Understanding Hard Disk Management on the Macin-
tosh useful as long as you own your hard disk.

— JCONS USED IN THIS BOOK

Three visual icons are used in this book. The Note icon

indicates a note that augments the material in the text. The Tip icon

i

represents a practical hint or special technique. When you see the
Warning icon

pay particular attention—it alerts you to a possible problem or offers
a way to avoid a problem.



P ART O NE

This section is a guide to hard disk
technology—how it works, and how to get it
started working for you. Chapter 1 explains
some of the technical principles behind hard
disks, and Chapter 2 lays the groundwork
for getting your hard disk system up and

running.

MACINTOSH

HARD DISK

ESSENTIALS










ou probably know already

that a hark disk is a means of

storing a large quantity of
data for ready retrieval, but
that’s really just a definition
of its function. To get the
most out of your hard disk, it
will help to understand the
whys and hows behind
the technology.
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CH. 1

This chapter introduces you to that technology, to storage devices,
and to the Macintosh in general. In it, I'll survey the history of data
storage and explore the inner workings of hard disks. Then I’ll trace
the evolution and the changing, challenge-filled role of hard disks for
the Macintosh computer. Finally, I'll explain the SCSI peripheral
standard and look at some of the factors affecting hard disk perfor-
mance on the Macintosh.

A BRIEF LOOK
AT STORAGE TECHNOLOGY

The hard disk is just one of a family of machines collectively known
as storage devices. A computer, no matter how powerful, only processes
data. To obtain that data in the first place, and to preserve it after-
wards, the computer relies on storage.

In the early years of computing, information was stored on paper
that the computer read much like a blind person reads braille. For
years, thick stacks of keypunch cards or reels of ticker-tape-like paper
had to be fed to the computer to run even the simplest program.

This was a cumbersome process, so magnetic medium devices, the
computer equivalent of tape recorders, displaced the paper storage
method. Magnetic medium devices manipulate tape—a thin sand-
wich of plastic and metalic particles. A magnetic recording head
arranges the particles in a distinctive pattern and then a similar head
reads them; but instead of translating the patterns into sound waves,
the computer interprets them as bits and bytes.

Reels of stored information had a distinct advantage over their
paper predecessors: they could store information to a higher density,
they could be erased, and they could be reused at will. Many large
computers still use this technology today.

Still, reels are limited by their linear nature—to retrieve data, the
computer must spool and unspool the tape, which takes time and
causes wear and tear. That’s why the next generation of magnetic
media was devised: the floppy disk. Floppies operate on the same prin-
ciple as magnetic tape, only the plastic-metalic sandwich is in platter
form and encased in a protective covering. Just as a compact disk
player can skip from one track to another in seconds, a computer’s
floppy disk drive can readily access data anywhere on the disk.
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= Perhaps the most
popular method for
moving sealed disks to the
read/write heads involved
floating the disks on a bed
of air. The popular and
reliable Bernoulli Box
backup units still use this
method.

Yet once again, with innovation came limitation. Whereas data
tapes could be quite lengthy, floppies were limited to a uniform size.
That’s why a second approach was being developed concurrently
with the floppy disk: the hard disk. Instead of plastic, hard disks are
made of rigid platters of metal or glass. They can store data with a
very high degree of density. But because of this density, the slightest
imperfection on the surface, up to and including a mote of dust, can
cause data loss. Hard disk technology was promising, but for a while
it seemed destined to exist only in isolated environments, far from the
dust and dirt of the everyday world.

To make hard disk use more practical, a number of tactics were
tried. Most of them involved encasing the disks in a dust-free
medium and hermetically transporting them to the read/write heads,
the recorders and retrievers of data from the hard disk. This kept the
platters more or less clean, but the delicate read/write heads were still
exposed, if only for the time it took to change disk packs. It was at
best an expensive, high-maintenance solution to the problem of keep-
ing the hard disk clean.

In the early 1970s, scientists and engineers at IBM began developing
what proved to be the most successful strategy. They combined and
contained the hard disks and read/write heads in a single, sealed unit
cooled by highly filtered air. Users wouldn’t be able to slip disks in and
out at will, but dust and other contaminants wouldn’t slip in, either.
This type of storage unit is often still referred to by its IBM code name,
the Winchester drive. Most hard disks used by personal computers today
are variations and permutations of the Winchester drive.

Impressive as they may be, hard disks aren’t the apogee of storage
technology. The compact disk (CD), write once, read many
(WORM) optical drives, magneto-optical drives and the digital
audio tape (DAT) drive represent yet another generation of storage
technology.

AN INTRODUCTION TO MEMORY

Your hard disk is a means of storing information, but it’s not what
most people mean when they refer to computer ‘‘memory.’”’ Memory is
the ““‘place’’ information is held so that it can be accessed and manipu-
lated by the computer’s central processing unit (CPU). This place is actually
two places, commonly known as the RAM and the ROM.
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CH.1

All information in
RAM is erased
when the power is turned

off or interrupted. Pre-
vent information loss by
regularly saving to disk.

= You cannot erase
the information in
ROM—that’s what
‘‘read-only’’ means.

When you launch a program, that program is loaded, or read, into
RAM or Random Access Memory. When you open a file, that goes
into the RAM too. Since the RAM can get filled to capacity quickly,
the computer regularly purges and rearranges the information stored
in it, getting rid of the data it no longer needs.

Yes, but how does it know what it doesn’t need? That’s one of the
tasks of the information stored in ROM, or read-only Memory. It’s the
manager of the microprocessor world, a set of rules, instructions and
other information that is permanently inscribed—it doesn’t disap-
pear when you turn the computer off, or trip over the plug. This data
is known as firmware, whereas the data that gets loaded into RAM
from storage devices is known as software.

The smallest unit of memory is the it Bits are either ‘‘off’” (0) or
““on’’ (1). A byte is a unit consisting of eight bits.

You'’ll often see the letter K (or Kb) after a number. That stands for
kilobyte, and although kilo usually means a thousand (as in kilome-
ters), a kilobyte is actually 1,024 bytes, or 8,192 bits. The extra bits
are there because computers use a base 2, or binary, number system
(because the bit is the basic unit of data), and 2'° equals 1,024.

A megabyte is 1,024 kilobytes; it’s usually abbreviated as meg, and
sometimes M. Personal computers are beginning to deal in gigabytes, a
unit of measure equal to 1,073,741,824 bytes. At present, a single
CD-ROM disk has a raw storage capacity of nearly a gigabyte, and
gigabyte-size hard disks are commercially available for the Mac II.

INSIDE YOUR HARD DISK

If you’re lucky, you’ll never need to see the inner workings of your
hard disk. All units are sealed to ward off dust and other impurities,
and they should be opened only for major repairs and only by
qualified technicians in an especially clean environment. That sort of
advice is given about a lot of electronic equipment, but in the case of
hard disks it should be taken to heart: most hard disks operate to pre-
cise tolerances and even a highly informed nonprofessional can easily
do more harm than good. Simply touching or breathing on an
exposed hard disk can obliterate data.

Unless it has a storage capacity of 20 megabytes or less, your hard
disk is probably a collection of disks, usually called platters. Platters,
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stacked one on top of another like records on a multiplay turntable,
rotate on a central spindle.

When you power up the hard disk, an electric motor turns the
spindle and the platters start spinning very rapidly. A Macintosh
drive is supposed to keep its platters spinning at 3500 revolutions per
minute, more than one hundred times faster than a long-playing
record. Because it usually takes a few seconds for the platters to attain
that speed, I recommend that you turn on your external hard disk a
moment or two before you start up your computer, although disks
installed inside the Macintosh have circuitry that essentially does the
same thing for you.

Why do the platters spin so fast? Because the faster they spin, the
less time the computer has to wait for the right block of data to come
around on a platter. Remember, a hard disk is a mechanical device
serving a solid-state electronic one; on the microprocessing level, a
tenth of a second is a long, long time.

READ/WRITE HEADS

The read/write heads of your hard disk are something like a cross
between a tape head and a phonograph stylus. They are small, light,
and suspended on a metal arm; but they don’t actually touch the sur-
face of the platter. Instead, floating very close to the platter, they
swing back and forth to cover the entire surface area.

How close? The gap between them is usually measured in thou-
sandths of an inch, a distance smaller than a hair’s breadth. The resi-
due left behind by a fingerprint or by cigarette smoke can fill the gap
and cause the read/write heads to touch the platter surface. When
this happens, a condition known as head crash often occurs; the dam-
age can range from momentary data loss to permanent impairment.

Head crashes are also caused by moving or dropping the drive
while it’s in operation. Most units have a shock absorption system to
minimize this danger, but extremes of motion—say, knocking the
hard disk off your desk—are likely to cause damage.

THE CONTROLLER

The controller manipulates the read/write heads and passes data to
the computer or disk. If you’ve ever wondered why Macintosh hard
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disks are much more expensive than their PC counterparts, the con-
troller is a large part of the answer: on the IBM and compatible PCs,
the hard disk controller board can be plugged directly into the com-
puter’s data pathway with an add-on card. The Macintosh II has a
similar add-on architecture, but earlier Mac designs required newer,
more elaborate—and hence more expensive—controller circuitry.

INITIALIZATION

Initialization, also called formatting, is the process by which a hard
disk is organized and mapped to make data storage and retrieval pro-
ceed as quickly as possible. An initialized disk is divided into concen-
tric rings called #racks, which are divided into segments called sectors
(see Figure 1.1). The amount and size of the tracks and sectors on an
initialized hard disk vary according to the unit’s capabilities and the
manufacturer’s standards. Commercially available hard disks come
from the factory already initialized, but you may reformat them if
you want to.

Besides the neat division of platter space, initialization involves identi-
fying areas that are unusable or unreliable, and ‘“‘walling off”’ these
areas from future use. Unusable or unreliable platter space is created by
dust motes, manufacturing impurities, and jolts that cause the read/
write heads to touch the platter surface. The presence of these unusable
areas should not be seen as a sign of a defective product, since they are
an inevitable consequence of using your computer.

Information about the locations and usability of the sectors
is stored in a file called the file allocation table (FAT). The FAT is usu-
ally stored on the outermost tracks of the hard disk. Whenever the
Mac needs to read or write data to the disk, it reads the FAT first.
Although the FAT keeps track of all sector locations, a list and
description of each sector’s contents is stored in a single directory.

Together, the FAT and the directory are what make the hard disk
work. If either is damaged or missing, the Mac is unlikely to recog-
nize the drive or make any sense of its contents; as far as the com-
puter is concerned, your disk is blank. In fact, putting a hard disk file
in the trash doesn’t actually delete the file, it just purges its listing in
the directory. When you reinitialize a previously formatted disk, all
you’re really doing is creating a new FAT and directory.
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Track Sector

Figure 1.1: Hard disk tracks and sectors

MACINTOSHES AND HARD DISKS

The Macintosh that debuted in 1984 was a far different machine
from the Mac Pluses, SEs and IIs of today. The user interface icons,
windows, and pull-down menus set new standards for ease of use, but
the hardware had severe limitations, some of it intentionally built in
by the machine’s designers.

The Macintosh was designed to be the ‘“Model T"’ of personal
computers—a single, utilitarian unit without any options. The idea
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= A portis a cable-
and-connector
pathway that conveys
data from an attached
device to the CPU. A
serial port can only trans-
mit one bit at a time.

was to keep third-party developers from tinkering with the Macin-
tosh and turning it into a confusion of modifications and permuta-
tions. To do this, the Mac was built as a ‘‘closed box’’ computer—it
lacked expansion slots, which allow users to augment computers by
adding circuitry. When it came to storage devices, users were sup-
posed to be satisfied with adding a single external floppy disk drive.

Users weren’t satisfied. Personal computer technology was
advancing rapidly; soon 400K or 800K of floppy storage seemed far
from adequate, especially compared with IBM PCs and compatible
computers and their 20 and 40 megabyte hard disks. Soon the Mac’s
beige box, intended to be sacrosanct, was being regularly cracked
open by third-party ‘‘upgraders.”’ A number of companies started
offering internal hard disks for the Macintosh by 1985.

These early drives, though comparable to other Winchester drives
in construction and quality, had the disadvantage of having to sur-
vive in a hostile environment. The interior of the Macintosh was
already crammed with hardware, and even well-engineered internal
hard disks, makeshift solutions at best, succumbed all too often to the
Mac’s lack of circulation and inadequate power supply. The acces-
sory market soon shifted its impetus to external hard disks, which didn’t
have to be mounted within the central shell and didn’t depend on the
computer’s power supply. Yet these, too, had their drawbacks.

SERIAL HARD DISKS

The first wave of Macintoshes, which had 128K and 512K of
RAM, were built with the expectation that adding another floppy
disk drive would be the most advanced enhancement necessary. So
only one external port, a serial port, was provided. That’s why the
first generation of external hard disks, in effect, had to masquerade as
floppy disks (which are serial devices), albeit very large ones. As far
as the computer’s operating system was concerned, the first serial
hard disks were more or less the same as floppies.

These serial disks could store more information than floppies, but
the Mac couldn’t access that information any faster. Data flow
remained bottlenecked at the serial port, which could process at the
rate of only 62.5K per second. In spite of their popularity, external
hard disks had many performance limitations, and in general they
contributed to the misconception that the Macintosh is not a
‘““serious’’ computer.
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SCSI HARD DISKS

Fortunately, by 1986 Apple faced up to reality, acknowledging
that hard disks are a necessary part of personal computing. With the
introduction of the Macintosh Plus, they added an SCSI (Small Com-
puter System Interface) port, a new feature designed primarily for
hard disks and related peripherals. The computer could access data
from up to seven different devices at once through this port at speeds
several times greater than could be achieved through the serial port.
Almost immediately, the Mac hard disk industry blossomed in ear-
nest. And with the increased power of mass storage, the Mac began
to make headway in the business marketplace.

What is SCSI?

SCSI (pronounced ‘‘scuzzy’’) isn’t a computer unit or piece of soft-
ware, but rather a set of rules for ensuring compatibility between
devices. SCSI is a complete set of mechanical, electrical, and functional
standards developed by the American National Standards Institute
(ANSI), an organization that develops and promotes industry standards
in order to eliminate product incompatibility. SCSI devices and accesso-
ries often display a special symbol (Figure 1.2).

Figure 1.2: The international SCSI Symbol

A device built to SCSI standards can communicate with other
SCSI devices via circuitry known as a SCSI bus. Hard disks aren’t the
only machines built to SCSI specifications; the Macintosh itself is a
SCSI device, and other peripherals such as high-speed printers and
backup drives are also available in SCSI versions.

Under SCSI rules, each device is either an #nitiator or a target: the
initiator requests the target to perform an operation such as the read-
ing or writing of a certain block of data. At present the Macintosh



14 UNDERSTANDING HARD DISK MANAGEMENT ON THE MACINTOSH

CH. 1

always acts as the initiator on the SCSI bus, but “‘intelligent periph-

erals’’ that initiate commands of their own are in the wings.
Multiple SCSI devices—up to eight, counting the Mac—can be

linked to the SCSI bus at once. But only one of those devices can be a

Macintosh.

SCSI Ports for Older Macs

If your Macintosh was manufactured before the introduction of
the Macintosh Plus, that doesn’t mean you can’t use SCSI. Many
hard disk manufacturers offer accessory SCSI ports that take only a
few minutes and require no special tools or technical knowledge to
install, either by the user or by a qualified dealer.

g re-SCSI i‘gacf‘ tﬁa“ Before you buy a SCSI port, however, make sure it’s compatible
add _oneslggfa;mf" with your hard disk. Usually, the best port for the task is offered by

the manufacturer of your hard disk (others might not work at all).
The typical port is installed through the battery compartment in the

rear of the Mac.

If you have a 512Ke Mac (the ¢ stands for enhanced), a port is all
you need; your computer’s ROM has routines that facilitate SCSI.
Your machine won’t be as fast as a Mac Plus, but having a hard disk

will make a big difference in your computing.

But if you have one of the original 128Ks or an unenhanced 512K,
an Apple-authorized memory upgrade is highly recommended
before the purchase of a SCSI disk or port. You'll need the enhanced
RAM and ROM in order for the speed of SCSI to make a noticable

difference.

EXTERNAL HARD DISKS

Today, every Macintosh in production can use SCSI devices.
Serial hard disks are no longer manufactured, and SCSI hard disks
are available with capacities from 20 megabytes to 200 megabytes
and beyond. Because the majority of Macs in use today are still the
““closed box’’ type (the Mac Plus and its predecessors), the most pop-
ular hard disks are external disks. These are attached through external
cabling, and have separate power supplies, cooling systems, and con-
trol circuitry. We’ll discuss their set-up, installation, and formatting

in Chapter 2.
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It’s important to note that even though the same external hard disk
can be used with a Macintosh Plus, an SE, and a II, it’s configured
for optimum performance with only one member of the Mac line at a
time. This topic, along with information on how to determine con-
figuration and how to reconfigure for your computer, is explored in
Chapter 8.

INTERNAL HARD DISKS

In 1987, the Mac was fully opened for business. The Macintosh SE
(for System Expansion) retained the distinctive size and shape of its
predecessors and added a single expansion slot and room for an internal
hard disk. The Macintosh II, introduced at the same time, was designed
with an unabashedly open architecture: there was room under the hood
for no less than six expansion slots and two hard disks.

These models ushered in a new generation of internal hard disks—
engineers no longer had to make design compromises in order to
shoehorn the units into the computer’s casing. The new internal
drives are several times more reliable than their predecessors, and
significantly easier to install. The user can install the Mac II with
tools no more specialized than a screwdriver.

Internal drives for the SE fall into two categories: those designed to
fit directly above the floppy drive (in the front), and those designed
to take advantage of the accessory access port (in the back). Internal
disks designed to fit in front require professional installation but free
the access port for other add-ons, such as enhancement cards. Inter-
nal disks designed to fit in back can usually be installed by the user,
and free up space for a second floppy drive.

Internal drives are an excellent choice when desk space is hard to
come by, or when sound needs to be kept to a minimum (internal
disks are cooled by the computer’s fan). The disadvantage is that
internal disks can’t be transported easily from one computer to
another; many users with both an office and a home system prefer
external hard disks that they can shuttle back and forth.
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HARD DISK

PERFORMANCE ON THE MAC

Most SCSI Mac external hard disks can work with any member of
the Macintosh family—the same would go for internal hard disks,
except for the fact that design differences between the SE and Mac II
require different configurations. But just because they’ll work, that
doesn’t mean they’ll work exactly the same when teamed with any
model of Macintosh. The degree of performance depends on many fac-
tors, but especially on the limitations imposed by the computer and the
hard disk controller. Primary among these performance factors are #rans-

Jer speed and access time.

TRANSFER SPEED

Transfer speed, measured in kilobytes per second (Kps), is the rate at
which information is conveyed from the disk to and from the CPU.
Transfer speed varies with the traffic coordination capacity of the CPU.
Like the miles-per-gallon rate of a car, the official transfer speed of a
hard disk is put at the optimum level. However, optimum transfer
speed is usually attained only in short bursts—continual transfer at opti-
mum speed would quickly overwhelm the CPU. Transfer speeds for the

Macintosh line are summarized below.

¢ The Macintosh Plus SCSI port accommodates 312Kps, a
considerable increase over serial port hard disks, which aver-
age 62.5Kps, and floppy disk drives, which average 56Kps.

¢ The Macintosh SE’s port is more than twice as fast as the
Mac Plus’. It operates at approximately 656Kps.

* The Macintosh II can port at alusty 1250Kps, or 1.25 mega-
bytes per second (Mps), nearly a twofold increase in transfer

speed over the SE.

Interestingly, even the Mac II’s capacity doesn’t begin to tax the
capacity of the SCSI standard itself, which allows a maximum trans-
fer rate of 5Mps. This capability guarantees that SCSI will be a part

of Macintoshes to come.
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Interleave Ratios

In order to accommodate the transfer speeds of the different Mac
models and also retain compatibility with all of them, hard disk man-
ufacturers adopted inferleaving. When interleaving has been imple-
mented, the read/write heads deliberately skip sectors. In other
words, information stored on the disk is broken up so that logially
continuous sectors are not physically continuous. Changing the num-
ber of physical sectors between logical sectors changes the number of
platter revolutions required to completely read or write 1 track,
thereby changing the disk’s transfer speed to accommodate the trans-
fer rates of different computers.

The fastest hard disks match the transfer speed of the Mac II, which
means that the inierleave ratw is 1:1—the heads can read or write a com-
plete track in 1 platter revolution. For the Mac SE, the standard ratio is
2:1, which means it takes 2 revolutions to read or write all the sectors on
1 track. For the Mac Plus, the ratio is 3:1 (see Figure 1.3).

Some drive manufacturers offer products that allow a 1:1 inter-
leave on all three models. Given the limitations of the SCSI port,
such options might seem to be more the product of marketing than
engineering. Unless your Mac has undergone a CPU enhancement
that includes new SCSI capability, you’re unlikely to benefit from an
interleave ratio faster than the standard for your model. This means
that a hard disk with a 1:1 ration is unlikely to operate faster on a
Mac Plus than one with a 3:1 ratio.

ACCESS TIMES

A common benchmark of hard disk performance is access time, the
time it takes the read/write heads of a hard disk to locate a given
track. Since tracks vary in distance from one another, access time is
usually given as an average. Current averages range from 65 milli-
seconds for older hard disks to 20 milliseconds or less for the newest,
most expensive hard disks.

Access time is measured in milliseconds and the time difference
between the slowest and fastest hard disks is imperceptible except
when several hundred sectors have to be located and read (a regular
occurrence when launching an application). In this case, a delay of
milliseconds is multiplied to the point that it becomes noticeable.
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1 Numbers indicating logles)
order of sectors
Read/Write 5 (actual order of read/write)

Sector read/write on
1st revolution

Sector read/write on
2nd revolution

Sector read/write on
3rd revolution

Directlon of platter
revolution

Figure 1.3: Interleave ratios change the order in which physical sectors are
read and written to; the top ratio is 1:1, the middle 2:1, and the
bottom 3:1.
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However, the increased performance of a faster drive can often be
cancelled out by the limitations of the SCSI bus and the CPU. A hard
disk that runs swiftly on the Mac II will seem to run slowly on the SE,
and no faster than a standard disk on the Mac Plus if the drive’s
transfer speed is faster than the computer’s.

CODING METHODS

Another factor affecting performance is the method by which
information is read, or coded, into the sectors. Most information is
coded in a conventional bit-by-bit fashion (the same format used by
floppies), but some of the more expensive drives now employ run-
length limited (RLL) coding.

RLL coding squeezes more data into each sector—sometimes over
50 percent more, although a lot depends on the controller and the
nature of the data being stored. Because it places data close together,
RLL coding can shorten access time and make a drive perform
faster. However, it is primarily viewed as a means of increasing stor-
age capacity, not of enhancing performance. RLL coding requires a
special controller, so it’s not a viable upgrade option for most regu-
larly coded hard disks.

COATING, PLATING, AND SPUTTERING

Like floppies, the magnetic media on most hard disks are made of
iron oxide particles suspended in a neutral, binding coating. But
floppies endure only a fraction of the wear and tear of hard disk plat-
ters, so their oxide surfaces are overlayered with a thin sheet of plas-
tic. Hard disks require a more durable coating.

There are two prevailing approaches to hard disk coating: plating
and sputtering. Plating uses an electrical and chemical process like
alloying to bind the oxides to the platter’s metalic surface. This is the
cheapest—and most popular—coating technique. Sputtering creates
oxide adhesion by an electrical-vacuum process, which is more
expensive but achieves a higher density of oxides.

What are the advantages from the perspective of a user? Sputtered
hard disks can pack more megabytes onto a platter, but that’s an
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important factor only in high-capacity drives of 100 megabytes or
more, where space is at a premium. Plated drives cost less, but the
plating process is done to various degrees of quality; poor plating has
been known to flake off and render the drive unusable.

Manufacturing techniques shouldn’t be a major factor in evaluat-
ing hard disks—the real criteria should be convenience and quality.
The number of platters isn’t as important as storage capacity, and
the coating method doesn’t matter as much as the reputation of the
manufacturer.
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our computer is essentially
a solid state device, but your
hard disk is a machine, a
sophisticated one with sev-
eral rapidly moving parts
operating to very close toler-
ances. What is awe-inspiring
about today’s hard disks is
the fact that their reliability

belies their complexity.
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This chapter is designed to help you get started with a hard disk
system. I’ll cover the details of setup, installation and connectivity.
I’ll cover how to fit your hard disk into your workplace, and what
precautions you should take for trouble-free operation. Then I’ll
move on to the software side, demonstrating how to prepare your
hard disk for its role at the core of your computing.

Even if you already have your hard disk up and running, you can
benefit from reading this chapter. In it I introduce several of the concepts
you might need for troubleshooting a hard disk related problem.

——— HANDLING YOUR HARD DISK

A hard disk is not a box of nitroglycerine, but it’s not a brick
either. When handling your hard disk, strive for a balance between
confidence and caution. Don’t get it wet. Don’t subject it to extremes
of temperature (below freezing or above 100 degrees). Don’t place it
under a heavy weight. And try to keep it from being sharply jostled or

violently shaken.

UNPACKING

When unpacking your hard disk, try not to mangle the container
or the foam padding. Once you’ve unpacked the disk and double-
checked for stray paraphernalia or documents, set the packaging
aside for safekeeping. You may never need it, but if a time comes
when you have to transport your hard disk through the mail or by
package express (perhaps to return it to the manufacturer for repair),
you’ll be glad you kept the packaging. You could ship your hard disk
in any reasonably padded package, but nothing is better suited to the

task than the original container.

Before you move on to the hardware, take a moment to peruse and
fill out any warranty or registration cards that come with your hard
disk. Surprisingly, the majority of new equipment purchasers fail to
return consumer information of this sort, even when it’s clearly to
their benefit. It’s a good idea to take care of this now, rather than

waiting to get around to it.
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TRANSPORTING

A hard disk is most vulnerable when it’s operating. Before you
move your disk, give it ample time to shut down. Don’t just turn off
the computer it’s attached to; if your hard disk has its own power sup-
ply, make sure to turn that off as well. Before moving it, wait a min-
ute for the platters to stop spinning and the read/write heads to
return to an at-ease position.

Once turned off and disconnected, the hard disk is a relatively
hardy breed. You can put it in your briefcase, place it in the backseat
of your car or even send it through the mail (but be sure to package it
well and make a backup of all data first).

HEAD PARKING

Moving the read/write heads to a stable location is known as
‘‘parking the heads.”’ This is an important procedure, because an
unparked head, hovering a fraction of an inch above the platter sur-
face, can be jolted into contact with the platter surface. When this
happens, data loss or the much-dreaded head crash may result.

Most of the hard disks on the market today offer automatic head
parking, in which the parking procedure is automatically triggered
by the off switch. Others park their heads by means of software. To
complicate matters even more, the definition of parking itself varies
from company to company. For some, head parking means retract-
ing the head entirely, for others it means moving the head to a ‘‘safe’’
area of the platter (usually an area currently void of data).

Make sure you know whether your hard disk is parked automati-
cally or with a software program. If you’ve bought it used or lost the
documentation, ask the manufacturer or someone who owns
the same kind of hard disk you have. If yours parks automatically,
determine if ‘‘automatically’’ means when the power is discontin-
ued, or only when the off switch is hit. If your hard disk parks when
the power is discontinued, you can turn it off by flicking a floor
switch, rather than by reaching around the back of the unit.

If your hard disk parks by means of software, you won’t necessar-
ily have to run the parking program every time you shut down. Con-
sider how susceptible to hard knocks your hard disk is. If your
computer is in an out-of-the-way place, you don’t need to park the
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When setting up a
hard disk, do not
force any part or parts.

read/write heads each time you finish working. Make sure you have
the correct and current software, and that it is installed on a backup
floppy as well as on the hard disk itself. Park the heads whenever
you’re moving your hard disk more than a few feet.

SETTING UP

Most of the following refers specifically to hard disks of the external,
self-contained variety, but the information will be useful to owners of
internal hard disks as well. If the documentation that came with your
hard disk is complicated, inadequate, or entirely absent, the following
should help you on the way to proper installation. For installation
instructions, however, you'’ll have to rely on the manual or the manu-
facturer. The best way to ensure the correct setup of your external hard
disk is to read the instructions. There are too many variations on the
installation process for us to cover all of them; and since each variation
involves direct contact with the computer itself, you need to be sure of
every step you take. Meanwhile, no matter how correct an action might
seem, don’t force any part or parts. Computer peripherals are designed
to stand up to heavy use, not heavy abuse.

WHERE TO PUT IT?

Most external hard disks are horizontally oriented, designed so that the
platters spin parallel to the desktop. The majority of these fit easily
under the Mac Plus or Mac SE. In fact, most people prefer that loca-
tion. It has the advantage of raising the Mac screen a few inches,
which many people find easier on the eyes. If you do put your hard
disk under your computer, make sure your unit is designed for that
position, that it has ample vents for circulation and that the vents
aren’t blocked by the bottom of the Mac.

To see if this arrangement works for you, place the still-
unconnected hard disk under your computer. Now fire up the Mac
and operate with floppies for a while. If your taste or your workspace
doesn’t accommodate the added height, simply place the hard disk
elsewhere.

Just where that ‘‘elsewhere’’ is might be dictated by the length
of your SCSI cable—it might not be long enough. If you’d like to
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clear your desktop or put your hard disk in a place where you won’t
hear it (most have fans), look into the purchase of a longer SCSI
cable. They can be up to seven meters long. Consider placing your
hard disk in a corner, a cabinet, or even a closet. Make sure the loca-
tion meets the following criteria.

Ventilation Resist the temptation to use your hard disk as a book-
end or paperweight; a single sheet of paper placed flat against a vent
can impair cooling. There should be at least three inches of open
space on both sides of your hard disk, unless your unit has a special
air intake and filtration scheme. Check your documentation to see
what kind of filtration system you have.

Most hard disks are designed to be placed on a flat, hard surface.
Instead of placing it on a soft surface like pile carpeting, first lay down
a piece of wood or firm cardboard large enough to cover the unit’s
entire bottom. This will allow air to flow underneath.

Cleanliness A hard disk draws air through a series of high-mesh
filters. These are more than adequate for filtering out the dust and
dirt found in office and household environments, but not for
extremes of grease, moisture and dirt, which can overwhelm them. It
is probably okay to store your hard disk under your desk, but not
under the kitchen sink.

Accessibility You want your hard disk to be where you can get to it
with ease, both to check on its operation and to flip its power switch.
Depending on your power supply setup, you might need to flip
the power switch every time you start a computing session. We’ll
cover power switch strategies in a bit.

Safety Keep your hard disk out of harm’s way. This goes not only
for the hard disk, but also for your computer system’s cords, cables
and connectors. Keep them away from pets, children, vacuum clean-
ers and the like.

You can store or transport a hard disk—when it’s properly
disconnected—in just about any position, but you should operate it
in the position for which it was designed. If you place a horizontally
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oriented hard disk on its side, chances are it will still work but not for
as long as it would have otherwise. Changing a hard disk’s orienta-
tion puts a torque and gravitational strain on the internal bearings
and other mechanisms, which can lead to failures.

Keeping your hard disk level doesn’t mean you have to get out a
carpenter’s level; any reasonably flat surface will do nicely.

PLUGGING IN

If you want to put your hard disk under or near your Mag, it’s
probably easiest to plug both of them into the nearest socket. This
way you can turn them on and off by reaching around the back of the
units. However, if the hard disk is placed in such a way that the on/

off switch isn’t easy to reach, you might consider a power strip setup.
Use a power strip A power strip is a sophisticated extension cord with multiple out-
only if your hard lets, an on/off switch and, in some cases, a circuit breaker. With
disk parks its heads auto- 5 X 0 ? ’ re _e . y().ur
matically when the power hard disk’s cord and your computer’s cord plugged into the strip,
is shut off. you can leave the unit’s on/off switch in permanent ‘‘on

This way, you can simply power up and power down by flicking the
switch on the power strip. However, to use a strip your hard disk
must head park automatically when the current is shut off. Most hard
disks do park the read/write heads automatically; but if yours
doesn’t, using a power strip makes it susceptible to head crashes.
For many, the best solution is to plug the computer, hard disk,
printer, modem, and all other accessories into one power strip. With
this arrangement you don’t have to spend time searching for on/off
switches. No matter how you configure your setup, make sure the
computer and the hard disk don’t power up simultaneously: the hard
disk needs a few moments to get up to speed before it can be recog-
nized by the Mac. In fact, Apple recommends starting a hard disk at
least ten seconds before switching on the Mac. If both are plugged
into the same power strip, you can keep the hard disk switched on,
but you have to activate the Mac with the power switch in the rear or

with the keyboard.
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Some surge supres-

sors shut off the
power if the voltage drops
below a certain point.
This protects hardware
but not unsaved data.

Q)] The length of all the

il cables in one daisy-
chain should not be more
than 20 feet.

USE SURGE SUPPRESSORS FOR SAFETY

Every computer user should have a surge suppressor to filter off excess
voltage. Surge suppressors increase the reliability of your hard disk
and add years to the life of your computer and its peripherals.

AC current supplied through the wall sockets of most buildings
doesn’t flow at a consistent voltage. The standard flow rate in the
U.S. is supposed to be 120 volts, but in reality the rate often varies
plus or minus 10 to 15 volts, depending how old the circuitry is and
the demands placed upon it. When, for example, lightning strikes a
power pole, a large electricity user goes off-line, or a large household
appliance goes on, a sudden strain is placed on the system, causing a
momentary voltage imbalance that sends surges through local out-
lets. These have little effect on lights and appliances, but they can
cause data loss or even permanent damage in microprocessors and
magnetic media.

Some hard disks come with built-in surge protection. Most add-on
surge suppressors are simple plug-in devices that range from $15
to $100.

Surge suppressors won’t protect you from brownouts, blackouts or
other abrupt power outages. That’s why it’s a good idea to save your
data regularly. If you want a guaranteed, reliable source of electric-
ity, consider buying an uninterruptible power supply (UPS). These units
work like temporary batteries, switching on so quickly and smoothly
that the Mac doesn’t register the power loss. Most UPS units provide
power for less than a minute, enough time to save your work and shut
down, and others operate for an hour or more. A UPS unit costs
more than a surge suppressor but it makes your Mac oblivious to
brief power outages.

SETTING UP A DAISYCHAIN

Most external hard disks come with one SCSI cable and two SCSI
ports. That’s because each SCSI device, including a hard disk, can
serve as a link on the SCSI bus, passing on information to and from
the SCSI device on either side. A number of SCSI devices linked
together this way is called a daisychain. Up to seven devices can be
daisy-chained at once. A SCSI port’s capacity to transmit informa-
tion is greater than the CPU’s capacity to process and transmit it, so
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Both ports on most

hard disks have 50-
pin connectors. Because
the cables supplied with
these disks usually have a
25-pin connector at one
end (to match the port on
the Mac), you'll probably
need to get a cable with
two 50-pin connectors if
you want to link two hard
disks.

E Don’t connect non-
SCSI devices to the
SCSI port—this could
damage the Mac.

even a fully loaded daisychain can perform as fast as a single SCSI
device. Regardless of how many devices are connected to a daisy-
chain, the total length of the cables used should be no more than 20
feet. If SCSI signals travel more than that distance, the slowed
response time can confuse the Macintosh.

On most hard disks, it doesn’t matter which port is connected to
the computer and which is connected to another SCSI device. But
even if you're only hooking up a single hard disk, you’re establishing
a SCSI bus that must have a clearly defined end. This definition is
achieved with a terminator, which is discussed below.

Do not attach anything to the Macintosh SCSI port unless you are
sure that it is a SCSI device. The 25-pin connectors on SCSI devices
are manufactured to a common design format called DB-25, and this
format is shared by products that use another device standard known
as RS-232. (Certain other products employ the DB-25 format as
well.) The connectors on these products will fit, but their input can
burn out the SCSI circuitry.

If you’re using the cables and connectors provided with a SCSI
device, there’s no need to worry—if the other end mates properly
with the device’s port, it’s SCSI. But if you’re in doubt, look for the
SCSI symbol (see Figure 1.2). Some don’t display it, but most do.
Apple connectors place it on the top surface of the coupling assem-
bly, while some manufacturers imprint it underneath the assembly,
or on the cable itself.

Termination

Daisy-chaining isn’t just a fringe benefit of SCSI, it’s what the
standard was designed for—to overcome the limitations created by
data port bottlenecks. For the SCSI bus to support multiple devices,
it must be capped with a termination resistor, or terminator. The ter-
minator tells the SCSI bus when to stop searching for connected
devices. Internal hard disks are automatically terminated, but most
external drives aren’t.

Your Mac is constantly sending and receiving signals up and down
the SCSI bus, signals that contain commands, status messages, tar-
get addresses and, of course, data. Some signals are directed at a spe-
cific SCSI device, but others of general significance are intended to
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2 When buying an
external hard disk
with an internal termina-
tor, make sure that you
know how to turn the
terminator off and on.

be read by all the devices in the daisychain (even if only one device is
connected). Unless there is a terminator at the end of the daisychain,
general-significence signals travel up the SCSI bus and then ‘‘bounce
back,’’ colliding with other signals and disrupting the entire bus. But
a terminator safely dissipates the signals.

Most terminators are external, in the form of a short female/male
adapter. If you intend to attach only one SCSI device to your Mac,
attach it in one of the following ways:

e connect the SCSI cable directly to one device port and place
the terminator on the other

¢ place the terminator between the SCSI cable and the device
port

Of the two, placing the terminator between the SCSI cable and the
device port is more convenient for users who occasionally daisy-chain
another SCSI device. Connecting the SCSI cable to one port and
placing the terminator on the other becomes necessary when multiple
devices are on the bus—that’s when you need to make sure that ter-
mination is active only on the last device in the chain. A terminator
placed in the middle of the chain effectively cuts off other devices
from the bus.

Unfortunately, some external hard disks have internal terminators
that can’t be deactivated, or terminators that are not removable.
Most of these were manufactured in the early days of Macintosh
SCSI by companies who assumed that most users would need only
one hard disk at a time. If your terminator is one of these, get in touch
with the manufacturer; most can at least recommend a means of
removing or circumventing the termination. If the manufacturer’s
no longer around, try taking it to a qualified service technician and
hope for the best.

Of course, a permanently terminated hard disk isn’t obsolete. It
will work fine when directly connected to the Macintosh, or when
placed at the very end of a daisychain.

Setting SCSI Addresses

Daisy-chaining is a means of ordering devices along the SCSI bus,
but there’s another order to the setup: each device has an address that
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When looking for a

startup disk, the
Mac first looks at the
floppy drives and then
looks at the SCSI bus.

You must shut
down and restart
your computer before
attempting to access a re-
addressed device. Other-
wise the Mac will send
data to the wrong
addresses. Also, never
change addresses in the
middle of a work session.

serves both as an identifier and as a means of prioritizing data traffic.
The address order bears no relation to the physical order, and you
can change it without reconnecting any cables.

The SCSI bus has a total of eight addresses—0 to 7—and no two
devices can have the same address. The address 7 is reserved for the
Macintosh itself, since the computer is also a SCSI device. Internal
hard disks for the SE and Mac II are always set at 0. You can set
your hard disk to any of the six addresses in between.

Different drives come with different means of setting addresses.
Some come with a preset address that can only be changed with soft-
ware after the drive is up and running. Others require the setting of
switches, and still others have a simple dial or knob on the rear of the
unit for changing addresses. And, of course, there are some units that
can’t be reset at all—a drawback only when you need to daisy-chain
two units with the same permanent address.

If you have a choice, it’s a good idea to set your main external hard
disk to the address 6. Six is the next address, after the floppy drive
and internal hard disk (address 0), that the Macintosh looks for when
you start up the system. When two or more devices are trying to feed
the SCSI bus at the same time, the one with the highest address gets
priority. Be sure that no devices share the same SCSI address.

Reset addresses only when the computer is turned off. Or if your
system uses software to change addresses, be sure to change them
only under the conditions specified by the software. In any case,
before you attempt to access a re-addressed device, shut down and
then restart the system all over again. And never change addresses
in the middle of a work session. The Macintosh reads SCSI addresses
only once, during the startup sequence. If you change addresses in
the interim, the computer will remain oblivious; it will blithely send
commands and data to wrong or nonexistent devices.

BREAKING IN YOUR HARD DISK

Your first impulse with a brand new hard disk may be to go easy
on it, perhaps by only loading a few applications and files and only
adding to them sparingly. Whereas a gentle breaking in period may
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be appropriate for a new automobile, for hard disks you should take
the opposite tack.

It’s best to uncover any defects in your hard disk in the early phase of
use before the warranty expires. Here’s a three-step strategy for ferret-
ing out defects while there’s still time to do something about them.

Keep the unit running. If your hard disk has a separate power
supply, it can operate (but not read or write data) while the computer
is turned off. So long as the noise from the fan doesn’t present a prob-
lem, keep it running for a week or so. If the platter bearings, the
exhaust fan, or the drive motor are defective, intense use may bring
these problems to light while your unit is still under warranty.

Copy as much data as possible. Bad sectors and controller prob-
lems are usually discovered while reading and writing. As soon as
you’re finished setting up, transfer the applications and files you
expect to use regularly to your hard disk. And if it’s not too much
trouble, load up the drive too. You needn’t struggle to fill up every
megabyte—taking up a significant block of hard disk space is surpris-
ingly fast and easy.

Instead of laboriously feeding in floppy disks, create a folder.
Next, into this folder, insert a duplicate of everything currently on
the drive. Then open the folder, create another folder within it, and
place all the duplicates inside that one. Now select the folder contain-
ing the duplicates, and duplicate it. Repeat the process as long as pos-
sible; you’ll encounter the out of room message (Figure 2.1) soon
enough, but that just means there isn’t enough space to hold the large
folder you’re copying. Continue copying, but select smaller folders to
duplicate. Be sure to discard these folders and their contents before
getting down to work, however: multiple copies of files and applica-
tions could cause the system to crash in confusion. If this copying
process causes any complications (such as system malfunction or
incomplete copying), the hard disk may be defective. Refer to the
troubleshooting techniques in Chapter 6 or consult the drive’s manu-
facturer or merchandiser.

Make the hard disk drive the startup device. You’ll want to do
this anyway, since nowadays even a modestly equipped System
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There isn't enough room on the disk to
duplicate or copy the selected items
(additional 36,461,568 bytes needed).

Figure 2. 1: This dialog box indicates that there isn’t enough free space on the
disk to fit the item you are trying to copy.

Folder can take up more than 800K (the capacity of a double-sided
floppy). Your Macintosh probably reads and writes the contents of
the System Folder more than any other software, so its presence on
your hard disk ensures a workout. System installation and startup
designation is discussed below.

— GETTING THE SYSTEM RUNNING e

Now that your hard disk is properly situated, installed and con-
nected, it’s time to see if the computer recognizes the drive. First,
start up the computer. If your drive comes preformatted with a resi-
dent System Folder, all you need to do is make sure everything is
turned on. The computer should boot automatically (make sure no
disks are in your floppy drives). If, starting up, all you see is the Mac-
intosh’s request for a disk icon, this means your hard disk doesn’t
have a valid System Folder. Keep the hard disk running, but boot up
from a floppy. When the desktop appears, note that the hard disk
icon looks different from the floppy disk icon. Hard disk icons differ
from manufacturer to manufacturer, although most icons resemble
the unit they represent.

On the other hand, if you’ve had to boot from a floppy and a Hard
Disk icon doesn’t show up on the desktop, shut down the Mac.
Check the power cord and SCSI cable to make sure they’re securely
connected. It’s important to do this with the computer switched off.
Often the Macintosh doesn’t recognize SCSI connections made after
starting up. If you make SCSI connections with the computer on, the
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If the Mac displays
Ml an incorrect hard

disk icon, save your data,
shut down, and restart.

Macintosh might send data to the wrong addresses, which can cause
system crashes. If securing the power cord and SCSI cable doesn’t do
the trick, see Appendix A.

If you have a serial hard disk, watch out for instances when the
hard disk icon is replaced by a floppy disk icon. This means the Mac
has confused the drive with a floppy. Although they are rare, subse-
quent performance problems can occur. When the Mac displays an
incorrect hard disk icon, immediately save all data, shut down and
restart.

INSTALLING THE SYSTEM FOLDER

In Chapter One, we discussed the role of ROM in running the
Macintosh. But the ROM provides only a part of the Mac’s operat-
ing system: the rest must be loaded into RAM at the beginning of
each session. This software usually makes up the bulk of the System
Folder contents—it’s the first software you should install on your
hard disk.

Apple has released several versions of the System since 1984.
(Apple is currently upgrading it every six months.) Unfortunately,
though, it isn’t safe to assume that the latest version is the best one to
use. The best System Folders are often a mix-and-match collection of
system components, custom-configured to match the needs of the
user and the limitations of the machine. We’ll take up the subject of
system software in detail in Chapter 4.

You may choose eventually to upgrade the System Folder resident
on your hard disk, but for the moment the best version to install is
probably one you’ve been successfully using with your floppies. One
way to determine if your Systemn Folder will meet your short-term
needs is to examine the System Folder icon. Does it have an image of
a miniature Macintosh in the middle (Figure 2.2)? This symbol is
called a ‘‘blessed’’ folder: it means the system files within are
sufficient to operate the computer. If you had rebooted on another
system and removed vital files from this folder, the ‘‘blessing’’ would
be absent. The miniature Macintosh image has been a feature of all
Finder files since Version 6.0: it’s a sign that the software is recent
enough to handle your hard disk effectively.



38 UNDERSTANDING HARD DISK MANAGEMENT ON THE MACINTOSH

CH. 2

= You can also press
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sure to select the File or
Folder item first.
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System Folder

Figure 2.2: The ‘‘blessed’’ System Folder

Another way to determine if your System Folder meets your short-
term needs is to read the Get Info entries. If your active System
Folder does not display the ‘“blessed’’ folder symbol, use the Get Info
command to determine its version number. Open the folder and find
the file named System. Click on it once to select it (Figure 2.3), then
choose Get Info from the File menu. An information box similar to
the one in Figure 2.4 should be displayed. Get Info boxes exist for
every visible file on the Macintosh and they are storehouses of useful
information.

S == System Folder DI
10items 722K indisk 45K available

Finder ImageVriter| E

B

Keyboard Mouse General

Figure 2.3: Selecting the System file

Note the version number. If you have Version 3.1 or earlier, do not
use it. Such Systems are remnants of the Macintosh File System (MFS), a
file management approach long since abandoned by Apple. The
Hierarchical File System (HFS) has supplanted the MFS version. Unlike
its predecessor, the Hierarchical File System is capable of handling
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Figure 2.4: The Get Info box

the multiple nested folders generated by a hard disk system. If your
system is an MFS version, replace it with an HFS version, which you
can obtain at an Apple dealer or through a Macintosh user group.
Now that you’ve checked the System file, make sure that the Finder
file with the same icon is present (see Figure 2.3).

Once the System Folder has passed the test, copy it as you would
any other file by selecting its icon and dragging it over the hard disk
icon. The System Folder won’t disappear from the floppy, but a
duplicate will be created on the hard disk. Double-click on the hard
disk icon to confirm its contents, then shut down.

Now, while continuing to hold the mouse button down, start the
Mac back up, once again making sure that the hard disk is turned on
first. If the floppy disk wasn’t automatically ejected when you shut
down a moment ago, it should eject itself now. Ifit doesn’t, wait until
startup is completed, select the floppy and choose Eject from the File
menu. Now shut down and restart again, and your Mac should be up
and running from the hard disk alone. If it isn’t, see Chapter 6.

THE STARTUP SEQUENCE

When the Mac is switched on, it displays the Disk Requested icon
(Figure 2.5) and looks for a startup disk. First it searches the
“native’’ internal floppy drive that it’s sold with (not the optional
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If you use System

Version 4.2 or later,
you can use the Startup
Device Program to
change SCSI priorities
without resetting
addresses. Access this
program through the
Control Panel.

internals for the SE or Mac II). Next it looks in the second internal
floppy drive and the external floppy drive. If the Mac finds a floppy
in any of these locations, and the floppy does not contain a System
Folder, it rejects the floppy. But if the Mac finds a System Folder in
one of those locations it will begin to boot up. Make sure the floppy
drives are empty—or at least not occupied by disks containing Sys-
tem Folders—when you want to start up from a hard disk.

E;’.ﬂ

Figure 2.5: The Disk Requested icon

After searching the floppy drives, the Mac starts searching the
SCSI devices, from SCSI 6 on down in descending address order.
Again, the search stops as soon as a System Folder is found. At this
point, booting up begins. If you have only one SCSI device in the
daisychain, and it is set at a SCSI address other than 7 (the address of
the Mac itself ), this device becomes the default startup device. If,
however, two or more units are in the daisychain, you’ll have to
establish a hierarchy—you’ll have to give the startup unit of your
choice a higher address. (SCSI address priorities need bear no resem-
blance to the physical order of devices in the daisychain.)

Users working with System Version 4.2 or later have another
option: the program called Startup Device. This program lets you
change SCSI priorities without resetting addresses. Access it through
the Control Panel desk accessory. First open the Control Panel, then
click on the Startup Device, then click again on an icon correspond-
ing to the drive you want, as in Figure 2.6.

Why all this effort to ensure that the Mac boots from the same System
Folder every time? Speed and consistency, for the most part. You can
operate your hard disk with a floppy-based startup file, but the time
wasted reading and writing from the floppy will slow your work consid-
erably. And even if there is a System Folder on another hard disk in the
daisychain, it may lack a number of the elements (most notably fonts)
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Figure 2.6: Designating the startup device with the Control Panel

that were used to create your files, elements needed to accurately repro-
duce those files when reopened. Remember, not every system con-
figuration works on every Macintosh. To keep chances and unpleasant
surprises to a minimum, it’s best to boot your system from th. same
System Folder each time you operate.

CUSTOM STARTUP SCREENS

As the bootup process begins, the screen display changes the ‘“Happy
Mac”’ to the startup screen. Usually the screen shows a stylized version
of the Mac and the Welcome to Macintosh message. This screen is
automatically written into the boot blocks of each startup disk. Boot blocks
are the sectors on the hard disk platter that tell the Mac how to find and
interpret the data on the rest of the disk. The screen image however, can
be modified or overridden by a customized image. This is a very helpful
feature when working with a hard disk. With a customized startup
screen, you can tell at a glance whether your Mac accidentally booted
from the wrong System Folder.

The easiest way to create a custom startup screen is with Super Paint,
a paint/drawing program from Silicon Beach Software. Super Paint
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operates much like MacPaint or other graphics programs, but it can also
convert bit-mapped images into the Mac’s startup screen format; just
choose Save or Save As... from the File menu, then enable this option
(Figure 2.7).

[Esustom Foider] |

{J Finder

0 Finder Startup
A Foat i) Maover
i) Fonls

0 FrontdlLenter

Save document as o Hard Disk

[stertupscreen B
( save ] [ Cancel ) { prive )

QO superPaint O MacPaint
@kstartupScreen OPICT

Figure 2.7: Creating a custom startup screen with Super Paint

Note that StartupScreen is one word and that each S is capitalized.
Once saved, you’ll need to give that precise name to the file, and then
place it in your System Folder. (One of the boot block commands
directs the Mac to search for a document by the name StartupScreen
only.) The Super Paint application does not have to be resident on
the disk for the customized startup screen to be displayed.

Custom screens can also be created with utility programs such as
ScreenMaker, and ready-made screens are also available. Both can be
obtained commercially through electronic bulletin boards or user

groups.



P A R T I W O

MANAGING

In this section, we’ll explore the elements of YOUR
effective hard disk usage from the basics of

the data structure to performance-

enhancing software options. Chapter 3 HARD DISK
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be covered. I’ll conclude with an explanation of the Macintosh’s data
structure that will help you understand how the computer works and
why hard disk organization is important.

ORGANIZING YOUR FILES

If you’ve already installed a working System Folder on your hard
disk, the next step is to transfer your applications and documents
from your collection of floppies to your hard disk, so you can do most
of your work there.

If you’re new to hard disks, all those megabytes of storage space
can seem awfully tempting. You might feel an understandable
impulse to fill up your hard disk with every piece of software on hand.
But a bit of advice is in order: don’t copy software to your hard disk
just because you have one. Copy the software because you need it.
And only copy software when you need it.

Of course, only you can decide which applications and files you
need at your fingertips, and when you’ll need them. It helps to take a
cold, hard look at your floppy collection before you begin transfer-
ring in earnest. Start by dividing your files into the three categories
below. I’ll be referring to these categories throughout this chapter
and the next as we discuss storage strategies.

WORK FILES

Work files are the applications and documents you use regularly—
the ones that justify the Mac’s presence in your life. You might be
surprised how little of your software actually falls into this category—
perhaps only a word processor, a spreadsheet, and a few games to
which you’re addicted.

REFERENCE FILES

Reference files are those you probably won’t use often, but which
you should have on hand anyway. For instance, you may never need
to take another look at the invoices you’ve sent to customers, but if a
customer refers to last April’s order while making this month’s order,
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it’s a lot easier to go to the hard disk for the order than to search
through floppies.

Reference files are also the type that benefit from centralization. If
you had a spreadsheet to project the profitability of several invest-
ments given a number of different scenarios, you would want all the
investment files on the same hard disk as the spreadsheet, rather than
scattered across several floppies. You can do serious number-
crunching without a hard disk, but the flexibility and ease of making
speculative analyses is severely impaired.

ARCHIVAL FILES

Archival files comprise the remainder of your software, the files
that might come in handy someday, although there’s no telling when
“‘someday’’ might be. This category might include little-used appli-
cations, documents ready for storage, exotic fonts, and other elec-
tronic bric-a-brac.

———————  MANAGING APPLICATIONS

Of all file types, applications are probably the easiest to manage.
They require no special installation, can be stationed anywhere on a
hard disk, and can be renamed with impunity. Yet there are a few
general principles to keep in mind when loading applications on your
hard disk.

e Watch for duplicate versions, as two copies of the same appli-
cation on one hard disk—even if they’re different versions—
can cause system hangs, crashes, and lost data. If you have
multiple versions of the same application, copy and transfer
only the latest one. However, having multiple versions of an
application on separate hard disks should present no prob-
lem, as long as there is only one copy on each.

o Keep track of resource files and drivers. Many applications
create and require dependent documents—dictionaries, user
preference settings, device drivers, and so on. Be sure to
transfer every dependent document necessary to produce
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your normal working environment within an application
to your hard disk. Unlike applications, dependent docu-
ments may need to have a certain title and be in a certain
folder in order to work. Consult your software manual if it
has a section on hard disk installation. Once again, try to
avoid having multiple versions of a dependent document on
the same SCSI volume.

Be prepared for your hard disk to introduce certain changes
to your files. When a document is transferred to a volume
with another System, the new System file may introduce
changes to the document’s appearance. Elements such as
spacing, columnization and alignment may be affected. If
you created your document with a font that isn’t present in
your hard disk’s System Folder, the application may auto-
matically convert all text into another font, which will cause
changes in formatting. The accurate placement of page ele-
ments is probably crucial in your documents, so make sure
all the necessary fonts are installed in your hard disk before
you transfer files there. And open a few documents under the
new System to see what changes, if any, occur. If you don’t
want to save any changes made during the transfer, you can
still retain the original document by choosing not to save the
changes upon closing. The Save Changes? dialog box gov-
erns System- as well as user-initiated modifications.

Changes created by a new System file vary in degree from the
obvious to the invisible. In some cases, when you close a transferred
document, you may be asked if you want to save changes even if
you’ve made no changes and no changes are apparent. In these situa-
tions I recommend that you give the document close scrutiny to make
sure it is acceptable, then save the changes. If you don’t, the Save
Changes? dialog box will continue to appear every time you close
your document.

LOADING NON-COPY-PROTECTED FILES

With a few rare exceptions, any application or file that you can
copy from floppy disk to floppy disk can easily be loaded onto a hard
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disk as well. You use essentially the same procedure:

1. Click once on the floppy icon to select it, then drag it over the
hard disk icon.

2. An interim dialog box appears, then a subsequent dialog box
lists the number of files to be transferred, and this number
decreases during the transfer. You can cancel the transfer at
any time by clicking the Cancel button in the dialog box, but
this will only stop the copying in midstream. Any files
already copied to the target volume will remain there.

Copying icon by icon can be tedious as well as disorganizing, since
it may separate an application from its documents. In practice, you’ll
probably prefer to transfer larger groups, either folders or entire
floppy disks.

Moving all of a floppy’s files into a folder and then copying the
folder to the hard disk is probably the most convenient means of
transferral. If that’s the method you choose, be sure to open the new
folder and see if it contains a System Folder. If it does, drag the Sys-
tem Folder into the trash (and don’t forget to select Empty Trash
afterwards). Many floppies are startup disks, so it’s important to
police your hard disk for System duplication. Of course, transfer any
resource files, INITs, DAs, and the like before deleting the System
Folder.

Transferring a floppy without putting all its files into one folder
requires an interim step. Here’s how to transfer a floppy to the hard
disk:

1. Drag the floppy disk icon onto the hard disk icon. This brings
up a dialog box like the one in Figure 3.1. If for some reason
your Mac does not present this dialog box, that indicates the
Mac may have confused your hard disk for a floppy—which
could mean that it will erase the hard disk! Stop the operation
immediately by turning off the power or pulling the plug on
the computer. '

2. Select the OK button in the dialog box and a copy of the

floppy disk will appear as a folder on the uppermost, or root
level of the hard disk.
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The two disks are different types, so
the contents of “HD Work Floppy" will
be placed in a folder on "Hard Disk".

Figure 3.1: A dialog box for copying a floppy to a hard disk

3. Drag the floppy disk icon to one of two places: the hard disk

icon, or the open root level window of the hard disk (the win-
dow that opens when you double-click on the hard disk). If
you try to copy the icon to a preexisting folder on the hard
disk you will probably be unsuccessful—Systems 4.0 and
later won’t let you do this. No matter how you copied the
floppy, you should probably then delete any system folders
from the copy on the hard disk.

No matter how you’ve made the transfer, it’s a good idea not to
start transferring other floppies until you’ve done the following:

e Don’t just cause the drive to eject the disk. Make sure a

dimmed version of the floppy icon is present on the desktop
before you eject it. There’s a quick though scary shortcut for
ejecting a floppy icon: drag it into the Trash. The disk will
not be erased, just ejected.

Examine the copied files to see if the application and docu-
ment icons you just transferred have been changed into
default icons. Default icons are displayed in Figure 3.2, but
you should note that some of the more modest applications
don’t display custom icons to begin with. If you find that any
icon has been changed to a default icon, or that a file name has
been changed, you should immediately delete not only the
changed file, but all files that were transferred along with it—
that is, with the same copy command. Do not attempt to
launch or open an altered file and investigate why your file
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icons were changed; by so doing you would damage your

System Folder.

Application Document

Figure 3.2: Default icons for applications (left) and documents (right)

¢ Launch an application or two and look for glitches, incom-
patibilities, or System-file-related changes. Now’s the time to
find about them. Open a few documents and see if you can
spot any changes there as well. If an application’s menus do
not reflect user settings or other custom information, double-
check to see if all the resource files are in order and in their
proper place.

If a test launch fails, this may indicate that the application is copy-
protected. Some copy-protected applications cannot be transferred at
all, others are transferred in garbled form, and still others demon-
strate their copy protection only when the user attempts to launch the
copy. These types of software require a separate approach to hard
disk transfer.

LOADING COPY-PROTECTED FILES

In the Macintosh world, the issue of copy protection has more or
less been decided in favor of the user. In fact, you can thank your
hard disk for the fact that nowadays hardly any Mac software is
released with copy protection. Users grumbled when they couldn’t
make backups of their floppies, but when they found that copy pro-
tection kept them from consolidating their work on hard disks, the
grumbling became a roar.

Although copy protection is on its way out, many users still find
themselves with an application or two that has some sort of protection
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scheme. In general, copy protection falls into three categories:

¢ Key disk software can be copied freely but will only run when
the original or ‘‘key’’ disk is placed in a floppy drive. The
most nefarious of these programs demand the key disk not
just at startup, but at random times during use. Software of
this type can probably be copied to your hard disk, but since
you’ll have to use the floppy anyway it’s hardly worth the
bother.

¢ Uncopyable software either can’t be copied, or else the cop-
ied ‘“‘duplicate’’ version will not work (or at least not work
very well). This category comprises the bulk of copy-
protected software. Much of it can be successfully transferred
to a hard disk with a protection-overriding utility such as
Copy II, which is discussed below.

¢ Semicopyable software can be transferred to either a floppy or
hard disk, but only a limited number of copies can be transfer-
red, and of those only a few are copyable. With semicopyable
software, you can opt to expend one of the allowed transfers on
your hard disk, or you can use Copy II (discussed shortly) or
another utility to make a nonregistering copy.

For the most part, each of these copy protection categories applies
to applications, not to the documents created with them.

Before you attempt to overcome a copy protection scheme in order
to load an application onto your hard disk, look instead into getting
an upgrade that isn’t copy-protected. In most cases, if you’re a regis-
tered user and the software company whose application you wish to
copy is still in business, you can pay a small fee and upgrade to a
protection-free version. Only game manufacturers may take excep-
tion, since most of them have no plans to abandon copy protection in
the near future.

Using Copy 11

Copy II Hard Disk is the application you’ll want to copy to your
hard disk. When it comes to overcoming copy protection, the Copy
II family of applications is practically the only choice. It has almost no
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competition in the Macintosh market, and no other program is
nearly as comprehensive and effective when it comes to floppy-to-
hard disk transfers. It’s updated quite often to incorporate new copy
protection schemes, so make sure your copy is a current one before
getting down to work.

Once you've loaded Copy II on your hard disk, you can transfer a
copy-protected floppy onto the disk by following this procedure:

1. Insert a copy-protected floppy into your native internal
drive. On a two-internal drive Mac II, it’s the one on the
right; on an SE it’s the one on the bottom.

2. Click on the Copy II icon. You’ll see a dialog box similar to
the one in Figure 3.3. Under the Information menu is an
item called ‘““‘Copyable Programs,’’ which features a list of
copy-protected software known to transfer smoothly with
Copy II. If the application you’re dealing with isn’t on the
list, it’s still worthwhile to give copying a try.

Copy 11® Hard Disk 7.2 Vi

Original:
HD Work Floppy

Eject Original Start Copy

Messages:
Copying files from the Original. This
process may take a few moments.

Figure 3.3: The Copy II Hard Disk dialog box for transferring copy-protected
programs

3. Click the Start Copy button. Copy II may ask you to insert
other, related disks in the copying process, but don’t worry
about erasing any floppies.



56 UNDERSTANDING HARD DISK MANAGEMENT ON THE MACINTOSH

CH.3

@ After you’ve trans-

ferred an applica-
tion to the hard disk,
don’t launch it until
you’ve saved the other
open files and applica-
tions on the disk. A head
crash or bomb could
ensue.

4. A dialog box appears asking you to specify where the copy-
protected floppy should be loaded on the hard disk (Figure
3.4). Scroll down the list of files and folders and click on the
one to which you want the copies transferred. Transferring
may take anywhere from a few seconds to several minutes,
depending on the volume of data and the sophistication of
copy protection. A Copy Complete! message will notify you
when the transfer is done.

© Hard Disk

0 flddress

T Applications
O B.Recover
[ Business Plan
O CDEUs

Select Destination S Hard Disk
(Continue]  ( cencel )
k (Corive )

Figure 3.4: The Copy II Hard Disk dialog box for designating the target
destination

Unlike floppy to hard disk transfers performed by the Finder,
Copy II will not automatically create a new folder for the files you’ve
transferred to the hard disk. Get around this by creating and naming
a new, blank folder before launching Copy II. Also, Copy II is pro-
grammed not to transfer all files commonly found in the System
Folder (System, Finder, Clipboard, etc.). These files are never copy
protected, however, so you can copy them directly.

It’s important to note that Copy II's Copy Complete! message
does not mean ‘‘Copy Successful!”’ All too often, when a transfer
appears to have been flawless, the application bombs or crashes upon
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launching. Again, watch out for changed icons or file names, and test
each application after you transfer it. Take care not to launch an
unproven application while any other file or application is open on
your hard disk.

If Copy II Hard Disk can’t transfer a copy-protected application,
you probably can’t use the application successfully on your hard disk,
but that doesn’t mean you can’t store documents created by the
copy-protected application on your hard disk. Also, the floppy-to-
floppy version of Copy II, available on the same disk as Copy II
Hard Disk, will most hkely allow you to at least transfer your copy-
protected files from floppy to floppy for preservation purposes.

Copy Protection and the Law

The microcomputer software industry has made many million-
aires (and a billionaire or two) since taking off in the seventies. It’s
easy to understand why software companies seek to protect their
copyrights to the full extent of the law. Unfortunately, most national
and international laws regarding copyrights were written for the
printed media, not for the interactive, changeable electronic media.
Statutes will eventually catch up with the Information Age, but for
the present the legal issues implied in software ownership are some-
what fuzzy for the average consumer: what industry figures call
““software piracy”’ is often an act of innocence or ignorance.

Only a lawyer can understand all the implications of software
copyright law. From a user’s standpoint, you should know a few
principles (unless otherwise stated by the manufacturer) that apply to
most of the software commercially available for the Macintosh.

¢ You have aright to preserve and transfer all files and applica-
tions. Even if your software is copy-protected, it’s okay
to duplicate it for purposes of convenience, safety, or just to
protect your investment. That includes backups and hard
disk transfers.

* You may duplicate freely, but you cannot use your dupli-
cates in a situation that would legitimately require you to
purchase another copy of your software. In other words, you
can make a backup program for your office computer, and
the co-worker who shares your office computer can use the
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backup program at work. Your co-worker, however, can’t
use the backup program at work while you’re using the same
program on your home computer. It helps to think of soft-
ware copyrights like a book. You can loan it, borrow it, and
carry it back and forth between locations, so long as no two
people are reading it at the same time. If two people are read-
ing it simultaneously, one would have had to make a copy,
which isillegal. Software designed for multiple users and soft-
ware sold under a ‘‘group user’’ or “‘site’’ license are excep-
tions to this rule.

* Your documents are your property. Copyright laws apply to
applications and other programs, not to the documents cre-
ated with them. If you use a graphics program to create art-
work, you can copyright that artwork in your name and sell it
or give it away as you see fit. You cannot, however, distrib-
ute copies of the application you used to make the artwork,
even if your intent is solely for the application to be used as a
means of viewing the artwork.

There is one important exception to all of the above rules: share-
ware. Shareware was developed as a means of distributing software
without the hassles of marketing and retailing. If a program has been
designated as shareware, you're encouraged to give away copies to
anyone who might need one. Each new user is asked to send a fee
to the developer and voluntarily become a registered user. Usually,
the “‘About...”’ portion of the Apple menu tells you if a program has
been designated as shareware. I will discuss several shareware appli-
cations in this book.

No matter what the distribution method of your software, there
are compelling reasons for being a registered, legal user, reasons
beyond compliance with the law. Legitimate users get more than
software—they get documentation, technical support, and free or
inexpensive upgrades when the product is improved. Given the
growing ability and complexity of Macintosh applications, it’s get-
ting harder and harder not to be a registered user.
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Try to copy multi-

disk applications to
the hard disk by launch-
ing the application’s
installation program from
the floppy.

SPLICED APPLICATIONS

There’s a third type of application, one that isn’t exactly copy-
protected but can’t be easily transferred from floppy to hard disk.
Usually it is called a spliced or merge application, and it exists in two
states: unassembled and assembled.

Spliced applications are packaged and sold with the software
spread across several floppy disks; at least one of the disks also
includes an *‘installation’’ program, which reassembles the segments
of the application on a hard disk or other storage device. Spliced
applications may be used because the application itself is too large for
a single floppy, or because effective installation (with the supporting
resource files in all the right places) involves more than simply drag-
ging icons. PageMaker, for example, now requires four floppies to
contain all features and attendant files.

If you have a spliced application in unassembled form, try to install
it on your hard disk by launching the installation program from the
floppy and then following the prompts. Avoid making a floppy-to-
folder copy of each of the disks. You’ll save time and space by using
the installation program from the floppy, and you might save your-
self a system crash. (If you use the floppy-to-folder method, you will
have to launch the installation program from the hard disk, which
may be difficult because of assumptions it makes about floppies and
drives.)

If you have already assembled a spliced application on another
storage device, you can transfer it by simply daisy-chaining your
hard disk to the device and copying over all files. It’s the floppies that
present the biggest problem when transferring spliced applications: a
failure of any floppy in the set to transfer can render the whole pro-
gram unusable. Moreover, floppy-by-floppy copies made onto other
floppies don’t always produce a working duplicate set. In these
instances, the user is in the unique position of using a hard disk as a
backup for a floppy! If you are forced to do this, be sure to back up
your hard disk regularly.
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MultiFinder can

only be used with
the Macintosh Plus model
and up.

MULTIFINDER:
NEW WINDOWS ON YOUR WORK

Merely by copying the bulk of your work data to your hard disk,
you’ve already significantly increased the efficiency and productivity
of your computer. You'’ve eliminated the time you used to spend jug-
gling floppies and feeding them to the machine. Most of your appli-
cations will run noticeably faster.

But there’s a quantum leap in the wings: MultiFinder, a feature of
all Apple system software since Version 5.0. MultiFinder is not a
multitasking application in the literal sense, but it does allow you to
launch and work on several applications at once. Because of its size,
MultiFinder isn’t feasible for floppies, but it runs well on any SCSI
device.

Unfortunately, MultiFinder isn’t for everyone. It requires at least
1 megabyte of RAM and its effectiveness depends upon the charac-
teristics of the applications you use most often. Yet if you can get your
hands on a copy of System 5.0 or later, why not install it? At the very
least you can take advantage of its many advanced features, and you
can disable MultiFinder if necessary. MultiFinder can only be used
with Mac Pluses on up; new Apple software no longer supports ear-
lier models.

INTRODUCING MULTIFINDER

Like the Finder, MultiFinder is an application that opens, man-
ages, and manipulates Macintosh files in accordance with your com-
mands. When you launch an application with the Finder, the
application is simply read into the RAM; since only one application
can run at a time, the Finder’s only concern is that there’s adequate
memory, and any unused RAM remains unused.

In contrast, MultiFinder not only reads the application into
RAM, it confines the application to a designated region. This frees
the rest of the RAM for other applications, as many as memory
allows. MultiFinder keeps the applications carefully segregated,
expanding or contracting the designated regions as necessary. The
Finder is always the first of the applications launched, so normal
operations (the desktop, etc.) are always just a mouse-click away.
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I've already mentioned that MultiFinder doesn’t give you true
multitasking. That’s because only one application can actually be
operating, or active, at a time; the others are frozen until the one is
finished operating. But you can activate an application simply by
clicking on its window, so you can use MultiFinder to perform sev-
eral meaningful tasks at once.

If you’re equipped with System 5.0 or later, you can activate
MultiFinder by selecting Set Startup... from the Special menu.
Notice that the dialog box (Figure 3.5) contains several options; after
you select MultiFinder, you can choose what files, if any, you’d like
to open automatically when you start up your Macintosh.

() Start up "Hard Disk" with:

Q@finder @ Q@& Multifinder

Upon startup, automatically open:
O selected Items ‘

@® Opened Applications and DAs
O Multifinder Only

= 0,

Figure 3.5: A dialog box for enabling MultiFinder and other startup options

If you want to see the familiar desktop setup whenever you start up
your Macintosh, click on the MultiFinder Only option—MultiFinder
will be active, but the only application automatically launched when you
open your Macintosh will be the Finder. If you’d like to open with a
different application or file, just click to select the desired icon before you
open the dialog box. You’ll find the name of the application or file where
the phrase Selected Items is in Figure 3.5; that’s the button you’ll want
to select.

If you’d like to go directly to a commonly used work environment,
say, a word processor, select the Opened Applications and DAs
option. But you’ll have to shut down and restart the Macintosh
under MultiFinder first—you’ll need it in order to keep the applica-
tion open when you switch back to the Finder.
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There’s only one obvious indication when a Macintosh is running
MultiFinder: in the upper-right hand corner of the screen, a minia-
ture version of the icon belonging to the currently active application
is displayed. This is a helpful identifier, but it’s also a button; click on
it and it will change to the icon of another loaded application (if
another is loaded), making that window the active one. If you have
three or more applications loaded (including the Finder), click here to
activate each one consecutively, in alphabetical order.

The limitation imposed by alphabetical order can make icon click-
ing inefficient. Why activate HyperCard when you’re trying to shift
from Backgammon to MacWrite? The easiest way to shift active
applications is to simply click on the desired window, but sometimes
that window is obscured by others. That’s why a third method exists:
under the Apple menu, below the DAs, notice the list of loaded appli-
cations. The active one has a checkmark next to it; you can activate
another application by selecting that one.

Once you’ve experimented with MultiFinder and feel comfortable
with its features, you’ll want to give it a try in your day-to-day work.
On the other hand, if you don’t have to shift rapidly from one appli-
cation to another, you may not need it. Also, if you work with several
large applications, you may not have enough RAM to load two or
more applications at once with MultiFinder. An off-the-shelf Mac
Plus, for instance, can’t run HyperCard under MultiFinder, and
some programs written before the advent of MultiFinder can’t be
loaded on any Macintosh running MultiFinder (they make assump-
tions about RAM that render them unmanageable). We’ll describe a
number of hard disk organization scenarios—both with and without
MultiFinder—in the next chapter.

OPTIONS FOR STORING DOCUMENTS o

You create, save, and store documents because you want to pre-
serve your work, and you can choose from a number of formats for
saving your documents. You preserve disk space if you choose
wisely. The first step to selecting a file format is an analysis of your
requirements: do you only want to store the information contained in
the file, or do you need to store it in a specific form?
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The resource fork is

described later in
this chapter under the
heading ““Introducing the
Fork.”

NORMAL MODE

Unless you’ve selected other options, most applications automati-
cally save your work in normal mode. If you store a document this
way, it will look more or less the same when you reopen it (although
using a different System can wreak changes). Normal mode is the
most memory-intensive format—it saves a file in a way closest to
the way you created it. Normal mode is the best choice for work data,
for documents in an unfinished state, or for documents you want to
open, consult, and perhaps borrow from quickly.

You can always save a new document in normal mode and save it
later in another format. If you try to save a document in a different
mode with Save As..., the original document is usually not changed;
instead, a copy of the document is saved under the new format,
often with a slightly modified name. You’ll have to return to the
Finder, throw away the old document and give the new document
the correct name.

TEXT-ONLY MODE

Many applications that deal mostly with words, such as page lay-
out programs and word processors, offer the option of saving only the
text in a document. In these files, all formatting information—fonts,
headers/footers, pagination—is discarded.

Along with the advantages they offer for saving space, text-only
files are useful for transferring documents larger than the Clipboard
can handle from one application to another. Some text-only files can
also be transferred to other operating systems, such as MS-DOS or
CP/M.

The text-only format can be useful, but take care to use it only
when you’re sure that the words alone, and not the formats, are
worth saving. Otherwise, you may save disk space but lose a lot of
time in laborious reformatting. And just how much space can be
saved is a function of how full the resource fork is: an elaborate 5K
document may be half the size in text-only mode, whereas a 500K
one with few format variations may stand to lose only a few kilobytes.



64 UNDERSTANDING HARD DISK MANAGEMENT ON THE MACINTOSH

CH. 3

OTHER MODES

Depending on the parent application, document files can also be
saved in a variety of other modes. Experiments and experience will help
you make the most of these options, but bear in mind that because an
application can save a document in one format, that doesn’t mean it can
read the resulting file. Below is a discussion of other modes for saving
files.

¢ Word processors often let you select a format that changes the
parent application. Microsoft Word documents, for
example, can be saved as MacWrite documents. Another
common option is the Interchange format, which can pass text
and formatting data among incompatible applications. If you
want to open a WriteNow file in Microsoft Word, you’ll need
to convert it to an Interchange file first.

¢ Graphics applications can often import, export, and convert
documents in a number of formats. For example, ImageStudio
can use both Encapsulated PostScript (EPS) format or Tagged
Image File Format (TTFF) to save files in MacPaint. Choosing
either of these is more an act of modification than preservation,
since the resulting document will be radically different from the
original, and suitable for different uses. Unless you need to use
multiple applications on the same graphic file, you’re probably
better off saving in normal mode.

¢ Spreadsheets are applications that can generate multiple doc-
ument types: text files, charts, graphs and the spreadsheets
themselves. When saving such files, you may be faced with
the option of linking or unlinking. Linked documents draw
their raw data from the spreadsheet; they can change to
reflect changes in the spreadsheet. If you don’t want a linked
document to be changed by the spreadsheet, either unlink it
or save it in the format of another application.

w—e COMPRESSING FILES

Document format options can be used to save disk space, but if
you're seeking real compactness you’ll want to turn to a file compressing
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wtility. These can squeeze most files down to a bare minimum, but
they do have drawbacks.

Most file compressors available today weren’t created to save
space on a hard disk—they were created to save money on phone
bills. Electronic bulletin boards offer files for transferring, or
downloading, with a modem, but even with high-speed modems the
downloading of a single application can take an hour or more. Com-
pressing programs like StuffIt, PackIt, and MacArc were invented to
cut downloading time drastically. The file is ‘‘passed through’’ com-
pression before it’s placed on the bulletin board. Once downloaded,
the file must be decompressed (usually with another copy of the same
utility) before it can be used.

Compressors reduce the size of a file significantly, but you must
spend time compressing and decompressing the files. A 1 megabyte
file, for example, can be squeezed to less than half that size, but
reconstituting it may take five to ten minutes. For that reason, com-
pression is a useful tool only for archival data, where saving space is
more important than accessibility.

Of the current file compression utilities, the shareware program
Stufflt is the fastest and most efficient. It offers three choices of com-
pression methods: RLE (automatically used if the file is under 25K),
LZW and Huffman. The respective advantages of these depends
upon the characteristics of the file itself, but you can instruct the
application to simply select the one most appropriate for the task.
StuffIt has the added advantage of being able to open and convert
files already compressed with PackILt.

Stufflt saves files in an archive, which is much like a folder except
that you can only open it from within the application. This is conven-
ient when an application and its related files need to be bundled in a
single package; but it can lead to confusion when unrelated files are
in the same archive. Name archives on a logical basis. For example,
keep business correspondence in an archive titled ‘‘Business Corre-
spondence.sit.”” (All StuffIt files are automatically given the .sit
extension.) You can add new files to an archive at any time, but you
can’t transfer a compressed file from one archive to another. You’ll
have to decompress it first.

One quirk of Stufflt is especially worth noting. It doesn’t recognize
folders at all, which means that only individual files can be selected
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pact the Desktop file
under MultiFinder.

for inclusion in an archive. It also means that if you select a folder for
compression, StuffIt will ignore your choice and compress instead the
file on that directory level with the highest alphabetical order.

COMPACTING THE DESKTOP FILE

One of the largest files on your hard disk may be an invisible one.
It’s called the Desktop file, and although you can’t see it without a
special utility program (such as ResEdit), it usually resides on the
root level of each volume. It’s essentially a list of all the information
the Macintosh needs in order to accurately represent the contents of
every file on the volume: the icons, the type ID of files, instructions
on where to find the application needed to launch a document, and
so on. It’s read whenever you open a folder or double-click on an icon.

The more files and folders you have on your hard disk, the bigger
the Desktop file—and since much of the information isn’t automati-
cally purged when changes are made, it can grow even bigger with
time. In fact, the bigger it is, the longer it takes the Macintosh to read
it, and it can become so big that normal operations start to slow
down. This shows up most often on hard disks of 80 megabytes or
more (the more files to keep track of, the bigger the Desktop file), but
it’s not uncommon on drives of lesser capacity.

Fortunately, you can compact the Desktop file: just open up the
System Folder, simultaneously hold down the Option and Com-
mand keys and double-click on the Finder icon. Doing so will not
affect operations in any way, but the display formats of some folders
may be changed—some custom icons may be replaced with default
versions.

AN OVERVIEW OF
THE MACINTOSH DATA STRUCTURE e

Thus far, I’ve discussed aspects of Macintosh technology that are
easily apparent to the user. Now it’s time to delve further, to look
under the hood and explore the internal structure of the Mac’s
approach to information management and processing. Although I
won’t get too technical, I will touch upon concepts and elements that
may prove essential when it comes to retrieving or repairing lost and
damaged files.
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Even if you never need to perform first aid on your data, you’ll
find this section a useful insight into the Mac’s inner workings. It’ll
also help clarify Mac terminology.

Figure 3.6 shows three discrete levels of data, the volume level, the file
level, and the fork level. Valume refers to any element of storage medium
that has a single identity and root directory, such as a floppy disk, a hard
disk, or another storage device such as CD-ROM or WORM drive.
These devices can usually contain only one volume apiece, but with the
Mac volume recognition doesn’t depend on the kind of hardware you’re
using. A single storage device can be broken up into multiple volumes;
on hard disks this is known as partitioning. With partitioning, the com-
puter treats the disk like several small but separate disks, each with its
own desktop icon and directory. The other two data levels, forks and
files, are discussed later in this chapter.

Volumes
(tloppy disks, hard disks, other storage media)
L] T
Flle File
(application) (document)
| |
| |
resource | data rasource | data
fork ' fork fork | fork
' |
1 |
) |
) |
) |
) |
1 1
T
File
(other types)
|
|
resource | data
fork | fork
1
|
|
|
|
!
L

Figure 3.6: The three levels of Macintosh data
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When a volume is on-line and accessible to the computer, it is
called a mounted volume. Inserting a floppy or booting up a SCSI
device are means of mounting a volume. You can tell that a volume
has been mounted when its icon appears on the desktop.

FILE TYPES

If volumes are the libraries of the Macintosh world, then the file
level would be the books on the shelves. Yet Mac files can be more
than mere storehouses of information. Below I will discuss several
different types of files. Together they cover the entire spectrum of the
Mac’s operations and capability.

Applications These are programs that allow you to perform a task
or tasks. Word processing, number-crunching, and desktop publish-
ing are all performed by applications. Most allow the work you do to
be saved and stored in files, but not all; the Finder, for example, is an
application that’s constantly running whenever you use your Mac.
The Finder is the software that displays and updates the desktop and
related icons; it translates your clicking and dragging into meaning-
ful commands for the System file to read. (The system file is not an
application—it is the software portion of the operating system.)
When you click on an icon like the ones in Figure 3.7 and launch an
application, you’re actually using one application, the Finder, to load
another one.

Documents These are the products of the applications. They are
-files that contain the work you’ve done. Documents also have their
own distinctive icons (Figure 3.8), which you can open by double-
clicking. In Mac jargon, documents are opened, but applications are
launched.

Before a document can be opened, an application capable of read-
ing it must also be present on a mounted volume. In fact, to open a
document usually means to simultaneously launch the application
with which it was created. It used to be that a document could only be
read and edited by the parent application, but now many applica-
tions can convert or import files created by other applications. Mac soft-
ware is becoming more feature-laden. Chances are that most word
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Figure 3.7: Some examples of application icons
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Figure 3.8: Document icons

processing or desktop publishing applications will be capable of
importing any text or graphic document, and spreadsheets will be
capable of importing any numerical document.
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Keep track of where

resource files are
stored and which applica-
tion created them. Copy
all resource files to your
new hard disk or system.

Resource Files These store user preferences and customization
information. Usually neither created nor readable by the user, these
files are usually referenced, updated, and filed away automatically.
In fact, some applications automatically create resource files.

For example, the word processing application Microsoft Word
uses a number of resource files to perform different tasks (see Figure
3.9). The Hyphenation file stores the hyphenation breaks of com-
monly used words; the Main Dictionary file has a similar list of cor-
rect spellings; the Temp file provides temporary storage for handling
long or complex documents; the Glossary file holds frequently used
text for easy access; and the Settings file contains the user’s default
choices for menus and formatting. You can’t open and peruse these
files, but you make Microsoft Word open, read, and modify them
every time you use that application.

Word Hyphenation Main Dictionary

-

Word Temp 1 qlosary Yord Settings

Figure 3.9: Microsoft Word resource files

Resource files are usually placed in one of two locations: the home
folder of the application or the active System Folder. I recommend
that you keep track of which applications create Resource files (and
where the files are stored). Whenever you need to work on a different
disk or system, copy them along with the applications.

Desk Accessories Also called DAs, these are small, easily accessed
programs. You don’t even have to quit application to access a DA
because they are incorporated into the System file. They all have the
same icon, a suitcase (see Figure 3.10). Once you've installed one, you
launch it via menu selection (under the “Apple’’ symbol). To install and
remove a DA, you use an application known as Font/DA Mover, which
comes bundled with all System software disks from Apple.
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Yord Count

Figure 3.10: The Desk Accessory icon

DAs were originally intended to be simple, accessible tools—
extensions of the Mac’s computer-as-desk metaphor. Some of the most
common ones—the Alarm Clock, the Calculator, the Calendar—are
still simple and small, but others offer features and capabilities that rival
applications. Word processors, spelling checkers, graphics programs
and spreadsheets are all available in DA form. Not only have program-
mers transcended the limitations of DA size (they generally cannot
occupy more than 32K), they’ve managed to circumvent Apple’s limi-
tation of fifteen DAs per System file. Now up to five hundred DAs can
be available thanks to utility programs like Suitcase.

Despite the growing versatility of DAs, their days may be num-
bered: under the MultiFinder, a Mac with enough RAM can run
multiple applications at once. MultiFinder could make DAs obsolete.

Fonts Files These contain instructions about managing type. Spe-
cifically, they tell the Mac how to display and modify particular type
styles. There are two kinds of fonts.

e display fonts govern the bit-mapped display of a typeface both
on the screen and on a dot-matrix printer

* downloadable fonts are used with laser printers to translate the
choppy bit-mapped font into smooth characters. Downloadable
fonts for the Macintosh are written in a language called Post-
Script.

The Display Font icon is similar to a Desk Accessories icon (Figure
3.11). Like DAs, display fonts are incorporated into the System file
by means of the Mover application. A properly installed font is usu-
ally available in every application that uses fonts, although some
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@ When you
download a font, be
sure not to rename it
accidentally. If you get
the names mixed up,
your printer might print a
display font when you
intend to use a
downloadable font.

applications (like Microsoft Word) require special installation steps.
The number of fonts that can be installed in a System file is limited to
256, but software programs such as Suitcase can make thousands of
fonts available at once. In practice, however, all but the most exten-
sive desktop publishing systems use only a few dozen fonts.

A

Bodoni Bold BodonilLaser

Figure 3.11: An icon for a display font (left) and for a downloadable font
(right)

Downloadable fonts (Figure 3.11) are not part of the System file.
In order to work with a LaserWriter or another PostScript printer,
downloadable fonts need to be in the System Folder. When you place
them in the System Folder—place them in that folder only, not in a
subfolder—take care that you don’t accidentally rename them. If,
while processing printing for a Postscript device, the System cannot
find the downloadable font, it will rely on the display font instead and
create a bit-mapped version of that font.

Because of their ability to produce characters nearly as good as
those from a typesetter, downloadable fonts are expensive, whereas
most display fonts cost little, are shareware, or are free. For example,
the leading PostScript font manufacturer, Adobe, sells its
downloadable fonts but makes the display versions available for free
to user groups and electronic bulletin boards. You don’t need
downloadable fonts unless you have a Postscript device—and even
most of those have a number of downloaded fonts in ROM. So even
with a PostScript device you don’t need many external files to make
quality reproductions.

Drivers These are programs that allow the Macintosh to control a
device. A device, in Mac parlance, means a piece of equipment or part
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of the computer that transfers data in and out of the machine.
Devices include floppy drives, hard disks, keyboards and printers.
The video screen on the Macintosh II is also considered a device,
although it is not considered a device on the Mac Plus and the SE
(due to their direct use of QuickDraw routines).

Most drivers are built into the ROM; others are incorporated into
the System file along with fonts and DAs. In the case of printer driv-
ers, you must place the icon in the System Folder and then select it
from the Chooser desk accessory to make the drive available. Figure
3.12 shows some driver icons.

g B D
C— [ =

ImageWriter SerialPrinter LaserW¥riter

Ll '
DX7 MiDI Word/Diablo630

Figure 3.12: Examples of printer-driver icons

Drivers can work as nested programs; that is, one driver may be
built upon another driver. In Figure 3.12, the SerialPrinter file is an
application-specific driver written to manage a generic serial printer,
and the Diablo630 file is a driver for a specific serial printer. When
you select the SerialPrinter file in Chooser, the Diablo630 is pre-
sented to you as a selectable option. The Diablo driver would be use-
less without the serial driver file. This is why it’s necessary to keep
track of which combinations of drivers your hardware requires, and
to store, install, and transfer them as a unit.

INITs Files These install and activate themselves automatically.
After you place one in the System Folder, it will often remind you
that it’s installed by adding some sort of notice to your startup screen,
either a graphic symbol or textual statement (Figure 3.13).
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INITs modify your
system'’s startup
sequence, so a buggy or
incompatible INIT on
your hard disk could
prevent it from booting.
If you think you’re hav-
ing trouble with an INIT,
try it out on a floppy-
based system folder.

= INITSs are automati-
cally loaded in
alphabetical order. If for
some reason you want
them to be loaded
another way, simply add
a new first letter to their
name. For example,
change LaserSpool to
‘““ALaserSpool” or ‘“ZLa-
serSpool.”
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Figure 3.13: A few INIT icons

The INIT (short for initial) is a useful file format for utility pro-
grams that you’ll want to have in the background at all times.
Because their features are automatically put into action, you’ll never
forget to ‘‘turn them on.’’ A laser spooler, a network communica-
tions system, and a debugger are examples of INIT files.

Some INITs pop up as another menu in the Finder, some are
accessed by way of the Apple menu, and some are virtually invisible to
the user. If you have a file that doesn’t look like a document yet can’t be
opened by double-clicking, chances are it’s an INIT. A word of caution
is appropriate for INI'T experimentation, however: because it modifies
your system’s startup sequence, a buggy, bad or incompatible INIT
installed on your hard disk could make it unable to boot. When in
doubt, try out the INIT on a floppy-based System Folder first. Just
make sure the floppy is placed in the floppy drive before you power up
the Mac. To deactivate an INIT, just remove it from the System
Folder—it won’t be loaded the next time you start up.

CDEVs These are accessed only through the Control Panel selec-
tion under the Apple menu. A subcategory of INITs, CDEVs are
also loaded automatically when you place them in the top level of the
System Folder. CDEV is short for Control Device. Figure 3.14
shows some of the more common CDEVs.

The Control Panel was originally just another Desk Accessory. As
options increased, however, Apple realized that different users
needed to control different aspects of their systems. The DA was
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Figure 3.14: CDEV icons

rewritten to encompass CDEVs, which now appear in a window on
the left side of the Control Panel box (Figure 3.15). Clicking on an
icon in this window will cause the options controlled by that CDEV
to be displayed in the main window of the box.
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Figure 3.15: The Control Panel, with scrolling CDEV field
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@ The Control Panel

recognizes CDEV
files by name only. Don’t
rename CDEV's when
you install or remove
them.

The Mac Plus and
the Mac SE don’t
need the Monitors
CDEV. This CDEV
manages color and shade
settings for the Mac II.

CDEVs are becoming a popular format for utilities effecting oper-
ations (such as Front&Center, which moves dialog boxes wherever
the mouse pointer happens to be). They’re installed and removed
in the same fashion as INITs, but take care not to rename them—if
you do they won’t be recognized by the Control Panel. Apple bun-
dles a lot of CDEVs with System software, but there’s no need to load
ones that don’t pertain to your setup. The Mac Plus and SE, for
example, don’t need the Monitors CDEV, which manages color and
shade settings for the Macintosh II.

CHOOSING THE RIGHT FILE TYPE

Some of the tasks that used to be achieved only by means of an
application can now be done by DAs and INITs as well. When
choosing software, which file format is better? If you have a Mac with
multiple megabytes of RAM, you can probably work under Multi-
Finder, in which case the limitations of a DA or INIT will prevent
those file formats from becoming a consideration.

On the other hand, if your RAM resources are more modest (or if
you work with memory-hungry applications such as HyperCard),
MultiFinder may not be the file format that solves all your hard disk
problems. Convenience may be an important factor—even with
MultiFinder, an application must be located and launched in order
to be available. In contrast, DAs and CDEV-type INITs are always
just a menu selection away.

INTRODUCING THE FORK

One of the most important concepts to grasp is that of forked data.
Essentially, forking is the process of storing a file in two files; as another
glance at Figure 3.6 will indicate, the fork is the final level of information
organization. Though they are fundamental to Macintosh technology,
forks are invisible to the casual user. But an understanding of them is
essential when you need to retrieve lost or garbled data.

To put it in a nutshell: every file—applications, documents, etc.—
is in fact two files, a resource fork and a data fork, both stored under a
single filename. Either fork can be empty, but an empty fork still
exists as an entity as far as the Mac is concerned. Both forks collabo-
rate to launch a file.
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The Resource Fork

Stored in the resource fork (sometimes called the ‘‘resource file’’) are
all the resources required by the file. What are resources? Generally speak-
ing, resources are the building blocks of Macintosh programming—the
elements that build a file. Icons, menus, dialog boxes, and other discrete
portions of fonts, programming code are all resources. Resources are
broken down into resource fypes, which are stored in the fork and arranged
by function in logical groupings. Resource types are identified by dis-
tinctive four-letter codes; each resource in the type is in turn identified
by a resource ID number.

Why is all this code broken up into so many discrete units? There
are two primary reasons. The first has to do with memory manage-
ment: because the data is so fragmented, it can be loaded into RAM
more efficiently than it could if it were still in large chunks of code.
The Macintosh has highly sophisticated firmware in ROM known as
the Memory Manager, which uses this flexibility to great advantage.

But the second, perhaps more significant reason why resource
codes are so fragmented has to do with the user interface. The
resource approach gives Macintosh software a standardized look and
feel—it’s a rare application that deviates from the familiar arrange-
ment of pull-down menus, dialog boxes, and scrolling windows.

With many operating systems, the programmer has to build the
““‘world’’ of the program practically from scratch. When a pull-down
menu is called for, the programmer has to design the menu right
down to the typeface and write a code that draws it on the screen. If
the program is later translated into, say, Italian, the programmer has
to draw the code all over again. What happens if the Italian versions
of the commands are too long to fit in the original menu box? The
menu code itself has to be rewritten, which means that codes would
have to be modified throughout the software.

Fortunately, this isn’t true for the Macintosh programmer. All he
or she has to do to create a new pull-down menu is redefine the
MENU resource (the four-letter code for that resource type) with its
own ID number. The definition would not only describe the menu
and every item on it, it would also specify what other resources are to
be accessed when a particular menu item is selected. With the
resource codes redefined and stored in the resource fork, the Macin-
tosh takes over from there, displaying the menu and initiating the
commands.
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Since all this can be done without writing a single line of code, even
a nonprogrammer can make menu modifications. Want to market
an Italian version of your Mac? Just type in replacements to the
English words in the resource definition fields. If the menu must be
wider to accommodate Italian words, you can modify the menu too.

The ROM routines that create and manage these resources are
collectively called the User Interface Toolbox, or more commonly the
Toolbox. A Mac programmer could bypass the Toolbox and build an
application entirely from scratch, but the application would be slow
running, incompatible with other applications, and difficult for users
to master.

You can use applications such as ResEdit to explore and modify a
file’s resource fork. I'll explain the whys and hows of doing so in
Chapter 7.

The Data Fork

More mundane but just as important as the resource fork is the
data fork. As the name implies, the data fork is the storehouse where
the data that’s manipulated by the program is kept. This data is bro-
ken down and saved as numeric code.

The process works like this: let’s say you launch a word processing
application by double-clicking on its icon. If it was designed to indus-
try standards, the application should open with a document screen
labeled ‘‘Untitled.”” But ‘“Untitled’’ isn’t a document just yet; it’s
the more-or-less empty data fork of the application.

If you type the word Macintosh, then save the document, the appli-
cation works with the Toolbox to create a new file (which you’re
requested to name). This new file is still controlled by the application,
but now it has its own data and resource forks. The data fork contains
only the letters M, a,¢,7,n,¢,0,5 and A, while the resource fork contains a
recipe of sorts, a list of all the resources you used while typing that
word—the font, font size, letter spacing, position in the document,
and so on. The resource fork also contains information about which
application created it, which is why opening a word processing docu-
ment simultaneously launches the word processor.

The separation between data and resources is the main reason why
formatting changes are so easy to make on the Macintosh, even with
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= I’ll survey tools for
extracting data from
data forks in Chapter 8.

huge blocks of text. Instead of loading the text into RAM in order to
alter its appearance, the Mac simply changes the rules by which the text
is displayed. An application’s data fork is useful because the application
can use it’s own data fork, rather than RAM, as a storage area while
you are working on a document. This fork is copied to the document
data when you answer yes to the Save changes? dialog box.

One fringe benefit of the fork structure pertains to data retrieval.
When the resources in a file’s resource fork have become garbled, the
file is usually unreadable by the system. But an ‘‘unopenable’’ docu-
ment still has an intact data fork, and the information it contains can
often be salvaged.
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"Il begin this chapter by
explaining the two filing
systems available for the
Macintosh—the Macintosh
File System (MFS), which is
outmoded and unsuitable for
hard disks, and the Hierarchi-
cal File System, which has
many hidden features. Then
I'll turn to folders—format
options, display features,

alternatives, and related




84 UNDERSTANDING HARD DISK MANAGEMENT ON THE MACINTOSH

CH. 4

@ Use only HFS on a
hard disk system.
Some instructions in this

book do not apply to
MFS.

information and advice. I’ll also review alternative data locations,
such as on the desktop and on partitioned volumes. Finally, I’ll dis-
play these elements in action, with real-life scenarios for three organi-
zational plans.

Next, I'll cover how to navigate through your hard disk’s direc-
tory, and how to locate a file quickly, easily, and with a minimum of
confusion. And, since files can get lost on even the most thoroughly
organized hard disk, I’'ll show you how to do high-speed searches.

THE HIERARCHICAL FILING SYSTEM -

In Chapter 2, I mentioned that the Macintosh has had two dis-
tinctly different means of file organization: the Macintosh File Sys-
tem (MFS), and the Hierarchical File System (HFS). HFS was
designed to replace MFS, and it’s the one you want operating on
your hard disk.

Here’s why: MFS was created with the expectation that all Macin-
toshes would work with only one or two floppy disk drives and that
the floppy disks would hold a relatively small amount of information.
Therefore, MFS does not truly allow you to nest files and folders
within other folders. All files and folders placed in other folders don’t
actually exist on other organizational levels—they’re still on the same
root level. Although MFS folders are a convenient way to designate a
group of files, the organization is cosmetic only. To see the difference
between representation and reality, try to open a file from within an
application, as in Figure 4.1. The desktop in the figure may seem
uncluttered (top), but in the application you still need to scroll
through every file (bottom) because the folders are nowhere in evi-
dence. With the advent of double-sided floppies, serial port hard
disks, and finally SCSI buses, MFS soon became unmanageable.
HEFS replaced it in 1986.

HFS creates folders in true nested subdirectories. Under HFS,
because files are stored in a useful folder structure (Figure 4.2), you
can navigate through volumes within an application far more rap-
idly. HFS has its drawbacks, however. A misplaced file can be
difficult to find. And the proliferation of folder levels can lead to
‘‘overorganization,’’ with files tucked away so far down the hierar-
chy that simply locating one becomes a tedious process.
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Figure 4.1: The Macintosh File creates an illusion of nested folders (top), but
all files are actually on the same directory level (bottom).
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Figure 4.2: Where MFS (top) stores all files on a single level, HFS (bottom) creates a complete, pyramid-
structured hierarchy of folder subdirectories.
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THE DIFFERENCES BETWEEN HFS AND MFS

Unlike other System features, which are apparent only when a vol-
ume is made the startup volume, the file system is active whenever a
volume is mounted. Which is why you’ll want HFS not only on your
hard disk, but on any reasonably full floppies you use regularly.

There are a number of ways to determine which file system is
present:

e Check the Finder file by selecting About the finder... from

the apple menu; if you’re running Finder Version 5.0 or ear-
lier, it features MFS.

¢ All your disks may not contain a Finder file, so try seeing if
folders disappear when the Open... command is selected
from within an application, as in Figure 4.1. If they disap-
pear, MFS is present.

¢ In every folder window there are two closely spaced lines
right under the space where the column headings are dis-
played (Figure 4.3). On an HFS system, the space between

]
28 items
extra pixel = =
MP Y Desktop expreiq= —
EC]
28 itemns
P P

MPY  Desktop expre:

Figure 4.3: An HFS folder (left) has an extra pixel in the upper left-hand cor-
ner; an MFS folder (right) does not.
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these lines is filled (by one pixel) at the far left. Under MFS,
the space is entirely clear. This method for determining the
file system is especially handy when working with multiple,
unfamiliar floppies.

If you want to convert an MFS floppy to HFS, make a backup of the
disk (and make sure the copy is a functional one). Then select the disk
and choose Erase Disk from the Special menu in the Finder. If you take
these steps and you are running the Macintosh on an HFS startup Sys-
tem file, the disk will be reformatted for HFS. Copy all files back to the
disk, and dispose of the backup duplicates you made earlier.

HFS is more efficient and convenient than MFS, but that doesn’t
mean there are compatibility problems between the two standards.
You can keep using MFS disks with your Macintosh should you so
choose. In fact, some early versions of popular applications, such as
Excel and MacDraw, won’t work correctly with Finder Version 5.1
or later, which excludes the HFS option anyway.

WORKING WITH FOLDERS

More than a means of conveniently grouping files, folders are one
of the best tools for structuring your Macintosh work environment.
The first step in using folders is to understand their features. Let’s
take a look at the most important ones.

Folders remember their place on your screen. Double-click on a
folder to open it. Click on the title bar area to move it anywhere on
the screen. Then close it and click it open again; until you reposition
a folder window, it will continue to open in the location you specify.
This feature lets you work with multiple folders without getting lost in
the clutter of overlapping windows, an advantage that’s especially
handy when running under MultiFinder.

Folders remember their size on the screen. Double-click on a folder
to open it, then move the size box to make the folder window as long or
thin, large or small as you like. Now close it and open it again. Until you
change its size, the folder window will open to its sz size, the size it was
the last time you opened it. (You can, of course, change the set size at
any time.)
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Folders can expand to full screen size. Click on the zoom box in
the upper right-hand corner and expand the folder window to full size,
a width of 9 inches and a height roughly equivalent to the depth of
your monitor’s screen. For all single-unit Macintoshes, full size is
effectively the equivalent of full screen size, although the Mac II and
some large add-on monitors allow even more room for resizing.

Most document windows within applications can be toggled
between set size and full size via a similar zoom box, although in such
cases the full size mode usually takes up the entire screen on the
Mac II as well.

Folders remember their View format. There are seven different
ways for a folder to display its contents. When created, a folder auto-
matically displays by Icon, but this can be changed by selecting
another format from the View menu while the folder is open and
active—that is, when it’s in the foreground.

VIEW FORMATS

View formats are probably one of the most underutilized features
of the Macintosh—even experienced users often prefer only one for-
mat, which they apply uniformly to all folders. But each format has
its own distinct advantages, and used in combination they can
greatly add to the clarity of hard disk organization. Following is a dis-
cussion of the seven View formats offered by Macintosh.

View by Icon

Choosing View by Icon (Figure 4.4) shows all the folders and files
and their full-size icons. This view is useful because you can identify
applications and documents at a glance, and because the large-scale
icons are easy to select, drag, and double-click with the mouse.

However, the format takes up a lot of screen space; it’s best to use
it for folders with relatively few files. And since you can arrange the
file icons in any which way, the folder often becomes sloppy and clut-
tered. To tidy up such a folder, select Clean up Window from the
Special menu, and use the mouse to arrange the icons in alphabetical
order or in any fashion that suits your work. Watch out for icons that
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Figure 4.4: The View by Icon folder format

get lost by being placed too far below the main grouping. You can
scroll around to find an icon, but often it’s easier to simply change the
folder format to View by Name.

View by Small Icon

Viewing by Small Icon is similar to viewing by Icon, with the nota-
ble difference that the icons are one-quarter the size, and the names
are listed to the right rather than underneath. The advantage of small
icons is that they fit more densely into a window, and the disadvan-
tage is that, being miniature versions, they are often difficult to dis-
tinguish from one another (Figure 4.5). Small Icon size may not be a
problem if you’re familiar with the identities of your applications
(and their documents), but if you are familiar with them, why not use
another, even more compact folder format?

View by Name

Under the View by Name format, all files and folders are listed in
alphabetical order in a single column. The icons are smaller, in fact
so small that many are unidentifiable. That’s why the Macintosh
substitutes standard default icons for all folder and file icons: all
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Figure 4.5: The View by Small Icon format

applications share the same icon, as do all documents (Figure 4.6).
You can drop one folder into another, but you can’t change the order
of files and folders without changing a name or two. (When you
change names, the reordering won’t take place until you close and
reopen the window.) The format’s alphabetical order places num-
bers, spaces, and symbols before letters.
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Figure 4.6: The View by Name format

Icon standardization can lead to confusion. To let you know which
document you’re launching, the View by Name window has a Kind
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column, which lists the parent application of each document. Entries in
the Kind column are limited to 18 character spaces; if this space is in-
sufficient for the information, the entry is truncated and ends with an
ellipsis (...). When this happens, select the file and choose Get Info from
the File menu to see a complete Kind entry. View by Kind has two
other, self-explanatory data categories: Size and Last Modified. Notice
that the Name column heading is underlined in Figure 4.6. When you
choose View by size, View by kind, or View by date, the Size, Kind or
Last Modified column headings are underlined instead.

Not only does the View by Name format display more information
than the View by Icon and View by Small Icon formats, its innate
orderliness and compactness make for a very neat desktop. Yet there
are a few cautions that you need to take:

e Select a file or folder not just by clicking on its icon, but by
clicking anywhere across the row—on any of the column
entries (Name, Size, Kind, Last Modified) or on any space
in between the columns.

¢ Be careful about clicking the mouse. You might accidentally
select and start dragging a file or folder, then dump it inad-
vertently into another folder.

* When dragging from one folder to another, don’t let go of the
mouse until you’re sure no subfolder is highlighted in the tar-
get folder. Otherwise, if a subfolder is highlighted, that’s
where the moved file will end up.

View by Date, by Size, by Kind, and by Color

The View by Date, by Size, by Kind and by Color formats are
variations of View by Name. The data columns, the default icons
and the automatic organization are the same, but the organizational
criteria varies. As with View by Name, you can determine what the
format is by looking at the column headings: the underlined one
serves as the main criterion (Figure 4.7).
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Figure 4.7: View by Date, by Size, and by Kind formats

View by Date This format arranges the folders by order of the
date you last modified them. (The date a folder was created is
recorded in each file or folder’s Get Info... box.) The Last Modified
date is drawn from the calendar settings in the Control Panel.

View by Size This format arranges the files from the largest to the
smallest according to the number of kilobytes they use. This view is
especially useful with applications. Since most applications are larger
than documents, they’ll be readily accessible at the top of the list.

Folders, on the other hand, bring up the rear since their size is mini-

mal no matter how large their contents. If two or more files are the
same size, they will be listed alphabetically.
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View by Kind This format lists the folder contents in order of
their type, with applications first, documents second, and folders last.
But the order of that order can vary depending on the order in which
files are placed in the folder. If the first file in the folder is a document,
then documents become the first subcategory in the folder. On the
other hand, if the first file is an application, then applications will be
the first listed. Folders are always listed last. Within the subcatego-
ries, the files and folders are in alphabetical order.

Because the file type order can be customized, View by Kind is a
versatile organizational tool. To customize a file, just empty the
folder and put the files back in the order you desired. Or you can sim-
ply create a new folder, transfer the contents from the old one, and
give it the same name as the old, emptied folder once you’ve dis-
carded it.

View by Color This format is only an option for Macintoshes that
employ color monitors; it won’t show up in the View menu unless the
Monitors Control device (CDEV) in the Control Panel is set for 16 or
more colors. Although current color-capable Macintoshes can dis-
play 256 colors at once, the system only reserves eight colors for file
and folder designation—orange, red, pink, light blue, dark blue,
green, brown, and black. Files are listed in the window in the same
order as on this color list, with orange first and black last. Files and
folders of the same color are arranged in alphabetical order. To color-
code, click on an icon, then select a color from the Color menu in the
Finder. Until you change their color, all files and folders will be dis-
played in black.

If your Macintosh can use View by Color, you'll find it one of the
most useful of folder formats: you can group applications, documents
and folders together in any combination, based on any criteria. For
example, you could put your current project files at the top of the list
by coloring them orange. But this format requires continual
updating—you need to color-code everything as it’s created. And the
subtleties of color organization will be lost if you need to transfer
your work to a noncolor Macintosh. Interestingly enough, View by
Color works on a Macintosh II with a black-and-white monitor that
isn’t grayscale, although all eight colors are displayed in solid black
and only the computer can tell them apart.
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STORING ON THE DESKTOP

Folders aren’t the only place where files (or other folders) can be
placed. Another valid, especially useful location is the desktop of
the Macintosh itself—the home base screen, with the trash icon in the
lower right-hand corner and your hard disk’s icon in the upper right-
hand one (Figure 4.8). Although you may at first feel a bit uneasy
about parking important data near the trash can, you’ll soon find
storing on the desktop a useful feature.

" & File Edit Uiew Special =1

Em] Hard Disk SE|
Name Size Kind Last Modified

O 51K Stuffit 1.5d1 doc... Thu, Sep8,1988  10:35 AM[{}

[ ARecover == folder Mon, Oct 10, 1988 3 .57 PM .

D Address 26K HyperCard document Wed, Sep 14, 1988 6:29 PM

O Applications == folder Wed, Nov 16, 1988 1:23 PM

[ BRecover -= folder Sat,0ct8, 1988 11:31 AM[Ty Repart Text
K] (5

Cover Letter

Trash

Figure 4.8: Files and folders stored on the desktop

To place a file or folder on the desktop, just drag it from its folder to a
vacant spot. You'’ll notice that no matter what the view format of its pre-
vious home, the icon is automatically displayed in full size. You can
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Keeping too many

M files at the root level
will ultimately slow you
down.

E If the Clean Up
Window command
reads Clean Up Selection
instead of Clean Up
Window, that’s because
an icon inside the folder is
currently selected. Dese-
lect it by clicking else-
where and try again.

arrange any number of icons on the desktop in any way you wish, and
then shut down with confidence. Upon rebooting, the icons will be right
where you left them. (If they aren’t, it’s probably because your hard
disk isn’t the startup volume at the moment.) The Finder handles
desktop icons just like any others, except when making duplicates, in
which case the new icon will appear in the right-hand column (under-
neath any volume icons), rather than adjacent to the original.

As far as the HFS system is concerned, the desktop is simply a part
of the startup volume’s root level. You can’t use a file box to place a
document on the desktop, however.

Use the desktop as a location for the applications you use most
often, or as a means of giving top priority to projects that demand
special attention. Of course, if you really want to make an application
or document as prominent as possible, use MultiFinder’s Set
Startup... feature to launch it automatically upon booting up.

CLEANING UP AND CLOSING UP

With icons in a folder, or multiple folder windows on the screen, it
often seems like the rule is ‘‘the more, the messier.”’ Following is a dis-
cussion of some shortcuts to keep things more tidy and less tiresome.

Organizing Icons

Icons or small icons are placement-sensitive; unlike the other folder
formats, which are automatically organized, they can be arranged in
any order on the screen. And when your file folders get disorderly,
try the following methods for cleaning them up.

Select the Clean Up Window command from the Special menu in
the Finder. This command will move all icons from their current
position to the nearest coordinate of an invisible grid. If an icon is not
visible in the current window size, it will be moved into any spare
space that may exist in the window. This command is useful for
minor organization, and you may want to select it from time to time
Jjust as a helpful habit.

To maximize folder organization, hold down the Option key while
selecting the Clean Up command from the Special menu; you’ll note
that instead of Clean Up Window, it now reads simply Clean Up.
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] 88-W closes the
active folder.

[,7] §8-W-Option closes
M all folders.

This command will align all icons, but instead of simply moving
them to the nearest grid coordinate, the entire window’s contents will
be redrawn in a new, close formation. Icons will be reshuffled so that
the whole constitutes a rectangular block. The Clean Up command is
especially useful for thoroughly disorganized folders, and should be
used whenever a format change is made from icons to small icons and
vice versa.

Keep in mind, however, that both the Clean Up command and
the Clean Up Window command organize the display in the window
of the folder, not the folder itself. That means that icon reorganiza-
tion is based on the size and shape of the folder window. For
example, if the folder window is long and skinny, the icons may be
placed in single file. If you’re unsatisfied with the results of the clean
up commands, resize the folder window and try again.

Closing Folders

Locating a certain file often entails plunging far into the depths of
the hierarchy, which can mean opening a half-dozen or more folders
on the way there. Fortunately, there are alternatives to the tedious
method of closing up by clicking on each folder’s close box:

¢ To close folders one at a time, hit 8-W. This command closes
the currently active folder, and if that folder is nested inside
another open folder, the next folder automatically becomes
the active one. Thus you can repeat this command until all
nested folders are closed. If you make a mistake and want to
go back a step, press 38-O to reopen the previous folder.

¢ To close all the folders at once, hold down the Option key
while closing any one of them (either by clicking in the Close
box or pressing 38-W) This closes all folders, including the
root level window for the hard disk itself. This is the quickest
method, and the only way to go when the multiple windows
cluttering up your screen are from non-nested folders.
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CHANGING FOLDERS
WHILE APPLICATIONS ARE OPEN e

Take a look at the two dialog boxes in Figure 4.9. Both are actually
versions of the standard file dialog box, a feature that most applica-
tions take advantage of, often with minor modifications. The first
time you save a document, and every time you choose the Save As...
option, you'll probably see some version of the box on the top. But
every time you open a preexisting document from within an applica-
tion, chances are you’ll see a variation of the one on the bottom. (If
you select Delete from the File menu you will also see a similar dialog
box.) I use the generic term file dialog box to refer to any of these boxes.

folder nams field
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Save Current Document as: © Hard Disk
|Field Report | 16086K available
O Fast sause ] Make Backup
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folder contents window
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Figure 4.9: Variations of the file dialog box for saving a document (top) and importing one
(bottom)
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The path menu

displays the current
folder at the top of the list
and the root folder at the
bottom, but in this book
up will always refer to the
direction of the root
(highest) level.

Next to the Finder, file dialog boxes are the prime portals through
which you’ll navigate on your hard disk. These HFS boxes have fea-
tures that may not be obvious to the casual user. Let’s take a look at
a few.

USING THE PATH MENU

When you save a file, where does it get stored? Unless you specify
otherwise, it will be stored in the same folder as the application you’re
using. The complete sequence of nested folders that starts with the
root and ends with the folder in which a file is stored is called the file’s
path (or pathname). The path is displayed whenever you click on the
folder name field directly above the folder contents field in the Save
As... dialog box (Figure 4.10). This path display is more than a box;
it’s a menu, and you can leap up the hierarchy any number of levels
simply by selecting the folder you want.

current folder

<= Printer Folder,
&3 Word Util

path msnu

| S Applications
.Je Hard Disk

0 Laseriihiter

Save Current Document as: < Hard Disk
Il —I 1591K available

(cancel) ((mive)

current volums
name and lcon

OFuest saue ] Moke Backup

File Format...

Figure 4.10: The Save As... dialog box after clicking on the folder name field
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To navigate down the hierarchy, double-click on any folder in the
folder contents window and, if necessary, scroll the contents window
to locate the desired folder. Being able to go up and down the hierar-
chy means you can save—or seek—a file anywhere on any volume
currently mounted on your system without having to quit your cur-
rent application.

By the way, there’s a shortcut to climbing back up the hierarchy:
click on the name or icon of the current volume. This will automati-
cally move you one level up the hierarchy.

In a Save or Save As... dialog box, only the folders can be opened,
but in an Open dialog box both folders and files are accessible. Don’t
panic, however, if a folder containing valuable data appears to be
empty—an Open dialog box can present a misleading picture. Files
that the application cannot recognize are sometimes not just
dimmed, they’re not listed at all. And the files that can be selected do
not necessarily belong to the application you’re in at the moment.
While in Microsoft Word, for instance, it looks as if you can select all
MacWrite documents in the Open dialog box, but trying to open a
MacWrite document actually triggers a conversion process—a copy
of the document will be converted to Word’s format and then
opened, and the original will not be altered.

Path navigation should be done before the Save or Save As... but-
ton is selected; once the path is set, all subsequent versions of the file
will be saved to that locale. Creating a file from within its intended
folder is the most efficient way to go, but there are limitations: once
you’ve saved a file, you can’t use the standard file dialog boxes to
relocate it, nor can you create a new folder, or rename a file or folder.
For those tasks, you’ll need to use the Finder.

USING THE FOLDER CONTENTS WINDOW

Since folders can hold a large number of files and other folders, the
folder contents window in a file dialog box can become very long.
You can scroll up and down the field until you find the file or folder
you’re looking for, but there are a few mouse-free shortcuts that
make the task easier.

The contents of an open folder field are always listed in alphabeti-
cal order, with the first file or folder automatically selected whenever
you open the dialog box. Skip down the list by typing in a character
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Find File will not
#l distinguish between

capital and lowercase
letters.

or two from the keyboard: the first file beginning with those charac-
ters will be selected. In other words, typing £ will select the first file
starting with 4 or H (the function ignores upper- and lower-case). If
you want to be even more specific, type the first two characters of the
file or folder name. But do it quickly: typing ; and o in rapid succes-
sion should select a file named Job File, but if you pause between
characters the Mac may interpret the second key press as a separate
selection and move on to select a file with a name that begins with o.
The Mac tries to match alphabetical commands as closely as pos-
sible, but there is a margin for error. If you type z and no file or folder
beginning with that name exists, it will select the one that comes
nearest, one that begins with y, or w or». Numbers, spaces and other
nonalphabetical characters come before letters in the folder field, so
any one of those keystrokes will send the user to the top of the list.

SEARCHING AN ENTIRE VOLUME e

Even the most thoroughly organized hard disk can sometimes
bury files in a labyrinth of path and nested folders. If you have at least
a vague notion of the whereabouts of a file, you can try prospecting
for it with the Finder. But if you don’t know the general location, the
type of the file, or even its name, you’ll discover that the Finder is lit-
tle more than a time-consuming last resort. A number of mass volume
search programs have been developed to search the entire contents of a
storage volume at very high speeds, using a varying range of criteria.
Let’s examine two of these, the most popular one and the one with
the most features.

WORKING WITH FIND FILE

Find File is a mass volume search DA from Apple Computer, cur-
rently included as part of the System Disk software package. It
searches for file and folder names only, and it can’t differentiate
between a whole name and a string of characters within a name. It’s
capabilities border on the minimal, but it has the advantage of being
free. To use Find File:

1. Select it from under the Apple menu. A window will appear
(Figure 4.11).
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Figure 4.11: The Find File window

2. To initiate a search, type a name or set of characters into the
Search for field. In the example, Word was typed in. If you
want to search another hard disk or a floppy, click on the
Hard Disk icon until the volume you want appears.

3. Either click on the symbol to the right that looks like a pedes-
trian ‘“Walk’’ sign or hit the Return key.

4. The program searches from the root level down, and as the
search commences it displays the names of all the files and
folders it finds that match what you typed in the Search for
field. When the search is over, the Macintosh beeps (unless
you’ve turned the volume down), and the Stop symbol is
selected automatically.

Fortunately, you don’t have to wait until the entire volume has
been searched before you can monitor Find File’s progress. Each
time a match is made, the result is added to the scrolling field in the
center of the window. In the example in Figure 4.11, all files contain-
ing Word now appear in the scrolling field. Note that the program
doesn’t distinguish between names and strings within names. You
can inspect any of these files in midsession by clicking on the Stop
symbol. This won’t end the search, it will just freeze it. Click on Walk
again to make the search resume.
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|,/’ 98-M is the equiva-
lent of Move to
Desktop.

Pl 96-H is the equiva-
il lent of Search Here.

To examine the file information for a matching file, you don’t
have to stop a search even temporarily—just click on the file name in
the scrolling field. This will fill the two bottom rectangles of the Find
File window. On the left you’ll find the pertinent information usually
found in the Get Info box (the file type, the dates created and last
modified, and the size). On the right you’ll see the path you use to
locate the file itself.

You can use this path as a map to the file or folder, but if you want to
permanently rescue it from its present obscurity, select the Move
to Desktop command from the Find File menu. This will automatically
transfer the file from its current location to the desktop, the area in which
the trash icon and volume icons are displayed.

The Search Here... command under the Find File menu allows
you to start a search at any level, in any folder. When the Search
Here... command opens its dialog box, select the folder in which
the search will begin. That folder and any nested within it will
be searched. You can also use this command when one of the criteria
matches appears in the scrolling field. In this case, when you click on
the Search Here command, it will inform you of the other contents
of the matches’ home folder.

Find File can also do its work in the background: taking care not to
hit the close box (which would cancel the search), click on another
open window. The DA will continue to do its work and beep you
when it is ready.

Working With GOfer

GOfer is a fast, versatile, easy-to-use mass volume search utility.
Not only can it search file names, it can search the text of the files
themselves for text strings, key words, or any combination thereof. It
can also locate text with a very specific set of command parameters.
For instance, you could use GOfer to identify all the word processing
files that mention the names Chrysler and Chevrolet, or even to iden-
tify files that include either Chrysler or Chevrolet but only when
mentioned in proximity to the name Buick.

Once installed, the GOfer DA can be accessed from within any
application. The GOfer window (Figure 4.12) shares many features
with Find File window. Notice, however, the three buttons at the top.
These bring up dialog boxes that allow you to customize the searches
you want to make.
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Figure 4.12: The GOfer window

¢ What... sets up the object of the search. It tells GOfer what to
look for, in what context, and how close a match to make. With
GOfer, you can seek an exact match, you can ignore upper- or
lower-case letters, and you can even have GOfer list matches
that it considers close to the ones you’re looking for.

* Where... saves time by specifying exactly where to look. You
can direct GOfer to search in a combination of folders, and
you can narrow the target to include or exclude all files cre-
ated by any application or file type. If you want, you can
even limit the search to only text forks or data forks.

e How... lets you spell out how you want the search results dis-
played, and when you want the program to notify you by
beeping.

Once you’ve defined what you want to look for, GOfer works
extremely rapidly. It only takes about one minute to search one
megabyte, and it’s rarely necessary to search an entire hard disk
thanks to the Where... command. Unfortunately, GOfer has a glar-
ing weakness: it can’t search for file and folder names alone. So even
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when you’re sure of a file name, you’ll have to wait while GOfer
reads for matches in the text of the files as well. Fortunately, this
weakness of not being able to search for file and folder names by
themselves happens to be Find File’s greatest strength. Find File
searches file and folder names only, so if you install both Find
File and GOfer the full spectrum of your volume search needs will
be covered. .

GOfer offers a major fringe benefit: it can display the contents of
every file’s text fork, and this text can be cut and pasted from one
application to another. Since cutting and pasting can be done with-
out leaving one application or launching another, GOfer can be a
useful text-only alternative to the Clipboard.

CLEANING HOUSE WITH SEARCH UTILITIES

Search utilities are useful not only for locating misplaced files, but
for weeding out the redundant, the obsolete and the superfluous.
Keeping only one version of a file has three benefits: it saves space, it
eliminates user confusion, and it guards against possible confusion
on the part of the Mac. (Duplicates can cause data loss and system
crashes.) Here’s a brief rundown of the software most likely to pro-
filerate on a hard disk:

¢ Duplicate system files are a likely cause of operational
glitches. Such duplicates commonly come into being when a
startup disk is copied whole onto a hard disk. Use Find File or
another search utility to remove duplicate files named Sys-
tem, Finder, Clipboard, ImageWriter, LaserWriter, or any
related duplicate file.

¢ Desk accessories and fonts can often be found in multiple ver-
sions, since the act of installing them in the System file itself
creates a copy. Once properly installed, the individual icon of
the desk accessory or font does not need to be present any-
where on the hard disk (with the exception of downloadable
fonts, which need to be placed in the System Folder). Look
also for multiple versions of the Font/DA Mover application.

e Temporary files are often created by applications (such as
Microsoft Word) for a multitude of reasons, most notably to
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free up RAM by storing portions of an active document
to disk. Once you’ve saved your document, these temporary
files are usually drained of their contents but not deleted from
the Finder. You can often find these discarded files in the Sys-
tem Folder. Although most take up hardly any storage space,
they can lead to clutter and confusion. Temporary files usu-
ally have the default document icon (the page with a bent-
over corner and no lines), and a title that indicates the
application of their origin, such as “Word Temp 1”’ in the
case of a Microsoft Word file.

Before you permanently delete any file, make sure that you can do
without it, and that the one retained is the desired, up-to-date ver-
sion. Two or more documents can share the same name, and the
most used copy of an application may not be the one with the most
features. When in doubt, open the documents, look them over, and
check the Get Info boxes of the applications for version numbers.

PARTITIONING YOUR HARD DISK e

A hard disk can be partitioned—formatted so that it functions not
as one volume, but as two or more. The Mac handles partitioned vol-
umes as separate entities, each with its own directory, icon, and SCSI
address, and each capable of being mounted and unmounted at will.
What are the benefits of giving your hard disk a split identity?
Although they’re not for everyone, partitions can be useful organiza-
tional tools.

When two or more people share a single Macintosh system,
assigning each a partition may make matters easier for all concerned.
With partitions, compromises and confusion can be eliminated: each
user arranges his or her files according to individual needs and pref-
erences, and any organizational changes made to one partitioned vol-
ume will not affect the others.

Partitions can also be helpful when information has to be quickly
accessible and segregated too. For example, a scientist working
simultaneously on several experiments may have generated similar
sets of statistical files for each one. If the scientist assigns these files to
separate folders on the same volume, the scientist could accidentally
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file information in the wrong folder, which could prove disastrous. It
would be safer and faster for the scientist to store each file on its own
partitioned volume. If only one volume is mounted at any one time,
the prospect of a misfile is minimal.

System Folders can be configured and augmented in numerous
ways—by changing fonts, DAs, INITs—but a single set of customi-
zations may not be useful for every kind of work. Each partitioned
volume can have its own System Folder, and each can be used as the
startup volume when its features are needed. For example, a volume
for page layout projects could be installed with ample fonts and a
LaserWriter driver. One dedicated to spreadsheets, on the other
hand, may need fewer options.

The uses of partitioning go beyond file and folder organization. Used
in conjunction with password protection (discussed in Chapter 5), a par-
tition can create a sgffware safe, a storehouse that keeps important files off-
limits and leaves the rest accessible. If you’re fortunate enough to have a
hard disk with more than twice the capacity you need, you could use one
partition as backup storage for the other. But since they would both be
vulnerable to the same hardware problems, you would still need a con-
ventional backup.)

Some partitioning utilities, such as Symantec Ultilities for the Mac-
intosh (SUM), are commercially available as part of a general utility
package. Others are installed as standard equipment on some hard
disks models. Before you use partitions, consider the drawbacks:

 Partitioning erases the drive’s current contents.

e Extra formatting files take up space, and a hard disk parti-
tioned into several volumes will store less than a single vol-
ume on the same unit.

¢ Once created, the size of partitions can’t be modified by any-
thing short of reformatting. Different sets of files grow at
different rates, and it’s frustrating when one volume is filled
to capacity while another has room to spare.

CREATING PARTITIONS WITH SUM

To partition a hard disk with SUM, you need to install two files
into the system. The first is HD Partition INIT, and it needs to be
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dragged into the System Folder. It will be loaded every time the Mac-
intosh is started. During startup it will display its icon on the screen
to remind you of its presence. The second file is HD Partition DA
(see Figure 4.13), and it has to be installed into the System file with
the Font/DA Mover. HD Partition DA allows partitions to be cre-
ated, mounted for use, unmounted, and deleted.

If you forget the To create a new partition with HD Partition DA, select the Create
o 2::?:}’”‘1 assfif]‘]ed . button and specify the partition name and size in kilobytes in the
1tion you no . .
be ag]e to reuz,eve any appropriate text boxes (see Figure 4.14). If you want to protect
data stored in it. the partition with a password, enter the password and be sure
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Trash

Figure 4.13: HD Partition initial screen
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that the password box is checked. When you are ready, click on the
Create button to create the partition. You will then be prompted to
choose the volume on which the partition should be created. You can

create partitions on any hard disk or floppy, but you cannot create a
partition within another partition.

" & Flle Edit 366

Create a new Partition. .

Partition Name M'Jllﬂlume I

Partition Size |256 | in KBytes
One Meg is 1000 K

O Password ng Password | k

Trash

Figure 4.14: HD Partition Create screen

Once a partition has been created, it must be mounted before it
will show up on the desktop. You do this by selecting the Mount but-
ton and then selecting the name of the partition in the list box. You
can use the Drive button to select the appropriate disk.
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SUM can also mount selected partitions automatically every time
the Macintosh is started. To make a partition mount automatically,
select the Options button and then the button labeled Add Partition
to AutoMount List. You will then be presented with the dialog box
for selecting partitions to mount. After you select all of the volumes
that you want to have automatically mounted, select Save Auto-
Mount Changes and Done. When you start your Macintosh, the
specified partitions will appear on the desktop as disk drives.
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n this chapter, I turn

to the issue of data preserva-
tion and security. You’ll see
how to ensure that your data
is safe from accidental loss,
unauthorized access, and
corruption by viruses and
other damaging software.
I’ll begin by looking at
how to use floppy disks in

conjunction with your hard
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disk, both as a means of preserving your software and of backing up
your complete work environment. I’ll survey different preservational
approaches and evaluate some of the more important features of
backup software.

Next, I’ll discuss viruses and other rogue software: how to detect
them, how to guard against them, and how to remove them from
your system. Then I’ll turn to the issue of human intrusion, an even
thornier subject. I'll cover the strategies and psychology behind
choosing and using a password, and look at access-limiting software.
Finally, I'll talk about using hardware security systems to protect
your hard disk as well as its contents.

ARCHIVES, BACKUPS,
AND THE INEVITABLE

It’s important to note the distinction between archiving software
and backing up your hard disk. Archiving consists of simply making
sure that all files exist in duplicate form in a location other than the
hard disk. The goal of archiving is to make your files available in
the event of a mishap, not to duplicate the structure of your hard
disk’s contents—that’s what backups are for. Backups ensure that all
functional aspects of your hard disk are preserved along with the
data: System File setup, hierarchical organization, folder formats,
etc. Archiving requires no special software but does require a system-
atic, disciplined approach to the job; backup programs provide a
more automatic, straightforward procedure.

Which is the right tactic for you? For the most part, it depends on
the tasks for which you use your Macintosh. You may not need to
invest in backup software if you work on only a handful of
documents—book manuscripts or a single set of spreadsheets—
during the course of a month. But if you produce numerous new or
updated documents during that period, chances are you'll find a
backup program worth investing in.

No matter what your needs, there’s a hard truth that can’t be over-
emphasized: preserving data is an important part of owning a hard
disk. Preserving data is as important to using a computer as adding
oil and brake fluid is to the function of a car. The hard disk is not a
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solid-state technology. At some point in its career yours is going to
stop working, even if you’ve used it for years without incident. It’s
not a matter of odds, but of time.

Preserving your data takes time, it takes money—if not for special
software, then for floppy disks—and it’s hard to see the benefit of
doing it. All of this would seem to add up to a wasted effort. Frankly,
preserving your data can be a hassle. And isn’t that why you bought
a hard disk in the first place, so you wouldn’t have to juggle dozens of
floppies?

But take a moment and consider how much effort you put into cre-
ating the data stored on your hard disk. Unless you can afford to do
the work all over again (if that’s even possible), you can’t afford to
do without a data protection scheme. At the risk of sounding pessi-
mistic, I recommend that you think of it as insurance against the
inevitable.

WHEN AND HOW OFTEN?

Stopping to preserve your data should not interrupt your work
schedule. Still, the rule of thumb is “‘if you can’t afford to lose it, save
it.”’ Following is some advice about saving documents.

¢ Save the document you are working on to your hard disk when-
ever your work is interrupted for more than a few minutes or if
you need to leave your desk. In most programs you press 8-S to
save documents, but some also have auto-save options that
automatically copy all changes and additions after a specified
period of time. If you work under MultiFinder, you can take
the added precaution of saving a document every time you
switch from one launched application to another.

¢ Save an important document onto a floppy disk as soon as it’s
completed. Do this as an extra measure independent of your
regular data preservation plan. I recommend this specially
for documents that you have to submit on a deadline, since
problems have a way of occurring when you don’t have time
to deal with them. A good way to make sure you save your
important work to floppies is to take a single floppy, desig-
nate it ““Current Work,”’ and keep it in your floppy drive
whenever possible.
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e Schedule a weekly preservation session for a time when the
task won’t have to compete with other, possibly more press-
ing duties. Many people plan to do it on Friday as the last
agenda item of the work week—but best intentions aren’t
quite enough, and the task is put off in favor of last-minute
obligations. The best time to preserve files is in the morning
on whatever weekday is your least hectic.

ARCHIVING WITH FLOPPIES

Most floppy-disk-based archives consist of two parts: commercial
data, which include applications, DAs, and the like, and personal data,
your documents, folders, and custom resource files. This distinction is a
practical one to make, since commercial and personal data present sepa-
rate challenges. A commercial file tends to take up more storage space,
but it usually needs to be archived only once. Personal files are usually
modified more often and therefore require more frequent archiving.

COMMERCIAL DATA

The best way to start an archive is to gather the master floppies
that store your commercial data—the disks the software was pack-
aged on—and run them briefly in the Mac to ensure that none have
been damaged or inadvertently erased. Next, make disk copies of all
your software that does not have a source disk—programs
downloaded from bulletin boards, shareware programs, and so forth.
Once you have all your commercial data copied, start labeling and
arranging it in some sort of useful order. You could arrange it alpha-
betically or by order of importance. It also helps to note which disks
contain startup files.

Finally, copy your System Folder, configured to your preferences,
to a fresh disk. Remember, though, that most System Folders (and
even System files) are too large to fit on a single floppy. You may
have to split the contents of the System Folder over more than one
disk. To do this, reduce the size of the System file itself by making a
copy of it on the hard disk, then use Font/DA Mover to purge it of
Fonts and DAs, and copy these separately to another floppy. Don’t
forget to throw away the System file duplicate on the hard disk when
you’re through.
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PERSONAL DATA

How you approach the archiving of your personal data depends on
three factors: how much data you’ll be dealing with, your organizational
choice, and whether you have a file compression utility. Each of these
factors can affect the others, so a bit of careful consideration is in order
before proceeding. The better your archiving plan fits your needs, the
easier it will be to live with and maintain your archived files.

The most obvious strategy for archiving would simply be to copy
every folder onto a floppy. But in a time of crisis you would find yourself
frantically juggling dozens of disks while you try to find a vital file.

Another option is to categorize your data by dedicating specific
floppies to each subject, client, or project with which you’re working.
This option probably offers the greatest ease in locating files, but it
requires significantly more floppies, some of which won’t be filled to
capacity, and it is very time-consuming to have to update not one
disk, but many. If categorizing by floppy disk is the most viable
approach for your data, be sure to use the compression utility feature
to cut down on floppy consumption.

For most users, the most efficient method is to organize floppies
according to their date of creation. That way, you need to add only
one new floppy at a time to the archive and you won’t need to update
the others. This takes a little more time to set up at the start, but it’s
usually worth it; combined with file compression, organizing floppies
by date probably represents the best use of your time and resources.

Before you establish a date-based archive, consider just how
difficult it will be to organize the archive file and how structured your
archive needs to be. Placing 50 occupied megabytes into files in strict
chronological order is far more daunting than placing only 15. You
may also be able to organize on the criteria of this distinction: every
file created up to now, as opposed to all files created in the future.
Using a librarian utility such as DiskQuick can also make location
tasks easier. Librarian utilities are described later in this chapter.

To set up a date-based archive, start by ploughing through the folders
on your hard disk, temporarily changing each one’s view format to
View by Date. Take care to organize by date last modified, rather than
by date of creation. Next, copy your personal data to floppies, giving
each disk a name that reflects the date when it was made.
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After that’s done, you need to decide on a means of updating your
archive. The best way to do this is:

1. Move each new (or newly modified) file to a special folder on
the hard disk.

2. Copy it to a floppy at the appropriate time.

3. Move the files from the special folder to their ultimate
destination.

If you need to restore your hard disk’s contents from your date-based
archive, be sure to load the floppies strictly by order of date, from ear-
liest to latest. That way, modified files will be automatically replaced
with their most current version (expect the frequent appearance of
the Replace existing file? dialog box).

No matter what approach you take, sorting through, shuffling,
and copying a myriad of files is tedious and likely to lead to oversight,
error, and neglect. That’s why I recommend archiving only when
you have a small number of files or a large amount of discipline and
free time. For the rest of us, streamlining the process with backup
software or hardware is the practical path to take.

USE LIBRARIAN UTILITIES

Whatever strategy you decide on for preserving your files, you’ll
probably find it useful to have a catalog to help you find the resting
place of your software and the contents of your floppy disks. Librar-
ian utilities such as DiskQuick automate this process, providing a
useful written record of the contents of a volume.

DiskQuick and similar programs can display the contents of a vol-
ume in a number of formats. Examples are what folder a given file is
in, its size, creator ID, or RAM demands (see Figure 5.1). Disk-
Quick can keep track of your hard disk’s contents as well as your
floppy-based archive. It can tag certain files for regular updating. If
your archive files are spread across a multitide of floppies, a volume
librarian is well worth the expense.
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Documents

Final Report continued...

Mon, Sep 15, 1986 8:20PM  -- on Hard Disk (in Microsoft Works in A.Recover)

Finder Startup

2K Tue, Nov 28, 1989 3:07 AM  -- onHard Disk (in System Folder)
Fishchart (FreeHand document)

60K Meon, Feb 8, 1988 1050 AM == on Hard Disk (in Samples in Freehand in Free han.
Fishchart1 (FreeHand document)

60K Thu, Oct 8, 1987 4:43PM  -- on Hard Disk (in Free hand in Graphics)
FixMath.a (MPYW Shell document)

6K Men, Jul 20, 1987 12:00 PM == on Hard Disk (in Alncludes in MPW4 in MPYW in Ap

FixMath.p (MPY Shell document)
6K Men, Jul 20, 1987 12:00 PM - on Hard Disk (in PInterfaces in MPW Pascal in MP
Flight, Frame, Temple Items (MacPaint document)

26K Sat, Nov 8, 1986 2:05PM == on Hard Disk (in Divinity in MacMemories in Pictu
Floppy Recover (application)

38K Mon, Oct 10, 1988 3:47PM -- on Hard Disk (in Disk Clinic™ in Hard Disk Stuff)
FlowCtIMacs.a (MPYW Shell document)

137K Mon, Jul 20, 1987 12:00 PM == on Hard Disk (in AStructMacs in MPW4 in MPY in

Flower (ATG-Images document)

Folder : Volume Params on Hard Disk continued...

2K Everex 20Meg Thu, May 5, 1988 11.06 AM
2K Everex 40Meg Wed, May 11,1988 2:15PM

2K Everex 66Meg Thu,May 5, 1988 11:07 AM
2K Everex 91Meg Wed, May 11,1988 2:18PM

2K Everex FS102&103  Thu,May 5, 1988 11:05 AM
2K Hyperdrive 2000 Mon, Jan 4, 1988 10:20 PM
2K Hyperdrive FX20 Tue, Sep 1, 1987 3:54PM

2K Jasmine 100 6/1/88 Wed, Jun 1, 1988 11:43 AM
2K Jasmine 140 6/1/88  Wed, Jun 1, 1988 11:13 AM
2K Jasmine 20 6/1/88  Wed, Jun 1, 1988 10:12 AM
2K Jasmine 20 Meg Mon, Jan 4, 1988 10:20 PM
2K Jasmine 40 Meg Mon, Jan 4, 1988 10:20 PM
2K Jasmine 45 6/1/88  Wed, Jun 1, 1988 11:18 AM
2K Jasmine SO Meg Thu, Aug 13, 1987 6:29PM

2K Jasmine 70 6/1/88  Wed, Jun 1, 1988 11:33 AM
2K Jasmine 80 Meg Mon, Jan 4, 1988 10:20 PM
2K LoDown 20 Meg Mon, Jan 4, 1988 10:20 PM
2K MacBottom 20 Meg Men, Jan 4, 1988 10:20 PM
2K MacBottom 32 Meg  Mon, Apr 18, 1988 252 PM

2K MacBottom 40 Meg Mon, Jan 4, 1988 10:20 PM
2K MacServe | Mea Men. Jan 4, 1988 10:20 PM

Figure 5.1: A catalogue generated by DiskQuick listing documents (top) and
one listing disks (bottom)

BACKUPS

Archives don’t require specialized software, but their usefulness is
decidedly limited. For clear, unambiguous, hassle-free data preserva-
tion, backing up beats archiving hands down. Not only does backing up
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preserve more than archiving in terms both of volume structure and file
contents, it’s accomplished with an automated process. Backup files also
let you restore lost data with a minimum of fuss and effort.

There are two classes of backups: floppy-based, which rely on
floppy disks to be the preservational medium, and hardware-based,
which safeguard the hard disk’s contents with another mass storage
volume. It costs little but takes a lot of time to use floppy-based back-
ups. Hardware-based backups, on the other hand, are expensive but
efficient. Choosing a backup strategy depends on a number of
factors—your budget, the value of your data, your work habits, and
your degree of dedication to preventative maintenance.

FLOPPY-BASED BACKUPS

If you’ve chosen to back up your hard disk with floppy disks, take
these precautions before you plunge in:

¢ Calculate the number of floppies you’ll need. Allocate one
double-sided floppy for each 700K of data on your hard disk.
A full 20-megabyte disk would need 30 floppies, a full 118-
megabyte disk would need 88 floppies.

* Use fresh disks if you prefer, but used ones will do nicely as
long as they are reliable and properly formatted for a double-
sided HFS drive.

¢ Don’t bother to reformat a previously used floppy, but take
care to delete its contents. Also be sure to rename and relabel
it appropriately.

¢ Make sure that the floppy is not write-protected.

e Test each floppy for the unintended or unexpected. Do this
by keeping a watchful eye while you copy, open, and delete
documents in the floppy’s directory. It’s tempting to retire
marginal floppies to backup duties, but your files will only be
safe if your floppies are dependable.

Backup software comes with a range of performance features.
Many manufacturers bundle their hard disks with a free backup pro-
gram. Apple, for example, offers an adequate one with each System
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package. But it’s often a case of getting what you pay for—a careful
choice will help make the backup process easier. Look for these fea-
tures when you evaluate backup software:

¢ Volume management. A good backup software program will
calculate how many floppies are necessary to perform a backup.
It will prompt you to mount or unmount the right volume at the
right time. It should evaluate each backup disk and halt the pro-
ceedings when something is amiss. It may also rename and
reinitialize floppies when the need arises, and perform minor
desktop and directory repairs automatically.

¢ Selective protection. A competent program will identify all
files that you have modified since the last backup and dupli-
cate them according to criteria that you specify. It will have a
similar flexibility when it comes to restoring files from the
backup: a good backup program should specify where and
how individual files will be resurrected. You should be able to
specify precisely which files should be backed up, and in what
fashion.

* Copy verification. The utility shouldn’t just make copies, it
should test copies and confirm whether the new version is an
accurate reproduction and can itself be accurately repro-
duced. If a file is too big to fit on a single floppy, the utility
should let you divide it safely into smaller pieces and resplice
them later easily and accurately.

¢ Speed and versatility. Some backup software packages are
feature laden but slow, whereas others are swift but stripped
down. Most programs work at a pace between 100K and
300K per minute, but claims of up to 1 megabyte per minute
have been made. Many backups also offer the option of sav-
ing files in various formats, from text-only to full compres-
sion and encryption. This option can be useful when disk
space or file security are concerns.

Backing Up the First Time

Your first backup will probably take a while, but if you do it right
your subsequent backups will be quick and easy, so approach back-
ing up with all the thoroughness you can muster.
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If your backup program gives you the option of excluding files,
you may want to exclude much of your commercial data, since it’s
already stored on its original floppies. Be sure to run these floppies
first, though, before you rely on them—you want to confirm that
they’re functional and intact. Also slide their write-protect tabs to the
open position so they won’t be unintentionally tinkered with.

As you decide which data should go in the backup, remember that
your startup System Folder and many of your applications may have
been modified to your preferences, and you want to preserve them in
their current incarnations. And don’t forget the software that may
not have a proper source disk—the shareware and public domain
programs, the INITs, fonts, DAs, and other marginalia that most
Macintosh owners acquire almost without knowing it. You want to
preserve this software too.

Unfortunately, the only sure and complete way to test a backup is
to use it to recreate the contents of your hard disk. This task is recom-
mended only for those with ample spare time and a spare hard disk.
Others might compare files on the floppies with those on the hard
disk, watching for omissions and irregularities. If your backup appli-
cation is capable of partial restorations, perhaps you should reconsti-
tute a file or folder for practice and self-assurance.

When your complete backup has been compiled, label the floppies
clearly, set them away from your other disks, and let them be. Don’t
change any volume, file, or folder names on those floppies. Don’t attempt
to open the backup files with any application other than the backup util-
ity. Unless the utility allows otherwise, don’t add to or remove any of the
floppies’ contents; a seemingly innocuous change could boggle the pro-
gram and render your data reserves unreadable. You can, however,
safely make direct disk-to-disk floppy copies of your backup volumes,
for an extra measure of security.

Backing Up After the First Time

Once you’ve established a basic backup storehouse, you should
update it at appropriate intervals. The backups you do after the first
one are called progressive or incremental backups. Progressive backups
add new files to the storage, but they also update the preserved files to
which you have made changes. If a file hasn’t been modified since the
date of the last backup, it won’t be disturbed.
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Incremental backups, because they usually involve modifying pre-
viously backed up files, give rise to a new set of problems. If the new
version is corrupted or if the updating process is incorrectly executed,
the file can be garbled and unusuable. Nonetheless, incremental
backups are more convenient than starting from scratch every time.

RESTORING BACKED UP FILES
TO THE HARD DISK

No matter what your backup strategy, the moment of truth comes
when you have to retrieve a file because of a data loss or other mal-
function. A full-featured backup application should offer three file
options: mirror restoration, second-volume restoration, and file-
specific restoration.

* A mirror restoration recreates the contents of a volume as
completely as possible. Correctly executed, it’s as if the hard
disk never malfunctioned in the first place: all files are recre-
ated in their original location, and the directory structure is
intact. Use a mirror restoration when damage or data loss
is relatively major and the disk itself has been satisfactorily
repaired.

¢ A second-volume restoration makes the contents of a backup
accessible in a modified form as the subdirectory of another
volume. For instance, you could place the backup of a 20-
megabyte hard disk on an 80-megabyte drive, and what was
originally its root level would become a folder. This allows
you to use your data while the 20-megabyte drive is being
repaired and eventually transfer it in mirror form.

¢ A file-specific restoration lets you select files or groups of files
for reconstitution and save them to another hard disk or to a
floppy. It’s the best approach when time is short and only a
few files need to be accessed.

Keep in mind that none of the options are mutually exclusive. You
should be able to perform them in any combination, and at any time
after you’ve compiled a backup.
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PLAN FOR MAXIMUM SECURITY

Whether you archived or backed up your data, you now have a
collection of floppy disks on your hands. Since the safety of your data
rests in large part on the safety of these disks, take these steps to guar-
antee a minimum of mishaps.

e Isolate them from other floppies. If you have a miscellany of
floppies and you'’re shuttling them between computers or
using them for various tasks, don’t keep them in the same
area as your preservational disks. If you do, you run the risk
of accidentally using a preservational disk, especially if
you’re not the only one working with your Macintosh.

e Write-protect the disk. In the upper right-hand corner of every
31/2-inch floppy is a sliding square of plastic called the write-
protect tab. Use your fingernail, a pencil, or a paper clip to slide
it up and down. When the tab is slid down and you can’t see
through the square window, the disk drive will both read and
write to the floppy. On the other hand, when the tab is slid up
and you can see through the square window, the drive will read
only. This means you can copy from the floppy disk to the hard
disk, but you can’t introduce changes directly to the floppy
yourself. The protection tab is a useful safeguard against acci-
dental erasure. You can restore a disk to either read and write or
to read-only status at any time by sliding the protection tab up
or down.

¢ Store them away from the workplace. Perhaps you have to
guard your floppies against not just mechanical malfunc-
tions, but against fire, theft, or other catastrophes. If your
data is that valuable, consider stashing your preservational
disks in an entirely separate location—your home, another
office, or even a safe. Some people assign a briefcase case just
for floppies and carry it back and forth whenever an update is
in order. Although floppy disks are remarkably tolerant of
temperature and circumstances, be sure to keep them away
from heat and moisture when you transport them. Magnetic
fields like those generated by refrigerators or other major
appliances can also ruin a floppy disk. If you decide to pur-
chase a safe for storing your floppies, make sure you buy a
model especially suited for storing magnetic media.
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The issues involved

in removable-media
technology are discussed
in Chapter 10.

HARDWARE-BASED BACKUPS

Even with the best backup utility, transferring the contents and
essence of a hard disk to a stack of floppies is a cumbersome, tedious
process. If budget allows, you may want to take a look at the numer-
ous hardware units that can make backing up easier and faster.

One obvious but expensive hardware solution is simply to buy
another hard disk of the same capacity and add it to the SCSI daisy-
chain. A less expensive solution would be to purchase a removable-
media mass storage device. These devices preserve data on a
high-capacity replaceable unit of one sort or another—a type of cas-
sette, a megafloppy-like disk, a CD, or an ordinary VCR tape. Each
method has its own critics and champions, so it’s hard to declare any
one format clearly superior to the others.

Some removable-media mass storage devices are designed espe-
cially for backup purposes, others are stand-alone alternatives to
the hard disk, and a few are the forerunners of devices that may
replace hard disks in the future. You can use any or all of them to
enhance your current system. The cost, features, and performance of
mass storage devices must be weighed in the balance when you go
shopping for one.

VIRUSES AND
OTHER ROGUE SOFTWARE

Before 1988, the threat of misleading, mischievous and malicious
programming was virtually unknown to Macintosh users: viruses
and related programs were obscure subjects in software engineering
classes or occasional topics for computer professionals. Although they
had been reported on mainframes and other systems, viruses and
rogue software seemed more a part of folklore than reality.

Then, almost overnight, their reality became all too apparent.
Within a few weeks of dissemination, a virus spawned in Canada
began to appear on Macintoshes in several countries. At the same
time at least one other damaging program caused considerable grief
among users in the U.S. The ensuing furor produced a lot of indigna-
tion, a little bit of nervousness, a few court cases, and the realization
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that personal computing would never be the same. Few people have
been significantly affected by illicit Macintosh software, but even
fewer can afford to ignore the issues this software raises.

WHAT IS A VIRUS?

The term ‘“virus’’ is often used to describe any code created with
devious intent. Actually, the concept of viruses has been around since
the earliest days of computing. A virus is software that can, like its
biological equivalent, spread by infection from one host to another.
Most viruses are invisible programs that install themselves on a sys-
tem without the user’s knowledge. Viruses quietly place copies of
themselves on any storage volume they come into contact with, either
hard disks or floppies. They reproduce themselves when a volume on
which they’re hiding is connected to another computer.

But a virus can do more than just reproduce itself; just about any
command can be incorporated in a virus. Often, after a task has been
achieved, the virus is instructed to self-destruct and wipe out all evi-
dence of its existence. This would make viruses seem very danger-
ous, but the format has its limitations. For example, the code must be
kept small in order to remain unobtrusive and invisible. Also, the
program must be designed to anticipate and modify itself to every
operating system to which it may be transferred.

Viruses began as an intellectual exercise, a conceptual demonstra-
tion to prove that the computer’s health, like 2 human’s health, exists
as a function of an ecology. Creating viruses eventually proved an
irresistible challenge for a few programmers, and system administra-
tors soon incorporated testing for rogue software into their regular
functions. But for decades it was believed that viruses would remain a
rarity, a phenomenon occurring only in mainframe and other large-
scale systems, where the sheer bulk of processing tasks occasionally
allows a virus to slip through.

Why are viruses now afflicting microcomputers? There are
two reasons.

¢ With the personal computer boom has come a flood of new
programmers, many of whom, as much as their predeces-
sors, relish the challenge of creating a virus. Sophisticated
programming languages have made it possible to pack more
code than ever in increasingly tinier packages.
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¢ The success of a microcomputer relies in large part on how
much third-party software is available for it, and manufac-
turers have given programmers more access to specialized
information about circuitry and design than ever before.

The Macintosh has been especially hard hit. This is due, in part, to
the Toolbox architecture, which lets a small, illicit program get a big
job done simply by issuing commands to the ROM. On other PCs,
an illicit program has to include all the code necessary to do the job
itself. Another factor is the Mac user interface. Besides making some
applications easy to use, it makes it easier for users to pass along
shareware, public domain software, and pirated software. Another
reason viruses have hit the Mac so hard is the number of Mac
networks—user groups, local area networks, and electronic, modem-
accessible bulletin board systems.

By and large, the Macintosh community responded swiftly and
effectively to the first outbreak of viruses. A number of free or share-
ware utilities to combat viruses were created and distributed by indi-
vidual programmers and by Apple Computer alike. The custodians
of bulletin boards started policing their contents more carefully.
Commercial products began to incorporate tools for virus detection
and removal.

But the battle isn’t over yet, and it’s unlikely to be over in the fore-
seeable future. Even the most effective virus-fighting resource can
only find what it has been taught to look for; it may be helpless
against programs designed and behaving on a new set of principles.
At present, almost all antiviral software addresses only one or both of
the two most prevalent types of virus, classified as nVIR and Scores.
(These will be explained later in this chapter.) Experts have cracked
the secrets of these, but viruses belonging to entirely new categories
may yet appear.

SHOULD YOU WORRY?

Viruses and their ilk have received a lot of attention, some of it bor-
dering on the alarmist, but viruses are a cause for concern, not for
worry or for panic. It’s best to view them as just another factor to be
addressed in your overall data protection strategy. The problems you
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may encounter are more likely to originate in the mundane, not in a
virus. With a little preventative effort you can rest assured that your
system is, and will remain, virus-free.

Whether you know it or not, your Macintosh belongs to a vast,
interconnected network. Just about every software source has been
found to be infected at one time or another—electronic bulletin
boards, shareware, even commercial programs fresh from the manu-
facturer. Only the most isolated units can be considered immune
from viral contagion. Unless your Mac has not come into contact
with new software or storage devices since 1986 or earlier, it’s best to
consider yourself at risk; even a seemingly blank floppy used only
to copy from your system could carry a virus.

What sort of threat do viruses represent? So far, most of the viruses
that have affected the Mac have been more or less benign. Often they do
nothing more than announce their presence and promptly self-destruct.
But even these represent an unanticipated presence in the system—they
can cause problems ranging from minor performance slowdowns to no
performance at all. And a well-written virus can take command of the
system or any online volumes. Only restraint on the part of the pro-
grammer can keep a virus from causing lasting damage.

WORMS, BOOBY TRAPS, AND TROJAN HORSES

Besides viruses, there are three types of rogue programs—software
designed to wreak havoc on the unsuspecting—to watch out for.
Worms, booby traps, and Trojan horses aren’t self-replicating like viruses
are. Instead, they use other means of transmission. The three are
found in the Macintosh far more rarely than viruses, but their poten-
tial for destruction is just as great.

¢ A worm can be written as a kind of virus. In fact, a worm is
very similar to a virus, the difference being that a virus repro-
duces itself only in the interests of infecting another system,
but a worm produces a rapid population boom. Once set in
motion, a worm can quickly occupy all storage space and
overwhelm the computer.
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¢ A booby trap masquerades as an especially enticing piece of
software. Typically, it will appear as a file with a title calcu-
lated to titillate, such as ‘‘Sex Survey,”’ or to convey con-
fidentiality, such as ‘‘Corporate Espionage Report.’”’ Then,
once it is launched, a booby trap shows its true colors, often
triumphantly declaring the nature and extent of the damage
it has inflicted. Some are benign but others have been known
to cause irreversible harm. Either way, by the time a booby
trap goes off, it’s often too late. If you’re suddenly faced with
an unusual or ominous screen display—or other evidence
that something’s amiss—don’t just wait to see what happens,
cut off the power as fast as you can by flicking the power
switch or by pulling the cord out of the Mac or the wall
socket. You can experiment with the suspect file further, but
only if you’re running from a floppy and all your other vol-
umes (including an internal hard disk) are safely offline.

* A Trojan Horse is more subtle. Instead of merely pretending
to be something else, it actually functions as advertised—but
at the same time it carries out another, covert task. Trojan
horses have taken the form of spreadsheets, word processing
documents, and HyperCard stacks. Their unauthorized
results have included everything from a simple message
(“‘Gotcha!’’) to the erasure of a hard disk’s entire contents.
Because of their innocuous image, Trojan horses can be
especially insidious, quietly engineering changes that don’t
appear until days, weeks, even months later. Like booby
traps, Trojan horses can in fact have even greater malicious
potential than viruses, since they do not need to be small in
order to remain hidden.

Fortunately, booby traps and Trojan horses usually don’t spread
as far as viruses and worms. They are disseminated only by inten-
tional copying, and when one copy betrays its true nature the bad
news usually travels swiftly. The threat from a booby trap or Trojan
horse can usually be nipped in the bud simply by trashing the file.

Some antivirus utilities will check for booby traps and Trojans
horses as well, but the best way to guard against them is to test new
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Using ResEdit is

explained in Chap-
ter 7. The Virus Rx
utility is described in the
“‘Detection/Removal
Utilities’’ section of this
chapter.

software before placing it on your hard disk. (You probably don’t
have to worry about brand new, professionally praduced software on
an official master disk.) Testing techniques for finding booby traps
and Trojan horses are discussed later in this chapter.

Scores Viruses

The Scores virus, so called because it often places an invisible file
by that name in the System Folder, is the most common form of
virus. The Scores virus behaves unpredictably. Some Macs infected
with it display no ill effects; others display a severe degredation of
performance. Common symptoms of Scores are problems in using
the Set Startup option and problems in running or printing from
MacDraw. It is also blamed in particular for frequent system crashes
and for damage to MacDraw and Excel files.

The easiest way to check for a Scores virus is to open your System
Folder and exarnine its contents under the View by Icon format. Look
at the Scrapbook and Notepad resource files to see if their icons look like
miniature Macs or like documents (Figure 5.2). If they look like docu-
ments, your system is likely infected. But looking at the Scrapbook and
Notepad file icons is not the only way to detect the presence of the Scores
virus. There are two ways to probe even deeper. The easiest way is to
use a special utility such as Virus Rx specifically designed to target
Scores viruses. The other method is to use ResEdit to examine the invis-
ible files on your system.

™

Finder Finder

Figure 5.2: Viruses of the Scores variety often change System resource files
from custom icons (left) to default document icons (right).

If you’re familiar with ResEdit, you can use it to open and exam-
ine the System Folder. You may see a number of invisible files, but
you should be concerned only with ones named Scores, 2 Virus
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The use of Inter-

feron is discussed in
the ‘‘Detection/Removal
Utilities”” portion of this
chapter.

ResEd, or Desktop—these are symptoms of the Scores virus. Don’t
confuse a Desktop file nested in the System Folder with the file of the
same name on the root level of your volume; the one on the root level
is supposed to be there and should not be disturbed.

If ResEdit or a detection utility has diagnosed Scores, radical sur-
gery is the only treatment. You must replace all applications on the
infected volume. Advanced users thoroughly familiar with the inner
workings of the Mac, however, may be able to use ResEdit to eradi-
cate the virus.

To remove Scores, start with the System Folder and dispose of all
its contents; you can use Font/DA Mover to remove installed fonts
and desk accessories if you want, but everything else should go. Next,
delete all applications (not your documents, just the applications),
taking care to ensure that all are removed. The Scores virus tries to
hide not just in the System Folder but in every application. A single
untrashed application could reinfect the volume.

Once the System and all applications have been eliminated, install
fresh versions on the volume and proceed as usual. But before you
consider the crisis passed, check again for a possible recurrence of
Scores—the copy you used to restore an application may have been
the original source of the infection.

nVIR Viruses

The second most common type of viruses belong to the nVIR
genre. Though much less prevalent than Scores, the nVIR virus is
more difficult to detect. Fortunately, it’s also not as disruptive or
destructive.

Like Scores, nVIRs attach themselves to the resource files of an
application, creating a unique resource with the identifier ‘“‘nVIR.”’
An nVIR places an INIT of its own in the System Folder, and this
INIT is accessed whenever an infected application is launched. In
most cases, the INIT does no more than cause the Mac to emit a beep
during launching, but if you have the MacinTalk speech synthesis
software, you may hear a calm voice say, ‘‘Don’t panic.’’

The voice is right—there is no need to panic. The nVIR virus is
more of a nuisance than a menace. Rehabilitating your system is a
simple matter of removing and replacing the infected applications
and System Folder. Some utilities, such as Interferon, may even be
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able to remove the virus without erasing your files. After you've
removed an nVIR, you’ll need to check periodically for its recur-
rence; the nVIR virus is exeptionally tenacious and can pop up again
even when you thought you already removed it.

Detection/Removal Utilities

Almost as soon as a virus hits the Macintosh community, a utility
is written to detect and combat it. Virus-detecting utilities are pro-
vided by prominent programmers more or less as a public service.
Most of them are free or shareware. Virus utility software falls into
two categories: some detect viruses, and others search for and destroy
them. Some utilities tackle only the Scores or nVIR virus, while oth-
ers handle both.

Apple Computer’s contribution to the antiviral war is Virus Rx
(Figure 5.3), a free program that targets Scores. Instead of detecting
the virus directly, it compiles a list of files that show unusual, inap-
propriate, or suspicious modifications. Virus Rx then recommends a
course of action; it may give the volume a clean bill of health or rec-
ommend some files for removal. Files that are decreed ‘‘dangerous”
should be replaced at once, as should those decreed ‘‘fatal’’ (they
may not be infected, but they won’t work at all). Although Virus Rx

E[J=————— Hard Disk 11/28/89 856 M E="————
Volume: Hard Disk

Tuesday, November 28, 1989 8:56 AH

User:

Here is a list of applications that are damaged
You should remove these files from your disk

APPL MSHD — Microsoft Hord — :Hard Disk Stuff:
Not enough room in heap zone (Error =-108)
25YS MACS — Calendar File — :MacKenzie Project:

Logical end-of-file reached during read operation (Error -39)

Here's a list of your INITs, cdevs, and RDEVUs
Do you know why these files are here?

INIT SODHN — ShutDownSound INIT 1.01 — :Applications:

INIT 2222 — Instal IFONTPatch — :Graphics:stuff:resources: fonts v1.0b3:
INIT Ssnd — Self-Test — :Graphics:stuff

INIT CELD — DiskTop.INIT — :Hard Disk Stuff:DiskTop 3.0.3:System Folder
INIT QKKI — DataDesk Keyboard.INIT — :Hard Disk Stuff:QuicKeys™ 1.1
Disk:3rd Party Keyboard INITs:

INIT QKKI — Tangent Keyboard. INIT — :Herd Disk Stuff:QuicKeys™ 1.1
Disk:3rd Party Keyboard INITs:

INIT CEKM — DialogKeys — :Hard Disk Stuff:QuicKeys™ 1.1 Disk:System

Figure 5.3: Apple Computer’s Virus Rx utility checks for suspicious altera-
tions to files.
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won’t always give you a definitive diagnosis of Scores infection, it’s
fast, easy to use, and accurate.

Interferon, more potent than Virus Rx, is a shareware utility that
patrols for Scores, for nVIRs, and for a few obscure virus types as
well (Figure 5.4). What’s more, it eradicates viruses without your
having to make manual deletions or restorations.

If Interferon helps you out, pleese consider making a donation © "The Vision Fund®, This is
a fund that gets all my shareware donations, end we are saving up the money to buy special
hard ware for & visually impaired computerist. Send your huge cheques ©:

The Vision Purd, C!O Sir-tech Software Inc.
Charlestown Ogdensburg Mall, Ogdensburg NY 13669

Interferon Version 1.2 locates and destoys the following viral infections

T2 T B Yios

(003) 04/07/88 WAR. G: YULT resources or signature (referenced by SCORES virus)
(004) 04/07188 "SNEAK" Virus: Common system folder files turned into INIT's

(00S) 04/11188 ANOMALY: Code Resource ID#0 jumps t last Code resource (with gap)
(006) 04/11188 ANOMALY: Code Resource ID#0 jumps to last Code resource (no gap)

Checking for viral infections on volume "Herd Disk"

Interferon run aborted !
216 files were scanned, of which 112 had resource forks.

[ ' J

Figure 5.4: Interferon searches for and destroys the most common viral
strains.

To use Interferon, copy it to a startup floppy, then enable the
write-protect tab (this will keep it from becoming infected itself).
Interferon scans all online volumes to look for irregularities that indi-
cate the presence of a specific virus. The names of the files being
checked flash at the bottom of the screen. The checking process can-
not be stoppped once you start Interferon, so give yourself enough
time to carry out the operation. A 20-megabyte hard disk will take
about six minutes.

If Interferon finds what may be an infection, it displays a message
in the scrolling panel. The message includes a number indentifying
the type of infection—001 for Scores, 002 for nVIR, and 003 to 006
for other viral types. You can remove these files yourself or select the
Eradicate command, which deletes the virus automatically.
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Interferon, Virus Rx, and most other utilities may be useful against
viruses, but they are not the cure-all. They were written to attack certain
types of viruses—they can’t anticipate new kinds that might appear.
Besides, most of them were written rapidly and under a small budget, so
they are not bug-free, nor do they have as many features as they should.
Many, such as Virus Rx and Ferret, are one-time-only releases and will
not be improved or upgraded in the future.

ONLINE BUT OFF LIMITS:
ACCESS LIMITATION

A hard disk is the equivalent of a file cabinet—it is a2 compact stor-
age device. But unlike a file cabinet, which can be locked, a hard disk
can be easily accessed, tampered with, or even stolen. Therefore,
access limitation is a must for work requiring security. It’s also useful
for anyone who just wants to keep some parts of a system out of cer-
tain peoples’ reach. Macintosh users in the Pentagon use the technol-
ogy for access limitation that I’m going to describe, and so do parents
who want to let their childen play on the computer but don’t want
important files to be tinkered with.

The three main approaches to access limitation are password protec-
tion, data encryption, and physical security devices.

e Password protection, the most straightforward and limited of
the trio, refuses to mount a volume (or sometimes, to com-
plete the startup process) unless the right password is given.

» Data encryption uses a variety of mathematical methods to
scramble a file’s contents, unscrambling it only when the
right commands are given.

e Physical security devices employ the brute force strategy,
limiting hardware and software access simply by locking the
unit away.

Of the three, which access limitation is best for you? Depending on
the circumstances and the actual products available, the solution may
incorporate one, two, or all three of them.
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Even though it makes no changes to the data it protects, password
protection is generally considered an effective security technique.
Theoretically, an expert system cracker, given ample equipment and
time, could copy password-protected files to an unprotected disk, but
that would be quite a feat. Most password-protected hard disks are so
secure that if the password is forgotten, there is no recourse except to
erase its entire contents with a magnetic field and start over.

Password protection is convenient, usually adding no more than a
few seconds to the startup process. But it is inflexible—it protects all
the data on the volume.

For people who need more flexibility in their security, data encryp-
tion offers a better solution. You can transfer and transmit an
encrypted file just like any other file—you can copy it to a floppy,
post it on a network, even download it with a modem. But unless the
person possessing a copy knows the key words required to unscram-
ble it, the copied file will amount to nothing more than a waste of
storage space.

Encryption, like password protection, also has a few drawbacks. It
takes time to process the file during both the encoding and decoding
process. Also, a secured file usually takes up more hard-disk space
than its unprotected counterpart. Users may be a little disturbed by
the fact that encrypted files can be duplicated freely, but there’s no
need to worry about this. Even the most brilliant Mac programmer
with another copy of the encryption program can’t fathom the scram-
bling scheme.

To keep your hard disk in your possession, you might consider
installing a physical security device. Some, such as cabling systems,
do little more than anchor your equipment to another, bulkier object;
others have metal bars and bands that make the system impossible to
use when you lock it up.

These devices may foil the typical thief looking to make a quick
getaway, but that doesn’t mean they’re foolproof. Usually the locks
are no more complicated than those an experienced picklock would
encounter elsewhere, and chains and cables need only to be cut.
Given time and determination, a person could probably overcome
such security—especially if they don’t mind mutilating the Macin-
tosh in order to take its internal hard disk out. Still, there’s no safer
alternative, save locking the system away in a safe.
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Whether it’s hardware or software, keep in mind that all access limi-
tation products currently in the Macintosh marketplace share one
limitation: they can’t be counted on to keep the elements or a strong
magnetic field from destroying your data. All it takes to blank out a hard
disk or any magnetic media device is a sufficiently strong magnetic field.
Extremes of heat or cold will also destroy your hard disk by buckling the
platters or melting their coating. If you are concerned about the possibil-
ity of such a catastrophe, either accidental or deliberate, your best insur-
ance is an up-to-date, safely stored backup.

PASSWORD PROTECTION

When evaluating password protection software, there are a num-
ber of features to look for.

e A versatile program will accommodate many authorized
users, as well as many passwords.

e It should be compatible with all other user-customized

aspects of the startup process (especially MultiFinder’s ‘‘Set
Startup’’ options).

¢ It should feature a way to override the program, usually by
means of a special floppy, in the event that the volume starts
malfunctioning or the password has been lost.

All software-based methods of access limitation have a weakness
that can’t be eliminated, no matter how sophisticated their program-
ming: each relies on passwords or other kinds of user-defined codes to
determine when to lift its defenses. That means even the fiercest pro-
tection strategy can only be as secure as the password that controls it,
just as the most elaborate burglar alarm is only as safe as the place
where its key is hidden.

When working with a password program, your biggest challenge will
likely be the password itself—how to choose it, when to change it, where
to record it in case it’s forgotten. As you’ll soon see, the subject of
passwords belongs not to the realm of technology, but to the realm
of psychology.
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Selecting a Password

You’ll want a password that’s easy to remember. Still, phrases that
strike you as appropriate may strike others as obvious. If you’re an
avid golfer, for instance, keep clear of words like ‘‘fore’’ or ‘‘birdy.”’
There’s nothing wrong with a password that has a connotation for
you, but your co-workers may be thoroughly familiar with your
interests and affinities, and your password may evoke a subject that
others associate with you. On the other hand, it’s unlikely that they
know the name of the boy who sat at the desk directly in front of you
in your seventh grade math class.

The ideal password is this: a word, term, or phrase that is person-
ally meaningful and thereby memorable, but so far removed from its
original context as to place it beyond the reach of the educated
guesser.

Below is a list of the most popular password types. Some password-
cracking programs are instructed to try the terms that fit into these cate-
gories. When choosing a password, stay away from the following:

¢ Common names such as ‘“‘Bill’”’ or ‘“‘Margaret.’”’ Also avoid
middle names and maiden names, since many people
use them.

¢ Obscenities, especially the four-letter variety. Most password
crackers will try them early on.

¢ Science fiction terms, especially those made famous by sci-
ence fiction writers: ‘‘Spock,’” ‘““Hal,’’ and ‘‘I, Robot.”

¢ Common objects found in households and offices. Steer
clear of ‘‘file cabinet,’’ ‘‘spider plant,”” and the like. Resist
the temptation to take refuge in the obvious—‘‘computer’’
or ‘“‘Macintosh.”’

¢ Common phrases, especially those pertaining to getting down
to work, such as ‘“wake up,”’ ‘‘hey, you,”” or ‘‘get going,’’ and
those that offer a greeting, such as ‘‘good morning.”’

Preserving the Password

No matter how strong your memory or how memorable your
password, too much is at stake with a password to trust your recollec-
tion. Once you’ve decided on a password and entered it in your Mac,
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the password should be written down in a safe and unobtrusive place.
Which can pose a problem, since you might find it easier to remem-
ber a password than a set of directions to a secreted piece of paper.
Besides, you'’re relying on the same memory to retain both pieces of
information. That’s why both password and hiding place are usually
products of personality and force of habit, and why most would-be
security crackers employ psychology as well as computer expertise.

Here’s a trick that often works: hide the access code in a place
that’s not hard to find, but in a form or context that makes it all but
impossible to identify as the password. One sterling example of this
was devised by one user with a thoroughly undependable memory,
who employed as passwords only seven-digit numbers. These num-
bers were even harder for him to recall than they’d be for most peo-
ple, but this didn’t concern him; when the password slipped his
mind, he would simply turn to the address book on his desk, just
inches from his Mac. There, entered under the name of a mythical
Mister Strubinski, he would find the seven-digit password disguised
as a phone number.

If your memory isn’t up to even as simple a plan as this, find some-
one you can trust to keep the password both safe and confidential,
and enlist their help. If you give the password record to, say, your
spouse for safekeeping, all you’ll need to remember is that you’ve
done so. If you forget who you gave it to and forget the password as
well, you’re covered: when your spouse learns of your plight he or
she will tell you what your password is.

Changing Your Password

Some people manage the task of password retention by painstak-
ingly remembering a password, then sticking with it indefinitely. But
circumstances do arise in which a new password is appropriate. In
fact, some Mac users change passwords as a matter of routine. Don’t
become a creature of habit, and don’t hesitate to replace your
password whenever it seems like the right thing to do. Although
there’s no need to be paranoid, anything that leads you to suspect a
breach of security is probably cause for a new code.

If your workplace is situated so that others, even from a distance,
can watch the keystrokes you make, you may want to change your
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password as a precaution against the possibility of someone detecting
the access code from your finger movements.

With systems that are used by more than one person, passwords
should probably be changed whenever someone who knows the cur-
rent one will no longer be using the system—even if the person is
utterly trustworthy and such a change is inconvenient for other users.
It’s not a matter of trust, it’s a matter of human nature: your
password remains very important to you and others who rely on the
system it protects. But to a person who’ll no longer need the access it
provides, the password is now just a useless piece of information and
will likely be handled by both the conscious and unconscious mind
with too little care.

In this light, the policy of automatically changing passwords when
someone stops using the system should not be seen as a sign of mis-
trust, but as a courtesy to those departing: the password becomes a
piece of trivia that they won’t have to worry about inadvertently
divulging. And you won’t have to worry about temptation striking in
times to come.

DATA ENCRYPTION

Most encryption programs employ a methodology similar to that
used by compression utilities—some applications offer both features
in one package. The contents of a file’s data and resource forks are
broken down, analyzed, and substituted with a representational
code; to reconstitute the file, the process is reversed.

Whereas compressors perform this task in the same manner every
time, encryptors make up a new set of rules for each file, coding and
decoding accordingly. The codes are not simple ones based on the
substitution of one letter for another, and they allow for a vast num-
ber of possibilities and very complex coding schemes.

Just how complex? Well, some Mac products offer Data Encryp-
tion Standard (DES) as an option—the same method used by gov-
ernments to protect top secret data. DES was considered the
ultimate, unbreakable coding system until a team of specialists
recently succeeded in breaking it. But the task required weeks of cal-
culations on one of the most powerful mainframes in the world, so
your encrypted data is probably safe.
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If you’re interested in data encryptors, you may want to look for
one offering encoding standards suitable to your needs. Remember,
the more elaborate the encryption method, the more time and stor-
age space will be required. For example, Sentinel offers three:
SuperCrypt, BlockCrypt, and the formidable DES. SuperCrypt is
fast, space-efficient, and simple only in comparison to DES; both
SuperCrypt and the more complex BlockCrypt will provide sufficient
security for most Macintosh users.

Like password protectors, encryptors require that you establish
and maintain passwords and user authorization lists. This entails the
effective use of psychology as well as software. Encryption requires
you to keep track of another topic as well: multiple passwords for
multiple files (although you could apply one password to them all). If
you send encrypted files to someone else you’ll need to safely convey
the password too.

HARDWARE SECURITY DEVICES

Macintoshes are compact, relatively lightweight, and easy to
unplug and disconnect. Even the bulky Mac II isn’t much bigger
than the average TV or VCR. These features make the Mac easy to
use, but they also make it easy to steal. Every computer theft repre-
sents a significant monetary loss, and that loss is compounded when
your hard disk is among the missing; valuable if not irreplacable data
may be gone for good. And if that’s not frustrating enough, it’s very
likely that the data so priceless to you will be useless to the thief—
most of it will end up deleted from the disk.

Computer theft is a grim occurrence, but it can be avoided. Small
as it may be, the Macintosh can actually be secured more easily and
thoroughly than most computers, thanks to its insightful design.
Apple realizes that big value in a small box appeals to pilferers, so a
security slot is included in the casing of all Macs. Although they look
simple from the outside, security slots have internal spines that dis-
tribute weight across a large surface area; when a cable or chain is
inserted, it can’t be pulled out with anything short of a power winch,
which would tear out a large part of the case as well.

There are a variety of anchoring packages. Some use hard-to-pick
locks, some metal rods instead of cables, and others use especially
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strong adhesives to supplant the slots. Adhesives are useful when you
don’t want to drill holes through your furniture. The Mac II doesn’t
have the slots, so adhesives are the only option for Mac II owners.

Muzzle Your Mac

You can also use a hardware device to prevent others from insert-
ing a floppy in a floppy drive (and perhaps thereby introducing trou-
blesome software to your system). Ergotron sells a product called the
Mugzzle that covers the slot of a floppy drive—it could be handy if you
are unable to lock away your entire computer.
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o a Macintosh user, few
things inspire more frustra-
tion and fear than a hard
disk that isn’t working right or
not working at all. If your
hard disk isn’t working, this
chapter should help you iso-
late your problem. And, even
if you’re certain you have

diagnosed your problem,
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When working with

a damaged hard
disk, the cardinal rule is
don’t panic.

— A PPROACHING THE PROBLEM

take care to read this chapter before moving on to Chapter 7.

You should read it even if you’re not in the midst of a crisis—you’ll be
much more calm and confident when disaster does strike. It’s easier to
learn about tools and techniques under stress-free circumstances.

DON’T PANIC e —

First of all, a calming note of encouragement is in order. As long as
you’ve taken the proper precautions, you can usually recover most, if
not all, of the data from even the most severely malfunctioning hard
disk. It’s extremely difficult to accidentally damage or delete informa-
tion. Besides, hard disks are safer than floppy disks because the storage
media is more durable and it’s very hard to completely erase the plat-
ters. Even intentionally erasing the platters may not obliterate all your
data. If your hard disk is a lost cause, its contents are likely to be recover-
able, although it may take time. Whatever you do, don’t panic.

Instead, view the situation as an exercise in deductive reasoning.
Tracking down and remedying a problem can be a valuable exercise,
one that can make you feel more in control of the technology. And if
your quest is unsuccessful? Then you’ll have all the more motivation
to be conscientious about data preservation in the future.

In this chapter, you'll find step-by-step troubleshooting proce-
dures for problems under these categories:

¢ Software-centered problems are those that appear in soft-
ware. The term’s ambiguity is intentional: although it
appears in software, the problem may either involve or have
originated in hardware.

e Hardware-centered problems are those that appear in hard-
ware. Like the previous category, however, problems in this
category may have originated elsewhere.

¢ Nonspecific problems are those that can’t be attributed very
clearly to either hardware or software. This category is more
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complicated than the others; problems here likely involve
both hardware and software.

The troubleshooting procedures in this chapter aren’t comprehen-
sive, but they will help you track symptoms at least to the point where
expert help is needed. Read through the whole of a procedure before
following it. And don’t proceed if you’re unclear about any instruc-
tions. You may also want to read the other procedures in a category,
since many have methods in common, and a step may be better
explained in one procedure than in another.

THE BIG PICTURE

Although hard disks are our primary subject, effective trouble-
shooting requires looking at Macintosh technology as a whole: com-
puter, peripherals, wires and circuitry, programs and other data, as
well as the standards and assumptions by which they all operate.

Effective troubleshooting takes more than the ability to iden-
tify problems. It also takes an understanding of the factors behind
those problems—the conditions in which they arise and the elements
they may affect. Your computer system is an interdependent, inter-
active environment capable of functioning to a high degree of com-
plexity. Hardware problems can trigger software problems (or vice
versa), and secondary effects can beget still more repercussions.
Some problems are neither hardware- nor software-related—they
arise instead from an incompatibility between the two.

Incompatibility problems between software and hardware occur in
all computer systems, but especially on the Macintosh, where the line
between hardware and software (or cause and effect) is blurred. Its
operating system is a hybrid of firmware and software. Even basic
operations require the cooperation of a number of separate elements.

Given these conditions, even a clear-cut problem can have a num-
ber of causes, a number of consequences, and more than one avenue
of treatment. The best approach to finding and defining a problem is
to proceed by experimentation and exclusion, take nothing for
granted, and start from the general and proceed to the specific.

With the right grasp of concepts as well as specifics, you can ferret
out many more problems than could possibly be anticipated and
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addressed in this chapter. You can also spot and eliminate potential
trouble before it occurs, or recognize one problem as a symptom of
another, greater one.

Finally, your attitude and approach may make the difference
between success and failure. Try to set aside the time to do the job
right. Some improperly applied cures can cause further problems. By
the way, don’t be afraid to investigate the obvious. Is everything
plugged in? Is the wall socket supplying current? Does that disk have
a valid System Folder? Is a missing file really missing, or just mislaid?
You’d be surprised how many seemingly major problems have a
simple solution.

WHAT CAN GO WRONG

The technology that goes into a working Macintosh hard disk sys-
tem can be grouped in three categories, mechanical, electrical, and
software, each of which presents its own set of problems:

® Mechanical components, such as disk spindles, read/write
heads, keyboards, monitors, and indicator lights wear out
with use and the passage of time. Some of these, such as the
power supply or the flyback transformer, have no moving
parts but wear out nonetheless. Noticable changes in use—
eccentric operation or an unusual noise—may signal an
imminent malfunction, but some parts fail without warning.
With few exceptions, most mechanical problems are
beyond the skills of the average Mac user. Only expert tech-
nical know-how and authorized replacement parts can fix a
mechanical problem, which is why these problems are
among the most expensive to fix. The good news is that prob-
lems of this kind rarely cause a complete data loss. With the
help of a specialist, even the contents of a ready-for-the-junk-
heap hard disk can often be recovered.

¢ Electronic components won’t wear out, but they can be dam-
aged or disconnected. Electronic components include hard
disk controllers, the Mac’s CPU, the RAM, the ROM, the
rest of the system’s circuitry, and all the wires that connect
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these things together. Although an informed user can diag-
nose many electronic problems, in most cases only an expert
can administer the cure. Most electronic components are
solid-state and extremely small-scale, which means they
are more likely to need replacing than repairing.

¢ Software is the most common cause of malfunctions. This is
because even the simplest piece of software must thread an
intricate course, interacting with the operating system, the
Finder, and other software. Fortunately, software problems
are the ones that lend themselves most easily to user solu-
tions. Unfortunately, they’re also most likely to involve data
distortion or loss.

WHEN HELP IS NEEDED

In general, turn to the expertise of others after you’ve done as
much to pinpoint a problem as you possibly can, and before you
resign yourself to what seems to be a permanent problem. An Apple-
authorized technician may not be necessary when your problem is
related to software. Hardware problems are another matter—even
the most brilliant and experienced Mac enthusiast may find a hard-
ware dilemma beyond his or her reach.

When you have a problem, take advantage of the product or soft-
ware manufacturer’s customer service or technical support staff. Call
them up—they are the best qualified and prepared to help you. Most
companies rely on their customer service departments not only to
please customers, but to detect bugs that eluded discovery in-house.
Software companies in particular pay special attention to support
services, and will likely treat you as a field tester as well as a customer.
Be sure to find out if the troublesome product in question is still cov-
ered by a warranty.

Experts can tell you what needs to be done, but only you can
decide if the data that stands to be rescued is worth the time, effort,
and cost involved. Some documents are vital, unique, and irreplaca-
ble; the loss of others may be a minor inconvenience or repetition of
effort. As you make your decision, take stock of the resources you
might use to recover the missing information: your archive or



152 UNDERSTANDING HARD DISK MANAGEMENT ON THE MACINTOSH

CH. 6

ter 1.

Head crashes are
explained in Chap-

backup, miscellaneous floppies, the storage volumes of a co-worker,
even printouts or a noncomputer source.

Finally, whatever you do, don’t make matters worse by adding an
ego problem to your computer problem. Don’t let pride or fear of rid-
icule make you afraid to seek help. Whatever happened wasn’t your
fault. It was either an accident or a product flaw. And even if your
problem resulted from an action you took, you’re not to blame. An
engineer or programmer should have seen to it that the action was
impossible to take in the first place.

THE DYSFUNCTIONS:
CRASHES, BOMBS, FREEZES, AND HANGS

Let’s get underway by defining some of the terminology of mal-
function. In general, a Macintosh problem is most likely to be a
crash, a bomb, a freeze, or a hang.

Crashes A crash is the most serious sign of a dysfunction. The term
refers to a condition in which the computer is misbehaving pro-
foundly and is essentially no longer a computer—a crashed Mac
might display only a blank or garbled screen, or it may not work at
all. Crashes are caused by a hardware or a software problem, or by a
combination of both.

If your screen suddenly shows the chaotic behavior characteristic
of a crash, power down the Mac at once, even if it means flicking the
off switch or simply pulling the plug. Don’t concern yourself with
unsaved data—it has probably been lost already. Most likely, a soft-
ware error has profoundly confused the computer, or a crucial com-
ponent has failed. Crashes of this sort shouldn’t be confused with
head crashes, which occur on the hard disk when a read/write head
touches a platter and damages its surface.

Bombs A bomb is when a variation of the dreaded bomb box
appears on the screen. A bomb box may signal a problem as cata-
strophic as one that accompanies a crash, but a bomb box is also a
sign that things are still under control. Bomb dialog boxes, part of the
firmware portion of the Macintosh operating system, appear when
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= The meanings of the
more prominent
codes in the bomb box
are listed in Appendix A.

the machine cannot interpret instructions it’s receiving from the Sys-
tem or from an application.

When a bomb box appears, you really have no option but to select
the OK button. This will automatically reboot the computer. Mean-
while, any unsaved data is lost to the ages. In some cases, you’ll be
lucky enough to see a different button, usually labeled Resume.
Selecting this button is worth a try even though its effectiveness is a
function of the application that was running when the bomb
appeared. If things do return to normal, check for data loss before
you proceed.

Not all bomb boxes are alike. The two-digit number in the lower
right-hand corner, a code generated by the firmware, describes the cir-
cumstances that caused the bomb box to appear. This code is an impor-
tant diagnostic tool, but don’t rely on it to find out exactly what went
wrong. The two-digit codes mean more to programmers than to users.
Some applications also use the codes in other, specialized dialog boxes.
In this case, the codes are usually preceded by a minus symbol.

Freezes A freeze is when all of a sudden nothing happens. Every-
thing on the screen, including the mouse cursor, freezes in place.
When a freeze hits, check your mouse and keyboard connections, the
usual culprits. If that doesn’t work, borrow a mouse you know is
operational. If that fails to unfreeze things, it’s time to flick the switch
or pull the plug.

Hangs A hang is when the screen refuses to change, although you
can move the mouse cursor freely. A hang usually signals a failure by
the active application or the System—either the System doesn’t know
how to carry out a command, or the application has begun a task that
it can’t complete. Look at the mouse pointer before you decide how
to respond to this condition: if it’s the standard pointer arrow or text-
insertion beam (on the left in Figure 6.1), it’s time to reboot. But if
the cursor is one that indicates a wait is in order (a watch, a beach
ball, or an hourglass), give the computer fifteen minutes or so before
shutting down. Waiting cursors usually mean that the Macintosh is
reading to or writing from memory, and a variety of circumstances
can slow either process down to a crawl.
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Figure 6.1: Common cursor forms

Crashes, bombs, freezes, and hangs are by far the most common
signs of a crisis on the Macintosh; each announces unambiguously
that something has gone awry. It’s often convenient to refer to the
four collectively because any of these symptoms may result from a
given problem. That’s why I use the term dysfunction only for circum-
stances involving bombing, crashing, freezing, and hanging.

USING DIAGNOSTIC PROCEDURES

The diagnostic procedures described in this chapter apply to
floppies and other storage devices as well as hard disks. For the sake
of clarity and conciseness, however, I will assume that you have at
least one SCSI hard disk connected to your Macintosh, and that you
are using the hard disk as your startup volume.

If you have an internal hard disk, you may not find the following
as helpful as you would if you had an external hard disk. It’s not that
the principles explained here don’t apply, it’s that they may prove
impossible to apply. A nonworking internal hard disk often means a
nonworking Macintosh, and vice versa. Most internal hard disks
have special built in or bundled problem detection resources. Check
your user manual or contact the manufacturer’s technical support
staff if your hard disk isn’t working.

One final proviso: the technology involved in diagnostic proce-
dures is quite complex. You might find yourself at the end of a pro-
cedure with still no answer in sight. I will explain the most useful
ways of tacking down a hard disk problem, but I can’t anticipate and
address every possiblity. If a problem remains elusive, don’t give it
up as a lost cause. Look at other troubleshooting information in this
book and elsewhere. Remember, sometimes the answer doesn’t
come because the wrong question is being asked. Be sure you under-
stand the nature of the problem and you can identify the symptoms.
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= 512K and 128K
Macs can’t use the
Installer to change the
System.

TRANSPLANTING
THE SYSTEM WITH INSTALLER

One remedy is often prescribed in these pages: replace an unusa-
ble or unreliable System with a fresh one. You may not relish the task
of replacing the System, since yours probably contains customized
features such as fonts and desk accessories, but it’s well worth it if
your hard disk isn’t working.

Fortunately, you can perform a System transplant without losing
your customized features: since 1987 Apple has included a utility
called Installer on all System disks. Not only does Installer automate
the process of System replacement or installation, it can do so without
disturbing your customization. It will also optimize the new System
to suit the model of Macintosh that you use. Here is how to use
Installer.

1. Launch the program. Installer works on any mass storage
device or floppy, but only when the volume’s current System
is not presently in use as the startup file.

2. Installer presents a single dialog box (Figure 6.2). Click to
select the entry that corresponds to your Mac. If you have a

v2.5 Installer

Macintosh 11 Installation (04.2) Hard Disk

Macintosh Plus Installation (v4.2)
Macintosh SE Installation (v4.2)

o

s That is the current startup disk. It cannot be
installed on or removed from. '

Figure 6.2: The Installer dialog box
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512K or 128K Mac, however, your model is not listed.
That’s because Apple recommends sticking with an earlier
version of the System. It’s probably best to heed their advice.
Trying the Plus option may work, but it won’t produce any
changes in performance.

3. Specify the target volume by clicking the Drive button and
wait while Installer calculates the potential impact of a new
System. Ifit determines that the volume has enough room for
installation, you are then apprised of how much storage
space will be taken up and how much will remain.

4. Give it the go ahead by clicking the Install button. You’ll be
informed when the job is done.

Just how does Installer tailor the system to your Mac model? It
eliminates elements you won’t need and modifies some dialog boxes
so that Mac images will work with your machine. For example, a
Mac II will receive display formats and CDEVs that make use of
color, but a Mac SE or Plus will not—these extraneous features
would only waste storage space.

SOFTWARE-CENTERED PROBLEMS e

In order to address hard disk problems rooted in software, I've
broken down the pertinent procedures into two categories.

¢ ‘“‘Problems Upon Startup’’ covers the conditions that show
up during the startup process, the period in which the com-
puter is turned on and booted up, and all mounted volumes
are brought online.

e ‘‘Problems with Applications and Documents,’’ which
appears later in this chapter, looks at the malfunctions that
can occur when you open and launch documents, applica-
tions, and related files.
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The startup
sequence is
explained in Chapter 2.

PROBLEMS UPON STARTUP

The startup sequence is one of your Macintosh’s busiest times: the
boot blocks have to be read and obeyed, and so does the PRAM.
(The PRAM is described later in this chapter.) The System file has to
be loaded, INIT commands must be carried out, the Finder needs
to be launched, the desktop has to be rebuilt, and the FATs of all
online volumes have to be confirmed and at the ready. The more that
goes on, the more that can go wrong, and since the Mac is just getting
down to work there’s not much of a context in which to interpret a
problem. The bright side of startup problems is that they almost
never involve your stored data. Most announce a System or a hard-
ware malfunction, not a loss of valuable work.

You can’t be certain that a startup is successful until you’ve actu-
ally used the Mac for a while without incident. In any case, the first
sign that things are proceeding as planned is the happy Mac icon
(Figure 6.3).

B I|
——1

Figure 6.3: The happy Mac icon

Introducing the PRAM

Numerous problems can plague the startup process, but the
parameter RAM, or PRAM, is the culprit in most of them. The
PRAM is the Mac’s third type of memory. Neither permanent like
ROM nor temporary like RAM, the PRAM is a 256-byte store-
house of data that the Mac uses, for consistency’s sake, in its clock,
calendar, and alarm settings. The PRAM is also used to configure
the non-SCSI ports and all custom options available in the Control
Panel (see Figure 6.4). Unlike regular RAM, its contents don’t dis-
appear when the machine is turned off. A battery located in a com-
partment in the back of the machine (the Mac Plus or earlier) or
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deeper within the workings (Mac II and SE) powers the PRAM. The
PRAM can be corrupted or damaged.

Control Panel |

T 13 Rate of Insertion
Point Blinking
Desktop Pattern O ® O
Slow Fast
Menu Blinking | Time ® =
1:50:37 AM | 6
3 2 5
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ﬂ @ off Volume
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Figure 6.4: The Control Panel displays some of the functions controlled by the
parameter RAM.

If a startup problem can’t be attributed to any other factor, you
can purge the PRAM and see what happens. If you have a Mac Plus
or earlier model, your Mac’s battery compartment is in the back, so
purging is a simple matter; just open the door, remove the battery for
three to five minutes, and replace it. Be sure to reset the clock and all
your Control Panel preferences when you’re through.

The SE and the Mac II’s PRAM require a slightly more compli-
cated purging procedure, since the battery is soldered directly to a
circuit board and you can’t remove it. PRAM purging on these
models requires pressing the Option, Shift, and Command keys
simultaneously while selecting the Control Panel from the Apple
menu. This will trigger a dialog box (Figure 6.5).
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You are about to zap the
M

Most parameters such as the
default boot device will be changed
when the system is re-started. Do
you want to do this?

Figure 6.5: Attempting to purge the PRAM summons this dialog box.

This procedure takes a few moments more than most. Even if you
choose not to follow through, the dialog box may remain on the
screen for a half-minute or so.

No Screen Display

Another problem that sometimes occurs at startup time is that the
Macintosh screen does not display the disk requested icon (Figure 6.6)
after you turn the power on. If the screen is activated but blank, snowy,
or garbled, shut down the computer, disconnect it, and take it to a
qualified repair technician for servicing. You probably have a hardware
problem in the monitor, in related circuitry, or in the CPU.

?

Figure 6.6: The disk requested icon means that the Macintosh has not
received or recognized a startup volume.
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Startup File Not Recognized

Even though a volume with a valid startup file has been placed
online, the disk requested icon may either remain displayed or be
replaced by the disk rejected icon (Figure 6.7). When this happens,
check to see if the question mark in the middle of the icon is flashing
on and off. If it isn’t flashing, consult a technician. Most likely, there
is a problem with the ROM. If it is flashing, shut down, take any
SCSI volumes offline (by switching them off or disconnecting them),
insert a floppy you know to be a valid startup disk, and try to reboot.

Figure 6.7: The disk rejected icon indicates that the Macintosh recognizes a
volume, but not as a startup source.

If that does the trick, it’s likely that the startup file on your SCSI
volume has been rendered unrecognizable. Replace it, then reboot
three or four times from the replacement before resuming business as
usual. If a System transplant doesn’t eliminate the problem, replace
any INITs that may be in the System Folder.

If booting from the floppy doesn’t help, or if the disk requested
icon is replaced with the disk rejected icon, you’ll need expert servic-
ing. The problem may be in the ROM, the RAM, the CPU, or in
connective circuitry.

Startup Aborted

What does it mean when the disk requested icon, the happy Mac
icon, or the Welcome to Macintosh message box is replaced by the
sad Mac icon (Figure 6.8)? The sad Mac icon indicates that a System
file has been located, but the Macintosh is unable to read all or part of
it successfully. Consult the icon’s error code to determine if the prob-
lem lurks in the hardware or the software. Ifit’s a hardware problem,
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call in the pros. If it’s a software problem, shut down and take all
SCSI volumes offline, then try to reboot from a startup floppy.

—
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Figure 6.8: The sad Mac icon signals that system startup cannot be completed
because of faulty or missing bootup data.

If you succeed in rebooting from a startup floppy, it’s likely that the
System file was somehow corrupted. Shut down again, put your SCSI
volumes back online, and reboot with the startup floppy still in the inter-
nal drive. If the volume with the suspect floppy subsequently mounts
(that is, if it appears on the desktop), replace its System file and see if it
will function as a startup source. If not, reboot from the floppy once
more, replace any INITs in the System Folder, and try again. If the vol-
ume does not mount, you may have a corrupted FAT.

Troubleshooting with the Sad Mac Icon

The sad Mac icon is more than an irreverent image designed to
put a whimsical face on a sobering situation. It appears when the Sys-
tem file fails to pass certain diagnostic tests built into the ROM.
Unlike the error codes of the bomb box, sad Mac codes can give you
useful information about the nature of a problem. Underneath the
icon itself is a six-character code (Figure 6.9). Let’s look at the more
important information it provides.

e The first two characters indicate if the problem is hardware-
or software-based. The OF code means a software failure, the
01 code means a ROM problem, and 02 through 05 mean
the RAM is at fault.

 The last four characters are used to define the problem. If the
first two characters are OF, the final four pinpoint the type of
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What to do when

startup is aborted
and the sad Mac icon
appears is explained in
the “‘Startup Aborted”’
section earlier in this
chapter.

= SCSI addresses
are discussed in
Chapter 2.

Figure 6.9: Codes underneath the sad Mac icon

software problem. If the first two characters indicate a RAM
problem, the others will specify which memory chip isn’t
working properly.

From a user’s standpoint, the sad Mac codes are most useful for
determining whether the problem is in the software or the hardware.
If it’s in the software, a System replacement is in order; if it’s in the
hardware, you’ll require repair services from an expert.

Alternating Icons

Sometimes during startup the disk requested icon continuously
alternates with the happy Mac icon, and startup proceeds no further.
This happens because what seems to be a file glitch can sometimes be
an error in reading the file instead, and the Mac is instructed to try
again. Odds are that your System file has problems, but the com-
puter doesn’t know when to give up and display the sad Mac icon.
When the disk requested and happy Mac icons alternate, proceed as
if the sad Mac icon appeared and startup was aborted.

Redundant Icons on Desktop

When five to seven copies of the same volume icon appear on the
desktop after startup (Figure 6.10), it doesn’t mean that your hard
disk has miraculously multiplied. This dramatic quirk is caused by
an online device with the SCSI address of 7, the same SCSI address
as the Macintosh itself. You have misaddressed a device, and the
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computer is understandably confused. To clear up this problem,
resist the temptation to click on any of these icons. Instead, shut the
Mac down as soon as possible. Reset the device’s address to a num-
ber between 0 and 6, then restart and check for possible data loss.

" & File Edit View Special g )

Hard Disk

Figure 6.10: An incorrectly set SCSI address can cause the Macintosh to display multiple hard disk
icons.
Volume Icon Missing

When the icon of an online hard disk or other SCSI volume is
missing from the desktop, it’s likely that the problem occurred for
one of three reasons:

e The SCSI bus is faulty or disconnected.
¢ The volume hardware isn’t working.
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@ Bringing a SCSI
device online after
the computer is turned on

can cause crashes and
hangs.

= Repair utilities for
mounting volumes
and replacing directories
are explored in Chapter 7.

= ResEdit and other
retrieval utilities are

covered in Chapter 7.

* The volume cannot be mounted by the Mac because it has a
damaged FAT or directory.

First, shut down the Mac and check all related cabling and power
cards. Make sure that terminators are in place and that the connec-
tors are firmly seated. Next, reboot and see if the icon in question
appears. The computer confirms whether a volume is present on the
SCSI bus only during startup. Bringing a SCSI device online at any
other time may even cause crashes and hangs.

If the icon is still missing, look for signs of life on the hard disk
itself. Is the fan working? Restart the Mac to see if you hear the usual
sounds of the read/write heads moving from their parked positions. If
your Mac has an indicator light, does it light up even intermittently
during startup?

If the unit is operating normally but the icon still refuses to appear, a
repair utility may be able to mount the volume and replace the damaged
directory or FAT. Until such a restoration has been carried out, don’t
use your Mac unless the hard disk has been safely disconnected.

Icon Missing from Directory

If the contents of a folder are normally displayed but the icons of
one or more files are missing, first make sure that the file is really
missing. Perhaps it was deleted from the volume, moved to another
folder, or renamed. Use Find File or another mass volume search
utility to see if it turns up. elsewhere on the hard disk or on other vol-
umes. If someone else uses your system, inquire if changes have been
made unbeknownst to you. If the lost file is a document, browse
through other documents of the same type to make sure it wasn’t
retitled. (Advanced search utilities like GOfer can do this for you.) If
it’s an application, persue folders under the View by Icon format and
look for its distinctive icon under an assumed name.

If you’re certain that the file has indeed disappeared, all is not
lost—the volume directory may have lost track of it, or it may have
been converted into an invisible file. An invisible file is one meant to be
read by the Mac but not by the user, such as the Desktop file. Invisi-
ble files don’t have icons, but they can be located, opened, and
modified with utilities such as ResEdit.
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Until you’ve completed your retrieval work with utilities, don’t
work with any other file on or add any new files to the hard disk. This
will keep the Mac from writing over files that you want to save. If the
Mac can’t identify a file, it may not hesitate from writing over
the sectors that the file occupies.

Changed Volume Icon

Sometimes the icon of a hard disk or other online storage volume is
displayed, but its appearance is modified or another icon is substi-
tuted for it (Figure 6.11). When this happens, do not open the vol-
ume by double-clicking or any other means. Instead, shut down
immediately and reboot under another System file. If the icon
returns to normal, replace the System you used previously, but if the
problem persists, this means the volume is unable to identify itself
correctly. Use a repair utility to attempt repairs. At worst, you may
need to reinitialize the volume, which obliterates its contents. Still,
if you don’t have a current backup all is not lost—some utilities allow
you to copy the contents of a hard disk without formally mounting
the volume.

E]
Hard Disk Hard Disk

Hard Disk

Figure 6. 11: A volume icon (left) changed from its normal appearance (center)
and replaced by an inappropriate icon (right)

Changed Application Icon

Sometimes an application can be located in the View by Icon or
View by Small Icon display format, but its icon has been either
replaced with the generic default icon or modified (Figure 6.12).
In the case of the default icon, don’t proceed until you’re confident
that the application really has a distinctive icon. The vast majority
have one, but many amateur and public domain programs display
the default icon instead.
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Figure 6.12: An application’s distinctive icon (left) and the default icon (right)

If the application should have its own icon, something is amiss.
Don’t launch the application unless you’re desperate. Instead, shut
down and reboot with a fresh System. If this works, replace the first
System. If it doesn’t, throw away the icon in question and replace the
application on the hard disk. If for some reason you don’t have a
copy of the application at hand and you’re desperate to use it, you
may want to risk launching it anyways; it’s possible that only the code
governing the icon has been corrupted.

Still, if you decide to launch, take a few precautions.

* Make sure you’re running the Finder rather than Multi-
Finder, since the possibility of corrupting other applications
is greater under MultiFinder.

* Make duplicates of any documents you wish to use, and work
only with them.

¢ Don’t just forge ahead if everything seems normal after
launching. Before getting down to business, make sure that
the application can open, create, save, and reopen docu-
ments without mishap.

Does the application dysfunction when you launch it? Chances are
the icon display instruction isn’t the only fouled up part of the docu-
ment’s file fork. You might be able to pinpoint the problem with the
help of a repair utility, but the inner workings of applications are usu-
ally too complex and convoluted for all but programmers and soft-
ware engineers. You would probably be better off with a new copy of
the application.
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= If the Mac cannot
open the duplicate
document, turn to Chapter
7 for help in retrieving it.

Changed Document Icon

Just as an application icon can be modified or replaced with a
generic default icon, so can a document icon—it can be modified or
replaced with the generic document default icon (Figure 6.13). When
the default 1con appears, it could mean that the document’s creator ID
has been deleted or damaged. This is the part of the resource fork that
describes the icon that should be displayed on screen and tells the
Finder to which application the document belongs; in other words,
which application to launch when the icon is doubled-clicked. The
damage is usually light when a default icon appears, but a misdrawn
icon usually means that the resource fork has been corrupted.

]

Figure 6.13: The distinctive icon of a document (left) and the default icon
(right)

Whether the default icon or a misdrawn icon appears, the next
step is to test the document’s viability. First, open or create another
document of the same type and use it to make sure that the parent
application runs normally. Then return to the Finder and make a
duplicate of the document in question (be sure to put the duplicate in
the same folder as the original). Finally, launch the application and
open the document’s home folder.

Try to open the duplicate by using the Open... command to
inspect it for absences and additions. The Mac might bomb or other-
wise misbehave instead of opening the document. This means at least
one of its file forks has been corrupted beyond the computer’s
comprehension.

On the other hand, if you can open the duplicate, inspect the con-
tents. Copy what is worth saving to a brand new document. If the
contents appear so garbled as to be unusable, it’s still possible that
only the resource fork is damaged but the data fork is intact.

Does the document itself show up in the scrolling field of the parent
application’s Open... dialog box? If not, it means that the program
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= If a dialog box now
says that application
is busy or missing, turn
to Chapter 7.

does not recognize it, and so it can’t be opened. Some applications
have commands such as Import or Open Other that can interpret
various document formats; if any are available, they’re worth a try.

After all this, if you still can’t launch the duplicate, quit the appli-
cation. Return to the Finder and try to launch the duplicate of the
document by clicking on it directly. There’s an outside chance that
the parent application will be launched and the document opened.
The odds are better, though, that a version of the dialog box in Fig-
ure 6.14 will appear. Don’t let this dialog box discourage you; it only
indicates that the document’s creator ID is not recognized. The Mac
can’t launch the application because it doesn’t know which one
to launch.

The file "document” could not be
opened/printed (the application is busy
or missing).

Figure 6. 14: Dialog boxes of this type usually mean the application needed to
open a document is missing, though the application may actually
be present but unidentifiable.

Nonstartup Volume Not Recognized

Sometimes the startup process appears successful, but an online
volume other than the startup disk is not mounted by the Macintosh
and a dialog box appears asking if you want to initialize it (Figure
6.15). Probably no Macintosh message is more disheartening than
this one. Yet, in just about every circumstance, the situation is not as
dire as it seems. There’s a lot you can do before taking the Mac up on
its offer of initialization, and the odds are good that your data is not
lost. The box’s message doesn’t mean that the volume is blank—just
that the Mac can’t figure out how to read it.
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Figure 6. 15: The initialization dialog box. The icon at left may vary according to your System file.

@ If the initialization
dialog box appears
after you’ve inserted a
floppy you know is
Macintosh-formatted, do
not initialize it except as a
last resort.

Most of the Macintosh user interface is designed to minimize
problems—to make it as difficult as possible for you to unintention-
ally do something that has permanent consequences. That’s why the
Save Changes? dialog box appears whenever a file is closed, and why
you must select Empty Trash after dragging a file to the Trash icon in
order for the deletion to be carried out. But the initialization dialog
box is one aspect of the interface that can be downright misleading.

The box’s message is simple enough. It is triggered when you
insert a brand-new floppy or a floppy previously formatted for a
different kind of computer. But if it appears when you insert a floppy
that you know is already Macintosh-formatted, do not initialize it
except as a last resort.

The initialization dialog box creates problems because it presents
only two courses of action: you either eject the disk or initialize it.
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And initializing it will obliterate any current contents.

In most cases when the Mac asks you to initialize a hard disk you
know is Macintosh-formatted, there’s a good chance that much of
the data on the floppy is still intact, but the FAT or the disk directory
has been damaged or obliterated.

One last item of advice on the subject: if you decide to initialize a
disk, choose the Two-Sided option only if the floppy is designated as
a double-sided (800K) disk by the manufacturer. Single-sided 400K
disks can be intialized on both sides, but resist the temptation to do
so; the other surface of a single-sided disk is coated but not tested, and
can fail at any time. (In fact, some are double-sided disks that didn’t
pass inspection on one side.) If it’s worth saving, it’s worth saving on
a reliable floppy.

PROBLEMS WITH
APPLICATIONS AND DOCUMENTS

Over the years, the Macintosh has garnered a reputation in some
quarters for being idiosyncratic and problem-prone. The truth of the
matter is, Mac models are extremely reliable but extremely difficult
to program. Even a modest application has to conform to the user
interface, has to access the right parts of the ROM Toolbox at the
right times, and has to reshape its operations to accommodate dozens
of variables, such as CPU types, RAM availability, or the presence
of MultiFinder. These constraints involve more than mere
conformity—they allow the Macintosh to place most of its resources
at a program’s disposal. That’s why programming the Mac means
following a boggling set of rules. And the more things need to be done
right, the more they go wrong.

Launch-Triggered Dysfunction

Launches are problematic because so much needs to be done. The
application must be located and loaded into RAM. Its instructions
must be followed, resource files consulted, fonts accessed, windows
drawn. Any new or preexisting documents must be displayed. And
all this needs to be done smoothly and consistently in as few seconds
as possible.
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If the Macintosh bombs, crashes, hangs, or freezes when you
attempt to launch an application, look to see if you are running under
MultiFinder. Some applications that were written when the Finder’s
RAM management rules applied aren’t compatible with Multi-
Finder. Try starting up under the Finder and see what happens.

Next find out if the application is capable of running on your com-
puter. The SE and Macintosh II models can run software created for
the Mac Plus, 512K, and 128K models, but only if the software is
written in accordance with Apple’s programming protocols. Unfor-
tunately, many software authors didn’t strictly follow the protocols,
and their applications make assumptions about hardware that don’t
hold true for the SE and Mac II. Some of these programs have since
been rewritten for full compatibility; if yours is still being supported
by the manufacturer, find out if an upgraded version is available.

It may also be that the opposite is the case—the application was
written for Macintoshes more advanced than yours. Most software
is written to be as compatible as possible, but some relies heavily on
the superior computing power of the advanced models, and if this is
the case, running your software on a Mac Plus or less would be
impractical if not impossible. That’s why it’s a good idea to deter-
mine a product’s limitations and system requirements before buying
it. And before you choose between throwing away the application
and buying a bigger Mac, find out if the program could run on your
current model with the help of a hardware upgrade or enhancement;
some extra RAM may be all you need.

Next see if the application is compatible with the entire contents of
the System Folder. Some applications require a certain version of the
System, the Finder, or a printer driver. Others are allergic to INITs
and CDEVs. Check your manual or user guide, and while you'’re at
it double-check for any other special requirements that you may have
overlooked.

If, after all this, you still haven’t found a solution, replace the
application with a fresh copy. If your program incorporates lots of
options and customizations that you don’t want to lose (such as
Microsoft Word), you might want to copy the suspect version onto a
floppy instead of tossing it in the trash. Either way, before bringing
on the new one, first take the precaution of removing the version in
question from the hard disk. Don’t use the update method that trig-
gers the Replace current version? dialog box. You haven’t ruled out
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the possibility that the fault lies in physical damage to the sectors, and
replacing the current version may make the change by directly over-
writing the sectors currently occupied by the application.

Does the new application work fine? If you hung on to the previous
version in hopes of retaining its customization, bid it farewell and get
started customizing the new version. The problem may have been in
the software alone. If it was caused by physical damage to the plat-
ters, your hard disk should automatically identify and avoid the
affected areas in the future.

If the dysfunction is triggered by the new application as well, your
System is suspect. Install a new one and try again; if that does the
trick, go ahead and bring the vindicated version of the application
back out of retirement. Be sure to give it a dry run before considering
the case closed.

Application Can’t Be Launched

What if you attempt to launch an application by double-clicking
and you’re unsuccessful, but the Macintosh does not dysfunction as a
result. Instead, you see a dialog box announcing the Mac’s inability
to comply. In rare cases, the command is ignored entirely. If you’re
in MultiFinder, reboot under Finder and give it another try. If a doc-
ument created by the application is at hand, try to open a newly
made duplicate of it and see if that launches the application. Lastly,
try to launch a few other applications residing on the disk.

Do the other applications launch without incident? Then the Mac
considers this one to be damaged,; it lacks too much of the necessary
data for launching. Follow the procedures to remove and replace it.

If more than one application is unlaunchable, it’s likely that either
or both the Finder and Multifinder are faulty. If this is the case, a
new System is called for. This may solve the problem but not repair
the damage, so if the applications remain unlaunchable they should
be replaced as well.

If you still aren’t getting any results, there may be incompatibili-
ties between the software and the contents of your System Folder.
Check your user manual or any related documentation for System-
related requirements or limitations.
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Insuffient Memory for Launch

What does it mean when the Macintosh refuses to launch an appli-
cation and instead displays a dialog box declaring that available
memory is inadequate for the task? This happens when the applica-
tion requires more RAM than your Mac is capable of supplying
under any circumstances. An application’s minimum RAM require-
ments are usually noted in the documentation and also in its Get Info
box under MultiFinder. If you’re short on RAM, you may want to
look into memory upgrades.

See if the application is supposed to run on your Macintosh con-
figuration. It may be that other software is gobbling up a dispropor-
tionately large amount of RAM. Maybe your Mac has been looking
for more memory than the application actually needs. If you’re run-
ning under MultiFinder, the quickest solution is to free RAM by
quitting one or more of the applications currently open, or by shut-
ting down and rebooting under Finder. But even if these steps work,
don’t conclude that you’ll always need to launch the application
under such stripped down circumstances; you might be able to man-
age the memory allocations instead. Likewise, if you still don’t have
enough RAM under Finder (or if MultiFinder wasn’t a factor in the
first place), look into the issue of memory allocation under Multi-
Finder (explained later in this chapter).

If it still can’t launch, it’s time to take a look at the big picture.
Select the About the Finder... entry from the Apple menu. Unless
you’re using an out