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VMware SD-WAN by VeloCloud Benefits
Software Defined WAN Overlay

VMware SD-WAN Orchestrator ---!-- webex:
2@ Microsoft Azure _
Cloud e servicenww
i NI
Branch @ SaaS / laaS
Edges Private /MPLS 3G/AG LTE

SD-WAN Overlay

Internet Broadband

» Datacenter
Edges

g:g Simplified WAN Assured Application Managed On-ramp
Management Performance to the Cloud
Zero-touch deployments, Transport independent Direct cloud access with
simplified operations, one-click performance for the most performance, reliability and
service insertion demanding apps, leverages security

) economical bandwidth
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Enterprise/Over-the-Top Deployments

Hub for SD-WAN to data = Hosted gateways for ‘ Hub-less design for
center including private links _I SD-WAN to SaaS/laaS E legacy data centers

SD-WAN Orchestrator

SD-WAN Gateways with
Embedded Controller

Internet
Edge: \
Appliance or Virtual Private

“Site to site
SD-WAN plus benefits
of
cloud gateways for
Saa$”

Legacy Enterprise
Data Center

Circuit V‘i: Private
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4,:-.:&__ MPLS

Im a zpn
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Azure
Provider Provider

Edge Edge Edge Cluster Hybrid Data Centers:
Enterprise or Cloud
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Global Gateways

30 440+

°
Regions o, . o... Gateways
® °
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Orchestrators

99.99%

Reliability SLA
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Solution Components

VMware SD-WAN Edge

Flexibility in deployment

. e Purpose-built hardware For branch, i py
Virtual Edge : i
 Virtual Edge for cloud or white box datacenter & cloud i i}
¢ Services platform for VNF
VMware SD-WAN Orchestrator and Controllers
Multi-tenant cloud- VMware or SP Enables fast
based management, hosted, and on- Business policy APIs deployment,
configuration, and premises at abstraction zero-touch
monitoring portal enterprise operations
VMware SD-WAN Gateways
oPt'g';edtgi;: on Fully managed and Strategic world-wide 4-:-
P operated by VMware Multi-tenant locations, top-tier
doorstep of SaaS /
23S and SPs network PoPs

J
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Multi-gigabit performance and scale

VNF Ready

100-1000 200-1000 e :
-200 Mb - 1 100 Mbps 500 Mbps Multi Gigabit
10-200 Mbps Mbps Mbps 1-10 Gbps P p g
Edge 510 Edge 520 Edge 540 Edge 840 Edge 2000 Edge 520v Edge 840v Edge Cluster
4-Port GE 2- 10-Port GE 10-Port GE 6-Port GE 6-Port GE 10-Port GE 6-Port GE
USB - LTE 2-Port SFP 2-Port SFP 2-Port SFP+ 2-Port SFP+ 2-Port SFP 2-Port SFP+
WiFi 4-USB - LTE 4-USB - LTE 4-USB - LTE
WiFi WiFi WiFi
—=l—=l—
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Use Case 1:

Better Application Performance
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Dynamic Multi-Path Optimization in Action

“Assured application performance over any type of link”

Traffic Type:| Voice ¥ Excellent voice quality!

SD-WAN Enhancements ts

— sl A I S A SIS S S

L 1
— {

MPLS
Comcast Cable

IS 0o il

Comcast Cable

05:30 05:40 05:50

,nm--""t' : B Latency Good
B Jitter Fair
Packet Loss Critical

Upstream jitter measured at 9 msec. Edge
enabled jitter buffering to mitigate the issue.

Upstream packet loss measured at 1.56%.
Edge enabled forward error correction to
mitigate the issue.

vmware
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Continuous Link Monitoring

e Automatic real-time link quality monitoring:
Latency, Jitter, Packet Loss

» Drives automation and optimization

Dynamic Per Packet Steering

e Sub-second steering without session drops

e Aggregated bandwidth for single flows

On Demand Remediation

»  Protects against concurrent degradation

e Enables single link performance




Dynamically route and replicate data for real-time traffic

Increase availability and reduce latency with real-time remediation and steering

velocioud” i ]

Packet loss: 1.5% | A

MPLS link

Broadband link i : : j D

Packet loss!

Branch

@ -
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Dynamically route and replicate data for real-time traffic

Increase availability and reduce latency with real-time remediation

velocioud™ e,
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| Packet loss: 0.01% | A HQ
Broadband link <>

Branch

/

Broadband link
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Dynamically route and replicate data for transactional traffic

Increase availability and reduce latency with real-time remediation and steering

velocioud” i ]

Packet loss: 2.0% | A

MPLS link

Broadband link i : : j D
Branch Buffered

Lo A NACK packet 3!
’ e packet 3! E
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Dynamically route and replicate data for bulk traffic

Increase availability and reduce latency with real-time remediation and steering

Packet loss: 2.0% |

velocioud” i ]

MPLS link

Broadband link i : : j D

Aggregate multiple links!

Branch

Broadband link
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Use Case 2:

Multitenancy and Segmentation
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End to end security and segmentation
End to end services, analytics and policy

VMware vRealize

D-WAN i
VeloCloud Orchestrator and Controller ---—-——-—-=-=-=-- N-> . e — M A S
- \ cUELAIE & Ecosystem
E Data Center \ )
g NSX routing domain \ Policy
: Corp-HR —P  automation ===  NSXManager
Corp-HR 3 :
u 18.r1p.0.0/24 . via API - Security policies
. Voice E Q
10.1.0.0/24 3
H HRIS  Payroll
E NSX routing domain '
Corp-MKT
. Corp-HR p
10.2.0.0/24 : f : Q
.

i Simple enterprise-wide segment
o CRM  Analyst .
. Voice B h2 Creat|0n
2.0, ranc
1o/ VelstIOUd NSX routing domain
ge PCl S
egment-aware topolo
B corp-MkT % g pology
10.3.0.0/24 Q

H ra - Isolation & overlapping IP
10.3.0.0/24 H PCI Network
. Guest . E -
10.4.0.0/24 Retail 1 : VMware NSX Segment-aware policies
: VMware ESXi

On-premises and cloud
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Outcome Driven Segmentation

Simple enterprise wide segment creation

Segment Aware Topology

Isolation & Overlapping IP

Segment Aware Policies

On-Premises and Cloud

vmware
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VeloCloud Orehestrator
and Gontroller

Corp CATACEMTER
- 100324 -
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SBC
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PCI DSS 3.2 Certified SD-WAN

AOC* Summary

Security .
Standards Council

DSS Requirements

| YES

PCIDSS
Requirement

Description of Requirement

| Install and maintain a firawall
guration to protect data

Do not use vendor-supplied defaults for
2 syslem passwords and other securily
parameters

Validated on: November 13, 2017
Security Standards: PCI DSS v3.2

3 Frotect stored cardholder data

| Encrypt transmission of cardholder data |
across open, public natworks

X B B K

| Protect all sysiems agains! malware
5 and update anti-vi 1
of pIograms
& Develop and maintain secure systems
and applications

Orchestration

* Multi-tenant
e TLS 1.2

» Role-based access control /
Radius

» 2-Factor authentication
 Event and firewall logs / APIS
« Built-in certification server

®

| Restrict access to cardholder data by
business need to know

| Identify and authenticate access lo
syslem componants

Restrict physical access to cardholder
data

Track and monitor all access 1o natwork
resources and cardholder data

| Regularly test security systems and
processes
Maintain a policy that addresses
information security for all personnel

A PCIDSS i for
Shared Hosting Providers

PCI DSS Requi for
Entities using SSL/early TLS

Appendix Al

®
DE]DI:IDDE][:II]DI]DI:IDE’z

B EEERREEE

Appendix AZ

vmware
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C®ALFIRE

Validated Certificate affirms that Coalfire has completed a full assessment, documented our findings and
signed off on the audit report, in accordance with industry best practices.

Data Plane

* |Psec with AES 256
 PKI
* Local access control

» Segmentation for hosted
controller

* AOC: Attestation of Compliance




Multitenant CPE Software
Store-in-Store / Multiple Tenants

HIGH _ _ NORMAL .
* Per tenant management portal view - - -
e Per tenant QoS and Dynamic Multipath Optimization '

* Overlay Bandwidth Cap S O
TRANSACTIONAL

Tenant A
Tenant B
Tenant C

®
mwa re Confidential | ©2019 VMware, Inc. 17




Use Case 3:
Connecting to Cloud

®
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Cloud Scale VPN

:

webex
CLOUD SCALE VPN

SAAS EXIT
' I~

|

HUB
Edge Cluster

< CLOUD SCALE VPN and Cloud Regional Exit
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Enables both simple and secure access with
integrated PKI

Enterprise-Wide and Cloud

Automated VPN to 3™ party cloud applications
Virtual VeloCloud Edge automates VPN to laaS
Scalable any-any connectivity

Dynamic branch-branch tunnels

One-click enablement



Optimized Performance for Cloud Apps — Office 365

» 0365 on a Single Link (Brownout condition) from Branch in Thailand to Gateway in Singapore

Curront
e B it ! g
From ®
To -]

Average Throughput

— Office365-OneDrive-Direct Office335-OneDrive-via-S...

Non-SDWAN

Median Throughput

— 1000cyelocal-Broakowt  — 1000eye-via-SGP-VCG
e

Median Response Time
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On-Ramp to Azure Virtual WAN

Sept 2018 Announcement

of VMware

New Non-VeloCloud Site.. ?) %

/—\(—\/\ Subsrpt\on o ‘Vl,eﬁ'" v
velocioud™ tes. =+ BT Microsoft '

VeloCloud Edge
Branch A

o

VeloCloud Edge

Branch C

Branch B

VeloCloud Edge

=
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VeloCloud Gatéway

Virtual Hub: | Select... v
Resource Group n/a
Azure Region: n/a

N

Hub

VNET A @

Azure Virtual WAN

Hub
VvNET B
Hub
VNET C
|

/

=

VeloCloud Virtual
Edge

e Azure provides low latency, optimal routing
within Azure global network

e Simplified one-click secure connectivity

e Optimized last mile access

21



Use Case 4:

Simplified Operations
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Business policy

Transactional

m Transport Group

Link Steering:

Transport Group: [ Public Wired

© Mandatory

® Preferred
O _Availabl

Error Correct Before Steering ©

Loss (%): 4.00

Inner Packet DSCP Tag: [ Leave as is #

L] Link Steering:

Outer Packet DSCP Tag: [ 0 - CS0/DF

d

o
e ime | rrsscrons | ou

Service Class:

NAT:

Service Class:

velocioud

Real Time

D o

( Public Wired %)
O Mandatory
@® Preferred

O _Available
[ Error Correct Before Steering €

Loss (%): 2.00
Jitter (ms): 15

Inner Packet DSCP Tag: [ Leave asiis % |
Outer Packet DSCP Tag: [ 0 - CS0/DF ¢]

Disabled (i ]
Crerim | rarsociona | ol

Transport Group:

Available for link selection = preferred and service class = Real Time or Transactional

vmware




One-Click VPN Deployment velocioud

Cloud VPN D
Edge to Non-VeloCloud Site Edge to VeloCloud Hubs Edge to Edge VPN
Enable a Erabla: /] Enakle; [ /]
AWS West VPC ﬂ:j;—)}::-l;' Select VeloCloud Hubs.. @ Use Cloud Gareways:
VelaCloud Hubs £2E | Backhaul Use VeloCloud Hubs for VPN @
San Jase Hub & = Select Huts . @
New York Hub & 5 Edge order
Chicage Hub & ® San Jose Hub 1
it 2 Automatic VPN setup
it s utomatic setu
[Dynaric E2E VPN a8

* To enterprise DC hub with dynamic
branch to branch

L

* Eliminates N x N manual tunnels to cloud
with cloud gateway aggregation

Branch

h * Interoperable IPsec for no touch legacy
- DC

N ~

% == * End-to-end encryption

vmware




Incremental and Interoperable SD-WAN Rollouts

VMware SD-WAN by VeloCloud Orchestrator

VMware SD-WAN Edge by

Q VMware SD-WAN by VeloCloud Controllers

OSPF, BGP - A\ J
~ ~ -
\\\\ Route Learning and
SS Distribution
VMware SD-WAN Edge S~o
by VeloCloud S~
=~ ~
OSPF, BGP | S~
Internet J RN VMware SD-WAN by

VeloCloub Hub Cluster

e

Iji_sél OSPF, BGP

MPLS

Legacy \ ¢ Cloud or on-premises orchestrator and controllers

« Controller functions: route reflector, VPN control, link
measurements
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Branch Deployment Options

L2 SW

vmware
e

Co-exist (L2)

CE E-BGP
=
|\ .:32 <>

Internet

Use VRRP to make VCE the default
gateway when is it up

dYYdA

Provide failover/redundancy
with existing CE

Confidential | ©2018 VMware, Inc.

Co-exist (L3)

Internet

Use routing protocol (OSPF or BGP) to
direct traffic to the VCE when it is up

Provide failover/redundancy
with existing CE

CPE Replacement

E-BGP

L2/3 s,-vv> '
1
G

MPLS

<>

Intjrnet

« VCE is the default gateway for the
branch traffic

- Deploy VCE in HA pair to meet the
redundancy/availability requirement

26



ROl of SD-WAN

WAN Simplification

Assured Application
Performance

Architecture for the Cloud

Flexible Services Platform

vmware
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N X X

Key Features

Zero IT touch deployment
Outcome driven policies

Remote management, visibility and
troubleshooting

Transport independent performance

Sub-second brownout protection via
mid flow steering & remediation

Distributed cloud gateways-as-a-
service

Virtual Edges for public cloud

VNF ready SD-WAN platform
SD-WAN as VNF for vCPEs
Distributed services insertion

Automatic segmentation, VPN

©O O O O

©O O O O

ROI Opportunities

Reduce on-site IT visits, accelerate deployment
Minimize configuration and troubleshooting time

Enables use of optimal ISP by site

Increase utilization of circuits
Eliminate redundant / dedicated circuits
Enables use of economical broadband

Savings with “over the top” services eg VOIP

Reduced capex and opex for access to SaaS and hybrid
cloud

Reduced redundancy & disaster recovery costs

Fewer truck rolls and capex
Reduced hardware warranty and spares
Eliminate per branch security expenses

Reduced audit & compliance expenses

27



International Financial Services Provider: Allianz
Q

Q :;9 2500 Locations in France

The company provides insurance and financial services in France and internationally

Before Cloud-Delivered SD-WAN

» Agents complaining on availability of the network ¢ No high availability no resilience

. With Cloud-Delivered SD-WAN
Allianz @)

» Better employee satisfaction and ¢ Better application performance < High-bandwidth availability
no callsto IT

Competitive Advantage Outcome

 Increased revenue from expanded services and consistent uptime

mwa re@ Confidential | ©2018 VMware, Inc. s


https://en.wikipedia.org/wiki/Insurance
https://en.wikipedia.org/wiki/Financial_services

Business Insurance: Simply Business

9':9 425,000 customers u QoS for Call Centre c Expensive MPLS

Exceptional QoS expected for call center experience; Cloud application support

Before Cloud-Delivered SD-WAN

uc » Poor voice quality » Lack of network visibility, management, and control

Cloud e Slow network connections * Inability to expand to new sites quickly and easily

With Cloud-Delivered SD-WAN

¢ Easy and simple network configuration and « Implement change network-wide through a single

Slmply management profile
S . * Optimized bandwidth and QoS
Business

Competitive Advantage Outcome
» Serve more customers faster, easier, and with exceptional voice and

data connections

©
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“VMware Named as a Leader in the Gartner Magic
Quadrant for WAN Edge.” -cartner

Magic Quadrant

Figure 1. Magic Quadrant for WAN Edge Infrastructure

Positioned
Furthest on
Completeness

of Vision

@siver Pk @50 @ yiare

Fortinet
Riverbed @  Citix@ @
Alyaka.

Huawei @
FatPipe Networks gy

[parcna g Tm_. Muage Networks @ Versa

@ Juniper Networks

. Leader in the
Peplink @ e @ Goudgenix Abl | Ity tO

@ Forcepoint

R

w
3 E
— xecute
&
o
2
=
2 _ NICHE PLAYERS
COMPLETENESS OF VISION —_— As of September 2018 ® Gartner, Inc
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