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Preface

About This Guide

Audience

7210 SAS D,

This guide describes system concepts and provioieigaration explanations and examples
to configure 7210 SAS-D, E, K platforms boot optfida (BOF), file system and system
management functions.

On 7210 SAS devices, not all the CLI commands apparted on all the platforms and in all
the modes. In many cases, the CLI commands areanedtexplicitly in this document. In
other cases, it is implied and easy to know thes@h&t are not supported on a particular
platform.

NOTE: 7210 SAS-E, 7210 SAS-D, and 7210 SAS-K operateaess-uplink mode by
default. No explicit user configuration is neededthis.

This document is organized into functional chapéerd provides concepts and descriptions of
the implementation flow, as well as Command Lineiface (CLI) syntax and command
usage.

This manual is intended for network administrateh® are responsible for configuring the
7210 SAS-Series routers. It is assumed that theanktadministrators have an understanding
of networking principles and configurations. Pratis¢ standards, and processes described in
this manual include the following:

e CLI concepts

* File system concepts

* Boot option, configuration, image loading, andialization procedures

* Basic system management functions such as thersysime, router location and
coordinates, and CLLI code, time zones, Networkd FPnotocol (NTP), Simple
Network Time Protocol (SNTP), and synchronizatiooperties

E, K OS Basic System Configuration Guid e Page 11



Preface

List of Technical Publications

The 7210-SAS D, E, K OS documentation set is comgas the following books:

e 7210-SAS D, E, K OS Basic System Configurationdgui
This guide describes basic system configuratiodsogerations.
e 7210-SAS D, E, K OS System Management Guide

This guide describes system security and accedigyaaations as well as event
logging and accounting logs.

e 7210-SAS D, E, K OS Interface Configuration Guide

This guide describes card, Media Dependent AdgMBrA), link aggregation group
(LAG), and port provisioning.

e 7210-SAS D, E, K OS Router Configuration Guide

This guide describes logical IP routing interfaaed associated attributes such as an
IP address, port as well as IP-based filtering.

e 7210-SAS D, E, K OSRouting Protocols Guide

This guide provides an overview of routing concepid provides configuration
examples for protocols and route policies.

e 7210-SAS D, E, K OSServices Guide

This guide describes how to configure service patams such as customer
information, and user services.

e 7210-SAS D, E, K OS OAM and Diagnostic Guide

This guide describes how to configure features sischervice mirroring and
Operations, Administration and Management (OAM)go0

e 7210-SAS D, E, K OS Quiality of Service Guide
This guide describes how to configure Quality ofB® (QoS) policy management.

Page 12 7210 SAS D, E, K OS Basic System Configuration
Guide



Preface

Technical Support

If you purchased a service agreement for your BA8-Series router and related products from a
distributor or authorized re-seller, contact thehtecal support staff for that distributor or réeel
for assistance. If you purchased an Alcatel-Lusentice agreement, contact your welcome

center:
Web: http://www.alcatel-lucent.com/wps/portal/suppo
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Getting Started

In This Chapter

This chapter provides process flow information eaftgure basic router and system parameters,
perform operational functions with directory anlg fnanagement, and boot option tasks.

Alcatel-Lucent 7210 SAS-Series System Configuration Pro-
cess

Table 1lists the tasks necessary to configure boot ogties (BOF) and system and file
management functions. Each chapter in this bopkdsented in an overall logical configuration
flow. Each section describes a software area amviges CLI syntax and command usage to
configure parameters for a functional area. Afier hardware installation has been properly
completed, proceed with the 7210 SAS-Series dasoodiguration tasks in the following order:

Table 1: Configuration Process

Area Task Chapter
CLI Usage The CLI structure CLI Usage on page 17
Basic CLI commands Basic CLI Commands on page 22

Configure environment com- CLI Environment Commands on page 25
mands

Configure monitor commandsCLI Monitor Commands on page 26

Operational functions Directory and file manage- File System Management on page 81
ment

7210 SAS D, E, K OS Basic System Configuration Guid e Page 15



Getting Started

Table 1: Configuration Process

Area Task Chapter (Continued)
Boot options Configure boot option files Boot Options on page 109
(BOF)
System configuration Configure system functions,System Management on page 179

including host name, address,
domain name, and time
parameters.

Reference List of IEEE, IETF, and otherStandards and Protocol Support on page 549
proprietary entities.
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CLI Usage

In This Chapter

This chapter provides information about using thmmand-line interface (CLI).
Topics in this chapter include:

e CLI Structure on page 18

« Navigating in the CLI on page 20

e Basic CLI Commands on page 22

e CLI Environment Commands on page 25

e CLI Monitor Commands on page 26

e Getting Help in the CLI on page 27

e The CLI Command Prompt on page 29

« Displaying Configuration Contexts on page 30
 EXEC Files on page 33

e Entering CLI Commands on page 34

7210 SAS D, E, K OS Basic System Configuration Guid e Page 17
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CLI Structure

ROOT
ADMIN

Alcatel-Lucent’s Operating System (OS) CLlI is a ecoamd-driven interface accessible through
the console, Telnet and secure shell (SSH). Thec@hlbe used for configuration and
management of routers.

The CLI command tree is a hierarchical inverted.tés the highest level is the ROOT level.
Below this level are other tree levels with the angiommand groups; for examptenfiguration

commands andhowcommands are levels below ROOT.

The CLI is organized so related commands with #messcope are at the same level or in the
same context. Sublevels or subcontexts have reta@dnands with a more refined scope.

BOF

CONFIGURE

ENVIRONMENT

FILE

MONITOR filter
lag
port
gos
router
service

PASSWORD

HELP help
help edit
help globals

Page 18

alias

create

more
reduced-prompt
saved-ind-prompt
terminal
time-display

attrib
cd
copy
delete
dir
format
md
move
rd

scp
type
version

card
cron
dotlag
filter
lag

log
mirror
port
gos
router
saa
service
split-horizon-group
system

Figure 1: Root Commands

7210 SAS D, E, K OS Basic System Configurati

check-golden-bootstrap
debug-save
disconnect
address display-config
autonegotiate radius-disc
console-speed reboot
dns-domain save
dupl(_ex set-time
persist ) update-golden-bootstrap
primary-config rollback
primary-dns

primary-image
save

secondary-config
secondary-dns
secondary-image

ping-address
tertiary-config
static-route
tertiary-dns
tertiary-image

uplinkA-address

uplinkA-port
uplinkA-route
uplinkA-vlan

uplinkB-address

uplinkB-port
wait

on Guide



CLI Usage

ROOT
SHOW alias
bof
boot-messages
CLEAR card card
cron chassis
filter cron
lag debug
DEBUG | log dotlag
ag )
mirror-source port filter
radius qos lag
router radius log
TOOLS dump service router m_da
perform snmp saa mirror
system screen pools
trace service port
tacplus port-tree
trace gos
router
saa
service
snmp
split-horizon-group
system
time
trace
uptime
users
version

Figure 2: Operational Root Commands

7210 SAS D, E, K OS Basic System Configuration Guid e Page 19



Navigating in the CLI

Navigating in the CLI

The following sections describe additional navigadil and syntax information.

¢ CLI Contexts on page 20

¢ Basic CLI Commands on page 22

e CLI Environment Commands on page 25
¢ CLI Monitor Commands on page 26

« Entering Numerical Ranges on page 39

CLI Contexts

Page 20

Use the CLI to access, configure, and manage Aftaieent's 7210 SAS devices. CLI
commands are entered at the command line prompessdo specific CLI commands is
controlled by the permissions set by your systemiaistrator. Entering a CLI command makes
navigation possible from one command context (eel)eto another.

When you initially enter a CLI session, you ar¢hiea ROOT context. Navigate to another level by
entering the name of successively lower contexisekkample, enter either tkenfigure or show
commands at the ROOT context to navigate tacthrdig or show context, respectively. For
example, at the command prompt, em@nfig. The active context displays in the command
prompt.

A:ALU-7210# config
A:ALU-7210>config#

In a given CLI context, you can enter command$ait context level by simply entering the text.
It is also possible to include a command in a logantext as long as the command is formatted in
the proper command and parameter syntax.

The following example shows two methods to navigata service SAP ingress level:

Method 1:
A:ALU-7210# config service epipe 6 sap 1/1/2 ingres S

Method 2:

A:ALU-7210# configure

A:ALU-7210>config# service
A:ALU-7210>config>service# epipe 6
A:ALU-7210>config>service>epipe# sap 1/1/2
A:ALU-7210>config>service>epipe>sap# ingress
A:ALU-7210>config>service>epipe>sap>ingress#

7210 SAS D, E, K OS Basic System Configurati on Guide



CLI Usage

The CLI returns an error message when the syntiarcisrect.

A:ALU-7210>config>service>epipe# sapp
N

Error: Bad command.
A:ALU-7210>config>service>epipe#

7210 SAS D, E, K OS Basic System Configuration Guid e Page 21



Navigating in the CLI

Basic CLI Commands

The console control commands are the commandsateatsed for navigating within the CLI and
displaying information about the console sessionostwf these commands are implemented as
global commands. They can be entered at any levtbki CLI hierarchy with the exception of the
password command which must be entered at the ROOT leva.cbnsole control commands
are listed inTable 2

Table 2: Console Control Commands

Command Description Page
<Ctrl-c> Aborts the pending command.
<Ctrl-z> Terminates the pending command line and returtisetdROOT
context.
back Navigates the user to the parent context. 50
clear Clears statistics for a specified entity or clesrd resets the entity. 50
echo Echos the text that is typed in. Primary use idisplay messages to 51
the screen within aexec file.
exec Executes the contents of a text file as if theyen@kl commands 51
entered at the console.
exit Returns the user to the previous higher context. 51
exit all Returns the user to the ROOT context. 52
help Displays help in the CLI. 52
5
history Displays a list of the most recently entered comasan 54
info Displays the running configuration for a configumatcontext. 54
logout Terminates the CLI session. 58
oam Provides OAM test suite options. See the OAM seatibthe 7210
SAS OS OAM and Diagnostic Guide.
password Changes the user CLI login password. The passwandaly be 59
changed at the ROOT level.
ping Verifies the reachability of a remote host. 59
pwc Displays the present or previous working contexhefCLI session. 61

Page 22 7210 SAS D, E, K OS Basic System Configurati on Guide



CLI Usage

Table 2: Console Control Commands (Continued)

Command Description Page

sleep Causes the console session to pause operatiop)(fde®ne second 62
or for the specified number of seconds. Primaryisi$e introduce a
pause within the execution of arec file.

ssh Opens a secure shell connection to a host. 62
telnet Telnet to a host. 62
traceroute Determines the route to a destination address. 63
tree Displays a list of all commands at the current lerel all sublevels. 64
write Sends a console message to a specific user drusess with active 64

console sessions.

The list of all system global commands is displaggnteringhelp globals in the CLI. For
example:
A:ALU-7210>config>service# help globals
back - Go back a level in the comm and tree
echo - Echo the text that is typed in
enable-admin - Enable the user to become a system administrator
exec - Execute a file - use -echo to show the commands and
prompts on the screen
exit - Exit to intermediate mode - use option all to exit to
root prompt
help - Display help
history - Show command history
info - Display configuration for t he present node
logout - Log off this system
oam + OAM Test Suite
ping - Verify the reachability of a remote host
pwc - Show the present working co ntext
sleep - Sleep for specified number of seconds
ssh - SSH to a host
telnet - Telnet to a host
traceroute - Determine the route to a de stination address
tree - Display command tree struct ure from the context of
execution
write - Write text to another user

A:ALU-7210>config>service#
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Table 3lists describes command syntax symbols.

Table 3: Command Syntax Symbols

Symbol

Description

(]

{}

[{}]

Bol d

Italic
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A vertical line indicates that one of the param&teithin the brackets or braces is
required.

tcp-ack {true|false}

Brackets indicate optional parameters.
redirects [number seconds]

Angle brackets indicate that you must enter tesedaon the parameter inside the
brackets.

interface <interface-name>

Braces indicate that one of the parameters mustleeted.
default-action {drop|forward}

Braces within square brackets indicates that yostmmlioose one of the optional
parameters.
e sdpsdp-id[{ gre| npls}] vpls service-id [svc-sap-type{nul | -
star| dot 1q| dot 1g- pr eserve}]

Commands imol d indicate commands and keywords.

Commands in t al i ¢s indicate command options.
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CLI Environment Commands

The CLIenvironment commands are found in theot>environment context of the CLI tree and
controls session preferences for a single CLI sasdihe CLI environment commands are listed
in Table 4

Table 4: CLI Environment Commands

Command Description Page
alias Enables the substitution of a command line by @sal 65
create Enables or disables the use of a create parantetekc 65
more Configures whether CLI output should be displayed screen 65
at a time awaiting user input to continue.

reduced-prompt Configures the maximum number of higher-level Cahtext 66
nodes to display by name in the CLI prompt fordherent CLI
session.

saved-ind- Saves the indicator in the prompt. 66

prompt

terminal Configures the terminal screen length for the our@.| 67
session.

time-display Specifies whether time should be displayed in |tica¢ or 67
UTC.
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CLI Monitor Commands
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Monitor commands display specified statistical mfiation related to the monitor subject (such as
filter, port, QoS, router, service) at a configueaimterval until a count is reached. The CLI
monitor commands are found in theot>monitor context of the CLI tree.

Themonitor command output displays a snapshot of the custatistics. The output display
refreshes with subsequent statistical informatiomeah configured interval and is displayed as a
delta to the previous display.

The<Ctrl-c>  keystroke interrupts a monitoring process. Monitmmmand configurations
cannot be saved. You must enter the command fdr manitoring session. Note that if the
maximum limits are configured, you can monitor $tatistical information for a maximum of 60
* 999 sec ~ 1000 minutes.

The CLI monitor command contexts are listedable 4

Table 5: CLI Monitor Command Contexts

Command Description Page

filter Enables IP, IPv6 and MAC filter monitoring at a figarable 68
interval until that count is reached.

lag Enables Link Aggregation Group (LAG) monitoringdisplay 72
statistics for individual port members and the LAG.

port Enables port traffic monitoring. The specified [§®yistatistical 75
information displays at the configured intervalilitite
configured count is reached.

service Monitors commands for a particular service. 77
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Getting Help in the CLI

Thehelp system commands and the key display different types of help in the CILhble 6lists
the different help commands.

Table 6: Online Help Commands

Command Description
help ? List all commands in the current context.
string ? List all commands available in the current contbat start withstring.
command ? Displays the command’s syntax and associated kejsvor
command keyword ? List the associated arguments keywordin command
string<Tab> Complete a partial command name (auto-completiotiyibavailable

commands that matdtring.

Thetree andtree detail system commands are help commands useful whechésgfor a
command in a lower-level context.

The following example displays a partial list oéthree andtree detail command output
entered at theonfig level.
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A:ALU-7210>config# tree
configure
+---card

|
|
I
|
|
I
|
+
I
|
|
I
|
|
I
|
|
I
|
|
I
|
|
I
|
|
I
|
|
I
|
|
I
|
|
I
|
|
I
|
|
I
|
|
I
|
|
I
|
+
I
|

+---card-type
+---mda

| +---access

| +---mda-type
| +---network

| +---shutdown
+---shutdown

---Ccron

+---action
+---expire-time
+---lifetime
+---max-completed
+---results
+---script
+---shutdown

---schedule
+---action
+---count
+---day-of-month
+---description
+---end-time

+---minute
+---month
+---shutdown
+---type
+---weekday
---script
+---description
+---location
+---shutdown
---time-range
+---absolute
+---daily
+---description
+---weekdays
+---weekend
+---weekly
---tod-suite
+---description
+---egress

| +--filter

| +---gos

| +---scheduler-policy
+---ingress

| +--filter

| +--gos

| +---scheduler-policy

|
|
I
|
|
I
+
|
I
|
|
I
|
|
I
|
|
I
|
+
I
|
|
+
|
|
I
|
|
I
+
|
I
|
|
I
|
|
I
|

---dotlag

+---domain
| +---association
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*A:ALA-12>config# tree detail
configure
+---card <slot-number>
no card <slot-number>
+---card-type <card-type>
| no card-type
+---mda <mda-slot>
| no mda <mda-slot>
| +---access
| +---mda-type <mda-type>
| | no mda-type
| +---network
| +---no shutdown
| | shutdown
+---no shutdown
| shutdown
---cron
+---action <action-name> [owner <action-owner>]
| no action <action-name> [owner <action-owner>]
| +---expire-time {<seconds>|forever}
| +---lifetime {<seconds>|forever}
| +---max-completed <unsigned>
| +---no results
| | results <file-url>
| +---no script
| | script <script-name> [owner <script-owner>]
| +---no shutdown
| | shutdown
+---no schedule <schedule-name> [owner <schedule-owner>]
| schedule <schedule-name> [owner <schedule-owner>]
| +---action <action-name> [owner <action-owner>]
| | no action
| +---count <number>
| | no count
| +---day-of-month {<day-number> [..<day-number>]|all}
| | no day-of-month
| +---description <description-string>
| | no description
| +---end-time [<date>|<day-name>] <time>
| | noend-time
| +---hour {<hour-number> [..<hour-number>]|all}
| | no hour
| +---interval <seconds>
| | nointerval
| +---minute {<minute-number> [..<minute-number>]|all}
| | no minute
| +---month {<month-number> [..<month-number>]|<month-name>
.<month-nam>]|all}
| no month
+---no shutdown
| shutdown
+---type <schedule-type>
| +---weekday {<weekday-number> [..<weekday-number>]|<day-name>
.<day-nme>]|all}

|
|
|
|
|
|
|
|
|
|
|
|
|
+
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
L
|
|
|
|
|
L
l.
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The CLI Command Prompt

By default, the CLI command prompt indicates theicke being accessed and the current CLI
context. For example, the promptALA-1>config>router>if# indicates the active context, the
user is on the device with hostname ALA-1 in teafigure>router>interface context. In the
prompt, the separator used between contexts issthesymbol.

At the end of the prompt, there is either a pougd €#"”) or a dollar sign @”) . A “#” at the end
of the prompt indicates the context is an existiogtext. A ‘$” at the end of the prompt indicates
the context has been newly created. New contegtaawly created for logical entities when the
user first navigates into the context.

Since there can be a large number of sublevelsilCLI, theenvironment commandeduced-
prompt no of nodes in promllows the user to control the number of levetpliiyed in the
prompt.

All special characters (#, $, etc.) must be endogi¢hin double quotes, otherwiiels seen as a
comment character and all characters on the comiivantbllowing the # are ignored.
For example:

*A:ALU-7210>config>router# interface "primary#1"

When changes are made to the configuration fite’ appears in the prompt stringA:ALU-
7210) indicating that the changes have not been saveénVvith admin save command is
executed the “*” disappears. This behavior is cdlfed in thesaved-ind-promptcommand in the
environment context.
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Displaying Configuration Contexts

Theinfo andinfo detail commands display configuration for the currentle¥heinfo

command displays non-default configurations. rtie detail command displays the entire
configuration for the current level, including defis. The following example shows the output
that displays using thiefo command and the output that displays usingrtfeedetail
command.

*A:ALA>config>service>vpls# info

stp
shutdown
exit
sap 1/1/14:100 create
exit
sap 1/1/15:100 create
exit
no shutdown

*A:ALA>config>service>vpls# info detail

no description
no disable-learning
no disable-aging
no discard-unknown
fdb-table-size 250
fdb-table-high-wmark 95
fdb-table-low-wmark 90
local-age 300
stp
shutdown
priority 32768
hello-time 2
forward-delay 15
max-age 20
hold-count 6
mode rstp
exit
mac-move
move-frequency 2
retry-timeout 10
shutdown
exit
sap 1/1/14:100 create
no description
no tod-suite
limit-mac-move blockable
no disable-aging
no max-nbr-mac-addr
no discard-unknown-source
no mac-pinning
stp
path-cost 10
priority 128
no edge-port
auto-edge
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link-type pt-pt
no root-guard
no shutdown
exit
dotlag
exit
no authentication-policy
no I2pt-termination
no bpdu-translation
ingress
qos 1
no match-ging-dotlp
no filter
exit
egress
no ging-mark-top-only
no filter
no agg-rate-limit
exit
no collect-stats
no accounting-policy
no shutdown
exit
sap 1/1/15:100 create
no description
no tod-suite
limit-mac-move blockable
no disable-aging
no max-nbr-mac-addr
no discard-unknown-source
no mac-pinning
stp
path-cost 10
priority 128
no edge-port
auto-edge
link-type pt-pt
no root-guard
no shutdown
exit
dotlag
exit
no authentication-policy
no I2pt-termination
no bpdu-translation
ingress
qos 1
no match-ging-dotlp
no filter
exit
egress
no ging-mark-top-only
no filter
no agg-rate-limit
exit
no collect-stats
no accounting-policy
no shutdown
exit
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no shutdown

*A:ALA>config>service>vpls#
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EXEC Files

Theexec command allows you to execute a text file of Ctuntnands as if it were typed at a
console device.

Theexeccommand and the associated exec files can betasethveniently execute a number of
commands that are always executed together iratine ®rder. For example, arec command
can be used by a user to define a set of commaeg standard command aliases.

Theechocommand can be used withinexeccommand file to display messages on screen while
the file executes.

7210 SAS D, E, K OS Basic System Configuration Guid e Page 33



Entering CLI Commands

Entering CLI Commands

Command Completion

The CLI supports both command abbreviation and canthtompletion. If the keystrokes
entered are enough to match a valid command, theiSplays the remainder of the command
syntax when the <Tab> key or space bar is presgbdn typing a command, the <Tab> key or
space bar invokes auto-completion. If the keystsak@tered are definite, auto-completion will
complete the command. If the letters are not sefiicto identify a specific command, pressing
the <Tab> key or space bar will display command&hiag the letters entered.

System commands are available in all CLI contextle

Unordered Parameters

Page 34

In a given context, the CLI accepts command pararaéh any order as long as the command is
formatted in the proper command keyword and paransmtax. Command completion will still
work as long as enough recognizable charactetseafdmmand are entered.

The following output shows differestatic-route command syntax and an example of the
command usage.

*A:ALA-1>config>router# static-route

- [no] static-route {<ip-prefix/prefix-length>|<i p-prefix> <netmask>}
[preference <preference>] [metric <metric>] [en able|disable] next-hop
<gateway>

- [no] static-route {<ip-prefix/prefix-length>|<i p-prefix> <netmask>}
[preference <preference>] [metric <metric>] [en able|disable] black-hole
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Editing Keystrokes

When entering a command, special keystrokes albmvediting of the commandable 7lists the
command editing keystrokes.

Table 7: Command Editing Keystrokes

Editing Action Keystrokes
Delete current character <Ctrl-d>
Delete text up to cursor <Ctrl-u>
Delete text after cursor <Ctrl-k>
Move to beginning of line <Ctrl-a>
Move to end of line <Ctrl-e>
Get prior command from history <Ctrl-p>
Get next command from history <Ctrl-n>
Move cursor left <Ctrl-b>
Move cursor right <Ctrl-f>
Move back one word <Esc><b>
Move forward one word <Esc><f>
Convert rest of word to uppercase <Esc><c>
Convert rest of word to lowercase <Esc><I>
Delete remainder of word <Esc><d>
Delete word up to cursor <Ctrl-w>

Transpose current and previous character <Ctrl-t>
Enter command and return to root prompt  <Ctrl-z>

Refresh input line <Ctrl-I>
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Absolute Paths
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CLI commands can be executed in any context byifyjeg the full path from the CLI root. To
execute an out-of-context command enter a forwlaghs?” or backward slash\* at the
beginning of the command line. The forward slaShot backward slash\* cannot be used with
theenvironment aliascommand.The commands are interpreted as absaltite§paces between
the slash and the first command will return anre@mmands that are already global (such as
ping, telnet, exit, back, etc.) cannot be execwid a forward slash/" or backward slash\" at
the beginning of the command line.

*A:ALA-12# configure router

*A:ALA-12>config>router# interface system address 1 2.34
*A:ALA-12>config>router# /admin save

*A:ALA-12>config>router# \clear router interface
*A:ALA-12>config>router#

The command may or may not change the current xpdépending on whether or not it is a leaf
command. This is the same behavior the CLI perfastman CLI commands are entered
individually, for example:

*A:ALA-12# admin
*A:ALA-12>admin# save

or
*A:ALA-12# admin save
*A:ALA-12#

Note that an absolute path command behaves theaamanually entering a series of command
line instructions and parameters.

For example, beginning in an IES context servicd IQES 4),

CLI Syntax:  config>service>ies> /clear card 1

behaves the same as the following series of comsand

Example : config>service>ies>exit all
clear card 1
configure service ies 4 (returns you to your starting point)
config>service>ies
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If the command takes you to a different contex, ftsllowing occurs:
CLI Syntax:  config>service>ies>/configure service ies 5 create
becomes

Example : config>service>ies>exit all

configure service vpls 5 create
config>service>vpls>
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History
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The CLI maintains a history of the most recentl{eeed commands. ThHestory command

displays the most recently entered CLI commands.

*A:ALA-1# history
1 environment terminal length 48
2 environment no create
3 show version
4 configure port 1/1/1
5 info
6 \configure router isis
7 \port 1/1/1
8 con port 1/1/1
9 \con port 1/1/1
10 \configure router bgp
11 info
12 \configure system login-control
13 info
14 history
15 show version
16 history
*A:ALA-1# 13
A:cses-E11# show version
TiMOS-B-0.0.12838 both/i386 ALCATEL SR 7750 Copyrig
All rights reserved. All use subject to applicable
Built on Mon Jan 10 18:33:16 PST 2011 by builder in
A:cses-E11#
TiIMOS-B-0.0.1232 both/i386 ALCATEL SAS-E 7210 Copyr
cent.
All rights reserved. All use subject to applicable
Built on Sat Oct 11 18:15:40 IST 2008 by panosbld i
*A:ALU-7210#

ht (c) 2000-2011 Alcatel-Lucent.
license agreements.
/rel0.0/12838/panos/main

ight (c) 2000-2008 Alcatel-Lu

license agreements.
n /panosbld/ws/panos/main
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Entering Numerical Ranges

The 7210-SAS OS CLI allows the use of a single migakrange as an argument in the command
line. A range in a CLI command is limited to pogitintegers and is denoted with two numbers
enclosed in square brackets with two periods (béiween the numbers:

[X..y]

wherex andy are positive integers andxis less than 1000.

For example, it is possible to shut down portsrigh 10 in Slot 1 on MDA 1. A port is denoted
with “slo/mda/port’, whereslotis the slot numbemdais the MDA number angort is the port
number. To shut down ports 1 through 10 on Slatd MDA 1, the command is entered as
follows:

configure port 1/1/[1..10] shutdown
<Ctrl-C> can be used to abort the execution oihgeacommand.
Specifying a range in the CLI does have limitatiofisese limitations are summarizedTable 8

Table 8: CLI Range Use Limitations

Limitation Description

Only a single range can be specified.  Itis not {pbss$o shut down ports 1 through 10 on MDA 1 anBDM
2, as the command would look like
configure port 1/[1..2]/[1..10]
and requires two ranges in the command, [1..2{ferMDA and
[1..10] for the port number.

Ranges within quotation marks are In the CLI, enclosing a string in quotation marksiqg” ) causes the
interpreted literally. string to be treated literally and as a single peater. For example,
several commands in the CLI allow the configuratiba descriptive
string. If the string is more than one word andudes spaces, it must
be enclosed in quotation marks. A range that ifosed in quotes is
also treated literally. For example,
configure router interface "A[1..10]" no shutdown
creates a single router interface with the name.*ApP]". However, a
command such as:
configure router interface A[1..10] no shutdown
creates 10 interfaces with names A1, A2 .. A10.
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Table 8: CLI Range Use Limitations (Continued)

Limitation

Description

The range cannot cause a change in Commands should be formed in such a way that tkere context

contexts.

Command completion may cease to
work when entering a range.

change upon command completion. For example,

configure port 1/1/[1..10]

will attempt to change ten different contexts. Whaaange is specified
in the CLI, the commands are executed in a loopth@erfirst loop
execution, the command changes contexts, but thecaetext is no
longer valid for the second iteration of the rafmg®p. A “Bad
Command” error is reported and the command aborts.

After entering a range in a CLI command, commarai kay
completion, which normally occurs by pressing thak> or spacebar,
may cease to work. If the command line enterediisect and
unambiguous, the command works properly; othervéisegrror is
returned.
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Pipe/Match

The 7210-SAS OS supports the pipe feature to searelor more files for a given character string
or pattern.

Note: When using the pipe/match command the variablesatridutes must be spelled correctly.
The attributes following the command and must ctefere the expression/pattern. The
following displays examples of the pipe/match comthto complete different tasks:

» Task: Capture all the lines that include “echod aedirect the output to a file on the
compact flash:
admin display-config | match “echo” > cfZfl:\echo_list.txt

» Task: Display all the lines that do not includelie”:
admin display-config | match invert-match “echo”

» Task: Display the first match of “vpls” in the daguration file:
admin display-config | match max-count 1 “vpls”

« Task: Display everything in the configuration afieding the first instance of “interface”:
admin display-config | match post-lines 999999 intiace

Command syntax:

match patterncontext{parents | children | all} [ ignore-cas¢ [ max-countlines-count
[expression

match pattern[ignore-casé [invert-match] [pre-lines pre-lineg [post-lineslines-counf [max-
count lines-counf [expression

where:

pattern string or regular expression

context keyword: display context associate d with the matching line
parents keyword: display parent context in formation

children keyword: display child context inf ormation

all keyword: display both parent and c hild context information
ignore-case  keyword

max-count keyword: display only a specific n umber of instances of matching lines
lines-count 1 — 2147483647

expression  keyword: pattern is interpreted as a regular expression
invert-match  keyword

pre-lines keyword: display some lines prior to the matching line
pre-lines 0— 100

post-lines  keyword: display some lines after the matching line

lines-count 1 — 2147483647
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For example:
*A:Dut-G# show log log-id 99 | match ignore-case sa
"Processing of an access port state change eventis finished and the status of all affected
SAPs on port 1/1/21 has been updated."
"Service Id 4001, SAP Id 1/1/21:0.* configuration m odified"
A:Dut-C# show log log-id 98 | match max-count 1 "se rvice 1001"
"Status of service 1001 (customer 1) changed to adm inistrative state: up, operational
state: up"
*A:Dut-G# admin display-config | match post-lines 4 max-count 2 expression "vpls"
#.
vpls 1 customer 1 svc-sap-type null-star cr eate
description "Default tls description fo r service id 1"
stp
shutdown
exit
vpls 2 customer 1 svc-sap-type null-star cr eate
description "Default tls description fo r service id 2"
stp
shutdown
exit

Table 9describes regular expression symbols and intexfiwet (similar to what is used for route
policy regexp matching)able 10describes special characters.

Table 9: Regular Expression Symbols

String Description

Matches any single character.

[] Matches a single character that is contained withenbrackets.
[abc] matches “a”, “b”, or “c”. [a-z] matches anywercase letter.
[A-Z] matches any uppercase letter.
[0-9] matches any number.

"] Matches a single character that is not containgkiinvihe brackets.
[*abc] matches any character other than “a”, "™ aj.
[*a-z] matches any single character that is noisetcase letter.

Matches the start of the line (or any line, whepliggol in multiline mode)
$ Matches the end of the line (or any line, when igohih multiline mode)

0 Define a “marked subexpression”.
Every matched instance will be available to thetmexnmand as a variable.

A single character expression followed by “*” magstzero or more copies of the
expression.
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Table 9: Regular Expression Symbols (Continued)

String

Description

{m,n}
{m}
{m}
?

+

Matches least m and at most n repetitions of thma te
Matches exactly m repetitions of the term

Matches m or more repetitions of the term

The preceding item is optional and matched at mosé.
The preceding item is matched one or more times.
Used between start and end of a range.

An escape character to indicate that the follovdhgracter is a match criteria and
not a grouping delimiter.

Redirect output

Table 10: Special Characters

Options Similar to Description
[:upper:] [A-Z] uppercase letters
[:lower:] [a-2]
[:alpha:] [A-Za-Z] upper- and lowercase letters
\w [A-Za-z_] word characters
[:alnum:] [A-Za-z0-9] digits, upper- and lowercase letters
[:digit:] [0-9] digits
\d [0-9] digits
[:xdigit:] [0-9A-Fa-f] hexadecimal digits
[:punct] [..1?:..] punctuation
[:blank:] [\] space and TAB
[:space:] [ \t\n\r\fv] blank characters
\s [ \t\n\r\fiv] blank characters
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Redirection
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The 7210-SAS OS supports redirection (“>") whicloak the operator to store the output of a
CLI command as a local or remote file. Redirectboutput can be used to automatically store
results of commands in files (both local and remote

‘ping <customer_ip> > cf3cfl:/ping/result.txt’
‘ping <customer_ip> > ftp://ron@ftp.alcatel.com/pin g/result.txt’

In some cases only part of the output might beiegiple. The pipe/match and redirection
commands can be combined:

ping 10.0.0.1 | match expression “time.\d+" > cf3cf 1:/ping/time.txt

This records only the RTT portion (including therdiétime”).
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Basic Command Reference

Command Hierarchies

¢ Monitor Commands

¢ Environment Commands

Global CLI Commands

— back

— clear

— echo[text-to-echd[extra-text-to-echp[more-text

— enable-admin

— exec[-echd [-syntaX] filename

— exit[all]

— help

— history

— info [detall]

— logout

— password

— ping {ip-addresd dns-namg[rapid | detail] [ttl time-to-livg [tos type-of-servick[sizebyte§ [pat-
tern patterr] [sourceip-addres§[interval secondk[{ next-hopip-addres$ | {interface interface-
namé |bypass-routing [count requests[do-not-fragment] [router [router-instancejervice-name
service-namfgtimeout timeouj

— pwec [previous]

— sleep[second$

— ssh[ip-addr|dns-name |username@ip-adifil usernamg[-v SSH-versioh [router router-instance

— telnet [ip-addres$dns-namg[port] [router router-instance

— traceroute {ip-addresq dns-namy ttl valug [wait millisecond$ [no-dng [sourceip-addres§ [tos
type-of-servicp

— tree [detalil]

— write {user| broadcas} message-string
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monitor

filter

— ip ip-filter-id entry entry-id [interval secondE[repeatrepeal [absolute|rate]
— ipv6 ipv6-filter-id entry entry-id [interval secondg[repeat repeaj [absolute|rate]
— mac mac-filter-id entry entry-id [interval secondl[repeatrepeat [absolute|rate]
lag lag-id [lag-id...(up to 5 max)]ipterval secondg[repeatrepeat [absolute| rate]
port port-id [port-id...(up to 5 max)]ipterval seconds[repeatrepeaj [absolute| rate]

service
— id service-id

— sapsap-id[interval secondp[repeatrepeat [absolute|rate]

management-access-filter
— ip entry entry-id[interval secondd [repeatrepea} [absolute|ratd
— ipv6 entry entry-id[interval secondd [repeatrepea} [absolute|ratd
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Environment Commands

<root>
— environment
— alias <alias-name> <alias-command-name>
— no aliasalias-name
— [no] create
— [no] more
— reduced-prompt [no. of nodes in prompt
— no reduced-prompt
— [no] saved-ind-prompt
— terminal
— lengthlines
— time-display {local | utc}
— [no] time-stamp
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Basic CLI Commands

Global Commands

enable-admin

Syntax  enable-admin
Context <global>

Description NOTE: See the description for tle@min-passwordcommand. If thedmin-passwordis config-
ured in theconfig>system>security>passwor@ontext, then any user can enter a special adinznis
tive mode by entering thenable-admincommand.

enable-adminis in the default profile. By default, all userg @jiven access to this command.

Once theenable-admincommand is entered, the user is prompted for ayuads If the password
matches, the user is given unrestricted accedsttieacommands.

The minimum length of the password is determinethiegyninimum-length command. The com-
plexity requirements for the password is determimgthecomplexity command.

The following displays a password configurationrapée:

A:ALA-1>config>system>security# info

password
aging 365
minimum-length 8
attempts 5 time 5 lockout 20
admin-password "rUYUz9XMo6I" hash
exit

A:ALA-1>config>system>security#

There are two ways to verify that a user is inghable-admin mode:
» show users — Administrator can know which users are in this mod

« Enter theenable-admin ~ command again at the root prompt and an error rgessal be
returned.

A:ALA-1# show users

User Type From Login time Idle time

admin Console -- 10AUG2006 13:55:24 0d 19:42:22
admin Telnet 10.20.30.93 09AUG2004 08:35:23 0d 00:0 0:00 A

Number of users : 2

7210 SAS D, E, K OS Basic System Configuration Guid e Page 49



Global Commands

'A' indicates user is in admin mode

A:ALA-1#

A:ALA-1# enabl e-adnin
MINOR: CLI Already in admin mode.
A:ALA-1#

back
Syntax  back
Context <GLOBAL>
Description This command moves the context back one levelotdmmand hierarchy. For example, if the cur-
rent level is theonfig router ospfconfig router interfaceinterface-idcontext, theback command
moves the cursor to tle@nfig router context level.
clear
Syntax  clear
Context <GLOBAL>
Description This command clears statistics for a specifiedtgoti clears and resets the entity.

Parameters cron — Clears CRON history.
filter — Clears IP (ipv4 and ipv6), MAC, and log filter cdars.
lag — Clears LAG-related entities.
log — Closes and reinitializes the log specified by Idg-i
port — Clears port statistics.
gos —Clears QoS statistics.
radius — Clears the RADIUS server state.
router — Clears router commands affecting the router ingamnevhich they are entered.

Values arp, authentication, bfd, dhcp, forwarding-tabdenp-redirect-route, interface, isis,
Idp, mpls, ospf, rip, rsvp

saa —Clears the SAA test results.

screen —Clears the console or telnet screen.

service —Clears service ID and statistical entities.

system —Clears (re-enables) a previously failed reference.
tacplus —Clears the TACACS+ server state.

trace — Clears the trace log.
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Syntax
Context

Description

Parameters

exec

Syntax
Context

Description

Parameters

Related
Commands

Root Commands

echo [text-to-echo] [extra-text-to-echo] [more-text]

<GLOBAL>

This command echoes arguments on the commandrligeprimary use of this command is to allow
messages to be displayed to the screen in filesuga@ with theexeccommand.

text-to-echo —Specifies a text string to be echoed up to 256addtars.
extra-text-to-echo —Specifies more text to be echoed up to 256 chasacte

more-text —Specifies more text to be echoed up to 256 chasacte

exec [-echo] [-syntax ] {filename | [eof_string]}

<GLOBAL>

This command executes the contents of a text $ilié they were CLI commands entered at the con-
sole.

Exec commands do not hame versions.

-echo —Echo the contents of thexecfile to the session screen as it executes.
Default Echo disabled.

-syntax —Perform a syntax check of the file without execgtine commands. Syntax checking will
be able to find invalid commands and keywords itoaill not be able to validate erroneous user-
supplied parameters.

Default Execute file commands.
filename —The text file with CLI commands to execute.

<< — Stdin can be used as the source of commands fextwcommand. When stdin is used as the
exec command input, the command list is terminati¢al <Ctrl-C>, “EOF<Return>" or
“eof_stringcReturn>".

If an error occurs entering an exec file sourcedfstdin, all commands after the command
returning the error will be silently ignored. Theee command will indicate the command error
line number when the stdin input is terminated waithend-of-file input.

eof _string —The ASCII printable string used to indicate the ehthe exec file when stdin is used as
the exec file source. <Ctrl-C> and “EOF” can alwhgsused to terminate an exec file sourced
from stdin.

Default <Ctrl-C>, EOF

boot-bad-exec command on page 298 Use this command to configure a URL for a CLI stctip
exec following a failed configuration boot.

boot-good-exec command on page 298 Yse this command to configure a URL for a CLI stciip
exec following a successful configuration boot.
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exit
Syntax  exit [all]
Context <GLOBAL>
Description This command returns to the context from whichdheent level was entered. For example, if you

navigated to the current level on a context by exinbasis, then thexit command only moves the
cursor back one level.

A:Dut-G# configure
A:Dut-G>config# service
A:Dut-G>config>service# vpls 1
A:Dut-G>config>service>vpls# exit
A:Dut-G>config>service# exit
A:Dut-G>config# exit

If you navigated to the current level by enteringpenmand string, then tlexit command returns the
cursor to the context in which the command wagaihitentered.

A:Dut-G# configure service vpls 1

A:Dut-G>config>service>vpls# exit

A:Dut-G#

The exit all command moves the cursor all the way back to the ro ot level.

A:Dut-G# configure

A:Dut-G>config# service
A:Dut-G>config>service# vpls 1
A:Dut-G>config>service>vpls# exit all
A:Dut-G#

Parameters all — Exits back to the root CLI context.

help
Syntax help
help edit
help global
help special-characters
<GLOBAL>
Description This command provides a brief description of thip lsgstem. The following information displays:
Help may be requested at any point by hitting a que stion mark '?".
In case of an executable node, the syntax for that node will be displayed with an
explanation of all parameters.
In case of sub-commands, a brief description is pro vided.
Global Commands:
Help on global commands can be observed by issuing "help globals" at any time.
Editing Commands:
Help on editing commands can be observed by issuing "help edit" at any time.

Parameters help — Displays a brief description of the help system.
help edit — Displays help on editing.

Available editing keystrokes:
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Delete current character..................... Ctrl-d
Delete text up to cursor..................... Ctrl-u
Delete text after cursor..................... Ctrl-k
Move to beginning of line. ....Ctrl-a
Move to end of line................... Ctrl-e

Get prior command from history............... Ctrl-p
Get next command from history................ Ctrl-n
Move cursor left.........ccccvvvveereeennn. Ctrl-b

Move cursor right..........coooevecieeeens Ctrl-f

Move back one word..............ceveeeen.n. Esc-b
Move forward one word..............ccueeeeee. Esc-f
Convert rest of word to uppercase............ Esc-c
Convert rest of word to lowercase............ Esc-I
Delete remainder of word......... ..Esc-d
Delete word up to cursor..................... Ctrl-w

Transpose current and previous character.....Ctrl-t
Enter command and return to root prompt......Ctrl-z
Refresh input line............ccccovveeeen. Ctrl-l

help global —Displays help on global commands.

Available global commands:

back - Go back a level in the command tr ee

echo - Echo the text that is typed in

exec - Execute a file - use -echo to sho w the commands and
prompts on the screen

exit - Exit to intermediate mode - use o ption all to exit to
root prompt

help - Display help

history - Show command history

info - Display configuration for the pre sent node

logout - Log off this system

oam + OAM Test Suite

ping - Verify the reachability of a remo te host

pwc - Show the present working context

sleep - Sleep for specified number of sec onds

ssh - SSH to a host

telnet - Telnet to a host

traceroute - Determine the route to a destinat ion address

tree - Display command tree structure fr om the context of
execution

write - Write text to another user

help special-characters —Displays help on special characters.

Use the following CLI commands to display more mnfiation about commands and command syn-
tax:

? —Lists all commands in the current context.
string? — Lists all commands available in the current contbat start with the string.
command ? —Display command'’s syntax and associated keywords.

string<Tab> or string<Space> —Complete a partial command name (auto-completioffi}io
available commands that match the string.
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history

Syntax history
Context <GLOBAL>

Description This command lists the last 30 commands enteréusrsession.

Re-execute a command in the history with theommand, whera is the line number associated
with the command in the history output.

For example:

A:ALA-1# history

68 info

69 exit

70 info

71 filter

72 exit all

73 configure

74 router

75 info

76 interface "test"

77 exit

78 reduced-prompt

79 info

80 interface "test"

81 icmp unreachables exit all

82 exit all

83 reduced-prompt

84 configure router

85 interface

86 info

87 interface "test"

88 info

89 reduced-prompt

90 exit all

91 configure

92 card 1

93 card-type

94 exit

95 router

96 exit

97 history
A:ALA-1# 191
A:ALA-1# configure
A:ALA-1>config#

info
Syntax info [detail ]
Context <GLOBAL>
Description This command displays the running configurationtfar configuration context.
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The output of this command is similar to the outpiidshow configcommand. This command, how-
ever, lists the configuration of the context whi¢iie entered and all branches below that context
level.

By default, the command only enters the configoraparameters that vary from the default values.
Thedetail keyword causes all configuration parameters tdisglayed.

For example,

*A:STU-1>config>service# info detail

customer 1 create
description "Default customer"
no contact
no phone
exit
ies 1 customer 1 create
no description
interface "new" create
no description
address 21.0.0.2/8
no mac
arp-timeout 14400
icmp
redirects 100 10
unreachables 100 10
ttl-expired 100 10
exit
sap 1/1/18:0.* create
no description
ingress
no match-qing-dotlp
no filter
exit
egress
no ging-mark-top-only
no filter
exit
no shutdown
exit
no shutdown
exit
no shutdown
exit
vpls 100 customer 1 svc-sap-type dotlq crea te
no description
no disable-learning
no disable-aging
no discard-unknown
fdb-table-size 250
fdb-table-high-wmark 95
fdb-table-low-wmark 90
local-age 300
stp
shutdown
priority 32768
hello-time 2
forward-delay 15
max-age 20
hold-count 6
mode rstp
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exit
mac-move
move-frequency 2
retry-timeout 10
shutdown
exit
sap 1/1/14:100 create
no description
no tod-suite
limit-mac-move blockable
no disable-aging
no max-nbr-mac-addr
no discard-unknown-source
no mac-pinning
stp
path-cost 10
priority 128
no edge-port
auto-edge
link-type pt-pt
no root-guard
no shutdown
exit
dotlag
exit
no authentication-policy
no I2pt-termination
no bpdu-translation
ingress
qos 1
no match-qing-dotlp
no filter
exit
egress
no ging-mark-top-only
no filter
no agg-rate-limit
exit
no collect-stats
no accounting-policy
no shutdown
exit
sap 1/1/15:100 create
no description
no tod-suite
limit-mac-move blockable
no disable-aging
no max-nbr-mac-addr
no discard-unknown-source
no mac-pinning
stp
path-cost 10
priority 128
no edge-port
auto-edge
link-type pt-pt
no root-guard
no shutdown
exit
dotlag
exit

7210 SAS D, E, K OS Basic System Configurati

on Guide



no authentication-policy
no I2pt-termination
no bpdu-translation
ingress
qos 1
no match-ging-dotlp
no filter
exit
egress
no ging-mark-top-only
no filter
no agg-rate-limit
exit
no collect-stats
no accounting-policy
no shutdown
exit
no shutdown
exit
ies 4001 customer 1 create
no description
interface "inband" create
no description
address 192.168.1.11/24
no mac
arp-timeout 14400
icmp
redirects 100 10
unreachables 100 10
ttl-expired 100 10
exit
sap 1/1/24:0.* create
no description
ingress
no match-qing-dotlp
no filter
exit
egress
no ging-mark-top-only
no filter
exit
no shutdown
exit
no shutdown
exit
interface "direct” create
no description
address 10.135.16.97/24
no mac
arp-timeout 14400
icmp
redirects 100 10
unreachables 100 10
ttl-expired 100 10
exit
sap 1/1/21:0.* create
no description
ingress
no match-qing-dotlp
no filter
exit
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egress
no ging-mark-top-only
no filter
exit
no shutdown
exit
no shutdown
exit
no shutdown
exit

*A:STU-1>config>service#

Parameters detail — Displays all configuration parameters includinggraeters at their default values.

logout

Syntax logout
Context <GLOBAL>
Description This command logs out of the router session.

When thdogout command is issued from the console, the login ptasgisplayed, and any log IDs

directed to the console are discarded. When theatersession resumes (regardless of the user), the
log output to the console resumes.

When a Telnet session is terminated frolognut command, all log IDs directed to the session are
removed. When a user logs back in, the log IDs hese-created.
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password

Syntax ~ password
Context <ROOT>

Description This command changes a user CLI login password.

When a user logs in after the administrator foecesw-password-at-login or the password has
expired @ging), then this command is automatically invoked.

When invoked, the user is prompted to enter thgpakbword, the new password, and then the new
password again to verify the correct input.

If a user fails to create a new password afteatlreinistrator forces mew-password-at-loginor
after the password has expired, the user is novatl access to the CLI.

ping

Syntax  ping {ip-address | dns-name} [rapid | detail ] [ttl time-to-live] [tos type-of-service] [size
bytes] [pattern pattern] [source ip-address] [interval seconds] [{next-hop ip-address} |
{interface interface-name} | bypass-routing ] [count requests] [do-not-fragment ] [router
router-instance|service-name service-name][timeout timeout]

Context <GLOBAL>
Description This command is the TCP/IP utility to verify IP obability.

Parameters ip-addresq dns-name —Fhe remote host to ping. The IP address or the b&iBe (if DNS name
resolution is configured) can be specified.

Values ipv4-address - a.b.c.d
ipv6-address - x:x:x:x:x:x:x:x[-interface]
XCXXXXX:X [-interface]
xaxex:x:x:x:d.d.d.d
x: 0 —FFFFH
d:0— 255D

rapid | detail — Therapid parameter specifies to send ping requests rafitiyresults are reported
in a single message, not in individual messagesdoh ping request. By default, five ping
requests are sent before the results are repdidethange the number of requests, include the
count option.

Thedetail parameter includes in the output the interfacavbith the ping reply was received.
Example output:

*A:ALU-7210# ping 192.XXX.XXX.XXX
PING 192.xxx.xxx.xxx 56 data bytes

64 bytes from 192.XXX.XXX.XxX: icmp_seq=1 ttI=64 ti me<10ms.
64 bytes from 1192.xxx.XxX.XXX: icmp_seq=2 ttI=64 t ime<10ms.
64 bytes from 192.xxX.XXX.XXx: icmp_seq=3 ttI=64 ti me<10ms.
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64 bytes from 192.xxX.XXX.XXX: icmp_seq=4 ttI=64 ti me<10ms.
64 bytes from 192.xxX.XXX.XXx: icmp_seq=>5 ttI=64 ti me<10ms.

---- 192 .xxx.xxx.xxx PING Statistics ----

5 packets transmitted, 5 packets received, 0.00% pa cket loss
round-trip min < 10ms, avg < 10ms, max < 10ms, stdd ev < 10ms
*A:ALU-7210#

ttl time-to-live— The IP Time To Live (TTL) value to include in thang request, expressed as a
decimal integer.

Values 0—128

tos type-of-service— The type-of-service (TOS) bits in the IP headethefping packets, expressed
as a decimal integer.

Values 0— 255
sizebytes— The size in bytes of the ping request packets.

Default 56 bytes (actually 64 bytes because 8 bytes of |@HIer data are added to the
packet)

Values 0 — 65507

pattern pattern— A 16-bit pattern string to include in the ping patlexpressed as a decimal
integer.

Values 0 — 65535
sourceip-address— The source IP address to use in the ping requesiistied decimal notation.
Default The IP address of the egress IP interface.

Values ipv4-address - a.b.c.d
ipv6-address - x:x:x:x:x:x:x:x[-interface]
XCXXXXX:X [-interface]
xaxex:x:x:x:d.d.d.d
x: 0 —FFFFH
d:0— 255D

interval seconds— The interval in seconds between consecutive piggasts, expressed as a
decimal integer.

Default 1
Values 1— 10000

next-hop ip-address— This option disregards the routing table and vahd this packet to the
specified next hop address. This address must be adjacent router that is attached to a subnet
that is common between this and the next-hop router

Default Per the routing table.

Values ipv4-address - a.b.c.d
ipv6-address - x:x:x:x:x:x:x:x[-interface]
xaxexax:x:x:d.d.d.d[-interface]
x - [0..FFFF]H
d - [0..255]D

interface interface-name— Specify the interface name.
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bypass-routing —Send the ping request to a host on a directly la¢hoetwork bypassing the
routing table. The host must be on a directly attalcnetwork or an error is returned.

count requests— The number of ping requests to send to the renmgt bxpressed as a decimal
integer.

Default 5
Values 1— 10000

do-not-fragment — Specifies that the request frame should not berfeaged. This option is
particularly useful in combination with the sizeameter for maximum MTU determination.

router router-instance— Specify the router name or service ID.
Default Base

Values router-name Base, management
service-id 1— 2147483647

timeout timeout— Specify the timeout in seconds.
Default 5
Values 1—10
service-nameservice-name -Specifies a unique service name to identify theiser

Values [64 chars max]

pwc
Syntax  pwc [previous ]
Context <GLOBAL>
Description This command displays the present or previous wgrkbntext of the CLI session. The/c com-

mand provides a user who is in the process of diesiy configuring a chassis a way to display the
current or previous working context of the CLI sessThepwc command displays a list of the CLI
nodes that hierarchically define the current contéthe CLI instance of the user. For example:

A:Dut-G>config>service>vpls# pwc

Present Working Context :

<root>
configure
service
vpls 1

A:Dut-G>config>service>vpls#

When theprevious keyword is specified, the previous context displaihis is the context entered by
the CLI parser upon execution of et command. The current context of the CLI is notetiéd by
thepwc command.

Parameters previous — Specifies to display the previous present workiogtext.
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sleep

Syntax
Context

Description

Parameters

ssh

Syntax

Context

Description

Parameters

telnet

Syntax
Context

Description

Page 62

sleep [seconds]
<GLOBAL>

This command causes the console session to paasatiop (sleep) for 1 second (default) or for the
specified number of seconds.

seconds —Fhe number of seconds for the console sessiorépsexpressed as a decimal integer.
Default 1

Values 1— 100

ssh [ip-addr | dns-name |username@ip-addr] [-] username] [-v SSH-version] [router router-
instance]

<GLOBAL>

This command initiates a client SSH session withrdmote host and is independent from the admin-
istrative or operational state of the SSH servexveler, to be the target of an SSH session, the SSH
server must be operational.

Quitting SSH while in the process of authenticai®accomplished by either executing a ctrl-c or
"~" (tilde and dot) assuming the “~" is the detaedcape character for SSH session.

ip-addresq host-name —Fhe remote host to which to open an SSH sessianlHladdress or the
DNS name (providing DNS name resolution is configl)rcan be specified.

-| user— The user name to use when opening the SSH session.

router router-instance— Specify the router name or service ID.

Values router-name Base, management (supported only on 7210 SASHS-man-
agement.
Default Base

telnet [ip-address | dns-name] [port] [router router-instance]
<GLOBAL>

This command opens a Telnet session to a remoteTedset servers in 7210 SAS networks limit a
Telnet clients to three retries to login. The Telrver disconnects the Telnet client sessiom afte
three retries. The number of retry attempts foekdt client session is not user-configurable.
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Parameters ip-address —The IP address or the DNS name (providing DNS naaselution is configured) can
be specified.

Values ipv4-address a.b.cd

ipv6-address XXCXXX:XX:X (eight 16-bitgies)
xax:x:x:x:x:d.d.d.d
x: [0.. FFFF]H
d: [0..255]D

dns-name —Specify the DNS name (if DNS name resolution isficpmed).
Values 128 characters maximum

port —The TCP port number to use to Telnet to the rerost, expressed as a decimal integer.
Default 23
Values 1— 65535

router router-instance— Specify the router name or service ID.

Values router-name Base, management (supported only on 7210 SASHS-aan-
agement.
Default Base

traceroute

Syntax  traceroute {ip-address | dns-name} [ttl ttl] [wait milliseconds] [no-dns ] [source ip-address]
[tos type-of-service] [router router-instance]

Context <GLOBAL>

Description The TCP/IP traceroute utility determines the rdota destination address. Note that aborting a trac
eroute with the <Ctrl-C> command could require iisgla second <Ctrl-C> command before the
prompt is returned.

A:ALA-1# traceroute 192.168.xx.xx4

traceroute to 192.168.xx.xx4, 30 hops max, 40 byte packets
1 192.168.xx.xx4 0.000 ms 0.000 ms 0.000 ms
AALA-1#
Parameters ip-addresq dns-name —Fhe remote address to traceroute. The IP addre¢be @NS name (if DNS

name resolution is configured) can be specified.
Values ipv4-address a.b.cd
ipv6-address XXCXXX:XX:X (eight 16-bitggies)
xax:x:x:x:x:d.d.d.d
x: [0 .. FFFF]H
d: [0..255]D

ttl ttl — The maximum Time-To-Live (TTL) value to includetime traceroute request, expressed as a
decimal integer.

Values 1— 255
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tree

Syntax
Context
Description

Parameters

write

Syntax
Context
Description

Parameters
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wait milliseconds— The time in milliseconds to wait for a response f@robe, expressed as a
decimal integer.

Default 5000
Values 1— 60000

no-dns —When theno-dnskeyword is specified, a DNS lookup for the spedfhost name will not
be performed.

Default DNS lookups are performed

sourceip-address— The source IP address to use as the source ofdbe packets in dotted
decimal notation. If the IP address is not onenefdevice’s interfaces, an error is returned.

tos type-of-service— The type-of-service (TOS) bits in the IP headethefprobe packets, expressed
as a decimal integer.

Values 0— 255

router router-instance— Specifies the router name or service ID.

Values router-name Base, management (supported only on 7210 SASgkS-man-
agement.
service-id 1 — 2147483647

Default Base

tree [detail ]

<GLOBAL>
This command displays the command hierarchy stredtom the present working context.

detail — Includes parameter information for each commanplaygd in the tree output.

write {user | broadcast } message-string

<GLOBAL>
This command sends a console message to a spesafior to all users with active console sessions.

user —The name of a user with an active console sessiarhich to send a console message.
Values Any valid CLI username
broadcast —Specifies that themessage-strings to be sent to all users logged into the router.

message-string -Fhe message string to send. Allowed values arestaimg up to 250 characters
long composed of printable, 7-bit ASCII charactérthe string contains special characters (#, $,
spaces, etc.), the entire string must be encloghihvdouble quotes.
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CLI Environment Commands

alias

Syntax

Context

Description

Parameters

create

Syntax
Context

Description

Default

more

Syntax
Context

Description
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alias alias-name alias-command-line
no alias alias-name

environment

This command enables the substitution of a comniiaady an alias. Use ttadias command to cre-
ate alternative or easier to remember/understansdor an entity or command string. If the string
contains special characters (#, $, spaces, dte.grttire string must be enclosed within double
guotes. Only a single command can be present indinenand string. Thalias command can be
entered in any context but must be created imabe>-environment context.

For example, to create an alias nameito display OSPF interfaces, enter:

alias soi “show router ospf interface”

alias-name —The alias name. Do not use a valid command stanthe alias. If the alias specified is
an actual command, this causes the command tptezee by the alias.

alias-command-line —Fhe command line to be associated.

[no] create
environment

By default, thecreate command is required to create a new OS entity.

Theno form of the command disables requiring theate keyword.

create— The create keyword is required.

[no] more
environment

This command enables per-screen CLI output, meghatghe output is displayed on a screen-by-
screen basis. The terminal screen length can bdfietbdith theterminal command.
The following prompt appears at the end of eachestof paginated output:

Press any key to continue (Q to quit)

Theno form of the command displays the output all ateoritthe output length is longer than one
screen, the entire output will be displayed, whitdwy scroll the screen.
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Default

more — CLI output pauses at the end of each screenngdidr the user input to continue.

reduced-prompt

Syntax

Context

Description

Default

Parameters

reduced-prompt [number of nodes in prompt]
no reduced-prompt

environment

This command configures the maximum number of higHd context levels to display in the CLI
prompt for the current CLI session. This commanasisful when configuring features that are sev-
eral node levels deep, causing the CLI prompt tmbee too long.

By default, the CLI prompt displays the system name the complete context in the CLI.

The number ohodesspecified indicates the number of higher-leveltegts that can be displayed in
the prompt. For example, if reduced prompt is &, tthe two highest contexts from the present
working context are displayed by name with the bid¢teduced) contexts compressed into a ellipsis

...

A:ALA-1>environment# reduced-prompt 2
A:ALA-1>vonfig>router# interface to-103
A:ALA-1>...router>if#

Note that the setting is not saved in the confijona It must be reset for each CLI session orextor
in anexecscript file.

Theno form of the command reverts to the default.
no reduced-prompt— Displays all context nodes in the CLI prompt.

number of nodes in prompt Fhe maximum number of higher-level nodes displayedame in the
prompt, expressed as a decimal integer.

Default 2
Values 0—15

saved-ind-prompt

Syntax
Context

Description
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[no] saved-ind-prompt
environment

This command enables saved indicator in the proipen changes are made to the configuration
file a “*" appears in the prompt string indicatittgat the changes have not been saved. When an
admin save command is executed the “*” disappears.

*A:ALA-48# admin save

Writing file to ftp://128.251.10.43/./sim48/sim4@ntfig.cfg
Saving configuration .... Completed.

A:ALA-48#
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Context

Description

length

Syntax
Context
Default

Parameters

time-display

Syntax
Context

Description

Default

time-stamp

Syntax
Context

Description
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terminal
no terminal

environment

This command enables the context to configuredfraihal screen length for the current CLI session.

length lines
environment>terminal
24— Terminal dimensions are set to 24 lines lon@@yharacters wide.

lines —The number of lines for the terminal screen lengipressed as a decimal integer.

Values 1—512

time-display {local | utc}
environment

This command displays time stamps in the CLI sessased on local time or Coordinated Universal
Time (UTC).

The system keeps time internally in UTC and is bépaf displaying the time in either UTC or local
time based on the time zone configured.

This configuration command is only valid for timgisplayed in the current CLI session. This
includes displays of event logs, traps and all ofii@ces where a time stamp is displayed.

In general all time stamps are shown in the tinkecséed. This includes log entries destined for con-
sole/session, memory, or SNMP logs. Log files omgact flash are maintained and displayed in
UTC format.

time-display local— Displays time stamps based on the local time.

time-stamp
environment

This command displays time stamps in the CLI s@ssio
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Monitor CLI Commands

filter

Syntax
Context

Description

Syntax

Context

Description

Parameters
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filter
monitor

This command enables the context to configurer@ite monitor IP and MAC filter statistics.

ip ip-filter-id entry entry-id [interval seconds] [repeat repeat] [absolute | rate]

monitor>filter
monitor>management-access-filter

This command enables IP filter monitoring. Theistigial information for the specified IP filter ept
displays at the configured interval until the cgnfied count is reached.

The first screen displays the current statistitztee to the specified IP filter. The subsequent
statistical information listed for each intervablisplayed as a delta to the previous display.

When the keywordate is specified, the "rate per second" for eachsttatis displayed instead of the
delta.

Monitor commands are similar showcommands but only statistical information displaionitor
commands display the selected statistics accotditige configured number of times at the interval
specified.

ip-filter-id — Displays detailed information for the specifiedéil ID and its filter entries.
Values 1 — 65535
entry entry-id —Displays information on the specified filter entBy for the specified filter ID only.
Values 1 — 65535
interval seconds— Configures the interval for each display in seconds
Default 5 seconds
Values 3—60
repeat repeat —Configures how many times the command is repeated.
Default 10
Values 1—999

absolute —When theabsolutekeyword is specified, the raw statistics are digptl, without
processing. No calculations are performed on tita de rate statistics.

rate — When therate keyword is specified, the rate-per-second for esdatistic is displayed
instead of the delta.
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Sample Output

A:ALA-1>monitor# filter ip 10 entry 1 interval 3 repeat 3 absolute

Monitor statistics for IP filter 10 entry 1

At time t = 0 sec (Base Statistics)

Ing. Matches: 0 Egr. Matches :0

At time t = 3 sec (Mode: Absolute)

Ing. Matches: 0 Egr. Matches :0

At time t = 6 sec (Mode: Absolute)

Ing. Matches: 0 Egr. Matches : 0

At time t = 9 sec (Mode: Absolute)

Ing. Matches: 0 Egr. Matches :0

A:ALA-1>monitor#

A:ALA-1>monitor# filter ip 10 entry 1 interval 3 repeat 3 rate

Monitor statistics for IP filter 10 entry 1

At time t = 0 sec (Base Statistics)

Ing. Matches: 0 Egr. Matches : 0

At time t = 3 sec (Mode: Rate)

Ing. Matches: 0 Egr. Matches :0

At time t = 6 sec (Mode: Rate)

Ing. Matches: 0 Egr. Matches :0

At time t = 9 sec (Mode: Rate)

Ing. Matches: 0 Egr. Matches : 0

A:ALA-1>monitor#
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ipv6
Syntax

Context

Description

Parameters
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ipv6 ipv6-filter-id entry entry-id [interval seconds] [repeat repeat] [absolute | rate]

monitor>filter
monitor>management-access-filter

This command enables IPv6 filter monitoring. Thegistical information for the specified IPv6 filter
entry displays at the configured interval until t@nfigured count is reached.

The first screen displays the current statistitztee to the specified IPv6 filter. The subsequent
statistical information listed for each intervablisplayed as a delta to the previous display.

When the keywordate is specified, the "rate per second" for eachsttatis displayed instead of the
delta.

Monitor commands are similar showcommands but only statistical information displaionitor
commands display the selected statistics accotditige configured number of times at the interval
specified.

ivep-filter-id —Displays detailed information for the specified &Hfilter ID and its filter entries.
Values 1 —65535

entry entry-id —Displays information on the specified IPv6 filtertey ID for the specified filter ID
only.

Values 1 —65535

interval seconds— Configures the interval for each display in seconds
Default 10 seconds
Values 3—60

repeat repeat —Configures how many times the command is repeated.
Default 10
Values 1—999

absolute —When theabsolutekeyword is specified, the raw statistics are digptl, without pro-
cessing. No calculations are performed on the deltate statistics.

rate — When therate keyword is specified, the rate-per-second for esatistic is displayed instead
of the delta.

Sample Output

*A:7210SAS>monitor>filter# ipv6 10 entry 10 interva | 3 repeat 3 absolute

Monitor statistics for IPv6 filter 10 entry 10

At time t = 0 sec (Base Statistics)

Ing. Matches : 0 pkts
Egr. Matches : 0 pkts

7210 SAS D, E, K OS Basic System Configurati on Guide



mac

Syntax
Context

Description

Parameters
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At time t = 3 sec (Mode: Absolute)

Ing. Matches : 0 pkts
Egr. Matches : 0 pkts

At time t = 6 sec (Mode: Absolute)

Ing. Matches : 0 pkts
Egr. Matches : 0 pkts

At time t = 9 sec (Mode: Absolute)

Ing. Matches : 0 pkts
Egr. Matches : 0 pkts

*A:7210SAS>monitor>filter#

mac mac-filter-id entry entry-id [interval seconds] [repeat repeat] [absolute | rate]
monitor>filter

This command enables MAC filter monitoring. Thetistacal information for the specified MAC
filter entry displays at the configured intervatiuthe configured count is reached.

The first screen displays the current statistitatee to the specified MAC filter. The subsequent
statistical information listed for each intervatlisplayed as a delta to the previous display. When
keywordrate is specified, the "rate per second" for eachstatis displayed instead of the delta.

Monitor commands are similar showcommands but only statistical information displaionitor
commands display the selected statistics accotditige configured number of times at the interval
specified.

mac-filter-id —The MAC filter policy ID.
Values 1— 65535
entry entry-id —Displays information on the specified filter entBy for the specified filter ID only.
Values 1 — 65535
interval seconds— Configures the interval for each display in seconds
Default 5 seconds
Values 3—60
repeat repeat —Configures how many times the command is repeated.
Default 10
Values 1—999
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Syntax
Context

Description
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absolute —When theabsolutekeyword is specified, the raw statistics are digptl, without pro-
cessing. No calculations are performed on the deltate statistics.

rate — When theate keyword is specified, the rate-per-second for esatistic is displayed instead
of the delta.

Sample Output

A:ALA-1>monitor>filter# mac 50 entry 10 interval 3 repeat 3 absolute

Monitor statistics for Mac filter 50 entry 10

At time t = 0 sec (Base Statistics)

Ing. Matches: 0 Egr. Matches :0

At time t = 3 sec (Mode: Absolute)

Ing. Matches: 0 Egr. Matches :0

At time t = 6 sec (Mode: Absolute)

Ing. Matches: 0 Egr. Matches : 0

At time t = 9 sec (Mode: Absolute)

Ing. Matches: 0 Egr. Matches :0

A:ALA-1>monitor>filter# mac 50 entry 10 interval 3 repeat 3 rate

Monitor statistics for Mac filter 50 entry 10

At time t = 0 sec (Base Statistics)

Ing. Matches: 0 Egr. Matches :0

At time t = 3 sec (Mode: Rate)

Ing. Matches: 0 Egr. Matches :0

At time t = 6 sec (Mode: Rate)

Ing. Matches: 0 Egr. Matches :0

At time t = 9 sec (Mode: Rate)

Ing. Matches: 0 Egr. Matches :0

A:ALA-1>monitor>filter#
lag lag-id [lag-id...(up to 5 max)] [interval seconds] [repeat repeat] [absolute | rate]

monitor

Platforms Supported: 7210 SAS-D and 7210 SAS-E.
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This command monitors traffic statistics for Linig@regation Group (LAG) ports. Statistical infor-
mation for the specified LAG ID(s) displays at tanfigured interval until the configured count is
reached.

The first screen displays the current statistitatee to the specified LAG ID. The subsequent stati
tical information listed for each interval is diaged as a delta to the previous display. When ¢lye k
word rate is specified, the “rate per second” for each stiatis displayed instead of the delta.

Monitor commands are similar show commands but only statistical information displayienitor
commands display the selected statistics accotditige configured number of times at the interval
specified.

lag-id —The number of the LAG.
Default none — The LAG ID value must be specified.
Values 1—6

interval seconds— Configures the interval for each display in seconds
Default 5 seconds
Values 3—60

repeatrepeat— Configures how many times the command is repeated.
Default 10
Values 1—999

absolute —When theabsolutekeyword is specified, the raw statistics are digptl, without
processing. No calculations are performed on thia de rate statistics.

rate — When therate keyword is specified, the rate-per-second for esatistic is displayed instead
of the delta.

Sample Output

A:ALA-12# monitor lag 2

Monitor statistics for LAG ID 2

Port-id Input Input  Output Output Input  Output
Bytes Packets Bytes Packets  Errors Errors

At time t = 0 sec (Base Statistics)

1/1/1 2168900 26450 64 1 0 0
1/1/2 10677318 125610 2273750 26439 0 0
1/1/3 2168490 26445 O 0 0 0
Totals 15014708 178505 2273814 26440 0 0

At time t = 5 sec (Mode: Delta)

1/1/1 0 0 0 0 0 0
1/1/2 258 3 86 1 0 0
1/1/3 82 1 0 0 0 0
Totals 340 4 86 1 0 0
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A:ALA-12#

management-access-filter

Syntax
Context

Description

Syntax
Context

Description

Parameters

ipv6
Syntax

Context

Description
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management-access-filter

monitor

This command enables the context to monitor managesaccess filters. These filters are configured
in the config>system>security>mgmt-access-filtecontext.

ip entry entry-id [interval seconds] [repeat repeat] [absolute | rate]
monitor>management-access-filter
Platforms Supported: 7210 SAS-D and 7210 SAS-E.
This command nonitors statistics for the MAF IRefilentry.
entry entry-id— Specifies an existing IP MAF entry ID.
Values 1—9999
interval seconds -€onfigures the interval for each display in seconds
Default 10
Values 3—60
repeatrepeat— Configures how many times the command is repeated.
Default 10
Values 1—999

absolute —When theabsolutekeyword is specified, the raw statistics are digptl, without
processing. No calculations are performed on tita de rate statistics.

rate — When therate keyword is specified, the rate-per-second for esatistic is displayed instead
of the delta.

ipv6 entry-id [interval seconds] [repeat repeat] [absolute | rate]
monitor>management-access-filter

Platforms Supported: 7210 SAS-D and 7210 SAS-E.
This command nonitors statistics for the MAF IPil&f entry.
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Syntax
Context

Description

Parameters

Root Commands

entry entry-id— Specifies an existing IP MAF entry ID.
Values 1—9999

interval seconds -€onfigures the interval for each display in seconds
Default 10
Values 3—60

repeatrepeat— Configures how many times the command is repeated.
Default 10
Values 1—999

absolute —When theabsolutekeyword is specified, the raw statistics are digptl, without
processing. No calculations are performed on tita de rate statistics.

rate — When therate keyword is specified, the rate-per-second for esatistic is displayed instead
of the delta.

port port-id [port-id...(up to 5 max)] [interval seconds] [repeat repeat] [absolute | rate]
monitor

This command enables port traffic monitoring. Bpecified port(s) statistical information displays
at the configured interval until the configured nbis reached.

The first screen displays the current statistitatee to the specified port(s). The subsequent
statistical information listed for each intervatlisplayed as a delta to the previous display. When
keywordrate is specified, the "rate per second" for eachstatis displayed instead of the delta.

Monitor commands are similar showcommands but only statistical information displaijonitor
commands display the selected statistics accotditige configured number of times at the interval
specified.

port port-id —Specify up to 5 port IDs.

interval seconds— Configures the interval for each display in seconds
Default 5 seconds
Values 3—60

repeat repeat —Configures how many times the command is repeated.
Default 10
Values 1—999

absolute —When theabsolutekeyword is specified, the raw statistics are digptl, without
processing. No calculations are performed on thia de rate statistics.

rate — When therate keyword is specified, the rate-per-second for edatistic is displayed
instead of the delta.
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Sample Output

A:ALA-12>monitor# port 1/1/4 interval

Monitor statistics for Port 1/1/4

Input Output
At time t = 0 sec (Base Statistics)
Octets 0 0
Packets 39 175
Errors 0 0
At time t = 3 sec (Mode: Absolute)
Octets 0 0
Packets 39 175
Errors 0 0
At time t = 6 sec (Mode: Absolute)
Octets 0 0
Packets 39 175
Errors 0 0
At time t = 9 sec (Mode: Absolute)
Octets 0 0
Packets 39 175
Errors 0 0
A:ALA-12>monitor#
A:ALA-12>monitor# port 1/1/4 interval
Monitor statistics for Port 1/ 1/ 4

Input Output
At time t = 0 sec (Base Statistics)
Octets 0 0
Packets 39 175
Errors 0 0
At time t = 3 sec (Mode: Rate)
Octets 0 0
Packets 0 0
Errors 0 0
At time t = 6 sec (Mode: Rate)
Octets 0 0
Packets 0 0
Errors 0 0

At time t = 9 sec (Mode: Rate)
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Syntax
Context

Description

Root Commands

Octets 0 0
Packets 0 0
Errors 0 0

A:ALA-12>monitor#

service
monitor

This command enables the context to configurer@ite monitor specific service SAP criteria.

id service-id
monitor>service

This command displays statistics for a specifiviser, specified by theervice-id at the configured
interval until the configured count is reached.

The first screen displays the current statistitsted to theservice-id The subsequent statistical
information listed for each interval is displayeddaadelta to the previous display. When the keyword
rate is specified, the "rate per second" for eachsttatis displayed instead of the delta.

Monitor commands are similar showcommands but only statistical information displaionitor
commands display the selected statistics accotditige configured number of times at the interval
specified.

service-id —The unique service identification number which iifées the service in the service
domain.

sap sap-id [interval seconds] [repeat repeat] [absolute | rate]
monitor>service>id service-id

This command monitors statistics for a SAP assediatith this service.

This command displays statistics for a specific 3a&htified by theort-id and encapsulation value,
at the configured interval until the configured nbis reached.

The first screen displays the current statistitstee to the SAP. The subsequent statistical inderm
tion listed for each interval is displayed as dal@ the previous display. When the keywmate is
specified, the “rate per second” for each statistitisplayed instead of the delta.

Monitor commands are similar show commands but only statistical information displayi®nitor
commands display the selected statistics accotditige configured number of times at the interval
specified.
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Parameters sap-id —Specifies the physical port identifier portion betSAP definition.

Values sap-id null [port-id | lag-id]
dotlq port-id |lag-id]:* | gtag
ging [port-id | lag-id]:qtagl.qtag2
port-id slot/mda/port

lag-id lag-id
lag keyword
id 1—200

qtagl 0— 4094
gtag2 * 0— 4094

port-id —Specifies the physical port ID in tiséot/mda/portformat.

If the card in the slot has Media Dependent Adap@IDAS) installed, th@ort-id must be in the
slot_number/MDA_number/port_number format. Forragke 1/2/3 specifies port 3 on MDA 2
in slot 1.

gtagl, qtag2 —Specifies the encapsulation value used to idettidySAP on the port or sub-port. If
this parameter is not specificially defined, théadét value is O.

Values gtagl: 0— 4094
gtag? : *| 0 — 4094

The values depends on the encapsulation type aoefigor the interface. The following table
describes the allowed values for the port and endafion types.

Port Type Encap-Type Allowed Values Comments
Ethernet Null 0 The SAP is identified by the port.
Ethernet Dotlq 0 — 4094 The SAP is identified by tB2.8Q tag on the port.

Note that a 0 gtagl value also accepts untaggdefsac
on the dotlq port.

Ethernet QinQ gtagl: 0 — 4094 The SAP is identified by two 802.1Q tags on the.por
gtag2: 0 — 4094 Note that a 0 gtagl value also accepts untaggdaefsac
on the dotlq port.

interval seconds— Configures the interval for each display in seconds
Default 11 seconds
Values 11— 60

repeat repeat —Configures how many times the command is repeated.
Default 10
Values 1—999

absolute —When theabsolutekeyword is specified, the absolute rate-per-sea@hae for each
statistic is displayed.

rate — When therate keyword is specified, the rate-per-second for esatistic is displayed instead
of the delta.
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Sample Output

A:7210SAS-E>monitor>service>id# sap 1/1/1:100

Monitor statistics for Service 10000 SAP 1/1/1:100

At time t = 110 sec (Mode: Delta)

Ingress QoS Classifier Usage

Classifiers Allocated: 16 Meters Allocated : 8
Classifiers Used : 2 Meters Used : 2

Sap Statistics

Packets Octets
Ingress Stats: 1013264 0
Egress Stats: 163674 0

Sap STP Statistics

Forward transitions : 0 Bad BPDUs rcvd : 0
Cfg BPDUs rcvd : 0 Cfg BPDUs tx : 0

TCN BPDUs rcvd : 0 TCN BPDUs tx : 0
RST BPDUs rcvd : 0 RST BPDUs tx : 0
MST BPDUs rcvd : 0 MST BPDUs tx : 0

Sap per Meter Stats

Packets Octets
Ingress Meter 1 (Unicast)
For. InProf : 0 0
For. OutProf : 210645 0
Ingress Meter 11 (Multipoint)
For. InProf: 0 0
For. OutProf : 87238 0

A:7210SAS-E>monitor>service>id#
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alias
Syntax  alias
Context <root>
Description This command displays a list of existing aliases.

Output  Show Alias Fields — The following table describes alias output fields.

Table 11: Show Alias Output Fields

Label Description
Alias-Name Displays the name of the alias.
Alias-command-name The command and parameter syntax that define ih® al
Number of aliases The total number of aliases configured on the moute

Sample Output

A:ALA-103>config>system# show alias

Alias-Name Alias-command-name

sri show router interface

sse show service service- using epipe
ssvpls show service service- using vpls
ssi show service service- using ies

Number of aliases : 5

A:ALA-103>config>system#
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In This Chapter

This chapter provides information about file syst@mamnagement.
Topics in this chapter include:

e The File System on page 82
- Compact Flash Devices on page 82
- USB Storage Device on page 83
- URLSs on page 95
- Wildcards on page 86
* File Management Tasks on page 87
- Modifying File Attributes on page 97
- Creating Directories on page 88
- Copying Files on page 89
- Moving Files on page 90
- Removing Files and Deleting Directories on page 90
- Displaying Directory and File Information on pagke 9
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The File System

The 7210 SAS file system is used to store fileglws® generated by the system, for example,
image files, configuration files, logging files aadcounting files.

The file commands allow you to copy, create, mawvel delete files and directories, navigate to a
different directory, display file or directory camits and the image version.

Compact Flash Devices

Page 82

The file system is based on a DOS file system.

7210 SAS devices provide different storage optisash as internal flash or USB. The following
is the support available on different platforms:

e 7210 SAS-E supports an internal flash (named )céil a USB port (named ufl:\) for
USB based storage device

e 7210 SAS-D supports only an internal flash (narcfdd)

* 7210 SAS-K supports two USB ports. The one orrélae panel is called cfl1:\ with an
option to secure access to the USB port. The ontbefront panel is name ufl:\.

The above device names agtative device names as they refer to the devices lodale@ontrol
processor with the current console session. AsarixOS file system, the colon (*:") at the end of
the name indicates it is a device.

Note: From 7210 SAS 4.0R2 Release, a warning messaggpiayked on the console and a trap
(tmnxRootDirFull) is generated if the number oéfiland directories in the root directory crosses
the threshold limit of "80". A warning will be gersed for every new file or directory created
after threshold limit is exceeded. This limit igpéipable only for files and directories created in
the root directory on cfl:\. There is no restrintimn the number of files and directories created in
the sub-directories. The number of files in thet micectory might also increment by issuing the
command "admin save" or "bof save". When this eigdtsplayed it is expected that the user
cleans up the root directory and removes the urssacg files and directories or moves them to a
sub-directory created under the root-directoryrisuee that the number of entries (files or
directories) in the root directory is below theilinThere is no warning generated when the
number of files and directories comes down belosvttireshold.

The number of files or directories present in thet directory can be determined by using the
command "file dir cf1:\". For example:

*A:7210-SAS #

*A:7210-SAS #file dir
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Volume in drive cfl on slot A is /flash.
Volume in drive cfl on slot A is formatted as FAT3 2.

Directory of cfl:\

10/12/2011 10:37p 4248394 boot.tim

10/17/2011 07:28a 524 sasm.sdx

10/26/2011 10:06p 828 bof.cfg

10/27/2011 09:04p <DIR> act-collect

10/27/2011 09:06p  <DIR> act

10/17/2011 07:30a 0 testl.txt

10/26/2011 10:43p 5360 sasm.cfg

10/11/2011 06:42a 28821599 both.tim

10/26/2011 10:42p 14597 bootlog.txt

10/19/2011 04:22a 832 bof.cfg.1

10/17/2011 07:37a 827 testl

10/17/2011 07:38a 827 tes2

10/17/2011 07:38a 827 tes3

10/17/2011 07:39a 827 tes3567

10/17/2011 07:38a 827 tes356

10/18/2011 10:46p 5481 sasm.cfg.1l
14 File(s) 33117369 byt es.
2 Dir(s) 80470016 byt es free.

*A:7210-SAS #

In the above example, the total of files and dodes is 14 files + 2 directories = 16.

USB Storage Device

Note: USB devices are not supported on 7210 SAS-D dsvic

7210 SAS platform support USB interface which pded storage functionality. It allows the use
of USB sticks providing them an alternate storagation with larger capacity than the internal
flash.

The USB storage device can be used to store Timages, configuration files, accounting
records, and log files. The BOF file can pointrtages on USB and be used to load Timos images
and configuration files.

7210 SAS-K provide an option to load the bootlogtheot.tim) from the USB storage device
plugged into any one of the USB ports. This optfnot available on 7210 SAS-E.

NOTE:

* The list of USB devices and the capacities thauported for use with 7210 SAS are
listed in the 7210 SAS OS Software Release Notes.
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* When an USB device is unplugged or removed froensifstem a major alarm is raised.
The alarm can be cleared using the shutdown command

e 7210 SAS also autodetects the device type whemfthe supported devices are
connected to the USB interface. Only approved UZBg1storage device and optical clip-
on devices can be plugged in to the USB port aaderognized as valid devices. All
other unsupported devices will result in an erogy being printed.

e ltis highly recommended to use the “shutdown” awemd before removing the USB
storage device.

URLSs
The arguments for the 7210 SAS OS file commandsnadeled after standard universal resource
locator (URL). A URL refers to a file (f@e-url) or a directory (airectory-url).
7210 SAS OS supports operations on both the Idesdystem and on remote files. For the
purposes of categorizing the applicability of cormaisto local and remote file operations, URLs
are divided into three types of URLSs: local, ftmldfip. The syntax for each of the URL types are
listed inTable 12
Table 12: URL types and Syntax
URL Type Syntax Notes
local-url [cflash-id\]path cflash-idis the compact flash device name.
[usb-flash-id:\]path Values: cfl:
usb-flash-idis the USB device name.
Values: ufl:
ftp-url ftp:// [usernamg password@]hostpath An absolute ftp path from the root of the remote
file system.
usernamas the ftp user name
passwords the ftp user password
hostis the remote host
pathis the path to the directory or file
ftp:// [usernamg passwordl@]host./path A relative ftp path from the user’s home
directory. Note the period and slash™}*in this
syntax compared to the absolute path.
tftp-url tftp:// hos{/pathl/filename tftp is only supported for operations on file-urls.

The system accepts either forward slash (/") akistash (“\") characters to delimit directory and/
or filenames in URLs. Similarly, the 7210 SAS OSPSelient application can use either slash or

Page 84 7210 SAS D, E, K OS Basic System Configurati on Guide



File System Management

backslash characters, but not all SCP clients bracislash characters as equivalent to slash
characters. In particular, UNIX systems will oftémes interpret the backslash character as an
“escape” character. This can cause problems wheg as external SCP client application to
send files to the SCP server. If the external sydteats the backslash like an escape charaater, th
backslash delimiter will get stripped by the paimed will not be transmitted to the SCP server.

For example, a destination directory specifiedad&:\dirl\file1l” will be transmitted to the SCP
server as “cfl:dirlfilel” where the backslash escaparacters are stripped by the SCP client
system before transmission. On systems where it ¢teats the backslash like an “escape”
character, a double backslash “\\" or the forwdagls “/” can typically be used to properly delimit
directories and the filename.
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Wildcards
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7210 SAS OS supports the standard DOS wildcardackens. The asterisk (*) can represent zero
or more characters in a string of characters, hadjtiestion mark (?) can represent any one
character.

Example : A:ALA-1>file cf1:\ # copy test*.cfg siliconvalley
cfl:\testfile.cfg
1 file(s) copied.
A:ALA-1>file cfl:\ # cd siliconvalley
A:ALA-1>file cfl:\siliconvalley\ # dir
Volume in drive cfl on slot A has no label.
Directory of cfl:\siliconvalley\
05/10/2006 11:32p  <DIR>
05/10/2006 11:14p  <DIR>

05/10/2006 11:32p 7597 testfile.cfg
1 File(s) 7597 bytes.
2 Dir(s) 1082368 bytes free.

A:ALA-1>file cfl:\siliconvalley\ #

All the commands can operate on the local fileeystable 13indicates which commands also
support remote file operations.

Table 13: File Command Local and Remote File System  Support

Command local-url ftp-url titp-url
attrib
cd X X
copy X X X
delete X X
dir X X
md X
move X X
rd X
scp source only
type X
version X
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File Management Tasks

The following sections are basic system tasksahatbe performed.

Note that when a file system operation is performét the copy, delete, move, rd, or scp
commands that can potentially delete or overwriileaystem entry, a prompt appears to confirm
the action. Théorce keyword performs the copy, delete, move, rd, aqpdastions without
displaying the confirmation prompt.

* Modifying File Attributes on page 97

e Creating Directories on page 88

e Copying Files on page 89

¢ Moving Files on page 90

* Removing Files and Deleting Directories on page 90

» Displaying Directory and File Information on page 9

The following displays the file configuration:

A:ALA-1>file cfl:\ # attrib
cfl:\bootlog.txt
cfl:\bof.cfg
cfl:\boot.Idr
cfl:\bootlog_prev.txt
cf1:\BOF.SAV
A:ALA-1>file cfl:\ # attrib +r BOF. SAV
A:ALA-1>file cfl:\ # attrib
cfl:\bootlog.txt
cfl:\bof.cfg
cfl:\boot.Idr
cfl:\bootlog_prev.txt
R cf1:\BOF.SAV
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Creating Directories

Use themdcommand to create a new directory in the loceldifstem, one level at a time.
Enter thecd command to navigate to different directories.
Use the CLI syntax displayed below to modify fitéri@utes:

CLI Syntax: file>
md file-url

The following displays an example of the commanatay:

Example : file cf1:\ # md testl
file cfl:\ # cd testl
file cfl:\test1\ # md test2
file cfl:\test1\ # cd test2
file cfl:\testl\test2\ # md test3
file cfl:\testl\test2\ # cd test3
file cfl:\testl\test2\test3 #
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Copying Files

Use thecopy command to upload or download an image file, gnnition file, or other file types
to or from a flash card or a TFTP server.

Thescpcommand copies files between hosts on a netwbusels SSH for data transfer, and uses
the same authentication and provides the sameigeasSSH.

The source file for thecpcommand must be local. The file must reside orrdliger. The
destination file has to be of the format: user@ifitssthame. The destination does not need to be
local.

Use the CLI syntax displayed below to copy files:

CLI Syntax:  file>
copy source-file-url dest-file-url [force]
scp local-file-url destination-file-url [router router name | ser-
vi ce- i d] [force]

The following displays an example of the copy comcthayntax:

Example : A:ALA-1>file cf1:\ # copy 104.cfg cfl:\test1\test2\ test3\test.cfg
A:ALA-1>file cfl:\ # scp filel admin@192.168.x.x:cf 1:\filel
A:ALA-1>file cfl:\ # scp file2 user2@192.168.x.x:/user2/file2
A:ALA-1>file cfl:\ # scp cfl:/file3 admin@192.168.x.x:cf1:\file3
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Moving Files

Use themove command to move a file or directory from one lomato another.
Use the CLI syntax displayed below to move files:

CLI Syntax: file>
move ol d-file-url newfile-url [force]

The following displays an example of the commanutay:

Example : A:ALA-1>file cfl:\test1\test2\test3\ # move test.cf g cfl:\testl
cfl:\testl\test2\test3\test.cfg
A:ALA-1>file cfl:\testl\test2\test3\ # cd ..
A:ALA-1>file cfl:\testl\test2\ # cd ..
A:ALA-1>file cfl:\test1\ # dir

Directory of cfl:\test1\
05/04/2006 07:58a  <DIR>
05/04/2006 07:06a  <DIR>
05/04/2006 07:06a  <DIR> test2

05/04/2006 07:58a 25278 test.cfg
1 File(s) 25278 bytes.
3 Dir(s) 1056256 bytes free.

A:ALA-1>file cfl:\testl\ #

Removing Files and Deleting Directories

Page 90

Use thedelete andrd commands to delete files and remove directoriégddries must be
empty in order to delete them. When file or dirget® are deleted they cannot be recovered.

Use the CLI syntax displayed below to delete fdad remove directories:

CLI Syntax: file>
delete file-url [force]
rd file-url [force]

The following displays an example of the commanatay:

A:ALA-1>file cfl:\testl\ # delete test.cfg
A:ALA-1>file cfl:\testl\ # delete abc.cfg
A:ALA-1>file cfl:\testl\test2\ # cd test3
A:ALA-1>file cfl:\testl\test2\test3\ # cd ..
A:ALA-1>file cfl:\testl\test2\ # rd test3
A:ALA-1>file cfl:\testl\test2\ # cd ..
A:ALA-1>file cfl:\testl\ # rd test2
A:ALA-1>file cfl:\testl\ # cd ..
A:ALA-1>file cfl:\ # rd testl
A:ALA-1>file cfl:\ #
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Displaying Directory and File Information

Use thedir command to display a list of files on a file syste
Thetype command displays the contents of a file.
Theversion command displays the version of a cpm.tim or iomfile.

Use the CLI syntax displayed below to display diveg and file information:

CLI Syntax: file>
dir[ file-url]
type file-url
version file-url

The following displays an example of the commanutay:

*A:card-1>file cfl:\ # dir
Volume in drive cfl on slot A is /flash.

Volume in drive cfl on slot A is formatted as FAT 32.

Directory of cfl:\

10/22/2008 10:30a 8849 bootlog.txt
10/22/2008 10:30a 733 bof.cfg
10/22/2008 10:29a 5531 bootlog_prev Ixt
02/01/2001 09:25a 3528373 boot.tim
02/01/2001 09:21a 4860 config.cfg
10/22/2008 11:07a  <DIR> testl
10/17/2008 07:32p 724 env.cfg
10/15/2008 03:38p 9499 snake.cfg
7 File(s) 3558569 by tes.
1 Dir(s) 53135360 by tes free.
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File Command Reference

Command Hierarchy

Configuration Commands

file

attrib [+r | -r] file-url

attrib

cd [file-url]

copy source-file-url dest-file-ur[force]

deletefile-url [force]

dir [file-url] [sort-order {d | n | s}] [reverse]

format cflashcflash-id[reliable] (Only supported on 7210 SAS-K)
md file-url

move old-file-url new-file-url [force]

rd file-url rf [force]

repair [cflash-id

scplocal-file-url destination-file-url[router router-instancg[force]
[no] shutdown cflash-id

type file-url

versionfile-url [checl

vi local-url
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Configuration Commands

File System Commands

shutdown

Syntax
Context

Description

Default

Parameters

[no] shutdown [cflash-id]
file

This command is available for use only with remdeatiorage drives. The removable storage drives
differ among the 7210 SAS platforms. It cannot beduwith the internal non-removable compact
flash. See the values below to know list of reméedllash devices per 7210 SAS platform.

Use the no shutdown [cflash-id] command to endidedrive.
no shutdown — compact flash device administratiwelgbled.

cflash-id —Enter the device identifier (see the values belomehch platform) to be shut down or
enabled. When a specific cflash-id is specifiedntthat drive is shutdown.

Default None

Values ufl: - 7210 SAS-E
None -7210 SAS-D(In other words, this command is not supported 2H07SAS-
D)
cfl: | ufl: -7210 SAS-K
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File Commands

attrib

Syntax

Context

Description

Parameters
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attrib  [+r | -r] file-url
attrib

file

This command sets or clears/resets the read-amilguae for a file in the local file system. Totlisll
files and their current attributes engtrib or attrib x wherex is either the filename or a wildcard
(*).
When anattrib command is entered to list a specific file offibdls in a directory, the file’s attributes
are displayed with or without an “R” preceding fhename. The “R” implies that ther is set and
that the file is read-only. Files without the “Ré&signation implies that the is set and that the file is
read-write-all. For example:
ALA-1>file cfl:\ # attrib

cfl:\bootlog.txt

cfl:\bof.cfg

cfl:\boot.Idr

cfl:\srl.cfg

cfl:\test

cfl:\bootlog_prev.txt
R cfl:\BOF.SAV

file-url — The URL for the local file.

Values <local-url>|<remote-url> - [255 chars max]

local-url - [<cflash-id>/]|<usb-flash-id>/][#&-path>]

remote-url - [{ftp://|tftp://}<login>:<pswd>@
<remote-locn>/][<file-path>]

remote-locn - [ <hostname> | <ipv4-address2qipj6-

address>"]" ]

ipv4-address - a.b.c.d

ipv6-address - x:x:x:x:x:x:x:x[-interface]
xaxexax:x:x:d.d.d.d[-interface]
x - [0..FFFF]H
d - [0..255]D
interface - 32 chars max, for link local addresses

cflash-id or usb-flash-id -
cfl: -7210 SAS-D
cfl: | ufl: -7210 SAS-E
cfl: | ufl: -7210 SAS-K
+r — Sets the read-only attribute on the specified file.

-r — Clears/resets the read-only attribute on the sigelifie.
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Syntax
Context
Description

Parameters

copy

Syntax
Context

Description

Configuration Commands

cd ([file-url]
file
This command displays or changes the current wgrttirectory in the local file system.

file-url — Syntax: [<local-url>|<remote-url> - [255 chars max]
local-url - [<cflash-id>/ |<usb-flash-id>/][#é-path>]
remote-url - [{ftp://|tftp://}<login>:<pswd>@
<remote-locn>/][<file-path>]
remote-locn - [ <hostname> | <ipv4-address2dipjv6-address>"]" ]
ipv4-address - a.b.c.d

ipv6-address - x:x:x:x:x:x:x:x[-interface]
xax:x:x:x:x:d.d.d.d[-interface]
X - [0..FFFFH
d - [0..255]D
interface - 32 chars max, for link local addresses
cflash-id or usb-flash-id -

cfl: -7210 SAS-D
cfl: | ufl: -7210 SAS-E
cfl: | ufl: -7210 SAS-K

<none> —Displays the current working directory.

.. — Signifies the parent directory. This can be useglace of an actual directory name in a
directory-url.

directory-url —The destination directory.

copy source-file-url dest-file-url [force ]
file

This command copies a file or all files in a dimgtfrom a source URL to a destination URL. At
least one of the specified URLs should be a lodalLUThe optional wildcard (*) can be used to copy
multiple files that share a common (partial) prefind/or (partial) suffix.

When a file is copied to a destination with the edile name, the original file is overwritten byeth
new file specified in the operation. The followipgpmpt appears if the destination file already tsxis

“Overwrite destination file (y/n)?”

For example:
To copy a file named srcfil ein adirectory called test on cf 1 to afile called
destfil ein adirectory called productionon cf1,the syntaxis:

srl>file cf 1:\ # copy cf2-/test/srcfile/production/destfile
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To FTP a file named 121201. cf g in directory mydi r stored on cf 1 to a network FTP
server with IP address 131.12.31.79 in a directory called backup with a destina-
tion file name of 121201. cf g, the FTP syntax is:

copy /mydir/121201.cfg 131.12.31.79/backup/121201.c fg

Parameters source-file-url —The location of the source file or directory todmpied.
dest-file-url —The destination of the copied file or directory.

<file-url> : <local-url>|<remote-url> 265 chars max]

local-url - [<cflash-id>/ |<usb-flash-id>/][#é-path>]

remote-url - [{ftp://|tftp://}<login>:<pswd>@
<remote-locn>/][<file-path>]

remote-locn - [ <hostname> | <ipv4-address> |
"["<ipv6-address>"]" ]

ipv4-address - a.b.c.d

ipv6-address - x:x:x:x:x:x:x:x[-interface]
xax:x:x:x:x:d.d.d.d[-interface]
X - [0..FFFF]H
d - [0..255]D
interface - 32 chars max, for link
local addresses

cflash-id or usb-flash-id -

cfl: -7210 SAS-D

cfl: | ufl: -7210 SAS-E

cfl: | ufl: -7210 SAS-K
Values force
Forces an immediate copy of the specified file(s).

<file-url> : <local-url>|<remote-url> 265 chars max]

local-url - [<cflash-id>/][<file-path>]

remote-url - [{ftp:/|tftp://}<login>:<pswd>@
<remote-locn>/][<file-path>]

remote-locn - [ <hostname> | <ipv4-address> |
"["<ipv6-address>"]" ]

ipv4-address - a.b.c.d

ipv6-address - x:x:x:x:x:x:x:x[-interface]
xax:x:x:x:x:d.d.d.d[-interface]
X - [0..FFFF]H
d - [0..255]D
interface - 32 chars max, for link
local addresses

cflash-id or usb-flash-id -

cfl: -7210 SAS-D
cfl: | ufl: -7210 SAS-E
cfl: | ufl: -7210 SAS-K

Values file copy force executes the command without displaying a usenptenessage.
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delete

Syntax  delete file-url [force]

Context file

Description This command deletes the specified file.

The optional wildcard “*” can be used to delete tiplé files that share a common (partial) prefix

and/or (partial) suffix. When the wildcard is em@rthe following prompt displays for each filettha
matches the wildcard:

“Delete file <filename> (y/n)?”
file-url — The file name to delete.

<local-url>|<remote-url> - [255 chars max]

local-url - [<cflash-id>/ |<usb-flash-id>/][#é-path>]

remote-url - [ftp://<login>:<pswd>@<remote-logh
[<file-path>]

remote-locn - [ <hostname> | <ipv4-address> |
"['<ipv6-address>"]"]

ipv4-address - a.b.c.d

ipv6-address - x:x:x:x:x:x:x:x[-interface]
xaxexax:x:x:d.d.d.d[-interface]
x - [0..FFFF]H
d - [0..255]D
interface - 32 chars max, for link

local addresses
cflash-id or usb-flash-id -

cfl: -7210 SAS-D

cfl: | ufl: -7210 SAS-E

cfl: | ufl: -7210 SAS-K
Values force

Forces an immediate deletion of the specifiedd)le(

file delete* force deletes all the wildcard matching files withoutlaying a user prompt mes-
sage.

dir
Syntax  dir [file-url] [sort-order {d | n | S}] [reverse]

Context file

Description This command displays a list of files and subdodes in a directory.

Parameters file-url — The path or directory name.
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<local-url>|<remote-url> - [255 chars max]

local-url - [<cflash-id>/ |<usb-flash-id>/][#é-path>]

remote-url - [ftp://<login>:<pswd>@<remote-logh
[<file-path>]

remote-locn - [ <hostname> | <ipv4-address> |
"["<ipv6-address>"]"]

ipv4-address - a.b.c.d

ipv6-address - x:x:x:x:x:x:x:x[-interface]
xaxexax:x:x:d.d.d.d[-interface]
x - [0..FFFF]H
d - [0..255]D
interface - 32 chars max, for link
local addresses

cflash-id or usb-flash-id -

cfl: -7210 SAS-D
cfl: | ufl: -7210 SAS-E
cfl: | ufl: -7210 SAS-K
Values Use théfile-url with the optional wildcard (*) to reduce the numbéfiles to list.

sort-order { d | n | s } —Specifies the sort order.

Values d — date
n — name
s — size

reverse —Specifies to reverse the sort order.

Default Lists all files in the present working directory

file

Syntax file

Context root

Description The context to enter and perform file system opanat When entering thfde context, the prompt

changes to reflect the present working directogyviljating the file system with thad .. command
results in a changed prompt.

Theexit all command leaves the file system/file operation extréind returns to the <ROOT> CLI
context. The state of the present working directeimpaintained for the CLI session. Enteringfilee
command returns the cursor to the working directangre theexit command was issued.
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Syntax
Context

Description

Parameters

md

Syntax
Context

Description

Parameters

Configuration Commands

format cflash cflash-id
root>file

Platforms Supported 7210 SAS-K.

This command formats the compact flash. The comifestt must be shutdown before starting the
format.

cflash-id —The compact flash type.
Values cfl:|ufl: -7210 SAS-K

md file-url
file

This command creates a new directory in a fileesyst
Directories can only be created one level at a.time

file-url — The directory name to be created.

<local-url>|<remote-url> - [255 chars max]

local-url - [<cflash-id>/ |<usb-flash-id>/][#é-path>]

remote-url - [ftp://<login>:<pswd>@<remote-logh
[<file-path>]

remote-locn - [ <hostname> | <ipv4-address> |
"["<ipv6-address>"]" ]

ipv4-address - a.b.c.d

ipv6-address - x:x:x:x:x:x:x:x[-interface]
xax:x:x:x:x:d.d.d.d[-interface]
X - [0..FFFF]H
d - [0..255]D
interface - 32 chars max, for link

local addresses
cflash-id or usb-flash-id -

cfl: -7210 SAS-D
cfl: | ufl: -7210 SAS-E
cfl: | ufl: -7210 SAS-K
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move
Syntax move old-file-url new-file-url [force ]
Context file
Description This command moves a local file, system file, diractory. If the target already exists, the comehan

fails and an error message displays.
The following prompt appeatrs if the destinatioe filready exists:

“Overwrite destination file (y/n)?”

Parameters old-file-url —The file or directory to be moved.

<local-url>|<remote-url> - [255 chars max]

local-url - [<cflash-id>/ |<usb-flash-id>/][#é-path>]

remote-url - [ftp://<login>:<pswd>@<remote-logh
[<file-path>]

remote-locn - [ <hostname> | <ipv4-address> |
"["<ipv6-address>"]" ]

ipv4-address - a.b.c.d

ipv6-address - x:x:x:x:x:x:X:x[-interface]
xax:x:x:x:x:d.d.d.d[-interface]
X - [0..FFFF]H
d - [0..255]D
interface - 32 chars max, for link
local addresses

cflash-id or usb-flash-id -

cfl: -7210 SAS-D
cfl: | ufl: -7210 SAS-E
cfl: | ufl: -7210 SAS-K
Values new-file-url
The new destination to place takl-file-url.

<local-url>|<remote-url> - [255 chars max]

local-url - [<cflash-id>/ |<usb-flash-id>/][#é-path>]

remote-url - [ftp://<login>:<pswd>@<remote-logh
[<file-path>]

remote-locn - [ <hostname> | <ipv4-address> |
"["<ipv6-address>"]"]

ipv4-address - a.b.c.d

ipv6-address - x:x:x:x:x:x:x:x[-interface]
xaxexex:x:x:d.d.d.d[-interface]
x - [0..FFFF]H
d - [0..255]D
interface - 32 chars max, for link
local addresses

cflash-id or usb-flash-id -
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cfl: -7210 SAS-D

cfl: | ufl: -7210 SAS-E

cfl: | ufl: -7210 SAS-K
Values force
Forces an immediate move of the specified file(s).

file move forceexecutes the command without displaying a usenptanessage.

rd

Syntax  rd file-url rf [force ]
Context file

Description Therd command is used to delete a directory.

If a directory has files and no sub-directorieg,ftirce option must be used to force delete the direc-
tory and files it contains.

Parameters file-url — The directory to be removed.

local-url | remote-url - [255 chars max]

local-url [<cflash-id>/ |<usb-flash-id>/][<file-patf}
remote-url [ftp:/Nlogin:pswd@remote-locn/][file-pgt
remote-locn [ hostname | ipv4-address| "["ipv6radd" ]

ipv4-address a.b.c.d

ipv6-address XXX X X:X[-interface]
xaxexax:x:x:d.d.d.d[-interface]
x - [0..FFFF]H
d - [0..255]D
interface - 32 chars max, for link
local addresses

cflash-id or usb-flash-id -

cfl: -7210 SAS-D

cfl: | ufl: -7210 SAS-E

cfl: | ufl: -7210 SAS-K
rf — The parameter forces a recursive delete.

force — Forces an immediate deletion of the specified tmyc
For examplerd file-url force executes the command without displaying a usenptanessage.
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repair

Syntax
Context
Description

Parameters

scp

Syntax
Context

Description

Parameters
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repair [ cflash-id]
file
This command checks a compact flash device forgand repairs any errors found.

cflash-id —Specify the compact flash slot ID to be shut dowermabled. When a specific cflash-id
is specified, then that drive is shutdown. If nlash-id is specified, the drive referred to by the-
rent working directory is assumed.

Default The current compact flash device.
cfl:|ufl: -7210 SAS-E
cfl: -7210 SAS-D

cfl:|ufl: -7210 SAS-K

Values

scp local-file-url destination-file-url [router router-instance] [force ]
file
This command copies a local file to a remote hitesssiystem. It usessh for data transfer, and uses
the same authentication and provides the sameitseasssh . The following prompt appears:
“Are you sure (y/n)?” The destination must specifyser and a host.
local-file-url —The local source file or directory.

[cflash-id][file-path> - [Up to 256 characters]
cflash-id or usb-flash-id -

cfl: -7210 SAS-D
cfl: | ufl: -7210 SAS-E
cfl: | ufl: -7210 SAS-K
destination-file-url —The destination file.
user —The SSH user.
host —The remote host IP address of DNS name.
file-path —The destination path.

router-instance —Specify the router name or service ID.

Values <user>@<hostname>:<file-path> - [255 chars max]
user - [32 charax]
hostname - [ <dns-pan<ipv4-address> |
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"["<ipv@idress>"]"]
ipv4-address - a.b.c.d
ipv6-address - x:x:x:xx:x[-interface]
x:x:x:xxxd.d.d.d[-interface]
X - [0.JHFH
d- [0.5B
interfac82 chars max, mandatory
for linkdal addresses
dns-name - [128 chaex]
file-path - [200 changx]
directdength 99 chars max each
<router-instance> : <router-name>
router-name - "Base"|hragement”|"vpls-management"
@aft - Base
force — Forces an immediate copy of the specified file.

file scplocal-file-url destination-file-url[router] force executes the command without display-
ing a user prompt message.

type
Syntax  type file-url
Context file
Description Displays the contents of a text file.

Parameters file-url — The file name of the target file.

<local-url>|<remote-url> - [255 chars max]
local-url - [<cflash-id>/][<file-path>]
remote-url - [{ftp://|tftp://}<login>:<pswd>@
<remote-locn>/][<file-path>]

remote-locn - [ <hostname> | <ipv4-address> |
"['<ipv6-address>"]"]

ipv4-address - a.b.c.d

ipv6-address - x:x:x:x:x:x:x:x[-interface]
xaxexax:x:x:d.d.d.d[-interface]

x - [0..FFFF]H

d - [0..255]D

interface - 32 chars max, for link

local addresses

cflash-id or usb-flash-id -
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version

Syntax
Context
Description

Parameters

Vi

Syntax
Context
Description

Parameters
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cfl: -7210 SAS-D
cfl: | ufl: -7210 SAS-E
cfl: | ufl: -7210 SAS-K

version file-url [check ]
file
This command displays the version of a TiM{il8.

file-url — The file name of the target file.

<local-url>|<remote-url> - [255 chars max]
local-url - [<cflash-id>/ |<usb-flash-id>/][#é-path>]
remote-url - [ftp://<login>:<pswd>@<remote-logh
[<file-path>]
remote-locn - [ <hostname> | <ipv4-address> |
"["<ipv6-address>"]"]
ipv4-address - a.b.c.d
ipv6-address - x:x:x:x:x:x:x:x[-interface]
xaxexax:x:x:d.d.d.d[-interface]
x - [0..FFFF]H
d - [0..255]D
interface - 32 chars max, for link
local addresses
cflash-id or usb-flash-id -

cfl: -7210 SAS-D
cfl: | ufl: -7210 SAS-E
cfl: | ufl: -7210 SAS-K

check —Validates thetim file.

vi local-url
file
Edit files using the vi editor.

local-url — Specifies the local source file or directory.
Values [cflash-id>/]file-path
cflash-id  -cfl: 7210 SAS-E
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cflash-id  -cfl: 7210 SAS-D
cflash-id  -cfl:|uf: 7210 SAS-K
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In This Chapter

This chapter provides information about configurrapt option parameters.
Topics in this chapter include:

e System Intialization on page 110
- Manual Mode on page 115
- Auto Init on page 117
- Ping Check in auto-init mode on page 124
— Persistence on page 125
* Initial System Startup Process Flow on page 131
» Configuration Notes on page 132
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Note: Some 7210 SAS platforms (For example: 7210 SA8inot ship with an image. It is
expected that the user will use the external ftasthe USB device with bootloader image
(boot.tim) to boot the system. The user will nemihsert the device (either the compact flash into
the external compact flash slot or the USB stodmeéce into the USB port) before powering on
the system. For more information on the pre-retgssiplease check the 7210 SAS Installation
guide to know how to install the image and bootdjstem.

When the system is powered ON, it executes thesbagtimage, for example, the boot.tim file,
from the file system which is located on a non-reate flash device (cf1:) or the USB (on 7210
SAS-K) that is built in to the 7210 SAS-Series muThe boot.tim file is the image that reads and
executes the system initialization commands condidin the Boot Option File (BOF). The
default behavior is to initially search for the btin file on cfl:. This behavior cannot be
modified.

If the boot.tim file is not present, or is not diddile that can be loaded, the Golden bootstrap
image is loaded by the bootrom on 7210 SAS-E/D. Ghklen bootstrap image is equivalent to a
boot.tim file except that it is present outside filteesystem and can be updated and checked by
means of special CLI commands. On 7210 SAS-K dftibot.tim is not found in the default
location (cf:\boot.tim), the software searchestfar boot.tim at other storage locations (such as
ufl:\) and will use the boot.tim located there tmbthe system.

When the system executes boot.tim, provision ismito the user to modify the BOF manually
and save it or to boot using existing BOF. The bwap image then processes the BOF file present
in the flash as explained in Configuration and Im&agading on page 118.

When the system executes boot.tim, provision iemito the user to modify the BOF manually
and save it or to boot using existing BOF. The bivap image then processes the BOF file present
in the flash as explained in Configuration and Imagading on page 118.

On systems that are shipped without a BOF file,mthe system is powered ON for the first time,
there will be no BOF in the system. Therefore, Biowns are given to create a new BOF file or
alternatively get the BOF file from the network.efb are two options:

« Boot by manually creating a BOF file (manual boot)

» Boot by retrieving the BOF file from the netwotlsing DHCP to get the network location
of the BOF file (auto init). Auto-init is the deflubboot procedure if there is no manual-
intervention during the first-time boot of the node

More details on how to use the various system bpbons is available in the platform Installation
guide.
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On systems that ship with the BOF file, user camths starter BOF or interrupt the boot process
to manually edit the BOF to change it contents enedte a new BOF. More details on how to do
this is available in the platform specific Instéiba guides.

Note: When the operator executes teeetcommand in the boot loader promptaamin reboot
auto-init in the TiMos CLI, 7210 SAS resets the current B@E eeboots.

Note: The operator can manage a 7210 SAS-E node thrangbxternal physical network.
Managing a node through an external physical ndtvemcures the management network by
restricting access to service customers and seddta The 7210 SAS-E node can be managed
through the Out-of-band (OOB) Ethernet managemerit fhe 7210 SAS-D and 7210 SAS-K
devices do not support Out-of-band Ethernet managéeport.

Figure 3displays the bootstrap load process.

Power on/Reboot - Start Bootrom
code

Yes

Was Golden image requested
due to bootstrap image
upgrade failure?

Load golde
bootstrap
image

No

boot.tim present
and valid

Yes

boot.tim a different version from last
good bootstrap image
Indicate bootstrap-updated flag
Load
boot.tim

No

) Yes

A 4

Indicate bootstrap—no—updat%
P

flag to timos and the bootstr
image

to timos and the bootstrap
image

Figure 3: Bootstrap Load Process - System Initialis  ation - Part |
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The sections below provide more details of theotegiboot options and how the system processes
these options and loads the bootloader (boot.time) Timos image (both.tim) and the
configuration file to make the system operatiomal eeady for use.

The following is an example of console display amitirhen theboot.timfile is located orcfl and
the system boots successfully.

Alcatel-Lucent 7210 Boot ROM. Copyright 2000-2009 A Icatel-Lucent.

All rights reserved. All use is subject to applicab le license agreements.
Running POST tests from ROM

Testing ROM load area...done

Relocating code...Jumping to RAM
Performing second stage RAM test....passed

Board Serial Number is 'SN123456789'

Bootlog started for Version V-0.0.1317

Build V-0.0.1317 bootrom/mpc 7xxx

Built on Tue Jan 6 02:23:14 IST 2009 by panosbld in /panosbld/ws/panos/main

?Attempting to load from file cf1:/boot.tim

Version L-0.0.1312, Fri Jan 2 04:26:32 IST 2009 by panosbld in /panosbld/ws/panos/main
text:(3002475-->12623392) + data:(550940-->2414128)

Starting at 0xb000000...

Total Memory: 512MB Chassis Type: sas Card Type: badami_7210

TiIMOS-L-0.0.1312 boot/mpc ALCATEL SAS-E 7210 Copyri ght (c) 2000-2009 Alcatel-Lucent.
All rights reserved. All use subject to applicable license agreements.

Built on Fri Jan 2 04:26:32 IST 2009 by panosbld in /panosbld/ws/panos/main

TiMOS BOOT LOADER

Flash Contents of the node shipped from factory

Figure 4displays the typical flash directory structure difelnames when the node is shipped
from the factory.
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ROOT

l
3 i

bof.cfg e config.cfg TIMOS-m.n.Yz

both tim

Figure 4: Files on the Flash

Files on the compact flash are:

» bof.cfg — Boot option file
e boot.tim — Bootstrap image
« config.cfg — Default configuration file
e TIMOS-m.n.Yz:
m — Major release number
n — Minor release number
Y: A — Alpha release
B — Beta release
M — Maintenance release
R — Released software
z — \Version number
both.tim — CPM and IOM image file
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System Boot Options on 7210 SAS-D and 7210 SAS-E de vices

The 7210 SAS-D and 7210 SAS-E supports bootingystem using any of the following options:

* Internal flash (cf1:\)
* Network (with auto-init)
« Network (without auto-init)
NOTE: The 7210 SAS-D and 7210 SAS-E can use a botlthiat is, Timos image) present on the

USB storage stick for booting up. It cannot usethivo present on the USB storage stick for
booting up, though.

The platform Installation Guide provides examplashow to boot the system using any of the
above options. For more information, see the Itettah Guides.

System Boot Options on 7210 SAS-K devices

Page 114

The 7210 SAS-K supports booting the system usilygodithe following options:

« Internal flash at the rear of the node(cf1:\)

* External USB flash (ufl:\)

« Network (with and without auto-init)
In 7210 SAS-K devices, there are multiple storagations that the software can look at to obtain
the boot loader (boot.tim) and there is no supfooryolden bootloader. During bootup the system

attempts to boot from the first successful optiahaf the 3 options available in the BOF (primary,
secondary and tertiary location).

The bootrom is capable of searching any of th@Walig locations during first-time bootup for a
boot.tim, in the following order:
e Users must plug in a USB device in one of thesations before powering on the system.
o cfl:\ (internal USB)
e ufl:\ (external USB)
If the bootrom does not find the boot.tim in anytled locations, the boot procedure fails. If the
bootrom finds the boot.tim in any one of the loga$, the system finds the BOF.cfg on the same

storage device under the root directory (For exariplt finds the boot.tim on ufl:\, then it looks
for the bof.cfg in ufl:\bof.cfg). If the BOF filesifound, it obtains the location of both.tim (Timos
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software), configuration file and other boot paréenge and uses the same to boot the system. If it
does not find the BOF file, it attempts auto-itit retrieve the BOF file from the network (and
create a new BOF file as part of auto-init process)

The platform Installation Guide provides examplashow to boot the system using any of the
above options. For more information, see the Iltattah Guides.

Storage locations for index files (ndx, sdx) and im ages for 7210 SAS-K

The 7210 SAS-K software sets the default locatmratcounting records, logs, and other
frequently written objects to point to cfl:\.

The following storage location is supported in 7&AS-K:

The default location for accounting records argsloeeds to be set by software to cfl:), it
can be changed by the user to ufl.

The boot.tim and BOF can be on cfl:\ (recommendedif1:\.

Timos images (both.tim) can be located on eitlfier @r ufl: with appropriate
configuration of the BOF file (that is, primarycemdary and tertiary locations pointing to
the appropriate place).

The ndx file and sdx file is generated at the fimeaspecified in the BOF parameter for
configuration file. If user does not specify thedtion in the BOF file, then these files are
located at the same location as the default cordtgn file. The default configuration file
is created at the same place where the Timos imihevhich the system booted up is
located.

It is recommended to use the following guidelif@rsstoring the Timos, boot.tim,
BOF.cfg, ndx, sdx and nvsys.info file.

— Store the boot.tim and BOF.cfg on cfl:\. Creataekhip of the boot.tim and BOF.cfg
on ufl:\

— Store the both.tim, configuration file (and as sutethe ndx, sdx and nvsys.info) on
cfl:\. Create a backup of these files on ufl:\reate a backup on the SAM/network
management station regularly.

Manual Mode

Note: Out-of-Band Ethernet management port is not supdarn 7210 SAS-D and 7210 SAS-K
devices.

If the user opts for the manual-mode boot proceéuréhe first time boot, the required
parameters must be specified for a successfulmylstot. Manual mode configurations require
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authentication. The default passworg#ssword BOF parameters that should be configured
include:

* Image path

» Configuration file path

e UplinkA parameters (port number, vlian ID, IP/mastatic route)
* UplinkB parameters (port number, vlian ID, IP/mastiatic route)
* eth-mgmt-disable (supported only on 7210 SAS-E)

NOTE: UplinkA and UplinkB parameters are available @10 SAS-D/E/K platforms. Reference
to uplink ports below apply to these platformdgsinot available on 7210 SAS-R6. On 7210 SAS-
R6, on the out-of-band ethernet management porbearsed to retrieve the image and config file
from the network.

Provisions to configure two uplinks is given in 8®F for port redundancy. If the image path and
configuration file path are local, then the IP agdrand routing information for uplinkA and
uplinkB are not required. The user can optionaliyam IP parameters through DHCP by
configuring O (zero) for the uplink port’s IP addse In this case, the DHCP server should be
configured to grant the IP address and the defmiéway information used to reach the server
where the image and configuration files are preg&ftér the BOF configuration is completed, a
BOF with configured parameters is created in thefflthat can be used for subsequent reboots.
The bootstrap image then processes the BOF panameterder to boot the system. BOF
processing is explained in Configuration and Imiagading on page 118.

For 7210 SAS-E devicegth-mgmt-disable parameter indicates if the out-of-band Ethernet
management port is enabled during the boot-up poee The 7210 SAS-D devices do not
support Out-of-band Ethernet management port. F&18 node which has a previous BOF, the
boot process uses the existing parameters forlupliand uplink B ports to boot the TIMOS
image. The OOB port is disabled, by default. Ther lms an option to enable ethernet
management port and use it for booting up the syste
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During the first boot or a reboot after the exemutdf CLI commanddmin reboot auto-init, if

the user does not intervene to create the BOmfillee manual mode, the system, by default, goes
to auto-init procedure after a “wait” time. The delt wait time is 3 seconds. There are two
designated ports used for auto init. These aré&dme panel ports, port 1 and port 2. Auto init
requires a DHCP server to be configured in the agtwhich should be reachable by the system.
DHCP requests are directed out of one uplink picattame. All other ports of the system would be
down.

If a DHCP server is present in the network, theéeysexpects to receive an IP address, the default
gateway information, and BOF file path in the resmreturned by the DHCP server. Upon
receiving these parameters from DHCP server, tesywill apply the IP configuration and then
download the BOF file from the path given by the ©server. The BOF file is then saved into
the flash and is used for subsequent reboots. datstrap image then processes the BOF
parameters in order to boot the system. BOF prowgss explained in Configuration and Image
Loading on page 118

The user is provided with an option to provide sahthe BOF parameters before the box
attempts to use DHCP for obtaining the BOF file trlimage files. It gives an opportunity to the
user to modify some of the link parameters (formepke: speed) and the DHCP request (for
example: VLAN ID) to suit the deployment needs. Plagameters that can be configured are the
uplink ports to use, VLAN ID used, speed of thé]ithe duplex setting for the link, and the auto-
negotiation capability for the link. To change th&éue, the user needs to have console access and
break the boot sequence and type in the keywotd' fuprovide some of the BOF parameters
(follow the prompts to provide these parameterflerihis is done, and ‘exit’ is typed, the
bootloader software uses these parameters to coafige link appropriately and then sends out
the DHCP requests to obtain the BOF file. The B{dwhich obtained through DHCP must
contain the location of image file and config fieend values for other BOF parameters). If the
DHCP process is successful, the BOF file that tgiokbd from the network is copied to the local
flash. It is recommended that the user configurélar values for the BOF parameters that was
modified locally. In other words, if the user sgiea new values for the BOF parameters such as
speed, VLAN ID, auto-negotiate, and others. Befbeestart of DHCP requests, then the BOF
downloaded from the network should contain the saahges for those BOF parameters. Please
see the flow chart below for more information.

The system first attempts to use uplinkA and thglinkB parameters to receive a successful
response from the DHCP server. If there is no nespdrom the DHCP server on both the uplink
ports, the boot procedure is restarted, during kvthie user can opt to enter the manual mode or
allow the system to default to auto-init again.

When the system fails to download image througb-@it. The system looks for the loads the
Timos image using the 'both.tim' file located oe kbcal flash (that is, cf1:\both.tim on 7210 SAS-
D,E and the following location on 7210 SAS-K - &htth.tim, ufl:\both.tim,
cfL:\*TIMOS*\both.tim and uf1:\*TIMOS*\both.tim). Ater successful bootup using the Timos
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image found on the local flash, user has the ogtiagither continue using the same image by
entering the commaneddmin auto init stop” within a fixed amount of time as prompted on the
screen. If the user executes this command, the@RiB created and saved on the local flash with
the image location pointing to the image on thetfldf the user does not execute this command,
then the system reboots again attempting to finisnage through the auto-init process (that is,
sending out DHCP requests).

Configuration and Image Loading

Page 118

The bootstrap image processes the initializatioampaters from the BOF. The bootstrap image
attempts to locate the configuration file as comfigl in the BOF. Up to three locations can be
configured for the system to search for the confitjan file. The locations can be local or remote.
The first location searched is the primary confagiom location. If not found, the secondary
configuration location is searched, and lastly,téréary configuration location is searched. k¥ th
configuration file is in a remote location, the k&icap process saves it on the flash as cfl:/
default.cfg. Users must not delete this file oateea file with this name. The configuration file
includes chassis, MDA, and port configurationswa# as system, routing, and service
configurations. Like the configuration file, thrieations can be configured for the system to
search for the files that contains the runtime imdde locations can be local or remote. The first
location searched is the primary image locationolffound, the secondary image location is
searched, and lastly, the tertiary image locatioseiarched-igure 5 Figure G Figure 7 Figure 8§
Figure, andFigure 10describe the bootstrap process.

The following diagrams and paragraphs provide tetdihow the 7210 platform boot up on
power ON, how it obtains the Timos image file, B@F file, the configuration file loads, the
image, and the configuration file to bring up thatform.
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2

Wait for “wait™ seconds configurable in
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RESTART ety el
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Figure 5: Bootstrap Process - System Initialization - Part 1I-A
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Figure 6: Automode with partial BOF
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Figure 7: Bootstrap Process - System Initialization - Part 11-B
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Figure 8: Bootstrap Process - System Initialization - Part 1I-C

When the runtime image is successfully downloadedirol is passed from the bootstrap image.
The runtime image attempts to load the configurestiftom the downloaded configuration file. If
no configuration file location is present in the Bfile, then the system is loaded with default
configuration. Also during the auto-init, if therdguration file or image file download fails from
the network, then the system is the auto-init pdoce.
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Figure 9: Timos Boot - System Initialization - Part 11
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Ping Check in auto-init mode

If the system is booted up using the auto-init pthae, the runtime image performs a ping check
to make sure that the system has IP connectivitg. rintime image, after loading the
configurations from the configuration file, tridgée times to ping the IP address specified as the
ping-address parameter in the BOF file, at a 2)16 minutes interval minute interval. If the
ping does not succeed, the system is rebootedB@ih reset after 1 minute and the whole boot
process is repeated. If address in the BOF isaetfze ping address is not given, the ping check is
not done.

Configuration Guidelines for use of Auto-init and M anual mode

* Ethernet management port does not support Autavinde. The use of DHCP to obtain
the BOF file from the network and other system pegters is currently not supported on
Ethernet management port.

e In auto-init mode, DHCP requests sent out by thdenare in two formats. The system
attempts to communicate with the DHCP server isaheo formats, one after another(if
necessary).

— Initially, the DHCP requests are sent out with iaqity VLAN tag (VLAN ID =
0, Dotlp PCP bits set to 7).

- If noresponse is received from the DHCP serveinguhe above request period,
DHCP requests are sent without VLAN tags (thatigl-tagged packets).

« In auto-init mode, DHCP client expects the follogrioptions to contain the BOF file
name and the server IP address. BOF file can baldaded through FTP or TFTP based
on the information a client receives from DHCP senListed below are the ways in
which DHCP client will try to obtain the file:

— 1. Using the vendor specific option The client searches for the option “43” in
the DHCP reply. This provides the URL which haséoaccessed through FTP.
For exampleftp://abcd:xyz@10.0.0.2/test/bof.cf§this file is found the client
retrieves this file.

— 2. Collating server-name and file-name If the option “43” is not found in the
DHCP reply, then a URL has to be formed by usirgtftp-server name and the
boot-file retrieved via TFTP. IP address of TFTIPveeis obtained from DHCP
Option “66” or the "sname" field of a DHCP messagel filename on the TFTP
server is obtained from DHCP Option “67” or thdéfifield of a DHCP message.

* In the manual mode, if the OOB port is enableatf(ik the “eth-mgmtdisable” is set to
“no”), the OOB port is used to download the TIMQ8age file and configuration file
specified in the BOF file, and the system bootiscessfully completed. If a system boot
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fails, the uplink A and uplink B parameters areduse retrieve the TIMOS image and
configuration files.

* When using auto-init, with partial BOF configuiati the user now has an option to login
to the node using the console and stop auto-isinguthe commanddmin>auto-init
stop) or let auto-init continue.

e The user can intervene to stop auto-init at arigtpaf time when auto-init is in progress.
The system logs the progress of auto-init. Theesysgmits the LED light, until auto-init
is complete or when the user stops the auto-ioitgss.

Persistence

Optionally, the BOFpersist  parameter can specify whether the system shoelkkpre system
indexes when aavecommand is executed. During a subsequent booinde file is read along
with the configuration file. As a result, a numlbésystem indexes are preserved between reboots,
including the interface index. If persistence is$ reguired and the configuration file is
successfully processed, then the system becomestiopal. If persist is required, then a
matchingx.ndx file must be located and successfully processémtdé¢he system can become
operational. Matching files (configuration and irRddes) must have the same filename prefix
such asgest123.cfg andtest123.ndx and are created at the same time whsava

command is executed. Note that the persistenceroptust be enabled to deploy the Network
Management System (NMS). The default is off.

Traps, logs, and console messages are genergebiéms occur and SNMP shuts down for all
SNMP gets and sets, however, traps are issued.
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Configuration guidelines for use of software images with the 128MB 7210
SAS-D platform

The new 7210 SAS-D platforms with 128MB flash caotentirely new software releases. The
older images cannot be used with the new devides.older 7210 SAS-D platforms with 64MB
flash can use any image. All new devices are skipyth the latest bootrom. The system
bootrom, bootloader and Timos image introduceddtewing checks to prevent use of older
releases with the new hardware:

« If auserissues an admin reboot upgrade withiéer doot.tim, then bootrom detects and
fails to load the bootloader, instead the bootr@msithe golden bootloader, loads it for
booting with the bootrom and finally loads both.tim

e If auserissues an admin reboot upgrade withider doot.tim, and an older both.tim,
then bootrom detects and fails to load the boo#doddstead the bootrom uses the golden
bootloader and stops booting as the user speaeaifiedder version of the both.tim, which
the system cannot use. This process results irofassnagement connectivity.

« If auserissues an admin reboot upgrade withider doot.tim, an older both.tim as
primary, and a newer both.tim as secondary, thettotrom detects and fails to load the
bootloader, instead the bootrom use the golderdmmter. The bootloader checks the
primary location for a compatible both.tim imagelas the image is an older version the
boot fails. The bootloader then checks the secgridaation for a compatible both.tim
image and as the image is a newer version imagedbioader successfully boots the
system.

e Theadmin>update-golden-bootstrapCLI command does not update the golden-
bootstrap image with the boot.tim specified in plagameter value, if the boot.tim is not a
new image.

Out-of-band (OOB) Ethernet Management Port
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Note: Out-of-band Ethernet port is not supported on 724S&-D and 7210 SAS-K devices.

The 7210 platforms support out-of-band ethernetagament port for management of the node.
An Out-of-band Ethernet port can be used to dowhtba TIMOS image file and the
configuration file by creating a BOF file manuallhe out-of-band management port allows for
use of both IPv4 and IPv6. The Configuration guited section below provides information on
the platforms that can support IPv6 for out-of-bamghagement port.

Please check the release notes to know the softredease where support for out-of-band
management port is available and for software selewailability of IPv6 support.
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Configuration Guidelines for use of IPv6 for out-of -band management of the
node

« The management port on the management routentestanly supports host functionality.

e ltis necessary to have an IPv4 address configinréte bof file. A bof file that contains
only IPv6 addresses is not supported.

« |IPv6 duplicate address detection is not supported.

» IPv6 auto-configuration is not supported.

e IPv6 over IPv4 tunneling is not supported.

e |IPv6 path MTU discovery is not supported.

* Router discovery option is not supported on th@agament port.

Security for Console Port and Ethernet Management P ort

The 7210 OS supports disabling the console porpamaf-band Ethernet management port. In
remote deployments, operators can choose to disableaccess to the node through the console
and through the ethernet management port to prewentthorised and malicious access.
Operators can use the command bof> console-disabididable the console and the command
bof> eth-mgmt-disabled to disable the use of Ethenmanagement port.

Note: Access to console is only disabled when the Timmage is loaded. Console access remains
unchanged during boot loader stage of the bootropess.

Reset the node to factory default setting

From release 4.0 and onwards, the default BOF paslssan be modified by the user. To edit the
BOF parameters, user needs to provide the coressstyord. If the user forgets the password and
fails to provide a correct password after threemfits, the system prompts the user to reset the
BOF password to factory default. As a security meago prevent a malicious user from using it
to gain access to the configuration files, whenghgsword is reset to default, the system also
resets the flash to factory defaults (that isgihoves all the files from the flash except fortoet
image file (cf1:\boot.tim) and Timos image file 1dboth.tim)) and reboots the node with the
factory default settings. The node is rebooted dlfte password is reset, to boot up with the
factory default settings. After boot up, the useeds to setup the box using the same steps as used
to boot the box the first time when it was receiftean the factory. User can use the factory
default password ‘password’ to edit the BOF paramseafter the boot up subsequent to reboot
and choose to change the password again. The bsivpad can be changed only in the Timos
CLL.
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Note 1: The BOF password can be changed from default walaey other user defined value
only at the Timos level.

Note 2:1t is highly recommended that user does not reneftitéboot.tim and cfl:\both.tim, if the
system needs to retain them during the passwooVveeg procedure. Additionally, it is highly
recommended that the user takes a backup of alirthge files, configuration files and other data.

The following logs show the system prompts dispiage the console when user forgets the
password and chooses to reset the password toyfatgtault setting. Also, shown are the BOF
contents after and before the reset. Note thaB@Ie parameters are set to default after password
reset.

TiMOS BOOT LOADER

CPLD Version: 2.1

Time from clock is FRI AUG 19 09:22:46 2011 UTC
USB: USB EHCI 1.00

scanning bus for devices...

1 USB Device(s) found

Number of blocks in device 0 is 0

Number of bytes per block in device 0 is 0
Switching serial output to sync mode... done

Looking for cfl:/bof.cfg ... OK, reading

Contents of Boot Options File on cf1:
primary-image  ftp://*:*@135.250.27.40/xxx/ XXIXXXIXXIXxx/both.tim
primary-config  cfl:\sasm.cfg

#eth-mgmt Port Settings:
no eth-mgmt-disabled
eth-mgmt-address 10.135.20.115/24 active
eth-mgmt-route  0.0.0.0/0 next-hop 10.135.20 1
eth-mgmt-autoneg
eth-mgmt-duplex full
eth-mgmt-speed 100

#uplinkA Port Settings:
uplinkA-port 1/1/1
uplinkA-address 0
uplinkA-vlan 0

#uplinkB Port Settings:
uplinkB-port 1/1/2
uplinkB-address 0
uplinkB-vlan 0

#System Settings:
wait 3
persist off
console-speed 115200
uplink-mode network
acl-mode IPv6-None
use-expansion-card-type m4-dsl-ces
no console-disabled

Hit a key within 3 seconds to change boot parameter S...

Enter password to edit the Boot Options File
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Or CTRL-D to exit the prompt

Password:
Incorrect password

Password:
Incorrect password

Password:
Incorrect password

Authentication failed, Do you want to reset passwo rd?(yes/no)
*kkkkkkkkkkkkkkk

On reset,the node's flash contents will be set to factory defaults.

All files on the flash will be removed. If presen t, files

cfl:/boot.tim and cfl:/both.tim are not removed.

Please ensure that you have a backup of the requi red

files before you proceed.

Fkkkkkkkkkkkkkkk

'yes' or 'no' ?
'yes' or 'no' ? yes

*** Chassis must not be powered off nor ***
*** cards removed while password reset ***
*** js in progress okk

Password reset complete. Restarting...

At this point the password has been reset anddle is rebooted to boot up with factory default
settings.

Resetting...OK

o]
Alcatel-Lucent 7210 Boot ROM. Copyright 2009-2011 A Icatel-Lucent.
All rights reserved. All use is subject to applicab le license agreements.

Running POST tests from ROM
Testing ROM load area...done

Relocating code...Jumping to RAM
Performing second stage RAM test....passed

Board Serial Number is 'NS1023C1436'

Bootlog started for Version 9-V-0.0.11111

Build V-0.0.11111 bootrom/mpc 7xxx

Built on Wed Jun 29 21:55:30 IST 2011 by builder in /builder/0.0/panos/main

?Attempting to load from file cfl:/boot.tim

Version L-4.0.beta-private, Sat Aug 20 12:59:26 IST 2011 by abc /abc/ws-40b/panos/main
text:(3706043-->13139264) + data:(528557-->2068192)

Starting at 0xb000000...
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Total Memory: 1GB Chassis Type: sas Card Type: ba
TiIMOS-L-4.0.beta-private boot/mpc ALCATEL SAS 7210
All rights reserved. All use subject to applicable

Built on Sat Aug 20 12:59:26 IST 2011 by abc in /ab

TiMOS BOOT LOADER

CPLD Version: 2.1

Time from clock is FRI AUG 19 09:24:05 2011 UTC
USB: USB EHCI 1.00

scanning bus for devices...

1 USB Device(s) found

Number of blocks in device 0is 0

Number of bytes per block in device 0 is 0
Switching serial output to sync mode... done

Looking for cfl:/bof.cfg ... not found
Could not find bof.cfg on any of the local drives.

Default Settings
#eth-mgmt Port Settings:
eth-mgmt-disabled
#uplinkA Port Settings:
uplinkA-port 1/1/1
uplinkA-address 0
uplinkA-vlan 0
#uplinkB Port Settings:
uplinkB-port 1/1/2
uplinkB-address 0
uplinkB-vlan 0
#System Settings:
wait 3
persist off
console-speed 115200
uplink-mode network
acl-mode IPv6-None
use-expansion-card-type m4-dsl-ces
no console-disabled
Hit a key within 1 second to change boot parameters
Enter password to edit the Boot Options File
Or CTRL-D to exit the prompt
Password:

dami_7210

Copyright (c) 2000-2011 Alcatel-Lucent.
license agreements.
c/ws-40b/panos/main

Note: At this prompt, the default password “password’strhe used.
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Initial System Startup Process Flow

Figure 10displays the process start your system. Notetliimexample assumes that the boot
loader and BOF image and configuration files aexessfully located.

(o)

v

POWER CYCLE ROUTER

4
BOOT.TIM FILES FOUND
BOF FILES FOUND

v
ESTABLISH ROUTER CONNECTION (CONSOLE PORT)

'

CONFIGURE/MODIFY BOF FILE LOCATIONS

PRIMARY IMAGE

PRIMARY CONFIG

SECONDARY IMAGE

SECONDARY CONFIG
TERTIARY IMAGE

< SAVE CONFIG CHANGES > TERTIARY CONFIG

Figure 10: System Startup Process Flow
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Configuration Notes

This section describes BOF configuration caveats.

* Theloading sequence is based on the order inhwtis placed in the configuration file. It
is loaded as it is read in at boot time.
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Boot Option Files

This section provides information to configure B@d&rameters with CLI.

Topics in this section include:

Configuring Boot File Options with CLI on page 133

BOF Configuration Overview on page 134

Basic BOF Configuration on page 135

Common Configuration Tasks on page 137

Configuring BOF Parameters on page 144

Service Management Tasks on page 145

- Viewing the Current Configuration on page 145

- Modifying and Saving a Configuration on page 147

- Saving a Configuration to a Different Filename ag@ 150
- Rebooting on page 150
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BOF Configuration Overview
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Alcatel-Lucent routers do not contain a boot EEPROKE boostrap image is loaded from the
boot.tim file. The BOF file performs the followirigsks:

1.
2.

© ® N o o b~

Sets up the uplink ports or the ethernet managepwet (speed, duplex, auto).

Assign the IP address (either statically or uBlrtCP) for the uplink/ethernet management
port.

Assign the VLAN to the uplink port.

Create static routes to provide network connégtiv

Sets the console port speed.

Configures the Domain Name System (DNS) namelawd servers.
Configures the primary, secondary, tertiary apumfation source.
Configures the primary, secondary, and tertiargige source.

Configures operational parameters.
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Basic BOF Configuration

The parameters which specify location of the imfigaame that the router will try to boot from
and the configuration file are in the BOF.

The most basic BOF configuration should have thieviong:

e Uplink port or Ethernet Management port parameters
< Primary image location
« Primary configuration location

Following is a sample of a basic BOF configuraion7210 SAS-E devices.

*A:7210>show# bof

BOF (Memory)

primary-imaggp://*:*@135.254.170.22//im port/panos_builds/nightly/0.0
/I783/STU-sultan
primary-config  ftp://**@10.135.25.100/tftp boot/STU/2597-ver2.cfg
secondary-config tftp://10.135.25.100/STU/259 7-ver2.cfg

#eth-mgmt Port Settings:
no eth-mgmt-disabled
eth-mgmt-address 10.135.25.91/24

eth-mgmt-route  10.135.0.0/16 next-hop 10.13 5.25.1
eth-mgmt-route  135.250.0.0/16 next-hop 10.1 35.25.1
eth-mgmt-route  135.254.0.0/16 next-hop 10.1 35.25.1

eth-mgmt-autoneg
eth-mgmt-duplex  full
eth-mgmt-speed 100
#uplinkA Port Settings:
uplinkA-port 1/1/24
uplinkA-address  10.135.25.91/24
uplinkA-vlan 0
uplinkA-route  10.135.0.0/16 next-hop 10.13 5.25.1
uplinkA-route 135.254.0.0/16 next-hop 10.1 35.25.1
#uplinkB Port Settings:
uplinkB-port 1/1/2
uplinkB-address 0
uplinkB-vlan 0
#System Settings:
wait 3
persist off
console-speed 115200
no console-disabled

*A:7210>show#

The following displays an example of BOF output7@10 SAS-D device:

*A:SAS-D>show# bof

BOF (Memory)
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primary-image  ftp://*:*@135.254.170.22//ho me/***/images/SASD-both.tim
primary-config ~ cfl:\**** cfg
#uplinkA Port Settings:
uplinkA-port 1/1/10
uplinkA-address  10.135.20.152/24
uplinkA-vlan 0

uplinkA-route  10.135.0.0/16 next-hop 10.13 5.20.1

uplinkA-route  135.250.0.0/16 next-hop 10.1 35.20.1

uplinkA-route  135.254.0.0/16 next-hop 10.1 35.20.1
#System Settings:

wait 3

persist off

console-speed 115200
no console-disabled

*A:SAS-D>show#
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Common Configuration Tasks

The following sections are basic system tasksrthagt be performed.

e Searching for the BOF on page 138
- Accessing the CLI on page 141
— Console Connection on page 141
* Configuring BOF Parameters on page 144

For details about hardware installation and initialter connections, refer to the specific
hardware installation guide
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Searching for the BOF

The BOF should be on the same drive as the boptstrage file. If the system cannot load or
cannot find theBOF, then the system checks whether the boot sequeseenanually interrupted
else continues with the auto-init mode. The sygieompts for a different image and
configuration location.

The following example displays an example of thgpatiwhen the boot sequence is interrupted
for 7210 SAS-E devices.

Hit a key within 3 seconds to change boot parameter S...

Enter password to edit the Boot Options File
Or CTRL-D to exit the prompt

You must supply some required Boot Options. At any prompt, you can type:
"restart" - restart the query mode.
"reboot" - reboot.
"exit" - boot with with existing values.
"reset" - reset the bof and reboot.

Press ENTER to begin, or 'flash’ to enter firmware update, or the shell password...

Software Location
You must enter the URL of the TIMOS software.
The location can be on a Compact Flash device,
or on the network.

Here are some examples
cfl:/timos1.0R1
ftp://luser:passwd@192.168.1.150/./timos1.0R1
ftp:/luser:passwd@[3FFE::1]/./timos1.0R1
tftp://192.168.1.150/./timos1.0R1
tftp://3FFE::1/./timos1.0R1

The existing Image URL is 'ftp://*:*@10.10.170.22// home/***/images/both.tim'
Press ENTER to keep it.

Software Image URL:

Using: 'ftp://*:*@210.10.170.22//home/****[images/bo th.tim'

Configuration File Location
You must enter the location of configuration
file to be used by TiIMOS. The file can be on
a Compact Flash device, or on the network.

Here are some examples
cfl:/config.cfg
ftp:/luser:passwd@192.168.1.150/./config.cfg
ftp:/luser:passwd@[3FFE::1]/./config.cfg
tftp://192.168.1.150/./config.cfg
tftp://3FFE::1/./config.cfg
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The existing Config URL is 'ftp://*:*@10.135.25.100

Press ENTER to keep it, or the word 'none' for no C

Config File URL: none

Network Configuration

You specified a network location for either the
software or the configuration file. You need to
configure either eth-mgmt or uplinkA or uplinkB
You will be asked to configure the port number,
static routes, and VLAN Id in case of uplink por

eth-mgmt Port Setting

Existing eth-mgmt port settings are:

eth-mgmt-port

eth-mgmt-address  10.135.25.97/24
eth-mgmt-route  10.135.0.0/16 next-hop 10.13
eth-mgmt-route  135.254.0.0/16 next-hop 10.1

eth-mgmt port is configured for Boot Interface M
Press ENTER to proceed with existing port settin
Or "disable" to disable the port for Boot Interf

Or "edit" to change the port settings:

uplinkA Port Setting

Existing uplinkA port settings are:

uplinkA-port 1/1/24
uplinkA-address 0
uplinkA-vlan 0

uplinkA port is configured for Boot Interface Ma
Press ENTER to proceed with existing port settin
Or "disable" to disable the port for Boot Interf

Or "edit" to change the port settings:

uplinkB Port Setting

Existing uplinkB port settings are:

uplinkB-port 1/1/2
uplinkB-address 0
uplinkB-vlan 0

uplinkB port is configured for Boot Interface Ma
Press ENTER to proceed with existing port settin
Or "disable" to disable the port for Boot Interf

Or "edit" to change the port settings:

New Settings
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primary-image  ftp://*:*@135.254.170.22//ho
secondary-config tftp:/10.135.25.100/STU/con
#eth-mgmt Port Settings:
no eth-mgmt-disabled
eth-mgmt-address 10.135.25.97/24
eth-mgmt-route  10.135.0.0/16 next-hop 10.13
eth-mgmt-route  135.254.0.0/16 next-hop 10.1
eth-mgmt-autoneg
eth-mgmt-duplex full
eth-mgmt-speed 100
#uplinkA Port Settings:
uplinkA-port 1/1/24
uplinkA-address 0
uplinkA-vlan 0
#uplinkB Port Settings:
uplinkB-port 1/1/2
uplinkB-address 0
uplinkB-vlan 0
#System Settings:
wait 3
persist off
console-speed 115200
no console-disabled
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Accessing the CLI

To access the CLI to configure the software forfitst time, follow these steps:
* When the power to the chassis is turned on, ti® BAS software automatically begins
the boot sequence.

* When the boot loader and BOF image and configumdiles are successfully located,
establish a router connection (console session).

Console Connection
To establish a console connection, you will needftlowing:

e An ASCII terminal or a PC running terminal emutattisoftware set to the parameters
shown in the table below.

* A standard serial cable connector for connecting RS232 port (provides a RJ45
connector).

Table 14: Console Configuration Parameter Values

Parameter Value
Baud Rate 115,200
Data Bits 8
Parity None
Stop Bits 1
Flow Control None

Figure 11displays an example of the Console port on a BAS-E front panel.
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Console Port
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Figure 11: 7210 SAS-E Front Panel Console Port

Figure 12displays an example of the Console port on a BA8-D front panels.
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Figure 12: 7210 SAS-D Front Panel Console Port
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Figure 13: 7210 SAS-K Front Panel Console Port
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Figure 14: 7210 SAS-K Rear Panel

To establish a console connection:

Step 1
Step 2

Step 3

Step 4

Connect the terminal to the Console port on thetfpanel using the serial cable.
Power on the terminal.

Establish the connection by pressing the <Entegrakew times on your terminal
keyboard.

At the router prompt, enter the login and password.

The default login isdmin .
The default password &lmin .
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The following output displays a BOF configuratiar 7210 SAS-E:

*A:7210>show# bof

BOF (Memory)

primary-imaggp://*:*@135.254.170.22//im
/I783/STU-sultan
primary-config  ftp://*:*@210.135.25.100/tftp
secondary-config tftp://10.135.25.100/STU/259
#eth-mgmt Port Settings:
no eth-mgmt-disabled
eth-mgmt-address 10.135.25.91/24
eth-mgmt-route  10.135.0.0/16 next-hop 10.13
eth-mgmt-route  135.250.0.0/16 next-hop 10.1
eth-mgmt-route  135.254.0.0/16 next-hop 10.1
eth-mgmt-autoneg
eth-mgmt-duplex full
eth-mgmt-speed 100
#uplinkA Port Settings:
uplinkA-port 1/1/24
uplinkA-address  10.135.25.91/24
uplinkA-vlan 0
uplinkA-route  10.135.0.0/16 next-hop 10.13
uplinkA-route  135.254.0.0/16 next-hop 10.1
#uplinkB Port Settings:
uplinkB-port 1/1/2
uplinkB-address 0
uplinkB-vlan 0
#System Settings:
wait 3
persist off
console-speed 115200
console-disabled

port/panos_builds/nightly/0.0

boot/STU/2597-ver2.cfg
7-ver2.cfg

5.25.1
35.25.1
35.25.1

5.251
35.25.1

*A:7210>show#

7210 SAS D, E, K OS Basic System Configurat

ion Guide



Boot Option Files

Service Management Tasks

This section discusses the following service mamesge tasks:

e System Administration Commands on page 145
- Viewing the Current Configuration on page 145
- Modifying and Saving a Configuration on page 147
- Deleting BOF Parameters on page 148
- Saving a Configuration to a Different Filename ag@ 150

System Administration Commands

Use the following administrative commands to perfenanagement tasks.

CLI Syntax:  A:ALA-1# admin
auto-init stop
check-golden-bootstrap
debug-save [<file-url>]
disconnect [address <ip-address> | username <user-n ame>
{console|telnet|ftp|ssh}]
display-config
[nolenable-tech
reboot [auto-init][now]
save [file-url] [detail] [index]
set-time <date> <time>
tech-support <file-url>
update-golden-bootstrap [file-url]

Viewing the Current Configuration

Use one of the following CLI commands to displag turrent configuration. Thaet ai | option
displays all default values. Thedex option displays only the persistent indices. Tifie
command displays context-level information.

CLI Syntax: admin# display-config [detail|index]
info detail

The following displays an example of a configuratfioe:

*A:sim169# admin display-config
# TIMOS-B-0.0.1218 both/i386 ALCATEL SAS-E 7210 Cop yright (c) 2000-2008 Alcatel-
Lucent.
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# All rights reserved. All use subject to applicabl e license agreements.
# Built on Fri Sep 26 20:46:58 IST 2008 by panosbld in /panosbld/ws/panos/main

# Generated THU JUN 23 19:19:22 2005 UTC

exit all

configure
#

echo "System Configuration”
#.

system
name "7210-3"
contact "Fred Information Technology"
location "Bldg.1-floor 2-Room 201"
clli-code "abcdefg1234"
coordinates "N 45 58 23, W 34 56 12"
ccm 1
exit
snmp
exit
login-control
idle-timeout 1440
motd text "7210-3"
exit
time
sntp
shutdown
exit
zone UTC
exit
thresholds
rmon
exit
exit
exit...

#H.
#

# Finished FRI Nov 21 15:06:16 2008 UTC
A:*A:sim169##

7210 SAS D, E, K OS Basic System Configurat

ion Guide



Boot Option Files

Modifying and Saving a Configuration

If you modify a configuration file, the changes @&@min effect only during the current power
cycle unless aave command is executed. Changes are lost if themyistpowered down or the
router is rebooted without saving.

» Specify the file URL location to save the runnoa@nfiguration. If a destination is not
specified, the files are saved to the location whbke files were found for that boot
sequence. The same configuration can be savedliffighent file names to the same
location or to different locations.

* Thedetail option adds the default parameters to the savefigtwation.
e Theindex option forces a save of the index file.
e Changing the active and standby addresses witiebobt standby CPM may cause a
boot-env sync to fail.
The following command saves a configuration:

CLI Syntax: bof#save|[ cflash-id]

Example : A:ALA-1# bof
A:ALA-1>bof# save cfl:
A:ALA-1>bof#

The following command saves the system configunatio

CLI Syntax: admin#save [file-url][detall] [index]
Example : A:ALA-1# admin save cfl:\test123.cfg

Saving config.# Saved to cfl:\test123.cfg

... complete

A:ALA-1#

NOTE: If thepersist option is enabled and tla@min save file-url command is
executed with an FTP path used asfthee- ur| parameter, two FTP sessions simultaneously
open to the FTP server. The FTP server must begeoefl to allow multiple sessions from the
same login, otherwise, the configuration and infiles will not be saved correctly.
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Deleting BOF Parameters
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You can delete specific BOF parameters. imbdéorm of these commands removes the parameter
from configuration. The changes remain in effedyauring the current power cycle unless a

save command is executed. Changes are lost if themsyistpowered down or the router is
rebooted without saving.

Deleting the BOF file and then rebooting, causessistem to enter auto mode.

Use the following CLI syntax to save and remove BfRfiguration parameters:

CLI Syntax: bof#save[ cflash-id]

Example : A:ALA-1# bof
A:ALA-1>bof# save cfl:
A:ALA-1>bof#

The following is the CLI Syntax for 7210 SAS-E:

CLI Syntax:  *A:7210>bof#

no
no
no
no
no

no

no
no
no
no

no
no
no
no
no
no
no
no
no
no
no
no
no

console-speed
dns-domain
eth-mgmt-address
eth-mgmt-autoneg
eth-mgmt-disable

eth-mgmt-duplex

eth-mgmt-route

eth-mgmt-speed
persist

ping-address
primary-config
primary-dns
primary-image

save

secondary-config
secondary-dns
secondary-image
tertiary-config
tertiary-dns
tertiary-image
uplinkA-address
uplinkA-port
uplinkA-route
uplinkA-vlan
uplinkB-address
uplinkB-port
uplinkB-route
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no uplinkB-vlan
wait

The following is the CLI Syntax for 7210 SAS-D:

CLI Syntax:  *A:7210>bof#
no console-speed
no dns-domain
persist
no ping-address
no primary-config
no primary-dns
no primary-image
save
no secondary-config
no secondary-dns
no secondary-image
no tertiary-config
no tertiary-dns
no tertiary-image
no uplinkA-address
no uplinkA-port
no uplinkA-route
no uplinkA-vlan
no uplinkB-address
no uplinkB-port
no uplinkB-route
no uplinkB-vlan
wait
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Saving a Configuration to a Different Filename

Save the current configuration with a unique filmeato have additional backup copies and to edit
parameters with a text editor. You can save youect configuration to an ASCII file.

Use either of the following CLI syntax to save afiguration to a different location:

CLI Syntax: bof#save[ cflash-id]

Example : A:ALA-1# bof
A:ALA-1>bof# save cfl:
A:ALA-1>bof#

or
CLI Syntax: admin# save[ fil e-url][detalil] [index]
Example : A:ALA-1>admin# save cfl:\testABC.cfg

Saving config.# Saved to cfl:\testABC.cfg

... complete

A:ALA-1#

Rebooting
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When amadmin>reboot command is issued, the system reboots. Changéssannless the
configuration is saved. Use thedmin>savefile-url command to save the current configuration.
The user is prompted to confirm the reboot opendtidthe now option is not specified, the user is

prompted to confirm the reboot operation.Use thiedong CLI syntax to reboot:

CLI Syntax: admin# reboot [auto-init][now]

Example : A:ALA-1>admin# reboot
A:DutA>admin# reboot

Are you sure you want to reboot (y/n)? y

Resetting...OK

Alcatel-Lucent 7210 Boot ROM. Copyright 2000-2009 A Icatel-Lucent.

All rights reserved. All use is subject to applicab le license agreements.
Running POST tests from ROM

Testing ROM load area...done

Relocating code...Jumping to RAM
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When aradmin reboot auto-init command is issued, the system resets the exBtigfile and
reboots. The system startup process afteatimein reboot auto-init command is executed is the
same as the first time system boot as describ&gstem Intialization on page 110

NOTE: Since the BOF is reset, the system may not bp withthe last saved system
configuration unless the new BOF file also usesstrae configuration file. If it is required that
the system boot up with the last saved system gorstion, it is recommended to use the
admin>save file-url command to save the current system configuratimhraodify the BOF to
use this.

Use the following CLI to reset the BOF and reboot:

CLI Syntax: admin# reboot auto-init [now]

Example: *A:ALA-1# admin reboot auto-init

WARNING: Configuration and/or Boot options may have changed since the last save.
Are you sure you want to reset the bof and reboot ( yin)?'Y

Resetting...OK

Alcatel-Lucent 7210 Boot ROM. Copyright 2000-2008 A Icatel-Lucent.
All rights reserved. All use is subject to applicab le license agreements.
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BOF Command Reference

Command Hierarchies

Configuration Commands

NOTE: Not all the commands are supported on all th&@{24atforms. Please read
the CLI description to know which platforms suppitvése commands.

bof
— bof-password
— [no] console-disabled
— console-speetaud-rate
— no console-speed
— dns-domaindns-name
— nodns-domain
— [no] eth-mgmt-addressip-prefix/ip-prefix-length
— [no] eth-mgmt-autoneg
— [no] eth-mgmt-address
— [no] eth-mgmt-disabled
— eth-mgmt-duplex{full | half}
— [no] eth-mgmt-route ip-prefix/ip-prefix-length
— next-hopip-address
— eth-mgmt-speedspeed
— persist{on| off}
— ping-addressip-address
— noping-address
— primary-config file-url
— no primary-config
— primary-dns ip-address
— no primary-dns
— primary-image file-url
— no primary-image
— save[cflash-id]
— secondary-configfile-url
— no secondary-config
— [no] secondary-dnsip-address
— secondary-imagéfile-url
— no secondary-image
— tertiary-config file-url
— no tertiary-config
— tertiary-dns ip-address
— notertiary-dns
— tertiary-image file-url
— notertiary-image
— wait seconds
— uplinkA-address ip-address/mask
— no uplinkA-address
— uplinkA-port port-id
— no uplinkA-port
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Show Commands
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show

[no] uplinkA-route ip-address/mashkext-hopip-address
uplinkA-vlan 0..4094

no uplinkA-vlan

uplinkB-address ip-address/mask

no uplinkB-address

uplinkB-port port-id

no uplinkB-port

[no] uplinkB-route ip-address/maskext-hop ip-address
uplinkB-vlan 0..4094

no uplinkB-vlan

wait seconds

bof [cflash-id| booted]
boot-messages
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Configuration Commands

File Management Commands

bof

Syntax
Context

Description

Default

save

Syntax
Context

Description

Default

bof
<ROOT>

This command creates or edits the boot option#I@F) for the specified local storage device.

A BOF file specifies where the system searchesuiotime images, configuration files, and other
operational parameters during system initialization

BOF parameters can be modified. Changes can bd sagespecified compact flash. The BOF must
be located in the root directory of either an ingdror external compact flash local to the systenh a
have the mandatory filename lwdf.cfg

When modifications are made to in-memory paramekeisare currently in use or operating, the
changes are effective immediately. For exampligfconsole-speed is changed, the change takes
place immediately.

Only one entry of the BOF configuration commandesteent can be saved once the statement has
been found to be syntactically correct.

No default boot option file exists.

none

save [cflash-id]
bof

This command uses the boot option parameters dlyriarmemory and writes them from the boot
option file to the compact flash.

The BOF is located in the root directory of theemmial compact flash drive local to the system and
have the mandatory filename lwéf.cfg

Command usage:
» bof save— Saves the BOF to the flash drive. and 7210 SAS-R
» bof save cfl.— Saves the BOF to cfl:

Saves must be explicitly executed. BOF is savdldeasame location as the location of boot.tim used
for booting the system.
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Parameters flash-id —The compact flash ID where thef.cfgis to be saved.
Values cfl
Default cfl
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BOF Processing Control

wait
Syntax  wait seconds
Context bof
Description This command configures a pause, in seconds, atalneof the boot process which allows system

initialization to be interrupted at the console.

When system initialization is interrupted the operas allowed to manually override the parameters
defined in the boot option file (BOF).

Only onewait command can be defined in the BOF.
Default 3

Parameters seconds —Fhe time to pause at the start of the boot prodessconds.
Values 1—10
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Console Port Configuration

bof-password

Syntax
Context

Description

Default

Parameters

bof-password password
bof

This command allows the user to configure a BOBwasd. The user will have to provide this
password to edit the BOF parameters in the boaleioa

It also implements a mechanism for password regpifehe user forgets the password. If the user
forgets the password, it can be reset to factofgulie As a security measure, to prevent a maligiou
user for using it gain access to the configuratiles, when the password is reset to default, the
system also resets the flash to factory defauit# §s, it removes all the files from the flash eptc

for the boot image filecf1:\boot.tim) and Timos image filecf1:\both.tim)) and reboots the node
with the factory default settings. After boot upe tuser needs to setup the box using the samessteps
used to boot the box the first time when it wagieed from the factory. User can use the factory
default password ‘password’ to edit the BOF paramsetfter the boot up subsequent to reboot and
choose to change the password again.

NOTE: It is highly recommended that user does anamecfl:\boot.tim andcfl:\both.tim, if the
system needs to retain them during the passwooveeg procedure. Additionally, it is highly
recommended that the user takes a backup of allirthge files, configuration files and other data.

The factory default password is ‘password’

password —Specifies the bof password.

Values Maximum of 20 characters.

console-disabled

Syntax
Context

Description

Default
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[no] console-disabled
bof

This command allows the user to enable or disdidesérial port console for use.

In remote deployments this command provides adtitisecurity mechanism for the user. The
console can be disabled to prevent unauthorizegsado the system.

Note: Console is always available for use when the d@eigibooting up. This command is applicable
only after the Timos image [SROS] (that is the ktf) is up and running successfully. If the user
executes this command in the BOF CLI context, irarmand takes effect only during the next boot.
A BOF Save operation must be performed after exagtite console-disabled command.

The no form of the command enables the console. Thisaslefault value.

no console-disabled
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console-speed

Syntax  console-speed baud-rate
no console-speed
Context bof
Description This command configures the console port baud rate.

When this command is issued while editing the BiidRused for the most recent boot, both the BOF
file and the active configuration are changed imiatedly.

Theno form of the command reverts to the default value.
Default 115200— console configured for 115,200 bps operation

Parameters baud-rate —The console port baud rate, expressed as a deicitagér.
Values 9600, 19200, 38400, 57600, 115200
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Image and Configuration Management

persist

Syntax persist {on | off}
Context bof

Description This command specifies whether the system willgmes system indexes whesavecommand is
executed. During a subsequent boot, the indexsfitead along with the configuration file. As a
result, a number of system indexes are preservieeeba reboots, including the interface index, etc.
This reduces resynchronizations of the Network Manaent System (NMS) with the affected
network element.

In the event that persist@ and the reboot with the appropriate index filéstaBNMP is

operationally shut down to prevent the managemesiem from accessing and possibly
synchronizing with a partially booted or incomplattwork element. To enable SNMP access, enter
the config>system>snmp>no shutdowigcommand.

If persistis enabled and tredmin save €rl> command is executed with an FTP path used as the
<url> parameter, two FTP sessions simultaneously opdretB TP server. The FTP server must be
configured to allow multiple sessions from the saaggn, otherwise, the configuration and index
files will not be saved correctly.

Notes:
« Persistency files (.ndx) are saved on the santeadishe configuration files and the image files.

* When an operator sets the location for the pensist file, the system will check to ensure that
the disk has enough free space. If this thereti®nough free space, the persistency will not
become active and a trap will be generated. Thés up to the operator to free adequate disk
space. In the meantime, the system will performpae availability check every 30 seconds. As
soon as the space is available the persistencydlbme active on the next (30 second) check.

Default off

Parameters on —Create when saving the configuration.

off —Disables the system index saves between reboots.
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primary-config
Syntax primary-config file-url
no primary-config
Context bof

Description This command specifies the name and location optheary configuration file.

The system attempts to use the configuration spedifiprimary-config . If the specified file cannot
be located, the system automatically attempts taioihe configuration from the location specified
in secondary-configand then théertiary-config .

Note that if an error in the configuration fileeacountered, the boot process aborts.
Theno form of the command removes themary-config configuration.

Default none

Parameters file-url — The primary configuration file location, expresseda file URL.

Values file-url [local-url | remote-ur] (up to 180 characters)
local-url [<cflash-id/> | <usb-flash-id>][file-path
remote-url [{ftp://|tftp://} login:pswd@remote-lodii file-path|
cflash-id cfl:

usb-flash-id ufl:

primary-image
Syntax primary-image file-url
no primary image
Context bof

Description This command specifies the primary directory lamafior runtime image file loading.

The system attempts to load all runtime image fitesfigured in thgrimary-image first. If this
fails, the system attempts to load the runtime iesafigom the location configured in teecondary-
image If the secondary image load fails, the tertiamage specified itertiary-image is used.

Theno form of the command removes themary-image configuration.
Default none

Parameters file-url — Thelocation-url can be either local (thftash) or a remote FTP server.

Values file-url [local-url | remote-ur] (up to 180 characters)
local-url [<cflash-id/> | <usb-flash-id>][file-path
remote-url [{ftp://|tftp://} login:pswd@remote-lodiffile-path
cflash-id cfl:

usb-flash-id ufl:

7210 SAS D, E, K OS Basic System Configuration Guid e Page 161



File Management Commands

secondary-config

Syntax

Context

Description

Default

Parameters

secondary-config file-url
no secondary-config

bof

This command specifies the name and location o$étendary configuration file.

The system attempts to use the configuration asfsgukin secondary-configif the primary config
cannot be located. If theecondary-configfile cannot be located, the system attempts taiolhe
configuration from the location specified in ttegtiary-config .

Note that if an error in the configuration fileeacountered, the boot process aborts.
Theno form of the command removes thecondary-configconfiguration.

none

file-url — The secondary configuration file location, expréesae a file URL.

Values file-url [local-url | remote-ur] (up to 180 characters)
local-url [<cflash-id/> | <usb-flash-id>][file-path
remote-url [{ftp://|tftp://} login:pswd @remote-lodij file-path]
cflash-id cfl:

usb-flash-id ufl:

secondary-image

Syntax

Context

Description

Default

Parameters
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secondary-image file-url
no secondary-image

bof

This command specifies the secondary directorytioedor runtime image file loading.

The system attempts to load all runtime image fil@sfigured in therimary-image first. If this
fails, the system attempts to load the runtime iasagom the location configured in thecondary-
image. If the secondary image load fails, the tertiamage specified itertiary-image is used.

Theno form of the command removes thecondary-imageconfiguration.
none

file-url — Thefile-url can be either local (this local flash) or a renteté® server.

Values file-url [local-url | remote-ur] (up to 180 characters)
local-url [<cflash-id/> | <usb-flash-id>][file-path
remote-url [{ftp://|tftp://} login:pswd @ remote-lodij file-path|
cflash-id cfl:

usb-flash-id ufl:
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Syntax

Context

Description

Default

Parameters

tertiary-image

Syntax

Context

Description

Default

Parameters
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tertiary-config  file-url
no tertiary-config

bof

This command specifies the name and location ofeti@ry configuration file.

The system attempts to use the configuration Spedifitertiary-config if both the primary and

secondary config files cannot be located. If tiiessdannot be located, the system boots with the

factory default configuration.
Note that if an error in the configuration fileeacountered, the boot process aborts.

Theno form of the command removes ttegtiary-config configuration.
none

file-url — The tertiary configuration file location, expresseda file URL.

Values local-url [<cflash-id/> | <usb-flash-id>][file-path
cflash-id cfl:
usb-flash-id ufl:
remote-url [{ftp://|tftp://} login:pswd@remote-lodii file-pathlocal-url

tertiary-image file-url
no tertiary-image

bof

This command specifies the tertiary directory larafor runtime image file loading.

The system attempts to load all runtime image fitesfigured in thgprimary-image first. If this

fails, the system attempts to load the runtime iesafigom the location configured in teecondary-

image If the secondary image load fails, the tertiamage specified itertiary-image is used.

Theno form of the command removes ttegtiary-image configuration.
none

file-url — The location-url can be either local (this flashpaemote FTP server.

Values file-url [local-url | remote-ur] (up to 180 characters)
local-url [<cflash-id/> | <usb-flash-id>][file-path
remote-url [{ftp://|tftp://} login:pswd@remote-lodii file-path|
cflash-id cfl:
usb-flash-id ufl:
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ping-address

Syntax

Context

Description

Default

Parameters

ping-address ip-address
no ping-address

bof

This command specifies the IP address which woeldded for ping-test after the system boots.

Theno form of the command removes the ping-address gordtion. Setting a value of 0 also
removes the ping-address configuration.

none

ip-address —Specifies an IPv4 ip-address in the form a.b.@dekample, 10.1.2.10.

uplinkA-address

Syntax

Context

Description

Parameters

uplinkA-address ip-address/mask
no uplinkA-address

bof

This command configures the uplink-A address.

Theno form of the command sets the uplinkA to use DHEBét the IP and th&how bofvalue
reflects O for this parameter.

ip-address —The IP address of the Boot Option File (BOF). Tddslress must be unique within the
subnet and specified in dotted decimal notation.

Values a.b.c.d

mask —The subnet mask length when the IP prefix is sptih CIDR notation. When the IP prefix
is specified in CIDR notation, a forward slashs@parates th@-addr from themask-length
parameter. The mask length parameter indicatesuinder of bits used for the network portion
of the IP address; the remainder of the IP addsassed to determine the host portion of the IP
address.

Values 1—30

uplinkB-address

Syntax

Context

Description
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uplinkB-address ip-address/mask
no uplinkB-address

bof

This command configures the uplink-B address.
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uplinkA-port

Syntax

Context

Description

Parameters

uplinkB-port

Syntax

Context

Description

Parameters

Boot Option Files

Theno form of the command sets the uplinkB to use DHEBdt the IP and thehow bofvalue
reflects O for this parameter.

ip-address —The IP address of the Boot Option File (BOF). Tddslress must be unique within the
subnet and specified in dotted decimal notation.

Values a.b.c.d

mask —The subnet mask length when the IP prefix is sjpggtih CIDR notation. When the IP prefix
is specified in CIDR notation, a forward slashs@parates thip-addr from themask-length
parameter. The mask length parameter indicatesutrder of bits used for the network portion
of the IP address; the remainder of the IP addsassed to determine the host portion of the IP
address.

Values 1—30

uplinkA-port  port-id
no uplinkA-port

bof

This command configures the primary port to be dsetboot up.

Theno form of the command removes all the uplinkA pareerefrom the BOF.

port-id —Specifies the primary port to be used for bootrutheslot/mda/portformat.

uplinkB-port  port-id
no uplinkB-port

bof

This command configures the secondary port to kd & boot up.

Theno form of the command removes all the uplinkB parergefrom the BOF.

port-id —Specifies the secondary port to be used for boan tipeslot/mda/portformat.
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uplinkA-route

Syntax
Context

Description

Parameters

uplinkB-route

Syntax
Context

Description

Parameters
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[no] uplinkA-route ip-address/mask next-hop ip-address
bof

This command configures an uplink-A static route.

ip-address —The IP address of the Boot Option File (BOF). Tddslress must be unique within the
subnet and specified in dotted decimal notation.

Values a.b.c.d

mask —The subnet mask length when the IP prefix is sptifi CIDR notation. When the IP prefix
is specified in CIDR notation, a forward slashs@parates thi@-addr from themask-length
parameter. The mask length parameter indicatesutmder of bits used for the network portion
of the IP address; the remainder of the IP addsassed to determine the host portion of the IP
address.

Values 0—32

next-hopip-address— The next hop IP address used to reach the destinati

[no] uplinkB-route ip-address/mask next-hop ip-address
bof

This command configures an uplink-B static route.

ip-address —The IP address of the Boot Option File (BOF). Tddslress must be unique within the
subnet and specified in dotted decimal notation.

Values a.b.c.d

mask —The subnet mask length when the IP prefix is sptih CIDR notation. When the IP prefix
is specified in CIDR notation, a forward slashs@parates th@-addr from themask-length
parameter. The mask length parameter indicatesuinder of bits used for the network portion
of the IP address; the remainder of the IP addsassed to determine the host portion of the IP
address.

Values 0—32

next-hopip-address— The next hop IP address used to reach the destinati
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Syntax

Context

Description

uplinkB-vlan

Syntax

Context

Description

Boot Option Files

uplinkA-vlan 0..4094
no uplinkA-vlan

bof

This command specifies a VLAN ID to be used onniph\.
Theno form of the command is used to send untagged paokeuplink-A.

uplinkB-vlan 0..4094
no uplinkA-vlan

bof

This command specifies a VLAN ID to be used onniph.
Theno form of the command is used to send untagged paokeuplink-B.

eth-mgmt-address

Syntax
Context

Description

Default

Parameters

Note: This command is not supported on 7210 SAS-D aid BAS-K devices.
[no] eth-mgmt-address ip-prefix\ip-prefix-length

bof

Platforms Supported: 7210 SAS-E.

This command assigns an IP address to the managé&tiemnet port in the running configuration
and the Boot Option File (BOF). Deleting a BOF addrentry is not allowed from a telnet session.

The no form of the command deletes the IP addesigraed to the Ethernet port.

no eth-mgmt-address —There are no IP addresses assigned to the outrofiboernet
management ports.

ip-prefix\ip-prefix-length —The IP address in dotted decimal notation.

Values ipv4-prefix a.b.c.d (host bits must be 0)
ipv6-prefix - xoexaxax:x:ix:x  (eight 16-bit gices)
xaxax:x:x:x:d.d.d.d
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X - [0..FFFF]H

d - [0..255]D
Values ipv4-prefix-length 0 — 32
Values ipv6-prefix-length 0 — 128

eth-mgmt-autoneg

Note: This command is not supported on 7210 SAS-D add BAS-K devices.
Syntax [no] eth-mgmt-autoneg
Context bof
Description Platforms Supported: 7210 SAS-E.

This command enables speed and duplex Auto-neigotiah the management Ethernet port in the
running configuration and the Boot Option File (BOF

Theno form of the command disables the Auto-negotiaééuies on this port.

Default eth-mgmt-autoneg —Auto-negotiation is enabled on the management Eétgrort.

eth-mgmt-disabled

Note: This command is not supported on 7210 SAS-D add BAS-K devices.
Syntax [no] eth-mgmt-disabled
Context bof

Description Platforms Supported: 7210 SAS-E.

This command allows the user to enable or disdig@ut-of-band management Ethernet port for use
during boot up.

Theno form of the command enables the port.

Default eth-mgmt-disabled

eth-mgmt-duplex
Note: This command is not supported on 7210 SAS-D add BAS-K devices.
Syntax eth-mgmt-duplex {full | half}
Context bof

Description Platforms Supported: 7210 SAS-E.

This command configures the duplex mode of the mament Ethernet port when Auto-negotiation
is disabled in the running configuration and th@B0ption File (BOF).
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This configuration command allows for the configiom of the duplex mode of the Ethernet port. If
the port is configured to Auto-negotiate, this paeger will be ignored.

Default eth-mgmt-duplex full — Full duplex operation.

Parameters full — Sets the link to full duplex mode.

half —Sets the link to half duplex mode.

eth-mgmt-route

Note: This command is not supported on 7210 SAS-D ardd BAS-K devices.
Syntax [no] eth-mgmt-route ip-prefix/ip-prefix-length next-hop ip-address
Context bof

Description Platforms Supported: 7210 SAS-E.

This command creates a static route entry for taragement Ethernet port in the running
configuration and the Boot Option File (BOF).

This command allows manual configuration of stediating table entries. These static routes are only
used by traffic generated by the Ethernet portefiuce configuration, manual address aggregation
should be applied where possible.

A static default (0.0.0.0 or 0) route cannot befigpmed on the management Ethernet port. A
maximum of ten static routes can be configuredhenmhanagement Ethernet port.

The no form of the command deletes the static route
Default No default routes are configured.

Parameters ip-prefix\ip-prefix-length —The destination address of the static route inedadiecimal notation.
100 —The destination address of the static route inedodiecimal notation.

Values ip-prefix|ip-prefix-length: ipv4-prefix a.b.c.d (bbbits must be zero) ipv4-prefix-le
0—32
ipvB-prefix - xaexixix:x:x:x  (eight 16-bit gices)
xaxaxix:x:x:d.d.d.d
X - [0..FFFF]H
d - [0..255]D

Values Values mask — The subnet mask, expressed as geirdein dotted decimal
notation. 0 — 32 (mask length), 128.0.0.0 — 255.255.255 (dotted decimal)
ipv6-prefix-length - 0 — 128
next-hopip-address— The next hop IP address used to reach the déstin
Values ipv4-address - a.b.c.d
ipv6-address - x:x:xx:x:x:x:x:x (eight 16-bitguies)
xaxaxix:x:x:d.d.d.d
X - [0..FFFF]H
d - [0..255]D

7210 SAS D, E, K OS Basic System Configuration Guid e Page 169



File Management Commands

The destination address of the static route irediatiecimal notation.

eth-mgmt-speed
Note: This command is not supported on 7210 SAS-D add BAS-K devices.
Syntax eth-mgmt-speed speed
Context bof

Description Platforms Supported: 7210 SAS-E.

This command configures the speed for the manageRtkarnet port when Auto-negotiation is
disabled in the running configuration and the BOption File (BOF).

If the port is configured to Auto-negotiate, thargmeter is ignored.
Default speed 100 —.00 M/bps operation.

Parameters 10 —Sets the link to 10 M/bps speed.
100 —Sets the link to 100 M/bps speed.
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DNS Configuration Commands

dns-domain

Syntax

Context

Description

Default

Parameters

primary-dns

Syntax

Context

Description

Default

Parameters
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dns-domain dns-name
no dns-domain

bof

This command configures the domain name used wedarming DNS address resolution. This is a
required parameter if DNS address resolution igired. Only a single domain name can be
configured. If multiple domain statements are ogufed, the last one encountered is used.

Theno form of the command removes the domain name ftarconfiguration.
no dns-domain— No DNS domain name is configured.

dns-name —Specifies the DNS domain name up to 32 charaatdength.

primary-dns ip-address
no primary-dns
bof

This command configures the primary DNS server tise®NS name resolution. DNS name
resolution can be used when executing ping, traterand service-ping, and also when defining file
URLs. DNS name resolution is not supported when Dii®es are embedded in configuration files.

Theno form of the command removes the primary DNS seifnoen the configuration.
no primary-dns — No primary DNS server is configured.

ip-address —The IP address of the primary DNS server.

Values ipv4-address - a.b.c.d

ipv6-address - x:x:xx:x:x:x:x:x (eight 16-bitguies)
xaxaxix:x:x:d.d.d.d
X - [0..FFFF]H
d - [0..255]D
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secondary-dns

Context

Description

Default

Parameters

tertiary-dns

Syntax

Context

Description

Default

Parameters

Page 172

[no] secondary-dns ip-address
bof

This command configures the secondary DNS servddi5 name resolution. The secondary DNS
server is used only if the primary DNS server dogsrespond.

DNS name resolution can be used when executing pexgeroute, and service-ping, and also when
defining file URLs. DNS name resolution is not sagpd when DNS names are embedded in
configuration files.

Theno form of the command removes the secondary DNSesérem the configuration.
no secondary-dns— No secondary DNS server is configured.

ip-address —The IP address of the secondary DNS server.

Values ipv4-address - a.b.c.d

ipv6-address - x:x:x:x:x:x:x:x (eight 16-bitguies)
xaxcx:xix:x:d.d.d.d
X - [0..FFFF]H
d - [0..255]D

tertiary-dns ip-address
no tertiary-dns

bof
This command configures the tertiary DNS serveidNS name resolution. The tertiary DNS server
is used only if the primary DNS server and the adaoy DNS server do not respond.

DNS name resolution can be used when executing pexgeroute, and service-ping, and also when
defining file URLs. DNS name resolution is not sagpd when DNS names are embedded in
configuration files.

Theno form of the command removes the tertiary DNS seinoen the configuration.
no tertiary-dns — No tertiary DNS server is configured.

ip-address —The IP address of the tertiary DNS server.

Values ipv4-address - a.b.c.d

ipv6-address - x:x:x:x:x:x:x:x (eight 16-bitguies)
xaxcx:x:x:x:d.d.d.d
X - [0..FFFF]H
d - [0..255]D
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Show Commands

bof

Syntax bof [cflash-id | booted ]
Context show

Description This command displays the Boot Option File (BOF@@xted on last system boot or on the specified
device.

If no device is specified, the BOF used in the gstem boot displays. If the BOF has been modified
since the system boot, a message displays.

Parameters cflash-id.The cflash directory name.
Values cfl:

booted —Displays the boot option file used to boot the syst

Output  Show BOF Fields — The following table describes BOF output fields.

Table 15: Show BOF Output Fields

Label Description

primary-image The primary location of the directory that contaihne runtime images
of both CPM and IOM.

primary-config The primary location of the file that contains tmnfiguration.

primary-dns The primary DNS server for resolution of host nanoel® addresses.

secondary-image The secondary location of the directory that caorgdihe runtime
images of both CPM and IOM.

secondary-config The secondary location of the file that contaires¢bnfiguration.

secondary-dns The secondary DNS server for resolution of hostesmto IP
addresses.

tertiary-image The tertiary location of the directory that contathe runtime images
of both CPM and IOM.

tertiary-config The tertiary location of the file that contains tanfiguration.

tertiary-dns The tertiary DNS server for resolution of host nartelP addresses.

persist on — Persistent indexes between system reboots is ehable
off — Persistent indexes between system reboots is disabl

wait The time configured for the boot to pause whiletingifor console
input.
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Table 15: Show BOF Output Fields (Continued)

Label

autonegotiate

console speed
ping-address
dns domain
uplinkA-address
uplinkA-port
uplinkA-route
uplinkA-vlan
uplinkB-address
uplinkB-port
uplinkB-route

uplinkB-vlan

console-disabled

Description

No autonegotiate —
autonegotiate —

Autonegotiate not enabled.
Autonegotiate is enabled.

The console port baud rate.

The IPv4 IP address to be used for ping-test afiés-init.

The domain name used when performing DNS addreséuten.

Displays the Uplink-A IP address.

Displays the primary port to be used for auto-boot.
Displays the static route associated with Uplink-A.
Displays the VLAN ID to be used on Uplink-A.
Displays the Uplink-B IP address.

Displays the secondary port to be used for autd-boo
Displays the static route associated with Uplink-B.
Displays the VLAN ID to be used on Uplink-B.

Displays the status of serial port console.

Table 16: Show BOF Output Fields (supported only on 7210 SAS-E)

Label

Description

eth-mgmt-disabled

eth-mgmt-addressg

eth-mgmt-route

eth-mgmt-autoneg

eth-mgmt-duplex

eth-mgmt-speed

Sample Output

*A:ALA# show bof cfl:

Displays if Ethernet management is disabled.
Displays the Ethernet management address.
Displays the Ethernet Management route.

Displays if the auto-negotiate is enabled.

Displays the mode of the Ethernet management port.

Displays the Ethernet management speed.

BOF on cfl:
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primary-image  ftp://**@210.135.16.90/./ima
secondary-image ftp://*:*@10.135.16.90/./ima
tertiary-image  ftp://*:*@10.135.16.90/./ima
primary-dns 135.254.244.204
dns-domain in.lucent.com
ping 10.135.16.90
#uplinkA Port Settings:
uplinkA-port 1/1/1
uplinkA-address  192.168.1.11/24
uplinkA-vlan 0
uplinkA-route  10.135.0.0/16 next-hop 192.1
#uplinkB Port Settings:
uplinkB-port 1/1/2
uplinkB-address 0
uplinkB-vlan 0
#System Settings:
wait 3
persist on
console-speed 115200
no console-disabled

Boot Option Files

ges/auto-boot/solution/bothx.tim
ges/auto-boot/solution/bothx.tim
ges/auto-boot/solution/both.tim

68.1.1

*A:ALA#
*A:ALA# show bof booted

System booted with BOF

primary-image  ftp://**@10.135.16.90/./ima
secondary-image ftp://*:*@10.135.16.90/./ima
tertiary-image  ftp://**@10.135.16.90/./ima
primary-dns 135.254.244.204
dns-domain in.lucent.com
ping-address 10.135.16.90
#uplinkA Port Settings:
uplinkA-port 1/1/1
uplinkA-address  192.168.1.11/24
uplinkA-vlan 0
uplinkA-route  10.135.0.0/16 next-hop 192.1
#uplinkB Port Settings:
uplinkB-port 1/1/2
uplinkB-address 0
uplinkB-vlan 0
#System Settings:
wait 3
persist on
console-speed 115200
no console-disabled

ges/auto-boot/solution/bothx.tim
ges/auto-boot/solution/bothx.tim
ges/auto-boot/solution/both.tim

68.1.1

*A:ALA#
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boot-messages

Syntax
Context
Description

Output

Page 176

boot-messages

show

This command displays boot messages generatedydheriast system boot.

Show Boot Messages Fields —  The following output shows boot message outpudsiel

Sample Output

cfl:/bootlog.txt

Bootlog started for Version V-0.0.1317
Build V-0.0.1317 bootrom/mpc 7xxx
Built on Tue Jan 6 02:23:14 IST 2009 by panosbld in

?Attempting to load from file cf1:/boot.tim

Version L-0.0.1312, Fri Jan 2 04:26:32 IST 2009 by
main

text:(3002475-->12623392) + data:(550940-->2414128)
Starting at 0xb000000...

Total Memory: 512MB Chassis Type: sas Card Type:
TiMOS-L-0.0.1312 boot/mpc ALCATEL SAS-E 7210 Copyri
All rights reserved. All use subject to applicable

Built on Fri Jan 2 04:26:32 IST 2009 by panosbld in

TiMOS BOOT LOADER

Extended checks enabled with overhead of 36B
Time from clock is THU JAN 08 16:04:05 2009 UTC
Switching serial output to sync mode... done

Looking for cfl:/bof.cfg ... OK, reading

Contents of Boot Options File on cfl:
primary-image  ftp://**@192.168.170.22/imp
12/STU-sultan/both.tim
primary-config  cfl:\config.cfg
#uplinkA Port Settings:
uplinkA-port 1/1/13
uplinkA-address  10.135.17.246/24
uplinkA-vlan null
uplinkA-route  10.135.0.0/16 next-hop 10.13
uplinkA-route  192.168.0.0/16 next-hop 10.1
#uplinkB Port Settings:
uplinkB-port 1/1/2
uplinkB-address 0
uplinkB-vlan 0
#System Settings:
wait 3
persist off
console-speed 115200

Hit a key within 1 second to change boot parms...

/panosbld/ws/panos/main

panosbld in /panosbld/ws/panos/

badami_7210

ght (c) 2000-2009 Alcatel-Lucent.

license agreements.
/panosbld/ws/panos/main

ort/panos_nightly_builds/1.0/B1-

5171
35.17.1
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Configuring Network with uplinkA Port Setting.....
Primary config file present at: cfl1:\config.cfg

Primary image location: ftp://*:*@192.168.170.22/im port/panos_nightly_builds/1.0/B1-
12/STU-sultan/both.tim

Initializing uplinkA port using IP addr 10.135.17.2 46.

Loading image ftp://*:*@192.168.170.22/import/panos _nightly_builds/1.0/B1-12/STU-
sultan/both.tim

Version B-1.0.B1-12, Wed Jan 7 00:58:35 IST 2009 b y builder in /builder/ws/panos/
main

text:(27022791-->84574868) + data:(1921023-->107204 20)

Executing TiIMOS image at 0x100000

Total Memory: 512MB Chassis Type: sas Card Type: badami_7210
TiMOS-B-1.0.B1-12 both/mpc ALCATEL 7210 Copyright ( c) 2000-2009 Alcatel-Lucent.
All rights reserved. All use subject to applicable license agreements.
Built on Wed Jan 7 00:58:35 IST 2009 by builder in /builder/ws/panos/main
A\ AN A A
A N | T AN
NN AN B AN LN\
NN N R NN (RS
[ AN R W AN S N IR WAV A AN R VY (R R
LN TR N~~~ INN N T VWV
Ll D \NN TN AN
V_/  V_/ Ll NN W
I \i:f \i:f
V_/ V_/ V_/

Time from clock is THU JAN 08 16:05:20 2009 UTC

Attempting to exec primary configuration file:
‘cfl:\config.cfg' ...

System Configuration

System Security Configuration

Log Configuration

System Security Cpm Hw Filters Configuration

QoS Slope and Queue Policies Configuration

Port Scheduler Policies Configuration

Card Configuration

Port Configuration

Management Router Configuration

Router (Network Side) Configuration

Static Route Configuration

Service Configuration

Router (Service Side) Configuration

Executed 234 lines in 0.1 seconds from file cfl:\co nfig.cfg

INFO: CLI #1008 The SNMP daemon is disabled. To en able SNMP, execute the command
‘config>system>snmp no shutdown'.

TiMOS-B-1.0.B1-12 both/mpc ALCATEL SAS-E 7210 Copyr ight (c) 2000-2008 Alcatel-Lucent.
All rights reserved. All use subject to applicable license agreements.

Built on Wed Jan 7 00:58:35 IST 2009 by builder in /builder/ws/panos/main

Login:
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In This Chapter

This chapter provides information about configurbagic system management
parameters.

Topics in this chapter include:

* System Management Parameters on page 180
- System Information on page 180
— System Name on page 180
— System Contact on page 180
— System Location on page 181
- System Coordinates on page 181
— Naming Objects on page 181
— Naming Objects on page 181
- System Time on page 183
— Time Zones on page 183
— Network Time Protocol (NTP) on page 185
— SNTP Time Synchronization on page 186
— CRON on page 187
e High Availability on page 188
- HA Features on page 188
— HA Features on page 188
* Redundancy on page 188
e Synchronization and Redundancy on page 214
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System Management Parameters

System management commands allow you to configase system management functions such
as the system name, the router’s location and aoates, and CLLI code as well as time zones,
Network Time Protocol (NTP), Simple Network TimeoRycol (SNTP) properties, CRON and
synchronization properties.

System Information

System information components include:

¢ System Name on page 180

¢ System Contact on page 180

e System Location on page 181

e System Coordinates on page 181

« Naming Objects on page 181

System Name

The system name is the MIB Il (RFC 190Tanagement Information Base for Version 2 of the
Simple Network Management Proto(8NMPv2) sysName object. By convention, this text
string is the node’s fully-qualified domain namdelsystem name can be any ASCII printable
text string of up to 32 characters.

System Contact

The system contact is the MIB Il sysContact objBgtconvention, this text string is a textual
identification of the contact person for this mae@gode, together with information on how to
contact this person.The system contact can be &GilAprintable text string of up to 80
characters.
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System Location

The system location is the MIB |l sysLocation objatich is a text string conventionally used to
describe the node’s physical location, for exam{iédg MV-11, 1st Floor, Room 101". The
system location can be any ASCII printable texhgtof up to 80 characters.

System Coordinates

The system coordinates is the Alcatel-Lucent CsagdB tmnxChassisCoordinates object. This
text string indicates the Global Positioning Sys{&PRS) coordinates of the location of the
chassis.

Two-dimensional GPS positioning offers latitude #mthitude information as a four dimensional
vector:

(direction hours minutesec ongs

wheredirectionis one of the four basic values: N, S, WhBursranges from 0 to 180 (for
latitude) and 0 to 90 for longitude, and minuted aeconds range from 0 to 60.

<W, 122, 56, 89> is an example of longitude and 8BJ,66, 43> is an example of latitude.
System coordinates can be expressed in differgations, examples include:

e NA455823, W 3456 12
e N37 37' 00 latitude, W122 22' 00 longitude
*  N36*39.246' W121*40.121

The system coordinates can be any ASCII printaiedtring up to 80 characters.

Naming Objects

It is discouraged to configure named objects witlame that starts with “_tmnx_" and with “_"in
general.
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Common Language Location Identifier

Page 182

A Common Language Location Identifier (CLLI) coddrsg for the device is an 11-character
standardized geographic identifier that uniquegntifies the geographic location of places and
certain functional categories of equipment uniquéhe telecommunications industry. The CLLI
code is stored in the Alcatel-Lucent Chassis MIBix@hassisCLLICode object.

The CLLI code can be any ASCII printable text sirof up to 11 characters.

7210 SAS D, E, K OS Basic System Configurat ion Guide



System Management

System Time

Routers are equipped with a real-time system clockime keeping purposes. When set, the
system clock always operates on Coordinated Uraldiimme (UTC), but the software has options
for local time translation as well as system clegkchronization.

System time parameters include:

« Time Zones on page 183

* Network Time Protocol (NTP) on page 185
e« SNTP Time Synchronization on page 186
¢ CRON on page 187

Time Zones

Setting a time zone in allows for times to be digpd in the local time rather than in UTC. The
has both user-defined and system defined time zones

A user-defined time zone has a user assigned naopeto four printable ASCII characters in
length and unique from the system-defined time goRer user-defined time zones, the offset
from UTC is configured as well as any summer tirdgistment for the time zone.

The system-defined time zones are listedidhle 17which includes both time zones with and
without summer time correction.

Table 17: System-defined Time Zones

Acronym Time Zone Name UTC Offset
Europe:

GMT Greenwich Mean Time uTC
BST British Summer Time UTC +1
IST I[rish Summer Time UTC +1*
WET Western Europe Time uTC
WEST Western Europe Summer Time UTC +1
CET Central Europe Time UTC +1
CEST Central Europe Summer Time UTC +2
EET Eastern Europe Time UTC +2
EEST Eastern Europe Summer Time UTC +3
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Table 17: System-defined Time Zones (Continued)

Acronym Time Zone Name UTC Offset

MSK Moscow Time UTC +3

MSD Moscow Summer Time UTC +4

US and Canada

AST Atlantic Standard Time uTC -4

ADT Atlantic Daylight Time UTC -3

EST Eastern Standard Time UTC -5

EDT Eastern Daylight Saving Time UTC -4

ET Eastern Time Either as EST or EDT, depending anel
and time of year

CST Central Standard Time UTC -6

CDT Central Daylight Saving Time UTC -5

CT Central Time Either as CST or CDT, depending atel
and time of year

MST Mountain Standard Time uTC -7

MDT Mountain Daylight Saving Time UTC -6

MT Mountain Time Either as MST or MDT, depending daqe
and time of year

PST Pacific Standard Time UTC -8

PDT Pacific Daylight Saving Time UTC -7

PT Pacific Time Either as PST or PDT, depending acel
and time of year

HST Hawaiian Standard Time uTC -10

AKST Alaska Standard Time UTC -9

AKDT Alaska Standard Daylight Saving Time UTC -8

Australia

AWST Western Standard Time (e.g., Perth) UTC +8

ACST Central Standard Time (e.g., Darwin) UTC +9.5

AEST Eastern Standard/Summer Time (e.g., UTC +10
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Canberra)
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Network Time Protocol (NTP)

NTP is the Network Time Protocol defined in RFC 830etwork Time Protocol (Version 3)
Specification, Implementation and Analystsallows for the participating network nodeskeep
time more accurately and more importantly theyroamtain time in a more synchronized fashion
between all participating network nodes.

NTP uses stratum levels to define the number o liipn a reference clock. The reference clock
is considered to be a stratum-0 device that israsduo be accurate with little or no delay.
Stratum-0 servers cannot be used in a network. Meryéhey can be directly connected to
devices that operate as stratum-1 servers. A stratgerver is an NTP server with a directly-
connected device that provides Coordinated Univdiisae (UTC), such as a GPS or atomic
clock. The 7210 SAS E device cannot act as strdtw®rvers but can act as stratum-2 devices as
a network connection to an NTP server is required.

The higher stratum levels are separated from tia¢ush-1 server over a network path, thus, a
stratum-2 server receives its time over a netwoitkfrom a stratum-1 server. A stratum-3 server
receives its time over a network link from a stmaitf server.

The following NTP elements are supported:

e Server mode — In this mode, the node advertisesltility to act as a clock source for
other network elements. In this mode, the node Wlldefault, transmit NTP packets in
NTP version 4 mode.

* Authentication keys — Increased security suppordrrier and other network has been
implemented. Both DES and MD5 authentication appsued as well as multiple keys.

* Operation in symmetric active mode — This capabikequires that NTP be synchronized
with a specific node that is considered more trostity or accurate than other nodes
carrying NTP in the system. This mode requires géhspecific peer is set.

» Broadcast modes —When operating in this modentie will receive or send using a
broadcast address.

« Alert when NTP server is not available — When nohthe configured servers are
reachable on the node, the system reverts to méimelteeping and issues a critical
alarm. When a server becomes available, a tragi®d indicating that standard operation
has resumed.

e NTP and SNTP — If both NTP and SNTP are enablethemode, then SNTP transitions
to an operationally down state. If NTP is remowehf the configuration or shut down,
then SNTP resumes an operationally up state.

e Gradual clock adjustment — As several applicati@gh as Service Assurance Agent
(SAA)) can use the clock, and if determined thatagor (128 ms or more) adjustment
needs to be performed, the adjustment is perfotmggatogrammatically stepping the
clock. If a minor (less than 128 ms) adjustmenttnesperformed, then the adjustment is
performed by either speeding up or slowing downclbek.
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* In order to avoid the generation of too many eskrap the NTP module will rate limit the
generation of events/traps to three per seconthatipoint a single trap will be generated
that indicates that event/trap squashing is tagiage.

SNTP Time Synchronization

For synchronizing the system clock with outsidegtisources, the 7210 SAS OS software includes
a Simple Network Time Protocol (SNTP) client. Adided in RFC 2030, SNTP Version 4 is an
adaptation of the Network Time Protocol (NTP). SNypically provides time accuracy within
100 milliseconds of the time source. SNTP can oedgive the time from NTP servers; it cannot
be used to provide time services to other syst&N3P is a compact, client-only version of NTP.
SNTP does not authenticate traffic.

SNTP can be configured in both unicast client mdgemt-to-point) and broadcast client modes
(point-to-multipoint). SNTP should be used onlyet extremities of the synchronization subnet.
SNTP clients should operate only at the higheatwwtn (leaves) of the subnet and in
configurations where no NTP or SNTP client is dejmt on another SNTP client for
synchronization. SNTP time servers should operaly at the root (stratum 1) of the subnet and
then only in configurations where no other sourtcgyochronization other than a reliable radio
clock is available.

In the 7210 SAS OS software, the SNTP client caodrdigured for either broadcast or unicast
client mode.
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CRON

The CRON feature supports the Service AssurancatA§AA) functions as well as the ability to
schedule turning on and off policies to meet “Tiofiday” requirements. CRON functionality
includes the ability to specify the commands thegdhto be run, when they will be scheduled,
including one-time only functionality (oneshot)ténval and calendar functions, as well as where
to store the output of the results. In addition@MNRcan specify the relationship between input,
output and schedule. Scheduled reboots, peer pgservice assurance agent tests and more can
all be scheduled with Cron, as well as OAM evestigh as connectivity checks, or
troubleshooting runs.

CRON features are saved to the configuration file.

CRON features run serially with at least 255 segasahedules and scripts. Each instance can
support a schedule where the event is executedamyper of times.

The following CRON elements are supported:

* Action — Parameters for a script including the maxm amount of time to keep the
results from a script run, the maximum amount wietia script may run, the maximum
number of script runs to store and the locatiosttoe the results.

e Schedule — The schedule function configures tpe tf schedule to run, including one-
time only (oneshot), periodic or calendar-based.rél runs are determined by month,
day of month or weekday, hour, minute and intefgatonds).

e Script — The script command opens a new nodalesanthich contains information on a
script.

* Time Range — ACLs and QoS policy configurationg/rha enhanced to support time
based matching. CRON configuration includes timécimag with the 'schedule’ sub-
command. Schedules are based on events; time-dafiges an end-time used as a match
criteria.

« Time of Day — Time of Day (TOD) suites are useftilen configuring many types of
time-based policies or when a large number of S#sBaire the same type of TOD
changes. The TOD suite may be configured whileguspecific ingress or egress ACLs
or QoS policies, and is an enhancement of the #sgrad egress CLI trees.
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High Availability

This section discusses the high availability (HA)ting options and features available to service
providers that help diminish vulnerability at thetwork or service provider edge and alleviate the
effect of a lengthy outage on IP networks.

High availability is an important feature in seviprovider routing systems. High availability is
gaining momentum due to the unprecedented growtR eérvices and applications in service
provider networks driven by the demand from themrise and residential communities.
Downtime can be very costly, and, in addition tstleevenue, customer information and business-
critical communications can be lost. High availdpils the combination of continuous uptime
over long periods (Mean Time Between Failures (M))Bfnd the speed at which failover or
recovery occurs (Mean Time To Repair (MTTR).

The popularity of high availability routing is eddt at the network or service provider edge where
thousands of connections are hosted and reroufitigns around a failed piece of equipment can
often be limiting. Or, a single access link exist& customer because of additional costs for
redundant links. As service providers convergermss-critical services such as real-time voice
(VolP), video, and VPN applications over their iBtworks, high availability becomes much more
stringent compared to the requirements for besireffata. Network and service availability
become critical aspects when offering advancediPices which dictates that IP routers that are
used to construct the foundations of these netwioek®silient to component and software
outages.

HA Features

As more and more critical commercial applicatiors/monto the IP networks, providing high
availability services becomes increasingly impartahis section describes high availability
features for devices.

« Redundancy on page 188
- Component Redundancy on page 188

Redundancy

The redundancy features enable the duplicatiorati# dlements to maintain service continuation
in case of outages or component failure.

Component Redundancy
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7210 SAS-E platforms component redundancy is etitic reduce MTTR for the system and
primarily consists of the following features.

* Redundant power supply — Supports use of 2 powgplges for redundant power
supplies. A power module can be removed withoutichn traffic, when redundant
power supplies are in use. The power supply istvatppable.

e Fan module — Failure of one or more fans doesmpact traffic. Failure of a single fan
is detected and notified. Fan tray/module is hatygvable.

For 7210 SAS-D devices:

e 7210 SAS-D has an integrated AC or DC power supgpdgdundant external backup
power supply is available only on 7210 SAS-D ETRar. Use of redundant external
backup power supply is optional.

* Fan module — 7210 SAS-D 128 MB devices supporsipaooling. It has a fan to allow
air circulation (and not cooling). By default trenfmode is set to ‘auto'. In "auto” mode,
by default, the software determines when to tuenfém ‘on' and when to switch it 'off'.
This can be changed by the operator using the Gidneand "configure> system> fan".
Operators have an option to switch off the fan @aremtly or turn it on permanently.

* Hot swap — Power supply integrated into chassi. dvapping is not supported. The
external power supply backup connection can becdaddeemoved anytime on 7210
SAS-D ETR.

For 7210 SAS-K devices:

e The non-ETR unit, supports a single external AG/g@osupply.
« It has no fans and supports passive cooling.
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Temperature Threshold Alarm and Fan Speed

Temperature Threshold Alarm and Fan Speed for7210 S  AS-D and 7210 SAS-Edevices

SAS devices:

Table 18: Over-Temperature Threshold for 7210 SAS d

evices

Device Variants

Min. Temperature
(in degree centi-

Max. Temperature
(in degree centi-

TheTable 18andTable 19show the over-temperature threshold and fan spalegs for 7210

grade) grade)

7210 SAS-D 0 45

7210 SAS-D ETR -40 60

7210 SAS-E 0 58

7210 SAS-K 0 58

Table 19: Fan Speeds for 7210 SAS devices
Device Variants Temperature Temperature Temperature
Threshold for FAN threshold for FAN to threshold for FAN
to run at High run at to run at Low speed

Speed Half speed

7210 SAS-E

Above 42 degree
Celsius

Below 37 degrees
Celsius

Not applicable

NOTE: 7210 SAS-D and 7210 SAS-D ETR supports operatitimout the use of fan. It has a fan
for air circulation (and not for cooling). By defguthe fan is operated in auto mode. The operator
has an option to turn it off. The 7210 SAS-D 128#l8/ices has a fan to provide air circulation.
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Network Synchronization

This section describes network synchronization bdifias available on 7210 SAS platforms.
These capabilities involve multiple approachesetwork timing; namely Synchronous Ethernet,
PTP/1588v2, adaptive timing, and others. Thesaifeataddress barriers to entry by:

« Providing synchronization quality required by thebile space; such as radio operations
and circuit emulation services (CES) transport.

« Augmenting and potentially replacing the exist{8PNET/SDH) timing infrastructure
and delivering high quality network timing for tinsensitive applications in the wireline
space.

Note: Network synchronization options are not availadohe7210 SAS-D and 7210 SAS-E
platforms. The available options on different 7l#&forms differ. Please read the section below
and the release notes to know what options areostggpon different 7210 platforms.

Network synchronization is commonly distributedaihierarchical master-slave topology at the
physical layer as shown Figure 15

Primary Reference Clock

Stratum 1
Gateway
Class 10or2 CO

Stratum 2
Class 2 or3
Central Office

Stratum 3
Class 4 or5
Toll/End Office

Stratum 4
Customer
Prem

——> Primary Reference

—_—
Secondary Reference 0S55G287

Figure 15: Conventional Network Timing Architecture (North American Nomenclature)
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The architecture shown Figure 15provides the following benefits:

« Limits the need for high quality clocks at eacltwark element and only requires that
they reliably replicate input to remain tracealolét$ reference.

* Uses reliable physical media to provide transpbthe timing signal. It does not consume
any bandwidth and requires limited additional pssieg.

The synchronization network is designed so a clalays receives timing from a clock of equal
or higher stratum or quality level. This ensurest ihan upstream clock has a fault condition (for
example, loses its reference and enters a holdovieee-run state) and begins to drift in
frequency, the downstream clock will be able tdofwlit. For greater reliability and robustness,
most offices and nodes have at least two synchatinizreferences that can be selected in priority
order (such as primary and secondary).

Further levels of resiliency can be provided byigigisag a capability in the node clock that will
operate within prescribed network performance dpations without any reference for a
specified timeframe. A clock operating in this masleaid to hold the last known state over (or
holdover) until the reference lock is once agaimexed. Each level in the timing hierarchy is
associated with minimum levels of network perforecean

Each synchronization capable port can be indepelydeonfigured to transmit data using the
node reference timing. In addition, some TDM chasan use adaptive timing or loop timing.

Transmission of a reference clock through a chaktleernet equipment requires that all
equipment supports Synchronous Ethernet. A sinigleepof equipment that is not capable of
performing Synchronous Ethernet breaks the chdherBet frames will still get through but
downstream devices should not use the recoverediliring as it will not be traceable to an
acceptable stratum source.

Central Synchronization Sub-System
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The timing subsystem for the platforms has a cénltoak located on the CPM. The timing
subsystem performs many of the duties of the nétwlmment clock as defined by Telcordia (GR-
1244-CORE) and ITU-T G.781.

The central clock uses the available timing inpatsain its local oscillator. The number of timing
inputs available to train the local oscillator, iearper platform. The priority order of these
references must be specified. This is a simplerediist of inputs: {refl, ref2, bits (if available
The CPM clock output shall have the ability to érihe clocking for all line cards in the system.
The routers support selection of the node referesoeg Quality Level (QL) indications. The
recovered clock will be able to derive its timimgrh one of the references available on that
platform. Sed-igure 16below for a description of synchronization refaeselection for the
7210 platforms.
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On 7210 SAS-D ETR, , the recovered clock is abléetdve the timing from any of the following
references (also shown in thggure 16below):

* Synchronous Ethernet ports
* 1588v2/PTP slave port

Quality Level
Owverride

Reference

|
- reft—+[ Quater_|—H—${ Qualty Lol J+{ S
. —_ Mode 1)
reta—+[ Quatfar_J——3{ quatty Leve ororty

reference order

1589 Freq Ptie]  qualifier |m——b| Quality Level | Made 2) QL

then priority |
referance order

Digital
Phase Internal
Locked [—* [Node}
g IOPLL) Timing

@ Reference

Figure 16: Synchronisation Reference selectionon 7 210 SAS-D ETR

When QL selection mode is disabled, then the réwmesetting controls when the central clock
can re-select a previously failed reference.

TheTable 20shows the selection followed for two referencebath revertive and non-revertive
modes:

Table 20: Revertive, non-Revertive Timing Reference  Switching Operation

Status of Status of Active Reference Active Reference
Reference A Reference B Non-revertive Case Revertive Case
OK OK A A
Failed OK B B
OK OK B A
OK Failed A A
OK OK A A
Failed Failed holdover holdover
OK Failed A A
Failed Failed holdover holdover
Failed OK B B
Failed Failed holdover holdover
OK OK AorB A
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Synchronizations Option available on 7210 SAS platf  orms

The following table lists the synchronization opigoon various 7210 SAS platforms:

Table 21: Synchronizations Option available on 7210 SAS-E, D, and K platforms

Platform 7210 SAS-E 7210 SAS-D 7210 SAS-K
SyncE with SSM (SFP and 10G/ | Not Supported Supported (only on Supported
XFP ports) 7210 SAS-D ETR)
SyncE with fixed Copper ports Not Supported Supported only on| Supported
(Master/Slave support) fixed copper port
(only on 7210 SAS-
D ETR). Both

Master and Slave
option supported

1588v2/PTP with Port-based Not Supported Not recommended| Not Supported
timestamps (both for frequency & for use
time — also known as PTP pure
mode)
1588v2/PTP with Port-based Not Supported Supported only on| Not Supported
timestamps (time only with SyncE 7210 SAS-D ETR.
used for frequency recovery — alsp Only PTP hybrid
known as PTP hybrid mode) mode recommended
for use

Synchronization Status Messages (SSM)

Note: Synchronous status messages are supported ofi1@nSAS-D and 7210 SAS-K devices.

The SSM provides a mechanism to allow the synchgtitin distribution network to both
determine the quality level of the clock sourcingieen synchronization trail and to allow a
network element to select the best of multiple trgyunchronization trails. Synchronization Status
messages have been defined for various transpmtdquis including SONET/SDH, T1/E1, and
Synchronous Ethernet, for interaction with offidecks, such as BITS or SSUs and embedded
network element clocks.

SSM allows equipment to autonomously provision grabnfigure (by reference switching) their
synchronization references, while helping to auhil creation of timing loops. These messages
are particularly useful to allow synchronizatiorcanfigurations when timing is distributed in
both directions around a ring.
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Synchronous Ethernet
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Traditionally, Ethernet-based networks employ thgsical layer transmitter clock to be derived
from an inexpensive +/-100ppm crystal oscillatod #me receiver locks onto it. There is no need
for long term frequency stability because the dafzacketized and can be buffered. For the same
reason there is no need for consistency betweeidfeencies of different links. However, you
can derive the physical layer transmitter clockrfra high quality frequency reference by
replacing the crystal with a frequency source mateto a primary reference clock. This would
not affect the operation of any of the Ethernegtayfor which this change would be transparent.
The receiver at the far end of the link would laxko the physical layer clock of the received
signal, and thus itself gain access to a highlyieate and stable frequency reference. Then, in a
manner analogous to conventional hierarchical masé&e network synchronization, this
receiver could lock the transmission clock of itisew ports to this frequency reference and a fully
time synchronous network could be established.

The advantage of using Synchronous Ethernet, cadpaith methods that rely on sending timing
information in packets over an un-clocked physiagér, is that it is not influenced by
impairments introduced by the higher levels ofribéwvorking technology (packet loss, packet
delay variation). Therefore, the frequency accuray stability may be expected to exceed those
of networks with un-synchronized physical layers.

Synchronous Ethernet allows operators to gracefotBgrate existing systems and future
deployments into conventional industry-standardchyonization hierarchy. The concept behind
synchronous Ethernet is analogous to SONET/SDHeBYSming capabilities. It allows the
operator to select any (optical) Ethernet port earadidate timing reference. The recovered timing
from this port will then be used to time the systdon example, the CPM will lock to this
provisioned reference selection). The operator twerd ensure that any of system output would
be locked to a stable traceable frequency source.

The use of Synchronous Ethernet as a candidatenefe and/or use of Synchronous Ethernet for
distribution of recovered reference, is supported®10 SAS-K, 7210 SAS-D ETR platforms. It
is not supported on 7210 SAS-E. Synchronous Ethesieg fiber Ethernet ports, including 10G
XPF ports, is supported on 7210 SAS-K, 7210 SASTR Eplatforms

Note: Please ensure that the SFP or XFP parts usedheitBFP and XFP ports support
Synchronous Ethernet.

Synchronous Ethernet using fixed copper portsjipstted only on 7210 SAS-D ETR, and 7210
SAS-K platforms. The fixed copper ports can be uwsed candidate reference (Master) or for
distribution of recovered reference (Slave). If goet is a fixed copper Ethernet port and in
1000BASE-T mode of operation, there is a dependendye 802.3 link timing for the
Synchronous Ethernet functionality (refer to ITU5T8262). The 802.3 standard link Master-
Slave timing states must align with the desiredation of Synchronous Ethernet timing flow.
When a fixed copper Ethernet port is specifiedramput reference for the node or when it is
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removed as an input reference for the node, ar88Bik auto-negotiation is triggered to ensure
the link timing aligns properly.

The SSM of Synchronous Ethernet uses an Ethernét ®BU that uses the slow protocol
subtype. For a complete description of the fornmak processing see ITU-T G.8264.

Clock Source Quality Level Definitions

The following clock source quality levels have bédentified for the purpose of tracking network
timing flow. These levels make up all of the defimeetwork deployment options given in
Recommendation G.803 and G.781. The Option | ndtwgoa network developed on the original
European SDH model; whereas, the Option Il netvimek network developed on the North
American SONET model.

In addition to the QL values received over SSMmfraerface, the standards also define
additional codes for internal use. These inclugeftfiowing:

e QL INVx is generated internally by the systemritlavhen an un allocated SSM value is
received, where x represents the binary valueisf38M. Within the SR/ESS all these
independent values are assigned as the singled @&QL-INVALID.

e QL FAILED is generated internally by the systenaiifd when the terminated network
synchronization distribution trail is in the sigrall state.

Within the SR/ESS, there is also an internal guaditel of QL-UNKNOWN. This is used to
differentiate from a received QL-STU code but isigglent for the purposes of QL selection.

Table 23: Synchronization Message Coding and Source Priorities

SSM value received on port

SDH interface SONET Interface El interface T1 interface (ESF) Internal
SyncE interafce in SyncE interface in Relative
SDH mode SONET mode Quality Level
0010 (prc) 0001 (prs) 0010 (prc) 00000100 11111111 1. Best quality
(prs)
0000 (stu) 00001000 11111111 2.
(stu)
0111 (st2) 00001100 11111111 3.
(ST2)
0100 (ssua) 0100 (tnc) 0100 (ssua) 01111000 11111114,
(TNC)
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1000 (ssub)

1101 (st3e)

1000 (ssub)

1010 (st3/eec2)

01111100 11111111
(ST3E)

5.

6.

00010000 11111111 7.

(ST3)

1011 (sec/eecl) 1011 (sec) 8. Lowest quality
qualified in QL-
enabled mode

1100 (smc) 00100010 11111111 9.
(smc)
00101000 11111111 10.
(st4)

1110 (pno) 01000000 11111111 11.
(pno)

1111 (dnu) 1111 (dus) 1111 (dnu) 00110000 1111111112

(dus)

Any other Any other Any other N/A 13. QL_INVALID
14. QL-FAILED
15. QL-UNC

Table 24:Synchronization Message Coding and Source Prioritie s
SSM values to be transmitted by interface of type
Internal SDH interface SONET Interface El interface T1 interface (ESF)
Relative SyncE interafce in SyncE interface in
Quality Level SDH mode SONET mode
1. Best quality 0010 (prc) 0001 (PRS) 0010 (prc) 00000100 11111111
(PRS)
2. 0100 (ssua) 0000 (stu) 0100 (ssua) 00001000 11111111 (stu)
3. 0100 (ssua) 0111 (st2) 0100 (ssua) 00001100 11111111 (st2)
4, 0100 (ssua) 0100 (tnc) 0100 (ssua) 01111000 11111111
(tnc)

5. 1000 (ssub) 1101 (st3e) 1000 (ssub) 01111100 11111111
(st3e)

6. 1000 (ssub) 1010 (st3/eec2) 1000 (ssub) 00010000 11111111 (st3)
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8. Lowest quality
qualified in QL-
enabled mode

9.

10.

11.

12.

13

14

15
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. QL_INVALID

. QL-FAILED

. QL-UNC

1011 (sec/eecl)

1011 (sec/ eecl)

1111 (dnu)

1111 (dnu)
1111 (dnu)

1111 (dnu)

1111 (dnu)

1111 (dnu)

1011 (sec/eecl)

1010 (st3/eec?)

1100 (smc)

1100 (smc)

1111 (dus)
1110 (pno)

1111 (dus)

1111 (dus)

1111 (dus)

1010 (st3/eec?2)

1011 (sec)

1011 (sec)

1111 (dnu)

1111 dnu
1111 (dnu)

1111 (dnu)

1111 (dnu)

1111 (dnu)

1011 (sec)

System Management

00010000 11111111 (st3)

00100010 111111
(smc)

00100010 11111111
(smc)

00101000 11111111 (st4)

01000000 11111111
(pno)

00110000 11111111
(dus)

00110000 11111111
(dus)

00110000 11111111
(dus)

00010000 11111111 (st3)

e
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IEEE 1588v2 PTP

Note: This feature is applicable only to the 7228 ETR device.

The Precision Time Protocol (PTP) is a timing-opacket protocol defined in the IEEE 1588v2
standard 1588 PTP 2008.

PTP may be deployed as an alternative timing-oaeket option to ACR. PTP provides the
capability to synchronize network elements to at8m-1 clock or primary reference clock (PRC)
traceable source over a network that may or mapad®TP-aware. PTP has several advantages
over ACR. It is a standards-based protocol, hagtdwndwidth requirements, can transport both
frequency and time, and can potentially providedvgierformance.

There are four basic types of PTP devices, agllisédow:

e Ordinary clock

e Boundary clock

« End-to-end transparent clock
» Peer-to-peer transparent clock

The 7210 SAS supports the ordinary clock in slawelenor the boundary clock. The boundary
clock and ordinary clock slave can be used for lfii@thuency and time distribution. 7210 SAS
does not support ordinary clock in master mode;terehd transparent clock and peer-to-peer
transparent clock.

The 7210 SAS communicates with peer 1588v2 clasef-igure 17 These peers can be ordinary
clock slaves or boundary clocks. Each peer is ifledtby the IPv4 address to be used for
communications between the two clocks. There acetyypes of peers: configured and discovered.
The 7210 SAS operating as an ordinary clock slawas@ boundary clock should have configured
peers for each PTP neighbor clock from which ithhigccept synchronization information. The
7210 SAS initiates unicast sessions with all canfigl peers. A 7210 SAS operating as an
boundary clock will accept unicast session requiests external peers. If the peer is not a
configured peer, then it is considered a discovpest. The 7210 SAS can deliver
synchronization information toward discovered pd#rat is, slaves).
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Crdinary Clock
Boundary Clock Master
103141 I‘. 'i 10311

M 7210 SAS
10.0.1.1
Peer 10.2.1.1

‘ Pear 10.000.1 \

Discoversd Pasrs

Ordinary Clock ] ™ Ordinary Clock
Slave Slave
10114 10211

(RN IS

Figure 17: Peer Clocks

The IEEE 1588v2 standard includes the concept &f pbfiles. These profiles are defined by
industry groups or standards bodies that define lidxE 1588v2 is to be used for a particular
application.

7210 SAS currently supports two profiles:

« |EEE 1588v2 default profile
e ITU-T Telecom profile (G.8265.1)

In both cases, communications between clocks atilie Unicast communication procedures of
the IEEE standard. The transport layer uses UDR/#Pcapsulation.

When a 7210 SAS receives Announce messages froraranere configured peers, it executes a
Best Master Clock Algorithm (BMCA) to determine thimte of communication between itself
and the peers. The system uses the BMCA to crdaisrachical topology allowing the flow of
synchronization information from the best sourte (Erandmaster clock) out through the
network to all boundary and slave clocks. Eachifgdias a dedicated BMCA.
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If the profile setting for the clock is ieee158808) the precedence order for the best master
selection algorithm is as follows:

e priorityl

e clock class

e clock accuracy

e PTP variance (offsetScaledLogVariance)

e priority2

e clock identity

« steps removed from the grandmaster

The 7210 SAS sets its local parameters as follows:

Table 25: Local Clock Parameters When Profile is se  t to ieee1588-2008

Parameter Value

=

clockldentity Chassis MAC address following the guidelines ¢
7.5.2.2.2 of IEEE 1588

clockClass 13 — router configured as ordinary clock master
and is locked to an external reference

14 — router configured as ordinary clock master
and in holdover after having been locked to an
external source

=

248 — router configured as ordinary clock maste
and is in free run or the router is configured as a
boundary clock

255 — router configured as ordinary clock slave

clockAccuracy FE - Unknown

offsetScaledLogVariance FFFF — not computed

If the profile setting for the clock is itu-telecefmreq (ITU G.8265.1 profile), the precedence order
for the best master selection algorithm is:

* clock class

e PTSF (Packet Timing Signal Fail) - Announce Lddssé 3 announce messages or do not
get Announce message for 6 seconds)priority
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The 7210 SAS sets its local parameters as follows:

Table 26: Local Clock Parameters When Profile is se  t to: itu-telecom-freq

Parameter Value

clockClass 80-110 — value corresponding to the QL out of the
central clock of the 7210 SR as per Table 1/
G.8265.1

255 —the 7210 SAS is configured as ordinary
clock slave

The ITU-T profile is for use in an environment wighly ordinary clock masters and slaves for
frequency distribution. The default profile shoblel used for all other cases.

The 7210 SAS can support a limited amount of caméd peers (possible Master or neighbor
boundary clocks) and a limited amount of discoveredrs (slaves).These peers use the Unicast
Negotiation procedures to request service fronV21D SAS clock. A neighbor boundary clock
counts for two peers (both a configured and a disd peer) toward the maximum limit.

Figure 18shows the unicast negotiation procedure perforbetdieen a slave and a peer clock
that is selected to be the master clock. The stloek will request Announce messages from all

peer clocks but only request Sync and Delay_Ressages from the clock selected to be the
master clock.
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Figure 18: Messaging Sequence Between the PTP Slave  Clock
and PTP Master Clocks

PTP Clock Synchronization

The IEEE 1588v2 standard synchronizes the frequandytime from a master clock to one or
more slave clocks over a packet stream. This patkstd synchronization can be over UDP/IP or
Ethernet and can be multicast or unicast. Only Ividast mode with unicast negotiation is
supported.

As part of the basic synchronization timing comfiotg a number of event messages are defined
for synchronization messaging between the PTP slmoi& and PTP master clock. A one-step or
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two-step synchronization operation can be used thi two-step operation requiring a follow-up
message after each synchronization message.

NOTE: The 7210 SAS-D ETR supports only two-step mgsoet operation. All node types can
operate slave ports that receive from a one-stépamistep master port.

During startup, the PTP slave clock receives timelsgonization messages from the PTP master
clock before a network delay calculation is madérRo any delay calculation, the delay is
assumed to be zero. A drift compensation is a@dvafter a number of synchronization message
intervals occur. The expected interval betweernrgieeption of synchronization messages is user-
configurable.

The basic synchronization timing computation betwiw PTP slave clock and PTP best master
is illustrated inFigure 19 This figure illustrates the offset of the slaveck referenced to the best
master signal during startup.
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Figure 19: PTP Slave Clock and Master Clock Synchro  nization
Timing Computation
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Page 206

When using IEEE 1588v2 for distribution of a fregog reference, the slave calculates a message
delay from the master to the slave based on thestammps exchanged. A sequence of these
calculated delays will contain information of ttedative frequencies of the master clock and slave
clock but will have noise component related topheket delay variation (PDV) experienced
across the network. The slave must filter the PEfgcts so as to extract the relative frequency
data and then adjust the slave frequency to aligmtive master frequency.

When using IEEE 1588v2 for distribution of timeeth210 SAS uses the four timestamps
exchanged using the IEEE 1588v2 messages to deethe offset between the 7210 SAS time
base and the external master clock time base. Th@ 3SAS determines the offset adjustment and
then in between these adjustments, it maintainpithgression of time using the frequency from
the central clock of the node. This allows timdéémaintained using a Synchronous Ethernet
input source even if the IEEE 1588v2 communicati@ails When using IEEE 1588v2 for time
distribution, the central clock should at a minimbhave the PTP input reference enabled.

it refl & ref2
e __llowed W ~oriral Clock
Frequency ref? only in PIP
recovered _I'L[_[_"w = Frequency
from 1588 pip e Module (EEC)
messane ;
T0to
o todal reference “ports
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Periodic Time : Timestamps
. 18 | 1588 Slave offsetealodated | Central Clock based on central o] 1588 Master o 188
Ports from 1568 message | Time Module | dokfreauency | pg,y
exchange andoffset

Figure 20: Using IEEE 1588v2 For Time Distribution ~ for 7210 SAS-D ETR
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Performance Considerations

Although IEEE 1588v2 can be used on a networkithabt PTP-aware, the use of PTP-aware
network elements (boundary clocks) within the paskétched network improves
synchronization performance by reducing the impa&DV between the grand master clock and
the slave clock. In particular, when IEEE 1588vRsgd to distribute high accuracy time, such as
for mobile base station phase requirements, thenework architecture requires the deployment
of PTP awareness in every device between the Grastémand the mobile base station slave.

In addition, performance is also improved by theaegal of any PDV caused by internal queuing
within the boundary clock or slave clock. This @camplished with hardware that is capable of
detecting and time stamping the IEEE 1588v2 packietise Ethernet interface. This capability is
referred to as port-based time stamping. 7210 $@a6are 1588v2 capable supports port-based
time stamping.

PTP Capabilities

PTP messages are supported via IPv4 unicast Viked IP header size. The tables below
describes the support message rates for slave asignstates. The ordinary clock can be used in
only slave mode. The boundary clock can be in béthese states.

Table 27: Support Message Rates for Slave and Maste r Clock States on 7210 SAS-D ETR

Support Message Slave Clock Master Clock
Request Rate (see Grant Rate (see Note*)
Note ) Min Max

Announce 1 packet every 2 1 packet every 2 1 packet every 2
seconds seconds seconds

Sync User configurable with| 8 packets/seconds 16 packets/seconds (see
an option to configure Note*)
8/16 packets per second

Delay_Resp User configurable with 8 packets/seconds 16 packets/seconds (see
an option to configure Note*)

8/16 packets per second

Duration 300 seconds 1 second 1000 seconds

*.Note: 64pps is not recommended for use. For nrdfrmation, seeon page 209
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State and statistics data for each master clockwable to assist in the detection of failures o
unusual situations.

PTP Ordinary Slave Clock For Frequency

Traditionally, only clock frequency is requiredgnsure smooth transmission in a synchronous
network. The PTP ordinary clock with slave cap#pitin the 7210 SAS provides another option
to reference a Stratum-1 traceable clock acrosxkeah switched network. The recovered clock
can be referenced by the internal SSU and distibtd all slots and ports.

Figure 21shows a PTP ordinary slave clock network configarna
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MNetwork
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Figure 21: Slave Clock

Figure 21shows the operation of an ordinary PTP clock avelmode.

PTP Boundary Clock for Frequency and Time
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IEEE 1588v2 can function across a packet netwarkithnot PTP-aware; however, the
performance may be unsatisfactory and unpredict®i&/ across the packet network varies with
the number of hops, link speeds, utilization raées] the inherent behavior of the routers. By
using routers with boundary clock functionalitytire path between the grand master clock and the
slave clock, one long path over many hops is sgit multiple shorter segments, allowing better

PDV control and improved slave performance,Bigare. This allows PTP to function as a valid
timing option in more network deployments and alidiar better scalability and increased
robustness in certain topologies, such as ringanBary clocks can simultaneously function as a
PTP slave of an upstream grand master (ordinackitr boundary clock, and as a PTP master of
downstream slaves (ordinary clock) and/or boundirgks. The time scale recovered in the slave
side of the boundary clock is used by the mastkr af the boundary clock. This allows time to be
distributed across the boundary clock.

L _m— 8 —
e — e —
E=——h —
= Ll m—HHE

PTP Slave

PTF Boundary
Clock

PTP Boundary
Clock

1588v2 |
e ' Packet
Master \ Netwaork
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PTP Boundary

Clock PTP Slave
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Figure 22: Boundary Clock

Configuration guidelines and restrictions for PTP o n 7210 SAS-D
ETR

e 0On 7210 SAS-D ETR, use of PTP and syncE as aamdersimultaneously is not allowed.
User can configure either syncE as a referenc@ Brd® a reference, but not both
together.

* The 7210 SAS-D ETRnode uses CPU processing cimldsequency and time recovery.
e 0On 7210 SAS-D ETR itis highly recommended to B3® only in hybrid mode. It allows
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users to use reduced PTP packet rates on theterplsitand scale better.

Configuration to change reference from SynckE to PTP on 7210
SAS-D ETR

The following are the configuration steps to chargference from Synck to PTP. This procedure
is required only on 7210 SAS-D ETR nodes.

1. Initially for Standalone PTP:

configure >system >ptp >no shutdown

config> system> sync-if-timing> begin
ptp
no shutdown
exit
ref-order ptp [Must be configured]

config> system> sync-if-timing> commit

Note: Now the Frequency and Time is provide by PTP only

2. To changeover to use syncE the following mustXezuted:

config> system> sync-if-timing> begin
ptp
shutdown
exit

config> system> sync-if-timing> commit

config> system> sync-if-timing> begin
refl
source-port 1/1/10
no shutdown
exit

ref2
source-port 1/1/11
no shutdown

exit

ref-order refl ref2 -------- > Or, the ref-order y ou want [But Must be configured]

revert  ------------oememeoe- > If you want re f-order you have setup to take effect
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gl-selection ----------=-------- > Optional , if we need Quality to be consisdered .

config> system> sync-if-timing> commit

Note : Now the frequency is provided by SyncE and T®Pprovided by PTP [configure >system
>ptp >no shutdown]. This is called PTP Hybrid mode.

3. To change back to Stand alone PTP from SyncHptlmving must be executed:

config> system> sync-if-timing> begin
refl
source-port 1/1/10  -----------nmmmmnoo- > Not Requ ired if port is already con-
figured, but in admin down state
shutdown
exit

ref2

source-port 1/1/11  ------mnmmmmmmmmnee- > Not Requ ired if port is already con-
figured, but in admin down state

shutdown
exit

config> system> sync-if-timing> commit
config> system> sync-if-timing> begin
ptp
no shutdown
exit

ref-order ptp [Must be configured]

config> system> sync-if-timing> commit

Note: Now the Frequency and Time is provide by PE&&hfigure >system >ptp >no shutdojvn
only. This is a standalone PTP mode.
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Management of 1830 VWM

Note: This feature is supported only on 7210 SAS-Es ot supported on 7210 SAS-D and 7210
SAS-K devices.

The 7210 SAS supports use and management of ttg\1\83/ CWDM and 1830 VWM DWDM
clip-on device. 1830 VWM is a family of cost-optireid managed WDM passive device, which is
add-on shelf/NE and provides CWDM/DWDM extensiomlé&vices that do not have an in-built
CWDM/DWDM capabilities. 1830 VWM can act as an FOMOFixed Channel Optical Add-
Drop Multiplexer) or multiplexer/de-multiplexer unit allows the operators to use the existing
fiber (or use less fiber) and increase the bandwédpacity available for carrying service traffic.

For more information about 1830 VWM, see “1830 VVWAvbduct User Guides”.

To manage the device, user needs to plug-in th® Y88M shelf to the USB port on the 7210
SAS-E devices.

Introduction to Management of 1830 VWM device

The 1830 VWM device can be used in point-to-pointing deployments to multiplex multiple
CWDM/DWDM channels over a single fiber. This furctality either reuses the existing fiber or
uses a single fiber to meet the requirements fativays increasing demand for service
bandwidth. Up to 8 fixed CWDM channels is multipdeikover a single fiber using this unit.
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Figure 23: Optical Ring with 7210 SAS and 1830 VWM  Passive Optical unit
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In the abové-igure 23 there are 5 CWDM channels that are multiplexesr @asingle fiber. There
are two types of ring locations. One is a chanahination location, with the 1830 PSS-32 that
optically terminates all the channels using either4-channel or the 8-channel termination
module. These sites use the CWDM passive undsldoor drop channel in both the directions
(east and west), for traffic to be processed byntiae. Additionally these sites provide express
lanes for all the other channels (that is, thogeonocessed locally by the node). The 1830 VWM
provide an option for add or drop up to 1, 2, 4rufeds of fixed wavelength to be processed
locally by the node.

Feature Description

The 1830 VWM clip-on device can be connected tcaatar-shelf, that is, the 7210 SAS node
using the USB interface or the OMC interface, deliregnon which interface is supported by the
7210 SAS platform. Each of these clip-on devicadestified using the shelf ID set using the
rotary dial provided on the device. To assist inegnmanagement, the user must configure the
vwm-shelf-id of the clip-on device attached to ##.0 SAS node using the CLI command
configure>system> vwme-shelf <id> > vwm-type <typereate The vwm-shelf-id must match

the shelf ID set using the rotary dial on the dipdevice. 7210 SAS devices, uses the configured
vwm-shelf-id to communicate with the clip-on devitiethese shelf IDs do not match, 7210 SAS
cannot communicate to the device and does not geay information about the device. 7210
SAS cannot detect a mismatch between the configawed-shelf-id and the shelf ID set on the
rotary dial. Depending on the type of interface BU$ OMC, only a fixed number of 1830
devices can be managed by the 7210 node. The seffaits any attempt to configure more 1830
devices than what can be supported by the inteifagse. The users can use the show command
provided by the 7210 SAS devices to display thdf #meentory information and alarm status
information provided by the clip-on device. In dilah to inventory management, 7210 SAS
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supports provisioning of cards inserted into tloésshvailable on the 1830 devices. The user must
provision the card and card-type (also known agjutetype) before the card can be managed by
the 7210 SAS. The 7210 SAS detects and reports aisnin provisioning of the card. It also
detects and reports insertion and removal of thé/weodule from the slot on the 1830 device.

The 1830 DWDM supports active and passive unitg. fifst 1830 DWDM device that is
connected to a 7210 node using the OMC port olJtBB port must be equipped with active
DWDM controllers, while passive DWDM controllersrche used in the other chassis connected
to the first device in a stacked configurationother words, the first 1830 DWDM device that is
connected to the OMC port or the USB port of th&(0r@ode cannot be a passive 1830 DWDM
device, while subsequent chassis in the stackefipewation can be equipped with passive
DWDM controllers. The decision to equip active aspive DWDM controllers on the other
chassis in the stacked configuration can be foynasing the "1830 VWM User Guide".

NOTE: The 7210 SAS also auto detects the device tygnvalimy of the supported devices are
connected to the USB interface. Only approved UZBsrstorage device and optical clip-on
devices can be plugged in to the USB port anderegnized as valid devices. All other
unsupported devices results in an error log berimged. A shelf created by the user will be
operationally down when an unrecognized devicéugged into the USB port. The user can
interchange the device connected to the USB pdhtowt requiring a reboot. For example, when
the 7210 SAS is operating with a clip-on device, tiser can pull out the clip-on device, instead
plug-in a USB mass-storage device to copy over erfags or other files, and then plug back a
clip-on device.

1830 CWDM shelf layout and description

NOTE: In the paragraph below, the 1830 shelf is shosvaraillustration. For a definitive
information on 1830 device and support consultit®80 product manuals.

The 1830 CWDM passive device appears as shown below

Slot #1 Slot #2 Slot #3
Power & Control OADM or Mux /Demux (Line card) OADM or Mux/Demux (Line card)

Example of shelf configuration with two x 8 channels Mux/Demux units as line cards
e —r o - g _ o
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Figure 24: 1830 CWDM shelf layout

The Slot#1 in the figure accepts only the contratierd and is named using the acronym EC-CW
for 1830 CWDM device. The 7210 does not requirevigioning of this card. This card type is
implicitly specified when user configures the 18B%M shelf type. Only if this card is present
and connected to the 7210, the 7210 provides iovg@ind equipment management capability. If
it is not present, this management functionalitips. It is possible to operate the 1830 CWDM
device as a passive filter without the controll@rdin slot#1. It cannot be managed with the 7210.
Slot #2 and slot #3 can be equipped with suppdZDM filter cards. User must provision the
cards that will be populated in these slots. 72fftware checks and ensures that the equipped
card type matches the provisioned card type arsldogevent if it does not match.

1830 DWDM shelf layout and description

The following describes the 1830 DWDM shelf and ¢néities that can be managed by 7210

SAS:
Slot #1 Slot #3
Power & Control Filter / Amplifier / BPM (Line card) Slot #5
FANS or
Slot #2 Slot #4 1-Wire
Power & Control Filter / Amplifier / BPM (Line card)

Example of shelf conflguratlon with one x 8-channel filter (OADM) and one x optical amplifier as line cards
R e me Be Be e Be B e e meo §001

"
i

Figure 25: 1830 DWDM Shelf layout

e The slot #1 and slot #2 are capable of hosting DWWBbwer and Controller modules
(either EC-DW or EC-DWA). These slots hosts theipment Controller, power is
provided by the Service NE (using EC-DW unit) cg ffRU (using EC-DWA unit), in
accordance with the system configuration and tha@gfgent Controller used. On the top
side of the Equipment Controller, there is a roemjtch to set the SHELF_ID. In a
stacked configuration, each Shelf_ID must be urigset. The Shelf_ID must be the
same for both active and stand-by controllers ia simelf.

e The slots #1 and slots #2 are not directly pravied by the user in 7210. The user has to
provision/configure the vwm-type that 7210 managesm-type’ can be ec-cw, ec-dw,
or ec-dwa, indicating that the shelf is a CWDM paesshelf or a DWDM passive shelf or
a DWDM active shelf.

e The first 1830 DWDM device that is connected 240 node using the OMC port or the
USB port must be equipped with active DWDM coneddl while passive DWDM
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controllers can be used in the other chassis coedéo the first device in a stacked
configuration. In other words, the first 1830 DWDidvice that is connected to the OMC
port or the USB port of the 7210 node cannot bassipe 1830 DWDM device, while
subsequent chassis in the stacked configuratiomeaquipped with passive DWDM
controllers.

e The slot #3 and slot #4 is capable of hosting DWiilddrs (MUX/Demux), optical
amplifiers and BPM (Bulk Power Management) moduileese slots need to be
provisioned on the 7210, to allow management by07Zbllowing cards can be managed
by 7210:

— The 7210 supports all DWDM filter (remote and médrfier and all of 2-channel, 4-
channel and 8-channel).

- The 7210 supports Fan Module.

- The 7210 does not support BPM (Bulk Power Manag¢ymeadule (which allows
for aggregation of 44 DWDM channels using the SFDd#).

* The following events is tracked by the 7210 hetdted to these modules in slot#3 and
slot#4:

- Line card/module removal/insertion.

- Provisioning mismatch, if the provisioned line cdaks not match the equipped line
card.

— For remote filter, LoS alarm reported by the camldule is reported. The LoS alarm
is cleared by the ec-dw/ec-dwa based on the thigsbofigured VOA.

- The 7210 does not support monitoring of power le¥et remote filter and does not
allow configuration of power thresholds for autoimgtower monitoring feature
supported by the remote filter units.

- The 7210 detects 1830 FAN module insertion and venand reports this event.

* The slot #5 hosts the Fans or the Inventory Extenslodule. Provisioning of this slot is
not supported when being managed by the 7210. falifAN module can be equipped in
this slot when the 1830 device is managed by ti® 7 other words, the Inventory
Extension Module (INVMOD) cannot be equipped irsthiot when the 1830 device is
managed by the 7210.
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Configuration Guidelines and Restrictions

The 7210 SAS supports management of the 1830 VWMEVDWDM clip-on device,

inventory management and displays the clip-on degliegtails such as part numbers, clip-on type,
manufacturing dates, firmware revision, statuslafras It also supports provisioning of the
modules that can be inserted into the slot availablthe 1830 device. The following are the
configuration and restrictions guidelines for supd 1830 VWM feature:

e The shelf-ID on the rotary dial must be set tagitdbetween 1-7. Digits higher than 7 are
not supported by 7210 SAS devices.

e The 1830 VWM clip-on device is connected to a mashelf (Example: 7210 SAS
devices). Each of the clip-on devices are idemtifising the shelf ID set using the rotary
dial provided on the device. To aid inventory maragnt, the user must configure the
vwm-shelf-idof the clip-on device attached to the USB intezfac the OMC interface.
Thevwm-shelf-idnust match the shelf ID set using the rotary diathe clip-on device.
The 7210 SAS uses the configuredm-shelf-ido communicate with the clip-on device.
If these shelf IDs do not match, 7210 SAS cannteract with the other devices and does
not provide any information about the device. TB&J SAS cannot detect a mismatch
between the configuredvm-shelf-idand theshelf IDset on the rotary dial.

e 7210 SAS provides a show command to display theraktatus information provided by
the clip-on device.

e 7210 SAS prints an error log if unsupported deviaee plugged into the USB port. Only
approved USB mass storage device and optical digevices need to be recognized as
valid devices. All other devices are unsupported r@sults in an error log being printed.
A shelf created by the user is operationally dovineman unrecognized device is plugged
into the USB port.

e Only a single 1830 CWDM or DWDM device can be nmgethusing the USB interface.
* The management capabilities available through @88 OMC port are similar.

e The first 1830 DWDM device that is connected 240 node using the OMC port or the
USB port must be equipped with active DWDM coneddl while passive DWDM
controllers can be used in the other chassis adeddo the first device in a stacked
configuration. In other words, the first 1830 DWDddvice that is connected to the OMC
port or the USB port of the 7210 node cannot bassipe 1830 DWDM device, while
subsequent chassis in the stacked configuratioteaquipped with passive DWDM
controllers. For more information on stacking cgnfiation please use the 1830 VWM
product manuals.

e The number of DWDM or CWDM devices in a stackedfiguration supported when the
stack is managed by 7210 is limited. Please coithtt representative for more
information on the number of units supported.

« In a stacked/cascaded configuration, all 1830swonnected to the 7210 is of a similar
type either ‘ec-cw’ or ‘ec-dw/ec-dwa’. It cannot aenix of CWDM and DWDM types.
NOTE: 1830 allows for a mix of passive DWDM and actiY/DM devices in a stacked
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configuration and is supported on 7210.

LED functionality

TheTable 29shows the LED functionality of the device:

Table 29: LED functionality for 7210 and 1830 VWM ( CWDM)

N

)]g]

Events 7210 Major Alarm Optical shelf Con- Optical Shelf Line
LED troller LED card LED

Shelf Admin Up and No Color Green Amber/ Green based

shelf is physically whether line card

connected to 7210. The provisioned correctly or|

shelf becomes not

operational up by

default

Shelf is Operationally | No Color Green Amber/ Green based

Up whether card-type
provisioned correctly or|
not

Line card Admin up Red Green Amber for that line car

and operational down LED

when card-type not

provisioned correctly

(that is, mismatch

between provisioned

and equipped type)

Line card Admin up No Color Green Green for that line can

and Operational up LED

when card-type

correctly provisioned

Line card removed Amber LED glows Green No LED glovirs(
card is removed)

Line card inserted back  No Color Green LED turns teear
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Table 30: LED functionality for 7210 and 1830 VWM ( DWDM)

Events 7210 Major Alarm Optical shelf Con- Optical Shelf Line
LED troller LED card LED

Shelf Admin Up and No Color Green Amber/ Green based on

shelf is physically whether line card

connected to 7210. The provisioned correctly or|

shelf becomes not

operational up by

default

Shelf is Operationally | No Color Green Amber/ Green based on

Up whether card-type
provisioned correctly or|
not

Line card Admin up Amber Green Amber for that line cargd

and operational down LED

when card-type not
provisioned correctly
(that is, mismatch
between provisioned
and equipped type)

Line card Admin up No Color Green Green for that line card
and Operational up LED
when card-type

correctly provisioned

Line card removed Amber LED glows Green No LED glovirse(
card is removed)

Line card inserted back  No Color Green LED turns tedar
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Link Layer Discovery Protocol (LLDP)

The IEEE 802.1ab Link Layer Discovery Protocol (LRPis a uni-directional protocol that uses
the MAC layer to transmit specific information red to the capabilities and status of the local
device. The LLDP can send as well as receive inddion from a remote device stored in the
related MIB(s).

The LLDP does not contain a mechanism to solid¢itrimation received from other LLDP agents.
The protocol also does not provide means to contirerreceipt of information. LLDP provides
the flexibility of enabling a transmitter and regsi separately, therefore the following LLDP
configurations are allowed:

¢ An LLDP agent can only transmit information.

« An LLDP agent can only receive information.

« An LLDP agent can transmit and receive information
The information fields in each LLDP frame are caméa in an LLDP Data Unit (LLDPDU) as a
sequence of variable length information elemenéshBnformation element includes Type,
Length, and Value fields (TLVS).

« Type indicates the nature of information beingngraitted.

« Length indicates the length of the informationnggrin octets.

« Value is the actual information that is transnutté~or example, a binary bit map or an

alphanumeric string that can contain one or maiels).

Each LLDPDU contains four mandatory TLVs and opaiofiLVs selected by the Network
Management. Below is the format of a LLDPDU:
e Chassis ID TLV
 PortID TLV
* Time To Live TLV
e Zero or more optional TLVs, depending on the maximsize of the LLDPDU allowed.
 End Of LLDPDU TLV
An LLDP agent or port is identified by a concatexbstring formed by the Chassis ID TLV and
the Port ID TLV. This string is used by a recipiémidentify an LLDP port or agent. The

combination of the Port ID and Chassis ID TLVs régmeainchanged until the port or agent is
operational.

The TTL (Time To Live) field of an Time-To-Live TL¥an be either zero or a non-zero value. A
zero value in the TTL field notifies the receivibgDP agent to immediately discard all
information related to the sending LLDP agent. A+zero value in the TTL field indicates the
time duration for which the receiving LLDP agenoshd retain the sending LLDP agent’s
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information. The receiving LLDP agent discardsigibrmation related to the sending LLDP
agent after the time interval indicated in the Tfild is complete.

Note: A TTL value of zero can be used to signat tha sending LLDP port has initiated a port
shutdown procedure.

The End Of LLDPDU TLV indicates the end of the LLDB.
Listed below is the information included in the foeol defined by the IEEE 802.1ab standard:
« Connectivity and management information aboutitical station to adjacent stations on

the same IEEE 802 LAN is advertised.

* Network management information from adjacent stetion the same IEEE 802 LAN is
received.

» Operates with all IEEE 802 access protocols amdaré media.

* Network management information schema and objefititions that suitable for storing
connection information about adjacent stationsialdished.

* Provides compatibility with a number of MIBs.

Organizationally Organizationally
defined local device defined remote
LLDP MIB extension device LLDP MIB PTOPO MIB
optional extensions (optional —
( P¢ ) top ) Rl (optional)
< Entity MIB
LLDP local system MIB LLDP remote systems MIB (optional)
: I L Interface MIB
{optional)
Y
— Other MIBs
[ LLDP frames €T optional)
LLDP agent { \
\ /' LLDP/LSAP
Local device Remote device
information v information

Figure 26: LLDP Internal Architecture for a Network Node
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In order to detect and address network problemsrarmhsistencies in the configuration, the
network operators can discover the topology infdaromausing LLDP. The Standard-based tools
address the complex network scenarios where mailtipices from different vendors are
interconnected using Ethernet interfaces.

The example displayed Figure 27depicts a MPLS network that uses Ethernet intedae the
core or as an access/handoff interfaces to conaelitferent kind of Ethernet enabled devices
such as service gateway/routers, QinQ switches IME_Ar customer equipment.

The topology information of the network kigure 27can be discovered if, IEEE 802.1ab LLDP is
running on each of the Ethernet interfaces in ngtwo
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Figure 27: Customer Use Example For LLDP
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System Resource Allocation

Allocation of Ingress Internal TCAM resources

In current releases, the system statically allectgress TCAM resources for use by SAP ingress
QoS classification, SAP ingress access contro{A§Ls), Identifying and sending CFM OAM
packets to CPU for local processing, and so on.rébeurce allocation is not user configurable.
With introduction of new capabilities such as IR¥&ssification, UP MEP support, and G8032-
fast-flood, the static allocation of resources bffvgare does not meet requirements of different
customers, who typically want to use different feas.

The user can allocate a fixed amount of resoureesystem to be used for QoS, ACLs, CFM/
Y.1731 MEPs and other features. Some of these paessnare boot-time and others are run-time.
A change in current value of the parameter thdesgnated ‘boot-time’ needs a reboot of the
node , before the new value takes effect. Changarment value of the parameter that is
designated ‘run-time’ takes effect immediatelythié software determines resources are available
for use to accommodate the change.

During system bootup, the system reads all theuresrofile parameters and allocates resources
to the features, in the order of which it appearthe configuration file.NOTE: The order in

which the command appears in the configurationidilienportant). The resources are shared,;
therefore the user has to ensure that the sumabsaich resources does not exceed the limit
supported by the IMM/node. If the system determihes it cannot allocate the requested
resources, the system disables the feature frofransexample, if the system determines that it
cannot allocate resources for g8032-fast-floodisiables the feature from use (that is, G8032 eth-
rings does not use fast-flood mechanisms). Anaikample is, if the system determines that it
cannot allocate resources for ipv4-based SAP Isgh€d. classification, then the system does not
allow users to use ipv4-based SAP ingress ACL ifleg8on feature and fails the configuration
when it comes upon the first SAP in the configunafiile which uses an IPv4-based SAP ingress
ACL policy.

For boot-time parameters, such as g8032-fast-flrmable, it is the user’s responsibility to ensure
that configuration of services matches the resoallogated. If the system determines that it
cannot allocate resources to services then ittta@onfiguration file at the first instance whére
encounters a command to which resources canndldoated. The available resources can be
allocated to different features. Please refer ¢ositaling guide for amount of resources available
per platform and per feature.

For ACL and QoS resources, the user has the ofmiatiocate resources to limit usage per
feature, irrespective of the match criteria usedt(ts, sum of all resources used for different SAP
ingress classification match-criteria is limitedthy amount allocated for SAP ingress
classification) and can further allocate resoufoesise by specific match criteria. User can
enable any of the match criteria from among thogperted and associate a fixed amount of
resources with each of them in are put togethé&xed sizes (the chunk size is dependent on the
platform).
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The system attempts to allocate resources in a@rdppears in the configuration file and fails any
match criteria if it does not have any more resesito allocate. User is also provided with a
keyword ‘max’ to indicate that the system needalkocate resources when it is first required, as
long as the maximum resources allocated for thatife is not exceeded or maximum resource
available in the system is not exceeded. 7210qstat allocates resources to each of the features
and the match-criteria in fixed size chunks.

The no forms of the command disables the use oésponding match criteria. During runtime,
the command succeeds, if no SAPs are currenthgubm criteria. Similarly, reduction of
resources from the current value to a lower valieeseds, if no SAPs are currently using the
criteria. If the system can successfully execuéecthmmand, it can free up the resources which
were in use by that slice or chunk and makes iitala for use by other features. This implies the
user either deletes a SAP or removes the ingresspdlicy association with a SAP to free up
resources. By executing these commands the sysieases some entries in a given chunk or
releases an entire chunk. If an entire chunk isdfré is returned to the system free pool forluge
other features. If some entries in the chunk aredy it is made available for use by other SAPs
using the same feature to which the chunk has akerated to.

The ‘no’ form of the commands which are designagedoot-time does not take effect
immediately. It takes effect after the reboot. Befteboot it is the user’s responsibility to frge u
resources required for use by the feature whictbkas enabled to take effect after the reboot. By
not doing so, results in failure when the configiorafile is executed on boot up.

For more details about individual commands andufestthat use System Resource Allocation.
Please see the CLI descriptions and the featuigéen in the respective user guides.

Allocation of Egress Internal TCAM resources
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Note: This feature is supported only on 7210 SAS-Es ot supported on 7210 SAS-D and 7210
SAS-K devices.

In the current releases, the system staticallycatks egress TCAM resources for use by different
criteria in SAP egress access control list (ACLg) ather purposes. The resource allocation is not
user configurable. With introduction of new capdieit such as IPv6 match criteria in egress, the
static allocation of resources by software doesmett requirements of different customers, who
typically want to use different features. Therefongress internal TCAM resource allocation
capabilities has been extended to the egress alt€@AM resources.

For more details about individual commands andufestthat use System Resource Allocation.
Please see the CLI descriptions and the featuirigésen in the respective user guides.

NOTE: Boot-time commands under the config> system>uass profile will not take effect
when a configuration file is executed using the®@xCLI command. Boot-time commands under
the config> system> resource-profilere read and acted upon by the system only dboog
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System Resource Allocation Examples

NOTE: On 7210 SAS-K, user needs to allocate resourcen@i8AP ingerss QoS and ingress
ACLS. They do not need to further allocate resosiindividually for MAC and IPv4 criteria.

Example one:
config> system> resource-profile

acl-sap-ingress 3
mac-match-enable max
ipv4-match-enable 1
no ipv6_128-ipv4-match-enable
no ipv6_64-only-match-enable

In the above example CLI, the system takes thevatg actions:

» System allocates 3 chunks for use by the SAP gsgfeCL entries.

« System allocates 1 chunk for use by SAP ingresk &dtries using ipv4-criteria. The
system fails the configuration when the number GLAentries using ipv4-criteria
exceeds the configured limit (that is, the systerasdnot allocate in excess of the
configured limit of 1 chunk).

« System allocates a chunk for use by SAP ingreds é@ries using mac-criteria. After the
user has specified 'max’, the system allocatesifikcfor use when the user associates an
ingress ACL policy (with mac-criteria entries defi) with a SAP. The system can
allocate more chunks, up-to 2 chunks, as the usespecified the ‘max’ keyword. More
chunks are allocated when user configures SAPud&mac-criteria and all of the entries
in the allocated chunk(s) is used up. The systélsitfee configuration when the number
of ACL entries with mac-criteria exceeds the liwfit2 chunks allocated to SAP ingress
ACL match (that is, the system does not allocaxitess of the configured limit of 3
chunks = up-to 2 for mac-criteria and 1 for ipv4temia).

* The system fails user attempt to use SAP ingré&3issAwith ipv6 match criteria (and the
other combinations listed above), as the user lsabldd the use of these criteria.

Example 2:
config> system> resource-profile>ingress-internal-t cam>

acl-sap-ingress 3
mac-match-enable max
ipv4-match-enable 1
no ipv6_128-ipv4-match-enable
ipv6_64-only-match-enable max
exit

In the above example CLI, the system will takeftiitowing actions:
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« System allocates 3 chunks for use by the SAP gsgfe&CL entries. These resources are
available for use with mac-criteria, ipv4-critedad ipv6-64-bit match criteria.

« System allocates 1 chunk for use by SAP ingresk &@ries using ipv4-criteria. The
system fails the configuration when the number GlLAentries using ipv4-criteria
exceeds the configured limit (that is, the syst@msdnot allocate in excess of the
configured limit of 1 chunk).

« System allocates 1 chunk for use by SAP ingresk é&dries using mac-criteria when the
user associates an ingress ACL policy (with mareda entries defined) with a SAP. The
system can allocate more chunks, as the user ba#isd the ‘max’ keyword, if a chunk
is available for use. In this particular exampessuming user configures a SAP with a
ingress ACL policy that uses ipv6-64-bit criteria}, there are no more chunks available,
mac-criteria cannot allocate more than 1 chunkri@keugh it specifies the max
keyword). The system fails the configuration whie@ humber of ACL entries with mac-
criteria exceeds the limit of 1 chunks allocate &P ingress ACL mac-criteria (that is,
the system does not allocate in excess of the guorgfd limit of 3 chunks = 1 for mac-
criteria + for ipv4-criteria + 1 for ipv6-criteria)

e System allocates a chunk for use by SAP ingresls é&dries using ipv6-64-bit criteria
when user associates an ingress ACL policy (wit-ip4-bit-criteria entries defined)
with a SAP. The system can allocate more chunkdyeaaser has specified the ‘max’
keyword. In this particular example, as there arenore chunks available, ipv6-64-bit
criteria cannot allocate more than 1 chunk (eveungh it specifies the max keyword).
The system fails the configuration when the nundfekCL entries with ipv6-64-bit
criteria exceeds the limit of one chunk allocate&AP ingress ACL match (that is, the
system does not allocate in excess of the confiflimat of 3 chunks = 1 for mac-criteria
+ 1 for ipv4-criteria + 1 for ipv6-64-bit criteria)

e The system fails the user attempt to use SAP ssgfe€CLs with ipv6-128 bit match
criteria (and the other combinations listed aboas)the user has disabled use of these
criteria.

In the example-2 above, the user can execute ”bripatch-enable to disable use of ipv4-criteria.
The system checks if there are SAPs using ipv&r@itand fails the command if one exists; else it
the chunk freed, is for use with either mac-créent ipv6-64-bit criteria. The entire chunk is
allocated to mac-criteria, if the first SAP thatde resources requests for mac-criteria and there
are no entries in the chunk already allocated to-andieria, leaving no more resources for use by
ipv6-64-bit criteria or the entire chunk is allogdtto ipv6-64-bit criteria, if the first SAP that
needs resources requests for ipv6-64-bit critaréhthere are no entries in the chunk already
allocated to ipv6-64-bit criteria, leaving no resms for use by mac-criteria.

Page 226 7210 SAS D, E, K OS Basic System Configurat ion Guide



System Management

System Configuration Process Overview

Figure 28displays the process to provision basic systerarpaters.

(o)

CONFIGURE SYSTEM INFORMATION

|

CONFIGURE TIME PARAMETERS

Cw )

Figure 28: System Configuration and Implementation Flow
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Configuration Notes

This section describes system configuration caveats

General

e The 7210 SAS device must be properly initializad ¢he boot loader and BOF files
successfully executed in order to access the CLI.
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Configuring System Management with CLI

This section provides information about configurgygtem management features with CLI.
Topics in this chapter include:

* Basic System Configuration on page 231
« Common Configuration Tasks on page 232
e System Information on page 233
- System Information Parameters
— Name on page 234
— Contact on page 234
— Location on page 235
— CLLI Code on page 235
— Coordinates on page 236
- System Time Elements on page 237
— Zone on page 237
— Summer Time Conditions on page 239
— NTP on page 240
— SNTP on page 245
— CRON on page 247
e System Administration Parameters on page 259
- Validating the Golden Bootstrap Image on page 259
- Updating the Golden Bootstrap Image on page 260
- Disconnect on page 260
- Set-time on page 261
- Display-config on page 261
- Tech-support on page 263
- Save on page 263
- Reboot on page 264
- Post-Boot Configuration Extension Files on page 265
« Configuring System Monitoring Thresholds on pagé 27
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Saving Configurations

Whenever configuration changes are made, the neadifdnfiguration must be saved so the
changes will not be lost when the system is reltbdthe system uses the configuration and image
files, as well as other operational parametersssary for system initialization, according to the
locations specified in the boot option file (BORrameters. For more information about boot
option files, refer to th&oot Option Filesection of this manual.

Configuration files are saved by executimplicit or explicit command syntax.

* An explicit save writes the configuration to the location #jegtin thesave command
syntax (théfile-url option).

« Animplicit save writes the configuration to the file specifie the primary configuration
location.

If the file-url option is not specified in tteave command syntax, the system attempts to
save the current configuration to the current B@mary configuration source. If the
primary configuration source (path and/or filenamigdnged since the last boot, the new
configuration source is used.

Thesave command includes an option to save both defaatreom-default configuration
parameters (thdetail option).

Theindexoption specifies that the system preserves systdaxes when a save command is
executed, regardless of the persistent statuiB@®F file. During a subsequent boot, the index
file is read along with the configuration file. Agesult, a number of system indexes are preserved
between reboots, including the interface index, LIS® path IDs, etc. This reduces
resynchronizations of the Network Management Sygte¢S) with the affected network

element.

If the save attempt fails at the destination, aaresccurs and is logged. The system does nobtry t

save the file to the secondary or tertiary configion sources unless the path and filename are
explicitly named with theave command.
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Basic System Configuration

This section provides information to configure systparameters and provides configuration
examples of common configuration tasks. The minisyatem parameters that should be
configured are:

« System Information Parameters on page 234

e System Time Elements on page 237

The following example displays a basic system gpnfition:

A:ALA-12>config>system# info

#H.

#

echo "System Configuration "
#.

name "ALA-12"
coordinates "Unknown"
snmp
exit
security
snmp
community "private" rwa version bot h
exit
exit
time
ntp
server 192.168.15.221
no shutdown
exit
sntp
shutdown
exit
zone GMT
exit

A:ALA-12>config>system#
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Common Configuration Tasks

This section provides a brief overview of the taglet must be performed to configure system
parameters and provides the CLI commands.

e System Information on page 233
- Name on page 234
- Contact on page 234
- Location on page 235
- CLLI Code on page 235
- Coordinates on page 236
e System Time Elements on page 237
- Zone on page 237
- Summer Time Conditions on page 239
- NTP on page 240
- SNTP on page 245
- CRON on page 247
— Time Range on page 250
— Time of Day on page 254
e System Administration Parameters on page 259
- Disconnect on page 260
- Set-time on page 261
- Display-config on page 261
- Reboot on page 264
- Save on page 263
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System Information

This section covers the basic system informaticamaters to configure the physical location of
the router, contact information, location infornaatisuch as the place the router is located such as
an address, floor, room number, etc., global pmsitig system (GPS) coordinates, and system
name.

Use the CLI syntax displayed below to configureftiibowing system components:

« System Information Parameters on page 234

e System Time Elements on page 237
General system parameters include:

¢ Name on page 234

¢ Contact on page 234

e Location on page 235

e CLLI Code on page 235

e Coordinates on page 236
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System Information Parameters

Name
Use thesyst em command to configure a name for the device.ritmee is used in the prompt
string. Only one system name can be configureapitiple system names are configured the last
one encountered overwrites the previous entry.thisdollowing CLI syntax to configure the
system name:
CLI Syntax:  config>system
name syst em nane
Example: alcatel>config>system# name ALA-12
The following example displays the system name:
sysNanme@omai n>config>system# info
#
echo "System Configuration "
.
name " ALA- 12"
exit
sysName@onai n>config>system#
Contact

Use thecontact command to specify the name of a system admitastrel staff member, or
other administrative entity.

CLI Syntax:  config>system
contact contact-nane

Example: config>system# contact “Fred Information Technology
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Location

Use thdocation =~ command to specify the system location of the dewor example, enter the
city, building address, floor, room number, etdhere the router is located.

Use the following CLI syntax to configure the ldoat

CLI Syntax:  config>system
location | ocation

Example: config>system# location “Bldg.1-floor 2-Room 201"

CLLI Code

The Common Language Location Code (CLLI code) i¢ biwharacter standardized geographic
identifier that is used to uniquely identify theogeaphic location of a router.

Use the following CLI command syntax to define @leLl code:

CLI Syntax:  config>system
clli-code clli-code

Example: config>system# clli-code abcdefg1234
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Coordinates

Use the optionadoordinates command to specify the GPS location of the devfdbe string
contains special characters (#, $, spaces, dte.gritire string must be enclosed within double
quotes.

Use the following CLI syntax to configure the Idoat

CLI Syntax:  config>system
coordinates coor di nat es
Example: config>system# coordinates "N 45 58 23, W 34 56 12"
The following example displays the configuratioripui of the general system commands:

sysNanme@onmai n>config>system# info
#.

echo "System Configuration "
#.

name "ALA-12"
contact "Fred Information Technology"
location "Bldg.1-floor 2-Room 201"
clli-code "abcdefg1234"
coordinates "N 45 58 23, W 34 56 12"

exit

A:ALA-12>config>system#
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System Time Elements

The system clock maintains time according to Cowttid Universal Time (UTC). Configure
information time zone and summer time (daylightisgs time) parameters to correctly display
time according to the local time zone.

Time elements include:

e« Zone on page 237
« Summer Time Conditions on page 239
¢ NTP on page 240
¢ SNTP on page 245
¢ CRON on page 247
- Time Range on page 250
- Time of Day on page 254

Zone

Thezone command sets the time zone and/or time zone dfis¢he device. The 7210-SAS OS
supports system-defined and user-defined time zdmessystem-defined time zones are listed in
Table 31

CLI Syntax:  config>system>time
zone std-zone-nane| non-std-zone-nane [ hh[: mi]

Example: config>system>time#
config>system>time# zone GMT

The following example displays the zone output:

A:ALA-12>config>system>time# info

ntp
server 192.168.15.221
no shutdown

exit

sntp
shutdown

exit

zone UTC

A:ALA-12>config>system>time#
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Table 31: System-defined Time Zones

Acronym Time Zone Name UTC Offset
Europe:

GMT Greenwich Mean Time uTtC

WET Western Europe Time uTC

WEST Western Europe Summer Time UTC +1 hour
CET Central Europe Time UTC +1 hour
CEST Central Europe Summer Time UTC +2 hours
EET Eastern Europe Time UTC +2 hours
EEST Eastern Europe Summer Time UTC +3 hours
MSK Moscow Time UTC +3 hours
MSD Moscow Summer Time UTC +4 hours

US and Canada:

AST
ADT
EST
EDT
CST
CDT
MST
MDT
PST
PDT
HST
AKST
AKDT

Atlantic Standard Time

Atlantic Daylight Time

Eastern Standard Time
Eastern Daylight Saving Time
Central Standard Time

Central Daylight Saving Time
Mountain Standard Time
Mountain Daylight Saving Time
Pacific Standard Time

Pacific Daylight Saving Time
Hawaiian Standard Time
Alaska Standard Time

Alaska Standard Daylight Saving Time

Australia and New Zealand:

AWST
ACST
AEST

NZT
NZDT
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Western Standard Time (e.g., Perth)
Central Standard Time (e.g., Darwin)

Eastern Standard/Summer Time (e.qg.,
Canberra)

New Zealand Standard Time
New Zealand Daylight Saving Time

UTC -4 hours
UTC -3 hours
UTC -5 hours
UTC -4 hours
UTC -6 hours
UTC -5 hours
UTC -7 hours
UTC -6 hours
UTC -8 hours
UTC -7 hours
UTC -10 hours
UTC -9 hours
UTC -8 hours

UTC +8 hours
UTC +9.5 hours
UTC +10 hours

UTC +12 hours
UTC +13 hours
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Summer Time Conditions

The config>system>time>dst-zonecontext configures the start and end dates andtdfis
summer time or daylight savings time to overridsteyn defaults or for user defined time zones.

When configured, the time will be adjusted by addime configured offset when summer time
starts and subtracting the configured offset whamraer time ends.

CLI Syntax:  config>system>time
dst-zone zone- nane

end {end-week} {end-day} {end-month} [ hour s- m nut es]
offset  of f set

start {start-week} {start-day} {start-month} [ hour s- ni n-
ut es]

Example: config>system# time
config>system>time# dst-zone pt
config>system>time>dst-zone# start second sunday ap ril 02:00
end first sunday october 02:00
config>system>time>dst-zone# offset 0

If the time zone configured is listedTable 31 then the starting and ending parameters andtoffse
do not need to be configured with this commandastbere is a need to override the system
defaults. The command will return an error if thertsand ending dates and times are not available
either inTable 31or entered as optional parameters in this command.

The following example displays the configured pasters.

A:ALA-48>config>system>time>dst-zone# info

start second sunday april 02:00
end first sunday october 02:00
offset 0

A:ALA-48>config>system>time>dst-zone# offset O
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NTP

Network Time Protocol (NTP) is defined in RFC 13B&twork Time Protocol (Version 3)
Specification, Implementation and Analysisllows for participating network nodes to kegpe
more accurately and maintain time in a synchronimadner between all participating network
nodes.

NTP time elements include:

< Authentication-check on page 240
« Authentication-key on page 241

« Broadcast on page 241

« Broadcastclient on page 242

* NTP-Server on page 243

* Server on page 244

Authentication-check

Page 240

The authentication-check command provides for fiteo to skip the rejection of NTP PDUs that
do not match the authentication key or authenticatype requirements. The default behavior
when authentication is configured is to rejecNallP protocol PDUs that have a mismatch in
either the authentication key-id, type, or key.

When authentication-check is configured, NTP PDtdsaauthenticated on receipt. However,
mismatches cause a counter to be increased, ongecdor key-id, one for type, and one for key
value mismatches.

CLI Syntax:  config>system>time>ntp
authentication-check

Example: config>system>time>ntp#
config>system>time>ntp# authentication-check
config>system>time>ntp# no shutdown
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Authentication-key

Broadcast

This command configures an authentication key-@y, type, and key used to authenticate NTP
PDUs sent to and received from other network elesgarticipating in the NTP protocol. For
authentication to work, the authentication keyaidthentication type and authentication key value
must match.

CLI Syntax:  config>system>time>ntp
authentication-key key-id{key key}[hash|hash2]type
{des|message-digest}

Example: config>system>time>ntp#
config>system>time>ntp# authentication-key 1 key A type des
config>system>time>ntp# no shutdown

The following example shows NTP disabled with élaéhentication-key parameter
enabled.

A:sim1>config>system>time>ntp# info

shutdown
authentication-key 1 key "OAwgNUIbz gl" hash2 type des

A:sim1>config>system>time>ntp#

Thebroadcast command is used to transmit broadcast packetsgirea subnet.

CLI Syntax:  config>system>time>ntp

broadcast [router r out er - nane] {interface
i p-int-nanme> [key-id key-i d] [version ver si on]
[t ttl]

Example: config>system>time>ntp#
config>system>time>ntp# broadcast interface intll v ersion 4
ttl 127
config>system>time>ntp# no shutdown

The following example in theystem>time context shows NTP enabled with theadcast
command configured.

A:sim1>config>system>time# info detail

ntp
no shutdown
authentication-check
ntp-server
broadcast interface int11 version 4 ttl 127
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exit
A:sim1>config>system>time#

The following example in the config context showEMenabled with the broadcast command
configured. At this level, the NTP broadcast comdsaare displayed at the end of the output after
the router interfaces are shown.

A:sim1>config info

#H.

#

echo "System Time NTP Configuration”
#.

system
time
ntp
broadcast interface toboth
exit
exit
exit
A:siml1>config

Broadcastclient

Thebroadcastclient command enables listening to NTP broadcast messagthe specified
interface.

CLI Syntax:  config>system>time>ntp
broadcastclient[router r out er - nane] {interface
i p-i nt - nane} [authenticate]

Example: config>system>time>ntp#
config>system>time>ntp# broadcastclient interface i ntll
config>system>time>ntp# no shutdown

The following example shows NTP enabled with bheadcastclient parameter enabled.

A:ALA-12>config>system>time# info

ntp
broadcastclient interface int11
no shutdown

exit

dst-zone PT
start second sunday april 02:00
end first sunday october 02:00
offset 0

exit

zone UTC

A:ALA-12>config>system>time#
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NTP-Server

This command configures the node to assume theof@a NTP server. Unless the server
command is used this node will function as an Nliéhtonly and will not distribute the time to
downstream network elements. If an authenticatieyild is specified in this command, the NTP
server requires client packets to be authenticated.

CLI Syntax:  config>system>time>ntp
ntp-server [transmit key-id]

Example: config>system>time>ntp#
config>system>time>ntp# ntp-server transmit 1
config>system>time>ntp# no shutdown

The following example shows NTP enabled with iikeserver command configured.

A:sim1>config>system>time>ntp# info

no shutdown
ntp-server

A:sim1>config>system>time>ntp#

Peer

Configuration of an NTP peer configures symmetdtve mode for the configured peer.
Although any system can be configured to peer @ity other NTP node, it is recommended to
configure authentication and to configure knownetiservers as their peers. Usenbdorm of
the command to remove the configured peer.

CLI Syntax:  config>system>time>ntp
peer i p-address [version ver si on] [key-id key-id]
[prefer]

Example: config>system>time>ntp#
config>system>time>ntp# peer 192.168.1.1 key-id 1
config>system>time>ntp# no shutdown

The following example shows NTP enabled withgeer command configured.

A:sim1>config>system>time>ntp# info

no shutdown
peer 192.168.1.1 key-id 1

A:sim1>config>system>time>ntp#
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The Server command is used when the node shouldtega client mode with the NTP server
specified in the address field. Use tieeform of this command to remove the server with the
specified address from the configuration.

Up to five NTP servers can be configured.

CLI Syntax:  config>system>time>ntp
server i p-address [key-id key-i d] [version versi on]
[prefer]

Example: config>system>time>ntp#
config>system>time>ntp# server 192.168.1.1 key-id 1
config>system>time>ntp# no shutdown

The following example shows NTP enabled withdbever command configured.

A:siml1>config>system>time>ntp# info

no shutdown
server 192.168.1.1 key 1

A:sim1>config>system>time>ntp#
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SNTP

SNTP is a compact, client-only version of the NER.TP can only receive the time from SNTP/
NTP servers; it cannot be used to provide timeisesvto other systems. SNTP can be configured
in either broadcast or unicast client mode.

SNTP time elements include:

« Broadcast-client on page 245

e Server-address on page 246

CLI Syntax:  config>system

time
sntp
broadcast-client
server-address i p- addr ess [version ver si on- nunber ]
[normal|preferred] [interval seconds]

no shutdown

Broadcast-client

Thebroadcast-clientcommand enables listening at the global devicel lewSNTP broadcast
messages on interfaces with broadcast client ethable

CLI Syntax:  config>system>time>sntp
broadcast-client

Example: config>system>time>sntp#
config>system>time>sntp# broadcast-client
config>system>time>sntp# no shutdown

The following example shows SNTP enabled withbht@eadcast-clientcommand enabled.

A:ALA-12>config>system>time# info

sntp
broadcast-client
no shutdown

exit

dst-zone PT
start second sunday april 02:00
end first sunday october 02:00
offset 0

exit

zone GMT

A:ALA-12>config>system>time#
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Theserver-addresscommand configures an SNTP server for SNTP unidasit mode.

CLI Syntax:  config>system>time>sntp#
config>system>time>sntp# server-address i p-addr ess version version-
nunber ] [normal|preferred] [interval seconds]

Example: config>system>time>sntp#
config>system>time# server-address 10.10.0.94 versi on
1 preferred interval 100

The following example shows SNTP enabled withsbever-addresscommand configured.

A:ALA-12>config>system>time# info

sntp
server-address 10.10.0.94 version 1 preferred interval 100
no shutdown
exit
dst-zone PT start-date 2006/04/04 12:00 end-date 2006/10/25 12:00
zone GMT

A:ALA-12>config>system>time#
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CRON
The CRON command supports the Service AssurancetA§AA) functions as well as the ability
to schedule turning on and off policies to meetfi€iof Day” requirements. CRON functionality
includes the ability to specify the commands thegdhto be run, when they will be scheduled,
including one-time only functionality (oneshot)ténval and calendar functions, as well as where
to store the output of the results. In addition@MNRcan specify the relationship between input,
output and schedule. Scheduled reboots, peer pgservice assurance agent tests and more can
all be scheduled with Cron, as well as OAM evestigh as connectivity checks, or
troubleshooting runs.
CRON elements include:
e Action
e Schedule
e Script
« Time Range
e Time of Day
Action

Parameters for a script including the maximum amo@itime to keep the results from a script
run, the maximum amount of time a script may rte, maximum number of script runs to store
and the location to store the results.

CLI Syntax:  config>cron
action acti on-nane [owner action-owner]
expire-time { seconds|forever}
lifetime { seconds]|forever}
max-completed unsigned
results file-url
script  scri pt-name [owner scri pt-owner]
shutdown

Example :config>cron# action test
config>cron>action# results ftp://172.22.184.249/./ siml/test-results
config>cron>action# no shut

The following example shows a script named “testeiving an action to store its results in a file
called “test-results™:

A:sim1>config>cron# info

script "test”
location "ftp://172.22.184.249/./sim1/t est.cfg”
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no shutdown

exit

action "test"
results "ftp://172.22.184.249/./sim1/te st-results”
no shutdown

exit

A:sim1>config>cron# script

The schedule function configures the type of scheetturun, including one-time only (oneshot),
periodic or calendar-based runs. All runs are deitezd by month, day of month or weekday,
hour, minute and interval (seconds). If end-timd amerval are both configured, whichever
condition is reached first is applied.

CLI Syntax:  config>cron
schedule schedul e-nane [owner schedul e- owner]

action acti on-name [owner owner - nane]

count number

day-of-month { day- nunber [.. day-nunber]|all}

description description-string

end-time [ date|day-nane] tine

hour { hour-nunber [.. hour-nunber]] all}

interval seconds

minute { m nut e-nunber [.. m nut e-nunber]|all}

month { nont h-nunber [.. nont h- nunber]| nont h- nane
[.. nont h- nane]jall}

no shutdown

type {periodic|calendar|oneshot}

weekday { weekday- nunber [.. weekday-nunber]| day- name
[.. day-nane]jall}

shutdown

Example: config>cron# schedule test2
config>cron>sched# day-of-month 17
config>cron>sched# end-time 2007/07/17 12:00
config>cron>sched# minute 0 15 30 45
config>cron>sched# weekday friday
config>cron>sched# shut

The following example schedules a script named2te® run every 15 minutes on the 17th of
each month and every Friday until noon on July20D7:

*A:SR-3>config>cron# info

schedule "test2"
shutdown
day-of-month 17
minute 0 15 30 45
weekday friday
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end-time 2007/07/17 12:00
exit

*A:SR-3>config>cron#

The script command opens a new nodal context wdodains information on a script.

CLI Syntax:  config>cron
script  scri pt-nanme [owner scri pt-owner]

description description-string
location file-url
shutdown

Example: config>cron# script test
config>cron>script#

The following example names a script “test”:

A:sim1>config>cron# info

script "test”
location "ftp://172.22.184.249/./sim1/t est.cfg"
no shutdown

exit

A:sim1>config>cron#
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Time Range

ACLs and QoS policy configurations may be enhartoesipport time based matching. CRON
configuration includes time matching with the 'sthle’ sub-command. Schedules are based on
events; time-range defines an end-time and willded as a match criteria.

Time range elements include:

¢ Create on page 250

e Absolute on page 250
e Daily on page 251
 Weekdays on page 252
 Weekend on page 252
«  Weekly on page 253

Create

Use this command to enable the time-range context.
The following example creates a time-range caksdilt

CLI Syntax:  config>cron>
time-range  nane create

Example : config>cron# time-range testl create
config>cron>time-range$

Absolute

The absolute command configures a start and eredttiat will not repeat.

CLI Syntax:  config>cron>time-range$
absolute absol ute-tineend absolute-tine

Example : config>cron>time-range$ absolute start 2006/05/05,1 1:00 end

2006/05/06,11:01
config>cron>time-range$
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The following example shows an absolute time rdmgginning on May 5, 2006 at 11:00 and
ending May 6, 2006 at 11:01:

A:sim1>config>cron>time-range# show cron time-range detail

Cron time-range details

Name :testl

Triggers : 0

Status : Inactive

Absolute : start 2006/05/05,11:00 end 2006/05/06 ,11:01

A:sim1>config>cron>time-range#

Daily

The daily command configures the start and endp#raodic schedule for every day of the week
(Sunday through Saturday).

CLI Syntax:  config>cron>time-range$
daily start ti me-of -day end time-of-day

Example: config>cron>time-range$ daily start 11:00 end 12:00
config>cron>time-range$

The following example shows a daily time range haiig at 11:00 and ending at 12:00.

A:sim1>config>cron>time-range# show cron time-range detail

Cron time-range details

Name 01
Triggers : 0
Status : Inactive

Periodic : daily Start 11:00 End 12:00

A:siml1>config>cron>time-range#
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The weekdays command configures the start and eageriodic schedule for weekdays
(Monday through Friday).

CLI Syntax:  config>cron>time-range$
weekdays start ti me-of -day end time-of -day

Example: config>cron>time-range$ weekdays start 11:00 end 12 :00
config>cron>time-range$

The following command shows a time range beginaingyl:00 and ending at 12:00. This
schedule runs all weekdays during this time period.

A:sim1>config>cron>time-range# show cron time-range detail

Cron time-range details

Name 01
Triggers :0
Status . Inactive

Periodic : weekdays Start 11:00 End 12:00

A:siml1>config>cron>time-range#

The weekend command configures the start and eagefiodic schedule for weekends
(Saturday and Sunday). The resolution must beaat lene minute apart, for example, start at
11:00 and end at 11:01. A start time and end tifriel @0 is invalid.

CLI Syntax:  config>cron>time-range$
weekend start ti me-of -day end time-of-day

Example: config>cron>time-range$ weekend start 11:00 end 12: 00
config>cron>time-range$

The following command shows a weekend time ranggnipéng at 11:00am and ending at
12:00pm, both Saturday and Sunday.

To specify 11:00am to 12:00pm on Saturday or Surmady, use thé\bsoluteparameter for one
day, or theNeekly parameter for every Saturday or Sunday accordinglgddition, see the
Schedule parameter to schedule oneshot or petw@iats in theonfig>cron> context.

A:sim1>config>cron>time-range# show cron time-range detail

Cron time-range details

Name 01
Triggers :0
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Status : Inactive
Periodic : weekend Start 11:00 End 12:00

Weekly

The weekly command configures the start and eradpsriodic schedule for the same day every
week, for example, every Friday. The start anddatds must be the same. The resolution must be
at least one minute apart, for example, start #&1Qland end at 11:01. A start time and end time of

11:00 is invalid.
CLI Syntax:  config>cron>time-range$

weekly start time-in-week end tine-in-week
Example: config>cron>time-range$ start fri,01:01 end fri,01: 02

config>cron>time-range$

The following command shows a weekly time rangdrii@gg on Friday at 1:01am ending Friday
at 1:02am.

A:sim1>config>cron>time-range$ info

weekly start fri,01:01 end fri,01:02

A:sim1>config>cron>time-range$
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Time of Day
Time of Day (TOD) suites are useful when configgnmany types of time-based policies or when
a large number of subscribers or SAPs requireaheedype of TOD changes. The TOD suite may
be configured while using specific ingress or eg#®ELs or QoS policies, and is an enhancement
of the ingress and egress CLI trees.
Time of day elements include:

¢ SAPs on page 254

* Egress on page 254

* Ingress on page 256

SAPs

e Ifa TOD Suite is assigned to a SAP, statistidiection are not collected for that SAP.

e When an item is configured both on SAP level anthe TOD suite assigned to the SAP,
the TOD-suite defined value takes precedence.

« A policy or filter assignment configured directiy a SAP has a lower priority than any
assignment in a TOD Suite. Hence, it is possilde dhnew direct configuration has no
immediate effect. If the configuration is made byl,G warning is given.

Egress

This command is an enhancement for specific egrelésies. Use this command to create time-
range based associations of previously createst fiits, QoS and scheduler policies. Multiple
policies may be included and each must be assigmiffierent priority; in case time-ranges
overlap, the priority will be used to determine grevailing policy. Only a single reference to a
policy may be included without a time-range.
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In a TOD suite, filters that have entries with tinagges may not be selected. Similarly, filter
entries with a time-range may not be created whil®©D suite refers to that filter. QoS policies
and filters referred to by a TOD suite must hawgpsc‘template” (default).

The following syntax is used to configure TOD-swtress parameters.

CLI Syntax:  config

cron
tod-suite t od- sui t e- name create
egress

filter ip ip-filter-id [time-range ti me-range- nane]
[priority priority]

filter ipv6 i pv6-filter-id  [time-range ti me-range-
nane]
[priority priority]

filter mac mac-filter-id[time-range ti me-range-
nane] [priority priority]

Example: config>cron>tod-suite$ egress filter ip 100
config>cron>tod-suite$

The following command shows an egress IP filtepaisgion with filter ID 100.

sim1>config>filter# ip-filter 100 create
A:sim1>config>filter>ip-filter$ entry 10 create
A:sim1>config>filter>ip-filter>entry$
A:sim1>config>cron>tod-suite# egress filter ip 100
A:sim1>config>cron>tod-suite# info detail

no description
egress

filter ip 100
exit

A:sim1>config>cron>tod-suite#
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This command is an enhancement for specific ingoefisies including filter lists and QoS
policies. Use this command to create time-rangedbassociations of previously created filter
lists QoS policies. Multiple policies may be incietland each must be assigned a different
priority; in case time-ranges overlap, the priovityl be used to determine the prevailing policy.
Only a single reference to a policy may be includétiout a time-range. To configure a daily
time-range across midnight, use a combination ofdwtries. An entry that starts at hour zero will
take over from an entry that ends at hour 24.

CLI Syntax:  config>system

cron
tod-suite t od- sui t e- nane create
ingress

filter ip ip-filter-id [time-range ti me-range- nane]
[priority priority]
filter ipv6 i pv6-filter-id [time-range time-

range- nane]

filter mac mac-filter-id[time-range ti me-range-
nane] [priority priority]

gos policy-id [time-range ti me-range- namne] [priori-
ty priority]

Example: config>cron>tod-suite$ ingress filter ip 100
config>cron>tod-suite$

The following command shows an ingress IP filtesoggation with filter ID 100.

sim1>config>filter# ip-filter 100 create
A:sim1>config>filter>ip-filter$ entry 10 create
A:sim1>config>filter>ip-filter>entry$

A:sim1>config>cron>tod-suite# ingress filter ip 100
A:sim1>config>cron>tod-suite# info detail

no description
ingress

filter ip 100
exit

A:sim1>config>cron>tod-suite#
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Example: config>cron>tod-suite$ ingress qos 101
config>cron>tod-suite$

The following command shows an association withréesg QoS-SAP policy 101.

A:siml1>config>qos# sap-egress 101 create

A:sim1>config>cron>tod-suite# ingress qos 101
A:sim1>config>cron>tod-suite# info detail

no description
ingress

gos 101
exit

A:sim1>config>cron>tod-suite#
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Theconfig-backup ~ command allows you to specify the maximum numidrackup versions
of configuration and index files kept in the primdwcation.

For example, assume thenfig-backup countis set tdb and the configuration file is called
xyz.cfg.When asavecommand is executed, the flgz.cfgis saved with a .1 extension. Each
subsequentonfig-backup command increments the numeric extension untihibgmum count
is reached. The oldest fil&)(is deleted as more recent files are saved.

xyz.cfg
xyz.cfg.1l
xyz.cfg.2
xyz.cfg.3
xyz.cfg.4
xyz.cfg5
xXyz.ndx

Each persistent index file is updated at the same as the associated configuration file. When
the index file is updated, then the save is peréatnoxyz .cfgand the index file is created as
Xyz.ndx Synchronization between the active and standpgiiormed for all configurations and
their associated persistent index files.

CLI Syntax:  config>system
config-backup count

Example: config>system#
config>syste  m# config-backup 7

The following example shows thlenfig-backup  configuration.

A:ALA-12>config>system>time# info
#.

echo "System Configuration”
.

#

name "ALA-12"

contact "Fred Information Technology"
location "Bldg.1-floor 2-Room 201"
clli-code "abcdefg1234"

coordinates "N 45 58 23, W 34 56 12"
config-backup 7

A:ALA-12>config>system>time#
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System Administration Parameters

Use the CLI syntax displayed below to configurédmas system administration parameters.

Administrative parameters include:

Validating the Golden Bootstrap Image on page 259
Updating the Golden Bootstrap Image on page 260
Disconnect on page 260

Set-time on page 261

Display-config on page 261

Save on page 263

Reboot on page 264

Post-Boot Configuration Extension Files on page 265

Validating the Golden Bootstrap Image

Theadmin>check-golden-bootstrapcommand validates the current golden bootstragénand
displays its version. A default golden bootstrajpgm is installed on every 7210 SAS E unit.

CLI Syntax: admin

check-golden-bootstrap

Example: admin# check-golden-bootstrap

The following example displays the output.

version TIMOS-L-0.0.1312

Golden Bootstrap Image validation successful
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Updating the Golden Bootstrap Image
Theadmin>update-golden-bootstrapcommand validates the input file, which must b&&40
SAS E bootstrap image, and updates the goldentomptsnage with the contents of this file.

Note: Only on 7210 SAS-D newer platforms, themin>update-golden-bootstrapCLI
command does not update the golden-bootstrap imilyehe boot.tim specified in the parameter
value, if the boot.tim is not a new image.

CLI Syntax: admin
update-golden-bootstrap [<file-url>]

Example: admin# update-golden-bootstrap boot.tim

The following is an example of the output.

Updating Golden Bootstrap Image from "boot.tim"
This operation must not be interrupted
Updating Golden Bootstrap image .... Completed.

Disconnect

Thedisconnect command immediately disconnects a user from a den$elnet, FTP, or SSH
session.

Note: Configuration modifications are saved to the priyrienage file.

CLI Syntax: admin
disconnect [address i p- addr ess |username  user - nane |
{console|telnet|ftp|ssh}]

Example: admin# disconnect

The following example displays the disconnect comdnasults.

ALA-1>admin# disconnect
ALA-1>admin# Logged out by the administrator
Connection to host lost.

C:\>
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Set-time

Use theset-time command to set the system date and time. The titezezl should be accurate
for the time zone configured for the system. Theteay will convert the local time to UTC before
saving to the system clock which is always setT@UIf SNTP or NTP is enabledd

shutdown ) then this command cannot be used. The set-timarand does not take into account
any daylight saving offset if defined.

CLI Syntax: admin
set-time date tine

Example: admin# set-time 2007/02/06 04:10:00

The following example displays tlset-time  command results.

ALA-2# admin set-time 2007/02/06 04:10:00
ALA-2# show time

Thu Feb 2 04:10:04 GMT 2007

ALA-2#

Display-config

Thedisplay-config command displays the system’s running configuratio

CLI Syntax: admin
display-config [detail] [index]

Example: admin# display-config detail

The following example displays a portion of tisplay-config detail command results.

A:ALA-12>admin# display-config detail

#H.

#

echo "System Configuration”
#.

system
name "ALA-12"
contact "Fred Information Technology"
location "Bldg.1-floor 2-Room 201"
clli-code "abcdefg1234"
coordinates "N 45 58 23, W 34 56 12"
config-backup 7
boot-good-exec "ftp://test:test@192.168.xx. xxx/./1xx.cfg.A"
boot-bad-exec "ftp://test:test@192.168.xx.x xx/./1xx.cfg.1"
lacp-system-priority 1
no synchronize
snmp
shutdown
enginelD "0000197f000000000467ff00"
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packet-size 1500
general-port 161
exit
login-control
ftp
inbound-max-sessions 3
exit
telnet
inbound-max-sessions 5
outbound-max-sessions 2
exit
idle-timeout 1440
pre-login-message "Property of Service
ited."
motd text “Notice to all users: Softwar
exit
security
management-access-filter
default-action permit
entry 1
no description

Routing Inc.Unauthorized access prohib-

e upgrade scheduled 3/2 1:00 AM"
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Tech-support

Thetech-support ~ command creates a system core dUNPTE: This command should only
be used with explicit authorization and directioonfi Alcatel-Lucent’s Technical Assistance
Center (TAC).

Save

Thesave command saves the running configuration to a gondition file. When thdebug-
save parameter is specified, debug configurations aredsa the config file. If this parameter is
not specified, debug configurations are not sawd/éen reboots.

CLI Syntax: admin
save [ file-url][detail] [index]
debug-save [ file-url]

Example: admin# save ftp://test:test@192.168.x.xx/./1.cfg
admin# debug-save debugsave.txt

The following example displays tlsave command results.

A:ALA-1>admin# save ftp://test:test@92.168. x. xx/./1x.cfg

Writing file to ftp://test:test@192.168.x.xx/./1x.c fg

Saving configuration ...Completed.

ALA-1>admin# debug-save ftp://test:test@92. 168. x. xx/./debugsave. t xt
Writing file to ftp://julie:julie@192.168.x.xx/./de bugsave.txt

Saving debug configuration .....Completed.

A:ALA-1>admin#
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Thereboot command reboots the router including redundardscar redundant systems. If the
now option is not specified, you are prompted to aonfihe reboot operation.

CLI Syntax: admin
reboot [auto-init][now]

Example: admin# reboot now

The following example displays theboot command results.

A:ALA-1>admin# reboot now

Are you sure you want to reboot (y/n)? y
Rebooting...

Using preloaded VxWorks boot loader.

When amadmin reboot auto-init command is issued, the system resets the exBtgfile and
reboots. The system startup process afteattmain reboot auto-init command is executed is the
same as the first time system boot as describ&g¢stem Intialization on page 110

NOTE: Since the BOF is reset, the system may not bp withthe last saved system
configuration unless the new BOF file also usesstrae configuration file. If it is required that
the system boot up with the last saved system gordtion, it is recommended to use the
admin>save file-url command to save the current system configuratimhraodify the BOF to
use this.

Use the following CLI to reset the BOF and reboot:

CLI Syntax: admin# reboot auto-init [now]

Example: *A:ALA-1# admin reboot auto-init

WARNING: Configuration and/or Boot options may have changed since the last save.
Are you sure you want to reset the bof and reboot ( yn)? Y

Resetting...OK

Alcatel-Lucent 7210 Boot ROM. Copyright 2000-2008 A Icatel-Lucent.
All rights reserved. All use is subject to applicab le license agreements.
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System Management

Two post-boot configuration extension files aremnped and are triggered when either a
successful or failed boot configuration file is pessed. The commands specify URLSs for the CLI
scripts to be run following the completion of th@ob-up configuration. A URL must be specified
or no action is taken. The commands are persibemieen router (re)boots and are included in

the configuration saveadmin>save ).

CLI Syntax:  config>system
boot-bad-exec file-url
boot-good-exec file-url

Example :config>system# boot-bad-exec ftp://test:test@192.16
fail.cfg
config>system# boot-good-exec ftp://test:test@192.1
ok.cfg

The following example displays the command output:

*A:ALA# configure system
*A:ALA>config>system# info

#.
#

echo "System Configuration”
#.

name "ALA"
boot-good-exec "cfl:\good.cfg"
boot-bad-exec "cfl:\bad.cfg"
snmp
shutdown
exit
login-control
idle-timeout disable
pre-login-message "ala-1" name
exit
time
ntp
authentication-key 1 key "SV3BxZCsl
server 10.135.16.130
peer 21.0.0.1 key-id 1
no shutdown
exit
sntp
server-address 10.135.16.90 preferr ed
no shutdown
exit
zone UTC
exit
thresholds
rmon
exit
exit
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#H.

#

echo "System Security Configuration"
#.

security
hash-control read-version all write-ver sion 1
telnet-server
ftp-server
snmp
community "private" rwa version bot h
community "public" r version both
exit
source-address
application ftp 10.135.16.97
application snmptrap 10.135.16.97
application ping 10.135.16.97
application dns 10.135.16.97
exit
exit

*A:ALA>config>system#
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Show Command Output and Console Messages

The show>system>information command displays the current value of the bad/goed
URLs and indicates whether a post-boot configuregigtension file was executed when the
system was booted. If an extension file was exeguk®show>system>information

command also indicates if it completed successfullgot.

When executing a post-boot configuration extenfilenstatus messages are output to the
CONSOLE screen prior to the “Login” prompt.

Following is an example of a failed boot-up confifion that caused a boot-bad-exec file
containing another error to be executed:

Attempting to exec configuration file:
'ftp:/test:test@192.168.xx.xxx/./12.cfg’ ...
System Configuration

Log Configuration

MAJOR: CLI #1009 An error occurred while processing a CLI command -
File ftp://test:test@192.168.xx.xxx/./12.cfg, Line 195: Command "log" failed.
CRITICAL: CLI #1002 An error occurred while process ing the configuration file.

The system configuration is missing or incomplete.

MAJOR: CLI #1008 The SNMP daemon is disabled.

If desired, enable SNMP with the 'config>system>snm p no shutdown’ command.
Attempting to exec configuration failure extension file:
‘ftp://test:test@192.168.xx.xxx/./fail.cfg’ ...

Config fail extension

Enabling SNMP daemon

MAJOR: CLI #1009 An error occurred while processing a CLI command -

File ftp://test:test@192.168.xx.xxx/./fail.cfg, Lin e 5: Command "abc log" failed.
TiIMOS-B-x.0.Rx both/hops ALCATEL Copyright (c) 2000 -20011 Alcatel-Lucent.

All rights reserved. All use subject to applicable license agreements.

Built on Thu Nov 207 19:19:11 PST 2008 by builder i n /rel5x.0/b1/Rx/panos/main
Login:
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System Timing
When synchronous Ethernet is enabled, the operatoselect an Ethernet port as a candidate for
timing reference. The timing information recovefeam this port is used to time the system.
Note: In the current release the derived time s&ridiuted only through other Ethernet ports.

CLI Syntax for 7210 SAS-D:

*A:sas-d>config>system>sync-if-timing# info detail

no gl-selection
ref-order refl ref2
refl

shutdown

no source-port

no gl-override
exit
ref2

shutdown

no source-port

no gl-override
exit
ptp

shutdown

no gl-override
exit
no revert

*A:sas-d>config>system>sync-if-timing#

refl ref2 ptp bits1 bits2

Edit Mode

To enter the mode to edit timing references, yogtraater thdegin keyword at the
config>system>sync-if-timing#prompt.

Use the following CLI syntax to enter the edit mode

CLI Syntax:  config>system>sync-if-timing
begin

The following error message displays when the ypua modify sync-if-timing parameters
without entering the keywordegin.

Note: Use the option commit to save or abort to distlhedchanges made in a session.

ort 2/1/1
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MINOR: CLI The sync-if-timing must be in edit mode by calling begin before any changes can
be made.
MINOR: CLI Unable to set source port for refl to 2/ 1/1.

A:ALA-12>config>system>sync-if-timing>refl#
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Configuring Timing References

Configuration Guidelines

Page 270

Refl has to be configured to use one of the poota fL/1/1 up to 1/1/4 and ref2 should be
configured to use either 1/1/5 or 1/1/6. The sofemenforces this check. The ports 1/1/7 up to 1/1/
10 can be configured as either refl or ref2.

Listed below is an example to configure timing refece parameters.

Example:

config>system# sync-if-timing

config>system>sync-if-timing# begin

config>system>sync-if-timing# refl
config>system>sync-if-timing>refl# source-port 1/1/ 1
config>system>sync-if-timing>refl# no shutdown
config>system>sync-if-timing>refl# exit
config>system>sync-if-timing# ref2
config>system>sync-if-timing>ref2# source-port 1/1/ 2
config>system>sync-if-timing>ref2# no shutdown
config>system>sync-if-timing>ref2# exit
config>system>sync-if-timing>commit

The following displays the timing reference paraengt

*7210-SAS>config>system>sync-if-timing#info detail

ref-order refl ref2

refl
source-port 1/1/1
no shutdown

exit

ref2
source-port 1/1/2
no shutdown

exit

no revert
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Using the Revert Command

If the current reference goes offline or becomestalrle the revert command allows the clock to
revert to a higher-priority reference.

When revert isswitching enableda valid timing reference of the highest prionisyused. If a
reference with a higher priority becomes valideference switch over to that reference is
initiated. If a failure on the current referenceas, the next highest reference takes over.

If non-revertive switching is enabled, the validiae reference always remains selected even if a
higher priority reference becomes available. Ifdélave reference becomes invalid, a reference
switch over to a valid reference with the highestnity is initiated. The failed reference is

eligible for selection once it becomes operational.

CLI Syntax: config>system>sync-if-timing
no revert
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Configuring System Monitoring Thresholds

Creating Events

Page 272

Theeventcommand controls the generation and notificatibthieshold crossing events
configured with thealarm command. When a threshold crossing event is treglyghermon
eventconfiguration optionally specifies whether an gritrthe RMON-MIB log table be created
to record the occurrence of the event. It can sigify whether an SNMP notification (trap) be
generated for the event. There are two notificatifom threshold crossing events, a rising alarm
and a falling alarm.ping-address

Creating an event entry in the RMON-MIB log tabtied not create a corresponding entry in the
event logs. However, when the event is set tottiaeneration of a rising alarm or falling alarm
notification creates an entry in the event logs tad is distributed to whatever log destinations
are configured: console, session, memory, filelogyor SNMP trap destination. The logger
message includes a rising or falling threshold sirgsevent indicator, the sample type (absolute
or delta), the sampled value, the threshold vahexrmon-alarm-id the associatednon-event-id
and the sampled SNMP object identifier.

Thealarm command configures an entry in the RMON-MIB aldaile. Thealarm command
controls the monitoring and triggering of threshotdssing events. In order for notification or
logging of a threshold crossing event to occurdhaust be at least one associatadn event
configured.

The agent periodically takes statistical sampleesifrom the MIB variable specified for
monitoring and compares them to thresholds that lh@en configured with tredarm command.
Thealarm command configures the MIB variable to be moniiptee polling period (interval),
sampling type (absolute or delta value), and rising falling threshold parameters. If a sample
has crossed a threshold value, the associatedt'ésgenerated.

Preconfigured CLI threshold commands are availdbeconfigured commands hide some of the
complexities of configuring RMON alarm and eventreoands and perform the same function. In
particular, the preconfigured commands do not megihie user to know the SNMP object
identifier to be sampled. The preconfigured thrégleonfigurations include memory warnings
and alarms and compact flash usage warnings andsla
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To create events, use the following CLI:

Example:  config>system>thresholds# cflash-cap-warn cf1-B: r ising-
threshold 2000000 falling-threshold 1999900 interva | 240 trap startup-
alarm either

Example: config>system>thresholds# memory-use-alarm rising-t hreshold
50000000 falling-threshold 45999999 interval 500 bo th startup-alarm
either

Example: config>system>thresh# rmon

Example: config>system>thresh>rmon# event 5 both description "alarm
testing" owner "Timos CLI"

The following example displays the command output:

A:ALA-49>config>system>thresholds# info

rmon
event 5 description "alarm testing" owner "Timos CLI"
exit
cflash-cap-warn cfl1-B: rising-threshold 2000000 falling-threshold 1999900
interval 240 trap
memory-use-alarm rising-threshold 50000 000 falling-threshold 45999999 interval

500

A:ALA-49>config>system>thresholds#
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System Alarm Contact Inputs

The 7210 SAS platform hardware supports alarmasziribputs that allow an operator to monitor
and report changes in the external environmentadiitions. In a remote or outdoor deployment,
alarm contact inputs allow an operator to detentitmns, for example, air conditioner fault, open
door.

An operator can configure generation of events wdlarm contact inputs transition between the
open and close states. For each generated evempénator can specify the:

» Action associated with each state transition.

e Severity associated with each state transition.

« Log message associated with each state transition.

Configuring an Alarm Input in 7210 SAS-D and 7210 S AS-K devices

Unlike the 7210 SAS-E, the 7210 SAS-D and 7210 &Ad®es not support alarm contact inputs,
instead, it provides an option to configure thesme port as an alarm input pin. A single alarm
input pin can be enabled for use with the consotg pllowing operators to monitor external
events and alert the operator.

The RXD and TXD pins of the console input is use@rovide a single alarm input pin
functionality. The RXD and TXD pins of the consglert is used by software to detect external
events. The operating system detects an openlose circuit and triggers an alarm and logs it
when an event is detected.

By default, the console port does not provide alempot pin functionality. The CLI command
configure> system> console> use-console-alarm-iriputsed to enable the use of console port as
an alarm input pin. After this command is executbd,console port can no longer be used as a
console port, and the system generates a log nessagnvey this restriction. Additionally, user
needs to configure the alarm-contact-input pararadte console, by using the CLI command

configure> system> alarm-contact-input console-1

NOTE: The user must enable a telnet session with tde,rfwefore enabling console as an alarm-
input. Once the alarm-input functionality is enabltéhe user can configure the alarm-contact-
input <no shutdown> using the telnet session.
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Configuring 1830 VWM

The following output displays creation of vwm-shelf

NOTE: The card 1 correspond to slot #1 and card 2 spameds to slot #2 on the 1830 CWDM
device. The optical modules or line cards are teskinto these slots.

*A:NS1333C2676# configure system vwm-shelf 3 vwm-ty pe ec-cw create
*A:NS1333C2676>configure>system>vwm-shelf$ info

no shutdown

*A:NS1333C2676>configure>system>vwm-shelf$ info det ail

card 1
shutdown
no card-type
exit
card 2
shutdown
no card-type
exit
no shutdown
*A:NS1333C2676>configure>system>vwm-shelf$

*A:7210 SAS>show system vwm-shelf 7

Shelf Summary

Shelf-ID USB/ Shelf Admin Ope r Number of
OMC  Type State Sta te Equipped slots

7 OMC CwDM upP upP 2

Slot Summary

Slot-ID  Provisioned Equipped Admin Oper
Type Type State State

1 Not Provisioned SFC1D DOWN DOWN

2 Not Provisioned SFC2A&B DOWN DOWN

A CwDM CwDM uprP UP

*A:7210SAS-E#

*A:7210SAS# show system vwm-shelf 7 detail

Shelf Summary
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Shelf-ID USB/  Shelf Admin Ope r Number of
OMC  Type State Sta te Equipped slots

7 OMC CwWDM UP upP 2

Slot Summary

Slot-ID  Provisioned Equipped Admin Oper
Type Type State State

1 SFC1D SFC1D upP UpP

2 SFC2A&B SFC2A&B UP UP

A CWDM CWDM UpP UpP

1830 VWM Shelf Controller-A Hardware Data

No of Slots
Part Number
CLEI code
Unit Mnemonic
Serial Number
Manufacturing Date
Administrative state
Operational state
Firmware version
Current Alarm state

12
: 3KC19297AAABO1

WOCUAZNUTA
. EC-CW
. EZ444555666
12112000
:UP
:UP

: Cleared

1830 VWM Slot/Module Hardware Data

Slot Number
Provisioned type
Equipped type

Part Number

CLEI code

Unit Mnemonic
Serial Number
Manufacturing Date
Operational state
Firmware version
Current Alarm state

01

: SFC1D
: Equipped (SFC1D)

: 3KC19289AEAA0L

: SFC1D
:EZ121130171
: 03192012

:UP

: Cleared

1830 VWM Slot/Module Hardware Data

Slot Number
Provisioned type
Equipped type

Part Number

CLEI code

Unit Mnemonic
Serial Number
Manufacturing Date
Operational state
Firmware version
Current Alarm state

12

: SFC2A&B
: Equipped (SFC2A&B)

: 3KC19289AKAA

WOCUAZNUTA

: SFC2A&B

1 EZ120630634
12122000

:UP

: Cleared
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*7210SAS#

The following output displays deletion of vwm-shelf

*7210SAS>configure>system>vwm-shelf$ info

card 2
card-type SF

7210SAS>configure>system>vwm-shelf$

*7210SAS>configure>system>vwm-shelf$ info

card 2
card-type SFC1D
no shutdown

exit

no shutdown

*A AS-M>configure>system>vwm-shelf$ card 2 no card- type
*A AS-M>configure>system>vwm-shelf$ info

no shutdown
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Configuring LLDP

The following output displays LLDP defaults:

A:7210-SAS>config>system>lldp# info detail

no tx-interval

no tx-hold-multiplier
no reinit-delay

no notification-interval
no tx-credit-max

no message-fast-tx

no message-fast-tx-init
no shutdown

The following example displays an LLDP port configtion:

*A:7210-SAS>config>port>ethernet>lldp# info

dest-mac nearest-bridge
admin-status tx-rx
tx-tlvs port-desc sys-cap
tx-mgmt-address system
exit

*A:7210-SAS>config>port>ethernet>lldp#

The following example displays a global system LL&#figuration:

A:7210-SAS>config>system>Illdp# info

tx-interval 10
tx-hold-multiplier 2
reinit-delay 5
notification-interval 10

A:7210-SAS>config>system>Illdp#
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System Command Reference

Command Hierarchies

Configuration Commands

NOTE: Not all CLI commands are supported on all theG78AS platforms. Some commands are available
only on some platforms. The support for a particatanmand for a given platform is either statediekty

in the command reference OR in the CLI commandrig#gm, as applicable. User must use both this
information to know if a particular command is dable on a particular platform.

System Information Commands on page 279 on page 280
System Alarm Commands on page 281

PTP Commands on page 319

System Time Commands on page 283

Cron Commands on page 284

System Administration (Admin) Commands on page 286

High Availability (Redundancy) Commands on page 324
System Alarm Contact Commands on page 287

System Console commands on page 287

LLDP System Commands on page 289

LLDP Ethernet Port Commands on page 289

System Resource-Profile Commands for 7210 SAS-page 290
System Resource-Profile Commands for 7210 SAS-Kamge 291
System Resource-Profile Commands for 7210 SAS-fage 292

Fan Controller Commands for 7210 SAS-D and 7210-BASTR variant with 128MB flash on page

293
Show Commands on page 294
Clear Commands on page 295

Debug Commands on page 295

System Information Commands

config

— system
— boot-bad-exedile-url
— no boot-bad-exec
— boot-good-execboot-good-exec
— chassis
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— clli-code clli-code

— noclli-code

— config-backup count

— no config-backup

— contactcontact-name

— no contact

— coordinatescoordinates

— no coordinates

— lacp-system-priority lacp-system-priority

— no lacp-system-priority

— lldp

— location location

— nolocation

— login-control

— namesystem-name

— noname

— power-supply [power-supply-ifitype

— [no] oper-group name[create]

— hold-time

— [no] group-down time in seconds
— [no] group-up time in seconds

VWM shelf Management Commands (Supported only on 7210 SAS-E)

config
— system
— [no] vwm-shelf vwm-shelf-iqvwm-type vwm-typ¢ [create] (Supported only on 7210 SAS-E)
— card card-id
— [no] card-type card-type
— [no] shutdown
— [no] shutdown
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config
— system

System Management

— thresholds

cflash-cap-alarmcflash-idrising-threshold threshold[falling-threshold threshold
interval secondgrmon-event-tygdg startup-alarm alarm-type]
no cflash-cap-alarmcflash-id
cflash-cap-warncflash-idrising-threshold threshold[falling-threshold threshold
interval secondgrmon-event-tygg startup-alarm alarm-type]
no cflash-cap-warncflash-id
memory-use-alarmrising-threshold threshold[falling-threshold thresholq interval
secondgrmon-event-tygg startup-alarm alarm-type]
no memory-use-alarm
memory-use-warnrising-threshold threshold[falling-threshold threshold interval
secondgrmon-event-tygg startup-alarm alarm-type]
Nno memory-use-warn
[no] rmon
— alarm rmon-alarm-idvariable-oid oid-stringinterval second§sample-typp
[startup-alarm alarm-typé@ [rising-eventrmon-event-idising-threshold
threshold [falling event rmon-event-idalling-threshold threshold [owner
owner-string
— noalarm rmon-alarm-id
— eventrmon-event-idevent-typg[description description-stringj[ owner
owner-string
— noeventrmon-event-id
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PTP Commands (applicable only to 7210 SAS-D ETR)
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config
— system
— ptp

clock-type boundary

ordinary {slave}

[no] domain domain

[no] log-sync-interval value

network-type {sonet|sdh}

[no] peerip-addresqcreate]
— [no] priority local-priority
— [no] shutdown

[no] priorityl

[no] priority2

profile {g8265dot1-2010|ieee1588-2008}
— [no] priorityl priority-value
— [no] priority2 priority-value

[no] shutdown
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System Time Commands

root
— admin
— set-time[datd [tim€]
config
— system
— time

— [no] ntp
— [no] authentication-check
— authentication-key key-id key key[hash | hashg type {des| message-dige}t
— no authentication-keykey-id
— [no] broadcast[router router-namé { interface ip-int-namé@ [ key-id key-id

[versionversion [ttl ttl]

— [no] broadcast[router router-namé {interface ip-int-namé
— broadcastclient[router router-namé{interface ip-int-namg [ authenticate]
— [no] broadcastclient[router router-namé{interface ip-int-namé
— [no] ntp-server [transmit key-id
— [no] peerip-addresqversionversior] [key-id key-id [prefer]
— [no] serverip-addresqversionversior] [key-id key-id [prefer]
— [no] shutdown

— [no] sntp
— [no] broadcast-client
— server-addressp-addresgversion version-numb@r[normal | preferred]

[interval secondk

— no server-addressp-address
— [no] shutdown

— [no] dst-zone[std-zone-namgnon-std-zone-nanhe
— end{end-week{ end-day { end-month[ hoursminute$
— offsetoffset
— start {startweeh { startday} { startmontt} [ hoursminute$

— zonestd-zone-namgnon-std-zone-naniéh [:mni]

— nozone
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Cron Commands

config
— [no] cron

— [no] action action-namgowner owner-namg
— expire-time { secondq forever}
— lifetime {secondq forever}
— max-completedunsigned
— [no] results file-url
— [no] script script-namegowner owner-namg
— [no]shutdown
— [no] scheduleschedule-namgowner owner-namg
— [no] action action-namgowner owner-namg
— [no] day-of-month {day-numbef..day-numbefall}
— countnumber
— [no] description description-string
— [no] end-time [date|day-name] time
— [na] hour {..hour-numbel..hour-numbe}jall}
— [no] interval seconds
— [no] minute {minute-numbef..minute-numbdtall}
— [no] month { month-numbef..month-numbdfmonth-namég..month-namgall}
— [no] shutdown
— type {schedule-tyge
— [no] weekday{weekday-numbdr.weekday-numbfday-nam¢..day-namgall}
— [nq] script [no] script script-namegowner owner-namg
— [no] description description-string
— [no] location file-url
— [no] shutdown
— [no] time-range name[creatd
— absolutestart start-absolute-timend end-absolute-time
— no absolutestart start-absolute-time
— dally start start-time-of-dayend end-time-of-day
— nodaily start start-time-of-day
— [no] description description-string
— weekdaysstart start-time-of-dayend end-time-of-day
— noweekdaysstart start-time-of-day
— weekendstart start-time-of-dayend end-time-of-day
— noweekendstart start-time-of-day
— weekly start start-time-in-weelend end-time-in-week
— noweekly start start-time-in-week
— [no] tod-suite <tod-suite-name [create

— egress

filter ip ip-filter-id [time-range time-range-namjd priority priority]
filter mac mac-filter-id [time-range time-range-namid priority priority]
filter ipv6 ipv6-filter-id [time-range time-range-nanid priority priority]
no filter ip ip-filter-id [time-range time-range-nanie

no filter macmac-filter-id [time-range time-range-name

no filter ipv6 ipv6-filter-id [time-range time-range-nanie

filter ip ip-filter-id [time-range time-range-namjd priority priority]
filter mac mac-filter-id [time-range time-range-namid priority priority]
filter ipv6 ipv6-filter-id [time-range time-range-nanid priority priority]
no filter ip ip-filter-id [time-range time-range-nanie

no filter mac mac-filter-id [time-range time-range-name

no filter ipv6 ipv6-filter-id [time-range time-range-nanie
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— qospolicy-id [time-range time-range-narnig priority priority]
— no gospolicy-id [time-range time-range-namje
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System Administration (Admin) Commands

root
— admin

— auto-init stop
— check-golden-bootstrap
— debug-savdile-url
— disconnect{addressip-addresq usernameuser-name console] telnet | ftp | ssh
— display-config [detail | indeX
— [no] enable-tech
— reboot [upgrade][auto-init] [now]
— save[file-url] [detail] [indeX]
— set-timedate/ time
— tech-support[file-url]
— update-golden-bootstrapffile-url]
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System Alarm Contact Commands

config
— system
— alarm-contact-input alarm-contact-input-id
— [no] alarm-output-severity [critical | major | minor | non€|
— [no] clear-alarm-msg{ alarm-msg-txt
— description description-string
— normal-state [open | closed
— [no] shutdown
— [nq] trigger-alarm-msg {alarm-msg-tx

System Console commands

config
— system
— console
— [no] use-console-alarm-input

7210 SAS D, E, K OS Basic System Configuration Guid e Page 287



Command Hierarchies

System Synchronization Commands

config
— system
— sync-if-timing

— abort

— begin

— commit

— ref-order first second

— noref-order

— ptp
— gl-override {prs | stu | st2 | tnc | st3e | st3 | prc | ssuasiib | sec}
— nogl-override
— [no] shutdown

— refl
— gl-override {prs | stu | st2 | tnc | st3e | st3 | prc | ssualb | sec | eecl | eéc2
— nogl-override
— [no] shutdown
— source-portport-id
— no source-port

— ref2
— gl-override {prs | stu | st2 | tnc | st3e | st3 | prc | ssualb | sec | eecl | eéc2
— nogl-override
— [no] shutdown
— source-portport-id
— no source-port

— [no] gl-selection

— [no] revert
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LLDP System Commands

configure
— system
— lidp
— message-fast-ttime
— no message-fast-tx
— message-fast-tx-inicount
— no message-fast-tx-init
— notification-interval time
— no notification-interval
— reinit-delay time
— noreinit-delay
— [no] shutdown
— tx-credit-max count
— no tx-credit-max
— tx-hold-multiplier multiplier
— no tx-hold-multiplier
— tx-interval interval
— no tx-interval

LLDP Ethernet Port Commands

configure
— port port-id
— ethernet
— lidp
— dest-mac{nearest-bridge| nearest-non-tpmr | nearest-custome}
— admin-status{rx | tx | tx-rx | disabled}
— [no] notification
— tx-mgmt-address[systenj
— notx-mgmt-address
— tx-tlvs [port-desd [sys-namé [sys-dest[sys-cap
— notx-tlvs
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System Resource-Profile Commands for 7210 SAS-D

configure
— system
— resource-profile
— egress-internal-tcam
— acl-sap-egresgnum-resources]
— no acl-sap-egress
— [no] ipv6-128bit-match-enablenum-resources
— mac-ipv4-match-enablenum-resources
— no mac-ipv4-match-enable
— mac-ipv6-64bit-match-enablenum-resources
— no mac-ipv6-64bit-match-enable
— mac-match-enablenum-resources
— no mac-match-enable
— ingress-internal-tcam
— acl-sap-ingresgnum-resources]
— noacl-sap-ingress
— Ipv4-ipv6-128-match-enablenum-resources
— noipv4-ipv6-128-match-enable
— ipv4-match-enablenum-resources
— noipv4-match-enable
— ipv6-64-only-match-enablenum-resources
— noipv6-64-only-match-enable
— mac-match-enablenum-resources
— nomac-match-enable
— eth-cfm [num-resources]
— no eth-cfm
— up-mep num-resources
— noup-mep
— no qos-sap-ingress-resource
— (os-sap-ingress-resourcaum-resources
— Ipv4-mac-match-enablenum-resources
— noipv4-mac-match-enable
— ipv4-match-enablenum-resources
— noipv4-match-enable
— Ipv6-ipv4-match-enablenum-resources
— noipv6-ipv4-match-enable
— mac-match-enablenum-resources
— nomac-match-enable
— no sap-aggregate-meter
— sap-aggregate-metenum-resources
— [no] max-ipv6-routesnumber
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System Resource-Profile Commands for 7210 SAS-K

configure
— system
— resource-profile
— egress-internal-tcam
— acl-sap-egresgnum-resources]
— no acl-sap-egress
— mac-ipv4-ipv6-128-match-enablenum-resources
— no mac-ipv4-ipv6-128-match-enable
— ingress-internal-tcam
— acl-sap-ingresgnum-resources]
— no acl-sap-ingress
— mac-ipv4-ipv6-128-match-enableaaum-resources
— no mac-ipv4-ipv6-128-match-enable
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System Resource-Profile Commands for 7210 SAS-E

configure
— system
— resource-profile
— ingress-internal-tcam

— acl-sap-ingresgnum-resources]

— no acl-sap-ingress
— ipv4-ipv6-128-match-enablenum-resources
— noipv4-ipv6-128-match-enable
— ipv4-match-enablenum-resources
— noipv4-match-enable
— Ipv6-64-only-match-enablenum-resources
— noipv6-64-only-match-enable
— mac-match-enablenum-resources
— nomac-match-enable

— dhcp-snooping-enable

— nodhcp-snooping-enable

— no qos-sap-ingress-resource

— (Qos-sap-ingress-resourcaum-resources
— Ipv4-mac-match-enablenum-resources
— noipv4-mac-match-enable
— ipv6-ipv4-match-enablenum-resources
— noipv6-ipv4-match-enable
— mac-match-enablenum-resources
— no mac-match-enable
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Fan Controller Commands for 7210 SAS-D and 7210 SAS-D ETR variant with
128MB flash

configure
— system
— fan {on | off | autd
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Show Commands

Page 294

show

— alarm-contact-input alarm-contact-input-iddetail]

— alarm-contact-input all

— chassigenvironment] [power-supply] (The ‘environment’ option is supported only onlD2SAS-E and
7210 SAS-D. The ‘power-supply’ option is applicablgy to 7210 SAS-D ETR)

— Ccron

— time
— uptime

action action-namgowner owner-namg

action run-history[run-staté

scheduleaction-namgowner owner-namg

script script-namgowner owner-namg

tod-suite tod-suite-namédetail] associations failed-associations
time-range nameassociationgdetail]

connections[addressip-address[port port-numbe} [detail]

cpu [sample-periodsecondp

global-res-profile [detail]

information

lldp

lldp

memory-pools

ntp

oper-group [group-name]

oper-group group-namegdetail]

oper-group group-namgmonitoring]

resource-profile [active|configured]

ptp [peerip-addresqdetail] | peers [detail] | unicast | statistics $tandby]
sntp

sync-if-timing

thresholds

time

vwm-shelf vwm-shelf-iddetail] (Supported only on 7210 SAS-E)
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Clear Commands

clear
— cron
— action
— completed[action-namg[owner action-owne}
— screen
— system
— ptp inactive-peers
— ptp peerip-addressstatistics
— ptp statistics
— sync-if-timing {refl | ref2}

Debug Commands

debug
— sync-if-timing
— force-reference{refl | ref2 | ptp}
— noforce-reference
— [no] system
— ntp [router router-namé [interface ip-int-namé

Fan controller debug command (applicable only to 7210 SAS-D and 7210 SAS-D ETR variant
with 128MB flash)

tools
— dump
— fan-stats
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System Command Reference Descriptions

Generic Commands

shutdown

Syntax

Context

Description

Default

description

Syntax

Context

Description

Default

Parameters
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[no] shutdown

config>system>time>ntp
config>system>time>sntp
config>cron>action
config>cron>sched
config>cron>script
config>system>alarms

This command administratively disables the enéjien disabled, an entity does not change, reset,
or remove any configuration settings or statistics.

The operational state of the entity is disabledelt as the operational state of any entities doath
within. Many objects must be shut down before thmay be deleted.

Theno form of this command places the entity into an adstiatively enabled state.

no shutdown

description description-string
no description

config>cron>sched

This command creates a text description storefddrconfiguration file for a configuration context.

Thedescription command associates a text string with a configamatontext to help identify the
content in the configuration file.

Theno form of this command removes the string from thefiguration.
No description associated with the configurationtest.

string —The description character string. Allowed valuesamy string up to 80 characters long
composed of printable, 7-bit ASCII charactersh# string contains special characters (#, $,
spaces, etc.), the entire string must be enclosthihvdouble quotes.
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System Information Commands

boot-bad-exec

Syntax

Context

Description

Default

Parameters

Related
Commands

boot-good-exec

Syntax

Context

Description

Default

Parameters
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boot-bad-exec file-url
no boot-bad-exec

config>system

Use this command to configure a URL for a CLI sctipexec following a failure of a boot-up
configuration. The command specifies a URL for @ig scripts to be run following the completion
of the boot-up configuration. A URL must be spedfior no action is taken.

The commands are persistent between router (re3lamat are included in the configuration saves
(admin>save.

no boot-bad-exec

file-url — Specifies the location and name of the CLI scilptéxecuted following failure of the
boot-up configuration file execution. When thisgraeter is not specified, no CLI script file is

executed.

Values file url: local-url | remote-url: 255 chars max
local-url: [<cflash-id/> | <usb-flash-id>][file-path
remote-url:  [{ftp://} login:pswd@remote-locn/][filgrath]

remote-locn hostnamg ipv4-addresg
ipv4-address a.b.c.d

cflash-id: cfl:

usb-flash-id ufl:

exec command on page 51 -Fhis command executes the contents of a text diié they were CLI
commands entered at the console.

boot-good-exec file-url
no boot-good-exec

config>system

Use this command to configure a URL for a CLI sctipexec following the success of a boot-up
configuration.

no boot-good-exec

file-url — Specifies the location and name of the file exestflowing successful completion of the
boot-up configuration file execution. When thisgraeter is not specified, no CLI script file is
executed.
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Values file url: local-url | remote-url: 255 chars max
local-url: [<cflash-id/> | <usb-flash-id>][file-path
remote-url:  [{ftp://} login:pswd@remote-locn/][filgxath]

remote-locn hostnamd ipv4-addresg
ipv4-address a.b.cd

cflash-id: cfl:

usb-flash-id ufl:

Related exec command on page 51 -Fhis command executes the contents of a text $iié they were CLI
Commands commands entered at the console.

chassis

Syntax  chassis
Context config>system

Description This command

clli-code

Syntax  clli-code clli-code
no clli-code

Context config>system

Description This command creates a Common Language Locatiariifige (CLLI) code string for the router. A
CLLI code is an 11-character standardized geogcakntifier that uniquely identifies geographic
locations and certain functional categories of pougnt unique to the telecommunications industry.

No CLLI validity checks other than truncating ordping the string to eleven characters are
performed.

Only one CLLI code can be configured, if multiplel@ codes are configured the last one entered
overwrites the previous entry.

Theno form of the command removes the CLLI code.
Default none — No CLLI codes are configured.

Parameters clli-code —The 11 character string CLLI code. Any printabkyen bit ASCII characters can be
used within the string. If the string contains spkcharacters (#, $, spaces, etc.), the entiigstr
must be enclosed within double quotes. If more ttlaoharacters are entered, the string is
truncated. If less than 11 characters are entbeedtting is padded with spaces.

config-backup
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Syntax

Context

Description

Default

Parameters

console

Syntax
Context

Description

config-backup count
no config-backup

config>system

This command configures the maximum number of bpalarsions maintained for configuration
files and BOF.

For example, assume thenfig-backup countis set to 5 and the configuration file is callsa.cfg.
When asavecommand is executed, the flgz.cfgis saved with a .1 extension. Each subsequent
config-backup command increments the numeric extension untiib&imum count is reached.

xyz.cfg

xyz.cfg.1
xyz.cfg.2
xyz.cfg.3
xyz.cfg.4
xyz.cfg.5
Xyz.ndx

Each persistent index file is updated at the same &s the associated configuration file. When the
index file is updated, then the save is perfornoed/z.cfgand the index file is created agz.ndx
Synchronization between the active and standbegrfopmed for all configurations and their
associated persistent index files.

Theno form of the command returns the configurationh® default value.
5

count —The maximum number of backup revisions.
Values 1—9

console
config>system

Provides the context to configure console as amaiaput-pin.

use-console-alarm-input

Syntax
Context

Description
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[no] use-console-alarm-input
config>system>console

Platforms Supported: 7210 SAS-D and 7210 SAS-K.

This command provides an option to the user tathuseonsole port on the 7210 SAS-D/K as an
alarm-input pin. When this command is executedctiresole port can be used as an alarm input pin.
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contact

Syntax

Context

Description

Default

Parameters

coordinates

Syntax

Context

Description

System Management

A single alarm-input pin can be enabled for usénhie console port, allowing operators to monitor
external events and alert the operator. For thisngand to take effect, the console must be enabled i
the BOF.

The RXD and TXD pins of the console input is useg@rovide a single alarm input pin functionality
and is used by the software to detect externaltev&he operating system detects an open or a close
circuit and triggers an alarm and logs it when an¢ is detected.

After this command is executed, the console partrealonger be used as a console port, and the
system generates a log message to convey thigtiestr Additionally, user needs to configure the
alarm-contact-inpuparameter for console, by using the CLI commemnfigure>system> alarm-
contact-input console-{the console alarm-contact-input is identifiedhtiie 1D = console-1).

The no form of the command disables use of corpsateas alarm-input interface.

no use-console-alarm-input

contact contact-name
no contact

config>system

This command creates a text string that identtfiescontact name for the device.

Only one contact can be configured, if multiple taats are configured the last one entered will
overwrite the previous entry.

Theno form of the command reverts to default.
none — No contact name is configured.

contact-name —Fhe contact name character string. The string eampbto 80 characters long. Any
printable, seven-bit ASCII characters can be usigaimthe string. If the string contains special
characters (#, $, spaces, etc.), the entire stnungt be enclosed within double quotes.

coordinates coordinates
no coordinates

config>system

This command creates a text string that identtfiessystem coordinates for the device location. For
example, the commarmbordinates“37.390 -122.0550is read as latitude 37.390 north and
longitude 122.0550 west.

Only one set of coordinates can be configured.ukiple coordinates are configured, the last one
entered overwrites the previous entry.

Theno form of the command reverts to the default value.
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Default none — No coordinates are configured.

Parameters coordinates —The coordinates describing the device locationatdtar string. The string may be up
to 80 characters long. Any printable, seven-bit A®Baracters can be used within the string. If
the string contains special characters (#, $, spa&te.), the entire string must be enclosed within
double quotes. If the coordinates are subseques#yg by an algorithm that locates the exact
position of this node then the string must matehréquirements of the algorithm.

lacp-system-priority
Syntax  lacp-system-priority  lacp-system-priority
no lacp-system-priority
Context config>system

Description This command configures the Link Aggregation Cornffimtocol (LACP) system priority on

aggregated Ethernet interfaces. LACP allows theatpeto aggregate multiple physical interfaces to
form one logical interface.

Default 32768

Parameters lacp-system-priority —Specifies the LACP system priority.

Values 1 — 65535

location
Syntax  location location
no location
Context config>system

Description This command creates a text string that identtfiessystem location for the device.

Only one location can be configured. If multipleddions are configured, the last one entered
overwrites the previous entry.

Theno form of the command reverts to the default value.

Default none— No system location is configured.

Parameters location —Enter the location as a character string. Thegtriay be up to 80 characters long. Any
printable, seven-bit ASCII characters can be uséaimthe string. If the string contains special
characters (#, $, spaces, etc.), the entire stningf be enclosed within double quotes.

login-control
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Syntax
Context

Description

name

Syntax

Context

Description

Default

Parameters

oper-group

Syntax

Context

Description
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login-control
config>system

This command enables the context to configure lagimtrol.

name system-name
no name

config>system

This command creates a system name string forehieel

For example, system-name parameter ALA-1 fomttsme command configures the device name as
ALA-1.

ABC>config>system# name "ALA-1"
ALA-1>config>system#

Only one system name can be configured. If multiyttem names are configured, the last one
encountered overwrites the previous entry.

Theno form of the command reverts to the default value.

The default system name is set to the chassid serigber which is read from the backplane
EEPROM.

system-name -Enter the system name as a character string. Tihg stay be up to 32 characters
long. Any printable, seven-bit ASCII characters banused within the string. If the string
contains special characters (#, $, spaces, die.gritire string must be enclosed within double
quotes.

oper-group name [create]
no oper-group

config>system

Platforms Supported: 7210 SAS-D.

This command creates a system-wide group name whitlve used to associate a number of service
objects (for example, ports). The status of theigris derived from the status of its members. The
status of the group can then be used to influemestatus of non-member objects. For example,
when a group status is marked as down, the objebsmonitor the group change their status
accordingly.

The no form of the command removes the group.hldbject associations need to be removed
before the no command can be executed.
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Default

Parameters

hold-time

Syntax
Context

Description

group-down

Syntax
Context

Description

Default

Parameters

group-up
Syntax
Context

Description
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no oper-group
name —Specifies the operational group identifier up tocBaracters in length.
Values [32 chars max]

create —This keyword is required when first creating thafagguration context. Once the context is
created, it is possible to navigate into the canté@thout the create keyword.

Values Keyword

hold-time
config>system>oper-group

Platforms Supported: 7210 SAS-D.

This command enables the context to configure tiold information.

[no] group-down  time in seconds

config>system>oper-group>hold-time

Platforms Supported: 7210 SAS-D.

This command configures the number of seconds tbh&fore notifying clients monitoring this
group when its operational status transitions fomwn to up. A value of zero indicates that
transitions are reported immediately to monitoritignts.

The no form sets the values back to the defaults.
0

time in seconds —

Values [0..3600]

[no] group-up time in seconds
config>system>oper-group>hold-time
Platforms Supported: 7210 SAS-D.

This command configures the number of seconds tbh&éore notifying clients monitoring this
group when its operational status transitions frgmio down.
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The no form sets the values back to the default.
Default 4

Parameters time in seconds —
Values [0..3600]

power-supply

Syntax power-supply [ power-supply-id] type
Context config>system

Description Platforms Supported: 7210 SAS-D.
This command enables the context to configure agpaupply.

On 7210 SAS-D ETR, by default, the software dodgyeoerate any traps or alarms for PS2, when
the external power- supply failure has been dededtkre user is provided with an option to configure
the external backup power-supply type. Only if tiser configures the power-supply type as 'ac’ or
'dc’ the system generates alarm or trap on a psweply failure. The user can disable generation of
alarms or traps by setting the value to 'none'.

NOTES:

1. By setting the value to 'none’, the software dwdsend out a trap to the management station to
clear the alarm, if there was one pending. Theehealue only clears the trap locally and
resets the LED color, if there are no other majarridical alarms pending. It is expected that
the management station takes appropriate actisaamiving the configuration change event or
trap.

2. This CLI command does not affect generationayh wr alarm for the integrated power supply.
Traps or alarms are always generated on detectifailure of the integrated power supply,
when an external power supply is in use.

3. The 7210 SAS-D ETR does not have the capabidityetect the power-supply type, that is, it
cannot detect if the external power-supply typansAC or DC version. Therefore, the user
configured value is not validated by the softwéirés the users responsibility to ensure if it is
correct and corresponds to what they are usingelf provide a wrong value, the software con-
tinues to display the configured value and gendrates or alarms.

4. The ‘power-suppy’ command is applicable only 240 SAS-D ETR. If used on 7210 SAS-D,
the software returns an error message.

Parameters power-supply-id —dentifies the power-supply for which the 'typetase applied.
Values 2 - ldentifies the optional external backup powgsy on the 7210 SAS-D ETR.
type —ldentifies the type of power-supply.

Values keywords - dc|ac|none
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vwm-shelf

Syntax  [no] vwm-shelf vwm-shelf-id [vwm-type vwm-type] [create]
Context config>system

Description Platforms Supported: 7210 SAS-E.

Provides the context to configure the shelf infaiorafor 1830 VWM clip-on device.

The user must create the VWM clip-on device andigion the shelf ID to allow the 7210 software
to communicate with the shelf and retrieve infoliorat The value specified in the parameter vwm-
shelf-id must match the shelf ID set using themothal on the clip-on device. If these shelf IDs d
not match, 7210 SAS devices will not be able termtt to the device and does not provide any
information about the device. 7210 software camled¢ct a mismatch between the value of the
configured vwm-shelf-id and the shelf ID set on tbery dial.

A fixed number of 1830 VWM devices can be managethb 7210 SAS devices. The limit depends
on the interface used to connect to the 1830 deVice user must provision all the shelves that are
connected to the 7210 SAS device.

The vmw-type provides the context to configureghelf type information for 1830 VWM clip-on
device. The user must provision the shelf-typehefdonnected 1830 device. The software uses this
information to match with the shelf-type retrievfeain the device and raise a trap/event when tlsere i
a mismatch and marks the shelf as operationallynd@wlditionally, in a cascaded configuration, if
there is a mismatch in provisioning of the she¥1G does not attempt to retrieve information of the
shelves that follow the mis-configured shelf.

The no form of the command removes the configuhedf $D and the software removes all the
information it has for the shelf.

Default No default value is used.

Parameters vwm-shelf-id —The Shelf ID used to identify the 1830 VWM clip-davice attached to 7210.

Values 1-7
vwm-type —Provides the context to configure the shelf tygerimation for 1830 VWM clip-on
device.

Values [ec-cw|ec-dw|ec-dwa]

ec-cw —Identifies the controller card to be of type passi830 VWM CWDM controller.
ec-dw —Identifies the controller type to be passive 1830M DWDM controller.
ec-dwa —ldentifies the controller type to be active 1830 WWIDWDM controller.
NOTES:

e The vwm-shelf-id can take values in the range 7.tbhis implies that the rotary switch on the
connected optical clip-on device must be set talaevin this range.

« For management of DWDM using 7210 SAS-E througiBltgerface through OMC interface,
the main shelf (that is, the first shelf) to whitie node is connected should have EC-DWA. If
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Syntax
Context

Description

Default

Parameters

shutdown

Syntax
Context

Description

Default
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connected through OMC interface shelf-id can beahd if connected through USB interface
shelf-id should be 0.

« If the main shelf has any other shelf-id (that48), the shelf will not become operational.

create —Keyword used to create the vwm-shelf-id.

card card-id
config>system>vwm-shelf

Platforms Supported: 7210 SAS-E.

This command provides the context to provisionitiiermation for the modules that can be plugged
into the slots on the 1830 VWM clip-on device.

This command provides the user for a better cootvel the modules plugged into the 1830 CWDM
device slots. User can pre-provision acceptableutesdby configuring the card-type parameter with
the appropriate vwm-acronym. Modules are identifisthg the card type acronyms listed below.

The no form of the command removes the configueed tD and the software forgets all the
information it has for the card. Software will matse any events/traps/alarms for the card and clea
all pending events/traps/alarms/LEDs.

No default

card-id —The card ID used to identify the card on the 183%0M clip-on device attached to 7210
SAS. Card ID 1 identifies the module in slot #llw 1830 CWDM device and Card ID 2 identifies
the module in slot #2 of the 1830 CWDM device.

Values [1]2]

[no] shutdown
config> system> vwm-shelf <vwm-shelf-id>

Platforms Supported: 7210 SAS-E.

This CLI command allows the user to administratiaibable the management of the clip-on device
identified by the parametewm-shelf-idWhen this command is executed, 7210 softwarechatr
all pending events/traps/alarms related to thiff.she

The no form of the command allows the user to adhtnatively enable the management of the clip-
on device. The software raises appropriate evespsitalarms for the device.

no shutdown
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card-type

Syntax
Context

Description

Default

Parameters
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[no] card-type card-type
config>system>vwm-shelf>card

Platforms Supported: 7210 SAS-E.

This command provides the user a better contral thheemodules plugged into the 1830 CWDM
device slots. The user can pre-provision acceptabldules by configuring the card-type parameter
with the appropriateard-typevwm-acronym. The modules are identified usingabmenyms listed
below.

The 7210 SAS validates the configured card-typels thie card-type acronym retrieved from the
clip-on device and checks the following:

« If the configured card-type matches the card-gp@nym retrieved from the clip-on device,
7210 SAS allows management of the module.

« If the configured card-type does not match theldgpe acronym retrieved from the clip-on
device, 7210 SAS raises an event to alert theafsarsmatch in configuration. The event results
in a major alarm with the major LED set. In suateae, the card status displafdvisioning
MismatcHi error.

« The mismatch event/trap is cleared if the modsikeplaced with the one that has a correct card-
type acronym. Any pending trap/event, major alana major LED is cleared.

If the user has pre-provisioned the card set toiaidtratively up and the module is missing, 7210
SAS raises an event/trap. The event results injarrakarm with the major LED set to the appropriate
color. If the user has pre-provisioned the card adhdinistratively shut it down, 7210 SAS does not
attempt to match the module’s identifier (if theduote is equipped in the slot) and clear any pending
alarms. 7210 SAS retrieves any information aboatettuipped module to aid the user with
provisioning.

The no form of the command removes and clearsdtitype information. Until the card-type is
provisioned, the 7210 SAS software does not raigeegents/traps/alarms for the card and clear all
pending events/traps/alarms/LEDs.

No default

card-type —dentifier used to match the configured slot moduith the equipped slot module. The
Table 32andTable 33below provides the list of acronyms that can bedus identify the supported
modules usable with the clip-on device.

Values CWDM: SFC1A SFC1B SFC1C SFC1D SFC1E SFC1F SFC1G1BF
SFC2A&B SFC2C&D SFC2E&F SFC2G&H SFC4A-D SFCA4ES#CS8
DWDM:
EALPFG SFD8A_R SFD8B_R SFD8C_R SFD8D_R SFD4ASRD4B_R
SFD4C_R SFD4D_R SFD4E_R SFD4F_R SFD4G_R SFD48BFR2A_R
SFD2B_R SFD2C_R SFD2D_R SFD2E_R SFD2F_R SFB2GFD2H_R
SFD2I_R SFD2L_R SFD2M_R SFD2N_R SFD20_R SFIRFFD2Q R
SFD2R_R
ascii-string - can use ASCII alphabets or numbéatid card-type acronyms is
listed in the table below.
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The following table lists the acronyms defined bg bptical group. For more information, see the
Product overview guide for 1830 VWWhis is used to pre-provision the acceptable resdinat can
be equipped in the slots of the clip-on device.

Table 32: Card Type acronyms for 1830 CWDM devices

Module Description Acronym

1830 VWM 1-CH CWDM FILTER (AB VARIANT) - CH1 (1471m) | SFC1A
1830 VWM 1-CH CWDM FILTER (AC VARIANT) - CH1 (1491m) | SFC1B
1830 VWM 1-CH CWDM FILTER (AD VARIANT) - CH1 (1511m) | SFC1C
1830 VWM 1-CH CWDM FILTER (AE VARIANT) - CH1 (1531m) | SFC1D
1830 VWM 1-CH CWDM FILTER (AF VARIANT) - CH1 (1551m) | SFC1E
1830 VWM 1-CH CWDM FILTER (AG VARIANT) - CH1 (157Im) | SFC1F
1830 VWM 1-CH CWDM FILTER (AH VARIANT) - CH1 (1591m) | SFC1G
1830 VWM 1-CH CWDM FILTER (Al VARIANT) - CH1 (1611m) | SFC1H

1830 VWM 2-CH CWDM FILTER (AK VARIANT) - CH1,2 SFC24&B
1830 VWM 2-CH CWDM FILTER (AL VARIANT) — CH3,4 SFC2&D
1830 VWM 2-CH CWDM FILTER (AM VARIANT) — CH5,6 SFC2&F
1830 VWM 2-CH CWDM FILTER (AN VARIANT) — CH7,8 SFC2&H
1830 VWM 4-CH CWDM FILTER (AP VARIANT) - CH1,2,3,4 RC4A-D
1830 VWM 4-CH CWDM FILTER (AP VARIANT) — CH5,6,7,8 FC4E-H
1830 VWM 8-CH CWDM FILTER (AA VARIANT) - SFC8

CH1,2,3,4,5,6,7,8

Table 33: Card Type Acronyms for 1830 DWDM devices

Module Description Acronym
1830VWM Fan Unit (AA variant) FANCLIP
Inventory Extension Module INVMOD
1830VWM EC-DW (AA variant) EC-DW
1830VWM EC-DW Active (AA variant) EC-DWA
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Module Description Acronym
Remote Filer Modules
1830VWM Remote Filter 8CH (AA VAR) SFD8A R
1830VWM Remote Filter 8CH (AB Var) SFD8B_R
1830VWM Remote Filter 8CH (AC Var) SFD8C_R
1830VWM Remote Filter 8CH (AD Var) SFD8D_R
1830VWM Remote Filter 4CH (AE Var) SFD4A R
1830VWM Remote Filter 4CH (AF Var) SFD4B_R
1830VWM Remote Filter 4CH (AG Var) SFD4C_R
1830VWM Remote Filter 4CH (AH Var) SFD4D_R
1830VWM Remote Filter 4CH (AJ Var) SFD4E R
1830VWM Remote Filter 4CH (AK Var) SFD4F_R
1830VWM Remote Filter 4CH (AL Var) SFD4G_R
1830VWM Remote Filter 4CH (AM Var) SFD4H_R
1830VWM Remote Filter 2CH (AN Var) SFD2A R
1830VWM Remote Filter 2CH (AP Var) SFD2B_R
1830VWM Remote Filter 2CH (AQ Var) SFD2C_R
1830VWM Remote Filter 2CH (AR Var) SFD2D_R
1830VWM Remote Filter 2CH (AS Var) SFD2E_R
1830VWM Remote Filter 2CH (AT Var) SFD2F_R
1830VWM Remote Filter 2CH (AU Var) SFD2G_R
1830VWM Remote Filter 2CH (AV Var) SFD2H_R
1830VWM Remote Filter 2CH (AW Var) SFD2I_ R
1830VWM Remote Filter 2CH (AX Var) SFD2J_R
1830VWM Remote Filter 2CH (AY Var) SFD2K_R
1830VWM Remote Filter 2CH (AZ Var) SFD2L_ R
1830VWM Remote Filter 2CH (BA Var) SFD2M_R
1830VWM Remote Filter 2CH (BB Var) SFD2N_R
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Module Description Acronym
1830VWM Remote Filter 2CH (BC Var) SFD20_R
1830VWM Remote Filter 2CH (BD Var) SFD2P_R

Amplifier Modules

1830 VWM Fixed Gain Ampl (AAVar) EALPFG

shutdown

Syntax [no] shutdown
Context config> system> vwm-shelf>card

Description Platforms Supported: 7210 SAS-E.

This CLI command allows the user to administrativdisable the management of a specific module
inserted in a slot on the clip-on device. When tiisimand is executed, the 7210 SAS software
clears all pending events/traps/alarms/LED rel&etiis card.

The no form of the command allows the user to athiratively enable the management of the card
on the clip-on device. The software raises appav@revents/traps/alarms for the card.

Default no shutdown
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alarm

Syntax

Context

Description

Parameters
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alarm rmon-alarm-id variable-oid oid-string interval seconds [sample-type] [startup-alarm
alarm-type] [rising-event rmon-event-id rising-threshold threshold] [falling-event rmon-
event-id falling threshold threshold] [owner owner-string]

no alarm rmon-alarm-id

config>system>thresholds>rmon

The alarm command configures an entry in the RMOMN-lslarm Table. The alarm command
controls the monitoring and triggering of threshotdssing events. In order for notification or
logging of a threshold crossing event to occurdhaust be at least one associated rmon>event
configured.

The agent periodically takes statistical sampleesirom the MIB variable specified for monitoring
and compares them to thresholds that have beeigooed with the alarm command. The alarm
command configures the MIB variable to be monitotad polling period (interval), sampling type
(absolute or delta value), and rising and fallingeshold parameters. If a sample has crossed a
threshold value, the associated event is generated.

Use theno form of this command to remove an rmon-alarm-@hfrthe configuration.

rmon-alarm-id —The rmon-alarm-id is a numerical identifier for tlarm being configured. The
number of alarms that can be created is limitet(@0.

Default None
Values 1 — 65535

variable-oid oid-string— The oid-string is the SNMP object identifier of tharticular variable to
be sampled. Only SNMP variables that resolve tA8N.1 primitive type of integer (integer,
Integer32, Counter32, Counter64, Gauge, or Times)iokay be sampled. The oid-string may be
expressed using either the dotted string notati@s @bject name plus dotted instance identifier.
For example, "1.3.6.1.2.1.2.2.1.10.184582144" fbnCictets.184582144".

The oid-string has a maximum length of 255 characte
Default None

interval seconds — The interval in seconds specifies the polling pgiower which the data is
sampled and compared with the rising and fallimggholds. When setting this interval value,
care should be taken in the case of 'delta’ tymeming - the interval should be set short enough
that the sampled variable is very unlikely to ire or decrease by more than 2147483647 - 1
during a single sampling interval. Care should &s taken not to set the interval value too low
to avoid creating unnecessary processing overhead.

Default None
Values 1 — 2147483647
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sample-type —Specifies the method of sampling the selected bkriand calculating the value to
be compared against the thresholds.

Default Absolute

Values absolute— Specifies that the value of the selected vagiabll be compared
directly with the thresholds at the end of the slamggnterval.
delta — Specifies that the value of the selected vagiablthe last sample will be
subtracted from the current value, and the diffeeetompared with the thresholds.

startup-alarm alarm-type— Specifies the alarm that may be sent when thisralafirst created.
If the first sample is greater than or equal torthieg threshold value and 'startup-alarm’ is dqua
to 'rising’ or 'either’, then a single rising thiesld crossing event is generated.
If the first sample is less than or equal to tHénig threshold value and 'startup-alarm’ is equal
to 'falling’ or 'either’, a single falling threshdlcrossing event is generated.

Default either
Values rising, falling, either

rising-eventrmon-event-id— The identifier of the themon>eventthat specifies the action to be
taken when a rising threshold crossing event occurs
If there is no corresponding 'event’ configured fioe specified rmon-event-id, then no
association exists and no action is taken.
If the 'rising-event rmon-event-id’ has a valuezefo (0), no associated event exists.

If a 'rising event rmon-event’ is configured, th&lC@equires a 'rising-threshold’ to also be
configured.

Default 0
Values 0 — 65535

rising-threshold threshold — Specifies a threshold for the sampled statistiheWthe current
sampled value is greater than or equal to thistiolel, and the value at the last sampling interval
was less than this threshold, a single threshaldsing event will be generated. A single
threshold crossing event will also be generat#ukiffirst sample taken is greater than or equal to
this threshold and the associated startup-alaequsl to rising or either.

After a rising threshold crossing event is genetag@other such event will not be generated
until the sampled value falls below this threshardl reaches less than or equal the 'falling-
threshold’ value.

Default 0
Values -2147483648 — 2147483647

falling-event rmon-event-id— The identifier of themon>eventthat specifies the action to be taken
when a falling threshold crossing event occurghéfe is no corresponding event configured for
the specified rmon-event-id, then no associatiostgeand no action is taken. If the falling-event
has a value of zero (0), no associated event exists

If a 'falling event’ is configured, the CLI requse 'falling-threshold to also be configured.
Default 0
Values -2147483648 — 2147483647
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falling-threshold threshold— Specifies a threshold for the sampled statistihieWthe current
sampled value is less than or equal to this thidshad the value at the last sampling interval
was greater than this threshold, a single threstraislsing event will be generated. A single
threshold crossing event will also be generatéldéffirst sample taken is less than or equal to
this threshold and the associated 'startup-alasrequal to 'falling’ or ’either’.

After a rising threshold crossing event is genetadmother such event will not be generated
until the sampled value rises above this thresholtireaches greater than or equatrisgiag-
threshold thresholdvalue.

Default 0
Values -2147483648 — 2147483647

owner owner — The owner identifies the creator of this alarmddfaults to "TiIMOS CLI". This
parameter is defined primarily to allow entriestthave been created in the RMON-MIB
alarmTable by remote SNMP managers to be savecetmatied in a CLI configuration file. The
owner will not normally be configured by CLI usensd can be a maximum of 80 characters
long.

Default TiMOS CLI

Configuration example:

alarm 3 variable-oid iflnOctets.184582144 interval 20 sample-type delta start-alarm
either rising-event 5 rising-threshold 10000 fallin g-event 5 falling-threshold 9000
owner "TiMOS CLI"

cflash-cap-alarm

Syntax

Context

Description

Parameters
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cflash-cap-alarm cflash-id rising-threshold threshold [falling-threshold threshold]
interval seconds [rmon-event-type] [startup-alarm alarm-type]
no cflash-cap-alarm cflash-id

config>system>thresholds

This command enables capacity monitoring of thepaehflash specified in this command. The
severity level is alarm. Both a rising and fallitgeshold can be specified.

Theno form of this command removes the configured cormfiash threshold alarm.

cflash-id —The cflash-id specifies the name of the cflashaeto be monitored.
Values cfl:, cfl-A:

rising-threshold threshold — Specifies a threshold for the sampled statistidiedvthe current
sampled value is greater than or equal to thistiolel, and the value at the last sampling interval
was less than this threshold, a single threshaldsing event will be generated. A single
threshold crossing event will also be generatéteiffirst sample taken is greater than or equal to
this threshold and the associated 'startup-alasrequal to 'rising’ or 'either’.
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After a rising threshold crossing event is genetagmother such event will not be generated
until the sampled value falls below this threshardl reaches less than or equal the 'falling-
threshold’ value.

Default 0
Values -2147483648 — 2147483647

falling-threshold threshold— Specifies a threshold for the sampled statistiheivthe current
sampled value is less than or equal to this thidshad the value at the last sampling interval
was greater than this threshold, a single threstralslsing event will be generated. A single
threshold crossing event will also be generatéldéffirst sample taken is less than or equal to
this threshold and the associated startup-alaequsl to falling or either.

After a rising threshold crossing event is genetagmother such event will not be generated
until the sampled value raises above this threshotireaches greater than or equal the rising-
threshold value.

Default 0
Values -2147483648 — 2147483647

interval seconds — Specifies the polling period, in seconds, over Wwhie data is sampled and
compared with the rising and falling thresholds.

Values 1— 2147483647
rmon-event-type — Specifies the type of notification action to begakvhen this event occurs.

Values log — An entry is made in the RMON-MIB log table feach event occurrence.
This does not create a TiIMOS logger entry. The RM@IB log table entries can
be viewed using thehow>system>threshold€LI command.

trap — A TiMOS logger event is generated. The TiMI@gger utility then
distributes the notification of this event to itsnfigured log destinations which
may be CONSOLE, telnet session , memory log, cfidshsyslog, or SNMP trap
destinations logs.

both — Both a entry in the RMON-MIB logTable and@idOS logger event are
generated.

none — No action is taken.
Default both
startup-alarm alarm-type — Specifies the alarm that may be sent when thisraisfirst created.

If the first sample is greater than or equal torthimg threshold value and startup-alarm is equal
to rising or either, then a single rising thresholdssing event is generated.

If the first sample is less than or equal to tHknfg threshold value and startup-alarm is equal to
falling or either, a single falling threshold crogsevent is generated.

Default either

Values rising, falling, either

Configuration example:
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cflash-cap-alarm cfl1-A: rising-threshold 5000008a0ifig-threshold 49999900 interval 120
rmon-event-type both start-alarm rising.

cflash-cap-warn

Syntax  cflash-cap-warn cflash-id rising-threshold threshold [falling-threshold threshold]
interval seconds [rmon-event-type] [startup-alarm alarm-type]
no cflash-cap-warn cflash-id

Context config>system>thresholds

Description This command enables capacity monitoring of thepaehflash specified in this command. The
severity level is warning. Both a rising and fadjithreshold can be specified. The no form of this
command removes the configured compact flash tbtdstarning.

Parameters cflash-id —The cflash-id specifies the name of the cflashiaetio be monitored.
Values cfl:, cfl-A:

rising-threshold threshold — Specifies a threshold for the sampled statistidieddvthe current
sampled value is greater than or equal to thistiolel, and the value at the last sampling interval
was less than this threshold, a single threshaldsing event will be generated. A single
threshold crossing event will also be generatdlokifiirst sample taken is greater than or equal to
this threshold and the associated startup-alaequsi to rising or either.

After a rising threshold crossing event is genetadmother such event will not be generated
until the sampled value falls below this threshedl reaches less than or equal the falling-
threshold value.

Default 0
Values -2147483648 — 2147483647

falling-threshold threshold— Specifies a threshold for the sampled statistiheWthe current
sampled value is less than or equal to this thidshad the value at the last sampling interval
was greater than this threshold, a single threstralglsing event will be generated. A single
threshold crossing event will also be generatdidffirst sample taken is less than or equal to
this threshold and the associated startup-alaeqgusi to falling or either.

After a rising threshold crossing event is genetadmother such event will not be generated
until the sampled value raises above this threshotireaches greater than or equal the rising-
threshold value.

Default 0
Values -2147483648 — 2147483647

interval seconds— Specifies the polling period over which the datadmpled and compared with
the rising and falling thresholds.

Values 1 — 2147483647

rmon-event-type —Specifies the type of notification action to beaakvhen this event occurs.
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Context

Description
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Values log — In the case of log, an entry is made in théON-MIB log table for each
event occurrence. This does not create a TIMOSdoggtry. The RMON-MIB log
table entries can be viewed using the show>systamstiolds CLI command.

trap — In the case of trap, a TIMOS logger evemjeiserated. The TiMOS logger
utility then distributes the notification of thigent to its configured log
destinations which may be CONSOLE, telnet sessmamory log, cflash file,
syslog, or SNMP trap destinations logs.

both — In the case of both, both a entry in the RIARIB logTable and a TIMOS
logger event are generated.

none — In the case of none, no action is taken.
Default both

startup-alarm alarm-type— Specifies the alarm that may be sent when thisraigfirst created. If
the first sample is greater than or equal to thi@githreshold value and startup-alarm is equal to
rising or either, then a single rising thresholdssing event is generated. If the first sample is
less than or equal to the falling threshold valoe startup-alarm is equal to falling or either, a
single falling threshold crossing event is genetrate

Values rising, falling, either

Default either
Configuration example:

cflash-cap-warn cf1-B: rising-threshold 2000000ifigHthreshold 1999900 interval 240 rmon-
event-type trap start-alarm either

event rmon-event-id [event-type] [description description-string] [owner owner-string]
no event rmon-event-id

config>system>thresholds>rmon

The event command configures an entry in the RMOIB-BVent table. The event command controls
the generation and notification of threshold cnog®vents configured with the alarm command.
When a threshold crossing event is triggeredriten>event configuration optionally specifies if an
entry in the RMON-MIB log table should be createddcord the occurrence of the event. It may also
specify that an SNMP notification (trap) shoulddemerated for the event. The RMON-MIB defines
two notifications for threshold crossing eventssiRj Alarm and Falling Alarm.

Creating an event entry in the RMON-MIB log tabteed not create a corresponding entry in the
TiMOS event logs. However, when theent-typeis set to trap, the generation of a Rising Alarmm o
Falling Alarm notification creates an entry in thdOS event logs and that is distributed to
whatever TiIMOS log destinations are configured: GXONLE, session, memory, file, syslog, or
SNMP trap destination.
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The TiMOS logger message includes a rising orrfglthreshold crossing event indicator, the sample
type (absolute or delta), the sampled value, ttestiold value, the RMON-alarm-id, the associated
RMON-event-id and the sampled SNMP object identifie

Use theno form of this command to remove an rmon-event-@hfithe configuration.

Parameters rmon-event-type —The rmon-event-type specifies the type of notifmataction to be taken when
this event occurs.

Values log — In the case of log, an entry is made in théaN-MIB log table for each
event occurrence.

This doesot create a TIMOS logger entry. The RMON-MIB logl@bntries can
be viewed using thehow>system>threshold€LI command.

trap — In the case of trap, a TIMOS logger evemgeiserated. The TiMOS logger
utility then distributes the notification of thigent to its configured log
destinations which may be CONSOLE, telnet sessinamory log, cflash file,
syslog, or SNMP trap destinations logs.

both — In the case of both, both a entry in the RMRIB logTable and a TIMOS
logger event are generated.

none — In the case of none, no action is taken.
Default both

description — The description is a user configurable string tzat be used to identify the purpose
of this event. This is an optional parameter amdlEa80 characters long. If the string contains
special characters (#, $, spaces, etc.), the esttirgg must be enclosed within double quotes.

Default An empty string.

owner owner — The owner identifies the creator of this alarmddfaults to "TiMOS CLI". This
parameter is defined primarily to allow entriestthave been created in the RMON-MIB
alarmTable by remote SNMP managers to be savedetmatied in a CLI configuration file. The
owner will not normally be configured by CLI usensd can be a maximum of 80 characters
long.

Default TiMOS CLI
Configuration example:

Default event 5 rmon-event-type both description "alarnirigs owner "TiMOS CLI"
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memory-use-alarm

Syntax

Context

Description

Parameters

memory-use-alarm rising-threshold threshold [falling-threshold threshold] interval
seconds [rmon-event-type] [startup-alarm alarm-type]
no memory-use-alarm

config>system>thresholds

The memory thresholds are based on monitoring INETRA-SYSTEM-MIB sgiMemoryUsed
object. This object contains the amount of memairyemtly used by the system. The severity level is
Alarm. The absolute sample type method is used.

Theno form of this command removes the configured mentiorgshold warning.

rising-threshold threshold — Specifies a threshold for the sampled statistiheWthe current
sampled value is greater than or equal to thistiolel, and the value at the last sampling interval
was less than this threshold, a single threshalgsing event will be generated. A single
threshold crossing event will also be generatéukiffirst sample taken is greater than or equal to
this threshold and the associated startup-alaequsl to rising or either.

After a rising threshold crossing event is genetagmother such event will not be generated
until the sampled value falls below this threshard reaches less than or equal the falling-
threshold value.

Default 0
Values -2147483648 — 2147483647

falling-threshold threshold — Specifies a threshold for the sampled statisticie¥the current
sampled value is less than or equal to this thidshad the value at the last sampling interval
was greater than this threshold, a single threstrasising event will be generated. A single
threshold crossing event will also be generatéldéffirst sample taken is less than or equal to
this threshold and the associated startup-alaequsl to falling or either.

After a rising threshold crossing event is genetagmother such event will not be generated
until the sampled value raises above this threshotireaches greater than or equal the rising-
threshold threshold value.

Default 0
Values -2147483648 — 2147483647

interval seconds— Specifies the polling period over which the dataampled and compared with
the rising and falling thresholds.

Values 1— 2147483647
rmon-event-type —Specifies the type of notification action to bedakvhen this event occurs.

Values log — In the case of log, an entry is made in théON-MIB log table for each
event occurrence. This does not create an OS |lagder. The RMON-MIB log
table entries can be viewed using the CLI command.

trap — In the case of trap, a TIMOS logger evemjeiserated. The TiMOS logger
utility then distributes the notification of thigent to its configured log
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destinations which may be CONSOLE, telnet sessimamory log, cflash file,
syslog, or SNMP trap destinations logs.

both — In the case of both, both a entry in the RMRIB logTable and a TIMOS
logger event are generated.

none — In the case of none, no action is taken.
Default both

startup-alarm alarm-type— Specifies the alarm that may be sent when thisraisfirst created. If
the first sample is greater than or equal to thiagithreshold value and startup-alarm is equal to
rising or either, then a single rising thresholdssing event is generated. If the first sample is
less than or equal to the falling threshold valné startup-alarm is equal to falling or either, a
single falling threshold crossing event is genetate

Values rising, falling, either

Default either
Configuration example:

memory-use-alarm rising-threshold 50000000 fallingeshold 45999999 interval 500 rmon-
event-type both start-alarm either

memaory-use-warn

Syntax

Context

Description

Parameters

Page 320
Guide

memory-use-warn rising-threshold threshold [falling-threshold threshold] interval
seconds [rmon-event-type] [startup-alarm alarm-type]
No memory-use-warn

config>system>thresholds

The memory thresholds are based on monitoring Mgosed object. This object contains the
amount of memory currently used by the system.Sewerity level is Alarm.

The absolute sample type method is used.

Theno form of this command removes the configured corbflash threshold warning.

rising-threshold threshold— The rising-threshold specifies a threshold fordhmpled statistic.
When the current sampled value is greater thanuwailéo this threshold, and the value at the last
sampling interval was less than this thresholdngls threshold crossing event will be
generated. A single threshold crossing eventalsib be generated if the first sample taken is
greater than or equal to this threshold and theciest®d startup-alarm is equal to rising or either.

After a rising threshold crossing event is genetadmother such event will not be generated
until the sampled value falls below this threshardl reaches less than or equal the falling-
threshold value.

Default 0
Values -2147483648 — 2147483647
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falling-threshold threshold— The falling-threshold specifies a threshold for saenpled statistic.
When the current sampled value is less than orlequhis threshold, and the value at the last
sampling interval was greater than this threshalsingle threshold crossing event will be
generated. A single threshold crossing eventaisib be generated if the first sample taken is
less than or equal to this threshold and the aatatstartup-alarm is equal to falling or either.

After a rising threshold crossing event is genetadmother such event will not be generated
until the sampled value raises above this threshotireaches greater than or equal the rising-
threshold threshold value.

Default 0
Values -2147483648 — 2147483647

interval seconds — The interval in seconds specifies the polling mtoeer which the data is
sampled and compared with the rising and fallimggholds.

Values 1— 2147483647
rmon-event-type —Specifies the type of notification action to begakvhen this event occurs.

Values log — In the case of log, an entry is made in th&OR-MIB log table for each
event occurrence.

This does not create a TIMOS logger entry. The RM@IB log table entries can
be viewed using thehow>system>threshold€LI command.

trap — In the case of trap, a TIMOS logger evemjeiserated. The TiMOS logger
utility then distributes the notification of thisent to its configured log
destinations which may be CONSOLE, telnet sessinamory log, cflash file,
syslog, or SNMP trap destinations logs.

both — In the case of both, both a entry in the RIARIB logTable and a TIMOS
logger event are generated.

none — In the case of none, no action is taken.
Default both
Values log, trap, both, none

startup-alarm alarm-type— Specifies the alarm that may be sent when thisraigfirst created. If
the first sample is greater than or equal to thi@githreshold value and startup-alarm is equal to
rising or either, then a single rising thresholdssing event is generated. If the first sample is
less than or equal to the falling threshold valoe startup-alarm is equal to falling or either, a
single falling threshold crossing event is genetrate

Default either

Values rising, falling, either

Configuration example:

memory-use-warn rising-threshold 500000 falling-thr eshold 400000 interval 800 rmon-
event-type log start-alarm falling
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rmon
Syntax rmon
Context config>system>thresholds
Description This command creates the context to configure geRM¥ON alarms and events.
Generic RMON alarms can be created on any SNMR:shjethat is valid for RMON monitoring
(for example, an integer-based datatype).
The configuration of an event controls the generasind notification of threshold crossing events
configured with the alarm command.
thresholds
Syntax  thresholds
Context config>system
Description This command enables the context to configure rodng thresholds.
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PTP Commands

ptp
Syntax
Context

Description

shutdown

Syntax
Context

Description

Default

clock-type

Syntax
Context

Description

Default

Parameters

[no] ptp
config>system

This command enables the context to configure petars for IEEE 1588-2008, Precision Time
Protocol.

This command is only available on the control agdes that support 1588.

[no] shutdown
config>system>ptp

This command disables or enables the PTP protdd®l.P is disabled, the router will not transmit
any PTP packets, and will ignore all received PaEkpts. If the user attempts to do a 'no shutdown'
on hardware that does not support PTP, an alarhb&ilaised to indicate limited capabilities.

When ptp is shutdown, the PTP slave port is notatfnal. It shall not be considered as a source f
system timing.

shutdown

clock-type {{ordinary [slave]}
config>system>ptp

This command configures the type of clock. The kitype can only be changed when ptp is
shutdown.

The clock-type cannot be changed to master-orty P reference is no shutdown. In addition,
clock-type cannot be changed to master-only ifdtege peers configured.

ordinary slave

ordinary —The clock is capable of being either a PTP grantinas slave.

slave —The clock supports boundary-clock functionality &tes and slave concurrently).
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domain

Syntax
Context

Description

Default

Parameters

[no] domain domain
config>system>ptp

This command configures the PTP domain.

The no form of the command reverts to the defawifiguration. Note some profiles may require a
domain number in a restricted range. It is ughtodperator to ensure the value aligns with what is
expected within the profile.

Domain cannot be changed unless PTP is shutdown.

If the PTP profile is changed, the domain is changé ehto the default domain for the new PTP
profile.

0 for ieee1588-2008 or 4 for g8265dot1-2010
domain —The PTP domain.

Values 0-255

log-sync-interval

Syntax
Context

Description

Default

Parameters
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[no] log-sync-interval  value

config>system>ptp

This command allows the user to configure the P{fc@nd PTP Delay-Req message rate that a
PTP slave requests of a PTP master. The valuefiggeisi used as the rate for both PTP Sync and
Delay-Req messages. User can set a lower ppdypieally when using syncE for frequency and
PTP for only time.

The no form of the command sets it to a defaull@alf 64pps. It is recommended that the user set a

lower packet and not use the default value on Z48-D ETR.
64pps
value —Specifies the rate for both PTP Sync and Delay4Resgsages.

Values -4, and -3

Table 34: Values and the corresponding pps rate

Value pps Rate
-4 16pps
-3 8pps
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priority1

Syntax [no] priorityl priority
Context config>system>ptp

This command configures the priorityl value ofltheal clock. This parameter is only used when the
profile is set to ieee1588-2008. This value isdusg the Best Master Clock Algorithm to determine
which clock should provide timing for the network.

Note: This value is used both for the value to afise in the Announce messages and for the local
clock value in data set comparisons. The no fortm@fcommand reverts to the default
configuration.

The no form of the command reverts to the defawifiguration.
Default 128

Parameters priority — Specifies the value of the priority1 field.

Values 0-255
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priority2

Syntax

Context

Default

Parameters

profile

Syntax
Context

Description

Default

Parameters

network-type

Syntax
Context

Description
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[no] priority2 priority
config>system>ptp

This command configures the priority2 value of liheal clock. This parameter is only used when the
profile is set to ieee1588-2008. This value isdusgthe Best Master Clock algorithm to determine
which clock should provide timing for the network.

Note: This value is used both for the value to atisein the Announce messages and for the local
clock value in data set comparisons.

The no form of the command reverts to the defawifiguration.
128

priority — Specifies the value of the priority2 field.

Values 0-255

profile {ieee1588-2008| g8265dot1-2010}
config>system>ptp

This command configures the profile to be usedHerinternal ptp clock. This principally definegth
BMCA behavior.

The profile cannot be changed unless ptp is shutdow

When the profile is changed, the domain is changdie default value for the new profile. In
addition, if the profile is changed to ieee1588-20be wait-to-restore timer is disabled.

ieee1588-2008

ieee1588-2008 — Conform to the default BMCA of 88 version of the IEEE1588 standard.
0.8265.1-2010 — Conform to the BMCA specified i tHU-T G.8265.1 specification.

network-type <sonet|sdh>
config>system>ptp

This command configures the codeset to be useithéoencoding of QL values into PTP clockClass
values when the profile is configured for G.8263.ie codeset is defined in Table 1/G.8265.1.

This setting only applies to the range of valueseobed in the clockClass values transmitted out of
the node in Announce messages. The 7210 will stipp@rreception of any valid value in Table 1/
G.8265.1
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Parameters

peer

Syntax

Context

Default

Parameters

priority

Syntax

Context

Default

Parameters

shutdown
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sdh
sdh — Specifies the values used on a G.781 Optiomnipliant network.

sonet — Specifies the values used on a G.781 Oftmympliant network.

peer ip-address

config>system>ptp

This command configures a remote PTP peer. It ges/the context to configure parameters for the
remote PTP peer.

Up to twenty remote PTP peers may be configured.
The no form of the command deletes the specified. pe

If the clock-type is ordinary slave or boundaryd &TP is no shutdown, the last peer cannot be
deleted. This prevents the user from having PTabled without any peer configured & enabled.

Peers cannot be created when the clock-type isangimaster.
none

ip-address —The IP address of the remote peer.

Values ipv4-address a.b.c.d

priority local_priority
configure>system>ptp>peer>

This command configures the local priority usedtoose between PTP masters in the best master
clock algorithm (BMCA). This setting is only releMawhen the g.8265.1-2010 profile is selected.
The parameter is ignored when the ieee1588-2008eiw selected. The value 1 is the highest
priority and 255 is the lowest priority.

The priority of a peer cannot be configured if FHEP profile is ieee1588-2008.
There is a limit of 20 configured PTP peers.

128

local_priority —Specifies the value of the local priority.

Values 1-255
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Syntax [no] shutdown

Context configure>system>ptp>peer

This command disables or enables a specific PTP hatting down a peer sends cancel unicast
negotiation messages on any established unicasbssesWhen shutdown, all received packets from
the peer are ignored.

If the clock-type is ordinary slave or boundaryd TP is no shutdown, the last enabled peer cannot
be shutdown. This prevents the user from having Efabled without any peer configured &
enabled

Default no shutdown
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Date and Time Commands

set-time

Syntax  set-time [date] [time]

Context admin

Description This command sets the local system time.

The time entered should be accurate for the tinme zonfigured for the system. The system wiill
convert the local time to UTC before saving to $lgetem clock which is always set to UTC. This
command does not take into account any daylighhgaoffset if defined.

Parameters date — The local date and time accurate to the minutaentYYY/MM/DD format.

Values YYYYis the four-digit year
MM is the two-digit month
DD is the two-digit date

time— The time (accurate to the second) intthamn{:sg format. If no seconds value is entered, the
seconds are reset to :00.

Default 0

Values hhis the two-digit hour in 24 hour format (00=midhtg12=noon)

mmis the two-digit minute

time
Syntax  time
Context config>system
Description

This command enables the context to configure ystem time zone and time synchronization
parameters.
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Network Time Protocol Commands

ntp

Syntax
Context

Description

Default

[no] ntp
config>system>time

This command enables the context to configure NetwWone Protocol (NTP) and its operation. This
protocol defines a method to accurately distrilartd maintain time for network elements.
Furthermore this capability allows for the synchization of clocks between the various network
elements. Use the no form of the command to stegxecution of NTP and remove its
configuration.

none

authentication-check

Syntax
Context

Description

Default
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[no] authentication-check
config>system>time>ntp

This command provides the option to skip the régacdf NTP PDUs that do not match the
authentication key-id, type or key requirementse @kefault behavior when authentication is
configured is to reject all NTP protocol PDUs thate a mismatch in either the authentication key-
id, type or key.

Whenauthentication-checkis enabled, NTP PDUs are authenticated on reddgwever,
mismatches cause a counter to be increased, onéecdor type and one for key-id, one for type,
value mismatches. These counters are visible oav €ommand.

Theno form of this command allows authentication misrhatcto be accepted; the counters however
are maintained.

authentication-check — Rejects authentication mistres.
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authentication-key

Syntax  authentication-key key-id {key key} [hash | hash2] type {des | message-digest }
no authentication-key key-id

Context config>system>time>ntp

Description This command sets the authentication key-id, typklaey used to authenticate NTP PDUs sent to or
received by other network elements participatintheWNTP protocol. For authentication to work, the
authentication key-id, type and key value must imatc

Theno form of the command removes the authentication key
Default none

Parameters key-id —Configure the authentication key-id that will beedsy the node when transmitting or
receiving Network Time Protocol packets.

Entering the authentication-key command with a keyalue that matches an existing
configuration key will result in overriding the sxing entry.

Recipients of the NTP packets must have the sathemtication key-id, type, and key value in
order to use the data transmitted by this nodes iBrén optional parameter.

Default None
Values 1—255

key — The authentication key associated with the conéidley-id, the value configured in this
parameter is the actual value used by other netelerkents to authenticate the NTP packet.

The key can be any combination of ASCII charaatgrso maximum 32 characters in length for
message-digest (md5) or maximum 8 characters gthefor des (length limits are not
encrypted). If spaces are used in the string, erdlee entire string in quotation marks)*

hash —Specifies the key is entered in an encrypted féfrthe hash or hash2 parameter is not used,
the key is assumed to be in a non-encrypted, tdsaform. For security, all keys are stored in
encrypted form in the configuration file with thadh or hash2 parameter specified.

hash2 —Specifies the key is entered in a more complexygrted form that involves more variables
then the key value alone, this means that hash¥med variable can't be copied and pasted. If
the hash or hash2 parameter is not used, the ksgsisned to be in a non-encrypted, clear text
form. For security, all keys are stored in encrgdtam in the configuration file with the hash or
hash2 parameter specified.

type — This parameter determines if DES or message-digekentication is used.
This is a required parameter; either DES or mesdagest must be configured.

Values des — Specifies that DES authentication is usethisrkey
message-digest — Specifies that MD5 authenticati@eccordance with RFC 2104
is used for this key.
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broadcast

Syntax

Context

Description

Parameters
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broadcast [router router-name] {interface ip-int-name} [key-id key-id] [version version]
[ttl tt]]
no broadcast [router router-name] {interface ip-int-name}

config>system>time>ntp

Platforms Supported: 7210 SAS-D and 7210 SAS-E.

This command configures the node to transmit NTék@ on a given interface. Broadcast and
multicast messages can easily be spoofed, thusemtidation is strongly recommended.

Theno form of this command removes the address frontdiméiguration.

router —Specifies the router name used to transmit NTPgtacBase is the default and the only
router name supported currently.

Values Base
Default Base

ip-int-name —Specifies the local interface on which to trandiitP broadcast packets. If the string
contains special characters (#, $, spaces, dte.grttire string must be enclosed within double
quotes.

Values 32 character maximum

key-id key-id— Identifies the configured authentication key anthaatication type used by this
node to receive and transmit NTP packets to and &0 NTP server and peers. If an NTP packet
is received by this node both authentication key amthentication type must be valid otherwise
the packet will be rejected and an event/trap geadr

Values 1—255
Default none

version version— Specifies the NTP version number that is generayetthis node. This parameter
does not need to be configured when in client modehich case all versions will be accepted.

Values 2—4
Default 4

ttl ttl — Specifies the IP Time To Live (TTL) value.
Values 1—255

Default none
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Syntax

Context

Description

Parameters

ntp—server
Syntax
Context

Description

Default

Parameters

System Management

broadcastclient [router router-name] {interface ip-int-name} [authenticate ]
no broadcastclient [router router-name] {interface ip-int-name}

config>system>time>ntp

Platforms Supported: 7210 SAS-D and 7210 SAS-E.

When configuring NTP, the node can be configuredtteive broadcast packets on a given subnet.
Broadcast and multicast messages can easily béeshdbus, authentication is strongly
recommended. If broadcast is not configured theaived NTP broadcast traffic will be ignored. Use
theshowcommand to view the state of the configuration.

Theno form of this command removes the address fronttiméiguration.
router router-name —Specifies the router name used to receive NTP pscke
Values Base
Default Base

interface ip-int-name —Specifies the local interface on which to receiviePNbroadcast packets. If
the string contains special characters (#, $, spa&te.), the entire string must be enclosed within
double quotes.

Values 32 character maximum

authenticate —Specifies whether or not to require authenticatibNTP PDUs. When enabled,
NTP PDUs are authenticated upon receipt.

ntp-server [transmit key-id]
no ntp-server

config>system>time>ntp

This command configures the node to assume theof@a NTP server. Unless the server command
is used, this node will function as an NTP clienlycand will not distribute the time to downstream
network elements.

no ntp-server

key-id —If specified, requires client packets to be autivaned.
Values 1—255

Default None

7210 SAS D, E, K OS Basic System Configuration Guid e Page 333



Date and Time Commands

peer

Syntax

Context

Description

Parameters

Page 334
Guide

peer ip-address [key-id key-id] [version version] [prefer ]
no peer ip-address

config>system>time>ntp

Configuration of an NTP peer configures symmetdtive mode for the configured peer. Although
any system can be configured to peer with any dtfié? node it is recommended to configure
authentication and to configure known time serasrgheir peers.

Theno form of the command removes the configured peer.

ip-address —Configure the IP address of the peer that reqaingsering relationship to be set up.
This is a required parameter.

Default None
Values Any valid IP-address

key-id key-id— Successful authentication requires that both pmerst have configured the same
authentication key-id, type and key value.

Specify thekey-idthat identifies the configured authentication eyl authentication type used
by this node to transmit NTP packets to an NTP.géan NTP packet is received by this node,
the authentication key-id, type, and key value nbestalid otherwise the packet will be rejected
and an event/trap generated.

Default None

Values 1—255

version version— Specify the NTP version humber that is generatethisynode. This parameter

does not need to be configured when in client modehich case all three nodes are accepted.
Default 4
Values 2—4

prefer — When configuring more than one peer, one remotesysan be configured as the

preferred peer. When a second peer is configur@dedsrred, then the new entry overrides the
old entry.
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Syntax

Context

Description

Parameters

System Management

server ip address [key-id key-id] [version version] [prefer ]
no server ip address

config>system>time>ntp

This command is used when the node should opearatieent mode with the ntp server specified in
the address field of this command. The no constrfititis command removes the server with the
specified address from the configuration.

Up to five NTP servers can be configured.

ip-address —€onfigure the IP address of a node that acts &sTéhserver to this network element.
This is a required parameter.

Values Any valid IP address

key-id key-id— Enter the key-id that identifies the configuredreuntication key and authentication
type used by this node to transmit NTP packetsitd BP server. If an NTP packet is received by
this node, the authentication key-id, type, and \a&ye must be valid otherwise the packet will
be rejected and an event/trap generated. Thisaptonal parameter.

Values 1—255

versionversion— Use this command to configure the NTP version nurttie is expected by this
node. This is an optional parameter

Default 4
Values 2—4

prefer — When configuring more than one peer, one remotesysan be configured as the
preferred peer. When a second peer is configur@dedsrred, then the new entry overrides the
old entry.
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SNTP Commands

sntp

Syntax
Context

Description

Default

[no] sntp
config>system>time

This command creates the context to edit the SiMNplevork Time Protocol (SNTP).

SNTP can be configured in either broadcast or whiclent mode. SNTP is a compact, client-only
version of the NTP. SNTP can only receive the tiroen SNTP/NTP servers. It cannot be used to
provide time services to other systems.

The system clock is adjusted automatically duriysjem initialization and periodically to ensurettha
the local time is close to server’s time. Howeifghe time difference between the SNTP/NTP server
and the system clock is more than 2.5 secondsaftware corrects the system time gradually
adjusted over an interval.

SNTP is created in an administratively enabledestad shutdown).

Theno form of the command removes the SNTP instancecantiguration. SNTP does not need to
be administratively disabled when removing the SNi&ance and configuration.

no sntp

broadcast-client

Syntax
Context

Description

Default

server-address
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[no] broadcast-client
config>system>time>sntp

This command enables listening to SNTP/NTP brodadoassages on interfaces with broadcast
client enabled at global device level.

SNTP must be shutdown prior to changing eithertivam broadcast mode.

Theno form of the command disables broadcast client mode

no broadcast-client
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Syntax  server-address ip-address [version version-number] [normal | preferred ]
[interval seconds]
no server-address

Context config>system>time>sntp
Description This command creates an SNTP server for unicasttainode.

Parameters ip-address —Specifies the IP address of the SNTP server.
versionversion-number— Specifies the SNTP version supported by this server
Values 1—3
Default 3

normal | preferred — Specifies the preference value for this SNTP sekéen more than one
time-server is configured, one server can haveepeate over others. The value for that server
should be set tpreferred. Only one server in the table can be a prefereedes.

Default normal

interval seconds— Specifies the frequency at which this server igigde
Values 64 — 1024
Default 64
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CRON Commands

cron
Syntax cron
Context config
Description This command creates the context to create sceptipt parameters and schedules which support the
Service Assurance Agent (SAA) functions.
CRON features are saved to the configuration fildoth primary and backup control modules. If a
control module switchover occurs, CRON events astored when the new configuration is loaded.
If a control module switchover occurs during the&xtion of a cron script, the failover behavior wil
be determined by the contents of the script.
action
Syntax [no] action action-name [owner action-owner]
Context config>cron
config>cron>sched
Description This command configures action parameters foriatscr
Default none
Parameters action action-name— Specifies the action name.
Values Maximum 32 characters.
owner action-owner— Specifies the owner name.
Default TiIMOS CLI
expire-time
Syntax  expire-time {seconds | forever}
Context config>cron>action
Description This command configures the maximum amount of tionkeep the results from a script run.
Parameters seconds —Specifies the maximum amount of time to keep tselts from a script run.
Values 1— 21474836
Default 3600 (1 hour)
forever — Specifies to keep the results from a script ruever.
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Syntax
Context
Description

Parameters

max-completed

Syntax
Context

Description

Parameters

results

Syntax
Context

Description

Parameters
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lifetime {seconds | forever}
config>cron>action
This command configures the maximum amount of tingescript may run.

seconds —Specifies the maximum amount of time to keep tiselts from a script run.
1— 21474836
3600 (1 hour)

forever — Specifies to keep the results from a script ruever.

Values

Default

max-completed unsigned
config>cron>action

This command specifies the maximum number of cotagdlsessions to keep in the event execution
log. If a new event execution record exceeds tmebar of records specified this command, the
oldest record is deleted.

Theno form of this command resets the value to the defau

unsigned —Specifies the maximum number of completed sessmkeep in the event execution log.
Values 0 — 255
Default 1

[no] results file-url
config>cron>action

This command specifies the location where the gystetes the output of an event script’'s
execution.

Theno form of this command removes the file locatiomfrthe configuration.

file-url — Specifies the location where the system writestltput of an event script’s execution.

Values file url: local-url | remote-url: 255 chars max
local-url: [<cflash-id>/ |<usb-flash-id>/][<file-phat]
remote-url:  [{ftp://} login:pswd@remote-locn/][filgxath]

remote-locn hostnamd ipv4-addresk
ipv4-address a.b.cd
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script

Syntax
Context

Description

Default

Parameters

schedule

Syntax
Context

Description

Default

Parameters

count
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cflash-id: cfl:
usb-flash-id  ufl:

[no] script script-name [owner owner-name]
config>cron>action

This command creates action parameters for a sodfutding the maximum amount of time to keep
the results from a script run, the maximum amoditinge a script may run, the maximum number of
script runs to store and the location to storeréisailts.

Theno form of this command removes the script paramdters the configuration.
none — No server-address is configured.

script script-name— The script command in the action context conneatsesvent to the script
which will run when the event is triggered.
owner owner-name— Owner name of the schedule.

Default TiMOS CLI

Theno form of this command removes the script entry ftbe action context.

[no] schedule schedule-name [owner owner-name]
config>cron

This command configures the type of schedule toinatuding one-time only (oneshot), periodic or
calendar-based runs. All runs are determined bytimalay of month or weekday, hour, minute and
interval (seconds).

Theno form of the command removes the context from th&iguration.
none

schedule-name -Name of the schedule.

owner owner-name— Owner name of the schedule.
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end-time

Syntax
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Description
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count number
config>cron>sched

This command configures the total number of tim&R®ON “interval” schedule is run. For example,
if the interval is set to 600 and the count isteet, the schedule runs 4 times at 600 secondvater

number —The number of times the schedule is run.
1 — 65535
65535

Values

Default

[no] day-of-month {day-number [..day-number] all}
config>cron>sched

This command specifies which days of the month tiiaischedule will occur. Multiple days of the
month can be specified. When multiple days areigaréd, each of them will cause the schedule to
trigger. If a day-of-month is configured withoutrdiguring month weekday hourandminute the
event will not execute.

Using theweekdaycommand as well as thiay-of-month command will cause the script to run
twice. For example, consider that “today” is Mondaywuary 1. If “Tuesday January 5” is configured,
the script will run on Tuesday (tomorrow) as wallzanuary 5 (Friday).

Theno form of this command removes the specified dayofith from the list.

day-number —The positive integers specify the day of the mamthnting from the first of the
month. The negative integers specify the day oftbath counting from the last day of the
month. For example, configurirttay-of-month -5, 5in a month that has 31 days will specify the
schedule to occur on the 27th and 5th of that month

Integer values must map to a valid day for the tn@mgjuestion. For example, February 30 is not

a valid date.
Values 1—31,-31 — -1 (maximum 62 day-numbers)

all — Specifies all days of the month.

[no] end-time [date | day-name] time
config>cron>sched

This command is used concurrently with typiodic or calendar. Using the type operiodic, end-
time determines at which interval the schedule &nlll. Using the type afalendar, end-time
determines on which date the schedule will end.

Whenno end-time is specified, the schedule runs forever.

Page 341



Date and Time Commands

Parameters
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Syntax
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Description
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Syntax
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Description
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date —Specifies the date to schedule a command.
Values YYYY:MM:DD in year:month:day number format
day-name —Specifies the day of the week to schedule a command
Values sunday|monday|tuesday|wednesday|thursday|fridarg|agt
time —Specifies the time of day to schedule a command.

Values hh:mm in hour:minute format

[no] hour {..hour-number [..hour-number]| all}
config>cron>sched

This command specifies which hour to schedule ancand. Multiple hours of the day can be
specified. When multiple hours are configured, eafciiem will cause the schedule to trigger. Day-
of-month or weekday must also be specified. Allslaf/the month or weekdays can be specified. If
an hour is configured without configurimgonth weekday day-of-month andminute the event will
not execute.

Theno form of this command removes the specified hooimfthe configuration.

hour-number —Specifies the hour to schedule a command.

Values 0 — 23 (maximum 24 hour-numbers)

all — Specifies all hours.

[no] interval seconds

config>cron>sched

This command specifies the interval between ruremadvent.
seconds —Fhe interval, in seconds, between runs of an event.

Values 30 — 4,294,967,295

[no] minute {minute-number [..minute-number]| all}
config>cron>sched

This command specifies the minute to schedule ancamad. Multiple minutes of the hour can be
specified. When multiple minutes are configureaheaf them will cause the schedule to occur. If a
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minute is configured, but no hour or day is conffiegly the event will not execute. If a minute is
configured without configuringhnonth weekday day-of-month andhour, the event will not execute.

Theno form of this command removes the specified mitfitde the configuration.
minute-number —Specifies the minute to schedule a command.
Values 0 — 59 (maximum 60 minute-numbers)

all — Specifies all minutes.

[no] month {month-number [..month-number]month-name [..month-name]| all}
config>cron>sched

This command specifies the month when the evenildhze executed. Multiple months can be
specified. When multiple months are configured heaicthem will cause the schedule to trigger. If a
month is configured without configuringeekday day-of-month hourandminute the event will not
execute.

Theno form of this command removes the specified mordimfthe configuration.
month-number — Specifies a month number.

Values 1 —12 (maximum 12 month-numbers)
all — Specifies all months.
month-name —Specifies a month by name

Values january, february, march, april, may, june, julygast, september, october, novem-

ber, december (maximum 12 month names)

type {schedule-type}
config>cron>sched

This command specifies how the system should iréethe commands contained within the
schedule node.

schedule-type -Specify the type of schedule for the system torprtet the commands contained
within the schedule node.

Values periodic — Specifies a schedule which runs at a givenwaleintervalmust be
specified for this feature to run successfully.

calendar— Specifies a schedule which runs based on adatemeekday month
day-of-month hourandminute must be specified for this feature to run success-
fully.

oneshot— Specifies a schedule which runs one time ongyséon as the first
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event specified in these parameters takes plactharabsociated event occurs, the
schedule enters a shutdown statenth weekday day-of-month hourandminute
must be specified for this feature to run succdlgsfu

Default periodic

[no] weekday {weekday-number [..weekday-number]|day-name [..day-name]| all}
config>cron>sched

This command specifies which days of the weekttiaschedule will fire on. Multiple days of the
week can be specified. When multiple days are gondid, each of them will cause the schedule to
occur. If a weekday is configured without configngimonth day-of-month hourandminute the
event will not execute.

Using theweekdaycommand as well as tliay-of month command will cause the script to run
twice. For example, consider that “today” is Mondayuary 1. If “Tuesday January 5” is configured,
the script will run on Tuesday (tomorrow) as weallJanuary 5 (Friday).

Theno form of this command removes the specified weekday the configuration.

day-number — Specifies a weekday number.

Values 1 —7 (maximum 7 week-day-numbers)

day-name —Specifies a day by name

Values sunday, monday, tuesday, wednesday, thursdayyfsdéurday (maximum 7 week-

day names)

all — Specifies all days of the week.

[no] script script-name [owner owner-name]
config>cron>script
This command configures the name associated wighsthipt.

script-name —Specifies the script name.

[no] location file-url
config>cron>script

This command configures the location of scriptécsbheduled.
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Parameters file-url — Specifies the location where the system writestltput of an event script’s execution.

Values file url: local-url | remote-url: 255 chars max

local-url: [<cflash-id>/ |<usb-flash-id>/][<file-phat]
remote-url:  [{ftp://} login:pswd@remote-locn/][filgath]
remote-locn hostnamd ipv4-addresk

ipv4-address a.b.cd
cflash-id: cfl:

usb-flash-id  ufl:
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[no] time-range name [create ]
config>cron

This command configures a time range.
Theno form of the command removes theamefrom the configuration.

none

name —Configures a name for the time range up to 32 dtarsin length.

absolute start start-absolute-time end end-absolute-time
no absolute start absolute-time

config>cron>time-range

This command configures an absolute time intetvat will not repeat.

Theno form of the command removes the absolute timeedram the configuration.

start absolute-time— Specifies starting parameters for the absolute-tange.

Values absolute-time:  year/month/day,hh:mm
year: 2005 — 2099
month: 1—12
day: 1—31
hh: 0—23
mm: [ 0—59
end absolute-time— Specifies end parameters for the absolute timeerang
Values absolute-time:  year/month/day,hh:mm
year: 2005 — 2099
month: 1—12
day: 1—31
hh: 0—23
mm: [ 0—59
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daily
Syntax  daily start start-time-of-day end end-time-of-day
no daily start start-time-of-day
Context config>cron>time-range
Description This command configures the start and end of adsdbdor every day of the week. To configure a

daily time-range across midnight, use a combinatiorvo entries. An entry that starts at hour zero
will take over from an entry that ends at hour 24.

Theno form of the command removes the daily time paransdrom the configuration.

Parameters start-time-of-day —Specifies the starting time for the time range.

Values Syntax: hh:mm
hh 0—23
mm 0—59
end-time-of-day —Specifies the ending time for the time range.
Values Syntax: hh:mm
hh 0—24
mm 0—59

weekdays

Syntax  weekdays start start-time-of-day end end-time-of-day
no weekdays start start-time-of-day

Context config>cron>time-range

Description This command configures the start and end of a deaekchedule.

Theno form of the command removes the weekday paramitersthe configuration.

Parameters start-time-of-day —Specifies the starting time for the time range.

Values Syntax: hh:mm
hh 0—23
mm 0—59
end-time-of-day —Specifies the ending time for the time range.
Values Syntax: hh:mm
hh 0—24
mm 0—59
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weekend start start-time-of-day end end-time-of-day
no weekend start start-time-of-day

config>cron>time-range

This command configures a time interval for evepekend day in the time range.

The resolution must be at least one minute apargxXample, start at 11:00 and end at 11:01. An
11:00 start and end time is invalid. This examplefigures a start at 11:00 and an end at 11:01 on
both Saturday and Sunday.

Theno form of the command removes the weekend parametensthe configuration.

start-time-of-day —Specifies the starting time for the time range.

Values Syntax: hh:mm
hh 0—23
mm 0—59

end-time-of-day —Specifies the ending time for the time range.

Values Syntax: hh:mm
hh 0—24
mm 0—59

weekly start start-time-in-week end end-time-in-week
no weekly start start-time-in-week

config>cron>time-range

This command configures a weekly periodic inteimghe time range.

Theno form of the command removes the weekly paramétens the configuration.
start-time-in-week —Specifies the start day and time of the week.

Values Syntax: day,hh:mm

day sun, mon, tue, wed, fhiusat
sunday, monday, tuesday, wednesday, thursdayyfrida

saturday
hh 0—23
mm 0—59

end-time-in-week -Specifies the end day and time of the week.

Values Syntax: day,hh:mm

sun, mon, tue, wed, thu, fri, sat
sunday, monday, tuesday, wednesday, thursdayyfrida
saturday

Values day
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hh 0—24
mm 0—59

weekly starttime-in-weelend time-in-week— This parameter configures the start and end of a
schedule for the same day every week, for exarepkry Friday. The start and end dates must
be the same. The resolution must be at least onetenapart, for example, start at 11:00 and end
at 11:01. A start time and end time of 11:00 isalit

Values 00 — 23,00 —59

Default no time-range
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tod-suite
Syntax [no] tod-suite tod-suite name create
Context config>cron
Description This command creates the tod-suite context.
Default no tod-suite
egress
Syntax egress
Context config>cron>tod-suite
Description This command enables the TOD suite egress paraneter
ingress
Syntax ingress
Context config>cron>tod-suite
Description This command enables the TOD suite ingress parasnete
filter
Syntax filter ip ip-filter-id [time-range time-range-name] [priority priority]
filter mac mac-filter-id [time-range time-range-name] [priority priority]
filter ipv6 ipv6-filter-id [time-range time-range-name] [priority priority]
no ip ip-filter-id [time-range time-range-name]
no ipv6 ipv6-filter-id [time-range time-range-name]
no filter mac mac-filter-id [time-range time-range-name]
Context config>cron>tod-suite>egress
config>cron>tod-suite>ingress
Description This command creates time-range based associatigmeviously created filter policies. Multiple
policies may be included and each must be assigniferent priority; in case time-ranges overlap,
the priority will be used to determine the prevailipolicy. Only a single reference to a policy nbay
included without a time-range.
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ip-filter ip-filter-id — Specifies an IP filter for this tod-suite.
Values 1 — 65535

ipv6-filter ip-filter-id — Specifies an IPv6 filter for this tod-suite.
Values 1 — 65535

time-range time-range-name— Name for the specified time-range. If the time-mamgnot
populated the system will assume the assignmenetmn “all times”. Only one entry without a
time-range is allowed for every type of policy. T$estem does not allow the user to specify
more than one policy with the same time-range arudity.

Values Up to 32 characters

priority priority — Priority of the time-range. Only one time-rangeigssent of the same type and
priority is allowed.

Values 1—10
mac mac-filter-id— Specifies a MAC filter for this tod-suite.

Values 1 — 65535

gos policy-id [time-range time-range-name] [priority priority]
no gos policy-id [time-range time-range-name] [

config>cron>tod-suite>ingress

This command creates time-range based associatigmeviously created QoS policies. Multiple
policies may be included and each must be assigniferent priority; in case time-ranges overlap,
the priority will be used to determine the prevailpolicy. Only a single reference to a policy nbay
included without a time-range.

The no form of the command reverts to the
policy-id — Specifies an egress QoS policy for this tod-suite.
Values 1 — 65535

time-range time-range-name— Name for the specified time-range. If the time-ramgnot
populated the system will assume the assignmenetmn “all times”. Only one entry without a
time-range is allowed for every type of policy. Testem does not allow the user to specify
more than one policy with the same time-range arudity.

Values Up to 32 characters
Default "NO-TIME-RANGE" policy

priority priority — Priority of the time-range. Only one time-rangeigssent of the same type and
priority is allowed.

Values 1—10
Default 5
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dst-zone

Syntax [no] dst-zone [std-zone-name | non-std-zone-name]
Context config>system>time

Description This command configures the start and end datesffset for summer time or daylight savings time
to override system defaults or for user definecetaones.

When configured, the time is adjusted by addingctifigured offset when summer time starts and
subtracting the configured offset when summer tamés.

If the time zone configured is listed Tlable 17, System-defined Time Zones, on page & the
starting and ending parameters and offset do red tebe configured with this command unless it is
necessary to override the system defaults. The @mneturns an error if the start and ending dates
and times are not available eithefimble 170n or entered as optional parameters in this camlma

Up to five summer time zones may be configuredef@mple, for five successive years or for five
different time zones. Configuring a sixth entrylwéturn an error message. If no summer (daylight
savings) time is supplied, it is assumed no suntmer adjustment is required.

Theno form of the command removes a configured summeylight savings) time entry.
Default none — No summer time is configured.

Parameters std-zone-name -Fhe standard time zone name. The standard namebeastystem-defined zone in
Table 17 For zone names in the table that have an im@igitmer time setting, for example
MDT for Mountain Daylight Saving Time, the remaigistart-date, end-dateandoffset
parameters need to be provided unless it is negessaverride the system defaults for the time
zone.

Values std-zone-name ADT, AKDT, CDT, CEST, EDT, EEST, MIPDT, WEST, NDT,
NzZDT

non-std-zone-name Fhe non-standard time zone name. Create a useredafiame created using
thezonecommand on page 354

Values 5 characters maximum
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end
Syntax  end {end-week} {end-day} {end-month} [hours-minutes]
Context config>system>time>dst-zone
Description This command configures start of summer time sgitin

Parameters end-week —Specifies the starting week of the month when therser time will end.
Values first, second, third, fourth, last
Default first
end-day —Specifies the starting day of the week when themsantime will end.
Values sunday, monday, tuesday, wednesday, thursdayyfisdéurday
Default sunday
end-month —The starting month of the year when the summer tintidake effect.

Values january, february, march, april, may, june, julygast, september, october, novem-
ber, december

Default january

hours —Specifies the hour at which the summer time wid.en
Values 0—24
Default 0

minutes —Specifies the number of minutes, after the houfinee by thehoursparameter, when the
summer time will end.

Values 0—59
Default 0

offset
Syntax  offset offset
Context config>system>time>dst-zone
Description This command specifies the number of minutes thihbe added to the time when summer time
takes effect. The same number of minutes will beragted from the time when the summer time
ends.

Parameters offset —The number of minutes added to the time at thenmégg of summer time and subtracted at
the end of summer time, expressed as an integer.

Default 60
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Values 0—60

start {start-week} {start-day} {start-month} [hours-minutes]

config>system>time>dst-zone
This command configures start of summer time sgitin

start-week — Specifies the starting week of the month when threrser time will take effect.
Values first, second, third, fourth, last

Default first

start-day —Specifies the starting day of the week when thersantime will take effect.
Default sunday

Values sunday, monday, tuesday, wednesday, thursdayyfisdturday

start-month —The starting month of the year when the summer tiifidake effect.

Values january, february, march, april, may, june, julygast, september, october, novem-
ber, december
Default january

hours —Specifies the hour at which the summer time wKktaffect.
Default 0

minutes —Specifies the number of minutes, after the houfinide by thenoursparameter, when the
summer time will take effect.

Default 0

zone [std-zone-name |non-std-zone-name] [hh [:mm]]

no zone
config>system>time

This command sets the time zone and/or time zoisetdbr the device.

The OS supports system-defined and user-defineglzomes. The system-defined time zones are
listed inTable 17, System-defined Time Zones, on page 183

For user-defined time zones, the zone and the Ufg@tanust be specified.

Theno form of the command reverts to the default of @awated Universal Time (UTC). If the time
zone in use was a user-defined time zone, thezone will be deleted. If dst-zonecommand has
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been configured that references the zone, the sucmnemands must be deleted before the zone can
be reset to UTC.

Default zone utc- The time zone is set for Coordinated Universale (UTC).

Parameters std-zone-name —Fhe standard time zone name. The standard namebeastystem-defined zone in
Table 17 For zone names in the table that have an im@isiimer time setting, for example
MDT for Mountain Daylight Saving Time, the remaigistart-date, end-dateandoffset
parameters need to be provided unless it is negesaverride the system defaults for the time
zone.

For system-defined time zones, a different offseinot be specified. If a new time zone is
needed with a different offset, the user must ereatew time zone. Note that some system-
defined time zones have implicit summer time sggiwhich causes the switchover to summer
time to occur automatically; configuring tdet-zoneparameter is not required.

A user-defined time zone name is case-sensitivecande up to 5 characters in length.

Values A user-defined value can be up to 4 charactersmerod the following values:
GMT, BST, IST, WET, WEST, CET, CEST, EET, EEST, MSKSD, AST, ADT,
EST, EDT, ET, CST, CDT, CT, MST, MDT, MT, PST, P[AT, HST, AKST,
AKDT, WAST, CAST, EAST

non-std-zone-name Fhe non-standard time zone name.
Values Up to 5 characters maximum.

hh[:mm] —The hours and minutes offset from UTC time, exprdsss integers. Some time zones
do not have an offset that is an integral numbédroafrs. In these instances, thewutes-offset
must be specified. For example, the time zonerlafigimpi, Australia UTC + 9.5 hours.

Default hours: 0

minutes: 0
Values hours: -11— 12
minutes: 0— 59
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sync-if-timing
Syntax  sync-if-timing
Context config>system

Description This command creates or edits the context to ci@ateodify timing reference parameters.

Default Disabled (The ref-order must be specified in ofdethis command to be enabled.)

abort
Syntax  abort
Context config>system>sync-if-timing
Description This command is required to discard changes that haen made to the synchronous interface
timing configuration during a session.
Default No default
begin
Syntax begin
Context config>system>sync-if-timing
Description This command is required in order to enter the ntodweate or edit the system synchronous
interface timing configuration.
Default No default
commit

Syntax ~ commit
Context config>system>sync-if-timing
Description This command saves changes made to the systemrspocis interface timing configuration.

Default No default
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gl-override {prs|stu|st2|tnc|st3e|st3|sec|prc|ssu-a|ssu-b}
no gl-override

config>system>sync-if-timing>ptp
config>system>sync-if-timing>refl
config>system>sync-if-timing>ref2

This command configures the QL value to be usedh®reference for SETS input selection and
BITS output. This value overrides any value receilog that reference's SSM process.

no gl-overide

prs —SONET Primary Reference Source Traceable

stu —SONET Synchronous Traceability Unknown

st2 —SONET Stratum 2 Traceable

tnc —SONET Transit Node Clock Traceable

st3e —SONET Stratum 3E Traceable

st3 —SONET Stratum 3 Traceable

prc —SDH Primary Reference Clock Traceable

ssu-a —SDH Primary Level Synchronization Supply Unit Trabke
ssu-b —SDH Second Level Synchronization Supply Unit Trédea

sec —SDH Synchronous Equipment Clock Traceable

[no] gl-selection
config>system>sync-if-timing

When enabled the selection of system timing refezeand BITS output timing reference takes into
account quality level. This command turns -on onseoff SSM encoding as a means of timing
reference selection.

no gl-selection
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ref-order first second [third] [fourth] [fifth]
ref-order ptp
no ref-order

config>system>sync-if-timing

The synchronous equipment timing subsystem canttodiferent timing reference inputs, those
specified in theefl, ref2 and ptp command configuration. This command organizes thaity
order of the timing references.

If a reference source is disabled, then the clozifthe next reference source as definedely
order is used. If all reference sources are disableh tocking is derived from a local oscillator.

Note that if async-if-timing reference is linked to a source port that is aparally down, the port is
no longer qualified as a valid reference. Dependimghe platform used, either SFP or Fixed copper
ports can be used as a reference.

Theno form of the command resets the reference ordretaefault values.

Note: On 7210 SAS- D, ETR, Refl has to be configureds®ane of the ports from 1/1/1 up to 1/1/
4 and ref2 should be configured to use either 161/6/1/6. The software enforces this check. The
ports 1/1/7 up to 1/1/10 can be configured as eithfd or ref2.

refl ref2 ptp

first — Specifies the first timing reference to use intference order sequence.
Values refl, ref2, ptp

second —Specifies the second timing reference to use imafexence order sequence.
Values refl, ref2, ptp
Values

ptp —Specifies that PTP must be used as a timing referen

Values refl, ref2, ptp

refl
config>system>sync-if-timing

This command enables the context to configure petars for the first timing reference.
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ref2
Syntax ref2
Context config>system>sync-if-timing
Description This command enables the context to configure petars for the second timing reference.
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[no] revert

config>system>sync-if-timing

This command allows the clock to revert to a higtréority reference if the current reference goes
offline or becomes unstable.

If revertive switching is enabled, the highest-ptiovalid timing reference will be used. If a
reference with a higher priority becomes valideference switch over to that reference will be
initiated. If a failure on the current referencewrs, the next highest reference takes over.

If non- revertive switching is enabled, the valaige reference always remains selected, even if a
higher-priority reference becomes available. I§ tlaference becomes invalid, a reference switch
over to a valid reference with the highest priovifi be initiated. When the failed reference beesm
operational, it is eligible for selection.

no revert

source-port port-id
no source-port

config>system>sync-if-timing>refl
config>system>sync-if-timing>ref2

This command configures the source port for tintiefgrenceefl orref2. If the port is unavailable
or the link is down, then the reference sourcesexsvaluated according to the reference order
configured in theef-order command.

The no form of the command deletes the sourcefpmrt the reference.

port-id —Identify the physical port in th&lot/mda/portformat.
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Generic Commands

shutdown

Syntax [no] shutdown

Context config>system>time>sntp
config>system>sync-if-timing>ptp

Description This command administratively disables an entitheWdisabled, an entity does not change, reset, or
remove any configuration settings or statistics.

The operational state of the entity is disabled/@l as the operational state of any entities dopth
within. Many objects must be shut down before timay be deleted.

Theno form of this command administratively enables atityn

Unlike other commands and parameters where thellstate is not indicated in the configuration
file, theshutdown andno shutdownstates are always indicated in system generaiafijcoation
files.

Theno form of the command places an entity in an admiaiistely enabled state.

description

Syntax  description description-string
no description

Context config>system>persistence>sub-mgmt
config>system>persistence>dhcp-server

Description The command allows the user to configure a stiiiag ¢an be used to identify the purpose of this
event. This is an optional parameter and can beh8@acters long. If the string contains special
characters (#, $, spaces, etc.), the entire stnungt be enclosed within double quotes.
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admin
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admin
<ROOT>

The context to configure administrative system c@nds. Only authorized users can execute the
commands in thadmin context.

none
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debug-save
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check-golden-bootstrap
admin

Platforms Supported: 7210 SAS-D and 7210 SAS-E.

This command validates the current golden bootstnage, and displays its version, if found to be
valid. If the golden bootstrap image is not fouade a valid, an error message is displayed to that
effect.

auto-init stop
admin

NOTE: This command is not applicable to 7210 SAS-R&fqim.

When the system boots up for the first-time, anfbaan potentially use the Timos images available
on the local flash to boot up and provide a usginiprompt. With this command, user is provided
with an option to stop the auto-init process anmpgiete successful boot. After executing this
command, the system saves the BOF with the BOFea primary-image pointing to the both.tim
on the local flash.

If the user does not use this command to stoputeiait process, the system reboots and atteropts t
find the BOF again using DHCP.

No default
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debug-save file-url
admin

This command saves existing debug configuratiomugeconfigurations are not preserved in
configuration saves.

none

file-url — The file URL location to save the debug configumati

Values file url: local-url | remote-url: 255 chars max

local-url: [<cflash-id>/ | <usb-flash-id>][file-palh200 chars max, including
the cflash-id directory length, 99 chars max each

remote-url:  [{ftp://} login:pswd@remote-locn/][filgzath]
remote-locn hostnamd ipv4-addresk
ipv4-address a.b.cd
255 chars max, directory length 99 chars max each

cflash-id: cfl:

usb-flash-id  ufl:

disconnect {address ip-address | username user-name | console |telnet | ftp | ssh}

admin

This command disconnects a user from a consolaefdf TP, or SSH session.

If any of the console, Telnet, FTP, or SSH optiares specified, then only the respective console,
Telnet, FTP, or SSH sessions are affected.

If no console, Telnet, FTP, or SSH options are i$igelc then all sessions from the IP address anfro
the specified user are disconnected.

Any task that the user is executing is terminakdd? files accessed by the user will not be removed.
A major severity security log event is created ffgewy what was terminated and by whom.

none — No disconnect options are configured.

addressip-address— The IP address to disconnect, specified in dotesinaal notation.

ipv4-address a.b.cd

ipv6-address - xaexix:x:x:x:x  (eight 16-bitquies)
xaxax:x:x:x:d.d.d.d
x - [0..FFFF]H
d - [0..255]D

usernameuser-name— The name of the user.

Values

console —Disconnects the console session.

telnet — Disconnects the Telnet session.
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ftp — Disconnects the FTP session.
ssh —Disconnects the SSH session.
display-config

Syntax  display-config [detail | index ]

Context admin

Description This command displays the system’s running conéan.
By default, only non-default settings are displayed
Specifying thedetail option displays all default and non-default confation parameters.
Parameters detail — Displays default and non-default configuration paeters.
index — Displays only persistent-indices.
Page 364
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Parameters

save

Syntax
Context

Description

System Management

reboot [upgrade J[auto-init ] [now]

admin

This command is used only to reboot the systemitiaie an upgrade of the firmware along with a
reboot of the node or initiate an auto-init boaiqedure along with a reboot of the node.

If no options are specified, the user is promptedanfirm the reboot operation. For example:

ALA-1>admin# reboot
Are you sure you want to reboot (y/n)?

If the now option is specified, boot confirmation messaggseap

upgrade —Enables card firmware (CPLD and ROM) to be upgratigthg chassis reboot. The
7210 SAS OS and the boot.tim support functionatitperform automatic firmware upgrades.
The automatic upgrade must be enabled in the 728)@&S Command Line Interface (CLI)
when rebooting the system.

When theupgrade keyword is specified, a chassis flag is set ferBOOT Loader (boot.tim)
and on the subsequent boot of the 7210 SAS OSeochidissis, any firmware images requiring
upgrading will be upgraded automatically.

If an 7210 SAS is rebooted with tadmin reboot command (without thepgrade keyword),
the firmware images are left intact.

During any firmware upgrade, automatic or manuas imperative that during the upgrade
procedure:

» Power must NOT be switched off or interrupted.
* The system must NOT be reset.
* No cards are inserted or removed.

Any of the above conditions may render cards inalplerrequiring a return of the card for
resolution.

now — Forces a reboot of the router immediately withautrderactive confirmation.

auto-init — Specifies to reset the BOF and initiates a reboot.

save [file-url] [detail ] [index ]
admin

This command saves the running configuration tordiguration file. For example:
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Parameters

enable-tech

Syntax
Context

Description

tech-support

Syntax
Context

Description

Page 366
Guide

A:ALA-1>admin# save ftp://test:test@192.168.x.xx/./ 100.cfg
Saving configuration ......... Completed.

By default, the running configuration is savedhe primary configuration file.

file-url — The file URL location to save the configuratiorefil

Default The primary configuration file location.
Values <file-url> : <local-url>|<remote-url> 255 chars max]
local-url - [<cflash-id>/ | <usb-flash-id>][@-path]
remote-url - {ftp:/tftp:/f}<login>:<pswd>@
<remote-locn>/][<file-path>]
remote-locn - [ <hostname> | <ipv4-address> |

"['<ipv6-address>"]"]
ipv4-address a.b.c.d
ipv6-address - xaxexaxexaxex:x[-interface]
xaxex:x:x:x:d.d.d.d[-interface]
x - [0..FFFF]H
d - [0..255]D
interface - 32 chars max, for link
local addresses
cflash-id - cfl:
usb-flash-id -ufl:

detail — Saves both default and non-default configuratiaapeters.

index — Forces a save of the persistent index file regasdbd the persistent status in the BOF file.
The index option can also be used to avoid an iaddit boot required while changing your
system to use the persistence indices.

[no] enable-tech
admin

This command enables the shell and kernel commands.

NOTE: This command should only be used with authortieection from the Alcatel-Lucent
Technical Assistance Center (TAC).

tech-support file-url
admin

This command creates a system core dump.

NOTE: This command should only be used with authortieection from the Alcatel-Lucent
Technical Assistance Center (TAC).
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file-url — The file URL location to save the binary file.

file url: local-url | remote-url: 255 chars max

local-url: [<cflash-id>/ | <usb-flash-id>][file-palh200 chars max,
including the cflash-id directory length, 99 charax each

remote-url: [{ftp://} login:pswd @remote-locn/][filgrath]

remote-locn hostnamd ipv4-addresk

ipv4-address a.b.cd

255 chars max, directory length 99 chars max each
cflash-id: cfl:
usb-flash-id ufl:

update-golden-bootstrap

Syntax
Context

Description

Default

Parameters

update-golden-bootstrap  [file-url]
admin

Platforms Supported: 7210 SAS-D and 7210 SAS-E.

This command updates the golden bootstrap imadethat file-url, after validating it as a bootstrap
image for the 7210 SAS platforms.Only on 7210 SA8Sewer platforms, thadmin>update-
golden-bootstrapCLI command does not update the golden-bootstragémnvith the boot.tim
specified in the parameter value, if the boot.smdt a newer image.

cfl:/boot.tim

file-url — Specifies the file URL.

Values file-url: local-url: 255 characters max
local-url: [cflash-id/][file-path]
cflash-id: cfl:
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alarm-contact-input

Syntax

Context
Description

Default

Parameters

alarm-contact-input  alarm-contact-input-id

config>system>alarm-contact-input

This command provides the context to configure @ifeur available alarm contact input pins.
None

alarm-contact-input-id —dentifies the alarm contact input pin.
Values 1 — 4 (only for 7210 SAS-E)

Values console-1 (only for 7210 SAS-D and 7210 SAS-K, whsimg console as alarm
input pin)

alarm-output-severity

Syntax
Context

Description

Default

Parameters
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[[no] alarm-output-severity {critical | major | minor | none}
config>system>alarm-contact-input

This command allows the user to relay alarms froenalarm-contact input to the alarm-contact
output by associating an appropriate alarm-comatgut with the alarm-contact input. The system
generates or clears the alarm-contact output witteiggers or clears the alarm for the associated
alarm-contact input.

If multiple alarm-contact input pins share an alaomtact output, the system generates the alarm-
contact output even if any one of the alarm-conitgmit is triggered and the system clears alarm-
contact output only when all the alarm-contact ingins are cleared.

The severity parameter configured by the user deters the appropriate alarm-contact output to be
used for generation and clearing the alarm.

Note: The system relays the alarm-contact inpthécappropriate alarm-contact output only if the
alarm-contact output is available on the platform.

Major

critical — A critical alarm output is generated or cleared.
major —A major alarm output is generated or cleared.
minor —A minor alarm output is generated or cleared.

none —No alarm output is generated or cleared.
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clear-alarm-msg

Syntax
Context

Description

Default

Parameters

description

Syntax
Context

Description

Default

normal-state

Syntax
Context

Description

Default

Parameters
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[no] clear-alarm-msg {alarm-msg-text}
config>system>alarm-contact-input alarm-contact-input-id

This command allows the user to configure a texdgage for use along with SNMP trap and Log
message that are sent when the system clearsran @l system generates a default message if the

message is not configured. The system does notaereetrap or log ifio form of the command is
enabled.

None

alarm-msg-text —A printable character string, up to 160 charadtetength.

Values [80 chars max]

description description-string
config>system>alarm-contact-input alarm-contact-input-id description

This command describes an alarm contact inputTie.description provides an indication of the
usage or attribute of the pin. It is stored in @id configuration file and helps the user in idéyitig
the purpose of the pin.

None

Values [80 chars max]

normal-state [open | closed ]
config>system>alarm-contact-input alarm-contact-input-id

This command configures the normal state to becissal with the alarm-contact input. When the
system detects a transition from the normal stat@larm is generated. The alarm is cleared wteen th
system detects a transition is back to the nortatd s

open

open —The normal-state is identified as ‘open’. Whengiistem detects a transition to the ‘closed’
state, an alarm is generated. The alarm is clegnet the system detects a transition back to the
‘Open’ state.

closed-state —Fhe normal-state is identified as ‘closed’. Whea slystem detects a transition to the
‘open’ state, and alarm is generated. The alarfesred when the system detects a transition
back to the ‘closed’ state.
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shutdown

Syntax
Context

Description

Default

[no] shutdown
config>system>alarm-contact-input

This command stops tracking the state changesiasswevith the alarm contact input .The system
does not generate or clear the alarms for the atamtact input, but if an alarm is generated fer th
alarm-contact-input, the system clears the alarmnatheshutdown command is executed.

Theno form of the command starts tracking the state ghamssociated with the alarm contact input.

Shutdown

trigger-alarm-msg

Syntax
Context

Description

Default

Parameters
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[no] trigger-alarm-msg  {alarm-msg-text}
config>system>alarm-contact-input alarm-contact-input-id

This command allows the user to configure a texdgage for use along with SNMP trap and Log
message that are sent when the system generad&mian The system generates a default message if
the message is not configured. The system doegemetrate a trap or logrib form of the command

is enabled.

None

alarm-msg-text —A printable character string, up to 160 charadtetength.

Values [80 chars max]
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LLDP System Commands

lIdp
Syntax lidp
Context config>system
Description This command enables the context to configure syst@le Link Layer Discovery Protocol

parameters.

message-fast-tx

Syntax message-fast-tx time
no message-fast-tx

Context config>system>lldp
Description This command configures the duration of the fastgmission period.

Parameters time —Specifies the fast transmission period in seconds.
Values 1— 3600
Default 1

message-fast-tx-init

Syntax message-fast-tx-init  count
no message-fast-tx-init
Context config>system>lldp
Description This command configures the number of LLDPDUsandsduring the fast transmission period.
Parameters count —Specifies the number of LLDPDUSs to send duringfist transmission period.
Values 1—8
Default 4
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notification-interval

Syntax  notification-interval  time
no notification-interval

Context config>system>lldp
Description This command configures the minimum time betweenge notifications.
Parameters time —Specifies the minimum time, in seconds, betweemgéanotifications.
Values 5 — 3600
Default 5

reinit-delay
Syntax  reinit-delay time
no reinit-delay
Context config>system>lldp
Description This command configures the time before re-initialj LLDP on a port.
Parameters time —Specifies the time, in seconds, before re-initinfj LLDP on a port.
Values 1—10
Default 2

tx-credit-max

Syntax  tx-credit-max count
no tx-credit-max

Context config>system>lldp
Description This command configures the maximum consecutive RDDs transmitted.
Parameters count —Specifies the maximum consecutive LLDPDUs trantadit

Values 1—100
Default 5
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tx-hold-multiplier

Syntax  tx-hold-multiplier multiplier
no tx-hold-multiplier

Context config>system>lldp
Description This command configures the multiplier of the txeival.

Parameters multiplier —Specifies the multiplier of the tx-interval.
Values 2—10
Default 4

tx-interval

Syntax  tx-interval interval
no tx-interval

Context config>system>lldp

Description This command configures the LLDP transmit intettiale.
Parameters interval —Specifies the LLDP transmit interval time.
Values 1—100
Default 5

7210 SAS D, E, K OS Basic System Configuration Guid e Page 373



LLDP Ethernet Port Commands

LLDP Ethernet Port Commands

lIdp

Syntax
Context

Description

dest-mac

Syntax
Context
Description

Parameters

admin-status

Syntax
Context
Description

Parameters
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lldp
config>port>ethernet

This command enables the context to configure Liaer Discovery Protocol (LLDP) parameters
on the specified port.

dest-mac {bridge-mac}
config>port>ethernet>lldp
This command configures destination MAC addresarmpaters.

bridge-mac — Specifies destination bridge MAC type to use by R.D

Values nearest-bridge— Specifies to use the nearest bridge.

nearest-non-tpmr — Specifies to use the nearest non-Two-Port MAGRe
(TPMR) .

nearest-customer— Specifies to use the nearest customer.

admin-status  {rx | tx | tx-rx | disabled }
config>port>ethernet>lldp>dstmac
This command specifies the administratively desstadius of the local LLDP agent.

rx — Specifies the LLDP agent will receive, but will noansmit LLDP frames on this port.

tx — Specifies that the LLDP agent will transmit LLDRufnes on this port and will not store any
information about the remote systems connected.

tx-rx — Specifies that the LLDP agent will transmit andeige LLDP frames on this port.

disabled —Specifies that the LLDP agent will not transmitreceive LLDP frames on this port. If
there is remote systems information which is rea@ion this port and stored in other tables,
before the port's admin status becomes disabled,ttie information will naturally age out.
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notification

Syntax [no] notification
Context config>port>ethernet>lldp>dstmac

Description This command enables LLDP notifications.

Theno form of the command disables LLDP notifications.

tx-mgmt-address

Syntax  tx-mgmt-address [system ]
no tx-mgmt-address

Context config>port>ethernet>lldp>dstmac

Description This command specifies which management addresarismit.

The no form of the command resets value to theultefa
Default no tx-mgmt-address

Parameters system —Specifies to use the system IP address. Notetibatytstem address will only be
transmitted once it has been configured if thispaater is specified

tx-tlvs
Syntax  tx-tlvs [port-desc ] [sys-name ] [sys-desc ] [sys-cap ]
no tx-tlvs
Context config>port>ethernet>lldp>dstmac

Description This command specifies which LLDP TLVs to transmit.
Theno form of the command resets the value to the defaul
Default no tx-tlvs
Parameters port-desc —Indicates that the LLDP agent should transmit pedcription TLVS.
sys-name —Indicates that the LLDP agent should transmit systame TLVSs.
sys-desc —indicates that the LLDP agent should transmit sgstescription TLVs.
sys-cap —Indicates that the LLDP agent should transmit systapabilities TLVs.
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resource-profile

Syntax  resource-profile
no resource-profile

Context configure>system
Description This command enables the context to configure meseprofile parameters on the system.

Default no default

egress-internal-tcam

Syntax  egress-internal-tcam
Context configure>system>resource-profile

Description This command provides the context to allocate egrésrnal TCAM resources.

acl-sap-egress

Syntax [no] acl-sap-egress
Context configure>system>resource-profile>egress-internal-tcam

Description This command allows the user to allocate maximusoueces for use by egress filter policies using
any of the supported match criteria. This commandg the total amount of chunks allocated for use
by egress filter policies to the value specifiechiyn-resources. In other words, the cumulative sum
of chunks allocated to different match criteriapsonped by filter policies cannot exceed the value
configured with num-resources.

NOTE: On 7210 SAS-K, when resources are allocated tessgACLs from the egress internal tcam
pool, these resources can be used by either MA€ierentries, IPv4 entries and entries that uge on
IPv6 64-bit addresses.

With the no form of the command, software doesatiotate any resources for use by egress filter
policies. If no resources are allocated for usen tine software fails all attempts to associaterace
entity (For example: SAP, IP interface) with adilpolicy using any of the match criteria.

Parameters num-resources -Specifies the amount of resources that can bea#lddor use by ACL policies.

Page 376 7210 SAS D, E, K OS Basic System Configura tion
Guide



Values

System Management

Platforms Min value Max value Default Values
(per node) | (per node)

7210 SAS-D (per node) 0 2 2
7210 SAS-E 0 2

(per node)

7210 SAS-K 0 2

(per node)
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ipv6-128bit-match-enable

Syntax
Context

Description

Default

Parameters
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[no] ipv6-128bit-match-enable  num-resources
configure>system>resource-profile>egress-internal-tcam>acl-sap-egress

This command allows the user to allocate maximusoueces for use by egress filter policies using
ipv6 criteria with 128-bit IPv6 addresses.

The resources cannot be shared with any othersfjites policies that specify other match crtieria
Please see the 7210 SAS Router Configuration dgaid®ore information on resource allocation
details and fields available for use.

With the no form of the command, the software dugsallocate any resources for use by egress filter
policies using ipv6 criteria with 128-bit IPv6 addses. If no resources are allocated for use thigen
software fails all attempts to associate a semitéy (e.g. SAP, IP interface, etc.) with a filplicy
using this match criteria.

no ipv6-128bit-match-enable

num-resources -Specifies the maximum amount of resources for yshib filter match criteria.
Values [0]2]
Default 0

NOTE: A value of 1 cannot be used.
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mac-ipv4-ipv6-128-match-enable

Syntax [no] mac-ipv4-ipv6-128-match-enable  num-resources
Context configure>system>resource-profile>egress-internal-tcam>acl-sap-egress

Description Platforms Supported: 7210 SAS-K.

On 7210 SAS-K, when resources are allocated tassgk€Ls from the egress internal tcam pool,
these resources can be used by either MAC cri¢attides, IPv4 entries and entries that use onlg IPv
64-bit addresses. In order to enable IPv6 128dult@ss match, user need to allocate resources using
this command.

The resources allocated can be shared by MAC ierit€tv4 criteria, IPv6 64-bit address criteria and
IPv6 128-bit address criteria. Each match entry &fbcriteria) configured by the user will need 2
entries/resources when they are using entries fhemesources allocated towards this pool.

With the no form of the command, the software dussallocate any resources for use by egress filter
policies using ipv6 criteria with 128-bit IPv6 a@dses. If no resources are allocated for use thigen
software fails all attempts to associate a semrtdy (For example, SAP, IP interface, etc.) vath
filter policy using this match criteria.

Default no mac-ipv4-ipv6-128-match-enable

Parameters num-resources -Specifies the maximum amount of resources for yshib filter match criteria.
Values [0..2]

mac-ipv4-ipv6-128-match-enable

Syntax [no] mac-ipv4-ipv6-128-match-enable  num-resources
Context configure>system>resource-profile>ingress-internal-tcam>acl-sap-ingress

Description Platforms Supported: 7210 SAS-K

On 7210 SAS-K, when resources are allocated tebsggACLs from the ingress internal tcam pool,
these resources can be used by either MAC cri¢attides, IPv4 entries and entries that use onlg IPv
64-bit addresses. In order to enable IPv6 128dult@ss match, user need to allocate resources using
this command.

The resources allocated can be shared by MAC ieritétv4 criteria, IPv6 64-bit address criteria and
IPv6 128-bit address criteria. Each match entry &fbcriteria) configured by the user will need 2
entries/resources when they are using entries fhemesources allocated towards this pool.

With the no form of the command, the software dugsallocate any resources for use by egress filter
policies using ipv6 criteria with 128-bit IPv6 aédses. If no resources are allocated for use thigen
software fails all attempts to associate a semiddy (For example, SAP, IP interface, etc.) védth
filter policy using this match criteria.

Default no mac-ipv4-ipv6-128-match-enable

Parameters num-resources -Specifies the maximum amount of resources for yshib filter match criteria.
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Values [0...5]

mac-ipv4-match-enable

Syntax
Context

Description

Default

Parameters

[no] mac-ipv4-match-enable  num-resources
configure>system>resource-profile>egress-internal-tcam>acl-sap-egress

This command allows the user to allocate maximusoueces for use by egress filter policies using
IPv4 criteria or MAC criteria. The resources allethare allocated on a first-cum-first-serve basis
among service entities (For example: SAP, IP iataf etc) using IPv4 and MAC criteria egress filter
policies.

The resources cannot be shared with any othersfjites policies that specify other match criteria
Please see the 7210 SAS Router Configuration dgaid®ore information on resource allocation
details and fields available for use.

With the no form of the command, the software dussallocate any resources for use by egress filter
policies using MAC or IPv4 criteria. If no resouscare allocated for use, then the software fdlils al
attempts to associate a service entity (e.g. SARterface, etc.) with a filter policy using tmetch
criteria.

mac-ipv4-match-enable 2 (to maintain backward cdibjlity with earlier releases)

num-resources -Specifies the maximum amount of resources for ysib filter match criteria.
Values [0]2]
Default 0

mac-ipv6-64bit-match-enable

Syntax
Context

Description

Default
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[no] mac-ipv6-64bit-match-enable  num-resources
configure>system>resource-profile>egress-internal-tcam>acl-sap-egress

This command allows the user to allocate maximusougces for use by egress filter policies using
MAC criteria or IPv6 criteria using only the upp@t-bits of the IPv6 addresses. The resources
allocated are allocated on a first-cum-first-sdvasis among service entities (For example: SAP, IP
interface, and more) using IPv6 64-bit and MACeaid egress filter policies.

The resources cannot be shared with any otherfjites policies that specify other match criteria
Please see the 7210 SAS Router Configuration gaid®ore information on resource allocation
details and fields available for use.

With the no form of the command, the software dugsallocate any resources for use by egress filter
policies using MAC or IPv6 64-bit criteria. If nesources are allocated for use, then the software
fails all attempts to associate a service entity. (8AP, IP interface, etc.) with a filter policging

this match criteria.

no mac-ipv6-64bit-match-enable
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Parameters num-resources -Specifies the maximum amount of resources for yshib filter match criteria.
Values [0]2]

mac-match-enable

Syntax [no] mac-match-enable
Context configure> system> resource-profile> egress-internal-tcam> acl-sap-egress

Description This command allows the user to allocate maximusoueces for use by egress filter policies using
MAC criteria. The resources allocated are allocated first-cum-first-serve basis among service
entities (For example: SAP, IP interface, etc.ngMAC criteria egress filter policies. This option
provides for use of all available resources exakigiby MAC criteria egress filter policies and
provide larger number of policies to be used.

The resources cannot be shared with any othersfiites policies that specify other match criteria
Please see the 7210 SAS Router Configuration gaidmore information on resource allocation
details and fields available for use.

With the no form of the command, the software dussallocate any resources for use by egress filter
policies using MAC criteria. If no resources aneedted for use, then the software fails all attemp
to associate a service entity (e.g. SAP, IP intexfatc.) with a filter policy using this matchteria.

Note that, its possible to use MAC policies by @diting resources that are shared with other match
criteria. This option allows for better scaling.

Default no mac-match-enable

Parameters num-resources -Specifies the maximum amount of resources for ygib filter match criteria.
Values [0]2]

ingress-internal-tcam

Syntax ingress-internal-tcam
Context configure>system>resource-profile

Description This command provides the context to allocate isgjiaternal TCAM resources.

acl-sap-ingress

Syntax [no] acl-sap-ingress
Context configure>system>resource-profile>ingress-internal-tcam

Description This command allows the user to allocate maximusoueces for use by ingress filter policies using
any of the supported match criteria. This commandd the total amount of chunks allocated for use
by ingress filter policies to the value specifigdium-resources. In other words, the cumulative sum
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Parameters

of chunks allocated to different match criteriapsonped by ingress filter policies cannot exceed the
value configured with num-resources.

NOTE: On 7210 SAS-K, when resources are allocatedgess ACLs from the ingress internal
tcam pool, these resources can be used by eith&® bfiferia entries, IPv4 entries and entries that
use only IPv6 64-bit addresses.

With the no form of the command, software doesafiotate any resources for use by filter policies.
If no resources are allocated for use, then thisveoé fails all attempts to associate a servici#yent
(For example: SAP, IP interface, etc.) with a fip@licy using any of the match criteria.

num-resources -Specifies the amount of resources that can bea#lddor use by ACL policies.

Values
Platforms Min value Max value Default Values
(per node) (per node)
7210 SAS-D (per node) 0 3 2
7210 SAS-E 0 5 max
(per node)
7210 SAS-K (per node) 0 5 1

ipv4-ipv6-128-match-enable

Syntax
Context

Description

Parameters
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[no] ipv4-ipv6-128-match-enable
configure>system>resource-profile>ingress-internal-tcam>acl-sap-ingress

This command allows the user to allocate maximusoueces for use by ingress filter policies using
ipv6 criteria with 128-bit IPv6 addresses.

The resources can be shared with IPv4 ingress fitikcies. Please see the 7210 SAS Router
Configuration guide for more information on howattow filter policies using IPv4 criteria to share
resources with filter policies that use IPv6 ciderith 128-bit address and resource allocatioaitet
and fields available for use.

With the no form of the command, the software dussallocate any resources for use by ingress

filter policies using ipv6 criteria with 128-bit l addresses. If no resources are allocated for use
then the software fails all attempts to associateraice entity (For example: SAP, IP interface,)et

with a ingress filter policy using this match crige

num-resources -Specifies the maximum amount of resources for ydhib filter match criteria.
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Values
Platforms Min value Max value Default
(per node) (per node) Values
7210 SAS-D (per node) 0 3 0
7210 SAS-E 0 11 0
(per node)

max —Itis a special keyword. If user specifies maxnttiee software allocates one chunk when the
first SAP is associated with a ingress filter pplitsing this match criteria. It continues to allgca
resources to the service entity associated wittyeess filter policy using this criteria, as lorgythe
total amount of resources allocated does not extteeresources allocated to ingress filter policies
(configured with the command config> system> resetprofile> ingress-internal-tcam> acl-sap-
ingress command) and chunks are available for use.

ipv4-mac-match-enable

Syntax
Context

Description

Parameters

[no] ipv4-mac-match-enable
configure>system>resource-profile>ingress-internal-tcam>qos-sap-ingress-resource

This command allows the user to allocate maximusoueces for use by SAP ingress QoS policies
using both MAC (any) and IPv4 criteria (any) criéein a policy.

The available resources is used by software teaa#foresources for SAP ingress policies using the
following criteria - either both IPv4 criteria aaypd MAC criteria any, only mac criteria any, only
ipv4 criteria, dotlp-only criteria, ipv4 dscp-ordsiteria and ipv6 dscp-only criteria. It is not dder
SAP ingress policies that use ipv6 criteria any.

For more information on resource allocation detaild fields available for use, see the 7210 SAS
QoS User Guides.

With the no form of the command, the software du&sallocate any resources for use by SAP
ingress QoS policies using both MAC and IPv4 ciatef no resources are allocated for use, then
software fails all attempts to associate a semiddy (For example: SAP, IP interface, etc.) wath
ingress filter policy or SAP ingress QoS policyngsthis match criteria.

num-resources -Specifies the maximum amount of resources for yshib match criteria..

max — It is a special keyword. If user specifies maxnttiee software allocates one chunk when the
first SAP is associated with a ingress filter pplitsing this match criteria. It continues to alleca
resources to SAPs associated with a ingress fiittcy using this criteria, as long as the totabaimt

of resources allocated does not exceed the resaliogated to ingress filter policies (configured
with the command config> system> resource-profitegress-internal-tcam> acl-sap-ingress
command) and chunks are available for use.
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Values
Platforms Min value Max value Default
(per node) (per node) Values
7210 SAS-D (per node) 0 3 max
7210 SAS-E 0 11 max
(per node)

ipv4-match-enable

Syntax

Context

Description

Parameters
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[no] ipv4-match-enable

configure>system>resource-profile>ingress-internal-tcam>acl-sap-ingress
configure>system>resource-profile>ingress-internal-tcam>qos-sap-ingress-resource

This command allows the user to allocate maximusoueces for use by ingress filter policies using
ipv4 criteria. Or when used under the gos-sap-ssresource context, its used to allocates ressurce
for use by SAP ingress QoS policies using IPv4&dst(any).

The resource cannot be shared with ingress fit&Ad® ingress QoS filter policies using mac craeri
or ipv6 criteria. Please see the 7210 SAS RoutefiQuration guide for more information on
resource allocation details and fields availabteufse.

With the no form of the command, the software dussallocate any resources for use by ingress
filter policies or SAP ingress QoS policies usipg4 criteria. If no resources are allocated for, use
then software fails all attempts to associate @ceentity (For example: SAP, IP interface, etath

a ingress filter policy or SAP ingress QoS poligyng this match criteria.

num-resources -Specifies the maximum amount of resources for yghib filter match crite-
ria.max — It is a special keyword. If user specifies maxnttiee software allocates one chunk when
the first SAP is associated with a ingress filteliqy using this match criteria. It continues ttoahte
resources to SAPs associated with a ingress fiittkey using this criteria, as long as the totabamt

of resources allocated does not exceed the resalioeated to ingress filter policies (configured
with the command config> system> resource-profitegress-internal-tcam> acl-sap-ingress
command) and chunks are available for use.
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Values
Platforms Min value Max value Default
(per node) (per node) Values
7210 SAS-D (per node) 0 3 max
7210 SAS-E 0 11 max
(per node)

ipv6-64-only-match-enable

Syntax
Context

Description

Parameters

[no] ipv6-64-only-match-enable
configure>system>resource-profile>ingress-internal-tcam>acl-sap-ingress

This command allows the user to allocate maximusoueces for use by ingress filter policies using
ipv6 criteria with 64-bit IPv6 addresses. Pleasethe 7210 SAS Router Configuration guide for
more information on resource allocation details fi@lds available for use.

The resources cannot be shared with IPv4 filteicigd or IPv6 filter policies specifying 128-bit
addresses.

With the no form of the command, the software duatsallocate any resources for use by filter
policies using ipv6 criteria with 64-bit IPv6 addses. If no resources are allocated for use, then
software fails all attempts to associate a semrtdy (For example: SAP, IP interface, etc.) wath
ingress filter policy using this match criteria.

num-resources -Specifies the maximum amount of resources for yghib filter match crite-
ria.max — It is a special keyword. If user specifies maxnthiee software allocates one chunk when
the first SAP is associated with a ingress filteliqy using this match criteria. It continues ttoahte
resources to SAPs associated with a ingress fiittcy using this criteria, as long as the totabaimt

of resources allocated does not exceed the resaliogated to ingress filter policies (configured
with the command config> system> resource-profitegress-internal-tcam> acl-sap-ingress
command) and chunks are available for use.

Values
Platforms Min value Max value Default
(per node) (per node) Values
7210 SAS-D (per node) 0 3 max
7210 SAS-E 0 11 max
(per node)
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mac-match-enable

Syntax

Context

Description

Parameters

[no] mac-match-enable

configure>system>resource-profile>ingress-internal-tcam>acl-sap-ingress
configure>system>resource-profile>ingress-internal-tcam> gqos-sap-ingress-resource

This command allows the user to allocate maximusoueces for use by ingress filter policies using
mac criteria. Or when used under the qos-sap-isgesource context, its used to allocates resources
for use by SAP ingress QoS policies using MAC ddtéany).

The resources cannot be shared with policies takither IPv4 or IPv6 match criteria. For more
details about the resource allocation for ingrédss fpolicy and fields available for use with iegs
filter policy please refer the 7210 SAS-D/E RouEenfiguration user guide. For more details about
the resource allocation for SAP ingress QoS pgliease refer to 7210 SAS-DE QoS user guide.

With the no form of the command, the software dussallocate any resources for use by ingress
filter policies or SAP ingress QoS policies usingatriteria. If no resources are allocated for, use
then software fails all attempts to associate @@eentity (For example: SAP, IP interface, etath

a ingress filter policy or SAP ingress QoS polisyng this match criteria.

num-resources -Specifies the maximum amount of resources for yshib filter match criteria.

max — It is a special keyword. If user specifies maxntttee software allocates one chunk when the
first SAP is associated with a ingress filter pplitsing this match criteria. It continues to alleca
resources to SAPs associated with a ingress ffittkey using this criteria, as long as the totabamt

of resources allocated does not exceed the resoaliogated to ingress filter policies (configured
with the command config> system> resource-profitegress-internal-tcam> acl-sap-ingress
command) and chunks are available for use.

NOTE: In 7210 SAS-D, mac-criteria SAP ingress QoS pesigjet to use an additional 128
classification entries with 64 meters. These esifaie allocated to mac-criteria SAP ingress QoS
resource pool by default and cannot be reassignadyt another feature or any other match criteria.

Platforms Min value Max value Default

(per node) (per node) Values

7210 SAS-D (per node) 0 3 max
7210 SAS-E (per node) 0 11 max

dhcp-snooping-enable
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Context

Description

Default

eth-cfm

Syntax
Context

Description

Parameters

System Management

[no] dhcp-snooping-enable
configure>system=>resource-profile>ingress-internal-tcam

Platforms Supported: 7210 SAS-E only.

This command allows the user to allocate resouarasse by DHCP snooping features from the
ingress internal TCAM resource pool. Before usimg dhcp-snooping feature, user must allocate
resources to it using this command, else softwaltalisallow configuration of DHCP snooping
command under the service. To allocate resourctgetdhcp snooping features, user will need to
reduce the resources used by other features, suolgr@ss ACLs, or SAP ingress QoS, or others,
which have been allocated resources from the isgnésrnal tcam resource pool and allocate it to
this feature. Executing this command allocates ardjingle chunk of resources for use by dhcp-
snooping feature.

The commandools>dump> system-resourcesan be used to check the resource usage. Theesampl
output below shows that a single slice with 25@iesthas been allocated to the DHCP snooping
feature.

| Total |Allocated| Free

+ e e

>> DHCP Snooping Sap Entries | 251| 50| 250

With the no form of the command, software doesatiotate any resources for use by dhcp snooping
feature and the feature cannot be used any marebdot is required after executing the no form of
the command for it to take effect.

no dhcp-snooping-enable
No resources are allocated to the DHCP snoopirtgreand it cannot be used.

[no] eth-cfm
configure>system>resource-profile>ingress-internal-tcam

This command provides the context to allocate nesmufor CFM UP MEPs.
With the no form of the command, the software duoasallocate any resources for use by CFM UP
MEPs.

NOTE: CFM Down MEPs does not require explicit resauallocation by user.

num-resources -Specifies the maximum amount of resources for ysett-cfm.
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up-mep

Syntax
Context

Description

Parameters

Values
Platforms Min value Max value Default
(per node) (per node)
7210 SAS-E 0 1
(per node)
[no] up-mep

configure>system>resource-profile>ingress-internal-tcam>eth-cfm

This command provides the context to allocateusses for CFM UP MEPs.
Resources for UP MEPs created on SAP and SDP Rjsdire allocated from this pool.

With the no form of the command, the software dutsallocate any resources for use by CFM UP
MEPs. If no resources are allocated for use, tlévare fails all attempts to configure an UP MEP.

NOTE: CFM Down MEPs does not require an explicit resewocation by the user. Only 7210
SAS-D supports resource allocation for UP MEPs.

num-resources -Specifies the maximum amount of resources for ysgobmep.
[0..2]

ipv6-ipv4-match-enable

Syntax

Context

Description
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ipv6-ipv4-match-enable
no ipv6-ipv4-match-enable

configure>system>resource-profile>ingress-internal-tcam>qos-sap-ingress-resource

User needs to allocate resources from the SAP3Ssgp®S resource pool for ipv6-criteria by using
the command "configure> system> resource-profifeFass-internal-tcam> gqos-sap-ingress-
resource> ipv6-ipv4-match-enable" before using IBni&ria SAP ingress QoS policies.

These resources can be shared with SAP ingressgzaihat use IPv4 criteria. For more details about
the resource allocation for ingress filter polieyddields available for use with ingress filter iogl
please refer the 7210 SAS-DE Router Configurat®er guide. For more details about the resource
allocation for SAP ingress QoS policy please r&def210 SAS-DE QoS user guide.

With the no form of the command, the software dugsallocate any resources for use by ingress
SAP QoS policies using IPv6 criteria. If no res@srare allocated for use, then software fails all
attempts to associate a service entity (For exan§#\@, IP interface, etc.) with a ingress filtetipp
using this match criteria.
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num-resources -Specifies the maximum amount of resources for yghib SAP ingress Qos policy
match criteria.

max —t is a special keyword. If user specifies maxnttiee software allocates one chunk when the
first SAP is associated with a SAP ingress Qodcpaising this match criteria. It continues to
allocate resources to SAPs associated with SAR#&SgR0OS policy using this criteria, as long as
the total amount of resources allocated does nmezkthe resources allocated to SAP ingress
QoS policies (configured with the command configstem> resource-profile> ingress-internal-
tcam> qos-sap-ingress-resource command) and claeksvailable for use.

Values
Platforms Min value Max value Default
(per node) (per node) Values
7210 SAS-D 0 6 max
(per node)
7210 SAS-E 0 3 max
(per node)

gos-sap-ingress-resource

Syntax

Context

Description

Parameters

gos-sap-ingress-resource
no gos-sap-ingress-resource

configure>system>resource-profile>ing-internal-tcam

Platforms Supported: 7210 SAS-D, 7210 SAS-E, and 7210 SAS-K.

This command allows the user to allocate maximusoueces for use by SAP ingress QoS policies
using any of the supported match criteria. This w@amd limits the total amount of chunks allocated
for use by SAP ingress QoS policies to the valeeidipd by num-resources. In other words, the
cumulative sum of chunks allocated to differentehatriteria supported by SAP ingress QoS policies
cannot exceed the value configured with num-ressurc

With the no form of the command, software doesatiotate any resources for use by SAP ingress
QoS policies.

If no resources are allocated for use, then thievaoé fails all attempts to associate a serviciayent
(For example: SAP, IP interface, and other sereitdies.) with a SAP ingress QoS policy using any
of the match criteria.

num-resources -Specifies the amount of resources that can bea#iddor use by SAP ingress QoS
policies.
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The following are the min, max and default values:

Platforms Min value Max value Default Values
(per node) (per node)

7210 SAS-D 0 3 1
(per node)

7210 SAS-E 6 6 6
(per node)

7210 SAS-K 0 5 5
(per node)

sap-aggregate-meter

Syntax
Context

Description
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[no] sap-aggregate-meter num-resource
configure>system>resource-profile>ingress-internal-tcam>

NOTE: This command is not supported on 7210 SAS-E.

This command allows the user to allocate maximwsoueces for use by meters/policers used to
implement SAP ingress aggregate meter functionflityr the global pool of ingress CAM
resources. Before using the command configuresicersap> ingress> aggregate-meter-rate user
must ensure that resources are allocated to aggregsders using this command.

NOTE: For the command to take effect the node musebeated after making the change.

This command allocates meter resources from thiéadl@global ingress CAM resource pool. By
default, when resources are allocated to SAP isg@esS policy, along with the CAM classification
entries, meter resources are also allocated. Héneser needs to use SAP aggregate meter
functionality they cannot allocate all the availabésources in the global resource pool to SAP
ingress QoS policies and ETH-CFM UP MEP. They rteaallocate some resources for use by SAP
aggregate meter (or SAP ingress ACLs or G8032ffast feature).

By default, when resources are allocated for irgAgSLs (and G8032 in 7210-M network mode
only), only classification entries are used andarsetesources are not used. SAP aggregate meter
resources can use meters from this pool of meseurees. In other words, SAP aggregate meters are
stolen from the unused meters in the resourcesadéld to ingress ACLs.

If user allocates resources for ingress ACLs (0i38032-fast-flood feature in 7210-M network

mode only) and then configures resources for SAPPeate meter using this command, then the
software does the following:

« It does not allocate any additional chunks/resesifcom the available global ingress CAM
resource pool to SAP aggregate meter, if it cascate the required number of meters from the
chunks/resources allocated to ingress ACLs (or fresources allocated to G8032-fast-flood in
7210-M network mode only). For example, if user albscated 2 chunks of 512 entries each for
ingress ACLs and then configures sap-aggregaterretse 2 chunks to use about 512 aggre-
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gate meters, then the software will not allocate a@iditional entries from the available global
resource pool.

« If the number of ingress ACL resources allocatediger is less than the number of resources
assigned by the user to sap-aggregate-meteriforriésources are allocated to G8032), then it
allocates the difference from the available glabgtess CAM resource pool. For example, if
user has allocated 1 chunk of 512 entries for sg)&CLs and then configures sap-aggregate-
meter to use 2 chunks to use about 512 aggregaezsnhen the software will allocate 1 addi-
tional chunk (2 chunks required for SAP aggregdtehunk alloted to ingress ACLS) for use
with SAP aggregate meter. The classification estigsociated with additional chunk alloted for
SAP aggregate-meter can be used by the ingress p@licees. It cannot be used by SAP ingress
QoS policies and eth-cfm UP MEP.

Similar checks as above are performed when usmrad#ts resources for SAP aggregate meters using
this command and then configures resources foes®ACLs (or for G8032-fast-flood feature). That
is, the software does the following:

« It does not allocate any additional entries friwe available global ingress CAM resource pool to
ingress ACLs, if it can allocate the required numtifeclassification entries from the chunks
allocated to SAP aggregate meter feature. For ebarifijpser has allocated 2 chunks of 512
entries each for SAP aggregate meters and thergooas$ ingress ACLs to use 2 chunks to use
about 512 classification entries, then the softwélienot allocate any additional entries from the
available global resource pool.

* If the number of SAP aggregate meter resourcesatttd by user is less than the number of
resources requested by the user for ingress A@Es, it allocates the difference from the avail-
able global ingress CAM resource pool. For exanipleser has allocated 1 chunk of 512 entries
for SAP aggregate meters and then configures ingk€4 s to use 2 chunks, then the software
will allocate 1 additional chunk (2 chunks requifedingress ACLs - 1 chunk alloted to SAP
aggregate meter) for use with ingress ACLs. Theemeisources associated with additional
chunk alloted for ingress ACLs can be assigneti¢cSAP aggregate feature, if need be.

Please see the 7210 DE QoS user guide, 7210 DErBy8asic Guide and the 7210 SAS-DE Router
Configuration Guide for more information about w§e&SAP aggregate feature, ingress CAM
resource allocation and use of ACLs policies respely.

With the no form of the command, the software do&sallocate any resources for use by SAP
ingress aggregate meter. If no resources are s#iddar use, then the software fails all attempts t
associate an aggregate-meter with SAP ingress.

Parameters num-resources -Specifies the maximum amount of resources for ysib filter match criteria.

Platforms Min value Max value Default Values
(per node) (per node)

7210 SAS-D (per node) 0 1 -
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max-ipv6-routes

Syntax
Context

Description

Default

Parameters
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[no] max-ipv6-routes  number
configure>system>resource-profile

NOTE: This command is supported only on 7210 SAS-D.
This command allows the user to allocate IPv6 reuteies in the L3 forwarding table.

L3 forwarding table entries is shared among IPwd i@v6 route entries. Before adding routes for
IPv6 destinations, route entries in the routed lgotable needs to be allocated for IPv6 addresses
using this command. This command allocates routgesrfor /64 IPv6 prefix route lookups. The
remainder of the L3 forwarding table is used fordPouting entries. The system does not allocate
any IPv6 route entries by default and user need#idoate some resources before using IPv6.

NOTES:

« For the command to take effect the node must beated after making the change. Please see
below and the Basic systems user guide for moognmdtion.

« A separate route table is used for IPv6 /128-t#fip route lookup. A limited amount of IPv6 /
128 prefixes route lookup entries is supported. Sd¢fewvare enables lookups in this table by
default (in other words no user configuration iguieed to enable IPv6 /128-bit route lookup).

» IPv6 IP interfaces are allowed to be created witladlocating IPv6 route entries. With this only
IPv6 hosts on the same IPv6 subnet will be reaehabl

With the no form of the command, the software dugsallocate any resources for use by IPv6
routes.

no max-ipv6-routes

number —Specifies the maximum amount of entries to be @eetPv6 routes.

Values Please see the table below.
Platforms Min Value Max Value
7210 SAS-D (per node) 1 6000
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Fan Controller Commands

fan

Syntax
Context

Description

Default

Parameters

fan {on | off | auto}
configure>system

7210 SAS-D chassis with 128MB flash has a fan tp lrecirculating the air inside the chassis. It
does not provide for cooling. This command allotes dperator to control the operation of the fan.

Operators can choose to either switch 'on' ortledf'fan permanently or let the system control the
operation of the fan by setting the value to 'auto’

In auto mode, software controls the operation effén. It switches the fan 'on’, if the system rozdi
temperature threshold is exceeded and switchef' ivhen temperature falls back to normal. It also
ensures that fan is not switched on and off mose timce in 30 minutes.

auto
on —The operation of the fan is controlled by the ws®t it is always switched on/operating.
off —The operation of the fan is controlled by the ws®t it is always switched off/not operating.

auto —The fan is controlled by the system. It is switcbadvhen the temperature threshold exceeds

certain value and is switched off when the tempeesathreshold falls back below a certain value.
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Show Commands

SYSTEM COMMANDS

connections

Syntax
Context

Description

Parameters

Output

connections [address ip-address [interface interface-name]] [port port-number] [detail ]
show>system

This command displays UDP and TCP connection inftion.
If no command line options are specified, a sumnaduthe TCP and UDP connections displays.

ip-address —Pisplays only the connection information for thesified IP address.

Values ipv4-address: a.b.c.d (host bits must be 0)
ipv6-address - xaexix:x:x:x:x  (eight 16-bitquies)
xax:x:x:x:x:d.d.d.d
x - [0..FFFF]H
d - [0..255]D
port-number —Displays only the connection information for thesified port number.
Values 0 — 65535

detail — Appends TCP statistics to the display output.

Standard Connection Output —  The following table describes the system connestmutput
fields.
Label Description
Proto Displays the socket protocol, either TCP or UDP.
RecvQ Displays the number of input packets received leypitotocol.
™mQ Displaysthe number of output packets sent by the application.
Local Address Displays the local address of the socket. The squie is separated
by a period.
Remote Address Displays the remote address of the socket. Theetqukt is separated
by a period.
State Listen —  The protocol state is in the listen mode.
Established — The protocol state is established.
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Label

Description (Continued)

Sample Output

A:ALA-12# show system connections

Connections :

Proto RecvQ TxmtQ Local Address Remot e Address State

TCP 0 00.0.0.0.21 0.0.0 .0.0 LISTEN

TCP 0 00.0.0.0.23 0.0.0 .0.0 LISTEN

TCP 0 00.0.0.0.179 0.0.0 .0.0 LISTEN

TCP 0 010.0.0.xxx.51138  10.0. 0.104.179 SYN_SENT
TCP 0 010.0.0.xxx.51139  10.0. 0.91.179 SYN_SENT
TCP 0 010.10.10.xxx.646  0.0.0 .0.0 LISTEN

TCP 0 010.10.10.xxx.646  10.10 .10.104.49406 ESTABLISHED
TCP 0 011.1.0.1.51140 11.1. 0.2.179 SYN_SENT
TCP 0 993 192.168.x.xxx.23 192.1 68.x.xx.xxxx ESTABLISHED
UDP 0 00.0.0.0.123 0.0.0 .0.0

UDP 0 0 0.0.0.0.646 0.0.0 .0.0

UDP 0 00.0.0.0.17185 0.0.0 .0.0

UDP 0 010.10.10.xxx.646  0.0.0 .0.0

UDP 0 0127.0.0.1.50130 127.0 .0.1.17185

No. of Connections: 14

A:ALA-12#

Sample Detailed Output

A:ALA-12# show system connections detail

TCP Statistics

packets sent 165963 5

data packets : 33898 2 (7435146 bytes)

data packet retransmitted 173 (1 368 bytes)

ack-only packets 1 32054 8 (140960 delayed)

URG only packet :0

window probe packet :0

window update packet :0

control packets 132

packets received 1 65889 3

acks 133873 8 for (7435123 bytes)
duplicate acks 123

ack for unsent data :0

packets received in-sequence 133470 5 (5568368 bytes)
completely duplicate packet 12 (36 bytes)

packet with some dup. data :0(0 bytes)

out-of-order packets 120 (0 bytes)

packet of data after window :0(0 bytes)
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Syntax
Context
Description

Parameters

Output
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window probe :0

window update packet 03

packets received after close 10

discarded for bad checksum :0

discarded for bad header offset field :0

discarded because packet too short 10

connection request 14

connection accept 124

connections established (including accepts) : 27

connections closed 126 (i ncluding 2 drops)
embryonic connections dropped :0

segments updated rtt 133874 2 (of 338747 attempts)
retransmit timeouts 175

connections dropped by rexmit timeout :0

persist timeouts :0

keepalive timeouts 126

keepalive probes sent :0

connections dropped by keepalive 01

pcb cache lookups failed :0

A:ALA-12#

cpu [sample-period seconds]

show>system

This command displays CPU utilization per task aveample period.

sample-periodseconds— The number of seconds over which to sample CPUutkkation.

Default 1
Values 1—5

System CPU Output — The following table describes the system CPU oufipids.

Table 35: Show System CPU Output Fields

Label Description
CPU Utilization The total amount of CPU time.
Name The process or protocol name.
CPU Time (uSec) The CPU time each process or protocol has usdtkisfecified time.
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Table 35: Show System CPU Output Fields (Continued )

Label Description

CPU Usage The sum of CPU usage of all the processes andqmisto

Capacity Usage Displays the level the specified service is beitiiged. When this
number hits 100%, this part of the system is busigdThere may be
extra CPU cycles still left for other processeg,this service is run-
ning at capacity.

This column does not reflect the true CPU utilieatvalue; that data is
still available in theCPU Usagecolumn. This column is thieusiest
task in each group, whebeisiestis defined as either actually running

or blocked attempting to acquire a lock.

Sample Output

*A:cses-E11# show system cpu sample-period 2

CPU Utilization (Sample period: 2 seconds)

cron
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Name CPU Time CPU Usage Capacity
(uSec) Usage

BFD 10 ~0.00% ~0.00%
Cards & Ports 8,332 0.41% 0.08%
IS-1S 1,213 0.06% 0.06%
ISA 2,496 0.12% 0.07%
LDP 0 0.00% 0.00%
Logging 32 ~0.00% ~0.00%
MSDP 0 0.00% 0.00%
Management 5,969 0.29% 0.15%
OAM 907 0.04% 0.02%
OSPF 25 ~0.00% ~0.00%
Redundancy 3,635 0.18% 0.13%
SIM 1,462 0.07% 0.04%
SNMP Daemon 0 0.00% 0.00%
Services 2,241 0.11% 0.05%
Stats 0 0.00% 0.00%
Subscriber Mgmt 2,129 0.10% 0.04%
System 8,802 0.43% 0.17%
Traffic Eng 0 0.00% 0.00%
WEB Redirect 125 ~0.00% ~0.00%
Total 2,014,761 100.00%

Idle 1,945,113 96.54%

Usage 69,648 3.45%
Busiest Core Utilization 69,648 3.45%

*A.cses-E11#

7210 SAS D, E, K OS Basic System Configurat
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Syntax cron
Context show>cron

Description This command enters the show CRON context.

action

Syntax  action [action-name] [owner action-owner] run-history run-state
Context show>cron#
Description This command displays cron action parameters.
Parameters action action-name— Specifies the action name.
Values maximum 32 characters
owner action-owner— Specifies the owner name.
Default TiMOS CLI
run-history run-state— Specifies the state of the test to be run.
Values executing, initializing, terminated

Output The following table describes the show cron actiotput fields.

Label Description
Action Displays the name of the action.
Action owner The name of the action owner.
Administrative Enabled — Administrative status is enabled
status

Disabled — Administrative status is disabled

Script The name of the script
Script owner The name of the script owner.
Script source Displays the location of scheduled script.
location
Max running Displays the maximum number of allowed sessions.
allowed
Max completed run Displays the maximum number of sessions previously
histories
Max lifetime Displays the maximum amount of time the script may.
allowed
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Label Description (Continued)
Completed run Displays the number of completed sessions.
histories
Executing run Displays the number of sessions in the processgexfiging.
histories
Initializing run Displays the number of sessions ready to run/qubuedot exe-
histories cuted.
Max time run his- Displays the maximum amount of time to keep theltedrom a
tory saved script run.
Last change Displays the system time a change was made toottfggaration.

Sample Output

*A:Redundancy# show cron action run-history termina

ted

CRON Action Run History

Action "test"
Owner "TiMOS CLI"

Script Run #17

Start time : 2006/11/06 20:30:09 End time

Elapsed time : 0d 00:05:15 Lifetime

State : terminated Run exit co

Result time :2006/11/06 20:35:24  Keep histor

Error time : never

Results file : ftp://**@192.168.15.18/home/testla
out

Run exit : Success

Script Run #18

Start time : 2006/11/06 20:35:24  End time

Elapsed time : 0d 00:05:16 Lifetime

State : terminated Run exit co

Result time :2006/11/06 20:40:40 Keep histor

Error time : never

Results file : ftp://*:*@192.168.15.18/home/testla
out

Run exit : Success

*A:Redundancy#

*A:Redundancy# show cron action run-history executi

: 2006/11/06 20:35:24
: 0d 00:00:00

de : noError

y :0d 00:49:57

b_bgp/cron/_20061106-203008.

: 2006/11/06 20:40:40
: 0d 00:00:00

de : noError

y :0d 00:55:13

b_bgp/cron/_20061106-203523.

ng

CRON Action Run History

Action "test"
Owner "TiMOS CLI"
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Syntax
Context

Description
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Script Run #20

Start time : 2006/11/06 20:46:00 End time

Elapsed time : 0d 00:00:56 Lifetime
State : executing Run exit co
Result time : never Keep histor

Error time : never
Results file : ftp://**@192.168.15.18/home/testla
out

System Management

: never
: 0d 00:59:04

de : noError

y :0d 01:00:00

b_bgp/cron/_20061106-204559.

*A:Redundancy#

*A:Redundancy# show cron action run-history initial izing

CRON Action Run History

Action "test”

Owner "TiMOS CLI"

Script Run #21

Start time : never End time : never
Elapsed time : 0d 00:00:00 Lifetime : 0d 01:00:00
State :initializing Run exit co de : noError
Result time : never Keep histor y :0d 01:00:00
Error time : never

Results file : none

Script Run #22

Start time : never End time : never
Elapsed time : 0d 00:00:00 Lifetime : 0d 01:00:00
State :initializing Run exit co de : noError
Result time : never Keep histor y :0d 01:00:00
Error time : never

Results file : none

Script Run #23

Start time : never End time : never
Elapsed time : 0d 00:00:00 Lifetime : 0d 01:00:00
State :initializing Run exit co de : noError
Result time : never Keep histor y :0d 01:00:00

Error time : never
Results file : none

*A:Redundancy#

schedule [schedule-name] [owner schedule-owner]

show>cron#

This command displays cron schedule parameters.
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Parameters schedule-name -Bisplays information for the specified schedulemea
owner schedule-owner— Displays information for the specified schedulemew
Output The following table describes the show cron schedutput fields.
A:sim1>show>cron schedule test
Label Description
Schedule name Displays the schedule name.
Schedule owner Displays the owner name of the action.
Description Displays the schedule’s description.
Administrative Enabled — The administrative status is enabled.
status
Disabled —  Administratively disabled.
:Dperational sta- Enabled — The operational status is enabled.
us
Disabled — Operationally disabled.
Action Displays the action name
Action owner Displays the name of action owner.
Script Displays the name of the script.
Script owner Displays the name of the script.
Script owner Displays the name of the of script owner.
Script source Displays the location of scheduled script.
location
Script results Displays the location where the script results Haeen sent.
location
Schedule type Periodic —  Displays a schedule which ran at a given interval.
Calendar — Displays a schedule which ran based on a calendar.
Oneshot — Displays a schedule which ran one time only.
Interval Displays the interval between runs of an event.
Next scheduled run Displays the time for the next scheduled run.
Weekday Displays the configured weekday.
Month Displays the configured month.
Day of Month Displays the configured day of month.
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System Management

Label Description (Continued)
Hour Displays the configured hour.
Minute Displays the configured minute.
Number of sched- Displays the number of scheduled sessions.
uled runs
Last scheduled run Displays the last scheduled session.
Number of sched- Displays the number of scheduled sessions thaifail execute.
uled failures
Last scheduled Displays the last scheduled session that failezkéezute.
failure
Last failure time Displays the system time of the last failure.

CRON Schedule Information

Schedule : test

Schedule owner : TIMOS CLI

Description : none

Administrative status . enabled

Operational status : enabled

Action : test

Action owner : TIMOS CLI

Script : test

Script Owner : TIMOS CLI

Script source location L ftp[rrksk ki @)
[cron/testl.cfg

Script results location  : ftp://**xxxxxxxxx@]
[cron/res

Schedule type : periodic

Interval : 0d 00:01:00 (60 seco

Next scheduled run 1 0d 00:00:42

Weekday : tuesday

Month : none

Day of month : none

Hour : none

Minute : none

Number of schedule runs 110

Last schedule run : 2008/01/01 17:20:52

Number of schedule failures : 0

Last schedule failure 1 no error

Last failure time : never

92.168.15.1/home/testlab_bgp

92.168.15.1/home/testlab_bgp

nds)

A:siml1>show>cron

script [script-name] [owner script-owner]

e
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Context
Description

Parameters

Output

information

Page 404

show>cron#

This command displays cron script parameters.

schedule-name -Bisplays information for the specified script.

owner schedule-owner— Displays information for the specified script owner

The following table describes the show cron saigput fields.

Label

Description

Script

Script owner

Administrative Enabled —
status

Disabled —
Operational sta- Enabled —
tus

Disabled —

Script source
location

Last script error

Last change

Sample Output

A:sim1>show>cron# script

Displays the name of the script.
Displays the owner name of script.

Administrative status is enabled.

Administratively abled.

Operational status is enabled.

Operationally disabled.

Displays the location of scheduled script.

Displays the system time of the last error.

Displays the system time of the last change.

CRON Script Information

Script : test

Owner name : TIMOS CLI

Description :asd

Administrative status : enabled

Operational status : enabled

Script source location L ftpi/frrrrk xakrik @]
[cron/testl.cfg

Last script error : none

Last change : 2006/11/07 17:10:03

92.168.15.1/home/testlab_bgp

A:sim1>show>cron#
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Context

Description

Output

information

show>system

System Management

This command displays general system informaticfuiting basic system, SNMP server, last boot
and DNS client information.

System Information Output —

fields.

Label

The following table describes the system informatoitput

Description

System Name
System Contact
System Location

System Coordi-
nates

System Up Time

SNMP Port

SNMP Engine ID

SNMP Max Message
Size

SNMP Admin State

SNMP Oper State

SNMP Index Boot
Status

Telnet/SSH/FTP
Admin

Telnet/SSH/FTP
Oper

BOF Source

Image Source

7210 SAS D, E, K OS Basic System Configuration Guid e

The configured system name.
A text string that describes the system contactrimétion.
A text string that describes the system location.

A text string that describes the system coordinates

The time since the last boot.

The port number used by this node to receive SNadfaest messages
and to send replies.

The SNMP enginelD to uniquely identify the SNMPu3le.

The maximum SNMP packet size generated by this.node

Enabled — SNMP is administratively enabled and running.
Disabled — SNMP is administratively shutdown and not running.
Enabled — SNMP is operationally enabled.

Disabled — SNMP is operationally disabled.

Persistent — System indexes are saved between reboots.

Not Persistent — System indexes are not saved between
reboots.

Displays the administrative state of the TelnetiS&d FTP sessions.
Displays the operational state of the Telnet, S8id, FTP sessions.

The location of the BOF.

Primary — Indicates that the directory location for runtimeaige
file was loaded from the primary source.

Secondary — Indicates that the directory location for runtime
image file was loaded from the secondary source.

Tertiary — Indicates that the directory location for runtimesige
file was loaded from the tertiary source.
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Label

Description (Continued)

Config Source

LastBootedConfig
File

Last Boot Cfg Ver-
sion

Last Boot Config
Header

Last Boot Index
Version

Last Boot Index
Header

Last Saved Config
Time Last Saved

ChangesSincelLast
Save

Time Last Modified

MaxCfg/BOFBackup

Rev

Cfg-OK Script

Cfg-OK Script Sta-

tus

Cfg-Fail Script

Cfg-Fail Script
Status

7210 SAS D, E, K OS Basic System Configurat

Primary — Indicates that the directory location for configioa
file was loaded from the primary source.

Secondary — Indicates that the directory location for configioa
file was loaded from the secondary source.

Tertiary — Indicates that the directory location for configioa
file was loaded from the tertiary source.

The URL and filename of the last loaded configurafile.
The date and time of the last boot.
Displays header information such as image verslate built, date

generated.

The version of the persistence index file read wihencard was last
rebooted.

The header of the persistence index file read vihercard was last
rebooted.

The location and filename of the last saved coméigan file.
The date and time of the last time configuratida fias saved.

Yes — There are unsaved configuration file changes.
No — There are no unsaved configuration file changes.

The date and time of the last modification.

The maximum number of backup revisions maintairedfconfigura-
tion file. This value also applies to the numberefisions maintained
for the BOF file.

URL — The location and name of the CLI script file executollow-
ing successful completion of the boot-up configiorafile execution.

Successful/Failed. The results from the execution of the CLI
script file specified in the Cfg-OK Script location
Not used — No CLI script file was executed.

URL — The location and name of the CLI script file executollow-
ing a failed boot-up configuration file execution.
Not used — No CLI script file was executed.

Successful/Failed — The results from the execution of the
CLI script file specified in the Cfg-Fail Scriptdation.
Not used — No CLI script file was executed.
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Label Description (Continued)
DNS Server The IP address of the DNS server.
DNS Domain The DNS domain name of the node.
BOF Static Routes To — The static route destination.

Next Hop — The next hop IP address used to reach the destinati
Metric —  Displays the priority of this static route versuiser static
routes.

None — No static routes are configured.

memory-pools

Syntax  memory-pools
Context show>system
Description This command displays system memory status.

Output  Memory Pools Output —  The following table describes memory pool outpetds.

Table 36: Show Memory Pool Output Fields

Label Description
Name The name of the system or process.
Max Allowed Integer —  The maximum allocated memory size.
No Limit —  No size limit.
Current Size The current size of the memory pool.
Max So Far The largest amount of memory pool used.
In Use The current amount of the memory pool currentlyse.
Current Total Size The sum of the Current Size column.
Total In Use The sum of the In Use column.
Available Memory The amount of available memory.

Sample Output

A:ALA-1# show system memory-pools

Memory Pools

Name Max Allowed Current Size Max So Far In Use
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ntp

Syntax
Context
Description

Output

Page 408

System

Icc 8
RTM/Policies
OSPF
MPLS/RSVP
LDP

I1S-1S

RIP

VRRP
Services

IOM

SIM

IGMP

MMPI

MFIB

PIP

MBUF

No limit 24,117,248 24,117,248
,388,608 1,048,576 1,048,576
No limit 5,242,912 5,242,912
No limit 3,145,728 3,145,728
No limit 9,769,480 9,769,480
No limit 0 0
No limit 0 0
No limit 0 0
No limit 1,048,576 1,048,576
No limit 2,097,152 2,097,152
No limit 205,226,800 205,226,800
No limit 1,048,576 1,048,576
No limit 0 0
No limit 0 0
No limit 0 0
No limit 79,943,024 79,943,024
67,108,864 5,837,328 5,837,328

16,974,832
85,200
3,944,104
2,617,384
8,173,760
0
0
0
96
1,589,824
202,962,744
392
0
0
0
78,895,248
4,834,280

Current Total Size :

Total In Use

Available Memory

324,492

343,495,200 bytes

, 768 bytes

640,178,652 bytes

A:ALA-1#

ntp [{peers | peer peer-address} | {servers | server server-address} |[all]] [detalil ]

show>system

This command displays NTP protocol configuratiod atate.

Show NTP Output —

The following table describes NTP output fields.

Label Description
Enabled yes — NTP is enabled.
no — NTP is disabled.
Admin Status yes — Administrative state is enabled.
no — Administrative state is disabled.

NTP Server
Stratum

Oper Status

Auth Check

7210 SAS D, E, K OS Basic System Configurat

Displays NTP server state of this node.
Displays stratum level of this node.
yes —

no

Displays the authentication requirement

The operational state is disabled.

The operational state is enabled.
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System Management

Description (Continued)

System Ref. ID
Auth Error

Auth Errors
Ignored

Auth key ID Errors

Auth Key Type
Errors

Reject

Invalid

Excess

Outlyer

Candidate

Selected

Chosen

ChosenPPS

Remote

Reference ID

IP address of this node or a 4-character ASCII atasving the state.
Displays the number of authentication errors.

Displays the number of authentication errors igdore

Displays the number of key identification errors .

Displays the number of authentication key typerstro

The peer is rejected and will not be used for symization. Rejection
reasons could be the peer is unreachable, thagsgnchronized to
this local server so synchronizing with it wouleéate a sync loop, or
the synchronization distance is too large. Thibiésnormal startup
state.

The peer is not maintaining an accurate clock. pbir will not be
used for synchronization.

The peer's synchronization distance is greatertdraother peers.
This peer will not be used for synchronization.

The peer is discarded as an outlyer. This peemetlbe used for syn-
chronization.

The peer is accepted as a possible source of symizhtion.

The peer is an acceptable source of synchronizaiiarits synchroni-
zation distance is greater than six other peers.

The peer is chosen as the source of synchronization

The peer is chosen as the source of synchronizdtidgrthe actual syn-
chronization is occurring from a pulse-per-secdPdg) signal.

The IP address of the remote NTP server or peérwtiich this local
host is exchanging NTP packets.

When stratum is between 0 and 15 this field shdwwdP address of
the remote NTP server or peer with which the renméxchanging
NTP packets. For reference clocks, this field shthesdentification
assigned to the clock, such as, “.GPS.” For an B@mver or peer, if
the client has not yet synchronized to a server/plee status cannot be
determined and displays the following codes:
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Label

Description (Continued)

St

Auth

Poll

Offset

Peer Codes:

ACST — The association belongs to any cast server.

AUTH — Server authentication failed. Please wait whileabgocia-
tion is restarted.

AUTO — Autokey sequence failed. Please wait while the@aton
is restarted.

BCST — The association belongs to a broadcast server.

CRPT — Cryptographic authentication or identification &l The
details should be in the system log file or theptogtats statistics file,
if configured. No further messages will be sertthi® server.

DENY — Access denied by remote server. No further messaijjes
be sent to the server.

DROP —Lost peer in symmetric mode. Please wait whileassocia-
tion is restarted.

RSTR — Access denied due to local policy. No further mgssawill
be sent to the server.

INIT — The association has not yet synchronized for tis¢ time.
MCST —The association belongs to a manycast server.

NKEY — No key found. Either the key was never installedgsarot
trusted.

RATE — Rate exceeded. The server has temporarily dengsbac
because the client exceeded the rate threshold.

RMOT —The association from a remote host running ntpcchizal
unauthorized attempted access.

STEP — A step change in system time has occurred, buadhecia-
tion has not yet resynchronized.

System Codes

INIT — The system clock has not yet synchronized foritisetime.
STEP — A step change in system time has occurred, bugythieem
clock has not yet resynchronized.

Stratum level of this node.

yes — Authentication is enabled.
no — Authentication is disabled.
Polling interval in seconds.

Yes — The NTP peer or server has been reached at leastiothe
last 8 polls.

No — The NTP peer or server has not been reached abiees in
the last 8 polls.

The time between the local and remote UTC timeniiiseconds.
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Sample Output

A:pc-40>config>system>time>ntp# show system ntp

System Management

NTP Status

Enabled :Yes Stratum 03
Admin Status L up Oper Status Lup
Server enabled : No Server keyl d : none
System Refld  :192.168.15.221  Auth Check :Yes
A:pc-40>config>system>time>ntp# show system ntp all

NTP Status

Enabled :Yes Stratum 03
Admin Status 1up Oper Status Sup
Server enabled : No Server keyl d : none
System Refld  :192.168.15.221  Auth Check :Yes

NTP Active Associations

State Remote Reference ID St Type

reject 192.168.15.221 192.168.14.50 2 srvr
chosen 192.168.15.221 192.168.14.50 2 mcln

Auth Poll R Offset

none 64 vy 0.901
t none 64 y 1.101

A:pc-40>config>system>time>ntp#

*A:pc-4.0# show system ntp detail

NTP Status

Enabled :Yes Stratum 03
Admin Status L up Oper Status Lup
Server enabled : No Server keyl d : none
System Refld  :10.135.16.130  Auth Check :Yes
Auth Errors 01 Auth Errors Ignored : 0
Auth Key Id Errors : 1 Auth Key Ty pe Errors : 0

NTP Configured Broadcast Interfaces

vRouter Interface Address Type Auth Poll
Base new Host-ones bcast no  off
Base direct Host-ones bcint no n/a
*A:pc-4.0#

*A:pc-4.0# show system ntp detail all

NTP Status
Enabled :Yes Stratum 03
Admin Status L up Oper Status Lup
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Server enabled : No Server keyl d :none
System Ref Id :10.135.16.130  Auth Check :Yes
Auth Errors :0 Auth Errors Ignored : 0
Auth Key Id Errors : 0 Auth Key Ty pe Errors : 0

NTP Configured Broadcast Interfaces

VvRouter Interface Address Type Auth Poll
Base new Host-ones bcast no  off
Base direct Host-ones bcint no n/a

NTP Active Associations

State Remote Reference ID St Type A Poll Reach  Offset(ms)
candidate 21.0.0.1 10.135.16.130 3 actpr y 64 YYYY.YY. 14.440
chosen 10.135.16.130 127.127.1.0 2 srvr - 256 .Y.YYYYY 24.364
reject 10.135.16.130 127.127.1.0 2 bcint - 64 ... Y 27.576
*A:pc-4.0#

oper-group

Syntax oper-group [group-name]
oper-group group-name [detail]
oper-group group-name [monitoring]

Context show>system

Description This command displays the oper-group informatioanther count, monitor-client count, and status
in a single line for each of the configured opemtgrs.
Output  Show oper-group Output —  The following table describes oper-group outputie
Label Description
Name Displays the name of the oper-group.
Oper Status The operational status of the oper-group.
Creation Origin Displays if it was created manually.
Hold Up Time The configured HOLD UP time.
Hold Dn Time The configured HOLD down time.
Members Displays the number of members of the oper-group.
Monitor Displays the number of monitoring clients.
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Syntax
Contextresource
-profile
[[active|config-
ured]]
Description

Parameters

7210 SAS D, E, K

System Management

Show Output

*A:7210SAS>show>system# oper-group

System Oper Group Information

Name Oper Creation Ho Id Hold Members Monitor
Status Origin  Up Time DnTime
(s ecs) (secs)
test up manual 4 0o 1 1

Entries found: 1

*A:7210SAS>show>system#

*A:7210SAS>show>system# oper-group test monitoring

System Oper Group Information

Oper Group s test

Creation Origin ~ : manual Oper St atus  :up
Hold DownTime : 0 secs Hold Up Time :4secs
Members :0 Monitor ing :0

*A:7210SAS>show>system#

show>system

This command displays the resource-profile proteooifiguration and state.

active|configure —keyword - Displays active or configured values.
Active values are those in use by the system ctiyré@onfigured values are those that have
been changed by the user and has not taken dffacthe system resource-profile parameters
that need a reboot to take effect, the active amfigured values can be different. It typically
requires a node reboot or a card reset for itke &ffect.
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Output
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Show resource-profile Output —

The following table describes resource-profile omfjelds.

Table 37: Show system resource-profile output field S.

Label

Description

Ingress Internal
CAM

Displays the applications sharing ingress CAM reseu

Sap Ingress ACL
resource

Displays the resources configured for use by SAfPelss ACL
policies.

IPv4 Resource

Displays the resources configured for use by irgAgSL poli-
cies that use ipv4-criteria.

Disable — No resources are allocated for use lsyfeiture.
Therefore, no policies of this type can be assedi&h a SAP.

IPv4-IPv6
Resource

Displays the resources configured for use by irgfgSL poli-
cies that use ipv6 128-bit address match-criteria.

Disable — No resources are allocated for use Isyféfaiture.
Hence, no policies of this type can be associatedSAP.

Mac Resource

Displays the resources configured for use by irgAgSL poli-
cies that use mac-criteria.

Disable — No resources are allocated for use lsyfeiture.
Hence, no policies of this type can be associatedSAP.

IPv6-64 bit Displays the resources configured for use by irggPeSL poli-

Resource cies that use ipv6 64-bit address match-criteria.
Disable — No resources are allocated for use lsyfeiture.
Hence, no policies of this type can be associatedSAP.

Eth CFM Groups the context for resources consumed by E¢h€RM
applications.

up-mep Displays the resources configured for use by UP MEP

Disable — No resources are allocated for use lsyfeiature.
Therefore, no UP MEPs can be created.

Sap Ingress QoS

The total amount of ingress internal CAM chunksfigured for

resource use by SAP ingress classification.
Mac and IPv4 The total amount of egress internal CAM chunksfigomed for
Resource

use by MAC and IPv4 egress ACL match criteria pe$ic

Mac-only Resource

The total amount of egress internal CAM chunks iguméd for
use only by MAC egress ACL match criteria policies.

IPv6 128 bit
Resource

The total amount of egress internal CAM chunksfigomed for
use only by IPv6 egress ACL match criteria polidiE28-bit
IPv6 address can be specified in the match crjteria
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Table 37: Show system resource-profile output field S.

Label

Description

Mac and IPv6 64
bit Resource

The total amount of egress internal CAM chunks icpméed for
use by MAC and IPv6 egress ACL match criteria pesidonly
64-bit higher order bits of the IPv6 address caspezified in
the match criteria).

Sap Egress ACL
resource

Displays the egress ACL resource allocation coméduor vari-
ous match criteria.

Egress Internal
CAM

Displays the resource allocation configured far éigress inter-
nal CAM.

IPv6 FIB

Displays the amount of IPv6 FIB size configureddee by IPv6
routing.

Sample Output for 7210 SAS-D

*A:7210SAS>show>system# resource-profile

Active System Resource Profile Information

IPv6 FIB

max-ipv6-routes : disable

Ingress Internal CAM

Sap Ingress Qos resource : Sap Aggreg ate Meter 01

IPv4 Resource : max Mac Resour ce : max
IPv4-IPv6 Resource

Sap Ingress ACL resource :

IPv4 Resource Mac Resour ce : max
IPv4-1Pv6 128 bit Resource : disable IPv6 64 bit Resource : disable

Eth CFM : disable

up-mep : disable

Egress Internal CAM
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Sap Egress ACL resource : 2

Mac and IPv4 Resource 12 Mac-only Re source . disable
IPv6 128 bit Resource  : disable Mac and IPv 6 64 bit Resour*: disable
* indicates that the corresponding row element may have been truncated.

*A:7210SAS>show>system#

Sample Output for 7210 SAS-E

A:7210SAS>show>system# resource-profile

Active System Resource Profile Information

Ingress Queue Mode : none

Ingress Internal CAM

Sap Ingress Qos resource : 6

IPv4 Resource : max Mac Resour ce : max
IPv4-IPv6 Resource . disable

Sap Ingress ACL resource :5

IPv4 Resource : max Mac Resour ce : max
IPv4-IPv6 128 bit Resource : disable [IPv6 64 bit Resource . disable

Egress Internal CAM

Sap Egress ACL resource : 2

Mac and IPv4 Resource  :1 Mac-only Re source 01
IPv6 128 bit Resource : disable Mac and IPv 6 64 bit Resour*: disable
* indicates that the corresponding row element may have been truncated.

*A:SASE>show>system#A:7210SAS>show>system#

Sample Output for 7210 SAS-K
*A:SAH01-051>show>system# resource-profile

Active System Resource Profile Information
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Syntax
Context

Description

Ingress Internal CAM :5
Sap Ingress Qos resource :5 Sap Aggreg
IPv4 Resource : max Mac Resour

IPv4-IPv6 Resource : disable IPv4-Mac Re

Sap Ingress ACL resource : disable

IPv4 Resource : disable Mac Resour
IPv4-IPv6 128 bit Resource : disable IPv6 64 bit

Egress Internal CAM

Sap Egress ACL resource : disable

Mac and IPv4 Resource

IPv6 128 bit Resource . disable Mac and IPv

. disable Mac-only Re

System Management

ate Meter (#) : disable

ce : max
source > max

ce . disable
Resource : disable
source : disable

6 64 bit Resour*: disable

* indicates that the corresponding row element may

# indicates that the value will take effect only af
*A:SAH01-051>show>system#

have been truncated.
ter reboot or clear card.

ptp [ peer <ip-address> [detalil] | peers [detail] | unicast | statistics | standby]

show>system

This command displays the parameters for IEEE 1888/ Precision Time Protocol Clock Informa-

tion.

Sample Output:

A:7210SAS>show>system# ptp

IEEE 1588/PTP Clock Information

Local Clock

Clock Type : boundary PTP Profile
Domain :0 Network Type
Admin State Lup Oper State

Clock Id : 4c5fd2fffe29049e Clock Class
Clock Accuracy : unknown Clock Varian
Clock Priorityl : 128 Clock Priori

e

: IEEE 1588-2008
:sdh
jup
: 248 (default)
ce :ffff (not computed)
ty2 :128
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sntp

Syntax
Context
Description

Output
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PTP Recovery State: disabled
Frequency Offset : n/a

Parent Clock

IP Address 1 221.0.0.2

Parent Clock Id : 4c5fd2fffe295072 Remote PTP P
GM Clock Id . 00bOaefffe02e5e5 GM Clock Cla
GM Clock Accuracy : within 100 ns  GM Clock Var
GM Clock Priorityl: 128 GM Clock Pri

ort :5

ss 6

iance : 0x6400 (3.7E-09)
ority2 : 128

Time Information

Timescale :PTP

Current Time :2012/12/13 11:05:43 (UTC)
Frequency Traceable : yes

Time Traceable .yes

Time Source : GPS

A:7210SAS>show>system#

sntp

show>system

This command displays SNTP protocol configuratind atate.

Show SNTP Output — The following table describes SNTP output fields.

Table 38: Show System SNTP Output Fields

Label

Description

SNTP Server

The SNTP server address for SNTP unicast clientemod

Version The SNTP version number, expressed as an integer.
Preference Normal — When more than one time server is configured, one
server can be configured to have preference owehan
Preferred —  Indicates that this server has preference ovehanot
Interval The frequency, in seconds, that the server is gderi
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Syntax
Context
Description

Output

System Management

Sample Output

*A:pc-4.0# show system sntp

SNTP Status

Admin Status : up Oper Status : up Mode : broadcast

SNTP Servers

SNTP Server Version Preferenc e Interval

10.135.16.90 3 Preferred 64

No. of SNTP Servers: 1

*A:pc-4.0#

thresholds
show>system
This command display system monitoring thresholds.

Thresholds Output —  following table describes system threshold outjmit$.

Label Description

Variable Displays the variable OID.

Alarm Id Displays the numerical identifier for the alarm.

Last Value Displays the last threshold value.

Rising Event Id Displays the identifier of the RMON rising event.

Threshold Displays the identifier of the RMON rising threstiol

Falling Event Id Displays the identifier of the RMON falling event.

Threshold Displays the identifier of the RMON falling thredtio

Sample Interval Displays the polling interval, in seconds, over ethihe data is
sampled and compared with the rising and fallinggholds.

Sample Type Displays the method of sampling the selected vheiabd calculating
the value to be compared against the thresholds.

Startup Alarm Displays the alarm that may be sent when this alafirnst created.

Owner Displays the owner of this alarm.
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Label Description (Continued)
Description Displays the event cause.
Event Id Displays the identifier of the threshold event.
Last Sent Displays the date and time the alarm was sent.
Action Type log — An entry is made in the RMON-MIB log table feach event

occurrence. This does not create a TIMOS loggey.efihe RMON-
MIB log table entries can be viewed using hew>system>thresh-
olds CLI command.

trap — A TiMOS logger event is generated. The TiMO&er utility
then distributes the notification of this eventtioconfigured log desti-
nations which may be CONSOLE, telnet session, mgnhaegy, cflash
file, syslog, or SNMP trap destinations logs.

both — Both a entry in the RMON-MIB logTable an@i®OS logger
event are generated.

none — No action is taken

Owner Displays the owner of the event.

Sample Output

A:ALA-48# show system thresholds

Threshold Alarms

Variable: tmnxCpmFlashUsed.1.11.1

Alarm Id 01 Last Value : 835

Rising Event Id : 1 Threshold : 5000

Falling Event Id : 2 Threshold : 2500

Sample Interval : 2147483* SampleType : absolute
Startup Alarm : either Owner  : TiMOS CLI
Variable: tmnxCpmFlashUsed.1.11.1

Alarm Id 12 Last Value : 835

Rising Event Id : 3 Threshold : 10000

Falling Event Id : 4 Threshold : 5000

Sample Interval : 2147483* SampleType : absolute
Startup Alarm  :rising Owner  : TiMOS CLI
Variable: sgiMemoryUsed.0

Alarm Id 13 Last Value : 42841056

Rising Event Id : 5 Threshold : 4000

Falling Event Id : 6 Threshold : 2000

Sample Interval : 2147836 SampleType : absolute
Startup Alarm : either Owner  : TiMOS CLI

* indicates that the corresponding row element may have been truncated.

Threshold Events

Description: TIMOS CLI - cflash capacity alarm risi ng event
Event Id 01 Last Sent : 10/31/2006 08:47:59
Action Type :both  Owner :TiMOS CLI

Description: TIMOS CLI - cflash capacity alarm fall ing event
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Event Id 12 Last Sent : 10/31/2006 08:48:00

Action Type  :both Owner :TiMOS CLI

Description: TIMOS CLI - cflash capacity warning ri sing event

Event Id 13 Last Sent : 10/31/2006 08:47:59

Action Type  :both Owner :TiMOS CLI

Description: TIMOS CLI - cflash capacity warning fa lling event

Event Id 14 Last Sent : 10/31/2006 08:47:59

Action Type  :both Owner :TiMOS CLI

Description: TIMOS CLI - memory usage alarm rising event

Event Id :5 Last Sent : 10/31/2006 08:48:00

Action Type  :both Owner :TiMOS CLI

Description: TIMOS CLI - memory usage alarm falling event

Event Id 16 Last Sent : 10/31/2006 08:47:59

Action Type  :both Owner :TiMOS CLI

Threshold Events Log

Description : TIMOS CLI - cflash capacity alar m falling eve
nt : value=835, <=2500 : alarm-i ndex 1, event
-index 2 alarm-variable OID tmnx CpmFlashUsed.
1111

Event Id 12 Time Sent : 10/31/2006 08:48:00

Description  : TiIMOS CLI - memory usage alarm r ising event :
value=42841056, >=4000 : alarm- index 3, even
t-index 5 alarm-variable OID sgi MemoryUsed.0

Event Id :5 Time Sent : 10/31/2006 08:48:00

A:ALA-48#
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time
Syntax
Context

Description

Output
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time
show>system
This command displays the system time and zondgumation parameters.

System Time Output — The following table describes system time outpeitis.

Table 39: Show System Time Output Fields

Label Description
Date & Time The system date and time using the current time.zon
DST Active Yes — Daylight Savings Time is currently in effect.

No — Daylight Savings Time is not currently in effect.

Zone The zone names for the current zone, the non-D8&,zznd the DST
zone if configured.

Zone type Non-standard —  The zone is user-defined.
Standard — The zone is system defined.
Offset from UTC The number of hours and minutes added to univérselfor the zone,

including the DST offset for a DST zone

Offset from Non- The number of hours (always 0) and minutes (O—6@@gd to the time

DST at the beginning of Daylight Saving Time and sutied at the end
Daylight Saving Time.

Starts The date and time Daylight Saving Time begins.

Ends The date and time Daylight Saving Time ends.

Sample Output

A:ALA-1# show system time

Date & Time

Current Date & Time : 2006/05/05 23:03:13 DST Ac tive .yes
Current Zone . PDT Offset from UTC :-7:00
Non-DST Zone . PST Offset from UTC :-8:00
Zone type : standard

7210 SAS D, E, K OS Basic System Configurat ion Guide



System Management

DST Zone :PDT Offset from Non-DST : 0:60
Starts . first sunday in april 02:00

Ends : last sunday in october 02:00

A:ALA-1#

A:ALA-1# show system time (with no DST zone configu red)

Date & Time

Current Date & Time : 2006/05/12 11:12:05 DST Active @ no
Current Zone : APA Offset from UTC : -8:0 0

Non-DST Zone : APA Offset from UTC : -8:0 0

Zone Type : non-standard

No DST zone configured

AALA-1#

vwm-shelf

Syntax ~ vwm-shelf vwm-shelf-id [detail]
Context show>system

Description Lists all the shelves connected to the 7210 SA® ol display the administrative and operational
state of the connected shelves.

VWM-Shelf output — The following table describes the VWM-shelf outfietds.

Table 40: Show VWM-shelf Output Fields

Label Description
Shelf-ID Configured shelf-1D for the 1830 VWM shelf conneatte the 7210. It
must match the rotary dial setting on the 1830 cevi
USB/I2C Type of connection used to connect to the 1830 VgWelf.
Admin State The administrative state of the shelf. It is shasrJP if user has

enabled the shelf in the configuration.

Oper State Operational state of the shelf. It is set to uppé admin state is UP and
the 7210 node is able to communicate successfiilythve shelf.

NumberofEquipped Number of line cards in use on the shelf.

slots

Slot-ID Card identifier used to identify the card inseritet the slot #1 of the
1830 device.
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Table 40: Show VWM-shelf Output Fields (Continued)

Label

Provisioned Type

Equipped Type
No of Slots
Part Number
CLEI code
Unit Mnemonic
Serial Number

Manufacturing
Date

Administrative
state

Operational state

Current Alarm
state

Sample Output

Sample output for

Description

User provisioned card-type to identify the modulseirted into the
1830 device.

The card-type currently inserted into the slotlo& 1830 device.
The number of slots available on the 1830 device.

The 1830 VWM CWDM device part number.

CLEI code of the 1830 device.

The Mnemonic string used to identify the card.

The 1830 device serial number.

The manufacturing date of the card.

The administrative state of the 1830 device. Ifshelf or card is pro-
visioned and if no shutdown is executed, the feig displays UP, else
it displays 'Down'.

The operational state of the 1830 device. It iss&IP if the 7210 SAS
device is able to communicate and retrieve infoiomafrom the 1830
device connected to it. It is set to Down otherwise

Displays if alarm is active or cleared.

7210 SAS-E, devices for CWDM:

*A:7210SAS>show>system# vwm-shelf

Shelf Summary

Shelf-ID USB/  Shelf Admin Ope r Number of
OMC  Type State Sta te Equipped slots

7 OMC CWDM UP UP 2

Slot Summary

Slot-ID  Provisioned Equipped Admin Oper
Type State State

1 Not Provisioned SFC1D DOWN DOWN
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2 Not Provisioned SFC2A&B DOWN DOWN
A CwWDM CwDM upP upP

*A:7210SAS>show>system#

show system vwm-shelf 7 detail

Shelf Summary

Shelf-ID USB/  Shelf Admin Ope r Number of
OMC  Type State Sta te Equipped slots

7 OMC CWwWDM upP upP 2

Slot Summary

Slot-ID  Provisioned Equipped Admin Oper
Type Type State State

1 SFC1D SFC1D up UpP

2 SFC2A&B SFC2A&B UP UpP

A CWDM CWDM UpP UpP

1830 VWM Shelf Controller-A Hardware Data

No of Slots 12

Part Number : 3KC19297AAABO1
CLEI code : WOCUAZNUTA
Unit Mnemonic . EC-CW

Serial Number 1 EZ444555666

Manufacturing Date  : 12112000
Administrative state : UP
Operational state :UP
Firmware version e
Current Alarm state  : Cleared

1830 VWM Slot/Module Hardware Data

Slot Number 01

Provisioned type : SFC1D

Equipped type . Equipped (SFC1D)
Part Number 1 3KC19289AEAA01
CLEI code B

Unit Mnemonic : SFC1D

Serial Number :EZ121130171
Manufacturing Date  : 03192012
Operational state :UP

Firmware version [,
Current Alarm state  : Cleared

1830 VWM Slot/Module Hardware Data

Slot Number 12
Provisioned type : SFC2A&B
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Equipped type : Equipped (SFC2A&B)
Part Number : 3KC19289AKAA
CLEI code : WOCUAZNUTA

Unit Mnemonic : SFC2A&B

Serial Number : EZ120630634
Manufacturing Date 12122000
Operational state :UP

Firmware version — : ---------moe-

Current Alarm state  : Cleared

Sample output for 7210 SAS-E, devices for DWDM:

*A:Dut-C# show system vwm-shelf 4

Shelf Summary

Shelf-ID USB/  Shelf Admin Ope r Number of
OMC  Type State Sta te Equipped slots

4 USB DWDM upP UpP 2

Slot Summary

Slot-ID  Provisioned Equipped Admin Oper
Type Type State State

1 SFD4F_R SFD4F_R UP upP

2 SFD8D_R SFD8D_R uprP upP

A DWDM DwWDM UP UP/Active

B DWDM DWDM UP UP/Stanby

*A:Dut-C#

A:Dut-C# show system vwm-shelf 4 detail

Shelf Summary

Shelf-ID USB/  Shelf Admin Ope r Number of
OMC  Type State Sta te Equipped slots

4 USB DWDM UpP UP 2

Slot Summary

Slot-ID  Provisioned Equipped Admin Oper
Type Type State State

1 SFD4F_R SFD4F_R UP upP

2 SFD8D_R SFD8D_R UpP uUpP
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A DWDM DWDM upP UP/Active
B DWDM DWDM upP UP/Stanby

1830 VWM Shelf Controller-A Hardware Data

No of Slots 12

Part Number : 3KC19319AAAA01
CLEI code : WOCUALLUTA
Unit Mnemonic . EC-DW

Serial Number 1 EZ1242A9967

Manufacturing Date 1 13022000
Administrative state : UP
Operational state : UP/Active
Firmware version e
Current Alarm state  : Cleared

1830 VWM Shelf Controller-B Hardware Data

No of Slots 12

Part Number : 3KC19371AAAA01
CLEI code e

Unit Mnemonic . EC-DW

Serial Number : RT135100009

Manufacturing Date  : 13122000
Administrative state : UP
Operational state : UP/Stanby
Firmware version e
Current Alarm state  : Cleared

1830 VWM Slot/Module Hardware Data

Slot Number 01

Provisioned type : SFD4F_R

Equipped type : Equipped (SFD4F_R)
Part Number : 3KC19350ADAA01
CLEI code : WOFFAD8BAA

Unit Mnemonic : SFD4F_R

Serial Number : RT135100001
Manufacturing Date 1 13122000
Operational state :UP

Firmware version [,
Current Alarm state  : Cleared

1830 VWM Slot/Module Hardware Data

Slot Number 12

Provisioned type : SFD8D_R

Equipped type : Equipped (SFD8D_R)
Part Number 1 3KC19350ADAA01
CLEI code : WOFFAD8BAA

Unit Mnemonic . SFD8D_R

Serial Number : RT135100001
Manufacturing Date 1 13122000
Operational state :UP

Firmware version [,
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Current Alarm state  : Cleared

1830 VWM Fan Hardware Data

Slot Number 01

Part Number

CLEI code

Unit Mnemonic

Serial Number

Manufacturing Date
Operational state : DOWN
Firmware version

*A:Dut-C#

time
Syntax  time
Context show
Description This command displays the current day, date, tintktane zone.

The time is displayed either in the local time zonén UTC depending on the setting of the root
level time-display command for the console session.

Output  Sample Output

A:ALA-49# show time
Tue Oct 31 12:17:15 GMT 2006
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Syntax

Context
Description

Output

System Management

tod-suite [detail]
tod-suite associations
tod-suite failed-associations

show>cron
This command displays information on the configuiete-of-day suite.

CRON TOD Suite Output — The following table describes TOD suite outputdgel

Table 41: Show System tod-suite Output Fields

Label Description
Associations Shows which SAPs this tod-suite is associated with.
fgiled-associa- Shows the SAPs or Multiservice sites where the TSdiide could not
tions be applied successfully.
Detail Shows the details of this tod-suite.

Sample Output

A:kerckhot_4# show cron tod-suite suite_sixteen det ail

Cron tod-suite details

Name : suite_sixteen
Type /Id Time-range Prio State

Ingress Qos Policy

1160 day 5 Inact

1190 night 6 Activ
Ingress Scheduler Policy

SchedPolCustl_Day day 5 Inact

SchedPolCustl_Night night 6 Activ
Egress Qos Policy

1160 day 5 Inact

1190 night 6 Activ
Egress Scheduler Policy

SchedPolCustlEgress_Day day 5 Inact

A:kerckhot_4#
The following example shows output for TOD suite@sations.

A:kerckhot_4# show cron tod-suite suite_sixteen ass ociations

Cron tod-suite associations for suite suite_sixteen

Service associations
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Serviceld : 1 Type :VP LS
SAP 1/1/1:1

SAP 1/1/1:2

SAP 1/1/1:3

SAP 1/1/1:4

SAP 1/1/1:5

SAP 1/1/1:6

SAP 1/1/1:20

Number of SAP's : 7
Customer Multi-Service Site associations

Multi Service Site: mss_1 1

Number of MSS's: 1

A:kerckhot_4#

The following example shows output for TOD suitéefd-associations.

A:kerckhot_4# show cron tod-suite suite_sixteen fai led-associations

Cron tod-suite associations failed

tod-suite suite_sixteen : failed association for SA P

Serviceld : 1 Type :VP LS
SAP 1/1/1:2
SAP 1/1/1:3
SAP 1/1/1:4
SAP 1/1/1:5
SAP 1/1/1:6
SAP 1/1/1:20

tod-suite suite_sixteen : failed association for Cu stomer MSS

None

Number of tod-suites failed/total : 1/1

A:kerckhot_4#

Zooming in on one of the failed SAPs, the assigrtmehQoS and scheduler policies are shown as
not as intended:

A:kerckhot_4# show service id 1 sap 1/1/1:2

Service Access Points(SAP)

Service Id 01

SAP 2 1/1/1:2 Encap . g-tag
Dot1Q Ethertype :0x8100 QinQ Ethertype : 0x8100
Admin State :Up Oper State :Up
Flags : None

Last Status Change : 10/05/2006 18:11:34
Last Mgmt Change : 10/05/2006 22:27:48
Max Nbr of MAC Addr: No Limit Total MAC Addr :0
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Learned MAC Addr : 0 Stati ¢ MAC Addr :0

Admin MTU 11518 Oper MTU 11518
Ingress qos-policy : 1130 Egres s qos-policy : 1130
Intend I ng qos-pol *: 1190 Intend Egr qos-po*: 1190
Shared Q plcy :n/a Multi point shared : Disabled
Ingr IP Fltr-Id  : n/a Egr | P Fltr-Id  :n/a

Ingr Mac Fltr-Id : n/a Egr M ac Fltr-Id :n/a
tod-suite : suite_sixteen qing- pbit-marking : both

Egr Agg Rate Limit : max

ARP Reply Agent : Unknown Host Conn Verify : Disabled
Mac Learning : Enabled Disca rd Unkwn Srce: Disabled
Mac Aging : Enabled Mac P inning : Disabled
L2PT Termination : Disabled BPDU Translation : Disabled
Multi Svc Site  : None

I. Sched Pol : SchedPolCustl

Intend | Sched Pol SchedPol Cust 1_Ni ght

E. Sched Pol . SchedPolCustlEgress

Intend E Sched Pol SchedPol Cust 1Egr ess_Ni ght

Acct. Pol : None Colle ct Stats : Disabled
Anti Spoofing : None Nbr S tatic Hosts : 0

A:kerckhot_4#

If a time-range is specified for a filter entry, us ethe show filter command to view

results:

A:kerckhot_4# show filter ip 10

IP Filter

Filter Id : 10 App lied :No

Scope : Template Def . Action : Drop

Entries :2

Filter Match Criteria : IP

Entry 11010

time-range day Cur. Status : Inac tive

Log Id :nla

Src. I[P :0.0.0.0/0 Src .Port  :None

Dest. IP  :10.10.100.1/24 Des t. Port : None

Protocol  : Undefined Dsc o] : Undefined

ICMP Type :Undefined ICM P Code :Undefined

Fragment : Off Opt ion-present : Off

Sampling : Off Int . Sampling : On

IP-Option : 0/0 Mul tiple Option: Off

TCP-syn : Off TCP -ack : Off

Match action : Forward

Next Hop  :138.203.228.28

Ing. Matches : 0 Egr . Matches :0

Entry 11020

time-range ni ght Cur. Status : Active

Log Id :nla

Src. I[P :0.0.0.0/0 Src .Port  :None

Dest. IP  :10.10.1.1/16 Des t. Port  : None

Protocol : Undefined Dsc p : Undefined

ICMP Type : Undefined ICM P Code : Undefined

Fragment : Off Opt ion-present : Off

Sampling : Off Int . Sampling : On
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IP-Option : 0/0 Mul tiple Option: Off
TCP-syn . Off TCP -ack . Off
Match action : Forward

Next Hop :172.22.184.101

Ing. Matches : 0 Egr . Matches :0

A:kerckhot_4#

If a filter is referred to in a TOD Suite assignmerse the show filter associations command to view
the output:

A:kerckhot_4# show filter ip 160 associations

IP Filter

Filter Id : 160 App lied :No
Scope . Template Def . Action : Drop
Entries :0

Filter Association : IP

Tod-suite "english_suite"
- ingress, time-range "day" (priority 5)

A:kerckhot_4#

time-range

Syntax  time-range name associations [detail]
Context show>cron
Description This command displays information on the configuiigte ranges.
Output  Time Range Output — The following table displays system time range atffelds:
Table 42: Show System Time-range Output Fields

Label Description

Associations Shows the time-range as it is associated with BB Suites and ACL
entries as well as the SAPs using them.

Detail Shows the details of this time-range.

Sample Output

The following example shows time-range detail otitpu

A:ala# show cron time-range time-range2 detail

Cron time-range

Name :time-rangel
Periodic : Start****End ** * *
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Absolute :Start****End ****

The following example shows output for time-rangeaxiations with previously created IP and
MAC filters.

A:ala# show cron time-range day associations

Cron time-range associations

Name : day Stat e :Inactive

IP Filter associations

IP filter Id : 10, entry 1010

MAC Filter associations

None

Tod-suite associations

Tod-suite : suite_sixteen, for Ingress Qos Policy " 1160"

Tod-suite : suite_sixteen, for Ingress Scheduler Po licy "SchedPolCustl_Day"
Tod-suite : suite_sixteen, for Egress Qos Policy "1 160"

Tod-suite : suite_sixteen, for Egress Scheduler Pol icy "SchedPolCustlEgress_Day

uptime

Syntax uptime
Context show
Description This command displays the time since the systerntesta
Output  Uptime Output — The following table describes uptime output fields.
Table 43: System Timing Output Fields

Label Description

System Up Time Displays the length of time the system has beein days,
hr:min:sec format.
Sample Output

A:ALA-1# show uptime
System Up Time . 11 days, 18:32:02.22 (hr:m in:sec)

AALA-1#
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sync-if-timing

Syntax
Context
Description

Output
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sync-if-timing

show>system

System Timing Output —

Label

This command displays synchronous interface tinmifigrmation.

The following table describes sync-if-timing outfieids.

Description

System Status CPM A
Reference Input Mode
Reference Order
Reference Input 1

Admin Status

Qualified for Use
Selected for Use
Source Port
Reference Input 2

Not Selected Due to

Quality Level Selec-
tion

System Quiality Level

Rx Quality Level

7210 SAS D, E, K OS Basic System Configurat

Indicates the system status of CPM A.
Indicates the reference input mode.
Indicates the reference order.

Displays information about reference input 1

down — Indicates the refl or ref2 configuratiorad@ministratively
shutdown.

up — Indicates the refl or ref2 configuration isrécistratively
enabled.

diag — Indicates the reference has been forcedjubanforce-refer-
ence command.

Indicates if the reference input 1 (or input 2yjislified for use.
Indicates if reference input 1(or input 2) is sedecfor use.
Displays the source port information.

Displays information about reference input 2.

Indicates the reason if reference input 2 is nietcted.

Note: SSM is supported only on 7210 SAS-D devices.

Indicates whether the gl-selection command has beahled or dis-
abled. If this command is enabled, then the referés selected first
using the QL value, then by the priority referencger. If this com-
mand is not enabled, then the reference is selégtdue priority refer-
ence order.

Indicates the quality level being generated bystystem clock.

Indicates the QL value received on the interface.
e inv - SSM received on the interface indicates an idvade for
the interface type.

< unknown - No QL value was received on the interface.
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Sample output for 7210 SAS-E:

*A:7210-SAS># show system sync-if-timing

System Management

System Interface Timing Operational Info

System Status CPM A
Reference Input Mode
Quality Level Selection
System Quality Level

Reference Order

Reference Input 1
Admin Status
Rx Quality Level
Quality Level Override
Qualified For Use
Selected For Use
Source Port

Reference Input 2
Admin Status
Rx Quality Level
Quality Level Override
Qualified For Use
Selected For Use

Not Selected Due To

Source Port

: Master Locked
: Non-revertive
: Disabled
: unknown

: refl ref2

Lup
: unknown
: none
:Yes
:Yes
1 1/1/4

Jup
: unknown
: none
:Yes
:No
on standby
1 1/1/6

*A:7210-SAS>#

Sample output for 7210 SAS-D:

*7210-SASD># show system sync-if-timing

System Interface Timing Operational Info

System Status CPM A
Reference Input Mode
Quality Level Selection
System Quality Level

Reference Order

Reference Input 1
Admin Status
Rx Quality Level
Quality Level Override
Qualified For Use
Selected For Use
Source Port

Reference Input 2

: Master Locked
: Revertive

: Enabled

:prc

: refl ref2

Lup
:prc
: none
:Yes
:Yes
2 1/1/3
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Admin Status 1up
Rx Quality Level : prc
Quality Level Override : none
Qualified For Use :Yes
Selected For Use :No

Not Selected Due To on standby
Source Port 1 1/1/5

Sample output for 7210 SAS-K:

*A:SAH01-051>show>system# sync-if-timing

System Interface Timing Operational Info

System Status CPM A
Reference Input Mode

: Master Free Ru
. Non-revertive

Quality Level Selection : Disabled
Reference Selected : none
System Quality Level : st3
Reference Order . refl ref2
Reference Input 1
Admin Status . down
Rx Quality Level : unknown
Quality Level Override : none
Qualified For Use :No
Not Qualified Due To disabled
Selected For Use :No
Not Selected Due To disabled
Source Port : None
Reference Input 2
Admin Status : down
Rx Quality Level : unknown
Quality Level Override : none
Qualified For Use :No
Not Qualified Due To disabled
Selected For Use :No
Not Selected Due To disabled
Source Port : None
Reference PTP
Admin Status : down
Rx Quality Level : unknown
Quality Level Override : none
Qualified For Use :No
Not Qualified Due To disabled
Selected For Use :No
Not Selected Due To disabled

*A:SAHO01-051>show>system#

7210 SAS D, E, K OS Basic System Configurat
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chassis

Syntax
Context

Description

Parameters

7210 SAS D, E, K OS Basic System Configuration Guid e

show

System Management

chassis [environment ] [power-supply ]

This command displays general chassis status irftiom

NOTE: The 'environment' option is supported only on 73A®5-E and 7210 SAS-D. The ‘power-
supply’ option is supported only on 7210 SAS-D ETR.

environment —Bisplays chassis environmental status information.

Default

Display all chassis information.

power-supply —Bisplays only power-supply information.

Chassis Output — The following table describes chassis output fields

Label Description
Name The system name for the router.
Type The router series model number.
Location The system location for the device.

Coordinates

CLLI Code

Number of slots

Number of ports

Critical LED
state

Major LED state
Minor LED state
Base MAC address
Part number

CLEI code

Serial number

A user-configurable string that indicates the Gldtasitioning System
(GPS) coordinates for the location of the chassis.
For example:

N 45 58 23, W 34 56 12

N37 37' 00 latitude, W122 22' 00 longitude

N36*39.246' W121*40.121'

The Common Language Location Identifier (CLLI) th@iquely iden-
tifies the geographic location of places and certanctional catego-
ries of equipment unique to the telecommunicatiodsistry.

The number of slots in this chassis that are aviglfor plug-in cards.
The total number includes card slots.

The total number of ports currently installed irstbhassis.

The current state of the Critical LED in this chass

The current state of the Major LED in this chassis.
The current state of the Minor LED in this chassis.
The base chassis Ethernet MAC address.

The part number.

The code used to identify the router.

The part number. Not user modifiable.
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Label

Description (Continued)

Manufacture date

Manufacturing
string

Time of last
boot

Current alarm
state

Number of fan
trays

Number of fans

Operational sta-
tus

Fan speed

Number of power
supplies

Power supply
number

AC power

DC power

Over temp

Status

Sample Output

The chassis manufacture date. Not user modifiable.

Factory-inputted manufacturing text string. Notrusedifiable.

The date and time the most recent boot occurred.

Displays the alarm conditions for the specific lobar

The total number of fan trays installed in this sdia.

The total number of fans installed in this chassis.

Current status of the fan tray.

Half speed —  The fans are operating at half speed.

Full speed — The fans are operating at full speed.

The number of power supplies installed in the cisass

The ID for each power supply installed in the cigass

Within range — AC voltage is within range.

Out of range — AC voltage is out of range.
Within range — DC voltage is within range.
Out of range — DC voltage is out of range.

Within range —
range.

The current temperature is within the acceptable

Out of range —
range.

The current temperature is above the acceptable

Up — The specified power supply is up.

Down — The specified power supply is down.

Note: This CLI output is obtained only if the hardwargparts“DC source failure detectidn

A:7210-SAS-E> show chassis

Chassis Information

7210 SAS D, E, K OS Basic System Configurat
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Name 1 STU2597
Type 1 7210 SAS-E-1
Location :

Coordinates

CLLI code :

Number of slots 12

Number of ports 124

Critical LED state . Red

Major LED state : Off

Minor LED state : Off

Over Temperature state 1 OK
Base MAC address : 00:25:ba:04:b9: bc

Hardware Data

Part number : 3HE04410ABACO1
CLEI code : IPMK310JRA
Serial number :NS1026C0341
Manufacture date : 06292010

Manufacturing string

Manufacturing deviations

Time of last boot :2010/11/09 16:1 2:40
Current alarm state : alarm active

Environment Information

Number of fan trays 01
Number of fans 13

Fan tray number 01
Status Tup

Speed : half speed

Power Supply Information

Number of power supplies  : 2
Power supply number 01
Configured power supply type :dc
Status : failed

DC power : out of range
Input power : out of range
Output power : within range
Power supply number 12
Configured power supply type :dc
Status Lup

DC power : within range
Input power : within range
Output power . within range

A:7210-SAS-E>

A:7210-SAS-D> show chassis
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Chassis Information

Name . 128sasdAc48v257 3
Type 1 7210 SAS-D 6FAT ETR-1
Location :

Coordinates

CLLI code :

Number of slots 12

Number of ports 10

Critical LED state : Off

Major LED state . Off

Minor LED state . Off

Over Temperature state 1 OK

Low Temperature state 1 OK

Base MAC address . 4¢:5f:d2:07:39: do

Hardware Data

Part number : 3BHEO05676ADAA01
CLEI code : IPMSX10BRA
Serial number : NS1139C0070
Manufacture date : 09242011

Manufacturing string

Manufacturing deviations

Time of last boot :2012/04/19 10:4 4:51
Current alarm state : alarm active

Power Supply Information
Number of power supplies 12

Power supply number 01
Configured power supply type : dc (-48V)
Status L up

Power supply number 12
Status : failed
Configured power supply type : ac

A:7210-SAS-D>

A:7210SAS>show# chassis power-supply

Chassis Information

Power Supply Information
Number of power supplies 12

Power supply number 01
Configured power supply type : dc (-48V)
Status L up

Power supply number 12
Status : failed
Configured power supply type : ac

A:7210SAS>show#

Output for Chassis for 7210 SAS-K
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*A:SAH01-051>show# chassis

System Management

Chassis Information

Name : SAH01-051
Type 1 7210 SAS-K-1
Location :
Coordinates
CLLI code :
Number of slots 12
Number of ports :5

System LED state : Amber
Over Temperature state 1 OK
Base MAC address 1 00:03:fa:27:1
Number of MAC addresses 112

Hardware Data
Part number

CLEI code :

Serial number : SAHO01-051
Manufacture date :

Manufacturing string : (Not Specifie
Manufacturing deviations . (Not Specifie
Manufacturing assembly number
Temperature 1 49C

Time of last boot 1 2014/01/14 05
Current alarm state : alarm active

Environment Information

Number of fan trays :0
Number of fans 10

Power Supply Information
Number of power supplies 01

Power supply number 01
Configured power supply type : unknown
Status Tup
DC power : within range

5:4e

d)
d)

:13:50

*A:SAHO01-051>show#

Output for Chassis Environment.

*A:SASE>show# chassis environment

Chassis Information

Environment Information

Number of fan trays 01
Number of fans 13

Fan tray number 01
Status Lup

Speed : half speed
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*A:SASE>show#
Output for older 7210 SAS-E devices without input-dil-detection)

*A:7210-SAS-E# show chassis power-supply

Chassis Information

Power Supply Information
Number of power supplies  :2
Power supply number 01
Defaulted power supply type : none
Status : not equipped
Power supply number 12
Configured power supply type : dc (+24V)
Status T up

*A:7210-SAS-E#

*A:7210-SAS-E# show chassis power-supply

Chassis Information

Power Supply Information
Number of power supplies 12
Power supply number 01
Configured power supply type : ac single
Status L up
AC power . within range
Power supply number 12
Configured power supply type : dc (-48V)
Status L up

*A:7210-SAS-E#

*A:7210-SAS-E# show chassis power-supply

Chassis Information

Power Supply Information

Number of power supplies  :2

Power supply number 01
Configured power supply type : dc (+48V)
Status T up

DC power . within range
Input power . within range
Output power : within range
Power supply number 12
Configured power supply type : dc (+24V)
Status : failed

DC power : out of range
Input power : out of range
Output power : within range

*A:7210-SAS-E#
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alarm-contact-input

Syntax  alarm- contact-input all

Context show>alarm-contact-input

Description This command displays information of all the alaromtact input pins.
Output  alarm-contact-input Output —  The following table describes alarm-contact-inputipait fields.
Label Description
Alarm input pin Number Indicates the pin alarm input pin number.
Alarm input pin Descrip- Describes the alarm indicating its usage or atteibu
tion
Alarm input pin current Indicates the current state of the alarm contagmitin
state pin.
Alarm output pin used Indicates the alarm output pin used.
Last state change time Indicates the previous state change time.

Sample Output

*A:7210-2# show alarm-contact-input 1

Alarm Contact Input

Alarm Input Pin Number 01

Alarm Input Pin Current State : Disabled

Alarm Output Pin Used : Major
*A:7210-2#

*A:7210-2# show alarm-contact-input 1 detail

Alarm Contact Input

Alarm Input Pin Number 01
Alarm Input Pin Description :
Alarm Input Pin Current State : Disabled

Alarm Output Pin Used : Major
Last State Change : 05/19/2010 11:2 8:09
*A:7210-2#
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*A:7210SAS>show# alarm-contact-input console-1

Alarm Contact Input

Alarm Input Pin Number . console-1

Alarm Input Pin Current State : alarm

Alarm Output Pin Used : Major
*A:7210SAS>show#

*A:7210-2# show alarm-contact-input all

Alarm Contact Input

Alarm Input Pin Number 01
Alarm Input Pin Description
Alarm Input Pin Current State : Disabled

Alarm Output Pin Used . Major
Last State Change : 05/19/2010 11:2 8:09
Alarm Input Pin Number 12

Alarm Input Pin Description
Alarm Input Pin Current State : Disabled

Alarm Output Pin Used . Major
Last State Change : 05/19/2010 11:2 8:09
Alarm Input Pin Number 03

Alarm Input Pin Description
Alarm Input Pin Current State : Disabled

Alarm Output Pin Used : Major
Last State Change : 05/19/2010 11:2 8:09
Alarm Input Pin Number 14

Alarm Input Pin Description
Alarm Input Pin Current State : Disabled

Alarm Output Pin Used : Major
Last State Change : 05/19/2010 11:2 8:09
*A:7210-2#
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Debug Commands

sync-if-timing

Syntax  sync-if-timing
Context debug

Description The context to debug synchronous interface timafgrences.

force-reference

Syntax  force-reference {refl | ref2 | ptp}
no force-reference

Context debug>sync-if-timing

Description This command allows an operator to force the systgmshronous timing output to use a specific ref-
erence.

Note: This command should be used for testing and dgibggourposes only. Once the system tim-
ing reference input has been forced, it will natert back to another reference at anytime. The stat
of this command is not persistent between systentsbo

When thedebug force-referencecommand is executed, the current system synchsotiioing out-
put is immediately referenced from the specifiddmence input. If the specified input is not avliéa
(shutdown), or in a disqualified state, the timmgput will enter the holdover state based on tiee p
vious input reference.

Parameters refl — The clock will use the first timing reference.
ref2 — The clock will use the second timing reference.

ptp — The clock will use ptp as a timing reference.

system

Syntax [no] system
Context debug

Description This command displays system debug information.

ntp
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Syntax [no] router router-name interface ip-int-name
Context debug>system

Description This command enables and configures debugging Tét. N
Theno form of the command disables debugging for NTP.
Parameters router-name —Base
Default Base

ip-int-name —maximum 32 characters; must begin with a lettehdfstring contains special
characters (#, $, spaces, etc.), the entire stnngt be enclosed within double quotes.
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Clear Commands

completed

Syntax
Context
Description

Parameters

screen

Syntax
Context

Description

ptp

Syntax

Context
Description

Parameters

sync-if-timing

Syntax

completed [action-name] [owner action-owner]
clear>cron>action
This command clears completed CRON action run hjistatries.
action-name —Specifies the action name.

Values maximum 32 characters
owner action-owner— Specifies the owner name.

Default TiMOS CLI

screen
clear

This command allows an operator to clear the Telnebnsole screen.

ptp inactive-peers
ptp statistics
ptp peer ip_address statistics

clear>system
This command clears PTP statistics.

inactive-peers —Removes PTP peers which are not currently exchgrigirP packets with the
router.

peer ip-address statistics CSlears statistics for the specified peer.

statistics —Clears all ptp statistics.

sync-if-timing  {refl | ref2}

7210 SAS D, E, K OS Basic System Configuration Guid e Page 447



System Commands

Context clear>system

Description This command allows an operator to individuallyaclée-enable) a previously failed reference. As
long as the reference is one of the valid optititis,command is always executed. An inherent
behavior enables the revertive mode which causeseaaluation of all available references.

Parameters refl — clears the first timing reference

ref2 — clears the second timing reference
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FAN CONTROLLER DEBUG COMMANDS

fan-stats

Syntax  fan-stats
Context tools>dump

Description This command provides details of the fan operation.

Sample Output

The following table describes fan-stats outputfiel

Label Description
Fan Configuration Mode Displays the user configured mode for fan operation
can be On/Off/Auto.
Fan Status Displays the current status of the fan. It can bed Off.
Auto Mode Duration Displays the total duration since the fan has been
auto mode.

Displayed in HH:MM format to indicate hours and
minutes. Valid only when the Fan configuration mode
is auto.

Fan ON count Displays the total number of times the Fan has been
switched 'ON' in auto mode. Valid only in auto mode

A:7210SAS# tools dump system fan-stats

Fan Configuration Mode : Auto
Fan Status : Off

Auto Mode Duration : 70 hr:24 min
Fan ON Count : 2

NOTE: When the fan mode is changed by the user, theegalisplayed above are automatically reset
by the software.
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Standards and Protocol Support

Standards Compliance

IEEE 802.1ab-REV/D3 Station and

Media Access Control Connectivity

Discovery

IEEE 802.1d Bridging

IEEE 802.1p/Q VLAN Tagging

IEEE 802.1s Multiple Spanning Tree
(only D,E)

IEEE 802.1w Rapid Spanning Tree
Protocol (only D,E)

IEEE 802.1x Port Based Network Access
Control

IEEE 802.1ad Provider Bridges

IEEE 802.1ag Service Layer OAM

IEEE 802.3ah Ethernet in the First Mile

IEEE 802.3 10BaseT

IEEE 802.3ad Link Aggregation (only
D,E)

IEEE 802.3u 100BaseTX

IEEE 802.3z 1000BaseSX/LX

ITU-T Y.1731 OAM functions and
mechanisms for Ethernet based
networks

IANA-IFType-MIB

IEEE8023-LAG-MIB (only 7210 SAS-
D,E)

ITU-T G.8032 Ethernet Ring Protection
Switching (version 2) (only 7210
SAS-D,E)

Protocol Support

DHCP

RFC 2131 Dynamic Host Configuration
Protocol

RFC 3046 DHCP Relay Agent
Information Option (Option 82)

DIFFERENTIATED SERVICES

RFC 2474 Definition of the DS Field the
IPv4 and IPv6 Headers (Rev)

RFC 2597 Assured Forwarding PHB
Group (rev3260)

RFC 2598 An Expedited Forwarding
PHB

Standards and Protocols

RFC 3140 Per-Hop Behavior
Identification Codes

RFC 4115 A Differentiated Service Two-
Rate, Three-Color Marker with
Efficient Handling of in-Profile
Traffic [Only for 7210 SAS-D]

IPv6 (only 7210 SAS-D, E)

RFC 2460 Internet Protocol, Version 6
(IPv6) Specification

RFC 2461 Neighbor Discovery for IPv6

RFC 2462 IPv6 Stateless Address Auto
configuration

RFC 2463 Internet Control Message

Protocol (ICMPv6) for the Internet

Protocol Version 6 Specification

RFC 2464 Transmission of IPv6 Packets
over Ethernet Networks

RFC 3587 IPv6 Global Unicast Address
Format

RFC 4007 IPv6 Scoped Address
Architecture

RFC 4193 Unique Local IPv6 Unicast
Addresses

RFC 4291 IPv6 Addressing Architecture

RFC 5095 Deprecation of Type 0 Routing
Headers in IPv6

Multicast (only 7210 SAS-D,E)

RFC 1112 Host Extensions for IP
Multicasting (Snooping)

RFC 2236 Internet Group Management
Protocol, (Snooping)

RFC 3376 Internet Group Management
Protocol, Version 3 (Snooping)

NETWORK MANAGEMENT

ITU-T X.721: Information technology-
OSiI-Structure of Management
Information

ITU-T X.734: Information technology-
OSI-Systems Management: Event
Report Management Function

M.3100/3120 Equipment and Connection
Models

TMF 509/613 Network Connectivity
Model

RFC 1157 SNMPv1

RFC 1215 A Convention for Defining
Traps for use with the SNMP

RFC 1907 SNMPv2-MIB

RFC 2011 IP-MIB

RFC 2012 TCP-MIB

RFC 2013 UDP-MIB

RFC 2096 IP-FORWARD-MIB

RFC 2138 RADIUS

RFC 2571 SNMP-FRAMEWORKMIB

RFC 2572 SNMP-MPD-MIB

RFC 2573 SNMP-TARGET-&-
NOTIFICATION-MIB

RFC 2574 SNMP-USER-BASED-
SMMIB

RFC 2575 SNMP-VIEW-BASEDACM-
MIB

RFC 2576 SNMP-COMMUNITY-MIB

RFC 2665 EtherLike-MIB

RFC 2819 RMON-MIB

RFC 2863 IF-MIB

RFC 2864 INVERTED-STACK-MIB

RFC 3014 NOTIFICATION-LOGMIB

RFC 3164 Syslog

RFC 3273 HCRMON-MIB

RFC 3411 An Architecture for
Describing Simple Network
Management Protocol (SNMP)
Management Frameworks

RFC 3412 Message Processing and
Dispatching for the Simple Network
Management Protocol (SNMP)

RFC 3413 Simple Network Management
Protocol (SNMP) Applications

RFC 3414 User-based Security Model
(USM) for version 3 of the Simple
Network Management Protocol
(SNMPv3)

RFC 3418 SNMP MIB draft-ietf-disman-
alarm-mib-04.txt

RFC 3418 SNMP MIB

RADIUS
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RFC 2865 Remote Authentication Dial In
User Service
RFC 2866 RADIUS Accounting

SSH
draft-ietf-secsh-architecture.txt SSH
Protocol Architecture
draft-ietf-secsh-userauth.txt SSH
Authentication Protocol
draft-ietf-secsh-transport.txt SSH
Transport Layer Protocol
draft-ietf-secsh-connection.txt SSH
Connection Protocol
draft-ietf-secsh- newmodes.txt SSH
Transport Layer Encryption Modes

TACACS+
draft-grant-tacacs-02.txt

TCP/IP

RFC 768 UDP

RFC 1350 The TFTP Protocol

RFC 791 IP

RFC 792 ICMP

RFC 793 TCP

RFC 826 ARP

RFC 854 Telnet

RFC 1519 CIDR

RFC 1812 Requirements for IPv4
Routers

RFC 2347 TFTP option Extension

RFC 2328 TFTP Blocksize Option

RFC 2349 TFTP Timeout Interval and
Transfer Size option

Timing (Only on 7210 SAS-D ETR and
SAS-K)

ITU-T G.781 Telecommunication
Standardization Section of ITU,
Synchronization layer functions,
issued 09/2008

ITU-T G.813 Telecommunication
Standardization Section of ITU,
Timing characteristics of SDH
equipment slave clocks (SEC),
issued 03/2003.

GR-1244-CORE Clocks for the
Synchronized Network: Common
Generic Criteria, Issue 3, May 2005

ITU-T G.8261 Telecommunication
Standardization Section of ITU,
Timing and synchronization aspects
in packet networks, issued 04/2008.
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ITU-T G.8262 Telecommunication
Standardization Section of ITU,
Timing characteristics of
synchronous Ethernet equipment
slave clock (EEC), issued 08/2007.

ITU-T G.8264 Telecommunication
Standardization Section of ITU,
Distribution of timing information
through packet networks, issued 10/
2008.

IEEE Std 1588™-2008, IEEE Standard
for a Precision Clock
Synchronization Protocol for
Networked Measurement and
Control Systems. (only on 7210
SAS-D ETR)

TIMETRA-SYSTEM-MIB.mib
TIMETRA-TC-MIB.mib
TIMETRA-VRTR-MIB.mib

Proprietary MIBs
ALCATEL-IGMP-SNOOPING-
MIB.mib
TIMETRA-CAPABILITY-7210-SAS-E-
V5v0.mib (Only for 7210 SAS-E)
TIMETRA-CAPABILITY-7210-SAS-D-
V5v0.mib (Only for 7210 SAS-D)
TIMETRA-CHASSIS-MIB.mib
TIMETRA-CLEAR-MIB.mib
TIMETRA-DOT3-OAM-MIB.mib
TIMETRA-FILTER-MIB.mib
TIMETRA-GLOBAL-MIB.mib
TIMETRA-IEEE8021-CFM-MIB.mib
TIMETRA-LAG-MIB.mib (only on 7210
SAS-D,E)
TIMETRA-LOG-MIB.mib
TIMETRA-MIRROR-MIB.mib
TIMETRA-NTP-MIB.mib
TIMETRA-OAM-TEST-MIB.mib
TIMETRA-PORT-MIB.mib
TIMETRA-QOS-MIB.mib
TIMETRA-SAS-ALARM-INPUT-
MIB.mib
TIMETRA-SAS-FILTER-MIB.mib
TIMETRA-SAS-IEEE8021-CFM-
MIB.mib
TIMETRA-SAS-GLOBAL-MIB.mib
TIMETRA-SAS-LOG-MIB.mib.mib
TIMETRA-SAS-MIRROR-MIB.mib
TIMETRA-SAS-PORT-MIB.mib
TIMETRA-SAS-QOS-MIB.mib
TIMETRA-SAS-SYSTEM-MIB.mib
TIMETRA-SCHEDULER-MIB.mib
TIMETRA-SECURITY-MIB.mib
TIMETRA-SERV-MIB.mib

Standards and Protocols



INDEX

A configuring 87

command reference 93
copying files 89
creating directories 88

auto mode 117

B displaying information 91
BOF moving files 90
overview removing/deleting 90
image loading
persistence 125 |
_sa\(lngaconflguratlon 147 image loading 118
configuring
accessing L
the CLI 141
console connection 141 lidp 289
basic 135
BOF parameters 144 M
command reference 153
management tasks 145 manual mode 115
overview 134
rebooting 150 S
searching for BOF file 138 System
overview
Cc backup config files 258
CLI CLLI 182
usage conta(_:t 180
basic commands 22 coordinates 181
command prompt 29 location 181
displaying context configurations 30 name 180 _
displaying help 27 saving configurations 212, 230
entering CLI commands 34 ‘time 183
environment commands 25 configuring
exec 33 basic 231
monitor commands 26 command reference
navigating 20 adm|n|str§1t|o_n commands 286
structure 18 synchro_nlzatlon'commands 288
system information commands 279
F system time commands 282, 283
revert 271
File system system administration parameters 259
overview system parameters 233
compact flash devices 82 system time elements 237
URLs 84 timing 268

7210 SAS D, E, K OS Basic System Configuration Guid e Page 453



Index

Page 454 7210 SAS D, E, K OS Basic System Configuration Guid e



	7210 SAS D, E, K OS Basic System Configuration Guide
	Table of Contents
	List of Tables
	List of Figures
	Preface
	Getting Started
	Alcatel-Lucent 7210 SAS-Series System Configuration Process

	CLI Usage
	CLI Structure
	Navigating in the CLI
	CLI Contexts
	Basic CLI Commands
	CLI Environment Commands
	CLI Monitor Commands

	Getting Help in the CLI
	The CLI Command Prompt
	Displaying Configuration Contexts
	EXEC Files
	Entering CLI Commands
	Command Completion
	Unordered Parameters
	Editing Keystrokes
	Absolute Paths
	History
	Entering Numerical Ranges
	Pipe/Match
	Redirection

	Basic Command Reference
	Basic CLI Commands
	Global Commands
	CLI Environment Commands
	Monitor CLI Commands
	Show Commands


	File System Management
	The File System
	Compact Flash Devices
	USB Storage Device
	URLs
	Wildcards

	File Management Tasks
	Creating Directories
	Copying Files
	Moving Files
	Removing Files and Deleting Directories
	Displaying Directory and File Information

	File Command Reference
	Configuration Commands
	File System Commands
	File Commands


	Boot Options
	System Intialization
	Flash Contents of the node shipped from factory
	System Boot Options on 7210 SAS-D and 7210 SAS-E devices
	System Boot Options on 7210 SAS-K devices
	Storage locations for index files (ndx, sdx) and images for 7210 SAS-K

	Manual Mode
	Auto Init

	Configuration and Image Loading
	Ping Check in auto-init mode
	Configuration Guidelines for use of Auto-init and Manual mode
	Persistence
	Configuration guidelines for use of software images with the 128MB 7210 SAS-D platform
	Out-of-band (OOB) Ethernet Management Port
	Configuration Guidelines for use of IPv6 for out-of-band management of the node
	Security for Console Port and Ethernet Management Port
	Reset the node to factory default setting


	Initial System Startup Process Flow
	Configuration Notes
	Configuring Boot File Options with CLI
	BOF Configuration Overview
	Basic BOF Configuration
	Common Configuration Tasks
	Searching for the BOF
	Accessing the CLI
	Console Connection


	Configuring BOF Parameters
	Service Management Tasks
	System Administration Commands
	Viewing the Current Configuration
	Modifying and Saving a Configuration
	Deleting BOF Parameters
	Saving a Configuration to a Different Filename
	Rebooting


	BOF Command Reference
	Configuration Commands
	File Management Commands

	BOF Processing Control
	Console Port Configuration
	Image and Configuration Management
	DNS Configuration Commands
	Show Commands

	System Management
	System Management Parameters
	System Information
	System Name
	System Contact
	System Location
	System Coordinates
	Naming Objects
	Common Language Location Identifier

	System Time
	Time Zones
	Network Time Protocol (NTP)
	SNTP Time Synchronization
	CRON


	High Availability
	HA Features
	Redundancy


	Temperature Threshold Alarm and Fan Speed
	Network Synchronization
	Central Synchronization Sub-System
	Synchronizations Option available on 7210 SAS platforms
	Synchronization Status Messages (SSM)
	Synchronous Ethernet
	Clock Source Quality Level Definitions

	IEEE 1588v2 PTP
	PTP Clock Synchronization
	Performance Considerations
	PTP Capabilities
	PTP Ordinary Slave Clock For Frequency

	PTP Boundary Clock for Frequency and Time
	Configuration guidelines and restrictions for PTP on 7210 SAS-D ETR
	Configuration to change reference from SyncE to PTP on 7210 SAS-D ETR

	Management of 1830 VWM
	Introduction to Management of 1830 VWM device
	Feature Description
	1830 CWDM shelf layout and description
	1830 DWDM shelf layout and description

	Configuration Guidelines and Restrictions
	LED functionality


	Link Layer Discovery Protocol (LLDP)
	System Resource Allocation
	Allocation of Ingress Internal TCAM resources
	Allocation of Egress Internal TCAM resources
	System Resource Allocation Examples


	System Configuration Process Overview
	Configuration Notes
	General

	Configuring System Management with CLI
	System Management
	Saving Configurations

	Basic System Configuration
	Common Configuration Tasks
	System Information
	System Information Parameters
	Coordinates
	System Time Elements

	Configuring Backup Copies

	System Administration Parameters
	Validating the Golden Bootstrap Image
	Updating the Golden Bootstrap Image
	Disconnect
	Set-time
	Display-config
	Tech-support
	Save
	Reboot
	Post-Boot Configuration Extension Files


	System Timing
	Edit Mode
	Configuring Timing References
	Using the Revert Command

	Configuring System Monitoring Thresholds
	Creating Events
	System Alarm Contact Inputs
	Configuring an Alarm Input in 7210 SAS-D and 7210 SAS-K devices


	Configuring 1830 VWM
	Configuring LLDP
	System Command Reference
	Command Hierarchies

	System Command Reference Descriptions
	Generic Commands
	System Information Commands
	System Alarm Commands
	PTP Commands
	Date and Time Commands
	System Synchronization Commands
	Generic Commands
	System Administration Commands
	System Alarm Contact Commands
	LLDP System Commands
	LLDP Ethernet Port Commands
	System Resource-Profile Commands
	Fan Controller Commands

	Show Commands
	System Commands

	Debug Commands
	Clear Commands
	Fan Controller debug commands


	Standards and Protocol Support
	Index


