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1.0

Overview

FDA has been working with the Gateway software vendor to modernize the FDA ESG WebTrader
functionality. The new WebTrader application will provide an improved user experience over the
existing WebTrader application by:

Improving the look and feel of the graphical user interface (Ul) through the use of latest
technologies

Eliminating the need for JRE/ICE installation. Instead of JRE/JCE users will need to install a
onetime install package which is downloadable from the WebTrader Ul

Expanding the supported browsers to Edge, Mozilla Firefox, and Google Chrome

Improve performance by allowing for concurrent file uploads

The My FDA Submissions page has been replaced by the Sent Items page for easy viewing of
recent submissions along with their corresponding receipts and acknowledgements

The Other Documents folder has been replaced with the Inbox for easy viewing of recent
submissions, receipts and acknowledgements

The intended audience of this document is anyone who has access to the WebTrader application.

1.1

Purpose

The purpose of this document is to provide steps for using the new WebTrader application

1.2

Responsibilities

The following parties have responsibilities for the New WebTrader testing

1.3

FDA: maintain and update documentation, assist in testing and assist testers with questions,
comments and concerns
Industry: test and use the new WebTrader application and submit any issues and comments.

Axway (software vendor): resolve application issues

System Requirements

In order to make submissions using the WebTrader, users must have the following:

Windows 7 (or above) Operating System
Supported Web Browsers: Internet Explorer 11, Edge, Mozilla Firefox and Google Chrome
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2.0 Download and Install the WebTrader Client

In order to install the new FDA ESG WebTrader 2.0 Client on your machine please go to perform the
following steps
1. Goto https://esg.fda.gov/login

2. Insert your current WebTrader Production User ID and Password. If you do not know your
current WebTrader Production User ID, please send an email to ESGHelpDesk@fda.hhs.gov.

3. Click the check box next to “I agree to the terms set forth in the Rules of Behavior. View Rules of
Behavior” and click the “Log in” button

FDA ELECTRONIC
SUBMISSIONS GATEWAY

TEST

agree to the terms set forth in the Rules
dgnZehavior. View Rules of Behavior

4. Determine if your Windows operating system is 32-bit or 64-bit
a. Click on the Start Menu
b. Single right click on “Computer”
c. Click on “Properties
d. Look for “System type”

View basic information about your computer

Windows edition
Windows 7 Enterprise
Copyright © 2009 Microseft Corporation. All rights reserved.

Service Packl

System
Manufacturer: Food and Drug Administration
Model: 2014R2b - {12/07/2015)
Rating: System rating is not available
Processor: Intel(R) Core(TM) i7-5600U CPU @ 260GHz 260 GHz

Installed memory (RAM):  16.0 GB (15.9 GB usable)

‘ System type: 64-bit Operating System 6/—/

Pen and Touch: Touch Input Available with 10 Touch Points

5. After determining your Windows operating system type, click the “Copy to clipboard” button
and download the required Installer by clicking on the correct link:
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What's new?

- Updated look and feel

- Alerts [IIENE]

» Renamed "My Submissions” to "Sent ltems"

» Renamed "Other Documents" to "Inbox"

- Simplified viewing of sent item status

- Renamed "To" to "Recipient” and "From" to "Sender"

Supported browsers:

- Internet Explorer 11
» Mozilla Firefox
= Google Chrome

Do you send documents?

If you wish to send documents from this device, you must install additional software,
known as "User Services," that supports the display and execution of sending
operations. You can click the link below to install now, or you can wait until the first time
you attempt to send and install when prompted

Note: You do not need to download the client if you will not be sending decuments from
this device

Download Windows 32-bil |nstaller

Download Windows 64-bit Installer

Installation Instructions:

During the installation process, ¥qu will need to enter the following URL when prompted
for "Host URL" s0 that the WebTrads{ servers can connect with your User Services
application. Press 'Copy to clipboard’ ahd paste the URL into the "Host URL" field during

installation
Host URL:
nrtps:ffesgdev.fda.goww.'enemalfconﬁg.fsettlngs‘ Copy to clipboard ))
[ |Don't show this again ( Close )l

6. Click the down arrow to the right of the “Save” button and select “Save As”. Save to your
computer’s Desktop or a location that is easily accessible:

Do you want to run or save WebTraderClientWin64Installer.exe from esgdev.fda.gov?

@' This type of file could harm your computer, Run Save Cancel

7. Double click on WebTraderClientWin64Installer.exe downloaded in the previous step.
8. Click the “Run” button

Do you wanl to run this file?

@ Name: ..nR\Desktop\WebTraderCliertWin64Irstaller.exs
Putlisher: Awxway Inc
Type: Application

From: Ci\Users\KahnR\Desktop\WebTraderClientWing...

‘I}Hurl ]l Carel
N——

i = 1 While files from the Intemet can be useful, thisfile type can
“ﬂ potentially harm your computer. Only run software from pablishers
b yenrtnigt What's the rske?
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9. The application will begin the installation process:
[ installd] Wizard o= [ |

WebTrader Client is preparing the install4j Wizard
which will guide you through the rest of the setup
process,

E_ |L°1“‘;’ﬂ

10. Select the “Current User” radio button and click the “Next >” button:

4 Setup - WebTrader Client 2.2.0-1 = = |

Select Installation Type
Which type of installation should be performed?
e

Select the type of installation that you want to perform. Clide Next when you are ready to
continue.

OY Jcurrent user]

Install for current user anly
r:;*kﬂusers[._." inistrative privil
Install for all users

~

11. The WebTrader Client Setup Wizard will appear, click the “Next >” button:

= ™
] Selup - WebTrades Client 2.2.0-1 = IM-M

Welcome to the WebTrader Client Setup
Wizard

This will install WebTrader Client on your computer. The wizard will
lead you step by step through the instalation.

Click Next t» continue, or Cancel to exit Setup.

N
Next> | J Cancel |
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12. Select the destination where you would like the Client to be installed and click the “Next >”
button:

T ™y
4] Setup- WebTrader Client 2.2.0-1 (=]=] = ]
Select Destination Directory i
Where should WebTrader Client be instdled? e
[—

Select the folder where you would ke webTrader Client to bz Instaled, thzn dick Next.

Destination directory

=Y leere\KahnR Yappna-aY ncTJ\.Drnf_wam!:\lﬂ-deFrl:’fﬁF

Required disk space: 252 MB
Free dsk space: 30 GB

G (o)

13. Paste the URL from step #5 and click the “Next >” button.

& Setup - WebTrader Client 2.2.0-1 | = J

il
WebTrader Client LR
Fetch settings from WebTrader server :
——

Here is where you will paste the Host URL string that you copied to your dipboard prior to
downloading the current installer, Make sure to paste the complete text string in the URL text
field below and then didk next.

Host URL: |https:f/esgdev. fda.gov v 1fexternal config/settngs

(oo e )
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14. If you would like a desktop icon, click the checkbox and click the “Next >” button

-
%1 Setup - WebTrader Client 2.2.0-1

Select Additional Tasks
‘Which additional tasks should be performed?

then dick Next.

[7] Create a desktop icon

Select the additional tasks you would like Setup to perform while installing WebTrader Client,

) oo |

15. Select the Start Menu Folder where you’d like the Client to be installed and click the “Install”

button:

&1 Setup - WebTrader Client 2.2.0-1

=

Select Start Menu Folder
Where should Setup place the program's shortcuts?

then dick Mext.
[7] Create a Start Menu folder

ebTrader Client]

Select the Start Menu folder in which you would like Setup to create the program's shortcuts,

&

Accessories
ActivIdentity
Administrative Tools
Adobe Acrobat X

Adobe LiveCycle ES2
Check Point

Cisco

Cisco Jabber

Cisco Systems VPN Client
eRoom 7

FDA Submission Software
Java

m

==
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16. After the client has been installed, click the “Finish” button:
rg Setup - WebTrader Client 2.2.0-1 (=@ = )

Completing the WehTrader Client Setup
Wizard

Sahup hes finished netalling WehTrad=r Cliert an yoor compiiter.
The applcaton may be launchad by szlecting the installzd izons.

Uick Hinish o exit tetud.

17. After installation you will be prompted with the following window, please click the “Yes” button

I Security Warning I .|1

i You are about to install a certificate from a certification authority (CA)
2. claiming to represent:

Webtrader Local Client Root Certification Authority

Windows cannot validate that the certificate is actually from
"Webtrader Local Client Root Certification Autherity”. You should
confirm its origin by contacting "Webtrader Local Client Root
Certification Authority”, The following number will assist you in this
process:

Thumbprint (shal): 4F869728 32 CE3DED 35C8DESC 81E27840 A4EAMILE

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an uncenfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Page 9 of 18




3.0 Make WebTrader Submissions

3.1 Make a Single WebTrader Submission

In order to make a single ESG submission via WebTrader, please perform the following steps:
1. Goto https://esg.fda.gov/

a. Insert your Production User ID
b. Insert Production Password
c.

Rules of Behavior” and click the “Log in” button

FDA ELECTRONIC
SUBMISSIONS GATEWAY

@ agree o the lems set forth in the Rules

dhgenavior, View

Click the check box next to “l agree to the terms set forth in the Rules of Behavior. View

2. When you log into WebTrader you will see the Welcome Screen. Review the messages and click
the “Close” button

Wha

Do y
Ifyou

opera

Note:

Install

install
Host

Welcome to WebTrader 2.2!

- Updated look and feel

- Alerts

« Renamed "My Submissions" to "Sent ltems”

= Renamed "Other Documents” to "Inbox™

. Simpl\ﬂed viewing of sent item status

» Renamed "To" to "Recipient“ and "From" to "Sender”

Supported browsers:

known as "User Services," that supports the display and execution of sending
you attempt to send and install when prompted

this device.
., Download Windows 32-bit Installer

. Download Windows 64-bit Installer

During the installation process, you will need to enter the Tollowing URL when prompted

[ ]Don't show this again

t's new?

Internet Explorer 11
Mozilla Firefox
Google Chrome

ou send documents?

wish to send documents from this device, you must install additional software,

tions. You can click the link below to install now, or yoy can wait until the first time

‘You do not need to download the client if you will not b sending documents from

ation Instructions:

ation.
URL:
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3. To make a submission, click the “Send Document” button in the left hand window frame:

= = WebTrader

ﬂ 8end Document Inbox

Q izt |:| Document Name Sender

€, In Progress

4. From the Send Document page, perform the folloiwng steps:

a. Select a Center, by clicking on the down arrow to the right of *Center

b. Select a Submission Type, by clicking on the down arrow to the right of *Submission
Type

c. Select the file(s) or folder(s) to be uploaded by clicking on “Add documents”
Select the signing certificate by clicking on the Signing Certificate link. (You can use your
current ESG certificate)

e. Insert the signing certificate password to the right of Certificate Password

f. Click the “Send” button

= = WebTrader

Send Document

Routing Information

Recipient: FDATST

*Center: 2nd_Gen_Test O

*Submission Type: 2nd_Gen_Test

Document Selection

*Documents: 1 directory has been selected

ChUsersiKahnRyDesktop\Submissions by Center and Submission Type\CDER

(1) Add documents Remove all documents

Document Signing

*Signing Certificate: H:My certs\Ryan Password.p12 {Select a different certiﬁcate’

Certificate Password: |
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5. When making your first submission, you may be prompted with the following window, click the

trust certificates button

v Certificate 1

Details

validity

Signature

> Cerfificate 2

> Certificate 3

> Ceriificate 4

Subject:

Issuer:

Serial Mumber:

Valid From:

Walid To:

Algorithm:

Public Key Algorithm:
MD5 Fingerprin
ShA1 Fingerprint:

Self-Signed:

/™ Untrusted Certificate Chain

cn=esgdev.fda.gov,o=US Dept of Health and Human Services |=Rockville st=Ma
ryland.c=US

cn=Entrust Certification Authority - L1K.ou=(c) 2012 Entrust, Inc. - for authorized
use only ou=See www entrust net/legal-terms, o=Entrust, Inc. c=US

00:E4:92:EE:CD:86:0F:84:62:00:00:00:00:50:DA2A:47

Oct 26th 2016, 11:47:25 am

Oct 29th 2017, 12:17:24 pm

sha256WithRSAEncryption
RSA
A99D:6F-5E:B2:DA2A2F-T467-ABTO-AG0EFZ21D

6 7C:DFE1:81:46:1D:F0:90-A4:EC.77:6F:8B:75:11:15:20:D6:58

{ Trust cerﬁ'ﬁtes) (" Do not trust ;I

3.2 Make a Multiple WebTrader Submissions

In order to make multiple concurrent ESG submissions via WebTrader, please perform the following

steps:

1.

Perform all steps in section 3.1

2. Perform all steps in section 3.1 as many times as needed
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3. If a previous submission is still in progress you will see the following notification

— “;‘1“ WebTrader

Send Document

Alerts ~ Your upload has been added to the queue. Completed uploads can be viewed in your "Sent Hems" folder.

A
<

In Progress

4. To view all In Progress submissions, click the “In Progress” link in the left hand window frame:

tatus Time Remaining

Signing... 44 zeconds

Pending —

Pending —

E Sent liems
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4.0 View WebTrader Submissions

In order to view Submissions, Receipts and Acknowledgements via WebTrader, please perform the
following steps:
1. Goto https://esg.fda.gov
a. Insert your Production User ID

b. Insert Production Password
c. Click the check box next to “l agree to the terms set forth in the Rules of Behavior. View
Rules of Behavior” and click the “Log in” button

FDA ELECTRONIC
SUBMISSIONS GATEWAY

@ agree lo the lenms sel forth in the Rules
Ingenavior, View R f Behav

2. When you log into WebTrader you will see the Welcome Screen. Review the messages and click
the “Close” button

Welcome to WebTrader 2.2!

What's new?

= Updated look and feel

- Alerts

= Renamed "My Submissions" to "Sent ltems"

» Renamed "Other Documents” to "Inbox"

= Simplified viewing of sent item status

= Renamed "To" to "Recipient" and "From" to "Sender"

Supported browsers:

= Internet Explorer 11
+ Mozilla Firefox
= Google Chrome

Do you send documents?

IT you wish to send documents from this device, you must install additional software,
known as "User Services," that supports the display and execution of sending
operations. You can click the link below to install now, or yoy can wait until the first time
you attempt to send and install when prompted
Note: You do not need to download the client if you will not b4 sending documents from
this device.

), Download Windows 32-bit Installer
b, Download Windows 64-bit Installer

Installation Instructions:

During the installation process, you will need to enter the following URL when prompted

installation.
Host URL:

[]Don't show this again
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3. To view Submissions, Receipts and Acknowledgements click on “Sent Items” in the left hand

window frame:

}»" WebTrader

Alerts Status

Uptbaded

In Progress

N O O

Uploaded
Inbox

Uploaded
Sent Hems
Uploaded
Uploaded
Uploaded
Uploaded

Uploaded

Delivered

O 0Ooooogoao

Sent ltems 5 recuits

Document Name

aaa - Copy.zip
Test - Copy.zip
111.zip

111 - Copy.zip

Extranet-A_09_0C-0243_ESG - Copy - Copy (2).vsd

asa.zip
E

Test - Copy.zip

FDSWWV01078 Breakfix for IMAP Access - Copy.vsd

4., Under the “Document Name” column, click on the link for the submitted document.

Submissions that have Receipts and Acknowledgements , will have a status of “Delivered”:

?-"‘ WebTrader

Alerts Status

In Progress Uploaded

Uploaded
Inbox

Uploaded
Sent ltems
Uploaded
Uploaded
Uploaded
Uploaded
Uploaded

Delivered

Delivered

Ooo/O00000COODOOoOQDZOoQoao

Delivered

Sent ltems 26 resuits

Document Name

aaa - Copy.zip

Test - Copy.zip

111.zip

111 - Copy.zip
Extranet-A_09_0OC-0243_ESG - Copy
aaa.zip

111.zip

Test - Copy.zip
FDSWWV01078 Breakfix for IMAP Acce:
FD'SWWV01078 Breakfix for IMAP Acce:

FD'SWWV01078 Breakfix for IMAP Acce:

(1.0) oz ey
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After clicking on the link for the Document Name, the Document Details window will appear:

Document Details

v Acknowledgement

File Name: ci1482264261102.329583@fdsuv05627_te1.txt
Status: Delivered

Date: Dec 20th 2016, 3:32:11 pm

File Size: 187 bytes

Submission Message |d: <1549496290.4.145226424T05T@OCLO164415=
Sender: FDATST

Recipient: Ryan Kahn GNSI

> Receipt

» Sent Details

iy

(/ Close |

In order to see the Submission, Receipt, or Acknowledgement details, click on the link for

Submission, Receipt, or Acknowledgement:

Document Details

> Acknowledgement

> Receipt

> Sent Details

( cose )
. vy

The Document Details will be displayed. You may view, download or print the Receipt or

Acknowledgement details by clicking on the icons to the right of the file name:

Document Details

v Acknowledgement

File Name: ci1432264261102.329558@fdsuv05627_te1 bt
Status: Delivered

Date: Dec 20th 2016, 3:32:11 pm

File Size: 187 bytes

Submission Message Id: <15494596290.4.1452264247057@OCLO164415=
Sender: FDATST

Recipient: Ryan Kahn GNSI

> Receipt

> Sent Details

’
(

P Y
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5.0 Mapping Missing Drives
When logging into the new WebTrader, some drives may not be mapped initially. In order to map
missing drives:

1. Click on the down arrow next to your username

2. Click on Advanced Settings in the left nav pane
3. Click on Favorite Paths

WebTrader R WE;
Advanced Settings ¢ Favorite Paths I Logout
My SSL Certificates & User Seffifigs
Upload 5L Certificate Test Files deleted. £ Advanced Settings
Generate SSL Certificate Help Index
Name Path Public AuthReg Actions
SSL Configuration Help for this Page

Server Cipher Suites No records were found. New in this Version

Client Cipher Suites About

Proxy Configuration

Favorite Paths '

The Favorite Path screen will appear. Click on the “+” below your Username:

& Favorite Paths > O

Add all pertinent data and click the “Save” button.

Note: Mapped drive access requires that the Windows file servers have “SMB 1.0 / CiFS File Sharing
Support” enabled. Windows 2008 servers typically have this enabled. It is more likely that it might not
be enabled on Windows 2012 servers. If “SMB 1.0 / CiFS File Sharing Support” is enabled you should see
all of your drives in WebTrader:
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Remove features

Eefore You Begin
Sarver Salastion Features
Server Roles i [
_ AAS Connection Mansg T {CMa
| | Remote Assstance [No
L Remcts Chfferentinl Compreanion (Mot installed)
| Reamote Sarver Admnmtration Toals (Mot nstallsd
] RPE oier BTTR Prooy (Mot mnstalled)
L | Simple TCPAP Sernces (Not installed)
[ SME 10/CIFS File Sharing Support =
"] 4MB Bandwidth Limat (Mot instslled)
| SMTP Server (Mot instalhed} .
| SHMP Service (Mot installed)
Tetnet Client (Mot snstalled)
1 Tednet Server [Not installed)
L1 TFTP Chent (Mot installed)
b [W] User interfaces and Infrastructure -
[<] " ] >

To remove ane or more installed features from the selected senver, clear thewr check boxes.

DESTIMATICN SESVER
windowi 1 HUsb phoc oy ind

Description

MET Framiework 3.5 combinegs the
power of the MNET Framewark 2.0
APls with new technologies for
building applications that offer
appesiing user interlaces, protect
your customers’ personal identity
mfgrmation, enable seamless and
Lagure communication, and provide
the ability to model a range of
business processes.
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