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Preface

Purpose of this manual

This manual and describes the function and the manner of working of the system SICAM
AK 3. It is intended for sales and purchase purposes as well as for users.

The manual provides diversely detailed information and overviews:

Installation of the board racks

Installation of system components and and accessories

System components with interface descriptions and external circuitry
Guideline for the engineering of the system

Instructions for operation and maintenance

Target Group

This manual is intended for persons who are entrusted with installation, operation and service
of SICAM AK 3 systems.

Within this manual there are hints how to obtain information or files via the internet. If you
have no access please consult your project manager at Siemens.

Recommendations for Third-Party Products

Siemens does neither receive liability nor warranty for recommendations which are given or
implied by this manual. For the correct and intended use of the respective product the associ-
ated technical descriptions must be paid attention to in any case.

References to Third-Party Web Sites

Siemens is not responsible for the contents of third-party websites mentioned in this docu-
ment, as well as the correctness of the publications and links. For all product information the
respective manufacturer is responsible.
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Placement into the Information Landscape

Document name Item Number
SICAM AK 3 System Description MC2-021-2
SICAM RTUs Platforms = Configuration Automation Units and Automation DCO0-021-2
Networks

SICAM RTUs = Ax 1703 Common Functions Protocol Elements DC0-023-2
SICAM RTUs Common Functions System and Basic System Elements DCO0-015-2
SICAM RTUs Common Functions Peripheral Elements according DCO0-011-2
to IEC 60870-5-101/104

SICAM RTUs Safety Manual DCO0-117-2
Folder SICAM TOOLBOX I M30-001-3
SICAM RTUs |EC 60870-5-101/104 Interoperability DC0-013-2
SICAM RTUs |EC 60870-5-103 Interoperability DC0-026-2
SICAM RTUs TG800 Interoperability DCO0-041-2
SICAM RTUs DNP3 Interoperability DCO0-046-2
SICAM RTUs MODBUS Interoperability DCO0-073-2
Ax 1703 IEC 60870-5-101/104 Interoperability DAO0-046-2

You find current product information on our website: www.siemens.com/sicam.

Further Support

For more information, please contact our Customer Support Center:
Phone: +49 (0)180 524 70 00(1Fax: +49 (0)180 524 24 71

(charges depending on provider)

e-mail: support.ic@siemens.com

The Siemens Power Academy offers a comprehensive program of professional training events
in the fields of power generation, distribution and transmission.

Main training centers are:

Nuremberg, Germany (Head Office) Vienna, Austria
Phone: +49 911 433 7415 Phone: +43 51707 31143
Fax: +49 911 433 5482 Fax: +43 51707 55243
power-academy.ptd@siemens.com power-academy.at@siemens.com
Schenectady, NY, USA Hebburn, United Kingdom
Phone: +1 518 395 5005 Phone: +44 1914 953449
Fax: +1 518 346 2777 Fax: +44 1914 953693
pti-edpro.ptd@siemens.com pti-training.stdl.uk@siemens.com
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Preface

Notes on Safety

This manual does not constitute a complete catalog of all safety measures required for operat-
ing the equipment (module, device) in question because special operating conditions might
require additional measures. However, it does contain notes that must be adhered to for your
own personal safety and to avoid damage to property. These notes are highlighted with a
warning triangle and different keywords indicating different degrees of danger.

Danger

means that death, serious bodily injury or considerable property damage will occur, if the appropriate
precautionary measures are not carried out.

>

Warning

means that death, serious bodily injury or considerable property damage can occur, if the appropriate
precautionary measures are not carried out.

Caution

means that minor bodily injury or property damage could occur, if the appropriate precautionary measures
are not carried out.

Hint
is important information about the product, the handling of the product or the respective part of the docu-
mentation, to which special attention is to be given.

Qualified Personnel

Commissioning and operation of the equipment (module, device) described in this manual
must be performed by qualified personnel only. As used in the safety notes contained in this
manual, qualified personnel are those persons who are authorized to commission, release,
ground, and tag devices, systems, and electrical circuits in accordance with safety standards.

SICAM RTUs, SICAM AK 3 User Manual 5
DC2-028-2.03, Edition 07.2016



Preface

Use as Prescribed

The equipment (device, module) must not be used for any other purposes than those de-
scribed in the Catalog and the Technical Description. If it is used together with third-party de-
vices and components, these must be recommended or approved by Siemens.

Correct and safe operation of the product requires adequate transportation, storage, installa-
tion, and mounting as well as appropriate use and maintenance.

During operation of electrical equipment, it is unavoidable that certain parts of this equipment
will carry dangerous voltages. Severe injury or damage to property can occur if the appropri-
ate measures are not taken:

Before making any connections at all, ground the equipment at the PE terminal.
Hazardous voltages can be present on all switching components connected to the power
supply.

Even after the supply voltage has been disconnected, hazardous voltages can still be pre-
sent in the equipment (capacitor storage).

Equipment with current transformer circuits must not be operated while open.

The limit values indicated in the manual or the operating instructions must not be exceed-
ed; that also applies to testing and commissioning.

/N

Danger
Consider obligatory the safety rules for the accomplishment of works at electrical plants:
1. Switch off electricity all-pole and on all sides!

arwnN

. Ensure that electricity cannot be switched on again!

. Double check that no electrical current is flowing!

. Discharge, ground, short circuit!

. Cover or otherwise isolate components that are still electrically active!

Typographic and Sign Conventions

Manuals to be referred to are represented in italics, such as e.g. SICAM RTUs Common
Functions System and Basic System Elements.

For easy reading, certain designations and names are presented in this font
Symbolic names are presented in this font

SICAM RTUs, SICAM AK 3 User Manual
Edition 07.2016, DC2-028-2.03



Open Source Software

This product contains, among other things, Open Source Software developed by third parties.
The Open Source Software used in this product and the license agreements concerning this
software can be found in the Readme_OSS. These Open Source Software files are protected
by copyright.

Your compliance with those license conditions will entitle you to use the Open Source Soft-
ware as foreseen in the relevant license. In the event of conflicts between Siemens license
conditions and the Open Source Software license conditions, the Open Source Software con-
ditions shall prevail with respect to the Open Source Software portions of the software. The
Open Source Software is licensed royalty-free.

Insofar as the applicable Open Source Software License Conditions provide for it you can or-
der the source code of the Open Source Software from your Siemens sales contact - against
payment of the shipping and handling charges - for a period of at least 3 years since purchase
of the Product.

We are liable for this product including the Open Source Software contained in it pursuant to
the license conditions applicable to the Product. Any liability for the Open Source Software
beyond the program flow intended for this product is explicitly excluded. Furthermore any lia-
bility for defects resulting from modifications to the Open Source Software by you or third par-
ties is excluded. We do not provide any technical support for this Product if it has been modi-
fied.

SICAM RTUs, SICAM AK 3 User Manual
DC2-028-2.03, Edition 07.2016
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Installation

1.1 Mechanical Design

The system SICAM AK 3 consists of a board rack in double euro format with slots for the seat-
ing of modules and power supplies.

Mounting rack CM-2844
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There are 3 different sized board racks available, as well as 1 expansion board rack.
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Installation

1.1.1 CM-2844 Basic Board Rack, 9 Slots

Ty |

The basic board rack CM-2844 has 9 slots for modules and 2 slots for power supplies in dou-
ble euro format. It serves for the equipment of basic modules and peripheral modules.

It can be used for rear panel assembly. In section 1.2.2, Space Requirement you can find in-
formation on the dimensions.

Further information can be found in the SICAM AK 3 System Description.

1.1.2 CM-2846 Basic Board Rack, 17 Slots

The basic board rack CM-2846 has 17 slots for modules and 2 slots for power supplies in
double euro format. It serves for the equipment of basic modules and peripheral modules.

It can be used for 19" (swing-)frame installation and rear panel assembly. This example
shows a board rack for the 19" (swing-)frame installation.

In section 1.2.2, Space Requirement you can find information on the dimensions.

Further information can be found in the SICAM AK 3 System Description.

SICAM RTUs, SICAM AK 3 User Manual 19
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Installation

1.1.3 CM-2848 Basic Board Rack, 17 Slots

The basic board rack CM-2846 has 17 slots for modules and 2 slots for power supplies in
double euro format. It serves for the equipment of basic modules and peripheral modules.

It can be used for 19" (swing-)frame installation and rear panel assembly. This example
shows a board rack for the 19" (swing-)frame installation.

In section 1.2.2 Space Requirement you can find information on the dimensions.

Further information can be found in the SICAM AK 3 System Description.

114 CM-2843 Expansion Board Rack, 16 Slots

The expansion board rack CM-2843 has 16 slots for modules and 2 slots for power supplies in
double euro format. It serves for the equipment of peripheral modules.

It can be used for 19" (swing-)frame installation and rear panel assembly. This example
shows a board rack for the 19" (swing-)frame installation.

In section 1.2.2, Space Requirement you can find information on the dimensions.

Further information can be found in the SICAM AK 3 System Description.
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Installation

1.15 CM-2847 Migration Board Rack, 17 Slot

The migration board rack CM-2847 has 17 slots for modules and 2 slots for power supplies in
double-Europe format. It serves for the equipment of basic modules and peripheral modules.

The board rack is designed for 19" (swing-) frame installation.

In section 1.2.2, Space Requirement you can find information on the dimensions.

Further information can be found in the SICAM AK 3 System Description.

® Hint
l This board rack was primarily designed for the combined use with the SICAM AK basic system element
CP-2017/PCCX25 in SICAM AK 3. It enables the installation of the connection board CM-2838, which is

required by the basic system element CP-2017/PCCX25.

SICAM RTUs, SICAM AK 3 User Manual 21
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Installation

1.2 Board Rack Installation

1.2.1 Installation Location

The system SICAM AK 3 can be used for the installation in a cabinet.

Systems, which use a CM-2846 board rack, are primarily designed for the 19" (swing-) frame
installation, but can optionally be expanded for rear panel installation.

Systems, which use a CM-2844 board rack, are designed for the rear panel installation.

® Note:
l The system SICAM AK 3 may only be installed horizontally.

1.2.2 Space Requirement

Certain minimum distances must be observed between board rack and adjacent equipment.
These minimum distances serve the installation and removal of components, the cabling and
the ventilation of the device in operation.
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Installation

1.2.2.1 CM-2844 - Rear Panel Installation

Cabinet rear panel
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1.2.2.2

24

CM-2846 - Rear Panel Installation

Cabinet rear panel
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Installation

1.2.2.3 CM-2848 — Rear Panel Installation

Cabinet rear panel
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Installation

1.2.2.4 CM-2846, CM-2847, CM-2848 - 19" (Swing-) Frame Installation

Frame
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Installation

1.2.2.5 CM-2843 - Rear Panel Installation

Cabinet rear panel
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Installation

1.2.2.6 CM-2843-19" (Swing-) Frame Installation

Frame
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Installation

1.2.2.7 Examples for 19" (Swing-) Frame Installation of 2 Board Racks
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Installation

1.2.3 Install Board Rack CM-2844

The board rack CM-2844 is supplied as set with wall bracket and cable strain relief.
Proceed as follows:
remove the wall bracket from the board rack

Mark out the drill holes for the wall bracket on the rear panel of the cabinet according to
the enclosed drilling diagram (DC2-000-1)
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Drill the holes according to the specifications on the drilling diagram
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Installation

fasten the wall bracket

Mounting with self-tapping screws

Cabinet rear panel

Rear cover

A4

Cabinet rear panel

Contact washer

Self-tapping screw
(DIN7500 5x12)

Nut M5

Cabinet rear panel

Rear cover

Contact washer

Screw M5x12 or 16
(DIN933 or DIN84)

Rear cover

Screw the supplied screws (M6x12) half way into the board rack _§, hang the board rack in

the wall bracket and tighten the fastening screws k.
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Installation

1.2.4 Install Board Rack CM-2846, CM-2843 and CM-2848

The board racks CM-2846, CM-2843 and CM-2848 are primarily designed for
19" (swing-)frame installation.

The wall fastening kit (TC2-702 / 6MF13130CH020AAOQ), which is necessary for rear panel in-
stallation, must be ordered separately.

The board rack CM-2847 is only designed for 19" (swing-)frame installation.

1.2.4.1 19" (Swing) Frame Installation

Proceed as follows:

Determine the position at which the board rack is to be installed; please note thereby, that
a space of 3HU must be maintained above the board rack

Screw the board rack to the 19" frame; use therefore the M6x16 (DIN 85) screws and the
washers 6,4-KST (DIN 125) at position (; and the ESD-screw M6x14 at position E
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Installation

To mount the optional wall bracket you have to screw the supplied screws (M6x12) half
way into the board rack, hang the wall bracket on the board rack N and tighten the fas-
tening screws O.

Wall bracket
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Attach the earthing straps to the cabinet/frame U
Note
l The earthing straps are not part of the board rack. They have to be ordered separately..
EMC earthing strap 140/10/4,5-6,5 TF3-033 / 6MF13140DA330AA1
EMC earthing strap 300/16/6,5-8,5 TF3-031/ 6MF13140DA310AA1

Tighten front cover and cable entry panel &
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Installation

1.2.4.2 Rear Panel Assembly

o Note
l The wall fastening kit (TC2-702 / 6MF13130CH020AAQ) is necessary for rear panel installation of
CM-2846 and CM-2843.

Proceed as follows:

Mark out the drill holes for the wall bracket on the rear panel of the cabinet according to
the enclosed assembly instruction (C53207-A5703-E421-1A-7431)
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Drill the holes according to the specifications
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Installation

Fasten the wall bracket

Mounting with self-tapping screws Mounting with conventional screws
Cabinet rear panel _ Nut M5 _
= Cabinet rear panel i
Rear cover » @
Rear cover

Contact washer

Contact washer

Self-tapping screw

(DIN7500 5x12) Screw M5x12 or 16

(DIN933 or DIN84)

Cabinet rear panel

oo o) 940)
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Caution
The board rack must be fastened with at least 6 screws.

Screw the supplied screws (M6x12) half way into the board rack §, hang the board rack in
the wall bracket and tighten the fastening screws k.

B ==
== |l )l il i ) == =
=z | 00 0 0 D DOl [ ‘
Ln| .? H H | H H LY
u n N
s | | | 2 J
0 B |
] ol M6x12
0 le=r | dl e—r e
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1.3 Installation and Removal of Modules

Warning
The activities described in this section presume that the grounding connection between SICAM AK 3 and
cabinet or rack has been properly carried out and that these are earthed.

1.3.1 Preparations

1.3.1.1 Connect and put on Grounding Strap

ACHTUNG

HANDHABUNGS-
VORSCHRIFTEN
BEACHTEN

ELEKTROSTATISCH
GEFAHRDETE
BAUELEMENTE

The grounding strap can be connected directly to the board rack. The connection point is lo-
cated on the left side panel of the board rack A.

CM-2844 CM-2846

i il Gl [
oe .8 S[e|SeTe SeE[E EETE S STE e ¢
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il
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ssssssssssssss
AAAAAAA

Lt )
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———c—=u ig

|
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[
I.H‘

Te—e——x i

—e————= g

@ 0 —————c———>
@ 0 ————e———e———>

T
o 0 ——————c———>
o 0 =—=————e—e—=e—ec—==

o Domdn

|
[
|
[
I
[
[
[

o D[ frey = e —=——=
o Oomam

o 0 =—————

o O

@ O

o O

@

®

@ 0 —=————c———c—c—c——nx ig

o D]

o 0 ——————cr

o U™ — ==t

L]

Designation Item-Number/MLFB

Grounding Strap TF3-133
6MF13140DB330AA0
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1.3.1.2 Removing Front Panel
Proceed as follows:

Open the screws A of the front panel which you want to remove.
Take hold of the front panel at the screws and remove it C.

Te————= iy
——c——=s Ig
—————s i

——e———s i
———e——c—s i

T
o o] K
————————c

[=]
(]
[=]
O
=]
[=]
O

p OO = — — =

‘l A ———r—r———rN

1.3.2 Installation

Caution
A Before the installation of a module the peripheral cable (CM-2890) must already be fitted.

Warning
Left and right of the boards DI-2114, DI-2115 and DO-2211
an insulation plate must be installed.

One insulation plate is included to these boards. Further can
be ordered with following number:

Insulation plate, double euro format T12-001

6MF13010CA010AAQ
Shielding plate holder.................... TC2-099
(4 pcs. per insulation) 6MF13133CA000AAQ

There is no reinforced isolation between the peripheral circuits. Therefore, it is not allowed to protect each
circuit within one board separately using various fuses.

The installation of modules is carried by hand without any tools. Proceed as follows:
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Connect/put on grounding strap and remove front panel

Place the module in the guide bracket of the desired slot A and push it carefully up to the
connectors located at the bottom C.

Then apply the same pressure at both unlocking blocks E in order to connect the module
with backplane (and peripheral cable).

Guide bracket Unlocking block
=
- . OB .
2
2
1 1 & |

] |
Guide bracket Unlocking block

1.3.3 Removal

Caution
When removing the master control element, all the non-autonomous modules fail (processing and com-
munication element, peripheral element).

For the removal of a module, you will need the unlocking tool TA2-105. This is included in the
scope of supply of every board rack and must be inserted in the bracket provided on the board
rack during installation.

Proceed as follows:

Connect/put on grounding strap and remove front panel

Position the unlocking tool between module and profile rail A

Loosen the plug-in connector by pushing the unlocking clip upwards (; or downwards (;
Grasp the module at the unlocking blocks and withdraw it from the board rack E
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@ Unlocking block

Profile rail

Unlocking tool

Designation Item-Number/MLFB
Extracting Tool for SICAM RTUs ~ TA2-105
boards 6MF13110CBO50AAQ
134 Mounting Front Panel
Proceed as follows:
Position the front panel
Tighten the screws
SICAM RTUs, SICAM AK 3 User Manual 39
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1.4 Setup of external Communication Connections
1.4.1 General
In SICAM AK 3 each BSE supplies up to 4 communication interfaces. While 2 of these are fix
integrated LAN-Interfaces, the others can be expanded with corresponding modules for follow-
ing kind of communication:
Serial Communication
LAN Communication (Ethernet TCP/IP)
Field Bus Communication
For this it is necessary to expand the respective BSE with a serial interface module (SIM) (see
following section) and then to connect with the external communication device (Modem) (see
section 1.4.5; Communication Cabling).
CP-2016 Central processor CP-2019 processing- and
with serial interface module communication element with
serial interface module
Y |
e @
e
AN
o
&b
e
8 12}
4 RJ45 Communication interface
(2 x LAN fix integrated; 2 x freely assignable)
® Note

The following sections show how to built up communication connections with the SICAM AK 3 basic sys-
tem elements CP-2016 and CP-2019.

For examples, how to built up these communication connections with a SICAM AK basic system element
CP-2017 in a SICAM AK 3 migration board rack (CM-2847), look into the SICAM AK User Manual
(DC2-016-2). This particularly concerns the use of the CM-2838 connection board and the corresponding
patch plugs.

40
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1.4.2 Installation of a Serial Interface Module

ACHTUNG
HANDHABUNGS-
VORSCHRIFTEN
BEACHTEN
ELEKTROSTATISCH

GEFAHRDETE
BAUELEMENTE

One SIM can be installed on a central module or processing- and communication element.

The installation can only take place with the module removed.

CP-2016 Central processor CP-2019 processing- and
communication element

Serial interface module Serial interface module

SIM and module are connected by means of 3 connectors and 3 retainer clips. The connect-
ors serve the mechanical and electrical connection of both components. The clips provide an
additional mechanical hold.
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An exception is SM-0551. It is not mounted directly on a basic system element like the other
SIM, it must be mounted on a SM-2558 before.

SM-2558

SM-0551

1.4.3 Assignment of the Communication Interfaces

4 interfaces are supplied on a BSE. Their usage and assignment is as follows:

CP-2016 with SIM CP-2019 with SIM

¥ LR LU ey

X0 (1st on the BSE integrated LAN-interface)
X1 (2nd on the BSE integrated LAN-interface)
X2 (1st interface for optional SIM)
X3 (2nd interface for optional SIM)

During the engineering with SICAM TOOLBOX Il these interfaces are assigned to following
protocol elements:

X0 = PREO
X1 =PRE1
X2 = PRE2
X3 = PRE3
42 SICAM RTUs, SICAM AK 3 User Manual
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144

145

Glue Serial Number on Front Panel

The serial number of each SIM, which get mounted on a BSE, must be glued on the front
panel of the carrier module. A label with the serial number is part of the SIM.

This label must be placed as shown in following example:

M-255

sm.0551| |

Communication Cabling

This section describes how the various methods of communication can be realized by means
of standard modems and cables.

The following kinds of communication are shown:

Serial Communication

— Point-to-Point Traffic/Multi-Point Traffic

— Multi-Point Traffic via Glass Fiber Optic and Star Connection
— Analog Dial-Up Traffic

— Dial-Up Traffic

— Dial-Up Traffic GSM

— Serial communication with DMS (Digital Multiplex System)

LAN Communication (Ethernet TCP/IP)
Field bus Communication (PROFIBUS-DP)

The board racks and their configuration shown in the pictures are examples. They are used in
order to show which connection options are available with corresponding configuration.

Note:
Communication cables are, if possible, to be installed separately from the supply and peripheral cables.
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1.4.5.1 Serial Communication

1.45.1.1 Point-to-Point Traffic/Multi-Point Traffic

Standard Modem and Cable for Multi-Point- and Point-to-Point Traffic

Designation Iltem-Number/MLFB
CE-0700 G21-200
V.23 dedicated line modem f. SICAM  6MF11020BC0O00AAQ
RTUs
Patch cable cat.5 (4x2) 1m T41-255
AWG26/7 6MF13040BC550AA0
2m T41-251
6MF13040BC510AA0
3m T41-252
6MF13040BC520AA0
5m T41-253
6MF13040BC530AA0
10 m T41-254
(for cabinet-internal wirings) 6MF13040BC540AA0
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Cabling with External Power Supply of the Modem

CP-2019 with SM-2551
(or CP-2019 with SM-0551 on SM-2558)

CP-2016 with SM-0551 on SM-2558
(or CP-2016 with SM-2551)

Supply cable TA4-051

HSA50
Power Supply

CE-0700 PS-4620

HsA sos21p

Patch cable max. 15 m

100...240 VAC
100...353 VDC
V.24/V.28 (X1)
24 VDC

(4
p)

With this kind of power supply several modems can be supplied.
The subsequent table shows the possible variants.

Configuration Examples

Comment U Configuration succession
Maximal number of CE0700 which
can be supplied g18|8|8|8 I
~isIis|is|~ ©
el St
Lul o LD L oM LU A LU [?)]
OflololohoWlal
1 DCF77 and maximal number of CE- 4 /
0700 which can be supplied SISISI8S|r~ IS
NI || ©
clel2fz |50 S
LU A LA LA L D [ [7p)
OO fiO o o
1 (] L] 1 1 L
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A

Caution

The succession of the modules, from right to left, must be absolutely followed during configuration. Fur-

ther, pay attention to the maximal power consumption.

46

Accessories for External Power Supply of the Receiver

Designation

PS-4620 Additional power supply
24...60 VDC

Power supply cable for modem and
DCF77 receiver

Power supply 115/230 VAC,
100...375 VDC, 24 VDC, 50 W

Item-Number/MLFB

GA4-620
6MF11110EG200AA0

TA4-051
6MF13110EA510AA0

www.mtm-power.de
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1.4.5.1.2 Multi-Point Traffic via Glass Fiber Optic and Star Connection

CP-2019 with SM-2551
(or CP-2019 with SM-0551 on SM-2558)

CP-2016 with SM-0551 on SM-2558
(or CP-2016 with SM-2551)

Fibre optics
max. 1.5 km g
N j \ CM-0847 §
\§
!
)

e

Designation Item-Number/MLFB
— CM-0847 Fiber optical interface (el.- GCO0-847

3 FO) AK 3 6MF11130AJ470AA0
Fiber optics FO-indoorcable-50-DUP-LSOH TF7-027
length: max. 0.5 km FO-outdoorcable-50-2FIB-ARM TF7-028
FO-connector-ST-50/62 TF7-016
Fiber optics FO-indoorcable-62-DUP-LSOH TF7-006
length: max. 1.5 km FO-outdoorcable-62-2FIB-ARM TF7-007
FO-connector-ST-50/62 TF7-016

SICAM RTUs, SICAM AK 3 User Manual 47

DC2-028-2.03, Edition 07.2016



Installation

1.45.1.3 Analog Dial-Up Traffic
Eurocom 24 Modem with external Power Supply

CP-2019 with SM-2551
(or CP-2019 with SM-0551 on SM-2558)

CP-2016 with SM-0551 on SM-2558
(or CP-2016 with SM-2551)

Eurocom 24

o

Power
supply

Accessories see SICAM AK 3 System Description.
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Cable Circuitry: Connection Board — Eurocom 24 Modem

cp 20161 X2, X3 jRJ451 I 9-pol. I modem
I DSUB
j cp-2019] i | I | Eurocom
i i | male i
: 11
i CTS—CI—l—li i j— pco
i RTs —b=2 i 4|—2—|% RXD
I DSR—(i—a i ’—|—3—|% XD
N [ o
I RXD— (=21 ‘ e Y
! GND—('—6 I 6 1, swc
! beo—ch—"-1 S A
| P o
| PTR—C I [ o R
: i : D9
| I | 1 =—{>— DTR
| Screen i I iScreen
. S —— qu— — ¥ o e 3 ' R — <
+5VDC
49
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Westermo TD36 Modem with external Power Supply

CP-2019 with SM-2551
(or CP-2019 with SM-0551 on SM-2558)

CP-2016 with SM-0551 on SM-2558
(or CP-2016 with SM-2551) ﬁ ﬁ

20...264 VAC / 14...300 VDC (TD-36 AV)
10...30 VAC / 10...60 VDC (TD-36 LV)

Q-

Power
supply

Accessories see SICAM AK 3 System Description.

50 SICAM RTUs, SICAM AK 3 User Manual
Edition 07.2016, DC2-028-2.03



Installation

Cable Circuitry: Connection Board — Westermo TD-36

.......... s
ol X2, X3 1RJ45I 9-pol. {9-pol. j Modem
CP 2016
I i |
| CP- 2019| | isbclrevli/ fDSUBI Westermo?:
i | | o AXXAWG24 : loc ez%! ™36 |
: | CTS—(I—l i : l eano |
: 2 - 2 6
I | A i I — : DSR :
i 3 3 .3 4
i I DSR—Gj et i j OTR |
I txp—c=21}0 4 1
I | !_5 | wsbl !5 ) I Deb I
| i RXD—(}— I | lcrs |
I i GND—j—C 39N I6 7 1 prs |
| " pep—c—" | v l7 2 | I
i ! Lely i RXD ¢
j pTR—c-8 5 g 3 |
I | Screen I 1 : | P I
P9 9
| I | : —+—— | R |
I S l—.— bbbyt i
| 2-pol. = I
Iscrew block I
! | |
l1 i i
12-48VDC; 12-27VAC (TD36LV) | I i
20-250VDC; 24-240VAC (TD36AV) i , ! i
|
R
malie
! I
! v b
o i i i
. Telephone | . 2 .
! connector | | 3 _|>7 |
Y p—— i O>— TXR+ |
i b . 4
|—|—|——|% TXR- I
N o — — — I 5 _!} I
| 6 1 |
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1.45.1.4 Dial-up Traffic Analog/GSM/ISDN

CP-2019 with SM-2551
(or CP-2019 with SM-0551 on SM-2558)

CP-2016 with SM-0551 on SM-2558

(or CP-2016 with SM-2551) I

X2

Westermo IDW-90

Power
supply

\ 12...48 VAC / 12...34 VAC (IDW-90 LV)

Accessories see SICAM AK 3 System Description.
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Cable Circuitry Connection Board — ISDN Modem

i CP-20161 X2, X3 § RJ45
j cp-2010! i
i I

I i cts——1-

RTS 4C!_
DSR 4Ci_

TXD |—

|

|

i

i !

I Rxp— =51

= GND—(i——i—‘
i

|

|

|

-
i
i
i
!
|
i
|
I

o |0 |~ W N

ocp—d—"’
pTR— -8
|

Screen }

12-48VDC; 12-34 VAC (IDW9OLV)

| RJ45 -| RJ45 1 !_RJII mdle |
j Patchbox | male 4X2KAWG26 i
n.c. %I—

n.c. %E
TX+—CE|ﬁ3
- —cb=?
Rx. —L=2
RX+—CI

WSOr

—!} n.c.

2 or

wsgn

|

;

i

[

L

|

| o
| wsbl
|
|
1
[ ]
|
i
L]

an

wsbr
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1.45.1.5 Dial-Up Traffic GSM

54

CP-2019 with SM-2551
(or CP-2019 with SM-0551 on SM-2558)

CP-2016 with SM-0551 on SM-2558

(or CP-2016 with SM-2551) I

8...30 VDC (Cinterion MC52i)

Q0

Power
supply

GSM Modem

(4
V)

Accessories see SICAM AK 3 System Description.

SICAM RTUs, SICAM AK 3 User Manual

Edition 07.2016, DC2-028-2.03



Installation

Cable Circuitry Connection Board — GSM Modem
Variant for the deactivation function of the MC52i GSM modem controlled by SICAM RTUs.

i cp2o16] X2, X3 |RJ45 | | opol | Modem |
j CP- 2019: i i | mae. | |
I 1
= i CTS—CI_l—Ii : ﬁ:% pcop |
: 2
I rrs =2 1 I = RO I
I : 3 | : SR I
I I psr—G—= I I = O
i I TXD—Ci—4 i i fej>— DTR i
_ ! 5 !
i I rxp—=2 i —+———>—cnp |
I i 6 & I 61
| i GND—( = ] ! 1>— psr |
: 7
| I pep— =T ﬁl: I} rrs |
: 8
: I DTR%E‘ I i 8 o~ CTs :
T 4
i ] Screen l i I l Screen i
................. Rttt
jRI12male | |
i
| 2 —!}
TR N,
U,=8 ... 30 VDC | , 1P IN|
|

Variant without the deactivation function of the MC52i GSM modem controlled by

SICAM RTUs.

.......... ————— ey
| CP-2016 T X2, X3 |RJ45 | | gspUOBL | Modem |
j CP- 2019: i i | mae. | |

H 1
= I CTS—(I—l—Ii : *{)f DCD I
H 2
I rrs_A—2 1 I =7 RxD I
| | 3 | H 3 i I
i 1 DSR—(I i | 4—! TXD i
| I TXD—Ci—4 i i —{>— DTR j
I i . 5
| i RXD—Cp= . ! li—l——l A 1>— GND |
[ i GND—(j—2—j ! d>—psr |
| I DCD—(I—7 ] %—!% rrs |
: i DTR%E—S : I 8 I} CTS :
H . 9_
H >— RI
i ! i I I
i | Screen l i  p— i Screen i
................. lepyerpiiret
IRJ]? male | |
o :
| —_
i 3 I} I
U,=8 ... 30 VDC | PD_IN|
I >—IGT_IN]
i - !
>—onp |
i | Screen
—— — e J
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1.4.5.1.6 Serial communication with DMS (Digital Multiplex System)

56

CP-2019 with SM-2551
(or CP-2019 with SM-0551 on SM-2558)

CP-2016 with SM-0551 on SM-2558
(or CP-2016 with SM-2551)

DMS-UI/A

] Interface 1,2

=y
E=ErBHE
0

o
o
[eslablablablablablablablablabablablablablablablabablab)ab)
OO OO OO OO OO OO OO O OO
[e]aplaplablablabiasleblablablablablablablablablabablab )l ab)
[eslablablablablablablablablabablablablablablablabablablab)
OO O OO OO O OO O OO OO oo
OO OO OO OOOO OO
o o
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Cable Circuitry Connection Board — DMS

—— i —  —— —

_—
| 25 pol. i DMS—UI/A.!

h —_—r—r=
| CP—2016T X2, X3 | RJ45

. i | * DSUB 1 |
j cP-2019! i i lremale I
. | H H 4X2XAWG24 | :
| H L 1 1 wsor ! 1 | I
. | CTS —& H H
I i rrs =21 o : = vo |
: i DSR—(: 3 1 wsen i 3: rRxp |
i I 4 |
| . 4 . bl
T o nE e b
: = I [ i
| : GND——C& on I L LG — i
: ! 2
| i DCD—Ch— 7 i wsbr : ( —“——ocnD |
: j oR—L-8 I o , | o
i I I 1 S
| : i :
I : I I 25l i
S . : _
LS i N m i
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1.4.5.1.7 Serial communication — Direct connection with RS-232

Serial communication connection between SICAM AK 3 and other automation units with a
cross-over RS-232 connection cable.

The "cross-over" of the RS-232 interface signals can be made on SICAM AK 3 with the long
“RJ45 Cable assembly 10m“ _j or the short “Cross Over Adapter RJ45" K.

If the "cross-over" of the RS-232 interface signals is made on the remote station (e.g.: on
SICAM AK and SICAM TM with CM-2868), then you can connect the connection cable (patch
cable) directly 1 to SICAM AK 3.

CP-2019
with SM-2551

CP-2016
with SM-0551
on SM-2558

RJ45 Cable Cross Over

assembly 10m | Adapter RJ4S o [ Patch cable

SM-2551, SM-2541
or

SM-0551 on SM-2558
SICAM TM

((Q
)l

Patch cable v

SIEMENS

\ ....... ---~

CM-2868 I *_Patch Plug CM-2860

N

Accessories see SICAM AK 3 System Description, chapter ,Order Information*.
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Cross Over Adapter RJ45

700 £10

>

Z

=1

RJ45 — Stecker
Y-ConPlug-41 (82-00136)

87654321

Signal

CTS

RTS

DSR

TXD

RXD

GND

DCD

DTR

O IN[OO || D |Ww (N

Pin-Jack

RJ- Jack Telegirtner
AMJ-Modul K Cat.6, T568A

12345678

10000£100

P2

d e

Euﬂmm-hle_- 4

%—‘MQLH"N&
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1.4.5.2 LAN Communication (Ethernet TCP/IP)

CP-2019 with SM-2558

CP-2016

Patch cable _—

Ethernet
TCP/IP 60870-5-104
» Switch
Designation Iltem-Number/MLFB
Patch cable Cat.5 (4x2) 1m T41-255
AWG26/7 6MF13040BC550AA0
2m T41-251
6MF13040BC510AA0
3m T41-252
6MF13040BC520AA0
5m T41-253
6MF13040BC530AA0
10m  T41-254
6MF13040BC540AA0

(for cabinet-internal wirings)

Patch cable Cat.5 (4x2x0,5) 1,5m TF5-200

AWG24 6MF13140FCO00AAD
3m TF5-201

6MF13140FC010AA0
5m TF5-202

6MF13140FC020AA0

(for cabinet-external wirings)

Details for connections over 10 m can be taken from document: Configuration Automation
Units and Automation Networks, Appendix A, section “Electrical Connection, Cable longer
than 10 m”.
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1.4.5.3 Field bus Communication (PROFIBUS-DP)

CP-2019 with SM-2558

CP-2016 with SM-2558 \

&

Hilscher netHOST

Patch cable _—

Fieldbus/
Profibus cable /

For details about this kind of communication see following document:
SICAM RTUs SM-2558/DPMIA0 PROFIBUS-DP Master with external Fieldbus Gateway
netHOST DCO0-139-2

SICAM RTUs, SICAM AK 3 User Manual 61
DC2-028-2.03, Edition 07.2016



Installation

Designation Item-Number/MLFB

Hilscher netHOST PROFIBUS Master www.hilscher.com
NHST-T100-DP/DPM

Art.Nr.:1890.410 (red)
Art.Nr.:1891.410 (dark gray)

Patch cable Cat.5 (4x2) AWG26/7 T41-255

1m 6MF13040BC550AA0
T41-251

2m 6MF13040BC510AA0
T41-252

3m 6MF13040BC520AA0
T41-253

5m 6MF13040BC530AA0
T41-254

10 m 6MF13040BC540AA0
(for cabinet-internal wirings)
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1.4.6 Cable Routing

It is recommended to fasten the communication cables to the cable strain relief by means of a

cable fastener.

I

e r@
= 0 i °
=z 1 0 00 3 1
il g
g .H )
A [ ’
; =
e {

\_cable strain relief

Communication cables

Cable fastener

In a (swing-) frame Installation the communication cables must be lead through the cable en-
try panel and tightened to the cable clamp rail by means of cable fastener.
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1.5 Wiring for the Reception of Time Signals

151 DCF77 Receiver

DCF77 rod antenna CP-2016
|
Lightning §§
protection
N connector

N

RG58
ﬁ« < CM-2890
SYNC1+
X100:a2
Supply cable ye/whbu SYNC_GND
- X100:a4
TA4-051 P ity
) e
SYNC2+
PS-4620 X100:c2 (or

gn/whbu) SYNC_GND
X100:c4
bu/whye)

BNC /
connector

RG58 =5

OUT SYNCO-
X3:1

On the DCF77 receiver there is a 2-pole screw terminal (X11 SYNC) available over which the
minute pulse or a serial time signal, adjustable via jumper, can be transmitted.

OUT SYNCO+
X3:2

24-60VDC
V S

=
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Standard DCF77 Receiver

Designation
DCF77 receiver for DIN rail

Cable

Designation

CM-2890 Periphery cable Crimp 5 m
100 pins

PS-4620 Additional power supply
24...60 VDC

Supply cable for modem

SICAM RTUs, SICAM AK 3 User Manual
DC2-028-2.03, Edition 07.2016

Item-Number/MLFB

GAO0-806
6MF11110AJ060AA0

Item-Number/MLFB

TC2-890
6MF13131CJO00AAQ

GA4-620
6MF11110EG200AA0

TA4-051
6MF13110EA510AAOQ
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15.2 GPS Satellite Receiver

The GPS164 satellite receiver offers a minute pulse and a serial time signal. The settings are
made with software GPSMON32. This software is delivered with the GPS164 receiver.

1.5.2.1 Wiring for the Receipt of the Minute Pulse

The minute pulse is supplied on the screw terminal on the front panel of the GPS164 receiver.

GPS167 antenna/converter CP-2016

S

[
Lightnirjg QQ
protectlon
j‘ N connector
RG58
24VDC
SYNC1+
GPS164 X100:a2
receiver ye/whbu SYNC_GND
@ X100:a4
(or A bk/whbu
Power // SYNC2+ -
Supply y X100:c2 (or
5 i gn/whbu) SYNC_GND
Ub- ) X100:c4
: L J bu/whye)
[= =1 L4 —
SR ,
2@ 8
e [
©® ©® ©
o) ®
BNC
connector
RG58
Accessories see SICAM AK 3 System Description.
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1.5.2.2 Wiring for the Receipt of the Serial Time Signal

The serial time signal is supplied on the COM 0 interface on the front panel of the GPS164 re-
ceiver.

The necessary adjustments for the SAT-STRING must be made with software GPSMON32 as

follows:
Format 7E2
Baud Rate 2400
Serial time signal per second

GPS167 antennal/converter

S

Lightning l =

protection

j‘ N connector

CP-2016

—————m

E 1

(e

RG58 _I %
\ e |d 7
| !
e ele | 1

24 VDC

GPS164 SYNC1+
receiver X100:a2

- / ye/whbu SYNC_GND

Power A — A R X100:a4
Supply // (or bk/whbu
£ SYNC2+ -——
< X100:c2 (or
Ub+ gn/whbu) SYNC_GND

Ub- =j X100:c4
bu/whye)

®
BNC
connector
RG58

Accessories see SICAM AK 3 System Description.
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68

Cable circuitry: GPS164 - CP-2016

I Gpsiea | 9pol. |

(COMO0) | DSUB

!.CM—2890: r 51

1100 pol.

! cP-2016 .
|

male | |
1 -
{!Ez I : | SYne |
TXD o . l X100:a2 ye/whbu,
{!_3 I . * (or SYNC2+ .
RxD {I—— . | | X100:c2 gn/whbu]
=t : | SYNCGND -
L5 . X100:a4 bk/whbu |
GND —C 5 - : " (or SYNC_GND
e | X100:c4 bu/whye)l
. 7 I b I .
{FS i ! . |
{.—7 - I I :
[ ! I
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1.5.3 LAN Time Server

NTP Server in 19" case for TCP/IP networks with integrated HTTP-Server. The internal refer-
ence time is derived from a built-in GPS receiver of the type GPS167.

CP-2019 with SM-2558

CP-2016 \

@\K [CEEEE]ES
0) N

Patch cable _—
Ethernet

TCP/IP 60870-5-104

» Switch

LAN time server

I (@ [e[e][e][e]

Accessories see SICAM AK 3 System Description.
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1.6

16.1

70

Wiring Watchdog and Error

General

The relay contacts (open- and closed contact) of watchdog and error are available on the pe-
ripheral cable CM-2890.

CP-2016

bk/rdye= ER_NO XlOO:a24/

—————u

o O[fis ™

gn/whbk =WD_NO  X100:al16

gn/rdgn = ER_COM XlOO:aZV

bu/rdbu= WD_COM X100:a18

bu/rdgn = ER_NC  X100:c24

bn/whbk = WD_NC  X100:c16

bn/rdgn = ER_COM XlOO:czy

d444

yel/rdbu =WD_COM X100:c18

Example (Circuitry for External Alarm Annunciation System)

i CP-2016

| X200 cm-2890l

- I
WD_COMy a:18 ; bu/rdbu |

+24VDC 0VDC

WD_NO I a:16 I gniwhbky

WD_NC_* c:16 * bn/whbk

1 1
ER_COM =a:26 =gn/rdgn |

b s o v o

I I !
ER_NO -a:24 -bk/rdye *

| | !
ER_NC .c:24 .bu/rdgn *

I P
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1.7 Power Supply

1.7.1 General

SICAM AK 3 can be supplied with the power supplies PS-2630 and PS-2632. Depending on
requirements a differing number are used.

Designation Item-Number/MLFB
PS-2630 Power supply GC2-630
24-60 VDC AK 3 6MF11130CG300AA0

PS-2632 Power supply 110-220 VDC, GC2-632

230 VAC AK 3 6MF11130CG320AA0
(HO5 VV-F 3G 2.5 flexible lead) TF5-002
6MF13140FA020AAQ

1.7.2 Possible Configurations

Board Rack CM-2844

In the basic configuration the board rack is fitted with one power
supply.
This is installed in the left slot.

A second power supply can be used for redundancy.
This is installed in the right slot.

SICAM RTUs, SICAM AK 3 User Manual 71
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Board Rack CM-2846 and CM-2843

In the basic configuration the board rack is fitted with one power
supply.
This is installed in the left slot.

A second power supply can be used for redundancy.
This is installed in the right slot.

1.7.3 Install Power Supply

The power supplies are slotted into the compartments provided from the front. The cabling is
carried out from the front of the board rack.

® Note:
All SICAM AK 3 board racks can be equipped with a first power supply on the left side and a second (re-
dundant) powers supply on the right side. The installation procedure is equal for all board racks. Thus it is

shown only exemplary with a CM-2844 board rack.

1.7.3.1 Installing First Power Supply

The first power supply is installed in the left slot. It needs to be pushed into the compartment
A and fastened with screws C. Then the wiring can be carried out. Please refer also to sec-
tion 1.7.4, Wiring of the Power Supply

Slot for
1* power supply

Ot
2
Note:
l In this case it is possible to install another CP-2019 or a peripheral element in slot 9.
72 SICAM RTUs, SICAM AK 3 User Manual
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1.7.3.2 Installing Second Power Supply

The second power supply is only for redundancy and not for increasing the power. lItis in-
stalled in the right slot. It needs to be pushed into the compartment A and fastened with
screws C. Then the wiring can be carried out. Please refer also to section 1.7.4, Wiring of the

Power Supply
EEEEE
M‘eeeeeeee&‘
— —
e e Slot for
2™ power supply

4|
e

e eelelolelelelole
]

1.7.4 Wiring of the Power Supply

The supply can be carried out with single leads of the type HO7V-K (2.5) or a cable of the type

HO5VV-F3G (2.5).

PS-2630

rot
schwarz ™.

Stromversorgung
(24 - 60 VDC)

SICAM RTUs, SICAM AK 3 User Manual
DC2-028-2.03, Edition 07.2016

PS-2632
A
braun X1
blau e
=N
gelb/ amm——
grin
Stromversorgung

(110 - 220 VDC, 230 VAC)
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1.8 Wiring Process Peripherals

1.8.1 General

The process peripherals are connected with the system by means of prefabricated peripheral

cables.
Designation Item-Number/MLFB
CM-2890 Periphery cable Crimp5m TC2-890
100 pins 6MF13131CJ0O00AAQ

1.8.2 Fitting Peripheral Cable

Caution
A The peripheral modules must NOT be installed in the board rack during the fitting of the associated pe-
ripheral cable.

The fitting is carried out by engaging the peripheral cable in the seating frame.
Proceed as follows:

Insert the peripheral cable into the board rack from below, until the point of the grip flap is

fixed between profile rail and seating frame A; In the case of wall mounting a plate on the
wall bracket serves as a guide during installation.

Profile rail
. Point of
grip flap

Guide plate
of rear cover

Seating frame

74 SICAM RTUs, SICAM AK 3 User Manual
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Then swing the peripheral cable forwards up to the stop (; Thereby the hook of the grip

flap must be guided through the unlocking lever.

Unlocking lever

|

Now push the peripheral cable upwards. Thereby grip flap and seating frame are finally

fixed together E

SICAM RTUs, SICAM AK 3 User Manual
DC2-028-2.03, Edition 07.2016
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1.8.3 Removing Peripheral Cable

Caution
A The peripheral modules must NOT be installed in the board rack during the fitting of the associated pe-
ripheral cable.

Push the unlocking lever of the seating frame slightly forwards and hold it in this position

Pull the peripheral cable vertically 4-5mm downwards (;

5

Swing the connector of the peripheral cable to the back E (the hook of the grip flap is
thereby guided through the unlocking lever) and pull it downwards out of the board rack

N.

76 SICAM RTUs, SICAM AK 3 User Manual
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1.8.4 PIN Assignment Peripheral Cable

-
g &

1 wsbl/bl
2 bl/wsbl
3 wsbl/ge
4 ge/wsbl
5 wsbl/gn
6 gn/wsbl
7 wsbl/br
8 br/wsbl
9 wsbl/sw
10  sw/wsbl
11  wsge/bl
12  bl/wsge
13  wsgel/ge
14  gelwsge
15  wsge/gn
16  gn/wsge
17  wsgelbr
18  br/wsge
19  wsge/sw
20 sw/wsge
21 wsgn/bl
22  bl/lwsgn
23  wsgn/ge

colour

whbu/bu
bu/whbu
whbulye
ye/whbu
whbu/gn
gn/whbu
whbu/bn
bn/whbu
whbu/bk
bk/whbu
whye/bu
bu/whye
whyelye
ye/whye
whye/gn
gn/whye
whye/bn
bn/whye
whye/bk
bk/whye
whgn/bu
bu/whgn
whgn/ye

DI-2110/11

b2
c2
a3
b3
c3
a4
b4
cd
a5
b5
c5
ab
b6
c6
ar
b7
c7
a8
b8

Signal

IN DOO
IN DO1
IN D02
IN D03
IN D04
IN DO5
IN D06
IN DO7
IN PMO
COMO
no con.
no con.
IN D08
IN D09
IN D10
IN D11
IN D12
IN D13
IN D14
IN D15
IN PM1
COoM1

no con.

SICAM RTUs, SICAM AK 3 User Manual
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DO-2201

Signal

OUT DOO+
OUT DO0O-
OUT D01+
OuUT DO01-
OUT D02+
OUT D02-
OUT D03+
OUT DO3-
OUT D04+
OUT D04-
no con.

no con.

OUT D05+
OUT DO05-
OUT D06+
OUT DO06-
OUT D07+
OUT DO07-
OUT D08+
OUT DO08-
OUT D09+
OUT D09-

no con.

DO-2210

b2
c2
a3
b3
c3
a4
b4
cd
a5
b5
c5
ab
b6
c6
a7
b7
c7
a8
b8

Signal

CAO00
CAO01
CA02
CAO03
CA04
CA05
CA06
CAO07
COMA
GRA
no con.
no con.
CBO00
CBO01
CB02
CBO03
CB04
CB05
CBO06
CBO7
COMB
GRB

no con.

a2
b2
c2
a3
b3
c3
a4
b4
cd
a5
b5
c5
ab
b6
c6
a7
b7
c7
a8
b8

Signal
Al-2300

IN VOO+

IN VOO-

IN VO1+

IN VO1-

no con.

no con.

IN VO2+

IN VO2-

IN VO3+

IN VO3-

no con.

no con.
IOMO I/0 0
IOMO I/0 1
IOMO I/0 2
IOMO I/O 3
no con.

no con.
IOMO I/0 4
IOMO I/O0 5
IOMO I/O 6
IOMO I/O 7

no con.

Signal
SM-0570

IN VO+
IN VO-

no con.

no con.

IN V1+
IN V1-

no con.

no con.

— N <
= B = B = B
g o g e g <
2 = 2 = 2 =
n n n n n n
IN IREFO- nocon. IN ICO+
IN IREFO+ nocon. IN ICO-
IN VO- OUT VO+ nocon.

IN VO+ OUT VO- nocon.

IN V1- no con. INIC1+
IN V1+ no con. IN IC1-
IN IREF1- OUT V1+ nocon.
IN IREF1+ OUT V1- nocon.

Al-2301

cl
a2
b2
c2
a3
b3
c3
a4
b4
ca
a5
b5
c5
ab
b6
c6
a7
b7
c7
a8
b8

Signal

IN VOO+
IN VOO-
IN VO1+
IN VO1-
IN IREFOO+
IN IREFOO-
IN VO2+
IN VO2-
IN VO3+
IN VO3-
IN IREFO1+
IN IREFO1-
IN VO4+
IN VO4-
IN VO5+
IN VO5-
IN IREFO2+
IN IREF02-
IN VO6+
IN VO6-
IN VO7+
IN VO7-
IN IREFO3+

CP-2016

Signal

SYNC1

SYNC2

SYNC_GND

SYNC_GND
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Farbe

ge/wsgn
wsgn/gn
gn/wsgn
wsgn/br
br/wsgn
wsgn/sw
sw/wsgn
wsbr/bl
bl/wsbr
wsbr/ge
ge/wsbr
wsbr/gn
gn/wsbr
wsbr/br
br/wsbr
wsbr/sw
sw/wsbr
wsswi/bl
bl/wssw
wssw/ge
ge/wssw
wssw/gn
gn/wssw
wssw/br
br/wssw
WSSW/SwW

sw/wssw

colour

ye/whgn
whgn/gn
gn/whgn
whgn/bn
bn/whgn
whgn/bk
bk/whgn
whbn/bu
bu/whbn
whbn/ye
ye/whbn
whbn/gn
gn/whbn
whbn/bn
bn/whbn
whbn/bk
bk/whbn
whbk/bu
bu/whbk
whbk/ye
ye/whbk
whbk/gn
gn/whbk
whbk/bn
bn/whbk
whbk/bk
bk/whbk

DI-2110/11

Q
[e¢]

b9

c9

alo
b10
c10
all
b11
cll
al2
b12
cl2
al3
b13
cl3
ala
b14
cl4
al5
b15
cl5
al6
b16
cl6
al7
b17

Signal

no con.
IN D16
IN D17
IN D18
IN D19
IN D20
IN D21
IN D22
IN D23
IN PM2
COM2

no con.
no con.
IN D24
IN D25
IN D26
IN D27
IN D28
IN D29
IN D30
IN D31
IN PM3
COM3

no con.
no con.
IN D32
IN D33

DO-2201

a9

b9

c9

alo
b10
c10
all
b11
cll
al2
b12
cl2
al3
b13
cl3
ala
b14
cl4
al5
b15
cl5
al6
b16
cl6
al7
b17

Signal

no con.

OUT D10+
OUT D10-
OUT D11+
OuUT D11-
OUT D12+
OUT D12-
OUT D13+
OUT D13-
OUT D14+
OUT D14-
no con.

no con.

OUT D15+
OUT D15-
OUT D16+
OUT D16-
OUT D17+
OUT D17-
OUT D18+
OUT D18-
OUT D19+
OUT D19-
no con.

no con.

OUT D20+
OUT D20-

DO-2210

c8

a9

b9

c9

alo
b10
c10
all
b11
cll
al2
b12
cl2
al3
b13
cl3
ala
b14
cl4
al5
b15
cl5
al6
b16
cl6
al7
b17

Signal

no con.
CB08
CB09
CB10
CB11
CB12
CB13
CB14
CB15
COMB
no con.
no con.
no con.
CAO08
CA09
CA10
CAll
CA12
CA13
CAl4
CA15
COMA
OA3
no con.
no con.
CAl6
CAl7

Al-2300

c8

a9

b9

c9

alo
b10
c10
all
b11
cll
al2
b12
cl2
al3
b13
cl3
ala
b14
cl4
al5
b15
cl5
al6
b16
cl6
al7
b17

IN VO4-
IN VO5+
IN VO5-
no con.
no con.
IN VO6+
IN VO6-
IN VO7+
IN VO7-
no con.
no con.
IOM11/0 0
IOM11/0 1
IOM11/0 2
IOM11/0 3
no con.
no con.
IOM11/0 4
IOM11/0 5
IOM11/0 6
IOM11/0 7
no con.
no con.
IN VO8+
IN VO8-

Signal
SM-0570

IN VO+
IN VO-

no con.

no con.

IN V1+
IN V1-

no con.

no con.

Signal
SM-0571

IN IREFO-
IN IREFO+
IN VO-
IN VO+

IN V1-
IN V1+
IN IREF1-
IN IREF1+

Signal
SM-0572

no con.
no con.

OUT VO+
OUT VO-

no con.
no con.

OUT V1+
OUT V1-

Signal
SM-0574

IN ICO+
IN ICO-
no con.

no con.

INIC1+
INIC1-
no con.

no con.

Al-2301

a9

b9

c9

alo
b10
c10
all
b11
cll
al2
b12
cl2
al3
b13
cl3
ala
b14
cl4
al5
b15
cl5
al6
b16
cl6
al7
b17

SICAM RTUs, SICAM AK 3 User Manual
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Signal

IN IREFO03-
IN VO8+
IN VO8-
IN VO9+
IN VO9-
IN IREFO4+
IN IREF04-
IN V10+
IN V10-
IN V11+
IN V11-
IN IREFO5+
IN IREFO5-
IN V12+
IN V12-
IN V13+
IN V13-
IN IREFO6+
IN IREF06-
IN V14+
IN V14-
IN V15+
IN V15-
IN IREFO7+
IN IREFO7-
IN V16+
IN V16-

CP-2016

a9

b9

c9

alo
b10
c10
all
b11
cll
al2
b12
cl2
al3
b13
cl3
ala
b14
cl4
al5
b15
cl5
al6
b16
cl6
al7
b17

Signal

WD_NO

WD_NC
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z § : § 5 & 5 6 5 § 58 52 5 5 53 § 5 i 5

o o o o o o ®» a ®» < O< n » n » [T n » < O O ®»
51  rtbl/bl rdbu/bu cl7 IND34 c17 OUT D21+ c17 CAl8 cl7 INV09+ cl7 INV17+ cl7
52  bl/rtbl bu/rdbu al8 IND35 al8 OUT D21- al8 CAl9 al8 IN VO09- al8 INV17- al8 WD_COM
53 rtbl/ge rdbu/ye b18 IND36 bl8 OUT D22+ bl8 CA20 b18 no con. b18 INIREF08+ bl8
54  gelrtbl ye/rdbu cl8 IND37 ¢18 OUT D22- c18 CA21 cl8 nocon. cl8 INIREF08- c¢18 WD_COM
55  rtbl/gn rdbu/gn al9 IND38 al9 OUT D23+ al9 CA22 al9 INV10+ al9 INV18+ al9
56  gn/rtbl gn/rdbu b19 IND39 bl9 OUT D23- bl9 CA23 b19 IN V10- b19 IN V18- b19
57  rtbl/br rdbu/bn cl9 INPM4 c19 OUT D24+ c19 COMA cl9 INV11+ cl9 INV19+ cl9
58  br/rtbl bn/rdbu a20 COM4 a20 OUT D24- a20 OAl a20 INV11- a20 INV19- a20
59  rtbl/sw rdbu/bk b20 nocon. b20 nocon. b20 nocon. b20 nocon. b20 INIREF09+ Db20
60  swirthl bk/rdbu c20 nocon. ¢20 nocon. c20 nocon. ¢c20 nocon. c20 INIREF09- c20
61 rtge/bl rdye/bu a2l IND40 a21 OUT D25+ a2l CB16 a2l IOM21/0O0 INVO+ IN IREFO- nocon. INICO+ a21 INV20+ a2l
62  blirtge bu/rdye b21 IND41 b21 OUT D25- b2l CB17 b21 IOM21/01 INVO- IN IREFO+ nocon. IN ICO- b21 IN V20- b21
63 rtgelge rdyelye c21 IND42 c21 OUT D26+ c21 CB18 c21 IOM21/02 nocon. IN VO- OUT VO+ nocon. c21 INV21+ c21
64  gelrtge ye/rdye a22 IND43 a22 OUT D26- a22 CB19 a22 |IOM21/03 nocon. IN VO+ OUT VO- nocon. a22 INV21- a22
65  rtge/gn rdye/gn b22 IND44 b22 OUT D27+ b22 CB20 b22 nocon. b22 IN IREF10+ bh22
66  gn/rtge gn/rdye c22 IND45 c¢22 OUT D27- c22 CB21 c22 nocon. c22 INIREF10- c22
67  rtgelbr rdye/bn a23 IND46 a23 OUT D28+ a23 CB22 a23 IOM21/04 INV1+ IN V1- no con. INIC1+ a23 INV22+ a23
68  br/rtge bn/rdye b23 IND47 b23 OUT D28- b23 CB23 b23 IOM21/05 INV1- IN V1+ no con. IN IC1- b23 IN V22- b23
69 rtge/sw rdye/bk c23 INPM5 ¢23 OUT D29+ c23 COMB c23 IOM21/06 nocon. INIREF1- OUTV1+ nocon. ¢23 INV23+ c23
70  swirtge bk/rdye a24 COMS a24 OUT D29- a24 OA2 a24 |OM21/07 nocon. IN IREF1+ OUT V1- nocon. a24 INV23- a24 ER_NO
71  rtgn/bl rdgn/bu b24 nocon. b24 nocon. b24 nocon. b24 nocon. b24 INIREF11+ b24
72 bl/rtgn bu/rdgn c24 nocon. c24 nocon. c24 nocon. c24 nocon. c24 INIREF11- c24 ER_NC
73  rtgn/ge rdgn/ye a25 IND48 a25 OUT D30+ a25 CB24 a25 INV12+ a25 INV24+ a25
74  gelrtgn yelrggn b25 IND49 b25 OUT D30- b25 CB25 b25 INV12- b25 IN V24- b25
75  rtgn/gn rdgn/gn c25 IND50 «c25 OUT D31+ c25 CB26 c25 INV13+ c25 INV25+ c25
76  gn/rtgn gn/rdgn a26 IND51 a26 OUT D31- a26 CB27 a26 INV13- a26 |INV25- a26 ER_COM
77  rtgn/br rdgn/bn b26 IND52 b26 OUT D32+ b26 CB28 b26 no con. b26 INIREF12+ b26
SICAM RTUs, SICAM AK 3 User Manual 79
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78  br/rtgn bn/rdgn c26 IND53 c26 OUTD32- c26 CB29 €26 nocon. c26 INIREF12- c26 ER_COM
79  rtgn/sw rdgn/bk a27 IND54 a27 OUT D33+ a27 CB30 a27 INV14+ a27 INV26+ a27
80  sw/rtgn bk/rdgn b27 IND55 b27 OUT D33- b27 CB31 b27 INV14- b27 IN V26- b27
81  rtbr/bl rdbn/bu c27 INPM6 c27 OUT D34+ c27 COMB c27 INV15+ c27 INV27+ c27
82  bl/rtbr bu/rdbn a28 COM6 a28 OUT D34- a28 OAO0 a28 INV15- a28 INV27- a28
83 rthr/ige rdbn/ye b28 nocon. b28 nocon. b28 VR b28 no con. b28 IN IREF13+ b28
84  gelrtbr ye/rdbn c28 nocon. €28 nocon. c28 nocon. €28 nocon. c28 INIREF13- c28
85  rthr/gn rdbn/gn a29 IND56 a29 OUT D35+ a29 CA24 a29 IOM3I1/0O0 INVO+ IN IREFO- nocon. INICO+ a29 INV28+ a29
86  gn/rtbr gn/rdbn b29 IND57 b29 OUT D35- b29 CA25 b29 IOM31/0O1 INVO- IN IREFO+ nocon. IN ICO- b29 IN V28- b29
87  rtbr/br rdbn/bn c29 IND58 c¢29 OUT D36+ c29 CA26 c29 IOM31/02 nocon. IN VO- OUT VO+ nocon. ¢29 INV29+ c29
88  br/rtbr bn/rdbn a30 IND59 a30 OUT D36- a30 CA27 a30 IOM31/03 nocon. IN VO+ OUT VO- nocon. a30 INV29- a30
89  rthr/sw rdbn/bk b30 IND60 b30 OUT D37+ b30 CA28 b30 nocon. b30 INIREF14+ b30
90  swirthr bk/rdbn c30 IND61 30 OUT D37- c30 CA29 ¢30 nocon. c30 INIREF14- ¢30
91  rtswibl rdbk/bu a3l IND62 a31 OUT D38+ a3l CA30 a3l IOM31/04 INV1+ IN V1- no con. INIC1+ a31 INV30+ a3l
92  bl/rtsw bu/rdbk b31 IND63 b3l OUTD38- b3l CA31l b31 IOM3I1/0O5 INV1- IN V1+ no con. IN IC1- b31 IN V30- b31
93 rtswige rdbk/ye c31 INPM7 ¢31 OUT D39+ c31 COMA c31 IOM31/06 nocon. INIREF1- OUTV1+ nocon. c¢31 INV31+ c31
94  gelrtsw ye/rdbk a32 COM7 a32 OUTD39- a32 nocon. a32 IOM31/O7 nocon. INIREF1+ OUTV1- nocon. a32 INV31- a32
95 rtsw/gn rdbk/gn b32 nocon. b32 nocon. b32 nocon. b32 nocon. b32 IN IREF15+ b32
96  gn/rtsw gn/rdbk c32 nocon. ¢32 nocon. c32 nocon. ¢32 nocon. c32 INIREF15- ¢32
97  rtswibr rdbk/bn *) *) *) *) *) *)
98  brirtsw bn/rdbk ) ) ) ) ) )
99  rtsw/sw rdbk/bk ) ) ) ) ) )
100 swirtsw bk/rdbk ) ) ) ) ) )

*) no connection
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1.9 Shielding and Protective Earthing

19.1 Shielding

Normally, shielded cables are strain-relieved directly after the cabinet/rack entry and then
grounded on a large-surface screening rail installed for this purpose.

1.9.2 Protective Earthing / Grounding

When installing a SICAM AK 3 system, attention is to be paid, that the cabinet or rack used,
features a proper protective earthing / grounding. That means, that all electrical conducting

parts must be connected large-surface and as short as possible with the existing grounding
system.

SICAM RTUs, SICAM AK 3 User Manual
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1.10 Labeling

1.10.1 General

This section shows how an SICAM AK 3 system is to be labeled according to Standard. The
following labels are provided:

Region- and Component Number
Plant Designation
Equipment Identification

£ o .98 8 2ers[ererep 9
IS :
w1 il | =] ©
VA e VT O I (e
Equipment 3
identification IH H H IH H H H : Plant designation
I H H ’ H H Region number
Eﬂ i H H | 2 /Componentnumber
GH H ] B A;c /
- £l 5l pis
A al H H L e
o |— ™" —|® E
Oooiolio|o|o|o e
e _ee elelelelelelee o | | ™
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1.11  Switching the System On and Off

1.11.1  Switching On

Before switching the system on, all system elements must be connected to a power supply.
Switching on takes place by connecting the voltage, as for example by switching on a minia-
ture circuit breaker. The system starts up automatically (startup after power-up).

The entire system is operational (without consideration of the error display), as soon as all
system elements have concluded the startup (refer to section 5.2, Checks And System Dis-
plays). This is also applicable analogously, if only parts of the system are switched off and
switched on again.

1.11.2 Switching Off

The switching off of the system takes place by disconnecting the voltage on all system parts.
With redundant power supply, pay attention to entire loss of voltage.

Caution

The switching off of the master control element during writing operations to the flash card (load firmware,
load parameters) is to be absolutely avoided, since the data on the flash card could be destroyed as a
result.

SICAM RTUs, SICAM AK 3 User Manual 83
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This chapter describes the mechanical design of the modules of the system SICAM AK 3,

connector pin assignments, lighted display, as well as block diagrams and external circuitries.
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2.1 Power Supply

211 PS-2630, PS-2632

The voltage is supplied on the front side of the housing

The voltage output (5 V) is galvanically insulated and protected against continued short circuit,
and is monitored on failure.

The power supplies can be connected in parallel to increase the operation reliability (redun-
dancy).

2.1.1.1 Front View

PS-2630 PS-2632

(©) @ (©) @
PS-2630 PS-2632
O O
— > — >
SIEMENS SIEMENS
SICAM AK SICAM AK
A A
+ L/+
N/-
® ®
—> —>
(©) ® (©) ®
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2.1.1.2 Block Diagram

PS-2630

| Ps-2630 svce svee L. /\

. v ¢ =
I Synchonous I 1
rectification VDCout 5V/24A
| — main DC/DC + » OR-ing I I !
: caps 4
| [ . ‘g
. A . | I3
- 7]
! vvo o Las
™
| |
,V_Sense+ . | | <
N
V_Sense- -
! Secondary [ - I I
I Control < RxD 1 .
. & XD N
I PIC I L
: < PDRO I
I . ADR1 . .
« T
) < DR2 |
| |-
. SVCC  .x99
T1 p—

galvanical insulation

| —H$' *********** V

[ 4 [
I PVCC I
- Primary -
| Control  [€— PvCC |
| |
—_— A
= |
I - @
. 1 |
| L Input Filter Booster Main |
IVDCIn » +Fuse Holdup DC/DC N
. | +Inrush Caps |
| X1° +reverse .
=] protection * * |
. +short Main .
rotection
| p Booster DC/DC | PyCC |
I Control Control |
. A .
1 t
| pvCC |
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PS-2632
| Ps-2632 svee svee L. I/\
I Synchonous I |
. rectification Vout 5V/24A
I — main DC/DC + || OR-ing L
: caps . 4
| -
. A . | 5
. %]
! v ——— 'als
o™
1 I x
. ,V_Sense+ . | | <
o
V_Sense- | .
! Secondary < . I
I Control < RxD I .
. & TxD N
I PIC I .
. < ADRO ]
| < ADR1 -
. < PPR2 . |
I D N
. A—T—bsvcc x99l
| . . |
. galvanical insulation T1 o— . .
uxiliafye~ e
I _A Supply I
. i .
I v I
| PvVCC |
. Primary .
I Control <— pvce |
| |
—_— A .
-1 |
| - Bridge+ -
. | Booster |
| I PFC + |
) Holdup Main
ﬂ% ] Caps DC/DC N
. | Input Filter |
| X1 - +Fuse -
PR | +Inrush * * |
. Booster Main .
I PFC DC/DC '« PVCC I
i Control Control |
. TA t .
PVCC
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2.1.1.3 Pin Assignment

The power supply connector X1 is assigned according to the following table.

PS-2630 PS-2632
Pin Signal Pin Signal
1 + 1 L/+
2 - 2 N/-
3 PE 3 PE

The abbreviations have the following meaning:

F - Power Supply + (24 to 60 VDC)
o ————————— Power Supply- (24 to 60 VDC)
L/ e, Power Supply+ (110 to 220 VDC, 230 VAC)
N/ Power Supply- (110 to 220 VDC, 230 VAC)
PE.. e Protective earth
SICAM RTUs, SICAM AK 3 User Manual 89
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2.2 Basic System Elements

221 CP-2016/CPCX26

2.2.1.1 Front Panel

CP-2016  Front panel
CP-2016 AK3
Security

CP-2016 CP-2016

RY: Board ready
RY ER: Error

W: Warning

INT BBD: Module failure

L INT: Internal error

Sy cPY EXT: External error

HLT ACT: CPU active

Parameter safety operation / Firmware is loaded

HLT: FW shut down / Board shut down

LK XO: \
i PK XO: |
RTX X2 ACTO: |
0| ER2 ERO: \ LED display for protocol element 0 and 1
PN LK X1: / Meaning see chapter ,Service®, section “Operation And Display Elements”
éggz PK X1: |
ACTL: |

CooooCo0 CoooooD CoooocD @
25
55
Clkcikclcold okl @ikl
o
AR
o
oo
0
vl
<

ERL: /
RES HES OH X2: '\
@ ° RTXX2: |
sp ACT2: |
ER2: \ LED display for protocol element 2 and 3
OH X3: / meaning dependent on the installed protocol element
RTX X3: | see chapter ,Service", section “Operation And Display Elements”
ACT3: |
= ER3: /
@ X RES: Reset
X4 x2
& SD: SD-Card (SD-Card in front panel CP-2016 AK3 Security not visible)
E X4: USB interface
X0: Interface protocol element O
X1: Interface protocol element 1
X2: Interface protocol element 2
[: X3: Interface protocol element 3
S/N: Serial number
ﬁ Sl2: Position for label with serial number of protocol element 2
= | SI3: Position for label with serial number of protocol element 3
SI2
N
SI3 oy
MO | IS
SN| B
@
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2.2.1.2 Block Diagram

< A A A A A A Backplane >
) N Ay doc B T i I IE PP .
! X99 1! X100 !

R R SO SN T e i ........... f ........... 1

i v v v CP-2016

1 .

- Node- Ax-PE-Bus Ax-PE-Bus Time-

: Bus internal external Error Watchdog sync

i A A A A A 'y

i A

i HSL-Bus HSL-Bus SYS-10 |

! external internal internal |~

! A A A

I

1

i

i

| v v v v v v A\ 2 4

I

i FPGA, CPLD <

I

i A4 A Y

I +5V| |GND

i vy v v

'l bc «

! DC A

! o)

! 8 Submodule

| z PPC440EP o

! tional

| +5V 3V3 2V5 1V25 1v2 | & (optional)

1

i

!

! OVER/UNDER-

! VOLTAGE

I

!

1

- DC

! Memory

i DC

I

I

!

! Ethernet

: switch

I

| o v..Yy_ __y_.__. _Y_ - _¥N___Y_
1 | USB | I I [ i

' Status/Alarm LEDs '|Reseti Y ! 1 X0 X1 X2 X3I

. ! i ; I

U A M S ) S (O S S "

Engineering  PREO’ PRE1’ PRE2 "~ PRE3"
tool

1 Local Ethernet interface
Usage depends on the equipped SM-25xx
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2.2.1.3 Pin Assignment

Peripheral connector (X100)

Pin Signal Pin Signal Pin Signal
al - bl - cl -

a2 SYNC1+ b2 - c2 SYNC2+
a3 - b3 - c3 -

ad SYNC_GND b4 - c4 SYNC_GND
ab - b5 - c5 -

ab - b6 - c6 -

a7 - b7 - c7 -

a8 - b8 - c8 -

a9 - b9 - c9 -
alo - b10 - clo0 -
all - bll - cll -
al2 - b12 - cl2 -
al3 - b13 - cl3 -
al4d - bl4 - cla -
als - b15 - cl5 -
al6 WD_N/O b1l6 - cl6 WD_N/C
al7 - b17 - cl7 -
al8 WD_COM b18 - cl8 WD_COM
al9 - b19 - cl9 -
a20 - b20 - c20 -
a2l - b21 - c21 -
a22 - b22 - c22 -
a23 - b23 - c23 -
a24 ER_NO b24 - c24 ER_NC
a25 - b25 - c25 -
a26 ER_COM b26 - c26 ER_COM
a7 - b27 - c27 -
a28 - b28 - c28 -
a29 - b29 - c29 -
a30 - b30 - c30 -
a3l - b31 - c31 -
a32 - b32 - c32 -

The abbreviations have the following meaning:

Synchronization input for <32 V
Synchronization input for 33 Vto 72 V
Ground for Synchronization input

.. Watchdog operating contact

W atchdog root contact

Watchdog normally closed contact

.. Sum error operating contact

Sum error root contact

Sum error idle contact

92 SICAM RTUs, SICAM AK 3 User Manual
Edition 07.2016, DC2-028-2.03



System Components

Communication plug, RJ45 (X0, X1, X2, X3)

Pin Ethernet
1 TX+
2 TX-
3 RX+
4 -
5 =
6 RX-
7 =
8 =

V.28, RS232
CTS
RTS
DSR
TXD
RXD
GND
DCD
DTR

The abbreviations have the following meaning:

Clear to Send
Request to send
.. Data Set Ready
Transmit data
Receive data

.. Ground

Transmit data (differential)
.. Receive data (differential)

.. Data Carrier Detect
Data Terminal Ready

Engineering plug, USB mini-B (X4)

Pin Signal
VBUS
D-
D+
NC
GND

a »~ W N P

SICAM RTUs, SICAM AK 3 User Manual
DC2-028-2.03, Edition 07.2016
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2.2.1.4 LED Display

Details about the meaning of the LEDs can be found in chapter Service, section Operation
And Display Elements - Basic System Elements.

94 SICAM RTUs, SICAM AK 3 User Manual
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222 CP-2019/PCCX26

2.2.2.1 Front Panel

Standard Safety
CP-2019 CP-2019
Fé; @25 RY: Board ready
ER: Error
W
BBD BBD
Bt B W: Warning
e ggl BBD: Module failure
o o INT: Internal error
EXT: External error
PR X e ACT: CPU active
ey i CPY: Parameter safety operation / FW is loaded
Lkxt Lxt SF: Safety Function
ACTL ACT1 HLT: FW shut down / Board shut down
ER1 ER1
e 2. | heror |
ACTs ACT ERO: \ LED display for protocol element 0 and 1
ER3 ERS LK X1: / Meaning see chapter ,Service*, section
PK X1: | “Operation And Display Elements”
ACT1: |
RES RES ER1: /
@ @
OH X2: '\
RTX X2: |
ACT2:
ER2: \ LED display for protocol element 2 and 3
OH X3: / meaning dependent on the installed protocol element
RTX X3: | see chapter ,Service", section “Operation And Display Elements”
ACT3: |
X0 X0 ER3: /
X1 X1
¥ ¥a
RES: Reset
X0: Interface protocol element 0
X1: Interface protocol element 1
X2: Interface protocol element 2
: : X3: Interface protocol element 3
S/N: Serial number
" a2 ) " 2 1 Sl2: Position for label with serial number of protocol element 2
DF | DF | SI3: Position for label with serial number of protocol element 3
SN SI3 SN SIB
(@)
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2.2.2.2 Block Diagram

< A A A A A A Backplane >

RPN I AN GRS IR I SO N -4
X100 !

LU S . IR SN DR O -
i v v v CP-2019 !
. 1
: Node- || | Ax-PE-Bus| | | Ax-PE-Bus i
i Bus internal external [
i A A A !
i A [
i HSL-Bus HSL-Bus SYS-IO | 4 :
! external internal internal i
! A A A i
I .
. 1
1 .
. I
| i
i v v v v v v !
. 1
I .
! FPGA, CPLD < :
I .
[ WY A :
i +5V| | GND :
! vy 3 :
'l bc B i
. 1
! DC a i
! 0 i
! 3 Submodule i
! z PPC440EP o !
! tional !
| +5V 3V3 2V5 1V25 1v2 | & (optional) |
I .
. 1
1 .
. I
' | OVER/UNDER- :
! VOLTAGE A i
| |
i DC !
i Memo :
i v DC i
N |
1 .
. 1
| i
. I
! Ethernet i
: switch i
. 1
E i i
. v v 1
i jrmmmmm Y Y I ST A A .
' Status/Alarm LEDs ! i Reset, i X0 XL X2 X3
.. L l___._ o A . i L
PREO’ PRE1’ PRE2” PRE3"

) Local Ethernet interface

Usage depends on the equipped SM-25xx
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2.2.2.3 Pin Assignment

Communication plug, RJ45 (X0, X1, X2, X3)

Pin Ethernet V.28, RS232
1 TX+ CTS
2 TX- RTS
3 RX+ DSR
4 - TXD
5 - RXD
6 RX- GND
7 - DCD
8 - DTR

The abbreviations have the following meaning:

TX e Transmit data (differential)
(23 T Receive data (differential)
CTS ., Clear to Send

RTS... .... Request to send

(D151 = SO Data Set Ready

TXD ceiiiiiiecieas Transmit data

.... Receive data

DCD..cvviiiiveieeens Data Carrier Detect
(D I Data Terminal Ready
SICAM RTUs, SICAM AK 3 User Manual 97
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2.2.2.4 LED Displays:

Details about the meaning of the LEDs can be found in chapter Service, section Operation
And Display Elements - Basic System Elements.

98 SICAM RTUs, SICAM AK 3 User Manual
Edition 07.2016, DC2-028-2.03



System Components

2.3 Migration-Basic System Element

23.1 CP-2017/PCCX25

The basic system element CP-2017/PCCX25 is the processing and communication element of
the product family SICAM AK. It can be expanded with up to 4 serial interfaces by equipping
serial interface modules and the appropriate connection board.

This function can also be used in SICAM AK 3 when the SICAM AK 3 migration board rack
CM-2847 is used.

CP-2017 has no RJ45 communication interfaces on the front panel. These interfaces are sup-
plied on the additional required connection board CM-2838. Further it is necessary to mount
one patch plug (CM-2860 or CM-2869) for each communication interface on the connection
board.

SICAM RTUs, SICAM AK 3 User Manual 99
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2.4 Protocol Elements

The hardware of the protocol elements, namely serial interface modules (SIM), can be in-
stalled on the basic system element. There protocol element itself have neither a front panel
nor LEDs to display status and functions. Therefore they use the LEDs and front panel of the
basic system elements. The meaning of these LED displays is described there.

CP-2016

LEDs for local PRE{
LEDs for SIM{

Interfaces for local PRE {

Interfaces for SIM{

100

Front panel
CP-2016

CP-2019

=
=
Z
=
Z
=
Z
=
=
=
Z
=
=
) E
=
Z
=
Z
=
) E
=
Z
=
Z
) &
=
r

LEDs for local PRE {
LEDs for SIM{

Interfaces for local PRE {

Interfaces for SIM{

Front panel
CP-2019
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241 SM-2551

Installable serial interface module (SIM) for CP-2016 and CP-2019.

2.4.1.1 Block Diagram

Basic system element

< Supplementary system element-BUS >
| sm-2551 v |
. +5 V| — PowerSupply .
|

. li +33V |
| |
. v v .
! XC164 CPU- XC164 CPU- I
I Basic system Basic system I
- 4 A .
I I
| A . . 4 |
. galvanic insulation .
[ 0 T 0 |
. A 3 A .
| |
! AV AV I
| A A I

SICAM RTUs, SICAM AK 3 User Manual
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2412

24121

2.4.1.2.2 Balanced Interchange Circuit X.24/X.27

102

Pin Assignment

The serial interface module SM-2551 uses the plugs X2 and X3 of CP-2016 and CP-2019.

The pin assignment depends on the operation mode of the supported protocols. You find the
information thereto in the SICAM AK 3 System Description, chapter “System Components and

Technical Data”, section “Protocol Elements”.

Unbalanced Interchange Circuit V.24/V.28

V.23 dedicated line, VFT channel, V.28 asynchronous

pin alias signal
i l/70 1 CTs
2 170 2 RTS
3 70 3 OSR/+5V
b I/70 4 ™D
5 705 RxD
6 /70 6 GND
7 1707 0co
8 I/0 8 OTR

V.11 isochronous

Pulse is transmitted

pin alias signal
1 I/0 1 (1S
2 I/0 2 TxC
3 170 3 5V
b 170 & TxD
5 I/0 5 RxD
6 I/0 6 GND
7 170 7 DCo
8 I/0 8 DTR
Pulseis received
pin alias signal
1 I/0 1 RxC
2 170 2 RTS
3 170 3 ~5V
b 170 & Tx0
5 I/0 5 RxD
6 I/0 6 GND
7 170 7 0o
8 I/0 8 OTR

SICAM RTUs, SICAM AK 3 User Manual
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2.4.1.2.3 Balanced Interface EIA-485

V.11 asynchronous

pin alias signal
1 170 1
2 I/0 2 RTS
B 170 3 +5Y
b I/0 & ™D
5 I/0°5 RxD
6 170 6 GND
7 1’70 7
8 I/0 8

2.4.1.2.4 Balanced Interface ElIA-422

V.11 asynchronous

pin alias signal
1 170 1 CTs
7 170 2 RTS
3 170 3 +5V
4 170 & ™D
5 170 5 RxD
6 170 6 GND
7 707 0co
8 170 8 OTR

2.4.1.2.,5 Optical Interface (Multimode Fiber Optics) with CM-0821

pin alias signal
1 /0 1 c1s
? I/0 2 TxD
3 1/0 3 5V
4 I/0 & TxD
5 /05 RxD
6 1/0 6 GND
7 l/0 7 RNGERR
8 I/0 8 OTR
SICAM RTUs, SICAM AK 3 User Manual 103
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2.4.1.2.6 Optical Interface (Multimode Fiber Optics) with CM-0847

104

RJ45 plug (8-pole)
RS232 (V.24) electrical interface

Pin

o N o O A~ W N P

Signal

+5V

RxD-
TxD-
GND

Legend

C1s ...

RTS
DSR
DCo
DTR
XD

RxD . ..
GND ...
=)
™C . ..

RxC

RNGERR

interface
interface
inferface
serial inferface
serial inferface

- serial
§
[
[
[

serial inferface
[
[
[
[
§

seria
seria

~serial inferface
-serial inferface
- serial inferface
~serial inferface

- serial inferface

MODE . . . operafing mode

Meaning

not connected
not connected
+5V Versorgung
Receive Data -
Transmit Data -
Ground

not connected

not connected

) - clear fo send
) - reguest to send
) - dafa sel ready
) - dafa carrier defect
) - dafa terminal ready
) - fransmit data
) - recelve dafa
V.28) - signal ground
- +GV-supply
(V28) - generated clock pulse
(V.28) - received clotk pulse

signaling ring failure (in conunction with CM-0821)

V.28 on CM-0827
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24.2 SM-0551

Serial interface module (SIM), installable on SM-2558.

2.4.2.1 Block Diagram

1 A4 '
! o !
! I sm-0551 . = :
! « (optional) | i i
1 . L4 !
C v v |
| I
! I XC164 CPU- : <> i
! . Basic system | i
I . .
1 ! A I !
! I !
! !
1 4 !
! !
o A e A !
I A 1 A !
! !
I A !
i \/ | \\/ !
I - 3 !
I 5 4 !
L L e e |

Y
X2

optional
serial

interface

(PRE2)
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2422

24221

2.4.2.2.2 Balanced Interchange Circuit X.24/X.27

106

Pin Assignment

The serial interface module SM-0551 uses the plug X2 of CP-2016 and CP-2019.

The pin assignment depends on the operation mode of the supported protocols. You find the
information thereto in the SICAM AK 3 System Description, chapter “System Components and

Technical Data”, section “Protocol Elements”.

Unbalanced Interchange Circuit V.24/V.28

V.23 dedicated line, VFT channel, V.28 asynchronous

pin alias signal
1 170 1 (TS
2 1’70 27 RTS
3 70 3 OSR/+5V
b 170 & XD
5 170 5 RxD
6 70 6 GND
7 1’707 0o
8 170 8 OTR

V.11 isochronous

Pulse is transmitted

pin alias signal
1 170 1 (1S
2 170 2 TxC
3 170 3 +5V
b 170 &4 TxD
5 170 5 RxD
6 /0 6 GND
7 170 7 0o
8 170 8 DTR
Pulse is received
pin alias signal
1 170 1 RxC
2 170 2 RTS
3 170 3 +5V
b 170 &4 TxD
5 170 5 RxD
6 /0 6 GND
7 170 7 0cb
8 170 8 DTR

SICAM RTUs, SICAM AK 3 User Manual
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2.4.2.2.3 Balanced Interface EIA-485

V.11 asynchronous

pin alias signal
1 l/0 1
7 170 2 RTS
B 170 3 <5V
b 170 4 X0
5 1705 RxD
6 /0 6 GND
7 1707
8 170 8

2.4.2.2.4 Balanced Interface ElIA-422

V.11 asynchronous

pin alias signal
1 l/0 1 cTs
7 170 2 RTS
B 170 3 +5Y
b 170 4 ™D
5 1705 RxD
6 /0 6 GND
7 1707 0co
8 170 8 0TR

2.4.2.2.5 Optical Interface (Multimode Fiber Optics) with CM-0821

pin alias signal
1 1/0 1 C1s
2 I/D 2 TxD
3 /70 3 +GV
4 I/D & TxD
5 I/0 5 RxD
6 /0 6 GND
7 l/0 7 RNGERR
8 /0 8 DTR
SICAM RTUs, SICAM AK 3 User Manual 107
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2.4.2.2.6 Optical Interface (Multimode Fiber Optics) with CM-0847

108

RJ45 plug (8-pole)
RS232 (V.24) electrical interface

Pin Signal

1 -

2 -

3 +5V

4 RxD-

5 TxD-

6 GND

7 -

8 -

Legend

CT1s serial interface (V28) - clear to send

RTS serial inferface (V.28) - reguest fo send
OSR ... . serial inferface (V.28) - dafa sel ready
0CO . .. . serial interface (V28) - dafa carrier detect
OTR . .. .serial interface (V.28) - data ferminal ready
XD serial interface (V28) - fransmif data

RxD serial interface (V28) - receive data

GND serial interface (V.28) - signal ground
<6V serial inferface - +5V-supply

TxC ... . serial interface (V.28) - generated clock pulse
RxC . serial inferface (V28) - received clock pulse

RNGERR  signaling ring failure (n conjunchion with CM-0827)
MODE operating mode V28 on CM-0827

Meaning

not connected
not connected
+5V Versorgung
Receive Data -
Transmit Data -
Ground

not connected

not connected

SICAM RTUs, SICAM AK 3 User Manual
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243 SM-2558

Installable serial interface module (SIM) for CP-2016 and CP-2019.

2.4.3.1 Block Diagram

Basic system element

< ZBG-BUS >

| sm-2558 v |
. +5V[— Power .
| B Supply |
| ‘ l L |
| Crypto | ARM |
. Chip = 7] Cortex A9 .
| |
| Ethernet PHY |
| o ) |
. galvanic insulation .
o A o A — .
. A 3 A .
I i I
' AV | AV I
I : A |

X3

electrical ethernet
interface (PRE3)
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2.4.3.2 Pin Assignment

2.4.3.2.1 Ethernet Interface

24.3.2.2

110

RJ45 socket connector
on CP-2016 and CP-2019

X3

Pin

o N o O B~ W N P

Serial Interface

Signal
TxD+
TxD-
RxD+

Meaning
Transmit Data +
Transmit Data -
Receive Data +
not used

not used
Receive Data -
not used

not used

The serial interface (X2) is provided by means of an attachable SM-0551 (refer to 2.4.2, SM-

0551).
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2.5 Peripheral Elements

251 Setting the Module Address

The peripheral element is coupled to the basic system element via the Ax 1703 peripheral
bus.

The address of the peripheral element on the Ax 1703 peripheral bus is determined in
SICAM TOOLBOX Il when defining the Ax 1703 peripheral bus configuration. This address is
then set by means of the PBA switch (fi) on the peripheral element.

SICAM RTUs, SICAM AK 3 User Manual 111
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25.2 DI-211x/BISX26

2.5.2.1 Front Panel

DI-2112 DI-2113 DI-2114 DI-2115

DI-2112 DI-2113 DI-2114 DI-2115

Board ready
Error

\

> binary inputs (0-63)

SIN SIN SIN SIN

112 SICAM RTUs, SICAM AK 3 User Manual
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2.5.2.2 Block Diagram

< AX peripheral bus A >

X100 |
e S P D .
| Power Supply 1
. + Monitor .
| +Power-up reset |
| |
| [ |
| « RESET ‘ Reset AXPE slave 1
. « ‘ controller .

! Blackfin CPU 4 +!

! — e !
| configuration l

| 1/0 controller 1
: SDRAM Flash |, N .
| < > 7y |

FPGA .
! v !
| ‘ LED ‘ ‘ PBA ‘ |

9]
B
o]
(7]
E
=]

FT | | L
I-— — — — - — — e s - — — —r — - — — o mem — -I
! X99 |

N~ o « [} ~

{
{
{
{
{
i

Group 0 Gr. 1 Gr.2 Gr3 Gr. 4 Gr.5 Gr.6 Group 7

Warning
A An insulation plate must be installed left and right of the modules DI-2114 and DI-2115.
One insulation plate is included to these boards. Further can be ordered with following number:

Insulation plate double-Euro format T12-001 / 6MF13010CA010AAOQ
Insulation plate holder ................... TC2-099/ (4 pieces per insulation plate) 6MF13133CA000AAQ

There is no reinforced isolation between the peripheral circuits. Therefore, it is not allowed to protect each
circuit within one board separately using various fuses.
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2.5.2.3 Pin Assignment

A 96-pin male connector according to DIN 41612 type C is used. The peripheral connector's
pin assignment is described in the following table.

DI-211x | peripheral cable signal DI-21x | peripheral cable signal DI=21x | peripheral cable signal
X2 |wire| colour X2 wire| calour X2 wire| colour
1 03 | whbu/ye IN D02 b1 02 | bu/whbu IN D01 Ell 01| whbu/bu IN DOO
c? 06 | gn/whbu IN D05 b? 05 | whbu/gn IN D04 32 04 | ye/whbu IN D03
3 09 | whbu/bk IN PMO o3 08 | bn/whbu IN D07 a3 07 | whou/bn IN D06
ch 12 | bu/whye D4 11 | whye/bu B 10 | bk/whbu COMO
=) 5 | whye/gn IN B10 b5 1| ye/whye IN D09 35 B | whye/ye IN D08
6 18 | bn/whye N D3 b6 17 | whye/bn IN D12 36 16 | gn/whye N D11
7 21| whgn/bu IN PM1 b7 20 | bk/whye N D5 a7 19 | whye/bk IN D14
8 24 | ye/whgn b8 23 | whgn/ye 38 22 | bu/whgn CoM1
9 27 | whgn/bn IN D18 b9 26 | gn/whan IN D17 39 25 | whan/gn N D16

10 | 30 | bk/whgn IN 021 D10 | 29 | whgn/bk IN 020 310 | 28 | bn/whgn N 019
1 33 | whbn/ye | IN PM2 bl 32 | bu/whbn N D23 all 31 | whbn/bu N D22
12 36 | gn/whbn b12 35 | whbn/an a2 34 | ye/whbn oMz
13 39 | whbn/bk IN D26 RE] 38 | bn/whbn IN D25 EIE 37 | whon/bn IN D24
cl4 | 42 | bu/whbk N 029 b4 41| whbk/bu IN D28 3lh | 40 | bk/whbn N D27
ts 45 | whbk/gn | IN PM3 b5 | 44| ye/whbk N D31 315 43 | whik/ye IN D30
16 48 | bn/whbk b16 47 | whbk/bn 36 46 | gn/whbk CoM3
17 51| rdbu/bu IN D34 b7 50 | bk/whbk IN D33 all | 49 | whbk/bk IN D32
c18 | 54| ye/rdbu N D37 b18 53 | rdbu/ye N D36 318 52 | bu/rdbu N 035
€19 | 57| rdbu/bn IN PM& b19 56 | an/rdbu IN D39 319 55 | rdbu/gn IN D38
20 | 60 | bk/rdou b20 59 | rdbu/bk 320 58 | bn/rdbu COM&4
€21 | 63| rdye/ye IN D42 b21 | 62 | bu/rdye IN D41 321 61| rdye/bu IN D40
€22 | 66 | gn/rdye IN D45 b2?2 65 | rodye/on IN D44 322 | 64 | ye/rdye IN D43
€23 | 69| rdye/bk IN PM5 b723 | 68 | bn/rdye IN D47 323 67 | rdye/bn IN D46

24 | 72 | bu/rdgn b24 71| rdgn/bu 324 | 70 | bk/rdye COM5
c25 75 | rdgn/an IN D50 b25 | Th | ye/rdon IN D49 a5 73 | roggn/ye IN D48
£26 | 78 | bn/rdgn IN D53 b26 | 77 | rdgn/bn IN D52 326 | 76 | gn/rdgn IN D51
27 81| rdbn/bu N PM6 b27 |80 | bk/rdgn IN D55 327 | 79| rdgn/bk IN D54
28 84 | ye/rdon b28 83 | rdbn/ye az8 82 | bu/rdbn COMé

29 | 87| rdon/bn IN D58 b29 | 86 | gn/rdbn IN D57 329 85 | rdbn/gn IN D56
30 | 90 | bk/rdon IN D61 b30 | 89 | rdbn/bk IN D60 330 | 88 | bn/rdbn IN D59
31 93 | rdbk/ye N PM7 b31 | 92| bu/rdbk N D63 331 91| rdbk/bu N D62
32 96 | gn/rdbk PEVA 95 | rdbk/gn ai? 94 | ye/rdbk oM7

The "DI/X2" column refers to the male connector of the peripheral connectors.

The abbreviations have the following meaning:

IN D00 .. N D07 digital inputs group O BItO . Bit7

IN D08 . N D15 digital inputs group 1 BitO . Bit7
INDW ..IND23 .. digital inpufs group 2 BitO . Bit7
IND24 . IND31.. .. ... ... digital inpufs group 3 BitO .. Bif7
IN'032 . IN B39 digital inputs group 4 BItO . Bit7

IN D40 . IN D47 digital inputs group 5 BitO . Bif7
IND&8 . NDSS ... ... digital inpufs group 6 BItO . Bit7
INDS6 . IND63 ... digital inpufs group 7 BitO . Bit7

IN PMO .. N PM7 digital inputs - power monitoring 0 .. 7
COMO . COM7 common group 0 . 7
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2.5.2.4 External Circuitry

Input with switched plus or minus

DI-211x A double-point information occupies
two binary inputs. The order is important::
INDOO ———r
IN DO1 """ double-point information D0O0/D01
- = INDO2 ——— | o .
e INDO3 /"7 double-point information D02/D03
GROUPO == INDO4 — | \
- = INDO5 — ] \
- o INDB — | \
- = INDO7 ——— ] !
——————————== PM0 VE)(T+ (')
4—‘ COMO0 VEXT—(+)

‘ One integrated total occupies one binary input:
== IND48 ——=2] Count D48
— == [N D49 — Count D49
— = IN D50 —— |
— == |ND51 —_— |

GROUP6 —— == |IND52 = |
——————= IND53 — ‘
— == |ND54 —— |
—————== |ND55 = ‘
— PM6 Vext+
——== COM®6 VexT -

One Single-point information occupies one binary input:

———— IND56 S1D56
— IND%7 SI D57
———————== IND58 ‘
————== IND59 |

GROUP7 ———— == IND60 ‘
—————==IN D61 |
— == IN D62 ‘
— == IN D63 I
- = PM7 Vext* ()

COM7 Vext- (+)
Zn.Nr.: DI2100_EBE.WMF
[ ] Note
l The above figure shows one example of the assignment of inputs and/or outputs as well as their external

circuitry. Rules, which must be considered for the assignment of the inputs and/or outputs, can be found in
the following section.
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2.5.2.5

25251

116

I/O Assignment

The assignment of the HW pins to the data points is done according to the following scheme.

Inputs

HW pin
Single-point information

IN DOO
IN DO1

IN D63
Double-point information

IN DOO/IN DO1
IN DO2/IN D03

IN D62/IN D63
Integrated totals

IN DOO
IN DO1

IN D63

Data Point

Single-point information DOO
Single-point information DO1

Single-point information D63
Double-point information DO0/D01
Double-point information D02/D03
Double-point information D62/D63
Integrated total DOO

Integrated total DO1

Integrated total D63

SICAM RTUs, SICAM AK 3 User Manual

Edition 07.2016, DC2-028-2.03



System Components

2.5.2.6 Return Information to Pulse Command Assignment

Predefined assignment to PCCO26 (assigning commands without building groups)

Type Predefined assignment
Single information to single SI1 D00...command CAOO0

command SI D01...command CA01
(1-pole, 1.5-pole) :
SID31...command CA31
SI D32...command CB00
SI D33...command CB01

SI D63...command CB31

Single information to single SI D00...command CA00/CB00
command SI D01...command CA01/CB01
(2-pole) :

SI D31...command CA31/CB31
Double information to double DI DO0O/DO01...command CAO0/CA01

command DI D02/D03...command CA02/CA03
(1-pole, 1.5-pole) :
DI D30/D31...command CA30/CA31
DI D32/D33...command CB00/CB01
DI D34/D35...command CB02/CB03

DI .D62/D63. ..command CB30/CB31

Double information to double DI DO0O/DO01...command CAQ0..CB01
command DI D02/D03...command CA02..CB03
(2-pole) :

DI .DSO/DSl. ..command CA30..CB31

Predefined assignment to PCCO27 (assigning commands in groups)

Type Predefined assignment
Single information to single SI1 D00...command CA00
command SI DO1...command CB0OO
(1-pole, 1.5-pole) SI D02...command CAO01

SI D03...command CB01

SID62...command CA31
SI D63...command CB31

Single information to single SI D00...command CA00/CB00
command SI D02...command CA01/CB01
(2-pole) :

SI1 D60...command CA30/CB30
SI D62...command CA31/CB31

Double information to double DI DO0O/DO01...command CA00/CB00
command DI D02/D03...command CA01/CB01

(1-pole, 1.5-pole) s
DI D62/D63...command CA31/CB31

Double information to double DI DO0O/DO01...command CA00..CB01
command DI D04/D05...command CA02..CB03
(2-pole) :

DI D56/D57...command CA28..CB29
DI D60/D61...command CA30..CB31
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2.5.3 DO-2201/BI1SO25

2.5.3.1 Front Panel

DO-2201

D0-2201

{0} R Board ready
ER Error
D00 \

o
=3
o

Q
N}
©

D16

D17

D18

D19 )

D20 > binary outputs (0-39)

[ ]

SIN: Serial number
SIN
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2.5.3.2 Block Diagram

< sysfem bus >

r-- - - - - - - - - - -7 -"=-—-——-—-—- -\ -\ - - - - - - - - — T
| |
! +GV sysfem valfage ‘
I ‘ bus contraller } / %
I ‘ t |
| |
| ‘Mrmware madmg‘ ‘ shared RAM ‘ ‘ walchdog ‘ ‘ HW-ID |
| |
| |
: [ FasH | [ rn ] LED-display |
. | | |
| infernal bus |
| |
| |
| CPU |
| HW-REV e ‘
UART
| |
| |
| |
: shift register bus |
| |
| |
| |
| |
| | | I
,,,,,,, | Qdvancd ] e |

IF — insulation = :
| |
| - ++ |
| K |
| — — |
| uD ¢ |
| 4 4 |
| |
U _ —_ — e _ = = = _ —_ —_ _ _ - = = = -
€ o o ______ Zpmpeacale _ __ ___ _______

S =S o~ EN

j=] (=] [aa] [an]

[sm] [sm] O O

5 5 T T T T T T T T T = =

(] (=] (=] (=]

[ —

ourpur 0 ourput 39

binary oufputs
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2.5.3.3 Pin Assignment

A 96-pin male connector according to DIN 41612 type C is used. The peripheral connector's
pin assignment is described in the following table.

D0-2201| peripheral cable signal D0-2201 | peripheral cable signal D0-2201 | peripheral cable
X2 |wire| colour X2 |wire| colour X2 |wire| colour
cl 03 | whbu/ye | OUT D01+ b1 02 | bu/whbu | OUT DOO- 3l 01| whbu/bu | OUT DOO+
2 06 | gn/whbu | OUT D0OZ2- b2 05 | whbu/gn | OUT BO2+ 32 04 | ye/whbu | OUT DO1-
3 09 | whbu/bk | OUT D04+ b3 08 | bn/whbu | OUT DO3- a3 07 | whbu/bn | OUT DO3+
ch 12 | bu/whye Dk 11| whye/bu alv 10 | bk/whbu | OUT DO4-
5 5| whye/gn | DUT D06+ b5 1 | ye/whye | OUT DO5- 35 B | whye/ye | OUT DO5+
6 18 | bn/whye | DUT D07- b6 17| whye/bn | DUT D07+ 36 16 | gn/whye | DUT D06-
c7 21| whgn/bu | BUT D09+ b7 20 | bk/whye | DUT D0O8- a7 19 | whye/bk | DUT D08+
8 24 | ye/whan b8 723 | whan/ye a8 27 | bu/whgn | DUT DO9-
9 27 | whgn/bn | OUT D11+ b9 26 | gn/whgn | OUT D10- 39 25 | whgn/gn | OUT D10+
10 30 | bk/whgn | OUT D12- p10 | 29 | whgn/bk | DUT D12+ 310 | 28 | bn/whgn | OUT D1-
c 33 | whbn/ye | OUT D14+ b1 32 | bu/whbn | OUT D13- Bl 31 | whbn/bu | DUT D13+
12 36 | gn/whbn b12 35 | whbn/gn EI 34 | ye/whbn | OUT 074
3 39 | whbn/bk | OUT D76+ 013 38 | bn/whbn | OUT D715- a3 37 | whbn/bn | DUT D15+
c14 | 42 | bu/whbk | OUT D17- b4 41| whbk/bu | DUT D17+ al4 | 40 | bk/whbn | OUT D16~
t’s 45 | whbk/gn | OUT D19+ b5 44 | ye/whbk | OUT D18- a’s 43 | whbk/ye | OUT D18+
16 | 48 | bn/whbk b16 | 47 | whbk/bn a6 | 46| gn/whbk | OUT D19-
17 51| rdbu/bu | OUT D21+ b17 50 | bk/whbk | BUT D20- al7 | 49 | whbk/bk | BUT D20+
18 S4 | ye/rdou | OUT D22- b18 53 | rdbu/ye | OUT D22+ 318 52 | bu/rdbu | OUT D21-
19 57 | rdbu/bn | OUT D24+ b19 56 | gn/rdbu | OUT D23- 319 55 | rdbu/gn | OUT D23+
£20 | 60 | bk/rdbu 820 | 59 | rdbu/bk 320 | 58 | bn/rdbu | OUT D24-
21 63 | rdye/ye | OUT D26+ b21 62 | bu/rdye | OUT D25- a1 61| rdye/bu | OUT D25+
£22 66 | gn/rdye | OUT D027- h22 65 | rdye/gn | OUT D27+ 322 64 | ye/rdye | OUT D26~
t23 |69 | rdye/bk | OUT D29+ b23 | 68 | bn/rdye | OUT D28- 323 | 67| rdye/bn | OUT D28+
24 72 | bu/rdgn b24 71| rdgn/bu a2k 70 | bk/rdye | OUT D029-
c25 75| rdgn/gn | OUT D31+ b25 74 | ye/rdgn | OUT D30- azs 73| rggn/ye | OUT D30+
£26 78 | bn/rdgn | OUT D32- b26 77 | rdgn/bn | OUT D32+ 326 76 | gn/rdgn | OUT D3t
27 81| rdbon/bu | OUT D34+ b27 | 80 | bk/rdgn | OUT D33- a27 | 79| rdgn/bk | OUT D33+
28 84 | ye/rdbn b28 83 | rdbn/ye az8 82 | bu/rdbn | OUT D34-
£29 | 87| rdon/bn | OUT D36+ 0729 | 86| gn/rdbn | OUT D35- 329 | 85| rdbn/gn | OUT D35+
c30 |90 | bk/rdbn | OUT D37- b30 | 89| rdbn/bk | OUT D37+ 330 | 88| bn/rdbn | OUT D36~
= 93 | rdbk/ye | OUT D39+ b31 92 | bu/rdbk | OUT D38- adl 91| rdbk/bu | OUT D38+
32 | 96 | gn/rdbk b3? 95 | rdbk/gn 33’ 94 | ye/rdbk | OUT D39-

signal

The "DO-2201/X2" column refers to the male connector of the peripheral connectors.
The abbreviations have the following meaning:

0UT BOO0+(-) .. OUT D39+(-). . .. .. . . binare Ausgange O .. 39

120 SICAM RTUs, SICAM AK 3 User Manual
Edition 07.2016, DC2-028-2.03



System Components

2.5.3.4 External Circuitry

1-pole output, load on the plus pole

DO-2201 ‘

=
‘ OUT D00+ H
OUT DO00-
=
‘ OUT D39+ H Uexrs
OUT D39- Vexr-
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1-pole output, load on the minus pole

DO-2201 ‘
‘ OUT D00+
OUT DO00- H
]
=
‘ OUT D39+ Ugxrs
OUT D39- H Vexr-
‘ 1
=
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2-pole output

DO-2201

SICAM RTUs, SICAM AK 3 User Manual
DC2-028-2.03, Edition 07.2016

OUT D00+

OUT DOO-

OuUT D01+

OuUT DO1-

OUT D38+

OUT D38-

OUT D39+

OUT D39-

V)

EXT+

EXT-
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2.5.3.5

I/O Assignment

The assignment of the HW pins to the data points and the partitioning into groups is done ac-
cording to the following scheme.

2.5.35.1 Outputs

124

HW Pin
OUT D00+

OUT D02+

OUT D03+
OUT D04+
OUT D05+

OUT DO7+
OUT D08+
OUT D09+
OUT D10+

OUT D12+
OUT D13+
OUT D14+

OUT D15+

OUT D17+

OUT D18+
OUT D19+

OUT D20+

OUT D22+
OUT D23+

OUT D24+
OUT D25+

OUT D27+

OUT D28+
OUT D29+

OUT D30+

OUT D32+
OUT D33+
OUT D34+

OUT D35+

OUT D37+

OUT D38+
OUT D39+

Data Point

Binary information DOO

Binary information D02

Binary information D03
Binary information D04
Binary information D05

Binary information D07

Binary information D08
Binary information D09

Binary information D10

Binary information D12
Binary information D13
Binary information D14

Binary information D15

Binary information D17

Binary information D18
Binary information D19

Binary information D20

Binary information D22
Binary information D23

Binary information D24

Binary information D25

Binary information D27

Binary information D28
Binary information D29

Binary information D30

Binary information D32
Binary information D33
Binary information D34

Binary information D35

Binary information D37

Binary information D38
Binary information D39

Group

10

11

12

13

14

15
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254 DO-2210/PCCO2x, DO-2211/PCCO2x

25.4.1 Front Panel

DO-2210 DO-2211

Ry Q :; Board ready
ER - Error
coo coo \

|
|
|
|
cos l
|
|
|
|
|
> Command relay (0-31)

|
|
|
|
|
c24 |
|
|
|
|

Q0000000
NRNNE BB
WRNPO®© OO
Q00000000
NRRN NP
WRNP OO

c24
c25 c25
C26 C26
c27 c27
c28 c28
c29 c29
C30 C30
ca1 c31 /
GRA GRA Command group A
GRB ggg Command group B
o S Output relay 0
CE CE Output relay 1
Error
oM el X3: Position for label with serial number of submodule SM-2506
D D A SIN: Serial number
SIN SIN
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2.5.4.2 Block Diagram

< system bus >
[m— ——m— — — —— — — — m e m m —mmm———m————— ==
|
! \ bus confroller |
|
| |
| ‘Mrmware LDadmg‘ ‘ shared RAM ‘ ‘ watchdog ‘ ‘ HW-ID
|
|
I | FASH | [ RaM
| l [
| infernal bus ‘ LED-d
|
| |
| CPU
EEPROM
- P
I (adjusim values)
I UART
| L 1
| peripheral confrol bus
' |
| l
I S S N ]
| p p 1oSME2506
| s ~- A
: : i ref. value i
| | I measuring |
| | I loptional |
| [ &= ] |
Qalvanical . ————— — —
insulation 7 !
| - F
| % J J measuring
R oA )
|
| BERE
[&=] [&=]
|
I /7
L _____ 0 R O O I f f f f |
€ o o _ __ _ perpheral canle o _____.
EEEE 2EEE “V “V “V “V “V “V
o o o o ml Ml =] = <<| | | —| o] M
| D| <C| MD|— — €| M| O © | (X| <C| <¢| <C| <¢| @&
L] [ WP B |y W } {0 ] W]y W | W} Ul ol ol ol ol ol =
7x32 command outputs outputs of measuring
circuif, groups and pulses
Warning

An insulation plate must be installed left and right of the module DO-2111.

One insulation plate is included to this board. Further can be ordered with following number:

Insulation plate double-Euro format

Insulation plate holder ................... TC2-099/ (4 pieces per insulation plate)

T12-001 / 6MF13010CA010AAOD

6MF13133CAO000AAQ

There is no reinforced isolation between the peripheral circuits. Therefore, it is not allowed to protect each
circuit within one board separately using various fuses.
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2.5.4.3 Pin Assignment

A 96-pin male connector according to DIN 41612 type C is used.
pin assignment is described in the following table.

The peripheral connector's

D0-221x | peripheral cable signal 00-221x | peripheral cable signal 00-221x | peripheral cable signal
X2 |wire| colour X2 |wire| colour X2 |wire| colour
cl 03 | whbu/ye CA02 b1 02 | bu/whbu CAO1 3l 01| whbu/bu CA0O
W 06 | gn/whbu CA0S 0?2 05 | whbu/gn CAO4 32 04 | ye/whbu CAD3
3 09 | whbu/bk COMA b3 08 | bn/whbu CAQ7 a3 07 | whbu/bn CAO6
Ch 12 | bu/whye Dk 11| whye/bu 3k 10 | bk/whbu GRA
5 15 | whye/gn CB02 b5 14| ye/whye CBO1 35 B | whye/ye CBOO
6 18 | bn/whye CBOS 06 17 | whye/bn (BO4 3b 6 | gn/whye CBO3
7 21| whgn/bu COMB 7 20 | bk/whye CBO7 a7 19 | whye/bk CBO6
8 24 | ye/whgn b8 23 | whgn/ye a8 22 | bu/whgn GRB
9 27 | whgn/bn CB10 b9 26 | gn/whan CBO9 39 25 | whgn/gn CB0O8
t10 | 30 | bk/whgn CB13 B10 | 29 | whgn/bk CB12 310 | 28 | bn/whgn B
cn 33 | whbn/ye COMB o 32 | bu/whbn CB15 all 31 | whbn/bu CB14
12 36 | gn/whbn 012 35 | whbn/gn al2 34 | ye/whbn
3 39 | whbn/bk CA10 b13 38 | bn/whbn CA09 313 37 | whbn/bn CAO8
C1h | 42 | bu/whbk A3 014 41| whbk/bu CA12 314 | 40 | bk/whbn CAT
c’ls 45 | whbk/gn COMA b5 | 44 | ye/whbk CATS a5 43 | whbk/ye CA
t16 | 48 | bn/whbk 016 | 47 | whbk/bn 316 | 46 | gn/whbk 0A3
17 51| rdbu/bu CA18 017 | 50 | bk/whbk CATT al7 | 49 | whbk/bk CA16
£18 54 | ye/rdbu CA21 h18 53 | rdbu/ye CA20 318 52 | bu/rdbu A9
19 57 | rdbu/bn COMA 019 56 | gn/rdbu CAZ23 319 55 | rdbu/gn CA22
t20 | 60 | bk/rdbu b20 | 59 | rdbu/bk 320 | 58 | bn/rdbu 0A1
21 63 | rdye/ye [B18 b21 67 | bu/rdye B17 321 61| rdye/bu B16
22 66 | gn/roye B2 b22 65 | rdye/an (B20 322 64 | ye/rdye B19
23 69 | rdye/bk CoMB b23 68 | bn/rdye (B23 aZ3 67 | rdye/bn (B22
24 72 | bu/rdgn b24 71| rdgn/bu 32k 70 | bk/rdye 0A2
25 |75 rdon/an (B26 b25 | 74| ye/rdan (B2S a5 73 | raggn/ye (B24
£26 78 | bn/rdgn (B29 b26 77 | rdgn/bn (B28 326 76 | gn/rdgn (B27
t27 81| rdbn/bu CoMB b27 | 80 | bk/rdgn CB31 327 | 79| rdgn/bk (B30
£28 | 84 | ye/rdbn b28 | 83 | rdbn/ye VR 328 | 82| bu/rdbn DAO
t?29 | 87| robn/bn CA26 b29 | 86 | gn/rdbn CA25 329 | 85| rdbn/gn CA24
30 | 90 | bk/rdbn CA29 b30 | 89 | rdbn/bk CA28 330 | 88 | bn/rdbn CAZ7
31 93 | rdbk/ye COMA b31 | 92| bu/rdbk CA31 a3l 91| rdbk/bu CA30
32 9 | gn/rdbk b32 95 | rdbk/gn a3? 94 | ye/rdbk

The "DO/X2" column refers to the male connector of the peripheral connectors.

The abbreviations have the following meaning:

GRA,GRB . .. ... . o
ORO, ORT . ..o

CAOO .. CA31
CBOO .. (B
COMA, COMB
0AO . OA3
VR

3

SICAM RTUs, SICAM AK 3 User Manual
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common CA, CB

7 group outputs

4 pulse aufpufs

output relay 0, 1

command oufput group A O .. 31
command output group B 0 .. 31

measuring circult for command outf
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2.5.4.4 External Circuitry

32 2-pole commands, measuring in the minus circuit

DO-2210

C00
‘ CA00
CB0O
c31
l——\ CA31 m
CB31
COMA
_‘ comB
A \ JB position A only ‘
7777777 —
~_ A
4\-\/’(—-‘ GRA
Bl e GRB
w VR
L l
OA0
ri:l—l ORO
L
0A1
|
et OA2
OR1
L
0A3

ext+

ext-

@ Note

The fused circuit with output relay ORO must be used before the fused circuit with output relay OR1.
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32 2-pole commands, measuring in the plus circuit

D0-2210 \
€00 \
o DY
‘ CB0O
c31
‘ cB3t
COMA
_‘ COoMB
AL B position B only ‘
/ T A - cRA
BL e GRB
| VR
ref:
inverted
l—‘:l—l ORO
\ OA1 - Uext+
/;— 0A2
OR1
L
| OA3
[ ] Note
l The fused circuit with output relay ORO must be used before the fused circuit with output relay OR1.
SICAM RTUs, SICAM AK 3 User Manual 129
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64 1%-pole commands, relay common return on minus pole with 2-rail system

DO-2210

Coo

C31

=

ref:
inverted

CA00 4@

CBO00 B
L]

cB31 /
L)

COMA

comMmB

GRA

GRB

with 2-rail system

VR

OAO0

OA1

OA2

OA3

ext-

ext+

[ ] Note

The fused circuit with output relay ORO must be used before the fused circuit with output relay OR1.
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64 1%-pole commands, relay common return on minus pole with 1-rail system

DO-2210 \
€00
‘ CAQ
CBO00 ﬁ

c31
‘ CA31
cB31 —[E]—

COMA

_‘ COoMB

~ [ — GRA
BL_  emw GRB

mit 1-Schienen System

w VR

._/ } -— 0A0 Uext-
l—i:l—l ORO
L U,

OA1 — “ext+

Ref:
invertiert

OA2

| OA3

@ Note
l The fused circuit with output relay ORO must be used before the fused circuit with output relay OR1.
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64 1Y-pole commands, relay common return on plus pole with 2-rail system

DO-2210 \
€00
‘ CA00
L CB00 { B [

c31
‘ CA31 :
cB31 { B [

COMA

_‘ CcomMB

~ [ — GRA
Bl e GRB

VR

OA0

OA1 —— “ext-

@ Note
The fused circuit with output relay ORO must be used before the fused circuit with output relay OR1.
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64 1Y-pole commands, relay common return on plus pole with 1-rail system

DO-2210 \
€00 .
‘ CA00
‘ CBOO —‘—_—g]—
c31
‘ ‘ CA31
‘ cB3L —EET
COMA
\
COMB
Al B ‘
-~
,—T GRA
BL s GRB
with 1-rail system
;} R
.—/1—— 0A0 Uext+
r‘:'—l ORO
\ OA1 Uext—
/;— OA2
OR1
L
| OA3
[ ] Note
l The fused circuit with output relay ORO must be used before the fused circuit with output relay OR1.

SICAM RTUs, SICAM AK 3 User Manual
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64 1-pole commands, relay common return on minus pole

DO-2210 \
S ‘ ‘ CA00
c31
‘ ‘ CA31 1
COMA
\
COMB
Al)ls
R
~ AT—_ GRA
Bl wms GRB
| )
” VR
ref:
inverted
JE—— 0A0 —— Vext-
rt:l—l ORO
\ OA1 Uext+
= o2
OR1

| OA3

@ Note
The fused circuit with output relay ORO must be used before the fused circuit with output relay OR1.
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64 1-pole commands, relay common return on plus pole

DO-2210
Co00

C31

CA00

CB0O

CA31

CB31

COMA

COoMB

GRA

GRB

VR

OAO0

OAl1l

OA2

OA3

TP

U,

ext+

ext-

[ ] Note

The fused circuit with output relay ORO must be used before the fused circuit with output relay OR1.

SICAM RTUs, SICAM AK 3 User Manual
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Mixed circuitry: 1-pole and 2-pole commands, with one fused circuit each, and measur-

ing in the minus circuit

DO-2210 \
co0 \ ‘ CAD @ jz
‘ CBOO
co1 \ ‘ cpoL
\ CBO1
c30 \
= A0
‘ CB30
c31 \ ‘ cpsl
‘ CB31
COMA
\
position A only

VR
>—/1—— OA0 Uext+
r‘:'—l ORO 2-pole output circuit
\ OA1l Uext-
/ -—
OA2
OR1L 1-pole output circuit
‘ 0A3 Uext-

Note

The fused circuit with output relay ORO must be used before the fused circuit with output relay OR1.
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Mixed circuitry: 1-pole and 2-pole commands, with one fused circuit each, and measur-
ing in the plus circuit

DO-2210 \
C00 L

‘ CA00 E
‘ CBOO

Cco1 L

CAO01

CB0O1

C30 L

CA30

CB30

C31 L CA3l

T
-]

CB31

COMA

comMB

AL / B position B only ‘

VR

l

1

ref.:
inverted

OA0

r‘:l—l ORO 2-pole output circuit
L U

0OAl1 ext+

1-pole output circuit

] OA3 ext+

[ ] Note
The fused circuit with output relay ORO must be used before the fused circuit with output relay OR1.
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2545

25451

138

I/O Assignment

The assignment of the HW pins to the data points is done according to the following scheme.

Outputs

Pulse Commands - PCCO26

HW pin

Data point

Single command 1-pole and 1%-pole

CA00
CAO01
CA02
cA3L
CB00
CBO01
cB3L
Single command 2-pole

CAO00 / CB00O
CA01/CBO1

CA3O / CB30
CA31/CB31

Command CAO00 (RI:SI D0O0)
Command CAO01 (RI:SI D01)
Command CAO02 (RI:SI D02)

Command CA31 (RI:SI D31)

Command CBO00 (RI:SI D32)
Command CBO01 (RI:SI D33)

Command CB31 (RI:SI D63)

Command CA00/CBO00 (RI:SI D00)
Command CA01/CBO01 (RI:SI D01)

Command CA30/CB30 (RI:SI D30)
Command CA31/CB31 (RI:SI D31)

Double command 1-pole and 1%2-pole

Command CAO00/CA01 (RI:DI DO0/D01)
Command CA02/CA03 (RI:DI D02/D03)

CAO00, CAO1
CA02, CAO3

CA30, CA31

CBO00, CB01
CB02, CB03

CB30, CB31
Double command 2-pole

CAO00/ CB00, CAO1 /CBO1
CA02 / CB02, CA03 / CB03

CA3O / CB30, CA31/CB31

Command CA30/CA31 (RI:DI D30/D31)

Command CB00/CBO01 (RI:DI D32/D33)
Command CB02/CB03 (RI:DI D34/D35)

Cdmmand CB30/CB31 (RI:DI D62/D63)

Command CA00..CBO01 (RI:DI D0O0/D01)
Command CA02..CB03 (RI:DI D02/D03)

Cdmmand CA30..CB31 (RI:DI D30/D31)

SICAM RTUs, SICAM AK 3 User Manual
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Pulse Commands - PCCO27

Single command 1-pole and 1%-pole

Command CA00 (CSI:SI D00)
Command CB0O (CSI:SI DO1)
Command CAO01 (CSI:SI D02)

Command CBO1 (CSI:SI D03)

CAO00
CBO00
CAO01

CBO1
CA31
CB31
Single command 2-pole

CAO00 / CB00O
CA01/CBO1

CA30/CB30
CA31/CB31

Command CA31 (CSI:SI D62)
Command CB31 (CSI:SI D63)

Command CA00/CBO00 (CSI:SI D00)
Command CA01/CBO01 (CSI:SI D02)

Command CA30/CB30 (CSI:SI D60)
Command CA31/CB31 (CSI:SI D62)

Double command 1-pole and 1%2-pole

Command CA00/CB00 (CSI:DI D0O0/D01)
Command CA01/CBO01 (CSI:DI D02/D03)

CAO00, CB00O
CAO01, CBO1

CA30, CB30
CA31, CB31
Double command 2-pole

CAO00/ CB00, CAO1 /CBO1
CA02 / CB02, CA03 / CB03
CA04 / CB04, CAO5 / CB05

CA28 / CB28, CA29 / CB29
CA30/CB30, CA31/CB31

SICAM RTUs, SICAM AK 3 User Manual
DC2-028-2.03, Edition 07.2016

Cdmmand CA30/CB30 (CSI:DI D60/D61)
Command CA31/CB31 (CSI:DI D62/D63)

Command CAOQO...
Command CAO02...
Command CAO04...

Command CA28...
Command CA30...

CBO1 (CSI:DI DO0/D01)
CBO03 (CSI:DI D04/D05)
CBO03 (CSI:DI D08/D09)

CB29 (CSI:DI D56/D57)
CB31 (CSI:DI D60/D61)
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2.5.4.6 Return Information to Pulse Command Assignment

Assignment BISX26 to PCCO26 (assigning commands without building groups)

Type

Single information to single
command
(1-pole, 1.5-pole)

Single information to single
command
(2-pole)

Double information to double
command
(1-pole, 1.5-pole)

Double information to double
command
(2-pole)

Assignment

SI1DOO...
SIDO1..

SID31.
SID32...
SID33...

SI D63.

SI1 DOO...
SIDO1...

SI D31.

DI DO0/DO1.
DI D02/D03.

DI .D30/D31. .
DI D32/D33.
DI D34/D35...

DI D62/D63...

DI DO0/DO1.
DI D02/D03.

DI D30/D31.

command CA00

.command CA01

..command CA31

command CB00
command CB01

..command CB31

command CA00/CB00
command CA01/CB01

..command CA31/CB31

..command CA00/CA01
..command CA02/CA03

command CA30/CA31
..command CB00/CB01
command CB02/CB03

command CB30/CB31

..command CA00..CB01
..command CA02..CB03

..command CA30..CB31

Assignment BISX26 to PCCO27 (assigning commands in groups)

Type

Single information to single
command
(1-pole, 1.5-pole)

Single information to single
command
(2-pole)

Double information to double
command
(1-pole, 1.5-pole)

Double information to double
command
(2-pole)

Assignment

SI1 D0O0.
SIDO1.
SIDO02...
SIDO3...

SI D62.
SI D63...

SI1 D0O0.
SI DO02...

SI D60...
SI D62...

DI DO0O/DO1...
DI D02/D03...

DI D62/D63.

DI DO0/DO1.
DI D04/D05...

DI D56/D57...
DI D60/D6L....

..command CA00
..command CB00

command CA01
command CB01

..command CA31

command CB31

..command CA00/CB00

command CA01/CB01

command CA30/CB30
command CA31/CB31

command CA00/CB00
command CA01/CB0O1

..command CA31/CB31

..command CA00..CB01
command CA02..CB03

command CA28..CB29
command CA30..CB31

SICAM RTUs, SICAM AK 3 User Manual
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2.5.5 Al-2300/PASI25, Al-2302/PASI25, Al-2303/PASI25

2.55.1 Front Panel

Al-2300 Al-2302 Al-2303

Al-2300 Al-2302 Al-2303
Ry F. R QRY Board read
4 &) y
QER ER ER Error
V00 V0o V00 \
Vo1 Vo1 Vo1
V02 V02 V02 |
V03 V03 V03
V04 V04 V04 |
i o]
V06
Vo7 Vo7 Vo7 | _
> Analog inputs O ... 15
oo ggg ggg | (LED activation from 3% of full scale value)
V10 V10 V10 |
Vil Vi1 Vi1
V12 V12 V12 |
Vi3 V13 Vi3 |
\r V14 Vi4
V15 V15 V15 /
V16 V16 V16 \
V17 V17 V17 )
Vi Vis Vis > Analog inputs 16 ... 23
b NAxs NAxs | (LED activation from 3% of full scale value)
V21 V21 V21 | valid temperature value or setpoint value output)
V22 V22 V22 /
V23 V23 V23
r S r al r S
orio MO O8O X7: Position for label with serial number
FooA rf roo of submodule (IOMO)
10M1 oyl ol X8: Position for label with serial number
F 4 r 3 r : of submodule (IOM1)
10M2 o2 o2 X9: Position for label with serial number
F 4 r 1 F 1 of submodule (IOM2)
10M3 IoM3 10M3 X10: Position for label with serial number
r DJ r DJ r DJ of submodule (IOM3)
SiN SN SIN SIN: Serial number
SICAM RTUs, SICAM AK 3 User Manual 141
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2552

142

Block Diagram

system bus

bus controller

| <GV system valtage

‘ﬂrmware madiﬂg‘ ‘

shared RAM

| | waichdog | Hw-I0

LED-display

[ FASH | [ RmaM ]
internal bus
E2PROM CPU
ladustm. values)
UART |

S
r +5V sysfem voltage

peripheral confrol bus

Jalvanical
insulation

|
|
|
|
| E—
|
|

! In=/oufpul module O

|oMO
(aptional)

Sunh (R {Hue g u i u A b

I
|
In-/outpul module 3 1

IoM3 !
(aptional) !

!
I
|
!
|
|
|
!
I

S & H :
Sl o ol o =
e e B = I =
==z =l= =|
2 analog

inputs

‘ O~ | ON[M| | LN|~D| = O |ON[M|  ~F| | ~D| =
= = = ENESENENERNENENENES R N R R RN RS
= == === === = === = = = =
= = = FEEEREEEE i K s Ml B K R

== === I ===

99398 9855 9935/ 289383
2 analpg D= ==== SEEE ==E=
npufs optional in-/outputs optional in-/outputs
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2.5.5.3 Pin Assignment

A 96-pin male connector according to DIN 41612 type C is used. The peripheral connector's

pin assignment is described in the following table.

Al-2300 | peripheral cable signal Al-2300 | peripheral cable signal Al-2300 | peripheral cable signal
X2 |wire| calour X2 |wire| ctolour X2 |wire| colour
cl 03 | whbu/ye IN VO1+ b1 02 | bu/whbu IN V0O- El 01| whbu/bu IN VOO+
2 06 | gn/whbu b2 05 | whbu/gn 32 04 | ye/whbu IN VO1-
3 09 | whbu/bk IN V03+ b3 08 | bn/whbu IN VO2- a3 07 | whbu/bn IN VO2+
ch 12| bu/whye b4 11| whye/bu 3k 10 | bk/whbu N V03-
5 15 | whye/gn | [IOMO] I/0 2 b5 1| ye/whye | [IOMO) 1/0 1 a5 B | whye/ye | [IOMOI 1/0 O
6 18 | bn/whye b6 17 | whye/bn 36 16 | gn/whye | 1IOMO] 1/0 3
c7 21| whgn/bu | [IOMO1 1/0 6 b7 20 | bk/whye | 1OMO] I/0 5 37 19 | whye/bk | [IOMO] I/0 &
8 24 | ye/whan b8 23 | whgn/ye a8 22 | bu/whgn | [IOMO] I/0 7
9 27 | whan/bn IN VO5+ b9 26 | gn/whagn IN VO4- 39 25 | whgn/gn IN VO4+
c10 30 | bk/whan b10 29 | whan/bk 310 28 | bn/whan N VO5-
i 33 | whbn/ye IN VO7+ b1 32 | bu/whbn IN V06~ al 31 | whbn/bu IN VO6+
c12 36 | gn/whbn b12 35 | whbn/gn a2 34 | ye/whbn IN VO7-
13 39 | whbn/bk | IOM1 1/0 2 b13 38 | bn/whbn | [OM111/0 1 al3 37 | whbn/bn | IOM11/0 O
clh | 42 | bu/whbk D14 41| whbk/bu 31t | 40 | bk/whbn | IOM1 1/0 3
5 45| whbk/gn | IOMU 1/ 6 b5 | 44| ye/whbk | [IOM111/0 & als 43| whbk/ye | IOMUI/0 &
c16 | 48 | bn/whbk b16 | 47 | whbk/bn 316 | 46 | gn/whbk | OM111/0 7
17 51| rdbu/bu IN V09+ b17 50 | bk/whbk IN V08- 317 | 49| whbk/bk IN VO08+
c18 54 | ye/rdbu D18 53 | rdbu/ye 318 52 | bu/rdbu IN VO9-
19 57 | rdbu/bn N V1T b19 56 | gn/rdbu IN V10- 319 55 | rdbu/gn IN V10+
c20 | 60 | bk/rdbu b20 | 59 | rdbu/bk 320 | 58 | bn/rdbu N V11
c21 63 | rdye/ye | [IOM211/0 2 b21 | 62| bu/rdye | [OM211/0 1 a2l 61| rdye/bu | UOM211/0 O
c22 | 66| gn/rdye b22 65 | rdye/gn 322 64 | ye/rdye | 1IOM211/0 3
€23 | 69| rdye/bk | [OM211/0 6 b23 | 68 | bn/rdye | [IDM21 170 5 323 | 67| rdye/bn | OM211/0 4
c24 | 72| bu/rdgn b24 71| rdgn/bu 32k 70 | bk/rdye | [OM211/0 7
25 | 75| rdgn/gn IN V13+ 025 | 74| ye/rdgn IN V12- azs | 73| rggn/ye IN V12+
c26 | 78| bn/rdgn b26 77 | rdgn/bn 326 76 | gn/rdgn IN V13-
c27 81| rdbn/bu IN V15+ b27 | 80 | bk/rdgn IN V14- 327 | 79| rdgn/bk IN V14+
28 | 84| ye/rdbn D28 83 | rdbn/ye 328 82 | bu/rdbn IN V15-
29 | 87| rdon/bn | IOM311/0 2 b29 | 86| gn/rdbn | [OM311/0 1 329 | 85| rdbn/gn | [IOM311/0 O
€30 | 90 | bk/rdbn b30 | 89 | rdbn/bk 330 | 88 | bn/rdbn | [OM311/0 3
31 93 | rdbk/ye | [IOM311/0 6 031 | 92| bu/rdbk | 0OM3II 1/0 & a3l 91| rdbk/bu | [IOM311/0 4
€32 |96 | an/rdbok b32 | 95| rdbk/an a32 | 94| ye/rdbk | [OM311/0 7

The "Al/X2" column refers to the male connector of the peripheral connector.

The abbreviations have the following meaning:

IN VOO+(=) . IN V15+(-)

IOMOY 1/ O .. lIBMOT 1/0 7
1M1 170 0 .. UoM11 170 7

IOM21 170 0 . lIOM211/0 7 .
BmM311/0 0 .. 1BM31 170 7

SICAM RTUs, SICAM AK 3 User Manual
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. optiona

analog inpufs O
in-/oufpufs
in-/outpufs
in-/oufpufs
in-/outpufs

opfiona

aptional

15 (=2C

in-/oufpu
in-/outpu
in-/oufpu
in-/oufpu

modu
modu
modu
modu

0)
1
2)
3

)

)
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2.5.5.4 External Circuitry

144

AI-2300

= IN VOO+

3

IN VOO-

IN VO1+

IN VO1-

IN VO2+

IN VO2-

IN VO3+

IN VO3-

IN VO4+

IN VO4-

IN VO5+

IN VO5-

IN VO6+

IN VO6-

IN VO7+

IN VO7-

IN VO8+

IN VO8-

IN VO9+

NNy

IN VO9-

T IN V10+

-

IN V10-

IN'V11+

.

INV11-

IN V12+

]

IN'V12-

IN V13+

= IN V13-

AR N NN NE RN RN RIRERE

T INV14+

IN V14-

IN V15+

LT

= IN V15-

Ly,

Circuitry via Optional Submodules

SM-0570 Analog Input Extension (2x+/-20 mA)

see section 2.7.2.3, External Circuitry

SM-0571 Analog Output Extension (2x Pt100)

see section 2.7.3.3, External Circuitry

SM-0572 Analog Output Extension (2x £20 mA/+1 VDC/+10 VDC)
see section 2.7.4.3, External Circuitry

SM-0574 Count Pulse Input-Extension (2x 24...60 VDC)

see section 2.7.5.3, External Circuitry

SICAM RTUs, SICAM AK 3 User Manual
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2555 1/0O Assignment

The assignment of the HW pins to the data points is done according to the following scheme.

25551 Inputs

HW pin Data point

Measured values on Al-2300 (20 mA), Al-2302 (6 mA), Al-2303 (x24 mA)
IN VOO+ / IN VOO- Measured value VOO

IN VO1+/IN VO1- Measured value V01

IN V15+ / IN V15- Measured value V15

Optional measured values via SM-0570 (x20 mA)

[lOMx] I1/0 0/ [IOMX] I/O 1 Measured value [IOMXx] I/O 0-1
[lOMX] I/O 4 / [IOMX] I/O 5 Measured value [IOMX] I/O 4-5
Optional measured values via SM-0570 (Pt100, Ni100)

[IOMx] I/O 0/ [IOMX] I/O 1/ Measured value [IOMXx] I/O 0-3
[lOoMx] I/0 2/ [IOMX] I/O 3 Measured value [IOMX] I/O 4-7

[IOMX] I/0 4/ [lOMX] /O 5 /
[IOMX] 1/0 6 / [IOMX] /O 7

Optional integrated totals via SM-0574 (<5 kHz, 24...60 VDC)

[IOMx] I/0 0/ [IOMx] I/O 1 Measured value [IOMx] I/O 0-1
[IOMXx] I/O 4/ [IOMx] I/O 5 Measured value [IOMx] I/O 4-5
(x=0...3)

2.55.5.2 Outputs

HW Pin Data Point
Optional setpoint values via SM-0572 (+20 mA, £10 mA, 5 mA; £1V, +10 V)

[lOMx] I/0 2/ [IOMX] I/O 3 Measured value [IOMXx] I/O 2-3
[lOMx] I/0 6/ [IOMX] I/O 7 Measured value [IOMX] I/O 6-7
(x=0...3)
[ Note
l In the SICAM TOOLBOX I, always Al-2300/PASI25 has to be equipped. The following parameters must
be set correspondingly:
Al-2300 Al-2302 Al-2303
Default-load: yes no no
Bipolar acquisition: X_100%: 20 mA  X_100%: 6 mA X_100%: 24 mA
X_0%: 20 mA X_0%: -6 mA X_0%: -24 mA
Unipolar acquisition: X_100%: 20 mA  X_100%: 6 mA X_100%: 24 mA
X_0%: 0 X_0%: 0 X_0%: 0
SICAM RTUs, SICAM AK 3 User Manual 145
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2.6 Migration-Peripheral Elements
Following peripheral elements of the product family SICAM AK can be used in SICAM AK 3, if
required.
DI-2100
DI-2110
DI-2111
MX-2400
When using these peripheral elements in SICAM AK 3 you need the belonging front panels:
Designation Iltem-Number/MLFB
Front panel MX-2400 TC2-083 / 6MF13130CA830AA0
Front panel DI-2100 TC2-095/ 6MF13131CAQ050AA0
Front panel DI-2110 TC2-096 / 6MF13131CA060AAQ0
Front panel DI-2111 TC2-097 /| 6MF13131CAQ70AA0
[ ) Note
Details about these boards can be found in following documents:
Document name Item Number
SICAM AK System Description MC2-021-2
SICAM AK User Manual DC2-017-2
146 SICAM RTUs, SICAM AK 3 User Manual
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2.7 Submodules

2.7.1 Glue Serial Number on Front Panel

The serial number of each submodule in-
stalled on a peripheral element must be
glued on the front panel of the carrier mod-
ule. The label with the serial number is part
of the submodule.

The label must be glued as shown in this
example.

2.7.2 SM-0570

The SM-0570 submodule (analog input extension 2x +20 mA) provides two analog inputs.

SM-0570

© [s::3]

) ﬁ

2 analog inputs

carrier module

internal
interface

0 (X~

SICAM RTUs, SICAM AK 3 User Manual
DC2-028-2.03, Edition 07.2016
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2.7.2.1 Block Diagram

internal |nferface

5 . E
= - A
£ 2 Z
!_‘_‘2 ‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ s . [
|
[
!
| EEPROM
| (adjustm. values)
1
!
! - l
M A L] | galvanic
iF 7 7 7T Tsulation
i L]
I o
[ Nl =SV
!
|
[
!
| MU X
1
!
! i
|
T Y R R U U -
I o &
= = > =
=z = = =
7 analog
inputs

2.7.2.2 Connector to Carrier Module

The pin assignment of the connector is described as follows:

Pin Alias | Signal Pin Alias | Signal
1 /OO0 |INVO+ |2 /01 |INVO-
3 /0 2 4 /03

5

7 /04 |INV1+ |8 /05 |INV1-
9 /0 6 10 /o7

The abbreviations have the following meaning:

IN VO+, IN VO- = analog input 0
IN V1+, IN V1- = analog input 1

148
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2.7.2.3 External Circuitry

Current Input

Al-2300

SM-0570 ‘

J ‘ IN VOO+ ‘ 1100 % {@J
L IN VOO- /o1
N |
IN VO1+ 110 4 %
T ‘ IN VO1- ‘ 1105 ﬁ

2.7.3 SM-0571

The SM-0571 submodule (analog input extension 2xPt100) provides 2 resistance thermome-
ter inputs for Pt100 or Ni100.

2 analog inputs

SM-0571

© [s:21]

carrier module

internal
interface

SICAM RTUs, SICAM AK 3 User Manual
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2731

2.7.3.2

150

Block Diagram

5 A |

infernal jnferface

= Z =

B qmmmmmg

|

counfer |

T !

I

I L _ | /L _gavanc _ 1

7 7 a insutation i

F I

U =10V +5V |

!

!

!

!

MU X I

I

% ;

I

L~ MUX MU X !

!

!

z !

S !

B !

P ) N (I A |
S I - -
L | + | L L 5 | LL|
o S =" = = =
=| =| =| =| = =| =| =|

Connector to Carrier Module

The pin assignment of the connector is described as follows:

Pin Alias | Signal Pin Alias | Signal

1 /00 |INIREFO- |2 /01 | INIREFO+
3 /02 | INVO- /03 | INVO+

5

7 /04 |INV1- /05 | INV1+

9 /06 |INIREF1- |10 /107 | INIREF1+

The abbreviations have the following meaning:

IN IREFx = reference current
IN VX = measuring-circuit voltage

X...number of input 0...1

SICAM RTUs, SICAM AK 3 User Manual
Edition 07.2016, DC2-028-2.03
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2.7.3.3 External Circuitry

Connecting Resistance Thermometers in 2-Wire Technology

SICAM RTUs
SM-0571 ‘ Pt100 / Ni100
L@@—— IN IREFO+ o1
| o) :
+7T IN VO+ T 1103
= IN VO- - /02
p:%‘— IN IREFO- L 100 j
Pt100 / Ni100
L@Q—— IN IREFL+ o7
» AT
4 - IN V1+ - 1105
7L IN V1- ‘— 110 4
‘_ IN IREF1- | |/oej

Connecting Resistance Thermometers in 3-Wire Technology

SICAM RTUs

SM-0571

SICAM RTUs, SICAM AK 3 User Manual

DC2-028-2.03, Edition 07.2016

Pt100 / Ni100
IN IREFO+ 1101
) ’
IN VO+ = |/03
IN VO- 1102
IN IREFO- ‘ 1100
Pt100/ Ni100
IN IREF1+ 1107
] ;
IN V1+ T 1105
IN V1- 1104
IN IREF1- ‘ 1106
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2.7.4

152

Connecting Resistance Thermometers in 4-Wire Technology

SICAM RTUs
SM-0571 ‘ Pt100/ Ni100
L@@—— IN IREFO+ o1
)
‘— IN VO+ ‘ 103
{— IN VO- ‘ 110 2
f‘:'i‘_ IN IREFO- | 100
Pt100/ Ni100
LC(D—— IN IREF1+ 107
9
+—‘— INVL+ | o5
<— IN V- | 0 4
f‘:'i‘- IN IREF1- | 106
SM-0572

The SM-0572 submodule (analog output extension 2x +20 mA/+1 V/+10 V) provides two ana-

log outputs.

(E—

2 analog outputs

SM-0572

© [e]

carrier module

internal
interface

SICAM RTUs, SICAM AK 3 User Manual
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2.7.4.1 Block Diagram

internal jnterface

F————— [ I — P S S U A
! !
! = _Hw-D_ ]I
! !
| FEPROM |
| (adjustm. values)| |
| |
! !
! , !
! !
! - - o
==V A VA T U
T LT |
| o AGND | BGND o |
| N =13V | Bv N |
| 1 | 1 |
! ‘ | ‘ !
| \ |
| 1w ‘ 1w |
| AGND i BGND |
| | |
! | !
| R — e — — — — — — — e — — —— —_— e — — — — -

0UT Vo+
OuT Vo-

OuT V1+
ouT V1=

7 analog outputs

2.7.4.2 Connector to Carrier Module

The pin assignment of the connector is described as follows:

Pin Alias | Signal Pin Alias | Signal

1 /00 /01

3 /02 |OUTVOo+ |4 /03 | OUT Vo-
5

7 /0 4 /05

9 /06 |OUTV1+ |10 /07 |OUT Vi-

The abbreviations have the following meaning:

OUT VO+, OUT VO- = analog output 0
OUT V1+, OUT V1- = analog output 1

SICAM RTUs, SICAM AK 3 User Manual
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2.7.4.3 External Circuitry

Current Output

SICAM RTUs

SM-0572 ‘

P e

?‘—— OUT VO+——== /0 2
i ‘ OuUT VO- 1/0 3

D
(500 W max)

N == QUTV1+ 0 6
| | R
‘—‘— OUT V1- /o7 (500 W max)
Voltage Output
SICAM RTUs
SM-0572 ‘
OUT VO+ 1102
8 | I
‘ OuUT Vo- ‘ /03 (2 kW min)
=== OUT V1- 07 (1 kW min)

154
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2.75 SM-0574

The SM-0574 submodule (count pulse input extension 2x 24...60 VDC) provides 2 pulse in-
puts (can be used as 2 counter inputs or 1 counter input plus 1 control input) in order to drive
up to 2 counters (pulse counting). It is used for modular extension of peripheral modules.

<
N~
[Te)
<
=
’
internal
interface
2 pulse inputs X
P P carrier module
*) 2 counter inputs or
1 counter input + 1 control input
SICAM RTUs, SICAM AK 3 User Manual 155
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2751

Block Diagram

K]
|

internal jnierface

1%
E
=l & 9
= _ =
(%] O —
= T
3 5 5
R L= D U U . —— i —— -
4—\ power fall - cut off ‘
BV 10 +2V 1 EEPROM
power Hw-1D
management info bifs
£
paramefer
counfer O counter 1
24 it 24 it
X X
L B I | _ @alvanmical _ 1
7 7 insulafion
L T T . I I
S S EA
] [N
=l = =l =

2 pulse inpufs

2.7.5.2 Connector to Carrier Module

156

The pin assignment of the connector is described as follows:

Pin Alias | Signal Pin Alias | Signal

1 /OO0 |INICO+ |2 /01 |INICO-
3 /0 2 4 /03

5

7 /04 |INIC1+ |8 /05 |INIC1-
9 /0 6 10 /o7

The abbreviations have the following meaning:

IN ICO+, IN ICO- = pulse input O (counter input)
IN IC1+, IN IC1- = pulse input 1 (counter input or control input)

SICAM RTUs, SICAM AK 3 User Manual
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2.7.5.3 External Circuitry

Count pulse input

SICAM RTUs
SM-0574
5 —e=1/0 0
IN ICO EmE
5/913|7|4 IN ICO- 0 1
|
3 IN IC1+ /0 4
5/9/3|7 IN IC1- SD
I
9 j— 1105
SICAM RTUs, SICAM AK 3 User Manual 157
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2.8 Bus Interface Modules

2.8.1 CM-0843

The bus interface module CM-0843 serves for the electrical connection of up to 4 remotely in-
stalled SICAM TM peripheral elements.

2.8.1.1 Front Panel

o an
m = O |
>< >
UX | o m aseap.J 0 ysnd |
L

Nz = = 9 S5

Z

0 oo % %
Ll
oo | =

| =2x228 P
[an)]

LFLFLELE

=

-
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2.8.1.2 Block Diagram

Ax PE-bus

elecirical
implementafion: 2 x RJ45

VA

infernal bus

! troll I
! confroller |
! !
Lo [ N NN I T R R
Lo I | | I !
Lo x | | i !
! | | | |monitoring | | {monitoring | | | monitoring | I
| ‘ of logic H of logic ‘ ‘ of logic H of logic ‘ 1
! ‘ TTL H TTL ‘ ‘ TTL H TTL ‘ I
L I | | I N
i . RS485 [ RS485 . . RS485 . |
iL,,,,,,JL,,,,,,J ,,,,Ji
i g4 o 4 3 3 o 4 S i
L. R SV AV - | —.d
X3L2 30 & XAiw_z 3 9] XELZ X@iw_z El a_i

Ax PE-bus

elecfrical
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implementation: 4 x USB symmetrically
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2.8.1.3 Pin Assignment and Display

The pin assignment of the connector is

described as follows:

X3 - Xé: X7, X8:

nin signal pin signal

i +5VOC 1 TxD1-

2 | RxTxD_n- 2 GND

3| RxTxD_n+ 3 GND

b GND b nc
5 nc
6 nc
7 GND
8 RxD1-

160

«5VOC ..

GND ... ..

RxTxD_n+

RxTxD_n- . .
™01- ...

RxD1- .. ..

Lo
RY

RX

>

X3

Xk

X5

X6

The abbreviations have the following meaning:

Versorgung 5V fur CM-0843
Versorgung OV fir CM-0843

. nicht invertierte Dafen, n=3..6 (Bidirekfianal Ax-PE-Bus)

invertierte Dafen, n=3..6 (Bidirektional Ax-PE-Bus )
Ausgang der seriellen Daten zu C-CPU

Fingang der seriellen Daften von C-CPU

nicht verwendef

Versorgungsspannung OK

Empfangsdaten vom Master

Sendedaten zu Mastfer

Anspeisung Uber Schnitfstelle X3 0K
Anspeisung Uber Schnitfstelle X4 OK
Anspeisung Uber Schnitfstelle X5 0K
Anspeisung Uber Schnitfstelle X6 0K

SICAM RTUs, SICAM AK 3 User Manual
Edition 07.2016, DC2-028-2.03
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2.8.1.4 Configuration (Example)

16 Peripheral Elements, electrically connected

o _o/el/sleeee[e[o|ee N
o ° '} '} [l '} '} '} [l I=}
~ IEEHHEH
e ) ) 8 08 8 D
.H .H )
{l H I )
s | Ax 1703 peripheral bus (electrical)
l l 16 Mbps
g % patch cable, length up to 3 m
© | dl =]

Ax 1703 peripheral bus (electrical)
16 Mbps
USB cable, length up to 3 m
16
max. 8 1/0-modules
PE-6410
PS-663x
[ ] Note
l USB cables and patch cables, by means of those the connection between basic system element and bus
interfaces or peripheral elements is set up, may be maximum 3 m long each.
The DIN rails of all CM-0843 and all PE-6410 must have the same ground potential.
SICAM RTUs, SICAM AK 3 User Manual 161
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2.8.2

2821

CM-0842

The bus interface module CM-0842 serves for the optical connection of up to 4 remotely in-
stalled SICAM TM peripheral elements.

Front Panel
< n )
= > >
o
[eo} O
I i il =
E o
00 O FEeeperms
% éuj*( = ﬁNm\:mol‘\w %
- | 2 o2 7 N
= E > = o =
w <m =0
= Uo
W nt
m [ [ee] (o)} 9
< < < <
LB =oEE E Ex EX
=S 0O =00 =0 2 oo =00
ay B S
LS = w w w w
@ @
2.8.2.2 Configuration Switch S1
\ bit rate \ \ redundancy \
O “6MBit UUFEEEEEEEEE O CP redundancy UEEEEEEEEEE
12345678 12345678
o u SHOHHE o ue o St
12345678 12345678
\ LINEZ \ \ line address decoding \
O INPUT made (CP DDFEEEEEEEEE O line address encoding active DEEEEEEEEEE
12345678 12345678
O OUTPUT mode (PE) UUFEEHEEHEHE O line address encoding inactive UEEHEHEHEHE
12345678 12345678

bus segment

LINE1

a

segment address 0

a

segment address 1

a

segment address 2

A e

12345678

+Ha"

12345678

#HHafMHH

12345678

(P expansion

PE inferfacing

s

12345678

s

12345678

Note

In SICAM AK 3, the Ax 1703 peripheral bus is operated exclusively with 16 Mbps. The bit rate must be set

accordingly.
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2.8.2.3 Pin Assignment and Display

The pin assignment of the connector is described as follows:

L X5 X6
pin signal pin signal PE-EXT" | signal ,CP-EXT’ pin signal
1 Tx01- 1 Rx_ERW- RxD_LINE- 1 Tx02-
2 GND 2 GND GND 2 GND
3 INFO 3 TRISTATE GND 3 G_EXTERN-
b A0_1 b TRISTATE A0 4 A0_2
5 A1 5 TRISTATE Al 5 A2
6 A2_1 6 TRISTATE A2 6 A2_2
7 GND 7 GND GND 7 GND
8 Rx071- 8 Tx_ERW- TxD_LINE 8 RxD2-
3
pin signal
1 PWR+
2 PWR-
The abbreviations have the following meaning:
Tx01- Dutpuf of the serial data fo C-CPU Tx02- Output of the serial data to C-CPU
RxO1- Inpuf of the serial data of C-CPU RxD2- . Input of the serial dafa (C-CPU extension)
INFO Information it of C-CPU A0_2 Segment address A0, binary cading
A0_1 Segment address A0, binary coding M2 Segment address A7, binary coding
A1 . Segment address A1, binary coding A2_2 Segment address A2, hinary cading
A2_1 Segment address A2, binary coding G_EXTERN- Information signal for LINE-redundancy operation
GND .. ..o 0V-supply PWR+ Input volfage (+18..+78VOC)
Tx_ERW- Outpuf of fthe serial dafa fo PE PWR- Input voltage (GND)
Rx_ERW- .o Input of the serial data of PE | ] current configuration
TxD_LINE- Dufput of fthe serial data (C-CPU extension)
RYO_LINE- ..o Input of the serial data (C-CPU exfension)
A0 Output of the address bit (C-CPU extension)
AT, . .Oufpuf of fthe address bit (C-CPU exfension)
A2 Output of the address it (C-CPU exfension)
TRISTATE 3-State” status
[ ] Note
l - The address bits of the segments A0_2, A1_2 and A2_2 are not used in SICAM AK 3

- The settings of A0, A1 and A2 are not effective in SICAM AK 3

SICAM RTUs, SICAM AK 3 User Manual
DC2-028-2.03, Edition 07.2016
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2.8.2.4 Configuration (Examples)

16 Peripheral Elements, electrically and optically connected

CM-0843

]
O

o OS]

%
O O] T — === K

Ax 1703 peripheral bus

alalalalalalelala

R RS sy (electrical)
16 Mbps
USB cable,

Ax 1703 peripheral bus (electrical) lengthupto 3 m
16 Mbps

patch cable, length up to 3 m

CM-0842

Ax 1703 peripheral bus (optical)
16 Mbps, optical fibre, +———»
length up to 200 m PE-6410

PS-663x

max. 8 I/0-modules

PE-6411,12
PS-663x

164 SICAM RTUs, SICAM AK 3 User Manual
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[ ] Note

l Fiber optics, by means of those the connection between bus interfaces and peripheral elements is set up,
must be between 20 and 200 m long.

Patch cables, by means of those the connection between basic system element and bus interfaces or
peripheral elements is set up, may be maximum 3 m long each.

The DIN rails of all CM-0842 must have the same ground potential.

16 Peripheral Elements, optically connected

ﬁﬁﬁﬂu’u’ﬁﬁﬁﬁﬁi/
% o, —
©--%L2.2..90.00.8/ 0 06 Ax 1703 peripheral bus (electrical)
o | |m|om m|om|om)omi o I 16 Mbps
‘ﬂ::s [ (R v\patch cable, length up to 3m
) ) 8 00 0 D
IR
(I H [ 4
= B
4 |
g1 il
© dl dl °
-} - IN-NY- NN SN- - Y- NN - -] CM_0842

Ax 1703 peripheral bus (optical)
16 Mbps, optical fibre,
length up to 200 m

max. 8 1/0-modules

PE-6411,12
PS-663x
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3 Prepare Engineering

Contents
3.1 Engineering Tool SICAM TOOLBOX l...ccuuuuiiiiiiiiiiiiiiiie et 168
3.2 Connect Engineering PC with a Target System............cooooveiiiiiiinieeeeeeeeiiiennnn, 170
3.3 Integrated Protocol SNMPV3 ... 173
3.4 ST B 02 {0 [ UPPPTPTPRRT 176
35 LOAdAbIE FIMMWAIES .......eviiiiiiiiiiiiieiieiieeeeeeeeee et e e e e e eeeeees 177
3.6 Working with the SICAM TOOLBOX Il ....coiiiiiiiiiiiieeeeieee e 178
This chapter describes with which methods the system SICAM AK 3 can be parameterized
and programmed, and which tools are designed for that.
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3.1 Engineering Tool SICAM TOOLBOX I

SICAM AK 3 is parameterized with a PC on which the SICAM TOOLBOX Il software is in-
stalled. For this, the SICAM TOOLBOX Il PC and automation unit must be connected with
each other and a SD card installed on the master control element (CP-2014).

3.1.1 Software for the Engineering
The SICAM TOOLBOX Il is available on DVD ROM and consists of the following toolsets:

EM II

Engineering Manager (base package)
PSR I

Engineering and Maintenance Computer
OPMII

Object Oriented Process Data Manager
CAEX plus

Tool for the creation of an application program as function diagram (FUD), structured text
(ST), sequential function chart (SF)

Alternatively, an existing and compatible instruction list (IL) can be stored in the SICAM
TOOLBOX Il.

The toolsets are also available as “Light” version. With this version, the engineering is limited
to maximal 100 system elements and 2000 data points.

The toolsets are available individually. You find information and updates for the individual
toolsets, as well as numerous licenses, in the Internet under www.siemens.com/sicam.

Document Designation Item Number
Licences, variants and order SICAM TOOLBOX Il V5 license catalog, D30-017-5
form license demand
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3.1.2 Prerequisites
Prerequisite for the operation of the SICAM TOOLBOX Il is the usage of an appropriate PC,
that must fulfill certain hardware requirements, depending on the license package you pur-
chased.
Information thereto reside in the internet under www.siemens.com/sicam in the PC Products
Preference List (D95-003). Should that be not at your disposal, please consult your contact
person at Siemens.
For the installation of the SICAM TOOLBOX Il the following preconditions are required:
DVD or BlueRay drive must be existing
C:\ drive must exist
Administrator rights for operating system Windows ® (read and write rights to the file sys-
tem and the Windows Registry)
No other SICAM TOOLBOX Il version may be installed
NTFS partition
Minimum 5 GB free hard disk memory
Minimum 2 GB installed main memory
Supported Operating Systems and Hardware Requirements
You find the exact information on supported operating systems and hardware in the following
document:
Document Designation Item Number
Brochure with information on SICAM TOOLBOX || DVD Booklet V5.00 D3E-017-1
installation and performance
of updates
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3.2 Connect Engineering PC with a Target System

For the transmission of engineering data to a system SICAM AK 3 the engineering PC must
be connected with the target system, and a SD card must be equipped on the master control
element.

3.2.1 Physical Connection

The following connection options are available:

Directly via the USB interface on the master control element
Remote operation, LAN/WAN via Ethernet (TCP/IP)

3.2.1.1 Directly via the USB Interface

SICAM TOOLBOX Il PC and SICAM AK 3 are connected direct via the USB cable.

SICAM AK 3
SICAM TOOLBOX 11

 Toowsox USB interface (X4) o

X

©»)

B 3 G
.2 5

P O W = — =" i

L g ————————

YE|aTaTATA]

o
B
[E]

Designation Item-Number/MLFB
CM-0825 TCO0-825
6MF13130AJ250AA0
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3.2.1.2 Remote operation, LAN/WAN via Ethernet (TCP/IP)

In remote operation the SICAM TOOLBOX Il is not connected directly to SICAM AK 3 with a
local connection, but with TCP/IP over a network interface.

( Zone A ( Zone B

SICAM AK 3

SICAM TOOLBOX 11

X0, X1

Y rATaTATAY

LAN/WAN, Ethernet (TCP/IP)
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3.2.2
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Logical Connection

For engineering there must be a logical connection to that automation unit, which is subject of
the engineering task. The both following cases are differentiated:

Connection with a local automation unit (that one, to which a physical connection exists)

Note
l A first initialization of the automation unit is only possible in this way.

Connection with a remote automation unit that one, which can be accessed via a local au-
tomation unit; thereby, a continuous remote communication according to IEC 60870-5-101
or -104 is required)

local automation unit

SICAM AK 3 or
Ax 1703 platform

SICAM TOOLBOX Il

remote AU engineering

SICAM AK 3 oder
andere SICAM RTUs

automation network
(IEC 60870-5-101/104)

remote automation unit
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3.3

Integrated Protocol SNMPv3

For the Engineering oft he SNMPVv3 Agent you need to get MIB files and a MIB browser.

3.3.1 Download of the SICAM RTUs MIB-Files
The MIB-files for SICAM AK 3 can be downloaded from the website
http://www.siemens.com/sicam.
Select > Home > Products, Systems & Solutions > Products for Substation Automation > Sub-
station Control Systems and Remote Terminal Units > SICAM AK 3.
Under SICAM AK 3 click on Downloads and open Manuals.
In the result list click on SICAM RTUs SNMP MIB File to start the download.
After the download you get the file SICAMRTUs_SNMP_MIB_V03.00.00.zip.
Save this file on the computer where the MIB-browser is installed.
Then open the file and start the therein contained file SICAMRTUs_SNMP_MIB_V03.00.00.exe
by means of double-click.
Now the SICAM CMIC MIB files will be stored automatically on your computer. The default
path is C:/siemens/SICAMRTUs_SNMB_MIB_V03.00.00/MIB-Files.
o]
‘{;\_)\—, | ~ (C:) SYSTEM ~ siemens » SICAMRTUs_SMMP_MIB_V03.00.00 v MIB-Files - l(_a] | l‘_ﬂj
] File Edit View Tools Help
Organize »  Indudeinlibrary =  Sharewith = Burn  New folder = i i_f},'
Intel .ﬂ Name * | Date modified
, Program Files
m Program Files (x86) | |RFC1213-MIB 01.09.2010 15:41
ProgramData || rfc2790_mib.mib 08.01.2016 11:23
Rational preserve || rfc3635_mib.mib 02.06.2015 16:07
=] siemens || sicamRTUs.mib 06.03.2016 05:17
] i SICAMRTUs_SNMP_MIB_V03.00.00 || SIEMENS-SMLmib 31.03.2014 13:06
B vB-Fies
|5 items | |H Computer -
3.3.2 Import of the MIB-Files in MIB-Browser
The import of the MIB-files (C:/siemens/SICAMRTUS_SNMB_MIB_V03.00.00/MIB-
Files) into your MIB-browser must be done in following order:
1. Import of SIEMENS-SMI _.mib
2. Import of sicamRTUs.mib
3. Import of RFC1213.mib (optional)
4. Import of rfc2790.mib (optional)
5. Import of rfc3635.mib (optional)
Beside a standard MIB-browser you can load the MIB-files also with following Siemens prod-
ucts:
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- SICAM 230
- 250 SCALA

Display of SNMP-Variables in MIB-Browser

Example 1: SNMP-Variable plant

easoning MIB Browser = | Ellil

File Edit Operations Tools Bookmarks Help
Address: v|1?2.16.0.3 v | advanced..  om:|.13.6.1.4.1.22638.7.1.1.1.0 | ope

Result Table

MIE Tree -

Ssiland : = Marne{OID Yalue Type 1P:Port
B is0.org.dod.inkermet plart.0 Testarlage Octetsting [172.16.0.3:161
plantiD. i ENT-24000036 Otetstring [172,16.0,5:161

region,0 a0 Integer 172,16.0.3:161

component. 0 iz Inkeqer 172.16.0,3:161 D

|| !

123 generallnfo
) auConfigurationOwverview

B B

ame plant

oID 1.36.10401.22638.7.1.1.1

MIE SicamRTUs

Synkax DISPLAYSTRING

ACCess read-only

Status current

Defial

Indexes

Descr plant name of the automation unit

.iso.org.dod.internet. private, en‘ter_prises .siemnens, sicamP TUs. generallnfo. auConfigur ationDyverview.plant.0

Example 2: SNMP-Variable classInternal.

MIB Browser =10l =]

Fle Edt Operations Tools Bookmarks Help

Address: -|172‘16‘0.3 LI Advanced... OID:| 36.1.4.1.22636.7.10.1.1.0 LIOperatmns:IWalk LI & o

[ [

private Hame/OID
=53 enterprises classFai
B ) siemens
B9 sicamRTUs
1) generallnfo
(=123 diagnastic
(=19 sumbiagnosticTable

Walus [ mvee | weor |

-y classExternal

-y classCommunication
-y classTest

-y classWarning

-y classBoardFalure
-y classFalure

oy classStartUip ||
10T snmphz =]
Narmne classInternal -
(] :1.3.6.1.4.1.22638.7.10.1.1
MIE SicamRTUs
Syntax INTEGER {error(1)}
Access read-only
Status current
Defial
Indexes
Descr Are errors, that can be unequivacally traced back to system elsments in the automation unit [~
(Firmware or Hardware).
L=l

.is0,0rg.dod.internst. privats enterprises. sismens. sicamRTUS, diagnostic, sumDiagnosticTable classInternal.0
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Example 3: SNMP-Variable sysUpTime.

Reasoning MIB Brawser o =] 54

File Edit Operations Tooks Bookmarks  Help
Address: vlnz.m.n.s Advanced on - Operatluns:lWalk - & o

MIE Trez = Mame/CID Valus Type

B 53 iso.org.dod.internet o TimeTicks 0
43 mgrak — —
B0 mib2 o]
B 53 system
) sysDescr B
@ sysQbjectlD p
& syscontact
2 syshiame =
[# sysLocation b o
- sysservices &
B ) interfaces
BDat
BSip
B3 emp
S ben |
Hame syslipTime -
oD 13612113
ME RFCI213-MIB
Syntax TIMETICKS
Access read-only
status mandatary
Defval
ndexes
Descr The time (in hundredths of a second) since the
network management portion of the system was last
re-initislized, =

Example 4: SNMP-Variable ipInReceives.

Reasoning MIB Browser (=] 3
File Edt Operations Tools Bookmarks  Help

fddressi ~ 172608

Advanced.. |

361214 j Cperations: |Walk. ﬂ o

Result Table

MIE Tree -

T » = Name/0ID Valus Type [PiPort
E-Q3 is.0rg.dod infernet ipInReceives.0 2087200 Counter3z |172.16.0,3:161
= ?g’”t * inOutRequests.D ETEEEE Counter3z
b
() system

Q@
() inkerfares 0O
o at e “Q
=)
5. -
iEg
=

ipDefaultTTL
&Y iplnRecelves
& ipInHdrErrors
& ipTnAddrErrors
B ipForwDatagrams
& ipTnUnknownPratos
iplnDiscards
ikl =

Mame in
oI A361204
MB RFC1213-MB
[Syntas
Access
|status [
Defial

ndexes
Descr

Jist,0rg.dod. inksrmet marnt.mib-2.ip

SICAM RTUs, SICAM AK 3 User Manual 175
DC2-028-2.03, Edition 07.2016




Prepare Engineering

3.4

3.4.1
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SD Card

SICAM AK 3 uses a SD card for the storage of engineering data and firmware codes for the
used system elements (e.g. master control element, protocol elements). This is located on the
master control element.

Designation Item-Number/MLFB
SD Card CC6-095
6MF12131GA050AA0

SD Card Reader/Writer

For archiving purposes, the engineering data and firmwares stored on the SD card can be
read with a standard commercial chip card reader and be stored on a PC. On the other hand,
in particular for the initialization of a target system, the data can be written from a PC to the
SD card.

The driver software required for the use of the chip card reader must be installed previously
on the PC. Follow thereto the instructions of the manufacturer.

The SD card must be formatted with the file system FAT16.
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3.5 Loadable Firmwares

The modular system SICAM AK 3 consists of system elements, that are designed for specific
functions:

Master control element

Central processing and coordination

Processing and communication element(s)

Expansion of peripheral elements and protocol elements
Peripheral element(s)

Acquisition and output of process signals

Protocol element(s)
Communication with control center and further automation units

For the implementation of the respective functions, special firmwares are provided. The func-
tionality of each system element is adjustable by means of parameters.

As a partner of Siemens you are able to download all the current firmware revisions for your
system via the internet under www.siemens.com/sicam.

Examples:

System Element Item Number Designation

CPCX26 Central pro- SC2-016-1 CPCX26 Revision history
cessing/communication SC2-016-1.XX/53 CPCX26 TB Il update
PCCX26 Periphery interfac- SC2-019-1 PCCX26 Revision history
ing, control, communication SC2-019-1.XX/53 PCCX26 TB Il update
ETA4 Ethernet interface SCO0-581-1 ETAA4 Revision history
IEC 60870-5-104 SC0-581-1.XX/53 ETA4 TB Il update
BISX26 Binary signal input SC2-112-1 BISX26 Revision history
8x8 IEC SC2-112-1.XX/53 BISX26 TB Il update

In order that the corresponding system elements work and can be parameterized, the respec-
tive

Firmware codes must exist in the target system
Toolbox update must be stored in the SICAM TOOLBOX |l

The respective TB Il update contains the firmware code for the relevant system element, as
well as the master data for the SICAM TOOLBOX II.

How to load firmwares into a target system, you find in section 5.5.1, Procedure.
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3.6

3.6.1
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Working with the SICAM TOOLBOX Il

For the engineering of SICAM AK 3 serves the SICAM TOOLBOX Il installed on the engineer-
ing PC.

Before you start with the engineering, the predefined configuration parameters of the
SICAM TOOLBOX Il must be checked and changed, if necessary (see section 4.1.1, Presets).

The system-technical and process-technical parameterization is performed with the tool
"OPM II". An application program can be created with the tool "CAEXx plus" as function dia-
gram, or alternatively as instruction list with a text editor in ASCII format.

Engineering Procedure

The setting of parameters is only possible independent from the target system (offline).
Firmwares for the system elements and application programs must be imported into the
SICAM TOOLBOX IlI.

Engineering data maintained with the SICAM TOOLBOX Il is stored in a data base on the
hard disk of the engineering PC. By means of loading processes, the engineering data can be
transferred from the hard disk of the engineering PC to a target system. Thereto the target
system must be connected with the engineering PC and switched on, and a SD card must be
equipped in the master control module of the target system.

The engineering data is stored during a load procedure on the SD card of the target system.
With startup of the target system, all new or changed data is transferred into the main
memory.
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3.6.2 Structure of the User Interface

The single tools of the SICAM TOOLBOX Il have a design oriented according to Microsoft
Windows ®. After successful installation they can be started from the Windows start menu
Start | All Programs | SICAM TOOLBOX I1, or via the Toolbox shortcut on the desktop.

The tools most frequently needed (Load Parameters, CAEX plus, etc.) can be started also di-

rectly from the central engineering tool "OPM II".

r@ Administrative Tools
@ Communication

r@ Office Applications
@ Microsoft OFfi @ iGites

E‘}J New Office Document

(& Internet Expl ts

13
13
3
3

pcuments  F

A Adobe Acrobat
Open Office Document

E Paint

IFT) CorelDRAW Graphics Suite ¥4
3 Logon.log @ P
= CorelDRAW Graphics Suits %5
(2] Mierosaft office I CyberLink DVD Suite

laces

é@ R @ ITSaltion

W Hu'-Fyt Configr r@ Liz USE Booster program
@ Merkes' Pages
@ Nero

@ Rational Software

r@ Roxio Easy CD Creator 5

xEs

G

ﬂ CAEx plus

@ Data distribution center
ﬂ Help

& o

Bl TOOLBCK I pressts

]

r@ Accessories
@ Internet Explorer

Lag OFF
A EECEEEE

§" CAEx anline test

E CAEx plus online test
@ Data Flow tesk

EJ; Diagnostic

W Hu-Fy Configuration
aa Live Update

R Load firmware

ﬂ Load parameter

h Message simulation
E Parameterization

4 it Revision interrogation and display

[ 4 Load M-SR parameters
'Q Maintenance Function Online

. Master data update

a Parameter documentation
a Plant management

'Q ST emulation

@. TE - TBIL conwersion

Fg Topology kest

The detailed instructions for the work with the tools of the SICAM TOOLBOX Il reside in the

SICAM TOOLBOX Il Online Help and in the CAEXx plus Online Help.

[ ] Note

l The SICAM TOOLBOX Il Online Help can be started either directly via the start menu of your PC, or from

each single tool via the menu Help .
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4 Engineering via SICAM TOOLBOX Il

Contents
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This chapter is a guideline for the work with the SICAM TOOLBOX II. You find the details for
the engineering in the SICAM TOOLBOX Il Online Help.
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4.1

182

Telecontrol

The acquisition parameter setting and documentation of the process-technical process and its
associated data points is enabled in the SICAM TOOLBOX Il mainly with the help of the tool

"OPM II" (Object Orientated Process Data Manager).

Overview of the Tasks

Task

Presets

Initialization of the plant data

Import firmware

HW configuration

Parameterization of the sys-

tem technique

Parameterization of the pro-

cess technique

Bulk edit

Transfer parameters
SD Card
Import/Export

Documentation

Load Parameters

Parameter comparison
Data flow test

Message simulation

Service function online
ST emulation

Topology test

Diagnosis

Meaning

Define user and rights; language

Configure plant and automation unit

Load firmware into the SICAM TOOLBOX II
Select installed system elements

- Time management

- Communication common

- Protocol Elements

- Redundancy

- Representation of data points assigned to hardware 1/0s
- Decentral archive

- Create images

- Assign process images to data points

- Settings for configured process signals
- Routing of send data and receive data

Edit great amounts of image parameters

Translate parameters for the target system

Write and read application data

Generate and read backups of the application data

Formatted spreadsheets for printing
- Hardware (configuration, pin assignment)
- Parameter

Transfer parameters and function diagram to the target sys-
tem

Compare settings between current project and target system
Record and store dataflow in the target system

Send messages from the SICAM TOOLBOX Il to a target
system

Read and set time of target system
Execute system-internal functions (only for authorized users)

Acquisition of physically connected automation units in a
SICAM RTUs automation network

Read detailed information generated by the self monitoring
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Fundamental Procedure of the Parameterization

- customer
define customgr ans process technical plant
/ process technical — b h
lant (with wizard) ranc
R P number
OPM I \ define customer system technical plant
process technical — region
plant (with wizard) AU
& basic system elements
#& —p | protocol elements
OPMII peripheral elements
select AU/BSE
system technique — | system functions —® | set parameters
n& . save
periphery define images
OPM II \ process technique »- | protocols > set parameters
system data save

system technique

user defines the

K
Y\

target system

oPm —> |satwos.. |7 >

selection AU

L —» | selection of AU —® | load parameters

Essential Administrative Functions

¥ Authorization
—»”

S
/ | project technique | — |cust0mer
Eh - plant
plant —» | System technique — | region
manage- AU
ment
plant

assemble technique —p» | Station

building location

cabinet
board rack
plant
—-
= customer

= . plant management
<5 content in export -
» 3 > g — 9 | system technique — | start export
data distri- record ...

process technique

bution center system elements
=
% | selection import file | — |select|0n import file |
data distri-

bution center

- - te (csv file)
—» | selection AU | — | services | — genera X
@ | documentation

assembly
technical
documentation

preview spreadsheet
e

R ° S —» [saicton A |
T print spreadsheet
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41.1

41.11

Presets

Before you begin with the engineering of SICAM AK 3, several basic settings are to be per-
formed for the work with the SICAM TOOLBOX I1:

User and rights

— User-specific settings

Password

Workplace-specific settings
Organization of the SICAM TOOLBOX II
Language

For the access to the SICAM TOOLBOX Il a logon with username and password is required.

The parameterization with the SICAM TOOLBOX Il happens exclusively offline. Only the
transfer of data (firmware, application data), as well as test and diagnosis are performed
online via a communication connection.

The globally valid configuration parameters in the SICAM TOOLBOX Il are displayed and set
with the tool "SICAM TOOLBOX Il Presets". They can - dependent on the access rights - be
changed at any optional time.

You find the details thereto in the SICAM TOOLBOX Il Online Help, chapter
"SICAM TOOLBOX Il Presets" and chapter "Administration of SICAM TOOLBOX II".

Users and Rights

The following user types are predefined and can be selected:

Type admin
Type profi
Type standard

For each user type different rights are predefined.

As user type admin you can freely assign new user names (max. 8 characters). For each
user a special role (max. 20 characters) can be assigned.

For each role certain rights can be freely selected and assigned from a list. Depending on
which role a user has been assigned, he may control determined functions. An exception are
the unchangeable roles, that are reserved for the specialists for maintenance purposes.

You find the details thereto in the SICAM TOOLBOX Il Online Help, chapter
"SICAM TOOLBOX Il Presets", section "User/Role Administration".

Note

All operation functions of SICAM EMIC described in this manual are generally applicable for the "Adminis-
trator" role available in the SICAM TOOLBOX Il.

184
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Note

From SICAM TOOLBOX Il V5.11 it is possible to create domain users. Such a domain user does not use a
specific SICAM TOOLBOX Il user role to start SICAM TOOLBOX Il, but he uses the user account for the
logon on his workstation..

4.1.1.2 Password
The entrance into the SICAM TOOLBOX Il is protected for each user by means of an individ-
ual password.
The preset password is equal to the predefined user type.
[ ] Hints

The preset password must be changed after the first login.

4.1.1.3 Language
The language Deutsch or English can be selected.
4.1.2 Entrance into the Project
4.1.21 Logon
With the initial start of a tool of the SICAM TOOLBOX Il you must enter a user name and a
password. After that you are able to begin the parametrization.
[\ TODLBOX II Login ] x|
licenzed to: SIEMEMS INTERN
Uszer name: Iadmin
Password: I****;‘
0K I Cancel | Help |
A user change is possible with the tool "SICAM TOOLBOX Il Presets” (menu Authorization
| Login).
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4.1.2.2

4.1.2.3

Logoff

A user logoff is possible with the tool "SICAM TOOLBOX Il Presets" (menu Authorization |
Logout ). You can continue to operate tools that are still active, but the activation of tools re-
quires another login.

If all tools are quit without logout, the user will remain logged in unless a logout from the
SICAM TOOLBOX II PC or Toolbox Server takes place.

Change Password

As user type admin you can define a password for each newly added user.
Guidelines for the Assignment of Passwords

The password may consist of up to 8 characters

No differentiation between upper case and lower case

Special characters can be used

Empty password possible (logon to the project without password)

Hints
The preset password must be changed after the first login.

4.1.3

186

Plant Configuration

A plant is configured according to different views:

Project technique
System technique
Process technique

The configuration data is in each case specifically parameterized for the different views.

With the initial creation of a plant you must enter the configuration data into the

SICAM TOOLBOX Il with the tool "OPM II". The entry of the parameters is thereby supported
by "Wizards". The plant topology is determined based on the parameter setting of the configu-
ration data.

After the initialization, the administration of the plant configuration can be carried out with the
tool "Plant Management". With this tool the configuration data can be changed or deleted at
any time.

You find the details thereto in the SICAM TOOLBOX Il Online Help, chapter "Plant Manage-
ment".
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4.1.4

Import firmware

For the parameterization of the functionality of a target system, the firmware codes of the re-
quired system elements must be present in the SICAM TOOLBOX II.

You can import the required firmwares - if not yet present - into the data base of the

SICAM TOOLBOX Il with the tool "Master Data Update". You find the corresponding files in

the internet under www.siemens.com/sicam (see section 3.5, Loadable Firmwares). Further
information about this can be found in section 5.5.1.2, Import of Firmware into the
SICAM TOOLBOX IlI.

4.1.5

Parameterization of the Telecontrol Functionality

The entire parameterization for the telecontrol function can be performed in the
SICAM TOOLBOX II with the tool "OPM II". You find the detailed instruction thereto in the
SICAM TOOLBOX Il Online Help, chapter "OPM II".

The description of the system-technical and process-technical settings can be found in the

manual SICAM RTUs Common Functions System and Basic System Elements, chapter

"Telecontrol”.

=
System Edit View Tools Destinationsystems Extras Window Help
REFESLO (0 A D EIB DT DR Fl SIEMENS
REE e
CP-2010/PC25, HWw/H: 2100, Ptk 2100 LNR_1703 DI
S on MK 1703 ACP _a|[No. [Position | Tem Board pin | PEA || &ste Mo, Image name | Type Level | Value B
i jser error words bl bl INDOD  |xzal | LNK_1703.00 @ 1703 A1 0 Lk_Reg Lk_Reg FAR | 249
AJDFI configuration 1 ] WO xzel - Cp 1703 80 1 Lk_Comp Lk_Comp PAR |0
EF @ VIE (Reg 249) p 1703 01
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Note

In the SICAM TOOLBOX Il Online Help resides a video demonstration for the parameterization of
SICAM EMIC (section "System Technique", "SICAM RTUs", "SICAM EMIC").
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4.1.5.1 Hardware Configuration

Before the parameterization of the functionality, the target system must be configured with the
required system elements:

Master control element

Processing and communication elements
Protocol elements

Peripheral elements

Note
The firmware codes of the corresponding system elements must exist in the target system

You find an overview of the available system elements and their technical specification in the
SICAM AK 3 System Description.

The configuration takes place with the tool "OPM II" via the menu items Tools | System
technique and Tools | Templates Overview .

By dragging the system elements of the system SICAM AK 3 from the Template Overview on-
to the respective target system in the system technique, the corresponding system elements
are added with default parameters.

When deleting a system element, all the corresponding settings are rejected in the system
technique.

The changed hardware configuration must be converted with the tool "OPM II", menu
Destination systems | SICAM RTUs transformer , and subsequently transmitted to the
target system with the tool "Load parameters", to become effective.

During startup the target system checks if the mechanically installed 1/O modules match the
parameterization.

Exceptions with Usage of SICAM TM I/O Modules

With usage of 1/0 modules first of all the higher-level peripheral element (USIO66, TCIO66)

must be equipped. Afterwards I/O modules can be dragged onto the peripheral element.

When deleting an /0O module, all the corresponding settings are rejected in the system tech-
nique.

Note

The configuration in the "OPM II" must match the mechanically installed 1/0O modules.

If you remove an I/O module mechanically, you must delete it also in the "OPM II". If you do not adapt the
configuration in the "OPM II", the target system detects this I/O module as failed (error indication).

If you add an I/O module mechanically without adapting the configuration in the "OPM II", this has no
effects. In this case, the added 1/0O module is ignored.
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4.1.5.2

41521

415.2.2

System-Technical Settings

The system-technical configuration of the system elements can be opened via the menu item
Tools | System technique .

The parameter setting is carried out in the menu tree, respectively below the selected basic
system element:

Common settings

Time management
Communication protocols
Network settings
Topology

Dataflow filter

Periphery

Decentralized archiving
Redundancy

Communication

The protocol is determined by configuring a protocol element suitable for the existing applica-
tion and its parameterization.

Periphery

The peripheral functions are defined by means of configuring the peripheral element, the
1/0 modules suitable for the present application, as well as their parameters.

Below the level Ax peripheral bus the configured peripheral element with the configurable sig-
nals is displayed:

Hardware pins
Software data points

By means of the context menu of a hardware pin or software data point, selection Edit
image , you get directly to the process-technical settings of the respective signal.
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4.1.5.3 Process-Technical Settings

4.15.3.1 Levels

The process-technical plant can be structured in freely-definable hierarchy levels. The follow-
ing graphic shows an example:

Plant Structure Level Short text
Westll Substation SUB
20k < Woltage Lewvel WL
| Jo < Bay By
| ool < Device DEY
Rl < Signal 51G
— LME_&DR <
— LMKE_1703 DI €——— Link LMK

— LME_CAEmpls <—

ChiD- = Signal 5G
— LMK_ADR <«
— LME_1703_ DI «—+—— Link LMK,

— LMk_CAExplus <—

You find the instruction to create levels in the SICAM TOOLBOX Il Online Help, chapter
“OPM II", section “Levels”.

The process-technical settings of the system elements can be opened centrally via the menu
item Tools | Images.

4.15.3.2 Types

Types form the template for the structure of a process-technical plant. They serve for the sim-
plification with engineering of large quantities of objects, parameters and values.

Types of the following type categories can be defined below the levels:

User types

Link types

Info types
Parameter types

A type is defined respectively for objects, that have the same features (examples: feeder, cir-
cuit breaker, disconnector).

You find the instruction to define the different types in the SICAM TOOLBOX Il Online Help,
chapter “OPM 11", section “Types”.
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4.1.5.3.3 Images

Images are real objects of the plant with parameters and signals (examples: feeder north, cir-
cuit breaker Q00, disconnector Q10).

Typified images

Typified images can be created from the defined types, that means, each images is as-
signed to a type. The assigned type defines thereby the structure for the image. The struc-
ture defines which link types include a signal and which parameter includes a link. This
structure can be changed only in the type of the belonging image. All images that are as-
signed to that type, adopt automatically the structure change (inheritance). The same be-
havior applies for default input.

The usage of typified images is the more efficient, the more identical images are present.

Typeless images

Typeless images do not have a reference to the types, that means, no inheritance takes
place. Typeless images are also created by structural changes of a typified image (since
the image does not have the same structure as the type).

Typeless images are advantageous, if images are only uniquely existing.

Below typless images, typified images can be used (example: voltage level “20 kV* is
typeless since it is only uniquely existing, all feeders thereunder are typified images).

Link images

In the link images the parameters of the single target systems can be set.

The signals of the libraries include as first link a so-called common link (LNK_ADR). There
reside parameters (example: longtext, LAN station...) that include “references” to other
links of the same signal or are source of “formulas”.

A reference causes that upon changes of an entry in the common link the change takes
place automatically in the link of the specific target system. Message address
CASDU(1,2), IOA(1,2,3) and Tl are generated automatically with filling of the 1703 link ad-

dress (Lk_Reg, Lk_Komp, Lk_BSE, Lk_ZSE, Lk_DP) by means of formulas and refer-
ences and do not have to be entered.

You find the instruction for the creation of images in the SICAM TOOLBOX Il Online Help,
chapter "OPM II", section "Images".

Parameterization of the Process Signals and Assignment to the System Technique

The parameters for the technological processing of process signals reside in the menu tree
below the link images:

Addressing
Signal preprocessing
Signal postprocessing

You find the description of the parameters in the SICAM TOOLBOX Il Online Help, chapter
"Parameter Documentation”.

You find the description of the technological processing of inputs and outputs of the process
periphery in the manual SICAM RTUs Common Functions Peripheral Elements According to
IEC 60870-5-101/104.

The assignment of a process signal to a hardware pin or software data point in the system
technique takes place by means of assignment (alternatively automatically or manual). You
find the instruction thereto in the SICAM TOOLBOX Il Online Help, chapter "Parameter Doc-
umentation”, section “Assign”.
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4154

4.1.6

4.1.7

4.1.8
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Decentralized Archiving (DEAR)

The Decentralized Archive serves for the archiving of events during a communication fault.
Here all the data points used in an automation unit can be acquired.

You can configure the archive in the system technique of the "OPM II" (parameter group De-
centralized archiving of the respective automation unit). In the images you can define
the process-technical settings of the data points to be acquired. During operation, these data
points are archived chronologically upon status change. This applies for all commands and bi-
nary information items of the send and receive direction.

You find the detailed information on the settings in the manual SICAM RTUs Common Func-
tions System and Basic System Elements, chapter "Telecontrol”, section "Decentralized Ar-
chiving".

Transform Parameters

Before loading into the target system, the process-technical parameters of the plant must be
transformed. This can be carried out with the tool "OPM II" through selection of the menu
Destination systems | SICAM RTUs... | SICAM RTUs Transformer .

System-technical parameters are automatically transformed when saved.

You find the details thereto in the SICAM TOOLBOX Il Online Help, chapter "OPM II", section
"Transform and Load", "SICAM RTUs".

Import, Export and Backup of Engineering Data

The tool "Data Distribution Center" enables the importing and exporting of parameters, as well
as the creation of backup files.

You find the details thereto in the SICAM TOOLBOX Il Online Help, chapter "Data Distribution
Center".

Documentation

With the tool "OPM 11" you can generate and print the documentation of the engineering data:

Hardware Configuration
Assembly Technique
Interface to Elcad
Telecontrol Function

— System-technical configuration
— Process-technical settings

You find the details thereto in the SICAM TOOLBOX Il Online Help, chapter "OPM II", section
"System Technique", section "Documentation”.
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41.8.1

4.1.8.2

4.1.8.3

Hardware Configuration

You can initiate the documentation of the system elements in the plant tree of the menu
System technique , via the context menu of the automation unit.

The output takes place as a table in a file (format .csv) or to a printer.

With the tool "HW-FW Configuration” you can assign the required assembly-technical infor-
mation to the system elements.

Assembly Technique

You can initiate the documentation of the assembly-technical configuration in the plant tree of
the menu System technique , via the context menus of the peripheral elements.

The output takes place as a table with adjustable layout, optionally as preview on the screen
or to a printer.

The documentation extends over the HW pins of the respective peripheral elements and con-
tains:

Slot and module type

System-technical address of each pins within the message
Process-technical address of each pins within the message
Common information of a pin (long text)

Assignment of the pins to a link image in the "OPM II"

Interface to ELCAD

For the coupling with the design tool ELCAD, it is possible to transfer images that are as-
signed to a system element via this defined interface.

The output takes place to a text file (format asc).

The generation of the file takes place via selection of the menu Destination systems |
SICAM RTUs... | SICAM RTUs Transformer.

You find the details thereto in the SICAM TOOLBOX Il Online Help, chapter "OPM II", section
"Elcad".
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4.1.8.4 Telecontrol Function

4.1.8.4.1 System-technical Parameter

You can initiate the documentation of the system-technical configuration in the menu System
technique , via the context menu of an automation unit or of a specific system element.

The output takes place as a spreadsheet, optionally as preview on the screen or to a printer.

4.1.8.4.2 Process-Technical Settings

You can initiate the documentation of the process-technical settings in the tree of the menu
Edit image , via the context menu of a selected hierarchical level.

The output takes place as a spreadsheet, optionally as preview on the screen or to a printer.

4.1.9 Commissioning an Test

For commissioning and test of the projected settings the following functions are available
(online):

Load engineering data

Parameter comparison

Test functions

Diagnosis (see section 5.3, Diagnosis )

For these functions the engineering PC must be connected with the target system (see 3.2,
Connect Engineering PC with a Target System).

4.1.9.1 Loading Engineering Data

The loading of the parameters of a process-technical plant from the PC into the target system
takes place with the tool "Load Parameters”. You can launch it from the "OPM II" via the menu
Target systems | SICAM RTUs | Parameter loader , or directly via the start menu of
your PC.

With the tool "Parameter Loader" you can add and select automation units, and initiate the
loading via the menu Load | Selected AUs.
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All settings that have been performed in the SICAM TOOLBOX Il are thereby saved jointly on
the SD card of the target system:

Configuration parameters

System-technical parameters

Process-technical parameters (if they have been transformed previously)
Application program (if code has been generated previously)

After the loading of the parameters an automatic startup of the target system is performed. For
each selected automation unit a corresponding notification appears subsequently.

For the loading of the parameters there are different variants available:

Load intelligent
— only the changed parameters are loaded into the target system
— can be applied locally or remotely

Load unconditional

— all parameters are loaded into the target system

— can be applied locally or remotely

Initialize

— all parameters are deleted in the target system, and all parameters newly transferred

— can be applied only with the locally connected automation unit
— is used for the first loading of an automation unit or of a basic system element

You find the details thereto in the SICAM TOOLBOX Il Online Help, chapter "Service Pro-
grams", section "Parameter Loader".

i t Caution
During a loading operation, a power down off of the master control element is to be absolutely avoided,
since the data on the flash card could be destroyed as a result.

4.1.9.2 Parameter Comparison

With tool "Parameter Loader" you can check whether the parameter status in the destination
system is current. You can select an automation unit and start the comparison via the menu
Parameter | Comparison Aus <-> Toolbox .

For each selected automation unit appears the indication whether the parameters are current
or not current.
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4.1.9.3

419.3.1

196

Test Functions

For the examination of the parameterized automation units and their data flows, the following
test functions are available:

Data flow test
Message simulation
Topology test

define TOOLBOX

filters
select test points —>
9 select message
State of P=d] - / display format
spontaneous | —# = —® | selection AU

data points data flow N play record
test

simulation of w -

spontaneous | — —» | selection AU — send message(s)
data points message

simulation

select message »
display format ‘

logging of the

selection AU connected AUs

total network or ‘

W»
check con- 4
&
topology
test

Status Of Spontaneous Data Points

With the tool "Data Flow Test" data streams (flow of messages) can be simultaneously logged
and visualized. For a subsequent analysis - also at another location - a recording can take
place with the Interface Recorder.

The function Simultaneous log serves for the recording of messages within the internal da-
ta flow of an automation unit. In protocol elements, the data flow from and to other automation
units can also be acquired.

The following data can (with change of the spontaneous data) be simultaneously logged:

Change of state of inputs/outputs

Communication from and to protocol elements

Data traffic from and to the application program

Data traffic from and to special functions (for example set counters, set time)

By means of triggering a General Interrogation all spontaneous input signals can be simulta-
neously logged at any arbitrary time.

You find the instruction for this test function in the SICAM TOOLBOX Il Online Help, chapter
"Service Programs®, section "Data Flow Test".

You find further information in the manual SICAM RTUs Common Functions System and
Basic System Elements, chapter "System Services", section "Data Flow Test".
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4.1.9.3.2

Simulation of Spontaneous Data Points

With the tool "Message Simulation”, messages can be transmitted from the

SICAM TOOLBOX II to automation units. Just one message or up to 100 messages in suc-
cession can be transmitted; in addition sequential delays and message repetitions can be de-
fined.

The messages can be passed in at defined points of the system. With this function the follow-
ing possibilities exist:

Setting of outputs

Simulation of the communication from and to protocol elements

Data traffic from and to the application program

Data traffic from and to special functions (for example set counters, set time)

Pay attention that due to the simulation the plant state can change.

Warning

The manual controlling of outputs with the plant running can lead to damage to persons and machines.
Ensure that aggregates in the control area of the command output and those subsequent aggregates in
the process chain are protected and that persons in the vicinity are warned.

You find the instruction for this test function in the SICAM TOOLBOX Il Online Help, chapter
"Service Programs®, section "Message Simulation".

You find further information in the manual SICAM RTUs Common Functions System and
Basic System Elements, chapter "System Services", section "Message Simulation".

4.1.9.3.3 Check The Connection To Automation Units
The tool "Topology Test" is used for the acquisition of all automation units in a SICAM RTUs
automation network that are reachable or non-reachable from the automation unit momentarily
physically connected.
You find the instruction for this test function in the SICAM TOOLBOX Il Online Help, chapter
"Service Programs®, section “Service Programs” | "Message Simulation"”.
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4.1.9.4 Displaying Decentral Archive (DEAR)
The current contents of DEAR can be displayed with the tool "OPM II".
Via the context menu of the automation unit, submenu Display decentral archiving... , you
get to the file directory.
Then select a file and click on the button Display archives\ to display the respective rec-
ords.
( ] Note

The data records of the decentral archive are registered in configurable files. The files are stored on the
SD card. The record of data points is therefore only possible with equipped SD card.

198

You can save the displayed records of DEAR in a file (Format .csv) on the engineering PC.

You find the information thereto in the SICAM TOOLBOX Il Online Help, chapter "OPM II",
section "System Technique”, "General", "SICAM RTUs", "Decentral Archive Display".
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4.2

Automation

For the implementation of freely definable open-/closed-loop control functions you can option-
ally create an application program as function diagram (FUD).

The application program processes process information from the peripheral elements con-
nected to the basic system element and/or from other system elements in the automation

network of the specific process-technical plant.

Overview of the Tasks

Task

Configure external signals
Create function diagram
Simulate function diagram
Generate program code
Load program code
Perform startup

Test function diagram

Documentation

Meaning

Create images for spontaneous and periodical data points

Edit the application program

Test application program offline

Compile application program

Transfer application program into the target system

Initialize application program in the target system

Test application program online

Prepare application program for printing

Fundamental Procedure of the Programming

configure ﬁ
-
OPM Il
translate g
parameters >
OPM Il
%
chart CAEX
U plus
simulate ﬁﬁi
CAEX

ﬂ plus
-
CAEX

ﬂ plus
() =
OPM II

L

, =
s
chart CAEX plus

—

—

Online Test
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4.2.1 Create Function Diagram (FUD)

For the creation of a function diagram the tool "CAEXx plus" is required.

4.2.1.1 Configuring External Signals

The 1/O's are integrated into the Function Diagram via the Signal List. Dependent from the
fact, whether the target system is engineered via the SICAM TOOLBOX Il or via the web
browser, the Signal List can be alternatively

generated with the tool "OPM II"

imported from a local parameterization (see thereto section 4.1.7, Import, Export and
Backup of Engineering Data)

The signals of the process-technical plant can be used by CAEXx plus after the transformation
(refer to section 4.1.6, Transform Parameters). The structure of the project tree automatically
adapts to the structure from the OPM II.

An introduction how to create a project can be found in the TOOLBOX Il CAEX plus Online
Help chapter "First Steps" and chapter "Additional Products", section "Signal List (Optional)".
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4.2.1.2 Tool CAEx plus

The tool "CAEX plus" provides various editors and standard libraries for the creation of the
open-/closed-loop control functions.

The process-technical functions of a plant are created with the function diagram editor (FBD-
Editor). A function diagram is thereby created by the interconnection of

predefined functions and function blocks ("CAEXx plus" standard library)
functions and function blocks defined by the user

Function Diagram Editor (Example)

\1; logiCAD Project Management: “C: ', ANLAGEN\TC1703\Process Tech TC1703" - Testregion TC1703 (249)11C1 703 PC25 (CO) =171 x|
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= glmlzl Al B B B & S8R B F
PR |Pou | TvPe | siG | T Type [AQ_AI] (13 changes) =lal
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g Libraries-Link
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-7 specification

E-[7 Testregion TC1703 (249)

- M TC1703_1 (249-1)
= I CPCES (M)

i 230_CE

17’7

e

3 i e ST
T =
L

I metwork

F-[7 Onlinetestdata \”“:"—X%
4 priority f -
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= Delay TIME T#ls
= TEST BOOL
=5 Tdlerance REAL 80.0 ,
ot REAL j
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< | W o

[ Page name:] Pagene.| A0 Pos[B1/47%

You find the description of the editor in the CAEX plus Online Help, chapter "Editors".
Additional Information can be found in the SICAM TOOLBOX Il Online Help, chapter
"CAEX plus".

You find the most important characteristic values (limits) for the creation of the open-/closed-
loop control function in the SICAM AK 3 System Description, chapter "Technical Specifica-
tions of the Modules", section "Master Control Modules".

You find the technical details for the processing of the open-/closed-loop control function and
its partial functions in the manual SICAM RTUs Common Functions System and Basic System
Elements, chapter "Automation”, section "Restricted Open-/Closed-Loop Control Function”,
"Application Program”, "Function Diagram".
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4.2.1.3
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Generate Code

Before the loading of the open-/closed-loop control functions into the target system, the appli-
cation program code must be generated.

The code generation can be started via the CAEXx plus Transformer or from "CAEX plus” via
the context menu of the basic system element (right mouse button).

The function diagram is now translated and checked by a compiler. Simultaneously the pro-
gram code is generated as instruction list (IL) in the folder “Specification”.

Vice versa, an already existing and compatible instruction list may be imported with the tool
“OPM II” (context menu of the CPU, Instruction List | Import).

Viathe menu Tools | Error state viewer the indication display of the code generation can be
activated. There, common indications (as for instance information on occupied memory space
for code and variables), as well as detected errors are recorded in detail.

Error State Viewer (Example)

Error-state viewer |

Date/Time  * | Level | Teut
00 2004 1F 0047 nformation | MO I Code generation for <C-saaT TBII] EMPie, mad AE spiiz T MP-2008,ANL-D000000 A 1703 ACF L SFAE [245] [2FAKT 7
20102004, 12:00:43  Information  MCGO12 Matching data started
2010.2004,12:00:45 | Information  MCGO13: Matching data finished
20102004, 12:00:47 | Information  MCGO01: Source code generation started far <Calcy
20102004, 12:00:47  Information  MCGO02 Source code generatian finished for <Calc>»
20110.2004, 12:00:54  Information  —-eeeee BEG: of YaR_EXTTERMAL resalving -
2010.2004, 12:00:54  Information  number of input-telegrams for the highprior tagk = 0 [maxium number = 100)
20.10.2004, 12:00:54 | Information  number of input-telegrams for the middleprior task = 1 [masium number = 2048)
2010.2004,12:00:54 | Information  number of input-telegrams for the lowerprior task = 0 [masium number = 2048)
2010.2004, 12:00:54 | Information  number of output-telegrams withaut threshold = O [maxium number = 3072]
20102004, 12:00:54  Information  number of output-telegrams with threshald (=measure value telegram] = 0 [maxium number = 1024)

20102004, 12:00:54  Information -----m-- EMD: of WaR_EXTTERNAL resolving ---------
20.10.2004,12:00:55  Information  MCGO03: Binary code generation stated for <PC25 [CO)>

2010.2004,12:01:02 | Information - Compiler messages start herg -
20102004, 12:01:02 | Information - End of compiler messages -~
20102004, 12:01:03  Information - Link messages start here -
20102004, 12:01:03  Information  Currently used memory: code (27,60 kB - load factor:5%)  wvariables [4.30 kB - load factor. 0%)
2010.2004,12:01:03 | Information - End af ink meszages -
2010.2004,12:01:03 | Information - CAEx-parameterblocks generated--
20.10.2004,12:01:02 | Information  MCGO04: Binary code generation finished for <PC25 [CO):
20102004, 12:01:04 | Information  MCGO18: Erors=0/ amings=1
20102004, 12:01:04  Information  MCGO03: Eror-free code generated for <C:ASAT TBIATEMPYwvie_maatCAE xplus TMP-2005_aNL-00000007\4K, 1703 ACP.LZPWWIE (24911
<

Page name:lElUU'I Page no.:l

The exact description of this tool is included in the SICAM TOOLBOX Il CAEX plus Online
Help, chapter "Target-System Connection”, section "Functions for Target-System Connec-
tion", section "Code Generation".

The code generation can be started independently from "CAEx plus" with the tool "OPM II"
through selection of the function Destination systems | CAEX plus... | signal list/generate
code. Thereby a signal list is created for the processing of the parameterized signals in the
open-/closed loop control function and read into CAEX plus.

Further details can be found in the SICAM TOOLBOX Il Online Help, chapter "OPM II", sec-
tion "Transform and Load", "CAEX plus".
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4.2.2 Documentation

4.2.2.1 Cross Reference List
With the tool "CAEXx plus" a cross reference list over the project hierarchy can be generated,
displayed on the screen, or printed.
The cross reference list extends alternatively over a

Basic system element
Program organization unit

It is executed via the respective context menu Cross-references .
You find the instruction thereto in the CAEx plus Online Help, chapter "Basics", section "De-
fault Operating Elements", section "Commands of the Pop-Up Menus".

4.2.2.2 Open/Closed-Loop Control Function
In the project hierarchy of the tool "CAEXx plus”, by selecting each level the function Print can
be executed, by means of pop-up menu. The print operation is started on the default printer of
the PC.
You find the instruction thereto in the CAEx plus Online Help, chapter "Basics", section "De-
fault Operating Elements", section "Commands of the Pop-Up Menus", section "Print in Pro-
ject Management".
Additional information can be found in the CAEXx plus Online Help, chapter "Basics", section
"Default Properties" as well as chapter "Lists and References", section "Designing Printouts
with DXF".
Further extensive possibilities for the documentation are provided by the optional function
Document Management (additional product for CAEX plus).
You find the details thereto in the CAEXx plus Online Help, chapter "Additional Products”, sec-
tion "Documents Management (Optional)".
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4.2.3

4231

Commissioning and Test

Loading Program Code

To load the program code (compiled FUD) into the target system, the engineering PC must be
connected with the target system (see 3.2, Connect Engineering PC with a Target System).

The loading of the program code into the target system takes place jointly with the parameters
set in the "OPM II". Thereto the tool "Parameter Loader" must be used (see also section
4.1.9.1, Loading Engineering Data).

Caution

During a loading operation, a power down of the master control element is to be absolutely avoided, since
the data on the flash card could be destroyed as a result.

You find the technical description thereto in the manual SICAM RTUs Common Functions
System and Basic System Elements, chapter "Automation”, section "Open-/Closed-Loop Con-
trol Function”, "Loading of Application Program (Reload)".

You find the instruction for the operation in the SICAM TOOLBOX Il Online Help, chapter
"Service Programs", section "Parameter Loader".

Note
Instead of a function diagram an instruction list (ASCII format) can be imported in "CAEX plus".

4.2.3.2

42321

204

Test Functions

Simulate Function Diagram Offline

The logic operations of a function diagram can be tested in "CAEx plus" with the offline
Simulation.

This function can be called via the context menu of the basic system element, program in-
stance or type instance (right mouse button). You can find the details thereto in the CAEX plus
User Manual, chapter "Additional Products", section "Offline Simulation”.
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4.2.3.2.2 CAEXx plus Online Test

With the tool "CAEXx plus"”, all open- and closed-loop technical tasks in processing elements of
the SICAM AK 3 system can be tested online (selection of the basic system element, context
menu ONLINE Test).

The following test functions are available:

Display and force values

Test switch input/output messages, input/output process images of the peripheral ele-
ments

Changing the execution status of the open-/closed-loop control function
— Stop controller

— Start controller

— Perform cold start of the resource

— Perform warm start of the resource

— Halt task

— Continue task

— Perform cold start of a task

— Perform warm start of a task

— Halt program

— Continue program

Setting breakpoints

Real time archive

Display status information

Read and write (simulate) variables
Oscilloscope

Oscilloscope functions serve for the chronological representation of analog values and binary
values during the “Offline Simulation” of the function diagram.

You find exact details thereto in the CAEx plus Online Help, chapter "Additional Products",
section "Logic Analysis with Oscilloscope Functions".

The technical description of the online test function can be found in the manual
SICAM RTUs Common Functions System and Basic System Elements, chapter "Automation”,
section "Online Test".

The details for operation can be found in the SICAM TOOLBOX Il CAEXx plus User Manual,
chapter "Target-System Connection", section "Functions for Target-System Connection".

[ ] Note

l With user program running, the simulated value of a variable is statically overwritten. In contrast to this,
inputs/outputs are not statically overwritten, rather only with a change to their process image (edge-
triggered).

With user program stopped, simulated values are retained.
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CAEX plus Online Test (Example)

giCAD Project Management: "'C:,ANLAGEN\TC 1703\ Process Tech TC1703" - Testregion TE1703 (249)4TC1703_1 (249-1, 18] x|
Project Object Edit MWindow Took Help
= Blme| & B B E
PROJ| POE | TvP |5G  OLT | unchanges] =8l x]
me e ele o] 2] o] Al ’7 z
o
RESOLRCE 2209z,
Mame [ state | o o E 0.0
M FESOURCE  Funning —22000.0
B Task Fiunning \
fF A0.4 FRurning FEART_L.vLTe.Aruos L un > . e TR TR TR T
o DOIOr [ (]’ —J;I"O—JEHLAHT_l,ULTE,AD,UDD fo
Py Running 12 - T E
ElN 3 Network Rurning F i ZT
£ GLOB_.. Running RElEriaE —’-'T
Eil SFC Rurning ———
Bl TYF_IMP Runring Delay
Elg SIN_TR... Runring = [ ; 5
@3 SlowT ask, Hunn!ng L I e SEL
EE 230.CE  Running T o [
Lc . —
aInn  SEL
Loou.0 w1
CIT | Rearchiv | Breakpoint | Status | ‘
- I 230 _CE : Testregion TC1703 (249/TCL: fen 5
I AD_AL: Testregion TC1703 (249MTCLT || 4 [
L i DO_DI : Testregion TCL703 (2491TC17 VAR =
3F GLOB_VAR.: Testregion TC1703 (24317 | waR IMPUT | WAR DUTPUT | wAR GLOBAL |vaR EXTERNAL|  ACT
iF Metwork : Testregion T¢1703 (24907C1 || [ Name ~ | Declaration [ Initial valus | Longname [ PhysAdt
3 Priority : Testreqion TC1703 (2480TC17 ||| |=- Dty TIME THis
JEF SFC : Testregion TC1703 (249071703 || |==TEST BOOL
I} SIN_TRIANGLE : Testregion TC1703 (24 || |=: T gierance REAL 200
I THP_IMP : Testregion TC1703 (2490TCH il e E————— — |00
Error-state viewer
Dale/Time_* [ Level [ Tent
| JLa | (VN I |

Bl.-Mame: {0001

Bl-Ni:| A/ Pos.:| 49/68%

CAEXx plus Oscilloscope (Example)

~=loix|
2
N [ [Fiogl
ki 9 Nome [ Declarstion
- WEST.STA1.170.. BOOL
] WEST.STAL.170.. BOOL
Level Level WEST_STA1.170.. REAL
10 - 10 WEST..STA1.170... REAL
71 03 WEST..STA1.170.. BOOL
43 07 Prog!
} e END BOOL
PRElL 03 WEST.STA1.17.. BOOL
714 01 WEST.$TA1.17,.. BOOL
100 00 WEST..STAT.17... REAL
Pulss P1 INV. Varl REAL
= ] I WEST..STA1.17... REAL
2! BCLOCK_PULSE... bCLOCK_PULSE_ms_ENO
o Var3 INT
WEST_STA1.17.. BOOL
2 — =i NDT1 NOT_BOOL
5 TRUNC TRUNC_|_REAL
s0s MUL MUL_INT_N3
5| YARS SRS 1.0 10MUL INT
AND AND_BOOL_N3
2 1 0d AND1 AND_BOOL_N3
o 05 SIN SIN_REAL
SORT SORT_REAL
28 [ 02 VAR_SIN REAL
-5l 0.0 VAR_SOS REAL
T T T T T T ol aR1 REAL
16400.0 164250 164500 164750 cTu cTu
K| |» MuL1 MUL_REAL_N3
M2 REAL
VAR_SINZ REAL
DV DIV_INT
K| | Time &t cursor position: Oms Vo i
Warighle |Logarithm\c i | Linest scale... | Instance path | Diagram |Sele:ted1 | Select) Vard INT
WEST.S.. Skaberungsfakt.. 1 Progl ] FALSE FALS ANY_TO_REAL  AoREAL_INT
——oum Skabenngsizkt.. 1 Progl.NOT1 1 FALSE FALS! < | 2
VAR_SIN2 Skaerngsfakt.. 1 Progl 2 o 0
VAR_SOS Skaleungsfakt. 1 Progl 2 o 0
< | i
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5 Service

Contents
5.1 Operation And Display EIements ...........uooiiiiiiiiiiiiii e 208
5.2 Checks And System DiSPlaysS .......ccouiiuiiuiiiiieiiieii e 213
5.3 [T Vo | 0 [0 1S E= PP 219
5.4 Maintenance of the Hardware ................uueeeeeiiieiiieiiiiiieeeeeeeeeeeeee e 227
5.5 FIrmware UPate........ oot eeeeeees 230
5.6 REMOE MAINTENANCE ......eveiiiiiiiiiiiiiieeieee ettt eeeeeeeeeeees 234
6.1 Configuration of AutomMation UNIS............oiiiiiiiiiiiiiiiiie e 236
This chapter describes the internal checks and displays of the system SICAM AK 3, which di-
agnosis options are available, what is to be considered with the exchange of modules, and
how functional updates can be loaded into the system.
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Service

5.1 Operation And Display Elements

Meaning of the LED Symbols

Symbol State Symbol State
o lights up g flash pulse regularly
o dark \Y4 flash pulse irregularly
a flickering (data transfer) X not relevant

5.1.1 Power Supply

The LED “RY” on the front panel displays the operating state (see 2.1.1, PS-2630, PS-2632).

System Display Elements

Name Color Function LED Meaning
RY yellow Ready O  Power supply ready
8 - Temperature > 95°C

- Temperature sensor defective

V  Call timeout (module not called by the master
control unit)

5.1.2 Basic System Elements

LEDs on the front panel (refer to 2.2, Basic System Elements ) display various states. The ar-
rangement of the LEDs comprises

System display elements(Display of operating- and error states of the system
Function display elements(1Display of the readiness of the protocol elements

Communication display elements[IDisplay of the operating- and error states of the proto-
col elements

Which states are displayed, is determined by

the firmware implemented
the protocol elements used
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System Display Elements

Name Color Function LED Meaning
RY yellow Ready O  Master control element ready
ER red Error o - Sum error (internal error, external error,

warning, module failure, failure; includ-
ing peripheral elements)

- Startup
W yellow Warning O  Warning
BBD yellow Board breakdown O  Module failure
INT yellow Internal error O  Internal error
EXT yellow External error O  External error
ACT yellow CPU active O  CPU active
CPY yellow Copy &  Parameters being loaded into the flash
PROM
O firmware being loaded
Check checksum of parameter and firmware
files on the flash card
SF”) © RUN
6 STOP
& TEST
O KILL
O  Startup
HLT yellow Halt &  Firmware shut down
O Module shut down

) only valid for CP-2019 with Safety-Firmware

Display elements of the local Ethernet protocol elements

Name Color Function LED Meaning

LK X0 yellow PREO Link

(0]

Protocol element 0, physical connection to
switch/remote station

PK X0 yellow PREOQ Packet O  Protocol element 0, activity on trans-
mit/receive direction

ACTO yellow PREOQ Active O Protocol element 0, interface active - redun-
dancy

ERO yellow PREO Error O  Protocol element 0, Error on interface

LK X1 yellow PRE1 Link O  Protocol element 1, physical connection to
switch/remote station

PK X1 yellow PRE1 Packet O  Protocol element 1, activity on trans-
mit/receive direction

ACT1 yellow PRE1 Active O Protocol element 1, interface active - redun-
dancy

ER1 yellow PRE1 Error O  Protocol element 1, Error on interface
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Display elements of the protocol element equipped with submodule SM-2558 without

SM-0551
Name Color Function LED Meaning
OH X2 yellow - - =
RTX X2 yellow - - =
ACT2 yellow - - =
ER2 yellow - - =
OH X3 yellow PRE3 Link ©  Protocol element 3, physical connection to
switch/remote station
RTX X3 yellow PRE3 Packet O  Protocol element 3, activity on trans-
mit/receive direction
ACT3 yellow PRES3 Active O Protocol element 3, interface active - redun-
dancy
ER3 yellow PRE3 Error O  Protocol element 3, Error on interface

Display elements of the protocol elements equipped with submodule SM-2558 with

SM-0551
Name Color Function LED Meaning
OH X2 yellow PRE2 request to O  Protocol element 2, Send request to transmis-
send sion facility
RTX X2 yellow PRE2 Receive O  Protocol element 2, activity on trans-
mit/receive direction
ACT2 yellow PRE2 Active O  Protocol element 2, interface active - redun-
dancy
ER2 yellow PRE2 Error Protocol element 2, Error on interface
O  Communication failure (all connections faulty)
8  Communication fault (at least one connection
faulty)
OH X3 yellow PRE3 Link O  Protocol element 3, message is sent to
switch/remote station
RTX X3 yellow PRE3 Packet O  Protocol element 3, activity on trans-
mit/receive direction
ACT3 yellow PRE3 Active O  Protocol element 3, interface active - redun-
dancy
ERS3 yellow PRE3 Error O  Protocol element 3, Error on interface

Display elements of the protocol elements equipped with submodule SM-2551

Name Color Function LED Meaning

OH X2 yellow PRE2 request to O  Protocol element 2, Send request to transmis-
send sion facility

RTX X2 yellow PRE2 TXD/RXD O  Protocol element 2, activity on trans-

mit/receive direction

(0]

ACT2 yellow PRE2 Active Protocol element 2, interface active - redun-

dancy
ER2 yellow PRE2 Error Protocol element 2, Error on interface

Communication failure (all connections faulty)

Communication fault (at least one connection
faulty)

wn o
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OH X3 yellow PRE3 request to O  Protocol element 3, Send request to transmis-
send sion facility
RTX X3 yellow PRE3 TXD/RXD ©  Protocol element 3, activity on trans-

mit/receive direction

ACT3 yellow PRE3 Active O  Protocol element 3, interface active - redun-
dancy
ER3 yellow PRE3 Error Protocol element 3, Error on interface
O  Communication failure (all connections faulty)
8  Communication fault (at least one connection

faulty)

Display elements of the protocol elements equipped with submodule SM-2547 or

SM-2557
Name Color Function LED Meaning
OH X2 yellow PRE2/Port-0 Link O  Protocol element 2, physical connection to
switch/remote station
RTX X2 yellow PREZ2/Port-0 Pack- O  Protocol element 2, activity on trans-
et mit/receive direction
ACT2 yellow PRE2/Port-0 Active ©  Protocol element 2, interface active - redun-
dancy
ER2 yellow PRE2/Port-0 Error O  Protocol element 2, Error on interface
OH X3 yellow PRE3/Port-1 Link O  Protocol element 3, physical connection to
switch/remote station
RTX X3 yellow PRE3/Port-1 Pack- O  Protocol element 3, activity on trans-
et mit/receive direction
ACT3 yellow PRE3/Port-1 Active ©  Protocol element 3, interface active - redun-
dancy
ER3 yellow PRE3/Port-1 Error O  Protocol element 3, Error on interface
Operating Elements
Name Color Function Meaning
RES - Reset Reset of the subordinate system elements

The reset signal of the master control element affects the entire automation unit, this means
also the

Processing and communication elements
Protocol elements
Peripheral elements

The reset signal of a processing and communication element affects only its belonging subor-
dinate protocol elements and peripheral elements
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5.1.3

212

Peripheral Elements

LEDs on the front panel (refer to 2.5, Peripheral Elements ) display various states.
The arrangement of the LEDs comprises

System display elements[1Display of operating- and error states
Function display elements[1Display of the state of the 1/Os

Which states are displayed, is determined by

the firmware implemented
the peripheral control module used

System Display Elements

Name
RY
ER

Color
yellow

red

Function
Ready

Error

Function Display Elements

Name

DO00...D63

C00...C31

100... 131
V00...V23

GRA
GRB
OAO0

OA1l

CE

Color

yellow

yellow

yellow

yellow

yellow
yellow
yellow
yellow

yellow

Operating Elements

Name

PBA switch

Color

Function

Digital inputs[Digital
outputs

Digital out-
puts(i(command
relay)

Digital inputs

Analog in-
puts[1Analog outputs

Group A
Group B
Output A
Output B

Command error

Function

Address peripheral
element

LED Meaning

O  Module ready

o - Sum error (internal error, external error,
warning, module failure, failure)

- Startup

LED Meaning

O /O activated

O /O activated

O /O activated

O /O activated

O Command group A activated

O Command group B activated

O  Output relay 0 activated

O  Output relay 1 activated

O  Sum error command output
Meaning

Setting of the peripheral board address (PBA)
[Iparameterized in the SICAM TOOLBOX Il
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5.2 Checks And System Displays

During startup of the SICAM AK 3 system, checks of the hardware and the software are performed by the individual system elements.
If an error is detected, this leads
to a signaling via the LED-displays

(an overview can be found below)
depending on the seriousness of the error, possibly to an abortion of the startup

After error-free startup of a system element, further checks are performed.

5.2.1 Basic System Elements

Startup (step) RY ER W BBD INT ACT EXT CPY HLT Error
Power up or Reset o o o o o o o o O  Module defect
Check code memory (flash o o o o o o o o O  PROM error (code)

PROM) - Module is shutdown
- Startup is aborted

Check data memory (RAM) with o o o o o o o O  RAM error (data)
address error check . Module is shutdown

- Startup is aborted
Check of checksums of all param- o o o o o o o Vv O  Checksum error on the flash card
eter and firmware files on the flash - Diagnosis information is set
card
Check whether all parameters of o o o o o o o Vv O  Parameter files incomplete

the main processor (M-CPU) are - Firmware is shutdown

1
present on the flash card 2 - Startup is aborted

(o)
o
(o)
(o)
(o)
(o)
(o)
<
(o)

Check whether all firmware files
are present on the flash card ¥

Firmware code incomplete
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214

Startup (step)

Check, whether firmware code of
the lower-level system elements
(processing and communication
elements Y, protocol elements,
peripheral elements) is current

Revision check of the parameters
in the parameter memory of the M-
CPU

Check parameter memory (flash
PROM)

Check whether the parameterized
configuration corresponds with the
physical configuration (processing
and communication elements Y,
protocol elements, peripheral

elements)

Loading of the parameters to the
lower-level protocol- and peripher-
al elements

Check of the parameter contents

Startup concluded without error
Startup concluded with error
1)

2)

RY

(o)

(o)

(o)

ER

(0]

(0]

o

o

(0]

w

o

o

o

o

o

BBD

o

o

o

o

o

INT ACT EXT CPY HLT Error

o

(o)

(o)

(o)

(o)

(o)

(o)

(o)

applies for the main processor (M-CPU) on the master control element

[e)

o

o

o

o

o

[e)

o

o

o

o

o

o

o

[e)

o

o

o

o

o

o

1)

2)

o

(o)

(o)

(o)

(o)

(o)

(o)

If not, the load firmware is loaded at a later time

If the parameters are not current, they are loaded
from the flash card

Checksum error of the parameters
- Firmware is shutdown
- Startup is aborted

Configuration error
- The incorrectly configured or defective sys-
tem element is not operational

Too little memory on the protocol element or
peripheral element

- Firmware on the protocol element or periph-
eral element is shutdown

Parameter error
- Diagnosis information is set

flashes for approx. 20s after replacement of the master control element resp. of a processing and communication element
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Error (startup canceled) RY
Module defect o
PROM error (code) o
RAM error (data) o
Parameter files incomplete ()
Checksum error of the parameters o
Parameter error o

") applies for the main processor (M-CPU) on the master control element

Error (startup continued) RY
No flash card present ¥ o
Checksum error on the flash card o
Firmware code incomplete » o
Configuration error o
Too little memory on the protocol o
element or peripheral element

Parameter error o

1)

2 depending on type of error
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o o O

(0]

ER

o

(0]

(0]

o

o

O O O

(o)

(o)

w

o2

w
O O O W

(o)

BBD

(0]

o

X

INT

O O O

(0]

o

INT

(0]

(0]

(0]

o2

applies for the main processor (M-CPU) on the master control element

ACT EXT CPY HLT

O O O

(o)

(o)

ACT EXT CPY HLT

X

O O O O

(o)

(o)

X

O O O O

(o)

(o)

o

(o)

(o)

(o)

(o)

(o)

o O O

()

o

(o)

(o)

(o)

(o)

(o)

Note

Exchange system element
Exchange system element
Exchange system element

SICAM TOOLBOX Il diagnostic (initialize automa-
tion unit)

SICAM TOOLBOX Il diagnostic (initialize automa-
tion unit)

SICAM TOOLBOX Il diagnosis

Note

SICAM TOOLBOX Il diagnosis (install flash card,
initialize automation unit)

SICAM TOOLBOX Il diagnosis (initialize automa-
tion unit or load firmware, acc. to diagnosis )

SICAM TOOLBOX Il diagnosis (load firmware
automation unit)

SICAM TOOLBOX Il diagnosis
SICAM TOOLBOX Il diagnosis

SICAM TOOLBOX Il diagnosis
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System element load firmware RY ER W BBD INT ACT EXT CPY HLT Note
code

System element is shutdown and o o o o X X X o) O

the firmware code is loaded from o)

flash card

Initiation of the startup of the o o o o X X X le) le)

newly loaded system elements
(basic system elements Y, proto-
col elements, peripheral elements)

Startup of the system elements o X X X X X X o o
concluded (OK)
Startup of the system elements o o X X X X X o o

concluded (error)

") applies for the main processor (M-CPU) on the master control element

[ ) Note

l Firmware shut down means that all functions with exception of those, which are necessary for the communication with the engineering tool (via direct connection),
are stopped. In this state the watchdog of the modules terminates, and all outputs are terminated.

By means of the lighted display this state can not be identified clearly. This state can be finished by means of power-on or startup via the engineering tool.

Module shut down means that all functions of hardware und firmware are stopped. In this state the watchdog of the modules terminates, and all outputs are termi-
nated.

By means of the lighted display this state can not be identified clearly. This state can be finished only by means of power-on.
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5.2.2 Protocol Elements
Startup (step) ERx
Reset, power up or startup initiat- oY
ed by the higher-level system
element
Check code memory (flash o)
PROM)
Check data memory (RAM) o)
Reception of the parameters from o)

the higher-level system element

Check of the parameter contents o)

Startup concluded without error o

Startup concluded with error o)

Error

Module defect

PROM error (code)

- Module is shutdown

- Startup is aborted
RAM error (data)

- Module is shutdown

- Startup is aborted
Too little memory

- Firmware is shutdown

- Startup is aborted
Parameter error

- Diagnosis information is set

) in addition the system-LED "ER" lights up on the basic system element

Action after startup ERx

Setup of the communication con- o)
nection

Communication established o

Error

communication failure
communication fault

) in addition the system-LED "ER" lights up on the basic system element

Error (startup aborted) ERx

Module defect o)

PROM error (code) oY
RAM error (data) oY
Too little memory o)
Parameter error o)

Note

Exchange system element
Exchange system element
Exchange system element
SICAM TOOLBOX Il diagnosis
SICAM TOOLBOX Il diagnosis

) in addition the system-LED "ER" lights up on the basic system element

Error (startup continued) ERx

Parameter error o)
Communication failure o)

Communication fault 8"

Note

SICAM TOOLBOX Il diagnosis
SICAM TOOLBOX Il diagnosis
SICAM TOOLBOX Il diagnosis

) in addition the system-LED "ER" lights up on the basic system element
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5.2.3 Peripheral Elements

Startup (step) RY ER Error

Reset, power up or startup initiat- o o Module defect
ed by the higher-level system

element

o

Check code memory (flash o PROM error (code)
PROM) - Module is shutdown
- Startup is aborted

Check data memory (RAM) o o RAM error (data)

- Module is shutdown

- Startup is aborted
Reception of the parameters from o &9 Too little memory
the higher-level system element . Firmware is shutdown

- Startup is aborted
Check of the parameter contents (e} o7 Parameter error

- Diagnosis information is set
Startup concluded without error o o
Startup concluded with error o o

) in addition the system-LED "ER" lights up on the basic system element

Error (startup aborted) RY ER Note

Module defect o o Exchange system element
PROM error (code) o o Exchange system element
RAM error (data) o o Exchange system element
Too little memory o 8" SICAM TOOLBOX Il diagnosis
Parameter error (e} o  SICAM TOOLBOX Il diagnosis

Y in addition the system-LED "ER" lights up on the basic system element

Error (startup continued) RY ER Note

Parameter error o o SICAM TOOLBOX Il diagnosis

) in addition the system-LED "ER" lights up on the basic system element
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5.3

5.3.1

Diagnosis

Distinction of the Error Types

The following listing explains the different error types and how errors are recorded.

System errors

— Supervision of the system, communication, time synchronization by the firmware of the
configured system elements
— Logging in the online diagnosis
— Activation of the red Error LED on the master control element

Parameterization errors (telecontrol function)

— Supervision by the engineering tool

— Specific conventions or plausibility checks
— Indication upon entry or prevention of the transfer

— Supervision online by the firmwares of the configured system elements
— Logging in the online diagnosis
— Activation of the red Error LED on the master control element
Program errors (open-/closed-loop control function)
— Supervision by CAEX plus (engineering via SICAM TOOLBOX 1)

— Specific conventions or plausibility checks
— Indication upon entry or prevention of the transfer

Supervision by the CAEXx plus compiler (engineering via SICAM TOOLBOX 1)
— Logging in the "Error state viewer"

Supervision by the ASCII-Compiler during startup (engineering via web browser)
— Logging in the PLC diagnosis

— Supervision online by the firmware of the master control element
— Logging in the online diagnosis

Operator errors
Are largely limited due to plausibility checks or queries by the SICAM TOOLBOX II.

Note

Naturally, all operator inputs, such as for example the loading of parameters or the online testing, are
subject to the responsibility of the user.

Profound knowledge of the automation technique in general, as well as the documents mentioned in the
Preface is presumed.

5.3.2

You find the error indications recorded in the diagnosis in the SICAM TOOLBOX Il Online
Help, chapter "Parameter Documentation and Diagnosis Info", section "Diagnosis Infor-
mation", under the respective firmware.

Connection Possibilities for the Service

For the access to the diagnosis data of SICAM AK 3, an online connection of the SICAM
TOOLBOX Il PC to the target system is required. Reading access is at the same time possible
locally and from the distance. Writing access (example: startup request to the target system)
is only exclusively possible.
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You find the basic connection possibilities in section 3.2, Connect Engineering PC with a Tar-
get System. Following you find some application examples.

Local Connection Directly

<\

Ethernet (TCP/IP)

SICAM TOOLBOX Il

Local Connection via Ethernet

o [0

Ethernet (TCP/IP)

SICAM TOOLBOX I
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Remote Connection via Ethernet/LAN

A

Ethernet (TCP/IP)

SICAM TOOLBOX Il

Remote Connection via Ethernet/WAN

SICAM
TOOLBOX Il

Ethernet (TCP/IP)

SICAM TOOLBOX Il
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5.3.3

222

System Diagnosis

SICAM AK 3 contains extensive diagnostic functions for monitoring the system. Since the
firmware automatically executes the appropriate error monitoring routines, for this no settings
of any kind by the user are necessary.

diagnostic
AU overview diagnostic
system % total network or / AU single diagnostic
diagnosis _ ) selection AU NS
diagnostic

history diagnostic

display event and
fault log

<

T

time display
memory check

data processing
capaci

pef}gtﬁf?me — —» | selection AU
control and bus

service runtime

function

online
stop

startup

With the tool "Diagnostic”, system states and errors can be displayed. Thereby, the local error
tables of the selected automation units and the global error table are read and checked for er-
ror records. The check result is represented in plain text on the monitor and can be printed in
need.

The following functions are available:

Acknowledge network

With the function Acknowledge network , the signals of all automation units located in
the network are reset, insofar as they are no longer present.

Network overview diagnostic

The error messages of all automation units in the network are output in a report window
with the function Network overview diagnostic (sum information).

AU overview diagnostic

The error messages of all automation units in the network are output in a report window
with the function AU overview diagnostic (sum information for each system element
able to report).

History

The history of error messages is output in a report window with the function History
Diagnostic .
Automatic diagnostic

An overview of the error messages of all automation units in a network as well as their
system elements is output in a report window with the function Automatic diagnostic .
The outputs are structured hierarchically in

— Network overview diagnostic

— AU overview diagnostic

— AU single diagnostic

History (if preset)
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Automatic Diagnosis (Example)

CPU diagn .

CPT detailed diagn. CP-2019-PCCH26 Rev:00.RD C-CPU #16
1 Warning

Error_ rec 62 (3EH): NTP server

Error_bit 01: Invalid time from server 02

Error status 04 Ho replies from the server
SSE detailed diagnosis SH-2599-ETZ24 Rev:00.IE ZBG #1228
| 18 Communication error

Error_rec 50 (32H): Commnunication to station 0-15

Error_bit 10: Communication to station 10 interrupted
Error_status 01 Connection was never established
Cause:

— Remote station not present or defective

— Qwn or remote connection paraneters incorrect

— Defect hardware (own hardware board, cables,
network devices as switches or routers)

— Incorrect configuration of network devices
(szwitches. router)

Add_inform: Status: +0

m

ISSE detailed diagnosi= AP-0771-SPLC0O1 Rev:02 ZBG #131
is Internal error

Error  rec 24 (18H): Safety application
Error bit 02: Error in the smafety application program

Cause:
— A safety module returns an error (EHO = FALSE).
— e.g. overflov of an addition, division by O
Hote:
— Secure outputs are terminated (safe state)
Solution:
— Change =safesty application progran
e.g9. value range in correct dinension
— The additional information {(number) shows the number of the
proces=ing order of the affected typinstance
(=ee =mafety V¥V properties typinstance)
— Processing order typinstance
Error_status 47 SI_SETCLOBALEEROR
Add_inform: affected progran i +0

Error__rec 24 (18H): Safety application
Error_bit 05: Failure of a safety communication link {(master configuration)

Cause:
— erronecus configuration of a communication channel
— failure of the standard communication link

4 [+

Stop Expart Print | Clase |

Errors that are recorded in the diagnosis table contain details about the possible error cause,
as well as indications for the error solution (“cause”, “solution”).

The indication in the diagnosis table distinguishes the following classes:

A..failure

Signals that an automation unit is no longer available

B...module failure

Signals that the internal communication with a module is no longer possible
I...internal error

Error that is unambiguously allocatable to the respective module in hardware or firmware
(e.g. checksum error in the parameter memory)

E...external error

Is detected by means of supervision of sensors and actuators (e.g. live zero, outage mi-
nute pulse longer than tolerable)

K...communication
Is detected due to the supervision of the communication connection
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W...warning

Signals that the system features restricted functionality or availability (e.g. outage of mi-
nute pulse, but quartz accuracy still sufficient)

T...test

Signals that a function for test purposes has been affected specifically (e.g. block of input
information items in the function diagram)

You find further details on the diagnosis functions in the SICAM TOOLBOX Il Online Help,
chapter "Diagnosis".

You find the technical description of the diagnosis functions in the manual SICAM RTUs
Common Functions System and Basic System Elements, chapter "System Services", section
"Diagnosis".

5.34 System Performance

Information about the system performance of a selected automation unit can be interrogated
(online) with the tool "Service Function Online":

Display equipped system elements
Read serial numbers

Display/delete data flow routing
Shut down selected system elements
Shut down selected automation unit
Startup selected system elements
Startup automation unit

Display time

Memory check

Data processing capacity

Control- and bus runtime

You find further details on the maintenance functions in the SICAM TOOLBOX Il Online Help,
chapter "Maintenance Function Online".
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5.35 Diagnosis of the Open-/Closed-Loop Control Function

With the tool "CAEXx plus" the following status information can be displayed for each task with
the function ONLINE-Test:

Parameterized cycle time
Current runtime
Minimum/maximum runtime
Number of runtime time-outs
Bus runtime

You find further information in the manual SICAM RTUs Common Functions System and
Basic System Elements, chapter "Automation”, section "Open-/Closed-loop Control Function",
section "Display Status Information".

Errors that can occur with the creation of the function diagram (for example the linking of a bi-
nary signal to an analog input of a function) are displayed in a separate report window ("POU
error check"):

Automatically with the incorrect input

Manually via the pop-up menu Early error detection in the function diagram(JAll editing
errors can be displayed at any time

You find the exact details in the CAEx plus Online Help, chapter "Editors", section "FBD Edi-
tor", section "Operation in FBD Editor".

Errors with Engineering

Errors that can occur on the function diagram engineering are displayed centrally in the "Error-
state viewer" of "CAEXx plus". It essentially concerns thereby

Indications of the installation

Indications of the export/import
Indications of the project management
Indications of the FBD editor

Indications of the code generation
Object-related indications

Indications of the object assistant
Indications of the typical import
Indications of the signal list

Indications of hardware signal data bases

The indications are created after the initiation of a function (for instance "code generation").

You find the exact details in the CAEx plus Online Help, chapter "Additional Products”, section
"Error-State Viewer".
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Errors with the Target System Connection

Errors that can occur with the target system connection are displayed centrally in the "Error-
state viewer" of "CAEX plus". It concerns thereby notifications of

the target system connection

the code generator

the control panel

the online applications

the "Open Operating System"

the target-system integration into the project management
the "openPLC"

You find the exact details in the CAEx plus Online Help, chapter "Target-System Connection",
section "Program Messages for Target-System Connection"”.
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5.4

5.4.1

5.4.1.1

Maintenance of the Hardware

Recognition of Hardware Errors

Modules

With startup and during the operation SICAM AK 3 supervises the equipped hardware. A
faulty or failed system element is signaled as follows:

Red ER-LED on the master control element
Tool Diagnostic | Automatic Diagnostic
Tool Diagnostic | AU Overview Diagnostic

If a hardware error is present, a replacement of the respective system element is required.

Note

If the corresponding module type is no longer deliverable, the appropriate successor product with the
corresponding firmware is to be used. In this case, the system element must be parameterized anew after
loading the firmware.

5.4.1.2

SD Card

SICAM AK 3 accesses with each startup the SD card and checks it. The following cases lead
to errors with the SD card:

SD card not available

SD card defective

Wrong type of SD card

SD card empty

SD card not formatted

Checksum error with firmware codes
Checksum error with parameter files

Upon startup with erroneous SD card the supplementary system elements are not started,
hence for instance no remote communication is possible.

SICAM AK 3 accesses also during operation the SD card due to operator control actions or
loading processes. If the SD card is detached during operation from a target system, this noti-
fies an error in the diagnosis and activates the ER LED. With missing SD card loading pro-
cesses are blocked.

Possible causes for a checksum error are power failure or write error during a loading pro-
cesses on the SD card.
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5.4.2

Guideline for the Replacement of Modules

By means of the modular design of SICAM AK 3 the replacement of a faulty module is achiev-
able in an easy manner. The user data (parameters and application program) are stored non-
volatile on the flash card. The flash card can be withdrawn from the removed master control
module.

For the commissioning of a new module the SICAM TOOLBOX Il is not needed, since after
the exchange of a module (by the same type) a loading of data is not required. The engineer-
ing data and firmware codes already stored on the SD card of the master control element are
applied automatically by the new module.

Note

For the replacement of modules a shutoff of the power supply is not required. By means of that, the func-
tion of the subsystems which are not affected by the replacement is maintained.

Warning

For peripheral modules that operate with voltages > 60 V (e.g. DI-2114) care must be taken that manipula-
tion on the peripheral connectors may only be carried out in a de-energized state.

5421

You find the detailed instruction for the replacement of modules in section “Installation and
Removal of Modules”.

You find further technical information on module replacement in the manual SICAM RTUs
Common Functions System and Basic System Elements, chapter "System Services", section
"Data Storage on Flash Card".

Master control element

After removing the master control element from the board rack, the function of the system is
naturally not present. An exception forms an "autarchic" subsystem, whose function inde-
pendently of the master control element is running in a processing and communication ele-
ment.

The SD card can be removed from the removed master control element, and be inserted into
the new master control element. After inserting the new master control element, this performs
a startup.

New SD cards can be ordered at Siemens (see “SICAM AK 3 System Description", chapter
"Order Information™).

Caution

Insert or remove the SD card only in the de-energized master control module. The contents of a SD card
can become invalid if it is removed during a running write procedure. If occasion arises, the contents of the
SD card must be deleted and written newly.

After inserting the SD card a startup of the target system must be carried out.
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5.4.2.2

5.4.2.3

5.4.2.4

Processing and Communication Element(s)

After removing the processing and communication element from the board rack, the function
of the affected subsystem is naturally not present.

Since for the replacement of a processing and communication element a shutoff of the power
supply is not required, the function of other basic system elements and their subordinate sys-
tem elements is maintained.

After the insertion of the new processing and communication element, this performs a startup.

Serial Interface Module

For the replacement of a serial interface module first the basic system element (carrier mod-
ule) must be removed from the board rack. For this, please consider the previously mentioned
consequences for the system.

After the insertion of the basic system element, this performs a startup.

Peripheral Elements

After the removal of a peripheral element the belonging function is naturally no more present.
In the diagnosis the corresponding module is signaled as failed.

Since for the replacement of a peripheral element a shutoff of the power supply is not re-
quired, the function of the basic system elements and their subordinate system elements is
maintained.
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55 Firmware Update

In SICAM AK 3, new system elements or new revisions of system elements can be integrated,
if required.

For each system element an individual loadable firmware is provided. You find information
thereto in section 3.5, Loadable Firmwares.

551 Procedure

The updating of a system takes place in the following steps:

1. Download firmware code(s) and Toolbox update(s) from internet under
Www.siemens.com/sicam

2. Import firmware code(s) and Toolbox update(s) into the SICAM TOOLBOX i

3. Load firmware(s) into the target system

Procedure for the Update of System Elements

T -
ware revision

revision

interrogation

new firmware | Save firmware file on
available " [[TooLBOX PC

l

. select firmware file to
|mp0[rit rtnaster — & — | be imported — | start import
ata

master data

U update
B

i’
mimeoet) . Bla —
system load

firmware

The SICAM TOOLBOX Il contains after its installation all current firmware revisions (based on
the date of issue of the installed version).
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5.5.1.1

5.5.1.2

5.5.1.3

Interrogation of Firmware Revision

The firmware revisions of all configured system elements (basic system element, peripheral
element, protocol elements) can be displayed and printed with the tool "Revision Interrogation
and Display" for a selected automation unit.

You find further details on the tool in the SICAM TOOLBOX Il Online Help, chapter "Service
Programs", section "Revision Interrogation and Display".

Import of Firmware into the SICAM TOOLBOX I

New firmware codes can be loaded into the SICAM TOOLBOX Il with the tool "Master Data
Update". Thereto belong

Libraries for the tool OPM I
Firmwares of SICAM RTUs system elements

You find the details thereto in the SICAM TOOLBOX Il Online Help, chapter "OPM II", section
"Master Data Update".

An additional option provides the tool "Live Update". You find the information thereto in the
SICAM TOOLBOX Il Online Help, chapter "Service Programs", section "Live Update".

Loading of Firmware into the Target System

Firmware codes that are existing in the SICAM TOOLBOX Il can be loaded with the tool "Load
Firmware" into the connected target systems.

The loading of the firmware is related to all loadable system elements of the automation unit:

Master control element

Processing and communication element
Peripheral elements

Protocol element

For the loading of firmware the corresponding modules must be installed and configured. After
the loading procedure the target system performs a startup. Depending on the size and num-
ber of loaded files a startup can take up to 10 minutes.

With loading of firmwares the target system checks, whether the corresponding system ele-
ments are already configured. If this is the case, the firmware is updated for all configured sys-
tem elements.
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5.5.1.3.1 Load Firmware Online
Thereto the SICAM TOOLBOX Il PC must be connected with the target system. For the exe-
cution, the configuration possibilities listed under section 3.2, Connect Engineering PC with a
Target System are applicable.
With the tool "Load Firmware" ( SICAM TOOLBOX Il | Service Programs ) you can load
firmware codes into the target system. The following options are available:
Load intelligent
The latest firmware revision available in the SICAM TOOLBOX Il is loaded, if it is more
current than that one on the corresponding system element
Load unconditional
The latest firmware revision available in the SICAM TOOLBOX Il is loaded
After startup, the target system loads the respective firmware on the corresponding system el-
ement. Additionally it stores the firmware on the SD card.
(] Note

For the online loading the SD card and a running firmware must be present on the master control element
of the target system. Further, you need the appropriate access right for the engineering tool.

You find the instructions for the tool "Load Firmware" in the SICAM TOOLBOX Il Online Help,
chapter "Service Programs", section "Load Firmware".

5.5.1.3.2 Load Firmware Offline
Thereto a SD card reader/writer must be connected on the SICAM TOOLBOX Il PC, and a
suitable SD card must be inserted.
With the tool "OPM 11" you can select the corresponding AE via the menu Tools | System
technique . Via the context menu of the automation unit Flashcard | create files... you
can transfer firmware files on a SD card.
You find the details thereto in the SICAM TOOLBOX Il Online Help, chapter "OPM II", section
"System technique | SICAM RTUs | Load Flashcard".
After that, insert the SD card into the master control module, and insert that into the target
system. The target system performs a startup, and loads thereby the firmwares on the corre-
sponding system elements.

[ ) Note

The first loading of the firmware (initialization) of the master control element is only offline possible.

232

SICAM RTUs, SICAM AK 3 User Manual
Edition 07.2016, DC2-028-2.03



Service

5.5.2 Errors with Loading of Firmware

For a perfect functioning of the master control element, it is absolutely necessary that the
loading procedure completes without errors.

If the tool "Load Firmware" terminates with an error indication, cancel it. Afterwards start the
loading procedure again and attempt to complete without error. If an error occurs again, check
the record in the diagnosis and the lighted display on the master control element.

The following reasons lead to a malfunction of the master control element:

Voltage failure during loading procedure

Premature abortion by the user during loading procedure
Failure (defect, shutdown) of the engineering PC
Abortion due to hardware error

Abortion or excessively long fault of the communication connection between engineering
PC and SICAM AK

Further technical information can be found in the manual SICAM RTUs Common Functions
System and Basic System Elements, chapter "System Services", sections "Loading Opera-
tion" and "Firmware Shutdown".

[ ] Note

l A master control element that is no longer capable of functioning can be recognized by the fact, that after
arestart of the SICAM AK 3 the yellow RDY LED does not light up and the red ER LED and the yellow
HLT LED do not turn off any more. An access with the SICAM TOOLBOX Il is no longer possible in this
case.

In this case please consult:

SIEMENS AG

Energy Customer Support Center

Phone: + 49 180 524 70 00

Fax:+ 49180524 2471
mailto:support.ic@siemens.com
http://www.siemens.com/energy-support/de
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5.6.1

234

Remote Maintenance

By means of the option "web.engineering”, you can remotely operate (remote maintenance
session) a remote SICAM TOOLBOX Il that can be reached via a data connection (modem,
ISDN, LAN/WAN) with a controlling PC (remote maintenance center).

Engineering data in plant PC
(Client)

Ethernet (TCP/IP)

web.engineering
(Server)

4

With "web.engineering" all SICAM TOOLBOX Il clients work with a central web server which is
running the SICAM TOOLBOX II. Thereby, the SICAM TOOLBOX Il is operated in the web
browser.

Configuration of Server and Clients

Install on the webserver Microsoft Windows ® with "Terminal Services-Web Access". After-
wards install on this server the SICAM TOOLBOX II.

On the clients an installation is not required, the access to the webserver takes place via the
Microsoft Internet Explorer ® (as of version 5.0).

You find a detailed description of the configuration in the SICAM TOOLBOX Il Online Help,
chapter "web.engineering".
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6 Automation Units and Automation Net-

works
Contents
6.1 Configuration of AutomMation UNIS............oiiiiiiiiiiiiiiie e 236
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6.3 Application/Configuration of Static ROULES ............coooiiiiiiiiiiiiiieeeei e 250
6.4 Application/Configuration of IPSEC VPN..........oiiiiiiiiii e 253

This chapter describes the recommended configurations for the system SICAM AK 3.
It shows illustrations of configurations, information about used cable types and cable length and
lists the used modules and cables with order numbers.
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Automation Units and Automation Networks

6.1 Configuration of Automation Units

6.1.1 SICAM AK3 Basic Unit with Peripheral Elements

6.1.1.1 SICAM AK 3, local PE

Local peripheral elements in an SICAM AK 3 base unit

SICAM AK 3
base unit

TETT

b D ————————- g

o—————r)
b O ——me—c—c———c—c—c—n i q|
5w ————————1 ¢
h O ——e—c—e———c—c—c—n g

Lo T AT ey

CP-2016 peripheral elements

To one basic system element CP-2016/CPCX26 or CP-2019/PCCX26 one bus line with
max. 16 peripheral elements can be connected.

The Ax-PE bus can be driven by one of the CPUs (M-CPU, C1 -C16 CPU).
Default: M-CPU

Necessary modules and cables

Designation Item-Number/MLFB
Basic unit CP-2016 BC2-016 / 6MF10130CA160AA0
SICAM AK 3 Master control element CP-2016/CPCX26
CP-2019 BC2-019 / 6MF10132CA100AAQ
Processing and communication element CP-
2019/PCCX26
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6.1.1.2 SICAM AK 3 - SICAM AK 3 PE, electrically connected

Basic unit SICAM AK 3 to peripheral elements in SICAM AK 3 expansion board rack; electri-
cally connected

Ax 1703 peripheral bus
(electrical)

16 Mbps

patch-cable, length upto 3 m

¥

SICAM AK 3
base unit

T

Y

E——————————=

S ———————r
S —m———————r
B
B O —————————n :
b —————

b oEEy -

P OO ™ et =

o
]
o
=]
=

SICAM AK 3
Expansion mounting rack
max. 16 peripheral elements

CP-2019

o
o
o
o
o
o
o
o
= o
o
o
o
o
o
o
o
o
o

p———————————r

b0 —————————- =

5]
]
o
o
]
]

h B ————————-
E———————=
b 0 === |

To one basic system element CP-2016/CPCX26 or CP-2019/PCCX26 one bus line with
max. 16 peripheral elements can be connected.
Depending on the slot of the basic system element the socket connector for the electrical
Ax 1703 peripheral bus has to be selected.
(Examples: Slot 0 & socket connector X2/M-Ax

Slot 1 & socket connector X4/C1-Ax)

Necessary modules and cables

Designation Item-Number/MLFB
Basic unit CP-2016 BC2-016 / 6MF10130CA160AA0
SICAM AK 3 Master control element CP-2016/CPCX26
CP-2019 BC2-019 / 6MF10132CA100AAQ
Processing and communication element CP-
2019/PCCX26
Cable A Patch cable CATS5 (4x2) AWG26/7 T41-255 (1m) / 6MF13040BC550AA0
T41-251 (2m) / 6MF13040BC510AA0
T41-252 (3m) / 6MF13040BC520AA0
Peripheral elements CM-2843 GC2-843 / 6MF11130CJ430AA0
SICAM AK 3 SICAM AK 3 expansion board rack
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6.1.1.3 SICAM AK 3 - SICAM TM PE, optically connected

Basic unit SICAM AK 3 to SICAM TM peripheral elements, optically connected

Ax 1703 peripheral bus

(electrical)
SICAM AK 3 16 Mbps

base unit

patch-cable, lengthupto 3 m

A S S S S

Bus Interface Modules
CM-0842

—_——a
—_————

Settings on the
configuration switch S1

o
]
]
]
o

b D ————————= o
pbOD ————————- (o
b0 ————————= 0
b O ——————————= g
b0 —=—=—=—————r 0
b 0D ————————= (g
b 0D ————————= g

b DO T — =

P O EoD
Yl ATATATA]

CP-2016
CP-2019

Ax 1703 peripheral bus (optical)
16 Mbps
FO, length up to 200 m

\4 PS-663x

PE-6411

1/0 modules (max. 8)

T dea

SICAM TM peripheral elements
(max. 16)

To one basic system element CP-2016/CPCX26 or CP-2019/PCCX26 one bus line with
max. 16 peripheral elements can be connected.

Depending on the slot of the basic system element the socket connector for the electrical
Ax 1703 peripheral bus has to be selected.
(for example: Slot 1 & socket connector X4/C1-Ax)

In configurations with optical remoted SICAM TM peripheral elements, PE 1000um-fiber
cables cannot be used!
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Each bus interface module CM-0842 has to be supplied separately.
(18 vDC ... 78 VDC)
Configuration switch CM-0842

1

O~NO A~ WN

F1/F2
LINE2
AS2
AS1
ASO
RED
LAD
LINE1

ON
OFF
OFF
OFF
OFF
OFF
OFF
OFF

16 MBIt
PE(A)

0

0

0
CM-0842
inactive
PE

Necessary modules and cables

Basic unit
SICAM AK 3

Cable A

Bus Interface

Modules
Cable C

Peripheral elements
SICAM T™M

Designation
CP-2016
Master control element CP-2016/CPCX26
CP-2019

Processing and communication element CP-
2019/PCCX26

Patch cable CAT5 (4x2) AWG26/7

CM-0842 Ax 1703-bus interface 4x FO

FO-INDOORCABLE-200-DUP-BREAK-ROUND
FO-CONNECTOR-ODLP-200 (2 pcs. per connection)

FO-OUTDOORCABLE-200-2FIB-ARM
FO-CONNECTOR-ODLP-200 (2 pcs. per connection)
FO-PIPE SPLITTER 2Y-LR1 (2 pcs. per connection)
(only for outdoorcableTF7-036)

PE-6411 peripheral coupling Ax-bus 1x optical

SICAM RTUs, SICAM AK 3 User Manual
DC2-028-2.03, Edition 07.2016

Item-Number/MLFB
BC2-016 / 6MF10130CA160AAQ

BC2-019 / 6MF10132CA100AAQ

T41-255 (1m) / 6MF13040BC550AA0
T41-251 (2m) / 6MF13040BC510AA0
T41-252 (3m) / 6MF13040BC520AA0
GAO0-842 / 6MF11110AJ420AA0
TF7-035LTF7-015

TF7-036LJTF7-0150TF7-066

GC6-411 / 6MF11130GE110AA0
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6.1.1.4 SICAM AK 3 - SICAM TM PE, optical, multi-hierarchical

Basic unit SICAM AK 3 to SICAM TM peripheral elements, optically, multi-hierarchical con-
nected

Ax 1703 Peripheral bus (electrical)

16 Mbps
/ patch-cable, length upto 3 m

Bus Interface Modules
CM-0842

SICAM AK 3
base unit

\ =
/

[ o o e

o
o
o
o
o
o
o
°
o
o
9
o
o
o

Settings A on the
configuration switch S1
S

3

b0 ————————-
e —————
e
b ————————-
e ———————

»
P O] —

P O [

5
o
G
]
5
o

L CP-2019
CP-2016

@

Bus Interface Module,
 —— Settings A on the
/ \ configuration switch S1

Settlngs B on the
configuration switch S1

Ax 1703 peripheral bus (optical)
16 Mbps
FO, length up to 200 m

peripheral elements
PS-663x TM 1703 ACP

PE-6411 (max. 16)

¢ 1/0 modules (max 8) )
) 1’

AN

Ax 1703 peripheral bus
(optical)
16 Mbps
FO, length up to 200 m

To one basic system element CP-2016/CPCX26 or CP-2019/PCCX26 one bus line with
max. 16 peripheral elements can be connected.

Depending on the slot of the basic system element the socket connector for the electrical
Ax 1703 peripheral bus has to be selected.
(for example: Slot 1 & socket connector X4/C1-Ax)

In configurations with optical remoted SICAM TM peripheral elements, PE 1000um-fiber
cables cannot be used!
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Each bus interface module CM-0842 has to be supplied separately.
(18 VDC ... 78 VDC)

Settings A on the Configuration switch CM-0842

O~NOUTDRWNR|MW ONOOUO R WNE

Necessary modules and cables

SICAM AK 3
Basic unit

Cable A

Bus Interface Mod-
ule

Cable C

Peripheral elements
SICAM T™M

F1/F2 ON 16 MBIt

LINE2 OFF PE(A)

AS2 OFF 0

AS1 OFF 0

ASO OFF 0

RED OFF CM-0842

LAD OFF inactive

LINE1 OFF PE

ettings B on the Configuration switch CM-0842

F1/F2 ON 16 MBIt

LINE2 ON BSE(E)

AS2 OFF 0

AS1 OFF 0

ASO OFF 0

RED OFF CM-0842

LAD OFF inactive

LINE1 OFF PE

Designation

CP-2016
Master control element CP-2016/CPCX26
CP-2019

Processing and communication element CP-
2019/PCCX26

Patch cable CAT5 (4x2) AWG26/7

CM-0842 Ax 1703-bus interface 4x FO

FO-INDOORCABLE-200-DUP-BREAK-ROUND
FO-CONNECTOR-ODLP-200 (2 pcs. per connection)

FO-OUTDOORCABLE-200-2FIB-ARM
FO-CONNECTOR-ODLP-200 (2 pcs. per connection)
FO-PIPE SPLITTER 2Y-LR1 (2 pcs. per connection)
(only for outdoorcableTF7-036)

PE-6411 peripheral coupling Ax-bus 1x optical

SICAM RTUs, SICAM AK 3 User Manual
DC2-028-2.03, Edition 07.2016

Item-Number/MLFB
BC2-016 / 6MF10130CA160AAQ

BC2-019 / 6MF10132CA100AAQ

T41-255 (1m) / 6MF13040BC550AA0
T41-251 (2m) / 6MF13040BC510AA0
T41-252 (3m) / 6MF13040BC520AA0
GAO0-842 / 6MF11110AJ420AA0
TF7-035LTF7-015

TF7-036LJTF7-0150TF7-066

GC6-411 / 6MF11130GE110AA0
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6.1.1.5 SICAM AK 3 - SICAM AK 3 PE, electrical and optical

Basic unit SICAM AK 3 to SICAM TM peripheral elements, electrically and optically connected

AX 1703 peripheral bus (electrical) Settings on the
16 Mbps configuration switch S1

SICAM AK 3 patch-cable, length up to 3 m
base unit 0

bus interface
modules CM-0842

o
9
o
o

£
H

bus interface modules
CM-0843

bo =—==—=——=—=-
b 0 ————————=
b & ————————-
b0 —————————-
b 0 ————————=
b 0 ————————=
b § ————————=

»
b CEETD = —

] ]
4] 4]
L CP-2019 _
CP-2016 Ax 1703 peripheral bus

. (electrical), 16 Mbps
Eg_gg% USB-cable, length up to 3 m
Ax 1703 peripheral bus < 1o mOdUISS (max. 8) —»
(optical) . I ) e ) e e
16 Mbps (a5 s« s s s 5 5 8 s
FO, length up to 200 m & 8 & 8 R B |

7 o S ot G

g o o o e

PS-663x
PE-6411 SICAM TM
peripheral elements
<«— |/0 modules (max. 8)——» (max. 16)
ool et o o e
L 8 { 3 L § L 8 1 !

", ] v
ISR

e 7 7 7 7777

7 e e () ) A S

—— e — — — —— —

To one basic system element CP-2016/CPCX26 or CP-2019/PCCX26 one bus line with
max. 16 peripheral elements can be connected.

Depending on the slot of the basic system element the socket connector for the electrical
Ax 1703 peripheral bus has to be selected.

(for example: Slot 1 & socket connector X4/C1-Ax)
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In configurations with optical remoted SICAM TM peripheral elements, PE 1000um-fiber

cables cannot be used!

The bus interface modules CM-0843 are supplied by the power supplies PS-663x. The
power consumption of the CM-0843 (see technical data in data sheet) has to be consid-

ered on the PS-663x.

Each bus interface module CM-0842 has to be supplied separately.

(18 VDC ... 78 VDC)

Configuration switch CM-0842
F1/F2 ON 16 MBIt
LINE2 OFF  PE(A)
AS2 OFF 0

AS1 OFF 0

ASO OFF 0

RED OFF CM-0842
LAD OFF inactive
LINE1 ON 11

O~NO UL WN P

Necessary modules and cables

Basic unit
SICAM AK 3

Cable A

Bus Interface

Designation

CP-2016
Master control element CP-2016/CPCX26

CP-2019
Processing and communication element CP-
2019/PCCX26

Patch cable CAT5 (4x2) AWG26/7

CM-0843 Ax 1703-Businterface electrical

Modul
odutes CM-0842 Ax 1703-bus interface 4x FO

Cable C USB cables

Cable E FO-INDOORCABLE-200-DUP-BREAK-ROUND
FO-CONNECTOR-ODLP-200 (2 pcs. per connection)
FO-OUTDOORCABLE-200-2FIB-ARM
FO-CONNECTOR-ODLP-200 (2 pcs. per connection)
FO-PIPE SPLITTER 2Y-LR1 (2 pcs. per connection)
(only for outdoorcableTF7-036)

Peripheral elements PE-6410 peripheral coupling Ax-bus electrical

SICAM T™M

PE-6411 peripheral coupling Ax-bus 1x optical

SICAM RTUs, SICAM AK 3 User Manual
DC2-028-2.03, Edition 07.2016

Item-Number/MLFB
BC2-016 / 6MF10130CA160AAQ

BC2-019 / 6MF10132CA100AAQ

T41-255 (1m) / 6MF13040BC550AA0
T41-251 (2m) / 6MF13040BC510AA0
T41-252 (3m) / 6MF13040BC520AA0

GAO0-843 / 6MF11110AJ430AA0
GAO0-842 / 6MF11110AJ420AA0

TC6-201 (1,5m) / 6MF13130GC010AA0Q
TC6-202 (2m) / 6MF13130GC020AA0
TC6-203 (3m) / 6MF13130GC030AA0

TF7-035LTF7-015

TF7-036LJTF7-0150TF7-066

GC6-410 / 6MF11130GE100AAQ
GC6-411 / 6MF11130GE110AA0
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6.2

244

Application/Configuration of the local Ethernet Interfac-
es

MAC addresses of the Ethernet Interfaces

The local ethernet interfaces X0 and X1 of CP-2016 and CP-2019 have, depending on the
version of the module, either 1 or 2 MAC addresses.

Description Iltem number MLFB MAC addresses
CP-2016 from BC2-016-A from 6MF10130CA160AA0OCC 2
CP-2019 from BC2-019-A from 6MF10132CA100AAOCC 2
CP-2016 BC2-016- 6MF10130CA160AA0BB 1
CP-2019 BC2-019- 6MF10132CA100AA0BB 1

You can find the MAC addresses, form module version CC upwards, on a separate label on
plug X99.

Ll

6MF10132CA100AAOCC CP-2019
| BC2-019-A
| BF1605035254

If parameter Network settings | IP addresses | Mode of Ethernet ports is setto
value 1 IP address (connected ports in switch mode), then the first MAC address (X0) is
used on both local ethernet interfaces.

If parameter Network settings | IP addresses | Mode of Ethernet ports is setto
value 2 IP addresses (independent ports), then both MAC addresses are used.

SICAM RTUs, SICAM AK 3 User Manual
Edition 07.2016, DC2-028-2.03
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6.2.1

SICAM AK 3, Stand-alone* Telecontrol Station

The communication to the process takes place with local peripherals or serial communications

protocols (e.g.: MODBUS, ...)

The local ethernet ports on CP-2016 or CP-2019 are not used in this application and thus

must be deactivated for security reasons.

The required parameter can be set on the BSE under Netzwork settings

adresses

Mode of Ethernet ports =1 IP address (connected ports in switch mode)

Own IP address =0.0.0.0
Subnet mask =0.0.0.0

| IP

/—1 Automation Zone |

SICAMAKS  ———7

T 5]

et 1§

CP-2016 or CP-2019

X2
X3

Netzwork settings] IP addresses

Own IP address .......... 0.0.0.0

ﬁi Subnet mask ................ 0.0.0.0
Process

SICAM RTUs, SICAM AK 3 User Manual
DC2-028-2.03, Edition 07.2016
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6.2.2

246

SICAM AK 3 as Telecontrol Substation

Serial communication with the control system via IEC 60870-5-101

The communication to the process takes place with local peripherals or serial communica-
tions protocols (e.g.: MODBUS, ...)

The local ethernet ports on CP-2016 or CP-2019 are not used in this application and thus
must be deactivated for security reasons.

The required parameter can be set on the BSE under Network settings | IP address-
es

Mode of Ethernet ports =1 IP address (connected ports in switch mode)
Own IP address =0.0.0.0
Subnet mask =0.0.0.0

In this configuration both local ethernet interfaces are deactivated.

/—‘ Control Center Zone }

Control Center

IP-address: 172.17.0.22
Subnet mask: 255.255.0.0

[ 77

IEC 60870-5-101

CP-2016 or CP-2019

SM-2551

{} Subnet mask ... 0.0.0.0

Process

PRE?2 j Netzwork settings| IP addresses
Own IP address 0.0.0.0

SICAM RTUs, SICAM AK 3 User Manual
Edition 07.2016, DC2-028-2.03
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6.2.3 SICAM AK 3 as Telecontrol Substation with Node Function (Pro-

tocol Converter)

Communication with the control system via IEC 60870-104
(Ethernet-Interface, X0 or X1, can be set with parameter)

Communication with the protective devices via IEC 61850
(Ethernet-Interface, X0 or X1, can be set with parameter)

Features of the Ethernet Ports:
2 |P addresses
2 logically separated subnets

— Communication only visible on the LAN within the subnet
— data exchange between subnets only via SICAM AK 3 application function
1 default router

Parameter Network settings | IP address | Mode of Ethernet ports
— 2P addresses (independent ports)

[ ] Note

l In case of IP address = 0.0.0.0, the corresponding port is deactivated.

Both Ethernet interfaces (X0, X1) have the same MAC address

/ﬂ Control Center Zone }

Control Center

IP-address: 172.17.0.22
Subnet mask: 255.255.0.0

g
-;

[
/—1 Substation Zone ‘ e %

IP-address: 172.16.0.254

SICAM AK 3

CP-2016 or CP-2019 H

PREO/ET24

IP-address: 172.16.0.3
Subnet mask: 255.255.0.0
Default router: 172.16.0.254

/D/

P
N

==§=:

BT ==
B —

X0

[]
X

I

( PRE1/ET24

IP-address: 192.168.1.130
Subnet mask: 255.255.255.0
Default router: 172.16.0.254

IP-address: 192.168.1.n

-

SICAM RTUs, SICAM AK 3 User Manual 247
DC2-028-2.03, Edition 07.2016
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6.2.4 SICAM AK 3 as Telecontrol Substation with integrated Switch for
External System connection

Communication with the control system via IEC 60870-104
(Ethernet-Interface, X0 or X1, can be set with parameter)

Communication with the external system via IEC 60870-104
(Ethernet-Interface, X0 or X1, can be set with parameter)

SICAM AK 3 is used as switch between control system and external system

Features of the Ethernet Ports:

1 IP address

1 subnet mask

1 default router

Parameter Network settings | IP address | Mode of Ethernet ports
— 1P address (connected ports in switch mode)

4 Control Center Zone }

Control Center

= IP-address: 172.17.0.22
% Subnet mask: 255.255.0.0
—=7 7

\j\f/f

| Router
/—1 Substation Zone } “i‘-‘—'ﬂ-’i"

IP-address: 172.16.0.254

N

SICAM AK 3

CP-2016 or CP-2019 H

PREO/ET24

IP-address: 172.16.0.3
Subnet mask: 255.255.0.0
Default router: 172.16.0.254

T —

X0
X1

IP-address: 172.16.0.4
External Subnet mask: 255.255.0.0
device Default router: 172.16.0.254
248 SICAM RTUs, SICAM AK 3 User Manual
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6.2.5 SICAM AK 3 as Telecontrol Substation with integrated Switch for
SICAM TOOLBOX Il connection

Communication with the control system via IEC 60870-104
(Ethernet-Interface, X0 or X1, can be set with parameter)

Communication with SICAM TOOLBOX Il via http/https
(Ethernet-Interface, X0 or X1, can be set with parameter)

SICAM AK 3 is used as switch between control system and SICAM TOOLBOX Il

By means of SICAM TOOLBOX II, which is connected via the integrated switch, it is pos-
sible to reach the local SICAM AK 3 and further SICAM RTUs components via the ,,Control
Center Zone". It depends on the network configuration which can be reached.

Features of the Ethernet Ports:

1 IP address

1 subnet mask

1 default router

Parameter Network settings | IP address | Mode of Ethernet ports
— 1P address (connected ports in switch mode)

A Control Center Zone ‘

Control Center

IP-address: 172.17.0.22
Subnet mask: 255.255.0.0

\r)

Router
/—1 Substation Zone }—w

IP-address: 172.16.0.254

=

SICAM AK 3
CP-2016 or CP-2019 H

PREO/ET24

IP-address: 172.16.0.3
Subnet mask: 255.255.0.0
Default router: 172.16.0.254

S 1§

IP-address: 172.16.0.4
SICAM Subnet mask: 255.255.0.0
TOOLBOX I Default router: 172.16.0.254

SICAM RTUs, SICAM AK 3 User Manual
DC2-028-2.03, Edition 07.2016

249



Automation Units and Automation Networks

6.3

6.3.1

6.3.2

250

Application/Configuration of Static Routes

General

Static routing is based on a fixed definition of the path of data packages between two end sys-
tems. This definition is written down by administrators in a routing table. This kind of routing
serves for security, respectively is used in network configurations, if several default gateways
are used. Because of the big effort for the manual maintaining of the tables the number of
routes is restricted.

CP-2016 CP-2019

- Number of static routes 10 10
- Parameter of static routes

— Source IP address P P

— Destination IP address P P

— Gateway IP address P P

— Subnet mask P P
- Interfaces X0, X1 X0, X1

Configuration

Activation of the , static routes"”

Parameter Network settings | IP address | advanced parameters | Enable
static routes = YES

Definition of the routing table

Parameter Network settings | IP address | advanced parameters | static
routes = Number of lines x (max. 10)

Mode of the Ethernet Ports

Parameter Network settings | IP address | Mode of ethernet ports =1IP
address (connected ports in switch mode)

The data packages are sent via the interfaces X0 and X1.

Parameter Network settings | IP address | Mode of ethernet ports =2IP
addresses (independent ports)

The data packages are sent via that interface (X0 or X1) to which the respective source IP
address (Own IP address X0 or Own IP address X1) is assigned.

SICAM RTUs, SICAM AK 3 User Manual
Edition 07.2016, DC2-028-2.03
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6.3.3 Example A

This example shows the usage of 2 static routes from a SICAM AK 3 via 2 gateways to control

center in different IP networks.

A Control Center Zone 1 |

A Control Center Zone 2

Control Center A Control Center B Control Center C Control Center D
Destination IP address - Route 0| IP address: 172.16.50.2 Destination IP address - Route 1|| IP address: 172.16.51.2
IP address: 172.16.50.1 Subnet mask: 255.255.255.0 IP address: 172.16.51.1 Subnet mask: 255.255.255.0
Subnet mask: 255.255.255.0 Subnet mask: 255.255.255.0

E E 777 % — %
N N
N IEC 61850 \.IEC 61850
N\ 60870-104, 66870-104
N\
IP address: 172.16.50.100 IP address: 172.16.51.100
l Subnet mask: 255.255.255.0 Subnet mask: 255.255.255.0
g ma? sl
WAN
Static route 0 VN / ¥ Static route 1
~ e -
~ —~
~>— = —
/{ Substation Zone Su=== ==
N - -
Cisco Router A\ -~ Cisco Router
7 Gateway IP address - Route 1

Gateway IP address - Route 0
IP address:
Subnet mask: 255.255.255.0

192.168.94.250 \

4‘ SICAM AK 3

IP address: 192.168.94.251
Subnet mask: 255.255.255.0

Master Modul: b

Mode der Ethernet Ports......1 IP Addresse

Own IP address.
Subnet mask

.192.168.94.1
255.255.255.0

@efau It gateway ..o 192.168.94.250J

o e e — — — ——

X0:
Source IP address - Static route 0
Source IP address .......... 192.168.94.1
Source IP address - Static route 1
Source IP address .......... 192.168.94.1
CP-2016 or CP-2019
Routing table from SICAM TOOLBOX Il
2 System technique [_]O0]
B }ﬁ M: CP-201B/CPCH2E - DB | Source |P address Gateway IP address | Destination |P addiess| Subnetmask —
T dwPBus ] 192.168.84.1 192.168.94,250 172.16.50.1 255,255.255.0
B Topalogy 1 152.168.94.1 192.168.94.251 17218511 25525626560
- Time management

& Data flow fileer

& BSE common ssttings

& AU common settings

& Communication

& Redundancy

& decential archiving

& Stand-by transmission line

B4 Network settings

S &b IP address

Own IP address o
Subnet-mask

LI, Diefault gateway

| B4 advanced parameters

¥ B iy

SICAM RTUs, SICAM AK 3 User Manual 251
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6.3.4 Example B

A Control Center Zone 1 |

A Control Center Zone 2 ‘

Control Center B
IP address: 172.16.50.2
Subnet mask: 255.255.255.0

Control Center A
Destination IP address - Route 0
IP address: 172.16.50.1

Subnet mask: 255.255.255.0

== |

Control Center C
Destination IP address - Route 1
IP address: 172.16.51.1

Control Center D
IP address: 172.16.51.2
Subnet mask: 255.255.255.0

Subnet mask: 255.255.255.0

= 5

N 2
N
N\ IEC 61850 N IEC 61850
N\ 60870-104, N\ 60870-104,
N N
IP address: 172.16.50.100 l IP address: 172.16.51.100
I Subnet mask: 255.255.255.0 Subnet mask: 255.255.255.0
—
S 7

|
Static route 0 N |

| ¥~ Static route 1

Substation Zone

Cisco Router
Gateway IP address - Route 0
IP address: 192.168.94.250
Subnet mask: 255.255.255.0

Cisco Router

Gateway IP address - Route 1
IP address: 10.9.16.240
Subnet mask: 255.255.255.0

SICAM AK 3

\

-

CP-2016 or CP-2019

Master Modul:

Mode of ethernet ports.......... 2 IP addresses
Subnet mask ... 255.255.255.0
Default gateway ................ 192.168.94.250

X0:
/(Source IP address - Static route 0
Own IP address XO .......... 192.168.94.1

Subnet Mask XO .......... 255.255.255.0

X1:

Source IP address - Static route 1

Own IP address X1 ......... 10.9.16.1
Subnet Mask XO .......... 255.255.255.0

252
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6.4 Application/Configuration of IPSEC VPN

IPSec VPN (Internet Protocol Security — Virtual Private Network) is an extension of the Inter-
net Protocol (IP) for encryption and authentication mechanisms. IPSec actively establishes a
VPN tunnel (initiator), which guarantees the required confidentiality, authenticity and integrity
of data transmission in IP networks. The termination of the IPSec VPN tunnel takes place in a
CISCO router. SICAM AK 3 supports only a single IPSec VPN tunnel. It is used as remote
terminal unit.

Thus, it is e.g. possible, to secure the IEC 60870-104 communication completely between a
SICAM CMIC and a higher-level control center, even if the connection is running over a public
network .

SICAM AK 3 uses the IKE-protocol (Internet key exchange) and the PSK-authentication pro-
cess (pre-shared key). The used key (pre-shared key) can be set by means of an engineering
tool (e.g. SICAM TOOLBOX II). Itis securely stored in SICAM TOOLBOX Il and SICAM AK 3.

{ ] Hint
l IPSec can only be used in SICAM AK 3 when engineering is done by means of SICAM TOOLBOX II.
Features:

Communication with the control system via IEC 60870-104
(Ethernet-Interface, X0 or X1, can be set with parameter)

1 IP address
1 subnet mask
1 default router

Parameter Network settings | IP adress | Mode of Ethernet Ports =1IP
address (connected ports in switch mode with IPSec VPN)

IPSec VPN own tunnel IP address

IPSec VPN own tunnel subnet mask

IPSec VPN tunnel remote gateway IP address

IPSec VPN tunnel remote PEER subnet

IPSec VPN tunnel remote PEER subnet

The unused Ethernet interface is deactivated due to security reasons

[ ) Hint for network configurations

- SICAM AK 3 and the remote station must be in different networks when using IPSec VPN
- The parameter IPSec VPN Tunnel Remote Router PEER Subnet and IPSec VPN Tunnel Remote
Router PEER Subnet Mask are used for SICAM AK 3 internal router functions.

SICAM RTUs, SICAM AK 3 User Manual 253
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6.4.1

H Control Center Zone 1

SICAM
.-~ WEB

https

NTP Sei N
SNMP Manager _""--

IEC 61850

Control system or SICAMAK 3
IP address: 172.17.0.22 N
Subnet mask: 255.255.248.0

‘IP security - Remote Site 1
‘Subnet IP-Address: 172.17.0.0 :
:Subnet mask: 255.255.248.0 1

| S

2 redundant router

SICAM AK 3 as Telecontrol Substation with IPSec VPN via fixed
Network

H Control Center Zone 2

SICAM
- WEB

SICAM

https
! TOOLBOX II '

NTP Server .
SNMP Manager

IEC 61850
60870-104

Control system or SICAM AK 3
IP address: 122.33.0.2
Subnet mask: 255.255.255.0

L1p security - Remote Site 2
: Subnet IP-Address: 122.33.0.0 :
: Subnet mask: 255.255.255.0 H

IP address: 122.33.0.254

Cisco 1941 (HSRP)

) 2 redundant router

Cisco 1941 (HSRP)

IP security - Remote Site 1
IP-Address: 192.168.1.151

IP security - Remote Site 2
IP-Address: 192.168.1.152

Tunnel

—_———
Substation Zone

Possible interface conigurations:

X0 (PREQ): ET24 on CPCX26 or PCCX26
X1 (PRE1): ET24 on CPCX26 or PCCX26
X3 (PRE3): SM-2558/ETA4 on BSE

///j/SWn IP address ................
Subnet mask

Default gateway
IPSec VPN own
tunnel IP address
IPSec VPN own
tunnel subnet mask

172.16.0.3
255.255.0.0
192.168.1.151

192.168.1.161

255.255.255.0

Hint
You must enter the extern visible IP-address of the router as default gateway in parameter Network
settings| IP address, in this example 192.168.1.151
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6.4.2 SICAM AK 3 as Telecontrol Substation with IPSec VPN via GPRS
Router and ADSL network

H Control Center Zone 1 — Ve ‘ Control Center Zone 2 { ........ N
SICAM SICAM
.-~ WEB Control system or SICAM AK 3 .-~ WEB Control system or SICAM AK 3

IP address: 172.17.0.22
Subnet mask: 255.255.248.0

IP address: 122.33.0.2
Subnet mask: 255.255.255.0

https

htps & Y] sicAm

. SICAM 3
i TOOLBOX II IEC 61850 i TOOLBOX II |EC 61850
: - 60870-104 60870-104

‘IP security - Remote Site 1!
:Subnet IP-Address: 172.17.0.0 !
‘Subnet mask: 255.255.248.0

D1p security - Remote Site 2
: Subnet IP-Address: 122.33.0.0 !

 Subnet mask: 255.255.255.0
NTP Server --. . NTP Server .. .
SNMP Manager ~"“--. IP address: 172.1_7_.,0,254 SNMP Manager “-.. IP address: 122.3_3;._0.-254
\ = |® 2 redundant router -/; /; 2 redundant router
w Cisco 1941 (HSRP) Cisco 1941 (HSRP)

IP security - Remote Site 1 IP security - Remote Site 2
IP-Address: 40.40.40.83 IP-Address: 50.50.50.83
ADSL Router ADSL Router

static IP adress: 40.40.40.82 (public) static IP adress: 50.50.50.82 (public)

TR
Substation Zone

GPRS Modem

Siemens Scalance M874-2 2.5G-Router
dynamic IP address: 90.90.90.82 (public)
internal 2nd IP address: 192.168.1.2

CP-2016 or CP-2019

Possible interface conigurations:

X0 (PREO): ET24 on CPCX26 or PCCX26
X1 (PRE1): ET24 on CPCX26 or PCCX26
X3 (PRE3): SM-2558/ETA4 on BSE

/ﬁ)wn IP address ............... 172.16.0.3
Subnet mask ... 255.255.0.0

Default gateway ............. 192.168.1.151
IPSec VPN own
tunnel IP address ... 192.168.1.161
IPSec VPN own
tunnel subnet mask ...... 255.255.255.0

o _
[ ) Hint

You must enter the extern visible IP-address of the GPRS router as default gateway in parameter Net-
work settings| IP address, in this example 192.168.1.2
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6.4.3

SICAM AK 3 as Telecontrol Substation with IPSec VPN via GPRS
Network

ﬁ Control Center Zone

SICAM _.SICAM NTP Server
IP address: 172.17.0.22 -
WEB.-- TOOLBOXII  SNMP Manager Subnet mask: 255.255.248.0

Control system ™"+

O e

https UDP IEC 61850 il e,
https -5-104 ‘1PSec VPN tunnel remote PEER subne
5172.17.0.0
:IPSec VPN tunnel remote PEER subnet mask
1 255.255.248.0

# Router Cisco 1941 I

IPSec VPN tunnel remote gateway IP address
192.168.1.151

GPRS Modem
Siemens Scalance M874-2 2.5G-Router

static IP address: 90.90.90.81 (GPRS-VPN)

1
Substation Zone \
GPRS Modem
Siemens Scalance M874-2 2.5G-Router
static IP address: 90.90.90.82 (GPRS-VPN)
internal 2nd IP address: 192.168.1.2
CP-2016 or CP-2019
ko)
[
[=
=
|_
=z
o
>
&8) Possible interface conigurations:
a X0 (PREOQ): ET24 on CPCX26 or PCCX26
N X1 (PRE1): ET24 on CPCX26 or PCCX26
X3 (PRE3): SM-2558/ETA4 on BSE
/ﬁwn IP address...... 172.16.0.3
Subnet mask ......cccovenee 255.255.0.0
Default gateway ... 192.168.1.151
IPSec VPN own
tunnel IP address....... 192.168.1.161
IPSec VPN own
tunnel subnet mask..... 255.255.255.0
[ ) Hint

You must enter the extern visible IP-address of the GPRS router as default gateway in parameter Net-
work settings| IP address, in this example 192.168.1.2
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Licensing Agreement

Open Source Software used in SICAM AK 3

This product contains, among other things, Open Source Software developed by third parties.
The Open Source Software used in this product and the license agreements concerning this
software can be found in the Readme_OSS. These Open Source Software files are protected
by copyright.

Your compliance with those license conditions will entitle you to use the Open Source Soft-
ware as foreseen in the relevant license. In the event of conflicts between Siemens license
conditions and the Open Source Software license conditions, the Open Source Software con-
ditions shall prevail with respect to the Open Source Software portions of the software. The
Open Source Software is licensed royalty-free.

Insofar as the applicable Open Source Software License Conditions provide for it you can or-
der the source code of the Open Source Software from your Siemens sales contact - against
payment of the shipping and handling charges - for a period of at least 3 years since purchase
of the Product.

We are liable for this Product including the Open Source Software contained in it pursuant to
the license conditions applicable to the Product. Any liability for the Open Source Software
beyond the program flow intended for this Product is explicitly excluded. Furthermore any lia-
bility for defects resulting from modifications to the Open Source Software by you or third par-
ties is excluded. We do not provide any technical support for this Product if it has been modi-
fied.

The Open Source Software used in this product and the license agreements concerning this
software can be found on the SICAM RTUs SD card in the file ReadmOSS.htm.

To readout this file, you need an application that you can download from the Internet. You can
find details for the download and the use of the application in the following chapter.

Readout of ReadmOSS.htm

Note
You need a SD card reader and a web browser to read the htm file.

The application for the readout of the ReadmOSS-data from the SD-card can be downloaded
from following web page: http://www.energy.siemens.com/
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/= Substation Automation - Siemens - Windows Internet Explorer

[5 Semens Search

& ) = [E] rroiimmn aneroy siemens com/ia e st tomation powertran=mission -t buton feeam b= tetior =]

<¢ Favorites

& Substation Automation - Si

“ SIEMENS

Vouarehers: > llome > Cnersy > Automation, Controls, Protection & Clectrical > Automation, Controts & Protection for Powver Tr ana > Automat
SICAM Substation Automation I et size |
41 Siemens Energy Autemation Division, we drive innovation to bensefit our customers. For that purpose, Powar S e e atas
/Automation contributes largely 1o estanlisning INternational Stanoards and tneir ImMely Implementation. A state e il =Sl TN
“of-the art systam SICAME@ PAS (Powear Autnmation Systam) fully compliss with IEC AR50 Networking and IT
capabilities, interoperable system structure and integration into existing systems are characteristics of SICAM
PAS that make it sound investment for the future. SICAM PAS makes confiquration and commissioning easvy. Related Links. —
saves you time, and helps increase the of op -
A SUCCESSTUI aUoManon SyS1em IS Ine ToUNJalon for @ NIgN level of TUNCUONaINy and fexiBIiy. Naturally, that
also includes comprahensive options for telacantrol, communication and for connecting paripharal SIEMENS
Syuiprenl THal's cerlainiy the case, al least, will e novatve SICAM RTUS aulornialion components.
—y
SICAM RTUSs SICAM PAS

>‘.m P 1 STCAM Movie Da
===

SICAM PAS (Powar Automation System) meets

The SICAM RTUS ulfers you all uplions for all e gemanas placea on a aistributed

secondary technology in all kind of substation Suhstation canirol system - both now and in fhe

Characteristic features of the system include it future. Amongst many other standardized

low cost for the initial economic investment as communication protocols. SICAM PAS particularty

well as costoptimized operation. With ite suppoerts the IEC 61250 standard for

moaular concept, the system Is gt for every communicaton between substatens and IS,

requiremant read mare read more =
<l | |

I [ [ [ T [ [ Trustedsies | Protectsd Mode: OFF [7a - [Ri00% -

Click in the menu bar on Download Pool and choose on tab Products & Systems] following
options:

— Product Family: SICAM RTUs
— Product / Version: General Infomation

Click on Search

Fearch Keywords |

roduct Family | SICAM RTUs > ¥ |
- | Product Version -

Downloads | Downloads - | | Language - |

Release Date | |ﬁ | | ﬁ

roduct / Version | General Information
—

Click on SICAM RTUs OSS Extractor in the result list to start the download.

‘ Type Description Downloads Language Version Release Date Size ‘
Object 1 to 4 of 4 (page 1 0f1)

W 4« » M Objects per page -

General Information

Certificates
SICAM AK Certificates IEC61850
For SICAM AK Certificates [ECE1850 (KEMA) Certificates English Global 02.10.2013 488.4 KB

SICAM BC Certificates IEC61850
for SICAM BC Cerlificates EC61850 (KEMA}) Certificates English Global 02.10.2013 4713 KB

SICAM TM Certificates IEC61850
FoF SICAN TM Certificates ECE1850 (KEMA) Certificates English Giobal 02.10.2013 467 5 KB

oitware/Firmware
bk SICAN RTUs DSS Extractor

When the download is finished you will get the file SICAMOSS.zip.

Software Updates German, English Global 16.12.2013 34 KB

Unzip this file and save the therein contained file (SICAMOSS.exe) in the root path of the SD-
card from which you want to readout the license agreement.
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Start now SICAMRTUS.exe. During the readout process you can see a DOS-window. If the
line note: All files processed is displayed you can close the DOS-window by press-
ing any key.

i i

: File found: 1FA381.F
Mo Start Tag Found
File found: 176EBZ.F@1
: Mo Start Tag Found
File found: 176682.F
Mo Start Tag Found
: File found: 176982 .F81
Mo Start Tag Found
File found: 197181 .F81
: Mo Start Tag Found
File found: 213561 _F@i
Mo Start Tag Found
File found: 17831i@A_Fi@
Data extraction Completed
File found: 178381 _F
Data extraction Completed
File d: 178382 _Fa3
L LET E SR EES LS an.Comnleted
= All fl es plgcesged

Press any-hey=ro-ciose?

Now you can find on the SD-card the folder OSS with several subfolders. One single folder for
each firmware which uses open source components. Within these subfolders are again folders
for each used firmware revision. These folders contain the corresponding license data.

Path for ReadmeOSS:
SD-Card:\OSS \<Firmwarename>\<Firmwarenumber>\<Revision>\ReadmOSS .htm.
E.g.: SD-Card:\OSS\ETA4\02.01\ReadmOSS .htm

Example of a ReadmOSS.htm:

/2 F:\0SS\CPCX25102.02\ReadmOSS.htm - Windows Internet Explorer =10l x|
|&] F1\0s5\cPCX25102.03\Readm035 him Zl 2| % |2 siemens search L~
57 Favorites ";:::I - | #11 together.ma... | Erpssic... x | |j Fi - B - () o= + Page~ Safety~ Took~ @+

s

License Summary SICAM RTU - CPCX25 - 2

Component Open Source Software ("055") |Copyright Information ! File
[Yesilo]

OpenSSL-1.0.0i |YES LICENSE AND COPYRIGHT INFORMATION FOR COMPONENT OPENSSL - 1.0.01

LICENSE CONDITIONS AND COPYRIGHT NOTICES
: OpenSSL - 1.0.0i

Enclosed you'll find the license conditions and copyright notices applicable for OpenSSL - 1.0.0i

License conditions:

LICENSE ISSUES

The CpenSS5L toolkit stays under a dusl license, i.e. both the conditions of the OpenSSL License
and the original SS5Leay license apply to the toolkit. See below for the actual license texts.
[Actually both licenses are BSD-style Open Source licenses. In case of any license issues related
to CpenS5L please contact openssl-core@openssl._org.

CpenSSL License

Copyright (c) 1958-Z008 The CpenSSL Project.Rll rights reserwved.
Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/cr other materials provided

with the distribution. = = = = = ~ ——=
!_ ,_ ,_ ,_ ,_ ,_ |l§ Computer | Protected Mode: On |45 r | ®100% -

aIE
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