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Factoid of the Day

Harald Blatand Gormsson, Danish King
Reign: 958-986
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Factoid of the Day

a.k.a. Harald “Bluetooth” Gormsson

Bluetooth: A wireless technology
named after Harald Bluetooth, with the
analogy that Bluetooth would unite
devices like Harald Bluetooth united the
tribes of Denmark into a single kingdom.
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Objectives

Tools & Firmware

Lot’s of Hands-On coding!
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Agenda

8:00 Welcome and Tools install (if needed) 1:00 More WB Detall

9:00 A few words.. Hands-on: Cable replacement
blonde e et e Do Hardware considerations
Hands-On: CubeMX 2:15 Break
BLE Basics Hands-on: OTA Firmware Updates
Hands-On: HRM 2:45 Wrap-Up, Q&A, Survey

10:30 Break

Architecture

Hands-On: CubeMonitorRF

12:00 Lunch (1h)
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Prerequisites

Windows 7/10 °
Java JRE v8 (v1.80.0_191 or newer)

CubeMX, CubeWB, CubeMonitorRF, CubeProgrammer
ST BLE Sensor App

LightBlue Explorer App

IAR EWARM, v8.40.1 + License

TeraTerm, or equiv. .
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\ 4

Play Store

< Google Play Q
ST BLE Sensor
STMicroelectronics NV

=7 Tools

What's new e
Last updated Oct 12,2018

- App renamed to ST BLE Sensor
- Added support to the STM32WB firmware update
- Added STM32WB P2P Server der

ST BLE Sensor app, v4.3

A

L 4

App Store

w!l Verizon & 5:16 PM < 57%mm )

€ Search

ST BLE Sensor
former ST BlueMS

5 CID ©

4+

What's New Version History
Version 4.2.2 22h ago

- Added support to FP-IND-
PREDMNT1 function pack
- Improveed FFT export data forr more

Preview
No Shi = (220 24 NeSMT 0919
£ Devices | £ Devices
» ]
s &P Q
( " S
Today Games Apps Updates Search




LightBlue Explorer
8

) PunchThrough

LightBlue | Explorer

The industry-leading BLE test app for i05 and Android. Used by .
| - —
over a half million people, LightBlue Explorer lets you scan, o 2 O®y 05
seed T-Wobile ¥ 10-53 AN TiME
. : . ¢« BB-3B88
connect to and browse any nearby Bluetooth Smart device. ' LightSiue
p“'g’“" m— ADVERTISEMENT DATA
- fats C s " i T =i ti narinharale Jall earn+ g
Includes full support for logging data and simulating peripherals. ol s T
Conmected
41 Polar HRE Sensor
- 1 servics Advertised name
L4 Download on the GETIT ON Y L 243950 BE-3E0E
ViegasLoun 39AC
. App StD‘rE F > Gﬂﬂgle P|a')f ) ?g‘ér\-jge * Advertised service UUIDs
Virtual Peripherals ZIBETAGF- 2R AT 554 2D6F-T 26568705327
@ Proxdmity DEVICE INFORMATION
4 SEMACaS
Device Address
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IAR EWARM 8.40.1 - License Installation

File Edt View Project ST-link Tools Window | Help |
DO L@ = A0 DC | Cootent.:
Index...
Search...

» Activate the time-limited evaluation
license with Activation Response file
included in the provided zip file

Product Updates

Release Notes

IDE Project Management and Building Guide
C/C+ = Development Guide

Assembler User Guide

MISRA.C:1998 Reference Guide (Non.C.STAT)
MISRA.C:2004 Reference Guide (Non.C.STAT)
C-SPY Debugging Guide

C-STAT Static Analysis Guide

AR Debug probes User Guide

* From IAR Embedded Workbench, go to
Help->License Manager

JTAGjet-Trace User Guide
Migration

AR on the Web

Information Center

* From the License manager, go to —  rar—
License->Offline Activation [ Messages

. IAR License Manager 2.17.1 - IAR Embedded Workbench for Arm 840

File Wiew | License ITqus Windows Help

Activate License...
Use Metwork License..,

Get Evaluation License...

License Details
Servers...

Check for License Renewal...

License Transfer...

Offline Activation... 3
r I Offline License Transfer...
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Click “Use an activation response file from
IAR Systems” option

. i SIAR
Offline activation SYSTEMS

IAR EWARM 8.40.1 - License Installation

Open the
ActivationResponse_7900-043-869-0401.txt file

This wizard will help vou to activate a license when the License Manager
cannot access the internet.

© Generate an activation information file to send to 1AR Systems.
License nurmber:

The license number is usually in the format 2XOEOEEOEDE0EC000
@ lUse an activation response file from AR Systems:

Lys
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§ Open l
@ ©‘| .. v Computer » OSDisk (C:) » STM32WB_Workshop » IAR_License ¥ |+ || Search AR
Mol e

Organize - Mew folder
Bl Desktop it Marme Date modified Type
s I —
=1l Recent Places

_ ActivationResponse 7900-043-869-0401.t¢ 6,7 )2019 5:18 AM Text Document

¢@ Onelrive - STMi —

Bl Desktop

- Libraries




IAR EWARM 8.40.1 - License Installation

Click “Next” Click “Done”

License Wizard u

. _ GIAR
Offline activation SYSTEMS

- SIAR
Finished SYSTEMS

This wizard will help you to activate a license when the License Manager
cannot access the internet.

) Generate an activation information file to send to |AR Systems.

License number:

The license number is usually in the format XOOOXOO OO 0000

@ Use an activation response file from |AR Systems:

PUAR_License|ActivationResponse_7900-043-869-0401.txt | ... |
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Communication Technologies

Datarate
A 850/1900 MHz
900/1800 MHz
Mbps a WiFi /BT A 4 Cellular ‘>‘/
™1
9 @ ESm: 46':\1-M 5G
. N
\ \ .M-E 4G:TE—NB—IOTJ
Kbps §
2.4 GHz
(" Shert Range (" LPWAN )
™ .N\-_ﬁ.!':l..s. Y, =
OBietoott 5 JNJ ] 13.56MHz =% 7,7 SIGFOX
I+ LoRa Gumr-
bps | THREAD Z) ) awore LS )
» Range
10 m 100 m 1 km 10 km ++

&



Low-data-rate 2.4GHz connectivity

Insulin Pump Hearing Aid  Watches

> @©

Glasses  Locator Tag  Fitness White goods Smoke detectors Lighting

< > «

>

Bluetooth Smart BLE Mesh / 802.15.4

Point-to-point communication with Home automation with Mesh network
smartphones and other wireless devices
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Classic? Smart Ready? Smart?

€3 Bluetooth’ < > € Bluetooth’ < > €3 Bluetooth’

SMART READY SMART

Lys

“SMART READY” and “SMART” are abandoned markings @




STM32 Portfolio

1

More than
; ; 40,000 customers

/ Cortex-MO Cortex-M3 ! Cortex-M4 / Cortex-M7  / Cortex-A7
" Cortex-MO+ ' '

Legend: Cortex-MO+ Radio Co-processor

@ Legend: Single or Dual-Core A7 with Cortex M4

Lys
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Ultra-low-power and RF
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€3 Bluetooth's

FPHREAD

LigBee

Multi-protocol

Secure

STM32WB Key Takeaways

Dual-core
Ultra-Low Power

]
sTM3>" NP
CubeMonitor-RF

Comprehensive Ecosystem




€3 Bluetooth

Multiprotocol




€3 Bluetooth

V-

. O e

fHreap  LigBee

* Fully certified
« 2Mbps
 BLE Mesh

Multiprotocol




€3 Bluetooth

V-

. O e

fHreap  LigBee

« Zigbee 3.0
* OpenThread
« Concurrent BLE + OpenThread

Multiprotocol




€3 Bluetooth

V-

. O e

fHreap  LigBee

* OpenMAC

Multiprotocol
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Bluetooth

J

BLE MAC

\- /L

Z,

LigBee

J

“

’_______

802.15.4 MAC

2.4 GHz Radio

!

Proprietary

Protocol

Stack + MAC + PHY

\4
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Zigbee 3.0 Stack

Fully certified

Certification & Logo
Conformance

Legacy cluster support

Application Layer
Interoperability

Revision R21 to R23

Network Protocol Stack
Connectivity

Coming in late 2019

IEEE 802.15.4
Radio

Lys
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A word about Thread

"f HRE AD whatit delivers

Can support many popular
application layer protocols and platforms

A secure wireless mesh network for your
home and its connected products

. Lo . ( Application ) ?
Built on well-proven, existing technologies 2
Uses 6LoWPAN and carries |IPv6 natively r( ubP )' %

. . 3
Runs on existing 802.15.4 silicon PHREAD _( IP Routing )_ 3
New security architecture to make it simple \_( AU )_ %
and secure to add / remove products N "/
250+ products per network ( EEE 802.15.4 MAC )
Designed for very low power operation ( IEEE 802.15.4 PHY )

Reliable for critical infrastructure A software upgrade can add Thread

m to currently shipping 802.15.4 products e % a
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Bluetooth Mesh vs Thread

Bluetooth Mesh

 Based on Bluetooth 4.0 and later % }Q @

» Broadcast type, flood the network with messages, no routing

é/ ~¢
 Shorter range, 3kbps application data rate, 1Mbps on-air bit-rate | //%@

» High power consumption

Thread

» IPv6-based using 802.15.4 MAC

* Routing table approach with network self healing

* Medium range, 40Kbps application data rate, 250Kbps on-air bit-rate

* Low power consumption

O E
]
L4
u
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STM32CubeMX

STM32CubeProgrammer

STM32CubeMonitorRF

STM32CubeWB

Cube Tools




Cube Tools

STM32CubeMX

ube

F™
STM32 ﬁ i i
CuEeMX File Window Help

CubeMX51_test2.ioc - Pinout & Configuration GENERATE CODE

Clock Configuration Project Manager
Additional Softwares Vv Pinout
{F Pinout view == System view
Categories 4
»
System Core >
Analog >
Timers >
Connectivity > ,,:’:;uw" s
Multimedia >
Security >
Computing > STM32WB55RGVx i
VFQFPN68
Middleware > LT T oz 0se
i
] 3 i s
9 3 . 3
3 i i l
I H - 3
L |
@ [I a G Q[ ]

Lys
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Cube Tools
STM32CubeMX 28

[ STM32CubeMX WB_Testlioc*: STM32WB55RGVx P-NUCLEQ-WBS5.Nucleo E@%

oy - L;

Clock Configuration Project Manager Tools

)
S$TM32 ﬁ i i
JLiry File Window Help

- P-NUCL

Nucl

a O

RTC/LCD Sou

. . -JI 54 |To Power MHz)
l:lh LCD (KH2) CPUT HPRE HELKI (MHz)
54 |HCLK to AHE bus. core,
y[isE ] [ Jorco bl = ] oo e
= : n o[ & ]

To CPUA System timer (MHz}

—Eh CPU1 FCLK (MHz)

APB1 Prescaler

‘s Enable CS5

JI 84 |APE1 peripheral clocks (WHz)
64 |APBI Timer clocks (WHz)

APEZ Prascaler

MV‘

System Clook Mux 1w _I 64  |APB2 peripheral clocks (WHz)
MS| RC - ’
~ 64 APB? timer clocks (MHz)
HsI SYSCLK (MHz) CPUZ HPRE HCLK2 (MHz)

To CPU2 System timer (WHz)

HSE_SYS o ’| 84 |—<
PLL Source Mux PLLCLK
-J] 32 |To CPUZ FCLK (MHz)
( HOLK4 HPRE
HSI RG
44 T 64 |To HCLK4, Flash, SRAM2[MHzZ)
— En %
p N " h

able £S5 HCLKS Clock Mux
—l 1~

HSE PRES

FLLF

—= O
s “ o USARTA (MHz)
—=0

= 0

FLLSAIND

© USE (MHz) o LPTIM (WHz)

PLLSAIT

RC 48 MHz

Input frequency

HSE

—
.03z [T LPTIMZ (Mkz)
O
} @)
S l:[rc LPUARTA (MHz]

RFVWKP Clock Wux
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STM32CubeMX

life.augmented

[] STM32CubeMX WB_TestLioc*: STM32WB55RGVx P-NUCLEO-WBS55.Nucleo

Cube Tools

e )

o
STM32 ﬁ i i
Lt File Window

Pinout & Configuration

Connectivity hd

Reset Configuration
LPUART1

12¢1 = =
12C3 .A,m iguration

Help

WB_Test1l.ioc - Pinout & Configuration GENERATE CODE I

Project Manager

v Pinout

STLINK_TX

QUADSPI
SPH SYS_wikuP2 (3
SPI2 ‘ RCC_OSC3Z_IN |

(\) (,) o RCC_0SC32_0UT |28
CFG_HW_USART1_ENABLED Disabled
CFG_HW_USART1_DMA,_T... Disabled
Multimedia ’ ~ Generic parameters
CFG_HW_RESET_BY_FW  Enablsd
Securty - CFG_DEBUGGER_SUPPO.. Enabled
- CFG_DEBUG_BLE TRACE  Disabled
AESH CFG_DEBUG_APP_TRACE  Disabled
~ Application parameters
PKA DBG_TRACE_UART_CFG  You need to activate either CFG_HW_U_
RNG CFG_CONSOLE_MENU You need to activate either GFG_HW _U...
CFG_ADV_BD_ADDRESS 0
Comaut N CFG_FAST_CONN_ADV_ N 80
puting CFG_FAST_CONN_ADV_IN_. 100
Viddieware . CFG_LP_CONN_ADY_INTE... 1000
CFG_LP_CONN_ADY_INTE... 2500
¢ CFG_IO_CAPABILITY Display only
FATFS CFG_MITM_PROTECTION ~ MITM protection required
L2CAP_REQUEST NEW C... 0

CFG_LPM_SUPPORTED Disabled

USB DEVICE CFG_RTCCLK_DIVIDER_CO 0
- ~ Debug options Q ra Q
BLE_DBG P2P_STM_EN  Disabled L

{F Pinout view

> oy x &

va

B3 [Push Buttan]
B2 [Push Buttan]

STLINK_RX
LD1 [Blue Led]
JTDO

ek

mas
uss_op
USB_DM

LD3 [Red Led]

STM32WB5S5RGVx TN 02 [Green Led]
VFQFFN68

RCC_OSC_IN

RF_RF1 ()

81 [Push Button] [ec)

RCC_0sc_ouT (&




Cube Tools
STM32CubeMX

m STM32CubeMX WB_Testl.ioc*: STM32WB35RGVx P-NUCLEO-WB55.Nucleo ==
>
h File Window Hel n 9-'\‘ F <
CubeMX P oy v/
@ Clock Configuration Project Manager
~ Power
Change Sequence Transitions Checker
® a [Er B ®w o mo{m
In Series | 2 In Parallel | 1 : Sequence Table
Capacity 1250.0 mé Range/Scale CRUIDus Frea] Cock Conti | Penpneral
1 RUN 33 Range1-High/.. FLASH/ART/. 64 MHz HSI PLL Reg... 5 mA 100 ms
Self Discharge 0.3 %/month 2 STOPO 33 NoRange FLASH/ART/... 0 Hz ALL CLOCKS... 105 pA 50 ms
Neminal Voltage 10V 3 LOWPOWER... 3.3 MNoRange SRAM1 Flas... 1 MHz MSI Regulato_ .. 113 mA 20ms
4 STANDBY 33 NoRange FLASH/ART  0Hz LSERTC Re... 960 nA 200 ms
Max Cont Current 400.0 mA 5 RUN 33 Range1-High/... FLASH/ART/... 32 MHz HSE Regulat - 315 mA 150 ms
BLE Configuration hd
Configuration Parameters AtV 3.3V Display
BLE Mode Connected Slave ~ Plot: All Steps = 0
Tx Payload (Byte) 6 Consumption Profile by Step
Connection Interval (ms) 1,000 5 5.0
Power Level 0 dBm ~
e e 4.5
Average Consumption SMPS / No SPMS
STOP2 15.15 A / 18.86 pA =l Sran
STOP1 25.17 pA ] 28.87 pA <35
STORD 129.97 pA / 133.67 pA e
=]
Peak Consumption 9.45 mA [ 14.28 mA ‘E_ o
Information Motes g B
220
* Vdd with SMPS 3.3V, 24V, 18V 5 ILP_RUN
*Vdd without SMPS 33V, 24V 18V © g
* Power Range Range1 with/without SMPS 1.0
* PHY link Rate 1 MBitfs s FTOP 4:STANDEY
* Calculation Precision Around 20%
0.0
0 25 50 75 100 125 150 175 200 225 250 275 300 325 350 375 400 425 450 475 500 525
Time (ms)
Information Motes > —1dd by Step = Average Cuuentl
Helo N Sequence Time / Ta Max 520 ms /104.22 °C Average Consumption  1.92 mA
Battery Life Estimation 26 days, 23 hours Average DMIPS 26.97 DMIPS
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Cube Tools

[ii] STM32CubeProgrami

STM32 i‘

CubePro
Memory & File edi

Device memory | Open file +

Address Ox08000000 - Size 0x400 Data width 32 -hit -

STM32CubeProgrammer

Address 0 4 g C ASCI
0x08000000 20001378 08003531 08003811 08003813 x.. 15...8...8..
0x08000010 08003721 08003725 08003729 00000000 LA R ¥
0x08000020 00000000 00000000 00000000 08003815  ............. 8..
0x08000030 08003817 00000000 08003819 08003818 ofdcaoocanc g..-8..
0x08000040 0800372D 08003731 08003735 08003831 -7..17..57..18..
0x08000050 08003739 0800373D 08003741 08003745 97..=7..A7..E7..
0x08000060 08003749 0800374D 0800381F 08003751 I7..M7...8..07..
0x08000070 08003755 08003759 0800375D 08003761 U7..¥7..17..a7..
0x08000080 08003765 08003769 0800376D 08003771 a7, . i7..m7..q7..
0x08000090 08003775 08003779 0800377D 08003781 u? . y7o LML T
0x08000040 08003785 08003789 0800378D 08003791 T T T
0x080000B0 08003795 08003799 0800379D 080037a1 ol/caalanc
0x080000C0 080037A5 080037A9 080037AD 080037B1 ¥7..07...
0x080000D0 08003825 080037B5 080037B9 080037BD %8..p7..7
0x080000E0 080037C1 080037C5 080037¢C9 080037CD A7, .A7..
0x080000F0 08003839 08003835 08003701 080037D5 98..58..
0x08000100 08003709 080037DD 080037E1 080037ES U7..¥7..a7..

-~
~ o~

=~
I+
~

Z m
NN
(=
~~

=1
e
~1

Leg Verbosity level (@

LET38I5L ¢ sTZE T 1028 BYTEs
16:34:51 : Address : OxB000000

16:34:51 : Data read successfully Type
16:34:51 : Time elapsed during the read operation is: 00:00:00.009 ype
Device ID

CPU

) /4
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STM32CubeProgrammer
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[f STM32CubeProgrammer

Cube Tools

stua @
CubeProgrammer

= Option bytes
FsD U
DDS

C20PT
SNBRSA Dx14

SBRSA Oxz

SBRV 0x3200

Secure Flash start address

Unchecked : System and Flash secure
Checked  :System and Flash non-secure
Unchecked : CPU2 debug access enabled
Checked : CPU2 debug access disabled
Unchecked : SBRV will address SRAM2
Checked  : SBRV will address Flash

: SRAM2b is non-secure

Unchecked : SRAMZb is secure
Checked  : SRAMZb is non-secure

SNBRSA[4:0] contains the start address of the first 1K page of the secure non-backup SRAM2b area.

If FSD=1: SRAM2a is non-secure
IfFSD=0:

Unchecked : SRAM2a is secure
Checked :SRAMZa is non-secure

SBRSA[4:0] contains the start address of the first 1K page of the secure non-backup SRAMZa area.

Contains the word aligned CPU2 boot reset start address offset within the selected
memoty area by C20PT.

Verbosity level .1 2

15:37:15 : Voltage : 3.28V

15:37:15 : SWD freg : 4000 KHz
15:37:15 : Connect mode: Normal
15:37:15 : Reset mode : Hardware reset
15:37:15 : Device ID : Ox4

15:37:16 : Bank : Ox00
15:37:16 : Address : 0x58004020
15:37:16 : Size : 104 Bytes
15:37:16 : UPLOADING ...
15:37:16 @ S5ize @ 1024 Bytes
15:37:16 : Address : 0x8000000
15:37:16 : Read progress:

a5
15:37:16 : UPLOADING OPTION BYTES DATA ...

15:37:16 : Time elapsed during the read operation is: 00:00:00.024 =




STM32CubeMonitorRF

) /4
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Cube Tools

F'# STM32CubeMonitor-RF Setings ~ Device Help oy < 4j;
Device : STM32WB55
* _ DISCONNECT HW RESET [CM4 version : 0.0.1

[CMO version: 0.2.13.2

ACI Commands Scripts RF Tests Advertising ACl log Update | /| Autoscroll
No Time Type

0 16:25:143.. HCI_READ_LOCAL_VERSION_INFORMATI...
. HE! test E HAL GAP . GATT L2CAP 1 16:25:14.428 Command Complete

3 16:25:14.483 Command Complete

command Q

HCI_DISCONNECT 3
HCI_READ_REMOTE_VERSIOM_INFORMATION
HCI_SET_EVENT_MASK

HCI_RESET

HCI_READ_TRANSMIT_POWER_LEVEL
HCI_READ_LOCAL_VERSION_INFORMATION
HCI_READ_LOCAL_SUPPORTED_COMMANDS
HCI_READ_LOCAL_SUPPORTED_FEATURES
HCI_READ_BD_ADDR

HCI_READ_RSSI

HCI_LE_SET_EVENT_MASK
HCI_LE_READ_BUFFER_SIZE
HCI_LE_READ_LOCAL_SUPPORTED_FEATURE
HCI_LE_SET_RANDOM_ADDRESS

\| HCI_LE_SET_ADVERTISING_PARAMETERS
HCI_LE_READ_ADVERTISING_CHANNEL_TX_POWER
HCI_LE_SET_ADVERTISING_DATA
HCI_LE_SET_SCAN_RESPONSE_DATA

HCI_LE_SET_ADVERTISE_ENABLE
LM | E QET 2N AN PARAMETERS -

[v] select all [v] Hel

Command Parameters Details

Parameter Value Litera Info

| m Add pause in acript . Start script recording




CubeWB HAL Firmware

7
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| ADC

. BSP

. COMP
, Cortex
| CRC

| CRYF
. DA
. FLASH
., GPIO
| HAL

. HSEM
) 2C

. TWDG
. LPTIM
. PEA

. PWR

| RCC

| RMNG

| SFI

. UART
, WWDG

) Ble_Thread_5tatic

) Thread_Cli_Crnd

. Thread_Coap_DataTransfer
. Thread_Coap_Generic

. Thread_Coap_MultiBoard

| Thread_Commissioning

. Thread_FTD_Coap_Multicast
. Thread_SED_Coap_Multicast

; BLE_Beacon

, BLE_BloodPressure

| BLE_CableReplacement

. BLE_DataThroughput

; BLE_HealthThermaometer
, BLE_HeartRate

; BLE_HeartRate_ota

, BLE_HeartRateFreeRTOS
. BLE_Hid

., BLE_MeshLightingDermnao
. BLE_Ota

, BLE_p2pClient

., BLE_p2pRouteur

| BLE_p2pServer

J BLE_p2pServer_ota

J BLE_Proximity

J, BLE_TransparentMode

Cube Tools

 FreeRTOS_Mail

J FreeRTOS_MPU

, FreeRTO5_Mutexes

) FreeRTOS_Queues

, FreeRTOS5_Semaphore

J FreeRTOS_SemaphoreFromlISR
, FreeRTOS5_ Signal

| FreeRTOS SignalFromlIsR

, FreeRTO5_ThreadCreation

; FreeRTOS_Timers

) CDC_Standalone
, DFU _Standalone
, HID _Standalone
) M5C_Standalone

, Mac_ 80215 4 _FFD
, Mac_802_15 4 _RFD




CubeWB firmware

Core folder contains application-related source code

[ —|
BLE » BLE HeartRate » Core » Src BELE » ELE_HeartRate » Core » Inc

./ Binary
o Core —— Mew folder Mew folder
-~
.. EWARM ' Mame Mame
. MDE-ARM
| app_entry.c || app_common.h
i STMEE_WPAN = hw_lpm.c = app_cgnf.h
L SW4STM32 | hw_timerserver.c | app_entry.h
. | hw_uart.c
|| .extSettings _ | hw_conf.h
_ & main.c | main.h
m BLE_HeartRate.ioc | stm32whxc_hal_msp.c stm32whio_hal_conf.h
| readme.bdt & stm32whnoc_it.c || stm32whioc_it.h
| Jee e e TR i e || utilities_conf.h

Lys
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CubeWB firmware

Different stacks required for different application types

5TM32Cube_FW_WE_V1.0.0 » Projects » NUCLEO-WEBS5 Nucleo » Applications »

swith = Mew folder
' Name . Date modified Type
BLE projects > | BLE 2/19/20199:56 AM  File folder
. . > fal:Ts : :
BLE + Thread Static Concurrent mode project +/ BLE Thread S R ]
)i FatFs 2/19/20199:56 AM  File folder
_ l FreeRTOS 2/19/20199:56 AM  File folder
Open MAC project > || Mac 802,15 4 2/19/20199:56 AM  File folder
Thread projects > | Thread 2/19/20199:56 AM  File folder
l USB_Device 2/19/20199:56 AM  File folder

r Zigbee 3.0 coming soon!
> /4
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CubeWB firmware

Encrypted radio stack binaries here HTML file details update procedure

Update History

Release Notes for

Repository » STM32Cube FW WB V1.00 » Projects » STM32WE_Copro_Wireless_Binaries STM32WB Copro Wireless Binaries

V1.0.0 / 06-February-201%

Main Changes

. Copyright © 2019 STMicroelectronics

Lys

First release

First official release.

i Share with « Mew folder N Binary Install Address and version : Provides Install address for the targeted binary to be used in "STEP 4" of flash procedure.

life.augmented Wireless Processor Binary Install address Version Date
- stm32ub5x_BLE Stack_fubin 0x080CB00D V100 02/06/2019
< Mame Date modified _L*? Size License stm32wbSx BLE HClLayer fw.bin 0x080CD000 vL00 02/06/2019
— tm32wbsx_Thread_FTD_fiv.bin 0x0809F000 VL0 02/06/2019
This software component is licensed by ST under Ultimate Liberty license |stm32wbSx_Thread_MTD_fwbin 0x080B5000 vL0.0 02/06/2018
‘ a SLAD044, the "License™ stm32wbsx_BLE_Thread_fw.bin 0x08079000 VL0 02/06/2019

'3 . i
G RE'EE SE NDtES.html 2-19-2019 9.56 .-'l.M ChrD me HTML Dl:l... ? KB Stm32wbS¥_Mac_802_15_4_fw.bin 0 V100 02/06/2019
— You may not use this file except in compliance with the License. ‘

stm32ub5x_rfmonitor_phy802_15_4_fibin _0x080EA000 vL0.0 02/06/2018

|| stm32wh5x_BLE_HCILayer_fw.bin

|| stm32whb5x BLE Stack_fw.bin

|| str32wh5x_BLE_Thread_fw.bin

|| strn32wh5x_Mac_B802_15 4 _fw.bin

|| stm32whb5Sx_rfmonitor_phy802_15_4_fw.bin
|| str32wh5x_Thread_FTD_fw.bin

| || strm32whb5x_Thread_MTD_fw.bin

m

2/19/2019 9:56 AM
2/19/2019 9:56 AM
2/19/2019 9:56 AM
2/19/2019 9:56 AM
2/19/2019 9:56 AM
2/19/2019 9:56 AM
2/19/2019 9:56 AM

FTE Binary Export ...
FTE Binary Export ...
FTE Binary Export ...
FTE Binary Export ...
FTE Binary Export ...
FTE Binary Export ...
FTE Binary Export ...

S0 KB
154 KB
451 KB

S0 KB

30 KB
330 KB
243 KB

You may obtain a copy of the License at: SLA0D44

Purpose
This release covers the delivery of STM32WB Coprocessor binaries.
Here is the list of the supported binaries:

* stm32wb5x_BLE Stack_fw.bin

© Full BLE Stack 5.0 certified : Link Layer, HCL, L2CAP, ATT, SM, GAP

and GATT database
© BT SIG Certification listing : Declaration ID D042164

* stm32wb3x_BLE_HClLayer_fw.bin

© HCI Layer only mode 5.0 certified ; Link Layer, HCT
o BT 3IG Certification listing : Declaration ID D042213

 stm32wbSx_Thread FTD_fwbin

© Full Thread Device certified v1.1
© To be used for Leader / Router / End Device Thread role (full
features excepting Border Router)

For complete documentation on STM32WBxx, visit: [www.st.com/stm32wb]

Nucleo & Dongle boards come preloaded with the BLE stack

Lys
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Bonus Cube Tool!

STM32CubeMonitor-Power

$70

I3 STM32CubeMonitor-Power - v1.0.0 s[@=

s @ ‘
CubeMonitor-Power YI i g
STM32L4 X-NUCLEO-LPMO1A firmware version|
v

X-NUCLEO-LPMO1A @)

< f o

Lys
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CubelDE & Atollic TrueSTUDIO

STM320ube| D E é Print . Save to MyST  [EE8 Share via Emai
Integrated Development Envircnment for SThM32

B Download databrief

wnt3® 2

Get Software

Free feature-rich IDE
For STM32 developers only

Overview Tools & Software Resources

STM32CubelDE is an all-in-one multi-OS development tool, which is part of the STM32Cube software
ecosystenm.

True STUDIO®for STM32

C}TI\/J\_% ZCthPIDE '1 U @ STM32CubelDE is an advanced C/C++ development
= platform with IP configuration, code generation, code
All—ln—one STM32 developmenf TOO' compilation, and debug features for STM32
microcontrollers. It is based on the ECLIPSE™/CDT
framework and GCC toolchain for the development, and
GDE for the debugging. It allows the integration of the
hundreds of existing plugins that complete the features
of the ECLIPSE™ IDE.
STM32CubelDE integrates all STM32CubeMX
functionalities to offer all-in-one tool experience and
save installation and development time. After the selection of an empty STM32 MCU or preconfigured microcontroller
from the selection of a board, the project is created and initialization code generated. At any time during the
development, the user can return to the initialization and configuration of the IPs or middleware and regenerate the
initialization code with no impact on the user code.
STM32Cubel DE includes build and stack analyzers that provide the user with useful information about project status and
memary requirements.
STM32CubelDE also includes standard and advanced debugging features including views of CPLU core registers,
memeories, and peripheral registers, as well as live variable watch, Serial Wire Viewer interface, or fault analyzer.

TrueSTUDIOK, STM32

+
st

CubeMX

- stz * B

Gubell

) /4
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Iterative Design Process

- 40
onfigure Code & Debug

[ STM32CubeMX go estioe STM320081RSTe STW3200818-EVAL =@
Q . |
File Window Help X n oY x Ly |
@ bie_thread_stusc - AR Ermbedded Workbench I0F - Arm 8302 ) - L) il
T 6l W e Al T e
X @0uoc
 Pinout el — =
o
System Core
Analog
Timers .
@ @openese s
B charaat st
& B chomeLmontc
o 0w swpensone
Nultimedia - e
o nom
Socurty i
2 e Bmesans
18 0 v rentc
Computing e B dhcpt_sarver
Fenange —
e Dance
Mddeware 5 Biemee
e Qinsonces
vax
L o 2 - s e
- | o
STM32CubeMonitor-RF Setings Device  Help oy x 4L/
[ STM32CubeMoniter-Pawer - vLO3 =B B

AACI Commands

s @

Cubel

Beacon RF Tests

Scripts Advertising Acllog [ /] Updste [/] Autoscroll RESET LOG
No Time Type

0 1625143, HCLREAD_LOCAL VERSION_INFORMATL
command Q) [V seectatl [ 401 [VHoiest [(Zbat [Joap  [VoaTr [Vtacap | 1162514428 Command Compiete

3 162514483 Command Complete \

HCI_DISCONNECT
HCI_READ_REMOTE VERSION_INFORMATION
L SET_EVENT_MASK

HCIRESET
HCI_READ_TRANSMIT_POWER LEVEL

z
g
g
B
8
E
g
H
g
i
H

EAD_BUFFER_SIZE
\ HOI_LE_READ_LOCAL_SUPPORTED_FEATURE

" HCI_LE_SET_RANDOM_ADDRESS

. it || HOLLE_SET ADVERTISING_PARAMETERS
HOI_LE_READ_ADVERTISING_CHANNEL_TX_POWER
HCI_LE_SET_ADVERTISING_DATA
HCILLE_SET_SCAN_RESPONSE_DATA
HOI_LE_SET_ADVERTISE_ENABLE

Command Parameters Details

X:) [ y——
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Nucleo

2.4GHz PCB antenna

prm——=
Ayy

Snlle L HOQQ9 Q|
C - . 3 m_:"

oo OE

BT o " OO

=

STM32WB55RGV6

(VQFPN68)

VLV IV SV I

ol kil ol ol i i L

e, W VW, W VR, VS,

-
S

v,
L 4
_

&
rwy

Arduino & Morpho

ST-Link/V2-1

Headers

L W, W e e, T
.

Buttons & LED’s
KYI
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ST-LINK

User USB FS Device

We will use this one!

Lys
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Nucleo




Hands-On

Out-of-the-Box




Hands-On: Out-of-the-Box

GATT Server GATT Client

! T-Mobile CZ = 1:66 % 50%mm |
w £ Devices m
Device Server 1

j .’) 0 [dBm]

f.\ Button pressed: 01:56:34

Notification

A 4

a

Write command

Click on the image to change the led status

7 \

= //
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Hands-On: Out-of-the-Box

» Power Nucleo board

* Launch ST BLE Sensor app

* What happenS') @ P2PSRV1
80:E1:26:00:9D:CB

@ P2PSRV1
80:E1:26:00:A8:B7

@ P2PSRV1
80:E1:26:00:AF:2F

life.augmented




 Launch LightBlue Explorer app

* We can filter by RSSI to find our device (on iOS)

Lys

life.augmented

=

LightBlue® Explorer

./ PunchThrough

Enjoying LightBlue® Explorer?
Learn about our insights into BLE

il Verizon = 2:35 PM 7 18% )

Sort LightBlue | Explorer Filter

Peripherals Nearby

Al P2PSRVT

-40 No services

Al P2PSRV1

SUBSCRIBE  DISMISS

4
49dBm

P2PSRV1
80126006856

P2P
80E1.

P2PSRV1

sadim  80F126:0099:6F

Unnamed

9dBm  44.EC58E843FT

Unnamed
52AFBC7C5892

Unnamed

76d8m  7C28.C5:11:15CA

Unnamed
4EATE6D5TAES
Unnamed
SFF638FD6083

Unnamed
63:02:38:0E:03:80

Unnamed
" 8

C:B590.6B0F.C6

Unnamed
88EQFESDDIIG

Unnamed

o5dBm  15.C6:£0.9206A1

34dBm

Unnamed
dBm  DCA9:04:858!

Unnamed
32FA61.CF 7020

-6 No services

Al P2PSRV1

-47 No services

Virtual Peripherals

@ Create Virtual Peripheral

Note that either the “Device

Name” or the “Local Name”
may show up on the iOS
LightBlue App.

inf Log

Hands-On: Out-of-the-Box

wil Verizon =

¢ Back

ERIPHERALS
Fily by RSS!

Minimum RSSI: -45 dB (4 bars)

Inftp @

D

Log
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Write new value — 101 hex
Did the LED come on?

100 hex to turn it off

bl Verizon = 4:11PM

{ Back Peripheral

STM32WB

UUID: 8E99CABA-AEEF-6BBF-ASBA-C673A34C7F5A

Connected

ADVERTISEMENT DATA Show

UUID: O000OFE40-
CC7A-482A-984A-7F2EDS5B3ES8F

OxOO0OFE41-8E22-4541-9DAC-21EDAEB2ED19
Properties: Read Write Without Response

OxOO00FE42-8E22-4541-9DAC-21EDAEB2ED19
Properties: Notify

Inftp @ Log

Click on the “Ox0000FE41-" characteristic

bl Verizon =

4:11 PM

7 80% ()4

< STM32WB 0x0000FE41-8E22-45... Hex

STM32WB

OxO000FE41-8E22-4541...

UUID: D000FE41-8E22-4541-9D4C-21EDAES2ED19

Connected

READ VALUES

Read again

(i) Cloud Connect

00000

16:11:10.128

WRITTEN VALUES

Write new value
DESCRIPTORS

PROPERTIES

ni®

®

Log

Hands-On: Out-of-the-Box

ull Verizon &

¢ Back

— 10

N > O

4:11PM

Edit Value

Hex

O N O 00 o m

w o O O mm




* Click on the “Ox0000FE41-" characteristic
» Write new value — 101 hex

* Did the LED come on?

* 100 hex to turn it off

DEVICE INFORMATION

Device Address
BO:E126:00:67:76

GATT SERVICES & CHARACTERISTICS

Generic Attribute

Service Changed

Generic Access

\ i Device Name 3
Appeatance .

0000fe40-cc7a-482a-984a-7f2ed5h3e58F .

“ 0000fe41-e22-4541-9c46-2 edand2ed19 4

0000fe42-8e22-4541-0d4c-2 1 edaed2ed19

Select a characteristic to explore

0000fe41-Be22-4541-9d4c-2 edaedledl 9

0000fedZ-Bel2-4541-9d4c-2 1 edaeded9

Lys
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Hands-On: Out-of-the-Box

FIEIS

<  P2PSRV1

PROPERTIES

Device Address
BOE1 26006776

Service UUID
D000fe40-co7a-482a-984a712ed5hIesnf

Characteristic UUID
0000fed1-Be27-4541-9d4c:2  edaeBzed13

Readable
Ableta be read from

v

- Writable
Ableta be written 1o

Supports notifications/indications

Ablet be subscribed to for notifications lans on changes ta the characteristic

READ/INDICATED VALUES

READ AGAIN

Mo value read recently

Tag on one of the buttans above — If avallable — to begin
WRITTEN VALUES
oo

Wed Apr 17 16:00:20 COT 2019

NESCRIPTORS

crl @ 8 English (US) q [




Your Magic number!
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Hands-On

CubeMX

life.augmented

" [ STM32CubeMX Untited: STM32WESSRGVx P-NUCLEO-WBS5 Nucleo

ol

STM:
CubeMX

Pinout & Configuration
ptions [KSY| M|
System Core >
Analog >
Timers >
Connectivity >
Multimedia >
Security >
Computing >
Middleware >

File Window

Additional Sofwares

Nucleo Untitled - Pinout & Configuration

Clock Configuration

Heb © Hoy x &y
GENERATE CODE
Project Manager Tools

Pinout

ystem view

STM32WBSSRGVX
VFQFPNGS




Launch CubeMX

m STM32CubeMX Untitled: STM32WES5RGVx P-NUCLEO-WB55-Nucleo

sz @ File Window Help ‘” n oYy 9'{ KYI

CubeMX

- P-NUCLEO-WBS5-MNucleo Untitled - Pinout & Configuration GENERATE CODE

I
| Existing Projects New Project Manage software installations

STM32WBESRGVx

Recent Opened Projects

Check for STM32CubeMX and embedd. ..
| need to :
WB_Test1 ioc

CHECK FOR UPDATES
Last modified date - 02/04/2019 10-23:30 Start My project from MCU

ACCESS TO MCU SELECTOR Install or remove embedded software p...

INSTALL / REMOWE

F401_CDC_Test.ioc
Last modified date - 11/03/2019 15:16:45

Start My project from STBoard

USB_CDC_Test.ioc
Last modified date - 11/03/2019 15:28-09

ACCESS TO BOARD SELECTOR
CubeMX51_test2 ioc Start My project from Cross S... for Industrial and loT applications

Last modified dafe : 26/02/2019 16:36:19 G

OpenSTLirux

ACCESS TO CROSS SELECTOR

CubeMX5Test1 ioc
. Last modified date - 21/02/2019 16:05:32

Ly |

life.augmented

Other Projects ﬁ

Lys
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Launch CubeMX & Start project from Board Selector

m STM32CubeMX Untitled: STM32WES5RGVx P-NUCLEO-WB55-Nucleo

o= ™=

Ay
smat O : .
CubeMX File Window Help

STM32WBEERGYx - P-NUCLEO-WBS5-MNucleo Untitled - Pinout & Configuration

Existing Projects New Project

Recent Opened Projects
| need to :

WB_Test1 ioc
Last modified date - 02/04/2019 10:23:30 Start My project from MCU

F401_CDC_Test ioc ACCESS TO MCU SELECTOR

Last modified date - 11/03/2019 15:16:45

USB_CDC_Test.ioc
Last modified date - 11/03/2019 15:28-09

ACCESS TO BOARD SELECTOR

CubeMX51_test? ioc

Last modified dafe : 26/02/2019 16:36:19
ACCESS TO CROSS SELECTOR

CubeMX5Test1 ioc
| Last modified date : 21/02/2019 16:05:32

Other Projects E‘f

Startviy project rom STooard

Start-lay project from Cross 5...

© oy x Ly

Manage software installations

Check for STM32CubeMX and embedd. ..

CHECK FOR UPDATES

Install or remove embedded software p. ..

INSTALL / REMOWE

for Industrial and loT applications

STM32MP1 Deon,

-
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MCU Selector |[SHaardSElEEtar

Filter by STM32WB and double-click on the Nucleo board!

-Board Filters
R =

Part Mumber Search

)

Features

Large Picture

Docs & Resources

Datasheest

Buy

Start Project

Q|

Vendor

Type
MCU Series

Check/Uncheck All
[ STM32F0
[ STM32F1
[ STM32F2
[ sTM32F3
[ STM32F4
[ STM32F7
[ 5TM32G0
[ STM32HT
[J STM32L0
[ 8TM32L1
[ sTM32L4
[ STM32L4+

] STM3ZMP1

Other

Price = 0.0
@

Neural Networks on STM32 MCUs
simple, fast, optimized

BoardsW

Oscillator Freq. =0 (MHz)
L

. 2 items

lF-MNUCLEO-WB5S5

P-NUCLEO-WB55

Part o

-... NucleoB4

... Nucleo USB Don...

Marketing Status

Unit Price (US5)

0.0

0.0

Mounted Device

STM3I2WBSSRGYxX

STM32WBSSCGUE

it Conte._ [included in ]




P-NUCLEO-WB55 Board Project

0 Initialize all peripherals with their default Mode ?

[ STM32CubeMX Untitied: STM32WB5SRGVx P-NUCLEO-WBS5.Nucleo | E ]

l ] . : \
YeS S&IEEMX File Window Help 19) n [ » ] , k ‘1’

Pinout & Configuration Clock Configuration Project Manager

Additional Softwares v Pinout

Q : {0 Pinout view == System view

; ;
System Core > B
33
i , 85
- %5 @
Analog > e § 2§y
Timers > ol
ROC_OSCR N
Connectivity > rec s our
Multimedia >
Security >
STM32WB55RGV. B
: 2 x L2 (G L
Sompng VFQFPN68
Middleware > e

10 G Ul

3
i
a

JO,
[ W}
B
L
<

Ly B

life.augmented o ——




P-NUCLEO-WB55 Board Project

* Name your project
* Recommended Project location: C\STM32WB_Workshop\

« Use EWARM V8 toolchain

m STM32CubeMX Untitled*: STM32WE55RGVx

.
|| STM32 ﬁ i i

ChbSMX File Window Help |
STM32WBSERGVx GENERATE CODE |
l Pinout & Configuration Clock Configuration Project Manager

¢Project Settings

_Diajactliame
( WB Testt ) |
_——
-~ )
C:\STM32WB_Workshog] ) | Browse |
—— —

Application Structure

|Elasic ~ | [ Do not generate the main()

Toolchain Folder Location
|C:\STM32WEI_Worksh op\WB_Test\

EwARMVE ) v| O

—

Code Generator

cLinker Settings

Minimum Heap Size 0x200
Minimum Stack Size %400

Advanced Settings

” [ [ Sees [  lines ]  Mw |  Pakage |  Required Peripherals
STM32WB STM3I2WBx5 STM32WBS5CCUx UFQFPM48 MNone A

life.augmented I————————————————— .
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P-NUCLEO-WB55 Board Project

GENERATE CODE

e
sz - - 9.2- £
CubaliX File Window Help -F > , ,l
Untitled - Project Manager

Pinout & Configuration Clock Configuration Project Manager | Tools

55 Mucleo

GENERATE CODE

¢Project Settings
Project Mame

[WB_Test1] |

Project Location
[C:\Wsers\alec bath\Documents\STProjects\STM32wB\Cubehix-wi' [ IEEIEN

Project

Application Structure

|Elasic ~ | [ Do not generate the main()

Toolchain Folder Location
|C:‘LUSers‘LaIec bath\Documents\ST\Projects\STM32WEB\Cube MX-WBWEB_Test1\

Toolchain / IDE
|EWARM V38 w | [ Generate Under Root

¢Linker Settings

Minimum Heap Size 0200
Minimum Stack Size 0400

Advance

«Mcu and Firmware Package

Mcu Reference
[sTM32WB55RGVX |

Firmware Package Name and Version
[STM32Cube FW_WB V1.0.0 |

Use Default Firmware Location

| Browse

Lys
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P-NUCLEO-WB55 Board Project

* Open Project

Seftings

+Lin

1 IUjTLL LusaLnun

|C:HUsers‘taIec bath\Documents\ST\Projects\STM32WB\CubeMX-WB

Application Structure

|Elasic: [ Do not generate the main()

m Code Generation g

M. & W Wy S

0 The Code is successfully generated under C:/Users/alec bath/Documents/ST/Projects/STM32WB/CubeMX-WBAWB_Test1

Cpen Fold Close

Minimum Heap Size 0200
Minimum Stack Size 0x400

~Mecu and Firmware Package

Mecu Reference
STM3IZWBAARGV®




P-NUCLEO-WB55 Board Project

- Expand the User file tree and Open main.c

* Enable line numbers in IAR (Tools > Options > Editor > Show line numbers)

) /4

life.augmented

© Project - [AR Embedded Workbench IDE - Arm 8323

o | B |t

File Edit View Project ST-Link Tools Window Help

chnR@EXREDCc Q%D ORI RS =000 8]

Tue Mar 05, 2019 11:41:12: JAR Embedded Waorkbench 8.32.3 (C\Program Files (xBE)JAR Systems\Embedded Warkbench 8 Zarmbinyarmproc.dll)

| < .

‘Waorkspace v 0 X |main-{ xl -
WB_Testl v fu|,
64 |
AISS B 65  /* USER CODE END 0 */
B @WB_Testl -WB_Testl + &6 I
= 6 Application =
i = [ ] &8 * Epbrief The application entry point. I
ZH W User 69 # @retval int
| 70 L %
- 71 int main(veoid) —
- . 720 { L
& Drivers . 73 /# USER CODE BEGIN 1 #/ 3
B Output o
HI 75 /* USER CODE END 1 */
78
77 /% MCU Configurati =/
78
79 /* Reset of all peripherals, Initializes the Flash interface and the Systick. */
80 HAL Init()s
58
g2 /* USER CODE BEGIN Init */
g3
B84 /% USER CODE END Init *#/
H &5
a6 /* Configure the system clock *#/
87 SyatemClock_Config() s
&g
89 /* USER CODE BEGIN SysInit */
a0
91 /* USER CODE END SysInit */
92
a3 /% Initialize all configured peripherals #/
94 MEX_GPIO_Init():
95 MX_USRRT1_UART Init();
H 96 ME_USB_PCD_Init{);:
a7 /* USER CODE BEGIN 2 */
ag
99 /* USER CODE END 2 */
| wB_Test1 < 0 ol
Debug Log - 3 X
Log

[ Build | Debug Log

Ready

In1, Coll

system | CAP NUM OVR EEE




P-NUCLEO-WB55 Board Project

Add some code to while(1) loop:

You can copy/paste the code bits from LED _Blinky Lab.txt file from your Labs folder

101 A* Infinite loop #*/

102 A* USER CODE BEGIN WHILE */

103 while (1)

104 0 |

105

106 HAL GPIO TogglePin(GPIOB, GPIO PIN 5);
107 HATL. Delay (100} ;

108 HAL GPIC TogglePin(GPICB, GPIC PIN 0);
109 HAl. Delay(100);

110 HAL GPIC TogglePin(GPICB, GPIC PIN 1);
111 HAL Delay(100);:

112

113 J* USER CODE END WHILE #/

114

Lys
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P-NUCLEO-WB55 Board Project
| 60

Build the project Check for errors

| Build

hMessages

|
© m r'
EI . - “ u - - - DB - Building configuration: WEB_Testl -\WEB_Test]

Updating build tree..,

. FRAIn.C
@ Make (F7) Linking
WwB_Testl.out
Make the active project (build files as Converting

needed] Tatal number of errars: 0

Tatal nurmber of warnings: 0

Lys
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P-NUCLEO-WB55 Board Project

Download & Debug (attach your board) ©

Lys
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\

|
- © mm

L

L

D Download and Debug (Ctrl+D)

Download the application and start
the debugger




P-NUCLEO-WB55 Board Project

GO!

000003 @D 2 N 8
| Siemee bl

» Go (F5)

Run the program in the debugger

Lys
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P-NUCLEO-WB55 Board Project

Enjoy the dancing LED’s! ©

life.augmented



P-NUCLEO-WB55 Board Project

Stop Debugging at the end of each lab and close IAR Embedded Workbench

\

@cl@in3rsidrOa-"iemow:s?l

-

C | ctm3 2whigellece b (DY |
9 Stop Debugging (Ctrl+5Shift+D)

Stop the current debug session
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BLE Protocol Stack layers

| 66
-
ﬁ-
=
@)
M4 domain ——— E
<
\_
Mailbox system t SRAM2 IPCC HSEM
4 BLE peripheral )
. | GAP || GATT
2 o GG
<
MO+ domain = ; 0
a4 I'_I|J Host Control Interface
< |5
Link Layer
Radio domain =) Radio PHY
\_ J

Lys
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Bluetooth Classic (BR/EDR) vs Low Energy (LE)

Comparison of Classic and Low Energy

Classic (BR/EDR)

Low Energy (LE)

100X lower =

Longer range ==

Fast connection (only 3 advertising channels to scan)

Relaxed RF requirements (lower cost silicon / passives)

& Deviation = 160 kHz
* Modindex =0.28....0.35

Application Cell phones, headsets, stereo/audio Smartwatches, sport & fitness, home
streaming, automotive (handsfrea), alectronics, automation, industry,
PCs, etc. healthcare, smartphones, etc.
Voice Yes No
RF band IS Hz 2.4 GHz
Energy consumption Reference 0.5...0.01 times Classic as reference
Coverage 10m P | = 10m
Power 3 classes (max.): max. + 20 dBm
*  +20dBm . .
e +4dBm four informative classes
s (0dBm
Connection Inguiry Advertising
Yes, always hopping Connection only if necessary, then
hopping
Connection setup 100 ms &6 ms
RF channels 79 with 1 MHz spacing 40 with 2 MHz spacing
* 3 advertising
=) e 37data (+ secondary advertis-
ing)
Modulation GFSK GFSK
s BT=05 s BT=05

& Deviation = 250 kHz or 500 kHz
* Modindex =045...0.55
*  Stab Mod index = 0.495...0.505

Lys

m4-DAPSK

8DPSK
Gross data rate 1...3 Mbit/s 1...2 Mbit/s
Application data rate 0.7...2.1 Mbit/s 0.2...0.6 Mbit/s

life.augmented




PHY

Strategically placed advertising channels

Remaining 37 channels are data channels

<
p=
®)
=
o
<

N [Csramz_ [ ipcc]

BLE peripheral )

Link Layer

1P

chze T
ARM CMO+ )
BLE STACK

CH35
CH39
(

CH37
CHO

CH1

CH2

CH3

CH4

CH5

CH6

CH7

CH8

CH9

CH10
CH38
CH11
CH12
CH13
CH14
CH15
CH16
CH17
CH18
CH19
CH20
CH21
CH22
CH23
CHz24
CH25
CH26
CH27
CH28
CH29
CH30
CH31
CH32

2.4GHz Ban

</p> <p> BLE Classic

BLE ER EDR
Modulation GFSK 0.45 10 0.55 GF5K 0.28 t0 0.35 DQPSK / 8DSPK
Data Rate 1Mbit/s 1 Mbit/s 2 and 3 Mbit/s

"’ Channels 40 79 79

life.augmented Spacing 2MHz TMHz -</p> <p>
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CRC generation

whitening

v

RF Interface

CRC checking

dewhitening

.

<
=
o
=
o
<

PHY

| sram2 || ipcc |

\

ARM CMO+
BLE STACK

7

BLE peripheral

GAP
ATT

L2CAP

Host Control Interface

Link Layer

Radio PHY
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k Layer (LL)

Radio control

Defines packet structure
One or more state machines
Link-layer-level encryption (via Security Manager)

Link Layer / HCI / L2ZCAP

ARM CM4

| sram2 || ipcc |

\

.

ARM CMO+
BLE STACK

\

BLE peripheral

GAP
ATT

L2CAP

Host Control Interface
Link Layer

I Radio PHY I

J/




« Host Control Interface (HCI)

» Bridge between Radio Domain and MO+ Domain

Lys
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Link Layer / HCI / L2ZCAP

ARM CM4

| sram2 || ipcc |
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STACK

ARM CMO+
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BLE peripheral

GAP
ATT

I Radio PHY I
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Link Layer / HCI / L2ZCAP

ARM CM4

| sram2 || ipcc |

\

\

BLE peripheral
&

Host Control Interface
Link Layer

I Radio PHY I

ARM CMO+

« L2CAP (Logical Link Control and Adaptation Protocol)

« Multiplex packets from higher-level protocols (ATT / SMP) \.
« Handles segmentation and reassembly of packets
* Quality of Service (QoS)

J/
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Link Layer State Machine

« Standby state: Sleep, Stop, Standby

- h
< \

=
@)
=
< Advertising Standby

— _———

[Csravz [ ipce ]
4 . N\
BLE peripheral '|| |
+
Sl N Z
; e L2CAP — <«
x = Slave Role Master Role
- Figure 1.1: State diagram of the Link Layer state machine
” \ I Radio PHY I y
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« Advertising is the key to initiating all BLE communications!

Lys
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ARM CM4

J

N e————————

[Csravz [ ipce ]

\

ARM CMO+
BLE STACK

\.

\

BLE peripheral

GAP
ATT

I Radio PHY I

Link Layer State Machine

N

Advertising

4

Slave Rol :

Master Role

-

J

Figure 1.1: State diagram of the Link Layer state machine




Link Layer State Machine

* An Initiator and Advertiser negotiate a Connection

J

~ /

Advertising

ARM CM4

-
[Csravz [ ipce ]

\

BLE peripheral A
GAP
AT N /

Slave Role Master Role

. <
" ’ [ Radio PHY | Figure 1.1 State diagram of the Link Layer state machine
\. J
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 |n a Connection
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The Link-Layer Master is also the GAP Central
The Link-Layer Slave is also the GAP Peripheral

J

ARM CM4

-
[Csravz [ ipce ]

\

\

BLE peripheral

\ I Radio PHY I y

GAP
ATT

ARM CMO+
BLE STACK

Link Layer State Machine

e - .
| \ |
| |

/

\ Y,

- - -

Slave Rol Master Role

Figure 1.1: State diagram of the Link Layer state machine




Discovery: Advertising & Scanning

omS 25mS 50mS 75mS 100mS 125mS
Scanning: Ch 37 Scanning: Ch 38 Scanning: Ch 39 s:...n..\.‘

¥ '
00 —@
Advertiser T
omsS 20mS 40mS 60mS 80mS 100mS  120mS 140mS

I I I

Discovery Events

Advertiser Settings:
» Advertising Interval: 20mS

Advertising on Ch 37; mmm .

Advertising on Ch 38: ne—— Scanner Settings:

Advertising on Ch 39: n—— * Scan In'FervaI. 50mS
* Scan Window: 25mS

Lys
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GAP (Generic Access Profile)

Roles and Modes

« Advertising Mode

*‘Winter Cold™

J

ARM CM4

—_
| sram2 || ipcc |

(- BLE peripheral A
Broadcaster Observer

+ B
Sends advertising events Receives advertising events g (@)
Can include characteristics and service data Listens for characteristics and service data O ,f
Doesn't need receiver Doesn't need transmitter s 0

Can be discoverable if it does have receiver Can discover devices if it does have transmitter o ﬂ Host Control Interface
< |4

Link Layer
I Radio PHY I

[')
. - \ J
Advertising|« » Initiating

life.augmented




GAP (Generic Access Profile)

Roles and Modes ———
N Ve 7

Cardio / Enduranc:

1

Fitneas / Fat bumn \“

o
L] : Waem Up / Cool Down

« Connected Mode

J

PoRAR
3 Bluetooth

ARM CM4

e
[Csramz_ [ ipcc ]

Peripheral Central
4 . )
Has transmitter and receiver Has transmitter and receiver BLE peripheral
Always slave Always master
Connectable advertising Never advertises D GATT |

ATT SM

L2CAP
Host Control Interface
Link Layer

< > I Radio PHY I
. \

ARM CMO+
BLE STACK

Y ¥
.< b.‘ b b.

&7 ® "

life.augmented
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GAP Central is also a “GATT Client”

life.augmented

<
=
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=
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<

GATT (Generic Attribute Profile)

| sram2 || ircc |

\

ARM CMO+
BLE STACK

\.

\

BLE peripheral

L2CAP

Host Control Interface
Link Layer

I Radio PHY I

STM32 ™
WB




GATT (Generic Attribute Profile)

GAP Peripheral” is also a “GATT Server”

<
=
O
=
nd
<

PoRAR
3 Bluetooth

| sram2 || ircc |

\

\

BLE peripheral

L2CAP

Host Control Interface
Link Layer

‘ [ Rragorny ]
” h STM32

life.augmented
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GATT (Generic Attribute Profile)

GAP Central is also a “GATT Client”

GAP Peripheral” is also a “GATT Server”

» Central queries the Services available
» Peripheral Services and Characteristics are exposed via its’ GATT database

What is my heartrate?

147 bpm
< D 3
@)
z
| >0 <
What is your Mfr ID?
> | sram2 || ircc |
- Polar (" BLE peripheral )
GATT

L2CAP

Host Control Interface
Link Layer

I Radio PHY I

BLE STACK

ARM CMO+

\.

fo STM32 ™
life.augmented WB



GATT:. Profiles, Services, Characteristics & Descriptors

11:28 AM 3 ED \

il ATET % . Service
st Heart Rate Service
Monitoring Heartbeat .-)-m;';-‘?
79
Time in Zone \\ ¢ Chal’acterlstlc
180 AN 1Y |
il Redline \.\\- Heart Rate Service : Heart Rate Measurement
roaTme: 1, D ~d Characteristic
31:47.8 (I Device Information “~\\ Body Sensor Location
Fat Buming Service \\\ . .-
108 SQ Characteristic
Easy Heart Rate Control Point
Establish Link e Link Layer Master ] —— ( Link Layer Slave J Advertises Capabilities
Initiates Connection  ———p- GAP Central ] G— ( GAP Peripheral J Accepts Connection
: -—
Wants Data  s——p [ GATT Client ] — ( GATT Server J Has Data
: — :
Scans Services = | | Heart Rate Collector Role | — |__Heart Rate Sensor Profile | Exposes Services

(& J (& J

Lys
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/_

GAP Central

GATT Client

GAP Peripheral

GATT Server

Heart Rate Sensor

Heart Rate Service

Device Information Service

~

SIG-defined profiles




Bluetooth SIG

®
9 Bluetooth Help & Support Join the SIG

TECHNOLOGY MARKETS DEVELOP WITH BLUETOOTH SPECIFICATIONS RESOURCES

IR

All signs point to bl

Introducing Blu ‘oo,th'direction finding

Read More b

..................

"l www.bluetooth.com
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GATT Glucose Profile

E
GLP Profile defines two roles: Collector & Glucose Sensor

< g (U SEET Flags (8-bit)
Attribute protocol (ATT) | (Glucose profile)

GATT Client

Glucose Measurement
Characteristic

mmg Sequence # (16-bit)

Operations:

Read . SRIBROREAS mmd Carbohydrate ID (8-bit) .
Write GAP service Descriptor
Indicate I flpr 00l mma Carbohydrate (float) Unit — kg
Notify UUID: 0x2702
Glucose Meas. Context Meal (8-bit)

Device Information

service
UUID: 0x180A

Glucose service
UUID: 0x1808

Mobility Solutions

Characteristic
UUID: 0x2A34 Tester (nibble)

H

Glucose Feature

— Characteristic
UUID: 0x2A51

Collector Glucose Sensor

Glucose Service
Device Information
Service

Lys

* D — * BG
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GATT Database details — Handles, UUID’s & Values

Once the GATT Server’s database information is known to the GATT Client, it can reference data via Handles

“Whatis the temperature reported by the Thermometer Service?”

*  “What are the units of temperature used?”

Lys

life.augmented

ATT read command of Handle 0x0104

Handle |UUID  |Description Value
0x0100|0x2800 | Thermometer service definition UUID 0x1816
o UUID 0x2A2B
0x0101 |0x2803 |Characteristic: temperature
Value handle: 0x0102
0x0102 |0x2A2B | Temperature value 20 degrees
0x0104 |0x2A1F |Descriptor: unit Celsius
0x0105 |0x2902 |Client characteristic configuration descriptor | 0x0000
. , UUID 0x2A08
0x0110|0x2803 | Characteristic: date/time
Value handle: 0x0111
0x0111|0x2A08 | Date/Time 1/1/1980 12:00

ATT read command of Handle 0x0102

J

ARM CM4

e
[Csramz_ [ ipcc ]

\

BLE peripheral )

L2CAP

ARM CMO+
BLE STACK

I Radio PHY I

\. J




Attribute protocol details (ATT)

 Access GATT database information on the Server

* QOperations
* Read

. . . Read
»  Write / Write without response
* Indicate / Notify Response
* Four elements Write
+ 16-bit Handle
«  Type of attribute (UUID) ACK
e
* Value
+ Attribute Permissions (Read-only, etc) Write _
Y
C
——
Handle UUID  |Description Value I SRAM2 Il |PCC I
0x0100|0x2800 | Thermometer service definition UUID 0x1816 Indication 4 BLE peripheral N\
0x0107|0x2803 |Characteristic: temperature 3:L2i212?§ 0102 v -> 5 E‘ | GAP | : GATT
¢ ATT ) SM___|
0x0102 | 0x2A2B | Temperature value 20 degrees 5 &

o : Al___l2cap
0x0104 | 0x2A1F | Descriptor: unit Celsius 5 ‘ﬂ Host Control Interface
0x0105|0x2902 | Client characteristic configuration descriptor |0x0000 Notification < )i
0x0110|0x2803 |Ch teristic: date/ti V1D 0x2R08 i

* . aractenstie dateftime Value handle: 0x0111 L |Wl Yy,
0x0111|0x2A08 | Date/Time 1/1/1980 12:00

Lys
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Custom GATT — BLE Drill

« Battery Monitoring Service (BAS)

» Alert Notification Service (ANS)
« Elapsed motor use in minutes
» Unlock the drill via smartphone password

« Add standard Services & Characteristics (16-bit UUID’s from Bluetooth SIG)
» Create custom services (128-bit UUID’s)

Lys

\‘Aﬁ%"‘
life.augmented Greg Hume [CC BY-SA 3.0 (https://creativecommons.org/licenses/by-sa/3.0)], from Wikimedia Commons @




UUID’s: 16-bit or 128-bit

« Universally Unique Identifiers (UUID’s) are simply 128-bit (16-byte) numbers: [ 90
. 10c17863-9471-4427-8d66-82579bf9161a

Format is typically arranged as 4-2-2-2-6 and hexadecimal is assumed

Lys
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UUID’s: 16-bit or 128-bit

 To send packets more efficiently, the Bluetooth SIG has adopted a standard 112-bit UUID base:

. 0000XXXX-0000-1000-8000-00805F9B34FB

Lys
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UUID’s: 16-bit or 128-bit

« With a 16-bit SIG-identified service, characteristic, etc, you can use this short-form

 For example, the Glucose Service in our CGM profileis:

Glucose service

: 00001308-0000-1000-8000-00805F9B34FB SO

Lys
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« Custom services / characteristics / descriptors need a fully defined 128-bit UUID

Online UUID Generator

https://www.uuidgenerator.net/

ab03db97-0ef5-4ff3-8d5c-72df085ce891

« Thereis also a 32-bit UUID specifier option

Ly

augmented



https://www.uuidgenerator.net/

Custom Drill Profile

« Standard Services & Characteristics (16-bit UUID’s)

: Name: Battery Service Name: Battery Level
- Battery service (BAS) UUID: Ox180F ame: BaTiery servies y-eve!
0 e: org.bluetooth.service.battery_service : org. . .
. Battery Level Characteristic: Ox2A19 YP- g Y. Type: org.bluetooth.characteristic.battery_level
Assigned Number: 0x180F Assigned Number: 0x2A19

. Alert Notification Service UUID: 0x1811 ‘pe . .
Alert Notification Control Point Characteristic: 0x2A44 Name: Alert Notification Service
. Unread Alert Status Characteristic : 0x2A45 Type: org.bluetooth.service.alert_notification oo vien
* New Alert Characteristic : 0x2A46 Assigned Number: 0x1811
*  Supported New Alert Category Characteristic: 0x2A47

«  Supported Unread Alert Category Characteristic : 0x2A48 Name: Alert Notification Control Point

Type:
org.bluetooth.characteristic.alert_notification_control_point »

Assigned Number: 0x2A44

« Create custom services (128-bit UUID’s) Name: Supported New Alert Category

Type:
org.bluetooth.characteristic.supported_new_alert_category .

. 10c17863-9471-4427-8d66-82579bf9161a (Motor run time service)
o 5567fa77-721f-4el1la-9875-7ae95ead642d xxx Characteristic Assigned Number: 0x2A47
e 3d78d6f3-7d34-4f89-al4d-ed3cac297438 xxx Characteristic

. 0226b0db-d9a6-49c8-bcel-fccd3a40e6e2 (Unlock service)
e 997e28a5-f05e-4027-89c7-e84cedceb7ec xxx Characteristic
e b3b7d2al-4eeb-4a39-85ef-7ddd7bledabf xxx Characteristic

Lys
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Security Topics

« Connection: GAP Central connected to a GAP Peripheral (Connection interval = 7.5ms to 4 secs)

J

ARM CM4

- J
[Csravz [ ipce ]

\

~

BLE peripheral

GATT
AT M sv |k
L2CAP

I Radio PHY I

\ J

ARM CMO+
BLE STACK

Lys
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Security Topics

« Pairing: Connected devices exchange encryption keys to encrypt the link. There are now paired.

J

ARM CM4

- J
[Csravz [ ipce ]

~

N

BLE peripheral

ATT l sv_ |

I Radio PHY I

\ J

ARM CMO+
BLE STACK

Lys
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Security Topics

J

 Bonding: Paired devices can be bonded — Keys are stored for the next connection.

ARM CM4

- J
[Csravz [ ipce ]

N

~

BLE peripheral

ATT _(
L2CAP

I Radio PHY I

\ J

ARM CMO+
BLE STACK

Lys
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Security Topics
| 98

J

ARM CM4

* Whitelisting: Restrict connections from any other than known devices.
—————
[Csravz [ ipce ]

~

N

BLE peripheral

sl A d_sv N
_ o ) = L2CAP
+ Security modes are deployed after a BLE connection is established o
<C |54

Link Layer

\ I Radio PHY I y

 BLE Link Layer uses AES-128 CCM mode for authenticated encryption

Lys
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Security Manager (SM)

Typical attacks —

* Passive eavesdropping:
« Athird device listens in to the data being exchanged between the two paired devices
 Overcome by AES-CCM encryption

ARM

[Csravz J[ipcc ]
BLE peripheral

|_GATT |
S ATT _{
= L2CAP

Host Control Interface

| Ra_dio PHY |

\

\

ARM CMO+

Eavsdropper

IS7] E———E0
Y/

life.augmented

\. J

e o o




Typical attacks

« MITM

* A malicious device impersonates the other two legitimate devices

Lys
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MITM

Device 3

Dev#3 acts like Dev#2 Devi#3 acts like Dev#l

Dev#1 and Dev#2 think
they use this link

Security Manager (SM)

100

ARM

[Csravz J[ipcc ]
BLE peripheral

2
ATT U
L2CAP

Host Control Interface

| Ra_dio PHY |

\

\

ARM CMO+
BLE STACK
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Security Manager (SM)

101

Typical attacks

ARM

* ldentity tracking Y e |
« Malicious entity associates BLE device address to physically track the user BLE peripheral

* BLE overcomes this is by periodically changing the device address. o ]
Q

= L2CAP

Host Control Interface

N\

N\

ARM CMO+

[—Radioprv ]
’ \ Ra_dIO PHY y
....... ..
......... 5
T ) .. ll:l..l

life.augmented 80:69:CE:DD:2A:54 80:69:CE:DD:2A:54 80:69:CE:DD:2A:54




Security Manager (SM)

102

Pairing Methods

e Just Works™:
. Still vulnerable to MITM attack

[Csravz J[iprcc ]

N\

BLE peripheral

Host Control Interface

| Radio PHY |
\, J

&

Lys
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Security Manager (SM)

103

Pairing Methods

« Qut of Band (OOB) Pairing:
« Keys exchanged over a different wireless technology such as NFC

[Csravz J[iprcc ]

N\

BLE peripheral

Host Control Interface

| Radio PHY |
\, J

&

Lys
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Security Manager (SM)

104

Pairing Methods

[Csravz J[iprcc ]

« Passkey:
* 6-digit number entered on each device

« Assumes keypad capability

N\

BLE peripheral

Host Control Interface

| Radio PHY |
\, J

&

Lys
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Security Manager (SM)

105

Pairing Methods

[Csravz J[iprcc ]

N\

BLE peripheral

L2CAP

Host Control Interface

« Numeric Comparison:
« Similar to Just Works™, but adds a 6-digit confirmation value —
. J

« Additional protection from MITM attacks

ARM CMO+
BLE STACK

Lys
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Link Layer Filtering

106

A “White List” can optionally be used to filter device addresses

» Advertising State - An advertiser shall process connection requests only from devices in the White List
« Scanning State — A scanner shall process advertising packets only from White-Listed devices

» Initiating State - An initiator shall process connectable advertising packets only from White-Listed devices

Lys
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BLE Snhiffer

107

Filter Tabs isolate frames by profile or protocol for quick and convenient
viewing of specific kinds of data.

D Frame Display - Nordic Dev Kitfs

Fle Edit Yiew Formet Filter Bookmerks Options Window Help

& !_-,3 p E aﬁ v v = 2 n D u [ Q] a ‘ Fizer Include each frame where the protocol "ATT* exists »AND where the protocol "LE B8” exists

Frame 332 Lerm25
LEBB
Py
Charval Index 21 - 2443 MHz
Mants Pradefrmd Fltee Coitmna fon BT low enesgy devce: No
Deciypind by Ansheer No
£ vard Shatuz Evmapleng was ok
FDU Lenggh 12
T

Praamble. (555

Total Frames: 33292 Frames Fltered In: 51 Frame @9 Selected: 333; (1 total)

OCoEs8Q0eO D ™

Unfiltered | Configured BT low enecgy devices

- ﬁﬂ f) Summary: ATT

34-2&37

Basepand with Auto-traverse

Baseband |
LE B8 | LE PKT | LE ADV | LE DATA | LE LL | L2CAP | SNP Data |

Bookmask Framelt Aok Opcode Hardle
el Master  Read Request 6
e Save  Read Resporse 7
x5 Master  Faad Reguest 7
x8 Slave  Read Resporas 7
m Master  Fiead Request 8
34 Slave  Fead Resporee 8
k<o) Master  Faad Reguesl E]
0 Slave  Read Resporde 9
& k] Master  Fead Reguest 0
5 Slave  Fasd Respores n
27 Master  Read Request n
0 Slave  Fead Respore 1"
5 Master  Fasd Reguest 2
8 Save  FRead Resporee 2
*7 Mastes  Flead Reguest 13
*9 Masler  Fasd Resporns "
n Master  Bead Request 14
s Slave  Read Resporce "
360 Master  Reasd Reguest 15
I Slave  Fasd Resporss 16
8 Master  Flead Request 16
k] Slave  Pead Resporse 1%
6607 Master  Rosd Regquest Rt
6610 Slave  Read Resporce 1"
7,895 Master  Wiite Command o 1"
2242 Master  Fasd Reguest 1
2245 Save  Aead Resporae 4
275 Mastes  Read Request "

« -

uuD

Chavactesstic

Perpheral Prefensad Connection Pa.
Patpheral Prafensd Connection Pa.
Paipheral Prefensd Connection Pa.
Frimaty Setvice

Gereic Atrbute Profis

Pimay Servece

Glucoe

Charactesstic

Guooss Mesosenant

Glucore Meaurement

Glucore Mesurenent
Cheractusstic Presantation Famal
Chacactesstic Presentation Fomat
Chaactesstic

Battery Lavel

Sahery Lovel

Batiery Level

Charsctesstic

Batley Power Staln

Baery Power State

Batiery Power State

Batlery Lovel

Batiery Level

Batiery Leval

Battery Lavel

Batiery Level

Battery Level

Databxe
eS|
OBEHbLS|
3B
ABEbS)
aSIbLES|
IBEBLS)
QeS|
e i)
IBEBLS)
@S|
A38ShReS|
C0EHbES |
GBS
QaBbES|
OB
&I
AIBRIBES |
COBEDBYS |
BB
DS
COBETHLES|
I0HTHES |
10205555
fo28r5355)
fe28P3055|
136316335
13916935
13=3163%5)

Emot code

8

ARESNREREENRNRERENGR

Decode Pane shows comprehensive layered decoders
of each frame/message with clear, concise descriptions.

panes below.

Summary Pane displays a one line overview of each data
frame/message. Click on any line to reveal detail in mutiple




T ——— Connection request

LE BB | LE PKT | LE ADY

Advertiver Address Bo.. Framelt Chan Tupe AddrTypel Inith/Scand, Add..  Adwh Len Frame
0x53d777E6be00 323 I ADY_IND [rand)  0253d7776Ebe00 17 s} 108
0x53d77766be00 324 eis} ADY_IND [rand)  025347776Ebe00 17 s}
0x53d77766be00 35 el ADY_IND [rand)  025347776Ebe00 17 s}
0x53d77766be00 36 7 ADY_IND [rand)  025347776Ebe00 17 s}
0x53d77766be00 37 el ADY_IND [rand)  025347776Ebe00 17 s}
0x0080f 210084 328 el ADY_IND [pub]  0x0080f2e1008a 33 51

3

37 ADY_IND fpub]  0x0080fee1008a 33 51 5. LEBB:
B 3 COMMECT_IND [rand)] 05 00  [pub)  0x0080fae10 3 2 -~ Header Length: 13

4 il i o
0453477 7660200 7 ADY IND randl  Ds53d7776Gbe00 17 35 et Versor ¢

~RF Channel: 0- 2402 MHz

- Channel Index: 37

- Meets Fredefined Filker Critena for BT low energy devices: Mo
- Receive Status: Received without erors

~ Diecryption Initiated: Mo

Signal Strength: B [medium)
CONNECT_IND PDU --PDU L 36
- Preamble: Dxaa
- Access Address: Dx8e33bedE
- LEPKT:
- Preamble: Oxaa
Access Address: DxfeB3bedh

Preamble Initiator Addr Access Addr to use - CAE. 0221

- LE A0

_aa ] d6 be 89 8e 00 be 66 77.d7 59 | 8a00 €1 fa8000 | 2e 9b 9a af

. - Papload Length: 34
Access Ad d I Advertiser Addr 1 Inlialor Address: 0x59477768be00
L Irit Tupe: Resalvable

- Advertiser Address: 0x0050i21008a

Access Address: Dxaf3a3b2e
- CRC initialization value: Dxee?all
Length OX22:36 bytes transmitwindowSize: 3.75 ms
- ansmitwindowDffset: 1.25 ms

conninterval 30.00 ms
- connSlavelatency: 0

connSupervisionTimeout: 72000 ms

- Channel Map: 000TTTTII00001111111111111111111717

masterSCA: 31 ppm ta 50 ppr
« hoplnerement: 7

Tx Offset Slave Latency Channel Map
CRC Init 0x0001*1.25 = 1.25mS 0x0000 = No ignored events All 37 data channels enabled

\ \ l ‘ CRC

Tx WindowsSize Conn Interval Conn Timeout Hop / Sleep Clk Accuracy

"’ 0x03°1.25 = 3.75m3 0x0018*1.25 = 30mS 0x0048*10 = 900mS
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© © O
=2 2 IS8 X X X 2o
® ® ®
Router
Device

@_. . Smart

Phone

Lys

life.augmented

End Devicel
Server
Client
Client Server
—lp

Server

Client

End Device2

S — — — s S — —

. BLE_beacon

. BLE_cable_replacement
. BLE_health_thermometer
. BLE_heart_rate

. BLE_ota

. BLE_p2p_client

. BLE_p2p_routeur

. BLE_p2p_server

. BLE_transparent_mode

BLE Multi-Role Topology

109




BLE4.0 only but highly detailed

OOOOOOOOOOOO
llllllllllllllllllllllll

BLUETOOTH LOW ENERGY

THE DEVELOPER'S HANDBOOK

ROBIN HEYDON

2012

Lys

life.augmented

Up to 4.1, 5.0 not covered

Getting'

Started with \ \
Bluetooth

Low Energy

Kevin Townsend, Carles Cufi,

Akiba & Robert Davidson

2014

Dig Deeper

Includes 5.0 & Mesh

INTRO TO

BLUETOOTH
LOW ENERGY

THE FASTEST WAY TO LEARN BLE

FEATURING BLUETOOTH 5 AND
AN INTRO TO BLUETOOTH MESH

Noc&ts o

2018

@ 0

O
A é

Mohammad Afaneh
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Dig Deeper
111

GB Bluetooth https://www.bluetooth.com/

Core Specifications

The Bluetooth® Core Specification defines the technology building blocks that dgvelopers use to create the

interoperable devices that make up the thriving Bluetooth ecosystem. The Blugtooth specification is overseen by the

Bluetooth Special Interest Group (SIG) and is regularly updated and enhancgfl by Bluetooth SIG Working Groups to
meet evolving technology and market needs.

Specification Version Status Adoption Date
CS Core Specification 5.0 Active 06 Dec 2016
C55 Core Specification Supplement 7 Active 06 Dec 2016
CSA Core Specification Addendum 6 Active 12 Jul 2017

Lys

life.augmented




&3 Bluetooth’

Waorking Groups

Core Specifications

Mesh Networking Specifications
Traditional Profile Specifications
Protocol Specifications

GATT Specifications

GATT Overview

GATT Characteristics
GATT Declarations

GATT Descriptors

GATT Services

Mesh GATT Services XML

Available Schemas

Errata Service Releases

r’ Qualification Test Requirements

JlﬁE.GUgmeﬁTed Accinnad Mumbare

Dig Deeper
112

https://www.bluetooth.com/specifications/gatt

GATT Specifications

Generic Attributes (GATT) services are collections of characteristics and relationships to other services that encapsulate

the behavior of part of a device.

A GATT profile describes a use case, roles, and general behaviors based on the GATT functionality, enabling extensive

innovation while maintaining full interoperability with other Bluetooth® devices.

The documents in the “Informative document showing changes” column are provided as a courtesy to help readers

identify changes between two versions of a Bluetooth specification. When implementing specifications, use the

adopted versions in the “Adopted Version™ column.

More about GATT

Profile Specification

ANP

ANS

AIOP

AlOS

BAS

| =¥ a5l

Alert Notification Profile

Alert Motification Service

Autornation 1O Profile

Automation 10O Service

Battery Service

Version

Status

Active

Active

Active

Active

Active

Adoption
Date

13 Sep 2011

13 Sep 2011

14 Jul 2015

14 Jul 2015

27 Dec 201

T P Tar |

Informative document showing changes

N/A,

N/A,

N/A,

MN/A

MN/A

BIFA



https://www.bluetooth.com/specifications/gatt

Hands-On

Heart-Rate Monitor

Energy: 20 kJ




Hands-On: HRM example

114

All CubeWB Projects referenced today can be found in the CubeMX Repository folder:

> OSDisk (C:) » Users » » STM32Cube » Repository » STM32Cube FW_WB_V1.0.0 » -|

zlp

y ~ Share with = Mew folder

-

m MName Date modified Type Size
. _htrmiresc 2/19/2019 9:56 AM File folder
. Documentation 2719/2019 9:56 AM File folder
. Drivers 2/19/2019 9:56 AM File folder
i . Middlewares 2719/2019 9:56 AM File folder
. Projects 2/19/2019 %56 AM  File folder
. Utilities 2/19/2019 %:56 AM File folder
| || how_to_program_wireless_stacks.bed 2/19/2019 9:56 AM Text Document 1KE
3 || packagexml 2/19/2019 %56 AM XML Document 1KE
|Z| Readme.md 2/19/2019 %:56 AM MDD File 2 KB
r j| 'E' Release_Motes. html 2719/2019 9:56 AM Chrome HTML Do... 15 KB
/4

life.augmented




Hands-On: HRM example

115

Open the BLE_HeartRate workspace

» STM32Cube_ FW_WB_V1.00 » Projects » NUCLEO-WB55.Nucleo » Applications » BLE » BLE_HeartRate » EWARM »

., BLE_HeartRate
. settings
| 7| BLE_HeartRate.dep
| Z| BLE_HeartRate.ewd
A BELE_HeartRate.ewp
> | @ Project.eww
oal startup_stm32wh550_cmd.s
|| stm32whb5e flash_cmd.ict

Lys
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Hands-On: HRM example
Open app_ble.c

116

Waorkspace 0 X

[ BLE_HeartRate - ]

Files & .
B @ BLE_HeartRate - BLE_HeartRate o
£ W Application
B EWARM
Lo User ) )
W Care (You can change it as you wish, however keep the # of ASCII chars to 5)
Lo i STh32_WPAN
e W App
| app_hkle.c
| dis_app.c
| hrs_app.c
B Target
M Doc
Bl Orivers
B Middlewares
B Output

Change the advertised local name, using your Magic Number!

229  static const char local name[] = | A.D_TYPE_CGHPI.ETE_LGEAL_HM@, TRY, TS, T ,D
230 |_':_| uint® t manuf data[l4] = {

229  static const char local name[] = { AD_TYPE_COMPLETE LOCAL NGE ,'S','T','M','1','2'}: D

Lys
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Build, Program and Launch debugger

1 .E'Eo'-ifn- .-'E@":E'?“:
. Make (F7) ° Download and Debug (Ctrl+D)
Make the active project (build files as Download the application and start
needed] the debugger

Lys
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S Hands-On: HRM example
[BLE_HeartHate - .
Files % . Also change the BLE Device name and the NAME_LENGTH,
o ioanate - BLE fearRate using your Magic Number!
EEWARM
'—EUiSEf 177 /% Private defines ----------—————-————=—-
Lo '_gsmaz_wmw 178 pdefine APPE.LE_GAP_[JEIICE_HM{E._LEHGJ@
- A
| i:l 1_hle.c
-2 B deoenc 630 if (role » 0
_D B Target 631 E [
Egﬁjers 632 const char *nm@mzmlz":
—& & Middlewares 633 El aci gap init{role, 0,
B Cutput — —




Show Advertisement Data

ol Verizon & 2:08 PM < 7% 0

Sort LightBlue | Explorer  Filter

Peripherals Nearby
LIl STM32WB12
-38 1 service

Virtual Peript

@ Create Virtual Peripheral

inid® @ Log

life.augmented

Open your LightBlue Explorer App on iOS

Find your device and tap on it

il Verizon 12:20 PM
< Back Peripheral
STM32WB12
UUID: D9C3ES01-3753-290E-DF7E-2CD2E9F712E8
Connected
ADVERTISEMENT DATA Hide
Yes
Device Is Connectable
STM12
Local Name

<01000000 000080e1 26005363

Manufacturer Data

Heart Rate
Service UUIDs

0

Tx Power Level

Device Information

Manufacturer Name String
STM

Inﬂp @ Log

{ JTM32WB12 Heart Rate Measure...

Hands-On: HRM example

Click on the Heart Rate Measurement and Enable Notifications

il Verizon & 12:21PM 7 96% [0 4

Heart RaMs

UUID: 2A37
Connected

Measurement

NOTIFIED VALUES

Listen for notifications

(i) Cloud Connect

DESCRIPTORS
0

Client Characteristic Configuration

PROPERTIES

Notify

Inﬂp @ Log

Hex

wil Verizon F 12:21PM 7 96% (014

& STM32WB12 Heart Rate Measure... Hex

STM32wB12

Heart Rate Measurement
UUID: 2A37
Connected

NOTIFIED VALUES
Stop listening
(i) Cloud Connect
TF430023000004

12:21:38.982
x1F45001 EQ00004
12:21:37.962
X1FA€
12:21:
X1F4 1

12:21:35.922

12:21:34.905

DESCRIPTORS

Inf(p @ Log
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LightBlue® Explorer

() PunchThrough ,r,’

Enjoying LightBlue® Explorer?
Learn about our insights into BLE
Email Address
SUBSCRIBE  DISMISS
4 STM12
£4dBm  80.:£1:26:00:67:76

4 Unnamed
S8dom  1ZFEEBF67468

Charge 2

a5dem  C7.5E71F64A0E

Unnamed

a6dem  75BDECSCTS2A

Unnamed
504388BFC47

Unnamed

s0dom 230690 1EDCA3

Unnamed

1010Bn  13:9C:24:3331:55

Unnamed
40dam  SASCC2RA0D97

Unnamed
105dby  4B:58:2C750087

bayy

life.augmented

p -

Open your LightBlue Explorer App on Android

Find your device and tap on it

Tap on “SUBSCRIBE” to Enable Notifications

STM12

ADVERTISEMENT DATA

Connection status
Connected

Advertised name
sTMIZ

Advertised service UUIDs
00001 800-0200-1D00-BO0C-00805FIBAFE

DEVICE INFORMATION

Device Address
BOE1 26006776

Manufacturer Name String
§T™M

GATT SERVICES & CHARACTERISTICS

Generic Attribute
Service Changed

Generic Access:
Device Name
Appearance
Peripheral Preferred Connection Parameters.

Device Information

HeartRate
Heart Rate Measurament
Body Sensor Lacation

Heart Rate Control Peint

Select a characteristic to explore

l Heart Rate Measurement

Body Sensor Location

Heart Rate Control Point

STM12

PROPERTIES

Device Address
BOE126:00:67:76

Service UUID
0000 80¢-0D00-1000-8000-00B0S 9563411

Characteristic Name
Heart Rate Measurement

Characteristic UUID
00002337-0000-1000 8000 G0BOSIIL34M

w Readable
Able 1o be read from
5 Writable

Able ta be written 1o

.~ Supports notifications/indications
Able to be subscribed to fo

Tap on the Heart Rate section and select Heart Rate Measurement

READ/INDICATED VAL

Mo value read recently
Tap on one of the buttans above — If available = to begin

DESCRIPTORS

Client Characteristic Configuration
00002902-0000-1000 8000 B0BDSIL34M

Hands-On: HRM example

STM12

PROPERTIES

Device Address
BO:E12600:67:76

Service UUID
0000180d-D00-1000-8000-0080595 341

Characteristic Name
Heart Rate Measurement

Characteristic UUID
D0062a37-D000-1000 8000 G0BDSIL34

w Readable

Abletobe read from

w  Writable

Al to be written te

- Supports notifications/indications
Able to be subseribed to for

READ/INDICATED VALUES

UNSUBSCRIBE
1F 46 00 19 00 00 04
Wed Apr 17 14:02:04 COT 2019

1F 470014000004
Wed Apr 17 14:02:03 COT 2019

1F 48 00 OF 0000 04
Wied Apr 17 14:02:02 COT 2019

DESCRIPTORS

changesto

Client Characteristic Configuration
00002502-D000-1000-8000-0080519534fb




 Disconnect from the LightBlue Explorer App Hands-On: HRM example
120

* Launch the ST BLE Sensor App
» Tap on your device name

» Write down your Nucleo Bluetooth Device Address.
» Can you find it in the Mfr-Specific advertised data via LightBlue app?

w!l Verizon & 11:46 AM 7 92% (wmm)

80:E1:26:00:53:63

72 bpm

‘ @
Energy: 20 kJ

Connect to a device RR Interval: 1.00 s

ST BLE Sensor
" Version: 4.2.1

©® Copyright 2019 STMicroelectronics.
All rights reserved.
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WB Architecture

Control
Power supply
1.71V to 3.6V w/ DC/DC + LDO
PDR/PDR/PVD/BOR

rystal oscillators
32MHz (Radio)
32,768KHz (LSE)

Internal RC oscillators

32 KHz + 4 — 48 MHz +

16 MHz (HSI) + 48MHz
+/- 1% acc, over V and T(°C)

Analog

2x ULP comparators

1x 12-bit ADC SAR 4,25Msps

Temperature senso

ARM Cortex-M4 FPU/DPS Memory

64MHz Up to 1MB Flash
N Ceonrater (W)
Controller (NVIC) Up to 256KB SRAM
Memory Protected Unit (MPU) ESCIROM
JTAG / SW debug Secure boot loader

ART Accelerator™ Connectivity
2x SPI, 2x I’C
AHB Bus Matrix
2x DMA 7channels

Modem control

1x ULP UART
USB 2.0 FS — Crystal less

Multi-Protocol Radio

Bluetooth 5™
|IEEE 802.15.4

ARM Cortex-M0+ MPU

Quad-SPI (XIP)
SAI (Full duplex)

32MHz Control

Nested Vector Interrupt 4x 16-bit 32-bit timers
Conirolier(WVIC) 2x ULP 16-bit timers

SW debug Sensing
16-keys Capacitive touch
Securi .
ty Display
AES 25 1 PKA
TRNG / PCROP 8x40 LCD driver




RF System Front-End

122

Balun — Combine TX and RX signals
Matching Network — 50 Q impedance transformation

Harmonic Filter — Reduce out-of-band harmonics

Lys
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RF System Front-End

123

Balun — Combine TX and RX signals

Matching Network — 50 Q impedance transformation

Harmonic Filter — Reduce out-of-band harmonics

RF IC
Transceiver Balun
<—

Lys
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RF System Front-End

124

Matching Network — 50 Q impedance transformation

el Maiching =y
Network
E
';::' : ML\.«%

Lys
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RF System Front-End

125

Harmonic Filter — Reduce out-of-band harmonics

Antenna (50Q)

Lys
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RF System Front-End

Balun — Combine TX and RX signals
Matching Network — 50 Q impedance transformation

Harmonic Filter — Reduce out-of-band harmonics

Antenna (50Q)

Y

+—>

+—>
O (500)
k

RF IC B .
. (xxQ) Matchin
Transceiver Balun

&
$
&

¥ mcmuczj ‘ \ "‘55" F‘s@n@f ’
‘. = I
o 4 o 2f 4, 5f

o
EEEEEEEEEEEE

Lys
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Balun — Combine TX and RX signals

Matching Network — 50 Q impedance transformation

Harmonic Filter — Reduce out-of-band harmonics

RF

L Matching
Transcelver Network

Lys
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Basic RF System

Antenna (50Q)

127




Matching Network + Harmonic Filter

128

sé - '} L\H ; 'Pm '} Matching .
D GHD GRM”;.;!L. - Fllter
Network
Discrete solution IPD device from ST

o O

aln™
‘?'%o.,l o, °
;_..‘0’?00 o oo°°”_
e,

Fv o ) o--ooq' '
ol :

e & E ye o %o o’ "‘ "
- . ,X‘{6 S 8 3 "
Ly =
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IPD Filter

129

‘— MLPF-WBS5-01E3
,I e, augmented

. Datasheet
Mass Production NOW atashee
2.4 GHz low pass filter matched to STM32WBS55Cx/Rx

UpCOmIng WLCSP / BGA LGA footprint compatible
50 Q nominal impedance on antenna side
packages

Deep rejection harmonics filter
Low insertion loss

Small footprint

Bumpless CSP +  Low thickness < 450 pm

High RF performance

RF BOM and area reduction

ECOPACK®2 compliant

Versions coming for Features
« Integrated impedance matching to STM32WB55Cx and STM32WBS55Rx

Top view (pads down)

U= -
Applications

E @ . Bluetooth 5
- OpenThread
- Zighee®

1 B - |IEEE 802154

‘ «  Optimized for STM32WB55Cx and STM32WB35Rx

life.augmented




IPD Filter

130

BOTTOM VIEW (pads up)

b—— x ———

B1

[esed [l
T [

o SIDE VIEW
LT [

I

Coating 25um

-
Oar-

=]
3

Immx 1.e6mm CSP

Table 4. Bumpless CSP package mechanical data

I T S S N
X

X dimension of the die 975 1000 1025 pm
Y Y dimensien of the die 1575 1600 1625 pm
A X pitch 500 pm
B Y pitch 587 pm

Figure 13. PCB land pattern recommendations

PCB recommendations

Included in datasheet E Top Fayer

Top_Solder _Mask

Lys
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Architecture

+ 3 autonomous sub-systems
—— * Radio sub-system

» Cortex-M0+ (CPU2)
| _— + Cortex-M4 (CPU1)

[« Common run domain
- Flash, SRAM2, RCC, PWR, EXTI

131




« Radio with integrated balun
* Output power: +6.0 dBm
* BLE RX sensitivity: -96 dBm
+ 802.15.4 RX sensitivity: -100 dBm
* RX:4.5mA
* TX:5.2mA (0dBm)

« -40°C to +105°C

« Packages
 QFN48 /68
« WLCSP100
+ BGA129

Lys
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Block Diagram

Control ARM Cortex-M4 FPU/DPS Memory

64MHz Up to 1MB Flash

Nested Vector Interrupt
Controller (NVIC)

Power supply
1.71V to 3.6V w/ DC/DC + LDO
PDR/PDR/PVD/BOR

Up to 256KB SRAM
BOOT ROM

Crystal oscillators Memory Protected Unit (MPU)

32MHz (Radio)
32,768KHz (LSE)

JTAG / SW debug Secure boot loader

Multi-Protocol Radio

ARM Cortex-M0+ MPU
32MHz Control

4x 16-bit 32-bit timers

Connectivity
2x SPI, 2x I2C

Internal RC oscillators

32 KHz + 4 — 48 MHz +

16 MHz (HSI) + 48MHz
+/- 1% acc, over V and T(°C)

1x USART
LIN, smartcard, I[rDA,
Modem control

RTC /AWU/ CSS

PLL/FLL 1x ULP UART

e e USB 2.0 FS — Crystal less

2 watchdogs (WWDG/ IWDG) Quad-SPI (XIP)

SAl (Full duplex)

Up to 72 1/Os

Cyclic Redundancy Check
Nested Vector Interrupt
Controller (NVIC)

Voltage scaling (2 modes) ULP 16-b
-bit timers

2x

Analog SWdebug Sensing

2x ULP comparators 16-keys Capacitive touch
- Securit .
1x 12-bit ADC SAR 4,25Msps y Display

AES 256-bit/ PKA

8x40 LCD driver

Temperature sensor

TRNG / PCROP
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STM32WB55 Series Portfolio

133

Flash / RAM |

1M/ 256K STM32WB55CG STM32WB55RG STM32WB55VG

512K / 256K STM32WB55CE STM32WB55RE STM32WB55VE

256K / 128K STM32WB55CC STM32WB55RC STM32WB55VC

v

48 pins 68 pins 100 pins 129 pins
7X7mm 8x8mm 4.39%x4.37mm 7X7mm
UQFN (p=0.5) VQFN (p=0.4) WLCSP (p=0.4) BGA (p=0.5)

Lys
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STM32WB55 Module

134

- ST Branded

® Pre'Certlfled STM32WB55

« Chip Antenna
b

* 10x10mm

- Large GPIO count

* Pin pitch = 2 layer PCB-ready

» Production in early 2020.

Lys
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256KB or 512KB Flash
96KB SRAM

- QFN48
.« WLCSP47

Late 2019

Lys

life.augmented

STM32WB35 — Block Diagram

Memory
Up to 512KB Flash

Control ARM Cortex-M4 FPU/DSP
64MHz

Power supply
1.71V to 3.6V w/ DC/DC + LDO

PDR/PDR/PVD/BOR

Nested Vector Interrupt
Controller (NVIC)

Up to 96KB SRAM

Crystal oscillators
32MHz (Radio)
32,768KHz (LSE)

BOOT ROM

Memory Protected Unit (MPU)
Secure boot loader

Internal RC oscillators JTAG / SW debug

32 KHz +4 — 48 MHz +

16 MHz (HSI) + 48MHz ART Accelerator™ Connectivity
+/- 1% acc, over V and T(°C) 2% SPI. 2x I2C
- X . 2X
RTC / AWU/ CSS AHB Bus Matrix

PLL/FLL 2x DMA 7channels 1x USART
SysTick t LIN, smartcard, IrDA,
sTick timer . :
. Multi-Protocol Radio Modem control, 125

2 watchdogs (WWDG/ IWDG)
) Bluetooth™ 5 1x ULP UART

48 /47 Pins (QFN/CSP
Cyclic Redundancy Check IEEE 802.15.4 USB 2.0 FS — Crystal less
ARM Cortex-M0+ 32MHz Quad-SPI (XIP)

Voltage scaling (2 modes)
Nested Vector Interrupt

Control
Controller (NVIC) Analog

4x 16-bit timer

2x ULP
16-bit timer

SW debug 1x 12-bit ADC SAR 4.1Msps

Security 2x ULP comparators
AES 256-bit/ PKA/TRNG

Sensing

Capacitive touch (16 keys)

PCROP/RSS /CKS Temperature sensor

135




Positioning

136

Flash / RAM
Size (bytes)

1M/ 256K STM32WBS55CG STM32WBS55RG STM32WB55VG

——————————————————————————————————————————————————————————————————— STM32WB55

512K / 256K STM32WB35
512K / 96K

256K / 128K STM32WB55CC STM32WB55RC STM32WB55VC
256K / 96K STM32WB35CC STM32WB35CC

»  Pin count

47 pins 48 pins 68 pins 100 pins 129 pins
_ 7x7mm 8x8mm 4.39x4.37mm X7
WLCSP (p=0.5 x/mm
(p=0.5) UQFN (p=0.5) VQFN (p=0.4) WLCSP BGA (p=0.5)*
PIN 2 PIN
COMPATIBLE

"’ * Exact part number on

BGA 129 To be confirmed
life.augmented




STM32WB & BlueNRG Series

111

BLES.0
BLE4.1 BLE4.2 BLES.0 IEEE 802.15.4

BlueNRG-MS BlueNRG-1/2 BlueNRG-LP STM32WB
ARM Cortex-M0 Core ARM Cortex-M0 Core ARM Cortex-MO+ Core foh Coriex-MaF Core
256KB RAM
RX: 7.3mA 160KB / 256KB Flash 256KB Flash I2C, SPI, UART, QSPl, USB,
TX: 8.2mA (0dBm) 24KB RAM 48KB RAM ADC, LCD
Sensitivity: -88dBm I2C, SPI, UART, ADC I2C, SPI, UART, ADC
RX: 7.3mA RX: 4.5mA ARM Cortex-M0+ Core
TX: 8.2mA (0dBm) TX: 5.2mA (0dBm) RX: 4.5mA
Sensitivity: -88dBm Sensitivity: -96dBm TX: 5.2mA (0dBm)
Sensitivity: -96dBm
NETWORK
SINGLE-CORE DUAL-CORE
PROCESSOR - -

APPLICATIONS PROCESSOR

v

Lys
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Cortex-MO+ processor overview

138

- ARMvV6-M architecture Arm Cortex®-MO0O+

Nested vectored interrupt controller

* Von Neumann architecture

- 2-stage pipeline

Memory Protection Unit

] D
Singl le MULTIPLY R
. ngie-cycle Breakpoi Debug
e

- Single-issue architecture

life.augmented

‘Yl http://www.arm.com/products/processors/cortex-m/cortex-mQ0+-processor.php @



http://www.arm.com/products/processors/cortex-m/cortex-m0+-processor.php

: ARM® Cortex® M4 Core
ARM .

139

Cortex FRU

Low-Power Leadership from ARM S| ng Ie preC|S|0n

Better code efficiency
Eliminate scaling and saturation
Support meta-language tools (MATLAB, etc)

MCU DSP

Harvard architecture

Easy C programming

Single-cycle MAC
Barrel shifter

Interrupt handling

Cortex-M4
Ultra-low power

K’I http://www.arm.com/products/processors/cortex-m/cortex-m4-processor.php

life.augmented



http://www.arm.com/products/processors/cortex-m/cortex-m4-processor.php

Dual core — How does that work?

140

IPCC: Inter Processor Communication Controller

HSEM: Hardware Semaphore — prevent shared resource access conflicts

| have a message for the CMO+ CM4 has a message for you

@ #FFEEFFE @ #FFEEFFE R

Message collected by CMO+ Message collected
K SRAM2
life.augmented $

A

A

Read message then erase

IPCC works in both directions




Memory Partitioning

141

User Flash (1MB) SRAM2b (32KB)  SRAM1 (192KB)

Updater

Keys secure
Radio Stack

AES1

secure

SFSA SNBRSA

non-secure

At NON-Secure non-secure

System Flash SRAM2a (32KB)

Boot loader peplelgE{sIelB|(S: secure

SBRSA

non-secure

"I /7] Securable by register bit & ’

life.augmented



User Flash (1MB)

Updater + Keys (40KB)

Radio Stack (172KB)
SFSA = 0x080CB000 ——*

796KB (199 pages)

HRM App = 16KB (4 pages)

Lys
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1024KB (256 pages)

Memory Partitioning: BLE Stack

SRAM2b (32KB) 142

0x2003FFFF

secure

SNBRSA (0x14) = 0x2003D000 ——

non-secure

0x20038000

SRAM?2a (32KB)

0x20037FFF

secure

SBRSA (0Ox0a) = 020032800 ——*

non-secure

0x20030000




Updater + Keys (40KB)
Radio Stack (500KB)

SFSA = 0x08079000 —*>

484KB (121 pages)

BLE_Thread_Static App

= 32KB (8 pages)
Kys

life.augmented

Memory Partitioning: BLE+Thread (Concurrent) Stack

User Flash (1MB)

FUS +
Keys +
BLE/Thread

BLE +Thread

1024KB (256 pages)

SRAM2b (32KB) T

0x2003FFFF

secure

SNBRSA = 0x20038000 ——*

SRAM?2a (32KB)

0x20037FFF

secure

SBRSA = 0x20032800 ——*>

non-secure

0x20030000




Release Notes.html

Release Notes for Update History o
STM32WB Copro Wireless Binaries V1.0.0 / 06-February-2019
Copyright © 2019 STMicroelectronics Y ——
First release
Yl First official release.
Binary Install Address and version : Provides Install address for the targeted binary to be usad in "STEP 4 of flash procedure,
life. UUQmenfed \Wireless Processor Binary Install address Version Date
stm32wb5x_BLE Stack_fw.bin Ox080CE000 v1.0.0 02/06/2019
Ll cense stm32whb5x_BLE_HCILayer_fw.bin Ox080CD0O00 v1.0.0 02/06/2019
stm32whb5x_Thread_FTD_fw.bin 0x0B09F000 v1.0.0 02/06,2019
This software component is licensed by ST under Ultimate Liberty license stm32whb5x_Thread_MTD_fw.bin 0x08085000 v104 02/06,2019
SLAOD44, the “License™ stm32wh5x_BLE_Thread_fw.bin 0x08079000 v1.0.0 02/06/2019
You may not use this file except in compliance with the License. stm32wb5x_Mac_§D2_15_4_ﬁu.hm - Ox0E0ES000 vi00 02/06/2013
stmi32wb5x_rfmonitor_phy802_15_4 fw.bin 0x080EAQCO v1.0.0 02/06/2019
You may obtain a copy of the License at: 5LA0044
Purpose
This release covers the delivery of STM32WB Coprocessor binaries.
Here is the list of the supported binaries:
* stm32wh5x_BLE_Stack_fw.bin
© Full BLE Stack 5.0 certified : Link Layer, HCI, L2CAP, ATT, SM, GAP
and GATT database : m—
© BT SIG Certification listing : Declaration ID D042164 » STM32WE_Copro_Wireless Binaries S
* stm32wh5x_BLE_HCILayer_fw.bin Help
© HCI Layer only mode 5.0 certified : Link Layer, HCI — ror it — Print Hew folder
© BT 5IG Certification listing : Declaration ID D042213 =
i N
o stm32wbSx_Thread_FTD_fw.bin o
o Full Thread Device certified v1.1 D> [ € Relesse Noteshtm
© To be used for Leader / Router / End Device Thread role (full || stm32wb5x_BLE_HCILayer_fw.bin
features excepting Border Router) | strn32wh5x_BLE_Stack_fw.bin
| str32whb5x_BLE_Thread_fw.bin
For complete documentation on STM32WBxx, wvisit: [www.st.com/stm32wb] || stm32wh5x_Mac_802_15 4 _fw.bin

| stm32whb5x_rfmoniter_phy802_15_4_fw.bin
‘ | strm32wh5x_Thread_FTD_fw.bin
' ’ | str32wh5x_Thread_MTD_fw.bin

life.augmented




loT Protection Ready
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Attacks description STM32WB Countermeasures

Temp sensor

Power supply monitor
Clock security system
Tamper pads

ECC, Parity check
SRAM mass erase
Read out protection
Flash-only boot

Non Invasive .
* Environment

» Temp / Voltage / Clocks
Fault injection
Exploit debugger
Side channel
Power Analysis

Software * Break the encryption * Customer Key Storage
* Extract keys * RNG, Crypto accelerator, CRC
« Exploit debugger / test modes * Readout / Write memory protections
* Malware * Memory Protection Unit
* Replay * Root Security Service
* Secure Firmware Update (SFU)
o —— * 96-bit Unique ID

Lys
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OTA Update Scenario
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\V4

Antenna

Network Application Processor
Processor Cortex-M4
Cortex-MO+ FPU + MPU

32 MHz DSP instruction
64 MHz

2
S
©
N
I
Q)
N
N

Modem (BLE, 802.14.5)
ey Storage
AES 128-bit

Customer

L

| Fw
Empty Flash | Application
| Vv 1.0

"[ Closed Sub-system

life.augmented Radio + Key storage




OTA Update Scenario
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Network Application Processor .
Processor pp Cortex-Md @ New FW package received

Antenna

Cortex-MO+

+
32 MHz FPU + MPU

DSP instruction
64 MHz

—
o
ﬂ-
O‘-!
TS
T ®
N

=
O m
ﬁ_v
NI
i ®)
(@)
>

Customer
ey Storage
AES 128-bit

L

@ FW |  Fw
Application | Empty Flash |Application
V 2.0 | | V10

"[ Closed Sub-system

life.augmented Radio + Key storage




OTA Update Scenario
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Network Application Processor .
Processor PP Cortex-Ma New FW package received

Antenna

32 MHz DSP instruction @ Be‘é" FW dleteCtﬁdd
L pdate is launche

—
o
ﬂ-
O‘-!
TS
T ®
N

=
O m
ﬁ_v
NI
i ®)
(@)
>

Customer
ey Storage
AES 128-bit

L

Q= FW I
Application | Empty Flash |Application
V 2.0 | | V10

"[ Closed Sub-system

life.augmented Radio + Key storage




OTA Update Scenario
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\V4

Antenna

Network
Processor
Cortex-MO+
32 MHz

Application Processor @ New FW package received
Cortex-M4

S

FPU + MPU

DSP instruction @ Ne‘é" FW dleteCtﬁdd
64 MHz Update is launche

App Processor send New
@ FW package signature and

encryption key for authentication

2.4 GHz radio
Modem (BLE, 802.14.5)

Customer
ey Storage
AES 128-bit

L

Q= FW I

Application | Empty Flash |Application
V 2.0 | | V10

"[ Closed Sub-system

life.augmented Radio + Key storage
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Antenna

Lys
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Network
Processor
Cortex-MO+
32 MHz

2.4 GHz radio
Modem (BLE, 802.14.5)

Customer
ey Storage
AES 128-bit

L

S

OTA Update Scenario
150

Application Processor @ New FW package received
Cortex-M4

FPU + MPU

DSP instruction @ Ne‘é" FW dleteCtﬁdd
64 MHz Update is launche

App Processor send New
@ FW package signature and

encryption key for authentication

Authentication signature

matches preprogrammed key
4 ) i not, the process is

aborted and device resets

Q@ FW

Application
V2.0

| Empty Flash |Application

| V1.0

Closed Sub-system
Radio + Key storage
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Antenna

Lys

life.augmented

Network
Processor
Cortex-MO+
32 MHz

——

2.4 GHz radio
Modem (BLE, 802.14.5)

AES 128-bit

(o))
o o
©
e =
c 2
.
cg(/)
SN

L

S

Closed Sub-system
Radio + Key storage

Q@ FW

Application
V2.0

OTA Update Scenario
151

Application Processor @ New FW package received
Cortex-M4

FPU + MPU

DSP instruction @ Ne‘é" FW dleteCtﬁdd
64 MHz Update is launche

FW package signature and

@ App Processor send New
encryption key for authentication

Authentication signature

matches preprogrammed key
4 ) if not, the process is

aborted and device resets

| Empty Flash |Application

New FW package is
| @ decrypted with proprietary
Key.
| Vv 1.0
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Antenna

Lys
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Network
Processor
Cortex-MO+
32 MHz

2.4 GHz radio
Modem (BLE, 802.14.5)

Customer
ey Storage
AES 128-bit

L

OTA Update Scenario

Application Processor @
Cortex-M4

S

FPU + MPU

DSP instruction @
64 MHz

®

Empty Flash Application

Closed Sub-system

Radio + Key storage

V20 @

152

New FW package received

New FW detected
Update is launched

App Processor send New
FW package signature and
encryption key for authentication

Authentication signature
matches preprogrammed key
if not, the process is

aborted and device resets

New FW package is
decrypted with proprietary
Key.

New Firmware replaces
older firmware device re




AN5156 — Security

AN5156 is a deep-dive into many security topics, some common and some WB-specific

Boot protection

Secure
applications

User application ?

Secure Firmware Update Secure key storage
Device security _
mechanisms Memory protections

&

T

Debug protection

Figure 13. Dual-core architecture with CKS service

User application

m CPU1

life.augmented

Table 4. Attacks types and costs

Hardware non—invasive

- ’\\' .

Technics

Cost/
expertise

Objectives

Remote or local

. Software bugs

Protocol weaknesses
Trojan horse
Eavesdropping...

From very low to high
depending on the security
failure targeted

- Access to confidential assets

(code and data).
Usurpation
Denial of service

‘ Local board and device level
Debug port
Power Gitches
Fault injection
Side-channels analysis...

. Quite low cost. Need only moderately
sophisticated equipment and knowledge to
implement

Access to secret data or device intemal
behavior (algorithm)

153

Hardware invasive

 Local device level
Probing

Laser
FIB

Reverse enginesnng...

. Very expensive. Need dedicated/

heavy equpment and very specific

skills

Reverse engineenng of the device
(silicon intellectual property)

Access to hidden hardware and

software secrets (Flash access )




Cortex M4

core

Cortex MO+

core

Lys
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I-Code

D-Code

| Cache
1 Kbyte

| Prefetch buffer

| Current buffer

S-BUS

D Cache
256 Bytes

D Current buffer

| Cache
32 Bytes

| Prefetch buffer

| Current buffer

D Current buffer

abeniquy

Flash
memory
128K x 64 bits

(1 MB)

ART Accelerator™

154

 Cortex-M4

Instruction cache = 32 lines of 4x64 hits
Data cache = 8 lines of 4x64 bits
Pre-fetch buffer

* Cortex-MO+

Instruction cache = 4 lines of 1x64 bits
Data cache = 4 lines of 1x64 bits
Pre-fetch buffer




ARM® Cortex®-M4F

Bus Matrix
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Power schemes

156
. o VDDRF
ADC
VREF+ Jl_ | VREF buffer_] CPUL, CPU2 Radio RF
— SRAM1,2
VFBSMPS 3 DIgiEL
Voltage Regulator Peripherals
I Radio sub-system
VDDSMPS
- VDDUSB
L

Reset block
PLL, HSI, MSI

Standby circuitry

Backup domain

LSE, RTC, backup
registers

VLCD buffer




SMPS Schematic

157

OPEN: SMPS=0ON
CLOSE: SMPS=0OFF

STM32WBxx
VDD 1 ' <] VDDSMPS
4.7uF == C1 3 2/
% 53
SBl VLXSMPS
L1

2.2uH

Murata : GRM155R61A475MEAA T E{I VFBSMPS
T aF 'LC
VSSSMPS
Wurtz 74479774222

8MHz SMPS configuration
"I For AMHZ SMPS configuration change L1 = 4.7uH

life.augmented




FlexPowerControl

158

RUN (Rangel) at 64 MHz 117 (73) pA | MHZz**

Wake-up time

SLEEP at 64 MHz 41 pA / MHz

9 cycles

STOP 2 (full retention) 1.8 pA [ 2.2 pA*

5 ps (20 ps)

14 ps (25 ps) STANDBY + 32 KB RAM 320 nA / 600 nA*

RF Operation

14 ps (25 ps) STANDBY 110 nA / 440 nA*

50 ps SHUTDOWN 30 nA /315 nA*

(..) SMPS mode VBAT 2 nA /300 nA*

Typ @ VDD =1.8V @ 25 °C

*with RTC

** from SRAM1 High performance

=» CoreMark score = 215

Outstanding power efficiency

‘Yl = ULPBbench score = 175

life.augmented




HSE (32MHz) required for radio operation

LSE (32.768KHz) required for most BLE applications

:.augmented

LSI1 RCC 32 kHz sl
[ to IWDG
LSI2 RCC 32 kHz I st
Lsco
LSE to RTC and LCQ
0sC32_0ouT to BLE wakeup
LSE
0sC32_IN
LSl en 10 802.15.4 wakeug
Lsl 2
cPUL
Lsi2 PRE HCLK1 to CPUL, AHBL, and AHB2
LSE 32 n.2,...512 to CPUL FCLK
HSE ‘ . to CPU1 system nme;
[1.Mco 116 SYSCLK
] .
PLLCLK APBL PCLK1 to APB:
+| PPREL
Hs! /124816 to APBL TIMg_
msi
APB2
| Re4s Hsi L1 ppRE2
osc_out .4 SYSCLK | /1.24816 to APB2 TIMy_
E@ HSE
0SC_IN
cPu2
vs! CPUZMRE |HCLK2 to CPUZ
L2512 to CPU2 FCLK
FSTRC
16 MHz . to CPU2 system nme‘
MSIRC
AHBS
100 kHz - 48 MHz SHOHPRE | HCLKS to AHBS
RC48 12,.,512
48 MHz to APB3
msi Hs!
HCLKRF to AHBRE
™ HSI HSE [,
HSE to RE
PLLSYS ms! HSI_V33
PLLSYSSAICLK to SMP:
al ® RC48 SMPSDIV
112,346,812
P PLLSYSUSBCLK
Q
R ||_PLLSYSCLK SMPS PCLKn
clock
source SYSCLK to USART1
control | toLPUART]
HSI HSI
PLLSAIL —= 0 SAl —=
L || PLLsaicLK > LSE
SAIL_EXTCLK
1q || PLLSAIUSBCLK PCLKn
HsI
R || PLLsAIADCCLK to LPTIMY
tADC  SYSCLK Lsi
SYSCLK | LSE

159




HSE Trimming

- BLE requires very accurate 32 MHz clock 160
10 rail B
- Frequency can vary £
« Manufacturing process variations _%_ z _§_
» Crystal used B ('_
« PCB design vsskrau L 11T
. OSCINV3IIM
- Integrated load capacitor bank Inp
* 64 values for fine tuning mL{_.{
« MCO clock output pin used for measurement at factory test OscouTVEN
e Stored in OTP , [ee .
ouT ’/6
- No need for external capacitance T
« AN5042 provides detalls
‘_ AN5042
, life.augmented Application note

life.augmented

r HSE trimming for RF applications using the STM32WB Series %




Silicon Cost Savings

161

e Embedded RF balun

« Single IPD from ST All VDD

Impedance
Matching

* Simple SMPS circuit Filter

 Integrated HSE crystal tuning caps

* Minimal passives needed

LCrystals

STM32WB55

Simplified Schematic Diagram

« Simple 2 layer PCB design

Lys

life.augmented @




Batch Acquisition Mode (BAM)

162

Peripheral + DMA + SRAM1
Flash in Power-down mode

CortexM4 in Sleep mode

4 Sensors

CortexMO+ in Sleep mode

Lys
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Hands-On

CubeMonitorRF

l=lE

S77

K
sTM32" NP
CubeMonitor-RF




* BLE commands

* OpenThread commands

* BLE & 802.15.4 RF tests

« COM-port based

STM32CubeMonitor-RF

Lys
.
&
sTM32" P
CubeMonitor-RF

D Remember my choice

1 oremson |

164




We will run in BLE mode

N

Mode selection

(e 165




Hands-On Time! CubeMonitorRF

166

Open the Transparent Mode workspace

Jo <« STM32Cube_FW_WB_V1.0.0 » Projects » NUCLEO-WB55.Nucleo » Applications » BLE » BLE_TransparentMode » EWARM »

./ BLE_TransparentMode

. settings

|| BLE_TransparentMode.dep

|| BLE_TransparentMode.ewd

¥4l BLE_TransparentMode.ewp
— @ Project.eww

iy startup_stm32wb55e_cmd.s

|| stm32whb55e_flash_cmd.icf

Lys
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Build, Debug & Run on your Nucleo board

Project - IAR Embedded Workbench IDE - Arm 832.3

File Edit Wiew Project ST-link Tools

N R = % RGO C

Window Help

< Q>8=2< 0> AG=0 > ik

Hands-On Time!

<]

n

Waorkspace » 3 X [ stm32whwchal_confh | main.c 3 | stm32whbo hal.c [RO] [ stm32wbiee_hal.h [RO] | stm32wbiee_hal_rcc.c [RO] | stm32whrec_nucleo.c [RO] | stm32wbsee_hal_flash.c [RO] | s
BLE_Transparentiode A 'F( )
- 106 L = gretval int -
-
Files & . e o
E @BLE_TransparentMode - BLE_Tr... + 108 int main{void)
& B Application L w09 {
e = 110 /* USER CODE BEGIN 1 #/
111 m
112 /* USER CODE END 1 #/
app_entry.c L 112
we_lpim.c » 114 /% MCU Configurati =
mw_timerserver.c L] iz . o . .
WU ¢ ° 116 Al Resf.at of all peripherals, Initizlizes the Flash interface and the Systick. #/
g=polneine [ | g || Tl
Output -
m 7 h 119 /* USER CODE BEGIN Init */
B ﬁpp—m”;':on 120 Reset Device():
app_cont. 121 Config HSE();
— E)app_entnh 122 /* USER CODE END Init */
— [ cmsis_iarh 123
— Elcore_cmdh 124 /* Configure the system clock */
— k1 core_cmFunch 125 SystemClock Config();
— [ core_cminstrh 126
— [ core_cmSimd.h 127 /* USER CODE BEGIN SysInit #/
F— [kl dbg_trace.h 128 PeriphClock_Config();
— & DLib_Config_Fullh 129 Init_Exti(); /+#%< Configure the system Power Mode */
| — B DLb Defaulis.h - 130 /* USER CODE END SysInit +/
BLE_Transparenthdode < 1 ] F
[ Find in Files v o x
Fath Line String Matched

[ Build [ Debug Log | Find in Fites

Ready
L

Ln 576, Col 18

—

System CAP NUM OVR
—

CubeMonitorRF




Connect to CubeMonitorRF

168

Select device on relevant COM port

Select device

COmM3

ACI (#y] COM32 Beacon
|
life.augmented %




Connect

169

COMMNECT

Connect to start communication

ACI Commands Scripts

Lys

life.augmented




Connect

170

Command Complete signals successful communications

ACllog || Update || Autoscroll RESET LOG

No Time Type

0 11:06:50.872 HCLREAD LOCAL VERSION_INFORMATION
1 11:05:5112.9

2 11:06:30912 VS_HCLC1_DEVICE_INFORMATION

3 11:06:50.93 mmand Complete

Lys
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Connect

171

Click on the Command Complete line to get more information on the command sent

0 11:08:530.872 HCI_READ_LOCAL_VERSIOM_INFORMATION
1 11:06:50.895 Command Complete
2 11:06:30.912 VS_HCI_C1_DEVICE_INFORMATION

Parameter Value Litera
HCI packet indicator 021 HCI M4 Event Packet
Event_Code 0:0E Command Complete

Parameter_Total_Length Ox42
Num_HCI_Command_Fackets 0x01

Command_Opcede 0xFD&2 VS_HCI_C1_DEVICE_INFORMATION
Status 0x00 SUCCESS
Device Revision Ox2000

Device Code Id 00495

Device Package 013

Device Type 0x25

Device Company 0x000080E1

UiD&e4 0x0000DTAS

Device UID9G 0x203430. ..

Safe Boot Information (00000000

R=s Information D 000000...

CMD and Wireless FW version Ox00020D02
CMD and Wireless FW mem._. Ox160C002C
CMD and Wireless FW, Thre_.. 0x00000000
CMD and Wireless FW, BLE i... 0x00000000
CM4 FW Information (00000700

m © vor

life.augmented




0 11:06:50.872 HCI_READ_LOCAL_VERSION_INFORMATION

1 11:06:50.895 Command Complete

2 11:06:50.912 WS_HCI_C1_DEVICE_INFORMATION

FParameter Value Litera
HCI packet indicator 027 HCI M4 Event Packet
Event_Code 0:0E Command Complete

Parameter_Total_Length 042
Mum_HCI_Command_Packets 0x01
Command_Opcode OxFD&2
Status 000

VS_HCI_CT1_DEVICE_INFORMATION
SUCCESS

Click on + More for additional detail

Connect

Device Revision 0x2000
Device Code Id 0x0495 Command Details
Device Package 013
Deice Cormpany X000080E Parameter Value Litera info
BE,?;L UID%E gzgggﬂg&’“ 0x21 HCI 14 Event Packet
Safe Boot Information DxDUDDDUHD Event_Code 0x0E Command Complete
Rss Information 0x000000... Parameter_Total_Length 0x42
CMO and Wireless FW version 0x00020002 Num_HCI_Command_Fackets 0:01 The number of HCl command packets which are allowed te
o o e T 10000000 Command_Opcade 0xFD62 VS_HCI_C1_DEVICE_INFORMATION Opcode of this command which caused this event.
CMO and Wireless FW, BLE i... 0x00000000 Status 0x00 SUCCESS Error code. See Core vd 1, Vol 2, part D.
CM4 FW Information 0:00000100 Device Revision 0x2000 Device revision information (From MCU)
(4 J Device Code Id 00495 Device Code identifier (From MCU)
Device Package 0x13 Device Package (from package data register)
Device Type 0x25 Device Type Id (from FLASH UID&4)
Device Company 0x000080E1 Device Type Id (from FLASH UID6&4)
UiDa4 0x0000D7AS UID&4 (From flash)
Device UID96 0:x203430523036500600390048 UID96 from Unique Device |D register

Safe Boot Information
Rss Information
CMO and Wireless FW version

000000000
(000000000000000000000000
(00020002

Safe Boot Information (from SRAMZ)
Rss Information (from SRAMZ)
CMO+ Wireless FW Information (from SRAMZ)

172

CMO0 and Wireless FW memory size 0x160C002C
CMD and Wireless FW, Thread information 0x00000000

CMO+ Wireless FW Information (from SRAMZ)
CMO+ Wireless FW Information (from SRAMZ)

CMO0 and Wireless FW, BLE information 000000000 CMO+ Wireless FW Information (from SRAMZ)
CM4 FW Information 000000700 CM4 FW Information (Coded in user flash)
3 »

Lys
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STM32CubeMonitorRF

173

Lots of categories to choose and filter from

Command categories:
« HCI

Device : STM32WB55 ° H C I teSt
* _ DISCONNECT HW RESET CM4 version : 0.0.1
(CMO version: 0.2.13.2 ° H A L

ACI Commands Scripts Beacon RF Tests ACI Utilities ACllog Update | /| Autoscroll

No Time Type ] GAP
11:54:3.  HCI_READ_LOCAL VERSION_INFORMA. .
11:54:32.059 Command Complete

11:54:32.063 VS_HCI_C1_DEVICE_INFORMATION °

11:54:32.084 Command Complete GATT
11:55:22.095 HCI_RESET
11:55:22.099 Command Complete

11:55:22.223 ACI_HAL_WRITE_CONFIG_DATA \ L4 LZCAP )
11:55:22.226 Command Complete

11:55:22.240 ACI_HAL_SET_TX_POWER_LEVEL

11:535:22.243 Command Complete
11:55:22.256 ACI_GATT_INIT

Fr{.?: STM32CubeMonitor-RF Seltings Device Help

=D 00w RN e W = O

(=]

Parameter Value Litera

HCl packetindi... 0x04 HCI Event Packet
Event_Code 0x0E Command Complete
Parameter_Tota... 0x04

MNum_HCI_Com... 0x01

Command_Opc... 0xFDOTACI_GATT_INIT
Status 0x00 SUCCESS

Transparent Mode (App)

Profiles Services

Command Parameters Details

User code

Parameter Value Litera

HCI packet indicator 0x01 HCI Command Packet o Mare
12 11:55:22.273 ACI_GAP_INIT

Op_Code 0x0C2D HCI_READ_TRANSMIT_POWER_LE... 13 11'5522277 Command Complete

Parameter_Total_Length (0x03 14 11:55:28.487 ACI_GAP_DELETE_AD_TYPE

Connection_Handle |0x0000 Specifies which Connection_Handle's Tr... 15 11:55:28.496 Command Complete

- 16 11:55:28.509 ACI_GAP_DELETE_AD_TYPE

17 11:55:28.513 Command Complete

18 11:55:28.529 ACI_GAP_UPDATE_ADV_DATA

19 11:535:28.533 Command Complete

Type |0x00 0x00: Read Current Transmit Power Lev...

BLE stack

Link Layer

” | 0 . Start seript recording SEND COMMAMND

life.augmented

Radio PHY
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Scripts
Open and Edit the HR_Init_ GAP_GATT.txt Script file L

(In your installation zip file, Scripts folder)

b STM32WE Workshop Installation » /

yd

— b STM32WE Workshop Installation » Scripts
* Mame
' HandsOn ewith = Print E-mail Mew folder
. Scripts

-
b
|| readme. et

S5TM32WE Workshop Installation. pdf

ELE_Beacon Script eddystonebet
ﬁ! STM32WEB_Workshop_Tool_Validator.exe

ELE_LOOP.&xt

| | BLE_Pause.t«t

ELE_Sample Script.bxt
HR_Init_GAP_GATT .kt
HR_Update_Char.tt

Lys
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Scripts

175

| HR_Init_GAP_GATT.txt - Notepad

File Edit Format WView Help
# Use hashtags to add comments

Send(HCI_RESET)
Send (ACT_HAL _SET_TX_POWER_LEVEL ; 0x00;0x18)

#SET Bluetooth Address
Send(ACT_HAL_WRITE_CONFIG_DATA:;Ox00:0x06:0x112233445566)

FCTandifArT UAl SCT DANMTOA ACTTWTTWY MATE » Nwiini "

Set the Bluetooth Address Modify this value as you wish

Send(ACI_HAL_WRITE_CONFIG_DATA;0x00;0x06;0x112233445566)

Lys
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Scripts

- Change the two characters of the Local Name with your Magic number (e.g. L
change 0x4257 to 0x3130 for magic number “01”.

Send(ACI_GAP_SET_DISCOVERABLE : 0x00;0x0080; 0x00A0; 0x00;0x00:0x08:0 425?E2334D5453ﬂ9;GKGE;GxIEGDGE;Gxﬂﬂﬂﬂ;ﬂxﬂﬂﬂﬂ}
¥Ox42 57 32 33 4D 54 53 09 ) ) i
# 0x09 - Locl name * Note Little-Endian byte ordering
# 0x53 - "s"
# Ox54 - "T"
# Ox4D - "M"
# 0x33 - "3"
# 0x32 - "2"
# Ox57 - "w"
# Oxd42 - "B"
Hex Char

30
31
32
33
34
35
36
37
38
39

KYI * ASCII Character Set for Magic numbers Qé ’

o

7 ASCII chars + 0x09 = 0x08. To add characters, also change the
LENGTH parameter (x+1)

0 N[ |W|N |-

Vo]

life.augmented




Scripts
Save and Load your script

177

ACI Commands Beacon RF Tests Advertising

Script

Generate report

OBV g 0t EIS TM32WE Workshop Installation\Script=\HR_Init_GAP_GATT txi

EROWSE

Start Script ~—~—

‘ START SCRIPT

life.augmented
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Find your device

wll Verizon LTE

Sort LightBlue'| Explorer

9:06 AM

Peripherals Nearby

LIl STM32WB

-41 ] service

7 29% @ )

Filter

& Create Virtual Peripheral

Info

Log

Show ADV data

UUID: 4A33/D50U-EFST-EEAY-EAB4-UB3(RY/YAZ /3B

Connected

ADVERTISEMENT DATA Show

Heart Rate

Heart Rate Measurement
Properties: Read Notify

LightBlue | Explorer App

178

Enable Notifications

ol Verizon LTE 9:11 AM 7 28% @ )

< bluenrg Heart Rate Measure ment Hex

bluenrg

Heart Rate Measure
UuID: 2A37
Connected

READ/NOTIFIED VALUES
Read again Listen for notifications

(i) Cloud Connect

2x0000

09:10:54.974

DESCRIPTORS
0

Client Characteristic Configuration

PROPERTIES
Read

NI~tifi s

Info Log




STM32CubeMonitorRF
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Now load the HR_Update Char.txt script to send
Notification Updates

ol Verizon LTE 9:03 AM 7 29% @ )

< bluenrg Heart Rate Measurement Hex

bluenrg

Heart Rate Measurement

UUID: 2A37

b STM32WB Workshop Installation » Scripts Connected
P ———SSS—
READ/NOTIFIED VALUES
Read again Stop listening
re with = Print E-mail Mew folder
(i) Cloud Connect
il Mame 0x8045
09:03:565.409
_ Dummy Heart Rate S
| | BLE_Beacon Script eddystone. b Values are sent 09:03:54.389

|| BLE_LOOP.txt
|=| BLE_Pause.txt

| | BLE_Sample Script.bd Ox804
09:03:51.299

|| HR_Init_GAP_GATT.txt

| HR_Update_Char.bet

DESCRIPTORS

Info Log

m

Lys
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Scripts

180

Application Note AN5270 describes the ACI/HCI commands available
* via CubeMonitorRF
» via Application API’s

232 ACI_HAL_WRITE_CONFIG_DATA
Description

This command writes a value to a low level configure data structure. It is useful to setup directly some low level
parameters for the system in the runtime.

Input parameters

Table 108. Input parameters

Offset of the element in the configuration data

structure which has to be written. The valid

offsets are:

. 0x00: Bluetooth public address, value
length to be written: 6 bytes

. Ox06: DIV used to derive CSRE, value
length to be writien: 2 byies

. 0x08; Encryption root key used {0 derive

0x00: CONFIG_DATA_PUBADDR_OFFSET
0x06: CONFIG_DATA_DIV_OFFSET

LTK and CSRK, value length to be - 0x08: CONFIG_DATA_ER_OFFSET
Ofeet ; written: 16 bytes - Ox18: CONFIG_DATA_IR_OFFSET
. 0x18: Identity root key used to derive LTK | 0x2C: LL_WITHOUT _HOST
and CSREK, value length to be written: 16 0x2E:
bytes CONFIG_DATA_RANDOM_ADDRESS_WR
* 0x2C:Link layer without host (for - 0x2F: CONFIG_DATA_WATCHDOG_DISABLE
certification purposes), Value length to be : - - -
written: 1 hyte

. 0x2E: Static random address: 6 hytes

. 0x2F: Disable watchdog (1=disable,
O=enable), value length to be written: 1

byte
Length 1 Length of data to be written -

‘ ,’ Value Length | Data to be written -
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WB55 Dongle Board

182

The USB Dongle is quite useful as the CubeMonitorRF sniffer

This project uses the USB CDC class directly (not the STLINK VCOM port) to parse commands

Although there is no STLINK on board, the USB bootloader can be invoked via BOOTO switch &
CubeProgrammer, and the binary can be programmed

User LEDs Extension connector
Push Button AR St

Selector Extension connector RF UFL
connector

Lys
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Dongle config
- Move Dongle Switch to Bootloader mode

183

* Plug in Dongle

Selector

—

Bootloader active to the right
* Ensure the driver has enumerated “STM32 Bootloader”

Figure 4. STM32 DFU device with STM32CubeProgrammer driver

4§ Universal Serial Bus controllers
. § Generic USB Hub
... § Generic USB Hub
- i Intel(R) 6 Series/C200 Series Chipset Family USB Enhanced Host Controller - 1C26
: - i Intel(R) 6 Series/C200 Series Chipset Family USB Enhanced Host Controller - 1C2D
e H Renesas Electronics USB 3.0 Host Controller
. - § Renesas Electronics USB 3.0 Root Hub
| .- § USB Composite Device
. - § USBRoot Hub
. § USBRoot Hub
s i Universal Serial Bus devices

1§ STM32 Bootloader

Lys
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CubeProgrammer User Manual

184

Chapter 1.2.4 details the DFU driver install / update procedure

Old or Native MS drivers must be replaced to properly access the bootloader

Figure 4. STM32 DFU device with STM32CubeProgrammer driver
- H Universal Serial Bus controllers
P i Generic USE Hub
- § Generic USB Hub

Figure 2. Deleting the old driver software

Intel(R) 6 Series/C200 Series Chipset Family USB Enhanced Host Controller - 1C26

r(I;:ln‘ﬁrm Device Uninstall ﬂ‘ O I d D river

STM Device in DFU Mode

= 2

Waming: You are about to uninstall this device from your system

@ Intel(R) 6 Series/C200 Series Chipset Family USB Enhanced Host Controller - 1C2D
o H Renesas Electronics USB 3.0 Host Controller

Renesas Electronics USB 3.0 Root Hub
USE Composite Device

USBE Root Hub

USB Root Hub

4. i Universal Serial Bus devices

Delete the driver software for this device.

- '

Figur|=.l 3. STM32 DFU device yith DfuSe driver

Generic USB Hub 1§ STM32 Bootloader \
Generic USB Hub \
Intel(R) 6 Series/C200 Series Chipset Jamily USB Enhanced Host Controller - 1C26

i |
Family USB Enhanced Host Controller - 1C2D New Driver!

ontroller my - g mmmn
» Lyl Smart card readers

B Software devices

Intel(R) & Series/C200 Series Chips
Renesas Electronics USB 3.0 Ho
Renesas Electronics USB 3.0 R
STM Device in DFU Mode

ttti:td:-:&:&:i:

USB Composite Device q Sound, video and game controllers
USB Root Hub . S Storage controllers
USE Root Hub . Em System devices

§ Universal Serial Bus controller,
v @ Universal Serial Bus devic

r § DFUin FS Mode
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CubeProgrammer
1 Open STM32 CubeProgrammer

(] STM32CubeProgramme:

Memory & File edition

Device memery n file

Address 0x08000000 - Size 0x400 Data width 32-bit -

Address 0 4 8 C Ascn
0x08000000 20001378 08003531 08003811 08003813 ...8...8..
0x08000010 08003721 08003725 08003729 00000098 [0 700 I S
0x08000020 00000000 00000000 00000000 VT 8..
0x08000030 08003817 00000000 080028 08003818 oocococooooisn
0x08000040 0800372D 08003731 ¥5003735 08003831 -7..17..57..18..
0x08000050 08003739 0804 D 08003741 08003745
0x08000060 08003749 U800374D 0800381F 08003751 I7..M7...8..Q7..

0x08000070 028 5 08003759 0800375D 08003761 U7..¥7..]17..a7..
0x08000080 08003765 08003769 0800376D 08003771 e7..i7..m7..q7..
0 Q@090 08003775 08003779 0800377D 08003781 377
0x080000A0 08003785 08003789 0800378D 08003791 T
0x08000080 08003795 08003799 0800379D 080037A1

0x080000C0 080037A5 080037A9 080037AD 080037B1

0x080000D0 08003825 08003785 08003789 080037BD %8, .7, 7. KT
0x080000E0 080037C1 080037C5 080037C9 080037CD A7, A7. E7..17.
0x080000F0 08003839 08003835 08003701 080037D5 98..58..N7..
0x08000100 08003703 080037DD 080037E1 080037E5 U7..¥7..&

-l Select USB mode and Connect S et —

16:34:51 : Data read successfully
16:34:51 : Time elapsed during the read operation is: 00:00:00.009

ort

erial number
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CubeProgrammer

Open the BLE_TransparentModeVCP_reference.hex file for Dongle 186

» MNUCLEO-WES55.USEDongle » Applications » BLE » BLE_TransparentModeVCP »

STH32QubsP o sty
STV

Help
Include in library = Share with - Mew folder
abe_FW_WB_V1.0.0 - Name . Date
& -
: .. Binary 218,
1entation
. Core 219, .
Data widtt
., EWARM 2719,
wares
L STM3Z WPAN 2719,
3 | SW4STM32 2/19,
LEQ-WES5.Mucleo
|| readme.txt 2719,

LEO-WEB55.U5BDongle
32WB_Copro_Wireless_Binaries

Download! Vo W wmEw - /e emyy
& File edition @ Connected

emory | BLE_TransparentModeVCP_reference.hex .

OxB000000 Size 400 Data width 32-bit

|dress 0] 4 & C ASCIT
1000 20002038 02003A0D 020038E1 080038E3 8 . .:..a8..as8..
" 1010 03003229 03003A2D 03003431 00000000 Jro.-iuu il
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Dongle config
Disconnect from CubeProgrammer

187

Unplug Dongle

Move Dongle Switch back to normal boot mode

Plug Dongle back in for normal boot startup B e

_

Now you should be able to use COMxx in CubeMonitorRF
* (may differ from COM74)

Normal Boot to the left

CONNECT

[ sTM32CubeMonitor-RF

F'?I! STM32CubeMonitor-RF Selings  Device  Help

ACI Commands Scripts Beacon RF Tests ACI Utilities

Command

Select all [v/] HCI HCltest [v/] HAL GAP GATT L2CAP | Q|




CubeMonitorRF
« Change the Bluetooth Address and Name. (Use your Magic Number!)

188

« Use Connectable advertising on all channels (37/38/39)

ACI Commands Scripts RF Tests ACI Utilities

ACllog || Update || Autoscroll RESET LO{

Init No  Time Type

13:44.. HCI_LE_READ_ADVERTISING_CHANMNEL_TX_..
Initialization parameters L‘P 47 13:44:47.920 Command Complete

13:44:47....  HCI_LE_SET_ADVERTISING_PARAMETE...

49 13:44:47.930 Command Complete
13:44:47.948 ACI_GAP_SET_DISCOVERABLE

' ) - 13:44:47 950 Command Complete
I:' Discover remote services Advertising 13:44:47.958 ACIGAP_UPDATE ADV_DATA
Address |Dx'| 1223344ABCD | 13:45:25.230 LE Meta Event

13:45:25.659 LE Meta Event
13:45:25.776 LE Meta Event
Power | 29 (+4dBm) | 57 13:4525778 Vendor Specific Event
58 13:45:26.140 Vendor Specific Event
| 59 13:47:45315 Disconnection Complete
60 13:47:49.103 HCI_RESET
61 13:47:49110 Command Complete
Discoverability mode General discoverable 62 13:47:49118 ACI_HAL_WRITE_CONFIG_DATA
63 13:47:49125 Command Complete
64 13:47:49135 ACI_HAL_SET_TX_POWER_LEVEL

50
51
52
53 13:44:47962 Command Complete
34
55
36

Name |STM32WBWBWB

Adv type | 000 - AD{_IND [Connec‘tab&undirec‘ted advertising) v 65 13:47:49.140 Command Complete
66 13:47:49.146 ACI_GATT_INIT
Start Advertising channel map CH37 CH38 CH39 g; :g:;jg:gg %T’é”:;jﬁl‘}mp'm

69 13:47:49161 Command Complete
Own address type | 0x00 - Public Device Address v | 70 13:47:49169 ACI_GATT_UPDATE_CHAR_VALUE
71 13:47:49175 Command Complete
.. 13:47.. HCILE_READ_ADVERTISING_CHANMEL TX_..
(1280 | Min 1280 | Max 73 13:47:49.190 Command Complete
.. 13:47:49_  HCI_LE_SET_ADVERTISING_PARAMETE ..
75 13:47:49200 Command Complete
76 13:47:49.211 ACI_GAP_SET_DISCOVERABLE
77 134749213 Command Complete
78 13:47:49.221 ACI_GAP_UPDATE_ADV_DATA
79 134749223 Command Complete
80 13:47:55.644 LE Meta Event

81 13:47:56.079 LE Meta Event
82 13:47:56.202 LE Meta Event
' 83 13:47:36.210 Vendor Specific Event

84 13:47:36.560 Vendor Specific Event

Advertising interval (21

Slave connection interval (7.5 to 4000 ms) | Use empty value for non specific Min/Max
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LightBlue Explorer

189

« Use LightBlue Explorer to connect to and interrogate your GAP peripheral

!l Verizon = 1:45 PM 7 Y 78% @) !l Verizon = 1:45 PM < ) 78% @)
Sort LightBlue | Explorer Filter { Back Peripheral Clone
Peripherals Nearby STVZ2WRWRBWE
Jll Unnamed
-76 No services UUID: 66014849-FB8A-F124-3C1F-9C1B42C06A87
J4lll LumeCube8802005 Connected

--- Tservice
ADVERTISEMENT DATA Hide
il STM322B
- No services Yes
Device Is Connectable
all Unnamea STM32WBWBWE
-94 No services o Mo
Il Unnamed 1
-92 No services Tx Power Level
LI STM32WBWBWB

-53 No services

Virtual Peripherals

@ Create Virtual Peripheral

Inftp @ Log Inf(p @ Log
Ly
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Hands-On

Custom GATT & Cable Replacement

) /4

life.augmented

File

N AR e %

Edit View Project ST-link

Tools Window Help

[ Production

Files &% .
el IBLE_CableReplacement - Production | » [ |
8 & Application
@ Core

L il STM32_WPAN

He W app
app_ble.c O
Cro_app.c
Crs_app.c e

arget
hw_ipcc.c

H Doc

RS

H uiiliies
B Output

| BLE_CableReplacement




Hands On Time! Custom GATT

191

Open, Compile, Program & Run the Nucleo Board CableReplacement example

Add a custom GATT Characteristic for LED control

You can copy/paste the code bits from CableReplacement_Lab.txt file from your install files Labs folder

IDE Options
- Commeon Fonts
. . . \ Key Bindings Tab size: 2 Syrtax highlighting
To add line numbers in IAR: @ Asoer
,, Indent size: 2
_ll\u—ﬂessslge; " Tab Key Function: Show line numbers 4
" p:zjuedes eeting () Ingert tab [¥] Scan for changed files
-
Source Code Control @ Indent with spaces Show bookmarks
Show fold margin
Debugger [ Show right margin )
Tools | Window Help o | 7 Stack L [] Enable vitual spacs
Prirting edge R raiing blank
E L T A || 4% Options... ‘ @ Columns: smove traling blanks
- Ij lj ﬁ ﬁ E "{' m D: Auto code completion and pareameter hints
Workspace Filename Extensions... File Encoding Show source browser tooltips
Default character encoding: )
[ BLE_Transparenttode Configure Viewers.., [Systern v] [] Show line break characters
) . [T] Show whitespaces
Files Configure Custom Argument Variables... [¥] Auto-detect character encoding
=N | B_LE_TmnspﬁrentMude -| %  Configure Toals... EOL characters:
2 i Application
| M B EWARRM IAR Project Converter
[ ok || Cancel

Lys
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BLE CableReplacement Project
* Open the workspace 192

5TM32Cube FW_WE_V1.0.0 » Projects » NUCLEO-WB55.Mucleo » Applications » BLE » BLE_CableReplacerment » EWARM »

, 5TM32Cube_FW_WE_V1.0.0 o Mame

, _htmresc
| 7| BELE_CableReplacement.ewd

P&l BLE_CableReplacement.ewp
| @ Project.eww <=
iy startup_stm32wh55:0_cmd.s
|| stm32whb55e flash_cmd.icf

, Decurnentation

| Drivers
. Middlewares
., Projects
. MUCLEQ-WB55.Mucleo

. Applications
. BLE

, BLE_Beacon

. BLE_BloodPressure

. BLE_CableReplacement
| Core
. EWARM
. MDE-ARM
. STM32_WPAN
| SWA5TM32

e |

Lys
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* Bu

Ild the Project

» Open the following files

app_conf.h
app_ble.c
ble_conf.h
crs_stm.h
crs_stm.c <

. e L)
Crs_app.c ade( \ “\\es

AP\ (%
e~ oV
107 od

life.augmented

BLE CableReplacement Project

File Edit View Project 5T-Link Tools Window Help

[ Production

|

Files

=1 W Application
B Core
B EWARM
Lo i STM32_WPAN
-2 W app
| app_hle.c
CIC_app.c
| Crs_app.c
L3 sl target
hw_ipce.c
M Doc
M Drivers
=1 W Middlewares
L i STM32_WPARN
£ 1 hle
£ W blesve
el 7] [ Crs_stiT.C
sve_oilo
Bl care
B menu
M interface
B utilities
B Output

o

=K IBLE_CableReplacement - Production | v | |

BLE_CableReplacement

-1 £ C 2>

193




BLE Role Configuration

- STM32WB is the GAP Peripheral / GATT server

- Smartphone is the GAP Central / GATT client.

Compile for GATT Server
» Modify the #define (line# 100 of app_conf.h)

#define GATT CLIENT 0 /* 1 = Device is GATT Client, 0 = Device 1is GATT Server */

194
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BLE Device Names
ldentify your unique device with your magic number E

* Modify your local name (line# 204 of app_ble.c)

static const char local name[] = { AD TYPE COMPLETE LOCAL NAME, 'C', 'R', 'S', '0', '1' };

» Modify your BLE device name (line# 822 of app_ble.c)

const char *name = “BLEcore";

» Ensure that the BLE device name length in ASCII chars matches (line# 165 of app_ble.c)

#define APPBLE GAP DEVICE NAME LENGTH 7

Lys
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Cable Replacement Test

196

* Build and Run the project

« Connect your TeraTerm to the Nucleo’s STLink Virtual COM port

7

life.augmented

Y Tera Term - [disconnected] VT

File Edit 5§ Tera Term: New connection

(]

O TCPIP ssh:jfadmin@http://10.0.0.95
History
Telnet 22
) 55H S5H2
Other
UNSPEC

@ Serial

Port: [CDMZEI: Standard Serial over Bluetoo v]

COM29: Standard Serial over Bluetooth link [COMZ29]
COM30: Standard Serial over Bluetooth link [COM30]
COMY7: Standard Serial over Bluetooth link [COM7T]
COM7H: Standard Serial over Bluetooth link [COM7S
COM224: STMicroelectronics STLink ¥irtual COM Port [COM224] |




Configure your Serial port for 115,200bps/N/8/1 Configure Terminal Setup 197

& COM224 - Tera Term VT
& COM224 - Tera Term VT

File Edit | Setup | Control Window Help

File Edit | Setup | Control Window Help

Terminal...
Terminal... Window...
Window... Font...
Font... Keyboard...
Keyboard... Serial port...
Serial port... Proxy...
Proxy... 55H...
SEH... S5H Authentication...
S5H Authentication...

Tera Term: Senal port setup &J \

Tera Term: Terminal setup

Port; COM224  ~ / \

Baud rate: 115200 -

E‘
P
£

80 » 24 Receive: |CFl+LF v|

Data: |8 bit - | Cancel |
——————— 7| Term size = win size Transmit. (cAa4LF - Cancel
Parity: none v Auto window resize
Help

Stop: 1 bit - Help
Answerback: Auto switch [WVT<->TEK]

Terminal ID; (VT100 - ¥| Local echo
Flow control: none - l—/

Transmit delay Coding [receive] Coding [transmit]

0 msecfchar 1] mseciline W W

‘ ,’ locale: american CodePage: 65001

augmented




Connect to your device with LightBlue Explorer

Send and receive ASCII-based messages using the different characteristics

BLE-CRS-01

UUID: 16AFB427-7164-0C11-C357-A3C5ED2D9C10
Connected
ADVERTISEMENT DATA Show

UUID: 00O0OFEGO-
CC7A-482A-984A-7F2ED5B3ES8F
OxOO0OFE61-8E22-4541-9D4C

Proy Re:

-21EDAE82ED19

22-4541-0D4C-21EDAES2ED19

operties: Read Notify

OxO000FEG2
Pr

|r‘|f(9 i Log

Lys
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BLE-CRS-01

OxO000FEG2-8E22-4541...

UUID: 0000FE62-8E22-4541-8D4C-21EDAES2ED19

41
Connected

READ/NOTIFIED VALUES

Read again Stop listening
(i) Cloud Connect

4142434445

1.9

DESCRIPTORS

N | > O

Log e

Write values to Nucleo

Hex

O N O 00 W m

w o O O T

9 COM2Z24 - Tera Term VT

198

File Edit

Enable Notifications to receive messages from Nucleo

Setup Contro

Receive:

Transmit:

hellol}

Window Help




* Here is the LightBlue Explorer on Android

ADVERTISEMENT DATA

Connection status
Advertised name

Advertised service UUIDs

FED000
DEVICE INFORMATION

Device Address

1F1260068 F

GATT SERVICES & CHARACTERISTICS

Generic Attribute

Generic Access

life.augmented

Select a characteristic to explore

0000fe61-8e22-4541-9d4-21edaeB2ed19

0000fe62-8222-4541-9d4c-21edaeB2ed19

PROPERTIES

Device Address

8061260068

Service UUID

0000fe60-cc7a-482a-984a-712edSb3eS8f

Characteristic UUID

0000fe 2-4541-9d4c-21e

Readable

Able to be read f

Writable

Able 1o be writ

Supports notifications/indications

Able to be subscribed to for notifications/indications on changes to the char

READ/INDICATED VALUES

oo SRR

No value read recently

ap on one of the buttons above — if available — to begin

DESCRIPTORS

Client Characteristic Configuration
00002902-0000-1000-8000-00805

2 = S2%@121AM

Write values to Nucleo

Enable Notifications to receive messages from Nucleo

Cable Replacement Test

& = SR 1122AM

PROPERTIES
Device Address
BOE12600.68:E6

Service UUID

D000fe60-c

Characteristic UUID

662-8622-4541904c-21 edaes2ed:

Readable

Writable

Supports notifications/indications

READ/INDICATED VALUES

o[RS

3132333435
Mon Apr 151122.08 COT 2019

68 65 6C 6C 6F
Mon Apr 1511220

DESCRIPTORS

Client Characteristic Configuration
)0002902-0000-1000-8000-00805¢034fb

W COM224 - Tera Term VT

File Edit Setup Contrel Window

Receive:

Transmit:

helloll

Help




Custom Characteristic

200

Add a custom characteristic to an existing Service

« Add the UUID definition (line# 74 of ble_conf.h)

#define STM LED UUID128 0x00, 0x00, Oxfe, 0Ox64, O0x8e, 0x22, 0x45, 0x41, 0x9d, 0Ox4d4c, 0x21, Oxed,
Oxae, 0x82, Oxed, 0x19

» Add event element (line# 37 of crs_stm.h)
typedef enum {

STM LED WRITE EVT,

CRS NOTIFY ENABLED EVT,

} CRS Opcode evt t;

Lys
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Custom Characteristic

201

* From IAR, right click on the file tab and select “File Properties”

- Uncheck the “Read-only” box

[ Goreal | Socuty | Dot | P Vorsors

» Click OK |

o3 _stmh

Hile (h)
% Windows Shel Commor l—m_,

CASTMIZCube_FW_WB_V1.0.0\Mddewsres\ST

a

Q252800 Be-=0 s

! ‘f a3 stm.c [RO] | ble_cont.h | m.stm.hmf“ sl sze annel ano blacl son canth 243KB R4%0bytes)
‘ Save crs_stm.h [RO]
= 4.00 KB (4,096 bytes)

1 | Close
2] /% . Close All But This Tuesday, February 19, 2013, 35600 PM
3 R - ]
‘ o File cis stm.b Close All to the Right | Tussday. Feteuary 192019, 356,00 PM
5 * author MCD Applid Open ining Folder... Today. Aod 16, 2019, 7mintes ago
6 * @version V0.0.1.alp File Properties...
7 * fdate 0¢~Saptenk. S : o
8 * gbrief Header for crs stm.c module —
9 A2 A A R S 2 2 2 A A 2 A R R 2 A AR S A A RS A R R R AR R R R R R A A R R R R R R R R ]
10 ¢ Qattention
11 4

Lys
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Custom Characteristic

202

« Add characteristic handle (line# 32 of crs_stm.c)
typdef struct {

uintl6 t CRSRXCharHdle;
uintl6 t LedWriteClientToServerCharHdle;
} CRSContext t;

* Check for the handle (line# 122 of crs_stm.c)
case EVT BLUE GATT ATTRIBUTE MODIFIED:
{
attribute modified = (aci gatt attribute modified event rpO*)blue evt->data;

if (attribute modified->Attr Handle == (CRSContext.LedWriteClientToServerCharHdle + 1))
{

Notification.CRS Evt Opcode = STM LED WRITE EVT;
Notification.DataTransfered.Length = attribute modified->Attr Data Length;
Notification.DataTransfered.pPayload = attribute modified->Attr Data;

r CRSAPP Notification (&Notification);
Y/ }
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Custom Characteristic

203

* Add uuid array (line# 193 of crs_stm.c)

uint8 t led uuid[] = { STM LED UUID128 };

* Change the Max_Attribute Records parameter (line# 215 of crs_stm.c)
hciCmdResult = aci gatt add service(

UUID TYPE 128,

(Service UUID t *) &uuid,

PRIMARY SERVICE,

8,

& (CRSContext.SvcHdle)) ;

Lys
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Custom Characteristic

204

» Add LED characteristic (line# 281 of crs_stm.c)

COPY CRS UUID (uuid.Char UUID 128, led uuid);
hciCmdResult = aci gatt add char (CRSContext.SvcHdle,
UUID TYPE 128,
&uauid,
2, /* Char Value Length */
CHAR PROP WRITE WITHOUT RESP,
ATTR PERMISSION NONE,
GATT NOTIFY ATTRIBUTE WRITE,/* gattEvtMask*/
10, /* encryKeySize */
1, /* isVariable */
& (CRSContext.LedWriteClientToServerCharHdle)) ;

Lys
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Custom Characteristic

205

» Add event action (line# 194 of crs_app.c)

case STM LED WRITE EVT:
if (pNotification->DataTransfered.pPayload[0] == 0x01)

{
BSP LED On (LED BLUE) ;

}
if (pNotification->DataTransfered.pPayload[0] == 0x00)

{
BSP LED Off (LED BLUE) ;

break;

Lys
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Build Project Download and Debug

Compile and Program

206

File Edit View Projet ST-link Tools Window Help
T =
hoRe & xE0 2cC =< Q>52< QP00 RO -=0 » &
‘Workspace ¥ B X | crs_stm.c ‘ app_ble.c ‘ Crs_app.c ‘ X )_con! b Irs_app.h | scheduler.c -
[Production ~| (maing fu
Fil & . 56 static void Reset_BackupDomain( void ) -
LS : 57  static veid Init RTC{ veoid );
E @ BLE_CableReplacement - Production v 58  static void SystemCleck_Config{ wvoid );
F2 M Application 59  static woid Reset_Device( woid );
60  static void Reset_IBCC( void );
AR 61  static void Init_Exti{ void );
TM32_WPAN 62
63 /% Functions Definition */
app_ble.c (B
crc_app.c 65 & /:* . .
. Crs_app.c :: . ggnef ANJam program
aram lNone
—& get
— [ ] ®
[ T | = m hwi_ipce.c :: L */Eret;val faze
f— = .] — @ Doc =
- - 70 |fnt main( void )
M Drivers ne |«
2 W Middlewares 72 HAL Imit{):
73
LC X | app Ma (FT . 7a | meserpevies(:
— 2 i blesve 75
TEE] /S
. . . . 77 + Fhen the application is expected to run at higher speed, it should be better to set the correct system clock
Make the active proje ct [b uild fil 72 4 in system stRiZyyxx.c so et the initislization phese 4s sumaiag at max speed.
79 *f
d d 80 SystemClock_Config(); /**< Configure the system clock */
81
. rl E E E ] 82 Init_Exti{ };
*kupD :
:kupDomain ¢ 1|
s
- - o= - 26 LPPE Init{ };
87
88 vhile (1)
89 {
an SCH Rundany:
IBLE_EabIEHepIacement 4 [ [
Build v 3 x
Messages
Building configuration: ELE_CableReplacement - Production
Updating build tree
Configuration is up-to-date
n 4 [ | 3
+ = L]
l I I l P‘ [ ] h - = | Buitd | Debug Log
E Ready Errors 0, Warnings 0 Ln70, Col 1 System CAP NUM OVR BEE |
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- Launch the LightBlue app L\

* Find your device

» Select your device

Lys

life.augmented

w!l Verizon T 10:01 AM 7 17% @)

Sort LightBlue | Explorer Filter

Enjoying LightBlue Explorer?
Learn about our insights into BLE

Peripherals Nearby

,II[BLE-CRS-01
-54 |1 service

Virtual Peripherals

@ Create Virtual Peripheral

inf®® Log

Start LightBlue App

207

e @ % = 59%@10:10AM

LightBlue® Explorer

) PunchThrough Y’ %

Enjoying LightBlue® Explorer?
Learn about our insights into BLE

Email Address
SUBSCRIBE  DISMISS

. Unnamed
e
4 CRS01
162dBm  80:£1:26:00:68:£6

i Unnamed
100dBm  66:91.0E:CO:DB:BB




Find your LED characteristic UUID

il Verizon & 11:00 AM < 14%0 )

{ Back Peripheral Clone

BLE-CRS-01

UUID: 16AFB427-7164-0C11-C357-A3C5ED2D9C10

Connected

ADVERTISEMENT DATA Show

UUID: 0000FEGO-
CC7A-482A-984A-7F2ED5B3ES8F

OxO000FE61-8E22-4541-9D4C-21EDAES2ED19
Properties: Read Write Without Response

OxO000FE62-8E22-4541-9D4C-21EDAEB2ED19
Properties: Read Notify

OxO000FE64-8E22-4541-9D4C-21EDAEB2ED19
Properties: Write Without Response

Inf(p @ Log

Lys
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Select a characteristic to explore

0000fe61-8e22-4541-9d4c-21edae82ed19

0000fe62-8e22-4541-9d4c-21edae82ed19

0000fe64-8e22-4541-9d4c-21edae82ed19

Write

wll Verizon 7 11:00 AM 7 14% 0 )

< BLE-CRS-01 O0xO000FE64-8E22-4... Hex

BLE-CRS-01

OxOO000FEG4-8E22-4541. ..

UUID: 0000FEG4-8E22-4541-9D4C-21EDAES2ED19

Connected

WRITTEN VALUES

[ Write new value ]

DESCRIPTORS

PROPERTIES

Write Without Response

Inftp @ Log

LightBlue App

new value

CRSO01

PROPERTIES

Device Address
80E1260068E6

Service UUID
0000fe60-cc7a-482a-984a-712ed5b3e581

Characteristic UUID
0000fe64-8622-4541-9d4c-2 1edoeB2ed 19

Readable
Able to be read from

Writable

Ableto bewritten to

Supports notifications/indications
Able 1o be subscrived to for notfications/indications on changes to the characteristic

READ/INDICATED VALUES

No value read recently
Tap on one of the buttons sbove — if available — to begin

WRITTEN VALUES
i

Mon Apr 15 11:10:37 COT 2019

01

crl @1 B English (US) 4 D

208




LightBlue App

209

Write a value

« LEDON=1 - ©

« LEDOFF=0

Concurrently, the CableReplacement
characteristics can also be used

Lys
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- . STM32WB Hardware Considerations. -

- -
210

AQ0IE
\ .y

augmented




Delivery State

211

FUS + BLE Stack FUS + BLE Stack FUS only

Stack must be loaded

oA 48-pin UQFN  68-pin VQFN
(0.5 mm pitch) (0.4 mm pitch)

o

3 PABOYT PRSPAS #a3 Bl
49 ® © %9 90 00
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Nucleo Hardware Config for Bootloader access

212

Only USB-DFU or USART1 (on PA9/PA10 only) bootloader modes available for secure stack loading!
\

BOOTO pin HIGH: CN7-5to CN7-7
USART1 on PA9/10 to ST-LINK

This is not the native USART connection to the STLINK!

STL-RX to CN10-19 (PA9)
STL-TX to CN10-31 (PA10)

!

USB User connector + Power Jumper JP2 to 5-6

life.augmented




Dongle Hardware Config for Bootloader access

213

As we have seen, configuring the Dongle board for USB-DFU is quite easy.

Move the switch and repower the board

Selector

ﬁ

Bootloader active to the right

life.augmented




AN5185: Firmware Update Services

AN5185 details the sequence to create your own secure stack loader project, running on the M4 s
« Command / Response HCI event transactions to the MO+ similar to BLE

FUS commands

FLIS USEs 53me COMMandsTesponse STuciure a5 wirsiess. stacks and basad on HC| moded. FUS uses a subset
of the HCl commands, nameiy-

+ Wendor specific HCI command packet: used b sand command from Cortex® 44 to Cortex®-MD+.
+  HCl command complete event packet usad to sand response from Cofex™ MO+ to Corlex®™-4a4
+ Wendor specilic HCI event packet used 10 5end 35yMChIOnOUS Svents from Cones®iil+ o Coree-hid.

Flgurs 5. FUS HCI subsat

Also details on the bootloader sequences used

Figure 10. USART special read command

EREEEEES
‘iendor cpsalfio HEI sommand packst Dol
smmm/]
1 by bF-" T [Fr— Sxpwom rend corwrwnd [ Syimal (D « 2T .
P— STM32 system bootloader extension for FUS
| nd | dE | Lenghi | Mum HCI | | Stabus | Fayioad |
[HC1 pomenand comipiebe event paoksd cnm-mdcpunmpuht)
e — ﬁmﬂmmmmmwmmﬁmmhwmdm
Thess commands are Implemented on USART and USE-DFL Imaifaces and Tollow e 53me niles 35 exlsting
s mma Wi ACKMAEH ] T8 1 standard boatioadar commands.
| | wrE | Langet |“’E“‘ | Payicad | In order o help to understand this section, a prior reading of STHG2 MiCoCoNTler SySEM MEMOry boot mods
nchestor Adsrocs packet ] (AM2G0E) and LISART profocal wsed in the STMEZ booticader (ANI155) and LSS DFL) protocol used i the

Pacioe paricas 1 M [3 Dytma] (M3, LS STAZ bootoader (AMI155) documentation |s requined.

“rvd mddreas [H Oyieal MS0. LS
Pcnt RO [ Bipta] DA ol prwwican Autn in ety

ACKMACK [ Byim] T/ &iF)

oot pacest )
Cortey®-4 Comext-Md=
Paccat parpicas ais H 2 Dpwal (DL LEDY
Command Donvem [ Diyoaa] (RESE, LGy
J— o Feone o acarees packet |
Async event it o e e W, ] ST PR e S0
J Crvd mtwm [Y Dyt \0ToiSentan
Cument devins su [1 Grye] Gitne astnad)
Suffer reieaze neficason K v e ! Ol et et
| T .
I
| FOCHL Trace event nobicaton P1CH4 i i . i
-
I

S | -
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AN5165: Hardware design

ANS5165 details RF hardware considerations i econao i o T i
« PCB stackup recommendations Figur 25, PCB tsyout for UFQFPAS (et o nght i top and botom layers
* RF Front-end (discrete or IPD-based)
« SMPS passives selection

c3

o CIOCkS 612  SMPS

In addition to the recommendations given In Section 4.3 SWPE, to avold Important cument
loog when the STM3ZWE Is In SMPS mode, | s recommended to place C11. C12 and C13
35 Close 35 possible to thelr respective pins on STM32WE. Do not forgat to connect the

o
o
o
o
[~}
o
o
o
o
(=]
[+]
o
(=)

00000000000 ON
oQooooc00O0QOOOQOOD
c0oo0o0o0O0O0OOOOD
ooo0oo0o0o0OOOOOQOOD
coococo00000000D

salder pad to ground to have 3 strong curment refum path. 0 5 ght: all. top and bottom layers!
a: o o oo -]
2-layer PCB o o o o|o o
o (I o|e o
With the 2-Hayer PCE (see Figure 217), the RF signals and rowling are on the top kayer whlle o o O ol|le o
the nottom Iayer is used for grounding under the RF zones, and for routing In others parts. o o o °o|0 °
The ground plane must be continwous under the RF zoneg, othenwise Me return patn o o o oo °
cAurrent can Increase and degrade the RF pemfomance. © o © 0|0 o
(] 0 © o|e o
Flgurs 21. 2-ayer PCB o o \0 ol °
g ¥ o ‘ 74 o ©° 0|0 o
Capper Layer o @ o O ofo o
o o o oo o
o 114224 o © ofe °
Substrate
Copper Layar
Flgure £4. PCE layout with discrete matching natwork (latt) and with IPD [right)
4. layer PCB § S
WItn the 4-ayer PCE shown In Figure 23, It Is recommended to have Me folowing -
dstibuticn: 8 UFQFN48/VFQFN68 reference boards with IPD
«  TOP layer RF signa and routing on e top layer.
«  INNER1 layer: grounding undes ihe RF zones, routing In ihe oivers pars.
+  INNERZ layer: power and low frequency rouing. The goal of the IPD (Integrated passive device) Is to repiace the discrate matching network
+  BOTTOM l3yer [ow fr2quency rolting. plus the Integrated low-pass fiter keeping equivalent TX/RX performance. Figure 41 shows

the differences between the two approaches.
Flgurs 23. 4-layer PCB

TOP Liyer

Figurs 41. Different matching [{ & p ts on the left. IPD on ths right)
Pre-impregnated PP

INMERY Layer
Care

INNERZ Layer

Prairmpregnated

BOTTOM Layer

) /4
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AN5290 details the minimal Bill-of-Materials needed for various scenarios

> /4

life.augmented

Figure 5. Optimized solution with IPD

PARCE B
raL

ul [ ok i azme |

VEHNVIH
VoD

von
VAT

VOES

W | L[]
PRS00 —_‘ {(Boom ]

pai=

VODAVEES

VR (D)

VIHIMIS
¥

VLE

B

w
e VisaMrs

STROCEW e P

AN5290: Minimal BOM

Table 2. BII of matarials- Gptimizad solution with IPD

Figure 4. Oy

solution with discrete components

AT K B

TTRETW T T

VDDADIT
Vi

Voo

VAT

VIHASR

VAN R+

VB (AT

STMTIWH ¥R

e Mg Wt

ST
PG 00T

VoS

YT vLKsMIrs

vEBIMrS

g vassurs

STMETW i (RSR

Designator | Deacription Comment Footprint|  Manutacfurer Part numoer
1,C5,.C6
(CRLh nat 1onF
o7, ce, g, | S Murta GRMISSRETHIMKETID
c':-” y7" | poianzed (X5R) | decouping capaciiors
cz 0o pe Yageo CCOS0EKRNTREEE 1D
.| capactor, mot 43pF . _
3, c4 - P . GRMIS55CTHARSCADID
= Muraia
7 -
o0, c13 GRM1SSRETASTSMEAAD
decouping capaciior
T Col Fhtering cal 0603 TAFTECH FCMIB0BKFG01TD3
10 pH
L2 - 0505 LOMZTIFHID0MTIL
nductor — Muraia
N -
L3 P D4n2 LG 1 SWE 1ONJDZD
X JIMHZ-HSE | MAZDIE NOLED1654,_3aiHZ
Crysta NDK
) 32TEE KHZ-LSE | WAZDiz NX20125A,_32-T5ERHE
Izgrated | Matching nemwork | Bumpiess _
PD = E
P01 e | o | TS | sTMicmeiectronics | MLAFAWBSS-DIES
Tabie 1. Bl of materials - Optimized solution with discrets components
Designator | Deacripiion Comment Footprint| Manutacturer Part numbar
C1.C5.Ch.
C7.C8, co, | C3sachon not onF Murata CRMISSRETH104KENAD
i1, fqa | PoiEnzed (XSR | aecouning capactors
c2 100 gF Yageo CCD40IKRNTRIEED1
decouplng capactors
) 13pF ) ﬁ
ca.c4 L5 oyt cmacior | g GRM1SS5C1HAR3CADID
. nat LTUF .
oo, ci3 | CERAEA i GRM1S5RE 1ASTSMEAAD
polarzed | decoupling capacior
LB pF M
s Y r . -
cis makeaing e CRMISSSCIHREIBALD
13 pF .
cis . GRM1355CTHRIIWADID
X col Fitaring cail 1603 TAFTECH FCMIGIEHF-S01T0S
10 pH
L2 1L nans LOMZIFNIGOMTOL
0 H _
L3 nauctor L Muratz LG ISWZIDN2D
27nH B
L4 matehing neswork LOG1SHSINTS020
x FNHZ-HGE | NeZO16 NZ0165A_32MHZ
Crystal =t _ ND¥ -
) 32T5ERHZ-LSE | MAZDIZ NX20125A_32-TEBRHE
FLT1 | Lowepass fiier | Harmonics rejection | - MUtz LFL212G45TCIADIT




AN5129: PCB Antenna design

AN5129 details a “meander-style” PCB antenna design 23

Layout spscification AN5123
AN5129 3 Layout specification
‘ , H H The PCE antennas, INciuding the electrical parameters of PCE matenals used, are @yout
’ e augmentec Appl ICHTID‘I’I I"ID"t'E sansitive. It 15 neeumrnenderc'lgln usealayou‘?as ciose a5 possible 1o ihe one shown Inw
Figure 2.

Low cost PCB antenna for 2.4 GHz radio:

Flgure 2. Spherical coordinate system

meander design for STM32WB Sernes - L .
i
Substrafe
- 35 -
27 __ 5.6 X
Figure 6. Complex imped of the der-ike (Smith Chart) I
® z H |
i mi
Trc! EEM Smith Ref1l  Cal 1 of O {(Maw) =it
]
Figure 3. PCB cross section at antennae area SH 2': | cl =
" =
ujT 1:11 04 B i
I ) ——— /
Solder Mask, Top — ! / e
Lo % 1 1
Copper Trace [ / —
/
Core o f Ground Plara
|| !
)
' |
Solder Mask, Bottomn ]5\ The elecirical parameters and paromance of ihe PCE antenna are also delemined by the
| \ substrate usad, In particular the thickness of the core and diglectric constants.
o \
w0 2
Chl Start 24 GHz Fwr <20 dBm Stop 25 GHz
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AN5246 details SMPS use cases, component selection, and various typical operating parametrics 218

‘ - AN 5245 Inrush current at power ON
cucmantad H H AE the SMPS slars In BYPASS mode when Fl:fﬁ'E'"'lg up, the bulk capacitance nesds 10 be
’ , d App lication note powered wWhen Vo Mses. Al Star Up, When e Vop woltags enters the 0.7 to 1 W range, the

- - SMPS PMOS starts to conduce and V TDIOWE Viomemyees. THIS 2305 10 3 tempora
USEQE of SMPS on STM32WEB Series microcontrollers InrEsh cumrent that can be as high as 1.1 A I the power 533?;- H strong enough. pe

Flgurs 4. Typlcal Inrush current at powsr-on

Introduction

This document describes how the use the SMPS (switched mode power supply) integrated
in microcontrollers of the STM32WB Series. It is intended to be used by system architects
and by HW and board-level 3W developers.

The patented implementation detailed in this document differs from the standard cnes
because it is able to maintain the RF transceiver full performance while, at the same time,
providing the best power figure in burst application like those generally used by Bluetooth®
Low Energy and IEEE 802154 protocols.

Figure 2. Load impact on Veggups

i
!

10 pH, & MHz

- - )
mswes (MY
(&
1 5]
¥

W

8

B

=
r

=

lgyps (MA)
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AN5071: Ultra-Low Power Design

219

ANS5071 details the multitude of low-power options available on the WB

AN5071
Application note

STM32WB ultra-low-power features overview

Lyj......

Figure 5. Low-power modes possible transitions

Configuration mA/MHz CoreMark® per MHz CoreMark® per mA
FLASH ART On 0.077 325 42
‘ SRAM1 0.073 240 33

life.augmented

Figure 3. STM32WBS55 - Current consumption for different memory configurations

Table 2. STM32WB55 performance with SMPS

Figure 2. Power distribution architecture
500
Only available when
Low power sleep mode YYTY
Vooswes CF——  smPs
Vixsmes
+—FLASH LP-run +-SRAM1 LP run
FLASH Run range 2 —=SRAM1 Run range 2 é 0

§ —=-FLASH Run range 1 —=—SRAM1 Run range 1 Veasurs J_
: - |
r:t3 Main L
z Range 1, Regulator N
§ Range 2

= ——

— Voo Low Power
. e — O Regulator
—
100
LPRun Run
LPSleep Sleep
Stop1 Stopd
0 Stop2
Stop 0 mode Stop 2 mode 100000 1000000 10000000 100000000
CPU1 frequency (Hz) Core logic
MS47268V1




AN5155 is an exhaustive list of all firmware examples and descriptions

Thread_Cli_Cmd
Thread_Coap DataTransfer
Thread_Coap_Generic
Thread® Thread_Coap_MultiBoard
Thread Commissioning
Thread_FTD_Coap Muliicast

Thread_SED Coap_Multicast

P- P
_ o NUCLED- | NUCLED-
Module Name Project Mame Description T
BDongle leo
" - How to use am ADC peripheral with an ADC analog watchdog to monitor a channel and .
ADC_AnalogWatchdog_Init detect when the comesponding conversion data is outside the window thresholds. Cubehc
How to use an ADC perpheral to perform continuous ADC conversions on a channel, from . X

P . . -
ADC_ContinuousConversion_TriggerSW & software start

ADC_ContinucusConversion_TriggerS\W_Init How to use am ADC peripheral to perform continuous ADC conversions on a channel, from . Cubahbc

How to control the Thread® stack via Cli commands.

How to transfer large blocks of data through the CoAP messaging protocol.
How to build Thread® application based on Coap messages.

How to use Coap for sending message to multiple boards.

How to use Thread® commissioning process.

How to exchange multicast Coap messages.

How to exchange a Coap message using the Thread® protocol.

AN5155: CubeWB Examples

220

Cubehbc
x

Cubehbc

ot CubeMx denotes that there is an “ioc” CubeMX project file also

ADC_ContimucusConversion_TriggerSW_LowPow

e Init How to use am ADC peripheral with ADC low-power features. - Cubehtc
ADC_GroupsRegularinjected_Init How to use an ADC peripheral with both ADC groups (regular and injected) in their intended . Cubahte
- - USe Cases.
ADGC_COwersampling_Init How to use an ADC peripheral with ADC oversampling. Cubehtc
ADC How to use an ADC peripheral to parform a single ADC conversion on a channel, at each
ADC_SingleConversion_TriggerSW_DMA_lnit software start. This example uses the DMA programnming model (for polling or intermupt Cubehte
programming models, refer to other examples).
How to use an ADC peripheral to perform a single ADC conversion on a channel, at each
ADC_SingleConversion_TriggerSW_IT_Init software start. This example uses the intemupt programming moded (for polling or DMA Cubehtc
programming models, please refer to other examples).
How to use an ADC peripheral to perform a single ADC conversion on a channel at each
ADC_SingleConversion_TriggerSW_Init software start. This example uses the polling programming model (for intemupt or DMA Cubehte
programming models, please refer to other examples).
How to use am ADC peripheral to perform a single ADC conversion on a channel at each
ADC_SingleConversion_TriggerTimer_DMA_Init | frigger event from a timer. Converted data are indefinitely transferred by DMA into a table Cubehtc
{circular mode).
How to use an ADC peripheral to parform a single ADC conversion on the intemal x

ADC_TemperatureSensor

life.augmented

ftemperature sensor and calculate the temperature in Celsius degress.




AN5292: BLE Mesh

AN5292 shows how to get started using BLE Mesh 221

Figure 14. Read command from a remote node

User-Action to
switch on remote
node lights

Figure 7. Internal project folder

MUCLEQ-WBS5.Muclea

Wansel_Faad o Detelh

Applications ReacFaruaturs  Fpraeh ]
B l SencRanorsa
R oo Culs
BLE_Thread ]
FatFs
-
FreeRTCS Mesh Library g Mesh Library
PMac 807154 \. / S
Thiread Source Destination
USE_Dewice

STMI2WBxS setup source and

includs fle The response data from the node is sent via the ELIMash_Sendle=pons== function.

BLE_MeshLightingDemo

~ Figure 10. VCOM window
IAR project workspace

T Il COMG65:115200bps - Tera Term VT - E‘M

P Fichier Edition Configuration Contréle Fenétre(W) Aide

EWARM ..______| Application source and include files LE-Mesh Lighting Demo v1.H?.084 A
| a LE—Mesh Library v@1.89%.000

STM32 WPAN AC Address = [801:[e11:[261:[001:[2d1: [8F]
target Mailbox scurce file for communication MAC address management
between MO and M4 Each node in the mesh network requise a unic MAC address. The following table describes the available options

to configure the MAC addresses for a node

Table 2. MAC address management

MAC address
w

User can program the nodes with desired unigue MAC address. This is stored at
specific location in the flash. It is the user's responsibility to make sure that the
programmed MAC address in the device is compliant with the Bluetooth
communication reguirements.

1 Using external MAC address

i ) Itis possible to configure the MAC address of the device using the unique serial
5 Using the unique device number available in each device.

serial number
This is the default setling

3 Using static random MAC | Itis possible to configure the MAC address of devices using the static random MAC
address address

) /4
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SEARCH FOR. DEVICES ising fil
elect device -
0xB0E1260053632 - P2PSR12 - OTA enabled
Image file path I:

Over-the-Air Firmware Update

Lys
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. BLE_Beacon
BLE_BloodPressure
BELE_CableReplacement
BELE_DataThroughput
BLE_HealthThermometer
. BLE_HeartRate
@LE_HeartHatE_ﬂE ~
| BLE_HeartRateFreeRTOS S~
.. BLE_Hid
.. BLE_MeshLightingDemo ~~~
.. BLE_p2pClient
.. BLE_p2pRouteur

— — — — — —

.. BLE_p2pServer

@LE_pEpﬁewer_nta

. BLE_Proximity
.. BLE_TransparentMode

Lys
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Over-The-Air Firmware Updates

User Flash (1MB) e

Updater + Keys (40KB)
212KB (53 pages)
Radio Stack (172KB)

BLE
Secure
Stack

<«—p— SFSA = 0x080CB000

768KB (192 pages) 1MB = 1024KB (256 pages)

OR Sso
HRM App = ~16KB (4 pages)

BLE+OTA A
ik <«—1— 0x08007000

28KB (7 pages)

OTA Loader App

<«——— 0x08000000

v




OTA Loader App

Flash Nucleo board with BLE_Ota_reference.hex using CubeProgrammer

life.augmented

[ sTM32CubeProgrammer I

stz W

CubeProgrammer

== Memory & File eition

Device memory' + .

Address 0x080 Open file

Open memory tab
Address

T aTaTataTatal AAMAATTIO0 non

m 5TM32CubeProgrammer

Repository » 5TM32Cube FW_WB V100 » Projects » NUCLEO-WBS5.Mucleo » Applications » BLE » BLE_ Ota » Binary

Ip
yT Share with - MNew folder
i Mame Date modified Type Size

|| BLE_Ota_reference.hex 2/19,/2019 9:56 AM HEX File 45 KB

st O

CubeProgrammer

Address

== Memory & File edition

Address
0x08000000

0x08000010
0x08000020

32-bit

Data width

0x400

Size

4 8 c
20002368 08003DCD 08003CE5S 08003CE7 h#. I=..a=<..c<..
08003DE9 08003DED 08003DF1 00000000 é=,.i=..N=......
00000000 00000000 00000000 08003CE9  ............ <. .

224




Load and personalize your BLE_p2pServer_ota.eww project

sitory » STM32Cube FW_WB_V1.0.0 » Projects » MUCLEOQ-WES5 Muclec » Applications » BLE » BLE_p2pServer_ota » EWARM »

ools  Help
pen = Share with = Mew folder
s i Mame : Date modified Type Size
. BLE_p2pServer 4/10/2019 2:52 PM File folder
.. settings 4/10/2019 2:52 PM File folder
| 7| BLE_p2pServer_ota.ewd 2/19/20199:56 AM  EWD File 32 KB
[+ BLE_p2pServer_ota.ewp 2/19/2019 9:56 AM Embedded Wizard... 47 KB
| @ Project.eww 2/19/2019 9:56 AM  IAR IDE Workspace 1 KB

In app_ble.c

240 #if (BZF_3EEVER1 != 0}

241 static const char local name[] = | AD_TYPE_CGHPLETE_LGEAL_NM@' "B, 75T, "RT FD
242 uintd_t manuf datal[l4] = |

A — e e E fmm e dmam= i A T OTEUITTE ARATTTTR TTIRETT OTEST T TR TR

P2P Server + OTA project

178 #define AFPFELE GAF DEVICE NAME LENGTH 2

772

Lys
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const char *name = "STM3IZWBlZ2":

225




Server + OTA App
Flash your newly created BLE p2pServer_ota.bin to 0x08007000 226

Device memory | BLE_p2pServer ota_reference.bin - ST-11

Address 0x0 Size 000 Data width 32-bit Downle »d !
Address 0 1 ] C ascy  Read

000000000 20002740 0BOOE325 0800E345 0B0O0E347 @a'. %a..Ea..Ga.. Save As ...

0x00000010 0800E349 0800E34B 0800E34D 00000000 Ia..Ka..Ma...... Verify

0x00000020 00000000 00000000 00000000 OBOOE34F i eei i 0&a. . Add

0x00000030 0800E351 00000000 0800E353 0800E355 0ad...... 5a..la.. o e—

Repository » STM32Cube FW WE V1.00 » Projects » MUCLEOQ-WEBS5.Mucleo » Applications » » BLE p2pServer ota » EWARM » BLE p2pServer » Exe

Mew folder

-~

Mame Date modified Type Size

5 | 7] BLE_p2pServer.out 4/10,2019 3:00 PM OUT File 1,092 KB
|| BLE_pZp5erver_ota.bin ) 4/10,/2019 3:00 PM FTE Binary Export ... 31 KB

Lys
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Server + OTA App

Verify functionality on the ST BLE Sensor app 227

Device Server 1

o)) -47 [dBm]
,‘\ No alarm received

Once seen, disconnect
You should also see OTA capability from your device

Clic the image to change the led status

b
r a Confi Cloud Logging Rssi & Battery

life.augmented
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Connect to OTA-enabled device
Connect the Dongle and select OTA Updater

228

[} sTM32CubeMonitor-RF

Device Help

FI?I‘I: STM32CubeMonitor-RF

OTA Updater

ACI Commands Scripts Beacon RF Tests ACI Utilities

Search and Select your Device | ot updater
(you can see your local name & BLE Address) '\

SEARCH FOR DEVICES Advertising filter

Select device *

[ 0x80E126005363 - P2ZPSR12 - DA enabled i

Image file path [ | BEROWSE

Lys
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Update BLE Application

229

Browse for the other OTA binary Update image
- BLE HeartRate ota_ reference.bin

| - O ||

Y o)
OTA Updater OTA Updater

SEARCH FOR DEVICES [ | Advertising filter | [ | Advertising filter |

H i

O0xB0E12600353.. A il bl

i t

- | i t

Image base address (hex)  (0x7000 | I Image base address (hex) 7000 l

I | |

Image file path & ota\Binary\ELE_HeartRate_ota_reference bin) m | Image file path C:\Users\alec bath\STM32Cube\Repository\3] |

i H

] |

i |

] ]

urpate N i I

I shing....

Repository » STM32Cube PW_WEB_ V100 » Projects » MUCLEQ-WBS5.Mucleo » Applications » BLE » BLE_HeartRate_ota » Binary

w  Teols Help

Include in library = Share with - MNew folder
it MName . Date modified Type Size
|| BLE_HeartRate_ota_reference.bin 2/19/20199:56 AM  FTE Binary Export ... 15KB

Lys
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Update via ST BLE Sensor app

230

OTA capability detected : :
CIIijck to);tart Erase & Reboot Select Smartphone file (iCloud, etc) Flashing begins

Wi Verizon & 2:39PM < 98% () 4
{iCloud Drive ST Cancel

J— STM32Cube_FW_WB-OTA Q Search STM32Cube_FW_WB-0OTA
o]

Version: 1.0.0 Version: 1.0.0
' First Sector to delete: Mcu type: STM32WBXX Mcu type: STM32WBXX
7 Address: Ox 7000 i Address: Ox 7000

Number of sector to delete: 2 4
Flashing the new firmware

19

BLE_HeartR BLE_prSe 1860/31996 bytes

ate_..ence rver_..ence
2/19/19 2/19/19
15 KB 32KB

65 bpm
Energy: 20 kJ
RR Interval: 1.00 s
Reboot 2 items, 26.05 GB available on iCloud
N
Ota Config Cloud Logging Rssi & Battery Heart Rate Cloud Logging Rssi & Battery Recents
.

Lys
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AND247

231

AN5247 details the OTA application in further detalil.

Figure 3. OTA procedure sequence

r‘ AN524T
” e, augmented Application note 3 Reboot service
Ower-the-air application and wireless firmware update for System reset
STM32WB Series microcontrollers
Introduction 1 No
This doeument deseribes iha procecurs for over-the-air [CTA) SMmware updae on STIZWE OTA client .) User app OTA request?
devines with BLE connaction. 1t explains how o uss the OTA application providad within the
STMZZCUDE Irmware packags.
This appileation can update bom the usar appleation and e wirsess AmmaEn. 2 OTArequest 4 Yes
OTA client .) OTAapp 5 OTA app active
Figure 1. STM32WB dual core FW architecture
E User FW or
wireless stack 7 Update
CPU2 | Wireless stack RSS dat 1
- Updatable by Wpdale requas I 1
OTA
_ S Application Wireless
Not updatable update service update service
by OTA
CPU1 BLE user OTA ‘L
application application RSS wireless
MS51778V1 Up‘dﬁt& service
M35 1780
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I0OS / Android Smartphone app
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BlueST SDK on Github: https://github.com/STMicroelectronics/BlueSTSDK Android

GitHub, Inc. [US] \ https://github.com/STMicroelectronics/BlueSTSDK_Android

O Why GitHub? Enterprise Explore Marketplace Pricing Sign in | B I u e ST S D K

BlueST is a multi-platform library (Android and 105 supported) that permits easy access to the data exported by a Blustooth

[ STMicroelectronics / BlueSTSDK_Android @watch | 25 | drstar | 44 Yok | 2
Low Energy (BLE) device that implements the Blue5T protocol.

<> Code Issues 8 Pull requests o Projects 0 Insights

BlueST Protocol

b 2 Dismiss
Join GitHub today
GitHub is home to over 36 million developers working together to host and Ad\-’e rtise
review code, manage prajects, and build software together.
m The library will show only the device that has a vendor-specific field formatted in the following way:
Length 1 1 1 1 4 6
Bluetooth low energy Sensors Technology Software Development Kit (Android version)  https://www.st.com/en/embedded-softwa...
MName Length Field Type  Protocol Version Device Id Feature Mask Device MAC (optional)
¥D) 24 commits ¥ 2 branches £ 0 releases 43 1 contributor &r BSD-3-Clause
Value 0x07/0xD 0xFF 0x01 DX DO D OO
Branch: master » ew pull request Find File Clone or download ~
* The Field Length must be 7 or 13 bytes long.
4% GiovanniVisentini Add the possibility to use a custom advertise format | -.. Latest commit eb772ck on Mar 26
[ p—— Add the possibilfty to use a custom advertize format 2 month age ¢ The Device Id is a number that identifies the type of device. It is used to select different types of feature mask and can
i BlueSTSDK Add the possibility to use a custom advertise format a month ago manage more than 32 features. Currently used values are:
[l .gitignore - Update android libs 2 years ago o 0x00 for a generic device
LICENSE Initial commit 4 years ago .
e e o 0xOL is reserved for the STEVAL-WESU1 board
[El README.md Add the possibility to use a custom advertise format a maonth ago . .
o 0x02 15 reserved for the STEVAL-STLKTO1VL (SensorTile) board
[E build.gradle Add the possibility to use a custom advertise format a month ago . .
i _ ) o 003 is reserved for the STEVAL-BCHNKTO1V1 (BlueCoin) board
[E] settings.gradle Initial cornmit 4 years ago

A MarfiA Ge racannd far tha TTEWAL TREANASYT I MRIaakl D 2 haard
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https://github.com/STMicroelectronics/BlueSTSDK_Android

Bonus Lab! SIG RF Certification Tests

Packet Error Rate (PER) tests with two boards connected 233

ACI Commands Scripts Beacon RF Tests ACI Utilities ACI Commands Scripts RF Tests

Test mode Test mode = Packet Error Rate (PER)

Select test mode
Connect tester

Transmitter test (TX)

® Packet error test (PER) _

Receiver test (RX) ComMz?2 - CONMNECT

~

Connect a second board
(Dongle for instance)

Lys
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Bonus Lab! SIG RF Certification Tests
Packet whitening is disabled in Direct Test Mode (DTM)

<
5
ACI Commands Scripts Beacon RF Tests ACI Utilities =
o
Test mode = Packet Error Rate (PER) = COM222 <
Configure tester (COM222) [Csravz Il e ]
( BLE peripheral A
:
PA Level 31 (+6dBm) v ey
~ SR AT
Olx L2CAP
= I
, @ =
TX Frequency 2402 MHz (Channel 37) v |
9 i D J
Length of Data | 0x25 v
— Power Transmission testing
Packet Payload 000 - Pseudo-Random bit sequence 9
0x01 - Pattern of alternating bits '11110000" <§ Frequency Dev|at|0n testl ng
PHY 0x02 - Pattern of alternating bits "107107010°
0:x03 - Pseudo-Random bit sequence 15 \
0x04 - Pattem of all 1" bits Carrier Frequency Accuracy testing
O ==t 0x05 - Pattern of all '0' bits
0:x06 - Pattern of alternating bits '00007117°
" ’ Test measurement | 0x07 - Patten of ahternating bits 01010107
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gmented

Use your phone to scan the QR code or type the link into your browser.

https://www.surveymonkey.com/r/PLYWMDC

Thank you!
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https://www.surveymonkey.com/r/PLYWMDC

Releasing Your Creativity

u @ST_World »}q ST community

WwWWw.Sst.com/stm32wb



http://www.st.com/stm32wb

