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Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to
familiarize themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws,
and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are
required to be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may
be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from
the use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or

liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or
software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation,
Inc., is prohibited

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous
environment, which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> D>

IMPORTANT  Identifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARCFLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

B> > >
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Preface

The PlantPAx” system provides a modern approach to distributed control by
using common technology (integrated architecture) shared with all other
automation disciplines within the plant. This approach creates a seamless
information flow across the plant to create optimization opportunities and
enables a Connected Enterprise.

Our scalable platform provides you with the flexibility to implement a system
appropriate for your application. Figure 1 shows the documents (this manual in
the highlighted section) that are available to help design and implement your
system requirements.

Figure 1 - PlantPAx System Implementation and Documentation Strategy

Define and
Procure

« Selection Guide
PROCES-5G001

- Install

« Virtualization User Manual
9528-UM001

- Prep - Develop Operate

_ _ \ y
- Infrastructure User Manual « Application User Manual « Verify and Troubleshoot User Manual
PROCES-UM001 PROCES-UM003 PROCES-UM004
« Reference Manual « Reference Manual « Reference Manual
PROCES-RM001 PROCES-RM001 PROCES-RM001

« Library of Process Objects
PROCES-RM002
PROCES-RM013
PROCES-RM014

¢ Define and Procure — Helps you understand the elements of the
PlantPAx system to make sure that you buy the proper components.

e Install - Provides direction on how to install the PlantPAx system.

e Prep - Provides guidance on how to get started and learn the best
practices to follow before you develop your application.

e Develop — Describes the actions and libraries necessary to construct
your application that resides on the PlantPAx system.

e Operate — Provides guidance on how to verify and maintain your
systems for operation of your plant.

Purpose of the User Manual

This document provides procedures on how to verify and troubleshoot the
PlantPAx system. A Microsoft® Excel” workbook, which is included with this
manual, contains checklist worksheets to verify and document that your system
design aligns with PlantPAx system recommendations. This manual also offers
steps on how to troubleshoot your system if performance expectations are

not met.
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Preface

Summary of Changes The table indicates the updated information in this manual.
Topic Page
Each server can now have 20,000 alarms 101
Virtual memory load value increased to 3 GB 106
Additional Resources These documents contain additional information that concern-related
products from Rockwell Automation.
Resource Description
PlantPAx Distributed Control System Selection Guide, Provides basic definitions of system elements and
publication PROCES-SG001 sizing guidelines for procuring a PlantPAx system.
PlantPAx Distributed Control System Reference Manual, Provides characterized recommendations for
publication PROCES-RM001 implementing your PlantPAx system.
PlantPAx Distributed Control System Infrastructure Provides procedures to configure infrastructure

Configuration User Manual, publication PROCES-UM001 components for your PlantPAx DCS systems.

PlantPAx Distributed Control System Application Describes procedures to start development of your
Configuration User Manual, publication PROCES-UM003 PlantPAx distributed control system.

Rockwell Automation Library of Process Objects Reference | Provides common procedures for using the

Manual, publication PROCES-RM002 Rockwell Automation Library of Process Objects.
Manual also includes procedures for Alarm Builder
and security codes.

Rockwell Automation Library of Process Objects: Logic Provides controller codes and tags for Rockwell

Instructions Reference Manual, Automation Library objects. The objects are grouped

publication PROCES-RM013 by family and attached as Microsoft Excel files to the

manual PDF file.

Rockwell Automation Library of Process Objects: Display | Provides common display elements for the Rockwell

Elements Reference Manual, Automation Library. For improved accessibility, the
publication PROCES-RM014 elements are combined into one manual.
PlantPAx Virtualization User Manual, Describes the catalog numbers and details for
publication 9528-UM001 using virtual image templates to configure

virtual machines.
Product Compatibility and Download Center at Website helps you find product-related downloads
http://www.rockwellautomation.com/rockwellautoma- | including firmware, release notes, associate
tion/support/pcdc.page software, drivers, tools, and utilities.

You can view or download publications at

http://www.rockwellautomation.com/global/literature-library/overview.page.

To order paper copies of technical documentation, contact your local
Allen-Bradley distributor or Rockwell Automation sales representative.
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Chapter 1

Overview

A well-performing process control system is critical to the operation of your
plant. It is important to have a strategy to verify that the system is performing
properly before initial deployment. Equally important is being ready to
respond if the system isn't performing at the expected level.

Performance of the PlantPAx” system is dependent upon following the design
and application rules that are provided by the PlantPAx Reference Manual.
These rules and guidelines are developed through a process called
characterization. Characterization is the activity of measuring system
performance against key operational criteria called Critical System Attributes
(CSAs). CSAs define what is expected in terms of performance of the
PlantPAx system.

This manual describes how to monitor performance and verify PlantPAx
system design against CSA recommendations by using the PlantPAx system
checklists. Before you implement the checklists, make sure that your controllers
are properly configured to extract diagnostic information. Chapter 6 explains
how the L_CPU Add-On Instruction and FactoryTalk” Linx (data server) are
initially configured to access computer data from system servers.

Figure 2 describes the three main topics in this manual to help you choose the
information. Click the link or see the respective page number for procedures.

Figure 2 - Topics in This Manual

Getting Data

Analyzing Data

Troubleshooting
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Chapter1  Overview

Rows gauge performance valuations.

Tabs

10

Attached to this manual is a folder (PlantPAx Checklist) that has five checklist
spreadsheets. Each checklist is an individual worksheet in one Microsoft®
Excel” workbook. The worksheets are organized by discipline or system
element. We refer to the individual worksheets as checklists throughout

this manual.

The checklists cover the following areas of the system design:

¢ System infrastructure

e Servers and workstations

e System architecture

e Process Automation System Server (PASS)

e Controllers

System Infrastructure Checklist
System Mame: r 0
Design Element Observed Value Results Motes
Hardware |BI0S Power saving options disabled 7 Yadw of
Virtualization |Using Virtualization 7 Yes ¥ o v ~
H . CPU Utilization 0 %
ypervisor
Memory 0 % See Chapter 2 for
CPU Utilization 0 % i ipti
Hypervisor icon descriptions.
Memory 0 %
. CPU Utilization 0 %
Hypervisor
Memory 0 %
. CPU Utilization 0 %
Hypervisor
Memory 0 %
. All Servers and Workstations
Domain are on the same Domain
Bandwidth Utiliz %
Packet Error Rate -1 '
7
Network  |Temperature OK [Ma [=] o
CPU Utilization %
Memeory Utilization
Computer Name: System Role Page 1
T [l ~
——< + p System Infrastructure <Server or W5 name> System Architecture <PASS= <Controller=

The five checklists are accessible via tabs on the bottom of the MS Excel

workbook. Tabs that have labels inside brackets indicate checklists that can be
renamed to match system elements in your application. For example, <PASS>
can be copied and renamed to <PASS01>, <PASS02>, if two PASS servers are
to be verified on the system.

Each checklist verifies design attributes that meet the following criteria:

1. Easily observable: This manual instructs you where and how to
check the design attribute. You can use one or multiple checklists.

See the table in Chapter 2 for recommended selections that are based on
the system stage.

Common: The checklists are designed to verify applications that have

configurations aligned with PlantPAx system recommendations. There
are possibilities that some valid configurations are not covered by
PlantPAx system documentation. In these cases, the associated attributes

are not included in the checklists or these manuals.
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Overview  Chapter1

3. Clear impact: The user experience benefits if the system conforms to
the provided limits.

The manual instructions also help spotlight potential issues that could affect
performance. Chapter 8 provides some basic troubleshooting examples and
procedures if your system is not meeting performance expectations.

The MS Excel workbook is attached within the PDF manual. Appendix A

instructs you how to access the Excel file.

To make sure that you have the latest checklists, see the Knowledgebase Answer

ID 771236 at https://www.rockwellautomation.custhelp.com.

Verification tools are included in the Knowledgebase article. These tools
either assist or perform necessary actions that are required to complete the
checklist. The tools are described in a ‘Before You Begin' section of each
checklist chapter.
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Chapter1  Overview

Notes:
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Chapter 2

Verification Recommendations

In today's automated manufacturing environments, it is important at various
stages of development to make sure that applications align with PlantPAx”
system recommendations. Pinpointing snags during pre- and

post-configuration stages can help reduce costly downtime.

Periodic evaluation after startup also can be done to verify the accumulated
affect of process and system changes.

Table 1 defines which checklists to use to verify compliance with the guidelines
that are outlined in the PlantPAx Distributed Control System (DCS) Selection
Guide (PROCES-SG001) and Reference Manual (PROCES-RM001).

Similar to a snapshot, each checklist verifies respective system design attributes

to provide an overall picture of your plant operation at any given time.

Table 1- Checklist Selection

PlantPAx System Checklists

v =
E 2 g
g 5 €
£ £ £
Development Stage E = =
= 5 < o
1S = E S
S g -] v =
g g 2 2 5
iy wvi v a o
Seepage15 | Seepage39 | Seepage65 | Seepage87 | Seepage113
System prep is complete per the instructions in the PlantPAx DCS Infrastructure Configuration ° °
User Manual, publication PROCES-UM001. Not all application code is complete.
Code is complete, but not running on equipment or network that is being used for the ° °
production environment (for example, acceptance testing).
Code is complete, running in production environment (for example, site and ° ° ° ° °

acceptance testing).

Checklist Flexibility and Visual Clues

Each checklist contains entry fields that gather information for the selected

design element. You do not have to use all five checklists. As

Table 1 shows, use

only the checklists that are required to verify that functionality is compliant
with system guidelines.

Rockwell Automation Publication PROCES-UMO004C-EN-P - June 2019
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Chapter2  Verification Recommendations

Table 2 summarizes each checklist.

Table 2 - Checklist Content

System Area Description

System infrastructure Verifies system infrastructure elements that are shared across all servers
and workstations. For example, virtual hypervisor and network.

<Server or workstation name>(") | Verifies the loading and configuration of each individual server and
workstation. Use this checklist to review each server and workstation on
your system.

System architecture Verifies the design and configuration of your system components. The checklist
includes FactoryTalk® View, FactoryTalk® Historian, and
FactoryTalk AssetCentre software configurations.

<pAss>" Verifies applications that PASS servers host. Review includes FactoryTalk View
Site Edition (SE) design attributes, alarm setup, and communication.

<Controller>" Verifies the application and load on your controller. Use this checklist to review
each controller on your system.

(1) Duplicate and rename a new checklist for each controller, PASS, server, or workstation in your system.

In the Results column, one of five icons appears from the status of the

Observed Value.

System Architecture Checklist

System Name: |

Design Element Observed Value Results MNotes

Number of HMI

Servers . .
[Numperetamsmm | 0 Results show compliance or require

Type values or make selections ___|Factondakie—"Servers corrective action.

A View Application |[Number of Data
asinstructed per entry field. Design Servers

Each HMI and Data

Server is in its own [T

Areg

Table 3 - Checklist Icon Descriptions

Icon Description

4 Failure — requires correction

Warning — requires additional attention to confirm if results are acceptable for your system

of Passed — aligns with system recommendations

Not applicable — not completed or does not apply

()] Information only — documentation or calculation purposes only

IMPORTANT A successful PlantPAx system design has completed checklists that do not
have any failures and all warnings are addressed. You can attach reports to
a checklist for categories that are information only.

Before You Begin

Checklist procedures operate under the following assumptions:

e Your PlantPAx system is operable (for example, the HMI application
is running and the latest operating system patches are installed).

¢ You have access to Microsoft® Excel software to complete a checklist.

14 Rockwell Automation Publication PROCES-UMO004C-EN-P - June 2019



Chapter 3

Before You Begin

System Infrastructure Checklist

This chapter describes verification procedures for virtualized or traditional
system infrastructure. Common infrastructure attributes, including network
switches, servers, and workstations, are reviewed to make sure of PlantPAx®
system compliance.

The purpose of this checklist is to verify your system data against PlantPAx
system design recommendations. The collection of data lets you analyze overall
system performance and pinpoint any potential performance issues.

The Microsoft” Excel® worksheet, which we refer to as a checklist, has entry
fields to document system design information. There are five icons that
indicate the status of the entered information and actions to be taken, if
necessary. The checklist data provides a snapshot of whether your system is
operating efficiently.

To access this checklist, click the System Infrastructure tab on the Microsoft
Excel workbook.

The System Infrastructure checklist procedures operate under the
following assumptions:

¢ Your PlantPAx system is operable (for example, the HMI application is
running and the latest operating system patches are installed).

e You have access to Microsoft Excel software to complete the checklist.

¢ The FactoryTalk® Network Manager™ is available to generate network
switch information. Access the Network Manager from the Product

Compatibility and Download Center (PCDC).

TIP  The download of the tool is not required. If this tool is not used, you
can collect information manually from the web pages of each
Stratix® switch.

Your system infrastructure has been configured per the following
instructions in the PlantPAx DCS Infrastructure Configuration
User Manual, publication PROCES-UMO001.

e You have defined a range of IP addresses for the DHCP server in
the domain, if applicable for your system.

¢ You have created groups and assigned users in the domain controller.

e Ifyou are using virtualization, the VMware vSphere Client software is
installed and connected to a vCenter server or ESXi (hypervisor) host.

Rockwell Automation Publication PROCES-UMO004C-EN-P - June 2019 15
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Chapter 3

System Infrastructure Checklist

16

Click the page number or the links in the workflow for quick access to
specific information.

Figure 3 - System Infrastructure Workflow
( Start )

A

Hardware - BIOS Power-saving Options Disabled?
See page 17
Virtualization « Using Virtualization?
See page 17
Hypervisor - (PU Utilization
See page 18 » Memory
Domain - All Servers and Workstations on Same Domain
See page 22
l + Network Manager - Temperature OK
Network Considerations «(PU Utilization %
See page 23 - Bandwidth Utilization% - Memory Utilization
l « Packet Error Rate
Servers and Workstations
See page 38
A 4
Complete You have the option of using other checklists,

with recommendations provided in Chapter 2.
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System Infrastructure Checklist ~ Chapter 3

Hardware

Virtualization

IMPORTANT  You can only access a computer BIOS when restarting that computer. Make
sure that you are in a non-productive environment to restart a computer.

BIOS Power-saving Options Disabled?

From the computer BIOS, verify that the BIOS power-saving options are
disabled. Power-saving options reduce computer resources for your
system elements.

1. From the checklist pull-down menu, choose Yes or No to indicate if you
have disabled power-saving options in all computers in the system.

2. Observe your results and make necessary changes.

Not complete until an option is chosen.

.,qﬁ' Yes; pass.

2 | No; fail. Correct and reverify.

Your PlantPAx system servers and workstations can be deployed in a traditional
and a virtualized environment. Traditional, for our purposes, means that each
server or workstation uses an operating system (OS) that is natively on the
computer. Virtual machines are installed on an operating system (OS) that is
independent of the computer hardware being used.

Using Virtualization?
This row verifies if virtualization is used.

1. From the checklist pull-down menu, choose Yes or No to indicate if you
are using a virtual environment.

2. Observe your results and make any necessary changes.

No; you are using a traditional infrastructure.

_:J Yes; you are using virtualization. This option applies whether you are using the
PlantPAx virtual image templates or another virtual system.
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Chapter3  System Infrastructure Checklist

Hypervisor This section applies only if virtualization is being used. The row verifies the
settings, sizing, and loading of the virtual infrastructure. A hypervisor is a
software program that allows multiple operating systems to share one hardware
host. Each operating system appears to have the host processor, memory, and
other resources all to itself.

IMPORTANT  We recommend that you perform the verification procedure for every host
server (hypervisor) in your PlantPAx system.

Before you begin, generate a host summary report to gather performance
readings to this section of the checklist. Complete these steps.
1. Open aweb browser.
We recommend Firefox web browser.
2. Type the IP address of the vCenter server.
The web login page appears.
Click the web client.

4. Type your user name and password for the single-server login.
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If a group of ESXi hosts is available in the selected context, select the
host or group of hosts from the Source list, and then click Next. This

action generates an HTML output. Print the output and attach the

information to the Hypervisor checklist section.

TIP  Inthe Notes section of the checklist, record the CPU and memory
utilization. You can also use the memory information in the Data

server section of the PASS checklist. See page 106.

E]

) GetvCenter Server | 131 Create/Registery | [ Shutdown  [B Reboot | @ Refrash Actions
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Wersion: £.5.0 Lpcate 1
Stete e USED: 3.0 GHz CAPACITY. 415 GHz
5 Uptime: 137 95 days MEMORY FREE: 16.08 6B
™ 7h%
= USED: 47 2 6B CAPACITY: 53.98 OB
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100
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©
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=
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CPU Utilization

The checklist row verifies the CPU utilization of the hypervisor.

1. From the host summary report that is generated on page 18, record the
CPU utilization in the checklist and press Enter.

2. Observe your results and make necessary changes.

Not complete until a value is entered.

ﬁf Yes; pass. CPU utilization is within 50% of used resources.

}:ﬁ No; fail. CPU utilization exceeds system recommendations.

For virtual image recommendations per system element, see the

PlantPAx DCS Selection Guide, publication PROCES-SG001.

Memory

The checklist row verifies the memory utilization of the hypervisor.

1. From the host summary report that is generated on page 18, record the
CPU utilization in the checklist and press Enter.

2. Observe your results and make necessary changes.

Not complete until a value is entered.

ﬁf Yes; pass. Memory utilization is within 50% of used resources.

}:ﬁ No; fail. Memory utilization exceeds system recommendations.

For virtual image recommendations per system element, see the

PlantPAx DCS Selection Guide, publication PROCES-SGO001.

Rockwell Automation Publication PROCES-UMO004C-EN-P - June 2019


http://literature.rockwellautomation.com/idc/groups/literature/documents/sg/proces-sg001_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/sg/proces-sg001_-en-p.pdf

System Infrastructure Checklist ~ Chapter 3

Resource Pool Allocation

Each virtual machine (VM) consumes a portion of the hypervisor resources.
Resource allocation is performed on an individual VM basis by using shares,
reservations, and limits. Setting these values on every VM is time-consuming,.
Resource pools, however, provide dynamic allocation of CPU and memory
resources for efficiently scaled servers and workstations.

Virtual memory shares are set by priority: High, Normal, Low depending on
the minimum reservation per system element. Table 4 shows our
recommendation for three resource pools with the server-type allotment.

Table 4 - Server Resource Pool Allocation

Resource Pool Name | CPU Shares | CPU Reservation Memory Shares | Memory Reservation Server or Workstation
High High 50% of available host CPU Hz High Minimum as specified for each PASS
virtual template ows
AppServ-OWS
Normal Normal Zero Normal Zero EWS
AppServ-EWS
AppServ-Asset

AppServ-Batch
AppServ-Info

Low Low Zero Low Zero FactoryTalk Directory
Domain Controller

For more information on resource pool allocation, see the PlantPAx DCS
Reference Manual, publication PROCES-RMO001.
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This section of the checklist verifies that all system servers and workstations are
on a Windows Domain per system recommendations.

All Servers and Workstations on Same Domain

This row on the checklist verifies that the servers and workstations are
configured on the DNS server. Complete these steps.

1. Open the Server Manager, click Tools, and choose DNS.

Marage  Tooks

sctory Administrative Center

ectory Domains and Trusts

WELCOME TO SERVER MANAGER

Local Server

& Al Servers o .

QUICK START

actory Madule for Windows PowerShell

Dirsctory Sites and Seniices

sstary Uszrs and Computers

igure this |10Cal server ADSI Edit

Companent Services

Computer Management
Defragment and Cptimize Drives
DHCR

18 DHCP
& DNE 2 Add roles and featu

W@ File and Storage Services b y o
i L anug
WHATS KEW
s 4 Creste a server group
Embeiided Lockdawn Manager

5 Connect this server to cloud services Event Viewar

2. Verify that all servers and workstations are listed on the DNS Manager
dialog box.
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b ';' [ tsaene as parcnt faldes) Start of Aubnonby (S04)  [262] padeasystamg
bl _'I' F J {serne as parent foldes] Fame Senver (R3] podchsyster.plirip &
3 Comainbnsdenes

[ tseenie as parent Foldes] Mare Server (NS] padea.system. plantg

b ] FerestDnsZores =
| Peverse Lok Zones 1| serne ax parent Foldes] Host i) 172.98.1,10
7 Trust Paints (] tszene 25 parent Foldes] Huost (4} 1R2Ean
b ] Conditicrsl Farwarders o fserne gz parent Foldes] Host (8] 10.83,53,35
b (1] Siokal Lags 5 AsAb Host (4) 17238162
] asmna Hunsl () 172.18.1.13
I asiHoi Host (4) irRIRRTE
] asiHnz Hensl (1) 1TRIBAT
=] asiH03 Host (4) 1R
] asEsm Husl () 1728113
1| ASDAD Host (4) 17290016
] asosim Hast (4] AF-RERTS
l asosk2 Host (8 172.18.1.70
o asosinz Haoat (&) 123818
] 505k Host (1) 172.98.1, 5%
] Asoss Host (40 1728113
& ns05K6 Hast () 728,158 =
s ——r PR A -

You also can use this list to complete the Servers and Workstations
section on page 38.

3. From the checklist pull-down menu, choose Yes or No if you are using a
Windows Domain.
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4. Observe your results and make necessary changes.

Not complete until an option is chosen.

No; warning. If you do not intend to use a domain, make sure that your system has
fewer than 10 servers and workstations. You also are responsible to make sure that
time synchronization, security policies, and user configuration are manually shared
across all computers on the system.

wf | Ves, pass.

Network This section describes how to run the FactoryTalk” Network Manager™ tool to
monitor your network. The tool accesses Stratix® and Cisco’ network switches
to diagnose the health of the network, and inventories device types and other
parameters on the network.

IMPORTANT  Example screen facsimiles in this section could be different than shown
because of updates to FactoryTalk Network Manager. For current installation
and operating instructions, see the FactoryTalk Network Manager Quick
Start Guide, publication FTNM-QS001.

Network Manager Considerations

To download and install the tool, go to the PCDC at

https://compatibility.rockwellautomation.com/Pages/home.aspx#/scenarios

Before you use the tool, consider the following for best performance:

e You cannot use Internet Explorer with these procedures. We
recommend that you use Chrome or Firefox web browser.

e The password ‘admin123’ must be changed after you initially open the
software. We recommend that you create dedicated users to your
application configuration and disable default user names.

e When you create an access profile, make sure that the SSH protocol is
enabled and the SNMP is configured in all switches as documented in
Chapter 1 of the PlantPAx Distributed Control System Infrastructure
Configuration User Manual, publication PROCES-UMO001.

e To enable external access, you must create an inbound Windows firewall

connection (TCP 8443).
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First Time Network Manager Logon

This section describes procedures for initially logging on to the tool. Complete

these steps.

TIP  Steps1...5 must be configured for each computer that is using the

Network Manager. Steps 6. ..8 are performed once.

1. Open the Chrome or Firefox web browser.

We are adding an exception because the network manager is using a
self-signed certificate.

4 Insecure Connection X ‘ + l_l_-' (=)
&« c o ® hitps://localhost:8443/login - @ I @ =

Your connection is not secure

The owner of localhost has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errars like this to help Mozilla identify and block malicious sites

2. Click Advanced.
3. Click Add Exception.

Report errors like this to help Mozilla identify and block malicious sites

localhost:8443 uses an invalid security certificate.
The certificate is not trusted because it is self-signed.
The certificate is only valid for the following names:

ASNMO1, 172.18.1.24

Error code: SEC_ERROR_UNKNOWN_ISSUER

Add Exception...

A Insecure Connection x |+ = I:'-
&« ¢ @ @ https://localhost:8443 /login - 2 n a0 =
~
Learn more...
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4. Type the URL <https://hostname:portNum/login>, replacing
<hostname> with the host name of the network manager server. We
suggest this firewall rule to allow for traffic on port number 8443.

Add Security Exception -

You are about to override how Firefox identifies this site,

H ; Legitimate banks, stores, and other public sites will not ask you to do this.

Server

K1 111 it ps: // localhost:B443/ logi | Get Certificate

Certificate Status

This site attempts to identify itself with invalid information.

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site,
Unknown |dentity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using a secure signature,

Permanently store this exception

I| LConfirm Security Exception |I | Cancel |

5. Confirm Security Exception.
A Welcome Login dialog box appears.

6. Type systemadmin for the user name and admin123 for the password.

J Lagin X ‘+ [ =15

&« c o @ # httpsy//localhost:8443/login - 9 % I @ =

FactoryTalk Network Manager

systemadmin

cecseced| ©

©2016-2018 Rockwell Automation, Inc. All Version: 1.4.1-1
Rights Reserved
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7. Retype adminl23 in the Current Password text box, and then type a
new password.

8. To confirm the entry, retype the new password.

@ - Q ‘ ® & https://localhost:8443/iot/change-password e ﬁ ‘ I @ =
System Administrator, First time login or password has been reset, please change
password
(G sssssese
Password
Hew Password LITTTTYYYYY
Confirm New sssscsssse @
Password
Password Policies
© 2016-2018 Rockwell Automation, Inc. All Version: 1.4.1-1
Rights Reserved

9. Type systemadmin and the new password.

- T

@ = Q & ‘ @ B nttpsy//localhost:8443/login?logout - @ 1}| N @ =

Welcome. Log In.

(You have logged out successfully.)

systemadmin

ecesscccesl )

©® 2016-2018 Rockwell Automation, Inc. All Version: 1.4.1-1
Rights Reserved

The Network Manager dashboard appears.
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Design Maintain

Discovering Assets

This section describes how to configure the tool to retrieve network asset
information that comprises your system. Complete these steps.

1. From the Network Manager dashboard, click Operate>Dashboard.

Dashboard X
N
L /} ‘ @ £ https:/Alocalhost:8443fiot/group-dashboard

Qperate > Dashboard

Groups Dashboard for Group Root

Root (0) No devices are present in this group

2. Click Asset Discovery and then New Discovery Profile.

@&

Q

AssetDiscovary

Settings

Operate

Asset Discovery

@ B https://localhost:8443/iot/asset-discovery

Operate > Asset Discovery

\(

Audit Tradis

Mew Discovery Profile Discovery Profile(s)

(] | Name | Type IP Address Hetmask AGD%

Mo data to display 1

Dashboard
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3. To define a discovery profile, you do the following:
a. Type a profile name. For example, PlantPAx.
b. Click IP Scan and type a range of IP addresses.
c. Type a Netmask.
d. Click Create New Access Profile.

Asset Discovery

® B hitps://localhost:B443fiot/asset-discovery

Operate > Asset Discovery

< Back lo Discovery Profile New Discovery Profile

Adiscovery profile defines the mechanism by which the network or a section of the network is discovered by the system. The IP Scan option discovers devices within the range of IP addresses, and
the Link Layer option discovers the network hop-by-hop starting at the seed IP address. The access profile that is attached to the discovery profile specifies the access credentials and transport
settings that will be used during discovery.

Discovery Mechanism

Start IP* End IP* Netmask*

IP Scan o Link Layer 172.18.0.1 172.18.0.100 255.255.255.0|

Access Profile®

Select your options... Don't see the access profile you need?§Create New Access Profile

Assign to Group

Root - @

Rockwell Automation Publication PROCES-UMO04C-EN-P - June 2019




System Infrastructure Checklist ~ Chapter 3

4. 'To define an access profile, do the following:
a. Click Advanced.
b. Type an access profile name. For example, PlantPAx Profile.

c. Type the user name and password that matches the network
switches configuration.

d. Reenter the same password to confirm the entry.

New Access Profile

of network devices. These details are stored in a secure, encrypted database. The values specified in the access profile

An access profile contains access credentials and transport settings that are used by the system to manage a specific set
Simple Advanced

must match the values configured on the set of devices being managed by the system.

Name*

PlantPAx Profile

Device Access Settings @

Description

e Description e

User Name~

admin

Password*

Enable Password

® @ sesssssee ® |6

SNMP Settings * @

5. Delete the defaults Community String (public).

6. Type your Community String. The example references the switch
configuration that is documented in the PlantPAx Distributed
Control System Infrastructure Configuration User Manual,

publication PROCES-UMO001.
7. Click Secure.

New Access Profile

SNMP Settings * @

0w

v2c

Community Strings

PlantPAX

Ow

Access Mechanism

Port # SSH Port #

RegularSecure 443 22

Transport Settings
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8. Click Save.

New Access Profile

awv

Access Mechanism

Port # SSH Port #
Regular O Secure 443 =
Transport Settings
Port #

Timeout

|15

9. To access your profile, click the Access Profile pull-down menu and
choose your access profile name.

The name is the same as entered in step 4.

¢ Backto Discovery Prfile New Discovery Profile

Adiscovery profile defines the mechanism by which the network or a section of the network is discovered by the system. The IP Scan option discovers devices within the range of IP addresses, and
the Link Layer option discovers the network hop-by-hop starling atthe seed IP address. The access profile thatis attached to the discovery profile specifies the access credentials and transport

settings that will be used during discovery.

Name*
PlantPAx L] =
Discovery Mechanism
StartIP* End 1P Netmask*
IP Scan O Link Layer 172.18.0.1 172.18.0.100 255.255.255.0
Access Profile
| iSelect your optior Dontsee the access profile you need? Create New Access Profile

Select your options...

LPtantPAx Profie
= e
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10. Click Save.

by

A discovery profile defines the mechanism by which the network or a section of the network is discovered by the system. The IP Scan option
the Link Layer option discovers the network hop-by-hop starting atthe seed IP address. The access profile that is attached to the discovery
seftings that will be used during discovery.

Name*

PlantPAx L]

Discovery Mechanism

startIp* EndIP*
IP Scan O Link Layer 17218.01 172.18.0.100
Access Profile*
PlantPAx Profile E| Don't see the access profile you need? Create New Access Profile
Assign to Group
Root - 0
Cancel Save

Your profile information appears in respective columns.

11. Click Scan Now.

Asset Discovery

Operate > Asset Discovery

New Discovery Profile 1 Discovery Profile(s) With Selected ¢ {c%

( Discovery Profile PlantPAx has been created x
() | Name | Type IP Address Hetmask Access Profile Group Last Run Actions
[ | PlantPAx IP Scan 172.18.0.1-172.18.0.100 2552552550 PlantPAx Profile Root i?;
Show rows: 25 Gotopage ! 110f1 4 3

This procedure can take several minutes to discover network assets.
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Checking Inventory
This section describes how to inventory and license the assets in your system.

1. Click Operate>Inventory.

S e

@ - C @ ‘@ﬂ https://localhost:8443/iot/asset-discovery o ﬁ| iIn @ =

[>]

X

Design Maintain Settings

fa\ & { &b

Alarms Asset Discovery Audit Trails Dashboard Inventory Topology

Operate >  Asset Discovery

New Dis covery Profile 1 Discovery Profile(s) With Selected | ¥» | 0%
( Discovery Profile PlantPAx has been created XJ
(] | Name - | Type IP Address Netmask Access Profile Group Last Run Actions
O | PlantPAx IP Scan 172.18.0.1-172.18.0.100 255.255.255.0 PlantPAx Profile Root 2018-06-18 09:50:20 ’S\f::
Show rows: |E‘ Go to page T‘ 110f1 4 [ B

2. Click Select All and click “With Selected’

Inventory

‘ @ £ https://localhost:8443fiot/inventory

Operate > Inventory
Device Filters Y 13 Device(s) ALL | Search Licensed Devices Q with Selected | V> 453
¥ CATEGORY :1‘:::‘5 Name & | IP Address State Connected To Product ID Group Tags | Vendor
® Licensed Rockwell
Devices SW001 1721801 Unlicensed 1783-IMS28RAC Root + AutomationiAllen-
O All Devices Bradley
Rockwell
¥ DEVICE TYPE SwWo10 17218010 Unlicensed 1783-MS28NAC Root + Automation/Allen-
Bradiey
(71 Switch (13) Rockwell =
SW020 17218020 Unlicensed 1783-BUS20CGN Root + Automation/Allen-
Bradiey
¥ PROTOCOL
Rockwell
MULTIPROTOCOL ( swo21 17218021 Unlicensed 1783-BUS20CGN Root + Automation/Allen-
] 13) Bradley
Rockwell
SW022 17218022 Unlicensed 1783-BUS20CGN Root + Automation/Allen-
¥ STATE Bradley
(7] Unlicensed (13) Roclowell
sW023 17218023 Unlicensed 1783-BUS20CGN Root + Automation/Allen-
Bradley
¥ VENDOR Rockwell
SW030 17218030 Unlicensed 1783-HMS16TG4CGN | Root + Automation/Allen- .
Rockwell Automatio
) niallen Bradley (13) Bradiey
Roclkwell
SWo31 17218031 Unlicensed 1783-HMS16TG4CGN | Root + Automation/Allen-
Bradley
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3. Click the Change License State pull-down, and choose Licensed.

Devices: 13 Selected x

Perform Action

Delete

Change License State

Select a slate El

Select a state

Unlicensed

- ALer or select up to 5 tags hd
(O Security
Add Remove
Export Devices
@ Selected Device(s)
(O 25Devices on page csv

(O All Davices

4, Click Yes.

9 Confirm *

This action will make configuration changes to any selected Network
device(s), so that they can be managed. Click here to view the
commands that will be configured on these Network device(s).

Are you sure you want to move selected device(s) to Licensed State?

The Inventory dialog reappears with ‘Licensed’ for the state of the
selected device filters.

5. Click a switch name to collect information for the checklist.

Inventory

| ® i hitps://localhost:8443/iot/inventory

Operate > Inventory

Device Filters Y 13 Device(s) ALL  ~ | Search Licensed Devices Q With Selected  ¢_» o}
( Transitioning 13 devices to Licensed State. View Details x)
¥ CATEGORY
@® Licensed O ';:::“'"5 Name | IP Address State Connected To Product ID Group Tags | Vendor
Devices
O All Devices Rockwell
m} SWo01 172.18.01 Licensed 1783-MS28RAC Root + Automation/Allen-
Bradley
¥ DEVICE TYPE Rockwell
m} SWO10 17218010 Licensed 1783-MS28NAC Root + Automation/Allen-
() Switch (13) Bradley
Rockwell
¥ PROTOCOL m] SW020 172.18.0.20 Licensed 1783-BMS20CGN Root + Automation/Allen-
Bradley
0 ::I;J)LT\PROTOCOL ( Rockwell
m] SWo21 172.18.0.21 Licensed 1783-BMS20CGN Root + Automation/Allen-
Bradley
¥ STATE Rockuell
O SW022 172.18.0.22 Licensed 1783-BMS20CGN Root + Automation/Allen-
() Licensed (13) Bradiey
Unlicensed Rockwell

Automation/Alles
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Information for the selected switch, such as temperature, CPU usage,

and bandwidth, appears.

Inventory x [

<« ¢ @ ® & hitps;//localhost:8443fiot/supported-devices/10112 o D o =

Design Maintain Settings

n & {

Alarms Asset Discovery Audit Trails Dashboard Inventory Topology

FactoryTalk Network Manager [

-
< Back P4 S
State: Licensed

HEALTH BANDWIDTH View Details RECENT ACTIVITY View Details

—
]

Retrieve Device Data

Temperature : 55°C [ — 1 On 2018-06-18 11:14:22 by SystemAdmin

-40 20 0 20 40 60 80 100

1Day 1Week

Status: Success, Operation: Changed Device State

CPU:  13% i 1o Details: Updated device admin state from Unlicensed to Li
0 20 40 60 8D 100
On 2018-06-18 11:06:02 by SystemAdmin
Memory: 19% [m— . . ) ' ]
0 20 49 eo 80 100 Status: Suceess, Dperation: Added Device g
Fr=ing Detals:

SDFlash: 7% ==

b ook ~10% On 2018-06-18 11:04:51 by SystemAdmin
ower - - ” R
10181028 1038 1048 0S8 108 AT Status: Success, Operation: Deleted Device

Supply A :
W RxUtl B TxUi B AvoUti Details
Power  DCOK
Supply B:
Configurstion
Aschives
PHYSICAL DEVICE VIEW DEVICE OVERVIEW

6. Click Open Device Manager.

Details for the selected switch appear.

7. Click the Monitor tabs and choose Port Statistics.

D Allen-Bradiey eSS
@ statistics | Port Statistics
Dataunit  Byte | MB

Transmit Detail Receive Detail
[J Port Transmitted Total Transmitted(pack... Received Total Received(pac...  Total Transmit Erro... | Total Receive Errors(pa... | Last Counter Res..
O Fa1j1 1490507449 129209863 3046944415 88739227 0 0 never
O Fatjz 2577241737 64941318 63033294 811426 i 0 never
O Fa1/3 4208561681 36538471 1008070288 47064174 0 0 never
O Fa1/4 617366345 50021211 490208512 3999222 0 0 never
O ra1ys 0 ] 0 0 0 0 never
O ra1/s i 0 0 i 0 0 never
O ryz o 0 0 0 0 0 never
O rays o 0 0 ] 0 0 never
O Faljo 2807855157 301267212 3494011366 253046194 0 0 never
O Fatji0 1825837203 300566185 328351730 153007124 o 0 never
O rFaji1 0 0 0 ] 0 0 never
O rFmy2 o a 0 0 0 0 never
O f113 o 0 0 ] 0 ] never
O fFa1/14 0 1] 0 0 0 i never
O ra1jis 0 0 0 0 0 0 never
O F6 0 ] 0 0 0 0 never
O ry1z o 0 0 0 0 0 never
O ra1/18 0 0 0 0 0 0 never
O et 3056293385 208664003 465233108 441022589 0 0 never
O &2 o 0 0 0 0 0 never
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Checking Topology

A topology diagram appears. You can move the switches around for better
visibility, if desired.

Topelogy

| @ B hitpsy/flocalhost:8443 iot/topology

Operate > Topology

Groups Y | Overlay~ Last Discovered : Discover Topology | With Selected | < [T
&
+ Root
- 5 o
aQ; SW022
SWDas
=
L =
\ S
\ SWo31 s i
SW023 \ i*
\ /
\ =l swos 4
- \ / r —,
~ A | P SWO042
SW020 . Y - A SW023
S o) " P
B
/ SW0a1
rem
-y
SW030
SWo10
8 2016-2018 Rockwell Automation, Inc. All Rights Reserved Version: 1.4.1-1

Checklist Options

You have the option of manually generating additional checklist information
into the following rows:

e Bandwidth Utilization %
o Packet Error Rate

o Temperature OK
e CPU Utilization %

e Memory Utilization
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Bandwidth Utilization %

This row verifies that the allocation of bandwidth resources is within PlantPAx
system recommendations.

1. Identify and record the highest bandwidth utilization percentage of all
network switches.

2. Observe the results and make any necessary changes.

Not complete until a value is entered.

o 50% and up is a fail. Review and verify the network architecture for system compliance
or call a Rockwell Automation® Support representative.

off | Pass.

Packet Error Rate

This row verifies that the error rate for message handling is zero to comply with
PlantPAx system recommendations.

1. Identify and record the highest packet error rate for messaging and
press Enter.

2. Observe the results and make any necessary changes.

Not complete until a value is entered.

Fail. Error rate is greater than 0. If the error rate is not zero, but not increasing, we
b4 recommend a reset. Review and verify the network architecture for system compliance
or call a Rockwell Automation Support representative.

qﬁ' Pass.
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Temperature 0K

This row verifies that all devices are not reporting a high temperature reading.

1. From the checklist pull-down menu, choose Yes or No to indicate
whether the temperature of all switches is within system
recommendations.

2. Observe the results and make any necessary changes.

Not complete until an option is chosen.

Noj; fail. Rectify the environment and verify the network design. You also can call a
ﬁ Rockwell Automation Support representative.

e&' Yes; pass.

CPU Utilization %

This row verifies the percentage of CPU resources that are allocated to
adevice.

1. Identify and record the highest CPU utilization percentage of all
switches, and press Enter.

2. Observe the results and make any necessary changes.

Not complete until a value is entered.

Noj; fail. CPU allocation is greater than 50%. Review and verify the network architecture
ﬁ for system compliance or call a Rockwell Automation Support representative.

qﬁ' Yes; pass.
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Memory Utilization

This row verifies the percentage of memory that is used by a network switch.

1. Identify and record the highest memory utilization percentage of the
memory that is reserved, and press Enter.

2. Observe the results and make any necessary changes.

Not complete until a value is entered.

No; fail. Memory usage is greater than 50%. Review and verify the
3 | network architecture for system compliance or call a Rockwell Automation
Support representative.

«‘4" Yes; pass.

Servers and Workstations This informational row documents all your system servers and workstations.

38

You can use the list on the DNS Manager dialog box, as shown on page 22.

1. Type the computer name for the system element and press Enter.
For example, PASSO1.
2. From the System Role pull-down menu, choose the role.

For example, domain controller, PASS, EWS. For the
PASS--C choose PASS.

3. Repeat step 1 and step 2 for each server and workstation in your system.

When all entry fields are verified, type the name of the person who completed
the checklist and the completion date. We suggest that you store the checklist
and any attachments in an accessible location to compare with future system
data. Discrepancies can show potential issues that could adversely

affect performance.

You can close the Microsoft Excel workbook or click another tab to continue
to verify data.
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This chapter describes verification procedures of basic configuration for each
server and workstation in the PlantPAx® system.

The purpose of this checklist is to verify your system data against PlantPAx
system design recommendations. The collection of data lets you analyze overall
system performance and pinpoint any potential performance issues.

The Microsoft® Excel” worksheet, which we refer to as a checklist, has entry
fields to document system design information. There are five icons that
indicate the status of the entered information and actions to be taken, if
necessary. The checklist data provides a snapshot of whether your system is
operating efficiently.

To access this checklist, click the <Server or WS Name> tab on the Microsoft
Excel workbook.

IMPORTANT  Complete this checklist for each computer on your system. To duplicate a
checklist, do the following:

« Right-click the <Server or WS name> tab and choose Move or Copy.
« Click Create a copy and then click OK.

« Double-click the checklist name and type a name that identifies the
computer that you are verifying.

Before You Begin The Server or Workstation Name checklist procedures operate under the

following assumptions:

e Your PlantPAx system is operable (for example, the HMI application is
running and the latest operating system patches are installed).

e You have access to the following tools to complete the checklist:
e Microsoft Excel software

e Performance Monitor (Perf Mon) utility is connected to the servers
and workstations that are being verified
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Click the page number or the links in the workflow for quick access to
specific information.

Figure 4 - Server or Workstation Workflow

( St )

I « Windows Firewall Being Used « Desktop Experience Enabled in RDS Server
Operating System « Operating System Valid . . AQiust for Best Performance ?s Sglected
See page 41 «Rockwell Software Patches Applied - Windows Automatic Update is Disabled
g NIC Power-saving Options Disabled - EventViewer Is Not Presenting Errors
Windows Power-saving Options Disabled « _NSLookup Resolved
y
Performance Monitor Generating a Performance Report
See page 55
- ' + 08 Checks « System Service Checks
Basic System Checks «  Disk Checks - Hardware Device Driver Checks
See page 58 « Security Center Checks
r .
Resource Overview « (PU(% . . Mﬂ%
See page 61 « Network (%) +Memory (%)
A 4
Complete You have the option of using other checklists,

with recommendations provided in Chapter 2.
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OPerating System The rows in this checklist section verify the following operating

system requirements:
o Windows Firewall Being Used
e Operating System Valid
e Rockwell Software Patches Applied

e NIC Power-saving Options Disabled

e Windows Power-saving Options Disabled

e Desktop Experience Enabled in RDS Server
o _Adjust for Best Performance is Selected

o Data Execution Prevention (DEP) Turn On for Essential Items
o _User Account Control (UAC) Never Notify

« Windows Automatic Update is Disabled

o _Event Viewer Is Not Presenting Errors

NSLookup Resolved

IMPORTANT  Complete this checklist for each server and workstation in your system.

Windows Firewall Being Used

A Windows firewall, whether Microsoft or third-party software, helps prevent
outside intrusion to system operations. This row makes sure that the Windows
firewall with inbound rules is active in the system. For firewall rules, see ‘Enable
Windows Firewall’ in the PlantPAx DCS Infrastructure Configuration User
Manual, publication PROCES-UMO001.

To check if the firewall state is enabled, complete these steps before completing
this section.
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1. Open the Control Panel of the computer and choose Windows Firewall.

=3 All Cantral Parel lems
= = 7 |8 » Cortrol Fanel » &I Corc! Panel kams » w &
Adjust your computer's settings Viewby: Smollicons *
¥ sction Center 3 Adrministrativs Tools g AutoPlay

{2 Phiane and Madem

& Reoion

% Rematedpp and Desktep Connectians B Getern

|, Taskbar and Navigation 8 Troubleshooting

ﬂ: User Aeeounts @ Windews Update

2. Make sure that Windows Firewall is enabled, and then choose
Advanced Settings.

If the firewall is not enabled (off), you receive a warning message.
Proceed to step 4.

The display example is an enabled firewall. You must repeat these steps
for each computer in your system.

& ‘Control Panel\All Control Panel [tems\Windows Firewall -|O -

'\(-:I » ‘ﬂ ¥ Control Panel » All Control Panel feerns b Windowes Firewall v O‘ ‘ Search Contral Panel P, |

i Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or a network,
through Windows Firewall
#) Change notification settings . @ Domain networks Connected (%)
B Tum Windows Firewall on or |
off Networks at a workplace that are attached to a domain
) Restore default
“:’ aillhds IWmdows Firewall state: On I
@il Advanced settings
= Incoming connections: Block all connections to apps that are not on the list
Troubleshoot my netwark of allowed apps
Active domain networks: lim  System.PlantPAxlocal
Notification state: Do not notify me when Windows Firewall blocks a
new app
. @ Private networks Not connected (%)
. @ Guest or public networks Not connected (&)

Seealso
Action Center
Network and Sharing Center

Rules that are created by the Windows Firewall Utility appear under
Inbound Rules. Use this list for step 3.
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Inbound rules explicitly allow or block inbound network traffic that
matches the criteria in the rule. You must verify that Rockwell

Automation software is allowed.

&

File Action  Wiew

Hel]

R Connection Security Rules
b B, Monitoring

ggth Achvance

Windows Firewall with Advanced Security

Inbound Rules

Hame Group = ~

@ alarmoB.exe =
@ AlarmQB.exe |
@ flarm0B.exe

@ farmOB.exe

@ AmClisrirap exe

@ AmClisniirap exe

@ AmCliSniidrap exe

@ Aratlisniidrap exe

@ Araipcexe

@ Almbpx exe

@ AlmMpx exe

@ AlmMpx exe

@ AlmSreexe

@ AimSreexe

@ aimSreexe

@ aimSreexe

@ architectexe

@ architectexe

@ Architect.exe

@ Aechitect.exe

(@ CadeMeter Runtime Server
@ CadeMeter Runtime Server
(@ CadeMeter Runtime Server
(@ CodeMeter Runtime Server
(@ CodeMeter Runtime Server
@ CodeMeter Runtime Server

< n >

ol

Actions
Inbound Rules =
W3 Mew Rule..
T Filter by Profile
T Filter by State
T Filter by Group

v v v w

View

Refresh

B

Export List..

Help

3. From the checklist pull-down menu, choose Yes or No if a Rockwell
Automation entry is ‘Enabled’ with the firewall.

4. Observe your results and make any necessary changes.

Not complete until an option is chosen.

No; warning. Write in the Notes column what solution is providing firewall protection
= or why it was disabled on this system.

Yes, pass. We recommend that you follow firewall rules that are detailed in the
PlantPAx DCS Infrastructure Configuration User Manual, publication PROCES-UMO01.
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Operating System Valid

This row verifies that the server or workstation operating system that you are
using matches PlantPAx system recommendations.

IMPORTANT  The following PlantPAx system firmware and software versions use these
Windows operating systems:

PlantPAx system 4.6: Windows 2016, 64 bit (servers); Windows 10,
64 bit (workstations)

PlantPAx system 4.5: Windows 2012 R2, 64 bit (servers); Windows 10,
64 bit (workstations)

PlantPAx system 4.0: Windows 2012 R2, 64 bit (servers); Windows 8.1,
64 bit (workstations)

PlantPAx system 3.0: Windows 2008 R2, 64 bits (servers); Windows 7
64 bit (workstations)

For details, see the PlantPAx DCS Selection Guide,
publication PROCES-SG001.

1. From the checklist pull-down menu, choose Yes or No whether you are

using a valid OS for the PlantPAx system.

2. Observe your results and make any necessary changes.

Not complete until an option is chosen.

No; warning. Confirm and record in the Notes column that the 0S being used is
supported by the installed products.

NOTE: System performance can be impacted by a mismatch of operating systems
within the system.

-:Hf Yes, pass.
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Rockwell Software Patches Applied

This row verifies if you are using the latest software patches for the Rockwell
Automation software that is installed on your PlantPAx system. Before
updating system software, we recommend that you verify software updates
on a non-production system or when the facility is non-active.

IMPORTANT  The Patch Validator tool verifies current software versions on your system.
The tool also installs a patch roll-up.

To download, see the Knowledgebase Answer ID 30393 at
https://www.rockwellautomation.custhelp.com.

1. From the checklist pull-down menu, choose Yes, No, or N/A whether
you are using the current software patches.

2. Observe your results and make any necessary changes.

N/A; you are in a production environment.

No, warning. Write the Patch Validator version or date last used in the Notes section.
When time permits, use the tool to perform a patch roll-up. For procedures, see the
PlantPAx DCS Infrastructure Configuration User Manual, publication PROCES-UMO01.

e&' Yes, pass.

NIC Power-saving Options Disabled

This row verifies that you have disabled power-saving for the Network
Interface Card (NIC). The NIC card connects a workstation to other devices
on the network. The power-saving feature turns off the network card when not
in use, which can interfere with network throughput.

Complete these steps to disable NIC power-saving.

1. In Microsoft Windows, open the Control Panel and choose
Network and Sharing Center.

2. Click Change adapter settings on the Network and Sharing Center
dialog box.

Ketwori and Sharing Center [= o [N

S5 p Control Panel Al Conitrol Fanel s v Netwark and Shanng Certer

View your basic netwoerk information and set up connections

Control Fanel Home

View your active nelivarks

ra-int.com

Public network

your petwarking settings

Setup # brosdbard, dial-up, o1 VON connection; or set up & router or scoess poant,
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3. Right-click the Network adapter and choose Properties.

¥ Metwark
T B Contral Panel » Nebwork and Intsmel 5 Reks
Qrganize »  Diszhle this netwark device  Diagrose this cannection

- Etharmel n Survey
sty ' Dizable

£ Gigeai 5L

Slatus

Diagaose

% Hnidge Connections

Crezte Shodous

Uelete
& Aaname
I S Hregertes I

4. Click Configure, then click the Power Management tab.

5. Make sure the ‘Allow the computer to turn off this device to save power’

is disabled (no check mark).

5 Ethernet Fropertias '

Retmoiking

Inel{R) B2ET4L Gigabit Network Connection Properlies-

Cannzct usig.

Geneial | Advanced | Driver | Dotz srits | P M, k
R e a—— Eranty |;-.1-\'n o | Dnier | Dalais | Funris | Pomer Manscemer
_ Aok InielF) 825780 Gigaal Melwork Correciion
|_Corfigus | -
Thz covicdinn usns e foloviag lere
Pl e o Micrsoll = I v thes comautes bo b ol Sz denice 10 save LL"MI
# A File s Friker Sharing for Mizeascl Hebwadk s Allows thes g 12 waks e campuler

=008 Packet Schociks
& wciczoll Matmeh A dan

¢ Mailplarci Patoca

¥ i Urk-Laper Topchagy v Mapper /0 Diiver ‘nlrdI'_I'IJ'h': =|=|-‘_-‘W l ='|#;u,|\-| i.wni_l‘.:“twli_u
F o Uk Laver T C s Fesnnndes alawing e vtk adanter 19 wake the computer could dran the ballen
" I"“ rrrl:;y oy R meore gzl [t might 2lsa cause the laphop to bacome vesy hot it wakes

& btes! Prodicad Virsen £ (TCRAFVE) upwitile packed .4 caming caes,

¥ e Intesnst Probocol Versien 4 [TCPAPW]
Ireail | Uniressarl

Dzzziplion

Alicwas your compuber bo access resounces on a Mocsoft

natrtik.

ak. e |

.3 Larcel

6. From the checklist pull-down menu, choose Yes or No whether the NIC
power-saving is disabled.

7. Observe the results and make any necessary changes.

Not complete until an option is chosen.

% No, fail. Correct and reverify.

if Yes, pass.
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Windows Power-saving Options Disabled

This row verifies that you have disabled power-saving for the Windows
operating system. The power-saving feature turns off Windows OS features
when not in use, which can interfere with network throughput.

Complete these steps to disable Windows power-saving.

1. In Microsoft Windows, open the Control Panel and choose
Power Options.

2. Repeat step 2 on page 45 and step 3 on page 46.

3. Click ‘Change when the computer sleeps” on the Power Options

dialog box.
| @ Power Optians =B -
[. « = 7 i@ v ContalFanel v ANl Carsrel Panel ftems » Power Satioas w &

L

Contred Panel Heme

o on wakeup

em sellings (like dapley brightness, sleep, ele] thal manzges

ey i
b the power buttcn

paer plan

Prefemed plans

L m off the
Dalanced [recommended) Change plan settings

Autemalicsly balances performance with energy consurmation on czpable hardware

Favars pefommance, but may use mone energy.

Show additicnal plans {v]

4. From the Put the computer to sleep pull-down menu, choose Never.

@ Edit ?lan Serings

[' € = 4 | @ ContalFanel » AllCorac Panel ftems b ower Datica: » Ee<Plan Seting: v O

gs for the plan:

Change settir

igh performance

Chaese the sleep and disp

L WART Yo computer o use.

' Change settings that are

I Tum off the display:

W Put the computer b sleep

Change sdvanced power settings

5. From the checklist pull-down menu, choose Yes or No whether the
Windows power saving is disabled.

6. Observe the results and make any necessary changes.

Not complete until an option is chosen.

No, fail. Correct and reverify.
% fy.

H" Yes, pass.
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Desktop Experience Enabled in RDS Server

This row applies to only those application servers that are using Remote
Desktop Server (RDS) functionality, such as the AppServ-EWS or
AppServ-OWS. RDS enables multiple instances of the OWS and EWS as thin
clients from one server. Thin clients can run applications and process data on a
remote computer to minimize the amount of information on a network.

Complete these steps for AppServ-OWS and AppServ-EWS servers that are

using RDS functionality.

1. From the Windows

server, open Server Manager.

2. Click Local Server and review the Roles and Features listings.

i Server Manager
* ServerM > Local S @1 F
erver iManager OCal >erver \~)

I8 Dashboard

i Local Server

5 All Servers

i'i File and Storage Services P ROLES AND FEATURES

= All roles and features | 60 total

i IS les and features | 60 to

(’:‘) Remoate Desktop Services b o ) v H v
Server Name Name Type
EWS02 \NET Framework 3.5 Features Feature
EWS02 \NET Framework 3.5 (includes NET 20 and 3.0)  Feature
EWS02 User Interfaces and Infrastructure Feature
EWS02 ktap Experience Feature
EWS02 Server Graphical Shell Feature
EWS02 Graphical Management Tools and Infrastructure Feature
< m

Manage Tooks  View  Help

B |

TASKS *

~

Path

WNET Framewark 3.5 Fea ™
JNET Framework 3.3 Fea
User Interfaces and Infre
User Interfaces and Infr:
User Interfaces and Infrz

User Interfaces and Infrs

>

3. From the checklist pull-down menu, choose Yes, No, or N/A whether
desktop experience is enabled for RDS servers.

4. Observe the results and make any necessary changes.

N/A; not using RDS option.

% No, fail. Correct and reverify.

-nf" Yes, pass.
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Adjust for Best Performance is Selected

This row verifies that Windows settings are enabled for best performance.
When Adjust for Best Performance is selected, enhanced features that are

not used are turned off, which yields more memory and performance for

the system.

Complete these steps.

1. In Microsoft Windows, open the Control Panel and choose System.

2. Click Advanced system settings, and on the Advanced tab click Settings.

W Dwcx Mlirager

L Systam
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System Properties =

Computer Nrre | Handeapes | Scbvarced | Ramole
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© M1 M roacht Comporation, AE nght -
aariad .

P pmon el F) Keoni¥} CPU L

Unew Fofikes
Diethitegs sufting: ielibed I s sgnn

refiafied memory (RAME 4008
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The Performance Options dialog box appears.

3. On the Visual Effects tab, make sure ‘Adjust for best performance’

is enabled.

Perfarmance Options
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4. From the checklist pull-down menu, choose Yes or No whether best
performance for Windows is enabled.

5. Observe the results and make any necessary changes.

Not complete until an option is chosen.

No, fail. Correct and reverify.
3{ y

\f' Yes, pass.

Data Execution Prevention (DEP) Turn On for Essential Items

This row verifies that Windows settings are enabled for essential Windows

programs and services.

Complete these steps.

1. In Microsoft Windows, open the Control Panel and choose System.

2. Click Advanced system settings, and on the Advanced tab click Settings.

W Davice blirage

% Penits e

| T
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The Performance Options dialog box appears.
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3. On the Data Execution Prevention tab, make sure “Turn on DEP ..
is enabled.

Performance Options .

visual Effects | Advanced) Data Execution Prevention

.y : Data Execution Prevention (DEP) helps protect

against damage from viruses and ether security
threats. Hov d

G

5 0L

.
urn on DEP for essential Windows programs and services I
only

—
() Turn on DER for all programs and services except those T
select:

Your computer's processor supports hardware-based DEP.

User Account Control (UAC) Never Notify

This row verifies that a user is never notified by the UAC.
Complete these steps.

1. In Microsoft Windows, open the UAC settings.

2. Confirm ‘Never Notify’ is enabled.
5] User Account Control Settings == -

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer,
Teii me more about User Account Control sef

Always notify
~ = Never notify me when:
®  Apps try to install software or make changes to my
computer
T * I make changes to Windows scttings
e @ Not recommended.
Never notify
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Windows Automatic Update is Disabled

This row verifies that Windows automatic update is disabled. Disabling this
functionality helps prevent updates that have not been qualified by Rockwell
Automation from being installed on the workstation or server.

We recommend that you verify and test updates before being installed.
Complete these steps.

1. In Microsoft Windows, open the Control Panel and choose
Windows Update.
2. Make sure that the update option is disabled.
Whndows Updats [—= =

i datina
a petai ry i e e v sl i aly
1 mArrrae amdeng b brig s e s e

L T e

3. From the checklist pull-down menu, choose Yes or No whether
Windows automatic update is enabled.

4. Observe the results and make any necessary changes.

Not complete until an option is chosen.

% No, fail. Correct and reverify.

-ﬁ' Yes, pass.
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Event Viewer Is Not Presenting Errors

This row verifies that the Event Viewer is not showing errors in the logs. All
errors must be corrected before you can proceed. Complete these steps.

1. In Microsoft Windows, click Administrative Tools and choose
Event Viewer.

Eventiewes
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The Event Viewer window appears. Make sure that you check each log.
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¥ Mcrasaft indormation  IINEEIGILIZWAM  Fackary. e oy~
5] ThisPrist Disgnestics Ei:l' o e 3] Acech s T Y-
] ‘Windran Powsidhel Vo L]
4 Subacrighims s_v!nﬂﬂl.l_ﬂ_mv_v:!lrm+ b B e
Genenl | Detaily

H He ¥

Logged Dute: 11933 Wedstiding, Febiruary 17, 2016 I J
Locabien: PASST Pesaden FactonyTali Serice 1 =
e SETIMVBASENE ek 0 | (& vt Propertier
bl Arruek Taik T .
[le] . S b

i1 r il L= = = | 18y copy b

2. Verify that the logs do not contain errors.

3. From the checklist pull-down menu, choose Yes or No whether there are
errors on the Event Viewer window.
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4. Observe the results and make any necessary changes.

Not complete until an option is chosen.

e No, fail. Research the errors and make necessary corrections. Like faults, you need to
wait for a period of time and make sure that the errors are no longer occurring.

a;f Yes, pass.

NSLookup Resolved

This procedure verifies the mappings of IP addresses to host names. The steps
apply if you are using a domain or a workgroup.

1. At the Command Prompt, type the NSLookup and server name and
press Enter.

2. Ifyou receive the message DNS Request Timed Out’, choose No for the
NSLookup Resolved pull-down menu.

3. If the NSLookup provides the server name and IP address (as shown
in the example) then communication is good and NSLookup has
resolved successfully. Choose Yes from the pull-down menu for

NSLookup Resolved.

o Administrator; CVWIndows System32homd.exe
icrosoft Windows [Version 6.3.96881]
c>» 2813 Microsoft Corporation. All rights reserved.

ookup PASSH2A
padca.system.plantpax.local
172.18.1.18

PASSHA2A.System.PlantPAx. local
Address: 172.18.1.67

If the NSLookup ping does not provide a server name and IP address, go
to the Troubleshooting scenarios, starting on page 131, to resolve
the issue.
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Performance

The Windows Performance Monitor (PerfMon) utility provides a snapshot of
the current performance of a computer. Subsequent snapshots can show
deteriorated performance for maintenance updates. The report information is
used to complete the Basic System Checks and Resource Overview sections of
the checklist.

Generating a Performance Report

This section explains how to generate the PerfMon report.

IMPORTANT  The Performance Monitor tool can increase CPU usage by 5. .. 10%.
However, the procedure does not affect the general report data.

1. Click Administrative Tools and choose Performance Monitor.

|

Remote Desktop Services

Compenent Services

Computer Management

o
=

Defragment and Optimize Drives
Disk Cleanup

Embedded Lockdown Manager

&) EventViewer

€5 Internet Information Services (1IS) Manager
&, i5CSl Initiator

5 Local Security Policy

5 Microsoft NET Framewerk 1.1 Configuration
5 Microsoft NET Framewark 1.1 Wizards

& Microsoft Azure Services

= ODBC Data Sources (32-bit)

= ODBC Data Sources (64-bit)

I3

I' Administrative Tools

CodeMeter

Embeddled Lockdown Manager
Enterprise License Manager
FLASH Prograrmming Tools
Hiprom Software

LoopPra Tuner (Rockwell Automation Edition)
Maintenance

Microsoft Office

Microsoft SOL Server 2008
Microsoft SOL Server 2008 R2
Microsoft SOL Server 2012
Rockwell Automation

|i.. Performance Monitor

) Rockwell Software

%7 Resource Monitor
5 Security Configuration Wizard
e Server Manager
Services
£ System Configuration

[ System Information

Click to expand Data Collector Sets>System, right-click System

SharePoint
Startup
VMware
Windows Accessories
Windows System
Adobe Reader X1

Diagnostics and choose Start.

(%) File  Action  View Window Help

Performance Monitor

B8 Performance Monitor
4 [ Data Collector Sets

b 3, User Defined

4 Ta System

e AF XE &= HE P a
(R Performance Harne
4 gy Monitoring Taols Ll NT Kemel

Operating Systern
Processor

System Services
Logical Disk Dirty Test

- S‘I 5 I;mmm.;kcmk
; i”‘ art ntiSpynareProduct
) Bvent top FirswallProduct
Startup £
" Save Template... AntitirusProduct
I L Reports
Data Manager.. LIAC Settings
e Windews Update Settings
N Parformmance Counter
»
i EIOS
Yiew v [ Cantraller Classes

The system diagnostics procedure takes about 1 minute.
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3. To view the report, click to expand Reports>System>System
Diagnostics and choose the desired report.

Aetian

Vi

Wirndowe  Help

(%) Perforrmance
a g Monaring Tools
B8 Performance Moniter
a _p Data Calfector Sebs
r L& Usar Defined
4 L Systern
¥ Syatem Diagnostics
¥ Gystem Pedormance
Event Trace Sessions
L Partup Bvent Trace Sesions
4 Reports
e ;B Llsar Defined
4 Bl System
2 i

- &8

Perfarmance Monitar
15
System Diagnostics Report T K]
Computer: 85507
: Wednesday, February 17, 2016 12:24178 P
Duration: £J Seconds
Diagnostic Results L)
Wamings ':
Informational
(&) The Security C nas not recorded an antivirs product
Cause st bo idantify an active antisiruz application. Eithar thers iz no antiainis preduct installad or it is not recognized
Resabytion: that an antisirus prodect is installed.
=wirus proguct is instalied and fundioning configure Security Center o stop manitoring antiaines status.
Related: Anfi-virus
Basic System Checks
Tests Hesult Description
[ Q8 Checks & Passed  Checks for attribules of the operating system
[H Disk Checks Q@ Pessed  Checks for disk sistus
[ Security Center Tests @ Fassed  Checks for state of Security Center related information.
@ System Service Checks @ Passed  Chechs for stale of system services
Hardvare Device and Criver Checks @ Passed  Survey of Windows Management Infrassacture supparted devices|
Performance [ :-
Resource Overview
Component Slatus. Wiilization DeLails
Py O Nomal 2% Momal CPU load.,
Meswaork D e 0% Busiest network adapter i Jess than 13%.
Dusk O e 35 fzec Dhske VO s bess than 100 (read/wirte) per second on disk 0 o
Memany @ Busy 8% 297 ME Svailable.
Software Configuration =

IMPORTANT  You can copy information in the ‘Basic System Checks’ (page 58)

and ‘Resource Overview’ (page 61) sections of the report into the
checklist. Each system check and component on the report is
explained in the following pages.

We recommend that you perform the following optional steps to save
the report electronically for future reference.
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4. Click the folder icon, select all files, and click Copy.

(%) File Action View Window Help

e AE Xmo B =@

@ Performance
4 g Monitoring Tools
B Performance Monitor
4 [ Data Collector Sets
b L& User Defined
4 lm System
¥ System Diagnostics
. Systern Performance
Lf__!., Ewent Trace Sessions
[ Startup Event Trace Sessions
4 | Reports
[ E User Defined
P ﬁ System
4 [ System Diagnostics
{8 A31501_20160217-000001
3 .__% Systern Perforrmance

-

MNarne Date modified Type Size
 AntiSpywareProduct 217/201612:25 b4 30ML File 2KB |
| AntivirusProduct 21772016 12:25 PM XML File 2KB
;_:jBIDS 21772016 12:25 PM XML File 10 KB
| Contraller Classes 217206 12:25 Ph XML File TIEB
| Cooling Classes 2720161225 Pr XML File 2 KB
|| Desktop Rating 2/17/2016 12:25 PM XML File 2KB
__| Disk Settings 2/17/2016 12:25 PM XML File 14 KB
L FirewaliProduct A2 1225 M. XML File 2 KB
| Input Classes Choose default program... 24 KB
| Interactive Session Processes : Sendto . 26 KB
| Interactive Sessions I 7KB
_ |Logged On Users Lut 31 KB
.| Logical Disk Dirty Test Copy 2 KB
| Memory Classes Greate shorteut 785 KB
= Motherboard Classes Délete 103 KB
| Metweark Classes 72 KB
| NTFSPerformance .Rtmme 2 KB
| NtKemeletl Properties 1,296 KB
 Operating System 272016 12:25 P XML File 20 KB
Performance Counter 21061225 P Performance Mon... 2,048 KB
| PlugAndPlay Classes 2A7/201612:25 PR XML File 908 KB

5. Create a local folder to store the reporting files, right-click and

choose Paste.

Home

Share

Wi

®

« 1T l ok ThisPC » Documents » Systern Diagnostics » &S50

0 Favorites
B Desktop
& Downloads

18 This PC
j Desktop
' Documents
8 Downloads
W Music
= Pictures
B Videos

"'r‘_&' Recent places

F
Mame

[ate

| Vigw
| Sort by

Group by
| Refresh

Customize this folder...

his foli

| Undo Rename

- Share with

Cirl+£

The report is named ‘report.html’ in the specified directory.

6. To match the computer that was tested, rename the report.

The report is in HTML format and can be opened in most

web browsers.
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Basic System Checks See page 55 to generate a report by using the Performance Monitor utility. The

report information is used to verify the following checklist rows:
e _OS Checks
e Disk Checks

e Security Center Checks

o System Service Checks
e Hardware Device Driver Checks

In the electronic report, each of these items can be expanded in the list to view
additional information.

0S Checks

This row of the checklist verifies that the attributes of the operating system
conform to PlantPAx system recommendations.
1. Click the pull-down menu on the checklist.

2. Choose Passed or Not Passed based on the information on the
Performance Monitor report, as shown on page 55.

3. Observe the results and make any necessary changes.

Not complete until an option is chosen.

% No, fail. Review your computer configuration and make changes or upgrades to make
sure that servers and workstations are within recommended limits.

aff | Ves, pass.
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Disk Checks

This row of the checklist verifies the status of the disks in the
operating system.
1. Click the checklist pull-down menu.

2. Choose Passed or Not Passed based on the information on the
Performance Monitor report, as shown on page 55.

3. Observe the results and make any necessary changes.

Not complete until an option is chosen.

No, fail. Address any drive issues on the computer or server that did not pass

3| and reverify.

q{ Yes, pass.

Security Center Checks

This row of the checklist verifies system security-related information.

1. Click the checklist pull-down menu.

2. Choose Passed or Not Passed based on the information on the
Performance Monitor report, as shown on page 55.

3. Observe the results and make any necessary changes.

Not complete until an option is chosen.

No, warning. Review security settings and reverify if you made changes.

«:&" Yes, pass.
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System Service Checks

This row of the checklist verifies the state of system services.

1. Click the checklist pull-down menu.

2. Choose Passed or Not Passed based on the information on the
Performance Monitor report, as shown on page 55.

3. Observe the results and make any necessary changes.

Not complete until an option is chosen.

No, fail. Address any system service issues on the computer or server that did not pass
# | andreverify.

e&' Yes, pass.

Hardware Device Driver Checks

This row of the checklist verifies the Windows management of supported
devices in your PlantPAx system.
1. Click the checklist pull-down menu.

2. Choose Passed or Not Passed based on the information on the
Performance Monitor report, as shown on page 55.

3. Observe the results and make any necessary changes.

Not complete until an option is chosen.

No, fail. Address any device driver issues on the computer or server that did not pass
# | andreverify.

«:&" Yes, pass.
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Resource Overview See page 55 to generate a report by using the Performance Monitor utility. The

report information is used to verify the following checklist rows:
o CPU (%)
o Network (%)
o Disk (/sec)
e Memory (%)

CPU (%)

This row of the checklist verifies that the CPU load complies with PlantPAx
system recommendations.
1. Type avalue and click the checklist pull-down menu.

2. Choose Passed or Not Passed based on the information on the
Performance Monitor report, as shown on page 55.

3. Observe the results and make any necessary changes.

Not complete until an option is chosen.

K No, fail. Resize the system or split the servers for more CPU in a virtual environment.

«‘4" Yes, pass.
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Network (%)

This row of the checklist verifies that the busiest network adapter is < 50%.

1. Type avalue and click the checklist pull-down menu.

2. Choose Passed or Not Passed based on the information on the
Performance Monitor report, as shown on page 55.

3. Observe the results and make any necessary changes.

Not complete until an option is chosen.

ﬁ No, fail. Reevaluate the network traffic and reverify.

e&' Yes, pass.

Disk (/sec)

This row of the checklist verifies the operations per second performed by the
hard disk drive.
1. Type avalue and click the checklist pull-down menu.

2. Choose Passed or Not Passed based on the information on the
Performance Monitor report, as shown on page 55.

3. Observe the results and make any necessary changes.

Not complete until an option is chosen.

% No, fail. Replace the disk with a higher throughput or create additional disks.

«:&" Yes, pass.
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Memory (%)

This row of the checklist verifies the memory capacity of the server
or workstation.
1. Type avalue and click the checklist pull-down menu.

2. Choose Passed or Not Passed based on the information on the
Performance Monitor report, and type the usage.

3. Observe the results and make any necessary changes.

Not complete until an option is chosen.

% No, fail. Increase the memory capacity.

-.ﬁf Yes, pass.

When all entry fields are verified, type the name of the person who completed
the checklist and the completion date. We suggest that you store the checklist
and any attachments in an accessible location to compare with future system
data. Discrepancies can show potential issues that could adversely

affect performance.

You can close the Microsoft Excel workbook or click another tab to continue
to verify data.
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Notes:
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Before You Begin

System Architecture Checklist

This chapter describes verification procedures for the overall layout of
your PlantPAx’ system architecture. You can review essential PASS and
HMI attributes.

The purpose of the checklist is to verify your system data against PlantPAx
system design recommendations. The collection of data lets you analyze overall
system performance and pinpoint any potential performance issues.

The Microsoft” Excel® worksheet, which we refer to as a checklist, has entry
fields to document system design information. There are five icons that
indicate the status of the entered information and actions to be taken, if
necessary. The checklist data provides a snapshot of whether your system is
operating efficiently.

To access the checklist, click the System Architecture tab on the Microsoft
Excel workbook.

The System Architecture checklist procedures operate under the
following assumptions:

e Your PlantPAx system is operable (for example, the HMI application is
running and the latest operating system patches are installed).

e You have access to Microsoft Excel software to complete the checklist.
¢ You have configured the following FactoryTalk® software:

- View Site Edition

— AssetCentre

- Historian Site Edition

e You also have configured the FactoryTalk Historian SE Excel
Add-In tool.
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Click the page number or the links in the workflow for quick access to

specific information.

Figure 5 - System Architecture Workflow

FactoryTalk View Application Design
See page 67

Number of HMI Servers

« Number of Alarm Servers

Number of Data Servers

« Each HMI and Data Server Is in Its Own Area

]

FactoryTalk View HMI Servers (PASS)
See page 69

i

FactoryTalk View AE Servers (PASS)
See page 73

l

FactoryTalk View Data Servers (PASS)
See page 74

l

FactoryTalk View AssetCentre

» Uses Data Logging
« Dedicated Servers?

+ Redundancy Status

Dedicated Servers?

+ Redundancy Status

Alarm History Enabled

« Dedicated Servers?
+ Redundancy Status

« Number of Assets
« Number of Disaster Recovery (DR) Assets
+ Number of Agents

Seepagels « How Often DR Assets Configured to Upload
FactoryTalk Historian SE Po!nts |r.1 U.se « Unit Fful Over Enabled and

« Points Limit Running

See page 78 « Fastest Scan Class « Collective Enabled and
« Number of Interfaces Running
- Buffering Enabled and Running

r
Complete You have the option of using other checklists,

with recommendations provided in Chapter 2.
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FactoryTalk View Application
Design

Alarm Server

Data Server
HMI Server

The rows in this checklist section verify that the following FactoryTalk View
application design attributes comply with system recommendations:

e Number of HMI Servers

e Number of Alarm Servers

e Number of Data Servers
o Each HMI and Data Server Is in Its Own Area

You can view these attributes in the FactoryTalk Administration Console or
the FactoryTalk View Studio software program.

File View Tools Window Help

=145 Network (PASSDT)
- fim PlantPAx

B PlantPAx_HMI

Systemn

Action Groups

Policies

Computers and Groups
=5 Networks and Devices
_1 Users and Groups

Connections

IMPORTANT  See page 14 for descriptions of the five symbols that indicate the status of
the Observed Value. Faults must be corrected and warnings must be
satisfactorily reviewed for verification.

Number of HMI Servers

The number of servers and how they are configured can impact the speed of
system communication. Complete these steps to make sure that your HMI
server count is within supported system limits. Servers can be simplex

or redundant.

1. Using the application tree in the FactoryTalk Administration Console,
select the project to be analyzed.

2. Reference, identify, and count all HMI servers in your system. Then,
type the number of HMI servers into the checklist and press Enter.

If an HMI server is secondary, do not add the secondary HMI server
to the count.
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3. Observe your results and make any necessary changes.

‘*‘f Pass; number of servers <= 10 per system.

Fail; number > 10 maximum servers per system.

| Reduce the number of HMI servers in the system tree of the FactoryTalk Administration
Console window.

Number of Alarm Servers

Complete these steps to make sure that your alarm server count is within
supported system limits. Servers can be simplex or redundant.

1. Using the application tree in the FactoryTalk Administration Console,
select the project to be analyzed.

2. Reference, identify, and count all alarm servers in your system. Then,
type the number of alarm servers into the checklist and press Enter.

3. Observe your results and make any necessary changes.

‘*‘f Pass; number of servers <= 10 per system.

Fail; number > 10 maximum servers per system.

| Reduce the number of servers in the system tree of the FactoryTalk Administration
Console window.

Number of Data Servers

Complete these steps to make sure that your data server count is within
supported system limits.

1. Using the application tree in the FactoryTalk Administration Console,
select the project to be analyzed.

2. Reference, identify, and count all data servers in your system. Then, type
the number of data servers into the checklist and press Enter.

3. Observe your results and make any necessary changes.

‘*‘f Pass; number of servers <= 10 per system.

Fail; number > 10 maximum servers per system.

| Reduce the number of servers in the system tree of the FactoryTalk Administration
Console window. Servers can be simplex or redundant.
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Each HMI and Data Server Is in Its Own Area

Server segregation helps optimize performance. To help prevent unpredictable
search results, do not insert a server into the application root path. Each server
must be in its own area.

Zl FactoryTalk View Studio - View Site Edition
File View Settings Tools Window Help

= —
i D& lo & e Alarm area folder stores the Alarm and
Explorer - PlantPAx_HMI = P Event server.
=1 Network (PASS01) L
= fl PlantPAx o Data area folder contains the ° server.
&= Runtime Security .
TF Ares e HMI area folder stores FactoryTalk View
+L-EF Alarm : L] :
8 Dats tags and displays. It's 1mportar1.t to verify
i-%ﬂantPAx_HMl | that there are no other servers in any other
- I~
+L System area folders.
+D HMI Tags
/771 Graohics

1. From the checklist pull-down menu, choose Yes or No if each HMI and
Data server is in its own area.

2. Observe your results and make any necessary changes.

af | Ves;pass.

No; fail.

H | Comrectthe area organization in the tree structure of the FactoryTalk Administration
Console window or FactoryTalk View Studio software.

i The rows in this checklist section verify that the HMI servers on the PASS
FactoryTalk View HMI Servers ¥
(PASS) comply with system recommendations for these design attributes:

o Uses Data Logging

e Dedicated Servers?

e Redundancy Status

IMPORTANT  See page 14 for descriptions of the five symbols that indicate the status of
the Observed Value.
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Uses Data Logging

We recommend the use of FactoryTalk
Historian software rather than
FactoryTalk View SE data logs to collect
and analyze system data. The Historian
software is robust and scalable.

To check if data logs are used in a
FactoryTalk View SE project, open a
Data Log folder in the HMI server.
Verify the data log model is empty.

Complete these steps.

Il FactoryTalk View Studio - View Site Edition
File View Settings Tools Window Help
& OEg o &
Explorer - PlantPAx_HMI B

=5 Network (PASS01)
= % PlantPAx
& Runtime Security
—|:Er Area
+|:'EF Alarm
+|:-EF Data
S PlantPax HMI
w10 System
(20 HMI Tags
w7 Grahics

1. From the checklist pull-down menu, choose Yes or No to verify if

data logs are used.

2. Observe your results and make any necessary changes.

Yes; warning.

o | Use data logs for short-term storage only. Manage the data log size and segregate the
! hard disk drive that collects the data so PASS server performance is not affected.

In the Notes column, provide confirmation of the data log use.

No; pass.

H’ We recommend that you use FactoryTalk Historian software for data collection.

Dedicated Servers?

To help prevent unpredictable communication, you cannot have two servers of
the same type hosted on one computer. The computer can host multiple
servers as long as they are different types. For example, a computer can host one

HMI server and one alarm and event server.

You can have multiple data servers as long as they are not the same type. For
example, you can have a FactoryTalk Linx server and a RSLinx" Classic server.

Complete these steps to verify that each HMI server (primary and backup) is

operating on a unique host.

1. Open your application in FactoryTalk View Studio software.
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2. Right-click the HMI server, and choose Properties to confirm the
computer host name.

=2

File View Settings

= i PlantPAs

I-!ﬂ Area
Hd Alarrm
H@ Data

=00 System

w0 Policies

3 Metwork (PASS01)

Tools Window Help

LER O T

|- &= Runtime Security

| S PlantP i AES
| & Alarm and Event Setup

| B BL, plantPax_DAT

| mf Communication Setup
1+ [ PlantP Ax_HMI
:I Action Groups

/2] Computers and Groups
(a5 Metworks and Devices
'v 3 Users and Groups
@ Connections

FactoryTalk View Studio - View Site Edition (Metwork Distributed’

Computer hosting the server;

PASS0ZA ]
Startup Type
(Z On demand {Redundancy wil be disabled)
(®) Load and run startup companents when operating system initiakzes
Praject file (relative to server computer):
| C:\Users\PubliciDoouments ' SView Enterprise \SEHMI Projects\FlantPax_HMI

Number of dsplays: 186 Licensed maximum: Unlimited

3. Foraredundant server, click the Redundancy tab to confirm the
computer that hosts the secondary server.

| General|| Bedindancy | Comparerts |

[+ Provide redundancy using a secondary server
Secondary server

Computer hosting the server;

[Passoe | I

-

Statyp lype:
Load and run startup companents when aperaling system iniisizes

Mumber of displays. 177 Licenzed maxmumc Urifrnited

Switchowver options
Conbrue using the secondany server even when the primany server
becomes avalable again

() Switch over bo the primary server when it becomes available
Replicatian

Replicate Frimary to Secondan.. |

4. From the checklist pull-down menu, choose Yes or No.

5. Observe your results and make any necessary changes.

o

Yes; pass. Yes indicates all computers host only one of any type of server. Put the
computer host name in the Notes column.

Noj; fail. You must not host multiple HMI servers on one PASS server.
To verify the host and redundant server, repeat step 1 through step 3.
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Redundancy Status

Using the FactoryTalk Administration Console, complete these steps to verify

the status of your redundant servers.

1. Right-click the HMI server and choose Server Status.

=& System
[Z3 Action Groups
+D Policies
+ [Z3 Computers and Groups
+ &5 Metworks and Devices
+D Users and Groups
#[L0 Connections

" FactoryTalk Administration Console = [ =
File View Tools Window Help

ke
Explorer |

=&5 Network (PASS01) Server Status - PlantPAx/Area:PlantPAx_HMI -
= fim PlantPAx
ok Area Server status
r_'EF Alarm Primary server: PASS02A
+'? PlantPAx AES Primary status: I Active I |

Secondary server: PASS028

Secondary status: I Standbyl |

Switchover options
() Continue using the secondary server even when the primary server becomes available again

(®) Switch over to the primary server when it becomes available

Server switchover

Click the Switchover button to switch the Active server. The server that is currently an
standby will become the Active server and the Active server will become the Standby server.

Application | Communicalions

MUM

72

2. Select one of the following based on the status.

a. If the status for one server is ‘Active’ and the other server is ‘Standby,

choose Synched.
b. If you have different results, choose ‘Not Synched..

Identify the servers that are ‘Not Synched’ in the Notes field of

the checklist.

3. From the checklist pull-down menu, choose an option and press Enter.

4. Observe your results and make any necessary changes.

Does not apply for non-redundant systems.

af | Synched; pass.

Warning, not synched.

0 IMPORTANT: Even though synchronization is not a necessary configuration for all

= primary and secondary servers, we recommend that you test the switchover

configuration for all servers.
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Factory'l'a'k Alarm and Event  The rows in this checklist section verify that the alarm servers on the PASS

Servers (PASS)

comply with system recommendations for these design attributes:
ply y g

e Dedicated Servers?

e Redundancy Status

Dedicated Servers?

See Dedicated Servers? on page 70 for how to verify a primary and secondary

alarm server.

You must not host multiple alarm servers on one PASS server.

Redundancy Status

See Redundancy Status on page 72 for how to verify the status of redundant
alarm servers.

Alarm History Enabled

This row makes sure that you have put a check mark in the Enable History box
to log alarm history.

1. On the FactoryTalk Administration Console, click the alarm server in

the left pane.
v FactoryTalk Administration Console =HCU]IS
File Wiew Tools ‘“Window Help
=
Explorer . PlantPax_AES Properties -
=& Metwork (PASSOT -
?&a i ol | Genera| Redurdancy| Prisiies and Hisoy|
' fin ?IantPAx Pricrities
| BEf /_l-rea Enable server-assigned priarities
BV Slarm L P
& [ PlantPix AES Prioiity Low High
ek
BHEf Data Ui 751 1000
B PlantPlx DAT
DL PlantP A HMI High
2E System Medium
[0 Action Groups i
+{1 Policies
/{21 Camputers and Groups
3 25 Mebworks and Devices _Nalm and Eyent H&tnw
#C0 Users and Groups Enable history
=0 Connections Database defirition:
=1 Databases ‘F‘loduclmn Alarms v
g @ Production Alarms Camputer name; ASISM
=/ Historical Data sk ) otk
1 Historical Data ME atabase name: roductiondlarms
Cache file path;
‘C “ProgramData\Rockwell\Alams ‘
Log language:
[Engiish (Urited States). en-U5 v|
- I
Applicaﬁnn]cummuninaﬁuns Apply
MU
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2. On the Alarm and Event Server Properties dialog box, verify that the
Enable History box is checked.

3. From the checklist pull-down menu, choose Yes or No whether alarm
history is enabled.

4. Observe your results and make any necessary changes.

Does not apply for non-redundant systems.

af | Yes, pass.

No, warning. Consider how you want to store alarm history.

The rows in this checklist section verify that your data servers on the PASS are
configured within the following acceptable system limits:

e Dedicated Servers?

e Redundancy Status

Dedicated Servers?

See Dedicated Servers? on page 70 for how to verify a primary and secondary

data server.

You must not host multiple data servers of the same type on one PASS server.

Redundancy Status

See Redundancy Status on page 72 for how to verify the status of redundant
data servers.

IMPORTANT  Even though synchronization is not a necessary configuration for all primary
and secondary servers, we recommend that you test the switchover
configuration for all servers.
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FactoryTalk AssetCentre
(AppServ-Asset)

The rows in this checklist section verify how many assets are being processed
y y g

per agent. A general rule is not to exceed 100 assets over a 12-hour period

per agent.

Make sure that the following system design elements are within system limits:
e Number of Assets
o Number of Disaster Recovery (DR) Assets

e Number of Agents
e How Often DR Assets Configured to Upload

Complete these steps to access FactoryTalk AssetCentre software client
information to enter in the checklist for verification.

1. On the AssetCentre menu bar, select Help and click About.
Q) FactoryTalk AssetCentre -|8 -
=

File Edit View Tasks Teols Wmdcwsl Hel

> & b B @ 8 & Ase|  Contents Brchive C
AssetView 8 X @ ShowHep  Fl
& Design - Installation Guide

W, iAssetCentre; Quick Start

About

2. In the Components box, select FactoryTalk AssetCentre Server Features.

About FactoryTalk AssetCentre .
) FactoryTalk AssetCerttre Waming: This computer program is protected by copyright law and
k v. 8.00.00.199 intemational treaties. Unauthorized reproduction or distribution of
~$ o this program, or any portion of it, may result in severe civil and
(c) 2018 Rockwell Automation Inc: criminal penaties, and will be prosecuted to the maximum extent

possible under the law
Components

Contact Information

Companent details:

Name Details:
| Licensed Asset Capacity: Linlimited

Agent Groups Iformation Assat licenses in uss: 0
Factory Talk AssetCertrs Server = Total system assets: 1

Disaster Recovery - Rockwel

Disaster Recovery - Motoman

Disaster Recovery - Fanuc

Calibration Management

Calibration Management - Remate workstation
(Calibration Mar nt - Fluke handheld.

< m >

Server Li

Windows User

System information appears in the Details pane.

Number of Assets

Complete these steps to document the number of managed system assets.

TIP  AssetCentre licensing determines the allowable number of assets. A
base license includes 10 assets.

1. From the Details pane of the FactoryTalk AssetCentre dialog box (see
page 75), type the number for the “Total system assets’
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2. Observe your results.

Baseline documentation purposes only. This value sets a benchmark that can be
l:::l compared to future server results. The comparison can identify a potential issue with
too many assets per license.

Number of Disaster Recovery (DR) Assets

The general rule is not to exceed 100 assets over a 12-hour period per agent.
1. Type the number of controllers that are configured for Disaster
Recovery and press Enter.

To access this information, click Disaster Recovery - Rockwell in the

left pane of the AssetCentre dialog box. See page 75.

IMPORTANT  While a Disaster Recovery license is required for this functionality,
we strongly recommend this system backup.

2. Observe your results and make any necessary changes.

Not complete until you upload assets.

qf Pass; an asset upload is within system recommendations.
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Number of Agents

Agents are programs that communicate with the FactoryTalk AssetCentre
server and perform server tasks, such as disaster recovery.

By using agents, work is distributed and shared among computers to help
spread processing load. You can view the number of agents in the bottom-right
corner of the AssetCentre dialog box.

& SYSTEMADMINISTRATOR 33 Connected] JiL. Agents 0

1. Type the number of AssetCentre agents and press Enter.

2. Observe your results and make any necessary changes.

Not complete until you upload a number of agents.

ﬂp Pass; agents have successfully reported completed tasks to the server. The number of
reported agents matches the number of installed DR agents.

How Often DR Assets Configured to Upload

This row is used only if you are using disaster recovery. In FactoryTalk View
AssetCentre software, you can determine the frequency that the assets are

scheduled to upload.

1. Type the number of days between asset uploads and press Enter.

To view this information, click Schedules>Timing properties on the
AssetCentre dialog box.

.

ractorylalk Assetlente

B Edit Wiew Tasks Toals Wadows Help

¥ H

L& s | Q) dgersGoia D Achive B Caibation @ 07V Laall O Sehedales [ Serches B @

sl Ve XL schedules |
& oeign [ W | BsstCont > LagiSOBILENEN »  LBXCALACD
o, daselCanes | o bew 7| B Runaw
= § LogEren (G20 ||
§ LGHCa A B0 Sk Filen by S wpslbtorteds e i e - .
= Losst000_PariPhs LoginE0e0_PlantPAx Timing Properes -hg,— [+
& PanPeAlD el el It chirge fate vebass mhen i scheculs s asive. [

A | PenlPiuAecoe | AmaCll on 4 evenday 33 20F
[ | o000 At Al sy A0 |

Hol Coen ]

® ewDyLocaion L VewDudast T

dsmts 1 LogeSO00 PiriPic
T § Lecei] aniths [Logs 500

Hasimum Rrtize £ means ne =k Hour: |0 Vrules

Masimum Rurtize 2 isted
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2. Observe your results and make any necessary changes.

Not complete until you upload assets.

tf Pass; all asset entry fields are entered and verified.

The rows in this checklist section verify that the following FactoryTalk View
Historian SE design attributes comply with system recommendations:

FactoryTalk Historian SE
(AppServ-Info)

e DPoints in Use
e DPoints Limit
o Fastest Scan Class

e Number of Interfaces

e Buffering Enabled and Running
e Unit Fail Over Enabled and Running
e Collective Enabled and Running

Points in Use

A Historian point establishes the data flow to and from the Historian server.

A Historian point does not necessarily correspond to a ‘point’ on the field
device. For example, one ‘point’ on a device can consist of a process variable, an
analog alarm, and source quality. These pieces of information require three
separate Historian points.

1. On the checklist, type the number of points that are in use and
press Enter.

a. To view the number of points on the FactoryTalk Administration
Console dialog box, click System and choose
Connections>Historical Data>Historian SE server

b. Right-click Properties and then click the Point Sources tab.

78

3 FactoryT alk Administration Cansole
F »ar  Tools der el
E
Explorer [Bl|| Production Histerian - Historian Senver Connection Props.u-
= a9 Mebwork (PASSOT) -
+ [ Plantax | General | Licansing | Poirt Souces
= _S}'s"m Irterface Type Parilz in Use Limit
(] Action Groups Rockel 7 0
w1 Policies e
B Compiiters and Groups el 0 L
P ;
ke ettt A Dethces Irterdaze Type Allocalion Puairits in Lz Lisiat
+1] Users and Groups [Fio T = |

= Connections
=1 Databases
=] Histarical Data
= B Production Historian
&5 FTLD
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A warning displays if the number of points is more than the points limit,

which indicates additional licensing is required.

2. Observe the results and make any necessary changes.

Not complete until points are added.

Warning; number of points exceeds the points limit.

Write in the Notes section whether you need to add licenses or reduce the number of
configured points in the Historian software.

-h;ﬁ' Pass; number of points is less than the points limit.

Points Limit

This row is dependent on Point in Use and, therefore, not optional despite

being informational only. The license limit number is used in the evaluation if

the points in use exceed the license limit.

1. On the checklist, type the limit number and press Enter.

The information is identified in the Points Sources tab of the
FactoryTalk Administration Console dialog box.

See page 78 for an example.

2. Observe the results.

Baseline documentation purposes only. This value sets a benchmark that can be
::J compared to future server results. The comparison can identify a potential issue with
too many points per license.
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Fastest Scan Class

This row identifies the scan rate that is used in FactoryTalk Live Data to send
controller information to the Historian server. To view this information, you
must have the FactoryTalk Historian SE Excel Add-in tool configured.

IMPORTANT  For procedures on how to configure the Excel Add-In Tool, see the PlantPAx
DCS Infrastructure Configuration User Manual, publication PROCES-UMO001.

1. From the PI Builder tab, click PI Points and choose All PI Points.

[w] - 72 E - 0 %
HOME  INSERT ~ PAGELAYOUT ~ FORMULAS  DATA  REVIEW  VIEW  VANTAGEPOINT  PIDATALINK  PIBUILDER Signin
Data Server: ‘@ - L# () Select All ,\/ﬂ i:g % D Show Values in Rows [MHeaders € About
= | A
Asset Server: @ - € ) Deselect All et Show Values in Columns Settings @ Help
Publish Delcte PIPaints Library Elements Event Refresh
Database: (@ PlantPAx - & Reset to Template o - - ames = : Errors
Connections Build s ¢ AP Poin . Attribute Data References Resources -
AL . % ¥ Eind Pl Points.. .

1
2
3
4
H
6
7
8

]

10
1
12
13
14
13
16

@ All Digital States
A ] C D E F J K L M N o -~

I:‘ T Find Digital States...
]

Sheet1 ® 1 v

READY H M o-——+ 0%

2. Use defaults and click OK.

] Select Object Types and Column Headers -

Object Type:  PIPoint

Object Types: 1 selected, Columns: 31 selected

m >

e[ INewname ¥

[¥lpcinttype
~[#|ptdlassname

[]compressing
[ —

Clear Al Select All

Description:

The columns in this group are required, They may nat be ~
deselected and neither the graup nor the ‘Selected(x)’ calumn
may be moved.
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3. From the checklist pull-down menu, select the scan rate that
matches the smallest number you observed in the list of points in the
Scan column.

H 5 ? EH - 0O X
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW VANTAGEPOINT PI DATALINK PI BUILDER Signin
DataServer @ - L# ) Select All o i:g & '_' D Show Values in Rows [ Headers @ About
Asset Server: @ - C ) Deselect All d =4 Show Values in Columns Settings @ Help
Publish Delete Pl Points  Library Elements Event Refresh
Database @ PlantPAx~ o7 Reset to Template . . + Frames~ : Errors
Connections Build E] Retrieve G Attribute Data References Resources ~
Al - fx Selected(x) v
R S T U \ W A Y z AL AB AC AD |~
1 |compmin compdevpercent excdev excmax excmin excdevpercenhutdown span step typicalvalue zero datasecurity
2 o 0 0 600 o 0 1 1 1 1 1 1 piadmin: A(r,w) | FTHAdmiInistrat
3 o 0.2 0.2 600 o 0.1 1 1 200 0 140 0 piadmin: A(r,w) | FTHAdministrat
4 0 0.2 0.1 600 0 0.1 1 1 100 o 50 0 piadmin: A{r,w) | FTHAdministrat
5 o 0 1] 600 o 0 1 1 7 1 2 2 piadmin: A{r,w) | FTHAdministrat
6 0 0.2 0.1 600 0 0.1 1 1 100 0 50 0 piadmin: A{r,w) | FTHAdministrat
7 o 0 0 600 o 0 1 o 100 1 50 0 piadmin: A{r,w) | FTHAdmini
8 o 2 4 600 o 1 1 1 400 0 290 0 piadmin: A(r,w) | FTHAdministrat
9 o 0 0 600 ] 0 1 1 4 1 3 3 piadmin: A(r,w) | FTHAdministrat
10 0 2 2 600 0 1 1 1 200 o 140 50 piadmin: A{r,w) | FTHAdministrat
1 o 0 1] 600 o 0 1 o 100 1 50 0 piadmin: A{r,w) | FTHAdministrat
12 o 0 0 600 o 0 1 o 100 1 50 0 piadmin: A{r,w) | FTHAdministrat
13 0 0 0 600 1] 0 1 1 1 1 1 30 piadmin: Alr,w) | FTHSupervisors
14 o 0.5 0.25 600 o 0.25 1 1 100 0 50 0 piadmin: A{r,w) | FTHSupervisors
15 o 0.5 0.25 600 ] 0.25 1 1 100 0 50 0 piadmin: A{r,w) | FTHSupervisors
16 0 0.5 0.25 600 0 025 1 1 100 0 50 0 piadmin: A{r,w) | FTHSupervisors| .
Sheet1 ® [l »
READY H M -——F——+ 100

TIP  The number in the scan column represents the scan class, not time.

4. Observe your results and make any necessary changes.

Warning; scan rate is faster than 1 second. Scanning data at a rate faster than the data
is changing wastes network and computer resources and unnecessarily uses network
bandwidth. Reduce the speed at which the data is being scanned.

'l:f Pass; meets system performance.

For details on how to install the Historian SE Excel Add-In tool, see the
PlantPAx DCS Infrastructure Configuration User Manual,
publication PROCES-UMO001.

Number of Interfaces

This row identifies the number of FactoryTalk Live Data interfaces in your
Historian configuration.

1. On the checklist, type the number of FactoryTalk Live Data interfaces in
your Historian configuration and press Enter.
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2. Observe your results and make any necessary changes.

Not complete until you enter a number of interfaces.

af Pass. For a redundant interface, Historian Points in Use cannot exceed 20,000 tags
per second.
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Buffering Enabled and Running

This row verifies that buffering is configured properly in your Historian
application for a redundant system only. Buffering is recommended to
maintain data collection in the event the connection to the server is lost.

1. From the checklist pull-down menu, select Yes or No and press Enter.

2. Observe your results and make any necessary changes.

No; warning. Use the Notes column to address when buffering is corrected.

-Hf Yes; pass.

IMPORTANT  This procedure is executed in all interface nodes in the Data server
(not on the Historian server). Open the Pl Interface Configuration
Utility and click Tools>Buffering.

(7] Buffering Manager =& -

File View Help

Buffering Manager

Global

4 @ Global Buffering Status Pl messages
S Settings
0.0 seconds estimated buffer capacity

P 0 events in queue

B 0 total events sent

Logical Servers
Select a server below for more detailed information

As shown, make sure that Global Buffering Status is checked.
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Unit Fail Over Enabled and Running

For redundant interface nodes only, this row verifies that unit failover is
configured properly in your Historian application.

1. From the checklist pull-down menu, select Yes or No and press Enter.

2. Observe your results and make any necessary changes.

No; warning. An interface is not enabled for unit failover and not running. Write in the
Notes column the interface node name with the exception.

Yes; pass. All of your interfaces have unit fail over enabled and are running.

IMPORTANT  This procedure is executed in all interface nodes in the Data server

(not on the Historian server). Open the Interface Configuration
Utility, select the interface, and choose Failover under Unilnt.

i Pl Interface Configuration Utility - FTLDInt1 \L‘i-
Interface  Tools Help

H= oS E e

Inteface:  [FTLD1 (FTLDInt1) -> ASIHO1 =] Rename

Type: [FTDrt | Feckwel FactoyTak Live Data Pl Data server Connection Status
Description: [Default FTLD interface created by the FTH configure wizard 4 :LS.;HD;\A System PlantF
Versions:  [FTLDInt exe version 4.6.0.60 Unilrt version 46,060 v e
General Unilrt Failover
ETLDInt ¥ Enable Unilnt Failover " Phase 1 & Phase2
Service

Failover ID# for this instance: ‘1 |.'.FASSD2A'WLDInﬂ

[WPASSOZENFTLDINEY

Failover ID# of the other instance:  [2

Unjlpt
HESM roints

| Browse |

Performance Courters
Ferformance Points
PISDK
Disornected Startup
Debug

10 Rate

Interface Status

Ready

I"" Do not failover when both interfaces lose connection to PI
I™ Failower cortrol tags are unsolicted (not scan based]

Rate at which the heartbeat point is updated/checked: 5000 miliseconds

UFO Type: Synchronization Flle Path:

[HoT _+| [Vpass01'FTSE_Faiover\FTLDInt_FTLD_1 dat Browse
Status | Tag | Exdesc [ PointSource [ Lo ~
Created ASIHD1-FTLDInt_1_FTLD_UFO2_ActivelD [UFO2_ActivelD] FTLD 1
Created ASIHOT-FTLDInt_1_FTLD_UFO2_Heartbeat 1 ~ [UFO2_Heartbeat:l] FTLD 1
Created ASIHO-FTIDInt 1 FTID LIFO? Heatheat 7 MIFO? Heartheat 21 FTIN 1
< >

~

v

Running FTLDInt 1 - Installed
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Collective Enabled and Running

This row verifies that a collective is properly configured for redundant
Historian systems.

For high availability purposes, a server collective consists of two FactoryTalk
Historian SE servers (primary and secondary) that have the same configuration
database. This combination lets you take a server offline for maintenance or an
upgrade without disrupting the availability of data to the clients.

Pl Collective Manager (Administrato) [= = |

File Edt Help

Colectives Colecivg Hame  |ASIHOT Colsciras 1D
¥y ASINOI OFTbBetd-= 4844056 BI04 deel 8]
Dastrghan
Latt Conlguealion Sttt
Chaegs Tove 11-0ct-2015 22 5845 Good
P ]
—
e e

ASIHME aubilla

il
2 Atrbubes
Description
FODH ASIHON A Syrham PlaniFi locdl

Hame
That irseiinbsl 180ver oMLl Mot

1. From the checklist pull-down menu, select Yes or No.

2. Observe your results and make any necessary changes.

No; warning. Use the Notes column to address that you are not using a Historian
collective. If you are using a collective, make a note that you are not configured
according to recommendations.

tf Yes; pass.

For details on how to configure a collective, see the PlantPAx DCS
Infrastructure Configuration User Manual, publication PROCES-UMO001.

When all entry fields are verified, type the name of the person who completed
the checklist and the completion date. We suggest that you store the checklist
and any attachments in an accessible location to compare with future system
data. Discrepancies can show potential issues that could adversely

affect performance.

You can close the Microsoft Excel workbook or click another tab to continue
to verify data.
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Notes:
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Chapter 6

Before You Begin

PASS Checklist

This chapter describes the verification procedures for systems servers that
comprise the Process Automation System Server (PASS). The PASS is a
required system element that hosts essential software components that
run the system.

The purpose of the checklist is to verify your system data against PlantPAx*
system design recommendations. The collection of data lets you analyze overall
system performance and pinpoint any potential performance issues.

The Microsoft® Excel’, which we refer to as a checklist, has entry fields to
document system design information. There are five icons that indicate the
status of the entered information and actions to be taken, if necessary. The
checklist data provides a snapshot of whether your system is operating
efficiently.

To access the checklist, click the <PASS> tab on the Microsoft
Excel workbook.

IMPORTANT  Complete the PASS checklist for each PASS (or PASS-C) server on your
system. To duplicate a checklist for each PASS, do the following:

Right-click the <PASS> tab and choose Move or Copy.
(lick Create a copy and then click OK.

Double-click the checklist name and type a name that identifies the
PASS that you are verifying.

The PASS checklist procedures operate under the following assumptions:

e Your PlantPAx system is operable (for example, the HMI application is
running and the latest operating system patches are installed).

e You have access to Microsoft Excel software to complete the checklist.
e You have access to each PASS server.

¢ You have downloaded the Graphic Audit Tool, which examines your
HMI server application running on the PASS server. See page 89.

Optional
o Factorylalk® View displays have been downloaded as described in the
Knowledgebase article 771236 and imported into your HMI server.

e A PDF printer is installed on the Engineering and/or Operator
Workstation. You can print and view FactoryTalk View reports.
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Click the page number or the links in the workflow for quick access to

specific information.

Figure 6 - PASS Workflow

Configure Graphic Audit Tool
See page 89

FactoryTalk View SE (HMI) Server
See page 92

v

FactoryTalk Alarm and Event Server
See page 100

r

Data Server (® Enterprise)

See page 106 Number of Polled Data Items
Complete You have the option of using other checklists,

with recommendations provided in Chapter 2.

« Using HMI Server?
« Number of Displays

Total Tags on Server

+ Unique Tags
« Expressions

Using Alarm Server?

«_Number of Alarms

Total ltems

Using Data Server?
Virtual Memory
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« Global Objects
« Display Type

Max Tag Update Rate

- Display Cache
« Always Updating

Fastest Update Rate
All tags addressed from the
local Data server?

Average Packets per Second
Average Packet Response
Time
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Run the Graphic Audit Tool

To verify your FactoryTalk View Site Edition (SE) HMI design elements, you
must download the Rockwell Automation® Graphic Audit Tool. The audit
tool, which is contained in the zip file within the checklist download, analyzes
exported HMI displays.

The reports for the Graphic Audit Tool show color-coded information. Yellow
and red warnings indicate where displays are close to or exceed recommended
PlantPAx guidelines. To configure the audit tool and print results, complete
these steps.

1. Before you run the audit tool, you need to export the HMI application
graphic files to an XML format. In FactoryTalk View Studio, browse to
the Graphics folder in your project and right-click Displays.

2. Choose ‘Import and Export....

Make note of the directory path to which you are exporting the displays.
You need this information in step 5.

IMPORTANT  To limit the number of library object displays from the export,
de-select display names that start with (RA-BAS), (RA-EH),
(RA-Seq), (RA-UI), and (RA-Lib). To de-select a display, click the
box to remove a check mark.

File View Settings Tools Window Help

=i} DF(E o &R

Graphics Import Export Wizard - Display:

Explorer - PlantPAx_Alarms &
-1 Network (LOCALHOST)
By PlantPi_Alarm Select the displays o expod
&= Runtime Security c": (FRAME-LIB) Alam-Explorer
[ e p {¥| (FRAME-LIE) Alam-Hstory Display
—.:’\ i +| (FRAME-LIB) Alam-Shehoed Display
S Flanth e Alams || (FRAME-LIB) Alarm-Summary
-9 System | (FRAME-LIB) Displary
B Command Line j: EE%EHE] :ﬂtﬁ'
Y- 4| -LIB} Hbuttenbar
- HMI Tag: |J] (FRAME-LIB) Header
: ¥ Tags || (FRAME-LIB) Help
-’ Graphics IJ‘ (FRAME-LIB) RSLruEnterprise
I <
+| T
; Symb Add Component Into Application... Select Al | | Clear Al
¥ E Likrag Import and Export... I
Bl Imane ;

| (FRAME-LIB) System

| (FRAME-LIE) Tempiate Alam.f
| (RA-BAS) Bultdn Autotune-Fac
| (RABAS) Bult-dn Autoture-Hel

| (RA-BAS) Buit-in CC Autctune

| (RA-BAS) Buitn CC Autotune
(RA-BAS) Bult-in CC-Facepiate

| (RA-BAS) Buit-n CC-Help

| {RA-BAS) Buit-in CC-Ouick

[ (RA-BAS) Buit-in IMC Autotuni

3. Extract the Graphic Audit Tool from the zip file within the
checklist download.

4. Double-click the executable file, GraphicAudit.exe.
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90

The Graphic Audit dialog box appears.

¥ Creabe e of expressions and commands lound
¥ Comate fl of globsad abects fonand

Folder that contans graphec 5ML flss b pesloim Siadt opessbons o -

frea name o BrewngHMIE

it Clherk
¥ Cieate fes for Dsta Chent lool

e

[Ccheckist displays

Bt e | T | I ™ Detugmode Help

Resuks

Graghic Name Totdl Tags | LImoue

" Ma
e Global | Display
Erorests| Fotors |Obects | Tops | po)

5. Complete the Graphic Audit Tool dialog box.

Field Description

Application Click SE - Network

SE - Network

SE-Local

ME

Name The Name and Area Name are used only to

Area Name (for example, Brewing/HMI)

generate Data Client XML files and are not used in
the audit operation. See Graphic Audit Tool Help.rtf
file in the zip file for more details.

(reate file of expressions and commands found
Create file of global objects found

To create the respective files, check the boxes.

Data Client

Create files for Data Client tool
Total tags

Unique tags

To enable Create files for Data Client, check the box,
and then select Unique tags.

Folder that contains graphic XML files to perform
audit operations on

Click Browse (... ellipsis) to select the directory
path where you exported your graphic XML files
instep 2.

Audit type

Choose PlantPAx from the pull-down menu.
This choice uses rules that are specific to the
PlantPAx system.

6. To generate the report, click Audit.
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The processed displays are listed in the Results pane of the Graphic

Audit dialog box.
Applcatior: Aapa name fe.g. BrewingHMIE
% SE - Mebwek.  5E -Local = ME }5“,
Blame:
[FlariFit Data Chent

W Cieate fles for Data Chert ool

[ Crsate s o expiesnons and cofmmends found  Tosltag & Uniguetes

[ Croote file of global objects found
Folder that contains graphic }ML fles to pedom sudt operations on
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The tool creates four Excel (.xls) files in the same directory as the
XML files.

7. To print, select $AuditResults.xls in the XML file directory and
click Print.

IMPORTANT  Avyellow warning indicates that you are above a threshold that
affects your ability to meet critical system attributes for system
performance. A red error indicates that you are above the supported
limit of a PlantPAx system.

You must correct red errors. If you do not plan to adjust yellow
warnings, document in the Notes column that you have reviewed
and accepted any impact to system performance.

With the Audit report information, complete the PASS checklist
as described in the following pages.
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FactoryTa"( View SE (HMI) The rows in this checklist section verify that the following HMI server design

Server attributes comply with these recommendations:
o Using HMI Server?
e Number of Displays

o Total Tags on Server

Unique Tags

e Expressions

« Global Objects

e Display Type

Max Tag Update Rate
Display Cache

o _Always Updating

Using HMI Server?

This row in the Notes column verifies if the PASS has an HMI server.
o If Yes, continue to answer the additional HMI verification fields.

e IfNo, proceed to FactoryTalk Alarm and Event on page 100.

If you have a redundant HMI server, you need to complete only one
PASS checklist for the pair of servers.

Number of Displays

The number of displays and license type does not appear on the Graphic Audit
Tool report. To view the information on the HMI Properties dialog box,
complete these steps.

1. In FactoryTalk View Studio, right-click the HMI server in the
Explorer pane.

2. Choose Properties.
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=
[ Hel

- D&El o avE

|Explorer - PlantPAx HMI H|
= &) Network (PASSIT)
= fim PlantPix
= Runtime Security
LB Arca

5 -8 Alarn

+ 1) System
(20 HMI Tags
% (2] Graphics
() HMI Tag Alarms
423 Logic and Control
%20 Data Log
=1 System
(23 Action Groups
%3 Policies
%[0 Computers and Groups
# 55 Metworks and Devices
%] Users and Groups
%3 Connections

FactoryTalk View Studio - View Site Edition (Network Distributed)

PlantPAx_HMI Properties |-
Gerveral | Recundancy | Components
Hame:
PlantPax_H
Description:

Startup Type
On demand (Redundancy vl be disabled)
®) Load and run startup components when cperating system nitiskres
Project file (relative to server computer):
C:'\uisers\Public\Documents R.5View Enterprise \SEHMI Prajects PlantPAx_HMI

Iw of deplays: 186 Licensed maximum: Unkmited I

BT | = R

hwlc«-«v\ws

In the checklist, verify that you are not using more screens than your license
allows. If you exceed this license, there is the possibility that screens fail to

Type the number of displays that appear at the bottom of the Properties

In the next row of the checklist, select the license that is shown at the

Click the pull-down menu to select a display license (100, 250, or

unlimited) that corresponds to the selected license type.

display when requested.
1.
dialog box.
2. Press Enter.
3.
bottom of the Properties dialog box.
4.
5.

Observe your results and make any changes.

Not complete until you enter a number of displays and choose a display license
value (100, 250, unlimited).

ﬂ\' Pass; total number of displays does not exceed the display license.

H displays from the HMI server or update the license.

Fail; total number of displays exceeds the display license. Delete any unnecessary
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Use the Graphic Audit Tool information for the following checklist fields.

Total Tags on Server

The Graphic Audit Tool counts the number of tags in each graphic display and
lists the results in the Total Tags column. This informational field includes
values for all tags that are used in expressions, commands, and embedded
variables. If the same tag is found multiple times in a graphic file, it is counted
multiple times.

Type the information into the checklist row or attach the report.

Guaghic Mame: Total Tags |WFee

TAPF) Butons ]

(AP Disglay 1590

TAPP) Molors n

[APP) PID B3

PP Tark 57
BAPF) Tark2 25 13

0

680

a

0

3

0

0

PP Tarkd

AP Valves

[FRAME] P11 Descaption
[FRAME] F1i Footer
[FRAME] P Header
(FRAME] P! Help

F1f HButonBay

F1i Home

TOTAL

The Total Tags on Server affect the data server memory loading that can

impact CSAs.

Unique Tags

The Graphic Audit Tool color codes screen attributes that exceed PlantPAx
recommendations. The row verifies if any action is necessary for a yellow
warning or red error for the number of unique tags on any of the displays.

1. From the checklist pull-down menu, choose Yes or No to verify if there is
ayellow warning in the Unique Tags column.

2. Observe your results and make any changes.

Not complete until you select an option from the pull-down menu.

] Yes; warning. Simplify your display to use less than 1,000 unique tags on the display.

ﬂ" No; pass.

3. From the checklist pull-down menu, choose Yes or No to verify if there is
ared error in the Unique Tags column.
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4. Observe your results and make any changes.

Not complete until you select an option from the pull-down menu.

3| Yes; fail. More than 3000 unique tags are not supported.

-.ﬁf No; pass.

Expressions

The Graphic Audit Tool color codes screen attributes that exceed PlantPAx
system recommendations. The checklist row verifies that the number of
expressions that are configured within each display aligns with system
recommendations.

FactoryTalk View SE displays contain ‘expressions’ for each customized
animation that holds simple or complex calculations to accomplish the
animations. Each expression consumes memory and requires processing time
to execute.

Many expressions can make the screen animate sluggishly and affect
system performance.

1. From the checklist pull-down menu, choose Yes or No to verify if there is
ayellow warning in the Expressions column

2. Observe your results and make any changes.

Not complete until you select an option from the pull-down menu.

Yes; warning. To use less than 1,000 expressions, simply your design.

-ﬁ' No; pass

3. From the checklist pull-down menu, choose Yes or No to verify if there is
a red error in the Expressions column.
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4. Observe your results and make any changes.

Not complete until you select an option from the pull-down menu.

}:ﬁ Yes; fail. More than 3000 expressions are not supported.

-.ﬁf No; pass.

Global Objects

The Graphic Audit Tool color codes screen attributes that exceed PlantPAx
recommendations. The checklist row verifies that the number of global objects
on displays are within system recommendations. Many global objects on an
individual display can make the screen slow to appear or animate sluggishly.

1. From the checklist pull-down menu, choose Yes or No to verify if there is
a yellow warning in the Global Objects column.

2. Observe you results and make any necessary changes.

Not complete until you select an option from the pull-down menu.

Yes; warning. Simplify the display and redo the verification. Or, verify the call-up time
- on the display is acceptable to the operator and document in the Notes column.

e&' No; pass.
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Display Type

The Graphic Audit Tool color codes screen attributes that exceed PlantPAx
system recommendations. This row examines the screen display types.

To conserve CPU resources, we recommend that you use ‘Replace’ display
types. This display type closes the currently displayed screen when a new screen
opens. ‘Overlay’ display types must be managed because multiple screens open
at once consumes unnecessary memory and CPU resources.

See page 99 for details. ———
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From the checklist pull-down menu, choose Yes or No to record the

presence of a yellow warning in the Display Type column.

2. Observe your results and make any necessary changes.

Not complete until you select an option from the pull-down menu.

Yes; warning. Correct and reverify.

No; pass.
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Max Tag Update Rate

The Graphic Audit Tool color codes screen attributes that exceed PlantPAx
system recommendations. This row examines the rate at which tags update

per display.

1. From the checklist pull-down menu, choose Yes or No to record the

presence of a yellow warning in the Max Tag Update Rate column.

2. Observe your results and make any changes.

Not complete until you select an option from the pull-down menu.

Yes; warning. Rate of 0.25 seconds has a possible impact on the server and controller.

o

No; pass. Update rate within recommendation of 0.5 seconds.

3. From the checklist pull-down menu, choose Yes or No to record the
presence of a red error in the Max Tag Update Rate column.

4. Observe your results and make any changes.

Not complete until you select an option from the pull-down menu.

Yes; fail. You must correct the tag update rate. For example, set the update rate within
the recommendation of 0.5 seconds or 1second, if needed, to help reduce load on the
data server.

No; pass.
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Display Cache

The Graphic Audit Tool color codes screen attributes that exceed PlantPAx
system recommendations. The row examines the Cache After Displaying

property of each display.
See page 97 for an example of this setting on the Display Settings dialog box.

When displays are cached, the additional memory load of this display on the
view client is persistent after call-up regardless of whether the display
remains visible. This action affects system load and can ultimately affect
system performance.

IMPORTANT  We recommend that you use Cache After Displaying for displays only
frequently accessed by the operator and not applied generally. Used
sparingly on these displays, this feature improves display call-up time for
important displays.

1. From the checklist pull-down menu, choose Yes or No to record the
presence of a yellow warning in the Display Cache column.

2. Observe your results and make any necessary changes.

Not complete until you select an option from the pull-down menu.

; Yes; warning. Correct and reverify. Or, confirm this option is being used sparingly for
. frequently used displays where the incremental call-up time performance is needed.

q{ No; pass.

Always Updating

The Graphic Audit Tool color codes screen attributes that exceed PlantPAx
recommendations. This property can be set only if Cache After Displaying is
enabled. See Display Cache.

See page 97 for an example of the Display Settings dialog box.
When always updating, the additional controller and server load of this display

is persistent after the initial call-up regardless of whether the display is visible.
This action increases system load and can affect system performance.

IMPORTANT  We recommend that you use Always Updating on displays only frequently
accessed by the operator and not applied generally. Used sparingly on these
displays, this feature improves display call-up time for important displays.
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1. From the checklist pull-down menu, choose Yes or No to record the
presence of a yellow warning in the Always Updating column.

2. Observe your results and make any necessary changes.

Not complete until you select an option from the pull-down menu.

Yes; warning. Correct and reverify. Or, confirm this option is being used sparingly for
. frequently used displays where the incremental call-up time performance is needed.

qf' No; pass.

FactoryTa"( Alarm and Event  The rows in this checklist section verify that the following FactoryTalk View

Alarm and Event design attributes comply with system recommendations:

o Using Alarm Server?

e Number of Alarms

o Total Items

o Fastest Update Rate

e _All tags addressed from the local Data server?

Using Alarm Server?

This row in the Notes column verifies if the PASS has an Alarm server.

o If Yes, continue to answer the additional Alarm verification fields.

e IfNo, proceed to Data Server (FactoryTalk Linx) on page 106.

To obtain alarm server information for the checklist, complete these steps.

1. In the FactoryTalk View Studio software, open your application, and
navigate to your Alarm and Event server.

2. Double-click Alarm and Event Setup hosted on the PASS being verified
and choose All Alarms.
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The Alarm and Event Setup dialog box appears with data.

=l FactaryTalk View Studio - View Site Edition (Netwark Distributed) - [Alarm and Event Setup - RNAY//SGlabal/PlantPAx/ 1=ToEN
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3. Copy the alarm values to the following checklist rows.

Number of Alarms

This checklist row lets you enter the number of alarms in your PASS server.

1. From the Alarm and Event Setup dialog box, type the number of alarms
on the server.

TIP  The number of alarms is listed in the lower, left corner of the
Alarm and Event Setup dialog box. See page 101 for an example.

A FactoryTalk Alarm and Event server can have a maximum of
20,000 alarms.

2. Press Enter.

3. Observe your results and make any necessary changes.

Not complete until an alarm value is entered.

..,f Pass; the number of alarms does not exceed 20,000 per server.

e Fail; the number of alarms exceeds 20,000 per server. Simplify your alarm system by
deleting unnecessary alarms or move alarms to another PASS server.
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Total Iltems

This informational field provides a total number of items on the Tag Update

Rates tab of the Alarm and Event Setup dialog box. See page 102 for an

example.

Type a value into the checklist row or attach a screen capture of the data.

Fastest Update Rate

The Tag Update Rates tab of the FactoryTalk Alarm and Event Setup dialog
box shows the rate at which the tags in the controllers are updated. Fast update

rates (lower number of seconds) increase the loading on the server.

78 DaElo aaE
[Explorer - PlantPAx_HMI

update rate for any alarm on the server.

Edit View Settings Tools Window Help

[]

Using the Alarm and Event Setup dialog box, scroll to identify the fastest

From the checklist pull-down menu, choose the fastest per second
update rate as shown on the dialog box.
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3. Observe your results and make any necessary changes.

Not complete until a rate is chosen.

# Pass; update rate meets recommendation of 1 second. Default is 2 seconds to help

reduce load on the system.

3¢ Fail; change any alarm update rate to 1 second or slower to reduce loading on
the alarm server.

All tags addressed from the local Data server?

The checklist row makes sure that all tag names in the Alarm and Event server
are scanned by a data server hosted on the same computer. To help reduce

overall load on a system, complete these steps.

1. In the FactoryTalk Administration Console or FactoryTalk View SE,

right-click the data server and choose Server Status.

Explorer

S0 System

+|:| Policies

=15 Metwork (PASSOT)
< PlartPas
L& Runtirne Security

] Action Groups

The Data server status dialog box appears.

Import and Export .,

Server status

Primary server:

Primary status:

Secondary server:

Secondary status:

Server Status - PlantPAx/Area/Data:PlantPAx_DAT

PASS02A

| Active

PASS02E

| Standby

Switchover options

Server switchover

() switch over to the primary server when it becomes available

(®) Continue using the secondary server even when the primary server becomes available again

Click the Switchover button to switch the Active server. The server that is currently on
standby will become the Active server and the Active server will become the Standby server.

| | Help

2. Observe the primary and secondary status for the Data server.
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3. In the Explorer pane, open the Alarm folder and expand the

Alarm server.

4. Right-click and choose Open.

You also can double-click Alarm and Event Setup.

Explorer

:'5:.@ Metwark (PASSOT)
[ PlantPic

&% Runtime Security
DEI. Area

D-EF Alarm

—]

: (L1 Action Groups
1 Palicies

The Alarm and Event Setup dialog box appears.

& Alarm and Event Setup - RNA.//$Global /PlantPAx/Area/Alarm/PlantPAx_AE Ei@.

EEEECED

All&laims | Messages | Tag Update Rates |

| Tiee [al -

AL Alarms Name =
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CCLO00_CYIROCPosAlam
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CC100_CY3HAlarm
CCLO0_CY3LAlarm
CC100_CV3ROCHegAlam
CC100_CY3ROCPosAlarm
CC100_SPHAlarm
CCLO0_SPLAlsrm
C¥Z00_Alm_ActuatorFault
CY200_Alm_IntkTrip
C¥Z00_Alm_IOFault
D45D100_alm_DeviceF...
D450100_alm_InklkTrip
D45D100_alm_IOFaUlt
FML00_&lm_EapFault

Type

Digital
Digital
Digital
Digital
Digital
Digkal
Digital
Diigital
Digital
Digal
Digital
Digital
Digital
Digital
Digital
Digtal
Digital
Digital
Digital
Digital
Digial

Input Tag fuck Req'd Tall
[AreafData::[LGXCO1JCC100.CY IHALrm rue
JareaiData: :[LGXCO1JCC100.CY LLALarm ue
JAreafData::[LGXCO1JCCI00.CVIROCNegAl..,  frue

JAreafData: :[LGXCO1}CC100.CY IROCPosAlarm
JareafData::[LGXCO1JCC100.CY2HAlS M
JareafData: [LGXCOL}CC100.CY2LAlarm
JareafData::[LGRCO1JCC100.CYEROCNega. ..
[areafData::[LGHCO1 JCC100.CYEROCPosAlarm
fareafData:[LGXCO1ICC100.CY 3HA M
JAreajData;:[LGXCO1ICC100,CYALALarmM
fareafData::[LGXCO1}CC100.CY3ROCNagA. .
[areaiData::[LGHCO1}CC100.CYIROCPasAlarm
JareafData: [LGXCO1JCC100.5PHAlarm
JAreaData;:[LGRCO1JCC100,5PL Alarm
JareafData::[LEGXCO1JCWEN0.Alm_ActuatorF. ..
JareajData::[LGXCO1ICY200.4im_IntkTrip
fareaiData::[LGXCO1JCY200.4lm_IO0Fault
[AreajData::[LGXCO1 0450100, Alm_DeviceF. .,
fareafData::[LGXCO1]0450100, Alm_InklkTrip
JAreafData::(LGXCO1 JD4SD100.Mlm_IOFauk
JareafData: [LGXCO1JFMI100.Alm_EqpFault

FE5 656566655588 85865

Alarms - B9 items

Default max shelve time, 480 Minutes

5. In the Input tag column, confirm the Alarm path is in the same
computer as the Data server.

For example, /Area/Data:[LGXCO01]
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6. In the Explorer pane, open the Data server and right-click Server Status.

Explorer [=]
=& Metwark (PAS301)

= PlantPix
| & Runtime Security

E
[ PlantPfx AES
L] Alarrn and Event Setup
B

Delete

& Pla

<1 Palicies Praperties..,

The Alarm server status dialog box appears.

—Cl System
-[[1 Action Groups Server Status

#1 Computers and G.ruups | |

Server status
Primary server: PASSO2A

Server Status - PlantPAx/Area/Alarm:PlantPAx_AES -

Primary status: | Active

Secondary server: | PASS02B

Secondary status: | Standby

Switchaver options

Server switchover

() Switch over to the primary server when it becomes available

(®) Continue using the secondary server even when the primary server becomes avaiable again

Click the Switchover button to switch the Active server, The server thatis currently on
standby will become the Active server and the Active server will become the Standby server.

| | Help |

7. Evaluate the primary and secondary text boxes from both servers.

8. From the checklist pull-down menu, choose Yes or No.

9. Observe your results and make any necessary changes.

":f Pass; the alarm server references the data server hosted on the same computer.

3{ Fail; move non-compliant alarms to the appropriate alarm server associated with the

data server.

Rockwell Automation Publication PROCES-UMO004C-EN-P - June 2019

105



Chapter 6  PASS Checklist

Data Server (FactoryTalk
Linx)
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FactoryTalk View SE software uses FactoryTalk Linx software to access tags in
a controller. This checklist section verifies that the Data server complies with
system recommendations.

o _Using Data Server?

e Virtual Memory
o Data Server

Using Data Server?

This row in the Notes column verifies if the PASS has a Data server.
o If Yes, continue to answer the additional Data server verification fields.

e If No, click another workbook tab or close the checklist.

Before proceeding with the checklist, make sure your system is running and
clients have accessed all main screens and several popup windows. This
produces a maximum load, which helps to create a better representation of the
system load.

Virtual Memory

Virtual Memory is a real-time indicator of the internal memory resources that
FactoryTalk Linx software consumes. This value increases in proportion to the
loading on the data server.

This loading can increase because of the following:
e Number of controllers
e Number of tags on scan on HMI displays

e Demand for RSLinx” Gateway OPC server, alarms, historical polling
and data logs

o Display update rate of HMI displays
e Number of active HMI clients

We recommend that this value is kept under approximately 3GB. Values
beyond 3 GB indicate a heavily loaded data server and can affect system
performance. We suggest that you go to the Task Manager>MoreDetails, and,
from the Details tab, review the memory usage for the TagSrv.exe and
RSLinxNG.exe files. Evaluate the load balance and consider adding

another server.

Data Server

Data server information can be gathered for the checklist by using the
L_CPU faceplates or generating a Controller report. Both options leverage
the L CPU Add-On Instruction in the controller.
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f=

File

it Miew Zelbngs Ubjecls Arange

Option 1: Use the faceplate data from the L_CPU Add-On Instruction. Copy

the FactoryTalk Linx diagnostic information from the Add-On
Instruction into the checklist. Or, you can print the faceplates and
attach them to the report.

For examples of diagnostic faceplates, see the L_CPU section in the
Rockwell Automation® Library of Logix Diagnostic Objects
Reference Manual, publication PROCES-RM003.

Option 2: We recommend that you use the report that is included with the

checklist file in the Knowledgebase Answer ID 771236

at hteps://www.rockwellautomation.custhelp.com. The report

format matches the checklist rows to let you use copy-and-paste

shortcuts.

IMPORTANT  The provided global object, display files, and images in the checklist
file must be installed in the HMI before printing the report. The
display files include the following:

Images: icon_gray.png, icon_green.png, icon_yellow.png,
icon_red.png

Global object: (RA-LIB) Report.ggfx

Displays: (RA-LIB) Report E.gfx, (RA-LIB) Report Controller.gfx

In addition to FactoryTalk View SE software files, the checklist file

includes verification tools and instructions.
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Explorer - HMI
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For procedures on importing the FactoryTalk View display files,
see the Rockwell Automation Library of Process Objects Reference
Manual, publication PROCES-RM002.

In FactoryTalk View Studio, click to open the Global Objects file
(RA-LIB) Report.
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3. Select the Show Data Server and Controller Report Displays button
and click Cerl+C.

4. Open ascreen of your choice to place the button that accesses the report

displays, and click Cerl+V.
5. Right-click the button and choose Global Object Parameter Values.

R '

- Dropyaban U
SRS w
| Conwert o Wallpaper —
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Preserty fanel
Opject Beplorer

Cut
o

Pare

M3zt withaut lacalized stings
Qelets

Dualicate

Ciogrg Sairnation

Gleoal Object Defaalts

Glohal Okject Paramater Yalues

Edit Base Object
Break Line
Show Dl e
= and Conlmolles
Repart Displays

6. Complete these steps to add controller shortcuts.
a. Under Tag on the Global Objects Parameter Values dialog box, click
Browse (ellipsis “...).
b. Select a controller shortcut and click OK.
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Controller Verification, see page 117.

Use the information in this
section to complete the Checklist.

c. Type a backing tag into the Value field of the Global Objects
Parameter Values dialog box.

Insert the tag path and controller shortcut only.

[ Global Ohject Parameter Walues -
walun ] Tag [ Dizscriphion |

{rareailaza; J_.':‘A'r_Ll'I} === | Lst Shorooos
=== | Znd Shoroou:

Err Ird Shaorkosk

ane | dtn Shoctost

T ees 1 Ebh Shartodt

Ekn Shortogt

| 7tA Shoeto

1 ELth Shorkodt

S0 Shortos

=== | 1Dk Snoctok

K Cancs Help

7. Run a FactoryTalk View Client session.

8. Click the Show Data Server and Controller Report Displays button.

The FactoryTalk Linx Report appears.

Hame: |

(RA-LIB) Report RSLinxE - /PlantPAx//Area - a|x
Data Servers
Press to Show =}
Controller Shortcut Controller Path Shortcut Notes
Report Display
JfareafDatan[LExC01] [RiLogix S000 Emulator in slot 2 of the virtual backplarle
farea/Datas[PlantPax] |RSLogix S000 Erulatar in slot 3 of the virtual backplane -
farea /Data:[LEXCO1B] |RSLogix 5000 Emulatar inslot 4 of the virtual backplane
JareafData:[PlantPaxh] [RSLogkx 5000 Ermulator in slot S of the virtual backplane -
Virtual Hemory 550172
FPolled | Mg Packets | Avg Packet
Notes
Controller Shortcut Data tems | _per Second Time | Results
fareafData [LEXCO1] 3 El 0 s
> fhrea/Datas[PlantPax] 25233 75 2 o«
fareafData:[LEXCO1R] a 2 a o
fAreajDatas[PlantPaxB] 25230 2 a o
Press to Refresh Totals 50466 43 2
Signature: | Date:

9. Click the ‘Press to Refresh Totals” button.
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10. Copy the report information (Avg Packets per Second, # Polled Data
Items, Avg Packet Response Time, # Active Connections to Server, and
Virtual Memory) into the checklist. Or, you can press the Print button
and attach the printout to the checklist.

11. Observe your results.

D Baseline documentation purposes only. These values set benchmarks that can be
compared to future server results. The comparison can identify a potential issue.

This checklist section logs information about the design elements for the
communication driver (data server). You can attach faceplate printouts from
the L_CPU Add-On Instruction or generate the report for these checklist
fields:

e Number of Polled Data Items

e _Average Packets per Second

o _Average Packet Response Time

Number of Polled Data ltems

This informational row documents the number of tags that are scanned from
the controller.

Average Packets per Second

This informational row documents the communication speed of data flow
between the controller and data server. If your controller consistently exceeds
400 packets per second, then it is possible your controller is overloading.

Consider reducing the number of HMI data points referenced by your HMI
displays from that controller. You also can lower the screen update rate if you
are experiencing performance issues.

The more controllers in your system that exceed 400 packets per second of
communication, the greater your chance of overloading your data server.

Average Packet Response Time

This informational row documents the average response time of messages
to the controller. If your average packet response time consistently exceeds
200 milliseconds then it is possible that your communication adapter

has a potential bottleneck.
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Consider the following troubleshooting guidelines if your performance is not
satisfactory:

¢ Examine your network architecture and network hardware. You could
be exceeding your switch capacity or capabilities that can cause slow
network performance.

¢ You could be using an outdated communication adapter in the path
to your controller. Or, you could be exceeding the capabilities of the
communication adapter.

When all entry fields are verified, type the name of the person who completed
the checklist and the completion date. We suggest that you store the checklist
and any attachments in an accessible location to compare with future system
data. Discrepancies can show potential issues that could adversely

affect performance.

You can close the Microsoft Excel workbook or click another tab to continue
to verify data.
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Notes:
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Chapter 7

Controller Checklist

This chapter describes verification procedures for the controllers in
your system.

The purpose of the checklist is to verify your system data against PlantPAx*
system design recommendations. The collection of data lets you analyze overall
system performance and pinpoint any potential performance issues.

The Microsoft® Excel” worksheet, which we refer to as a checklist, has entry
fields to document system design information. There are five icons that
indicate the status of the entered information and actions to be taken, if
necessary. The checklist data provides a snapshot of whether your system is
operating efficiently.

To access the checklist, click the <Controller> tab on the Microsoft
Excel workbook.

IMPORTANT  Complete this checklist for each controller on your system. To duplicate a
checklist for each controller, do the following:

Right-click the <Controller> tab and choose Move or Copy.
(lick Create a copy and then click OK.

Double-click the checklist name and type a name that identifies the
controller you are verifying.

Before You Begin The Controller checklist procedures operate under the following assumptions:

¢ Your PlantPAx system is operable (for example, the HMI application is
running and the latest operating system patches are installed).

¢ You have configured and have access to the L_CPU Add-On
Instruction for each controller being verified.

Optional

e The FactoryTalk® View display files (included with the workbook) are
downloaded to your system. See page 115.

e A PDF printer is installed on the Engineering and/or Operator
Workstation. You can print and view FactoryTalk View reports.
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Click the page number or the links in the workflow for quick access to
specific information.

Figure 7 - Controller Workflow

( Start )

r

Properties « Shortcut + Module
See page 117 « Firmware + Redundancy
l + Free + Messaging
CPU Use - Total Used - Safety
« Periodic and Event + Redundancy
See page 118 « Communication + System
+ Motion
y
Faults « Minor Faults Count
See page 120 « Task Overlap
Memory «1/0 Memory (bytes
See page 122 « Data and Logic (bytes)
v « Total % « Message/Block Transfer
Connections - 1/0 + Incoming
page 124 + Produced Tags - Unconnected Buffers
Seepage « ConsumedTags « Message/Block Cache
. x . .
Time Synchronization « Controller Is Time Synchronized
See page 128
Task Structure + Only Periodic Task Used
See page 129
v
Complete You have the option of using other checklists,

with recommendations provided in Chapter 2.

To gather information for this checklist, you have a choice of using the
L_CPU Add-On Instruction faceplates or a Controller report. Both options
require that the L_CPU Add-On Instruction is running in the controller to
capture information.

For more details, see page 106.

Rockwell Automation Publication PROCES-UMO004C-EN-P - June 2019



Controller Checklist ~ Chapter7

The Controller report is included in the FactoryTalk View SE display
files that are included in the Knowledgebase article 771236
at https://www.rockwellautomation.custhelp.com.

IMPORTANT

The provided global object, display files, and images in the checklist files
must be installed in the HMI before you print the Controller report. The
display files include the following:

Images: icon_gray.png, icon_green.png, icon_yellow.png, icon_red.png
Global object: (RA-LIB) Report.ggfx
Displays: (RA-LIB) Report E.gfx, (RA-LIB) Report Controller.gfx

In addition to FactoryTalk View SE software files, the Knowledgebase article
includes verification tools and instructions.

1. Run a FactoryTalk View Client session.

2. Click the Show Data Server and Controller Report Displays button.

The * Enterprise Report appears.

Preess to Shiw
Controller Shortcut Controller Path Shorteut
Repom Display
Jares/Data) [LEC01] RLog: 5000 Ermulator in Sot 2 of the virtual backplar)= I <4—

JareayDatac[PlantP o)

Filogix 5000 Errulator inslat 3 of the wirtual backplane

Sarea Data:[LERCO1A]

FeLogt 5000 Ernulznor in slot 4 of the vimual backplane |

JSarea/Datas[PlantPics]

FeELoglx S000 Ermulanor inslot S of the virual backplangs |

3. Inthereport, click the ‘Press to Show Shortcut Report
Display’ button.
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The Controllers Checklist appears.

Controllers Checklist

System Name:

‘ Controller Name: Flex_|

Design Element

Observed Value

Results

Notes

Properties

Redundancy

Yes [] []MNo

CPU Use

Free

Total Used

Periodic & Event

35

Communicaions

Mofon:

Messaging:

Safety:

Redundancy:

Sysem:

Faults

Minor Fauls Count

Task Overlap

Memory

1/0 Memory
(bytes)

Free

Tot Used %

Used

48

Data & Logic
(bytes)

Free

Tot Used %

Used

05

TR SENPY

Connections

Total %

Current

High Water Allowed

(i)

Produced Tags

Consumed Tags

Message/Block Xier

Incoming

Unconn Bufiers

Msg/Block Cache

Time
Synchronization

Al controllers and commurnicasion
cards are ime synchronized

Yes No

Application

(no consnuous task)

Only Periodic Tasks used

Yes Mo

Name:

Signature: |

Date:

You can click the Print button and attach the report to the

worksheet.
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Properties

We recommend that you use the FactoryTalk View SE (Controller report)
display that is provided with the checklist files for your convenience. The
Controller report is organized to match the checklist rows. Otherwise, the
information from the L_CPU faceplates must be manually entered into

the checklist.

To use the L_CPU faceplates, see the Rockwell Automation® Library of Logix
Diagnostic Objects Reference Manual, publication PROCES-RM003.

The following rows in this checklist section provide baseline information:

e Shortcut

e Firmware

e Module
e Redundancy

Shortcut

The Shortcut field provides entry of the computer location for the controller
that is being verified.

Firmware

The Firmware field provides entry of the controller firmware revision
(major.minor).

Module

The Module field provides entry of the controller catalog number.
For example, 1756-L75/A LOGIX 5575.

Redundancy

This row denotes if you are using a redundant controller. The Yes or No answer

affects the Total Used CPU field.

TIP  Asecondary controller must be synced with the primary controller for
accurate CPU usage values.
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CPU Use We recommend CPU load in a production environment to be 75% or less. It’s
important to keep 25% CPU capacity as reserve to handle online edits, data
server switchover, and so on.

The rows in this checklist section verify that the following CPU design
attributes comply with these system recommendations:

e Free
o Total Used

e Periodic and Event

¢ Communication

e Motion

o Messaging

o Safety

e Redundancy
e System

free

This informational row provides entry of the amount of unused CPU
resources. Use the L_CPU Usage faceplate or the Controller report display
(that you imported) to get the information.

Total Used

This row, which works with the Redundancy field, verifies that the total CPU
used for the controller is within the PlantPAx system recommendations.

1. In the checklist, type a number to indicate the total percentage of
CPU usage.

2. Press Enter.

3. Observe your results and make any necessary changes.

Not complete until a percentage of CPU usage is entered.

Pass; at least 50% of free CPU usage for redundant controllers and at least 25% for
"‘f simplex controllers.

3¢ Fail; review your configuration, scan rates, and controller assignments and make
necessary changes to fall within recommended limits.
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IMPORTANT  Ifthe total CPU use exceeds recommendations, review the following
subcategories of CPU use to determine which CPU function seems to
use a large portion.

You can attach the L_CPU faceplate or the controller report with the
values for the subcategories.

Periodic and Event

This informational row documents the amount of CPU resources for periodic
and event tasks.

A properly sized controller is when the execution time of all tasks is less than
half of the faster task rate. Because PlantPAx recommendations specify no
Continuous task, then this category is the amount of CPU time that is needed
to run all of your application code in the controller.

IMPORTANT  The CPU percentages do not necessarily add up to 100% because of the
variability between execution cycles of the listed tasks and rounding errors.
For details, see ‘Estimate Controller CPU Utilization’; in the PlantPAx DCS
Reference Manual, publication PROCES-RM001.

Communication

This informational row provides entry of the CPU percentage that is being
used to respond to communication requests.

Motion

This informational row provides entry of the percentage of CPU usage that is
being used for motion.

Messaging

This informational row documents the percentage of CPU assigned to process
messages.

Safety

This informational row documents the percentage of CPU that is being used
for safety tasks.

Redundancy

This informational row documents the percentage of CPU that is being used
for redundancy processing.
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System

This informational row documents the percentage of system resources.

Faults The rows in this checklist section use the following design attributes to verify
that minor faults are resolved:

e Minor Faults Count

o Task Overlap

Minor Faults Count

This row shows the number of minor faults that have occurred within the
controller. We recommend that all minor faults are corrected to make sure
that the controller operates as intended and to reduce a potential impact
to performance.

1. Type the number of faults, if applicable.

2. Press Enter.

3. Observe your results and make necessary changes.

Not complete until a number is entered.

.ﬁ’ Pass; no minor faults.

R Fail; minor faults must be resolved and cleared. After clearing the minor faults, monitor
for a period of time (at least several controller scans) before reverifying.
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Task Overlap

This row records if a task overlap has occurred. Make sure to reset minor fault
counts to zero.

1. From the checklist pull-down menu, click Yes or No if the Task Overlap
indicator shows on the faceplate or display.

2. Observe your results and make necessary changes.

Not complete until an option is entered.

.ﬁ’ No task overlap is occurring.

Fail; a task overlap is occurring and must be resolved. Make changes such as
- 4 simplifying programs, lengthening the period, or raising the relative priority of your
more important tasks.
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Memory The rows in this checklist section verify that the memory allocation is within
PlantPAx requirements for the following attributes:

e [/O Memory (bytes)

e Data and Logic (bytes)

IMPORTANT  These values are displayed on the checklist controller display, or offline on
the Memory tab of the Controller Properties dialog box in the Studio 5000
Logix Designer® application. For details, see the PlantPAx Distributed Control
System Reference Manual, publication PROCES-RM001.

1/0 Memory (bytes)

The PlantPAx system requires the free I/O memory to be a minimum of
25% for simplex controllers. We recommend greater than 50% free memory
for redundant controllers.

1. Type the total free I/O memory in bytes.

2. Type the total used I/O memory in bytes.

3. Type the Total% from the Checklist Controller display.

You can also manually calculate the Total% = Used/(Used + Free)
*100%.

4, DPress Enter.

5. Observe your results and make any changes.

Not complete until a percentage is entered.

Warning; 1/0 memory exceeds 50% for redundant controllers and 75% for simplex
controllers. To reduce the number of /0 modules that are scanned by this controller,
make system changes.

q{ Pass; 1/0 Memory is at least 50% for redundant controllers and at least 25% for
simplex controllers.
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Data and Logic (bytes)

The PlantPAx system requires the free data and logic memory to be a
minimum of 25% for simplex controllers. We recommend greater than 50%
free memory for redundant controllers.

1. Type the total free data and logic memory in bytes.

2. Type the total used data and logic memory in bytes.

3. Type the Total% from the Checklist Controller display.

You can also manually calculate the Total% = Used/(Used + Free)
*100%.

4, DPress Enter.

5. Observe your results and make any changes.

Not complete until a percentage is entered.

Warning; data and logic memory exceeds 50% for redundant controllers and 25%
for simplex controllers. Upgrade controller for more memory or make necessary
application changes to reduce load.

g Pass; data and logic memory is at least 50% for redundant controllers and 25%
for simplex controllers.
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Connections The rows in this checklist section verify that the following connection
elements are currently operating with at least 50% free connections. In
addition, the total number of all connections can be no more than 50% of
the total allowable connections.

o Total %

e 1/O

e Produced Tags

o Consumed Tags

o Message/Block Transfer
e Incoming

o Unconnected Buffers

e Message/Block Cache

TIP  Produced/consumed tags and messages are the two options for
communication between controllers. To compare the differences, see
Chapter 3 in the PlantPAx Distributed Control System Reference Manual,
publication PROCES-RM001.

Total %

This row verifies if the total percentage of the connections is less than 50% of
the allowed connections.
1. Type a number for the total percentage of the connections.

2. Type the current percentage, high water (maximum), and
allowed percentages.

Press Enter.

4. Observe your results and make any changes.

Not complete until a percentage is entered.

Warning; make necessary application changes to reduce the changes below the
- recommended limit.

af’ | Pass; total connections that are used are <50% of the allowed connections.
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1/0

This row verifies if the total percentage of the I/O connections is less than 50%
of the allowed connections.

1. Type a number for the current number of connections, high water
(maximum), and allowed.

2. Press Enter.

3. Observe your results and make any changes.

Not complete until a number is entered.

Warning; the number of I/0 connections > 50% of I/0 connections allowed. Devices

& appearing in the I/0 tree that communicate to this controller contribute to the number
- of 1/0 connections used. Simplify your 1/0 tree/structure to communicate to fewer
devices to lower the 1/0 connections.

qﬁf Pass; 1/0 connections are < 50%.

Produced Tags

This row verifies if the total percentage of the produced tag connections is less
than 50% of the allowed connections. Make sure the number of consumers that
are configured for a produced tag is the actual number of controllers
consuming it to reduce the number of connections to the controller.

1. Type a number for the current number of produced tag connections,
high water (maximum), and allowed.

2. Press Enter.

3. Observe your results and make any changes.

Not complete until a number is entered.

Warning; the number of connections that are used to produce tags exceeds 50% of the
& controller capacity (but you can use 100% capacity of the communication bridge).

. Reduce connections by consolidating tags into one structure or tag, or by deleting all
but the most crucial produced tags. Also make sure that the number of maximum
consumers that are configured for a produced tag is set to th e minimum needed.

-.ﬁf Pass; produced tag connections that are used are <50% capacity.
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Consumed Tags

This row verifies if the total percentage of the consumed tag connections is less
than 50% of the allowed connections.

1. Type a number for the current number of consumed tag connections,
high water (maximum), and allowed.

2. Press Enter.

3. Observe your results and make any changes.

Not complete until a number is entered.

Warning; the number of connections that are used to consumed tags exceeds 50%
& capacity. Reduce connections by consolidating tags into one structure or tag, or by
- deleting all but the most crucial consumed tags. Also make sure that the number
of maximum consumers that are configured for a consumed tag is set to the
minimum needed.

s’ | Pass; consumed tag connections that are used are <50% capacity.

Message/Block Transfer

This informational row lists the number of Message and Block Transfer
connections. This allowable connection is not available from the controller.

Incoming
This informational row lists the number of Incoming connections. This
allowable incoming connection is not available from the controller.

Unconnected Buffers

This row verifies that the number of unconnected buffers used
are <50% allowed.

1. Type a number for the current number of Unconnected buffers, high
water (maximum), and allowed.

2. Press Enter.
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3. Observe your results and make any changes.

Not complete until a number is entered.

Warning; the number of message and block transfer connections due to unconnected
& buffers is > 50% of allowable connections. Simplify your communications to remote
- devices by using unconnected messages and block transfer communications by
unchecking the ‘Cache connection’to lower the usage. Consider combining multiple
messages or block transfers to the same devices into the same message.

aff | Pass.

Message/Block Cache

This row verifies that messages and block caches that are used are <50%
allowed.

1. Type a number for the current number of Message and Block Cache
connections, high water (maximum), and allowed.

2. Press Enter.

3. Observe your results and make any changes.

Not complete until a number is entered.

Warning; the number of message and block transfer cache connections is > 50% of

a allowable connections. Simplify your communications to remote devices by using

. messages and block transfer communications in a cached manner to lower the
connections that are used. Consider combining multiple messages or block transfers to
the same devices into the same message.

qﬁ' Pass.
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Time Synch ronization This row in the checklist verifies that the controller is configured for time
synchronization. For details on the protocols that are used for time
synching controllers to a master, see the PlantPAx DCS Infrastructure
Configuration User Manual, publication PROCES-UMO001.

&3 Controller Properties - LGXC01 3]
| Project | Redundancy | Nonvolatile Memery | Capacil | Security | Alam Log ‘
General I Major Faults I Minor Faults Date./ Time Advanced | SFC Exscution ‘

0] The Date and Time displayed here is Controller local time, not workstation local time:
Use these fields to corfigure Time attributes of the Controller.

‘ Set Date, Time and Zone from Workstation |ﬁ

Date and Time: [6/18/2018 7:28:43 FM | [Ghange Date and Time...|

Time Zone [wTc-o0:0m vl

[[] Adjust for Daylight Saving (+01:00) «

Time Synchronize
1. DANGER. If time synchronization is
Enable Time Synchronization disabled online, active axes in any
controller in this chassis, or any other
synchronized device, may experience
) Is the system .tlme r.naster Unexpected moion
#® Is a synchronized time slave 4 GuardLogix 5580 and 5570 safety
) Duplicate CST master detected cortrollers may fault f no other time master
) CST Mastership disabled exists in the local chassis.
) No CST master

Controller Is Time Synchronized

This row verifies that the controller is configured to reference the same time for
any event or alarm that occurs in the system.

1. From the checklist pull-down menu, choose Yes or No to indicate
whether the controller is configured for time synchronization.

2. Observe your results and make any changes.

Not complete until an option is synchronized.

No; warning. A controller can fail to synchronize because of several factors, including:
a « Not configured for time synchronization

- « Lack of network access to a time master

- Time synchronization settings are configured incorrectly

ﬂ" Yes; pass.

128 Rockwell Automation Publication PROCES-UMO004C-EN-P - June 2019


http://literature.rockwellautomation.com/idc/groups/literature/documents/um/proces-um001_-en-p.pdf

Controller Checklist ~ Chapter7

Task Structure This row verifies that periodic tasks only are used. Periodic tasks have a
clock icon in front of the task in the Controller Organizer.

Controller Organizer * B x
a

4 Tasks
[P O Task Aooms ]
b (B Task_B_100ms
b (B Task_C_250ms
b (B Task_D_500ms
b (® Task_E_1s
b () Task_F_2s
b () Task_G_3s
b (B Task_H_10s
b (® _Controller_Status
Unscheduled
Motion Groups
b Assets
T Logical Model
b 1/Q Configuration

Using only periodic tasks provides the following:

e Improves predictability of the controller CPU availability for
communication to the system

e Provides a more accurate view of the controller loading at runtime.
With continuous task, controller loading is always 100%

e Reduces the amount of task switching that improves overall
application and system performance

e Allow any free time by the controller to be used for
HMI communication

Only Periodic Task Used

On the checklist, complete these steps.

1. From the pull-down menu, choose Yes or No to indicate whether the
controller is configured for periodic tasks only.

2. Observe your results and make any necessary changes.

Not complete until an option is chosen.

H’ Pass.

e Fail; you must move code in the continuous task to a periodic task. Delete the
continuous task.

When all entry fields are verified, type the name of the person who completed
the checklist and the completion date. We suggest that you store the checklist

and any attachments in an accessible location to compare with future system
data. Discrepancies can show potential issues that could adversely
affect performance.
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Notes:
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Chapter 8

Troubleshooting Scenarios

This chapter provides recommendations for how to resolve issues in a
PlantPAx" system. We provide several scenarios with procedures to show how
to narrow the scope of an issue to find a solution.

Obviously we cannot include every scenario for application challenges. The
checklists that are described in this manual help assist with monitoring and
maintaining optimal system performance. You also have the option of calling a
Rockwell Automation® Technical Support representative 24 hours, 7 days
aweek.

The workflows in this chapter illustrate how to identify the cause of an issue to
assist technical support if you are unable to find a solution. We describe how to
tackle two common issues: lost communication for HMI displays and sluggish
HMI performance. Wire frames on HMI displays indicate that you are
experiencing some type of communication loss or you cannot connect to

the server.

HMI Communication Lost Figure 8 shows a basic workflow to correct lost communication. To target the
root cause, proceed through the high-level flow that focuses on areas to be
examined. Click the link or go to the respective page for specific information
on each topic to identify an issue.

Figure 8 - Resolve Lost Communication

Communication™
Lost

¥
Server/Controller
Comm Evaluation

See page 132

v Separate Procedures with Specific Workflows

O ey
Client/Server
Comm Evaluation

See page 139
e——

¥
Call Technical
Support

See page 138

* If you cannot open a FactoryTalk® View SE client application on your OWS, go directly to the Client/Server Communication Evaluation section on page 139.
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Server and Controller Communication Evaluation

Figure 9 shows how to diagnose a loss of communication between the (PASS)
server and the controller. Make sure that the server has good quality
communication with the controller and follow down the workflow to rule out
any network issues.

Click the link or go to the respective page for specific information on each
topic. If the server checks out okay, then you have the option to go to the client
computer for additional troubleshooting or to call Technical Support.

Figure 9 - Resolve Server to Controller Communication

Server/Controller
Comm Evaluation

-

Live Data Current Quality Good
See page 132

Yes

Live Data
Quality Good?

Servers Evaluation Worked Before

4 See page 135 Comm Loss?
No
¥
Was Modification Network Evaluation Client/Server Comm
Made? See page 136 See page 139
w
(all Technical Support | Application Code
Evaluation

See page 138

See page 137

Live Data Current Quality Good
This procedure examines whether the controller communication is available at

the server level. If the current quality is ‘good;, then you can rule out that the
server is not talking to the controller.

132 Rockwell Automation Publication PROCES-UMO004C-EN-P - June 2019



Troubleshooting Scenarios ~ Chapter 8

Complete these steps.

1.

From the Engineering workstation or any client machine, click the

Programs menu and choose Rockwell Software*>FactoryTalk
Tools>FactoryTalk Live Data Test Client.

1 ). BOOTP-DHCP Server 3
| | FactoryTalk Activation 3

. FactoryTalk Alarms and Events b | L Accessibility 4
| FactoryTalk AssetCentre Client » | |, Administrative Tools 2
= . FactoryTalk Historian SE b | | CodeMeter 3
E Diagnostics Viewer . FactoryTalk Tools |, Embedded Lockdown Manager 3
i’@ FactoryTalk Diagnestics Counter Monitor 1. FactoryTalk View b | | Enterprise License Manager 3
@ FactoryTalk Directory Configuration Wizard | Logix Designer Tools + | [ FLASH Programming Tools 3
= FactoryTalk Hel, 1. RSLinx r | |\ Hiprom Software 1
FactoryTalk Live Data Test Client . RSLogix 5000 Enterprise Series » | |, LoopPro Tuner (Rockwell Automation Edition) »
.| FactoryTalk Security System Configuration Guide i 1. RSLogix 5000 Tools ¥ | | Maintenance 3
ﬂ Import RS5ecurity Configuration . RSLogix Emulate 5000 b | Microsoft Office 3
§ Log Onto FactoryTalk 1. RSNetWonc b | 0 Microsoft SOL Server 2008 3
ﬁ! RSSecurity Emulator Install 1 Utilities b | L. Microsoft SOL Server 2008 R2 3
ﬁ Specify FactoryTalk Directory Location [} FactoryTalk Administration Console 1 Microsoft SQL Server 2012 4
‘Windows Firewall Configuration Utility W Restart View Designer Services |, Rockwell Automation 2

6 Studio 5000 | Rockwell Software
|, SharePoint 2
- J Startup 3
1 VMware 3
1. Windows Accessories 3
1. Windows System 2

The Initial Connection dialog box appears.

Initial Connection

£ Connect OPC Server I & Factory Talk I(‘ Load Config File

Select the directory pou want ko uge,

I Metwork

The Select FactoryTalk Directory popup window appears.

2. Click FactoryTalk.
3.

click OK.
4.

and click OK.
ol

" Cornect OPC Server

& Factory Talk. € Load Config File

From the pull-down menu, make sure that you select Network and

From the Initial Connection dialog box, browse to the data server area

B~ InstantFizz

=] FlantPas
Bt

OFC Server Maching
’7(3' Local

€ Remots [EWS02 ‘
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The Create Group dialog box appears.

5. Use the default or type your own group name and click OK.

Update Rate: {250

Create Group

o

Active: [V

6. In the lower, left pane of the Add Item dialog box, browse to the
controller, and select Online.
Add Item -
ItemlD Items to Add.
][Lsxcm Jaragl0]
Datatype
Cancel
1Native - w
¥ Active Advanced
Add Branch ‘ Item Propertiez | Help |
- RM& /3GIobal/PlantPastrea/Data | A
B LEXCM )
i+ Diagnostic [tems
array
L CVO001 v
s W [ 1> Ana 71 s
7. In the right pane, if no tags appear then proceed to Servers Evaluation
on page 135. Otherwise, click any tag in the controller.
8. Click OK.
The FactoryTalk Live Data Test Client dialog box appears.
] FactoryTalk Live Data Test Client - RNA//3Global /PlantPAx/Area/Data =Nl -
File Group Data VWiew Help
Add Group... ]Group‘\ - ¥ Active  Rate[mSec) |250 Femave GTDUDJ Item Properties ]
Itern 1D ] Current Value ] Current Quality ] Updates (/Sec) ] Run Awg.
@ [LGXC0 Jarray(0] 0 Good 140 0.054
Ready |Pid: 3524 Elapsed: 0:00:08:45

9. Check that the Current Quality is ‘Good..

134

The ‘Good’ status indicates that you have communication from the

server to the controller.

If the status is ‘Bad’, then proceed to Servers Evaluation.
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Servers Evaluation

This procedure verifies that at least one server has active status. Complete
these steps for the Data server and HMI server.

1. In the FactoryTalk Administration Console or FactoryTalk View Studio,
right-click the Data server and choose Server Status.

(x|
File ‘iew Settings Tools Window Help
Do s

Explorer .
=& Netwark (PASS01)
=i PlantPix
& Runtime Security
= _-EF Area

& Comuni: Delete
w [ PlantPas HMI I I
o Server Status..,
=[] Systern
[ Action Groups | Properties..,
+ Palicies -

s Cormputers and Groups
425 Metworks and Devices
= Users and Groups

+[ Connections

The Data server status dialog box appears.

Server Status - PlantPAo/Area/Data:PlantPAx_DAT -

Server status

Primary server: PASSOZA

Primary status: ‘ Ackive |

Secondary server: PASSO0ZE

Secondary status: ‘ Standby ‘

Switchover options
(®) Continue using the secondary server even when the primary server becomes available again

() Switch over to the primary server when it becomes availsble

Server switchover

Click the Switchover button to switch the Active server, The server that is currently on
standby will become the Active server and the Active server will become the Standby server,

2. Make sure that the status is ‘Active’ for at least one of the servers.
3. Repeats 1...2 for the HMI server.

In step 1, right-click the HMI server and choose Server Status.
Was Modification Made?

If you found an issue and made a correction, go back and redo the Live Data
procedure. Reverify that communication has been established between the
server and controller.
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Network Evaluation

Now you are analyzing whether the shortcut to the controller is valid. An
incorrect path affects the controller communication to the server.

1.

TIP  Inaredundant system, perform these steps for the Primary and
Secondary servers.

In the FactoryTalk Administration Console or FactoryTalk View Studio,
open the Communications Setup.

2 FactoryTalk View Studio - View Site Edition (Network Distributed) - [Communication Setup - RNA//$Global /PlantPAx/ar. [ = [ B -
E!E File View Settings Tools Mindow Help !En

S De(Elo&c=

Explorer lz‘ Device Shortcuts Frimary l Secnndary]
--@ Metwork (PASSO) Remove il E\Q RELinx Enterprise, PASS02A, -
=i PlantPix B3 1789-A17, Backplane
? Ruritirne Security 2 LGERC01 EE‘FE Etherhet, Ethernet
= Area []...ﬂ 172181101, 1756-EN2T/A, 1756-EN2T /4
F Alarm []--ﬂ 172181102, 1756-EM2T/A, 1756-EN2T/L 6
8 PlantPis AES - f] 172181105, 1756-EN2TYA, 1756-EN2T/A T | =
F Data []--ﬂ 172.18.1.106, 1756-EN2T/A, 1756-EN2T/A 7
‘85 PlantPax DAT &-fi L GEMZT/AS
: Iﬂﬂ Communication Setup =
@ PlantPax HMI
S System B 2 1756-EMITR/A, 1756-EMITRIA
[ Action Groups f] 3 1756-L75, 1756-L75 LOGIGSTS
3 Policies w-f 4 1756-EN2TA, 1756 ENIT/A
%7 Cornputers and Groups ﬂ 5, 1736-EM2TR/A, 1756-EN2TRAA
4.2 Metworks and Devices - f] 6 1756-L75, LEXC03
= Users and Groups ﬂ 7 1756-EN2T/A, 1756-EN2TAA 1
= Connections ﬂ 8 1756-EM2TRSR, 1756-EM2TR/A 2
f 5 1756-L75, LGKCod
-] 10, 1756-EMITAA, 1756-ENIT A 2 G
aode: Online Browsing: 1756-813/C 4 - 1756-EN2T/8 2, 10
Offline Tag File ] Browse. .. |
Shorteut Type |Processnr LJ

Select a different path - 1756-413/C 4 cannot be used.

.MMJ [a\_l Ok I Can:el] \u"enfy] Helpl
=l @) new FTLD session was opened with machine FWS02. = [ Clear 4|
MU

2.

3.

Click the controller shortcut.

If the shortcut does not highlight the correct controller, then select the
correct controller and save the shortcut.

With the correct shortcut selected, expand the backplane.

If you can browse, then you have communication to the controller.
Proceed to Was Modification Made? on page 137.

If you cannot browse, then try to ping the controller from the
PASS server.
To ping the controller, do the following:
a. Click Start and type CMD into the Search text box.
A command prompt opens.

b. Type ‘Ping xxx.yyy.zzz.aaa, where the letters represent the IP address
of the communication adapter.
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5. If the adapter responds, a similar display appears as shown.

o Administrator; Command Prompt

icrosoft Windows [Version 6.3.96881]
<c>» 2013 Microsoft Corporation. All rights reserved.

sUserssAdministrator . 8¥STEM>»ping 172 .18.1.111

Pinging 172.18.1.111 with 32 hytes of data:

Reply from 172 .18.1.111:

Reply from 172 .18.1.111:

Reply from 172.18.1.111: hyt

Reply from 172.18.1.111: bytes=32 time<{ims TTL=64

Ping statistics for 172.18.1.111:
Packets: Sent = 4, Received

Approximate round trip times i
Minimum = Bms,. Maximum = @

NUserssAdministrator . S¥YSTEM>

6. Ifyour device does not respond, a ‘Request Timed Out’
message appears.

If the ping is successful, proceed to the next diagnostic action.

7. Repeat steps 2...6 if you are using a redundant Data server.

Was Modification Made?

If you found an issue and made a correction, go back and redo the Live Data
procedure. Reverify that communication has been established between the
server and controller.

Review Application Code Formatting

If the server and controller are communicating and the problem still exists, we
recommend that you check the project application code. Project components
could be incorrectly configured.

Verify proper Live Data syntax for the following project elements:
e FactoryTalk View SE or FactoryTalk View ME:
- Display parameter files
— Display values, expressions, and animations
- Global object parameters
- Command buttons and macros
— Datalogger
— Event detector

— Derived tags
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Contact Technical Support

Call a Rockwell Automation Technical Support representative if the problem
still exists after checking the following:

e Server communication status
e Controller shortcut

e Application code syntax

Email technical support the most recent data that is compiled from the
PlantPAx checklists.

IMPORTANT  If the size of the information packet cannot be sent via email, a technical
support representative can help you post your information to the Rockwell
Automation FTP site.
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Client and Server Communication Evaluation

Figure 10 shows a workflow to resolve lost communication between a (PASS)
server and a client. Work through the diagnostic activities until you identify an
issue.

Click the link or go to the respective page for specific information on each
topic. If the issue still exists, contact Technical Support with the details you
have compiled to help with a resolution.

Figure 10 - Resolve Server to Client Communication

Client/Server
Comms Evaluation

Yes

Successful?

Modification
Made?

(all Technical Support

See page 138

Ping Command Evaluation - See page 139

Ping

Yes

Was Name Resolution Evaluation - See page 140

Worked
Before?

Application Code
Evaluation

See page 137

Ping Command Evaluation

To check if the client computer is communicating with the server, start by
pinging the computer.

Complete these steps.

1. Click Start and type CMD into the Search text box.

A command prompt opens.

>

2. Type ‘Ping (and server name)
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3. If the controller responds, a display appears similar to the following:

oo Administrator; Command Prompt

icrosoft Windows [Version 6.3.96881
{c>» 2813 Microsoft Corporation. All rights reserved.

sUserssAdministrator SYSTEM>ping PASSH2A

Pinging PASSA2A.8ystem.PlantPAx.local [172.18.1.67]1 with 32 bytes of data:
i 172.18.1.6 =32 time<{ims TTL=128

172 hyte 2 time<i
172.18.1.67: bytes=32 time{ims TTL=128

statistics for 172.18.1.67:
Packets: Sent = 4, Received = 4, Lost = B (Bx loss>.

Approximate round trip times in milli-seconds:
Minimum = Bms,. Maximum = Bms. Average = Bms

sUserssAdministrator SYSTEM>

4. Ifyour device does not respond, a ‘Request Timed Out’
message appears.

If the ping is successful, check your application code for proper

syntax. See page 137.

Also, make sure the firewall rules are not blocking the communication.
Name Resolution Evaluation

This procedure verifies the mappings of IP addresses to host names. The steps
apply if you are using a domain or a work group, with the latter explained last.

1. At the Command Prompt, type the NSLookup and server name and
press Enter.
2. Type the name of the server that is being pinged.

If you receive the message DNS Request Timed Out, you typically do
not have the Reverse Lookup Zone configured.

If the NSLookup ping provides the server name and IP address (as
shown in the example), the server communication issue still exists.

o Administrator; CVWIndows System32homd.exe
icrosoft Windows [Version 6.3.96881]
c>» 2813 Microsoft Corporation. All rights reserved.

:xn>nslookup PASSH2A
padca.system.plantpax.local
172.18.1.18

PASSHA2A.System.PlantPAx. local
Address: 172.18.1.67

If the NSLookup ping does not provide a server name and IP address,
then proceed with the following instructions on page 141.
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To verify that components do not have duplicate IP addresses, complete
these steps.

1.

From a DNS server, click Tools on the main menu and choose DNS.

Server Manager * Local Server -@1F

PROPERTIES
For PADCA

Manage

Tools

View Help

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

= Computer name PADCA sy i T
Wi All Servers Domain System.PlantPAxlocal ERiEdany e and Computss
f§l ADDs Last checked f ADSI Edit
= Component Services
1§ DHep
~ Computer Management
e DNS Windows Firewall Domain: On Windows Erro Defragment and Optimize Drives
ii File and Storage Services b Remote management Enabled Customer Exp DHCP
Remote Desktop Enabled E Enhanced 5 .
Disk Cleanup
NIC Teaming Disabled Time zone Biis I
Ethernet 172.181.10 Product ID
Ethernet 2 IPvd address assigned by DHCP, IPvE enabled Fbeedes Kackitin Mateeg

Operating system version

Hardware information

Microsoft Windows Server 2012 R2 Standard

VMware, Inc. VMware Virtual Platform

<|

Processors
Instalied mem

G R

The DNS Manager display appears.

Event Viewer

Group Policy Management
iSCSI Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

DNS Manager [-T= I
Name Type Data m ~
g;l ASOSIDS Host (A) 172.18.1.13
43 FDVWEVd Lookup Zones ASIHO1 Ho:t (A) 172.18.1.14
[ e _msdes.Systemn.PlantPAx.local aASle Host (A) 172.18.1.16
b ] SystemPlantPAxlocal =| A505103 Host (4) 172.18.1.16
I || Reverse Lookup Zones - .
- [l Trust Points = owapi Host(a) 17212118
I | Conditional Forwarders E’:lEWSOE Host (4) 172.12.1.22
b [l Global Logs = Ewso1 Host (4) 172.18.1.54
E;l ASOSI0e Host (4) 172.18.1.58
=] acocina Hrﬁ' (] 172121
é:] EWS10 Host (4) 172.18.1.60
a Oows02 Host (4) 172.18.1.60
RS TTost (A  FFREAR]
£] AsAMD1 Host (4) 172.18.1.62
=] pasan Host (4) 172,18.1.64 H]
=] passoza Host (4) 172,18.1.67
=] passoze Host (4) 172.18.1.69
E:l ASOSIo2 Host (&) 172.18.1.70
] AsiHO2 Host (4) 17218171
£ AsIHO3 Host (4) 17218172
=] Pasan3 Host (4) 172.18.1.98 |
£]PAsADIA Host (4) 172.18.1.99
é:l (same as parent folder) Start of Authority (SOA) [926], padca.system.| v
<| m [ >

2. Verify each name has its own IP address to make sure that you are
pinging the correct server via the client.

The example DNS Manager display shows several ‘bad” computer names
with the same IP address.
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3. Ifyou are usinga workgroup, open the hosts folder in your Windows

local hard disk drive.
| C\Windows\System32\drivers\etc = [ [
Home Share View e
-fgj. - 1 <« Local Disk (C:) » Windows » System32 » drivers » etc v ¢ Search etc Pl |

i Favorites Name Date modified Type Size

B Desktop I || hosts W File 1 KEJ

& Downloads | Imhosts.sam SAM File 4KB

=1 Recent places || networks File 1 KB

|| protocol File 2KB

1 This PC || services File 18 KB

Bz Desktop

| Documents

4 Downloads

W Music

=| Pictures

B Videos

i, Local Disk (C:)

?Q Metwork

Sitems 1 item selected 824 bytes

4. Using Notepad, open the hosts file.

E hosts - Notepad
File Edit Format View Help

Copyright (c) 1993-2089 Microsoft Corp.

lines or following the machine name denoted by a '#' symbol.
For example:

102.54.94.97 rhino.acme.com # source server

#
#
#
#
i#
#
#
#
# space.
#
#
#
#
#
#
#
# 38.25.63.10 X.acme.com # x client host

# localhost name resolution is handled within DNS itself.

# 127.0.0.1 localhost
# 3 localhost
172.18.1.12 PASS@1
172.18.1.13 PASSB2A

172.18.1.14 PAS5@28

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one

Additionally, comments (such as these) may be inserted on individual

5. Verify each name has its own IP address to make sure that you are

pinging the correct server via the client.

Was Modification Made?

If you found an issue and made a correction, go back and ping the client

computer again.

Rockwell Automation Publication PROCES-UMO004C-EN-P - June 2019



Troubleshooting Scenarios ~ Chapter 8

Review Application Code Formatting

If the server and controller are communicating and the problem still exists, we

recommend that you check the project application code. See page 137.
Contact Technical Support

Call a Rockwell Automation technical support representative if the problem

still exists. See page 138.
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HMI D|sp|ay Access is Slow Figure 11 shows a workflow to resolve sluggish HMI displays. To target the

root cause, work through the diagnostic activities until you identify an issue.

Click the link or go to the respective page for specific information on each
topic. You also can access a checklist that is associated with a topic. The
checklist data evaluates whether elements are properly configured and follow
PlantPAx system guidelines.

If the issue still exists, contact Technical Support with the details that you have
compiled to help with a resolution.

Figure 11 - Resolve Slow HMI Display Callup

Communication
Performance

Applicatio
Under Limits?
See page 145

System Application Checklist - See page 65

Controller Controller Checklist - See page 113

Passed? Y
See page 145
Data Serve - See page 106
Passed? >

See page 145

Application Code
Evaluation

See page 137

etwork
Passed?

See page 145

Network Checklist - See page 23

Call Technical
Support

See page 138
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Application Under Limits?

A good starting point is to verify that your system design is within the sizing
recommendations for a PlantPAx system. Design attributes include the number
of servers, number of assets, and so forth.

To verify design attributes, see the System Architecture Checklist on page 65.

Controller Passed?

The next step is to check whether your controllers have the CPU and memory
usage as prescribed by the PlantPAx guidelines. These percentages vary
depending on whether your application uses simplex or redundant controllers.

For details, see the Controller Checklist on page 113.

Data Server Passed?

If the application design and controller setup are properly configured, check
the Data server. Verify that the server is communicating data from the
controllers to the HMI server and operator workstation.

For details, see the FactoryTalk Linx worksheet section on page 106.

Network Passed?

The health of the network is critical whether you are using a virtual or
traditional operating system. There is a tool for analyzing network
infrastructure.

For details, see the System Infrastructure Checklist on page 15.

Review Application Code Formatting

For details, see page 137.

Contact Technical Support

For details, see page 138.
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Notes:
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Appendix A

Access the Attachment

The Microsoft® Excel workbook that is attached to this PDF file contains
five worksheets for verifying PlantPAx” system recommendations. Each tab at
the bottom of the Excel® workbook accesses a checklist worksheet that is
designed to evaluate design guidelines.

To use the Microsoft Excel workbook, click the Attachments link (the paper
clip) and double-click the file.

See How to Use Attachments on page 148.

File Edit Yiew Window Help

Beate- | DB S H | 002RDR LR A

@[ k0 ©®[ =] 5

@ Attachments )
J B ¢&sid b User Manual
|Z : Original Instructions ﬁlgﬂ”&hﬁ ﬁﬂ%
AL
< -
PlantPAx Distributed Control System
i

Open Content

Verification and Troubleshooting

As a precaution when you open programs or files, select one of the choices

and click OK.

rOpenFiIe - l — l5|w|0|ﬂ|01@

The file "PROCES-UMO01LA-EN_P-Policies.xlsx” may contain programs, macros, or viruses
. that could potentially harm your computer. Open the file only if you are sure it is safe.
Would you like to:

@ Open this file
() Always allow opening files of this type

() Never allow opening files of this type
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How to Use Attachments

The Microsoft Excel workbook contains several tabs to access checklist
worksheets. Click a desired tab and complete the electronic form.

System Infrastructure Checklist

System Mame: r 0 |

Design Element Observed Value Results Notes

Hardware |BIOS Power saving options disabled ?

v
v

=
o
4

Virtualizati Using Virtualization ?

-
o
4

CPU Utilization

ES

Hypervisor

ES

Memory
CPU Utilization

ES

Hypervisor
Memory

CPU Utilization
Memory
CPU Utilization

E S

Hypervisor

ES

ES

Hypervisor

o|lo|la|lo|la|lo|lala

ES

Memory

All 3ervers and Workstations

Domain .
are on the same Domain

Bandwidth Urtiliz %

Packet Error Rate -1
Network  Temperature OK Mo [* #
CPU Utilization %

Memory Utilization

Computer Name: System Role Page 1
T =l =)

ClickTabs ——— System Infrastructure <Server or WS name:» System Architecture <PASS> <Controller>

For details on the checklist and icon descriptions, see page 14.

148 Rockwell Automation Publication PROCES-UMO004C-EN-P - June 2019



Index

A

adapter

network percentage 62
additional resources 7, 8
AE server

scan by data server 103
agents

number of 77
alarm

fastest update rate 102

number of 101

number of servers 68

total tags 102
allocation

bandwidth percentage 36

device memory percent 38

device percentage 37

memory 122

resource 20
always

updating 99
analysis

system design 65
application design

FactoryTalk View 67
area

data and HMI servers 69
assets 76

check inventory 32

discover 27

DR upload 77

number of 75
attributes

(PU design 118

FactoryTalk AE 100

RSLinx 110
audit

graphic tool configuration 89
auto update

Windows disabled 52

bandwidth

resource allocation 36
basic

system check 58
best performance

Windows 49, 50, 51
BIOS

disable power-saving 17
block

message cache 127
buffering

enabled and running 83
buffers

unconnected number 126

C

cache
display 99
catalog number
controller 117
characterization
definition 9
check

asset inventory 32
basic system 58
topology 35
checklist
content 14
controllers 113
flexibility and visual clues 13
icons 14
PASS 87
server or workstation name 39
servers and workstations 15
system architecture 65
system design 10
Cisco
software download 23
collective
enabled and running 85
color-coded
cells 89
configure
graphic audit tool 89
connections
consumed tags 126
1/0 125
incoming 126
memory 124
message and block transfer 126
produced tag 125
consumed tag
connections 126
content
checklist 14
controller

checklist 113

checklist duplication 113

checklist workflow 114

faults 120

firmware revision 117

model catalog number 117

properties 117

redundant 117

shortcut path 117

time synchronization 128
count

minor faults 120
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(PU

design attributes 118
device allocation 37
free (unused) resources 118
load verification 61
periodic and event tasks 119
system resources 120
unused usage 118
utilization 20

current

patches 45

D

data
and logic memory 123
HMI server areas 69
logging 70
number of servers 68
packet connection speed 110
RSLinx Enterprise server 106
dedicated
server 70
servers 73, 74
definition
characterization 9
description
PlantPAx 7
desktop
RDS servers 48
device

memory allocation 38

temperature verification 37
diagnostics

L_CPUinstruction 114
diaster recovery number 76
disable

BIOS power-saving 17
NIC power-saving 45
Windows auto update 52
Windows power-saving 47
discovery
network assets 27
disk status
operating system 59
display
cache 99
number of HMI 92
type replace 97
domain

same for servers and workstations 22

verification 22
download

Cisco software 23
DR

assets upload 77

number of assets 76
driver

disk bits per second 62

Windows check 60
duplicate

controller checklist 113

enabled

buffering 83

collective 85

unit failover 84

virtual 17
error

message packet 36
no viewer log entries 53
evaluate

system design 13
event

periodic tasks 119

viewer no log errors 53
expressions

HMI 95

F

FactoryTalk

AE
design attributes 100
Historian
servers 78
network manager 23
View
AE servers (PASS) 73
application design 67
AssetCentre server 75
HMI servers 92
HMI servers (PASS) 69
PASS server 74
failover
unit 84
fastest

alarm update rate 102

scan class 80
faults

controller 120

minor count 120

minor tasks 121
firewall

Windows 41
firmware

controller 117
first

time network logon 23
flexibility

checklist 13
free

(CPU (unused) resources 118

1/0 memory 122

G

generate

controller data 114
global

objects 96
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graphic audit tool

color-coded cells 89
configure 89

hard disk
drive check 62
memory capacity 63
hardware
driver checks 60
requirements 17
HMI
data server in areas 69
expressions 95
global objects 96
number of displays 92
number of servers 67
PASS 69
total number of tags 94
total tags on server 94
hypervisor

verification 18

1/0

connections 125

unused (free) memory 122
icon

all checklists 14
incoming

connections 126
interfaces

number of 81
inventory

check assets 32

L_CPU

Add-On Instruction 114
limit

points 79
list

servers and workstations 38
load

(PU verification 61
logging

data 70
logon

first time network manager 23

M

manager
FactoryTalk network 23
manual
PlantPAx documentation 7
purpose 7

maximum tag

update rate 98
memory

allocation 122

connections 124

data and logic 123

device utilization 38

hard disk drive 63

virtual priority 21
message

and block transfer connections 126

block cache 127

packet error rate 36
minor

fault tasks 121

faults count 120

network

adapter percentage 62

discovery assets 27

FactoryTalk manager 23
NIC

power-saving disabled 45
number

agents 77

alarm servers 68

alarms 101

assets 75

data servers 68

diaster recovery assets 76

global objects 96

HMI displays 92

HMI servers 67

interfaces 81

polled data items 110

unconnected buffers 126

0
operating system
disk status 59
requirements 41
servers 44
verification 58
0s
disk status 59
PlantPAx standards 58
requirements 41
servers 44
overlay

device type 97

P

packet

communication rate 36
response time 110
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PASS

AE servers 73

checklist 87

checklist workflow 88

data server 74

HMI servers 69
patches

current 45
percentage

connections 124
network adapter 62
performance
report 55
resource report 61
Windows monitor 53
Windows settings 49, 50, 51
periodic
event tasks 119
tasks 129
tasks used 129
PlantPAx
description 7
manuals 7
points
inuse 78
limit 79
preface 7
produced tag
connections 125
properties
controller 117
purpose
manual 7

RDS
desktop experience 48
recommendations
verification 13
redundant

controller 117
status 72, 73, 74
remote desktop

server functionality 48
replace

display type 97
report

performance 55

performance verification 61
requirements

operating system 41
resource

allocation 20

bandwidth utilization 36

device utilization 37

performance report 61

pool allocation 21
revision

controller firmware 117
RSLinx

design attributes 110

RSLinx Enterprise
data server 106
running
buffering 83
collective 85
unit failover 84

S

scan

AE server by data server 103
fastest rate 80
security
system 59
server
and workstations
checklist 15
list 38
same domain 22
workflow 16
AssetCentre 75
dedicated 70, 73, 74
FactoryTalk HMI 92
Historian 78
operating systems 44
or workstation name
checklist 39
workflow 40
RDS functionality 48
total HMI tags 94
shortcut path
controller 117
software

patches 45
state

system services 60
status

redundant 72, 73, 74
switches

topology 35
synchronization
time 128
system
architecture
checklist 65
workflow 66
basic check 58
CPU resources 120
design
analysis 65
checklist 10
evaluate 13
element
virtual 17
security 59
services
state 60

T
tags

HMI total 94
total alarm items 102
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tasks workflow

(CPU resources 119

minor faults 121

periodic 129

periodic only 129
temperature

device verification 37
time

synch controller 128

synchronization 128
topology

check switches 35
total

alarm tags 102

connection percentage 124

free CPU usage 118

HMI tags 94

HMI tags on server 94

U

unit

failover 84
update rate

fastest alarms 102

maximum tags 98
updating

always 99
upload

DR assets 77
use

Historian points 78
utilization

CPU resources 20

)

verification
(PU load 61
domain 22
hypervisor 18
recommendations 13
virtual
enabled 17
memory priority 21
system element 17
visual clues

checklist 13

w

Windows
auto update disabled 52
best performance 49, 50, 51
firewall 41
performance monitor 53
power-saving disabled 47
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System Infrastructure

		System Infrastructure Checklist

		System Name:

		Design Element				Observed Value						Results		Notes

		Hardware		BIOS Power saving options disabled ?								1								1

		Virtualization		Using Virtualization ?								1								1

		Hypervisor		CPU Utilization		0				%		0

				Memory		0				%		0

		Hypervisor		CPU Utilization		0				%		0

				Memory		0				%		0

		Hypervisor		CPU Utilization		0				%		0

				Memory		0				%		0

		Hypervisor		CPU Utilization		0				%		0

				Memory		0				%		0

		Domain		All Servers and Workstations
are on the same Domain								1								1

		Network		Bandwidth Utiliz %								0

				Packet Error Rate		-1						-1

				Temperature OK								1								1

				CPU Utilization %								0

				Memory Utilization %								0

		Servers and Workstations		Computer Name:		System Role								Page 1

												1

												1

												1

												1

												1

												1

												1

												1

												1
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		System Infrastructure Checklist

		Servers and Workstations		Computer Name:		System Role								Page 2
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												1

												1

												1

												1

												1

												1

												1

												1

												1

												1

												1

												1

												1

												1

												1

												1

		Name						Signature						Date		5/14/19 17:31





<Server or WS name>

		Server or Workstation -  Checklist

		System Name:		0						Computer Name:

		Design Element				Observed Value						Results		Notes

		Operating
System		Windows firewall being used								1								1

				Operating System valid								1								1

				Rockwell Software patches applied								2								2

				NIC Power saving options disabled								1								1

				Windows Power saving options disabled								1								1

				Desktop Experience enabled in RDS Servers								1								1

				Adjust for best performance is selected 								1								1

				Data Execution Prevention Windows only								1								1

				User Account Control Never notify								1								1

				Windows Automatic Update is disabled								1								1

				Event Viewer is not presenting errors								1								1

				NSLookup resolved								1								1

		Performance		Performance Monitor

		Basic System
Checks		OS Checks								1								1

				Disk Checks								1								1

				Security Center Tests								1								1

				System Service Checks								1								1

				Hardware Device Driver Checks								1								1

		Resource
Overview		CPU (%)		0		1				0										0

				Network (%)		0		1				0										0

				Disk (/sec)		0						1										1

				Memory (%)		0		1				0										0

		Name						Signature						Date		5/14/19 17:31





System Architecture

		System Architecture Checklist

		System Name:		0

		Design Element				Observed Value						Results		Notes

		FactoryTalk® View Application Design		Number of HMI Servers		0						0

				Number of Alarm Servers		0						0

				Number of Data Servers		0						0

				Each HMI and Data Server is in its own Area 								1								1

		FactoryTalk View HMI Servers (PASS)		Uses Data Logging								1								1

				Dedicated Servers ?								1								1

				Redundancy Status								1								1

		FactoryTalk Alarm and Event Servers (PASS)		Dedicated Servers ?								1								1

				Redundancy Status								1								1

				Alarm & Event History Enabled ?								1								1

		FactoryTalk View Data Servers (PASS)		Dedicated Servers ?								1								1

				Redundancy Status								1								1

		FactoryTalk AssetCentre (AppServ-Asset Mgmt)		Number of Assets		0						1

				Number Disaster
Recovery (DR) Assets 		0						0

				Number of Agents		0

				How often DR Assets 
configured to upload		0				days

		FactoryTalk Historian SE
(AppServ-Info)		Points in Use		0						0

				Points Limit		0						1

				Fastest Scan Class						sec		1								1

				Number of Interfaces		0						0

				Buffering  Enabled
and Running								1								1

				Unit Fail Over Enabled
and Running								1								1

				Collective  Enabled
and Running								1								1

		Name						Signature						Date		5/14/19 17:31
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<PASS>

		PASS Checklist

		System Name:		0						Server Name:

		Design Element				Observed Value						Results		Notes

		FactoryTalk®    View SE (HMI)		Number of Displays		0				1		0		Using HMI Server ?						0		0		0		0

				Total Tags on Server		0						1

				Unique Tags		Yellow Warning						1																1

						Red Error						1																1

				Expressions		Yellow Warning						1																1

						Red Error						1																1

				Global Objects		Yellow Warning						1																1

				Display Type		Yellow Warning						1																1

				Max Tag Update Rate		Yellow Warning						1																1

						Red Error						1																1

				Display Cache		Yellow Warning						1																1

				Always Updating		Yellow Warning						1																1

		FactoryTalk Alarms and Events		Number of Alarms								0		Using A&E Server ?

				Total Items								1

				Fastest Update Rate						sec		1																1

				All tags addressed
from the local 
data server ?								1																1

		Data Server
(FactoryTalk Linx)		Virtual Memory								0		Using Data Server ?														0

				Shortcut		# Polled 
Data 
Items		Average Packets 
per Second		Avg Pcket 
Response Time		Results

												0																0

												0																0

												0																0

												0																0

												0																0

												0																0

												0																0

												0																0

												0																0

												0																0

				Total		0.0		0.0		0.0		0																0

		Name						Signature						Date		5/14/19 17:31





<Controller>

		Controller Checklist

		System Name:		0						Controller Name:

		Design Element				Observed Value						Results		Notes

		Properties		Shortcut

				Firmware

				Module

				Redundancy								1								1

		CPU Use		Free						%		1

				Total Used						%		0

				     Periodic and Event						%		1

				     Communications						%

				     Motion						%

				     Messaging						%

				     Safety						%

				     Redundancy						%

				     System						%

		Faults		Minor Faults Count		0						0

				Task Overlap								1								1

		Memory		I/O Memory
    (bytes)		Free				Tot Used %		0.0

						Used				0.0										0.0

				Data & Logic
    (bytes)		Free				Tot Used %		0.0

						Used				0.0										0.0

		Connections		Total %		Current		High Water		Allowed		0



				    I/O 								0

				Produced Tags								0

				ConsumedTags								0

				Msg/Block Xfer						N/A		1

				Incoming						N/A		1

				Unconn Buffers								0

				Msg/Block Cache								0

		Time
Synchronization		Controller is time synchronized								1

		Task Structure		Only periodic task used								1

		Name						Signature						Date		5/14/19 17:31
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FormData

				Selection		Historian Scan		AE Scan		System Computers		FTView				Redundancy

		1

		2		Yes		0.05		0.10		Domain Controller		100				N/A

		3		No		0.10		0.25		PASS		250				Synched

				N/A		0.25		0.50		OWS		Unlimited				Not Synched

				Selection		0.50		1		EWS

		1				1		2		AppServ-OWS

		2		Passed		2		5		AppServ-Info (Historian)

		3		Not Passed		5		10		AppServ-Info (VantagePoint)

						10		20		AppServ-Info (SQL)

				Selection		60		30		AppServ-Asset

		1				120		60		AppServ-Batch

		2		N/A				120		IndWS

		3		Yes

		4		No





