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Introduction

STM32CubeMonitor-RF (STM32CubeMonRF) is a software tool, which helps designers to
test their products based on STMicroelectronics STM32 wireless microcontrollers.

The tool performs the following operations:

It sends and receives test packets to check the efficiency of radio frequency boards
and compute the packet error rate (PER) on Bluetooth® low energy and 802.15.4
technologies.

It sends commands to Bluetooth low energy controller for standardized tests.
It sends and receives Bluetooth low energy commands for fast application prototyping.
It configures a variety of beacons via Bluetooth low energy commands.

It transfers data over-the-air (OTA) from one device to another, to configure or program
a remote device without a wired connection.

It sends commands to an OpenThread device for application prototyping.
It explores a Thread® network and displays it with all the relevant information.
It provides a sniffer tool to analyze 802.15.4 frames with Wireshark.
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UM2288 Getting started

1 Getting started

STM32CubeMonitor-RF supports STM32WBxx microcontrollers based on the Arm®@)

Cortex®-M processor.
arm

1.1 Download and setup

STM32CubeMonitor-RF is used with Windows®, Linux®, and Mac® computers.

The information to install the application is described in the release note, which describes
the compatibilities and new features available in the tool.

This user manual applies to STM32CubeMonitor-RF version 2.8.0 and later.

Refer to the STM32CubeMonRF release note (RN0104) to install and configure the
application.

a. Arm is a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere.

3

UM2288 Rev 9 9/103




Getting started UM2288

1.2 Welcome screen

Figure 1. Welcome screen
[ sTM322CubeMonitor-RF - m] 4

7

life.augrnented

~—
sTM32 NI
CubeMonitor-RF

D Remember my choice

of | OPENTHREAD () 802154 RF £ 802154 SNIFFER

Launching the application opens the welcome screen, where the user selects the mode that
he wants to use: Bluetooth low energy, OPENTHREAD, 802.15.4 RF, or 802.15.4 sniffer.

The checkbox Remember my choice memorizes the selection, so that the next application
launch directly opens it, without the welcome screen, except for 802.15.4 sniffer.

3
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1.3 Main screen
The main screen of the tools is subdivided into four parts: menu bar, connection bar, panels,
and log area.
Figure 2. Main screen
|1 sTM32CubeMonitor-RF - m] X

'y T T con

CAL_VERSION_INFORMA

Command ete

Complete

_VERSION_INFORMATION

T_MASK

HCI_LE_SET_EVENT_MASK
HCI_LE_READ_BUFFER_SIZE
HCI_LE_READ_LOCAL_SUPPORTED_FEATURE Panels
HCI_LE_SET_RANDOM_ADDRESS

HCI_LE_SET_ADV NG_PARAMETERS
HCI_LE_READ_ADVERTISING_CHANNEL TX_POWER

HCI_LE_SET_ADV! NG_DATA

UMl I € ©CT ©AAR DECDAMCE NATA

Command Parameters Details

1
|
E Log area
1
1

1.3.1 Menu bar

Figure 3. Menu bar

[ sTM32CubeMonitor-RF m} X

BMF STM32CubeMonitor-RF Sefngs  Device  Help Floy x &o;

The application header provides a menu to use specific tools and display help information.

The Settings menu allows the mode change as well as the reset of the default mode choice.
The reset of the choice makes the welcome screen appear again.

The Device menu provides information and actions related to the connected board.

The Help menu provides information about the version of the tool used.

3
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1.3.2

The social network links are available in the right corner. This area contains five shortcuts to
access social networks:

e The Facebook™ icon leads to the official STMicroelectronics Facebook page
e The YouTube™ icon leads to the official STMicroelectronics YouTube page

e The Tweeter™ icon leads to the official STMicroelectronics Tweeter page.

e The Share icon leads to the ST Community website

e  The STMicroelectronics icon leads to the STMicroelectronics website.

Connection bar

Figure 4. Connection bar

Device : STM32WBxx
CMO version: 0.3.0

1.3.3

12/103

This part displays information related to the device connected to the application.
The icon on the left side reminds the mode selected.

The picklist helps select the COM port to use, buttons allow connecting to, disconnecting
from, or resetting the target.

Information about the part connected is displayed on the right.

The RESET button is used to reinitialize the Bluetooth low energy wireless stack. When
many tests are performed, the button must be used to reset the stack at the start of each
test.

Panels

The panels are used to perform specific operations. Each panel regroups different functions.
The ACI Commands panel example is illustrated in Figure 5.

3
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Figure 5. ACI Commands panel

ACI Utilities

ACI Commands Scripts Beacon RF Tests

Command

Select all [v/| HCI HCltest [v/| HAL GAP GATT  [v]L2cAP Q|

HCI_DISCONNECT *
HCI_READ_REMOTE_VERSION_INFORMATION
HCI_SET_EVENT_MASK

HCI_RESET

HCI_READ_TRANSMIT_POWER_LEVEL
HCI_READ_LOCAL_VERSION_INFORMATION
HCI_READ_LOCAL_SUPPORTED_COMMANDS
HCI_READ_LOCAL_SUPPORTED_FEATURES
HCI_READ_ED_ADDR

HCI_READ_RSSI

HCI_LE_SET_EVENT_MASK
HCI_LE_READ_BUFFER_SIZE

HCI_LE_READ_LOCAL _SUPPORTED_FEATURE
HCI_LE_SET_RANDOM_ADDRESS
HCI_LE_SET_ADVERTISING_PARAMETERS
HCI_LE_READ_ADVERTISING_CHANNEL_TX_POWER
HCI_LE_SET_ADVERTISING_DATA

Command Parameters Details

Parameter Value Litera Info
HCI packet indicator O0x1 HCI Cermmmand Packet
Op_Code 0x0C03 HCI_RESET

Parameter_Total_Length 0x00

| | o Add pause in script . Start script recording SEND COMMARND

The main panels are ACI Commands, Scripts, Beacon, RF Tests, and ACI Utilities. Each
panel is detailed in a specific section of the document:

e  Section 3.2: AClI Commands panel on page 23
e  Section 3.4: Scripts on page 40

e  Section 3.6: Beacon on page 53

e  Section 3.3: RF test panel on page 28

e  Section 3.7: ACI Utilities on page 62
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1.3.4
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Log area
Figure 6. Log area

ACllog || Update || Autoseroll RESET LOG
Mo Time Type
0 09:52:. HCI_READ_LOCAL VERSION_INFORM.. =
1 0%:52:51.652 Command Complete
2 09:52:51.660 VS_HCI_C1_DEVICE_INFORMATION
3 09:52:51.774 Command Complete
4 10:41:01.610 HCI_RESET
5 10:41:01.614 Command Complete
6 10:41:01.619 ACI_HAL_SET_TX_POWER_LEVEL
7 10:41:01.623 Command Complete
8 10:41:01.627 ACI_GATT_INIT e MESSEQE

HCI packet indi... 0x01 HCl Command Packet

Op_Code Ox<FD... ACI_GATT_INIT — i

Parameter_Tot... 0x00 Message dEta”

0 hore

9 10:41:01.631 Command Complete

10 10:41:01.635 ACILLGAP_INIT

11 10:41:01.654 Command Complete

12 10:41:01.660 ACI_GATT_UPDATE_CHAR_VALUE
13 10:41:01.664 Command Complete

. 10:4. ACI_GAP_START_GENERAL_DISCOVER...
15 10:471:01.671 Command Status

10:41:01.731
10:41:01.732
10:41:01.832
10:41:01.867
10:41:01.895
10:41:02.004
10:41:02.106
10:41:02.141
10:41:02.168
10:41:02.382
10:41:02.411
10:41:02.442
10:41:02.444
104102 550

LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
| F Meta Fuent

The log area shows the messages exchanged betwee

n the application and the connected

devices. The list shows all message names and details. The log area is described in

Section 3.2.5 on page 25.
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2 Connection to target

2.1 Use case description and definitions

STM32CubeMonitor-RF is usually connected to one STM32WBxx device. The connection is
performed through a UART, either by a physical port or a Virtual COM port (VCP).

The device connected is usually named the main device. This is the board that the user
wants to exercise with the tool. It is also named the device under test (DUT).

Figure 7. Typical connection with a Nucleo board

Main device

Nucleo Board

Some operations, like download over-the-air, involve communication with another device.
This other device is referred to as the remote device in this document.

Figure 8. Connection with a remote device

Main device Remote device
DUT RRRY
»

BLE link

UM2288 Rev 9 15/103
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One RF test makes use of two boards to perform packet transfer error rate measurement.
For such a test, a second device is connected; it is named the second device. This latter
device is the tester, the main device being the device to evaluate (DUT).

Figure 9. Connection with a second device

Main device

.
o®

DUt .t BLETInK .. Second device

K Tester

2.2 VCOM / UART connection

The connection must transfer the host controller interface (HCI) or command-line interface
(CLI) commands between STM32CubeMonitor-RF and the wireless stack held in the
STM32WBxx part. HCl commands are used for Bluetooth low energy applications, CLI
commands are used for Thread and 802.15.4 RF tests. The application opens a serial port
(virtual or physical) and communicates with the target through this link. Many configurations
are possible. The most common ones are described in this section.

2.21 VCOM connection
The connection with a Nucleo board uses a Virtual COM port and goes through ST-LINK.

Figure 10. VCOM connection Bluetooth low energy

STM32Cube
Monitor-RF Transparent| |
BLE
mode stack
v A firmware [€—
USB UART
VCOM ST-LINK|« »{Tx/Rx
STM32WBxx %)
Computer Nucleo board

MSv48416V2

The application opens the Virtual COM port and sends the data to the VCOM driver.
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When a byte is sent, the VCOM transfers the data over USB to the ST-LINK embedded in
the Nucleo board. The ST-LINK transfers the data on UART lines to the STM32WBxx
controller.

For Bluetooth low energy, a special firmware in STM32WBxx called transparent mode
copies the data received on the Rx pin to the Bluetooth low energy stack. Data sent back by
the Bluetooth low energy stack follows the reverse path.

The transparent mode firmware is available in the STM32CubeWB Firmware Package
(Refer to folder \Projects\xxx\Applications\BLE\BLE TransparentMode).

The wireless stack firmware stm32wb5x_BLE Stack_full_fw.bin is available in
\Projects\STM32WB_Copro_Wireless_Binaries.

For Thread, the Thread Cli_cmd firmware copies the data from the UART to the
OpenThread command-line interpreter. Data sent back by the interpreter are forwarded to
the UART.

The CLI firmware source code is available in the STM32CubeWB Firmware Package
(Refer to folder \Projects\xxx\Applications\Thread\Thread_Cli_Cmd).

The wireless stack firmware stm32wbxx_Thread _FTD_fw.bin is available in
\Projects\STM32WB_Copro_Wireless_Binaries.

Figure 11. VCOM connection Thread

STM32Cube
Monitor-RF ]
Thread CLI Open
command Thread
v 4 4— stack
USB UART
VCOM |« i ST-LINK |« »{Tx/Rx
STM32WBxx @
Computer Nucleo board

MSv51300V1

For 802.15.4 RF tests, the Cli_Phy 802_15_ 4 firmware transfers the data from the UART to
the 802.15.4 wireless stack. Data sent back by the stack follows the reverse path.

For 802.15.4 RF tests, the Phy_802_15 4 Cli source is available in the STM32CubeWB
Firmware Package (Refer to the folder
\Projects\P-NUCLEO-WB55.Nucleo\Applications\Phy 802 15 4\Phy 802 15 4 CIi).

The wireless stack firmware stm32wb5x_Phy 802 15 4 fw.bin is available in
\Projects\STM32WB_Copro_Wireless _Binaries

When the ST-LINK part is replaced by a USB to serial converter, the VCOM driver may be
installed automatically on the computer. For the converter without an automatic driver setup,
the user must install the VCOM driver manually.
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2.2.2 UART connection

It is possible to use a physical UART link to connect directly to any board.

Figure 12. UART connection

STM32Cube
Monitor-RF
UART | shifter |
Computer Board

Transparent
mode or Protocol
Thread CLI <« stack
command
»| Tx/Rx
STM32WBxx @0

MSv48417V2

In this case, data are sent directly in serial mode through the level shifter. Refer to the
transparent mode or CLI command release note for UART configuration.

The UART connection can be used to connect an STM32WB55 USB dongle for 802.15.4

RF tests.

To configure the USB dongle for the 802.15.4 test:

1. Build the Nucleo firmware Phy 802 15 4 Cli and flash it.
(STM32Cube_FW_WB_V1.12.0\Projects\P-NUCLEO-

WBS55.Nucleo\Applications\Phy _802_15_4\Phy 802_15_4_Cli)

2. Flash with DFU the wireless stack stm32wbbx_Phy 802 15 4 fw.bin in the dongle.
(Binary in Projects\STM32WB_Copro_Wireless_Binaries)

3.  Move solder bridge SB2 to SB6 (connection of PB7 to CN2.7).
4. Connect the serial cable to PB7 (PC Tx) and PB6 (PC Rx) (PB7 is CN2.7 and PB6 on

CN2.6).

18/103
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2.23 VCP device

In this case, no UART is involved. The data goes directly from the computer to the
microcontroller through the USB.

Figure 13. VCP connection

VCP Transparent mode
STM32Cube or Y
Monitor-RF VCP Thread CLI Protocol
command stack
VCP 7
v4 g//r driver
VCOM | )
STM32WBxx
Computer USB dongle

MSv48418V2

A special VCP firmware is used. It implements a VCP driver to copy the data from the USB
port to the protocol stack. The VCOM driver may be installed automatically on the computer
or needs to be installed manually by the user. This configuration is used for the
STM32WB55 USB dongle reference board and the Nucleo sniffer configuration.

1.

3

For Bluetooth low energy:

The firmware is in

\Projects\NUCLEO WB55.USBDongle\Applications\BLE\BLE TransparentModeVCP.
The wireless stack is in
\Projects\STM32WB_Copro_Wireless_Binaries\STM32WB5x\stm32wb5x_BLE_Stack_fu
L fw.bin

For Thread:
The firmware source code is in
\Projects\NUCLEO WB55.USBDongle\Applications\Thread\Thread_Cli_Cmd.
The wireless stack is in
\Projects\STM32WB_Copro_Wireless_Binaries\STM32WB5x\stm32wb5x_Thread FT
D fw.bin
For 802.15.4 sniffer:
The wireless stack is in
\Projects\STM32WB_Copro_Wireless_Binaries\STM32WB5x\stm32wb5x_Mac_802_1
5 4 fw.bin. The firmware is Mac_802 15 4 Sniffer.bin. The location changes with the
operating system:
a) For Windows, the firmware is in the

<Public documents>\STMicroelectronics\S TM32CubeMonitor-RF\sniffer folder,
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which means C:\Users\Public\Documents\S TMicroelectronics\
STM32CubeMonitor-RF\firmwares.

b) For Linux, the firmware is in the
<userhome>/STMicroelectronics/S TM32CubeMonitor-RF/sniffer folder.

c) For macOS®, the firmware is inside the document folder provided in the setup
package: \Users\Public\Documents\S TMicroelectronics\
STM32CubeMonitor-RF\firmwares\Mac_802 15 4 Sniffer.bin

2.3 Opening COM

The first step to use the application is to connect to the device under test in the connection
bar:

Figure 14. Opening COM
* COM45 - CONNECT _

The procedure is:

e  Connect the board to the computer. If VCOM or VCP is used, a driver needs to be
installed; it may take a few seconds at the first connection. For some devices, drivers
need to be installed manually.

e  Select the serial port to use in the picklist (Comx on Windows and ttyACMx on Linux
and Mac).

e Click CONNECT

The board is connected, and the version is displayed on the right side of the bar.

Figure 15. Successful COM

Device : STM32WESS

CM0O version:0.3.01/e

When the CONNECT button is pressed, the software attempts to communicate with the
device to read the firmware and hardware versions. If the connection is not working, the tool
displays an error and disconnects the COM port.

3
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Caution:

3

In case of a connection error, the user must check these points:

When a board is connected for the first time, it takes some time to load the drivers, or
the driver may not install automatically. If the tool is not showing the COM port in the
list, check that drivers are properly installed.

Delay on Ubuntu®@):

—  On Ubuntu, the modemmanager process is checking the COM port when the
board is plugged. Due to this activity, the COM port is busy for a few seconds, and
STM32CubeMonitor-RF is unable to connect.

—  The user must wait for the end of the modemmanager activity before opening the
COM port.

— If the modemmanager is not required by the user, it is possible to uninstall it with
the command sudo apt-get purge modemmanager.

Port not visible on Linux:

—  The user may not have the proper access rights for ttyACM. In Ubuntu, it is
required to add the user to the dial-out group with the command sudo adduser
<username> dialout (replace username with user name).

If the port is opened by another application, the tool is unable to connect.

When a USB device is removed, the Virtual COM port is not closed automatically, and
software may not be informed of the disconnection. If a USB device is inserted when
the virtual port is already opened, the board is not mounted in the system. To solve this,
close the COM port on STM32CubeMonitor-RF, disconnect and re-insert the USB
cable. In some rare cases, it is mandatory to enable or disable the COM port in the OS
device manager.

a.

Ubuntu is a registered trademark of Canonical Ltd.
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3 Bluetooth low energy mode

3.1 Presentation

311 Panels

The panels are used to perform a specific operation. Each panel regroups different
functions, as Figure 16 shows it when the AC/ Commands panel is selected.

Figure 16. ACl Commands panel

ACI Commands Scripts ACI Utilities
Command

Select all [v/| HCI HCltest |v/| HAL GAP GATT L2CAP Q|
HUIL_LESLUNMNEL | ~

HCI_READ_REMOTE_VERSION_INFORMATION
HCI_SET_EVENT_MASK

HCI_RESET
HCI_READ_TRANSMIT_POWER_LEVEL
HCI_READ_LOCAL_VERSION_INFORMATION
HCI_READ_LOCAL_SUPPORTED_COMMANDS
HCI_READ_LOCAL SUPPORTED_FEATURES
HCI_READ_BD_ADDR

HCI_READ_RSSI

HCI_LE_SET_EVENT_MASK
HCI_LE_READ_BUFFER_SIZE
HCI_LE_READ_LOCAL_SUPPORTED_FEATURE
HCI_LE_SET_RANDOM_ADDRESS
HCI_LE_SET_ADVERTISING_PARAMETERS
HCI_LE_READ_ADVERTISING_CHANMEL_TX_POWER

HCI_LE_SET_ADVERTISING_DATA
HM I E OFT @M AN BESPNKNSE NMATA

Command Parameters Details

Parameter Value Litera Info

HCI packet indicator 0x01 HCI Cornmand Packet

Op_Code 0x0C2D HCI_READ_TRANSMIT_POWER_LE...

Parameter_Total_Length 0x03

Connection_Handle |0x0024 | Specifies which Connection_Handle's Tr...
Type 0x00 A 0x00: Read Current Transmit Power Lev_.

| | 0 dd pause in acript .S‘tﬂrtecr'ptr\ecerding SEND COMMAND

The main panels are AC/ Commands, Scripts, Beacon, RF Tests, and AC/ Utilities. They are
detailed in the next sections.

3
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3.2 ACl Commands panel

The application command interface (ACI) panel is used to send commands to the main
device Bluetooth low energy stack. Commands are grouped by categories. These
commands allow the user to configure the Bluetooth low energy stack and activate the
communication with remote devices.

3.21 How to send an ACl command

Figure 17. How to send an ACI command
e

Command
[v] selectant [v|HO  [v]HCitest [v]HAL  [v]ear  [V]saTT  [v]L2CAP Q |

HUA_LISLAMNMNEL |
HCI_READ_REMOTE_VERSION_INFORMATION
HCI_SET_EVENT_MASK

HCI_RESET
HCI_READ_TRANSMIT_POWER_LEVEL
HCI_READ_LOCAL_VERSION_INFORMATION
HCI_READ_LOCAL_SUPPORTED_COMMANDS
HCI_READ_LOCAL_SUPPORTED_FEATURES
HCI_READ_BD_ADDR

HCI_READ_RSSI

HCI_LE_SET_EVENT_MASK
HCI_LE_READ_BUFFER_SIZE
HCI_LE_READ_LOCAL_SUPPORTED_FEATURE
HCI_LE_SET_RANDOM_ADDRESS
HCI_LE_SET_ADVERTISING_PARAMETERS
HCI_LE_READ_ADVERTISING_CHANMNEL_TX_POWER
HCI_LE_SET_ADVERTISING_DATA

UMl I E SFT @AM BESDNMSE MATA

Command Parameters Details

HCI packet indicator 0x0 HCI Command Packet
Op_Code 0x0CZD HCI_READ_TRANSMIT_POWER_LE...
Parameter_Total_Length 0x03
Connection_Handle 0002 A Specifies which Connection_Handle's Tr._.
Type 0x00 - 0x00: Read Current Transmit Power Lev...
| 0x00
{ ox01 o () st scrptreconting SEND COMMAND

Before sending any command to the main device, the device must be connected.

To send an ACl command:

1. Select a command name in the command list (for example
HCI_READ_TRANSMIT_POWER_LEVEL).
The command parameters are displayed in the Command Parameters Details area.

2. Fillin the parameters of the command. Default values are used otherwise.
3. Click on SEND COMMAND. The command is sent to the main device

3
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3.2.2 Search function

The search icon is used to quickly select a command in the list:
e  Click on the magnifier icon. A text box is created

o Type the name to search. As soon as a character is entered, matching commands are
filtered in the list. The match may be any part of the command name, it is no necessary
to start from the beginning.

e  Click once on the command to select it (Do not use double click).

Figure 18. Search button

ACI Commands Beacon RF Tests ACI Utilities

Scripts

Command

Select all [/] HCI HCltest [v/| HAL GAP GATT  [v]12cAP |local X |

HCI_READ_LOCAL_VERSION_INFORMATION
HCI_READ_LOCAL_SUPPORTED_COMMANDS
HCI_READ_LOCAL_SUPPORTED_FEATURES
HCI_LE_READ_LOCAL_SUPPORTED_FEATURE
HCI_LE_READ_LOCAL_P256_PUBLIC_KEY
HCI_LE_READ_LOCAL_RESOLVABLE _ADDRESS

3.23 Filter usage

The commands are grouped and named by features. Groups are:

e HCI

e HCl test
o HAL

o GATT

e GAP

e L2CAP

The picklist at the top of the area allows seeing only some groups to find more easily the
commands. Click on Select all to see all commands in the list.

3.24 How to fill parameters. Fixed field / editable field

Some parameters have fixed values and are not editable, while others are free or take only
some values. The tool guides the user to fill in the parameters:

e Fixed parameter: this parameter is not editable. The value is defined by the
specification, or by logic. This applies to the length value which is computed by the tool
automatically.

Figure 19. Fixed parameter

Parameter_Total_Len... 0x03

e Editable parameter: the editable parameter is surrounded by a blue rounded box. The
value is editable inside the field. Edit is blocked if the value is too long for the field.
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Figure 20. Editable parameter

Connection_Handle 00024

e Predefined values: when the choice is limited, a picklist is displayed to help the user to
select the values.

Figure 21. Predefined values

Type 001

For some parameters, some help is available in the column Info. To see the help details, put
the pointer on the wanted parameter info, and a bubble displays the details.

Figure 22. Help details

Parameter_Total_Len... 0x03
Connection_Handle 00024 ﬁ i
Type 0x01

3.25 Log functionalities

The log area is on the right part of the screen. It displays the messages exchanged with the
boards.

When a command is sent, most of the time an immediate answer comes from the board. It is
a command status or a command complete.

The commands with Command Status usually have other events coming later. These events
are also displayed in the log area.

Some asynchronous events may come from the device and be displayed in this area.

The tool keeps the last 1000 lines. When the limit is reached, the oldest lines are
automatically discarded.

3
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Figure 23. Log functionalities

B-NonbWwN=0 7

10
11

12
13
15
16
17
18
19
20
21

22
23
24
25
26
27

28
79

ACI log

09:52:.. HCI_READ_LOCAL_VERSION_INFORM... =

09:52:51.652
09:52:51.660
09:52:51.774
10:41:01.610
10:41:01.614
10:41:01.619
10:41:01.623

10:41:01.627

HCI packet indi... Ox01 HCI Command Packet

Op_Code

Parameter_Tot... 0x00

10:41:01.631
10:41:01.635
10:41:01.654
10:4101.660
10:41:01.664
10:4..
10:41:01.671
10:41:01.731
10:41:01.732
10:41:01.832
10:41:01.867
10:41:01.895
10:41:02.004
10:41:02.106
10:41:02.141
10:41:02.168
10:41:02 382
10:41:02.411
10:41:02 442
10:41:02 444
141402 550

'..,. | Update f_u_ Auvtoscroll

ACILGAP_START_GENERAL_DISCOVER..

RESET LOG

Command Complete
VS_HCI_C1_DEVICE_INFORMATION
Command Complete

HCI_RESET

Command Complete
ACI_HAL_SET_TX_POWER_LEVEL
Command Complete

ACI_GATT_INIT

OxFD... ACI_GATT_INIT

O htore
Command Complete
ACILGAP_INIT
Command Complete
ACILGATT_UPDATE_CHAR_VALUE
Command Complete

Command Status
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
LE Meta Event
I F Meta Fuent

It is possible to scroll in the list with the scroll bar on the right side.

When a line is selected, the content of the selected message is displayed in the green area,
with one line for each parameter.

The text ends with ... when it is not possible to display complete text. It is possible to change
the log area width to display longer texts.

Details

Figure 24. More button

Cp_Code

4 10:41:01.610 HCLRESET

HCI packet indicatar

Pararmeter_Total_Length

01

HCI Command Packet
0x0C03 HCI_RESET
1511

_ ﬂ Kare

Sometimes, all the information of a message does not fit in the area used for the log. The
button Figure 24 opens a new window showing the message details:
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Figure 25. Message details
H e S R [ESIE=x)

Command Details

HCI packet indicator 0x01

HCI Command Packet

Op_Code OxFC83 ACI_GAP_SET_DISCOVERABLE

Parameter_Total_Length 0x00

Advertising_Event_Type 0x03 0x00: Connectable undirected advertising (default)0x02: Scannable undirected advertising0x03: Not
Adv_Interval_Min 0x00AD Minimum advertising interval for non-directedadvertising. Range: 0x0020 to 0x4000 Default: N = 0x0
Adv_Interval_Max 0x00A0 Maximum advertising interval for non-directedadvertising.Range: 0x0020 to 0x4000 Default: N = Ox{
Address_Type 0x00 0x00 Public Device Address0x01 Random Device Address0x02-0:FF Reserved for future use.
Adv_Filter_Policy 000 0xD0: Allow scan request from any, allow connect request from any (default). 0x01: Allow scan reque
Local_Name_Length 0x00 Length of the local name string in octets.If length is set to 0x00, Local_Name parameter shouldnot £
Local_Name Ox Local name of the device. This is an ASCII string without NULL character.First byte is the AD type:-,
Service_UUID_Length 000 Length of the service UUID list in octets. If there is noservice to be advertised, set this field to 0x00
Service_UUID_List Ox This is the list of the UUIDs AD types as defined inVolume 3, Section 11.1.1 of GAP Specification
Slave_Conn_Interval_Min 0xFFFF Slave connection internal minimum value.Cennection interval is defined in the following manner:cor
Slave_Conn_Interval_Max OxFFFF Slave connection internal maximum value Connlntervalmax = Slave_Conn_Interval_Max * 1.25msSle

001,083 0xFC, 0x0D), 0x03,06A0, 000,040, 000, 00, 0x010, 0300, 0x00,0xFF, 0xFF 0xFF 0xF F]

The details show all decoded message parameters. The Literal column shows predefined
text for the parameter values (Opcode and others). The Info column provides some
description of the parameter content.

The raw data in the bottom part is the data sent/received over UART, without decoding.
In this window, it is possible to copy information for pasting it into other windows.

An efficient solution to compare two messages is to open multiple detail windows at the
same time.

Color code

The logs use color code to identify the device used and highlight errors.

A line with purple text shows that the status in the message is different from zero, which
indicates an error.

Figure 26. Purple error messages

Mo Time Type

8 092532205 HCI_LE_CREATE_CONMNECTION
9 092532212 Command Status

Log on a dark gray background is coming from a second board. When two boards are
connected, the main device (DUT) has a normal color log while the second device tester
has a darker background. This is helpful to understand the sequences involving two
devices.

3
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Figure 27. Gray second board messages

Mo Time Type

14 09:27:34.029 HCI_READ_LOCAL VERSION_INFORMATION
15 09:27:34.036 Command Complete

16 09:27:37.634 HCI_READ_LOCAL_VERSION_INFORMATION
17 09:27:37.672 Command Complete

Update button

When the Update tick box is not selected, the messages are not added in the log area. The
line number continues to be increased anyway but is not displayed until the Update tick box
is enabled.

Auto-scroll

When the Auto-scroll box is ticked, the log area always displays the last log received. To
check the log history, untick the box which disables the auto-scroll.

Reset Log

The RESET LOG button allows wiping the log displayed in the log area. The line number is
not affected, but the memory used by older logs is made free.

3.3 RF test panel

The RF test panel is used to perform the radio-frequency tests on the main device. The RF
tests are grouped into three test modes: Transmitter (TX), Receiver (RX), and Packet error
rate (PER):

e The TX testis dedicated to radio-frequency emission, for tones and packets.
e The RX test is for packet reception.
e The PER test is a quality-transmission test between two devices.

Figure 28. Test mode selection

ACI Commands Scripts Beacon ACI Utilities

Test mode

Select test mode

@ Transmitter test (TX)
Packet error test (PER)

Receiver test (RX)

SELECT TEST MODE

The first action after connecting a device is to select the mode to test and then to click on
the SELECT TEST MODE button.
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When the user has selected a test mode, it is mandatory to go back to the selection page to
change the test mode:

e Click on the Change test mode

Figure 29. Change the test mode

G Back

e  Click on test mode in the top bar.

Figure 30. Select the test mode

-\."h-

Note:

3.3.1

)

To avoid incorrect configuration of the device, the test mode is unchangeable, when
transmission or reception is ongoing. The user must first stop the transmission and then
change the test mode.

Test mode transmitter (TX)

The TX mode is used to set the Bluetooth low energy transmitter in emission. Two
transmission modes are defined: transmission of data, or emission of tone.
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Figure 31. Test mode transmitter

Test mode = Transmitter (TX)

Transmitter
PA Level 31 (+6dBm) A
TX Freguency | 2402 MHz (Channel 37) - |
Length of Data | 0x23 i |
Packet Payload | 000 - Pseudo-Randem bit sequence 9 A
PHY | 0x01 - Transmitter set to use the LE TM PHY v |
O = START TONE [l START TX
Test measurement Latal
Transmitted packets count [ J
Received packets count | |

Packet Error Rate (PER): | |

R331 [ |

Tone generation

The tone generation performs the emission of a continuous sinus wave on the RF. The
parameters for the tone are tone power level and tone frequency. The power level is the
power at the chip output.

To start tone generation:
1. Enter the Transmitter panel test Mode
2. Select the power level with the picklist.

3. Select the frequency with the TX Frequency picklist. The list is sorted by frequency; the
data/advertising channel index is indicated in parenthesis. The advertising channel
index does not follow the frequency order. Channels 37, 38, and 39 are the advertising
channels. Refer to BLUETOOTH SPECIFICATION Version 4.2 [Vol 6, Part B] ch1.4.1
for details.

4. Select the PHY modulation to use (The modulations not supported by the device are
not listed).

5. Click on the START TONE button.

The emission starts, the START TONE button is changed to STOP TONE, and Transmitting
information is displayed:
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Figure 32. Transmitting message

Transmitting...

6. To stop the tone generation, click on STOP TONE, and the emission stops.

It is mandatory to stop transmission to change to another test mode.

Packet transmission

It is possible to send some data packets in test mode. The parameters are power level,
transmission frequency, length, and content of the data to send.

Power and level parameters are the same as tone parameters.

The packet data is selected in the Packet payload picklist. Eight types of payloads are
available:

e A pseudo-random bit sequence 9 (PRBS9)

e A pattern of alternating bits 0b717770000

e Apattern of alternating bits 0670707010

e A pseudo-random bit sequence 15 (PRBS15)

e A pattern of fixed bits 0b11111111

e A pattern of fixed bits 0b00000000

e Apattern of alternating bits 0b00001111

e A pattern of alternating bits 0b010710101

The sequence length is defined by the Length of data picklist. This is the length of the data
payload in bytes. The PHY box is used to select the modulation.

To start packet emission:

e  Select the power level with the picklist.

e  Select the frequency with the TX Frequency picklist.

e  Select the length of the packet to send

e  Select the content of the packet payload

e Click on START TX
The emission starts, the start button is changed to STOP TX, and Transmitting is
displayed. The sequence is repeated until the test is stopped

To stop the transmission, click on STOP TX. The number of packets transmitted during the
test is displayed in the test measurement area.

Figure 33. Transmitted packets count

Transmitted packets count 1724

If the number of packets received by the reception device is known, it is manually entered in
the Received Packet Number box, and the Packet Error Rate is automatically computed
(Refer to Section 3.3.3: PER for details).

3
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3.3.2

Test mode receiver (RX)

The receiver mode is used to put the main device in reception mode and count packets
received.

Figure 34. Test mode receiver

Test mode = Receiver (RX)

| | GetRssl
o Back

Receiver

R¥ Freguency 2402 MHz (Channel 37) -

PHY | 0x01 - Receiver st to use the LE 1M PHY v |
Index modulation | 0x00 - Assume transmitter will have a standard modulation index v |

START RX

32/103

Packets reception:

e  Select the frequency to use.

e  Select the PHY and the modulation index to be used.

e Click on START RX. The reception starts, Receiving is displayed with an animation and
button change to STOP RX.

To stop reception, click on STOP RX. The count of received packets is retrieved from the
main device and displayed in the Received packet number.

If the number of transmitted packets is known, it may be entered manually in the
Transmitted packet number. The Packet error rate (PER) is automatically computed (Refer
to Section 3.3.3: PER for details).

If the Get RSSI checkbox is selected, the tool performs RSSI measurement.

RSSI measurement:

The RSSI indicates the signal level received by the RF. The value reported by the RF is not
an absolute value because the reception level is dependent on the board layout and
antenna design.

When the RSSI option is selected, the user must define the measurement interval. The
default value is 3 seconds. The RSSI value is displayed at the end of each measurement
period.

It is possible to switch between detailed value, plot view, and big display, with the blue
button on the right (bar chart, arrows, or blue lines).

3
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Figure 35. RSSI measurement

RX Frequency | 2402 MHz (Channel 37)  + |
PHY ( v |
Index modulation | v |
Get RSSI Measurement period (sec): (3
Test measurement at 2402 MHz (Channel 37) |.I|l
Transmitted packets count Receiving...

Received packets count

Packet Error Rate (PER):

RSSl [ -107.00 dBm

Note: When the RSSI measurement is performed, the number of received packets is not available
in the tool. When the measurement is stopped, the Received packet number field is cleared,
and an information message is displayed.

3
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Figure 36. RSSI measurement graph

Test mode = Receiver (RX)

Receiver

RX Frequency | 2402 MHz (Channel 37) |

PHY | 0x01- Receiver set to use the LE 1M PHY v |
Index modulation | 0x00 - Assume transmitter will have a standard modulation index i |
Get RSSI Measurement period (sec): (3

o Back

Test measurement at 2402 MHz (Channel 37)

+ B

-105.75
-106.00 - - -
-106.25
-106.50
10875 O RSSI (dBm)
-107.00 L L L . L . L
-107.25
3.0 6.0 2.0 120 150 18.0 210 240 270 300 330 36.0
time (sec)
Note: The graph length is limited to 250 points. When the limit is reached, the oldest points are
discarded.
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Figure 37. RF RSSI measurement big display

Test mode = Receiver (RX)

Receiver

RX Frequency | 2402 MHz (Channel37) |

PHY | 0x01 - Receiver set to use the LE 1M PHY v |
Index modulation | 0x00 - Assume transmitter will have a standard meodulation index b |
Get RSSI Measurement period (sec): (3

@ EEY

Test measurement at 2402 MHz (Channel 37)

R33I

-62.00¢"

PER definition

The packet error rate (PER) is an indicator of the quality of transmission between two
devices. The measurement proposed in the tool covers the whole transmission chain from
the transmitter to the receiver.

3.3.3 PER

The packet error rate is computed with the number of packets sent and the number of
packets received. A good transmission gives a low PER. High PER means that transmission
is not good.

Figure 38. PER definition

PER = 100 x NX—NrX o/
Ntx

Ntx: number of packets sent, Nrx number of packets received, PER result in percent.

3
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A bad PER may be an issue from the transmitter or the receiver and depends on
parameters like the distance between devices, antennas, PCB design, and interferences. To
limit the parameters influencing the measurements, it is advised to use one reference board
with well-known performances in the setup.

PER test mode

The tool provides a special test mode dedicated to the PER test. In this mode, two devices
need to be connected to the computer:

e the first device under test (DUT)

e the second device used to act as a packet generator (tester)

After the connection of the DUT (main device, connected in the application top bar), the
PER test mode is selectable on the RF test page.

The configuration of PER test is done with a sequence of panels:

e tester connection

o tester configuration

e  DUT configuration

e test parameters

The first step is to connect the tester:

PER tester connection

Figure 39. PER tester connection

Test mode = Packet Error Rate (PER)

o Back

Connect tester

36/103

e  Plug the device in the computer (same requirements as the first device, refer to
Chapter 2.2).

e  Select the serial port to use in the picklist.
e Click on the CONNECT button.

)
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Figure 40. PER tester connected

Test mode > Packet Error Rate (PER)

Connect tester

Device : STM32WBSS

_ CM4 version - 0.0.1

CMO version:0.2.7.1/d

Disconnect 2nd device to change test mode CONFIGURE TESTER

e  The board information is displayed on the right.

When the second device is connected, it is not possible to change mode. Disconnect the
device first, and then use the back button.

Click on CONFIGURE TESTER to set the tester parameters:

3
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Figure 41. PER tester configuration

Test mode = Packet Error Rate (PER) = COM33

Configure tester (COM33)

PA Level | 31 (+6dBm) v |

TX Frequency | 2402 MHz (Channel 37)  ~ |

Length of Data [ 0x25 |

Packet Payload | 0x00 - Peeudo-Random bit sequence 9 A

PHY [ 0x01 - Transmitter set to use the LE 1M PHY |

QD sack CONFIGURE DUT

e  Select the TX power level with the picklist.
e  Select the transmission frequency with the TX Frequency picklist.
e  Select the length of the packet to send (same as the TX test).

e  Select the content of the packet payload. For PER test, it is recommended to use the
Pseudo-Random bit sequence 9 reference pattern. Patterns with only 0 or 1 bits must
not be used for PER. The other patterns can be used.

e  Select the PHY to use.
Click on CONFIGURE DUT to set the Device Under Test configuration:

Figure 42. DUT configuration
= COM26

Configure Device under test (DUT) (COM26)

R¥ Frequency |' 2402 MHz (Channel 37) |
PHY | 0x01 - Receiver set to use the LE TM PHY - |
Index modulation | 0x00 - Azsume transmitter will have a standard modulation index - |

Q &=k CONFIGURE PARAM
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Select the reception frequency, the PHY, and the modulation index for the receiver board.
The tool uses by default the same frequency as the tester, but the user may modify it.

Click on CONFIGURE PARAM to set the test configuration:

Figure 43. PER test parameters

Test mode = Packet Error Rate (PER) = COM37 = COM32 = Settings

Configure additional settings

PER tests on multiple channels Fill channel List: (0-39 |
Get RSS! Measurement period (sec): |3 |
l:' Save test verdict in file

= et

Test measurement

Transmitted packets count 3720

Received packets count 3668

Packet Error Rate (PER): [ 140 % |

R3Sl | -38.00 dBm |

o  PER tests on multiple channels: when this option is selected, the PER test is performed
on a list of predefined channels. When the box is ticked, the Channel list is displayed.
Value 0-39 indicates all channels between 0 and 39. It is also possible to put value
separated by a comma: 0,1,5 or to mix: 0,1,70-15.

The measurement period is the time of each PER test to be performed.

e  Get RSSI: this option adds some RSSI measurement between each PER
measurement. When it is activated, the tool performs a PER test for the Measurement
period, computes PER, and then makes an RSSI check.

e  Save test verdict in file: this option generates a test report of the measurements. When
the option is selected, a SELECT FILE button is displayed. The user must select the
report file before starting the tests. The report is saved at the end of the tests.

When the option has been configured, click on the START TEST button:
o the DUT is set in reception mode,
o then the tester starts.

3
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The button is changed to STOP and Testing... is displayed.

The test continues until the user presses the STOP button, or when all channels have been
measured for multichannel tests.

The result is displayed in the bottom part. It is possible to switch between the numerical
values and the chart with the blue bar icon.

Figure 44. PER and RSSI measurement graph

Test mode = Packet Error Rate (PER) = COM13 = COM25 = Settings

Configure additonnals settings

PER tests on multiple channels Fill channel List: I:D—Q :I

Get RSSI Measurement period (sec): (3 )

Save test verdict in file SELECT FILE
QO sk START TEST

Test measurement x

M rssi (dBm)
-100 M PER (%)

-150

channel

3.4 Scripts

Scripts are used to execute in sequence some commands stored in a text file. Scripts help
avoid entering each command manually for repetitive tasks.

3
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3.41 Launching scripts

Figure 45. Launching scripts

3 I o<

ACl Commands Beacon RF Tests ACI Utilities

Script

Generate report

|C:\Users\Public\Documents\STMicroelectronics\STM32CubeMonitor-RF\scripts\BLE_Samply -

START SCRIPT

Scripts are stored in text files and are editable with any text editor.

To execute a script:
e  Select the script file with the browse button or directly enter the file name.
e  Click on the Start script button.

o The scriptis displayed and executed. The line in execution is highlighted in green. The
ACI results are updated in the log area.

e  The script is manually stopped with the Stop script button.

3
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Figure 46. Script execution

Script
Generate report
|C\UsershPublic\Documents\STMicroelectronics\STM32CubeMonitor-RF\scripts\BLE_Sampl¢

Send(HCI_RESET

Wait(500)

Send(ACI_HAL_SET_TX_POWER_LEVEL;0x01,0x07)

Pause{"This is a pause’)

Send(ACI_HAL_TONE_START;0x04;0x00)

Wait(3000

Send (ACI_HAL_TONE_STOP)

Script examples are provided with the tool, such as sample script, loop, beacon creation.

For Windows, scripts are in the folder
<Documents>\STMicroelectronics\STM32CubeMonitor-RF\scripts (public documents).

For Linux, they are in <userhome>/STMicroelectronics/STM32CubeMonitor-RF/scripts.

For macOS, it is inside the document folder provided in the setup package.

3
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3.4.2 Script recording
The ACI commands used in the ACI panel are directly recorded in a script. Some script
buttons are located at the bottom of the ACI panel:
Figure 47. Script recording buttons
. Start goript recording
Use the red button to start recording. Pause is inserted with the Add pause in script button.
At the end of the recording, click the Stop button. The tool asks the script name before
saving.
343 Scripts modification

3

The script is created or modified with a text editor. It uses a simple syntax to list the ACI
command to send and the action to perform.

Figure 48. Sample script

# Send reset command :

Send (HCI_RESET)

# Wait few milliseconds

Wait (500)

# Send another command: Set power level

Send (ACI_HAL SET TX_ POWER LEVEL;0x01;0x07)

# Start Tone

Send (ACI_HAL TONE_START; 0x00)

# Wait 3 seconds

Wait (3000)

# Send stop tone

Send (ACI_HAL_TONE_STOP)

# Pause command

Pause ("End of script")

The lines starting with # are comments and are ignored by the tool. Empty lines are skipped.
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Other lines are commands. The line starts with the command name, followed by parameters
in brackets separated by a semicolon.

Script report

It is possible to have a script report generated at the end of script execution. The script
report stores the status of each AClI command executed by the script.

Figure 49. Script report

SCRIPT REPORT
Script name : SampleScript.txt

Test date : 18/12/2017 17:27:52

Verdict : SUCCESS No error detected
Command | Sent | ACI status | ACI raw result
HCI RESET | ok | oxo0 |

[0x04, 0xO0E, 0x04, 0x01,0x03, 0x0C, 0x00]

ACI HAL SET TX POWER LEVEL | OK | oxo0 |
[0x04,0x0E, 0x04,0x01, 0xX0F, OxFC, 0x00]

ACI HAL TONE START | ok | oxo0 |
[0x04,0x0E, 0x04,0x01, 0x15, 0xFC, 0x00]

ACI HAL TONE STOP | ok | oxo0 |
[0x04,0x0E, 0x04,0x01, 0x16, 0xFC, 0x00]

END of report

The result is stored in a new file, in the same path as the script, with a name in the form:
verdict_SampleScript_18-12-2017_17-27-52. The name is built with the concatenation of:

e  verdict_

e  script name
e current date
e currenttime
e .txt extension

In the report, the Sent column holds the status of command transfer to the board. If
parameters are missing, the command is not sent.

The ACI status column has the status of the ACI response. 0x00 is a success status, other
values are errors.

At the end of script execution, a popup with the verdict (error found or finish successfully) is
displayed and asks if the report must be saved:

3
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Figure 50. Script verdict
rm Script verdict @ﬂ I}] Script verdict @

ERROR found in script results.
Save and check result file.

Script finished successfully

Do you want to save verdict in file ?
¥ Do you want to save verdict in file 7

b

If the user presses yes, the report is generated in the folder of the current script. If the user
presses no, the report is not saved.

If the Generate report tick box is not checked, no report is generated at the end of the script.
The script successfully means there was no error in the script syntax, and the status of
operations was OK (error code = 0). The value measured and the performance are not
verified, there is no PASS/FAILL criterion on the results.

3.4.5 List of script commands

Send an AClI command:

The ACI commands are sent with the instruction Send: Send (ACI _CMD NAME;
ParameterlValue; Parameter2Value...)

The elements inside the parenthesis are separated by semicolons.
The first element is the command name. It is the name as it is displayed in the tool.

The next elements are the parameters. The value must be entered in hexadecimal format
and start by Ox. The optional parameters can be left empty. The length is dependent on
parameter size in the ACI command.

Note: The Command Packet Type, Opcode, and Parameter Total Length are filled by the
application. They must not be added to the parameters.

Wait for a specific time

It is possible to add a delay with the instruction Wait:

Wait (3000)

This instruction delays the script execution for 3 seconds. Time is given in milliseconds.

In the ACI panel screen, a pause is inserted in the script with the Add pause in script button.

Pause command in the script

The Pause command adds a pause during the proceeding of the script. This command
opens a pop-up window customized with the user comment.

3
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Figure 51. Script pause
SCRIPT = o

Pause

TX tone started: power level 7 —= channel ID 6

Press OK to continue

The OK button allows continuing the script.
Command: Pause (User comment)

The user text must be enclosed between quote marks ().

Figure 52. Example

# Pause demo script

# Start Tone

Send (ACI_HAL TONE_START; 0x04)

# Pause command

Pause ("TX tone started")

# Send stop tone

Send (ACI_HAL_TONE_STOP)

Loop command in the script
Loop can be used in the script to repeat some actions automatically.

Loop usage
To repeat a part of a script, the commands must be enclosed between 2 instructions:

e Loop (count,0,5); this instruction indicates the beginning of the repeated section. count
is the name given to the counter, the first value is the start value, and the second one is
the end value. In this example, the counter count is being increased from 0 to 5; there
are 6 iterations.

e EndLoop: indicate the end of the loop. If the counter reaches the end value, execution
continues the next line. If the counter has not reached the end value, the counter is
updated, and execution goes back to the Loop instruction.

Figure 53. Loop simple example

Loop (count; 1; 3)

Pause ("test the loop")

EndLoop

3
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This script, given as an example in Figure 53, displays test the loop three times.
Using the counter value

It is possible to use the counter value in other lines of the script to change the parameter
values during script execution. When the counter name is embedded inside square
brackets, the tool inserts the counter value.

Figure 54. Loop second simple example

Loop (count ; 1 ;3)
Pause ("The loop counter is [count]")

EndLoop

The script in Figure 54 displays The loop counter is 1, then The loop counter is 2, and finally,
The loop counter is 3.

Some parameters require hexadecimal values. In this case, add an ampersand (&) after the
first bracket. The tool replaces the counter name with the hexadecimal value.

If count = 10, [&count] is replaced by OxA.

Special count option

The counter value can increase or decrease. If the start value is bigger than the end value,
the counter is decremented.

Figure 55. Loop decrement

Loop (mycount; 3; 1)

In the countdown example in Figure 55, mycount takes values 3, 2, and 1.

The counter can have a specific increment value when a third value is added to the loop
instruction, as shown in Figure 56:

Figure 56. Loop specific increment

Loop (mycount; 1; 6; 2)

This example counts with a step of 2. Successive values are 1, 3, and 5. The loop stops at 5
because 7 is higher than 6.

The loop can include another loop. It is mandatory to use a different counter name.

Figure 57. Nested loop

Loop (row;4;5)
Loop (column;3;2)
Pause ("coord: [row] [column]")

EndLoop

EndLoop

The script provided as nested loop example in Figure 57 displays: coord: 4 3, coord: 4 2,
coord: 5 3, and coord 5 2.

UM2288 Rev 9 47/103




Bluetooth low energy mode

UM2288

ERROR

Loop script verdict

The loop generates some special lines in the verdict file. The added lines help the user to
follow the execution.

The script shown in Figure 58 generates the verdict shown in Figure 59:

Figure 58. Loop script verdict example

Loop (FREQ,13,15)

EndLoop

Figure 59. Loop script verdict display

Loop Start (FREQ=13) -- |
(FREQ=14) -- |
(FREQ=15) -- |

|

(FREQ) --

Loop
Loop
Loop End

The beginning and end of the loop are indicated, and the counter value is also inserted in
decimal for each iteration.

In case of an error in an instruction, a pop-up warns the user when the script is executed,
and the line is skipped. If a Loop instruction is missing or invalid, the EndLoop generates the
Invalid EndLoop without Loop warning message.

Figure 60. loop error

Script

ERROR

Invalid parameters. Line 42

"Loop(VARZ;Z)"

Press OK to continue

Invalid EndLoep without Loop. Line 56
‘EndLocp”

Press OK to continue

3.5 OTA transfer

3.5.1 OTA presentation
Over-the-air (OTA) transfer executes the transfer of data from a device to a remote device
without a cable. The data are applicative data, like user configuration, pictures, music, or
firmware. STM32CubeMonitor-RF provides a transfer function from the computer to the
remote device over Bluetooth low energy.
In this section, the computer or device sending the data is named Source device.
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The data are transferred by the source device and the OTA loader to the address requested
by the user.

The implementation example does not include security in the transfer process. It is expected
that the user changes his loader or application to perform the security verification based on
customer requirements.

The OTA process is described in the application note Over-the-air application and wireless
firmware update for STM32WB Series microcontrollers (AN5247), available on www.st.com.
Read these documents for the details of device configuration and OTA procedure. In this
user manual, there is only a summary of the procedure, to explain how to use the tool. Read
the application note to get detailed information about the target software and the Bluetooth
low energy services used.

OTA loader

The OTA loader is the first application that started at boot or reboot. OTA loader checks the
boot conditions, and if Flash is empty.

When the bootloader starts in OTA mode, the loader creates an OTA service and some
characteristics required to perform the OTA transfer. These attributes are used to perform
the transfer.

The loader is fitting in the first 6 sectors of the Flash memory, so the block at address
0x6000 is free and used to upload the user data.

Table 1. OTA loader address table

Flash address: Flash content:
+0x0000 OTA bootloader
+0x1000 OTA bootloader

+0x... OTA bootloader...
+0x6000 Free for user data
+0x7000 User application
+0x8000 User application

+0x.... User application...

e Inthe STM32WBxx sample code, the binary is stored at address 0x7000, and the
bootloader starts at this address after upload.

OTA procedure

The OTA procedure occurs between one source device and the target device. The process
is based on operations:

1. Activate the OTA mode on the target device.
2. Connect in OTA mode and transfer data.

Activation of OTA mode

The computer sends an indication to the target device to reboot in OTA mode, with the
download information. The target restarts in OTA mode and erases the flash area required
for the transfer.
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Connect in OTA mode and transfer data

The source device first connects to the OTA loader and discovers the details of service and
characteristics to be able to transfer the data. Then the sequence is:

1.
2.

4.
5.

Configure the target device to send an indication to the source device.

Write in the target device the command to initiate the procedure, with the exact storage
address.

Write each block of data. Depending on optimized or not MTU size, the blocks are 20-
or 248-byte long, and the binary must be transferred in many blocks.

At the end of the last block, write the confirmation that all blocks have been sent.
The source device waits for the reboot confirmation from the target.

Use the tool to perform an OTA update

The OTA function is available in the device menu in the menu bar. Click on the device and
then click on OTA updater.

Search procedure

The first operation is to find the target device. The tool needs to perform a scan of Bluetooth
low energy devices and list all the devices with OTA capabilities.

Figure 61. Search procedure

X
OTA Updater
SEARCH FOR DEVICES Advertising filter
Target CPU CPUT M4
Device type STM32WEBSx/WB3x

Optimize MTU Size

Image base address (hex)  |0x7000

Image file path

The tool provides an advertising filter to refine the search procedure with an advertising
message.
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Table 2. Search filtering

Filter Search method Comment
No filter Scans all Bluetooth low energy devices Some devices listed are not compatible
and provides the list. with OTA.

Scans all Bluetooth low energy devices
and provides a list of devices with ST OTA
information.

Advertising

filter devices.

Gives only the list of compatible

To start the search, click on the SEARCH FOR DEVICES button.

Figure 62. Scanning

H
OTA Updater
_ Advertising filter

Scanning....
Target CPU | CPUT:M4 v |
Device type | STM32WBS5x/WB3x v |

|:| Dptimize MTU Size

Image base address (hex)  [0x7000 |
Image file path [ | BROWSE

The search procedure starts.

If no target device is found, the tool indicates No device found.

Figure 63. No device found

SEARCH FOR DEVICES Advertising filter

Mo device found
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If a candidate device is found, the select device box changes to blue.

Figure 64. Device found

Select device -

Select the device and parameters

After the search procedure, if one or more devices are found, the user selects the device
with the picklist Select device.

Figure 65. Select the device and parameters

i X

OTA Updater

Target CPU | CPUT:M4 v |

Device type | STM32WBS/WB3x  ~ |

|:| Optimize MTU Size

Image base address (hex)  |0x7000 |

Image file path [ | BROWSE

The picklist displays the list of boards found:

e For a device with Bluetooth low energy characteristics:
Bluetooth low energy address - Device name - OTA enabled

e Foradevice already in OTA mode:
Bluetooth low energy address - Device name - OTA loader
Select the firmware target:

e  For user data or user application firmware, select the CPU1: M4
e  For Wireless stack, select the CPU2: MO+

3
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Select the device type:
e  STM32WB5x/WB3x product lines
e STM32WB1x product line. Note that for this device type only Target CPU1: M4 can be
updated.
Optimize MTU size allows the user to increase the ATT maximum transmission unit (MTU)
from 20 to 248 bytes.
The image base address is the place where the binary file must be stored on the target
device. It is a hexadecimal value and must be a multiple of 0x7000 for STM32WB5x/WB3x
or 0x2000 for STM32WB1x to match with the Flash sector. For the wireless stack, the
address is the temporary location in the CPU1 User part area.
The image file path is the binary file to load. Enter the path in the box, or use the BROWSE
button to select the file to download.
The configuration is finished and the software is ready to start the update procedure.
Flashing the remote device
Press the UPDATE button to start flashing the target device.
1. First step: if the selected device has an OTA characteristic, the tool first restarts the
device in OTA bootloader mode. The indication Configuring in OTA is displayed
Figure 66. Configuring in OTA
Configuring in OTA
2. Second step: the transfer process to the OTA bootloader is performed. The data are
transferred by blocks of 20 bytes. To avoid the overload of log windows, the log
information related to block transfer is not displayed. Only the flow control event and
errors are displayed.
3. The progress is indicated by a progress bar.
Figure 67. Progress bar
] Flashing....
At the end of the update process:
4. The target device reboots.
5. The user closes the OTA panel or starts a new search to flash another device.
3.6 Beacon
3.6.1 Beacon presentation

3

A beacon is an active device discoverable by other devices.

The beacon device only sends information by advertisement and does not receive any data.
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The data shared by the beacon are very small. They are received by a connected device
and the application on the device is notified of beacon presence. The application uses the
cloud to get more information and act accordingly.

Figure 68. Beacon presentation

. | | :I_,:I ....... o

Beacon Smartphone Cloud

When an application is informed of beacon proximity, it uses the beacon identification to
request the web server more information about the beacon. The application gets information
related to the geographical position of the beacon or action to perform, like displaying
commercial ads or start an interactive application.

Figure 69. Beacon usage

—

A

Many organizations have created beacons. The specifications from Apple® and Google®
are frequently used:

e iBeacon: this is Apple format. The beacon broadcasts a fixed content, to easily identify
the beacon.

e Eddystone UID: this is defined by Google. The beacon transmits fixed content (UID),
which is a unique ID, referenced in the Google database to interact with applications.

e  Eddystone URL: another Google format, provide a short URL, to use for the Physical
web.

e Eddystone TLM: an additional beacon advertising information providing beacon
information (battery status, temperature).

e Eddystone EID: like UID, but broadcasts encrypted data to provide better security.

Beacon configuration methods:

STM32CubeMonitor-RF is used to generate and configure beacons. Different methods have
been defined to accommodate the user's needs. This chapter describes the different
methods supported.

3
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Online beacon

In online mode, the tool is directly configuring the main device in a beacon. The tool sends
ACI commands to configure the boards in advertising mode and configure the content of the
advertising packet. The main device acts as a beacon until turned off.

The main advantage of this method is to quickly configure a beacon with a board in
transparent mode. The drawback is that the configuration is lost when the board is reset or
powered off.

Figure 70. Online beacon

Offline beacon

The offline beacon mode is used to prepare the configuration of a board not directly
connected to the STM32CubeRF-Monitor. The parameters to configure the beacon are
stored in a data file. The file is used to configure a target board running the beacon example
firmware. The file must be stored in the target Flash at address 0x6000. The beacon
firmware reads the data and configures the advertising block accordingly. Details of the
configuration file are described in Table 4: Beacon configuration format.

The interest of the method is to have an independent beacon, which is useful if the user
needs many beacon boards at the same time. It is possible to keep many configuration files
to change configuration quickly. The drawback is that the configuration file must be
transferred manually in the target device so it is less flexible than the Online mode.

Figure 71. Offline beacon

3

Beacon over-the-air configuration

This method is like Offline mode, but the tool uses the OTA procedure to transfer the
configuration file directly into the target Flash. The target board with a beacon demo
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firmware directly restarts after OTA with the updated parameters. (OTA needs to be
enabled). The main device is used to transfer the file to the target device.

Figure 72. Beacon over-the-air configuration

Beacon

Selecting the beacon mode

The selection of the configuration mode is the first action to prepare the beacon. The user
must select the mode when he selects the beacon tab.

Figure 73. Selecting the beacon mode

ACI Utilities

RF Tests

ACI Commands Scripts

Configuration mode

Select configuration mode

@) Directly configure device through wired connection (On ling)
Generate configuration and update device through wired connection (Off line)

Generate configuration and update peer device over the air (OTA)

SELECT CONFIGURATION MODE

Select one of the three bullets and click on SELECT CONFIGURATION MODE.

3.6.3 Configuration of the beacon with STM32CubeMonitor-RF

To configure the beacon:
1. Select the configuration method.

2. Fill the beacon parameters, some are common for all beacons, others are specific for
the beacon type.

3. Generate/transfer the configuration. Additional information may be required according
to the configuration method.

Common parameters

Some beacon parameters are common for all kinds of beacons. The common parameters
are at the top of the beacon panel:
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Figure 74. Common parameters

Parameters

Reference TX power level (dBm) -56
PA Level 31 (+6dBm)
Beacon Address 123456T80AAA

Public Address Random Address

The first parameter is the Reference TX power level, and the second parameter is the real
TX power level.

To save batteries, the power level of the beacon may be lowered, reducing consumption and
visibility. Using high power extends the range of visibility but drains more power. The power
level needs to be defined by the user based on power source and beacon purpose.

The device detecting the beacon needs to estimate if the beacon is close or far.
Unfortunately, the received power level is not enough to estimate the real distance:

e  Some beacons may transmit with high power, while others are using low power.

e  The design of the beacon antenna may be efficient.

The reference power information is added to help determine the distance. This is the power
level received at one meter from the beacon. The application uses this value and the

received strength to estimate the distance, independently of the real TX power used and the
beacon characteristics.

The easiest solution to fill this parameter is to configure a beacon with the required Tx level,
and then to measure the received level at 1 meter. Then beacon is reconfigured with the
value measured at 1 meter in the Reference TX power level field.

The second set of parameters is the beacon address. There are 3 possibilities:

e Set the address in the box and tick the public address. The address entered is used.

e Tick the random address checkbox. A random address is used.

e If nothing is selected, the board default public address is used.

iBeacon parameters

Figure 75. iBeacon parameters

Select Type iBeacon
Company ID Code (hex) 0030
Beacon UUID (hex) DO9B9ECTF392543D080A91E39D4CEATSC
Beacon Major code (hex) 0010
Beacaon Miner code (hex) 0003
Change mads

First, select the type: iBeacon (default choice)

The user must check the Apple website for information about iBeacon structure and the
condition to use iBeacon for his project: https://developer.apple.com/ibeacon/

More information is also available at https://en.wikipedia.org/wiki/IBeacon

3
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The company code is a value based on Bluetooth low energy SIG group assigned values.
For iBeacon, the Apple value is used: 0x004C. The assigned values are available on the
SIG website: https://www.bluetooth.com/specifications/assigned-numbers/company-
identifiers

The beacon UUID is the unique identifier for a group of beacons. Apple explains how to
define the identifier in the document Getting started with iBeacon available at
https://developer.apple.com/ibeacon/Getting-Started-with-iBeacon.pdf.

The major and minor codes are defined by the user to identify logically different beacons
sharing the same UUID.

When all parameters are updated, click on CONFIGURE. The data are ready for transfer
(Refer to Transfer the configuration).

Eddystone UID parameters

Figure 76. Eddystone UID

Select Type Eddystone UID
Beacon Name Space 4F31FD7F799DD0A0CAS4
Beacon Instance 000000000007

Enable TLM

The Eddystone UID parameters are the beacon UID, a 16-byte identifier, formed by:

e NameSpace, 10 bytes. Used to group some beacons in a logical pool. The way to
generate the value is described by Google, refer to
https://github.com/google/eddystone/tree/master/eddystone-uid

e Beacon instance, 6 bytes. Give a unique id inside the pool.

When a beacon is discovered on a smartphone, the UID value is not directly usable by the
phone application. Google offers a cloud service to associate one or more data with a
beacon. The smartphone application retrieves this information to perform the required
actions.

The last option is the Enable TLM tick box. When TLM is used, the beacon interleaves some
status information inside the normal beacon advertisement. The TLM frame has information
about battery level, temperature, the time beacon is on, and the number of frames
transmitted. The TLM information is not known by the tool. So, it must be managed directly
by the firmware. Consequently:

—  The TLM option is not used for Online configuration mode.

—  For Offline and OTA modes, a bit is set in the configuration file (Refer to Appendix
A).
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Eddystone URL parameters

Figure 77. Eddystone URL

Select Type Eddystone URL b
URL Prefix | http:/ fwww. A
URL |51.com

Enable TLM

The Eddystone URL format is just sending a URL in the advertising message. To optimize
space, the start and end of the URL may be compressed.

1. Select the URL prefix: the prefix is encoded in 1 byte in the advertising.

2. Fill the rest of the URL in the URL box, without prefix. The URL is parsed, and if the end
of the URL is encodable, the tool encodes it. Long URL does not work, it is advised to
use URL short service to get a short URL.

The TLM option is the same as the UID beacon.
Transfer the configuration

The transfer depends on the selected configuration mode.
1. Online mode transfer configuration

Figure 78. Online mode transfer configuration
Configuration mede > On line = iBeacon

Device configuration

Your device is ready to be configured

o Change parametera LOAD

No extra parameters are required: just click on LOAD and the main device is initialized and
configured in the beacon.

2. Offline mode transfer configuration

Figure 79. Offline mode transfer configuration

Configuration mode > Off Line = iBeacon

Device configuration

Beacon configuration file name |c:\temp\myEeacon.b'|n

o Change parametara LOAD
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Indicate first the name of the file to create, including the path. If no path is provided, the file
is stored in the tool directory. The file is then copied to the target device using a Flash
programmer, or any other tool.

3.  OTA mode scan transfer configuration:

a) Scan
As soon as the page is displayed, the tool asks the main device to search
OTA-capable devices in the area. Scanning is displayed in the windows.

Figure 80. OTA mode transfer configuration scan

Configuration mode = OTA = iBeacon

Device configuration

| v | Scanning... :
Beacon parameter address
Device type | sTM32ZWBSWB3x  ~ |

b) Select device
When the device is found, the list is updated, and the user selects the device to
configure. The address to store the beacon data is 0x6000 in ST example
firmware. The value is editable if another address is used.

c) Select device type
Choose the device type that the user wants to flash, either STM32WB5x/WB3x or
STM32WB1x product line.

Figure 81. OTA mode transfer configuration select device

Configuration mode = OTA > iBeacon

Device configuration

Dx0080E1267FBT - STM_OTA - OTA loader v

Beacon parameter address (06000 |

Device type | STM32WBS/WB3x |

60/103

d) Load the file
Click on LOAD and the tool flashes the binary data.

Most of the time, beacons are not connectible and are moved in the OTA loader by the
user’s action. If the beacon is in OTA loader mode, data are transmitted directly.

If the device is OTA enabled, the tool changes it in OTA loader mode first and then transfers
the data.

3
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Figure 82. OTA mode transfer configuration transmission

Configuration mode = OTA = iBeacon

Device configuration

| 0x0080E1267FB7 - STM_OTA - OTA loader - | Flashing.. ¢

Beacon parameter address |Dx6[][JU |

Device type | STM32WBSx/WB3x  + |

r _ N r

After transfer, the application is restarted, and the beacon is configured.

3
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3.7 ACI Utilities

The ACI Utilities panel is used to configure the device to perform either the advertising
signal or to discover remote devices and explore its services and characteristics.

Figure 83. ACI Utilities panel

ACl Commands

Scripts ACI Utilities

Init

Initialization parameters

D Discover remote services I:‘ Advertising

Address 0112233445586 |
Power | 31 (+6dBm) v |
Mame [STM3ZWE |

Discoverability mode

Adv type A

Advertising channel map

Own address type | -
Advertising interval (20 to 10240 ms ) Min Max
Slave connection interval (7.5 to 4000 ms) Min Max Use empty value for non specific Min/Max

The first action is to select to discover remote services, to manage advertising, or both, by
clicking the appropriate checkbox.

Figure 84. Select checkbox

I:' Discover remote services D Advertising

3.71 Remote services discovering

The remote services discovery performs a scan of the remote devices in the area.

3
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Figure 85. Scan parameters

ACI Commands Scripts Beacon RF Tests ACI Utilities

Inmit

Initialization parameters

Discover remote services I:' Advertising

Address [0x112233445566 |
Pawer | 31 (+6dBm) v |
Name |STM32WE |

Discoverability mode General discoverable

Adv type v

Advertising channel map CH3 CH3E CH39

Own address type | v
Advertising interval (20 to 10240 ms ) 1280 Min 1250 Max
Slave connection interval (7.5 to 4000 me) Min Max Use empty value for nen specific Min/Max

To perform a scan of the available devices:

1. Enter the device address

2. Select the power level with the picklist

3. Enter the device name

4. Click on the SCAN button to start the discovery

The search procedure starts, and it is possible to stop it using the STOP button.

3
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Figure 86. Scanning

ACI Utilities

ACI Commands Scripts RF Tests

Init = scanner

Found devices

Select Device Scanning

If no remote device is found, the tool indicates No device found. Otherwise, the user
chooses one of the devices found in the Select Device box.

Figure 87. Select device

ACI Commands Scripts Beacon RF Tests ACI Utilities

Init = scanner

Found devices

| (112233445566 - STM32ZWB v

Q-

At this stage, the user performs another scan procedure upon request.
e  Click on the back button

Figure 88. Back

e Back

e  Click on the /Init in the top bar

Figure 89. Init

Init = scanner |

Or connect to the selected remote device, by clicking on the CONNECT button.

3
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Figure 90. Connecting

ACI Commands

Scripts Beacon RF Tests ACI Utilities

Init = scanner

Found devices

Connecting

If the connection fails, an error is displayed.

Figure 91. Connection error
e Back Could not cennect peer COMMECT

Once connected, the connect icon appears in blue and the list of available services is
proposed.

Figure 92. Connected icon

Found devices L‘?

Figure 93. Services list

» Heart Rate Heart Rate Service
» Device Information )
Parameter Value Litera
» Generic Access
G Attrib uuiD 180D
» i ttribut
enerie Atiribute Attribute Handle 000F

When the user selects a service, its details are displayed. Clicking on the arrow displays the
characteristics linked to the above service.

3

UM2288 Rev 9 65/103




Bluetooth low energy mode

UM2288

Figure 94. Characteristics list

| ¥ Heart Rate
Heart Rate Control Point
Body Sensor Location
Heart Rate Measurement
» Device Information
» Generic Access

» Generic Attribute

Heart Rate Service

UuID 180D
Attribute Handle 000F

The user can select a parameter and, depending on each of them, can read or write a value
and be notified of value changed. Note that read and write long characteristics are not
supported, neither authenticated signed write.

To read a value, the user clicks on the READ button.

Figure 95. Read value

¥ Heart Rate
Heart Rate Control Point
Body Sensor Location
Heart Rate Measurement

» Device Information

» Generic Access

» Generic Attribute

Body Sensor Location Characteristic

uuID 2A38

Handle 0013

Properties 02 Read
Value handle 0014

Value length Sbit

Value 0x04

To write a value, the user enters the new value and click on the WRITE button.

66/103
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Figure 96. Write value

¥ Heart Rate
Heart Rate Control Point
Body Sensor Location
Heart Rate Measurement

» Device Informaticn

» Generic Access

» Generic Attribute

Heart Rate Control Point Characteristic

Parameter alue

uuID 2A39
Handle 0015
Properties 08
Value handle 0016
Value length 8bit
Value 123456

T
i

Write

There are two ways to be informed on a value change, either via the indicated method or via
a notification depending on the method property supported by the remote device.

To receive an indication upon value change, the user can click on the INDICATE button.

Figure 97. Indicate value changed

¥ Heart Rate
Heart Rate Control Point
Body Sensor Location
Heart Rate Measurement
» Device Information
» Generic Access
¥ Generic Attribute
Service Changed

Service Changed Characteristic

uuID

Handle

Properties

Value handle

Value length

Value

Client Characteristic Configuration UUID
Client Characteristic Configuration handle

i’
i1

Indicate

To receive a notification upon value change, the user can click on the NOTIFY button.
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Figure 98. Notify value changed

¥ Heart Rate Heart Rate Measurement Characteristic
Heart Rate Control Point

Parameter Value Liter

era
Body Sensor Location
uuID 2A37
Heart Rate Measurement Handl 0010
andle
» Device Information Propestios 10 Notify
» Generic Access Value handle 0011
¥ Generic Attribute Value length 8bit
Service Changed Value
Client Characteristic Configuration UUID 2902
Client Characteristic Configuration handle 0012

Upon each change, a notification (resp. indication) is received and the new value is
displayed. The user can be informed on multiple characteristics value changes at the same
time. To stop natification (resp. indication), the user can click on the UN-NOTIFY button
(resp. UN-INDICATE).

On disconnection, all registered notifications are removed.

Figure 99. Notifying

ACI Commands Beacon RF Tests ACI Utilities

ACllog || Update | Autoscroll m

Scripts

673 15:57:07.874 Vendor Specific Event
0 674 15:57:07.875 Vendor Specific Event
" 675 155707875 Vendor Specific Event

Init > scanner

Found devices

. 1557:08__ ACI_GATT_DISC_ALL CHAR OF S _
677 15:57.08.416 Command Status
678 15:57:08.484 Vendor Specific Event
- 679 15:57:08.542 Vendor Specific Event
680 15:57:08602 Vendor Specific Event
681 15:57:08.663 Vendor Specific Event
682 15:57:08.663 Vendor Specific Event
6. 15:57:09.0.. ACI_GATT_DISC_ALL CHARDE..
684 15:57:09.021 Command Status

¥ Heart Rate risti 685 15:57:09.082 Vendor Specific Event
Heart Rate Control Point Heart Rate Measurement Characteristic 686 15:57:09.143 Vendor Specific Event
eart rate Lontrol Fal Parameter Value Literal 687 15:57:09.203 Vendor Specific Event
Body Sensor Location D 2037 688 15:57:.09.283 Vendor Specific Event
ST — uul 689 15:57:09.342 Vendor Specific Event
; - Handle o010 690 15:57:09.402 Vendor Specific Event
» Device Information Properties 10 Notify 691 1557:09.402 Vendor Specific Event
» Generic Access Value handh 0011 692 16:01:54986 ACI_GATT_READ_CHAR_VAL
» Generic Attribut slue nandle 693 16:01:54.989 Command Status
eneric Altribute Value length 8bit 694 16:01:55060 Vendor Specific Event
Velue OA0OFCI00045TE 696 160237313 AGI GATY WRITE CHAR VALUE
Client Characteristic Configuration UUID 2902 697 16:0237.317 Command Status
Client Characteristic Configuration handle o012 698 16:02:37380 Vendor Specific Event

699 16:02:38.221 Vendor Specific Event
700 16:02:39081 Vendor Specific Event
701 16:02:39921 Vendor Specific Event
702 16:02:40.761 Vendor Specific Event
703 16:02:41.621 Vendor Specific Event
704 16:02:42.461 Vendor Specific Event
705 16:02:43321 Vendor Specific Event
706 16:02:44.161 Vendor Specific Event
707 16:02:45.021 Vendor Specific Event

708 16:02:45.861 Vendor Specific Event
UN-NOTIFY

68/103 UM2288 Rev 9 ‘Yl




UM2288

Bluetooth low energy mode

3.7.2 Advertising

Figure 100. Advertising parameters

ACI Commands Scripts

Init

Initialization parameters

I:' Discover remote services Advertising

Address |Dx’| 12233445566

Power | 31 (+6dBm) - |
Name |sTM32WB |

Discoverability mede General discoverable

ACI Utilities

Adv type | 0x00 - ADV_IMD (Connectable undirected advertising) -
Advertising channel map CH37 | |cHas [ | cHao

Own address type | 000 - Public Device Address A |

Advertising interval (20 to 10240 ms ) [1280 | Min (1280 | Max

Slave connection interval (7.5 to 4000 ms) | | Min | | Max Use empty value for non specific Min/Max

START ADVERTISING

To activate the advertising mode:

Enter the device address

Select the power level with the picklist
Enter the device name

Select the advertising type with the picklist

Enter the advertising interval
Enter an optional slave connection interval

® N> oA wN

Select at least one channel from 37, 38, and 39.

Click on the START ADVERTISING button to start the procedure

The search procedure starts, the advertising icon appears in blue, it is possible to stop it

using the STOP ADVERTISING button.
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Figure 101. Advertising

ACI Commands Scripts Beacon RF Tests ACI Utilities

Init

Initialization parameters (x")
I:' Discover remote services Advertising
Address |0x112233445566 |

Power | 31 (+6dBm) - |
Name |sTM32WE |
Discoverability mode Genera coverable
Adv type | 0x00 - ADV_IND {Connectable undirected advertising) -
Advertising channel map CH37 | | cHas | | cHa9
Own address type | 0x00 - Public Device Address b |
Advertising interval (20 to 10240 ms ) (1280 | Min 1280 | Max
Slave connection interval (7.5 to 4000 ms) [ Isn [ |Max Use empty value for non specific Min/Max

The connect icon may appear in blue if a remote device connects. In that case, advertising

stops.

Figure 102. Connected

Initialization parameters

&
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4 OpenThread mode

41 Presentation

411 Panel
The OpenThread main panel is organized with three tabs, Commands, Scripts, and Network
Explorer.

Figure 103. OpenThread - Command tab

Commands Scripts Network Explorer

Command Q

Command Parameters Details

0 . Start geript recerding Connect a device first
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Figure 104. OpenThread - Script tab

Commands Scripts Network Explorer

Script

Generate report

Connect a device first

The first two tabs have one common bottom area, the terminal area.

Figure 105. OpenThread - Network Explorer tab

Panld |0x1234
Channel [12 0K
LOGGER
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Figure 106. OpenThread common bottom area

4.2

The terminal area is used to show the messages exchanged between the application and
the target. We can see the commands sent to the target and the responses received from
the target. Those messages can be cleared with the rubber icon.

The bottom line with $ character is a command line. The user types the command with the
parameters and presses <Enter> to send the command. The command sent with this line
are recorded in the history file and can be recalled with up and down arrows. This history
can be deleted with the trash icon.

One other way is using the commands list and parameter area to fill the line, then the user
can modify the line and send a command with the entering key. The commands list and
parameters area are described in the chapter Commands tab.

Commands tab

This tab is dedicated to the OT commands and parameters. The top area gives access to
the commands list and parameters. Some commands can be used to read and send values,
others are only commands sent to the OpenThread stack.

Figure 107. OpenThread command-tab - top area

Command

m Network Explorer

¥ autostart coap - Parameters Details
bufferinfo Perform a coap action
channel
» child
childmax method CoAP method to be used (GET/PUT/POST/DELETE).
childtimeout address IP address of the CoAP server fo query.
— i URI String of the resource on the CoAP server
type Switch b (con”) and nom (default).
ctert payload In case of PUT/POST/DELETE a payload can be encapsulated.
stop
» commissioner
contextreusedelay
. ‘Stait soript recording

3

For commands used to send data, the SEND COMMAND button sends the command with
parameters to the target.

For commands able to read information, two buttons are available: READ, SEND. The read
button sends the command without parameters to read the value, the SEND COMMAND
button sends the command with parameters to the target.
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Figure 108. Script buttons

| 0 . Start acript recording

The Start script recording and Add pause in script buttons allow saving a script. This part is
described in Section 4.3: OpenThread scripts tab.

Figure 109. Command list

b autostart
bufferinfo
channel

» child
childmax
childtimeout
coap

resource
start
stop

b commissioner

contextreusedelay

The command list is arranged in alphabetical order, and accessible from the tree, for
example below the coap command, there are coap resource, coap start, and coap stop
commands.

Figure 110. Command details

coap - Parameters Details

Perform a coap action

Parameter Value nfa

T

method | | Coap method
address | | Coap target address
uri | | Coap uri

payload | | Coap payload

type | | Connection type

The command name and the definition are in the upper part of the command details area.
Below is one table of parameters with the parameter name, there is one writable field to
define the value and information concerning this parameter.
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4.3 OpenThread scripts tab

The OpenThread scripts tab is used to launch the script stored in a text file.

Figure 111. Scripts tab

|IIiiiiiiiiiiiiiiiilliiiiiiiiiiiiiiii

Script

Generate report

[VAMMS_MCD_TOOLS\05_BLE_Radio_Control_Specific\7-Sprint Release\00 test files\0T_Nod

START SCRIPT

The scripts use the same syntax as Bluetooth low energy scripts. The OpenThread
specificities are described in this chapter. Consult the Bluetooth low energy script
description in Section 3.4: Scripts on page 40 for general information.
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4.3.1

43.2
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OpenThread script example

Figure 112. Sample script

#STM32CubeMonitor-RF sample script

# OpenThread Ping Node Script

#Pause command

Pause (“Ready to start the test”)

#Send reset command:

Send (reset)

#Set channel

Send (channel 11)

#Set the PAN ID:

Send (panid 0x1234)

#Bring up the IPvé6e interface:

Send (ifconfig up)

#Start Thread protocol operation:

Send (thread start)

#Wait for a few seconds and verify that the device has become a
Thread Leader:

wait (5000)

#check state

Send (state)

#ipaddr

Send (ipaddr)

List of script commands

The OpenThread scripts use the same commands as Bluetooth low energy, but the Send
command is modified to send Thread commands.
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The OpenThread commands are sent with the instruction Send:
Send (OPENTHREAD CMD_NAME ParameterlValue Parameter2Value)
The part inside brackets is the command line to send.

4.4 Network Explorer tab

This feature can only be used if the DUT has the Thread_Cli_cmd firmware to be able to
copy data from the UART to the OpenThread command-line interpreter. Refer to
Section 2.2.1 for further information about firmware.

This tab is dedicated to the exploration and the display of the network to which the DUT
device is attached. The representation of the network is displayed in the central area. There
are some basic control functions in the up-left corner of the pane and just below there is
information on the selected node in an Infobox plus logs of the exploration.

Figure 113. OpenThread network explorer tab

‘m Scripts Network Explorer

e

Pid o BHtrols B
Channel (12 )

D
Nickname n
manberice
Role

Lester InfObOX
n

EE}

MAC address

423463c29c253704

pochieerLog area
Ihh'lhmr

-

441 Controls

Figure 114. Auto connection functions

Channel (12

Panld (0x1234 |

., e
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The network explorer tab easily configures the panld and channel of the DUT device.

The panld is entered in hexadecimal format, with no need to specify 0x. The value must be
contained between 0x0000 and Oxfffe. The value Oxffff means a non-configured panid.

The channel is defined in decimal format and must be contained in [11;26]. The panld must
be configured before configuring the channel.

For both parameters, if the filled value is in the wrong format, nothing is changed, and the
actual value of the device remains displayed. Moreover, if a network exploration is ongoing
neither parameter can be changed.

At the first connection of the DUT or when switching to the network explorer tab, the tool
checks the current values of both parameters and displays them in the fields as information.

Figure 115. Project and background management

T

The two menu buttons on the top of the control area give control to the project itself and the
background image.
The Project menu proposes three choices:

1.  The New choice cleans the current session by resetting the display area and stopping
the ongoing exploration if there is one.

2. The Open choice opens a file explorer to choose a backup of a project to use in the
session. When a project is loaded from the Open choice box there is a two-step
process:

—  The saved image is first restored as the background of the right area.

— Then when a scan is started, if a device that has been saved in the project is
detected, it is instantaneously displayed at its last place with its former nickname.
This association is based on the unique MAC addresses of the devices.

3. Save choices save the current project. In this backup, there are the background image,
the location of the icons on that image, and the nicknames of the devices.

The Background menu allows either to:

e Remove the background image.

e  Open afile explorer to put an image in the display area as a background.

Figure 116. Explore and size choice controls

D =

78/103

Once the DUT device is connected to a Thread network, the EXPLORE button starts the
network exploration sequences. It turns to STOP when the exploration is ongoing.

The choice box at the left of the EXPLORE button allows choosing the size of the icon
between three standard sizes: Small, Medium, and Large. It can be changed at any time.
The size of the icons is adapted according to the dimensions of the background image.
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4.4.2 Display area

Figure 117. Display area
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The result of the network exploration is displayed with icons representing the devices of the
network and their links. Each icon gives 3 types of information:

1. The role is given by the color of the borders and the logo (pink for a Leader, cyan for a
Router, and green for a Child).

2. The ID is given by the number on the right side of the logo.
3. The eventual nickname is written above the logo.
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Figure 118. Zoom and motion controls
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In the display area, it is possible to make several kinds of movement:

e Anicon can be moved everywhere inside the right area by simply holding the left click
of the mouse. It turns gray if dragged on another icon and is automatically replaced if
dropped on another icon to avoid overlays.

e  Zoom in or out is done with the mouse wheel. The motion is centered on the mouse
pointer.

e The whole content of the right area can be moved by holding the right click of the
mouse. There are constraints to this movement though because what defines the
background of the area (imported image or default blank background) cannot go
completely off the area.

e  Adouble click (left) anywhere on the area centers the background and restores zoom
x1.
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4.4.3 Infobox
Figure 119. Infobox
Nickname
|mainDevice Im
Role
Leader
1D
33
MAC address
|42d463e29c2337bd |
An Infobox can be instantiated just below the control area by clicking on the concerned icon.
It allows modification of the node nickname and indicates its role, ID, and MAC address.
4.4.4 Log area

Figure 120. Log area

LOGGER

LOG at 15:57-00 -
Router 1D: 0
Role: Router
Meighbors:
Router 7e524b8c38ff627a
Router 42d463e29c2537bd
Mo children
Router 1D: 7
Role: Router
Meighbors:
Router 8644feb7f7e82b30
Router 42d463e29c2537bd
Mo children
Router 1D: 33
Role: Leader
Meighbors:
Router 8644feb7f7e82b30
Router 7e524b8c38ff627a
Children:
Child 1

LOG at 15:56:54 :

3

UM2288 Rev 9

The log area is in the bottom-left part of the tab. It prints the last two exploration results of
the network in a written form. This area is updated after each new exploration.

81/103




802.15.4 RF test mode UM2288

5 802.15.4 RF test mode

51 Presentation

The RF test panel performs the 802.15.4 radio-frequency tests on the main device. Three
test modes are available: transmitter (TX), receiver (RX), and packet error rate (PER):

e The TX test sets the device in emission (TX continuous).
e The RX test sets the device in reception.

e The PER test sets the device in reception and one additional device is used as a
packet generator.

Figure 121. Test mode selection

STM32CubeMonitor-RF X

- O
Seitings Device Help n “ , 'k m

@ s -

Select test mode

'.é.' Transmitter test (TX)
Packet error test (FER)

Receiver test (RX)

Connect a device first

The user selects the mode by checking the radio button and press the SELECT TEST
MODE key to switch on the new panel.

To change the mode, it is necessary to come back to this panel. There are a Back key and a
breadcrumb link in each test panel to come back to this Test mode selection panel.

3
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5.2 Transmitter test (TX) mode

This test mode configures the 802.15.4 device in emission. Two TX modes are available,
Frame mode and Continuous modulated mode.

Figure 122. Transmitter test mode

] sTM32CubeMonitor-RF — ] X
F’:‘% STM32CubeMonitor-RF Settings ~ Device  Help oy « o7

PHY valid CLI version:v1.8.1

) O oo

Transmitter
Power level | +6 dBm - |
TX Freguency | 2405 MHz (Channel 11) v |
T Mode Frame - | - | ?
Frame
e Back Continuous modulated
Test measurement
The user must:
e  Select the power level (+6 dBm to -21 dBm).
e  Select the TX frequency (channel11 - 2405 MHz to channel 26 - 2480 MHz).
e  Select the TX mode, Frame, or Continuous modulated.
5.21 Frame mode

3

This mode allows the user to send a MAC frame. Either the user selects one frame available
in the pick list or it fills itself the field.
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Figure 123. Field and picklist defining the frame

TX Mode Frame = | |0x0C,0x01,0x00,0x01,0x11,0x12,0x13,0x14,0x15,0x16,017 100 v |2

05c0C,001,00¢00,0x01,0x1 1,00 12,021 3,001 4,00 15,016,017 100

(Tx to Rx turnaround time) 0x0C,0x21,0x00,0xA1,0x11,0x12,0x13,0x14,0x15,0x16,0x17 100

(Ack required - a second board in RX_start is mandatory) 0x0C,0x61,0x98,0x00,0x81,0xB2,0xB3,0xB4,0xB5,0xB6,0xB7 100 10

(Data Frame type and Ack required - a second board in R¥_start is mandatory) 0x0D,0x61,0x98,0:00,0xD1,0xD2,0xD3,0x04,0xD5,0x06,0xD7,0xD& 100 10

(MAC command Frame type and Ack required - a second board in RX_start is mandatory)0x0E,0x63,0x98,0x00,0xC1,0xC2,0xC3,0xC4,0xC5,0xC6,0xC7,0xC8,0xCI 100 10
(Used for validation) 0x25,0x01,0x00,0x01,0xC0,0x7 3,0xBD, 0x69,0x37,0x15,0x72,0x 1E,0x85,0x29, 046, 0xA2, 0xBF, 0x27,0x91,0x8B, 0x4C,0x2A,0:05,0x37,0x 58, 0xB2, 0xFF, 0x5C, 0x6E,0x24,0xBE, 0x3 |
(Big frame size) 0x3F 0x41,0x98,0x00,0xA1,0xAZ,0xA3 OxAd, 0xA 5, 0xA6,0x01,0x02,0x03,0%04,0x03,0x06,0x07,0x08,0x0%,0x0A, 008,00 C, 00D, 0x0E, 0c0F 051 0,0x11,0x1 2,013, 01 4,0x1 3,0x16,0x
(Biggest frame size) 0x7F,0x41,0x98,0:00,0xA1,0xAZ 0xcA3, Ox A4, 0xcAS5, 0xAB, 00 1,0x02,0x03,0x04, 0:05,0x06,0x07,0:08,0x09,0x0A,0x08, 0x0C, 0x0 D, 0x0E,0x0F, 0x 10,01 1,01 2,051 3,0:14,0x1 5,0x1

Note: In the picklist, there is the frame required for Tx to Rx turnaround time certification test.
The help information is visible with a mouse-over in the question mark on the right side of
the field.

Figure 124. Help frame information
0xc0C, 00c07,02c00,00¢07,0c7 1, 0012, 001 3,00¢14, 001 5,001 6,017 100 * |7

Send the specified MAC frame:
Exemple: 0x0B,0x41,0x938,0:00,0xA7,0xA2, 0xA3, DAL 0xAS, 0xAG 100 00 DxdA
Format: Fram ption 1 | Option 2 | Option 3 | Option 4
Frame: st by ength.
2nd byte is MAC FCF byte 1.
bits 0-2 : Frame type : 000 beacon.
001 data.
010 Acknowledgment.
011 MAC command.
bits 3 : Security enabled.
bits 4 : Frame pending.
bits 3 : Ackrequest.
bits & :Intra PAN.

bitz 7 :Reserved.
3rd byte is MAC FCF byte 2.
bits 0-1 : Reserved.

bits 2-3 : Dest addr. mode.
bits 4-5 : Frame version.
bits 6-7 : Source addr. mode.
Ath byt equence number.
oth byte to last one minus 2 for MAC data.
Last 2 bytes for MAC FCS (CRC) must not be entered as they will be added by HW.
Option 1: Mumber of frames to be sent (default = 1).
Option 2: Delay between 2 consecutive frames in ms (default = 0).
Option 3: If not 0 then stop transm n when Tx result is not 0x00 (default = 0 = continue).
Option 4: RSSI threshold in HEXA to apply during transmition (default = 0x20).

The START TX button is enabled when the frame in the field is valid. Press the start button
to launch the transmission, the button is disabled until the frame is transmitted.
5.2.2 Continuous modulated mode

This mode transmits a continuous signal where pseudo-random binary sequence (PRBS)
data is sent over PHY PDU.

Press the START TX button to launch the transmission. The label of the button is switched
to STOP TX and allows the user to stop the transmission.
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Figure 125. Continuous modulated test mode

TX Mode

| Continuous modulated v | PRBS data is sent over PHY PDUs

5.3 Receiver test (RX) mode

This test mode configures the device in reception and requires an external generator.

Four tests are available:

1. PER (Packet Error Rate): Requires an external frame generator.

2. LQI (Link Quality Indicator): Requires an external frame generator.

3. ED (Energy Detection): Requires an external continuous wave generator.

4. CCA (Channel Clear Assessment): Requires an external frame generator.
Note: LQI, ED, and CCA tests are available with PHY valid CLI version v1.8.1 and upper.

Figure 126. Receiver test mode

[ sTM32CubeMonitor-RF

— O
L8 STM32CubeMonitor-RF setings  Device  Help oy < o7

bd

PHY valid CLI version - v1.8.1

G CE oo

Receiver

RX Frequency

Test mode

O o

Test measurement

NB frames received |
RSS! (last received packet) ]

LQI (last received packet) ]

| 2405 MHz (Channel 11) -
PER (Packet Error Rate) -
PER (Packet Error Rate)
LI (Link Quality Indicator)
START RX
ED (Energy Detection) -

CCA (Channel Clear Assessment)

3
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5.3.1 Packet error rate (PER) test

This test requires an external frame generator and to follow the procedure as below:
e  Select the channel to be tested.

. Press the START RX button; the device enters in receiver mode and the button switch
to STOP RX.

e  With one external generator, send the frames to test in the frequency selected above.

¢ Onthe application side, the frames received appear in a gray part. This part is available
from PHY valid CLI version v1.8.0 and upper.

Figure 127. PER frames received

Test measurement Testing

NB frames received
RSSI (last received packet)

LQI (last received packet)

A S B o e el L 0 Ol s ML,
InfolRX length0x0C], RX FCF[0x9861], RX FCS (CRC){0xDC8E], RSSI{-49], LQI{168]
Fram[0x0C, 0x61,0x98,0x00,0xB1,0xB2,0xB3,0x24, 0xB5,0xB6,0xE7.0xE8, 0xDC]
Multiple buffer{index:0], usage[1]]
Fram[0x0C,0x61,0x98,0x00,0xE1,0xB2,0xB3,0xB4,0xB5,0xB6,0xB7.0x88, 0xDC
Multiple buffer{index:[0], usage[1]]
Fram{0x0C,0x61,0x98,0x00,0x81,0xB2,0xB3,0xB4,0xB5,0xB6,0xB7.0x88,0xDC]
Multiple buffer{index:[0], usage[1]]
Fram[0x0C,0x61,0x98,0x00,0xB1,0xB2,0xB3,0xB4,0xB5,0xE6,0xB7,0x8B,0xDC]
Info[RX length:[0x0C], RX FCF.[0x9861], RX FCS (CRC).[0xDC8B], RSS1[-49], LQI[168]]
Fram[0x0C,0x61,0x98,0x00,0xB1,0xB2,0xB3,0xB4,0xB5,0xB6,0xB7,0x8E,0xDC]
Multiple buffer[index:[0], usage:[1]]
Fram[0x0C,0x61,0x98,0x00,0xB1,0xB2,0xB3,0xB4,0xB5,0xB6,0xB7,0x8B,0xDC]
Multiple buffer[index:[0], usage:[1]]

e  Once the frames are completely sent, press the STOP RX button. The three fields NB
frames, RSSI, and LQI are filed. The button switches to START RX.

Figure 128. PER frame reception completed

73

<L | STARTRX

Test measurement

NB frames received 100
RS3 (last received packet) -49
LQI (last received packet) 168

i gy

nb packet]100]

nb rejected packet[0]
nb fittered packet:[0]
nb RF lock failed :[0]

Last good Frame received:

[0x0C 0x61,0x98,0x00,0xB1,0xB2,0xB3,0xB4,0xB3,0xB6,0xB7,0x88,0xDC]
Context after last good Frame:

RX length:[0x0C], RX FCF[0x3861], RX FCS (CRC):[0xDCSE], RSS1[-49], LOK{168]]

In last good Frame received:

RSS1[-49]
LQk[168]
e According to the number of frames sent, the PER can be calculated with the value in
the NB frames received field.
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5.3.2

Link quality assessment (LQI) test

This test requires an external frame generator and to follow the procedure as below:
e  Select the channel to be tested.

e  Either the measurement is done in continuous (default mode) or step by step by
checking the Single measurement item.

e With one external generator, send the RF signal to test in the frequency selected
above.

. Press the START RX button to launch the LQI measurement.

e The instantaneous measurement appears on the right side and is also reported in the
chart.

Figure 129. LQl measurement

RX Frequency

Test mode

e Back

Lal

Test measurement

23276 17:02:24250 17.02:24.820 17:02:32356 170243108 170252266 170302180 170220851 170220803 170332455 170333012

2405 MHz (Channel 11) -

LI (Link Quality Indicator) v Single measurement

Link Quality Indicator measurement

255

5.3.3

3

Energy detection (ED) test

This test requires an external frame generator and to follow the procedure as below:
e  Select the channel to be tested.

e  Either the measurement is done in continuous (default mode) or step by step by
checking the Single measurement item.

e  With one external generator, send the RF CW signal in the frequency selected above.
e  Press the START RX button to launch the ED measurement.
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The instantaneous measurement appears on the right side and is also reported in the chart.

Figure 130. ED measurement

RX Freguency 2405 MHz (Channel 11) A
Test mode ED (Energy Detection) - Single measurement
@ s

Test measurement

Energy Detection measurement

255

ED

5.3.4 Channel clear assessment (CCA) test

This test requires an external frame generator and to follow the procedure as below:
e  Select the channel to be tested.

e  Either the measurement is done in continuous (default mode) or step by step by
checking the Single measurement item.

e  With one external generator, send the RF signal to test in the frequency selected
above.

. Press the START RX button to launch the CCA measurement.

3
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The instantaneous measurement appears on the right side and is also reported in the chart.

Figure 131. CCA measurement

RX Frequency 2405 MHz (Channel 11) -

Test mode CCA (Channel Clear Assessme... = D Single measurement
@ s
Test measurement
Clear Channel Assessment measurement
) O
:}
=)
3
o

¥ ZL8
FFETLE0L

54 Packet error rate (PER) mode

This mode configures the device in reception and one other device to play the role of the
generator.

The tool makes three measurements:

e RSSI: Received Signal Strength Indication

e LQI Link Quality Indicator

e PER: Packet Error Rate - computed with the number of frames received and the
number of frames sent

100 x (Number of Frames sent - number of frames received) / Number of Frames sent
Four steps are necessary:
e  Connect the additional device for playing the role of a packet generator (tester).
e  Configure the parameters of the tester.
e  Configure the parameters of the device under test (DUT).
e Configure the measurement.

3
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5.4.1 Connecting the additional device to play the role of a packet generator
(tester).

Figure 132. Packet tester connection

bd

[ sTM32CubeMonitor-RF

- o
L8 STM32CubeMonitor-RF Selngs  Device  Help oy < o7
) O oo

PHY valid CLI version - v1.10.0

Test mode > Packet Error Rate (PER)

Connect tester

PHY CLIversion: 1.0

Disconnect 2nd device to change test mode CONFIGURE TESTER

Test measurement

Channel

PER (%) [ )
NB frames received | |
R3S (last received packet) ( ]

LQI (last received packet) ( ]

o Plug one additional device in the computer (same requirements as the first device,
refer to Section 2.2).

e  Select the serial port to use in the picklist.

e Click on the CONNECT key, the device information must appear on the right side of the
connect key.

When the second device is connected, it is not possible to change mode. The user needs to
disconnect the device first and then use the back button.

Click on CONFIGURE TESTER to set the tester parameters.

3

90/103 UM2288 Rev 9




UM2288 802.15.4 RF test mode

5.4.2 Configure the parameters of the tester.

Figure 133. PER tester configuration

[ sTM32CubeMonitor-RF

X

- O
F’!‘||= STM32CubeMonitor-RF Settings  Device  Help n oy k o7
(({l))) _ ST LEET PHY valid GLI version - v1.10.0

Test mode > Packet Error Rate (PER) > Configure tester

Configure tester (COM12)

Power level | +6 dBm hd |
TX Freguency | 2405 MHz (Channel 11) v |
@ o

Test measurement

Channel

PER (%) ( )

NB frames received | |

RSS! (last received packet) ( )

LQI (last received packet) ( ]

The user must:
e  Select the power level in the pick-list Power Level.

e  Select the frequency in the pick-list TX frequency. This parameter is used only for the
single measurement mode, it is not used for continuous or multiple channel modes. It is
applied to the tester device.

Click on CONFIGURE DUT to set the Device Under Test configuration.

3
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5.4.3 Configure the parameters of the device under test (DUT).

Figure 134. DUT configuration

[ sTM32CubeMonitor-RF

- ]
FE‘IF STM32CubeMonitor-RF Setiings  Device  Help oy < G5
) O o

X

PHY valid CLI version :v1.10.0

Test mode = Packet Error Rate (PER) = Configure tester = Configure DUT

Configure Device Under Test (DUT) (COM15)

RX Frequency | 2405MHz (Channel 11} = |

@ =

Test measurement

Channel

PER (%) ( )

MNB frames received | |

RSSI (last received packet) ( )

LQI (last received packet) ( )

The user must:
e  Select the frequency in the pick-list RX frequency. It is the frequency of the DUT.

Click on CONFIGURE PARAM to set the test configuration:

3
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54.4 Configure the measurement.

Figure 135. PER test parameters

STM32CubeMonitor-RF X

- O
Settings Device Help n u , 'k m

(t(l})) _ _ PHY valid CLI version : v1.10.0 I

Configure Device Under Test (DUT) (COM15)

RX Frequency 2405 MHz (Channel 11)

Back

Test measurement

Channel

PER (%)

NB frames received

RSSI (last received packet)

LQI (last received packet)

Three measurement modes are available:

e Single measurement measures once the frame number is defined. The frequency of
the tester is the one defined in panel PER tester configuration (TX frequency). The
frequencies of DUT are as defined in the DUT configuration panel.

e Continuous measurement repeats the measurement on frames number until the user
presses the Stop Test key. The frequency of DUT and Tester is the same, it is the one
defined in the panel DUT configuration.

¢ Multiple channels measure the frequency defined in the Fill channel list field. The
default values are 171-26 this means all channels in the range 11 to 26. It is possible to
use a comma to define channel by channel: 12,15,24 or mix both: 11,74-20,25,26. The
user can interrupt the test with the Stop Test key.

The result of continuous and multiple channel measurements can be saved in a csv file. The
user must check the Save test verdict in file checkbox and must define the name of the file
by the SELECT FILE key before starting the test.

3
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Table 3. Measurement setting
Measurements Single Continuous Multiple channels
Continuous
measurement Unchecked Checked Checked
checkbox
Multiple Channels Unchecked Unchecked Checked
checkbox
Save test verdictinfile |\, ., iapie Available Available
checkbox
Three display modes are available:
1. Standard display
There are the PER and RSSI values, and LQI for one channel.
Figure 136. Standard display
€
Test measurement Testing § & |Lalil
Channel 13
RSS! (last received packet) 23 NB frames received 20
255 PER (%) |

LQI (last received packet)

2.  Chart display
In the same chart, there are the PER value, RSSI value, and LQI for channels that the user

defines.

Figure 137. Chart display
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Test measurement
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3. Large display

It is possible to switch from a PER display to RSSI and LQI with the arrow icons on the left
or right side.

Figure 138. Large PER display
Q= TSt

Test measurement

PER  (Channel 26)

Figure 139. Large RSSI display
Q- maTTesT

Test measurement

RSSl  (Channel 28)

. -77dBm

Figure 140. Large LQI display
@~ AT TEsT

Test measurement

LQl  (Channel 26)

R33l1 PER
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6 802.15.4 Sniffer

6.1 Presentation

The 802.15.4 sniffer allows the user to detect and log 802.15.4 packets between the devices
communicating in the neighborhood of the sniffer device. Packets captured by the device
are logged and formatted in a readable format, thanks to Wireshark, an external free
software tool.

6.2 Prerequisite

6.2.1 Sniffer device

To configure the device as a sniffer, refer to Section 2.2.3: VCP device. Once done, connect
the STM32WBx5 Nucleo board to the host computer using the USB_USER connector.

Make sure that the 5 V sources jumper connector is plugged into the USB MCU.

6.2.2 Wireshark

Install Wireshark v2.4.6 or later available from http://www.wireshark.org and add installation
path to the path environment variable if it is not already done.

Once done, the user must copy the python sniffer script stm32cubeMonRf_sniffer.py and
the associated stm32cubeMonRf_sniffer.bat file in the Wireshark extcap directory. Files are
available in the sniffer directory where the tool is installed, by default for Windows: \Program
Files (x86)\STMicroelectronics\STM32CubeMonitor-RF\sniffer.

Wireshark extcap path is available in the Help/About Wireshark menu under the Folders tab.

Note that for macOS and Linux, the stm32cubeMonRf_sniffer.py file must have the execute
permission.

6.2.3 Python

Install python v2.7.x or later available from https://www.python.org/downloads and add
installation path to the path environment variable if it's not already done.

The user also needs to install the python serial port extension, pyserial, available from
https://pypi.org/project/pyserial.

3
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6.3 Setup verification

The sniffer can be invoked using the 802.15.4 SNIFFER button available on the welcome
screen or through the Settings/mode menu available in the menu bar. In both cases, the tool
checks that the prerequisites are fulfilled.

If it is not the case, the user is asked to correct it. Otherwise following pop-up window is
displayed. To launch the sniffer, click on the LAUNCH button.

Figure 141. Prerequisite check

I} 202.15.4 sniffer ¥

Setup verification

Checking host configuration

- Found compatible Wireshark version 3.4.2
- Found compatible Python version 3.8

- Found compatible Pyserial version 3.4

- Found sniffer compatible device on COM3

Check stm3Z2cubeMonRf_sniffer.py and .bat are copied in the Wireshark extcap directory
Files are avaible in C:\Program Files (xB6)\STMicroelectronics\STM32CubeMonitor-RF\sniffer
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6.3.1 Sniffer Launch

Once Wireshark is launched, the user is proposed to choose the interface to sniff.

Figure 142. Wireshark interfaces

M Wireshark - o X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

Adm 4@ RE ] T s EElaqaH

(M [4pply a dispiay fiter ... <Ctrl-f> -]+

Welcome to Wireshark

Capture

using this filter: [ [ [Enter a capture fler | |allinterfaces shown >

NdisWan Adapter: Local Area Connection® 7
Intel(R) Ethernet Connection (2) 1218-LM: Local Area CONNEction . a Aha s heetsmt s Ao A Ao s L
Freescale Metwork Driver: Ethernet 3
Zscaler Network Adapter 1.0.2.0: Ethernet 2
NdisWan Adapter: Local Area Connection™ 8
NdisWan Adapter: Local Area Connection® &
Adapter for loopback traffic capture - . A
Intel(R) Ethernet 1210-T1 GbE MIC: Local Area Connection 2

@® COMS - STM32CubeMonitorRF 802.15.4 sniffer

Learn

User's Guide - Wiki - Questions and Answers - Mailing Lists

# prétpour charger ou capturer No Packets Profile: Default

6.3.2 Select interface

Choose the interface corresponding to the device configured for sniffing by clicking on the
wheel.

Figure 143. Wheel

(= COpS - STM32CubeMonitorBF 302.15.4 sniffer

3
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6.3.3 Configure channel.

The user is asked to choose the channel to be sniffed.

Figure 144. Channel choice

M Wireshark - Interface Options: COMS - STM32CubeMonitorRF 802.15.4 sniffer

Channel | 11|

Save parameter on capture start

Restore Defaults Close

Help

6.3.4 Start sniffing.

Once the channel is selected, click on start. Sniffed packets list appears at the top of the
tool, details of the selected packet in the middle, and packet byte in the bottom.

Figure 145. Sniffing

£ Capturing from COMS - STM32CubeMonitorRF 202.15.4 sniffer - ml 4
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
mae RE Qe=2=Z2FTL5|Eaaand

|I‘F3:v-:é:s:é-.‘:e'.. <Ctrl-/> =+ | '1 +
No. Time Source Destination Protocol Length Info

1 9.600000 Broadcast IEEE 882.15.4 38 Beacon Request

2 ©.534256 Bx0000 Broadcast ZigBee 76 Data, Dst: Broadcast, Src: @xeese

3 ©.988592 ox8000 Broadcast ZigBee 79 Command, Dst: Broadcast, Src: @x0eee

4 1.870672 Bx0B68 Broadcast ZigBee 76 Data, Dst: Broadcast, Src: @x@0e0

5 1.336233 BxB008 Broadcast ZigBee 79 Command, Dst: Broadcast, Src: @xooes

6 1.588096 Ox0000 Broadcast ZigBee 76 Data, Dst: Broadcast, Src: @x@eee

7 1.637888 Bx0Be8 Broadcast ZigBee 79 Command, Dst: Broadcast, Src: @xBees

8 1.993680 BxB008 Broadcast ZigBee 79 Command, Dst: Broadcast, Src: @xooes

9 14.998368 Ox0000 Broadcast ZigBee 75 Command, Dst: Broadcast, Src: @x@eee
< >

Frame 1: 38 bytes on wire (384 bits), 38 bytes captured (384 bits) on interface wireshark extcap1652, id @
IEEE 382.15.4 TAP
IEEE 882.15.4 Command, Dst: Broadcast

o909 B0 BB 1c oo DN @4 6@ @@ @@ 3T 43 @3 00 83 00 - | Es
od 00 00 00 @a 00 OL 00 70 00 00 0 03 08 cc ff p
ff ff ff 87 bf 1

@ ¥ cOMS - STM32CubeMonitorRF 802, 15.4 sniffer: <ive capture in progress> Packets: © - Displayed: 9 (100.0%)

Profile: Default
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Appendix A Beacon configuration format

The beacon configuration file is binary. Its content is explained in Table 4.

Table 4. Beacon configuration format

Byte # Name Value Description
Address type:
o | marssspe | 012 0o et cress
2 = static address provided in the block
1-6 Address address static address for the beacon. Valid only if the address

type is 2.

Tx power to be used for the beacon.
7 Tx power 0x00-0x1F Value PA_Level of command
ACI_HAL_SET_TX_POWER_LEVEL: 0 to 31

B 0: No additional feature

eacon ) .

8 additional feature Oor1 1: TLM activated
Other values reserved

Advertising

9 payload length 13-32 Length of payload data
Advertising Beacon advertisement payload, to be inserted in the
10 - 41 - A
payload advertisement
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Revision history

Table 5. Document revision history

Date Revision Changes
27-Nov-2017 1 Initial version
Updated:
— Introduction
— Section 3.3.2: Test mode receiver (RX)
Added:

— Two tables: Table 2: Specific AD encoding for code
example and Table 3: Search filtering

25-Jan-2018 2 — Twelve new figures

— Section 3.2.1: How to send an ACI command
— Section 3.2.2: Search function

— Section 3.4.4: Script report

— Section: Pause command in the script

— Section 3.5.3: Advertising change for OTA in ST
example

Complete content reorganized to explain tool support to
23-Aug-2018 3 the original Bluetooth low energy mode in Section 3 and
the new OpenThread mode in Section 4.

Updated:

— Section 4: OpenThread mode and most of the figures
13-Feb-2019 4 with new version tool

Added:
— Section 5: 802.15.4 RF test mode

Updated:
— Tool version 2.4.0

— Section 3.5: OTA transfer simplified. Details are
reported in the application note.

Added:

30-Mar-2020 6 — Support of STM32WB35 with updated paths
— Section 4.4 on Thread network exploration feature

Updated:

— Tool version 2.6.0

Added:

Six new sections:

— Section 5.2.1: Frame mode

— Section 5.2.2: Continuous modulated mode

12-Jul-2019 5

12-Nov-2020 7

— Section 5.3.1: Packet error rate (PER) test
— Section 5.3.2: Link quality assessment (LQI) test
— Section 5.3.3: Energy detection (ED) test
— Section 5.3.4: Channel clear assessment (CCA) test
dealing with all the applicable tests in the Transmitter
test (TX) mode and Receiver test (RX) mode
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Table 5. Document revision history (continued)

Date

Revision

Changes

8-Feb-2021

All modifications linked to new feature 802.15.4 sniffer
Updated:

— Introduction

— Section 1.2: Welcome screen with Figure 1

— Section 2.2.3: VCP device

— Figure 61, Figure 62, Figure 65, Figure 105, and
Figure 114

Added:

— Section 6: 802.15.4 Sniffer with Figure 141 to
Figure 145

22-Jul-2021

All modifications linked to new tool version 2.8.0

Updated:

— Section 2.2: VCOM / UART connection

— Section 3.3.3: PER

— Section 3.4.3: Scripts modification

— Section 3.5.3: Use the tool to perform an OTA update

— Section 3.6.3: Configuration of the beacon with
STM32CubeMonitor-RF

— Figure 61, Figure 62, Figure 65, and Figure 80 to
Figure 82
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