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Thank you for choosing the QNAP products! This user manual will introduce you how to use
the VioStor Central Management System (CMS) server and client applications. Please
follow the instructions in this user manual and start to enjoy the powerful VioStor CMS
system.

Note:

® This user manual contains the instructions for using the QNAP CMS server and software.
Some features are only available on specific models. The model you purchased may not
support these features.

® The CMS hardware/server is hereafter referred to as the CMS Server, and the central
management software is referred to as the CMS Client.
This user manual (version 1.0.1) is only applicable for the CMS Client version 1.0.1.
In order to support the full functions of CMS Client version 1.0.1, please use the VioStor

NVR firmware version 4.1.0 or later versions.

Legal Notice
All the features, functionality, and other product specifications are subject to change
without prior notice or obligation. Information contained herein is subject to change

without notice.

QNAP and the QNAP logo are trademarks of QNAP Systems, Inc. All other brands and
product names referred to are trademarks of their respective holders. Further, the ® or ™

symbols are not used in the text.

Limited Warranty

In no event shall the liability of QNAP Systems, Inc. (QNAP) exceed the price paid for the
product from direct, indirect, special, incidental, or consequential damages resulting from
the use of the product, its accompanying software, or its documentation. QNAP makes no
warranty or representation, expressed, implied, or statutory, with respect to its products or
the contents or use of this documentation and all accompanying software, and specifically
disclaims its quality, performance, merchantability, or fitness for any particular purpose.
QNAP reserves the right to revise or update its products, software, or documentation

without obligation to notify any individual or entity.




Note:

® Back up the system periodically to avoid any potential data loss. QNAP disclaims any
responsibility of all sorts of data loss or recovery.

® Should you return any components of the product package for refund or maintenance,
make sure they are carefully packed for shipping. Any form of damages due to improper
packaging will not be compensated.
Please read the safety warnings and user manual carefully before using this product.
This product can only be used with the power supply provided by the manufacturer.
Please contact qualified technicians for any technical enquires. Do not repair this
product by yourself to avoid any voltage danger and other risks caused by opening this
product cover.

® To avoid fire or electric shock, do not use this product in rain or humid environment.

Do not place any objects on this product.




Regulatory Notice

C

The QNAP products comply with different FCC compliance classes. Please refer the

FCC Notice

Appendix for details. Once the class of the device is determined, refer to the following

corresponding statement.

FCC Class B Notice

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two

conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may

cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following

measures:

- Reorient or relocate the receiving antenna.

« Increase the separation between the equipment and receiver.

« Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

« Consult the dealer or an experienced radio/television technician for help.

Modifications: Any modifications made to this device not approved by QNAP Systems, Inc.



may void the authority granted to the user by the FCC to operate this equipment.

c £ CE NOTICE

Class B only.



Symbols in this document

This icon indicates the instructions must be strictly followed.

Warning Failure to do so could result in injury to human body or death.

This icon indicates the action may lead to disk clearance or loss OR

Y

Caution failure to follow the instructions could result in data damage, disk

damage, or product damage.

This icon indicates the information provided is important or related

to legal regulations.
Important
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10.
11.

12.

Safety Warning

This product can operate normally in the temperature of 09C-40°C and relative
humidity of 0%-90%. Please make sure the environment is well-ventilated.

The power cord and devices connected to this product must provide correct supply
voltage.

Do not place this product in direct sunlight or near chemicals. Make sure the
temperature and humidity of the environment are in optimized level.

Unplug the power cord and all connected cables before cleaning. Wipe this product
with a wet towel. Do not use chemical or aerosol to clean this product.

Do not place any objects on this product for the server's normal operation and to avoid
overheat.

Use the flat head screws in the product package to lock the hard disks in this product
when installing hard disks for proper operation.

Do not place this product near any liquid.

Do not place this product on any uneven surface to avoid falling off and damage.
Make sure the voltage is correct in your location when using this product. If you are not
sure about the voltage, please contact the distributor or the local power supply
company.

Do not place any object on the power cord.

Do not attempt to repair this product in any occasions. Improper disassembly of the
product may expose you to electric shock or other risks. For any enquiries, please
contact the distributor.

The chassis models should only be installed in the server room and maintained by the
authorized server manager or IT administrator. The server room is locked by key or

keycard access and only certified staff is allowed to enter the server room.

s

Warning:
Danger of explosion if battery is incorrectly replaced. Replace only with the same or
equivalent type recommended by the manufacturer. Dispose of used batteries
according to the manufacturer's instructions.

Do NOT touch the fan inside the system to avoid serious injuries.
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Chapter 1 Introduction
1.1 Overview

The QNAP Central Management System (CMS) is a high performance turnkey solution for
large-scale and multiple-site surveillance projects. The CMS Client is a software utility
designed to manage the QNAP VioStor network video recorders (NVR) and perform live
video monitoring, recording, and playback. The CMS Server supports up to a maximum of
128 multi-server monitoring. Users can monitor up to a maximum of 1024 IP cameras, up
to a maximum of 64 channels per screen. Concurrent independent playbacks and display
controls in four screens are also supported. The CMS Server has the highest compatibility
with the QNAP VioStor NVR series and also supports a variety of brand name IP cameras.
For detailed compatibility list, please refer to:

http://www.gnapsecurity.com/pro compatibility camera.asp
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1.2 Hardware Illustration

CMS-2000:

VioStoross

e @

One Touch Copy button

USB 2.0 (reserved)

LED indicators: HDD1, HDD2, LAN, eSATA
Power button

Power connector

Gigabit LAN x 2

USB 2.0 x 2 (reserved)

Password & network settings reset button

o NG R WD

K-Lock security slot
eSATA(reserved)
USB 3.0 x 2 (reserved)

==
= O
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CMS-4000U-RP:

B Tel Tt

VSM-4000U-RP
Power Connector

USB 2.0 (reserved)

One Touch Copy button

LED indicators: HDD1-4, LAN, eSATA
Power button

Password & network settings reset button
Gigabit LAN x 2

USB 2.0 x 4 (reserved)

USB 3.0 x 2 (reserved)

€SATA (reserved)

Power Connector

o NG R WD

[Ey
©
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1.3 Hardware Specification

CMS-2000:

Model Name

CMS-2000

Number of License

Base: 64, Maximum:1,024

HDD

2 x 3.5" or 2.5"” SATA (Hot-swappable and lockable tray)

CPU

Intel 2.13GHz dual-core processor

RAM

1GB

Operating System

Linux Embedded

Ethernet Port

Gigabit Rj-45 Ethernet port x 2

Dimensions

150 (H) x 102 (W) x 216 (D) mm
5.91 (H) x 4.02 (W) x 8.5 (D) inch

Net Weight

1.74 Kg (3.84 Ib)

Gross weight

2.92 Kg (6.44 Ib)

Temperature

0-40 °C

Relative Humidity

0-95 % R.H.

Power Supply

Input: 100-240V AC, 50/60 Hz
Output: 90W
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CMS-4000U-RP:

Model Name

CMS-4000U-RP

Number of License

Base: 64, Maximum:1,024

HDD

4 x 3.5” or 2.5” SATA (Hot-swappable and lockable tray)

CPU

Intel 2.13GHz dual-core processor

RAM

1GB

Operating System

Linux Embedded

Ethernet Port

Gigabit Rj-45 Ethernet port x 2

Dimensions

44 (H) x 439 (W) x 499 (D) mm
1.73 (H) x 17.28 (W) x 19.65 (D) inch

Net Weight

7.63 Kg (16.82 Ib)

Gross weight

9.55 Kg (21.05 Ib)

Temperature

0-40 °C

Relative Humidity

0-95 % R.H.

Power Supply

Input: 100-240V AC, 50/60 Hz
Output: Redundant 250W

15




Chapter 2 Installing CMS Server

For details on product hardware installation, please refer to the “"Quick Installation Guide”

(QIG) in the product package.

2.1 Browsing CD-ROM

The CMS installation CD-ROM contains the Quick Start Guide, CMS Client, QNAP Finder, and

the user manual.

= QNAF VioStor Central Mansgemnet System ol @

UteStor

Central Managemnet Systam

Quick Start Guide
Instsll QNAF Findor
Install CMS-Clienmt
User Manual
Hrowse CD

Product Website

Exit

Browse the CD-ROM and access the following contents:

e Finder: The setup program of the QNAP Finder (for Windows 0OS).

e CMS Client: The main program of the central management and monitoring system.
e Manual: The user manual of the QNAP VioStor CMS.

The above contents can also be downloaded at the QNAP Security website

(http://www.gnapsecurity.com).

16
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2.2 Hard Disk Drive Compatibility List

This product works with popular brands of 2.5-inch and 3.5-inch SATA hard disk drives.
For hard disk compatibility list, please visit the QNAP Security website:

http://www.gnapsecurity.com/pro _compatibility.asp

Note: QNAP disclaims any responsibility for product damage/malfunction or data
loss/recovery due to misuse or improper installation of hard disks in any occasions for any

reasons.

2.3 IP Camera Compatibility List

For information on supported IP Camera models, please visit the QNAP Security website:

http://www.gnapsecurity.com/pro compatibility camera.asp

17
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2.4

LED Display & System Status Overview

Checking System Status

LED Color LED Status Description
1) A hard drive on the system is being
Flashes areen formatted/initialized.
9 2) The system firmware is being updated.
and red building is i
alternately 3) RAID rebuilding is in process.
4) Online RAID Capacity Expansion is in
every 0.5 sec
process.
5) Online RAID Level Migration is in process.
1) A hard drive is invalid.
2) The disk volume has reached its full
capacity.
3) The disk volume is going to be full.
4) The system fan is out of function.
5) An error occurs when accessing
Red (read/write) the disk data.
6) A bad sector is detected on the hard drive
System Red/ 7) The system is in degraded read-only mode
Status Green (2 member drives fail in a RAID 5 or RAID
6 configuration, the disk data can still be
read).
8) (Hardware self-test error).
Flashes red The system is in degraded mode (one member
drive fails in RAID 1, RAID 5 or RAID 6
every 0.5 sec : .
configuration).
1) The system is starting up.
Z\iﬂez 95“;22 2) The system is not configured.
Yy 3) A hard drive is not formatted.
Green The system is ready.
All the hard drives on the system are in
Off
standby mode.
Orange The system is connected to the network.
LAN Orange Flashes The system is being accessed from the
orange network.
The hard drive data is being accessed and a
Flashes red ; >
read/write error occurs during the process.
HDD (Hard Red/
Drive) Green Red A hard drive read/write error occurs.

Flashes green

The hard drive data is being accessed.

Green

The hard drive can be accessed.




usB

Blue

Flashes blue
every 0.5 sec

1) A USB device is detected.

2) A USB device is being removed from the
system.

3) The USB device connected to the front
USB port of the system is being accessed.

4) The system data is being copied to the
external USB device.

Blue

The USB device connected to the front USB
port of the system is ready.

off

1) No USB is detected.

2) The system has finished copying the data
to the USB device connected to the front
USB port of the system.

eSATAT

Orange

Flashes

The eSATA device is being accessed.

Beep Alarm (beep alarm can be disabled in “"System Tools” > “"Hardware Settings”)

Beep sound

No. of Times

Description

Short beep (0.5 sec)

1

1) The system is starting up.

2) The system is being shut down (software
shutdown).

3) The reset button is pressed.

4) The system firmware has been updated.

Short beep (0.5 sec)

The system data cannot be copied to the
external device by pressing the auto-backup
button.

Short beep (0.5 sec),

long beep (1.5 sec)

3, every 5 min

The system fan is out of function.

Long beep (1.5 sec)

1) The disk volume is going to be full.

2) The disk volume has reached its full
capacity.

3) The hard drives on the system are in
degraded mode.

4) Hard disk rebuilding process starts.

1) The system is turned off by force shutdown
(hardware shutdown).
2) The system has been turned on

successfully and is ready.
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2.5 System Configuration

Setting up the CMS Server
Follow the steps below to install the software of the CMS Server. The following example is
based on the Windows OS.

1. Install the QNAP Finder from the product CD.

B QAP ieStor Central Mamagemnet System R-AR-NEE

Central Managemnet Systam

Quick Start Guide

lnstall QNAP Finder o 4‘\
Install CMS-Client = -

User Manual .

Browse CO /

Product Website :

Exit

2. Run the QNAP Finder. If the QNAP Finder is blocked by the firewall or anti-virus software,

unblock them.
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3. The QNAP Finder will scan for CMS Server(s) that have not been configured on the local
network. The CMS Server can be identified by the model number. Click “Yes” to start

setting up the CMS Server.

<
B QNAP Finder = 8 |
Servers Connect Settings Tools Help

-~

Quick Setup Wizard

The server 'CMS' (10.11.10.66) is not configured yet, do you want
to set it up now?

The Quick Setup Wizard will guide you through the configuration process.

|| Don't ask me this question again, | will set up the server manually.

TNVINOwoUC T TO T TUZT W T UOUTO VO TTZT T UUUUT SOOI UE T
QNAPNVR 10.11.10.197 40.3(6612) VS-4016Pro  00-08-9B-A2-C3-11
NVRD7EBC7 10.11.10.100 50.0(2013.. VS-4116Pro+ 00-08-98-D7-EB-C’
SG-ST3000DM001  10.11.10.73 403(6315) VS-4116Pro+ 00-08-98-D3-8BE-C

| WD-WD1002FAEX  10.11.10.92 405(6503) VS-4116Pro+ 00-08-98-D3-BE-DI
SG-ST3000NC000  10.11.10.77 40.3(6319) VS-4116Pro+ 00-08-9B-D3-BF-21

‘ SG-ST1500DMNON3R 10 11 1083 4 2‘5 (R417) _ VS-4116Pro+ 00-08-99-034?‘-?1 >
43

Connect H Configure H Details ][ Refresh ]
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4. Click "OK" to proceed.

YOou w

configu
configuration. Clic

5. The default web browser will be opened. Follow the onscreen instructions to configure

the CMS Server.

Quick Configuration

| WELOOME ) sTTR b LU oo LR s Tire 1
win e

Venkome 10 e gk Carfigasbon wiowd Thin waard wil gusde you Broogh Iie Slowing sss 0 (orfigure 15 Sriom gukhly
L Enter the server name.

2. Change the administrabor password

1 Enber the date, time wred Sie poew for s server,

4, Enter the 5 address, wdnet mank ol deladt gateway for this sever,
%, Sefect the servioes (10 be enatbedt.

6. Sefect divk configue stion

Nater CRanpes © a8 SEBNGT Wil Le eC0CTNE GRlY whan pu | AEEIT 0 TV | 342 00

wmixt |
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6. Click "START INSTALLATION"” in the last step.

Quick Configuration u
‘WIDLCOME STEP §TEF2 0 ATIPD STEP & STEP S
i imisk

T changms vou hyvs mide 16 0 saived e 81 Below. i I netalitos” 5 bagen (b quick conbguistien. of dick Tack” o ek ko e
pimwatus i M ol P G

EE!.- m

Faianen This pasEsDnd & wncnanged |
I—n-.—l—--- e e

IF Addrass M 11 |
W_
[Pertuni Carigpeay 0 g

Fila Sysimm EXT4 |
| S ihdeat o 1Al T T TR —'.-.n' ]
Dot 2 'h_mm.uuamu 14505 OB

BAiE | | START eTALLATION |

7. All the installed hard disk drives will be formatted, and all the data will be cleared.
Click “OK” to proceed.

The hand drives will be formabied and ol dats will
B cleanad Ane you sue?

| owc| | casca |
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8. When finished, click “Return to system administration page” to complete the
initialization process for the CMS Server.

4 | i Ty i 3 1
LILNCK Lo if gL A L1SN

yubem by i alirmn |, plis i s us

Tha wprdemn o lang sovigprad o RETT pess o B sereey or ungig e hant drseing

5. Dhange tie mame ine the server
2. Dhange (i stministrato password.
93, (unge the e wtings.
54.4.1_-.;- (L T R TTeT

N T e e ————

P intisher the hard disk.

- I""I' Brilarh perliguiilon ommirkd
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Chapter 3 Installing CMS Client

After network settings of the CMS Server are configured, please connect the CMS Server to
the network and set up the CMS Client.

i

Server have been properly installed and configured.

Important:Before using the CMS Client, make sure the hard disk drives on the CMS

3.1 Suggested PC Specification for CMS Client

For optimal system performance, make sure the computer that the CMS Client runs on

fulfills at least the following requirements:

CPU Intel Sandy/Ivy bridge series
(To display full HD videos or monitor multiple cameras, i5/i7

or above is recommended.)

Memory 4GB or above
(To display HD videos or monitor multiple cameras, 6GB or

above is recommended.)

Operating System Windows 7 (64-bit is recommended)
Network Interface Gigabit Ethernet

Screen Resolution 1920 x 1080

Graphics Card NVIDIA GeForce GT430 or above

ATI Radeon HD5700 or above
(For multi-monitor mode, NVIDIA GeForce GT640 or above

is recommended.)

Note: The CMS Client supports Windows 7 64-bit OS and can utilize up to 4GB of RAM.
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3.2 Installing CMS Client

Follow the steps below to install the CMS Client:

1. Run the CMS Client installer from the product CD and click “Next”.

a QMNAP CMS Client msmllﬂ# e |l S
aNAP Welcome to the QNAP CMS Client
S EOQOLO®RI1ITY Setup

Setup will guide you through the installation of QMNAP CMS
Client.

It is recommended that vou dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue,
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2. Choose the shortcuts to create and click “Next”.

B QNAP CMS Client Installer

Choose Components

Chedk the components you want to install and unchedk the components you don't want to
install, Click Mext to continue.,

Choose which features of QMAP CMS Client you want to install.

Select components to install: CMEClient (required)

Desktop Shortouts
Quick Launch Shortcuts

Space reguired: 37.4MB

<Back || mext> | | cancel

3. Select the installation directory and click “Install”.

B QNAP CMS Client Installer

Choose Install Location
Choose the folder in which to install QMAP CMS Client.

Setup will install QMAP CMS Client in the following folder, To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.

Destination Folder

Browse. ..

Space reguired: 97.4MB
Space available: 97. 756

<Back || Instal | | cancel
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4. After finishing the installation process, click “Finish”.

B QNAP CMS Client Installer - B SR

QNAP Completing the QNAP CMS Client

S EOOD®RITY

Setup

OMAP CMS Client has been installed on your computer,

Click Finish to close Setup,

Run QMNAP CMS Client

Visit the QMAP site for the latest news, FAQs, and support ‘

= Back Cancel
ﬁ_: — — ————————SS—— #‘

3.3 Connecting CMS Client to CMS Server

Follow the steps below to connect the CMS Client to the CMS Server:
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1. Run the CMS Client. Enter the IP address of the CMS Server, the username, password
and domain (please select the domain from the “Login to” field) and click “"OK". Or, click
“Auto Find” to search for CMS Servers on the local network. Double click a CMS Server

from the list to connect to it or click “"Connect” to connect the CMS Server.

Logn o
T aNfAaP
Server Adyess 10.11. 16,52 v & Amivd |
L i e
Passmcrd : seees
Logm 1o : Locs v
Rerrerher userrame ang password
Use erhanced seaarty (55
Language ; m: e
[ o | coew |
CMS Finder :‘EI
[ Fiame [ Addr Version Server T MAC Address .
Select the CMS o iz
Server and click PEMS- 1080 10.11.10.80 L.OOBald 20121203}  CMS-2000 00-08-58-D4-10-15
“Connect”. | CMS-CRAP 10.11.10.74 LO.OBuid 20121203}  OMS-2000 00-08-98-D2-75-AC
Refesh | | covest | | con
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2. Enter the administrator username and password to login and start using the CMS Client.

Default administrator credentials:
username: admin

Password: admin

3.4 Quick Configuration Wizard

If this is the first time the CMS Client is configured, the Quick Configuration Wizard will start

automatically. Please follow the instructions to set up the CMS system.

Quick Configuration Wizard

Welcome to the quick confguration wizard

This wizamd will guicle you through the follewing steps 10 (onfigure this sysbem quk Kly

4

License Add NVR Setup View Batch Upload E-Maps

i
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License Activation
Activate your license on this page. License activation is required before cameras can be

added. For details, please refer to Chapter 3.6.

| iCErsa

Save Floraaii
Barvier Marma, TR -S000LHFE-7 LD ESHIZEMOASESH0 T | Cepw il |

Riivwwr Mool TS NI Bimtvai Femwsiira Venoos |05

, Lioarms i --m[ﬂl _u- AT
R EANOEEL  Dhiotad 2 T

Lrwros [ey=yem

['tus Boonun aBows vy io use s boso funcionality of Bie systom operatmng
U RHAT T

| Awsnlomelnins | | MmaiceseOfe. oo o0 oy —
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Adding NVR(s)
Click “Auto Detect” to search for the NVR(s) on the LAN automatically, or enter the NVR IP
address manually. Click > to move the NVR to be added to the box on the right and click
“Confirm” to add the NVR.

Tip: Use the “Shift” or “Ctrl” + up or down keys on the keyboard to select multiple NVR

SEervers.

For more details, please refer to Chapter 3.8.1.
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Set up Display Mode
The administrator can select the display mode and assign the channels manually to use the
sequential mode or have the all the channels assigned by the NVRs instead.

When “Sequential mode” is selected, cameras channels will be assigned sequentially to
each channel window in the display mode. If the number of cameras used in the sequential
mode is greater than the number of channels of the display mode, the extra channels will
be assigned from Channel 1 again. For instance, if 64 channels are assigned to a 6-channel
view, the seventh channel will be displayed on Channel 1 and the eighth channel will be
displayed on Channel 2, and so on and so forth. Please note that since a maximum of 10
channels can be assighed to one channel, please always select a display mode with a
maximum number of channels that is greater than the total number of selected channels

(ex. for 64 channels, please select the 8-channel view.)

When “Auto Assign by NVR"” is selected, camera channels will be assigned based on NVRs.
For example, if 20 channels from NVR 1 and 32 channels from NVR 2 are selected for the
6-channel view, all 20 channels from NVR 1 will be first assigned from Channel 1 to Channel
6 sequentially (and the seventh channel from NVR 1 will be assigned to display on Channel
1 again and eighth on Channel 2.) All 32 channels from NVR 2 will then be assigned from

Channel 1 to Channel 6 after all cameras from NVR 1 are assigned.

Please note that in "Sequential mode”, channels assigned to a channel window will be
displayed and switched sequentially and automatically, while in "Auto Assign by NVR”,

channels need to be switched manually.

If both "Sequential mode” and “Auto Assign by NVR” are selected, all channels from the
same NVR will be assigned to and displayed on the selected display mode sequentially and
automatically. For instance, if 20 channels from NVR 1 and 32 channels from NVR 2 are
selected for the 6-channel view, all channels from NVR 1 will be assigned to and displayed
sequentially and automatically on the first page, and all 32 channels from NVR 2 will be
assigned to and displayed sequentially and automatically on the second page. To view the
channels from a different NVR, users are required to manually switch to the corresponding
pages.
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Uploading E-map(s)
Select the E-map files or directories on the right, click "Confirm” to upload the E-maps and

then click “Finish” to finish the wizard.
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3.5 Configuring CMS Client

To enter the system settings page on the CMS Client, login the live view page as an

-]

administrator and then clic
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The system overview page will be opened. Select the overview period from the drop-down

menu on the top right corner. The system can display system details for up to seven days.

Click “Learn more” under each item to view the details.

dis g b WRET

. e (o ——
5 L) —

=1
a—s s 2o

The system overview page contains the following information:

Alarm: Alarm input, dynamic motion event information, and charts.

User account: user account related information, such as login failed, never logged in,
and the total number of user accounts.

NVR connection status: Information about the number of NVRs that have never been
disconnected and have been disconnected, and the total.

IP camera connection status: Information about the number of cameras that have
never been disconnected and have been disconnected, connection failure, and the
total.

NVR system status: Information about the number of hard disk failure, fan failure, and
the total.

Real-time status: Online users/total users, online NVRs/total NVRs, and online

cameras/total cameras.

Note:

e Besides the real-time information, all other information provided is the records
from the previous seven days.

e Ifa NVR is deleted, its records will also be permanently deleted and its logs will no
longer be available.
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The configuration settings are available on the left:
e License

° Server

e Camera

e Event management

° View

° E-map

° User management

e Server logs

e CMS Server Settings

------- Q Event Management
....... View
....... |§| E_map

------- @ User Management

------- CMS Server Settings
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3.6 License

Please activate your license on this page if you have not already done so using the Quick
Configuration Wizard. License activation is required before cameras can be added. A
64-channel license is provided for each CMS Server and you can choose to activate or

deactivate your license online of offline.
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3.7 Activating License Online

Please follow the steps below to activate your license online:
1. Click “Activate License Online”
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Input the PAK code

Enter the Product Authorization Key (PAK) code to activate:

Mote: To add or activate a license onling, the CMS needs to connect to the Internet.
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3. After the license is activated online, the license detail will appear.
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3.7.1 Activating License Offline

If the Internet is unavailable, please follow the steps below to activate your license offline.
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1. Click the “Activate License Offline” button. A prompt window will appear to remind you
to use another PC that can go online to bind the PAK and UDI. So, a physical permission

file can be generated to activate the CMS Client.
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2. Click “Offline Activation” after entering the License Store (http://license.gnap.com).
QNAP
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3. After membership registration, please fill out the PAK provided, the device UDI and

verification code from the license activation page to download the physical permission file.
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Tip: Use the “Copy UDI” function to copy UDI and paste in the field of QNAP license store.
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4. Upload the license file.

Step2: Import License File

Flease import your License file to activate new camera

| Finish | | Cancel

After the license is activated, its details will appear.
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3.7.2 Transferring/Deleting Authorization
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To transfer and delete your license, please deactivate it first either online or offline.

® Online License Deactivation: If Internet access is available for the CMS Server, please
click the license to be deactivated and then “Deactivate License Online®. The CMS
Server will connect to the License Store to deactivate the selected license. The system
will confirm with you about license deactivation. Please click “Yes".
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The license will be deactivated and removed from the list.
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Offline License Deactivation: If Internet connection is unavailable for the CMS Server,
please click “"Deactivate License Offline". The CMS Client will generate a deactivation ticket
(a physical file). Please upload this ticket to the License Store using another device that can

connect to the Internet. To deactivate the license offline, please follow the steps below:

1. Select a license to be deactivated, click “Yes” and a ticket will be generated.
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2. Go to the License Store using another computer that can connect to the Internet and
click “Offline Deactivation®.
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3. Upload the deactivation ticket generated in Step 1, fill in the verification code and click
\\Apply\\.
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3.8 Server

After license management (activation and deactivation), the next step is to add NVR

servers and cameras.

Add, delete, and edit any server types supported by the CMS on the “Server” page. You

can manage the cameras connected to the server.
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The CMS client can apply the same system time, alert notification and SMSC settings to a

number of NVRs (only limited to the same models) to save the system setup time.
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3.8.1 Adding NVR

@),

To add one or more NVR servers, click
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You can use the auto-find function to search for the NVR server(s) on the LAN, or enter the

NVR IP address manually.

r!_chgin m

Username: admin
Password:
[¥] Addall Cameras f Ok ] [ Cancel

When adding more than one server, you can enter a pair of username and password and
apply to all of them. When the “Add all the cameras” option is checked, all the cameras
configured on the NVR will be added.

Note: When any pair of username and password for the multiple NVRs to be added is

incorrect, the server(s) will not be added and no warning message will appear.

If the subnet of an NVR is different from that of the CMS Client, use "Manual Add” and enter
the IP and port humber of that NVR. Click "OK" to connect.
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=
Manual Add

IF Address:

Port Mumber: a0

Username: admin

Password: Lt

[¥] Add all Cameras
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The NVR in another subnet will be added.
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After adding all required NVR(s), click "OK” and the “Add Server in Progress” message box

will appear and the status will be shown in the box.
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Click “Confirmation”. The system will add the servers one by one. There are four kinds of
status: Retrieving NVR Data, Add Channel (channel humber) to CMS, Done and Connection

Error.
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Note: For the “Connection Error” error message, please check your user ID/password,

firewall and network settings.

3.8.2 Deleting/Editing NVR

To delete an NVR, select the NVR on the list and click O . To edit the NVR details (server

[#]

name, IP address, port, user name, or password), select the NVR and click "=, Click "OK"

after all fields are completed.

z -
Edit Server L_Jﬂh
Server Name: D-148-8148Pro
IF Address: 10,11.13. 148
Port Mumber: a0
sername: admin
Pazsword;
Retype Password
[ OK J | Cancel

Note: A NVR can only be edited and deleted by administrators of that NVR. Please be sure
to type in the administrator username and password in the Edit Server dialog window, or

details of cameras and their live view may not be displayed correctly.
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3.8.3 Adding/Removing Camera

Select an NVR from the list and a list of available cameras will be shown below. Use the left
and right arrows to add or remove the cameras to be controlled and monitored by the CMS

Client. After applying the settings, the number of cameras connected to the NVR will appear

next to the NVR name on the left list.
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3.8.4 Firmware Update

Follow the steps below to update firmware:

1. Select the NVR for which to update the firmware and click “Update Firmware”.
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2. Browse and select the firmware image file (*.img) from the local computer.

-
B select Firmware File
-

¢ [ seociDokor 9]

=3
Organize » New folder B B3 8@ |
A : * - |
0 Favorites § | Libraries E
BB Desktop Systemn Faolder ‘E
4§ Downloads
%# Dropbox Brucechen
E-_‘.l Recent Places |& S oiief I
|#1 Photo Stream .
' / Computer
-2 Systern Folder Select a file to preview,
= Libraries
EI Documents Metwork
Jﬁ Music Systern Falder
[ Pictures
B Videos __MACOSX
File folder
1M Computer
File name: [Firmwarr_ files (*.imng] v]
| Open Ivl l Cancel l
—d
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Tip: You can select to update the firmware of multiple NVR servers at the same time if they

are the same model.

Update Firregre

Solect tho systam firmware to ba mtaled or updated to the systerm hand dishe
| Path of system frrmware mage fe:
CiusarsBrocechen! Desktop|U_V5-4] 1 &P o 20700, 290 _VS4] 16Pros_BI0T-1.0.2./mg

Frmwvare: Mogst W5-4116PT0+, YWerson: £.0.2.

I
M Senserlame  Model WVemon TP Aodress Progress Satus I

L D-141-411& Vi-$llePm+  4.00 100113142 :
| D-I4]-4118 Wo-d]18Fod 403 10.01.E3,14]
o NVRDIEFAS Woh-AlloFros 400 0111030
< Derai-4116 WEA1188me  dull 10.21. 55,140

3.8.5 TCP/IP Configuration

The CMS Server supports static IP assignment for all NVRs, and for each NVR, the number
of LAN ports can be different. Please note that DHCP is not supported.

58




Configuring NVR with a Single LAN Port
If the NVR supports a single LAN port, select one of the following options to configure the
TCP/IP settings of the NVR.
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® Use static IP address: To assign a fixed IP to the NVR, enter the IP address, the subnet
mask, and the default gateway.

® Primary DNS Server: Enter the IP address of the primary DNS server that provides the
DNS service for the NVR on the external network.

® Secondary DNS Server: Enter the IP address of the secondary DNS server that provides

the DNS service for the NVR on the external network.
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Configuring NVR with Dual LAN Ports
If the NVR supports two LAN ports, select to use failover, load balancing, or standalone

setting. To use these features, make sure both LAN ports are connected to the network.
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Sactitiy NS S annn

® Failover (Default settings for dual LAN NVR models): Failover refers to the capability of
switching over the network transfer port to the redundant port automatically when the
primary one fails to avoid network disconnection. When the connection is resumed on
the primary network port, the network transfer will be switched over to that port
automatically.

® Load balancing: Load balancing refers to the ability to spread network traffic between
two or more network interfaces to optimize the network transfer and enhance the

system performance.
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Note: To optimize the network transfer speed of the NVR in the load balancing mode, use
an Ethernet switch and enable 802.3ad (or link aggregation) on the switch ports that the
NVR’s Gigabit LAN ports are connected to.
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® Standalone: Assign different IP settings for each network port. The NVR can be
accessed by different workgroups on two subnets. When load balancing is enabled,
failover will not work. The DHCP server can only be enabled for the primary network
port (LAN 1).
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® Use static IP address: To assign a fixed IP to the NVR, enter the IP address, the subnet
mask, and the default gateway.

® Primary DNS Server: Enter the IP address of the primary DNS server that provides the
DNS service for the NVR on the external network.

® Secondary DNS Server: Enter the IP address of the secondary DNS server that

provides the DNS service for the NVR on the external network.
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3.8.6 System Time

Set the date, time, and time zone. If the settings are incorrect, the following problems may
occur:
) Incorrect time stamps on the video files.

° Incorrect time stamps on the event logs.
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Synchronize with an Internet time server automatically
Enable this option to update the date and time of the NVR automatically with an NTP
(Network Time Protocol) server Enter the IP address or the domain name of the NTP server

(for example, time.nist.gov or time.windows.com.)

3.8.7 Alert Notification

When a problem occurs (e.g. power outage or a hard disk drive is unplugged,) an alert

email will be sent to the specified recipients automatically.
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To configure this feature, please set the alert level and specify SMTP server address, SMTP
authorization credentials and email addresses of the recipients. To view the details of all the

errors and warnings, go to “Logs & Statistics” > “"System Event Logs”.
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Note: It is recommended to send a test email to make sure the mail server settings are

configured correctly.

3.8.8 SMSC Settings

Configure the SMSC (Short message service centre) settings to send the SMS text

messages to the particular mobile phone numbers when an event is detected by the NVR.

The default SMS service provider is Clickatell. Add an SMS service provider by selecting
“Add SMS Provider” from the drop-down menu.
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After "Add SMS service provider” is selected, enter the name of the SMS provider and the
URL template text.
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Note:

® Please always follow the standard published by the SMS service provider to configure
the SMS settings.
Please send a test SMS to verify that the settings are correct.
Go to “"Camera Settings” > “Alarm Settings” > “Advanced Mode” to edit the SMS
settings, or select to use the “Traditional Mode” and configure the SMS settings on this
page.

® It is recommended to send a test email to make sure the mail server settings are

configured correctly.
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3.9 Camera

Information of the cameras being controlled by the CMS is shown on this page. The
information shown on this page includes the camera name, the NVR that the camera
belongs to, IP address, model, and the live video. Recording settings and schedules of the

cameras can also be managed on this page.
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Under the “Recording” tab, you can configure the video compression format, screen
resolution, frame rate, and video quality, and select to enable or disable audio recording
and manual recording for the configured channel.

4 Camera Information Recording Schedule
Video Compression: ~ |H.264 q
Resolution: 1920x1080 ]
Frame Rate: |Full |
Quality: [Cumpressiun 20 v]
1 Enable audio recording
1 Enable manual recording
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Video compression: Select the compression format of the recording files.

Resolution: Select the recording resolution of the camera. The higher the resolution, the
clearer the video will be, but the larger the hard disk space will be used.

Frame rate: Select the number of recording images per second. Please note that the
actual frame rate may vary according to traffic conditions.

Video quality: Select the video recording quality used by the camera. The higher the
resolution, the more clear the video will be, but the larger the hard disk space will be
used

Enable audio recording (optional): Check this option to enable audio recording.
Enable manual recording: After this option is checked, you can choose to start or stop

the recording manually on the live view page.
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To create a recording schedule under the “"Schedule” tab, specify the days and duration for

recording and click “Add”.
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Note: When any changes have been made, an asterisk will appear on the tab. You will be

prompted to save the changes when switching to a different tab.

Information Record schedulbd

-
Attention l J

Are you sure want to skip save change?

= =0

Note: By clicking “Apply to all”, the changes made will be applied to all cameras. For
cameras that do not support the selected functions, the changes made will not apply to

them even if “"Apply to all” is clicked.
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3.10

The CMS Server can be set to receive NVR alerts (such as motion detection events or events

triggered by alarm inputs). After checking these options, click "Save” to save the settings

Event Management

or “Undo” to go back to the previous step.
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Note: The alarm settings must be configured on the NVR first. Then, go to Event
Management of the CMS system to enable the alarm input of the camera. So, the CMS

system can receive the alarms from the NVR. Please refer to Chapter 7-10 (FAQ) for details.
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3.11 View

The administrator can define the view layout in view configuration.
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After choosing a view layout, enter the name and description of the view. Click "OK” to

confirm.
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f Add View M

Style:

4 Channels =

View Name:  gate

Descriptiont | Gate with IP Cam

[ oK _]I Cancel
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Then, drag the cameras in the NVR list on the left to the channel window on the right.
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Double click the window to adjust the carousel order and interval, and edit the camera to be
viewed. The live view supports the carousel function. In the description field of each
layout, Server name and the order of each placed camera will be listed. Adjust the carousel

order and interval, and preview the live video.

- -
W Edit View =
]
Server Mame Camera Mame
D-143-6120 13, Axis P3367
D-143-6120 10, Axis P3367
D-143-6120 12, Axis P3367
D-149-6120 14, Axis P3367
| Move Dawn |
£ | 1t | *
Preview - i
: . Interval: 15 = Seconds
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Note: Drag an NVR to the blank channel window, and all the cameras of the chosen NVR will

be played in the sequential mode in that channel window.
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Tip: Press and hold the “Shift” key and drag an NVR to a channel window, and its cameras
will be inserted to each channel window one by one. If the number of the remaining channel

window is less than the total number of cameras from the NVR, those additional cameras
will not be added.

—m 189:31:46
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3.12 E-map

The E-map feature of the NVR is provided for users to upload electronic maps to the system
to indicate the locations of the IP cameras. Users can drag and drop the camera icons* to

the E-map and enable event alert to receive instant notification when an event occurs to the
IP camera.

* To set up an IP camera on the E-map, please complete the IP camera settings on the
Alarm Settings page on the NVR first.

An E-map example is shown below. The NVR provides a default E-map. Add or remove the
E-maps whenever necessary.

Note: Please login the CMS Client as an administrator to edit and view the E-maps.

!%j g anae

K oee o
3 pr— N
' Loag - peten : o
i o List of E-maps =
) & P - '
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List of IP Cameras

Jm l-

2l IP camera icon
P L

E-map links

IP camera

preview E-map Description
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Icons and Description

Icon Description

[E] Add an E-map.

Remove an E-map.

Edit the name of an E-map.

® Q| e

Batch-upload E-maps.

% Icon for a set of E-maps.
Single-layer E-map:
__:_,,-j |-,_,,| Click “"-"j to select a single-layer E-map. When an E-map is

selected, the icon will become |ﬁ|

An E-map symbol on the E-map. This symbol on the E-map serves
as a link to another E-map. This is particularly convenient for

users to switch between E-maps.

An NVR icon used to indicate the location of an NVR. The NVR icon

is only provided for users to pinpoint a NVR location on the map.

> & &

Icon for a PTZ IP camera.

Icon for a fixed body or fixed dome IP camera. After dragging the

icon to an E-map, right click the camera icon to change the icon

£

direction or delete the icon from the E-map.

Tip: Double click a camera icon on the E-map to change its icon, nhame, or description. For
the NVR, double click a NVR icon on the E-map to change its name or description, but not

its icon.
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Edit Camera Icon and Name

Icon: ‘@ Default

Name : Entrance

Description : IP cam D1 x H.264

Remove

OK

] [ Cancel
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3.12.1 Adding E-map

To add an E-map to indicate the location of an IP camera, click @ to enable the Edit

mode and enter the map name and description. Browse and select the image file for the
map and click "OK".

Add E-map. X

E-map Name: map

Description:  pome map|
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To add an E-map under another E-map, e.g. 1F-1, click the E-map icon at the upper layer,
e.g. 1F1029, and click @ After adding a lower layer E-map, the E-map icon at the

upper layer will change to ﬁ .

E-map

Note: After a lower layer E-map is added, you will be automatically directed back to the

upper layer E-map icon to add multiple E-maps for the same upper layer.
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Batch-uploading E-maps

&

Click to batch-upload multiple E-maps to the CMS Server. Select the image files or

directory on the left and click "OK"” to upload the E-maps.
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3.12.2 Editing an E-map Name

To edit an E-map name, select the E-map and click [:] . Enter the new name and

description, and click "OK". To change the picutre of the E-map, re-upload the picture and

then click “"OK”".

3.12.3 Deleting E-map

To delete an E-map, select the map icon "ﬂ. , and click [E] . To delete a set of E-maps

=7
under the same level, select the map set icon = , and click E] .
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3.12.4 Editing IP Camera on E-map

After uploading the E-map and adding the cameras to the map, double click the IP camera

icon to configure the cameras.

Edit Camera Locn and Name
Teon : @ Default
Mame : Cam 1
Description : IP cam 1

Remove |

Edit Camera Locn and Name_

Icon : { @ Defanit
%« 135=

Mame

Description :

Remove |

The icon style and name, font color, background color, description, etc. can be set. Please

use the “Remove” button at the lower left corner to remove cameras.
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The following is the icon and description of the camera alert icon displayed on the E-map:

Icon

Description

 {

Camera alert.

3.13 User Management

The CMS system provides secure user permission management. Two user categories are
supported for this feature: role and group. For the role, appropriate permissions can be
assigned for monitoring, playback, and system management functions, based on its
positions and responsibilities. For the group, all the users are simply categorized for better
classification and identification.
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Note: The keywords entered in the search box on top left side of the page are
case-sensitive.
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Note: To delete a user under Role/Group, please do so in the user list under each

role/group and not on the user information page.

3.13.1 Role Management

Assign users to their role based on their responsibility and specify permissions for their role

on this page.
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Creating a new role

To create a new role, click il

e,

@ Role Wizard

Create New Role

MName: Guard

Duplicate: —NONE- .

PM

Sales
administrators
EVEryane

[ Finish JI Cancel ]

Enter a name for the role and copy the permission attributes, such as accessing/editing the
NVR, camera, display mode and E-map permissions, of the existing roles. Click “Finish” to

save the changes.

Deleting a role

©)

To delete a role, select the role on the list to the left and click

Note: A role cannot be deleted unless all users under that role are deleted. Please be sure

to delete all users under a role before deleting that role.
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Creating new user(s) under the role

Select a role and click “Add User”.
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Enter all the fields in the User Management Wizard and the new user will appear under its

perspective role.
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. Username: The user name must be 1 to 32 characters in length. It supports alphabets
(A-Z), numbers (0-9), and underscores (_). Itis case-insensitive and supports
double-byte characters, such as Chinese, Japanese, and Korean but cannot be a pure
number or contain the following characters:

"IN[Tis =, %<0

. Password: The password is case-sensitive and the maximum length is 16 characters.
It is recommended to use a password of at least 6 characters.

. Other fields: Please finish the remaining fields, such as email, phone number and

description.
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Adding an existing user to the role

To quickly add existing users to a different role, simply choose a role, click "Add User to Role”
and click “"OK".

Newly added users will be listed in the User Management Wizard. Click “Finish” to save the
changes.
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Editing an user

Select a user and click “Edit User”.
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Edit user information and click “Finish”.
[ e

Q User Manangerrment Wizard

Edit User Information

Usemame: | sales1

Password: |

Retype Password:

Email:

Phone:

Description: Create By admin

[ Finish ]| Cancel

Note: Due to security and safety concerns, the Password and Retype Password fields will be

cleared each time the user password is edited.
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Deleting an user/remove an user from a role

To delete a user, please select the role first. Select the user from the list to the right and

click “Delete User”.

ll [Tt

The chosen user account under the role will be deleted permanently from the system.

Please note that the "Remove User from Role” button is used to only remove the user
account from the role, and the account will still exist in the system after the account is

removed.
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Configuring role permissions
Select “"Role" and the information of all users under that role will be shown. You can set the

access rights of the role under the “Access” tab.

User Management
Search
4 Role Group b ! User Device Wiew E-map
E ﬁ Role =R Adrministrator
A System Operation
. FG
1 [ User Management
& % PM A Writable
l;] PNIL =) A View Management
[ IWwritable
T m e - M E-map Management
{) Guardt M Writable
) satest .- MLog Out
- [ Client
U sales? & WllLive View
= m administrators Miinformation
;} admin [JCamera Control
= m everyone [ Bockmark
[15napshot
Q Guardl [WEvent Log
() pm = BPlayback
: [JExport
Q 2 e M Backmark
Q salesl [JSnapshot
Q cales?

Access right (Administrator) | Description

) Ability to configure License, Server, Camera, Event
System Operation

Management.
User Management (Writable) Ability to configure or only read User configuration.
View Management (Writable) Ability to configure or only read View configuration.

E-map Management (Writable) Ability to configure or only read E-map configuration.

Log Out Ability to log out.
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Access right (Client)

Description

Live View/Information

Ability to see the camera live view and Input Device
list.

Live View/Camera Control

Ability to control camera panels.

Live View/Bookmark

Ability to use quick/detail bookmarks on the live view

page.

Live View/Event Log

Ability to watch view and control event logs on live

view page.

Playback/Export

Ability to export video or playback.

Playback/Bookmark

Ability to use quick/detail bookmark during playback.

Playback/Snapshot

Ability to take a snapshot during camera playback.

95




Access
This page includes two categories: administrator and client access. Each category is

A\ /4

organized and presented in a treeview (click the “+” sign or sign before an item to
collapse or expand for more items.) Also, the access right for each application can be

configured for the role.. Click “"Save” after confirmation, or "Undo” to go back to the last

step.
User Management =
ol
4 Role Group b | User Access Device WView E-map
= m Role (=R Administrator
: A System Operation
G o
1 [ User Management
= % PM _ [V Writable
' Q PML | 2 (A View Management
i m Slei i [JWritable
T = E-map Management
Q Guardl : [AWritable
) satest - L[ALog Out
Q i _—_.’Cilen.t
= [ Live View
= ﬁ] administrators [Minformation
i Q admin ~[Jcamera Control
& ﬁ everyone [ Bookmark
- R [15napshot
Q Guardl [WEvent Lag
Q Pivil = B Playback
Q admin DEXP'D“
[MEBockmark
Q salesl [JSnapshot
Q cales?
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Device
Configure the access rights of the NVRs or the cameras for each role on this page. The
available options include sound output/input, recording, PTZ control, manual recording and

snapshot. Click "Save” to apply the changes or select "Undo” to return to the previous

step.
User Management @
q Rale Group P User ALcesy m Vigw E-map
5 [ Rote | = w omsuz
- ﬁ] administrators = (Al p-127-8148Pr0
ﬂ admin @ 1 AwsMloss o) n oo
& everyone B[] 2. ais viom i oo
Q scliviin @ aacper @[] O
ﬁl sales B@ Lottt 4 f| Qe
() sales2 = Edﬁ D-139-4116
) P M) 1. aisp3367 @ | O
() Guarar M@ v.asrne 4 | O
ﬁ) Sales M@ 11 asisp3er 4 | O
() solest M@ 12aasr7 @ | OO
(] sates2 PE nasrne 4 ]| O
(] Guarer M@ 1.asras @ ] O
5 Gl em 2@ 5.asrne 4 ]| O
() e M[E) 16.aispe7 @ | OEn
@ 2000 @[] O
E@ 1aisp37 @ | OO
M@ saiseer @[] O
R[®) s.aicre7 @ | On
D@ sasrne @ [ O
(@) 7.4ir67 @ | Onn
(@) sniseer @ [ Qo3
(@) o.4icre7 @ | Onn
=
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View
Configure the view layouts for each role on this page (this feature is for administrators only.)

Click “Save” to apply the changes made on this page or select "*Undo” to return to the
previous step.

User Management

q Role Group b User Access Devicel View I E-map
= m Role =
= m administrators = 1080P1

Q admin % 1080P2

- EVEeryone 1080P3
m Q“yadmin @108094

0 = M 161

g s 5 e
{ P
i R
Sa

Guardl @ 20 CH1080P

:
:
i
-

i [_] single1 MIPEG
O] ss13
EIE test
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E-map
Assign the rights of each right to edit and use E-maps on this page (this feature is for
administrators only). Click “"Save” to save the changes made on this page or select "Undo”

to return to the previous step.

User Management

4 Faole Gmup 4 User | Access | Deviee | Vi _ E-map* |

1 £ PM_A I:{E 3F-headquarter
{ g

[ m Sales D@ﬁ 3F-sectiond

....... Q SalesB
o Q admin
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3.13.2 Group Management

This feature is used to classify the users for efficient user management.

Note: The same CMS users can be assigned both to a Role and Group. Therefore, one user

can have both role and group properties.

Adding a group

To create a new group, click EI Enter the name of the group and click “Finish”.

ﬁ reeap s

CroalE P DFoLgl
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Adding an user to a group
Select a group and click “Create New User”.




After all the fields in the User Management Wizard are complete, the newly created user will

be listed under its perspective group under the “Group” tab.

L~ EE oy
@ User Manangerment Wizard
Create New User
IUsemame: sales?
Paszsword: I
Retype Password: BEEEES
Email: sales@gmail.com
Phone: +886978746544)
Description: Sales manager: Mike i Temtory:South East Asia
Einish ] [ Cancel

. Username: The user name must be 1 to 32 characters in length. It supports
alphabets (A-Z), numbers (0-9), and underscores (_). It is case-insensitive and
supports double-byte characters, such as Chinese, Japanese, and Korean but cannot
be a pure number or contain the following characters:

ANREREE P R

. Password: The password is case-sensitive and the maximum length is 16. Itis

recommended to use a password of at least 6 characters.

. Other fields: fields such E-mail, phone number and description can be left blank.
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Deleting a group

@

To delete a group, select the group on the left, and click = ..

Adding the existing user(s) to a group

To quickly add the existing users to the different groups, click “"Add User to group”.

o o
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Users already created for the group will be listed. Click “Finish” after making your selection.

@ User Manangerment Wizard

Select you want:

Username
M1
admin
sales?

| Finish | | Cancel

Editing an user

Select a user and click “Edit User”.

o o
= e [HEESTE - L TL y — T [—
Pt Mstiar=i i mas = TR b P — p—
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Modify user information and click “Finish”.

e

@ User Manangerment Wizard

Edit User Information

Usemame: {sales1
Password: i

Retype Password: (1]

Email: sale@mail.com
Phone: +BBE7E5665
Description: Create By admin

[ Finish ]| Cancel

Note: Due to security and safety concerns, the Password and Retype Password fields will be

cleared each time the user password is edited.
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Deleting an user
To delete a user, select the role and the user, then click “Delete User”. The account will be

permanently deleted from the system after the user is deleted.
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Removing an user from a group

To remove a user from a group, select the user and click "Remove User from Group”.
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Note: The "Removing User from Group” button will only remove users from a role, but the

user account will still remain in the system.
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3.13.3 User List

To check the users within a group or role, please click the role or group under the “Role” or
“Group” tab and all user accounts and their details, including the name, role/group that it
belongs to, phone number, email, and description, will be listed on the right side of the
page.
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To further check on the details of a particular user account, please click on the user account
on the left box and all its account details, including the Last Login Date and Time will be
shown on the right side of the page.
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3.14 CMS Server Settings

3.14.1 Domain Security

The domain security feature is designed for the CMS Server to join the Active Directory (AD)
and Lightweight Directory Access Protocol (LDAP) directory and for AD and LDAP users to
access the CMS Server. Go to the "CMS Server Settings” page to set up the domain security.
There are three options available:

b — s Bip dhrre jeon P il m g o)

i Ling Nries D Py sy il | e reencky

LR i S LW R

10-26:00

e No domain security (local users only): Select this option, and only local users can
access the CMS Server.
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Lo Loy

L Fo domain secutily {local assm. anly)
Mchrge [Ryeciory alherricaSon | domen ihemdss)

LEwA aiverication [LENAE cliend | i

e Active Directory authentication (domain member): Select this option to join the
CMS Server to an AD domain. Enter all fields and choose to enable the RADIUS
service. After joining the CMS Server to an AD domain, the AD users can log into the
CMS Server.

M5 Sarem Sy

Domgn "arsey

Mo drmain security (ncsl e iy
§ Batre Dhediory mithentcation |{domsin member]

LENE mthvertacasion {LOAP fhenl)

AD Srver hast:
Domain:
Comsin Adminivirator Lsernama:

Domer: Admindyirator Pamwwid
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LDAP authentication (LDAP client): Select this option to connect the CMS Server to
an LDAP directory. Enter all fields (refer to the following table for explanations on
each field) and choose to enable the RADIUS service. After the CMS Server is
connected to the LDAP directory, either the local users or the LDAP users can be

authenticated to access the CMS Server. After the LDAP directory settings are
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applied, users will be prompted to choose between “Local” and "LDAP Domain Name”

in the “login to” field on the of login screen.

D s fe
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Field Description

Select the type of Choose the LDAP server domain you want to access.
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LDAP Server

LDAP Server Host

The LDAP server host or IP.

LDAP Security

Specify how the NAS will communicate with the LDAP server:

- ldap:// = Use a standard LDAP connection (default port: 389).
- Idap:// (Idap + SSL) = Use an encrypted connection with SSL
(default port: 686).

- ldap:// (Ildap + TLS) = Use an encrypted connection with TLS
(default port: 389).

BASE DN The LDAP domain. For example, dc=mydomain,dc=local
Root DN The LDAP root user. For example,

cn=admin, dc=mydomain,dc=local
Password The root user password.

Users Base DN

The organization unit (OU) in which users are stored. For

example, ou=people,dc=mydomain,dc=local

Note:

» To avoid account conflicts, please do not create CMS user accounts that already exist in
the AD and LDAP directory.
» After the domain security feature is configured, please be sure to select the correct

domain to log in on the login screen.

3.15 Live View

Upon successful login to the CMS Server, the live view console will appear. System

administrators can view all the configured IP cameras and E-maps, switch between the

display modes, enable or disable manual recording, or take a snapshot, etc. The borders

and sizes of the left toolbar, the main screen in the middle, and the system logs window

below are all adjustable. To set up the monitoring page, please first add NVR servers to the

CMS Server, add camera channels, and then go to live view page (please refer to Chapter

5.4 and 5.7 for details.) The camera channels will be available on the page.

The live view page and all its features are described in the following figure:
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Pause Sequential

Playback Configuration Mode About Logout

/ —a— Reload

PTZ Camera Control Panel
(PTZ, bookmarks, and other
camera related functions)

Note: The Client PC Status Panel at the bottom left shows the date and time, and the
memory and CPU usage of the client PC.
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When an alarm is triggered by a camera and the CMS will enter the alert mode. There are

two kinds of alert presentations in the alert mode: 1) if the live view is displayed on the

Monitoring Window, the alarm button on the top right corner of the screen will start to flash.

When this happens, users can click this alarm button to view the system logs; and 2) if the

E-map is displayed on the Monitoring Window, the camera icon will change to . Users can
choose to handle the alarm by moving the mouse cursor to the event logs at bottom of the

screen (please refer to Chapter 3.3.6 for details.)

Switch to the alert mode
(alarm events triggered)
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R - |
e Camera alarm
s = information
B - .
,_'! 1
. - . : .
e > “.:" Camera alarm icon
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" » - - 0 T
g Lial ™ » ‘e L 7 »
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. Jw!l’," u‘ " u;u_ - ._- e '..'_l.: "
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Note: Users can press F11 to turn the full screen mode on or off.
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Icons and description of the main toolbar:

-
0
=]
=

Description

Open the live view page.

Open the video playback page.

Open the system configuration page (administrator username

and password are required).

The multi-monitor mode is supported. The icon will appear if

the client PC has multiple monitors.

Pause all cameras running in the sequential mode at any time

in order not to miss any event.

Reload the page.

Shows the CMS Client version and website address of QNAP
Security.

Logout the CMS Client.

SIFIEIE BEE R

When an alarm is triggered, this icon will flash, and users can

click this button to enter the alarm mode.

Icons and description of the Input Device List:

Icon

Description

NVRs that have been added to the system.

IP cameras that have been added to the system.

This icon shows that there are several layers in the E-map. Click

the icon to enter the next layer in the E-map group.

Click ""-Jj to select a single-layer E-map. When an E-map is

selected, the icon will become |£|
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Note:

® Enabling or disabling manual recording will not affect scheduled or alarm recording.
They are independent processes.

® By default, the snapshots are saved in "My Documents” or "Documents”> “Snapshots”
(in Windows.)

® If the snapshot time is inconsistent with the actual time that the snapshot is taken, it is
caused by the network environment and not a system error.

® The event alarm settings can only be configured on the NVR. Users can only enable or
disable the CMS to receive alarms.

® When the digital zoom function is enabled on multiple IP cameras, the zooming

performance will be affected if the computer performance decreases.

When right clicking a camera channel on the live view page, the following functions may not
be available depending on the IP camera model:

® Connect to camera homepage.

® Camera Settings: Open the configuration page of the IP camera (Please refer to the

camera settings in the NVR user manual for details.)

Preset Positions: Select the preset positions of a PTZ camera.

Auto Cruising: Configure the PTZ cameras to cruise according to the preset positions
and the staying time set for each preset position.

PTZ Control: Pan, tilt, or zoom camera control.

Digital Zoom: Enable or disable digital zoom.

Keep Aspect Ratio.

Adjust Live Stream: Auto/Quality priority/Performance priority/Recording stream.

Carousel: Manually switch to the next or last camera in the sequential mode.
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3.15.1 Live View Page

After correctly setting the channel layout, the live videos of the IP camera will be shown on
the live view page. Click the monitoring page to use the features supported. Please note

that the PTZ camera control panel at bottom left side of the screen can only be used after
a channel is selected from the monitoring page (The frame of the channel will turn into the

orange color, and the channel selected will become an active channel.)
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Camera Status

The camera status is indicated by the icons shown below:

Icon Camera Status
Indicates that the camera is in the scheduled or continuous recording
mode.
Indicates that manual recording mode is enabled for the camera.
Indicates that the camera is currently being triggered to record by the
.19 advanced NVR Event Management (“Camera Settings” > “Alarm Settings”
> “Advanced Mode").
[] Indicates that this IP camera supports the audio function.
Indicates that this IP camera supports PTZ control.
Indicates that digital zoom is enabled.
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The frequently viewed channels can be dragged to the main toolbar as shortcuts. To delete

a shortcut, right click the shortcut and select “Delete Shortcut”.

e 14:52:57

Note: A maximum of five shortcuts are supported on the main toolbar (including camera live

view and E-maps.)
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Icons and description of main toolbar:

ICON

Description

Single-channel view

4-channel view (2x2)

6-channel view (1+1+4)

6 channel view (1+5)

-

Ll

8-channel view (1+7)

9-channel view (3x3)

i

10-channel view (2+8)

12 channel view

13-channel view (1+12)

16-channel view (4x4)

25-channels view (5x5)

36-channels view (6x6)

49-channels view (7x7)

Bz

64-channels view (8x8)
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3.15.2 Bookmark

The CMS Client provides quick and detailed bookmarks to review the snapshot of a channel

on the live video page.

NN > =il C
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® Quick bookmark \ : Select a live view channel and click

45, lods MI113

19, Axds 214 = 2 18 Ads 213

Tos 201301408

19:58:21
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® Detailed bookmark A4 : To edit the content of a bookmark, select a live view channel

Q

and click . Enter the title and description.
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To review bookmarks, follow the steps below:

1. Click the playback button |E| on the monitoring or management page.

2. Click the bookmark to view the content. You can also save the snapshot, print or delete
the bookmark.
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Added by: aden
Tme: 130108 2011227

Note: When several bookmarks are set in less than two minutes, they will be grouped and

sorted by time for easy search.
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3.15.3 PTZ Camera Control

The term “PTZ"” stands for “Pan/Tilt/Zoom". Use the PTZ Camera Control Panel in the CMS

to adjust the viewing angle of an IP camera that supports PTZ controls. Support for PTZ

controls vary depending on the camera models. Please refer to the user manual of your IP

cameras for more information. Please note that the digital zoom function will be disabled

when the PTZ function is in use.

Preset Positions List

Camera Control s

Manual recording

Snapshot

Connect to the camera main
page

Digital zoom

v
~1 Click and Go
o Fit image to window/Keep the

Audio related support

Quick/detailed bookmark

B X)) L)
?/ \9, \(:) N/ Tl | aspect ratio (Apply to all)
A <
ra0
=) LR ) (R)| /r Y <
_ — — | A | .
s ( f ) & Pan and tilt
&) )||lw) na
7 |2 -
— a4
ey v ./
SN2y *

Zoom Zoom in/out

Icons and descriptions of the PTZ Camera Control Panel:

Icon

Description

Preset Positions List:
Connect to the web page of the IP camera to customize the
preset positions and conveniently and quickly point the camera

to the present point.

Login the main page of the specified IP camera:
Select an IP camera and click this button to connect to the web

page of that IP camera.

Snapshot:
Take a snapshot of the currently selected camera channel. After
the snapshot appears, you can right click the snapshot to save

it to the local computer.

Manual Recording:

Start or cancel the recording (for system administrators only.)

Enable “Click and Go":

Click the camera channel at any point to align it to the center of

the screen.
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Fit image to window/Keep the aspect ratio (Apply to
all):
Fit the live view channel to its window or keep the aspect ratio

for all channels on the Live View Screen.

Digital Zoom:
Select an IP camera and click this button to enable
digital zoom. This function can also be enabled by right clicking

the Monitoring Window.

Zoom in/out:
Click these buttons to zoom in/zoom out a PTZ camera if that
camera supports digital zoom. With digital zoom enabled, the

buttons can be used to zoom in/zoom out the camera digitally.

Audio in:

Enable/disable the camera’s audio input.

Audio Support (optional):
Turn on or off the audio support for the live view page.

Focus Control:
Adjust the focus of the camera (if this feature is supported by

that camera.)

Quick Bookmark:

Bookmark an instant video image for live view.

Detailed Bookmark:
Enter the details of a bookmarked image.

Pan and Tilt:
Click these buttons to pan or tilt the camera (If the pan and tilt

control is supported by the camera.)

3.15.4 Auto Cruising

The auto cruising feature is used to configure the PTZ cameras to cruise according to the

preset positions and the staying time set for each position.
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To use the auto cruising feature, follow the steps below:
1. Right click the PTZ camera channel on the live view page. Select “Auto Cruising” >

“Settings”.

Connect to the camera webpage

Camera Settings

Preset »
Settings
Enable

Auto Cruising »

PTZ Control »
Digital Zoom

Keep Aspect Ratio

Playback

Adjust Live Stream »
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2. View the preset position of a camera:

Auto Cruising Settings M

Server Name 5-54-12164UPro

Camera Name 22, Vivotek

Preset Name Interva

hthth| v 5 Sec
Update Delete

’ Preset Name Interval
pst_1 15
pst_2 15
3_desktop 15
far 15
door 15
["]Enable Auto Cruising

[ Apply ][ Cancel J

a— e —

3. Add a preset point: To add a preset position for auto cruising, select a “Preset Name”

from the drop-down menu and enter the staying time (interval, in seconds). Click “Add".

Preset Mame Interva
pst_1 - 3 Sec.
| add ||| update || Delete |
Preset Mame Interval -
pst_2 15 =
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4. Update a preset position: To change a setting on the list, highlight the selection. Select
another preset position from the drop-down menu and change the staying time

(interval). Click “Update”.

Preset Mame Interva
3_desktop - 5| Sec,
add ||| update ||| Delete

Preset Name Interval -
pst_1 15
pst_2 15 E
3_desktop 15
Preset Mame Interval Gl
3_desktop s
pst_2 15 E
3_desktop 15

5. Delete: To delete a setting, highlight a selection on the list and click “Delete”. To delete

more than one settings, press and hold the Ctrl key on your keyboard and select the

settings. Click “Delete”.

Preset Mame Interva

3_desktop - 3 Sec,

Preset Name Interval i
3_desktop 5

pst_2 15 P
3_desktop

6. After configuring the auto cruising settings, select "Enable auto cruising” and click “"OK".

The PTZ camera will start auto cruising according to the settings.
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Note:

* The default staying time (interval) of the preset position is 5 seconds. Enter 5-9999

seconds for this setting.

* The system supports up to 10 preset positions (the first 10) configured on the PTZ
cameras. Up to 20 auto cruising settings can be configured. In other words, a maximum

of 10 selections on the drop-down menu and 20 settings on the auto cruising list are

supported.

 The name of a preset position can only be specified in languages other than English if it

is supported by the camera.

3.15.5 Alarm Mode (Alarm List & Event Logs)

When an alarm is shown, click the icon to view the alarm information. The event logs will be
shown at the bottom of the screen. If the E-map of the alarm camera is loaded, the Instant

Popup Viewing window and the event logs can be displayed. Please refer to Chapter 3.3.7

for details.
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Event logs

Note: The alarm settings must be configured on the NVR first. Then, go to Event

Management settings in the CMS to enable the alarm input of the camera, so that the CMS

can receive the alarms from the NVR. Please refer to Chapter 7-10 (FAQ) for details.
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When an alarm is triggered, move the mouse cursor to the icon and the alarm information
will be displayed. Double click the camera symbol to open the Instant Camera Viewing
Popup Window and click the stop symbol to clear the alarm record. Double click the camera
icon and a live window for the camera will pop up. If you further click the maximize button
on the top right of the window, the video will occupy the single channel view for you to
immediately monitor the camera where the alarm occurred. Click the close or restore down

button to return to the E-map.
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When moving the mouse cursor to the alarm snapshot in the alarm list to the right, the

camera information and alarm content will both be shown.

Note: Only the first 150 records can be saved in the event logs.
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The content of an event log inludes the alarm event level, device (NVR) name, camera

name, date and time an event occurs, and alarm details.

Note: The alarm list can be turned off, and so, to review an event, it is advised to check its
recording files for more details...

Icon Description

Open the E-map of the alarm-triggered camera.

&:.

Open the live view of the alarm-triggered camera.

]

Show the pop-up window of the live view for the

1
!

alarm-triggered camera.

Immediately play back the video 15 seconds before or after the

alarm is triggered.

Turn off the camera alarm on the list. Please note that if a new

© 0 g

alarm is triggered by a camera, the corresponding alarm will

show up again.

3.15.6 E-map

Select the E-map tab on the left, double click or drag the E-map to the main screen to

monitor.
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Note: For more information on uploading E-maps, E-map related settings, and the camera

icon settings on the E-map, please refer to Chapter 5.8.

An E-map provides the tooltip on camera information. Double click the camera icon to open

the live view popup window, drag and move the window, or adjust the screen size.

Note: A maximum of 5 live view popup windows can be opened on the E-map at the same

time.
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Click the maximize button on top right side of the live view popup window to expand it. Click

the close or restore down button to return to the original E-map.
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In addition to the live view popup window feature, multiple E-maps can be linked and
grouped together. Double click an E-map icon on the E-map to open another E-map. Please
note that the E-map icon serves as a link. So, users can inter-link different E-maps to

quickly switch between them.
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The E-map provides a variety of features and relevant E-map settings are covered in
Chapter 5.8.
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After a camera alarm is triggered on the NVR, the alarm information will be shown.

E-map icons and description:

Icon

Description

£

Multi-layer E-map:
This icon shows that there are several layers in the E-map. Click

the icon to enter the next layer in the E-map group.

@

Single-layer E-map:
Click ""J to select a single-layer E-map. When an E-map is

selected, the icon will become @

&

E-map link:

Double click this icon to link other E-maps.

-

NVR:
The NVR icon is only provided for users to pinpoint a NVR

location on the map.

3.15.7 Multi-monitor Mode

Click the icon |U:|J] in the Live View screen to configure the multi-monitor settings if

multiple monitors (two to four) are connected to the client PC

il i

il

444
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The system will automatically retrieve the screen settings of the operating system. To
identify the screen, click “Identify”. Next, specify the screen function from the drop-down
menu and the options include: None (do not display), Live view, and E-map.

-

Multi-Monitor Setting

! one‘
Live View
E-map

The following shows an example of the Multi-monitor mode (Live View screen on the first

monitor and E-map on the second monitor.)

AR A e e
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3.16 Playback

Using the CMS Client, you can playback recording files of a NVR on the playback page.

3.16.1 Video Playback Page

To switch to the Video Playback page, click the playback button EI on the monitoring or

management page. You can search and play the recording files on multiple NVR servers. To

return to the live view page, click . To enter the system management page, click Lg]

—= .
Select different playback view b
layout

'l =

A
——

e Playb.
- aybac
Playback Control Panel Y
= -—

-
k Timeline
B0
- s —

-.’_

—-

Note: The playback access right is required to play video files. For access right
configuration, please refer to Chapter 5.9.1.
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The icons and description

of the video playback page are shown as below:

Icon

Description

Single channel playback view.

4-channel playback view.

9-channel playback view.

16-channel playback view.

Export video: Export a video clip by entering the time interval

of the playback.

Audio (optional): Enable or disable the audio function.

Digital zoom: Enable or disable the digital zoom function.

Zoom in/out:
Click these buttons to zoom in/zoom out a PTZ camera if that
camera supports digital zoom. With digital zoom enabled, the

buttons can be used to zoom in/zoom out the camera digitally.

Set the playback interval:
Set the time interval between the start and end points of a clip

for playback. This interval cannot exceed 24 hours.

Fit image to window/Keep aspect ratio:

Adjust the proportions of all or only the current video
— depending on synchronous or asynchronous playback mode.
Asynchronous/synchronous playback mode in the multi-view
layout: Set the playback mode to be with the same playing time
iﬂi} or with independent playing time for each channel, but all in the

same interval.

Quick bookmark:

Bookmark an instant image of the camera.
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Detailed bookmark:

Enter the bookmark details of an instant image of the camera.

Play/pause a video.

> ||
e/
| Stop.
|
| Reverse playback.
-
| | Decelerate/Accelerate.
44 | pp
/el
| | Previous frame/Next frame.
I« [ |
/el
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Playing recording files:
Follow the steps below to play the recording files on a remote NVR server:

1. Select single-view or multi-view playback from the top.
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2. Drag and drop a camera to the playback window.
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3. Set the playback interval. The interval cannot exceed 24 hours.

Tigl R Es

16:23:53

4. After setting the start and end time, the green bar(s), representing normal recording
files, and the red bar(s), representing alarm recording files, will be shown on the

timeline.
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>

5. Click or directly click on the timeline to playback the video. The NVR time for

each channel is displayed on its respective screen. By default, the aspect ratio is kept

for each camera.

F'Edi-i W= [ PN 21

rom— —

LA L LT LT

6. Click the green parts of a timeline to view the camera image at the corresponding time

point. Use the magnifying glass * =L to zoom in or out on the timeline. A tooltip with
the time information will appear when moving the mouse cursor to a corresponding

time point on the timeline.

Timeline
O 01 02 03 04 0k O

(21-W5-50...
9. GANZ Z...

07 03 ] 10 11 13

o

Timeline
S 00 01 02 03

At

(21-V5-50...
9. GANZ Z...
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(4-13-V5-6020P)4. Axis P5534
2012/10/01 07:45:08

Note:

® The green parts on the timeline represent the intervals for round-the-clock recording
files.

® After a camera is dragged to the screen and its recording files are being played, that
channel window is reserved only for that camera until the current playback process is
stopped and the camera status light turns red.

® The red parts on the green bars of the timeline represent the intervals for alarm
recordings files. To use this feature, please configure the settings in “"Camera settings”

> “Alarm settings” on the NVR.

Double click the title of a camera to view its recording files in the single channel mode.
Double click the title again to return to the original viewing mode.

e Inthe 1 or4-channel layout, you can right click each camera playback window to enable

support for Intel hardware decoding (disabled by default).
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3.16.2 Multi-view Playback

Playback recording files of a maximum of 16 IP cameras concurrently.
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By default, the multi-view playback time is synchronized.
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To playback each channel independently using the multi-view mode, click the synchronize

button _./ to cancel synchronization first.

In asynchronous playback, the timeline can be adjusted to playback at different time for
each channel respectively.

Note: While switching to the asynchronous mode, you can independently playback each

channel, but only within the same time interval.
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Note: Click _.-/ to align the time stamps of all channels according to that of the active

channel (the channel that is being selected). For instance, the time stamps of all channels

played back are different in the figure above. After __../ is clicked, the time stamps of all

channels in the figure below will be aligned and played based on the channel four (the

active channel.)
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3.16.3 Exporting Video File

Follow the instructions below to convert the NVR recording files to the AVI format and save
them to the local computer.

Note: The playback access rights of the IP camera need to be set before this feature can be
used.

1. Select a NVR from the content list on the left, and drag and drop a channel (a camera
icon) to be played to the playback window on the right.

.-

2. Click ! (Set Playback Interval) to select the interval.
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3. Select the channel that you would like to export video files for and click IJJ (Export

video file) on the panel.

[ =

Note: Only green and red parts on the timeline can be selected to export video files.
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4. Enter the storage path and file name of the video file and click “Export”. You can watch

the video in the preview window. The time it takes to export the files varies depending

on computer performance.
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Chapter 4 Server Log

The CMS logs are divided into event logs, service logs, and system logs. Among them, the
event logs are shown on the main monitoring page, and the remaining two types of logs are
in the server logs/ configuration. Besides the logs on the main monitoring page, you can

switch to the previous or next page and refresh the page to check other available logs.

Note: Currently, only English event logs are supported by the CMS system.

4.1 Event Log

After the alarm mode is enabled, the following camera event logs will be recorded and listed
at bottom of the page: IP camera connection, motion detection, or IP camera permission

authentication failure.

For each record, its priority level, device name, camera name, data and time and event
description are displayed from left to right, and older logs (the first and oldest 150 records)

will be overwritten automatically.
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4.2 Service Log

Click “Server Log” on the configuration page and then the “System Event” tab to list all
service logs. Each record listed is recorded from the last login to the current login. The log
content is the communications, including messages, warnings, and errors, between the

CMS system applications and the PC, CMS Server, or other NVR devices

For each record, its date and time, event level, username, IP address, device name, the log

content and status are displayed from left the right.
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4.3 System Log

The second item of the system configuration is system logs. The recording range is the

interval from the last login to the current login. The content is the content of the events

occurring at the bottom level of the CMS system, or the problems occurring between the

underlying system and other devices, such as system malfunctions. You can view the event

logs as the basis of diagnosing system problems.
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From left to right, the following log details are displayed: time, event level, username, IP

address, device name (all names listed here will be shown as “System”), the event

summary and status.
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4.4 NVR Event Log

As the name implies, NVR event logs are event logs associated with an NVR or IP cameras.
Click “Server Log” on the configuration page and then the “"NVR Event” tab to list all NVR

event logs. Each record listed is recorded from the last login to the current login.
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For each record, its date and time, event level, username, IP address, device name (for now,
the name will only be NVR or camera), the content of the event and status are displayed
from left the right.
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4.5 Online User

To check on current online users, click “Server Log” on the configuration page and then the
“ON-Line Users” tab. Click the “Previous”, "Next” and “Refresh” buttons at bottom right side

of the screen to list other online users.

Embmt |
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Chapter 5 CMS Server Management
5.1 General Setting
5.1.1 System Administration

Enter the name of the CMS server. The system name supports a maximum of 14 characters
and can be a combination of alphabets (a-z, A-Z), numbers (0-9), and dash (-). Space (),

period (.), or pure number are not allowed.

Caraar Farmie

L EnaGle Sensre Cannadion (580
Fort HumBar BOB1

Force secun connacion {551} on

Mol &herenasi

Specify the port number used for system connection and the default value is 8080.

Enable Secure Connection (SSL)
To allow the users to connect the CMS Server, turn on secure connection (SSL) and enter
the port number. If the “Force secure connection (SSL) only” option is enabled, the users

can only connect to the CMS Server by HTTPS connection.
5.1.2 Date and Time

Adjust the date, time, and time zone according to your current location.
If the settings are incorrect, the timestamps (the event occurring time) on the recording

files will be inaccurate.
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Synchronize with the time of your computer
To synchronize the time of the CMS Server with the time of your computer, click "Update

"

Now”.

Synchronize with an Internet time server automatically

Turn on this option to synchronize the date and time of the NAS automatically with an NTP
(Network Time Protocol) server. Enter the IP address or domain name of the NTP server, for
example, time.nist.gov, time.windows.com. Then enter the time interval for

synchronization.

Note: The first time synchronization may take several minutes to complete.
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5.1.3 Daylight Saving Time

If your region adopts daylight saving time (DST), turn on the option “Adjust system clock
automatically for daylight saving time” and click “"Apply”. The latest DST schedule of the
time zone specified in the “"Date and Time” section will be shown. The system time will be

adjusted automatically according to the DST.

If your region does not adopt DST, the options on this page will not be available.
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To enter the daylight saving time table manually, select the option “Enable customized
daylight saving time table”. Click “"Add Daylight Saving Time Data” and enter the daylight

saving time schedule. Then, click "Apply” to save the settings.
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5.1.4 Language

Select the language the CMS uses to display the files and directories.

Note: All the files and directories on the CMS will be created using Unicode encoding. If
your PC does not support Unicode, select the language which is the same as the OS
language of your PC in order to view the files and directories on the system properly.
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5.1.5 Password Strength

Specify the password rules. After applying the settings, the system will automatically check

the validity of the new password.
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5.2 Network Setting

5.2.1 TCP/IP

(i) IP Address

Configure the TCP/IP settings of the CMS Server on this page. Click the Edit button () to
edit the network settings (TCP/IP Property, as described in the following paragraphs). For

the CMS Server with two LAN ports, users can connect both network interfaces to two
different switches and configure the TCP/IP settings. The CMS Server will acquire two IP
addresses which allow access from two different subnets. This is known as multi-IP
settings. When using the QNAP Finder to detect the CMS IP, the IP of the Ethernet 1 will be
shown in LAN 1 only and the IP of the Ethernet 2 will be shown in LAN 2 only.
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Click the Edit button (), as described above to open the “TCP/IP Property” page and
configure the following settings:
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" TCP/IP - Property

Metwork Speed | Auto-negotiation [

i@ Obtain IP address settings automatically via DHCP

(71 Use static IP address
Fixed IP Address: 169 254 100 100

Subnet Mask: 255 .|255]~].[0 [+]:[0 [+]

Lease Time: " Sp—

Network Speed
Select the network transfer rate according to the network environment to which the CMS
Server is connected. Select auto negotiation and the system will adjust the transfer rate

automatically.

Obtain the IP address settings automatically via DHCP
If the network supports DHCP, select this option and the CMS Server will obtain the IP
address and network settings automatically.

Use static IP address
To use a static IP address for network connection, enter the IP address, subnet mask, and
default gateway.

Enable DHCP Server
A DHCP (Dynamic Host Configuration Protocol) server assigns IP addresses to the clients on
a network. Select “Enable DHCP Server” to set the CMS Server a DHCP server if there is

none on the local network where the CMS Server locates.
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Note:

® Do not enable DHCP server if there is already one on the local network to avoid IP
address conflicts or network access errors.

® The DHCP server option is available to Ethernet 1 only when both LAN ports of a dual
LAN CMS Server are connected to the network and configured as standalone IP

settings.

Start IP, End IP, and Lease Time: Set the range of IP addresses allocated by the CMS
Server to the DHCP clients and the lease time. The lease time refers to the time that an IP
address is leased to the clients. During that time, the IP will be reserved to the assigned

client. When the lease time expires, the IP can be assigned to another client.

(ii) Default Gateway
Select the gateway settings. Please be reminded to select the first LAN port for the default

gateway if both LAN ports are connected to the network.

(iii) DNS Server

Primary DNS Server: Enter the IP address of the primary DNS server. This server will
provide the DNS service to dissolve domain names of the external network for the CMS
Server.

Secondary DNS Server: Enter the IP address of the secondary DNS server. This server will

be the second server to provide the DNS service for the CMS Server.

Note:

® Please contact the ISP or network administrator for the IP address of the primary and
the secondary DNS servers. When the CMS Client needs the domain name to connect
to the CMS Server, the client needs at least one DNS server IP for proper URL
connection. Otherwise, the function may not work properly.

® If you select to obtain the IP address by DHCP, there is no need to configure the

primary and the secondary DNS servers. In this case, enter *0.0.0.0".

5.2.2 DDNS

To allow remote access to the CMS Server using a domain name instead of a dynamic IP

address, enable the DDNS service.
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The CMS supports the following DDNS providers:
http://www.dyndns.com, http://update.ods.org, http://www.dhs.org, http://www.dyns.c

X, http://www.3322.0rg, http://www.no-ip.com -
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5.2.3 IPv6

The CMS supports IPv6 connectivity with “stateless” address configurations and RADVD
(Router Advertisement Daemon) for IPv6, RFC 2461 to allow the hosts on the same subnet

to acquire IPv6 addresses from the CMS automatically.

Network )

TP || RS PG

1B Autlclirens
¥ Enable [Pub
et Juded s
Emvamsd 1 Yoz mB0: 208 95k e 4078 a2 @ &
THTS St
l ARRLY

To use this function, select the option “Enable IPv6” and click “"Apply”. The CMS will restart.
After the system restarts, login the IPv6 page again. The settings of the IPv6 interface will

be shown. Click the Edit button to edit the settings.

@ |PyE Auto-Configuration

I7) Use static IP address

Prefix Length:

Diefault Gateway:
|| Enable Router Advertisement Daemon (radvd)
.

Prefix Length:

Step 108 APPLY CANCEL
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IPv6 Auto Configuration
If an IPv6 enabled router is available on the network, select this option to allow the CMS

Server to acquire the IPv6 address and the configurations automatically.

Use static IP address
To use a static IP address, enter the IP address (e.g. 2001:bc95:1234:5678), prefix length
(e.g. 64), and the gateway address for the CMS. You may contact your ISP for the
information of the prefix and the prefix length.
® Enable Router Advertisement Daemon (radvd)

To configure the CMS Server as an IPv6 host and distribute IPv6 addresses to the local

clients which support IPv6, enable this option and enter the prefix and prefix length.

IPv6 DNS server
Enter the preferred DNS server in the upper field and the alternate DNS server in the lower
field. Contact the ISP or network administrator for the information. If IPv6 auto

configuration is selected, leave the fields as ™::".
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5.3 Power Management

You can restart or shut down the CMS Server and specify the behavior of the CMS Server

after a power recovery.

Thia Fefvar 2hodid remain of

& Hesums e sarver 0 Me pedous power-on &

power-oll slalus

Restart/Shutdown

Restart or shut down the CMS Server immediately.

If you try to restart or turn off the CMS Server from the web-based interface or the LCD

panel (if available) when a remote replication job is in process, the CMS Server will prompt

you to ignore the running replication job or not.

EuP Mode Configuration

EuP (also Energy-using Products) is a European Union (EU) directive designed to improve

the energy efficiency of electrical devices, reduce use of hazardous substances, increase

ease of product recycling, and improve environment-friendliness of the product.

When EuP is enabled, the following settings will be affected so that the CMS Server

maintains low power consumption (less than 1W) when the CMS Server is powered off:

® \Wake on LAN: Disabled.

® AC power resumption: The CMS will remain off after the power restores from an outage.
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When EuP is disabled, the power consumption of the CMS Server is slightly higher than 1W
when the CMS Server is powered off. EuP is disabled by default so that you can use the

functions Wake on LAN, AC power resumption settings properly.

This feature is only supported by certain CMS Server models, please visit

http://www.gnapsecurity.com/pro_detail featurecms.asp?p id=273 for details

Configure Wake on LAN

Turn on this option to allow the users to power on the CMS Server remotely by Wake on LAN.
Note that if the power connection is physically removed (in other words, the power cable is
unplugged) when the CMS Server is turned off, Wake on LAN will not function whether or

not the power supply is reconnected afterwards.
When the AC Power resumes

Configure the CMS Server to resume to the previous power-on or power-off status, turn on,

or remain off when the AC power resumes after a power outage.

5.4 Backup/Restore Settings
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Backup System Settings

To back up all the settings, including the user accounts, server name, network configuration,
and so on, click "BACKUP”. If the system asks whether to open or save the backup image
file, select “Save”.

Restore System Settings

To restore all the settings, click "Browse” to select a previously saved setting file and click

165


http://www.qnapsecurity.com/pro_detail_featurecms.asp?p_id=273

“Restore”.

5.5 System Log

5.5.1 System Event Log

The CMS Server can store 32,768 recent event logs, including warnings, errors, and
information messages. If the CMS Server does not function correctly, refer to the event logs

for troubleshooting.

Tip: Right click a log to delete the record. To clear all the logs, click “Clear”.

System Logs "
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5.5.2 System Connection Log

The CMS Server can store 32,768 recent event logs, including warnings, errors, and
information messages. If the CMS cannot be logged in normally, refer to the system
connection logs for troubleshooting.

Click “"Save” to save the log data as a CSV file and “Clear” to clear all the logs.

Note: Only English event logs are supported in this system.
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5.5.3 On-line User

The information of the on-line users connecting to the CMS Server by networking services

is shown on this page.

Tip: Right click a log to disconnect the IP connection and block the IP.
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5.6 Firmware Update

5.6.1 Update Firmware by Web Administration Page

Firmware Update .
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Note: If the system is running properly, there is no need to update the firmware.

Before updating the system firmware, make sure the product model and firmware version

are correct. Follow the steps below to update firmware:

1. Download the release notes of the firmware from the QNAP Security website

http://www.gnapsecurity.com. Read the release notes carefully to make sure it is

required to update the firmware.

2. Download the CMS Server firmware and unzip the IMG file to the computer.
Before updating the system firmware, back up all the disk data on the CMS Server to
avoid any potential data loss during the system update.

4. Click “"Choose File” to select the correct firmware image for the system update. Click
“UPDATE SYSTEM” to update the firmware.

The system update may take up to several minutes to complete depending on the network

connection status. Please wait patiently. The CMS Server will inform you when the system

update has completed.
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5.6.2 Update Firmware by QNAP Finder

The CMS Server firmware can be updated by the QNAP Finder. Select a CMS Server model

and choose “Update Firmware” from the “Tools” menu.
- =

8 QNAP Finder - =)L
Servers Connect Settings | Tools | Help
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Login the CMS Server as an administrator.

& —
Login Administrator [CMS] " [
Administrator Mame: admin
Administrator Password: sssesl

["] Remember user name and password

[ 9]¢ 1[ Cancel

Browse and select the firmware for the CMS Server. Click “Start” to update the system.
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Note: The CMS servers of the same model on the same LAN can be updated by the QNAP

Finder at the same time. Administrator access is required for system update.
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5.7 Restoring to Factory Default

To reset all the system settings to default, click "RESET” and then click "OK".
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Caution: When “"RESET” is pressed on this page, all the disk data, user accounts,
network shares, and system settings will be cleared and restored to default.
Always back up all the important data and system settings before resetting the
CMS Server.

5.8 Disk Management

This page shows the model, size, and current status of the hard drives on the CMS Server.

You can format and check the hard drives, and scan the bad blocks on the hard drives.

5.8.1 Volume Management

Volume Management
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Disk Configuration

Single Disk Volume
Each hard drive is used as a standalone disk. If
a hard drive is damaged, all the data will be

lost.

RAID 0 Striping Disk Volume

RAID 0 (striping disk) combines 2 or more hard
drives into one larger volume. The data is
written to the hard drive without any parity
information and no redundancy is offered.

The total storage capacity of a RAID 0 disk
volume is equal to the sum of the capacity of all

member hard drives.

RAID O
striping

Block A2
Block A4
Block A6
Block A8
Disk 2

Block Al
Block A3
Block A5
Block A7
Disk1

dEEE
L

RAID 1 Mirroring Disk Volume

RAID 1 duplicates the data between two hard
drives to provide disk mirroring. To create a
RAID 1 array, a minimum of 2 hard drives are
required.

The storage capacity of a RAID 1 disk volume is

equal to the size of the smallest hard drive.

RAID 1

mirroring

Block Al
Block A2
Block A3
Block A4
Disk 2

Block Al
Block A2
Block A3
Block A4 )
Disk 1

HEEE
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RAID 5 Disk Volume

The data are striped across all the hard
drives in a RAID 5 array. The parity
information is distributed and stored
across each hard drive. If a member
hard drive fails, the array enters
degraded mode. After installing a new
hard drive to replace the failed one, the
data can be rebuilt from other member
drives that contain the parity
information.

To create a RAID 5 disk volume, a
minimum of 3 hard drives are required.
The storage capacity of a RAID 5 array is
equal to (N-1) * (size of smallest hard
drive). N is the number of hard drives in

the array.

RAID 5

parity across disks

Block A3

Block A2
Block B2

Block Al
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Block B1
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RAID 6 Disk Volume

The data are striped across all the hard
drives in a RAID 6 array. RAID 6 differs
from RAID 5 that a second set of parity
information is stored across the member
drives in the array. It tolerates failure of

two hard drives.

To create a RAID 6 disk volume, a
minimum of 4 hard drives are required.
The storage capacity of a RAID 6 array is
equal to (N-2) * (size of smallest hard
drive). N is the number of hard drives in

the array.

RAID 6

parity across disks

=

Block Al Block A2

Parity Bg

Parity Bp

Block B1
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RAID 10 Disk Volume

RAID 10 combines four or more disks in

RAID 10

RAID O

a way that protects data against loss of
non-adjacent disks. It provides security
by mirroring all data on a secondary set
of disks while using striping across each

set of disks to speed up data transfers.

RAID 10 requires an even number of
hard drives (minimum 4 hard drives).
The storage capacity of RAID 10 disk
volume is equal to (size of the smallest
capacity disk in the array) * N/2. N is
the number of hard drives in the

volume.

5.8.2 RAID Management

You can perform online RAID level migration and recover a RAID configuration on this page.
You can perform online RAID capacity expansion (RAID 1, 5, 6, 10) and online RAID level
migration (single disk, RAID 1, 5, 10), add a hard drive member to a RAID 5, 6, or 10

configuration, configure a spare hard drive (RAID 5, 6, 10) recover a RAID configuration on

this page.
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Caution: When the hard drive synchronization is in process, do NOT turn off the

1
.') CMS Server or plug in or unplug the hard disk drives

HDD Hot Swapping in RAID Configuration
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The CMS Server supports HDD hot swapping. When a hard drive of a RAID configuration
fails, the failed hard drive can be replaced by a new one immediately without shutting down
the server, and the recording data can still be retained. However, if the hard drives are
working properly and the recording is in process, do not swap the hard drives to avoid
damages to the hard drives or the recording files.

A Warning: It is strongly recommended to turn OFF the server before replacing the
hard drives to reduce the risk of electric shock. The system should only be managed and
maintained by authorized system administrators.
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5.8.3 HDD SMART

Monitor the hard disk drives (HDD) health, temperature, and the usage status by HDD S.M.A.R.T.
(Self-Monitoring Analysis and Reporting Technology).

MDD SMART
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The following information of each hard drive on the CMS Server is available.

Field Description

Summary |Display the hard drive S.M.A.R.T. summary and the latest test result.

Hard disk | Display the hard drive details, for example, model, serial number, HDD capacity.

information

SMART Display the hard drive S.M.A.R.T. information. Any items that the values are lower

information | than the threshold are regarded as abnormal.

Test Perform quick or complete hard drive S.M.A.R.T. test.

Settings Configure temperature alarm. When the hard drive temperature is over the preset
values, the NAS records the error logs.
You can also set the quick and complete test schedule. The latest test result is shown

on the Summary page.

5.8.4 Encrypted File System

You can manage the encrypted disk volumes on the CMS Server on this page. Each

encrypted disk volume is locked by a particular key. The encrypted volume can be unlocked

by the following methods:

® Encryption Password: Enter the encryption password to unlock the disk volume. The
default password is "admin”. The password must be 8-16 characters long. Symbols (!
@#$ %N &*()_+ =7?)are supported.
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® Encryption Key File: Upload the encryption file to the CMS Server to unlock the disk
volume. The key can be downloaded from “Encryption Key Management” page after

the disk volume has been unlocked successfully.

Please note that the data encryption functions may not be available in accordance to the

legislative restrictions of some countries.

Click “ENCRYPTION KEY MANAGEMENT"” on the “Action” column of an unlocked disk

volume.

Vukars Total Saw St Action

Niroreg Dok Volume: Dewe 1 2 ML 24 0GB Unkcked EMENYPIOM KLY MAMAGE MM

You can perform the following actions:

® Change the encryption key: Input your old encryption password and input the new
password. (Note that after the password is changed, any previously exported keys will
not be working anymore. You have to download the new encryption key if necessary,
see below).

® Save the encryption key: Save the encryption key on the CMS Server for automatic
unlocking and mounting the encrypted disk volume when the CMS Server restarts.

® Download the encryption key file: Input the encryption password to download the
encryption key file. Downloading the encryption key file will allow you to save the
encryption key in a file. The file is also encrypted and can be used to unlock a volume,
without knowing the real password (see “unlock a disk volume manually” below).

Please save the encryption key file in a secure place!

Create a new encrypted disk volume with new hard drives

To create a new encrypted disk volume and install new hard drives on the CMS Server after

its installation, follow the steps below:

1. Install the new hard drive(s) to the CMS Server.

2. Log into the CMS Server as an administrator. Go to “"Disk Management” > “Volume
Management”.

3. Select the disk volume you want to configure according to the number of new hard
drives installed.
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4. Select the hard drive(s) for creating the disk volume. In this example, we select to

create a single drive. The procedure applies also to a RAID configuration.
Select “Yes” for the “Encryption” option and enter the encryption settings.
Then click "CREATE"” to create the newly encrypted volume. Note that all the data on
the selected drives will be DELETED! Please back up the data before creating the
encrypted volume.

7. You have created an encrypted disk volume on the CMS Server.

Verify that disk volume is encrypted
To verify the disk volume is encrypted, log into the CMS Server as an administrator. Go to

“Disk Management” > “Volume Management”.
You will be able to see the encrypted disk volume, with a lock icon in the Status column.

The lock will be open if the encrypted volume has been unlocked. A disk volume without the

lock icon in the Status column is not encrypted.
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5.9 System Status

5.9.1 System Information

You can view the system information such as CPU usage and memory on this page
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5.9.2 Resource Monitor

You can view the CPU usage, disk usage, and bandwidth transfer statistics of the CMS

Server on this page.
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CPU Usage: This tab shows the CPU usage of the CMS Server.
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Memory Usage: This tab shows the memory usage of the CMS Server by real-time dynamic

graph.
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Disk Usage: This tab shows the disk space usage of each disk volume and its network

shares.
Resource Monitor
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Bandwidth Usage: This tab provides information about bandwidth transfer of each available
LAN port of the CMS Server.
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Process: This tab shows information about the processes running on the CMS Server.
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Chapter 6 Troubleshooting

1. After quick installation of the CMS-2000 (CMS Server) and having entered the correct
user name and password, the system showed the warning message “Network Failure:
the server is not found on the network. Please check the server status.”

Login -
| Serve razen: 10,11 10. 115 v @ sornd |
Usermame 1 adree
Paseword . “hane
Rermerher Lsermane and Dassmsrd
Jse erhanced seauity (S0)
]
ox Cancel
e - = 1
Errar i

Metwork fadure: the saner is nok found on the network. Plaase
i I & check the server stahis

Solution

Please check the following:

a) The hard drives are empty and do not contain any data. You can clean all the data on
the hard drives in Windows Disk Management, and install the CMS-2000 again.

b) If a hard drive has been used in a NAS or an NVR, it may be determined abnormal and
unavailable by CMS.
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2. The CMS Client interface displays abnormally and does not show complete contents.

o

Logm
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Username

Remamber usermame and pasaword
Use enhanced sacurity {S52)

Solution

Please go to "Display” on Windows (“Control Panel” > “Appearance and Personalization” >
“Display” > “Make it easier to read what’s on your screen”) and change the setting from
“Medium - 125 %" to default.
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3. The live view page did not display.

Solution

Please check the following:

a) The NVR and the IP camera are turned on and correctly connected to the network.

b) The IP addresses of the CMS Server and NVR do not conflict with other devices on the
same subnet.

c) Check if the CMS Server, NVR, and IP camera is connected to each other.

d) Please use a user account with administrator privilege to install the CMS Client, if not,

please run the CMS Client installer as administrator.

Open

Run as administrator

Troubleshoot compatibility

Share with

UltraEdit

Add to archive..,

Add to "CM5Client-1.0.0.011
Compress and email...
Compress to "CMSClient-1.0
Extract files...

Extract Here

Extract to CMSClient-1.0.0.03
Open with WinRAR

" il 6 i G 9 6 6 6 ©

e) Update the latest driver of your Intel onboard graphics chip or graphic card, please

download in Intel download center: http://downloadcenter.intel.com/
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4. The live video is not clear or smooth sometimes.

Solution
The image quality may be restricted or interfered by the network traffic. Please use

independent connections or avoid sharing the same connection with other network devices.

5. After login, the GUI (Graphic User Interface) looks abnormal in crushed shape (as the

figure below). Is this a system compatibility problem? How do I solve this?

T —— T

T T T (118,

Solution

Please select the Aero Theme of the operating system (Control Panel > All Control Panel
Items > Personalization), please note that CMS doesn’t support Basic and High Contrast
Themes of Windows OS.
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6. The E-map cannot be displayed correctly.
Solution

Please check the format of the uploading image files. Currently the CMS supports E-maps

in JPEG, BMP, and PNG (not including translucent images) only.
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7. Unable to find the CMS Server by the “"Auto Search” after logging into the CMS Client.
Or, cannot find the NVR by the “"Auto Search” at the “"Add Server” of the CMS Client
configuration.

Solution

® Check that the CMS Server and the NVR have been turned on.

® Connect the local PC and the CMS Server/NVR to the same subnet.

® Install the latest version of CMS Client from www.gnapsecurity.com.

® Run the CMS Client to search for the CMS Server. Make sure all the firewall software on

the computer have been turned off; or add the CMS Client to the list of allowed
programs in the firewall.

Please check if the QNAP Finder program is closed.

If the CMS Server and NVR are not found, click the “Auto Search” button to try again.
If the problem persists, contact the technical support.
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8. Unable to find the CMS Server or any NVR by the CMS Client, but able to find by QNAP
Finder.

Solution
Please close the QNAP Finder and run the CMS Client. The search function of the QNAP
Finder is mutually exclusive with that of the CMS Client.
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9. The changes to the system configuration did not take effect.

Solution
After changing the settings on the configuration page, click "Apply” to save the changes;
otherwise the settings will not be saved and will not take effect.

10.The CMS Client does not show the alarm information.

Solution
You have to configure the alarm settings in the NVR, and check the event management

page in the CMS Client. After that, you can find the alarms in the Live View user interface.

11. After power outage and improper server shutdown, the server does not function
properly after the restart. What should I do?

Solution
Please try the following:
a) If the system configuration were lost, configure the system again.

b) If the problem persists, contact the technical support.
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Technical Support

QNAP Security provides dedicated online support and customer service via instant
messenger. Please contact us by the following means:

Online Support: http://www.gnapsecurity.com/onlinesupport.asp

Forum: http://forum.gnapsecurity.com

Technical Support in the USA and Canada:

Email: g _supportus@gnap.com

TEL: 909-595-2819

Address: 168 University Parkway Pomona, CA 91768-4300

Service Hours: 08:00-17:00 (GMT- 08:00 Pacific Time, Monday to Friday)
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GNU - GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but

changing it is not allowed.

Preamble
The GNU General Public License is a free, copyleft license for software and other kinds of

works.

The licenses for most software and other practical works are designed to take away your
freedom to share and change the works. By contrast, the GNU General Public License is
intended to guarantee your freedom to share and change all versions of a program--to
make sure it remains free software for all its users. We, the Free Software Foundation, use
the GNU General Public License for most of our software; it applies also to any other work

released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free
software (and charge for them if you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new free programs, and that

you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking
you to surrender the rights. Therefore, you have certain responsibilities if you distribute

copies of the software, or if you modify it: responsibilities to respect the freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you
must pass on to the recipients the same freedoms that you received. You must make sure
that they, too, receive or can get the source code. And you must show them these terms so

they know their rights.
Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright

on the software, and (2) offer you this License giving you legal permission to copy,
distribute and/or modify it.
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For the developers' and authors' protection, the GPL clearly explains that there is no
warranty for this free software. For both users' and authors' sake, the GPL requires that
modified versions be marked as changed, so that their problems will not be attributed

erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of the
software inside them, although the manufacturer can do so. This is fundamentally
incompatible with the aim of protecting users' freedom to change the software. The
systematic pattern of such abuse occurs in the area of products for individuals to use, which
is precisely where it is most unacceptable. Therefore, we have designed this version of the
GPL to prohibit the practice for those products. If such problems arise substantially in other
domains, we stand ready to extend this provision to those domains in future versions of the

GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should not
allow patents to restrict development and use of software on general-purpose computers,
but in those that do, we wish to avoid the special danger that patents applied to a free
program could make it effectively proprietary. To prevent this, the GPL assures that patents

cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS

0. Definitions.

“This License” refers to version 3 of the GNU General Public License.

“Copyright” also means copyright-like laws that apply to other kinds of works, such as

semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each licensee

is addressed as “you”. “Licensees” and “recipients” may be individuals or organizations.
To "modify” a work means to copy from or adapt all or part of the work in a fashion requiring
copyright permission, other than the making of an exact copy. The resulting work is called

a “modified version” of the earlier work or a work “based on” the earlier work.

A “covered work” means either the unmodified Program or a work based on the Program.

193



To “propagate” a work means to do anything with it that, without permission, would make
you directly or secondarily liable for infringement under applicable copyright law, except
executing it on a computer or modifying a private copy. Propagation includes copying,
distribution (with or without modification), making available to the public, and in some

countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make or
receive copies. Mere interaction with a user through a computer network, with no transfer

of a copy, is not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it
includes a convenient and prominently visible feature that (1) displays an appropriate
copyright notice, and (2) tells the user that there is no warranty for the work (except to the
extent that warranties are provided), that licensees may convey the work under this
License, and how to view a copy of this License. If the interface presents a list of user

commands or options, such as a menu, a prominent item in the list meets this criterion.

1. Source Code.
The “source code” for a work means the preferred form of the work for making

modifications to it. "Object code” means any non-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined by a
recoghized standards body, or, in the case of interfaces specified for a particular
programming language, one that is widely used among developers working in that

language.

The “System Libraries” of an executable work include anything, other than the work as a
whole, that (a) is included in the normal form of packaging a Major Component, but which
is not part of that Major Component, and (b) serves only to enable use of the work with that
Major Component, or to implement a Standard Interface for which an implementation is
available to the public in source code form. A "Major Component”, in this context, means a
major essential component (kernel, window system, and so on) of the specific operating
system (if any) on which the executable work runs, or a compiler used to produce the work,

or an object code interpreter used to run it.
The “Corresponding Source” for a work in object code form means all the source code

needed to generate, install, and (for an executable work) run the object code and to modify

the work, including scripts to control those activities. However, it does not include the
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work's System Libraries, or general-purpose tools or generally available free programs
which are used unmodified in performing those activities but which are not part of the work.
For example, Corresponding Source includes interface definition files associated with
source files for the work, and the source code for shared libraries and dynamically linked
subprograms that the work is specifically designed to require, such as by intimate data

communication or control flow between those subprograms and other parts of the work.

The Corresponding Source need not include anything that users can regenerate

automatically from other parts of the Corresponding Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program,
and are irrevocable provided the stated conditions are met. This License explicitly affirms
your unlimited permission to run the unmodified Program. The output from running a
covered work is covered by this License only if the output, given its content, constitutes a
covered work. This License acknowledges your rights of fair use or other equivalent, as

provided by copyright law.

You may make, run and propagate covered works that you do not convey, without
conditions so long as your license otherwise remains in force. You may convey covered
works to others for the sole purpose of having them make modifications exclusively for you,
or provide you with facilities for running those works, provided that you comply with the
terms of this License in conveying all material for which you do not control copyright. Those
thus making or running the covered works for you must do so exclusively on your behalf,
under your direction and control, on terms that prohibit them from making any copies of

your copyrighted material outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated

below. Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users' Legal Rights from Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any
applicable law fulfilling obligations under article 11 of the WIPO copyright treaty adopted on
20 December 1996, or similar laws prohibiting or restricting circumvention of such

measures.
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When you convey a covered work, you waive any legal power to forbid circumvention of
technological measures to the extent such circumvention is effected by exercising rights
under this License with respect to the covered work, and you disclaim any intention to limit
operation or modification of the work as a means of enforcing, against the work's users,

your or third parties' legal rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice; keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code; keep intact all
notices of the absence of any warranty; and give all recipients a copy of this License along
with the Program.

You may charge any price or no price for each copy that you convey, and you may offer
support or warranty protection for a fee.

5. Conveying Modified Source Versions.

You may convey a work based on the Program, or the modifications to produce it from the
Program, in the form of source code under the terms of section 4, provided that you also
meet all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving a relevant
date.

b) The work must carry prominent notices stating that it is released under this License and
any conditions added under section 7. This requirement modifies the requirement in section
4 to “keep intact all notices”.

¢) You must license the entire work, as a whole, under this License to anyone who comes
into possession of a copy. This License will therefore apply, along with any applicable
section 7 additional terms, to the whole of the work, and all its parts, regardless of how they
are packaged. This License gives no permission to license the work in any other way, but it
does not invalidate such permission if you have separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal Notices;
however, if the Program has interactive interfaces that do not display Appropriate Legal
Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which are not
by their nature extensions of the covered work, and which are not combined with it such as

to form a larger program, in or on a volume of a storage or distribution medium, is called an
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“aggregate” if the compilation and its resulting copyright are not used to limit the access or
legal rights of the compilation's users beyond what the individual works permit. Inclusion of
a covered work in an aggregate does not cause this License to apply to the other parts of

the aggregate.

6. Conveying Non-Source Forms.
You may convey a covered work in object code form under the terms of sections 4 and 5,
provided that you also convey the machine-readable Corresponding Source under the

terms of this License, in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by the Corresponding Source fixed on a durable
physical medium customarily used for software interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by a written offer, valid for at least three years and
valid for as long as you offer spare parts or customer support for that product model, to give
anyone who possesses the object code either (1) a copy of the Corresponding Source for all
the software in the product that is covered by this License, on a durable physical medium
customarily used for software interchange, for a price no more than your reasonable cost of
physically performing this conveying of source, or (2) access to copy the Corresponding
Source from a network server at no charge.

¢) Convey individual copies of the object code with a copy of the written offer to provide the
Corresponding Source. This alternative is allowed only occasionally and noncommercially,
and only if you received the object code with such an offer, in accord with subsection 6b.
d) Convey the object code by offering access from a designated place (gratis or for a
charge), and offer equivalent access to the Corresponding Source in the same way through
the same place at no further charge. You need not require recipients to copy the
Corresponding Source along with the object code. If the place to copy the object code is a
network server, the Corresponding Source may be on a different server (operated by you or
a third party) that supports equivalent copying facilities, provided you maintain clear
directions next to the object code saying where to find the Corresponding Source.
Regardless of what server hosts the Corresponding Source, you remain obligated to ensure
that it is available for as long as needed to satisfy these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform other
peers where the object code and Corresponding Source of the work are being offered to the
general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the

Corresponding Source as a System Library, need not be included in conveying the object
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code work.

A “User Product” is either (1) a “consumer product”, which means any tangible personal
property which is normally used for personal, family, or household purposes, or (2)
anything designed or sold for incorporation into a dwelling. In determining whether a
product is a consumer product, doubtful cases shall be resolved in favor of coverage. For a
particular product received by a particular user, “normally used” refers to a typical or
common use of that class of product, regardless of the status of the particular user or of the
way in which the particular user actually uses, or expects or is expected to use, the product.
A product is a consumer product regardless of whether the product has substantial
commercial, industrial or non-consumer uses, unless such uses represent the only

significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures,
authorization keys, or other information required to install and execute modified versions of
a covered work in that User Product from a modified version of its Corresponding Source.
The information must suffice to ensure that the continued functioning of the modified
object code is in no case prevented or interfered with solely because modification has been

made.

If you convey an object code work under this section in, or with, or specifically for use in,
a User Product, and the conveying occurs as part of a transaction in which the right of
possession and use of the User Product is transferred to the recipient in perpetuity or for a
fixed term (regardless of how the transaction is characterized), the Corresponding Source
conveyed under this section must be accompanied by the Installation Information. But this
requirement does not apply if neither you nor any third party retains the ability to install
modified object code on the User Product (for example, the work has been installed in
ROM).

The requirement to provide Installation Information does not include a requirement to
continue to provide support service, warranty, or updates for a work that has been modified
or installed by the recipient, or for the User Product in which it has been modified or
installed. Access to a network may be denied when the modification itself materially and
adversely affects the operation of the network or violates the rules and protocols for

communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this

section must be in a format that is publicly documented (and with an implementation
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available to the public in source code form), and must require no special password or key

for unpacking, reading or copying.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by making
exceptions from one or more of its conditions. Additional permissions that are applicable to
the entire Program shall be treated as though they were included in this License, to the
extent that they are valid under applicable law. If additional permissions apply only to part
of the Program, that part may be used separately under those permissions, but the entire

Program remains governed by this License without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional
permissions from that copy, or from any part of it. (Additional permissions may be written
to require their own removal in certain cases when you modify the work.) You may place
additional permissions on material, added by you to a covered work, for which you have or

can give appropriate copyright permission.

Notwithstanding any other provision of this License, for material you add to a covered work,
you may (if authorized by the copyright holders of that material) supplement the terms of

this License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16
of this License; or

b) Requiring preservation of specified reasonable legal notices or author attributions in that
material or in the Appropriate Legal Notices displayed by works containing it; or

¢) Prohibiting misrepresentation of the origin of that material, or requiring that modified
versions of such material be marked in reasonable ways as different from the original
version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the material;
or

e) Declining to grant rights under trademark law for use of some trade names, trademarks,
or service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who
conveys the material (or modified versions of it) with contractual assumptions of liability to
the recipient, for any liability that these contractual assumptions directly impose on those
licensors and authors.

All other non-permissive additional terms are considered “further restrictions” within the

meaning of section 10. If the Program as you received it, or any part of it, contains a notice
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stating that it is governed by this License along with a term that is a further restriction, you
may remove that term. If a license document contains a further restriction but permits
relicensing or conveying under this License, you may add to a covered work material
governed by the terms of that license document, provided that the further restriction does

not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the
relevant source files, a statement of the additional terms that apply to those files, or a

notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately

written license, or stated as exceptions; the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided under this
License. Any attempt otherwise to propagate or modify it is void, and will automatically
terminate your rights under this License (including any patent licenses granted under the

third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular
copyright holder is reinstated (a) provisionally, unless and until the copyright holder
explicitly and finally terminates your license, and (b) permanently, if the copyright holder
fails to notify you of the violation by some reasonable means prior to 60 days after the

cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the
copyright holder notifies you of the violation by some reasonable means, this is the first
time you have received notice of violation of this License (for any work) from that copyright

holder, and you cure the violation prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who
have received copies or rights from you under this License. If your rights have been
terminated and not permanently reinstated, you do not qualify to receive new licenses for

the same material under section 10.
9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the Program.

Ancillary propagation of a covered work occurring solely as a consequence of using
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peer-to-peer transmission to receive a copy likewise does not require acceptance. However,
nothing other than this License grants you permission to propagate or modify any covered
work. These actions infringe copyright if you do not accept this License. Therefore, by

modifying or propagating a covered work, you indicate your acceptance of this License to

do so.

10. Automatic Licensing of Downstream Recipients.
Each time you convey a covered work, the recipient automatically receives a license from
the original licensors, to run, modify and propagate that work, subject to this License. You

are not responsible for enforcing compliance by third parties with this License.

An “entity transaction” is a transaction transferring control of an organization, or
substantially all assets of one, or subdividing an organization, or merging organizations. If
propagation of a covered work results from an entity transaction, each party to that
transaction who receives a copy of the work also receives whatever licenses to the work the
party's predecessor in interest had or could give under the previous paragraph, plus a right
to possession of the Corresponding Source of the work from the predecessor in interest, if

the predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or
affirmed under this License. For example, you may not impose a license fee, royalty, or
other charge for exercise of rights granted under this License, and you may not initiate
litigation (including a cross-claim or counterclaim in a lawsuit) alleging that any patent
claim is infringed by making, using, selling, offering for sale, or importing the Program or

any portion of it.

11. Patents.
A “contributor” is a copyright holder who authorizes use under this License of the Program
or a work on which the Program is based. The work thus licensed is called the contributor's

“contributor version”.

A contributor's “essential patent claims” are all patent claims owned or controlled by the
contributor, whether already acquired or hereafter acquired, that would be infringed by
some manner, permitted by this License, of making, using, or selling its contributor version,
but do not include claims that would be infringed only as a consequence of further

|II

modification of the contributor version. For purposes of this definition, “control” includes
the right to grant patent sublicenses in a manner consistent with the requirements of this

License.
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Each contributor grants you a non-exclusive, worldwide, royalty-free patent license under
the contributor's essential patent claims, to make, use, sell, offer for sale, import and

otherwise run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or
commitment, however denominated, not to enforce a patent (such as an express
permission to practice a patent or covenant not to sue for patent infringement). To “grant”
such a patent license to a party means to make such an agreement or commitment not to

enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding
Source of the work is not available for anyone to copy, free of charge and under the terms
of this License, through a publicly available network server or other readily accessible
means, then you must either (1) cause the Corresponding Source to be so available, or (2)
arrange to deprive yourself of the benefit of the patent license for this particular work, or (3)
arrange, in a manner consistent with the requirements of this License, to extend the patent
license to downstream recipients. “"Knowingly relying” means you have actual knowledge
that, but for the patent license, your conveying the covered work in a country, or your
recipient's use of the covered work in a country, would infringe one or more identifiable

patents in that country that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or
propagate by procuring conveyance of, a covered work, and grant a patent license to some
of the parties receiving the covered work authorizing them to use, propagate, modify or
convey a specific copy of the covered work, then the patent license you grant is
automatically extended to all recipients of the covered work and works based on it.

A patent license is “discriminatory” if it does not include within the scope of its coverage,
prohibits the exercise of, or is conditioned on the non-exercise of one or more of the rights
that are specifically granted under this License. You may not convey a covered work if you
are a party to an arrangement with a third party that is in the business of distributing
software, under which you make payment to the third party based on the extent of your
activity of conveying the work, and under which the third party grants, to any of the parties
who would receive the covered work from you, a discriminatory patent license (a) in
connection with copies of the covered work conveyed by you (or copies made from those
copies), or (b) primarily for and in connection with specific products or compilations that

contain the covered work, unless you entered into that arrangement, or that patent license
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was granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or
other defenses to infringement that may otherwise be available to you under applicable

patent law.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do not excuse you from the conditions of this
License. If you cannot convey a covered work so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence
you may not convey it at all. For example, if you agree to terms that obligate you to collect
a royalty for further conveying from those to whom you convey the Program, the only way
you could satisfy both those terms and this License would be to refrain entirely from

conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine
any covered work with a work licensed under version 3 of the GNU Affero General Public
License into a single combined work, and to convey the resulting work. The terms of this
License will continue to apply to the part which is the covered work, but the special
requirements of the GNU Affero General Public License, section 13, concerning interaction

through a network will apply to the combination as such.

14. Revised Versions of this License.
The Free Software Foundation may publish revised and/or new versions of the GNU General
Public License from time to time. Such new versions will be similar in spirit to the present

version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a
certain numbered version of the GNU General Public License “or any later version” applies
to it, you have the option of following the terms and conditions either of that numbered
version or of any later version published by the Free Software Foundation. If the Program
does not specify a version number of the GNU General Public License, you may choose any

version ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General

Public License can be used, that proxy's public statement of acceptance of a version
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permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no
additional obligations are imposed on any author or copyright holder as a result of your

choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE
ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE
USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given local
legal effect according to their terms, reviewing courts shall apply local law that most closely
approximates an absolute waiver of all civil liability in connection with the Program, unless

a warranty or assumption of liability accompanies a copy of the Program in return for a fee.

END OF TERMS AND CONDITIONS
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