Cookie Name

Postcode
HybrisCart
HybrisSession

login-token

email
cg-authoring-mode
SessionPersistence
_utma

_utmb

_utmc

_utmz

_utmli

_8a

_gid
_gat_UA-1232717-3
_dc_gtm_UA-1232717-37
_dc_gtm_UA-1232717-3
geolocation

ts_uid

tfa_tra_src

dwanonymous_*

dwsid

Cookie Type

Necessary
Necessary
Necessary

Necessary

Necessary
Necessary
Necessary
Analytics
Analytics
Analytics
Analytics
Analytics
Analytics
Analytics
Analytics
Analytics
Analytics
Analytics
Analytics
Analytics
Storefront

Storefront
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Lifespan

Current Session
Current Session
Current Session
Current Session

25w 5d

Current Session

Used by

Hybris
Hybris
Hybris
Hybris

Hybris

Hybris

Hybris

Google Analytics
Google Analytics
Google Analytics
Google Analytics
Google Analytics
Google Analytics
Google Analytics
Google Analytics
Google Analytics
Google Analytics
Tryzens Tradestate
Tryzens Tradestate
Tryzens Tradestate
B2C Commerce

B2C Commerce

Description

Used to store a user’s delivery postcode.
Used to identify user carts in Hybris.
Used to track a user’s session in Hybris.

Used to enable anonymous checkout functionality
in Hybris.

These cookies enable the Google Analytics

software. Google Analytics helps us collect and analyse visitor
information such as visitor numbers, browser usage and
marketing activity which we use to improve our website.

Stores geolocation details.
Keeps tradestate specific session ID.
Keeps the traffic source to identify how a user

Random ID used to identify an unregistered

shopper or a shopper who has not yet logged in independent
of the session. For example, this is used to track basket and
order activity and for analytics. It is not used for any activity
that occurs after the shopper registers an account. The * in
the cookie name is a value unique to the site.

Identifies the current browsing session.



sid

dwsecuretoken_*

dwcustomer_*

dw_dnt*

dwac_*

dwpersonalization_*

dwsourcecode_*

SESSION
XSRF-TOKEN

Storefront

Storefront

Storefront

Storefront

Storefront

Storefront

Storefront

Merchant application

Merchant Application
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Current Session

Current Session

25w 5d

Current Session

Current Session

25w 5d

Varies from
0-999 days

Current Session

Current Session

B2C Commerce

B2C Commerce

B2C Commerce

B2C Commerce

B2C Commerce

B2C Commerce

B2C Commerce

B2C Commerce

B2C Commerce

Identifies the current browsing session. The

Salesforce Reference Architecture (SFRA) uses this to
determine whether to display the cookie hint content asset.
Only used by SFRA and by customizations.

Used with dwsid to secure the session through

HTTPS. The * in the cookie name is a value unique to the

site.

Identifies a registered shopper. Used only when

the shopper selects Remember Me. (This is an optional website
feature.) The * in the cookie name is a value unique to the site.

Controls client-side JavaScript for Commerce

Cloud tracking features (Analytics, Einstein, and ActiveData).
Commerce Cloud sets it with each page response, based on the
value of the corresponding session attribute TrackingAllowed.
The value of this cookie always matches that of the Einstein_
cq_dnt cookie.

Stores the following data for analytics purposes:

Session ID, report suite name, shopper’s customer ID, source
code group ID (encoded), currency mnemonic, and time zone.
The * in the cookie name is a value unique to the site.

Tracks participation in A/B test groups for

analytics purposes. If the shopper participated in a test, then
the value is cleared when the shopper logs out. The * in the
cookie name is a value unique to the site.

Stores the source code for campaign and affiliate
tracking.The lifespan of this cookie is set for each source code
in Business Manager. The * in the cookie name is a value
unique to the site.

Identifies the current browsing session.

Used to validate requests. This protects against
CSRF.



JSESSIONID
dwAccountManager
i18next

amlbcookie

BlGipServeraapi_amr_ssl
.BF397AUTH
ASP.NET_Sessionld

ISAWPLB{*}

AWSELB
RETAILCENTER

connect.sid
XSRF-TOKEN
_pendo_accountid*
_pendo_meta*
_pendo_visitorid*
liveagent_vc
liveagent_sid
liveagent_ptid
liveagent_oref

__RequestVerificationTok
en_L1VTO

X-Salesforce-CHAT
ASP.NET_Sessionld
/USNodesDisplayMode
_fbp

Merchant Application
Merchant Application
Merchant Application
Merchant Application

Merchant Application
Order Management
Order Management

Order Management

Order Management

Order Management

Reports & Dashboards
Reports & Dashboards
Reports & Dashboards
Reports & Dashboards
Reports & Dashboards
Storefront
Storefront
Storefront
Storefront
Storefront

Help & Support
Storefront
Storefront

Advertising
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Current Session
Current Session
Current Session

Current Session

Current Session
Current Session

15 minutes when
true, 30 minutes when
false

Current Session

Current Session

Permanent

1h

1year
Varies
Varies

Varies

Current Session

Current Session

Current Session

Current Session

B2C Commerce
B2C Commerce
B2C Commerce

B2C Commerce

B2C Commerce
B2C Commerce
B2C Commerce

B2C Commerce

B2C Commerce

B2C Commerce

B2C Commerce
B2C Commerce
B2C Commerce
B2C Commerce
B2C Commerce
Smarter Commerce
Smarter Commerce
Smarter Commerce
Smarter Commerce
Smarter Commerce

B2C Commerce
Smarter Commerce
Smarter Commerce

Facebook Advertising

Identifies the current browsing session.
Authenticated session ID.
i18n setting for Account Manager.

OpenAM-specific load-balancing cookie for
Account Manager (not used).

F5 load-balancing cookie for Account Manager.
Store authentication token.
Authenticated session ID.

(For PODO0S8 users) Identifies the load-balancer
session. The * is a GUID.

(For AWS users) Identifies the load-balancer
Identifies the store when a user selects the store in
Retail Center. The value is specific to the computer.
Identifies the current browsing session.

Used to validate requests. This protects against
Processes data for Pendo analytics.

Processes data for Pendo analytics.

Processes data for Pendo analytics.

Supports online chat and customer support
Supports online chat and customer support
Supports online chat and customer support
Supports online chat and customer support
Identifies the current browsing session.

Supports online chat and customer support

Identifies the current browsing session.

Used by Facebook to deliver a series of
advertisement products such as real time bidding
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_gcl_au Advertising Google Ad Sense Used by Google AdSense for experimenting with
advertisement efficiency across websites using their services.



