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PlantPAx DCS User Manual

Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to familiarize
themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to
be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be
impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use
or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for
actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software
described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is
prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous environment,
which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> P

IMPORTANT Identifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to potential
Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL Regulatory
requirements for safe work practices and for Personal Protective Equipment (PPE).

B> > P>

N
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Preface

Welcome to the PlantPAx® system, a modern DCS platform that is designed to
provide the right data to the right person at the right time.

This manual helps you implement process control where controllers, HMI, and
I/O are located in different areas of the plant. The PlantPAx system offers
flexibility for using the latest technology and scalability to build only what you
need to help reduce development time, downtime, and operational cost.

Table 1 lists the documentation resources that are available to help procure,
configure, and maintain a PlantPAx system.

Table 1 - PlantPAx System Release 5.0 Documentation

Stage Publication Description
Define and Procure Selection Guide, publication PROCES-5G001 Helps you understand the elements of the PlantPAx system to make
sure that you buy the proper components.
Install Template User Manual, publication 9528-UM001 Provides direction on how to install and deploy PlantPAx virtual
templates.
Develop and Operate Configuration and Implementation User Manual, publication Provides system guidelines and instructions to assist with the
PROCES-UM100 development of your PlantPAx system.
Rockwell Automation Library of Process Objects Reference Manual, | Describes the Add-On Instructions, PlantPAx instructions, and
publication PROCES-RM200 associated faceplates that are available to develop applications.

Software and Firmware
Upgrades

Rockwell Automation®
Services and Support

When you update software or firmware revisions, we recommend that you verify
the impact on performance and memory utilization before implementing the
upgrade on the production system. For FactoryTalk® View or ControlLogix”
platforms, we recommend that you review the release notes and verify the impact
of the upgrade on performance and memory utilization.

You can also verify the compatibility of an upgrade with the other software and
operating systems in use in your PlantPAx system. See the
Product Compatibility and Download Center.

System Support offers technical assistance that is tailored for control systems.
Some of the features include the following:

o Highly experienced team of engineers with training and
systems experience

e Process support at a systems-level that is provided by process engineers
e Use of online remote diagnostic tools
o Access to otherwise restricted TechConnect™ Knowledgebase content

e 24-hour, 7 days per week, 365 days per year of phone-support coverage
upgrade option

For more information, contact your local distributor or Rockwell Automation

representative or see http://www.rockwellautomation.com/support.
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Notes:
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Chapter 1

System Workflow

The PlantPAx® distributed control system is an integrated control and information solution that helps manufacturers
achieve plant-wide optimization in a wide range of industries. This single platform can run your entire plant and
integrates all HMI, controls, optimization, engineering, information, and inputs/outputs into one common system
architecture.

The following workflow shows the steps for how to size, design, and implement a scalable PlantPAx system. Click the
links for the information related to each step.

1. Use the PlantPAx System Estimator (part of the

Integrated Architecture® Builder tool) to size your Smaller System Size Your System Larger System
application. (PASS-C + (PASS +
OWSs-150) Application
Servers)
2. Manage servers and security policies. Work Group
e Smaller systems = Work Group
e Larger systems = Domain Controllers
See Configure System Security Features User Manual,
SECURE-UMO01, for security configurations
VO
3. Configure the Process Automation System Server (PASS). PASS-C
¢ Smaller systems = PASS-C + OWS-ISO —
e Larger systems = Virtual templates g ==
See PlantPAx Virtualization User Manual, 9528-UMO001, —
for template details Virtual
Templates

4. Design the Network Infrastructure e e

e Select network topologies

Configure switches
* & Core, Distribution, and Access Switches

(continued)
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(previous)
5. Develop the Process Applications. Engineering Workstation (EWS)
o HMI displays (based on the PlantPAx graphic Logix 5000 Process Controller
framework guidelines) =
o Controller logic (control strategies using the embedded
PlantPAx instructions and AQOIs)
o Alarms l
6. Add additional servers for application-specific needs.
o Smaller systems = all application servers on Application Servers
PASS-C + Asset management
o Larger systems = each application server is - HistoricalData
- Batch management
separate )
l + Analytics

Operator Workstations (OWS)
7. Deploy your application to clients.
For more information, see Rockwell Automation Library of
Process Objects Reference Manual, PROCES-RM200

Example PlantPAx System

Operator Workstations (OWS)
Engineering Workstations (EWS)

= e ‘ N — Application Servers (AppServ)
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Additional Resources

Resource

Description

Rockwell Automation Library of Process Objects Reference
Manual, PROCES-RM200

Describes how to build and use library components that comprise the Rockwell Automation Library of Process
Objects.

Also includes graphic framework guidelines for building displays.

PlantPAx Template User Manual, publication 9528-UM001

Describes how to leverage virtual image templates when deploying a virtualized PlantPAx Distributed Control
System (DCS). PlantPAx virtual image templates are pre-configured, virtual system elements of your PlantPAx
system.

Configure System Security Features User Manual,
SECURE-UM001

Provides guidance on how to conduct vulnerability assessments, implement Rockwell Automation products in a
secure system, harden the control system, manage user access, and dispose of equipment.

Converged Plantwide Ethernet (CPwE) Design and
Implementation Guide, publication ENET-TD001

Describes tested and validated industrial network architectures, recommendations and best practices, including
network resiliency and security.

Size Your System

Rockwell Automation includes the PlantPAx System Estimator (PSE) tool as
part of the Integrated Architecture” Builder software. The PSE Estimator tool
helps define your PlantPAx system and verifies that your architecture and
system elements are sized properly. The PSE includes online help that can assist
you as you use the tool.

The PSE employs sizing guidelines that are based on the rules and
recommendations from PlantPAx system characterization to achieve known
performance and reliability. The PSE focuses on the critical system attributes
of a PlantPAx system so you can verify that your system does not exceed system
recommendations.

Before you run the PSE, you need to plan the scope of your project so you
know I/O requirements. This could be an equipment list or project database of
devices. For more information, see Chapter 5, Process Applications.

Make sure your PSE project has no errors. As much as possible, the project
should accurately represent the physical layout of the system, such as the
controllers, I/O, HMI, and data servers. The I/O locations and control rooms
must align with your architectural drawings.

e Ifyoussize based on I/O counts, the PSE makes assumptions as to the
devices that I/O is connected to and assigns the I/O to control
strategies.

e Ifyou know the devices, the PSE results are more accurate if you size
based on control strategies.

e Make sure the logic execution rates accurately represent the
requirements of the process.

e Reserve memory and CPU use in the controller for auxiliary logic (such

as logic for batch applications).

e Accurately account for the process and device networks defined in the
PSE. Also account for any networks not defined in the PSE.

e Make sure your final controller programs execute at the same rate as
entered in to the PSE to make sure the system performs as expected.
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Select the Process
Automation System Server

16

The final PSE project only accounts for devices, not the programming that
automates the devices. Extra programming can include batch, recipe control, or
sequencing of any other logic used in the system. Make sure to consider any
extra programming so that the system does not overload the controller.

IMPORTANT  The PSE, along with the IAB, gives you a high-level Bill of Materials. You
need to complete your own panel design to house, mount, and power the
equipment for your environmental needs.

Pre-engineered enclosures for PlantPAx systems are available from
Rockwell Automation.

Use the sizing results from the PSE, the amount of I/O points, and the overall
size of the process to determine the Process Automation System Server (PASS)
that best suits your PlantPAx system.

The PASS is the main component for PlantPAx computing. A PASS supports
an HMI server, displays, alarms, and data connections to controllers. A PASS
contains the following:

e FactoryTalk® Directory and Activation server
o FactoryTalk® View SE HMI server

FactoryTalk® Alarms and Events server

FactoryTalk® Linx Data server

e FactoryTalk® Historian node interface

A PASS is scalable from a single stand-alone server to multiple distributed
servers. You can deploy a PASS directly to a host computer or run as a virtual
guest on a host server.

The sizing recommendations help determine how to best deploy the software
for your PlantPAx system:

e Smaller systems (typically less that 2000 I/O points) place all system
software on a consolidated Process Automation System Server

(PASS-C) with multiple operator workstations (OWS-ISO)

Examples include skid, station, and distributed architectures where a

single PASS-C supports the system.

e Larger systems use a Process Automation System Server (PASS), in
addition to individual application servers (AppServ), engineering
workstations (EWS), and operator workstations (OWS).

Larger systems are typically distributed architectures with multiple
PASS servers.
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PA

Consolidated Process Automation System Server (PASS-C)

The consolidated Process Automation System Server (PASS-C) supports
smaller systems, such as skids or stations, where the system software runs on
only a few computers. The PASS-C offers reduced complexity and cost.

A PASS-C computer can be manually installed and configured or is available as
a pre-configured .ISO image. The .ISO image installs a server-based Windows®
operating system and contains pre-installed FactoryTalk server software. The

PASS-C is intended to support up to 10 OWS clients

Similar to the PASS-C, an operating workstation OWS-ISO image is also
available. This image installs a client-based Windows operating system that
contains the required FactoryTalk client software.

Figure 1 illustrates a small PlantPAx system with a PASS-C that runs all of the
FactoryTalk software and an OWS-ISO that provides a client interface.

Figure 1 - Smaller PlantPAx Systems with Single PASS-C Server

Ss-C
FactoryTalk Directory

- FactoryTalk Activation server

« FactoryTalk Security

+ HMIserver

- Data server

«Alarm and Event server

+ SQLserver

« FactoryTalk Historian server

+ FactoryTalk AssetCentre server

L

OWS-ISO (optional)

For more information, see the PASS-C chapter in the PlantPAx Template User
Manual, publication 9528-UMO001.

Process Automation System Server (PASS)

The Process Automation System Server (PASS) supports larger, distributed
systems or customer-defined, critical processes. Whenever possible, use
virtualization to provide greater computing efficiency, enhanced backup and
recovery capability, and to offer high availability with server redundancy.

PlantPAx virtual images are available for PASS and application servers to run
on server-based computer hardware with a hypervisor, such as VMware ESXi.
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The PlantPAx virtual images are deployed from templates and contain a
Windows operating system along with pre-installed FactoryTalk software. The
virtual images help:
¢ Reduce installation time and increase consistency with drop-in virtual
machines with pre-configured system elements
¢ Enable the consolidation of computing resources that multiple operating
systems and applications can share a single physical server

o Support flexibility and portability across hardware platforms

For configuration details, see the PlantPAx Template User Manual, publication

9528-UMO001.

Figure 2 illustrates a larger PlantPAx system, with two PASS computers and
supporting application servers, in a network distributed architecture.

e PASS_01 server contains the FactoryTalk Network Directory, Security
configuration and often hosts FactoryTalk® Activation licenses.

e PASS_02 server contains Factorylalk® View SE (HMI server, data server,
and alarms server) and optional ThinManager” server.

e An optional PASS_03 server could be a secondary (HMI, data and
alarms server) that would switch over if PASS_02 was unreachable.

e AppServ_Info server contains a Factory Historian SE server and a local
Historian database.

e An optional AppServ_Info2 server could be a redundant FactoryTalk®
Historian SE server, as part of a collective. In this configuration, the
Historian database would be hosted on a separate computer that both
could access.

e AppServ_Asset server contains FactoryTalk® AssetCentre for system
tracking and verification.

e AppServ_Batch server contains FactoryTalk® Batch software to handle
large batching processes.
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Figure 2 - Large PlantPAx Systems with Multiple Servers

PASS_01:
«FactoryTalk Directory NS H P AppServ_lInfo:
+ FactoryTalk Activation server « SQL server
«FactoryTalk Security . - FactoryTalk Historian server
"
= AppServ_Asset:
PSS 02 L - FactoryTalk AssetCentre server
. ENtlI server AppServ_Batch:
- Aiaa? nisrs\:zer:/er « FactoryTalk Batch server
Reduncﬂmt « FactoryTalk Live Data server
« Thin Manager server
Next Steps Once you have sized your system and decided on whether to use a PASS-C or

PASS, complete the following:

1.

Manage Servers and Security Policies

A Domain Controller is recommended for most PlantPAx systems,
however, in smaller systems a Workgroup can be sufficient.

For more information, see Chapter 2, Domain or Workgroup
Configure the Process Automation System Server

For more information, see Chapter 3, Process Automation System
Server

Design Network Topologies and Configure Switches

The PlantPAx system supports several network topologies to meet a

variety of system requirements. Each topology is based on system
characterization tests to help ensure system performance.

For more information, see Chapter 4, Network Infrastructure
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Table 2 - System Server Descriptions

4. Develop Process Applications

Process applications implement control strategies that encompass
control logic and HMI displays.

Execute control logic on Logix 5000™ process controllers. The process
controller comes with a default task model and embedded PlantPAx
instructions that improve design and deployment efforts. The process
controller is also conformal-coated for protection from dust and
corrosive pollutants.

Deploy HMI displays for operators and maintenance personnel so they
can monitor and maintain the system.

For more information, see Chapter 5, Process Applications
Add Application Servers

PlantPAx application servers (AppServ) manage system software that is
required for your application. There can be multiple servers depending
on the size and structure of your application.

AppServ Elements

Description

AppServ-Asset

The asset management server acts as a centralized tool for managing automation-related asset information
(both Rockwell Automation and third-party assets). The asset management application server includes
capabilities for source control, audits, change notifications, reporting, and security.

For more information, see Chapter 6, Asset Management.

AppServ-Info (Historian, SQL)

Data management storage can include a Historian or SQL server. These two servers depend on the function
that is being provided: FactoryTalk Historian software or a SQL server.

For more information, see Chapter 7, Historical Data.

AppServ-Batch

The batch application server provides comprehensive batch management, including unit supervision, recipe
management, process management, and material management. The batch application server can be linked
with visualization elements on the OWS and configuration clients on the EWS.

For more information, see Chapter 8, Batch Management.

20

Guidelines for Servers and Workstations

The following guidelines for servers and workstations are already implemented
in the PlantPAx templates. If you create custom VMs, follow these guidelines
to align with PlantPAx configurations.

o Install the latest software patches for all Rockwell Automation software.

The Patch File Validator utility verifies software versions on your system
and installs a patch roll-up. To download, see the Knowledgebase
Technote Patch File Validator Utility
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e Disable power-saving for the Network Interface Card (NIC).

The NIC card connects a workstation to other devices on the network.
The power-saving feature turns off the network card when not in use,
which can interfere with network throughput.

e Disable power-saving for the Windows operating system.

The power-saving feature turns off Windows features when not in use,
which can interfere with network throughput.

e Enable Remote Desktop Server (RDS) functionality on application
servers that need remote access, such as the AppServ-EWS or

AppServ-OWS (available via templates).

RDS enables multiple instances of the OWS and EW'S as thin clients
from one server. Thin clients can run applications and process data on a
remote computer to minimize the amount of information on a network.
Enable Adjust for Best Performance so that Windows features that are
not is use are turned off, which yields more memory and performance
for the system.

o Make sure the user is never notified by the User Account Control.
e Disable automatic Windows updates.

This helps prevent updates that have not been qualified by Rockwell

Automation from being installed on the workstation or server.

The only exception is if your organization has a controlled patching
process to verify updates on a non-production system, or when a facility
is non-active, to ensure that there are no unexpected results or side
effects.
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PlantPAx System ID The PlantPAx system ID is a unique identifier that helps simplify the
management of your system over its lifecycle. The System ID creates a record of
the installed products in your system and provides a dashboard that shows the
hardware lifecycle status, notifications of updates and patches, and
compatibility information. Use this information to:

e Plan spare and replacement parts to better size inventory
e Define the boundaries of the system

e Plan when and where to implement system upgrades

v Search Manage Browse .
Automation
Lifecycle Change Summary
ACTIVE MATURE END OF LIFE DISCONTINUED UNVERIFIED
- B 2 D b
it 17% = 50% . 33% RS =
3 4 2 0
Lifecycle Changes Over Time @

PROCESSIN...

f i s _

[\ /\ PLANT 12 ...

PART NUMBER  SERIES FACILITY LOCATION MACHINE PANEL LIFECYCLE PANE MODIFIED §
ST S L QTY. DATE

Recently Updated Parts List

The system ID is only available if you purchase a PlantPAx catalog number.
The catalog number determines an activation string for the software products
on the bundle. This activation string (serial number) is the system ID.

The System Integrator uses an Asset Inventory Agent in a FactoryTalk
AssetCentre project to generate an inventory file (.raai file). The System ID is
gathered via the license number of FactoryTalk AssetCentre via FactoryTalk
Activation Manager. The System Integrator registers your System ID with
Rockwell Automation and provides you directions on how to access your
MyEquipment portal.
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System Verification

Table 3 - (SA Performance Indicators

A critical system attribute is a visible performance indicator of a system-wide

characteristic. Critical system attributes do the following:
e Determine system limits
e Establish system rules
e Establish system recommendations

e Measure system element and system infrastructure performance

The following critical system attributes are used to verify PlantPAx system
characterization.

Critical System Attribute

Performance

Display callup (paint time)

A noncached display is called up by the operator and ready for operator use within 2 seconds.

Display update

The display updates control information within 1 second.

Steady state alarm time

Steady state alarms occurring at 20 per second are timestamped within 1 second.

Alarm burst time

All alarms in a burst of 2000 alarms are timestamped within 3 seconds.

Recovery

A system element returns to full operation within 5 minutes of the restoration after a failure or loss.

Operator-initiated control

Operator-initiated actions are loaded into the controller and the feedback for the operator action is within 2 seconds.

Batch server: operator action time

An operator batch command has been acted on by the controller in 1 second.

Batch server: server action time

A server batch command has been acted on by the controller in 1 second.

Batch server: controller action time

Batch status events display on the operator workstation within 1 second.

For a more complete system verification, use the guidelines in Appendix C,
PlantPAx Deployment Recommendations and Verification Tool.
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Notes:
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PlantPAx” systems require computer management, from either a domain controller or workgroup configuration, for

secure interaction.

e A Windows domain is a collection of computers that share rules and procedures. These computers comprise a
central directory database, which is the active directory. The sharing of network objects creates a unified base to

manage users, groups, and security settings

e A Windows workgroup computer is independently configured. Workgroups are only suitable in smaller systems

with 10 or fewer computers.

Quick Start

This is the recommended work flow to configure a domain controller or workgroup. For experienced users, each step
outlines requirements. For more detailed information, follow the referenced links.

®

Configure the Domain Controller or a Workgroup

In larger systems, create a dedicated domain controller for the PlantPAx system. If your control system contains an existing domain
controller, add the configuration recommended for a PlantPAx system. Domain controller components include:

¢ Microsoft Windows Server operation system

e Active Directory Domain Services, DHCP, and DNS Server Roles.
e Parent and child domains

e Reverse DNS Lookup Zone.

o Configure DHCP server options and authorize server.
For more information, see Primary Domain Controller.

Windows Workgroups are available for small systems that do not require complex security controls. Considerations when using a
workgroup include:

o There are typically no more than 10 computers.
e All computers must be on the same local network or subnet.
e All computers are peers; no computer has control over another computer.

L] Each computcr has aset Of user accounts. TO IOg on to any computcr in thC Workgroup, you must havc an account on
that computer.

e A workgroup is not protected by a centrally- managed password.

For more information, see Windows Workgroup.

Configure a Redundant Domain Controller

If needed, create a redundant domain controller for high availability. Considerations for the redundant domain controller include:
e The redundant domain controller has a unique name and IPv4 address.
o Install the Active Directory Domain Services role and promote to domain controller.
o Add the Directory Services Restore Mode (DSRM) password.

For more information, see Additional Domain Controller.
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@ Create Roles, Areas, and Users

There are required roles for a PlantPAx system. Areas and users depend on your application. Assign users to Roles and Areas.

The PlantPAx Roles are:
e PlantPAx Administrator
o PlantPAx Engineering
o PlantPAx Maintenance
¢ PlantPAx Maintenance Supervisor
e PlantPAx Manager
¢ PlantPAx Operator
o PlantPAx Operator Supervisor

Name areas based on access, for example:
e Area0l_Advanced (engineering access)

e Area0l_Basic (non-engineering access)

Replace ‘Area01” with the name of your process area.

For more information, see Create Roles, Areas, and Users.

@ Configure Group Policies

Configure recommended group policies for a PlantPAx system, such as:
o Windows NTP client

o Windows time service

For more information, see Configure Group Policy Management.

Configure recommended security policies, such as password strength, account lockout, Kerberos, and interactive logon.
For more information, see Configure Group Policies.

Create a PlantPAx user policy that limits access to USB drives, portable devices, and other software.
For more information, see PlantPAx Users Policy Object.
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Prerequisites

Workgroup

: Domain .
|;I ! ]
I—l ]

Following the System Workflow, configure a domain controller or a workgroup,
depending on the size of your system.

The PlantPAx architecture assumes that there is a Microsoft Microsoft
Windows® forest in place to host supervisory and/or control domain network.

e You need at least one domain controller per each parent/root/child
domain.

e The domain controllers are separate computers.
e You need at least two domain controllers for fault tolerance.
¢ Do not load any application software on a domain controller.

¢ The domain controllers must be local (within firewall) to the PlantPAx
system.

We recommend that PlantPAx servers and workstations be members of a
Windows domain. However, workgroups are supported for systems with 10 or
fewer workstations and servers.

Table 2.A
Configuration Details
Workgroup - decentralized administration Workgroup advantages:

(allowed if 10 or fewer computers)

+ No domain controller (Windows Server 0S) to purchase or maintain.

+ Recommended for small PlantPAx applications only where user accounts do not change often

Workgroup rules:

« All workstation and server system elements in a single PlantPAx system must be members of the same workgroup
« Al users participating in the workgroup must be members of the Administrators group

- (Create the same set of user accounts and passwords on every computer in a FactoryTalk® View application

Domain - centralized administration
(recommended)

Domain advantages:

+ One place to manage users, groups, and security settings

« Recommended for larger PlantPAx applications, or environments with changing user accounts

Domain rules:

« All workstation and server system elements in a single PlantPAx system must be members of the same domain
« PlantPAx server system elements must not be used as domain controllers.

« Required for systems with more than 10 computers

« The domain controller must be its own independent computer with no other application software.

For more information, see this additional resource.

Resource

Description

Windows Operating System and domain references

Microsoft® online libraries, for example TechNet, provide detailed guidelines for all aspects of the Windows
and Windows domains. Examples of detailed guidelines are design, deployment, maintenance, security,
disaster recovery, and so on. PlantPAx documentation provides best practice critique to certain Windows
roles, features, and such where a typical PlantPAx DCS is hosted.
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Primary Domain Controller
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The domain controller manages:

IP address scheme for the computer network
DNS and reverse lookup zone

DHCP server

Assigned roles, areas, and users

Group policies

If your company has an existing domain infrastructure, in which the PlantPAx
system interacts with, please consult with your local I'T resources before
continuing.

Create the Primary Domain Controller

Starting with a new installation of Windows Server 2016 operating system,
login as local administrator. The computer is initially assigned a random

15-character computer name, which looks something like this:

WIN-VPLC4SDIKWG.

1.

2.

Change the computer name to comply with your company naming
uidelines. Or, in this example, to reflect it as being a process automation
g g

domain controller (PADCA, PADCB, and so forth).

Next assign the Windows server a fixed IP address (TCP/IPv4), within
the subnet designated for the given network architecture.
For example: 172.18.1.10

Install Active Directory Services, DHCP, and DNS Roles

Before a Windows server can function as a domain controller, additional roles
and features must be installed.

1.

Launch the Server Manager.

Tz Server Manager

@ ~  Server Manager * Dashboard @1 vamge ook

QUICK START

ashizoand 2 Add roles and features

B Local Server
fiz Al Servers 3 Add other servers to manage
#§ File and Storage Services B WHATS NEW 4 Create a server group

Connect this server to cloud services

LEARN MORE
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2. From the Dashboard, click the second option to 'Add roles and features.
Use the following table to complete the configuration.

Roles and Features Wizard

Configure

Before You Begin

Read and click next

Installation Type

Check 'Role-based or feature-based installation.’

Server Selection

Select a server from the server pool.
Select the local computer PADCA in the Server Pool list

Server Roles

In the Roles dialog, select the following:
« Active Directory Domain Services

« DHCP Server

« DNS Server

Pop up dialog. Add features that are required for Active
Directory Domain Services.

Check the option to Include management tools (if
applicable) and then select Add Features.

Features Select the available .NET Framework features to be
installed on the domain controller.
Check 'Group Policy Management.

AD DS Active Directory Domain Services requires a DNS server.
If selected for the Server Role, click Next.

Confirmation Check 'Restart the destination server automatically if
required; and select Install.

Results Once the installation process completes, close the

wizard and restart the server if required.

Promote the Primary Domain Controller

On the Server Manager management console, complete these steps for the

active domain computer.

1. Select the Alert flag on the header.

T Server Manager

@ v

Server Manager * Dashboard

1 1
,M |, Post-deployment Configura...
% Dashboard o
i i Configuration required for Active Directory Damain
Services at PADC1 f manage
[ \anage
H& All Servers Promote this server to a domain controller |
I§l ADDS Lt =
I | J, Post-deployment Configuration P
{8 DHeP
clenid i
2, DNS Configuration required for DHCP Server at PADC1 O Cloud services
ii File and Storage Services P Hide
S LEARI Complete DHCP configuration
O Festureinstallation
ROLE: _
Roles: « Configuration required. Instsllation succeeded on
A PADC1
|i| Add Roles and Features 1
Task Details
® y

2. Select 'Promote this server to a domain controller’
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3. Usingthe Active Directory Domain Services Configuration Wizard, use
the following for guidance on your deployment.

IMPORTANT  Take careful consideration when specifying a new root domain
name.

Understand domain naming conventions so they make sense
given your system, owner, or location.

Do not use any reserved words or characters, and use caution if
adding a period, which must not be used in later versions of
Windows.

See Microsoft Support for more information on naming
conventions in Active Directory for computers, domains, sites,
and organizational units.

Table 4 - Active Directory Services Configuration Wizard

Topic

Configure

Deployment Configuration

Select to 'Add a new forest'
Specify the domain information for this operation
Enter a Root Domain Name

Examples:

+ PlantPAx.Company.Local

- DCS.PlantPAxMfg.com

+ PlantPAx.RockwellAutomation.com

Domain Controller Options

Select Windows Server 2016 as the Forest functional level.
Select Windows Server 2016 as the Domain functional level.
Check 'Domain Name System (DNS).'

Check 'Global Catalog (GC).

Enter a Directory Services Restore Mode password

IMPORTANT: You use this password when you configure a
redundant domain controller and for any subsequent DC
recovery efforts. Record this password in a safe/secure
place.

DNS Options

Do not specify 'DNS Delegation options.’

Additional Options

Make sure that the domain name is used for the NetBIOS
Domain Name. Accept defaults for the remaining options.

Paths

Use the default folder locations.

Review Options

Review your selection options.

Prerequisites Check

Validate all prerequisites and Install if no errors. The server
restarts.
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Additional Domain Controller IMPORTANT  For each additional domain controller, you must have a fresh installation of

Windows Server 2016 operating system before repeating the ‘Create the
Primary Domain Controller procedure.

Create an Additional Domain Controller

To reduce disruptions during unplanned and planned downtime, add another
Domain controller for backup as well as scalability later.

1. Change the computer name to comply with your company naming
guidelines. Or, in this example, to reflect it as being a process automation

domain controller (PADCB, and so forth).

2. Next assign the Windows Server a fixed IP address (TCP/IPv4), within
the subnet designated for the given network architecture. For example,
172.20.1.11, and supply the DNS address from the initial domain
controller: 172.20.1.10

3. Repeat Create the Primary Domain Controller steps. Name, address,
and install Active Directory roles for the additional domain controller.

4. Install the ‘Active Directory Domain Services’ role.

Install Active Directory Services, DHCP, and DNS Roles

Just like creating the primary domain controller, repeat these steps.

1. Install Active Directory, DHCP and DNS roles used on creating the
primary domain controller.

2. Install the 'Active Directory Domain Services' role.

Refer back to primary domain controller instructions if you need help using
the roles wizard.
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Promote the Additional Domain Controller

On the Server Manager management console, complete these steps for the
standby domain computer.

1. Select the Alert flag on the header.

e Server Manager - m] *
©e-

i& Dashboard

Server Manager * Dashboard

@ J, Post-deployment Configura...

Configuration required for Active Directory Domain
Services at PADCY

a |§ manage
HE Al Servers Promote this server to a domain controller |

- (:é) | F’A 1 lanage Tools

S
i Local Server

i ADDs | AE R f 5
" | |, Post-deployment Configuration P
1% DHCP
AR e i
& DNS Configuration required for DHCP Server at PADC1 O Cloud services
FE File and Storage Services B tole
" g IEARl  Complete DHCP configuration

@ restureinstaliation

ROLE! ————
Roles: « Configuration required. Installation succeeded on
2l PADCI
I"i'i Add Roles and Features i |
| — Task Details —_—
| ® y ‘

2. Select 'Promote this server to a domain controller.

3. Usingthe Active Directory Domain Services Configuration Wizard, use
the following for guidance on your deployment.

AD DS Configuration Wizard Configure

Deployment Configuration Select to 'Add a domain controller to an existing domain.’
Select the Domain:

Select the forest:

Select Windows Server 2016 as the Forest functional level.
Select Windows Server 2016 as the Domain functional
level. Check 'Domain Name System (DNS).

Check 'Global Catalog (GC).

Enter a Directory Services Restore Mode password.

Domain Controller Options

IMPORTANT: You use this password when you configure a
redundant domain controller and for any subsequent DC
recovery efforts. Record this password in a safe/secure

place.
DNS Options Do not specify 'DNS Delegation options.’
Additional Options Replicate from: ‘your domain name’
Paths Use the default folder locations.
Review Options Review your selection options.

Prerequisites Check Validate all prerequisites and Install if no errors. The server

restarts.
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COnfigure Domain On ;hc prir}r:ary an;i additionac.ll dcimai}il controllC(l:crl, r(liow yl(iu cajr; in?pl%l?cnt and
configure the new features and roles that were added, such as: Active Directory,
Controllers DHCP, and DN,

Server Manager Tools Menu

The Windows ‘Server Manager’ contains a Tools menu that provides quick
access to many of the management consoles required for the following
configurations.

s Server Manager - o *

ser Manager *

i Dashboard WELCOME TO SERVER MANAGER

B Local Server Active Uirectory Sites and Senvices
HE Al Servers o 2 PO Active Directory Users and Computers
Wl AD DS Configu s loca v AD1 Bt

1§ e g e Component Services

§ DHCI }

Camputer Managemant

& NS Defragment snd Optimize Drives
W Fite and Storage Services b Aot e - DHCP
- : Disk Cleanup
WHATS NEW i
Event Viewer
Groap Palicy Management
1SS! Initiator
LEARN MORE

ROLES AND SERVER GROUPS o0ect

Perfarmance M

Create a Reverse DNS Lookup Zone

Reverse lookup zones are used to resolve IP addresses to host names, rather
than host names to IP addresses, as is the case with forward lookup zones. You
must program a special domain namespace (in-addr.arpa) as a reverse lookup
zone.

On your initial domain controller, use the Server Manager to access the DNS
Manager console window.

1. To access the DNS Manager, right-click Reverse Lookup Zone
New Zone.

£ DNS Manager . O X
File Action VYiew Help
s zm e Bm EER
£, DNs
v F papct
_| Forward Lockup Zones

Add a New Zone

Reverse | nnkun 7anes . .
= Jomain Name Systern (DMS) allows a DNS namespace to be divided into zones. Each zone

il Trust New) fone=: s information about one or more contiguous DNS domains.
Conc
& View . -
1d a new zone, on the Action menu, click New Zone.
Refresh
Help
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2. Configure the New Zone wizard as shown in the following table.

Basic Step Configure
Zone Type Select ‘Primary zone.’
Active Directory Zone Check ‘To all DNS servers running on domain controllers in this domain
Replication Scope <your target domain>".
For example: PlantPAx.MyCompany.Local.
Reverse Lookup Zone Name Check ‘IPv4 Reverse Lookup Zone.’
Network ID Enter the network ID portion of the IP address of the domain
controller (omit the last number). For example, enter 172.20.1.
Dynamic Update Check “Allow only secure dynamic updates (recommended for
Active Directory).’

A successful configuration displays details of the lookup zone.

New Zone Wizard x

Completing the New Zone Wizard

’ You have successfully completed the New Zone Wizard. You
specified the following settings:

Name:  1.18.172.in-addr.arpa
Type: Active Directory-Integrated Primary

Lookup type: Reverse

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

Map the Host Name to the IP Address

Create a pointer (PTR) record that associates the DNS name to the IP address.
During a search, the IP address is reversed to find the associated DNS name.

From the Server Manager, use the DNS Manager to create the New
Pointer (PTR).

1. Go to Tools > DNS > Reverse Lookup Zone > Zone > New Pointer

£ DNS Manager - m} X
File Action View Help
e 2EXEBe:E HE§ 8@
] QNS MName Type Data Timestam
v B P}TXDO E-I(sameasparentfnldar) Start of Authority (SOA) [1], padcl.plantpax.rockw...  static

i fonward Lookup Zone E—l(same as parent folder) Mame Server (N5) padcl.plantpaxrockwella..  static

w | Reverse Lookup Zones
1 11217 in_addr arma
| ?rust p Update Server Data File
~ Condit Reload
Mew Pointer (PTR)...

2. Enter the IP address of the domain controller and browse for the
host name.
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Successful configuration shows pointers for both a primary and
secondary domain controller.
£, DNS Manager . &= X
File Action View Help
5 rEXE Bz @@
r&g: EENS Name Type Data Timestamp
~ j P’_QDU E—l(sameasparentfoldar] Start of Authority (SO... [1], padcl plantpax.rockwellautomation...  static
= = FF{:::::LL:::UU:ZZ:"":: E SAME a5 Earentfelder Name Server (NS) padcl.plantpax.reckwellautomation.com,  static
= ) 118.172in-sekdeorpa E'l 132‘20.1.10 Pointer (PTR
| Trust Points A 17220011 Pointer (PTR)

| Conditional Forwarders

Add DHCP Features

A DHCP server is a network server that automatically provides and assigns IP
addresses, default gateways, and other network parameters to client devices

that request the information.

On the Server Manager management console, complete these steps to add a

DHCP server.

1. Select the Alert flag on the header.

= Server Manager

Server Manager * Dashboard

IE& Dashboard WELCOME TO

i Local Server
ii All Servers
i§l ADDs

18 DHCP | Quick sTarT

- (:E)l rA lanage  Tools View  Help

Post-deplayment Configura..

Configuration required for DHCP Server at PADC1

Complete DHCP configuration

Task Details

& DNs ‘

z AUTTOIES gl TELUNSS

2. Click to ‘Complete DHCP configuration’

3. Open the DHCP management console and right click IPv4 > New

Scope and configure the following for the control network.

Basic Step Configure

Scope Name Enter a name (such as Control Network) and a description (such as
PlantPAx Control Network).

IP Address Range Enter the start and end of the IP address range.

Example:

Start IP Address: 172.20.1.128
End IP Address: 172.20.1.254
Length: 24

Subnet Mask: 255.255.255.0

Add Exclusions and Delay

Optional: Exclusions are address or a range of addresses that are not
distributed by the server. A delay is the time duration by which the
server delays the transmission of a DHCPOFFER message.

Lease Duration

The lease specifies how long a client can use and IP address from
this scope.

Default values: Days: 8 Hours: 0 Minutes: 0
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Basic Step Configure

Configure DHCP Options You have to configure the most common DHCP options before clients
can use the scope.

Select: 'Yes, | want to configure these options now".

Router (Default Gateway) Enter the gateway IP address. Example: 172.20.1.1

Domain name and DNS servers | Parent Domain: 'your domain name'
Server IP addresses. Example: 172.20.1.10 and 172.20.1.11

WINS Optional: Computers running Windows can use WINS servers to
convert NetBIOS computer names to IP addresses.
Activate Scope Select 'Yes, | want to activate this scope now'.
Configure Failover

This DHCP option provides high availability by synchronizing IP address
information between two DHCP servers.

1. Go to Tools > DHCP > primary domain > IPv4 > Configure Failover
and configure the following.

Basic Step Configure

Configure Failover (lick Add Server and locate the secondary domain controller.
Example: PADCB

(reate New Failover Select 'Hot standby' for mode.

Relationship

You can also choose to require authentication (a shared secret
password) to secure communications between failover partners.

Enter a 'Shared Secret’, which can be passwords, pass phrases,
or random numbers.

2. Repeat step 1 to configure a second DHCP server.

A successful configuration displays details of the failover configuration.

Configure Failover

Failover will be set up between padca plartpax rockwellzu .. and
padch plantpax rockwellau .. with the following parameters

Scopes:

1722010

Reationship Name padoa plartpax rockwelautomat
Maimum Client Lead Time: 1 hrs 0 mins

Mode Hot standby

State Switchover Imerval:  Disabled

< >
Het Standby Corfiguration

Rols of Partner Server: Standoy

Addresses reserved for standby; 5%

<Back Cancel
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Create ROIES, Areasl and From operators and maintenance personnel to engineers, the domain
Users controller manages groups in the Active Directory. Use the Server Manager to
configure the roles, areas, and users.

1. Use the Windows Server Manager Tools menu to launch the ‘Active
Directory Users and Computers’ console.

2. From your domain, right-click, select New> Organizational Unit and
type the name PlantPAx.

3. Under the PlantPAx group, right-click and select New > Organization
Unit to create folders for Users, Areas, and Roles.

] Active Directory Users and Computers i m} X
File Action View Help

P s T — _ . ) =
e nmE B Edz BRI Bt TE%R

: Active Directory Users and Computers [PADCAl | Mame Type Description
| Saved Queries

S A— X 157 Areas Organizational Unit
F3 tPAx. it tion. 2
v .ar:a i S 3| Roles Organizational Unit
uiltin i T i
= 3 Users Organizational Unit
| Computers

2| Domain Controllers
~| ForeignSecurityPrincipals
| Managed Service Accounts
~ o PlantPAx
o Areas
= FRoles
2| Users
| Users

Rockwell Automation Publication PROCES-UM100A-EN-P - October 2020 37



Chapter 2

Domain or Workgroup

38

Recommended Roles

Roles define different security access for areas of a plant. We recommend the

following roles:

e PlantPAx Operators
e PlantPAx Operating Supervisor
o PlantPAx Maintenance
e PlantPAx Maintenance Supervisor
¢ PlantPAx Manager
e PlantPAx Engineering
o PlantPAx Administrator
| Active Directory Users and Computers = [m] X
File Action View Help
= nHH oz BRI T ETES
] Active Directory Users and Computers [PADCA | Name Type Description
7o Saved Queries %F’Iant PAx Maintenance Security Group - Global
v = Plan;P?)f.RoclcwellAutomat\on.com H2 plantPax Administrator Security Group - Global
A %PlantPAx Engineering Security Group - Global
| Computers
= D in Cantrol %PlantPAx Maintenance Supervisor  Security Group - Global
2| Domain Controllers 3
| ForeignSecurityPrincipals %PlantPAx Manag.er Secur!ty Group - Global
| Managed Service Accounts szplantPAx Operating Supervisor Securl.tv Group - Global
v [&] PlantPAx EﬁplantPAx Operaters Security Group - Global
o Areas
2 Roles
2 Users
| Users
< 2| < >
Recommended Areas

We recommend the following areas that are based on a group:

¢ Basic — Allows access to non-engineer functions, such as Maintenance,

Operator, on process library faceplates.

e Advanced - Allows access to engineering modifications on process

library faceplates.

IMPORTANT  Even though the examples show generic area names, such as
Area01, we recommend that you use more specific names, such as
Packaging, or Molding. And create two types for each area — Basic

and Advanced—for each area.

Rockwell Automation Publication PROCES-UM100A-EN-P - October 2020




Domain or Workgroup ~ Chapter 2

Create as many areas as needed for the system.

] Active Directory Users and Computers . m} X
File Action View Help
> B = | = [ == ty Bl %
e’ pE 8 XEo BRI D RST7E%
] Active Directory Users and Computers [PADCA|| Name Type Description
L ;Tveif:;”e:;w 1A %Araa[)‘l_AdvancEd Security Group - Global
v .anBt '\t'l ockneTutomationcomm %AraaDE_Advanced Security Group - Global
o CI;Immuters %AreaDlAdvanced Security Group - Global
= Dom:m Contisllies %Area[)d_.ﬂdvanced Security Group - Global
= ForcignSecurityPrincipals %AreaDS_Advanced Security Group - Global
- Managed Service Accounts %AreaD‘I_Basic Security Group - Global
“ :._ PlantPlx %AraaDE_Basic Security Group - Global
31 Areas %AreaDB_Baslc Security Group - Global
31 Roles %ArEaD‘LBasic Security Group - Global
3| Users %AraaDS_Basic Security Group - Global
| Users
< > € >

Assign Users

Users are unique to each system.

1. Create users and assign them to the Member tab on the Properties for

the associated Role.

File Action View Help
e z@ 40| XEE

)

2lIHETRETER

| Saved Queries
~ 3 PlantPAx RockwellAutomation.com
| Builtin
| Computers
21 Domain Controllers
~| ForeignSecurityPrincipals
| Managed Service Accounts
w (2] PlantPAx
o Areas
2| Roles
2| Users
| Users

: Active Directory Users and Computers [PADCAl | Name N Type Description

b New Object - User X

;_) Createin:  PlantP2x RockwellAutomation com./Plant P Ac/User

First name: | | Inmals:| ‘

Last name | ‘

Full name: | ‘

User logon name:

User logon name (pre-Windows 2000):
[PLanTRAX: Il |

cBocke | Nat>

2. Once the user name and password are created, configure the following

properties as shown in the table for each user.

On This Page Configure
Properties Select the domain on the ‘Member of tab
Select Groups Type Area as the object name and select the appropriate Area
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Configure Group Policy
Management

40

The successful configuration of a user shows both their domain

and area.

File Action View Help

v —] - S - =3 —_— 1 Fec Bl &
e @ (8| XE6E BE 3 aETvas
: Active Directory Users and Computers [PADCAl | Name - Type Description
i saved Queries &Juhn Smith User
~ 3 PlantPAx RockwellAutomation.com
1 Builtin John Smith Properties ? X
| Computers
2| Domain Controllers Remote control Remote Desktop Services Profile COM+
| ForeignSecurityPrincipals General ~ Address  Account  Profle  Telephones  Organization
~| Managed Service Accounts Member Of Dialin Environment Sessions
w 2] PlantPAx
= A Member of :
o Areas
S| Roles Mame Active Directory Domain Services Folder
3] Users Areall_Basic PlantP A« Rockwell Automation com./Plant PAx/Ar...
| Users Domain Users PlantP Ax. Rockwell Automation com/Users
PlantPfx Operati...  PlantP Ax. RockowellAutomation .com./PlantP AR, ..
£ > €

Group policies help reduce the maintenance and complexity when you add
new users and computers into the PlantPAx system. The group policies
determine what users can and cannot do, such as password maintenance or to
restrict folder access. The same approach applies for how to define server

maintenance.

The settings that are outlined are baseline recommendations. Individual

business, I'T, and security requirements could

Configure the Windows NTP Client

require additional policies.

The domain is responsible to propagate and enforce the clock time to the
domain computers. Use the Server Manager to configure the Windows NTP

client so that the domain controller is in sync

with the Windows N'TP server.

1. Go to Tools > Group Policy Management.
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2. Select the Default Domain Controllers Policy to edit.

2L Group Policy Management - m} X
Iz, File Action View Window Help -8 x
==l 6|
'L Group Policy Management Group Policy Management
~ i Forest: PlantPAx.RockwellAutomation.com Corterts
~ [Z Domains =
v 3 PlantPAxRockwellAutomation.com Name
a2/ Default Domain Policy & Forest: PlantP Ax Rockwel Automation.com

w 2| Domain Controllers
| Default Domain Contrallers Palicy

o1 PlantPAx Edit...
"=t Group Policy Objects Enforced
7 WMIFilters «  Link Enabled
L] Starter GPOs
T Sites Save Report...
Group Policy Modeling MNew Window frem Here
= Group Policy Results
Delete
Rename
Refresh
Help

Open the GPO editor

3. In the Group Policy Management Editor, select Policies > System >
Windows Time Service.

=/ Group Policy Management Editor = m} x

File Action View Help

= z5 =2 HR T
_éj Default Domain Controllers Policy [PF A | System
« (& Computer Configuration R
= - Windows Time Service Setting A
v [ Policies :
| Software Settings J Shutdown
7 Windows Settings | Shutdown Options
w [ Administrative Templates: “| Systemn Restore
| Control Panel I Troubleshooting and Diagnostics
1 Network | Trusted Platform Medule Services
= Printers | User Profiles
1 Server I Windows File Protection
| Start Menu and Taskba
v [ System || Download missing COM components
] Access-Denied Assi % 5
= A W &
< > |% Extended [ Standard /

16 setting(s)

4. Go to Time Providers > Configure Windows NTP Client.

(£ Group Policy Management Editor e m} X
File Action View Help
aandelclNERR " Hoo il 4

= Shutdown Options a | [T g by ere
7| System Restore § iy N .
= Troubleshooting an Configure Windows NTP Client etting
| Trusted Platform M ’ . & Configur ndows NTP Client
| User Profiles Bdit policy setting. ™ ] Enable Windows NTP Client
| Windows File Prote Requirements: |i=] Enable Windows NTP Server
~ ] Windows Time Sen At least Windows Server 2003
| Time Providers operating systems or Windows XP

| Windows Cemponents Professional

1 All Settings Description:
| Preferences This policy setting specifies a set
v 4% User Configuration of parameters for controlling the
| Policies Windows NTP Client.
- v
o Preferences v || Fyou enabIE.t_his.pU!\c.y se.‘fting, e >
< > Extended / Standard /

3 setting(s)
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5. Select 'Enable' and configure the 'Options’ with your NtpServer: IP
address and use Type: NTP.

42

& Configure Windows NTP Client

E‘ Configure Windows NTP Client

Next Setting

(O Not Configured S
(®) Enabled
O Disabled
Supported on: [ At |eact Windows Server 2003 operating systems or Windows XP Professional
Options: Help:

NipServer |172.18.1.102,0¢1

Type |NTP ~
CrossSiteSyncFlags |2
ResclvePeerBackoffMinutes |15

ResolvePeerBackoffMaxTimes

EventlogFlags |0

This policy setting specifies a set of parameters for controlling
the Windows NTP Client.

If you enable this policy setting, you can specify the following
parameters for the Windows NTP Client.

If you disable or do not configure this policy setting, the
Windows NTP Client uses the defaults of each of the following
parameters.

7 = NtpServer
= The Domain Name System (DNS) name or |P address of an NTP
SpecialPollinterval |3600 - time source. This value is in the form of ""dnsName flags™"

where ""flags"" is a hexadecimal bitmask of the flags for that
host. For more information, see the NTP Client Group Policy
Settings Associated with Windows Time section of the Windows
Time Service Group Policy Settings. The default value is
""time.windows.com,0x03"".

Type
This value contrals the authentication that W32time uses. The

Cancel Apply

6. Go to Time Providers > Enable Windows NTP Client and

check ‘Enabled.’
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Configure Windows Time Service

Enable the NTP server to initiate automatically upon startup.

1. In the Group Policy Management Editor, go to Policies > Windows
Settings > Name Resolution Policy > System Services >Windows Time.

= Group Policy Management Editor . (] x
File Action View Help
e | AHEIXE = HE
(= Default Domain Controllers Policy [PADCAl & Sem(eNameA Startup Permission A
v B C.ompL.lt.er Configuration meduws Management In... Mot Defined  Not Defined
bd P.OII;IT,:W Setti E}Wmdows Mebile Hotspot... Mot Defined  Not Defined
- 0. e |!'195 E}Wmdows Modules Installer Mot Defined  Not Defined
w [ | Windows Settings
£ @Wmdows Presentation Fo... Mot Defined  Not Defined
_| Mame Reselution Policy . X X
& Seripts (Startup/Shutdown) @Wmdnws Push Motificatio... Mot Defined Mot Defined
; Deplayed Printers &}Wmduws Push Motificatio... Mot Defined Not Defined
- 'é Security Settings E}Wmdows Remote Manag... Mot Defined Mot Defined
5 Account Policies E:}Wmdows Search Mot Defined  Not Defined
__a Local Policies Windows Time Automatic Not Defined
j Event Log &lednws Update Mot Defined Mot Defined
4 Restricted Groups meHTI'P Web Proxy Aut.. Mot Defined Mot Defined
‘4 System Services 0 \%}W\red AuteConfig Mot Defined Mot Defined
< = > WM Performance Adapter Mot Defined Mot Defined ”

2. In the Windows Time Properties, select the following:
e Check ‘Define this policy setting.’

o Check ‘Automatic’ for service startup mode.

Enforcing the Domain Controller Policy

Policy enforces the domain controllers to use the NTP server settings.

1. In the Group Policy Management Editor, select the Default Domain
Controllers Policy and remove ‘Authenticated Users’ from
Security Filtering.

'z Group Policy Management - O X
&, File Action View Window Help - | &=
| nm 6|
|5 Group Policy Management Default Domain Controllers Policy
v _ﬁ Forest: p‘E.ﬂtpA)(.RUEICWE”AUtUmEtIUﬂ‘CDITI Scope Detalls Setings  Delegation
~ [ Domains .
v 53 PlantPAxRockwellAutomation.com inks,
= Default Demain Policy Display links in this location: PlantP Ax.Rockwell Automation.com v
v |2 Domain Controllers The following sites. domains, and Ols are linked to this GPO:
=/ Default Domain Controllers Policy
=7 PlantPhx Location Enforced Link Enabled
=t Group Policy Objects (21 Domain Controllers No Yes
& WMI Filters
] Starter GPOs b i
'

& Sites
st Group Policy Modeling
% Group Policy Results

Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:

MName

4 Authenticated Users

< >
WMI Filtering

This GPO i linked to the following WM filter:

Rockwell Automation Publication PROCES-UM100A-EN-P - October 2020 43



Chapter2  Domain or Workgroup

Configure Group Policies

2. Add Domain Controllers from the PlantPAx domain to

Security Filtering.

P

=] . [m]
15l File Action View Window Help -8
e @l e dE
\2 Group Policy Management Default Domain Contrellers Policy
w _ﬁ Forest: PlantPAx.RackwellAutomation.com Scope Details Settings Delegation
w 54 Domains "
v g5 PlantPhx RockwellAutomation.com Links
i/ Default Domain Policy Select User, Computer, or Group
w 2] Domain Controllers
= Default Domain Controllers Policy Select this object type:
2 PlantPAx |Usef. Gmup. or Built-in security principal ‘ Object Types
L Group Policy Objects From this location:
WM Filters
-4 PlantPAx Rockwell Automation.com
) Starter GPOs | ‘ Locations...
i Sites “| Enterthe object name to select (sxamples):
st Group Pnlf{y Modeling e = s
= Group Policy Results
Advanced. OK Cancel
Add. Remove Properties
'
WMI Filtering
This GPQis linked to the following WM| filter:
s ~
3. Right-click Domain Controllers and select Enforced.
|2 Group Policy Management = m]
IZL File Action View Window Help -|=
e nHdH
|5 Group Policy Management Default Domain Controllers Policy
v _ﬁ Forest: P|E.HtPAX.RUCkWEHAUtUmEtIUﬂ.CUm Scope Details Seltings Delegation
w [ &5 Domains ’
v & PlantPAxRockwellAutomation.com ik
=/ Default Domain Policy Display likes in this location: Plant P Rockwell Auttomation.com ~
v [2] Domain Controllers The following sites. domains. and OlUs are linked to this GPO:
‘,é Default Domain Controllers Policy r
57 PlantPhx Location Enforced Link Enabled Pat]
j Group Policy Objects 55| Domain Controllers Yes Yes Plar
5 WMI Filters ~  Enforced
I Starter GPOs +  Link Enabled
R Sfes' ! < Delete Link(s)
s Group Policy Modeling
£ Group Policy Results Security Filtering

These group policies are recommended:

¢ Password strength
e Account lockout
o Kerberos

e Interactive logon

Use the specifications for your PlantPAx system to set the values for these

policies. If you configure any of these policies, you must enforce the policies on
the domain controller for them to take effect.
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Configure the Password Strength Policy

This policy makes sure that security settings are enforced to help protect the

system from unauthorized users upon entering the system.

1. In the Group Policy Management Editor, select the Default Domain

Policy to edit and select Password Policy.

= Group Policy Management Editor

File Action View Help

e | sE XE= HE

v i Computer Configuration
w [ Policies
_| Software Settings
~ [] Windows Settings
_| Name Resoluticn Policy
1| Seripts (Startup/Shutdown)
= Deployed Printers
v i Security Settings
v jd' Account Policies
A Password Policy
_:El Account Lockout Policy
_:C=| Kerberos Policy
< >

ry

Paolicy
< Enforce password history
| Maximum password age
| Minimum password age
2 Minimum password length

22| Password must meet complexity requirements

-1 Store passwords using reversible encryption Disabled

Policy Setting

24 passwords remembered
42 days

1days

7 characters

Enabled

Configure the Account Lockout Policy

This policy configures the number of password attempts and how an
administrator resolves a user lockout situation.

1. In the Group Policy Management Editor, select the Default Domain

Policy to edit and select Account Lockout Policy.

=/ Group Policy Management Editor
File Action View Help

o= | HE X BHE

w il Computer Configuration
~ [ Policies
“| Software Settings
~ ] Windows Settings
_ Name Resolution Palicy
1= Scripts (Startup/Shutdown)
= Deployed Printers
v i Security Settings
~ 7 Account Policies
_‘E| Password Policy

“= Kerherne Poline
£ >

_:a Account Lackout Policy
w

~

Policy

oy Account lockout duration
@A:munt lockout threshold

i Reset account lockout counter after

Palicy Setting
30 minutes
5invalid logon attempts

30 minutes
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Configure the Kerberos Policy

This policy helps administer network authentication.

1. In the Group Policy Management Editor, select the Default Domain
Policy to edit and select Kerberos Policy.

2. Enable the default options or modify if desired.

'= Group Policy Management Editor — m} X
File Action View Help
o= g3 H

_: Default Domain Controllers Policy [PADCAPLE A Policy Policy Setting
w [ Computer Configuration

2 Enfarce user logon restrictions Enabled
~ [ Policies E = B p
J—— Maximum lifetime for service ticket 600 minutes
oftware Settings
= 9 < Maximum lifetime for user ticket 10 hours
w [] Windows Settings g B 3
Maximum lifetime for user ticket renewal 10 days

~| Name Resolution Policy
|z Seripts (Startup/Shutdown)
= Deployed Printers
~v T Security Settings

- _:5 Account Policies
fj Password Policy
55 Account Lockout Policy
4 Kerberos Policy

Maximum tolerance for computer clock synch.. 3 minutes

Configure the Interactive Logon Policy

This policy configures a warning message to users of the consequences for
misusing company information.

1. In the Group Policy Management Editor, select the Default Domain
Policy to edit and select Interactive Logon Policy.

2. Inthe tree configuration of the Group Policy Management Editor dialog
box, Go to Computer Configuration > Policies > Windows Settings >
Security Settings > Local Policies.

3. Select the Security Options folder and select the Interactive logon:
Message Title option. Enter the name of the group that receives the
interactive message.

T

File Action View Help

e #E XE | HE
L=/ Default Domain Policy [PADCA.PLANTPAX.RC A || policy o Policy Setting ~
v i C..omputer Configuration | Interactive logon: Message text for users attempting to log on  This system is the pro
v (& Policies 2 i Interactive logon: Message title for users attempting to log on  PlantPAx System
_| Software Settings
~ ] Windows Settings Interactive logon: Message title for users attempting to lo... ? X
| Mame Resolution Policy
|| Scripts (Stertup/Shutdown) Security Policy Setting  Explain

= Deployed Printers
v i Security Settings

~ i Account Policies
f Password Policy
_:5 Account Lockout Policy
F Kerberos Policy

~ [ Local Policies

& Audit Policy

j User Rights Assignmeni

| Security Options

Hg' Interactive logon: Message title for users attempting to log on

Define this palicy setting
|PrantP A System
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PlantPAx Users Policy Object

4. Select the Interactive Logon: Message text option. Enter the message
that appears to users during logon.

?

File Action View Help

ezl rnHXE HE

|=[ Default Domain Policy [PADCA.PLANTPAX.RC A Pelicy Palicy Setting ~
v C?:lmputer Comhguistion 3 Interactive logon: Message text for users attempting to log on  This system is the pro
/M Folicies 3 | Interactive logon: Message title for users attempting to log on  PlantPAx Syster
~| Software Settings
~ [ Windows Settings Interactive logon: Message text for users attempting to lo... T x
~| Name Resolution Policy
2| Scripts (Startup/Shutdown) Security Policy Sefting  Explain

== Deployed Printers
v 4 Security Settings
~ i Account Policies
F Password Policy
& Account Lockout Palicy
i Kerberos Policy

ag' Interactive logon: Message text for users attempting to log on

Define this policy setting in the template

This system is the property of Rockwell Automation and is for author

s The use of computing and network services and devices provided |

w [ Local Policies We reserve the right to moritor and audit assets and resources, in z
j Audit Policy Personal use must be consistent with our policies and Code of Canc
| User Rights Assignmen
| Security Options

H Fuent | nn

You can create a PlantPAx Users Policy to restrict privileges and site access.
Recommended policies include access for the following:

e USB drive
e Portable device

o Software

Use the specifications for your PlantPAx system to set the values for these
policies. If you configure any of these policies, you must enforce the policies on
the domain controller for them to take effect.

For how to configure recommended FactoryTalk Security settings, see

Configure System Security Features User Manual, publication
SECURE-UMO001.

Knowledgebase Technote, PlantPAx System Release 5.0
Configuration and Implementation Tools, contains recommended
FactoryTalk Security policy settings for PlantPAx systems.
Download the spreadsheet from this public article.

You may be asked to log in to your Rockwell Automation web
account or create an account if you do not have one. You do not
need a support contract to access the article.

Create the PlantPAx Users Policy Object

You can select a group and set restrictions. For example, a group of users cannot
use USB drives as a layer of system security.
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1. In the Group Policy Management Editor, select the PlantPAx Domain
and select ‘Create a GPO in this domain and link it here...’

=, Group Policy Management
5L File  Action View Window Help
=2 208/ XE6 H=

1z Group Policy Management PlantPAX
v & Forest: PlantPAx.RockwellAutomation.com
v |55 Domains -
~ 3 PlantPAxRockwellAutomation.com Link Order GPO
s Default Domain Policy
2| Domain Controllers

Linked Group Policy Objects  Group Poli

= | PlantP®

5 Group Create a GPO in this domain, and Link it here...
F WMIF Link an Existing GPO...

]| Starter Block Inheritance

[ Sites Group Policy Update...
sty Group Policy

4 Group Policy Group Policy Modeling Wizard...

2. Enter the name for the Group Policy Object.

Configure the USB Drive Policy

A group of users can be restricted from using a USB drive.

1. In the Group Policy Management Editor, select the PlantPAx Users
Policy Object to edit and select Removable Storage Access.

2L Group Policy Management
E File Action View Window Help
e pE BaIX6HE

(2L Group Pelicy Management
v _ﬂ Forest: PlantPAx RockwellAutomatien.com

PlantPAx USers Policy Objects

R Scope  Details  Settings Delegation  Status
w [£4 Domains .
~ 3 PlantPAx RockwellAutomation.com Hirkcs)

s/ Default Domain Policy Display links in this location: PlartPAx Rockwell Automation com

51 Domain Controllers The following sites, domains, and OUs are linked to this GPO:

2| PlantPax

v [Z Group Policy Objects Location Enforced Link Enabled
\=[ Default Demain Contrellers Policy [Z] PlantPAx Na fes

\=[ Default Domain Policy
(=[ PlantPAx USers Policy Objes+-

& WMI Filters Edit...
3 Starter GPOs GPO Status b3
& Sites
i Group Policy Modeling Eacllis
4 Group Policy Results Restore from Backup...

2. Go to Computer Configuration >User Configuration > Policies >
Administrative Templates > System.

3. Select Removable Storage Access and choose All Removable Storage
classes: Deny all access.
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4. Select Enabled.

\Z] Group Policy Management Editar
File Action View Help

e rEE Bm T

(=[ PlantPAx USers Policy Objects [PADCAPLANTPAX ROCK A
~ (& Computer Configuration
| Policies
| Preferences
~ % User Configuration
~ [ Policies
| Software Settings
Windows Settings
~ || Administrative Templates: Policy definitions (£
_| Control Panel
“| Desktap
~| Network
“| Shared Folders
“| Start Menu and Taskbar
w [7] System
| Ctrl+Alt+Del Options
~| Driver Installation
| Folder Redirection
| Group Palicy
“| Internet Communication Management
| Locale Services
“ Logon
“| Mitigation Options
| Power Management
| Removable Storage Access

Removable Storage Access

All Removable Storage classes: Deny Setting

all access

Edit policy setting

Requirements:
At least Windows Vista

Description:
Configure access to all removable
storage classes.,

This policy setting takes precedence
over any individual removable
storage policy settings. To manage
individual classes, use the policy
settings available for each class.

If you enable this policy setting, no
access is allowed to any removable
storage class.

If you disable or de net configure this

policy setting, write and read

accesses are allowed to all removable

storage classes.
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Set time (in seconds) to force reboot
CD and DVD: Deny read access.

CD and DVD: Deny write access
Custom Classes: Deny read access
Custom Classes: Deny write access
Floppy Drives: Deny read access
Floppy Drives: Deny write access
Removable Disks: Deny read access
2| Removable Disks: Deny write access
E RemovsbieStoragecasses Dy ol ccess
iz| Tape Drives: Deny read access

Tape Drives: Deny write access

2] WPD Devices: Deny read access

2] WPD Devices: Deny write access
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Configure the Portable Device Enumeration Policy

This policy enforces Group Policy Objects for connected mass storage devices.

1. In the Group Policy Management Editor, select the PlantPAx Users
Policy Object to edit and select Portable Device Enumeration Policy.

File Action View Help

s | 2EIXERHE

=/ Default Domain Palicy [PADCA.PLANTPAX.RC A
v i Computer Configuration
~ || Policies
| Software Settings
~ [ Windows Settings
~| Mame Resolution Policy
|| Seripts (Startup/Shutdown)
= Deployed Printers
~ 3y Security Settings
i Account Policies
__Tj Local Policies
j| EventLog
1, Restricted Groups
1 Systern Services
2 Registry
5 File System
Znf Wired Network (IEEE 802.3)
| Windows Firewall with Adv
_| Network List Manager Polic
;._n.[‘ ‘Wireless Metwork (IEEE 802.
_| Public Key Policies
_ Software Restriction Policie
~| Application Control Policie

B IP Security Policies on Acti

=
Service Name

@Pnrtah\s Device Enumerator Service

Portable Device Enumerator Service Properties

Security Policy Setting

ag' Portable Device Enumerator Service

Define this policy setting
Select service startup mode:
(@) Automatic
O Manual
(Z) Disabled

Edit Security.

Startup Permission ()
Automatic Mot Defined

T x
Cancel \pp

Configure the Software Access Policy

This policy helps protect against the use of non-approved system software.

1. In the Group Policy Management Editor, select the PlantPAx Users
Policy Object to edit and select Software Access Policy.

2. Go to Computer Configuration > User Configuration > Policies >
Administrative Templates.
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3. In the System folder, select ‘Don’t run specified Windows applications.’

=] Group Policy Management Editor - O ®
File Action View Help
| 2@ (3] s
[=] PlantPAx USers Policy Objects [PADCAPLANTPAX.ROCKN A System
w & Computer Configuration .
B Palicies Don't run specified Windows Setting (ol
= Preferences applications _| Folder Redirection
~ &, User Configuration [T A [ Group Policy
policy setting
w [ Policies _| Internet Communication Management
1 Software Settings Requirements: _| Locale Services
“| Windows Settings At least Windows 2000 “ Logon
~ [ Administrative Templates: Policy definitions (£ Description: _| Mitigation Options
= Control Panel Prevents Windows from running _| Power Management
"| Desktop the programs you specify in this _| Removable Storage Access
7 Network policy setting. | Seripts
" Shared Folders
= Start Menu and Taskbar If you enable this policy setting, —| User Profiles i
- = users cannot run programs that =| Download missing COM components
R CE: - you add to the list of disallowed Century interpretation for Year 2000
= D s | +t i t.p e applications. Restrict these programs from being launche
“| Driver Installation
Folder Redirection If you disable this palicy setting or -| Do not display the Getting Started welcome
= Group Policy do not configure it, users can run Custom User Interface
= any programs,
“ Intemet Communication Management L Fgviitacces lofhe command prompt
3 Locale Services This policy setting ornly prevents [£] Prevent access to regltry editing nn\s
_| Legon users from running programs that [ |Don't run specified Windows applications
| Mitigation Options are started by the File Explorer =| Run only specified Windows applications
I Power Management process. It does not prevent users Windows Automatic Updates
from running programs, suchas & b
il Removable Storage Access « || Task Manager, which are started < >
< > |\ Bxtended / Standard
10 setting(s)

4. Select Enabled, Show, and then type any application software to create
an access restriction. Example: Regedit.exe

& Don'truns

E‘ Den't run specified Windows applications

Previous Setting

MNext Setting

(O Net Configured Comment:
(®) Enabled
() Disabled
Supported on: [ At |eact Windows 2000
Options: Help:
List of disallowed applications Show. ‘ Eroeh\rc?:zt‘;\if:;dows from running the programs you specify in this |~
Show Contents [m| x
cannot run programs that
ations.
List of disallowed applications ot cfagiars i meis
Value
.+ | REGEDIT EXg| from running programs
" cess. It does not prevent
Task Manager, which are
her processes. Also, if
mpt (Cmd.exe), this
rom starting programs in
ey would be prevented
Windows 2000 or later
th this policy setting.
gtions, click Show. Inthe |,
OK Cancel Cancel Apply
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For small PlantPAx systems, you can use a Windows Workgroup where
complexity and security controls are kept to a minimum. An example might be
a PASS-C server for a Process skid.

Assign Static IP Addresses

Without a domain controller, there is no DCHP server to assign IP addresses.
The workgroup requires all workstations and servers to contain manually set
(static) IP address assignments.

1. On each workstation, access the Network Adapter TCP/IPv4

properties and assign a unique IP address.

General

IP address:

Subnet mask:

Internet Protocol Wersion 4 (TCP/IPwd) Properties *

¥ou can get IP settings assigned automatically if vour network supports
this capability, Otherwise, vou need ko ask your network, administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the Following IP address:

Default gakewar: | 72 .20 001 .1

Ohtain DMNS server address automatically
(®) Use the Following DNS server addresses:

Preferred DS server: | . . . |

Alternate DMS server: | . . . |

[]validate settings upan exit

[172.20 .1 .12

|
[ 255 .255 .255 . 0 |
|

Advanced...

Carcel

IMPORTANT

Stratix® managed switches can be set to operate as a DHCP server
and provide DHCP persistence. Refer to the switch user manual if
using DHCP for workgroup computers.
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Map Computer IP Addresses

Without a domain controller, there is no DNS server to provide name
resolution, meaning the computers can only communicate by IP address. To
communicate by using a computer host name, mapping is required. All
Windows computers contain a HOSTS plain text file that maps IP addresses
to host names.

1. Locate the HOSTS file in C:\Windows\System32\Drivers\etc
directory and specify to open with Notepad.

2. Create alist of your workgroup computers, starting with each IP address
followed by the corresponding computer name. Use a tab to delimit
space between each mapping.

| =

Haome Share Wiew 0
r / Ty~ 3 <
= oy Cut AMovetor 3 Delete - Iz) \Q || Open EE Select all
=l W Copy path - - Select none
tk Copy te S Copyto v ._I| Rename Mewr Propertties

S

falder H Invert selection

Clipboard Qrganize e Open Select

T <« Local Disk (C3) » “Windows » Systern32 o drivers > etc v | @ Search etc 2
[ Desktop A Marne Date rrodified Type Size
5| Documents | hosts | hosts - Notepad - [m] X
& Downlosds | Imhestssam | File Edit Format View Help
B Music || networks # For example: A
&= Pictures _| protocol #
g videos | services # 162.54.94.97 rhino. acme. com # source server
# 38.25.63.1@ x.acme.com # x client host

‘o Local Disk (T3

b Network # localhost name resolution is handled within DNS itself.

# 127.8.8.1 localhost

v # - localhost

Sitems  1item selected 912 bytes

172.26.1.12 Ewsa1
172.26.1.13 ChisEl
172.26.1.14 FASSE1
172.26.1.15 FASSE2A
172.26.1.16 FASSE2B
172.26.1.17 ASTHBL
172.26.1.18 ASTHE2
172.26.1.19 ASISE1 o
< >

3. Copy the HOSTS file to all other computers in the workgroup.

IMPORTANT  Any time a change or new computer is added, all workgroup
computers must receive the updated HOSTS file.

Test Communication by Host Name

You can verify that each workgroup computer responds to a PING command
from another workgroup computer, referencing the remote computers
host name.

1. Open a Command Prompt and type PING followed by a host name.
For example: CMD: PING PASSO01
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2. Verify a reply from the remote computer is returned with the correct

IP address.

B Command Prompt - O x

d
in
ams,

Create Local Users

While not required, increased security is achieved when using local user
accounts of varying privilege.

Use the most restrictive account to help protect from security threats that
could otherwise use elevated privileges to exploit the operating system. Only
log into an administrative account as needed.

1. Open Computer Management. (Run > compmgmt.msc)
Select Local Users and Groups in the left window pane.
Right-click the Users folder and select New User.
Enter a user name, password, and select ‘password never expires.
After the user is created, right-click user and select Properties.

Go to the Member Of tab and Add the local group as desired.

Table 5 - Local Users and Groups Example

N

User Name Local Group
PlantPAx Engineering Administrators
PlantPAx Operators Power users

IMPORTANT  Local user accounts must be duplicated on all workstations with
shared credentials for seamless access.
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Create Local Security Policies

While not required, if you have various levels of local users you can set local

security policies that the more restricted accounts will not be able to modify.

1. Logon to the highest privilege local account with administrator access.

Open the Local Group Policy Editor (Run > gpedit.msc).

3. Expand Computer Configuration and go to Windows Settings >
Security Settings.

\E[ Local Group Policy Editar
File YWiew  Help
e | nm X HEE

Action

=[ Local Computer Palicy
v (A Computer Configuration
| Software Settings
vi | Wfindows Settings I
| Mame Resolution Policy
| Scripts (Startup/Shutdown)

Marne

Adccount Policies

alocal Policies

| wivindows Firewall with Advanced Security
1 Metwork List kdanager Policies

Description

Pazsword and account lockout pol
Auditing, user rights and security ©
Wirdowes Firewall with Sdvanced &

Metwark name, icon and location

= Deployved Printers

B
2 Account Palicies

2 Local Policies

| Public Key Policies
1 Software Restriction Policies
| Application Cortral Palicies
@ IP Security Policies on Local Computer

Application Contral Policies
Internet Protocal Security (IPsech 2
< >

4.

Expand Computer Configuration and go to Windows Settings >
Security Settings > Account Policies.

You can configure a lockout policy for several failed login attempts of
unauthorized users.

Expand Computer Configuration and go to Windows Settings >
Security Settings > Local Policies.

You can configure User Rights Assignment and Security Options. You
can limit actions such as who can shut down the computer, change the
system time, access the computer from a network, and so on.

IMPORTANT  Local Policies must be duplicated on all workstations for
seamless operation. This can be tedious and is why a domain
controller with the ability to push domain policies is

recommended over a workgroup.
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FactoryTalk DeskLock Utility (optional)

DeskLock is a FactoryTalk® View tool for the Windows operating system.
DeskLock provides control options for smaller systems that do not use policy
or domain management.

Use the DeskLock tool to:

¢ Choose setting so that an operator using FactoryTalk View cannot gain
access to functionality not expressly configured by the system
administrator.

¢ Hide items on the Windows Explorer desktop, including the Taskbar

and Start menu.

e Disable key combinations that are used to perform specific Windows
actions, such as accessing the Task Manager.

Launch the DeskLock tool on computers with FactoryTalk Views SE,
FactoryTalk® Studio, server, or client components.
1. Go to Rockwell Software > FactoryTalk View > Tools > DeskLock
2. Select Set Up DeskLock.

DeskLock

Application 1 |

Restart Windows |

Exit DeskLock |

|| Get Up DeskLock .. 1

3. Explore each of the four tabs (Logon, Desktop, Password, Behavior).

DesklLock Setup
Logon T Desklop T Pazzward T Behavior

‘Windows Logan
[ Automatically Logon to Windows:

D efault Domain Mame: [PassO

Default User Mame: [&sdrmiristratar

Default Password: [

Canfirm Passwaord: |

Options

[ Go tothe background when it starts

Defaults | ak | Cancel |

4. Use the Help button for information on how to configure and use the
DeskLock utility.
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The Process Automation System Server (PASS) can be configured after joining an active domain or workgroup. The
configuration steps described here cover larger system implementations.

Quick Start

This is the recommended work flow to configure a Process Automation System Server. For experienced users, each step
outlines requirements. For more detailed information, follow the referenced links.

@ Determine FactoryTalk Components

The PASS hosts the FactoryTalk® Services Platform that provides a set of common services (such as diagnostic messages, health
monitoring services, and access to real-time data).

o FactoryTalk” Administration Console
o FactoryTalk® Directory

e FactoryTalk” Activation

e FactoryTalk® Security

o FactoryTalk® Diagnostics

o FactoryTalk® Alarms and Events

For more information, see FactoryTalk Components.

@ Configure the PASS

Configure the PASS for stand-alone or distributed connectivity.

o Specify FactoryTalk Directory
o Configure the FactoryTalk Directory
e Run the Windows® Firewall Configuration Utility

o Configure FactoryTalk Activation servers
For more information, see Configure the PASS

For redundant PASS considerations, see Redundant Server Considerations
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Configure Servers on the PASS

A FactoryTalk® View SE application is required to create the three major server components that run on the PASS.

o HMI server — Stores HMI project components, such as graphic displays, and provides these components to Operator
Workstations (OWS) upon request

o Data server — Accesses information from the process controllers and provides information to servers and workstations in the

PlantPAx” system

o Tag Alarm and Event server — Provides alarm information from the controllers and servers to each OWS upon request
Large distributed systems may require multiple servers running remotely in a more elaborate architecture.

For more information, see Configure Servers on the PASS

Configure the Runtime Security

Runtime security must be set up to provide each account or user group with the correct FactoryTalk View security codes. The
security codes verify that operators, maintenance personnel, and engineers have permission to run secured commands, open secured
graphic displays, or write to secured tags at runtime.

For more information, see Configure Runtime Security

Prerequisites

58

PASS-C

-

VO s

i

Following the System Workflow, configure a PASS or PASS-C, depending on
the size of your system. Your results from the PSE determine the size of the
system.

e The PASS server or servers must be deployed before doing the
procedures in this section.

— For templates based on your system requirements, see the PlantPAx
Template User Manual, publication 9528-UMO001.

e PASS servers can be configured as redundant for HMI servers, data
servers, and/or alarm servers.
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FactoryTalk Components

The PASS hosts the FactoryTalk® Services Platform that provides a set of
common services (such as diagnostic messages, health monitoring services, and
access to real-time data). FactoryTalk software products and applications
depend on these services in a PlantPAx system.

FactoryTalk Service Platform components for the PASS include:

Component

Description

FactoryTalk Administration Console

FactoryTalk Administration Console is a stand-alone tool for developing, managing, and securing multiple FactoryTalk
View applications.

On the Administration Console, delete old computer names from the FactoryTalk Directory. By deleting old computer
names, the FactoryTalk Directory contains current computer names only. Deletions also make sure that applications do
not attempt to communicate with computers that are no longer in the FactoryTalk Directory.

Required: Yes; a prerequisite on every PlantPAx computer containing FactoryTalk software.

FactoryTalk Directory

FactoryTalk Directory provides a central lookup service for a PlantPAx system so all definitions do not have to existin a
single physical project file. References saved by FactoryTalk Directory are used by FactoryTalk-enabled products and
FactoryTalk services to locate definitions when they are needed.

It allows clients to locate key configuration information such as system organization, server locations, and policy
information. FactoryTalk Directory provides a common address or phone hook of factory resources that are shared
among FactoryTalk-enabled applications in a distributed system.

Required: Yes; install as FactoryTalk Network Directory type

FactoryTalk Activation

FactoryTalk Activation services provide a secure, software-based system for activating Rockwell Software® products
and managing software activation files.

Required: Yes; a prerequisite on every PlantPAx computer containing FactoryTalk software. Activation file access is
required for continuous use of FactoryTalk software otherwise a 7-day grace period is started.

Placement: A PASS is recommended location to bind and place the license files. Other servers and workstations can refer to
the PASS location for floating or time borrowed activations. For more robust applications, activate each server locally to remove
the dependency of remote license access.

FactoryTalk® Security

FactoryTalk Security centralizes user authentication and authorization at the FactoryTalk Directory.

The users and groups are very similar in their management to active directory and can be linked to the active directory.
This centralized authentication and access control allows for a ‘single user sign-in’ experience when using FactoryTalk
enabled products.

Required: Yes, for PlantPAx system release 5.0 and earlier.

Placement: Same server that is hosting the FactoryTalk Directory.

FactoryTalk® Diagnostics

FactoryTalk Diagnostics collects and provides access to activity, status, warning,
and error messages generated throughout a FactoryTalk system.

Required: Yes, for PlantPAx system release 5.0 and earlier.

Placement: Yes; a prerequisite on every PlantPAx computer containing FactoryTalk software.

FactoryTalk Alarms and Events

FactoryTalk Alarms and Events provides system-wide alarm monitoring and
control centralized at the FactoryTalk Directory.

Required: Yes, for PlantPAx system release 5.0 and earlier.

Placement: Alarm and Events Server on the PASS
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Configure the PASS

60

To configure the PASS:
e Specify the location of the FactoryTalk Directory
o Configure the FactoryTalk Directory
¢ Run the Windows Firewall Configuration Utility

o Configure FactoryTalk Activation servers

Specify FactoryTalk Directory Location

Every computer needs to know whether to use its own local directory or to use
a network directory on a remote computer. Do the following for each
computer in the system.

1. Go to Rockwell Software > FactoryTalk Tools > FactoryTalk Directory
Server Location Utility and specify the location.
e For a PASS-C, specify the LOCAL directory and for each OWS client
specify the PASS-C directory.

e For distributed PASS system, specify that PASSO1 hosts the directory,
and for all other servers and workstations specify PASSO1.

FactoryTalk Directory Serser Location Liility X

Use this dialog to change the Netwaork directomy that this computer belongs to. This setting affects all software that connects
ta the Metwark directory fram this computer

Use the FactoreT alk Directory installed on: QK
Computer hosting directory server [connected) Cancel ‘

pass01 D Help

2. Reboot each computer after specifying its directory location.

Configure the FactoryTalk Directory

Once you specify the FactoryTalk Directory location and reboot the computer,
configure the FactoryTalk Network Directory or Local Directory on each
computer.

1. Go to Rockwell Software > FactoryTalk Tools > FactoryTalk Directory
Configuration and select Network or Local or both, depending upon
the perspective of the computer being configured.

2. Enter the Windows Administrative account user name and password.
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3. In the Summary, verify the configuration was successful.

g‘@ FactoryTalk Directory Configuration Wizard *

Summary

FactomT alk Metwork, Directary
Metwork Directory was successfully configured on this local computer.
Metwork Directory Server iz located on 'pazz01' remote computer.

FactoT alk Local Directory
Configuration successful

e Y To reset a disabled FactoryTalk Security Administrator account, run this FactoryTalk
| ! Directory Configuration Wizard again.

To close this wizard, click Close. Close | Help

Run Firewall Configuration Utility

The FactoryTalk Services Platform includes a Windows Firewall Configuration
Utility (WFCU) to provide firewall port exceptions to incoming and outgoing

processes that require remote access. Run this utility on every computer that
has installed FactoryTalk software.

1. Go to Rockwell Software > FactoryTalk Tools > Windows Firewall
Configuration Utility.

And process-related exceptions are displayed at the bottom.

2. Ifneeded, save a list of exceptions for future reference and the WFCU
activity is logged to C:\ProgramData\WFCU\WFCULog.txt

3. If no exceptions are needed, click Exit.
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Configure FactoryTalk Activation Servers

The FactoryTalk Activation Manager (FTAM) software is a prerequisite that is
automatically installed on every PlantPAx computer that contains FactoryTalk
software.

For a PlantPAx system, the computer that hosts the FactoryTalk Directory,
such as the PASS, hosts the license files.

1. Go to Rockwell Software > FactoryTalk Activation > FactoryTalk
Activation Manager and select new activations, as needed.

2. After all new activations are generated, go to the Advanced Tab and
click ‘Refresh Server’.

FactoryTalk &ctivation Manager _ O %

Help | About

FactoryTalk” Activation Manager

Home Manage Activations Advanced

The button below provides a conwvenient way to restart the activation servers running on this
computer. Refreshing the servers causes them to notice recent changes.

Refresh Server

) Refresh This Server

Configure CodeMeter Server

Configure all other computers to reference the PASS location.

1. Go to Rockwell Software > FactoryTalk Activation > FactoryTalk
Activation Manager and select Update Activation Search Path.

[# FactaryTalk Activation Manager = [m} *

5
Help | About

FactoryTalk” Activation Manager

Home Manage Activations  Advanced

Select the location that will provide your activations or add

a new activation location: Update Activation Search Path
1> Find Available Activations Path to Activations
> Cillsers\Public\Documents\Rockwell AutomationiActivations

2. Select Add a server and enter the name or IP address of the license server
(PASSO1).
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3. Ifthere are no local activations, move PASSO01 to the top as the first
location to search for activations.

»

Add Server Delete. .

Update Sctivation Search Path

Select the locations that will provide your activations or add a new activation location. Unchecked locations will not appear
on the list of search paths on the Find Available Activations page.

Selected  Path to Activations

CAlsers\Public\Documents\Rockwell AutomationtActivations

Up Down Save Cancel

Configure Servers on the
PASS

4. Update the search path on all computers that require an activation.

A FactoryTalk View SE application is required to create the three major server
components that run on the PASS.

o HMIserver — Stores HMI project components, such as graphic displays,
and provides these components to Operator Workstations (OWS) upon
request.

e Dataserver — Accesses information from the process controllers and
provides information to servers and workstations in the PlantPAx
system.

e Tag Alarm and Event server — Provides alarm information from the
controllers and servers to each OWS upon request.

The number of servers and how they are configured can impact the speed of
system communication. Servers can be simplex or redundant.

e Asingle HMI server is sufficient for most PlantPAx systems.

e Multiple data servers are common. By locating each in separate areas, tag
lookup performance is improved as an HMI server knows specifically
which data server to browse and can ignore others.

The following steps provide basic server creation on a single PASS. Large
distributed systems can require multiple servers running remotely in a more
elaborate architecture.
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Create a New HMI Project

This section provides a method to create your own project and then import the
components from the PlantPAx Graphic Framework.

1. Go to FactoryTalk® View Studio software > New and select an
application type of View Site Edition.

The application types are Local Station, Network Station, or Network
Distributed.

TIP  PlantPAx systems are Network Distributed applications, even when server
components are consolidated on a stand-alone computer (PASS-C). The
exception is a process skid, where a Local Station application provides
sufficient functionality.

You now have a default application.

Define Areas

Areas organize and subdivide applications in a network directory into logical
and physical divisions. Areas can be created for different processes within a
manufacturing facility or to group each server type. This name hierarchy can be
visible externally, such as in the historian or alarm database.

Server segregation helps optimize performance. To help prevent unpredictable
search results, do not insert a server into the application root path. Each server
must be in its own area.

.721 FactoryTalk View Studio - View Site Edition [Network Distributed)
File View Settings Tools Window Help
imHEe D 0@ RCOE:» &b
=8 Network (LOCALHOST)
= e PlantP s HMI
@ Runtime Security

|Bom FactoryTalk Linx Instance 01

=l Server2

5l FactoryTalk Lin Instance 02 - Alarm area folder stores the Alarm and Event server.
EEm] - Data area folder contains the data server.

= F* Tag Alarm and Events ) .
5] Alarm and Event Setup + HMI area folder stores FactoryTalk® View tags and displays.

System

HMI Tags
Graphics
=] Logic and Contral
[ I Data Log
[ I8 RecipePro+
System
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Use the Explorer window in FactoryTalk View Studio to add areas.

1. Go to the application and select New Area.

=2 FactoryTalk View Studio - View Site Edition (Network Distributed)
File View Settings Tools Window Help

‘mAe he ol a0E x|
Explorer - HMI Server v 1 x
=8 Network (LOCALHOST)

o [T s
5y Delete

|

Add New Server >
Logical Mame >
Backup...

Resource Editor...

Security...

Properties...

2. Create three Areas, one for cach of the three main server types (DATA,
FTAE, and HMI).

Explorer - HMI Server - 0 X

=/0E Metwork (LOCALHOST)
2B PlantPAs HMI

i L we Runtime Security

LT Scripts

-gE DATA

B FTAE

-E HMI

IMPORTANT  Once you create an area, you cannot change the name. You must delete and
recreate if you need to modify the name.
Do not put more than one server in the root location of an area.

Add an HMI Server

All PlantPAx systems require an HMI server.

1. Go to the HMI area and select Add New Server> HMI Server.

Each area can only contain one HMI server.

Explorer - HMI Server * I x
28 Network (LOCALHOST)
B §e PlantPAx_HMI
= Runtime Security
o Scripts
o Delet:
elete
=] &
oEEA New Area...
[ Adanew server > HMI Server
oEEH
& ED Logical Name X Rockwell Automation Device Server (FacteryTalk Linx)...
OPC DA Server...
Resource Editor...
[z} Tag Alarm and Event Server...
=) Security... OPC UA Server...

2. Enter a name, startup type, and specify the computer that hosts the
service (for example, PASS01).

3. (optional) Click the Redundancy tab to specify a secondary PASS.
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4. Select startup items on the Components tab, such as data logging,

derived tags, events, and macros.

HMI Server Properties X HMI Server Properties
General Redundancy Components General Redundancy Componerts
Mame: On startup components
‘ HMI Server
Description: Dzt logging:
| Drerived tags:
Evertts:
Macro:
Computer hosting the server:
[Passo1
O shutdown macro:
Startup Type
(2 On demand {Redundancy will be disabled) On active macro:

(®) Load and run startup components when operating system initializes
On standby macro:

Project file (relative to server computer):
‘ C:\Jsers\Public\Documents\RSView Enterprise\SE\HMI Projects\HMI Server |

Primary server

Number of displays: 50 Licensed maximum: 250 Run Startup Components

Secondary server

Fiun Startup Components

oo | [ o | [0

Stop All Runhing Companents

Stop All Running Companents

Cancsl

Apply Help

5. Click OK.

Add the Alarms and Events Database

The data servers and the alarms and events servers can log alarm and event
history to a SQL database. You must create this database before you can enable

logging to the servers.

1. Use either FactoryTalk View SE Studio or the FactoryTalk

Administrative Console to add a database connection.

=08 Metwork (LOCALHOST)

mfe PlantP o HMI

E Systemn

Action Groups

[ Palicies
@1 Computers and Groups
&5 Metworks and Devices
=l Users and Groups
Connections

Add Database Connection...

Security..
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2. Configure the database connection properties.
o Type: FactoryTalk Alarm & Events History Database
e Definition name: (new or existing)
e Server that hosts your SQL database: (local or remote)
e SQL database authentication

e Database a name (new or existing)

Database Connection Properties
Database Connection  alarms Size Management  Alarms Advanced settings

Database bype:

I FactoryTalk Alarm & Events History Database ~ Shaw Usage. ..

Definition name:

|

Server namelinstance: e

‘ BppServ-SQLMSSQLSERVER: |

Log in ko database

Authentication: SQL Authentication v
User name: ‘ 53 |
Password: ‘ XTI T |

Dakabase name:

[Frantpax_Frae | |

Test Connection O Succeeded

o] I Cancel Apphy Help

If the database does not already exist, you get a prompt when you clock
OK. Click YES to create the database.

Add a Data Server

A data server is required to communicate to controllers. This server type
supports Logix Tag-based and Logix Instruction-based alarm subscriptions.

1. Go to the Data area and select Add New Server > Rockwell Automation
Device server (FactoryTalk® Linx).

Explorer - HMI Server - 3 X

= 0E Network (LOCALHOST)
= g PlantPas_HMI

o Runtime Security
- LT Seripts
g Em-m
- Delete
SEEA New Ares...
OB o da e save > HMI Server
oEEH i
o= Logical Name L Rockwell Automation Device Server (FactoryTalk Lin...
=] OPC DA Server...
Resource Editor...
2} Tag Alarm and Event Server...
& Security... OPC UA Server...

2. Enter a name, startup type, and specify the computer that hosts the
service (for example, PASS01).
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3. Create a first or second instance Data server (FactoryTalk Linx), each in

its own area.

4. Enter a name, startup type, and specify the computer that hosts the

service (for example, PASS01).

S. (optional) Click the Redundancy tab to specify a secondary PASS.

6. On the Alarm and Events tab, enable alarm and event support and

enable history.

7. Enable server-assigned priorities and configure as required.

8. Enable history to configure alarm and event logging.

FactoryTalk Linx Server Properties
General  Redundancy  Alams and Events

Name

FactoryTalk Linx Instance 01

Description

ey

Computer hosting the FactoryTalk Lirx server:

& [PAsSTT

Server Type:

FactoryTalk Lirx Instance01 Server

Cancel Foply

Browse

Help

FactoryTalk Linx Server Properties
Genersl Redundancy Alamns and Everts

& Enable alam and event support
Priorities

Enable server-assigned priorities

Severity Range
Priority Low High
Urgent 1000
High 501 750
Hedum
"
Alam and Event History
Enable history
Database definition
~
Computer name:

Database name:
Cache file path:

|C “ProgramData“\Rockwell\Alamms

Log languages Default language

English (United States... English {United States), e ~

Cancel Apply Help

IMPORTANT

FactoryTalk Linx Instance02 is a separate independent service on the
Windows operating system that is designed to allow applications to have

more tags, data clients, and/or controllers without affecting the first

instance.

Instance02 is not supported on FactoryTalk View SE local station and is

limited to an Ethernet driver.

For information on verifying the data server, see Appendix C, PlantPAx
Deployment Recommendations and Verification Tool.
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Once the data server is created, name and configure device shortcuts
to controllers and subscribe to the data server. Select All Alarms & Events
Notification Messages to support Logix tag-based alarms and automatic

diagnostic messages.

@ Communication Setup - RMA//SGlobal/PlantPAx_HMI/DATA Server 1/FactoryTalk Linx Instance 01 % -

Explorer - HkI Senver
[0 Metwark (LOCALHOET) Denvice Shortcuts B |
= B PlantPls_HMI
& Runtime Security Add | Remave ! w1 1921681109, 1756-ENITR, 1756-ENZTR/C
[T Serpts F - 152,168, 1100192.168.1,109], 1756-ENZTR, *
= il DATA ) 3 1921681111 1756-EMETR 1756-ENZTR/C
H Sapver 1 * . 152.168.1.112, 5065-L 340ERP, RA_LIB |
= !a FaetaryTalk Lime Instarce 01 Made: Online Mt Bromwsing
Eommunicsson seng]
H Se-mltr 7 w e Tag Fie |
t T {
il FTAE HIEART e
£ HMI Logix Extended Tag Propertics
Systern .
Action Groups Ul 8l eatersded tag propertiss
3 Palucaes
¥ Computers and Groups oo T )
[-] Rl Alsrems B Events NobFicstion Messages
425 MNetanrks and Devices for T i) |20

Add an Alarm Server

An alarms and events server is required for server tag-based alarms.

1. Goto the FTAE area and select Add New Server > Tag Alarm and Event

Server.
Explorer - HMI Server v 0 x
28 Network (LOCALHOST)
B §e PlantPAx_HMI
= Runtime Security
o Scripts
oEE
B Delete
oEEA New Area...
Ij: Add New Server > HMI Server
=]
o= Logical Name s Rockwell Automation Device Server (FacteryTalk Linx)...
OPC DA Server...
B e Tag Alarm and Event Server...
Security... OPC UA Server...

2. Enter a name, startup type, and specify the computer that hosts the
service (for example, PASS01).

(optional) Click the Redundancy tab to specify a secondary PASS.

4. Click the Priorities and History tab and enable server-assigned

priorities.
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5. Enable history to configure alarm and event logging.

Tag Alarm and Events Properties

General  Redundancy Priorities and History

Marne:

x

Tag alam and Events

Drescription:

Computer hosting the alarm server:
| PASSO1
Startup type
(®) Load when operating spstem initializes

(Crwhen first client connects [Redundancy will be disabled)

Cancel

Apply Help

Tag Alarm and Events Properties

General Redundancy FPriorities and History

Priorities
Enable server-assigned priorities

Severity Range
Priority Low High

000
50
0

Urgent
High

~1

@
=

Medium

Low

T
i)
=

Alarm and Evert History
Enable histary
Database definition:

Computer name:
Database name
Cache file path:

‘C:"-.ProglamData'-Rockwell'Alarms

Log languages:

‘ English {United States), en-US

Cancel

Apply Help

Now that your servers are organized into areas, you are ready to start

developing your HMI application.

=B Network (LOCALHOST)
S PlantPA HMI
- Runtime Security
I Scripts
i o
= FactoryTalk Linx
o ]
o ]
£ HMI Server
; System
HMI Tags
Graphics
Logic and Control
Data Leg
RecipePro+

System

Tag Alarm and Events

m FactoryTalk View Studio - View Site Edition (Network Distributed)
File View Settings Tools Window Help
IHa ez 0L #0

Explorer - HMI Server * 1 X

For details on building an HMI template, see the Rockwell Automation

Library of Process Objects Reference Manual, publication PROCES-RM?200.

Redundant HMI, Data, and Alarm servers provide higher availability on a

network distributed architecture. Primary and secondary servers are hosted on

different PASS servers where control can be switched between them.

When implementing a primary and secondary server (PASS02A and
PASS02B), we recommend that you use a single PASS01 (non-redundant) to

host the FactoryTalk Network Directory and FactoryTalk Activations. By using
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Configure Runtime Security

the PASSO01, these common components still are accessible in the event that
one of the redundant servers is unreachable.

Access the Redundancy tab of each servers' properties to enable redundancy
and specify the secondary server.

HMI Server Properties X

General] Redundancy | Components

I Provide redundancy using a secondary server I
Condary server
Camputer hasting the server:
[Passoze

Startup type:
Laoad and run startup components when operating system initializes

Mumber of displays: Unknown Licensed masimum; Unknown
Switchaver optiohs

® Continue using the secondary server even when the primary server
becomes avallable again

() Switch over b the primary server when it becomes available

Replication

Replicate Active to Standby...

Cancel Apply Help

Runtime security must be set up to provide each account or user group with the
correct FactoryTalk View security codes. The security codes verify that
operators, maintenance personnel, and engineers have permission to run
secured commands, open secured graphic displays, or write to secured tags at
runtime.

1. On the PASS, go to Rockwell Software > FactoryTalk View > Tools >
Tag Import and Export Wizard.

Page

Action

Tag Import and Export Wizard
Operations field

From the Operation pull-down menu, select Import FactoryTalk View tag CSV files and click Next.

From the pull-down menu, select Site Edition and click Browse (ellipsis "....").

Select the path of SE > HMI Projects > HMI Server.

Select HMI Server.sed and click Open.

(lick Next and Browse (ellipsis "...") for the FTViewSE_ProcessLibrary_Tags_5_00_xx.CSV file; where xx = the service
release number.

This file is distributed with the PlantPAx Library of Process Objects Library.

Click Open, click Next twice, and then Finish.
The import results appear on the Database Import window.
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To set security permissions to groups on the workstation, complete these steps.

1. Open the HMI application with FactoryTalk View Studio software.

2. Verify that the security tags have been imported by expanding the HMI
Area and viewing HMI Tags folders. (Const, RALibrary, and Security)

.r21 FactoryTalk View Studio - View Site Edition [Network Distributed)
File Edit WView Settings Tools Window Help
imHE De - 0@ AOE:r s X BBl daa?QER: = I+ 4=
= 0E Network (LOCALHOST) o0 x
e PlantPao HMI & Tags - /PlantPAx_HMI/HMI -
o Runtime Security SO e s EE
QE Scripts Toa
i DATA . Name: Security\AlarmAck ‘ iz ]
o= FactoryTalk Lime
i Tag Alarm and Events Description: | Adnowledge/Reset Alarms *‘
HMI s - ‘_ Next |
=3 HMI Server ki
[} System | Mew
=] HMI Tags Data Source ‘ Help |
- & Tags Type: ()Device  (®) Memary -
iz M Giraphics I Vale: | ABCDEF
& 19 Legic and Control e
B Data Lag [Retentive
. Sy!:-tiam Recipchro} Search For: Alm |Tag Name Type Description ol
- Action Groups | Sec AlarmAck String  Acknowledge/Reset Alarms
I Policies Security\ilarmConfig String  Alarm Configuration
-1 Computers and Groups = . SecuribplarmDisable String  Disable Alarms
[} etworks and Devices ecuri armShelve rin elve Alarms
N ks and D EE””S‘ SecuritylilarmShel String  Shelve Al
Users and Groups HAL'baW Security\BypassFeedback String  Can Bypass Feedback
[ 1 Connections 3 e Securit\Bypassinterlocks String  Bypass Permissives and Interlocks
ol Fpstem
- [ Permission Sets & SecuritiCmdSrcMaint String  AcquirefRelease Equipment Maintenance
SecuritACmdSrcOperProg String  Acquire/Lock and Release Equipment Ope
SecuritACmdSrcOutOfService . String  Can put device infout of service
SecurityiConfigSecurity String Change the security for a device 5
< > - P T PR T e PR TS —TT B
< >

3. Select Runtime Security from the Explorer window or top menu bar
under Settings.

Within Runtime Security, click the Security Accounts button.

5. From the Security Settings dialog box, select 'All Users' and
click Remove.

6. Click Add.
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7. From the Select Users and Computer dialog box, select a PlantPAx

group and click OK.
v Runtime Security - RNA://SGlobal/PlantPix_HMI - g
A92<¢ &
Specify the FactoryT alk Securty accounts that will have wuntime access to the FactoryT alk View SE application
Click the Security Accounts button ta add or remave an account, and to assign A-F security codes. Click the browse
buttans [...]ta select optional Lagin and Logout macros for the accaunt.
Account [0 [ALL USERS]
el Permissions  Effective Permissions
(T Wiew permissions byl Select User and Computer
Users Select a user [or user group] and computer [or computer group) pair
ngH Users Users Computers
{ EAH Computers
dceount €5 5/STEMVPLANTRAX ENGINEERING
JALL USERS gSYSTEM\F’LANTF‘AX MAINTENAMNCE
€5 SYSTEMYPLANTPAX MAINTENANCE .
g SYSTEMYPLANTPAX MANAGER
. €5 SYSTEMYPLANTPAX OPERATING SU.
Pemissions for &4 |} @ 5.5 TEM\PLANTRAX OPERATORS
Action
All Actiol
Factory
Create New -> Create New >
Filter Users Filter Computers
(® Show groups only (®) Show groups only
() Show users only () Show computers only
() Show all () Show all
| akK | Cancel Help

10.

11.

Repeat adding users until all PlantPAx groups are selected.
You can assign security to each PlantPAx group based on letters (A...G).
Select a group from the Users list.
The default is that all FactoryTalk View Security Codes are
checked Allow.
Click the Deny box beside each FactoryTalk View Security Code that
you do not want to allow permission for the selected account.
For example, allow security of ‘A’ for an Operator but deny 'B; 'C, 'D.
Table 6 - Recommended Group Security Codes
Group Security Code
Operators A
Operating Supervisor B
Maintenance C
Maintenance Supervisor D
Engineering E
Manager F
Administrator G

Repeat the steps for each user or group account that you want to set up

with runtime security.

Rockwell Automation Publication PROCES-UM100A-EN-P - October 2020

73



Chapter3  Process Automation System Server

Notes:
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The PlantPAx’ system supports several network topologies to meet your network application requirements.

Quick Start

These are recommended topologies for your PlantPAx system. For experienced users, each section summarizes a
topology. For more detailed information, follow the referenced links.

@ Redundant PRP Topology

This architecture helps prevent downtime by the duplication of infrastructure for the most critical process operations:

e NIC teaming for dual connections between PASS servers and supervisory controllers

o EIGRP (Enhanced Interior Gateway Routing Protocol) provides Layer 3 routing capabilities

e HSRP provides redundant PRP ‘RedBox’ functionality

e PRP provides dual connectivity between two devices

¢ RedBox (redundancy box) connects devices without PRP technology to both LAN A and LAN B

e Cisco’ Stackwise provides redundancy at core switches

For more information, see Redundant PRP Topology.

@ Resilient DLR Topology

This architecture provides a means to detect, manage, and recover from a single fault in a ring-based network. You can use redundant
gateways to provide DLR network resiliency to the rest of the network. This architecture also includes the following:

e NIC teaming for dual connections between PASS servers and supervisory controllers

o EIGRP (Enhanced Interior Gateway Routing Protocol) provides Layer 3 routing capabilities
e Redundant DLR gateway functionality

e DLRisaring topology that recovers after a single point of failure

e Cisco’ Stackwise provides redundancy at core switches

For more information, see Resilient DLR Topology.
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Simplex-Star Topology

®

This architecture provides a basic network configuration. You can monitor and control non-critical equipment.

¢ No disruptions to the network when you connect or remove devices.
IMPORTANT: If a connecting network device fails, there is no redundancy and connected nodes cannot communicate on

the network.

e EtherNet/IP™" backbone between devices in a STAR topology

e NIC teaming is optional.

For more information, see Simplex - Star Topology.

Prerequisites

Core, distribution, and
access switches

Following the System Workflow, design the network infrastructure. You need
to know which of the following are in your system:

e Domain controller or workgroup

o PASS or PASS-C

Before you design and implement a PlantPAx network infrastructure, we
expect the following:

e Have experience with VLAN and IP schemes.

e Have a network design that defines the requirements for the supervisory
and control networks in the PlantPAx system.

¢ Be familiar with how to use the Express Setup and Device Manager
utilities to set up and configure Stratix” switches.

o Be familiar with the Cisco IOS command-line interface (CLI).

e Verify that no fixed IP is assigned to the workstation that is being used to
configure the switch. You want the switch to manage the IP address
configuration in your computer.

For more information, see these additional resources.

Resource

Description

Stratix Managed Switches User Manual,
publication 1783-UM007

Describes how to set up, configure, and troubleshoot Stratix switches.

Converged Plantwide Ethernet (CPwE) Design and
Implementation Guide, publication ENET-TD001

Describes tested and validated industrial network architectures, recommendations and best practices, including
network resiliency and security.

EtherNet I/P Parallel Redundancy Protocol Application
Technique, publication ENET-AT006

Describes how you can configure a PRP network with a compatible device or switch.

EtherNet I/P Device Level Ring Application Technique,
publication ENET-AT007

Describes DLR network operation, topologies, configuration considerations, and diagnostic methods.

Deploying a Resilient Converged Plantwide Ethernet
Architecture, Publication ENET-TD010

Describes how to design and deploy a resilient plant-wide or site-wide LAN architectures for IACS applications.

Deploying Device Level Ring within a CPWE Architecture,
publication ENET-TDO015

Describes how to design and deploy DLR technology with IACS device-level, switch-level, and mixed
device/switch-level ring topologies across OEM and plant-wide or site-wide IACS applications.

Scalable Time Distribution within a Converged Plantwide
Ethernet Architecture, publication ENET-TD016

Describes how to design and deploy Scalable Time Distribution technology throughout a plant-wide Industrial
Automation and Control System (IACS) network infrastructure.

Deploying Parallel Redundancy Protocol within a CPwE
Architecture, publication ENET-TD021

Describes how to design and deploy PRP technology with redundant network infrastructure across plant-wide or
site-wide IACS applications.
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Network COnfiguration Smart devices on PlantPAx system architectures communicate on the
P . EtherNet/IP network via Stratix and Cisco switches. These managed switches

reparation : L :

provide a secure switching infrastructure for harsh environments. You can

connect the switches to network devices such as servers, routers, and other
switches. In industrial environments, you can connect Ethernet-enabled
industrial communication devices, including controllers, human machine
interfaces (HMIs), drives, sensors, and I/O.

The Ethernet network provides the communication backbone for the
supervisory network for the workstations, servers, and the controllers:

o Configure all communication interfaces to operate at the fastest speed
possible for your hardware configuration, full-duplex for 100/1000
network adapters. See Important for autonegotiate settings.

IMPORTANT  Use of autonegotiate settings is recommended to reduce chance of
mis-configuration and failures. However, it is desirable to operate at
the fastest speed possible at full-duplex. We recommend verifying your
switch settings during commissioning to make sure that the system
was able to autonegotiate properly. The speed and duplex settings for
the devices on the same Ethernet network must be the same to avoid
transmission errors.

e Sclect the cable type based on environmental conditions.

Type Details

Fiber-optic « Long distances

Near high magnetic fields, such as induction-heating processes
For extreme high-noise environments

For poorly grounded systems

For outdoor applications

Shielded twisted-pair - Use Category 5e, 6, or 6a cables and connectors
« Use termination sequence 568A for industrial applications

e If multiple DCOM protocols are installed and set up on a workstation,
to make sure that DCOM communication functions correctly, and
remove all protocols other than TCP/IP.

Follow these guidelines for devices on the EtherNet/IP network:
e Make sure that an I/O module RPI is two times faster than the periodic
task that you are using.
e The number of devices can affect the CIP/TCP count differently. Never
use more than 80% of the available connections for the communication
modules.
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o Consider packets per second for performance if you use many devices.

— I/O packets per second (pps) describes an implicit message rate
(Class 1). An I/O communication use approaching or above 80% can
necessitate an adjustment to the RPL.

- HMI packets per second (pps) describes an explicit message rate
(Class 3). RSLinx’ connections and message instructions generate
CIP™ traffic. HMI traffic is TCP-based, not UDP-based.

— The combination of implicit and explicit messaging provides the
total use for a device. If you add implicit messaging (I/O), it takes
bandwidth from the HMI because it has higher priority than HMI
messaging. The combination of CIP implicit (highest priority) and
CIP explicit (second priority) cannot exceed 100% use.

o Use compatible keying on communication modules. In a validated
environment, you can use an exact match for keying.

Recommended VLANs

Subnets segment the devices in a network into smaller groups. The IP address
and associated subnet mask are unique identifiers for the switch in a network.

The following table of recommended VLANs segments the system and
recommends IP address ranges. Use these recommendations with the topology
worksheet to segment your system.

Knowledgebase Technote, PlantPAx System Release 5.0 Configuration
and Implementation Tools, contains the recommended topology and
switch settings. Download the spreadsheet from this public article and
use the tab referenced in each step.

You may be asked to log in to your Rockwell Automation web account
or create an account if you do not have one. You do not need a support
contract to access the article.
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Table 7 - Descriptions for VLANs and Ethernet Address Ranges(”

VLAN ID (Name) EtherNet/IP Address Range Description
1 N/A N/A Not used
300 (Native VLAN)? N/A Not to have any assigned IP addresses
Native for Control and Supervisory
500 (Control network 172.18.0.1 Default gateway
management VLAN) - - — -
172.18.0.2 172.18.0.9 VLAN routing — switch addresses (to be utilized for Layer 3 switches)
172.18.0.10 172.18.0.253 Application — switch addresses
501 (Control network — Default) 172.18.1.1 N/A Default gateway
172.18.1.2 172.18.1.9 VLAN routing
172.18.02...1.10 172.18[...91.253 Ethernet interface between controllers and I/0 modules (fixed)
502...509 (Additional Control 172.18.[2...]1 172.18...9]1 Default gateway
network VLANs) -
172.18.02...]2 172.18.[...91.9 VLAN routing
172.18.02...1.10 172.18...9]1.253 Ethernet Interface between controllers and /0 modules (fixed)
600 (HMI Control + Supervisory 172.20.0.1 N/A Default gateway
management VLAN) - - -
172.20.0.2 172.20.0.9 VLAN routing — switch addresses (to be used for Layer 3 switches)
172.20.0.10 172.20.0.253 Application — switch addresses
601 (HMI Control network + 172.20.1.1 N/A Default gateway
Supervisory network — - -
wired network) 172.20.1.10 N/A Domain/DNS primary server
172.20.1.11 N/A Domain/DNS secondary server
172.20.1.12 172.20.1.99 Servers and workstations (DHCP)
172.20.1.2 172.20.1.9 VLAN routing
172.20.1.1 172.20.1.25 Workstation interface
602 (Supervisory network - 172.20.2.1 N/A Default gateway
wireless network)
172.20.2.2 172.20.2.9 VLAN routing — switch addresses (to be used fro Layer 3 switches)
172.20.2.10 172.20.2.253 Mobile interface
603 (External - untrusted network) | 172.20.3.1 N/A Default gateway
Note: From IDMZ (industrial - - -
demilitarized zone) 172.20.3.2 172.20.3.9 VLAN routing — switch address (to be used for Layer 3 switches)
172.20.3.10 172.20.3.253 External interface

(1)  The referenced IP Addresses can be changed for your system requirements.
(2)  All networks do not use a dedicated management VLAN, but it is a good practice. Many times, a supervisory VLAN is the same VLAN as the management VLAN.

Command Line Interface (CLI)

Along with Device Manager and Logix Designer, you can use the Cisco IOS
command-line interface (CLI) to manage the switch. This interface enables
executes Cisco IOS commands by using a router console or terminal, or by
using remote access methods. You can:

¢ Connect directly to the switch console port
e Enable Secure Shell (SSH) or Telnet in Device Manager

For more information about how to use the CLI, see www.cisco.com.
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Redundant PRP Topology

Parallel Redundancy Protocol (PRP) is defined in international standard

IEC 62439-3 and provides high-availability in Ethernet networks. PRP
technology creates seamless redundancy by sending duplicate frames to two
independent network infrastructures, which are known as LAN A and LAN B.

A PRP network includes the following components.

Component Description

LAN Aand LANB Redundant, active Ethernet networks that operate in parallel.

Double attached node (DAN) | An end device with PRP technology that connects to both LAN A and LAN B.

Single attached node (SAN) | An end device without PRP technology that connects to either LAN A or LAN B.
A SAN does not have PRP redundancy.

Redundancy box (RedBox) A switch with PRP technology that connects devices without PRP technology to
both LAN A and LAN B.

Virtual double attached node | An end device without PRP technology that connects to both LAN A and LAN B
(VDAN) through a RedBox.

AVDAN has PRP redundancy and appears to other nodes in the network as a DAN.

Infrastructure switch A switch that connects to either LAN A or LAN B and is not configured as a RedBox.

Redundancy uses Hot Standby Router Protocol (HSRP). HSRP lets you
configure two or more routers as standby routers, but only one router is active
at a time.

Additional Resources for PRP Topology

For more information, see these additional resources.

Resource

Description

Design Guide, Deploying Parallel Redundancy Protocol
within a CPWe Architecture, publication ENET-TD021.

Highlights key IACS application requirements, technology, and supporting design considerations to help with the
successful design and deployment of PRP applications.

EtherNet/IP Parallel Redundancy Protocol,
publication ENET-AT006

Describes how you can configure a Parallel Redundancy Protocol (PRP) network with a compatible device or switch.

EtherNet/IP Network Configuration,
publication ENET-UM0O1

Explains Logix 5000 tools that are used in EtherNet/IP topologies and network operation.

Cisco Catalyst® 9300 Series Switches

Describes the hardware installation.

Describes how to update firmware.

Lists the recommended firmware downloads.

Describes how to configure the switch.
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Switch COnfiguration ina Figure 3 shows an example PRP topology. The numbers circled in red match
Redundant PRP Top olo gy the sequential instructions below the example.

Figure 3 - Redundant PRP Topology Example

Operators and
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Workstations

Application Servers

(hypervisor)
—————— Supervisory Network (VLAN 601)
—— (ontrol Network (VLAN 501)
—— Trunk- (Native VLAN 300)
................. Secondary Connection
—  Logix Redundancy (RM)
HSRP (C i jundancy
— Layer3 Routed Point-to-Point
=1 EtherChannel
LANA @  Redbox (PRP)
O O  LAN-A/LANB(PRP)
LAN B G Cisco Stack Member
EWS/OWS

Knowledgebase Technote, PlantPAx System Release 5.0 Configuration
and Implementation Tools, contains the recommended topology and
switch settings. Download the spreadsheet from this public article and
use the tab referenced in each step.

You may be asked to log in to your Rockwell Automation web account
or create an account if you do not have one. You do not need a support
contract to access the article.

WARNING: Do not connect switches together before the network is fully
configured.

1. Configure the Cisco stack switches.

See the ‘1 PRP Cisco Stack Switch’ tab in the topology worksheet.xlsx.
a. Connect to distribution switches

b. Connect to application servers

For stacking guidelines and cabling considerations, see Cisco user
documentation.
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Configure the HSRP distribution switches.
See the 2 PRP HSRP Switch’ tab in the topology worksheet.xlsx.

a. Connect distribution switches to the core stack

b. Configure PRP

Configure the LAN A/B access switches.

See the 3 PRP LAN A B’ tab in the topology worksheet.xlsx.
Configure the Redbox switches.

See the ‘4 PRP Redbox Infrastructure’ tab in the topology
worksheet.xlsx.

Add PRP devices or skids.

See the user documentation for your devices on how to configure
PRP settings.

For examples, see Figure 4.
Verify the PRP configuration.
See the ‘5 PRP Verification’ tab in the topology worksheet.xlsx.
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Figure 4 - PRP Skid and MCC Lineup
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Resilient DLR Topology

Device Level Ring (DLR) is an EtherNet/IP protocol defined by the Open
DeviceNet® Vendors” Association (ODVA). DLR provides a means to detect,
manage, and recover from single faults in a ring-based network.

A DLR network includes the following types of ring nodes.

Node Description

Ring supervisor Aring supervisor provides these functions:
+ Manages traffic on the DLR network
« Collects diagnostic information for the network

A DLR network requires at least one node to be configured as ring supervisor.
By default, the supervisor function is disabled on supervisor-capable devices.

Ring participants Ring participants provide these functions:

« Process data that is transmitted over the network.
« Pass on the data to the next node on the network.
+ Report fault locations to the active ring supervisor.

When a fault occurs on the DLR network, ring participants reconfigure themselves and
relearn the network topology.

Redundant gateways Redundant gateways are multiple switches connected to a single DLR network and also
(optional) connected together through the rest of the network.

Redundant gateways provide DLR network resiliency to the rest of the network.

Consider the following if you choose this topology:

e Depending on firmware capabilities, both devices and switches can
operate as supervisors or ring nodes on a DLR network. Only switches
can operate as redundant gateways.

e Multiport EtherNet/IP devices equipped with DLR technology
connect directly to neighboring nodes and form a ring topology at the
end devices. If a break in the line is detected, the network provides an
alternate routing of the data to help recover the network at fast rates.

¢ All end devices that are tightly coupled to a controller must be a part of
the same embedded switch topology. This peer-to-peer architecture
reduces the physical amount (and therefore cost) of cabling.

o Enhanced diagnostics built into DLR-enabled products identify the
point of failure, helping to speed maintenance and reduce mean time to
repair.

e The DLR ring supervisor maintains a loop-free topology by blocking
port 2 of the embedded-switch device. If the supervisor detects a fault in
the network it unblocks port 2 until the fault is corrected. It is
important to remember to enable a ring supervisor before closing the
DLR ring. If the ring closed before the supervisor is enabled, a bridge

loop results, which generates a broadcast storm.

Additional Resources for DLR Topology

For more information, see these additional resources.

Resource

Description

EtherNet/IP Device Level Ring, publication ENET-AT007

Describes DLR network operation, topologies, configuration considerations, and diagnostic methods

EtherNet/IP Network Configuration,
publication ENET-UM0O1

Explains Logix 5000 tools that are used in EtherNet/IP topologies and network operation.
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Figure 5 shows an example DLR topology. The numbers circled in red match

the sequential instructions below the example.
Figure 5 - Resilient DLR Topology Example
Operators and

Engineering
Workstations

Supervisory Network (VLAN 601)

L Control Network (VLAN 501)
Application Servers MCC Network (VLAN 502)

. \ i
(hypervisor) ! Y Trunk - (Native VLAN 301)
o Secondary Connection
Logix Redundancy (RM)

EtherChannel
Cisco Stack Member

DLR Gateway (redundant)

Switch Configuration in a Switch configuration in a DLR topology follows the work flow shown
Resilient DLR Topology in Figure 5.

Knowledgebase Technote, PlantPAx System Release 5.0 Configuration
and Implementation Tools, contains the recommended topology and
switch settings. Download the spreadsheet from this public article and
use the tab referenced in each step.

You may be asked to log in to your Rockwell Automation web account
or create an account if you do not have one. You do not need a support
contract to access the article.

WARNING: Do not connect switches together before the network is fully
configured.
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Configure the Cisco stack switches.

See the ‘1 DLR Cisco Stack Switch’ tab in the topology worksheet.xlsx.
a. Connect to distribution switches

b. Connect to application servers

For stacking guidelines and cabling considerations, see the Cisco user
documentation.

Configure the gateways.

See the 2 DLR Gateway Switch’ tab in the topology worksheet.xIsx.
Configure the ring access switches.

See the 3 DLR Ring Switch’ tab in the topology worksheet.xlsx.
Add DLR devices or skids.

See the user documentation for your devices on how to configure DLR
settings.

For examplcs, see Figure 6.
Verify the DLR configuration.
See the “4 DLR Verification’ tab in the topology worksheet.xlsx.
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Figure 6 - DLR Skid and MCC Lineup
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Simplex - Star Topology In a star topology, access switches serve as an uplink from the servers to the
workstations. Layer 2 switches also send information packets at the controller
level from the end devices. With multiple network levels, access switches
control the flow of information to make sure that packets are delivered to the
correct network level.

Figure 7 shows an example simplex star topology. The numbers circled in red
match the sequential instructions below the example.

Figure 7 - Simplex - Star Topology Example

Supervisory Network (VLAN 601)

Control Network (VLAN 501)
Ope.rator.and Trunk - (Native VLAN 301)
D Engineering
Workstations

Application Servers

(hypervisor)
EWS/OWS
Consider the following if you choose this topology:

e The first switch that Rockwell Automation equipment touches must
have IGMP snooping enabled. IGMP snooping enables switches to
forward multicast packets to ports that are only part of a particular
multicast group.

Additional Resources for Simplex Star Topology

For more information, see these additional resources.
Resource Description
Stratix Managed Switches User Manual, Describes the embedded software features and tools for configuring and managing the Stratix® 5410, Stratix®
publication 1783-UM007 5400, and the Stratix® 5700 Ethernet managed switches.
Stratix Infrastructure Product Family Quick Reference IIlustration that shows options for connecting your plant network by using standard Ethernet technology.
Drawing, publication IASIMP-QR029
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Switch Configurationina

Simplex Topology

Switch configuration in a simplex topology follows the work flow shown

in Figure 7.

Knowledgebase Technote, PlantPAx System Release 5.0 Configuration
and Implementation 7ools, contains the recommended topology and
switch settings. Download the spreadsheet from this public article and
use the tab referenced in each step.

You may be asked to log in to your Rockwell Automation web account
or create an account if you do not have one. You do not need a support
contract to access the article.

fi WARNING: Do not connect switches together before the network is fully

configured.

Configure the Cisco stack switches switch.

See the ‘1 Simplex Cisco Stack Switch’ tab in the topology
worksheet.xlsx.

For stacking guidelines and cabling considerations, see the Cisco user
documentation.

Configure the access switches.

See the 2 Simplex Access Switch’ tab Simplex Switches tab in the
topology worksheet.xlsx.

Add simplex devices.

See the user documentation for your devices on how to configure
network settings.

For examples, see Figure 8.
Verify the Simplex configuration.

See the ‘3 Simplex Verification’ tab in the topology worksheet.xlsx.
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Figure 8 - Simplex Skid and MCC Lineup
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System time synchronization is important so that the internal clocks in the
controllers, workstations, and servers reference the same time for any event or
alarm that occurs. Configure the PASS, application servers, OWS, and EWS to
use a single server (for example, a domain controller) as their time reference
and keep their clocks tightly synced to it.

Computer Time Synchronization

The Windows Time service uses the network time protocol (NTP) to
synchronize computer clocks on the network from the domain controller. Each
computer in the process system uses the domain controller as the authoritative
time source and synchronizes their clock to it. Check the Event Viewer System
log of each computer to verify that the time is updated properly.

After configuring the domain controller for time synchronization, you can use
the Windows w32tm command-line tool to identify any time difference
between an individual computer and the domain controller. This command
measures the time difference.

w32tm /stripchart /computer:<target>[/period: <refresh>] [/dataonly]

Parameter Identifies

computer:<target> The computer to measure the offset against.
period:<refresh> The time between samples, in seconds. The default is 2 s.
dataonly To display the data only without graphics.

The w32tm/re-sync command manually forces a computer to resynchronize
its clock to the domain controller as soon as possible and resets error statistics.
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Perimeter Network The Perimeter Network (Microsoft”) is a buffer that enforces data security

Considerations

policies between a trusted network (Industrial Zone) and an untrusted
network (Enterprise Zone).

For secure data sharing, the Perimeter Network contains assets that act as
brokers between the zones. Consider these methods:

e Usc an application mirror, such as a PI-to-PI interface for
FactoryTalk® Historian

¢ Use Microsoft Remote Desktop Gateway services

o Useareverse proxy server

|nteroperabi|ity Between The flexibility and scalability of the PlantPAx system architecture supports

Topologies

multiple field device integration options and enables process communication
for ease of integration.

Interoperability tests focuses on not only device testing, but also on system
testing of all the components, interface devices and tools from a variety of
suppliers. These tests reduce start-up cost and help save up to an estimated
2...4 days per device during integration.

Figure 9 - Topology Interoperability Example
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Notes:
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The process controller is a member of the Logix 5000™ family that provides out-of-box process functionality. Embedded
PlantPAx” instructions, graphical work flows, and tag-based alarms streamline code development for your system.

Quick Start

This is the recommended work flow to develop process applications. For experienced users, each step outlines
requirements. For more detailed information, follow the referenced links.

@

Develop a Project Plan

Based on the system requirements and PSE results, plan the scope of the process application. Use a spreadsheet or other tracking tool
to define the details for each controller in the project.

Determine when and which tools to use to help with project development
e Application Code Manager software
¢ Studio 5000° Design software
e PlantPAx Configuration tool

For more information, see Develop a Project Plan.

Develop Control Logic

The process controller is an extension of the Logix 5000 controller family that focuses on plantwide process control. The process
controller comes configured with a default process tasking model and dedicated PlantPAx process instructions optimized for process

applications and that improve design and deployment efforts.
o Use the new features of the process controller
e Use the Controller Organizer to define the execution model
o Usethe Logical Organizer to group equipment

e Follow guidelines to configure modules and devices.

The process controller supports PlantPAx instructions that offer enhanced functionality, including tag-based alarms, that can simplify
programming applications.
e Build and monitor control strategies

e Define controller-to-controller communication

For more information, see Develop Control Logic.
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Integrate Field Devices

The components required to integrate field devices vary depending upon the communication protocol and PlantPAx library version.
You can integrate devices via:

¢ HART I/O modules
o EtherNet/IP™ communication modules
e PROFIBUS PA linking device

¢ Foundation Fieldbus linking device

For more information, see Integrate Field Devices.

Develop Alarms

Develop alarms for your system. The type of alarm depends on the control logic:
e Logix tag-based alarms
e Server tag-based alarms (FactoryTalk® Alarms and Events)

e Logix instruction-based alarm instructions

For more information, see Alarm Types.

Create HMI Displays

Use FactoryTalk® View Studio to develop HMI displays. Use the HMI template that comes with the process library. You can:
e Import global objects and graphic framework displays from the process library.
e Import ACM-generated displays.

e Create system-specific HMI screens.

For more information, see Create HMI DisplaVs.

For information about graphic framework displays, see Rockwell Automation Library of Process Objects Reference Manual,
PROCES-RM?200.
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Prerequisites
i Process
Controller
i il

N e

Following the System Workflow, develop your process application, including
graphical displays and controller logic. To develop your controller program, you
must be familiar with how to do the following:

1. Gather system requirements, such as:
e User requirement specifications
¢ Instrument index or database
e P&ID diagrams
o Network architecture requirements
e I/O requirements
e Produced/consume and message requirements
e Product specifications
2. Use the PlantPAx System Estimator tool that comes with Integrated
Architecture” Builder utility, to:
e Size your PlantPAx system

e Generate a bill of materials

3. Build your PlantPAx system:

o Use the Virtual Image Templates to build system elements
(recommended)

o Install and configure process controllers (recommended)

o Make sure the HMI server and requirements are configured (required)

For more information, see these additional resources.

Resource

Description

ControlLogix 5580 and GuardLogix 5580
Controllers, publication 1756-UM543

Provides information about designing a system, operating a ControlLogix® 5580 or GuardLogix® 5580 controllers system, and
developing applications.

High Availability Systems Reference Manual,
HIGHAV-RM002

Provides guidelines for high availability systems, including redundant system components, networks, and other hardware
and software considerations.

CompactLogix 5380 and Compact GuardLogix
5380 Controllers, publication 5069-UM001

Provides information about designing a system, operating a CompactLogix® 5380 or Compact GuardLogix 5380 controllers
system, and developing applications.

Rockwell Automation Library of Process Objects
Reference Manual, publication PROCES-RM200

Describes how to build and use library components that comprise the Rockwell Automation Library of Process Objects.

Logix 5000 Controllers Produced and Consumed
Tags, publication 1756-PM011

Details how, with a Logix 5000 controller, to produce and consume standard tags and produce a large array.

Logix 5000 Controllers Import/Export
Programming Manual, publication 1756-PM019

Describes how to import and export logic components to and from a controller project.

Application Code Manager User Manual,
publication LOGIX-UM003

Provides details on a modular, object-based approach to the creation of ACD controller code, FactoryTalk® View SE /ME display
content, FactoryTalk® Historian Tag and FactoryTalk® Alarms and Events (FTAE) import configuration.
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Deve'op a Project Plan Based on the system requirements and PSE results, start by planning the scope
of the process application. Use a spreadsheet or other tracking tool to define
the details for each controller in the project, such as:

¢ Controller name

o Task name

e Program name

e Description

o I/Otype

e Control strategy name

¢ Minimum and maximum values and units of measure
e Alarm values (LoLo, Low, High, and HiHi)

o HMIdisplay name

This level of detail helps you organize the actual programs and tasks in the
application. For example:

A B C D E F G H | J K L M N
1 NAME CONTROLLER TASK PROGRAM DESCRIPTION 1/0_ Control Strategy Min _Max Unit LOLO Low HIGH HIHI
11 |FT0120 Water Task_D_500ms Polymer_TaskD Flow to Large Storage #2 Al P_Aln 0 10000 GPM -1.50E+38 -1.50E+38 1.50E+38 1.50E+38
12 |FT200 Water Task_D_500ms Canals_TaskD Flow Offsite #1 Al P_Aln 0 100 GPM 5 10 90 99
13 |FT201 Water Task_D_500ms Canals_TaskD Flow Offsite #2 Al P_Aln 0 100 GPM 5 10 90 99

Determine Which Libraries to Use

Rockwell Automation provides libraries to simplify application development.

Table 8 - Library Descriptions

Item Description

Process Library Rockwell Automation Library of Process Objects provides sample projects, application templates, Endress + Hauser
library objects, Application Code Manager library objects, and tools and utilities.

Includes the following:

« Graphics for built-in instructions

« HMIimages and Help files

« Logix diagnostic objects

« Process objects

- Control strategies

« Sequencer object

« PlantPAx Configuration Tools for Tags, Alarms and Historian
« (olor Change utility

« Historian -- Asset Framework template and objects

/0 Device Library Provides objects for Rockwell Automation 1756, 1769, 1734, 1794, 1738, 1732E, 1719, 5069, 5094 1/0 modules.

Provides preconfigured status and diagnostic faceplates sets for Rockwell Automation digital and analog /0 devices.
You can use these objects with Machine Builder, Process, and Packaged Libraries, or as standalone components.

10-Link Device Library Provides 10-Link master and sensor objects.
Provides preconfigured status and diagnostic faceplates.

Electrical Protection Device Library Provides a standard to represent protection devices within your electrical distribution system

Machine Builder Libraries Library objects for use with Application Code Manager.

« Independent Cart Technology Libraries, includes ICT Libraries for iTRAK® and MagneMotion®
« Studio 5000° Application Code Manager

« Power Device Library, including objects for E300, ArmorStart®, PowerFlex®, and Kinetix®

Network Device Library Provides objects for Stratix® switch and Device Level Ring network objects.

Power Device Library Provides objects for E300, ArmorStart, SMC™-50, PowerFlex, and Kinetix.
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Build Application Content

A control strategy encompasses all of the application code required to

implement a specific control function. The application code includes the I/O,

controller code, display elements, and faceplates. The process library contains
example control strategies for I/O processing, device control, and regulatory
control.

By using the control strategy model, you can estimate the following:
e Potential alarms
e Visualization tags (affecting controller and server memory)
¢ Controller memory usage

e Controller execution time

P,

| =y PASS/Application Servers

3 Process Information servers collect the process and
I system data for use in managing the process.

Operator interface presents system information to the user.

Controllers execute application code to control the
process and communicate with the supervisory level.
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The Process library is key to building your process application content. In
addition to the PlantPAx instructions embedded in the process controller, the
library provides additional elements in both export and library formats.

v Process Library
A4 Process Library
Control Strategies - L3X
N HMI - FactoryTalk View SE
Displays - gfx
Global Objects - ggfx
Help Files - pdf
Images - png
Language Translations
Macros - mcr
Studie 3000 Logix Designer Files - L5X
v Templates
Factory Talk Historian SE
FactoryTalk View SE - apb
MSSOL S5RS Reports
Studio 5000 Logix Designer - acd
ThingWon:
Vuforia
v Tools & Utilities
FTView Customiztion Tocol - Color Change Tool
Online Config
PlantP4x Cenfiguration Tool
PlantPAx Process Library Migration Tool

Which library elements to use depends on whether you:
¢ Modify an existing application
e Create a new application based on a sample template
e Import library elements into a project

¢ Generate library elements into code by tools

For more information about the process library, see the Rockwell Automation
Library of Process Objects Reference Manual, publication PROCES-RM?200.
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Your project plan can list the library elements and the software you plan to use.
Select the tool based on the current state of project development and your
programming preference.

Project State Tool Description

New Application Code Manager software | Application Code Manager (ACM) software is an optional, productivity tool you can use to manage multiple
libraries and build these components for your control strategies.

+ HMI components

« Alarms

« |/0assignments

ACM s best suited for new process applications or when wanting to generate or reuse modular project
components from standard and custom libraries.

ACM can use the process library to generate:
« Controller project .ACD files

« Controller program and routine .L5X files
« HMI display and alarm XML files

- Historian point type and tag .CSV files

New or existing Studio 5000 Logix Designer® and Studio 5000 Logix designer and FactoryTalk® View SE software can open templates to start new projects or
FactoryTalk® View SE software import library elements directly into existing projects. Both software products are required throughout the
application development process,

Open and import library elements:

« Controller project template .ACD files

« (Controller Add-on Instruction and rung .L5X files
« HMI project template .APA files

- HMI global object and graphic display .GFX files
+ HMIimage .PNG files

Existing PlantPAx Configuration Tool for Tags, | The PlantPAx Configuration Tool helps define controller .ACD files with associated HMI applications. The PlantPAx
Alarms, and Historian Configuration Tool is best suited for modifying the output from an ACM project, an existing controller project, or
a template project from the process library.

Use the PlantPAx Configuration Tool to:

« Organize the code, tags, and HMI displays into a process tree (builds the Logical Organizer)
« (reate FactoryTalk Alarms and Events alarm groups

« (reate Historian Asset Framework elements

- Edit controller tag data with import and export

+ Build HMI parameter files for use with tag search and navigation graphics

App'ication Code M anager ACM can reduce the development time for PlantPAx applications. The process
library provides components to help create process controller projects, HMI
content for FactoryTalk View SE displays, and tags for FactoryTalk” Historian SE
applications

For more information, see Application Code Manager User Manual,

publication LOGIX-UMO003.
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Create a Project

Before you begin, download the libraries you want to use and register them in
ACM software.

1. Create anew ACM project and add a process controller object from the
library.

FILE EDIT TOOLS VIEW

nelma b

~ 9 Historian
~ B ScanClass
FTHistorianSE_Server

(6% Application Code Manager (localhost\SQLACM.ACM]
HELP

~ 4 Project - My PlantPAx Base Project

Name:
Description:

Catalog Number:

ProcessController

|Descrption |

Process_Cortroller {1.0) - Published

~ [ HMI
v [ Displays Solution: {RA-LIB) Process 5
FTViewSE_Server
~ A Alams
T4 FTAamEvent_Server Parameters
BER Used Libraries 4l ‘ jmy| ‘
~ 01 -Controller A
Controller Preview Class View 1 x g,m :Sm‘
~ ] Controllers Cortrollers Size 7
s [ProcessController] v Scftware Revision kX
Controller Fautt Handler || B0BS-AEN2TR ( ProcessorType 1756-L85EP
Power-Up Handler |7 50634F8/A (20 PlantP A TaskingModel_E True
Tasks |7 Organization_Foldefl ~ 02 -HMI
Metin Groups [ PAL (1.0) AreaPath /hrea:[shortcut]
Assets |Z Program (1.0) AreaPathME [shorteut]
v 1/0 Configuration [E Task (1.0) ~ 03 - Historian
9 Backplane Historian Path Application/Area:RS5Linx Enterprise:[shortout]
£ Ethemet FTLDintefaceNo
04 - Operations
05 - Alarm Configuration
05 - Alarming
06-10
08 - Schematics
Motion v
ChassisName
Version: 400,00 Apply Changes. .

Registered Libraries _
~ §ii Registered Libraries
(RA-LIE) ACM 200 (283)
(RA-LIE) Process 4.0 (1)
(RA-LIB) Process 4.1 (28)
v &, (RALIB) Process 5 (38)
v i) Cortroller 12)
3 ControlLogix (2)
v i) CortrolStrategies (28)
3 Device Coniral (7)
3 Discrete Moritoring and Control (2)
3 Dosing (1)
7 Input Processing (4)
3 Procedural Control (1)
3 Reguiatory Control (10)
4 Specidlty (3)
v & HardwareMonitoring (1)
3 Speciality (1)
v i) Histerian (1)
7 ScanClass (1)
~ ) HMI (1)
J FTEE (1)
~ ) Organization (4)
3 Bus (3)
3 Folder (1)
v i) Project (1)
3 Project (1)

| Library Repositories 7 x
8 Library Repastories |

Configure the controller parameters:

Set Controller properties and enable PlantPAx Tasking Model

Add HMI and Historian communication paths

Operations — specify if Redundant, has Change Detection, has Event
Logging, or uses Organization Ownership Arbitration Propagation.

Choose Alarm Configuration and Alarming Type
Configure IO - HWBus size, Skip I/O references or Generate I/O

references

Schematics - Main Panel

Ethernet Port1 enabled (non-redundant controllers)

Enable and prioritize Time Synchronization
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3. Select an I/O Map Strategy base on your preference.

Value 1/0 Map Strategy Description

0 Standard Mapping in ACM Physical 10 address tied to object

1 Use Aliases for 10 Tag to Alias 10 tied to the object

2 Use 10 Mapping tags in Mapping Routines | and O routines connect the alias to the physical 10

3 Use 10 Mapping Tags and Diagnostics in Mapping Routines I and O routines connect the alias to the physical 0 plus fault detection mapping

4 Map 10 Directly in Mapping Routines I'and O routines connect to the physical 10 (no alias)

5 Use Program Connections (recommended) Program-scoped tags connect to the physical 10 (binding can be done now or later when

online with a controller)

TIP

Add Control Strategies

For each 10 map strategy, you can generate a different .ACD file and preview
the output in Studio 5000 Logix Designer® software.

The ACM process library includes a comprehensive set of control strategies for
you to use in your controller projects. Follow your project plan (the spreadsheet
with your devices and tags) as you add control strategies for devices (i.c. motors,
valves, drives, etc.) to the ACM project.

Object Configuration Wizard
Select a library

Filter: | | [1 Show Al Revisions

Solution by LibraryType Category CatalogNumber Family ContentType
H (RA-LIB) Process 4.1 (26 items)

E (RA-LIB) Process 5 (29 items)

(RA-LIB) Process 5 ControlStrategies  Spedality cC (10} Logix Task
(RA-LIB) Process 5 ControlStrategies Device Control D4sD (1.0} Logix Task
(RA-LIB) Process 5 HardwareMonitoring Spediality Hareware_Module_Status ( 1.0) Logix Task
(RA-LIB) Process 5 ControlStrategies  Regulatory Control mMC {1.0) Logix Task
(RA-LIB) Process 5 ControlStrategies Spedality MMC (1.0) Logix Task
(RA-LIB) Process 5 ControlStrategies Device Control NPO (1.0) Logix Task
(RA-LIE) Process 5 Organization Folder Organization_Folder (1.0) Logix Task
(RA-LIE) Process 5 ControlStrategies Input Processing Pal (1.0) Logix Task
(RA-LIB) Process 5 ControlStrategies Device Control PAO (1.0) Logix Task
(RA-LIB) Process 5 ControlStrategies  Discrete Monitoring and Contral PEL (1.0} Logix Task
(RA-LIE) Process 5 ControlStrategies Regulatory Contral PDBC (1.0} Logix Task
(RA-LIB) Process 5 ControlStrategies Input Processing FDI (1.0) Logix Task

TIP  Asyou add objects to the project, enter unique names for each instance so

you do not overwrite the original files.
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Review all options on the parameter tab to complete the configuration of the
control strategy.
e A True or False option means the item is enabled when True and ACM
modifies the code and tags to reflect your choice.
e Many of the control strategies have different types to choose. For
example, the PAI strategy has Single, Dual, and Multi-channel types,
under the 00 — Selection category.

Name: XT100
Description: | Description
Catalog Number- PAl (1.0} - Published
Solution: {RA-LIB) Process 5
Parameters
B R
w00 - Selection ~
PAl(Single_channel)

Cfg_UsedInPIDE

w 00.1 - Data - Common PAID{Dual_channel)
Area PAIM{Mutti_channel)
Instruction
Instruction_D
Instruction_M
Instruction_H PAH

Label {fn_Label}

TIP  Create one control strategy for each type and export those control strategies
to an Excel file. Open the export with Excel and copy/paste additional
control strategies as needed. Then import the Excel back into ACM.

Map 1/0

ACM supports several I/O map strategies. PlantPAx recommends that you use
Program Connections, where program-scoped tags are linked to I/O modules
physical addresses. Program connections are similar to alias tags, but have the
advantage of being modifiable when online with a controller.

Define the I/O module physical address in ACM, in Excel’, or in Studio5000
Logix Designer.

e Enter the I/O module channel address, or leave it blank.

e Enter a name for a program-scoped tag that connects to the physical
address. ACM will generate this tag.

Name: XT100
Description: |Descnptinn
Catalog Number: PAl {1.0) - Published
Solution: (RA-LIB) Process 5 Task: |N v | Program: [P v
Parameters
AN =]
00 - Selection ~

00.1 - Data - Common
00 2 - Data - General
01 - Options
02 - Device Configuration
o ."flfi
Inp_PV Flex5000_adapter_01_071.Al. Aex5000_adapter_01_01_00|
Inp_PY Connection My _Program_Scoped Tag
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Develop a Logical Organization

The ACM process library contains an Organization Folder object designed to
create a Logical Organizer within a Studio5000 Logix Designer project. ACM
generates the Logical Organizer based on folder and program parent/child
assignments.

Logical Organizer *+ 0 X

a °s

4 Process01 ~
a Areall
b5 Equipment01
a Areal2
b5 Equipment02
a Areal3
b4 Equipment03

For more information about the Logical Organizer, see Develop Control
Logic.
1. Add the Organization Folders object to your project to build levels of
areas, as required.

2. To create additional folders, select the Organization Folder object and
select Add New Instance

Class View 11 3 § Revision History = Programs

Controllers Revision History
[@@ Process_Controller
= 1756-EN2TR (21) Revision
BDES-AENZTR (2.1) 10
5063-IF8/A (20)
bl = Oroanization Fol :
Area View 4
Area
Area | Add New Instance |

Fru i

3. Build your folder hierarchy by assigning child folders.
4. Assign programs to the child folders.

For example:

Parameters ChildFolders

| Class View

Cortrollers Name  Index  ChildFolderlame
v [@ ProcessController
[Z BOBS-AEMNZTR (2.1}
|7 5089F8/A (2.0)
v |3 Organization_Folder (1.0}
w Areald
freall2 Cl=.s View Parameters  ChildFolders

SD'I ~ l_:'alOrganization_Folder (1.0) ~

Areal2

Areal3

= Process01

& PAI (1.0)

] Program (1.0)
Equipment01
Equipment02
Equipment03

Areall
1 Areal2
Areal3

Name  Index  ChildFolderlame

a Equipmentd1

L
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Add Alarm Groups

ACM can create alarm groups and you can assign alarms within control
strategies to those groups based on organization. Specify the type of alarms that
ACM generates in the controller parameters.

Parameters

2= 4l |B S| 2
~ 05 - Alarming
Alarm Type

Alarm Type
0 =Mone, 1 =FTAE Instruction Based, 2 = FTAE Tag Based,

1. Goto ACM System View > HMI > Alarms and add a FTAlarmEvent
object from the library.

The default name is FTAlarmEvent_Server.

System View 1 x
v 1+ Pmoject - My PlantPAx Project
» g Historian
~ [ HMI
] Displays
v A Aams
SOl [ T AlarmEvent_Server
EiE Used Libraries

2. Select the FTAlarmEvent_Server object to access the Alarm Group Tab
and select Add New.

Parameters Alam Group

Name AlarmGroupID ParentAlarmGroupID AlarmGroup SubObject Description

|Default 0 1 0 Default FactoryTalk Alarm Groups
Add Mew
Copy
Paste
Delete

Reset Grouping...
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3. Add groups for your areas and assign the Parent Alarm Group ID to
represent the parent/child hierarchy.

Parameters  Alam Group

Name AlarmGroupID ParentAlarmGroupID  AlarmGroup SubObject Description
2 Areall FactoryTalk Alarm Groups
Areal2_0 3 Areal2 FactoryTalk Alarm Groups
Areal3_0 4 Areal3 FactoryTalk Alarm Groups
Process01_1 1 1 Process01 FactoryTalk Alarm Groups

Once you have alarm groups, you can enable alarms in your control
strategies and link each alarm to the desired group.

4. For each control strategy, access the parameters tab and expand 04 -
Alarm Configuration. Enable the alarms you need. (such as, Hi Hi, Hi,
Lo, or Lo Lo)

S. Expand an enabled alarm (such as, Hi Hi Alarm) and select the Group
parameter (such as, Cfg HiHiAlarmGroup).

6. Click the ellipse button and use the Select a Reference dialog to choose
the alarm group.

Name: XT100
Description: | Description
Catalog Number: PAl (1.0} - Published
T (RA-LIB) Process 5 Task: |N ~| Program: [P ~
Parameters
=4l |ER| E
v D4 - Naﬂ Configumjon A
| Cfg_HasHiHiAm True |
Cfg_HasHifAlm False
Cfg_HasLoAlm False
Cfg_HaslolLoAlm False
Cfg_HasFailAlm False
AamClass 0
AlarmCommand Nav ToDisplay [Control Strategies]XT100 x "Faceplate” "/RP"
Cfg_AlmMessgae Type False
v 0402 - Hi Hi Alarm
Cfg_HiHiDeadband 1
Cfg_HiHiOnDly 0
Cfg_HiHIOff Dly 0
Cfg_HiHiAck Reqd True
Cfg_HiHiResetReqd False
Cfg_HiHiSeverity 750
430

Cfg_HiHiMax ShelveDuration
I Cfg_HiHiAlammGroup

FTAlamEvent_Server AlamGroups.Areal1_1 I

Cfg_HiHiAlarm Setoperations

True
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Add HMI Graphic Displays

ACM software can create graphic displays for control strategies. They are
generated in . XML format that you can import into to a FactoryTalk View SE
application.

1. Goto ACM System View > HMI > Displays and add a FT ViewSE
object from the process library.

The default name is FTViewSE_Server.

System View I x
v It Project - My PlantPAx Project
@ Historian
v [ HMI
~ [ Displays
I F TViewSE_Server
A Aams
§iE Used Libraries

2. On the parameters tab, select a Display Template and a Batch Import
Template from the library.

Parameters  Digplays

=t | ER|E
v 01 - HMI Configuration
(RATPL)_ACM_2.00_HMI_Display_FTViewSE_11.0_(2.0)xml v
Batchlmport Template (RA-TPL)_ACM_2 00_HMI_Display_F TViewSE_Batchimport_(1.0)ml
Max SymbolWidth 240
MaxSymbolHeight 410

3. On the Display tab, add new graphics.

Parameters Displays

Name DisplayTitle DisplayLeft DisplayTop
|| Graphic 0 0
Motors Add New
RA_APP_Display Copy
Paste

Delete

Reset Grouping...

Now you associated displays to your control strategies.

4. For each control strategy, access the parameters tab and expand 06 -
HMI Configuration category.

5. Choose the desired symbol style, as described in the caption.
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6. Choose the associated displays where the object is placed.

Parameters

2= 4l |E| S| 2
v 06 - HMI Configuration

Symbol Style 0]

AssocDisplay | FTViewSE_Server GraphicDisplays. Graphic |

AssocDisplay?

AssocDisplayd

AssocDisplayd

AssocDisplays v
| SymbolStyle

0 = Default,1 = Indicator.2 = Indicator with Capture,3 = Adv Indicator 4 = Adv Indicator with Capture, 5 = Trend, 6 = Trend1,7 =
TrendZ,8 = Trend3.9 = Trend with Capture, 10 = Adv Trend, 11 = Hist Trend, 12 = Hist Trend1,13 = Hist Trend2,14 = Hist
Trend3,15 = Hist Trend4,16 = SparklineReal, 17 = SparklineReal 1,18 = Lvl 1,19 =Lvl 1 Bar.20 = Lvl 1 Bar5.21 = Lvl 1 Bar
with Alm, 22 = Lvl 1 Bar with Alm 5,23 = Lwl 1 HBar,24 = Lvl 1 HBar with Alm 25 = Lvl 1 HBar with Alm5 26 = Lvl 1 Indicator, 27
= Lvl 1 IndicatorS,28 = Lvl 1 Hindicator,29 = Lvl 1 Hindicator5,30 = Lvl 1 PV,31 = Lvl 1 PV1,32 = Lvl 1 Label

Import/Export Manager

Use the Tools > Import/Export Manager to create additional devices (for
motors, valves, drives) with your configured strategies. You export the control
strategy to a .xlsx file, add additional devices to the file, and then import the
modified .xIsx file back into the control strategy.

This example creates additional Process Analog Input objects.

1.

Export a configured control strategy.

[ Impert Export Manager
FILE  TOOLS

Project | My_PlantPAx_Base_Project

Import  Export  Compare Tags Impot  Tags Export  |AB / Architect
Export
(O Al Projects

(® Complete Project

() Partial

Type Controller

[] Use Template

[ Show Modified

[] Export Used Libraries

Cancel

Instance

Done

Export

Export and Open

2. Open the .XLSX export file in Excel and find the tab of the object you

want to duplicate.

A complete project .XLSX file can contain many tabs of various project

components, which you can also modify.
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To duplicate an object, locate the row and insert empty rows below for
however many new objects you need.

Copy the original row and select the empty rows and paste.

The new objects require unique names. (such as, XT100 - XT110)

Select the cell of the first row, where the names start, and hover the lower
right corner.

Click the + and drag it down the column to the bottom of the new row.
Excels auto fill feature renames all of the selected names in a linear series.

pe

Project_My_PlantPAx_Base_Projectulsk ~

File Home Insert Page Layout Formulas Data Review View Help 1 Share i1 Comments
Eﬂ X Calibri Text . | [l Conditional Formatting~ | EHInsert ~ | X v 5%~ g
b 0 [~ B TL 4 ~ 9 9 | FHErormat as Table ~ FEDelete ~ | [~ O~ by
aste . eas
S B o [ Cell Styles ~ [ Format ~ &~
Clipboard R Font [ Alignment [ Number & Styles Cells Editing Ideas Sensitivity ~
A5 b b XT100 Y
A B C D E E G H | 1 K L M N [0} -
1 |:Library(PAl, (RA-LIB) Process 5, Major 1, Minor 0, 1D 7D49CDF7-E72A-4552-9C11-725AF0246831)
2 |:0bjects
=]
gl a = =
@ L = e R -
c [ 173 107 o LOS(0
b & = # & € ©| T € =
= £ i == «| 2| 2| 2| 2 = g
w g = i 3 el sl #| €| €| € 2 15
E £ = ® 2 H |6 Z| £ £ £l £ 5 =
3 = o & & =] n.l n.l n.l n.‘ n.l n.l n.‘ n.‘ n.l n.l
4 |$XT100 Description PAI(Single_channel) [AIT400[0 |Area01 |PAI |PAID |PAIM [PAH |{fn_Label} |raP-5_00 ||
5 |XT100 ocessController [Normal [PS_PAI |Description Published |PAI{Single_channel} [AIT400 [0 |Area01|PAl |PAID |PAIM [PAH |[{fn_Label} |raP-5_00
6 [XT101 ocessController [Normal |PS_PAI |Description Published |PAI(Single_channel} |AIT400 [0  |Area0l |PAl [PAID |PAIM |PAH |{fn_Label} [raP-5_00
T [XT102 rocessController |[Normal |PS_PAI |Description Published |PAI[Single_channel) |AIT400 [0  |Area0l |PAI |PAID [PAIM |PAH |{fn_Label} |raP-5_00
8 [xXT103 ocessController [Normal [PS_PAI |Description Published |PAI{Single_channel} [AIT400 [0 |Area0l1|PAl |PAID |PAIM [PAH |[{fn_Label} |raP-5_00
9 [XT104 ProcessController |[Normal |PS_PAI [Description Published |PAI(Single_channel) [AIT400[0 |Area0l |PAI |PAID [PAIM |PAH |{fn_Label} |raP-5_00||
10 [XT105 PjocessController |[Normal |PS_PAI |Description Published |PAI{Single_channel) |AIT400[0 |Area01 [PAI |PAID |PAIM |PAH |{fn_Label} [raP-5_00||
11 |[XT106 PjocessController [Normal |PS_PAI [Description Published |PAI{Single_channel) |AIT400|0 |Area01|PAI |PAID [PAIM |PAH |{fn_Label} [raP-5_00
12 [XT107 PiocessController |[Normal |PS_PAI [Description Published |PAI(Single_channel) [AIT400 [0 |Area0l |PAI |PAID [PAIM |PAH |{fn_Label} |raP-5_00||
13 [XT108 PrpcessController |[Normal |PS_PAI [Description Published |PAI(Single_channel) [AIT400[0 |Area0l |PAI|PAID [PAIM |PAH |{fn_Label} |raP-5_00||
14 |XT109 PrpcessController |[Normal |PS_PAI |Description Published |PAI{Single_channel) |AIT400[0 |Area®1 [PAI |PAID |PAIM |PAH |{fn_Label} [raP-5 00|
15 [XT110  pyerocespController (Normal [PS_PAI [Description Published |PAI(Single_channel) [AIT400 [0  |Area0l [PAI |PAID [PAIM [PAH |{fn_Label} |raP-5_00 ||
16 <— Start above and drag the lower right corner down to autofill names in a linear series |
i

7.

Modify names in other columns as needed, such as the column for
program connections or the column to specify the I/O module channel.
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8. Save the file import it back into the control strategy.

[ Impert Export Manager

? x
FILE  TOOLS
Project : | My_PlantPAx_Base_Project
Impot  Export Compare Tags Impot Tags Export  |AB / Architect
Impart
() New - Create new project
(O Replace - Overwrite project
(@ Update - Merge with existing project (will not delete existing objects) [ Auto Continue

Excel File C:\Users\Rockwell Automation'Desktop'Project_My_PlantP/Ax_Base_Project xlsx |

Open Backup Folder

Backup enanal

Done

e <P Nt >

Your ACM project now contains several objects, with the same control
strategy, to use throughout your project.

Generate HMI Displays

When the control strategies and displays are configured and associated you can
generate the displays.

1. Verify that the controller parameters contain the correct
communication path of your HMI server and device shortcut.

You create device shortcuts on the PASS using a FactoryTalk View SE
application or the FactoryTalk® Administration Console.
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2. Select HMI > Displays > FTViewSE_Server and select Generate
Displays > All Displays

6% Application Code Manager (localhost\SQLACM.ACM)
FILE EDIT TOOLS VIEW HELP

hilaa b
System View I x
v & e Plant PAx P Name: FTViewSE_Server
%@ Historian Description: FactoryTalk View SE Display
| ~ [ HMI
| v [ Displays Catalog Number: FTViewSE (2.3) - Published
@ i Generate Displays 3 || All Displays
| e View » - :
I o - B . Generate RA_APP _Display display
o Bl 1 Extract Attached Files Generate Graphic display
| [ Process_Contro| Delete Generate Motors display
Copy i 2
o 0
Refresh

3. Browse to where you want to save the generated. XML file.

ACM generates one batch import . XML file and all of the individual
displays . XML files.

The graphic displays are now ready to be imported into a FactoryTalk View SE
application.

Develop Historian Tags

The process library objects reference multiple Historian digital sets. Digital
points can be used to enumerate the process states, thus creating a relationship
between the value and the text state name. For example: 1 = Good.

1. Add a Historian object to your ACM project.

2. Got to Historian > ScanClass and select Add.

System View @ x
v 7 Pmoject - My PlantPAx Project
v &g Historian
=] Scantla=z
[ HMI Add
Y Used Libr

Paste Special
Paste

110 Rockwell Automation Publication PROCES-UM100A-EN-P - October 2020



Process Applications

Chapter 5

3. Use the Object Configuration Wizard to select and create the desired

Historian digital sets.

Object Configuration Wizard

Name:
Description:
Catalog Number:

Solution:

| FTHistorianSE_Server

|FactcryTaIk Historian SE Scan Classes

FTHistorianSE {2.2) - Published
(RA-LIB) ACM 2.00

Parameters  Paint Type

=3 | =

w 01 - Historian Configuration

Historian Tags Template (RA-TPL)_ACM_2 00_Historian_ScanClass_FTHisterianSE_5.01_{1.0).csv

Cancel

<< Previous Next >

Finish

The ScanClass now contains the FTHistorianSE_Server object.

{89 Application Code Manager (lo
FILE EDIT TOOLS
e

| System View

VIEW

+ fit Project - My PlantPAx Base Project

calhost\SQLACM.ACK)
HELP

n x|
Name:

v €g Historian
v B ScanClass

I HmI

§R Used Libraries

Controller Pre...

:

FTHistorianSE_Server

Description:

‘FactoryTa\k Historian SE Scan Classes

Catalog Number:

Solution:

FTHistoianSE  (1.0) - Published

(RA-LIB) Process 5

Parameters  Point Type

Catalog Number:

Selution:

~ Controllers N Controllers
v [fa ProcessController [ ProcessControlef] 222 4 |2 51|
Corotcs Foul ~ (Ui~ isteran Conficoration
?::;“U" Har “MistonanTagsTemplate ~ (RATPL)_ACM_2 00_Historian_ScanClass_FTHistorianSE_5.01_(1 0) csv
4. Select the Point Type tab to view the available digital sets.
MName: FTHistorianSE_Server
Description: |FactoryTaIk Historian SE Scan Classes

FTHistorianSE (1.0} - Published

(RA-LIB) Process 5

Parameters  Point Type

Hame
.
Float32 1
P_AIn_V... 1
P_ACQut ... 1
P_ACut_... 1
P_D45D_... 1
P_D4sD_... 1
PDIn_V... 1

ScanClassilo ExcDev ExcDevPercent ExcMax ExcMin

1] 0 &00
0.25 0.25 500
1] 0 &00
0 0 500
a i} 500
a 0 600
o 0 500
a 0 &00

0 a 1] 23300
i} 0.5 0.5 23300
0 a 1] 23300
0 o 1] 23300
0 o a 23300
0 a 1] 23300
0 1] 1] 23800
0 a a 23300
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Generate Historian Tags

Use ACM to generate the Historian tags to a .CSV file that corresponds to the
configured control strategy.

1. Goto ACM System View > Historian > Scan Class >
FTHistorianSE_Server and select to Generate Historian

System View

7 x|

~ &g Historian
~ B ScanClass
I HMI
iR Used Libraries

v 2t Project - My PlaniPAx Prroject

A F THistorian SE_5 |

Generate Historian

Extract Attached Files

Delete
Copy

Rename

Refresh

All Controllers

CLX01

2. Save the Historian tags .CSV file to the computer that has the PI Builder
Add-in for Microsoft® Excel.

For more information about the PI Builder Add-in, see Chapter 7
Process Applications.

Studio 5000 Logix Designer The processlibraryincludes templates of controller and HMI applications.
and Fact ory-l-alk View SE These templates are designed to get you started if you are not using ACM

Software

software or do not have an existing project.

Logix Designer Templates

Controller templates have the library instructions and task model already
defined. They also have a basic IO configuration that you can modify
according to your project plan.

<« RA_Process_Library_v4.10.01 » Templates » Logix Templates

255

ds

nts

MName

| | RSL3k_18_Template_nolib.ACD

|| RSL3k_18_Template_ProcLib_4_10_01_all.ACD
| | RSL5k_18_Template_ProcLib_4_10_01_bas.ACD
|| RSL5k_20_Template_ProcLib_4_10_01_all.ACD
| ] S5kLD_24_Template_ProcLib_4_10_01_all. ACD
| ] $5kLD_31_Template_ProcLib_4_10_01_all. ACD
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Open a Logix Designer project and browse to the template directory and select
the template to open.

a o5

a3 ab. v b

b

A

4
4

Controller 55kLD_31_Template_ProclLib_4 10 01_all A
Tasks
4 @ Task_A_50ms (50 ms)
4 b Task_A_MainProgram

and an Alarm if the Task Execution Time

<7 Parameters and Local Tags

Logix nitor
L_TaskMon

b (® Task_B_100ms (100 ms) L_TaskMon L_TaskMonitor[1]

b (B Task_C_250ms (250 ms) Inp_Reset D4
P (® Task_D_500ms (500 ms) bl o
b (@ Task_E_1s (1000 ms) Val_LastExecT l0@
P (B Task_F_2s (2000 ms) Val_MaxExecT 0.0«
b (D) Task_G_5s (5000 ms) ‘_:-::::-Ef;;':ffc_ ; g:

P (B Task_H_10s (10000 ms)
b (B _Controller_Status (250 ms)
Unscheduled
Mation Groups |
Assets ‘

4 Add-On Instructions
P I_1715IF16_Fw3
4 I_17150F8I_FW3
P 1_1718_1719_Al4H
4 1_1718_1718_AQ4H
[ 1_1734sclE2CH v

For more information, see Develop Control Logic.

FactoryTalk View SE templates

HMI templates contain pre-defined components such as, Displays, Global
Objects, Libraries, Images, Macros, and basic configurations for FactoryTalk
View SE applications.

< RA_Process_Library v4.10.01 » Templates » FTView Templates

MName
&5
| | FTWME_10_0_Template_ProcessLib_4_10_01.apa

| | FTWVME_10_0_Template_Sequencer_4_10_01.apa
| | FTWSE_10_0_P2fQuickStart_4_10_01.apa

its | | FTWSE_10_0_Template_ProcessLib_4_10_01.apa
|| FTWSE_10_0_Template_Sequencer_4_10_01.apa

ds

If you have already an HMI project, on your PASS, you can:

e Use the template application as a new HMI, then recreate your Areas,
HMI server, data server and alarms and events server, such as you do

when you configure a PASS.

e Use the existing HMI application, on the PASS, and add library
components into the application.
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You need to restore the template so you can access the application and its
components.

Go to the FactoryTalk View SE Application Manager and select to
restore a local station archive.

Browse to the .APB file in the templates folder in the process library and

open the application.

- Ifyou choose to make this template your new HMI application, see

Chapter 3, Process Automation System Server for how to create areas

and servers.

— Ifyou choose to maintain your existing HMI application, export the

Displays, Global Objects, Libraries, Images, Macros from the
template and import them into your application.

You can use the Add Components in Application method to add Displays,
Global Objects, Libraries, Images, directly from the library.

In your application, select the component (such as Displays) and select
Add Component in Application.

actoryTalk View Studio - View Site Edition (Local Station) - [Untitle
Bl FactoryTalk View Studio - View Site Edition (Local Stati Untitled
File Edit Wiew Settings Objects Arrange Animation 1

‘WRe e T O L A0

Explorer - Template_ProcessLib -

=08 Local (PASS0T)
BE@ Template_ProcessLib
..o Runtime SeCuUrity
LT Scripts
=fF Ternplate_ProcessLib
E| Systerm
. LB Command Line
HbAl Tags
) Tags
Graphics
o [
B (F Mew
-B (F Add Component inta Application...

B Mewy Folder

F

S EF Delete

B Retmove

B (F Impaort and Export...

-3 (RA-BAS) L_laskMan-Summary
-3 (RA-BAS) Logix-Faceplate

2. Browse to the .GFX files in the library folders and select those to open.
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PlantPAx Configuration Tool
for Tags, Alarms, and
Historian

L")

File View Tools Windows Help

05 Hd

The process library includes the PlantPAx Configuration Tool. This tool
performs a variety of functions to help you create or modify an existing
PlantPAx project. To use this tool you must have a controller project (ACD) file,
which can be:

¢ Generated from ACM
o Existing controller project

e Sample controller project from the process library

For more information, see the quick start guide that comes with the tool.

= Logix Controllers
=& RA_LIB_L85EP
-2 Associated HMI Application =
-3 FactoryTalk View SE Local
~ 3 HMI Server Name = HMI Server

= MK HMI Alarm Servers
=3 Tag Alarms and Events
i RA_LIB_LB5EP
=@ Historian Servers
£+-® Historian SE
L% RA_LIB_L85EP

-4y Data Server Name = RSLinx Enterprise
4y Data Server Device Shortcut Name = CLX01

Controllers 8 HMI prgeess Tree

HMI Server = HMI Server

B & @ QuickStartpdf X P+ - O X
(ST ell%20A Yy = 1 e
4  ofgg = 9 |2 2 2 B B |2
Rockwell
Table of Contents
Software License Ag 2
Table of Content: 4
Software Overview 7
7 Software. 8
Quick Start — Create Project [
Add Controliers to Project. 9
Enter FactoryTalk View HAI Informatios 9
Save Projec 0
Context Sensitive Popup Menu 1
Quick Start — Process Tree Organizer 12
Adding Folders 2

With the PlantPAx Configuration Tool, you can:

Task

Details

Edit an existing project

Define a project that has multiple controller .ACD files and associated FactoryTalk® View HMI applications.
Organize controller logic, tags, and HMI displays in a Process Tree organizer. You can then use the tree structure to
create FactoryTalk Alarms and Events alarm groups and Historian Asset Framework elements.

Edit tags and data in off-line controller .ACD files.

Export and import tag data to and from text files.

Create Microsoft Excel workbooks for online OPC tag data reads and writes.

Create FactoryTalk Alarms and Events . XML import files using tag data from controller files.

Develop displays

Two utilities help build specially-formatted FactoryTalk View SE parameter files.

One utility builds a parameter file containing a list of controller tags with associated HMI faceplate displays. Users
can search for tags using tag names and tag descriptions. The user can open tag faceplates from the returned search
results.

The other utility creates a navigation tree from the project Process Tree structure.

Develop Historian tags

Bulk configure OSI P1 Asset Framework (AF) databases with Logix tag AF elements. This includes automatic
configuration of related Pl points in the FactoryTalk® Historian data server (Pl data server).

For systems without Asset Framework, a separate utility provides bulk configuration of Pl points in the Historian
data server. The utility provides the option of generating a bulk import file, or adding the Pl points directly if a
Historian data server connection is available. The bulk import file can be used with the Pl Point Builder Excel AddIn
to create points in the data server.

For more information about Historian tags, see Chapter 7, Historical Data
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PlantPAx system release 5.0 adds process controllers to the Logix 5000 family
of controllers. The process controllers offer additional capabilities targeted for

DCS applications.
Controller Catalog Numbers
ControlLogix® 5580 process controller « 1756-L81EP
- 1756-L83EP
+ 1756-L85EP
CompactLogix™ 5380 process controller « 5069-L320ERP
+  5069-L340ERP

For standard use information, see:

¢ ControlLogix 5580 and GuardLogix 5580 Controllers,
publication 1756-UM543

e CompactLogix 5380 and Compact GuardLogix 5380 Controllers,
publication 5069-UMO001

To best use controller resources:

e Use periodic tasks only, with minimum number of tasks that are used to
define execution speed, faster tasks getting higher priority (lower
number).

e Usethe L CPU Add-On Instruction to monitor controller use.

Configure Controller Properties

Use Studio5000 Logix Designer software to configure the controller.

1. From the Controller Properties dialog box, click the PlantPAx tab.

B Controller Properties - PlantPAx X

General Major Faults Minor Faults Date/Time Advanced SFC Execution Project
Nonvolatile Memory  Capacity Intemet Protocol Port Configuration ~ Security ~ Alam Log PlantP Ax

Use PlantPAx Tasking Mods!

View number of PlantPAx Objects pertask

Instruction Usage

2. Ifyouare usinga process controller, leave the check for Use PlantPAx

Tasking Model box (checked by default).

3. Click the Date/Time tab and check the Enable Time
Synchronization box.

Rockwell Automation Publication PROCES-UM100A-EN-P - October 2020



Process Applications ~ Chapter 5

4.

Enable Automatic Diagnostics on the Advanced tab.

Automatic Diagnostics is a mechanism to detect and present device
descriptive events with no programming required. Diagnostics based on
the device definition (such as fault or open wire) are sent to the HMI
and displayed on the Automatic Diagnostic Event Summary object.

© @ U & |Nofiter BE & gVl T

| st

EventTime & Area Device Name Catalog Message

<all= O

<al= O

=all= P =all= L <all= M| =all= M| =all= -~

A

o

10/1/2020 416116 PM /RSLEArea [CLXD1JEN2TR_PPAx 1766-EN2TR  Connection Lost with Device

PlantPAx Task Model

The Task folder contains a project structure that consists of four pre-defined
periodic tasks.

b Il Controller PlantPAx

4 Tasks
4 @ Fast (100 ms)
b L FastProgram
4 @ Mormal (250 ms)
P L NormalProgram
4 @ Slow (500 ms)
b4 SlowProgram
4 (T System (1000 ms)
b L SystemProgram

I Lo

4 Motion Groups
b Alarm Manager
4 Assets
T Logical Model
[ 1/0 Configuration

Fast (100 ms) — For control fast loops, such as liquid flow or pressure
with related transmitters and pump drives

Normal (250 ms) - For discrete control, such as motors, pumps,

and valves

Slow (500 ms) — For level, temperature, analysis loops, phases, and
batch sequencing

System (1000 ms) — For slow change temperature control and general
controller operations, such as messaging or status

The ControlLogix 5580 and CompactLogix 5380 controllers (including the
process controllers) have simplified task management from previous
controllers. The controller runs control, communication, and packet
processing on separate cores within the controller. You no longer have to
reserve CPU time for communication or overhead.
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Create the Logical Organizer

The Logical Organizer is a graphical representation of the logical organization
of your project called the logic model. It enables you to create and organize
hierarchies of the programs and folders in your project, independent of the
execution model.

A process controller contains tasks of various rates. Each task contains
programs and routines of code based on the priority of execution. The Logical
Organizer helps you create an understandable organization, such as based on
areas and equipment.

e Server-based alarms are often based on area organization within Logical
Organizer and built using the PlantPAx configuration tool.

e Organize batch applications following the ISA-S88 physical model.

IMPORTANT  Several components in a PlantPAx system depend on the organization and
hierarchy of the system:

+ HMiapplication

« Alarms

«  Userroles and responsibility
+  Security

You can generate the Logical Organizer from an ACM project or create the
Logical Organize in Logix Designer project. This example shows a process cell
that contains two sub areas. Each sub areas contains two pieces of equipment.

Logical Organizer
a =

P4 Logical Model DH_COM
L1 4 BatchDigHouse
14 BlowTank
— 12 4 Charging
L P 1 Chips
L3 P o Sawdust
3 Liquor
4 Steam
— 12 4 Advanced
L KappaCtrl
L3 Stim_Smoothing
Scheduling
— L2 4 Recowvery
L 3 Condensate
L3 P ¢ Cooling
4 Turp
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Table 9 - Guidelines for Module Configuration

Add Modules and Devices to the Controller Organizer

All Logix 5000™ controllers require module connections (analog,
communication, digital, specialty) to be defined in the I/O Configuration list.

PlantPAx systems typically contain more input devices than output devices.
Inputs monitor everything from signals, temperatures, pressures, and flow.

Discrete outputs control fans or pumps and valve operations.

Follow these guidelines for I/O module properties in a PlantPAx system.

Item

Description

Electronic keying

Electronic Keying reduces the possibility that you use the wrong device in a control system. It compares the device that
is defined in your project to the installed device. If keying fails, a fault occurs.

« Use Exact Match for keying in a validated environment. This makes sure that only the same series and revision
device can be used.

« Use Compatible Module for keying in environments where a newer series or revision device can be used without
requiring changes to the definition.

For more detailed information on Electronic Keying, see Electronic Keying in Logix 5000 Control Systems Application
Technique, publication LOGIXAT001.

Requested Packet Interval (RPI)

The RPI value is the rate at which the controller attempts to communicate with the module. RPlis often defined by the
inherent properties of the signal being measured. For example, a temperature measurement changes slower than
pressure, so a larger RPI could be used to a device that measures the temperature.

We recommend that you specify an RPI that is two times faster than task period. For example:

« A device used within a 250 ms task requires a 125 ms RPI.

+ Adevice used within a 100 ms task requires a 50 ms RPI.

Use NONE for the Connection Format to remote communication modules used as bridged adapters.

For modules that support Precision Time Protocol (PTP) synchronization, it is recommended to use Time Sync
and Motion.

Connection tab options

«Ifinhibited, the controller does not attempt to make a connection. This is used as placeholder for a device not yet
implemented or installed.

« Major Fault On Controller If Connection Fails While in Run Mode. This is used on critical connections, where
controller execution cannot continue if a problem is detected.

Integrated HART device connection

FLEX 5000™ I/0 with 5094 HART modules support two device connections types. The PlantPAx data format is

recommended and is pre-defined for the PAH instruction.

« PlantPAx Data: Input data includes basic input from the HART device used by PlantPAx for the four dynamic
variables and semi static data. Also includes the configured device variables and commands.

«Data: Input data includes basic input from the HART device for the dynamic and device variables configured plus the
configured commands.
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FLEX 5000 I/O HART integration lets you directly add field devices to the
I/0O Configuration list.

Controller Organizer -« 0 X

Controller PlantPAx
Tasks
Motion Groups
Alarm Manager
Assets
" Logical Model
4 1/0 Configuration
b £ 5069 Backplane
4 &5 A, Ethernet
[ 5069-L340ERP PlantPAx
4 i 5094- AEN2TR/A Ethernet_Adapter
4 B3 5094 Backplane
& [0] 5094-AEN2TR/A Ethernet_Adapter
4 ﬂ [1] 5094-IF8IH/A Analog_In_HART_S01
4 &5 HART
¥ 0 HART-Device-268A Tank01

v www|-

b =5 A2, Ethernet

Configure the variables and commands for the HART devices within the
Module Definition. You can add HART EDD files if additional device

descriptions are required.

Maodule Definition®

. General® Define Meodule, Electronic Keying and Connection
ariables
i Commands
Add HART EDD...
Revision: i w 001 (5
Electronic Keying: Compatible Module w
[Connection: [FlantPAx Data ™ |

The PlantPAx Data connection creates a PAX HART_ DEVICE:I:0 structure
that is formatted for direct use in the Process Analog HART (PAH)

instruction.
R&H
RAH_0
Val_HARTRYV [
Val_ HARTSY ;U
\al_HARTTV ul:
Val_ HARTOW c."
Val_HARTLoopCurrent [
Ref_HARTData Tﬂ'lkEITl}F‘AJDevice
Ref_DiagTable Tag Element: Tank01:|.PAxDevice
Element Data Type: PAX_HART_DEVICE:L:0
Ref_UnitsTable Tag Data Type: AB:5000_HART_PAX:L:0
Tag Scope: Controller
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Deve'op Control Logic Process controllers support an exclusive set of embedded PlantPAx process

objects, listed as PlantPAx instructions.

PCHD el BIN PPE vy PYL
= @ @ @ PAH PAr PAM PAM PR PeL R0 porc por o poo BRO pro pus BN Pus puTR REE eem pRTC PRI PRT PTeT Puv REE Puso

=Ty e

p Favortes Add-On PlantPAx P e o Alarms Bt Timer/Counter Compare Compute/Math  MovelLogical Program
Analog Input I
PAI ]

 Sheet [ o1 [pspa

Analog Input

The PlantPAx instructions offer enhanced functionality, including tag-base
alarms, and can reduce the number of steps to configure control strategies. For
more information about the instructions, see:

e Studio 5000 Logix Designer online help

e Logix 5000 Advanced Process Control and Drives and Equipment
Phase and Sequence Instructions Reference Manual, 1756-RM006

Each PlantPAx instruction features an intuitive design-time configuration
interface. It is based on the SAMA (Scientific Apparatus Makers Association)

diagram interface, which focuses on the flow of information.

The example shows the PAI - Process Analog Input Object.

@ PAI Properties - XT100 % - O X
General PV clamping limits 300 mA DC
PV fail check High: [ 1.50000000e+038| % Scaling:
Advanced Linear v
HMI Low: | -1.50000000e+038| %
Alarms PV quality
Parameters Use input value . Replace PV value:
Tag Last good PV value

Device

Wirtual PV value:

Virtual €

Maintenance substitution

— 1000 %
Use substitute PV | € . Substitute PV value:
Filter order. M)
None v

Clear capture | €

Max 1000 %
Min -33.333332 %

Reference:

w
=}
=)

Device state: PV good

Device i : High high
vice sves: g i
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This interface improves upon prior releases of the process library, in where the
underlying elements of an Add-On Instructions can be viewed but do not
illustrate how it functions.

The blue animation line adjusts depending on the instruction execution. In the
example above, see the Maintenance substitution option. If you select ‘Use
substitute PV, the blue animation line shows a new execution path.

Import Add-On Instructions

There are additional libraries of Add-On Instructions that you can use to
supplement the PlantPAx embedded instructions. Studio 5000 Logix Designer
can import a single AOI or a Program/Routine containing multiple AOIs,
such as a control strategy generated with ACM software.

o AOI backing tags can be controller scoped, however for a process
controller used in a redundant configuration.

e Program parameters of an AOI are used for I/O connections.

Add-On Instructions are used when the following functionality is required:

Feature Description

Organization, ownership, and arbitration

« Allows the organization of devices into groups from HMI
« Manages and prioritizes ownership of equipment groups
Propagates command and status through equipment groups

Process Instructions from prior libraries

Non-process controllers use the AQIs from the process library, release 4.1 or earlier

Device AQIs for supported network devices

The purpose of device AOls is to reshape the data structure of similar but disparate equipment to a common structure
that can be used by a single common PlantPAx instruction.

For example, a device AOI for a Variable Speed Drive (VSD) is used to reshape the disparate VSD source data so thata
common PlantPAx instruction (PVSD) can be used to control all these VSDs. This also means a common control
strategy can be used to control all those same VSDs

Controller-to-Controller Communication

There are two main options to communicate between controllers:

Produced and Consumed Tag

Message (MSG) Instruction

Consumed tag data is automatically received from a producer controller, at a requested
packet interval (RPI), without the need for logic programming.

Read or Write messages are programmatically initiated on condition (False to True
transition).

Ideal for exchanging critical data that changes frequently; use for higher priority
communication.

Ideal for exchanging non-critical data that changes less frequently; use for lower
priority communication.

Data is constantly sent regardless of change of state. This does not impact the scan of
the controller, but it can impact network bandwidth.

Communication and network resources used when needed only, however, a delay can
occur if controller resources are not available when needed.

Tag size is limited to 500 bytes over the backplane and 480 bytes over a network.

Supports larger data payloads, up to 32,767 elements, using multiple data packets.

Supports tags of mixed data types (UDT).

CIP™ Generic messages to third party devices.

You cannot modify or create produced/consumed tags online in Run mode.

You can modify and create MSG instruction online in Run mode.

Routing of traffic across subnets depends upon the transmission type (Unicast or
Multicast).

Message traffic can be routed across subnets and across slots of a 1756 chassis.

122
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For more information on controller communication options, see Logix 5000

Controllers Design Considerations Manual, publication 1756-RM094.

Configure Produced and Consumed Tags

Group produced and consumed tags as members in user-defined structures.

This technique helps monitor connection status between controllers without

increasing execution time, such as using a GSV instructions to detect status.

1.

AT TG AINEET

In Logix Designer, define a user-defined structure of a tag to be used in

all controllers.

B MNETRCMODCOMTROL
= MMETRCOILARRAY

B MNETRCONTROL

B MNETRDATA

B MNETREVENTCMD

2 MNETRIPADDRESS

= MNETRMODULEDEF
B MNETRPASSTHRU

B MNETRSTATUS

B MNETRUTIL

B MMETSTATS

2 MNETSTATUS

B MNETUTR

B paR_MACHINE

B PAR_MACHINE_INTGR
B PaR_MACHINE_REAL
B PAR_MACHINE_STRNG
B Prompt_StringData

- oa
Hama Producedsray
Deseription
Mambark Diata Type Sica: 252 kntaii)
Hame | otn Type B | External Aceass:
Srehis CONNECTION_STATUS Fuad/Vete
[ on ORI |Dacmal |Fead /e
| @n SINTTIE] |Dacmnl I
| T TR |Dacmal (o vy
| mea REALZN |Floet I |Feadivie
Bo0L BO0L[ESE Decmal Fomod Vi

2. Name the first member Status and a data type of
CONNECTION_STATUS.

This data type provides two BOOL bits (RunMode &

ConnectionFaulted) in the Status member for each controller

consuming the tag.

MyTag.Connection_Status.RunMode

— Value of 1 when Producer is in Run mode.

— Value of 0 when Producer is in Program mode.

MyTag.Connection_Status.ConnectionFaulted

— Value of 0 when Producer connection is good, regardless of mode.

— Value of 1 when Producer Connection is broken.

This is a faster and more efficient method of detecting a connection
timeout than using a GSV instruction. The ConnectedFaulted bit is

true if a timeout is RPI x4, x8, x16 until result is >=100ms. Thus, for a
RPI of 10ms the timeout is 160ms, RPI of 20ms is 160ms and RPI of

25ms is 100ms
Once the UDT is finished, create a tag of that UDT type to be either

Produced or Consumed.
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4. It’'s recommended to add a common prefix to each taginstance of the
UDT, so you more easily search for those tags.

Scope: [@IGRF\N vl Show: |Irrterprocessor_Comms w H ¥
[ [hame Value + | Force Mask € | Style Data Type Descrption
|+ COMMs_from_BMS3275 [l o] Interprocessor Comms | Granulation Dryer BMS P2P Comms
[+ COMMs_from_DISP Heme) b Jeam] Interprocessor Comms | Dispatch P2P Comms P
+ COMMs_GRAN_Produced [eual Jauel Interprocessor Comms  |Granulation Produced Data

5. Create a Produced tag by simply changing the tag property from base to
produced and setting the max number of consumers.

6. Create a Consumed tag by changing the tag property from base to
consumed. The Producer controller is selected from the I/O
configuration list and the remote data (exact name of produced tag) is
entered.

7. Select the RPI rate in which the produce tag is consumed.

For bi-directional P/C tags between two controllers, both consuming
controllers have each producer controller in its I/O configuration list.
Multiple consumers can receive the same data from a single producer.

IMPORTANT  When adding the Producer controller to the 1/0 configuration list of
the Consumer controller, the firmware revision does not have to
match. However, the rack size and slot number must be correct.

Data arrives asynchronous to program scan. Some applications may
require a programmatic handshake. Buffering data to or from P/C tags
helps to make sure that the user logic executes on that same data before it
changes.

8. Create logic that writes values to the Produce tag elements.

e JTELUEVE S .l |
| =% G_TRF_F_BERTH Produced Mapping for IVC - IVC_PMO1
+ b G_TRF_F_REF
| BLBG_TRF OIVE {noP }—
| E0BG_TRF_OIVC
| B LTREF_REF 3 ASGIEMVO01
| 5% )_TRF_F_SAPREF Internodal Produce
1+ 5% )_TRF_O_IVB Tag Program Command Tank X701 BOB
| & . to Acquire Valve Isolation - in Alarm
' |_TFR.
| @B Diesel TFR Sequencing ipSETEMVODT_PCmd_Acq IVC_PI01 BOOL[0]
| [ 5% Gasoline_TFR_Sequencing 1 JF
| 153 Jet_TFR_Sequencing
=148 Utility ASGIEMVOD1
| 28 Communications Intemodal Produce
i r Tag Program Command
i & program Tags to Close Vale Produced Mapging
B MainRoutine ipSE1EMVOD1_PCmd_Close IVC_PM01 BOOL[1]
B C.vB_PMOL 2 1E
B C_IvB_PM02
B C V8. PM03 ASBIEMVD01
Bt Intemodal Produce
a C_IVB_PMO4 Tag Program Command
B Data_Compression te Open Valve Produced Mapging
B Explicit_Messaging ; ipS61EMVO01_PCmd_Open IVC_PM01.800L[2]
B Monitoring .
B p_vc_pmol1

9. Add corresponding consume tags to each controller that consumes
the data.
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“ontroller Organizer -~ 3

5% D_TRF_O_IVC
(5% G_TRF_F_BERTH
0% G_TRF_F_REF
0% G_TRF_O_IVB
0% G_TRF_O_IVC
8 | TRF_F_REF
G0 )_TRF_F_SAPREF m
[#C% )_TRF_O_IVB
fite ) Diesel_TFR_Sequencing
(1 % Gasoline_TFR_Sequencing
[ C% Jet_TFR_Sequencing
B Utility
= ‘% Communications

B program Tags

b MainRoutine

B C_ve_PMo1

B C_Ive_Pm02

B C_Ive_PMO3

~B c_ve_pmod

10.

Note that UDT structures can be exported to. L5X format and
imported into the other controllers.

Use Consume tag elements to write to variables in the Consuming
controller.

b feet| B oa w ca

Consumed Mappeng from IVB - IVE_PM01

{ noP J—

WE_PM01.Status Runfdode  IVB_PMO1.Status ConnectionFaulted VB_PM01_CommsOk
IE 1 E -

4B 3k >

Isolation of X618 ASB1EMVOD1

from Diesel Ref Internodal Consume
rundown lines - in Tag Status Vahe in
Alarm Alarm
IVB_PM01.BOOL[0]  IVB_PM01_CommsOk ic561EMVOD1_Sts_Alm
J.E = = -
2 e

ASBIEMVOD1
Internodal Consume
Tag Status Valve

Available
WB_PM01.BOOL[1]  IVB_PMO1_CommsOk icSE1EMVO01_Sts_Asailable
— I E <

PlantPAx Guidelines for Produced and Consumed Tags

Produced and consumed (P/C) tags can be a single tag structure or a

user-defined structure (UDT) of mixed data types. For example,a UDT

tag can contain members up to 120 REALs or 100 REALSs and
640 BOOLs.

Group data in produced and consumed tags into a UDT to reduce the

total number of connections.

Make the first member of the UDT a data type of
CONNECTION_STATUS for connection status.

Export/Import the same P/C UDT data type amongst controllers to

ensure they match exactly.

Make sure the number of consumers configured, for a produced tag, is
the actual number of controllers consuming it to reduce the number of

connections to the controller.

Always use a handshake when transferring data between controllers
through health data or manually configured diagnostic.

We recommend unicast traffic when possible, because it transmits only

to an intended destination, which reduces bandwidth. However,
redundant controllers require multicast traffic to consume data.
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PlantPAx Guidelines for Message Instructions

The MSG instruction asynchronously reads or writes a block of data to another
module on a network.

ControlLogix 5580 and CompactLogix 5380 support up to 256
connections. If you want to enable more than 256 MSGs at one time, use
some type of management strategy.

Use the cached option when the message connection needs to

be maintained.

Use message Reads, instead of Writes. This makes it easier to
troubleshoot code by knowing where the incoming data is coming from.
When messaging between Logix 5000 controllers, use a DINT data type
where possible for maximum efficiency.

Use MSG status flags, such as the. DN and .ER bits for handling

fault conditions.

Data arrives asynchronous to program scan (use a programmatic
handshake or insert between a UID/UIE instruction pair for higher
priority)

Use the unconnected option for CIP Generic messages

|ntegrate Field Devices PlantPAx systems use specialized field devices that operate on a variety of
communication protocols, such as HART, EtherNet/IP™, PROFIBUS PA, and
Foundation Fieldbus.

Depending on the controller type and process library version, you need
different elements to integrate a field device. These elements use Logix
Designer for device control to the corresponding object in FactoryTalk View

SE for HMI faceplates.

Most field device integrations require that you instantiate one Add-On module
Profile (AOP) and two Add-On Instructions (AOI) per device for end-to-end

control and monitoring.

Module or Device specific AOP for Logix Designer software to create
the item or device tags in the I/O Configuration list.

Device specific AOI to access device tags and prepare the data for use
within the controller project.
Generic AOI to access device data, along with custom-made device

diagnostics and unit tables, to enable visibility on an HMI faceplate
within the PlantPAx system.
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HART Integration

Highly-integrated HART provides a PlantPAx data type in the process
controller for use with FLEX 5000 modules:

o Conlfiguration of devices within the I/O Configuration tree (no
Add-On Instruction needed)

o Device diagnostics automatically propagate to the controller project

Figure 10 - PlantPAx 5.0 Library and FLEX 5000™ Highly Integrated HART

1/0 Modules
1 2 3 4 5
MNative Process Objects (Library 5.0)
[ EH
(o O —
2 =
== o = 1 = .
s [ -
8292 9 [ 7 }
- Global Object
Add-on Profile (AOP) T R DT PAI (Process Analog Input), Faceplate
10 HART Module PAO (Process Analog Output)
(5094-1F5IH, 5094-CF3IH, PAH (Process Analog HART)
B004-IFBIHXT, 5094-OF8IHXT)
= Detailed diagnostic tables available for Endress+Hauser devices
Element | Description
1 HART device in Logix Designer I/0 Configuration tree for the connection
2 Add-on Profile for module properties provides connection and device tags (connection type:
PlantPAx Data)
3 PlantPAx instructions for application logic/control strategies/alarms
4 Process library global object supports faceplates
5 Process library PAH and PAl faceplates
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Figure 11 - PlantPAx 5.0 Library and 1756, 1794, 1718, 1719, 1734, 1769 or 1715 HART
1/0 Modules

1 2 3 4 5 6
Native Process Objects (Library 5.0)

“P_ChanData_to_PAH EALProce== Anzlcg infrel)
Instruction

PAH (Process A
s

%
2 :
Lirssrien C"> B I:l‘> =4 [ ma
B !
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= T Global Object Faceplate
Add-on Instruction (AOI) F - PAI (Process Analog Input) P
Add-on Profile (AOP) 10 HART Module PAQ (Process Analog Qutput)
10 Module {I_1756%, 1_1794-%...) PAH (Process Analog HART)

(1756-x, 1794-x_.)

* Detailed diagnostic tables available for Endress+Hauser devices

Element | Description

1 HART device is not added to the I/0 Configuration tree

2 Add-on Profile for module properties provides connection and device tags
3 Add-On Instruction accesses the device tags

4 Add-on Instruction interfaces the device with PlantPAx Instructions

5 PlantPAx instructions for application logic/control strategies/alarms

6 Process library HMI global object supports faceplates

7 Process library PAH and PAl faceplates

Figure 12 - PlantPAx System Release 4.6 and 1756, 1794, 1718, 1719, 1734, 1769 or

1715 HART 1/0 Module
1 2 3 4 5
P_pnHaRT [ (=]
= < DT —
LITSEF1EH 5 T — P:
HARTT fvagfacie TMTE2 A
= = =S e
2 ] : s
Add-on Instruction (AOI) )
Add-on Profile (AOP) 10 HART Module Add-on Instruction (AOI) Global Object o Zageﬂate?at
10 Module (11756, |_1794-x...) for Faceplates A rarepiak
(1756-x, 1794-x...) P_AINHART P_AQuiHart-Faceplate
P_AQUtHART

* Detailed diagnostic tables available for Endress+Hauser devices

Element | Description

1 HART device is not added to the 1/0 Configuration tree
Add-on Profile for module properties provides connection and device tags

Add-On Instruction accesses the device tags for use with application logic / control strategies

Add-on Instruction for diagnostics and control to the HMI global object

Process library HMI global object supports faceplates

v B W N

Process library P_AinHART and P_AQutHART faceplates

128 Rockwell Automation Publication PROCES-UM100A-EN-P - October 2020



Process Applications ~ Chapter 5

Ethernet/IP Integration via Custom Add-On Profile

Figure 13 - PlantPAx System Release 4.6 and 5.0 and EtherNet/IP device with
Custom AOP (for example, Endress+Hauser)
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Add-on Profile (AOP) Add-on Instruction (AOI)
: EtherNet/IP Device Add-on Instructions (AQI) Global Object Faceplate
EtherNet/IP Device (I_Promagy, |_Promassx_ ) I_EH_Flowheter-Faceplate
(Promag, Liquiline...) - T for Faceplates |_EH_Sensor-Faceplate
I_EH_Flowmeter
I_EH_Sensor

* Detailed diagnostic tables available for Endress+Hauser devices

Element | Description

1 Endress+Hauser EtherNet/IP device is added to the I/0 Configuration tree
Add-on Profile for device creation and configuration, such as ProMag or Liquiline

2 Add-on Instruction accesses device tags, such as |_Promagx or |_Promassx for use with application
logic / control strategies

3 Add-on Instruction for diagnostics and control to the HMI global object

4 Process library HMI global object supports faceplates

5 Process library |_EH_FlowMeter and |_EH_Sensor faceplates
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Ethernet/IP Integration via Electronic Data Sheet Add-On Profile

Figure 14 - PlantPAx System Release 5.0 and EtherNet/IP device with EDS AOP
1 2 3 4

Ethen'et/IP
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= = : I -
' : ; Faceplate
EDS Add-on Profile ~ Add-on Instruction (AOI) ~ Global Object i teni]
for Faceplates P_AQut-Faceplate
P_Aln
P_AOut

Element | Description

1 EtherNet/IP device is added to the 1/0 Configuration tree
Add-on Profile, created via Electronic Data Sheet (EDS) file, for device creation and configuration

2 PlantPAx instructions for application logic/control strategies/alarms

3 Process library HMI global object supports faceplates

4 Process library PAl faceplate

Figure 15 - PlantPAx System Release 4.6 and EtherNet/IP device with EDS AOP
1 2 3 4

Native Process Objects (Library 5.0)

Ethen'et/1P
!g!ll — ;
2 ]

» | L me
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> = B

R8T 7
Global Object Faceplate

PAI {Process Analog Input),
PAQ (Process Analog Qutput)
EDS Add-on Profile

Element | Description

1 EtherNet/IP device is added to the 1/0 Configuration tree
Add-on Profile, created via Electronic Data Sheet (EDS) file, for device creation and configuration

2 Add-on Profile for HMI faceplates, such as P_Aln and P_AOut

3 Process library HMI global object supports faceplates

4 Process library P_Aln and P_AOut faceplates
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g=i g

PROFIBUS PA Integration (1788-EN2PAR Linking Device)

Figure 16 - PlantPAx System Release 4.6 and 5.0 and 1788-EN2PAR Linking Device
e
BJUls
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3 4 s

- by _pid

o e e I

Element | Description

—_

Device is not added to the /0 Configuration tree
Add-on Profile for 1788 linking device
PROFIBUS PA network configuration

Add-on Instruction for HMI Faceplates, such as P_AInPAR

Process library HMI global object supports faceplates

SN | B W N

Process library P_AInPAR faceplate

Foundation Fieldbus Integration (1788-ENFFR Linking Device)

Figure 17 - PlantPAx System Release 4.6 and 5.0 and 1788-ENFR Linking Device
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Element | Description

_

Device is not added to the I/0 Configuration tree

Add-on Profile for 1788 linking device

Foundation Fieldbus network configuration

Add-on Instruction for HMI Faceplates, such as P_AInFFR

Process library HMI global object supports faceplates

SN | B W N

Process library P_AInFFR faceplate
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Alarm Types Alarms are a critical function of a distributed control system. Alarms monitor
conditions that need response, such as a temperature or pressure signal out of
range, or device failures such as drives and motors.

The FactoryTalk Alarms and Events server provides a common, consistent view
of alarms and events throughout a PlantPAx system. Language-switching alarm
messages are also available. When an alarm condition is received, the FTAE
server publishes the information to a subscribing Operator workstation via
FactoryTalk Alarm and Event services.

e For information on how to configure the FTAE server on a PASS, see

Chapter 3, Process Automation System Server.
e For information on how to configure and monitor FTAE alarm

components, see the FactoryTalk Alarms and Events System
Configuration Guide, publication FTAE-RMO001.

The Alarm Banner resides on the Header display.

July 19, 2020 141011855 4:56:50 P Alm_HiHi EME, Testhed FT222 HiHi
YT [\ Bi5/2020 2:43:27 PM Alm_HiHi LESEP Testhed FT555 HiHi r/‘
51416 Fha 4
v W 101988 45650 PM Aln_Hi EME, Testhed FT222 Hi

An effective alarm system directs the attention of an operator to improve the
productivity, safety, and environment of a process plant.

e A PlantPAx system can use device-level and server-level alarm methods.

e Recommendations are based on the controller type and supported
functionality.

Table 10 - Alarm Types Based on Instructions and Add-On Instructions

If You Have You Have This Alarm Type Description

PlantPAx 5.0 library Logix Tag-based Device level, tag-based alarms monitor a tag value to determine the alarm condition.
Tag-based alarms are not part of the logic program and do not increase the scan time for a
project. The controller caches information, such as timestamps, alarm states, and
associated tag values in a 1000 KB buffer. The controller transmits the information to
subscribing FactoryTalk® Alarms and Event servers.

Recommended: PlantPAx system release 5.0.
Requires: ControlLogix 5580 controller, CompactLogix 5380 controller.

PlantPAx 4.1 library or earlier Server Tag-based A FactoryTalk Alarm and Event server monitors controllers for alarm conditions through
data servers and publishes event information that can be displayed and logged.

Recommended: PlantPAx system release 4.6 and earlier.

Server-based alarm monitoring offers the equivalent of HMI tag alarm monitoring, but
with an expanded feature set of the FactoryTalk Alarm and Event server.

ALMA or ALMD controller instructions Logix Instruction-based These device-level alarm instructions can consume a larger portion of controller memory
and increase scan time when executed. When an alarm is detected, it is time stamped and
buffered until it is transmitted to subscribing FactoryTalk Alarms and Events servers.

Not Recommended in large deployments due to added controller overhead.

Requires: ControlLogix 5570, CompactLogix 5370, ControlLogix 5580, CompactLogix 5380
controller.

Device level, Logix instruction-based alarms are programmed within the controller

program and integrated to the FactoryTalk Alarm and Event server.

« The Digital Alarm (ALMD) instruction detects alarms that are based on Boolean
(true/false) conditions.

« The Analog Alarm (ALMA) instruction detects alarms that are based on the level or rate
of change of analog values.

132 Rockwell Automation Publication PROCES-UM100A-EN-P - October 2020


https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/ftae-rm001_-en-e.pdf

Process Applications

Chapter 5

Controller Organizer » O X

a "=

Guidelines for Logix Tag-based Alarms

In a PlantPAx 5.0 system, we recommend no more than 7500 active tag-based
alarms per controller at the 500ms evaluation period.

Create Logix tag-based alarms to send alerts about specific events or
conditions. A tag-based alarm is similar to a digital alarm because both
monitor a tag value to determine an alarm condition. However, a tag-based
alarm is not part of the logic program and does not increase the scan time for a

13 Controller RA_LIB_ProcessStrategies
4 Tasks

3 Maotion Groups

4 Alarm Manager

L1 Alarms
B Assets
¥ Logical Madel
4 1/0 Configuration

project.
£ Alarms: RA_LIB_Processstrategies ~
State Use Owner Mame Type Input Expressicn Limit Message
XT540 Alm_Hi TRIP XT540.5ts_Hi =i /*5:0 3. @ Descriptic
XT540 Alm_Lo TRIP XT540.5ts Lo =1 /50 6. @ Descriptic
XT540 Alm_HiHi TRIP XT540.5ts_HiHi = /5.0 %6.@Descriptic
s XT100 Alm_HiHi TRIP KT100.5ts_HiHi =i /*5:0 %.@Descriptic
3
[l w540 . Alm_Lolo TRIP XT540.5ts_Lolo /510 5. @ Descriptit
_| InAlarm, Unacknowledged | [ aim LoDev [TRIP XT540.5ts_LoDev = /750 9@ Descriptic
KT540 Alm_Fail TRIP XT540.5ts_Fail = £*5:0 %.@Descriptic
XT540 Alm_HiRoC | TRIP XT540.5ts_HiRoC /7510 %, @Descriptic
XT540 Alm_HiDev | TRIP XT540.5ts_HiDev = /50 %6, @ Descriptic
1 |wrioo Alm_HiHi TRIP WT100.5ts_HiHi = /750 %.@ Descriptic
] |wT100 Alm_Hi TRIP WT100.5ts_Hi = £*5:0 %.@Descriptic

Tag-based alarms do not require a FTAE server. A controllers subscription to
the HMI can be serviced using a FactoryTalk® Linx data server.

An alarm definition is associated with an Add-On Instruction (AOI) or a
defined data type. When a tag is created using a data type or an AOI that has
alarm definitions, alarms are created automatically based on the alarm

definitions.
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Controller Organizer « R

Embedded Tag-based Alarms in PlantPAx Instructions

The PlantPAx instructions have embedded tag-based alarms. Configure the

states as needed and simply enable the alarms you want to use.

Use the Alarms tab on the instruction properties to assign settings to all
pre-defined alarms. There is an option to propagate specified Class/Group settings

to all alarms in the instruction.

@ PDI Properties - Storage_P_DIn01*

General Use Alarm
Advanced 10 fault

W] |Target disagree

HMI
Parameters. Settings for all alarms

g Apply fallowing settings to all alarms

Class:

[cxor

Alarm group:

[Areat1

FactoryTalk View command:

Allow operator to shelve alarm

Allow maintenance to disable alarm

Device state: PV good

Device issues: None

| oK || Cancel | [ pply | [ Hep |

Alarm settings are also accessible via the Alarm Manager.

4 Alarm Manager
I\ Alarms

[ Assets

134

L

@}F‘S_F!&.I - XT100 AOAAlams: x @._&.Iarm Definitions:
Shaw: | All
State Use Owner Name Type Input Expression Limit Message
Ky XT100 Alm_HiHi  [TRIP XT100.Sts_HiHi =1l /*5:0 %.@Description
w XT100 Alm_Hi TRIP KT100.5ts_Hi =1 /*5:0 %.@Description
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Guidelines for Server Tag-based Alarms (FactoryTalk Alarms
and Events)

A FTAE server is required for server tag-based alarms. The server puts these
alarm tags on scan, just as it does all other tags it polls for the HMI and
Historian. In a PlantPAx 5.0 system, we recommend you limit the number of
server tag-based alarms to 20,000 per PASS (10,000 per data server instance).
There are no hard-coded limitations, however you could experience longer
recovery time during system restoration if you exceed the recommendation.

Use the Process System Estimator (PSE) for sizing the number of alarm
instructions for a more accurate limit that is based on your specific
configuration. Be sure to add for additional memory that is required to
maintain the alarm subscription as it is not accounted for in the PSE memory
calculations.

o Use alarm groups to organize alarms by operator role.

e Use alarm expressions against user groups to provide rolled up
indication of alarms by role or display. For example,
AE_InAlmUnackCount("T1*') returns a count of unacknowledged
alarms within groups that start with T'1.

For more information on alarm expressions, see the FactoryTalk View
Site Edition User's Guide, publication VIEWSE-UMO006.

e Use an alarm class to identify alarms that share common management
requirements (for example, testing, training, monitoring, and audit
requirements). Do not use alarm class to identify alarms by operator role
or display because you cannot retrieve an alarm count by class by using
alarm expressions in FactoryTalk® View software. However, you can filter
by class on the alarm displays.

o Use the alarm builder feature in the PlantPAx Configuration Tool to
help build server tag-based alarms.
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Guidelines for Logix Instruction-based Alarms

The process library does not provide support for Logix instruction-based
alarms. Note that the instruction-based alarms can impact controller
performance.

Controller scan time and memory usage are variable with the use of the ALMA
or ALMD instructions, depending on the states of the controller. Large alarm
bursts can have a significant impact on controller CPU utilization. For
example: Controller memory used for buffering by each subscriber (topic in
the data server) = 100 KB.

Example execution times:
— ALMD in a 1756-L73 controller with no alarm state changes: 7 us
— ALMD in a 1756-L73 controller with alarm state changes: 16 ps

In redundant controller configurations, cross loading of redundancy can add
up to 70 us per ALMD instruction.

Reserve the use of ALMA and ALMD instructions for the most critical alarms.
Although there are no hard-coded limitations, we recommend limiting the
number of instructions to the following:

— 250 per redundant controller

- 2000 per simplex controller

Monitor Alarms

You can use the alarm status explorer in FactoryTalk View SE to browse all of
your configured alarms on a server or the entire system. Alarms also are filtered
by the Shelved, Suppressed, and Disabled options. The alarm explorer can be

preconfigured as a Shelved alarm display to let operators view a list of alarms.

ISA 18.2 provides alarm performance metrics and example target values. Some
key metrics include the following:

e Alarm rates: annunciated alarms per operator:
- < 150...300 alarms per day
- Average of 6...12 per hour
— Average 1...2 per 10 minutes

o Contribution of the top 10 most frequent alarms to the overall alarm
load: ~<1...5% maximum, with action plans to address deficiencies

e Number of alarms that remain in effect continuously for more than
24 hours (stale alarms): Less than 5, with plans to address
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Create HMI Displays

You can use FactoryTalk® VantagePoint® software to generate reports based on

these metrics:

Hourly Alarms Report (active count of alarms over 1- hour samples)

Alarm Distribution Report (percentage contribution of top 10 most
frequent alarms)

Alarm Frequency Report (top 10 most frequent alarms)
Standing Alarms Report (top 10 currently active alarms by duration)

Alarm Duration Report (top 10 alarms by duration)

For more information, see Knowledgebase Technote Factorylalk VantagePoint
Reporting for Factorylalk Alarms and Events.

The Process Automation System Server (PASS) is a required system element for
the PlantPAx system. The PASS hosts the HMI server, which stores the HMI
project components, such as graphic displays, and provides these components to

an Operator Workstations (OWS) clientupon request.

For more information on how to configure these servers, see Chapter 3 Process
Automation System Server.

Follow these guidelines:

Use FactoryTalk® View Studio software on the EWS to access the
application.

Configure the FactoryTalk View SE servers to start automatically on
startup on the PASS. Let the servers fully start up before starting the
client computers.

Do not use more displays than your license allows. If you exceed the
license, displays can fail when requested.

FactoryTalk View SE displays contain expressions for each customized
animation that holds simple or complex calculations to accomplish the
animations. Each expression consumes memory and requires processing
time to execute. Too many expressions can make the screen animate
sluggishly and affect system performance.
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Use global objects to display the status of a control module or device
when the information to be displayed is stored in a tag structure within
Logix (for example, UDT or Add-On Instruction) and there are many
identical instances. A global object is a display element that is created
once and can be referenced multiple times on multiple displays in an
application. When changes are made to the original (base) object, the
instantiated copies (reference objects) are automatically updated.

- Base global objects are stored in FactoryTalk View in displays (.ggfx
files). If you have a large number of base global objects defined, do
not put them all in a single display. Limit the number of global object
instances on a single display to 60 or less.

— Asglobal objects can be instantiated multiple times, the performance
impact of their design is amplified by their number of instances.
Therefore, design global objects carefully to reduce the number of
objects, expressions, and animations that are used within the base
object.

Use ‘Replace’ display types. This display type closes the currently
displayed screen when a new screen opens. ‘Overlay’ display types must
be managed because multiple screens open at once consumes memory
and CPU resources.

Only use Cache After Displaying and Always Updating for displays
frequently accessed by the operator and not applied generally. Used
sparingly on these displays, these settings improve display call-up time
for important displays. When displays are cached and always updating,
the additional memory load of this display on the view client is
persistent after call-up regardless of whether the display remains visible.
This action affects system load and can affect system performance.

We do not recommend the use of data logs. If necessary, use data logs for
short-term data retention only.

Do not create derived tags that depend on the results of other derived
tags. Derived tag processing is not sequential.

Avoid use of VBA when possible. VBA runs as a single-threaded process
so it’s possible the application written in VB does not allow the HMI to
perform predictably.

Use FactoryTalk View Studio software to create or import any system specific
graphic displays that your PlantPAx system requires.

For PlantPAx common graphics, you can use ACM-generated displays or
graphic framework displays (from the process library).
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Graphic Framework Displays

The process library download contains the following files to use as a starting
point to utilize the PlantPAx Graphic Framework:

e FTVSE_12_0_Template_{version}.APB

Restore the provided Local Station project templates ((APA) by using
the FactoryTalk View SE Application Manager.

e FTVSE_12_0_Template_{version}.zip

Create your own project and import the HMI server or individual files
as needed.

For more information on how to develop displays, see the Rockwell
Automation Library of Process Objects Reference Manual, publication
PROCES-RM200.

ACM Generated Displays

IMPORTANT  The process library uses Global Objects. They must be imported into the
FactoryTalk View SE application prior to the displays.

ACM generated displays can be imported into your HMI application by using
FactoryTalk View Studio software.

1. In FactoryTalk View SE Studio, import the ACM generated graphics
(XML).

21 FactaryTalk View Studio - View Site Edition (Network Distributed)

File View Settings Tools Window Help

‘WAS8 b0 @ AOEIreXaa@E
Explorer - HMI Server v+ 0 X

2rfe PlantPax HMI "
vr. Runtime Security
[T Seripts
il DATA
i FTAE
BB HMI

E1§E HMI Server

B System

. Command Line
] HMI Tags

o Tags
[} Graphics
[alt3] Displays,
# @ Global C New
omponent into ication...
& Symbol Add Comp into Applicati
[ Libraries N Ecki=s
- E Images
- [#] Paramet CHEte
- Legacy b Remove
4= Local M Import and Export..,
LA Trend Temnlates
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2. Use the Graphics Import Export Wizard to import either a single global
object or batch of multiple global objects from an . XML file.

Page Selection

Select the operation to perform Import graphic information into displays

Do you want to backup the displays that will be No

modified by the import?

Select the type of file to import Multiple displays batch import file

Select the multiple display batch import file Browse to your batch import file (Example: My_PlantPAx_Project_FTViewSE_Server_Batchimport.xml)
When importing (reate new objects on the display

3. Verify that the displays were created successfully.

Explorer - HMI Server v+ B X

= HMI -
== HMI Server
&

Systemn

i.Bd Command Line
HMI Tags

L@ Tags

Graphics

Displays

B Graphic

B Motors

B RA_APP_Display

Global Objects

PlantPAx Configuration Tool Displays

Organize the FactoryTalk View SE HMI displays under process tree folders.
1. Go to Logix Controllers > Open FactoryTalk View SE Displays List...
and select the Process Tree tab.

2. Dragadisplay file from the SE display files window and drop it into the
Process Tree folder.

$-C3 Areal e
=3 Mosquito = FactoryTalk View SE Display Files

3 Pipeline == :
= Valves = jos_MainLine
| B Mos_MainLinel_test

# [ HandOperatedValves
-1 MotorOperatedValves B Mos_MainLine2
543 Pumps B Mos_PigSequence-Faceplate

# @ Logix Code B Mos_PowerMonitor

% 3 B Mos_Simulation
#-C3 Levell B4 Mos_StartConfirm
B Mos_Station
B Mos_StationinterlocksPemissive
B Mos_Sump
= Mos_UPS
& PO Admin
= PO Alarm-Summary
B PO Home
Contrallers & HMI| Process Tree F —
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Optimize Runtime Performance

PlantPAx guidelines recommend using global objects to display the status of a
control module or device when there are multiple, identical instances. Global
objects offer consistency; and changes to a global object propagate to all the
affected displays.

FactoryTalk View Studio has an Enable Global Object Runtime Optimization
features that improves runtime performance.

1. After you modify graphics that contain global objects, select Global
Object Compilation Required

] FactoryTalk View Studio - View Site Edition [Network Distributed)

File Edit View Settings Objects Arange Animation Tools Window Help

Explorer - HMIServer01 =

‘mHae neEo @ anEFretgaadEnrAEDYFQQ

1"ﬁ Global Object Compilation Required
Global Object Compilation Required

Efe PlantPAxDCS
| L.-e Runtime Security
IT Scripts

- B FTAEArea

- B HMIServerirea
S8 HMIServerd!
5]

System
EJ Command Line
HMI Tane

2. Select Compile Global Objects to optimize the changes for the runtime
system.

Options
General Global Object

The runtime performance of applications that leverage a lange quantity
objects can be impacted. By ing this feature, the runtime performa
optimized for the FactoryTalk View Site Edition Client.

Enable Global Object Runtime Optimization

| Compile Global Objects |

?*If, Global Object Compilation Requried. There are pending changes in the
system that require optimization for runtime.

graphic di ini bj click the
val Objects button to optimi rthe runtime

The first time you compile global objects, the process can take an extended
amount of time, depending on the number of displays in the application.
Subsequent compiles require less time as they only process changes to displays.
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Optimize HMI Redundancy

For HMI redundancy, change these settings to optimize the fail over speed to
ensure proper visibility on the HMI clients.

1. In FactoryTalk View Studio, go to System > Policies > System Policies
and select Health Monitoring Policy.

— Systern

Action Groups

— Policies
+, Product Policies
— Systern Policies

+ FactoryTalk Alarms and Events
Badge Authorization
Spplication Authaorization
User Rights &ssignment
-~ [E Live Data Policy
- [B Health Manitoring Policy
Sudit Policy
Security Palicy

iy [y [ G

2. Change the following settings:
— Network failure detection interval: From 2 seconds to 1

— Maximum network glitch: From 5 seconds to 1 second

Health kManitoring Policy Properties x

Palicy Settings
AP
a2l |
~ Rates
Computer detection interval 2 seconds
Metwork failure detection interval 1 second
M aximum network glitch 1 gecond v
Maximum delay before server iz active 2 minutes

M aximum network glitch
Sets the maximum duration of a network disruption befare the health monitaring
service determines that communications have failed.

Cancel Apply Help
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FactoryTalk® AssetCentre software is a centralized tool that helps:

e Maintain inventory assets in the system

e Manage version control to track program changes

o Collect audit logs to track user and system activity

e Schedule backups and verify program integrity

Quick Start

This is the recommended work flow to configure and implement a FactoryTalk AssetCentre application. For experienced

users, cach step outlines requirements. For more detailed information, follow the referenced links.

@

Inventory Plant Assets

FactoryTalk AssetCentre software provides a centralized tool to manage and track asset information as well as protect assets.
You can:

¢ Scan the network for existing devices to create an inventory.

¢ Manually add individual assets.

Regardless of method, we recommend that you add asset types for controller project, HMI, engineering workstation, and servers.

For more information, see Inventory Plant Assets.

Configure Audit Logs

There are multiple logs that can be generated to capture asset data. Select the one that you want:

¢ Audit Log monitors FactoryTalk-enabled software products and logs user actions. For example, who was the last user to
change a program.

e Diagnostic Log to monitor system health.

e Event Log to track FactoryTalk AssetCentre events, such as when a backup starts and who generates a report.

Audit data is stored in the SQL server and displayed in the AssetCentre logs. Information collected includes:
e User actions
e Program changes

e Security events

For more information, see Configure Audit Logs.
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@ Schedule System Backups

FactoryTalk AssetCentre software stores backup data on an SQL server.

The Disaster Recovery function creates backup files from the running asset on the plant floor. The backup file is compared to the
original and archived to a Master version. The Agent service performs these comparisons and can be scheduled to operate at specific

times and intervals

For more information, see Schedule System Backups.

Example Asset Data Flow

Safe, IT-Managed Location

o o
Alarm and Event - Asset Framework Configuration
AssetCentre Data BT, Asset Backups
Asset Framework Events
Audit Log AppServ-Info (SQL)

- AppServ-Asset

wi owlowl |

FactoryTalk Historian ~ Additional PASS FactoryTalk EWS
Server Server Directory

FactoryTalk
Batch
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Prerequisites

Application
Servers

Following the System Workflow, configure application servers.

An asset management server (AppServ-Asset) supports maintenance and plant
operations to the system with FactoryTalk AssetCentre software. In most
PlantPAx" systems, the AppServ-Asset server is on a separate computer with
these components:

e FactoryTalk® Directory
e FactoryTalk® Activation server

e FactoryTalk SQL server (can be on the same computer as the AppServ-
Asset server or on its own computer)

Install FactoryTalk AssetCentre Client software on the AssetCentre server, the
EWS, and the OWS.

If you plan to use the FactoryTalk AssetCentre virtual images, see

configuration procedures in 9528-UMO001.

For more information, see these additional resources.

Resource

Description

FactoryTalk AssetCentre Installation Guide,
publication FTAC-IN0Q5.

How to install the FactoryTalk AssetCentre system.

FactoryTalk AssetCentre Getting Results Guide
publication FTAC-GR002

How to get started with the FactoryTalk AssetCentre system.

FactoryTalk AssetCentre Utilities User Manual,
publication FTAC-UMO001

How to use AssetCentre utilities.

For Rockwell Automation tutorials, see these YouTube videos.
e Introduction to Asset Management
o Using the Inventory Agent in AssetCentre
e Getting Started with FactoryTalk AssetCentre
e Introduction to FactoryTalk AssetCentre Disaster Recovery

o FactoryTalk AssetCentre Disaster Recovery to Backup and Compare a
FactoryTalk View SE Application
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FactoryTalk AssetCentre

Inventory Plant Assets

146

FactoryTalk AssetCentre provides a centralized tool to manage and track asset
information as well as protect assets.

To help protect your automated control system, we recommend that you
develop a strategy for archiving application data and determine recovery plans.
For a tutorial, see the YouTube video ‘Introduction to Asset Management’.

If you plan to configure the FactoryTalk AssetCentre virtual image, see the
procedures in the Template User Manual, publication 9528-UMO001.

An asset inventory lists the connected devices and computers on the network
and stores unique identification information about the hardware, firmware,
and software in the system.

There are multiple ways to build your inventory list of assets with AssetCentre
software tools.

Scan the System for Assets

Drag-and-drop an Asset Inventory asset type into the AssetCentre tree and
scan for device information.

For a tutorial, see the YouTube video “Using the Inventory Agent in
AssetCentre.

1. In the FactoryTalk AssetCentre window in Design mode, move the
Asset Inventory item into your asset tree.

Asset View (Design) nox

2y TT01001

Catalog ~
= Device ltems
_aooo

Asset Inventory

& FactoryTalk Directory
"1 FANUC Robot (Use Generic

Rockwell Automation Publication PROCES-UM100A-EN-P - October 2020


https://www.youtube.com/playlist?list=PL3K_BigUXJ1NLQyp5q1DEbOw16kki5JWP
https://www.youtube.com/playlist?list=PL3K_BigUXJ1NLQyp5q1DEbOw16kki5JWP
https://literature.rockwellautomation.com/idc/groups/literature/documents/um/9528-um001_-en-p.pdf

Asset Management ~ Chapter 6

2. Open the Asset Inventory Properties and select Scanning Configuration
to define how to scan the system.

Dialog Box

Action

Scanning Configuration

Select a type of scan from the following options:

Scan devices using CIP™: Common Industrial Protocol (CIP) scanning browses the
network by using FactoryTalk® Linx drivers to return Rockwell Automation Asset
Management Program.

Scan devices using SNMP: Simple Network Management Protocol (SNMP) scanning
browses the network for SNMP-enabled devices with a specified IP address range or IP
subnet. If a device responds, the AssetCentre service requests available SNMP
information.

Scan software using WMI: Windows® Management Instrumentation (WMI) scanning
browses the network within the specified IP address range or IP subnet, and returns
software installed on a Windows host.

When you have selected a scan type, select Advanced Settings.

IMPORTANT: Leave the default Unlimited scanning box checked to scan the entire
network.

Advanced Settings

Select Community String.

Scanning Configuration -

Scan devices using CIP

Start scanning with this device: |EWSD1

Maximum scanning depth i 5 Unlimited scanning

Scan devices using SNMP

Scan within @) |P address range O IP subnet
Start IP address: 72 . 18 2 0 2 1
End IP address I 1] . 100
Maximum number of hops: 1 = Unlimited hops

Scan software using WMI

Scan type: @) Changes only ) Full scan

Scan within @) |P address range O IP subnet
Start IP address: 172 18 1 1

End IP address 72 . 18 2 1 . 254
Mastimum number of hops: 1 G Unlimited hops

Login [sYSTEM Administrator |

Password:

0K Cancel Help

3. Select adevice.
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4. Select Schedules and create a schedule for the Asset Inventory item.
When the schedule runs, an inventory list is generated.
Q FactoryTalk AssetCentre [-T=0
Eile Edit View Tasks Tools Windows Help

*HES

B @ 8 & Asets

Asset View (Design)

& Design [ | 8% B &

I

W, AssetCentre
LGXCO1
- &5 PlantPAx Inventory
gy TT01001

@ Add To Assets

@ ngentGroups [ Archive il AssetsLifecycle R Calibration @ DTMView & Log

%) Schedules

AssetCentre >  PlantPAx Inventory
o New.. 3§ [ [ Runiow [

() Ml Schedulss @ Fiter by Schedules which includs Plant PAx Invertory’

Schedule Location ‘Operation Last Time Next Time Status Completion b
0 0

AssetCentre/PlantPAx  Backup Disabled

An inventory has a list of devices and a list of software.

a

[
=

BE |

Asset Inventory

2 search | [E] Columns

Start Time:  1/26/2018 2:49:
End Time:  1/26/2018 4:56:

Result: Succeed

Devices Eoﬂware

M Undo & Checkln ngport [ Add 3 Update ¥ Help

08 P
47 PM

148

®add O Update Collapse Al
Device Name Device.. Preduct.. | Preduct. Preduct. Revi. Vendo.. Commissio.. Additional . Additional .. Additional ..
EWSGi [} 126018
SNMP_172.12.0.1 1721801 0 012602018
SNMP_172.12.0.10 17218010 0 01262018
SNMP_172.12.0.20 17218020 0 01262018
SNMP_172.12.0.21 17218021 0 01262018
SNMP_172.18.0.22 17218022 0 01262018
SNMP_172.12.0.23 17218023 0 01262018
SNMP_172.12.0.30 17218030 0 01262018
SNMP_172.12.0.31 17218031 0 01/26/2018
SNMP_172.1 g Asset Inventory - [o S
SHMP_172.
SNMP_172.] | S Search | [¥] Columns | Undo & CheckIn By Export |[2 Add 7 Update &k Help
SHMP_172.
Start Time:  1/26/2018 2:49:.08 PM
End Time:  1/26/2018 4:56:47 PM
Result: Succeed
Install Date Vendor Wersion

PADCA System.PlantPAx local
PADCE.System. PlantPAx local
PASSD1.System.PlantPAx local
PASS02A. System.PlantPAx. local
PASS02B.System.PlantPAx. local
ASNMO3.System. PlantPAux local
ASCG03.System. PlantPAx local
EwS01.System. PlantP2x local
ASIHO1A System. PlantPAx local
ASIHO1B. System.PlantPAx local
ASIS0.System. PlantPAx local
ASIVO1.System. PlantPAx local
asaml1.System.PlantPAx local
ASIHO2.System. PlantPAex local
ACPO1.System PlantPlx local
ASCGO1.System. PlantPAx local
ASCG02 System.PlantPAx local
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Manua"y Add Individual You can manually add assets.
Assets

For a tutorial, see the YouTube video ‘Getting Started with FactoryTalk®
AssetCentre’.

1. While in Design mode, drag-and-drop the asset into your
AssetCentre project.
<%

File Edit View Tasks Tools Windows Help

P E S D E XS A Q Agent Grouj

£ 0100

P Add Logix5000 Controller § AssetCey

Catalog ~

EH Device ltems
i-*{ ABB Robot (Use Giineric

¥ Custom Device

‘1 FANUC Reobot (UgE Gene

@ General DTM Deffice

¥ Generic Device

] Moton Ru
An AssetCentre dialog box appears for the asset you are adding.

2. Select the asset to configure details.

For example, add an .ACD file for a controller.

Add a Logix5000 Controller to AssetCentre

(Parent) AsselCerttre
Description
Name Logix5000 Conttroller
4 2 Hardware Information
gd::;m‘rmm Configuration Data Browser- Logix5000 Controller | — |9
Change Detect Capable 4y AssetCentre
No file seled o
Device Name £ TT01001
Firmware Revision
Hardware Revision
Hardware Type i - ix5000 I;Ii-
L T Configuration Data Browser: Loqix Controller
4 3.Asset Information 4 AsseiCentre 01.ACD
Agent Group System Dy | Logix5000 Contraller
Asset Number gy TTO1001
Location
Serial Number

‘Configuration Data
Configuration data for the device

Filter: |RSLogix
— |

Filter: [RSLogi 5000files ("acd) v]

. =)
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3. Foracontroller, select a path to the controller by using the Addressing

Info Browser ("...” ellipsis) button.
4. Name the asset.
We recommend that you use the steps to add each of these asset types
from the catalog to your inventory:
o Controller project
o HMI
o Engineering workstation

e Servers

COnfigure Audit Logs There are multiple logs that can be generated to capture asset data.
e Audit Log monitors FactoryTalk-enabled software products and logs
user actions. For example, who was the last user to change a program.
e Diagnostic Log to monitor system health.

e Event Log to track FactoryTalk AssetCentre events, such as when a
backup starts and who generates a report.

Security Audit Logs

Microsoft Windows® OS captures security audit records locally for every
PlantPAx server and workstation. We recommend that you make sure the log is
sized adequately to capture sufficient records to satisfy your retention policy. In
Windows Event Viewer adjust the configuration of the security log according
to your system requirements.

& Event Viewer
File Action Wiew Help
«= #n[E B

@) Event Viewsr (Local) Log Properties - Security (Type: Administrative) [x]]

4 | Custom Views

b ] Server Roles General

W Administrative Events
4 | m Windows Logs

Full Name: Security
Log path: %5ystemRoot s System32\Winevt\Logs\Security.evte
&] System Log size: 128,00 MB(134,221,824 bytes)
B Fomiardid Fiene Crested Thursday, February 4, 2016 4:10:13 PM
[ Applications and Services Lo rested: ursCay, Febraly & o
21 Subscriptions Madified: Thursday, June 7, 2018 3:53:02 AM
Accessed: Thursday, February 4, 2016 410:13 PM

Enable logging

Maximum log size (KB ): 131072
When maximum event log size is reached:

& Overwrite events as needed (oldest events first)

() Archive the log when full, do not overwrite events

() Do not overwrite events ( Clear logs manually )

For information about how to configure secure audit logs, see Configure
System Security Features User Manual, publication SECURE-UMO001.
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Schedule System Backups

Once assets have been added to your system, the assets can be configured from

the Archive tab. From the Archive view, you can do the following:

e View the archive of current and previous versions of programs

and assets.

e Secta personal working folder to hold Checked-Out files.

¢ Promote a specific program version to be the master.

9% FactoryTalk AssetCentre = =] =
File Edit View Tasks Tools Windows Help
& 8 b B M & dsses | Q) AgentGroups {0 AssetsLifecycle M Calibration @ DTM View &F Logs &) Schedules i
Asset View (Design) 3 x Archive x
& Design || p [ 3 [ % | & [@ CheckOut &) Checkln k) UndoCheck Out [3 Get | ® Mewlabel @ Removelabel  Exportfor PCDC
', AssetCentre
% Lexcon Q% AssetCentre
55 TT01001
Description: ‘
Vorking folder:  [{pone set) St
Name User Check Out Location
z Browse For Folder -
Set Working Folders 5
System working folder for this asset (set by administrator):
[ Videos ~
I =4 Floppy Disk Drive (4:)
Personal working folder for this asset (overrides system working folder if set) 4 iy Local Disk (C)
P Add L i
b . Hiprom Software 3
Catal ‘ | Browse... |
oo B inetpub -
= Devi =
- 3 MS0Cache
4 Based on these settings, and those for assets further up the hierarchy, files for | PerflLogs
this asset will be stored at:
g | PlantPax =
z [ | }* E b [ PlantPAx Utilities -
¢ I . Program Files -
L LD Eilas (vR6) ad
o oK Cancel Help
Il |I| | | | Make New Folder OK Cancel
o rreroTogToTT T
) MobileView v
< m > < m >
Ready i SYSTEM\ADMINISTRATOR =3 Connected %, Agents 1 y

%

Create a Backup Schedule

1. From the main menu of the FactoryTalk AssetCentre client dialog box,

select Schedules.

2. Select New and follow the Wizard instructions at the top of the

dialog boxes.

Configure Disaster Recovery

The Disaster Recovery function creates backup files from the running asset on
the plant floor. The backup file is compared to the original and archived to a
Master version. The Agent service performs these comparisons and can be
scheduled to operate at specific times and intervals.

The Agent service can be co-located with the AssetCentre server, or it can be
located with another server. The Agent service performs the background

actions of uploading and comparing program files and versions.
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Maintenance Strategy
Recommendations

Table 11 - Maintenance Type Recommendations

For more information about FactoryTalk AssetCentre Agents, see the resources

that are listed in the table on page 145.

For a tutorial, see the YouTube video ‘Introduction to FactoryTalk AssetCentre
Disaster Recovery’

We suggest that you develop a plan to back up your control system
configuration and process data on a regular schedule. Consider involving your
IT department to develop this plan. An effective backup plan can help protect
you from loss of resources and revenue.

IMPORTANT  We recommend that you verify operating system or software updates on a
non-production system or when the affected system components are not-
active. These precautions help to prevent unexpected results.

For equipment monitoring and safety, we recommend that you follow the
procedures of the manufacturer

Table 11 summarizes the types of backups and updates for routine and annual
maintenance. The time frames are examples and can be modified based on the
attributes and risk factors in your plant.

Backups

Why?

When? What?

Application configuration - See page 153

Roll back or file protection Periodic « Controllers

« PASS servers
— FactoryTalk Directory
— HMI, FactoryTalk® Linx data servers
— FactoryTalk® Alarms and Events
servers
« Network switches

Data - See page 155

Archive or project protection Periodic and on-demand - FactoryTalk® Historian

« FactoryTalk® Batch
« FactoryTalk AssetCentre

152

The PlantPAx system can be configured to back up control system
configuration data automatically. FactoryTalk AssetCentre software stores data
in a SQL server. The server stores an Archived copy of both the master files and
previous file revisions in a protected database. The Archived files are available
if there is a failure.

Database backups for FactoryTalk software packages (Historian, AssetCentre)
can occur anytime without system operation impact. We recommend that
process backups be routinely scheduled so that data loss is minimized if
computer issues occur.

FactoryTalk® Batch uses a SQL server for archiving journal data, storing master
recipes, and material database.
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Application configurations for PlantPAx system servers and workstations are to
be backed up separately and more regularly. The frequent backups mitigate the

risk of configuration and application information loss between PlantPAx
system backups. Frequent backups simplify the process of restoring only a
portion of your application, if needed.

Table 12 shows examples of project files that are to be backed up regularly.
Some files contain configuration scripts and collected data.

Table 12 - Recommended Configuration Backup

Configuration Host Environment Tool Files Backed Up
Controller project file Studio 5000° application FactoryTalk AssetCentre Disaster Recovery | .ACD

FactoryTalk Directory FactoryTalk® Administration Console Distributed Application Manager .APB

PASS servers FactoryTalk® View Studio software

Network switches System network User choice TXT (based)

AppServ-Asset

AppServ-Asset

FactoryTalk Directory

Controller Project File

Use FactoryTalk AssetCentre software on your AppServ-Asset server to back
up Logix 5000 software and Studio 5000 Logix Designer® application project
files ((ACD). Logix 5000 assets are created in the AssetCentre project tree for
each controller and project files can be associated with those assets and checked
into FactoryTalk AssetCentre software.

A schedule can be created to back up the project files at regular intervals. Use
an EWS to perform check-out and check-in features to make modifications to
the project file.

FactoryTalk AssetCentre software is integrated with the Logix Designer
application to let you access files in the Archive without leaving the design
environment. Use change tracking on project files to audit modifications.

FactoryTalk Directory

Our recommendation is to back up the FactoryTalk® Directory regularly. The
backup includes any FactoryTalk® Security, users, and computers, among
other configurations.

The backup is contained in the output .APB file of the Distributed Application
Manager, which is installed on the PASS with the FactoryTalk® View software,
version 8.1 and later.
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AppServ-Asset

AppServ-Asset

=mu
-
w
"
e
-

2zw
-

Network Switch

PASS Servers

The core servers in the FactoryTalk View application need to be backed up
regularly whenever changes are made. The core servers on the PASS consist of
the HMI, Data, and Alarm and Fvent servers.

IMPORTANT  AssetCentre software, version 9, includes an asset for FactoryTalk View SE
version 11 and later. This new asset can be created to support disaster
recovery for a FactoryTalk View SE application. For details see the YouTube
video ‘Use FactoryTalk AssetCentre Disaster Recovery to Backup & Compare
a FactoryTalk View SE application’

A FactoryTalk AssetCentre custom asset can be created by following the
procedure in Knowledgebase Answer ID 818741 ‘Building Custom Device
assets for FactoryTalk Distributed Application Disaster Recovery’. The project
servers store the output .APB file to the FactoryTalk AssetCentre server.
Schedule the custom asset to run regularly.

Network Switches

If using an older version of AssetCentre software, back up the network switch
configuration to retain the network architecture by using a custom asset. An
export of the switch configuration can be generated by using various tools,
including the following:

e Studio 5000 Logix Designer®
application software

e Third-party applications, for example the Cisco” Network Assistant
Tool

o Command-line interface

e Other desired methods of your I'T department

The custom asset pulls the contents of the backup into the FactoryTalk
AssetCentre server. You specify the file location in the custom asset
configuration. Schedule the FactoryTalk AssetCentre software to back up the
exported switch configuration regularly.

For more details about the custom device plug-in for FactoryTalk AssetCentre,
see the Knowledgebase Answer ID 634595 Building Custom Devices for use
with FactoryTalk AssetCentre Disaster Recovery.
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Server Back up and System

Restore

FactoryTalk® Historian and FactoryTalk® Batch servers produce process system

data to document historical production data. The software configurations,
which create the system data, must be protected along with the data.

Table 13 - Recommended Data Backup

Configuration

Host Environment

Tool

Files Backed Up

Historian configuration and data

FactoryTalk® Historian software

Pibackup.bat

Backup folder contents

Batch configuration and data

FactoryTalk® Batch software

Batch system files

System folder contents

AssetCentre data

SQL server

SQL Management Studio

AssetCentre.BAK

SQL server data

[DBName].BAK

Safe, IT-Managed Location

Historian Server

Consider the following when using FactoryTalk AssetCentre software:
e No single asset (verification or custom asset) is to exceed 1 GB.

e The system is not to exceed 100 assets that are scheduled in a 12-hour
period for one Agent only. Increasing the number of Agents can increase
the load capacity of your system.

Historian Configuration and Data

The FactoryTalk Historian server contains historian points, configurations,
and data that need to be regularly backed up. As a part of the Historian
standard installation, a script file pibackup.bat is installed on the Historian
server. This script is used to back up the Historian server.

The output of this tool is a folder hierarchy that contains all components
necessary to back up and recover the Historian server. We suggest that you
consider separating the historical data from the configuration for scheduling
purposes.

The historical backup data, which is generated by FactoryTalk Historian, is
stored on the Historian server. Consult with your I'T department to determine
the appropriate location to move and store these files outside of the AppServ-
Info (Historian) server.
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Safe, IT-Managed Location

FactoryTalk Batch Server

SQL Server

AssetCentre Server

Batch Configuration and Data

There are multiple components of a FactoryTalk Batch system that require a
backup plan depending on the implementation of your system. See
Knowledgebase Answer ID 538578 ‘FactoryTalk Batch: How to backup and
restore a Batch configuration to a new computer’. Included are files that are to
be backed up for each of the following components of a batch system:

e Batch server files
e Batch client files
e eProcedure’ files

¢ Material manager files

The file contents of the various Batch system components need to be separated
into two groups: (1) configuration or system files and (2) data files.

The configuration files are all files that comprise the Batch project, such as area
models and recipes. The data files are the batch journals that are constantly
created by a running Batch server.

The configuration files and data can be backed up at different intervals to a
safe, IT-managed location outside of your AppServ-Batch server.

AssetCentre Data

FactoryTalk AssetCentre software manages the information that is produced
by each of its assets and processes the data into a SQL server. When performing
a backup of AssetCentre software, nothing must be done within AssetCentre.
To back up the AssetCentre configuration and data, back up the AssetCentre
database in your SQL server.

For guidelines on how to back up your AssetCentre database in SQL, see the
Knowledgebase Answer ID 59541 Backing up and Restoring FactoryTalk
AssetCentre with Microsoft” SQL Server.
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SQL Server Data

The FactoryTalk Alarm and Event History software is configured to log to a
SQL database.

These databases include the following:

e For FactoryTalk Alarm and Event database, go to FactoryTalk®
Administration Console and expand System>Connections>Databases.
Select the database to view the information on the Alarm and Event
Historian Database Properties dialog box.

e For FactoryTalk Historian Asset Framework, the SQL Database ‘PIFD’
contains the Asset Framework data and configuration content.

Backup Verification

We recommend that your system use a dedicated, non-production
environment that is capable of accepting and validating backups. You need a
strategy for how frequently the backups are validated.

System Restore

We recommend that you consider a strategy for recovering and restoring your
PlantPAx system to a known secure state after a disruption or failure.

System recovery and restore to a known secure state means that all system
parameters (cither default or configurable) are set to secure values. If any
security-critical information, such as patches, is installed after the last backup,
the information must be reinstalled. For example:

e Security-related configuration settings re-established
e System documentation and operating procedures available

o Application and system software that is reinstalled and configured
with secure settings

e Information from the most recent, known secure backup is loaded and
the system that is fully tested and functional.
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There are two ways to retain data: archived records and a detailed backup
policy. While archiving provides historical records, backups are typically not
useful unless you can access the data for a restore. You must take the time to
design a retention policy for the reuse of dated materials.

For example, a backed up .ACD file from the Studio 5000 Logix Designer
application could possibly not be saved in the most current version of Studio
5000 environment. Accessing the contents of this .ACD file could be
problematic. But an archived printout of the logic that is stored in PDF format
could help restore a system project.

Secure archived data and make sure that you can search for the data if
requested. There are numerous reasons to archive data, including, but not
limited to, the following:

o Compliance with government regulations
¢ Retention of production knowledge

¢ Reduction of backup storage footprint
Consider the following when developing a backup retention policy:

e Location — Backup information is only worthwhile if retrievable for a
restore. To mitigate risk, duplicate the backup contents to an off-site
location if an 'Act of God' renders the on-site copy unusable.

e Storage — The type of storage medium that is used to backup data can
affect how quickly you are able to restore data. Cloud storage provides
scalable backup potential and requires the least amount of on-site
hardware. But, the cloud requires additional steps if the process facility is
not connected to the enterprise cloud servers. Disk mirroring can
provide the fastest time to restore and smaller data loss intervals. This
process can cost more than periodic backups to a hard disk drive.

e Security — The confidentiality and importance of backup information
must be carefully evaluated. Limit access to the retained backup storage
devices and locations to help reduce the risk of threats. Password
protection and encryption can improve risk mitigation.

e Cost — The cost of backing up a process system can be justified with one
application configuration restore. The time alone to re-engineer a
process configuration can justify the cost of physical media and I'T
infrastructure. Automated backup policies can reduce time and money
for IT to complete regular backups.

Rockwell Automation Publication PROCES-UM100A-EN-P - October 2020



Asset Management ~ Chapter 6

System Storage Rates

The following tables provide an estimate of storage usage for a PlantPAx
system. Evaluate your system size and adjust appropriately according to your

corporate policy.

Table 14 - System Operating Assumptions

Description small " Medium? Largem
Alarms SQL database 20 50 100
(alarms/min according to the ISA 18.2 peak alarm rate)

FactoryTalk Historian Event Frames SQL database 250 500 1000

(event frames per hour)

FactoryTalk AssetCentre SQL database 2 5 10
(commands/min per PlantPAx audit log guidelines)

FactoryTalk Historian points 5000 10,000 20,000
Table 15 - Storage Rates

Description smallV Medium? Large(”
Microsoft SQL server 4 GB/month 5 GB/month 9 GB/month
FactoryTalk Historian server 2 GB/month 3GB/month 6 GB/month

(1) 3000 I/0 points and 10 operator workstations
(2) 3000 1/0 points and 25 operator workstations
(3) 5000 I/0 points and 50 operator workstations
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Notes:
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FactoryTalk® Historian SE software captures data for reports to help maximize plant-floor objectives and productivity.
The software collects historical points in the system to produce analytical data. Analytical data includes process variables,
trends, estimations, and statistical reporting.

For a PlantPAx’ system, it is recommended to implement more than one historian server to create a collective of historian

servers. A collective provides higher availability with continuous access to data during planned and unplanned outages.
Adding redundant node interfaces is also recommended to send time-series data to all servers in the collective.

Quick Start

To streamline the FactoryTalk® Historian SE software configuration, follow this quick start. For experienced users, each
step outlines requirements. For more detailed information, follow the referenced links.

@ Configure Servers for a Collective

A collective is a group of historian servers that pool their data resources for high availability.

e You need two or more historian servers for a collective.
o There are requirements for initial configuration, such as the firewall, trusted connections (certificate), and security settings

e Configure PI SDK connections to the historian server on all computers that access historian data.

For more information, see Configure Servers for a Collective.

@ Configure Redundant Node Interfaces

The FactoryTalk® Administration Console contains configuration for server connections and node interfaces.

e A Historian server connection specifies the name of a Historian server or Collective.
o A data collection interface is then created to collect data from an end device.
¢ A node interface is defined by selecting the type and computer (PASS02A in the example) hosting the interface.

¢ Create a common folder, on the PASS (PASSO1 in the example) with the FactoryTalk® Directory, for synchronization of
redundant node interfaces.

o Configure the connection between the Node Interface and the Historian server

o Configure the FactoryTalk® Live Data interfaces between the PASS servers and the Historian servers.

For more information, see Configure Redundant Node Interfaces.
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@ Enable Performance Monitor

An interface (PIPerfMon) is available to log system resources for health and performance.

o Create a PIPerfMon system ‘user’ on the domain controller.
o Configure the PIPerf Mon interface after initiating on the FactoryTalk Directory.
e Create and verify interface health points.

¢ Enable communication paths.

For more information, see Configure PI Performance Monitor.

@ Configure Pl Buffering

PI Buffering helps protect data in the event a client loses connection to the Collective.

o For added security, configure a user account on the domain controller to run the PI Buffer Subsystem service.

o Conlfigure security mappings specifically for the user account.

For more information, see Configure PI Buffering.

@ Configure Data Collection

FactoryTalk Historian software uses historical points (tags) in the system to produce analytical data for reporting.

e Create or Import Digital States.
e Create Historian Points.

o Define digital historical points.
o Configure Asset Framework.

o Finds system faults.

o Generate reports in PI Builder.

o Configure tags with the PlantPAx” Configuration Tool.

For more information, see Configure Historian Data Collection.
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Prerequisites Following the System Workflow, configure application servers.

A historian application in a PlantPAx system requires:
Application ]
Servers e Domain controller

e Process Automation System Server (PASS) hosting the FactoryTalk’
Directory (PASS01)

l e Process Automation System Servers (PASS) for node interfaces
--------------------------- (PASS02A, PASS02B)

o Engineering Workstation (EWS)
e Operator Workstation (OWS)
e SQL standard or SQL Express database server

e Asset Framework server

When you deploy a FactoryTalk Historian application in a PlantPAx system:
e Install FactoryTalk Historian servers as a collective.

¢ Configure a Performance Monitor interface.

The following software must be available:
e FactoryTalk Historian SE Server
e FactoryTalk Historian Asset Framework Server
e FactoryTalk Historian Asset Framework SQL database
e DI Builder Excel® add-in

Your must be familiar with the following utilities:

e PISDK - An object-oriented library that is designed for customizing
applications

o Powershell - Command-line shell and scripting language.

For more information, see this additional resource.

Resource Description

FactoryTalk Historian SE 7.00 Installation and Configuration | Installation, configuration, and troubleshooting of FactoryTalk Historian Site Edition software.
Guide, publication HSE-IN025
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Engineering Workstation (EWS)

PASS02A
FactoryTalk® Live Data Server
Primary Node Interface

Historical Data

164

Required PlantPAx Elements

Configuring historical data collection requires access to the following
equipment. All equipment must be physically installed prior to using this
document.

m) .-

Operator Workstation (OWS)

(i |
PASSO1
FactoryTalk Directory

Domain Controller

| [T |
CCCOCCC O SE s |
EEESESESESEREREEE .
PASS028 i AppServ-Info AppServ-Info
FactoryTalk Live Data Server Historian (ASIHO1) Historian (ASIH02)
Secondary Node Interface Primary Secondary

In a PlantPAx system, the FactoryTalk Historian SE software collects, stores,
and manages data. The software includes these hardware and software
components:

o Data Sources - Plant floor devices and instruments that generate data,

typically controllers. Other Data Sources can include external databases.

Historian SE Interfaces - The FactoryTalk Historian node interface
enables process data to be passed between a FactoryTalk® Live Data
Interface (for example, FactoryTalk® Linx) and a FactoryTalk Historian
server. Each instance of the interface can provide data to a single
FactoryTalk Historian server or collective.

Historian SE Server - Compresses and stores the collected data and acts
as a data server for Microsoft® Windows-based clients applications. It is
also possible to use the Historian SE server to interact with data that is
stored in external systems.

Historian SE Clients - Microsoft Windows-based applications that are
used by plant personnel to visualize the Historian SE data.

Historian Asset Framework - Asset Framework replaces the Historian
module database (MDB) with a Microsoft SQL server database for
improved scripting and reporting.
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COnfigure Servers for a A collective is a configuration of multiple servers that act as a logical server in

Collective your Historian database to provide high availability (HA), disaster recovery,
load distribution, and increased scalability. Each server in a collective is called a
member of the collective. When the primary member in a collective becomes
unavailable, a secondary collective member continues to collect and provide
data access to your Historian clients.

Create Firewall Rule for Historian Servers

To create a server collective on computers that have the Windows® Firewall
turned on, you must manually open the TCP 445 port between the two
EHENIRNSY | % % computers. Perform this section on both the primary and secondary Historian

SCrvers.

ASIHO1
ASIH02 1. Go to Control Panel > Windows Firewall settings on the Historian

Server.

2. In the Advanced Settings, select Inbound Rules and create a New Rule.

For the new rule, specify the following:

On This Page Configure

Rule Type Select Port

Protocol and Ports Configure Specific Local TCP Port as 445

Action Allow the connection

Profile Apply the rule to the Domain, Private, and Public

Name Type a name for this rule (Collective Connection in the example)

Change the Historian Server Identification

IMPORTANT  When planning to use a collection of Historian servers, serverIDs must be
unique. You must change the serverlD on any additional servers, particularly
o % if the server is cloned or sourced from a virtual template.

ASIHO2 To change a server ID, complete these steps.

1. Go to c:\Program Files\Rockwell Software®\FactoryTalk Historian
\Server\adm

2. Enter ‘emd’ in the address bar to open a command prompt window in
this directory.
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3. Enter the following commands.

Command

Purpose

pi config

Open the command-line administration tool for the
Pl Data Archive

table piserver

Open the piserver table

mode edit

Set the required mode of operation to edit

istr name, serverID

Allows you to edit the hostname and serverlD

<hostname>, <new serverlD>

Specify the new server name.
<hostname> = hostname of the Historian server
<new serverlD> = new server ID

@exit

Saves the information and exits the tool

The serverID is a unique identifier (UID), a 32-character string
representing each Historian server identification. You can make up your

own arbitrary string.

B Administrator: Cornmand Prompt

1 Records Edited

adcf-azbbafdfh

Program Files‘Rockwell S “FactoryTalk Histori

4. The next time you access the secondary Historian server, a Server 1D
mismatch prompt appears. Select 'Accept the New ID' to continue.

Set Initial Security Settings

For any Historian server that is going to join a Collective, security settings
must be considered for each initial connection. To simplify the connection

servers. After the initial connection, the security levels can be modified as

ASHOT needed.

ASIH02

e E % process, reduce the security levels of both the primary and secondary Historian

1. Go to Rockwell Software > FactoryTalk Historian SE > System

Management Tools.

2. Select the server in the Collectives and Servers section.

3. In the System Management Tools section, select Security > Security

Settings.
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4.

5.
6.

Set the slider to its lowest point and click Save.

 Security Settings - Pl Systern Managernent Tools (Administrator) = m] *

File  View Tools Help

Servers @ @
Search jel
Ser Server - ASIHOT
ErVErs

| SHT 52 Disable AP trusts
— % Disable SDK tusts
& Disable explicit login

& Disable explicit login for piadmin
% Disable blank passwords

System Management Tools E Save
Search P

Alarms

Batch

Data

Interfaces

IT Poirts

Operation

Points

w Security

Database Security
Firewall
|dentities, Users, & Groups
Mappings & Trusts

Session Record

ASIHOT Administrator | piadmin

Repeat the settings for the secondary server.

For the security setting changes to take effect, restart the servers.

Create Connections Between Historian Servers

The PI SDK Ugtility is used to create the connection between the Historian
servers. This action is required on both servers before creating a collective.

ASIHO1
ASIH02 z

3.

4. Enter the server name in the Network Path dialog box and accept the

Go to Rockwell Software > FactoryTalk Historian SE > FactoryTalk
Historian SE System > PISDK Ulility.

Select Connections and then right-click on the empty area next to
the servers.

Select Add Server.
@ plsDK Utility &dministrator) — [m] *
File  Buffering Toals Connections  Help
E“' S0k O & asiHot Metwork Node: ASIHOT
{0 About PISDK
5 L Foit Humber, ~
G @R TR ) Cumfouilt LLoms bl s piadmin
G t
148 Tools e 0 Seconds
) Message Log Connzetas.. & Seconds
.;i Support Data Disconnect
@) Error Lookup
= Refresh F3
B Tracing Setup s Fi3
& KST Cleanup | I Add Server... Ihs I | 3adB8708-4a10-42ba-Bfd6-c05c9
Rernowe selected Server  Del

Connected User,
IP &ddress:
FlVersior:

DOperating System;

Save

Default Server: ASIHOT

rest of the default settings.
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5. Remove any servers that are not necessary.

6. To verify the connections, go to Security Settings > PI System
Management Tools (Administrator.)

This example shows servers ASIHO1 and ASTHO2.

T Security Settings - Pl Systern Managernent Tools (administrator) - O x
File  View Tools Help

Servers 2 | @

Search 2 i
- Server - ASIHO1
Servers
A5IHOT q‘ % Disable 4P/ trusts
ASIHD2 — 3% Disable SDK hsts
=2
—— %g Disable explicit lagin
%g Disable explicit lagin for piadmin
Szg Disable blank passwords
System Management Tools B G
Search jel
Alarms
Batch Server - ASIHO2
Data m 34 Disable 4P| trusts
Interfaces .
IT Points ,.:—-__—_é % Disable SDK tusts
Operation — % Disable explicit login
zomst % Disable explicit login far piadrin
v Secuity
Datahase Security % Disable blank passwords
Firewall
|dentities. Users. & Groups — Yarz w

Mappings & Trusts

Security Settings ST el

ASIHOTWAdministrator | piadmin

Create the Historian Now that the servers are configured, you can create a Collective by using the PI
Collective Collective Manager.

Go to Rockwell Software > FactoryTalk Historian SE> FactoryTalk Historian
SE System > PI Collective Manager and complete these steps:

PRTTEY | On this Dialog Box Action
: % Create New Collective Initial Page « Select | have verified my backups are valid
« Select | have verified my Plinterface servers
ASIHO1 configuration
(reate New Collective - Existing or New Primary Select a newly installed Pl server
Create New Collective - Select Primary and Collective | Select the Collective Primary server and define
name the properties.
Create New Collective - Select Secondary Servers Select the Collective Primary server and define
the properties.
Create New Collective - Select Archives « Accept the default number of archives to be
copies
+ Accept the default location for the temporary
backup
Create New Collective - Verify Selections Verify the information
Create New Collective - Conversion Progress Verify the conversion progress is completed
Server ID Mismatch Select Accept the new ID
Create New Collective - Finished Acknowledge the creation of the collective

168 Rockwell Automation Publication PROCES-UM100A-EN-P - October 2020



Historical Data

Chapter 7

11 AR
TITTTIT L T ITITAx

Delete the Default Security Certificate

Historian Collectives support certificate-based authentication for each server.
To verify the system uses a valid security certificate, start by deleting the default

1= or cloned certificate on the Primary Historian server. This is a required step if
= the server was cloned or sourced from a virtual template.
ASIHO1

search field.
2. Click Enter.

3. Expand the Certificates folder > OSIsoft LLC Certificates >
Certificates.

4, Delete the default certificate.

1. To access Certificate Manager, click Start and type certim.msc in the

EFile Action  View Favorites  Window  Help

e rnE 4R XER HBE

Consolel - [Console Roof\Certificates (Local ComputernOSlsoft LLC Certificates\Certificates]

| Console Root

~ [ Certificates {Local Computer)
| Personal
| Trusted Root Certification Authorities
_| Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers
| Untrusted Certificates
_| Third-Party Root Certification Authoi
| Trusted People
_| Client Authentication |ssuers
| Preview Build Roots

w || DSlsoft LLC Certificates

_| Rernote Desktop

| Smart Card Trusted Roots

| Trusted Devices

_| Web Hosting

_| Windows Live ID Token lssuer

< >

~
Issued To

Issued By Expiration Date
Open
All Tasks >

Cut
Copy

Properties

Help

Intended Purposes

Deletes the current selection,

Actions
Certificates

hMore Actions
AppSery-Hist

hMore Actions
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Generate a New Security Certificate

Code provided by OSIsoft will generate a new security certificate, that
afterwards is to be imported on all other Historian servers in the collective to
authenticate.

IMPORTANT  Due to the electronic formatting of this user manual, the code may require
format corrections if copied from here. Also note the <PlantPAx
AppServ-HIST Virtual Template 5.0 VL> virtual template will contain
properly formatted code on the user desktop.

1. On the Primary Historian server, copy the script as shown and paste
into Notepad.

SCertStorePathName = "Cert:\LocalMachine\OSlsoft LLC Certificates"
if(I(Test-Path SCertStorePathName))

{
New-Item -Path $CertStorePathName

}
if( (Get-Childitem -Path $CertStorePathName | measure).count -eq 0)

{
SmyFQDN=(Get-WmiObject win32_computersystem).DNSHostName+"'+(Get-WmiObject win32_computersystem).Domain

SDNSName = @(SmyFQDN)

#SNewCert = New-SelfSignedCertificate -CertStoreLocation Cert:\LocalMachine\My -FriendlyName $myFQDN $DNSName -Provider "Microsoft Enhanced RSA and
AES Cryptographic Provider" -HashAlgorithm "SHA256"

SNewCert = New-SelfSignedCertificate -CertStoreLocation Cert:\LocalMachine\My -DnsName $DNSName -NotAfter $(Get-Date).AddYears(100)

Move-Item SNewCert.PSPath -Destination $CertStorePathName
else

Write-Host("Invalid number of certs detected in OSlsoft LLC certificate store -- please ensure there are no certificates already configured in " + $CertStorePathName)
2. Use Notepad to remove any new lines, where contiguous code is
wrapped.

You can backspace new lines to rejoin the prior code statements.
For example:

C Cercificaces®

mafc Enhanced RSA and ALS Cryprographic Provider® -Hashilgeriths "SiEAZSe"
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After the scripting code is realigned, launch an administrative
PowerShell window.

Copy the script from Notepad and paste into PowerShell.

Click Enter to generate a security certificate.

Return to the MMC window and refresh the window. To verify the
OSIsoft certificate was recreated.

The name should represent the computer name and domain.

Export the Security Certificate

To transfer the new security certificate to all other Historian servers in the

1.

Collective, the certificate must be exported as a PFX file.

While still on the Primary Historian server, in the MMC window, select
the certificate that you have generated and select All Tasks > Export.

'E‘ certlim - [Certificates - Local ComputeiOSlsoft LLC Certificates\Certificates) S [m] x
File Action View Help

e nm 4aXER B

G Certificates - Local Computer Issued To Intended Purposes Friendly Name

| Persanal
| Trusted Root Certification &u
| Enterprise Trust
| Intermediate Certification &u
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certificatior
| Trusted People
| Client &uthentication Issuers
| Preview Build Roots
| Local MonRemowvable Certific
~ [ | OSlsoft LLC Certificates
| Certificates
| Remote Desktop
| Certificate Enrollment Reque:
_| Stmart Card Trusted Roots
| Trusted Dewices
| Weh Hosting
| Windows Live ID Token Issuel

< >

Open
Al Tasks

Cut

Copy
Delete

Properties

Help

Issued By

>

Expiration Date
0 -

Export a certificate

2. From the Certificate Export Wizard, complete these steps.

On these Wizard Boxes

Action

Welcome window

+ Select Next
« Select Yes, export the private key and select Next
+ Leave defaults, and click Next

Security

« Typea password, confirm, and click Next

File to Export

« (lick Browse and type a name for the storage
location on your computer

+ (lick Next

« Select a file name and dlick Finish
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Import the Security Certificate

The new security certificate must be imported on all other Historian servers in

the PI Collective Manager software or the Windows Certificate Manager.

E— % E the Collective before it can synchronize. The import can be done using either

ASIHO1
ASIH02

Manager:

1. Select the Historian server and select Import Certificate.

For each Historian server, you must copy the new security certificate PFX file
first before using one of the following procedures. From the PI Collective

% PI Collective Manager (Sdministratar)

File  Edit Help

- ]

o

Fix Certificate Issues..,

Save

Collectives Collective Mame:  |4SIH01 Callective ID:
<L AsIHOT et bd247E3-Hd77-4164-5a8f-2837000| | .
Last Configuration Status:
Changs Tme:  |21ub202013:4427 | [Good |
Force Sync
Reinitialize Server..,
Add Senver...
Remove Server ASIHOZ ~
%]
Refresh
Impart Cemﬁcate..l |

Close

2. Browse for your PFX file.

3. Open the certificate and provide the password for this certificate to

import the certificate.
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Reinitialize the Secondary Server

Perform this task from the Primary server to synchronize the certificates of any

other Historian servers in the collective.

g [
N 1. From the Collective Manager, select the Secondary server.
ASIHO1 2. Select Reinitialize Server.

% Pl Collective Manager (Administratar)

File  Edit Help

~ Connection Status

Hame
The member server computer hosthanne.

Collectives Collective Mame: |ASIHO1 Collective 10
% ASIHO et |h424?833-ld??-41 £4-3521-28370007bfc |
Last Configuration Status:
Change Time:  |27-4pr2020082411 | [Good |
+ 8|
e e
ASIHD Faorce Sync
Reinitizlize Server.. [
-Alv ar  Add Server,.,
ICES Fa
-{ &8 Remowe Server
v Abtril ~
MNamd (@]  Refresh ASIHOZ
Desc)
Colle Import Certificate, ., ASIHOT
FaD Fix Certificate lssues..,
Role Secondary
CommPeriod 5
SyncPeriod 10

Save

Close

From the Archives window, click Ne

Verify the backup location and click

D

XC.

Next.

When the sync process completes, click Finish.

another Computer to Historian Server.

7. If the synchronization fails, verify all firewall settings, certificates, and
matched server or collective IDs. Then, try again.

If sync problems remain, contact Technical Support.
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Client to Server Connections

174

EWS ows

% E TR

PASS02A
PASS028

Domain
Controller

— -—
E
el
—_—
nmng <
B

[}
-_—
-—
—_—
-]

ASIHO1
ASIH02

-]

For all servers and workstations that require access to Historian data, use the
PI SDK Utility to add a connection to a Historian server or Collective of
servers. This includes the PASS servers (PASS01, PASS02A & PASS02B),
EWS, and OWS workstations.

Connect another Computer to Historian Server

For each computer that requires a connection to the collective, complete
these steps:

Go to Rockwell Software > FactoryTalk Historian SE > FactoryTalk
Historian SE System > PISDKUztility.

Select Connections and then right-click on the empty area next to the
servers to add a new server.

Enter the server name in the Network Path dialog box.

TIP  Ifyou are using a collective, enter the primary server.
Select the box next to the new server.

The server appears in the middle of the utility for a successful
connection.

@
File  Buffering  Toals  Connections  Help
a@; SDK % ASIHOT Netwerk Node: ASIHD v
About PISDE
S Part Number: 5450
& Connections
@ Snapshot Tool Detault User Mame:

Remove any server connections that are not necessary.
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Historian to FactoryTalk

Directory Connection

EWS

Use the FactoryTalk® Administration Console to add the FactoryTalk
Historian server connection to the FactoryTalk Directory.

Go to Rockwell Software > FactoryTalk Administration Console and
select ‘Network’ for the directory you want to use.

Go to Network > System > Connections > Historical Data and select
New Historian Server Connection.

File ‘Wiew Tools Window Help
1=

Explorer n
=& Netwark (PASS0T)

s FTViewDermo

o InstantFizz

= Systern
-2 Action Groups
#1210 Palicies
+20 Computers and Groups
+ 35 MNetworks and Devices
+120 Users and Groups
50 Connections

| Databases
@
i LE Hismricl Mew Historian Server Connection.. I
L0 Perrnissior
a Security...

|
Select the Server or Collective Name and click Test Server Connection.
If the connection is good, a green check mark appears along with the text

'Server Found.

Server or Collective Name:

[asiHOT v

Test Server Connection | @ Server found

In the FactoryTalk Administration Console, go to Network > System >
Connections > Historical Data > Production Historian and
choose Properties.

Select the Licensing tab and enter how many licenses are stored
on the server.

o Ifone license is stored locally in each collective server, enter '1' in the
Assigned column.

e Ifboth activation licenses are on the activation server, enter 2’ in the
Assigned column
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s Create a Data Collection Interface

as Logix 5000 controllers, and pass it to the FactoryTalk Historian server or

m A data collection interface is used to collect data (tags) from data sources, such
collective.

The FactoryTalk Administration Console is used to create and configure the
data collection interface.

1. Usingan EWS, launch the FactoryTalk Administration Console and
expand Historian server connection.

When a new FactoryTalk Historian server is added, a default node
interface is created along with a name FTLD and ID 1 (FTLD1).

2. Delete the default node interface FTLD]1.

3. Select the Historian server connection and select New Data Collection

Interface.
W FactoryTalk Administration Console - O X
File View Tools ‘Window Help
&
Explarer n

=5 Metwork (PASS0T)

& FTviewDerno

i InstantFizz

=L Systemn
[0 Action Groups
+1[10 Palicies
#[20 Corputers and Groups
+ @& Metwarks and Devices
(20 Users and Groups
320 Connections
[0 Datahases
[C Histatical Data

[0 Historical Data b Delete

Fermission Sets I Mew Data Collection Interface.., I

Security...

4. Select the Interface Type: (FactoryTalk Live Data), Name: FTLD and
ID: 1 and choose the computer hosting the interface.
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PASSO1

For example (PASS02A) where the remote FactoryTalk® Linx data

SCIrver runs.

(@ Data Collection Interface Properties

General  Sean Classes
Interface Type:

FactaryTalk Live Data

Description

Name:

dFT R

1D:

Default FTLD interface created by the FTH configure wizard

Compuler hosting the interface:

|

FactoryT alk Historian Server Connection:
Production Historian on

Service Status

Mew

Launch Interface Configuration Utiiy...

2l —

Startup Type: | Automatic

Cancel

Apply

IMPORTANT  When redundant node interfaces exist (PASS02A & PASS02B), only one data
collection interface is required, and it references the primary (PASS02A)

node interface.

Create a Synchronization Path for Redundant Node Interfaces

A common folder is used for files that are used for handshaking and
redundancy. This folder is created on the PASS server that hosts the

FactoryTalk Directory.

Synchronization
Folder

F1D

ASIHO1

PASSO1 E

PASS02A

PASS028

1. On the PASSOI, create a new folder on Local Disk (C:) named

FTHSE_Failover.
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2. Specify these properties for the folder.

From this Location Configure

Sharing Tab Advanced Sharing

Advanced Sharing « Select Share this folder
« Select Permissions

Permissions for FTHSE_Failover Add the group Everyone

Select Users, Computers, Service Accounts, or Groups | Select Object Types

Object Types Select Computers

Select Users, Computers, Service Accounts, or Groups

Enter the PASS servers used as Node Interfaces as the
object names to select

Select Users or Groups X

ject type:

o
‘usm, Groups, or Builin secuity principals ‘ Obiect Types.

Fram tis location:

| PrantPas Fiockmellsutomation com | | Localions.

Erter the objsc! names (o select (example<)
PASS024; PASSOZ8 Check Names

Advanced Cancel

Permissions for FTHSE_ Failover

Allow Full Control, Change, and Read permissions for all
Node Interface servers

A FactoryTalk Historian node interface enables process data to be passed
between a FactoryTalk Live Data server and a FactoryTalk Historian server.

Synchronization
Folder

PASSO1

ASIHO1

A PlantPAx system with redundant data servers requires configuration of the
node interface on the primary and secondary servers (PASS02A and

PASSO02B).

The PI Configuration Utility (PI ICU) is an application that aids in system
management by consolidating the setup and configuration options of each

node interface. PI ICU allows you to:

o Configure all interface parameters

e Manage, start and stop interface service

e View and configure interface service dependencies

¢ Configure and run buffering

o Conlfigures the Universal Interface (Unilnt)
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a

PASS02A

Unilnt provides generic functions required by most interfaces, such as
establishing a connection to the Historian Server node and monitoring the
Historian Point Database for changes. To minimize data loss during a single
point of failure within a system, Unilnt provides two failover schemas: (1)
synchronization through the data source (Phase 1) and (2) synchronization

through a shared file (Phase 2).

Phase 1 Unilnt Failover uses the data source itself to synchronize failover
operations and provides a hot failover, no data loss solution when a single point
of failure occurs.

Phase 2 Unilnt Failover uses a shared file to synchronize failover operations
and provides for hot, warm, or cold failover. The Phase 2 hot failover
configuration provides a no data loss solution for a single point of failure
similar to Phase 1.

IMPORTANT  In this section, only Phase 2 Unilnt Failover is addressed.

The Unilnt failover scheme requires the data source to be able to communicate
and service data to two interfaces simultaneously. Additionally, the failover
configuration requires that the interface supports outputs. A redundant
solution requires two separate interface nodes communicating with the data
source.

In a hot failover configuration, the interface copy that is in a backup role
collects and queues data in parallel to the interface that is in the primary role.
The interface in the backup role does not send the data that is collected to the
Historian server. However, if a failover occurs, the interface immediately sends
its data to the Historian server.

Configure a FactoryTalk Live Data Primary Interface

The primary interface goes on PASS02A and connects data servers to the
historian database.

1. Go to Rockwell Software > FactoryTalk Historian SE > Interface
Configuration Utility and select the interface.

For example, select 'FTLDintl (FTLDInt1)->ASIHO1!
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2. Ifthe Interface ID is not already ‘1), change it to ‘I’

M Pl Interface Configuration Liility - FTLDInt1

Interface  Tools  Help

0 X 4 5 @ @
1

ASIHOT
j Rockwell FactoryTalk Live Data

|Inlellace.

Type: [FTLDInt

j Rename

Fl Data server Connection Status

Description: ‘Delault FTLD interface created by the FTH configure wizard.

# ASIHO PlantPar Rockw

¥ Witeable
Wersions. ‘FTLD\nt exe version 4.6.0.60 Urilnt version 4.6.060
General Gereral Pl Host Information
gTLD\nt Pairt Sowrce:  [FTLD J Server/Collective: [251H01
ervice _——
Unilrt AL | || soKMember  [asihat =
ailover
APl Hostname:  JASIHON.PlantPas Rockwelld
Health Paints
Performance Counters | Interface |D: u User: piadmin | FTH&Administrators | FTH
Performance Points . l—
B SDK S Tope: Primnary - F13
Disconnected Startup Wersion 3.4.415.1188
Deb &
i Scan Frequency Fort 5450
10 Rate 74
Interface Status 1
+ 005 2
nterface Installation Pat
<01 5 Interface Installation Path
~ 025 4 |C:Pragram Files [s861Rocksell SaftwaretFact:
:‘; 2'5 : Interface Batch Filename
< > [FTLDIAM bat
Ready Stopped FTLDInH - Installed

3. Select Service and do one of the following:

o If prompted, select Yes. The PIICU sets the PIBufss service to be a

dependency of FTLDintl.

e Ifyou are not prompted, you must scroll down the Services list and
set the PIBufss service to be a dependency of FTLDintl.

4. Go to Unilnit > Failover and select the following:

Location

Action

Unilnit Failover

Select Enable Unilnit Failover and Phase 2

UFO Type

HOT

Synchronization File Path

Path = Network > pass01 > FTHSE_Failover
directory (that was created in the previous section)

Eﬂ Plinterface Configuration Utility - FTLDInt1 ™

Interface  Tools  Help
NS XA P> BR e

Interface: ‘FTLD] [FTLDIN] -» ASIHOT

Type: FTLDInt | FRockwell FactomT alk Live D ata

j Fename

Pl Data server Connection Status

Drescription: ‘Default FTLD interface created by the FTH configure wizard.

_f? ASIHO PlantPax Rockw
v ‘Wiiteable

Wersions ‘FTLDInt exe verzion 4.6.0.60

General
FTLDInt I¥ Enable Unilnt Failover

|LIn|Int wersion 4.6.0.60

" Phase

|\\F‘AS SO2ZAMFTLDINT

Se{wce Failower IDH for this instance: ‘1
Urilnt
Failover Failover ID# of the other instance ‘2

Health Paints
Performance Counters
Performance Points

Erowsze

I Do not failover when both interfaces lose connection to Pl
™ Failover contral bags are unsolicited [not scan based)

o Rate at which the heartbeat point iz updated/checked:  [5000 millizeconds

Disconnected Startup LIFO Tppe: Swynchronization File Path:
Debug HOT | j | | Browse I
10 Rat
Inter:a:astatus Status | Tag | Erdesc | FointSouce ~
Not Created ASIHOM-FTLDInt_1_FTLD_LFOZ_ActivelD [UFOZ_ActivelD] FTLD
Nat Created  ASIHO1-FTLDInt_1_FTLD_UFOZ2_Heartbeat_1 [UFO2_Heartbeat:1]  FTLD
Nnt Created ASIHO-FTI DRt 1 FTID TIFN? Heartheat 2 NIFNZ Hearthrat?l  FTIN o
< >
Feady Stopped FTLDInt - Installed
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PASS028

Server ASTHO1"
UFQ Type: Synchronization File Path
|HDT ﬂ |\\PASSm\FTHSE_FaiInvar\FTLDInl_FTLD_1 dat

5. Right-click the tag area and select 'Create UFO_State Digital Set on

Browse

Status Ta

| Exdesc

| PaintSource A

ot Created ASIHOT-FTLDInt
Not Created  ASIHOT-FTLDIRE

Create UFO_State Digital Set on Server ASIHOT... |
v

Mnt Created ASIHOT-FTI Dink
<

The active ID value is located ar Delete all points (UFO Phase 2)
The primary interface active [0 v Correctall paints {UFO Phase 2)

primary. The value of n must be a

Create all points (UFO Phase 2)

~

]

In the tag area, select ‘Create all points (UFO Phase 2')
When the status for FTLDIntl_UFO2_ActionID tags changes to

'Created, select Apply.

The 'Unilnt Failover’ configuration is not complete until the 'Other’
interface is selected' message appears.

Configure a FactoryTalk Live Data Secondary Interface

The secondary interface goes on PASS02B and connects data servers to the
historian database. The configuration is provided in a .BAT file.

Go to Rockwell Software > FactoryTalk Historian SE > Interface

Configuration Utility.

Select the folder symbol to create a new interface instance from a .BAT

file and enter this information.

From Location

Action

Open Interface Configuration File Dialog Box

Select the LDInterface folder

Interfaces > LDInterface directory

Select C:\Program Files (x86)\Rockwell
Software\FactoryTalk
Historian\PIPC\Interfaces\LDInterface\ directory

The Select Host Pl Data server/collective dialog box

Select the hose PI Data server/collective and the
collective member

Service > Service Configuration >Display name

Enter FTLD1

General > General > Interface ID

Enter 1

Unilnit > Failover > Unilnit Failover

Select Enable Unilnit Failover
Select Phase 2

Unilnit > Failover > UFQ Type

Select HOT

Unilnit > Failover > Synchronization File Path

Path = Network > pass01 > FTHSE_Failover

Unilnit > Failover > Unilnit Failover > Failover ID# | Enter2
for this instance
Unilnit > Failover > Unilnit Failover > Failover ID# | Enter 1

for the other instance

Select the interface file (FTLDInt_FTLD.bat.bak) on
the secondary server

Synchronize UFO settings dialog box

Select yes to synchronize the UFO settings
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-_—

-_—

—
?

PASS02A

3. The failover and synchronization information appears in the respective

fields.

Unilnt Failoser
[¥ Enable Unilnt Failover " Phase 1 * Phase 2

Failovver D for this instance: |2 [\PASS0ZENFTLDING
Failover D4 of the other instance: |1 |\\PASSDZA\FTLDIHI1

[ Do not failover when both interfaces lose connection ta P
[~ Failover control tags are unsolicited [not scan based)
Rate at which the heartbeat point is updated/checked:  |G000 milliseconds

UFO Type: Sunchronization File Path:

*| [WPaS3014FTHSE_Falover\FTLDIM_FTLD _1.dat Browse

4. In the PI Interface Configuration Utility window, select Apply.

Return to the Primary PASS (PASS02A)

1. Select the interface path for the second interface.

Unilnt Failover

IR | [V Enable Unilnt Failover " Phase 1 ¢ Phase 2
Failover |0 for this instance: [t [vPassO2ZAWTLDINM
Fallover |04 of the other instance: 2 [WPASSOZBAFTLD It K| Browss

[ Do not failover when bath interfaces lose connection to PI
[ Faileever control tags are unsolicited [not scan based)

Rate at which the heartbeat paint is updatedéchecked:  |5000 millizeconds

UFO Type: Synchionization File Path;
|HDT ﬂ ‘\\passm\FTHSE_Fa\Inver\FTLD\nt_FTLD_1 dat Browse
Statuz | Tag | Exdesc | PointSource A
Mot Created AS5IHO1-FTLDIN1_FTLD_UFO2_ActivelD [UFD2_ActivelD] FTLD

Mot Created ASIHOT-FTLDIn_1_FTLD_UFO2 Heartbeat_1 [UFOZ_Heartbeat1]  FTLD
Mrt Created &SIHMN-FTI Dint 1 FTI D TIFN? Heartheat 2 MIFN? Heatheat?1  FTID
<

2. Go to Control Panel > Administration Tools > Services and select
Properties for FTLD1.

. Services (Local)

Stop the service
Pause the service
Restart the service

&k FactaryTalk WViewPoint Strin.,

Description:

Oslsoft FTLDINt1 Interface Service ntl |

hanual

<

3. From the Log On tab, Select Log on as Local System Account.
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FTLD1 Marne Description Status Startup Type
ElFactonyTalk ViewPoint Adm.. FactoryTalk YiewPoint &dministrat,.  Running  &utomatic
EkFactonyTalk ViewPoint Alar..  Passes alarmn data to WiewPoint Running  Automatic
Ll FactonyTalk ViewPoint Histo.. Integrates FTWiew Datalogging an...  Running  &Automatic
FactoryTalk ViewPoint Reci..  FactoryTalk ViewPoint Recipe Servi..  Running  Automatic
FactoryTalk WiewPoint String Service  Running  Sutomatic

Start E
(Default FTLD interface created by the 8 Running  Automnatic
FTH configure wizard.) ELFTSysDiagSvcHe Stap Diagnastic Services f...  Running  Automatic
L FTWiew Shared £ Pause sl directories and rerm., Running  Autormatic
Gl FTvienServiceH Resume Running  Automatic
“EkFunction Discow Retrt T service hosts the Fu.., hanual
ChFunction Discow s computer and resou.., Manual
&) Geolocation Ser Al Tasks * nonitors the current L., Running  Manual (Trig..
&k Group Policy Cli Refresh responsible forappl..  Running  Autormatic (T..

Ll Harmomny
ElHuman IntErfac maintains the use of.., Manual (Trig..,

~

ELHV Hast Service Ml aterface for the Hype... tanual (Trig...
LhHyper-WDataBxooocoye o oo owee < .echanism ta exchang... Manual (Trig...
&) Hyper-W Guest Service Inter., Provides an interface for the Hype.., Manual (Trig..,
&k Hyper-W Guest Shutdown S...  Provides a mechanism ta shut do... tanual (Trig...
L) Hyper-¥ Heartheat Service Monitars the state of this virtual m... tanual (Trig.., ¥
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4. In the PI Interface Configuration Utility window, select Apply and Play

P to start the primary service (if not already running).

£ Pl interface Configuration Litility - FTLDInt1 - [m] X
Interface  Tools  Help

s X | M@ R E e

Interface:  [FTLD FTLDIAH] - ASIHOT | Rename
Type: 'm Fockwel FactonT ok Live Dats Pl Data server Connection Status

& ASIHD PlantPax Rocke

Description: |Defau|t FTLD interface created by the FTH configure wizard. ¥
¥ Wiiteable

Wersions:  [FTLDInL exe version 4.6.0.60 [Drilrt version 4 6.0.60

5. Select Yes if asked "Would you like ICU to start this service for you?'

Return to the Secondary PASS (PASS02B).

1. Select the Interface that was created earlier and click Play P tostart
the secondary service.

-— B o =
£ Pl interface Configuration Litility - FTLDInt1 - [m] X
—
Q Interface  Toals  Help
PASS028 . Eele T
02
Interface:  [FTLD FTLDIAH] - ASIHOT | Rename
Type: FTLDInt +| Pockeel FactanT sk Live Dats Pl Data server Cannestion Status

& ASIHO1.PlantPAi Rockw:

Description: |Defau|t FTLD interface created by the FTH configure wizard. ¥
¥ Wiiteable

Wersions:  [FTLDInL exe version 4.6.0.60 [Drilrt version 4 6.0.60

2. Select Yes if asked "Would you like ICU to start this service for you?’

EWS Confirm Unit Failover Diagnostics
D From an EWS, test and confirm the failover diagnostics from the
Historian server.

1. Go to Rockwell Software > FactoryTalk Historian SE > System
Management Tools.
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2. Select Data > Current Values and select the Tag Search @& icon.

m Current Values - Pl Systern Management Tools (Administrator) - [m] *

File  View Tools Help

Servers @
Search L0 . . .
Tag Mame Server  Collective  Timestamp Value Engineering Units  Descriptar

Collective: ASIHO1
asih0l  Primary
[ 8IH02  Secondary

< >

Spstem Management
]
Alarms
Batch
v Data
Achive E dibor
Stale and Bad Poir
Interfaces
IT Poirks
Operation
Praints
Security

Session Record

PASSOT\Administratar | piadmin, FTHAdministrators, ...

From Location Action
Tag Mask field Enter *FTLD*
Tag Search Dialog Box Select all tags

3. Select Play ¥ to sce the online status.

T Current Values - Pl Systern Management Tools (Administrator) - m} x
File  Wiew Tools  Help
Servers @ & m =N )
Search 2
Tag Mame Server Collective  alue Timest: ™
Collective: ASIHOT
ashil  Frimany ASIHO -FTLDInI_1_FTLD_UFUZ_Aclle\D as!hU‘\ ASIHOT 2 574720
ASIHOT-FTLDIn_1_FTLD_UFO2_DeviceStatus_1 s ASIHOT O 5/4/20
[T A8IHD2  Sesondary | ugiunt £ T Din1_FTLD_UFD2_DevissStatus 2 sshOl  ASIHOT O 54420
ASIHOT-FTLDIN_1_FTLD_UFO2_Heartbeat_1 asihll ASIHOT 15 5/4/20
ASIHOT-FTLDIn_1_FTLD_UFO2 Heartbeat_2 asihll ASIHOT 9 5/4/20
e 5 ASIHOT-FTLDInt_1_FTLD_UFD2_State_1 asihl ASIHO1  Backup 574420
ASIHOT-FTLDIN_1_FTLD_UFO2_State_2 gzl ASIHOT  Primary 5/4/20
System Management 2.5t PASSOT.FTLDIn .Device Status asih0l ASIHO Good 54420
Search 2| st PASSO1FTLDIN Heartbeat ashll ASIHO1 15 5/4/20
Alamns | sy.stPASSOLFTLDINN Interface Point Count asihil ASIHOT 1) h/4/20
Batch 3.5t PASSO1LFTLDINLIO Rate asihll ASIHOT O 5/4/20
~ Data sy.3t PASS01.FTLDInN Message Count ashll ASIHO1 42 5/4/20
Archive Editor 5.5t PASSOT.FTLDIN. Output Bad Value Rate gzl ASIHOT  MoResut  6/4/20
Current Values 3.5t PASSOT.FTLDIAH . Output Rate asih01 ASIHOT MoResult  5/4/20
Stale and Bad | 3.5t PASSOT FTLDING Scan Class Bad Value Ratescd  ashil ASIHOT  MoResult  5/4/20 w
Interfaces < >
IT Points
Operation Session Record
Puints
Secuiy &
PASSO1VAdmministrator | piadmin, FTHAdministrators, ...

COnfigure Pl Performance The Wind{)ws Perférmaﬁci1 Min;litofr (PerfMon) is a pgwcrful operating
. system tool to monitor the health of resource usage and processes on a
Monitor computer.

The PI Interface for Performance Monitor (PIPerf Mon) collects performance
counter data from Windows performance data providers, local and remote, and
sends this data to the Historian server. It is recommended to use PIPerfMon
in a PlantPAx system.
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Create Domain User for PIPerfMon Service

Domain The PIPerfMon service defaults to running in a local account. For PlantPAx
Controller systems with a domain, it is recommended running the PIPerfMon service in a
domain account. This enhances security and provides access to obtain data for
a performance capture among other domain computers.

| The domain user account for PIPerf Mon service must be created on the
domain controller. It is a user account with privileges to run the service on
other computers within the domain.

1. From the Server Manager utility on the domain controller, select Tools >
Active Directory Users and Computers.

2. Add anew user to the Managed Service Accounts.

= Active Directory Users and Computers = O x
File Action View Help
e |aE 0Bz Bm i aETEh

] Active Directory Users and Compu|| Name - Type Description
| Saved Queries
v [ PlantPAx RockwellAutomation, Delegate Control.. 10 items to show in this view.
| Builtin Move...
| Computers Find...
2| Domain Controllers
| ForeignSecurityPrincipals ? Computer
| Managed Service Accounts All Tasks > Contact
ey :‘EF:’P::; Refresh Group
= InetOrgPerson
2] Roles Vs N : ]
I Users msDS-ShadowPrincipalContainer
Users Arrange Icons > mslmaging-PSPs
Lineup lcons MSMQ Queue Alias
Properties Organizational Unit
Help Printer
< > < I User I >

Shared Folder

Create a new object...

3. Specity these properties for the User.

Item Description

First name Type a name for the Pl PerfMon service.
IMPORTANT: The ‘PI' preface is the name of the
0SISoft product.

Initials Optional

Full name Type the same name for the PI PerfMon service.

User login name Type the same name for the P PerfMon service and
click the pull-down to select your domain folder.

IMPORTANT  The logon password creates a service user, not a person. The service
user grants access to system computers for placing data into
memory (buffer).
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4. Create a password with the following conditions:

e User cannot change password

o Password never CXpil‘CS

Fie Adion View Hep

L Ikl TR Tk X Y

[ Active Directory Users and Computers

e

TE%

- 0o X ‘

] Active Directory Users and Compu
] Saved Queries
v 3 PlantPAxRockwell Automation,
! Buittn
| Computers

Name
Delegate Contrl..
Move..
Find..

Tipe Descript

10 items to show in this view.

186

] Domain Controllers
“| ForeignSecurityPrincipals New ) Computer
| Managed Semvice Accounts| All Tasks % Contact
v (& PlantpAx
5 s Refesh B
> InetOrgPerson
21 Roles View N
3] Uses msDS-ShadowPrincipalContainer
| Users Arange lcons > msimaging-PPs
Line up cons MSMQ Queue Alizs
Propertes Organizational Unit
el Printer
< PAIE User
Create anew object.. Shared Folder
R —
-—
-]

Mew Object - User

!3 Createin:  PlantP Ax. Rockwell Automation.com/Plant P A&/ Us

Passward: ‘unuou

Confimm password: ‘-"-"-"

[[] User must change password at next logon
User cannot change password

Password never expires

[1Account is disabled

o

New Object - User

;_3 Createin:  PlantPAx RockwellAutomation com./Plant P A/ Users

When you click Finish, the following object will be created

Full name: PIPerfMon

The password never expires.

The user cannot change the password.

User logon name: PIPerfMon@&PlantP A< Rockwell Automation .com

< Back Next >
< Back Cancel
5. Assign the PIPerfMon profile as a member of Performance
Monitor User.
PiPerfMon Properties ? >
Remote control Remote Desktop Services Profile Dial4n
General Member Of Prafile Environmert Sessions
Member of

& Performance Monitor Users

Configure the PIPerfMon Interface

To use PIPerfMon, you must configure an interface name and a points value
within the FactoryTalk Directory. The points are the limit the interface uses

based on the number of computers in your system. Each variable — CPU usage,
RAM, disk space — is one point. You can use the number of points up to 20% of

your FactoryTalk Historian SE software license.

Configure the interface on the primary historian server.

1. Go to Rockwell Software > FactoryTalk Administration Console and
select ‘Network’ for the directory you want to use.

2. Go to System > Connections > Historical Data folders > Production

Historian and select properties.

IMPORTANT  Be patient because this dialog box could take a few minutes

to appear.
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3. On the Point Sources tab, type an interface name (such as PerfMon) and
avalue for the points limit.

Interface Type
Fockwel
General

Interface Type Allocation

General Licensing  Point Sources

Paints i Use

177
0

Points in Use

& Production Historian - Historian Server Connection Properties

Lirnit
45000
10000

Limit

FTLD

177

54500

>

PERFMON

500

2 ol |
= ove Do |

o)

Delete

Cancel

Apply

The value is the expected number of performance points in the system.

4. Go to Rockwell Software > FactoryTalk Historian SE > Interface

Configuration Utility. and select New Windows Interface Instance from

BAT file.

Interface  Tools  Help

E(ﬂ Pl Interface Configuration Litility - FTLDInt1

Mew Mivind owvs Interface Instance fram EXE..

I Mews Mrindows Interface Instance frorn BAT File... I

New UNEMAMS Interface Instance..,

Ctrl+l

Ctrl+N

5. Select the PiPerMon.bat_new file from C:\Program Files

(x86)\Rockwell Software\FactoryTalk
Historian\PIPC\Interfaces\PIPerfMon directory.

6. Select the FactoryTalk Historian server as the host PI Data
server/collective.
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Enter a Point Source name and an Interface ID number.

£ Plinterface Configuration Utility - PIPerflian - m] X
Interface  Tools  Help
=] a6k @
Interface:  [PIPerfbor > ASIHOT ~|  Rename
Type: PIPeifton +| Pl Perfamance Moritar Pl Data server Connection Status
Description | & ASIHOT.PlantPAx Rocke
3 ¥ Wiiteable
Wersions:  [PIPerfon exe version 2.1.0.08 [Urilnt version 4.6.0.60
W General Pl Host Information
;\F’erfMUn Poirt Source:  |PERFMON J Server/Collective: [5HOT
ervice
Urilt PERFMON J SDK Member. asih01 >
- Failover .
Health Prints APl Hostname: | asibil -
- Performance Counters | Interface 1D: 2 | User. piadmin | FTHAdministrators | FTH
- Performance Paints l—
BiciE Goan Classes Type: Primary - PI3
- Disconnected Startup Wersion: 3.4.415.1188
- Dt 2
e Scan Frequency ‘ Scan Class # ‘ Port: 5450
10 Rate: < 0000
Interface Status o005 U
+ O0:01-00 2 :
Interface Installation Path
|E'\F’mg|am Files [+88]\Rockwel SoftwarehFact:
Interface Batch Filename
|FIPertan bat
Close
Ready Running FIPerfton - Installed

IMPORTANT  The Point Source name must match the interface name that you
typed in the Historian Production dialog box in step 3 on page 187.

The Interface ID number must be unique in the system.

8. Restart the interface service.
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al |}

ASIHO1

Create PIPerfMon Diagnostic Health Points

For diagnostics, associate the PIPerf Mon interface with the health tags that
monitor a device heartbeat. The heartbeat count helps to determine if the
system is working efficiently. If there is a stoppage, you can analyze what

prompted the fault or device error.

1. Go to Rockwell Software > FactoryTalk Historian SE > Interface
Configuration Utility and select the PIPerfMon for the interface.

2. Create the Health Points for PIPerf Mon.DeviceStatus.

BB Pl Interface Configuration Utility - PIPerfton m] X
Interface  Toaols  Help
b = io 3R e
Inkerace:  [PlPerbdon > 45IHOT =|  Fename
Type: PlPerMon v | FI Perfamance Monitor Pl Data server Connection Status
Description | " ASIHOT PlantPAx Rockw
: ¥ Witeable
Yersions: |P\PerfMUn.exs version 2.1.0.88 Unilnt version 4.6.0.60
General Unilnt Interface Health Monitoring Paints
PlPerfian Status Tagname | Type | Scim
Service Mot Created  sp.stASIHO1.PIPerfMon.Interface Point Count [UI_POINTCOUNT] ]
Unilnt Mot Created sy st ASIHO1. PIPerfion. Heartbeat [UI_HEARTEEAT] a
Failover ot Cre cifblo .lgl
JHealth Paint of Lreal B erfkon. EE ormatior I Create I
-Duntsrs Mot Created sy stASIHO1. PIPerfon.|0 Rate a
Mot Created sy stASIHO1 PIPerfMon Message Count Create Al ]
Performance Points Mot Created  sy.stASIHOT. FIPerfMon. Dutput Rate a
- PISDK Mot Created sy, stASIHOM. PIPerfMaon. Output Bad Y alue Fate Delete 1}
- Disconnected Startup Mot Created sy stASIHO1. PIPerfMon. Trigger Rate Dielete A1l 1}
Debug Mot Created  sy.stASIHO1.PIPerfhon. Trigger Bad Value Rat a
10 Rate Mot Created sy, st ASIHON.PIPeifMaon. Scan Class 10 Rate.sc Ehiiias a
Interface Status Mot Created sy st ASIHO1 PIPerfion.Scan Class Bad Value 1}
Mot Created  sy.stASIHO1. FIPerfon.Scan Class Scan Cour Carrect &l 1]
Mot Created sy stASIHON.PIPerfMan.Scan Class Scans Skip il -
< Rename >
Refresh Snapshots |
Refresh Table
To create. delete, corect, or rename a Unilnt Interface Health v cu . wwe s simaws: e,
Close
Ready Running FIPerfton - Installed

3. Create the Health Points for PIPerf Mon.Heartbeat.

4. Go to Service and complete the following information.

From this Section

Action

Installed Services

Move pibufss to Dependencies

Service Configuration Select Log on as: Domain\Username

UserName Enter the same user name and password that you
initially created for the service. See Create Domain

Password

User for PIPerfMon Service on page 185
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&E Plinterface Configuration Utility - PIPerfhon *

Interface  Tools  Help

NE X |d a6k @
Interface:  [PIPerfbor > ASIHOT ~|  Rename
Type: PIPeifton +| Pl Perfamance Moritar Pl Data server Connection Status
Description |P\aanAx '_," ASIHOT PlantPéx Rockw
3 ¥ Wiiteable
Wersions:  [PIPerfon exe version 2.1.0.08 [Urilnt version 4.6.0.60
General Service Configuration
FiPerftdan Service name: |FiPertan ] S i el e
. ® Auto
Trilnt Display narme: |P\ Performance b onitor [full version] ¢ Manual
L Falover Logonas © NT Sewice\PIPeriMan " Disabled
Health Paints 9 :
{* [Domaint]Usertlame
- Performance Counters
- Performance Paints UserN ame: |SYSTEM\PIF’E|Imnn
P\. SDK Fessrad]
- Disconnected Startup
- Debug CalimpETes | Installed services
10 Rate Dependencies: tcpi FlBaGen -
Interface Status 4 pibasess
pibatch
» pibufss
FIDirectoyPublisher w
< >
Pl Butfer Subsystem
Close
Ready Running PIPerfton - Installed

5. Go to Control Panel > Administrative Tools > Services.

6. Select PI Buffer Subsystem, and s

et the Startup type to Automatic.

 Senvices (Local)

Pl Buffer Subsystem Marne

Description Status Startup Type Log On As

b Metwark Setup Service

é
Py Pl
&} Metwark Store Interface
b

Start the service

&4 0peEnum

54 Optimize drives

&h Performance Counter [
S Performance Logs & 48]

&5 Phone Service

54 Pl Message Subsystem
&6 Pl Network Manager
&5 Pl-Buffer Server

h Pl-Buffer Server x64
LPIPC Log Server

LPIPC Lag Server x64
hPlug and Play

: Portable Device Enume

FOR O GIFGIF

L Power

£ Print Spoaler

&} Printer Extensions and

&5 Problern Reports and Si
£} Program Compatibility
& Quality Windows Audi

1 Badin hananamant Ta

\ Extended AStandard

, Offline Files General

Buffer Subsystermn Properties (Local Computer)
LogOn Recovery Dependencies
Service name: pibufss

Display name: Pl Buffer Subsystern
Description:

Path to executable:
“C:\Program Files\Rockwell S oftware\FactoryT all HistoriantPIPCAbinkpibul

S

Startup type:

Service status: Stopped
Start Stap Pause Resume

“You can specify the start parameters that apply when pou start the service
fram here.

Start parameters: |

T Cancel Apply

[«

7. Restart the interface service from

the dialog box.
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al |}

ASIHO1

Domain
OWS  Controller PASSOT

=

PASS02A
PASS028

Test the PIPerfMon Interface

From the primary Historian sever, verify that the PIPerfMon interface has a
good working status.

Go to Rockwell Software > FactoryTalk Historian SE > System

Management Tools.

In the left, top pane, select the appropriate server with the interface.

In the lower, left pane, go to Data folder > Current Values.

After you search for tags you need, the Value category displays the health
state of the interface and the number of seconds between the heartbeat

counts.

m CurrentWalues - Pl System Managerment Tools (Administrator)

File  ‘iew Tools  Help

Servers @ & B B & @
Search 2
Tag Name

Collective: ASIHO1
asihl  Primary
[J ASIHO2  Secondary

ASIHOVFTLO Int_1_FTLD_UFO2_pelivelD
ASIHO1FTLDIn_1_FTLD_UFO2 DeviceStatus_1
ASIHO1FTLDInt_1_FTLD_LIFO2_DevieeStatus_2
ASIHOVFTLDInt_1_FTLD_UF02_Heartbeat_1
ASIHO1FTLDIne_1_FTLD_UFO2 Heartbeat 2
ASIHO1FTLD Int_1_FTLD_LIFO2_State_1

< > | ASIHOVFTLDIN_ 1_FTLD_UIFOZ_Slale_2

- O x

Server Collective  Value Timeste *
agihll ASIHOT 2 574420
asihil ASIHO ] 5/4/20
asih0l ASIHO ] 574420
agihll ASIHOT 15 5/4/20
asih0l ASIHO 9 574420

asih0l ASIHO Backup  5/4/20
asih01 ASIHO Primary 54420

System Management 3.5t PASSO1FTLDIntT Device Status asih0l ASIHO Good 54720
Search 2| sy st PASS01 FTLDInt! Heartbeat asih01 ASIHO 15 5/4/20
Blarrns A | s st PASS01FTLDINt]. Interface Point Count asih01 ASIHO a 54420
Batch .5t PASSOTFTLD Int1 10 Rate asih0l ASIHO ] 574420
~ Data sy st PASS01 FTLD It Message Count asih01 ASIHO 42 5/4/20
Archive Edit sy.sL.PASS0T.FTLDIntT. Output Bad Value Rate asih01 ASIHO Mo Result  5/4/20
s0.5LPASS0T FTLDIne1. Dutput Riate ash@l ASHO!  NoResut 5/4/20
Stale and Bad | 9.5t PASSOT FTLDInt1 Sean Class Bad Valus Rate.se  ashil ASHOT  MoResut  5/4/20
Interfaces < >
IT Points
Operation Session Record
Points
Sanuity ot

PASSOTNAdministratar | piadmin, FTHAdministratars, ...

Enable the PIPerfMon Interface on other Computers

After the PIPerf Mon interface is verified to work correctly on the Historian
server, you can configure the other servers and workstations that you are
collecting data. This requires the domain account to allow PIPerfMon to be
added, create a Windows Firewall rule for access and enable the Performance
Counter DLL Host service.

Go to Control Panel > User Accounts and define this information.

From this Page

Action

Control Panel\User Accounts

Select Manage User Accounts

User Accounts

Select Add

Add a User

Enter the same user name and Domain that you did
to grant system access for the PerfMon service. See

step 4 on page 189

What level of access do you want to grant this user?

Select Other and choose Performance Monitor Users
from the drop down.
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2. Go to the Control Panel > Windows Firewall and define

this information.

From this Page

Action

Control Panel\Windows Firewall

Select Advanced settings

Advanced Settings

Create a new inbound rule.

@ Windaws Firewall with Advanced Security
File Action Wiew Help
e« x5 = HE

ﬁ Siindowes Fireweall with Sdwance
&3 Inbound Rula«
&Y Outbound F Mewv Rule...
:i. Connection

Inbound Rules

e——

Filter by Profile e

B Monitoring

New Inbound Rule Wizard: File Type

Select Port

New Inbound Rule Wizard: Protocol and Ports

Select TCP and enter the Specific local ports: 135
and 445

New Inbound Rule Wizard: Action

Select Allow the connection

New Inbound Rule Wizard: Profile

The rule applies to Domain, Private, and Public.

New Inbound Rule Wizard: Name

Enter a name for the rule.
For example, Perfmon Connection

3. Go to Control Panel > Administrative Tools > Services and find
Performance Counter DLL Host.

4. Right-click Performance Counter DLL Host and select Properties.

~ Services (Local)

Performance Counter DLL Host Name

Description Status Startup Type Log On As

&k Offline Files

Start the service &)0peEnum

Perfarmance Counter DL

rformance Logs & Alert:

Description:
Enables remote users and 64-bit
processes to query performance
counters provided by 32-bit DLLs. If
this service is stopped, only local L Pl Buffer Subsysterm
users and 32-bit processes will be Lk PI Message Subsystem
ab\e.tn query perfmmance counters Metwork Manager
provided by 32-bit DLLs.

- PI-Buffer Server

-Buffer Server x84
LPIPC Log Server
ELPIPC Log Server x6d
CLPlug and Play

El:Phone Service

&) Portable Device Enumeraty
&k Power

L) Print Spooler

&) Printer Extensions and Mot
&k Problern Reparts and Solu
L Program Cormpatibility &5
&) Quality Windows Audio Vi
&k Radio Management Servic
Ll Rernote Aecess Auto Conl

€1 Rarnnta Aeracs Cannackin

Performance Counter DLL Host Properties (Local Computer) X
General LogOn Recovery Dependencies
Service name:  PerfHost
Display name: Perfarmance Counter DLL Host

Diescription: Enables remote users and 64-bit processes to query A
i perfarmance counters pravided by 32-bit DLLs. If

Prath o executable:
CAwindows\SpswowEdhperfhost exe

Startup type: ~

Service status: Stopped
Start Stop Pause Resume

“Y'ou can specify the start parameters that apply when you stait the service
fram here

Start parameters:

5. Select Automatic as the Startup type.
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Configure P1 Buffering

PI Buffering helps to protect local data in the event a client loses connection to

the Collective.

Create Domain User for Pl Buffer Service

The PI Buffer service defaults to running in a local account. For PlantPAx
systems with a domain, it is recommended running the PI Buffer service in a
domain account. This enhances security and provides access among other

domain computers.

The domain user account for PI Buffer service must be created on the domain
controller. It is a user account with privileges to run the service on other

computers within the domain.

1. From the Server Manager, click Tools and choose Active Directory Users

and Computers.

2. Expand your domain folder, right-click Managed Service Accounts and

choose New> User.

3. Complete the User text boxes.

File Action View Help

2 2@ 0| XE0E BRI aETESR
] Active Directory Users and Computers [f|| Name v Type Description
~| Saved Queries
v 3 PlantPAxRockwellAutomation.com heaOtect = User
| Builtin
“| Computers 2
] Domain Controllers P Y Createin:  kwellAutomation.com/Managed Service Accounts
*| ForeignSecurityPrincipals
“| Managed Service Accounts Sy PIBferSarvics .
v &1 PlantPhx | | wiaks: | |
o Areas Last name | ‘
5| Roles
& Users Full name: |PiBferSenvice ‘
Users
User logon name:
@FlantPx RockwalAutomatior
User logon name {pre-Windows 2000):
|PLANTPAX\. | |p|bufferserwce ‘
< 2 &) < Back Next > Caneel 12
Item Description
First name Type a name for the Pl buffering service.
IMPORTANT: The PI' preface is the name of the
0SISoft product.
Initials Optional; you can leave blank.
Full name Type the same name for the Pl buffering service.

User login name

Type the same name for the Pl buffering service
and click the pull-down menu to select your
domain folder.

User logon name (pre-Windows 2000)

Use the SYSTEM\ default and type the same name for
the Pl buffering service.
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IMPORTANT  The logon password creates a service user, not a person. The service
user grants access to system computers for placing data into
memory (buffer).

4. Type your password twice.

Mew Object - User X

;‘ Createin:  PlantPAx Rockwell Automation com/Managed Serv

Password: ‘-"" v ‘

Confirm password: ‘--u-un ‘

[[] User must change password at next logon

User cannot change password
Password never expires
[ Account is disabled

< Back Cancel

5. Make sure the following boxes are checked:
e User cannot change password

e Password never expires (indefinite service for system access)

Mew Object - User *

2) Createin:  PlantPAx Rockwell Automation com/Managed Service Acce

When you click Finish, the following object will be created:

Full name: PlBufferService
User logon name: pibufferservice @Plant P A« Rockwell Automation .com

The user cannot change the password
The password never expires.

< Back Cancel
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Create Security Mappings

On the Historian server, associate the service user identity with the Historian

mapping and trusts.

1.
Management Tools.

Go to Rockwell Software>FactoryTalk Historian SE>System

The PI System Management Tools window appears.

3 Pl System Management Tools (Administrator) =508
Eile  View Tools Help
|SW“ 1 $EIE- e
Search §el
Servers appings | Trusts
ASIHDT Mapping  Server Collective Description Pl Identity Enabled
k1 Add Mew Mapping -
Systen oot vindons sccount ]
» vigsso [ |1o
I Alams
I Batch Description:
I Data
I+ Interfaces
I IT Points Server: ASIHO1 v
P Do hon Pl dentit Requied
g e jentity: \equire l:l
Digital States [] Mapping is disabled
Performance Equations
Point Builder Cancel
Poirt Classes
Point Source Table
Totalizers
4 Security
Database Security
Firewall

Session Record

| SYSTEM\Administrator | piadmin

2. Do the following:

[ ]
security settings
[ ]
o Click Add Mapping icon
[ ]

Browse (ellipsis '..")

Under Servers, check the server that you want to set the

Under System Management Tools, choose Mappings & Trusts
From the Add New Mapping dialog box (right pane), click

Select the PIBufferService user that you created earlier.

Select Users, Computers, Service Accounts, or Groups

Select this object type:

|Users‘ Groups, or Built-n security principals

From this location:

| Plart P A« Rockwell Automation .com

PlBufferService (pibufferservice®Plant P Ax Rockwell Automation .com

x

Object Types...

Locations...

Check Names

Advanced

Cancel
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4. On the Add New Mapping dialog box, click Browse and select a group
from the Type pull-down menu.

5. Select a desired identity.

3 Add Mew Mapping -

‘Windows Account: |SYSTEM'pihLﬂ'ferser\dice | l:l
Windows SID:  [5-1521-377882425540441222]]
Description: ‘
Server: ASIHD1 v
=2 | Select Pl Identitiy, Pl Group. or Pl User -
Pl Identity: |Required

Select from server ASIHO1

Type: |PlGroups Y]

Defining against a Pl Group is not the preferred method of configuring a Pl
Mapping. Instead, define against a Pl ldentity where possible.

[] Mapping is disabled

Name Description

€2 FTHAdministrators  The administrative Pl Group formerly named "piadmin”
2 FTHENgineers

€2 FTHOperators

& piusers I The generic Pl Group formery named "piuser”

I ox \|| Cancel

6. Click Create.

Your security mapping should look similar to the example.

- 3 Mappings & Trusts - Pl Systerm Management Tools (Administrator) - O x

File  Wiew Tools  Help

Servers _-?; ’ B & £ =7
Mappings  Trusts

Collective: ASIHOT
[ asihl Primary Mapping Server Collective Descrption Pl Identity  Enabled

[J ASIHO2  Secondary _@_SYSTEM\D\buHenngssrwce asih(l ASIHI pilisers True

System Management Tools
Search 2
Alarms
Batch
Data
Interfaces
IT Points
Operation
Puirts
~ Security
Database Security
Firewall
|dentities, Users, & Groups
Mappings & Trusts
Security Settings G

<

Session Record

ASIHONAdministrator | piadmin, FTHAdministrators, ..,

Configure the Buffering Interface

Configure buffering for the server that you are connected, such as PASS02A
and PASS02B.

1. Go to Rockwell Software>FactoryTalk Historian SE>Interface
Configuration Utility.
The PI Interface Configuration Utility dialog box appears.

2. From the Tools menu, choose Options.
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3. Click 'Load interfaces from a selected list of PI Data servers.

B8 Options X
Loading Load Interfaces from these Pl Servers/Collectives
Narning Canventions " Load interfaces from default Pl Data server only
gebug e " _Load interfaces from all known P| Diata servers
eserved Paint Sources | |
S &+ Load interfaces from a selected list of P Data servers
ervice
e —
Walnings
0K | Cancel Apply
Ready

4. Select a server box.
5. From the Tools menu, choose Buffering.
Message windows appear.
6. Click Yes, and then 'Continue with configuration' to initiate the
Buffering Manager wizard.
7. Complete the Buffering Manager wizard.
Item Description

Detected Pl Interfaces

Select the Plinterfaces that you are buffering and
click Next.

Pl Data Archive security

Click Change, and enter the user name and password
that you created earlier. Click Next.

Click Next twice, and then ‘Exit new installation
wizard’

Buffering Manager message windows

(lick Yes and OK to confirm P11CU dependency.

menu and choose Buffering.

From the PI Interface Configuration Utility dialog box, click Tools

Verify that your information matches the dialog box example.

@ Buffering Manager

File View Help

Buffering Manager

Configuration, monitoring, and troubleshooting of buffering
Global P

P @ Global

Buffering Status
There are rep ssues

B 10.1 months estimated buffer capacity

ections ered, estimated time until data loss

p 2803 total events sent
Total

Logical Servers

Select a server below for more detailed |

ASIHO

nformation

O x

Pl messages

Settings
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Configure Historian Data
Collection

198

10. Close the Buffering Manager dialog box.

11. From the PI Interface Configuration Utility dialog box, click Tools

menu and choose Options.

12.  From the Options dialog box, check "Load interfaces from a selected list
of PI servers' and make sure that the server is checked.

Configure the Pl Buffer Service Logon

The following procedure applies only if the Change Option was not available

on the New Install Wizard dialog box.

1. On the PASS server, right-click Start menu and choose Computer

Management.

2. Complete the New Install Wizard dialog box.

Item

Description

Local User and Group (left pane)

Open Local Users and Groups, right-click Groups and
choose Administrators.

Add name

Click Add and type SYSTEM\pibufferservice.

Click Check Names, and click OK.

Assign log on service account

From the Start menu, click Programs and choose
Administrative Tools>Services.

Right-click PIBuffer Subsystem and
choose Properties.

On the Log On tab, click Browse.

Click Locations, choose 'Entire Directory’, and
click OK.

Enter SYSTEM\pibufferservice and click
Check Names.

(lick OK.

The procedures in this section use the 'System Management Tool' and PI
System Explorer within FactoryTalk Historian software. The tool is available
for Historian Asset Framework management computers, such as server, node

interface, and EWS.

Microsoft® Excel” software is required to enable the bulk editing capability. An
additional license is required to use PI Datalink.

We also document how to manually create Historian tags, digital states, and
Asset Framework. We recommend using the section “Configure Asset
Framework Databases with the PlantPAx Configuration Tool” on page 214 for

creating bulk tags for large process systems.
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|
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e
2

ASIHO1

Create Digital States

Historian points can be defined as analog or digital. Digital points can be used
to enumerate the process states, thus creating a relationship between the value
and the text state name. For example: 1 = Good.

1. Go to Rockwell Software > FactoryTalk Historian SE > System
Management Tools and select Points > Digital States

2. AddaDigital State Set to the server.

Collective: ASIHO1
asih0l  Primary
[ 48IH02  Secondary

System Management Tools
Search
Alarms
Batch
Data
Interfaces
IT Poirks
Operation
w Puints
Digital States
Peifoimance Equations
Fuirt Builder
Paint Classes
Faint Source Table
Totalizers
Security

File  View Tools Help

Servers
Search jel

0

m Digital States - PI Systern Management Tools (Administraton - [m] *

B ashdl

RezBHIRE| @

State: State Name

‘ Add a digital state set to the selected server |
S TETETET e

j InterfaceParameter
j InterfaceParameter
3 InterfaceParametel

Session Record

ASIHITAdministrator | piadmin, FTHAdministrators, ..,

Table 16 - Source Quality Data Examples

Parameter Data Type

Description

SrcQ SINT

Final PV source and quality.

GOOD

TEST

UNCERTAIN

BAD

0=1/0live and confirmed good quality

1=1/0live and assumed good quality

2 = No feedback configured, assumed good quality

8 = Device simulated

9 = Device loopback simulation

10 =Manually entered value

16 = Live input, off-specification

17 =Value substituted at device/bus

18 =Value substituted by maintenance (Has and not Use)
19 = Shed, using last good value

20 = Shed, using replacement value

32 = Signal failure (out-of-range, NaN, invalid combination)
33 =1/0 channel fault

34=1/0 module fault

35=Bad I/0 configuration (for example, scaling parameters)
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m. Digital States - Pl Systern Management Tools (Administrator) - O *x

File  Yiew Tools Help

Servers B By X d B = e e R P R ] Nurmber of states: 3
Ebed Ple (& asiht State State Mame
Collective: ASIHO1 L
alective 1 Batohdct 0 1401 live and confimed good quaity
ash0l  Primary InterfaceParameter z
[ ASIHOZ  Secondary 3 InterfaceParametel 1 1#0 live and assumed good quality
§ InterfaceP arameter | 2 Mo feedback configured, assumed good quality

B InterfaceP arametel

System Management Tooks b |nterfaceStatus

cearch o B Modes Add State
Alarms | K Delete Stake  Ctrl+X
Batch Y Phases
Data B pialaima2
Interfaces B pislarmconirol
IT Paints 5 pisgcalarm
Operation B SYSTEM
~ Puoints b UFO_State

Digital States

Performance Equations
Paint Builder Session Record
Point Classes
Point Source T able
Totalizers
Security

ASIHOMWAdministrator | piadmin, FTHAdministrators, ..,

Import Digital Sets and States

Instead of manually entering Digital Sets and States, use Process Objects to
import them. The Digital Sets and States are available from the Historian
folder in the process library. The Historian information is in a subfolder (Tools
R & Uetilities) of the Files folder in the process library download.
1. Go to Rockwell Software > FactoryTalk Historian SE > System

ASIHO1
Management Tools and select Points > Digital States

2. Select Import.

"
File  View Tools Help
Servers o) [ BB R @
Saarch jel o
(B &sih0l P
Collective: ASIHD1 Y Batchtet T mport Digita Sett) oox
ashll  Primary | InterfscePararn ¢ omma defimited file with sets and states
[ 4SH0Z  Seconday g Intcflecebei gy =]
q InterfacePara
Y InterfaceParan  Fe Praview
System Management Tools 8 IntettaceStaty  Gets in fie
Search Vol Y Modes
Alarms Y 5rell Set
Batch [Y Phases
Data I'g. pialarm33
Interfaces B pialarmcontiol
IT Paints 8 pizqcalam
Operation I'g. SYSTEM Overwiite Options
w Puints 8 UFO_State (®) Do not overwiite existing sets
Digital States () Import set with a different name if set aready evists
Performance Equations (O Prompt before cvenriting existing sets
Paint Builder Session Record (O Automatically overwiite existing sets
Paint Classes
Fulnl.SUUICE Tatie, Import setfs) to server: | asibill B
Totalizers
Secuty Create Set(s] Close

ASIHITAdministrator | piadmin, FTHAdministrators, ..,

3. Select the PI_PIperfmon_DS.csv file for the Comma delimited file with
sets and states. The file is located in C:\Program Files (x86)\Rockwell
Software\FactoryTalk Historian\PIPC\Interfaces\PIPerf Mon.
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EWS

4. Select Create the Set(s).

A minimum number of the recommended Digital Sets is created. This
procedure does not create the basic Digital Set file for all Process
Objects digital states.

B Irmport Digital Set(s) m] *

Comnma delimited file with sets and states:
|C.\F'n:|gram Files [8E)\A ockwel SoftwareFactomT alk H\slunl

File Preview
Sets in file: 1

Set State 0 State 1 State 2
F'IF‘ellMon NOT INITIALIZED  OFFLINE WO ACCESE

< >

Ovenwite Options

@ Do not ovenwite existing sets

() Import et with a different name if set aieady exists
() Prompt before averwiting existing sets

(O Automatically overwiite existing sets

Import setfs) to server: | asih0l ~

Create Setfs) Close

Create Individual Historian Points

You can create historian points by using the FactoryTalk” Administration
Console. Define these points from an engineering workstation or an Historian
server. The following is one example.

1. Go to Rockwell Automation Software > FactoryTalk Administration
Console and select the network for the type of FactoryTalk directory.

2. In the Explorer pane, select an application (PlantPAx is our example)
and choose Add Individual Historian Points.
Explarer n

=& MNetwork (PASSOT)
+& FTViewDerno
3 & InstantFizz

Delete

Mew Area..,
Add New Server >

Discoreer Histarian Points..,

Add Individual Historian Points...

Logical Mame >
Backup..,

Resource Editor..,

Security...

Properties...

M Application ] Communications J

3. On the Add Historian Points dialog box, select Browse Tags.
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4. In the Tag Browser window, select an object tag (TT01001 in the
example) in the Folders pane on the left side of the window.

& Tag Browser *
Select Tagls]
Folders Contents of */érea/Data:LEXCO Dnine/” TO1001"
%L1 PFDC FaultCodi ~ I Nams Access Rights Deccription
R S ST ReadOnly
-:. (2 Program:Diagnc ¢ Val Fault ReadOnly

L PregramiTask A || & yal Hikilim  ReadOnly
o Program:Task € | & val Hilim  ReadOnly
‘“_: Program:Task & Val_InpPV ReadOnly
) Program:Tazk T & Val_Lolim ReadOnly
1 Program:Task.® || 8 vy | ololim  ReadOnly

@r Task F

;__lJ e || & Volbode  Readnly
& ngmm.Task-F 'sP Val_Netify RaadOnly
3 SMCS0_FaukCo & val_Owner  ReadOnly

& Val PVEUMax  ReadOnl
MCEe  Faultc || d

Val_PVEUMin ReadOnl
+__i 1701001 = & val | i
+mﬁn || & val_PYMaxC... ReadCnly

& Val_ PYMInC... ReadOnly

3 e S s R S Lo e I

<

Refresh All Folders Taa filker: | ~ Add Tagls] ta List

Selected tagls]
/vea/Data[LGXCONTT 01001 Val

Home area; / Remove Clear

5. In the pane on the right side of the Tag Browser window, double-click
the tag to configure as a Historian Point.

Val (Process Variable Value) is the example.
6. Select Add Tags to List and OK to accept the tags in the list.

7. Go to Rockwell Software > FactoryTalk Historian SE > System
Management Tools.

8. In the Servers Pane (or the Servers and Collectives pane if you have a
collective), select the historian server.

9. Select Point Builder and search for tags.

m Foint Builder - Pl Systern Management Tools (Administrator) - [m] x
File  Wiew Tools Help
Servers & B3 (7] 0 paints
Search jel
Collective: ASIHIDT Server ed Yalues Point Source  Point Type  Point Class  Descriptor
azih0l  Primary
[ 45IH0Z  Secondary General agchive Classic Security  System
5 R i
System Management Tools Name: sname  Server | asikl ~
Search 2| Descriptor: |
::T: StoredValues: | Reaktime data | Point Source: Foint Class: | classic ~
Data Point Type: Float32 ~ | Digital Set
Interfaces
1T Paints Eng Units: | Display Digits: | '5|
Operation
M Exdesc: | |
Digital States Souce Tag | | &
Performance E quations
Paoint Builder
Foint Classes
Point Source Table Session Record
Totalizers
Security
ASHINAdrninistratar |piadrnin, FTHAdministrators, ...
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10. In the Tag Search window, type the Tag Mask and select Search.
You can use an asterisk (*) for a wildcard. The point name and entire
path appear on the Point Builder window.

11.  Select the tagand select OK.

12, Select the tag and select Rename.

13. Enter a new name in the Rename PI Point dialog box.

14. In the General tab of the Point Builder dialog box, enter a tag

description and engineering units.

General f Archive I Classic | Security I System |

Name: [TTO1001.val | [Rename | P server:
Descriptor: |Tempevature 01001 I |
Paint class: |classic Point source:
Point type: Digital set:

I Eng Units: |C I | Display digits:
Exdesc: | |
Source tag: | |

15. In the Archive tab, configure the range (Zero and Span), typical value,
and all exception and compression data for the historical point.

| Genemll Archive I Classic | Security I System |

| Typical value: | 85| Zero: | 2DD| Span: | 1D5D| |

Scan Archiving Step Shutdown Compressing
® On ® On 1 0n ® On (® On
O off O off ®0ff Ooff O off
Exception Deviation Compression Deviation

025] [Eng. Units  v| | 05| [Eng. Unts ]

Day Hr Min Sec Day Hr Min Sec

Min. Time: 0 mmm Min. Time: 0 mmm
Mex Twe: [0 o] 10 o] MaxTme [ o[ & O 0|
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IMPORTANT  Usually, Minimum Range Value = Zero, Span = Maximum Range
Value minus Minimum Range Value. The Typical Value is between
the Minimum Range Value and the Maximum Range Value.

16. Select the Classic tab, to view the historical tag path (instrument tag)
that includes the Data server name.
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This example shows the FactoryTalk® Linx name, PlantPAx_DAT.

The historical point link is broken if any change is made to the FactoryTalk

Linx application name.

| General I Archive || Classic l Security I System |

Location1: Conversion factor
Location2: Ijl Fitter code:
Location3: Square root code:
Location4: Total code:
Location5: ljl

L

Userlnt1:
Userint2:

UserReal1:
UserReal2:

L

Instrument tag: | Plart P A/ Area/Data: Plart P _DAT[LGHCOITTO1001 . Val

Monitor Historical Data

From the primary Historian sever, use the PI System Management Tool to

verify Historical data has good values.

1. Go to Rockwell Software > FactoryTalk Historian SE > System
Management Tools and select Current Values and select the search

button.

File  Wiew Tools Help

Search
Collectives ASIHO1

asihOl  Primary
[ ASIHOZ  Secondary

TagMName
TTO1001 VAl

System Management Tools
Search 2
Alaims
Batch
~ Data
Archive Editor
Stale and Bad Points
Interfaces
IT Paints
Operation
Foints
Security Session Recard

<

ASIHOMWAdministrator | piadmin, FTHAdministrators, ..,

m CurrentWalues - Pl System Management Tools (Administratar)

ls—Pl /v o B E|@

Server
asihil

Collective  Walue
ASIHOT 2233338

Engineering Units

T

E

2. Enter a tag mask or an asterisk (*) for all tags.

3. Select any tags that you wish to monitor.

4. To see values change as they periodically refresh, select the Play '3

button.
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Define Digital Historical Points

The digital set is available only to a digital points type. The FactoryTalk
Administration Console automatically creates a Float32 (Real) point type for

each new point.

1. Go to Rockwell Software > FactoryTalk Historian SE > System

Management Tools

2. To be able to change the digital set, select Digital for the Point type and
then select a Digital Set (SrcQ in the example).

‘ﬁ, Paint Builder - PI Systern Management Tools (Administrator)

Servers V@ & B H @

File  View Tools Help

2 points

Feath | server  Port

Paint Source ~ Point Type  Point Class  Descriptor ~ Point Sect

Collective: ASIHOT ash01  TTO1001 SrcQ FTLD Float32 classic piadmin: A
asih0l  Primary ash01  TT01007.Val FTLD Float32 classic piadmin: A
[ 48IHO0Z2  Secondary
System Management Toals
Search el

Archive Editor ~
Cunrent Values
Stale and Bad Paoints
Interfaces
IT Points Fa 3|
Operation
v Puints | General ‘F\n:h\\te IC!assu: ISecunty | System |
Digial States Name:  [TT010015wQ | [Rename | piserver: [ashot v

Performance Equations

Paint Builder Descriptor: ‘Tempemture 01001

Faint Classes
Puirt Source Table
Totalizers

C it

ASIHOT\Adrministrator | piadmin, FTHAdministrators, ..

Point class: | classic

v | Paintope

Faint source: [FTLD

Digital set:

P_DoseFM_Val_Fault
P_DoseFM_Val_Sts

3. Select the Save [g icon to store the Historian point.
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Historian Asset Framework

Use the FactoryTalk Historian Asset Framework to build and deliver
model-driven analysis and reporting solutions.

Configure the Connections to the Servers

When a Historian Collective is used, the Asset Framework server and PI

Analysis Service must be installed on a separate computer, such as a dedicated

SQL server via the AppServ-SQL virtual template.

1.

Go to Rockwell Software > FactoryTalk Historian SE > System Explorer

(64-bit) and select File to choose Connections.

Select the data collective (ASIHO01) and choose Properties.

Servers O X
) Add Asset Server @ Add Data Server @ Connect © Setas Default 25 Properties @ Buffering Manager <
Filtar oo~
Mame Host User Buffer Status Description Default Datab...
1 45THI ASTHOL g
S ATIHOL g Add Data Server tisset Server PlantPei
B Add Asset Server
©  Connect
©  Connectds..
©  Connectto Primary
©  Connectto Collective Member..,
[#] Refresh
X Remove..
Buffer stal 29 |Pmpert|es | Close

3. Rename or configure this connection as necessary for your system.

5 Pl Data &urchive Properties [m] *
General  Collective
Mame: [astHoL | | rename
Description: | ‘
Hast: |as\hUl‘P\antPAx.Rockwe\lnutomatmn‘com | Port: |54SD ‘
Connection Timeout: |10 | seconds
Data Timeout; |6El | seconds
ID: |b4247833-fd77-4164-aaaf-283TUUUTbeC ‘
Time Zone: |(UTC—DE:DD) Eastern Time {US & Canada) ‘
Wersion: [3:4415.1188 |
Aliases: ASTHOZ e
x
Cancel Apply
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4. Select the Asset Server (ASISO1) and choose Properties.

Servers O x
D Add Asset Server % Add Data Server @ Connect @ Set as Default 5 Properties @ Buffering Manager =
e o~
MName Host User Buffer Status Description Type Defaul: Datab...
WASIHUI ‘®  Add Data Server Asset Server PlantPAx
@ Add Asset Server
S Connect
©  Connectfs,.,
©  Caonnectta Primary
B Connectto Collective Member..,
[#] Refresh
X Remove..
Buffer stal |§ Properties | Clase:

5. Rename or configure this connection as necessary for your system.

Name:

Host:
Account:
D

Time Zone;
Version;

Aliases:

Description:

57 PI AF Server Properties

Extended Properties (03 Security.

Configure Active Direckory dccess For Contacts

Cannect

Cancel Apply

O x
General Plug-Ins Libraries Identities Mappings Counts

|astHo1 | | Rename
\ |
‘\ocalhost ‘ Fort: |545? ‘
‘admlnlstrator ‘ Timeout: |3UU | seconds
|75Fl41-2530-474a-bFe-Fhb 15717062 |
[UTC-05:00) Eastern Time (US & Canada) |
‘Server:Z.Q.SBSGB; Database:2.9.5.8368 ‘
localhost HE

x

Import Asset Framework Templates

An asset framework provides a means to organize your process equipment
assets. Asset Framework Templates are provided in the process library. This
download is available online from the Product Comparability and Download

Center (PCDC).

1. Go to Programs > Rockwell Software > FactoryTalk Historian SE >
System Explorer (64-bit).

IMPORTANT  Steps 2 and 3 are only performed the first time you name the database.

2. Select Yes from the Create Database dialog box to create a user database.

3. Enter the name of the user database.
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4. Select Library in the lower, left pane, select the database name and
choose Import from File.

File  Wiew Go  Tools

aDatabasa F% Query Date » © @ @ Back H, CheckIn 3

£ WASIHOT\PlantPiy: - PI Systern Explarer (Administratar) - O *

Help

v |&] Refresh | @ New Template =

Rename

Undo Check Out

Audit Trail Bvents...

Extended Properties () Security

Count:

[#]  Refresh OLllns |

PlantPax

2L Import from File... I | |
n:

“L  ExporttoFile.,

) =T [astroL R
H, Checkln
<

& Security..
<

ZF Properties
(7 Elements

= Event Frames

I Library

ez Unit of Measure

84 Contacts

PlantPdx Modified:5/12/2020 7:10:58 AM OwnerASIHOTAdministrataor

5. Browse in your system files to the

(RA-LIB) AssetFramework_Templates .xml file and open the file.

Q@

File  View Go Tools

@Datahase %] Query Date ~ (U @ D Back H, CheckIn ¥

Help
«  |#] Refresh | @) New Template =

8 Plantpasc
=] Templates
£ Element Template

& Event Frame Ten
Model Templates

Library |PIantPAx

|

File:: ‘\DuwnlDa\:I5\P\antPAx_Prucess_Library\TDD\s & Utilities\Historian

-1 \

- i Transfer Templat Open x
- @ Enumeration Sets - e -
%, Reference Types < v < Tools & Utilities » Histarian v O Search Historian P
Tables : T
® Table Connections Organize * MNew folder Be=ow i | 9
ak ( 4
(1 categories ~ Mame Date raodified Type
(€] Analysis Categor & ol
o Bty === [T (RA-LIE) Assetframework_Templates vA 1., 4/22/2019229 P J0WL Do
| | [ Desktop
[ Elements ‘ Downloads
= Event Frames = Docurnents
| Library = Dictivac &2 IS Z
i Unit of Measure File narne: | (Ro-LIB) &ssetFramewark_Templa V| sl files (*xml) ~
PlantPie Modified:5/12/2020 711

There are these template files:

Base Asset Framework Template File for standard Asset Framework

functionality for the process library, release 4.1 and 5.0.

Advanced Asset Framework Template File for use with SQL Server

Reporting Services reports. These objects use the base template, with
additional parameters to enable reporting functionality. For more
information, see Advanced SSRS Object and Alarm Reports.
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6. Accept the default import options.

The database now contains the Library object templates.

@) W ASIHOTPlantPAs - Pl System Explarer (Sdministratary - m] X
File  %iew Go Tools Help
@ Database ¥ Query Date = (© & | QBack H, CheckIn 3} « [2]Refresh @) Mew Template -
Library Elerment Templates
@ PlantPax ~ Group by: [] Category
= e o
- [y Element Templates
- [y C_Interface_FTLD Marme | Description Cateqory Type{oﬁ | &)
% E_'I:nt:rfate_Perann (G C_Perfmon_ASIH | Historian Computer Perfomance Monitor Computer Element
_Perfman
@l ©_Perfman_ASaM ﬁ i _Perfmon_AsIS SQL Server Computer Perfomance Monikar Computer Elerment
[ C_Perfmon_psTH (& C_Perfmon_PASS  PASS Computer Perfomance Monitor Computer Element
% E:E::EEE:::EISSS HL_cPU Processor Utilization Controller Element
B LU - bjects (F L_Shortout RSLinx Enterprise Shortout Computer Element
- [ L_Sharteut & P_AIn Simple Analog Input 10 Processing Element
- (% P_AIN
% P:AInAdv (G P_aTnady Analog Input Advanced 10 Processing Element
- [y P_ATNDUEl [ P_AInDual Dual Analag Input 10 Processing Elerment
- G P_AInMul F_AInMulti Multi Analog Input 10 Processin Element:
| ¢ P AUt v || P ki g
| R Analog Outpuk 10 Processing Element
5 Elements
(& P_D4sD Discrete Control 4 States Yalves Elerment
EEventiiames (& P_DBC Deadband Control Regulatory Co... |Element
- Library & P_DIn Digital Input 10 Pracessing | Element
=0 Unit of Measure [ P_DInfdy Digital Input Advanced 10 Processing Elerment
48 Contacts (& P_Dose Dosing Control Procedural Co.,. | Element |
C_Interface_FTLD Modified:5/12/2020 7:51:16 &b OwenenASIHOWdministrator

Configure Asset Framework Elements

Associate the tags with historian elements, which are the Process object
templates

The term ‘element’ is used in the Asset Framework software. For PlantPAx
system purposes, ‘element’ can be considered synonymous with ‘objects’ in the

process library.

1. Go to Programs > Rockwell Software > FactoryTalk Historian SE >
System Explorer (64-bit).
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2. Select Elements in the lower, left pane, select Element and create a New

Element.

File

Search  View Go  Tools

Help

@ Database [ Query Date ~ © & | O pack

£ 0 ASIHOTPlantPhe - Bl Systern Explarer (Sdrninistratar) - m] X

H, CheckIn %) « [#]Refresh | (3 New Elernent -

Elements Elements
& Group by: [] Category [] Template
El @ Mew Elerment
(£, Ele Search o=
2] New hadel
o] G
Eﬂ Add/Elerent Referencet, [3) Name ) Description Category Type Template C‘.’ |
There are no elements configured For this database, Elements are the Fundamental
Arrange By » organizational and object block of AF, typically used to represent an asset or group of assets.
[#  Refresh Mews Element
Tevs Model
Paste fadd Element Reference
E Paste Reference
) Import from File...
& Security..
(! Elements
= Event Frames
i Library
ez Unit of Measure
83 Contacts
0Elerments

3. Select P_Aln in the Choose Element Template dialog box.

4. Type the tag name that is being assigned to the object and check it in.

(L, Element Searches

(7 Elements

= Event Frames

i Library

ezm Unit of Measure

EF DATHOTPlantPhe - Pl Systern Explarer (hdministrator) - m] X
File  Search  View Go  Tools  Help

@Datahase %] Query Date ~ (U @ D Back H, CheckIn ¥} « (2] Refresh | (3 New Element -

Elements P_Aln1

5 Elements General ChildElements  Attributes Ports  Analyses  Motification Rules  Version
Lo P_AInl

Hame! [To1001 |

Description: |Slmp|e Analog Input ‘

Categories: |10 Processing (@] Defaulk Attribute:  <Hone:>

Extended Properties (0)  Annotations {0)  Location  Security.

Find: Parents Chidren Event Frames
Models  Lawers  Connections

Confirm the settings and Check In again to complete the check in

process.

The current historical value is accessed by selecting the Attributes tab

and refreshing.

Search Event Frames

You can search for event frames, for example, if you want to find abnormal
conditions that triggered an event.

1.

Go to Programs > Rockwell Software > FactoryTalk Historian SE >
System Explorer (64-bit)
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2. Select Elements in the lower, left pane of the PI System Explorer dialog
box and then select the Analyses tab.

@ WASIHOTPlantPax - Pl Systern Explarer (Administrator)

- O X
File  Search  View Go  Tools  Help
@Database %] Query Date ~ (© @ QD Back H, CheckIn %) « [#]Refresh | (3 New Element +
Elements TTO1001
5 Elements General  Child Elements  Attributes  Ports  Analyses  Notification Rules  Version
= Egm;:toé::rlches (= Eaia
Backfilling Description:
Categories:
Analysis Type: A
Event Frame Ge
(7 Elements
= Event Frames
i Library
ez Unit of Measure
28 Contacts Scheduling: Event-Triggered & Periodic e
% Management Period: 00h 05m 00s

TTO1001 Modified:5/12/2020 8:08:44 AM OwenerASIHOTVAdministrator Version: 1/1/1970 12:00:00 AM, Rewision 1

Finding Faults for Analysis

You can also search event frames to assess faults.

System Explorer (64-bit)

2.

and choose New Search.

Go to Programs > Rockwell Software > FactoryTalk Historian SE >

Select Event Frames in the lower, left pane, select Event Frame Searches

@ W ASIHOT\PlantPAx - Pl Systerm Explarer (Sdministratary

=7 Transfer
[l =3 Trans| *

BT

New Attribute Search
Mew Bvent Frame

Refresh

[=gEvent Frame Search 1

5 Elements

-~ Event Frames

i Library

e Unit of Measure

44 Contacts

% Management

- O X
File  Search  View Go  Tools  Help
aDatabase [ Query Date = (© @ & Back H, CheckIn %3 o [#]Refresh [~ Mew Event Frame
Event Frames H Ewvent Frame Searches
r4 e o~
G- P Event | Mew Search s cuery

Max: 1000 Search:'Active Bebween' Start:*-30d End:*+1d AllDes...

3. Select the desired search criteria and any filters.
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Tools for Creating Historian
Tags

The search results for the selected criteria appear at the bottom of the

dialog box.

Ewent Frame Search x

K - Search

>

Criteria

Search: Starting Before « | [ inProgress

Search start; |S/12/2020 113ze Pl PR » All Descendants

Mame: |

|
Ainalysis Name: | |
|

Elernent Marme: |

Cakeqgaory: 10 Processing

<
X X X X X

Template: <Al

L

o Add Criteria

b

Resulks

Mame 5/... [06:26:34.6732025] 5/... Duration @ (i

[ Fault Analysis 2017-05-30 08:12:27.907 | H 0:03:44.035

== Fault Analysis 2017-05-30 08:23:58.940 l—‘ 1:40:13.181

= Fault Analysis 2017-05-30 14:25:30.242 H 0:03:35.346 v
The search found 4 Event Frames matching the search criteria.

Cancel Reset

4. To view elements (tags) that are associated with the fault for the selected
search criteria, double-click a fault.

5. Select the Referenced Elements tab.

Each tag (and description) that is assigned to the element appears.

@ WASIHOTYPlantPas - PI Systern Explarer (ddministrator) - O x
File  Search  View Go Tools  Help

@ Database P Query Date ~ (U @ O Back H, Checkln %3 o [2]Refresh | — Mew Event Frame

Event Frames Fault Analysis 2017-05-30 14;

rent Frame Searches | General | child Event Framed] | e

3] Event Frame Search 1

- F={ Fault Analysis 2017-05-30 14:25:30.242

[ Fault Analysis 2017-05-30 08:23:58.340 | Fter

- ={ Fault Analysis 2017-05-30 08:12:27.907 || | g Bl name

- F={ Fault Analysis 2017-05-30 08:02:30.923 T T

ansfer Searches = §§’Trumu1 iSimple Analog ... | IO Processing Mone P_AIn

"2 Transfer Search 1 s

4| Description Category Type Template

6. To view a description of the abnormal condition, select the
Attributes tab.

Depending upon how far along you are in your process application build, these
can help create tags and other bulk code:

o Application Code Manager software
e PlantPAx Configuration tool
e PI Builder Add-in for Microsoft Excel
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Application Code Manager

Application Code Manager (ACM) software supports a historian library to
assist with creating historian tags.

Use ACM to create the historian tags when your control strategies in ACM are
in the final stages and ready to generate a Logix 5000 Controller .ACD file.

See Chapter 5. Process Applications for specific details on ACM.

After ACM generates historian tags, the .CSV file needs to be copied to the
computer that has PI Builder Add-in for Microsoft Excel installed to publish
the tags into the historian database.

IMPORTANT  If additional control strategies are created using Logix Designer software,
then ACM will not be able to generate the new historian tags. In this
scenario, the PlantPAx Configuration Tool may be considered to create the
historian tags.

Pl Builder Add-in for Microsoft Excel

PI Builder is a Microsoft Excel add-in that lets you use Excel to create, view and
modify PI points and Asset Framework objects in your Historian database.
With PI Builder you can make bulk tag edits by importing and exporting your
spreadsheet.

All functionality of the prior PI Tag Configurator has been replaced with PI
Builder, which is included with the P SMT and PI Data Archive setup kits (as
part of the PI AF Client installer).

IMPORTANT  Microsoft Excel 32-bit software must be installed for these procedures.
This section uses Microsoft Excel 2013. Your version could be different.

If Microsoft Excel was installed after the Historian software, the PI AF
Services will need to be modified to include the PI Builder feature.

1. To start the modification, run file named
<PI-AF-Services_2017-R2A __.exe> located in the \Redist\PIAFSetup\
directory of the Historian SE software installation media.

A maintenance dialog will prompt to modity, repair or uninstall the
PI AF Services 2017 R2 installation.

2. Choose to Modify the installation and click Next.
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3. Select PI Builder from the list of Features and click Next.

@ PIAF Services 2017 R2 (Administrator) X

Feature Selection

Select the features to install.

Maintenance Features: Feature Description:

Feature Selecti
eature selection Shared Features An Excel add-in that provides

cenfiguration and access to
Installation Progress # IeIPI System Explorer the Pl Data Archive and AF

c et ment Plug-In
omplete . )
P Pl Builde Prerequisites for selected features:

[ selectan | [ unselect Al | [ Reset |

Feature Rules

Installaticn directory: C\Program Files\Rockwell Software\FactoryTal|

Installation directory (x86): |C:\Program Files (x86)\Rockwell Software\Facty|

| < Back | Next = || Cancel

4. Reboot the computer after the installation is complete.

To retrieve and publish PI AF objects, PI Builder must connect to a PI AF
database and for PI points a PI Data Archiver server.

1. Open your version of Microsoft Excel and click the PI Builder tab.

2. In the Connections group on the upper left corner. Select your Data
Server, Asset Server, and Database as available.

O Search
File Horne Insert Page Layout Forfrulas Data Rewiew Wiew Help Pl Builder 15 Share H Comments
Data Serveri T ASIHOT > (%) Select Al ' ég Shaw Walues in Rows []Headers () dhout
Bsset Server: @ ASIHO ~ / () Deselect A1l ) ! , Show Values in Columns Settings | (2 Help
Fublish - FlPaints  Library Elements  Event Security | Retriewe
Database: @D PlantPeo~ B Resetto Template - 5 S G e { (2) Feedback
Connections Build [F] Retrieve [Pl Attribute Data References Resources o~
Al - Je iV
A B C [v] E F <] H J K L L N o} p 9] -

For information on how to publish your historian tags to the historian
database, see the PI Builder add-on Help section.

Configure Asset Framework Databases with the PlantPAx
Configuration Tool

Use the PlantPAx Configuration tool to configure Asset Framework databases
with Logix tag elements. This includes the automatic configuration of related
PI points in the FactoryTalk Historian data server (PI data server).

This procedure assumes that the controller, HMI server, and the alarm server
are configured for using the PlantPAx Configuration Tool.
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1. Open the PlantPAx Configuration Tool.

2. Add the Historian Server.
i PlantPAx Configuration Tools for Tag

File View Tools Windows Help
DB |

=1 Logix Controllers
=i LGXCOo1
-1 Associated HMI Application = PlantP Ay

- FactoryTalk View SE Network
- HMI Server Name = PlantPAx_HMI
- HMI Server Area Name = Area
- g Data Server Area Name = Area/Dat|
- ﬁ Data Server Name = PlantPAx_DAT|
-'a Data Server Device Shortcut Name

- HMI Alarm Servers

M PlantPAx_AES

L LGXCOo1

Add Historian Server..,

From this Page Action
Add Historian Server Type the name of the historian server.
Select Controllers for Building Data Points in Enter the server collective name and select the
Historian Server applicable controllers.
Select Controllers for Building Data Points in Historian Server -
Name: Production Historian
Description
FTLD Interface Number ~ [1__|
Server or Collective Name: | ASIHO1 ||

Point Source Name: FTLD

SelectControllers and Enter Data Server Infarmation

Select Controller Application Data Area Full Path Data Server Name DeviceShoiout
Name Name
LGXC01 PlantPAx Area/Data PlantPAx_DAT LGXCO1

FactoryTalk Application Name. Data Server Name and Device Shortcut Name must be provided when using FTLD point source.
Data Server Name is not required when point source is not FTLD.

The default data server name used by FactoryTalk is "RSLinx Enterprise”

(Data Area Full Path example: "NorthPlant/Datal")

OK Cancel
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Select the Historian server that you just created (Production Historian
in our example), and select to Import to Asset Framework (AF)
Database

L= PlantPAx Configuration Tools for Tags. Alarms. and Historian [PlantPAx] =112 -
File View Tools Windows Help

0z d

= Logix Controllers
=41 Laxcol

=2 Associated HMI Application = PlantPAs
B FactoryTalk View SE Network
2 HMI Server Name = PlantPAx_HMI
B HMI Server Area Name = Area
iy Data Server Area Name = Area/Dat
3y Data Server Name = PlantPAx_DAT

iy Data Server Device Shortcut Name

=4 HMI Alarm Servers
=-M PlantPAx_AES

- LGXCO1
=~ Historian Servers

=5 - Production Historian

L LGXC Change Controllers Associated with Historian Server...

Rename Historian Server...

Remove Historian Server

‘ Import to Asset Framework (AF) Database

Band T Pomnts or mpoa File...

[-S— Tl

From this Location Action
Build Tags: Setup Tab Select Connect
Connect dialog Box Set the Pl Server, AF Server, and AF Database
OK Connected dialog box Verify that you are connected to the Pl Server, AF
Server, and AF Database
Build Tags: Setup Tab Select PI Point Builder Options
FactoryTalk Historian Import File Builder Options Use the controller name as a prefix to Historian tags.
dialog box: Naming tab For example, LGX(01.<tagname>
Build Tags: Information Tab Review and verify the information
Build Tags: Build Tab Select Build
Sow ECH
Foion

AFDatabase change event
Action='SubObjectChange'. Identiy="Element. UniquelD="242b3bb6-635b-11e8-50dc-000c2951dc44", ParentD='242b3bb3-693b-11e8-80dc-
000c2951dd44'

Equipment01 Abort Build

AFDatabase change event
Action='SubObjectChange. Identity=Element, UniquelD="24203bb3-699b-11e8-80dc-000c2951dd44', ParentiD='242b3bb0-699b-1128-80dc-
000c2951ddd4"

Area0l

AFDatabase change event
Action='SubObjectChange'. Identity="El, d44', P arent D='00000000-0000-0000-0000-
1000000000000"

Processol Completed adding Logix clements to AFDatabase.
AFDatabase change event

Action='DirtyCleared" I oK I
PlantPAx

AFDatabase change event
\Action='SubObjectChange', Identity="Element, UniquelD="242b3bad-699b-11e8-80dc-000c2951dd44', ParentiD='00000000-0000-0000-0000-

1000000000000'
=

6/6/2018 11:06:11 AM Exited Adding AFElements to AFDatabase PlantPAx M
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Verify Asset Framework Library and Elements

After using the PlantPAx Configuration Tool, you must verify that the asset
framework library and elements are properly imported into the Asset
Framework database.

1. Go to Programs > Rockwell Software > FactoryTalk Historian SE >
System Explorer (64-bit).

2. Select Library in the bottom left of the system explorer and verify the
contents of the library.

Q WASIHOTYPlantPAx - Pl System Explorer (Administrator) - O x
File  View Go Tools Help
@ Database [ QueryDate ~ (© & O Back H, CheckIn %2 « [&#]Refresh @@ New Template ~

Library Elernent Templates
6 PlantPax A Group by: [] Category
= T'%m\lates ’ Fiter o~
- Element Templates
— [ C_Interface_FTLD Hame 4| Description Category Typeld} I Ex
g Ef}l)nteFrFacefPerfnwn (f C_Perfmon_ASIH  Historian Computer Perfomance Manitor Computer Element
_Perfmon
- (@ C_Perfmon_asam (@ C_Perfmon_ASIS  SQL Server Computer Perfomance Monitor Computer Element
(& C_Perfmon_ASIH (@ C_Perfmon_PASS  PASS Computer Perfomance Moritor Computer Element
g E_E::;Eg:_:gss @Lcru Processor Utilization Controller Element
- & 1___ch - (& L_Shortcut RSLinx Enterprise Shortcut Computer Element
~ [ L_Shorteut B P_AIn Simple Analog Input 10 Processing Element
P_AIn
g Piﬂlnl\dv (& P_AInAdy Analog Input Advanced 10 Processing Element
~ (@ P_AInDual @ P_AInDual Dual Analog Input 10 Processing Element
- G P_AInMulti P_AInMulti Multi Analog Input 10 Processin Element
~ P AQU hd = ks -
(& P_Aout Analog Output 10 Processing Element
Elements
o (& P_D45D Discrete Control 4 States Valves Element
—{Event Frames (@ P_DBC Deadband Control Regulatory Co... Element
Library & P_LIn Digital Input. 10 Processing Element
== Unit of Measure (@& P_DInAdy Digital Input Advanced 10 Processing Element
A Contacts (& P_Dose Dasing Control Procedural Co,.. |Element

C_Interface_FTLD Modified:5/12/2020 7:51:16 &M Owner:ASIHOTWAdministrator

3. Select Elements in the bottom left of the system explorer and verify the
elements.

EF DATHOTPlantPhe - Pl Systern Explarer (hdministrator) - m] X
File  Search  View Go  Tools  Help
@Datahase %] Query Date ~ (U @ @Back (0 |E, Checkin 2 « [£] Refresh | (3 MewElernent ~

Elernents p_AIn1
5Elemsnts General  Child Elements  Attributes  Ports  Analyses  Motification Rules  Version

Loy P_AInt

(53, Element Searches Hame: |TTUIUUI |

Description: |Slmp|e Analog Input |

(7 Elements
Categories: |10 Processing (@] Default Attribute:  <None>

= Event Frames
i Library

ezm Unit of Measure

Extended Properties (00 Annotations (0] Location  Security.

Find: Parents Children Event Frames
Models  Lawers  Connections
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Historian Tags in FactoryTalk
VantagePoint

This section shows how to import FactoryTalk Historian data tags. Data from
multiple Historian SE servers can be brought together into a single decision
support system by using FactoryTalk® VantagePoint® as the information
reporting software.

IMPORTANT Forinstallation and configuration steps, refer to the FactoryTalk
VantagePoint Getting Results Guide, available on the FactoryTalk
VantagePoint installation DVD.

This document assumes that the FactoryTalk VantagePoint server is installed
on its own computer. If you have a small application and you want to install
the VantagePoint server on the same computer as the Historian SE server,
refer to the FactoryTalk Historian SE Installation and Configuration Guide,
publication HSE-IN025.

1. Go to Rockwell Software>FactoryTalk VantagePoint>Manager.

2. In the VantagePoint Manager directory tree, expand Sources, right-click
FactoryTalk and choose New>Item.

The New FactoryTalk Connector dialog box appears.

New FactoryTalk Connector

Connector Information ‘

A FactoryTalk connector gives you access to various FactoryTalk data sources.

FactoryTalk directory
VantagePoint will connect to the FactoryTalk directory on this machine:

Directory host: pass01

FactoryTalk user

VantagePoint can create a new, dedicated FactoryTalk user account that it can use
to access FactoryTalk resources. Enter a user name and password for this new account:

User name: VantagePoint |

Password: t‘ xxxxxx = I |

[[] This is an existing account. Use it as the FactoryTalk user instead.

Connector description (optional)

Enter a description for the new FactoryTalk connector:

3. Type the VantagePoint user password and click Next.
4. Select 'Yes, please’

The FactoryTalk Import dialog box appears.
FactoryTalk Impaort .

Import Choices
You can choose to import data from various FactoryTalk systems.

What would you like to import?

O Iwould like to import FactoryTalk Live Data tags

would like to import FactoryTalk Historian tags I

(O Iwould like to import FactoryTalk Alarms and Events information
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5. Click Twould like to import FactoryTalk Historian tags.

The FactoryTalk Import dialog box reappears.
FactoryTalk Import -

Historian Import
Importing historian tags allows history retrieval via imported, histerized Live Data tags.

Select one or more FactoryTalk historians from which to import tags:

Historian Last Imported ~ Tag Count  Description
rndutmn Historian ~ Mever 0 Historian for the production area of the plant

< Back I‘ Next > Il Cancel

6. Check the Historian that you want to use.

7. Ifyou are not using an ME connector, click Finish.

When the 'Tmport successfully completed' dialog box appears.

8. To confirm the import, go to System > Sources > FactoryTalk > pass01
> Historians > <Production Historian> and look for "Tags'

For example Server = passO1 and Historian = Production.

i--l_J Sources
{34 b =
—a FactoryTalk
—’3 passil

+-{_1 Applications
— '3 Historians
—’g Production Historian
naineering Units

+-T3 shor icutToController
+|_3: AlarmsAndEvents

+-%% System

+ a FactoryTalkEnergyMetrix

+ a FactoryTalkHistorian

4. EactneTalkMetrice il
—

Items (160} Description ~
mf¥ BA:ACTIVE. 1 Batch Active Rez
¥ BA:CONC. 1 Concentration Ry
4 BA:LEVEL.1 Level Reactor 1
24 BA:PHASE. 1 Phase Reactor 1
" BA:TEMP. 1 Temperature Re;
|2 baeScf24-c8b3-46c0-ad5d-a64df...  PlBatch storage
4 CDEP158 Light Naphtha Er ™
< m ¥

EooEmarEs E|

¥ Server: http://localhost/Incuity/

IMPORTANT  Adding new Historian points in the system requires a
synchronization action. Synchronizing lets you update the
VantagePoint references.
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9. To synchronize the Historian, select System > Sources > FactoryTalk >
<server> > Historians > <yourHistorian> and choose Synchronize.

Other Reporting and Analytics Options

Third-party reporting packages can connect to FactoryTalk Historian SE via
the OLE-DB connector.

For more information, refer to the Knowledgebase Technote FacroryTalk
Historian SE and the OSIsoft PI OLEDB Providers.
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Chapter 8

Batch Management

PlantPAx" systems support scalable options for batch management that are based on ISA88 standards and can help:

e Automate sequences to I‘CdUCC time—to—market

e Manage recipes and procedures to focus on yield, throughput, and quality

e Provide models to improve traceability, reporting, and approval controls

Options

The following options exist for batch management in your PlantPAx system. Controller-based solutions are typically for
smaller systems; larger systems require FactoryTalk® Batch applications. The reference links provide more details for each
option. Not all controller firmware revisions support all batch solutions.

®

Select the Batch Solution

Scalable offerings and tools range from controller-based to enterprise-wide solutions.

Feature Logix Batch & Sequence Manager | SequenceManager™ FactoryTalk® Batch
Deployment Logix controller code Firmware-based controller feature Server-based application
Supported controllers ControlLogix® 5580 ControlLogix 5570 ControlLogix 5580
CompactLogix™ 5380 CompactLogix 5370 CompactLogix 5380
ControlLogix® 5570 ControlLogix 5570
CompactLogix™ 5370 CompactLogix 5370
Units Single unit recipes Single unit recipes Multiple unit recipes
Phase construction PhaseManager™ programs PhaseManager programs PhaseManager programs

Phase interface

Phase and bit logic

Pull-down menu

Pull-down menu

Max recipes/steps/phases 32 Limited by memory or resources Limited by memory or resources
Max input/report parameters 4 No max No max
Parameter expressions No Yes Yes
Parameter data types BOOL BOOL BOOL
REAL INT, INT, DINT SINT, INT, DINT
REAL REAL
Procedural structure Sequential Sequential Sequential
Concurrent Concurrent Concurrent
Divergent Divergent
Recurrent Recurrent
Recipe design Tabular HMI configured SFClike SFClike
Recipe editing Runtime via HMI Import only at runtime Runtime editing via Recipe Editor
HM!l integration Faceplates 3 Active X 4 Active X
API
Batch reporting Queue controller services Event client and archive services Event client and archive services
FactoryTalk Batch integration No Yes Na
Dynamic unit binding No No Yes
Unit arbitration No No Yes
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Logix Batch and Sequence Manager Requirements

The Logix Batch and Sequence Manager option consists of controller code and visualization elements. You need:
e Logix 5000™ controller
e FactoryTalk® View Studio software

o Logix Batch and Sequence Manager files
For more information, see Logix Batch and Sequence Manager.

SequenceManager Requirements

SequenceManager controls direct PhaseManager programs in this controller-based option. You need:
e Logix 5000 controller
e FactoryTalk® View Studio software

e SequenceManager software

For more information, see SequenceManager Controls.

& = O

FactoryTalk Batch Requirements

A FactoryTalk Batch application is a server-based option.

AppServ-Batch application server with:
e FactoryTalk Batch server
e FactoryTalk® eProcedure” server

o FactoryTalk® Event Archiver database

AppServ-Info SQL server with:
e SQL server
o FactoryTalk Batch Material server

e Master Recipe storage

For more information, see Factory Talk Batch Application.

The batch solutions work with each other to provide a comprehensive solution.

FactoryTalk® Batch

Logix Controller

‘ LBSM Seq uenceManager™ | Other
— Third-
[ Logic | . PhaseManager™ [ PLI ' _Contr?:ﬁ::
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For more information, see these additional resources.

Resource

Description

PlantPAx Logix Batch and Sequence Manager Reference
Manual, publication PROCES-RM007

Provides procedures on how to use LBSM to store recipes and sequences equipment and phases to make products.

SequenceManager Controller Reference Manual,
publication 1756-RM101

Describes how to install, configure, and run SequenceManager Controls.

FactoryTalk Batch User Manual, publication BATCH-UM011

Contains instructions for configuring security and services, and implementing components, such as the FactoryTalk
Batch server, simulator, and performance chart.

PlantPAx Batch Design Considerations Reference Manual,
publication PROCES-RM008

Provides guidance on selected batch implementation topics in a PlantPAx system.

Batch Application Toolkit Quick Start,
publication [ASIMP-Q5042

Provides a framework for how to use the tasks to complete the components of the Toolkit.

PhaseManager User Manual, publication LOGIX-UM001

Provides instructions on how to configure and use a Logix 5000 controller with equipment phases.

FactoryTalk Batch PhaseManager User Manual,
BATCHX-UMO011

Provide instructions on how to use phase logic to integrate FactoryTalk Batch software with a Logix Designer
application.

Logix Batch and Sequence
Manager

The Logix Batch and Sequence Manager application is controller logic that
provides basic batch management for single-unit or multiple-independent unit
operations.

Premix - Product A

ﬁ Idle
b Active Recipe:

Product A
Product Code:
Garfield1-2323

Wersion:

4.0-00 BETA

Version Date

8/31/2018 12:00

Author Scale Factor
+ l 1 Marvin Gardens

? =

@ Premix - Product A @
Runnin: Active Sequence Current Step uD
O i Product A 3. Reaction Temp 10007037 ’?

n n n
oY aWy s a6 s oW 1112 3 440

O

Wait D D D
Add Ingredient A D

Add Ingredient B D

Add Ingredient C D

’ Agitate DD DDDDDD

Dispense

(=) Heat Vessel D D D D D D D D D

S S e B ST SR e | e I b S s PO B

Pause at next

m m Scale Factor ’
Ho es 100.00 ()
Auto Pause o
HE . . B ValE

An LBSM application is best for:

e Single-unit batch processes, with 5...10 recipes, that can be defined with
4 real and 4 Boolean parameters per phase

e Processes that need frequent recipe changes
e Systems where recipe changes must be made through an HMI
e Process skids

e DPilot plants
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LBSM Details

The LBSM application provides controller logic and HMI objects.

An LBSM application supports:
e PhaseManager programs and custom sequences
e Maximum of 32 recipes per controller
e Maximum of 32 steps per recipe
e Maximum of 4 real and 4 Boolean Parameters/phase

e Recipe changes are made from the HMI

For more information, see PlantPAx Logix Batch and Sequence Manager

Reference Manual, publication PROCES-RM007.

SequenceMa nager Controls SequenceManager is a firmware-based feature controls direct PhaseManager

programs inside a Logix 5000 controller in an ordered sequence.

Editor— Logix Designer application Operator— FTView SE Data Collection & Reporting Services
Define a procedural sequence that Monitor and interact with a running Generate events used to produce

coordinates the execution of procedural sequence in the HMI batch reports and procedural analysis
equipment phases [ .

A SequenceManager application is best for:
e Small batch systems (single unit)
e Systems with no server connectivity

o Process skids

e Modular systems connected into larger FactoryTalk Batch processes

o Fast processes
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SequenceManager Details

The Logix controller must have firmware support to implement a
SequenceManager application. Not all controllers support the
SequenceManager application.

Use the SequenceManager to model and execute sequential manufacturing

processes using the ControlLogix” features described in the following tasks:

Configure the coordination of Equipment Phase execution using the
Equipment Sequence Editor.

Execute Equipment Sequence programs using ControlLogix.
Monitor and manage running Equipment Sequences using the Logix
Designer application.

Enable operators to monitor and manage running Equipment
Sequences and Equipment Phases by adding SequenceManager ActiveX
controls to FactoryTalk® View SE displays.

Subscribe and collect generated sequence events using
SequenceManager Event Client Service and SequenceManager Event
Archiving Service.

For more information, see SequenceManager Quick Start Guide, publication

1756-QS109.
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Factory Talk Batch A FactoryTalk Batch application is a server-based, comprehensive approach to
Applica tion batch management.

o Handles complex unit coordination, resource arbitration, and
optimization of routes
e Manages recipes including formulations, scaling, secure approvals, and

versioning

e Includes integrated visualization and reporting

Rockwell
Automation

3 S I I 3 |

A FactoryTalk Batch application is best for:
e Multi-unit batch control
e Integration of process skids

e Integration with third-party systems
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FactoryTalk Batch Details

A maximum of 10 FactoryTalk Batch servers can exist in a PlantPAx DCS.
Follow these guidelines when you install FactoryTalk Batch on the
AppServ-Batch server:

o Install the FactoryTalk® eProcedure” server on the same computer as the
FactoryTalk Batch server.

o Install the FactoryTalk Batch Material server on a computer with the
SQL server. The computer must be different than the computer that
hosts the FactoryTalk Batch server.

o Install the FactoryTalk Event Archiver Database and Management Tool
on another server from the FactoryTalk Batch server.

Figure 18 - Example FactoryTalk Batch Network

oo

o - _[ — o
— =0 =
() = |
=l | =)
] (6] - )
®
(9] (—
0 = @
— =[] —|
I — =
—o—. s [}
— —
o ety o
[ I j ]
®
No. Description No. Description
1 Site level 8 FactoryTalk eProcedure clients
2 FactoryTalk Batch Material Manager clients 9 FactoryTalk Batch server (1...10) and FactoryTalk eProcedure server
3,14 | FactoryTalk Batch Material server; FactoryTalk Event Archiver database 10 FactoryTalk Batch server connects to SQL server for Master Recipe storage
4 SQL server n FactoryTalk Batch clients
5 FactoryTalk Batch clients 12 Proprietary network
6 TCP/IP 13 Process-connected device
7 Plant floor

For more information, see:

¢ PlantPAx Batch Design Considerations Reference Manual, publication
PROCES-RMO008

o FactoryTalk Batch User Guide, publication BATCH-UMO011
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FactoryTalk Batch Server
with Redundant Controllers

Using a FactoryTalk Batch server with redundant controllers requires an
understanding of the batch server hold/failure propagation behaviors.

Redundant ControlLogix 5580 controllers do not support ControlNet*
communications. This means a FactoryTalk Batch application with active
phases is not a bumpless event when a switchover from primary to secondary
controllers occurs.

The phases switch over and remain in their respective state and code executes
as expected, but a the FactoryTalk Batch server observes a brief momentary
communication loss over the EtherNet/IP™ network.

This communication loss is enough for the batch server to issue Hold
propagation on all recipes with phase actively running in the controller than
switched over. In this circumstance, the transitions in the recipe Held while the
phases in the controller are still running,

Hold Propagation

The Hold Propagation area lets you indicate the hold propagation type to use
when the FactoryTalk Batch server detects a failure caused by a watchdog
timeout, a handshake timeout, or a phase failure (PHASE_F > 0).

Hold propagation is a configurable selection that defines how the batch server
reacts to failures that affect an active control recipe. Configure the selection in

the Equipment Editor, which stores the value in the BATCHSVR.INL

Server Options *
Cross Invocation Descriptors and Defaults Hyperink Descriptors and Defaults Material Policies
Project Settings Restart Cortrol Batch Reporting Archiver Evert Fiters Batch Server

Hold Propagation Miscellaneous

() None Maximum Log File Size 1000000| Bytes
Fh

O hase Miimum Disk Space 1000000] Bytes

(O Operation

() Unit Default Batch ID [BATCH_ID

[] Enable Evert Joumal Signatures

OPC Communications Timeout
Period {msec) 10000
Allowable Failures

228 Rockwell Automation Publication PROCES-UM100A-EN-P - October 2020



Batch Management ~ Chapter 8

A Hold command associated with a failure propagates up through the recipe
hierarchy as high as the mode and selected option allows.

Hold Propagation Option

Description

None

The batch server does not issue a Hold command to any level of the running procedure for any phase failure. Therefore,
the phase logic s solely responsible for putting a failed phase into Hold.

Phase

The batch server issues a Hold command to only the phase in which the phase failure occurred. This includes only the
active step within the operation that experienced the failure, and not the active transition that belongs to the
operation. Therefore, only the failed phase is commanded to Hold by the batch server and any other level of the batch
remains unaffected such as, any running phase, operation, unit procedure, and the procedure itself

Operation

The batch serverissues a Hold command to the running operation in which the phase failure occurred. This includes all
active steps and transitions within the operation level of the batch. Therefore, all running phases within this operation,
and the active operation transitions are commanded to Hold by the batch server. Any other running operation, unit
procedure, and the procedure itself are not affected by the Hold command; the batch server does not propagate the
Hold command to these other levels of the batch.

Unit

The batch server issues a Hold command to the running unit procedure in which the phase failure occurred. All running
phases and operations within this unit procedure, and the unit procedure itself, are commanded to Hold by the batch
server. This includes all active steps and transitions within these specific levels of the batch operations and the unit
procedure. Any other running unit procedure and procedure itself are not affected by the Hold propagation; the batch
server does not propagate the Hold command to these other levels of the batch.

Batch

The batch server issues a Hold command to the entire running procedure in which the phase failure occurred. All
running phases, operations, unit procedures, and the procedure itself, are commanded to Hold. This includes all active
steps and transitions within all levels of the batch.

The most common event to trigger Hold propagation is an abnormal process
condition being continually monitored by the controller.

When an abnormal process events occurs in the system, the controller logic sets
phase failure for the appropriate phases actively running in the unit, or units.
As a result, the phase failure tags are set with a value greater than zero value by
the controller logic. The value corresponds with a known failure condition in
the process. The batch server can display the failure to the operators and record
the appropriate phase failure event.

State Composite Evaluation

The Hold propagation configuration determines the highest procedure level
within the running recipe for which the Hold command from the batch server
is issued when a failure is detected.
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The state of each batch level (such as procedure, unit procedure, operation) is
continually evaluated by the batch server. Each batch level state is based on the
composite states of its underlying steps and transitions.

e Inthe case of an operation, the composite state is based on the state of all
active phases and the state of their underlying active phases transitions.

e In the case of the unit procedure, the composite state is based on the
state of all active operation steps and the state of their underlying active
operation transitions.

e In the case of the procedure, the composite state is based on the state of
all active unit procedure steps and the state of their underlying active
unit procedure transitions.

Table 17 - Order of Precedence for Batch States

State Element Type Priority
RESTARTING Step’ 12 (highest)
HOLDING Step "
ABORTING Step

RUNNING Step 9
ARMING Transition 9

ARMED Transition 9

FIRING Transition 9
STARTING Step 8
STOPPING Step 8

HELD Step 6

HELD Transition 6

IDLE Step 5
ABORTED Transition 4
ABORTED Transition 4
STOPPED Step 3
STOPPED Transition 3
COMPLETE Step 2
NOTCONNECTED Step 1
UNKNOWN Step 0 (lowest)

If the owner of the step (a phase) is EXTERNAL then the step is not

considered in the calculation.

The determining state for any procedure level (procedure, unit procedure, or
operation) is based on the states of the active recipe elements it contains —
both, steps and transitions. All these S88 procedure levels are virtual to the PC
memory in the batch server, with the exception of SequenceManager
operations which reside in the controller, much like most phases.
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When a procedure level of a control recipe is connected and commanded by
the batch server, the state of each of its procedure levels is derived by a
composite state analysis to determine a final state for each procedure level. As
the path of recipe execution proceeds through a control recipe, the state of each
recipe element object is dynamic, and is continuously updated. The state with
the highest priority becomes the state of the procedure level for an operation,
unit procedure or procedure.

e In the case of an Operation procedure level, the composite state is based
on the state of all active phases e active transitions within the operation.

e In the case of the Unit Procedure level, the composite state is based on
the state of all active operation steps and active transitions within the
unit procedure.

e In the case of the Procedure level, the composite state is based on the
state of all active unit procedure steps and active transitions in the
procedure.

Types of Failures

The batch server translates a phase failure value to an enumeration string that
presents a actionable string of text to the operators for the type of failure. A
phase failure is the most common type of failure. Other types of failures may
occur in the batch system such as, a parameter download failure, a report
upload failure, a failed phase request, a request timeout, a command timeout, a
quality tag status other than good, a watchdog failure, or a communication
failure.

In most cases, the batch server reacts to these failures just as it does for the
phase failure event with Hold propagation. An exception occurs whenever a
the batch server experiences a communication failure to a controller, a data
server, or a phase.

When communication to controller or phase is compromised, the Hold
propagation only acts on the components of the control recipe that are without
risk, or internal to the batch server memory (procedure, unit procedure,
operation). In this case, the risk pertains to those components where the phases
or SequenceManager operations reside, so Hold propagation is not executed to
the phase level or SequenceManager operations.

If communications are restored quickly so the watchdogin the controller does
not time out and place the running phases into a Held state, running phases
stay running as if nothing occurred. If communications are restored quickly
and the controller phases are not configured to Hold upon communication
loss, then running phases also stay running as if nothing occurred.

This momentary communication blip where phases remain running can cause a
dynamic when all other levels (procedure, unit procedure, operation) are sent
Hold commands upon failure according to the Hold propagation
configuration. As a result, these procedure levels are Held but the composite
state of a running phase and Held transition is running state for the operation.
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This traverses up the control recipe where a running operation step and a Held
unit procedure transition evaluates as a running state for the unit procedure,
and so on one more level to the procedure. With transitions Held, the recipe
cannot move transition to other steps, and the recipe could act to an untrained
operator as though it is hung, or unresponsive. One solution is to issue a Hold
command to the control recipe, then a restart to the control recipe in order to
get all steps and transitions in an active and running state as expected.

In the case of redundant systems with newer ControlLogix firmware revisions
that do not use ControlNet communication, the switchover of the controllers
where active phases are being run by the FactoryTalk Batch application is not a
bumpless event. The phases switch over and remain in their perspective state
and code executes as expected, but a the FactoryTalk batch server observes a
brief momentary communication loss. This loss is enough for the batch server
to issue Hold propagation on all recipes with phase actively running in the
controller than switched over. In this circumstance, you can find transitions in
the recipe Held while the phases in the controller are still running.
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Analytics

Analytics is the discovery, interpretation, and communication of meaningful patterns in data. Analytics relies on the
application of statistics, computer programming, and operations research to quantify performance.

Analytics are the methods we use to measure our performance and then provide feedback for continuous improvement.
Analytics drive business value, regardless of the industry, by helping to:

e bring a product to market faster
o lower the total cost of ownership because of more effective maintenance
e improve asset utilization by maximizing the throughput

e provide enterprise risk management

Options

The following options exist for analytics applications in your PlantPAx” system. The reference links provide more details
for each option.

@ Device Level Options

Allen-Bradley” products have device-level diagnostics built

in, such as fault and alarm codes for use in fault routines.
Other products provides predictive and prescriptive

analytics at the device-level of the architecture. Process Varisble Speed Drives.  Meotor Contral Centery
Controders a
In your overall solution, you can add these additional o | " LIt TN

products to gather device-level analytics: Local, Destributed, and Intelligent 10

e FactoryTalk” Analytics™ for Devices =
e FactoryTalk® Analytics™ LogixAI” ; - =
« PlantPAx’ MPC ; ; { ]
E'_! =" = H = =4 =
For more information, see Device Level Analytics ] I
@ System Level Options
FactoryTalk® products that add system-level analytics include:
o FactoryTalk” Analytics™ Augmented Modeler m:
e Pavilion8° - -
e FactoryTalk® Analytics™ Edge Gateway & M:'m
o FactoryTalk” Analytics™ DataView | SavonaSarvery
e FactoryTalk® TeamONE™ + I i | i
e ]

For more information, see System Level Analytics
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®

Enterprise Level Options

FactoryTalk products that add enterprise-level analytics include:
e FactoryTalk Analytics Edge ML
e FactoryTalk Analytics DataView Big Data
o FactoryTalk® Analytics™ DataFlowML

Cloud
At the Industrial Internet of Things (IoT') level, you can add: :__] =
o Vuforia® Augmented Reality RN e

o e

e ThingWorx" Industrial IoT platform [
DBs & Histarians

For more information, see Enterprise Level Analytics

Information Enables Outcomes

234

Basic Analytics — ——3  Advanced Analytics
DESCRIPTIVE DIAGNOSTIC PREDICTIVE PRESCRIPTIVE
"am, & = .
| [
p & =l 2 D
- . a
Which facility Why is Site A throughput | predict that Site A will be What action should | take to
performed the best? behind plan? behind plan soon, soid Site A from falling
{ i
: | - .
g il -
w :
B LT
> Is Line 1 Why is Line 1 | predict that Line 1 What action should the
- running ok? quality poor? quality is moving out operator take to avoid
of tolerance poor quality?
: > A - i N -
Am | running ok? Why did a fault | predict a fault will What action should be
happen? happen soon. taken to avoid the fault?
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Device Level Analytics

The ControlLogix” and CompactLogix™ process controllers display alarm and

troubleshooting details for the embedded process instructions on the property

pages for the process instructions.

In your control strategy, you can use:

e Tag-based alarms

e Alarm faceplates

e Automatic device descriptive analysis (firmware revision 33 and greater)
to display device fault conditions in applications and client devices
supported by FactoryTalk® Alarms and Events.

Device-level analytics provide:
e Streaming analysis
e Runtime deployment

e Device data generation

Option

Description

FactoryTalk Analytics for Devices

Embedded analytics software that lets you implement
device level, descriptive and diagnostics analytics to
improve maintenance and engineering reliability.
Automated device health diagnostics provides data to an
information platform with or without cloud connectivity

PlantPAx specific content:
«Advanced Process Controller action card
« E+H device support

+ Robust HART diagnostic information

Type: Descriptive, Diagnostic

Environment: Appliance on EtherNet/IP™ network
Available via the subscription portal

Requirements:
+ 6200PC-FTA4DT11M FactoryTalk Analytics for Devices
appliance

FactoryTalk Analytics LogixAl

Embedded analytics software that enables controls
engineers to apply models to make predictions in
ControlLogix applications.

Automated modeling capabilities that enable predictive
capabilities in the controller.

Type: Diagnostic, Predictive

Environment: ControlLogix chassis
Available via the subscription portal

Requirements:
+ 1756M-FTALGXAITT1M FactoryTalk Analytics LogixAl
appliance

PlantPAx MPC

Model Predictive Control embedded in ControlLogix
systems

+ Multi-variable in and multi-variable out

- Predictive control

+ Reduction in variability

Type: Predictive, Prescriptive
Environment: ControlLogix chassis

Requirements:
«1756-PPMPC or 9529-PPMPCENM module
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System Level Analytics

System-level analytics provide:

e Data reduction, management, transformation, and harmonization

e Model training and deployment

e Pattern extractions

Option

Description

FactoryTalk Analytics Augmented Modeler

Provides an interactive machine-learning environment for
plant engineers and application domain experts to build
their own analytic applications.

Discovers machine, unit, or line anomalies sooner with
alerts that indicate unusual states.

Includes FactoryTalk® Analytics™ Data Explorer as a data
preparation tool

Type: Predictive

Environment: Server based

Part of the FactoryTalk Analytics; available via the
subscription portal

Requirements:
« FactoryTalk Analytics Augmented Modeler software

Pavilion8

Provides closed-loop, prescriptive analytics to continuously

maximize process performance in quality, throughput and

efficiency.

+Model-based advanced, dynamic control drives stable
performance

« Integrated MPC, calculation, and soft sensor
visualization and performance reporting

Type: Predictive, Prescriptive
Environment: Server based

Requirements:
« Pavilion8 software

FactoryTalk Analytics Edge ML
(also applicable at enterprise-level)

A machine-learning application that provides expert-driven

data analytics within the plant, where low latency is a

requirement.

« Helps make decisions as close as possible to the data

+ Reduce loads on controllers by off-loading data
preprocessing

+ Reduces deployment time costs

« Out-of-box connectivity reduces design time

Type: Predictive

Environment: Server based

Part of the FactoryTalk Analytics; available via the
subscription portal

Requirements:

« FactoryTalk Analytics Edge ML base bundle
or

- FactoryTalk Analytics Platform base bundle

FactoryTalk Analytics DataFlowML
(also applicable at enterprise-level)

Helps identify data trends and presents insights proactively.

Use for expert-driven analytics, but where latency is not a

requirement. Use to operationalize models.

« Corrects anomalies before downtime or quality events
occur

« Connects multiple types of complex machine learning
models with the data from your intelligent assets

- Offers data exploration, cleansing, preparation
capabilities to empower data scientists

Transform and manipulate data (batch/stream)

« Aggregate, join, slice, thin, and operate on data
streams

+ Ingest high volume/high velocity to low volume/low
velocity use cases

+ Reuse models across the enterprise

Type: Predictive, Prescriptive

Environment: Server based

Part of FactoryTalk Analytics; available via the subscription
portal

Requirements:

« FactoryTalk Analytics DataFlowML base bundle
or

- FactoryTalk Analytics Platform base bundle

FactoryTalk Analytics DataView
(also applicable at enterprise-level)

A analytics visualization tool that lets you access and

transform data through storyboards. Gain a business

understanding of data to pinpoint opportunities for

improvement.

« Reduces time to value by reducing the dependence on
data architects and data scientists

« Enables self service analytics

- Eliminates the need for expensive infrastructure
associated with traditional warehousing

Type: Descriptive, Diagnostic

Environment: Server based

Part of FactoryTalk Analytics; available via the subscription
portal

Requirements:

« FactoryTalk Analytics DataView base bundle
or

« FactoryTalk Analytics Platform base bundle
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Enterprise Level Analytics

Enterprise-level analytics provide:
e Data visualization
e Data mining
¢ Enterprise resource planning
e Model training
e Model operationalization

e Pattern extraction

Option

Description

FactoryTalk Analytics Edge ML
(also applicable at system-level)

Provides data capture, transformation and analytical
capabilities, including predictive machine learning, right on
the edge.
Pull structured and unstructured data from multiple
sources
+ Access data in intelligent devices
Preprocess data for analytics
« Enable bi-directional, transactional type data
Execute closed-loop, Edge-level machine learning
« Develop custom applications and connectors

Type: Predictive

Environment: Server based

Part of FactoryTalk Analytics; available via the subscription
portal

Requirements:
FactoryTalk Analytics Edge ML base bundle
or

« FactoryTalk Analytics Platform base bundle

FactoryTalk Analytics DataFlowML
(also applicable at system-level)

Helps identify data trends and presents insights proactively.

Use for expert-driven analytics, but where latency is not a

requlrement Use to operationalize models.
Corrects anomalies before downtime or quality events
occur

« Connects multiple types of complex machine learning
models with the data from your intelligent assets

- Offers data exploration, cleansing, preparation
capabilities to empower data scientists

Transform and manipulate data (batch/stream)

- Aggregate, join, slice, thin, and operate on data
streams

+Ingest high volume/high velocity to low volume/low
velocity use cases

« Reuse models across the enterprise

Type: Predictive, Prescriptive

Environment: Server based

Part of FactoryTalk Analytics; available via the subscription
portal

Requirements:
FactoryTalk Analytics DataFlowML base bundle
or
FactoryTalk Analytics Platform base bundle

FactoryTalk Analytics DataView
(also applicable at system-level)

A analytics visualization tool that lets you access and
transform data through storyboards. Gain a business
understanding of data to pinpoint opportunities for
improvement.
+ Reduces time to value by reducing the dependence on
data architects and data scientists
Enables self service analytics
Eliminates the need for expensive infrastructure
associated with traditional warehousing

Type: Descriptive, Diagnostic

Environment: Server based

Part of FactoryTalk Analytics; available via the subscription
portal

Requirements:
FactoryTalk Analytics DataView base bundle
or
FactoryTalk Analytics Platform base bundle
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Option

Description

Vuforia Augmented Reality

Anindustrial augmented reality platform that can improve

workforce efficiency and customer satisfaction with real-

time, step-by-step work instructions and data.

« Work instructions become handsfree and are delivered
in real time where assembly or field service take place.

« Tribal knowledge of experienced workers is captured
and shared with new workers and service technicians.

+ Remote expertise can be delivered to workers no matter
where they are in the world.

PlantPAx specific content:
Process strategy experience templates provide users
with faceplate-like features within an AR experience.
The templates enable users to build additional
functionality around the PlantPAx information.

Type: Descriptive, Diagnostic

Environment: Cloud based
Part of the FactoryTalk® InnovationSuite
Bulletin 95057C; available via the subscription portal

Requirements:

« Vuforia Engine software

« Vuforia Studio software

« Vuforia Chalk software

- Vuforia Expert Capture software

ThingWorx Industrial loT platform

An integrated, secure solution to minimize risk, reduce IT

burden, and maximize value from the software investment.

ThingWorx industrial connectivity provides data access for
client applications such as MES and SCADA and loT and Big
Data analytics software. It leverages OPC and IT-centric
communication protocols to provide a single source of
industrial data. Supported protocols include proprietary
protocols (including GE NIO, SuiteLink/FastDDE, and
Splunk), IT protocols (including MQTT, REST, ODBC, and
SNMP), and flow measurement export to common Oil & Gas
industry formats.

ThingWorx industrial connectivity provides a single solution
to collect, aggregate, and securely access industrial
operations data. Connect, manage, monitor, and control
diverse automation devices and software applications
through one intuitive user interface

PlantPAx specific content:

« Process strategy Thing templates replicate structure and
functionality within ThingWorx, which enable users to
create an analysis of the objects with Live and Historical
Data

+ ThingWorx mashup templates provide the ability to
investigate alarms by area, priority, and other critical
alarming criteria. Advanced alarm analysis includes
fleeting, chattering, and stale alarm insights. Similar
dashboard functionality is also provided for SQL server
reporting services.

Type: Descriptive, Diagnostic, Predictive, Prescriptive

Environment: Cloud based
Part of the FactoryTalk Innovation Suite
Bulletin 95057; available via the subscription portal

Requirements:
« ThingWorx platform software
— Asset Advisor
— Operator Advisor
— Production Advisor
— ControlAdvisor
+ThingWorx Industrial Connectivity software
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Advanced SSRS Object and
Alarm Reports

The process library includes standard reports via SQL Server Report Services
that support basic and advanced alarm and event reports, along with per
process object reporting.

The standard reports use data collected via FactoryTalk® AssetCentre,
FactoryTalk® Alarms and Events, and FactoryTalk® Historian SE. An SQL Asset
Framework processes the data from the system historian and consolidates the
data into a central database, based on a reporting schedule.

The PlantPAx’ reports include:

Category Reports

Object Production + Analog - Sequence
+monthly + Analog Output « Totalizer
« daily + Motor + Valve

« shift - PID

Alarming Area Based: Object Based:

« Alarm History Report - Alarm Reports
« Top Alarm Report
+ Maintenance Report

— (Chattering Alarms

— Fleeting Alarms

— Stale Alarms

— Flooding Alarms

Traceability + Audit Report

« Event Report

« All Data Report

« System Object Bypasses Report
«  System Object Audit Report

« Sequence of Events Report

System

- Database Status Report
« Shift Setup Report

Before You Begin

You must use Logix tag-based alarms for the reports. Make sure the following
software is installed:

Microsoft® Server 2016 Standard

Microsoft” SQL Server 2016 (Full); including reporting services
FactoryTalk AssetCentre

FactoryTalk Alarms and Events

FactoryTalk Historian with an Asset Framework

PIOLEDB connector

SSRS Standard Reports (available as part of the process library)

Configure Reporting Services

Use the SQL Server Reporting Services Configuration Manager.

1.

Enter the correct Server Name and Report Server Instance amd select
Connect.
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From the Reporting Services Configuration Manager, specify these settings.

Page

Configuration

Web Service URL

« SetVirtual Directory to ReportServer
« (hange the TCP Port to 8080

Web Portal URL

« SetVirtual Directory to Reports

On the Advanced tab:
« Select All Assigned and select Edit to change the TCP port to 8080
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23 Reporting Senices Configuration Manager: DEVMSSQL16P0T\MSSQLSERVER

SQL Server 2016
Reporting Services Configuration Manager

%/ Connect b Pt DR

DEVMSSQL IEPO1IMSSQUSERVER

, sersce Azceunt

o wish Service LRL

Datshase

@ woeb Portal LA
Emad Sattngs

P Executon Account
EnaypRon Ky

2, Subamrpnon Setongs

4" Seale st Degieyment

] Power Bl Intngraton

Configure SQL Components

Follow these steps to install the MSSQL Database, configure the linked
(OLEDB) servers for Asset Framework and Historian PI Archive, and create
the SQL Agent Jobs.

IMPORTANT  See Historian Asset Framework in Chapter 7 for information on how to
configure the Historian Asset Framework.

1. Copy the StandardReports_5.00 folder from the process library to the
server that hosts the consolidated database.
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2. From the SQL Server Management Studio, start the SQL Agent.

Object Explorer

Connect~ ¥ ¥ AEVES

= W@ DEVMSSQLIGPOT (SOL Server 13.0.4001.0 - sa)
3 Databases

0 Security

0 Server Objects

0 Replication

0 PolyBase

0 Always On High Availability

0 Management

0 Integration Services Catalogs

Ald Multi Server Administration
o start

Stop

&3
&3
&3
£
@ [ XEven Restart
Start PowerShell

3. Right click the StandardReports_5.00.bat file located in the MSSQL

folder and run as Administrator.

4. At each command prompt, enter the requested information:

B Adminztraten COWindows\ System 3D cmd.exce - a X

A script creates the SQL components, servers, and Jobs. The final step of the
script deploys reports and updates policies.
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Configure the Shifts for the SQL Database

Complete the following steps to define the shifts for the SQL Database.

1. From SQL Management Studio, select the SQL database >
dbo.ConfShifts > Edit Top 200 Rows

2. Enter the shift names and times for the correct shift periods.

Keep the date as 1900-01. If the shift ends the day after the first shift,
change the day to -02.

Shift!D Shift StartTime EndTime
3 Marning 1900-01-01 06:00:00.000 1900-01-01 14:00:00.000
2 Afternoon 1900-01-01 14:00:00.000 1900-01-01 22:00:00.000
3 Might 1900-01-01 22:00:00.000 1900-01-02 06:00:00.000
* MWULL NULL NULL NULL
Configure Views

Complete the following to create views to access the Archive and

Snapshot data.

1. From PI SQL Commander Lite, connect to P OLEDB Enterprise.

2. Browse to Catalogs > DevConsolidate and import the

PISqlExportedObjects.xml file in the PI SQL folder.

Object Explorer Bt
4 ,_J'_J OLEDE Data Sources
4 [E3PI OLEDE Enterpriss
| DevHistD1
4 [} DEVMSSQL16PO1
4 [ Catalogs
I J Configuration
4 | | DevConsqlidate
I (3 Assat| §| Refresh

> mDaty Export Custom Database Objects...

I [3DataT|

I [ Event] I Import Custom Database Objects... ||
I J System |

3. Selectall Views to import and click execute.
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When complete there should be for Views under Data > Views.

4 i_J.»J OLEDE Data Sources
4 [@PI OLEDE Enterprise
| DevHistFO1
4 [ DEVMSSQL16PO1
4 [ Catalogs
I L-J Configuration
] -L_-J DevConsolidate
I CoAsset
4 [ Data
I [3Tables

I =} AFSnapshot
I (3] EFArchive
I [} EFSnapshat
I [ Functions
I E@DataT
I (3 EventFrame
I -L:J System
4 (@P1OLEDE Provider
[J DEVHISTRO1

For more information on how to configure preferences to publish report, see
Microsoft Publishing Reports to a Report Server.

Access Standard Reports

To access the SSRS Standard Reports, open the configured URL and replace
DEVMSSQL16P01 with the server name.

Edit a Web Portal HTTP URL

ldentification

(®) |P Address All Assigned e

() Host Header Name

TCP Port I |EDED ||

URL hitp:/DEVMSSQL16P01:8080/Reports

7] oK | Cancel
Event Logging

The raP_Tec_LgxEvent Add-On Instruction (part of the process library)
captures any of 16 event bit rising edge transitions and records the lowest-order
rising edge bit as the reason for the event. If the IOFault input is active, all
Inp_Event## inputs are ignored. If Inp_Reset is active, the output Sts_Reason
INT is reset. Use the .Sts_Reason.X Description to include a description of the

event.
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Use the raP_Tec_LgxEvent AOI with the Advanced Asset Framework
template to enable SSRS reporting for process objects.

1. Import the AOI into a function block sheet or routine rung.

2. Connect the following inputs into the block to enable functionality:

- Inp_Event entries for event inputs that are logged in Sts_Reason
output INT

— Inp_IOFault for an input integrity checker, for example if active all
Inp_Event entries are ignored

— Inp_Reset to reset the event inputs, for example if active Sts_Reason
is reset

raP_Tec_LgxEvent

MT121_BEvwnt

Inp_Event09

Inp_Event10
Inp_Event11
Inp_Event12
Inp_Event13
Inp_Event14
Inp_Event15
Inp_IOF ault
Inp_Reset

3. Select each the tag and select Monitor to enter descriptions for each of
the Inp_Event entries.

4. Expand Sts_Reason INT to enter a description that corresponds with
the Inp_Event bits.

4 MTIH_FvntSae_Resson T

131, et 52, Reason)

vt Sas_ Reason.| [itart Reason 1 Starts becouse bevel Hagh 8|

T2 _Eeri.5es Respan.d

WITIT_EwritSes_Pessand
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PlantPAx Security Certification

The PlantPAx" architecture supports IEC-62443-3-3 SL 1 security

requirements. To help meet these requirements, reference these publications:

For this information

See

Guidance on how to conduct security assessments, implement Rockwell Automation System Security Design Guidelines Reference Manual, SECURE-RMO01

products in a secure system, harden the control system, manage user access, and

dispose of equipment.

Network architecture recommendations

Converged Plantwide Ethernet (CPwE) Design and Implementation Guide, publication
ENET-TD001

Windows® infrastructure recommendations

How to configure and use these Rockwell Automation products:

« FactoryTalk® Directory

- FactoryTalk® Activation Manager
+ FactoryTalk® Security

« FactoryTalk® AssetCentre

Security Configuration User Manual, publication SECURE-UMO01.

How to configure and use CIP Security™ with Rockwell Automation products to improve | CIP Security™ with Rockwell Automation Products Application Technique, publication

the security of your industrial automation system

SECURE-ATO01

PlantPAx Security
Architecture

Integrating industrial automation and control systems (IACS) with
enterprise-level systems enables better visibility and collaboration, which helps
improve efficiency, production, and profitability. But greater connectivity also
exposes control systems to additional cyber security risks. Availability is the
most crucial aspect of a secure IACS. To meet the needs of industrial
environments, Rockwell Automation aligns PlantPAx systems developed on
our technology with the international standard ISA-99/IEC 62443-3-3. This
standard is designed specifically for Industrial Automation and Control
Systems and defines procedures to implement an electronically secure system.

ISA-99/IEC 62443 is based on seven foundational requirements that cover a
defense-in-depth approach suited for an IACS. These foundational

requirements are:
o FR1: Identification and authentication control (IAC)
e FR2: Use control (UC)
o FR3: System integrity (SI)
e FR4: Data confidentiality (DC)
e FRS: Restricted data flow (RDF)
e FR6: Timely response to events (TRE)
e FR7: Resource availability (RA)
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Enterprise
WSS %
IDMZ
Thingwarx/

The guidelines and checklists in this appendix present the collective strategy to
meet the ISA-99/IEC 62443-3-3 SL1 requirements in conformant PlantPAx
systems. The intent of a certified architecture is to demonstrate security
competency, as well as to provide a standard, prescriptive reference design.

The certified PlantPAx architecture relies on zones to segment the system.

Application Server Zone

Vufaria

WSUS
Checkpoint
HA

Cisca

T ., o

EWS/0OWS5 Zones

o o ol

T
T
I
Palo At Active |J Pala Alto Passive Checkpeint Checkpaint
spare

PRP Zone

DLR Zone

Simplex Zone
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Zone

Description

IDMZ

An IDMZ iis required to connect to the corporate network. This zone contains a firewall stack, a pivot host, SEP Server
and WSUS host. Additional hosts can be added, as needed.

Configure the IDMZ to separate untrusted (public) zones from the trusted (private) zones. Communication outside of
the IDMZ is considered untrusted.

Application Server

The Application Server zone houses all of the application servers. Each server is deployed on a separate VM. The
following mandatory nodes must be deployed:

- FactoryTalk Directory server

+ FactoryTalk® View SE HMI server

- FactoryTalk View Data server

Other optional servers include:

« FactoryTalk® Historian server

+ FactoryTalk® AssetCentre server

- FactoryTalk® VantagePoint® server

« SQLserver

EWS/OWS

This zone contains the EWS workstations to provide programmer access and the OWS workstations to provide operator
access.

Each workstation has the necessary software to program or interact with the system. Workstations can be virtualized
or they can be ThinManager® clients.

Each EWS has:

« Studio 5000° environment
FactoryTalk View Enterprise Edition

« RSLinx® Classic

- FactoryTalk AssetCentre client

Additional software includes:

« Studio 5000° Application Code Manager,
« Microsoft® Office

« Putty

Each OWS has the FactoryTalk View runtime client.

Additional software includes:

« FactoryTalk Historian client

« FactoryTalk AssetCentre client
« Microsoft Office

PRP

DLR

Simplex

The control system is segmented into process areas. Each process area contains the hardware necessary to run and
operate that area. The topology of each area can be:

- PRP

- DIR

- Simplex

Trusted Zones

ISA-99/IEC 62443-3-3 SL1 requires the capability to separate trusted and
untrusted zones. You can use a standard firewall implementation to separate
trusted traffic and untrusted traffic. Standard implementation creates two basic
security zones, known as inside and outside. The inside, or trusted zone, is also
referred to as the private zone. The outside, or untrusted zone, is also known as
the public zone. The public zone is outside the control of an organization and
can be thought of as simply the public Internet.

Rockwell Automation recommends a risk assessment for network security
zoning. Your risk assessment and risk posture help determine the trust level of
each zone. You can have multiple levels of trust on inside zones with different
types of access. For further guidance on risk assessments, see the ISA-99/IEC
62443-3-2 standard.
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Certificate Authority

A trusted certificate authority, also known as a commercial certificate
authority, is a third-party entity that issues certificates for organizations that
request them. They are not controlled in any way by the person or organization
that requests a certificate from them. A trusted CA issues publicly trusted
digital certificates that meet at least the minimum regulatory standards

(baseline requirements) that are outlined by the CA/Browser Forum
(CA/B Forum).

A private certificate authority, also known as private PKI, is an internal CA
that exists within a larger organization (typically an enterprise) that issues its
own certificates.

e A private CA functions like its public counterparts, but a private CA’s
certificates are trusted only by its internal users, clients, and I'T systems.

e A private CA issues certificates that restrict access to a select group
of users.

¢ You must set up and host the private CA yourself.

For more information about CAs, see Microsoft Server Certificate
Deployment Planning information or the Microsoft documentation for your
operating system.
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System Security Feature
Checklists

Use the following checklists to secure your system.

Identify and authenticate all users.

Table 18 - Requirements for Identification and Access Control

v Product Required to Meet

1EC-62443-3-3 SL1

Details

Windows® infrastructure Yes

Configure and use the following:

« (Create Active Directory groups and unique users for each zone
Enable 802.1X authentication on all switchports

« Implement encryption algorithms for wireless access (such as WPA2 Enterprise, TLS,
or IPSEC)

« Implement public key infrastructure (PKI) certificates

«Authenticate Group membership via a RADIUS server

« Enable system notifications

« Configure Kerberos

- (onfigure an interactive login policy

« Monitor unsuccessful login attempts

For more information, see:
Configure System Security Features User Manual, SECURE-UMO01

« System Security Design Guidelines Reference Manual, SECURE-RM001
Deploying 802.11 Wireless LAN Technology within a Converged Plantwide Ethernet
Architecture Design and Implementation Guide, ENET-TD006
Deploying Identity and Mobility Services within a Converged Plantwide Ethernet
Architecture Design and Implementation Guide, ENET-TD008

- Site-to-Site VPN to a Converged Plantwide Ethernet Architecture Design and
Implementation Guide, ENET-TD012

Password strength and Yes
recommendations

Follow standard guidelines for password strength and recommendations

For more information, see:

«  NIST Special Publication 800-63B Digital Identity Guidelines

« (Configure System Security Features User Manual, SECURE-UM001

« System Security Design Guidelines Reference Manual, SECURE-RM001

Windows domain Yes

Configure the PlantPAx domain controller.

- Configure all operating system clients as domain members
Enable multifactor authentication on the domain controller

« (reate and manage all accounts in the Active Directory
Require administrative credentials to manage account activities

For more information, see:
« Chapter 2 Domain or Workgroup
« System Security Design Guidelines Reference Manual, SECURE-RM001

FactoryTalk Directory software Yes
FactoryTalk Security software

Configure appropriate:
« Users, groups, roles
« Security policies

For more information, see:
- Configure System Security Features User Manual, SECURE-UMOO1.
« System Security Design Guidelines Reference Manual, SECURE-RM001

Wireless access Optional

Confgure and use the following:
Implement encryption algorithms for wireless access (such as WPA2 Enterprise, AES
Encryption TLS, or IPSEC)

« Obtain access to the IACS from an untrusted network through the IDMZ with
multifactor authentication and certification-base authentication
Use encryption tunnels (such as VPN & IPSEC) between VLANS

« Allow remote access only when necessary to authorized users in the Active Directory

Important: Hardwired connections are always preferred. Never use wireless
connections for safety functions.

For more information, see:
« System Security Design Guidelines Reference Manual, SECURE-RM001
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Table 19 - Requirements for Use Control

Define control policies to control the use between users and assets.

v

Product

Required to Meet
1EC-62443-3-3SL1

Details

Windows infrastructure

Yes

Configure and use the following:
«Active Directory Groups for each zone
- Group membership authentication via RADIUS server
- 802.1X authentication on all switchports
« Session lock
Remote session termination
« Concurrent session control
Interactive login policy
Notifications for unsuccessful login attempts

For more information, see:

« Configure System Security Features User Manual, SECURE-UM001

« System Security Design Guidelines Reference Manual, SECURE-RM001

« Deploying 802.11 Wireless LAN Technology within a Converged Plantwide Ethernet
Architecture Design and Implementation Guide, ENET-TD006
Deploying Identity and Mobility Services within a Converged Plantwide Ethernet
Architecture Design and Implementation Guide, ENET-TD008

Windows domain

Yes

Configure all operating system clients as domain members

For more information, see:
« Chapter 2 Domain or Workgroup

FactoryTalk Directory software
FactoryTalk Security software

Yes

Configure appropriate
User Groups in each Area to support the segregation of duties and least privilege

For more information, see:
« Configure System Security Features User Manual, SECURE-UMOO1.

ThinManager software

Recommended

Manage mobile and portable device access via a ThinManager server and route through
the IDMZ. The ThinManager server limits mobile applications to view only.

For more information, see”
« ThinManager and FactoryTalk View SE Deployment Guide, TM-AT001
« ThinManager User Manual, TM-UM001

FactoryTalk AssetCentre software

Yes

Configure and use the following:

« Auditable events

«Audit storage capacity
Diagnostics and health log

For more information, see:
« System Security Design Guidelines Reference Manual, SECURE-RM001
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Protect the integrity of transmitted data. Recognize changes to information
during communication.

Table 20 - Requirements for System Integrity

v Product Required to Meet Details
1EC-62443-3-3SL1

Windows infrastructure Yes Configure and use the Active Directory and domain structure to handle authorization.

For more information, see:
- System Security Design Guidelines Reference Manual, SECURE-RM001

Conv_erged Plantwide Ethernet Yes Configure the Industrial Demilitarized Zone (IDMZ) with appropriate firewalls.
architecture (CPwE) Use TCP/IP connections between zones.

For more information, see:
« (Converged Plantwide Ethernet (CPwE) Design and Implementation Guide,
ENET-TDO01

Antivirus software Yes Use antivirus and antimalware software to harden workstations.

Important: Ensure that antivirus software does not affect control system processing.

For more information, see:
« System Security Design Guidelines Reference Manual, SECURE-RM001

CIP Security Recommended Use FactoryTalk® Policy Manager software to define communication between zones.

For more information, see CIP Security with Rockwell Automation Products Application
Technique, SECURE-AT001

FactoryTalk AssetCentre software Yes Configure and use the following:
« (hange detection and reporting
« Scheduled backups

For more information, see:
« (Configure System Security Features User Manual, SECURE-UM001
- System Security Design Guidelines Reference Manual, SECURE-RM001

PlantPAx process instructions and object | Recommended The process instructions and library objects are designed to work with Rockwell
library Automation products to provide:

Input validation

Deterministic output
+ Alarms and error handling

For more information, see PROCES-RM200
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Protect the confidentiality of communication and data to prevent
unauthorized disclosure.

Table 21 - Requirements for Data Confidentiality

v Product Required to Meet Details
1EC-62443-3-3SL1
Converged Plantwide Ethernet Yes Segment the network into the required zones and use firewalls.
architecture (CPwE) Use conduits to zone-to-zone connections.
Use encrypted hard disk drives in computers.
If necessary, use cryptographic algorithms according to industry practices.
For more information, see:
« (Converged Plantwide Ethernet (CPwE) Design and Implementation Guide,
ENET-TD001
« Deploying Industrial Firewalls within a Converged Plantwide Ethernet Architecture,
ENET-TD002
CIP Security Recommended Use FactoryTalk Policy Manager software to define communication between zones.
For more information, see CIP Security with Rockwell Automation Products Application
Technique, SECURE-AT001
Wireless access Recommended Configure and use the following:
Implement encryption algorithms for wireless access (such as WPA2 Enterprise, AES
Encryption TLS, or IPSEC)
Implement the PKI infrastructure to aid device authentication
For more information, see:
« System Security Design Guidelines Reference Manual, SECURE-RM001

Segment the network into zones and conduits to manage the flow of data.

Table 22 - Requirements for Restricted Data Flow

v

Product

Required to Meet
1EC-62443-3-3SL 1

Details

Converged Plantwide Ethernet
architecture (CPwE)

Yes

Segment the network into the required zones.
Use a separate VLAN for each zone.
«Firewalls provide additional protection

For more information, see:

« (Converged Plantwide Ethernet (CPwE) Design and Implementation Guide,
ENET-TDO001

« System Security Design Guidelines Reference Manual, SECURE-RM001

Virtualization

Recommended

PlantPAx uses virtual templates to support partitioning data.

For more information, see:
« Virtualization on page 253.

CIP Security

Recommended

Use FactoryTalk Policy Manager software to define conduits.

For more information, see:
« (IP Security with Rockwell Automation Products Application Technique,
SECURE-AT001

Network Attached Storage (NAS)

Recommended

Use Network Attached Storage (NAS) in a segmented location to store backups of virtual
images, system documentation, and related files where aFactoryTalk AssetCentre
application is not appropriate.
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Collect and access security logs.

Table 23 - Requirements for Timely Response to Events

v

Product

Required to Meet
1EC-62443-3-3SL1

Details

FactoryTalk AssetCentre software

Yes

Configure and use the following:
« Audit log accessibility
« Continuous monitoring

For more information, see:
- Configure System Security Features User Manual, SECURE-UM0O1.
« System Security Design Guidelines Reference Manual, SECURE-RM001

Individual products in the system

Yes

Protect the internally-stored audit logs in individual products in the system.
Configure the FactoryTalk AssetCentre audit log to collect these individual audit logs.

For more information, see the user documentation for the individual products.

Maintain the availability of the system against the denial of service events.

Table 24 - Requirements for Resource Availability

v Product Required to Meet Details
IEC-62443-3-3SL1

Windows infrastructure Yes Configure the operating system to prioritize control system functionality over antivirus

checks and patching.

Network redundancy is highly recommended.

Configure virtualization software to manage service limitation.
Download software patches from trusted sources.

For more information, see:

- System Security Design Guidelines Reference Manual, SECURE-RM001

Managed switches Yes Configure managed switches for both distribution and access functions.

Use QOS and ACLs to configure proper segmentation.
For more information see:
« Chapter 4 Network Infrastructure
« Converged Plantwide Ethernet (CPwE) Design and Implementation Guide,
ENET-TD001
FactoryTalk AssetCentre software Yes Configure and use the following:
+ Assetinventory
« Control system backup
« Disaster recovery
For more information, see Configure System Security Features User Manual,
SECURE-UMO01.

UPS Yes Provide your own UPS with separate battery unit and redundant power supplies.
Size the UPS so that is correctly supports the system and provides enough power to
properly shut down servers and workstations.

Virtualization The PlantPAx architecture uses virtual templates, VLANS, and zones to

support partitioning data, applications, and services. Virtualization is preferred
for all server and client operating systems. The VM Ware platform works with
all of the Rockwell Automation products in the PlantPAx architecture.

The VM Ware ESXi hypervisor is on each physical server and configured for
management by a central vCenter Standard edition server.
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In your VM Ware implementation, make sure:

e Ifyou support remote access, the asset owner can terminate any remote
connections.

e The control system continues normal operation during a backup.

e To maintain audit logs of all backup and restore activities.

VLAN Recommendations

Zone VLAN IP Address Gateway Subnet Mask
PRP Management 500 192.168 10.0/26 192.168.10.1 255.255.255192
Controller 501 192.168 10.64/26 192.168.10.65 255.255.255192
Operator 510 192.16810.128/26 192.168.10.129 255.255.255192
Engineering n 192.168 10.192/36 192.168.10.193 255.255.255192
DLR Management 400 192.168 11.0/26 192.168.11.1 255.255.255192
Controller 401 192.168 11.64/26 192.168.11.65 255.255.255192
Operator 410 192.168 11.128/26 192.168.11.129 255.255.255192
Engineering m 192.168 11.192/36 192.168.11.193 255.255.255192
Simplex Management 300 192.168 12.0/26 192.168.12.1 255.255.255 192
Controller 301 192.168 12.64/26 192.168.12.65 255.255.255192
Operator 310 192.168 12.128/26 192.168.12.129 255.255.255192
Engineering 3N 192.168 12.192/36 192.168.12.193 255.255.255192
Server Management 600 192.168 53.0/24 192.168 53.1 255.255.2550
Application 601 192.168 52.0/24 192.168 52.1 255.255.2550
OWS/EWS ows 610 192.168 50.0/24 192.168 50.1 255.255.2550
EWS 611 192.168 51.0/24 192.168 51.1 255.255.2550
IDMZ Management 700 192.168 105.0/24 192.168 105.1 255.255.2550
Wireless 702 192.168 104.0/24 192.168 104.1 255.255.2550
IDMZ 703 192.168 100.0/24 192.168 100.1 255.255.2550
IDMZ 704 192.168 101.0/24 192.168 101.1 255.255.2550
IDMZ 705 192.168 102.0/24 192.168 102.1 255.255.2550
IDMZ 706 192.168 103.0/24 192.168 103.1 255.255.2550

e Network Devices first 10 IP addresses start at .2
e Host IP addresses start at .12
o PRP zone devices (10.2 through 10.11) and hosts (10.12 through 10.63)
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Common Ports

Table 25 - Common Firewall Port Descriptions

Firewall Configurations

Table 25 shows the most common ports that need to be considered during the
firewall configuration.

Port Type Usage

25 TCP SMTP mail

80 TCP Standard WWW port

123 ubp Network Time Protocol

135 TCP Remote process calls

137 ubp File and printer sharing

138 uop

139 TCP

445 TCp Use in the Collective configuration and file and print sharing
1433 TP Communication to SQL server

1434 uop Browsing for SQL server

21060 ubp Rockwell Automation® trace diagnostics
21061 uop
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Rockwell Automation

TCP/UDP Ports

Table 26 shows the TCP/UDP ports for Rockwell Automation® firmware and
software products.

For periodic updates, see the Knowledgebase Answer ID 29402

at http://www.rockwellautomation.custhelp.com.
Table 26 - TCP/UDP Port Descriptions
Port Type Protocol Products Comments
23 TP Telnet Trusted® Diagnostic command-line interface
AADvance before release 1.3 (see also 55555)
25 TCP SMTP 1769-L35E, 1769-L32E,1756-ENBT, Outbound email only
1756-EN2T,1756-EWEB, 1768-ENBT,
1768-EWEB,1788-ENBT,1763-L16x
1766-L32x,FactoryTalk® AssetCentre,
FactoryTalk® Transaction Manager, FactoryTalk®
Integrator
67...68 uop DHCP/BOOTP 1756-ENET,1756-ENBT,1756-EWEB, Client only
1756-EN2T,1794-AENT,1734-AENT,
1769-L35E, 1769- L32E,1788-ENBT,
1761-NET-ENI,1785-LXXE, 1785-ENET
,1791ES,1763-L16x,1766-L32x, PowerFlex®
Drives, PowerMonitor™ 3000, PanelView™
69 uppP TFTP 5820-EI For binary download, used in conjunction
with BOOTP
80 TCP HTTP 1756-ENET,1756-ENBT, 1756-EWEB, FactoryTalk ViewPoint and VantagePoint EMI
1794-AENT,1734-AENT,1769-L35E, server can use any other custom assigned port
1769-L32E,1788-ENBT,1761-NET- ENI
1785-LXXE,1785-ENET, 1747-L55x,
1763-L16x,1766-L32x, PowerFlex Drives,
PowerMonitor 3000, PanelView, FactoryTalk®
View SE, FactoryTalk® VantagePoint®,
FactoryTalk® ViewPoint
123 ubpP NTP PowerMonitor 3000, AADvance Network time protocol
135 TP RPC/Endpoint Mapper | FactoryTalk, RSMACC™ DCOM endpoint mapper
161 uop SNMP 1756-ENET,1756-ENBT,1794-AENT,
1734-AENT, 1769-L35E, 1769-L32E,
1788-ENBT, 1761-NET-ENI, 1785- LXXE,
1785-ENET,1747-L55x,1766- L32x,
5820-El, PowerFlex Drives, PowerMonitor 3000,
PanelView
300...400 ubp Proprietary PowerMonitor 3000 Master/slave configuration
400...402 TCP RPC FactoryTalk Transaction Manager Transaction manager, compression server,
and configuration server
443 TCP HTTPS FactoryTalk ViewPoint When using web server with secure certificate
502 TCP ModbusTCP AADvance, Trusted® Master or slave (AADvance),
Slave only (Trusted)
1001...1009 uop Proprietary 1426 PowerMonitor 5000 Waveform synchronized broadcast
Dynamic TP DCOM FactoryTalk DCOM dynamic ports
(1024...65535+)
1089 TCP/UDP ff-annunc 1788-EN2FFR FOUNDATION Fieldbus
1090 ff-fimx
1091 ff-sm
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Table 26 - TCP/UDP Port Descriptions

Port Type Protocol Products Comments
1132 TCP SNCP AADvance Safety Network Control Protocol, used by OPC,
workbench debugger, and binding networks
1330 TCP rmnaprpc FactoryTalk Object RPC
1331 TCP rnaserv FactoryTalk Service control
1332 P rnaserveping FactoryTalk Server health
1433 TCP N/A FactoryTalk® AssetCentre (server), SQL server communication (default port)
FactoryTalk VantagePoint RSMACC
1434 ubp N/A FactoryTalk AssetCentre (server), Recommended static destination port for MSSQL
FactoryTalk VantagePoint to minimize the number of ports open ona
firewall
See the Knowledgebase Answer ID 287932 at
http://www.rockwellautomation.custhelp.com
1947 TCP/UDP N/A SafeNet Sentinel Local License Manager Windows® Service installed by Sentinel USB
HASP driver. This service is not required for USB
dongle to function.
See the Knowledgebase Answer ID 570831 at
http://www.rockwellautomation.custhelp.com
2000 TP Modbus RTU AADvance (Slave only), Trusted (Master or slave, | RTU packaged in serial stream. Other ports can
used for OPC and SOE) be assigned
2010...2011 uop Discover tool AADvance Used to configure systems. The tool sends
broadcast to 2010 and systems reply to port
2011
2222 uop EtherNet/IP™ 1756-ENBT,1794-AENT, 1734-AENT, 1/0 communication that is used by products that
1769-L35E, 1769-L32E,1788-ENBT only support 1/0 over EtherNet/IP
2222 TCP csp 1785-Lxxe,1785-ENET,1771-DMC(x), This is the source port for connections
1747-155x,5820-El, PowerMonitor™ |1,
RSLinx® Classic
3060 TCp rnadirft FactoryTalk Directory server file transfer
3622 TCP/UDP ff-Ir-port 1788-EN2FFR FOUNDATION Fieldbus
4000 uppP Peer-to-peer Trusted Original simplex protocol
4120 TCP RPC RSBizWare™ Production server
I Server manager
4122 PlantMetrics™ server
4123 Task manager
4124 Scheduler server
4125 Scheduler CTP server
4446 TCP TCP/IP FactoryTalk® Diagnostics (CPR SR3) See the Knowledgebase Answer ID 68260 at
http://www.rockwellautomation.custhelp.com
5000 ubpP Peer-to-peer Trusted, AADvance Enhanced (new) protocol
5241 TCP TCP/IP FactoryTalk Diagnostics (CPR9 SR4 and greater) | See the Knowledgebase Answer ID 68260 at

http://www.rockwellautomation.custhelp.com
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Table 26 - TCP/UDP Port Descriptions

Port Type Protocol Products Comments
5450 TP FactoryTalk® Historian Site Edition Pl network manager
5454 Analysis Framework v1.x
5455
5456 ACE 2 scheduler
5457 Asset Framework server
5458 Pl notifications
5459 Asset Framework to OLEDB Enterprise
6000 TCP Workbench Trusted Online debugger
6543 TCP rnaalarming FactoryTalk Alarming server
7002...7004 TCP FactoryTalk AssetCentre (default) FactoryTalk AssetCentre services
7600 TCP FactoryTalk Event multiplexor
7700 Event server
7710 Directory server
7720 TCP FactoryTalk® View SE HMI server
7 Server Framework
7722 HMI activation
7723 Historical Data Log reader
8080 TCP HTTP RSBizWare Production server, reports
8081 Server manager
8083 TCP HTTP CTP Server
10001...10006 TCP Serial data AADvance Transparent communication interface, where an
Ethernet host can talk through AADvance to a
serial port
27000...27009 TCP TCP/IP FactoryTalk® Activation Server, Four more application required to run
FactoryTalk Activation Manager FLEXSVR exe. an d LMGRD,exe, see the
Knowledgebase Answer ID 35717 and 184922 at
http://www.rockwellautomation.custhelp.com
44818 TCP/UDP EtherNet/IP 1756-ENET,1756-ENBT,1756-EWEB, Messaging, data transfer, upload/download,
1794-AENT,1734-AENT,1769-L35E, peer messaging, and so forth; used mainly by
1769-L32E, 1788-ENBT, 1761-NET- ENI, RSLinx
1785-LXXE, 1785-ENET,1747- L55x,
1763-L16x,1766-L32x, PowerMonitor3000,
PanelView, RSLinx Classic, FactoryTalk Linx
49281 TP TCP/IP FactoryTalk® Live Data, HM!I tag server
FactoryTalk View SE HMI tag server
55555 TCP Telnet AADvance from release 1.3 Diagnostic command-line interface
60093 TCP TCP/IP FactoryTalk Diagnostics (CPR9 SR2 and earlier) See the Knowledgebase Answer ID 68260 at
http://www.rockwellautomation.custhelp.com
65207 TP TCP/IP FactoryTalk VantagePoint Incuity® server advertiser
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PlantPAx Deployment Recommendations and
Verification Tool

The PlantPAx’ verification tool is a Microsoft” Excel” spreadsheet (.xlsx) that
helps verify that functionality complies with PlantPAx deployment

recommendations.

Knowledgebase Technote, PlantPAx System Release 5.0
Configuration and Implementation Tools, contains the PlantPAx
checklist spreadsheet. Download the spreadsheet from this public
article and use the tab referenced in each step.

You may be asked to log in to your Rockwell Automation web
account or create an account if you do not have one. You do not
need a support contract to access the article.

Use the spreadsheet (.xlsx) file as is. There are formulas that correspond to
recommended PlantPAx settings. Any edits you make can affect the validity of

the results.

Each section in this appendix contains a checklist that corresponds to a tab in
the verification tool. Each item (row) in a checklist corresponds to a row in the
verification tool.

Checklist Description

Design Recommendations Tab System design considerations and best practices

System Infrastructure Tab System infrastructure elements that are shared across all servers and workstations
Server or Workstation Tab Loading and configuration of each individual server and workstation

System Architecture Tab Design and configuration of your system components

PASS Tab Design and configuration of the applications that PASS servers host

Controller 5x80 Tab Application and load on a ControlLogix® 5580 or CompactLogix™ 5380 controller
Controller 570 Tab Application and load on a ControlLogix® 5570 or CompactLogix™ 5370 controller
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Design Recommendations The Design Recommendations tab lists best practices to follow when you

design a PlantPAx system.
Tab
System ID
Table 27 - Design Recommendation Tab: Overall Considerations
Row Guidelines Description
4 PlantPAx Core Software bundle (atalog number of the PlantPAx Core Software bundle
5 Inventory agent The System Integrator generated the .raai file via the FactoryTalk® AssectCentre inventory agent

The raai file contains the System ID serial number There could be multiple .raai files, for example, one for each
subnet accessible by the FactoryTalk AssetCentre server

6 MyEquipment portal The System Integrator registered to the system, and provided directions on how to access the MyEquipment portal

The PlantPAx System ID is a unique identifier that helps simplify the
management of your application over its lifecycle. The System ID creates a
record of the installed hardware and software in the system and provides a
dashboard that shows the hardware lifecycle status, notifications of updates
and patches, and compatibility information.

The System Integrator uses an Asset Inventory Agent in a FactoryTalk
AssetCentre project to generate the System ID and .raai file. The System
Integrator registers your System ID with Rockwell Automation and provides
you directions on how to access your MyEquipment portal.

Knowledgebase Technote, PlantFPAx System Release 5.0
Configuration and Implementation Tools, contains the System 1D
instructions for System Integrators only to generate and register a
PlantPAx System ID.

You may be asked to log in to your Rockwell Automation web
account or create an account if you do not have one. You do not
need a support contract to access the article.

Controller Considerations

Table 28 - Design Recommendation Tab: Controller Considerations

Row Guidelines Description

7 Controller name Keep the shortcut, ACD file name, and controller name similar (intuitive).

Follow a systematic naming structure to help identify each controller in all system components. Inconsistent
naming can create confusion in a production environment.

8 Routine / Tag Names Follow ISA standards for control strategy and instrument naming schemes.

Keep in mind devices that are already labeled in the field and the wire/cable numbers that are in place. Existing
names can mean less flexibility for future field device names.

ISA tag naming is an industry standard which design firms often follow when developing P&IDs. Link tags in the
controller to the P&IDs to help link the process (P&IDs) to the programming within the control system.
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Table 28 - Design Recommendation Tab: Controller Considerations

Row Guidelines Description

9 Controller Organizer Organize control programs to contain logic based on required execution rates.

Organize code in a programs within the desired task that aligns with the process area. If code for a given process
area needs to execute at different rates, create multiple programs in different tasks related to the same process
area. Program names should be the same in the different tasks but with an indication embedded within the
program name that indicates the task. This helps identify which task the program resides in when the programs
are organized in the Logical Organizer.

10 Logical Organizer In the Logical Organizer, folder names should be the same as the primary graphic display names.

The Logical Organizer contains folders which contain the programs for specific process areas. Each folder contains
the code that supports the HMI display for a single process area and is aligned with alarm groups. The alarm
groups provide navigation to identify which HMI displays contain active alarms.

The folders in the Logical Organizer should match the graphical hierarchy (L1, L2 & L3) so that the alarm builder
tool creates alarms in the appropriate alarm groups and populates the navigation bars correctly.

11&12 | Controller Routines Have one routine per device to help ensure that online edits only affect that specific device (in case of errors).
Name each routine the same as the device name to help identify routines and their devices in the Controller
Organizer.

13 Controller Programs Align programs with graphic displays (typically L3 displays) so that the routines in a program have the same

primary HMI display.
«Alarm annunciation breadcrumbs highlight the associated navigation bar button.
« Ifyou add a devices to a display, the device is also added to the associated program and alarm group.

Library Considerations

Table 29 - Design Recommendation Tab: Library Considerations

Row Guidelines Description

14 Process Library Objects Do not modify process library Add-On Instructions or graphic objects.

Alarm Considerations

Table 30 - Design Recommendation Tab: Alarm Considerations

Row Guidelines Description
15 Standards Follow ISA 18.2 standards for alarm management
16 ALMA / ALMD Alarm Instructions Avoid extensive use of ALMA and ALMD instructions. These instructions provide a high-resolution time stamp, but

they also use considerable data server bandwidth. Minimize ALMA and ALMD use to only those alarms that require
high-resolution time stamps.

Instead use tag-based alarms and FactoryTalk® Alarms and Events alarms.

1/0 Considerations

Table 31 - Design Recommendation Tab: I/0 Considerations

Row Guidelines Description

17 RPI Ideally, the /0 RPI equals half of the task execution time (0.5 * associated task period).

The I/0 update sampling frequency should be twice the frequency of the logic execution. More frequent sampling
over uses I/0 communication bandwidth. Less frequent /0 sampling can result in poor control.

18 Connect via Program Parameters Use program parameters to exchange data between your programs, and between programs and 1/0. Program
parameters simplify /0 mapping and can be modified online.
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HMI Considerations
Table 32 - Design Recommendation Tab: HMI Considerations

Row Guidelines Description

19 Graphical Framework Use the Graphic Framework that comes with the process library. This framework helps ensure a consistent delivery
of HMI displays.

20 Follow ISA 101 Style Guide The standards help ensure a consistent delivery of HMI displays. The standards also help draw attention to
information that requires attention.

21 Naming Conventions The naming of graphic displays follows the Logical Organizer hierarchy. This alignment helps locate associated
programming for future additions and changes.

22 No Spaces in Display Object Names Avoid spaces in names of Area, Server, Graphic, Macro, and Parameter names. A space can sometimes be mistaken
by a FactoryTalk View application as part of a command.

23 Design for the Future Name applications and Areas with future development in mind.

System Infrastructure Tab

The System Infrastructure checklist assumes:

¢ Your PlantPAx system is operable (for example, the HMI application is
running and the latest operating system patches are installed).

e The FactoryTalk® Network Manager™ is available to generate network
switch information.

Your system infrastructure has been configured such that:

e You have defined a range of IP addresses for the DHCP server in the
domain, if applicable for your system.

¢ You have created groups and assigned users in the domain controller.

e Ifyou are using virtualization, the VMware vSphere Client software is
installed and connected to a vCenter server or ESXi (hypervisor) host.

Table 33 - System Infrastructure Tab
Row Guidelines Description
4 Hardware BIOS Power Saving Options Disabled?
From the computer BIOS, specify whether the BIOS power-saving options are disabled. Power-saving options
reduce computer resources for your system elements.
5 Virtualization Using Virtualization?

Specify whether your system uses virtualization.

We recommend use of VMware due to the extensive testing and development of PlantPAx virtual templates.
VMware also simplifies maintenance, backup, and disaster recovery.
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Table 33 - System Infrastructure Tab

Row Guidelines Description
6-13 Hypervisor If you are using virtualization, enter the percentage of CPU use and memory use for each computer.
+ CPU use recommended to be within 50% of resources
+ Memory use recommended to be within 50% of resources
From the web browser (Firefox recommended), enter the IP address of the vCenter server and log into the web
client.
If a group of ESXi hosts is available in the selected context, select the host or group of hosts from the Source list to
generate an HTML output. Print the output and store with the verification tool.
|8
] Oetvienter Server | T Creabeiegiter' | [fg Shutdown (B3 Reboot | O Rebash Acfion
? = Conflgeation
= Sysinm mfermation
a
—— = Parformance sirmmany last oo
o il L ] hostCPU @ hosl .
;EE 2l 40 g
| | ¢ i
| g | |\ :r é
I &iﬂ {FRE] 12 1330 7»n 1248 1355 H&Z
14 Domain All servers and workstations are in the same domain

Specify whether all servers and workstations are on a Windows® Domain.

On the domain controller, go to Server Manager > Tools > DNS and verify that all servers and workstations are

listed in the DNS Manager dialog box.

£ DNS Manager

File Action View Help

e 1R XEBcR BHEl § 86

£ DNs
v 5 PADCA
~ (] Forward Lookup Zones

= PlantPAx RockwellAutomation.com
| Reverse Lookup Zones
» [2] Trust Points
1 Conditional Forwarders

(2] _msdes.PlantPAx.RockwellAutomation.com

N
=
g

me
_msdcs

|_sites

_tep

_udp
DomainDnsZones
ForestDnsZones
(same as parent folder)
(same as parent folder)
(same as parent folder)
(same as parent folder)
(same as parent folder)
padcl

padca

PADCE

PASSO1

PASS02

i o i i o i O O

]
[E|

ASIHOT
| ASIHD2

Type Data

Start of Authority (SOA)  [121], padca.plantpaxrock...

Name Server (NS) padch.plantpax.rockwella...
Name Server (NS) padca.plantpax.rockwella...
Host (4] 172.20.1.10

Host (A) 17220111

Host (4] 17220110

Host (A) 17220110

Host (4) 17220111

Host (A) 172201110

Host (A) 172201111

Host (A) 172.20.1.101

Host (A) 172201102

In the Notes, document any clients that are not in the domain and why.
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Network
To collect the network data, you can do cither of the following:

o Use the FactoryTalk Network Manager to access Stratix” and Cisco”
network switches to diagnose the health of the network. For more
information, see FactoryTalk Network Manager Quick Start Guide,
publication FTNM-QS001.

e Collect the network data manually from the web pages of each switch.

See Chapter 4, Network Infrastructure for details.

Table 34 - System Infrastructure Tab: Network

Row Guidelines Description

15 Bandwidth Utilization % Verify bandwidth < 50%.

16 Packet Error Rate Verify there are no packet errors.

17 Temperature OK Verify that all devices are not reporting high temperature readings.

18 CPU Utilization % Verify CPU use < 50%.

19 Memory Utilization % Verify memory use < 50%.

Server or Workstation Tab

264

Servers and Workstations

List the following for each server and workstation in the system (rows 20-93).
The Server or Workstation tab is where you record data regarding each server
and workstation:

o Computer name

e System role (select from pull down)

The Server or Workstation Name checklist assumes:

¢ Your PlantPAx system is operable (for example, the HMI application is
running and the latest operating system patches are installed).

e The Performance Monitor (Perf Mon) utility is connected to the servers
and workstations that are being verified

IMPORTANT  Make a copy of this worksheet for each computer (server or workstation) in
your system.
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Operating System

Verify these operating system requirements.

Table 35 - Server or Workstation Tab: Operating System

Row Guidelines Description
4 Windows Firewall Being Used Specify whether the Windows firewall is enabled.
For each computer, go to Control Panel > Windows Firewall > Advanced Settings.
0 Windows Firewall — [m] X
« v A @ <« Systemand Security » Windows Firewall v @ | Search Control Panel ¥
Bl T Help protect your PC with Windows Firewall
Windows Firewall can help prevent hackers or malicious software from gaining access to
Allow an app or feature your PC through the Internet or a network.
through Windows Firewall
) Change notification settings l v Domain networks Connected
&) Turn Windows Firewall on or .
o Networks at a workplace that are attached to a domain
9 Restare defaults IWmduws Firewall state: On I
O [Fancedseting:]
Troubleshoot my network on the list of allowed apps
Inbound rules allow or block inbound network traffic. Verify that Rockwell Automation software is allowed so that
data and information is not blocked between application servers.
0 Windows Firewall with Advanced Security - O x
File Action View Help
«= | #H= HE
s Name N Profile Action * || Inbound Rules -
i Connection Security Rules @ RSLineNG.exe Domain  Allow &1 MewRule..
| Monitaring 0 RsLinuNG.exe Domain  Allow 7 Fitter by Profile b
& RSLinxNGO2.exe Domain  Allow
G RSLindNGO2.exe Domain  Allow T Filter by State b
@ RSLinxShortcutAOAe..  Domain  Allow P Filter by Group
@ RSLinShortcutAOAe..  Domain  Allow B Clear Al Filters
@ RsvcHost.exe Domain  Allow "
View 3
& RsvcHost.exe Domain  Allow
[ S R, Plimic Al il Refresh
5 Operating System Valid Specify whether the server or workstation operating system that you are using matches PlantPAx system
recommendations.
See the PlantPAx Distributed Control System Selection Guide, PROCES-5G001.
6 Rockwell Software® Patches Applied Specify whether you installed the latest software patches for the Rockwell Automation software that is in the

PlantPAx system.
All servers and clients in the system must have the same FactoryTalk® patch updates to avoid unexpected results.
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Table 35 - Server or Workstation Tab: Operating System

Row Guidelines Description
7 NIC Power Saving Options Disabled Specify whether you disabled power-saving for the Network Interface Card (NIC).\
For each computer, go to Control Panel > Network and Sharing Center > Properties > Power Management.
Make sure the ‘Allow the computer to turn off this device to save power'is disabled (no check mark).
% Corp Properties x
Intel(R) 82574L Gigabit Metwork Connection Properties X
Networking ~ Sharing
General Advanced Driver Detals Everts Power Managemert
Connect using
& Intel(R) 82574L Gigabit Network Connection Wi e 82574L Gigabk Network Comnection
l Allow the computer to tum off this device to save pnwarl
This connection uses the following items: =
vice to wake the computer
~ + 2 mgic pacicet i waks the computer
[E’H\e and Printer Sharing for Microsoft Networks
b B80S Packet Scheduler
. Intemet Protocol Version 4 (TCP/IPv4)
[ s Microsoft Network Adapter Muttiplexor Protocol
2. Microsoft LLDP Protocol Driver
. Intemet Protocol Version 6 (TCP/IPv6) w
< >
Install Uninstall
Description
Allows your computer to access resources on a Microsoft
networ
oK Cancel sl
8 Windows Power saving Options Disabled Specify whether you disabled power-saving for the Windows operating system.
For each computer, go to Control Panel > Power Options and verify the Change when computer sleeps field is set
to Never.
% Control Panel\System and SecurityPower Options\Edit Plan Settings - [m] *
e v % <« Pow.. » EditPlan Set... v O Search Control Panel
Change settings for the plan: Balanced
Choose the sleep and display settings that you want your computer to use,
[ Turn off the display: MNever v
W Putthe computer to sleep: || Never >
9 Desktop Experience Enabled in RDS Servers Windows Server 2016 and newer have Remote Desktop Server (RDS) functionality enabled by default.
Windows Server 2012 and prior, RDS is disabled by default and you need to enable the functionality. For each
computer, go to Server Manager > Local Server and review the Roles and Features listings.
10 Adjust for Best Performance Is Selected Specify whether Windows settings are enabled for best performance.
When Adjust for Best Performance is selected, enhanced features that are not used are turned off, which yields
more memory and performance for the system.
For each computer, go to Control Panel >System > Advanced System Settings > Advanced tab > Settings and on
the Visual Effects tab, make sure Adjust for best performance is enabled.
Performance Options *
isual Effects  Advanced Data Execution Prevention
Select the settings you want to use for the appearance and
performance of Windows on this computer,
(O Let Windows choose what's best for my computer
(O Adjust for best appearance
() Custom:
[ Animate centrols and elements inside windows
[ Animate windows when minimizing and maximizing
| [P RCRAPE S S o -
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Table 35 - Server or Workstation Tab: Operating System

Row Guidelines Description

n Data Execution Prevention Windows Only Specify whether Data Execution Preventions is enabled for essential Windows programs and services.

For each computer, go to Control Panel > System > Advanced System Settings > Advanced tab > Settings and on
the Data Execution Prevention tab, make sure ‘Turn on DEP ...is enabled.

Performance Options X

visual Effects  Advanced Data Execution Prevention

= Data Execution Prevention (DEP) helps protect ag__a_il_']_st
) 4 m wiruses and other security threats, Houd

| (®) Turn on DEP for essential Windows programs and services only |

(2 Turn on DEP for all programs and services except those | select:

12 User Account Control Never Notify Specify whether a user is never notified by the User Account Control.
For each computer, open the User Account Control settings and make sure Never Notify is enabled.

& User Account Control Settings - | %4
~
Choose when to be notified about changes to your computer
User Account Control helps prevent potentially harmful programs from making changes to your

computer.
Tell me more about User Account Control settings

Always notify

Never notify me when:

*  Appstry to install software or make changes to my
computer

® | make changes to Windows settings

= e @ Notrecommended.

)

13 Windows Automatic Update Is Disabled This step is for computers not internally managed by a Windows System Update Server (WSUS).

Verify that Windows automatic update is disabled. Disabling this functionality helps prevent updates that have
not been qualified by Rockwell Automation from being installed on the workstation or server.

For Windows 10, Windows Server 2016, Windows Server 2019 operating systems:
1. Open the Run command (Win + R) and enter: services. msc

2. Select the Windows Update service from the Services list.

3. On the General tab and change the Startup Type to Disabled.

4. Restart the computer.

For Windows Server 2012 and prior:

1. For each computer, go to Control Panel > Windows Update and make sure the update option is disabled.
2. Restart the computer.

= Windows Update [=T=l=0|

L1}

e gl el e
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Table 35 - Server or Workstation Tab: Operating System

Row Guidelines Description
14 Event Viewer Is Not Presenting Errors Verify that the Event Viewer is not showing errors in the logs.
For each computer, go to Administrative Tools > Event Viewer and verify each log does not contain errors.
Event Wiewer - m]
File  Action  \iew Help
«= 2E B
{2] EventViewer iLocal) FactoryTalk Diagnostics M Actions
7 Custorn Wiews . Facto
v [ Windeows Logs “F  Filtered: Log: FTDiag; Level: Information; Source: . Number of events: 1,147 Py
= Appht:ation Lewel Date and Time Source EventID Task™ | |~ Op.
i“””‘y (@ Information 9/1/2020 23036 AM  FactorTalk Service 1001 Ope F Cra
E Se::':m )infarmstion %1/2020 2729 AM  FactoryTalk Linx OPCServer 1001 Ope Irei..
'—‘ Firwarded i JInformation  8/27/2020 3:46:15 PM - FactoryTalk View Studio 1001 (% ol
e 5 nformation  8/27/2020 3:46:15 PM - FactoryTalk Wiew Studio 1000 (3 .
v Applications and Services Lo g i ¥ Filt...
| Crowdstrike !Information  8/277/2020 3:46:11 PM - FactoryTalk View Studio 1001 3 J
£ FactoryTalk Disgnastics JInformation  8/27/2020 3:46:11 PM - FactoryTalk View Studio 1001 (% Cl.
Hardwware Everts JInfarmation  8/27/2020 3:46:11 PM FactoryTalk Wiew Studio 1001 (3 D Pr...
] Internet Explarer JInformation  8/27/2020 3:46:11 P FactoryTalk View Studio 1001 (3 % Fin...
] Key hanagement Servic 'i_.'\nfurmatlun 8272020 3:46:11 PM - FactoryTalk View Studio 00 3 v :’ T oE
15 NSLookup Resolved Verify the mappings of IP addresses to host names
BN Command Prompt — [m] X
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Performance

The Windows Performance Monitor (PerfMon) utility provides a snapshot of
the current performance of a computer. To generate a performance report, do
the following for each server and workstation:

1. From the Performance Monitor utility, go to Data Collector Sets >

System > System Diagnostics and select Start.

w [ Data Collectar Sets

?_, User Defined

v Lm System

F Systemn Diagn ek

@' Performance Monitar - o
'@Sﬁ" File  Action  View Window Help =
e @ XEL HE P
@\\ Performance Marne Type Outp *
~ i Monitoring Tools i NT Kernel Trace

B8 Performance Manitar iOperatmg System Configuration

[IProcessor
[ System Services
QLUg\cal Disk Dirty Test

Configuration
Configuration

Configuration

¥ Systemn Perfor|

Start

I Configuration

_g. Event Trace Sessio
1) Startup Event Trac

o Reports

Stap
Save Ternplate..

Data Manager...

Configuration
Configuration
Configuration

Confiauration

The system diagnostics procedure takes about 1 minute.

2. To view the report, go to Reports > System > System Diagnostics.

'@‘J Performance Monitor

() File Action  View Window Help

e pEX=c B WES

(R Performanice
v . Maonitaring Tools
B8 Performance Manitor
v :; Data Collector Sets
& User Defined
v [a Systemn
7 Systern Diagnostics
7 System Performance
.'-\,i Event Trace Sessions
1) Startup Event Trace Sessions
v [ Reports
@ User Defined
v f‘l_ Systemn
v [ System Diagnostics

Basic System Checks

Tests Result
(7]

05 Checks oy
. (7]
Digk Checks Passedd

Security Center Tests ©
Passed

System Service Checks o
Passed

Hardware Device and (%]
Driver Checks Passed

Description
Checks for attributes of the operating system

Checks for disk status

Checks for state of Security Center related
information.

Checks for state of system services

Survey of Windows Management Infrastructure
supported devices.

Performance

I PASS01_20200201-000001 I

I System Performance

Resource Qverview

Component Status

CPU Q e 17%
O e 0%

Network

Utilization Details
Low CPU load.
Busiest network adapter is less than 15%. )
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Basic System Checks

Use the performance report from the Performance Monitor utility to verify the
basic system checks.

Table 36 - Server or Workstation Tab: Basic System Checks

Row Guidelines Description

17 Operating Systems Checks Verify that the attributes of the operating system conform to PlantPAx system recommendations.
Use of not-recommended operating systems can affect system performance.

18 Disk Checks Verify the status of the disks in the operating system.

19 Security Center Tests Verify system security-related information.

20 System Service Checks Verify the state of system services.

21 Hardware Device Driver Checks Verify the Windows management of supported devices in your PlantPAx system.

Resource Overview

Use the performance report from the Performance Monitor utility to verify the
resources.

Table 37 - Server or Workstation Tab: Resource Overview

Row Guidelines Description
22 CPU (%) Verify that the CPU load complies with PlantPAx system recommendations.
In a virtual system, the chip set on the host machine (server) can affect CPU capacity.
23 Network (%) Verify that the busiest network adapter is < 50%.
24 Disk (/sec) Verify the operations per second performed by the hard disk drive.
25 Memory (%) Verify the memory capacity of the server or workstation.

System Architecture Tab

270

The System Architecture checklist assumes:

¢ Your PlantPAx system was based on sizing recommendations from a
PlantPAx System Estimator project.

See Chapter 1, System Workflow.

¢ Your PlantPAx system is operable (for example, the HMI application is
running and the latest operating system patches are installed).

¢ You have configured the following FactoryTalk software you need for
your application servers.
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Data Servers

Alarm Server (if used)

HMI Server

FactoryTalk View Application Design

To verify these attributes, use the FactoryTalk® Administration Console or the
FactoryTalk® View Studio software.

W FactoryTalk Administration Consale - | x
File View Tools Window Help

TR

Explorer * I

e E DATA
20 Servert
@ FactoryTalk Lin Instance 01
=-pE Server2

-i- FactoryTalk Linx Instance 02
=~ . E FTAE
S Tag Alarm and Events

-dZ Blarm and Event Setup

- . E HMI
LB HMI Server
[=8 Systermn
Action Groups
Palicies

Computers and Groups
&5 Metwarks and Devices

Users and Groups

Connections

Perission Sets

Application EeHTHIGTEHEGE

Server segregation helps optimize performance. To help prevent unpredictable
search results, do not insert a server into the application root path.

IMPORTANT  Each server must be in its own area. This creates a unique path
for each server so that clients don't need to look at every
server.

Design the system with of future growth in mind. Future growth can affect area
names and how you segregate server by controllers within an area.

To improve performance, place:

o Data servers, alarm servers (if used), and Historian interface connectors
on the same image

e HMI and other application servers on separate images
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Table 38 - System Architecture Tab: FactoryTalk View Application Design

Row

Guidelines

Description

4

Number of HMI Servers

The system supports 10 HMI servers, whether they are redundant or not (you can have 10 redundant pairs).
The number of servers and how they are configured can impact the speed of system communication. Use the
application tree in the FactoryTalk Administration Console and select the project to be analyzed.

« Reference, identify, and count all HMI servers in your system.

- Ifaserveris secondary, do not add the secondary HMI server to the count.

Number of Alarms Servers

The system supports 10 alarm servers, whether they are redundant or not (you can have 10 redundant pairs).

Use the application tree in the FactoryTalk Administration Console and select the project to be analyzed.
« Reference, identify, and count all alarm servers in your system.

FactoryTalk® Linx (data server) processes tag-based alarms and do not require a dedicated alarm server. The data
server supports 10,000 tag-based alarms.

Number of Data Servers

The system supports 10 data servers, whether they are redundant or not (you can have 10 redundant pairs).

Use the application tree in the FactoryTalk Administration Console and select the project to be analyzed.
« Reference, identify, and count all alarm servers in your system.

Each Server Is In Its Own Area

Each server must be in its own area. This creates a unique path for each server so that clients don't need to look at
every server before they find the data they need.

Server segregation helps optimize performance. To help prevent unpredictable search results, do not inserta
server into the application root path.

.721 FactoryTalk View Studio - View Site Edition [Network Distributed)
File View Settings Tools Window Help

He b O R RQE e e
Explorer - HMI Server - 3 x

=& Network (LOCALHOST)
S g PlantPas HMI
@ Runtime Security
. Scripts
o DATA
=] Serverl
= FactoryTalk Link Instance 01
= oE Server?
([f= FactoryTalk Linx Instance 02
5B FTAE ]
= F* Tag Alarm and Events
- JZ] Alarm and Event Setup

2 HMI
= E HMI Server

[} System

B HMI Tags

[} Graphics

[} Logic and Control

[} Data Log

[} RecipePro+
System

For more information see, Knowledgebase Technote Factorylalk View SE Area Best Practices.
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FactoryTalk View HMI Servers

Verify that the HMI servers on the PASS comply with system
recommendations.

Table 39 - System Architecture Tab: FactoryTalk View HMI Servers (PASS)

Row Guidelines Description
8 Uses Data Logging We recommend the use of FactoryTalk® Historian software rather than FactoryTalk View SE data logs to collect and
analyze system data.
To check if data logs are used in a FactoryTalk View SE project, open a Data Log folder in the HMI server. Verify the
data log model is empty.
.rZ FactoryTalk View 5tudio - View Site Edition
File = View Settings Tools Window F
imAe heT 0O 2 Al
Explorer - HMI Server * 0 x
E0E Metwork (LOCALHOST)
ZEe PlantPax_HMI
w0 Runtime Security
- LT Scripts
& E DATA
B FTAE
2B HMI
L HMI Server
f System
Hhl Tags
Graphics
Logic and Control
Data Log
9 Dedicated Servers You can have only T HMI server and 1 alarm server on one computer. FactoryTalk® Linx supports 2 data server

instances on one computer.

In FactoryTalk® View Studio software, open Properties for each server and confirm the computer host name.

Explorer - HMI Server v @ X
= Metwork (LOCALHOST)

HMI Server Properties X

e PlantPax HMI
~m Runtime Security
IT Seripts
s DATA,
o g FTAE
=B HMI

2 HMI Server

4 1 Systern

General Redundancy Components

Marmne:

HMI Server

Description:

‘CompLter hosting the server:
| passaz

Startup Type
(0n demand (Redundancy will bs disabled)

(®)Load and run startup companents when operating system initializes
Project file: {relative to server computer):
| CiiUsersiPublic\Document s\RSYiew Enterprise) SE\HMI ProjectsiHMI Server |

Mumber of displays: 3 Licensed maximum: 250

Cancel Apply Help
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Table 39 - System Architecture Tab: FactoryTalk View HMI Servers (PASS)

Row Guidelines Description

10 Redundancy Status In the FactoryTalk Administration Console, select the HMI server > Server Status.

Server Status - PlantPAx_HMI/HMI:HMI Server -

Server status
Primary server: PASS02

Primary status: I‘ Active I |

Secondary server: PASS03

Secondary status: I‘ Standbyl |

Switchover options
() Continue using the secondary server even when the primary server becomes available again

(®) Switch over to the primary server when it becomes available

Server switchover

Click the Switchover button to switch the Active server, The server that is currently on
standby will become the Active server and the Active server will become the Standby server.

In the verification tool:
«Ifthe status for one server is ‘Active’and the other server is ‘Standby, record Synched.
«Ifyou have different results, choose ‘Not Synched" and identify the servers that are ‘Not Synched’in the Notes.

FactoryTalk Alarm and Event Servers

Verify that the alarm servers on the PASS comply with system
recommendations.

Table 40 - System Architecture Tab: FactoryTalk Alarm and Event Servers (PASS)

Row Guidelines Description

n Dedicated Servers You can have only T HMI server and 1 alarm server on one computer. FactoryTalk Linx supports 2 data server
instances on one computer.

In FactoryTalk View Studio software, open Properties for each server and confirm the computer host name.

12 Redundancy Status Use the FactoryTalk Administration Console to select the alarm server > Server Status.

In the verification tool:

«Ifthe status for one server is ‘Active’and the other server is ‘Standby, record Synched.

«Ifyou have different results, choose ‘Not Synched" and identify the servers that are ‘Not Synched’in the Notes
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Table 40 - System Architecture Tab: FactoryTalk Alarm and Event Servers (PASS)

Row

Guidelines

Description

13

Alarm & Event History

log alarm history.

Tag Alarm and Events Properties

Genersl Redundancy Priorties and History

Priorities

Enable server-assigned priorities

Severity Range

Priority Low High
Urgent
High
Medium 251 500
Low 250

Alam and Evert History

Enable history

Database definition:

‘ Production Alams

Computer name: PASS01
Database name: Production Alams
Cache file path:

‘C.'.ngmdea “Rockwel'\Alams

Log languages:

‘ English (United States), en-US

G| [ ook

Help

In the FactoryTalk Administration Console, open the Properties for the alarm server and check Enable History to

FactoryTalk View Data Servers

Verify that the data servers on the PASS comply with system

recommendations.

Table 41 - System Architecture Tab: FactoryTalk View Data Servers

Row Guidelines Description

14 Number of Instances FactoryTalk Linx supports 2 data server instances on one computer. You can have only 1 HMI server and 1 alarm
server on one computer.
In FactoryTalk View Studio software, open Properties for each server and confirm the computer host name.

15 Redundancy Status Use the FactoryTalk Administration Console to select the data server > Server Status.

In the verification tool:

«If the status for one server is “Active’and the other server is ‘Standby; record Synched.
« Ifyou have different results, choose ‘Not Synched’ and identify the servers that are ‘Not Synched’in the Notes
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Table 41 - System Architecture Tab: FactoryTalk View Data Servers

Row Guidelines Description

16 Alarm & Event History In the FactoryTalk Administration Console, open the Properties for the alarm server and check Enable History to
log alarm history.

Tag Alarm and Events Properties X

Genersl Redundancy Priorties and History

Priorities

Enable server-assigned priorities

Severity Range
Priority Low High
Urgent
High
Medium
Low

Alam and Evert History

Enable history

Database definition:

[ Prodiuction Alams ~

Computer name: PASS01

Database name: Production Alams

Cache file path:

‘C.'.ngmdea “Rockwel'\Alams |

Log languages:
‘ English (Untted States), en-US v|

Gl | [ o | [ o

FactoryTalk AssetCentre Configuration
As a general rule, do not to exceed 100 assets over a 12-hour period per agent.
To verify the FactoryTalk AssetCentre configuration:

1. On the AssetCentre menu bar, select Help > About.

- FactoryTalk AsseiCentre -8 -
File Edit View Tasks Tools Windowslm
% B ™ 3 & Ascet Contents Archive :
AssetView B X @) Show Help Fi
& Design o Installation Guide
), iAssefCentre: Quick Start
=]
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2. Inthe Components box, select FactoryTalk AssetCentre Server Features.

About FactoryTalk AssetCentre -
'5 Factory Talk AssetCentre Waming: This computer program is protected by copyright law and
L v. 2.00.00.199 intemiational treaties. Unauthorized reproduction or distribution of
T this program, or any portion of it, may result in severe civil and
{c) 2018 Rockwell Automation Inc criminal penalties, and will be prosecuted to the madmum extent

possible under the law

Components:
Contact Information

Component details:

lame:

| Licensed Asset Capacity: Unlimited

Agent Groups Information Asset licenses in use: 0
FactoryTalk AssetCentre Server = Total system assets: 1

Digaster Recovery - Roclowell

Disaster Recovery - Motoman

Disaster Recovery - Fanuc

Calibration Management

Calibration Management - Remote workstation
Calihration Mananement - Fluke handheld

< m >

Server Lic

Windows User

Table 42 - System Architecture Tab: FactoryTalk AssetCentre (AppServ-Asset Mgmt)

Row Guidelines Description

17 Number of Assets Licensing determines the allowable number of assets. A base license includes 10 assets.
From the Details pane of the FactoryTalk AssetCentre dialog box, verify the number of total system assets.

18 Number of Disaster Recovery (DR) Assets Specify the number of controllers that are configured for Disaster Recovery (requires a Disaster Recovery license).
Select Disaster Recovery - Rockwell in the FactoryTalk AssetCentre dialog box.

19 Number of Agents Agents are programs that communicate with the FactoryTalk AssetCentre server and perform server tasks, such as
disaster recovery.

By using agents, work is distributed and shared among computers to help spread processing load. View the
number of agents in the bottom-right corner of the FactoryTalk AssetCentre dialog box.

& SYSTEMADMINISTRATOR .eromecledm‘

20 How Often DR Assets Configured to Upload Determine the frequency that the assets are scheduled to upload.
Enter the number of days between asset uploads from the Schedules > Timing properties dialog box.

Y ooy T AeaCa e
B Edk View Tusks Toals Windows Halp
T & nors | O Ageriroup @ Avive R Coiootion @ 07 @
e B0 | Schocies
& ovir | W | Aot > LagiSOOLGHCIT > LEXCHTACD
X foreCone @ Mow 38| B Runhow
S oo ||
& LGCIATD, || ®MSchecibs O Pty Schabis i s .
= Logp00_Prii il —
& PoriPa 0 i
B e ] ]t sk e ace ek mhan e chadie s sc. o
B = | Perwdeon o] o 4| e s320P,
PR ey 21108
[
o
Wi
® VewBylocsim O VewBy e
Lo TG PP
T Lot P (e 530
Mo i B0 raens bl Houwr [ bomies
e ot
= s
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FactoryTalk Historian SE Configuration

Verify that the following FactoryTalk View Historian SE design attributes
comply with system recommendations.

Table 43 - System Architecture Tab: FactoryTalk Historian SE (AppServ-Info)

Row Guidelines Description
21 Points In Use Verify the number of points that are in use.
To view the number of points on the FactoryTalk Administration Console dialog box, go to System > Connections >
Historical Data and select the Historian SE server.
rd FactoryTalk Administration Console
F View Tool: Windon {elj
B
Explorer ﬂ Production Historian - Historian Server Connection Properties -‘
= 2 Netwark (PAZS0T)
w fl PlantPax Geneial | Lieensing | Point Sources
B -—‘j”:: a Inteface Type Poirits in Use Lirit
Cn Grop Flockwel 7 0
: :: Etlr:::l!u and Groups et o a
5 Metworks and Devices Irterlace Type Allacation Peirts in Use Limt
1 | Uitnqn.d Groups [Fis T = =
=2 Conmections
# 1 Databases I =
=0 Histarieal Data
= B Production Historian
£ FTLD

22 Points Limit The limit depends on the points in use and the license limit.

This value sets a benchmark that can be compared to future server results. The comparison can identify a potential
issue with too many points per license.

23 Fastest Scan Class Verify the scan rate that is used in FactoryTalk® Live Data to send controller information to the Historian server. To
view this information, you must have the FactoryTalk® Historian SE Excel Add-in tool configured.
From the Pl Builder tab, select Pl Points > All Pl Points and use the defaults. Select the scan rate that matches the
smallest number you observed in the list of points in the Scan column.

- B X
e @ About
. @
| 1 mmpmll; mmnﬂn\nnrrmo nwdnro mms.‘l::‘ rlrml: mnnpmm@mmm.l span ‘\Irpl- ryplrah\llul: 2era dataseourity
3 o oz o 600 o a1 1 1 200 o 140
4 o 02 a1 00 L 01 1 1 100 o =0
5 (] o o [ o a1 1 71 2 ) | FTHAdminEstrat
Q oz 54 0 L ol 1 1 plod [ w FTHAdminestrat
o o o 00 a o 1 o 100 1 =0 FTHAdmInkstrat
o 1 4 G0 Q 1 1 400 o 0 FTHAdminéstrat
L] L] L] 00 L] L] i 1 4 1 1 ) | FTHAG, at
o 2 Fi 800 o 1 1 200 o 140 FTHAdm Nkt
o o o GO0 L] o o 100 1 50 FTHAdminkstrat
2 o o o &00 Q L} o 100 0 FTHAdminkstrat
3 o L o 600 L o 1 1 1 1 1 FTHSuperesors.
4 0 05 0 00 0 0.25 1 100 o 0 FTHSupervisors
o os o &0 o o 1 100 o 0 v) | FTHSupanisors
|l o L5] L] 0 o .z i i 1 o £ FTHSuperasors. «
Sheet] + . G
00 B W E-——— o]
Typically, a scan class of 1 secis sufficient. Some tags can require a scan class of 0.5 sec.
Exception reporting and compression reporting for tuning parameters are important for data collection and server
loading.
24 Number of Interfaces Specify the number of FactoryTalk Live Data interfaces in your Historian configuration.
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Table 43 - System Architecture Tab: FactoryTalk Historian SE (AppServ-Info)

Row Guidelines Description
25 Buffering Enabled and Running Buffering is recommended to maintain data collection in the event the connection to the server is lost.
@
File View Help
Buffering Manager
Global
b @ Global Buffering Status Pl messages
There are reported es.
Settings
P 0.0 seconds estimated buffer capacity
if all conne: severed, estimated time unt
P 0 eventsin queue
Tota s for all servers
P 0 total events sent
Tota
Logical Servers
Select a server below for more d d information
26 Unit Fail Over Enabled and Running On the Interface Configuration Utility, verify that failover is configured properly.
¥ Enable Unilnt Failover " Phase1 * Phase 2
Failover ID# for this instance: [t [\PaSSD2AWTLDIN
Failover ID# of the other instance:  [2 [\WPASSOZBVFTLDIN | mrowse |
™ Do nat failover when bath interfaces lose connection to Pl
[ Failover control tags are unsolicited [not scan based)
Rate at which the heartbeat point is updated/checked:  [S000 miliseconds
UFO Type: Synchronization File Path
[HoT =] [\passlT\FTHSE FaioversFTLDIN_FTLD_1.dat Browse
Status | Tag | Exdesc | PointSource A
Mot Created ASIHO-FTLDInt_1_FTLD_UFOZ_ActivelD [UFD2_éctivel D] FTLD
Mot Created ASIHOT-FTLDIt_1_FTLD_UFO2 Heartbeat 1 [UFO2_Heartbeat1] FTLD
Mot Created ASIHTFTIDInt 1 FTID 1IFA? Heatheat ?  1IF0? Heatheat?l  FTIN e
< >
27 Collective Enabled and Running

Verify that a collective is properly configured in a redundant Historian systems

File  Edit

Help

Collectives
L ASIHM

#% Pl Collective Manager (&drministrator)

Collective Name:  |ASIHD1

asihl] . PlantPdex Rockwelld
utomation.com

Description;

Collective ID

|h4247833—Fd77—41 F4-aaaf-2B370007fbfc

Last Configuration Status:
Change Tme:  |01Gep2020161%:27 | [Good
h ) B

-;-;_p:-j am:-!

ASIHDZ asih01
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PASS Tab

280

Color-coded cells indicate
threshold issues.

The PASS tab records details about the HMI elements in your application.

IMPORTANT  Make a copy of this worksheet for each PASS in your system.

To verify your FactoryTalk® View Site Edition (SE) HMI design elements, use

the Rockwell Automation Graphic Audit Tool. The audit tool analyzes
exported HMI displays.

Before you run the audit tool, export the HMI application graphic files to an

XML format. Then run the audit tool on the XML file.

H e

Graphic Audit (Version 1.11)

iz LiHE

|PrantPe

I Crmabe fie of espesssions: and commands found
¥ Create fle of global objects found

Hiesname [e.g. Beerr HMIL

BE - |

[poea
Dsts Chent
W' Cicale Hes for Data Chent lool

i

Folder oraphic XML audt o

[Ercheckiat daplays _I
= = e
|
Resubs:

: Uriue P TP Global  |Digpiay 2]
Graphic Nams Total Tags | Espressions |2 et |Tes m

The process displays are listed in the Results pane.
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A Graphic Audit (Version 1.11) [= o[
Hpplcstior: Ases name [e.g Brewing HMIE
@ SE-Mebwek O SE-Loeal C ME [fuea
Mame:
[FlariPéx Dsta Chert
L ¥ Cieahe fles for Data Cherk tool
[ Coeals e of expressions and commends found  Talal o
g & L
¥ Creae e of globsl objects found CH00 B
Folder that contains graphic XML files to perfom sudk operations o
[C:\UserehAdminisirator Dieskiop\Evported displays j
S TotlTage |U0% g igusong|Sam  |Gobal  [Dislay [T Menmie | Cack e iy
% |Tage O Fuctons | Dbjects  [Tpe [ROM® | Running  [Diplyrg | Updating
AP Bullors [ 0 [] 0 0 replace 1 lakse Ials ez
PP Display 1550 1m2 3l (] 5E replace 0.5 islse [ [
14PP) Motors FFd 1504 1076 0 87 replace 1 lke [P [
JAPF| FID &g 569 513 0 32 replace 1 fakse false falss
JAFF) Tank 57 2 ] 0 1 raplace 1 lakss [ ™
IPF) Tank2 ] 19 13 1] 1 replace 1) lakee e [E
AP Tank3 Eil 13 15 0 2 replace 1 false alse falze
14PF) Valves 1) 453 3 0 22 replace 1 fokse fialsee falze
IFRAME] P1f Description [ 0 [ 0 0 replace 1 fabs ks [
[FRAME] ﬁuﬂe{ [ 0 1 0 4 replace 1 leke [ a2
[ ] eadet E] 3 15 (1} 5 replace 1 lakse lalser [
[FRAME| P1f Help 0 i [} ] 0 replace 1 false false: false
P Hiutiordlae 0 [i [ 0 0 overday 1 fakse false: [
Pl Home 0 0 [ ] 0 raplace 1 lakse ks sz
TOTAL [ s327] | 3853 2657 0 210
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These guidelines apply to HMI applications developed via FactoryTalk View
SE software. Make sure:

e The FactoryTalk View SE system is correctly installed and configured
(software version, operating system, computer requirements) according
to the PlantPAx system characterized architecture.

e Design the FactoryTalk View SE system to accommodate future
additions.

e Develop your HMI screens according to ISA 101 standards

FactoryTalk View SE System

Verify that the HMI server attributes comply with these recommendations.

Table 44 - PASS Tab: FactoryTalk View SE (HMI)

Row Guidelines Description
4 Number of Displays The total number of displays does not exceed the display license.
5 Server Only 1 server per Area in the Logical Organizer.
Total Tags on Server Verify there are no more than 1000 tags per graphic on scan. More than 1000 tags affects loading on the HMI
Unique Tags server and affects operator experience. This count includes:
Expressi « Unique tags
pressions .
. « Expressions
Global Objects - Global objects
6-16 Display Settings For display settings, specify:
Display Type . B!Splayzypﬁ =R§lplace
Display Cache + bispiay Lache = No
« Always Updating + not checked
Graphic Update Rate Ways Tpdating -+ not checke

Verify that the update rate is within recommendation of 0.5 seconds. Any faster rate has a possible impact on the
server and controller.
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FactoryTalk Alarms and Events Server

There are two possible types of alarms on the PASS:

e Server-based alarms that are defined within the FactoryTalk Alarms and
Events server (default for earlier PlantPAx system releases)

The FactoryTalk Alarm and Event Setup dialog box provides the data.

.'ﬂ FactoryTalk View Studio - View Site Edition (Network Distributed) - [Alarm and Event Setup - RMA://SGlobal/PlantPax_HMI/FTAE/Tag Alarm and Events] - O x
El File Edit View Settings Tools Window Help -8 X
ERAe he w0 S ANE s s lda @R ERRIAQY2CE@R  E=S =T 00
Explorer - HMI Server IEHEYM /] Alarm and Event Setup - RNA://$Global/PlantPAx_HMI/FTAE/Tag Alarm and Events X m
= E Metwark (LOCALHOST) ~ =
% 5
5§ PlantPio HMI h || B[ X||A||UL]|| &
-8 Runtime Security All Alarms | Messages Tag Update Rates
- LT Scripts
E DaTA Tepe Al =
Bk FTAE
= ' _Tag.Alarm and Events Ungrouped dlarrns Mame & | Tupe Input Tag
= ) e -
A& Alarm and Event Setuy [ Wl Tag Alarm and Events FIOR 1002 _Ae_Fad sl SreaDa:: LGx00 1N
BB HMI =l 1 Process0t FIC0 1002 _km_HiDey Digeal JAresaDatan: LGNO0 1N
SR HMI Server el FICOI00Z_Am HEdDev  Digial fAreaData:: LENO0 Y
= gséem n i Prossaeh FICH 1002 Al _IntkTrio  Digeal fares Duatas: LGOI
- ommand Line " .
Hill Tags Areald FLOD 1003 _ e _| oDy Dupial JArea Dt LEX00 1)
S0l Graphics Areald FICDI1D0Z_Ade | oloDev  (Diptal Jrea/Data: LGXHOD1N
= Syskem = o . i
S Displays - FICAXa2_ A= Fal Dapnal imw.ﬂr-n--:lvﬁhiﬂl:l
~B Graphic FLOOED0E_tam Dy Dagtal FareaDete: LGXNOD 1N
- B Motars FICOZ002_Aes HHDew  Digital JAreaDaita: LGxO0 LN
- RA_ARP_Display FICOMZ_Mm_nikTrp  Daptal jarea st LGNNI
2'“’;' ?FhJEEt’ FICOZ00Z_Mim LoDey  Dipital Presaistas LEX00 1N
: +
c3] L?fhr:‘ar\nes R FICO2002 A | oloDev  Daptal JfAreaDuta:: LGNC0 1)
= Al "
B mages FIO03_ i Fad Dyl farea Dista: LGNEOT)
- [ Parameters 4
-1 Legacy Recipes o
ps
< > Default max shelve time: | 430
Application eI

CAP NUM

e Tag-based alarms that are processed by the FactoryTalk Linx data server
(new to PlantPAx system release 5.0)

To determine the number of tag-based alarms:

a. In Logix Designer, export the alarms for each of the controllers on
the data server to XML.

b. Open in Excel and filter on Use = True to total the number of alarms.

Tools | Window  Help

Options... 2 [‘2 fi'a E; *
Security

@2 Documentation Languages... 4 = 4
It 'Favorites  Add-On
Export 3 Tags and Logic Comments... mn

Ce L k...
f]ﬁ EDS Hardware Installation Tool b

Alarms...

Motion 2 Alarm Definitions...

Monitor Equipment Phases

Instruction Usage... 1]

Plug-In Manager... m_ICFault | TRIP P_DISCRETE_INPU
m_|CFault| TRIP P_DISCRETE_OUTI

SRR n_OnFail |TRIP P_DISCRETE_QUTF

&  ControlFLASH Plus m_CffFail [ TRIP P_DISCRETE_OUTE
T T TD TS RETE TTTONT T &l In#HLTei | TRID D NISCRETE CUITE
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Verify that the alarm server attributes comply with these recommendations.

Table 45 - PASS Tab: FactoryTalk Alarms and Events

Row Guidelines Description

17 Number of Alarms (FactoryTalk Alarms and Events) The FactoryTalk Alarms and Events server supports 20,000 alarms

18 Number of Alarms (FactoryTalk Linx Instance 1) FactoryTalk Linx instance 1 supports 10,000 alarms

19 Number of Alarms (FactoryTalk Linx Instance 2) FactoryTalk Linx instance 2 supports 10,000 alarms

20 Total Alarms The total number of alarms does not exceed 20,000 per PASS server

21 Total Items Informational field provides a total number of items on the Tag Update Rates of the FactoryTalk Alarm
and Event Setup dialog box

22 Fastest Update Rate Update rate recommendation is1 second. Default is 2 seconds to help reduce load on the system.

23 All tags addressed from the local data server The alarm server references the data server hosted on the same computer. Move non-compliant alarms

to the appropriate alarm server associated with the data server.

Build alarms in groups that follow the Logical Organizer hierarchy or Process Tree within the Alarm
Builder.

FactoryTalk Linx Data Server

FactoryTalk Linx software acts as a data server to access tags in a controller. You
can have two instances of the this data server on the PASS, Verify that each
instance of the data server complies with these recommendations.

Virtual Memory is a real-time indicator of the internal memory resources that
FactoryTalk Linx software consumes. This value increases in proportion to the
loading on the data server. This loading can increase because of the following:

e Number of controllers

e Number of tags on scan on HMI displays

e Demand for RSLinx” Gateway OPC server, alarms, historical polling

and data logs
e Display update rate of HMI displays

e Number of active HMI clients

We recommend that this value is kept under approximately 3 GB. Values
beyond 3 GB indicate a heavily-loaded data server and can affect system
performance. Go to the Task Manager > More Details, and, from the Details
tab, review the memory usage for the TagSrv.exe and RSLinxNG.exe files.
Evaluate the load balance and consider adding another server.

To gather information for this checklist, you can use:

e L_CPU Add-On Instruction faceplates

For examples of diagnostic faceplates, see the L_CPU section in the
Rockwell Automation® Library of Logix Diagnostic Objects Reference
Manual, publication PROCES-RM003.

o FactoryTalk View controller report, which also uses the L_CPU
Add-On Instruction
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For the FactoryTalk View Graphic Audit Tool, see Knowledgebase
Technote Factorylalk View Graphic Audit Tool.

IMPORTANT  The provided global object, display files, and images in the checklist file must be installed in the HMI before printing
the report. The display files include the following:

Images: icon_gray.png, icon_green.png, icon_yellow.png, icon_red.png

Global object: (RA-LIB) Report.ggfx

Displays: (RA-LIB) Report RSLinxE.gfx, (RA-LIB) Report Controller.gf, (RA-LIB) Report Controller 5x80.gfx

In addition to FactoryTalk View SE software files, the checklist file includes verification tools and instructions.

284

Generate the FactoryTalk View Report
To generate the FactoryTalk Linx report

1. In FactoryTalk View Studio, go to Global Objects file (RA-LIB) Report
and select the Short Data Server and Controller Report Display button.

I21 FactoryTalk View Studio - View Site Edition (Network Distributed) - =) x

File Edit WView Settings Objects Arrange Animation Tools Window Help

MEAS D= 0L A e IATE R ARERRFAQAQQE@RIIE ST T L+
[E el = 5 LAl S Sl [ (ra-1ib) report - /PlantPAX_HMI//HMI (Global Objects)  x
FE HMI Server ~ =
Systern [ra-lib} report - /PlantPix_HMI//HMI (Global Objects)
[ Cammand Line
HMI Tags n . .

Graphics Show Data Server

L and Controller B

Graphic Repaort Displays

Motors
RiA,_APP_Display = =
Global Objects

: (ra-lib) report

2. Place the button any screen.

3. Select the button and open the Global Object Parameter Values.
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arameter Values

4. Under Tagon the Global Objects Parameter Values dialog box,

Browse (ellipsis “...") browse to select a controller shortcut.

click

Hame Valus Tag Description
1 J#1 N[ eee[NstShortcut 2 %
7 ¥z ~eelend Sharteut & Tag Browser
3 |#a ~~=||3rd Shorkcut Bl
i e E—i:g it [ Folders Contents of /Area/D ata: LGXCOT Online/DEST100
[ #6 oo th Shartcut
— o oo Narne AccessRights  Description &
5 |#8 === [Bth Shortcut = DASIIO0ATS || @ ek P ReadWirite
9 |#9 +++ |Oth Shorkcut DBCI0T
T = £ 500 FaultCod & ackFal  Readwirite
= Ee & ok_irt.,  Readvirite
= e & Ack_I0..  ReadWrite
O P & #m_Fal  Readrite
o P00 o Readirite
3 FoTi00 Readyrite
2 3 FT100 Readiirite
(2 FT100.Dwe Readhirite
L P Readvirite
(22 GRPMTRIO0 Readibrite
(£ GRPMTRIOOIr Readiirite
(22 GRPMTRI00Ir ReadWrite
{0 GRPMTRIO0Ir v || & Cfgint. ReadWrite
< > v
Fielesh All Folders|  Tagfier ~]
Selected Tag
| JerealData .[Laxcm]pasm oo |
Home area JDATA
oK | [ ol || Hew |

5. Enter a backing tag and path.

B Global Object Parameter Walues *
Mame Value Tag Description
1 |#1 Hiarea/Data:[LGXCO1T} +es |15t Shorteut
2 |#2 +++ |Znd Shartout
3 |#3 +++  |3rd Shorkcut
4 |#4 ++»  ||4th Shortcut
5 _|#5 «+= |5th Shorkcut
G |#6 ==+ |Bth Shorkcut
7_|#7 ==+ ||7th Shortcut
g _|#8 «+= |Bth Shorkcut
9 |#9 ==+ |9th Shorkcut
10 |#10 aes 10th Shorkcut
< >
Cancel Help
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Controller Verification

6. Run a FactoryTalk View Client session and click the Show Data Server
and Controller Report Displays button to generate a report.

Use the information in this
section to complete the Checklist.

(RA-LIB) Report RSLinxE - /PlantPAx//Area - a|x
Data Servers
Press to Show =}
Controller Shortcut Controller Path Shortcut Notes
Report Display
JfareafDatan[LExC01] [RiLogix S000 Emulator in slot 2 of the virtual backplarle
farea/Datas[PlantPax] |RSLogix S000 Erulatar in slot 3 of the virtual backplane -
Frea/Data:[LGXC01R] |RSLogix 5000 Ermulator in slot 4 of the virtual backplare
fires/Datas[PlantPaxb] |RSLogx 5000 Emulator inslot S of the virtual backplare "
Virtual Hemory 550172
FPolled | Mg Packets | Avg Packet
Notes
Controller Shortcut Data tems | _per Second ponse Time Results
fareafData [LEXCO1] 3 El 0 v
} Jfarea/Datas[PlantPax) 25233 75 2 Qf
fareafData:[LEXCO1R] a 2 a o
fAreajDatas[PlantPaxB] 25230 2 a o
Press to Refresh Totals 50466 43 2
Mame: Signature: Date:
tana Seners vl

For each shortcut, verify:

Table 46 - PASS Tab: Data Server (FactoryTalk Linx Instance 1 and Instance 2)

Row Guidelines

Description

24&38 | Virtual Memory

Specify if you are using a data server.

25-51 Number of Polled Data Items

The number of tags that are scanned from the controller.

25-51 | Average packets per Second

The communication speed of data flow between the controller and data server.
« (ControlLogix 5580 controllers and CompactLogix 5380 controllers support 1000 packets per second.
- ControlLogix 5570 controllers and CompactLogix 5370 controllers support 400 packets per second.

If your controller consistently exceeds the maximum packets per second, it is possible your controller is
overloading. Consider reducing the number of HMI data points referenced by your HMI displays from
that controller. You can also lower the screen update rate if you are experiencing performance issues.
The more controllers in your system that exceed 800 packets per second of communication, the greater
your chance of overloading your data server.

25-51 | Average Packet Response Time

The average response time of messages to the controller.

If your average packet response time consistently exceeds 200 milliseconds then it is possible that your
communication adapter has a potential bottleneck. Consider the following troubleshooting guidelines
if your performance is not satisfactory:

« Examine your network architecture and network hardware. You could be exceeding your switch
capacity or capabilities that can cause slow network performance.

+You could be using an outdated communication adapter in the path to your controller. Or, you could
be exceeding the capabilities of the communication adapter.

286
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Controller 5x80 Tab

The Controller tab records controller properties.

IMPORTANT  Make a copy of this worksheet for each 5x80 controller in your system.

To gather information for the checklist, you can use:

e L_CPU Add-On Instruction faceplates

For examples of diagnostic faceplates, see the L_CPU section in the
Rockwell Automation Library of Logix Diagnostic Objects Reference
Manual, publication PROCES-RM003.

e FactoryTalk View controller report, which also uses the L_CPU
Add-On Instruction

For the FactoryTalk View Graphic Audit Tool, see Knowledgebase
Technote Factorylalk View Graphic Audit Tool.

IMPORTANT  The provided global object, display files, and images in the checklist file must be installed in the HMI before printing
the report. The display files include the following:

Images: icon_gray.png, icon_green.png, icon_yellow.png, icon_red.png

Global object: (RA-LIB) Report.ggfx

Displays: (RA-LIB) Report RSLinxE.gfx, (RA-LIB) Report Controller.gfx, (RA-LIB) Report Controller 5x80.gfx

In addition to FactoryTalk View SE software files, the checklist file includes verification tools and instructions.

For more information, see Generate the FactoryTalk View Report.

Press 1o Shimw
Controller Shortcut Controller Path St
Repor Display
JareaDatan[LExC0l] (RLog: 5000 Ermulator in ot 2 of the virtual backplar= I 4—

_.-'.-‘.rea_fn.ata:_::lanu:‘.-n| Filogix 5000 Errulator inslat 3 of the wirtual backplane

FhreaDatas[LEHCO1E] |FeLog 5000 Errulanor inslotd of the wirtual backplare |
Sarea/Datac[PlantPack] | FELog: S000 Ermulanor inslotS of the wirtua backplare |

Controller Properties

Verify that the controller properties comply with these recommendations.

Table 47 - Controller 5x80 Tab: Properties
Row Guidelines Description
4 Shortcut Keep the shortcut, ACD file reference, and controller name similar (intuitive).
5 Firmware Verify the firmware revision.
6 Module The controller is indicated as available in the PSE.
The controllers in the PSE have been characterized for use within a PlantPAx system.
7 Redundancy Indicate whether you are using a redundant controller (Yes/No).
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CPU Use

Verify that the CPU use complies with these recommendations.
Table 48 - Controller 5x80 Tab: CPU Use

Row Guidelines Description

8 Logix Engine At least 25% free.

9 Communications Core At least 40% free.

10 Packet Processing Engine At least 25% free.
Faults

Verify that the fault handling complies with these recommendations.

Table 49 - Controller 5x80 Tab: Faults

Row Guidelines Description

1 Minor Faults Count Number of minor faults that have occurred within the controller.

After clearing the minor faults, monitor for a period of time (at least several controller scans) before
reverifying.

12 Task Overlap Whether a task overlap occurs.

A task overlap must be resolved. Use the predefined task model in the process controller or simplify the
program.

Lengthening the period or raising the relative priority of important tasks disables the predefine task
model in a process controller.

Capacity

Verify that the controller capacity complies with these recommendation..

Table 50 - Controller 5x80 Tab: Capacity

Row Guidelines Description
13&14 | Program Memory (blocks) Reserve at least 20%.
15&16 | Nodes Reserve at least 20%.
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Connections

Verify that the total number of connections is 75% or less of the controller

maximum.
Table 51 - Controller 5x80 Tab: Connections
Row Guidelines Description
17-25 | Total I/0 Total number of connections includes:
- 1/0

« Produced tags

+ (onsumed tags

+ Messages

+ Incoming

« Unconnected buffers
+ Message cache

Time Synchronization

Verify that the controller is configured for time synchronization.

Table 52 - Controller 5x80 Tab: Time Synchronization

Row Guidelines Description
26 Controller is time synchronized Denotes if the controller is configured for time synchronization (Yes/No).
Task Structure

Verify the controller program uses only periodic tasks.

Table 53 - Controller 5x80 Tab: Task Structure

Row Guidelines Description

27 Only periodic task used Use only periodic tasks and remove any unused tasks
The process controller enforces 4 periodic tasks: Slow, Normal, Fast, and Syste,m.

Controller 5x70 Tab The Controller tab records controller properties.

IMPORTANT  Make a copy of this worksheet for each 5x70 controller in your system.

To gather information for the checklist, you can use:

e L_CPU Add-On Instruction faceplates

For examples of diagnostic faceplates, see the L_CPU section in the
Rockwell Automation Library of Logix Diagnostic Objects Reference
Manual, publication PROCES-RM003.

e FactoryTalk View controller report, which also uses the L_CPU
Add-On Instruction
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For the FactoryTalk View Graphic Audit Tool, see Knowledgebase
Technote Factorylalk View Graphic Audit Tool.

IMPORTANT  The provided global object, display files, and images in the checklist file must be installed in the HMI before printing
the report. The display files include the following:

Images: icon_gray.png, icon_green.png, icon_yellow.png, icon_red.png

Global object: (RA-LIB) Report.ggfx

Displays: (RA-LIB) Report RSLinxE.gfx, (RA-LIB) Report Controller.gfx, (RA-LIB) Report Controller 5x80.gfx

In addition to FactoryTalk View SE software files, the checklist file includes verification tools and instructions.

For more information, see Generate the FactoryTalk View Report.

Preess to Shiw
Controller Shortcut Controller Path Shorteut
Repor Display
Jares/Data[LEKC01] [RLog: 5000 Ermulator in Sot 2 of the virtual backplar)=s ‘—

_.-'.-\.rea_ﬂ:l.ata:_:zlanu:'.-\,a_| FiLogix 5000 Errulator inslat 3 of the wirtus backplange

Farea Datas[LECOLE] |RFiLogk S000 Ermulacor inslatd of the virtua backplans

L

Sarea/Datas[PlantPaxs] | FeLog: 5000 Ermulaoor in slot'S of the virual backplargs

Controller Properties

Verify that the controller properties comply with these recommendations.

Table 54 - Controller 5x70 Tab: Properties

Row Guidelines Description
4 Shortcut Keep the shortcut, ACD file reference, and controller name similar (intuitive).
5 Module The controller is indicated as available in the PSE.

The controllers in the PSE have been characterized for use within a PlantPAx system.

6 Naming Schemes Follow ISA 5.1 standards for control strategy and Instrument naming schemes.

ISA tag naming is an industry standard most often used in P&ID diagrams. Link tags in the controller to
the P&ID diagrams to help match the process (P&ID) to the programming within the control system.

7 Redundancy Denotes if you are using a redundant controller (Yes/No).
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CPU Use

We recommend CPU load in a production environment to be 75% or less.
Keep 25% CPU capacity as reserve to handle online edits, data server
switchover, and so on.

Verify that the CPU use complies with these recommendations.

Table 55 - Controller 5x70 Tab: CPU Use

Row Guidelines Description

9 Free At least 50% of free for redundant controllers
At least 25% for simplex controllers.

n Total Used: Periodic Tasks The percentage of CPU use to run all the application code in the controller.
Periodic tasks are the only predictable task type on performance and utilization. Keep the number of
tasks to 3 or 4 and do not use to organize code into process areas.

12 Total Used: Communication The percentage of CPU use that is needed to respond to communication requests.

13 Total Used: Motion The percentage of CPU use that is needed to execute motion.

14 Total Used: Messages The percentage of CPU use that is needed to process messages.

15 Total Used: Safety The percentage of CPU use that is needed to execute safety tasks.

165 Total Used: Redundancy The percentage of CPU use that is needed to process redundancy.

17 Total Used: System The percentage of system resources

Faults

Verify that the fault handling complies with these recommendations.

Table 56 - Controller 5x70 Tab: Faults

Row

Guidelines Description

Minor Faults Count Number of minor faults that have occurred within the controller.

After clearing the minor faults, monitor for a period of time (at least several controller scans) before
reverifying.

Task Overlap Whether a task overlap occurs.
Atask overlap must be resolved. Make changes such as simplifying programs, lengthening the period,

or raising the relative priority of important tasks.
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Memory Use

The PlantPAx system requires the free I/O memory to be a minimum of 25%
for simplex controllers. We recommend greater than 50% free memory for
redundant controllers.

Table 57 - Controller 5x70 Tab: Memory Use

Row

Guidelines Description

20&21

1/0 Memory (bytes) Reserve:
« Atleast 50% for redundant controllers
« Atleast 25% for simplex controllers

If the amount exceeds the recommendations, reduce the number of /0 modules that are scanned by
this controller, make system changes.

228423

Data and Logic (bytes) Reserve:

«Atleast 50% for redundant controllers

« Atleast 25% for simplex controllers

If the amount exceeds the recommendations, upgrade controller for more memory or make changes to
reduce load

Connections

Verify that the total number of connections is 50% or less of the controller

maximum.
Table 58 - Controller 5x70 Tab: Connections
Row Guidelines Description
2432 | Total 1/0 Total number of connections includes:
- 1/0

+ Produced tags

« Consumed tags

+ Messages

+ Incoming

+ Unconnected buffers
+ Message cache

Time Synchronization

Verify that the controller is configured for time synchronization.

Table 59 - Controller 5x70 Tab: Time Synchronization

Row Guidelines Description
33 Controller is time synchronized Denotes if the controller is configured for time synchronization (Yes/No).
Task Structure

Verify the controller program uses only periodic tasks.

Table 60 - Controller 5x70 Tab: Task Structure

Row

Guidelines Description

34

Only periodic task used Use only periodic tasks and remove any unused tasks
Use only 2-3 periodic tasks (slow, normal & fast) for logic and remove any unused tasks
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HMI Communication Lost

PlantPAx Troubleshooting Scenarios

Figure 19 shows a basic workflow to correct lost communication. To target the
root cause, follow this workflow:

Figure 19 - Resolve Lost Communication

Communication
Lost

¥
Server/Controller
Comm Evaluation

See page 293

v Separate Procedures with Specific Workflows

O ey
Client/Server
Comm Evaluation

See page 301
e/

¥
Call Technical
Support

See page 300

If you cannot open a FactoryTalk® View SE client application on your OWS, go
directly to the Client/Server Communication Evaluation section on page 301.

Server and Controller Communication Evaluation

Figure 20 shows how to diagnose a loss of communication between the (PASS)
server and the controller. Make sure that the server has good quality
communication with the controller and follow down the workflow to rule out
any network issues.

Click the link or go to the respective page for specific information on each
topic. If the server checks out okay, then you have the option to go to the client
computer for additional troubleshooting or to call Technical Support.
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Figure 20 - Resolve Server to Controller Communication

Server/Controller
Comm Evaluation

-

Live Data Current Quality Good
See page 294

Yes

Live Data
Quality Good?

Was Server Servers Evaluation Worked Before

y Status OK? See page 296 Comm Loss?
No
¥
Was Network Network Evaluation Client/Server Comm
Status OK? See page 298 See page 301
w
Call Technical Support | Application Code
Evaluation

See page 300 See page 299
Live Data Current Quality Good

This procedure examines whether the controller communication is available at
the server level. If the current quality is ‘good;, then you can rule out that the

server is not talking to the controller.

1. Go to FactoryTalk Tools > FactoryTalk Live Data Test Client and select
FactoryTalk and Network as the Initial Connection.
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The Initial Connection dialog box appears.

" OPC DA Server | Factory Talk | ¢ Load Config File
oK
Select FactoryTalk Directory x
Cancel

Selsct the directory you want ta use

| Meteork, j SR
Help
I i3 I Cancel | Heln |

') 2 |Passo

OPC DA Server Locale ID: 1032

2. Browse to the data server area and click OK.

[m] >

B Initial Connection

©° OPC DA Server  © Factory Talk  © Load Config File

- FT¥iewDema ~ I aK I
=- PJaan‘Ax_HMI Cancel

Lo HML

DaTa Brawse.

Server 2

Lol - PAS501

OPC DA Server Locale ID: | 1033

The Create Group dialog box appears.
3. Use the default or type your own group name and click OK.

x
Name | | e
Updats Fiats: [250 Cancel

Active: 2 Help
Locale ID: [1033

Create Group

4. In the lower, left pane of the Add Item dialog box, browse to the
controller, and select Online.

B Add Item

Itemnl D Items to Add: 1

<[LGXCOTProgram:PS_PALKT100_
Datae Cance

Native -
Advanced
¥ Aetive
Add Branch ltem Propetties Help

Bl RNA/4GlobalPlantPée_HML ~ | AR
&) LGXE01 <T100_Inp_ModFault
“T100_Inp_F\Data

Diganastic ltems
XT100_Inp_PYUncertain

AT0_FIC_101
BENZTR1:C
AENZTRT:
AENZTR1:D

- AIT300

- AITI0A

L AIT3008_Dve

- AIT3008 .

5. In the right pane, if no tags appear then proceed to Servers Evaluation

on page 296. Otherwise, click any tag in the controller and add the item.
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The FactoryTalk Live Data Test Client dialog box appears.

). BOOTP-DHCP Server 3

|\ FactonyTalk Activation >
¥ |, FactoryTalk Alarms and Events » |l Accessibility »
. |. FactoryTalk AssetCentre Client » | | Administrative Tools »
|, FactoryTalk Historian SE » | | CodeMeter >
3] Diagnostics Viewer | FactoryTalk Tools |, Embedded Lockdown Manager >
i3l FactoryTalk Diagnostics Counter Monitor |, FactonyTalk View » | || Enterprise License Manager »
% FactoryTalk Directory Configuration Wizard |\ Logix Designer Tools v FLASH Programming Teols »
% _FactoryTalk Help |, RSLinx » | |\ Hiprom Software >
FactoryTalk Live Data Test Client |\ RSLogix 5000 Enterprise Series » LoopPra Tuner (Rockwell Automation Edition)  »
B Factory Talk Secunity System Configuration Guide . RSLogix 5000 Tools » | | Maintenance 3
5} Import RSSecurity Configuration |\ RSLogix Emulate 5000 » | Il Microsoft Office »
' § Log Onto FactoryTalk J. RSNetWor » | L. Microsoft SQL Server 2008 »
35) RsSecurity Emulator Install L Utilities » | Ji Microsoft SQL Server 2008 R2 3
&8 Specify FactoryTalk Directory Location FactoryTalk Administration Console |/ Microsoft SQL Server 2012 »
|EE] Windows Firewall Configuration Utility & Restart View Designer Services |, Rockwell Automation »

& Studio 5000 | Rockwell Software

SharcPoint »
|, Startup 3
I VMware >
|, Windows Accessories »
|, Windows System 3

6. Check that the Current Quality is ‘Good.

The ‘Good’ status indicates that you have communication from the
server to the controller.

If the status is ‘Bad’, then proceed to Servers Evaluation.

Servers Evaluation

This procedure verifies that at least one server has active status. Complete
these steps for the Data server and HMI server.

1. In the FactoryTalk Administration Console or FactoryTalk View Studio,
right-click the Data server and choose Server Status.

!21 FactoryTalk View Studio - View Site Edition (Network Distributed)

File View Settings Tools Window Help
HA® e 0 L ADEIr Y

Explorer - HMI Server v 0

(= [ Metwork (LOCALHOST)

2§ PlantPi HMI

L w8 Runtime Security

o [T Scripts

B DATA,

B Server1

&r FactoryTalk Lirx Instance 01
Lal Communication Setup

H E server:

Sy FTAE
{2 TagAlarm and Events

¢ L. Alarm and Event Setup

=B HMI

i (e

Delete
Add Controller Instruction Faceplates..

Server Status...

Praperties..

LA Divass

296 Rockwell Automation Publication PROCES-UM100A-EN-P - October 2020



PlantPAx Troubleshooting Scenarios
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The Data server status dialog box appears.

Server status
Primary server: PASS02

Server Status - PlantPAx_HMI/DATA/Serverl:Factory Talk Linx 01

Primary status: I‘ Active I

Secondary server: PASS03

—
Secondary status: I‘ Standby I

Switchover options

(®) Switch over to the primary server when it becomes available

Server switchover

() Continue using the secondary server even when the primary server becomes available again

Click the Switchover button to switch the Active server. The server thatis currently on
standby will become the Active server and the Active server will become the Standby server.

2. Make sure that the status is ‘Active’ for at least one of the servers.

3. Repeat for the HMI server.

Was Modification Made?

If you found an issue and made a correction, go back and redo the Live Data
procedure. Reverify that communication has been established between the

server and controller.
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Network Evaluation

Now you are analyzing whether the shortcut to the controller is valid. An
incorrect path affects the controller communication to the server.

TIP  Inaredundant system, perform these steps for the Primary and
Secondary servers.

1. Inthe FactoryTalk Administration Console or FactoryTalk View Studio,
open the Communications Setup.

21 FactoryTalk View Studio - View Site Edition (Network Distributed) - [Communication Setup - RNA://SGlobal/PlantPAx_HMI/DATA/Server 1/FactoryTalk Linx Instance ] = = x

Iﬂﬂ File View Settings Tools Window Help
FEHe 0aE QR RQE A A BN TA QD EE

Explorer - HMI Server * 1 X E‘ﬂCommunTcaﬂon Setup - RNA://SGlobal/PlantPAx_HMI/DATA/Server 1/FactoryTalk Linx Instance 01 % “

=8 Network (LOCALHOST) 5 s P |
i Eaﬂagzi':xn;':r;a‘cunty Remove{jitnly @[] 192.168.1.106, 1756-ENZT, 1756-EN2T/D 2 A
LT Scripts e A LGHCO1 ﬂ 192,168,107, 1756-EN2T, 1756-EN2T/D
B DaTa ﬂ 192,168.1.108, 1756-EN2T, 1756-EMN2T/D 3
E| E Server 1 ﬂ 192.168.1.109, 1756-EN2TR, 1756-ENITR/C 6
= FactoryTalk Linz Instance 01 ﬂ 152,168.1.110(192,168.1.109], 1736-ENZTR, 17!
B Y G i St o8 1921681111, 1756-EN2TR, 1756-EN2TR/C
G- gE Server 2 : B
o B FTaE ! 01 o
=-F* Tag Alarm and Events <B >
- 5] Alarrn and Event Setup Mode: Online Mot Browsing
B HMI : :
é 2 HMI Server ;J;Hlne Tag File | | Browse... |
=) Systern ortcut Type ‘Prncessor j

=] Corrand Line Logix Extended Tag Properties

2:\:;;25 ¥ Upload all extended tag properties v E:soﬂ::»t“pa:ssfthmugh elealioutaoeatepded
Logic and Control
Data Log
= RecipePro+
“.[Z) RecipePro+ Editor
= System

.fcf:.m.n Groups -

€ >

opiaton KRR Lo ] oo | vty | o

2. Select the controller shortcut.

If the shortcut does not highlight the correct controller, then select the
correct controller and save the shortcut.

3. With the correct shortcut selected, expand the backplane.

If you can browse, then you have communication to the controller.
Proceed to Was Modification Made? on page 299.

If you cannot browse, then try to ping the controller from the PASS.

4. To ping the controller, do the following:
a. Click Start and type CMD into the Search text box.
A command prompt opens.

b. Type ‘Ping xxx.yyy.zzz.aaa, where the letters represent the IP address
of the communication adapter.
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5. If the adapter responds, a similar display appears as shown.

EE Comrmand Prampt = O X

s reserved.

y from !
y from I

6. Ifyour device does not respond, a ‘Request Timed Out’
message appears.

If the ping is successful, proceed to the next diagnostic action.

7. Repeat steps 2...6 if you are using a redundant Data server.
Was Modification Made?

If you found an issue and made a correction, go back and redo the Live Data
procedure. Reverify that communication has been established between the
server and controller.

Review Application Code Formatting

If the server and controller are communicating and the problem still exists, we
recommend that you check the project application code. Project components
could be incorrectly configured.

Verify proper Live Data syntax for the following project elements:
e FactoryTalk View SE or FactoryTalk View ME:
- Display parameter files
- Display values, expressions, and animations
— Global object parameters
- Command buttons and macros
- Data logger
— Event detector

— Derived tags
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Contact Technical Support

Call a Rockwell Automation Technical Support representative if the problem
still exists after checking the following:

e Server communication status
e Controller shortcut

e Application code syntax

Email technical support the most recent data that is compiled from the
PlantPAx checklists.

IMPORTANT  If the size of the information packet cannot be sent via email, a technical
support representative can help you post your information to the Rockwell
Automation FTP site.
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Client and Server Communication Evaluation

Figure 21 shows a workflow to resolve lost communication between a (PASS)
server and a client. Work through the diagnostic activities until you identify an
issue.

Click the link or go to the respective page for specific information on each
topic. If the issue still exists, contact Technical Support with the details you
have compiled to help with a resolution.

Figure 21 - Resolve Server to Client Communication

Client/Server
Comms Evaluation

Yes

Successful?

Modification
Made?

(all Technical Support

See page 300

Ping Command Evaluation - See page 301

Ping

Yes

Was Name Resolution Evaluation - See page 302

Worked
Before?

Application Code
Evaluation

See page 299

Ping Command Evaluation

To check if the client computer is communicating with the server, start by
pinging the computer.

Complete these steps.

1. Click Start and type CMD into the Search text box.

A command prompt opens.

>

2. Type ‘Ping (and server name)
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3. If the controller responds, a display appears similar to the following:

B Cormrnand Prommpt - O X

ion 16.8.14
poration. all

2.PlantPax.Rocku 172.28.1.111] with

4. Ifyour device does not respond, a ‘Request Timed Out’
message appears.

If the ping is successful, check your application code for proper
syntax. See page 299.

Also, make sure the firewall rules are not blocking the communication.
Name Resolution Evaluation

This procedure verifies the mappings of IP addresses to host names. The steps
apply if you are using a domain or a work group, with the latter explained last.

1. At the Command Prompt, type the NSLookup and server name and
press Enter.
2. Type the name of the server that is being pinged.

If you receive the message ‘DNS Request Timed Out), you typically do
not have the Reverse Lookup Zone configured.

If the NSLookup ping provides the server name and IP address (as
shown in the example), the server communication issue still exists.

E¥ Command Prompt - [} X

imate round trip times in mi
Minimum = @ms, Maximum = @ms, Av

Rockwell Automation>
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If the NSLookup ping does not provide a server name and IP address,
then proceed with the following instructions on page 303.

To verify that components do not have duplicate IP addresses, complete
these steps.

1. From a DNS server, click Tools on the main menu and choose DNS.

[Es Server Manager - O >

@ ¥ «|ocal Server | I Monage View
Active Directory Administrative Center
55 PROPERTIES Active Directory Domains and Trusts
I8 Dashboard . For PADCA Active Directory Module for Windows |
Computer name PADCA et i e
All Servers Domain PlantPAx.RockwellAutomation.com tive .\rectory sers and Computers
i§i ADDs ADSI Edit
ii Dher Component Services
- Computer Management
em DNS Windows Firewall Domain: On Defragment and Optimize Drives
ii File and Storage Services b Remote management Enabled DHCP
Remote Deskt Disabled
erﬂj b i Disk Cleanup
NIC Teaming Disabled DNS_i
EthernetD 172.201.10 -
FTA Binding IPv4 address assigned by DHCP, IPv enabled Eéentieney
Group Policy Management
iSCSI Initiator
Local Security Policy
Operating system version Microsoft Windows Server 2016 Standard M e
ware information /i e Inc. VMwareT .
Hardware informatio VMware, Inc. VMware7,1 ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

The DNS Manager display appears.

2 DNS Manager 2 O X
File Action View Help

=2 HEXEcz HRE § 86

E'Tﬁ DNS MName Type Data

v § PADCA & asosios Host (&) 172.201.13
~ [ Forward Lookup Zones ASIHOT Host (4) 172.20..14
y E;l _msdcs.PlantPAx.RockwellAutomation.com EEVCH Ho; () 172.201.16
: |z PlantPAx RockwellAutomation.com ASOSI03 Host (&) 172.20.1.16
J Reverse !_Dokup Zones % H; () 172.20.1.18
I Trist Paint OWSsD1 Host (&) 172.20.1.18
| Conditional Forwarders % TG Ho; ) 22020
£ Ewsot Host (4) 172.20.1.54
£ AS05I06 Host (4) 172.20.1.58

=] aengina Host (8] 17220 1

= Ews10 Hast (A) 172.20.1.60

H owsoz Hast (&) 172.20.1.60
ost (A TI220.0.
] AsAmMD1 Hast (&) 172.20.1.62
] passol Hast (&) 172.20.1.64
] passnz Hast (A) 172.20.1.67
] Pass0s Hast (4) 172.201.69
£ asosioz Hast (A) 172.20.1.70
] AsiH02 Hast (A) 17220171
=] AsIH3 Hast (&) 172.20.1.72
< > ||« >
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2. Verify each name has its own IP address to make sure that you are
pinging the correct server via the client.

The example DNS Manager display shows several ‘bad’ computer names
with the same IP address.

3. Ifyou are usinga workgroup, open the hosts folder in your Windows

local hard disk drive.
4. Using Notepad, open the hosts file.

&

File Home Share Wi (2]
n [ & =
T &4 cut T T Tis) ) 3] ©pen HH setect an
E — 5 copy patn - & Edit Select none
Pin to Quick © Paste - = n Propert
sls i el 25 ] Paste shorteut i} Copy to D Rename S ToBETEEY EH Inwert selection
Clipbaard Organize TNevs Open Select
T~ <« Local Disk () > Windows » Systern32 5 drivers » etc ~ | Search ete o
I Desktop ~  Mame Date modificd Twpe Size
=] Documents | hosts 7 hosts - Notepad = ] b4
& Downloads | Imhosts.sam | File  Edit Format  Wiew Help
$ Music [ networks # For example: ~
=] Pictures _| protocal #
B videos | services # 182.54.94.97 rhinc.acme.com # source server
# 38.25.83.1a X.acme.com # x client host
. Local Disk (C2)
# localhost name resolution is handled within DHWS itself.
¥ Metwaork
s # 127.9.8.1 localhost
w # B localhost
Sitems  1item selected 912 bytes
172.28.1.12 EwWsB1
172.20.1.13 cwsal
172.28.1.14 PASSE1
172.22.1.15 PASS@2A
172.28.1.16 PASSE2B
172.29.1.17 ASTHa1
172.2a.1.18 ASIHE2
172.2a.1.19 ASISEL1 o
< >

. Verify each name has its own IP address to make sure that you are
5. Verify each has it IP address to mak that y
pinging the correct server via the client.

Was Modification Made?

If you found an issue and made a correction, go back and ping the client
computer again.

Review Application Code Formatting

If the server and controller are communicating and the problem still exists, we

recommend that you check the project application code. See page 299.
Contact Technical Support

Call a Rockwell Automation technical support representative if the problem

still exists. See page 300.
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Appendix D

Troubleshooting Scenario:
HMI Display Access is Slow

Figure 22 shows a workflow to resolve sluggish HMI displays. To target the

root cause, work through the diagnostic activities until you identify an issue.

If the issue still exists, contact Technical Support with the details that you have

compiled to help with a resolution.

Figure 22 - Resolve Slow HMI Display Callup

Communication
Performance

Applicatio

Under Limits? System Architecture Checklist - See page 270

Controller

Controller Checklist - See page 287 or page 289

Passed? o
Data Serve See page 283
Passed? >

Application Code
Evaluation

See page 299

etwork

Passedl? Network Checklist - See page 262
assed?

Call Technical
Support

See page 300
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AppendixD  PlantPAx Troubleshooting Scenarios

Action

Description

Application Under Limits?

A good starting point is to verify that your system design is within the sizing recommendations for a PlantPAx
system. Design attributes include the number of servers, number of assets, and so forth.

To verify design attributes, see the System Architecture Tab on page 270.

Controller Passed?

The next step is to check whether your controllers have the CPU and memory usage as prescribed by the PlantPAx
quidelines. These percentages vary depending on whether your application uses simplex or redundant controllers.

For details, see the Controller 5x80 Tab on page 287 or Controller 5x70 Tab on page 289.

Data Server Passed? If the application design and controller setup are properly configured, check the Data server. Verify that the server is
communicating data from the controllers to the HMI server and operator workstation.
For details, see the FactoryTalk Linx worksheet section on page 283.

Network Passed? The health of the network s critical whether you are using a virtual or traditional operating system. There is a tool for

analyzing network infrastructure.
For details, see the System Infrastructure Tab on page 262.

Review Application Code Formatting

For details, see page 299.
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Glossary

Add-On Instruction

alarm

alarm event

alarm management

alarm object

alarm priority

alarm system

application server

architecture

characterization

The following terms and abbreviations are used throughout this manual.
For definitions of terms that are not listed here, refer to the Allen-Bradley’
Industrial Automation Glossary, publication AG-7.1.

Add-On Instructions are reusable code objects that contain encapsulated logic
that can streamline the implementation of your system. The objects let you
create your own instruction set for programming logic as a supplement to the
instruction set provided natively in the ControlLogix" firmware. An Add-On
Instruction is defined once in each controller project, and can be instantiated
multiple times in your application code as needed.

An audible and/or visible means of indicating to the operator an equipment
malfunction, process deviation, or abnormal condition that requires a
response.

A push notification from the alarm object to the alarm subscriber that indicates
a change in alarm state.

The processes and practices for determining, documenting, designing,
operating, monitoring, and maintaining alarm systems.

The alarm system element that owns the alarm; it is responsible to identify an
alarm, managing the state, and generatingan alarm event.

An attribute of In-Alarm event that informs you of the salience of the event.

The collection of hardware and software that detects an alarm state,
communicates the indication of that state to the operator, and records changes
in the alarm state.

The application server (AppServ) is a server on the Process Automation System
Server (PASS), which is typically a FactoryTalk® Directory client of the PASS.
Examples are AppServ-Batch for a FactoryTalk® Batch application or
AppServ-Info for a Historian application.

An architecture is a representation of a control and software system, as well as
the process and discipline for effectively implementing the designs for such a
system. An architecture conveys the information content of the related
elements comprising a system, the relationships among those elements, and the
rules governing those relationships.

A characterization is the operation and collection of performance data for a
representative process system to determine scalability, stability, and usability of
a specific system configuration. A characterization is the following:

o Aimed at defining a complete system
o Used to determine if the system is performing at specified level
o Used to identify usability issues

o Used to check and create rules, relationships, limits, and
recommendations for system elements
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308

client

control strategy

critical system attribute (CSA)

display object

engineering workstation (EWS)

global object

historian

historical data

host machine

A client is hardware (personal computer) and software that provides an
interface with a link into a system server application. In the Rockwell
Automation” architecture, a client is a computer that is loaded with runtime
software.

A control strategy is a system footprint to show the complexity of the
following:

e Data servers

. Information storagc

Operator interface (graphics, faceplates)
o Control code (sequence, procedure, phases)

e I/O

These footprints establish a representative system loading that can be measured
to identify the boundaries and limitations (implementation rules) of a process
system.

A critical system attribute (CSA) is a customer-facing characteristic that
defines or identifies whether the system is performing as expected. CSAs are
specific, visible indicators of overall system performance and usability.

CSAs have specified parameters that must be maintained and that set the base
operational requirements for the system. There are many other attributes that
are associated with system elements such as controller loading, computer
loading, and network settings that must be configured properly to maintain

system CSAs.
A display object is a functional group of display elements with animations.

The engineering workstation (EWS) provides system configuration,
development, and maintenance functions of the PlantPAx" system. The EW'S
contains development software, including FactoryTalk® View SE Studio and
Studio 5000 Logix Designer".

An object that is created once and can be referenced multiple times on multiple
displays in an application.

A historian is a data collection system with the following components:
collection, storage, compression, retrieval, reports, and analysis. Historian
functions include raw sampling, compression, storage, retrieval, reconstitute,
analyze, summarize, and present (reports and displays).

Historical data is data that is used for the long-term analysis of past operation.

A computer on which a hypervisor runs one or more virtual machines is called
a host machine.
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Integrated Architecture® (IA)

operator workstation (OWS)

PlantPAx distributed control
system

Process Automation System Server
(PASS)

server

system attribute

system element

system infrastructure

system server

user-defined data type (UDT)

workstation

Integrated Architecture” (IA) is the identifying name of Rockwell Automation
group of products that use Rockwell Automation core-enabling technologies.
The PlantPAx” system is a defined set of IA products that are configured in a
prescribed way to provide optimal performance as a distributed control system.

The operator workstation (OWS) provides the graphical view and interface
into the process. The workstation is a client of either a PASS or AppServ-HMIL

The PlantPAx system has all the core capabilities that are expected in a
world-class distributed control system (DCS). The system is built on a
standards-based architecture by using Integrated Architecture components
that enable multi-disciplined control and premier integration with the
Rockwell Automation” intelligent motor control portfolio.

The Process Automation System Server (PASS) is the core PlantPAx system
server that provides central administration throughout the PlantPAx system.
The PASS is a required component.

Software component that serves data to an application (for example, data
server). Typically, server software components are installed on server-class
computers.

A system attribute is an operational functionality that can be manipulated or
measured and is used to establish the operational boundaries or system
capability. For example workstation memory, number of parameters on a
screen, and number of control loops. A system attribute can be independent or

dependent.

A system element is a distinctive system entity that is made up of a combination
of hardware and software products that support an identifiable system function
or role. A system element can be manipulated to vary system operation or
capability. For example, engineering workstation (EWS), operator workstation
(OWS), process automation system server (PASS), and controller.

System infrastructure is the commercial off-the-shelf hardware and software
that is required to enable system elements to work together as a system. For
example, network switches, computers, and so forth.

A system server expands the scope of a system by providing support for
additional system capacity or optional system functions. For example, the
Process Automation System Server (PASS) is a required component for all
centralized and distributed process systems. The PASS provides central name
resolution and system-wide, FactoryTalk® services. The PASS provides the
capability to distribute information to the OWS and add to optional
application servers to increase the scope of the process system.

Tag types that you create once and reuse in multiple tag templates, multiple
times.

A workstation is a computer running development, configuration, and
optional maintenance software. A workstation is not a server.
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Rockwell Automation Support

Use these resources to access support information.

Technical Support Center Find help with how-to videos, FAQs, chat, user forums, and product notification updates. | rok.auto/support
Knowledgebase Access Knowledgebase articles. rok.auto/knowledgebase
Local Technical Support Phone Numbers Locate the telephone number for your country. rok.auto/phonesupport
Literature Library Find installation instructions, manuals, brochures, and technical data publications. rok.auto/literature
Product Compatibility and Download Center | Get help determining how products interact, check features and capabilities, and find

(pcoc) associated firmware. rok.auto/pede

Documentation Feedback

Your comments help us serve your documentation needs better. If you have any suggestions on how to improve our

content, complete the form at rok.auto/docfeedback.

Waste Electrical and Electronic Equipment (WEEE)

At the end of life, this equipment should be collected separately from any unsorted municipal waste.

Rockwell Automation maintains current product environmental information on its website at rok.auto/pec.

Allen-Bradley, expanding human possibility, AADvance, ArmorStart, CompactLogix, ControlLogix, FactoryTalk, FactoryTalk Analytics, FactoryTalk Analytics DataExplorer, FactoryTalk Analytics
DataView, FactoryTalk Analytics DataFlow ML, FactoryTalk Analytics LogixAl, FactoryTalk eProcedure, FactoryTalk NetworkManager, FactoryTalk TeamONE, FLEX 5000, GuardLogix, Integrated
Architecture, iTRAK, Kinetix, Logix 5000, MagneMotion, Pavilion8, PhaseManager, PlantPAx, PanelView, PowerFlex, PowerMonitor, Rockwell Software, RSBizWare, RSLinx, RSMACC,
SequenceManager, Stratix, Studio 5000, Studio 5000 Logix Designer, TechConnect, ThinManager,and Trusted are trademarks of Rockwell Automation, Inc.

Cisco and Catalyst are trademarks of Cisco Systems, Inc.

CIP, CIP Security, ControlNet, DeviceNet, and EtherNet/IP are trademarks of the ODVA.
ThingWorx and Vuforia are trademarks of PTC.

Microsoft, Excel, and Windows are trademarks of the Microsoft Corporation.

Trademarks not belonging to Rockwell Automation are property of their respective companies.

Rockwell Otomasyon Ticaret A.S. Kar Plaza is Merkezi E Blok Kat:6 34752, igerenk{y, istanbul, Tel: +90 (216) 5698400 EEE Y0netmeligine Uygundur

Connect with us. H m _

rockwellautomation.com expanding human possibility”

AMERICAS: Rockwell Automation, 1201 South Second Street, Milwaukee, Wl 53204-2496 USA, Tel: (1) 414.382.2000, Fax: (1) 414.382. 4444
EUROPE/MIDDLE EAST/AFRICA: Rockwell Automation NV, Pegasus Park, De Kleetlaan 12a, 1831 Diegem, Belgium, Tel: (32) 2 663 0600, Fax: (32)2 663 0640
ASIA PACIFIC: Rockwell Automation, Level 14, Core F, Cyberport 3, 100 Cyberport Road, Hong Kong, Tel: (852) 2887 4788, Fax: (852) 2508 1846

Publication PROCES-UM100A-EN-P - October 2020

Copyright © 2020 Rockwell Automation, Inc. All rights reserved. Printed in the U.S.A.


https://rok.auto/pec
https://rok.auto/support
https://rok.auto/knowledgebase
https://rok.auto/phonesupport
www.rockwellautomation.com/literature
https://rok.auto/pcdc
http://literature.rockwellautomation.com/idc/groups/literature/documents/du/ra-du002_-en-e.pdf
https://rok.auto/docfeedback
https://www.instagram.com/rokautomation/
http://https://www.linkedin.com/company/rockwell-automation
http://https://twitter.com/ROKAutomation
https://www.facebook.com/ROKAutomation/
https://www.rockwellautomation.com/

	PlantPAX DCS Configuration and Implementation User Manual, publication PROCES-UM100A-EN-P
	Preface
	Software and Firmware Upgrades
	Rockwell Automation® Services and Support

	1 - System Workflow
	Size Your System
	Select the Process Automation System Server
	Consolidated Process Automation System Server (PASS-C)
	Process Automation System Server (PASS)

	Next Steps
	Guidelines for Servers and Workstations

	PlantPAx System ID
	System Verification

	2 - Domain or Workgroup
	Prerequisites
	Primary Domain Controller
	Create the Primary Domain Controller
	Install Active Directory Services, DHCP, and DNS Roles
	Promote the Primary Domain Controller

	Additional Domain Controller
	Create an Additional Domain Controller
	Install Active Directory Services, DHCP, and DNS Roles
	Promote the Additional Domain Controller

	Configure Domain Controllers
	Server Manager Tools Menu
	Create a Reverse DNS Lookup Zone
	Map the Host Name to the IP Address
	Add DHCP Features
	Configure Failover

	Create Roles, Areas, and Users
	Recommended Roles
	Recommended Areas
	Assign Users

	Configure Group Policy Management
	Configure the Windows NTP Client
	Configure Windows Time Service
	Enforcing the Domain Controller Policy

	Configure Group Policies
	Configure the Password Strength Policy
	Configure the Account Lockout Policy
	Configure the Kerberos Policy
	Configure the Interactive Logon Policy

	PlantPAx Users Policy Object
	Create the PlantPAx Users Policy Object
	Configure the USB Drive Policy
	Configure the Portable Device Enumeration Policy
	Configure the Software Access Policy

	Windows Workgroup
	Assign Static IP Addresses
	Map Computer IP Addresses
	Test Communication by Host Name
	Create Local Users
	Create Local Security Policies
	FactoryTalk DeskLock Utility (optional)


	3 - Process Automation System Server
	Prerequisites
	FactoryTalk Components
	Configure the PASS
	Specify FactoryTalk Directory Location
	Configure the FactoryTalk Directory
	Run Firewall Configuration Utility
	Configure FactoryTalk Activation Servers

	Configure Servers on the PASS
	Create a New HMI Project
	Define Areas
	Add an HMI Server
	Add the Alarms and Events Database
	Add a Data Server
	Add an Alarm Server

	Redundant Server Considerations
	Configure Runtime Security

	4 - Network Infrastructure
	Prerequisites
	Network Configuration Preparation
	Recommended VLANs
	Command Line Interface (CLI)

	Redundant PRP Topology
	Additional Resources for PRP Topology

	Switch Configuration in a Redundant PRP Topology
	Resilient DLR Topology
	Additional Resources for DLR Topology

	Switch Configuration in a Resilient DLR Topology
	Simplex - Star Topology
	Additional Resources for Simplex Star Topology

	Switch Configuration in a Simplex Topology
	Time Synchronization
	Computer Time Synchronization

	Perimeter Network Considerations
	Interoperability Between Topologies

	5 - Process Applications
	Prerequisites
	Develop a Project Plan
	Determine Which Libraries to Use
	Build Application Content

	Application Code Manager
	Create a Project
	Add Control Strategies
	Map I/O
	Develop a Logical Organization
	Add Alarm Groups
	Add HMI Graphic Displays
	Import/Export Manager
	Generate HMI Displays
	Develop Historian Tags
	Generate Historian Tags

	Studio 5000 Logix Designer and FactoryTalk View SE Software
	Logix Designer Templates
	FactoryTalk View SE templates

	PlantPAx Configuration Tool for Tags, Alarms, and Historian
	Process Controller
	Configure Controller Properties
	PlantPAx Task Model
	Create the Logical Organizer
	Add Modules and Devices to the Controller Organizer

	Develop Control Logic
	Import Add-On Instructions
	Controller-to-Controller Communication
	Configure Produced and Consumed Tags
	PlantPAx Guidelines for Produced and Consumed Tags
	PlantPAx Guidelines for Message Instructions

	Integrate Field Devices
	HART Integration
	Ethernet/IP Integration via Custom Add-On Profile
	Ethernet/IP Integration via Electronic Data Sheet Add-On Profile
	PROFIBUS PA Integration (1788-EN2PAR Linking Device)
	Foundation Fieldbus Integration (1788-ENFFR Linking Device)

	Alarm Types
	Guidelines for Logix Tag-based Alarms
	Embedded Tag-based Alarms in PlantPAx Instructions
	Guidelines for Server Tag-based Alarms (FactoryTalk Alarms and Events)
	Guidelines for Logix Instruction-based Alarms
	Monitor Alarms

	Create HMI Displays
	Graphic Framework Displays
	ACM Generated Displays
	PlantPAx Configuration Tool Displays
	Optimize Runtime Performance
	Optimize HMI Redundancy


	6 - Asset Management
	Prerequisites
	FactoryTalk AssetCentre
	Inventory Plant Assets
	Scan the System for Assets

	Manually Add Individual Assets
	Configure Audit Logs
	Security Audit Logs

	Schedule System Backups
	Create a Backup Schedule
	Configure Disaster Recovery

	Maintenance Strategy Recommendations
	Controller Project File
	FactoryTalk Directory
	PASS Servers
	Network Switches

	Server Back up and System Restore
	Historian Configuration and Data
	Batch Configuration and Data
	AssetCentre Data
	SQL Server Data
	Backup Verification

	Retention Policy Considerations
	System Storage Rates


	7 - Historical Data
	Prerequisites
	Required PlantPAx Elements

	Historical Data
	Configure Servers for a Collective
	Create Firewall Rule for Historian Servers
	Change the Historian Server Identification
	Set Initial Security Settings
	Create Connections Between Historian Servers

	Create the Historian Collective
	Delete the Default Security Certificate
	Generate a New Security Certificate
	Export the Security Certificate
	Import the Security Certificate
	Reinitialize the Secondary Server

	Client to Server Connections
	Connect another Computer to Historian Server

	Historian to FactoryTalk Directory Connection
	Create a Data Collection Interface
	Create a Synchronization Path for Redundant Node Interfaces

	Configure Redundant Node Interfaces
	Configure a FactoryTalk Live Data Primary Interface
	Configure a FactoryTalk Live Data Secondary Interface
	Confirm Unit Failover Diagnostics

	Configure PI Performance Monitor
	Create Domain User for PIPerfMon Service
	Configure the PIPerfMon Interface
	Create PIPerfMon Diagnostic Health Points
	Test the PIPerfMon Interface
	Enable the PIPerfMon Interface on other Computers

	Configure PI Buffering
	Create Domain User for PI Buffer Service
	Create Security Mappings
	Configure the Buffering Interface
	Configure the PI Buffer Service Logon

	Configure Historian Data Collection
	Create Digital States
	Import Digital Sets and States
	Create Individual Historian Points
	Monitor Historical Data
	Define Digital Historical Points

	Historian Asset Framework
	Configure the Connections to the Servers
	Import Asset Framework Templates
	Configure Asset Framework Elements
	Search Event Frames
	Finding Faults for Analysis

	Tools for Creating Historian Tags
	Application Code Manager
	PI Builder Add-in for Microsoft Excel
	Configure Asset Framework Databases with the PlantPAx Configuration Tool
	Verify Asset Framework Library and Elements

	Historian Tags in FactoryTalk VantagePoint
	Other Reporting and Analytics Options


	8 - Batch Management
	Logix Batch and Sequence Manager
	LBSM Details

	SequenceManager Controls
	SequenceManager Details

	Factory Talk Batch Application
	FactoryTalk Batch Details

	FactoryTalk Batch Server with Redundant Controllers
	Hold Propagation
	State Composite Evaluation
	Types of Failures


	9 - Analytics
	Information Enables Outcomes
	Device Level Analytics
	System Level Analytics
	Enterprise Level Analytics
	Advanced SSRS Object and Alarm Reports
	Before You Begin
	Configure Reporting Services
	Configure SQL Components
	Configure the Shifts for the SQL Database
	Configure Views
	Access Standard Reports
	Event Logging


	A - PlantPAx Security Certification
	PlantPAx Security Architecture
	Trusted Zones
	Certificate Authority

	System Security Feature Checklists
	Virtualization
	VLAN Recommendations

	B - Firewall Configurations
	Common Ports
	Rockwell Automation TCP/UDP Ports

	C - PlantPAx Deployment Recommendations and Verification Tool
	Design Recommendations Tab
	System ID
	Controller Considerations
	Library Considerations
	Alarm Considerations
	I/O Considerations
	HMI Considerations

	System Infrastructure Tab
	Network
	Servers and Workstations

	Server or Workstation Tab
	Operating System
	Performance
	Basic System Checks
	Resource Overview

	System Architecture Tab
	FactoryTalk View Application Design
	FactoryTalk View HMI Servers
	FactoryTalk Alarm and Event Servers
	FactoryTalk View Data Servers
	FactoryTalk AssetCentre Configuration
	FactoryTalk Historian SE Configuration

	PASS Tab
	FactoryTalk View SE System
	FactoryTalk Alarms and Events Server
	FactoryTalk Linx Data Server
	Generate the FactoryTalk View Report

	Controller 5x80 Tab
	Controller Properties
	CPU Use
	Faults
	Capacity
	Connections
	Time Synchronization
	Task Structure

	Controller 5x70 Tab
	Controller Properties
	CPU Use
	Faults
	Memory Use
	Connections
	Time Synchronization
	Task Structure


	D - PlantPAx Troubleshooting Scenarios
	HMI Communication Lost
	Server and Controller Communication Evaluation
	Client and Server Communication Evaluation

	Troubleshooting Scenario: HMI Display Access is Slow

	Glossary
	Back Cover


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.6
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 1
  /Optimize true
  /OPM 1
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


